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version of the document and if any concerns are already addressed. To do this, access the
Oracle Documentation available at www.docs.oracle.com which contains the most current
Documentation Library plus all documents revised or released recently.

Send your comments using the electronic mail address: financialservices_ww@oracle.com
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If you need assistance with Oracle software, then please contact your support representative
or Oracle Support Services.
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local office and inquire about our Oracle University offerings. A list of Oracle offices is
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1.1

1.2

1. Preface

This document contains notes and installation steps needed to install and Configure Oracle
Analytics Publisher. Oracle Financial Services Lending and Leasing relies on this software to
configure reports and this document is in no way meant to replace Oracle documentation
supplied with this Oracle product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

Oracle Analytics Publisher installation consists of the following steps.

e Installing OA Publisher
e Configuring OA Publisher

e Creating OA Publisher Datasource

e Importing Reports to OA Publisher Server
e Configure MDB Mail Server

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. JDK Version 1.8.0_261 or above (https://www.oracle.com/technetwork/javal/javase/
downloads/jdk8-downloads-2133151.html)

2. Oracle WebLogic Server 12¢ Version 12.2.1.4.0 (Fusion Middleware Infrastructure
Installer) http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-
097127.html

3. Oracle Analytic Server (OAS) 5.5.0
http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Home Directory/ Oracle Financial Services Lending and Leasing Home
$OFSLL_HOME | Directory
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2.1

2. Installing OA Publisher

Installing OA Publisher

Follow the below steps to install Oracle Analytics publisher:

1.

2
3.
4

Download and unzip ‘Oracle_Analytics_Server_Linux_5.5.0.zip’.
Navigate to .jar file location.
Run the command java -jar Oracle_Analytics_Server_5.5.0.jar
The following window is displayed.

[E] Oracle Analytics - Step 1 of 7

Welcome _ORACLE m
FUSION MIDDLEWARE

Welcome

Auto Updates Welcome to Oracle Analytics (5.5.0) Installer.

\T/
+ Installation Location Please see review the latest Release Notes and Documentation online. Alternatively, context
I sensitive help is available at any time by selecting Help
¥ Prerequisite Checks
|
¥ Installation Summary
Copyright (c) 1999, 2019, Oracle and/or its affiliates. All rights reserved
Help Next > Cancel

5.

Click ‘Next’. The following window is displayed.
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6. Select the option ‘Skip Software Updates’.

E Oracle Analytics - Step 2 of 7 —= O X

Auto Updates ORACLE @‘
FUSION MIDDLEWARE

Welcome

Auto Updates ) Skip Auto Updates

Miatallation bocation Select patches from directory
Prerequisite Checks
Installation Summary Search My Oracle Support for Updates

Installation Progress

C—C—€—€—€— @€

Installation Complete

Help <Back | Next> | Cancel

7. Click ‘Next’. The following window is displayed.
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8. Browse Oracle Middleware Home path (for example /u01/Middleware/
Weblogic12cHome) and click ‘Next'.

E Oracle Analytics - Step 3 of 7 = O X

ORACLE

Installation Location -
FUSION MIDDLEWARE

.

¥ Welcome * Oracle Home:

|

w Auto Updates

T Auto Updates

i Installation Location
| Feature Sets Installed At Selected Oracle Home: | View

¥ Prerequisite Checks

|
¥ Installation Summary

/u01/Middleware/Weblogicl2cHome - Browse

|
r Installation Progress
I

- Installation Complete

O T E e T TOTITO | GO 1 ST O W G O] VOB T O gre S C eI oo Wi B0 GO 1o G O aere O weaT o orees

this installation. =
N
This page only shows Feature Sets installed at the selected Oracle Home. §
It does not show Feature Sets installed anywhere else B ]
Help < Back | Next> | Cancel
9. The following window is displayed. Click ‘Next’.
[E] Oradle Analytics - Step 4 of 7 - O X
Prerequisite Checks _ORACLE
FUSION MIDDLEWARE
¥ Welcome I
+ Auto Updates 100%
\1|, Installation Location
1 & Checking operating system certification
e Prerequisite Checks
] & Checking recommended operating system packages
¥ Installation Summary
i o Checking kernel parameters
Installation Progress
‘T & Checking Recommended glibc version
- Installation Complete
& Checking physical memory
& Checking Java version used to launch the installer
v| View Successful Tasks View Log
(@ & Checking kernel parameters -

[ «?Checking Recommended glibc version
[ @ Checking physical memory
28K Checking Java version used to launch the installer

Help < Back Next > ] Cancel
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10. The following window is displayed. Click ‘Install’.

E Orade Analytics - Step 5 of 7

Installation Summary mgoof'fmf:ﬁ“ @‘

Welcome + = Install oa_platform

Auto Updates = Installation Location
Oracle Home Location: /u0l/Middleware/Weblogic12cHome
Log File Location: /tmp/Orainstall2020-05-03_11-19-48PM/install2020-05-03_11-19-48PM
Prerequisite Checks log
= Disk Space
Required: 7385 MB
Installation Progress Available: 15323 MB

Installation Location

e o Y B e

| Installation Summary

Installation Complete

Save Response File

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.

Help < Back X Install Cancel

11. The following window is displayed. Click ‘Next'.

E Oracle Analytics - Step 6 of 7

Installation Progress _ORACLE @‘
FUSION MIDDLEWARE

T Welcome ¥
|
T Auto Updates 100%
1
T Installation Location
I v Prepare
T Prerequisite Checks
I v Copy
- Installation Summary
1 o  Generating Libraries
w Installation Progress
| & |Performing String Substitutions
w Installation Complete
& Linking
\I Setup
«” |Saving the inventory
& Postinstall scripts
View Messages v| View Successful Tasks View Log

Applications
Driving Profitable Growth

Help

Finish |
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12. Once the installation is complete click ‘Finish’ to close.

E Oracle Analytics - Step 7 of 7

Installation Complete

Welcome i
Auto Updates

Installation Location
Prerequisite Checks
Installation Summary
Installation Progress

T
1
T
|
T
1
T
I
I
T
I
™)

| Installation Complete

_ORACLE
FUSION MIDDLEWARE

= Install oa_platform
= Installation Location
Oracle Home Location: /u0l/Middleware/Weblogicl2cHome

Log File Location: /tmp/Oralnstall2020-05-03_11-19-48PM/install2020-05-03_11-19-48PM

.log

Help

oa_platform installation completed successfully

2-5
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3. Configuring OA Publisher

After installing OA Publisher, the next step is to configure OA Publisher.

To configure OA Publisher

Launch configuration window and browse to $BI_ HOME/bin (for example, BI_ HOME is /
u01/Middleware/Weblogic12cHome/bi).

1.

2. Run ./config.sh. The following window is displayed.

E Oracle Analytics - Step 1 of 10

Welcome

- —C—F €€

Welcome
Configuration
Prerequisite Checks
Define Domain
Database Details
Port Management
Initial Application

Summary

Help

_ORACLE
FUSION MIDDLEWARE

Welcome to Oracle Analytics (5.5.0) Configuration Assistant.

Copyright (c) 1999, 2019, Oracle and/or its affiliates. All rights reserved

Next > Cancel
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3. Select the option ‘Oracle Analytics Publisher’ and Click ‘Next'.
E Oracle Analytics - Step 2 of 10 = O X

ORACLE

Configuration e
FUSION MIDDLEWARE

¥ Welcome il
i You are about to configure thecomponents contained in Oracle Analytics (5.5.0). At
w Configuration any time during the configuration, you can view the Release Notes and Documentation

~ PareatiisChecks online for additional information. Context-sensitive help is available by clicking Help.

| . -

¥ Define Domain Components to include

I g

¥ Database Details Oracle Analytics Enterprise Edition
+ Port Management v| Oracle Analytics Publisher

+ Initial Application
|
T Summary

I
I Configuration Progress
1

~ Configuration Complete

Help < Back [ Next > l Cancel
4. Click ‘Next’. The following window is displayed.

E Orade Analytics - Step 3 of 10

Prerequisite Checks _ORACLE @‘
FUSION MIDDLEWARE

Welcome ]

Configuration 100%
Prerequisite Checks

Checking operating system certification
Define Domain
Checking recommended operating system packages
Database Details
Checking kernel parameters

Port Management
Initial Application
Summary

Configuration Progress

Checking Recommended glibc version

Checking physical memory

44444

Checking Java version used to launch the installer

R B B A

Configuration Complete

v | View Successful Tasks View Log

E}_vch;:kjng operating system certification

a
- & Checking recommended operating system packages N
#- ?Checking kernel parameters

[+ @ Checking Recommended glibc version |

Help | < Back | Next > . Cancel

3-2 ORACLE



5. Enter the User Name, Password and Domain Name for OA Publisher domain. Click
‘Next’. The following window is displayed.

E Oracle Analytics - Step 4 of 10

Define Domain _ORACLE @‘
FUSION MIDDLEWARE

¥ Welcome i
i The domain is the basic unit of WebLogic administration. All Oracle Analytics components
¥ Configuration reside in one domain. The domain needs a place to store files, and initial administrator
| credentials.
A Prerequisite Checks
I . . The domain files include configuration files, log files, and data files.
« Define Domain
E Database Details The credentials define the initial administrator account. For security reasons no other
T default accounts are created. Use this initial account to create inidvidual accounts for your
¢ Port Management users.
+ Initial Application . B
i Location of new domain
¢ Summary
1, Configuration Progress Domains Directory fu0l/Middleware/Weblogicl2cHome/user_projects/domain: | Browse
‘, Configuration Complete Domain Name |bi
Domain Home /u0l/Middleware/Weblogicl2cHome/user_projects/domains/bi
Credentials for new domain
Username weblogic
Password [seessees |
Confirm Password {-"""' I
Enter a password for the System Administrator.
The password must be a minimum of 8 and not exceed 30 alphanumeric characters. It must begin
with an alphabetic character, use only alphanumeric, underscore (_). dollar ($) or pound (#)
characters and include at least 1 digit.
Help < Back Next > | Cancel

6. Select the option ‘Create New Schema’ and specify the Schema prefix, Schema
password, database type, user name, password, simple connect string.
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7. Click ‘Next’. The following window is displayed.

E Oracle Analytics - Step 5 of 10

Database Schema _ORACLE @‘
FUSlON MIDDLEWARE

¥ Welcome i
Database schemas are required for storage of internal housekeeping information. These
|
¥ Configuration schemas are distinct from any data sources which you plan to analyse in Oracle Analytics.
| . 2
A Prerequisite Checks The simplest option is to create new database schemas here. Alternatively you can use
| . . existing schemas you created earlier using the Repository Creation utility (RCU). Using RCU in
Define Domain
Y Zetine Jomain advance gives you aditional options, such as choosing tablespaces. RCU is available in
%. Database Details directory /u0l/Middleware/Weblogicl2cHome/oracle_common/bin.
¥ Port Management
. I oo 2 Create new schemas
¥ Initial Application
+ SLima Schema prefix lDFSLL ‘
i .
. Configuration Progress Schema password ‘" . ‘
I

Confirm schema password

Configuration Complete

Database type | Oracle Database b

Username fsys

Password

PP A — ‘

Simple connect string ‘ofsll.uracle.com 1521:0LLMDR

) Use existing schemas

Help | | <Back || Next:> Cancel

8. Click ‘Next’. The following window is displayed.

E Qracle Analytics - Step 6 of 10

Port Management _ORACLE @‘
FUSION MIDDLEWARE

Welcome

Choose the ports for Oracle Analytics and WLS processes to use.
Configuration

Prerequisite Checks Port Range

Define Domain

Port Range Starting Port [7500 ]

Database Details Port Range End Port [9399 \

Port Management

Initial Application
Summary

Configuration Progress

(-~ €~ —F ——€—€

Configuration Complete

ﬂelrp <§a:k || Next > Cancel |
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9. Click ‘Next’. The following window is displayed.

E Oracle Analytics - Step 7 of 10 ==

o X
Initial Application ORACLE @‘
FUSION MIDDLEWARE

¥ Welcome i
i Choose the application that will be installed into vour inital service instance. This can be
Configuration the default sample application, an application archive exported from another Oracle

S Analytics installation or you can choose to start with a clean slate.

Prerequisite Checks

finfira Homaih Your own existing Oracle Analytics Application from export bundle (.jar file)

bl

ort Management

If
T
i
4, Database Details # Clean Slate (no predefined application)
|
T
T‘ Initial Application

¥

i

T

1

Help < Back | Next> I Cancel |

10. Click ‘Configure’. The following window is displayed.

E Oracle Analytics - Step 8 of 10 = O X
Summary EQA&E_
FUSION MIDDLEWARE
b 4 Welcome + [ Configure =
+ Configuration = Configuration
| - = Components
)T\ ErecequisieiChecks Oracle Analytics Publisher
¢ Define Domain = New domain
+ Database Details Dnmain Narne: bi ) ‘ ' .
i Domains Directory: /u01l/Middleware/Weblogicl2cHome/user_projects/domains
¢ Port Management Admin server (HTTP port 7500, HTTPS 7501, internal 7504)
+ Initial Application Managed server (HTTP port 7502, HTTPS 7503, internal 7505) §
~L P— = Database B
T 2 New schemas
T Configuration Progress Database type: ORACLE
¥ Configuration Complete Connect string: ofsll.oracle.com:1521: OLLMDR
New RCU prefix: OFSLL
= Port Management
= Port range
Port range start: 7500
Port range end: 9999 W
= Application
Archive: /u0l/Middleware/Weblogicl2cHome/oui/mw/common/framework/bin
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points =

Save Response File: Save

e
Click Save to generate a response file used for silent installation.

Help | < Back | | Configure Cancel
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3.1

11. Click ‘Next’. The following window is displayed

E Oracle Analytics - Step 9 of 10

Configuration Progress

€ —i =

12.
13.

.

Configuration Progress

Configuration Complete

&

Configuration Tools

Name
« Oracle_Analytics_Configuration
[ Create default domains dir

[ Create expanded domain

...l Create schemas using RCU
...l Oracle Analytics Publisher
~-f Complete domain

.- Store port range

-l Sync mid tier database
[l Add default service instance

[l Store JMS credential

.. Cleaning up issues

« Oracle_Analytics_Startup
+ Oracle_Analytics_Epilogue

_ORACLE
FUSION MIDDLEWARE

Progress

100% |
« Success
& Success
 Success
« Success
o/ Success
o/ Success
o Success
o/ Success
« Success
«/ Success
100% 1
100% |

Configuration Log Location: /u01/Middleware/Weblogicl2cHome/install2020-05-04_07-44-49AM.log

# + Oracle_Analytics_Configuration
# « Oracle_Analytics_Startup
#  Oracle_Analytics_Epilogue

Help

Click ‘Save’ and save the Response File.

Next > Cancel
ekl

Click ‘Finish’. The application will create a new domain for OA Publisher with the details
as highlighted in the above screen.

Verifying Successful OA Publisher Deployment

Successful OA Publisher deployment can be verified by launching the OA Publisher URL
http://hostname:<port>/xmlpserver.
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4. Creating OA Publisher Datasource

To create OA Publisher Datasource, do the following:

1. Access the console URL using http://hostname:<port>/xmlipserver.
ORACLE Anaytics

password
,,,,, —
Accassitilicy Mods

Sign I

English (United Statas -

Copyricht © 2003, 2017, Oracle andfor its affilistes. All rights reserved.

2. The following window is displayed. Click Administration option on the header.

COTRACL_ € Anaynes searcn | an - . EEresraEe ew - gn Gut

Home Home S rew - Open - Signed in s weblogic  —

Create__

[

3. Click on ‘JDBC Connection’.

ORACLE Aanaytics Search | Al : Addmsintracen . Halp v Sign Out

Administration Home Cataiog Mew w Open Signed inAs  weblogic

Data Sources Systern Mail

Integration
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4. Click ‘Add Data Source’.

ORACLE Analytics Search | Al - Administration Help Sian Cut
Administration Homs= Cakalog roew - Open = Signed Inas  weblogic -
Administration = JDBC (2]
Data Sources
JDEC | Fie LDAP  OLAF e HTTF  Content Server
Add Data Source
Data Source Mame Connection String Delete
Oracle BI EE £/ @HOST_NAME: PORT/ >
5. Add the following details:
ORACLE" Analytics Search A v Administration Help « Sign Out ==
Administration Home Catalog New ¥ Open ¥ SignedIn A= weblogic ~
General -
TIF Flezse maks DBC driver classes.
TIP With Orack 2ot the Uss System User chackbow to us the Bl Systam Usar for your Bl Server Databasze Connzction
TIP Not all JOB
* Data Source Name  FLLR=portsPool
* Driver Type Oracle 12c -
* Database Driver Class  oracle.jdbe.OracleDriv
Connection String dboioracleithin: B ot
A
Use System User
* Usemame  OFSLLREL
Fassword  ssssrsss
Pre Process Function
Post Process Function
Client Certificate
Use Proxy Authentication
Test Connection
Backup Data Source
@TIP To ensble access 1o 3 backup 0313 source, pleasze check the Use Sackup Data Source checkbox and enter the necessary connection informaton
Use Backup Data Source
Cennection String
7
Usemame
Password
-

e Specify Data Source Name as ‘FLLReportsPool’.
e Click on ‘Test Connection’.

e Under ‘Security’ section, select ‘Bl Author Role’ and ‘Bl Consumer Role’ from Available

Roles and assign them as Allowed Roles.

Note

If “Bl Author” and “Bl Consumer” roles are not displayed in the ‘Available Roles’ section,
you need to create the roles as explained in following ‘Creating Roles’ section.

6. Click ‘Apply’.

4-2
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4.1

Creating Roles

The following section details the steps to be followed to create “Bl Author” and “Bl Consumer’
roles which are used to define security roles while creating Data Source on OA Publisher.

To create WebLogic Application Role

1. Login to Enterprise Manager using the URL - http://hostname:port/em.

2. Select Weblogic Domain > Security > Application Roles as indicated in the following
screen.

WebLogic Domain v Sep 25, 2017 5:3%38 AMEDT £)

@infc  Home ]
Cert Moniloring » |You own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
serve Diagnostics »
n Server
Centrol »
‘ Logs » Name AdminSenver
Environment " Host ofsll.in.oracle.com
———  Deployments Listen Port 9600

Clust  JDBC Data Sources

Messaging »

al Control v  Ef
Cross Gomponent Wiring »
Fis Hez
‘Web Senices » Status  Cluster Mach State Health Po CPU Usage (%) Usag
mi
Other Senvices » -
r(admin) 4 Running oK 96t 0.00 755
Deplt i ista
RIS o L 4+ bi_cluster m Running OK 960 0.00 336¢
Refresh WebLogic Domain
Security »
JNDI Browser
System MBean Browser
Doma
@ Weblogic Server Adminisiration Console
Target Sitemal
g 2 Columns Hidden 34 Servers 2012

3. Inthe Application Stripe field, select ‘obi’ from the drop-down list. The option
‘OAServiceAdministrator’ is added by default. Click ‘Create’.

Application Roles

Application foles are the roles used by security aware applications that are specificto the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles that are createdin fhe context of end users
application.

& To manage users and groups in the WebLogic Domain, use the Oracle Webl ogic Server Security Provider.

b Policy Store Provider

4 searcn

Select an application and enter a search keyword for the role name to search for roles defined by this application. Us s the application stripe to search ifthe application uses a stripe that is different from the application name.

Appiication Stripe  obi B
Role Name  Starts With B »

vieww | @ Creste. | [ Crestelie. 4 EaL ¥ Detete 5
’

Role Name Display Name Description

BiSeniceAdministrator B1 Sevice Administrator “This role confers prileges requiredto administer a senice instance
4 ip for BiServi
Principal Display Name Type Description
weblogic weblogic User This user s the defaut administrator

4. Specify the following details:
— Role Name
— Display Name
— Description

Create Application Role OK  Cancel
Role (or Enterprise Role) s the group of users designed atthe enterprise level and typically used to assign a privilege or permission. A role can also contain ofher roles as members
General
Application Stripe obi
* Role Name _ BIConsumer
Display Name _ BIConsumer
Description | The base-level role that grants the user access
o existing analyses, dashboards and agents
allows themto fun o schedule existing BI
Publisher reports, but ot create any new anes
Wembers
An application role may need to be mappedto users or groups defined in enterprise LDAP server, or the role can be mappedto other application roles.

vew | +1gd |

Name Display Name Type

No groups or application roles added
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5. Click ‘Add’ to add the application role to the members family. The same can later be

mapped to required Users or Groups defined in Enterprise LDAP server, or the role can
be mapped to other application roles.

Add Principal

Specify criteria to search and selectthe application foles that you want to grant permissions to.
4 search

Type User v

Principal Name  Stars With ¥

Display Name ~ Starts Witn v »
Searched Principals
View v
Principal Display Name. Description
LCMUser Thisis for WebLogic Server Li configuration updates.

OracleSystemUser Oracle application software system user.

weblogic This user s the default administrator

4 Advanced Option

) Checkto enter principal name here from above.

g( Cancel

6. Add the Weblogic User by selecting “weblogic” in the ‘Searched Principals’ section and
click ‘OK’. The Weblogic User is added to the application role.

Create Application Role

0& Cancel
Role (or Enterprise Role) s the group of users designed at the enterprise level and typically used to assign a privilege or permission. A role can also contain ofher roles as members.
General

Application Stripe ~ ob

* Role Name  BIConsumer
Display Name  BIConsumer

Description  The base-level role that grants the user access to
existing analyses, dashboards and agents, allows ™
e to run or schedule existing BI Publisher 4
Members

An application fole may need to be mapped t Users or groups defined i enterprise LDAP server, o the ole can be mapped o other appicaton rols.
Viewv eAdd 3 Delete

Name

Display Name Type
weblogic

7. Click ‘OK’. The new role is added to the list of application roles.

Application Roles

Application roles are the roles used by security aware applications that are specificto the application. These roles are ol in single global p
application

the applications are registered These are also application roles that are created in the context of end users accessing the
To manage users and groups in the WebLogic Domain, use the Oracle Webl oqic Server Securiy Provider
P Policy Store Provider

4 search

Selectan applcation and enter a search keyword fo the role name to search forroes defined by thil\spplication Use the applicaton stripe o search fthe application uses a stipe hatis diferentfom the appication name.

rvicaton spe o B
Role Name  Stars it [~ »
Viewv llCreate.. [ Createlike.. / Edi. 3 Delete..

.

Role Name Display Name Description

B aministat This ole confers privleges required o administer a sevce insance.

BiConsumer BiConsumer The base-leve ole that grants the user access to eisiing analyses, dashboards and agents, allows themto un or schedule exsting B Publisher repors, but na create any new ones.
4 ip for
Principal Display Name Type Description
weblogic weblogic User This useris the defauit admiistrator

To Create WebLogic Application Policies

1. Login to Enterprise Manager using the URL - http://hostname:port/em.
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2. Select Weblogic Domain > Security > Application Policies as indicated in the following
screen:
oz i sz )

@t Home &
AT yonitoring »
/Domain,  Diagnostics >
Appli  Control >
Al Logs  fons that are specificto the application. These roles are seedsd by applications in single global policy store when the applications are registered. These are also application foles that are created in the contextof end users accessing the
applcati
@Toma  Envronment » & the Oracle Webl oaic Server Secuity Provider
P Polic

Deployments

4 seal  JDBC Data Sources

Selectat  yeccading  Yame to search for roles defined by this application. Use the application siipe to search fthe application uses a stie thati different fom the application name.
Gross Componet g , B
Web Senices ] »
View {  Other Senices X Detete. Detach

Administration »

Refresh WebLogic Domain

Rol -
o (il | :SicirReams fers privileges requiredto administer a service instance.
g SystemMBean Browser Users and Groups el role that grants the user access to existing analyses, dashboards and agents, allows them to run or schedule existing Bl Publisher reports, but not create any new ones
@ WebLogic Server Administration Console Credentials
Target Sitemap Securty Provider Configuration
4 Mel

Target Information

Application Policies
Principar uispiay vame ' N

Application Roles

weblogic weblogic U fault administrator.

Keystore
System Policies

Audit Policy

3. Inthe Application Stripe field, select ‘obi’ from the drop-down list. Click ‘Create’.

Application Policies

Application policies are the authorization policies that an application relies upon for controlling access to ts resources.
To manage users and groups in the WebLogic Domain, use the Oracle Webl oqic Server Security Provider

¥ Policy Store Provider
4 search
Selectan application and enter the search keyword for principals or permissions to query application security grants. Use the application stripe to search if the application uses a stripe thatis different from the application name.

ovtcaton o o B

pracin e sopicten e [

Principal Name  Starts With B »
View v Create.. | [ Createlike. / Edt. 3 Delete
.
Principal Display Name Description
BiSeniceAdministator B1 Senvice Administrator

4 Policies for BlServiceAdministrator

Permissions
Resource Name Resource Type Permission Actions Permission Class Permission Set
oracle bi publisher administerServer oracle bi publisherpermi.. _all_ bip.administrator

4. In ‘Create Application Grant’ screen, under the Grantee section, click ‘Add’.

Create Application Grant OK  Cancel
For managing an application policy, select a particular grantee and attach a permission to it

Application Stripe obi
Grantee

Selectte grantees (user, group or application role) you want to addto the policy.

View v Add Detach

Name Display Name Type

No users or groups added

Permissions
Selectirom permissions and resources usedin this application. Enter search criteria to search for ight permissions

View v+ Add Detach

Re Permission
Ty Actions

Resource Name

No permissions added
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5. Select the newly created application role from the list and click ‘OK’. The new role is

added to the list.

Add Principal

‘Specify criteria to search and select the application roles that you want to grant permissions to.

A searcn

T AgpicaionRoe [+

Principal Name ~ Starts With

Display Name ~ Starts With B

Searched Principals

Principal Display Name

anonymous-role Anonymous Role

authenticated-role Authenticated Role

BIConsumer BIConsumer

BiSeniceAdministrator Bl Senvice Administrator

6.

Create Application Grant
For managing an application policy, selecta particular grantee and aftach a permission to it

Application Stripe  obi
Grantee

Select the grantees (user, group or application role) you wantto add to the policy.

View v | 4 Add Delete.
Name play Name. Type
BIConsumer BIConsumer Application Role

Permissions

The base-evel role that rants the user access to existing analyses, dashboards and agents, allows them

to run or schedule existing Bl Publisher reports, but not create any new ones.

In the ‘Permissions’ section, click ‘Add’.

Description

This role confers privileges required to administer a senvice instance.

0K Cancel

‘The base-level role that grants the ser access to existing analyses, dashboards and agents, allows them to run or schedule existing BI Publisher reports, but not create any new ones.

‘Select from permissions and resources used in this application. Enter search crieriato search for right permissions

Viewv | 4ada| e Delete.
Permission Class

No permissions added.

7.

Re Permission

Resource Name ) Ao

Permission Set

In the search criteria, select ‘Resource Type’ and select the resource type from the drop-

down list. Select the required resource from the search results and click ‘Continue’.

Add Permission

x

Selectirom permissions and resources used in this application. Enter search criteria to search for ight permissions

4 search

© Permissions @ Resource Types

Resourca pe | rateiptenrpamicsn [

Rosourcetiame sttt ]

Search Results

Resource Name Display Name.

racle bi

racle bi

BIP Access Excel

OnlineRep... BIP Access Online

oracle bi publisher accessReportOut. ..~ BIP Access Report Output

racle bi

oracle bi publisher developDatalodsl  BIP Develop Data Model

racle bi

BIP

oracle bi publisherrunReportonline  BIP Run Report Online

racle bi

BIP

@ TIP Continue to go to next step if you want to enter policy details.
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Define the required permission(s) for the application role by selecting the appropriate

Permission Class and Permissions Actions check box. Click ‘Select’.

Add Permission

4 customize

Permission
Class.

Resource
v

Resource
Name.

Permission
Actions.

oracle securityps ResourcePermission

oracle.bipublishetpermission

9.

The selected permissions are defined to the application role. Similarly you can define the

required permissions for other application roles.

Create Application Grant

For managing an application policy, selecta particular grantee and attach a permission to it
Application Stripe  obi

Grantee

Selecttne grantees (user, aroup or application role) you want to addto the policy

View v 4 Add Delete.
Name Display Name. Type Description
BIConsumer BIConsumer Application Role

Permissions

Selectfom permissions and resoutces used n this appiictin. Ener search creria o search foright permissions.
Viewv [Fada| e

Delete. Detach

Permi

n Class

oracle securityps ResourcePermission
oracle securityps ResourcePermission

oracle securityps ResourcePermission

10. Once done, click ‘OK’.

Application Pol

Application policies are the authorization policies that an application relies upon for controlling access to its resources.
‘o manage us ers and groups in the WebLogic Domain, use the Oracle Webl ogic Server Securi
P Policy Store Provider

Provider

4 search

Cancel

The base-level role that grants the user access to existing analyses, dashboards and agents, allows them to run or schedule existing BI Publisher reports, but ot create any new ones.

Re Permission
Resource Name.

Ty Actions
oracte bi publisher accessOnlineReportanalyzer ora_all_
oracle bi publisherrunReportOniine ora_all_
oracle bi publisher accessExcelReportanalyzer ora_all_

Selectan application and enter the search keyword for principals or permissions to query application security grants. Use the application siripe to search ifthe application uses a stripe thatis different from the application name.

Appiication Stripe  obi
principal Type  Application Role [

Principal Name  Starts With

Viewv Wl Create.. [ Createlike.. ' Edit. 3 Delete..
£
Display Name. Description
BiConsumer BiConsumer
Bl Administrat

4 Policies for BIConsumer
Permissions

Resource Name
oracle.oipublisherrunReportoniine

oracle.bi publisheraccessOnlineReportAnalyzer

oracle.bi publisher.accessExcelReportAnalyzer

Resource Type Permission Actions Permission Class Permission Set
oracle bipublisherpermi . _all_ oracle security jps ResourcePermission

oracle bi publisherpermi_. _all_ oracle security jps ResourcePermission

oracle bi publisherpermi . _all_

oracle security jps ResourcePermission
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5. Importing Reports to OA Publisher Server

To import ofsll application reports to OA Publisher Server, do the following:
1. Copy and extract the OFSLLReports.zip file to staging area.

2. Launch the Oracle Analytics Publisher Application using http://hostname:port/xmlpserver
3. Login with valid credentials.

ORACLE aAnaytics

Usarname

English (United States) -

Copyright © 2003, 2017, Oracle and/or its affiliztes. All righw reserved.

4. Following window is displayed. Click on ‘Catalog Folders’ on the left pane.
ORACLE  Anaytics Search Al v Administration Help -

Home Home Catalog MNew = Cpen Signed In As

Create... Recent
Report Reports
Others
Report Job Favorites a=nage

Data Model

More «

Browse/Manage...

m Catalog Folders
Report Jobs

Report Job Histary
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ORACLE Anaytics

Catalog
-y 1 £
Folders
» BB My Folders
im

Tasks

Fm Shared Folders

EmEpens (5, siad
Delete Download
Copy Cut
Paste Renams

§ Permissions Properties
[_‘. Export XLIFF

5. Click on ‘Shared Folders’ option and then click ‘Upload’.

Search Al - O, Administration Help ~
Signed In As

Open v

Home Catalog

= =
4= Location  ;gnared Foldars -

Components

Ewpand  More
= Samples Last Modified 5/4/20 5:38 AM  Created By
B epanc More v

Last Modifiec 5/4/20 8:02 AM  Created By
-

Sign Out ===
weblogic =
L]

The following window is displayed. Browse to the location where the oracle.xdrz file is
saved. Click the 'Overwrite Existing File' check box if you are overwriting an existing

directory.

Upload | Choose File | Mo file chosen

Overwrite existing file [
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7. Click on ‘Upload’.

Upload | Chaose File | oracke sirz

Owverwrite existing file ||

8. The following window is displayed.

Upload No e crosen

Owverwrite existing file ||
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9. Once the upload is completed, click any folder to see the list of reports under the directory.
The following window is displayed.

ORACLE analytics

Catalog
ey 2

Tasks

i reports.

cormespandence

atters

templates

+, Upload

+, Downioad
M, Cut

=]1 Renams

Search Al - o,
Home Catalog New v
= 4 Locafion  snared Foldersioracle/l:

corgen_em_100_01  LastModified 54/20 6:04 FM  Crested Sy weblogic
corgen_em_100_01
Open Schedule Jobs JobHistory Edit More ™

objrpt_em_100_01 Last Modified 5/4/20 6:04 PM  Crested By weblogic
teh Jobs Report
Open nedule Jobs JobHistory Edit More w

ocobnk_em_100_01  Last Modified 54/20 8:04 PM  Created By weblogic
occbnk_em_100_01
Open hedule Jobs  Job History Edit More w

ococol_em_100_01  Last Modified 5/4/20 5:04 PM  Crested By weblogic
ococol_em_100_01

Coen hedule Jobs JobHistory Edit More v

ococol_em_100_02  Lsst Modified 54/20 5:04 PM  Crested By weblogic
ococal_em_100_02
Open  Schedule Jobs JobHistory Edt More ¥

ococol_em_100_03  Last Modified 54/20 6:04 PM  Crested By weblogic
ococol_em_100_03
Open Schedule Jobs JobHistory Edit  More ¥

ococol_em_100_04  Lsst Modified 54/20 6:04 PM  Crested By weblogic
ceocol_em_100_04
Open  Schedule Jobs JobHistory Edit More w

ococol_em_100_05  Last Modified 54/20 6:0¢ PM  Crested By weblogic
ococal_em_100_05
Open Schedule Jobs JobHistory Edit More v

ococol_em_100_08  Last Modified 5/4/20 5:04 PM  Created By weblogic
ococol_em_100_06
Open  Schedule Jobs JobHistory Edit  More ¥

ococol_em_100_07  Last Modified 54/20 5:04 PM  Crested By weblogic
ococol_em_100_07

Open hedule Jobs Job History Edit More ™

ococol_em_100_08  Lsst Modified 5/4/20 6:04 PM  Crested By weblogic
ceocol_em_100_08
Open  Schedule Jobs JobHistory Edit More ¥

Administration

Opan

-

Heip + Sign Out

Signed InAs  weblogic ¥

-]
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6. Configure MDB Mail Server

Refer to the following instructions to configure the MDB email server. This is required for
outbound email communications.

1. Launch the Oracle Analytics Publisher application (http://hostname:port/xmipserver). The
following window is displayed.

ORACLE" Analytics

Sign In

Plezse enter usermame and password

Usemame

Password

Accessibility Mode

Sign In

English (United States) v

Copyright & 2003, 2017, Oracle and/or its affiliates. All rights reserved.

2. Login using the valid credentials. The following window is displayed.

ORALCL_E" Anaiytics Search A - Edmirstration Help w ‘Sign Out
Home Flome Catsiog ramart Open = Signedin A= weblogic
Create... Recent
Report Reports
Others
Feport Joo Favorites wManage

Data Model
More «

Browse/Manage...

Em Catalog Folders
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3. Click 'Administration’
ORACLE"

Administration

Analytics

Data Sources

JDBC Connection
File

onfiguration
Permissions

Delivery

rver
nd Experience

. The following window is displayed.

Search

Home

-

Catslog

Systerm Maintenance

anfiguration

r Diagnostics
=wser Configuration

Manage Job Diagnostios Log

Runtime Configuration

Integration

Oracle BY Presentation Services

4. Click ‘Email’. The following window is displayed.

ORACLE’

Administration

Analytics

Administration = Email

Delivery

Search Al

Dajivery Configuration  Printer  Fax

Server Name

Add Server

Email

WebDan'

Host

HTTR

FTR

Content Senver

Catalog New ¥

Centent and Exparianca

Fort

5. Click ‘Add Server’. The following window is displayed.

oOoORrRACLE

Administration

Analytics

Administration = Email > Add Server

@ Confirmation
Connection estsbiishad suscessfully

Add Server

General

= Server Name

25

Security

Username

Access Control

Search Al

ofsll.oracle.com

Catalog

*Host  ofsll.oracle.com

Secure Connection  hone

Password

Allowed Roles

(]

4

Administration Help Sign Out ==

Open Signed In A= weblogic ¥
Administration Help = Sign Out
Open + Signed In As  weblogic ~
(2]
CUPE Serve:
Delete
Administration Help ~ Sign Cut

Open Signed In Aas  weblogic =
9
Test Connection | Apply | Cancel

6. Specify the Server details (server name, host, and port number) and click ‘Test
Connection’. On completion, a confirmation message is displayed as indicated.
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7. Click ‘Apply’. The following window is displayed.

ORALCLE analytics Search all - Administration e Ssgn Out
Administration Horme Catalog Mew - Open = Signed In A= weblogic =
Adrministration @ Emsil = Add Sarver -
@ Confirmation
Connacton estabsned suceessfully.
Add Server
Test Connection | Apply | Cancel
General
= Server Mame  ofsil.oracls.com +Host  ofsiloraciecsm
Fort 25 Secure Connection  None -
Security
Username Password
Access Control
Allowed R
a o=
> a
rMove
= -
Pone Al !
<
Femawe
5
Ramave Al
ORALCLE  Analytics Search &l - Administration Help - Sign Cut
Administration Home Catalog MNew v Open Signed In As  weblogic -
Administration = Email [~]
Delivery
Des Configuration  Printer  Fax | Email | WebDAY HTTP  FTP  Content Serves  Content and Experience  GUPS Server
Server Name Host Fort Default Delete
25 v >

ofsll.oracke

Add Server

ofsll.oradle.com
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