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Disclaimer

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, and timing of any features or functionality described for Oracle’s products
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Introduction

The indent of this document is to showcase a proof-of-concept on SAML 2.0 based Single Sign-On
feature using Active Directory Federation Services (henceforth termed as AD FS) for Oracle Financial

Services Lending and Leasing product (henceforth termed as OFSLL).

This document covers the basic steps followed to install and configure AD FS, followed by
configuration of Weblogic Managed Server where the OFSLL application is deployed. The details
mentioned are more of a lab setup, for production additional settings may be required which is out-of-

scope of this document. This is a reference document for following audiences:

» System Administrators
» Weblogic Administrators
» Product Managers

» Technical Resources

Pre-requisite

Components
The list of components required for this POC are

» Windows 2012 R2 Server (henceforth referred as AD Server)
» MS Active Directory installed and configured
» MS Active Directory Federation Services

Note: Windows 2012 R2 server comes default with AD FS 3.0 however does support 2.0, the scope of this
document is AD FS 2.0

» IS Manager

Note: IIS Installation is out-of-scope; IIS can be installed as stand-alone or while installing AD FS, would get auto-
selected as part of dependent required components.

» Weblogic 10.3.6 Server (henceforth referred as OFSLL Server)

Assumptions

» Windows 2012 R2 Domain Server is installed and configured as a domain controller and Active Directory is
installed and configured on AD Server. The detailed installation and configuration steps of Windows 2012 R2
server and MS Active Directory are out-of-scope.

» Weblogic is installed and configured with an OFSLL domain. The domain should have at least one Managed
Server (henceforth referred as ofsll_managedserver2) apart from Admin Server. JRF templates are applied and
OFSLL application is deployed on to the Managed Server.

» The steps covered in this document are for a single Weblogic node setup and does not cover that of cluster setup.
Where ever there is a difference for cluster setup same is denoted.
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» Add few users to Active Directory on AD Server
» Install IS Manager on AD Server

Installation of Active Directory Federation Services

Install AD FS on AD Server
Logon to AD Server (Active Directory Domain Server) using an administrator Id.

» Open Server Manager

» Click Add Roles and Features

» Proceed the steps until Select server roles interface

» Click Active Directory Federation Services and proceed with next

Server Manager

Add Roles and Features Wizard

DESTINATION SERVER

Select server roles whillakcinovackcom

Before You Begin Select ane or more roles to install on the selected server,

Installation Type Reles Description

| >

server Selecticn T . — : Active Directory Certificate Services
[ CIWA ctive Directory Certificate Services (1 of 6 installe] (AD CS) is used to create
irectory Domain Services (Installed) certification authorities and related
I Fealures | Active Directory Federation Services (Installed) role services that allow you to issue
and manage certificates used ina
variety of applications.

V| Active D
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
I [m] Application Server (1 of 11 installed)
[] DHCP Server
v| DNS Server (Installed)
[] Fax Server
I [®] File and Storage Services (2 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services

[T] Print and Document Services
[] Remote Access

—_ - . - . W

<| n HE

< Previous | | Next > Install

Figure 1. Install AD FS —Server Roles
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» On the Select Features interface, click Next

Server Manager

Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

I Features

Select one or more features to install on the selected server.

Features

1B MET Framework 3.5 Features (1 of 3 installed), ,i

[» [®] MET Framewark 4.5 Features (3 of 7 installad)
I+ [] Background Intelligent Transfer Service (BITS)

[[] BitLocker Drive Encryption

[] BitLocker Metwork Unlack

[] BranchCache

[ Client for NFS

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[ Failover Clustering

¥ Group Pali
[] 115 Hostable Web Care
[] Ink and Handwriting Services

—_ - - W

nagement (Installed)

< [T | >

DESTIMATION SERVER
whfllslocinoracle.com

Description

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | Next =

Figure 2. Install AD FS — Select Features

Install
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» On the Active Directory Federation Services (AD FS) interface, click Next

Active Directory Federation Services (AD FS) e,

Before You Begin Active Directory Federation Services (AD FS) provides Web single-sign-on (SSO) capabilities to

authenticate 3 user to multiple Web applications using a single user account. AD FS helps organizations

bypass the need for secondary accounts by allowing you to project a user’s digital identity and access

Server Selection rights to trusted partners. In this federated environment, each organization continues to manage its
own identities.

Instaliation Type

Server Roles

Features Things to note:
- * This computer must be joined to a domain before you can successfully install the Federation Service
Confirmation * The Web Application Proxy role service in the Remote Access server role functions as the federation

service proxy and cannot be installed on the same computer as the federation service,

| <Previous | | Net> nstall | [ Concel |

Figure 3. Install AD FS — AD FS Page
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» Click Install

Confirm installation selections

Before You Begin
Instaliation Type
Server Selection
erver Roles
Features

AD FS

DESTINATION SERVER

To install the following roles, role services, or features on selected server, click Install

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Federation Services

Export configuration settings
Specify an alternate source path

Figure 4. Install AD FS — Confirmation Page
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» Once the installation completed, click “Configure the federation service on this server”

DESTINATION SERVER

Installation progress

View installation progress

-o Feature installation
I ——

Configuration required. Installation succeeded on ExxonDC.ExxonPeclan.

Active Directory Federation Services
Additional steps are required to configure Active Directory Federation Services on this machine.
Configure the federation service on this server.

You can close this wizard without interrupting running tasks. View task progress or open this
a page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Figure 5. Install AD FS — Result Page

Configure AD FS
Before configuring AD FS ensure following are made available:

» An Active Directory domain administrator account
» Default “Administrator” account can also be used
» A publicly trusted certificate for SSL server authentication

Note: Since this is a POC, a self-signed certificate was used. Self-signed certificate can be created various ways;
here going to showcase the self-signed certificate using makecert.exe and pvk2pfx.exe available as part of Windows
2012 R2 server, available as part of Windows SDK disk.
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How to Create Self-signed Certificate

This step is optional and required since this POC is using a self-signed certificate.
» Open Windows Power Shell command prompt on AD Server

» Run following commands:

» makecert.exe -n "CN=*.ofsll.com" -pe -a shal -len 2048 -r -cy authority -sv CACer.pvk CACer.cer —e
10/10/2020

Note: a wild card self-signed certificate is created in above sample with an expiration year of 2020

» pvk2pfx.exe -pvk CACer.pvk -spc CACer.cer -pfx CACer.pfx -pi <password>
How to Register the Certificate
The self-signed certificate (CACer.pfx) created above must be registered with AD Server.

» Import above certificate using following steps:
» Open IIS Manager, click on Server Certificates

| Internet Information Services (IIS) Manager == -
L&) [ wrroosioc » e
1Rl wiew  Hel
| = GEI WHFODAKX Home
LA RERL- A B Manage Server
&5 Start Page = 2 Restart
Filter: - v Go - L Show Al | Group by: -E-
, = WHFO0AK (OFSLLPragna) e 8o - Gshowal |Grauply: Area = P Start
3 Application Pools 5 ) @ s
-8 Sites v p— . — 3
3}) \g o =0 'é’j g = Wisw Application Ponls
Authentic.. Compression  Default  Directary  ErrarPages  Handler HTTP Logging  MIME Types Wiew Sites
Document  Brawsing Mappings  Respan.. Change e
- Wersion
s - = —— Ty
‘féﬂ i—”ﬁ o= Lat t% @ Getew Web Platform
Modules  Output  Reguest Server Warker Corponcl
Caching Filtering  Certificates  Processes @ Help
Management ~
E B 0
4= 1=
Certralized  Corfigurst..  Festure Shared Web
Certificates  Editar  Delegation Configurat.,  Platfar.,
< o 51 |20 Features view |72 Content wiew
Readly h-E

Figure 6. IS Manager — Main Page
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» Click on import link

H 63 WHFDOAIC » &y @

Eile

View  Help

e’ﬂ Server Certificates

Import...

&5 Start Page

Use this feature to request and manage certificates that the Web server can use with websites configured for $5L. Create Cenrtificate Request...
95 WHFOO0RKX (OFSLLYPragna)

Complete Certificate Fequest..

Application Pools Filter: ~ 7 Go - g Show Al | Group by: Na Grouping -
b Sites < - - Create Dnrrisin Certificate..
Mame I55ued To Issued By Expiration Date Certificate Has i
wihf00aksin.oracle.comn in-WAHF O0AKX-CA 71972016 11:22:04,..  CEDAADAGEBZ Create Self-Signed Certificate..
in-WHFODAKX-CA in-WHFO0AKY- -4 /2072020 65903 .. COEBDIG2ACE: Enable Autamatic Rebind of
*afsll.comm " ofslleanm 1/1/2040 5:2%:50 Ab  SBECAOBOCSFS Ren=wed CEEN
*in.oracle.cam *inoracle.com 11204052050 A0 365BASIE0IDA | | @ Help
- HFO0AKN-CA TAR/2016 65118, TEABCEGE024T
115 Express Developrment Certifi.. localhost Incalhost 7/16/2020 530:00..  A32003091608

<] 1] >

Figure 7. IS Manager - Server Certificates
» Upload the certificate “CACer.pfx” file generated in previous section and password
» Click Ok to import the certificate

Certificate file {pfi

|C:\Users‘al . nDesktop\CACer.pfx

Password:

Select Certificate Store:

|Per5|:|na|

[w] Allowy this certificate to be exported

(0] 4 Cancel

Figure 8. IS Manager — Import Certificate

Now all pre-requisites are met and system is ready to configure AD FS.
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AD FS Configuration
» On the Welcome interface, click Create the first federation server in a federation server farm, and click Next

Welcome

_ Welcome to the Active Directory Federation Services Configuration Wizard.

Connect to AD DS
Specify Service Properties Before you begin configuration, you must have the following:
Specify Service Account * An Active Directory domain administrator account.

Specify Database * A publicly trusted certificate for SSL server authentication.

AD FS pre-requisites

Select an option below:
® Create the first federation server in a federation server farm

() Add a federation server to a federation server farm

N pr:\. Loz

Figure 9. AD FS Configuration — Welcome Page
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» On the Connect to Active Directory Domain Services interface, proceed with Next.

» In the first panel of the AD FS Configuration Wizard we will specify the AD account that has permissions to
perform the federation service configuration.

Note: This account must be a Domain Administrator or can also be the default “administrator” user account.

o 3 - . TARGET SERVER
Connect to Active Directory Domain Services ADFSOL.

[m]

Welcome ) ] - . L -
Specify an account with Active Directory domain administrator permissions to perform the

federation service configuration.
Specify Service Properties \Administrator (Current user)
Sppacify Service Account

Specify Database

| Configure || Cancel

Figure 10. AD FS Configuration — AD Service Interface
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» In the next panel, specify the service properties.
» SSL Certificate > Select the certificate that was imported in previous section from the dropdown

» Federation Service Name - Edit the default Federation Service Name of *. OFSLL.COM so that it reads as
for example, STS.OFSLL.COM. This will be the federation service address and will serve as the root of sign-
in URL.

Note: Ensure the service name is unique and no other services are using the same name.

» Federation Service Display Name - Provide a Name for the Service

. - ! TARGET SERVER
Specify Service Properties Bl
Welcome
Comnect 10 AD DS SSL Certificate: | =.OFsLL.COM [~] [ import..
View
Federation Service Name: | sts.ofsll.com | - |

Example: fs.contoso.com

Federation Service Display Name: 4 sts.ofsll.com

Users will see the display name at sign in.

Example: Contoso Corporation

< Previous || MNext = | | Configure || Cancel

Figure 11. AD FS Configuration — Service Property Setup
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» On the Specify Service Account interface, click create a domain user account or group Managed Service Account
and then enter “ADFS_SVC”, and click next

» This is going to be the managed service account used by AD FS Service to run.

. . TARGET SERVER
Specify Service Account

Specify a domain user account or group Managed Service Account.

8 Create a Group Managed Service Account

Account Name: DFS'.L\ ADFS_SVC

Specify Database

) Use an existing domain user account or group Managed Service Account

Account Name: <MNot provided> Select...

Figure 12. AD FS Configuration — Service Account Setup
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» On the Specify Configuration Database interface, click Create a database on this server using Windows Internal
Database, and click Next

TARGET SERVER

Specify Configuration Database

Weicome
' N Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD D5
®) Create a database on this server using Windows Internal Database.
Specify Service Properties

Specify Service Account D) Specify the location of a SQL Server database,
Review Options
Fre-requisite Checks Database Instance

To use the defoult instance, leave this field blank.

Figure 13. AD FS Configuration — Service Database Setup
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» On the Review Options interface, click Next

- - TARGET SERVER
Review Options e

Welcome Review your selections:

Cannact i0 AD DS This server will be configured as the first server in a new AD FS farm STS.OFSLL.COM

Specify Service Properties The new AD FS farm will use 'Data Source=50L01;Initial Catalog=ADFSCenfiguration;Integrated

Specify Service Account Secu rity:'l:n.le;Min Pool Size=20" as the connection string to connect to SQL to retrieve its

configuration.
Spacify Datzbase
Confirm Overwrite All existing configuration in the database will be deleted.

Federation service will be configured to run as. oFs\ADFS SVC

Pre-requisite Checks

These settings can be exported to a Windows PowerShell script to automate

additional installations

= Previous || Mext = | | Configure || Cancel |

Figure 14. AD FS Configuration — Review Page
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» On the Pre-requisite Checks interface, verify that all prerequisite passed and click Configure

. TARGET SERVER
Pre-requisite Checks ADFSOL.

| @ Al prerequisite checks passed successfully. Click ‘Configure’ to begin installation. Show more x

Welcome

Prerequisites must be validated before Active Directory Federation Services is configured on this

Connect to AD DS computer.

specify service Properties Rerun prerequisites check

Specify Service Account

Specify Database A View results
Confirm Overwrite o Prerequisites Check Completed
Review Options Q All prerequisite checks passed successfully. Click ‘Configure’ to begin installation.

< Previous || Mext > | | Configure || Cancel

Figure 15. AD FS Configuration — Pre-requisite Check Page
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» On the Results interface, click Close

Configuration Results

Seps The following settings are being corfigured

@ Welcome ey

@ Select Deployment Type

ookl LT —

Sy Swvce flocoi ¢) Start the Windows Intemal Database service Configuration finished

, §) Create AD FS configuration database Corfiguration firished

® Deudts )| Croste Active Drectory contaner for sharing cetficates. | Configuration firished
) Configure service settings Configuration finished
&)  Deploy browser signin Webd ste Configuration finished
&) Start the AD FS Windows Service Configuration finished
&) Create defaut clam set Corfiguration firished
) Create defauk Active Directory claim acceptance rules | Configuration finished
O_OeueVSSBumWnuluwmudwm.mw

You have successfully completed the AD FS Federation Server Configuration Wizard.
To close this wizard, cick Close.

Figure 16. AD FS Configuration — Result Page

Verify AD FS Installation
Verify that the AD FS configuration is working properly.

» Logon to AD server, open Internet Explorer.

» Browse the URL of the federation metadata https://<your federation service name>/federationmetadata/2007-
O6/federationmetadata.xml

» For example, https://sts.ofsll.com/federationmetadata/2007-06/federationmetadata.xml
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https://sts.ofsll.com/federationmetadata/2007-06/federationmetadata.xml

» Verify that no certificate-related warnings appear. If necessary, check the certificate and DNS settings. If
successful below federation metadata file would open up.

» There may be a requirement to add the new service name (in this case sts.ofsll.com) be part of DNS entry or
define an entry in HOSTS file.

- ﬁ‘-
[ STy e~ o s

¥18DsL RdxvwQ+IBX31CSHxu0Npul i MlcqwBIK 2Fbw=i+2XcyPi3COqoy3QKF V16 Nump44MGS WR Y ZP T8cctie +pRsPGZvFhW R IFAPWNZH SsFsd +0y T8K +c30hA ¢ TiPGNKEncHL LgNUMmbPFoofbd AFpSezv267iAGol wiNHEIWGK
‘Address The ¢-mail address of the userGiven NameThe given name of the userNameThe unique name of the userUPNThe user principal name (UPN) of the userCommon NameThe common name of the userAD F 1 x E-Mail AddressThe
e—mmladd:ess of the user when interoperating with ADFS 1.1 or AD FS 1.0GroupA group that the user is a member ofAD FS 1 x UPNThe UPN of the user when interoperating with AD FS 1.1 or AD FS 1 0RoleA role that the user
hasSurame The sumame of the userPPIDThe private identifier of the userName [DThe SAML name idemtifier of the userAuthentication time stampUsed to display the time and date that the user was authenticatedAuthentication methodThe
method vsed to authenticate the userDeny only group SIDThe deny-only group SID of the userDeny only primary $IDThe deary-oaly primary SID of the userDeny oaly primary group SIDThe deay-oaly primary group SID of the userGroup
STDThe group SID of the userPrimary group SIDThe primary group SID of the userPrimary SIDThe primary SID of the userWindows account nameThe domain account name of the user in the form of domain'userls Registered UserUser is
registered to use this deviceDevice Identifierldentifier of the deviceDevice Identifierldentifier for Device R Device Registration D Display name of Device RegistrationDevice OS typeOS type of the
deviceDevice OS VersionOS version of the devicels Managed DeviceDevice is managed by a management serviceForwarded Client TPIP address of the userClient ApplicationType of the Client ApplicationClient User AgentDevice type the
client is using to access the applicationClient IPIP address of the clientEndpeint PathAbsolute Endpoint path which can be used to determine active versus passive clientsProxyDNS name of the federation server proxy that passed the
requestApplication [dentificrIdeatifier for the Relying PartyApplication policiesApplication policics of the certificateAuthority Key IdentifierThe Authority Key [deatificr extension of the certificate that signed an issued certificatcBasic
ConstraintOne of the basic constraints of the certificateEnhanced Key UsageDescribes one of the enhanced key usages of the certificatelssuerThe name of the certificate authority that issued the X 509 certificatelssuer NameThe distinguished
name of the certificate issuerKey UsageOne of the key usages of the certificateNot AfterDate in local time afier which a certificate is no longer validNot BeforeThe date in local time on which a certificate becomes validCertificate PoliciesThe
policies under which the certificate has been issuedPublic KeyPublic Key of the certificateCertificate Raw DataThe raw data of the certificateSubject Alternative NameOne of the alternative names of the certificateSerial NumberThe serial
number of a certificateSignature AlgorithmThe algorithm used to create the signature of a certificate SubjectThe subject from the certificateSubject Key IdentifierDescribes the subject key identifier of the certificateSubject NameThe subject
distinguished name from a certificateV'2 Template NameThe name of the version 2 certificate template used when issuing or renewing a certificate. The extension is Microsoft specific. V1 Template NameThe name of the version 1 certificate
template used when issuing or renewing a certificate. The extension is Microsoft specific Thumbprint Thumbprint of the certificateX 509 VersionThe X509 format version of a certificatelnside Corporate NetworkUsed to indicate if a request
originated inside corporate networkPassword Expiration TimeUsed to display the time when the password expiresPassword Expiration DaysUsed to display the number of days to password expiryUpdate Password URLUsed 1o display the web

address of update password servi I Methods Refe Used to indicate all methods used to the userClient Request [DIdentifier for a user sessionAlternate Login IDAltemate login ID of the user
hitps:/sts.of vices /2005/i B ! 256

Rittps://sts.ofs vices/trust/2005/ 5

htps:/sts. ofs 2/13/i sy 56

hatps://sis. o vices/trust/13/i ic256

hitps:/fsts.ofsll.com/adfs/Is/

hitp:fsts. ofsil.com/adf/services/trust
hutps: vices/trust/2005/i fredas) icbasic256
hitps://sts. ofsll.com/adfs/Is/

Figure 17. AD FS Configuration — Federation Metadata

All the pre-requisites are met for SAML 2.0 Web SSO Implementation on OFSLL Server. Ensure to download the
above federationmedata.xml file in a safe place. This file is required as Identity Provider (IdP) file for Web SSO
implementation on OFSLL Server (i.e. OFSLL Domain Weblogic Server).

Configuration on Weblogic Domain Server as Service Provider (SP)
FTP the federationmedata.xml downloaded in previous step onto OFSLL Server.
Pre-configuration of Managed Server

Before configuring the domain as Service Provider (SP), the SSL port has to be enabled on the Weblogic Managed
Server (in this case on ofsll_managedserver2).

Note: While adding the endpoints in AD FS Management, http protocol errors out saying needs to be https URL; so
SSL has to be enabled on managed server.
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Enable SSL
» Go to WebLogic Console, enable SSL in weblogic
» Save and Activate Changes

Note: The default demo SSL certificate available as part of Weblogic domain has lesser bits length and encryption
algorithm. The certificate while referred on AD server is going to error out. Hence the demo certificate has to be
regenerated with a higher bits length of minimum 1024 as well as with a minimum SHA1 algorithm.

551 Listen Port Enabled

55L Listen Port: 25

Figure 18. Weblogic Server — Enable SSL

Creation of Self-Signed Domain Certificate

Once again since this is POC, a self-signed certificate is created and used as part of Weblogic Domain. Steps
followed to create a self-signed certificate for Weblogic domain are:

» Logon on to OFSLL physical server via putty
» Set the JDK classpath to the JDK1.6+ path
» Run the following command

» $JAVA_HOME/bin/keytool -genkey -alias mykey -keyalg RSA -sigalg SHA1withRSA -keysize 2048 -validity
365 -keypass passwordl -keystore identity.jks -storepass password123

e e e e s, w. e, 0w oy NGRS

Figure 19. Weblogic Physical Server — Identity Generation

» $JAVA_HOME/bin/keytool -export -alias mykey -file root.cer -keystore identity.jks -storepass password123

o) - ]

Figure 20. Weblogic Physical Server — Certificate Generation
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» $JAVA_HOME/bin/keytool -import -alias mykey -file root.cer -keystore trust.jks -storepass password123

SO B e TS T I TEEE T S o L) e
. E /1 -file - F

b: e

Figure 21. Weblogic Physical Server — Keystore Generation

» Copy the keystore files in the $SDOMAIN_HOME location, where $DOMAIN_HOME is the Weblogic Domain path

location.

22 - /app/middieware/user_projects/domains/OF SLLREL d

Figure 22. Weblogic Physical Server — Domain Location
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Steps to configure Custom Identity and Custom Trust

» Login to Weblogic Admin console --> Environment --> Servers --> ofsll_managedserver2 --> Configuration ->
Keystores

» Click on “Change” button next to Keystores

&) Home Log Out Preferences [&] Record Help

Welcome, weblogic | Connected to; OFSLLREL_domain
Home =Summary of Servers >OFSLL_ManagedServer2

Settings for OFSLL_ManagedServer2

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services

Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Save

Keystoresensure the secure storage and management of private keys and trusted certficate authorities (CAs). This page lets you view and define various keystore configurations. These settings help you to manage the security of message ransmissions.

Keystores: Custom Identity and Custom Trust| Change: Which configuration rules should be used for finding the server's identity and trust keystores? More
— Info...

Tt

Figure 23. Weblogic Server — Keystore Location

» Click on the drop down menu next to Keystores and select " Custom Identity and Custom Trust "
» Fillin the following information :

» Custom Identity Keystore > location of the Identity keystore; for example identity.jks

Note: By default Weblogic will look for this keystore file in $SDOMAIN_HOME location.

» Custom Identity Keystore Type - jks

» Custom Identity Keystore Passphrase > this would be the storepass; for example in our case it is
password123

» Custom Trust Keystore - location of the Trust keystore; for example trust.jks

Note: By default Weblogic will look for this keystore file in $SDOMAIN_HOME location.

» Custom Trust Keystore Type > jks

» Custom Trust Keystore Passphrase - this would be the storepass; for example in our case it is
password123
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» Save the changes

@) Home Log Out Freferences

Record Help

Q Welcome, weblogic | Connected to: OFSLLREL_domain
Hor

e >Summary of Servers »OFSLL_ManagedServer2

Settings for OFSLL_ManagedServer2

Configuration | Protocols | Logging | Debug | Menitoring | Control | Deployments | Services | Seauity | Notes

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services

Save

Keystoresensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings help you to manage the security of message transmissions

Keystores: Custom Identity and Custom Trust| Change Which configuration rules should be used for finding the server's identity and trust keystores?  More
o Info...
Tdentity
Custom Identity Keystore: idenity.jks The path and fle name of the identity keystore. More Info...
Custom Tdentity Keystore Type: ks The type of the keystore. Generally, this is K5. More Info...
Custom Identity Keystore Passphrase: seesssssssssssess The encrypted custom identity keystore's passphrase. If empty or nul, then the keystore will be

opened without a passphrase.  More Info...

Confirm Custom Identity Keystore Passphrase:

Trust
Custom Trust Keystore: trustjks The path and file name of the custom trust keystore. More Info...
Custom Trust Keystore Type: jks The type of the keystare. Generally, this is 5. Mare Info...

Custom Trust Keystore Passphrase: The custom trust keystore's passphrase. If empty or nul, then the keystore wil be opened without a

passphrase. More Info...

Confirm Custom Trust Keystore Passphrase:

Save

Figure 24. Weblogic Server — Keystore Settings
» Click on SSL tab
» Private Key Alias - This would be certificate alias; for example in our case it's “myKey”

» Private Key Passphrase - This would be keypass; for example in our case it's “password1”
» Save the changes

&) Home Log Out Preferences

ecord Help

Q, Welcome, weblogic | Connectzd to: OFSLLREL_domain
Home >Summary of Servers >OFSLL_ManagedServer2

Settings for OFSLL_ManagedServer2
Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Turing | Overload | Health Monitoring | Server Start | Web Services

Save

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of message transmissions.

(] Identity and Trust Locations: Keystores| Change Indicates where SSL should find the server's identity (certificate and private key) as well as the
. server's trust (trusted CAs). More Info...
Identity

Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the private key fle.  More Info...

Private Key Alias: mykey The keystore attribute that defines the string alias used to store and retrieve the server's private
key. More Info...

(] Private Key Passphrase: secessssssesssnne The keystore attribute that defines the passphrase used to retrisve the server's private key.  More
Info...

(] Confirm Private Key Passphrase:

Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted certificate. More Info...
Trust

Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the certificate authorities. More Info...
| Advanced

Save

Figure 25. Weblogic Server — SSL Settings

21 | SAML 2.0 SSO IMPLEMENTATION FOR ORACLE FINANCIAL SERVICES LENDING AND LEASING



» Click on the "Advanced " field under the SSL tab
» Set the " Hostname Verification: " to None

Note: We need to select the hostname verification as none if the CN of the certificate is not the same as the
hostname of the machine where Weblogic is installed.

» Use JSSE SSL - Checked
» Save the changes

@ Home LogOut Preferences

Record Help Q Welcome, weblogic | Connected to: OFSLLREL_domain

Home >Summary of Servers >OFSLL_ManagedServer2
Settings for OFSLL_ManagedServer2
Configuration | Protocols | Loggng | Debug | Monitoring | Control | Deployments | Services | Security | Notes
General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning | Overload | Health Monitoring | Server Start | Web Services

Save

“This page lets you view and define various Secure Sockets Layer (S5L) settings for this server instance, These settings help you to manage the security of message transmissions.

] Tdentity and Trust Locations: Keystores| Change Indicates where SSL should find the server's identity (certificate and private key) as well as the
I server's trust (trusted CAs).  Mare Info.
Identity
Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the private key file. More Info..
Private Key Alias: mykey The keystore attribute that defines the string alias used to store and retrieve the server's private

key. More Info...

] Private Key Passphrase: The keystore atirbute that defines the passphrase used to retrieve the server's private key. More

Info
(] Confirm Private Key Passphrase:
Certificate Location: from Custom Identity Keystore The keystore attribute that defines the location of the trusted certificate. Mare Info...
Trust

Trusted Certificate Authorities: from Custom Trust Keystore The keystore attribute that defines the location of the certificate authorities. More Info.

 Advanced

(5] Hostname Verification: None E Specifies whether to ignore the installed implementation of the weblogic. security. SSL.Hostnameverifier
interface (when this server is acting as a dient to another application server).  More Info...

] Custom Hostname Verifier: The name of the dass the weblogic, security, SSL.H interface.  More
Info...

Export Key Lifespan: 500 Indicates the number of tmes WebLogic Server can use an exportable key between a domestic server
and an exportable dient before generating a new key. The mare seaure you want WebLogic Server to
be, the fewer times the key should be used before generating a new key. More Info. ..

[7] Use Server Certs Sets whether the dient should use the server certificatesjkey as the dient identity when initiating an
outbound connection over https.  More Info...

Two Way Client Cert Behavior: Client Certs Not Requested E The form of SSL that should be used. More Info. ..

] Cert Authenticator: The name of the Java dass the weblogic.security.ad. Certal dlass, which is

deprecated in this release of WebLogic Server, This field is for Compatibility security only, and is only
used when the Realm Adapter Authentication provider is configured.  More Info...

SSLRejection Logging Enabled Indicates whether warning messages are logoed in the server log when SSL connections are
rejected.  More Info...

[] 4] Allow Unencrypted Hull Cipher Testif the AllowUnEncryptediuliCipher is enabled  More Info...

Inbound Certificate Validation: Buillin SSL Validation Only = Indicates the dient certificate validation rules for inbound SSL.  More Info...

Qutbound Certificate Validation: Builtin SSL Validation Only = Indicates the server certificate validation rules for outbound SSL. More Infa...
ag Use JSSE SSL Select the 1SSE SSL implementation to be used in Weblogic. More Info.

Figure 26. Weblogic Server — SSL Advanced Settings
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Configuring the domain as SAML 2.0 Service Provider

OFSLL Server is now pre-configured with required SSL and custom identity/trust settings as required by AD FS.
Now let’s proceed with SAML 2.0 Identity Settings on the OFSLL Server.

Creating SAML Identity Asserter

» Log into Weblogic Admin console on the OFSLL Domain

» Go to Security Realms -> myrealm -> Providers -> Authentication

» Click the “Lock and Edit” button in the top-left hand corner

» In the Authentication Providers screen, click the “New button” and select SAML2IdentityAsserter.
» Name the new asserter SAMLIdentityAssert (or similar) and click “OK”

» Activate Changes and Restart the server

e Home Log Out Preferences Record Help &}

Home =Summary of Security Realms =myrealm =Providers =SAMLIdentity Assert = Providers

Create a New Authentication Provider
OK Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.

* Indicates required fields

The name of the authentication provider.

* Name: BAMLIdentityAssert

This is the type of authentication provider you wish to create.

Type: SAML2IdentityAsserter [~

0K Cancel

Figure 27. Weblogic Server — SAML2 Identity Asserter Setup

» It has to say exactly SAML 2.0 Identity Assertion Provider “Supports Security Assertion Markup Language v2.0”
and not 1.1 and shown below.

Authentication Providers

New Delete Reorder Showing 1to 4of 4 Previous | Next

[ | Hame Description Version

[E] | sAMLIdentityAssert SAML 2.0 Identity Assertion Provider, Supports Security Assertion Markup Language v2.0. 10

Figure 28. Weblogic Server — SAML 2.0 version
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Configuring SAML 2.0 Service Provider (SP)
» Log into Weblogic Admin console on the OFSLL Domain
» Go to Environment > Servers ofsll_managedserver2-> Federation Services>SAML 2.0 Service Provider
» Most fields can be left as default except noted below
» Enabled - Checked
» Always Sign Authentication Requests - Checked
» Force Authentication - Unchecked
» Preferred Binding > POST

» Default URL - https://<WeblogicServerName>:<ManagedServerPort>/ofsll142/faces/pages/OfslIHome.jspx
; for example https://ofsll.oracle.com:9704/ofsll142/faces/pages/OfsliHome.jspx

» Save and Activate Changes

Administration Console

& Home Log Out Preferences [&] Record Help Q Welcome, weblogic | Connectzd to; OFSLLREL_domain
Home =Summary of Sarvers >OFSLL_ManagedServer2
Settings for OFSLL_ManagedServer2
Configuration | Frotocols | Logging | Debug | Monitoring | Confrol | Deployments | Services | Security | Notes
General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Mgration | Tuning | Overload | Health Monitoring | Server Start | Web Services
SAML 1.1 Source Site | SAML 1.1Destination Site | SAML 2.0 General | SAML 2.0 Identity Frovider | SAML 2.0 Service Provider

Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Save

This page configures the SAML 2.0 per server service provider properties

Enabled

Always Sign Authentication Requests

Force Authentication

Passive

Only Accept Signed Assertions

Authentication Request Cache Size:

Authentication Request Cache Timeout:

POST One Use Check Enabled
POST Binding Enabled
Artifact Binding Enabled

Preferred Binding: POST

Default URL: htips:/c 1:8005/ofsll142/faces|g|
Save

Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Spedfies whether the local site is enabled for the Service Provider role. More Info...

Specifies whether authentication requests must be signed. If set, all outgoing authentication requests
are signed.  More Info..

Specifies whether the [dentity Provider must authenticate users directly and not use a previous
security context, The defaultis false. More Info...

Determines whether the Identity Provider and the user must not take control of the user interface
from the requester and interact with the user in a noticeable fashion. The default setting is false. More
Infa...

Spedifies whether incoming SAML 2.0 assertions must be signed. More Info...

The maximum size of the authentication request cache.  More Info...

The maximum timeout (n seconds) of <AuthnRequest> documents stored in the local cache.  More
Info...

Spedifies whether the POST one-use checkis enabled.  More Info..

Spedifies whether the POST binding is enabled for the Service Provider. More Info...

Spedifies whether the Artifact binding is enabled for the Service Provider. More Info.

Specifies the preferred binding type for endpoints of Service Provider services. Must be set to "None”,
POST", or "Artifact”. More Info...

The Service Provider's default URL, More Info...

Figure 29. Weblogic Server — SAML2.0 Service Provider

Configuring SAML 2.0 Federation properties for the Domain

» Log into Weblogic Admin console on the OFSLL Domain

» Go to Environment > Servers - ofsll_managedserver2-> Federation Services > SAML 2.0 General
» Lock and Edit
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» Most fields can be left as default except noted below
» Replicated Cache Enabled - Un-checked

Note: this should not be checked for a single node managed server setup; only applicable for cluster setup.

» Contact Person Given Name -> Insert your first name

» Contact Person Surname > Insert last name

» Contact Person Type Select from list = pick one — doesn't matter which
» Contact Person Company - Oracle

» Contact Person Telephone Number - Insert a phone number

» Contact Person Email Address = Your email address

» Organization Name > Oracle

» Organization URL > http://www.oracle.com/

» Published Site URL must be in format > https://<WeblogicServerName>:<ManagedServerPort>/saml2; for
example https://ofsll.oracle.com:9704/sami2

Note: If you have a cluster of Managed Servers, this should be the externally visible entry point to all Managed
Servers in the cluster i.e. the URL exposed via a web server in front of the Managed Servers.

» Entity ID - Domain name or similar, this must be unique; for example sso_domain
» Single Sign-on Signing Key Alias > myKey (this is the customer keystore)
» Single Sign-on Signing Key Pass Phrase - myKey passphrase
» Confirm Single Sign-on Signing Key Pass Phrase > myKey passphrase
» Recipient Check Enabled - Un-checked
» Save and Activate Changes
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» Restart the server

Administration Console

&) Home Log Out Preferences Help

Home >Summary of Servers >OFSLL_ManagedServer2
Settings for OFSLL_ManagedServer2

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments

General | Cluster | Services | Keystores | SSL | Federation Services | Deployment

SAML 1.1Source Site | SAML 1.1Destination Site | SAML 2.0 General | SAML 2.0 Identity Provider

Save | | Publish Meta Data
Click the Lock & Edit button in the Change Center to modify the settings on this page.
This page configures the general SAML 2.0 per server properties

General

(] Replicated Cache Enabled

Site Info
Contact Person Given Name:
Contact Person Surname:
Contact Person Type:

administrative

Contact Person Company: Qracle

Contact Person Telephone Number: 1234567890
Contact Person Email Address:
Organization Name: Oracle
Organization URL:

Published Site URL:

Entity ID:

sso_domain

Bindings

Recipient Check Enabled

Transport Layer Client Authentication Enabled

Transport Layer Security Key Alias:

Transport Layer Security Key Passphrase:

ConfirmTransport Layer Security Key Passphrase:
Basic Client Authentication Enabled

Basic Authentication User Name:

Basic Authentication Password:

Confirm Basic Authentication Password:

Artifact Resolution Service

Only Accept Signed Artifact Requests

Artifact Cache Size: 10000
Artifact Cache Timeout:

Single Sign-on
Single Sign-on Signing Key Alias:
single Sign-on Signing Key Pass Phrase:
Confirm Single Sign-on Signing Key Pass Phrase:

Save Publish Meta Data

Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Tuning

Security | Notes

SAML 2.0 Service Provider

1.8003/saml2

Overload Server Start | Web Services

Welcome, weblogic | Connected to: OFSLLREL_domain

Spedifies whether the persistent cache (LDAP or RDBMS) is used for storing SAML 2.0 artifacts and
authentication requests,  More Info...

The contact person given (first) name,  More Info...
The contact person surname (iastname).  More Info...
The contact person type. More Info...

The contact person's company name. More Info..
The contact person's telephone number,  More Info. .
The contact person's e-mail address.  More Info..

The orgarization name.  More Info...

The organization URL.  More Info...

The published site URL.  More Info...

The string that uniquely identifies the local site, More Info...

Specifies whether the redpient/destination check is enabled. When true, the recpient of the SAML
Request/Response must match the URL in the HTTP Request.  More Info.

Spedifies whether TLS/S5L client authentication is required.  More Info...

The string alias used to store and retrieve the server's private key, which is used to establish outgoing
TLS/SSL connections.  More Info...

The passphrase used to refrieve the server's private key from the keystore.  More Info...

Specifies whether Basic Authentication dient authentication is required. More Info....

The username that is used to assign Basic authentication credentials to outgoing HTTPS
connections.  More Info...

The password used to assign Basic Authentication credentils to outgoing HTTPS connections  Mare
Info...

Specifies whether incoming artfact requests must be signed.  More Info...

The maximum size of the artifact cache. More Info...

The maximum timeout (in seconds) of artifacts stored in the local cache.  More Info.

The keystore alias for the key to be used when signing documents.  More Info...

The passphrase used to retrieve the local sites S5O signing key from the keystore.  More Info...

Figure 30. Weblogic Server — SAML2.0 General
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» Go to Environment > Servers > ofsll_managedserver2-> Federation Services > SAML 2.0 General

» Publish the Service provider (SP) metadata to an XML file using the “Publish Meta Data” button. Keep the file in a
safe place — it will be used by AD Server at later stage. For example ofsll_metadata.xml in this case.

{2} Home Log Out Preferences Record Help | Q,

Home =Summary of Security Rezlms =myreslm = Summary of Servers = OFSLL_ManagedServer2
Settings for OFSLL_ManagedServer2
Configuration | Frotocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | MNotes
General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Migration | Tuning = Owverload | Health Monitoring
SAML 1.1Source Site | SAML 1.1 Destination Site | SAML 2.0 General = SAML 2.0 Identity Provider | SAML 2.0 Service Provider
Save Publish Meta Data
Click the {eck & Fditbutton in the Change Center to modify the settings on this page.
Publish SAML 2.0 Meta Data
| OK | | Cancel

Metadata File Properties
This page writes the SAML 2.0 metadata for this server to a file.

Enter the name of the file (relative to the admin server) to write the metadata to.

Path: ftmpjofsll_metadata xml
Recently Used Paths: ftmp
Current Location: ofss22008 Lin.orade. com / tmp
(] JCE-unix
e .esd-10102

o hsperfdata_emcadm

(] hsperfdata_orafmw

(] hsperfdata_root

] orade-dfw-757168747812212245, tmp

Figure 31. Weblogic Server — Publish Meta Data

Server Start Web Services
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» The Published ofsll_metadata.xml file would look as below

E FLL_Metadataxml - Notepad - | o[y

File Edit Format ‘iew Help

<2xml wersion="1.8" encoding="UTF-8" standalene="no"?> “~
emd:EntityDescriptor xmlns :md="urn:ocasis:names:tc:SAML:2.@:metadata” entityID="sso domailn">
«md:5P5500escriptor AuthnRequestsSigned="false™ WantAssertionssigned="false" protocolsupportEnumeration="urn:ocasis:names:tc:5AML:2.@:protocol™ >
«md:KeyDescriptor use="signing”>

<ds :KeyInfo xmlns :ds="http:/ nw.w3.org/2008/8%,/mldsigH" >

«ds :X589Data>

<ds:X589Certificate>
MI1C72CCAdegAnTBARTE Tk jbuzANBgkghk 1GoweB A UFADACK W CwY DV LEWRPRINT MR cw FQY D

WOQDE wd 3eMCA 5ODQUIT My FE LT Ae Fu@eNT EwMDkwNT A5 M3 B a FuéxODAZMDUWNT A5 MjBaMCaxDT AL

BghyBAsTBE 9GU LMxFzAYBgh YBAMT DiEw LjEANCAxMz TuMTULIMIIBI jANBgkqhk1G9waBAQE FAROC
AQBAMIIBCgKCAQE ArnE cXZCGVvCXBrOLS3FCpNs p LSRXYmk S 8Byy K7 ay /iMakxHpl+bK781rD20ol

QUQBS e /Uz5 cm3BpKb1 W) cBUFASA Y + Wk Dgr / JUdyFIrgHtb 1z 90X Vr+ B+Whnu+ trgpuyuuylo

4hR1Z1Q61FArL LwDENKDEYiTwWs yQ3pey+UIFNC2eemdUnvldehgCC2py Lbakz9TkCHZYWL37Yb A

xvAULN gp9BEPQMEACYIkyWHUHT /r3]5 T F5 dEK Ik 2UvS quZgo8 I+ 1TX2uUS M/ LD+ LLinbnanrbg

+55f1B/T14hQ28r Cqul E4496700wI D7 c FvdBKPBRuUajMbOrGT /@s X fla I DA ABoyEwHz AdBaNVH)AE
FeQUEyE725X3U6ytvEhgCRUT11 Z16qEwDRY JKoZT hveNAQE FBQADgeE BAERheP ABGYES K 1704V
cik/pURaymXCkMCpWOTTkwzEtP2ghhEQ 1161UCza+t IyrGHx ImB5 ntsNeBels 183 LdBSsmyEpAgf

WBTrkfhpunM7GY qR355mx LASMLE 25 74046CbNEnET1YBkEEI1FFf rpihWwcWPSsbIrnXE7bHZIDgZ

OGAxd 77 gQwZI 115y %X AL FXAphGDDY CZHUWPSmEmIKpzG LjnWFRDEVU3dYpzpNt ALKCRF+G2E3

YQO9yHUS 2 TH+aQHalzJ JOT wgh SxCG /¥ 19aK8zH1qBd jzIX0ha7KI /1qAVz1dU]qf I ghwk 92w 2g67m

49535 F7oxNX /kb8Yma=

<fds :X5e9Certificate>

<fds : X588Data>

¢/ds :KeyInfo»

</md:KeyDescriptor>

amd: ArtifactResolutionService Binding="urn:oasis:names:tc:SANML:2.8:bindings :S0AP" Location="http:// 9452/zaml2/sp/ars feoap” Llndex="g"
<md: AssertionConsumerService Binding: rn:oasis:names :tc:SANML:2.8:bindings :HTTP-POST" Location="http:/, :9452/saml2fspfacs /post” index=!
e«nd: AssertionConsumerService Binding="urn:ocasis:names:tc:SANML:2.@:bindings :HTTP-Artifact™ Location="http:// 18452 2aml2/spfacs fartifact
</md:5P550Descriptor>

<«md:Organizations v
< m >

Figure 32. Weblogic Service Provider Metadata

Configuring Identity Provider (IdP) as Service Provider on the Domain

» Log into Weblogic Admin console on OFSLL Server

» Go to Security Realms - myrealm - Providers = Authentication

» Select the SAMLIdentityAssert created previously and click on the Management tab

» Create a New Web Single Sign-On Identity Provider Partner, named SAML_SSO_IDPO01 (the name is immaterial
but it must match when referenced later)

& Home Log Out Preferences Q Welcome, weblogic | Connected to: OFSLLREL_domain

Heme >Summary of Security Real myreaim >| >SAMLIdentityAssert
Settings for SAMLIdentityAssert

Configuration | Management | Migration

On this page, you can add, delete, and view SAML 2.0 identity provider partners for this SAML 2.0 Identity Asserter.

| Customize this table

Identity Provider Partners

New~ | | Delete Showing 1to 1af 1 Previous | Next
New Web Single Sign-On Identity Provider Partner
New WebService Identity Pravider Partner
T
New | [ Delets Showing 1to 10f 1 Previous | Next

Figure 33. Weblogic Domain — Identity Provider
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» In the file browse screen, select the Identity Provider (IdP) metadata file (i.e. federationmetadata.xml)

Note: Federation Metadata Import fails with a java error if imported directly. The xml metadata needs to be changed

manually.

Create a SAML 2.0 Web Single Sign-on Identity Provider Partner

0K Cancel

Partner Properties

Use this page to:

® Enter the name of your new Single Sign-on Identity Provider partner

* Specify the name and location of the SAML 2,0 metadata fik that you received from this new partner

*Indicates required fields

Please spedfy the name of the partner.

*Name:

SAML_SSO_IDPO1

Please specify the name of the file containing the partner metadata document.

Path:
Recently Used Paths:

Current Location:

tmp/FederationMetadataxml
Jtmp
[ tmp

There are no files at the current location which are selectable. Choose a parent folder from the location links above or enter a new path

Lok | ‘ Cancel

Figure 34. Weblogic Domain — Identity Provider
Modify Federation Metadata
Remove the WS-Trust metadata content and the metadata signature as follows:

» Open FederationMetadata.xml with a XML editor.
» Delete the sections of the file shown below

WS-TRUST METADATA TAGS

Description Section starts with Section ends with

Metadata document </ds:Signature>

signature

<ds:Signature
xmins:ds="http://www.w3.0rg/2000/09/xmIdsig#">

WS-Trust & WS-
Federation application
service metadata

<RoleDescriptor </RoleDescriptor>

xsi:type="fed:ApplicationServiceType"

WS-Trust & WS-
Federation security
token service
metadata

<RoleDescriptor </RoleDescriptor>

xsi:type="fed:SecurityTokenServiceType"

» Save the edited file.
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Remove the Service Provider metadata section from already edited Federation Metadata XML.

» Open the previously modified FederationMetadata.xml using a XML editor.

» Delete the following section of the file.

SP METADATA TAGS

Description

Section starts with

Section ends with

SAML 2.0 SP
metadata

<SPSSODescriptor

WantAssertionsSigned="true”

</SPSSODescriptor>

» The starting two elements of the resulting modified file should look like:

» <EntityDescriptor ...>
» <IDPSSODescriptor...>

FederationMetadata.xml

\FederationMeta

<?xml version="1.0"2>
- <EntityDescriptor xmIns="urn:oasis:names:tc:SAML:2.0:metadata" entitylD="
- <IDRSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAM|

- <KeyDescriptor use="encryption">
- <KeyInfo xmins="http://www.w3.0rg/2000/09/xmidsig#">

/adfs/services/trust’ ID="_8094bcef-04d8-4b58-9573-d23ddag907fc'>

- <X509Data>
<X509Certificate>MIIC3DCC, w4l K OfGHhT) i A 3gYDVQQ TIEVUY3.
</X509Data>
</KeyInfo>
</KeyDescriptor>
- <KeyDescriptor use="signing"
- <KeyInfo xmins="http:/ /www.w3.0rg/2000/09/xmldsig#">
- <X509Datax>
<X509Certificate>MIIC1jCC; QYdaJOO1qRS. i YDV TIFNpZ 2Z7bGwuY'
</X509Data>
</KeylInfo>
</KeyDescriptor>
<SingleLogoutService Location="https:/ / /adfs/Is/" Binding="ur 2 s
<singleLogoutService Location="https://’ /adfs/Is/" Binding=" i 2 TTP-POST'/>
<NamelIDFormat> 11 id i /NameIDFormat>
<NameIDFormat: i =2, i i < /NameIDFormat>
<NameIDFormat: i =2, i i </NameIDFormat:
<SingleSignOnService Location=" fadfs/ls/" Bin g i 2 TP-Redirect'/>
<SingleSignonService Locatio /adfs/ls/“ Bindi 2 TP-POST'/>
<Attribute xmins="ur B " ="ur :2.0:attrname-formatzuri"
Name="http://schemas.xmlsoap- urg/ws/zuns/ns/ entlly/clalms/emalladdress"/>
<Attribute xmins="ur tion" FriendlyName="Given Name" ="ur :2.0:at -format:uri”
Name="htty /schemﬂs xmlsoap. urg/ws/zun:i/ns/ entity/ claims/givenname'/ >
<Attribute xmins: " FriendlyName="Name" NameFormat="ur 3 ‘mat:u
Name="http: Ilschemﬂs xmlsoap. 0rg/w§/20ﬂ5/05 entity/claims/name"
<Attribute xmins="ur " FriendlyName="UPN" NameFormat=" 12 i
Name="http://schemas.xmlsoap- urg/wslzmlﬁlnsl entity/claims/upn’/>
<Attribute xmins="ur tion" FriendlyName="Common Name" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="http://schemas.xmlsoap- urg/cIalms/CummunName”/>
<Attribute xmins= t y ="AD FS 1.x E-Mail Address' NameFormat="" 2
Name="http:/ /sch 1 chaIms/ ">
<Attribute xmlns= i :2 tion y ="Group" NameFormat=" 2 curi
Name="htty jschemas xmisosp.org/ claims/ Group*/>
<Attribute xmins: tion" FriendlyName="AD FS 1.x UPN" NameFormat=" :2.0:at -format:uri"
e="http: /schemﬂs xmlsoap. urg/clmms/upu”/>
<Atlribuls xmlns: ion" FriendlyName="Role" ="ur :2.0:attrname-format:uri"
me="htt /schemﬂs microsoft. mm/ws/znns/nslmenmy/dmms/mle Yz
<Atmbute xmins: FriendlyName="Surname" i :2.0:at -format:uri"
Name="http: I/schema; xmlsoap. 0rg/w§/20ﬂ5/05 entity/claims/surname"/>
<Attribute xmins="ur " FriendlyName="PPID" NameFor i 22, i
Name="http://schemas.xmlsoap- urg/wslzullﬁlnSlldentlly/clalm;/prlvaleper;nnal
<Attribute xmins= ="Name ID" 12.0: -format:uri”

Figure 35. Modified Federation Metadata
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» Save the file.

» Import the modified FederationMetadata.xml file on to OFSLL Domain

Settings for SAMLIdentityAssert

Configuration | Management | Migration

On this page, you can add, delete, and view SAML 2.0 identity provider partners for this SAML 2.0 Identity Asserter.

| Customize this table
Identity Provider Partners
New v | | Delete

Showing 1ta 10f 1 Previous | Next
] | mame &

[T [5AML_S50_mDPO1

New Delete

Showing 1to 1of 1 Previous | Next

Figure 36. Weblogic Domain — Identity Provider
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» Click on the Identity Provider Partner, SAML_SSO_IDPO0L1 that got created in above step, and leave most fields as
default except noted below

» Name - SAML_SSO_IDPO1

» Enabled > Checked

» Description > SAML_SSO_IDP0O1
» Redirect URI - /ofsll42/faces/*

Note: this is the OFSLL application URL context and depends on your application context defined

» Only Accept Signed Artifact Requests - Checked
» Save
Adminisiration Console O

@) Home Log Out Preferences Help Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Home = Summary of Security Resims >myresim >Providers > SAMLTdentityAssert >SAML_SS0_TDPO1

Settings for SAMLIdentityAssert

General | sit=Info | Single Sign-On Signing Certificate | Transport Layer Client Certificate | Single Sign-On Service Endpaints | Artifact Resolution Service Endpoints

Save

Configures a SAML 2.0 Web Single Sign-on Identity Provider Partner's General Properties

The parameters that can be set on this Administration Consale page can alsa be accessed programmatially via the Java interfaces that are identified n this help topic. For API information about those interfaces, see Related Topics.

Overview
Name: SAML_SSO_IDPO1 The name of this Identity Provider partner. More Info.
Enabled Specifies whether interactions with this Identity Provider partner are enabled on this server. More
Info...
Description: SAML_SSO_IDPO1 A short description of this Identity Provider partner. More Info...
Authentication Requests
Identity Provider Name Mapper Class Name: The Java dass that overrides the default username mapper dass with which the SAML 2.0 Identity

Asserter provider is configured in this security realim.  More Info...

Issuer URT: http:/sts. ofsll.com adfs/services/trust The Issuer URI of this Identity Provider partner. More Info.

Virtual User Specifies whether user information contained in assertions received from this Identity Provider partner
are mapped to virtual users in this seaurity realm.  More Info...

Redirect URIs: An optional set of URIS from which unauthenticated users will be redirected to the Identity Provider
partner.  More Info...

/ofs11142/faces/*

/FCINeoHsbul/

Process Attributes Specifies whether the SAML 2.0 Identity Asserter provider consumes attribute statements contsined in
assertions received from this Identity Provider partner,  More Info...

Signing

Only Ac icati false Specifies whether authentication requests sent to this Identity Provider partner must be signed.  Mare

Info...
Only Accept Signed Artifact Requests Specifies whether SAML artifact requests received from this Identity Provider partner must be

signed.  More Info...
Transport

[7] Send Artifact via POST Specifies whether SAML artifacts are delivered to this Identity Provider partner via the HTTP POST
method,  More Info...

Artifact Binding POST Form:
More Info..

POST Binding POST Form: The URL of the custom web application that generates the POST form for carrying the SAML response
for POST bindings to this Identity Provider partner. More Infa...

Client User Name: The user name that must be spedified in the basic authentication header that is expectd from this
Identity Provider partner when the partner connects to the local site's SOAPHTTPS binding.  More
Info...

Client Password: The password of the dient user name. More Info...

Confirm Client Password:

Save

Figure 37. Weblogic Domain — Identity Provider
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Configure Domain for SSO
» Add Active Directory as Authentication Provider
» Log into Weblogic Admin console on OFSLL Domain
» Go to Security Realms - myrealm - Providers - Authentication
» Add New Authentication Provider of Type ActiveDirectoryAthentication

@) Home Log Out Preferences [2] Record Help ‘ Q Welcome, weblogic | Connected to: OFSLLREL_domain

Home >Summary of Servers >OFSLL_ ManagedServer? >Summary of Security Reslms >myresim >Providers >SAMLIdenttyAssert >SAML_SSO_IDPOL >Summary of Securty Realms >myreaim > Providers
Create a New Authentication Provider

OK Cancel

Create a new Authentication Provider

The following praperties vill be used to identfy your new Authentication Provider.

= Indicates required fields

The name of the authentication provider.

* Name: MyADAuthenticator
Thisis the type of authentication provider you wish to areate.

Type: ActiveDirectoryAuthenticator E

| oK | | Cancel

Figure 38. Weblogic Domain — New Authentication Provider
» Go to Provider Specific tab and filling the following details
» Host - <active directory server name>
» Port - 389 (default port of AD Server)
» Principal > CN=administrator, CN=Users, DC=o0fsll, DC=com

Note: User Id should be domain administrator of AD Server; DC details are that of Domain Name

Credential > password of administrator

User Base DN - OU=MyOrg, DC=ofsll, DC=com

All Users Filter > (&(sAMAccountName=*)(objectclass=user)) or the value can be
(&(cn=*)(objectclass=user))

User From Name Filter 2> (&(sAMAccountName=%u)(objectclass=user)) or the value can be
(&(cn=%u)(objectclass=user))

User Name Attribute - sAMAccountName or the value can be cn

User Object Class - user

Group Base DN - OU=MyOrg, DC=ofsll, DC=com

All Groups Filter 2> (&(cn=*)(objectclass=group))

Group From Name Filter - (&(cn=%g)(objectclass=group))

Static Group DNs from Member DN Filter 2> (&(member=%M)(objectclass=group))
GUID Attribute - objectguid

»

v

»

v

»

£

»

v

»

g

»

£

»

¥

»

£

»

£

»

¥

»

£
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» Restart servers, first admin server, then Managed Server

@ Home Log Out Preferences [mal necord Help =Y
Moo = Suurmmary of Security Rasims = mryreshn ~Frovikder - MyADAuthenticator

Settings for HyADAuthenticatar

Configuration || Performance

Commen | Provider Specific

Click the £ock @ Edf button in the Change Centar to madify the Settings on this page

Use this page to define the provich

connaction
aE] Host:

] port:

48] Prmcipat
Credential
Confirm Credentiak

4] SSLEnabled
Users

aF] User Baze DN:
4] Al Users Filter:
4] user From name Fiiter:
af] user search scope:
5] User Name Attrbute:
4E] User Object Class:
4] Use Retrieved User Hame as Principal

Groups

4] Group Base DN:

4] All Groups Filter:

4] Group From Hame Filter:

#£] Group Search Scope:
#£] Group Membership Searching:

4E] Max Group Membership Search Levek

5] Tanore Duplicate Hembership

4] Use Taken Groups For Graup Membership Loskup

Static Groups

4E] Static Group Name Ateribute:
af] Static Group Object Class:

4F] Static Member DN Attribute:

4] Static Group DRs from Member DN Filter:

Dynanic Groups

4] Dynamic Group Hame Attribute:

4] Dynamic Group Object Clas,

#£] Dynamic Member URL Attr

5] User Dynamic Group DN Attribute:

General

Connection Pool Size:
4E] Connect Timeaut:

4E] Connection Retry Limit:
4E] Parallel Connect Delay:
45 Results Time Limit:

4] Keep Alive Enabled

4] Follow Referrals

4] Bind Anonymously On Referrals

5] Propagate Cause For Login Exception
4E) Cache Enabled

4] Cache Stre:

48] Cache TTL:

4] GUID Attabute:

Click the £ack & Edsbutton in the Change Center to modify the settings on this page.

Epecific configuration for this Active Directory Authentication provice

389

Ch=I ChN=Users

OU=MyOrg.DC=afsll.D(

(B(sAMACcoUNtNamS:

(B(5AMACcoUNtNamS:

subtras

SAMACcountName

OU=MyOrg.DC=afsll.D(

(&(cn=*)objectcla:

(&(cn

subtres

unlimited

group

membar

(@(membar=2aM)(objet

3z

60

objectguid

Welcome, weblogic | Connected to: OFSLLREL_domain

The host name or I address of the LDAP server. Mare Infe

aring,  More Infs

The Distmguished Name (1) of the LOAP user that WebLogic Server shoud use to connect t the
LoAR wors

The eredential (Usually & password) used o connect th the LOAP server,  More Info, .

pacifias whathar the SSL protacol Should ba Lised Whan Connacting t tha LDAR sarver. More Info.

Th distinguished name (ON) of the tree in the LDAF directory that contains users,  Mare Info.

If the attributs (User shjsct class) is not spacfied (t o attribute

search et it o the Loer eema.  Mora Tnfo..

will or empty), & defaule

If the attribute (user name attribute and user sbject dass) is Aot specified (that ia, if the attribute is
null or empty), & default search filter is created based on the user schema.  More Info.

Specifies how deep in the LDAP directory tree the LDAP Authentication provider should search for
users. More Info

The attribute of an LDAP User object that specifies the name of the user.  More Tnfo,

The LDAP object class that ore Info

pecifi

= phether or not the user name retrieved from the LOA server should be used o the Princios!
in the nfo.

ibject.  More

The base distinauished name (DN) of the free in the LDAF directory that contains aroups. Mare Info,

an L h filtar for findic ath the base group distinguished name (DN). If the
Eriribiste e not simecified (dhat 1 IF ve St te 1 PN or Sty o defaclt cemr ch Mter /s cramted
based on the Group schema.  More Info.

An LDAPR search filter for finding a group given the name of the group. If the atiribute is not spedfied
(that s, If the attribute 15 null or empty), & default search filter 15 created based on the group

Specifies how deep in the LDAP directory tree to search for groups, Valid valuss are subtree and

Specifies whether group searches
and limited, Mere Info.

nte nested oroups are unlimited or imited, vaiid values are unlimited

membership can be searched, This settng s vald only If

Spectfies how many levels of orou;

Tired 18 AL 55 WNGR. VAN wEhiss i O B DoMtE ISR, For exirpH, O
oup r b ot e e Do o e o e e

levela t aas re 1nfe,

Determines whe ther dut bers are ignared when adding groups. The atiribute cyees in the

Group memberarip. M

Indicates whather to ume the Activa D actory TokenGrauns atiriute lackus sigarithm d of the

standard ive Group memberahip Ioakup algarm. . More Info

The attribute of & static LDAP grol he name of the group.  More Info.

p abject that specifies

The name of the LDAR object clacs that stores static aroups.  Mere Info.

The attribute of a static LDAP Group object that specifies the distinguished names (ONs) of the
members of the group.  More Info.

An LDAP search fiter that, iven the distinguished name (DN) of & mamber of & group, raturns the ONa

of the ctatic LDAR aroups that contain that member. If the stirbute Iz not soecifisd (that iz, If the
attribute i null or empty), a default search filter 15 created based on the group schema, — More Info. ..

The attribute of a dynamic LDAP group object that specifies the name of the greup.  More Info..

Tha LDAP Gbject ciass that Storas dynemic Groups. Mo

The atiribute of the dynamic LOAP group obiect that specifies the URLS of the members of the dynamic
o

The atribute of an LDAP User obiect that specifies the distinguished names (Ds) of dynamic groups to
Wihich this Libar BEonGE

The LDAP connection posl size, Default 36, More Info

ed. 1 this

The masximum time in seconds  fon clion 1o the LDAP server to be
it 1 SaE 150, here ia o masimum tme bmit.  More Tnfo

Specifies the number of times t attempt te connect to the LDAP server if the initial connection
o

failed.  Mare Iy

ncis when making concurrent attempts to connect to multiple LDAP servers.  More

The delay in se
Info,

eauits before tming out. If this

The maximum number of milliseconds for the LDAP server ta wait for
attribute 15 5t 15 0, there i5 no maximum time Imit. More Info.

Specifies whether ta prevent LDAR connections from tming out.  More Info.

nat a nearch for & uner or gro
LDAP aarvara o branche

s it the LOAP Auiheriication provider vl follow re ferrals
e L etait, o i

AP dirsctary. enabied. Mors

By default, the LDAP Au ation provi the same DN and password Lsed t connect to the
e e L s e e
enable this atribute,  More Iny

Specifies whether the providers should propagate the cause of the LoginException.  Mare Info.

Specifien whather a cache is used with the LDAP server  More Info.

The size of the cache (n kiohytes) that (5 used with the LDAP server  More Info...

The time-to-ive of the cache (n seconds) that s used with the LDAR server  More Infa.

Specifies the name of the GUID attribute defined in the Active Diractary LDAP aerver. The default
value is objectguid.  More Info.

Figure 39. Weblogic Domain —Provider Specific Details
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» Ensure the AD Provider Control Flag is set as either Optional or Sufficient

@ Home Log Cut Preferences Record Help Q

Home =Summary of Security Realms =myrealm =Providers > MyADAuthenticator
Settings for MyADAuthenticator
Configuration | Performance

Common | Provider Spedfic

Save

Thiz page displays basic information about this Active Directory Authentication provider. You can also use this page to set the JAAS Control Flag to contraol how 1

AF] Name: MyADAuthenticator 1
@g Description: Provider that performs LDAP authentication !
Version: 1.0 1
i3]
@] Control Flag: OPTIONAL [+] :
REQUIRED
Save REQUISITE
SUFFICIENT

Figure 40. Weblogic Domain —Provider Specific Details

» Ensure the order of the Authentication providers are such that SAML Assert is first followed by AD Authenticator
as show below

Settings for myrealm
Configuration | Usersand Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication | RoleMapping | Auditng | Credential Mapping | Certification Path | Keystores
An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in a security realm, Different types of Authentication
providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a Realm Adapter Authentication provider that allows you to wark with users and groups from previous releases of WebLogic Server.
P Customize this table

Authentication Providers

Click the Lock & Editbutton in the Change Center to activate all the buttons on this page.

New | | Delete Reorder Showing 1to 4of 4 Previous | Mext

Name Description Version
SAMLIdentityAssert SAML 2.0 Identity Assertion Provider. Supports Security Assertion Markup Language v2.0. 1.0
MyADAthenticator Provider that performs LDAP authentication 1.0
Defaultauthenticator WebLogic Authentication Provider 10
DefaultidentityAsser ter WebLogic Identity Assertion provider 10

New | [ Delete ‘ Reorder Showing 1ta40f 4 Previous | Next

Figure 41. Weblogic Domain —Authentication Provider Order
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Configuring Domain as a partner with the Identity Provider (IdP)

FTP the ofsll_metadata.xml file that was published by the OFSLL Domain server in the previous step on to AD
Server. Next the OFSLL domain configured in previous section is going to be registered and configured as part of
Relying Party on AD FS.

Configure Relying Party

» On AD Server, open AD FS Management Console from Server Management Console - Tools - ADFS
Management

5 ADFS (= To Tl
7 File  Action  View Window Help X
=
4 [ Service ] ADFS N
| Endpuints Overview

(] Centificates
(] Claim Descriptions
[ Trust Relationships

£dd Relying Party Trust...
AD FS provides single-sign-on (350 access for client computers ) j
£dd Claims Provider Trust..

! ! Leam More Badd Attribute Store...
(] Claims Provider Trusts N
Bk - Lanfimmna Lot ps Edit Federstion Service Properties..
[ Aetribute e Policies Edit Published Claims
4 [ Authenticati Add Mon-Claims-Sware Relying Party Trust...
- Revoke All Proxies
[ Per Relyi Mew Window from Here

Wiew 4
Refresh

Mew Window from Here
Help

G Refresh
Help

Figure 42. AD FS Server — Relying Party Trust
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» Click start on the Welcome Page

Lt Add Relying Party Trust Wizard ]

YWelcome

o Welcome to the Add Relying Party Trust Wizard

@ welcome L . . ) ) . .
Thiz wizard will help pou add a nev relving party tugt to the AD FS configuration databaze. Relving partiez

@ Select Data Source cohsume claims in security tokens that are izzued by thiz Federation Service to make authentication and

! ) autharization decisiars.
@ Configure Multi-factor

Authentication Mowr? The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and izzues claims to it Y'ou can define izsuance transform rules for iszuing claims to the relying party

@ Choose lssuance after you complete the wizard,

Authorization Rules
@ Ready to Add Trust
@ Finigh

< Previous Stark | | Cancel

Figure 43. AD FS Server — Welcome Page
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» Select “Import data about the relying party from a file option and provide the path where the OFSLL Domain
metadata file is copied; for example, ofsll_medata.xml

Lt Add Relying Party Trust Wizard -

Select Data Source

iz 5 Select an option that thiz wizard will uze to obtain data about this relping party:

@ ‘Welcome . ) ; )
() Import data about the relying party publizhed online or on a local netwark,

@ Select Data Source ) ) ) . ) L )
Uze this option ta import the necessay data and certificates from a relying party arganization that publishes

@ Configure Multifactor itz federation metadata online or on a local network.
Authentication Now? :
Federation metadata addrezs [host name or URL]
@ Chooze [zzuance

Authorization Rules
@ FReady to ddd Trust Example: fs.contoso.com or hitps: /. contoso. comy app
@ Finizh (®) |mport data about the relying party from a file
Llze this option to import the neceszam data and certificates from a relying party organization that hagz
exported itz federation metadata to a file. Enzure that this file i from a trusted source. This wizard will not

walidate the zource of the file.

Federation metadata file location:

CHl wofsl_metadata, xml | Browse...

() Enter data about the relying party manually

Llze this option to manually input the neceszary data about this relying party organization.

< Previous | | Mest » | | Cancel

Figure 44. AD FS Server — Define the metadata source

» Click “Ok” on below message

AD FS Management -

Some of the content in the federation metadata was skipped because it iz not supparted by AD FS. Review the properties
& I “ of the trust carefully before you zave the tust bo the A0 FS configuration database.

Figure 45. AD FS Server — Warning Message
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» Provide an unique Display Name and click Next

4 Add Relying Party Trust Wizard | x|

Specify Display Name

Steps Enter the dizplay name and any optional notes far this relying party.

@ ‘Welcome Diizplay name:

Select Data Source OFSLL S50

@
@ Specify Display Mame Motes:
@

Configure Multifactor
Authentication Now?

Choosze |zzuance
Authorization Rules

@ Ready to Add Trust

@ Finish

< Previous | | Mext > | | Cancel

Figure 46. AD FS Server — Relying Party Display Name
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» Retain the default as shown below and continue Next

4 Add Relying Party Trust Wizard -

Steps Configure multi-factor authentication settings for thiz relying party trust. Multi-factor authentication is required if
@ Welcome there iz a match for any of the specified requirements.

@ Select Data Source

@ Speciy Display Mams Fulti-factor duthentication Global Settings
@ gnmigutrle ht’!ulti-rzacloar Requirsments Users/Groups Mot configured
uthentication Mow?
@ Choose Issuance Device Mat configured
Authorization Rules Laozation Mot configurad

@ FReady to Add Trust
@ Finish

(® | do not want to configure multi-factor authentication settings for this reling party tust at this time.

() Configure multi-factor authentication setiings for this relying party tust,

You can alzo configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies,

< Previous | | Mext » | | Cancel

Figure 47. AD FS Server — Multi-factor Authentication
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» Retain the default as shown below and continue Next

L% Add Relying Party Trust Wizard ]

Choose Issuance Authorization Rules

Steps |szuance authorzation rules determing whether a user iz permitted to receive claims for the relying party.

@ ‘Welcome Choose one of the following options for the initial behaviar of this relying party's issuance authorization ules.

@ Select Data Source (®) Permit all users to access this relying party

@ Specify Display Mame The izzuance authorization rulez will be configured to permit all uzers to access thiz relying party. The relying

® Configure Multifactor party service of application may still deny the user access.

Avthentication Mow? = . .
() Deny all uzers access to thig relping party

@ Chooze lssuance
Avtharization Fules

@ FReady toAdd Trust
@ Finish

The izzuance authorization rules will be configured to deny all uzers access ta thiz relying party. ou must
later add izzuance authorization rules to enable any uzers to access thiz relying party,

'ou can change the izsuance authorization miles for thiz relying party tugt by selecting the relying party trugt
and clicking Edit Claim Rules in the Actions pane.

< Previous | | Mext » | | Cahicel

Figure 48. AD FS Server — Authorization Rules
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» Next screen verify the following Tabs
» ldentifiers Tab — ensure the “relying party identifiers” are showing the values correctly

Ready to Add Trust

et The relying party trust has been configured. Review the following settings, and then click Next to add the
@ Welcome relying party tust to the AD FS configuration database.

® Select Data Source Monitoring | Identiiers | Encryption | Signature | Accepted Claims | Organization | Endpoints | Not < | >

@ Specify Display Name Specify the display name and identifiers for this relying party trust.

@ Configure Multi-factor

Authentication Now? Display name:
@ Choose lssuance IDFSLL_SSD |
Authorization Rules E o
Relying party identifiers:

® Ready to Add Trust
@ Finish

sso_domain

Figure 49. AD FS Server — |dentifiers Tab
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» Signature Tab — ensure the certificates are valid by selecting the certificate and click “View”

i Add Relying Party Trust Wizard x

Ready to Add Trust

=i 5 The relying party truzt has been configured. Review the following gettings. and then click Mest to add the

@ ‘Welcome telying party trust bo the ADFS configuration databaze.

® Select Data Source |Mnnitnling||dentifiers Encryption | Signature | Accepted Claims | Organization | Endpoints | Mot € | 2

@ Specify Display Name Specify the zignature verfication certificates for requests from this relying party.

@ Configure Multifactor ; ; -
Authgntication Monr? Subject lszuer Effective Date Ewpiration D ate

[E) Ch=nfsz2200... CH=cfss220081.... 7/21/201511:0.. 742042016 11:0...

@ Chooze [zsuance
Autharization Fules

@ Ready to Add Trust

@ Finish

Wiew. ..

< Previous | | Mest = | | Cancel

Figure 50. AD FS Server — Signature Tab

43 | SAML 2.0 SSO IMPLEMENTATION FOR ORACLE FINANCIAL SERVICES LENDING AND LEASING
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» Certificate details can be reviewed

Details | Certification Path

<All>

Field Value

'U'ersim V3

Serial number 4a 39 4b 4b

Signature algorithm shalRSA

Signatu'e hash algorithm shal

Issuer p OFuse
=] valid from Tuesday, July 21, 2015 11:02...
| valid to wednesday, July 20, 2016 11...

" |subject , Ofs v
B v

Edit Properties...

Figure 51. AD FS Server — Certificate Details

» Click Ok and then Next to compete the metadata load and creation of Relying Party Trust.
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Editing the Relying Party Trusts

» Select the newly created Relying Party Trust and click “Properties”

G File Action View Window Help

b [ Service

a [ Trust Relationships Display Hame
[ Clairns Provider Trusts
[ Aribute Stores UB%_ 550 DOMAIN

I [ Authentication Policies

Enabled

Type

WS-T...

[ ADFS Relying Party Trusts Actions

Identiies Relying Party Trusts

£dd Relying Party Trust...
dd Non-Claims-fware Relying Party Trust...
ubs_ssa_domain i

Mew Windou from Here
[ Refresh

H Hep
UB5_550 DOMAIN

Updsate fram Federation Metadata...
Edit Claim Rules...
Disable
Properties

K Delete

Help

Figure 52. AD FS Server — Edit Relying Party Trust
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» Change algorithm from SHA-256 to SHA-1 Since SHA-1 is the encryption algorithm used while creating SSL
Certificate

Note: This step is optional and only required if the encryption key used is SHA-1 else ignore this step

UBS_SSO_DOMAIN Properties ==
b onitoring | |dentifiers | Encryption | Signature | Accepted Claimz |
Organization | E ndpoints I Priowy Endpaintz | M aotes | Advanced
Specify the zecure hazh algaonithm to use for this relying party trust,
Secure hash algorithm: | SHA- W
SHA-256
k. || Cancel Apply

Figure 53. AD FS Relying Party — Advanced Tab
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» Click on “Endpoints” and “Add SAML” to add end points.

Monitoring | Identifiers | Encryption | Signature | Accepted Claims
Organization | Endpoints | Proxy Endpoints | Notes | Advanced
Specify the endpoints to use for SAML and WS-FederationPassive protocols.
URL Index Binding Default  Re
SAML Assertion Consumer Endpoints
https: /.~ ' 0 POST No
https:// 1 Artifact Mo
< | m ] >
Add SAML...
Add WS-Federation... Remove Edit...
0K Cancel Apply

Figure 54. AD FS Relying Party — Endpoints Tab
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» Enter following values
» Binding > POST
» Index > 0

» Trusted URL - https://<WeblogicServerNamer>:<ManagedServerPort>/saml|2/sp/acs/post ; for example
https://ofsll.oracle.com:9704/saml2/sp/acs/post

» Click Ok
Edit Endpoint -

E ndpaint type:

SakL Azzertion Consumer

Binding:
|POST v

[] Set the trusted URL az default

Indew: (U S

Trusted URL:
| hitps: A 8005/ zaml2/sp/acz/post |

Ewxample: https:#/sts. contozo. comadfsrls

Rezponze URL:

Ewample: httpa: /#sts. contoso. comdlogout

(] || Cancel |

Figure 55. AD FS Relying Party — Add Endpoint
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https://ofsll.oracle.com:9704/saml2/sp/acs/post

» Add another SAML end point details with following values
» Binding > Artifact
» Index > 1

» Trusted URL - https://<WeblogicServerName>:<ManagedServerPort>/saml2/sp/acs/artifacts; for example
https://ofsll.oracle.com:9704/saml2/sp/acs/artifacts

» Click Ok

Edit Endpoint -

Endpoint type:
SaML Azzertion Consumer

Binding:

| Artifact W

[] Set the trusted URL as default

Indew: |1 -

Trusted URL:
| httpa: £ B005/ zaml2/zpdacss artifacts |

Example: httpz: /#sts contogo. comadfzdls

Responze URL:

Example: https: /fsts. contozo. comlogout

] || Cancel |

Figure 56. AD FS Relying Party — Add Endpoint
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https://ofsll.oracle.com:9704/saml2/sp/acs/artifacts

Adding Rules

» Select the newly created Relying Party Trust and click “Edit Claim Rules”

G File Action View Window Help

b [ Service

a [ Trust Relationships Display Hame
[ Clairns Provider Trusts
[ Aribute Stores UB%_ 550 DOMAIN

I [ Authentication Policies

Enabled

Type

WS-T...

[ ADFS Relying Party Trusts Actions

Identiies Relying Party Trusts

£dd Relying Party Trust...
dd Non-Claims-fware Relying Party Trust...
ubs_ssa_domain i

Mew Windou from Here
[ Refresh

H Hep
UB5_550 DOMAIN

Updsate fram Federation Metadata,..
Edit Claim Rules...
Disable
Properties

K Delete

Help

Figure 57. AD FS Relying Party — Edit Claims
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» On “Issuance Transform Rules” tab, click on “Add Rule”

Izzuance Transform Rules | |zzuance Authorization Fules | Delegation Authorization Flules
The following tranzform rles specify the claims that will be zent to the relving party.
Order  Rule Mame |zzued Claims
1 M arne MHame D
2 Givent ame Given Mame
AddFule.. | | EditRule.. | | Remove Aule..
] | | Canicel | | Apply

Figure 58. AD FS Relying Party — Add Rules
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» Click on Next

i

Select Rule Template

Steps
@ Chooze Rule Type

@ Configure Claim Rule

Add Transform Claim Rule Wizard -

Select the template for the claim rule that you want to create from the folloving list, The description provides
detailz about each claim rule terplate.

Claim rule template:

Send LOARP Attibutes a5 Claims W

Claim rule template description:

Uzing the Send LOAR Attribute as Claims rule teriplate you can select attributes from an LDAP attribute
zhore such az Active Directon bo zend az claims to the relping party. Multiple attributes may be sent az
multiple claims from a single rule using this rule type. For example, pou can use this rule template to create
a rule that will extract attibute values for authenticated uzers from the dizplay ame and telephoneMumber
Active Directory attributes and then send those values as two different outgaing claims. This rule may also
be uzed to send all of the uzer's group memberghips. [F you want to only zend individual group
memberzhips, use the Send Group Membership as a Claim rule tenplate.

< Previous Mewt » | | Cancel

Figure 59. AD FS Relying Party — Rule Template
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» Enter the following details
» Claim rule name > Name
» Attribute Store > Active Directory
» LDAP Attribute - SAM-Account-Name
» Outgoing Claim Type - Name ID
» Click OK

You can configure this rule to send the values of LDAP attributes az claimz. Select an attibute store from

which to extract LDAP attributes. Specify how the attibutes will map ta the autgaing claim twpes that will be
iszued from the e,

Claim rule name;

| I arme

Fule template: Send LDAF Attributes az Claims

Attribute ztare:

Active Directary W

tapping of LOAP attibutes to outgoing claim bpes:

I;Sdﬁ.iﬂ.ﬁ;galbute [Beleet or ppeiie Outgoing Claim Type [Select or tepe to add more]

k Sob-Aoocount-Mame w | M ame (D W

Wiew Fule Language... k. | | Cancel

Figure 60. AD FS Relying Party — Add Name Rule
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» Add another set of Claim rules with following values

»

»

»

Claim rule name - GivenName
Attribute Store - Active Directory
LDAP Attribute > Given-Name

» Outgoing Claim Type - GivenName
» Click OK

You can configure thig rule to send the values of LDAP attibutes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attibutes will map to the outgoing claim types that will be
izzued from the e,

Claim rule name;

[aivent ame

Fule template: Send LDAF Attributes az Claims

Altribute store:

Active Directary

t apping of LOAF attibutes to outgaoing claim bpes:

LDAF Attribute [Select or bype to
add more]

CDutgoing Claim Tepe [Select or twpe to add more]

3 Given-Mame Given Mame

Wiew Fule Language... Cancel

Figure 61. AD FS Relying Party — Add GivenName Rule
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User Management in AD

With the SAML 2.0 SSO integration, the user managements are handled within AD Server. Following are the steps
that can be followed for user management within AD Server.

Create an AD Organization

Various organizations can be created within Active Directory, and users can be mapped to a specific organization.
To create an organization:

» Logon to AD Server with administrator privilege user Id

» Open Server Manager - Tools = Active Directory Users and Computers

» Click on the domain name at the left pane and right click, select New - Organizational Unit

» Enter a name for the Organization Unit and click OK

Mew Object - Organizational Unit -

--;% Create . ofsll.comd

Mame:
|I'v1_l,lEIrg

Pratect container from accidental deletion

] 4 | | Cancel | | Help

Figure 62. AD — Organizational Unit
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Create an AD Group

Various groups can be created for a given organization, and users are mapped to a specific group within an
organization. To create a group

» Right-click on the newly created organizational unit name and select New > Group
» Enter a name for the Group, other values can be default and click OK

] Fa i kol I o T I T Wk o e B ol o i T
Mew Object - Group i

% Create in:  ofsll.com/MyOrg

(SrOUp Name:
| OFSLL_USERS |

Graup name (pre-YWindows 20000;
| OFSLL_LISERS |

Group scope Group bype
() Domain local (®) Security
(®) Global () Distribukion
() Universal

Ok, | | Cancel

Figure 63. AD — Create Group
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Create an AD User
Various users can be created for a given organizational unit and mapped to a given Group. To create an User

» Right-click on the newly created organizational unit name and select New -> User
» Enter name of the User, provide a unique name for the User Logon field and click Next until User Id is created

Mew Object - User -

& Create e ofsll.comdbuOrg

Fitst name: [QFSLLUSR | Initiaks |:|

Lazt name: | IJSer |

Full name: |IIIFSLLLISH USer |

Ilzer logon name:

| ofzllusr | | (@afzll com W |

Izer logon name [prewindows 2000]:
| OF5LLY | | ofsllusr |

< Back i Mexts || Cancel |

Figure 64. AD — Create User
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AD Group Mapping to AD User

AD Users created in above steps should be mapped to AD groups defend. To map the users to the group

» Right-click on the newly created user and select “Add to a group”
» Enter a valid group name and click OK

select Groups -

Select thiz object tupe:

|I3r|:|ups or Built-in security principals | | Object Types... |

Fram thiz location:

|u:ufs||.u:u:um || Locations... |

Enter the object names to zelect [examples]:

OFSLL USERS Check. Mames

] [Caed ]

Figure 65. AD — Group Mapping

Users are now mapped and the AD Group. User provision steps are complete and as next steps these users are
provisioned with OFSLL application access by adding these AD groups to Application via Enterprise Manager as
mentioned in next section.
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Addition of Active Directory Groups in EM

With user provisioning defined in AD Server, to provide access provision to these users to OFSLL application these
AD groups must be mapped as Enterprise Role within OFSLL Server. This mapping is managed through Weblogic
Enterprise Manager. Below are the steps to be followed:

» Login to OFSLL http://<WeblogicServerName>:<AdminPort>/em; for example http://ofsll.oracle.com:8001/em

» Select deployed OFSLL application as shown below

~| Deployments @

MWuUp (13)

Mame | Status |Target
% [ Application Deployments
[= [3 Internal Applications
@ FCUBSApPUI(12.0.3.0.0)
® ofsll_142(v14.2.0.0.1-b139)
E| OradeFsLLBCCalculatorService_calculatorBusinessServicelnterface

OF5LL_Managed:
OFSLL_Managed:
OF5LL_Managed:

) P | P

@, samidest 1App OFSLL_Managed:
% samldest01App01 OF5LL_Managed:
%TrustManager OF5SLL_Managed:

Figure 66. Weblogic EM —Deployments
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http://ofsll.oracle.com:8001/em

» Select Application Deployment -> Security -> Application Roles

< ofsll_142(V14.2.0.0.1-b139)

Home

Control

Logs

Performance Summary

Application Deployment

Web Services

WebCenter Portal

ADF

Security

MDS Configuration

TopLink Sessions

System MBean Browser
' WebLogic Server Administration Console

General Information

F @ o

£ To configure and manage this WeblLogic Application

Deployment, use the Crade WebLogic Server
Administration Console.

fr2
ElBs
Application Policies BeansinUse 0O
Application Roles Bean Accesses (per minute) 0.00

Bean Access Successes (%) 0.00
Bean Transaction Commits (per minute) 0.00
Bean Transaction Rollbacks {(per minute) 0.00
Bean Transaction Timeouts (per minute) 0.00
Bean Transaction Commits (3c) 0.00

| Entry Points
Web Modules

MName |Test Point

ofsll142 http:/}
ofsll142 https:;

Web Services

3003/ofsli142
:8005/ofsli142

Service Name |Pnrt

| Test |

Mo Web Services Found

Figure 67. Weblogic EM — Application Roles
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» Click on “Execute” button and below details shows up

{3 ofsll_142(V14.2.0.0.1-b139) 5
@, Application Deployment

Logged in as weblogic|Host
Page Refreshed Oct 30, 2015 5:54:22 PM 15T U

Application Roles
Applcation roles are the roles used by security aware applicatons that are specific to the application. These roles are seeded by applications in sngle global policy store when the applications are registered. These are also application roles that are
aeated n the context of end users accessing the application.

= To manage users and groups in the WebLogic Domain, use the Orade WebLogic Server Security Provider.
|Policy Store Provider
Scope  WebLogic Domain
Provider DB_ORACLE
~ISearch
Enter search keyword for role name to query roles defined by this appiication. Use appication stripe to search if application uses a stripe that s differerent from application name.

Rale Name | Starts With [+ ®

[F create. [ create Uke... 2 Edit... 3§ Delete,
Role Name Display Name Description
[ oFsuL_user
~/Membership for OFSLL_USER
Principal |Display Name [Type Description
OFSLL_USERS Group

Figure 68. Weblogic EM — Application Roles
» Click on “Edit”

{} ofsll_142(v14.2.0.0.1-b139) @ Logged in as weblogic| Host

@, Application Deployment ~ Page Refreshed Oct 30, 2015 5:54:22 PM 1ST L)

Application Roles

Application roles are the roles used by security aware appications that are spedific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also application roles thatare
created in the context of end users accessing the applicaton.

' Te manage users and groups in the WebLogic Damain, use the Orade Weblogic Server Security Provider.

~|Policy Store Provider

Scope  Weblogic Domain
Provider DB_ORACLE
|Search
Enter search keyword for role name to query roles defined by this appiication. Use application stripe to search if application uses a stripe that s differerent from application name.
RoleMeme [sarswith =] @
[Foeate.. | [Foeatelie.. AEdit., 3 Delete...

Role Name Display Name Desaription

~|/Membership for OFSLL_USER

Principal |Display Name [Type Deseription
OFSLL_USERS Group

Figure 69. Weblogic EM — Edit Application Roles
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» Click on Members 2> “Add”

¢ ofsll_142(V14.2.0.0.1-b139) g Logged in as weblogi
@ Application Deployment Page Refresh

Application Roles = Edit Appl e
Edit Application Role : OFSLL_USER

General

Application Stripe  ofsll_142#V14.2,0.0.1-b132
Role Name OFSLL_USER
Display Name | OFSLL USER.

Description

HMembers

n application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other application roles.

s add 3¢ Delete...
|Nama Display Mame Type
OFSLL_USERS Group

L

Figure 70. Weblogic EM — Enterprise Roles List
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» On Add principal screen select Type as “Group” and click on Search.

Note: sometimes there is a chance that the AD related groups are not going to show up.

» Under Advanced Option, select the check-box and click ok
» Enter the AD group name manually and click OK, once again OK.

Add Principal

Spedfy criteria to search and select the application roles that you want to grant permissions to,
~|Search

Type | Group |E|
Principal Name | Starts With ||
Display Name | Starts With || ®
Searched Principals

Principal |Display Mame Description |
Mo principals found based on search criteria

~| Advanced Option

Check to enter prindpal name here instead of searching from above. This option can be
used for advanced scenarios related to custom authenticators.

Type | Group [w|  * Principal Name |OFSLL_USERS

Display Mame | OF5LL_LISERS

(04 Cancel

Figure 71. Weblogic EM — Addition of Enterprise Roles

The users defined to the AD Group now have access permission to OFSLL application.
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Addition of Application Roles in EM

This is particular settings is only required for granting access permission to the Customer Service screen, wherein
the customer service screen is accessed directly from outside the OFSLL application by 3 party system.

» Logon to http://<Weblogic ServerName>:<AdminPort>/em ; for example http://ofsll.oracle.com:8001/em

» Select deployed OFSLL application as shown below

~| Deployments @

MWuUp (13)

Mame | Status |Target
% [ Application Deployments
[ [ Internal Applications
@ FCUBSApPUI(12.0.3.0.0)
@ ofsll_142(v14.2.0.0.1-b139)
E| OradeFsLLBCCalculatorService_calculatorBusinessServicelnterface

OF5LL_Managed:
OF5SLL_Managed:
OF5LL_Managed:

=yl =il ey el ey =

E| samldest01App OF5SLL_Managed:
% samldest01App01 OF5LL_Managed:
%TrustManager OF5SLL_Managed:

Figure 72. Weblogic EM —Deployments
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http://ofsll.oracle.com:8001/em

» Select Application Deployment -> Security -> Application Policies

Application Policies: /Far

€& | @ ofss22008Lin.oracle.com:8001 /em/faces/

_ OFSLLREL

le_ias_farmé&_afrLoop=’ 5%2F s ty%2FappPoliciesMain® v & | | Q Search

wa ¥ A=

= -
V [ Farm_OFSLLREL_domain
v [ Appication Deployments
1> [ Intemal Appications
@) FCUBSAPPUI(12.0.3.0.0) (OFSLL_ManagedServer

@) OradeFsLLBCCaluiatorService_ealculatorBusines
@) samidesto 14pp (OFSLL Managedserver2)
®) samidest0 1App01 (OFSLL_Managedserver3)
@ TrustVanager (OFSLL_ManagedServer2)
&> (3 Weblogic Domain
1> [2) Metadata Repostories
b [ Web Tier

ORACLE Enterprise Manager 11g Fusion Middleware Control

& ofsll_142(V14.2.0.0.1-b139) @

Hame
Contral

Logs

Performance Summary
Aoplication Depioyment
Vieb Services
WebCenter Porta!

H0F

Seauity

MBS Configuration
TopLink sessions

System Mgean Brawser

f' Weblogic Server Administratien Cansole

General Information

IPolicies for OFSLL_USER

Permissions

Setup * Help v LogOut

Loggedin as weblogic| Host ofss22008 Ln, orade.com
Page Refreshed Oct 16, 2015 :36:42 P 157 12

3
ct princpal type and enter search keyword to query appication security grants assigned to the prindpals. Click on searched prindipal to query poicies assigned.

reies upon for
Domain, use the Orade Webl ocic Server Seaurity Provider

ion Role: j
ith [+ @
Application Policies |
Application Roles

Description

fonymous Role

Resource Name

Permission Actions Permission Class |

IWEB:

WEB-INFtaskflows fam].
WEB-INF taskfiows origination/. =

e, ofsl e templates. OfslC:

— view orade.adf.controler security TaskFlonPermission  ~

view orade. adf.controller security. TaskFlowPermission [ ]
view orade, adf.controller,security TaskFlonPermission

Figure 73. Weblogic EM —Security Policies

» Below detail shows up

Application Policies

view orade. adf.share.security. authorization. RegonPermi ~

Application policies are the authorization policies that an application relies upon for controling access to its resources.
= To manage users and groups in the WebLogic Domain, use the Oracle WeblLogic Server Security Provider.,

| Policy Store Provider
~|Search

Select an application stripe in policy store , select principal type and enter search keyword to query application security grants assigned to the principals. Click on searched principal to query polidies assigned.

Principal Typz | Applcation Role [+
Name | Starts With . @

[ create Uie... |G 3 Delete...

Principal

anonymous-ole

| Policies for OFSLL_USER

Permissions

Display Name

Anonymous Role

Desaription

Resource Name

Permissian Actions permission Class |
WEB-INF for acle ifpattern/dynamicShelinfra/blark. xml #blank view oracle. adf. controller security TaskFlonPermission
WEB-INF ftaskfiows/cmn/.* view oracle. adf. controller security TaskFlonPermission
WEB-INF ftaskfiowsorigination/. * view oracle. adf. controller security TaskFlonPermission
oradle.ofsl view. pagedefs. templates. OfslCanvasPage TemplatePageDef view cle. adf.shy ty. Reg -

Figure 74. Weblogic EM — Application Policies
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» For the Principal “OFSLL_USER?” click on “Edit” below screen shows up

Application Policies > Edit Application Grant
Edit Application Grant

Ok | Cancel
Application Stripe  ofsll_142#V14.2.0.0.1b139

Grantee

Select the grantees (user, group or application role) you want to add to the policy.

e Add 3% Delete...
|Mame
OFSLL_USER

| Display Mame
OFSLL USER

Type Desaription
Application Role

Permissions

o Add A Edit.. 3§ Delete...

|Permission Class |Resource Name
orade.adf. controller. security. TaskFlowPermission

Permission Actions
WEB-INF faracleui/pattern/dynamicsnell infra/blank. kmi#blank
oracle adfcontroller security. TaskFlowPermission

view
WEB-INF taskflows/cmn/.= view
orade.adf.controller.security. TaskFlowPermission WEB-INF taskflows/origination. view
oradle.adf.share. security. suthorization.RegionPermission oracie. ofsl.view. pagedefs. templates. OfslCanvasPageTemplatePageDef view
oradle.adf.share. security. suthorization.RegionPermission aracle. ofsl.view.pagede fs. pages.OfslHomePageDef view il

Figure 75. Weblogic EM — Application Grant

» There is a likely chance that there is no permission defined for

“oracle.ofsll.view.pagedefs.pages.OfslICustomerServicePageDef’ Resource Name, which you need to add by
clicking “Add” button under Permissions Tab

Application Policies = Edit Appl
Edit Application Grant

OK | Cancel
Application Stripe ofsll_142#V14.2.0.0.1-b139

Grantee

Select the grantees (user, group or application role) you want to add to the policy.
e Add 3¢ Delete...

[rame
OFSLL_USER

|Display name

Type Description
OFSLL USER

Application Role

Permissions
e add  AEdt. 3¢ Delete...
|Permission Class |Resource Name
orade.adf. controller security. TaskFlowPermission
orade. adf. controller security. TaskFlowPermission
orade. adf. controller security. TaskFlowPermission

oracle.adf.share.secrity. authorization.RegionPermission

Permissian Actions |
WEB-INF for acleifpattern /dynamicShellinfra/blank, xmi#blank

view -
WEB-INF ftaskflows/cmn/. = view =
WEB-INF /taskflows origination/. =

view
oradle.oftlview. pagedefs. templates. OfslCanvasPageTemplatePageDef view
oracle.adf.share.secrity. authorization RegionPermission view

Figure 76. Weblogic EM — Edit Application Permissions
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» Below screen pops-up do not do anything here just click continue

Add Permission o

Select from permissions and resources used in this application. Enter search criteria to search for right permissions.

(@) Permissions () Resource Types

Permission Class | orade.adf.controller. security. TaskFlowPermission |z|
Resource Mame | Starts With |z| @
Search Results
Resource Mame |Permission Actions

Mo permissions added.

& TIP Continue to go to next step if you want to enter policy details,

Continue | Cancel |

Figure 77. Weblogic EM — Add Permission

» Enter the following values as shown in the image below and “select”
» Permission Class - oracle.adf.share.security.authorization.RegionPermission
» Resource Name - oracle.ofsll.view.pagedefs.pages.OfsliCustomerServicePageDef
» Permission Actions - view

» Click Select

Add Permission 2]

Select from permissions and resources used in this application. Enter search criteria to search for right permissions.
Customize resource or actions for selected permission.

~|Customize
PErMISSION | grade, adf. share.security. authorization, RegionPermission

Class

ResoUrce | grade. ofsll. view  pagedefs. pages. OfslCustomerServicePageDef
MName

PErmISsion | yigy|
Actions

Back | Select | Cancel |

Figure 78. Weblogic EM — Add Permission

» Click “Ok” on subsequent screens and ensure the record is saved
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» Login to the OFSLL application with following context;
https://<WeblogicServerName>:<ManagedServerPort>/<OfslIContext>/faces/pages/OfsliHome.jspx ; for example
https://ofsll.oracle.com:9704/ofsll142/faces/pages/OfsliHome.jspx

» The AD FS Sign-In page opens up, wherein provide your AD User Id/password credentials.

Note: on Firefox/Chrome browser the browser based AD FS Sign-In page opens whereas on IE a popup window
open up.

» Below IE AD FS Sign-in dialog box window

I e — . lol@| =
ef:‘)‘@ hitps:// £8005/ofslll42/faces/pages/OfsiiHor O ~ X || O Waiting for X ‘ l A oA 3

@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

Connecting to sts.ofsll.com.

@ ciick here to close this webpage.

% Continue to this website (not recommended).

©@ More information

ofsl\ofsllusr

I:“ Domain: ofsll

7] Remember my credentials |

Figure 79.Internet Explorer: AD FS Sing-In pop-up windows

» On successful authentication, OFSLL Home page opens up
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https://ofsll.oracle.com:9704/ofsll142/faces/pages/OfsllHome.jspx

@ Oracle Financial Services Le...

ORACL

2 LE’ . X . & Welcome, OFSLLUSR v Accessibiliyy 78 Sign Cut O
Financial Services Lending and Leasing

DashBoard

7 DashBoard
DashBoard
Users Productivit
System Monitor
Producer Analysi
Process Files

< >
| Origination
| Servicing
2| Collections
2| WFP
22/ Tools
) Setup.

Copyright © 19982015, Oracke and]or its afflates. All rights reserved. About

Figure 80. Internet Explorer: OFSLL Home Page

» AD FS Sign-In Page while using Firefox or Google Chrome browser

J O signin
€ >CfHh @b&qﬁ//Sls.oisll.com/adfs/\s/?SAMLRequest:fZBNaBMwDIb%ZF\'tEieLBrDFxSqEUChuMldthI%ZBISzhpw7(xy5n%2F%ZBspr7rKjkBGQeiStL70lZzN15SOEFIngmndeSDwsthFGngVeoequzRRO/sIBTgYEﬂ? =

sts.ofsll.com

Sign in with your organizational account

ofsllusr@ofsll.com

© 2013 Microsoft

Figure 81. Google Chrome: AD FS Sign-In Page
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Troubleshooting

» AD FS related alerts can be viewed and monitored within the AD Server as part of Server Management Console

» On Weblogic server, the SAML debug can be enabled by setting following properties as part of weblogic startup
script

» EXTRA_JAVA_PROPERTIES="${EXTRA_JAVA_PROPERTIES} -
Dweblogic.debug.DebugSecuritySAML2Atn=true -Dweblogic.debug.DebugSecuritySAML2CredMap=true -
Dweblogic.debug.DebugSecuritySAML2Lib=true -Dweblogic.debug.DebugSecuritySAML2Service=true"

» Once the debug properties are enabled, the weblogic server log file will have SAML enabled debug logs captured

P oot Qs 220081 appmidlireisr et BoraialOFSUREL domai e/ OFSIL W21 M == -

Figure 82. Weblogic Log: SAML Debug logs
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