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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

1-1 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

2-1
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The following diagram briefs the steps involved in changing the passwords of the above

components.

Change the password in
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Continues...
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

3-1 ORACLE



S YT Py ——— e @ o

Change Center & Home Log Out Preferences Record Help Welcome, weblogic ‘ Connectzd to: base_domain
e e T Home Summary of JD8C Date Sources »FCUBDs

Configuration editing is enabled. Future Settings for FCUBDs

changes wil sutomatically be actvated 26 you

modify, add or delete items in this domain, C ion | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orace | ONS | Transaction | Disgostics | Identity Options

base_domain -

Environment LSave

~Deployments

“Services
BHMessaging
~Data Sources

The connection pool within a JDEC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool, The connection pool and the connections within it
are created when the connection padl s registered, usually when starting up WebLogic Server or when deploying the data saurce ta 3 new target,

Use this page to define the configuration for this dsts source’s comnection pool.

a5 URL: jdbe:oracle-thin: @10.184.74.142.1521 KERDEV3 The URL of the database to connect to. The format of the URL varies by JDBC
— : = : driver, More Info...

XML Entity Caches
~COM -
B Driver Class Name: » The full package name of JDBC driv Used to create the physical

Mail Sessions a oracle jdbc OracleDriver ! o, (Note that this drver s
==Lkl erver to which itis deployed.)  Mare Info.

How do L. =]

The list of properties passed to the JDBC driver that are used &
| datzbase comnections. For exampla: server
value pair on a separate ine. - More Info.

aeate
dbserver 1. List each

« Configure testing options for a JDBC data
source

[

« Configure the statement cache for a JDBC
connection pacl

« Configure credential mapping for a JDBC data

source

System Status = System Properties: The list of System Properties names passed to the JDBC driver that are used
E to create physical database conmections, For example: server=dbserverl, List
Health of Running Servers each property=value pair on 3 separate line. More Info...

Faied )
critieal (o)

[ Overloaded @) [
[ waming®
— \

] Password: sesesesesesesesen

d attribute passed to the JDBC driver when areating ph
nnections,  More Info. ..

Confirm Password:

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save'.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure
base_domain -
BH-Environment

eployments

fessaging

Data Sources
r-Persistent Stores

eign JNDI Providers
k Contexts

XML Registries

ML Entity Caches

~-JCOM
“Mail Sessions
-File T3 j
How do I... =]

« Test JDBC data sources

« Configure testing options for a 1DBC data
source

System Status =]
Hezlth of Runring Servers

[ Faked@
[ critical @)
[ Overloaded (0)
[ waning@
I C< (2

ORACLE WebLogic Server® Administration Console

) Home Log Out Preferences [&] Record Help Q

Home >Summary of JDBC Data Sources
Messages

« Test of FCUBDs on server ManagedServer was successful.

Settings for FCUBDs

Confiraton | Targets [umm\ seurty | Hotes
S‘EﬁShCS

Use this page to test datzbase connections in this JDBC data source,

§ Customize this table

Test Data Source (Filtered - More Columns Exist)

=)

Welcome, weblogic | Connected to; base_domair|

Showing 1to 1of 1 Previous | Next

Server

State

) | ManagedServer

Running

Showing 1to 1of 1 Previous | Next

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WebLogic Server® Administration Console

@i Home Log Qut Preferences Record Help |

Home =Summary of IDBC Data Sources

Messages

4 Test of FCUBDs on server ManagedServer was successful,

Domain Structure

base_domain
BF-Environment
--Deployments
EF-Services
[F-Messaging

~~Data Sources
~~Persistent Stores
--Foreign JMDI Providers
~Waork Contexts
~-¥ML Registries
~"¥ML Entity Caches
~-jCOM

~-Mail Sessions
~Fil= T3

Settings for FCUBDs

o Configuration | Targets | Monitoring | Control | Security

Statistics | Testing

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

Lse this page to test database connections in this JDBC data source,

j Server

How do L.

« Test JDBC data sources

= O | Managedserver

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

in a production environment.
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3.2.3 Changing Password in Decentralized Setup

3.3

3.3.1

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

|| Oracle FLEXCUBE Universal Installer =] @ 3]

Oracle FLEXCUBE Universal Banking ORACLE

Database Installation
Pravide schema details.

Name Value
Isername installer
Password ssssssuse
Connect String testdb
IP Address 10.10.10.10
Part 1521

Test Connection

Log Mext Exit

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

3.4 ORACLE



3.3.2

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o~ w0 b E

steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

Stop the target server to which the data sources point. To stop the target server, follow the

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all

data sources created in the application server.
3. Click the data scheduler source jdbc/fcjSchedulerDS.

4. Select Connection Pool tab.

ORACLE Weblogic Server® Administration Console

T —— ) Home Log Qut Preferences [ Record Help Q

View changes and restarts Home >Summary of JDBC Cat: urcss >FCUBS_SchedulerDS
Canfiguration editing is enabled, Future
changes il automatically be ctivated as you

modify, add or delete items in this domain,

Settings for FCUBS_SchedulerDS

Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orade | ONS | Transaction | Disgnostics | Identity Options

~-Data Sources
“~Persistent Stores
“Foreign JNDI Providers
~-\ark Contexts

XML Registries

%ML Entity Caches
~-JCOM

“Mail Sessions

File T3

Use this page to define the configuration for this data source’s connection pool.

45| URL: jdbc oracle thin @10 154 74 142 1521 KERDEV3 Tl

5] Driver Class Name: oracle jdbc xa client OracleXADataSource

m

How do I...

£F] Properties:

« Configure testing options for & JDBC data user=FC1151I0T =

source

+ Configure the statement cache for & JDBC
connection pool

+ Configure credential mapping for  JDBC data

source

System Status =) System Properties:

Heslth of Running Servers

[ Falled (0)

[ Critical {0)
Overloaded {0)

[ Warning (0)

[ o

-]

(] Password: sesssssssssssssnnn

Confirm Password: esscsersssererreng

base_domain =
H-Environment |Save)
~-Deployments
7 The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
B-Messaging are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target

of the database to connect to. The format of the URL varies by JDBC

 Wore Info....

Welcome, weblogic ‘ Comnected to: base_domai

MoreInfo...

5. Change the password. Use the following fields:

Password

Specify the new password.
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Confirm Password

Specify the new password again.

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil autamatcally be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain -
Bl-Environment

~Deployments

ryi

[B-Messaging

~Data Sources
F-Persistent Stores
~Foreign JNDI Providers
~ork Contexts

~-#ML Registries

XML Entity Caches
~jCoM

~Mail Sessions

—File T3 [=]

How do L. =

« Test JDBC data sources

« Configure testing options for 3 JDBC data
source

System Status a
Heslth of Running Servers

[ Faied (@

| — )
[ Overloaded (0}
[ Waming @
I Ck (2

ORACLE weblLogic Server® Administration Console

& Home LogQut Preferences [2] Record Help | Q

Home »Summary of JDBC Data Sources
Messages

o Test of FCUBS _SchedulerDS on server Managedserver was successiul,
Settings for FCUBS_SchedulerDs

Configuration

Targets

Control | Security | Notes

Statistics

Use this page to test databas connections n this JDBC data source.

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

[

Welcome, weblogic ‘ Connected to: base_domai

Showing 1to 1of 1 Previous | Next

Server State

O |Managedserver Running

Showing 1to 1of 1 Previous | Next

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts

Configuration editing is enabled, Future
changes will automatically be activated as you
modify, add or delete items in this domain.

& Home Log Qut Preferences Record Help | Q

Home =Summary of JDBC Data Sources

Messages

o Test of FCUBS_SchedulerDS on server ManagedServer was successful,

Domain Structure

base_domain
BH-Environment
~-Deployments
Eh-Services
[#-Messaging

-~Data Sources
~~Persistent Stores
--Foreign JMDI Providers
~~Work Contexts
--¥ML Registries
~"¥ML Entity Caches

Settings for FCUBS_SchedulerDs

Configuration | Targets | Monitoring | Control | Security | Motes

[»

Statistics | Testing

Lze this page to test database connections in this JDBC data source.

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

Server

--COM

~"Mail Sessions

~Fil= T3 ﬂ
How do L.. =]

« Test JDBC data sources

O | Managedserver
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.4 Changing ELCM Data Source Password

You need to change the password of ELCM data source.

3.4.1 Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.
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ORACLE WebLage Server® aamrmmraion com - 0 O

Change Center @ Home Log Out Preferences (& Record Help Welcome, weblogic | Connected to: base_domain|
e it e estart Heme >Summary of IDBC Data Sou UBS. SchedulerDS »Summary of urces >FCUBS_ELCMDs

Configuration editing s enabled. Future Settings for FCUBS_ELCMDs

changes will automaticall be activated a5 you

modify, add or delete itams in this domain. Configuration | Targets | Monitoring | Contral | Security | Motes

Domain Structure General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

base_domain =]

B-Environment \Save)

~Deployments

[services The connection paol within a JDBC data saurce contains a aroup of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
lessading are created when the connection pool is registered, usually when starting up Weblogic Server or when deploying the data source to a new target.
~Data Sources
“persstent Stores Use this page to define the configuration for this data source’s connection pool.

areign JNDI Providers
k Contexts

Registies 4E| URL: jdbe-oracle thin- @10.1010.10-1010 KERDEV3 It i R T R e 3

=ML Entity Caches

oM
Driver Class Name: . 2
- Mal Sesi a3 oracle jdbc OracleDriver
Mail Sessions =] ! database connections in the connection poal. (ot that this driver ¢
--File T3 be in the classpath of any server to which it is deployed.)
How do L. =

The list of properties passed to the JDBC driver that are used to create
physical database conmections. For example: server =dhserver 1. List each

« Configure testing options for & JDBC data J property=value pair on & separate line.  More Info...

saurce

Configure the statement cache for a JDBC
comnection pool

Configure credential mapping for a 1DBC data

source =

=) System Properties: The list of System Properties names passed to the JDBC driver that are used
to create physical database connections. For exampie: server=dbserver1. List
Health of Running Servers cach property=value parr on a separate ne,  More Info...

Failed {0)
Critical (o)
Overloaded (0 =
Warning {0)
I (2} 45 Password:

System Status

d attribute passed to the JDBC driver when creating physical
nnections.  More Info. ..

Confirm Password:

sessssessnsenenet

5. Change the password. Use the following fields:
Password
Specify the new password.

Confirm Password

6. Specify the new password again. Click ‘Save’.

7. To test the data source, select Monitoring tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help

Q

Home =Summary of JDBC Dets Sources »FCUBS_SchedulerDS =Summary of JDBC Detz Scurces =FCUBS_ELCMDs »|

View changes and restarts

Messages
Configuration editing is enabled, Future

changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_ELCMDs
Domain Structure
Configuration | Targets | Monitoring | Control | Security | MNotes

base_domain =]
BB
Environment Statistics | Testing
~-Deployments
Eh-services
[#-Messaging . I
Use this page to test database connections in this JDBC data source.
--Data Sources
~“Persistent Stores
r--Foreign JMDI Providers [ Customize this table
--Work Contexts
~"XML Registries I Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
~-§C0M
~"Mail Sessions
~File T3 J Server
How do I.. = () | Managedserver

« Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.5 Changing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

3.5.1 Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© ©o N o

This completes the prerequisites.

3.5.2 Changing Bl Publisher Data Source Password

To change the Bl Publisher data source password, follow the steps given below:

1. Log into Bl Publisher server.

2. Goto Admin > JDBC > Update Data Source.
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3.6

3.6.1

Update Data Source: Oracle Bl EE

General

¥TIP Please make sure to install the required JDBC driver classes.

Data Source Mame |Oracle BI EE

= Driver Type

* Database Driver Class ‘nrade.hl.]dhc.ﬁ\naldthrwer

* Connection String

* Username
Password
Pre Process Function

Post Process Function

Security

[ Oracle BI Server

=Driver )
{PORT/

Administrator

seseee

|

L 1

Use Proxy Authentication

Test Connection

Available Roles

Allowed Roles

=)

Move

Move All
2
Remove

B @

<
Remove All

Cancel ||| Apply

3. Choose the data source whose password needs to be modified.

4.

Modify the following field:

Password

Specify the new password.

5.

6
7.
8

Click ‘Apply’ button.

Restart the application server.

Start Oracle FLEXCUBE.

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Oracle Business Intelligence Enterprise

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprise Edition (OBIEE)
data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2.

Inform all concerned users and groups.
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

i

R Fieulata

w & B Corwmitn Pl
= S =)

= Cl e
=l " =14

= gl P =1

w Gl LS = P

- G e Gy M
=3 + bW
1 annectics e =
=l © @8
- L8 Geraral | Conrecton Sosgin L =1

= e =
=@~ [ = R
A é noe  [ETERCTRS wsores | % o b

= i — o LE

= @ LS ol bt ooty = -

- o e Mg vt | 105 e
L L =

= [l P Transackon Crole wmave ramr  FTUES « 3 RE

= & RE P e kgon = ZEE

= 2 5 e =

= Uses rama:  [FLLERATF Paiwwsd [ o
=@ K Endisrorrechnpodeg 000 . 2 St
= B Submyteme Timmenit 5 orim] =] o W

S . =R

% & 10 R U et Lot ] —

7 Dusuts g skl
R Prases naome)
[ [Estma |

[—

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

3
4. Restart the application server.
5. Start Oracle FLEXCUBE.

6

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.7 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.7.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.7.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool tab.
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TIVGETY, S0 T Qe TR T XS g

Domain Structure
base_domain -
--Enviranment

~-Deplayments

“Services

EH-Messaging

~Dats Sources

r--Persistent Stores

~Foreign JND1 Providers

« Configure testing options for & JDBC data
source

Configure the statement cache for 2 JDBC
connection pool

+ Configure credential mapping for 3 1DBC data
source

L Entity Caches
~jcom
~Mail Sessions
T =]
How do I... =]

Health of Running Servers

[ Faled(®
[ Critcal @)
[ Overloaded (0)
[ waming{0)
I K 2

System Status =]

(¢ ion | Targets | Monitoring | Control | Security | Notes

Genersl | Connection Pool | Orade | ONS | Transacton | Diagnostics | Identity Options

Save

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
are created when the connection pool is registered, usually ihen starting Up WebLogic Server or when deploying the data source to & new target.

Use this page to define the configuration for this data source’s connection pool.

5 URL: jdbc-oracle-thin- @10.10.10.10:1010-KERDEV3

(5 Driver Class Name:

=

System Properties:

=

& : sesssnnnssssssnnns

Confirm Password:

Tnitial Capacity: 1
Maximum Capacity: 15

oracle jdbc xa client OracleXADataSource

e passed to

More Info..

jon pool can

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

© ®

Select the target server and click ‘Test Data Source’.
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To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

. The screen displays a message confirming successful testing.
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ORACLE WebLogic Server® Administration Console I

Change Center @ Home Log Qut Preferences Record Help

View changes and restarts Home =Summ. rOS »Summary of JDBC Date Sources = FCUBS_ELCMOs »Summary of JDBC Data Sourcas > F

Sources =FLE t= Sources > FLEXTEST.WORLD
Configuration editing is enabled, Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain, <« Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_damain = Configuration | Targets | Monitoring | Control | Security | Motes
BH-Environment

~Deployments Statistics

Eh-Services

EF-Messaging

—-Data Sources
~-Persistent Stores
r~—-Foreign JNDI Providers

Use this page to test datsbase connections in this JDBC data source,

~-Work Contexts [ Customize this table

~"¥ML Registries L

—-XML Entity Caches Test Data Source (Filtered - More Columns Exist)

~-jC0OM

~~Mail Sessions

~Flle T3 j

Server State
How do L. =
O Managedserver Running

o Test JDBC data sources

« Configure testing options for a JDBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.8 Changing Branch Schema Password

This section describes the steps involved in changing branch schema password.

3.8.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop Oracle FLEXCUBE application.
4

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

5. Ensure that all users have logged out of Oracle FLEXCUBE system.
This completes the prerequisites.

3.8.2 Changing Branch Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.
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1. Login to Oracle Weblogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all

data sources created in the application server.

3. Select Gateway data source (jdbc/fcjdevDSBranch).

4. Select ‘Connection Pool’ tab.

ORACLE Wablogis Servar® nammaraton ot W 4 o

Change Center @ Home Log Out Preferences 2] Record Help Q Wel:nme,wehlogic|(unne:ted to: base_domain|
View changes and restarts Heme »Summary of DBC Datz Sources » FCUBSBranch
Configuration editing is enabled. Future Settings for FCUBSBranch
changes will automateally be actvated as you
moify, add or delete items in this domain, Configuration = Targets Monitoring | Control | Security | Notes
Domain Structure General | Connection Pool | Orade | ONS | Transacton | Diagnostics | Identity Options
base_domain
BH-Environment Save
~Deployments
H-Services
D The connection poal within & JDBC data seurce contins & group of JDBC connections that appiications reserve, use, and then return to the pool, The cannection pool and the connections within it
b IE‘“““ ! Ehal't"s are created when the connection pool is registered, usually when starting up WebLogic Server o when deploying the data source to a new target,
EtH-Interoperabilty
*-Diagnostics Use this page to define the configuration for this dats seurce's connection poal
5 URL: jdbe-oracle:thin:@10.10.10.10:1010- KERDEV3 The URL of the database to connect to. The format of the URL varies by JDBC
driver. More Info.
4] Driver Class Name: oracle jdbe xa.client OracleXADataSource
How do L. B
2] Properties:
» Configure testing options for a JDBC data aser=FC1131IUT =]
source

* Configure the statement cache for 2 JDBC

» Configure credential mapping for & JOBC data

connection pool

source
System Status =] System Properties:
Health of Running Servers B
I Faied (0
[ Critical {0)
Overoaged 1) =
] warning (0)
I oD 45 password: sessssssssnssrnnen Th 2ssed ko the JDBC driver when creating physica

s MoreInfo...

‘Confirm Password:

sessssessenssansed

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6.

7
8.
9

Click ‘Save’.
To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
Select the target server and click ‘Test Data Source’.

The screen displays a message confirming successful testing.
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ORACLE Wenlogis Sorvar® Aimmrmaion conese w4 o

P — & Home Log Out Preference Record Help Q Welcome, weblogic ‘ Connected to: base_domain

=Summary of ID

View changes and restarts Hame >Summary Detz Scurces >FCUBSBranch

Messages

Configuration editing is enzbled, Future
changes wil automatically be activated as you « Test of FCUBSBranch on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBSBranch
Domain Structure

domain — Configuration | Targets | Monitoring | Control | Security | Notes
BH-Enviranment = o T

eployments
Eh-Services

Bl-Messaging

Use this page to test database connections in this JDBC data source,
--Data Sources

FPersistent Stares
~Fareign JNDI Providers b Customize this table
rk Contexts
ML Registries
__;Cfél)-;““‘- Caches Showing 110 10f 1 Previous | Mext
~Mail Sessions
~-Fil T3

Test Data Source (Filtered - More Columns Exist)

Server State

ol [©

How do L. © | Managedserver Runring

* Test JDBC data sources

# Configure testing options for 3 JDBC data Showing 1to 1of 1 Previous | Next
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

42.1

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Chanqging Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
2. Inform all concerned users and groups

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop the target server to which the data sources point.
5

Stop Oracle FLEXCUBE application
This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server

4-1 ORACLE



Integrated Solutions Console

Welcome admin

‘ View: | All ta.

Welcome

Guided Activities

Global security
Servers Use this panel to

[ Applications spplications.

Services

Resources

nfigure administration and tha default applicatio
functions and is usad as a default sacurity policy for user applications

Help | Logout

Close page

n security This securit

policy
Security domains

nfiguration spplies to the sscurity policy for all administra
can be dafinad to ovarrids and customize the security policies for user

B S=curity

Security Configuration Wizard ]

Security Configuration Report

Administrative security
Global security

———— En=tle administrative s=curity
Administrative Authorization Groups
SSL certificate and key mznagement
Security auditing

Application security
Bus s=curity

[ enable application security
Envirenmant

System zémi

Java 2 security
tration
Users znd Groups

Warn if app

Menitering and Tuning
Troublashooting

User account repository
ServicEiitEgiation Current realm definition
Federated repositories

{8]=12)4

Avsilable realm definitions

Federated repositories v

[ use 1ava 2 security to restrict application access to local resources
tions srs grantad custom permissions

Restrict access to resource authentication data

Authentication
“2ministrative ussr reles

Authentication mechanisms and expiration
< arou

@ Lon

Kerberes and LTPA

roles
< suthentication

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Kerberos configuration
QO swam (d

Authentication cache settings

d):i He auth d comm

Web and 5

s=curity

RMI/1IOR

curity

T Jave Authentication snd Authorization Service
Application lacins
System logins

J2C zuthentication dats

prerifies-eristof-deva(TM) Authentication and
[J us= reslm-quslified user nAnthorization Service (14AS) login configurations that are
Configure.... Set 25 currant |

#Apply | | Reset

used by system resources including the authentication
mechanism, principal mapping, and credential mapping. You
cannot remave the default looin configurations because
doing so right cause applications to Fail

Sscurity domaing

External suthsrization providers

Custom properties

2. Go to Security > Global Security > Java
Authentication Data.

Authentication and Authorization Schema > J2C

Integrated Solutions Console

Welcome

‘ View: | All tasks v ‘

Welcome

Guidad Activities Elobal security > JAAS - 12C

Help | Logout

data

B servers

O server Types

webSphere application servers
WebSphere MQ servers

eb servers

Applications

Services

Specifies a list of user identities and passwords for Ja

Prefix new alias names vith the node name of the cell (for o

Field help
For field help infermation,
select a field label or list
marker when the help
cursor is displ

TM) 2 connector security to use.

mpatibility with earlier releases)

Page help
rmation about

New|| Delete

Resources

B security

=&
oL

Globsl security

Se\sd‘ Aliss &
Security domains

| User 1D & Description £

Administrative Authorization Groups

You can administer the follaving resources:

- 1PL18900RNodel6/LA1465R2
SSL certificate and key management

O

Total 1

Security auditing

Bus security

| LA1485R2 LA1465RZ

Envirenmant

Systzm scministration

Users and Groups

Monitoring anc Tuning
B Troublzshooting
Servics intzgration

upD1

3. You will notice a table showing the list of JDBC sources. Choose the node used by host

schema data source.
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Integrated Solutions Console ~ welcome .

i [T 3 | | Cel-iPLissDORNode0ECal, Profle=AspSrios

welcome [Global security
SIS GERi= Global security > JAAS - 12C auth. dats > IPL189DORNod=06/LAL465R2 Field help
a - For field help information.
Servars Specifies & list of user identities and passwords for Java(TM) 2 connector security to use. select a field label or list
Bl Server Types General Properties marker when the help
cursor is displayed.
WebSphere spplicstion zarvers ¥ Alies
WebSphere MQ servers [IPL18300R Nod=08/ LAI465RE Page help
Web servers More information about
+ User 1D this page
LAt465R2
AFF'\CE[\CHS Command Assistance
Services # Password View administrative
....... Scripting command for last
Rescurces ct
= Description
ecurity LA1465R2
Global s=curity

utherization Groups [2eeiv] [ok| [Reset]| [ cancel

erti nd key management

Security auditing

Bus security
Environmant
Systam acministraticn
Users and Groups
Menitering 2nc Tuning
@ Troublesheeting
Service intagration

[€]=]=34

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server

2. Goto Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.
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4.3

43.1

Welcome

Integrated Solutions Console

View: | All tasks i

Welcome

Guided Activities
B Servers
B Server Types
webSphere application servers
WebSphere MQ servers
Web servers
Applicatons
Services
B Resources
Schedulers
Object pool managers
B s
Bipec

< (WebSphere Application Server

Resource Adapters
Asynchronous beans
Cache instances
Wil

URL

Resourcs Envirenmant
B szcurity

Global s=curity
Security d a

ns

Admini Authorization Groups

SSL certificars and key management

Envirsnmant

Systzm zéministration
Users anc Groups
Monitering and Tuning
& Troubleshooting
Service intagration

uppI

B Messages

[} The test connsction operation for dats source LATAM on server serverl st nods
s=ful.

IPL1E9DORNod=06 was successful

Data sources

Use this page to adit the sattings of a datasourcs that is associsted with your selacted IDBC provider. The datasource object supplias

your application with connections for accessing the databas

= list of task steps =nd more gensrzl infermation about the topic.

B Scops: =All scopes

Scope specifies the level at which the resource definition is visible. For detailed information on

vhat scope is and how it vorks, zee the scope sattings halo

[l scopes

¥

Praferences

New| | Delsts

Test connection

]

o e

Select Name £ INDI name

You can administer the folloving resources:

[ |Lsfadl

DefaultDatasource

Datssource

Scope ¢

Node=1PL183DORNode0E, Server=sarverl

Node=1PL183DORNode08, Server=sarverl

Nede=1PL183DORNode0E, Server=sarverl

Node=1PL183DORNode0s, Server=sarverl

Node=1PL185DORNoda0s, Servar=sarvarl,

erovider &

Derby JDEC
Provider

Qracle 1DBC
Driver (XA)

Oracle JDEC
Driver (XA)

oracle
Driver (XA)

LA1465R2

.arn more about this task in & guided activity. A guided activity provides

Description { | Category &

Datascurcs
for the
WebSphere
Default
Application
Hew JDEC
Datasource

Hew JDEC
Datasource

Hew JDEC
Datasource
Hev IDBC
Datazource

Field help
For field help informat]
sslsct = fisld lsbsl or |
marker vhen the helo
cursor i displayed.

Paga help
More infermation abo
this page

£

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data

source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.

2
3
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Loginto IBM Websphere application server

Integrated Solutions Console Welcome admin

‘ View: | All tasks v |

welcome

Bl Cuiczd Activities Global security

Servers Use this pansl to configure administration and the default applicatio
functions and is used a3 2 default security policy for user application:

B applications =pplications.

urity policy. This security configuration spplies to the security policy for all administrative
Security domains can be defined to override and customize the security policies for user

Services

Resources [ Security Configuration Wizard | Security Configuration Report

Bl szcurity

Administrative security

Enzble

Authentication
user roles Authentication mechanisms and expiration
nistrtive group roles
LTEA
nistrstive suthsntication © e

Kerberos and LTPA

s Application security (This function is currently disabled. See the IBM Support site for
Bus s=curity possible futura updates.)

[ enzble apslication security ferberns confimuration

[ Environment

O swam ¢

Java 2 sacurit
Systzm =éminiztration v

betreen servers

[ Usz= 33wa 2 s=curity to restrict applicstion access to local reso

Users and Groups
Warn if applications are granted custom permissions

Bl Menitoring and Tuning

Restrict 2. o resource authentication data

B Troubleshosting

Tovs Authenticstion =nd Authorzation Servics
User account repasitary =]
B Service integratien

Current realm dsfinition Zpglication logins

uoo1 Fe ositories data
Available realm definitions peckiocsletal Sy T Arter e ationfand
A = [ Us= resime-quslified uzsr ndfuthorization Service (JA45) login configurations that are
Federated repositories v Configure... Set 2s current |

used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Yo
cannot remave the defaulk login configurstions because
Sxternal suthorizstion providers |39Ng 50 might cause applicstions to Fall,

Custom properties

Security domains

apply | | Rasst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Wielcome Helo | Logout

view: | All tazks v ‘

Clos= p2a=

welzoms Global security ?_ kel ]

ded Activitiss

B servers

Bl Server Types

Applications

Global security > JAAS - 12C authentication data

Specifies = list of user identities 2nd passwords for Java(TH) 2 cennecter security to use.

Erafix new alisz names vith the node name of the cell (for campatibility vith szrlier releas.

Apely

Srafarances

Fiald halp

For field help information,
sslect a field label or list
marker vhen the help
cursor is displayed.

Page halp

More information sbout

thiz cage

Command Assistance

|New] _Delet=

& v admin

Reseurces
E
B security

Global security Selact| alizs & UserID &
Security domains

) )

Dascription &

You can administer the folloving resources:

[] | 1PL18300RNade08/LA1465R2 LAL463R2 LA1485R2

Total 1

Environment
System acministration

Users 2z Groups

fenitering and Tuning

roublashacting
Service integration

uDD1

3. You will notice a table listing of JDBC sources choose the node which is used by Oracle
FLEXCUBE application.
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Integrated Solutions Console: Welcome

| View: | All tazks v

Welcome
Guided Activities
[l s=rvers

O Server Types
WebSphere apel
WebSphere MQ
web servers

& 2pplications.
Sarvices
Rescurces

Bl s2curity

Ad Autharization Groups
SSL certificate and key management
Security zuditing
Busz sacurity

@ Envirsnment

System acministration

Users and Groups

Menitering zng Tuning

@ Troublzshocting

Szrvics int=gration

upot

Global security

Global security > JAAS - 32C

data > TPL189DORNade06/LA1365R2

Spacifies a list of user identities and passwards for Java(TM) 2 connector security to use.

General Properties

Field help
For field help information,
select = fisld label or list
markar when the help

* User ID

Description

LA1465R2
[os] [ow] [Reset ] [Cancel

curser is displayed.

Page help
More information about
this page

Command Assistance
View sdministrative
scripting command for last
action

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.4

44.1

4.4.2

Welcome

Integrated Solutions Console

| View: | All tasks v
Welcome
GCuided Activities

B Servers

Applications
Services

El Resourcas

Sphere Application Server

Resource Adapters

Asynchreneus beans
Cachs instances
Mzil

URL

Resource Environment

B security

Environment
Systam aéministration

Users and Groups

Menitoring znd Tuning

B Meszages

[} The test connection operation for data =ource FCUBS Scheduler Data source on server serverl
at node IPL123DORNod06 vas succassful.

Field help

For field help informat]
select a field label o |
marker vien the help
cursor is displayed.

Data sources.

Use this page to edit the settings of a datasource that i
fi g th e
a list of tzsk steps and more general information about the topic,

your application with connections for =

Bl Scop=: =All scopes

e data

iated vith your selected JDEC provider. The datasource object supplies
arn more about this task in 3 guided activite, A guided activity provides

Scope specifies the level at which the resource definition is visible. For detailed information on

wha

ope is and hov it works, see th

= scope settings hef

[l scopes

il

Preferences

New|| Delete

Test connection

|

]
Selact| Hame % INDI name §

You can administer the folloving resources:

[] |Default

Datazource

DefaultDatazourcs

Fl jdbe/feiBranchDs
0o heduler | jdbe/fejSchedulerDs
D=
D LI RLD | FLEXTEST.WORLD
0 |Lemem jdbc/fdevDs
Total 5

Scope

Node=IPL18SDORNoda08, Sarvar=sarvart

Nede=IPL18SDORNed=06, Servar=sarvarl

Node=IPL18SDORNode08, Sarvar=servart

Node=IPL183DORNode08, Server=serverl

Node=IPL183DORNed=06, Servar=servearl

Provider §

Derby JDEC
Provider

Oracle JDEC
Driver (XA
Oracle I0I

BEC
rivar (¥4)

Cracle
Driver (XA)

LA1465R2

Page help
Mere information abe
this cage

Command Assistance

ministrative
g command for

Description { | Category §

Datssource
for the
WebSphere
Defzult
Application

New JDBC
Datzszource
New JDBC
Datzzource

New JDBC
Datasource

New JDBC
Datasource

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing ELCM Data Source Password

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system

2
3
4. Stop Oracle FLEXCUBE application
5

Stop the target server to which the data sources point.

This completes the prerequisites.

Changing ELCM Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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Integrated Solutions Console ~ Welcome admin

All ta:

‘ View:

Welcome

Guided Activities Global security

Servers

Use this panel to configure administration and the default application security policy. This
functions and is used as a default security pelicy for user applications. Securi
zpplications.

security configuration applies to the security policy for all administ
an be defined to override and customize the security pelicies for u

domains
Applications

Services

Resources Security Configuration Wizard | Security Configuration Report

Bl s=curity Administrative sacurity Authentication

Authentication mechanisms and expiration

® ue

Glebal security

Enzble administrative s=curity
Security domains

Admi

trative Authorization Groups

Acministrative croup roles
inistrative suthentication

SSL certificate and key management

Kerberos and LTPA

FEANE SLETT Application sacurity (This function is currently disabled. See the IBM Support site for
Bus securi possible future updates.)
[ Enable application security Merberos contomstion
Envirenment
) swan (deprecsted): No suthenticsted communication betwesn sar
Java 2 security
System administration Authentication cachs settings
[] use 1ava 2 security to restrict application access to local resources Sutnenticstion c2cne sethings

Users and Groups

Warn if spplications zre granted custom permissions bands curity
Menitoring and Tuning Restrict access to resource authentication data ecurity
Troublashosting Jser ccount repastory |} Javs Authentication snd Authorization Service
SIrEED O Current realm definition Zgehestion lognz
Faderated repositories i’ﬁ‘:—sﬁ b iaee
svailsbls reslm dafinitions fudenceonnd

P

[ us= rezim-qualifisd ussr ndAuthorization Service (JAAS) login configurations

Federated repositaries v| | Cenfigure.. Satas currant | used by system resources including the autherti

mechanism, principal mapping, and credential ma

Security domains cannot remove the default [ogin configurations b

=xtemsl authorization provigers 39N 50 might cause applications to Fail
Custom properties

Apply | | Resst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome

Help | Logout
‘ View: | Al ta - ‘ =2 L
pra— [Global security
B Guidee Activities CGlabal security > JAAS - 12C data Field help

For fisld halp information,
Bl Servers 7

select a field label o list
marker vhen the help
curser is displayed.

Spacifies a list of user idantities and passwords for Java(TM) 2 connector sacuri

B server Types

Prafix new alias names vith the node name of the cell (for compatisility vith sarlier releases)
WebSphere application servers

WebSphere MQ servers

Page help

More information about

this page
(&) 2t ne Preferences Command Assistance
SE New| Delsts
Resources p—
et [+29]

Bl S=zcurity e

Global security SEIEC‘:‘AMES B ‘User]D 8 |Descnptmn %

FzEI) TErS You can administer the folloving resources:

Administrative Autharizstion Groups

. D IPL189D0ORNode! 1465R2 LA1465R2 LAL1485R2

SS5L certificate and key management

Si diting

ecurity auditing —)

Bus security

Environment

System zdministration
Users and Groups
Menitering znd Tuning
B Troublzshoting

B S=

= int=gration

upoI

3. You will notice a table showing list of JDBC Sources choose the node which is been used by
ELCM data source.
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Integrated Solutions Console welcome

View: | All tasks ~ |

welcome
Guidsd Activities
Bl Servers
& server Types
wWebSphere zpplication servers
webSphere MQ servers
web servers
® 2pplicztions
Services
Rescurces
B S=curity
Global security
Security domains

Bus security

Envirenment

Systzm zéministratien
Users and Groups
Menitering 2nc Tuning
B Troublzshaating
Service integration

upDI

Elobal security > JAAS - J2C authentication data > IPL189DORNode06/LA1465R2

Spacifias a list of user identities and passvords for Java(TM) 2 connactor security to use

General Properties

Field help

For field hela information,
select a field label or list
marker when the help

* Alias

[1PLiE3D0RNOd=05/LAT4E5RS

# User ID
LAL463RZ

# Bassword

Description

LA1465R2
o] [masst | [Canc

cursor is displayed.

Page help
More information about
this page

Command Assistance
View administrative
=crioting command for last
acti

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4.4.3 Testing ELCM Schema Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the

list of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.5

45.1

4.5.2

Welcome

Integrated Solutions Console

View: | All tasks g

Welcome

Guided Activities

Bl Szrvers

S
Services
B Resources
sch
Object
& ams
Bicec

| manzgers

s (WebSphere Application Server

Resource Adapters
Asynchrencus bezns
Cache instances
Mzl

URL

Resourcs Envirenment

B security

Envirsnment
System zdministration
Users and Groups

Menitsring ane Tuning

Data sources

B Messages

[} The test connection oparstion for data source LATAM on s=rver sarverl st nods
IPL185DORNod=06 was successful.

Data sources

Use this page to dit the ssttings of a datasource that is associated with your selacted JDEC provider. The datasource object supplies
your application vith connections for accessing the datsbase. Learn more sbout this tssk in = guided activity. A guided activity provides
= list of task steps and more general information about the tosic.

B Scops: =All scopes.

Scope zpecifies the level at which the resource definition is visible. For detailed information an

vhat scope is and how it works,

[l scopes

o

Preferances

New|| Delete

Test connection

Manage state...

555

Select Hame= & INDI name {

You can sdminister the folloving resources:

[] |Befault

Datssource

DefaultDatasource

[ | ESuBs Eranch jdbc/fejBranchDs
Dats
¥l sduler | jdbe/fSchedulerDs
=
Fl WORLD | FLEXTEST.WORLD
Fl jdbelfedevDs
Total 5

Scope

Node=IPL135DORNode08, Server=serverL

Node=IPL135DORNode08, Server=serverL

Node=IPL135D0ORNod=08, Servar=sarvarl

Node=IPL185DORNod=06, Servar=sarvary

Node=IPL189D0ORNode08 Server=sarvarl

erovider &

Derby 1DEC
Provider

Gracle 1DEC
Driver (XA)

Gracle IDBC
Driver (XA}

LA1465R2

Description {

Datasource
for the
WebSphere
Default
Apglication

Nevw JDBC
Datasource
Nev JDBC
Datasource
Nev JDEC
Datasource

Nev JDEC
Datasource

Category

Field help
For field help informati
select  field label or |
marker vhen the help
cursr is displayed.

Page help
Mors information abou|
thiz page

Command Assistance
view sdministrative

seri g command for
action

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was

successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Stop the target server to which the data sources point.

2
3
4. Ensure that all users have logged out of Oracle FLEXCUBE system
5

Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changqging Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome admin

‘ View: | All tasks v |

welcome

B Guided Activities
B servers

B 2pplictions

B Services

[ Resources

Elszcurity

B Envirenment

B Systzm administration
Users and Groups

B Monitoring and Tuning
E Troubleshosting

B Service integratien

uDD1

Global security

Use this panel to configure administration and the default =pplic:
functions and is used a3 a default security policy for user applicati
ns.

Security Configuration Wizard

Security Configuration Report

Administrative security

Enable adminis

Authentication
user roles

security
nistrative aroup rolss
nistrative auths,

® uea

cation

Kerberos and LTPA

Application security

[ Enable application security

Kerberos configuration

Java 2 security

Authentication mechanisms and expiration

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Help | Logout

figuration sppliss to the security
2d to override and customize the

for all administrative
y policies for user

[ Usz= 32w= 2 security to restrict applicstion aceess to laczl rezaurces

warn if applications 2re granted custem permissions

Restrict ace:

= to resource suthentication data RMI/IIOP

betreen servers

User account repasitory
Current reslm definition
Fe.

ositories

12C zuth

[§ J=v= Acthentication =nd Authorzetion Service

Application logins

Sustem loging

catz

Available realm definitions

Fioe-a ik oE

Federated repositories . Configure... Set 2s current |

Security domains

Extemal authorizatien providers
Custom properties

Apply

Resat

[ use realm-guzlifieg user ngfuthorization Service (JAAS) login configurations that are

TM) Authentication and

used by system resources induding the authentication
mecharism, principal mapping, and credential mapping. Vo
caninot remave the default login configurations because
doing 50 might cause applications ta fail

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Gateway data source.

Integrated Solutions Console ~ Welcome

Welcome
Guiced Activities
B servers

B Server Types
WebSphere application servers
WebSphere

Web servers
B 2pplicatiens
Services
Resources

Bl s=curity

Envirenmant

System acministration
e o B
Menitoring and Tuning
B Troublashaoting
Service integration

upoI

‘ View: | Al tasks - ‘ =

[Global security

Global security > JAAS - J2C authentication data
Spedifies a list of user identities and passvords for Java(TM] 2 connector security to use.

Prefix new alias names vith the node name of the cell (for compatibility vith earlier releases)
Apply

Praferences

Help | Logout

Field help

For field help information,
selact 2 field labal or list
marker when the help
cursor is displeyed.

Page help
More information about
this pags

Command Assistance

New| Delsts

=)

Selsct| Alias & User ID & Description
You c2n administer the folloving resources:
[ | IPLL88DORNode06/LAL4€5R2 LAL465R2 LAL465R2

Total 1

e
emmand for last

4. Specify the new password in the text field and click on Apply and then click on ok.

45.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server.
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4.6

4.6.1

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Wielcome Hele | Logout |8

Close page

‘ View: [All tazks v ‘
feleeme PR ?_lHe |
Guided Activities szages Field help
Messages
. For field halp infarmat]|
H Servers [0 The test connection operation for date source FLEXTEST.WORLD gatevay on server serverl at celect a fiald label of i
e — nade 1PL189D0RN0de0S was successful. farker when the help
o curser is displayed.
webSph
Data sources. Page help
Mors information sbou
Use this page to 2dit the sattings of = datazourcs that is azsocistad vith your sslected JDEC provider. The datszsurcs object supplies Mroage
your application with connactions for accessing the database. Learn mare about this task in = guided activity, A guided activity provides e
Applications a list of task steps and more general information about the topic. Command Assistance
E— O Scope: =All scopes
Bl Resources Scope fies the level st which the resource definition is visible. For detailed information on
Schadulars vhat 5 and how it vorks, see the scope settings he
Object pol managers
=G € [AN scopes ~|
Hims
Boec Braferances

il

New| | Dalste || Test connsction Menage staten, |
phere Application Server

vap e o=

Resource Adaptars

Select| Name % INDI name & Scope & Provider & Description £ | Category &
Asynchronous bezns

You can administer the following resources:
Cache instances

B mail [ |Dsfadk DefaultDatasource | Hode=IPL189D0RNode0s, Server=serverl | Derby JDBC Datasource
Datasource erovider for the

Bl URL WebSphere
Default

Bl Resource Enviranment -
Application

Bl sscurity [ | ECues eranch jdbe/fciBranchDs | Hode=IPL18SDORNede06, Sarvar=sarverl | Oracle JDBC | New JDBC
Datasource Driver (XA) Datasource
¥l duler | jdbc/fSchedulerDS | Hode=IPL18SDORNode08, Server=serveri | Oracle JDBC | New JDBC
Drivs Datasourcs
O IORLD | FLEXTEST.WORLD | Hode=IPL189DORNod=06, Server=serverl Nev JDBC
o Datasource
¥l ! jdnc/FejdavDs Hode=IPL188D0ORNad=08, Servar=sarveri New JDBC
Datasource
Envirenment Total 5
System administratien
Users and Groups
Monitaring 2nd Tuning
Bl Troublzshosting
Service int=gration
upot
£ D

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging Branch Schema Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.
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4. Ensure that all users have logged out of Oracle FLEXCUBE system.

5. Stop Oracle FLEXCUBE application.
This completes the prerequisites.

4.6.2 Changing Branch Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console  Welcome admin .
| view: |all tazks v ‘
Welceme

uided Activitizs

Global security.

ervers Use this panel to configure administration and the default application secur

functions and is used 2= 2 default security pelicy for user zpplications. Security dem:

pelications applications.

can be

ervices

Resources

Security Configuration Wizard
Administrative security

Enable

Security Configuration Report

Authentication
user roles
nistrative aroup roles
nistrative authsnticaticn

s=curity
ns

® Lren

Kerberos and LTPA

ve Authorizatien Groups

Application security

Bus security possible future updates.)

Kerberos confiquration

[ enable application security
Envirenment

Java 2 securit
System acministration i

[ Use 1272 2 security to restrict apslication access to local rescurces
sers and Groups

Warn if appl

tions are granted custom parmissions
onitoring zne Tuning

Restrict access to resourcs authentication data

roubleshaoting

policy. This security cenfiguration applies to the security o
efined to override and customize the =

Authentication mechanisms and expiration

(This function is currently disabled. See the IBM Support site for

deprecated): Ne authenticated communication between servers

Logout |

Cles= p2ge

for all sdministrative
rity policies for user

User account repository

ervice integration Current realm definition

upDI Fe

Application logins

System logins

ositories

B Java Authentication and Authorization Service

Available realm definitions

Specifies a list of Java(TM) Authentication and

Federated repositories ¥| [_configure... Set as current

Sscurity domains

External suthorization providers
Custom properties

Apply | | Rest

Service (JA45) login that are
used by system resources including the authentication
mecharism, principal mapping, and credential mapping. oul
cannot remove the default login configurations because

doing so might cause applications to Fail.

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Branch data source.

Welcome

Integrated Solutions Console

Help
- & | cre=»
Welcome Global security.
SoitiaEEes Global security > JAAS - J2C authentication data
Bl Servers Specifies 2 list of user identities and passwords for Java(TM) 2 connecter = to use.
Bezrmes Brafix naw aliaz names vith the node nama of the call (for compatisility vith esrlier relez
WebSphere zpplication ssrvers

#eely
Preferances
new|| Dalats

EH )

Fesources

Bl S=curity
Select| Alizs 2 User ID & Description
You can administer the folloving resources:
[ |leL129D0RNode06/LALas5R2 La1465RZ La1465R2

Total 1

B Systzm aéministration

B Users 2nd Groups
Monitoring anc Tuning
@ Troubleshesting
Service intgration

B uop1

Logout §

Field help

For field help information,
lect = field label or list
ar vhen the helo

is displayed.

Page help
Mors information sbeut
this page

Command Assistance

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.
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4.6.3 Testing Branch Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server

2. Goto Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjBranchDs.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

B servers

Bl Server Types

B applications
H sarvicas
HFesources
Schedulers
Object poel managers
Eawms
Hioec

JDEC providers
Data

sources (WebSphere Application Server

Resource Adapters
Asynchranous beans
Cachs instances
Mail

URL

Resource Envirenment

Bl security

Glabal security

[ The test connection o
node [PL1ESDORNod=06

ts source FCUBS Branch Datasourcs on

ssrver servert at

Integrated Solutions Console Welcome Help | Logout §
| View: | All tasks - ‘
welcome
Guided Activities B me Field help

For field help informat]
select a field label or |
marker when the help

Data sources

Use this page to =dit the settings of = dataso

i
your zpplication vith connections for accessing the datab

= list of task steps 2nd more generzl informa

B Scops: =All

es the laval st which
¢ it works, =

uree that is

L
tion about the topic.

Sreferances

New|| Delete

Test connzction

]

|
Select| Hame & JNDI name &
You can administer the folloving resources:

DefaultDatasource

[ | Befault

Datasource

jdbetfejBranchDs

Scope &

Hode=IPL18SDORNode0s, Servar=sarvert | Derby JDBC

Brovider

Hode=IPL189DORNodeDs, Servar=sarvert | Or:

ociated vith your selected JDBC provider. The datasource object supplies this
=arn more about this task in = quided activity, A guided activity provides

is visible. For datailed information on

Provider &

curser is dizplzyed.

Page help
Hore information abol

Description { | Category

WebSphere
Default

S jdbef Hode=IPL18SDORNode06, Server=searvert | Or tiew JoBC
uthorization Groups =oure
nd key management 0 /ORLD | FLEXTEST.WORLD | Hode=IPL18SDORNod=06, Server=sarverL New JDEC

¢ Datasource
Sec
Bus D jdbc/fidevDs Node=IPL189DORNode06, Server=serverl New JDEC
Datasource
Envirenment Total 5

B System scministration
Bl Us=rs and Groups
Menitering 2nd Tuning

B Troubleshooting

Servics integration

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

ORACLE

4-14



5.1

5.2

5. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

SMTP Server
EMS FTP Server
BPEL Server
BIP Server

DMS Server

Chanqging SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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START

Take backup of
fecubs. properties file

l

Change the password in
fcubs. properties file
through Installer

l

Lsing the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

h

¥
Test Application

Mo

Testing
successful

5.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is
completed:

e Take a backup of fcubs.properties file from the current EAR file.

5.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.
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| £ Oracle FLEXCUBE Universal Installer o] @ (==
Oracle FLEXCUBE Universal Banking ORACLE
Property File Creation
Current screen provides an option for Mail configuring using SMTPS Protocol.
No. Hame Value
1 Host samplename.mail.com
2 Userid infra
3 User Password [TTTTTT]
4 JNDI Mame mail/FCUBSMail
Log et Exit

2. You need to modify the following field:
User Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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5.3.1 Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.3.2 Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing BPEL Administrative Console Password

This section describes the process of changing the BPEL server password.

The following diagram briefs the steps involved in changing the passwords of the BPEL server.
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5.4.1 Prerequisites

Before you change the password of the BPEL server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.4.2 Changing BPEL Server Password

To change the password of BPEL server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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e BI_PASSWORD: Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the

password change.

4. Test whether the password change was successful. In case the test is not successful, repeat

the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging BIP Administrative Console Password

This section describes the process of changing the Bl Publisher server password.

The following diagram briefs the steps involved in changing the passwords of the BIP server.
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Prerequisites

Before you change the password of the BIP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of BIP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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BIP Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of DMS server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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