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Preface

This preface provides supporting information for the Oracle Financial Services Data Management
(OFS DM) Pack Installation Guide and includes the following topics:

e Summary
e Audience

e Documentation Accessibility

e Related Documents

e Conventions and Acronyms

Summary
You can find the latest copy of this document in OTN library which includes all the recent
additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal with
the required login credentials to quickly notify us of any issues at any stage. You can obtain the
login credentials by contacting Oracle Support.

Audience

The OFS DM pack Installation and Configuration Guide is intended for Administrators, Business
User, Strategists, and Data Analyst, who are responsible for installing and maintaining the
application pack components.

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the OFS DM pack components, OFSAA Architecture, UNIX commands,
Database concepts and Web Server/ Web Application Server is recommended.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and basic
knowledge about the following is recommended:

e Oracle Financial Services Data Management pack components
e OFSAA Architecture

e UNIX Commands

e Database Concepts

e Web Server/ Web Application Server
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at i i
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info

Or,

visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents

This section identifies additional documents related to OFS DM Infrastructure. You can access
Oracle documentation online from Documentation Library (OTN).

e Oracle Financial Services Reconciliation Framework Release 8.0.3.0.0 User Guide

e Oracle Financial Services Data Foundation Release 8.0.3.0.0 Installation Guide

e Oracle Financial Services Data Foundation Release 8.0.3.1.0 Installation Guide

e Oracle Financial Services Data Foundation Release 8.0.3.0.0 User Guide

e Oracle Financial Services Data Governance for US Regulatory Reporting Release 8.0.3.0.0
User Guide

e Oracle Financial Services Analytical Applications Infrastructure User Guide (OTN library)

Conventions and Abbreviations

The following text conventions are used in this document;

Conventions Description

Boldface type indicates graphical user interface elements associated with
boldface an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
italic which you supply particular values.

Monospace type indicates commands within a paragraph, URLSs, code in
monospace examples, text that appears on the screen, or text that you enter.

The following table lists the abbreviations used in this document:

OFS DGRR Installation Guide 8.0.3.0.0 9
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Abbreviation Meaning

AIX Advanced Interactive executive
DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
Ja2c J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
LHS Left Hand Side

MOS My Oracle Support

OFS Oracle Financial Services

OFSAAI Oracle Financial Services Analytical Application Infrastructure OLAP
osDC Oracle Software Delivery Cloud

oS Operating System

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System ldentifier

OFS DGRR Installation Guide 8.0.3.0.0
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Abbreviation Meaning

SSL Secure Sockets Layer

TNS Transparent Network Substrate
URL Uniform Resource Locator

VM Virtual Machine

Web Archive WAR

XML Extensible Markup Language

OFS DGRR Installation Guide 8.0.3.0.0
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1

Introduction to OFS DM Application Pack

This chapter includes the following topics:

e About Oracle Financial Services Analytical Applications (OFSAA)

e About Oracle Financial Services Analytical Applications (OFSAA) Applications Pack

e About Oracle Financial Services Data Management Application Pack 8.0.3.0.0

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-return,
while strengthening competitive advantage and enhancing long-term customer value. Oracle
Financial Services Analytical Applications (OFSAA) enable financial institutions to measure and
meet risk adjusted performance objectives, cultivate a risk management culture through
transparency, lower the costs of compliance and regulation, and improve insight into customer
behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications architecture
to enable integrated risk management, performance management, customer insight, and
compliance management. OFSAA actively incorporates risk into decision making, enables to
achieve a consistent view of performance, promote a transparent risk management culture, and
provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of
financial services analytical applications for both banking and insurance domain.

1.2 About Oracle Financial Services Analytical Applications (OFSAA) Pack

OFSAA applications are packaged, and released as Application Packs starting from 8.0 release.
An Application Pack is a group of OFSAA products packaged together in a single installer and
addresses specific functional area via its products that are grouped together. Packaging
applications in a group ensures simplified installation, maintenance, development and integration
in an integrated deployment.

The following figure depicts the various application packs that are available across the OFSAA
Banking and Insurance domains:
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1.3 About Oracle Financial Services Data Management Application Pack 8.0.3.0.0

This is a fresh installer of Data Management Pack. It installs two applications such as OFS
Reconciliation Framework 8.0.3.0.0 and OFS Data Governance for US Regulatory Reporting
8.0.3.0.0.

OFS DM Application Pack includes the following applications:

e Financial Services Reconciliation Framework: Reconciles the balances from the operational
systems of a bank with the balances as maintained in the General Ledger (hereinafter referred
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to as GL) of the bank. With this application banks can also reconcile between General Ledgers
maintained in the bank. The balances in the GL of a bank are the ones which are audited and
duly certified by the internal and external auditors. The GL balances are considered to be the
final version of truth in a bank. Therefore, all data extracted from any other operational systems
of a bank must be reconciled with the balances maintained in the GL to ensure that they are
complete, accurate, and comprehensive. It then acts as an authentic and reliable base for any
further decision making.

e Financial Services Data Governance for US Regulatory Reporting: Data Governance for
US Regulatory Reporting operationalizes the data governance process. The OFSAA Data
Governance for US Regulatory Reporting (DGS) enables financial institutions to map multiple
data sources to a standard, common business glossary.

NOTE: OFSAA DM Pack has to be used with other Application Packs such as:

Credit Risk Management Pack
Capital Adequacy Pack
Treasury Pack

Profitability Pack

1.4 About OFSAA Infrastructure

Oracle Financial Services Analytical Applications Infrastructure (OFS AAIl) powers the Oracle
Financial Services Analytical Applications family of products to perform the processing,
categorizing, selection and manipulation of data and information needed to analyze, understand
and report on specific performance, risk, compliance and customer insight issues by providing a
strong foundation for the entire family of Oracle Financial Services Analytical Applications across
the domains of Risk, Performance, Compliance and Customer Insight.

1.5 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the Oracle
Financial Services Analytical Applications Data Model and form the array of components within the
Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the
Metadata Server and Infrastructure services run on one layer, and the Ul and presentation logic
runs on the other. The Ul and presentation layer is deployed on any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:
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2 Understanding OFS DM Applications Pack Installation

This chapter includes the following topics:

e Installation Overview

e Deployment Topology

e Hardware and Software Requirements

e Verifying the System Environment

e Understanding Installation Modes

OFS DGRR Installation Guide 8.0.3.0.0
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2.1 Installation Overview

This section gives an overview of the OFS DM Application Pack Installation. The following figure

shows the order of procedures you need to follow:

Installation Workflow

’

Start
Verify System Environment ]
Obtain the Software ]

W

Configure and Execute the Schema Creator Utility ]

W

install OFS DM Pack ]
Configure OFS DM Pack ]
W
WVerify Installation ]

W

Done |

Tasks

Details and Documentation

Verify Systems Environment

To verify that your system meets the minimum necessary
requirements for installing and hosting the OFS DM Application
Pack, refer Verifying System Environment.

Obtain the software

To access and download the OFS DM Application Pack, refer
Obtaining the software.

Configure and Execute the
Schema Creator Utility

For instructions on creating the database schemas, refer
Configuring and Executing the Schema Creator Utility.

Install OFS DM Application Pack

For instructions on Installing OFS DM Application Pack , see
Installing the OFS DM Pack Installer.

Configure OFS DM Setup

See Post Installation Configuration and Post Deployment.

OFS DGRR Installation Guide 8.0.3.0.0
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2.2 Deployment Topology

The following figure depicts the typical deployment topology implemented for OFSAA

applications.
e

HTTP & Web Browser
HTTPS

A 7
1 OFSAA™

~ Application

. Components Web Browser
N ”

.fﬁ
Web Server JDBC )
/Native

Oracle Bl Server

Web Application Database
Server Server

2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the Oracle Financial
Services DM Application Pack has been qualified.

NOTE: OFS DM Application Pack installation can be performed
on both Virtual and Physical servers.

2.3.1 Configurations Supported for Data Governance for US Regulatory Reporting

2.3.1.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing OFS
DM Application Pack (for Java 7).
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Requirement

Sub-Category

Value

Oracle Linux / Red Hat Enterprise Linux
(x86-64)

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Operating
System

Oracle Solaris (SPARC)

Oracle Solaris v5.10 Update 11 and above - 64 bit
Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

in as root user:
e yum install
e yum install

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging

redhat-Isb-core
redhat-Isb

Java Runtime

Oracle Linux / Red Hat Enterprise Linux
Oracle Solaris

Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit

Environment

IBM AIX

IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit

Oracle Database
Server and
Client

Oracle Database Server Enterprise Edition 11g
Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC with/
without partitioning option

Oracle Database Server Enterprise Edition 12c
Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC with/
without partitioning option

Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
Oracle Client 12¢ Release 1 (12.1.0.1.0+) - 64 bit
Oracle 11g Release 2 (11.2.0.3+) JDBC driver
(Oracle thin driver)

Oracle 12C Release 1 (12.1.0.1+) JDBC driver
(Oracle thin driver)

Oracle Distribution of R version 2.15.1, 2.15.2 or
2.15.3.(Optional)

Oracle R Enterprise (Server) version 1.4. (Optional)

Note: Ensure that the following patches are applied:
e Oracle Server 12¢, v12.1.0.1 — 17082699
e Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

e Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle
Patches for Engineered Systems and DB In-Memory - List of Fixes in each Bundle

(Doc ID 1937782.1)
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Requirement Sub-Category

Value

Oracle Hyperion Essbase

V 11.1.2.1+ (Server and Client) with Oracle 11g
Database

V 11.1.2.3+ (Server and Client) with Oracle 12c
Database

OLAP Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12¢c Database

server with OLAP option.

Note: Oracle Hyperion Essbase and Oracle OLAP is required only if you are using the OLAP
feature of OFSAAI. For Oracle OLAP, ensure that you have configured the Oracle Database

Oracle Solaris
IBM AIX

Web Server/
Web Application

Oracle Linux / Red Hat Enterprise Linux

Oracle HTTP Server 11.1.1.1/ Apache HTTP Server
2.2.x/ IBM HTTP Server

e Oracle WebLogic Server 12.1.2+ (64 bit)

e |IBM WebSphere Application Server 8.5+
with bundled IBM Java Runtime (64 bit)

Server e Apache Tomcat 8.0.x (64 bit)
Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with
Oracle JRockit is not supported.
Operating System MS Windows 7/ Windows 8/ Windows 8.1
Browser MS Internet Explorer 9 , 10(Compatibility Mode) and
11 (Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64- bit)
Desktop Turn off Pop-up blocker settings. For more
Requirements information, refer Internet Explorer Settings
Office Tools MS Office 2007/ 2010/2013

Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

Directory

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and
Oracle Internet Directory v 11.1.1.3.0. However, it can
be integrated with other directory services software
like MS Active Directory.

Services

Note: Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

Open LDAP needs to be installed on MS Windows Server machine only.
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2.3.1.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Financial Services Data Management Application Pack (Java 8) on each machine.

Requirement

Sub-Category Value

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Oracle Linux / Red Hat Enterprise Linux
(x86-64)

Operating
System

Oracle Solaris v5.10 Update 11 and above - 64 bit

Oracle Solaris (SPARC)/Solaris x86 . )
Oracle Solaris v5.11 update 1 and above - 64 bit

IBM AIX (POWERPC) AIX 6.1 (TL 09 and above) - 64 bit

Shell KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

as root user:

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging in

e yum install redhat-Isb-core

e yum install redhat-Isb

Java Runtime

Oracle Linux / Red Hat Enterprise Linux | Oracle Java Runtime Environment (JRE) 1.8.x-64 bit
Oracle Solaris

Environment

IBM AIX IBM AlX Runtime, Java Technology JRE 1.8.x-64 bit

Oracle Database

Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC

Server and with/ without partitioning option
Client Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC
with/ without partitioning option
Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Note: Ensure that the following patches are applied:
Oracle Server 12c, v12.1.0.1 — 17082699
Oracle Server 12c, v12.1.0.2 - 19392604, 19649591
Also for latest information, refer http:/support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)
Oracle Hyperion Essbase V 11.1.2.1+ (Server and Client) with Oracle 11g
OLAP
Database
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Requirement

Sub-Category

Value

V 11.1.2.3+ (Server and Client) with Oracle 12c
Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12c Database

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature
of OFSAAI For Oracle OLAP, ensure that you have configured the Oracle Database server with

OLAP option.

Web Server/
Web Application
Server

Oracle Linux / Red Hat Enterprise Linux

Oracle Solaris
IBM AIX

Oracle HTTP Server 11.1.1.1/ Apache HTTP Server
2.2.x/ IBM HTTP Server

e Oracle WebLogic Server 12.1.3+ (64 bit)
e Apache Tomcat 8.0.x (64 bit)

Note: IBM WebSphere 8.5.x (Full Profile) on Java 8
is not available.

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle

JRockit is not supported.

For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from http://support.oracle.com/

Desktop
Requirements

Operating System

MS Windows 7/ Windows 8/ Windows 8.1

Browser

MS Internet Explorer 9, 10(Compatibility Mode) and 11
(Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64- bit)

Turn off Pop-up blocker settings. For more information,
refer Internet Explorer Settings

Office Tools

MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

Other Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+ and
Oracle Internet Directory v 11.1.1.3.0. However, it can
be integrated with other directory services software like
MS Active Directory.

Note: Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration.

Open LDAP needs to be installed on MS Windows Server machine only.

NOTE:

Java 8, refer Appendix P.

To upgrade an existing OFSAA 8.0.x Java 7 instance to
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The following table shows the minimum software requirements for running OFS DM Application
Pack on each machine.

Operating System Database Web Application Server Web Server

Oracle Linux 5.3 up to 5.10/ | Oracle Database Oracle WebLogic Server / Oracle HTTP Server/

6.0 and above Apache Tomcat Server Apache HTTP Server

Oracle Solaris 5.10/ 5.11 Oracle Database Oracle WebLogic Server/ Oracle HTTP Server/
Apache Tomcat Server Apache HTTP Server

IBM AIX 6.1 Oracle Database IBM WebSphere IBM HTTP Server/

Application Server/ Apache | Apache HTTP Server
Tomcat Server

2.4 Verifying the System Environment

To verify if your system environment meets the minimum requirements for the installation, a Pre-
Install Check utility (Environment Check) is available within the Install Kit archive file. This utility
can also be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your organization’s "Installation Readiness Verification Process".

NOTE: For more details on download and usage of this utility, see Oracle Financial Services Analytical
Applications Infrastructure Environment Check Utility Guide given in the Related Documents
section.

2.5 Understanding Installation Modes

The following modes of installation are available for the OFS DM Application Pack.

2.5.1 GUI Mode

This mode launches the product installation in a Graphical User Interface (GUI) Mode. You need
to enter the required information on various panels within the Ul in a user interaction format at
various stages.

NOTE: For more information on configuration required for GUI Mode installation, refer Configuration for
GUI Mode Installation.

2.5.2 Silent Mode

This mode mandates updating the installation configuration files with required details and performs
installation in a ‘Silent’ non user interactive format.
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3 Preparing for Installation
This chapter provides necessary information to review before installing the OFS DM Pack
v8.0.3.0.0.
This chapter includes the following topics:

e Installer and Installation Prerequisites

e Obtaining the Software

e Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another application pack is
already installed, you may get a warning message such as "Object Already Exists". This
message can be ignored.

Do not perform released model upload after installation. Released model upload cannot be
performed after installation as it may lead to installation issues.

3.1 Installer and Installation Prerequisites

NOTE: Ensure that Data Management Pack version 8.x is not installed in the setup. Ensure that FSDF
8.0.2.0.0, 8.0.3.0.0, and 8.0.3.1.0 is installed in the setup.

The following table mentions the list of prerequisites required before beginning the installation for
OFS DM Application Pack. The Installer/ Environment Check utility notifies you if any
requirements are not met.

Requirement Sub-Category Expected Value

Environment Settings |[Java Settings PATH in .profile to be set to include the Java Runtime
Environment absolute path. The path should include java
version (java 7, or Java 8) based on the configuration.

Note: Ensure the absolute path to JRE/bin is set at the
beginning of PATH variable.

For example,
PATH=/usr/javaljrel.7/bin:$ORACLE_HOME/bin:$PATH

Ensure no SYMBOLIC links to JAVA installation is being
set in the PATH variable.

Oracle Database TNS_ADMIN to be set in .profile pointing to appropriate
Settings tnsnames.ora file.

ORACLE_HOME to be set in .profile pointing to
appropriate Oracle Client installation.

PATH in .profile to be set to include appropriate
$ORACLE_HOME/bin path.
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Requirement

Sub-Category

Expected Value

Oracle Essbase
Settings

ARBORPATH, ESSBASEPATH, HYPERION_HOME to
be set in the .profile pointing to an appropriate Oracle
Essbase Client installation.

Note: These settings are required only if you want to use
Oracle Hyperion Essbase OLAP features.

OS/ File System
Settings

File Descriptor Settings

Greater than 15000.

Total Number of
Process Settings

Greater than 4096.

Port Settings

Default port numbers to be enabled on the system are
6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999, and
10101.

Profile Permissions

User to have 755 permission on .profile file.

Installation Directory

A directory where the installation files is installed.
Set 755 permission on this directory.
This directory needs to be set as FIC_HOME.

Temporary Directory

Default temporary directory where installation files are
stored for a short period of time to support faster
installation.

e For installation on UNIX OS, your UNIX
administrator must give you the required read-
write permissions for the /tmp directory and
disable the NOEXEC option

e Configure adequate space on the /tmp directory.
It is recommended that you allocate more than
10 GB of space.

Note: If NOEXEC is enabled, the extraction of files by the
installer into the /tmp directory is prevented and the
binaries will not execute in the directory, which will fail the
installation.

Staging Area/ Metadata
Repository Directory

A directory to hold the application metadata artifacts and
additionally act as staging area for flat files.

The directory should exist on the same system as the
OFSAA Installation. This directory can be configured on
different mount or under a different user profile.

Set 777 permission on this directory.

Download Directory

A directory where the product installer files is
downloaded/ copied.
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Requirement Sub-Category Expected Value

Set 755 permission on this directory.

OS Locale e Linux: en_US.utf8
e AIX:EN_US.UTF-8
e Solaris: en_US.UTF-8

To check the locale installed, execute the following
command:

locale -a | grep -i “en_US_utf"

Database Settings Database Instance NLS _CHARACTERSET to be AL32UTFS8.
Settings NLS_LENGTH_SEMANTICS to be BYTE.
OPEN CURSORS limit to be greater than 1000.

Web Application Server |WebSphere/ WebLogic/|Web Application Server should be installed and profile
Tomcat /domain created.

You are prompted to enter the WebSphere Profile path or
WebLogic Domain path or Tomcat Deployment path
during OFSAAI installation.

Note: Refer Appendix A for WebSphere Profile Creation
and WebLogic Domain Creation.

For deployment on Oracle WebLogic Server 12.1.3+ (64
bit) with Java 8, download and install patch 18729264 from
http://support.oracle.com/.

Web Server Apache HTTP Server/ |This is an optional requirement.
Oracle HTTP Server/  |HTTP Server Installation to be present.
IBM HTTP Server You are required to enter the Web Server IP/ Hostname

and Port details during installation.

Note: Refer Appendix A for Web Server installation.

Others Oracle R/ Oracle R This is an optional requirement.
Enterprise
OFSAA e  For installation of this release on an existing

OFSAA instance version 8.0.1.0.0, login to
https://support.oracle.com/ and search for
21133780 under the Patches and Updates tab.

e For installation of this release on an existing
OFSAA instance version 8.0.2.0.0, login to
https://support.oracle.com/ and search for
21657319 under the Patches and Updates tab.

NOTE: Ensure that the tablespace(s) used for the database
user(s) is set to AUTOEXTEND ON.
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3.2 Obtaining the Software

This release of OFS DM Application Pack v8.0.3.0.0 can be downloaded from the Oracle Software
Delivery Cloud (https://edelivery.oracle.com). You need to have a valid Oracle account in order to
download the software.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing
the OFS DM Application Pack.

This section includes the following topics:

Configuration for GUI Mode Installation

Identifying the Installation, Download and Metadata Repository Directories

Download and copy the OFS DM Application Pack Installer

Copying and Extracting the Software

Setting up the Web Server/ Web Application Server

3.3.1 Configuration for GUI Mode Installation

To install OFS DM Application Pack in GUI mode, you need to ensure the below software and
configurations are available:

Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is triggered.

Configure DISPLAY variable in the user .profile.

Ensure to set the DISPLAY variable on the system on which the OFSAA is installed, to point
to the user desktop system where the PC X Server software has been installed.

Syntax:
export DISPLAY=hostname:n.nl

where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0

3.3.2 Identifying the Installation, Download and Metadata Repository Directories

For installation of any OFSAA Application Pack, the below directory/ directories required to be
created.
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OFSAA Download Directory (Optional) - Create a download directory and copy the OFSAA
Application Pack Installer File (Archive). This is the directory where the downloaded installer/
patches can be copied.

OFSAA Installation Directory (Mandatory) — Create an installation directory. This is the
directory where the installer would install/ copy the product files. FIC_HOME variable to be set
in the . profile pointing to this OFSAA Installation Directory.

OFSAA Staging/ Metadata Repository Directory (Mandatory) — Create a Staging/ Metadata
Repository Directory. This is the directory where you would be required to copy data loading
files, save data extracts etc. Additionally, this directory also maintains the OFSAA metadata
artifacts. This is commonly referred as “FTPSHARE".

NOTE: Ensure the user permission is set to 755 on the Installation and Download Directory.
Ensure the user permission is set to 777 on the Staging Directory.
3.3.3 Download and copy the OFS DM Application Pack Installer

To download the OFS DM Application Pack, you need to login to the Oracle Software Delivery
Cloud (https://edelivery.oracle.com). You need to have a valid Oracle account in order to
download the software.

Copy the downloaded installer archive to the Download Directory (in Binary mode) on the setup
identified for OFSAA installation.

3.3.4 Copying and Extracting the Software

Once you obtain the installer, copy the installer in Binary mode to the Download Directory.

NOTE: You must be logged in to the UNIX operating system as a

non-root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z from the location
https://updates.oracle.com/unzips/unzips.html, and copy it in Binary mode to the
directory that is included in your PATH variable. If you already have the unzip utility to extract
the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:
uncompress unzip_<os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or directory]" when

the package is not installed, contact your UNIX administrator.

3. Give EXECUTE permission to the file using the command:

chmod 751 unzip_<os>
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3.3.5

For example, chmod 751 unzip_sparc

Extract the contents of the Oracle Financial Services Data Management Application Pack
8.0.3.0.0 to Download Directory using the following command:

unzip OFS_DM_8.0.3.0.0_LINUX.zip

NOTE: DO NOT rename the Application Pack installer directory

name on extraction from the archive.

If you are planning to upload data model from outside the installer and also skip the data
model part of the installation, contact Oracle Support for getting the ValidateXMLInputs.jar to
be replaced in the “OFS_DM_PACK/OFS_DM/bin” path before triggering the installation.
Before replacing the ValidateXMLInputs.jar backup the current jar available in the path.

Give following permission to the installer directory. Navigate to the Download Directory and
execute the command:

chmod —R 755 OFS_DM_PACK

Setting up the Web Server/ Web Application Server

For setting up the environment based on your selected Web Server/ Web Application Server, refer
to Appendix A for more information.
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Installing OFS Data Management Application Pack

This chapter describes the steps to be followed to install the OFS DM pack.
This chapter includes the following sections:

e Schema Creator Utility

e Configuring and Executing the Schema Creator Utility

e Installing the OFS DM Application Pack Installer

4.1 Schema Creator Utility

411

Creating database users/ schemas is one of the primary steps in the complete OFSAA installation.
This release of OFSAA provides a utility to quickly get started with the OFSAA 8.0.3 installation by
allowing easier and faster creation of database User(s)/ Schema(s), assign the necessary
GRANT(s) and so on. Additionally, it also creates the required database objects in these schemas.

This section includes the following topics:

e About Schema Creator utility

e Execution Modes in Schema Creator Utility

e Execution Options in Schema Creator Utility

About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

e CONFIG: Denotes the unigue OFSAA setup configuration schema. It contains entities and
other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA
instance.

e ATOMIC: Denotes the schema that contains the data model entities. One ATOMIC schema is
attached to one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA
Instance.

¢ SANDBOX: Denotes the schema that contains the data for all Sandbox executions. One
SANDBOX schema is attached to one Sandbox Information Domain.
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41.2

NOTE: There can be multiple SANDBOX schemas per OFSAA
Instance.

o ADDON: Denotes any additional schema used by the OFSAA Applications.

Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

e Online Mode: In the mode, the utility connects to the database and executes the DDLs for
Users, Objects and Grants. If you have the SYSDBA privileges you can execute the Schema
Creator Utility in Online mode and thereby create the Users, Objects and Grants during the
execution process.

NOTE: To execute the utility in Online mode, you need to
connect as ‘<User> AS SYSDBA'.

e Offline Mode: In the mode, the utility generates SQL script with all the required DDLs for
Users, Objects and Grants. This script needs to be executed by the DBA on the appropriate
database identified for OFSAA usage. If you do not have the SYSDBA privileges, you can
execute the Schema Creator Utility in Offline mode and generate the script file that contains
the Schemas, Objects and Grants, information. Subsequently, a SYSDBA user can execute
the script file manually.

NOTE:

1. To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

SELECT ON DBA_ROLES

SELECT ON DBA_USERS

SELECT ON DBA_DIRECTORIES

SELECT ON DBA_TABLESPACES

CREATE SESSION

For more details refer, Executing the Schema Creator Utility in Offline Mode

2. If there are any errors during the script execution, reconfigure the OFS_DM_SCHEMA _IN.XML
file and execute the utility. This regenerates the scripts with corrected information. For more
information, refer Configuring and Executing the Schema Creator Utility.

NOTE: Do not modify the OFS DM _SCHEMA OUT.XML file
generated after the execution of this utility.
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4.1.3 Execution Options in Schema Creator Utility

Depending on the option you choose to run the OFSAA Application Pack Installer, you need to
choose the schema creator utility execution option. To run the OFSAA Application Pack installer
in SILENT mode, it is mandatory to execute the schema creator utility with —s option.

NOTE: If the schema creator utility is executed without the option —s, it is mandatory to run the OFSAA
Application Pack Installer in GUI mode.

4.2 Configuring and Executing the Schema Creator Utility

This section includes the following topics:

e Prerequisites

e Configuring the Schema Creator Utility

e Executing the Schema Creator Utility

4.2.1 Prerequisites

The following prerequisites must be ensured before configuring the Schema Creator Utility:

e You must have the Oracle User ID/Password with SYSDBA privileges (not applicable for offline
mode).

e You must have the JDBC Connection URL for RAC/Non RAC database.
e The HOSTNAME/IP of the server on which OFSAA is getting installed.

e |t is recommended to set the PGA AGGREGATE_LIMIT database-parameter value
sufficiently, when Oracle 12c is installed.

e While installing the application on Solaris 5.10 with Java 6, ensure to mandatorily modify
setup.sh line number 503 as “Line: modelsize=$(ls -1 $dataModelFile | tr -s
"\t " " ] cut -d " * -f5)"

e You must add a TNS entry before the installation.
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4.2.2 Configuring the Schema Creator Utility

To configure the Schema Creator Utility, perform the following steps:

1.
2.

Log in to the system as non-root user.

Navigate to the following path: OFS_DM_PACK/schema_creator/conf.
Edit the OFS_DM_SCHEMA_IN.xml file in a text editor.

Configure the elements as described in the OFS_DM_SCHEMA _IN.xml .

On successful execution of the utility, the entered passwords in the OFS_DM_SCHEMA_IN.xml
file are nullified.

Save the OFS_DM_SCHEMA _IN.xml file.

Navigate to /bin directory and run the schema creator utility.

NOTE:

NOTE:

On successful execution of the utility, the entered passwords in the
OFS_DM_SCHEMA IN.xml.xml file are nullified.

For Java 8: Edit the VerInfo.txt file in the path /OFS_DM_PACK/OFS_AAl1/bin/ to modify the
value for property JAVA_VERSION to 1.8, and save the changes.

4.2.3 Executing the Schema Creator Utility

This section includes the following topics:

Executing the Schema Creator Utility in Online Mode

Executing the Schema Creator Utility in Offline Mode

Executing the Schema Creator Utility with —s option

Executing the Schema Creator Utility while Installing Subsequent Application Pack Schema
Creation

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC schema(s)
grant olap_user to &database_username
4.2.3.1 Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility creates all the Schemas, Schema Obijects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility while creating the schemas for the application pack, perform
the following steps:

1.
2.

Log in to the system as non-root user.

Navigate to the following directory path: OFS_DM_PACK/schema_creator/bin/
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3. Execute the following command.

./osc.sh

NOTE: For silent mode installation, execute the osc.sh file using the following command:
./osc.sh -s

The following message is displayed: You have chosen ONLINE mode. Triggering the utility in
ONLINE mode executes the DDLs directly on the Database. Do you wish to proceed? (Y/y or
N/n).

4. Enter Yly to proceed with the script generation
or
Enter N/n to quit script creation.

5. Enter the DB Username with SYSDBA Privileges.
For example: SYS as SYSDBA.

6. Enter the User Password.

7. The console runs the initial validation checks and then displays the following message: You
have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).

8. Enter Y/y to proceed with the schema creation.
or
Enter N/n to quit schema creation
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).
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9. Enter Y/y to start the schema creation.

Or

Enter N/n if you want to quit executing the schema creation.

NOTE: On successful execution of schema creator utility, the console displays the following status
message: Schema Creator executed successfully. Please proceed with the installation.

Refer log file in OFS_DM_PACK/schema_creator/logs directory for execution status. In
case of any errors, contact Oracle Support.

10. Make TNS entries for the created users in TNSNAMES.ORA. For details, refer Add TNS
Entries in TNSNAMES.ORA file.
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4.2.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This script has to
be executed manually by logging as database user with SYSDBA privileges. The SQL file contains
the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites:

To execute the utility in Offine mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

e SELECT ON DBA_ROLES
e SELECT ON DBA_USERS
e SELECT ON DBA_DIRECTORIES
e SELECT ON DBA_TABLESPACES

e CREATE SESSION

NOTE: Explicit Grants to the user are required. Grants assigned through Roles are not supported.

To execute the schema creator utility in the offline mode, perform the following steps:
1. Log in to the system as non-root user.

2. Navigate to the following path: OFS_DM_PACK/schema_creator/bin

3. Execute the osc.sh file using the following command:

./osc.sh —-o

NOTE: For silent mode installation, execute the osc.sh file using the following command:
./osc.sh -s

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode generates the
script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y /y to generate the script.
or
Enter N/n to quit the schema creation.
6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.

OFS DGRR Installation Guide 8.0.3.0.0 36



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).

9. Enter Y/y to start the script generation.
Or
Enter N/n if you want to quit the script generation.
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

10. Enter Yy to start the script generation.

Or

Enter N/n if you want to quit the script generation.
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NOTE: On successful execution of schema creator utility, the console displays the following status
message:
Schema Creator executed successfully. Please execute
scratch/ofsaaapp/0OFS_DM_PACK/schema_creator/sysdba_output_scripts.sql
before proceeding with the installation.

11. Navigate to the directory: OFS_DM_PACK/schema_creator.

12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Execute the sysdba_output_scripts.sql file using the following command:
SQL>@sysdba_output_scripts.sqgl

Alternatively, you can copy the sysdba_output_scripts.sql Ffile and SQLScripts
directory to a remote server and execute sysdba_output_scripts.sql file, after
providing appropriate execute permissions.

NOTE: Refer log sysdba_output_scripts.log file for execution status. In case of any errors,
contact Oracle Support. This log would be empty if there are no errors in the execution.

14. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.

4.2.3.3 Executing the Schema Creator Utility with —s option

If you want to run the OFSAA Application Pack Installer in SILENT mode, it is mandatory to execute
the schema creator utility with —s option.

To execute the utility with —s option, perform the following steps:

1. Edit the file OFS_DM_PACK/schema_creator/conf/OFS_DM_SCHEMA_IN.xml in text
editor.
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2. Set the value for attribute “INFODOM™” of <SCHEMA> tag(s) to specify a specific Information
Domain name. By default, the value is empty and the utility derives the Information Domain

name. If the attribute value is set, the utility/ installer configure the Information Domain
against this <SCHEMA> .

3. Execute the utility with —s option.

For Example: ./osc.sh —s.

4. Make TNS entries for the created users in TNSNAMES.ORA. For details, refer Add TNS
Entries in TNSNAMES.ORA file.
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NOTE: If the utility is executed without the —s option, it is mandatory to launch the OFSAA Application
Pack Installer in GUI mode.
NOTE: To execute the utility in OFFLINE mode with SILENT
option, type. /osc.sh —o0 —s.
4.2.3.4 Executing the Schema Creator Utility while Installing Subsequent Application Pack

Schema Creation

When executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/ Atomic Schema or on a new Information
Domain/ Atomic Schema.

NOTE:

OFS DM Application Pack can be installed on any Information Domain/ Atomic schema where
any OFS Application Packs are installed other than OFS Behavior Detection Application Pack or
OFS Compliance Regulatory Reporting Application Pack

To execute the schema creator utility while installing OFS DM Application Pack over an existing
Application pack, perform the following steps:

1. Repeat the steps 1 to 8 from Executing the Schema Creator Utility section.

NOTE: Ensure to use the same config schema user name as the
previous Application Pack

2. The utility identifies the Application Packs that are already installed on the current OFSAA
setup and displays the following on console:

e Atomic schema of the Existing Application Pack
¢ Information Domain Name of the Existing Pack
e List of Installed Application Packs
3. Enter Yl/y to start the schema creation.
Or
Enter N/n if you want to quit executing the schema creation.
4. You can select the Atomic User, on which you want to install the Application Pack.

5. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.

NOTE:

On successful execution of schema creator utility, the console displays the following status
message: Success. Please proceed with the installation.
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NOTE: Refer log file in OFS_DM_PACK/schema_creator/logs directory for execution status. Refer
log sysdba output_scripts. log file for execution status, if executed in offline mode. This
log would be empty if there are no errors in the execution. In case of any errors, contact Oracle
Support.

Verifying the Log File
If schema creation is successful, the console would display an appropriate message. If the schema
creation runs into errors, do refer the log file.

<<OFSDMAP Installer directory>>/<<0OFS_DM_PACK>>/schema_creator/logs/
<<OFS_DM>>_osc_<timestamp>. log for further details.

You may contact Oracle support anytime for assistance.

NOTE: After successful completion of schema creator, verify that select grants are available on the
following tables in atomic schema:
BG_LIST_RUN
BATCH_MONITOR
METADATA_ELEMENT_MASTER
METADATA_ATTRIBUTE_MASTER
METADATA_LOCALE_MASTER

4.3 Installing the OFS DM Application Pack

Follow the instructions in this section to install the OFS DM Application Pack depending on the
mode of installation.

This section includes the following topics:

e GUI Mode Installation

e Silent Mode Installation

e Verifying the Log File

4.3.1 GUI Mode Installation

NOTE: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode Installation
section prior to proceeding with the next steps.

1. Log in to the system as non-root user.

2. ldentify a directory for installation and set the same in the user .profile file as below:
FIC_HOME=<OFSAA Installation Directory>
export FIC_HOME

3. Execute the user .profile.
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4. Configure and execute the Schema Creator utility. For details, refer Configuring and
Executing the Schema Creator Utility.

Note: Ensure to make a TNS entry for the new users created. For details, refer Add TNS
Entries in TNSNAMES.ORA file.

5. Navigate to the path: OFS_DM_PACK/bin.

6. Run the installer in GUI Mode:
./setup.sh GUI

Refer the console for any errors during Pre-install checks.

£ ./setup.sh GUI

FIC_HME : fscratchiofzaaappInstal 1/IGE
DISPLAY ¢ localkostilo.o

Erwirormant check utility stacted, ..

Java Validation Started ...

Java found in 3 Ascratch/Jdkl, 7. 0_72/bin
JAVA Versgion found : 1.7,0_72

JAVA Bit Yersion found @ B4-bit

Jawa Validation Completed, Status @ SUCCESS

Envirorment Yarisbles Yalidation Started ...

ORACLE_HOHE @ /scratchd'oraclesaspps/products/12,1.0/client 1

TRS_ADMIN @ /seratchdoracle/spedproduct/12,1,0/client L/ netuork admin
Envirorment Yarisbles Validation Completed, Status @ SUCCESS

05 specific Yalidstion Started ...

Unix shell found 3 /binfksh, Status : SUCCESS
Total file descriptors @ 15000, Status @ SUCCESS
Total rumber of process @ 31693, Status 3 SUCCESS
05 version : 5, Status : SUCCESS

DS specific Yalidation Completed, Status 3 SUCCESS

DB specific Yalidation Started ...

Oracle Client wersion @ 12,1,0,2,0, Status @ SUCCESS

Successfully conmected to schema dep_dgsatmd, Status 3 SUCCESS

Successfully conmected to schema dep_dgsatmB, Status 3 SUCCESS

CREATE SESSION has been granted to user, Status @ SUCCESS

CREATE FROCEDURE has been gramted to user, Status @ SUCCESS

CRERTE WIEW has besn granted to user, Status @ SUCCESS

CRERTE TRIGGER has been granted to user, Status @ SUCCESS

CRERTE WATERIALIZED VIEW has been granted to user, Status @ SUCCESS

CREATE THELE has been granted to user, Status : SUCCESS

CREATE SEQUENCE has been gramted to user, Skatus 3 SUCCESS

SELECT privilege iz granted for V_$nls_parameters view, Current walue 3 SELECT, Status 3 SUCCESS
NLS_LEMGTH_SEHRNTICS : BWTE. Current waluee @ BYTE. Status @ SUCCESS

NLS_CHARACTERSET 3 AL32UTFE. Current walwe @ AL32UTFE, Status 3 SUCCESS

SELECT privilege iz granted for V_$paraneter view, Current value § SELECT, Status @ SUCCESS
Open cursor value is greater than 1000, Current walue 3 1200, Status ; SUCCESS

SELECT privilege is granted for USER_TS_DUOTAS view, Current walwe ; SELECT, Status ; SUCCESS
Schems is granted with at least 500 HB tsble space, Current valee 3 1024 HB, Status ; SUCCESS
Oracle Server wersion Current value 3 12,1,0,1,0, Status @ SUCCESS

IB specific Yalidation Completed, Status 3 SUCCESS

Enwirorment check utility Status @ SUCCESS

Starting installation,..

Preparing to install,,.

Extracting the installation resources from the installer archive...
Configuring the installer for this system’s environment,,.

Launching installer,,.
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applicabie

U5, GUYERMMENT END USEFS: Orathe programs, indiuding amy operating system, integrated soffware, any programs mslalied on the hardware, andjor
docamentation. defvered 10 WS, Cowermment snd users e “commercial computer software® pursuard 10 the applicable Federal Acquisition Regulation and
agency-specific supplemental regutmions. As such, use, disclosure, and of the programs, Incluging amy operating system,
INEGrAC SOMWATE, BTy PIOGrAFnS SN 0n Ui RArdware, and/or dacumentation, Sl bik subject o IOensi terms and Iicense restnctions applicable t the
programs. No cther rights are granted 1o the U5, Governmern

This software or hardware is developed for general use in a wariety of information management applications. it is not deviloped or intended for wie in amy
Inherently dangerous applications, inciuding applications that mey creare a rigk of personal injury: If vou use This sofiware or hardware in Cangerous applcaions,
hien you Shall B respansible 1o ke Al appropriate fail-5afe, DECkup, NEQUNdancy, and oifer MIEASUPes (0 ensune 15 safe ise. Oracl Corporation and its aTiates
dligghaim amy Babilmy for amy damages caused by use of 1his sofvware of hardware in dangerous spplioations,

This softwire or hircware and o B AECESS 10 O on Cantenl, progducts, and serdces from third panies. Oracke Corporation and
ins affiliares are not responsible for and expresshy disclaim all warranties of amy kind wah respect 10 third-pamy cortent, products, and serdces. Oracle Corparation
|Land irs attastes will not Bé responsibie for any 1055, 60515, or damages incurred due 10 yOur ACCESS 1o OF Wse o Third-party content, procucts, ar servces

ORACLE

FINANCIAL SERVICES

) gerapt s sam e af tha Licanss dg

2 ¥ WOIE nccapt the terms of th Licenis Agravmant

7. Select | accept the terms of the License Agreement option.

8. Click Next. The Application Pack details are displayed:
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Financial Services Data Management Pack

Freinmail Senp Application Pk 503 OF%_0M_PACK Le

Application Pack Nume 1 Fissncis! Sevices Dats Mansgeman Fack T T
Appiicaion Pack vereion s §.0.3.000
The dollening producs e availabie i i applaaion pec;

) Funasiial S#vices Amalyiical A A InfTas Ui

. Fanamoial Seryioes Anahyiscal Reconcibiation

¥ Fanamcial Seryices Daa Govermance for S Reguiatery Reporting

LUy
1. Sl thn pradurtii vou hve Bopuied aad ok Wart" 8 pson
2. Prestee AnabSicnl Arp b i | InAnstrariny S NOt mand R e M a MUpAN Py, Thin prodiuct n the Baig infrnstractuns aed et i aied aetematicaly

3 Pridot (ativpsiie Mabelag O b winid gt conbled It ailol awramancaily I olbts prodecnid bas Stpcadent Bioh it

9. Select the product to enable for which you have already obtained license.

10. Click Next. The License Agreement page is displayed.

Financlal Services Data Management Pack License Agreement

Installation and use af Financial Services Data Management Pack Installes requires acceplance of the falowing license agiement:
PACK LICENGE ACRE

= Preinstall Setup

diracte Financial Services Anadaical Applications (0F5A4) applicaion packs are groups of (FSAA produrts packaged 1ogeiher imo 3 single instatier. Each appication
Dack containg DFRAA Apolications Ihal atiaress SpEClic Tunctional donains

Every applicasion pack ako ncludes 1he fabowing GFSAs Infrasincure spplicasion cprions which are aumomaticaty Inmalled by every appication pack installer
1. Oracle Financlal Sendces Anahical Applicanions Inframinacmre

2. Gratle Financial Serdces Entrunse Modting

2. Oratle Financial Serdces In-ling Processing Engine

4 Oracle Financial Serices fig Dara Processing
Oracte Firancial Serdces Anstdical Applications Infrastructurt (065 AS) |2 1he base for 1 OFSAS and s iheretore
and enabled By the application pack instater

The appbcaticn pack installer aways insials Oracle Financial Servces Ereerprise Modelng, Oracke Fnancist Serdces In-tns Processing Engine and Grack Financia
Services Big Dasa Processing appikaran oonicns along with 1he aRpAcation Rack appEcations, bu enables hem onby# any applicaion thas reauires thelr funcrionaline |
i nabied

rwy CIFS48 BPPACATIOn 1hat Is enabled misn be licensed for use Oracle Financlal Sanaces Anahsical Applicasions Infrastructure, Oracle Financial Servces Enterprise
Modeling, Gracle Financial Seraces In-line Processing Engine and Oracie Financial Seraces Big Dara Processing ane ingsigualty licensabie appicaion options

Applcanion products ance enabled cannot be disabled. Application prodicrs not enabled an installstion, may xner Be enabled wsing the *Manage OFSAA Product
License{s)® faarure of the plarform

ORACLE
FIANCIAL SERVICES

B tap B tarm 64 e Lidaneh S

21 1 s HOT aconst B terms of e Livendn Agrecmnt

11. Select | accept the terms of the License Agreement option.

12. Click Next. The Pre Installation Summary page is displayed.
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Pre Installation Summary

PlEase Pivie UhE fallesing before continuing

b Praiearan Setup

Application Pack Il
OF5_DM_PACK

Application Pack Mame
Financial Sarvices Duta Management Pack
Appication Pack Version
2.02.00
Eelow products are seleched to be enabled:
Financial Services Anahgical Applications Infrastructure

Fingncial Services Anshticsl Applications Reconsiliation Framesork
Financial Services Data Covernance for US Regulatary Reporting

Information Domain Name  Application Name | Information Domain Description | Type | DB Schema
“_ " [imAnciA Serites ANShECAl [Information Domain far OFs.OM
PRODUCTION alt dgsaim
Governance for US Regubsiony FRODUCTION
‘ | _dgsanm
ORACLE
FINANCIAL SERVICES
T

14. The default Information Domain Name for this Application Pack is OFSDMINFO. Double-click
to edit the Information Domain Name, if it is a new Information domain and you wish to
change the name of the information domain name.

15. Click Next. The Pre-Pack Panel Template page is displayed. This step is to be performed as
part of application installation.
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Pre-Pack Panel Template

5 ,,,,,a. Sewn Enter Segment Code pwpsea
Enter ETL Application Name pasar
Fnter ETL Applic ation Daccriptsan MCSAPPOESC
Enter ETL Sourceé Name ICSSRC
Enter ETL Source Description [PCSSREDESC

ORACLE

FINANGIAL SERVICES

16. Click Next. The following page is displayed.

Please Wait

Preinsiall Sewp

ORACLE
FINANCIAL SERVICES 5 may take 3 moment.,

Copyrght 81993, 705, Oracle andior b3 amBistes. NI nghts reserved

ORACLE

FINANCIAL SERVICES
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17. Click Next. The User Installation Directory window is displayed. Enter the installation
directory path. This is the directory you have set in the user .profile file in step 2.

Please Wait
B Preirstall Selup
o) s
User Installation Directory
D Lcense User Installation Directary
o Prainaiall Setup Jscratehfofsasapp /install/OCE
ot
ORACLE
FINANCIAL SERVICES

18. Click Next. The OFSAA Infrastructure Server Details are displayed in the following figure.
Enter the IP address or hostname of the OFSAAI server and Database server.

Please Wait

el P reingtall Setup

OFSAA Infrastructure Server Detalls

o Licerise [Enter requested information
&P Fraingtas Setup

y | Hene: if the JORC.URL is of RAC nye then Dl Server IP/Homname
| Tieten i shoulcs e NA

OFSAML Server IP | Hogtname :

| 1018415019 noment_

Database Server IP [ Hostname
|ofss2221110d

ORACLE
FINANCIAL SERVICES

ORACLE

FINANCIAL SERVICES

19. Click Next to view the Web Application Server details. The options are Tomcat, WebSphere
and WebLogic.
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¥ Preinsiad Sewp
I

ORACLE'
FINANCIAL SERVICES

ORACLE
FIVANCIAL SERVICES

Web Application Server

|choose the web Aopticarion Server npe

Flease Wait

T T

nOmenL.

20. Select the web application server type and click Next. Based on the selection, corresponding

screens are displayed.

For WebSphere: The WebSphere Setup Details window is displayed.

Enter the profile path (up to the Node Cell Name directory) of WebSphere.

The format is WebSphere path

<WebSphere profile directory>/installedApps/ <NodeCellIName>.

B Preinstall Setup

WebSphere Setup Detalls

'Emer WebSphere instaliation Path up 10 the Host name directory
For Ex.- jdata2 frest//WebSphere /AppServer jprofiles] <Profile_Na
me > /installedApps/ < celiName >

/scratch/was7 JIBM /WebSphere /AppServer /profiles [Profsa733]

grovos | nen |

For Tomcat: The Absolute Tomcat Path window is displayed. Enter the Tomcat deployment
path (till /webapps) where the application is deployed.
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Absolute Tomcat Path

Enter absolute Tomcat Installation path where Oracle Financial
= Prelnstall Setup Servces Anahaical Applications Infrastructure i 1o be deploved.
Example - fhomefdatal fltomcar-7.0 19/ webapps

() Install Complete

fscratchjofsaaapp/Kits ftomcat-7. 0. 19 /e bapps

ORACLE
FINANCIAL SERVICES

For WebLogic: The WebLogic Home window is displayed. Enter the WebLogic home
directory path, and click Next.

Weblogic Setup Details

W License Emter Weblogic Domain Home

D Preinstall Setup For Ex fhome/weblogic/bea/user_projects/domains/mydomain

ORACLE’
FINANCIAL SERVICES

21. Enter the OLAP details. Enter 1 if you want to configure OFSAAI OLAP feature, using Oracle
Hyperion Essbase. By default, 0 is displayed.
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OLAP Details

o License Mote -

= Frelnstall Setup 1 = Enabled ¢ =Disabled

(3 Instaliatior If value is 1 then ARBORPATH, HYPERION _HOME & ESSBASEPATH
N, variables should be set in  profile before installation.

() Install Complete

CONFIGURE OFSAAI OLAP FEATURE :
4]

ORACLE’
FINANCIAL SERVICES

Erevious Mexy

Web Server Details

HMote | Context name will be used in your Application URL
http: / f<WebServer|P > <Senvet port> f <contextname > flogin. jsp
Example: = http:f/10.80.50.206: 9080 /myapp/login.jsp

WEE SERVER PORT
| 14510

WEE SERVER IP
[10.184.151.19

Context name for deployment

ORACLE’ [OFsaa

FINANCIAL SERVICES

WEB LOCAL PATH

nstall

o |
23. Enter the Web Server details. Select Enable HTTPS checkbox if you want to configure HTTPS

for the OFSAA application. Also, enter the Web Server (HTTP Server) Port, Web Server IP
Address, Context name for deployment and Web Local Path to any directory on the Web

Application Server (Tomcat/ WebSphere/ WebLogic).

24. Click Next. The Database Details window is displayed.
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d License
¥ Prelnstall Setup
Installation

Install Complete

ORACLE
FINANCIAL SERVICES

Install, re

Database Details

MOTE

Specifythe Database user name which is the user created for
configuration database schema. For example: configuser
Speciiythe Database driver path as < ORACLE_HOME» fjdbc flib
where <ORACLE_HOME> should be replaced with ORACLE_HOME
walue.

The ABSOLUTE DENER PATH refers to the |DBC driver files path,

ORACLE SID / SERVICE_NAME :
|DEV12(|

JDEC URL:
| jdbcoraclethin @10, 184 1532 87: 152 1:0DEv 12C

CONFIG SCHEMA USER 1D :
| dmp_dgsconfd

Oracle Configuration Schema Password
T

25. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User ID, Password,

and Absolute Driver Path.

The JDBC URL, Configuration Schema User ID, Oracle Configuration Schema

Password, and Absolute Driver Path are auto-populated.

NOTE: Absolute Driver Path can be the path where Oracle DB client is installed or JDBC driver is

installed. For example,

/scratch/oracle/app/oracle/product/11.2.0/client_1/jdbc/lib

26. Click Next. The Ports Configuration window is displayed.

& License
=¥ Preinstall Setup
rstallaniar

ORACLE’
FINANCIAL SERVICES

Ports Configuration

Enter required information :
HMote: Forts must have unigue value.

Java Fort
|9999

MNative Port
6666

Agent Port
6510

IIC‘(:_ Server Port
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27. Enter Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port. You can
proceed with the default port values configured.

28. Click Next. The Ports Configuration window is displayed.

d License
=¥ Preinstall Setup
rstallaniar

() Install Complate

ORACLE’

FINANCIAL SERVICES

Ports Configuration

Enter required information :
HMote: Forts must have unigue value.

Java Fort
|9999

MNative Port
6666

Agent Port

29. Enter OLAP Port, Message Server Port, Router Port, and AM Port.

30. Click Next. The Default Infrastructure Administrator and Authorizer User Password window is

displayed.

Default Infrastructure Administrator and Authorizer User Password

o) License
D Preinstall Setup

(&) Install Camplete

ORACLE’

FINANCIAL SERVICES

Enter requested information

Please enter password for default Infrastructure
administrator user SYSADMMN :

Please re-enter password for default Infrastructure
administrator user SYSADMM :

Please enter password for default Infrastructure authorizer
user SYSAUTH :

31. Enter the passwords for default System Administrator and System Authorizer users.

OFS DGRR Installation Guide 8.0.3.0.0

52



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

32. Click Next. The SFTP Details window is displayed.

SFTP Details

Note !

For enable SFTF - 0 value 15 1 then SFTP will be enabled | If value is
0 then FTP will be enabled

ENAELE SFTP ©
[1

FILE TRANSFER PORT :
|22

ORACLE
FINANCIAL SERVICES

33. Enter 1 to enable SFTP or 0 to enable FTP.
NOTE:

Ensure the system on which the OFSAA Infrastructure is being installed, has either FTP/ SFTP
enabled. You can also modify the SFTP settings.

34. Enter the port to be used for file transfer.

35. Click Next.

OFSAAI FTP/SFTP Details

o Licensa

FTPSHARE PATH
¥ Preinstall Setup

| Ffscratchfofsaaapp/finstal JDGE /ftpshare

Restore Default i Choose, ..

FTP [ SFTP USER ID
|Dfsaaa|:|p

Please enter Infrastructure FTP/SFTP password:
I.'.-..'|

ORACLE’
FINANCIAL SERVICES

Installamawhera -

cances | o |

36. Enter the path of the FTPSHARE directory and the User Id and password for OFSAAI Server.

This is same as the OFSAA Staging/ Metadata Repository Directory.FTP/SFTP User ID and
Password for FTPSHARE Directory access.
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NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application Server happens

over FTP/ SFTP. Ensure the necessary host configurations are made for a successful
handshake.

37. Click Next. The Pre Installation Summary window is displayed.

Pre-installation Summary

P License Please review the following before continuing:
¥ Preinstal Setup

Product Mame:
OFSAAInfrastructure

Version

2.0.3.1.0

Installation Folder
Fseratchfofsaaapp flnstall fDCE

Required Space
990 MegaBytes

OoORACLE Awailable Space
o L SE96E MegaBytes
FINAMCIAL SERVICES

Selected Lorale

38. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAAINnfrastructure

W License
P Preinstall Setup
=¥ Installation..

©

ORACLE Installation is in progress...

e — This process may lake several minutes. Please Wailt.
FINANCIAL SERVICES

Extracting duplicates...

Anytime during the installation you can click Cancel to stop the installation. Once completed,
the Installation Summary screen is displayed.
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INSTALLATION SUMMARY

o License INSTALLATION SUMMARY:
o Freinstall Setup

o Installation.. -0

¥ Install Complete #DEBUGC STATEMEMTS: 513
#INFORMATIONS—-——-2 367
H#WARMINGS 10

Please see the installation log under
Jscratchfofsaaapp/ Kits JOFS_DM _PACK SOFS_AAIflogs /OFSAAIB2015
1007 _04_58_08.10g and
fscratchfofsaaapp/finstall /DGE/OFS Adlnfrastructure_|nstall.log for
more details.

Click on Mext 1o continue.

ORACLE
FINANCIAL SERVICES

The Installation Summary screen displays the number of Fatal Errors, Errors, Debug
Statements, Information, and Warnings along with the location of log files.

39. Click Next. The Installation Complete window is displayed.

Installation Complete

d License Congratulations! Oracle Financlal Services Analyical Applications
$ Preinstall Setup Infrastructure has been successfully installed

Installation. Click on “Done” ta exit the installer. Please do not close the console.
=¥ Install Complete Post Install activites will be performed in console..

ORACLE’
FINANCIAL SERVICES

NOTE: If the installation is successful with some warnings, you can navigate to the installation log for
more details and address them.

40. Click Done. You have successfully installed the OFS AAI Application Pack.

Upon invoking the installer, the Introduction screen is displayed with the prerequisites for
installation. Ensure that all the prerequisites are met before you proceed with the installation.
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41. The Executing AAI Installation Script screen is displayed.

NOTE: This step verifies the OFSAA services startup. In case of errors during services check, an
appropriate error message is displayed.

Please Wait

i Freinstall Setup

Fleasew ;! Executing AM Insiabmtion Scripr. 'MF SYSTEML This may take 3 moment.

(== == =]

ORACLE

FINANCIAL SERVICES

42. After checking the OFSAA services, installation proceeds with the Application Pack
Installation. The Installing Financial Services Data Management Pack screen is displayed.

Please Wait

i Preirsnall Sewsp

- i Infialing Financial Serdces Dats Management pack M- This may take 3 moment...

ORACLE
FIANCIAL SERVICES

43. Click Next. The Installation Summary page is displayed.
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INSTALLATION SUMMARY

e INSTALLATION SUNMARY:
@ Frensan seup B
P Installatan

WERRORS coeemmment 1
S Inmall Camplete WOERUC STATEMENTS: 127
we 4T

Hore:
Pliease see The instelation 169 under J03 1OF5, D0, PACK logs [P etk Install lg
Cick on Hew 1o comtinue

ORACLE
FIANCIAL ERVRES

44. Click Next to finish the installation. The Installation Complete screen is displayed.

Installation Complete
- Congratulations! Financial Sences Dt Pack has bean
i Preinstal Setlup
S i Clicke on “Tona" 15 xR the Wmntaller, PlRase dn et dace 1he conssla. PO innall acemes wail B penforman i consos
b Install Cumalete
ORACLE
oo ]

45. Click Done. The Post Install Health checks are displayed:
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—— T W - i G S g S

b valun § SELECT, Stabus @ SNTESS

SELECT prive lﬂ! i2 granted For V_Sparamster view, Curant valye SELECT, Snatus @ SUCCESS
curror vals L9 arester than 1000, [urrert value @ E000, Sntv 1 SUCCES!

SELECT privilege i3 gronted for USDRTSOUOTAS view, Current value ; STLECT, Jnu.' i U.I.'ZE"

Schema 13 granted with at least 500 3 table space. Current a]ue Unlinited. Statur : SECESS

Oracle Server version Current value - 12.1.0.2.0. Status - SUCCESS

I specific Validation Complened, us + SUCCESS

irwironment check wtility Status 3 SUCIESS

Startig irst
Frmparirg b

Larchirg installer.,,

Brofile exncuted

CTRL characters rescyal started ,
CTRL charscters removal over .

findows mxecutable Tiles rescwal started .
Hindous executsble files re-oval over ...

[
He are row in fzcratchiol

uted
uted

Lprofile &
Fr

uv’ufsmm-\- iL»da Tt 1d, nl
ald definition of dalstym resasces

0] Chocking For File Ascatehy/of somebyTESB0NF | cusb/ IFSAIB00 wr existonss

* focie) tront 1ng /3 eshlu..
Tvar] Bullding war: facratoh/of saswet/IFSIeE/F 1cueb<)s-'|’-a’r\w

BIILD SUCCESSFUL
Tozal time; 2 minutes

H service sterted in Mh\rm made,
{5tort ing MESSAGE SERVIR Service
FESSAGE STRVER ervice started in background made.
f5tar ting 0L 6T SER

Lo DATh SEIVER seruice started tn Backiround weds.
L Data Server service is not rumnirg.

f5too IESSGE Server sarvice ith ?&Ees 1t

i i+ 37
(FSEAl 13 Lse File Sarvices chack Statiss SCIESSAL.

bivatalistion completad, .

e atehlerf st | LBISTFS_IM PR bircl

46. Perform steps mentioned in the Post Installation Configuration section.

4.3.2 Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the instructions

in command prompt.

Perform the following steps for installing the OFS DM Pack in SILENT mode.

1.
2.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user _profile file as below:
FIC_HOME=<OFSAA Installation Directory>
export FIC_HOME

Execute the user .profile.

Navigate to OFS_DM_PACK directory (installer directory).

Edit the OFS_DM_PACK/schema_creator/conf/0FS_DM_SCHEMA_IN._.xml file to set the
appropriate attribute values. It is optional to include INFODOM = “<Infodom Name>" in
OFS_DM_SCHEMA_IN.xml file. If not specified a default INFODOM name is generated.

NOTE: Refer Configuring OFS DM_SCHEMA IN.XML for details on configuring this XML file.

NOTE: Ensure to make TNS entries for the created users in TNSNAMES.ORA. For details, see
Add TNS Entries in TNSNAMES.ORA file.
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6. Execute the schema creator utility with —s option.

NOTE: This step is mandatory and should be executed before every additional OFSAA Application
Pack installation. Refer Executing the Schema Creator Utility for more details.

7. Editthe OFS_DM_PACK/conf/0FS_DM_PACK.xml to enable the product licenses. Update the
attribute ENABLE=YES/NO in OFS_DM_pack.xml for licensing the App in the pack.

NOTE: Refer Configuring OFS DM PACK.XML for details on
configuring this XML file.

NOTE: Update OFS_DM_PACK.XML, set the attribute “ENABLE=YES"” of <APP_ID> tag for applications
to be enabled during installation. If any application has mentioned OFS_AAAI as PREREQ in the
<APP_ID> tag, set the attribute “ENABLE=YES"” for OFS_AAAI. To install DM, ensure to enter
"YES" in ENABLE attribute for OFS_AAI, and OFS_DGS.

8. Editthe OFS_DM_PACK/OFS_AAl/conf/0OFSAAI _InstallConfig.xml file to set the
appropriate infrastructure installation attribute values.

NOTE: This step can be ignored if an installation of OFSAA 8.0.1 already exists.
Refer Configuring OFSAAI_InstallConfig.xml for details on configuring this XML file.

9. The OFS_DM_PACK/OFS_DM/conf directory contains a template file “InstallConfig.xml”. For
details refer to InstallConfig.xml

10. On successful execution of the schema creator utility, navigate to OFS_DM_PACK/bin/ and
execute the application pack installer with SILENT option.

11. Execute ./setup.sh SILENT in the console.

12. Enter the Infrastructure FTP/SFTP password value, when prompted at the command prompt.

Console Prompts User Inputs

Please enter Infrastructure |Enter the password to access Product Staging/Metadata repository
FTP/SFTP password directory in the application server.

Note: During installation stage, you need to enter the config schema
password again.

13. Enter Always, when prompted to add host key fingerprint.
14. The OFSAAI License Agreement is displayed.
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15. To accept the License Agreement, enter Yly.

16. Enter the passwords for default Infrastructure administrator and authorizer users.

Console Prompts

User Inputs

Please enter password for default
Infrastructure administrator user SYSADMN

Enter the password for the System Administrator.

Please re-enter password for default
Infrastructure administrator user SYSADMN

Enter the same password again to confirm its validity.

Please enter password for default
Infrastructure authorizer user SYSAUTH

Enter the password for the System Authorizer.

Please enter password for default
Infrastructure authorizer user SYSAUTH

Enter the same password again to confirm its validity.

NOTE: SYSADMN and SYSAUTH are the two default OFSAAI

administrative users created.
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NOTE: The installation process continues on the console. Do not close the console until the installation

process is complete.

17. The following message is displayed in the console:

Installation completed...
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18. On completion of installation, refer the installation log files. For more information, refer Verifying

the Log Files.
19. Perform steps mentioned in the Post Installation Configuration section.

NOTE: Download and install patch for Bug 21160684 if installing this release of the OFS AAAI
Application Pack version 8.0.0.0.0 on Java 8. For more information, refer Configurations for Java
8. This patch is not required if an OFSAA instance already exists and is configured for Java 8.
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4.3.3 InstallConfig.xml

Silent installation is achieved via a xml file [InstallConfig.xml]. The following table lists all the
properties that must be specified:

NOTE: Do notinstall the application in same segment when run management is used.

Property Name Description of Property

DMSEGMENT Specify the Data Management Segment name

DM_APPLICATION_NAME_1 Specify the Data Management Application Code

DM_APPLICATION_DESC_1 Specify the Data Management Application Name

DM_SOURCE_NAME_1 Specify the Data Management Source Code

DM_SOURCE_DESC_1 Specify Data Management Source Name

NOTE: For installation on Real Application Clusters(RAC) only set the following parameters:

Property Name Description of Property

IS_RAC Specify the value as 1

NOTE: Segment and Source Name must not be same as that of already installed applications.

4.3.4 Verifying the Log File

Refer the following logs files for more information:

o Refer the Pack_Install_log located at OFS_DM_PACK/logs/ directory for OFS DM
Application Pack installation log file.

o Refer the log file(s) located at OFS_DM_PACK/OFS_AAIl/logs/ directory for Infrastructure
installation log.

o Refer the log file(s) located at OFS_DM_PACK/OFS_DM/logs/ directory for application
installation log.
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NOTE: For Pack on Pack installation, the following errors might be logged in the installation log and

these can be ignored as this has no implication on the product:
"create sequence SEQ DIM_GL_ACCOUNT
minvalue 1
maxvalue 999999999999999999999999999

start with 1

increment by 1

cache 20-

Warning:Object already exists

Query:“create sequence SEQ_DIM_PRODUCT
minvalue 1

maxvalue 999999999999999999999999999
start with 805

increment by 1

cache 20"

Warning:Object already exists

Query:“"create table FSI_MESSAGES

(
MESSAGE_ID NUMBER(5) not null,
MESSAGE_LOCALE VARCHAR2(5 CHAR) not null,
MESSAGE_CODE VARCHAR2(50 CHAR),
MESSAGE_DESCRIPTION VARCHAR2(1024 CHAR),
MESSAGE_TYPE CHAR(1) not null

y-

Warning:Object already exists

4.3.5 Verifying the Installation

This section explains the steps to verify your application installation.

To verify that you have successfully installed the Data Management pack, perform the following
steps:

1. Login in to the atomic schema.
2. Verify all the database objects such as view, procedure, and functions must have been
complied without any compilation error.
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3. Deploy the war file and check the application screen is coming or not.
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5 Disclaimer and Acknowledgements
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6 Post Installation Configuration

On successful installation of the Oracle Financial Services Data Management Application Pack,
perform the post installation steps mentioned as follows.

This chapter includes the following sections:

e Configuring Resource Reference

e Starting OFSAA Infrastructure Services

e Adding TNS entries in TNSNAMES.ORA file

e Creating and Deploying the Application Pack Web Archive

e Accessing the OFSAA Application

e Performing Post Deployment Configurations

e Changing Batch Ownership

e Enabling Metadata Browser

e Performing Post Installation Configuration for Data Governance for US Regulatory Reporting

e Enabling Data Quality Alias Configuration

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web Archive.
This is applicable to all Web Servers (WebSphere, WebLogic, Tomcat). For more information,
refer Clearing Application Cache section.

6.1 Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA
Applications. Refer Appendix B for details on configuring the resource reference in WebSphere,
WebLogic, and Tomcat Application Servers.

6.2 Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA Applications.
Refer to the Appendix D for details on Start/ Stop OFSAA Services.

6.3 Adding TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames . ora file, for every schema created for the Application Pack.
To find the tnsname for the entries, perform the following steps:
1. Login to the application using System Administrator privileges.

2. Navigate to System Configuration & Identity Management tab.
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3. Click Administration and Configuration - System Configuration - Database Details.
4. Expand the dropdown list for Name to get the list of TNS entry names.

Alternatively, you can connect to the CONFIG schema and execute the following query:

select dbname from db_master where dbname !'="CONFIG"

6.4 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is automatically

generated. However, you need to deploy the generated web archive file on the Web Application
Server.

To deploy the application pack web archive, perform the following steps:
1. Navigate to FICWEBHOME

2. Runant.sh

For identifying the location of the generated web archive file and for generating and deploying the
web archive file at any time later, refer Appendix C

NOTE: Referthe Oracle Financial Services Forms Manager User Guide for instructions on Creating and
Deploying the Forms Manager Web Archive

6.5 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer to Appendix E for details on accessing the OFSAA Application on successful deployment of
the application web archive.

6.6 Performing Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration steps detailed in
Appendix F.
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6.7 Changing Batch Ownership

All the seeded batches are created with SYSADMN as the owner by default. This needs to be
updated with username of the user who is responsible for maintenance of the batches. This can be
done by executing the below procedure in the config schema:

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP("fromUser®, "toUser", " infodom;
end;

OR

begin

AAI_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP("fromuser®, "touser®);

end;

where “FromUser” indicates the user who currently owns the batch and “toUser” indicates the user
to which ownership needs to be transferred to. “Infodom” is an optional parameter.

6.8 Enabling Metadata Browser

Execute the following as part of post installation step atomic schema:
declare

result number;

begin

result:=fn_mdb_t2t view;
dbms_output.put_line(result);

exception

when others then

dbms_output.put_line(SQLERRM);

end;

6.9 Performing Post-Installation Configuration for Data Governance for US
Regulatory Reporting

Perform the following steps for post-installation configuration of DGS:

1. Create application specific users, and map them to the respective user groups available in
the application. For details refer to section Mapping Application Users to User Groups.
Whenever the user to user group mapping is created/ modified, execute the step 2 and 4
below.

2. After successful installation, execute the batch <INFODOM>_USER_ROLES.

3. Save the hierarchies in Common Tasks = Unified Analytical Metadata = Business
Metadata Management = Save Metadata

OFS DGRR Installation Guide 8.0.3.0.0 69



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

ORACLE Financial Services Analytical Applications

Applications | Object Administraion My Inbox
Seloct Applications
Financial Services Data Governance Studio s

4 @ Common Tasks
» [ Data Model Management

E » Meladeta Detalis
4 & Unified Analytical Metadata

Information Domain
» @ Data Management Tools

Common Tasks > Undied Analytical Mefadata > Business Meladata Managemen! > Save Meladafa

4 @ Business Metadata Management © Hiearchy () Derived Entty () Map
% save Metadota Availabie Metadata | Selected Metadata
@ Derived Enty Acton Pricrty i I
Sggregate KI A~
H pataset Branch for Reconcaiation
- Busness Line
[ Buid Hisrarchy Business Unit for Reconciiation B
coy
» [ Operations agory
(Catagory for control ibrary =
I Metadata Browser Cause Hiecarchy E
- Causes
& Data Govemanice Studio Components
Control Assessment Type «l
(Control Library
ol Lirary Name
irol NAture =
yoe =]
design effectiveness
Cumency
(Curtency for Reconcilation ™
Custorner Ciass for Reconciiation
Resat

Metadata Resave

OFSDMINFO

(S

to DGS.
Perform the following steps:

a.

Compile the backend objects such as functions, procedures and packages which are related

Generate source model for the application-source pair used during installation.

i. Login into the Application and navigate to Common Tasks = Unified Analytical
Metadata = Data Management Tools.

4 {E Data Management Tools

skt for Dula Minagurossd

% D Sourcen

Deine arvd masge D Swrces

% Dlats i Mapping
Deine

i masagy [ Fie Magong

' ::":- Dot ey { ramemorh

Agplications  Cojec AStimatEn Wy Inoar
st Appianing Comman Taata » Unfied Aneytce Mefeciets > Dnte Manepermeat Tool
pces Ota Gnarce St v

jﬂ ET—

a rasage it Wpsey

tﬁ Post Load Chaspes

Daine md nanaga Pest | ad Cianges 2] FLISOL piocearss

Waragn Dt Guaity using famewon: b Dura Quaity

Click Data Sources to display a new window. Navigate to Map grid section, select
the application from drop down, select mapped sources from source applications and

click Generate Source Model.

» Hap

Appicaton DGSARPY v

Avaiable Sources

E“r Avallable Sources
3 conee e
0 e

#9
Generate Source M

Source Applications
B8 appedSourss
U possres

b
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iii. Click OK to replace the existing model and a pop up window is displayed.

a Warning -- Webpage Dialog

|28

[3766] Model already exists for the source[3787] Do you want to
replace existing model?

Cancel

iv. Click Catalog and then click Generate.

£ Generate Source Model -- Webpage Dialog &
Generate Source Model ‘
Source Designer > Generate Source WModel
# Generate Source Model 5 %l &

Starts with
Contains

Ends with

| Generate [@ Cancel

v. Click OK on the dialog box to finish the process of Source Model Generation.

a Information -- Webpage Dialog

o

L ]
1 | [3770] Source model generation successful

b. Resave the following mentioned derived entities:
e DEATNAME: DE Attribute Name
e DEENNAME: DE Entity Name
e DEGLSTERM: DE Business Term
e PMREPLINK

c. Resave the following mentioned hierarchies:
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o HDGENNAM: Entity Name Hierarchy
o HDGATNAM: Attribute Name Hierarchy
e HDGGLTRM: Business Term Hierarchy

e Reports Hierarchy

6.10 Configuring Process Monitoring Runs and Tasks for Data Governance for US

Regulatory Reporting

As a pre-requisite, before configuring the runs and tasks, ensure the following:

e Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.3 version (RRR
USFED 8.0.3) is installed and configured.

e MDB Publish is performed for Oracle Financial Services Regulatory Reporting for US Federal
Reserve 8.0.3

NOTE: Refer Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.3 Installation

and Configuration on OTN for more details.

Select Applicatior

As part of configurations perform the following steps to load the Process Monitoring related plans,
runs and tasks associated with RRR USFED 803 install.

1. Login to OFSAAI using a user having permissions for running batches.

2. Navigate to Batch Execution screen and search for the batch ID such as
Process_Monitoring_Batch .

dbject Adminisiration  System Configuration & Idenfity Management

Mode @® Run () Restart () Rerun

BB
OFSDMINFO_process

| Em| -

Execute Batch

3. Select the MIS Date and execute the batch Process_Monitoring_Batch.
4. Check and ensure that the batch is executed successfully.

5. Navigate to Process Monitoring menu under Data Governance Studio application and
ensure that the Plans, Runs and Tasks are displayed for RRR USFED 8.0.3.
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OIRACLE DataGovernance for US Regulatory Reporting OFSAD | Thursday, March 16,2017 # OFSAA (B About i Logout
Inbox Standards & Policies Controls Key Indicators Process Monitoring Issues & Actions Admin
Plans Help

B search | & Ciear | L) Go

0 Name
Plans (11)
B % Create Plan | e 1 | [ Export
=D Name Type Status Last Modified
O 141325 Annual regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
O 141328 Monthly reguiatory report submission plan Regulatory Report Submission Open 21-Sep-2016
[ 141329 Waekly regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
[ 141326 Daily regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016
[ 141327 Quarterly ragulatory report submission plan Regulatory Report Submission Open 23-Jun-2016

6.11 Passing the RUNSKEY as Parameter

The Bulk KI Assessment batch expects RUNSKEY to pass as a parameter.

In an integrated setup, user can avoid passing RUNSKEY parameter manually by including the
bulk KI assessment process part of either US FED 803/FSDF 803 run.

For a standalone setup, user needs to pass the RUNSKEY parameter separately from the Ul. For
the same, user needs to navigate to the Ul and make the specified changes in the batch to set
the desired RUNSKEY.

The process to pass RUNSKEY as a parameter from the Ul is to update the
BULK_KI_ASSESMENT batch:

1. Navigate to Applications after selecting Financial Services Data Governance for US
Regulatory Reporting from the Select Applications drop down.

B v Ju v | uskngishv | OFsaD ¥

ORACLE Financial Services Analytical Applications

Applications | Object Adminisiration ~ System Configuration & dentity Management

Select Applications
Financial Services Data Govemance for US Regulatory Rep... ¥ El @ Common Tasks

Menu for Common Tasks

4 @& common Tasks
-
p[BE| unified Analytical Metadata

» [ Data Model Management 5 Dot Mclel Maan mssont
» E Unified Analytical Metadata Manage Data Model Define and maintain analytical metadata definitions
B metadata Report ¢
» [ operations & Metadata Report .@ Operations
Tools for Data Center operations

|25 Metadata Browser Generate Metadata Reports

dh Data Governance for US Regulatory Reporting echa mroRst

Browse meladata lineage

2. Navigate to Common Tasks -> Operations -> Batch Maintenance.
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ORACLE" Financial Services Analytical Applicat

Appications | Ceyect Admsreabiators  fipsiees Coriguraton & sty Managimars

Select Appiications Common Tagks > Ooeraonns > Satch Mamaence
Fraratal Surr s Dl et bor U3 Miudlers Moopertig v
4 @ Common Tasia Satch Usetenance “
R
- Sesrih BE
+ I unteq scanyucal wtacaa
Daen b DONMPG, s Dorncrpton b
Aoase — ot hocktcnton D atanen = A
BEEw | .
| e B £
Cotatecal s E
e Cabechon and Fescovery Saceed B
hiCiats Sovemance o LR Rigusion Gecatrg L
C
- Tash Qetaitn & lLw (BTl Ts o]
Lo a | T s [rosemey— [ componam s | Poscastmc
} o [y vem— #N_D08_BULK_K0_ASSANT TRANSFORM DATA

Agout Oratie | CoreactUs | Logai Motxes  Terma Of Lise | Yoor Prvacy Rigris Capyagt € 2596 Cence sncir 0 aSiaise &3 nghts essrad

3. Select the Bulk KI Assessment batch to edit the Task definition. Pass the RUN SKEY
parameter for which user needs to perform assessment.

ORACLE’ Financial Services Analytical Appic [

Applcations | (twt Adwreabatin Ut Conturaten § ity Marageny Ay

[ rem—
= B Tamst vy

Fual Servsies Da Dvwmarscn bor U Rguiaery Rispersig v

4 @ Common Tasia | Eampoosetn TRANSF il DATA |

» [ s et st

+ I unteq scanyucal wtacaa
O vactata Fngon
4 B oowatern
B Bascn Manioance
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o
~

BEEE| - LRmOOnnD

Parsman Lint
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EEEE | . (TTal s 1!
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Deploying Data Governance for US Regulatory Reporting
Dashboard Analytics

This chapter includes the following sections:

¢ Managing OBIEE Activities

e Deploying Data Governance for US Requlatory Reporting Dashboard Analytics

7.1 Managing OBIEE Activities

7.1.1

7.1.2

This section covers following topics:

e Installing OBIEE Server

e Installing OBIEE Windows Administration Client

e Disabling the Cache Feature in OBIEE Server

Installing OBIEE Server

To install Oracle Business Intelligence Enterprise Edition (OBIEE) server, refer to Oracle Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0). After
installing Oracle Business Intelligence Enterprise Edition (OBIEE) server, get the Enterprise
Manager URL, username, password, and OBIEE installed directory from the System Administrator.

Installing OBIEE Windows Administration Client

To install OBIEE repository administration client for Windows machine, refer to Oracle® Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0).
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7.1.3 Disabling the Cache Feature in OBIEE Server

Login to Enterprise Manager, and perform the following steps:

1. Click Business Intelligence directory from left hand side menu and select coreapplication.

Al Erieree e Meanr MIge =
T PR p—
&

Farbeawan

Select Capacity Management tab.
Select Performance sub tab.
Click Lock and Edit Configuration tab.

Click Apply = Activate Changes.
Select Yes when prompted.
Click Restart to apply recent changes.

© N o bk wN

7.2 Deploying Data Governance for
Analytics

Uncheck the Cache Enabled option to disable the cache.

US Regulatory Reporting Dashboard

Perform the following steps to deploy Analytic Reports:

1. Stop Oracle Process Manager and Notification

following command:

Server (OPMN) services by executing the

<OBIEE Installed Directory>/instances/instancel/bin

-/opmnctl stopall

Copy DGS . rpd from $F1C_HOME/DGSBI of Web
windows administration client is installed.
Perform the following steps to change the default

layer to windows machine where the OBIEE

password for the repository:

a. Open the repository using OBIEE Windows administration client.
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e N N LA T et i T

Recent Places

|

Desktop

Computer
L.

Metwork

|DGS pd

| Repository Files (*pd)

c. The OBIEE Windows Administration Client to enter Repository Default Password is
displayed.
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Repository Password:

d. Enter default repository password as password123.

e. Click File menu, select Change Password.

'[E] Uracle Bl Administration loa

IFE Edit View Manage Tools Diagram Window Help

New Repository... NG R R N ‘
Open 3

Multiuser 3 Business Model and Mapping
Source Control » = ﬁ DGS

Close

Sawe Ctrl+5

Save As >

Copy As ¥ fofile

Prirt Preview.,

Print

Import Metadata...

Compar...

Turn off Compare hade

Merge...

Check Global Consistency Ctrl+ K
Check hodels »

Check Out Al
Check In Changes
Unelo &1l Changes

1DGS.rpd

2 Dih\bsree\. AL/UZ201 ADGY.rpd

3 D:\Sreeh..\0802201 T\DGS.rpd

4 Di\Sreet.\00022017_1\DGS.rpd

Exit

|
Change repository password NUM A

4. Enter the new password. Click OK.
5. Perform the following steps to configure connection pool of repository:
a. Select Manage - Variables from the menu.
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I'[=] Oracle BI Administration Tool - DGS.pe

File Edit View JUCLE Tools Diagram Window Help

Projects...
Marketing...

- @ Data Govemance Studio - Process Monitoring
+-[[}) Data Govemance Studio - Reparts

o IR E R RS S LIRS
e35i0M15.,
Cache.. Business Model and Mapping Physical
Clusters., in - =3 DGS
Identity... Connection Poal
Joins... @y Intizlization Blocks
Variables ile + i AQM2_DGSATM
. + & wsom

Edit repository variables

| M| g

b. Select static variables under the Repository section.

=
E Oracle Bl Administration Tool - DGS.rpd

~mmvTo

D

File Edit View Manage Tools Diagram  Window Help

M EETE I EE RN RS RS

| 7
Presentation

1l Data Govemance Studio - A
Data Govemance Studio -
Data Govemance Studio -
Data Govemance Studio -

Action Edit Help

E-E2 Repostary

Data Govemance Studio - (8 Initiglization Blo

B

]
@
- Data Govemance Studio - { E{?)] Variables
Data Govemance Studio - 1| | 1%, Dynamic
Data Govemance Studio - i3] Static
@ Data Govemance Studio - Pif =1-&3 Session
{5 Data Govemanee Studic - E% Inttizlization Blo.
E7 Variables
=13 System
DI Sec
Iy Non-Syst

|

| v

Type

| Description

l"’rl‘: Variable

1%} Variable

[-"i!g Variable
[?i!; Variable

(%} Variable

= =l Initialization Block

=l Initialization Block
£3) Intialization Block
(22) Initialization Block
(3 Inttialization Block

[ Y ariable ATOMIC_SCHEMA
8 M Variable TNS

INFODOM
SEGMENT
USR_LOCALE
Source System
Legal Entity
Infodom
Segment
Usr_Locale

For Help, press F1 4

ical

-3 DGS

@) Connection Poal
@) Inttislization Blocks
& AGM2_DGSATM
&%, DGSREPORT

For Help, press F1
=

e

o

c. Select the variable SCHEMA and enter the schema name within single quotes under the
Default Initializer section. Save the changes.

d. Select the variable TNS and enter the TNS details within single quotes under the Default
Initializer section. Save the changes.

e. Inthe Physical section, expand DGS directory.

OFS DGRR Installation Guide 8.0.3.0.0

79



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

(O TTs = % & e

File Edit ‘iew Manage Tools Diagram in
Newwedd | LB@ 2§

Name: ICnnnectinn Pool Pemissions...
Presentation

- — — E— 'B'

General | Connection Scipts | XL | Wits Back | Miscelanzaus | i

Physical
‘[ Data Govemancs Studio - Attsstation Callinterface |Defaut (0TI 100/11g) | =3 DGS
() Data Govemance Studio - CDE . lﬁA -[@) Connection Pool
() Data Govemance Studio - Controls PR 105 -~ Inttialization Blocks
@ Data Govemance Studio - Data Profle ™ Bequire fully qualfied table names R .?.; AQMZ_DGSATM
[ Data Govemancs Studio - Data Quality . 4 DGSREPORT
@ Data Govemance Studio - Data Quality and Profile I ReR TN IW\LUEOF(TNS)
@ Data Govemance Studio - lssues and Actions ¥ Shared logon
) Deta Govamance Studo -Key Indicators Username [VALUEOFATOMIC SCF  Password: [es
@ Data Govemance Studio - Process Monitoring
() Data Govemance Studio - Reports ¥ Enable connection pooling
| Tmeout: [5 [(inutes)

V¥ Use muttithreaded connections
¥ Parsmeters supparted

Isolation level IDafauN

Description

Connection Pool "DGS"."Connection Pool”

oK Carcel | hep | [ oM
f. Double-click Connection Pool to open the Connection Pool Properties window.

g. Enter atomic schema user password in Password text box.

h. Click OK.

: - -
[Z] Oracle B Administration Tool - DGS.rpd Connection Pool - Connection Pmrw Tole =W

| File  Edit ‘Wiew Manage Tools Diagrarm  Win
oewweas kan @

Name: ICnnnedion Pool Pemmissions..
Presentation

General ICnnnadiun Smpts' XML | Wirite Back | Miscellansous |

| Physical
T3l Data Govemance Studio - Aftestation Callinterface [Defaut OC1 100/119) 3| =@ DGS
() Data Govemance Studio - CDE ) o . - -[@, Connection Pool
9 Data Govemance Studio - Controls Maim.m cormectons: [ 10

(B Initiskization Blocks
& AGM2_DGSATM
Data source name |VALUEOF(TNS) & DGSREPORT

@ Data Govemance Studio - Data Profile ™ Require fully qualfied table names
@ Data Govemance Studio - Data Quality

@ Data Govemance Studio - Data Quality and Profile
@ Data Govemance Studio - lssues and Actions ¥ Shared logon
@ Data Govemance Studio - Key Indicators

@ Data Govemance Studio - Process Monitoring
@ Data Govemance Studio - Reports I

User name:

¥ Usemul| Possword:  [sssesesseas]

Isolation le

Description])

\|Connection Pool "DGS"."Connection Pool” oK Cancel | Help I NUM A
i
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i. Double-click Initialization Blocks to open the Connection Pool window.

j-  Enter atomic schema password in Password text box.

k. Click OK.
=] Oracle 81 Administration Tool - DGS.rpd
File Edit Wiew Manage Iools Diagram ind
Deeseds @0
Presentation

Data Govemance Studio - Attestation
[ Data Govemance Studio - CDE
[ Data Govemance Studio - Controls
) Data Govemance Studio - Data Profile
@ Data Govemance Studio - Data Quality
@ Data Govemance Studio - Data Quality and Profile
) Data Govemance Studio - lssues and Actions
@ Data Govemance Studio - Key Indicators
@ Data Govemance Studio - Process Monitoring
@ Data Govemance Studio - Repors

General |Cunned\un Smplsl XML | Wiite Eackl Miscellaneous I

Name Pemissions. |

Callinterface: [ Defaut (oC1 109/11g) |

Maximum cornections 0=

™ Bequire fully qualfied table names
[VALUEQF(TNS)

Data source name
¥ Shared logon

User name:

[VALUEOFATOMIC_SCr  Password: [seesessarse
¥ Enable connection pooling

Timeout: |5 I[rmnules) LI
¥ Use multithreaded connections
¥ Parameters supported
Isolation level: IDe{ault |
Description:

Connection Pool
B Initilization Blocks
AQMZ_DGSATM
DGSREPORT

Connection Pool "DGS"."Connection Pool”
— =

6. Click File menu and then click Save.

=] Oracle BI Administration Too

I8 Edit View Manage Tools

New Repository...

Diagram Window Help

an BEAMY OB HEE|H

Open
Multiuser 3 Business Model and Mapping
Source Control 3 @ DGS =B DGs
f ciose =Y Conecton Pod|
e
= , -2 AQM2_DGSATM
avens & DGSREPORT
Copy As v Liie

Change Password...

Pririt Preview,,,
Print:

Import Metadata...

Compare...

Turn off Cornpare Mode

Merge...

Check Global Consistency Ctrl+K
Check hdodels 3

Check Out All
Check In Changes
Undo &)l Changes

1 DGS.rpd

2 D:\Sree).. \1702201 7\DGS.rpd

3 D:\Sree)..\08022017\DGS.rpd

4 D:\Sree\..\06022017_1\DGS.rpd

Exit

Save the active repository

[ M| 4
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7. Click Yes on the pop-up message, Do you want to check global consistency?
[T Oracte B Administration Tool - DGS.rpd ~ T SRR ARE - SEIEE)

File Edit “iew Manage Tools Diagram  Window  Help

M R R RS Y R 1R

Presentation Business Model and Mapping Physical

[§ Data Govemance Studio - Attestation @ DGS = B DGS

[ Data Govemance Studio - CDE - [& Connection Pool

[ Data Govemance Studio - Controls @ Intialization Blocks

[ Data Govemance Studio - Data Profile &% AQM2_DGSATM

@ Data Govemance Studio - Data Quality & DGSREPORT

@ Data Govemance Studio - Data Quality and Profile

@ Data Govemance Studio - Issues and Actions I

@ Data Govemance Studio - Key Indicators = -
) Data Govemance Studio - Process Monitoring Oracle EIM u

) Data Govemance Studio - Reports

@ Do you wish to check global consistency?

For Help, press F1 MNUM A
- /)

8. Click OK, on the pop-up message Consistency check didn't find any errors, warning or best
practices violations.

NOTE: Warnings on consistency check can be ignored.

EDMB{A&in&a&nﬂﬂ?@m‘ T — — — — " —— - —— — — :':‘_EFI XN
File  Edit Miewr Manage Tools Diagram  Window Help |

G = e e S T T E t

Presentation

Business Model and Mapping Physica

#/- ) Data Govemar| Consistency Check Managei
- [l Data Govema |
Datz Govema

-I[j) Dats Govema

! Display:
: I Ir [¥ Errors (0) [~ warnings (35)
- [ Data Govemar |

-G Data Govema|| [ MESS20=:
-- @ Data Govema L Tvpege Object Type Object Error Hn.‘ Error Description ‘

-I[j) Dats Govema
(i Data Govema
({i) Data Govema

53}

=

&

™ show Qualified Nam¢  Objects... Stats... Save ds... Check All Objects Edit... G0 To Copy Close Help

A Global Consistency Check was performed. 0 Error(s) (0 shown), 35 Warning(s) (0 shown), and 0 Best Practice violations(s) (0 shown) found.

For Help, press FL

9. Copy DGS.catalog file from <F1C_HOME>/DGSBI1 of Web layer to your local machine.
10. Login to Enterprise Manager. Click Business Intelligence directory at LHS. Select
coreapplication and then click Deployment tab.
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11. Click Repository tab.

ORACLE Enterprise Manager 11g Fusion Middleware Control Setup ~ Help ~ Log Oul
5 e Loggednas weblogic
v [ Farm ifoundaton_domain P e i s 4, 20 2o 15T 0

> [ Applcaton Deployments

1> (23 WebLogk Domain Change Center: | @ Lock and Edit Configuration | () Restart to apply recent changes @

7 [ Busness Inteligence

o R Overwew | Avalsbiity  CapactyManagement  Diagnostcs  Seaurty  Deployment
& [ Metadata Repositories Presenisfin  Repository  Schedder  Markeng  Mal
BI Server Repository Apply

This section shows the current installed RPD. You can use this section to configure a shared RPD location.

Default RPD DGS_BIl

Publshing Drectory

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if a mistake was made on a previous upload.

Repository File | Browse. o f

ﬁ Repositary P:

Confirm Pass

d

d

BI Presentation Catalog
This the cu of the catalog used Services. Use this section o change the location of the catalog, or to share the catalog by pointing to a shared locaton.

Catalog Location [scratch/orade/OSIEES. 0 jnsta tance 1 (OrackeBl = s 1catalog/D

12. Click Lock and Edit Configuration. The Lock and Edit Configuration Confirmation window is
displayed.

ORACLE Enterprise Manager 11g Fusion Middieware Control Setup = Help v LogOut
P g g
B - < coreapplication @ Loggedin as weblogic
7 [§4 Farm_bifoundaton_domain (3] Busness Inteligence Instance = Page Rafreshed Mar 16, 2017 2:58:12 9M 15T 0
& (3 Application Deployments
& 3 Weblogc Domain Change Center: | @ Lock and Edit Configuration | (), Restart to apply recent changes @
¥ (2] Busness Inteligence
(3 imcenppication Overview  Avalabiity  CapadtyMansgement  Dagnostcs Searity Deployment
b Ba Repository Scheduier Marketing Mail
BI Server Repository Apply

This section shows the current nstalled RPD. You can use this section to configure 2 shared RPD location,

DefaultRPD DGS_BI0051
Share Reg

RPD Publishing Directary

Upload BI Server Repository |5 confirmation
Use thissection to Upkoad @ new RPD nd s passvord 8l |y .. it Configuration - Completed Sucoesshully us upload,
Repository File | Browse. No file selected,
* Dane
Repository Password
Confirm Password P
BI Presentation Catalog

This secton shows the current location of the catalog used by Presentaton Services, Use tfis section to change the bocation of the catalog, or o share the cataiog by ponbing to a shared location.

Catalog Location fscratr JOBIEE DG

13. Click Close.
14. In Upload BI Server Repository section, browse the DGS.rpd file from Windows machine.
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ORACLE Enterprise Manager 11 Fusion iddiewars Gontol

g Fam v

Setup ~ Help ~ LogOut
= - @ coreapplication @
7 [§3 Ferm bifoundation_domein

[Z] Busness Inteligence Instance =
> [ Application Deployments

Logged in as weblogic
Page Refreshed Mar 16, 2017 2:58:12 P 157 {1
I> 23 Weblogic Domain Change Center: | [ Activate Changes g Release Configuration ), Restart to apply recent changes @
7 [3 Business Inteligence
| Overvien Availabiity Capacity Management Diagnostics Security Deplayment
- () Metadsta Repositories Prasentation Repository  Scheduler Marketing mal

BI Server Repository
This section shows the current installed RPD. You can use this section to configure a shared RPD location.
Default RPD DGS_BIODS1
[E Share Repository

RPD Publshing Drectory
Upload BI Server Repository

Use this section to upload a new RFD and its password to your BI Server domain, You may also use this section o re-enter the password If a mistake was made on a previous upload.

le DGS.pd  Update...

ord eeserserare

BI Presentation Catalog

This secton shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog, or to share the catalog by poimtng to a shared location.

Catalog Locabon | fscratchforade/OBIEES. Djinstances/instance 1/bifo:

ervicesComponent _obps1/ca

15. Enter the new repository password in Repository Password and Confirm Password.
16. In Bl Presentation Catalog section, provide the Catalog Location as

<OBIEE Installed Directory>/instances/instancel/bifoundation/

OracleBlIPresentationServicesComponent/coreapplication_obipsl/
catalog/DGS

17. Click Apply.

ORACLE Enterprise Manager 11g Fusion Middiewars Control

B Fam

=5
5 Farm_bifoundation_domain
& [ Appication Deployments
> 2] WebLoge Damain

18. Click Activate Changes. An Activate Changes Confirmation window is displayed.

Setup + Help ~ Log Out
& coreapplication @ Logged in a5 weblogic
Business Inteligence Instance ~

Change Center: | [ Activate Changes

Page Refreshed Mar 16, 2017 2:58112 PM 15T 02
& Release Configuration ) Restart to apply recent changes @
¥ [ Business Intelligence
5 Overview Avalabitty Capaity Management Diagnostics Seauity Deployment
> [ Metadata Repusitories Presentation Repository Scheduer Marketing Mai

BI Server Repository

his section shows the current installed RPD. You can use this section to configure a shared RPD location,

Apply

Upload BI Server Repository [& confirmation

Use this saction to upload 2 new RFD and ts passnord 2 Activate Changes - Completed Successfully

pous upload.
Repository File | | Browse... | No fie selected.
fl Dane

_oose |

BI Presentation Catalog

This section shows the current location of the catalog used by Presentation Services, Use this section to change the location of the catalog, or to share the catalog by pomiing to a shared location

Catalog Location | fecratch, /OBIEES, Ofinstances fnstance Lbif

icesComponent/ _obips 1/ca

19. Click Close.
20. Click Restart to apply recent changes.

You will notice a new catalog folder with the name DGS is created at the location <OBIEE
Installed

Directory>/instances/instancel/bifoundation/Oracle
BIPresentationServicesComponent/coreapplication_obipsl/catalog/
21. Select Catalog Manager to connect to the new catalog.
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—E Oracle Business Intelligence Catalog Manager — — = RS
 — -

File Edit View Tools Help

XEBE oW et

-{-_O%Treeigl lzlﬁ|Ta|’.1|e3§l = i)
= B -

Mame Type Qwner My Permis...  Attributes Size

Type:

URL: _f.in.oracle.com:9?04fana|yticsfsaw.dll + | [Browse...|

User weblogic -

Password: sssssssssss

Locale: English (English} =

[T] View Only Mode

22. Once connected, expand Catalog Root and select Shared Folders.
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2] Oracle Business Intelligence Ca

File Edit View Tools Help

HBED| oW e

4[] Catalog Root
[53 Shared Folders| fshared i
2 System Folders
21 User Folders

Table 2 = (=

MName Type Owner My Permis...  Attributes Size

23. Select File and then Unarchive from the drop down.
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=] Oracle Business Intelligence Catalog Manager httpi//whf00alt.n.oracle.comi8704/analytics/sawdll webh_ i

Edit View Tools Help |
“7y Open Catalog Ctrl+0
[®] Close Catalog =
@@  Search
fshared - | G
Explore .
[éj Archive Chrl+ Shifts C MName Type Owner My Permis...  Attributes Size
[Z] Unarchive... Ctrl+Shift+V
| M Eit Alt+Fd

24. When prompted, click Browse and select the saved DGS.catalog file on your local machine.
25. The RPD and catalog are deployed and the application is ready to view the reports.

7.3 Updating Server Specific Parameters

This feature is used in the dashboards where in the user navigates from OBIEE dashboard links to
OFSAA application. For Example: Create a new issue

1. Insert/update the columns of the table obiee_parameters in atomic schema with the
appropriate values.

INFODOM <INFODOM>
SEGMENT <SEGMENT>
LOCALE <LOCALE>

7.4 Alias Configuration

This configuration is required to successfully navigate from a report to a dashboard page while
filtering the data in the all the reports on that page. This functionality is used in various reports
across the DGR dashboards.
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1. Navigate to
<MIDDLEWARE_HOME>/user_projects/domains/bifoundation_domain/
config/fmwconfig/biinstances/coreapplication directory.

2. Locate the ActionFrameworkConfig.xml file. Take a backup so that any unwanted
changes to the file can be reverted to the original state.

3. Open the file for editing. Locate the </aliases> tag and replace it with the following XML
code:

<aliases>

<location-alias>

<alias>actionsrv</alias>
<actual>http://<hostname>:<port_number> </actual>
</location-alias>

<location-alias>

<alias>biserver</alias>

<actual>http://
<hostname>:<port_number>/analytics/saw.dl1?WSDL</actual>

<alias>app_url</alias>
<actual><OFSAA_APP_URL></actual>
</location-alias>

</aliases>

For Example:

<actual>http://10.184.155.80:15520/DGSGL</actual>

NOTE: The <hosthame>, <port_number> and <OFSAA_APP_URL> must be replaced
with server specific values.

4, Save the file.
5. Restart the OPMN and Managed Servers.
7.5 Starting Node Manager and WebLogic Servers

Check if the Node Manager is running or not. If not then perform the following steps.
For Windows Server

1. Navigate to Services.

2. Start Service Oracle WebLogic NodeManager.
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%Oracle DE11GRE Y35 \Writer Service
™ 0racle Process Manager (instancel)
%Oracle WiehLogic ModeManager (E_MiddelwareHome_wlserver _10.3) Started
8 OracleDBConsoleDB1 1GRZ

Skarted

3. Alternatively you can start Node Manager and all the managed services from the All
Programs = Oracle Business Intelligence = Start Bl Services option in the start
menu.

Cracle - OH1052077500 EI Adminiskrakion

Mogzilla Firefox BI Adminisktration Help File
Microsoft Wisual Studio 6.0 Cakalog Manager
TextPad Deinstall

Cracle - OH445592003 Job Manager

Cracle weblLogic Skark BI Services

Cracle Business Intelligence Skop BI Services

I ©racle Cormmon Home 119 - Homel

For Other Servers

1. Navigate to <OBIEE Install Directory>/ wiserver_10.3/server/bin directory.
2. Run the following command:

nohup ./startNodeManager.sh &

tail —F nohup.out

3. Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates INFO: Secure socket listener
started on port <port_no>.

4. Check if the WebLogic Admin Server is running. If not, then follow the below steps.

For Windows Server

1. Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

2. Run the following command:

startWebLogic.cmd

NOTE: The WebLogic Admin Server would have been already started if you had started through the, All
Programs = Oracle Business Intelligence - Start Bl Services as stated above.
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For Other Servers

1.

Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

Run the following command:

nohup ./startWebLogic.sh &

Enter the WebLogic credential defined during the installation.
Execute the following command:

tail —F nohup.out

Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates Server started in RUNNING mode.

cAug 25, 2010 10:32:06 AM CEST> <Notice» cWeblLogicServers <BEA-000365: <Server state changed to RUNNING>
<Aug 25, 2010 10:32:06 AM CEST> <Notices e<WeblLogicServers ¢BEA-D00360> c<Server started in RUNNING modes

Start WebLogic Managed Server (bi_serverl)

Log in to Fusion Middleware Control * http://<hostserver name or IP>:<Port No Default
is 7001>/em’ using the WebLogic credentials defined during installation.

Under the WebLogic domain expand the bifoundation_domain node in the navigation
tree, and select bi_cluster. Click the WebLogic Cluster menu to the right of it. Select
Control from the menu, and select Start Up to start the Managed Servers.

ORACLE Enterprise Manager Fusion Middleware Control 11g
% Farm & Topology

v & bi_cluster@
= I% Farm_bifoundation_damain ‘% WebLogic Cluster
[# [ Application Deployments Harme
= [ Weblogic Darmain
= 5;! bifoundation_domain Cortral ;
’ ontkro
& AdminServer ol
e »
= hi_cluster | Lags Shut Down,..,
bi serverl Wieblogic Server Adi
= Consale,
H [ Buyfiness Inteligence Perfarmance Summary
¥ [ Metadata Repositories Port Usage
Application Deployment ¥
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c. Verify the status of the applications.

ORACLE Enterprise Manager rusion Middigwsrs Contred 115 Seto

it bi_clusterd@ wooae]
I, weblog Custer ~ Sags Rafeashad 3l 7, 2011

i
g
L]

o

i
] oy -
3 | B @
i
ind o0 %
i [ 000
@ ""
o o0
o
i o ]
i3 [ 0 0.00
i 0 o 000
L’ g .00
v -
(73 .00
i o [ 000
i 000
i 000

2. Through Enterprise Manager:

a. Login to the EM Administration screen using the URL
'http://<hostserver name or IP>:<Port No Default is 7001>/em’

b. Expand Business Intelligence node on the left pane and select coreapplication.
c. Navigate to Capacity Management = Availability.

d. Click on the necessary buttons to start and stop the services.

coreapplication @
@ Business Inteligence Instance «

Change e D et %Release Configuration

Owverview Capacity Management | [Disgnostice | Security | Deployment

Metrics | Availability | Scalability  Performance

| @start Al @Stop Al @ Restart Al [ Start Selected [ Stop Selected [ Restart Selected

MName s [Host Port Oradle Instance Mote

=] @ BI Presentation Servers
ﬁ coreapplication_obips1

BT Servers

81 Schedulers

2 BT Cluster Cantrollers

EFE BT Javatosts

w0
a5
£

REV-OVS-X13.i-flex.com 9710 instancel

(=pl = b =p ) =pl =

e. If any problems, check for the log files present in the respective diagnostic
directories of the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs.
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3. Testing the Analytics Reports:

a. Log in to ‘http:// <host server name or IP>:<Port No default is
7001>/analytics/ saw.dll?Dashboard’ using your Administrator credentials
created during platform install.

b. Check for the reports availability.

If any problems, check for the log files present in the respective diagnostic directories of
the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs

For details, see Oracle Business Intelligence Configuration Guide.
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8 Appendix A: Configuring Web Server
This appendix includes the following sections:
e Configuring Web Server
e Configuring Web Application Server
8.1 Configuring Web Server
This step assumes an installation of a Web Server exists as per the prerequisites.
Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.
NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This information is
required during the installation process.
8.2 Configuring Web Application Server
This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the following sections:
This section includes the following topics:
e Configuring WebSphere for Application Deployment
e Configuring WebLogic for Application Deployment
e Configuring Apache Tomcat Server for Application Deployment
NOTE: Make a note of the IP Address/ Hostname and Port of the web application server. This
information is required during the installation process (required if Web Server is not configured).
Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the Related
Documents section for additional information on securely configuring your Web Server.
8.2.1 Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, in a stand-alone server use the command line
option as explained below. A profile is the set of files that define the runtime environment. At least
one profile must exist to run WebSphere Application Server.

This section includes the following topics:

e Creation of New Profile in WebSphere

¢ Manage Applications in WebSphere

e Delete WebSphere Profiles
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e WebSphere HTTPS Configuration

e WebSphere Memory Settings

8.2.1.1 Creation of New Profile in WebSphere

A new profile is created in WebSphere through the command line interface using the
manageprofiles.sh command which resides in <WebSphere Install directory>/AppServer/bin
directory.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template path> -nodeName <node_ name> -
cellName <cell_name> -hostName <host_ name>"

Example:

$usr/home>./manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode0O4 - cellName ipa020dorNode04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName <node name> -
cellName <cell_name> -hostName <host_name> -enableAdminSecurity true -
adminUserName <Admin User Name> -adminPassword < Admin User Password> -
samplespassword <sample User Password>"

Example:

$usr/home>./manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName i1pa020dorNode04 -cellName ipa020dorNode04Cell -hostName
ipa020dor -enableAdminSecurity true -adminUserName ofsaai -
adminPassword ofsaai -samplespassword ofsaai™

NOTE: While using the manageprofiles.sh command to create a new profile in WebSphere, you can
also use "-validatePorts" to validate if the specified ports are not reserved or in use. Additionally,
you can specify new ports with "-startingPort <base port>" which specifies the starting port
number to generate and assign all ports for the profile. For more information on using these ports,
refer WebSphere manageprofiles command.

8.2.1.2 Manage Applications in WebSpheres

To manage the installed applications in WebSphere, do the following:
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1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222_.333:9003/ibm/console (https if SSL is enabled)

Directory>/config/cells/<Node Cell>/nodes/<Node Name> directory.

NOTE: Administrative Console Port value is available in serverindex.xml file within <WebSphere Profile

The Integrated Solutions Console Login window is displayed.

Integrated Solutions Console

Log in to the console.
User ID:

upgs?3

Password:

Log in

o« ¥

2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications = Application Type > WebSphere
Enterprise Applications.

4. The Enterprise Applications screen is displayed.
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Applications

ige to manzge instelled applications. A single application can be deployed onte multiple servers.
e
1 1
top || Install | Uninseall Updata Follour Update ] Femeve File Expart | Export DDL Expare File
ded | |
+ '+
ne & Application Status I;:g'i_

dminister the following rescurces:
faultdpplication

EE

By

¢ ¢ ®l@

-7
i

5. This Enterprise Applications screen helps you to:

e Install new application
e Uninstall existing applications

e  Start or Stop the installed applications

8.2.1.3 Delete WebSphere Profiles

To delete a WebSphere profile, do the following:

1.
2.

8.2.14

Select the checkbox adjacent to the required application and click Stop.
Stop the WebSphere profile to be deleted.

Navigate to WebSphere directory:
<WebSphere_Installation_Directory>/AppServer/bin/
Execute the command:

manageprofiles.sh -delete -profileName <profile_name>
Delete profile directory.

Example:
<WebSphere_Installation_Directory>/AppServer/profiles/<profile_name>

Execute the command:

manageprofiles.sh —validateAndUpdateRegistry

WebSphere HTTPS Configuration

Following are the steps for configuring an HTTPS Transport on WebSphere:

1. Create a profile using the Profile Creation Wizard in WebSphere.
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8.2.1.5

2. Note down the https port specified during this process and use the same as servlet port or
web server port during OFSAAI installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in

OFSAAI_InstallConfig.xml file for Silent Mode OFSAAI installation.

WebSphere Memory Settings

To configure the WebSphere Memory Settings:

1. Navigate to WebSphere Applications Server = Application Servers = Serverl -
Process Definition = Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

8.2.2 Configuring WebLogic for Application Deployment
Applicable only if the web container is WebLogic.
You can deploy multiple Infrastructure applications on different domains of a stand-alone weblogic
application server. To create multiple WebLogic "Domains"” in a stand-alone server you can use
the Domain Creation wizard. A domain is the set of files that define the runtime environment. At
least one domain must exist to run WebLogic Application Server.

NOTE: For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install

patch 18729264.

This section includes the following topics:
e Creating Domain in WebLogic Server
e Delete Domain in WebLogic
e WebLogic Memory Settings

8.2.2.1 Creating Domain in WebLogic Server

To create a new domain using Configuration Wizard in WebLogic, do the following:

1. Navigate to the directory <WLS_HOME>/wlserver/common/bin and execute the
command:

-\config.sh

The Welcome window of the Configuration Wizard is displayed.
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AT

® Create a new WebLogic demain

Create a WebLogic domain in your projects directory.

2 Extend an existing WebLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

B || ben | [ new

2. Select Create a new WebLogic domain option and click Next.

The Select Domain Source window is displayed.

Y Fusion Middleware Configuration Wizard !.E

Select Domain Source
ORACLE

® Generate a domain configured automatically to support the following products:

O Base this domain on an existing template

Exit Help E’lmwa Hed

3. Select the Generate a domain configured automatically to support the following products
option and click Next.

4. The Specify Domain Name and Location window is displayed.
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AL LE

Enter the name and location for the domain:

Dicarmain Fesmes: MockSol

Domain location: | Awveblogichwebl 01 3beaksser_projects domaing Browse

5. Enter the Domain Name and Location. Click Browse to navigate and specify the location.
Click Next.

The Configure Administrator Username and Password window is displayed.

Configure Administrator User Name and Password

ORACLE’

" Disgard Changes

IS name: | mhanager
e passwond
*Confirm user password: | 2emsees|

Dascripthon: Thits Lz (2 thes cle faul SdminizIraton

6. Enter the User name and User password to be assigned to the Administrator. Ensure that
the password is of minimum 8 characters in length.

7. Re-enter the password for confirmation and add a brief Description. Click Next.

The Configure Server Start Mode and JDK window is displayed.
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) Fusion Middleware Configuration Wizard !.E

Configure Server Start Mode and JDK
ORACLE

Before putting your domsain info production, make sure that the: production emdronment iz secure. For more informeation, ee the topic "Securing &
Production Environment” in the WebLogic Server documentation,

To uze Weblogic JRockit in production, Oracle recommends developing and testing your applications: with WebLogic JRockit early inthe project cycle.
For information about VWeblogic JRock®, see the Weblogic JRocki documentation.

| webLogic Domain Startup Mode JOK Selection |
@ Development Mode ® Awailable JOKs
Utiize boot properties for username and b.nsmm.n_w @ stk 50_18
d and poll for ten cheplory.

Sun JOK recommended for bether startup
periormance during ferative development.

C) Production Mode
Require the eniry of & usermame and password
and do not poll for appications to deploy.
webLogic JRockit JOK recommendead for better LAC e
rurtime performance and management. Location

ed || e | [ previous || |

Configure Server Start Mode and JDK
8. Select the following options:

a. Select the required mode (Development Mode or Production Mode) in the WebLogic
Domain Startup Mode section.

b. Select Other JDK in the JDK Selection section. Click Browse and navigate to the JDK
location. Click Next.

The Select Optional Configuration window is displayed.
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L e S

[ Administration Server
Modkly Settings

[] Managed Servers, Clusters and Machines
Add of Delets
Modity Settings

[ RDBMS Security Store
Modily Setlings

Previous Mesd

9. Select Administration Server. A WebLogic Server domain must have an Administration

Server. You can also select Manages Servers, Clusters and Machines and RDBMS Security

Store if required. Click Next.

The Configure the Administration Server window is displayed.
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ORACLE

7 Disgard Changes

*Mame:

*Listen address:
Listen port:

S5L ksten port:
SEL enabled:

AdminServer
All Local Addrezzes

Too7]

O

Exit Help

[Frevious [t

10. Enter Administration Server details such as the Name, Listen address, Listen Port, SSL
listen port, and select SSL enabled (for secure login using https). Click Next.

NOTE: Make a note of the Listen Port or SSL Listen Port value (for example, 7007), since the same has
to be re-entered in the Servlet port field during Infrastructure installation.

The Configuration Summary window is displayed.
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E) Fusion Middleware Configuration Wizard
Configuration Summary
ORACLE
Domain Summary Chick on an dem in the Domain Summary pane on the left o inspect its atiributes in the
Summary View: Detais pane below. You can make limed adustments by clicking Previous to return to a
|Depl-oymerl _v| prior panel, If everything is salisfactory, click Next,
"] MockSol (Aweblogichwebt101 _proj i
£ Server | Deteis
[ meminserver Airibde | Vaiue
hame Basic WebLogic Server Domsin
Description Create & basic WebLogic Server domain without instaling sample appication
Author Oracle Corporation
Location  AweblogicAvebt 01 3beafwlzerver 10 3icommondemplates fdomainsiels far
[« o e ] [

11. Verify the configuration details of the WebLogic domain and click Create.

12. The Creating Domain window is displayed with the status indication of the domain creation
process.
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Y Fusion Middleware Configuration Wizard

Creating Domain

ORACLE

Progress:

ORACLE’

Extracting Domain Contents...

Creating Domain Security Information...
Saving the Domsain Information. ..

Staring Domain Information...

String Substituting Domain Files...
Performing OS Specific Tasks...
Performing Post Domain Creation Tasks..,
Domain Created Successtully!

Domain Location: Aveblogicteebil 01 3feaiser_projectsidomeinsMockSol
Admin Server URL: hitpcfpsB8rev: 7007

13. Click Done when complete. The domain server is created enabling the deployment of

multiple Infrastructure applications on a single WebLogic.

NOTE:

Note down the HTTPS port specified during this process and use the same as servlet port or
web server port during OFSAAI Installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAAI installation

14. Add a java option

8.2.2.2 Delete Domain in WebLogic

1.

8.2.2.3 WebLogic Memory Settings

entry -DUseSunHttpHandler=true
"'setDomainEnv.sh" file (Required only if self signed certificate is used).

Navigate to the following directory:

Execute stopWebLogic.sh command to stop the WebLogic domain.

Delete the WebLogic domain.

To configure the WebLogic Memory Settings:

in WLS_HOME/bin/

<WebLogic Installation directory>/user_projects/domains/<domain
name>/bin
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Change the memory setting for Java Heap to -Xms512m —Xmx3072m 1in
setDomainEnv.sh file, which resides in the directory <DOMAIN_HOME>/bin and in
CommEnv .sh file which resides in the common/bin directory.

Edit this file for customizing memory settings and garbage collector settings depending on the

available hardware configuration.

Example 1:
it [ "${JAVA_VENDOR}" = "Sun"™ ]; then
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_32BIT
else
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_32BIT

Example 2
JAVA VM=
MEM_ARGS=""-Xms256m -Xmx1024m"

8.2.3 Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

This section includes the following topics:

Tomcat User Administration

Configure Tomcat to use JAVA 64 bit Executables

Configure Servlet Port

SSL Port Configuration

Apache Tomcat Memory Settings

Uninstalling WAR Files in Tomcat

Configuration for Axis API
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8.2.3.1 Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit "$CATALINA_HOME/conf/tomcat-users.xml" file as instructed below.

This file contains an XML tag <user> for each individual user, which displays the username and
password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, <user name="admin" password=""admin"
roles=""standard,manager"'/>

1. Add the manager role to any one of the existing username/password combination as shown
in the example above.

2. Use the same username/password to which the manager-gui role has been assigned to
access the Tomcat Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the above configuration is
done.

8.2.3.2 Configure Tomcat to use JAVA 64 bit Executables

1. Navigate to the $CATALINA_HOME/bin directory.
2. Edit the setclasspath.sh file as explained below.

Replace the following block of text:
# Set standard commands for invoking Java.
RUNJAVA=""$JRE_HOME"/bin/java
if [ "$0s400" I= "true" ]; then
RUNJDB=""$JAVA HOME"/bin/jdb

With:
# Set standard commands for invoking Java.
RUNJAVA="$JAVA_BIN"/java
if [ "$0s400" '= "true" ]; then
RUNJDB=""$JAVA_BIN"/jdb

3. If the Tomcat server is already running, it requires a re-start after the above configuration is
done.

NOTE: If Tomcat server is installed under different Unix profile, set JAVA_BIN environment variable
in profile to include the Java Runtime Environment absolute path.

For example:

export JAVA BIN /usr/java6_64/jre/bin

export JAVA BIN = /Zusr/java6_64/jre/bin//sparcv9 for Solaris Sparc
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8.2.3.3

Configure Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the port in the "server._xml" in
the "conf" directory of Tomcat Installation directory. The following steps guide you through the
configuration process:

1. Navigate to SCATALINA_HOME/con¥. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080 ™

2. Against this tag, a parameter is specified "Connector port = "8080"". Edit this value to
the new port number that is used during the installation process.

3. Save your changes in "'server.xml".

NOTE: Make a note of the servlet port configured. This information is required during the installation of
OFSAA Application Pack.
8.2.3.4 SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the following
connect tag under "Define a SSL HTTP/1/1 Connector on port 8443" in
"<Tomcat_installation_directory>/conf/server_xml" file is uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure=""true"

clientAuth="false" sslProtocol=""TLS"

NOTE:

Make a note of the servlet port configured. This information would be required during the
installation of OFSAA Application Pack. To enable https configuration on Infrastructure, assign
value 1 to "HTTPS_ENABLE" in OFSAAI_InstallConfig.xml file for SILENT mode OFSAAI
installation.

8.2.35

For more information related to SSL Configuration on Tomcat, refer to http://tomcat.apache.org/.

Apache Tomcat Memory Settings

To configure the Apache Tomcat Memory Settings:

1. Locate the file catal ina.sh which resides in the directory <CATALINA_ HOME>/bin
directory.

2. Edit this file for customizing the memory settings and garbage collector settings depending on
the available hardware configuration.
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3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.
Example:
iT [ -z "$LOGGING_MANAGER™ ]; then
JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m
-Djava.util._logging.manager=org.apache. juli._ClassLoaderLogManager"
else

JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m $LOGGING_MANAGER"
fi

8.2.3.6 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat, refer Uninstalling WAR Files in Tomcat.

8.2.3.7 Configuration for Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If you
use any other web application server, skip and proceed to next step.

Copy the jaxrpc. jar file from the <OFSAA Installation Directory>/axis-
1 4/webapps/axis/WEB-INF/1ib and place it in under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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9 Appendix B: Configuring Resource Reference in Web
Application Servers

This appendix includes the following topics:

e Configure Resource Reference in WebSphere Application Server

e Configure Resource Reference in WebLogic Application Server

e Configure Resource Reference in Tomcat Application Server

9.1 Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

e Create JDBC Provider

e Create Data Source

e J2C Authentication Details

e JDBC Connection Pooling

9.1.1 Create JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console (https, if
SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC = JDBC Providers. The
JDBC Providers window is displayed.
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JDBC providers T=

JDBC providers
Use thiz page to adit proparties of a JDBC providar. The JDBC provider object ancapsulates the specific JDEC driver

Implementation class for acoess to the specific vendor database of your environment. Learn mare about this task in a
guided activity. A guided activity provides a list of task steps and more general information about the topic.

Bl Scope: Ceil=GX5130REV-Zone2Node05Cell, Node=GX5130REV-ZonelNodeds, Server=serverl

Scope specfies the level at which the rescurce definition iz visisle. For detalled
infarmation on what scope i3 and how it warks, see the scoce settings hels,

Hode=GXS150REV-ZonezNodels, Server=sarverl ¥|

Brefarences

‘\-_l] Deleta
[ ul|ES RS
ISeIml Hame &

A
£ | Scope Deseription

| You can administer the fallowing resources:

Darby JDEC Provider HodewGENS1S0REV- Derby embedded non-i4 JIDEC
[0 | Gmebe JOBC Provider
Zone2Nedeld. Servar=sarvarl Provider
EICMASTER NodewEXS150REV. Cracle JOBC Drivar
O
Zone2Nodels, Server=sarvarl
yracle 1 river Hode=sGXS1S0REV- Orsecle JOEC Driver
[
ZonaNodell. Server=sarvarl
D RORFFW Node=GXS1S0REW- RORFFW
Zona2Nodels. Server=sarvarl
B RORONG Hode=GXS 1 S0REV- RORPHC
Zone2Models, Serverssarverl
0O (V= Node=GX5150REV- UPGSEFT
Zone2NodelS, Serversganierl
O YOGSROR Node=GXS5 L I0REV- UPGSROR
Zona2NodeOs, Servarsgervarl
O UBGSSAND Hode=GX5130REV- UPGS5AND

ZoneZNodelS Serverssarverl

| Totale

4. Selectthe Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create a new
JDBC Provider window is displayed.
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Create a new JDBC Provider -

Create a new JOEC Provider

Step 1: Create new

JIDAC provider
=y = Sat the basic senfiguration values of a JDBC provider, which encapsulates the specific
Step 2t Enter vendor JIDBC driver implementation clazses that are required to access the database,

database class path The wizard fills in the name and the description fields, but you can type different
infarmatian values,

Step 3: Summary Scope

cells: GXS1 S0REV-
ZonelhodelSCellinodes:GXS 1 SOREY-
ZoneZhodelS:sarversiserverl

* Database type

| @racle .

* Provider tyoe &
|Oracle JOEC Driver &
* Impleamantstion type
| Connection pool data source (¥

* Hame
Oracle JOBC Driver

Descripkion
Cracle JDBC Criver [:I

=

6. Enter the following details:

Database Type - Oracle

Provider Type - Oracle JDBC Driver
Implementation Type - Connection pool data source
Name - The required display name for the resource

Description - The optional description for the resource

7. Click Next.
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Create a new JDBEC Provider -

Craate 8 new JDBC Provider

Step 1: Create new Em:d.hb.ﬂdlﬂ paﬂlll'lfﬂﬂl‘lnﬂDll |
JDBC provider . = :

Set the environment variables that represent the JOBC driver class files, which
WebSphere(R) Application Server uses to define your JDBC provider, This wizard page
displays the fila names: you supply only the directary locations of the files. Use
complate diractery paths whan you type the JDBC drivar file locations. For axample:
Cr\SQLLIE\java on Windows(R) or /home/db2Zinstl/sqllib/java on Linux{TM].

Step 2t Enter
database cdass path
information

Step 2! Summary
If a value iz specified for you, you may click Next to accept the value.

Class path:

E]
&

Directory location for "ojdbo jar” which is saved as WebSphere variable
${ORACLE_JDEC_DRIVER_PATH}
/eracle/crajdoc/app/orajdbe/ product/ 11.2.0/ cient_1/jdbe/lib

| Previous || Next| | cancei |

8. Specify the directory location for ojdbc<version>. jar file. Ensure that you do not use the
trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
e Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
e Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required directory on the server.

NOTE: Refer Appendix P for identifying the correct “ojdbc<version>.jar” version to be copied.

Once downloaded, you need to place the file in the required directory in your system. While
creating the JDBC Provider, ensure that the path to the jar file in the directory is specified in
the Classpath field in the previous window.

9. Click Next. The Summary window is displayed.

Create » new JDEC Frovider

Step 11 Create naw Summary

JDBC provider SRR |

rv of actiong:
Step 21 Enter Summary of actiens:

database dass path Datians Valuas i

information f
o | calls:GX5150REV-Zone2todedSCellinodes:GXS 1 SOREN-

=% Step 3: Summary | Zone2HodelS iservers:sarvarl
| JDBC pravider name Oracle JDBC Drivar
. Dl;::.ﬁ-mian.“ . D;I.ﬂl JDE]:. t;rwa-'
| Class puth ${ORACLE_JOBC_DRIVER_PATH}/ejdbes jar
: _s{éﬁ.::&i.e__mac_u RI'JER_DATH}.;-.;:;fl_;l-e;:’erl.;-u-.-e.';;B-.:'.n.;-ij.a:i.:;'-ﬂ.-l'ed-u-ct; :I..: - 20 :.Iunlg_ L/jdbeflib |
| |";"D|Ql'!_"ﬂ'lltl0-'l -G|Ill name | U!!FJQ-;UUC-DQE'LU'I-(J!CQHF.‘I{_\_iQHEUOID!t_.iSE_IUfFl .

| Previous [ Fan'i'sh'_ll' Cancel ]

10. Verify the details and click Finish to create the JDBC Provider.
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11. The options to Save and Review are displayed. Click Save.

9.1.2 Create Data Source

The following steps are applicable for both CONFIG and ATOMIC data source creation:
1.

4. Select the Scope from the drop down list. Scope specifies the level at which the resource

Open this URL in the browser window: http://<ipaddress>:<administrative console
port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

Login with the user ID that has admin rights.

Expand the Resources option in the LHS menu and click JDBC = Data Sources. The Data

Sources page is displayed.
Data sources.

Data sources

Use this page te edit the settings of 8 datasource that s assocated with your selacted JOEC provider. The datascurce
object supplies your application with connections for accessing the database. Learn more about this task in a guided

gcklvity. A guided activity provides a list of task steps and more general information about the topic.

E Sccpe: CellsGXS150REV-Zone2Node05Cell. lodesGXS150REV-Zone2Noded5, Serversserverl

Szope apecifies the lavel at which the rezaurce definition is visible, For detailed
information on what scope is and how it works, see the scops settings helo.

HodewGXS150REV-Zona2lodelS. Serverssarvarl (W

B Prefarences

1
New| Dalete | Test connection Manage state...
b |
=)l i
Selact| Name 2 JKDI name 2% Scope |5 Provider &

You can sdminister the following resources:

Description 2 Category &

I:l Dafault DefaultDatasource | Hode=GXS150REV- Derby JOBC Datasourca
Catasgurce ZoneZNodelS Servar=serverl | Provider for the
WebSphere
Default
Applicatian
D FICMASTER dbe/FICMASTER Node=GXS130REY- FICMASTER Haw JDEC
ZoneZladeldS Servarmsarvarl Catasource
[ |BoRFEW Jdbe/RORFFW Node=GXS1S0REV- RORFFW Hew IDBC
ZeneZNodels. Server=sarverl Datasource
EI BORENC dbe/RORPNC Hode=GXS150REV- RORPNC Naw JDEC
ZoneiNodels Server=serverl Datasource
D YUPGSDET Jec/UPGERFT Hoda=GXS13I0REV- UPGSPFT Haw JDEC
ZonaZNode0S, Sarversservarl CEtEsourse
Elr (4 BEERD jdBe/UPGSROR Hede=GXS150REV- UPGSROR Hew JDBC
ZonaZNodelS.Sarvar=sarvarl Datasourca

definition is visible.

5. Click New. The Create a Data Source window is displayed.
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Crante s dats source

Step 1: Enter basic ‘Enter basic data source information
data sourca - = ir
information

Set the basic configuration values of 3 datasource for associakion with your JDBC
provider. A datasource supplies the physzical connections between the application
sarvar and tha database.

Step 2: Select 1DBC

providar
Reguirement: Use the Datasourses (WebSphere(R) Application Server V4] conscle

Step 31 Enter pages if your applications are based on the Enterprise JavaBesns{TM) (EIE]} 1.0
database specific spedfication or the Java(TM) Servlet 2.2 specification.
propartias for the
dats source Scope

cells: GXS1SOREV-
Step 4: Setup 2one 2Nodel5Calinodes:GXS130REY-
security aliases Zone2NodeDSizarversiserverl
Step 5: Summary # Data source name

[stomT

# JKDI nama
isbe/ DRYMOCK

‘@ [ Cancel I

6. Specify the Data Source name and JNDI name for the new Data Source.

The JNDI name and Data Source name are case sensitive. Ensure that JINDI name is same
as the Information Domain name.

7. Click Next. The Select JDBC provider window is displayed.

Create a data source

Stap 1! Entar basic “ m ;:"n: m‘ -‘m q.r
data source S =
information

Spacify a JDBC provider to support the datasource. If you choose to create a new
JDBC provider. it will be created at the same scope as the datasource. If you are
zelecting an existing JDEC provider, only those providers at the current scope are
available from the list.

Step I: Selact JDBC
provider

Stap 31 Enter
database specific
propartias for the
dats source

O Create new JDBC provider

@ Select an axizsting JDBEC provider

Step 41 Satup

security alisses C'l'I_fti_:]UE—E Dgl_v.r ~

Step 51 Summary

[Frevious | | Next| | Cancel |

8. Select the option Select an Existing JDBC Provider and select the required JDBC provider
from the drop-down list. Click Next.
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Create a dats source -

Craate a data source

Step 1: Enter basic Enter datal specific properties for the data source |

data source
Infarmatian

= Sat these database-specific properties, whicth are reguired by the database vendor
m’;;rs"‘“‘mﬁc JDEC driver to support the connections that sre mansged through the datasource.

Step 3: Enter Name Valua
i L 2 { ik : .
nroﬂrﬁn’forﬂu * URL 10.184.108.91:1521 rorel1 1|
data source

# Data store helper class name

Stap 4: Setup
security aliases

Cracleiig data store halper (W

Stap 5: Summary Use this data source in container managed persistence [CMP)

Previausl Nextl Car-ceil

9. Specify the database connection URL.
For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox
Use this data source in container managed persistence (CMP) is selected.

NOTE: For RAC configuration, provide the RAC URL specified
during installation

For Example:

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_L IST=(ADDRESS=(PROTOCOL=TCP)
(HOST=10.11.12.13) (port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.
14) (PORT=1521)) (LOAD_BALANCE=Nn0) (FAILOVER=yes)) (CONNECT_DATA=(SERVIC
E_NAME=pgadb)))

11. Click Next.
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reate a data source =

Craate @ dats source

Stap 1: Enter basic

data source
information

Step 2: Select IDBC Select the authentication values for this resource.

provider

Step 3: Enter | (none)} ~|
database specific
properties for the
data source

Mapping-cenfiguration alias

-

| (none) o~

Step 4: Setup Container-managed authentication alias
security aliases (nonae) R

Step 5: Summary

Mota: You can craate 3 new J2C authantication alias by accessing one of tha following
links. Clicking on & link vill cancel the wizard and your curment vézard selections will ba
lost,

Previous |

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you
can continue with the data source creation by clicking Next and then Finish.

Create a data source -

Craate & data source

Step 1: Enter basic
data source
information

Step 2: Sslect JDBC
provider

Stap 3: Enter
database spacific
properties for the
data scurce

Step 41 Satup
security aliases

Step 5: Summary

Summery of sctions:
options | values
Sicha cells:GX51530REV-Zone2Noded5Cell:nodes; GXS1 SOREV-
ZoneZNodeldiserversiserverl
Data scurce name AtemT
IKDT name | jdbe/DRYMOCK

Selact an existing
JDBC provider

Qracle JDEC Driver

Implamentation class
name

URL
Data store helpar class
name

Uze this data source in

aracle.jdbe.pocl.OracleConnactionPeolDataSource

jdbcioracleithini@10.184.108.921152 1orcl11gr2

com.ibm.websphere.rsadapter.OraclelOgDataStoreHelpar

authentication alias

container managed krue
persistence [CMP)
Component-managed
authentication alias {none)
Mapging-cenfiguration (aene)
alias 4
Container-managed | (nane)

You can also create and map J2C authentication alias after creating the Data Source.

13. You must create another Data Source by following the above procedure with

jdbc/FICMASTER as JNDI name pointing to the ‘configuration schema’ of Infrastructure.
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9.1.3 J2C Authentication Details

The following steps are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under
Related Items.
Data sources =

Dats sources > Default Datasource > JAAS - 12C authentication data

Specifies a list of user identities and passwords for Java{TM) 2 connactor seeurity to uss

Srefix new alias names with the node name of the cell (for comoatibility with earfier releases)

Apply
B Freferances
Naw|| Dalsta

| =l

Selact| Alias 2 Usar ID Description 5

You can administer the following resourcas:

D GRS ISOREY- upgscenf FICMASTER
ZenaZlode0S FICMASTER

| GXS1SOREV-ZoneNoda0 S/ RORFFW | rorffw

D GXSII0REY-ToneshodeQR RORONG | rargne

O GXS1S0REV-Zong2NodeDS/USGSOFT | upgspft upgspft

I:l GXS1SOREY- upgaprad upgsprad

negNodel S/ UBGSER 0

D vRgErer upgEror
Z

D upgssand upgssand

D CXS150REV-FoneZiodedS VASTEST | upgsconf upgsconf

Total 8

2. Click New under the Preferences section.

Specifies a list of user identities and passwerds for Java(TM) 2 connector security to use.

Genaral Properties

+ User ID
|u=;s?3

* Password

Deserigtion
Atamic [nstance

Ok’i iclot! Cancel |

3. Enter the Alias, User ID, Password, and Description. Ensure the following:

e User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema for
the Information Domain.
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e Specify the CONFIG database user ID and password information for the jdbc/FICMASTER
data source, and specify the ATOMIC database user ID and password information for the
ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

9.1.4 JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC - Data sources option.
The Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path Data
sources>$DATA_SOURCES$>Connection pools.

Data sources > GAFUSION DATA SOURCE > Connecton pools

Use thiz page to set properties that impact the tirming of connection management tasks, which can affect
tha parformance of your applicatien. Considar tha default values carafully: your application requiremants
right warrant changing these values,

Configuration

GCeneral Properties

Additional Properties

Seope A
calls:ipaZédorodediCallinadesiipaZédorNadell rsarvers ;sarverd erARttam-aacl
* Connedion timeout preperties

L2 seconds Ceonnection poaol

* Maximum connections
100 CONPECOnE

* Minimurn cennactions

[10 connactions
* Raap tms

|120 seconds

* Unused timeout
|1@00 seconds

+ Aged timeaut "
o Feconds

Purga policy
EntiraPool |

Apply _O_KJ Resat |  Cancal

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure.
You can also define Reap Time, Unused Timeout, and Aged Timeout as required.
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9.2 Configure Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

This section includes the following topics:

Create Data Source

Create GridLink Data Source

Configure Multi Data Sources

Advanced Settings for Data Source

JDBC Connection Pooling

In WebLogic, you can create Data Source in the following ways:

For a Non RAC Database instance, Generic Data Source has to be created. See Create Data
Source.

For a RAC Database instance, GridLink Data Source has to be created. See Create GridLink
Data Source.

When Load Balancing/Fail Over is required, Multi Data Source has to be created. See
Configure Multi Data Sources.

9.2.1 Create Data Source

The following steps are applicable for both config and atomic data source creation.

1.

Open WebLogic Admin Console in the browser window:
http://[<ipaddress>:<administrative console port>/console (https, if SSL is enabled). The
Welcome window is displayed.

Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Log I ‘o work with e \Weblogic Server doman

Username:

3. From the LHS menu (Domain Structure), click Services - Data Sources. The Summary of
JDBC Data Sources window is displayed.

ORACLE Weblogi Server® s ation Conscé
F— 8 Fume Lo ns Prterences (59 Rocord e | Y Wekscere, manager | Corrted s Mocksal
et bt o ey o KIOC Dots Srmran

shan g 5 Sumenary of I00C Data Seerces

vl bt iy et actiished 26 v

ki o et b 0

- of X conrmctnn. on the

Do Structuee: Ecarove o databaen cornmcon froe a dets sarce.

i |

Showang 1 1o 161 P | toeat

|
Showng Lt 106 1 P | et

o Crmste DOC dats soroe
» Dwlefe TBC oty souromy

Sysbens Shatus
‘imalth of Furvang Servers

| Faded 3

I o)

| Onereaad (0
I Warrg {0
]

4. Click New and select Generic Data Source option. The Create a New JDBC Data Source
window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data
Source.
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Create a Mew I Data Soarce
gt Canced

JDEC Data Source Properties

The foldioveng properties will be used to idenbify your new JOBC data source.

What wookd you liee to name your new J0BC data source?
#5] * Hame: ATOMSTSOL
Wwhat INDE name would you ke to sssgn o your new JOBC Dats Souroe?

15| INDE Hame:
4dbo/ATOHSTSOL

What database type would you lioe to select?

Database Type: Oracle )

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-
down list. Click Next.

Ensure the following:

e The JNDI Name field should be in the format "jdbc/informationdomain".

e Same steps needs to be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name.

e JNDI Name is the same as mentioned in web .xml file of OFSAAI Application.

e Required Database Type and Database Driver should be selected.

Create a New JDBL Data Source

Back  leaxt Cancel

JDBL Data Source Froperties

The foliovng propertes vwil be used to identify your pew JDBC data scorce,
Database Type: Crace
Wikt dainbame driver vaoulkd you Bee fo use fooreste daiabese conmections? Note: ® ndicabes that the dever s explosy supported by Oraces Webloge: Sarver,

Database Driver: *Oracle’s Drver (Thin XA) for Instance connections. Yersions 9.0.1 and later s

Back | hext Cancel

6. Select Database Driver from the drop-down list. You need to select the Database Driver
depending on database setup, that is, with or without RAC. Click Next.
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Create a lew JDBC Data Source

Back | | hext | | Cancei
|

Transaction Options
You have salected ron-3A JOBC driver to create datshase conmecion in your new dats soune
Does Hs 0818 S0Lrce Supoort global transactons? IF yes, Dlease choose the transacton orotocs! for this data seurce.

[¥] Supports Global Transactions

Salact thee opton of you want t Snshis non-Xa I0BC sonvactorss from e dats soures i pie BOPATS in plobal ransactions usng Bhe Laging Last Aesaurss (LLR) ranssction opbmizaban,
Recommended in place of Emulate Two-Phizse Comeit,

) Logging Last Resource

Seiect this oplion IF you want to enable non-XA J0BC connectiorss from the data source to emulate par bopaton in glodal transschons usng JTA. Sefect ths option ondy o your appicaton can
eerale ReurSis CoNGIDoNs.

) Emulate Two-Phase Commit

Selact thie optan o you want i snsbls non-Xa JDBC connectiocs from the data souros to pArBCoAtE i gobal transactions UG e ons-phiss SHmmit TAREACHON DRotssdng, With this colon, no
other resaurtes can partiapabe in the giobal transacton.

& One-Phase Commit

Back | | Nex | | Cancei
|

7. Select Supports Global Transactions checkbox and then One-Phase Commit.

8. Click Next. The Connection Properties window is displayed.

Creabe a liew JDBC Data Source
Back | | dieat, | | Cansee
| |
Connection Properties
Defing Conrittion Propevtes.
Whatis the name of the databses vou would B th connect 197

Database Hame: 'sghu

What s the rname or [P address of the datsbage server?

Pt M 10,184 74,80

What s the port on the databese server Lsed to connect 1o the database?
Pt 1521
‘ivhat database sctount user rame da you want it uss 1o reste database connecton?

Database User Hame:

agatom
What s the datahass account passnard 1o use o create database onnections?
Password: srsnes
Confirm Password: ERRE

Back, | tiext | Cance

9. Enter the required details such as the Database Name, Host Name, Port, Oracle User
Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create o New JDBC Data Source
Test Configuration. | Back | hext Fnish | | Cancei

Test Database Connection

Test the catabase svalabilty and the connection propertes you provded

What o the Al package name of JIDBC diiver clags used 1o creats dAIADASS CONMACHONE M Bhe Sornecton poal?

Dwtver Cluss R oracle jdbe Oraclalriver

Nhat 5 the URL of the database o connect 107 The format of the LBIL vanes by J0BC drives,

URL: (ke oracle thin @10 184.]
nat catabase SCCount user Name 0o you want 1o use o craalte catabase sormections?

Database User Hame: saatam

WhET S the Salahade azosunt DASHOND 10 uSe 1D reatE databass tornehonsd

Password: SEssssEBEENERNRR N

Confirm Passvord: L L T

Wit ane the properties to pass to the JDBC drivier wihen crigbinryg databade connectons?

Propertics:

useITIsatCR

he sat of driver properties whose values e derived at runtme from the named system property.

System Froperties:

VTR tatve mme o SQU Statemant iwoukd

Test Table Hame:
SQL SELECT 1 FROM DUAL
TestConfguration | | Back | Nex | | Frush | | Cance

11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded".

12. Click Finish. The created Data Source is displayed in the list of Data Sources.

NOTE: User ID is the Oracle user ID that is created for the respective CONFIG and ATOMIC schema
of the respective "Information Domain".
User ID to be specified for data source with FICMASTER as JNDI name should be the Oracle
user ID created for the CONFIG schema.

13. Select the new Data Source and click Select Targets tab.
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Select Targets

J05C eats sounoe, I you con't salect a targat, the data source wil be cranted but not deployed. You wil reed 1o deploy the dats sonee

Back Frish | Cancel

14. Select AdminServer and click Finish.

9.2.2 Create GridLink Data Source

If you have selected the option, New = GridLink Data Source while creating the Data Source,

you can directly specify the JDBC URL as indicated.

Create a Mew JOBC GridLink Data Source
Nt Cancal

JDBC Griduink Data Seurce Froperties

The following propertes be Lsed ta dentfy your néw JOBC Grdlink dats sounte

ke 1 name: your new JOBS source?
= hame: Wz
8% FOT e wiowdd you B 0 assagn B0 vour ey JDC Gricllink: catl source?
fH DT Hame:

Jdbe/ %y

Ahat catabase type would you lee t9 ssiect?
Database Type: Cracle
Ts S XA drrver?

[ A oriver

et Cangel

1. Enter Data Source Name and JNDI Name.

Ensure that the JNDI Name is specified in the format "jdbc/infodomname" and the XA
Driver checkbox is not selected. Click Next.
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Connection Properties

Dafra Corr

Ervber Cormplete J06C URL for Gridunk databa:

Complete J0BL URL:

WWhat databece account user neme do you want o use 1o e be databege connectong?

Database User Name:

ihat = the datsbace sccount pasoword fo use o

Passwond:

Confirm Passwornd:

Back | lext Cancel

create datshace connections?

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The

9.2.3 Configure Multi Data Sources

created Data Source is displayed in the list of Data Sources.

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which

data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database connection.
If a clustered server fails, Oracle continues running on the remaining servers.

1.

enabled). The Login window is displayed.

Login with the User ID that has admin rights.

Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console (httpsif SSL is

In the LHS menu (Domain Structure), select Services = JDBC = Multi Data Sources. The
Summary of JDBC Multi Data Sources window is displayed.
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Summary of JID8C Hult Data Sources

CAEN $ErZ8 S A ARSITACEON Sround & Grouo of Bata sourees that pravides laad balanang and faderver bebuean SBA S0uroRs. AS vith dath sources, fulli GatA Soufees &e Bia baund
ek, Appications £hn kok up & MUt dats source on the JND] fres and than resenye & datsbase conmection from B cats souroe, The muit cats scurce detarmines fom which data
tride the cormection

soorce b

Lise thiz page to create or view mult data ssurces in your domain,

¥ Customire this table

Hulti Data Sources{Filtered - More Columns Exist)

B Shoming 100 2of 2 Previous | ext
1 | thame < IN0T Hame: Algorithm Type [ Targets

O |rustonos JCFUSIONRHEL Load-Balancng E;: nServer

[ |ro&os Laad £ E»: Sarve

Fiewy Sharwing 1 o 2of 3 Previous | Hext

4. Click New. The Create a New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which must be added to new JDBC Multi Data Source are created.

Create a few 308 Multi Data Source
Pigsd Lance
Configure the Multi Data Source

et Fsiorang) poaper e il be uted 1o Rentify your new JDBC mauis data source,

Vinat veouid wou Be o nam your nesy JOBC Ml Obta source?

£ Mame JOBC Muhi Data Source-0
&t THOL name vealid you i 2o Bseign b9 your new: JDBC mut dats source?
45| MO Name:

Jdbe/infodomname

What aigorithm type for this JOBC Mult Dats Source vould you lioe to select?
AF] algorithm Type: Load-Batancing ¥

Pt Cancsl

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-
down list. Click Next.

NOTE:

e The JNDI Name must be specified in the format jdbc/infodomname.

e JNDI Name of the Data Sources that are added to new JDBC Multi data source should be
different from the JNDI name specified during Multi Data Source.

e Same steps must be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name for Data

Source.

e JNDI Name provided in multi data source should be the same name that is mentioned in
the web.xml file of OFSAAI Application.

e You can select the Algorithm Type as Load-Balancing.
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Lrealte & New JUBL Hulli Uala Saurce

Bact | Heas Cancel

Select Targets

You an seect one or mone targets to depioy your new JOSC Mulu Data Seurce,

Servers

=l AdminServer

Back | Hexd Cance!

6. Select AdminServer and click Next.

Sack el Cancel

Select Data Source Type

Flease seact Type (A o Mon-XA) of oata seuce you veould lie to acd £0 yeur nev JOBC Mult Data Source

) NA Driver
(&) Hon-XA Driver

Sack b Cancal

7. Select the type of data source which is added to new JDBC Multi Data Source. Click Next.

dack Fisah = L=

Add Data Seurces

8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

9.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The Settings
for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Navigate to Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (enables WebLogic Server to test a connection before giving it to a client).

4. To verify if the data source is valid, select Data Source name. For example, FICMASTER.
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Settings for FICMASTER
Configuration | Targets | Monitoring | Control | Security | Motes

Statstics  Testing

Uise: this page to test datahase connections in this 3DBC data source.

¥ Customize this table
Test Data Source (Filtered - More Columns Exist)

Showing 110 1of 1 Previous | Next

Server State

O |orsaatzs

o

Showing 1t 1of 1 Previous | Next

5. Select the server and click Test Data Source.

6. A message is displayed indicating that the test was successful.

7. Once the Data Source is created successfully, the following messages are displayed:
e All changes have been activated. No restart is hecessary.
e Settings updated successfully.

If not, follow the steps given above to recreate the data source.

9.2.5 JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
Source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path
Home = Summary of Services: JDBC - Summary of JDBC Data Sources = JDBC
Data Source-<INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment to
1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

9.3 Configure Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

e Create Data Source

e JDBC Connection Pooling

Copy the Oracle JDBC driver file, "ojdbc<version>. jar" from <Oracle Home>/jdbc/lib
directory and place it in <Tomcat Home>/11ib directory.
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NOTE:

Refer Appendix P for identifying the correct ojdbc<version>. jar version to be copied.

9.3.1 Create Data Source

To create Data Source for OFSAA application, navigate to <Tomcat Home>/conf directory and
edit the following block of text by replacing the actual values in the server . xml file.

NOTE:

The User-IDs for configuration/ atomic schemas have the prefix of SETUPINFO NAME
depending on the value set for PREFIX_SCHEMA _ NAME in <APP Pack> SCHEMA _IN.xml
file of Schema Creator Utility. For example, if the value set for SETUPINFO NAME is DEV and
PREFIX_SCHEMA_NAME is Y, and the schema name was mentioned as ofsaaconT, then
the actual schema created in the database would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext=""true">

<Resource auth="Container"

name=""jdbc/FICMASTER"

type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine 1P address>:<DB
Port>:<SID>"

maxActive="100"

max1dle="30"

maxWait=""10000"/>

<Resource auth=""Container"
name=""jdbc/<INFORMATION DOMAIN NAME>"
type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine IP address>:<DB
Port>:<SI1D>"

maxActive=""100"
maxldle=""30"

maxWait=""10000"/>

</Context>
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NOTE: The <Resource> tag must be repeated for each Information Domain created.

After the above configuration, the WAR file must be created and deployed in Tomcat Server.

9.3.2 JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE_HOME/jdbc/lib/ojdbc<version>._jar file to the
$TOMCAT_DIRECTORY/ 1 ib/directory

NOTE: Refer Appendix P for identifying the correct “ojdbc<version>. jar” file version to be

copied.

2. Editthe server.xml file present under the $TOMCAT_DIRECTORY/conf/ directory with
the below changes, which is required for connection pooling

<Context path="/ $CONTEXTNAME$" docBase="" $APP_DEPLOYED_PATH$ *
debug="0" reloadable=""true' crossContext=""true'>

<Resource auth="Container"

name="jdbc/ $INFODOM_NAMES$"

type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="" $ATOMICSCHEMA_USERNAMES$"
password=""$ATOMICSCHEMA_PASSWORD$"
url="$JIDBC_CONNECTION_URL"

maxActive="100"

maxidle="30"

maxWait=""10000"

removeAbandoned=""true" removeAbandonedTimeout="60"

logAbandoned=""true" />

</Context>

Note the following:

$APP_DEPLOYED_PATHS$ should be replaced by OFSAAI application deployed
path . $1NFODOM_NAMES$ should be replaced by Infodom Name.

$ATOMICSCHEMA_USERNAMES should be replaced by Atomic schema database user
name.

$ATOMICSCHEMA_PASSWORDS$ should be replaced by Atomic schema database
password.
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e $IDBC_CONNECTION_URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:soluint

e The User IDs for configuration/ atomic schemas have the prefix of setupinfo depending
on the value set for PREFIX_SCHEMA_ NAME in <<APP Pack>> SCHEMA IN.XML file
of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
would be DEV_ofsaaconf.

9.3.3 Class loader configuration for Apache Tomcat

1. Editthe server.xml file available in $TOMCAT_HOME/con¥/ directory.

2. Add tag <Loader delegate=""true" /> within the <Context> tag, above the
<Resource> tag. This is applicable only when the web application server is Apache Tomcat
8.

NOTE: This configuration is required if Apache Tomcat version is 8.
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10 Appendix C: Creating and Deploying EAR/WAR File

This appendix includes the following topics:

e Creating EAR/WAR File

e Deploying EAR/WAR File

10.1 Creating EAR/WAR File

To create EAR/WAR File, perform the following steps:
1. Navigate to the $F1C_WEB_HOME directory on the OFSAA Installed server.

2. Execute ./ant.sh to trigger the creation of EAR/ WAR file.

3. On completion of the EAR files creation, the BUILD SUCCESSFUL and Total Time taken
message is displayed and you are returned to the prompt.

onMemu .. xml

4. The EAR/ WAR file - <contextname>.ear/ .war - is created.

NOTE: The <contextname> is the name given during installation.

This process overwrites any existing version of EAR file that exists in the path.
For OFSAA configured onTomcat installation, <contextname>.war file is created.
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10.2 Deploying EAR/WAR File

This section includes the following topics:

e Deploying WebSphere EAR/WAR Files

e Deploying WebLogic EAR/WAR Files

e Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack Web Archive.
This is applicable to all Web Servers (WebSphere, WebLogic, and Tomcat). For more
information, refer Clearing Application Cache section.

10.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, perform the following steps:

1. Start WebSphere Profile by navigating to the path
""/<Websphere_Installation_Directory>/1BM/WebSphere/AppServer/profile
s/<Profile_Name>/bin/" and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https if SSL is enabled). The login screen is displayed.

WebSphere. EiEL]

€D 7\ €D WebSphere Integrated
Solutions Console
|"/ | User ID
f admin

O — Password

Licensed Materials - Froperty of IBM (c) Copyright IBM Corp. 1597, 2011 All Rights Reserved.
1BM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

3. Enter the user credentials with admin privileges and click Log In.
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4. From the LHS menu, select Applications and click New Application. The New Application
window is displayed.

Mew Application =

MNew Application
This page provides links to create new applications of different types.
Install a New Application

Mew Enterprise Applicatien

L% Mew Business Level Application
J.‘

New Asset

5. Click New Enterprise Application. The Preparing for the application installation window is
displayed.

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

) Local file system

® Remote file system

Full path

|/scratch/oracle/was855/profiles/ TESTS0AAL/AAIS(

Mest Cancel

6. Select Remote File System and click Browse. Select the EAR file generated for OFSAA to
upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt only when additional information is required.

) Detailed - Show all installation options and parameters,

# Choose to generate default bindings and mappings

Previous I Nmﬂ:| Cancel |

7. Select the Fast Path option and click Next. The Install New Application window is displayed.
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Specify options for instzlling enterprise applications and modules,

Step 1: Select Select installation options

installation options

Step 2 Map
modules to servers

Step 2 Summary

Specify the various options that are available for your application.

Precompile JavaServer Pages files

Directory to install application

Distribute application
Use Binary Configuration

Deploy enterprise beans

Application name

AAISD
Creste MBaans for resources

Override class reloading settings for Web and E18 modules

Reload interval in seconds

Deploy Web services

alidate Input offfwarn/fail

warn v

Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to execute
Allow HTML and image files to be read by everyone

[Fldil=755% % .50=755%."\.a=755%."\.5I=755

Application Build ID

Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

level application name

Create New BLA

Asynchronous Request Dispatch Type

Disabled fud

Allow EIB reference targets to resolve automatically

Deploy client modules

Isolated

Validate schema

=

8. Enter the required information and click Next. The Map Modules to Servers window is
displayed.

ation

Specify options for installing enterprise applications and medules,

installation options

=* Step 2: Map modules
to servers

Step 2 Summary

Map modules to servers

Clusters and servers:

Specify targets such as application servers or clusters of application servers where you want to install the modules that are
contained in your application, Modules can be installed on the same application server or dispersed among several application
servers, &lso, specify the Web servers as targets that serve as routers for requests to this application, The plug-in
configuratien file (plugin-cfg.=xml) far each Web server is generated, based on the applications that are routed through,

| webSphere:cell=ofss2311701Node02Cell,node=0fs523117 01 Node02,server=serverl

Apply

Application

URI Server
AATS0.war,WEB- webSphere:cell=ofs523117 01 Node02Cell,node=ofss2311701Node0 2, server=serverl
INF/web.xml

| Brevious | ‘ Cancel |

9. Select the Web Application and click Next. The Map Resource References to Resources

window is displayed.
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Specify optiens for installing enterprise applications and modules.

Step 1 Select Map to
installation options

Step2 Map Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
javax.sql.DataSeurce

Step 3: map resource | Set Multiple JNDI Names ~ | Modify Resource Authentication Method... | [_Extensed properties.__|

references to resource

Step 4: Map virtual
hosts to Web modules E h
Step 5:Summary Select Module Bean| URI i | Target INDI Name | Login configuration
Resource
authorization;
| [jdbc/OFSALMINFO Container
= OFSAAL Web AAIBD.war, WEB- b/ OFSALM] |
B | application INF/web.xml b thot) l _Browse... | Authentication
method:
None
Resource
| [jabesFIcMasTE i
[ | OFSAAILWeb AAIBD.war,WEB- JAbC/FICMASTER | "::’:f 1 = contamer
Application INF/web.xml —"“J Authentication
method:
MNone
IL | I
Resource
[idbc/oFscaraDqINFG Container
OFSAAL Web AAIB0.war, WEB- : |
[ AAL ! ’ jdbC/OFSCAPADQINFO | | Browse... S
Application INF/web.xml | _Browse... | Authentication
method:
| None

Previous || Finish | Cancel |

10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method
created earlier.

12. You can specify ‘config’ for FICMASTER resource or ‘atomic’ for atomic resource as the
authentication method.

13. Select OFSAAI Web Application and click Next. The Map Virtual hosts for Web Modules
window is displayed.

Install New Application

Specify options for installing enterprizse applications and modules.

R Hap Nitual hosts TOEWab modalas

installation options

Specify the virtual host where you vant to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtual host or disperse
modules to servers them among several hosts.
Step 3 Map B Apply Multiple Mappings
resource references |
to resources

Step 4: Map virtual | Select| Web module Virtual host
hosts for Web |

modules OFSAALI Web Application | default_host [

Step 5 Summary

| Previous I }_-Ne:-:t II Cancel ]

14. Select Web Application and click Next. The Summary page is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select _: mary
installation options I
Summary of installation options
Step 2 Map e s SARCE Rt = So——
modules to servers Optiens Values
Pracompile JavaSarver Pages filas No
Step 3 Map
O it e Dl i ol Diractory toinstall application
to resources Distribute applicatien Yes
Step 4 Map virtual Lise Binary Canfiguration Na
hasts for Web Deploy enterprise beans Yes
modules =
Application name AAIBO
Step 5: Summary Create MBeans for resources Yes
Override class reloading settings for Web and EJE e
modules
Raload intarval in saconds
Deploy Web services Neo
Validate Input off/warm/fail warn
Process embedded configuration Neo
File Permission FLdll=7 55#,*\.50=755#.%\.a=7 55&.%\.5|=755
Application Build ID Unknown
Allow dispatching includes to remote r es No
Allow servicing includes from remote resources No
Business level application name
Asynchronous Request Dispatch Typa Disablad
Allow EJB raferance targats to resolve automatically No
Daplay clisne madulas Na
Client deployment mode Isclated
Validate schema No
Cell/Node/Sarver Click here

.[ Previous | | Finish ]I Cancel ]

15. Click Finish and deploy the Infrastructure Application on WebSphere.

16. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

Start Application

To start the application, perform the following steps:

1. Expand Applications = Application Type = WebSphere Enterprise Applications. The

Enterprise Applications window is displayed.
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Enterprise Applications wE

Enterprise Applications
Use this page te manage installed applications, A single application can be deployed onto multiple servers.,

# Preferences

SI:artI Stap || Install Uninstall Update Rollout Update Remaove File Export Export DDL Expaort File

Qi

Select| Name 2 Application Status &)_

You can administer the following resources:

I:] AATED
& Defaultapplication

O |hehee

¢ ¢ ¥ =

|

Total 4

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere profile.
<cell name> is the cell name given during profile creation
<context name> is the context name given during installation.

10.2.2 Deploying WAR File on WebLogic

Following are the steps for deploying Infrastructure application that is created during installation:

1. Navigate to the <WebLogic Installation
directory>/user_projects/domains/<domain name>/bin directory in the machine
in which WebLogic is installed.

2. Start WebLogic by executing the command:

./startWeblLogic.sh -d64

3. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console
(https, if SSL is enabled). The Sign in window of the WebLogic Server Administration
Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing “./reveleusstartup.sh”
command as mentioned in Start Infrastructure.

4. Log on to the WebLogic Server by entering the user credentials having privileges to deploy
the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
window is displayed.

OFS DGRR Installation Guide 8.0.3.0.0 138



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

DQAC I_E Webl_ogic Sel’\l's-rE Administration Console —
Change Center @ Home Log Out Preferences Record Help | Q Welcome, upg7273 | Connected to:
View changes and restarts | upg7273
Home >Summary of Deployments
Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain. Sty of Deplcyments
Control | Monitoring
Domain Structure
upg7273
4H-Environment This page displays a kst of Java EE applcations and stand-alone application modules that have been installed to this
its domain, Installed applicatons and modules can be started, stopped, updated (redeployed), or deleted from the domain by
: jery first selecting the application name and using the controls on this page.
Sequrity Realms To install a new application or module for deployment to targets in this domain, dick the Install button.
e Interoperabity
#}-Disgnostics
¥ Customize this table
Deployments
Install . Showing 1to 1of 1 Previous | Next
O | vame & State | Health | Type DeiRRCe
How do L. B e
| O | ® Bupgrars Active | ¥ 0K E;;g;i 100
System Status 1 | I p
J Install | ’ Showing 1ta 16f 1 Pravious | Next

6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and click
Next.

Explode EAR

To explode EAR, perform the following steps:

1.

Create the applications directory under domain name. For example,
/Bea/user_projects/domains/ <Domain _name>/applications.

Create <context_name>._ear directory under applications directory.

Copy the <$FIC_WEB_HOME/<context_name>_ear file to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/appli
cations/<context_ name>.ear directory.

Explode the <context_name>._ear file by executing the command:
Jjar -xvf <context_name>_ear

Delete the <context>_ear and <context>_war files (recently created) in
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/appli
cations/<context_name>_ear directory.

Create <context_name>_war directory under
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/appli
cations/<context_ name>_ear directory.
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7. Copy <$FIC_WEB_HOME/<context_name>.war file to <WEBLOGIC_ INSTALL_
DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications/<context_
name>._ear/<context_name>_war directory.

8. Explode the <context_ name>._war file by executing the following command to get the

directory structure:

jJar -xvf <context_name>.war

Install Application

To install the application, perform the following steps:

1. Open Install Application Assistant.

Install Application Assistant
Mgt | Cancal
|
Locate deployment to install and prepare for deployment

Select the fie path that rapresents the appbcation root directory, archive fie, exploded archive drectory, or apphoation module descriptor that you want to instal. You can aiso enier the path of
the appécaton drectory or file in the Path field.

-

the requred deployment descrptors.

Note: Orly vaid fie paths are displaved beiow, If you cannot find your depioyment fies, ubload your file{s} andj/or confim that vour applicabon cont

Path: foradataZivwl 1035/0racle/Middleware/user_projects/domainsiupg7273/apglications
Recently Used Paths: forads rac are omains ppications
i) projects [ domains | upg 7273 [ appications

Current Location:
O L0 upg7273.0ar (open drectory)

Hext i Cancai

2. Click Next.

Install Application Assistant
Back | | Wext Cancel

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this deployment will run. There are several ways you can target an appication,

o Install this deployment as an application

The sppbicaton and ils Components wil be targeted 1o the same lacations. Ths & e Most (OMmmon UEBgE.
O Install this deployment as a library

Apphcation libranes are deployments that are avalable for olher deployments to share, Libraries should be avadable on aff of the targets runnng ther referencng applications

Back | | hMext Cancal

3. Select the Install this deployment as an application option from Choose targeting style
section and click Next. The Optional Settings window is displayed.

OFS DGRR Installation Guide 8.0.3.0.0 140



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

Install Apphcation Assistant

Back | | Hext| | Finish | | Cancei
] : il |

Optional Settings
fou can modfy these settings or acoept the defadlts
General

What do you want to name this deployment?

Hame: upg?273
Security
Vihat secunty mode! do you want to use vath thes applicaton?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

) Advanced: Use a custom model that you have configured on the realm's configuration page.

Sowrce accessibility

Haw shacid the source fles be made accessbie?
(3 use the defaults defined by the deployment's targets

Recommended selecton,
() Copy this appheation onto every target for me

During depinyment, the fies will be copred automatically to the managed servers to which the applicaton is fargeted,
) Twill make the deployment accessible from the following location

Location: {oradata2iwd 1035/ Oracle/Middieware/user_projects/domait

Frovide the location from where all targets wil access thes applicaton’s fles. This is often a shared drectory. You must ensure the appicaton files st n this location and that each target can
readn the iadaton.

Back | | Hed | | Finish icance-.
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and policies
that are defined in the deployment descriptors should be used.

6. Selectthe | will make the deployment available from the following location option under
the Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Install Application Assistant

Back Finigh Cancel

Review your choices and click Finish
Chick Finish o complete the deployment. This may take a few maments to complate,
Additional configuration
In crdar to work successfully, this application may require addtional configuraton. Do you want to review this appbcaton’s configuration after complating this assistant?

(&) Yes, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summanry
Deployment: foradatal w1035/ Orade Mddleware fuser_projects/domains fupg 7273 /applizabong fupg 7273 ear
Hame: wg72733
Staging mode: Use the defaults defined by the chosen tangets
Security Model: DOOnly: Uza only roles and polices that are defined in the deplayment deserptors,

Target Summary

Compaonents <~ Targets

upgT273 ear AdminServer

Back | Finish Cancel

8. Selectthe Yes, take me to the deployment's configuration screen option and click Finish.
The Settings for <Deployment Name> window is displayed.
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Settings for upg?7273

Overview = DepioymentPlan | Configuration | Seaurity | Targets | Control | Testng | Monitoring | Notes

Save

Use this page to view the general configuration of an Enterprise applcation, such as its name, the physical path to the application fies, the assodated depioyment pian, and 50 on. The table at
the end of the page §sts the modues (such as Web appications and EJBs) that are contained in the Enterprise application. Chick on the name of the module to view and update its configuration.

Hame: upg7273 The name of this Enterprise Application.  Mare Info..,
Path: | oradata2 wi 1035/ Orade Middlevare/ user_projects) domains| upg7273/ The path to the source of the deployable unit on the Administration
appicationsf upg7273. ear Server.  More Info...
Deployment Plan: {no plan specified) The path to the depioyment plan document on Administration Server,  More
Info...
Staging Mode: (ot specifed)
Security Model: OOy

a_[g Deployment Order: 100

(5] Deployment Principal
Tame:
Save
Modules and Components
Showing 1to 1of 1 Previous | hext
Hame Type
= Enterprise
Bupgrera Apphcation
=i EJBs
(| StatelesgCacheBaanBaan ER
= Modules
8 UPQ7273 "'.'d?‘ e
Fbeancache.jar Efm
3 Masle
£l Web Services
Hone to display

Showing 1to 1of 1 Previous | hext

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is
displayed.
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Summary of Deployments

Control | Monitoring

Tt page dsplavs 8 kst of Java EE appbcatons 3

stand-slone sophcaton modules that have been metaled to ths doman, Installed sppheations and modules can be started, stooped, uodated
{redeplayed), or deleted from the domain by firs +

ng the application name and using the controls on this page.

To install a new application or module for degioyment to targets n this domain, dick the Install button,

¥ Customize this table

Deployments
_rsla:_ | u;::a'.e_ _I:e-ele_ ls:aﬂVI Stop v Showing 1to 1of 1 Previous | Next
Servicing all requests
Name v Servicing only admiricization requests State Health Type Deployment Order
& | B Bupg7273 Active ¥ ox Enterprse Application 100
nsiai || Updete  Deiste | | Stariv | Stopv Showng 110 10f 1 Previous | Next

12. Select the newly deployed Infrastructure application and click Start = Servicing all
requests. Ensure that the infrastructure server is up and running.

Messages

Summary of Deployments

Control | Manitoring

Thi 15 page cspeiays & ist of Java EE appicatons and stand-alone appication modules that have been nstaled to thes domaen. Installed apphcatons and modules can be started, stopped, updated
{redeployed), or delsted from the domain by first selecting the aoplication name and using the controls on this page,

To install 8 new appication or moduie for depfoyment to targets in this domain, dick the Install button,

P Customize this table
Deployments
ol I Showing 10 10f 1 Previous | Next
[ | Hame o State | Health | Type Deployment Order
1 | 8 upgrara Active ¥ ox Enterprise Applicaticn 00
nstal = = Showing 1to 1of 1 Previous | Mext

13. The State of the deployed application is displayed as Active if started successfully.

10.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to
uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure
application:

1. Copy the <context-name>_war file from $FIC_WEB_HOME/<context-name.war> to
<Tomcat Installation Directory>/webapps/ directory.
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Home Documentation Configuration

Apache Tomcat/7.0.57

Examples

Wiki  Mailing Lists

Recommended Reading:
Security Considerations HOW-TO

Manager Application HOW-TO

Developer Quick Start

Tomcal Setup
First Weab Application

Realms & AfA

Managing Tomcat
For secunity, access to the manager webapp is

restricted. Users are defined in
$CATALINA HOME/conf/tomcat-users.xml

In Tomcat 7.0 access to the manager
application is split between different users
R

Release Notes
Changelog
Migration Guide
Security Notices

Clustering/Session Replication HOW-TO

Examples

JOBC DataSources

Documentation
Tomeat 7.0 Documentation

Tomeat 7.0 Configuration
Tomcat Wiki

Find additional important configuration

information in
SCATALINA_HOME/RUNNING.TXT

Developers may be interested in
Tomcat 7.0 Bug Database
Tomeal 7.0 Jav

Tomeat 7.0 SVN Reposiory

Find Help

Wpache Software Foundation
& http://www.apache.org/

Server Status
Manager App

Host Manager

Serviet Specifications
Tomcat Versions

Getting Help

FAQ and Mailing Lists
The following mailing lists are available

Iomeat-announce
important announcements, releases, security
viulnerability notifications. [Low volume ).

i fod
User support and dscussion

tagbs-yser
User suppert and discussion for Apache Taghbs

lomeat-dev
Development maling ist, ncluding commil MESSages

Click Manager App. The Connect to dialog box is displayed.

Enter the User ID and Password that has admin rights and click OK. (For user creation in
Tomcat, see Tomcat User Administration. The Tomcat Web Application Manager window is
displayed with the list of all the applications deployed.
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4. Inthe Deploy section, enter the Context Path provided during the installation as
"'/<context-name>"'.

5. Enter the path where the <context-name>.war file resides (by default ""$FIC_WEB_
HOME/<context-name>._war") in the WAR or Directory URL field and click Deploy.

6. On successful application deployment, a confirmation message is displayed. Start the
Tomcat server. Refer Starting Web Application Servers for more details.
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11 Appendix D: Starting / Stopping Infrastructure Services

11.1 Start/Stop OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter includes
the following sections:

e Starting Infrastructure Services

e Starting Web Application Servers

e Stopping Infrastructure Services

e Stopping Web Application Servers

11.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the _profile
file. All servers mentioned must be started from the same shell encoding. The servers mentioned
below are dependent on each other. It is mandatory to maintain the order in which the servers are
started. Allow each of the servers to initialize completely before starting the next server.

1. On the machine in which Infrastructure Application components have been installed, navigate
to $FIC_APP_HOME/common/FICServer/bin directory and execute the following

command to start the Infrastructure Server.

./startofsaai.sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup ./
startofsaai.sh &". Starting the process using "nohup"” and "&" returns the command
prompt without having to wait till the process completes. However, this command cannot be
used when you are starting the server for the first time or starting after changing user
password in the configuration database schema.You can also start the Infrastructure Server
by executing the command "nohup ./ startofsaai.sh &". Starting the process using
"nohup" and "&" returns the command prompt without having to wait till the process
completes. However, this command cannot be used when you are starting the server after
changing the CONFIGURATION schema user password in the configuration database
schema.
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2. Select the required Webserver start up option from the table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to
[Webshpere_Install_Directory]
/AppServer/<profiles>/<profile name>/bin and
execute the command: ./startServer._sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to
<WebLogic Installation
directory>/user_projects/domains/<domain
name>/bin and execute the command: startWeblLogic.sh
-d64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context

name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to
<Tomcat_Install_ Directory>/bin and execute the

command: ./catalina.sh run

3. Start ICC server:

e On the machine in which Infrastructure default Application components have been
installed, navigate to $FIC_HOME/ficapp/icc/bin directory and execute the

command.

./iccserver.sh

NOTE: Only Infrastructure Default Application Server holds ICC
component.

4. To start Back-end Services:

e On the machine on which Infrastructure Database components have been installed,
navigate to $FIC_DB_HOME/bin directory and execute the command to start "Agent

server":

./agentstartup.sh

Or

Start Back-end services using the command:

nohup ./agentstartup.sh &

NOTE: This agent internally starts the Router, Message Server,
OLAP data server and AM services.
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11.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to
[Webshpere_Install_Directory]
/AppServer/<profiles>/<profile name>/bin and
execute the command: ./startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to
<WebLogic Installation
directory>/user_projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -
de4

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>_ear

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to
<Tomcat_Install_ Directory>/bin and execute the

command: ./catalina.sh run

11.1.3 Stopping Infrastructure Services

To stop Infrastructure Services:

1. Onthe machine in which Infrastructure Application components are installed, navigate to
$F1C_APP_HOME/common/FI1CServer/bin and execute the command:

-/stopofsaai .sh

2. To stop ICC server, on the machine in which Infrastructure default Application components
are installed, navigate to $FIC_HOME/Fficapp/icc/bin and execute the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server holds ICC
component.

3. To stop Back-end server, on the machine in which Infrastructure database components are
installed, navigate to $F1C_DB_HOME/bin and execute the command:

-/agentshutdown.sh
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12

12.1

Appendix E: Accessing OFSAA Application

This appendix gives details the steps to be performed to access OFSAA Application.
Access the OFSAA Application

1. From a your desktop, open the browser and enter the URL in below format:
<scheme>://<IP address/ hostname>:<port>/<context-name>/login.jsp
For example, https://111.222_333.444:5555/0fsaa/login. jsp
The OFSAA Login window is displayed.

Language [US-English v|
User ID |
Password

N
i
Fi

[

-

B

EENR U

ORACLE

acle andfor itz affiliates. All ights rezerved

2. With installation of every OFSAA Application Pack, there are two seeded user profiles

configured in the system:
SYSADMN — System Administrator

SYSAUTH — System Authorizer

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the

SYSADMN login USER ID). Enter the password that was provided during installation. On the

first login, you are prompted to change the password.

Once you have logged into the Infrastructure system, you need to perform the following

additional configurations to setup the OFSAAI environment:

o Define Server Details for Database, Application and Web Servers.
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e Add Database Details.
e Create an Information Domain.
e Create a Segment.

e Create / Add User with access to all permissions.

NOTE: Each new file that is created in the ftpshare directory of any installation layer should be granted
specific / explicit permission. If you encounter any problems during setup, please contact
Infrastructure Support.

12.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash screen
is as displayed:

&) OFSAA Login S<reen - Intemet Explorer -5 S i - h - =
ORACLE TTMWMWW

Language US-English v
User ID OFSAD
Password  |sssessss ]

=)

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You are
prompted to change your password on your first login. Alternatively, you can also choose to change
your password any time.
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(£) OFSAA - Passwerd Change Scraen - Interet Explorer . o | o

User ID SYSADMN
Old Password EETr— -
New Password

Confirm Password

In the Change Password screen, enter a new password, confirm it and click OK to view the Splash
screen. Refer to the following guidelines for password creation:

Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

Ensure that the entered password is at least six characters long.

The password must be alphanumeric with a combination of numbers and characters.

The password should not contain spaces.

Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

By default the currently used password is checked for validity if password history is not set.

New password should be different from previously used passwords based on the password
history which can be configured.

If you encounter any of the following problems, contact the System Administrator:

(0]

(0]

Your user ID and password are not recognized.
Your user ID is locked after three consecutive unsuccessful attempts.
Your user ID has been disabled.

Guest user cannot change the password.
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13 Appendix F: Post Deployment Configurations

13.1 Post Deployment Configuration

This chapter covers the following topics:

e Deploying the Application

e Logging as System Administrator

e Creating Application Users

e Mapping Application User(s) to User Group

13.2 Deploying the Application

13.3

13.4

This section explains steps to deploy the application. Web Layer deployment is required, For more
information, refer Appendix A.

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator through
user ID, sysadmn. This ID is created at the time of installation with the password provided during
installation. Enter login ID, sysadmn and password that was provided during installation. Click
Login.

Creating Application Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete user
information. You can access User Maintenance by expanding User Administrator section within the
tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure system.

To add a user in the User Maintenance screen:

1. Select button from the User Maintenance tool bar. Add button is disabled if you have
selected any User ID in the grid. The New User screen is displayed.
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fj MNew - User - Windows Internet Explorer

User Maintenance
User Maintenance = User
# User Maintenance
User ID JohnAdmin User Name: John K
Nottingham Road, New “ork
Address Date of Birth 07/07/1570 j
Designation Administrator Profile Name E Profile for the Administrator :
Start Date o7ize011 TR End Date v7enns |TE]
Password sssssssss
& Notification Time
Start 03:00 End 05:00
Email ID john_k@email.com Mobile No +5584360947
Pager Mo 6585201266
# Enable User
Enable User Login on Holidays
Save Cancel
& User Info
Created By Created Date
Last Wodified By Last Modified Date

2. Enter the user details as tabulated.

Field Description

Fields marked in red asterisk (*) are mandatory.

User ID* Enter a unique user ID. Ensure that there are no special characters and extra
spaces in the id entered.

User Name* Enter the user name. The user name specified here is displayed on the
Infrastructure Splash screen. Ensure that the user name does not contain any
special characters or spaces except "-*, “"". and “.”.

Contact Address* | Enter the contact address of the user. It can be the physical location from where

the user is accessing the system. Ensure that Contact Address does not contain
any special characters except ".", "#", "-", ",".

Date Of Birth*

Specify the date of birth. You can use the popup calendar to enter the date.

Designation*

Enter the user designation. Ensure that designation does not contain any special
characters except “_, “:" and "-".

Profile Name*

Select the profile name by clicking on the drop down list.
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User Start Date*

Specify the user start date based on the day slot the user is enabled to access
the system. Ensure that User Start Date is greater than today’s date. You can
use the popup calendar to enter the date.

User End Date*

Specify the user end date based on month and year when the user Id expires.
Ensure that user End Date is greater than User Start Date. You can use the
popup calendar to enter the date.

Password*

Enter the default password for the user for the initial login. User needs to change
the default password during the first login.

A user is denied access in case the user has forgotten the password or enters
the wrong password for the specified number of attempts (as defined in the
Configuration screen). To enable access, enter a new password here.

Notification Time

(Optional) Specify the notification start and end time within which the user can
be notified with alerts.

E-mail ID* Enter the e-mail address of the user.
Mobile No (Optional) Enter the mobile number of the user.
Pager No (Optional) Enter the pager number of the user.

Enable User*

Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in User
Maintenance screen and can then be mapped to the required user group in the User UserGroup

Map screen.

NOTE: This step may not be required if you have already setup users in the OFSAA setup.
For more information refer user creation section from the Oracle Financial Services Analytical
Applications Infrastructure User Guide.

13.5 Mapping Application User(s) to User Group

The User UserGroup Map facilitates you to map user(s) to specific user group which in turn is
mapped to a specific Information Domain and role. Every UserGroup mapped to the infodom needs
to be authorized. Else, it cannot be mapped to users.

The User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup

Maintenance screen.

Starting the OFSAA 8.0 release, with installation of DM Application Pack, preconfigured Application
user groups are seeded. These user groups are unique to every OFSAA Application Pack and have
application roles pre-configured.
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You can access User UserGroup Map by expanding User Administrator section within the tree
structure of LHS menu.

After the user is created for Reconciliation Framework, it should to be mapped to the following
mentioned user groups:

1. Recon Administrator
2. Recon Framework Analyst
3. Recon Framework Authorizer

After the user is created for Data Governance for US Regulatory Reporting, it should to be mapped
to the required user groups as per their roles:

e Data Governance for US Regulatory Reporting Application: DGS Authorizer Group, DGS
Administrator Group, DGS Analyst Group, BUO and CWS

e Glossary Module: Glossary Approver Group, Glossary Creator Group, Glossary Owner
Group, Glossary Viewer Group

e Business Terms Module: Glossary Term Approver Group, Glossary Term Creator Group,
Glossary Term Owner Group, Glossary Term Viewer Group

e Critical Data Element Module: CDE Approver Group, CDE Creator Group, CDE Owner
Group, CDE Viewer Group

e Control Module: DGCOGRP, DGCOVIEWGRP

¢ Key Indicator Module;: DGSKRCODGRP, KIVCAP, DGKIVIEWGRP, DGKIVCAP

e Issues Module: DGISAPRGRP, DGISASRGRP

e Actions Module: DGAAGRP

e Process Monitoring Module: DGSPLANSCOPE, DGSPSI, DGPMVIEWGRP

e Metadata Report Module: MDR Owner Group, MDR View Group
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14 Appendix G: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact copies
of the current OFSAA instance. For more information on cloning, refer OFSAA Cloning Reference
Guide.
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15 Appendix H: OFSAA Landing Page

This appendix includes the following topics:

e Installation Checklist

¢ OFSAA Landing Page

e Enabling a Product within an Application

e Uninstalling the OSFAA Installation

15.1 Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation activities
checklist is completed successfully. It is recommended to take a print out of the checklist and follow
the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Step No. Task Done
General
1 Check the OFS Data Management Release Notes and Read Me document for
any additional steps to be performed on OFS Data Management Pack or O
OFSAAI.
Note: For more details, contact Oracle support.
Data Management Pack Pre Installation + During Installation
1 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) ]
is available in /tmp directory of unix server hosting OFSAAI.
Data Management Pack Post Installation
1 Perform post-installation steps O
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15.2

OFSAA Landing Page for DM Administrator

On successful authentication, the OFSAA 8.0.3.0.0 Landing Page is displayed. This is a common
landing page for all users until a preferred application landing page is set by the user in his

preferences.

) Financial Services Analytical Applications - Interner Explorer [E=ntol )
v X v | usengisnv | OFsAD ¥

ORACLE Financial Services Analytical Applications

Applications | Object Administration ~ System Configuration & Identity Management

Select Applications

Financial Service:

4 T common Tasks

» B Data Mode! Management

< Data Govemance for US Reguiatory Rep. . ¥ 4 @ Common Tasks
W

fenu for Common Tasks

» Data Model Management »|==| unified Analytical Metadata

» (& unifiea Anaiytical Metacata Manage Data Model Define and maintain analytical metadata definitions

& Metadata Report

» B opera

About Oracle  Cor

a Metadata Report v [35 Operations
Generate Metadala Reports Tools for Data Center operations

vemance for US Regulatory Reportn
: et ) @ Metadata Browser
B

rowse metadata lineage

niact Us  Legal Notices Terms OfUse  Your Privacy Rights Copyright © 2016 Oracle and/or its affilales All ights reserved

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree
structure. The RHS Menu holds link(s) to modules in a navigational panel format.

NOTE:

Refer the User Manual for more details on how to operate on each tab.

15.2.1

Accessing OFSAA Infrastructure

Infrastructure can be accessed through your web-browser as soon as the System Administrator
(SA) installs and configures Oracle Financial Services Analytical Applications Infrastructure.

The SA provides you with a link through which you can access Oracle Financial Services Analytical
Applications Infrastructure. You can access the Infrastructure application login screen through your
web-browser using the URL: http://<IP Address of the Web Server>:<servlet port>/<context
name>/login.jsp.

You can also login to the Infrastructure application with the host name instead of the IP address.
To do this, it is necessary to have the host name mapped to the IP address in the hosts file the
client Windows machine. The hosts file is in %systemroot%\system32\ drivers\etc\ directory.
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15.3 Enabling a Product within an Application

Each product is marketed by a separate team and which is headed by a Sales Manager who reports
to the Sales Head. Each Sales Manager in turn has two Sales Officers who are responsible for
sales and profitability of the product.

The Sales Head has decided that the Sales Officer of each product not have access to the
information of other products. However, each Sales Manager have access to Sales figures of the
other products.

Using the Oracle Infrastructure Security Hierarchy feature Administrator can provide information
security at hierarchy level by defining security options for each hierarchy node. Thus, the Bank can
control access of information at a node level and not increase the overheads.

In the Oracle Infrastructure:

e The users are created in Oracle Infrastructure and then, a business hierarchy (as defined
above) is created.

e The bank can restrict access of certain information to certain people in the Hierarchy Security
configuration. In this window,

e The administrator can control security by mapping the users to various nodes in hierarchy.

For example, the administrator maps Sales Officer 1 and Sales Officer 2 to only the Personal Loans
Node in the Product hierarchy. This restricts Sales Officer 1 and 2 to only viewing and maintaining
their particular node in the hierarchy.

By default, all the users mapped to a domain can access all the hierarchy levels to which they are
mapped. This function allows the administrator to restrict or exclude a user/s from accessing
restricted nodes.

15.4 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, Perform the following steps:
1. Login to the application as SYSADMN user or any user with System Administrator privileges.

2. Navigate to System Configurations & ldentity Management tab and expand Financial
Services Analytical Applications Infrastructure = Administration and Configuration 2>
System Configuration.

3. Click Manage OFSAA Product License(s). The Manage OFSAA Product License(s) page is
displayed.
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’ Bl v X v | usengisnv | svsaomn v
ORACLE Financial Services Analytical Applications

System Configuration & Identity Management

Financial Services Analytical Applications Infrastructure Financial Services Anaiytical A
4 [B Administration and Configuration
4 [ system configuration

Infrastructure > and > System C > Manage OFSAA Product Licenses

Manage OFSAA Application Pack Licenses @)
(@ patavase server Manage OFSAA Applicstion Pack Licenses
i sppiication Server | » Instailed Application Packs
55 web server | Appscation Pack 1| ppicaton Pack Name Desenption Instaliation Date: Version
‘Applications forming analylics foundalion such as FSOF. DIH.
% Database Detais @ OPzipPinpecy; TSl Soivkos omuiston GLRECON, CONMECTORS for the Banking and Financial ~ 2017-02-03 1954380 80310
D 0LaP Detais i Services Domein
e O orsowpacc  Hhses serees o Appicaions or Dt J0sEEsa0 3030
42 Configuration

Manage OF SAA Product Licenses.
W Create New Application
&) 10entity Management
4 T Processing Modellng Framework
@ Process Modeller

[ » Products In The Application Pack

@ Process Monitor " | | Enable | ProductiD | Product Name Desciplion Date Ensbied

e 1 e e SR Serat Clhpp ettt o e o e e
W OFS_AAI Financial Services Analytical Apphcations Base for Anaiytical lec ati 2017-02-03 19:54:38

Financial Services Anaiylial Appications Infrastructure -
[0  orsass e T LTINS N for Anaiytical -Big Data Processing
o OFS_FSDF Financial Services Data Foundation Application for Financial Services Data Foundation 2017-02-03 19:54:38
O orswe Financial Services Inline Processing Engine Framework fot Inine Processing Engine
View License Agreement Reset
About Oracle  ConfactUs Legal Notices Terms OfUse Your Privacy Rights

Copyright © 2016 Oracie and/or its afiiates. Al ighs reserved

” He & US-English ¥ | SYSADMN ¥
ORACLE’ Financial Services Analytical Applications

System Configuration & Identity Management

4 [@iFinancial Services Analytical Applications Infrastructure

Financial Services Analytical Infrastructure > and > System > Manage OFSAA Product Licenses
4 [B Agminisiration and Configuration
4 [ system configuration Manage OF SAA Application Pack Licanses @
[ Database Server Manage OFSAA Application Pack Licenses
Eappiication Server | » Installed Packs
B web Server | Appscation pack 1D | ppicaton Pack Name Descrpton Instaiaton Date Version
2 Appications forming analyiics foundaiion such as FSOF, DIF
B Databsse Detais © ors.smip_pack  fiRenci Servess Foundaton CREC O, COmNECTORS o e ok o 2017.02031954360 50315
@ oLap Detats - SR —
W ncrmakis Danikn @® OFS_DM_PACK Financial Services DataManagement  gpecations for Data Management 201703080354400 80300
& Configuration
(2 manage OF SAA Product Licenses
W& Create New Application

&) 10entty Management
4 [ Processing Modelling Framework

@ Process Modeller [+ Produsts In The Application Pack

@ Process Monitor " | | Enabie [Proguctio Product Name Description Date Enabied

@ Delegation O OFS_ARAI Financial Services Enterprise Modeling Base Infrasiructure for Advanced Analytical Appiications
v OFS_AAI Financial Services Analytical Apphcations Base for Analytical 2017-02-03 19:54:38
O  orsass D Reoua Aneson Ape sl Ik eetneh | for Anaiytica - Big Data Processing
W  OFsDGs Remariag o0t Data Govemance for US Regulalery  Financial Services Data Govemance for US Reguiatory Reporting 2017-03-0 03:54:40
W  OFS_GLREGON Financial Services Analylcal Appications Reconcilaion ¢ omewor for General Ledger Reconcilation 2017-03.05 03.54:40
0O  orstee Financial Senices Inline Frocsssing Engne

Framework for nlie Processing Engine

View License Agreement | Reset

About Oracle  ContactUs | Legal Notices Terms OfUse  Your Privacy Rights

Capyright € 2016 Oracle and/or its afiiates. Al ights reserved

This page includes the following sections:
e INSTALLED APPLICATION PACKS

e PRODUCTS IN THE APPLICATION PACK

The following fields are displayed in the INSTALLED APPLICATION PACKS section:
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Field Description

Displays a unique Application Pack ID related to the Application Pack.

Select the appropriate Pack ID. The products in the application pack
are displayed in the PRODUCTS IN THE APPLICATION PACKS
section.

Application Pack ID

Application Pack Name | Displays the name of the Application Pack.

Description Displays the description of the Application Pack.

Install Date Displays the date when the Application Pack was installed.

The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product ID for the product.
Product Name Displays the name of the Product
Description Displays the description of the product.
Enable Date Displays the date when the product was enabled.

Select an Application Pack from the Application Pack ID field.
Selecting an Application Pack displays the products within the Application Pack.

Products enabled during installation have the checkbox “ENABLE” disabled. You can enable
any product within the selected Application Pack by clicking the “ENABLE" checkbox against
the respective Product ID.

Click RESET to cancel the operation and refresh the screen.

Click VIEW LICENSE AGREEMENT. The License Agreement window is displayed.
Select | ACCEPT THE LICENSE AGREEMENT.

Click ENABLE.

An appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the appropriate
product specific User_Group(s) and subsequently, authorize the actions by logging in as
System Authorizer.

NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle Financial

Services Analytical Applications Infrastructure User Guide 8.0.
To identify the newly enabled product specific UserGroups/ Application Pack specific
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User_Groups, refer to the respective Application Pack specific Installation and Configuration
Guide/ User Manual.

15.5 Uninstalling OFSAA Installation

This section provides the necessary steps to uninstall the OFSAA 8.0 installation.

Before you start the uninstall process, ensure that no open connections exist to the OFSAA
Configuration Schema and Atomic Schemas, and Infrastructure Services are brought down.

To uninstall OFSAA:

1. Log in to the system as non-root user.

2. Navigate to the $F1C_HOME directory and execute the command:
-/Uninstall_sh

3. Enter the password for OFSAA Configuration Schema when prompted as shown in the
following figure:

Aecratehdofzaadb/0FSAAT: , Aninstal 1, sh
Uninstallation Started [time * Tue Jun 10 14:20:27 IST 2014 ]
o e o o o o e o o o o o o o o o o oo o e o o o e o o o o o o o o o o e o o e o o o

%% Iriver loaded with Driver oracle,jdbc,driver,Oraclellriver

Flease enter Configuration schema Pazsword :
Connected to Config Schema

Cleaning config schema ....

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Fleaze wait ..
ninstallation Completed | Thank You [time 3 Tue Jun 10 14:21:53 IST 2014 1
EEEEEEEEE LR R AR AR EE LR LR L L PR LA LR EEEEEEEEEE LR L LA LA ELEEEEEE]

/zcratoh/ofzaadb OFSART ]

Uninstall process does not uninstall the OFSAA application from the Web Application Server. This
has to be done manually. The files/ directories under the file system staging area (ftpshare) have
to be deleted manually.

All the Database objects from Atomic Schemas have to be dropped manually.
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16 Appendix |I: Additional Configurations

The following sections provide detailed module specific post installation configurations.
This section includes the following topics:

e Configuring FTP/SFTP for File Transfer

e Configuring Infrastructure Server Memory

e Setting Up Internet Explorer

e Retrieving Patch Information

e Configuring OLAP Data Server

e Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

e Configuring Infrastructure Ports

e Fetching Tool for OFSAAI Setup Information

e Encryption Changer

e Configuring Infrastructure LDAP

e Configuring OFSAAI Web Services

e Deploying OFSAAI Web Services

e Configuring Message Details in Forms Designer

e Clearing Application Cache

e Configuring Password Changes

e Configuring Java Virtual Machine

e Configuring Internal Service (Document Upload/ Download)

16.1 Configuring FTP/SFTP for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA
server over SSH.

Perform the following steps to ensure the OFSAA server recognizes the web application server
during file transfers.

1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>
3. Enter Yes when prompted for permission.
Are you sure you want to continue connecting (Yes/No)?

4. This adds an entry to the known_hosts file.
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5. A confirmation message is displayed:

Permanently added <OFSAA Server> RSA) to the list of known hosts.

16.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and has
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.

16.2.1 Setting Up Infrastructure Server Memory

You can configure the Infrastructure Application Memory settings as follows:
1. Locate .profile file.

2. Edit X_ARGS field in this file for customizing memory settings and garbage collector settings
depends on the hardware configuration.

This has a default value X_ARGS_APP =""-Xms200m"

X_ARGS_APP =" "$X_ARGS" $DELIM -Xmx2048m"

NOTE: You need to modify X_ARGS_APP variable in the .profi le file to customize Java Memory
Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X_ARGS RNEXE="-Xmslg -Xmx1lg -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M -
XX:+UseParallelOIdGC -XX:+DisableExplicitGC"

X_ARGS_RLEXE="-Xms1g -Xmx1g -XX:+UseAdaptiveSizePolicy -XX:MaxPermSize=512M -
XX:+UseParallelOIdGC -XX:+DisableExplicitGC"
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16.3 Setting Up Internet Explorer

NOTE: OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing the
Infrastructure application.

1. Open Internet Explorer. Select Tools = Internet Options. The Internet Options window is
displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime | Visit the webpage and click OK.

»
Internet Options Website Data Settings

General |Securit5-I I Privacy I Content I Connections I Programs I Advanced Temporary Internet Files |History I Caches and datat |

Home page Internet Explorer stores copies of webpages, images, and media

To create home page tabs, type each address on its own line, for faster viewing later.

Check for newer versions of stored pages:

about:blank - 3
(@) Every time I visit the webpage
i () Every time I start Internet Explorer
() Automaticall
Use current ] [ Use default I [ Use new tab i ¥
() Mever
Startup
7 Disk space to use (8-1024MB) 250 &
() Start with tabs from the last session {Recommended: 50-250MB)

@ Start with home page Current location:

Tabs C:\Wsersshwwali\AppData'LocalMicrosoft\Windows\Temporary
Change how webpages are displayed in tabs. Internet Files|
Browsing history [ Movefoider.. | | Viewobjects | [  viewfies |

Delete temporary files, history, cookies, saved passwords, and web
form information. [

oK ] [ Cancel

[T Delete browsing history on exit

[ Delete... ” Settings ]

Appearance

Colors ][ Languages H Fonts H Accessibility ]

[ oK ][ Cancel ] Apply

4. In the Internet Options window, select the Security tab and select the Internet option under
Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Internet Options @@

| General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ |« v 0
' v
DA Localintranst Trusted sites  Restricted
sites
Internet

e This zone is For Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels For this zone: Medium to High
Medium-high
= - Appropriate For most websites
- Prompts before downloading potentially unsafe
conkent
- Unsigned ActiveX controls will not be downloaded

6. Click OK to save.

7. Click Internet Explorer > Tools - Compatibility View Settings.

8. Enter the OFSAA setup URL in the Add this website field.

9. Click Add.

10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up Blocker
option under Pop-up Blocker settings.
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Internet Options e i
- P ~ C || B Navigation Canceled
General | Seauity | Privacy | Content | Connections | Programs | Advanced - o -
Settings
Select a setting for the Internet zone.
Medium
- Blocks third-party cooldes that do not have a compact
privacy policy
- Blocks third-party cooloes that save information that can
be used to contact you without your expldt consent
- Restricts first-party cookies that save information that
can be used to contact you without your implct consent
Sites Import Advanced
Location
Never allow websites to request your Clear
physical location e | ,
Pop-up Blocker || Pop-up Blocker Se‘mngsi ﬁ
| Tun on Pop-up Blocker sgw E jons
Infrivate - Pop-ups are cumently blocked. You can alow pop-ups from specific
- P s v’. websites by adding the ste to the kst below
Address of website to alow
0 Some gettings are managed by your system adminestrator Abowed stes
“.oracle com
| oK | Cancel = v
* oracievpn. com Remove ail...
|

Notffications and blocking level
my & i when a pop-up is blocked
| Show Motification bar when a pop-up is blocked

Blocking level
Medm. Block most automatic popups =
Leam more about Poowp Blocker Cose

12. Click Settings. The Pop-up Blocker Settings window is displayed.

13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.
14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.

15. Click Close.

16. Click OK in the Internet Options window.

16.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, perform the following steps:
1. Login to the OFSAA application as a user with Object AdminAdvanced Role.

2. Navigate to Object Administration tab.

3. Click System Utilities.
4

Click Patch Information.

5. The page displays the list of patches installed on the OFSAA setup across Applications/

Platform.
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16.5 Configuring OLAP Data Server

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load at
each implementation site.

Example:

e Process Memory Limit

e Max Thread Stack Size

e Max Number of Threads per Process

e Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

¢ Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that the
cleanup of the old instance is completed on the OLAP Data Server before restarting the
OFSAAI Server. Pause for a period of time based on the load the system was subjected to,
before restarting the Data Services subsystem.

16.6 Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

For information on this section, refer OFS Analytical Applications Infrastructure Administration User
Guide in OTN.

16.7 Configuring Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by Infrastructure
services after the installation process. The ports that are used by the Infrastructure application are
distributed across the machines on which Infrastructure Web; Application, and Database
components have been installed. Therefore you must perform the port changes on all the machines
on which Infrastructure components have been installed.

The PortC. jar file can be executed in two modes.
e GUI
e CMD

To execute PortC. jar file in GUI mode, ensure that Hummingbird Exceed is running and do
the following:

1. Navigate to the path $F1C_HOME in each machine.
2. Enter the command:

jJava —jar PortC.jar GUI
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3. The OFSAA Infrastructure Port Changer window is displayed.

B oFSadinfrastructure Port Changer EEE

Configure port numbers used by
OFSAAInfrastructure,

OFSAAInfrastructure install directon:

Application Layer
Database Layer v
Web Layer vl

Infrastructure java Port (3425

1CC Server Port SGE15

ICC Native Port SE17

Infrastructure Native Port 8721

Infrastructune Agent Port 2812

OLAP Data Server Pont. (10101

Message Server Pon 4376

Router Fort fa: 2

AM PorL G702

Web Server Part 12123

Enter Database Details

Select your Database Oracle B

1P Adddress

Pait Mumbier

SiD

Config schema usermame

Config schema passworde=sssess|

Cancel Change

The OFSAA Infrastructure Port Changer window displays the following:
e The path in which Infrastructure components have been installed.

e The check-boxes corresponding to enable Application Layer, Database Layer, or Web
Layer:

In the event you have performed a single-tier installation on the current machine, the check-
boxes for all three components be enabled.

If you have installed more than one category of components on the current machine, the
corresponding checkboxes for the respective components you have installed are enabled.

To edit the port value, enter the new port value. User has the option to change the required
ports and leave the other ports unchanged. Only the ports for which values are modified change
and the ports that are unchanged retain its default value.

NOTE: All ports on a machine must be unique. The range of port numbers that are given should
preferably be between 1025 and 65535. The Servlet port can have 80 or 443 as port numbers if
Default HTTP/HTTPS ports are being used.

Select the Database Type as Oracle from the drop-down list.
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The IP / Host Address of the machine on which the corresponding database is installed
be populated.

The Port Number on which the database is listening is displayed.
The SID details are displayed.

The Configuration Schema username is displayed.

Enter the Configuration schema password.

Click Change to initiate the port changes.

To execute PortC. jar in CMD mode:

4. Navigate to the path $F1C_HOME.

5. Enter the command:

jJava -jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are changed
in the Infrastructure configuration, a message be displayed confirming the changes. The log,
Portchanger . log, in the Infrastructure installation path provides the status of port changes

performed.

For above port changes to take effect, a restart of all Infrastructure servers is required.

NOTE: Do not execute the PortC. jar file with CMD option in the nohup mode. The port changes are

done only on Infrastructure web components where EAR/WAR files are deployed. After the port
changes are done, you need to re-create the EAR/WAR files and re-deploy these files.

16.8 Fetching Tool for OFSAAI Setup Information

Executing the SetupInfo. jar file available in the $FIC_HOME path helps you retrieve the related
information about the OFSAAI Set up such as Operating System Name and version, Database
Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetuplInfo. jar" in console:

1. Navigate to the path $F1C_HOME.

2. Enter the command:

jJava —-jar Setuplnfo.jar

After execution, the output file location is displayed in the console.

16.9 Encryption Changer

This utility helps you to regenerate the new AESCryptKey.ext file and encrypt all the encrypted

values of the OFSAAI setup according to the new key.
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To execute EncryptC. jar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
Java —-jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the configured
Web Application Server. For more information, see Create and Deploy EAR/ WAR files.

16.10 Configuring Infrastructure LDAP

This provides you with the option of using LDAP (Lightweight Directory Access Protocol)
authentication or Infrastructure SMS authentication for logging on to Infrastructure.

If you are using the Infrastructure authentication, the user and user group details, profile creation,
function and role maintenance and other mappings can be done through the Infrastructure
Administration module under Security Management. The data in this case, be updated in the
CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure that the LDAP
server is installed and configured. Also make sure that OPEN LDAP 2.2.29+ is installed and
configured in Windows machine. Before doing the following configuration, it is required to select
the "Authentication type" as LDAP in the Configuration screen of Infrastructure. This screen can be
accessed by selecting System Configuration = Configuration in the LHS menu of Infrastructure.
In the Windows machine in which LDAP Server is installed, go to the OpenLDAP installation
directory through the command prompt and execute the command, slapd -d 1 to start the LDAP
server.

16.10.1 Configuring Infrastructure Configuration Schema

In the Infrastructure "configuration schema”, ensure the following entries in Configuration Table.

PARAM Name Description PARAM Value Example

AUTHENTICATIONTYPE | Authentication type 3 - AUTHENTICATIONTYPE value must be 3
for LDAP

ROOTCONTEXT The Root Context for the dc=<OFSAA>, dc=<com>

LDAP Directory

ROOTDN The Root dn for LDAP cn=<Manager>, dc=<Reveleus>, dc=<com>
directory
ROOTPASS Password for the Root <secret>
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PARAM Name Description PARAM Value Example
LDAPURL LDAP URL <ldap://10.11.12.13.1234/>
LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL
HASHPASS Should the user password FALSE or TRUE.
be Hashed When HASSPASS is set as FALSE, we need

to have the ROOTDN value as
"uid=ORCLADMIN, ou =Users, dc=OFSAAI,
dc=com". ORCLADMIN is a dummy user, it
be replaced dynamically with the logged in
user.

When HASSPASS is set as TRUE, we need
to have the ROOTDN value as
"cn=orcladmin, cn=Users, dc=i-flex,dc=com"
and proper oracladmin LDAP password as
ROOTPASS. First OFSAAI connects to LDAP
directory using orcladmin user and fetches
the login user details and verifies the entered

password.
RETRIEVE_DN To retrieve Distinguished TRUE
Name
NOTE: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should

be same as in the slapd. conf file.

16.10.2 Configuring OpenLDAP Files

1. Copy the reveleusSchema.schema from <Infrastructure Installation
Directory> /Fficapp/common/FICServer/conf/LDAP_LDIF directory to
LDAPServer Schema directory.

2. Copy the Domains. ldif and Reveleus.ldif files from <Infrastructure
Installation Directory>/ficapp/common/FICServer/conf/LDAP_LDIF directory
to OpenLDAPServer directory.

NOTE: Make sure that the ROOTCONTEXT in the Domains. ldif and Reveleus. IdifT files are the
same as slapd.conf file.

3. Provide the appropriate entries for ROOTDN, ROOTPASS, and ROOTCONTEXT in
slapd.conf file in the OpenLDAPServer directory.

4. Add the text "include schema/ZreveleusSchema.schema" as the first line of the
slapd.conf file
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NOTE: The above steps of the configuration are for OpenLDAP Server only. If you need to configure
Infrastructure for any other LDAP Server, you have to make the changes appropriately.

5. In the command prompt, navigate to the LDAP installation directory and execute the
command "ldapadd -D'"ROOTDN" -w ROOTPASS -f/data/Reveleus.ldif"

This is for creating the entries for Users, User Groups, Functions, Profiles, Segments,
Domains, Roles, and HolidayMaster in the Data information Tree of LDAP.

6. Make an entry in the Domains. Idi T file for each Information Domain that is created through
the Infrastructure Ul.

To add an entry corresponding to the new Information Domain to the Domains. Idif file, add
the following block of text with the appropriate values:

NOTE: DSNID refers to Information Domain name.

dn: DSNID=<DSN ID>,ou=Domains,@LDAP_DIRECTORY_ROOTCONTEXT@
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>

Example:
dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1l,dc=com

mappedsegments: ~

dsnid: FUSIONMOCK

infodomname: FUSIONMOCK
objectClass: Infodom
objectClass: top
infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"'ROOTDN"  -w
ROOTPASS -f/data/Domains.ldif"

NOTE: You can add entries for multiple Information Domains at
the same time.
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16.10.3

Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the CSSMS table,
which contains the information entered using the Infrastructure Administration module under
Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:

1.

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate window is

Invoke the LDAP_Migration.sh file in
$FI1C_HOME/MigrationUtilities/Migration_LDAP/ bin directory. The Select

Source & Destination for Migration window is displayed with the option to migrate the data
from SMS to LDAP or vice versa.

eSelect Source & Destination for Migration =

LDAP To SMS
SMS To LDAP

OK Close

T Entities To Migrate

v User
¥ User Group
_| Function
Role
| Segment
Profile
Holiday
| Function - Role Map
User - User Group Map
User Group - Role Map

User Group - Domain Map

Migrate Close

You can select the data that you wish to migrate such as Users, User Groups, Functions,
Roles, Segment, Profiles, Holiday Master, Function Role Maps, User - User Group Maps,
User Group Role Map, and User Group- Domain Map.

Select the entities that you wish to migrate and click Migrate. The data is migrated and a
confirmation dialog is displayed.
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4. You can verify the data migrated to LDAP server through the LDAP Browser.

NOTE: You should also enter the passwords for all the users as passwords are not migrated in migration
process.

16.11 Configuring OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously" or
"synchronously" execute requested tasks offered by OFSAAI. The configuration steps given below
are to be done only if you are using the Web Services feature of OFSAAI.

16.11.1  Configuring DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web services
framework and the operations to be invoked, corresponding entries are to be made in the
DynamicWSConfig.xml template file.

The variable <WebServer> denotes any one of the application server, that is, WebSphere,
WebLogic, or Tomcat.

The DynamicWSConfig.xml file is available in the <OFSAAI Installation
Directory>/EXEWebService/ <WebServer>/R0O0T/conf directory. This file can be placed

in any directory that is accessible by the application and this location must be specified in the
web . xml file, as WSCONFIGF ILE parameter.

The DynamicWSConfig.xml template file is in <WebServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory.

This template is given below

<XML>

<WEBSERVICES>

<WEBSERVICE CODE=""$CODE"

ENDPOINT=""SENDPOINT" TARGETNAMESPACE=""$TARGETNAMESPACE"
XMLNS_XSD=""$XMLNS_XSD" ENCODINGSTYLE=""$ENCODINGSTYLE"
SERVICENAME=""$SERVICENAME" PORTTYPENAME=""$PORTTYPENAME""
SESSION_MAINTAIN_PROPERTY=""$SESSION_MAINTAIN_PROPERTY""
USERNAME=""$USERNAME"*

PASSWORD=""$PASSWORD"" STYLE=""$WEBSERVICESTYLE"
STUBIMPLEMENTAT ION=""$STUBIMPLEMENTATION"">

<OPERATION CODE=""$CODE"

NAME=""$NAME"*
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SOAPACT ION=""$SOAPACT ION"*
STYLE=""$STYLE"
PACKAGENAME=""$PACKAGENAME"">
<INPUT ORDER="'$ORDER"
PARAMNAME=""$PARAMNAME""
ARGTYPE=""$ARGTYPE"
CLASSNAME=""$CLASSNAME""/>
<OUTPUT PARAMNAME=""$PARAMNAME"
RETURNTYPE=""$RETURNTYPE"
CLASSNAME=""$CLASSNAME"" />
</OPERATION>

</WEBSERVICE>
</WEBSERVICES>

</XML>

The DynamicWSConfig.xml file has the placeholders as tabulated below. These have to be

updated depending on the web service chosen and the mode of accessing it. For each Web service
to be accessed, the entire webservice tag in the DynamicWSConfig.xml file must be repeated.

The placeholders tabulated below should be set in accordance to the parameters published in the
third party wsdl files (webservices) to be accessed. The stub class specified must implement the

"com.iflex.Oracle Reveleus.execution.webservice. EXEWebIF" interface.
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16.11.2

16.11.3

Attributes for WEBSERVICE tag

Placeholder Description

$CODE Unique number within the xml file and cannot be 999 or 0.

$ENDPOINT soap: address location in the wsdl: service name tag of the wsdl
file.

$TARGETNAMESPACE The attribute value for the targetNamespace of the wsdl: definitions
tag.

$XMLNS_XSD The attribute value for the xmIns:s of the wsdl :definitions

tag

$ENCODINGSTYLE

The attribute value for the xmIns:soapenc of the wsdl:definitions
tag.

$SERVICENAME Name of the service found under the wsdl:service name tag of the
wsdl file.
$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION_MAINTAIN_PROPERTY

This could be given as "™ also.

$USERNAME User name to access the web services. Enter " if no user name is
required.

$PASSWORD Password to access the web services. Enter "™ if no password is
required.

$WEBSERVICESTYLE This can take either "rpc" in case of DIl mode of invoking web

services or "stub" in case of static mode. This is a mandatory
parameter.

$STUBIMPLEMENTATION

Fully qualified class name (package name.classname).

Attributes for OPERATION tag

Ensure that the "operation tag attributes” are repeated for each of the operation tags.

Placeholder Description

$CODE Should be unique within the Webservice tag.

$NAME The name of the Function that is to be called by the wsdl file.

$SOAPACTION The URL for the Operation to access. This is associated with the Operation
tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is in DIl mode or "stub" if it is
in static mode. This is a mandatory parameter.

$PACKAGENAME Represents the JAXB package of input object.
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16.11.4  Attributes for INPUT tag
Placeholder Description
$ORDER The sequential number of the INPUT tag. Should start from 0. This is in line
with the input order of the arguments that the API accepts which is called by
this operation.
$PARAMNAME Input parameter name to be called by the wsdl file.
$ARGTYPE Input Parameter Data Type. If the input argument type is complex object,
specify SARGTYPE as "xmistring".
$CLASSNAME Represents class name of input object parameter.
16.11.5 Attributes for OUTPUT tag
Placeholder Description
$PARAMNAME Output parameter name to be returned by the web service.
$RETURNTYPE Output parameter Data Type. If the web service response is a complex
object, then specify SRETURNTYPE as "object".
$CLASSNAME Represents class name of output object parameter.
16.11.6 web.xml File Entries

e This step is optional and required only if the web application server used is Tomcat. In case
of any other application server, skip and proceed with next step.

Navigate to $F1C_HOME/webroot/WEB- INF/ directory and edit the web . xml file. Set
parameter value DOCSERVICEAPP to EXEWebServiceAXIS.

e Navigate to <OFSAAI Installation
Directory>/EXEWebService/<WebServer>/RO0OT/WEB- INF/ directory and edit the
web . xml file as in Note.

NOTE: Incase of Java 7, when WebLogic is used as web application server replace following line of

<OFSAAI Installation Directory>/EXEWebService/Weblogic/ROOT/WEB-
INF/web . xml file that is

<?xml version="1.0" encoding="UTF-8"7>

<web-app 1d="WebApp_ ID" version="3.0"
xmIns=""http://java.sun.com/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation=""http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3 0.xsd" metadata-
complete=""true'">
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with

<?xml version="1.0" encoding="UTF-8"7>
<web-app xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'>

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer Deployment
Path>/ EXEWebService.ear/EXEWebService.war/conf directory. This file can be placed
in any directory that is accessible by the application.

The path where the WSCONF IG file is placed must be specified in place of
SWSCONFIGFILELOCATIONS in the below block of text in web . xmIfile.

<context-param>

<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$WSCONFIGFILELOCATION$</param-value>
<I--Specify the Location of DynamicWSConFig.xml-->

</context-param>

Proxy Settings

The following block of text in web . xml file, replace the <param-value> given in bold below with
appropriate values.

If no values are required, leave the <param-value> blank.

<context-param>

<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOST$</param-value>

<I-- Specify the IP address or hostname of the http proxy server-->
</context-param>

<context-param>

<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>

<param-value>$PROXYPORT$</param-value>
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<I--Port Number for the Proxy Server-->
</context-param>

<context-param>

<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>
<param-value>$PROXYUSERNAME$</param-value>

<I-- User ID To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>
<param-value>$PROXYPASSWORD$</param-value>

<I-- User Password To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>
<param-value>$NONPROXYHOST$</param-value>

<I--Hosts for which the proxy settings should get by-passed (Note:
Separate them by "|" symbol) -->

</context-param>
OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAAI installation and should
be accessible.

Replace $FI1C_HOMES in the following block of text in web.xml with <WebServer Deployment
Path>/EXEWebService.ear/EXEWebService.war.

<context-param>
<description>0FSAAlI Web Home</description>
<param-name>FI1C_HOME</param-name>

<param-value>$FI1C_HOME$</param-value>
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<I--OFSAAIl Installation Directory-->
</context-param>

<context-param>

<description>0FSAAl Web Home</description>
<param-name>F1C_PHYSICAL_HOME</param-name>
<param-value>$FI1C_HOME$</param-value>
<I--OFSAAIl Installation Directory-->

</context-param>
DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web services
framework, and the operation to be invoked, make corresponding entries into this file. This file is to
be placed in the location that is specified in the web . xmlIfile as WSCONFIGFILE parameter.

16.12 Deploying OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI Web Services
as part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAl Installation Directory>/EXEWebService/<WebServer>
and execute the command:

./ant.sh

This triggers the EAR/WAR file creation, which is required for the deployment.

3. Deploy the generated EXEWebService .EAR/EXEWebService .WAR file into the Web
Server.

If you have already configured OFSAAI Web Services as part of the installation, deploy the
generated EXEWebService.EAR/EXEWebService .WAR file into the OFSAAI Deployment area
in Web Server profile.

16.13 Configuring Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a

specific value, then the respective parameter entry can be removed/commented off form the
OracleDB. conf file which resides in the path $FIC_DB_HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE_OF_PARALLEL ISM. This parameter indicates the degree of parallelism to be used
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16.14

16.15

for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE PARALLEL
DML clause of the ALTER SESSION statement. The default mode of a session is DISABLE
PARALLEL DML. If CNF_DEGREE_OF_PARALLEL ISMis not set, then the default degree, as decided
by Oracle is used.

Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which resides in the
path $FIC_APP_HOME/common/FICServer/conf.

Ensure that the "authorized User details” for whom you need to configure the Message details are
included in Administration - Security Management - User Administrator = User
Maintenance window.

Update the following parameters in the ""NotificationConfig.cfg" file:

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of SMTP Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’, otherwise set value
to ‘'false’.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be authenticated, otherwise
set to 'false’.

SMTP_USERNAME Username required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that ID must be added.
Exchange server forces you set a valid ID that is there in the exchange
server. (Based on Security settings)

Ensure that the authorized User details are included in Administration = Security Management
- User Administrator = User Maintenance window.

Clearing Application Cache

This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

e Tomcat: <Tomcat installation
directory>/work/Catalina/localhost/<Application name>/org/apache/jsp
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WebLogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application
name>/qaelce/jsp_servlet

WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node
name>/serverl/<Application name>/<.war file name>

16.16 Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

16.16.1

Modifying OFSAA Infrastructure Configuration Schema Password

To change the Config Schema password, perform the following steps:

1.
2.

16.16.2

Change the Config Schema User Password in the database.
Delete the $FIC_HOME/conf/Reveleus.SEC file.
Shutdown the OFSAAI App service:

cd $FIC_APP_HOME/common/FICServer/bin

./ reveleusshutdown.sh

Start the Infrastructure Server in foreground directly on the server or through X-Windows
software using the command:

./ reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service starts and initializes itself if it is able to successfully connect to the DB.

Post successful startup of the service, if required, the Infrastructure server can be shut down
and restarted in the background using nohup mode.

Modifying OFSAA Infrastructure Atomic Schema Password

To change the Atomic Schema password, perform the following steps:

1.
2.

Change the Atomic Schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user ID, which has
System Administrator role mapped.

Navigate to System Configuration = Database Details window. Select the appropriate
connection and edit the password.

Navigate to Unified Metadata Manager = Technical Metadata = Data Integrator =2
Define Sources window. Update the appropriate Source details.
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16.17

16.18

5. If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag
details in Server .xml file from the $CATALINA_HOME/conf directory. (In case of Tomcat

only Atomic <Resource> exist).
6. If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources = JDBC = Data Sources. A list of data sources are populated
on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

7. If you are using WebLogic as Web server:
a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to
Services 2 JDBC - Data Sources. A list of data sources are populated on the right
side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

8. Restart the OFSAAI services.

Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=Ffile:/dev/./urandom in the java.security configuration file
available in $JAVA_HOME/jre/lib/security/ path.

This must be configured on all the machines or virtual machines where the OFSAAI database
components (Ficdb layer) are installed.

Configuring Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:

1. Create the directories download, upload, TempDocument and Temp in the local path of Web
application server and provide Read/Write permission.
e To find the exact location, execute the following query in CONFIG schema:

select localpath from web_server_info

e To create directories with Read/Write permission, execute the command:
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mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage directory in the FTPSHARE location of APP tier and provide Read/Write
permission.
e To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app_server_info
e To create directory with Read/Write permission, execute the command:
mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in
the Configuration table in CONFIG schema and hence the application “ExeWebService” is not
used. It is recommended that the value to be set to FALSE and use the Internal service for
document upload/ downloads. If you intend to continue using the External ExeWebService, set the
value to TRUE.

Navigate to $FI1C_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier and type
Jant.sh. This triggers the creation of EAR/WAR file EXEWebService.ear/.war.

The EAR/WAR file EXEWebService.ear/.war is created in
$FIC_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier. Redeploy the
generated EAR/WAR file onto your configured web application server.
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17 Appendix J: Patching DM Pack Installation

Oracle strongly recommends installing the latest available patch set to be up-to-date with the
various releases of the OFSAA Infrastructure product.

Refer http://support.oracle.com for more information on latest releases.
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18 Appendix K: Grants for Atomic/ Config Schema

This appendix includes the following sections:

e Grants for Atomic Schema

e Grants for Config Schema

e Grants for Config Schema Entities for Atomic Users

18.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FI1C_HOME/privileges_atomic_user.sql file

grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

Ccreate

Ccreate

Create

create

create

Ccreate

create

SESSION to &database_username
PROCEDURE to &database username
SEQUENCE to &database username
TABLE to &database username
TRIGGER to &database username
VIEW to &database_ username

MATERIALIZED VIEW to &database username

olap_user to &database username

select

create

on SYS.V_$PARAMETER to &database username

SYNONYM to &database_ username

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC schema(s)
grant olap user to &database_username

18.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FI1C_HOME/privileges_config_user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database_username

/

grant create PROCEDURE to &database username

/

grant create SEQUENCE to &database username
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grant create TABLE to &database username

grant create TRIGGER to &database username

grant create VIEW to &database username

grant create MATERIALIZED VIEW to &database username
grant olap_user to &database_username

érant select on SYS.V_$PARAMETER to &database_username

grant create SYNONYM to &database username

/

18.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $F1C_HOME/config_table_privileges for_atomic_user.sql file.

The following are the Grants for Config Schema entities for Atomic Users:
grant select on CSSMS_USR_PROFILE to &database username

grant select on CSSMS_ROLE_MAST to &database_username

grant select on CSSMS_GROUP_MAST to &database_username

grant select on CSSMS _FUNCTION_ MAST to &database username

grant select on CSSMS_USR_GROUP_MAP to &database_username

grant select on CSSMS_USR_GROUP_DSN_SEG_MAP to &database_username
grant select on CSSMS_ROLE_FUNCTION_MAP to &database_username
grant select on CSSMS_GROUP_ROLE_MAP to &database_ username
grant select on CSSMS_SEGMENT_MAST to &database_ username

grant select on BATCH_TASK to &database username

grant select on CSSMS_USR_DSN_SEG MAP to &database_ username
grant select on CSSMS_USR_ROLE _MAP to &database_username

grant select on CSSMS_METADATA SEGMENT_MAP to &database username
érant select on BATCH_RUN to &database username

grant select on PR2_FILTERS to &database username
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/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select
delete
insert
update
select
select
delete

insert

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

PR2 TASK_FILTER to &database username
PR2_TASK_FILTER DETAIL to &database username
ST _STRESS MASTER to &database username

ST _SCENARIO_MASTER to &database username
ST_SHOCK_MASTER to &database_username
BATCH_MASTER to &database_username
ICC_MESSAGELOG to &database_username
PR2_MASTER to &database_username
PR2_RUN_REQUEST to &database_username
MF_MODEL_SCRIPT_MASTER to &database username
MF_INPUT_VALUES to &database_username
MF_MODEL_OUTPUT_VALUES to &database username
DB_MASTER to &database username

DSNMASTER to &database username

pr2_rule_map to &database username
pr2_rule_map pr to &database username
pr2_rule_map_pr to &database username
pr2_rule_map_pr to &database_username
pr2_rule_map_pr to &database username
pr2_rule_map_pr_tmp to &database_ username
pr2_rule_map_pr_tmp to &database_ username
pr2_rule_map_pr_tmp to &database_ username
pr2_rule_map_pr_tmp to &database username
pr2_rule_map_exclude to &database_username
pr2_rule_map_exclude pr to &database username

pr2_rule_map_exclude pr to &database username
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grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

update
select
delete
insert
update
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

pr2_rule_map_exclude_pr to &database username
pr2_rule_map_exclude pr to &database username
pr2_rule_map_exclude pr_tmp to &database username
pr2_rule_map_exclude pr_tmp to &database_username
pr2_rule_map_exclude_pr_tmp to &database_username
pr2_rule_map_exclude_pr_tmp to &database_username
pr2_run_object to &database_username
pr2_run_object _member to &database_ username
pr2_run_map to &database_username
pr2_run_execution_b to &database username
pr2_run_execution_filter to &database_username
pr2_firerun_filter to &database username
pr2_filters to &database_username

configuration to &database username
batch_parameter to &database username
component_master to &database_username
MDB_OBJECT_TYPE_ATT_LAYOUT to &database_username
REV_OBJECT_ATTRIBUTE_DTL to &database_username
FORMS_LOCALE_MASTER to &database_username
mdb_object _dependencies to &database_username
mdb_execution_details to &database_username
REV_STAT_DATA to &database_username
REV_OBJECT_REPOSITORY_B to &database_username
REV_OBJECT_REPOSITORY_TL to &database username
REV_OBJECT_ATTRIBUTE_DTL_MLS to &database username
REV_OBJECT_APPLICATION_MAP to &database_ username

MDB_OBJ_ EXPR_DETAILS to &database_username

OFS DGRR Installation Guide 8.0.3.0.0 191



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

MDB_EXECUTION_DETAILS to &database username
REV_OBJECT_TYPES_CD to &database_ username
REV_OBJECT_TYPES_MLS to &database username
REV_APPLICATIONS_CD to &database username
REV_APPLICATIONS_MLS to &database_username
METADATA_BROWSER_LOCALE to &database_username
MDB_STAT_DATA to &database username
MDB_OBJECT_TYPE_LAYOUT to &database_username
ofsa _md_id_ref to &database username
MDB_ETL_MAPPING to &database username
setupinfo to &database_ username
LOCALEREPOSITORY to &database_username
MF_MODEL_MASTER to &database_username
MF_SANDBOX_ MASTER to &database username
MF_VARIABLE_MASTER to &database username
MF_TECHNIQUE_MASTER to &database username
MDB_RULE_SOURCE_HEADER to &database username
MDB_RULE_TARGET_HEADER to &database_username
MDB_RULE_TARGET_MEMBER_HEADER to &database_username
MDB_RULE_GRID_DATA to &database_username
MDB_MODEL_MAPPING to &database username
AA1_MAP_MAPPER to &database_username
AAl_MAP_MAPPER to &database username
AA1_MAP_MAPPER to &database_username
AA1_MAP_MAPPER to &database_username

RT1_Ul_EXCLUDE_PDM_LIST to &database username
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grant select on RTI_VIR_PHY_TBL_NAME to &database_ username

/
grant select on infodom_ patches to &database_ username

/
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19 Appendix L: DM Pack XML Files

19.1 OFS_DM_PACK.xml

The OFS_DM_PACK.xml file holds details on the various products that are packaged together in
DM Application Pack.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to installing the DM Application Pack in SILENT mode, it is mandatory to update this
file.

<?xml version="1.0"?>
- <APP_PACK_CONFIG:=
<APP_PACK_ID>OFS_DM_PACK=/APP_PACK_ID>
<APP_PACK_NAME:>Financial Services Data Management Pack</APP_PACK_NAME:=
<APP_PACK_DESCRIPTION = Applications for Data Management</APP_PACK_DESCRIPTIOMN =
<VERSION=8.0.0.0.0</VERSION =
- <APP>
<APP_ID ENABLE="YES" DEF_SEL_FLG="YES" PREREQ="">0FS_AAI</APP_ID=>
<APP_MAME:=Financial Services Analytical Applications Infrastructure</APP_NAME=
<APP_DESCRIPTION>Base Infrastructure for Analytical Applications</APP_DESCRIPTIOM>
<VERSION=>8.0.0.0.0</VERSION>
</APP>
- <APP>=
<APP_ID EMABLE="YES" PREREQ="0FS_AAI">0OFS_GLRECON</APP_ID=
<APP_MAME:=Financial Services Analytical Applications Reconciliation Framework</APP_NAME>
<APP_DESCRIFTION =Framework for General Ledger Reconciliation</APFP_DESCRIPTION >
<VERSION>8.0.0.0.0</VERSION>
</APP>
- <APP>
<APP_ID ENABLE="YES" PREREQ="0FS_AAI">0FS_DGS</APP_ID>
<APP_MAME=Financial Services Data Governance Studio</APP_NAME =
<APP_DESCRIPTION =Data Governance Studio</APP_DESCRIPTIOM =
<VERSION>8.0.0.0.0</VERSION>
</APP>
</APP_PACK_CONFIG=

19.1.1 Configuring OFS_DM_PACK.XML file

The OFS_DM_PACK. xml file holds details on the various OFSAA products that are packaged in a
particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to installing the OFSAA Application Pack in SILENT mode, it is
mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file is not updated.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(Y/I'N) Permissible Value
APP_PACK_ID Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Identifier
APP_PACK_NAME Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Name
APP_PACK_DESCRIPTION Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Description
VERSION Unique release Y Unique Seeded DO NOT modify this
version Value value.
APP Unique Y Unique Seeded DO NOT remove
Application Value these tags.
Entries
APP_ID Unique Y Unique Seeded DO NOT maodify this
Application Value value.
Identifier
APP_ID/ PREREQ Prerequisite Y Unique Seeded For most
Application/ Value applications
Product Infrastructure is the
prerequisite set. For
certain other
applications, an
appropriate
Application ID
would be set.
DO NOT modify this
value.
APP_ID/ DEF_SEL_FLAG Default Selected Y Default - YES In all Application

Flag

Packs,
Infrastructure would
have this value set
to “YES". DO NOT

modify this value.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(Y/I'N) Permissible Value
APP_ID/ ENABLE Enable YES if Default: Set this attribute-
Application/ installing in | YES for Infrastructure | value to YES
Product SILENT NO for Others against every
mode. Permissible: YES or | APP_ID which is
NO licensed and should
be enabled for use.
Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later
through the
Administration Ul.
APP_NAME Unique Y Unique Seeded DO NOT maodify this
Application/ Value value.
Product Name
APP_DESCRIPTION Unique Y Unique Seeded DO NOT maodify this
Application/ Value value.
Product Name
VERSION Unique release Y Unique Seeded DO NOT maodify this

version

Value

value.
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19.2 OFS_DM_SCHEMA_IN.xml

The OFS_DM_SCHEMA__IN. XML file contains details on the various application schemas that should
be created prior to the DM Application Pack installation.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to executing the schema creator utility, it is mandatory to update this file.

EkAFPPACKSCHEMAS

<AEP_PACK_ID>OFS_DM_PACK</AFE_PACK_ID>

<JDBC_URL>»</JDBC_URL>»

<JDBC_DRIVER>oracle.jdhe.driver.OracleDriver</JDBC DRIVER:

<HOST></HOST>

<SETUPINFO NAME="dmp" PREFIX

<PLSSWORD APPLYSAMEFORALL:

=] <TABLESPACES>
<TABLESPACE NAME="OFS DGS DATA TBS" VAl
<TABLESPACE NAME="OFS DGS_INDEX TBS" Vi

</TABLESPACES>

= <SCHEMAS>
<SCHEMA
<SCHEMA
<SCHEMA T
</SCHEMAS>
- </RPPPACKSCHEMAE>

="DGS_DATA TABLE SPACE" DATAFILE="<..>/dgs data tablespacel.ghf"
E="DGS_INDEX TABLE SPACE" DATAFILE="Z.. >/dgsilndax7ta_blaspanel ~dhf"

="1096M" AUTQEXTEND="QFF" />
="1096M" AUTCEXTEND="OFF" />

19.2.1 Configuring OFS_DM_SCHEMA_IN.XML File

Creating database schemas, object with schemas and assigning appropriate grants are the primary
steps in the installation process of OFSAA Applications. The OFS_DM_SCHEMA_IN.xml file

contains details on the various application schemas that should be created prior to the Application

Pack installation.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to executing the schema creator utility, it is mandatory to update

Default Value/
Permissible Value

Comments

Default — USERS
Permissible — Any existing
valid tablespace name.

Modify this value to
associate any valid
tablespace with the
schema.

this file.

Tag Name/ Description Mandatory
Attribute Name (Y/N)
<SCHEMA>/ Enter the available N
DEFAULTTABLES| default tablespace for DB
PACE User.

Note:

If this attribute is left

blank, then USERS is set

as the default tablespace.
<SCHEMA>/ Enter the available N
TEMPTABLESPA | temporary tablespace for
CE the DB User.

Note:

If this attribute is left

blank, then TEMP is set

as the default tablespace.

Default — TEMP
Permissible — Any existing
valid temporary tablespace
name.

Modify this value to
associate any valid
tablespace with the
schema.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<TABLESPACES>| Parent tag to hold N NA Edit ONLY if
<TABLESPACE> tablespaces are to
elements be created as part of
the installation.
<TABLESPACE>/ | Logical Name of Y Name if specified
NAME tablespace to be created. should be referred in
the <SCHEMA

DEFAULTTABLESP

ACE= "##NAME##">

attribute.

Note the ## syntax.
<TABLESPACE>/ | Physical Name of the Y NA Value if specified will
VALUE tablespace to be created be the actual name

of the

TABLESPACE.
<TABLESPACE>/ | Specifies the location of | Y NA Enter the absolute
DATAFILE the data file on the server path of the file to be

created.
<TABLESPACE>/ | Specifies if the Y ON or OFF Set to ON to ensure
AUTOEXTEND tablespace should be that the tablespace

extensible or have a hard does not run out of

limit space when full.
<SCHEMA>/ Enter the quota to be set | N Example, Modify this value to
QUOTA on 600M/m grant the specified

DEFAULTTABLESPACE guota on the

attribute for the schema/ 20G/g mentioned

user. By default, the UNLIMITED/unlimited tablespace to the

quota size is set to 500M. user.

Minimum: 500M or

Unlimited on default

Tablespace

Enter the name of the Permissible length is 16 Enter this field in
<SCHEMA>/ Information Domain to N characters and only UPPERCASE.
INFODOM associate this schema. alphanumeric characters

The schema creator utility]
automatically derives an
Information Domain
Name based on the

(Optional for
Atomic and
mandatory for

allowed. No special
characters allowed.

Application Pack if no sandbox )
value is specified for this
attribute.
<APP_PACK_ID> | Unique Application Pack v Unique Seeded Value DO NOT modify this
Identifier value.
<JDBC_URL> Enter the JDBC URL. v Example,

Note: You can enter RAC|
and NON-RAC enabled
database connectivity
URL.

jdbc:oracle:thin:@<HOST/IP>
:<PORT>:<SID>

or
jdbc:oracle:thin:@//[HOST][:P
ORT]/SERVICE
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Tag Name/
Attribute Name

Description

Mandatory
(Y/IN)

Default Value/
Permissible Value

Comments

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=[HOST])(port=[PORT])
)(ADDRESS=(PROTOCOL=T
CP)(HOST=[HOST])(PORT=|
PORT]))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONNE
CT_DATA=(SERVICE_NAME
=[SERVICE]))))

For example,
jdbc:oracle:thin:@//dbhost.ser
ver.com:1521/servicel

or

jdbc:oracle:thin:@//dbshost.s
erver.com:1521/scan-1

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=dbhost1.server.com)(p
ort=1521))(ADDRESS=(PRO
TOCOL=TCP)(HOST=dbhost
2.server.com)(PORT=1521))(
LOAD_BALANCE=yes)(FAIL
OVER=yes))(CONNECT_DA
TA=(SERVICE_NAME-=servic

el)))

<JDBC_DRIVER>

By default this driver
name is seeded.

Note: Do not edit this
attribute value.

Example:

oracle.jdbc.driver.OracleDrive
r

Only JDBC Thin
Driver is supported.
DO NOT maodify this
value.

<HOST>

Enter the Hostname/ IP
Address of the system on
which you are installing
the OFSAA components.

Host Name/ IP Address

<SETUPINFO>/
NAME

Enter the acronym for the
type of implementation.
This information be
displayed in the OFSAA
Home Page.

Note: On executing the
schema creator utility,
this value be prefixed
with each schema name.
For example:
dev_ofsaaconf,
uat_ofsaaatm.

Accepts strings with a
minimum length of two and
maximum of four.

Example,
DEV, SIT, PROD

This name would
appear in the OFSAA
Landing Page as

“Connected To: xxxx”

The schemas being
created would get
this prefix. For E.g.
dev_ofsaaconf,
uat_ofsaaconf etc.
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Tag Name/
Attribute Name

Description

Mandatory
(Y/IN)

Default Value/
Permissible Value

Comments

<SETUPINFO>/
PREFIX_SCHEMA
_NAME

Identifies if the value
specified in
<SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.

N

YES or NO

Default value is YES.

<PASSWORD>/
APPLYSAMEFOR
ALL

Enter as Y if you want to
apply the password
specified in DEFAULT
attribute for all the
schemas.

If you enter as N, you
need to provide individual
passwords for all
schemas.

Note: In case you have
entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords take
precedence.

Default — N
Permissible — Y or N

Note: Setting this
attribute value is
mandatory, If
DEFAULT attribute is
set.

<PASSWORD>/
DEFAULT*

Enter the password if you
want to set a default
password for all
schemas.

Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply the
default password for all
the schemas.

The maximum length allowed
is 30 characters. Special
characters are not allowed.

<SCHEMA>/
TYPE

The different types of
schemas that are
supported in this release
are ATOMIC, CONFIG,
SANDBOX, and ADDON.

By default, the schemas
types are seeded based
on the Application Pack.

Note: Do not edit this
attribute value.

ATOMIC/CONFIG/SANDBOX
/ADDON

Note:

SANDBOX AND ADDON
schemas are not applicable
for OFS AAAI Application
Pack.

Only One CONFIG
schema can exist in
the file.

This schema
identifies as the
CONFIGURATION
schema that holds
the OFSAA setup
details and other
metadata
information.

Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in
the file.

ATOMIC schema
refers to the
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based on the Application
Pack.

Note: Do not edit this
attribute value.

Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ By default, the schemas | Y The permissible length is 15 | SETUPINFO/ NAME
NAME names are seeded based characters and only attribute value would
on the Application Pack. alphanumeric characters be prefixed to the
You can edit the schema allowed. No special schema name being
names if required. characters allowed except created.
. underscore ‘. For E.g. if name is
Note: set as ‘ofsaaatm’ and
The Schema Names setupinfo as ‘uat’
have a prefix of the then schema being
SETUPINFO/ NAME created would be
attribute. ‘uat_ofsaaatm’.
SCHEMA NAME must be NAME should be
same for all the ATOMIC same where
Schemas of applications APP GRP=1 for all
within an Application SCHEMA tags (Not
Pack. applicable for this
Application Pack).
<SCHEMA>/ Enter the password of the| N The maximum length allowed | Note: You need to
PASSWORD* schema to be created. is 30 characters. Special mandatorily enter the
Note: characters are not allowed. password if you have
. . . set the
If this attribute is left <PASSWORD>/
gl'oaenc‘;;iégeirr‘] tt:‘]‘z password APPLYSAMEFORAL
<PASSWORD>/DEFAUL L atribute as N.
T attribute is applied as
the Schema Password.
<SCHEMA>/ By default, the Y Unique Seeded Value Identifies the
APP_ID Application ID is seeded Application/ Product

for which the schema
is being created.

DO NOT modify this
value.

*On successful execution of the utility, the entered passwords in the OFS_DM_SCHEMA_IN.xml file are nullified.
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20 Appendix M: OFSAAI_InstallConfig.xml file

20.1 Configuring OFSAAI_InstallConfig.xml file

Perform the following steps to configure OFSAAI_InstallConfig.xml file:

1.
2.

Navigate to OFS_DM_PACK/OFS_AAl/conf/ directory.

Open the file OFSAAIL_InstallConfig.xml in text editor.

Configure the OFSAAI _InstallConfig.xml as mentioned in the below table:

You need to manually set the InteractionVariable parameter values as mentioned in the table.
If a value is not applicable, enter NA and ensure that the value is not entered as NULL.

InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

<Layer name="GENERAL">

WEBAPPSERVERTYPE

Identifies the web application server on which the
OFSAA Infrastructure web components would be
deployed.

The below numeric value should be set depending
on the type:

Apache Tomcat =1
IBM WebSphere Application Server = 2
Oracle WebLogic Server =3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari
able>

Yes

DBSERVER_IP

Identifies the hostname or IP address of the system
on which the Database Engine is hosted.

Note: For RAC Database , the value should be NA.

For example, <InteractionVariable
name="DBSERVER_IP">14.15.16.17</InteractionV
ariable> or

<InteractionVariable name="DBSERVER_
IP">dbhost.server.com</InteractionVariable>

Yes

ORACLE_SID/SERVICE_
NAME

Identifies the Oracle DB Instance SID or
SERVICE_NAME

Note: The Oracle_SID value should be exactly the
same as it is mentioned in JDBC_URL.

For example, <InteractionVariable
name="ORACLE_SID/SERVICE_

NAME">ofsaser</InteractionVariable>

Yes
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InteractionVariable Name Significance and Expected Value Mandatory
Y/N
ABS_DRIVER_PATH Identifies the directory where the JDBC driver Yes

(ojdbc<version>.jar) exists. This would typically be
the $ORACLE_HOME/jdbc/lib

For example, <InteractionVariable
name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

Note: Refer Appendix P for identifying the correct
“ojdbc<version>.jar” version to be copied.

OLAP_SERVER_ Identifies if the OFSAA Infrastructure OLAP No
IMPLEMENTATION component needs to be configured depending on
whether you intend to use the OLAP feature. The
below numeric value should be set depending on the
choice:

YES-1
NO -0

Note:IfvalueforOLAP_SERVER_IMPLEMENTATION issetto1, itchecksforfollowing environment
variables are set in .profile:

ARBORPATH, HYPERION_HOME and ESSBASEPATH.

SFTP_ENABLE Identifies if the SFTP (Secure File Transfer Protocol)| Yes
feature is to be enabled. The below numeric value
should be set depending on the choice:

SFTP-1
FTP-0

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP be used. Oracle
recommends using SFTP instead of FTP because SFTP is considered more secure. However, a client
may choose to ignore this recommendation and to use FTP by setting SFTP_ENABLE to 0. This
selection may be changed later by using the OFSAAI administration interface. For example,
<InteractionVariable name="SFTP_ENABLE">0</InteractionVariable>

FILE_TRANSFER_PORT Identifies the port used for the file transfer service. | Yes
The default value specified is 22 (SFTP). Specify
value as 21 or any other PORT value if value for
SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE_TRANSFER_
PORT">21</InteractionVariable>

LOCALE Identifies the locale information to be used during Yes
the installation. This release of the OFSAA
Infrastructure supports only US English.

For example, <InteractionVariable
name="LOCALE">en_US</InteractionVariable>
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InteractionVariable Name

Significance and Expected Value

Mandatory
YIN

respective portis enabled.

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default
values mentioned below are set in the installation. If you intend to specify a different value, update the
parameter value accordingly and ensure this port value is in the range of 1025 to 65535 and the

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a
trusted CA and the same is configured on your web application server.

Application Server IP/ Hostname, to be used for
accessing the Ul. This IP would typically be the
HTTP Server IP.

If no separate HTTP Server is available, the value
should be Web Application Server IP/Hostname.

For example, <InteractionVariable
name="WEB_SERVER _
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB_SERVER_
IP">myweb.server.com</InteractionVariable>

HTTPS_ENABLE Identifies if the Ul should be accessed using HTTP | Yes
or HTTPS scheme. The default value set is 0. The
below numeric value should be set depending on
the choice:
YES-1
NO -0
For example, <InteractionVariable
name="HTTPS_ENABLE">0</InteractionVariable>
WEB_SERVER_IP Identifies the HTTP Server IP/ Hostname or Web No
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InteractionVariable Name Significance and Expected Value Mandatory
YIN
WEB_SERVER_PORT Identifies the Web Server Port. This would typically | Yes
be 80 for non SSL and 443 for SSL. If no separate
HTTP Server exists, the value should be the port
configured for Web Application Server.
Note: The port value not be accepted as 80 if
HTTPS_ENABLE is 1 and as 443, if
HTTPS_ENABLE is 0.
For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>
CONTEXT_NAME Identifies the web application context name which Yes
be used to built the URL to access the OFSAA
applications. The context name can be identified
from a URL as below:
<scheme>://<host>:<port>/<context-name>/lo
gin.jsp
Sample URL:
https://myweb:443/ofsaadev/login.jsp
For example, <InteractionVariable
name="CONTEXT_
NAME">ofsaadev</InteractionVariable>
WEBAPP_CONTEXT_PATH | Identifies the absolute path of the exploded .ear file | Yes
on the web application server.
For Tomcat, specify the Tomcat directory path till
/webapps, such as
/oradata6/revwb7/tomcat/webapps/.
For WebSphere, enter the WebSphere path as
<WebSphere profile directory>/installedApps/
<NodeCellName>. For example,
/data2/test//WebSphere/AppServer/profiles/
<Profile_
Name>/installedApps/aix-imfNode01Cell. Where aix-|
imf is Host name.
For WebLogic, provide the WebLogic home directory
path as /<WebLogic home directory
path>/bea/wliserver_10.3
Note: For WebLogic, value specified for this attrbute
is ignored and value provided against attribute
WEBLOGIC_DOMAIN_HOME is considered.
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InteractionVariable Name

Significance and Expected Value

Mandatory
YIN

WEB_LOCAL_PATH

Identifies the absolute path to any directory on the
web application server that can hold temporary files
being uploaded as part of the applications usage.

Note: In case of a clustered deployment, ensure this
path and directory is same on all the nodes.

Yes

WEBLOGIC_DOMAIN_HOME

Identifies the WebLogic Domain Home.

For example, <InteractionVariable
name="WEBLOGIC_DOMAIN_

HOME">/home/weblogic/bea/user_
projects/domains/mydomain

</InteractionVariable>

Yes

Specify the
value only if
WEBSERVERT
YPE is set as 3

(WebLogic)

OFSAAI_FTPSHARE_PATH

Identifies the absolute path to the directory identified
as file system stage area.

Note:

1.The directory should exist on the same system on
which the OFSAA Infrastructure is being installed
(can be on a separate mount).

2.The user mentioned in APP_SFTP_USER_ID
parameter below should have RWX permission on
the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revw
b7/ftpshare</InteractionVariable>

Yes

OFSAAI_SFTP_USER_ID

Identifies the user who has RWX permissions on the
directory identified under parameter
APP_FTPSHARE_PATH above.

Yes
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21 Appendix N: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

21.1.1 Prerequisites

Data model in ATOMIC schemas should be same on the source and target setups.
OFS AAI (platform) patch level version should be same on the source and target setups.
PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.

21.1.2 Migration for Excel Upload

To migrate, perform the following steps:

1.

Open PL/SQL Developer and log in to the source setup’s configuration (CONFIG) schema
with assigned Username and Password.

Query the data of table EXCEL_MAPPING_MASTER in a new SQL window.

Open a new session in PL/SQL developer and log in to the target setup’s configuration
(CONFIG) schema with assigned Username and Password.

Insert the records from Step 1 to this table.

Update the infodom name with the target infodom name in V_INFODOM column of
EXCEL_MAPPING_MASTER table.

NOTE:

If all the mappings can work out of the single target Infodom, update same Infodom value across

all rows. If only few mappings work out of the target infodom, update the infodom value for
selective records. Kindly note, excel upload mappings work only if the target infodom has same
data model entities as used in the mappings defined on source setup.

6.

Update V_CREATED_BY column with the name of any user present in the target setup that
has appropriate roles to perform Excel Upload tasks.

NOTE:

It is mandatory to update values for V_INFODOM and V_CREATED_BY columns.

Open WInSCP and login a new session by entering the host name, port number, user name
and password to access the source setup.

Navigate to FTPSHARE directory.

Copy the excel-entity mapping xml file(s) which are located in this directory according to their
directory structure on to your desktop. For example: /ftpshare
/ISTAGE/ExcelUpload/$SOURCE_ INFODOM_NAME/$EXCEL_FILE_NAME.xml
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NOTE: Actual file name of Excel Sheet is mentioned in the V_EXCEL NAME column of
EXCEL_MAPPING_MASTER table.

10. Copy the excel templates (.xls/ .xIsx) file(s) which are located in this directory according to

their directory structure on to your desktop. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/*.xls or *.xlIsx

NOTE: Ignore this step if files are not present at the location.

11. Log in to a new session in WinSCP with the host name, port number, user name and
password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/Ttpshare/STAGE/ExcelUpload/$TARGET_INFODOM_NAME/$EXCEL_FILE_NAME . xml

NOTE: $TARGET_INFODOM_NAME should be target setup infodom in which you have uploaded the
appropriate data model and the name should be same as the V_INFODOM column value updated
in EXCEL_MAPPING_MASTER table.

13. Copy the xls/ xIsx file(s) from Step 3 to the below location in target setup. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/*.xls or *.xlIsx

NOTE: Ignore this step if files are not present at the location.
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22 Appendix O: JDBC Jar Files

The ojdbc<version>_jar file should be copied based on Database & Java version. Refer to the

following table for details.

Oracle Database JDK Version Supported JDBC Jar files specific to

Version the release

12.1 or 12cR1 JDK 7 and JDK 8 ojdbc7.jar for JDK 7/JDK 8

11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and ojdbcé.jar for JDK 7 / JDK 8
11.2.0.4
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23 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

e Prerequisites
e Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

e Web Application Server Configurations

e OFSAA Generic Configurations

e OFSAA Configurations for New Web Application Server Installation

23.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

e Java 8 should be installed on the OFSAA server and Web Application Server.
e Oracle WebLogic Server should be 12.1.3.0 or above. Download and install patch 18729264
from http://support.oracle.com/ for the same.

NOTE: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

23.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, perform the following steps:

1. Configure Web Application Server to Java 8. For more information, refer Web Application
Server Configurations.

2. Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic
Configurations. For a newly installed Web Application Server, refer OFSAA Configurations for
New Web Application Server Installation

3. Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure Services

section in Appendix D
4. Generate the application EAR/WAR file and redeploy the application onto your configured web

application server. For more information on generating and deploying EAR / WAR file, refer
Appendix C.

23.3 Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

e Upgrade the existing Web Application Server installation to Java 8
¢ Install a new instance of the Web Application Server with Java 8
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This section consists of the following topics:

e Oracle WebLogic Server Updates

e Apache Tomcat Server Updates

23.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1. Navigate to <WLS HOME>/Middleware/Oracle_Home/wlserver.
2. Edit the product.properties file. Set JAVA HOME, WLS JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For example,

JAVA_HOME=/usr/java/jdk1.8.0_45
WLS_JAVA_ HOME=/usr/java/jdk1.8.0_45
JAVAHOME=/usr/java/jdk1.8.0_45
Java.vm.version=1.8.0 45

3. Navigate to
<WLS_HOME>/Middleware/Oracle_Home/user_projects/domains/<domain>/bin.
Update SUN_JAVA_HOME, DEFAULT_JAVA_ HOME, JAVA_HOME in the setDomainEnv.sh
file to point to the new Java path. For example,

SUN_JAVA HOME=""/usr/java/jdkl1.8.0_45"
DEFAULT_SUN_JAVA HOME="/usr/java/jdkl1.8.0_45"
JAVA HOME="/usr/java/jdk1.8.0_45"

4. Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application
name>/qaelce/jsp_servlet

If you wish to install a new instance of the Oracle WebLogic Server, perform the following steps:

1. Install Oracle WebLogic Server 12.1.3.x on Java 8.
2. Perform the configurations for the newly installed WebLogic server. For more information refer
Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of the existing
Domain. Note down the new Domain path to perform OFSAA Configurations.

23.3.2 Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7 to
Java 8:

1. Login to the Apache Tomcat Server as a non-root user.
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2. Edit the user .profile. Update the value for JAVA_HOME from JRE 1.7 to JRE 1.8. For
Example,x
JAVA_HOME=/usr/java/jrel.8.0_45
3. Clear the Application cache. Navigate to the following path and delete the files:
<Tomcat installation directory>/work/Catalina/localhost/<Application
name>/org/apache/jsp
If you wish to install a new instance of the Apache Tomcat Server, perform the following steps:

1. Install Apache Tomcat Server 8 with Java 8.
2. Perform the configurations for the newly installed Tomcat server. For more information refer
Configuring Resource Reference in Tomcat Application Server.

NOTE: Update the Connector Port in Zapache-tomcat-8.0.21/conf/server.xml file to that of
the existing Tomcat instance.
Note down the new deployment path to perform OFSAA Configurations.

23.4 OFSAA Generic Configurations

This section consists of the following topics:

e User .profile Settings

23.4.1 User .profile Settings

Perform the following configurations:

1. Login to the OFSAA Server as a non-root user.
2. Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8. For

Example:
PATH=/usr/java/jdk1.8.0_45/jre
JAVA_BIN=/usr/java/jdk1.8.0_45/jre/bin

LD_LIBRARY_PATH=$LD_ LIBRARY_PATH:/usr/java/jdk1.8.0_45/jre/lib/amd64
/server

23.5 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Perform the following steps:

1. Modify the following parameters in the Configuration table present in the Config Schema with
the new Domain Path in case of WebLogic or with the new deployment path in case of Tomcat:

e DeFiHome
e REV_IMG_PATH
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e EMBEDDED_JSP_JS_PATH

Login to the OFSAA Server as a hon-root user.

3. Navigate to $F1C_HOME/Ficweb/webroot/WEB_INF and update the following parameters
in the web . xml file with the new Domain path in case of WebLogic or with the new deployment
path in case of Tomcat:

e FIC_PHYSICAL_HOME_LOC
e FIC_HOME
e ICC_SERVLET_LOG_FILE

4. Navigate to $FIC_HOME/Ficweb/webroot/conf and update the Domain path in case of
WebLogic or with the new deployment path in case of Tomcat:

e OFSAALogger .xml

e MDBLogger .xml

e RevLog4jConfig.xml

e RFDLogger .xml

e ExportLog4jConfig.xml
e RFDLogger .xml

e PR2Logger .xml
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24 Appendix Q: Removing OFSAA

This appendix includes the following sections:

e Uninstalling OFSAA Infrastructure

e Uninstalling EAR Files in WebSphere

e Uninstalling EAR Files in WebLogic

e Uninstalling WAR Files in Tomcat

24.1 Uninstalling OFSAA Infrastructure

This section guides you through the necessary steps to uninstall the OFSAA Infrastructure product.
Before you start the uninstallation process, ensure that no open connections exist to the OFSAA

Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:
1. Log in to the system as non-root user.
2. Navigate to the $F1C_HOME directory and execute the command:

./Uninstall.sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the

following figure.
Jfacratch/ofzaadb/ OFSAAL>. Alninstall.sh

Uninstallation Started [time § Tue Jun 10 14:20:27 IST 2014 ]

%% Iriver loaded with Driver oracle, jdbc,driver . Oraclelriver

Please enter Configuration schema Password 3
Connected to Config Schema

Cleaning config schema ...

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Pleaze wait .,

Uninstallation Completed ! Thank You [time 3 Tue Jun 10 14:21:59 IST 2014 1]

Szcratch/ofzaadb OFSAAT

NOTE: Uninstallation does not remove the Infrastructure application from the Web Application Server.

This has to be done manually.

The entries in the .profile file must be removed manually.

The files/ directories under the file system staging area (ftpshare) have to be deleted
manually. All the Database objects from Atomic Schemas have to be dropped manually.
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24.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand Applications = Application Types = WebSphere Enterprise Applications from
the LHS. The Enterprise Applications window is displayed with all the deployed applications.

Enterprise Applications

Use this page to menage installed spplications. A single application can be deployed onte multiple servers.

B Freferences
Start| Stop [nsta!lf Uninstall Upcazel Reollout Update Rameve File | E:;poni Export DDL ] Expaort File
e
O E

Salect| Nama o Application Status ().

¥ou can administer the following resources:
E] faultasoli

[ | ixties

- D . query

. El upgs?3

(@ &| ®| ®|

Total 4

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.
5. Click Uninstall. The Uninstall Application window is displayed.
Usinstal Applicotion

Chek OK to remave the following spphcaton(s). If you do not want 1o remove the appications, chck Cancel to returmn
1o the pravicus page

Nafmeo
AIXGAST

ol conce |

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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24.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console (https, if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
screen is displayed.

Summary of Deployments
Control | Maritaring
This page displays a ist of Java EE applications and stand-alone application moduies that have been instalied to this domain. Instafed applications and modules can be started, stopped, updated
(redepioyed), or deleted from the domain by first selecting the appiication name and wsing the controls on this page.

To install 8 new application or module for deployment to targets in this domain, dick the Install button.

¥ Customize this table
Deployments

install | | Update | Delete | | Start>

Showing 1to 1o0f 1 Previous | Next

When work compietes

Hame & | e aen State Health Type Deployment Order

+ [ upa7273 Stop, but continue servicing administration requests Active & ok Enterprise Anplication 100
B —————————————————————————————————————

baied| | Uodnie,; | Dot | Startyv | | Stop v Showing 1to 1of 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click
Stop = Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Messages

o se

Summary of Deployments

Control  Manitoring

This page displays a list of Java EE appbcations and stand-alone apphication modules that have been instalied to this domain. Installed applications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the appicaton name and using the controls on this page.

To instal a new applcation or module for deployment to targets in this domain, ciick the Install button,

P customize this table

Deployments
Instad v Showing 1to 10f 1 Previous | Maxt
[ | name & State Health Type Deployment Order
B | ® Buegr2r: Prepared ¥ ox Enterprise Applicaton 100
Instal £ Showing 1to 1of 1 Previous | Next
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6. Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.

7. Click Yes in the confirmation dialog to remove the selected deployment from the domain
configuration

24.4 Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously deployed
application:

1. Comment out Context path section from server .xml file in $CATALINA_HOME/conf

directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <I-- --> in between the context path section. For
example:

<1-—

<Context path ="/pr2test" docBase=""/home/perfuser/tomcat-
7.0.19/webapps/pr2test"” debug="0" reloadable="true"
crossContext=""true">

<Resource auth="Container"

name=""jdbc/PR2ATM"

type=""javax.sql .DataSource"
driverClassName="oracle. jdbc.driver.OracleDriver"
username=""pr2atm"

password=""pr2atm"
url="jdbc:oracle:thin:@10.184.74_.99:1521 :PERFTEST"
maxActive="100"

maxIldle=""30"
maxWait=""10000""/>
</Context>

-—>

Restart the Tomcat service by doing the following:

a. Login to the "Unix server" through a terminal emulator.

b. Navigate to $catal ina_home/bin directory.

c. Stop the tomcat services using the . /shutdown.sh command.
d. Start the tomcat services using the ./startup.sh command.

2. Openthe URL in a browser window: http://<IP address>:<Tomcat server port>
(https, if SSL is enabled). The Tomcat Home window is displayed.
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3. Click Manager App. The Connect To window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application Manager
window is displayed with the list of all applications deployed in Tomcat.

“8ase"Apache

Software Foundation
http://www.apache.org/

Tomcat Web Application Manager

| List apolications HTIAL Manager Help tanagar Hel Surver Status

| Path Disptay Name Running Sessions  Commands
Start Sigo Reloag LUndegioy

Vigicome to Tomcat trie 2 Expire sessions welth i 2130 T

Stari Sioo Beigad Undsoloy

|ataca Tomeat Documentation true 2 win e 2|30 minutes

Start Sigo Beiosd Undepioy

| (mcamg ms Serviet and ISP Examples: trise g Expire sessions weith igie 2|30 minutes

Stan Sipe Reigag Undspiov

| mpsr-manager Temcat Manager Apgication true g Expire 3es8i0nS | uh iale %30 minutes

Start Ston Relead Undeploy

| lotsnat Reveleus web Apglication trie 1 Start Stgo Beigad Undepioy

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation
message is displayed on the application /Infrastructure being uninstalled.
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25

Appendix R: FAQs and Error Dictionary

This appendix consists of resolution to the frequently asked questions and error codes noticed
during OFSAAI installation.

e Frequently Asked Questions

e Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process are displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

25.1 Frequently Asked Questions

25.1.1

You can refer to the Frequently Asked Questions which has been developed with the interest to
help you resolve some of the OFSAAI Installation and configuration issues. This intends to share
the knowledge of problem resolution to a few of the known issues. This is not an official support
document and just attempts to share the knowledge of problem resolution to a few of the known
issues.

This section includes the following topics:

e OFSAAI FAQs
e Application Pack 8.0.3.0.0 FAQs

OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure in Components of OFSAAI

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they will be installed on single-tier. However, OFSAA Infrastructure can be deployed
within the n-Tier architecture where the Database, Web Server and Web Application Server is
installed on separate tiers.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed. For details, see
Hardware and Software Requirements, Java Runtime Environment section.
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Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be
uninstalled as the JRE is used by the OFSAA system to work.

How do | know what are the Operating system, webservers and other software versions
that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.

What are the different files required to install OFSAAI?

The following files are required:

e setup.sh.

e envCheck.sh

e preinstallcheck.sh

e Verinfo.txt

e OFSAAlnfrastructure.bin

e validatedXMLinputs.jar

e MyResources_en_US.properties

o log4j.xml

e OFSAAI_PostlnstallConfig.xml

e OFSAAIL_InstallConfig.xml

e privileges_config_user.sql

e privileges_atomic_user.sql

What should I do if | get the following error message during installation:

"Execute Permission denied"?

Check whether all the files provided for OFSAAI installation has execute permissions.

To give execute permissions,

e Navigate to the path OFSAAI_80200 and execute the command
chmod 755

"Graphical installers are not.."

If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.
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Example: Hummingbird Exceed is started and configured to Graphical mode installation.

NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program”, then

e Check whether "java path" is set in PATH variable. See the Table 3-1, " Prerequisite
Information"section in this document.

e Check whether sufficient temporary space is available.

e Ensure that the movement of OFSAAI Installer text files to the target system is done in the Text
mode so that setup.sh file does not contain control line feed characters (*M).

What should I do if | get the following error message during installation, "OracleDriver
Files Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

What should | do if | get the following error message during installation, "User must have
CREATE TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE
SEQUENCE, CREATE PROCEDURE" even though the oracle schema user created has the
mentioned privileges?

OFSAAI installer validates the database details provided during installation, so ensure:
e Whether the oracle schema user has the required set of privileges for successful installation.

e Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the Table 3—1, "Prerequisite Information” section in this document.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See Post Installation Configurations.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAInfrastructure_Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log4j . xml.
If the logs of any of these reported Warnings, Non Fatal Errors, Fatal Errors or Exceptions, they
should be brought to the notice of the OFSAAI Oracle Support Services. It is recommended not to
proceed, until the reported problems are adequately addressed.

How do | completely uninstall OFSAAI?
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OFSAAI can be completely uninstalled by performing the steps provided in Uninstalling OFSAA
Infrastructure section in this guide.

Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How do | grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

1. Log into the database as sys and connect as sysdba user.
2. Execute the file privileges_config_user.sql available under $FI1C_HOME directory
3. Enter the database schema for which you want to grant privileges.

When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS AAI Administration Guide
available on OTN.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

What should | do if | get the following error message on the UNIX System terminal while
executing ./setup.sh, "Insert New Media. Please insert Disk1 or type its location"?

1. Login as root user on the Unix machine where OFSAAI is getting installed.

2. Navigate to the path /etc/security/.

3. Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n
The command should return the value 9216.
How do | verify if the system environment is ready for OFSAAIl installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying System Environment section for additional information.

How do | know if the installation is completed successfully?
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The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:

1. Navigate to the path $FI1C_HOME (Product Installation Directory).
2. Execute the command:

-/piverify._sh

What should I do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should | do if there are any exceptions or errors in installation and how to proceed?
1. Backup the installation logs.
2. Share the backup logs with Oracle Support Services.

What should | do if | get the following error message during OFSAAI installation on Solaris
11 system?:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1 ORA-01882: timezone region not
found"
Or

"Time zone cannot be set as null or 'localtime

This happens if the time zone is not set, that is NULL or it is set as "localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ
What should | do if the installation process is abruptly terminated or aborted?

If the installation process is abruptly terminated, then the installation will be incomplete. To
recover from this, follow these steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which are made
between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
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4. Perform the OFSAAI installation again.

Does OFSAA support any other web server types, other than the ones stated in Tech
Matrix and Installation Guide?

No, all the supported softwares and versions are stated in the OFSAA Technology Stack

Matrices.

What should | do if the database connection from connection pool displays the following
error message, "java.sql.SQLRecoverableException: 10 Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom.source=Ffile:/dev/./urandom in the java.security configuration file
available in $JAVA_HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI components
are installed.

If the issue is not resolved even with the preceding settings, check the MTU (Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and updating them,
contact your system Administrator.

What should | do when | get syntax errors/file not found error messages while invoking
setup.sh file from my install archive?

This could mostly happen:

e When installer was not unzipped rightly or corrupted during unzip.

e setup.shfile which resides within the install archive was not transferred in ASCII or text mode,
which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAI_Installer>._zip

3. The corrupted setup.sh file would have introduced certain *M characters into the file. You
can remove "M characters from setup.sh file by following these steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAI_80200.
c. Open the setup.sh file in the vi editor using the command: vi setup.sh.

d. Inside vi editor in Esc mode, type: %s/"™M//g
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NOTE: To enter *M, hold the CTRL key then press V and M in succession.

e. Save the setup.sh file by typing: wg!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

What should | do if | get the following error message while executing ./startofsaai.sh file on
the UNIX System terminal "./startofsaai.sh: /java: Execute permission denied"?

e Ensure JAVA_BIN environment variable path is set on the "unix user" terminal from where the
startofsaai.sh file is invoked.

e Ensure the .profile where the environment/ path settings are made has been executed
successfully.

What should I do if the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted is "password0" provided during
installation. Also check whether the connection to the "configuration schema" can be established
through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
be found or displayed"” or "Could not retrieve list of languages from Server. Please contact
the system administrator". What should one do?

Ensure OFSAAI servers have been started and are running successfully. For details on start up
parameters options, see Starting Infrastructure Services section.

For more details on the issue, refer to the Revappserver log in $SF1C_APP_
HOME/common/F1CServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completing the installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFS DGRR Installation Guide 8.0.3.0.0 225



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

OFSAAI Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need FTPSHARE on all the layers? Can we have ftpshare on another machine
other than the machines where OFSAAI is installed?

FTPSHARE is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the FTPSHARE directory. The ftpshare contains folders for each
Information Domain, with each Information Domain folders holding Erwin, log, and scripts folder.
The transfer of data among the Web, Application, and Database servers in Infrastructure takes
place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, you can have FTPSHARE on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the FTP/SFTP password?

Yes, OFSAAI needs credentials of the user who has complete permissions on FTPSHARE
directory, and the user should be able to independently login to the unix server.

What are the permissions required for FTPSHARE and when should | give them?

It is recommended to provide permissions on FTPSHARE in case of installations done across
different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the Unix users of OFSAAI
and web server belong to the same Unix group.

Additionally, any new file that is created in the FTPSHARE folder of any installation layer should
be granted specific/explicit permission.

Port Change utility can be used to have the Port number modified, which are currently being used
by the Infrastructure application. For more information, refer Changing IP/ Hosthame, Ports,
Deployed Paths of the OFSAA Instance section in OFS Analytical Applications Infrastructure
Administration Guide in OTN.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAI.

e SYSADMN
e SYSAUTH
e GUEST
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Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAI.

OFSAAI Configuration: Unable to save the server details?

e Ensure the input User ID, Password, and Share Name are correct.

e Ensure FTP/SFTP services are enabled.

e Have atest FTP/SFTP connection made and confirm if they are successful.

What should I do if | get the following message while creating Information Domain, "Please
create a database and then create the information domain"?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details should exist.

What should 1 do if | get the following message during the startup of backend engine
message server, "ConnectToDatabase: FatalError, could not connect to the DB server"?

o Verify whether connection to the Configuration Schema can be established through
SQL*PLUS.

o Verify Configuration Schema password is modified post installation.

e Ensure Oracle Database Alias Name created for Oracle Instance and Oracle Service Name
are same.

e On a multi tier installation mode, ensure TNSNAME and SID are same in both the Application
and Database Layers.

What should I do if | get the following message during the startup of backend engine
message server, "Fatal Error, failed to get user ID from LibSmsConnect"?

Ensure Reveleus.sec file exist under the $FIC_HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?
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OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended
for back-up.

What kind of security features does the OFSAAI provide?
OFSAAI provides security at:
e Segment Level - Users can access only the segment they are mapped to.

e Application Level - Users can perform an operation only if mapped to appropriate role and
functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin
7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

e Easyto use GUI based Model upload mechanism to upload the Business Data Model through
Data Model Management -->Data Model Maintenance --> Import Model.

e OFSAAl also provides a model upload utility "upload.sh" for uploading the business data model
through the command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

For more details, see Configuration for Model Upload Utility section of the OFS Analytical
Applications Infrastructure User Guide available on OTN.

How do | apply incremental change to the existing model when the Business Data model
undergoes a change?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?
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OFSAAI supports uploading of business data model from client desktop and also by picking up
the data model from the server location.

Can the OFSAAI Configuration Schema password be modified post installation?

The OFSAAI Configuration Schema password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the Configuration Schema password will require updating in those files. For more information, see
OFSAA Infrastructure Config Schema Password Modification.

Can the OFSAAI Atomic Schema password be modified?

The OFSAAI Atomic Schema password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password will require updating those files.

To change the Atomic Schema password, follow the steps:
1. Loginto OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Based onthe Web Server installed, follow the steps:
a. If you are using Apache as Web server:
e Update the <Context> -> Resource tag details in server.xml file from the

$CATALINA_HOME/conf folder. (In case of Tomcat only Atomic <Resource> will
exist).

b. If you are using WebSphere as Web server:
e Login to the WebSphere Administration Console from the left side menu.

¢ Navigate to Resources >JDBC >Data Sources. A list of data sources will be populated
on the right side.

e Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

c. If you are using WebLogic as Web server:
e Login to the WebLogic Administration Console from the left side menu.

e Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the right
side.

e Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).
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4. Restart the OFSAAI services

NOTE: If the modified passwords are not updated, OFSAAI logs display the message ORA-
28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available
RAM. Contact Oracle Support Services for more details.

Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, take more time to load than other screens?

The Log file in DynamicServices.xml which resides in $FI1C_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting startofsaai.sh
and if any of the log file (For example, SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application window taking a
longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending
on the currently logged count for the specific metadata.

1. Generate the Log report by executing the following query in config schema.
select count(l), t.metadata name, m.dsn_id
from metadata master m, metadata type master t
where m.metadata_type = t.metadata type
group by t.metadata name, m.dsn_id

2. The preceding query returns a list of codes with their respective metadata count. You can
refer to "metadata_type_master" table to identify the metadata hame.

3. View the log report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly increase the cache size limit in Dynamicservices.xml
depending on the currently logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported
in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.
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What should | do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <WebSphere
Install directory>/AppServer/deploytool/itp. For example,

$JAVA _CMD \

-Xbootclasspath/a:$ejbd_bootpath \

Xms256m -Xmx1024m \

What configurations should | ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB from OFSAAI Data Model Management --
>Data Model Maintenance--> Import Model, you need to configure the required model size in
struts.xml file available in the path $F1C_WEB_ HOME/webroot/WEB- INF/classes.

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set
the max size to 3GB (3221225472 bytes) as follows, in order to avoid size constraints during
model upload.

<constant name="struts.multipart. maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, refer Appendix C.

What should | do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy
has been changed. This can occur in hierarchy maintenance, where you have moved a member
to another hierarchy branch, and that member was explicitly selected in the Filter and is now a
child of a node which is already selected in the Filter. Refer Support Note for the workaround.

Can linstall an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

What should | do if | get the following exception while trying to view the model outputs in
Model Outputs screen, "Exception ->Local Path/STAGE/Output file name (No such file or
directory)"?
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Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web

server details window. This folder needs to be created under the local path on every node, in

case of web application server clustering.

What should | do if | get the following exception during OFSAA services startup,
"Exception in thread "main" java.lang.UnsatisfiedLinkError: net (Not a directory)"?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a

physical JRE installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.

Model Upload Options

Size of Data Model
XML File

X_ARGS_APP ENV

Pick from Server 106 MB "-Xms1024m
-Xmx1024m
36 MB "-Xms2048m
-Xmx2048m
815 MB "-Xms4096m
-Xmx4096m
1243 MB "-Xms6144m
-Xmx6144m
"-Xms1024m
Model Upload Utility 106 MB
-Xmx1024m"-Xms2048
m -Xmx2048m
"-Xms4096m
336 MB
-Xmx4096m
"-Xms4096m
815 MB
-Xmx4096m
"-Xms6144m
1243 MB
-Xmx6144m
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"-Xms1024m
Save New Erwin file in 106 MB

-Xmx1024m
Server

"-Xms2048m
336 MB

-Xmx2048m

"-Xms4096m

-Xmx4096m

"-Xms6144m

-Xmx6144m

What should I do if | get the following error message, "ORA 01792 maximum number of
columns in a table or view is 1000 during T2T execution"?

You should apply the following patch set from Oracle. Applicable only for 12c.
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

| did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s) in the
Admin Ul. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide
available on OTN.

| get an error when I try to build an Oracle OLAP cube. What should 1 do?

Execute the following grant on the appropriate ATOMIC schema

grant olap_user to &database_username

How do you turn off unused Information Domains (Infodoms) from caching?

Follow these steps to turn off unused infodoms from caching:
1. Navigate to $FI1C_HOME/conf in the APP layer of your OFSAAI installation.
2. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE_ON_STARTUP to O (default is 1).

4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more information
on generating and deploying EAR / WAR file, refer to the Appendix C section.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Starting
Infrastructure Services section.
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NOTE: This setting will cache the Infodom metadata only for the infodoms that get accessed
upon user login. Infodoms which do not get accessed, will not be cached.

Sample code is as follows:
<SERVICE CODE="20"

CLASS=""com.

NAME=""BMD""

SERVERID=""DEFAULT"

iflex.fic.metadata.services.MetadataServiceProvider"

PATH="" "' LOGGERNAME=""UMMLOGGER" LOGGERLEVEL="10"">

<PARAMETERS>

<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER

NAME=""CACHE_ON_STARTUP" VALUE="0" />
NAME=""BACKUP_XML" VALUE="1" />
NAME=""MAX_BACKUP_XML" VALUE="2" />
NAME=""PC_NONBI_BI_SWITCH" VALUE="2048" />
NAME=""HIERARCHY_NODE_LIMIT" VALUE="2000" />
NAME=""ALI1AS_CACHE_SIZE"™ VALUE="1000" />
NAME=""DATASET_CACHE_SIZE"™ VALUE="2000" />
NAME=""MEASURE_CACHE_SI1ZE" VALUE="2000" />
NAME=""HIERARCHY_CACHE_SIZE"™ VALUE="2000" />
NAME=""DIMENSI1ON_CACHE_SIZE"™ VALUE="2000" />
NAME=""HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
NAME=""CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER
<PARAMETER
<PARAMETER

NAME=""RDM_CACHE_SIZE"™ VALUE="1000" />
NAME=""BUSINESSPROCESSOR_CACHE_SIZE"™ VALUE="2000" />
NAME=""DERIVEDENTITY_CACHE_SIZE™"™ VALUE="1000" />
<PARAMETER NAME="LOG_GET_METADATA"™ VALUE="false™ />

<PARAMETER NAME="*METADATA_PARALLEL_CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

While creating an Excel Mapping, after specifying the excel worksheet, the target table, and
mapping each column in the worksheet to a target table, | click Save and nothing happens. But
when | click Cancel, a message pops up informing me that all changes will be discarded", what
is to be done.

Check if the version of Internet Explorer and JRE Plugin are as mentioned in the Desktop
Requirements section of this manual. If not, use the qualified versions as mentioned.

Can multiple OFSAA Infrastructure instances share the same Config Schema?
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No, only one OFSAA environment can be installed using one Config Schema.
Can Atomic Schema be shared?
Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the Web
Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web Application
Server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate properly?

The OFSAA Servlet port which is same as Web server port should be open. Also the web application
port should be open.

Can I modify the NLS_LENGTH_SEMANTICS to BYTE from CHAR for the Database where older
versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not intending to
use multi language support.

Can linstall already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.
How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

During OFSAA installation should | provide web application server's IP /Hostname and port or
web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP
Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname and Port
details during OFSAA installation. Here the Servlet port should be same as the Web Server port.

If Web Server is not configured, the Web Application Server's IP Address/ Hosthame and Port is
required during the installation process. Here the Servlet port should be same as the Web application
Server port.

Is "ReveleusAdminConsoleAgent" applicable for OFSAAI 8.0.0.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change in
the way agentservers are managed through AGENTSTARTUP.SH and AGENTSHUTDOWN.SH.

What should I do when the message server process does not open and | get the following error
message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config database"?

This error is displayed due to the following reasons:
e The Config Schema password is already expired.

¢ If the Config Schema password is going to expire soon and the message like "ORA-28002: the
password will expire within 6 days" displays while connecting to Config Schema through
SQLPlus.

e The Config Schema password is modified.
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To resolve the error, re-set the Config Schema password to the old password. Else, if the Config
Schema password is modified to something else then follow these steps:

1. Delete the $FIC_HOME/conf/Reveleus. SEC file.

2. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FI1CServer/bin
./stopofsaai.sh

3. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin
./stopofsaai.sh

4. Start the Infrastructure Server in foreground directly on the server or through XWindows
software using the command: ./startofsaai .sh

5. Enter System Password.

6. Enter the new Config schema password. The service starts and initializes if it is able to
successfully connect to the DB and generates the Reveleus. SEC file.

7. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.
What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under $FIC_APP_HOME/common/FICServer/logs &
<OFSAAI_DEPLOYED_AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to 5000kb and number of maximum backup log
files (MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing these
parameters to a higher value should depend on the server hardware configurations and may reduce
the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:
1. Navigate to $FIC_HOME/conf where OFSAA is installed.

2. Edit the following parameters in the file RevLog4jConfig.xml
e param name=""file" : Enter the path where the Logs are to be generated.
e param name="MaxFileSize" : Provide the required file size.

e param name="MaxBackuplndex' : Provide the required number of backup files to be
created.
Example:

<appender name=""REVSERVERAPPENDER"
class="org.apache.log4j.RollingFileAppender'>

<param name="Ffile" value="$FIC_
HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>

<param name="‘Append" value="true" />
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<param name="MaxFileSize" value="5000kb" />

<param name="‘MaxBackuplndex" value="5" />

<layout class="org.apache.log4j.PatternLayout'>

<param name="'ConversionPattern" value="[REVELEUSLOG] %m%n"/>
</layout>

</appender>

To configure the Deployed area logs file, follow these steps:

1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the preceding section.

Can we modify the Log file path?

Yes, Log file path is configurable, it can be configured in RevLog4jConfig.xml file. The default log file
path (file) is set by the installer. This can be configured to another path.

Can | point the environment with HTTP enabled to HTTPS after installation and vice versa?
Follow these steps:

1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port (example 9443) on your existing and already deployed web
application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET_PORT) configured and in
all the URLSs specified on the following files:

e $FIC_HOME/ficapp/common/FICServer/conf/FICWeb.cfg and
$FI1C_HOME/Fficweb/webroot/conf/FICWeb.cfg

e $FIC_HOME/ficapp/icc/conf/WSMREService.properties

e S$FIC_HOME/ficweb/webroot/conf/ModelExecution.properties

e $FIC_HOME/ficdb/conf/MDBPublishExecution._properties

e S$FIC_HOME/ficdb/conf/ObjAppMap.properties

e $FIC_HOME/utility/Migration/conf/WSMigration._properties

e S$FIC_HOME/utility/WSExecution/conf/WSExecution._properties

e $FIC_HOME/EXEWebService/WebSphere/ROOT/WEB- INF/wsdl/EXEWebSe
rvicelmpl . wsdl

e $FIC_HOME/EXEWebService/Tomcat/ROOT/WEB-INF/wsdl/EXEWebServic
elmpl _wsdl
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e $FIC_HOME/EXEWebService/weblogic/ROOT/WEB-
INF/wsd1/EXEWebServicelm pl_wsdl

4. Replace XML attribute/Node values as specified on the following files:

$F1C_HOME/ficweb/webroot/WEB-INF/web.xml

F1C_WEBSERVER_PORT=9443
e FIC_WEBPROTOCOL=https

e $FIC_HOME/conf/LookUpServices.xml and $FIC_
HOME/ficweb/webroot/conf/LookUpServices.xml

e PORT="9443" PROTOCOL=""https:"

5. Login to Config Schema and execute the following SQL command to replace protocol and
SSL port.

SQL> update configuration cn set cn.paramvalue="9443" where
cn.paramname="SERVLET_ENGINE_PORT";

SQL> update configuration cn set
cn._paramvalue=replace(cn.paramvalue, "http:","https:*) where
cn.paramname="FormsManagerCacheReload" ;

SQL> update web_server_info ws set
ws.servletport="9443" ,ws.servletprotocol="https*~;

6. Create EAR/WAR file and Re-Deploy.

What should | do if my HIVE connection fails with the following exception:
Java.sql .SQLException: [Cloudera][HiveJdDBCDriver](500164) Error
initialized or created transport for authentication:

[Cloudera][HiveJDBCDriver](500168) Unable to connect to server: GSS
initiate failed.

com.ibm_security.krb5._KrbException, status code: 37

message: PROCESS_TGS at
com. ibm.security.krb5.KrbTgsRep.<init>(KrbTgsRep. java:20)

This happens if there is a clock skew between the client and the KDC server. To resolve this,
there are two solutions:

. Solution 1:

Synchronize the clocks between the servers. For more information, refer
http://docs.oracle.com/cd/E19253-01/816-4557/setup-192/index.html

. Solution 2:
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1. Set clockskew parameter on the server side (KDC) krb5.conf file and replace the
same file in HIVE_LIBRARY_PATH folder. Parameter value should be decided on
the basis of the time difference between the two machines.

2. Get the epoch time on the two servers by firing “date +%s” on the command line.

3. Clockskew param value should be chosen as a value sufficiently larger than the
difference of the preceding two calculated values.

4. Set “clockskew = <value>" in the /etc/krb5.conf on the KDC server.
5. Restart Kerberos services.

What should I do if my schema creator log has the following exception:

Failed to detect a valid hadoop home directory java.io.lOException:
HADOOP_HOME or hadoop.-home.dir are not set. at
org.apache _hadoop.util _Shell.checkHadoopHome(Shell .java:302)

at org.apache.hadoop.util.Shell.<clinit>(Shell.java:327)

at org.apache.hadoop.util. StringUtils.<clinit>(StringUtils.java:79)

at org.apache.hadoop.security.Groups.parseStaticMapping(Groups.java:130)
at org.apache.hadoop.security.Groups.<init>(Groups.java:94)

at org.apache.hadoop.security.Groups.<init>(Groups.java:74)

at org.apache.hadoop.security.Groups.getUserToGroupsMappingService(Groups.java:30

3)

at org.apache.hadoop.security.UserGrouplnformation.initialize(UserGrouplnformation.ja
va:283)

at org.apache.hadoop.security.UserGroupinformation.setConfiguration(UserGrouplnfor

mation.java:311)
at HdfsDbuUtil.connect(HdfsDbUTtil.java:162)

at SchemaParserUtil.validateHiveConnection(SchemaParserUtil.java: 1359) at
SchemaParserUtil.checkAllPreChecks(SchemaParserUtil.java:1011)

at Main.execute(Main.java:317)
at Main.main(Main.java:145)

This occurs when HADOOP_HOME environment variable is not set. You can ignore this
exception since we do not mandate to install HIVE where OFSAA is installed.

What should I do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata
type (hierarchy, dataset, dimension etc), then it gets into performance degrade issues. We
have to increase the cache size for eachmetadata type according to the count in the
environment.
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Following are the parameters in DynamicServices.xml to be configured depends on the
metadata count in your environment.

<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE=''2000"/>
<PARAMETER NAME="ALIAS_CACHE_SIZE"™ VALUE="1000"/>

<PARAMETER NAME="DATASET_CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY_CACHE_SIZE'" VALUE='"2000"/>
<PARAMETER NAME="DIMENSION_CACHE_SIZE'" VALUE='"2000"/>
<PARAMETER NAME="'CUBE_CACHE_SIZE" VALUE='"1000"/>

<PARAMETER NAME=""BUSINESSPROCESSOR_CACHE_SIZE"™ VALUE='"2000"/>
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE"™ VALUE="1000"/>
Metadata count can be derived based on the following queries:

select count(l) from metadata master where metadata_version=0 ---
for all metadata

select count(l) from metadata master where metadata version=0 and
metadata_type=1 --- for measure

select count(l) from metadata master where metadata_version=0 and
metadata type=2 --- for Dimension

select count(l) from metadata master where metadata version=0 and
metadata_type=3 -- for HCY

select count(l) from metadata master where metadata_version=0 and
metadata type=4 --- for DATASET

select count(l) from metadata master where metadata version=0 and
metadata_type=59 --- for BP"s

select count(l) from metadata master where metadata_version=0 and
metadata type=54 --- for Alias

select count(l) from metadata master where metadata version=0 and
metadata_type=5 --- for CUBES

select count(l) from metadata master where metadata_version=0 and
metadata type=856 --- for Derived Entity

For LDAP authentication, which server connects with the LDAP server, the Application
server (where ofsaai is installed), or Web Application server (where EAR is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol |daps (port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp layer.
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How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hosthame, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

1. Navigate to $FIC_HOME folder on Target.
2. Run the PortC.jar utitlity using the command:

java -jarPortC.jar DMP

A file with the name DefaultPorts.properties will be created under $FIC_ HOME directory
which will contain the ports. For more information, refer Changing IP/ Hostname, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

NOTE: This feature is available only after applying 7.3.5.2.0 Minor Release patch.

What should I do if | get the following error message, "Error while fetching open cursor
value Status : FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
V$parameter. This error does not occur due to sysdba or non sysdba privileges provided
they have access/grants to V$parameter.

What should I do when an entity containing many attributes (>100 columns)is selected
as Source entity and the Data Mapping (T2T definition) save operation takes longer
than expected with the hourglass in the Ul continuously rotating?

The workaround is:

1. Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
2. Modify the following entries:
e [SQLIA]./datalntegrator/ to [ALL]./datalntegrator/
e [SQLIA]./ETLExtractionServilet to
e [ALL]./ETLExtractionServilet
3. Save the changes and restart the webserver.
4. Resave the definition.

What should | do if | get the following error message when | try to start the OLAP
server:

-/olapdataserver: error while loading shared libraries:
libessapinu.so:
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cannot open shared object file: No such file or directory FATAL ERROR
- OLAP DATA SERVER start up failed.

This error occurs when OLAP component is not configured and OLAP feature in

OFSAA is not used. However, this error can be ignored.

25.1.2 Application Pack 8.0.3.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, refer Application Packs.

Can | get a standalone installer for OFSAAI 8.0?

No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we have migration kit / path for every product to 8.0
application pack. Further details are available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE's automatically existing environments?

No. OFSAA 8.0 application pack has to be installed in a new environment and subsequently
migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please note we have
migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery Cloud (OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application Pack?

Refer installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA
suite products are to be qualified.

How can | install OFSAA 8.0 Application Pack?
Refer to Installation and Configuration Guide published in OTN for the application pack installers.

Do we need any License Key to install?

OFS DGRR Installation Guide 8.0.3.0.0 242


https://edelivery.oracle.com/osdc/faces/Home.jspx
http://docs.oracle.com/cd/E55339_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

No, you do not need any License Key to install.
Does this installation require any Third party Software?

Oracle Financial Services Advanced Analytical Infrastructure Installation and Configuration Guide
published in OTN lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi tier Installations?

OFSAA 8.0 does single tier installation.

Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation.

Does this Application pack ‘Rolls Back’ if any of application installation fails due to errors?
Rollback of installation is not supported.

Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed products.
How can | re-install any of the Application Pack?

You can retrigger in case of failure.

Does Application pack allow enabling / disabling any of the applications installed?

Yes. You cannot disable once the product is enabled in an environment.

| have installed one application in a Application pack and can | install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAI installation is installed using a separate UNIX user and profile. Care should be taken
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if running multiple OFSAAI installations on a single server. Adequate memory is required for each
installation as several OFSAAI processes (model upload, DEFQ services, etc) take significant
amounts of memory. So it depends on your server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘infodom’
where another OFSAA 8.0 application is installed?

Yes. However, Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application Pack, Asset Liability Management Application Pack and Profitability Application Pack
are the exceptions. They must be installed in a different infodom.

Is there any option in Application pack for the user to select Infodom during installations?
Yes. You can select or change the required infodom.
Can linstall all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Pack, Compliance Regulatory Reporting Pack, Asset Liability
Management Application Pack and Profitability Application Pack are the exceptions. They
must be installed in a different infodom.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the ‘Data Model’ bundled specific to an Application Pack or to an individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise
Modeling.

Application pack creates sandbox automatically for the required applications?
Yes, Sandbox creation is part of application install process.

Do we have upgrade Kits for individual applications or it's a Application Pack Upgrade?
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Maintenance Level (ML)/ Interim Release (IR)/ upgrades are available across all applications.
Can lupgrade AAl only?
Yes, you can upgrade AAl alone.

Can | upgrade one application within the Application Pack? That is, LRM is upgraded in
Treasury Application Pack, but MR is not upgraded.

No. Not possible. Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application Pack?

No, it is not possible to uninstall any Application from the Application Pack.

Can |l uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAl in the installed environment?
No, you cannot uninstall only the application and retain AAl in the installed environment.
Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0 Application Pack. Releases are planned post the 8.0
availability.

Can | install an Application Pack over another Application Pack (that is same infodom or
different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and Compliance
Regulatory Reporting Application Pack, Asset Liability Management Application Pack and
Profitability Application Pack are the exceptions. They must be installed in a different infodom.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12c¢?

Yes, OFSAA 8.0 supports WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports oracle
12c with some additional configurations. Refer the link

http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds 12cdriver.htm#JDBCAG55 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hosthname”?
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One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing
happens. But when | click CANCEL, a message pops up informing me that all changes be
discarded", what is to be done.

Check if the excel mapping creation is done using |.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

What are the Java versions supported in OFS DGRR Application Pack version 8.0.3.0.0?
OFS DGRR Application Pack supports Java 1.6.x, 1.7.x and 1.8.x.
Is this release of the OFS DGRR Application Pack version 8.0.3.0.0 supported on Java 8?

Yes. To install this release of the OFS DGRR Application Pack version 8.0.3.0.0 on Java 8. For
more information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI
Mode Installation, SILENT Mode Installation.

What should | do when | get "[ERROR] - Error : APP Setup bin file failed." Message during
OFS_Application_PACK installation?

This is a generic error message that appears during application installation failure. You should
check the installation log files for more information about what failed the installation. However, if
the message is displayed and the log files are not generated, it could be that it is a temp directory
issue. The resolution is that your UNIX administrator has to disable the NOEXEC option. The
installers extract the installation files into the /tmp directory, and if NOEXEC is enabled, execution
of binaries will not happen in the directory and the installation fails. Re-run the installer after the
configuration is changed. For detailed information, see the support note at
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2340045.1.

25.2 Error Dictionary

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the installation
process with the possible cause and the resolution to quickly fix the issue and proceed further with
the installation.

25.2.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.
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1. With the Installation PDF open, press Ctrl+F or select Edit = Find.
The Find dialog is displayed.
2. Enter the error code that is displayed on screen during Infrastructure installation.

3. Press Enter. The search results are displayed and highlighted as follows.

Error code - OFSAAI-1003

Cause JAVA_HOMEDin not found in PATH vanabile

Resolution | Import <IAVA HOME>bin into PATH vanable

Example: PATH = 3JAVA_HOMEDin 8PATH export PATH,

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the
step to find an answer to any other errors that you notice during installation. If you are not able
to resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.

25.2.2 Error Code Dictionary

25.2.2.1 Error Code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh unix command to change SHELL
type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.Cause

25.2.2.2 Error Code - OFSAAI-1002

Cause No proper arguments are available.

Resolution Provide proper arguments. Invoke Setup.sh using either SILENT or GUI mode.

Example: ./Setup.sh SILENT or ./Setup.sh GUI
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25.2.2.3

Error Code - OFSAAI-1004
Cause File .profile is not present in $HOME.
Resolution Create .profile in $HOME, i.e. in the home directory of user.

25.2.2.4

Error Code - OFSAAI-1005
Cause File OFSAAInfrastructure._bin is not present in current directory.
Resolution Copy OFSAAInfrastructure.bin into installation kit directory.

25.2.25

Error Code - OFSAAI-1006
Cause File CustReg.DAT is not present in current directory.
Resolution Copy CustRegq.DAT into installation kit directory.

25.2.2.6

Error Code - OFSAAI-1007
Cause File OFSAAI _InstallConfig.xml is not present in current directory.
Resolution Copy OFSAAIL_Instal IConfig.xml into installation kit directory.

25.2.2.7

Error Code - OFSAAI-1008
Cause File val idateXMLInputs. jar is not present in current directory.
Resolution Copy validateXMLInputs. jar into installation kit directory.

25.2.2.8

Error Code - OFSAAI-1009
Cause File log4j -xml is not present in current directory.
Resolution Copy log4j -xml into installation kit directory.

25.2.2.9

Error Code - OFSAAI-1010

Cause

Unknown error occurred.
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Resolution

Make sure to provide proper argument (SILENT or GUI) to the Setup.sh file.

25.2.2.10Error Code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePreValidations.Log for more details.

25.2.2.11 Error Code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en_US.properties to the setup kit directory and keep
en_US in LOCALE tag of OFSAAL _InstallConfig.xml

25.2.2.12Error Code - OFSAAI-1013

Cause File OFSAAI_InstallConfig.xml/0OFSAAl_PostinstallConfig.xml
not found.
Resolution Copy OFSAAIL _InstallConfig.xml/0FSAAI_PostinstallConfig.xml

to the setup kit directory.

25.2.2.13Error Code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.

25.2.2.14Error Code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAI _Instal IConfig.xml to convert
plain text file from DOS/MAC format to UNIX format.

OR

OFS DGRR Installation Guide 8.0.3.0.0 249



Oracle Financial Services Data Governance

for US Regulatory Reporting Release 8.0.3.0.0

Make sure that OFSAAL _InstallConfig.xml is valid. Try to open the file

through Internet Explorer for a quick way to check validity. If it is not getting
opened, create new OFSAAI _Instal IConfig.xml using the

XML_Utility. jar.

25.2.2.15Error Code - OFSAAI-1016

Cause

User installation directory contain blank spaces.

Resolution

Provide an installation path that does not contain spaces. Check the tag
USER_INSTALL_DIR in OFSAAI_InstallIConfig.xml file. This path

should not contain any spaces.

25.2.2.16 Error Code - OFSAAI-1017

Cause

User installation directory is invalid.

Resolution

Provide a valid installation path. Check if you are able to create the directory
mentioned in USER_INSTALL_DIR tag value of
OFSAAIL_InstallConfig.xml file.
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