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Preface

This preface provides supporting information for the Oracle Financial Services Data Management
(OFS DM) Pack Installation Guide and includes the following topics:

e Summary
e Audience

e Documentation Accessibility

e Related Documents

e Conventions and Acronyms

Summary

You can find the latest copy of this document in OHC Documentation Library which includes all
the recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can obtain
the login credentials by contacting Oracle Support.

Audience

The OFS DM pack Installation and Configuration Guide is intended for Administrators, Business
User, Strategists, and Data Analyst, who are responsible for installing and maintaining the
application pack components.

The document assumes you have experience in installing Enterprise components. Basic
knowledge about the OFS DM pack components, OFSAA Architecture, UNIX commands,
Database concepts and Web Server/ Web Application Server is recommended.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and
basic knowledge about the following is recommended:

e Oracle Financial Services Data Management pack components
e OFSAA Architecture

¢ UNIX Commands

e Database Concepts

e Web Server/ Web Application Server

Oracle Financial Services Software 8 ORACLE
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Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at ) i
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info

Or,

visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents
This section identifies additional documents related to OFS DM Infrastructure. You can access

Oracle documentation online from OHC Documentation Library.

e Oracle Financial Services Analytical Applications Reconciliation Framework User Guide
Release 8.0.6.0.0 (OHC)

e Oracle Financial Services Data Foundation Installation Guide Release 8.0.6.0.0 (OHC)
e Oracle Financial Services Data Foundation Release User Guide 8.0.6.0.0 (QHC)

e Oracle Financial Services Data Governance for US FED Regulatory User Guide Reporting
Release 8.0.6.0.0 (OHC)

e Oracle Financial Services Data Governance for European Central Reporting User Guide
Release 8.0.6.0.0 (OHC)

e Oracle Financial Services Analytical Applications Infrastructure User Guide Release 8.0.6.0.0
(CHC)

Conventions and Abbreviations

The following text conventions are used in this document;

Conventions Description

Boldface type indicates graphical user interface elements associated
boldface with an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
italic which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code in
monospace examples, text that appears on the screen, or text that you enter.

The following table lists the abbreviations used in this document:
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Abbreviation Meaning

AIX Advanced Interactive executive
DEFQ Data Entry Forms and Queries

DML Data Manipulation Language

EAR Enterprise Archive

EJB Enterprise JavaBean

ERM Enterprise Resource Management
FTP File Transfer Protocol

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
Ja2c J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

JDK Java Development Kit

JNDI Java Naming and Directory Interface
JRE Java Runtime Environment

JVM Java Virtual Machine

LDAP Lightweight Directory Access Protocol
LHS Left Hand Side

MOS My Oracle Support

OFS Oracle Financial Services

OFSAAI Oracle Financial Services Analytical Application Infrastructure OLAP
osDC Oracle Software Delivery Cloud

os Operating System

RAM Random Access Memory

RDMS Relational Database Management System
SFTP Secure File Transfer Protocol

SID System Identifier
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Abbreviation Meaning
SSL Secure Sockets Layer
TNS Transparent Network Substrate
URL Uniform Resource Locator
VM Virtual Machine
Web Archive WAR
XML Extensible Markup Language
Oracle Financial Services Software 11 ORACLG
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1 Introduction to OFS DM Application Pack

This chapter includes the following topics:

About Oracle Financial Services Analytical Applications (OFSAA)

About Oracle Financial Services Analytical Applications (OFSAA) Applications Pack

About Oracle Financial Services Data Management 8.0.5.0.0 Applications Pack

1.1 About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their risk-
return, while strengthening competitive advantage and enhancing long-term customer value.
Oracle Financial Services Analytical Applications (OFSAA) enable financial institutions to
measure and meet risk adjusted performance objectives, cultivate a risk management culture
through transparency, lower the costs of compliance and regulation, and improve insight into
customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications
architecture to enable integrated risk management, performance management, customer insight,
and compliance management. OFSAA actively incorporates risk into decision making, enables to
achieve a consistent view of performance, promote a transparent risk management culture, and
provide pervasive intelligence.

Oracle Financial Services Analytical Applications delivers a comprehensive, integrated suite of
financial services analytical applications for both banking and insurance domain.

1.2 About Oracle Financial Services Analytical Applications (OFSAA) Pack

OFSAA applications are packaged, and released as Application Packs starting from 8.0 release.
An Application Pack is a group of OFSAA products packaged together in a single installer and
addresses specific functional area via its products that are grouped together. Packaging
applications in a group ensures simplified installation, maintenance, development and integration
in an integrated deployment.

The following figure depicts the various application packs that are available across the OFSAA
Banking and Insurance domains:
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/" Insurance Market Risk

+Insurance Market Risk Analytics
Insurance Operational Risk Standard
Edition/Enterprise Edition
Insurance Operational Risk
Insurance Operational Risk Analytics
Insurance Model Risk Management
Insurance Enterprise Risk Management
Insurance Governance and Compliance
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Insurance Solvency Il Management
Insurance Operational Risk Economic

\._ Capital
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Advanced Analytical
Application
Infrastructure
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Solution Pack
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Behavior Detection
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Compliance Pack
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—[ BANKING ]——(Compliance
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Pricing Management

Pack
|- Performance - Customer Analytics
and Customer Pack
+ Profitability Pack

Asset Liability
Management Pack

=~
| Risk (" Credit Risk Management
Pack

Treasury Risk Pack

Capital Adequacy Pack
Enterprise Stress Testing
and Capital Planning Pack
International Financial
Reporting Standard Pack/

N

1.3 About Oracle Financial Services Data Management Application Pack
8.0.5.0.0

This is a fresh installer of Data Management Pack. It installs three applications such as OFS
Reconciliation Framework 8.0.5.0.0, OFS Data Governance for European Central Reporting
8.0.5.0.0, and OFS Data Governance for US FED Regulatory Reporting 8.0.5.0.0.

OFS DM Application Pack includes the following applications:
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e Oracle Financial Services Reconciliation Framework: Reconciles the balances from the
operational systems of a bank with the balances as maintained in the General Ledger
(hereinafter referred to as GL) of the bank. With this application banks can also reconcile
between General Ledgers maintained in the bank. The balances in the GL of a bank are the
ones which are audited and duly certified by the internal and external auditors. The GL
balances are considered to be the final version of truth in a bank. Therefore, all data
extracted from any other operational systems of a bank must be reconciled with the balances
maintained in the GL to ensure that they are complete, accurate, and comprehensive. It then
acts as an authentic and reliable base for any further decision making.

e Oracle Financial Services Data Governance for US Regulatory Reporting: Oracle
Financial Services Data Governance for US Regulatory Reporting operationalizes the data
governance process. The OFSAA Data Governance for US Regulatory Reporting (DGUSRR)
enables financial institutions to map multiple data sources to a standard, common business
glossary. Oracle Financial Services Data Governance for US Regulatory Reporting
automates and operationalizes governance for US regulatory reports to support the Data
Management Office, Chief Data Officer, Chief Financial Officer, and Regulatory Reporting
teams in their efforts to implement effective data management program to comply with
internal and external regulatory standards. It is a content based governance solution with an
active repository themed around regulatory reporting in the United States. The solution
ensures accuracy and confidence on the data and the processes used for US regulatory
reporting.

The solution provides:

o0 Pre-packaged controls on data elements and processes around it to monitor quality
and timeliness of data

0 Pre-packaged key indicators to monitor exceptions and variances in values of data
elements early in the life cycle

o Pre-packaged plans for regulatory report submissions and ability to track them to
completion

0 Pre-packaged OFSAA Glossary and critical data elements

0 Issue and Action workflow to capture, manage and resolve exceptions in data life
cycle

0 Metadata browser to show complete relationship and lineage of metadata with
ability to perform impact analysis

e Oracle Financial Services Data Governance for European Central Reporting: Oracle
Financial Services Data Governance for European Central Reporting automates and
operationalizes governance for regulatory reports to support the Data Management Office,
Chief Data Officer, Chief Financial Officer, and Regulatory Reporting teams in their efforts to
implement effective data management program to comply with internal and external
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regulatory standards. It is a content based governance solution with an active repository
themed around European Central Reporting. The solution ensures accuracy and confidence
on the data and the processes used for European Central Reporting.

The solution provides:

o0 Pre-packaged controls on data elements and processes around it to monitor quality
and timeliness of data

o0 Pre-packaged key indicators to monitor exceptions and variances in values of data
elements early in the life cycle

o0 Pre-packaged plans for regulatory report submissions and ability to track them to
completion

0 Pre-packaged OFSAA Glossary and critical data elements

o Issue and Action workflow to capture, manage and resolve exceptions in data life
cycle

0 Metadata browser to show complete relationship and lineage of metadata with
ability to perform impact analysis

NOTE: OFSAA DM Pack has to be used with other Application Packs such as:

¢ Credit Risk Management Pack
e Capital Adequacy Pack

e Treasury Pack

¢ Profitability Pack

1.4 About OFSAA Infrastructure

Oracle Financial Services Analytical Applications Infrastructure (OFS AAIl) powers the Oracle
Financial Services Analytical Applications family of products to perform the processing,
categorizing, selection and manipulation of data and information needed to analyze, understand
and report on specific performance, risk, compliance and customer insight issues by providing a
strong foundation for the entire family of Oracle Financial Services Analytical Applications across
the domains of Risk, Performance, Compliance and Customer Insight.

1.4.1 Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the
Oracle Financial Services Analytical Applications Data Model and form the array of components
within the Infrastructure.

The OFSAA Infrastructure components/ frameworks are installed in two layers; primarily the
Metadata Server and Infrastructure services run on one layer, and the Ul and presentation logic
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runs on the other. The Ul and presentation layer is deployed on any of the supported J2EE
Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:

“ComputationalEngine |
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2 Understanding OFS DM Application Pack Installation

This chapter includes the following topics:

e Installation Overview

Deployment Topology

Hardware and Software Requirements

Verifying the System Environment

Understanding Installation Modes
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2.1 Installation Overview

This section gives an overview of the OFS DM Application Pack Installation. The following figure
shows the order of procedures you need to follow:

Installation Workflow
( Start -

Verify System Environment ]

Obtain the Software ]

Configure and Execute the Schema Creator Utility ]

Install OFS DM Pack J

|
W

Configure OFS DM Pack J

W

Verify Installation ]

v

Done I

Tasks Details and Documentation

Verify Systems Environment To verify that your system meets the minimum necessary
requirements for installing and hosting the OFS DM Application Pack,
see Verifying System Environment.

Obtain the software To access and download the OFS DM Application Pack, see
Obtaining the software.

Configure and Execute the Schema| For instructions on creating the database schemas, see Configuring
Creator Utility and Executing the Schema Creator Utility.

Install OFS DM Application Pack For instructions on Installing OFS DM Application Pack , see
Installing the OFS DM Pack Installer.

Configure OFS DM Setup See Post Installation Configuration and Post Deployment.
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2.2 Deployment Topology

The following figure depicts the typical deployment topology implemented for OFSAA

applications.
HTTP & Web Browser
HTTPS

OFSAA™ e
Application

Components Web Browser
Socket /
connection A
Web Server JDBC J
/Native .
Oracle Bl Server
JDBC
Web Application Database
Server Server

2.3 Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the Oracle
Financial Services DM Application Pack has been qualified.

NOTE: OFS DM Application Pack installation can be performed on both Virtual and Physical
servers.

2.3.1 Configurations Supported for Java 7

The following table shows the minimum hardware and software requirements for installing OFS
DM Application Pack (for Java 7).
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Requirement

Sub-Category

Value

Operating
System

Oracle Linux / Red Hat Enterprise Linux (x86-64)

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Oracle Solaris (SPARC)/Solaris x86

Oracle Solaris v5.10 Update 11 and above - 64 bit
Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AlX (PowerPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AIX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging in

as root user:

= yum install redhat-Isb-core

=  yum install redhat-Isb

Oracle Linux / Red Hat Enterprise Linux Oracle Java Runtime Environment (JRE) 1.7.x -
Oracle Solaris 64 bit
Java Runtime
Environment
IBM AIX IBM AIX Runtime, Java Technology JRE 1.7.x - 64
bit
Oracle Oracle Database Server Enterprise Edition 11g
Database Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC
Server and with/ without partitioning option
Client Oracle Database Server Enterprise Edition 12¢
Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC
with/ without partitioning option
Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
Oracle Client 12¢ Release 1 (12.1.0.1.0+) - 64 hit
Oracle 11g Release 2 (11.2.0.3+) JDBC driver
(Oracle thin driver)
e Oracle 12C Release 1 (12.1.0.1+)
JDBC driver (Oracle thin driver)
[ ]
Note: Ensure that the following patches are applied:
Oracle Financial Services Software 20 ORACLG
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Requirement

Sub-Category

Value

e Oracle Server 12¢, v12.1.0.1 — 17082699

e Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

Also for latest information, refer http:/support.oracle.com/, 12.1.0.2 Bundle Patches for Engineered

Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)
ORD and ORE versions compatible along with Oracle DB version

OLAP

Oracle Hyperion Essbase

V 11.1.2.1+ (Server and Client) with Oracle 11g
Database

V 11.1.2.3+ (Server and Client) with Oracle 12c
Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12¢c Database

pption.

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of
OFSAAI. For Oracle OLAP, ensure that you have configured the Oracle Database server with OLAP

Web Server/
Web Application
Server

Oracle Linux / Red Hat Enterprise Linux/ IBM AIX

Oracle Solaris

Oracle HTTP Server 11.1.1.1/ Apache HTTP
Server 2.2.x/ IBM HTTP Server

. Oracle WebLogic Server 12.1.2.0.0 (64 bit)

. IBM WebSphere Application Server 8.5+
with bundled IBM Java Runtime (64 bit)

e  Apache Tomcat 8.0.x (64 bit)

JRockit is not supported.

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle

Desktop
Requirements

Operating System

MS Windows 7/ Windows 8/ Windows 8.1

Browser

MS Internet Explorer 9 , 10(Compatibility Mode)
and 11 (Compatibility Mode)

Oracle Java plug-in 1.7.0+* (64- bit)/ Oracle Java
plug-in 1.8.0+ (64-bit)

Turn off Pop-up blocker settings. For more
information, refer Internet Explorer Settings

Oracle Financial Services Software
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Requirement

Sub-Category

Value

Office Tools

MS Office 2007/ 2010/2013
Adobe Acrobat Reader 8 or above

Screen Resolution

1024*768 or 1280*1024

OFSAAI is qualified on both OPEN LDAP 2.2.29+
and Oracle Internet Directory v 11.1.1.3.0.
However, it can be integrated with other directory
services software like MS Active Directory.

Directory
Services
Note:
Configuration of Directory services software for OFSAAI installation is optional. For more information
pn configuration, see Infrastructure LDAP Configuration.
Open LDAP needs to be installed on MS Windows Server machine only.
ETL Tool Oracle Data Integrator 11.1.1.7.0/11.1.1.9.0

2.3.2 Configurations Supported for Java 8

The following table shows the minimum hardware and software requirements for installing Oracle
Financial Services Data Management Application Pack (Java 8) on each machine.

Oracle Financial Services Software
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Requirement

Sub-Category

Value

Operating
System

Oracle Linux / Red Hat Enterprise Linux (x86-64)

Oracle Linux Server release 5.3 up to 5.10 - 64 bit
Oracle Linux Server release 6.0 and above - 64 bit
Note: Same versions of RHEL is supported

Oracle Solaris (SPARC)/Solaris x86

Oracle Solaris v5.10 Update 11 and above - 64 bit
Oracle Solaris v5.11 update 1 and above — 64 bit

IBM AIX (POWERPC)

AIX 6.1 (TL 09 and above) - 64 bit

Shell

KORN Shell (KSH)

Note: If the OS is IBM AlX 6.1, configure the size parameter setting for “Large File Support”. Refer link http://www-
01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

If the operating system is RHEL, install the package Isb_release using one of the following commands by logging in

as root user:

=  yum install redhat-Ishb-core

=  yum install redhat-Isb

Oracle Linux / Red Hat Enterprise Linux Oracle Java Runtime Environment (JRE) 1.8.x -
Oracle Solaris 64 bit
Java Runtime
Environment
IBM AIX t|)||3tM AIX Runtime, Java Technology JRE 1.8.x - 64
Sg?gllﬁase e Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-
Server and RAC with/ without partitioning option
Client e Oracle Database Server Enterprise Edition 12c Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-
RAC with/ without partitioning option
e Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit
e Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit
e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)
e Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
Note: Ensure that the following patches are applied:
e Oracle Server 12c, v12.1.0.1 — 17082699
e Oracle Server 12c, v12.1.0.2 - 19392604, 19649591
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Requirement

Sub-Category

Value

Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for Engineered

Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

OLAP

Oracle Hyperion Essbase

V 11.1.2.1+ (Server and Client) with Oracle 11g
Database

V 11.1.2.3+ (Server and Client) with Oracle 12c
Database

Oracle OLAP

V 11.2.0.3+ with Oracle 11g Database
V 12.1.0.1+ with Oracle 12c Database

pption.

Note: Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of
OFSAAI. For Oracle OLAP, ensure that you have configured the Oracle Database server with OLAP

Web Server/
Web Application
Server

Oracle Linux / Red Hat Enterprise Linux
Oracle Solaris
IBM AIX

Oracle HTTP Server 11.1.1.1/ Apache HTTP
Server 2.2.x/ IBM HTTP Server

e Apache Tomcat 8.0.x (64 bit)
e Oracle Weblogic Server 12.1.3.0.0
Note:

e IBM WebSphere 8.5.x (Full Profile) on
Java 8 is not available.

JRockit is not supported.

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle

Desktop
Requirements

Operating System

MS Windows 7/ Windows 8/ Windows 8.1

Browser MS Internet Explorer 9 , 10(Compatibility Mode)
and 11 (Compatibility Mode)
Oracle Java plug-in 1.7.0+* (64- bit)/ Oracle Java
plug-in 1.8.0+ (64-bit)
Turn off Pop-up blocker settings. For more
information, refer Internet Explorer Settings
Office Tools MS Office 2007/ 2010/2013

Adobe Acrobat Reader 8 or above
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Requirement

Sub-Category

Value

Screen Resolution

1024*768 or 1280*1024

Other Software

Directory Services

OFSAAI is qualified on both OPEN LDAP 2.2.29+
and Oracle Internet Directory v 11.1.1.3.0.
However, it can be integrated with other directory
services software like MS Active Directory.

Note: Configuration of Directory services software for OFSAAI installation is optional. For more
nformation on configuration, see Infrastructure LDAP Configuration. Open LDAP needs to be installed

pbn MS Windows Server machine only.

Oracle Data Integrator

11.1.1.7.0/11.1.1.9.0 - supported for Tomcat 8.x

12.2.1.0.0 — supported for Oracle Weblogic Server
12.1.3.0.0

NOTE:

To upgrade an existing OFSAA 8.0.x Java 7 instance to Java 8, refer Appendix P.

The following table shows the minimum software requirements for running OFS DM Application

Pack on each machine.

Operating System

Database

Web Application Server Web Server

Oracle Linux 5.3 up to 5.10/
6.0 and above

Oracle Database

Oracle HTTP Server/
Apache HTTP Server

Oracle WebLogic Server /
Apache Tomcat Server

Oracle Solaris 5.10/ 5.11

Oracle Database

Oracle HTTP Server/
Apache HTTP Server

Oracle WebLogic Server/
Apache Tomcat Server

IBM AIX 6.1

Oracle Database

IBM HTTP Server/
Apache HTTP Server

IBM WebSphere
Application Server/ Apache
Tomcat Server

2.4 Verifying the System Environment

To verify if your system environment meets the minimum requirements for the installation, a Pre-
Install Check utility (Environment Check) is available within the Install Kit archive file. This utility
can also be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation of
this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your organization’s "Installation Readiness Verification Process".
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NOTE: For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the
Related Documents section.

2.5 Understanding Installation Modes

The following modes of installation are available for the OFS DM Application Pack.

2.5.1 GUI Mode

This mode launches the product installation in a Graphical User Interface (GUI) Mode. You
need to enter the required information on various panels within the Ul in a user interaction format
at various stages.

NOTE: For more information on configuration required for GUlI Mode installation, refer
Configuration for GUI Mode Installation.

2.5.2 Silent Mode

This mode mandates updating the installation configuration files with required details and
performs installation in a ‘Silent’ non user interactive format.
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3 Preparing for Installation
This chapter provides necessary information to review before installing the OFS DM Pack
v8.0.5.0.0.
This chapter includes the following topics:

e Installer and Installation Prerequisites

e Obtaining the Software

e Common Installation Activities

NOTE: If you are installing an application pack on an environment, where another application
pack is already installed, you may get a warning message such as "Object Already
Exists". This message can be ignored.
Do not perform released model upload after installation. Released model upload
cannot be performed after installation as it may lead to installation issues.

3.1 Installer and Installation Prerequisites

NOTE: For DGS 8.0.5.0.0, ensure that Data Management Pack version 8.x is not installed in
the setup.

Prerequisites for Installing OFSDM 8.0.5.0.0 are:

e Ensure that OFSDF 8.0.5.0.0 and OFSAAI 8.0.5.1.0 are installed in the setup.

NOTE: This step is applicable only for DGS 8.0.5.0.0.

e The mandatory PMF one-off patches 27491894, and then 27530422 must be applied.
These mandatory PMF one-off patches are applicable only for DGS 8.0.5.0.0.

NOTE: This step is applicable only for DGS 8.0.5.0.0.

e Download and install the mandatory OFSAAI one-off patch 27412534 from My Oracle
Support. See the Readme available with the patch for further instructions on installing the
patch.

o Install the mandatory OFSAAI one-off patch 27504805 from My Oracle Support. See the
Readme available with the patch for further instructions on installing the patch.

o |If OFSAA is deployed on Oracle WebLogic Server version 12.2.x, install the one-off patch
25343603. Refer to the Readme available with the patch for further instructions on
installing the patch.

e In case you are planning to perform the Data Model Upload outside of the installer,
ensure that you download the Data Model Erwin File mentioned against the Bug
Reference: 29296458 - ERWIN FOR DM 805 PACK FULL INSTALLER.
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e Perform the following steps:
0 Login to Atomic Schema and check if the normal Index
IM_DATES_CALENDAR_DATE exist on the DIM_DATES table.
o] In case the Index Exists with a different name, then run the below command
ALTER INDEX <<Existing_normal_Index Name DIM _dates>> RENAME TO
DIM_DATES_CALENDAR_DATE ;

Java Settings PATH in _profile to be set to include the Java
Runtime Environment absolute path. The path should
include java version (java 7, or Java 8) based on the
configuration.

Note: Ensure the absolute path to JRE/bin is set at the
beginning of PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:$O0RACLE_HOME/b
in:$PATH

Environment Settings Ensure no SYMBOLIC links to JAVA installation is
being set in the PATH variable.

Oracle Database | TNS_ADMIN to be set in _profile pointing to
Settings appropriate thsnames.ora file

ORACLE_HOME to be set in .profile pointing to
appropriate Oracle Client installation

PATH in .profile to be set to include appropriate
$ORACLE_HOME/bin path.

Ensure to add an entry (with SID/ SERVICE NAME) in
the tnsnames.ora file on the OFSAA server.
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Oracle  Essbase | ARBORPATH, ESSBASEPATH, HYPERION_HOME
Settings to be set in the .profile pointing to an appropriate

Oracle Essbase Client installation.

Note: These settings are required only if you want to
use Oracle Hyperion Essbase OLAP features.

File Descriptor Greater than 15000
Settings

Total Number of Greater than 4096
Process Settings

Port Settings Default port numbers to be enabled on the system are
OS/ File System 6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999, and
Settings 10101.

-profile User to have 755 permission on the .profi le file.

permissions

Installation A directory where the installation files will be installed.

Directory

Set 755 permission on this directory.

This directory needs to be set as FIC_ HOME.
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Staging Area/ A directory to hold the application metadata artifacts
Metadata and additionally act as staging area for flat files.
Rfaposnory The directory should exist on the same system as the
Directory OFSAA Installation. This directory can be configured
on different mount or under a different user profile.
Set 777 permission on this directory.
Download A directory where the product installer files will be
Directory downloaded/ copied.
Set 755 permission on this directory.
Database Settings Database Instance | NLS_CHARACTERSET to be AL32UTF8
Settings NLS_LENGTH_SEMANTICS to be BYTE
OPEN CURSORS limit to be greater than 1000
Web Application Server | WebSphere/ 1. Web Application Server should be installed and
WebLogic/ profile /domain created.
Tomcat

You will be prompted to enter the WebSphere
Profile path or WebLogic Domain path or
Tomcat Deployment path during OFSAAI
installation.

Note: Refer Appendix A for WebSphere Profile
Creation and WebLogic Domain Creation.

2. Download the one-off patch 25343603 from My
Oracle Support if OFSAA is deployed on Oracle
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WebLogic Server version 12.2.x.

Web Server Apache HTTP This is an optional requirement.
Server/ HTTP Server Installation to be present.
Oracle HTTP You will be required to enter the Web Server IP/
Server/ Hostname and Port details during installation.

IBM HTTP Server | \ote: Refer Appendix A for Web Server installation.

Big Data Cloudera CDH This is an optional requirement and required if Oracle
and Cloudera Financial Services - Big Data Processing license is
JDBC Connectors | enabled. For more information, see .

Others 1. To install this release on Oracle Solaris OS, refer
to the following list for version specific
information:

e Solaris 11 — Upgrade to Oracle Solaris 11.3
with SRUOQ9 or higher. See
https://docs.oracle.com/cd/E60778 01/htmI/E6
0743/gouaw.html#scrolltoc to upgrade to
SRUOQ9 if you have a lower SRU version.
Additionally, install the required runtime
libraries. For more information, see Installing
Only the Runtime Libraries on Oracle Solaris
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11,

e Solaris 10 — Install the required OS patches.
For more information, see Installing the
Required Oracle Solaris 10 Patches.
Additionally, install the required runtime
libraries. For more information, see Installing
Only the Runtime Libraries on Oracle Solaris
10.

NOTE: In an OFSAA instance where multiple
OFSAA application packs have been installed/
deployed, it is mandatory to upgrade all
OFSAA application packs to 8.0.4.0.0 release.
You should start the upgrade of OFS AAAI
pack only after confirming that all of the
application packs in your OFSAA instance are
available for upgrade to 8.0.4.0.0 version. For
information on availability of the required
OFSAA Application Packs, see 2246606.1.

2. Connect to the database as user with DBA
privileges. Execute the following grant statement:

GRANT CREATE TYPE TO
[<ATOMIC SCHEMA>];

This grant should be executed for all existing
Atomic Schemas.
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Others Oracle R/ Oracle This is an optional requirement.
R Enterprise

NOTE:
e Add a TNS entry before the installation.
e Open excludeURLList.cfg and ensure that new line charater is present in the file.

3.2 Obtaining the Software

This release of OFS DM Application Pack v8.0.5.0.0 is available for download in MOS as Patch
27914352. You must have a valid Oracle account in order to download the software.

3.3 Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before installing
the OFS DM Application Pack.

This section includes the following topics:

e Configuration for GUI Mode Installation

e Identifying the Installation, Download and Metadata Repository Directories

e Downloading and Copying the OFS DM Application Pack Installer

e Copying and Extracting the Software

e Setting up the Web Server/ Web Application Server
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3.3.1 Configuration for GUI Mode Installation

To install OFS DM Application Pack in GUI mode, you need to ensure the below software
and configurations are available:

e Install and configure any PC X Server software such as Open Text Exceed
(formerly Hummingbird Exceed) on the user desktop system from which the
installation is triggered.

e Configure DISPLAY variable in the user .profile.

e Ensure to set the DISPLAY variable on the system on which the OFSAA is
installed, to point to the user desktop system where the PC X Server software has
been installed.

Syntax:
export DISPLAY=hostname:n.nl

where hostname is the IP Address/ Host Name of the user desktop system and n is the
sequence number (usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0

3.3.2 Identifying the Installation, Download and Metadata Repository Directories

For installation of any OFSAA Application Pack, the following directory/ directories
required to be created.

. OFSAA Download Directory (Optional) - Create a download directory and copy the
OFSAA Application Pack Installer File (Archive). This is the directory where the
downloaded installer/ patches can be copied.

. OFSAA Installation Directory (Mandatory) — Create an installation directory. This
is the directory where the installer would install/ copy the product files. FIC_HOME

variable to be set in the .profile pointing to this OFSAA Installation Directory.

. OFSAA Staging/ Metadata Repository Directory (Mandatory) — Create a Staging/
Metadata Repository Directory. This is the directory where you would be required to
copy data loading files, save data extracts etc. Additionally, this directory also
maintains the OFSAA metadata artifacts. This is commonly referred as
“FTPSHARE".

NOTE: Ensure the user permission is set to 755 on the Installation and Download
Directory.
Ensure the user permission is set to 777 on the Staging Directory.
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3.33

3.34

Downloading and Copying the OFS DM Application Pack Installer

To download the OFS DM Applications Pack Installer, follow these steps:

e This release of OFS DM Application pack v8.0.5.0.0 can be downloaded from My Oracle
Support using patch 27914352.

e Copy the downloaded installer archive to the Download Directory (in Binary mode) on the
setup identified for OFSAA installation.

Copying and Extracting the Software

Once you obtain the installer, copy the installer in Binary mode to the Download Directory.

NOTE: You must be logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip_<os>.Z from the location

https://updates.oracle.com/unzips/unzips.html, and copy it in Binary mode to the

directory that is included in your PATH variable. If you already have the unzip utility to extract
the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:

uncompress unzip_<os>.Z

NOTE: In case you notice an error message "uncompress: not found [No such file or
directory]" when the package is not installed, contact your UNIX administrator.

3. Give EXECUTE permission to the file using the command:

chmod 751 unzip_<os>

For example, chmod 751 unzip_sparc

4. Extract the contents of the Oracle Financial Services Data Management Application Pack
8.0.5.0.0 to Download Directory using the following command:

unzip OFS_DM_8.0.5.0.0.zip

NOTE: DO NOT rename the Application Pack installer directory name on extraction from
the archive.

5. Give following permission to the installer directory. Navigate to the Download Directory and
execute the command:
chmod —R 755 OFS_DM_PACK
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3.3.5 Setting up the Web Server/ Web Application Server

For setting up the environment based on your selected Web Server/ Web Application Server,
refer to Appendix A for more information.
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Installing OFS Data Management Application Pack

This chapter describes the steps to be followed to install the OFS DM pack.
NOTE:

This chapter includes the following sections:

e Schema Creator Utility

e Configuring and Executing the Schema Creator Utility

e Installing the OFS DM Application Pack Installer

4.1 Schema Creator Utility

41.1

Creating database users/ schemas is one of the primary steps in the complete OFSAA
installation. This release of OFSAA provides a utility to quickly get started with the OFSAA 8.0.5
installation by allowing easier and faster creation of database User(s)/ Schema(s), assign the
necessary GRANT(s) and so on. Additionally, it also creates the required database objects in
these schemas.

This section includes the following topics:

e About Schema Creator Utility

e Execution Modes in Schema Creator Utility

e Execution Options in Schema Creator Utility

About Schema Creator Utility

The schema creator utility should be configured and executed mandatorily every time prior to
installation of any OFSAA Application Pack.

The following are the types of schemas that can be configured in the OFSAA:

e CONFIG: Denotes the unigue OFSAA setup configuration schema. It contains entities and
other objects required for OFSAA setup information.

NOTE: There can be only one CONFIG schema per OFSAA instance.

ATOMIC: Denotes the schema that contains the data model entities. One ATOMIC schema is attached to
one Information Domain.

NOTE: There can be multiple ATOMIC schemas per OFSAA Instance.

SANDBOX: Denotes the schema that contains the data for all Sandbox executions. One SANDBOX
schema is attached to one Sandbox Information Domain.
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NOTE: There can be multiple SANDBOX schemas per OFSAA Instance.

ADDON: Denotes any additional schema used by the OFSAA Applications.

4.1.2 Execution Modes in Schema Creator Utility

The Schema Configuration Utility supports the following modes of execution:

Online Mode: In the mode, the utility connects to the database and executes the DDLs for
Users, Objects and Grants. If you have the SYSDBA privileges you can execute the Schema
Creator Utility in Online mode and thereby create the Users, Objects and Grants during the
execution process.

NOTE: To execute the utility in Online mode, you need to connect as ‘<User> AS

SYSDBA'.

Offline Mode: In the mode, the utility generates SQL script with all the required DDLs for
Users, Objects and Grants. This script needs to be executed by the DBA on the appropriate
database identified for OFSAA usage. If you do not have the SYSDBA privileges, you can
execute the Schema Creator Utility in Offline mode and generate the script file that contains
the Schemas, Objects and Grants, information. Subsequently, a SYSDBA user can execute
the script file manually.

NOTE: 1. To execute the utility in Offline mode, you need to connect as any user with
below grants (alternatively, you can also connect as a user with SYSDBA
privileges):

SELECT ON DBA_ROLES
SELECT ON DBA_USERS
SELECT ON DBA_DIRECTORIES
SELECT ON DBA_TABLESPACES
CREATE SESSION

For more details refer, Executing the Schema Creator Utility in Offline Mode
2. If there are any errors during the script execution, reconfigure the
OFS_DM_SCHEMA IN_XML file and execute the utility. This regenerates the
scripts with corrected information. For more information, refer Configuring and

Executing the Schema Creator Utility.

NOTE: Do not modify the OFS_DM_SCHEMA_OUT . XML file generated after the execution

of this utility.
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4.1.3 Execution Options in Schema Creator Utility

Depending on the option you choose to run the OFSAA Application Pack Installer, you need to
choose the schema creator utility execution option. To run the OFSAA Application Pack installer
in SILENT mode, it is mandatory to execute the schema creator utility with —s option.

NOTE: If the schema creator utility is executed without the option —s, it is mandatory to

run the OFSAA Application Pack Installer in GUI mode.

4.2 Configuring and Executing the Schema Creator Utility

This section includes the following topics:

Prerequisites
Configuring the Schema Creator Utility

Executing the Schema Creator Utility

4.2.1 Prerequisites

The following prerequisites must be ensured before configuring the Schema Creator Utility:

You must have the Oracle User ID/Password with SYSDBA privileges (not applicable for
offline mode).

You must have the JIDBC Connection URL for RAC/Non RAC database.
The HOSTNAME/IP of the server on which OFSAA is getting installed.

It is recommended to set the PGA AGGREGATE_LIMIT database-parameter value
sufficiently, when Oracle 12c is installed.

While installing the application on Solaris 5.10 with Java 6, ensure to mandatorily modify
setup.sh line number 503 as “Line: modelsize=$(Is -1 $dataModelFile | tr -s

*\t* * " ] cut -d * * -f5)".
You must add a TNS entry before the installation.

NOTE: The TNS Entry for an atomic schema should be without any special character, i.e ' ". If the
atomic schema name is like 'DEV_ATOM', the TNS entry should be like 'DEVATOM'.

e CONFIG: -OTE
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4.2.2 Configuring the Schema Creator Utility

To configure the Schema Creator Utility, perform the following steps:

1. Log in to the system as non-root user.

2. Navigate to the following path: OFS_DM_PACK/schema_creator/conf.

3. Editthe OFS_DM_SCHEMA_ IN.xml file in a text editor.

4. Configure the elements as described in the OFS DM_SCHEMA _IN.xml .

5. On successful execution of the utility, the entered passwords in the OFS_DM_SCHEMA_IN.xml
file are nullified.

6. Save the OFS_DM_SCHEMA IN.xml file.

7. Navigate to /bin directory and run the schema creator utility.

NOTE: On successful execution of the utility, the entered passwords in the

OFS_DM_SCHEMA _IN.xml.xml file are nullified.
NOTE: For Java 8: Edit the VerInfo.txt file in the path /OFS_DM_PACK/OFS_AAl1/bin/

to modify the value for property JAVA_VERSION to 1.8, and save the changes.

4.2.3 Executing the Schema Creator Utility

This section includes the following topics:

Executing the Schema Creator Utility in Online Mode

Executing the Schema Creator Utility in Offline Mode

Executing the Schema Creator Utility with —s option

Executing the Schema Creator Utility while Installing Subsequent Application Pack Schema
Creation

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC

schema(s) grant olap_user to &database username

423.1

Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility creates all the Schemas, Schema Obijects,
Tablespaces, Grants, and Roles in the database during the execution process.

To execute the schema creator utility while creating the schemas for the application pack,
perform the following steps:

1.

Log in to the system as non-root user.
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2. Navigate to the following directory path: OFS_DM_PACK/schema_creator/bin/

3. Execute the following command.

./osc.sh

NOTE: For silent mode installation, execute the osc.sh file using the following command:
./osc.sh -s

The following message is displayed: You have chosen ONLINE mode. Triggering the utility in
ONLINE mode executes the DDLs directly on the Database. Do you wish to proceed? (Y/y or
N/n).

4. Enter Yly to proceed with the script generation
or
Enter N/n to quit script creation.

5. Enter the DB Username with SYSDBA Privileges.
For example: SYS as SYSDBA.

6. Enter the User Password.

7. The console runs the initial validation checks and then displays the following message: You
have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).

8. Enter Y/y to proceed with the schema creation.
or
Enter N/n to quit schema creation
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).
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9. Enter Y/y to start the schema creation.

Or

Enter N/n if you want to quit executing the schema creation.

*mpy TableSpace : TEME

NOTE: On successful execution of schema creator utility, the console displays the following
status message: Schema Creator executed successfully. Please proceed with the
installation.

Refer log file in OFS_DM_PACK/schema_creator/logs directory for execution
status. In case of any errors, contact Oracle Support.

10. Make TNS entries for the created users in TNSNAMES.ORA. For details, refer Add TNS
Entries in TNSNAMES.ORA file.

11. .
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4.2.3.2 Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This script has to
be executed manually by logging as database user with SYSDBA privileges. The SQL file
contains the scripts for creation of Schemas, Schema Objects, Tablespaces, Grants, and Roles.

Prerequisites:

To execute the utility in Offline mode, you need to connect as any user with below grants
(alternatively, you can also connect as a user with SYSDBA privileges):

SELECT ON DBA_ROLES

e SELECT ON DBA_USERS

e SELECT ON DBA_DIRECTORIES
e SELECT ON DBA_TABLESPACES
e CREATE SESSION

NOTE: Explicit Grants to the user are required. Grants assigned through Roles are not
supported.

To execute the schema creator utility in the offline mode, perform the following steps:
1. Log in to the system as non-root user.

2. Navigate to the following path: OFS_DM_PACK/schema_creator/bin

3. Execute the osc.sh file using the following command:

./osc.sh —-o

NOTE: For silent mode installation, execute the osc.sh file using the following command:
./osc.sh -s

4. The following message is displayed:
You have chosen OFFLINE mode. Triggering the utility in OFFLINE mode generates the
script. Do you wish to proceed? (Y/y or N/n).

5. Enter Y /y to generate the script.
or
Enter N/n to quit the schema creation.

6. Enter the DB Username with SELECT privileges.

7. Enter the User Password.
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8. The console runs the initial validation checks and displays the following message:
You have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N).

9. Enter Y/y to start the script generation.
Or
Enter N/n if you want to quit the script generation.
The following message is displayed.

You have chosen to install this Application Pack on <Name of the Infodom>. Do you want to
proceed? (Y/N).

10. Enter Yy to start the script generation.

Or

Enter N/n if you want to quit the script generation.
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NOTE: On successful execution of schema creator utility, the console displays the
following status message:
Schema Creator executed successfully. Please execute

scratch/ofsaaapp/0OFS_DM_PACK/schema_creator/sysdba_output_sc
ripts.sqgl before proceeding with the installation.

11. Navigate to the directory: OFS_DM_PACK/schema_creator.

12. Login to SQLPLUS with a user having SYSDBA Privileges.

13. Execute the sysdba_output_scripts.sql file using the following command:
SQL>@sysdba_output_scripts.sql

Alternatively, you can copy the sysdba_output_scripts.sql file and SQLScripts
directory to a remote server and execute sysdba_output_scripts.sql file, after
providing appropriate execute permissions.

NOTE: Refer log sysdba_output_scripts. log file for execution status. In case of any

errors, contact Oracle Support. This log would be empty if there are no errors in the
execution.

14. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.

4.2.3.3 Executing the Schema Creator Utility with —s option

If you want to run the OFSAA Application Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with —s option.

To execute the utility with —s option, perform the following steps:

1. Edit the file OFS_DM_PACK/schema_creator/conf/0OFS_DM_SCHEMA [IN.xml in text
editor.
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2. Set the value for attribute “INFODOM™” of <SCHEMA> tag(s) to specify a specific Information
Domain name. By default, the value is empty and the utility derives the Information Domain
name. If the attribute value is set, the utility/ installer configure the Information Domain
against this <SCHEMA> .

3. Execute the utility with —s option.

For Example: ./osc.sh —s.

v

d

dg
dg
dg
dg
dg
dag
dg
dg

4. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.
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NOTE: If the utility is executed without the —s option, it is mandatory to launch the
OFSAA Application Pack Installer in GUI mode.

NOTE: To execute the utility in OFFLINE mode with SILENT option, type. /osc.sh —o0 —
s.

4.2.3.4 Executing the Schema Creator Utility while Installing Subsequent Application Pack
Schema Creation

When executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/ Atomic Schema or on a new Information
Domain/ Atomic Schema.

NOTE: OFS DM Application Pack can be installed on any Information Domain/ Atomic
schema where any OFS Application Packs are installed other than OFS Behavior
Detection Application Pack or OFS Compliance Regulatory Reporting Application
Pack

To execute the schema creator utility while installing OFS DM Application Pack over an existing
Application pack, perform the following steps:

1. Repeat the steps 1 to 8 from Executing the Schema Creator Utility section.

NOTE: Ensure to use the same config schema user name as the previous Application
Pack

2. The utility identifies the Application Packs that are already installed on the current OFSAA
setup and displays the following on console:

e Atomic schema of the Existing Application Pack
¢ Information Domain Name of the Existing Pack
e List of Installed Application Packs
3. Enter Y/y to start the schema creation.
Or
Enter N/n if you want to quit executing the schema creation.
4. You can select the Atomic User, on which you want to install the Application Pack.

5. Make TNS entries for the created users in TNSNAMES.ORA. For details, see Add TNS
Entries in TNSNAMES.ORA file.

NOTE: On successful execution of schema creator utility, the console displays the
following status message: Success. Please proceed with the installation.
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NOTE: Refer log file in OFS_DM_PACK/schema_creator/logs directory for execution
status. Refer log sysdba_output_scripts.log file for execution status, if
executed in offline mode. This log would be empty if there are no errors in the
execution. In case of any errors, contact Oracle Support.

Verifying the Log File

4.3

43.1

If schema creation is successful, the console would display an appropriate message. If the
schema creation runs into errors, do refer the log file.

<<OFSDMAP Installer directory>>/<<OFS_DM_PACK>>/schema_creator/logs/
<<OFS_DM>> osc_<timestamp>. log for further details.

You may contact Oracle support anytime for assistance.

Installing the OFS DM Application Pack

Follow the instructions in this section to install the OFS DM Application Pack depending on the
mode of installation.

This section includes the following topics:

e GUI Mode Installation

e Silent Mode Installation

e Verifying the Log File

GUI Mode Installation

NOTE: Ensure you have followed the steps as mentioned in the Configuration for GUI Mode
Installation section prior to proceeding with the next steps.

1. Log in to the system as non-root user.

2. ldentify a directory for installation and set the same in the user .profile file as below:
FIC_HOME=<OFSAA Installation Directory>
export FIC_HOME

3. Execute the user .profile.

4. Configure and execute the Schema Creator utility. For details, see Configuring and Executing
the Schema Creator Utility.

Note: Ensure to make a TNS entry for the new users created. For details, see Add TNS
Entries in TNSNAMES.ORA file.

5. Navigate to the path: OFS_DM_PACK/bin.

6. Run the installer in GUI Mode:
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./setup.sh GUI

Refer the console for any errors during Pre-install checks.

5 . setup.sh GUI

FIC_HME :© /zcratchr/ofsaaappsInstall/IGE
DISPLAY : localhost:ilO.o

Ervirorment check utility started...

Jawa Validation Started ...

Jawa found in @ Jscratch/gdkl,7.0_F2/bin
JAWR Version found § L.7.0_72

JAvR Bit Wersion found @ B4-bit

Jawa Validation Completed. Status @ SUCCESS

Enviroement Yarisbles Yalidaticn Started ..

ORRCLE _HOME : Afscratchdoracledasppdproduct 12,1, 0/client 1

THS_AIMIN @ /scratchdoracledspedproduct 12, 1.0/cl ient _L/netuwork/adnin
Envirorment Yarisbles Walidatlon Completed, Status @ SUCCESS

05 specific Yalidation Started ...

Unix shell found 3 /bindksh, Status : SUCCESS
Total file descriptors @ 15000, Status 3 SUCCESS
Total rumber of process @ 91693, Status ;@ SUCCESS
05 werslon @ 9. Status @ SUCCESS

05 specific Yalidation Conpleted. Status @ SUCCESS

OB specific VYalidation Started ...

Oracle Client wersion @ 012,1,0,2.0, Status @ SUCCESS

Successful ly conmected to schema dmp_dgsstmd, Status @ SUCCESS

Successful ly conmected to schema dmp_dgsstmB, Status @ SUCCESS

CREARTE SESSION has been agranted to user, Status @ SUCCESS

CRERTE FROCEDURE has been granmted to user, Status i SUCCESS

CREATE VIEW has been granted to user, Status § SUCCESS

CREATE TRIGGER has been granted to user, Status @ SUCCESS

CREATE MATERIALIZED WIEHW has been granted to user. Status @ SUCCESS

CRERTE TABLE has been granted to uszer, Status @ SUCCESS

CREATE SEQUENCE has been granted to user, Status @ SUCCESS

SELECT privilese is granted for V_$nls_paremeters view, Current walue @ SELECT, Status @ SUCCESS
NLS_LEMGTH_SEHRNTICS : BYTE, Current walwe 3 BYTE. Status @ SUCCESS

NLS_CHARACTERSET 3 AL32UTFB, Current wvalwe :; AL32UTFB, Status 3 SUCCESS

SELECT privilege is granted for V_Sparameter view, Current walue 3 SELECT, Status ; SUCCESS
Open cursor walue is greater than 1000, Current walwe @ 1200, Status @ SUCCESS

SELECT privilege iz granted for USER_TS_QUOTAS wview, Current valwe @ SELECT, Status @ SUCCESS
Schema is granted with at least 500 HE table space, Current value @ 1024 HB, Status @ SUCCESS
Oracle Server wversion Current walue 3 12,1,0,1.0, Statws ;@ SUCCESS

1B specific Yalidation Conpleted, Status ; SUCCESS

Envirorment check wbkility Status @ SUCCESS

Startimg installation,..

Preparing to install,,.

Extracting the installation rescurces from the installer archive,,,
Configuring the installer for thiz system’s enwironment.,, .

Laurching installer...

ORACLE’
FINANCIAL SERVICES

Copyright & 1993, 2015, Oracle and/or its affiliates. &ll rights reserved.
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License Agreement

Welcome to the OFSAA Application Pack Installation

(D Preinstall Setup This program will guide you through the installation of OF3A& Application Pack.
Installation.
O Install Complete

Copyright © 1933, 2017, Oracle and [ or its affiliates. All rights reserved,

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected by intellectual
property laws. Except as expressly permitted in your license agreement or allowed By law, you may not use, copy, reproduce, translate, broadeast, modify, license,
transmit, distribiute, exhibit, perform, publish or display any par, in any form, or by any means, Reverse engineering, disassembly, or decompilation of this
software, unless reguired by law for interoperability, is prohilited

The information contained herein is subject to change without notice and is not warranted to be error-free, If vou find amy errors, please report therm to us in writing

If this software or related documentation is delivered to the ULS. Government or amyone licensing it on behalf of the U.5. Government, the following notice is
applicable

U5 COVERMMENT END USERS: Oracle programs, including any operating systerm, integrated software, any programs installed on the harcware, andjor
docurnentation, delivered to .S, Government end users are "commercial cornputer software” pursuant to the applicable Federal Acquisition Regulation and
agency-specific T As such, use, duplication, disclosure, modification, and adaptation of the programs, including any operating system,
imegrated software, any programs installed on the hardware, and/or docurnentation, shall be sutiject 1o license terms and license restrictions applicable ta the
programs. Mo other rights are granted to the U5, Government.

This software or harchare is developed for general use in a variety of information management applications. It is not developed or intended for use in amy
inherently dangerous applications, including applications that may create a risk of personal injury If yvou use this software or hardware in dangerous applications,
then you shall be respansible to take all appropriate fail-safe, hackup, redundancy, and other measures 1o ensure its safe use. Oracle Corpaoration and its affiliates
dlisclaim any liability for any darmages caused by use of this software or hardware in dangerous applications.

This software or harchiare and documerntation may provide access to or information on content, products, and senvices fram third parties. Oracle Carparation and
its affiliates are not responsible for and expresshy disclaim all warranties of any kind with respect to third-party content, products, and services, Oracle Corporation
and its affiliates will not be responsible for amy loss, costs, or damages incurred due to your access 1o or use of third-party content, products, or services

ORACLE
ENANCILSERCES

() Laccept the terms of the License Agreement

(@) [l do NOT accept the terms of the License Agreement

7. Select | accept the terms of the License Agreement option.

8. Click Next. The Application Pack details are displayed:

Financial Services Data Management Pack

Preinstall Setup Application PackID:  OF5_DM_PACK ORACLE"
O Installation Application Pack Name : Financial Services Data Management Pack " FINANCIAL SERVICES
(O Install Complete ANALYTICAL APPLICATIONS

Application Pack Versiond.0.5.0.0

The following products are available in this application pack:

Financial Services Analytical Applications Infrastructure

inancial Services Analytical Applications Reconciliation Framework
Financial Services Data Governance for US Regulatory Reporting

Financial Services Data Governance for EBA Regulatory Repor...

FINANC'AL SERWCES 1. Selectthe product(s) you have licensed and click "Nest” to proceed

2 Praduct &nalytical Applications Infrastructure does not need to be selected explicitly. This product is the base infrastructure and gets installed autarnatically

Notes:

3. Product Enterprise Madeling Option would get enabled finstalled automatically if other product(s) has dependent license
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9. Select the product to enable for which you have already obtained license.

10. Click Next. The License Agreement page is displayed.

Financial Services Data Management Pack License Agreement

Installation and use of Financial Services Data Management Pack Installer requires acceptance of the following license agreement:

P Prelnstall Setup QFS AL APPLICATION PACK, LICEMNSE AGREEMENT
(O Installation.

O Install Complete Orarle Financial Services Anahtical Applications (OFSAA) application packs are groups of OFSAA products packaged together imo a single installer. Each application
pack contains OFSAA applications that address specific functional domains

Every application pack also includes the following OFSAA infrastructure application options which are automatically installed by every application pack installer:
1. Oracle Financial Services Analytical Applications Infrastructure

2. Oracle Financial Sendces Erterprise Modeling

3. Oracle Financial Services In-line Processing Engine

4. Oracle Financial Serices Big Data Fracessing
Oracle Financial Services Anahytical Applications Infrastructure (OFS A4l is the base infrastructure for all OFSA& applications and is therefore automatically installect
and enabled by the application pack installer.

The application pack installer abways installs Oracle Financial Services Enterprise Modeling, Oracle Financial Services In-line Processing Engine and Qracle Financial
Services Big Data Processing application options along with the application pack applications, but enables them only it any application that reguires their functionality
is enabled

Amy OFSAA application that is enabled must be licensed for use. Oracle Financial Serices Analical Applications Infrastructure, Oracle Financial Services Enterprise
Modeling, Oracle Financial Services In-line Processing Engine and Oracle Financial Services Big Data Processing are individually licensahle application options

Application products once enabled cannot be disabled. Application products not enabled on installation, may later be enabled using the "Manage OFSAA Product
License{sy' feature of the platfarm.

ORACLE
FIANCIAL SERVICES

(@) | acceptthe terms of the License Agreement

() 1 do NOL acceptthe terms of the License Agreem ent

11. Select | accept the terms of the License Agreement option.

12. Click Next. The Pre Installation Summary page is displayed.

Pra Installation Summary

Please review the following before continuing:
B Preinstall Setup
. Application Pack ID
) OF5_DM_PACK
Application Pack Hamea
Financial Services Data Managemant Pack

application Pack Varzion
8.0.5.0.0

Balow products are ctad to ba anablad:

Financial Services Analytical Apphcations Infrastructure

Financial Services Analytical Apphcations Reconcihation Framework
Financial Servicas Data Govemanca for LIS Ragulatony Repaorting
Financial Services Data Governance for EBA Regulatory Reporting

ORACLE

FINANCIAL SERVICES

Ingtallan

e B Seoo | ses |
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13. Click Next. The Manage Information Domain page is displayed.

Manage Infermation Domains

vl Information Domain Mame  Application Mame Information Domain Description Type | DB Schema
i Preingtall Sewp Financial senvces Anahaical  [information Domain for OF5.OM
k2 instziznion OFSOMINEG Apnlications Reconcilation PRODUCTION dah_dgscatm
[@ instail Compter Financial Servces Dita inforimation Domain for OFS.OM
Covermance for LS Regulatory PRODUCTION dai_dgscatm
fienorting
Financial Serdces Data [information Domain for OFS_DM
Covermance for EBA PRODUCTION dan_dgscatm
Fregulitary Reporting

ORACLE
FINANCIAL SERVICES

14. The default Information Domain Name for this Application Pack is OFSDMINFO. Double-click
to edit the Information Domain Name, if it is a new Information domain and you wish to
change the name of the information domain name.

15. Click Next. The Pre-Pack Panel Template page is displayed. This step is to be performed as
part of application installation.

Pre-Pack Panel Tamplate

[Enter Segment Code
- PMSEG
B Prelnstall Setup
3 Installat Enter ETL Application Nams
| IMAPE
Enter ETL Application Deseription
| e " [PMAPPDESC
Enter ETL Saurce Name
| IMERC
Enter ETL Source Description
| [PMERCDEST
PLOAD DM MODEL TRUE or FALSE
TRUE
UPLOAD 14 MODEL TRUE or FALSE
[TRud
ORACLE
[ o] (e
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16. Click Next. The following page is displayed.

Please Wait

B Freinstall Setsp

ORACLE’
FINANCIAL SERVICLS s may take a MOMENL.

Copyright @ 1903, 2005, Gracle andior 85 aflinles. & rights resenad

ORACLE

FINANCIAL SERVICES

17. Click Next. The User Installation Directory window is displayed. Enter the installation
directory path. This is the directory you have set in the user .profile file in step 2.

Please Wait

& Prelnstall Setup
Installation
Install Complete

User Installation Directory

& License User Installation Directory
& Prelnstall SEtup Jecratch/ofsaaapp/Install/DCE ‘
(D Installation.

(O Install Complete

loment.,

ORACLE’
FINANCIAL SERVICES

ORACLE

FINANCIAL SERVICES

nstal T
Cancel Help Previous

18. Click Next. The OFSAA Infrastructure Server Details are displayed in the following figure.
Enter the IP address or hostname of the OFSAAI server and Database server.
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B Preinstall Setup

ORACLE
FINANCIAL SERVICES

FINANCIAL SERVICES

OFSAA Infrastructure Server Details

Flease Wait

Enter requested information

he JOBC.URL Is of RAC rype then DD Server IP/Hosname
¢ Shoult b NA

OFSAAL Server IP [ Hostname :
10.184.151.1%

Duatabase Server P/ Hostname @

noment_

19. Click Next to view the Web Application Server details. The options are Tomcat, WebSphere

and WebLogic.

FINANCIAL BERVICES

FINANCIAL SERVICES

Web Application Server

Please Walt

20. Select the web application server type and click Next. Based on the selection, corresponding

screens are displayed.

For WebSphere: The WebSphere Setup Details window is displayed.

Enter the profile path (up to the Node Cell Name directory) of WebSphere.

The format is WebSphere path

<WebSphere profile directory>/installedApps/ <NodeCellIName>.

Oracle Financial Services Software
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B Preinstall Setup

WebSphere Setup Details

Emer WebSphere installation Path up 10 the Host name directory

For Ex.- jdata2 frest//WebSphere/AppServer jprofiles) < Profile_Na
me > finstalledApps / <celiName >

Jscranch/was7 JIBM /WebSphere/AppServer/profiles [Profsa733]

For Tomcat: The Absolute Tomcat Path window is displayed. Enter the Tomcat deployment
path (till 'webapps) where the application is deployed.

License
= Preinstall Setup
(D) Installation.
(2} Install Complete

ORACLE’

FINANCIAL SERVICES

Absolute Tomcat Path

Enter absolute Tomcat Installation path where Oracle Financial
Services Anabdtical Applications Infrastructure is 1o be deployec.
Example - fhomejdatal fiomcar-7.0. 1% fwebapps

Jscratchfofsaaapp/Kits fromcat-7.0. 18 fwebapps

T T
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For WebLogic: The WebLogic Home window is displayed. Enter the WebLogic home
directory path, and click Next.

Weblogic Setup Details

Enter Weblogic Domain Home

P Preinstall Setup For Ex. fhome/weblogic/bea/user_projects/domains/mydomain

ORACLE’
FINANCIAL SERVICES

21. Enter the OLAP details. Enter 1 if you want to configure OFSAAI OLAP feature, using Oracle

Hyperion Essbase. By default, 0 is displayed.
OLAP Details

Mote -
= Prelnstall Setup 1 = Enabled 0=Disabled
If walue is 1 then ARBORPATH, HYPERION _HOME & ESSBASEPATH

Inst thor : = 3 ; &
D Installation. wvariables should be set in . profile before installation.
) Install Complete

CONFIGURE OFSAAI OLAP FEATURE :
a

ORACLE’
FINANCIAL SERVICES
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22. Click Next. The Web Server Details window is displayed.
Web Server Details

Mote . Context name will be used in vour Application URL
= Prelnstall Setup http:ff < WebServer|P > <Serviet port> f <contexiname > flogin. jsp
Example: - hitp: f/10.80.50.206:30B0/myapp/login. jsp

WEE SERVER PORT
[14510

WEE SERVER IP
[10.184.151.19

ORACLE |CO|:|;:|:1. name for deployment

FINANCIAL SERVICES

WEB LOCAL PATH

23. Enter the Web Server details. Select Enable HTTPS checkbox if you want to configure
HTTPS for the OFSAA application. Also, enter the Web Server (HTTP Server) Port, Web
Server IP Address, Context name for deployment and Web Local Path to any directory
on the Web Application Server (Tomcat/ WebSphere/ WebLogic).

24. Click Next. The Database Details window is displayed.
Database Details

g License NOTE
B Prelnstall Setup Specify the Database user name which iz the user created for
3 Installation configuration database schema. For example: configuser
b Specify the Database driver path as <ORACLE_HOME> /jdlbc/lib
() Install Complete where <ORACLE_HOME> should be replaced with ORACLE_HOME
value.
The ABSOLUTE DEMWER. PATH refers to the JDBEC driver files path.

ORACLE SID / SERVICE_NAME :
[DEV12(|

JDEC URL:
| Jdbc oraclethini@10.184. 153 87:1521.DEV12C

. CONFIG SCHEMA USER ID :
ORACLE [ amp_dgsconrs
FINANCIAL SERVICES )

Il:lraclt Configuration Schema Password

InstallAnywhera

Ccoce [ en |

25. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User ID, Password,
and Absolute Driver Path.

The JDBC URL, Configuration Schema User ID, Oracle Configuration Schema
Password, and Absolute Driver Path are auto-populated.
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NOTE: Absolute Driver Path can be the path where Oracle DB client is installed or JDBC
driver is installed. For example,
/scratch/oracle/app/oracle/product/11.2_0/client_1/jdbc/lib

26. Click Next. The Ports Configuration window is displayed.

Ports Configuration

& License Enter required infarmation |
= Prainstall Setup Mote: Ports must have unigue valle.

. nstallatian. .

nstall Complete

Java Port
| 9999

Mative Port
| 6666

. Agent Port
ORACLE 6510

FINANCIAL SERVICES

ICC Server Port
I

Install&mawhers

27. Enter Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port. You can
proceed with the default port values configured.

28. Click Next. The Ports Configuration window is displayed.

Ports Configuration

o License Enter required infarmatian |
= Pralnstall Setup Kote: Ports must have unigue value.

() Installation..

nstall Complete

Java Port
9999

Mative Por
6666

: Agent Port
ORACLE 5510

FINANCIAL SERVICES

ICC Server Port
I

29. Enter OLAP Port, Message Server Port, Router Port, and AM Port.
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30. Click Next. The Default Infrastructure Administrator and Authorizer User Password window is
displayed.

Default Infrastructure Administrator and Authorizer User Password

W License Enter requested information
= Preinstall Setup
rstallation. .

(L) Install Complete

Please enter password for default Infrastructure
administrator user SYSADMM :

Please re-enter password for default Infrastruciure
administrator user SYSADMM :

ORACLE’

FINANCIAL SERVICES

Please enter password for default Infrastructure authorizer
user SYSAUTH :

InstallA) er

31. Enter the passwords for default System Administrator and System Authorizer users.

32. Click Next. The SFTP Details window is displayed.
SFTP Details

W License Note |
=¥ Prelnstall Setup For enable SFTP - If value 15 1 then SFTP will be enabled . If value is
0 then FTP will be enabled

' 1stall Complete

ENABLE SFTP :
[1

FILE TRAMNSFER PORT :
| 22

ORACLE
FINANCIAL SERVICES

Install&mpwhere

33. Enter 1 to enable SFTP or 0 to enable FTP.

NOTE: Ensure the system on which the OFSAA Infrastructure is being installed, has
either FTP/ SFTP enabled. You can also modify the SFTP settings.
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34. Enter the port to be used for file transfer.
35. Click Next.

OFSAAI FTP/SFTFP Details

@ License FTPSHARE PATH
= Preinstall Setup | fscratch/ofsaaapp finstall fDGE ffipshare

Rastore Default || Choose, ..

() Install Complete

FTP [ SFTP USER ID
|ufsaaapp

Please enter Infrastructure FTP/SFTP password:

ORACLE

FINAMNCIAL SERVICES

InstallAmyswhere

[ e N e

36. Enter the path of the FTPSHARE directory and the User Id and password for OFSAAI Server.
This is same as the OFSAA Staging/ Metadata Repository Directory.FTP/SFTP User ID and
Password for FTPSHARE Directory access.

NOTE: The transfer of data (files) between the OFSAAI Server and the Web Application
Server happens over FTP/ SFTP. Ensure the necessary host configurations are
made for a successful handshake.

37. Click Next. The Pre Installation Summary window is displayed.

Pre-installation Summary

Please review the following before continuing:
=¥ Freinstall Setup
(3 Instaliaion Product Mame:
OFSAAInfrastructure

Version

8.0.3.1.0

Installation Falder
[scratchfofsaaappfinstall/DGE

Required Space
990 MegaBytes

ORACLE Available Space

F——NAHWL SERVICES EE698E MegaBytes

Selacted | nrale
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38. Click Install. The Installing OFSAA Infrastructure window is displayed.

Installing OFSAAInfrastructure

License
Preinstall Setup
=¥ Installation. .

nstall Complene

o

OoORACLE Installation is in progress...
T T T This process may take several minutes. Please Wait.
FINANCIAL SERVICES

Extracting duplicates...

Anytime during the installation you can click Cancel to stop the installation. Once completed,

the Installation Summary screen is displayed.

INSTALLATION SUMMARY

License INSTALLATIOM SUNMMARY:
Prelnstall Setup
d Installation..

¥ Install Camplete
#INFORMATIONS———-~ 367
HFWARNINGS 10

Please see the installation log under

fscratchfofsaaapp/Kits /OFs_DM_PACK/OFS_AAlflogs fOFSAAIBZ 015
1007 _04_58_08.l0g and
fscratchfofsaaapp/install JDCE  OFSAdInfrastructure_Install. log for
more details.

Click on Mext 1o continue.

ORACLE’
FINANCIAL SERVICES

installAmswhere

The Installation Summary screen displays the number of Fatal Errors, Errors, Debug
Statements, Information, and Warnings along with the location of log files.

39. Click Next. The Installation Complete window is displayed.
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Installation Complete

o License | Cangratulations! Oracle Financial Servces Analvtical Applications
& Prelnstall Setup Infrastructure has been successfully installed

G .
Instaliation Click on "Dane” to exit the installer. Please do not close the console.
¥ Install Complete Post Install activites will ke performed in console..

ORACLE
FINANCIAL SERVICES

crewis || one |

NOTE: If the installation is successful with some warnings, you can navigate to the
installation log for more details and address them.

40. Click Done. You have successfully installed the OFS AAI Application Pack.

Upon invoking the installer, the Introduction screen is displayed with the prerequisites for
installation. Ensure that all the prerequisites are met before you proceed with the installation.

41. The Executing AAI Installation Script screen is displayed.

NOTE: This step verifies the OFSAA services startup. In case of errors during services
check, an appropriate error message is displayed.
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Please Wait

i Freinstal Seoup

Fleasew Ei Execuning AM Insiatanion Seripr. . 'T SYstem. This may take 3 moment.

[ |

ORACLE

FINANCIAL SERVICES

42. After checking the OFSAA services, installation proceeds with the Application Pack
Installation. The Installing Financial Services Data Management Pack screen is displayed.

Please Wait

i Preinstall Sep

a In§1aling Financial Sendces Data Management Pack , M- This may take 3 moment..
laaa T aa T T a R R wwhwf

ORACLE

FINANCIAL SERVICES

43. Click Next. The Installation Summary page is displayed.
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INSTALLATION SUMMARY

Hrene [INSTALLATION SUNMARY:
@ Frenstal Selup
@ installarion. 1
i Inmall Comalete WOERUC STATEMENTS: 127
WREORMATIONE- . ar

L L
Hare
Please see the instalation 109 under E0% 1085, OM_PACK flog: Install log
Click on Newt o continue

ORACLE
FNANCIALSERVCES

44. Click Next to finish the installation. The Installation Complete screen is displayed.

Installation Complete

- | Congrarularions! Financial Servces Dana Pack has oeen
@ Preinsial Sep

@ Instakatiun.

¥ Install Complete

ik on “Done” 1 £xi 1he Inmaller. Pleasa do aee close 1he congsla, Post inmall arreaes wil Be perormar i consois.

ORACLE
FIVANCIAL ERVCES

45. Click Done. The Post Install Health checks are displayed:
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] st B T
ik walue | SELECT, Status @ SINCESS

SELECT pe-iwilowe i3 gronted For BLS_INSTRMCE_FYEWETERS virw,
WS LENGCTH. SEATICS : BT value 1 BYIE, Seatu

| | WS OHRRCTERED ; AUEATFS, Current value 1 ALE2UTFY, Status 3 SUCCE
SELECT privileqs i3 sranted For V_Tpsrameter view, Current valus 3 \ALLJ s;m T SUCTESS

Oracle Server version Current value - 12.1.0.2.0. Status :
OB specific Validation Complated. Status @ SUCCESS

irwironment check utility Status 1 SUCCESS

Larching installer.,,

Brofile exncuned

TR characters remoual started ,
CTRL characters remoual over

Mindous executable files removal storted |
Hindous executable Tiles rescval over .
| [Me are now in Ascratch/of samed ...

«profile sscuted
Profl]e e «LM

P
Baricte: ."y\.l atch wfswrimmui.ﬂmlu il
Tryirgy to cuers " g

thmsts
rcha] Chechirg For £1le fatrabehofsamety/ TFSRB00/F | cunly TFSEN0, w- pxisteonse

ernatiu:
Techa] Creating /o . S / S freshly,,
[war] Building war: /o AP 500, uar

BIILD SUCCESSFUL
Tozal time: 2 minutes 40 seconds
S fpp Layer Services stert-up check sterted...
Starting startofssat.th service...
(PSR Service = OK
fStarting scc service,
ICC service - O

fEhutting don OFS strvica. ..

(OFSARL P Laner Services ch k. Status: SUCCESSALL.

Fssal 18 Layer

Call b gt 1, 1F ag of the s 18 rurning
B Data o

V6 S e

ety
OUTER seeuice started 1n backiround mode,

.
SIRVER service wted m background mode.
,.«nm LA DATH SRR 5
DATR SERVER service st nrved m :»K ground mode.
1K‘ Data G Server service is nat r

fitcs ol sacuice with Proces
2 FAUTER sarvice with Froces 10 : 3647
'FWI I8 Layer File chmck Statuw: SUCCRSSFIL,

||n\|n|| complated, .

|.r-..m-.‘m.+.-a-m N e |

46. Perform steps mentioned in the Post Installation Configuration section.

4.3.2 Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the instructions

in command prompt.

Perform the following steps for installing the OFS DM Pack in SILENT mode.

1.
2.

Log in to the system as non-root user.

Identify a directory for installation and set the same in the user . profile file as below:
FIC_HOME=<OFSAA Installation Directory>
export FIC_HOME

Execute the user .profile.

Navigate to OFS_DM_PACK directory (installer directory).
Edit the OFS_DM_PACK/schema_creator/conf/0FS_DM_SCHEMA IN.xml file to set the

appropriate attribute values. It is optional to include INFODOM = “<Infodom Name>" in
OFS_DM_SCHEMA_IN.xml file. If not specified a default INFODOM name is generated.

NOTE: See Configuring OFS DM_SCHEMA_IN.XML for details on configuring this XML

file.
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NOTE: Ensure to make TNS entries for the created users in TNSNAMES.ORA. For
details, see Add TNS Entries in TNSNAMES.ORA file.

6. Execute the schema creator utility with —s option.

NOTE: This step is mandatory and should be executed before every additional OFSAA
Application Pack installation. See Executing the Schema Creator Utility for more

details.

7. Edit the OFS_DM_PACK/conf/0FS_DM_PACK.xml to enable the product licenses. Update
the attribute ENABLE=YES/NO in OFS_DM_pack.xml for licensing the App in the pack.

NOTE: See Configuring OFS DM_PACK.XML for details on configuring this XML file.

NOTE: Update OFS_DM_PACK.XML, set the attribute “ENABLE=YES" of <APP_ID> tag
for applications to be enabled during installation. If any application has mentioned
OFS_AAAIl as PREREQ in the <APP_ID> tag, set the attribute “ENABLE=YES”
for OFS_AAAI. To install DM, ensure to enter "YES" in ENABLE attribute for
OFS_AAI, and OFS_DGS.

8. Editthe OFS_DM_PACK/OFS_AAl/conf/0OFSAAI_InstallConfig.xml file to set the
appropriate infrastructure installation attribute values.

NOTE: This step can be ignored if an installation of OFSAA 8.0.5.0.0 already exists.
See Configuring OFSAAI InstallConfig.xml for details on configuring this XML file.

9. The OFS_DM_PACK/OFS_DM/conf directory contains a template file “InstallConfig.xml”. For
details see InstallConfig.xml

10. On successful execution of the schema creator utility, navigate to OFS_DM_PACK/bin/ and
execute the application pack installer with SILENT option.

11. Execute ./setup.sh SILENT in the console.

12. Enter the Infrastructure FTP/SFTP password value, when prompted at the command prompt.

Console Prompts User Inputs

Please enter Infrastructure |Enter the password to access Product Staging/Metadata repository
FTP/SFTP password directory in the application server.

Note: During installation stage, you need to enter the config schema
password again.

13. Enter Always, when prompted to add host key fingerprint.
14. The OFSAAI License Agreement is displayed.
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15. To accept the License Agreement, enter Yly.
16. Enter the passwords for default Infrastructure administrator and authorizer users.

Console Prompts

User Inputs

Please enter password for default
Infrastructure administrator user SYSADMN

Enter the password for the System Administrator.

Please re-enter password for default
Infrastructure administrator user SYSADMN

Enter the same password again to confirm its validity.

Please enter password for default
Infrastructure authorizer user SYSAUTH

Enter the password for the System Authorizer.

Please enter password for default
Infrastructure authorizer user SYSAUTH

Enter the same password again to confirm its validity.

NOTE: SYSADMN and SYSAUTH are the two default OFSAAI administrative users
created.
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NOTE: The installation process continues on the console. Do not close the console until
the installation process is complete.

17. The following message is displayed in the console:
Installation completed...
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18. On completion of installation, refer the installation log files. For more information, see
Verifying the Log Files.
19. Perform steps mentioned in the Post Installation Configuration section.

NOTE: Download and install patch for Bug 21160684 if installing this release of the OFS
AAAI Application Pack version 8.0.0.0.0 on Java 8. For more information, see
Configurations for Java 8. This patch is not required if an OFSAA instance already
exists and is configured for Java 8.
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4.3.3 InstallConfig.xml

The configuration file InstallConfig.xml must be updated before triggering the Installation. Silent
installation is achieved via a xml file [InstallConfig.xml]:

NOTE: Do notinstall the application in same segment when run management is used.

e InstallConfig.xml file is available in the path /OFS_DM_PACK/OFS_DM/conft.

e For each application, the Segment value will be different and the respective Segment value
must be entered (replace ##OFS_DGS SEGMENT##) in the following command in
InstallConfig.xml:
<Variable name="DMSEGMENT">##0FS_DGS_SEGMENT##</Variable>

e For DM_MODEL_ENABLE, when the value is given as TRUE, data model upload takes
place. When the value is given as FALSE, data model upload is skipped:
<Variable name=""DM_MODEL_ENABLE">##DM_MODEL ENABLE##</Variable>

e The parameter ‘IA_MODEL_ENABLE’ must not be modified at any stage before installation
and the value is always FALSE.
<Variable name=""1A_MODEL_ENABLE">##1A_MODEL_ENABLE##</Variable>

e Enter the respective Application Name in the following command in InstallConfig.xml :

<Variable
name=""DM_APPLICATION NAME_1">##0FS DGS ETL APPNAME##</Variable>

e Enter the respective Application Description in the following command in InstallConfig.xml :

<Variable
name=""DM_APPLICATION_DESC_ 1">##0FS_DGS ETL_APPDESC##</Variable>

e Enter the respective Source Name in the following command in InstallConfig.xml:
<Variable name="DM_SOURCE_NAME_1">##0FS_DGS_ETL_ SRCNAME##</Variable>

e Enter the respective Source Description in the following command in InstallConfig.xml:
<Variable name="DM_SOURCE_DESC_1">##0FS_DGS_ETL_SRCDESC##</Variable>

NOTE: Segment and Source Name should not be same as that of already installed
applications.

4.3.4 Verifying the Log File

Refer the following logs files for more information:

o Refer the Pack_Install.log located at OFS_DM_PACK/logs/ directory for OFS DM
Application Pack installation log file.

o Refer the log file(s) located at OFS_DM_PACK/OFS_AAl/logs/ directory for Infrastructure
installation log.
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o Refer the log file(s) located at OFS_DM_PACK/OFS_DM/logs/ directory for application
installation log.

NOTE: For Pack on Pack installation, the following errors might be logged in the
installation log and these can be ignored as this has no implication on the product:

"create sequence SEQ DIM_GL_ACCOUNT
minvalue 1
maxvalue 999999999999999999999999999
start with 1
increment by 1
cache 20"

Warning:Object already exists

Query:“create sequence SEQ_DIM_PRODUCT
minvalue 1

maxvalue 999999999999999999999999999
start with 805

increment by 1

cache 20"

Warning:Object already exists

Query:"create table FSI_MESSAGES

(
MESSAGE_ID NUMBER(5) not null,
MESSAGE_LOCALE VARCHAR2(5 CHAR) not null,
MESSAGE_CODE VARCHAR2(50 CHAR),
MESSAGE_DESCRIPTION VARCHAR2(1024 CHAR),
MESSAGE_TYPE CHAR(1) not null

)"

Warning:Object already exists

4.3.5 Verifying the Installation

This section explains the steps to verify your application installation.

To verify that you have successfully installed the Data Management pack, perform the following
steps:

Oracle Financial Services Software 71 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

1. Login in to the atomic schema.
Verify all the database objects such as view, procedure, and functions must have been
complied without any compilation error.

3. Deploy the war file and check the application screen is coming or not.
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5 Disclaimer and Acknowledgements

5.1 Disclaimer
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6 Upgrading the OFS DM Application Pack

Refer to the following instructions to download, extract, install, and configure this release.
1. As a prerequisite:

e Download and install the mandatory one-off patch 27412534 from My Oracle
Support. See the Readme available with the patch for further instructions on
installing the patch.

¢ Install the mandatory OFSAAI one-off patch 27504805 from My Oracle Support.
See the Readme available with the patch for further instructions on installing the
patch.

o |If OFSAA is deployed on Oracle WebLogic Server version 12.2.x, install the one-
off patch 25343603. Refer to the Readme available with the patch for further
instructions on installing the patch.

2. As a prerequisite for DGS 8.0.5.0.0:
e Ensure that OFSDF 8.0.5.0.0 and OFSAAI 8.0.5.1.0 are installed in the setup.
e The mandatory PMF one-off patches 27491894, and then 27530422 must be
applied.

NOTE: This step is applicable only for DGS 8.0.5.0.0.

3. Install the patch 27914352. Refer to the Readme available with the patch for further
instructions on installing the patch.

4. Before triggering the installation, you must update the configuration file
PatchConfig.xml:

NOTE: When you are entering the values, the names must be same as the ones given
in the previous full installation process.

e PatchConfig.xml file is available in the path /OFS_DM_PACK/OFS_DM/conf.

e For each application, the Segment value is different, and you must enter (replace
##OFS_DGS_SEGMENT##) the respective Segment value in the
PatchConfig.xml file. To enter the Segment value, use the command:
<Variable name="DMSEGMENT"'>##0FS_DGS_ SEGMENT##</Variable>
For example: <vVariable name=""DMSEGMENT''>DMPSEG</Variable>

e Enter the respective Application Name in the following command in
PatchConfig.xml:

<Variable
name=""DM_APPLICATION NAME_1'">##0FS DGS ETL_ APPNAME##</Varia
ble>

e Enter the respective Source Name in the following command in
PatchConfig.xml:
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<Variable
name=""DM_SOURCE_NAME_1">##0FS_DGS_ETL_SRCNAME##</Variable>

e When the value is specified as TRUE for DM_MODEL_ENABLE, data model
upload takes place. When the value is specified as FALSE, data model upload is
skipped.

For example:
<Variable name=""DM_MODEL_ENABLE">FALSE</Variable>

e Before installation process, you must not modify the parameter
‘IA_MODEL_ENABLE’ at any stage, and the value is always FALSE.

For example:
<Variable name="I1A_MODEL_ENABLE">FALSE</Variable>

5. Download the OFS DM Application Pack v8.0.5.0.0 archive file and copy it to your
OFSAA server in the Binary mode. For more information on downloading and copying
the OFS DM Application Pack v8.0.5.0.0 installer, see Downloading and Copying the
OFS DM Applications Pack Installer section.

NOTE: The archive files are different for every operating system like AlX, Solaris, and
RHEL/Oracle Linux.

6. Log in to the OFSAA Server.

7. Shut down all the OFSAAI Services. For more information, see the Start/Stop
Infrastructure Services section in Starting/Stopping Infrastructure Services.

8. Execute the command:

chmod -R 750 $FIC_HOME

9. If you have Unzip utility, skip to the next step. Download the Unzip utility (OS specific)
and copy it in Binary mode to the directory that is included in your PATH variable,
typically $SHOME path or directory in which you have copied the 8.0.5.0.0 installer.

e Uncompress the unzip installer file using the command:
uncompress unzip_<os>.Z

NOTE: In case you notice an error message “uncompress: not found [No such
file or directory]” when the package is not installed, contact your UNIX
administrator.

e Give EXECUTE permission to the file using the command:
chmod 751 OFS_DM_80500_<OperatingSystem>.zip

10. Extract the contents of the Oracle Financial Services Data Management Application Pack
8.0.5.0.0 installer archive file, using the command:
unzip_<os> <name of the file to be unzipped>

11. Give the EXECUTE permission for the OFS_DM_PACK folder using the command:
chmod —R 775 OFS_DM_PACK
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12. Edit the OFS_DM_PACK/conf/0OFS_DM_PACK.xml to enable the product licenses.
Update the attribute ENABLE=YES/NO in OFS_DM_pack.xml for licensing the App in the
pack.

NOTE: Prior to installing the DM Application Pack in SILENT mode, refer to the
OFS_DM_PACK.xml section in Appendix: DM Pack XML Files.

13. Execute setup.sh file using the following command:
./setup.sh SILENT

Verify if the release is applied successfully by checking the log file generated in the
installation folder. You can ignore ORA-00001, ORA-00955, ORA-02260, and ORA-
01430 errors in the log file. In case of any other errors, contact Oracle Support.

14. For more information on securing your OFSAA Infrastructure, refer to the OFSAA
Security Guide in OHC Documentation Library.

15. After successful installation, follow these steps:

° Tomcat

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

. WebLogic

<Weblogic installation location>/domains/<Domain

name>/servers/<Server name>/tmp/_WL_user/<Application name>/<auto
generated folder>/jsp_servlet

. WebSphere

<Websphere installation folder>/AppServer/profiles/<Profile
name>/temp/<Node name>/serverl/<Application name>/<.war Ffile
name>

16. Add unmask 0027 in the .profile of the UNIX account which manages the WEB server to
ensure restricted access permissions.

17. Restart all the OFSAAI services. For more information, refer to the Start/Stop
Infrastructure Services section in Appendix D.

18. Before generating the application EAR/WAR file and deploying the application onto
configured Tomcat, see Deploying WAR Files on Tomcat.

19. Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR
file, refer Appendix C section.
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7 Post Installation Configuration

On successful installation of the Oracle Financial Services Data Management Application Pack,
perform the post installation steps mentioned as follows.

This chapter includes the following sections:

e Configuring Resource Reference

e Starting OFSAA Infrastructure Services

e Adding TNS entries in TNSNAMES.ORA file

e Creating and Deploying the Application Pack Web Archive

e Accessing the OFSAA Application

e Performing Post Deployment Configurations

e Changing Batch Ownership

e Enabling Metadata Browser

e Performing Post Installation Configuration for Data Governance for Data Management
Application Pack

e Configuring Process Monitoring Runs and Tasks for Data Management Application Pack

e Passing the RUNSKEY as Parameter

e Enabling Data Quality Alias Configuration

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack
Web Archive. This is applicable to all Web Servers (WebSphere, WebLogic,
Tomcat). For more information, see Clearing Application Cache section.

7.1 Configuring Resource Reference

Configure the resource reference in the Web Application Server configured for OFSAA
Applications. See Appendix B for details on configuring the resource reference in WebSphere,
WebLogic, and Tomcat Application Servers.

7.2 Starting OFSAA Infrastructure Services

Start the OFSAA Infrastructure Services prior to deployment or accessing the OFSAA
Applications. See the Appendix D for details on Start/ Stop OFSAA Services.

7.3 Adding TNS entries in TNSNAMES.ORA file

Add TNS entries in the tnsnames.ora file, for every schema created for the Application Pack.
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To find the tnsname for the entries, perform the following steps:

1. Login to the application using System Administrator privileges.

2. Navigate to System Configuration & Identity Management tab.

3. Click Administration and Configuration - System Configuration - Database Details.
4. Expand the dropdown list for Name to get the list of TNS entry names.

Alternatively, you can connect to the CONFIG schema and execute the following query:

select dbname from db_master where dbname !'="CONFIG*®

7.4 Creating and Deploying the Application Pack Web Archive

On successful installation of the OFSAA Application Pack, the web archive file is automatically

generated. However, you need to deploy the generated web archive file on the Web Application
Server.

To deploy the application pack web archive, perform the following steps:
1. Navigate to FICWEBHOME

2. Runant.sh

For identifying the location of the generated web archive file and for generating and deploying the
web archive file at any time later, see Appendix C

NOTE: See the Oracle Financial Services Forms Manager User Guide for instructions on
Creating and Deploying the Forms Manager Web Archive

7.5 Accessing the OFSAA Application

Prior to accessing the OFSAA application ensure the Internet Explorer Settings are configured.

Refer Appendix E for details on accessing the OFSAA Application on successful deployment of
the application web archive.

7.6 Performing Post Deployment Configurations

Prior to using the OFSAA Application perform the Post Deployment Configuration steps detailed
in Appendix F.
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7.7 Changing Batch Ownership

All the seeded batches are created with SYSADMN as the owner by default. This needs to be
updated with username of the user who is responsible for maintenance of the batches. This can
be done by executing the below procedure in the config schema:

begin

AA1_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP("fromUser", "toUser", " infodom;

end;

OR
begin
AAI1_OBJECT_ADMIN.TRANSFER_BATCH_OWNERSHIP(" fromuser”, "touser"™);

end;

where “FromUser” indicates the user who currently owns the batch and “toUser” indicates the
user to which ownership needs to be transferred to. “Infodom” is an optional parameter.

7.8 Enabling Metadata Browser

Execute the following as part of post installation step atomic schema:
declare

result number;

begin

result:=fn_mdb_t2t view;
dbms_output.put_line(result);

exception

when others then

dbms_output.put_line(SQLERRM);

end;

7.9 Performing Post-Installation Configuration for Data Management Application
Pack

Perform the following steps for post-installation configuration of Data Management Application
Pack:

1. Create application specific users, and map them to the respective user groups available in
the application. For details see section Mapping Application Users to User Groups. Whenever
the user to user group mapping is created/ modified, execute the step 2 and 4 below.

2. After successful installation, execute the batch <INFODOM>_USER_ROLES.

3. Then perform these steps:
a. Generate source model for the application-source pair used during installation.

i. Login to the application and navigate to Common Tasks > Unified Analytical
Metadata > Data Management Tools.
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ii. Inthe Data Management Tools pane, click Data Sources.

Tasks > Unied Analytcal Matackats > Diats Managemast Tools

P @ Data Management Tools

harargement

Touls

Z:% Deta Sowrces

Define and manags Data Seurces

% Data File Mapging :E Past Load Changes
Detine and marage O Dutine and manage Post Load Ganges using PLSOL procedures

it Fhe Mgy

iii. The Source Designer window opens. Scroll down to the Map section and select the
application from drop down box. In the Source Applications pane, in Mapped
Sources, select the required value. Click the Generate Source Model icon.

ke

iv. A dialog box opens with the message: Model already exists for the source. Do you
want to replace existing model? To replace the existing model, click OK.

a Warning -- Webpage Dialog

[3766] Model already exists forthe source[3787] Do you want to
replace existing model?

Cancel

v. The Generate Source Model window is displayed. To generate the source model,
click the Catalog icon and then click Generate.

e

a Generate Source Model -- Webpage Dialog

Generate Source Model

Source Designer > Generate Source Model

| 28 Be

#» Generate Source Model
Starts with
Contains

Ends with

| Generate |1 Cancel
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vi. An acknowledgement message is displayed: Source model generation successful. To

complete the process of Source Model Generation, click OK.

£ | Information -- Webpage Dialog

5]

[ ]
1 | [3770] Source model generation successful

b. Resave the following mentioned derived entities:
e DEATNAME: DE Attribute Name
e DE Business Line
e DEGLSTERM: DE Business Term
e DE Components
o DE Document Type
e DEENNAME: DE Entity Name
e DE Frequency
o DE Kl Frequency
e DE Location
e DE Measure Scale
e DE Process
e DE Risk Categories
e DE User List
e DE_GROUP
e PMREPLINK

c. Resave the following mentioned hierarchies:
¢ HDGENNAM: Entity Name Hierarchy
o HDGATNAM: Attribute Name Hierarchy
o HDGGLTRM: Business Term Hierarchy

e Reports Hierarchy

4. Save the hierarchies in Common Tasks > Unified Analytical Metadata > Business

Metadata Management > Save Metadata
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v

Metadata Resave

4 @ Common Tasks

» (@ Data Model
4 i]U’\\'\eCN\\‘

Y ® Hierarchy (O Derived Entity Map
D save Metadata
@ Derived Entit

8 pataset

& Build Hierarch,

| Selected Metadata

5. Compile the backend objects such as functions, procedures and packages which are related
to DGS.

7.10 Configuring Process Monitoring Runs and Tasks for Data Management
Application Pack

As a pre-requisite, before configuring the runs and tasks, ensure the following:

Oracle Financial Services Regulatory Reporting for US Federal Reserve 8.0.5 version or Oracle Financial
Services Regulatory Reporting for European Banking Authority (OFS REG REP USFED 8.0.5 or OFS
REG REP EBA 8.0.5) is installed and configured.

MDB Publish is performed for Oracle Financial Services Regulatory Reporting for US Federal Reserve
8.0.5

NOTE: See Oracle Financial Services Regulatory Reporting for US Federal Reserve
8.0.5 or Oracle Financial Services Regulatory Reporting for European Banking
Authority Installation and Configuration on OHC for more details.

As part of configurations perform the following steps to load the Process Monitoring related plans,
runs and tasks associated with OFS REG REP USFED 8.0.5 or OFS REG REP EBA 8.0.5 install.

1. Login to OFSAAI using a user having permissions for running batches.

2. Navigate to Batch Execution screen and search for the batch ID such as
Process_Monitoring_Batch .
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Applications

Select Applications
Financial Services Data Governance for US Regulatory R ¥
4 @ common Tasks

» B Data Model Management

» [El unified Anaiytical Metadata

Object Administration ~ System Configuration & Identity Management

on Tasks > Operations > Baich Execution

Batch Execution

» Baich Mode

Mode ® Run Restart Rerun
& metacata Report
» [ operations » Search [
i) metacata Browser Batch ID Lie OFSDMINFO_|process Batch Description Like
&h Data Governance for US Regulatory Reporting Module v Last Moddication Date Between 7 an ]
» Batch Details | @ | = 141
BaichID &
v OFSDOMINFO_Process_Monitoring_Batch Batch
» Task Details | mm | . 1-1171
TaskID & Metadata Value Component ID Precedence Task Status
Taskt FN_PROCESS_PLAN_UPDATES TRANSFORM DATA :

» Information Date

Date

[ Execute Batch |

3. Select the MIS Date and execute the batch Process_Monitoring_Batch.

4. Check and ensure that the batch is executed successfully.

5. Navigate to Process Monitoring menu under Data Governance application and ensure
that the Plans, Runs and Tasks are displayed for OFS REG REP USFED 8.0.5 or OFS
REG REP EBA 8.0.5.

ORACLE" Data Governance for US Regulatory Reporting

OFSAD | Thursday, March 16, 2017 i oFsan  [B about & Logout

Inbox  Standards & Policies  Controls  KeyIndicalors _ Process Monitoring  Issues & Actions  Admin
Plans Help
B Search |  Clear | T Go
D Name
Pians (11)
B & Create Plan [ Export
Om Name Type Status Last Modified
7] 141325 #nnual regulatory report submission plan Regulatory Report Submission Open 21-8ep-2016
141328 Wonthly regulatory report submission plan Regulatory Report Submission Open 21-Sep-2016
141329 Weekly ragulatory report submission plan Regulatory Report Submission Open 21-8ep-2016
141326 Daily regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016
0 141327 Quarterly regulatory report submission plan Regulatory Report Submission Open 23-Jun-2016

7.11 Passing the RUNSKEY as Parameter

The Bulk KI Assessment batch expects RUNSKEY to pass as a parameter.

In an integrated setup, user can avoid passing RUNSKEY parameter manually by including the
bulk KI assessment process part of either US FED 8.0.5/ EBA 8.0.5/FSDF 8.0.5 run.

For a standalone setup, user needs to pass the RUNSKEY parameter separately from the Ul. For
the same, user needs to navigate to the Ul and make the specified changes in the batch to set

the desired RUNSKEY.

The process to pass RUNSKEY as a parameter from the Ul is to update the

BULK_KI_ASSESMENT batch:

1. Navigate to Applications after selecting Financial Services Data Governance for the
preferred jurisdiction from the Select Applications drop down.
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US-Engiish ¥ | OFSAD ¥

C L€ Financial Services Analytical Applications

Object System & Identity
Select Applications
Financial Services Data Governance for US Regulatory Rep... ¥ a % Common Tasks
Menu for Common Tasks
4 @ Common Tasks
» B Data Mocel Management N E Data Model Management »[EE| uninea Anaiytical metadata
» B Unined Anaiytical Metadata Manage Data Mods! Define and maintain analytical meladata defiitons

& metacata Report =
» [ operations E Metadata Report » @ Operations
\ﬁMe‘aﬂm: Browser Generale Metadata Reports Tools for Data Center operations

o Data Governance for US Regulatory Reporting bkiAs o

Browse metadata lineage

2. Navigate to Common Tasks -> Operations -> Batch Maintenance.

ORACLE Financial Services Analytical Applications

Appacations  Dbmec! Admwresbaten  Siries Contiurston & Iectty Manapwmert
Select Appications Common Tasks » Cparsoons > Sach Manfenencs
Fraaneas Sarves Data Oovemaeice ke US Rgutatery Ropersog v
4 R Common Tasis Batch Maintenance “
[ P p———
- Semen
+ W unted snatyscal Metasa L
" OB, Bain Daacripson Lis
O uetacata Fsport = = =
[ - [P——- Detanen et
4 B conrators L i = =
= EDw | = a1+ 1w
Basaicn Exscuton Baten Estrion st
e Scrmcuine !
Bt wortee :
A Mk Conca [
S e L] DOSNED_CAPAISH e
B maten Evecuson Rignss ] DOSNFO_COLLATERAL Data Graaity batch for Cotateral tatves E
I usetmtata Drowrer C 'Data Grsabty batch for Colecion and Recovery tabies E
dhiCists Governance tor S Rigetstory Regartng Covele Oorirele 5
[
[
[
- Taak Detaits lL= 11000
Ol s frer— freeerem | 1  reemience
] Takr D Axsrare FN_DOS_DULX_KI_ASSIRT TRANSFORM DATA
Aoout Oracke | ContaciUs Legai Notices  Terms Of Use | Your Privacy Rights F S TSN P ——

3. Select the Bulk KI Assessment batch to edit the Task definition. Pass the RUN SKEY
parameter for which user needs to perform assessment.
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Appacations  Dibrec! Admbaton S Contiuraten L kaeetty Marson)
[rrree—
! e Tt -
Francal s v ] |
4 @ Common Tasis Comporares e T ~] -
[ TropReTe——.
= * Dysamie Parameters List BB
+ I Ut Anatycal Metagata Preety -
O wetaata Fsgort Cataitens Trew - =
4 B towratorn sz N \- Bl A B
1P Agaress =
[ — = EDw | = a1+ 1w
=
Parsmawr Lint K] "
[ T
dhiCists Governance tor S Rigetstory Regartng
BEES |« 1000 (8]
 Freemience
Liwe | | Com |
- awan Fasel
crna vy s Crvates Cate 24 may 2018 8930 25
Last st by orsan Last uaareaten Date Hoa 20 1840
About Oracke | ContaciUs Legal Notices | Terms Of Use | Your Privacy Rights, F S TSN P ——
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8 Oracle Reconciliation Framework Configuration

Following steps are to be followed for configuring Reconciliation Framework Analytics v8.0.5.0.0
Dashboards and Reports after OBIEE installation (Server):
A. Preliminary Installation of Software

1. Make sure Oracle Business Intelligence (Version 11.1.1.9.0) installation is completed and
available.

2. If the OBIEE is installed in other than Windows environment, make sure that a standalone
OBIEE Client is installed in a Windows environment.

B. Modify Repository Connection Pool Settings
For Windows Server

1. Copy the Repository file from the $FIC_HOME/GLBI and place it in the Repository folder
where OBIEE is installed.

i.e.<OBIEE Install Folder>/instances/instancel/bifoundation/
OracleBlIServerComponent/coreapplication_obis1/repository.
2. Select Start > Programs > Oracle Business Intelligence > Administration.

3. Select File > Open > Offline.
4. Locate the OFS GL 8.0.rpd and open.

5. Provide Repository password. The Repository password is 'weblogic123'

Set the Connection Pool Properties
6. In the "Physical" layer, under Database object double-click on the "Connection Pool" to

update its properties..
7. Inthe ‘General’ tab, edit / check the following entries:
8. Call Interface: Default (OCI 10g/11g)
9. Update Data source name as give in the below example:

For example:
(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=<Database IP
Address>)(PORT=<Port no>)))(CONNECT_DATA=(SID=<Database name>)))

10. Enter Database Schema user name in the User Name field.

11. Enter Database Schema password in the Password field.
12. Click 'OK'to close the window and click 'Save' to save the RPD file.

13. Click 'No' for the Global Consistency Message.
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14. Close the RPD file (File / Exit).

For Other Servers

1. Copy the Repository file from the $FIC_HOME/GLBI and place it anywhere in the local
Windows system.

2. Open the Bl Administration tool in the windows environment.

3. Select Start > Programs > Oracle Business Intelligence Enterprise Edition Plus Client>
Administration.

4. Select File > Open > Offline.

Locate the file OFS GL 8.0.rpd and open.

6. Provide Repository password. The Repository password is 'weblogic123'

o

Set the Connection Pool Properties as described above 6-14.
C. Starting Node manager and WebLogic Servers

1. Check if the Node Manager is running or not. If not then follow the below steps.

For Windows Server

1.1 Navigate to the services.

1.2 Start the Service Oracle Weblogic NodeManager.

%Oracle DE11GRE Y35 Writer Service
M 0racle Process Manager (instancel)
%Oracle WiehLogic ModeManager (E_MiddelwareHome_wlserver _10.3) Started
48 OracleDEConsoleDE11 GR2

Skarted

Alternatively you can start Node Manager and all the managed services from the All
Programs -> Oracle Business Intelligence-> Start Bl Services option in the start menu.

I oracle - OH105207 7500 g E BEI Sdrinistration

fﬂ} Mozilla Firefox E BI Administration Help File
-Jj Microsoft Wisual Studio 6.0 » E Caktalog Manager

E‘ TextPad E Creinstall

I Oracle - OH445592003 g E Job Manager

I oracle Weblogic 2 Stark BI Serwvices

@ “racle Business Intelligence E Skop EI Services

-Jj Cracle Common Home 119 - Homel
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For Other Servers

1.1 Navigate to < OBIEE Install Folder >/ wiserver_10.3/server/bin folder.
1.2 Run the following command: ‘nohup ./startNodeManager.sh &'.
2. Check if the Weblogic AdminServer if running or not. If not then follow the below steps.

For Windows Server

2.1 Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_domain/bin
2.2 Run the following command: startWebLogic.cmd

Note: The Weblogic Admin Server would have been already started if you had started
through the, All Programs -> Oracle Business Intelligence-> Start Bl Services option as
stated above.

For Other Servers

2.1 Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_domain/bin
2.2 Run the following command: ‘./startWebLogic.sh’
2.3 Enter the weblogic credential defined during the installation.

2.4 Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates server in RUNNING mode.

chAug 25, 2010 10:32:06 AM CEST> cNotice» <WeblogicSerwvers <BEA-000365» <Server state changed to RUNNING:
<Aug 25, 2010 10:32:06 AM CEST> <Notice> <weblLogicServers <¢BEA-000360» <Server started in RUNNING modes

3. Start Weblogic Managed Server (bi_serverl)

a. Log in to Fusion Middleware Control * http://<hostserver name or IP>:<Port No Default is
7001>/em’ using the weblogic credentials defined during installation.

b. Under the WebLogic Domain expand the bifoundation_domain node in the navigation tree,
and select bi_cluster. Select bi_cluster, and click the WebLogic Cluster menu to the right
of it. Select the Control option from the menu, and select Start Up to start the Managed
Servers.
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ORACLE Enterprise Manager Fusion Middleware Control 11g
@‘& Farm « = Topolagy
v & bi_cluster @
& % Farm_hifoundation_domain ﬁn WeblLogic Cluster -
[7 Application Deployments Home
=l [ WebLogic Domain
= ﬁ:f bifoundation_domain cantral ;
’ ankrol
&l adminserver LA
o & Fitieen Logs ¥ Shut Do, ..
chr el |
e Wehlogic Server Ad
= Console,
[ Buyfiness Inteligence Performance Summary
[0 fletadata Repaositaries Port Usage
Application Deployment ¥

c. Verify the status of the applications.

ORACLE Enterprise Manager susion Misdisware Contel 113

¢ bi_cluster @
S, Weblag Ouster ~
= Summary

General

- Active

i 1 203 .00 Serve

a 1 2 0.00 4 )
I 2 CE—— e R

1{ 9 w ® Bos & 5. 970

i 0 0

o a o 000 :

i [ [} 0.00

i 0.00

i o 0.00

@ 0.00

@ o [ .00

i Q [ 000

i 0.00

) o 600

) a 0.00

i a .00

o ) o 000

i o 0.00

i o 0.00

= Respamse and Load
3,000

s
D —

D. Deployment

1. Deploy RPD file.

1.1 Log in to Fusion Middleware Control ’http://<hostserver name or IP>:<Port No Default is
7001>/em’ using the weblogic credentials defined during installation.

1.2 Go to Business Intelligence folder > coreapplication> Deployment and click on Lock and Edit

Configuration.
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ORACLE Enterprise Manager Fusion Middleware Control 11g
Férarm» | & Topology
B~

Ei % Farm_bifoundation_domain
3 Application Deplayments
B £ WebLogic Domain

coreapplication ®
@ Business Intelligence Instance »

Change Center: || 4 Lock and Edit Configuration

B £ bifoundation_domain
& Adminserver Overview | Capadlty L with | Depk
8 .% bi_duster Presentaton | Repository  Scheduler  Marketing
E] bi server1
=] Business Inteligence -
- o BI Server Repository
@ coreapplication
This section shows the current installed RPD. You can use this section to configure a shared RPD location.
ettt et

DefaultRPD  pfthi5111g_BI00OZ

Shared Location

Upload BI Server Repository

Target Navigation Tree

il

Presentation Service Repository

Catalog Location SORACLE_TNSTANCE bifoundationOracleBIPresentationServicesComponent /SCOMPONENT _NAME catalog/PFTBIS 111G

Use this section to upload & new RPD and its password to your BI Server domain. You may also use this section to re-enter the password if a mistake was made on a previ

This section shows the current location of presentation repository for the presentation services. You can use this section to change the repository location and point to shi

1.3 In the Upload BI Server Repository click on Browse and locate the folder where the new OFS

GL 8.0.RPD which has to be deployed is present.

1.4 Now put the existing RPD Password. Then Apply > Activate Changes.

1.5 You can see the new Default RPD as the OFSGL3_BI0008.0

coreapplication @

Change Center: | | [ Activate Changes || g Release Configuration

Owerview | Capacity Management | Diagnostics | Security | Deployment

Presentation | Repository | Scheduer  Marketing  Mail

BI Server Repository
This section shows the current installed RPL
DefaultRPD  Pftbi5111g_BIOO02
D Share Repository

. ¥ou can use this section to configure a shared RPD lacation,

Upload BI Server Repository

Use this section to upload a new RPD and its password to your BI Server domain. ‘You may also use this section to re-enter the password if a mistake was made on a previous upload.

Browse,

Repasitory File

Repository Passnord [seewes

Confirm Password | swesee

Loggedin as weblogi
@ Business Inteligence Instance

Apply

1.6 Restart the Bl Server as mentioned in section E.

1.7 Modify the NQSConfig.INI file to incorporate User Roles and Group Id changes in case any

GUID related error occurs. The location is

< OBIEE Install Folder>

/instances/instancel/config/OracleBlServerComponent/coreapplication_obis1
Change the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS to YES.
Example: FMW_UPDATE_ROLE_AND USER_REF_GUIDS = YES;

1.8 After modifying the file, restart the Bl services again to remove the above error.
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2. Deploy Web Catalog.
2.1 Copy the GL_Recon_8.0.catolog file from $FIC_HOME/GLBI folder.

2.2 Navigate to Business Intelligence folder > coreapplication> Deployment and check for the
Catalog name. Change to GL then apply and activate changes. This will create a new empty
catalog with the name given.

Example:
$ORACLE_INSTANCE/bifoundation/OracleBlIPresentationServicesComponent/$COMPONE
NT_NAME/catalog/GL

'$ORACLE_INSTAMCE bifoundation /OradeBIPresentationServicesComponen)
This section shows the current location of the catalog used by Presentation Services. Use this section to change the location of the catalog) sCOMPONENT _MAME jcatalog'.

Catalog Location  DRACLE_INSTANCE fhifoundation/CradeBIPresentationServicesComponent/$COMPOMNENT_MAME fcatalog/GL|

BI Presentation Catalog J Acceptable syntax is: '/net/machine/disk3/sharedcatalogdata’ or:

2.3 Navigate to Catalog Manager. Open the newly created catalog. File -> Open Catalog.

2.4 Open the catalog offline -> Browse to the catalog path. Click OK.

[ E Cpen Catalog ﬁ1

Type: ’Gﬁline v]
Path: thcoreapplication_obipslhcatalogh GLERCERR T e
weblogic

English (English)

["| Read-Only

QK ] ’ Cancel

o—

2.5 Now navigate to the /shared folder in the catalog manager and unarchive by selecting the
path where the GL_Recon_8.0.catolog was present. Then press ok.
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=] C'racle Business Intelligence Catalog Manager - CACBIEE11116\instanceshinstance2\bifoundati

File | Edit WView Teols Help

Y Open Catalog Ctrl+O

[#] Close Catalog = H
@8 Search

fshared
Explore

[Z] Archive... Ctrl+ Shift+C Rl
[Z] Unarchive... Ctrl+Shift+V

M Exit Alt+F4

Gommeowes W

Archive File Path

D:\Work\, GL_Recon_8.0.catalog -

[ ok || Cancel |

E Unarchive Catalog

40k Operation done!

~ 4

2.6 Verify that the GL folder appears under /shared folder.
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—— ~
[=] Cracle Business Intelligence Catalog Manager - http://vinasath-in.in.oracle.com:7001/analytics/saw.dll - Logged in asweblogic = | | S

File Edit View Tools Help
34 | Co @ | a8 &
2 Tree 32 =] é‘:% Table 32 =]
3 Catalog Root

) Shared Folders /shared hal <

3 System Folders Mame Type Owner My Permis...  Attributes Date Crea

[ User Folders
Z30 Analytical Applications Recon ... Folder System Ac...  Full Control Jan 14, 20
(C1] Components Folder BI Adminis... Full Control Sep 2, 201
[ 6L Recon, 3.5 Foider Syatern Ao Full Control Fiow 28, 2)
1 GL Spec Folder Systemn Ac... Full Control Jan 14, 20
1 prompts Folder Systemn Ac...  Full Control Jan 14, 20
7 Sales Folder weblogic Full Control Jan 2, 201
3 Sample Lite Folder BI Adminis... Full Contral Dec 6, 201

2.7 Once the Unarchive is done. Restart the Bl Presentation Services (see section E) to apply
the change.

2.8 Modify the instanceconfig.xml file in case of any GUID error related to the Bl Presentation
Server to instruct Presentation Services to refresh GUIDs on restart.

The location of instanceconfig.xml file is < OBIEE |Install Folder>
/instances/instancel/config/OracleBIPresentationServicesComponent/coreapplication_obips1
Edit the file to add the line <UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>
and restart the Bl presentation services once again.

2.9 Note that the steps mentioned above will force the Bl Presentation Services to shut down
after updating the Account GUIDS.

In that case, go to instanceconfig.xml file and revert back the changes made i.e. remove the
line <UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs> from the
instanceconfig.xml file and restart the services again.

E. Starting the Analytics services

The Oracle Business Intelligence system components can start in any of the following manner.

1. Through OPMN controller
For Windows Server
1.1 Open a command prompt, navigate to <OBIEE Install Folder>/instances/instancel/bin
1.2 Run the ‘opmnctl startall’ command.

For Other Servers

a. Navigate to < OBIEE Install Folder > /instances/instancel/bin
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3.

Run the command ‘. /opmnctl startall’

Check the status by running the command ‘. /opmnctl status’

[obieellglREV

2. Through Enterprise Manager

a.

Login to the EM administration screen using the url ’http://<hostserver name or IP>:<Port No

Default is 7001>/em’

Expand 'Business Intelligence' node on the left and choose Core application.

Navigate to Capacity management > Availability.

Click on the necessary buttons to start and stop the services.

coreapplication®
Business Inteligence Instance v

b
s | g e

Change pend % Release Configuration

Owverview Capacity Management | Piagnostics | Security | Deployment

Metrics | Availability | Scalability  Performance

iabil

Dstart Al CJStopal G Restart Al D start Selected [ Stop Selected

[ Restart Selected

Name
= H‘E BI Presentation Servers
ClJ coreapplication_obips1
[+ ﬁ BI Servers
[ H’EBI Schedulers
[ Eﬁ BI Cluster Controllers
[ H‘g BI JavaHosts

Status  |Host Port

REV-OVS-X13.i-flex.com 9710

(= =pl = =y =

Oradle Instance

instancel

Note

In case of any problems check for the log files present in the respective diagnostic folders of

analytics server that is, <OBIEE Install Folder>/instances/instancel/diagnostics/logs.
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F. Testing the Analytics reports

1. Login to ‘http:// <host server name or IP>:<Port No default is 7001>/analytics/saw.dll?Dashboard’
using your Administrator credentials created during platform install.

2. Check for the reports availability.

In case of any problems, check for the log files present in the respective diagnostic folders of
analytics server, that is, <OBIEE Install Folder>/instances/instancel/diagnostics/logs.

Oracle Financial Services Software 95 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

9 Deploying Data Management Application Pack Analytics

This chapter includes the following sections:

e Managing OBIEE Activities

e Deploying Data Management Application Pack Analytics

9.1 Managing OBIEE Activities

This section covers following topics:

e Installing OBIEE Server

e Installing OBIEE Windows Administration Client

e Disabling the Cache Feature in OBIEE Server

9.1.1 Installing OBIEE Server

To install Oracle Business Intelligence Enterprise Edition (OBIEE) server, refer to Oracle Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0). After
installing Oracle Business Intelligence Enterprise Edition (OBIEE) server, get the Enterprise
Manager URL, username, password, and OBIEE installed directory from the System
Administrator.

9.1.2 Installing OBIEE Windows Administration Client

To install OBIEE repository administration client for Windows machine, refer to Oracle® Fusion
Middleware Installation Guide for Oracle Business Intelligencellg Release 1 (11.1.1.9.0).
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9.1.3 Disabling the Cache Feature in OBIEE Server

Login to Enterprise Manager, and perform the following steps:

1.

© N~ wDN

Click Business Intelligence directory from left hand side menu and select coreapplication.

AL Erierprise Marssger 11 o s e Lo

Hltwne g
3 - & v ol bl

L
5 |8 s s +

Select Capacity Management tab.

Select Performance sub tab.

Click Lock and Edit Configuration tab.

Uncheck the Cache Enabled option to disable the cache.
Click Apply = Activate Changes.

Select Yes when prompted.

Click Restart to apply recent changes.

9.2 Deploying Data Management Application Pack Analytics

Perform the following steps to deploy Analytic Reports:

1. Stop Oracle Process Manager and Notification Server (OPMN) services by executing the
following command:
<OBIEE Installed Directory>/instances/instancel/bin
-/opmnctl stopall

2. Copy DGS.rpd from $FIC_HOME/DGSBI of Web layer to windows machine where the
OBIEE windows administration client is installed.

3. Perform the following steps to change the default password for the repository:
a. Open the repository using OBIEE Windows administration client.

Oracle Financial Services Software 97 ORACLG



OFSDM 8.0.5.0.0 Installation Guide

Recent Places

|

Desktop

Ay

B

Computer

0

File name: I DG5S pd
Files of type: I Repository Files {*.pd)

c. The OBIEE Windows Administration Client to enter Repository Default Password is
displayed.
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Repositony Password:

d. Enter default repository password as password123.

e. Click File menu, select Change Password.

Window Help

New Repository... crsN B (s E &S R ‘gg |

Open »

Mtltiusar » Business Model and Mapping W
Source Control 3 ﬁ DGS [#-
Close

Save Ctrl+5

Save As »

Copy As ¥ fofile

Prinit Preview.,,

Print:

Tmport Metadata
Campare...

Turn off Compare Made

Merge...

Check Global Consistency Cirl+ K
Check Models »

Check Cut All
Check In Changes
Undo &Il Changes

1 DGS.ipd
£ EASreel. AL/UL201ADGS. rpd
3 D:\Sree)..\0802201T\DGS.rpd
4 D:\Sree\..\06022017_1\DGS.rpd

Exit

Changs repesitory pascword

4. Enter the new password. Click OK.
5. Perform the following steps to configure connection pool of repository:
a. Select Manage - Variables from the menu.
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'T=] Oracle BI Administration Tool - DGS.rps

File Edit View JUCLLL | Tools Diagram Window Help

D ClEEE RS R 1
Sessions..,
Presentation Cachen, ‘Business Model and Mapping Physical
@ Data Goven  Clusters., in =- & DGS
@ Data Goven Identity... = m, Connection Pool
- Data Goveq | - ~{@ Initialization Blocks

- [ Data Gow
- [ Data Gow

5 ile
[ s |8

Projects...

lity and Profis

d Actions
-l Data Govem: ators

(il Dsta Govemance Studio - Process Monitoring
(il Dsta Govemance Studio - Reports

Marketing...

& AQM2_DGSATM
‘& DGSREFORT

Edit repository variables lilm’i 4
b. Select static variables under the Repository section.
(B Orscie Biadministration Tool -DGSpd 0 - SEIE

File Edit View Manage Toals Diagram Window

Help

| Presentation

J) Data Govemance Studio - A
Data Govemance Studio -Cfl| Action Edit Help
Data Govemance Studio -
Data Govemance Studio -
[ Data Govemance Studio -
[ Data Govemance Studio -

Dli| == Repositary
- &3 Intialization Blo
=1-[?] Varables

. | 4

MR- R RS

Variable Manager 1§

Type

| Name I Description

[?z}; Variable

3 Initialization Block

Data Govemance Studio - s #-I% Dynamic | (g = ATOMIC_SCHEMA
G o |
{@ Data Govemance Studio - Pfl| = - Session 1%, Variable INFODOM
(- Data Govemance Studio - R % \nm.allzatlon Blo. 1%, Variable SEGMENT
& %"Zﬂ;im 1%, Variabla USR_LOCALE
”ﬁ Sec = 7 Initilization Block Source System
. 5 = Initiglization Block Legal Entity
.& Mo 123 Initialization Block Infodom
@ Initialization Block Segment

Usr_Locale

ical

-3 DGS

{2 Connection Peol
{2 Inttialization Blocks

- AQMZ_DGSATM
&% DGSREFORT

For Help, press F1

For Help, press F1

o

L

T

c. Select the variable SCHEMA and enter the schema name within single quotes under the
Default Initializer section. Save the changes.
d. Select the variable TNS and enter the TNS details within single quotes under the Default
Initializer section. Save the changes.

e. Inthe Physical section, expand DGS directory.
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(OO 5 & 5 e

Eile Edit Miew Manage Tools Diagram Willll Genery | Connection Scripts | XML | Wirite Back | Miscellansous I |
NFeEeda LB 3|
Name: ICnnnadion Pool Pemissions. |
Presentation Physical
- ()] Data Govemance Studio - Attestation Call interfacs |Defautt (0C1 100/11g) =l =8 DGS
([ Data Govemance Studia - CDE . . - - Connection Paol
) Dsta Govemance Sludio - Cortrols Medmum conrectons: [ 102 - Initslization Blocks
[ Data Govemance Studio - Data Profile I~ Require fully qualfied table names -4 AGMZ_DGSATM
([ Data Govemance Studia - Data Quality - &, DGSREPORT
[ Data Govemance Studio - Data Qualty and Profile Data sourcs name.  [VALUEOF(THS)
([l Data Govemance Studia - Issuss and Actions ¥ Shared logon
@ et Govemance Stud - Key Indicatos Userriame: [VALUEOFATOMIC_SCH  Password: [sases
([l Data Govemance Studia - Process Monitoring
([ Data Govemance Studio - Reports [¥ Enable connection pooling
Timeout: |5 I[rmnutes]
v Use muttthreaded connections
| Parameters supported
Isolation level: IDefault
Description:
Connection Pool "DGS"." Connection Pool” oK | Cancel | Help NUM Yy

f. Double-click Connection Pool to open the Connection Pool Properties window.
g. Enter atomic schema user password in Password text box.

h. Click OK.

- —— h 3
E Oracle BI Administration Tool - DGS.rpd Connection Pool - Connection Pool M ==
[ File Edit View Manage Tools Diagram Wintll = Gapem | Connection Scripts | XML | Wirite Back I Miscellaneous |
I Y- =-00=0
Name: IConnedien Pool Permissions |
N| Presentation Physical
{3 Data Govemance Studio - Atesiation Callinterface: |Defaut (OC1 100/11g) = -3 D6s
Data G Studio - CDE Connection Pool

R e — CR—

@ Data Govemance Studio - Data Profile [~ Require fully qualffied table names ﬁ AQM2_DGSATM

) Data Govemance Studic - Data Quality &% DGSREPORT

@ Data Govemance Studio - Data Qualty and Profile HemboeSane IVALU EOR(TNS)

@ Data Govemance Studio - Issues and Actions ¥ Shared logon

@ Data Govemance Studio - Key Indicators

@ Data Govemance Studio - Process Monitoring

@ Data Govemance Studio - Reports

Password |ouuuuu|
s
|
El

' |Connection Pool "DGS"."Connection Pool” d oK Cancel I Help le NUM ¥
“ %
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i. Double-click Initialization Blocks to open the Connection Pool window.
j- Enter atomic schema password in Password text box.
k. Click OK.

=] Oracle B Administration Tool - DGS.rpd | — T —
i e Rl met Mangs Gools lsgenm OB Teaaes | Connection Scripts | XML | Wiite Back | Miscellaneous |
BT EE R -LEEN
Name Pemissions...
Presentation Physical
[i Data Govemance Studio - Attestation Call interface: IDefault {OCI 10g/11g) LI E-@ DGS
@ Data Govemance Studio - CDE . Iﬁ m Connection Pool
() Data Govemancs Studio - Controls Mo camccis 10:- B Intislization Blocks
@ Data Gowvemance Studio - Data Profile ™ Bedquire fully qualfied table names 5 AQM2_DGSATM
() Data Govemance Studio - Data Qualiy 2 &4 DGSREPORT
@ Data Govemance Studio - Data Qualty and Profile LEEakee e IVALUEOF{TNS)
@ Data Govemance Studio - Issues and Actions ¥ Shared logon
(@) Data Govemance Studo - Key Indcaiors Username: [VALUEDFIATOMIC_SCF  Password:
@ Data Govemance Studio - Process Monitoring
() Data Govemance Studio - Reports [ Enable connection pooling
Timeout |s [minutes)  ~|

W Use muttithreaded connections
¥ Parameters supported

Isolation level: [Defaut -
Description:
=
=]
C ction Pool "DGS"."C ction Pool”
onnection Pool onnes |0n-00 ’TI Cancel | Help |

6. Click File menu and then click Save.

[=] Oracle BI Administration Tool

T Edit View Manage Tools Diagram Window Help

New Repository... N B |@ LR e R |3,; ‘
Open 3
Multiuser » iness Model and Mapping m
Source Control 3 =-8 pas
| oo Y Cornicn Foo |
| M e e
Save A = &% AQWZ_DGSATM
avens & DGSREPORT
Copy As » bofie

Change Password...

Print Previews.,,
Print

Import Metadata...

Compare...

Turn off Cormpare Maode

Merge...

Check Global Consistency Ctrl+K
Check hodels »

Check Out &l
Check In Changes
Undo &1l Changes

1DGS.rpd

2 D:\Sree)..\17022017\DGS.rpd

3 Di\Sreel..\08022017\DGS.rpd

4 D\Sree..\M06022017_1\DGS.rpd

Exit

I
Save the active repository T WM |

Oracle Financial Services Software 102 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

7. Click Yes on the pop-up message, Do you want to check global consistency?
DE Oracle B Administration Tool - DGS.rpd v -T EE T h

File Edit Wiew Manage Tools Diagram ‘Window Help

R ER Y L R R Ik

S|E] =

Presentation Business Model and Mapping Physical
[§ Data Govemance Studio - Attestation [#- @ DGS =@ DGS
@ Data Gowemance Studio - CDE

#-[{3) Data Govemance Studio - Cortrols
+- [0 Data Govemance Studio - Data Profile
@ Data Govemance Studio - Data Quality
+- [0} Data Govemance Studio - Data Gualty and Profile
+)- ([} Data Govemance Studio - lssues and Actions
+- [{Jl Data Govemance Studio - Key Indicators
#-[{Jl Data Govemance Studio - Process Monitoring
@ Data Govemance Studio - Reports

@ Connection Pool
) Intialization Blocks
AQMZ_DGSATM
-4 DGSREPORT

[ERER R

@ Do you wish to check global consistency?
L

Cancel

For Help, press F1

[ w4

8. Click OK, on the pop-up message Consistency check didn't find any errors, warning or best
practices violations.

NOTE: Warnings on consistency check can be ignored.
[E] Oracle Bl Administration Tool - DG, . — — — N W | | — ww wm— A 2]
File  Edit ‘iew Manage Tools Diagram Window Help — - I
L R e e e R A |
Presentation Business Model and Mapping P

— - —
({3l Deta Govemar Cansistency Check Manager [ =)
([ Data Govema
(i) Data Govemar||| |~ Display:

({i) Deta Govera [¥ Errors (0)

([ Data Govema

[~ Warnings (35)

({il Data Govema [

[ Data Govema "?\f:ge Object Type Object Ermrlln.| Error Description ‘
({ill Data Govema

({ill Data Govema

[ Data Govema

™ show Qualified Nam¢  Objects...

Shats... Save As. . Chedk All Cbjects Edit...

GoTo Copy

Close Help
A Global Consistency Check was performed. 0 Error(s) (0 shown), 35 Warning(s) (0 shown), and 0 Best Practice vialations(s) (0 shown) found.

For Help, press F1
=

_ _ [ NM[ 4
9. Copy DGS.catalog file from <F1C_HOME>/DGSBI1 of Web layer to your local machine.

10. Login to Enterprise Manager. Click Business Intelligence directory at LHS. Select
coreapplication and then click Deployment tab.
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11. Click Repository tab.

ORACLE Enterprise Manager 11g Fusion Middisware Gontrol Heb
= - { coreapplication @ Logged in as weblogic:

7 B Farm_bifoundaton_domain Business Inteligence Instance + Page Refrashed Mar 16, 2017 2i58:12 PM 15T 03

*> [ Appication Deployments

£- [ WebLogx Domain Change Center: | b |ock and Edit Configuration | /), Restart to apply recent changes &)

7 [ Busmess Inteligence

5 BEsSE Overvien  Avalsblity  Capacty Management Diagnostcs  Seaurity Deployment
Presentation Repository Scheduler Marketing Mail
BI Server Repository Apply

This section shows the current installed RPD. You can s this section to configure a shared RPD location.

Default RPD DGS_BIOOS1

RPD Publishing Directory

Upload BI Server Repository
Use this section to upload & new RPD and its password to your BI Server domain. You may also use this section to re-enter the password If a mistake was made on a previous upload.

Repository File | Bronse.. | Mo fil
4 Repostory Password

Confirm Password

BI Presentation Catalog

This section shows the current lacation of the catalog used by Presentation Services. Use this secion o change the location of the catalog, o tn share the catalog by pointing to 2 shared location

[ Location /s OBIEER.0fr " —— por

12. Click Lock and Edit Configuration. The Lock and Edit Configuration Confirmation window is
displayed.

ORACLE Enterprise Manager 11g Fusion Middiewars Gontrol Setup = Help v LogOut

= - Loggedin as weblogic
7 [ Farm bifoundation domain [Z] Busness Inteligence Instance + Page Rafrashed Mar 16, 2017 2:58:12 PM 15T 1
& [23 Application Deployments
&~ [ WebLogic Domain Change Center: | @ Lock and Edit Configuration | /i) Restart to apply recent changes @
¥ [ Business Inteligence
(3] coreappiication Overview Avalebiity  CapacityManagement  Diagnostics Searity Deployment
> Repository Seheduler Marketing Mal

BI Server Repository Apply
This section shows the current nstalled RPD. You can use this section to configure a shared RPD location.

Default RPD DGS_BIOS1
sh

RPD

epository

ishing Directory

Upload BI Server Repository [@ confirmation

Use this section to upload a new RPD andits password o us upload.

Lock and Edit Configuration - Completed Successfully

Repository Fie | Browse

Repasitory Password

Confirm Password w——

BI Presentation Catalog
This section shows the current location of the catalog used by Presentaion Services. Use this section to change the location of the catalog, or to share the catalog by pointing to a shared location

Catalog Location forade jOBITEE: ation_ /DG

13. Click Close.
14. In Upload BI Server Repository section, browse the DGS.rpd file from Windows machine.
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ORACLE Enterprise Manager 11g Fusion Middleware Control Setup + Help ~ Log Out
- & coreapplication @

7 [ Farm_bifoundation_domain
= [ Application Deployments
= [ Weblogic Doman

7 [ Business Inteligence
7] coreapplication Overview Availabiity

= [0 metadata Repositones.

Legged in as weblogic
[3] Busness Inteligence Instance =

Page Refreshed Mar 16, 2017 2:58:12 put 157 (2
Change Center: | [ Actvate Changes

o Release Configration () Restart to apply recent changes @
Capacity Management Diagnastics Security Deployment
Presentation Repository Schedler Marketing Mai
BI Server Repository
This section ehows the curent installed RPD, You can use this section to Configure & chared RPD location.
DefautRPD DGS_BI0051
[Flshare Repository

RPD Publishing Drrectory

Upload BI Server Repository

Use this section to Upload & new RPD and its password to your B Server domain. You may S0 Lse this section to re-enter the password If & mistake was made on 3 previous Upioad

Fle DGS.pd _ Update...

BI Presentation Catalog

This section shows the aurrent location of the catalog used by Presentation Services, Use this section to change the location of the catalog, or to share the catalog by pointing to a shared location.

Catalog Location | scratch/orade OBIEES. 0 instances instance 1 bifounds

aricescomponent] _obpaljca

15. Enter the new repository password in Repository Password and Confirm Password.
16. In Bl Presentation Catalog section, provide the Catalog Location as
<OBIEE Installed Directory>/instances/instancel/bifoundation/

OracleBlIPresentationServicesComponent/coreapplication_obipsl/
catalog/DGS

17. Click Apply.

18. Click Activate Changes. An Activate Changes Confirmation window is displayed.

ORACLE Enterprise Manager 11g Fusion Middiewars Control

Setup + Help + Log Out
=8¢ 1t coreapplication

% [ Farm_bifoundation_domain
& [ Appication Deployments
£ (23 WeblLogic Domain
7 [ Busness Inteligence

Z) [coreaprlication) Overvien Avalabilty
& [ Metadats Repositories

Loggedin
Busness Inteligence Instance +

seblogic

Page Refreshed Mar 16, 2017 2:58:12 P 15T (1
Change Center:

[ Activate Changes % Release Configuration () Restart to apply recent changes.

@
Capacty Menagement  Diagnostcs Seauity Deployment
Presentation  Repository  Schedder  Marketng  Mail
BI Server Repository

Apply.
This section shows the current installed RPD. You can use this section to configure a shared RFD location,

Upload BI Server Repository |5 confirmation

Use this section to upload a new RPD and its password o Activate Changes - Completed Successfully bous upload.
Repository Fie || Browse... | No fle selected.
{ Done

_Cose |

BI Presentation Catalog

This section shows the current location of the catalog sed by Presentation Services. Use this section to change the location of the catalog, o to share the catalog by pointing to a shared location.

Catalog Location [ /OBIEES. 0nstances/s

dation) cesComponent/ _obips1/ca

19. Click Close.
20. Click Restart to apply recent changes.

You will notice a new catalog folder with the name DGS is created at the location <OBIEE
Installed Directory>/instances/instancel/bifoundation/Oracle

BIPresentationServicesComponent/coreapplication_obipsl/catalog/
21. Select Catalog Manager to connect to the new catalog.
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E Oracle Business Intelligence Catalog Manager — 5 - = =T x
File Edit View Tools Help
¥ Bl W|e i
£ Tree 12 | = O || Table 21 | =fm
o/ } -
| |
Mame Type Owner My Permis...  Attributes Size

Type:

URL: tin.eracle.com:9704/analytics/saw.dll + [Browse... |

User: weblogic -

Password: eesssssssss

Locale: English (English)

[T View Only Mode

22. Once connected, expand Catalog Root and select Shared Folders.

Oracle Financial Services Software 106 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

2] Oracle Business Intelligence Ca

File Edit View Tools Help

HED @ e

=)

Table &2 =\ (=

4 (] Catalog Root
[E3 Shared Folders| fehated i
2] System Folders
21 User Folders

MName Type Owner My Permis...  Attributes Size

23. Select File and then Unarchive from the drop down.
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=] Oracle Business Intelligence Catalog Manager httpi//whf00at.in.oracle.comi9704/analytics/sawdl weu_ Elﬂlg__‘i

Edit View Tools Help |
‘7 Open Catalog Ctrl+0
(3] Close Catalog = H
@8 Search 5
Faplore fshared hd
[ﬁ Archivpi Ctrl+ Shifts C Mame Type Owner My Permis...  Attributes Size
[Z] unarchive... Ctrl+ Shift+V
| M Eit Alt+Fd

24. When prompted, click Browse and select the saved DGS.catalog file on your local machine.
25. The RPD and catalog are deployed and the application is ready to view the reports.

9.3 Updating Server Specific Parameters

This feature is used in the dashboards where in the user navigates from OBIEE dashboard links
to OFSAA application. For Example: Create a new issue

1. Insert/update the columns of the table obiee_parameters in atomic schema with the
appropriate values.

INFODOM <INFODOM>
SEGMENT <SEGMENT>
LOCALE <LOCALE>

9.4 Alias Configuration

This configuration is required to successfully navigate from a report to a dashboard page while
filtering the data in the all the reports on that page. This functionality is used in various reports
across the DGR dashboards.
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1. Navigate to
<MIDDLEWARE_HOME>/user_projects/domains/bifoundation_domain/
config/fmwconfig/biinstances/coreapplication directory.

2. Locate the ActionFrameworkConfig.xml file. Take a backup so that any unwanted
changes to the file can be reverted to the original state.

3. Open the file for editing. Locate the </aliases> tag and replace it with the following XML
code:

<aliases>

<location-alias>

<alias>actionsrv</alias>
<actual>http://<hostname>:<port_number> </actual>
</location-alias>

<location-alias>

<alias>biserver</alias>

<actual>http://
<hostname>:<port_number>/analytics/saw.dl1?WSDL</actual>

<alias>app_url</alias>
<actual><OFSAA_APP_URL></actual>
</location-alias>

</aliases>

For Example:

<actual>http://10.184.155.80:15520/DGSGL</actual>

NOTE: The <hostname>, <port_number> and <OFSAA_APP_URL> must be replaced
with server specific values.

4, Save the file.
5. Restart the OPMN and Managed Servers.
9.5 Starting Node Manager and WebLogic Servers

Check if the Node Manager is running or not. If not then perform the following steps.
For Windows Server

2. Navigate to Services.

3. Start Service Oracle WebLogic NodeManager.
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%Oracle DE11GRE W55 Writer Service
& Oracle Process Manager (instancel)
%Oracle \WeblLogic ModeManager (E_MiddelwareHame_wlserver 10,30 Skarked
8 OracleDBConsaleDE1 1GR2

Starked

4. Alternatively you can start Node Manager and all the managed services from the All
Programs - Oracle Business Intelligence = Start Bl Services option in the start
menu.

Cracle - OH1052Z07 7500 » BI Adrinistration

Mogzilla Firefox BI Administration Help File

Microsoft Wisual Studio 6.0 » Catalog Manager

TextPad Drzinstall

Cracle - OH445592003 2 Job Manager

Cracle WeblLogic Skark BI Serwi

Cracle Business Intelligence Stop BI Services

0]0 [0JOJOROJ0!

Cracle Common Home 119 - Homel

519 B EL I

For Other Servers

1. Navigate to <OBIEE Install Directory>/ wiserver_10.3/server/bin directory.
2. Run the following command:

nohup ./startNodeManager.sh &

tail —F nohup.out

3. Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates INFO: Secure socket listener
started on port <port_no>.

4. Check if the WebLogic Admin Server is running. If not, then follow the below steps.

For Windows Server

1. Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

2. Run the following command:

startWebLogic.cmd

NOTE: The WebLogic Admin Server would have been already started if you had started
through the, All Programs = Oracle Business Intelligence = Start BI
Services as stated above.
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For Other Servers

1.

Navigate to <OBIEE Install Directory>/user_projects/domains/bifoundation_domain
/bin directory.

Run the following command:

nohup ./startWeblLogic.sh &

Enter the WebLogic credential defined during the installation.
Execute the following command:

tail —F nohup.out

Bringing up this service may take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates Server started in RUNNING mode.

<Aug 25, 2010 10:32:06 AM CEST» cNotice> <WeblLogicServer> <BEA-000365> <Server state changed to RUNNING:>
«fug 25, 2010 10:32:06 AM CEST» <Notice> <WeblLogicServers ¢BEA-000360> <Server started in RUNNING modes

Start WebLogic Managed Server (bi_serverl)

Log in to Fusion Middleware Control * http://<hostserver name or IP>:<Port No Default
is 7001>/em’ using the WebLogic credentials defined during installation.

Under the WebLogic domain expand the bifoundation_domain node in the navigation
tree, and select bi_cluster. Click the WebLogic Cluster menu to the right of it. Select
Control from the menu, and select Start Up to start the Managed Servers.

ORACLE Enterprise Manager Fusion Middleware Control 11g
@‘ﬁ Fatm - | &4 Topology
v & bi_cluster @
| % Farm_hifoundation_domain ﬂ WieblLogic Cluster -
[77 Application Deployments Hore
=l [ WebLogic Domain
= if&:E bifoundation_domain Contral ;
’ ankrol
§| AdminServer phalbln
= hi_cluster | Logs shut Du.:uwn. N
bi_serverl Weblogic Server Ad
Console,
# [ Byfiness Inteligence Performance Summary
# [ Metadata Repositories Port Usage
Application Deployment ¥
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C.

Verify the status of the applications.

ORACLE Enterprise Manager susion Misdisware Contel 113

Seto v
¢ bi_cluster @
S, Weblag Ouster ~

= Summary - Respamse and Load

3,000
2,000
.

(=

General

- Active

@ Y 203
@ L p
iy o [ [ fegues!
4 i L} a o one e
ir 18 [ y
@ ] [
._} a [ .00
'\_.f Q o 000
a 0.00
a 0.00
@ 0.00
@ ] 2 0.00
\_.f Q o 000
i [ o.00
@ © 0.00
9] o om
'I} Qo @ ¢.00
|_|‘ a o 000
iy o [ o0
i .00
5. Through Enterprise Manager:
a. Login to the EM Administration screen using the URL
'http://<hostserver name or IP>:<Port No Default is 7001>/em’
b. Expand Business Intelligence node on the left pane and select
coreapplication.
c. Navigate to Capacity Management = Availability.
d. Click on the necessary buttons to start and stop the services.
coreapplication®
@ Business Inteligence Instance »
Change fFan E et %Release Configuration
Owverview Capacity Management = [Diagnostics | Security | Deplayment
Metrics | Availability | Scalability  Performance
Syt C Availabil
@start Al Stop Al [@Restart Al Q) Start Selected [ Stop Selected [ Restart Selected
Name Status  |Host Port Oracle Instance Note
=] %BI Presentation Servers {f
ﬁ coreapplication_obips1 G REV-0VS-%13.i-flex.com 9710 instancel
G 1 servers 1
G B1 schedulers 4
B Cluster Cantrollers a4
B2 BT JavaHosts 4
4
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e. If any problems, check for the log files present in the respective diagnostic
directories of the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs.

6. Testing the Analytics Reports:

a. Log in to ‘http:// <host server name or IP>:<Port No default is
7001>/analytics/ saw.dll?Dashboard’ using your Administrator credentials
created during platform install.

b. Check for the reports availability.

If any problems, check for the log files present in the respective diagnostic directories of
the analytics server, that is, <OBIEE Install
Directory>/instances/instancel/diagnostics/logs

For details, see Oracle Business Intelligence Configuration Guide.
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10 Appendix A: Configuring Web Server

This appendix includes the following sections:

e Configuring Web Server

e Configuring Web Application Server

10.1 Configuring Web Server

This step assumes an installation of a Web Server exists as per the prerequisites.

Refer the product specific Installation Guide/ Configuration Guide to install/ configure the Web
Server. If an installation already exists, skip and proceed to the next step.

NOTE: Make a note of the IP Address/ Hostname and Port of the web server. This
information is required during the installation process.

10.2 Configuring Web Application Server

This step assumes an installation of a web application server exists as per the prerequisites. To
configure the Web Application Server for OFSAA Deployment refer the following sections:

This section includes the following topics:

e Configuring WebSphere for Application Deployment

e Configuring WebLogic for Application Deployment

e Configuring Apache Tomcat Server for Application Deployment

NOTE: Make a note of the IP Address/ Hostname and Port of the web application server.
This information is required during the installation process (required if Web Server
is not configured).
Refer OFSAA Secure Configuration Guide/ Security Guide mentioned in the
Related Documents section for additional information on securely configuring your
Web Server.

10.2.1 Configuring WebSphere Application Server for Application Deployment

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles”, in a stand-alone server use the command line
option as explained below. A profile is the set of files that define the runtime environment. At least
one profile must exist to run WebSphere Application Server.

This section includes the following topics:
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e Creation of New Profile in WebSphere

e Managing IBM WebSphere SDK Java Technology Edition Versions

¢ Manage Applications in WebSphere

e Delete WebSphere Profiles

e Configuring WebSphere Shared Library to Support Jersey 2x and Jackson 2.9x Libraries

e WebSphere HTTPS Configuration

e \WebSphere Memory Settings

e Configuring WebSphere for REST Services Authorization

e Configuring Application Security in WebSphere

10.2.1.1 Creation of New Profile in WebSphere

A new profile is created in WebSphere through the command line interface using the
manageprofiles.sh command which resides in <WebSphere Install directory>/AppServer/bin
directory.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName <node name> -
cellName <cell_name> -hostName <host_ name>"

Example:

$usr/home>./manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName ipa020dorNode04 - cellName ipa020dorNode04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath
<profile_path> -templatePath <template_path> -nodeName <node name> -
cellName <cell_name> -hostName <host_name> -enableAdminSecurity true -
adminUserName <Admin User Name> -adminPassword < Admin User Password> -
samplespassword <sample User Password>"

Example:

$usr/home>./manageprofiles.sh -create -profileName mockaix -
profilePath/websphere/webs64/Appserver/profiles/mockaix -
templatePath/websphere/webs64/Appserver/profileTemplates/default -
nodeName i1pa020dorNode04 -cellName ipa020dorNode04Cell -hostName
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ipa020dor -enableAdminSecurity true -adminUserName ofsaai -
adminPassword ofsaail -samplespassword ofsaai”

NOTE: While using the manageprofiles.sh command to create a new profile in
WebSphere, you can also use "-validatePorts" to validate if the specified ports are
not reserved or in use. Additionally, you can specify new ports with "-startingPort
<base port>" which specifies the starting port number to generate and assign all
ports for the profile. For more information on using these ports, refer WebSphere
manageprofiles command.

10.2.1.2 Manage Applications in WebSphere

To manage the installed applications in WebSphere, do the following:
1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/ibm/console (https if SSL is enabled)

NOTE: Administrative Console Port value is available in serverindex.xml file within
<WebSphere Profile Directory>/config/cells/<Node
Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.

Oracle Financial Services Software 116 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

Integrated Solutions Console

Log in to the console.
User ID:

upgs¥3
Password:

Log in [

2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications = Application Type = WebSphere

Enterprise Applications.

4. The Enterprise Applications screen is displayed.

1ge to manage installed applications. A single application can be deployed onto multiple servers.

ces

ﬂ] I!ns:alll Uninsezll Update Follout Update ] Remove File ] E>.p|:r1:| E:\.p:f'LI:IDL] Expart File
_-i--_ ;9

* *

ne & Application Status ()_

dminister the following resources:

faultAzplication L3
-l >
o ?
=72 >

5. This Enterprise Applications screen helps you to:

e Install new application
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e Uninstall existing applications

e Start or Stop the installed applications

10.2.1.3 Delete WebSphere Profiles

To delete a WebSphere profile, do the following:
1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere_Installation_Directory>/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile_name>
5. Delete profile directory.

Example:
<WebSphere_lInstallation_Directory>/AppServer/profiles/<profile_name>

6. Execute the command:

manageprofiles.sh —validateAndUpdateRegistry

10.2.1.4 WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:
1. Create a profile using the Profile Creation Wizard in WebSphere.

2. Note down the https port specified during this process and use the same as servlet port or
web server port during OFSAAI installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in

OFSAAI_InstallConfig.xml file for Silent Mode OFSAAI installation.

10.2.1.5 WebSphere Memory Settings

To configure the WebSphere Memory Settings:

1. Navigate to WebSphere Applications Server - Application Servers - Serverl >
Process Definition - Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072
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10.2.2 Configuring WebLogic for Application Deployment

You can deploy multiple OFSAA applications on different domains of a stand-alone Weblogic
application Server. To create a WebLogic "Domain" you can use the Domain Creation wizard. A
domain is the set of files that define the runtime environment. At least one domain must exist to
run WebLogic Application Server.

This section includes the following topics:

e Creating Domain in WebLogic Server

e Delete Domain in WebLogic

10.2.2.1 WeblLogic Memory SettingsCreating Domain in WebLogic Server

3.

To create a new domain using Configuration Wizard in WebLogic, do the following:

4. Navigate to the directory <WLS_HOME>/wlserver/common/bin and execute the
command:

.\config.sh

The Welcome window of the Configuration Wizard is displayed.
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Welcome
ORACLE
® Create a new WeblLogic domain
Create a WebLogic domain in your projects directory.
2 Extend an existing WebLogic domain
Use this option te add new components to an existing domain and modify configuration settings.
Exit Help bext

Welcome
5. Select Create a new WebLogic domain option and click Next.

The Select Domain Source window is displayed.
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Select Domain Source
ORACLE’

® Generate a domain configured automatically to support the following products:

O Base this domain on an existing template

[ ez |[ weo | [revus | ["neat |

Select Domain Source

6. Select the Generate a domain configured automatically to support the following
products option and click Next.

The Specify Domain Name and Location window is displayed.

Fusion Middleware Configuration Wizard HEE

Specify Domain Name and Location

ORACLE’

Enter the name and location for the doemain:

Dicumenin nsme: MockSol

Domain location: | Aweblogichwebl 01 3teatsser_projectsidomains | growse |

Specify Domain Name and Location
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7. Enter the Domain Name and Location. Click Browse to navigate and specify the
location. Click Next.

The Configure Administrator Username and Password window is displayed.

E) Fusion Middleware Configuration Wizard - .m

Configure Administrator User Name and Password

ORACLE’

. Disgard Changes

MLIEET M

"Lzar passwond

*Confirm user password |t

Description: | This user = the defaut adminisirator

e ][ uew Erevious |

Configure Administrator Username and Password

8. Enter the User name and User password to be assigned to the Administrator. Ensure
that the password is of minimum 8 characters in length.

9. Re-enter the password for confirmation and add a brief Description. Click Next.

The Configure Server Start Mode and JDK window is displayed.
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) Fusion Middleware Configuration Wizard

Configure Server Start Mode and JOK

ORACLE’

Before putting your domain info production, make sure thel the produection environment is secure. For more information, ses the topic *Securing &
Production Ervironment’ in the WeblLogc Server documentation.

To use Weblogic JRockit in production, Oracle recommends developing and testing your spplications with Weblogic JRockit early in the project cycle,
For information about WebiLogic JRockt, see the Weblogic JRock! documentation.

WebLogic Domain Startup Mode

(@) Development Mode
Utilize boot properties for usemame and
password and poll for applcations to deploy.
Sun JOK recommendad for better startup
performance during iterative development,

O Production Mode
Require the eniry of a username and password
and do not poll for appications to deploy,
WeblLogic JRocki JOK recommended for better
runtime performance and management.

JOK Selection

@ Available JDKs

Sun SDK 1 6.0_18 @ Aisrikt 5.0_18

O Other JOK

ocation

e || bep

Brevious . et |

Configure Server Start Mode and JDK

10. Select the following options:

In the WebLogic Domain Startup Mode section, select the required mode (Development

Mode or Production Mode).

In the JDK Selection section, select Other JDK. Click Browse and navigate to the JDK

location. Click Next.

The Select Optional Configuration window is displayed.
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ORrRACLE

Select Optional Configuration

[ Administration Server
Moy Settings:
[] Managed Servers, Clusters and Machines
Add or Dejeta
Modily Setlings
[] RDBMS Security Store
Moiify Settings

Previous e

Select Optional Configuration

11. Select Administration Server. A WebLogic Server domain must have an
Administration Server. You can also select Manages Servers, Clusters and Machines

and RDBMS Security Store if required. Click Next.

The Configure the Administration Server window is displayed.
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ionfigure the Administration Server
ORACLE
T Disgard Changes
Name: | AdminServer

"Listen sddress: :MLmaIAudregses ':

SSLkstenport: |

SSLenabled  [J

B || e | [previous || piest |

Configure the Administration Server

12. Enter Administration Server details such as the Name, Listen address, Listen Port, SSL
listen port, and SSL enabled (for secure login using https) check box. Click Next.

The Configuration Summary window is displayed.

NOTE: Make a note of the Listen Port or SSL Listen Port value (ex: 7007), since the same has to be
entered in the Servlet port field during installation.
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E) Fusion Middleware Configuration Wizard

Configuration Summary
ORACLE’

Domain Summary Chck on an em in the Domain Summary pane on the left 1o inspect t= altributes inthe
Summary View: Detals pane below. You can make liméed adustments by choking Previous to returnto a
|DBP|'0?T'W1 _"‘| prior panel, If everything is salisfactory, click hexd.

|1 MockSol (Pweblogichwvetl 01 3bealuser_projectsidomainy

22 Server |Deteis
[} Acmingerver Attribute  Value
Hame Basic WisbLogic Server Damain

Description  Creste a basic YWeblLogic Server domain without instaling sample application
Author Oracle Corporation
Location  Aweblogichwebll 0 Sheatwizerver 10 3fcommondemplates domainsiwis jar

[+ ] Nl ] [f

e |[ oo | [erevious | [ reste

Configure Server Start Mode and JDK
13. Verify the configuration details of the WebLogic domain and click Create.

The Creating Domain window is displayed with the status indication of the domain
creation process.
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L —
ating Demain

ORACLE’

Progress:

1 00%

Preparing, ..

Extracting Domain Contents. ..

Cresting Domain Security Information..
Sanving the Domsain Information ...

Storing Domain Information_ ..

String Substituting Domain Files._.
Performing OS5 Spacific Tasks...
Performing Post Domain Creation Tasks..,
Domain Created Successtullyl

Domain Location: fveblogiciwebl] 01 3fbealuser_proj insAockSol
Admin Server URL hitpcips88rey. TOOT

ORACLE’

= [erevous ][ oone

Configure Server Start Mode and JDK

14. Click Done when complete. The domain server is created enabling the deployment of
multiple Infrastructure applications on a single WebLogic.

NOTE:

Note down the HTTPS port specified during this process and use the same as servlet port or web
server port during OFSAAI Installation.

To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml for silent mode OFSAAI installation

15. Add a java option entry -DUseSunHttpHandler=true in WLS_HOME/bin/
"setDomainEnv._sh" file (Required only if self signed certificate is used).

10.2.2.2 Delete Domain in WebLogic

1. Navigate to the following directory:

<WebLogic Installation directory>/user_projects/domains/<domain
name>/bin

2. Execute stopWebLogic.sh command to stop the WebLogic domain.

3. Delete the WebLogic domain.
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10.2.2.3 Configuring WebLogic Memory Settings

To configure the WebLogic Memory Settings:

1.

Change the memory setting for Java Heap to -Xms512m —Xmx3072m 1in
setDomainEnv.sh file, which resides in the directory <DOMAIN_HOME>/bin and in
CommEnv.sh file which resides in the common/bin directory.

Edit this file for customizing memory settings and garbage collector settings depending on the

available hardware configuration.

Example 1:
it [ "${JAVA_VENDOR}" = "Sun"™ ]; then
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
export WLS MEM_ARGS_32BIT
else
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
export WLS MEM_ARGS_32BIT

Example 2
JAVA VM=
MEM_ARGS=""-Xms256m -Xmx1024m"

10.2.3 Configuring Apache Tomcat Server for Application Deployment

This section is applicable only when the Web Application Server type is Tomcat.

This section includes the following topics:

Tomcat User Administration

Configure Tomcat to use JAVA 64 bit Executables

Configure Servlet Port

SSL Port Configuration

Apache Tomcat Memory Settings

Uninstalling WAR Files in Tomcat
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e Configuration for Axis API

10.2.3.1 Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit ""$CATAL INA_HOME/conf/tomcat-users.xml" file as instructed below.

This file contains an XML tag <user> for each individual user, which displays the username and
password used by admin to log on to Tomcat, and the role names to which the admin user is
associated with. For example, <user name="admin" password="admin"
roles="'standard,manager' />

1. Add the manager role to any one of the existing username/password combination as shown
in the example above.

2. Use the same username/password to which the manager-gui role has been assigned to
access the Tomcat Application Manager.

3. If the Tomcat server is already running, it requires a re-start after the above configuration is
done.

10.2.3.2 Configure Tomcat to use JAVA 64 bit Executables

1. Navigate to the $CATALINA_HOME/bin directory.
2. Editthe setclasspath.sh file as explained below.

Replace the following block of text:
# Set standard commands for invoking Java.
RUNJAVA=""$JRE_HOME'"/bin/java
if [ "$0s400" '= "true" ]; then
RUNJDB=""$JAVA_HOME'"/bin/jdb

With:
# Set standard commands for invoking Java.
RUNJAVA="$JAVA BIN"/java
if [ "$0s400" 1= "true" ]; then
RUNJDB=""$JAVA_BIN"/jdb

3. If the Tomcat server is already running, it requires a re-start after the above configuration is
done.
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NOTE: If Tomcat server is installed under different Unix profile, set JAVA_BIN
environment variable in profile to include the Java Runtime Environment absolute
path. For example:

export JAVA_BIN /usr/java6_64/jre/bin

export JAVA_BIN = /usr/java6_64/jre/bin//sparcv9 for Solaris Sparc

10.2.3.3 Configure Servlet Port

The default servlet port configured for the Tomcat installation is 8080. Ignore this section if you
need to use the default port.

If you need to use a different port number, you must first configure the port in the "server._xml" in
the "conf" directory of Tomcat Installation directory. The following steps guide you through the
configuration process:

1. Navigate to SCATALINA_HOME/con¥. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080 ™

2. Against this tag, a parameter is specified "Connector port = "8080"". Edit this value to
the new port number that is used during the installation process.

3. Save your changes in "'server.xml".

NOTE: Make a note of the servlet port configured. This information is required during the
installation of OFSAA Application Pack.

10.2.3.4 SSL Port Configuration

If you need to configure and access your OFSAA setup for HTTPS access, ensure that the
following connect tag under ""Define a SSL HTTP/1/1 Connector on port 8443" in
"<Tomcat_installation_directory>/conf/server_xml" file is uncommented for SSL
Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure=""true"

clientAuth=""false" sslProtocol=""TLS"

NOTE: Make a note of the servlet port configured. This information would be required
during the installation of OFSAA Application Pack. To enable https configuration
on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI_InstallConfig.xml file for SILENT mode OFSAAI installation.

For more information related to SSL Configuration on Tomcat, refer to http://tomcat.apache.orqg/.

Oracle Financial Services Software 130 ORACLE



http://tomcat.apache.org/

OFSDM 8.0.5.0.0 Installation Guide

10.2.3.5 Apache Tomcat Memory Settings

To configure the Apache Tomcat Memory Settings:

1. Locate the file catal ina.sh which resides in the directory <CATALINA_HOME>/bin
directory.

2. Edit this file for customizing the memory settings and garbage collector settings depending on
the available hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.
Example:
iT [ -z "$LOGGING_MANAGER™ 7]; then
JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m
-Djava.util._logging.manager=org.apache. juli._.ClassLoaderLogManager"
else
JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m $LOGGING_MANAGER"
fi

10.2.3.6 Uninstalling WAR Files in Tomcat

To uninstall WAR files in Tomcat, see Uninstalling WAR Files in Tomcat.

10.2.3.7 Configuration for Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If
you use any other web application server, skip and proceed to next step.

Copy the jaxrpc. jar file from the <OFSAA Installation Directory>/axis-
1 4/webapps/axis/WEB-INF/1ib and place it in under <Tomcat Installation
Directory>/lib and restart the Tomcat Server.
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11 Appendix B: Configuring Resource Reference in Web
Application Servers

This appendix includes the following topics:

e Configure Resource Reference in WebSphere Application Server

e Configure Resource Reference in WebLogic Application Server

e Configure Resource Reference in Tomcat Application Server

11.1 Configure Resource Reference in WebSphere Application Server

This section is applicable only when the Web Application Server is WebSphere.
This section includes the following topics:

e Create JDBC Provider

e Create Data Source

e J2C Authentication Details

e JDBC Connection Pooling

11.1.1 Create JDBC Provider

1. Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console (https, if
SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC = JDBC Providers. The
JDBC Providers window is displayed.
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JDBC providers TE

JDBC providers

Use this page to adit propartias of a JDBC provider. The JDBC provider object ancapsulates the specific JDBC driver
implementation class for access to the specific vendor database of your envircnment. Learn maore about this task in 8
guided activity. A guided activity provides a list of task steps and more general information about the topic.

El Scope: Cell=GXS1S50REV-ZonelNodedSCell, Node=GXS150REV-ZoneiNodeds, Server=serverl

Scope specifies the leval at which the rescurce definition is visible. Por detalled
infarmation on what scops ig and how it works, sas the scops sattings hals,

| Node=GX5150REV-Zona2Nodels, Servar=sarverl (M|

Srefarences

. lJ Dalata
U GRS

Salect Hame 5 Scope Description 2

W

| ¥ou can administer the fellowing resou

HNodesGXS150REV- Derby embadded non-Xa JDBC

D BC Provi
ZoneZlcdelds Servar=sarverl Brovider

I:‘ EICMASTER HNodewGXS150REV- Cracle JDEC Driver
Zone2hodals, Sarvar=sarvarl

Fl Oracle JOEC Driver Node=GXS150REV- Ormecle JOEC Driver
Zonallodels, Server=sarverl

D RORFFW Node=sGXS1S0REV- RORFFW
Zone2Nodals Server=sarvarl

O RORONE Hode=GXS130REV- RORPHNC
Zane2Nodel5, Searverssarverl

O BGSEFT Node=GX5150REV- UPGSEFT
Zone2NodelS Servermzerverl

O YPGEROR Hode=GXS130REY- UPGSROR

Zane2Nodals Serverssarverl

BGESAN Hode=GX5130REV- UBESSAND
ZoneZlodels, Serversserverl

O

Total &

4. Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create a new
JDBC Provider window is displayed.
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Create a new JDBC Provider -

Create a naw JOBC Provider

Step 1: Create new ¥ mFm

JDBC provider

information values,

Step 3: Summary Scope

cells 1 GXS1S0REV-
ZoneZhodelSCellinodes:GXS LJOREY-
ZoneZhodelSiserversiserverl

* Database type
| Gracle v

* Providar type 2
! Otwche JORE Diivir M

ICunntdion pool data source [V

* Nama
[orade JoBC Driver

Crescription
Oracle IDBC Drivar [:l

: I Cance.l I

= Sat the basic cenfiguration values of a JOBC provider, which encapsulates the specific
Stap 2: Enter wvendor JDBEC driver implementstion clazzes that sre required to Becess the deatabese.
database class path The wizard fills in the name and the description fields, but you can type different

6. Enter the following details:

Database Type - Oracle

Provider Type - Oracle JDBC Driver
Implementation Type - Connection pool data source
Name - The required display name for the resource

Description - The optional description for the resource

7. Click Next.
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Create a new JDBC Provider =

Create & naw JDBC Provider

Step 1: Create new Enter database class path information |
JOBC provider

Set the environment vanables that represent the JDEC driver class files, which

Step 2t Enter WebSphere(R) Application Server uzes to define your JDBC provider. This wizard page
database class path disglays the file names: you supsly only the directory locations of the files. Use
information complete directory paths whan you type the JDBC driver file locations. For example:
C:ASQLLIEjave on Windovs(R) or /home/db2instl/zqllib/jave on Linux{TM}.

Step 3: Summary

If & value is specified for you, you may click Next to sccept the value.

Class path:

=l
El

Directory location for "ojdbes jar” which is saved as WebSphare variable
${ORACLE_JDEC_DRIVER_PATH}
/oracle/orajdbe/app/orajdbe/product/11.2.0/client_1/3dbe/lib

| Previous I Ne)ctl ] Cancell

8. Specify the directory location for ojdbc<version>. jar file. Ensure that you do not use the
trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
e Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
e Oracle Database 12c Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required directory on the server.

NOTE: See Appendix P for identifying the correct ojdbc<version>. jar version to be
copied.

Once downloaded, you need to place the file in the required directory in your system. While
creating the JDBC Provider, ensure that the path to the jar file in the directory is specified in
the Classpath field in the previous window.

9. Click Next. The Summary window is displayed.
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Creste 8 new JDOBEC Provider

Step 11 Create new Summary |
IDBC provider

Summary of actions:

Step 2 Enter n T
database class path Options | Values
[ ——— 1 1

colls:GX51 50REV-2oneZlodelSCellinodesGXS 1 SOREY-

=% Step 3 Summary Sopd Zone2HodelSiservers:serverl
[ JDEC provider name [ Cracle JDEC Driver
| Deunpt-o.-un o | ou-d. JDBC Driver
| class path [ ${ORACLE_JDBC_DRIVER_PATH} ojdbes jar

S{ORACLE_JDBC_DRIVER_PATH} | /eracle/orajdbe/app/oraidbe/ product/11.2.0/cliant_1/3db</lib
Implamantation class name eracle.jdbc.pocl.CraclaConnectionPooiDataSource

Previsus | Fir'.ishl Caﬂoel]

10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

11.1.2 Create Data Source

The following steps are applicable for both CONFIG and ATOMIC data source creation:

1. Open this URL in the browser window: http://<ipaddress>:<administrative console
port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC => Data Sources. The Data
Sources page is displayed.
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Data sources

Use this page to edit the settings of & datasource that is associated with your selected JOBC provider. The datascurce
object supplies your application with connections for accessing the database. Learn more about this task in a guided

Fsklviky. A guided activity prevides a list of task step

nd mere general infermation about the topic.

B Stoze: Cell=GXS1S50REV-Zone2Node0S5Cell, Node=GXS150REV-Zone2Nodels, Servarsserverl

Scope specifies the lavel at which the resource

finition iz visible. For detailed

informatien on what scope is and how it works, h in

|_ Node=GXS1SO0REV-Zone2iode0s, Sarversservarl (M)

[ Freferences

Dalete ||

Test conngction

]I Managa sEate.. I

L=l=lies

S&Iml Name 3 | INDIname §  Scope § Provider £ | Description 3 Category
t A i d i L
| ¥ou ean administer the following rasources:
O I Dafault DafaultDatasource | Node=GXS150REV- Derby JOEC | Datasource
Catasource ZeneiModels Server=servarl | Provider fer the
WebSphare
| Default
| Application
D EICMASTER Jdbe/FICMASTER Kode=GXS130REV- FICMASTER | Mew JDEC
| Zena2NodelS Sarvarmsarvarl | Datasoures
0 |m 1dbe/RORFFW Kode=GX51SO0REV- RORFFW | Hew IDBC
ZoneZNodelS. Server=sarverl Datasource
O |&oRen 12Be/RORPHC lode=GXS150REV- RORPHC | Naw JDEC
ZoneZNodelS Sarvar=sarvarl | Datasourea
O |esseer jdbe/UPGSRFT Kede=GXS5150REY- UBGSEFT | Haw JDBC
ZoneZNodelS, Sarversservarl | Datesource
0 |ueassos 1dbe/UPGSROR Node=GXS150REV- UPGSROR | Hew JDBC
ZonaZNodelS Server=serverl | | Datasource
| ! Il il | | |
| Totals |

4. Select the Scope from the drop down list. Scope specifies the level at which the resource

definition is visible.

5. Click New. The Create a Data Source window is displayed.

Create a data source -

Craste & dakts source

Step 1: Enter basic

data source
information

Step 21 Select JDBC
provider

Step 3: Enter
databaszse specific
proparties for the
data source

Step 4: Satup
sacurity aliases

Step 5: Summary

Euhf basic data source information

Set the basic configuration values of 3 datasource for asscciation with your JDBEC
atasource supplies the physical conmactions between the application
servar and the database.

Reguirement: Use the Datascurces (WebSphere( R} Applization Server V4) conscle
pages if your applications are bazed on the Enterprise JavaBeans(TM] (EIB) 1.0
specification or the Java(TM) Servlet 2.2 specification.

Scope

cellz: GXS1SOREV-

Zone 2Node0SCell:nodes: GXS1S0REV-
Zone 2HodelS iservers:sarverl

# Dats source namae
|ﬂDmT

# JNDI name
lidbe/ DRYMECK

6. Specify the Data Source name and JNDI name for the new Data Source.
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The JNDI name and Data Source name are case sensitive. Ensure that JINDI name is same
as the Information Domain name.

7. Click Next. The Select JDBC provider window is displayed.
createadatazovrce ]

Create a data source

Step 11 Enter basic Select JDBC provider
data sourca
information

Epecify a JDEC provider to support the datasource. If you choose to create a new
JDEC grovider, it will be crested at the same scope as the datasourse. If you are
selecting an existing JOBC provider, enly those providers at the current scope are
available from tha list,

Step 1: Select JDBC
provider

Step 3: Entar

s::;:::;s':n“[:: O Create new JDEC provider

data sourca

@' Select an exizting JDBC provider
St.p 4 s-tu‘p T——————————
security aliases [Gracle JOEC Drivar ™

Step 31 Summary

| Frevious I | Next ”Can'c';:l'l l

8. Select the option Select an Existing JDBC Provider and select the required JDBC provider
from the drop-down list. Click Next.

Create a data source -

Craste a data source

Step 1: Enter basic Enter database specific properties for the data source |
data source
Infarmation

Set these database-specific properties, which are reguired by the database vender
s
2::3.'&"'“5.[” HEE JDEC driver to support the connections that sre managed through the datasource.

Step 2: Enter Name E_\fllun
database specific * UR
propertins for the HiE
dats seurce

10.184.108.91:1521:0rcl11g!

* Daks store helper class name
Craclellg data store halper (¥ |

Stap 4: Setup
sacurity aliases

Stap 5: Summary [¥] usa thiz data source in sentainar managed parsistance (CMP)

Prévicus | Nextl Can:e1|

9. Specify the database connection URL.
For Example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the checkbox
Use this data source in container managed persistence (CMP) is selected.

NOTE: For RAC configuration, provide the RAC URL specified during installation

For Example:
jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LI1ST=(ADDRESS=(PROTOCOL=TCP)
(HOST=10.11.12.13)(port=1521)) (ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.
14) (PORT=1521)) (LOAD_BALANCE=n0) (FAILOVER=yes)) (CONNECT_DATA=(SERVIC
E_NAME=pgadb)))
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11. Click Next.
Createadatasource -

Create & data source

Stap 1) Enter basic Setup security aliases
data source : L LA
information

Step 2: Select JDBC Select the authentication valuss for this rescurce.
provider

Campanent-managed authentication alizs

Step 3t Enter | (nona} .
database specific ~ X 3

properties for the Mapping-conf -configuration alia:

data source | (none} L

Stop 4: Setup Container-managed authentication aliss
security aliases [trena) V|

Mote: You can create a new JZC authentication alias by accessing one of the following
links. Clicking on 3 link will cancel the wizard and your current wizard selections will be
lost,

1] henticati
Security domaing

[ Frevious 18 vext Il Concel |

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you
can continue with the data source creation by clicking Next and then Finish.

Craate a data source

Step 1: Entar basic Summary
data source

information 2
Summary of actions:

Step 2: Select J0BC |'5'-,u°m ==
providar

cells:GX5150REV-Zone2Node0SCell:nodes: GXS1SO0REV-

Step 3: Enter Scopa ZoneZhlodelSiservers:serverl
5 ifi

::::;i::&ﬁr:: Data scurce name AtamT

data souree JKDT name jdbo/ DRYMOCK

Step 41 Satup Select an ’xl.ﬁni Oracle JDEC Driver

security allases JDBC provider &

Step 5: Summary ;T:;l:m."hﬁ:m class oracle.jdbe.poel.OracleConnactionPeolDataSource
URL jdbcroraclasthini@10.184.108.91:15211omcl11gr2
Data store helpaer class

ST com.jom.websphere.rsadapter.Oracle10gDataStoreHelpar
Use this data source in
container managed Erue
persistence (CMP)

Component-managed

authentication alias (none)

Mapping-configuration (nene)

alias

Container-managed | (none)
1

authentication alias

[ __ﬁmvious I |_F|:1|sh—l i |_C_ar:_ce]‘[

You can also create and map J2C authentication alias after creating the Data Source.

13. You must create another Data Source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the ‘configuration schema’ of Infrastructure.
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11.1.3 J2C Authentication Details

The following steps are applicable for creating both config and atomic J2C Authentication.
To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link under
Related Items.

Data sources -

Dats sources > Default Dat > JAAS = 12C authentication data

Speafies a list of user identities and passwords for Java(TM) 2 connector Security to use.

Prefix new allas names with the nede name of the cell [fer compatibility with earller releases)

Apply
B Freferances

[ Naw ]| Delata
Sl elcale
.‘Iiclﬂ:t.- Alias 2 [ Usar ID .“Dtsu'ipﬁgn 5

Yeu can administer the following rescurces:

[0 | Gxsisosev upgsconf FICMASTER
Zone2Node DS/ FICMASTER

GRE150REV-ZoneZlNodelS/RORFFW | rorffw

D GESIJ0REV-ToneZNodaQ R/ RORBNG | rornpnc

[ upgspft upgspft

I:I GRS 1SOREWY- upgaprod upg=prod

ng g [IPGED

D GHSIS0REV- wEgErer upgsror
Zone2NodedS/UPGSROR

D upgssand upgssand

AN
E GXS150REV-Zone2NodeDS/VASTEST | upgsconf upgsconf
Tetal 8

2. Click New under the Preferences section.

Data sources > Defailt Datasource > JAAS - 12C authentication data > New
Spacifies a list of user identities and passwerds for Java(TM) 2 connector security to use.

General Properties

+ aliaz
At

* User ID
|up9$?3

* Password

Damcrpbion
[2tamic Tnatance

IApnle DK| Resst Cancal |

3. Enter the Alias, User ID, Password, and Description. Ensure the following:
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e User ID is the Oracle user ID created for the respective CONFIG and ATOMIC Schema
for the Information Domain.

e Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and password
information for the ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

11.1.4 JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC - Data sources option.
The Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCE$ and navigate to the path Data
sources>$DATA_SOURCE$>Connection pools.

Data sources. ~

Data sources > GAFUSION DATA SOURCE > Connection pools

Usze this page to set properties that impact the timing of connection management tasks, which can sffect
tha parforrmance of your application. Congidar tha default values carafully; your application requirermmants
might warrant changing these values,

Configuration

Esnaral Proparties Additional Properties
Scope
T - . e : dvanced
calls:ipaZédarbodeliCallinadesipaZédarMadalilisarvarsisarverl fdy c-::
nnaction ol
* Connection timeout preperties
i saconds Connection pocl

+ Maximum connections
100 COnPECtiont

* Minirnurn connactions

[10 connactions
Wheaptime

|180 seconds

* Unused timeout
|1@00 saconds

+ Aged timeout
=) saconds

Purge policy
EntireFool > |

Bpply ﬂ Rasat | Cancal |

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure.
You can also define Reap Time, Unused Timeout, and Aged Timeout as required.
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11.2 Configure Resource Reference in WebLogic Application Server

This section is applicable only when the Web Application Server is WebLogic.

This section includes the following topics:

Create Data Source

Create GridLink Data Source

Configure Multi Data Sources

Advanced Settings for Data Source

JDBC Connection Pooling

In WebLogic, you can create Data Source in the following ways:

For a Non RAC Database instance, Generic Data Source has to be created. See Create Data
Source.

For a RAC Database instance, GridLink Data Source has to be created. See Create GridLink
Data Source.

When Load Balancing/Fail Over is required, Multi Data Source has to be created. See
Configure Multi Data Sources.

11.2.1 Create Data Source

The following steps are applicable for both config and atomic data source creation.

1.

Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console (https, if SSL is enabled). The
Welcome window is displayed.

Login with the Administrator Username and Password.
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ORACLE
WebLogic Server® 11g

Administration Console

Welcone

g i o work with T Weblogiz Server domain

3. From the LHS menu (Domain Structure), click Services - Data Sources. The Summary of
JDBC Data Sources window is displayed.

ORACLE WablLogi Server® Asrisistion Eanscls
- p—r B e Lo ins Praderveces (58 oo ok | Q Welkomne, rmanager | Ccrrotod i Modksel
o s act vty L T
Condigua stion sdtrg s snstied. Fubas Sunwnary of 8L Dats Somrces

anges vl sutimacialy be sctivaied 36 vou
iy, skl o cheiete e in thi choman

T tha crovides ok S et the ther
s Structuse crrosee o st abuan connecton Frie a dats sarce.

T data

Shovarny 1t 1ol 1 Previeus | et
[Tarots ]
= ]

Shawng | tn 1ol 1 Prasious | Hedt

4. Click New and select Generic Data Source option. The Create a New JDBC Data Source
window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data
Source.
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What would you ke to name your new JDBC data source?
o5 * name: ATOMSTSOL

What D2 name vwould you bke fo assgn to your new JOBC Data Source?

5] INDT Mame:

Jdbo/ATOMSTSOL

What database type woukd you los to select?

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from the drop-
down list. Click Next.

Ensure the following:
e The JNDI Name field should be in the format "jdbc/informationdomain”.

e Same steps needs to be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name.

e JNDI Name is the same as mentioned in web .xml file of OFSAAI Application.

e Required Database Type and Database Driver should be selected.

Create a Mew J0BL Data Source

Back | Maxt Cancal

IDBC Data Source Properties
The folawing properties will be used Do identify your Pew JDBC data source,
Database Type: Qrade
‘What databass driver would you e 1o use b0 oeale databass conmectons? Note: ® mdostes that tee diver i explaSy supported by Orade Weblog: Server,

Gatabase Oriver: "Oracle’s Drrver (Thin X&) for Instance connections. Versions: 9.0.1 and later v

Back | Raxt Cancal

6. Select Database Driver from the drop-down list. You need to select the Database Driver
depending on database setup, that is, with or without RAC. Click Next.
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Create a New JDBC Data Source
Back | hext | Cancel
)
Transaction Options

Yigut e selasted ron-YA IDBC driver b0 create datshase conmection n your new dats soorce,
Does this data source support gicbal ransactons? IF yes, please choose She transacton arodoco! for this data source,
[#] Supports Global Transactions

Selact thes option of you want to enable non-XA JDBC connectiors from the data source o particpate n gobal transactions weng the Loppng Last Qesource (LLR) ransaction optimsabon,
Recommended in place of Emulate Two-Phase Commit.

) Logging Last Resource

Seiect this option if you want to enable non-XA JOBC conneciions from the data sowroe to emulate parbopation in giobal ransacbons usng JTA, Sefect s cpbion enly if your applcation can
Doy il NELTE 0 L0NQIRONE

) Emulate Two-Phase Commit

Selact this option o you want o erasble ron-XA JOBC tonnectiors from the data source th parbicoats n Gobal transactions uing the one-phads coming FANMBCHon protsesng, WWish this oplon, no
other resources can partispabe in the glabal transaction.

& One-Fhase Commit

Back | | he, | | Cancel
I

7. Select Supports Global Transactions checkbox and then One-Phase Commit.

8. Click Next. The Connection Properties window is displayed.

Create a Hew JDBC Data Source
Bock | | Meat | | | Canced
| I
Connection Properties
Define Connection Propertes.
What s the name of the databhse you would e to connect to?
Database Mame: 'Egbu
Vihat i she name or [P address of the datsbase server?

Host Mame: 10 184 74 80
Wihpt s e port on the catalace server vseg 1o connect to e Catabase?

ot 1521

‘ihat datsbase ascount user name o you nant to e b eats database connetior?
Database User Name: sgatom

What i the datahass account pRSSWard 10 Lse to create database connections?

Password: P
Confirm Fassword: sssnnal

Back | et | | | cancsl
= | |

9. Enter the required details such as the Database Name, Host Name, Port, Oracle User
Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Create a New JDBC Data Source

Tast Configuration. | Back | lext Finish | | Cancel

Test Database Connection
Test the datsbase avalabity and the connection propertes you pronvded

river class used to create database cornechons in the cormection poal®

st i the Bl package name of 1D

Driver Class Name: oracle jdbe CracleDrrver

¥ The format of the LAL vares by JOBC driver.

What i the URL of the database to connect
URL: jdbe oracle thin @10 184 |

Coturl udds ABME da you want o uSe 13 orEBie database ErnEtond?

Database User Name: Saatom

WREL & the CAlENAE BI00UY! BASETAN 1 uSE 1D CTEaE dAlAbASS COMEInand?

Password: LT T T Y T Y T Y
Confirm Password: BhedEbRR bR RR RN
What ane the propertes to pacs b the JDBC driver when cresiing databasge connections?

Properties:

GaeITasatcnm

The set of driver propertes whose values are derived 2% runtise from the named system property.

System Properties:

Wisat thbie mame of SCIL S1tEMAn wakd you BRE 10 USE D 1R3! JA1ADASE DONEIians?

Test Table Hame:
SQ0L SELECT I FROM DUARL
Tesi Configuration | | Back | Nex | | Frish | Cance

11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded".

12. Click Finish. The created Data Source is displayed in the list of Data Sources.

NOTE: User ID is the Oracle user ID that is created for the respective CONFIG and
ATOMIC schema of the respective "Information Domain".
User ID to be specified for data source with FICMASTER as JNDI name should

be the Oracle user ID created for the CONFIG schema.

13. Select the new Data Source and click Select Targets tab.
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Sack Finish | | Cancsl

Select Targels

o can salect one of more Langats to desioy vour new JDBC dats source, If vou don't select & tangat, the data source will be created but ot deploved. You vl reed 1o deploy the dats scures

&t alater bme.

Servers

& Adminserver

14. Select AdminServer and click Finish.

11.2.2 Create GridLink Data Source

If you have selected the option, New = GridLink Data Source while creating the Data Source,
you can directly specify the JDBC URL as indicated.

Create a New JDEC GridLink Data Source
et Canesl

108C GridLink Data Seurce Properties

The following propertes wil be Lsed to dentfy vour new J08C Gdlink dats source

ihat would you e 1o name your new JDBC Gridlink data source?
12 * hame: wT
hat PO name wouid you e 0 asgn to your rew JOBC Gradlnk data sourge?

45 W01 Hame:
jdbe/xyr

ot database type would you s o stlect?
Database Type: Crace
Ts Shes XA drivar?

[[] xa oriver

Heat Canced

1. Enter Data Source Name and JNDI Name.

Ensure that the JNDI Name is specified in the format "jdbc/infodomname" and the XA
Driver checkbox is not selected. Click Next.
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Back | Nt Cancel

Connection Properties

Complete JDBC URL:

What database acoount User name 0o you mant to use to Teate datsbase conrectons?

Database User Name:

b= the databass scoount passvord bo Use to create databace connactions?

Passwond:
Confirm Password:

Back | st Cancel

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The
created Data Source is displayed in the list of Data Sources.

11.2.3 Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database
connection. If a clustered server fails, Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console (httpsif SSL is
enabled). The Login window is displayed.

2. Login with the User ID that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services = JDBC = Multi Data Sources. The
Summary of JIDBC Multi Data Sources window is displayed.
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Summary of JOBC Multi Data Sources

A JDBC multh dats souron 8 &0 sbatraction sround B Groun of dats sources St provides load halancng snd falover betieen dats sources, A8 with cats sources, it dats souroes se aieo baund
tree, Acpbentiond cbn ook o & Pl data sourse on the JNDI tee ard then resarve & databiss conrmection from & dats sourse, The mull SA8 sourcs datermines fom nhich data
source i prtvide tha sornecian.

Lise this page b ersslte or view multi dats Sources in your domain,

¥ Customize this table

Hulti Data Sources(Filtered - More Columns Exist)

PHew Showing 110 20f 2 Previous | Next
O | vame MO Hame Algorithm Type Targets
0O [rusionos i FUSIONREL Losd-Baiancing AgminServer

b RORRHELOT Load Eatancing HmminSener

Sheniing 100 20F 2 Prevous | Next

4. Click New. The Create a New JDBC Multi Data Source screen is displayed.

NOTE: Ensure that the Data Sources which must be added to new JDBC Multi Data
Source are created.

Create a New JDBC Multi Data Source
Pead Cance:
Configure the Multi Data Source
The foloing properties wil be used to dentify your new JDBC s data source

Vithart wouicl you Boe o name your new JDBT mult data source?

o5 tame: JOBC Multi Data Source-0l
ihat JNDL name veould you loe to assign to your new J0BC muit data souroe?
4] W01 Name:

Jdbe/ anfodomn ame

What algorithm type for this JOBS MUt Date Source veauld you le to select?
47 Algorithm Type: Load-Balancing *

M Cance:

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the drop-
down list. Click Next.

NOTE: The JNDI Name must be specified in the format jdbc/infodomname.
JNDI Name of the Data Sources that are added to new JDBC Multi data source
should be different from the JNDI name specified during Multi Data Source.
Same steps must be followed to create a mandatory data source pointing to the
configuration schema of infrastructure with jdbc/FICMASTER as JNDI name for
Data Source.
JNDI Name provided in multi data source should be the same name that is
mentioned in the web.xml file of OFSAAI Application.
You can select the Algorithm Type as Load-Balancing.
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Create & New JDBC Multi Data Source

Back || Mext Cancal

Selact Targets

{0 Can Seiect 0re O more TArgets to ceploy your new JDBC Mult Data Source
Servers

[¥] Adminserver

Back || hext Cancal

6. Select AdminServer and click Next.

Create & New JDBC Multi Data Source
Back Pt | camca:
Select Data Source Type
Plaage select type (KA o Mon-ILA) of data source

o Vepubd lon to ackd to your new J0BC MU Data Source.

) XA Driver
&) Non-XA Driver

Sack  Plaxd Cancal

7. Select the type of data source which is added to new JDBC Multi Data Source. Click Next.

LECATE @ MEW SLA. TIT LA SOurce

T Fisan | | Cascel

Add Data Sources

What JOBC Dt Sources swould you Bk to add to your new J0BC Mult Date Source?
Data Sources:

Available Chosen

8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.

11.2.4 Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The Settings
for <Data Source Name> window is displayed.

2. Select the Connection Pooling tab given under Configuration.

3. Navigate to Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (enables WebLogic Server to test a connection before giving it to a client).

4. To verify if the data source is valid, select Data Source name. For example, FICMASTER.
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Settings for FICMASTER
Configuration | Targets | Monitoring | Contrel | Seturity | Notes

Statstics  Testing

Uise this page to test database connections in this JDBC data source.

P Customize this table
Test Data Source (Filtered - More Columns Exist]

Showing 1t 1of 1 Previous | Mext

Server State

) | OFSAAITI Rurring

1to lofl Previous | Mext

-]

5. Select the server and click Test Data Source.

6. A message is displayed indicating that the test was successful.

7. Once the Data Source is created successfully, the following messages are displayed:
e All changes have been activated. No restart is necessary.
e Settings updated successfully.

If not, follow the steps given above to recreate the data source.

11.2.5 JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
Source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES$ and navigate to the path
Home = Summary of Services: JDBC = Summary of JDBC Data Sources = JDBC
Data Source-<INFODDOM_NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity Increment to
1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

11.3 Configure Resource Reference in Tomcat Application Server

This section is applicable only when the Web Application Server is Tomcat.
This section includes the following topics:

e Create Data Source

e JDBC Connection Pooling
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Copy the Oracle JDBC driver file, "ojdbc<version>. jar" from <Oracle Home>/jdbc/lib
directory and place it in <Tomcat Home>/1ib directory.

NOTE: See Appendix P for identifying the correct ojdbc<version>._jar version to be
copied.

11.3.1 Create Data Source

To create Data Source for OFSAA application, navigate to <Tomcat Home>/conf directory and
edit the following block of text by replacing the actual values in the server . xml file.

NOTE: The User-IDs for configuration/ atomic schemas have the prefix of SETUPINFO
NAME depending on the value set for PREFIX_SCHEMA NAME in <APP
Pack>_SCHEMA_IN.xml file of Schema Creator Utility. For example, if the value
set for SETUPINFO NAME is DEV and PREFIX_SCHEMA_NAME is Y, and the
schema name was mentioned as ofsaaconf, then the actual schema created in
the database would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext=""true">

<Resource auth="Container"
name=""jdbc/FICMASTER"
type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"

url="jdbc:oracle:thin:@<DB engine 1P address>:<DB
Port>:<SID>"

maxActive="100"

max1ldle="30"

maxWait=""10000"/>

<Resource auth=""Container"
name=""jdbc/<INFORMATION DOMAIN NAME>"
type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"

password="<password for the above user id>"
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url="jdbc:oracle:thin:@<DB engine IP address>:<DB
Port>:<SID>"

maxActive=""100"
maxldle=""30"
maxWait=""10000""/>

</Context>

NOTE: The <Resource> tag must be repeated for each Information Domain created.
After the above configuration, the WAR file must be created and deployed in
Tomcat Server.

11.3.2 JDBC Connection Pooling

To define the JDBC connection pooling, do the following:

1. Copy $ORACLE_HOME/jdbc/lib/ojdbc<version>._jar file to the
$TOMCAT_DIRECTORY/ 1 ib/directory

NOTE: See Appendix P for identifying the correct “ojdbc<version>._ jar” file version to
be copied.

2. Editthe server.xml file present under the $TOMCAT_DIRECTORY/conf/ directory with
the below changes, which is required for connection pooling.

<Context path="/ $CONTEXTNAME$" docBase="" $APP_DEPLOYED_PATH$ *
debug="0" reloadable=""true' crossContext=""true'>

<Resource auth="Container"

name="jdbc/ $INFODOM_NAMES$"

type=""javax.sql .DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="" $ATOMICSCHEMA_USERNAMES$"
password=""$ATOMICSCHEMA_PASSWORD$"
url="$JIDBC_CONNECTION_URL"

maxActive="100"

max1dle="30"

maxWait=""10000"

removeAbandoned=""true" removeAbandonedTimeout="60"
logAbandoned=""true" />

</Context>

Note the following:
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e $APP_DEPLOYED_PATHS$ should be replaced by OFSAAI application deployed
path . $INFODOM_NAMES$ should be replaced by Infodom Name.

e S$ATOMICSCHEMA_USERNAMES$ should be replaced by Atomic schema database user
name.

e S$ATOMICSCHEMA_PASSWORD$ should be replaced by Atomic schema database
password.

e $IDBC_CONNECTION_URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:soluint

e The User IDs for configuration/ atomic schemas have the prefix of setupinfo depending
on the value set for PREFIX_SCHEMA_NAME in <<APP Pack>>_ SCHEMA_IN.XML file
of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
would be DEV_ofsaaconf.

11.3.3 Class loader configuration for Apache Tomcat

1. Edit the server.xml file available in $TOMCAT_HOME/conf/ directory.

2. Add tag <Loader delegate="true" /> within the <Context> tag, above the
<Resource> tag. This is applicable only when the web application server is Apache Tomcat
8.

NOTE: This configuration is required if Apache Tomcat version is 8.
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12 Appendix C: Creating and Deploying EAR/WAR File

This appendix includes the following topics:

e Creating EAR/WAR File

e Deploying EAR/WAR File

12.1 Creating EAR/WAR File

To create EAR/WAR File, perform the following steps:
1. Navigate to the $F1C_WEB_HOME directory on the OFSAA Installed server.
2. Execute ./ant.sh to trigger the creation of EAR/ WAR file.

3. On completion of the EAR files creation, the BUILD SUCCESSFUL and Total Time taken
message is displayed and you are returned to the prompt.

OFSA80/ficweb

4. The EAR/ WAR file - <contextname>.ear/ .war - is created.

NOTE: The <contextname> is the name given during installation.
This process overwrites any existing version of EAR file that exists in the path.
For OFSAA configured onTomcat installation, <contextname>.war file is
created.
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12.2 Deploying EAR/WAR File

This section includes the following topics:

Deploying WebSphere EAR/WAR Files

Deploying WebLogic EAR/WAR Files

Deploying Tomcat WAR Files

NOTE: Ensure to clear the application cache prior to the deployment of Application Pack
Web Archive. This is applicable to all Web Servers (WebSphere, WebLogic, and
Tomcat). For more information, see Clearing Application Cache section.

12.2.1 Deploying EAR/WAR Files on WebSphere

To deploy WebSphere EAR/WAR File, perform the following steps:

1. Start WebSphere Profile by navigating to the path
""/<Websphere_Installation_Directory>/1BM/WebSphere/AppServer/profile
s/<Profile_Name>/bin/" and execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https if SSL is enabled). The login screen is displayed.

WebSphere. I EC]

€D 77—\ €5 WebSphere Integrated
~Al )4  Solutions Console
| ['/ . \| User ID
\ : admin

4 o — | Password

& _J P

Licensed Materials - Froperty of IBM (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
——1 & 1 1BM, the I1BM loge, ibm.com and WebSphere are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide. Other
] product and service names might be trademarks of IEM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

3. Enter the user credentials with admin privileges and click Log In.
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4. From the LHS menu, select Applications and click New Application. The New Application
window is displayed.

Mew Application -

New Application
This page provides links to create new applications of different types.

Install a New Application

Mew Enterprise Application

% Mew Business Level Application

. —
- New Asset

5. Click New Enterprise Application. The Preparing for the application installation window is
displayed.

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install,

Path to the new application

O Local file system

@ Remote file system

Full path
|i'_5_n_:ratch.-'uraclau'wasES__E.-’pruﬁIes.n'TEETSOMI;’MIEQI Browse... |

M Cancel

6. Select Remote File System and click Browse. Select the EAR file generated for OFSAA to
upload and install. Click Next.

Preparing for the application installation

How do you want to install the application?

@ Fast Path - Prompt anly when additional information is required.

) Detailed - Show all installation options and parameters.

& Cheoose to generate default bindings and mappings

Previous I Nm-ctl Cancel |

7. Select the Fast Path option and click Next. The Install New Application window is displayed.
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Specify options for instzlling enterprise applications and modules,

Step 1: Select Select installation options

installation options

Step 2 Map
modules to servers

Step 2 Summary

Specify the varicus options that are available for your application.

Precompile JavaServer Pages files

Directory to install application

Distribute application
Use Binary Configuration

Deploy enterprise beans

Application name

AALIS0

Create MBeans for resources

Override class relvading settings for Web and EJB modules

Reload interval in seconds

Deploy Web services
Walidate Input offfwarn/fail

warn v

Process embedded configuration

File
Allow all files to be read but not written to
Allow executables to execure
Allow HTML and image files to be read by everyone

[FLdI=755=%\50=755=.%,a=755=%\51=755

Application Build ID
Unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

level application name
Create New BLA A

Asynchronous Request Dispatch Type
Diszbled -

Allow EJB reference targats to resolve sutomatically
Deploy client modules
Isolated -

Validate schema

8. Enter the required information and click Next. The Map Modules to Servers window is

displayed.

Specify options for installing enterprise applications and medules,

Step 1 Sel Map modules to servers

installation options

Step 3 Summary

Specify targets such as application servers or clusters of application servers where you want te install the modules that are

=* Step 2: Map modules contained in your application. Modules can be installed on the same application server or dispersed among several application
to servers servers, &lso, specify the Web servers as targets that serve as routers for requests to this application, The plug-in

configuratien file (plugin-cfg.=xml) far each Web server is generated, based on the applications that are routed through,

Clusters and servers:

| webSphere:cell=ofss2311701Nade02Cell,node=0fs523117 01 Node02,server=serverl

URI Server

Application

AATB0.war,WEB-
INF/web.xml

webSphere:cell=ofs523117 01 Node02Cell,node=ofss2311701Node0 2, server=serverl

‘ Cancel |

| Previous |

9. Select the Web Application and click Next. The Map Resource References to Resources

window is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select Map to
i lation options

DU Mar Each resource reference that is defined in your application must be mapped to a resource.
modules to servers
javax.sql.DataSource

Step 3:  mapresource { Set Multiple JNDI Names * |l Modify Resource Authentication Mathed. .. | Extended Properties...

references to resource

Step 4: Map virtual
hosts to Web modules E U
Step 5: Summary Select Module Bean| URI e Target INDI Name Login cenfiguration
Resource
authorization:
| [idbc/OFSALMINFO Container
_» OFSAAL Web AAIB0.war,WEB- b fOPAL N | ?
B Application INF/web.xm| s e | M] Authentication
method:
MNone
Resource
o 5
[ 4] OFSMI_WQB AAIBD.war,WEB- jdbe/FICMASTER | |j;?:" L B sl
Application INF/web.xml | [ Browse... | Authentication
mathod:
None
Resource
[idbc/oFscarapqinFo Container
OFSAAL Web AAl80.war,WEB- . |
B AAL! i jdbc/OFSCAPADQINFO | | Browse... i
Application INF/web.xml | —] Authentication
method:
| None

| Previous || Finish || Cancel |

10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method
created earlier.

12. You can specify ‘config’ for FICMASTER resource or ‘atomic’ for atomic resource as the
authentication method.

13. Select OFSAAI Web Application and click Next. The Map Virtual hosts for Web Modules
window is displayed.

Install New Application

Specify options for installing enterprizse applications and modules.

e Map Mistial hosts Tor Web modoles

installation options

Specify the virtual host where you vant to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtuzl host or disperse
modules to servers them among several hosts.
Step 3 Map B Apply Multiple Mappings
resource references |
to resources

Web module Virtual host

OFSAALI Web Application | default_host v

Step 4: Map virtual
hosts for Web
modules

Step 5 Summary

|_Previous | }:Ne:-:t || Cancel ]

14. Select Web Application and click Next. The Summary page is displayed.
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Specify options for installing enterprise applications and modules.

Step 1 Select .i mary
installation options ;

Summary of installation eptions

Step 2 Map

modules to servers éol‘“‘“" Values
Sie U e | Pracompile JavaServer Pages filas No
s bt e Dl i ol Diractory toinstall application
to resources Distribute application Yes
Step 4 Map virtual Lisa Binary Canfiguration Na
hasts for Web Deploy enterprise beans . Yes
modules = 7
Application aame AAISD
Step 5: Sumimary Create MBeans for re;rc_es _Yes
Ovarride class reloading settings for Wed and EJE i
modules
Raload intarval in saconds
Deploy Web services Neo
Validate Input off/wam/fail warn
Process embedded configuration No
File Permission FLdll=7 55=,*\.50=755#.%\.a=7 55&.%\.5|=755
Application Build ID Unknown
Allow dispatching includes to remote r es No
Allow servicing includes from remote rescurces Ne
Business level application name
Aszynchronous Reguast Dispatch Typa Dizablad
Allow EJB reference targets to resolve .ntomaliclll_\,r No
Daplay elisnr madulas Na
Client deployment mode Isclated
Validate schema No
Cellfﬂﬂddsewer Click here

.1 Previous | | Finish ]I Cancel ]

15. Click Finish and deploy the Infrastructure Application on WebSphere.

16. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

Start Application

To start the application, perform the following steps:

1. Expand Applications 2 Application Type - WebSphere Enterprise Applications. The
Enterprise Applications window is displayed.
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Enterprise Applications wE

Enterprise Applications

Use this page te manage installed applications, & single applicatien can be deployed ente multiple servers.,

# Preferences

SI:artI Stop || Install Uninstall Update Rollout Update Remove File Export Export DDL Export File
Qi

Select| Name & Application Status £)_

You can administer the following resources:

[ |AAIs0 =

&l DefaultApplication L ]

] |ivtdpo >

] |auer L]

Total 4

2. Select the installed application and click Start.

NOTE: <profile name> is the profile name given while creating the WebSphere
profile.
<cell name> is the cell name given during profile creation
<context name> is the context name given during installation.

12.2.2 Deploying WAR File on WebLogic

Following are the steps for deploying Infrastructure application that is created during installation:

1. Navigate to the <WebLogic Installation
directory>/user_projects/domains/<domain name>/bin directory in the
machine in which WebLogic is installed.

2. Start WebLogic by executing the command:

./startWeblLogic.sh -d64

3. Open the URL in the browser window: http://<ipaddress>:<admin server port>/console

(https, if SSL is enabled). The Sign in window of the WebLogic Server Administration
Console is displayed.

NOTE: Ensure that you have started Infrastructure Server by executing
“_/reveleusstartup.sh" command as mentioned in Start Infrastructure.

4. Log on to the WebLogic Server by entering the user credentials having privileges to deploy
the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.
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ORACLE WeblLogic Server® Administration Console
Change Center @ Home Log Out Preferences Record Help | ; Q Welcome, upg7273 | Connected to:
View changes and restarts upg7273
Home >Summary of Deployments
Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain. StimmaryohDesloyments.
Control = Monitoring
Domain Structure
upg7273
BH-Envirgnment This page displays a kst of Java EE applcations and stand-shone application modules that have been installed to this

domain. Installed appiications and modules can be started, stopped, updated (redeployed), or deleted from the domain by
first selecting the application name and using the controls on this page.

i Secunty Reaims To install & new application or modube for deployment to targets in this domain, dick the Instal button.
B Interoperability
B}-Diagnostics
¥ Customize this table

Deployments
| Instal Showing 1to 1of 1 Previous | Next
[ | name & State | Health | Type Desioywicat
How do L.. = Jp— s
I O | = TRuegr27 acwve [Pox | |09

System Status . |

Install Showing 1to 1of 1 Previous | Next

6. Click Install. The Install Application Assistant window is displayed.
7. Select the Exploded EAR directory after browsing to the directory where it is saved and click
Next.

Explode EAR

To explode EAR, perform the following steps:

1. Create the applications directory under domain name. For example,
/Bea/user_projects/domains/ <Domain _name>/applications.

2. Create <context_name>._ear directory under applications directory.

3. Copythe <$FIC_WEB_HOME/<context_name>._ear file to
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/appli
cations/<context_ name>.ear directory.

4. Explode the <context_name>.ear file by executing the command:
Jjar -xvf <context_name>_ear

5. Delete the <context>_.ear and <context>.war files (recently created) in
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/appli
cations/<context_name>_ear directory.

6. Create <context_name>._.war directory under
<WEBLOGIC_INSTALL_DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/appli
cations/<context_ name>_ear directory.
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7. Copy <$FIC_WEB_HOME/<context_name>._war file to <WEBLOGIC_ INSTALL_
DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications/<context_
name>._ear/<context_name>_war directory.

8. Explode the <context_name>._war file by executing the following command to get the
directory structure:

jJar -xvf <context_name>.war
Install Application

To install the application, perform the following steps:

1. Open Install Application Assistant.

Install Application Assistant
Hext ! Cancel

Locate deployment to install and prepare for deployment
Selact the fim path that represents the applcation root directory, archve fie, exploded ardhive drectory, or apphcation module descptor that you want to install, You can also enter the path of
the applcation drectory or fike i the Path field,

find your deployment fies, upload your fle(s) andfor confim that yeur application containg the required deploymant deserpters,

Note: Only vaid fie paths are displayed below, If v
Path: foradata2ivd 1035/Oracle/Middleware/user_projects/domains/upg7273/applications

Recently Used Paths: ferada:
Current Location: w.

cations

ojects [ domains [ upg 7273 [ applcations
O L wpg7273.ear (open dractory)

Nt | Cancai

2. Click Next.
Install Application Assistant
Back | | Next Cance

Choose targeting style

Targets are the servers, dusters, and virtual hosts on which this desloyment will run. There are several ways you can target an application.
(% Install this deployment as an application

The spphcation and its companents will be targeted to the same lacations, Thes i the most ComMmon LEage.,

) Install this deployment as a library

Appication libraries are deployments that are avaiable for other deployments to share, Libraries should be availshle on al of the targets running ther referencng applications

Back | | Next Cancet

3. Select the Install this deployment as an application option from Choose targeting style
section and click Next. The Optional Settings window is displayed.
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Install Application Assistant
Back | | Next | | Finish I Cancei

Optional Settings
You can modfy thesa settings or accept the defaults
General

Wwhat do you want to name this deployment?
Hame: upgT273

Securiby

Vihat secunity model do you want to usa with this applicaton?

(%) DD Only: Use only roles and policies that are defined in the deployment descriptors.

() Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment
descriptor.

) Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.

) Advanced: Use a custom model that you have configured on the realm's configuration page.

Source accessibility

How should the source files be made accessbie?
(3) Use the defaults defined by the deployment’s targets

Recommended selecbon.
) Copy this application onto every target for me

During deployment, the fles wil be copied automancally to the managed servers to whith the anpbcation is targeted,
) 1will make the deployment accessible from the following location

Location: loradata2iwl1035/Oracle/Middleware/user_projects/domail

Frovide the location from where all targets wil access thes apotcaton's fles. This is often a shared drectory. You must ensure the apphcation files eost n ths locabon and that each target can
reach the location,

Back | | M| | Fmsn) | cances
4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles and policies
that are defined in the deployment descriptors should be used.

6. Select | will make the deployment available from the following location option under the
Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Install Application Assistant
Back Fiish Cancel

Review your choices and click Finish
Chick Finish to complets the deployment, This may take a faw moments to complete,
Additional configuration

In ordar to work successfilly, this application may require addiional configuration. Do you want to review this appbcabon's configuration after complating this assistant?
) Yes, take me to the deployment's configuration screen.

) Mo, I will review the configuration later.

Summary
Deployment: foradatalfvd 1035 /0race Mddleware fuser_projectsdomains fupg 7273 /applicabons fupg 7273, ear
Hame: upg72733
Staging mode: Use the defaults defined by the chosen targets
Security Model: DOOnly: LUsa anly roles and palices that are defined in the deplioyment deseriptors,
Target Summary
Components & Targets
upg7273.ear AdminServer

Back | Finish Cancel

8. Select the Yes, take me to the deployment's configuration screen option and click Finish.
The Settings for <Deployment Name> window is displayed.
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Settings for upg7273

Overview | DeploymentPian = Configuration | Seowity | Targets | Control | Testng | Monitoring || Notes

Save

Use this page to view the ganeral configuration of an Enterprise applcation, such as its name, the physical path to the application files, the assodated deployment plan, and so on. The tabls at
the end of the page listc the modules (such as Web applications and EJBc) that are contaned in the Enterprice application. Clidk ot the name of the moduie to view and update its configuration.

Name: upg7273 The name of this Enterprise Appication.  More Info...
Path: [ oradata2f wi1035/ Orade/Mddleware/ user_projects domains upg7273/f The path to the source of the deployable unit on the Administration
appiications/ upg 7273, ear Server. More Info...
Deployment Plan: {no plan specified) The path to the deployment plan document on Administration Server.  More
Info...
Staging Mode: {not specified)
Mare Info...
Security Model: D00y The security model that is used to secure a deployed module.  More Info..,

tis deployed, relatrve to other

More Info...

#F] Deployment Order: 100

(7] Deployment Principal

Name:

Save

Hodules and Components
Showing 1to 1of 1 Previous | MNext

Hame «+ Type
[ PE— Enterprise
7zl Apphcation
EERs
{7 StateLessCacheBeanbean B
5 Modules
i m:anm
[ beancache jar EXB
i - .
B web Services
Hone to display

Showing 1te 1of 1 Previous | Mext

9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window is
displayed.
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Summary of Deployments

Control | Monitoring

This page displays a kst of Java EE apphcations and stand-siore appication modules that have been mstalied to this doman, Instalied applications and madules can be started, stopped, updated
{redepioyed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To install a new application or module for depioyment to targets in this domain, dick the Install button.

¥ Customize this table

Deployments
Instal | | u;aa‘.e_ _I:ee:e_ Stariv | Stop v Showng 1to 1af 1 Previous | Next
Sericng all requests
Hame & P ——— State Health Type Deployment Order
& | B Buegraza Active ¥ o Enterprise Appication 100
datoh | | tipdalz| | Ociole,| | Storkxs | | Siop Showing 1to 1of 1 Previous | Next

12. Select the newly deployed Infrastructure application and click Start - Servicing all
requests. Ensure that the infrastructure server is up and running.

Messages

& Start requests have been sent to the selected Deployments
Summary of Deployments
Control | Manitoring

This page displays a Ist of Java EE applcations and stand-alone appiication modules that have been nstaled to ths domain. Installed apphcations and modules can be started, stopped, updated
{redeployed), or delated from the domain by first selecting the application name and us ols on this page,

To install & new aoplication or modkule for deplayment to targets in this domain, dick the Instal buttan,

P Customize this table
Deployments.
R | ¥ Showing 180 10F 1 Previous | Mext
[ | Hame & State | Health Type Deployment Order
1 | ® Bupgrz73 Active ¥ oK Enterprise Application 100
| Instal | = = Showing 1to 1of 1 Previous | Mext

13. The State of the deployed application is displayed as Active if started successfully.

12.2.3 Deploying WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of Infrastructure
are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for the procedure to

uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the below steps outlined to deploy Infrastructure
application:

1. Upgrade from DMP 803 to DMP 805, or from DMP 804 to DMP 805.
e To upgrade from DMP 803 to DMP 805:

a. Youcan copy OFS_DM_CFG.dat file from OFS_DM_PACK/schemacreator/conf.
Then, you must copy OFS_DM_CFG.dat file to below mentioned paths:
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o fichome/ficweb/webroot/conf/pack_dat

e fichome/conf

b. To make PMF workflow function, after you apply 8051 ML patch as part of 805
installation, you must apply PMF one-off patches mentioned in the Prerequisites of
the Upgrading the OFS DM Application Pack chapter.

e To upgrade from DMP 804 to DMP 805:

a. To make PMF workflow function, after you apply 8051 ML patch as part of 805
installation, you must apply PMF one-off patches mentioned in the Prerequisites of
the Upgrading the OFS DM Application Pack chapter.

For more information on upgrade, see Upgrading the OFS DM Application Pack.

Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.57 Wpache Software Foundation
http://www.apache.org/

™ Recommended Reading: Server Status
% Security Considerations HOW-TO e
f"&\ Manager Application HOW-TO —
Clustering/Session Replication HOW-TO Hoat Masagee
Developer Quick Start
Tomcal Setup Realms & ARA Examples Serviet Specifications
['II‘S[_\“J'E‘ b Appllc;ahqn ,J.DHC Data .SOUI'Cl.“:: jl.omcal UE‘I’S!DR_‘::
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 7.0 Documentation m and Miilir‘lg Lists

restricted. Users are defined in

= Tomcat 7.0 Configuration The following mailing lists are available
SCATALINA HOME/conf/tomcat-users.xml Tomcat Wiki fomeat-annioynce
Important announcements, releases, security

Find additional important configuration vuinerability notifiations. (Low voluma).

n Tomcat 7.0 access to the manager

TR i 2 i nformation in
aR;)[:.lca\.r;n 15 spht between different users tomeat-users
SCATALINA_HOME/RUNNING. txt User support and discussion
-usar
Release Notes Developers may be interested in User support and dscussion for Apachs Taghbs
Changelog :
T i Eaf I E Eun Database M
Miaration Glide Development maiing list, including commit messages
migration suice Tomeat 7.0 Javal
Security Notices = -
Tomcat 7.0 SVH Repository

2. Copy the <context-name>_war file from $F1C_WEB_HOME/<context-name .war> to
<Tomcat Installation Directory>/webapps/ directory.

3. Click Manager App. The Connect to dialog box is displayed.
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4. Enter the User ID and Password that has admin rights and click OK. (For user creation in
Tomcat, see Tomcat User Administration. The Tomcat Web Application Manager window is
displayed with the list of all the applications deployed.

Gaee | Scp | | Asusd || Lmaepicy

sk o sowced Tomcat Documsntaton. T ]
Erenmnaeons | e M ey
s [T | Mened | | usdesiey
kTS i e b s P Lt [ ]
Bt Baons. | e s 1 L
St | Tioe | | Asiond | | Undepisy
R B ] Tl T Lt A a "t []
[ N A e e
Tt Bip Mised Ladeoicy
i i ot Tarmac sl Mg RN [

aranausions | e ie s 2 e

Conted Fafh requredt Hihias

M, Cofiguraton s LIL
PR Dapdory UL 530w S T A et e A

B A a0 g [Ee

i

i L] ol il i ki kil el
Fe s Thek GOGRAIE ST o TS 5 GO0 OB L ) BT CI 08 PR R
Fiur Ve ] o Vesai 0 O e O R R ot L
e Epmc 582 TR 0 i Ly B U TE R 1 0 g ampn ST R 11 1

& IS, Aoache Sotwmare Kourdaton

5. Inthe Deploy section, enter the Context Path provided during the installation as
"'/<context-name>".

6. Enter the path where the <context-name>.war file resides (by default "$FIC_WEB_
HOME/<context-name>.war") in the WAR or Directory URL field and click Deploy.

7. On successful application deployment, a confirmation message is displayed. Start the
Tomcat server. See Starting Web Application Servers for more details.
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13 Appendix D: Starting / Stopping Infrastructure Services

13.1 Starting/Stopping OFSAA Infrastructure Services

This chapter details on how to start and stop OFSAA Infrastructure services. This chapter
includes the following sections:

e Starting Infrastructure Services

e Starting Web Application Servers

e Stopping Infrastructure Services

e Stopping Web Application Servers

13.1.1 Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the
-profile file. All servers mentioned must be started from the same shell encoding. The servers
mentioned below are dependent on each other. It is mandatory to maintain the order in which the
servers are started. Allow each of the servers to initialize completely before starting the next
server.

1. On the machine in which Infrastructure Application components have been installed, navigate
to $F1C_APP_HOME/common/FICServer/bin directory and execute the following
command to start the Infrastructure Server.

./startofsaai .sh

NOTE: You can also start the Infrastructure Server by executing the command "nohup
./ startofsaai.sh &". Starting the process using "nohup" and "&" returns the
command prompt without having to wait till the process completes. However, this
command cannot be used when you are starting the server for the first time or
starting after changing user password in the configuration database schema.

2. Select the required Webserver start up option from the table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to
[Webshpere_Install_Directory]
/AppServer/<profiles>/<profile name>/bin and
execute the command: ./startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to
<WebLogic Installation
directory>/user_projects/domains/<domain
name>/bin and execute the command: startWeblLogic.sh
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Start up Option Description

-d64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear.

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to

<Tomcat_Install_ Directory>/bin and execute the
command: ./catalina.sh run

3. Start ICC server:

On the machine in which Infrastructure default Application components have been
installed, navigate to $FIC_HOME/ficapp/icc/bin directory and execute the

command.

o./iccserver.sh

NOTE:

Only Infrastructure Default Application Server holds ICC component.

4. To start Back-end Services:

On the machine on which Infrastructure Database components have been installed,
navigate to $FIC_DB_HOME/bin directory and execute the command to start "Agent

server":
0 ./agentstartup.sh
o Or
o Start Back-end services using the command:
0 nohup ./agentstartup.sh &
NOTE: This agent internally starts the Router, Message Server, OLAP data server and

AM services.

13.1.2 Starting Web Application Servers

Start the Web Application Server depending on the type from the following table.

Start up Option Description

Starting WebSphere Profile On the machine in which Web sphere is installed, navigate to

[Webshpere_Install_Directory]
/AppServer/<profiles>/<profile name>/bin  and
execute the command: ./startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed navigate to

<WebLogic Installation
directory>/user_projects/domains/<domain
name>/bin and execute the command: startWebLogic.sh -
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Start up Option Description
de4

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context name>.ear

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to
<Tomcat_Install_ Directory>/bin and execute the

command: ./catalina.sh run

13.1.3 Stopping Infrastructure Services

To stop Infrastructure Services:

1. On the machine in which Infrastructure Application components are installed, navigate to
$F1C_APP_HOME/common/FICServer/bin and execute the command:

./stopofsaai .sh

2. To stop ICC server, on the machine in which Infrastructure default Application components
are installed, navigate to $FI1C_HOME/Ficapp/icc/bin and execute the command:

./iccservershutdown.sh

NOTE: Only Infrastructure Default Application Server holds ICC component.

3. To stop Back-end server, on the machine in which Infrastructure database components are
installed, navigate to $F1C_DB_HOME/bin and execute the command:

-/agentshutdown.sh
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14 Appendix E: Accessing OFSAA Application
This appendix gives details the steps to be performed to access OFSAA Application.

14.1 Accessing the OFSAA Application

1. From a your desktop, open the browser and enter the URL in below format:
<scheme>://<I1P address/ hostname>:<port>/<context-name>/login.jsp
For example, https://111.222_333.444:5555/0fsaa/login.jsp
The OFSAA Login window is displayed.

ORACLE

Financial Services Analytical Applications

Language US-Enghsh b
User ID

Password

2. With installation of every OFSAA Application Pack, there are two seeded user profiles
configured in the system:

0 SYSADMN - System Administrator
0 SYSAUTH - System Authorizer

3. Login to the application using the "SYSADMN" User ID. (Note that, there is no "I" in the
SYSADMN login USER ID). Enter the password that was provided during installation. On the
first login, you are prompted to change the password.

Once you have logged into the Infrastructure system, you need to perform the following
additional configurations to setup the OFSAAI environment:

o Define Server Details for Database, Application and Web Servers.
e Add Database Details.
e Create an Information Domain.

e Create a Segment.
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e Create / Add User with access to all permissions.

NOTE: Each new file that is created in the ftpshare directory of any installation layer
should be granted specific / explicit permission. If you encounter any problems
during setup, please contact Infrastructure Support.

14.2 OFSAAI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash
screen is as displayed:

ORACLE

Financial Services Analytical Applications

Language US-Enghsh b
User ID

Password

You can select the required language from the Language drop-down list. The language options
displayed in the drop down are based on the license. Based on the selection of Language, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You are
prompted to change your password on your first login. Alternatively, you can also choose to
change your password any time.

In the Change Password screen, enter a new password, confirm it and click OK to view the
Splash screen. Refer to the following guidelines for password creation:

e Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

e Ensure that the entered password is at least six characters long.

e The password must be alphanumeric with a combination of numbers and characters.
e The password should not contain spaces.

e Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

e By default the currently used password is checked for validity if password history is not set.
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e New password should be different from previously used passwords based on the password
history which can be configured.

e If you encounter any of the following problems, contact the System Administrator:
o0 Your user ID and password are not recognized.
o0 Your user ID is locked after three consecutive unsuccessful attempts.
0 Your user ID has been disabled.

0 Guest user cannot change the password.
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15 Appendix F: Post Deployment Configurations

15.1 Post Deployment Configuration

This chapter covers the following topics:

e Deploying the Application

e Logging as System Administrator

e Creating Application Users

e Mapping Application User(s) to User Group

15.2 Deploying the Application

15.3

15.4

This section explains steps to deploy the application. Web Layer deployment is required, For
more information, see Appendix A.

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through user ID, sysadmn. This ID is created at the time of installation with the password
provided during installation. Enter login ID, sysadmn and password that was provided during
installation. Click Login.

Creating Application Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

To add a user in the User Maintenance screen:

1. Select button from the User Maintenance tool bar. Add button is disabled if you have
selected any User ID in the grid. The New User screen is displayed.
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= New - User - Windows Internet Explorer

A Userinfo
Created By

Last Modified By

User Maintenance > User Definition (add mode

2 User Maintenance

User D JohnAdmin User Name John K
Nottingham Road, New York
Address Date of Birth wn7isTe T
Designation Administrator Profile Name Profile for the Administrator v
Start Date 07282011 [TH] End Date v7i2ez015 7S]
Password sssssssss
A Notification Time
Start 03:00 End 06
Email D Mobile No +858
Pager No
2 Enable User
Enable User Login on Holidays

User Maintenance

,
Save Cancel

Created Date

Last Modified Date

2. Enter the user details as tabulated.

Field

Description

Fields marked in red asterisk (*) are mandatory.

User ID* Enter a unique user ID. Ensure that there are no special characters and extra
spaces in the id entered.
User Name* Enter the user name. The user name specified here is displayed on the

Infrastructure Splash screen. Ensure that the user name does not contain any

»ow

special characters or spaces except ", “"". and “.”.

Contact Address*

Enter the contact address of the user. It can be the physical location from where
the user is accessing the system. Ensure that Contact Address does not contain
any special characters except ".", "#", "-", ",".

Date Of Birth*

Specify the date of birth. You can use the popup calendar to enter the date.

Designation*

Enter the user designation. Ensure that designation does not contain any special
characters except “_, “:" and "-".

Profile Name*

Select the profile name by clicking on the drop down list.

Oracle Financial Services Software 177 ORACLE




OFSDM 8.0.5.0.0 Installation Guide

User Start Date* Specify the user start date based on the day slot the user is enabled to access
the system. Ensure that User Start Date is greater than today’s date. You can
use the popup calendar to enter the date.

User End Date* Specify the user end date based on month and year when the user Id expires.
Ensure that user End Date is greater than User Start Date. You can use the
popup calendar to enter the date.

Password* Enter the default password for the user for the initial login. User needs to change
the default password during the first login.

A user is denied access in case the user has forgotten the password or enters
the wrong password for the specified number of attempts (as defined in the
Configuration screen). To enable access, enter a new password here.

Notification Time (Optional) Specify the notification start and end time within which the user can
be notified with alerts.

E-mail ID* Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user.

Pager No (Optional) Enter the pager number of the user.

Enable User* Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in User
Maintenance screen and can then be mapped to the required user group in the User
UserGroup Map screen.

NOTE: This step may not be required if you have already setup users in the OFSAA
setup.
For more information refer user creation section from the Oracle Financial
Services Analytical Applications Infrastructure User Guide.

15.5 Mapping Application User(s) to User Group

The User UserGroup Map facilitates you to map user(s) to specific user group which in turn is
mapped to a specific Information Domain and role. Every UserGroup mapped to the infodom
needs to be authorized. Else, it cannot be mapped to users.

The User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup
Maintenance screen.
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Starting the OFSAA 8.0 release, with installation of DM Application Pack, preconfigured
Application user groups are seeded. These user groups are unique to every OFSAA Application
Pack and have application roles pre-configured.

You can access User UserGroup Map by expanding User Administrator section within the tree
structure of LHS menu.

After the user is created for Reconciliation Framework, it should to be mapped to the following
mentioned user groups:

1. Recon Administrator
2. Recon Framework Analyst
3. Recon Framework Authorizer

After the user is created for Data Governance for different jurisdictions, it should to be mapped to
the required user groups as per their roles:

e Data Governance for US Regulatory Reporting Application: DGS Authorizer Group, DGS
Administrator Group, DGS Analyst Group, BUO and CWS

o Data Governance for European Central Reporting Application: DGS EBA Authorizer
Group, DGS EBA Administrator Group, DGS EBA Analyst Group, BUO and CWS

e Glossary Module: Glossary Approver Group, Glossary Creator Group, Glossary Owner
Group, Glossary Viewer Group

e Business Terms Module: Glossary Term Approver Group, Glossary Term Creator Group,
Glossary Term Owner Group, Glossary Term Viewer Group

e Critical Data Element Module: CDE Approver Group, CDE Creator Group, CDE Owner
Group, CDE Viewer Group

e Control Module: DGCOGRP, DGCOVIEWGRP

¢ Key Indicator Module: DGSKRCODGRP, KIVCAP, DGKIVIEWGRP, DGKIVCAP

e Issues Module: DGISAPRGRP, DGISASRGRP

e Actions Module: DGAAGRP

e Process Monitoring Module: DGSPLANSCOPE, DGSPSI, DGPMVIEWGRP

e Metadata Report Module: MDR Owner Group, MDR View Group
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16 Appendix G: Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact
copies of the current OFSAA instance. For more information on cloning, see OFSAA Cloning
Reference Guide.
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17 Appendix H: OFSAA Landing Page

This appendix includes the following topics:

Installation Checklist

OFSAA Landing Page

Enabling a Product within an Application

Uninstalling the OSFAA Installation

17.1 Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation activities
checklist is completed successfully. It is recommended to take a print out of the checklist and
follow the checklist step by step.

Table with (General, Pre-Install, Install, and Post Install) Checklist

Step No. Task Done
General
1 Check the OFS Data Management Release Notes and Read Me document for
any additional steps to be performed on OFS Data Management Pack or O
OFSAAI.

Note: For more details, contact Oracle support.

Data Management Pack Pre Installation + During Installation

1 Prior to installation, ensure that sufficient free temp space (minimum 1 GB free) ]
is available in /tmp directory of unix server hosting OFSAAI.

Data Management Pack Post Installation

1 Perform post-installation steps O
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17.2 OFSAA Landing Page for DM Administrator

On successful authentication, the OFSAA 8.0.5.0.0 Landing Page is displayed. This is a common
landing page for all users until a preferred application landing page is set by the user in his
preferences.

(& Financial Services Analytical Applications - Internet Explorer o |5 )

ORACLE Financial Services Analytical Applications

Applications = Object Administration ~ System Configuration & |dentity Management

Select Applications
Financial Services Data Governance for US Regulatory Rep... ¥ 4 % Common Tasks
R Menu for Common Tasks
» B Dsta Model Management » Data Model Management ,I:_i Unified Analytical Metadata
» [ unified Anaiytical Metacata Manage Data Model =='" Define and mairtain analyical metadata defintions
& metadata Report

» B opera

Metadata Report +[[#% operations

Generate Metadata Reports ‘Toois for Data Center operations

b Data Govemance for US Regulatory Reporting s B e

Browse metadata lineage

About Oracle ContactUs = Legal Notices Terms Of Use  Your Privacy Rights Copyright © 2016 Oracle andior s affiiates. Al rights reserved.

The landing page includes multiple tabs and each tab has specific links to OFSAA Infrastructure
and/or Application modules. The tabs and links are displayed based on the OFSAA Application
accessed and the access roles mapped to the logged in user.

Each tab contains LHS Menu and RHS Menu. The LHS Menu holds link(s) to modules in a tree
structure. The RHS Menu holds link(s) to modules in a navigational panel format.

NOTE: Refer the User Manual for more details on how to operate on each tab.

17.2.1 Accessing OFSAA Infrastructure

Infrastructure can be accessed through your web-browser as soon as the System Administrator
(SA) installs and configures Oracle Financial Services Analytical Applications Infrastructure.

The SA provides you with a link through which you can access Oracle Financial Services
Analytical Applications Infrastructure. You can access the Infrastructure application login screen
through your web-browser using the URL: http://<IP Address of the Web Server>:<servlet
port>/<context name>/login.jsp.

You can also login to the Infrastructure application with the host name instead of the IP address.
To do this, it is necessary to have the host name mapped to the IP address in the hosts file the
client Windows machine. The hosts file is in %systemroot%\system32\ drivers\etc\ directory.

Oracle Financial Services Software 182 ORACLE




OFSDM 8.0.5.0.0 Installation Guide

17.3 Enabling a Product within an Application

Each product is marketed by a separate team and which is headed by a Sales Manager who
reports to the Sales Head. Each Sales Manager in turn has two Sales Officers who are
responsible for sales and profitability of the product.

The Sales Head has decided that the Sales Officer of each product not have access to the
information of other products. However, each Sales Manager have access to Sales figures of the
other products.

Using the Oracle Infrastructure Security Hierarchy feature Administrator can provide information
security at hierarchy level by defining security options for each hierarchy node. Thus, the Bank
can control access of information at a node level and not increase the overheads.

In the Oracle Infrastructure:

e The users are created in Oracle Infrastructure and then, a business hierarchy (as defined
above) is created.

e The bank can restrict access of certain information to certain people in the Hierarchy Security
configuration. In this window,

e The administrator can control security by mapping the users to various nodes in hierarchy.

For example, the administrator maps Sales Officer 1 and Sales Officer 2 to only the Personal
Loans Node in the Product hierarchy. This restricts Sales Officer 1 and 2 to only viewing and
maintaining their particular node in the hierarchy.

By default, all the users mapped to a domain can access all the hierarchy levels to which they are
mapped. This function allows the administrator to restrict or exclude a user/s from accessing
restricted nodes.

17.4 Enabling a Product within an Application Pack

You can also enable a product/ application within an application pack post installation at any point
of time.

To enable a product through the application Ul, Perform the following steps:
1. Login to the application as SYSADMN user or any user with System Administrator privileges.

2. Navigate to System Configurations & ldentity Management tab and expand Financial
Services Analytical Applications Infrastructure = Administration and Configuration =
System Configuration.

3. Click Manage OFSAA Product License(s). The Manage OFSAA Product License(s) page is
displayed.
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g B v i ¥ US-English v SYSADMN ¥
ORACLE Financial Services Analytical Applications

System Configuration & identity Management

4 [E@Fnancial Services Analytical Applications Infrastructure Financial Services Anaiyiical > and
4 8 agministration and Configuration
4 B system configuration

> System Ci > Manage OFSAA Product Licenses

Manage OFSAA Application Pack Licenses

]
[ Database Server Manage OFSAA Application Pack Licenses
B appication server [ inatatied Appilcation Packs
35 wep server | Appication Pack 1D | Appicaton Pack Name. | Descrpton Instaliation Date Version
= > ‘Applications forming analylics foundation such as FSDF, DIH,
% Datsbase Detals ® OFS_BFND_PACK ;E;m:ﬁ:’,‘,"::f Foundulion GLRECON, CONNECTORS for the Banking and Financial ~ 2017.02.03 1954360  803.1.0
il Services Domain.
B oLaP Detais —
C 8 o ata g
P Il © OFS_DM_PACK Faee Appications for Dat 2017.03080354400 80300
& confguration

Manage OF SAA Product Licenses
N Creale New Application
(& 1dentty Management
4 [ Processing Modelling Framework
@ Process Modelier
0 Process Monitor

| » Products In The Application Pack

| [cmtis [rowtio [P tarme T Do Exsees

@ petegation a OFS_ARAI Financial Services Enterprise Modeling Base Infrastructure for Advanced Analytical Applications
M orsaa Financial Services Anatytcal Appications Infastructure  Base Inrastructure for Anatylcal Appcations Infrastruciure 217.02.03 195438
[0 oFsaas B Dot Pronary ! Appicalions IRSITICUT® - gace nfrastructure for Analycal Appications Infasiuciur - Big Data Processing
o OFS_FSDF Financial Services Data Foundation Application for Financial Services Data Foundation 2017-02-03 19:54:38
00 orsiee Financial Services Inine Processing Engne Framework ot Iniine Prosessing Engine

View License Agreement | Reset

About Oracle ~ ContactUs | Legal Notices Terms OfUse  Your Privacy Rights Copyright © 2016 Oracle andior i afiiates. Al ights reserved.

" B % v | usEngishv | SYsaDMN ¥
ORACLE Financial Services Analytical Applications

System Configuration & Identity Management

4 [EFinancial Services Analytical Applications Infrastructure Financial Services Analytical rastructure > ana

> System O > Manage OFSAA Product Licenses

4 [ aoministration ana Configuration

4 & system configuration Manage OF SAA Application Pack Licenses @
[B Database Server Manage OFSAA Application Pack Licenses

(B Appiication Server

| » Instaliea Application Packs
B vrep server | Application Pack 1D | Appication Pack Name | Deseription Installation Date

Version
i e Appications forming analybes foundation such as FSDF, DIH,
B patavase petais O oFs BRND PACK  Findaclal Services Foundation GLRECON, CONNECTORS for fhe Banking and Financial ~ 2017-0203 1954380 80310
B oL Details S ok
Financial
@ OFS_DM_PACK Appiic Data 2017-03-08 03:54:40.0 80300
A information Domain £ = Pack
& configuration
Manage OF SAA Product Licenses
WG Create New Application
& 1dentity Management
Procassing Modelling Framework
@ Process Montor " | |Enate | prosusin Product Name Description Date Enatiea
@ etegation O  orsaam Financial Services Enterprise Modeling Base Infrasinuclure for Advanced Analytical Applications
@ oFsaal Financial Services Anaiytical Apphcations Inffastructure _ Base Infrasiructure for Anafylical Apphcations Infrastructure 2017-02-03 195438
[m] OFS_AAIB g:‘s‘:‘::};"”“‘"‘:“"""‘ Appications Infrastruchure - 5. johastruciure for Analylical Appiicalions Infrasiruciure - Big Data Processing
¥ OFS.DGS Ry o Deta Govemance for US Reguleley  Financial Services Data Govemance for US Reguatory Reporting 2017-03-08 03:54:40
v OFS_GLRECON Financia Services Analytical Appicaions Reconciiafion ¢ amework for General Ledger Recongilalion 2017-03.08 03:54:40
0 orsiee Financial Services Inine Pracessing Engne Framework for Inine Processing Engine

View License Agreement | Reset

About Oracle Contact Us | Legal Nolices Terms Of Use  Your Privacy Rights Copyright © 2016 Oracle andor s affiiates. All ights reserved

This page includes the following sections:
e INSTALLED APPLICATION PACKS
e PRODUCTS IN THE APPLICATION PACK

The following fields are displayed in the INSTALLED APPLICATION PACKS section:
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Field Description

Displays a unique Application Pack ID related to the Application Pack.

Select the appropriate Pack ID. The products in the application pack
are displayed in the PRODUCTS IN THE APPLICATION PACKS
section.

Application Pack ID

Application Pack Name | Displays the name of the Application Pack.

Description Displays the description of the Application Pack.

Install Date Displays the date when the Application Pack was installed.

The following fields are displayed in the PRODUCTS IN THE APPLICATION PACK

section:
Field Description
Enable Select the checkbox to enable a product within an Application Pack.
Product ID Displays a unique product ID for the product.
Product Name Displays the name of the Product
Description Displays the description of the product.
Enable Date Displays the date when the product was enabled.

4. Select an Application Pack from the Application Pack ID field.
Selecting an Application Pack displays the products within the Application Pack.

Products enabled during installation have the checkbox “ENABLE” disabled. You can enable
any product within the selected Application Pack by clicking the “ENABLE” checkbox against
the respective Product ID.

5. Click RESET to cancel the operation and refresh the screen.

6. Click VIEW LICENSE AGREEMENT. The License Agreement window is displayed.

7. Select | ACCEPT THE LICENSE AGREEMENT.

8. Click ENABLE.

An appropriate pop-up message confirmation is displayed showing that the product is
enabled for the pack.

NOTE: To use the newly enabled product, you need to map your application users to the
appropriate product specific User_Group(s) and subsequently, authorize the
actions by logging in as System Authorizer.

NOTE: For more information refer to Mapping/Unmapping Users section in the Oracle

Financial Services Analytical Applications Infrastructure User Guide 8.0.
To identify the newly enabled product specific UserGroups/ Application Pack
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specific User_Groups, refer to the respective Application Pack specific Installation
and Configuration Guide/ User Manual.

17.5 Uninstalling OFSAA Installation

This section provides the necessary steps to uninstall the OFSAA 8.0 installation.

Before you start the uninstall process, ensure that no open connections exist to the OFSAA
Configuration Schema and Atomic Schemas, and Infrastructure Services are brought down.

To uninstall OFSAA:

1. Log in to the system as non-root user.

2. Navigate to the $F1C_HOME directory and execute the command:
-/Uninstall_sh

3. Enter the password for OFSAA Configuration Schema when prompted as shown in the
following figure:

faoratchdofsaadb/OFSAARL:, AUninstall, sh
Uninstallation Started [time : Tue Jun 10 14:20:27 IST 2014 ]
o s oo e oo oo oo o o o o o o o o o o o o o o o e o o s o o o

##% Driver loaded with Driver oracle,jdbc,driver,Oraclelriver

Fleaze enter Configuration schema Password @

Connected to Config Schema

Cleaning config schema ...

config schema cleaned ...

Cleaning up Infrastructure Home Dir |

Please wait ..

Uhinstallation Completed | Thank You [time @ Tue Jun 10 14:21:59 IST 2014 1
350 o e o X o e e o e e R
/zcratch/of saadb/OFSAAT ]

Uninstall process does not uninstall the OFSAA application from the Web Application Server. This
has to be done manually. The files/ directories under the file system staging area (ftpshare) have
to be deleted manually.

All the Database objects from Atomic Schemas have to be dropped manually.
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18 Appendix I: Additional Configurations

The following sections provide detailed module specific post installation configurations.
This section includes the following topics:

e Configuring FTP/SFTP for File Transfer

e Configuring Infrastructure Server Memory

e Setting Up Internet Explorer

e Retrieving Patch Information

e Configuring OLAP Data Server

e Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

e Configuring Infrastructure Ports

e Fetching Tool for OFSAAI Setup Information

e Encryption Changer

e Configuring Infrastructure LDAP

e Configuring OFSAAI Web Services

e Deploying OFSAAI Web Services

e Configuring Message Details in Forms Designer

e Clearing Application Cache

e Configuring Password Changes

e Configuring Java Virtual Machine

e Configuring Internal Service (Document Upload/ Download)

18.1 Configuring FTP/SFTP for File Transfer

In OFSAA, certain modules require transfer of files from the web application server to the OFSAA
server over SSH.

Perform the following steps to ensure the OFSAA server recognizes the web application server
during file transfers.

1. Login to the web application server.
2. Type sftp <user>@<OFSAA Server>
3. Enter Yes when prompted for permission.

Are you sure you want to continue connecting (Yes/No)?
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4. This adds an entry to the known_hosts file.
5. A confirmation message is displayed:

Permanently added <OFSAA Server> RSA) to the list of known hosts.

18.2 Configuring Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and has
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.

18.2.1 Setting Up Infrastructure Server Memory

You can configure the Infrastructure Application Memory settings as follows:
1. Locate .profile file.

2. Edit X_ARGS field in this file for customizing memory settings and garbage collector settings
depends on the hardware configuration.

This has a default value X_ARGS_APP =""-Xms200m"

X_ARGS_APP =" "$X_ARGS" $DELIM -Xmx2048m"

NOTE: You need to modify X_ARGS_APP variable in the .profi le file to customize Java
Memory Settings for Model Upload based on the Data Model size.
For Run and Rule executions, the following value is recommended:

X_ARGS_RNEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOldGC -XX:+DisableExplicitGC"

X _ARGS_ RLEXE="-Xmslg -Xmx1g -XX:+UseAdaptiveSizePolicy -
XX:MaxPermSize=512M -XX:+UseParallelOIdGC -XX:+DisableExplicitGC"
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18.3 Setting Up Internet Explorer

NOTE:

Cookies should be enabled.

OFSAAI supports only default zoom setting in Internet Explorer, that is, 100%.

The following browser settings have to be specified at every client machine prior to accessing the

Infrastructure application.

1. Open Internet Explorer. Select Tools = Internet Options. The Internet Options window is

displayed.

2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime | Visit the webpage and click OK.

-
Internet Options

Home page

about:blank

General ‘Security l Privacy I Content I Connections I Programs I Advancedi

‘/? To create home page tabs, type each address on its own line.
=l

-

[ Use current ][ Use default Jl Use new tab

Startup
") Start with tabs from the last session
@ Start with home page
Tabs

Browsing history

form information.

["] Delete browsing history on exit

Change how webpages are displayed in tabs.

Delete temporary files, history, cookies,

saved passwords, and web

Temporary Internet Files |Hismry | Caches and datat ‘

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:

(@ Every time I visit the webpage

7) Every time I start Internet Explorer

() Automatically

() Never
Disk space to use (8-1024MB) 250 |

(Recommended: 50-250MB)

Current location:

C:\Users\shwwali\AppData\Local WMicrosoft\wWindows\Temporary
Internet Files\

[ Move folder... ] [ View objects H view files ]

[ OK ] [ Cancel

l Delete. .. ] [

Settings ]

Appearance

Colors ][ Languages ][

Fonts | [ Accessbiity |

[ o

l [ Cancel

4

4. In the Internet Options window, select the Security tab and select the Internet option under

Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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© ®© N oo

11.

Internet Options

v

@ «

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

Local intranet  Trusted sites

PX

O

Restricted
sites

Internet

This zone is For Internet websites,
except those listed in trusted and
restricted zones,

&

Security level for this zone

Medium-high
L

content

Allowed levels for this zone: Medium to High

- Appropriate For most websites
- Prompts before downloading potentially unsafe

- Unsigned ActiveX controls will not be downloaded

[ ok

I[ Cancel ]

Click OK to save.

Click Internet Explorer - Tools - Compatibility View Settings.

Enter the OFSAA setup URL in the Add this website field.

Click Add.

. Ensure the URL is listed under Websites you've added to Compatibility View.

In the Internet Options window, select the Privacy tab and select the Turn on Pop-up

Blocker option under Pop-up Blocker settings.
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‘lnhmdUpbons’ _ == = ' 1| L~ @Niwgatlon Canceled x
( General | Seauity | Privacy | Content | Connections | Programs | Advanced i
Settings
Select a setting for the Internet zone.
Medium
Blocks third-party cockies that do not have a compact
privacy policy
- Blocks third-party cookies that save information that can
o be used to contact you without your exphdt consent
- Restricts first-party cooldes that save information that
can be used to contact you without your imphat consent
Stes | Import Advanced
Location
Never allow websites to request your Clear Sites
physical location .
o Pop-up Blocker Settings A e
| Turn on Pop-up Blocker Settngs Exceptions
InPrivate = Popups are cumently blocked. You can allow pop-ups from specific
e el ’I !| webstes by adding the site to the list below
Address of website to allow
@) Some settings are managed by your system administrator Allowed stes
ox Cance s o OB
*.oracievpn com Remove all..
Notffications and blocking level
v gx;w Mx‘ﬁc‘i‘xx;bulwflu;n D(X)!_;)lllmfd
Blocking level
_Hvdun Block most automatic pop-ups -
12. Click Settings. The Pop-up Blocker Settings window is displayed.
13. Enter the URL of the OFSAA Application in the Address of Website to Allow: field.
14. Click Add. The OFSAA URL is displayed in the Allowed Sites section.
15. Click Close.
16. Click OK in the Internet Options window.

18.4 Retrieving Patch Information

To identify the list of patches installed on your OFSAA setup, perform the following steps:

1. Login to the OFSAA application as a user with Object AdminAdvanced Role.
2. Navigate to Object Administration tab.
3. Click System Utilities.
4. Click Patch Information.
5. The page displays the list of patches installed on the OFSAA setup across Applications/
Platform.
Oracle Fin

ancial Services Software 191 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

18.5 Configuring OLAP Data Server

This section is applicable if you are using the OLAP feature of OFSAAI.

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load
at each implementation site.

Example:
Process Memory Limit
Max Thread Stack Size
Max Number of Threads per Process

Sort Buffer settings: This must be set at the Essbase application level appropriate to the anticipated
load.

Shutdown and Restart: During shutdown of OFSAAI Server that has an instance of Data Services that is
communicating with an OLAP Data Server, it is imperative to ensure that the cleanup of the old instance
is completed on the OLAP Data Server before restarting the OFSAAI Server. Pause for a period of time
based on the load the system was subjected to, before restarting the Data Services subsystem.

18.6 Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance

For information on this section, see OFS Analytical Applications Infrastructure Administration
User Guide in OTN.

18.7 Configuring Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by
Infrastructure services after the installation process. The ports that are used by the Infrastructure
application are distributed across the machines on which Infrastructure Web; Application, and
Database components have been installed. Therefore you must perform the port changes on all
the machines on which Infrastructure components have been installed.

The PortC. jar file can be executed in two modes.
GUI
CMD

To execute PortC. jar file in GUI mode, ensure that Hummingbird Exceed is running and do
the following:

1. Navigate to the path $FI1C_HOME in each machine.
2. Enter the command:

jJava —-jar PortC_jar GUI
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3. The OFSAA Infrastructure Port Changer window is displayed.

B oFSaAlnfrastructure Port Changer HEE

Configure port numbers used by
OFSAAInfrastructure,

OFSAAInfrastructure install directon:

Application Layer
Database Layer

Web Layer
Infrastructure java Porm 2425
1CC Server Port G815
1CC Native Port 3817

Infrastructure Mative Port 8721
Infrastructure Agent Port 3812
OLAP Data Server Port 10101

Message Server Port 4376

Router Fort 4279

AM Port GT02

Web Server For 12123

Enter Database Details

Select your Database _Cllarie |>
1P Address

Port Mumber

SiD

Config schema username

Config schema password *esesees|

Cancel Change

The OFSAA Infrastructure Port Changer window displays the following:
The path in which Infrastructure components have been installed.

The check-boxes corresponding to enable Application Layer, Database Layer, or Web
Layer:

o In the event you have performed a single-tier installation on the current machine, the
check-boxes for all three components be enabled.

If you have installed more than one category of components on the current machine, the
corresponding checkboxes for the respective components you have installed are
enabled.

To edit the port value, enter the new port value. User has the option to change the required
ports and leave the other ports unchanged. Only the ports for which values are modified
change and the ports that are unchanged retain its default value.

NOTE: All ports on a machine must be unique. The range of port numbers that are given
should preferably be between 1025 and 65535. The Servlet port can have 80 or
443 as port numbers if Default HTTP/HTTPS ports are being used.
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0 Select the Database Type as Oracle from the drop-down list.

The IP / Host Address of the machine on which the corresponding database is installed
be populated.

The Port Number on which the database is listening is displayed.
The SID details are displayed.
The Configuration Schema username is displayed.
Enter the Configuration schema password.
Click Change to initiate the port changes.

To execute PortC. jar in CMD mode:

4. Navigate to the path $F1C_HOME.

5. Enter the command:

jJava —-jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are
changed in the Infrastructure configuration, a message be displayed confirming the changes.
The log, Portchanger . 1og, in the Infrastructure installation path provides the status of port
changes performed.

For above port changes to take effect, a restart of all Infrastructure servers is required.

NOTE: Do not execute the PortC. jar file with CMD option in the nohup mode. The port
changes are done only on Infrastructure web components where EAR/WAR files
are deployed. After the port changes are done, you need to re-create the
EAR/WAR files and re-deploy these files.

18.8 Fetching Tool for OFSAAI Setup Information

Executing the Setuplnfo.jar file available in the $FIC_HOME path helps you retrieve the
related information about the OFSAAI Set up such as Operating System Name and version,
Database Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetuplInfo. jar" in console:
1. Navigate to the path $F1C_HOME.
2. Enter the command:

Java —-jar Setuplnfo.jar

After execution, the output file location is displayed in the console.
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18.9 Encryption Changer

This utility helps you to regenerate the new AESCryptKey.ext file and encrypt all the encrypted
values of the OFSAAI setup according to the new key.

To execute EncryptC. jar in console:
3. Navigate to the path $FIC_HOME.
4. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the configured
Web Application Server. For more information, see Create and Deploy EAR/ WAR files.

18.10 Configuring Infrastructure LDAP

18.10.1  Configuring Infrastructure Configuration Schema

In the Infrastructure "configuration schema”, ensure the following entries in Configuration Table.

PARAM Name Description PARAM Value Example

AUTHENTICATIONTYPE | Authentication type 3 - AUTHENTICATIONTYPE value must be 3
for LDAP

ROOTCONTEXT The Root Context for the dc=<OFSAA>, dc=<com>

LDAP Directory

ROOTDN The Root dn for LDAP cn=<Manager>, dc=<Reveleus>, dc=<com>
directory

ROOTPASS Password for the Root <secret>

LDAPURL LDAP URL <ldap://10.11.12.13.1234/>

LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL
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PARAM Name Description PARAM Value Example
HASHPASS Should the user password be | FALSE or TRUE.
Hashed When HASSPASS is set as FALSE, we need

to have the ROOTDN value as
"uid=ORCLADMIN, ou =Users, dc=OFSAAI,
dc=com". ORCLADMIN is a dummy user, it be
replaced dynamically with the logged in user.

When HASSPASS is set as TRUE, we need to
have the ROOTDN value as "cn=orcladmin,
cn=Users, dc=i-flex,dc=com" and proper
oracladmin LDAP password as ROOTPASS.
First OFSAAI connects to LDAP directory using
orcladmin user and fetches the login user
details and verifies the entered password.

RETRIEVE_DN To retrieve Distinguished TRUE
Name
NOTE: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should be same as in the

slapd. conffile.

18.10.2

Configuring OpenLDAP Files

Copy the reveleusSchema.schema from <Infrastructure Installation
Directory> /Fficapp/common/FICServer/conf/LDAP_LDIF directory to
LDAPServer Schema directory.

Copy the Domains. Idif and Reveleus. ldif files from <Infrastructure
Installation Directory>/ficapp/common/FICServer/conf/LDAP_LDIF directory
to OpenLDAPServer directory.

NOTE: Make sure that the ROOTCONTEXT in the Domains.ldif and

Reveleus. Idif files are the same as slapd.conf file.

Provide the appropriate entries for ROOTDN, ROOTPASS, and ROOTCONTEXT in
slapd.conf file in the OpenLDAPServer directory.

Add the text "include schema/reveleusSchema.schema" as the first line of the
slapd.conf file

NOTE: The above steps of the configuration are for OpenLDAP Server only. If you need

to configure Infrastructure for any other LDAP Server, you have to make the
changes appropriately.
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5. In the command prompt, navigate to the LDAP installation directory and execute the
command "ldapadd -D'"ROOTDN" -w ROOTPASS -f/data/Reveleus.ldif"

This is for creating the entries for Users, User Groups, Functions, Profiles, Segments,
Domains, Roles, and HolidayMaster in the Data information Tree of LDAP.

6. Make an entry in the Domains. Idif file for each Information Domain that is created through
the Infrastructure Ul.

To add an entry corresponding to the new Information Domain to the Domains. Idif file,
add the following block of text with the appropriate values:

NOTE: DSNID refers to Information Domain name.

dn: DSNID=<DSN ID>,ou=Domains,@LDAP_DIRECTORY_ROOTCONTEXT@
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>

Example:

dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1,dc=com
mappedsegments: ~

dsnid: FUSIONMOCK

infodomname: FUSIONMOCK

objectClass: Infodom

objectClass: top

infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"'ROOTDN""  -w
ROOTPASS -f/data/Domains.ldif"

NOTE: You can add entries for multiple Information Domains at the same time.

18.10.3 Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the CSSMS
table, which contains the information entered using the Infrastructure Administration module
under Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:
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1. Invoke the LDAP_Migration.sh filein
$FI1C_HOME/MigrationUtilities/Migration_LDAP/ bin directory. The Select
Source & Destination for Migration window is displayed with the option to migrate the data
from SMS to LDAP or vice versa.

~Select Source & Destination for Migration—

LDAP To SMS
SMS To LDAP

0K Close

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate window is
displayed.

Role
| Segment
Profile
| Holiday
| Function - Role Map
L | User - User Group Map
|| User Group - Role Map

User Group - Domain Map

Migrate Close

You can select the data that you wish to migrate such as Users, User Groups, Functions,
Roles, Segment, Profiles, Holiday Master, Function Role Maps, User - User Group Maps,
User Group Role Map, and User Group- Domain Map.

3. Select the entities that you wish to migrate and click Migrate. The data is migrated and a
confirmation dialog is displayed.

4. You can verify the data migrated to LDAP server through the LDAP Browser.

NOTE: You should also enter the passwords for all the users as passwords are not
migrated in migration process.
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18.11 Configuring OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously" or
"synchronously" execute requested tasks offered by OFSAAI. The configuration steps given
below are to be done only if you are using the Web Services feature of OFSAAI.

18.11.1 Configuring DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web services
framework and the operations to be invoked, corresponding entries are to be made in the
DynamicW SConfig.xml template file.

The variable <WebServer> denotes any one of the application server, that is, WebSphere,
WebLogic, or Tomcat.

The DynamicWSConfig.xml file is available in the <OFSAAI Installation
Directory>/EXEWebService/ <WebServer>/RO0T/conf directory. This file can be placed
in any directory that is accessible by the application and this location must be specified in the
web . xml file, as WSCONF IGF ILE parameter.

The DynamicWSConfig.xml template file is in <WebServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory.

This template is given below:

<XML>

<WEBSERVICES>

<WEBSERVICE CODE=""$CODE"

ENDPOINT="$ENDPOINT" TARGETNAMESPACE=""$TARGETNAMESPACE"
XMLNS_XSD=""$XMLNS_XSD'"" ENCODINGSTYLE=""$ENCODINGSTYLE""
SERVICENAME=""$SERVICENAME" PORTTYPENAME=""$PORTTYPENAME"
SESSION_MAINTAIN_PROPERTY="$SESSION_MAINTAIN_PROPERTY"
USERNAME=""$USERNAME"*

PASSWORD=""$PASSWORD" STYLE="$WEBSERVICESTYLE"
STUBIMPLEMENTAT ION=""$STUBIMPLEMENTAT ION"">

<OPERATION CODE=""$CODE"

NAME=""$NAME"*

SOAPACT ION=""$SOAPACT ION""

STYLE=""$STYLE"

PACKAGENAME=""$PACKAGENAME"">
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<INPUT ORDER=""$ORDER™
PARAMNAME=""$PARAMNAME"*
ARGTYPE="$ARGTYPE"
CLASSNAME=""$CLASSNAME"'/>
<OUTPUT PARAMNAME=""$PARAMNAME"
RETURNTYPE=""$RETURNTYPE"
CLASSNAME=""$CLASSNAME"'/>
</OPERATION>
</WEBSERVICE>
</WEBSERVICES>

</XML>

The DynamicWSConTig.xml file has the placeholders as tabulated below. These have to be
updated depending on the web service chosen and the mode of accessing it. For each Web
service to be accessed, the entire webservice tag in the DynamicWSConfig.xml file must be
repeated. The placeholders tabulated below should be set in accordance to the parameters
published in the third party wsdl files (webservices) to be accessed. The stub class specified
must implement the "com.iflex.Oracle Reveleus.execution.webservice. EXEWebIF" interface.

Oracle Financial Services Software 200 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

18.11.2  Attributes for WEBSERVICE tag

Placeholder Description

$CODE Unique number within the xml file and cannot be 999 or 0.

$ENDPOINT soap: address location in the wsdl: service name tag of the wsdl
file.

$TARGETNAMESPACE The attribute value for the targetNamespace of the wsdl: definitions
tag.

$XMLNS_XSD The attribute value for the xmIns:s of the wsdl :definitions

tag

$ENCODINGSTYLE

The attribute value for the xmIns:soapenc of the wsdl:definitions
tag.

$SERVICENAME Name of the service found under the wsdl:service name tag of the
wsdl file.
$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION_MAINTAIN_PROPERTY

This could be given as "™ also.

$USERNAME User name to access the web services. Enter " if no user name is
required.

$PASSWORD Password to access the web services. Enter "™ if no password is
required.

$WEBSERVICESTYLE This can take either "rpc" in case of DIl mode of invoking web

services or "stub" in case of static mode. This is a mandatory
parameter.

$STUBIMPLEMENTATION

Fully qualified class name (package name.classname).

18.11.3

Attributes for OPERATION tag

Ensure that the "operation tag attributes” are repeated for each of the operation tags.

Placeholder Description

$CODE Should be unique within the Webservice tag.

$NAME The name of the Function that is to be called by the wsdl file.

$SOAPACTION The URL for the Operation to access. This is associated with the Operation
tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is in DIl mode or "stub"” if it is
in static mode. This is a mandatory parameter.

$PACKAGENAME Represents the JAXB package of input object.
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18.11.4  Attributes for INPUT tag

Placeholder Description

$ORDER The sequential number of the INPUT tag. Should start from 0. This is in line
with the input order of the arguments that the APl accepts which is called by
this operation.

$PARAMNAME Input parameter name to be called by the wsdl file.

$ARGTYPE Input Parameter Data Type. If the input argument type is complex object,
specify SARGTYPE as "xmistring".

$CLASSNAME Represents class name of input object parameter.

18.11.5 Attributes for OUTPUT tag

Placeholder Description
$PARAMNAME Output parameter name to be returned by the web service.
$RETURNTYPE Output parameter Data Type. If the web service response is a complex

object, then specify SRETURNTYPE as "object".

$CLASSNAME Represents class name of output object parameter.

18.11.6 web.xml File Entries

e This step is optional and required only if the web application server used is Tomcat. In case
of any other application server, skip and proceed with next step.

Navigate to $F1C_HOME/webroot/WEB- INF/ directory and edit the web . xml file. Set
parameter value DOCSERVICEAPP to EXEWebServiceAXIS.

e Navigate to <OFSAAI Installation
Directory>/EXEWebService/<WebServer>/RO0T/WEB- INF/ directory and edit the
web . xml file as in Note.

NOTE: In case of Java 7, when WebLogic is used as web application server replace
following line of <OFSAAI Installation
Directory>/EXEWebService/Weblogic/ROOT/WEB-INF/web.xml  file that is

<?xml version="1.0' encoding='"UTF-8'?>
<web-app id="WebApp_ID" version="3.0"
xmlns="http://java.sun.com/xml/ns/javaee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemal ocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd" metadata-complete="true">

with
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<?xml version="1.0' encoding='"UTF-8'?>
<web-app xmlns="http://java.sun.com/xml/ns/j2ee"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer Deployment
Path>/ EXEWebService.ear/EXEWebService.war/conf directory. This file can be placed
in any directory that is accessible by the application.

The path where the WSCONF IG file is placed must be specified in place of
$WSCONFIGFILELOCATIONS in the below block of text in web . xmlIfile.

<context-param>

<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$WSCONFIGFILELOCAT ION$</param-value>
<I--Specify the Location of DynamicWSConFig.xml-->

</context-param>
Proxy Settings

The following block of text in web . xml file, replace the <param-value> given in bold below with
appropriate values.

If no values are required, leave the <param-value> blank.
<context-param>

<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOST$</param-value>
<I-- Specify the IP address or hostname of the http proxy server-->
</context-param>

<context-param>

<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>
<param-value>$PROXYPORT$</param-value>

<I--Port Number for the Proxy Server-->
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</context-param>

<context-param>

<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>
<param-value>$PROXYUSERNAME$</param-value>

<I-- User ID To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>
<param-value>$PROXYPASSWORD$</param-value>

<I-- User Password To get authenticated by proxy server-->
</context-param>

<context-param>

<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>
<param-value>$NONPROXYHOST$</param-value>

<I--Hosts for which the proxy settings should get by-passed (Note:
Separate them by | symbol) -->

</context-param>
OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAAI installation and should
be accessible.

Replace $FIC_HOME$ in the following block of text in web.xml with <WebServer
Deployment Path>/EXEWebService.ear/EXEWebService.war.

<context-param>

<description>0FSAAl Web Home</description>
<param-name>FI1C_HOME</param-name>
<param-value>$F1C_HOME$</param-value>

<I--OFSAAIl Installation Directory-->
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</context-param>

<context-param>

<description>0FSAAlI Web Home</description>
<param-name>FIC_PHYSICAL_ HOME</param-name>
<param-value>$FI1C_HOME$</param-value>
<I--OFSAAIl Installation Directory-->

</context-param>
DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web services
framework, and the operation to be invoked, make corresponding entries into this file. This file is
to be placed in the location that is specified in the web . xmlIfile as WSCONFIGFILE parameter.

18.12 Deploying OFSAAI Web Services
You can deploy OFSAAlI Web Services separately if you had not configured OFSAAlI Web
Services as part of the installation.
1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Installation Directory>/EXEWebService/<WebServer>
and execute the command:

./ant.sh

This triggers the EAR/WAR file creation, which is required for the deployment.

3. Deploy the generated EXEWebService.EAR/EXEWebService .WAR file into the Web
Server.

If you have already configured OFSAAI Web Services as part of the installation, deploy the
generated EXEWebService .EAR/EXEWebService .WAR file into the OFSAAI Deployment area
in Web Server profile.

18.13 Configuring Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a
specific value, then the respective parameter entry can be removed/commented off form the
OracleDB. conf file which resides in the path $FIC_DB_HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely
CNF_DEGREE_OF PARALLELISM. This parameter indicates the degree of parallelism to be used
for a DML operation if parallel DML is explicitly enabled in the session with the ENABLE
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PARALLEL DML clause of the ALTER SESSION statement. The default mode of a session is
DISABLE PARALLEL DML. If CNF_DEGREE_OF PARALLELISM is not set, then the default
degree, as decided by Oracle is used.

18.14 Configuring Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which resides in
the path $F1C_APP_HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you need to configure the Message details are
included in Administration - Security Management - User Administrator = User
Maintenance window.

Update the following parameters in the ""NotificationConfig.cfg" file:

Parameter Description

SMTP_SERVER_IP Specify the hostname or IP address of SMTP Server.

SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’, otherwise set value
to 'false’.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be authenticated, otherwise
set to 'false’.

SMTP_USERNAME Username required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if authentication is not
required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that ID must be added.
Exchange server forces you set a valid ID that is there in the exchange
server. (Based on Security settings)

Ensure that the authorized User details are included in Administration = Security
Management 2 User Administrator = User Maintenance window.

18.15 Clearing Application Cache

This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches, navigate
to the following path depending on the WebServer configured and clear the cache:

e Tomcat: <Tomcat installation
directory>/work/Catalina/localhost/<Application name>/org/apache/jsp
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e WebLogic: <Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application
name>/qaelce/jsp_servlet

e WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node
name>/serverl/<Application name>/<.war file name>

18.16 Configuring Password Changes

This section explains about how to modify the OFSAA Infrastructure Config Schema and Atomic
Schema passwords.

18.16.1  Modifying OFSAA Infrastructure Configuration Schema Password

To change the Config Schema password, perform the following steps:
1. Change the Config Schema User Password in the database.
2. Delete the $FIC_HOME/conf/Reveleus.SEC file.
3. Shutdown the OFSAAI App service:
cd $FIC_APP_HOME/common/FICServer/bin
-/ reveleusshutdown.sh

4. Start the Infrastructure Server in foreground directly on the server or through X-Windows
software using the command:

./ reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service starts and initializes itself if it is able to successfully connect to the DB.

5. Post successful startup of the service, if required, the Infrastructure server can be shut down

and restarted in the background using nohup mode.

18.16.2 Modifying OFSAA Infrastructure Atomic Schema Password

To change the Atomic Schema password, perform the following steps:
1. Change the Atomic Schema User Password in the database.

2. Login to the application from the browser using SYSADMN account or any user ID, which has
System Administrator role mapped.

3. Navigate to System Configuration - Database Details window. Select the appropriate
connection and edit the password.
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4. Navigate to Unified Metadata Manager = Technical Metadata = Data Integrator =
Define Sources window. Update the appropriate Source details.

5. If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag
details in Server .xml file from the $CATALINA_HOME/conf directory. (In case of Tomcat

only Atomic <Resource> exist).
6. If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources - JDBC > Data Sources. A list of data sources are populated
on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

7. If you are using WebLogic as Web server:
a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to
Services = JDBC = Data Sources. A list of data sources are populated on the right
side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources must be modified).

8. Restart the OFSAAI services.

18.17 Configuring Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection from
connection pool may face an error. To ensure no such error is encountered, add the line
securerandom.source=Ffile:/dev/./urandom in the java.security configuration file
available in $JAVA_HOME/jre/lib/security/ path.

This must be configured on all the machines or virtual machines where the OFSAAI database
components (Ficdb layer) are installed.

18.18 Configuring Internal Service (Document Upload/ Download)

This step can be ignored if it has already been configured as part of any previous IR /ML
installation.

The Document Upload /Download feature has undergone a change and can now be configured to
use Internal service for document upload / download instead of the earlier ExeWebService.

To facilitate Internal service for document upload/ download, perform the following configurations:
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1. Create the directories download, upload, TempDocument and Temp in the local path of
Web application server and provide Read/Write permission.
e To find the exact location, execute the following query in CONFIG schema:

select localpath from web_server_info

e To create directories with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage directory in the FTPSHARE location of APP tier and provide Read/Write
permission.
e To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app_server_info
e To create directory with Read/Write permission, execute the command:
mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to FALSE in
the Configuration table in CONFIG schema and hence the application “ExeWebService” is not
used. It is recommended that the value to be set to FALSE and use the Internal service for
document upload/ downloads. If you intend to continue using the External ExeWebService, set
the value to TRUE.

Navigate to $FI1C_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier and type
Jant.sh. This triggers the creation of EAR/WAR file EXEWebService.ear/.war.

The EAR/WAR file EXEWebService.ear/.war is created in
$FIC_HOME/EXEWebService/<WEBSERVER_TYPE> directory of WEB tier. Redeploy the
generated EAR/WAR file onto your configured web application server.
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19 Appendix J: Patching DM Pack Installation

Oracle strongly recommends installing the latest available patch set to be up-to-date with the
various releases of the OFSAA Infrastructure product.

See http://support.oracle.com for more information on latest releases.
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20 Appendix K: Grants for Atomic/ Config Schema

This appendix includes the following sections:

Grants for Atomic Schema

Grants for Config Schema

Grants for Config Schema Entities for Atomic Users

20.1 Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located in
$FIC_HOME/privileges_atomic_user.sql file

grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

Ccreate

Create

create

Create

create

create

Create

SESSION to &database username
PROCEDURE to &database username
SEQUENCE to &database username
TABLE to &database username
TRIGGER to &database username
VIEW to &database_username

MATERIALIZED VIEW to &database_username

olap_user to &database username

select

create

on SYS.V_$PARAMETER to &database_username

SYNONYM to &database_ username

NOTE:

If you intend to use Oracle OLAP feature, execute the below grant on all ATOMIC
schema(s) grant olap_user to &database_username

20.2 Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located in
$FIC_HOME/privileges_config_user.sql file

The following are the Grants for Config Schema:

grant create SESSION to &database_username

/

grant create PROCEDURE to &database username

/

grant create SEQUENCE to &database username

/
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grant create TABLE to &database_ username

grant create TRIGGER to &database username

grant create VIEW to &database username

grant create MATERIALIZED VIEW to &database username
grant olap_user to &database username

érant select on SYS_.V_$PARAMETER to &database_username

grant create SYNONYM to &database_username

/

20.3 Grants on Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This can be
located in $F1C_HOME/config_table_privileges_for_atomic_user.sql file.

The following are the Grants for Config Schema entities for Atomic Users:
grant select on CSSMS_USR_PROFILE to &database username

grant select on CSSMS_ROLE_MAST to &database username

grant select on CSSMS_GROUP_MAST to &database username

grant select on CSSMS_FUNCTION_MAST to &database username

grant select on CSSMS_USR_GROUP_MAP to &database_username

grant select on CSSMS USR_GROUP_DSN_SEG MAP to &database username
grant select on CSSMS_ROLE_FUNCTION_MAP to &database_username
grant select on CSSMS_GROUP_ROLE_MAP to &database_username

grant select on CSSMS_SEGMENT_MAST to &database_ username

grant select on BATCH_TASK to &database username

érant select on CSSMS _USR_DSN_SEG_MAP to &database username
grant select on CSSMS_USR_ROLE _MAP to &database username

érant select on CSSMS_METADATA SEGMENT_MAP to &database_username
grant select on BATCH _RUN to &database username

grant select on PR2_FILTERS to &database username

érant select on PR2_TASK_FILTER to &database username
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grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select
delete
insert
update
select
select
delete
insert
update
select

delete

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

PR2_TASK_FILTER _DETAIL to &database username
ST _STRESS MASTER to &database username
ST_SCENARIO_MASTER to &database username
ST_SHOCK_MASTER to &database_username
BATCH_MASTER to &database username
ICC_MESSAGELOG to &database_username
PR2_MASTER to &database_username
PR2_RUN_REQUEST to &database_username
MF_MODEL_SCRIPT_MASTER to &database_ username
MF_INPUT_VALUES to &database_username
MF_MODEL_OUTPUT_VALUES to &database_ username
DB_MASTER to &database_username

DSNMASTER to &database username

pr2_rule_map to &database username
pr2_rule_map pr to &database username
pr2_rule_map pr to &database username
pr2_rule_map pr to &database username
pr2_rule_map_pr to &database username
pr2_rule_map_pr_tmp to &database_ username
pr2_rule_map_pr_tmp to &database_username
pr2_rule_map_pr_tmp to &database_ username
pr2_rule_map_pr_tmp to &database_ username
pr2_rule_map_exclude to &database_username
pr2_rule_map_exclude pr to &database username
pr2_rule_map_exclude_pr to &database username
pr2_rule_map_exclude pr to &database username
pr2_rule_map_exclude_pr to &database username

pr2_rule_map_exclude pr_tmp to &database_ username
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/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

insert
update
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

pr2_rule_map_exclude pr_tmp to &database_ username
pr2_rule_map_exclude_pr_tmp to &database_username
pr2_rule_map_exclude pr_tmp to &database_ username
pr2_run_object to &database_ username
pr2_run_object_member to &database_username
pr2_run_map to &database_username
pr2_run_execution_b to &database_username
pr2_run_execution_filter to &database_ username
pr2_firerun_filter to &database_username
pr2_filters to &database_username

configuration to &database_ username
batch_parameter to &database username
component_master to &database_username
MDB_OBJECT_TYPE_ATT_LAYOUT to &database_username
REV_OBJECT _ATTRIBUTE DTL to &database username
FORMS_LOCALE_MASTER to &database_ username
mdb_object dependencies to &database_username
mdb_execution_details to &database username
REV_STAT_DATA to &database_username
REV_OBJECT_REPOSITORY_B to &database_username
REV_OBJECT_REPOSITORY_TL to &database_username
REV_OBJECT_ATTRIBUTE_DTL_MLS to &database_username
REV_OBJECT_APPLICATION_MAP to &database_username
MDB_0OBJ_EXPR_DETAILS to &database username
MDB_EXECUTION_DETAILS to &database_username
REV_OBJECT_TYPES_CD to &database_ username

REV_OBJECT _TYPES MLS to &database username
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grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant
grant

grant

select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
select
delete
insert
update
select
select
select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

REV_APPLICATIONS_CD to &database_ username
REV_APPLICATIONS MLS to &database username
METADATA BROWSER_LOCALE to &database_username
MDB_STAT DATA to &database username
MDB_OBJECT_TYPE_LAYOUT to &database username
ofsa _md_id_ref to &database_username
MDB_ETL_MAPPING to &database_username
setupinfo to &database_username
LOCALEREPOSITORY to &database_username
MF_MODEL_MASTER to &database_username
MF_SANDBOX_ MASTER to &database username
MF_VARIABLE_MASTER to &database_username
MF_TECHNIQUE_MASTER to &database_username
MDB_RULE_SOURCE_HEADER to &database username
MDB_RULE_TARGET_HEADER to &database username
MDB_RULE_TARGET_MEMBER_HEADER to &database_ username
MDB_RULE_GRID_DATA to &database_ username
MDB_MODEL_MAPPING to &database username
AAI_MAP_MAPPER to &database_username
AAl_MAP_MAPPER to &database username
AA1_MAP_MAPPER to &database_username
AAl_MAP_MAPPER to &database username
RTI_UI_EXCLUDE_PDM_LIST to &database_username
RTI_VIR_PHY_TBL_NAME to &database_username

infodom_patches to &database username
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21 Appendix L: DM Pack XML Files

21.1 OFS_DM_PACK.xml

2111

The OFS_DM_PACK.xml file holds details on the various products that are packaged together in
DM Application Pack.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to installing the DM Application Pack in SILENT mode, it is mandatory to update
this file.

|<APP_PACK CONFIG>

{ NAME>
{ DESCRIPTION>

' PRCE DESCRIFTICH»Applications for Data Management</AFF_PA
<VERSION>8.0.0.0.0</VERSION>
] <RPP»
<APP_ID PREREQ="" DEF_SEL FLG="YES" ENAELE="YES">OFS_AAI</AFF_ID>
<LPP_NAME>Financial Services Analytical Applications Infrastructure</AFP_NZME>
<APF DE3CRIPTION>Base Infrastructure for Analytical Applications</APF DESCRIFTION>
<VERSION>8.0.0.0.0</VERSION>
</RPPx
] <APFE>
<RPP_ID PREREQ="OFS RAT" ENABLE="YES">OFS_GLRECON</RFF_ID>
<RFF_NAME>Financial Services Analytical Applications Reconciliation Framework</RPF_NAME>
<AFE_DESCRIFTION>Framework for General Ledger Reconciliation</AFF_DESCRIFTION>
<VERSICN>8.0.0.0.0</VERSION>
H </REFE>
| <LEE>
<RPF_ID PREREQ="OF5 _AAT" ENABLE="YES">OFS DGS</AFE_ID»
<APP_NAME>Financial Services Data Governance for US Regqulatory Reporting</APP_NRME»
<APP_DESCRIFTION:>Data Governance Studio</AFP DESCRIPTICN>
<VERSION>8.0.0.0.0</VERSION>
</REEx
)| <APE>
<RFE_ID PREREQ="OFS RAI" ENAELE="YES">0F5_DGS_EBA</RFF_ID>
<APF NAME>Financial Services Data Governance for EBA Regulatory Reporting</AFF NRME>
<APF_DESCRIPTION>Data Governance Studio</LPP_DESCRIFTION>
<VERSION>8.0.0.0.0</VERSION>

</REE>
-</APP_PACK_CONFIG>

Configuring OFS_DM_PACK.XML file

The OFS_DM_PACK.xml file holds details on the various OFSAA products that are packaged in a
particular Application Pack.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to installing the OFSAA Application Pack in SILENT mode, it is
mandatory to update this file.

NOTE: If you are installing in the GUI mode, then this file is not updated.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(Y/'N) Permissible Value
APP_PACK_ID Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Identifier
APP_PACK_NAME Unique Y Unique Seeded DO NOT modify this
Application Pack Value value.
Name
APP_PACK_DESCRIPTION Unique Y Unique Seeded DO NOT maodify this
Application Pack Value value.
Description
VERSION Unique release Y Unique Seeded DO NOT modify this
version Value value.
APP Unique Y Unique Seeded DO NOT remove
Application Value these tags.
Entries
APP_ID Unique Y Unique Seeded DO NOT modify this
Application Value value.
Identifier
APP_ID/ PREREQ Prerequisite Y Unique Seeded For most
Application/ Value applications
Product Infrastructure is the
prerequisite set. For
certain other
applications, an
appropriate
Application ID
would be set.
DO NOT modify this
value.
APP_ID/ DEF_SEL_FLAG Default Selected Y Default - YES In all Application
Flag Packs,
Infrastructure would
have this value set
to “YES”. DO NOT
modify this value.
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Tag Name/ Attribute Name Description Mandatory | Default Value/ Comments
(Y/'N) Permissible Value
APP_ID/ ENABLE Enable YES if Default: Set this attribute-
Application/ installing in | YES for Infrastructure | value to YES
Product SILENT NO for Others against every
mode. Permissible: YES or | APP_ID which is
NO licensed and should
be enabled for use.
Note: Application/
Product once
enabled cannot be
disabled. However,
Application/ Product
not enabled during
installation can be
enabled later
through the
Administration UI.
APP_NAME Unique Y Unigue Seeded DO NOT modify this
Application/ Value value.
Product Name
APP_DESCRIPTION Unique Y Unique Seeded DO NOT modify this
Application/ Value value.
Product Name
VERSION Unique release Y Unique Seeded DO NOT maodify this
version Value value.
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21.2 OFS_DM_SCHEMA_IN.xm|

The OFS_DM_SCHEMA IN_XML file contains details on the various application schemas that
should be created prior to the DM Application Pack installation.

This section details the various tags/ parameters available in the file and the values that must be
updated. Prior to executing the schema creator utility, it is mandatory to update this file.

K_ID>0FS_DM PACK</RPF PACH ID>
/JDBC_URL>
BC_DRIVER»oracle.jdbc.driver.OracleDriver</JOEC_DRIVER>

"OFS_DGS _DATA TBS" VALUE="DGS DATA TABLE SPACE" DA LE="<..>/dgs_data tablespacel.dbf" SIZE="1096M" RUTOEXIEND="OFE" />
5 _DGS_INDEX TBS" VALUE="DGS_INDEX TABLE SPAC] E="<..>/dgs_index tablespacel.dbf" SIZE="1096M" RUTCEXTEND="OFF" />

</TRBLESFRCES>

<SCHEMAS>

" NAME="ofsaaatm" Ei

21.2.1 Configuring OFS_DM_SCHEMA_IN.XML File

Creating database schemas, object with schemas and assigning appropriate grants are the
primary steps in the installation process of OFSAA Applications. The OFS_DM_SCHEMA_IN_xml

file contains details on the various application schemas that should be created prior to the
Application Pack installation.

The following table gives details about the various tags/ parameters available in the file and the
values that must be updated. Prior to executing the schema creator utility, it is mandatory to
update this file.

Tag Name/ Description Mandatory Default Value/ Comments

Attribute Name (Y/N) Permissible Value

<SCHEMA>/ Enter the available N Default — USERS Modify this value to

DEFAULTTABLES| default tablespace for DB Permissible — Any existing associate any valid

PACE User. valid tablespace name. tablespace with the
Note: schema.

If this attribute is left
blank, then USERS is set
as the default tablespace.

<SCHEMA>/ Enter the available N Default — TEMP Modify this value to

TEMPTABLESPA | temporary tablespace for Permissible — Any existing associate any valid

CE the DB User. valid temporary tablespace tablespace with the
Note: name. schema.

If this attribute is left
blank, then TEMP is set
as the default tablespace.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<SCHEMA>/ Enter the quota to be set | N Example, Modify this value to
QUOTA on 600M/m grant the specified
DEFAULTTABLESPACE guota on the
attribute for the schema/ 20G/g mentioned
user. By default, the UNLIMITED/unlimited tablespace to the
guota size is set to 500M. user.
Minimum: 500M or
Unlimited on default
Tablespace
Enter the name of the Permissible length is 16 Enter this field in
<SCHEMA>/ Information Domain to N characters and only UPPERCASE.
INFODOM associate this schema. alphanumeric characters

The schema creator utility]
automatically derives an
Information Domain
Name based on the
Application Pack if no
value is specified for this
attribute.

(Optional for
Atomic and
mandatory for
sandbox )

allowed. No special
characters allowed.

<APP_PACK_ID>

Unique Application Pack
Identifier

Unique Seeded Value

DO NOT modify this
value.

<JDBC_URL>

Enter the JDBC URL.

Note: You can enter RAC
and NON-RAC enabled
database connectivity
URL.

Example,

jdbc:oracle:thin: @<HOST/IP>
:<PORT>:<SID>

or

jdbc:oracle:thin:@//[HOST][:P
ORT]/SERVICE

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=[HOST])(port=[PORT])
)J(ADDRESS=(PROTOCOL=T
CP)(HOST=[HOST])(PORT=[
PORT]))(LOAD_BALANCE=y
es)(FAILOVER=yes))(CONNE
CT_DATA=(SERVICE_NAME
=[SERVICE])))

For example,
jdbc:oracle:thin:@//dbhost.ser
ver.com:1521/servicel

or

jdbc:oracle:thin:@//dbshost.s
erver.com:1521/scan-1

or

jdbc:oracle:thin: @(DESCRIP
TION=(ADDRESS_LIST=(AD
DRESS=(PROTOCOL=TCP)(
HOST=dbhost1.server.com)(p
ort=1521))(ADDRESS=(PRO
TOCOL=TCP)(HOST=dbhost

2.server.com)(PORT=1521))(
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Tag Name/
Attribute Name

Description

Mandatory
(YIN)

Default Value/
Permissible Value

Comments

LOAD_BALANCE=yes)(FAIL
OVER=yes))(CONNECT_DA
TA=(SERVICE_NAME=servic

el)))

<JDBC_DRIVER>

By default this driver
name is seeded.

Note: Do not edit this
attribute value.

Example:

oracle.jdbc.driver.OracleDrive
r

Only JDBC Thin
Driver is supported.
DO NOT maodify this
value.

<HOST>

Enter the Hostname/ IP
Address of the system on
which you are installing
the OFSAA components.

Host Name/ IP Address

<SETUPINFO>/
NAME

Enter the acronym for the
type of implementation.
This information be
displayed in the OFSAA
Home Page.

Note: On executing the
schema creator utility,
this value be prefixed
with each schema name.
For example:
dev_ofsaaconf,
uat_ofsaaatm.

Accepts strings with a
minimum length of two and
maximum of four.

Example,
DEV, SIT, PROD

This name would
appear in the OFSAA
Landing Page as
“Connected To: xxxx”

The schemas being
created would get
this prefix. For E.g.
dev_ofsaaconf,
uat_ofsaaconf etc.

<SETUPINFO>/
PREFIX_SCHEMA
_NAME

Identifies if the value
specified in
<SETUPINFO>/ NAME
attribute should be
prefixed to the schema
name.

YES or NO

Default value is YES.

<PASSWORD>/
APPLYSAMEFOR
ALL

Enter as Y if you want to
apply the password
specified in DEFAULT
attribute for all the
schemas.

If you enter as N, you
need to provide individual
passwords for all
schemas.

Note: In case you have
entered Y in
APPLYSAMEFORALL
attribute and also have
specified individual
passwords for all the
schemas, then the
specified individual
passwords take
precedence.

Default — N
Permissible — Y or N

Note: Setting this
attribute value is
mandatory, If
DEFAULT attribute is
set.
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<PASSWORD>/ Enter the password if you N _The maximum length z_illowed
want to set a default is 30 characters. Special
DEFAULT* password for all characters are not allowed.
schemas.
Note: You also need to
set
APPLYSAMEFORALL
attribute as Y to apply the
default password for all
the schemas.
<SCHEMA>/ The different types of Y ATOMIC/CONFIG/SANDBOX| Only One CONFIG
TYPE schemas that are /ADDON schema can exist in
supported in this release the file.
are ATOMIC, CONFIG, . This schema
SANDBOX, and ADDON. Note: identifies as the
By default, the schemas SANDBOX AND ADDON CONFIGURATION
types are seeded based schemas are not applicable | schema that holds
on the Application Pack. for OFS AAAI Application the OFSAA setup
Note: Do not edit this Pack. details and other
o metadata
attribute value. information.
Multiple ATOMIC/
SANDBOX/ ADDON
schemas can exist in
the file.
ATOMIC schema
refers to the
Information Domain
schema. SANDBOX
schema refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema (not
applicable for this
Application Pack).
<SCHEMA.>/ By default, the schemas | Y The permissible length is 15 | SETUPINFO/ NAME
NAME names are seeded based characters and only attribute value would
on the Application Pack. alphanumeric characters be prefixed to the
You can edit the schema allowed. No special schema name being
names if required. characters allowed except created.
Note: underscore ‘. For E.g. if name is
) set as ‘ofsaaatm’ and
The Schema Names setupinfo as ‘uat’
have a prefix of the then schema being
SETUPINFO/ NAME created would be
attribute. ‘uat_ofsaaatm’.
SCHEMA NAME must be NAME should be
same for all the ATOMIC same where
Schemas of applications APP GRP=1 for all
within an Application SCHEMA tags (Not
Pack. applicable for this
Application Pack).
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Tag Name/ Description Mandatory Default Value/ Comments
Attribute Name (Y/N) Permissible Value
<SCHEMA>/ Enter the password of the| N The maximum length allowed | Note: You need to
PASSWORD* schema to be created. is 30 characters. Special mandatorily enter the
Note: characters are not allowed. password if you have
. . . set the
glthli attatrlbl#]e is left . <PASSWORD>/
spaench;ie dei"r‘] thi passwor APPLYSAMEFORAL
<PASSWORD>/DEFAUL L attribute as N.
T attribute is applied as
the Schema Password.
<SCHEMA>/ By default, the Y Unique Seeded Value Identifies the
APP_ID Application ID is seeded Application/ Product

based on the Application
Pack.

Note: Do not edit this
attribute value.

for which the schema
is being created.

DO NOT modify this
value.

*On successful execution of the utility, the entered passwords in the OFS_DM_SCHEMA_ IN.xml file are nullified.
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22 Appendix M: OFSAAI_InstallConfig.xml file

22.1 Configuring OFSAAI_InstallConfig.xml file

Perform the following steps to configure OFSAAI_InstallConfig.xml file:

1. Navigate to OFS_DM_PACK/OFS_AAl/conf/ directory.

2. Open the file OFSAAl _InstallConfig.xml in text editor.

3. Configure the OFSAAIL _InstallConfig.xml as mentioned in the below table:

4. You need to manually set the InteractionVariable parameter values as mentioned in the table.
If a value is not applicable, enter NA and ensure that the value is not entered as NULL.

Interaction Variable Name | Significance and Expected Value Mandatory

<Layer name="GENERAL">

WEBAPPSERVERTYPE Identifies the web application server on which the OFSAA Infrastructure | Yes
web components would be deployed.

The below numeric value should be set depending on the type:
Apache Tomcat =1

IBM WebSphere Application Server = 2

Oracle WebLogic Server = 3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari able>

DBSERVER_IP Identifies the hostname or IP address of the system on which the Yes
Database Engine is hosted.

Note: For RAC Database , the value should be NA.

For example, <InteractionVariable name="DBSERVER _
IP">14.15.16.17</InteractionVariable> or

<InteractionVariable name="DBSERVER_
IP">dbhost.server.com</InteractionVariable

>
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Interaction Variable Name

Significance and Expected Value

Mandatory

ORACLE_SID/SERVICE_
NAME

Identifies the Oracle DB Instance SID or SERVICE_NAME

Note: The Oracle_SID value should be exactly the same as it is
mentioned in JDBC_URL.

For example, <InteractionVariable name="ORACLE_SID/SERVICE _
NAME">ofsaser</InteractionVariable>

Yes

ABS_DRIVER_PATH

Identifies the directory where the JDBC driver (ojdbc<version>.jar)
exists. This would typically be the

$ORACLE_HOME/jdbc/lib

For example, <InteractionVariable name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

Note: Refer Appendix N for identifying the correct “ojdbc<version>.jar”

version to be copied.

Yes

OLAP_SERVER _
IMPLEMENTATION

Identifies if the OFSAA Infrastructure OLAP component needs to be
configured depending on whether you intend to use the OLAP feature.
The below numeric value should be set depending on the choice:

YES-1
NO -0

No

Note:Ifvaluefor OLAP_SERVER_IMPLEMENTATIONis setto 1, itchecksforfollowing environment variables are set in

.profile:

ARBORPATH,HYPERION_HOMEand ESSBASEPATH.

SFTP_ENABLE

Identifies if the SFTP (Secure File Transfer Protocol) feature is to be
enabled. The below numeric value should be set depending on the
choice:

SFTP-1
FTP-0

Yes
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Interaction Variable Name | Significance and Expected Value Mandatory

Identifies the port used for the file transfer service. The default value Yes
FILE_TRANSFER_PORT specified is 22 (SFTP). Specify value as 21 or any other PORT value if
value for SFTP_ENABLE s 0.

For example, <InteractionVariable name="FILE_TRANSFER_
PORT">21</InteractionVariable>

Identifies the locale information to be used during the installation. This | Yes
release of the OFSAA Infrastructure supports only US English.

For example, <InteractionVariable
name=""LOCALE'">en_US</InteractionVariable>

LOCALE

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default values
mentioned below are set in the installation. If you intend to specify a different value, update the parameter value
accordingly and ensure this port value is in the range of 1025 to 65535and the respective portis enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
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Interaction Variable Name

Significance and Expected Value

Mandatory

AMPORT

6505

Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a trusted CA and the
same is configured on your web application server.

HTTPS_ENABLE

Identifies if the Ul should be accessed using HTTP or HTTPS scheme.
The default value set is 0. The below numeric value should be set

depending on the choice:
YES-1
NO -0

For example, <InteractionVariable
name="HTTPS_ENABLE">0</InteractionVariable>

Yes

WEB_SERVER_IP

Identifies the HTTP Server IP/ Hosthame or Web Application Server IP/
Hostname, to be used for accessing the Ul. This IP would typically be
the HTTP Server IP.

If no separate HTTP Server is available, the value should be Web
Application Server IP/Hosthame.

For example, <InteractionVariable name="WEB_SERVER_
IP">10.11.12.13</InteractionVariable>
or

<InteractionVariable name="WEB_SERVER_

IP">myweb.server.com</InteractionVariable>

No

WEB_SERVER_PORT

Identifies the Web Server Port. This would typically be 80 for non SSL
and 443 for SSL. If no separate HTTP Server exists, the value should
be the port configured for Web Server.

Note: The port value will not be accepted as 80 if HTTPS_ENABLEis 1
and as 443, if HTTPS_ENABLEis 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>

No
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Interaction Variable Name | Significance and Expected Value Mandatory

CONTEXT_NAME Identifies the web application context name which will be used to built Yes

the URL to access the OFSAA applications. The context name can be

identified from a URL as below:
<scheme>://<host>:<port>/<context-name>/1o gin.jsp
Sample URL:

https://myweb:443/o0fsaadev/login. jsp

For example, <InteractionVariable name="CONTEXT__
NAME">ofsaadev</InteractionVariable>

Identifies the absolute path of the exploded .ear file on the web Yes
application server.

For Tomcat, specify the Tomcat directory path till

/webapps, such as

/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as

<WebSphere profile directory>/installedApps/

<NodeCellName>. For example,
/data2/test//WebSphere/AppServer/profiles/

<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-imf is Host name.

For WebLogic, provide the WebLogic home directory path as
/<WebLogic home directory path>/bea/wliserver_10.3

WEBAPP_CONTEXT_PAT
H

Identifies the absolute path to any directory on the web application Yes
server that can hold temporary files being uploaded as part of the
applications usage.

Note: In case of a clustered deployment, ensure this path and directory
is same on all the nodes.

WEB_LOCAL_PATH
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Interaction Variable Name | Significance and Expected Value Mandatory
Identifies the WebLogic Domain Home. Specify the value only if No

WEBLOGIC_DOMAIN_HO WEBSERVERTYPE is set as 3 (WebLogic).

ME For example, <InteractionVariable name="WEBLOGIC_DOMAIN_

HOME">/home/weblogic/bealuser_ projects/domains/mydomain
</InteractionVariable>

Identifies the absolute path to the directory identified as file system Yes
stage area.

Note:

The directory should exist on the same system on which the OFSAA
Infrastructure is being installed (can be on a separate mount).

The user mentioned in APP_SFTP_USER_ID parameter below should
have RWX permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_PATH">">/oradata6/revwb7/ftpshare</Interac
tionVariable>

OFSAAI_FTPSHARE_PATH

Identifies the user who has RWX permissions on the directory identified | Yes

OFSAAI_SFTP_USER_ID under parameter APP_FTPSHARE_PATH above.
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InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

<Layer name="GENERAL">

WEBAPPSERVERTYPE

Identifies the web application server on which the
OFSAA Infrastructure web components would be
deployed.

The below numeric value should be set depending
on the type:

Apache Tomcat = 1
IBM WebSphere Application Server = 2
Oracle WebLogic Server =3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</InteractionVari
able>

Yes

DBSERVER_IP

Identifies the hostname or IP address of the system
on which the Database Engine is hosted.

Note: For RAC Database , the value should be NA.

For example, <InteractionVariable
name="DBSERVER_IP">14.15.16.17</InteractionV
ariable> or

<InteractionVariable name="DBSERVER_
IP">dbhost.server.com</InteractionVariable>

Yes

ORACLE_SID/SERVICE_
NAME

Identifies the Oracle DB Instance SID or
SERVICE_NAME

Note: The Oracle_SID value should be exactly the
same as it is mentioned in JDBC_URL.

For example, <InteractionVariable
name="ORACLE_SID/SERVICE _

NAME">ofsaser</InteractionVariable>

Yes

ABS_DRIVER_PATH

Identifies the directory where the JDBC driver
(ojdbc<version>.jar) exists. This would typically be
the SORACLE_HOME/jdbc/lib

For example, <InteractionVariable
name="ABS_DRIVER_
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

Note: See Appendix P for identifying the correct
“ojdbc<version>.jar” version to be copied.

Yes

OLAP_SERVER _
IMPLEMENTATION

Identifies if the OFSAA Infrastructure OLAP
component needs to be configured depending on
whether you intend to use the OLAP feature. The
below numeric value should be set depending on the
choice:

No
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InteractionVariable Name Significance and Expected Value Mandatory
Y/N
YES-1
NO -0

Note:IfvalueforOLAP_SERVER_IMPLEMENTATION issetto1, itchecksforfollowing environment
variables are setin .profile:

ARBORPATH, HYPERION_HOME and ESSBASEPATH.

SFTP_ENABLE Identifies if the SFTP (Secure File Transfer Protocol)| Yes
feature is to be enabled. The below numeric value
should be set depending on the choice:

SFTP -1
FTP-0

Note: The default value for SFTP_ENABLE is 1, which signifies that SFTP be used. Oracle
recommends using SFTP instead of FTP because SFTP is considered more secure. However, a client
may choose to ignore this recommendation and to use FTP by setting SFTP_ENABLE to 0. This
selection may be changed later by using the OFSAAI administration interface. For example,
<InteractionVariable name="SFTP_ENABLE">0</InteractionVariable>

FILE_TRANSFER_PORT Identifies the port used for the file transfer service. | Yes
The default value specified is 22 (SFTP). Specify
value as 21 or any other PORT value if value for
SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE_TRANSFER_
PORT">21</InteractionVariable>

LOCALE Identifies the locale information to be used during Yes
the installation. This release of the OFSAA
Infrastructure supports only US English.

For example, <InteractionVariable
name="LOCALE">en_US</InteractionVariable>

Note: The below ports are used internally by the various OFSAA Infrastructure services. The default
values mentioned below are set in the installation. If you intend to specify a different value, update the
parameter value accordingly and ensure this port value is in the range of 1025 to 65535 and the
respective portis enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
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InteractionVariable Name Significance and Expected Value Mandatory
Y/N
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

Note: If value for HTTPS_ENABLE is set to 1, ensure you have a valid certificate available from a
trusted CA and the same is configured on your web application server.

HTTPS_ENABLE

Identifies if the Ul should be accessed using HTTP
or HTTPS scheme. The default value set is 0. The
below numeric value should be set depending on
the choice:

YES-1
NO -0

For example, <InteractionVariable
name="HTTPS_ENABLE">0</InteractionVariable>

Yes

WEB_SERVER_IP

Identifies the HTTP Server IP/ Hostname or Web
Application Server IP/ Hostname, to be used for
accessing the Ul. This IP would typically be the
HTTP Server IP.

If no separate HTTP Server is available, the value
should be Web Application Server IP/Hostname.

For example, <InteractionVariable
name="WEB_SERVER _
IP">10.11.12.13</InteractionVariable>

or

<InteractionVariable name="WEB_SERVER _
IP">myweb.server.com</InteractionVariable>

No

WEB_SERVER_PORT

Identifies the Web Server Port. This would typically
be 80 for non SSL and 443 for SSL. If no separate
HTTP Server exists, the value should be the port
configured for Web Application Server.

Note: The port value not be accepted as 80 if
HTTPS_ENABLE is 1 and as 443, if
HTTPS_ENABLE is 0.

For example, <InteractionVariable name="WEB_
SERVER_PORT">80</InteractionVariable>

Yes

CONTEXT_NAME

Identifies the web application context name which
be used to built the URL to access the OFSAA
applications. The context name can be identified
from a URL as below:

<scheme>://<host>:<port>/<context-name>/lo
gin.jsp
Sample URL:

Yes
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InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

https://myweb:443/ofsaadev/login.jsp

For example, <InteractionVariable
name="CONTEXT _
NAME">ofsaadev</InteractionVariable>

WEBAPP_CONTEXT_PATH

Identifies the absolute path of the exploded .ear file
on the web application server.

For Tomcat, specify the Tomcat directory path till
Iwebapps, such as
/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere path as
<WebSphere profile directory>/installedApps/
<NodeCelIName>. For example,
/data2/test//WebSphere/AppServer/profiles/
<Profile_

Name>/installedApps/aix-imfNode01Cell. Where aix-
imf is Host name.

For WebLogic, provide the WebLogic home directory
path as /<WebLogic home directory
path>/bea/wiserver_10.3

Note: For WebLogic, value specified for this
attribute is ignored and value provided against
attribute WEBLOGIC_DOMAIN_HOME is
considered.

Yes

WEB_LOCAL_PATH

Identifies the absolute path to any directory on the
web application server that can hold temporary files
being uploaded as part of the applications usage.

Note: In case of a clustered deployment, ensure this
path and directory is same on all the nodes.

Yes

WEBLOGIC_DOMAIN_HOME

Identifies the WebLogic Domain Home.

For example, <InteractionVariable
name="WEBLOGIC_DOMAIN_

HOME">/home/weblogic/bealuser_
projects/domains/mydomain

</InteractionVariable>

Yes

Specify the
value only if
WEBSERVERT
YPE is set as 3

(WebLogic)

OFSAAI_FTPSHARE_PATH

Identifies the absolute path to the directory identified
as file system stage area.

Note:

1.The directory should exist on the same system on
which the OFSAA Infrastructure is being installed
(can be on a separate mount).

2.The user mentioned in APP_SFTP_USER _ID

Yes
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InteractionVariable Name

Significance and Expected Value

Mandatory
Y/N

parameter below should have RWX permission on

the directory.

For example, <InteractionVariable

name="APP_FTPSHARE_PATH">">/oradata6/revw

b7/ftpshare</InteractionVariable>

OFSAAI_SFTP_USER_ID

Identifies the user who has RWX permissions on the| Yes

directory identified under parameter
APP_FTPSHARE_PATH above.
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23

23.11

23.1.2

Appendix N: Migration for Excel Upload

This appendix provides detailed instructions to migrate for excel upload.

Prerequisites

Data model in ATOMIC schemas should be same on the source and target setups.
OFS AAI (platform) patch level version should be same on the source and target setups.
PL/SQL Developer to connect and query the database.

WinSCP to connect and access server file system.

Migration for Excel Upload

To migrate, perform the following steps:

1. Open PL/SQL Developer and log in to the source setup’s configuration (CONFIG) schema
with assigned Username and Password.

2. Query the data of table EXCEL_MAPPING_MASTER in a new SQL window.

3. Open a new session in PL/SQL developer and log in to the target setup’s configuration
(CONFIG) schema with assigned Username and Password.

4. Insert the records from Step 1 to this table.

5. Update the infodom name with the target infodom name in V_INFODOM column of
EXCEL_MAPPING_MASTER table.

NOTE: If all the mappings can work out of the single target Infodom, update same
Infodom value across all rows. If only few mappings work out of the target
infodom, update the infodom value for selective records. Kindly note, excel upload
mappings work only if the target infodom has same data model entities as used in
the mappings defined on source setup.

6. Update V_CREATED_BY column with the name of any user present in the target setup that
has appropriate roles to perform Excel Upload tasks.

NOTE: It is mandatory to update values for V_INFODOM and V_CREATED_BY columns.

7. Open WInSCP and login a new session by entering the host name, port number, user name
and password to access the source setup.

8. Navigate to FTPSHARE directory.
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9. Copy the excel-entity mapping xml file(s) which are located in this directory according to their
directory structure on to your desktop. For example: /ftpshare
/ISTAGE/ExcelUpload/$SOURCE_ INFODOM_NAME/$EXCEL_FILE_NAME.xml

NOTE: Actual file name of Excel Sheet is mentioned in the V_EXCEL_NAME column of
EXCEL_MAPPING_MASTER table.

10. Copy the excel templates (.xls/ .xIsx) file(s) which are located in this directory according to
their directory structure on to your desktop. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/*.xls or *.xlIsx

NOTE: Ignore this step if files are not present at the location.

11. Log in to a new session in WinSCP with the host name, port number, user name and
password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/Ttpshare/STAGE/ExcelUpload/$TARGET_INFODOM_NAME/$EXCEL_FILE_NAME . xml

NOTE: $TARGET_INFODOM_NAME should be target setup infodom in which you have
uploaded the appropriate data model and the name should be same as the
V_INFODOM column value updated in EXCEL_MAPPING_MASTER table.

13. Copy the xIs/ xIsx file(s) from Step 3 to the below location in target setup. For example:
/Ttpshare/STAGE/ExcelUpload/TEMPLATE/*.xls or *.xlIsx

NOTE: Ignore this step if files are not present at the location.
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24 Appendix O: JDBC Jar Files

The ojdbc<version>. jar file should be copied based on Database & Java version. Refer to
the following table for details.

Oracle Database JDK Version Supported JDBC Jar files specific to

Version the release

12.1 or 12cR1 JDK 7 and JDK 8 ojdbc?7.jar for JDK 7/JDK 8

11.2 or 11gR2 JDK 7 and JDK 8 supported in 11.2.0.3 and ojdbc6.jar for JDK 7 / JDK 8
11.2.0.4

Oracle Financial Services Software 237 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

25 Appendix P: Upgrading an Existing OFSAA 8.0.x Java 7 Instance
to Java 8

This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

e Prerequisites
e Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

e Web Application Server Configurations

e OFSAA Generic Configurations

e OFSAA Configurations for New Web Application Server Installation

25.1 Prerequisites

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

e Java 8 should be installed on the OFSAA server and Web Application Server.
e Oracle WebLogic Server should be 12.1.3.0 or above. Download and install patch 18729264
from http://support.oracle.com/ for the same.

NOTE: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

25.2 Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, perform the following steps:

1. Configure Web Application Server to Java 8. For more information, see Web Application
Server Configurations.

2. Configure the OFSAA instance to Java 8. For more information, see OFSAA Generic
Configurations. For a newly installed Web Application Server, see OFSAA Configurations for
New Web Application Server Installation

3. Restart the OFSAA services. For more information, see the Start/Stop Infrastructure Services
section in Appendix D

4. Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR file,

see Appendix C.

25.3 Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

e Upgrade the existing Web Application Server installation to Java 8
¢ Install a new instance of the Web Application Server with Java 8
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This section consists of the following topics:

e Oracle WebLogic Server Updates
e Apache Tomcat Server Updates

25.3.1 Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java 8:

1. Navigate to <WLS HOME>/Middleware/Oracle_Home/wlserver.

2. Edit the product.properties file. Set JAVA HOME, WLS JAVA HOME, JAVAHOME
properties to the new Java path and java.vm.version to the new Java version. For
example,

JAVA_HOME=/usr/java/jdk1.8.0_45
WLS_JAVA HOME=/usr/java/jdk1.8.0_45
JAVAHOME=/usr/java/jdk1.8.0_45
Java.vm.version=1.8.0 45

3. Navigate to
<WLS_HOME>/Middleware/Oracle_Home/user_projects/domains/<domain>/bin.
Update SUN_JAVA HOME, DEFAULT_JAVA HOME, JAVA_ HOME in the setDomainEnv.sh
file to point to the new Java path. For example,

SUN_JAVA HOME="/usr/java/jdk1.8.0_45"
DEFAULT_SUN_JAVA_HOME="/usr/java/jdkl1.8.0_45"
JAVA_HOME=""/usr/java/jdkl1.8.0_45"

4. Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application
name>/qaelce/jsp_servlet

If you wish to install a new instance of the Oracle WebLogic Server, perform the following steps:

1. |Install Oracle WebLogic Server 12.1.3.x on Java 8.
2. Perform the configurations for the newly installed WebLogic server. For more information see
Configuring Resource Reference in Weblogic Application Server.

NOTE: While creating WebLogic Domain, the Listen Port should be set same as that of
the existing Domain. Note down the new Domain path to perform OFSAA
Configurations.

25.3.2 Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java 7
to Java 8:

1. Login to the Apache Tomcat Server as a non-root user.
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2. Edit the user .profile. Update the value for JAVA_HOME from JRE 1.7 to JRE 1.8. For
Example,x
JAVA _HOME=/usr/java/jrel_8.0_45
3. Clear the Application cache. Navigate to the following path and delete the files:
<Tomcat installation directory>/work/Catalina/localhost/<Application
name>/org/apache/jsp
If you wish to install a new instance of the Apache Tomcat Server, perform the following steps:

1. Install Apache Tomcat Server 8 with Java 8.
2. Perform the configurations for the newly installed Tomcat server. For more information see
Configuring Resource Reference in Tomcat Application Server.

NOTE: Update the Connector Port in /apache-tomcat-8.0.21/conf/server._xml
file to that of the existing Tomcat instance.
Note down the new deployment path to perform OFSAA Configurations.

25.4 OFSAA Generic Configurations

This section consists of the following topics:

e User .profile Settings

25.4.1 User .profile Settings

Perform the following configurations:

1. Login to the OFSAA Server as a non-root user.
2. Edit the user _profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8. For

Example:
PATH=/usr/java/jdk1.8.0_45/jre
JAVA BIN=/usr/java/jdkl1.8.0_45/jre/bin

LD _LIBRARY_PATH=$LD LIBRARY_PATH:/usr/java/jdk1.8.0 45/jre/lib/amd64
/server

25.5 OFSAA Configurations for New Web Application Server Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or Apache
Tomcat Server 8.0. Perform the following steps:

1. Modify the following parameters in the Configuration table present in the Config Schema with
the new Domain Path in case of WeblLogic or with the new deployment path in case of
Tomcat:

e DeFiHome

e REV_IMG_PATH
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o EMBEDDED_JSP_JS_PATH

Login to the OFSAA Server as a hon-root user.

3. Navigate to $F1C_HOME/ficweb/webroot/WEB_ INF and update the following parameters
in the web.xml file with the new Domain path in case of WebLogic or with the new
deployment path in case of Tomcat:

e FIC_PHYSICAL_HOME_LOC
e FIC_HOME
e ICC_SERVLET_LOG_FILE

4. Navigate to $FI1C_HOME/Ficweb/webroot/conf and update the Domain path in case of
WebLogic or with the new deployment path in case of Tomcat:

e OFSAALogger .xml

e MDBLogger.xml

e RevLog4jConfig.xml

e RFDLogger.xml

e ExportLog4jConfig.xml
e RFDLogger.xml

e PR2Logger.xml
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26 Appendix Q: Removing OFSAA

This appendix includes the following sections:

e Uninstalling OFSAA Infrastructure

e Uninstalling EAR Files in WebSphere

e Uninstalling EAR Files in WebLogic

e Uninstalling WAR Files in Tomcat

26.1 Uninstalling OFSAA Infrastructure

This section guides you through the necessary steps to uninstall the OFSAA Infrastructure
product. Before you start the uninstallation process, ensure that no open connections exist to the
OFSAA Infrastructure Config and Atomic Schemas and Infrastructure services are brought down.

To uninstall OFSAA Infrastructure:
1. Log in to the system as non-root user.
2. Navigate to the $F1C_HOME directory and execute the command:

./Uninstall._sh

3. Enter the password for OFSAAI Configuration Schema when prompted as shown in the
following figure.

/zcratch/of saadb/0FSARL , AUninztall, sh

Uninstallation Started [time § Tue Jun 10 14320327 IST 2014 1]
S0 e o e o R o

%% Driver loaded with Driver oracle, jdbc.driver,Oraclelriver

Pleaze enter Configuration schema Password :

Connected to Config Schema

Cleaning config schema ....

config =zchema cleaned ...

Cleaning up Infrastructure Home Dir |

Fleaze wait ..

Uninztallation Completed | Thank You [time ¢ Tue Jun 10 14:21:53 IST 2014 1

/scratoh/of saadb/OFSAAT ]

NOTE: Uninstallation does not remove the Infrastructure application from the Web
Application Server. This has to be done manually. The entries in the .profile
file must be removed manually. The files/ directories under the file system staging
area (ftpshare) have to be deleted manually. All the Database objects from Atomic
Schemas have to be dropped manually.
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26.2 Uninstalling EAR Files in WebSphere

Following are the steps to uninstall any previously deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<Administrative
Console Port>/ibm/console (https, if SSL is enabled). The Login window is displayed.

2. Login with the user ID that has admin rights.

3. Expand Applications = Application Types = WebSphere Enterprise Applications from
the LHS. The Enterprise Applications window is displayed with all the deployed applications.

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

[ Ereferences

Start | Stop || Install [ Uninstall Upcate Rollout Upcate Remove File Export Export DDL ] Export File
e
* +*
Select Name & Application Status (9_

You can administer the following resources:

[] | oafautacoication [
O | ixtage ®
| | query "
0 | upos7a ?

Total 4

4. Select the checkbox adjacent to the application to be uninstalled and click Stop.
5. Click Uninstall. The Uninstall Application window is displayed.
Usinstel Appbcotion

Chck QK t0 remave the following appbcaton(s). If you do not want 1O remove the appications, cick Cancel to return
L0 the previous page

Name
AINGAST

Cancel |

6. Click OK to confirm.

7. Click Save to save the master file configuration.
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26.3 Uninstalling EAR Files in WebLogic

On the machine that hosts WebLogic, perform the following steps to uninstall any previously
deployed application:

1. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console (https, if SSL is enabled). The Login window of the WebLogic Server
Administration Console is displayed.

2. Login with the WebLogic user credentials having administrator privileges.

3. From the Domain Structure LHS menu, click Deployments. The Summary of Deployments
screen is displayed.

Summary of Deployments

Control  Monitoring

have been installed to this domain, Instalied applcations and mocules can be started, stopped, updated
the controls on this page.

va EE appications and stand-alone application modules that
the domain by first selecting the appication name and usi

)

0 install 8 new appication or module for deployment to targets in this domain, dick the Install button,

¥ Customize this table

Deployments
) ociots | [Datete] Iio = -
insial  Update Deiete | | Start~ | | Stop v Showing 1to 10f 1 Previous | Next
| When work compietes
Hame « | PR State Health Type Deployment Order
. " upg7273 Stop, but continue Servidng administration requests Actve f oK Enterprise Application 100
instal || Update | Deiete | | Start~ | | Stop~ Showing 1to 10f 1 Previous | Next

4. Select the checkbox adjacent to the application to be uninstalled and click
Stop = Force Stop Now.

5. Click Yes in the confirmation dialog to stop the selected deployment.

Messages

o sel

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applcations and stand-alone appication modules that have been instalied to this domann. Instalied appications and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the appication name and using the controls on this page.

To instal a new application or moduie for deployment to targets in this domain, diick the Install button.

¥ Customize this table

Deployments
Instad Showing 1to 10f 1 Previous | Next
1 | hame & State Health Type Deployment Order
O | ® Puegr2n Prepared ¥ o Enterprise Applicaton 100
instal = Showing 110 10f 1 Previous | Next
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Select the checkbox adjacent to the application and click Delete to delete the selected
deployment.

Click Yes in the confirmation dialog to remove the selected deployment from the domain
configuration

26.4 Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously
deployed application:

1.

3.

Comment out Context path section from server .xml file in $CATALINA_HOME/conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For
example:

<I--

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-
7.0.19/webapps/pr2test” debug="0" reloadable="true"
crossContext=""true">

<Resource auth="Container"

name=""jdbc/PR2ATM"

type=""javax.sql .DataSource"
driverClassName="oracle. jdbc.driver.OracleDriver"
username=""pr2atm"

password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521:PERFTEST"

maxActive="100"

maxIldle=""30"
maxWait="10000"/>
</Context>

-—>

Restart the Tomcat service by doing the following:

a. Login to the "Unix server" through a terminal emulator.

b. Navigate to $catal ina_home/bin directory.

c. Stop the tomcat services using the./shutdown.sh command.
d. Start the tomcat services using the./startup.sh command.

Open the URL in a browser window: http://<IP address>:<Tomcat server port>
(https, if SSL is enabled). The Tomcat Home window is displayed.

Click Manager App. The Connect To window is displayed.
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4. Login with the user credentials having admin rights. The Tomcat Web Application Manager
window is displayed with the list of all applications deployed in Tomcat.

8 e."°Apache

Software Foundation

http://www.apache.org/

T Web App tion M.
ist Appli THAL, L r Hal danager Help Server Siatus

Path Display Name 5 C
Start Slop Reiosd Undegiov
Stert Sioo Baioad Uodeioy

e e T— e 2 |[CEomsson Jumses® e
Start Sigo Reicad Lndepigy

sanas Sarvist snd 355 Exaroies Vie 2 ot iox|30 T
Start Sigo Reloag Undegioy

coscasmer Tonca v asscwen r 8 (Ewmwsermon Jumaes 30 Jmoses
Slan Stop Reioad Undepioy

| iofspaigt Reveleus web Apgication | true ot Start Sigo Rsigad Undepioy

5. Click the Undeploy link against the deployed Infrastructure application. A confirmation
message is displayed on the application /Infrastructure being uninstalled.
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27 Appendix R: FAQs and Error Dictionary

This appendix consists of resolution to the frequently asked questions and error codes noticed
during OFSAAI installation.

Frequently Asked Questions

Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process are displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

27.1 Frequently Asked Questions

You can refer to the Frequently Asked Questions which has been developed with the interest to
help you resolve some of the OFSAAI Installation and configuration issues. This intends to share
the knowledge of problem resolution to a few of the known issues. This is not an official support
document and just attempts to share the knowledge of problem resolution to a few of the known
issues.

This section includes the following topics:

OFSAAI FAQs
Application Pack 8.0.5.0.0 FAQs

27.1.1 OFSAAI FAQs

What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure in Components of OFSAAIL

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier. By
default, they will be installed on single-tier. However, OFSAA Infrastructure can be deployed
within the n-Tier architecture where the Database, Web Server and Web Application Server is
installed on separate tiers.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed. For details, see
Hardware and Software Requirements, Java Runtime Environment section.
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Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and cannot be
uninstalled as the JRE is used by the OFSAA system to work.

How do | know what are the Operating system, webservers and other software versions
that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.

What are the different files required to install OFSAAI?

The following files are required:

e setup.sh.

e envCheck.sh

e preinstallcheck.sh

e Verinfo.txt

e OFSAAlInfrastructure.bin

e validatedXMLinputs.jar

e MyResources_en_US.properties

o log4j.xml

e OFSAAI_PostlnstallConfig.xml

e OFSAAIL_InstallConfig.xml

e privileges_config_user.sql

e privileges_atomic_user.sql

What should I do if | get the following error message during installation:

"Execute Permission denied"?

Check whether all the files provided for OFSAAI installation has execute permissions.

To give execute permissions,

e Navigate to the path OFSAAI_80200 and execute the command
chmod 755

"Graphical installers are not.."

If error resembles "Graphical installers are not supported by the VM. The console mode will be
used instead..." then check whether any of the X-windows software has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.
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NOTE: Type 'xclock' from prompt and this should display clock in graphical mode.

"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH environment
variable. You must install a VM prior to running this program", then

e Check whether "java path" is set in PATH variable. See the Table 3-1, " Prerequisite
Information"section in this document.

e Check whether sufficient temporary space is available.

e Ensure that the movement of OFSAAI Installer text files to the target system is done in the
Text mode so that setup.sh file does not contain control line feed characters ("M).

What should I do if | get the following error message during installation, "OracleDriver
Files Not Found, Please Choose the Right Path To Continue"?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

What should | do if | get the following error message during installation, "User must have
CREATE TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE
SEQUENCE, CREATE PROCEDURE" even though the oracle schema user created has the
mentioned privileges?

OFSAAI installer validates the database details provided during installation, so ensure:
o Whether the oracle schema user has the required set of privileges for successful installation.

e Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the Table 3—1, "Prerequisite Information” section in this document.

Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAAI installation, one has to perform the Post Installation
steps. See Post Installation Configurations.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAInfrastructure_Install.log in the Infrastructure
Installation Directory. There is also another log file created in the path configured in Log4j . xml.
If the logs of any of these reported Warnings, Non Fatal Errors, Fatal Errors or Exceptions, they
should be brought to the notice of the OFSAAI Oracle Support Services. It is recommended not to
proceed, until the reported problems are adequately addressed.

How do | completely uninstall OFSAAI?

OFSAAI can be completely uninstalled by performing the steps provided in Uninstalling OFSAA
Infrastructure section in this guide.
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Can OFSAAI config and atomic schemas be on different databases?
OFSAAI requires both config and atomic schemas to be present on the same database instance.
How do | grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database permissions)
to the new Atomic schema.

1. Log into the database as sys and connect as sysdba user.
2. Execute the file privileges_config_user.sql available under $FI1C_HOME directory
3. Enter the database schema for which you want to grant privileges.

When should | run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFS AAI Administration Guide
available on OTN.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and above.

What should | do if | get the following error message on the UNIX System terminal while
executing ./setup.sh, "Insert New Media. Please insert Disk1 or type its location"?

1. Login as root user on the Unix machine where OFSAAI is getting installed.

2. Navigate to the path /etc/security/.

3. Edit the file limits.conf to add/edit a row for the unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAAI is getting installed and
execute the command:

ulimit -n
The command should return the value 9216.
How do | verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a Pre-
Install Check utility is available within the Install Kit archive file. This utility can also be obtained
separately by contacting Oracle Support.

See Verifying System Environment section for additional information.

How do | know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically on
successful installation of the product. To rerun the post install verification at a later time, perform
the following steps:
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1. Navigate to the path $FI1C_HOME (Product Installation Directory).
2. Execute the command:

-/piverify_sh

What should | do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in GUI mode.
Verify whether the steps mentioned under Configuration for GUI Mode Installation section are
done correctly.

What should | do if there are any exceptions or errors in installation and how to proceed?
1. Backup the installation logs.
2. Share the backup logs with Oracle Support Services.

What should | do if | get the following error message during OFSAAI installation on Solaris
11 system?:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1 ORA-01882: timezone region not
found"

Or
"Time zone cannot be set as null or 'localtime' "

This happens if the time zone is not set, that is NULL or it is set as 'localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ
What should | do if the installation process is abruptly terminated or aborted?

If the installation process is abruptly terminated, then the installation will be incomplete. To
recover from this, follow these steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which are made
between the comment statements, #Beginning of entries by OFSAA Infrastructure
installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAAI installer.
4. Perform the OFSAAI installation again.

Does OFSAA support any other web server types, other than the ones stated in Tech
Matrix and Installation Guide?
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No, all the supported softwares and versions are stated in the OFSAA Technology Stack
Matrices.

What should | do if the database connection from connection pool displays the following
error message, "java.sql.SQLRecoverableException: IO Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this error, add
the line securerandom.source=Ffile:/dev/./urandom in the java.security configuration file
available in $JAVA_HOME/jre/lib/security/ path.

NOTE: This needs to be configured on all the machines or VMs where the OFSAAI
components are installed.

If the issue is not resolved even with the preceding settings, check the MTU (Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and updating them,
contact your system Administrator.

What should | do when | get syntax errors/file not found error messages while invoking
setup.sh file from my install archive?

This could mostly happen:
¢ When installer was not unzipped rightly or corrupted during unzip.

e setup.sh file which resides within the install archive was not transferred in ASCII or text
mode, which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA Infrastructure
components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAI_Installer>._zip

3. The corrupted setup.sh file would have introduced certain *M characters into the file. You
can remove "M characters from setup.sh file by following these steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAI_80200.
c. Open the setup.sh file in the vi editor using the command: vi setup.sh.

d. Inside vi editor in Esc mode, type: %s/"™M//g

NOTE: To enter *M, hold the CTRL key then press V and M in succession.

e. Save the setup.sh file by typing: wg!

Does OFSAA support Oracle DB 11g Standard edition?
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The OCI client and the jdbc driver does not change depending on whether it is a standard or
enterprise edition. So, OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support partition
pack, database security vault, or advanced analytics.

What should | do if | get the following error message while executing ./startofsaai.sh file on
the UNIX System terminal "./startofsaai.sh: /java: Execute permission denied"?

e Ensure JAVA_BIN environment variable path is set on the "unix user" terminal from where
the startofsaai.sh file is invoked.

e Ensure the .profile where the environment/ path settings are made has been executed
successfully.

What should | do if the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted is "password0" provided during
installation. Also check whether the connection to the "configuration schema" can be established
through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "the page cannot
be found or displayed"” or "Could not retrieve list of languages from Server. Please contact
the system administrator". What should one do?

Ensure OFSAAI servers have been started and are running successfully. For details on start up
parameters options, see Starting Infrastructure Services section.

For more details on the issue, refer to the Revappserver log in $FIC_APP_
HOME/common/F1CServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completing the installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after the
installation process. Grants provided should never be revoked as the application makes use of
these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's (machines)
based on the various services and Information Domains, in other words, Load balancing could be
achieved with distribution of services.

Why do we need FTPSHARE on all the layers? Can we have ftpshare on another machine
other than the machines where OFSAAI is installed?

Oracle Financial Services Software 253 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

FTPSHARE is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the FTPSHARE directory. The ftpshare contains folders for each
Information Domain, with each Information Domain folders holding Erwin, log, and scripts folder.
The transfer of data among the Web, Application, and Database servers in Infrastructure takes
place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by providing
App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, you can have FTPSHARE on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the FTP/SFTP password?

Yes, OFSAAI needs credentials of the user who has complete permissions on FTPSHARE
directory, and the user should be able to independently login to the unix server.

What are the permissions required for FTPSHARE and when should | give them?

It is recommended to provide permissions on FTPSHARE in case of installations done across
different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the Unix users of OFSAAI
and web server belong to the same Unix group.

Additionally, any new file that is created in the FTPSHARE folder of any installation layer should
be granted specific/explicit permission.

Port Change utility can be used to have the Port number modified, which are currently being used
by the Infrastructure application. For more information, refer Changing IP/ Hosthame, Ports,
Deployed Paths of the OFSAA Instance section in OFS Analytical Applications Infrastructure
Administration Guide in OTN.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup OFSAAI.
e SYSADMN
e SYSAUTH
e GUEST

Does OFSAAI Application support both FTP and SFTP?

OFSAAI supports both FTP and SFTP configuration.

Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAI.

OFSAAI Configuration: Unable to save the server details?
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e Ensure the input User ID, Password, and Share Name are correct.
e Ensure FTP/SFTP services are enabled.
e Have atest FTP/SFTP connection made and confirm if they are successful.

What should I do if | get the following message while creating Information Domain, "Please
create a database and then create the information domain"?

Information Domain is mapped to only one Database; and thus before the creation of Information
Domain, at least one database details should exist.

What should | do if | get the following message during the startup of backend engine
message server, "ConnectToDatabase: FatalError, could not connect to the DB server"?

o Verify whether connection to the Configuration Schema can be established through
SQL*PLUS.

o Verify Configuration Schema password is modified post installation.

e Ensure Oracle Database Alias Name created for Oracle Instance and Oracle Service Name
are same.

e On a multi tier installation mode, ensure TNSNAME and SID are same in both the Application
and Database Layers.

What should | do if | get the following message during the startup of backend engine
message server, "Fatal Error, failed to get user ID from LibSmsConnect"?

Ensure Reveleus.sec file exist under the $FIC_HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?

Yes, OFSAAI supports multiple languages.

Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is recommended
for back-up.

What kind of security features does the OFSAAI provide?
OFSAAI provides security at:
e Segment Level - Users can access only the segment they are mapped to.

o Application Level - Users can perform an operation only if mapped to appropriate role and
functions.
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Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and Lower case
characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin 4.1, ERwin
7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

e Easy to use GUI based Model upload mechanism to upload the Business Data Model
through Data Model Management -->Data Model Maintenance --> Import Model.

e OFSAAI also provides a model upload utility "upload.sh" for uploading the business data
model through the command line parameter by executing this shell script file under the path
<FIC_HOME>/ficapp/common/FICServer/bin.

For more details, see Configuration for Model Upload Utility section of the OFS Analytical
Applications Infrastructure User Guide available on OTN.

How do | apply incremental change to the existing model when the Business Data model
undergoes a change?

Modified data model can be uploaded into the system and OFSAAI has the ability to compare the
changes within the data model with respect to the one already present in the system and enables
propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also by picking up
the data model from the server location.

Can the OFSAAI Configuration Schema password be modified post installation?

The OFSAAI Configuration Schema password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any changes to
the Configuration Schema password will require updating in those files. For more information, see
OFSAA Infrastructure Config Schema Password Modification.

Can the OFSAAI Atomic Schema password be modified?
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The OFSAAI Atomic Schema password can be modified. OFSAAI application stores the atomic
schema password in the database and few configuration files, thus any change to the atomic
schema password will require updating those files.

To change the Atomic Schema password, follow the steps:
1. Loginto OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Based onthe Web Server installed, follow the steps:
a. |If you are using Apache as Web server:
Update the <Context> -> Resource tag details in server.xml file from the

$CATALINA_ _HOME/conf folder. (In case of Tomcat only Atomic <Resource> will
exist).

b. If you are using WebSphere as Web server:
Login to the WebSphere Administration Console from the left side menu.

Navigate to Resources >JDBC >Data Sources. A list of data sources will be populated
on the right side.

Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

c. If you are using WebLogic as Web server:
Login to the WebLogic Administration Console from the left side menu.

Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the
right side.

Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

4, Restart the OFSAAI services

NOTE: If the modified passwords are not updated, OFSAAI logs display the message
ORA-28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the client
and server machines. Java memory setting varies with the data model size and the available
RAM. Contact Oracle Support Services for more details.

Oracle Financial Services Software 257 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, take more time to load than other screens?

The Log file in DynamicServices.xml which resides in $FI1C_HOME/conf is continuously being
updated/refreshed to cache metadata. This can be observed when you are starting startofsaai.sh
and if any of the log file (For example, SMSService.log) in DynamicServices.xml is being
continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being updated
beyond this limit, retrospectively the preceding entries are overwritten. For example, the 1001th
entry is overwritten by deleting the first entry. This results in the application window taking a
longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf, depending
on the currently logged count for the specific metadata.

1. Generate the Log report by executing the following query in config schema.
select count(l), t.metadata name, m.dsn_id
from metadata master m, metadata type master t
where m.metadata_type = t.metadata type
group by t_metadata name, m.dsn_id

2. The preceding query returns a list of codes with their respective metadata count. You can
refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond the
specified cache size limit. Accordingly increase the cache size limit in Dynamicservices.xml
depending on the currently logged count for the specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total measure reported
in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should I do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy.sh file which is present under <WebSphere
Install directory>/AppServer/deploytool/itp. For example,

$JAVA_CMD \
-Xbootclasspath/a:$ejbd_bootpath \
Xms256m -Xmx1024m \

What configurations should | ensure if my data model size is greater than 2GB?
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In order to upload data model of size greater than 2GB from OFSAAI Data Model Management --
>Data Model Maintenance--> Import Model, you need to configure the required model size in
struts.xml file available in the path $FIC_WEB_ HOME/webroot/WEB-INF/classes.

NOTE: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can approximately set
the max size to 3GB (3221225472 bytes) as follows, in order to avoid size constraints during
model upload.

<constant name="struts.multipart. maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy the
application onto your configured web application server. For more information on generating and
deploying EAR / WAR file, see Appendix C.

What should 1 do if my Hierarchy filter is not reflecting correctly after | make changes to
the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying Hierarchy
has been changed. This can occur in hierarchy maintenance, where you have moved a member
to another hierarchy branch, and that member was explicitly selected in the Filter and is now a
child of a node which is already selected in the Filter. Refer Support Note for the workaround.

Can linstall an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

What should I do if | get the following exception while trying to view the model outputs in
Model Outputs screen, "Exception ->Local Path/STAGE/Output file name (No such file or
directory)"?

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the web
server details window. This folder needs to be created under the local path on every node, in
case of web application server clustering.

What should | do if | get the following exception during OFSAA services startup,
"Exception in thread "main" java.lang.UnsatisfiedLinkError: net (Not a directory)"?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to a
physical JRE installed.

What is the optimized memory settings required for "New" model upload?

The following table lists the optimized memory settings required for "New" model upload.
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Model Upload Options

Size of Data Model
XML File

X_ARGS_APP ENV

Pick from Server

106 MB

"-Xms1024m

-Xmx1024m

36 MB

"-Xms2048m

-Xmx2048m

815 MB

"-Xms4096m

-Xmx4096m

1243 MB

"-Xms6144m

-Xmx6144m

Model Upload Utility

106 MB

"-Xms1024m

-Xmx1024m"-Xms2048

m -Xmx2048m

336 MB

"-Xms4096m

-Xmx4096m

815 MB

"-Xms4096m

-Xmx4096m

1243 MB

"-Xms6144m

-Xmx6144m

Save New Erwin file
Server

in

106 MB

"-Xms1024m

-Xmx1024m

336 MB

"-Xms2048m

-Xmx2048m

"-Xms4096m

-Xmx4096m

"-Xms6144m

-Xmx6144m
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What should I do if | get the following error message, "ORA 01792 maximum number of
columns in a table or view is 1000 during T2T execution"?

You should apply the following patch set from Oracle. Applicable only for 12c.
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

I did not enable OFS Inline Processing Engine Application license during the installation.
However, | have enabled it post installation, using the Manage OFSAA Product License(s)
in the Admin Ul. Are there any other additional configurations that | need to do?

Yes. Follow the instructions explained in the OFS Inline Processing Engine Configuration Guide
available on OTN.

| get an error when I try to build an Oracle OLAP cube. What should | do?

Execute the following grant on the appropriate ATOMIC schema

grant olap_user to &database_username

How do you turn off unused Information Domains (Infodoms) from caching?

Follow these steps to turn off unused infodoms from caching:
1. Navigate to $FI1C_HOME/conf in the APP layer of your OFSAAI installation.
2. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
3. Modify the value of parameter CACHE_ON_STARTUP to O (default is 1).

4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more information
on generating and deploying EAR / WAR file, see the Appendix C section.

5. Restart the OFSAAI Services (APP and WEB). For more information, see the Starting
Infrastructure Services section.

NOTE: This setting will cache the Infodom metadata only for the infodoms that get
accessed upon user login. Infodoms which do not get accessed, will not be
cached.

Sample code is as follows:
<SERVICE CODE="20"

CLASS=""com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME=""BMD""

SERVERID="DEFAULT" PATH=" "' LOGGERNAME="'UMMLOGGER" LOGGERLEVEL=''10'"">
<PARAMETERS>

<PARAMETER NAME=""CACHE_ON_STARTUP" VALUE="0" />

<PARAMETER NAME=""BACKUP_XML"™ VALUE="1" />
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<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER
<PARAMETER

NAME=""MAX_BACKUP_XML" VALUE="2" />
NAME=""PC_NONBI_BI_SWITCH" VALUE="2048" />
NAME=""HIERARCHY_NODE_L IMIT" VALUE="2000" />
NAME=""ALI1AS_CACHE_SIZE"™ VALUE="1000" />
NAME=""DATASET_CACHE_SIZE"™ VALUE="2000" />
NAME=""MEASURE_CACHE_SIZE"™ VALUE="2000" />
NAME=""HIERARCHY_CACHE_SIZE"™ VALUE="2000" />
NAME=""DIMENSI1ON_CACHE_SIZE"™ VALUE="2000" />
NAME=""HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
NAME=""CUBE_CACHE_SIZE" VALUE="1000" />
NAME=""RDM_CACHE_SIZE"™ VALUE="1000" />
NAME=""BUSINESSPROCESSOR_CACHE_SIZE"™ VALUE="2000" />
NAME=""DERIVEDENTITY_CACHE_SIZE"™ VALUE="1000" />
NAME=""LOG_GET_METADATA" VALUE="false™ />
NAME=""METADATA_PARALLEL_CACHING" VALUE="0" />

</PARAMETERS>
</SERVICE>

While creating an Excel Mapping, after specifying the excel worksheet, the target table, and
mapping each column in the worksheet to a target table, | click Save and nothing happens.
But when I click Cancel, a message pops up informing me that all changes will be discarded",
what is to be done.

Check if the version of Internet Explorer and JRE Plugin are as mentioned in the Desktop
Requirements section of this manual. If not, use the qualified versions as mentioned.

Can multiple OFSAA Infrastructure instances share the same Config Schema?
No, only one OFSAA environment can be installed using one Config Schema.

Can Atomic Schema be shared?

Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the Web
Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the Web Application
Server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate properly?

The OFSAA Servlet port which is same as Web server port should be open. Also the web application
port should be open.

Can | modify the NLS_LENGTH_SEMANTICS to BYTE from CHAR for the Database where
older versions of OFSAA is Installed?

Yes, NLS_LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not intending to
use multi language support.
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Can linstall already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.
How can | configure the OFSAA application for High Availability?

OFSAA can have active-passive high availability. For more details, refer Configuration for High
Availability- Best Practices Guide.

During OFSAA installation should | provide web application server's IP /Hostname and port
or web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP Server/ IBM
HTTP Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname and
Port details during OFSAA installation. Here the Servlet port should be same as the Web Server
port.

If Web Server is not configured, the Web Application Server's IP Address/ Hosthame and Port is
required during the installation process. Here the Servlet port should be same as the Web
application Server port.

Is "ReveleusAdminConsoleAgent" applicable for OFSAAI 8.0.5.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a change in
the way agentservers are managed through AGENTSTARTUP.SH and AGENTSHUTDOWN.SH.

What should | do when the message server process does not open and | get the following
error message, "CI18NProvider::CI18NProvider, Error, unable to connect to the config
database"?

This error is displayed due to the following reasons:
The Config Schema password is already expired.

If the Config Schema password is going to expire soon and the message like "ORA-28002: the password
will expire within 6 days" displays while connecting to Config Schema through SQLPIus.

The Config Schema password is modified.

To resolve the error, re-set the Config Schema password to the old password. Else, if the Config
Schema password is modified to something else then follow these steps:

1. Delete the $FIC_HOME/conf/Reveleus. SEC file.

2. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin
./stopofsaai.sh

3. Shutdown the OFSAAI App service: cd $FIC_APP_ HOME/common/FICServer/bin
./stopofsaai.sh

4. Start the Infrastructure Server in foreground directly on the server or through XWindows
software using the command: ./startofsaai .sh

5. Enter System Password.
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6. Enter the new Config schema password. The service starts and initializes if it is able to
successfully connect to the DB and generates the Reveleus. SEC file.

7. Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.
What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under $FIC_APP_HOME/common/FICServer/logs &
<OFSAAI_DEPLOYED_AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to 5000kb and number of maximum backup log
files (MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing these
parameters to a higher value should depend on the server hardware configurations and may reduce
the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:
1. Navigate to $FIC_HOME/conf where OFSAA is installed.

2. Edit the following parameters in the file RevLog4jConfig.xml
param name="Ffile" : Enter the path where the Logs are to be generated.
param name=""MaxFileSize" : Provide the required file size.

param name="MaxBackuplndex' : Provide the required number of backup files to be
created.
Example:

<appender name=""REVSERVERAPPENDER"
class="org.apache.log4j.RollingFileAppender'>

<param name="Ffile" value="$FIC_
HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>

<param name="‘Append" value="true" />

<param name="MaxFileSize" value="5000kb" />

<param name="‘MaxBackuplndex' value="5" />

<layout class="org.apache.log4j.PatternLayout'>

<param name="ConversionPattern” value="[REVELEUSLOG] %m%n"/>
</layout>

</appender>

To configure the Deployed area logs file, follow these steps:

1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the preceding section.

Can we modify the Log file path?
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Yes, Log file path is configurable, it can be configured in RevLog4jConfig.xml file. The default log file
path (file) is set by the installer. This can be configured to another path.

Can | point the environment with HTTP enabled to HTTPS after installation and vice versa?
Follow these steps:

1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port (example 9443) on your existing and already deployed web
application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET_PORT) configured and in
all the URLs specified on the following files:

$FI1C_HOME/Ficapp/common/FICServer/conf/FICWeb.cfg and
$FI1C_HOME/Fficweb/webroot/conf/FICWeb.cfg

$FIC_HOME/Ficapp/icc/conf/WSMREService.properties
$F1C_HOME/Ticweb/webroot/conf/ModelExecution.properties
$FI1C_HOME/Fficdb/conf/MDBPublishExecution.properties
$F1C_HOME/ficdb/conf/0ObjAppMap.properties
$FIC_HOME/utility/Migration/conf/WSMigration.properties
$FI1C_HOME/utility/WSExecution/conf/WSExecution.properties

$FI1C_HOME/EXEWebService/WebSphere/ROOT/WEB- INF/wsdl/EXEWebSe
rvicelmpl .wsdl

$FI1C_HOME/EXEWebService/Tomcat/ROOT/WEB- INF/wsdl/EXEWebServic
elmpl .wsdl

$FI1C_HOME/EXEWebService/weblogic/ROOT/WEB-
INF/wsd I/EXEWebServicelm pl._wsdl

4. Replace XML attribute/Node values as specified on the following files:
$F1C_HOME/ficweb/webroot/WEB-INF/web.xml
FIC_WEBSERVER_PORT=9443
FIC_WEBPROTOCOL=https

$FI1C_HOME/conf/LookUpServices.xml and $FIC_
HOME/ficweb/webroot/conf/LookUpServices.xml

PORT="9443" PROTOCOL=""https:"

5. Login to Config Schema and execute the following SQL command to replace protocol and
SSL port.
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SQL> update configuration cn set cn.paramvalue="9443" where
cn.paramname="SERVLET_ENGINE_PORT";

SQL> update configuration cn set
cn._paramvalue=replace(cn.paramvalue, "http:","https:*) where
cn.paramname="FormsManagerCacheReload" ;

SQL> update web_server_info ws set
ws.servletport="9443" ,ws._servletprotocol="https*~;

6. Create EAR/WAR file and Re-Deploy.

What should | do if my HIVE connection fails with the following exception:
Java.sql .SQLException: [Cloudera][HiveJDBCDriver](500164) Error
initialized or created transport for authentication:

[Cloudera][HivedDBCDriver](500168) Unable to connect to server: GSS
initiate failed.

com.ibm_security.krb5_KrbException, status code: 37

message: PROCESS_TGS at
com. ibm.security.krb5.KrbTgsRep.<init>(KrbTgsRep. java:20)

This happens if there is a clock skew between the client and the KDC server. To resolve
this, there are two solutions:

Solution 1:

Synchronize the clocks between the servers. For more information, see
http://docs.oracle.com/cd/E19253-01/816-4557/setup-192/index.html

Solution 2:

1. Set clockskew parameter on the server side (KDC) krb5.conf file and replace the
same file in HIVE_LIBRARY_PATH folder. Parameter value should be decided on
the basis of the time difference between the two machines.

2. Get the epoch time on the two servers by firing “date +%s” on the command line.

3. Clockskew param value should be chosen as a value sufficiently larger than the
difference of the preceding two calculated values.

4. Set “clockskew = <value>" in the /etc/krb5.conf on the KDC server.
5. Restart Kerberos services.

What should I do if my schema creator log has the following exception:

Failed to detect a valid hadoop home directory java.io.lOException:
HADOOP_HOME or hadoop.-home.dir are not set. at
org.apache _hadoop.util _Shell.checkHadoopHome(Shell .java:302)

at org.apache.hadoop.util.Shell.<clinit>(Shell.java:327)
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at org.apache.hadoop.util.StringUtils.<clinit>(StringUtils.java: 79)

at org.apache.hadoop.security.Groups.parseStaticMapping(Groups.java:130)
at org.apache.hadoop.security.Groups.<init>(Groups.java:94)

at org.apache.hadoop.security.Groups.<init>(Groups.java:74)

at org.apache.hadoop.security.Groups.getUserToGroupsMappingService(Groups.java:30

3)

at org.apache.hadoop.security.UserGrouplnformation.initialize(UserGrouplnformation.ja
va:283)

at org.apache.hadoop.security.UserGrouplinformation.setConfiguration(UserGrouplnfor

mation.java:311)
at HdfsDbUtil.connect(HdfsDbUtil.java:162)

at SchemaParserUtil.validateHiveConnection(SchemaParserUtil.java:1359) at
SchemaParserUtil.checkAllPreChecks(SchemaParserUtil.java:1011)

at Main.execute(Main.java:317)
at Main.main(Main.java:145)

This occurs when HADOOP_HOME environment variable is not set. You can ignore this
exception since we do not mandate to install HIVE where OFSAA is installed.

What should 1 do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata
type (hierarchy, dataset, dimension etc), then it gets into performance degrade issues. We
have to increase the cache size for each metadata type according to the count in the
environment.

Following are the parameters in DynamicServices.xml to be configured depends on the
metadata count in your environment.

<PARAMETER NAME="HIERARCHY_NODE_LIMIT" VALUE=''2000"/>
<PARAMETER NAME="ALIAS CACHE_SIZE"™ VALUE="1000"/>

<PARAMETER NAME="'DATASET_ CACHE_SIZE" VALUE="2000"/>
<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="3000"/>
<PARAMETER NAME="HIERARCHY_CACHE_SIZE'" VALUE=''2000"/>
<PARAMETER NAME="DIMENSION_CACHE_SIZE'" VALUE=''2000"/>
<PARAMETER NAME="'CUBE_CACHE_SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE='"2000"/>
<PARAMETER NAME="DERIVEDENTITY_CACHE_SIZE"™ VALUE="1000"/>
Metadata count can be derived based on the following queries:

select count(l) from metadata master where metadata version=0 ---
for all metadata
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select count(l) from metadata master where metadata_version=0 and
metadata type=1 --- for measure

select count(l) from metadata master where metadata version=0 and
metadata_type=2 --- for Dimension

select count(l) from metadata master where metadata_version=0 and
metadata type=3 -- for HCY

select count(l) from metadata master where metadata version=0 and
metadata_type=4 --- for DATASET

select count(l) from metadata master where metadata_version=0 and
metadata type=59 --- for BP"s

select count(l) from metadata master where metadata version=0 and
metadata_type=54 --- for Alias

select count(l) from metadata master where metadata_version=0 and
metadata type=5 --- for CUBES

select count(l) from metadata master where metadata version=0 and
metadata_type=856 --- for Derived Entity

For LDAP authentication, which server connects with the LDAP server, the
Application server (where ofsaai is installed), or Web Application server (where EAR
is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol Idaps (port 636). | have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp
layer.

How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hosthame, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

How do we identify the list of ports that are used by/configured in an OFSAA
environment?

1. Navigate to $FIC_HOME folder on Target.
2. Run the PortC.jar utitlity using the command:
java -jarPortC.jar DMP

A file with the name DefaultPorts.properties will be created under $FIC_ HOME directory
which will contain the ports. For more information, refer Changing IP/ Hostname, Ports,
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Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

NOTE: This feature is available only after applying 7.3.5.2.0 Minor Release patch.

What should | do if | get the following error message, "Error while fetching open
cursor value Status : FAIL"?

This error occurs while executing envCheck.sh because the user does not have access to
V$parameter. This error does not occur due to sysdba or non sysdba privileges provided
they have access/grants to V$parameter.

What should | do when an entity containing many attributes (>100 columns) is
selected as Source entity and the Data Mapping (T2T definition) save operation takes
longer than expected with the hourglass in the Ul continuously rotating?

The workaround is:

1. Locate the webserver deployed area webroot/conf/excludeURLList.cfg file.
2. Modify the following entries:

e [SQLIA]./datalntegrator/ to [ALL]./datalntegrator/

e [SQLIA]./ETLExtractionServlet to

e [JALL]./ETLExtractionServlet

3. Save the changes and restart the webserver.

4. Resave the definition.

What should | do if | get the following error message when | try to start the OLAP
server:

./olapdataserver: error while loading shared libraries:
libessapinu.so:

cannot open shared object file: No such file or directory FATAL
ERROR :- OLAP DATA SERVER start up failed.

This error occurs when OLAP component is not configured and OLAP feature in

OFSAA is not used. However, this error can be ignored.

27.1.2 Application Pack 8.0.5.0.0 FAQs

What is an Application pack?

An Application Pack is suite of products. For more information, see Application Packs.

Can | get a standalone installer for OFSAAI 8.0?
No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?
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8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we have migration kit / path for every product to 8.0
application pack. Further details are available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE's automatically existing environments?

No. OFSAA 8.0 application pack has to be installed in a new environment and subsequently
migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please note we have
migration path only from the previously released version of OFSAA products.

Where can | download OFSAA 8.0 Application Pack?

You can download the OFSAAI 8.0 Application Pack from Oracle Software Delivery Cloud
(OSDC).

What are the minimum system and software requirements for OFSAA 8.0 Application
Pack?

See installation guide section Hardware and Software Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?
Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that OFSAA
suite products are to be qualified.

How can | install OFSAA 8.0 Application Pack?

Refer to Installation and Configuration Guide published in OTN for the application pack installers.
Do we need any License Key to install?

No, you do not need any License Key to install.

Does this installation require any Third party Software?

Oracle Financial Services Advanced Analytical Infrastructure Installation and Configuration Guide
published in OTN lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?
US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI]
OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi tier Installations?

OFSAA 8.0 does single tier installation.
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Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.
What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation.

Does this Application pack ‘Rolls Back’ if any of application installation fails due to
errors?

Rollback of installation is not supported.
Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed
products.

How can | re-install any of the Application Pack?

You can retrigger in case of failure.

Does Application pack allow enabling / disabling any of the applications installed?
Yes. You cannot disable once the product is enabled in an environment.

I have installed one application in a Application pack and can | install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAAI installation is installed using a separate UNIX user and profile. Care should be
taken if running multiple OFSAAI installations on a single server. Adequate memory is required
for each installation as several OFSAAI processes (model upload, DEFQ services, etc) take
significant amounts of memory. So it depends on your server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing ‘infodom’
where another OFSAA 8.0 application is installed?

Yes. However, Behavioral Detection Application Pack and Compliance Regulatory Reporting
Application Pack, Asset Liability Management Application Pack and Profitability Application Pack
are the exceptions. They must be installed in a different infodom.

Is there any option in Application pack for the user to select Infodom during installations?

Yes. You can select or change the required infodom.

Oracle Financial Services Software 271 ORACLE



OFSDM 8.0.5.0.0 Installation Guide

Can linstall all Application Packs in a ‘Single Infodom’?

Yes. But Behavioral Detection Pack, Compliance Regulatory Reporting Pack, Asset
Liability Management Application Pack and Profitability Application Pack are the
exceptions. They must be installed in a different infodom.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?

You can install only one infodom during installation. But after installation, you can create multiple
infodoms.

Is the ‘Data Model’ bundled specific to an Application Pack or to an individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Does OFS Enterprise Modeling is required for all applications?

This product is enabled depending on the applications that use the features of OFS Enterprise
Modeling.

Application pack creates sandbox automatically for the required applications?

Yes, Sandbox creation is part of application install process.

Do we have upgrade Kits for individual applications or it’s an Application Pack Upgrade?
Maintenance Level (ML)/ Interim Release (IR)/ upgrades are available across all applications.
Can I upgrade AAIl only?

Yes, you can upgrade AAI alone.

Can | upgrade one application within the Application Pack? That is, LRM is upgraded in
Treasury Application Pack, but MR is not upgraded.

No. Not possible. Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application Pack?
No, it is not possible to uninstall any Application from the Application Pack.
Can | uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.
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Is it possible to uninstall only application and retain AAl in the installed environment?

No, you cannot uninstall only the application and retain AAl in the installed environment.

Does Application Pack contain all Language Packs supported?

Language Packs are installed on top of 8.0 Application Pack. Releases are planned post the 8.0
availability.

Can | install an Application Pack over another Application Pack (that is same infodom or

different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioral Detection Application Pack and
Compliance Regulatory Reporting Application Pack, Asset Liability Management Application Pack
and Profitability Application Pack are the exceptions. They must be installed in a different
infodom.

Can | use an existing manually created schema as information domain for application pack
installation?

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12c?

Yes, OFSAA 8.0 supports WebLogic 10.3.6 with Oracle 12c. WebLogic 10.3.6 supports oracle
12c with some additional configurations. See the link

http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds 12cdriver.htm#JDBCAB55 for
additional configurations.

While running the schema creator utility, | get an error “HostName in input xml is not
matching with the local hosthame”?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

"While creating an Excel Mapping, after specifying the excel worksheet, the target table,
and mapping each column in the worksheet to a target table, | click SAVE and nothing
happens. But when | click CANCEL, a message pops up informing me that all changes be
discarded", what is to be done.

Check if the excel mapping creation is done using |.E 8 with JRE 1.4 plug in enabled on machine.
If so, upgrade the JRE plug into 1.7+

What are the Java versions supported in OFS DM Application Pack version 8.0.5.0.0?

OFS DM Application Pack supports Java 1.6.x, 1.7.x and 1.8.x.
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Is this release of the OFS DM Application Pack version 8.0.5.0.0 supported on Java 87

Yes. To install this release of the OFS DM Application Pack version 8.0.5.0.0 on Java 8. For more
information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Configuring the Schema Creator Utility, GUI
Mode Installation, SILENT Mode Installation.

27.2 Error Dictionary

The content of this section has been created with the interest to help you resolve the installation
issues if any. There is a compilation of all the possible errors that might arise during the
installation process with the possible cause and the resolution to quickly fix the issue and proceed
further with the installation.

27.2.1 Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are using
to view the pdf document, follow the below instructions to quickly find the error resolution.

1. With the Installation PDF open, press Ctrl+F or select Edit = Find.
The Find dialog is displayed.
2. Enter the error code that is displayed on screen during Infrastructure installation.

3. Press Enter. The search results are displayed and highlighted as follows.

Error code - OFSAAI-1003

Cause JAVA_HOME/Bin not found in PATH vanable

Resolution | Import <JaVA HOME=bin into PATH vanable
Example: PATH = SJAVA_HOMETan SPATH export PATH,

Error Dictionary

View the details of the issues, its cause, and resolution specific to the error code. Repeat the
step to find an answer to any other errors that you notice during installation. If you are not
able to resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.

27.2.2 Error Code Dictionary

27.2.2.1 Error Code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
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Resolution

Change the shell type to "korn". Use chsh unix command to change SHELL
type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.Cause

27.2.2.2 Error Code - OFSAAI-1002

Cause

No proper arguments are available.

Resolution

Provide proper arguments. Invoke Setup.sh using either SILENT or GUI mode.

Example: ./Setup.sh SILENT or ./Setup.sh GUI

27.2.2.3 Error Code - OFSAAI-1004

Cause

File .profile is not present in $HOME.

Resolution

Create .profile in $HOME, i.e. in the home directory of user.

27.2.2.4 Error Code - OFSAAI-1005

Cause

File OFSAAInfrastructure._bin is not present in current directory.

Resolution

Copy OFSAAInfrastructure.bin into installation kit directory.

27.2.2.5 Error Code - OFSAAI-1006

Cause

File CustReg.DAT is not present in current directory.

Resolution

Copy CustReg.DAT into installation kit directory.

27.2.2.6 Error Code - OFSAAI-1007

Cause

File OFSAAI _InstallConfig.xml is not present in current directory.

Resolution

Copy OFSAAIL_Instal IConfig.xml into installation kit directory.
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27.2.2.7 Error Code - OFSAAI-1008

Cause

File validateXMLInputs. jar is not present in current directory.

Resolution

Copy validateXMLInputs. jar into installation kit directory.

27.2.2.8 Error Code - OFSAAI-1009

Cause

File log4j -xml is not present in current directory.

Resolution

Copy log4j -xml into installation kit directory.

27.2.2.9 Error Code - OFSAAI-1010

Cause

Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT or GUI) to the Setup . sh file.

27.2.2.10Error Code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePreValidations.Log for more details.

27.2.2.11Error Code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en_US._properties to the setup kit directory and keep
en_US in LOCALE tag of OFSAAI_InstallConfig.xml

27.2.2.12Error Code - OFSAAI-1013

Cause File  OFSAAI_InstallConfig.xml/0OFSAAl_Postlinstal IConTig.xml
not found.
Resolution Copy OFSAAIL_InstallConfig.xml/OFSAAI_PostinstallConfig.xml

to the setup kit directory.
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27.2.2.13Error Code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.

27.2.2.14Error Code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAL_Instal IConfig.xml to convert
plain text file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAAL _InstallConfig.xml is valid. Try to open the file
through Internet Explorer for a quick way to check validity. If it is not getting
opened, create new OFSAAI _Instal IConfig.xml using the
XML_Utility. jar.

27.2.2.15Error Code - OFSAAI-1016

Cause

User installation directory contain blank spaces.

Resolution

Provide an installation path that does not contain spaces. Check the tag
USER_INSTALL_DIR in OFSAAI _InstallConfig.xml file. This path should

not contain any spaces.

27.2.2.16 Error Code - OFSAAI-1017

Cause

User installation directory is invalid.

Resolution

Provide a valid installation path. Check if you are able to create the directory
mentioned in USER_INSTALL_DIR tag value of
OFSAAIL _InstallConfig.xml file.
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