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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WeblLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

1-1 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.

Change the password in
fcubs.properties file
through Installer

START

Yes

Host
Schema

Password

Changed

Yes

SMTP server
Password

h

Change Application data source
password in
WebLoaicWebhSphere console

v

Change Branch data source
password inWebLogic/
WebSphere console

v

Change ELCM data source
password in
WebLogicWebSphere console

!

Change Scheduler data source
password in
WebLogicWebsphre console

v

Change BIP data source
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WeblLoaicWebSphere console

v

Changed

Mo

EMS FTP
server
Password
Changed
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Change Gateway data source
password in
WebLogic/Websphre console

Change the password in
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[ Continues...
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Continues...

BIP
Password
Changed

Yes

Change the password in
fcubs.properties file
through Installer

DMS
Password
Changed

Yes

Change the password in
fecubs.properties file
through Installer

F Y

Mo

Change the password in
fecubs.properties file

through Installer

Branch Yes
schema ——————— |
Password
Mo [
v

Using the new property file create
an EAR file through Installer and
deploy it in the Application Server

END
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3.1

3.2

3.21

3.2.2

3. Changing Passwords in Oracle WebLogic

Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

3-1 ORACLE



ORACLE WeblLogic Server® Administration Console

[H-Messaging
~Data Sources
{--Persistent Stores Use this page to define the configuration for this data source’s connection pool.

ML Registries 4F uRL: jdbe-oracle thin- @10 184 74 142-1521-KERDEV3
ML Entity Caches
JCOM

=-Mail Sessions

—FileT3 =]

How do L. =]

@] Driver Class Hame: oracle jdbe. OracleDriver

Configure testing options for 3 JDBC data
source

=

Configure the statement cache for 2 J0BC
connection pool

Configure credential mapping for a JDBC data

source =

System Status. a System Properties:

Health of Running Servers

I Faied@
I critieal (0)
[ Overloaded @) =l
[ waming{o)
I Ck ()

& Password:

Confirm Password:

SeesteeIIRRIIIRIINL

Change Center @ Home LogOut Preferences [] Record Help Q
View changes and restarts Home > Summary *FCUBDs
Configuration editing is enabled. Future Settings for FCUBDs
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration | Targets | Monitoring | Control | Security | Notes
Domain Structure General | Connection Pool | Crace | ONS | Transaction | Diagnostics | Identity Options
base_domain (=
-Enyiranment Sl
~Deployments
Erservices

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poal and the connections within it
are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target.

Welcome, weblogic | Connected to: base_domain

. More Info,

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE



Change Center
View changes and restarts

Corfiguration editing is enabled, Future
changes will sutomaticaly be activated 2s you

ORACLE WebLogic Server® Administration Console

&) Home LogOut Preferences [2] Record Help Q

Homs >Summary of JIDBC Data Sourcas
Messages

o Test of FCUBDs on server ManagedServer was successful.

Welcome, weblogic ‘ Connected to: base_domai

modify, add or delete items in this domain.

Domain Structure

Configuration
bace _lomain =] L
Bl-Environment Statistics
~-Deplayments

Messaging

~Data Sources
F--Persistent Stores
~Foreign JNDI Froviders
~\ark Contexts

XML Registries

XML Entity Caches
--JCOM

Settings for FCUBDs

Taga cm. securty | otas

Use this page o test database connections in this J05C dats source,

{ Customize this table

L Test Data Source (Filtered - More Columns Exist)

[Eesi=]]

Showing 1to 1of 1 Previous | Next

~Mail Sessions

—Fila T3 [=]

Server

State

o]

How do L.

) | Managedserver

Running

« Test JDBC data sources

« Configure testing aptions for & JDBC data
source

Showing 1to 1of 1 Previous | Next

System Status =]
Health of Runring Servers

[ Fakd@
I critical )
[ Overloaded (0)
[ wanna@
I o (2

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure

base_domain -
BF-Environment
--Deployments

Eh-Services

[#-Messaging

~~Data Sources
~Persistent Stores
F--Foreign JMDI Providers
~“Work Contexts

~-¥ML Registries

~"¥ML Entity Caches
=jCOM

~-Mail Sessions

~Fil= T3 =]

How do L. =]

« Test JDEC data sources

ORACLE WebLogic Server® Administration Consale

@ Home Log Out Preferences Record Help |

Hame =Summary of JDBC Data Sources

Messages

4 Test of FCUBD= on server ManagedServer was successful.

Settings for FCUBDs

Configuration | Targets | Monitoring | Control || Security | Notes

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

O | Managedserver

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

ORACLE



3.2.3 Changing Password in Decentralized Setup

3.3

3.3.1

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

| £ Dracle FLEXCUBE Universal Installer =] @ 3]

Oracle FLEXCUBE Universal Banking ORACLE

Database Installation
Pravide schema details.

Name Value
Username installer
Password [ITITTTITITIT)
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Log Mext Exit

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
o Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

3.4 ORACLE



3.3.2

1. Determine the down time for the password change activity.

o~ @ DN

steps below:

Inform all concerned users and groups.

e Login to Oracle WebLogic application server

e Go to Home > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

Stop the target server to which the data sources point. To stop the target server, follow the

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.

4. Select Connection Pool tab.

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated 25 you
modify, add or delete items in this domain.

Domain Structure

~Data Sources
~Persistent Stores
~Foreign JNDI Providers
~Waork Contexts

XML Registries = & uRL:
XML Entity Caches
~-jCOM
J ] Driver Class Name:
“Mail Sessions
~File T3 j
How do I... B

(F] Properties:

+ Configure testing options for a JOBC data user=FC1131I0T
source

+ Configure the statement cache for a JDBC
connection pool

+ Configure credential mapping for a JDBC data
source

System Status =) System Properties:

Health of Running Servers

Overloadad (0)
[ Warning (0)

Settings for FCUBS_SchedulerDS

Genersl | Connection Pool

&) Home Log Qut Preferences [&] Record Help Q

Heme »Summary of JDBC Datz Scurces »FOUBS_SchedulerDS

Configuration | Targets | Monitoring | Control | Security | Notes

Orade | ONs | Transaction | Diagnostice | Identity Options

base_domsin B
[-Environment Save
iDeployments
x
. The comnection pool within & JDBC data source cantains & group of JDEC connections that spplications reserve, use, and then retum to the po, The conmection pool and the cannections witin it
Hessaging are created when the connection pool s regictered, usually when startng up WebLogic Server or when deploying the data source to 8 new target.

Use this page to define the configuration for this data source's connection poal,

jdbc oraclethin @10.184.74 1421521 KERDEV3

oracle jdbc xa client OracleXADataSource

[

[

- |

. ok () ] Password:

Confirm Password:

LT T TR TY Y|

LT T T YR TP Y|

Welcome, weblogic | Connected to: base_domait

to connect to. The format of the URL varies by JDBC

L of the d
More Info...

More Info...

e. MoreInfo...

5. Change the password. Use the following fields:

Password

Specify the new password.

3-5
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Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

CIRACLE WebLogie Server® Ammsraion Gomeoe e 0000 o

Change Center & Home LogOut Preferences Record Help ‘ Q Welcﬂme,wehlog»c‘cnnnetted to: base_domai

View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes wil sutomstcally be sctivated s yau & Test of FCUBS _SchedulerDS on server ManagadServer was successfil,
modify, add or delete items in this domain,

Settings for FCUBS_SchedulerDS
Domain Structure

Configuration | Targets Control | Security | Notes
oo - = Z

Bl-Environment Statistics
~-Deployments

B-Mm

Use this page to test database connections in this JDBC data source,
r-Persistent Stores
~Foreign JNDI Providers
~\ork Contexts

XML Registries = Test Data Source (Filtered - More Columns Exist)
XML Entity Caches

=-JCOM I I Shawing 1 to 10f 1 Previous | Next

~Mail Sessions

{ Customize this table

—File T3 = Server State

How do I... =] () | Managedserver

Running

« Test JDBC data sources Shawing 1o 10f 1 Previous | Next

« Configure testing options for a JDBC data
source

System Status =]
Health of Running Servers

[ Fald@
I citel@
[ overladed ()
I wanina (@

el

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Home =Summary of JIDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you o Test of FCUBS_SchedulerD5 on server ManagedServer was successful.
modify, add or delete items in this domain,

Settings for FCUBS_SchedulerDs
Domain Structure

hase domain " Configuration | Targets | Monitoring | Control | Security | MNotes

BF-Environment
--Deployments

Eh-services

[#-Messaging

~~Data Sources
~“Persistent Stores
F--Foreign JMDI Providers
~~Work Contexts

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

~XML Registries IS Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
--JCOM
~"Mail Sessions
~Fil= T3 ﬂ Server
How do L.. = ) | Managedserver

« Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.4 Changing ELCM Data Source Password

You need to change the password of ELCM data source.

3.4.1 Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.
Inform all concerned users and groups.

2
3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
¢ Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.
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SR P ymm—— e 4 O

Change Center {2 Home Log Out Preferences (2] Record Help Q Welcome, weblogic ‘ Connected to: base_domain)

e e e e e st t Home >Summary of JDBC Date Sou CUBS_SchedulerDS »Summary of
Configuration editing is enabled. Future Settings for FCUBS_ELCMDs
changes wil sutomatically be actvated as you
modify, add or delete items in this domain. Configuration | Targets = Monitoring | Contral | Security |~ MNotes
DomainStracture General | Connection Pool | Orace = ONS | Transaction | Diagnostics | Identity Options
base_domain [=]
B-Environment \Save)
~Deplayments
Eb-services

The connection pool within & JDBC dats source contsins & group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
are eated when the connection pool is registered, usually when starting up VWebLogic Server or when deploying the data source to a new target.

Messaging
~Data Sources
~Persistent Stores Use this page to define the configuration for this data source's connection pool.

oreign DI Providers
 Contexts - B
1. Aot L R jdbe:oracle thin @10.10.10.10-1010 KERDEV3 Tne L of s desbeseto comnact . The ot of the AL varies by 205
XML Entity Caches o
oM 45 Driver Class Name: The ful package name of JDBC driver class sed to create the ph
~Mal Sessions = oracle jdbe OracleDriver database connectons in the conn
Fie T3 be in the dasspath of any server &
How do L. a

] Propertic The list of properties passed to the JDBC driver that are used to ceate.
Configure testing options for a JDBC data = ph atabase comnections. For example: server=dbserver L. List each

roperty=value pair on 2 separateline.  More Info...
source L = =

Configure the statement cache for 3 JDBC
connection pool

Configure credential mapping for & JDBC data

source =

oystem status S| | Svstem Properties: The list of System Properties names passed to the JDEC driver that are used
| catabase connections. For example: server=chserver 1. List
raperty =value pair on & separate ine. More Info..,

Health of Running Servers

I Fald)
I ot @
[ Overoaded (o) =
[ waming ()
I O (2)

] Password: The password attribute passed to the JDBC driver when creating physical

database connections.  More Info...

Confirm Password:

sssssssensrnrenseg

5. Change the password. Use the following fields:
Password
Specify the new password.

Confirm Password

6. Specify the new password again. Click ‘Save’.

7. To test the data source, select Monitoring tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts Home =Summary of JDBC Dets Sources »FCUBS_SchedulerDS =Summary of JDBC Detz Scurces =FCUBS_ELCMDs »|
Messages
Configuration editing is enabled, Future
changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful,
modify, add or delete items in this domain.
Settings for FCUBS_ELCMDs
Domain Structure
base domain [=] Configuration | Targets | Monitoring | Control | Security | Motes
Erh-Ervir
Environment Statistics | Testing
~-Deployments
EF-services
E-Messaging ) T
Use this page to test database connections in this JDBC data source,

--Data Sources

~“Persistent Stores

F--Foreign JMDI Providers [ Customize this table

--Work Contexts

“XML Registries = Test Data Source (Filtered - More Columns Exist)

{ML Entity Caches

--COM

~"Mail Sessions

~File T3 J Server
How do I.. =i (O | Managedserver
« Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.5 Changing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

3.5.1 Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.
Inform all concerned users and groups.

2
3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© ® N ©

This completes the prerequisites.

3.5.2 Changing Bl Publisher Data Source Password

To change the Bl Publisher data source password, follow the steps given below:

1. Log in to Bl Publisher server.

2. Go to Admin > JDBC > Update Data Source.
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3.6

3.6.1

Admin > JD|

Update Data Source: Oracle Bl EE

General

Security

¥TIP Please make sure to install the required JDBC driver classes.

Data Source Mame |Oracle BI EE

* Driver Type | Oracle BI Server v

* Database Driver Class ‘nrade.hl.]dhc.ﬁ\naldthrwer ‘

{Example: orao
* Connection String jdbc:oraclebi:

eDriver )
//HOST:PORT/

* Username |Administrator

Passward |esesss ]

Pre Process Function

Post Process Function l:l
Use Proxy Authentication
Test Connection

Available Roles Allowed Roles

)
Move

B @

Move All
2
Remove

<
Remove All

Cancel ||| Apply

3. Choose the data source whose password needs to be modified.

4. Modify the following field:

Password

Specify the new password.
5. Click ‘Apply’ button.

Restart the application server.

6
7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Oracle Business Intelligence Enterprise

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprise Edition (OBIEE)

data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities

are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3-10
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
¢ Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

TREE

TERTIRBE

L8
3

FEEVEFEE

gar=
K

£

Geranal | Convmcton Sospin todie Bk | T

L O O L P
;A.,,I,L {’I-ﬂ-!l-

W B3 M
oy e [P " e | | =2
o 7 2 f i3
. Mumam porvwotors | 105 & 3
[ Focpms bl eyl latin rogwas ]
P Parcde bbcmen : -1
FL Transacion Coaln mave s [FLUES « (=23 RE
e W Shed logon o 53 5E
5 ; .
-EE Usws reame:  [FLLERS 773 Pt [ j:
. e B N | -
: - Fmwnit 5 | =] =
Saich b . W & 0
m W L wudbenatied corrmcmnn . Bty

7 Eumouie qusrms seprchearausie

P Prawaten nawoted

[ [Ewtna =
Damscnpln:

3. Change the password. You will be prompted to re-enter the password. Click ‘OK’.
4. Restart the application server.

5. Start Oracle FLEXCUBE.

6. Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.7 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.7.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.7.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.
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TIGETY, 00 BT BT TR T 1T Tommam. T

Domain Structure
base_domain -
-Enviranment

~-Deplayments

EH-Messaging

~Dats Sources

rPersistent Stores

~Foreign JDI Providers

L Entity Caches
oM

“Mail Sessions
“Fil=T3 j
How do L. a

+ Configure testing options for 2 JDBC data
source

« Configure the statement cache for a JDBC
connection poal

+ Configure credential mapping for  JDBC data
source

System Status =]
Health of Running Servers

[ Faledit)
[ cCriteal @
[ Overlbaded )
[ Waming@
()

[« jon | Targets | Monitoring | Control | Security | Notes

Genersl | Connection Pool

Save

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
are created when the connectan poal is registered, usually when startng Up WeblLogic Server or when deplaying the dats source to a new target

Orade | ONS | Transaction | Diagnostics | Identity Options

Use this page to define the configuration for this data source's connection pool.

&5 URL:

] Driver Class Name:

4] Properties:

System Properties:

jdbe oracle thin @10.10.10.10:1010 KERDEV3

oracle jdbc xa client OracleXADataSource

=

=

&8

Confirm Password:

SeerRERIIIRIIIIIIL

Tnitial Capacity:

Maximum Capacity:

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save'.

To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE WeblLogic Server® Administration Consale I

Change Center @ Hame Log Qut Preferences Record Help

DS =Summazry of JZBC Datz Sources » FCUBS_ELCMDs =Summary of JDBC Datz Sources = F

B5_Sched

View changes and restarts

Sources =FLE ta Sources = FLEXTEST.WORLD
Configuration editing is enabled, Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain, «# Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_domain = Configuration | Targets | Monitoring | Control | Security | Motes
BH-Environment

~Deployments Statistics

Eh-services

EF-Messaging

—Data Sources
—Persistent Stores
{~—Foreign JNDI Providers

|ze this page to test database connections in this JDBC data source,

—Work Contexts [ Customize this table

~"¥ML Registries L

—=¥ML Entity Caches Test Data Source (Filtered - More Columns Exist)

—§COM

~Mail Sessions

~Fil= T3 j

Server State
How do L. =]
O Managedserver Running

« Test JDBC data sources

« Configure testing options for 3 1DBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.8 Changing Branch Schema Password

This section describes the steps involved in changing branch schema password.

3.8.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop Oracle FLEXCUBE application.

4. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

5. Ensure that all users have logged out of Oracle FLEXCUBE system.
This completes the prerequisites.

3.8.2 Changing Branch Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.
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1. Login to Oracle Weblogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all

data sources created in the application server.
3. Select Gateway data source (jdbc/fcjdevDSBranch).

4. Select ‘Connection Pool’ tab.

ORACLE Weblagic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
madify, add or delete items in this domain.

@ Home LogOut Preferences [5] Record Help =}

Welcome, weblogic | Connected to: base_domain|

Home >Summary of DBC Daf

curcss » FCUBSBranch

Domain Structure
base_domain
E-Environment
~-Deployments
1-Services
~-Security Realms
B-Interoperability
+Diagnostics

Settings for FCUBSBranch
Configuration | Targets | Monitoring | Control | Security | Notes

General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

Save

The connection pool within a JDEC data source contins a group of JDBC connections that appiications reserve, use, and then return to the pool, The connection pool and the connections within it
are ereated when the connection pool is registered, usually when starting up WebLogic Server ar when deplaying the data source ta a new target

Use this page ta define the configuration for this data source's connection pool.

5 URL:

jdbcooracle:thin: @ 10.10.10.10:1010:KERDEV3

4] Driver Class Name: oracle jdbe.xa.client. OracleXADataSource

How do L.. =
4] Properties:

' Configure testing options for 2 JDEC data user=TCl131TUT =]
source

# Configure the statement cache for 5 JOBC
connection pool
+ Configure credential mapping for a JOBC data

source =

System Status B System Properties:

Health of Running Servers

Failed (0)
Critical {0}

T Overloaded (0] =l
warning {a)
I < () #F] Password: sessssesssssesesed

Confirm Password:

Ty

URL of the database to
More Infa.

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again
6. Click ‘Save’.

To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE Wenlogie Sorvar® mammrmaion conere w4 o

Change Center @ Home Log Out Preferences [ Record Help Q Welmme,weblugi:‘Cnr\nect&dm: base_domain

Sum

View changes and restarts Home =Summa s >FCUBSBranch

Messages
Configuration editing is enabled. Future

changes wil automatically be activated as you + Test of FCUBSBranch on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBSBranch
Domain Structure

base_damain = Configuration | Targets | Monitoring | Control | Security | Notes
B-Environment
~Deployments
Eb-services
s3]
~Data Sources

Statistics ~ Testing

Use this page to test database connections in this JDBC data source.
[~Persistent Stores

¥ Customize this table

Test Data Source (Filtered - More Columns Exist)

XML Entity Caches
—iCoMm Showing 1to 1of 1 Previous | Next

~Mail Sessions
—Fi= T3 =) Server State

o

How do L.. [¢]

ManagedServer Runring

» Test JDBC data sources

» Configure testing options for a JDBC data Showing 110 1of 1 Previous | Mext
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

4.2.1

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
Inform all concerned users and groups
Ensure that all users have logged out of Oracle FLEXCUBE system

2
3.
4. Stop the target server to which the data sources point.
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server
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Integrated Solutions Console

Welcome admin

‘ View: | All ta.

welcome
Guided Activities
Servers
Applications
Services

Resources

B S=curity
Global security
Security domains
Administrative Authorization Groups
551 certificate and key management

Security auditing

Eus security

Environment

System zémi

tration
Users znd Groups
Menitering and Tuning
@ Troublszhscting
Service integration

{8]=12)4

Help | Logout

Closs page

Global security

Use this panal to configura administration and tha default application sacurity
functions and is usad as a default sacurity policy for user applications
=pplications.

policy. This zecurit
Security domains

Security Configuration Wizard ] Security Configuration Report

Administrative security Authentication

“2ministrative ussr reles
= aroup roles

Enable administrative security

@ Lon

Kerberes and LTPA

< suthentication

Application security

(This function is currently disabled. See the IBM Support site for
le future updates.)

pos:
[ enable application security

Kerberes configuration

Java 2 sacurity QO swam (4

nfigurstion =pplies to the zscurity pol
can be dafinad to ovarrids and customize the security policies for user

Authentication mechanisms and expiration

d):i He auth 4 e

for all administraf

[ use 1ava 2 security to restrict application access to local resources

Warn if app

Web and 5

tions are granted custom permissions

s=curity

Restrict access to resource authentication data RMI/110P sacurity

Authentication cache settings

comm

User account repository
Current reslm defin
Federated repositor

Agpplication lagins

Sustem logins

T Jave Authentication snd Authorization Service

J2C zuthentication dats

Avsilable realm definitions

Federated repositories - Configure.... Set 25 currant |

Sscurity domaing

Zararnal sutharization grovidzrs (B3N might causs sppications to Fa

Custom properties

#Apply | | Reset

& f
[ use rezlm-guzlified user nzAuthorization Servics

ffies-orfistof-3eba(TH) Authentication and

e {1445) login configurations that are
used by system resources including the authentication
mechanism, principal mapping, and credsntial mapping, You
cannot remove the default login configurations because

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome

‘ View: | All tasks v ‘

welcome

Guided Activities
B servers

B server Types
webSphare application serers
webSphere MQ zervers
web servers

Applicatiens

Services

Resources
B security

Global security

Securi

domains

trative Autharization Groups
SSL certificate and key management
Security suditing

Bus s=cu

Environment

Syst=m administration
Users ané Groups

Menitoring and Tuning

Troubleshosting

Service integration

upDI

Global security > JAAS - J2C authentication data

Specifies a list of user idantities and passwords for Jas

(TH) 2 connactor =

rity to use.

Prefix new alias names vith the node name of the cell (for compatibilil

Apply

vith earlier releases)

Erafers.

Help | Logout

Close page

Field help

For field help information,
select a field label or list
marker vhen the help
curser is displayed.

Page help
ermastion about

New| Delets

I [

Select Alias & |userro ¢ Dascrigtion O

You can zdminister the folloving resource:

1PL183D0RNode08/L A1

[m]

LA1465R2

| LA1485R2

Total 1

3. You will notice a table showing the list of JDBC sources. Choose the node used by host

schema data source.
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Integrated Solutions Console ~ welcome .

‘ View: | All tasks ~ ‘

welcome Global security
Bl e sxaires Global security > JAAS - 12€ auth data > IPL189DORNode06/LAL465R2 Field help
For field help information,
B servars Specifies a list of user identities and passwords for Java{TM) 2 connector security to use. select a field label or list
Bl Server Types General Properties marker vhen the help

cursor is displayed.

WebSphere application servers ¥ Aliss
WebSphere MQ servers [tPLLESDORNOd =08/ LAL465R2 Page help
web servers More information about
+ User 1D this sage
Fl Applications LAdeOR2 Command Assistance
Services + Password View administrative

....... Zcrinting command for last
Rescurces

Description

Bl Security rrEr———

Glabal security

utherization Groups [2eely] [ok| [Resst| [ cancel

ertificate and key management

Security auditing

Bus security
Environmant
Systam zcministraticn
Users 2nd Groups
Monitoring zné Tuning
@ Troublesheoting
Service integration

uppL

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.
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Welcome

Integrated Solutions Console

View: | All tasks -

Welcome

Guided Activities
O Servers

B Server Types

Ppplications

Services

B Resources
Schedulers

Object pool managers

Bl Messagas

[} The test connection operation for dats source LATAM on server serverl at neds
IPL18SDORNade0s was successful.

Data sources

Use this page to edit the settings of 2 datasource that |
vour application with connactions for accessing the datab: 2arn
i

= lisk of task steps and more genaral infermation about the top|

B Scops: =All scopes

Scope specifies the level at which the resource definition is visible. For detailed information on

helo.

what scope iz and how it vierks, ge= the scops settin

isted vith your selected JDBC provider. The datasource object supplies
more about this task in = guided activity. A guided activity provides

Field help
For fisld help informat]
selact a fisld label or |
marker vhen the helo
cursor is displayed.

Paga help
Mere infermation abe
this page

Command Assistance

[Nl scopes ~|
B s
B ipec Preferences
JDEC pre
new| | Dalete || Test connsction WManags statz.. |
urce phere Application Server Tl
v4 [
Ad
B Resource Adapters Select| Name £ JHDI name 5 Scope Provider Description | Category

Asynchronous beans
You can administer tha following resourcas:
Cachs instances

[ |Esfadl DefaultDatasource | Node=IPL183DORNode0s Server=serverl | Derby JDBC Datasource
Mail o e
Datssource Brovider for the
URL WebSphere
Default

FResource Envirenment Application

& s=curity jdbc/fejBranchDs

Node=IPL189DORNedels Server=serverl | Oracle JDBC
Driver (XA}

Hev JDEC
Datasource

idbe/fciSchedularDs | Node=1PL185DORNode08, Servar=sarvarl Hew IDBC

Datasource

FLEXTEST.WORLD | Nlode=IPL183DORNode08, Server=sarverl Hevw JDBC

Datasource

idbe/fejdevDs Node=1PL18SDORNode06, Servar=sarverl | LA1465R2 Hevi JDEC

Datasource

Envirsnmant

System zdministration
Users and Groups
Menitering and Tuning
B Troubleshooting
Service intagration

uppI

£ »

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

4.3 Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

4.3.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin Logout

‘ View: | All tasks ~ |

welcome

Guigzd Activities Global security

arvers Use thiz pansl to configurs administration and the default application sscurity policy. T
functions and is used as a default = y policy for user appl
Applications applications.

his securi
curity demains can be d

onfiguration spplies to the security policy for all administrative
=d to override and customize the security policies for user

tions.

Services

esources Security Configuration Wizard ] Security Configuration Report

B szcuri
Y Administrative security Authentication

Enasle ive security " 2 user roles Authentication mechanisms and expiration
<trative aroup roles
® Lrea

strative auths

tion b

Kerberos and LTPA

Application security

(This function is currently disabled. See the IBM Support site for
Bus security 7 enasie application « possibls future updates.)
= n=sls apmlication sao Kerbarcs confiquration
Environment
e Java 2 security O swam ¢ )i o betwesn servars

[ Uze 32wa 2 security to restrict applicstion

e2s to local resours

Users and Groups

warn if applications are granted custem permissions
donitoring and Tuning Restrict =

=3 to resource authentication data

B Troubleshosting

Tave Authantication and Authorization Sarvice
User account repasitary =]
ervics intagration Corrant reslm definition Zpplication loging
Federmtod repoitorics Svstem logins
(CED Ecersted reposfores 12C surh i 2ars ——
- = -
Available realm definitions T henticationand

[ use realm-guzlifiag user nghuthorization Service (JAA5) login configurations that are
J used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Yo
Security domsins cannot remave the defaulk login configurstions because
Sxternal suthorizstion providers |39Ng 50 might cause applicstions to Fall,
Custom properties

Faderated repositories v| | configure...

apply | | Rasst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Wielcome Helo | Logout

View:

All tasks

Welcome

B ey pmi s Global security > JAAS - 12C authentication data Field help

B servars For field help information,

sslect a field label or list
marker vhen the help
cursor is displayed.

i Page help

More infarmation s5out
hi

Specifies = list of user identities 2nd passwords for Java(Th) 2 connector security to use.
Bl Server Types

webSphere 2

Prefix new alias names vith the node name of the cell (for compatibility vith sarlier releases)

Apglications

Praferances
Exi=T) New|[ Delete
Reseurces
e

Blrz=r vl

Glabal security Selact| alias & User 1D & Description &

Security domains You can administer the folloving resources:

[] |IBLiEsDORNedess, LAL465R2 LA1455R2

Security

Total 1
Bus s=curity

Envirsnmant

System acministration
Users and Groups
Menitering and Tuning
B Treublashosting
Service integration

uDD1

3. You will notice a table listing of JDBC sources choose the node which is used by Oracle
FLEXCUBE application.
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Integrated Solutions Console: Welcome

| View: | All tazks v

Welcome
Guided Activities
[l s=rvers

O Server Types
WebSphere apel
WebSphere MQ
web servers

& 2pplications.
Sarvices
Rescurces

Bl s2curity

Ad Autharization Groups
SSL certificate and key management
Security zuditing
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@ Envirsnment
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Global security

Global security > JAAS - 32C
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Spacifies a list of user identities and passwards for Java(TM) 2 connector security to use.

General Properties

Field help
For field help information,
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markar when the help

* User ID

Description

LA1465R2
[os] [ow] [Reset ] [Cancel

curser is displayed.

Page help
More information about
this page

Command Assistance
View sdministrative
scripting command for last
action

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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Welcome

Integrated Solutions Console

| view: [Alltaske ™|
welcome
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Bl servers

O Server Types

Applications
Services

El Resourcas

B Meszages

[} The test connection operation for data =ource FCUBS Scheduler Data source on server serverl
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Data sources.
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Field help
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select a field label o |
marker vien the help
cursor is displayed.

Page help
Mere information abe
this cage

Command Assistance
View sdministrstive
s ng cemmand for

Scope specifies the level at which the resource definition is visible. For detailed information on
Schedulers what scope is and how it works, see the scope settings he
Object pool managers
JeetpeelmenEeEn [l scopes ~|
Hams
B1oec Prefarences
IDBC providers
o Hew| Deletz Test connzction Manage state., |
a Sphere Application Server p—r
]
Selact| Hame & INDI name & Scope Provider § Description { | Catagory &

synchrancus beans
You can administer the folloving resources:
ache instances

Default DefaultDatzsource | Node=IPL18SDORNode06, Sarvar=sarvart | Darby IDEC Datazourcs
Mail (| = E
Datazource Provider for the
URL WebSphere
Default

@ Rescurce Envirsnmant -
Application

[[] | Eues ersnch dbc/fBranchDs Node=IPL189DORNode06, Servar=searvarl Nevw JDEC
Dst Datasource

[ | Ecu sduler | jdbc/fejSchedulerDS | Node=IPL18500RNod=06, Servar=sarvart New IDBC
Dat D Datazourcs

0 | e VORLD | FLEXTEST.WORLD | Node=IPL18SDORNodens, Server=serverl, New JDBC

Datasource

jdbe/fdevDs Node=IPL183DORNed=06, Servar=servearl New JDBC

Datasource

Environment

Systzm administration
Users and Groups

Menitoring znd Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

44 Changing ELCM Data Source Password

4.4.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop Oracle FLEXCUBE application
5

Stop the target server to which the data sources point.
This completes the prerequisites.

4.4.2 Changing ELCM Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Log in to IBM Websphere application server.
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Integrated Solutions Console ~ Welcome admin

Al ta,

‘ View:

Welcome

Guided Activities Global security

Servers

Us= this pansl to configure administration and the default application s=curity policy. This sscuri
functions and is used as = default security policy for user apslications. Secur)
spplicstions.

for all sdminisy
policies for u

y configurstion applies to the s=curit
domains can be defined to rride and customize the securil

Applications

Services

[ Security Configuration Wizard | Security Configuration Report

Administrative security Authentication

mech and

Enzble administrative securil
y domains

e Atherieasion (O 1)
trative Autharization Groups R

SSL certificate and key management Kerberes and LTPA
Security zudi

Application security (This function is currently disabled. See the IBM Support site for

= o possible future updates.)
[ Enable application security Mesberoe contomtion
Envirenmant
Java 2 security © swaM (deprecated): No authenticated communication betwesn serve
System administration sothentic eche s .
[ use 1ava 2 security to restrict application access to local resources Zuthenticstion cache ssttings

Users and Groups

b and SIP security

warn if zpplications zre grantsd custom parmizsicns

Menitoring and Tuning Restrict access to resource authentication dats RMI/IIOP security
Treubleshscting B Java Authentication and Authorization Service
User account repository
et N ior los
Service intsgration Current reslm definition Spghcat‘lcn logins
g tem logine
Federated repositories e
DLk 22¢ dats _
Available realm definitions pAerkicaonyend

pecifies = st of Jeva(Tt
[] use realm-quslified user ndAuthorization Service {1445} login configurations
Federsted repositories v Configure... Set as current |

used by system resources including the authenti
mechanism, principal mapping, and credertial may
Securiey domsins cannot remove the default login configurations b
cernzlauth orovidars |doing o might cause applications to Fail
Custom propertiss

2pply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console welcoma Help | Logeout

cl

seas
?_Wldle ]

Global security > JAAS - 12C data Field help

For field help information,
select = fizld label or list
marker vhen the halp
curzer iz dizplayad.

‘ view: |2l t= v ‘

Welcome

Guided Activitiss

Bl Servers

Specifies a list of user identities and passwords for Java(TM) 2 connector security

o use.
B server Types

Prefix naw alias names with the node name of the call (for compatibility with earliar releasas)
webSphere application servers

WebSphere MQ servers

Page help

Mors information about

this page
& Pl Praferances Command Assistance
Services ministrat
e pelese | sfing commans for lazt
Resources — action
e i)

B s=curity L

Fefief ez Salan‘nhas 5 ‘user]D o |Descnptmn o

Security doamains

You can administer the folloving resources:

1PL183DORNade06/LA

Administrative Autherizstion Groups
SSL certificate and key management lud|

1463R2 ‘ LA1465R2 |LAL465R2

Security suditing Total 1

Bus security

Envirenmant

System administration
Users znd Groups
Monitoring and Tuning
B Treubleshesting
Sarvice intagration

upDt

3. You will notice a table showing list of JDBC Sources choose the node which is been used by
ELCM data source.
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Integrated Solutions Console welcome

‘ view: |All tzzks ~ |

weleome
Guided Activities
B Servers
Bl Sarver Types
webSphere application servers
WebSphere MQ servers
web servers
B applications
Services
Reseurces
B security

Global s=curity

Security domainz

Environment

Systam zdministratien
Usars and Groups
Menitering anc Tuning
& Troubleshooting
Servics intagration

ubDIL

[Global security

data > IPL;

Global security > JAAS - 12C

Specifies a list of user identities and passvords for Java(TM) 2 connectar security to use.

General Properties

/LA1465R2

Field help

For fisld help information,
select 2 fisld label or list
marker when the help

* aliss

IPL18500RNod=06/LAL465R 2

# User ID

LA1465R2

# Password

Description

Lal465R2
[ok] [Rasst] [cancal

curser is displayed.

Page halp
Mere infermation sbout
this psge

Command Assistance
View administrative
zcripting command for lazt
action

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4.4.3 Testing ELCM Schema Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Log in to IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.5

4.5.1

4.5.2

Welcome

Integrated Solutions Console

Welcome
Guided Activities
B Servers

B server Types

Applications
Services

Bl Rezources

Schedulers

& ims
Eacec

webSphere Application Server

Resource Adapters
Asynchranous bezns
Cache instances
Mail

URL

Resourcs Envirenment

Bl Security

Data sources

B Messages

[} The test connection operstiol
IPL189D0RNode06 was successful

n for data source LATAM on server serveri at node

Field help

For fizld help informati
select = fisld abel or I
marker vhen the help
curzer iz diznlayed

Data sources

Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datascurce object supplies
your application vith connections for accessing the database. Learn more about this task in a guided activity. A guided activity provides

2 list of task steps and mere general information about the topic.

B Scope: =All scopes.

Scope zpecifies the level at which the resource definition is visible. For detailed information an

what scope is and how it works, see the scope settings he

[l scopes

o

Preferences

New|| Delete

Test connsction

Wanage ste |

o e

Select| Hame & INDI name

You can administer the folloving resources:

[] |Dsfaule

Datazource

DefaultDatazource

[] | EcuBs Branch jdbeffejBranchDs

duler | jdbe/fciSchadularDs

Scope £

Node=IPL185DORNod=06, Servar=sarvary

Node=IPL135D0ORNod=08, Servar=sarvarl

Node=1PL1835D0RNod=06, Servar=sarvarl

Provider &

Dearby JDEC
Providar

Page help
Mors informatien sbouf
this page

Command Assistance
view sdministrative
=cripting command for

Description { | Cat=gory 4

Datasourca
for the
WebSphare
Default
Application

Nev JDBC
Datasource

Nev JDEC
Datasource

[] | ELEXTEST.WORLD | FLEXTEST.WORLD | Noda=IPL1ESDORNodEDS Sarvar=sarvary New 1DBC
ke Driver (X&) Datasource
Bus security O |Lazem idbcffodavDs Node=1PL18SDORNOdE0E, Servar=sarvarl | LAL455R2 Navs JDBC
Datasource
Envirenment Total 5

Systzm zéministratien

Users and Groups

Menitering anc Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Log in to IBM Websphere application server.

ORACLE

4-10



2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console  Welcome admin Help | Logout |

‘ View: | All tasks v |

welcome
B Guided Activities
Bl S=rvers

pansl to configure administration and the default 2p
2nd is used a5 2 default security policy for user app

figuration applies to th
2d to override 2nd custom

for all administrative

rity policies for user
B 2pplications

ions

Services

Resources Security Configuration Wizard Security Configuration Report
E S=curity

Administrative security

Enzble administrative cecurity nistrative user roles Authentication mechanisms and expiration
nistrative group roles

® aea
nizerstive suthenticatisn

Karbaros =nd LTRA
Application sacurity

(This function is currently disabled. See the IBM Support site for
possible future updates.)

[ Enable application security e confioitian
Environmant Femsmsssasten

Java 2 sacurit
System cministration v

[ use Java 2 security to restrict application acc

batween servers

=s to local reson

Bl Users and Groups

Warn if applications ars grantad m permissions

Menitering 2nc Tuning

Restrict 2 o resource suthentication data
Bl Troubleshosting Urer mcconsnt repository 5 35vs Authenticstion =nd Author=stion Service
B service integratien Current reslm definition Application logins

System S
Fe. sitories Sestemlocins,
Heet ostton dzc dats
Available realm definitions peckioc s ool T Authenticationland
= = [ Us= resim-quslifise ussr ndAutherization Service (J4A5) login configurations that ars
Fadersted repositories v Configure... Set a5 current |

used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Vo
Gecuriry domains cannot remove the default login configurations because
Sxezrnal suthorizatien providers [d0iNg 5o might cause applications to Fail

Custom propertiss

2pply | | Reset

3. You will notice a table showing list of JODBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console Welcome Help | Logout

‘ View: [ Al tasks v ‘ Sel=TEL

Welcome [Clobal security

Smcedbctite Global security > JAAS - J2C authentication data Field help
For fisld halp information,
B servers select = field label or list
marker rhen the help
cursor is displaved.

Specifies = list of user identities and passwords for Java(TH) 2 connactor security to use
EEr=me= Srefix new slias names vith the nods name of the cell (For compatibility vith sarlier relesses)

WebSphere application servers

WebSghere

vers Page halp

More information about

this sage
(B8] e Preferences Command Assistance
Services = m .
[new] | pelete | oting commaznd for last
Resources aetion
B B e
Bl szcurity 5
Select| Alias 2 UserID & Description
You c=n sdminister the folloving ressurces:
] |2Li8300RNede0s a1sesn2 LAL465R2 LAL465R2
Total 1

Envirenment

System acministration
e o B
P e
Bl Troublasheoting
L

uDDI

4. Specify the new password in the text field and click on Apply and then click on ok.

4.5.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Log in to IBM Websphere application server.
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4.6.1

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Wielcome Help
‘ View: [All tazks v ‘ Closs pags
feleeme pREEles ?_lHe |
Guicec Activitizs B Messages Field help
o . For fisld halp informati
Bl servers The test connaction operation rc:_d_a‘ta source FLEXTEST.WORLD gatevmy on server serverl at =elact  fiald lzbel or If

node IPL189DORNade0S was successful. marksr when the help

Bl Server Types cursor is displayed.

Data sources Page healp
More information abouyl
Usa this page o edit tha settings of = datasourca that iz associsted vith your salacted JDBC provider. The datasource object supplies thie oo

your application with connections for accessing the database. Learn more about this task in = quided activity. A guided activity provides

2pplicstions = list of task steps and more general information about the topic. Command Assistance
Services B Scope: =All scopes
Bl Resources Scope specifies the level st vhich the resource definition is visible. For detailed information on
Schadulers vhat scope is and how it works, see the scope settings hel
Object pol managers
Jet N [&N scopes ~|
Bims
B 1pec Prefarances

JDBC p

New| | Dalste || Test connsction Menage staten, |

EEEE

webSphere Application Server

Resource Adaptars

Select| Name % INDI name & Scope & Provider & Description £ | Category &
Asynchronous bezns
You can administer the following resources:
Cache instances
[ | Dsfault DefaultDatesource | Hode=IPL18SDORNode06, Servar=serverl | Derby JDEC | Datasource
mail . c
Datazource Providar for the
B URL WebSphere
Resource Enviranment Bl
Application
B security O jdbc/fcjBranchDs | Node=IPL189DORNodE0E, Servar=sarvart | Oracle JDBC | Naw JDEC
D Driver (XA Datasource

D uler | jdbc/fgSchedulerDS | Hode=IPL189DORNode06, Server=serveri New JDEC
Dri XA) Datasource

RLD | FLEXTEST.WORLD Hode=IPL189DORNode06 Server=serverl | Oracle JDBC MNew JDBC
Driver (XA) Datasource

jdbe/fejdevDS Hode=IPL18SDORNode06, Server=serveri | LA1465R2 New JDEC

Datasource
Envirenment Total 5

System administratien

Users and Groups

Monitaring 2nd Tuning

Bl Troublzshosting

Service int=gration

uopt

EN »

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Branch Schema Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.
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4.6.2

4. Ensure that all users have logged out of Oracle FLEXCUBE system.

5. Stop Oracle FLEXCUBE application.

This completes the prerequisites.

Changing Branch Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Log in to IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console

Welcome admin

| view: |all tazks v

Welcome
uided Activitizs
ervers

pelications

ervices

Resources

Bus security

Envirenment
System acministration

s2rs and Groups

onitering an Tuning
roubleshaoting
ervice integration

upDI

Global security.

Use this panel to configure administration and the default application secur
functions 2nd is used 2= 2 default security policy for user zpplisations. Security dems

=2pplications.

Security Configuration Wizard

Help

policy. This security cenfiguration applies to the security o
can be defined to override and customize the =

Security Configuration Report

Administrative security

Enable user roles
nistrative crous rolss

nistrative authsnticaticn

s=curity

Application security
[ enable application security
Java 2 security

[ Use 1272 2 security to restrict apslication access to local rescurces

Warn if appl

tions are granted custom parmissions
Restrict access to resource authentication data
User account repository

Current realm definitian

F.

ositories

Available realm definitions

Federated repositories v

Configurs...

Set as current

Apply | | Rest

Authentication

Authentication mechanisms and expiration

® Lren

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for

pessible future updates.)
Kerberos confiquration

deprecated): Ne authenticated communication between servers

Logout |

Cles= p2ge

for all sdministrative
rity policies for user

Application logins
System logins

B Java Authentication and Authorization Service

Specifies a list of Java(TM) Authentication and

Sscurity domains
External suthorization providers
Custom properties

Service (JA45) login that are
used by system resources including the authentication

mecharism, principal mapping, and credential mapping. oul
cannot remove the default login configurations because

doing so might cause applications to Fail.

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Branch data source.

Integrated Solutions Console

Welcome

| View: | All tazks -

Welcome
Guided Activities
O Servers

Bl Server Types
webSphere application servers

B Applications
B Services
Resources

B S=curity

on Groups

gement

Security

Bus s=curity
Envirenmant

System acministration
B Users and Groups

[ Monitoring and Tuning
B Troublasheoting
Service int=gration

B uop1

Global security

Global security > JAAS - J2C data

Spacifies a list of user identities and passwords for Java(TM)

Prafix new alias names vith the nods name of the «
Apply
Preferences

New|[ Delete

B @ [E

Select| Alias &

UserID
You can administar the folloving resources:

[ | 1°L18300R Neds0s/LA1465R2 La1465R2

Total 1

connactor

Help

to uze

(for compstibility vith =rlier reless=s)

Dascription &

La1465R2

Logout

Field help

For fisld help information,
select a field label or list
marker when the halp
cursor is displayed.

Page help

Mere information about
thiz page

Command Assistance

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.
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4.6.3 Testing Branch Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjBranchDs.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Welcome

2|

O Messages Field help
For fisld help informat]
select 2 field label or |
marker when the heln
cursor is dizplayed.

[ The test connaction
node [PL18SD:

Data sources Page help

More information 5ol
thiz page

Use this page to edit the settings of 2 datasource that is associated with your selected JDEC provider. The datasource object supplies
yeur zpplication vith connections for accessing the databass. Leam mere about this task in 2 quided activity. A guided activity provides
Applications = list of task steps and maore general infarmation about the tepic.

Services [l Scope: =All s

Ellzzrzzs sible. For datailed information on
Schedulers
Objsct pool managers

B ams
= oec
IDBC providers

Data sources new| Delees Tzt connzerisn Manage statz.. |

Data sources {WebSphere Application Server —
va Sl

[ Praferances

Resource Adapters

Select| Hame & INDI name & Scope & Provider ¢ Description £ | Categery &
Asynchronous bezns
You can ad ster
che instances
T [ | zsia DefaultDatasource | Node=1PL18SDORNode0S, Server=serverl | Derby JDBC | Datasource
Datasource Provider for the
L ebSphere
Default
source Envirenment
Application
& Security D FCUBS Branch jdbe/fgjBranchDS Node=IPL189DORNoded6 Serv New JDEC

Datasource Datasource

[ |Ecues scheduler

jdbe/fejSchedulerDS | Node=IPL1 83DORNode0S,

New IDBC
D: e

WORLD | FLEXTEST.WORLD | Node=IPL183IDORNod=0E,S

jdbeffojdevns Node=1PL18SDORMNode06, Sary

La1455R2 New JDBC
Datasource

Bl Monitaring and Tuning

Troublesheoting

Service integration

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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5.1

5.2

5. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

SMTP Server
EMS FTP Server
BPEL Server
BIP Server

DMS Server

Changing SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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START

Take backup of
fecubs. properties file

l

Change the password in
fcubs. properties file
through Installer

l

Lsing the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

h

¥
Test Application

Mo

Testing
successful

5.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is
completed:

e Take a backup of fcubs.properties file from the current EAR file.

5.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.
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| £ Oracle FLEXCUBE Universal Installer =] B |3
Oracle FLEXCUBE Universal Banking ORACLE
Property File Creation
Current screen provides an option for Mail configuring using SMTPS Protocol.
No. Hame Value
1 Host samplename.mail.com
2 Userid infra
3 User Password [TTTTTT]
4 JNDI Mame maillFCUBSMail
Log Mext Exit

2. You need to modify the following field:
User Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
o Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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START

Take backup of
foubs. properties file

l

Change the password in
foubs. properies file
through Installer

l

Using the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

h 4

¥
Test Application

Mo

Testing
successful

5.3.1 Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.3.2 Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.
Refer to the Installation Guide for further information on the following topics:
o Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing BPEL Administrative Console Password

This section describes the process of changing the BPEL server password.

The following diagram briefs the steps involved in changing the passwords of the BPEL server.
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START

Take backup
foubs.properies file

l

Change the password in
foubs. properties file
through Installer

l

Llzing the new fcubs. properties file
create EAR through Installer and
deplay it in the application server

¥

¥
Test Application

Mo

Testing
Successful

5.4.1 Prerequisites

Before you change the password of the BPEL server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.4.2 Changing BPEL Server Password

To change the password of BPEL server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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e Bl _PASSWORD: Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the

password change.

4. Test whether the password change was successful. In case the test is not successful, repeat

the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
o Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing BIP Administrative Console Password

This section describes the process of changing the Bl Publisher server password.

The following diagram briefs the steps involved in changing the passwords of the BIP server.
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5.5.1

5.5.2

START

Take backup of
fcubs. properties file

l

Change the password in
foubs. properies file
through Installer

l

Using the new fcubs. praperties file
create EAR through Installer and
deploy it in the application server

¥

Y
Test Application

Mo

Testing
successul

Prerequisites

Before you change the password of the BIP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of BIP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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5.6

BIP Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
o Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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START

Take backup of
foubs. properties file

l

Change the passwoard in
foubs. properties file
through Installer

l

Using the new feubs. properies file
create EAR through Installer and
deploy it in the application server

¥

h 4
Test Application

Mo

Testing
successul

5.6.1 Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.6.2 Changing BIP Server Password

To change the password of DMS server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
o Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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