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RESTful API /X—3 2 > 2 & RESTful API X—3 3 > 1 Ol AR IZHH A8 T H
D, TOHA1RDOEY DIHTIX, N—Yary 1Dz RLULET, VZI A URID

Y= AN=U a3 V5 (vi £721d v2) Z{HH L T, 9% RESTAPI N—Y a v
ZIERL £7,

A9 )7 hATRERME

RESTful API N—3 3 > 2 O#EIX, HIZAZ) T halfeifiz L £d, A2 )7
NAJREZRMEIZ X, TORTF 4 —DRA T/ —DEEL AR H D £,
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RESTful APl H—EX/N—23> 2.0

18

RESTful API N— 3 v 1 O#fEIX, £ DA, A2 ) 7 MR fliziR U £d
B, BTLEZITRDY EFVA, 722 2L, RESTIUlAPI N—Y a v 1 TlE, %2
73 Javascript H B THR XX F 5 23K 3546 £, 1SO 8601 HIFEA T H IR U5 %
BEGEMNRH Y £9, RESTful API N— 3 > 2 Tl, %12 1S0 8601 HFF A D H
XFHERLET,

RDOFITIE, GET /api/system/vi/updates #/EIL5¢427% Javascript HA AT H IR
XZF %KL, GET /api/system/v2/updates #f{ElL ISO 8601 HFFE T H X F
a9,

GET /api/system/vi/updates

"updates": [{
"status": "previous",
"href": "/api/system/v1l/updates/ak-nas@2013.06.05.4.0,1-1.7",
"release_date": "Fri May 01 2015 20:13:00 GMT+0000 (UTC)",
"install date": "Tue Nov 15 2016 01:01:07 GMT+0000 (UTC)",
"version": "2013.06.05.4.0,1-1.7",
"date": "Fri May 01 2015 20:13:00 GMT+0000 (UTC)"

H

GET /api/system/v2/updates

"updates": [{
"status": "previous",
"href": "/api/system/v2/updates/ak-nas@2013.06.05.4.0,1-1.7",
"release_date": "2015-05-01T20:13:002",
"install date": "2016-11-15T01:01:07Z2",
"version": "2013.06.05.4.0,1-1.7",
"date": "2015-05-01T20:13:00Z"

3]

—&8 L7118

RESTful API N—Y 3 > 1 OEMETIX., 7unsF 4 —ADOT7 7 AFEZGL T, [
U7anRTF s =i U TR EINREND Z A H D £3, RESTful API N— 3
V2 DEMETIE, TuNRTF 4 —ADT IR AHEIZEZRL . B U ENREINE
—g—o

MOPITIE, TRTOL TV r—varv7ryari—ERRINTVWDEY
&, max_bandwidth 70/ 8F 4 —DffilX -1 E U TRINE T,
GET /api/storage/vi/replication/actions

"actions": [{
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,

n o
)

LIV r—2av72varvR1O0RBEINTWEEA, RICRZENEEIN
TWa L TH, max_bandwidth 7E8F 4 —DfflZ o L L THEHINET,
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—ARAY7 RESTul #21E

GET /api/storage/vi/replication/actions/71b1b8b9-9¢57-c969-aab9-f96d5f4e5d54

"action": {
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": 0,

L
}

RESTful API N— 3 > 2 DEFETIE, FED 708 F 4 —flHA~DT 72 ZA/EIZHE
R, ZOTHNRT 4 —IZRH U THEICFAIUMEZEL £7,
GET /api/storage/v2/replication/actions

"actions": [{
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,
1

GET /api/storage/v2/replication/actions/71b1b8b9-9¢c57-c969-aab9-f96d5f4e5d54

"action": {
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,

—hi% Y74 RESTHul 121E

RORIFFE TN Y — AT T % — &7 RESTiul #FZ2 R L TWE 9§,

®1 — %72 RESTful #1F
VDOTZ K INZR Bz
GET resources TRCDY)Y — A% —EWFRUET
GET resources/name BIRENZ) Y — A% T 5 JSON A+ 7
V7 bEIFELET
POST resources FLWYY —Z22ERLET
PUT resources/name BIRINZVY—A%2EFLET
DELETE resources/name BIRENZV Y —AZHIRLET

HTTP [ &4 X

TRTOIGET — XL, RFC4627 TEHI N ISONERTZ Yy I—FRaIhxd, IF
MIZEERLRVWAEY, B—D )Y —2Z/dT5av Y RiZ, 7uxsFs—2LTY
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https://tools.ietf.org/html/rfc4627.html

HTTP SEA Y 4 —

VA% EHEOE—DJSONHERA TV 7 bR LET, a9 Kk a v T
IE, ZDISONFERA TV 27 b TRINS TuNRT 4 —ZEZRLTWET,

EPZER DI NNE D | ERL (POST) B L UL HE (PUT) I~ Y R, fEREZIZEE
NV —ADTaNT 4 —%2RUET, NRIZGET V7T AMILoTEIND
e —8,|LET,

AL DI
{

"resource_name": {
"href": "path/to/this/resource",
"property_01": "value_01",
"property_02": "value_01
}
}

—¥WDGET AX Y RKIFVY—ADY A MZKLET,

"resource_list_name": [

"href": "path/to/resource_01",

"property_01": "value_01"
bo{

"href": "path/to/resource_02",

"property_02", "value_02"

]
}

FR-ZOFRFaA VIR T, IV RTI, HARTLLTE20I28iTE AR—
AzEBMUTERRESIN/ZISON EOFEREZRLTWET, EBOHATIIZDE
ARENEEINEEA,

HTTP [&&A w4 —

F—REREETEIIRTOT IIA TV AY—E 237 RIZISON ¥ — X R % ff
AL, RO~y B—(EDBRETT,

Accept: application/json
Content-Type: application/json

RGN Y X—IZIXRDERPEENE T,

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

DA NDOMRDOGE., T—2MWEEINDETT. HEOEI DL SZWEEDRH D
F9., NEDOEIDREINTWARWEE, 7747V Mi, BEINEZTRTDOT —
R %& A D 72HIZ, EOF £ TIREARAN ZHANBDBEND D £,
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FEENIA—%

BEetd/\NTX—4

—EDY 7T A ML, BEINET—XREEINET— X2 R IRTE4 7Y 3 Vol
EENRTA—REZITWAEZeNTEET, ZDEI7VaryTlk, BEOZX1 7D
V—ATCHHATEAMEENRNTA—RIZOWTHHLET., &V YV —RAIZEHOME
BNRITA=R, BIOZDX 7Y a v THHT HMEE /T A — X DRk Gk
IZOWTIE, BVY—ZADRFa AV b2Z2RBLTLEI N,

x2 — RGN T A —&
NFA=% SHEA
props=true VY —=ADTENRTF 4 —RARF—R% —~BFKRLET, T

7 # )V MEIX false T,

start=index

BEINEZBEE 34TV 227 FIDOBRITRT &S W
F—RERFA TV beEELET,

end=index BEINEZEEEAZEZA TV 227 MIDOFNTRTHRDH L W
F=RELFIA TV b EEELXT,

limit=n nfARHOY A N EREERL T,

depth=n BEENET—XOFHML NV EHFELET,

match_property-name=value

BEINTONT 4 —2BEINLETRH>TWEY X b
ATV bEEKELET,

MEHE/NT X—4: props

props BIAHENRTA—=RIE, TOuRTF 4 —AXT—RHERRLET, T—X2E
L0, LT —XZER L7720 T 584ET props=true Z2ffifd 5 &, 7o
TA—EART=ANRREIN, BEFEFINTHA, 2L, VY —2ADE
FERERIZNLDBIED T — X2 KRR TEET,

%3 TaNRT 4 —ARTF— X

ZanF1—

A

name

TanTF 1 —%

label TaRT 4 — D

immutable TaNT 4 = LECERNILERT T TS

type 7B 5 4 —@DH (String, Integer, Boolean, ChooseOne 7 &)
choices I N TaNT 1+ —DHE, HHTHEAREDES]

et /V\> X—4: start

start & E NI A—XIZIE, A7V 7 bVRIBSFHIFEMEEELET,
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FEENIAX—%

n ATV RIIFEER/ET DL, TORINII>TEININA TV b &,
ZTOREINEZA TV 7 OERBIERINZREEVWA TV 28580
AMEERUET,

s UTCHEfIZ BT L T, B LZRZDBICER SN R WA TV 7 b E
TF—ZDVAM2ELET, —HDY Y —AlX, start BEE/NT A — X DK
fEEFR—MLUTWVWERA,

IRFEfE IR, IROFITRTAT UTC R CRIBELH D £9,

H—ERDON—-T3 | BEEOHER B fE D Fl

>

v1 paths %Y%M%AT%H : %M : %SZ 20200723T14:11:49

v2 paths %Y -%m-%dT%H : %M : %SZ 2020-07-23T14:11:49Z

start FEENRTA =R 2 MHALEAIZOWTIE, IROEZ2Va v 2BBUTLEE
(A

B 8OR—VD [F—&XtEy b TF—XDHE]
B 20R=VD [T RNy Ty TO—ERKR]

BEatE/NT X—4: end

end ME&ENRTA—XIZIZ, ATV MNRBIBEXHITHEEZ2EBEL X7,

n ATV RBEEEBETDEE, TOBEIJIZL->TEIRINAEA TV 7 b L,
FTOREINEZA TV 7 POERINER I N ZRBFLVWA TV b 2ED

DANZRL XY,

» UTC I ZfEEL T, fE L ERLDENCER S W zREH L WA TV 27 M E
ZIET XDV A MERLET,

IRFREME . %Y -%m-%dT%H: %M: %Sz DIE AT UTC RS TR I HERH O 7,

end BlIEENNT A =X DHERAFNIZOVWTIE, 120RR—VD (25T RKRXy o7 v
D—EFXKR] ZSRLUTLIEZI N,

et /\Z X—4: limit
limit fIEE NI A —XIE, BT ERORAKEZEBEL £,

start ® end HIEEINTWVARWVWEGES, limit=n E nfHOKFOELZEZKL £7,
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FEENIA—%

MEE/NZ X—4: depth

depth FIGE /NI A —&F, BENBEDVY—ZADY) A MDFML XL Z2EEL X7,
WDRIZFET X SIZ, depth DIERKEWIZ Y, X 0 FEMABEIEINET,

depth D1f# )2 MMSRE N B 1R

depth=0 J = RO7TuRF 4 =B XTFOHH

depth=1 J=ROTuNRTF 14—, FOARME TONT 1+ —, BLOROLH]
depth=2 J—=RDTuNRTF 14—, FOH/ME TN T 1 —, $5D depth=0 H/

350 - depth fI&E /8T A —=&I&, /api/log/v{1|2} 2 L7z0 s D—EEKR, F
721 /api/storage/v{1|2} ZEH L7 =), 7o b, Z7 ANV AT A,
FZIFELUND—ERRTREY R IhTVERA,

BIEE/NT A —& depth ZHHLZ2—HF—DV A DY Z T A D

GET /api/user/vl1/users?depth=2 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password-xxx

L AR ZDH:
fHEIZT 5720012, Biloa—¥ =138 L TWET,

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

{
"users": [
{
"name": "root",
H
{
"name": "firstlast",
"properties": {
"logname": "firstlast",
"type": "directory",
"uid": uid,
"fullname": "First Last",
"require_annotation": false,
"roles": [
"basic"

"kiosk_mode": false,

"kiosk_screen": "status/dashboard"
H
"children": [
{
"name": "exceptions",

"properties": {3},
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"children": [],

"list": [
{
"name": "auth-000",
"properties": {
"scope": "ad"
: ’
"name": "*",

"allow_domain": true,
"allow_workgroup": false
H
"children": [],
"list": []

"name": "auth-001",

"properties": {
"scope": "alert",
"allow_configure": true,
"allow_post": true

}

"children": [],

"list": []

"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "configuration/preferences",
"session_timeout": 15,
"cli_idle_timeout": "infinite",
"advanced_analytics": false
}
"children": [
{
"name": "keys",
"properties": {3},
"children": [],
"list": []

"name": "tokens",
"properties": {3},
"children": [],
"list": []
}
1,
"list": []
}
1,
"list": [],
"href": "/api/user/vl/users/firstlast"
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N
A\
Al
A
N
\I
N
H
NI
|

7

-

f;

&t /v> X—4: match

matchproperty-name=value {1 &8 /37 A — X%, fEEINEZT0 T 1 =4 E2EEIN
TAETROV Y — 2D Y A MERLET,

RDOFITIX, kiosk_mode 7H/8F 1 —DfED true THBEA—HF—DVJ A MZRL F
hg—o

match_kiosk_mode=true

RDOFITIE, roles 7H/3F 1+ —DfE super & A, require_annotation 7'E /X
T4 —DEN true THEHL—HF—DYANEELET,

match_roles="'*super*'&match_require_annotation=true

3¥352 - match_property-name=value &35 X — X%, /api/log/v{1|2} i L 7=
07 0—EHKR, 721X 7api/storage/v{1|2} ZFEA LT =), Tav 7 b,
T7ANVYAT A, £FLUNO—HKFRTRE YR FINTWEEA,

1AT72ALZ—

IS5 —Tik, MOBBEREORIO—REEEHIZ, T5—%RTHITP ATF—X A
I—-RE2RUET,

JSON P&E 5%

fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',

code: 500
}
}
x4 —k iz —a—F
Is5— a—F L]
ERR_INVALID_ARG 400 fEsh 7 AJ151 8
ERR_UNKNOWN_ARG 400 RO IRARIED A58
ERR_MISSING_ARG 400 RBERATBED DD FHA
ERR_UNAUTHORIZED 401 ZDa—Y—iFavy N&2ETTEHEERD
DEHA
ERR_DENIED 403 BEXESSINELE
ERR_STATE_CHANGED VAT MIREBOBE

Oracle ZFS Storage Appliance RESTful API D1 E 25



TFaVT—FOLILELVESORE

Is5-— a—F Bl

ERR_NOT_FOUND 404 VT ANINEZHERRODDY FHATL
7z

ERR_OBJECT_EXISTS 409 VI TANMITCTRFETEA TV b
ERLL £3

ERR_CONFIRM_REQUIRED 409 VI ITANZTZTT57-DIT 2confirm=true
MEENTRA—ZBRBRETT

ERR_OVER_LIMIT 413 ABENZY 7T A MRS B3 KkET
EESch

ERR_UNSUPPORTED_MEDIA 415 VIIZARNINIZAT 4 T RATHY TR
FCHR—=—PINTVEEA

ERR_NOT_IMPLEMENTED 501 BEFEEINTVEEA

ERR_BUSY 503 VY = ZARIR XN T VNS 2d Y- A%
ATEEHA

tXa)T—7O0FINELVESDRE

TR RaAMN—VavBLUOEETAESOaY Y RIE, TTI9ATVARIIT 7R A
FTADDSSL/TLS 7H F 2=V a VB IUREREH L 9,

77 %)V N Tl, SSL/TLS 71 h I)LN— 3 ¥ TLSvl.1., TLSv1.2, BLUOZFN 51T
BT B S DA/ &ofmiT HTTPS Y —E AIZPUT V7T A M 2EEL T
tls version 7ANTF 4 — 2 HBETHILIZLD, TLSVI.0 ZHEENIZTE £,

V7T A~

PUT /api/service/v1l/services/https HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

{ "tls_version": ["TLSv1.0", "TLSv1.1", "TLSvi.2"] }

R OM (I T 572012, HAREBLTWET):

HTTP/1.1 202 Accepted

Content-Length: 1265

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

"service": {
"href": "/api/service/vl/services/https",
"<status>": "online",
"tls_version": "TLSv1l TLSvi.1 TLSv1i.2",
"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:

3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-RSA-DES-CBC3-SHA:
DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"
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TLSv1.0 DA% AMZT 51Z1E, ciphers 7T 8F ¢ —% | TLSv1.0 DA Tl fAAHE
RSO A MIFRELET,

)7 T A O (FHRIZT 5712, HOIREIELTWED):

PUT /api/service/vil/services/https HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

"tls_version": ["TLSv1.0"] ,
"ciphers" : ["SRP-DSS-AES-256-CBC-SHA", "SRP-RSA-AES-256-CBC-SHA", "SRP-AES-256-CBC-SHA",

"EDH-RSA-DES-CBC3-SHA", "EDH-DSS-DES-CBC3-SHA", "DH-RSA-DES-CBC3-SHA", "DH-DSS-DES-CBC3-
SHA",

"DES-CBC3-SHA"]
}

RO (BRI T 272012, HOREKL TWED):

HTTP/1.1 202 Accepted

Content-Length: 809

X-Zfssa-Service-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"service": {
"href": "/api/service/vl/services/https",
"<status>": "online", "tls_version": "TLSv1",
"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:

3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-
RSA-DES-CBC3-SHA:DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"
}
}

J¥E0 - RESTful API £ 7213 BUI 2 CTE <R L 2 [i< 20T, FIIHENDH S
Bt E7-1 Oracle Y R— M SRR ENZEEE2RE, tls_version 8 LU ciphers
TUNRT 4 —DT 7 ANV PREERFFLTLZI W,

INAD — R DEMN

XA — K@D RESTful API 2 fif{ 9 % &, changeProperties HKiZ%ff> T\ 51—
PRI RTOB—HNa—F—DNAY — REMEHIZ2ZEeTcEEd, 2—F—
AGRDFMIE, 265 X—T D [RESTful API O — LY —VE A | 2L TL X

A

O—HNaA—=F=NNR2AT = RKEEFRETIEIZ, NAT— RNOBEMEIHmFIENET,
NAT = ROBAIPEEINTH, BMEDNAT— NI EL2ZITEHA,

BHARER 7O NRT 4 — 2 FRRTAI21F, ROav Yy FE2EHLET,
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28 Oracle ZFS

) 7T A~ OH:

GET /api/setting/v2/password HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

il SR A:

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 17:07:39 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 196

"complexity": {
"href": "/api/setting/v2/password",
"passlength": 8,
"min_letters": 0,
"min_upper": 0,
"min_lower": O,
"min_digit": O,
"min_punctuation": 0,
"max_repeats": 0,
"namecheck": true

}

}

ZNSDTaNT 4 —DFHHIZDOWTIX,  [Oracle ZFS Storage Appliance 48 4 1
F. Release 0S8.8.x] @ [/NAT — FEMMED 70T 1 —] Z2ZRLTIEI W,

IROFITIE, RXFE, INXFE, BF AGREXERENZTN L DL MBI LD KD
NAT—ROBAIZZEEL 9, min_letters OffiX, min_upper B L U min_lower
DHUWEIZEETHFTHIHELRDH D £7,

)7 T A Ol

PUT /api/setting/v2/password HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

{"min_letters": 2, "min_upper": 1, "min_lower": 1, "min_digit": 1, "min_punctuation": 1}

it SRAp:

HTTP/1.1 202 Accepted

Date: Fri, 14 May 2021 17:38:40 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 196

{
"complexity": {
"href": "/api/setting/v2/password",
"passlength": 8,
"min_letters": 2,
"min_upper": 1,
"min_lower": 1,
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INZAT— RDEMME

"min_digit": 1,
"min_punctuation": 1,
"max_repeats": 0,
"namecheck": true
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RESTful APl DiR{E

7 7 AY —¥E AL, Oracle ZFS Storage Appliance =M 3 ~XT® RESTful API % — & A
T2V MIKRA Y ITT, 2OV —ERIE, 22—V —BKIAEHZFRIEL 72D

i fH A BE7 RESTRUl API ¥ — VY A% N—=Va v BX U7 7 ARSI b b8
BRUZODTEOIFHHINET,

H—EANDT7 IR

Y-V AT 7R AT 51, ROWTNHD URL 2HL £,

m  http://hostname:215/api/access/v2
m  http://hostname:215/api/access/v1

ZOMDY—CRIZT 72 AT EIZR, TIZRAY -V AERMHLTCES ML, #
FHABER Y — CADGHRB L ONRN—V a VERBFLTH S, BEN/- UR ZHHLT
TNS5DY -V AT VR ALET, Y=Y RADEIZ, BEDT TI74 7T > AW
FHIFVY) ALV EHDOWTEETE £,

x5 TR AY—ERADaT VK
DOIR b INZR L]
GET /api/access/v{1|2} RESTful API ' — VY ADT 7 ¥ ARA Vb &
—BELXRLUET
POST /api/access/v{1|2} KGR A b=V ERERLET
DELETE /api/access/v{1]|2} SRV N UNEF| 7 S 74 B2 GV b/ N 3
BRLUET

H—EXD—ERTR

list services <> R, [FHAAEERY — VAT 7 A URI 2—&&XRLET, B
vy Y a yBRBER WS, list services T Y] 22 &M EERH 2 U C i I AT RE 72
YV—UEA7 72 AURIZ2—EEXRLET, 2OAXVRNIK, 77747V ATHHA
BEZR T RTOD RESTIUlAPI H—EAB L UON—Va vz —BERRLET,
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HY—ERBREO—ERT

) 7T A~ OH:

GET /api/access/vl HTTP/1.1

Host: zfs-storage.example.com:215
X-Auth-User: admini

X-Auth-Key: password

it SR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"services": [
{
"version": "1.1",
"name": "hardware",
"uri": "https://hostname:215/api/hardware/v1"
}I
{
"version": "1.0",
"name": "san",
"uri": "https://hostname:215/api/san/v1"
}I
{
"version": "1.0",
"name": "network",
"uri": "https://hostname:215/api/network/v1"
}
]
}

B —E R EO—ERT

Zoavwy RNk, BEINY—CATHHAAELEERAYY D) DY A MEEL E
T, ZUTAEE, Z0avy Rk, BESWZY—EL2AD) YV —RIZET 5 1HRE
BUET, ROPITIER, Z2FAZN—FKIz7aVR—2Y NI, SHICFEBLY
MR TER)Y —ADHD £7,

VIZIZZANOH, ZOV T AT —F V2 FHLTVWAEZ LIZIFEELTK
72X W, 33R=VD [FEEh—=2 V] 2L TLEE N,

GET /api/hardware/vl HTTP/1.1

Host: zfs-storage.example.com:215
X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwPOD]

FEROH, fHRIZT 272012, ZOHHNDIFLALEZEKLTVET,
HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 204

X-Zfssa-Access-Api: 1.0

{
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"service": {
"methods": [
{
"path": ",
"href": "/api/hardware/v1i",
"request": "GET",

"description": "List the hardware service commands."
i
{
"path": "/cluster",
"href": "/api/hardware/v1l/cluster",
"request": "GET",
"description": "Get cluster properties and cluster resource list"
i
{
"path": "/cluster/resources/<resource:path>",
"href": "/api/hardware/vl/cluster/resources/<resource:path>",
"request": "GET",
"description": "Get properties for the specified cluster resource"
i
{
"path": "/cluster/resources/<resource:path>",
"href": "/api/hardware/vl/cluster/resources/<resource:path>",
"request": "PUT",
"description": "Modify the specified cluster resource"
i
{
"path": "/chassis",
"href": "/api/hardware/vl/chassis",
"request": "GET",
"description": "List hardware chassis"
}
1,
"version": "1.1",
"name": "hardware",
"uri": "https://hostname:215/api/hardware/v1"
}
}

SREE ~— o>

ka4 b=, POSTY I ZAMNRREETEZILETT 72 AY—EL AR5
BALET, Zodka /1y =27 F HOTRTOY—VEYATTAI TV T4
T4 —EMEHE LT TEEd, FERfinZ/1 v b= ViE 2a—F—-Dtv
VaVvRAALT DN TANRT 4 —IZE o TEREIND XA LT MAMBIZHEN X
NEd, @E. T7ANVMI 159 TY, DELETE Y Z T A ME, v/ 7w s UTIH
AKiea 74 Y b= v EEMET B7-DIEHTE £,

ZOIKGETTA v v =2 ik, BETORH Yy Y a v ID LAETT, Ik,
RESTful API N— 3 > 2 ¥ RESTful API A—Y a v 1 Ol S THR— b INnTWE
T, 2L, IDBMERINZI T AR = RIZEEDEDT, 77 AXETRITIXA
HahFHA,

I—H—I%, RESTRULAPLIZT 7 AT BEODKE N —27 VAEHRTAIETE
F9., kb b—2YOMERIZ. RESTRul API N—Y a v 2 B TOAYFE— I NT
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WET, Kt h—2 VIZ 72 S AXETBITRIEINT VWS LD, HB75AK ) —F
TER L, i 5 2% — R D@EIZHEHTE E9, 251 *—I® [RESTful
APl 2—¥—H -Vt 2] 28R LTLLEXW,

JEkOT 1> b—0 > DIERK

POST YV Z T A M, HrLWIEKGia A v v—2o 2V AMNLET, KT S

& . (HATREZ RESTful API H— Y AD Y X A& X 7z i— 71 85 ¢ — access
ZHOJSON A7V 7 b diZ, HTTP AT — X A 201 ARSI NnEd, h—2o v
DEHEBRETBEODIZ, A7 arDTa/8F 4 — name ZFHHATEE T,

ER Y 2 = A+ DHi:

POST /api/access/v2 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password-Xxxx

V7T AMIKINS A&, HTTP AT — & A 201 (Created) ¥, X-Auth-Session HTTP
ANy X—Z A UTHKGEBTA Y =2V EBLET, VARYARIZIE, Zon
TAVENUTT 7R AARERY—EADY A NBEENET,

VARV ANY B —:

HTTP/1.1 201 Created

X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwWPOD]
X-Auth-Name: REST-YGO20Rod

Content-Type: application/json

Content-Length: 378

X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
1
}
}

OJ 77 B EVIEAEIOT 1> b—20 > DHIBR
220 DELETE X, B2 79U b L TCHAHGER I AV b= V2 BENITEV I AR
EELET,

os 7o)X bDOH:

DELETE /api/access/v2 HTTP/1.1
X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwPOD]

it SR
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HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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S DB

RESTful API 2 i1 9% &, GEMIFEHY 2 T A (CSR). Y AT AFRIIMEHETE D
2 —GEME, B L ORAR (CA) AEWIE 2 BT E 7,

RDFKTIE, request 1£ CSR D uuid TH V. certificate 13> AT L EZIIMEHTE 5
A—H—FEHE. HD\VIE CAFEHED uuid TT,

£6 AR R

YO TR | /XX lapilsettinglv{1]2} D13 IZEN Bkl

S

GET /certificates/system/template TV 7V —=FDCSRZERLET,

POST /certificates/system CSR ZfFE U £7,
FLUWY AT LEEAEZ Ty e —RFL X,

GET /certificates/system/request REIN/ZCSROTENRT 4 —% —EHEKRLF
ER
CSR % PEM JEATIRL £ 9§,

GET /certificates/system TRTOVATLHES LGPV 722 DTN
T4 —&—RERRLET,

PUT /certificates/system FTIANVNDY AT LFEHEOMEEZRELET,

GET /certificates/system/certificate BEINLZY AT LFHED 08T 1+ —% —EK
mRUZET,
AE % PEM PR TR L 7,

DELETE | /certificates/system/certificate BESINEZVAT LIFHAHFEZHEL £7,

GET /certificates/trusted TARTOEFCEZMEED TONRT ¢ — % —HER
mUET,

POST /certificates/trusted FUWEHTE 23HEL Ty 7 —FL £,

GET /certificates/trusted/certificate fREINEETELIAHEO IO T 4 —%—H
FRUET,
FEMAE % PEM R TR L 7,

PUT /certificates/trusted/certificate REI N/ AZT E Z3HED services 7 H N
TA—DEEFRELET,

DELETE | /certificates/trusted/certificate HEIN/-EETE2FPELWEL £,
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SEFRED—ERTR

WMDY I TARME, FAPNEOTRTOY AT LIAHED 0T 1 —% —EFR
L. default 757 1 —Dfiz—&HXRLE T,

PR SN/}

GET /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

it SR

ROBI DA DFEAEZ, (KA Y ELIZIP 7 R L AIZEDIWT) BBk S e
KOFHAETT, 2BHDIMHATBIX, 7774 7 AV ) TILES (ASN) UUID (25
DWTHBAER S N ZGEHETT,

ZOFERORBIZH D default T8 TF 4 —DfIX, AT LDT 7 4 )V MEEIAED
HEIMIZBIREINBEZ L2 RLTVWET,

HTTP/1.1 200 OK

Date: Sat, 08 May 2021 00:37:21 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 1975

"certificates": [

{
"uuid": "system-certl-uuid",
"type": "cert",
"data": {
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "CA"
i
{
"localityName": "Exampleton"
i
{
"organizationName": "Example Corp, Inc"
i
{
"commonName": "alice.example.com"
}
1
"issuer": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
"localityName": "Trustville"
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H
{
"organizationName": "Totally Trustworthy Certificates, Inc"
H
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "64",
"validity": {
"notBefore": "20210520T21:08:27",
"notAfter": "20220520T21:08:27"
H

"extensions": {
"basicConstraints": {

"value": [
"CA": false
}
1
}
"subjectKeyIdentifier": {
"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
}
"subjectAltName": {
"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-certl-uuid"
i
{
"uuid": "system-cert2-uuid",

"type": "cert"
: ’
"asn": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275",

"data":
"subject": [
{
"commonName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1,
"issuer": [
{
"commonName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1,
"serialNumber": "59:8A:73:7B:00:00:00:07",
"validity": {

"notBefore": "20060215T18:00:00",
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40

"notAfter": "20380119T03:14:07"
H
"extensions": {
"nsComment": {
"value": "Automatically generated"
H
"subjectAltName": {
"critical": true,
"value": [

"DirName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"

}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-cert2-uuid"
}
1,
"default": "auto"
}
KDY 7 TR ML, 1BE I NS T Z 23EHE trusted-certl-uuid ® 70 NT 1 — %
—HERRLUET,
)7 T A DM

GET /api/setting/v2/certificates/trusted/trusted-certl-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

it SRAG:

HTTP/1.1 200 OK

Date: Sat, 08 May 2021 00:37:57 GMT
Content-Length: 984

Content-Type: application/json; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0

{
"certificate": {
"uuid": "trusted-certl-uuid",
"type": "cert_ca",
"data": {
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates, Inc"
i
{
"commonName": "Most Trusted Certificate"
}
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"stateOrProvinceName":

1
"issuer": [
{
"countryName":
i
{
i
{
"localityName":
i
{
"organizationName":
i
{
""commonName" :
}
1,

"serialNumber": "83:F7:79:02:5F:44:4D:60",

"validity": {

"notBefore": "20210316T17:28:37",
"notAfter": "20210415T17:28:37"

}
"extensions": {
"subjectKeyIdentifier"
"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier"
"value": [
"keyid":
}
1
3
"basicConstraints"
"value": [
HCAM
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"services": [
"Idap",
"cloud"
1,

"href": "/api/setting/v2/certificates/trusted/trusted-certl-uuid"

AEEAZE%Z PEM 2L TR &

FEHE Z PEM JER TIRTIZIE, IROWTNADE% Accept ~v X —IZHEL 7,

application/pkix-cert
application/x-x509-ca-cert
application/x-x509-user-cert
application/x-pem-file

"Trustville"

"Totally Trustworthy Certificates,

"Most Trusted Certificate"

"authorityKeyIdentifier"

Inc"
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) 7T A~ OH:

GET /api/setting/v2/certificates/system/system-certl-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/x-pem-file

il SR A:

HTTP/1.1 200 OK

Date: Thu, 13 May 2021 06:29:33 GMT

Content-Length: 1440

Content-Type: application/x-pem-file; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0

----- BEGIN CERTIFICATE-----
MIID+TCCAUGGAWIBAGIIXKTieQAAAATIWDQYJIK0oZIhvcNAQELBQAWYjEGMBAGAIUE

sUSSZgilvMJ4G8jtx6JIShG4DzDkvo8vq7GSika7h+hi5chbDiZzdsOL9kDtBIQSAVN
ZlgjaFpzgio6wRvaIA==
----- END CERTIFICATE-----

H— /\N—EERRE D1ER

Y= N—GFHHERERT 2RMD AT v Tid, FFHHEELY 2 T A b (CSR) Z1ERKT
5Z8TY, CSRETTIATVATRAM L, CAIZEELXT, BAAMNEHHE
ZFCADPOSZIELZS, 45—V D BEF-IFEHED T v 70— | T
NTWVWBEHI1Z, TOBLNMNEIHHAELZ 7Yy 70— RN UL 9, BELAEHBHER) 7
TAMIESHDD X7,

VDOTRATTL—b2ET

template I~ Y NiZ, BKRBER 7O F 4 —DF 7 4V ML EDH T, CSR D
71/‘——\5\]7‘——&%‘:1@[/&—;—0

D74 I N/ ]

GET /api/setting/v2/certificates/system/template HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

il SR A:

HTTP/1.1 200 OK

Date: Thu, 13 May 2021 08:03:03 GMT
Content-Length: 261

Content-Type: application/json; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0
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{
"request": {
"type": "request",
"data": {
"subject": [
{
"commonName": "alice.example.com"
}
1,
"extensions": {
"subjectAltName": {
"value": [
"IP": "alice.example.com-ipaddr"
i
{
"DNS": "alice.example.com"
}
1
}
}
3
"href": "/api/setting/v2/certificates/system/template"
}
}

JDOITRANDODEWDIAAE LU 7y FO—FR
Z O template (12 fiH T 254, data HEDAZED X T,

CSRIZIEETAREDH B BMD T /85 ¢ —IZ2DWTIE, 38 X—ID [FFHH
HED—-EERX R IIRTEIIZ, BEOYATFAIFIAEZEO Jusy s —%2 —&FR R LU E
—d—o

CSR DYSEH U725, IROFNZRT L5112, CSREZHRAMZIT Yy Fo— KL %T, CSR
X, —E7 vy 77— RTL5LEHTEEEA,

)7 T A Ol

POST /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-type: application/json

{
"data": {
"subject": [

{

"commonName": "alice.example.com"
"organizationName": "Example Corp, Inc"

"localityName": "Exampleton"
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"stateOrProvinceName": "CA"
H
{

"countryName": "US"
}

1,
"extensions": {
"subjectAltName": {

"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1

il SRAp:

HTTP/1.1 201 Created

Date: Fri, 14 May 2021 01:17:45 GMT

Content-Type: application/json; charset=utf-8

X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Location: /api/setting/v2/certificates/system/65119889-98d3-4fc4-bff5-f007a55f6ch3
Content-Length: 379

{
"request": {
"uuid": "csr-uuid",
"type": "request",
"data": {
"subject": [
{
"commonName": "alice.example.com"
i
{
"organizationName": "Example Corp, Inc"
i
{
"localityName": "Exampleton"
i
{
"stateOrProvinceName": "CA"
i
{
"countryName": "US"
}
1,

"extensions": {
"subjectAltName": {

"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
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}
}

"href": "/api/setting/v2/certificates/system/csr-uuid"

) ITRX D CA NDERE

7w 7a—RKU7ZCSRIZIK, 7a8F 4 —DERRPPEMERTOY 7T A s DHE
WZEHTE 5 UUID 23 D £7,

CSR % PEM JEATRTIZIE, IROWT NP DIEE Accept ~v X —IZHEL £,

application/pkcs10
application/x-pem-file

DR/ S NY ]

GET /api/setting/v2/certificates/system/csr-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: application/x-pem-file

il SR

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 03:47:21 GMT

Content-Type: application/x-pem-file; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 997

----- BEGIN CERTIFICATE REQUEST-----
MIICpjCCAY4CAQAWJIDEiIMCAGAIUEAWWZYXJIKb2NOLWt6LTIudWsub3JhY2x1LmNv

BCOQ9FVRVV89AkmeAlF7727algmgmFcIUIIrEKTG4PSacedaoBsbjpvrizCuMhyo
VgUKOPE/OXLAfw==
————— END CERTIFICATE REQUEST-----

BB D FiET, CSR %Z CAIZHEE L 9, BAMNIHHERZ CA»o2ZE L7
5, 45R—=UD MREEHIGFAEDO Ty 70— R IZTRT LD, TOBLAE
SFHEZ Yy 7 — KLU £,

BELISEEREOT7 Yy TO—F

BN EIIHEZ CAPSZELEZS, MOIAX Y NEMHHAUCIHEREL2T7 v 70—
FLUET, OWTNNDIEZ Content-Type ~v X —IZfFE L £7:
application/pkix-cert

application/x-x509-ca-cert

application/x-x509-user-cert
application/x-pem-file
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) 7T A~ OH:

POST /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/x-pem-file

----- BEGIN CERTIFICATE-----
MIIDdTCCA12gAwIBAgICH5cwDQYJK0oZIhvcNAQELBQAwazELMAKGALUEBhMCAXMxX

cgfvdiNUEvSdlb2+cjRBd9uSdtLfv7H5BKTKEdOXikv9+f150My tME0O4ABtOpEYp
/KwtRsdIxmzAjmNgfQPR6eAHVTQ/CGwh6Q==
----- END CERTIFICATE-----

il SRAp:

HTTP/1.1 200 OK

Date: Tue, 11 May 2021 18:04:22 GMT

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Location: /api/setting/v2/certificates/system/system-cert3-uuid
Content-Length: 987

{
"certificate": {
"uuid": "system-cert3-uuid",
"type": "cert",
"data": {
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "CA"
i
{
"localityName": "Exampleton"
i
{
"organizationName": "Example Corp, Inc"
i
{
"commonName": "alice.example.com"
}
1
"issuer": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates, Inc"
i
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "64",
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}
"extensions": {
"basicConstraints": {

"validity": {
"notBefore":
"notAfter": "20220520T21:08:27"

20210520721:08:27",

"value": [

"CA": false

]

"subjectKeyIdentifier": {

"value": "subjectKeyldentifier"

"authorityKeyIdentifier": {

"value": [
"keyid": "authorityKeyldentifier"

]

"subjectAltName": {

"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-cert3-uuid"

AREZEHET IV EDH BT —EXDIEE

VAT LAHHEELIZCSRO T NNTF 4 —I3EHTEEFH A, CSR #RA MT BH]
IZ. CSROTaNRT 4 —%2RELET,

ZlHTE %
T4 —lE.

SEAHE D services 7R/ T 4 —DHIZHRETE £, services 71/
FEHHEZEET A IV EOH BV —EZADY AT,

WOFITIE, EETE BHHED services 7ANRNT 1 —2RELF T,

PUT /api/setting/v2/certificates/trusted/trusted-cert2-uuid HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: alice.example.com:215

Content-Type: application/json

{"certificate":

ROBITIE, FEHEZEHTIBEDDH H5EBOY — L AZREL £,

{ "services": ["ldap"] }}
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PUT /api/setting/v2/certificates/trusted/trusted-cert2-uuid HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: alice.example.com:215

Content-Type: application/json

{"certificate": {"services": [ "ldap", "cloud" ] }}

SRATLDT T AL MEEEAZEDERE

WOBITIE, TIAINV DY AT LIFEESE D Y TET,

PUT /api/setting/v2/certificates/system HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: alice.example.com:215

Accept: application/json

Content-Type: application/json

{ "default": "system-certl-uuid" }

SEFAE DI E

DELETE 2 <Y RNi&, BEINLITAE, VI AMELIFBEE2WELE T, KINT 3
&. HTTP A J — & A 204 (No Content) HEE N EJ,

DELETE /api/setting/v2/certificates/system/system-cert2-uuid HTTP/1.1

HTTP Strict Transport Security DBt

HTTP Strict Transport Security (HSTS) Ti&, #5& U772 0 & F 2 772 HTTPS
B DAV S N, HTTP HEfidF T S A, HSTS 213 2512, HSTS ®
HIfESM %2 L KHEZE L., HSTS BAEMIZAR > TWA T I U OEIEIZ DWW THAE L,

RAERIZ K o TEHINZGEHEZEZ A VAP =L L TLZET W,

R -HFHEAZ A CHEHYREBIZHIF LW E, HSTSOE X2 ) 540 — FOF] &%
MERIZ LD, TN T ISA TV ALEGTERLL RN TA3ZeRHo X

9,

WOFNZRT K DIZ, HSTS BARD E 125557 7 )L s ORERBIX 63072000
Q) T9,

D74y S DY/

GET /api/setting/v2/security HTTP/1.1
Host: alice.example.com:215
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Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json

il SR

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 19:22:27 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 109

"Security settings": {
"href": "/api/setting/v2/security",
"hsts_enable": false,
"hsts_max_age": 63072000
}
}

ZDTT747T VAL THSTS 26423 5121E. hsts_enable 7HNT 1 —%
true IZREL £,

PUT /api/setting/v2/security HTTP/1.1

Host: alice.example.com:215

Content-Type: application/json

{"hsts_enable": true}
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RESTful APl Z&5H—E X

N—=KRzT7BICY I NIV 2T OEEREOEERT TI73A4T7 VALY NTI,
TI—MRMIH—ZINET, 77— MIOIZERIN, ETA—INDEEPT—
Xy NOFELY., MOT7I5— T2 avEEGTEALSICHERTAZI LT
7,

RESTful APl &5 —CAZ[MHT L, WARLTI— TV ay (ARVET
T —bANDORE) BEEAARAXLGHHELEWET 7 — M E2ERTE £,

Z2&G—EEXQYUR

WORIZ, BEHEY -2V FE2RLET, 1207 7= bRV MW LUTHE
BOT 73— 70 ay () 2EHETEET, 22X 1207 77— M’
LT, 2DODRBRZITN—TIZEFA—NEEEF L, syslog Ay t—YEEBEAA,
F—Rtyw NEEBHTLZIENTEET, actions-##t 727 ME, 75— hA R
VEET I MZHTETRTOIRED Y N TT, action-### F 7 =7 M, It

KD 1DTT,

x7 BhEY—vRav R

JUIZA L JXR lapilalertiv{1|2} D% 3 (2B BiL]

GET /api/alert/v{1]2} O % fdifH Ay VY29 N —ERRLUET

GET /actions TRTDTI—=bT7ovavir7 Iz b %
—ERRUET

POST /actions HLWTI—bT7 o arvEERLET

GET /actions/actions-### BEXINETI— T o varyransg—
E-EHRRUET

PUT /actions/actions-### EEINETS— T o2vavATITVz o b
EEBELET

DELETE /actions/actions-### BESNET72YvavAT V7 P EBEEL
¥9

POST /actions/actions-### HLWTI—bhT7ovarvoryoyavElE
mLUET

GET /actions/actions-###/action-### BEINETS— T o2Yarvoysvay
TuanRT 4 —%—ERRLUET
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TI—LT7O 3y

JUIZR b+ JXR lapilalertiv{1]|2} D% 3 (ZiBH0 SiEA

PUT /actions/actions-###/action-### BEINEZT I NTovavD7rvay
ATV N EEELET

POST /postalert AARLT 77— h2REEFELET

DELETE /actions/actions-###/action-### BEINEZT I NToIvarvprTrvay
TV NEEELET

GET /thresholds TRTOLEWHET 7— ATV b~
BERRUET

POST /thresholds FLUVWLEWET 7 — M2/ L £

GET /thresholds/threshold-alert-uuid BEIhZLEWMETY 79— N TaxsFr—%
—ERRUET

PUT /thresholds/threshold-alert-uuid BEINAZLEWET - ATV b2
EHELUET

DELETE /thresholds/threshold-alert-uuid EESNZULEWET S— A7V b2
WEUET

GET /events HUWELEA R N 2HELET

To—=c 703y

52

TI9—bT7Vavik, IRV I—MIXNTEIRETT, 79— T avE
ERNT 2121%, 1 DA EDA RV R ZIBEL, BT A—IVDOREERPT—27 70 —D5E
7Y, ZOARYMIHLUTT 77— MRREEINZE ZICETTBE 12U EDT 2
vavERELET, BEDARYF T I— MW LTEEDOD7 S — T2 avik
ffETcEE9,

category 7HANTF 4 —X, TI—b T2 arvPEHFINEAXRVMOATT) %
EELET, AT IVIE 12U EDARYIREENET, 7TI—FT 2V 3
VEERERIE-ERRTEE, BT TVHOARY MR —ERRINET, T
THANVDENTIE, 779—="T722avidhTTVHNOTRTDA XY MK LU TET
NET, 79—b722arBARVEDYTEY MZHUTOAETINDIGE,
DT 5= 722 arvaFEFTEILDRVWARY NE2ERT TOT 1 —Dfi%
false (ZAHL TLZI W,

RDOETIE, BETEBZARYIATFIVIZOWTEHHL £,

=8 TI—R T avARY NATTY
HF3U iR
ad Active Directory ¥ 7z 1% SMB Kerberos 27 7 1 7 > MRBREAME N LU £ U7z,
all TRTDT I— b ELEFAREEAE, Y—EAT7I— b N—FNUz7HEE
REDEHLV R A RV K,
analytics TRy hOHE-KHFILES AT —GihiEE, gHER
R EDFE L ANIA R b REEDDHHLEED A N2 MMZDWT
F 61 _X=YD TLEWHET I —h] 22U TIEZETW,
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ATV

5

appliance_software

VI MYz TEHRELTZ0. A== I %25 ERILEZDT D
ARV b,

cloud_snapshot

cluster TIAZRARY N ()Y IDFEEDPLET DL T4 Y)

custom U= 7O —TCREINIZHIARLLI RV NDT F— T a
Vo 59R=VD [HARLT F— 1] 2L TLEIN,

hardware TTI5A4T7VADT = BLUON=RD = THEOEE

hardware_faults

FEEDON—FD = 7 RE,

ndmp NDMP O TAR £ 7213 DUMP DXy 27 v 7 L T OBIE A R~ b
ERETARY B,

backup

restore

network 2y RNT—=IR=b, T=RV VI, BIFPAYRTz—ADARY
b &

scrk NYRVDT Y Ta—RARY N2 R—-PLET

replication ARV MBI UREEZEZELET,

replication_source

replication_target

smf VI Iz T Y=V AEED A R b

shadow Bz —37-38B17%7,

thresholds 61 =YD TLEWET I —~ THHEINTWE LS1Z, BHFED
LEWMEARY N S—bZT7 2V avaBMTESXSICLET,

zfs_pool ANV =VT=NVDARY N(ARTTTREY b AR—ADE 72 &)

handler B85 ¢ —Z,

BEINTZARY PDPRELZE ZITETTET 7V ay

DEATEIBELET, IROFIZRT LDIZ. handler DIFL A L OfEIZIX. BIID
TaANRT 4 —E2RETIHENDD £,

x09 TSI TV avoREE1T
&2 7 (handler) | ANV RSO7ON &2 1 T DA
F1—
email address BEUIMHATREUVEZEZRIZEFA-NVEEELET,
subject ZEHEFTIANDAANLVET, ZEHEDY A M2 AL
TLEZXV, BROMNZEZIEEFT HIE, 201Xy
b7 S—MZEMTYZ—vT7 27 arvzERLET,
SMTP ¥ — b A2 i L TETF A —NVDREEHIELHEL £
T, 1583 =YD -V 2AD—EHK R 22BLTLE
X\,
snmp_trap U 75— bDFHMEEL SNMP b Ty TERELET,
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&S A 7 (handler) | AV FSDZ7ON ISE S 1 T DA

FA—
SNMP H—E A& L T SNMP b 7 v 75 % MU £
T, 153 R—VD -V 2D—ERKRE| 28HLTLE
X\,

syslog L 75— bDFMEEL AT LAY =V R 1D EDY

E—PMYATFLIZEELET,

syslog " — Y 2% fffH L T syslog 585: % fERk L %
T, 153 R=VD Y- AD—EFKR] 2BHLTLK
X\,

syslog A v & — Y DEFDFMIZ. TOracle ZFS Storage
Appliance P71 N, Release 0S8.8.x) D [syslog kil %
ZI|LTL TN,

resume_dataset dataset DTF—XEy bEEHALET, 7—Xty hOEHHBE LY
— Wk, WS T x — < ARERZ BT 54
X, TRy FEAEMIUEEEHEFET S I ENEY TR
BWGEREIENL L E T,

A%, TOracle ZFS Storage Appliance Analytics 71 K.
Release 0S8.8.x] @ [T —&X &y MZOWT] 2L

TLEEWN,
suspend_dataset | dataset DT —Xty b E—REILLET,
resume_worksheet | worksheet DT = = EEBEALET, V-2 - OEHBB LY

BRI, T2y b ORME &KL U
TRUBLET, U= Y= MNIEKROT— Xty MG E
N5 s £,

ZEMIIX.  TOracle ZFS Storage Appliance Analytics 71 K.
Release 0S8.8.x] @ [TV—2rY = Dr 7770y M %
SIRUTLET W,

suspend_worksheet| worksheet AT - — b —RFIELET,
execute_workflow | workflow HELEZY—2 70 —%2%EGFUET, 79—hT7 0¥ ay

DX L4257 —2 70 —0FHMIL. [Oracle ZFS Storage
Appliance HHE A A N, Release 0S8.8.x) O &Ly 7 a3y
TOT7—277u—0ffil] 2L TIEIW,

TRTDTS—hT7ILaVD—EXRR

TRTCDT7 7=+ T ovaviE—ERRTHL, &7 77— 72 a3 Zo0WT, 1
NRY AT EEZORTT)VHNDOEZEA R FOAN—BERINET, 75— 7
I a VIR UTEBRBINTVARIREDRRTAITIE, 55 R—=TYD [H—7 55—
FT oY avo—8BEKRr 22RLTIEZIWN,

BET o avEIETEY 7T A SOl

GET /api/alert/vi1/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
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Accept: application/json

ik SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

"actions": [

{

"category": "smf",

"uuid": "actions-uuidl",

"failed_services": true,
"degraded_services": true,
"repaired_services": false,

"actions": "actions-000",

"href": "/api/alert/v2/actions/actions-000"

"category": "analytics",

"uuid": "actions-uuid2",
"analytics_datasets_auto-suspend_notify": false,
"analytics_datasets_auto-suspend_warning": false,
"analytics_memory_total_exceeded": true,
"analytics_memory_total normal": false,
"analytics_usage_exceeded": true,
"analytics_usage_normal": false,

"actions": "actions-001",

"href": "/api/alert/v2/actions/actions-001"

B—75—r70232>0—8FRR

—ERRITDIREDT I — T o7vaveEfEETdE, TOTI—MNT o avilo
WT, ARVYIAETFTYV, TOHTITVHNOZA RV b, BIUORRERPT 7V a v
N—ERRINET,

WMDTZ7—=rT722a iZE320REDRDHD, true IRV FD1OBFEEL-E &
I RTEITINET,
) 7T A b DO

GET /api/alert/vl/actions/actions-000 HTTP/1.1

it G4

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 331

{

"actions": {
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"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuidl",

"failed_services": true,
"degraded_services": true,
"repaired_services": false,
"action-000": {

"handler": "email",

"address": "admin@example.com",

"subject": "failed or degraded service",

"href": "/api/alert/v2/actions/actions-000/action-000"
}
"action-001": {

"handler": "email",

"address": "it-team@example.com",

"subject": "failed or degraded service",

"href": "/api/alert/v2/actions/actions-000/action-001"
}

"action-002": {
"handler": "syslog",
"href": "/api/alert/v2/actions/actions-000/action-002"

7I3—=b7 023> DEK

TI—bT oy avERERT LI, CONARLEEEEZET IRV OHT
IV TH5 category 7HNRT 4 —DIEZIRET 2 HENH D £9, category DIED
DA MIDOWTI, £BZZRLTSEZI W,

DR/ S NY/ ]

POST /api/alert/v1/actions HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "smf"}
i R

I, BEINIZARVIMITITVDTRTDARY "R —EBERREINET, T
TANVPTIE, AT TVHDITRTDARY MZE-TIRET 7V a vBREFINE
T(INSHIFTART true ITHRESNTWVET),

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vil/actions/actions-000

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
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"uuid": "actions-uuid",
"failed_services": true,
"degraded_services": true,
"repaired_services": true

FPo—r703>DEE

BEINIZARYIMATTVD—EOARY NCIRET 7Y a vREFINBNED
W58, TNO6DAIRY NE2RT TR T 1+ —% false ICiEL £7,

ROFITIE, BEINZY—ELRAZH LT, BENPRELZY—EARHIUZY—
VAL IIERRINEZEETEET,

)7 T A Ol

PUT /api/alert/vl/actions/actions-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 30

{"repaired_services": false}

il SR A:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuid",
"failed_services": true,
"degraded_services": true,
"repaired_services": false
}
}

AR FDGEDISTE

FTIANVPITIE, AIRVET7I— M7 I—baJiZddikEsnzd, sidopcid,
77— hATADEEIZMAT, WEEEHET IRV MERREELELEZ, 205
DARY MADREEEETHIZF, BFEDT I —HMT 7Y a D handler 71N
T4 —DfE%EIEEL XT, handler DED Y A MZOWTIE, £IZHBRLTL L
W,

D74 SN/
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ZOHITIX, actions-000 7T — b D admin IZEFRA —NVEEETEITI— T2
YavEERLET,

POST /api/alert/vl/actions/actions-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"handler": "email", "address": "admin@example.com", "subject": "failed or degraded
service"}

it SR

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-000/action-000

{
"action": {
"href": "/api/alert/vl/actions/actions-002/action-000",
"handler": "email",
"address": "admin@example.com",
"subject": "failed or degraded service"
}
}

HUARY MIFUTCGENDREEZIBET H12E, LTI 77 a izl T
POST ) ZZA M ZHERKITL, HONY RS E2EBETEH, AUNVYRITEZFTONY
RSO3 8ZEZIBELET, 120V 7T A NTEED handler 7037 4 — %18
E UGS, BEDOTuNT 4 —2R<TARTOD handler 7B T ¢ — 13RI N F
ER

ROBIFMEINTVET, ZNWHDYZTZAME, 558—V0D [B—7J—

N7 oY arvD—EEKR] IZRTLDIZ, /api/alert/vi/actions/actions-000/
action-001 3 & ¥ /api/alert/vi/actions/actions-000/action-002 % fEAk L %
\—;—O

POST /api/alert/vl/actions/actions-002 HTTP/1.1

{"handler": "email", "address": "it-team@example.com", "subject": "failed or degraded
service"}

POST /api/alert/vl/actions/actions-002 HTTP/1.1

{"handler": "syslog"}

ARY FORGBEDEE

IWEEEETHIZ1E, BETLINED HREF 28EL £,

PUT /api/alert/v1/actions/actions-000/action-001 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv
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N
N

Content-Type: application/json
Content-Length: 28

{"address": "it-group@example.com"}

1R~ DIGEDHIBR

JoE 2 HIFRT 5121%, HIFRY 2% D HREF Z245E L 9,
DELETE /api/alert/vl/actions/actions-000/action-000 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content

75—=b70S 3 OHIBR

TI—h T oY avEHIRTSICIE HIBRT ST I — 723 3 ®HREF Z$HE L
E S I

)7 T A N OH:

DELETE /api/alert/vl/actions/actions-003 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

it SR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

HAZLTS—Fh
HARLT T—beld, WARLARYVNINTETI— 72023 2DT T
3, category DFEIZ custom ZfHEL £7,

AARLARY MET =7 70 —TERBINET, FAIEBRI NIz XY b Dh 5 R
THDOTIERL, 7= 70 —CTEHESNIA XY D 2T ZROTONF 1 —%

fELET,
£ 10 HAARLT F—=hDTONT 1 —
ZJONT 14— B iEA
severity String A7 av, BEORNE R o214 Xy NOEEE, G072 HI.
Minor, Major, ¥ 7zl Critical T9,
description String W, 77— MDA LR o724 R b D,
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N
I

-k

60

Janyqa— B iER

response String ATV av, ZOARY FOREERET 57-DITY AT LHRET
57T a v,

impact String AT av, ZOARY DT TI74T7 VAT 2 EDHN,

recommended_actignString FTvav, TOARY OREERET 57 OIEHENETT
57 7YayDiii,

HRAZLTS5— b 2ERELVEET B 12D DERD
191

HARLT T — NEERT 5121, 2—% =%, alert A2 — 7D allow_configure
KARDPMETT, NARXRLT 77— ME2FEETLHITIE, 2—F -k alert Aa—7

D allow_post AN KT, [Oracle ZFS Storage Appliance 1 K. Release
0S88x) D [HAXLT Z7— b2l 257DITBELAR] 22RLUTEE
W,

HRAZLT 55— bDIERK

category DfHIZ custom Z45E L, £1002 5472 < &% description 7085 4 —
DiExEHEL T,

)7 T A OH:
POST /api/alert/vil/actions

Accept: application/json
Content-Type: application/json

{"category": "custom", "severity": "Minor", "description": "Custom alert description",
"response": "What the system will do", "impact": "What happened to the appliance",
"recommended_action": "What the administrator should do"}

+: .

il LA

HODT7 I =D uuid ZEESHEOTEEET, N7 77— b 2EETIEIZHE
20 £7,

{
"actions": {
"href": "/api/alert/vl/actions/actions-004",
"category": "custom",
"severity": "Minor",
"description": "Custom alert description",
"response": "What the system will do",
"impact": "What happened to the appliance",
"recommended_action": "What the administrator should do",
"uuid": "custom-alert-uuid"
}
}
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57 R=VD [75—=h 7272 avOEHE] THHINTVWD &SI,
DT 7 — b2 LHTLDEFRCHIKT, TOHNARXLT 77— h2LH
L. severity, description. response, impact. X7zl recommended_action 7

ONRT 4 —DIEZBMELIIEFEL T,

57 R—=UD ARV MNDIREDIRE] BLU8R—=ID T4 R NDIRED
B | THIAZNTWE X1, D7 7 — b ~DIREZ2IBET LD LF U /T,
ZDHNARLT 77—~ DG 2EELET,

59 R—=IUD [ RV MDREDHIR] BLXI9R—YD 75— 7oV a
VOHI] TEHINTWE XS, T I — b EEIUAET, TI—bOIEE
I ARLT F— b 2HIRLU £,

HRAZLT Z— bDiX(E

BEETEHARXLT Z— MO UUID 28T 2 HENH D £9, UUID I,
77— bEERTIEE, BT I— b2 —ERRTIHLESIZRREINZE
T, 60 R—=VD [HARLT 77— DIERK] BLXU5R—=YD [H—~7 7 —
N7 v avo—ERR] ESRLTIEZIN,

category DEAY custom THBT 7 — b DAZEETEET,

7 I —=FDUUID IZHAT, RIIZ—ERRINTWETONRT 4 —D5H, 77—
FCHRESINTVWARVWEDEZIBET 2HENHVET, 77— MTHEINAZ BN
TA—IZE TI—MRREEINZEZTHLWVERZIRECE £,

)T X DK

POST /api/alert/vi/postalert

Accept: application/json
Content-Type: application/json

{"uuid": "custom-alert-uuid"}
it A5
{

"uuid": "posted-alert-uuid"
}

LEWEY 7 — ME, UEWEIREDDHHMEHIN U TERSNTWENARLT
F—hTHY, HEHEPZDO U S WHOH AR DET T — T 7Y a VINETS
N E T, Oracle ZFS Storage Appliance Analytics 771 K. Release 0S8.8.x H %ML T 72
X,
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IRDFETIE, iRt ofeE. TOHEHOLEWEDES., BLUTZDOLEWMET
F—MINTETI— T2 avDEGTRDEREEZITI 7-DIZHRET 5 7N
F 4 —IZDOWTEBHL 7.

#11 LEWET 77— DT HINT 1 —
ZJONT1— B A
statname AnalyticsStatistics WH, E=X—9 B30k
limit Positivelnteger W, TI— &2 RMIH—=FTBLENE, 1BH7ZH DA
b #BE TORAL VIR NOEEEITE
type ChooseOne U & WMl (Limit) % BIEOKFHE & ik 2 fiik,

m normal - BFEDHEHEN L EWVEZBIATVWET, ZHiE
F7ANVNTT,

m inverted - BEDHEHEN L E Wl Z FH>TWET,

minpost Duration TI—=bT7 oY avEETTSETICHMED U & W ESRM:
AT A MEND ZMEMORHOES, F7 4 MilEs
NTY,

days ChooseOne IN6DTI7—bEXEETSHH:all DH, weekdays, F7zik
weekends, 7 7 AL MiEld all T,

window_start TimeOfDay D7 I— T oV avEETT A RTREY « v
K, UTC @ 00:00 75 23:30 £ TOWE% 30 7 HALT

window_end BRELET, &MAMH-INZ50DTEIDTI— T

IYavaERFEITT I, FIBREE 2 IFR TR E LT
none 28 L E T, T 74 MHlk, window_start A%
none, window_end %% 00:00 TY,

frequency Duration WEHMED L & WESSZMFF LTV BREIZT I — T 7Y 3
VEHETTIMREMORMFFEOES, T 74 MElXs
NTT,

minclear Duration TAR—=T v T T I= TV arEEFTTEETICHMME

MU EWESAEOHMEINT 72 5 BEH D 5B DR D R
X, T7ANVMEXS AT,

LIWVMETYS—FO—ERT

DY 7T A ML, BEEADITRTOLEWVET S — b2 —ERRLET,
) 7T A DOH:

GET /api/alert/v1/thresholds HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

il SR
HTTP/1.1 200 OK

Date: Tue, 15 Oct 2019 10:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
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Content-Type: application/json
Content-Length: 689

"thresholds": [

{
{
H
{
}
1
}

WOV 7T AME2FEALT, BEINEZLEWVMET I —FDOADTRTO S s
T =%

"uuid": "threshold-uuidl",
"statname": "cpu.utilization",
"type": "normal",

"limit": 80,

"minpost": 300,

"days": "weekdays",
"window_start": "08:00",

"window_end": "19:30",

"frequency": 300,

"minclear": 300,

"threshold": "threshold-000",

"href": "/api/alert/v1l/thresholds/threshold-uuidi"

"uuid": "threshold-uuid2",

"statname": "cap.meta_percentused[pool]",
"type": "normal",

"limit": 85,

"minpost": 300,

"days": "all",

"window_start": "none",

"window_end": "00:00",

"frequency": 0,

"minclear": 0,

"threshold": "threshold-001",

"href": "/api/alert/v1l/thresholds/threshold-uuid2"

REARLET,

GET /api/alert/v1/thresholds/threshold-uuid HTTP/1.1

LEVEY S — bDIER

ZOHTIH, 1BHODF—XY VN1 MEAY 100000KB Z2HZ 51 R DL

XWMET S — FERERLET, BOTRTOTa T+ —1ZZFT 74 MEDDH O F

ED

HARLUEWMET 79— b 2EHRT 5121, 2—F—I, alert A2—7D

allow_configure ARV HETT,

DR/ S NY ]

POST /api/alert/vi/thresholds HTTP/1.1
Host: zfs-storage.example.com

X-Auth-User:

root

X-Auth-Key: password
Content-Type: application/json

RESTful APl £&H%—E X
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Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

it B4

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 321

Location: /api/alert/vi/thresholds/threshold-uuid

{
"threshold": {
"href": "/api/alert/v1l/thresholds/threshold-uuid",
"uuid": "threshold-uuid",
"statname": "datalink.kilobytes",
"type": "normal",
"limit": 100000,
"minpost": 300,
"days": "all",
"window_start": "none",
"window_end": "00:00",
"frequency": 300,
"minclear": 300
}
}

LIWVMETYS—FDEE

ZOaAxX Y REMHALT, HEINZLULEWVMET - b T 071 —%2ZEHL %
ED

)T A DM

PUT /api/alert/v1/thresholds/threshold-uuid HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

{"days": "weekdays", "minpost": 120}

i LB

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

"threshold": {
"href": "/api/alert/v1/thresholds/threshold-uuid",

"uuid": "threshold-uuid",
"statname": "datalink.kilobytes",
"type": "normal",

"limit": 100000,
"minpost": 120,

"days": "weekdays",
"window_start": "none",
"window_end": "00:00",

64 Oracle ZFS Storage Appliance RESTful APl 777 . Release 0S8.8.x « 2021 £ 8 A



"frequency": 300,
"minclear": 300

L EWMET 5 — ~DHIBR

EESINZLUEWMETY 5 — M 2HIBRLET
) 7T A~ OH:

DELETE /api/alert/v1/thresholds/threshold-uuid HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

il SRAp:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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Analytics F—E X

Analytics Z T2 &, SEFIERMEIZEZVTNRA LTI I 7LD, HETH
RKI 5D T—R e LZDTEET, RPEOE=2Y) v 7B X OEHDO S D
EH5%175 286 TEEJ, Analytics TlE, DTrace Z#fH L TH A X LG 2 B
WHER L. ARV —F 4 VIV AT LAAR Yy ZDRGR B2 I cE 1,

Analytics Y > k<

http://hostname/api/analytics/v{1|2} 7 5{XD Analytics Y — Y A% AFTEZ &

ED

x 12

Analytics 2<% >~ N

VoI
~

JXZ lanalyticsiv{1|2} D% 3 IZ3EHN

A

GET

Janalytics/v{1]2} D &% {HH

DY —EAfERE -RERLET

POST

/worksheets

Loy —xty MEERLET

GET

/worksheets/worksheet

BEINESTT—X2Ey b FansF 1 —%
MELUET

GET

/worksheets

TRCOMFT =Ry b ATV be—
BRRUET

PUT

/worksheets/worksheet

BEINEAMT Ry bATV I M
BHLET

DELETE

/worksheets/worksheet

BEINEZT =Y = ATV N 2E
LET

PUT

/worksheets/worksheet/suspend

TRTOT—I Y= T—XEy hE—KHE
EUET

PUT

/worksheets/worksheet/resume

TRTOT =27y —h T—KEy FEFHRL
E3

POST

/worksheets/worksheet/datasets

Lnwry—2y—h7—&Ly bEERLE
+

GET

/worksheets/worksheet/datasets/dataset

BeEIhhzy—2y—rF—Xky b 7ax
T4 —ZHRLUET

GET

/worksheets/worksheet/datasets

TRTOT—I Y= T—ZEy ATV
7 E—HERLET

Analytics H—E X



Analytics DEXTE

JZ TR | /SR lanalyticsiv{1|2} D3 IZEN SiEA

S

PUT /worksheets/worksheet/datasets/dataset REENEZY =Y —h T =Xty b4 T
VI NEEHELET

DELETE | /worksheets/worksheet/datasets/dataset BEINEZT—R2y ATV N 2HE

LEY

POST /datasets

FLOAHT—22y MEERLET

GET /datasets/dataset SEXNEOMT—XREy N 7TaxF 1 —%
BELET

GET /datasets TRTCOPHT =Ry bA TV b 2—
BEHRRUET

PUT /datasets/dataset BEINEZDOMT—XE2y hA TV b %
EHLUET

DELETE | /datasets/dataset BEINET =2y ATV b RRHE
LEd

PUT /datasets TRTDTF—REy b % —HE I E 72 13H
LET

PUT /datasets/dataset/data IOT—REy M EBIFELET (RIMFOY
)

DELETE | /datasets/dataset/data

BEINE [RE]TIDF—XEy k9o
T—REHIRLUET

GET /settings IR EE IR L ET
PUT /settings NNREELELET

Analytics D&E

68

IRDOFRTHAL TWB TaNT 1 —2ffifHT L, TRXRTOOHT—XZINEL 72
D, T—XERFTIRMBEZHRELEZD, FAMERER) V—2FRELEZDTE

ij_o

FanT+—

Bl

retain_second_data

WdHiz OF— X OMEREIE (RFE)

retain_minute_data

&7 0 DT — R ORI ()

retain_hour_data

e[l 72 D D T — X OLRFEEIE (D)

hostname_lookup

RA PHIRERY ¥ —

X EDES

Zoaxy RiE, O 7anT s —OBEOEAERAEL £,
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Analytics D& TE

DR/ M NY/ ]

GET /api/analytics/vi1/settings HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

it SR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true

REDEE

BREDEEIATY NlE, 7 — ZFRHER R A P AMBRY) = E O E 2 £ H

TEOIMHEHLET,

DR/ M NY/ ]

PUT /api/analytics/v1/settings HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600, "retain_minute_data":400, "retain_second_data":200,
"hostname_lookup":true}

it SR

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true

Analytics H—E X
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Analytics DT —20 > — bk

Analytics D7 —9 < — |k

7 —2 Y — MNIKEN ST 74X NS BULEHE TS, EHROKH 2RI 7oy b
TE, V=23 —bMIXA MEMITITHETCERTEEDIIFAETEET, V—72
V— FEMRETBIHREIZL ST, AT UHOITRTOME DT —HA T 7oV ay
NHEBIZEFSINE T, 20, HitvFAVTOIE, HEtOFHRARD BL T —
HATHERLLGIFoNnEzT, V—2r>—ba~xr Rk, BUL D SFHETRER Y —
I — b NEEBRTAL-DIFHTEET,

IRDFRIZ, 7 —2 Y= TCEAINE O T 1 —%2RLET,

JanF1— BLEE ]

ctime ZDT =Y — FBMER I Nz HIR
mtime ZOT =2 — b BBRRICEEI NI HIF
name ZDT—2 ¥ — b DA

owner DT =Y — NOREH

uuid ZO7 =27 ¥ — s OPA—EHN T

-0 —D—ERT
BUEMREAOT R TORT — 7 ¥ — b & —SHERL LT,
)7 T A OH:

GET /api/analytics/vi1/worksheets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

i SR A:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/v1i/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
oL
"href": "/api/analytics/vi/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
1
}
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Analytics DT —2 2 —

DT —0 > — MORE
B—Dnoh7—2 = 2BELET,
) 7T A DOH:

GET /api/analytics/vi/worksheets/ab59bchc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

il SR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"worksheet": {
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vil/worksheets

/ab59bcbc-080a-cfla-98c9-9f485bc3a43d",

"mtime": "Sun Jun 23 2013 16:22:01 GMT+0000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"

D—0>— hDERK
FLWAHT — 2 — R R LT,
IPET SN

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}

it SRAp:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vil/worksheets/bb3ee729-4480-4609-89b2-fae2dcO16bec

{
"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl16bec",
"name": "myworksheet",
"owner": "root",
"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

Analytics H—E X
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Analytics DT —20 > — bk

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

=0 —hADEE
REFELET =2 — b NDARTIZEELET,
)7 T A~ DOH:

PUT /api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09
Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Content-Length: 26

{"name": "test"}

it SR

HTTP/1.1 202 Accepted

Date: Tue, 20 Dec 2016 00:33:06 GMT

Server: Twistedweb/192.0.2

Content-Length: 279

X-Zfssa-Analytics-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

"worksheet":
"href": "/api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09",
"uuid": "a442e761-4048-4738-b95f-be0824d7ed09",
"name": "test",
"owner": "root",
"ctime": "Wed Dec 14 2016 03:58:28 GMT+0000 (UTC)",
"mtime": "Tue Dec 20 2016 00:25:57 GMT+0000 (UTC)"

D—0— FDWE

DT =2 — b EWELET, ZOHITIEZ. 7T—2 ¥ — M4BT — 2 ¥ — NEERIT
EUTHEHEINTVWETMN, href CHESINS wuid bFEATCEET, ZOIATVRFD
FEX, V=2 —bEBEETSCLIaAY Y ROBEEE —HL £,

) 7T A DH:
DELETE /api/analytics/vl/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Content-Type: application/json
Content-Length: 26

il SR
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Analytics DT —2 2 —

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

J—oo—bkr—2ty FO—ERT
BEINEZT— Y —PFHDODITRTDOTF—XtEy b2 —EXRLUET,
WDFKIZ, T—REy MERTHERAINSG T 5T 1 —%2RLET,

ZanNF1— ErEA

name ZOT =Rty FORIT BRI O
drilldowns BUEBHARRINTVE RULE YV (b2 5E
seconds IDF =Rty MIERINTVWEREK

)7 T X~

GET /api/analytics/v1/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

D= —bT—42ty FDEN
D sy N F— Ry N R E T
IPES I

POST /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

il SR

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vl/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,

"drilldowns": [],
"seconds": 300,

Analytics H—E X
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Analytics DT —2t v ~

"timpe": "M

J—o—br—2ty FOEE
BEOT—27Y—hrF—XtEy "2LEHLUET,
Yo7 T A~

PUT /api/analytics/vi1/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1

Authorization: Basic Tm8gcGVla2luZyE=

Content-Type: application/json

Content-Length: 26

{"seconds": 60}

it SRAp:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,

"drilldowns": [],
"seconds": 60,
Iltimell : nn

Analytics DF—4t v

Analytics DT —&X &y b Tlk, RO TBNT 1+ —%FHL £9, suspended Z[R< T
RTCOTANRT 4+ —FEHTE EHA,

JanT1— Bk

name ZDTF =Ry hDORIZIR B EEE DT

grouping Z DG NET BTN —T

explanation LAY S RO AL

incore AT7HDTF =KLy b T —=RDNA MK

size TAARI DT =Ry bT—XDNA MK
suspended T—=Rv NBBEERHEILF N E S 0 ERT T —IVE
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Analytics D7—2t v k

Zany«— Bk

activity REhOTF -2y N T ITa T4 =T 52

HHMRERT — Xty b

m  ad.avglatency

= ad.avglatency[op]

m  ad.avglatency[result]

m  ad.binds

m  ad.binds[hostname]

m  ad.binds[result]

= ad.ops

= ad.ops[op]

m  ad.ops[result]

m  arc.accesses[hit/miss]
m  arc.]2_accesses[hit/miss]
m  arc.]2_size

®  arc.size

®  arc.size[component]

m  cpu.utilization

m  cpu.utilization[mode]
m  dnlc.accesses[hit/miss]

= fc.bytes

=  fc.ops

= ftp.kilobytes
= http.regs

= io.bytes

= io.bytes[op]

m  jo.disks[utilization=95][disk]
m  i0.0ps

m  io.ops[disk]

= jo.ops[op]

m  iscsi.bytes

®  iscsi.ops

®=  metacap.bytesused

®  metacap.percentused
= ndmp.diskkb

= nfs2.ops

Analytics H—E X
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Analytics DT —2t v ~

= nfs2.ops[op]

= nfs3.ops

= nfs3.ops[op]

m  nfs4.ops

= nfs4.ops[op]

= nfs4-1.ops

= nfs4-1.bytes

= nic.kilobytes

= nic.kilobytes[device]
= nic.kilobytes[direction]
= sftp.kilobytes

m  smb.ops

= smb.ops[op]

F—=2ty FO—ERT

)7 T A Ol

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"datasets": [{
"dataset": "dataset-000",

"href": "/api/analytics/vl/datasets/arc
"name": "arc.accesses[hit/miss]"
H
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc
"name": "arc.l2_accesses[hit/miss]",
A
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc
"name": "arc.l2_size",
H
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc
"name": "arc.size",
H

"dataset": "dataset-004",

HEFEADSTRTORHT -2ty b2 —HFRLUET,

.accesses[hit/miss]",

.12_accesses[hit/miss]",

.12_size",

.size",
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Analytics D7—2t v k

"href": "/api/analytics/vl/datasets/arc.size[component]",
"name": "arc.size[component]",

3T
no

F—2t v FDOEEYE
EBEINEZT—XEy "o 7TuXF —Z2ZHELET,
)27 T A hDOH:

GET /api/analytics/vl/datasets/nfs4.ops HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

it SRAG:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",
"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,
"name": "nfs4.ops",
"size": 53211540,
"suspended": false

TF—32ty FDIER

mLwr—&xy b afElLET,
V7T A D

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

i SRLAH:

Analytics H—E X
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Analytics DT —2t v ~

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

{
"dataset": {
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

T—2ty FOEE

T—REy NOEFHIATY NE, B—FT =Xty bOT—XINEEE —RHE 1L £ 72 13H
Fd 27U £,

—E k) 7 = A h Dl

POST /api/analytics/vil/datasets/nfs4.ops

{"suspended": true}

HEY 7Aooyl

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended":false}

it SRAG:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

"dataset" {

"suspended": false

F—2twv FDIEE
F—Rey NEWELET,
Yo7 A DK
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DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1

il SR

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

T—32ty FORE

TRy FERELET,
)7 T A hOHl:

PUT /api/analytics/vl/datasets/nfs4.ops/data

il SR

HTTP/1.1 202 Accepted

T2ty FT—2DRE

RORKIZ, T—2ky FOBRECHHAINLMEE T T4 —2RLET,

NFA—=H ErL]

granularity FREDHRIE, second, minute, F7zlk hour L WS KIEMT, T—X
Y NDTF—RE2RETEXT,

endtime BT I N7z endtime DRTIZINEI NZTF— X 2RELE T, Z OWREE
DERZDONWTIE, 21 R=VD [HHE/T A=K start)] 2BHL T
&N,

)7 A hODOHI:

OB T, nfsd.ops T—Xt Y NADTRTOMEA, HAL, B & OHEB AL
DOF—XEHIRL T, BH, B8H, A, RBENEINEZT XX, T—X
v ML £7,

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

il SR A:

HTTP/1.1 204 No Content
DA S NY/

ROHFITIX, FBESI N7z endtime & D BNTINE X N7z nfsd.ops T— XY FHDT
RTOMEN, D8N, BXOREBEMNOT - X ZHIFRLUE T,
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DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour&endtime=20130910T00:00:00

F—2ty M T—20DEYE
TOTF4 TR/ T—REey b oTF—REZRUET, WA EHEEDOEFDT —
AT R— P EINTVET,

MOKIZ, T—REy b T—X2HFT 5 7-DDKMHR—ZADBEE T A — X %R
[J ij—o

INTGA—& Bk

start YU TINTF—RZDOIEEFIRT R, /7137 — X DUE % Fith

I 5Y v TIVE#ER], start REMEIZ, FEORREIIZTSZs, F—
J—RnowiZ95Z2LHTEET, FrEORfEDOERIZDONWT

3, 21 =YD [fIEENT A=K start] ZBBELTLEIN, 7

7 4V b D start DFZIZ, BIEDKZH S seconds DEZFI\W=H D
<7,

seconds YU ITNTF—=RENET IR, T 74 MEIZ1TT, span BLT
granularity /37 A — X DMEE I NG, seconds /3T A — R ITELL
INET,

span P INTF—REINET B MM (minute, hour, day. week, month, F
7z1% year),

granularity BEINWENTORE (minute, hour, day. week, month, F7-i%
year), TDRENST =X KAV FDEMRRENET,

BHIRIIIEARRIZ T B Z e TE ERA, T X2 PET 2 B BIUEDRH 25t &
TLESHE, = N"—F T —XE2RTANIEY >V TV EFEL 7,

RiET — X 2R T 5121k, 78T A —X span & interval DA G HLEEMHL
¥, span & granularity 2MEH I 72854, seconds /37 A — R IFMHHI N F
T, span £ 7zl granularity ’IELK AT NARWEE, 2OV 7 T A NI X
N, RO DIT seconds NT A —ANFHINET, A#EYIR, DX DI R—-raIni
WY 7T A& ASIU%E.  [nput span and granularity are not supported. ] & \»5 T
T—AVE—IUNKRINET,

span B L granularity /37 A — XX, RO HETHAEDLELZ LN TEET,

m span » minute DA, granularity IZiE minute DAZIBETE X T,

= span % hour DA, granularity (21 minute £721% hour Z{BETE E T,

m span 7 day D¥%#. granularity (Z1E minute, hour, F7ziX day Z$5ETE £
j—o

m  span ' week DA, granularity (21 hour, day. F7zl¥week ZI8ETE F
‘—;—O
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m  span A month DA, granularity (2% day. week. F 7zl month Z2f§ETE
ES N

m span HSyear DA, granularity (21X week, month, 7zl¥ year Z45E T
9,

MDOKRIZ, BEINET—XEy hT—RDODTaNT 1+ —%RLET,

ZJONRF1— A

data Yo TNT — X O

sample Y INTF—RDRGEFS

startTime sample AV X A 7= HFfE

min BEINZRENTD 1 #H 720 OR/ME
max HBREINEZRENTD 1572 OB KE

2BHDTATF— R EWET B Y 2 T2 b O

GET /api/analytics/vl/datasets/io.ops[op]/data?start=now&seconds=2 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: text/x-yaml

i LB

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

"data": [
"sample": 457642682,
"data": {
"data": [
"key": "write",
"value": 199
}
1,
"value": 199
H

"startTime": "20200818T18:43:47",
"samples": 457642683
i
{
"sample": 457642683,
"data": {
"data": [

"key": "write",
"value": 289
}

1,
"value": 289

Analytics H—E X
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Analytics DT —2t v ~

}
"startTime": "20200818T18:43:48",

"samples": 457642684
}
1
}

LA ORI 7 HA DT — 2 2 NET 5 ) 7 T A b DM

GET /api/analytics/vl/datasets/io.ops[op]/data?

start=20200811T15:00:00&granularity=day&span=week
HTTP/1.1

Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: text/x-yaml

DY 7 T A NTIE, io.ops[op] T—X &y b [HED XA T2 IZpfEI N~ 1
BH7=0 D10 BlE] GARD £72IFESAR) THE I e PREINTVET,

GET /api/analytics/vl/datasets/io.ops[op]

MEROH, BPRIZTS72012, 720HAIY Y TVD55 5 DFEKLTVWET,

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

"data": [
"sample": 457197423,
"data": {
"max": 3156,
"data": [
{
"max": 588,
"key": "read",
"value": 6,
"min": 0
H
{
"max": 3156,
"key": "write",
"value": 45,
"min": 0
}

1,

"value": 52,

"min": 0
}
"startTime": "20200811T15:00:00",
"samples": 457644011

’

"sample": 457283823,
"data": {
"max": 3675,
"data": [
{
"max": 588,
"key": "read"
: ’
"value": 6,
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"min": 0

H

{
"max": 3675,
"key": "write",
"value": 45,
"min": 0

}

1,
"value": 52,
"min": 0

H

"startTime": "20200812T15:00:23",

"samples": 457644011

}
1
}

sample Dffi% start DEE ULTHHTAZ L TEXT, ROV Z T A DGR
i, BESh 1RO Y T sDTF =2 T,

GET /api/analytics/vil/datasets/io.ops[op]/data?start=457642682 HTTP/1.1

Analytics H—E X 83
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N—FKoxz7H—EX

ORIV avTIiE N—RYITIIAR, Vy—Y, BEUaVE—R Y NDOE
PIZOWTEAL £7°,

cluster Ax¥ Y KN, 757 AXLERBREL., 7T AXEIN/V Y —ZAE2EH L
j—o

x13 JIAXDAT VR

1)U TR | INR Ihardwarelv{1]2} D% 3 23BN L]

~

GET /cluster IIARDTANRT 4= )Y — A% —EHEK
RUET

GET /cluster/resources/resource-path BEINZITARY Y= ADTaNRTF 14—
EERRUET

PUT /cluster/resources/resource-path HBESINZITARY Y —A%REFLET

PUT /cluster/failback IIARETIZE DB THENT WS TRTD
VY =A% TzANNYy I LUET

PUT /cluster/takeover JIARZETIZE DB THENTVWETRTD
VY =A% T4 F—N—=ULET

PUT /cluster/unconfig I IARMINZT TIA TV RAEAR VRN
THYE— FICHRMRL £ 3

GET /cluster/links IGARHN—=RY VY IATF =R ARKRLE
—;—

PUT /cluster/setup WO S ARBEEFETLUET

IS 2207ANT 1 —D—EFXTR

cluster I~X YV Rk, BED T I AXEEIREL ) YV —ADTaTF 1+ —%2—ERR
LET,

D74 I/ ]

N—=RoTT7H—EZX 85



GET /api/hardware/v2/cluster HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

it SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

"cluster": {
"state": "AKCS_OWNER",

"description": "Active (takeover completed)",
"peer_asn": "d23331e6-41f4-6al5-ac09-a4353e33b43a",
"peer_hostname": "peer-1",
"peer_state": "AKCS_STRIPPED",
"peer_description": "Ready (waiting for failback)",
"resources": [
{
"owner": "peer-1",
"type": "private",
"user_label": "peer-1",
"details": [
"ipaddr"
’
"href": "/api/hardware/v2/cluster/resources/net/vnic1"
H
{
"owner": "peer-1",
"type": "singleton",
"user_label™: "",
"details": [
"8.03T"
’
"href": "/api/hardware/v2/cluster/resources/zfs/casl"
H
{
"owner": "peer-2",
"type": "singleton",
"user_label™: "",
"details": [
"18.7T"
’
"href": "/api/hardware/v2/cluster/resources/zfs/cas2"
}
1

WOBNZRT X DIZ, cluster AX Y RTC—ERRINZV Y —AD 1255 href
TaNRT 4 —EFHLT, TOREDIFIAR) Y —ADADTaNT 1 —% —EK
i_\‘bij—o

GET /api/hardware/v2/cluster/resources/net/vnicl HTTP/1.1
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VI3RAZ2)Y—ADEE

cluster IY Y RT—EBRRINAEZV Y —ZAD12H5 href 70357 1+ —%FEEL
7ZPUT VT AMNEMHLT, TDOITAXRVY—ADTaNT s —%2HRELET,

DSRARAN)IDDRAT—2R
cluster/links IA¥ YV NiZ, 79 AXRA—ROBEED) VI AT —RA%ELET,

75 AR DYIMHE%ZEFTT BN, cluster/links ZHHL T, $RTDY) ¥
7 AKCIOS_ACTIVE JREEIZ > T WA Z & 2R L £ 9. AKCIOS_ACTIVE REET
W X, B —HOY AT LAPHEE)/) 77— L TWAZEE2EKL XTI,
FE, VU IDRIELLEBMENTWRWDR, 2I7AXT—TARaxr7XTeFxa
TTCRBNWZEEH Y ET, 77 AXERDFIMEIZDOWTIE,  TOracle ZFS Storage
Appliance it /71 K1 D (25 AR —TNVOHk] #BBLTLEI W,

cluster/links I~ ROHEAIE, AV b —=FEFIN T LIZ® ALY F3, 7S9-2 O
YRR —SDEAE. 20D FARNO Y VIDAT—RANEINET, DT
TOAY A —FDIFPE, 3D2DTFTAXINO YV VIDAT—RANRINET, 7
FARTO Y v 7 OFHIX, TOracle ZFS Storage Appliance #5751 N, Release OS8.
8x) © 77 AXMHAEEA10] 2L T ZI W,

)7 T A~ Ol

GET /api/hardware/v2/cluster/links HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Oracle ZFS Storage ZS9-2 D& HE D

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 84

{
"links": {
"lio_dev/i40e0® = AKCIOS_ACTIVE\n
lio_dev/i40el = AKCIOS_ACTIVE"
}
}

7S7-2 £7213 7852 2 ¥ b a— 5 DFEROH:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

"links": "\n\tclustron_ng3:0/clustron_uart:0
\n\tclustron_ng3:0/clustron_uart:1

AKCIOS_ACTIVE
AKCIOS_ACTIVE

N—=RoTT7H—EZX 87


http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=AKSCGgqucg
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=AKSCGgqucg
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgooul
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgooul

88

\n\tclustron_ng3:0/d1lpi:® = AKCIOS_ACTIVE\n\n"
}

ZoMDa Y ba—F5 THEBED Links HAOMREREINE T, HE—DFEWD
&, /clustron 721X /dlpi 12479 2T, 722 XX, BROHID
clustron3_ng3:0 (¥, ZS5-4 2> 1 — 7 Tld clustron3:0 (I, ZS4-4 2> b1 —7
Tl clustron2:0 {2, ZS3-2 I b T — 3 Tld clustron2_embedded:0 {272 D ¥,

VZAZEBOIATVR

7T AREMIZIZ, failback, takeover. B & Funconfig 2’dH v £9, KT 5
&, AV NIZHTTP A5 — X A 202 (Accepted) Z KU E T, 7T AXNRIAT Y K%
%HA%%@W@%%TM&V%é\HH?1%~&1mmemoﬁﬂéMiTo

TAOF—N—F, BT OEENMRB I N CICHBRIZHAONET, 717
A—nN—ld BEHEPFTTLEILHTEXT,

Tz ANy 2%, BHEDREGFTLIHERH D £T, 7 A0y ZEEZIER
<9, MET75471/bﬁfmimmursz%%E@%wz ) 7 T A NDIEFIZZ
EENIGEIEHTTP AT —X A 202 DRI NET, 7oAy 7 DEIFIRIZ €
—X— Té# W2, 2947V MNET I EGELZD, 7 AXREEZFR-Y
U TEET,

TATF—N=BLCT7 ANy 7 DOFHMIZ. [Oracle ZFS Storage Appliance & FH
771 F. Release 0S8.8.x] D [JFAXRDTA A —N=T A NNY 7] %&BIf
LTI,

)72 Ol

PUT /api/hardware/v2/cluster/failback HTTP/1.1

JIAR ) — NEMEERT 5L, J—RFRPAX Y RT7a U EBECHERINET, K
Al LT, =Y —HETI IAX ) — FEBEMRLZNTLEZI W, 752X
J — N ORGSR IR 28 E T, FERRERRIZIZ, B2 5 unconfig I < ¥ REL
LOMERH D £9, FMIZDOWTIX, [Oracle ZFS Storage Appliance FHL AT 1 N
Release 0S8.8.x1 D [27 5 A& ) — NORERNMER] 22U TLZI W,

V5 A2DERE

WEX, WA T ARERD 1 DDAT Yy 7 TY, FMICOWTIX,  [Oracle ZFS
Storage Appliance %5 H 77 K, Release 0S8.8.x) D [ J A XbLHHEAADA XV KT
QY7 7547 VADT Y 7L — K BUD) 28R LTLEI N,

cluster/setup A< ¥ Ni&, Y AT LD T A XM %547 LU £ 7, nodename
B LW password 7HNT + —DEZEE L £, ZECHKNT 5L, HTTP AT —
R Z 202 (Accepted) 2RI N F T,
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http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgooza
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Y-

1

\'l

cluster/setup I ¥ Ni&, RO SO HibLWERRLU £7,

B TRTDIZFARY V2D AKCIOS_ACTIVE JREET T, 87 R—YD [7F A
RV VIDAT—RA] 2BBLTLEE N,
n ETOBFIZAVIZRSTVETH, BRSO TVWERA,

ER - WIS 5 AXERDREIZ, BT TEDIED PN ZeNHD XY,

V7 T OB

PUT /api/hardware/v2/cluster/setup HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

{"nodename": "zfs-storage-2", "password": "password"}

N—RYz70a<vYRiE, 779547 VAN—RY 27 y—vBIU0PIVE—%
YEDYANERETAZOIZMHHALET,

x14 N—FKvzr7Davrsk
JZ TR | /SR Ihardwarelv{1]|2} D% 3 (2B SiEA
S
GET /chassis N=RY 7o vy—%—BRRLET
GET /chassis/chassis BEIhhknNn—Foz7vry—vo7an
TA—EHMALUET
PUT /chassis/chassis BEINEZN—RNYzTVy—D7man
TA—EREHELET
GET /chassis/chassis/fru_type N=RJ 7Yy —vOaAVKR—FV h&—
BERRLUET
GET /chassis/chassis/fru_type/fru ffEaEnzyy—yaviR—xrro7an
T4 —EBRLUET
PUT /chassis/chassis/fru_type/fru N=RTUz7vy—yavK—3>hrO7H
N7 —%ZHUET
~ ~ E’: —
v —CD—ERT

Yy —VORFavY ML 5IEERST. YATLY Y=V ATV MDY A b
ZRUEZY, a~v Y NIZERIIT 5 &, HTTP A7 — & X 200 (OK) BEI N E T,

N—=RoTT7H—EZX 89



Janyqa— B BLEE]

name string Yy =T

model string VY —VDETILVES
manufacturer string vy —YDELE

serial string Y =YDV TINES
revision string Yy —YDOVETYarlNh
part string iy =V DRV R
type string VY —VDARNL=VRALT
faulted boolean [ A

uuid string ¥ ¥ — ¥ ® UUID i#Bl+
)7 T A DH:

GET /api/hardware/vi/chassis HTTP/1.1

Host: zfs-storage.example.com:215

Accept: application/json

it SR

HTTP/1.1 200 OK
Content-Length: 788

Content-Type: application/json

90

X-Zfssa-Appliance-Api: 1.0

"hardware": [{

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-2",

"name": "hostname",

Trpmt: toon
: ’

"serial": "1211FM200C",
"type": "system"

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",

"path": 2,
"revision": "0010",
"rpm": 7200,

"serial": "1235FM4002",
"type": "storage"

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",

"path": 2,
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"revision": "0010",

"rpm": 10000,

"serial": "50050cc10c206b96",
"type": "storage"

1

Svy—2DAVKR—22 FDOBIF

Zoavwy Rk, BESNEZYY—YHDTRTON=—RY 27 AV R—-2 Y MK
LEd, I~V RIZEIhdT 5 &, HTTP AT — X A 200 (OK) DRI N E T,

DR SN/}

GET /api/hardware/vl/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json

{
"chassis": {
"type": "storage"
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "0010",
"rpm": 7200,
"serial": "1235FM4002",
"disk": [{
"device": "cOt5000CCAO1A76A2B8dO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",
"interface": "SAS",
"label": "HDD 0",
"locate": false,
"offline": false,
"readytoremove": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 2,
"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R37LVD-------- YHJ37LVD",

"size": 3000592982016,
"type": "data",
"use": "peer"

Ao
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",

oo

N—=RoTT7H—EZX 91



"href":

H {

ar

"fan": [

"href":

oo

"href":

{
"href":

bo{

"href":

1
"slot": [{

"href":

bo{

"href":

ap

"href":

"/api/hardware/vl/chassis/chassis-001/disk/disk-002",

"/api/hardware/vl/chassis/chassis-001/disk/disk-023",

"/api/hardware/vl/chassis/chassis-001/fan/fan-000",

"/api/hardware/vl/chassis/chassis-001/fan/fan-007",

"/api/hardware/vl/chassis/chassis-001/psu/psu-000",

"/api/hardware/vl/chassis/chassis-001/psu/psu-001",

"/api/hardware/vl/chassis/chassis-001/psu/psu-002",

"/api/hardware/vl/chassis/chassis-001/psu/psu-003",

"/api/hardware/vl/chassis/chassis-001/slot/slot-000",

"/api/hardware/vl/chassis/chassis-001/slot/slot-001",

N—Fox7aAVR—2%> FOEES

ZDATYRIFE, 1 2ON—RI 7 aVER—Z VIO TuRTF 4 —ZKUE
3, av Y RIZKIIT B &, HTTP A7 — X 2 200 (OK) 2EXNET, VARV AL
TV MZIE, RORKITRTAVR=—F > bOTaRTF 1 =REENET,

offline. readytoremove. B &Y use 7H/NF 14—, T—=IVHDT 1 A7 IZDH

BHINET,
ZONT1— i) EEA
device string FRU 7 /%1 A ID
faulted boolean FRU IZPEERFKEL TVWENE S 2
interface string FRUDA VYR Tz —ARA T
label string FRU DT T X)L
locate boolean FRU ([ &RFE LED 234 > TH B0 E S h
manufacturer string FRU DO #i& ¢
model string FRU €7V
offline boolean TARIIWET TV THENEDH
pathcount integer TAART Y I T AD IO NADEFHEK
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TONT1— B B

present boolean FRU V¥V AA VI r—4&

readytoremove boolean EELIZTF 4 A7 R4 THIWO A LUTRETH 5 H
S5

revision string FRUD7 7 =LV 7 £7@3N—FKvz7VV¥
vayv

rpm number TIYvRDRPM (T4 AT DA)

serial string FRU ¥V 7 V&EH

size number FRU %1 X (B &)

type string AVR=FVNEAT

use string aVR—% v MEHE DS

D74 S NV

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215

Accept: application/json

il SR

HTTP/1.1 200 OK

Content-Type: application/json

"disk": {

"device": "cOt5000CCAO1A764FBOdO",
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

"interface": "SAS",
"label": "HDD 11",
"locate": false,
"offline": false,

"readytoremove": false,

"manufacturer":

"pathcount": 2,

"present": true,
"revision": "A310",

"rpm": 7200,

"serial": "001210R322ED

"HITACHI",
"model": "H7230AS60SUN3.0T",

"size": 3000592982016,

"type": "data",
"use": "peer"

YHJ322ED",

AYR—>bO7ONT1 —DEE

PUT YV ZZAME, BIRLAN—RI 27V R—2VMTCTONRTF 1 —2HRETH
TOWHATEES, VI T ANMIEINT 5L, HTTP A7 — X A 201 (Accepted) °
JSONJERDavR—F v b TunNss—LHIZHINFET,
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) 7T A~ OH:

PUT /api/hardware/v1/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: root

X-Auth-Key: password

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON L AR v A DH:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

{
"disk":
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

Caey
"locate": true
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OJon3a<> R

02D 3< Y Rk, CLI Imaintenance logs| A=z —TC{lifnae7an 7/ 2EH L £
T, flx DOV —vAn ZERICOVTIE, Y—EAAPI 2L T ZE W,

AOJOEEITVE

WOFIZ, nr0EHa<v Y RORUTH L FiEE2RUET,

x15 oy oEMav VR

JO TR | /XX lapillogiv{1]2} D3 IZEHN e

b

GET /api/log/v{1]2} D &% {F Y —ranavy RE—ERRELE
j—

GET /Nlogs TRTOOTRA T —ERRLET

GET Nlogs/?start=index/time&limit=entry limit BIRU-HiHon sy Y 2EEL £
)

GET /logs/alert TRTO77—bas%—EEKRLET

GET Nlogs/alert?start=index/time&limit=entry limit BEIRU oDy MY 2EEL £
j—

GET /collect FRTCORZ T MDAV IV avE
Xyvu—RLET

GET /collect?start=index/time&limit=entry limit BRU-HHOD sy M) oaL s
varvEXAyru—KNLEY

OJ n0—&xRT

Zoax v RiE, 77947 VATHARRERIRTOu %2 —~EBRRALET, &0
ik, a0 PIBEBEBDODIYMN)IDERALAR Y TE2BELUET,

35T - depth Ml &H /3T A — & B KU match_property-name=value [ &8 /3F A — R (XY

R—hINTVEHA,

OJoav> Rk 95



aJxI> k)G

) 7T A~ OH:

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

it SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

{
"logs": [

{
"href": "/api/log/v1/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

H

{
"href": "/api/log/v1l/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

H

{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

H

{
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

H

{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

1
}

OJIT> k) OEE

OZ Ty h)iE, BEINAET IS4 T7 VAT PORTIENTEET, f#usT
YRV, TNV OHMBEUREE, B EAEDOHNED TN T 4 —&IKL F
j—o
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aJxT> k)G

FEE-HTOBIZE o TIX, A€V —DOHAKHINT, fvwasTy M) E2FHAT
ERWIERHVET, ZOEUHIEABUL & CLITEALET, TRTOVAT
LU EIET BI21E, 95—V D T/ 0EH I~y R THEHIhTWS
collect BB =L 9.

NFA—=H EL]
start=index BEINRESI/HM» S0 7 DOEEEFBL £
limit=number EExhsraZzy M) OEEHIELET

FAIREREI DT 7 4V MIEO TH D, ERINmplon 7 2B L ET, AD
i, BLE TV XU EOHEIIFEHATE EH A, BEERSNIE, RS (4
20130724T03:21:55) IZT A5 Z &L TE T,

5 - REST TlX UTC Rl DAZIF AN SN FE 9, BERM L D 1 22 H B Ed R
EIXMEATEE A, HWVWE 2SS 2121%. FBEICRMEZEH T 2 B6ENDH
DT, limitfHlX, FHEINZV I AMIFNLULTEINZO 7O E2HIBRL 9,
BEI N~ limitfEM EIXEI N ER A,

DR/ S NY/I ]

GET /api/log/vi1/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

il SR A:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [
{
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T722:54:19",
"user": "root"

Ao
"address": "192.0.2.0",
"annotation": "",
"summary": "Destroyed share \"zfs-storage-1:tst.volumes.py.34111.project/tst.
volumes.py.34111.1un.7\"",
"timestamp": "20131022T722:52:34",
"user": "root"
Ao
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T722:54:23",
"user": "<system>"
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Ao
"address": "192.0.2.0",
"annotation": ""
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

}

OJo4do>a—Kk

OZDXYya—Ravy R, $TRTOVATFLATDNEEND gip JEME X iz
tar 77 TIVEIRLUETS, 771 VONHH I logs.targz IZRESINE T, T— XLV
TIVERALTERB LR EEINE 2, Xvrn—R2HETAZLIEITEEE
Ao

OJo4do>a—Kk

120 T R TDHREXT Y E—RTIHEEIE, RIRT XL, TO4R%:
collect VY —AIZAMIMTEE T, BZDFFANMNIIZIAT Y MOR(S N E
T, gzip EMEDV T A NI NHBE, TFAMAMNY —AlX gzip THEMINE
I, TOMDERRX A T IZVR—bINnd, EHINET,
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XYy bhcJD—200IY2R

DRIy avTHHATARAY N T—2Dav Y RiE, AV NT—2T7 RLABLY
FNRAABRRLUIZOD, AV N NT—=0F =RV VI AVRTz—A, BIOIL—1
ERERLUEZODTAEDICFEHINE T,

2y b —OER

2w N7 = SRR EH T A, WENRAY NI =R = 056, Vo7

)= a v, RMNIC (VNIC), {48 LAN (VLAN), IP % v b7 —2 < )LF IS
(IPMP) 7V — TR ¥ DI FIEREERA Yy NV — IV RERFRTE T, I, ¥
ATFLEDIEFIERT—RY—EANOERHRCTHAT L2012, 2o DMEILD
T2ODIEEDBD IPva BX V' IPv6 7 NV AR EHRTE T,

VATFLDFY NI —=IREBERIZIZ, IRDADODDIAVEKR—=FV N BRHD £T,

s TFNA R _YEN R Ry b7 — 2 $#5 ¥ 72 1% InfiniBand (IPoIB) /X —F « ¥ 3 v k
D IP ITHIHT 2YHM e xy N7 =27 K— 1,

n F=RYVVT N7y N EREZETLOOHERNLERE, T2 2% T
NAA(DED, YHENR A Y N7 =2 R—=MN FLZFIBA=—FT1¥arve 11
WIGIEDZZENTEET, £413. EPDOTFNANA AT —X) v 7 THEEE N
77V =3y, VLAN, BXUPVNICT—XR) VI E2EHTEET,

n VR Tz—A-TPORBEE LUVT7 FLAIBED O DER LR, & 1P
AV RTz—AF12D20F—X Y V27 IZEEMT ONE D, £2ITIEFELDL VR
T —ATHERINZIPMP ZJV—T2 LTEBZEINET,

n V=TV T VAT LNIP ATy NERET S HEEHETE P VT VT
W %o

ZDETILTIE, 2y NI =20 F NS RIFHHAAEERN— RO 272K L, FHERATHE
BREEFSTVWERA, TRV V7R LAY—2DIVTF 4 T4 —ThHH, N
5Dy N7 =2 F/)NA ZIZLACP R EDFRENEM I ND XD ITIERT 2 HBENH
DNET, 1 VX7 z—RlF, PEREVEENZLAIY—3DZYT 1T 14 —T9,
INSOREF, TRV I7ENUTHAAEIZRYET, ZOETLTIE, 2v
NI =24V R T 2= ADEREDN, LAY —20RED-ODT—RIV 2L, LA
Y—3DBBEDHDAL VR T —AE VD 2 DODWPITHHESNTVET,
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Iy bT—=OF—=2)2Y

2y hI—IF—RYY

2V Y= F =) o20aAv Yy RNE TTI3ATVATOT—X) V7 EH B
HLET, TRV 7)Y —2%—ERR, LFE, ER. BIUOHIBRTE £,

x 16 I hNI—=F—=2)vrpavs R
JJ TR | /XX Inetworkiv{1|2} D% 3 (2B L]
~
POST /datalinks HLWry NI =2 F =2V v 7 2ERL F
3—
GET /datalinks/datalink REINZAY NT—0F—R) VIO TH
NT4—%2BfRUET
GET /datalinks TRTOFRY NIV —=IF =RV IAX TV
I NE—ERRUET
PUT /datalinks/datalink BESNEZRAY NI =0T =R )V IXT
VI bEEHELET
DELETE | /datalinks/datalink BEINEZT =RV IF TV N EWE
LY
x 17 YT NA AT =) v I DT aNRT 4 —
TaNT1— B ErEA
class String ldevice| ( TEEARH ] )
label NetworkLabel Label
links ChooseOne V> [ ligbll . Tigbo) . Tixgbe2] .

lixgbe3] . Tigb4l . Tigb3) . Tixgbell .
ligh2) . Tigbs] 1

jumbo Boolean Jumbo Frame Z i U £ 3 [ ltrue] . [false] ]
( TIEHERE) )
mtu Positivelnteger B KHLXBEAL (MTU)
speed ChooseOne VY 2dE [ Tauto) . [10) . [100] .
1000 . 10000] ]

duplex ChooseOne V> 27 =& lauto] . [half] . T[full] ]
x 18 VNIC TNA AT =X ) v DTanRF 14—

JONnNT1— B B

class String Tvnic] ( IEEAH] )

label NetworkLabel Label

links ChooseOne ) > 2 [ Tixgbe0] ]

mtu Positivelnteger B AKHLXEAL (MTU)

id VLAN VLAN ID
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Iy bT—=OF—=2)2Y

#£19 VLAN TNA AT =X ) VI DT aNT 4 —
JOnF1— B BLEE
class String Ivlan| ( [ZEFEARW] )
label NetworkLabel Label
links ChooseOne ) > 2 [ Tixgbe0] ]
mtu Positivelnteger B ARHLXEAL (MTU)
id VLAN VLAN ID
& 20 TIOVF—=Ya UV R=ATFTNA AT =) V7D TaNT 4 —
Janryqa— B A
class String laggregation] ( [ZHEAT ] )
label NetworkLabel Label
links ChooseN V> [ ligbll . Tigbo) . Tixgbe2] .
lixgbe3] . Tigb4l . Tigh3) . Tixgbell .
ligh2) . [igh5J ]
jumbo Boolean Jumbo Frame Z i U £ 3 [ ltrue] . [false] ]
( TIRHERZ) )
mtu Positivelnteger KRR AL (MTU)
policy ChooseOne AYY—[IL2) . 131 . TL4) . TL2+L3] .
[L2+L4) | TL3+L4] ]
mode ChooseOne E— N[ lactive] . [passive] . Toff] ]
timer ChooseOne XA <—1 Tshort] . [llong] ]
key Integer TV —=vayd—( [EELA] )
x21 BNR=TAYaVR=ATFTNA AT =X ) Y7 DTUNT 1 —
JONT 1 — i) L]
class String I'partition] ( [ZFEART] )
label NetworkLabel Label
links ChooseOne DIV
pkey Pkey N—F4avF—
linkmode ChooseOne Vy2E—R[Tem) . Tud] ]

XY LIT—=O 72V ID—ERT

TTI5AT VATTRTCDWRFAT —R) v —ERKRLUET, T—F) 2
ArDEF TV MiZlE, B—F =XV v 2 VY — A FO#EEZIIET 5 href &

F—RV 7D TaRT 4 —NEENET,

) 7T A~ OH:
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102

GET /api/network/vi/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

JSON 7 — & D

{
"datalinks": [{
"href": "/api/network/vl/datalinks/ixgbe®",
}I
"href": "/api/network/vl/datalinks/ixgbel",
}I
"href": "/api/network/vl/datalinks/ixgbe2",
}I
"href": "/api/network/vl/datalinks/ixgbe3",
1
}

XYy bI—=07—2) 20 DEIE

GET XY v KiE, datalink 7uNXTF 4 —2F =XV VI ATV bDYAMREEN
HISON ATV 7 v 2B UET,

GET /api/network/vi/datalinks/ixgbe@ HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

JSON 5 — & D44l

"datalink": {
"class": "device",
"datalink": "ixgbe@",
"duplex": "auto",
"href": "/api/network/v1l/datalinks/ixgbe0",
"jumbo": false,
"label": "Untitled Datalink",
"links": [

"ixgbe@"

1,
"mac": "0:21:28:a1:d9:68",
"mtu": 1500,
"speed": "auto"

2y D=7 —=21) U DIER

POST I~X Y K, HTLWTF—&X VU V2 2ERLET, HiLnwTr—&) v 7 2ERKT S
XTI pEREMO AT 4 —D 1 Dhclass TENT 4 —T. fEKTEF—%Y
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Iy bT—=OF—=2)2Y

VIDT T AERE

@751&47®m7h#_a0i?0

AL &

device— TNA AR—ADT =X V) V7 2{EKL £

vnic - VNIC R—ZADF =XV v 7 &2{EKL ET

vlan—-VLAN R—AD T —X ) v 7 ZEHL £T
aggregation— 727V =Y a vy R—ADT—R ) V7 2ERLET
partition—IB/S—F 4 ¥ avDF—X ) V7 2EHKLET

TanRF 44—z TINET,

DR/ S NY/ ]

POST /api/network/v1/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDataLink"
}
it A5

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/datalinks/ixgbe2

XY LIT—=0T7—2V I DEE

PUT AV Y RiZ, =XV > o7D7anNT 4 —%LHTLOIFEHINET, T—
RY VI DHFEDFHMIZONTIE, CLIORFa XY FE2BBLTLEI N,

)7 T A~ Ol

PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{

Xy rkDJ—=o0aX VR

U £7, datalinks 7 7 A, T—& VU v I7EFRFICEZI N, X

lconfiguration net datalinks| A = 2 — T[R4 H D & [A] U CLI
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Xy bIT—=OFNAR

"datalink": {
"href": "/api/network/vil/datalinks/ixgbe2",
"class": "device",

"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",

"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"

2y D=7 —=21) >0 DHIR

ZDaAR Y RIE, VATFADPST =RV VI EYIBRLUET, EBEINET—XY V2
ZHIRT 5121%, href NAZMEHL £,

) 27T A b Dl

DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1

il SRAD:

HTTP/1.1 204 No Content

Z2YRD—=0FNA

INo6DIAXYNE YATLOYHE A Y N7 =7 TN 2% —HEFRRLET, W
2y NT =0 TN, ZZEBARRRTANRT 1 —dH Y A,

& 22 2V RNT—=OFNAADAT VR

JUITZR | /XX Inetworkiv{l|2} D 3 (ZBHN BiL]

8

GET /devices/device BEXINZ2Y T =2 FNA 2D T ax
Fa4—ERALET

GET /devices TRTCDEY NI =T FNA AL TV b
ERRUET

% 23 2V NI =2 FNAL 2D TaNTF 1 —

Zany«— Bk

active TFNAAMT 2T 4 ThESIDERTT—ILIT S

7
duplex FTNA ADGEHEHHETH
factory_mac THHERFD MAC 7 R L&
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Iy bT—=OFNA R

ZONRF1— BLEE]

media FNAADAT AT

speed FTNA AHE M ¥ b

up TNA ADFERRENR E D & RS TV T 5

Y bEID—=0F N1 AD—ERT
DAY R, TRTOXY T = FNA A% —EBERLET,
Yo7 T A DO

GET /api/network/vi/devices HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
"devices": [{
"href": "/api/network/v1l/devices/ixgbe0@",
i
"href": "/api/network/vl/devices/ixgbel",
i
"href": "/api/network/v1l/devices/ixgbe2",
i
"href": "/api/network/v1l/devices/ixgbe3",
H
}

Y b= F7 N1 XADEUS

ZDAXYRIEF, 120%Y NI =2 FNRXA A0S TaT s —20ELET,

D74 S NV
GET /api/network/vi/devices/ixgbe® HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK

= )
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Y RT—AYETT—R

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices":

{

"active": false,

"device": "ixgbeo",

"duplex": "full-duplex",
"factory_mac": "0:21:28:a1:d9:68",

"href":

"media": "Ethernet",
"speed": "1000 Mbit/s",

"Up"

. true

ZYRID)—042R2T1—2R

106

"/api/network/v1l/devices/ixgbe0@",

x24 AV NI =4V RTz—=ADAT VR
DUOIR B N lapilnetwork/v{1|2} D 3 2B L]
POST /interfaces HLnwry hNT—=24 X7z —A%ERHL
ESrn
GET /interfaces/interface BEINZAY NT—O AV RT=2—ADT
T —ERELET
GET /interfaces FTRTDAY NI = A VR T z2—AKT
Vb E—ERRLUET
PUT /interfaces/interface BEINZAY NI =IO AV RT2—AFT
VI bEEHELET
DELETE /interfaces/interface BEINIA VR T —AF TV M2
ELET
x25 IV RNT—=IA VR T2 —=ADTANT 1 —
Jansa— L]
admin ZDAVRT = ATEEDBHFAINTVWENE S
NERT TS
class 25 AXA 7 (Tipl . Tipmpl ) (fER#ZIZZEH R
)
curaddrs BEDIP 7 R LU (BHEAT)
enable ZDAVRT 2= ADNERINE S ERT T IS
label AYRT 2= ADI—F =T )L
links DA VRITz—=ADRY NI =2V v 7 &#ERL
7
state 1V R 7 —ADIKAE (BHE AT
vdaddrs IPv4a 7 FL A

Oracle ZFS Storage Appliance RESTful APl 777 . Release 0S8.8.x « 2021 £ 8 A



XY RIT=01422T71—2X

JaNF1— L]

vedhcp IPv4 DHCP 7 5 2
véaddrs IPv6 7 K L A
vedhcp IPv6 DHCP 7 5 &

2YRDT—=0A4 2T T—AD—ERT

ZDavwy R, BEEADITRTDOLAY NI —I 14V X T x—A %2 —BEBERLE

ER
)7 A~ Ol

GET /api/network/vi/interfaces HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Host: zfs-storage.example.com:215
Accept: application/json

i L5

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{
"interfaces": {[
"href": "/api/network/vil/interfaces/ixgbe0@",
"vdaddrs": ["ipaddr-1"]
}I
"href": "/api/network/vil/interfaces/ixgbel",
"vdaddrs": ["ipaddr-2"]
}I
"href": "/api/network/vil/interfaces/ixgbe2",
"vdaddrs": ["ipaddr-3"]
}I
"href": "/api/network/vi/interfaces/ixgbe3",
"vdaddrs": ["ipaddr-4"]
H
}

= SV VR hs 724 Il ol §1):\ CE.

ZDavwY R, BEXINZAY NT—IA4A VR T —ADTaNT 4 —DREEIRY

AMEHSELET,
PR DY/}

GET /api/network/vil/interfaces/ixgbe® HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Xy bhT—=00ARUE
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Y RT—AYETT—R

108

Host: zfs-storage.example.com:215
Accept: application/json

it SRAp:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

{
"interface": {
"admin": true,
"class": "ip",
"curaddrs": ["ipaddr-1"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe0",
"interface": "ixgbe0",
"label": "Untitled Interface",
"links": ["ixgbe@"],
"state": "up",
"v4addrs": ["ipaddr-1"],
"v4dhcp": false,
"v6addrs": [],
"veédhcp": false
}
}

FYbID—=01422T7 11— ADIERK

ZOav Y RiE LRy v =24 VR T2 —A%EHRLET,
) 7T A b DO

POST /api/network/vi/interfaces HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78

IIClaSSII . llipll
. I
"links": ["ixgbe3"],
"v4addrs":"192.0.2.0/24"
}

il SR

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vi/interfaces/ixgbe3

FXYrI—0A4 2T —ADEE

ZDavwy Rz, BEOAY N T — A VR T 2 —A%2EHLET,
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DR/ M NY/ ]

PUT /api/network/vi/interfaces/ixgbe3 HTTP/1.1

"vdaddrs": ["192.0.2.0/24"],
"interface": "Demo Rest"

}
it SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.0.2.0/24"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"vdaddrs": ["192.0.2.0/24"]
"vadhcp": false,
"véaddrs": [],
"védhcp": false

}

2y bhID—04>27 —XDHIR

Zoavwy ik, MEOXY NI =040 X T —A%ZHIRLET,

FR-M VR T —ANHIRINB L, FOA VX T o —AZEEMNIT SN TART
DN — b BHIREINET,

)7 T A~

DELETE /api/network/vil/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

it SR

HTTP/1.1 204 No Content

Xy bcI7—=2I)L—Fk

Inspavwy RiE, 2y hT7—270—b2EHLET,

Xy bhT—=00ARUE 109



ESANC RIS

110 Oracle ZFS

+ 26 Fw b7 =2 )— b DEH
DOIRb N lapilnetwork/v{1]2} D3 12BN L]
POST /routes FLnry NU—=2 00— b2ERLET
GET /routes/route REINZAY VT =20 — DT mN
T4 —EHELET
GET /routes FTRTDEY T =2 N—b ATV b %
—BELRUET
DELETE /routes/route BEINZNV— ATV bEFELET
GET /routing ;T_/ MU—=F a4 v o 7axs s -2 %
PUT /routing Py MU—=F 47 TaRT 4 —%EHLZE
£l
®27 2y M7= — DB T NT 1 —
ZJOnF1— A
type N—bDRA T ( Tsystem| . [static] 7 & (ZH
AH)
family 7 RVA7 73 (IPv4 £ 721% IPv6)
destination V=T 4 v ITH/T RV
gateway F—h2zA47 KL A
interface PV NT—=OF =RV IDALVRT T —A

#I)V— hAD href /XA T, CLITREIN/ZNV—FIDZHHLETHE. Zho
DEIFNN— bDOEHIZMES>TEHINDZ &AH D 9, APLIE. IL— bANTHEHA
OTaNRTF 4 —2HiHTEIET, B—L— bDEREZYR—-PLET, TOMX
. routes/route-### IZX4 L T routes/name=value {272 Y £ 7,

IL—hrD—ERT
TITI5ATVALETHERINEZTRTOAY hT—27)— b 2—ERKRLET,
) 7T A b OH:

GET /api/network/vi/routes HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

i LRLA5:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 192

{
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ESANC RTINS

"routes": [{
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href": "/api/network/v1l/routing/route-000",

"interface": "ixgbe0",
"mask": 0,
"route": "route-000",
"type": "static"

Ao
"destination": "ipaddr-2",
"family": "IPv4",
"gateway": "ipaddr-3",
"href": "/api/network/v1/routes/route-001",
"interface": "ixgbe0",
"mask": 24,
"route": "route-001",
"type": "system"

H

JL— FDEUE
B—)l—rD7aF 4 —2BELET,

)7 T A~ Ol

GET /api/network/vi/routes/destination=ipaddr-1 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"route": {
"destination": "ipaddr-1",
"family": "IPv4",
"gateway": "ipaddr-2",
"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",

"type": "system"

JL—FDiEM

FLnry 7 —=2)b—FZ2ERL E9, b— b href DfH}
FTLTEMENDEEHINDZ DD £9 ., FERREFIZI

i\

I EPDOL— R 2
EENDTHAT 4 —

Xy rkDJ—=o0aX VR
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ESANC RIS

BAL TN TF 4 —RE—=THb7D, L— MERIDERENERA, ERIZERIITS
&, HTTP AT — & A 204 (Created) D E X 11 T,

#l L — b 2 EK S B Y 7 T A b DA

POST /api/network/vi1/routes HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "ipaddr-0",
"mask": "@",
"gateway": "ipaddr-1",
"interface": "ixgbe0"

}

it A5

HTTP/1.1 201 Created

JL— b~ DHIFR

WD Xy 7 —2)b— b &HIBRL 7,
V7T b Dl

DELETE /api/network/vl/routes/route-001 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

il SR A:

HTTP/1.1 204 No Content
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RESTfulAPI 7 50 RY—VY A%R{HHTZ L., 775347V AEMEIIIROZ AT %

T2 enTcExd,

m 77547 AN 5 Oracle Cloud Infrastructure Object Storage (2 ZFS A} v 7> a v
NF—X%&ZNRNv 27w 7T ULXT,

m 25U RCHEAREGRAFY Toay hN\v o7y T2 —ERRLET,

n AFVTVay MR I Ty T EHLWY T ELTT I IA TV ARIETLLE
ERS

B AFYTVay v I Ty ST RARAREII R T2 5, HIBRL ET,

BEOT TI7AT7 VADRA LI IO RE=Ty MR I T7y T TEET, 779K

N ITy Tk, 7279 RKX=" Y NMIT I RATEBREDT T4 7V AIZHL

ru—=vrEnkyz7e LTHELTTEET,

WONEYZ%2EL, 777 KNy o7y 70X,  [Oracle ZFS Storage Appliance
BHLH A N, Release 0S8.8.x) D 7T RNy 7wy 7O 2S8R L TLEX

W,
o [fE¥E] F/2X [7—Hh4 7] E%EE&T. Oracle Cloud Infrastructure 74777 > kD
MR

B T—RANRNTY RN ART=ENTY M BEET A TNy OB

n JIARMEIZL DT T RNy Ty TERENDRE

R D¥AE % & Oracle Cloud Infrastructure Object Storage ¥ — Y A DML, [Oracle
ZFS Storage Appliance Object API Guide for Oracle Cloud Infrastructure Object Storage

Service Support, Release 0S8.8.x] @ [Oracle ZFS Storage Appliance RESTful API Support
for the Oracle Cloud Infrastructure Object Storage Service] Z &ML T 72X\,

m  Oracle Cloud Infrastructure % — VY 22 G802 L £9,
n YR EREZITIHRLUET, 22—V —BOBEEEREZEEFLET,

759 Y —ER#RE

2570 Ry —VYAEAEZ(HH L T, Oracle Cloud Infrastructure Object Storage ® 7 75
AT VARFY T ay bRy Ty TEREHL 9, Oracle Cloud Infrastructure
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370 R —E Xk

Object Storage DX —7" v & Ny 77 v TO—EFKR, X—7 v bOHIR, Ny
T ITOHIR, Ny Ty TEHELWT T IAT VAT LTHET, BXU T
TRY—ECRATa TOWMOHELUPHEHZITS N TEET,

N 27y TERERTBIZIE, 128R—VD [AFvyTvay bNw 27y TOE
] in127 R—=YD [AFyTvay vy o7y TEE 2B2RUTLEI N,
N7 Td, VT AFvTay bOBENY I Ty TELZEI NNy 2T Y
TTT, AFvFay bEERTAICE, 185 R—VYD [AFvFoav bBX
VOrua—rOEfE] 22RLTIEIN,

270 R —EABEDOERTIE, RDNATA=—ZPHHINET,

format /N 27 7 Oracle Cloud Infrastructure Object Storage (Z AT &
N7z,
format DfEI%, zfs £zl tar OVWITNNTT, AFy T¥ay
FoNy 2T TOIERKIZ format WHEE S NTWRWEE, zfs I8
TI7ANMERDES, 2fs BRET7 7 AV AT L& LUN O
FJDAFyTvay haEYR—bML, tar BRIE 771V AT
LDAFyTvay hOAEYR—LUET, zfs BL U tar
ANDFEMIIL,  TOracle ZFS Storage Appliance & #5 1 K, Release
0S8.8.x) D [Z7F5Y RNy 77w FOMER (CLD)] 2&HLTL
7ZE W,

backup-id Oracle Cloud Infrastructure Object Storage (ZfRIF X NTW5E T 7
FATVAAFY T ay bO A —D#HF, backup-id DAl
I, 120R=YD (27539 KNy 2Ty TO—EFKR] ITRT
I, Ny Ty T —HERTHLED id THNT 1 —D
fETY,
FRATY T ay by Ty TOEE, ROFUIRT LS
\Z. backup-id Dff %, pool_id/snapshot_id TT
30035h7€546€0d02/1cbfdb5FF2259b76
WRAFyToay vy Ty TOGE, IROFNTRT &S

\Z. backup-id DfEl%. pool_id/child_snapshot_id-parent_snapshot_id
‘t\\‘—é—o

6913a5703bee98dc/46be95ced54e99d9-667F3eb88fd209el

target-id N 7Ty THREIEZ 15 Oracle Cloud Infrastructure Object Storage
DY, FEEDNY 7T v TR ERORX =7y MIBRGFETE %
3, DF 0. [HU backup-id h3 %72 % target-id DEGFTIZ TR I N5
AREMEL D L 7,
target-id DYEIZ, Ny 7T v TE —EEIRT H L ED target 71
NT 4 —DETT,
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job-id FEirh DY a 7O T job-id DI, 124 =YD [V =
TO—ERR] WRT LI, VaTE-ERRTLHLEED id
TUNRT 4 —DETT,
®28 79 R —vRav UK

JUIZA b+ JXZ lapilservicelv2/services D3 (12BN BiL]

GET /cloud R=y ~, N oTv7 BEOYVasTD
TaRT =YY —FT—REERRL
ES

PUT /cloud TunT 4 —EEELET,

POST /cloud/targets FLnwR—=7y M EERLET,

GET /cloud/targets B—=ry be—BRRUET,

GET /cloud/targets/target-id BEINZZ—=Ty hOTuRTF 1+ —%—H
FRUET,

PUT /cloud/targets/target-id BEINZZ =7y bOTHNRT 4 —% LW
LET,

DELETE /cloud/targets/target-id BEINZ—=7y 2T -2 SHIRL
7,

GET /cloud/backups EEOERDE T LIzTRTONY I T v T
E—EERLET,

GET /cloud/backups/format/backup-id/target-id REINIZNY 7Ty TR -ERRUET,

DELETE /cloud/backups/format/backup-id/target-id BEINZNY I Ty THREIRLET (Va7
VIZAMEFEITUED),

POST /cloud/backups/format/backup-id/target- BEININY I Ty TEELLET (Va7

id/restore VIZTANEFRITFLUETD),

GET /cloud/jobs EfRFOYaTBrORERET LY a Tk
—ERRLUET,

GET /cloud/jobs/job-id fBESNEZYaToTaNT 1 —%—ERKR
L9,

PUT /cloud/jobs/job-id/cancel BEINEZEGFhOYa 72RO ELET,

PUT /cloud/jobs/job-id/restart BEIhhl Ly a 72EEELET,

77 —EXDBRMIL

779 RY—ERXE2EMZTHI2iE, IROBNZRT L SIZ, status % enable IZFRE

bij‘o

)7 A~ Ol

PUT /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*

Content-Type: application/json
Content-Length: 22
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{ "<status>": "enable" }

IR —EROT T 71ILORTR

ROV I IZAMEMHHLT, 277 89— 20BRT 774 VEFRLET,

GET /api/log/vi/logs/appliance-kit-cloud:default HTTP/1.1

V5 RY—EROTONT 4 —D—ERT

V7 T A DO

GET /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

i L5

HTTP/1.1 200 OK

Date: Wed, 24 Jul 2019 20:30:59 GMT
Content-Length: 843

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"service": {

"href": "/api/service/v2/services/cloud",

"<status>": "online",

"tls_version": [
"TLSv1.1",
"TLSv1.2"

1,

"ciphers": [
"ECDHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES256-GCM-SHA384",
"DHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"AES128-SHA",
"AES256-SHA",
"DES-CBC3-SHA"

1,

"targets": {
"href": "/api/service/v2/services/cloud/targets",
"entries": 2

}

"backups": {
"href": "/api/service/v2/services/cloud/backups",
"entries": 2548

}

"jobs":
"href": "/api/service/v2/services/cloud/jobs",
"entries": 0
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IV RY—ERDOTONT 1+ —DEE

U/ M NY ]

PUT /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

Content-Type: application/json
Content-Length: 48

{
"tls_version": [
"TLSv1.0","TLSv1.1", "TLSv1.2"

]

2=y FO—ERT
ROBFITE, TRTDODX—7y Mg —ERRLET,
D74 I N/ B

GET /api/service/v2/services/cloud/targets HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

il SR A:

HTTP/1.1 200 OK

Date: Wed, 24 Jul 2019 21:06:18 GMT
Content-Length: 1086

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"targets": [{
"bucket": "pl-test",
"href": "/api/service/v2/services/cloud/targets/target-idl",
"id": "target-idl",
"key": true,
"location": "https://objectstorage.us-ashburn-1.oraclecloud.com",
"name": "oci-ashburn",
"online": true,
"proxy_host": "",
"proxy_on": false,
"proxy_password": false,

"proxy_user": "",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.ocl. .user-id"

Ao
"bucket": "pl-test2",

RESTful API 2 5 R —E X
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"href": "/api/service/v2/services/cloud/targets/target-id2",
"id": "target-id2",
"key": true,

"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"name": "oci-phoenix",

"online": true,

"proxy_host": "www-proxy.example.com:80",

"proxy_on": true,
"proxy_password": false,

"proxy_user": "",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.ocl. .user-id"

1
}

WOBITIE, fRESINZX—Ty 2 —BERRLUET,
GET /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

2=y FDIYERY

779 RX=7y baRERT 2121E, IRDNT A =X PRBRETT,

NFA—=H B

key user-id @ Oracle Cloud Infrastructure 7 7 7 > b L —4 — it
tenancy-id Oracle Cloud Infrastructure 7 %77 > b 77 > ¥ £® OCID
user-id Oracle Cloud Infrastructure 7 /7% > h L—4%—%,0D OCID

IROBITIE, 2—=7w S EERLET,
PR SN/}

POST /api/service/v2/services/cloud/targets HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

{
"name": "oci4",
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"user": "ocidl.user.ocl. .user-id",
"bucket": "test-bucket3",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"key": key",
"proxy_on": false,
"readlimit": -1,
"writelimit": -1

}

il SR A:

HTTP/1.1 201 Created
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Date: Wed, 24 Jul 2019 21:14:39 GMT

Content-Length: 568

X-Zfssa-Service-Api: 2.0

Location: /api/service/v2/services/cloud/targets/target-id
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"target": {

"bucket":

"href":

"test-bucket3",
"/api/service/v2/services/cloud/targets/target-id",

"id": "target-id",
"key": true,

"location™":

"name":

"https://objectstorage.us-phoenix-1.oraclecloud.com",

"ocig",

"proxy_on": false,
"readlimit": -1,

"state":
"tenancy":

"user":

"offline",

"ocid1l.tenancy.ocl. .tenancy-id",

"ocidl.user.ocl. .user-id",

"writelimit": -1

=y FOEE

MDORIZ, VI RX—=Ty NCEETEL a7+ —%2RLET,

Janya— B

name ZDIITIRR=Ty bO&H, TTIATVAZLIL R THIHBEND D £
ERS

proxy_on true DIFE, 1 VR =2V DV ATLABEICTOF U EMFEHLET,
proxy_on OED true DAL, proxy_host DIEZRET 2HERH Y £,

proxy_host THFVEAMNZBELOR—- MBS,

proxy_password

FTav, TaFIRAT—NK,

proxy_user

F7varv, ToFva—F—4,

readlimit ATvav, T=EABIIURE=Ty M oEAMONDHERL— (N1 b/
M, ZOMEIE. 259 RNy Ty TR T RDPSELTIBICHEHAINET,
72 ZIE, A 4194304 DAL, 25T KX =7y b5 DFHAD HEH 4 X
FHNA MIZHIRENET, -1 13 V0 PHIBEINTWAWI L 2EKL 3,

writelimit FATvav, T=EBIIIREZ=7y MIEERAENZHKL— (N1 M),
ZOMEIX. 29U RAFY T vav hEIIURZR=Fy M7y T —RT B
RS NE T, 22 2, H35242880 DIFEIE, 25T REX =7y hADEE
SAREEEN 5 AHNA MRNZHIRE N E T, H-113 170 BFIRIhTWEn &
EEHRLUET,

DR/ SNDY/

PUT /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215
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Authorization: Basic Tm8gcGVla2luzyE=
User-Agent: curl/7.54.0

Accept: */*

Content-Type: application/json
Content-Length: 19

{
"proxy_on": true,
"proxy_host": "www-proxy.example.com:80",
"readlimit": 4194304,
"writelimit": 5242880
}

2=y ~ DHIER

2=y N EHIRT BHNC. ROF =y 22 EFLET,

n ZDX=T Y "ANDNY Ty TWEITHTHENE D D EMERL £
T, 124R=VD [YVaTD—EERKR] 22HLTLIEIN,

8 ZDX=T Y MINRNY I Ty TS ENEIREHRLET, 120 =YD [2
T RNRNY Ty TO—ERR] ITRT LT, target 74 VR EMEHLT, Z
DR—=7w MIBFEINTWENY 27 v T2 —EBERRLUET,

ROPITIE, FHBESNZZ T TR X=T vy b aF—EZA»SHIRL £,
U272 DH:

DELETE /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

it SRAp:

HTTP/1.1 204 No Content

Date: Wed, 24 Jul 2019 21:20:27 GMT
X-Content-Type-Options: nosniff
X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

IO RNYIT7yTD—ERTR

ROMEEEZMHHL T, REOERADET LT RTONY 7Ty Ta2, LAY
27 TNOIIC—5ER UK, #ITHRDNY 2Ty T B ERE IET 51
i, 124 =YD [YVaTdTo—-EERKR] 22U TIZIN,

D74 S NV

GET /api/service/v2/services/cloud/backups HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*
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it SR

ZOFITIEH, —HEERRINTWBIEMD NNy 7Ty 7iE, —HERRINTWD 2%FH
DNV 2T TDFTT, 1 DHDNNY 7T v 7O parent Dffild, 2 DHD NNy 7
7 v 7 (app-data-fullsnap) @ dataset DEE[E U TH O, 2 DHDNNY I T v 7D
parent DfEiE null TT, FONv 277 v FiE, BEFU format 12720 £3, Z Dl
TlE, TONRY I 7w TeEDNY 2Ty TOW SN tar BT,

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 21:22:40 GMT

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

Transfer-Encoding: chunked

{

"backups": [{
"target": "target-id2",
"parent": "app-data-fullsnap",
"started": "2020-01-06T20:03:322",
"completed": "2020-01-06T20:04:36Z",
"id": "backup-id2",
"source": "cloudsnap@",
"href": "/api/service/v2/services/cloud/backups/tar/backup-id2/target-id2",
"tier": "standard",
"dataset": "pl/local/default/app-data@app-data-incsnap",
"format": "tar",
"size": 3224982536.0

A
"target": "target-id1",
"parent": "M,
"started": "2020-01-06T20:01:16Z2",
"completed": "2020-01-06T20:01:17Z",
"id": "backup-idl",
"source": "cloudsnap@",
"href": "/api/service/v2/services/cloud/backups/tar/backup-idl/target-idl",
"tier": "standard",
"dataset": "pl/local/default/app-data@app-data-fullsnap",
"format": "tar",
"size": 2149988056.0

1

}

MDYV I TAEMFHLT, HBEINEZNY 2Ty T2 —ERRLUET,
GET /api/service/v2/services/cloud/backups/format/backup-id/target-id HTTP/1.1
259 RNy 27y TO—BRROMEENT A -4

IO RNY T TD)A N2 74 VRN T E7-017, IROMEE/T A —&H
PR—FINTVET, TRTONRNITIA—RZRUMEGETCHHETEET, ROBOD
Bz L 12, BAEENRT A —XETAND HE (&) 2HHL X7,

29 I NNy Ty TO—ERROMERE T A=K
FanNF 14— e
start start DfEIZIE, IROWT N Z2IBEL £7,
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ZanF1—

5

m Ny 27Ty THEL, ZORFDIEIX, 116 R—YD 757 K —L2ADT
ORF 4 —D—EHRR] ITRENT WS Y 7T AMD backups 27> a>d
entries 7ONTF 4 —DEL D H 005 1/ WHEIZARD £,
EEINREINC Lo GRBIRENSNw I Ty T, BEINZNYIT YT
DEFBIER SN mbE WYy 27y T2 —EBRRLUET,

B %Y-%m-%dT%H:%M: %Sz JE A DI, Z ik, started 7O F 4 —2&
completed 7HNNT 1+ —DEIZFHINZD LA UEATT, ZORMIZ, H
EDHKMETOEED ) TILVRALITEIENTEET, & 213, 2019-
09-00T00:00:00Z XV TIVX 1 LTIEHH XA,

BE U IR ICER S Nzl i WAy 2 Ty T —BFRR U E T,

end

end DfEIX, %Y-%m-%dT%H :%M:%SZ DL ARDKFEI TS, ZhiL, started 7O

RT 4 —& completed 7H/XT 4 —DMEIZEHINEZDLFAUIKEATT, 20D
L, REDOHEMETCOEED Y TLRALITEIENTEET, X

¥, 2019-09-00T00:00:00Z (V) 7L X1 LATIXH Y £HA,

R U 2RI AR R S iz b i L WAy 2 7w 72 —HFR L 7,

limit

RESINZBRBEDO NNy 27y T —EFRKRUET, Llimit X7 A —XIZIET 7 #
IV MERB D FE A,

target

target 70T 4 —DfH, TOX—T v bOREFL WY 2T v TE—EKR
LET,

source

source 7ANT 4 —Dfl, TDYV —ADHmEFLWAY 77w T —ERRLUE
ER

dataset

@ DRID dataset T H/NT 4 —Dff, 72 21X, T—XE v b p1/local/
default/app-data@app-data-incsnap D551, p1/local/default/app-data
¥7-1% app-data ZHEEL £ 7,

fBEINZT =2ty NNOERLH LWV 77y T —ERRLET,
FE-T—XEY MY ITYTOVIITAMNIE, VIZARNINEZT—REY
MNEABDARTIEZRDOTRTOT =Ry FOTRTONY 77 v IR —ERKR
INEd, z& 2L, p1/local/default/app-data@app-data-incsnap D/Ny 7
7w TEVITANTBE, app-data-incsnap, app-data-incsnap-1. B LK
myproj-app-data-incsnap € WA EZFIDTF—X -ty hDONY 77 v FEHERINE

o

format

format 78T 4 —Dff, zfs £7zld tar DWIT NN TT, F{ESI NNV I T Y
THRRDEBH L WAy 27y T2 —ERFELET,

ROFITIE, FFIF’ES 2000 DNV 72Ty ThotbEzdHEbEWNNY 2Ty T2 &
FRLUET, 277 RS —bE2OT0/857 1 —Y A PMD backups £ 7> a vildHb
entries 7HA/XT 4 —DAED 2865 DL, IROHFITIE, /Xy 77 v 72000 2253y
77y 72864 £TD 85 DNy 7T v TR RLTVWET,

GET /api/service/v2/services/cloud/backups?start=2000

WOHITIX, BEHS 2000 DXy 27y TOARE —ERRLET,

GET /api/service/v2/services/cloud/backups?start=2000&limit=1

ROFITIE, FBE LU IELMABEICER S N2 B 0 500 DNy 7 7y Th —Hk

E_\‘bij—o

122 Oracle ZFS Storage Appliance RESTful APl 777 . Release 0S8.8.x « 2021 £ 8 A



757 R —EXRE

GET /api/service/v2/services/cloud/backups?start=2019-07-12T00:00:00Z&1imit=500
ROHITIE, $8E U ZRZIARNER S 2B FH LW 500 MDDy 27 v T&—%
FRUET,

GET /api/service/v2/services/cloud/backups?end=2019-07-12T00:00:00Z&1imit=500

ROBITIE, $8E L 7z start REEILARRIZIE S 1, F8%E U 7z end IR & TIT/EE S T
IRTONY Ty T —RERRLET,

GET /api/service/v2/services/cloud/backups?
start=2019-07-11T00:00:00Z&end=2019-07-12T00:00:00Z

ROPITIE, tar Ny 27 v TRAT, #HIIC app-data Z2ELT — Xty bDKRb
LNy 77y 7% -ERRUET,

GET /api/service/v2/services/cloud/backups?dataset=app-data&format=tar

RDBFITIX, target-id X —77 v N ED, #HIIZ app-data 2 &L T —X Yy PDd
LWy 77y T —BERRLET,

GET /api/service/v2/services/cloud/backups?dataset=app-data&target=target-id

RDOHFITIE, cloudsnape &Y — A & T 3 target-id X —77v b LD, #HiIZ app-data
EELTF—REy FOBEHLWAY 27y T —EERLELET,

GET /api/service/v2/services/cloud/backups?dataset=app-data&target=target-id&source=cloudsnap®

IS0 RNy I T7y TOHIFR

759 RNy 7y TEYIRT BEIZ, IROF v 7 2EIFLET,

n TNV ITy TOEIAPHEITHTHENE S 2R L E
T, 124X=UD [VaTdD—ERKR| 22HLTLIEIWN,

8 DNV I T TIZFRHENESIREHMLEST, FNv I Ty TERDNY
77y TIFHIRTEEFHA, ZONY I Ty TOFIZIE, HIBRTZ Ny 27 v TD
dataset fE& [A] U parent fEAH D £9, 120 =YD [ I RNy 77y
D—HEFR] 22U TN,

RDHITIE, Oracle Cloud Infrastructure Object Storage 7> S8 E S N7z X —7 v b LD
BEINIZNNY 7Ty TEEBRTEYVa TV I AN 2EELET, 77947 VA
. NI Ty TIWHNDT T34 T7 VATERINIZIGETE, 7794 T VADRT
VX ATELEBEDR—7T N EOEBEDONNy 77y TTEEL 7,

CO¥ER, TTIATVALEDY LT AFy Fay bAw Ty TRHIRT A H
BEARLEZINRR=VD [ZAFvTay by 27y TOHIKR] L TAT
73,

V7 T A DO

DELETE /api/service/v2/services/cloud/backups/format/backup-id/target-id HTTP/1.1
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Host: hostname:215
Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*

i -
{
}

779 KNy 77w TOHIBROETIRNZRRT BIZE, 124 X=TD [VaTD
—EXR] ZEHALT, BIRD job-id DY a 7E2ERLXT,

"action": "job-id"

IO RNY I T TDIETT

I RN I Ty TE, FEDIIIRR=T Y MIT IV RATEBERDT 774
TYARZH L Zu—=v 73Ny 7 LTHEILTEET,

OB T, FRESNEZNY Ty TRELTEYa TV I AN EEELET,
Ny 27y TR EILTEHT— e 7adc s b2BEL, iLWY = 7 OLE2iEE
LET, BrolETRnzsEXRd5120F, 124X=YD [VaTrgn—EIR| 2
LT, BEINzjob-id DY a THFRLET,

K="y MZ readlimit 7HNT 4 —=DREINTWVWDIHE, X—7 v b2 oEtAH
L5NZDIE1BH7D readlimit N1 FNEARTY, 118 =YD [X—7v N DIE
i) 22U TS 7ZEWN,

)7 T A~

POST /api/service/v2/services/cloud/backups/format/backup-id/target-id/restore HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Content-Length: 55

"pool":"p1",
"project":"default",
"share": "restore6"

}

s SR8

{

"action": "job-id"

}

oalJD—ERT

WOBITIE, FFHHOITRTCOYa TeRAE T LZYa gz, HiLwya ThsHE
W—EBEXRRLUET,
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DR/ M NY/ ]

GET /api/service/v2/services/cloud/jobs HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept:

il SR

* /%

ZOHITIH, 220DV T T aTM2ODEREZNRNY Ty TREUX =T v
MIBRFELTWET,

HTTP/1.1 200 OK
Date: Wed, 22 Jan 2020 21:37:52 GMT

Content-

Length: 983

X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0
Content-Type: application/json; charset=utf-8

{
"jobs": [{
"href": "/api/service/v2/services/cloud/jobs/job-id2",
"op™: "backup",
"target": "target-id",
"targetName": "oci-ashburn",
"created": "2020-02-06T16:52:42Z",
"updated": "2020-02-06T16:52:48Z2",
"id": "job-id2",
"status": "in-progress",
"rate": 10002432,
"transferred": 80019456,
"estimated_size": 43088792088,
"dataset": "pl/local/default/f-1",
"backup": "backup-id2",
"snapshot": "snap3",
"format": "tar",
"details": "uploading backup to zfs/backups/tar/backup-id2/000000001"
o
"href": "/api/service/v2/services/cloud/jobs/job-id1",
"op™: "backup",
"target": "target-id",
"targetName": "oci-ashburn",
"created": "2020-02-06T16:52:28Z",
"updated": "2020-02-06T16:52:48Z",
"id": "job-id1",
"status": "in-progress",
"rate": 1942,
"transferred": 3884,
"estimated_size": 0,
"dataset": "pl/local/default/f-1",
"backup": "backup-id1",
"snapshot": "snap2",
"format": "zfs",
"details": "uploading backup to zfs/backups/zfs/backup-id1/000000001"
H
}

ROFITIE, BEINZYa T2 —BERRLULET,

GET /api/service/v2/services/cloud/jobs/job-id2 HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzyE=

Accept:

* /%

RESTful API 2 5 R —E X
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ISYRNwITY IV aTO—BRROMEENRTA—&
IO RNY 7w TIaTD)A N2 T 4IRS E7-017, start BLO
limit FEENRNTIRA—ABYR—bINTVET,

B start NTRXA—XDEIFY a TR TT, ZORFDEIF, 116 R—TD [7 35
T RY—ERADTUNTF 4 —D—EFKR]| IZRINTWVWBI T AND jobs &7
YarvdDentries 7ONRT 4 —DEIDEH 005 1N WVEIZZLD T,

m limit NTA—XRDMEIZ, —EXRRTEYVa TORAETT,

M HDNT A =R EEUMEECHEHATEET, ROHNZRT I OIIZ, BEENRT

A — X H]T AND B (&) ZfHL £ 9,

ROBITIE, EITFHOBRLEHFLWVI0HOY 3 T BEET LY a7, HlL
VaTnolHIc—ERRALET,
GET /api/service/v2/services/cloud/jobs?1imit=100

ROFITIE, EFhOREEWY a TE3mET T LizYa T0A%E —HERRLUE
‘a_O

GET /api/service/v2/services/cloud/jobs?start=0&limit=1
ROHFITIE, EfTHDOITRTOYaTe, YaTREIFSV 4L EORETE T L7z
VaTdk, HLWwYa ThSHII-ERRLUET,

GET /api/service/v2/services/cloud/jobs?start=4

a7 OmDIEL 1 IIBIEE

WOPITIE, BEENZIZIT R - AT a T2 ELET,
D74 I N/ ]

PUT /api/service/v2/services/cloud/jobs/job-id/cancel HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luZyE=

Accept: */*

il SR A:

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2019 21:50:29 GMT
Content-Length: ©

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

ROBITIE, WEINZI TV R - AV a T2HEFHL T,
)7 A~

PUT /api/service/v2/services/cloud/jobs/job-id/restart HTTP/1.1
Host: hostname:215
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Authorization: Basic Tm8gcGVla2luzyE=
User-Agent: curl/7.54.0
Accept: */*

it SRAG:

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2019 21:51:08 GMT
Content-Length: ©

X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

AFwFoay bINy o7y Tig{E

AFw Tvay by 27y TENEZMH L T, Oracle Cloud Infrastructure Object
Storage TDOY =T AF v Tay "Ny o7y TEERLET, AFvy S raviz
ERCT 212iE, 185 =YD [AF vy Ty av bBXO7n—vOEE] 23U
TLEEW,

BAFy Tray bRy IT7 Yy FIZIE—EOBIFNE D BTSN TWSEZD, Fi
50 —HNVV AT L ETCHUARDAFTY F7Yay bEREUZITRX=7 Y MZ
Ny 27w I TcEET,

FUT77ANYATLAAFY S ay b, 200RZIZERD2DODI7 T KNy
27y FIHHATEET,

O—HNVAFY Toay v2259 RN Ty T UEE, FOAFy T ay b
ZHIBRTEET, ~F L. BAFY TV ay MIRBAREMEDOHZ0— RV AFy T
ay bME, FEEOMOAF Y T ay hOEDIZHEFLTBWTLEE W,

% 30 AFwTvay Ny ryySoaxw s R
VOIR b+ RDEAICEM: Bl

lapilstoragelv2/poolsipoollprojectsiproject

ROWTNDEMZET,
m [filesystemslfs
® /luns/lun
GET /snapshots/snapshot/backups RO RDITRTDOAFY 7
vay Mv Ty TE-ERR
LET,
GET /snapshots/snapshot/backups/format/backup-id/target-id | ¥EE I N/ AF v T ay by
7w TR —HERLUET,
DELETE /snapshots/snapshot/backups/format/backup-id/target-id | & X Nz A F v T a v by
2Ty TERHIRLET,
POST /snapshots/snapshot/backups HLULWAFy Tay b Ny

Ty TR L ET,
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ATy Toay bNv I Ty TIRE

AFyToaybNvIT7yvITO—ERT

ROFITIE, 77ANYAT AL -1 EOEREDOERDAF Y 7> 3w b snape DTN
TV RNy Ty T —ERRLULET,

)7 T A Ol

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

User-Agent: curl/7.54.0

Accept: */*

il SR

HTTP/1.1 200 OK

Date: Wed, 07 Jan 2020 20:54:47 GMT
Content-Length: 708

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

{
"backups": [{
"finished": "2020-01-07T21:02:14Z",
"format": "tar",

"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap0/
backups/tar/backup-id/target-id" ,
"id": "backup-id",

"status": "completed",
"target": "target-id",
"targetName": "oci-ashburn"

H
}

WMDY 7T ARNTIR, BEINEAFY FYay hN\Nw o7y T2—EERUET,

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/
backups/format/backup-id/target-id HTTP/1.1

AFwFoaybNvo7yvTOERK

OB TIE, AF v T3y b snape DNy 7T v 7% tar A TIER L, Ny 2
7w T X—="y b oci-phoenix IZRTEL T, BANEEINTOWARWESE, Ny
07w TEzfs BRATERINE T, AF v T ay b\v o7y TOETRILZ
FRTHIZE, 124 _R=VD [YVaTdTo—ERKxR] 2HHL T, EIN7z job-id D
VaTduERRUET,

X =7y MZwritelimit 7HNNT 4 =R EINTVWBEE, X—7 v MZEEZA

FNEZDF1BHZD writelimit N1 FELTTY, 118 =YD [Z—= v +OD
Ef) 2BBLTLEEW,
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DR/ M NY/ ]

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

{
"target": "oci-phoenix",
"format": "tar"

}

il SR A:
"action": "job-id"

}

WX+ v T3y bNvIT7 v TOERK

WHhAFy Toay "Xy o7y TERERT SIZ1E. incremental 7037 4 —DfHE
LT true 28 L. WBIZHHTAEAF Yy T ay bE2EELET,

n BAFYTvay ML BESNEZENAFY T Vay bNw Ty TEERDE —
ANVATFLERMUZ ST RE—=2"y Ol FIZHFEET S BERDH D £, IROH]
TliE, AF v 7y aybsnaped, O—HNLVYATFLEZ ST REX—=2y FDff
FiDT 7 ANV AT A F-LIZFETARERH D £9°,

n BT TFANTATAERER T 7 ANV AT LADAF Y T ay ML, zfs £721%
tar DFEI UIERTHAHLERH D £,

WDV I TARNTIE, F7ANVATLF-1DONY 77y TEREKLET, Ih
1Z. snap0 E 7 7 A NVY AT A £-1 DEEDIREEL DENWTT, WMAHOAF Yy Foay
koXw 277w Fsnapl i, X—7"» b oci-ashburn IZREENE T, HHAF v T
Yay bRy 7y BAFY T ay b7y TERERIUEARTT,

)7 T A Ol

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snapl/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

{
"target": "oci-ashburn",
"incremental": true,
"parent": "snap0"

}

+

i A5

{
"action": "job-id"
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ATy Toay bNv I Ty TIRE

WRZ2Fyw Ty hN\vIT7yTOHRDOEH

ROBFITIE, BESINZX—T Y b EORES NIRRT Y TV ay hNv I Ty
TOHEBI L ET, ZOHITIE, X—2v b oci-ashburn EDAF vy T =y b
snap2 DNy 77w TOBUE, AF v T 3w b snapl 8L U snape TI, #ERIE,
ZDT T T747 2 AM oci-ashburn X —7v k& oci-phoenix X —7"» b DIfi 512
TIXATESZL%ZRLUTWVWET, oci-ashburn DFERNY J T A RSN TWbHT
&, oci-phoenix DFERIIFRRINER A,

DR/ S NY ]

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/backups?
props=true HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

"target": "oci-ashburn"

}
il SR A:

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 22:02:17 GMT
Content-Length: 316

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

{
"props": [{

"choices": [
"oci-ashburn",
"oci-phoenix"

1,

"data_type": "string",

"label": "Backup target",

"name": "target"

A

"choices": [
"Zfs",
Ttar®

1,

"data_type": "string",

"label": "format",

"name": "format"

A

"choices": [
true,
false

1,

"data_type": "boolean",

"label": "Incremental",

"name": "incremental"

e
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"choices": [
"snapl",
"snapo"
1,
"data_type": "string",
"label": "Parent",
"name": "parent"
H
}

WOBITIE, FRESNEZEDPAF Y T ay by I Ty TOBEHNT 57-DDK
BHAHEE LT, POSTORDDIZGET 2L TWET, ZOBATIRH, =7 v b
EIRETAZHEEH D FHA, FERIX, oci-phoenix X —7" v ~ EIZ snap2 DFIA 2
WZ e ERLTED, ZHidoci-phoenix FIZ snap2 DRy 77 v TE2IEKT
ERNWIZ L ZEWRL £9, oci-phoenix kI snap2 DNy 27 v TERERTE £
ER

D74 SN/ ]

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/targets
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

il SR A:

HTTP/1.1 200 OK

Date: Wed, 07 Jan 2020 22:04:08 GMT
Content-Length: 329

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

{
"targets": [{
"format": "zfs",
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/zfs/target-idl",
"id": "target-id1",
"name": "oci-ashburn",
"parents": [
"snapo",
"snapl"

]

"format": "tar",
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/tar/target-idi",
"id": "target-id1",
"name": "oci-ashburn",
"parents": [
"snapo",
"snapl"

e

]
Ao
"id": "target-id2",
"name": "oci-phoenix",
"parents": [],
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/target-id2"

RESTful API 2 5 R —E X 131
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H
}

DY 7T AMEMHLT, BEINEZAFTY TV ay bNv I 7y TOREZRRL
9,

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/format/target-idli HTTP/1.1

A>Ty Foay bNvo 7y TOHIKR

ROPITIE, BEINLAF Yy TV ay bNv I Ty TREIRLES, NXv o7y 7
HIBROHETRIZE KR T HITIE, 124 =YD [YVaTo—EHRKR] 2L T,
EE N7z job-id DY a 7HKRRUET,

D74 S Y/

DELETE /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap6/
backups/format/backup-id/target-id HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*

i -
{
)

"action": "job-id"
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RESTful API Y — VP 2, 7 /54 7V AEEY LA —V vy —iZk> TR I N
MEZRRBIOEH T E-DIEHINET,

MEY—EXOIF

£31 M@y —vr2av v R

JUIZR b+ JXZ Iproblemiv{1[2} D% 3 2B SHEA

GET /problem/v{1|2} @ # % {Hi Yy —v R av vy N2 —ERRLET

GET /problems TRTCOBEDOHMEEZ —HRRLET

GET /problems/problem B T N7z wuid % FFORIEOFEM 7 1 8
TA—ZRELET

PUT /problems/problem/markrepaired B I N wid 2 BEFEAE LTI —72
LET

GET /suspend_notification AR~ EEINTWENE I 2R RL
3N

PUT /suspend_notification/enable % —RHEIE L £ 9

PUT /suspend_notification/disable BHEEELET

TRTOFED—ERT

ARV RN T T IA T VATEIET 7574 73 RCOMEZ ~ERRL XTI,
a< Y RIZERIIS A&, HTTP A7 —4& A 200 (OK) MEI N F T,

DR74e s S Y/

GET /api/problem/vi/problems HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

it SRAG:

HTTP/1.1 200 OK
Content-Type: application/json
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MEY—EXxavT R

"problems": [{
"code": "AK-8003-Y6",
"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure
cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",
"chassis": "1204FMD0O63",
"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD0O63
:fru-serial=1204FMD063

:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",

"revision": "3529",

"part": "7041262",

"model": "Sun Disk Shelf (SAS-2)",

"serial": "1204FMD0O63",

"manufacturer": "Sun Microsystems, Inc."

H
H

—DDMED—ERT

—DODMED—EHRRIT Y NTHE—-DMEEZ —~HERLUET, I3V PICEIIT 2
&, HTTP A5 — & A 200 (OK) "EXNEJ,

MED—EFR I~y FTIE, 1 DOMED UUID TH % uuid AJJ/NT A — X % fHiH
LEd,
) 7T A DOH:
GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8
HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

"problem": {
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
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MBI~y P, MEzBEFEALLTY—2 LT,

MEDEfE I~ FTik, BEEALLTY—27 I N5MED UUID TH 5 uuid A
TINTGA =R EfFHL £,
)7 T A OH:
PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8/repaired
HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

BRI U 726 1L HTTP A 5 — X A 202 (Accepted) #3E L £,

HTTP/1.1 202 Accepted

R @A D—RHFLE

TTIAT VARNETE L, HozBENRETLIZRHDET, REHRSROD
REEZET SO, Y- AZEFLTWEHE., T RTCOMEHZ2 —REILTEE
9,

M@ HI DY — M 1 X N 72855 DOFHBHIZ DWW T, [Suspending Problem Notification |
in [Oracle ZFS Storage Appliance Customer Service Manuall] % £ L T 72X\,

BHIO—FHELED A T—2 ADERT

DA~y REMALT, MEDEMN —FHEILINTWENE S 2R LET,
Y 7T A DO

GET /api/problem/v2/suspend_notification HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

i SR A5
period 70N F 4 —, EHD—FRHE L DF O KE () 2R U E T,
{

"suspend_notification": {
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http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSREgukdr
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSREgukdr

RIREEN O —RFLE

"href": "/api/problem/v2/suspend_notification",
"suspend_notification": "enabled",
"period": 472

BRI D—FHELE

WOaAxy REMHLT, MEO@ENEZ —RHEILL £9, #EVKIIT 5 L. HTTP
3 — R 202 (Accepted) &K L £,

)7 T A~ DOHl:

PUT /api/problem/v2/suspend_notification/enable HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

BRI DB

MOA<TY REMHAL T, MEO@EMZEMAL £, BEVXKIITS L, HTTP 2—
R 202 (Accepted) & U £ 7,

)7 T A DK

PUT /api/problem/v2/suspend_notification/disable HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json
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RESTful APISAN ¥ — UV A Tlk, AL —=YTVUT XY bT7—2 (SAN)IZT TI7147T
VARERTEET,

SAN DIE

SAN IZIZIROEARK LIV R—2 2V b DBH O T,

B XYV NI ANVL—VIZT 2 RTEBISA TV
m XV NI APNV—VERRBRTEAN L=V T TIIAT VA
m VATV NEBEAN V=IO T BRIy NT—2

IN5D3D0AVER—3Y ME, xY N7 ETCEHINTWNE 7O a3zl
B AUTT, BAIZL->TIE, 2y N7 =B =V =R X—=7 v FDH
DITF—TNTHBEILEHDETH, IFLALDEGER. MSLOFEDY D fazh
MEZ7 D £9, RESTful APISAN Y — VY 2k, ¥AR—hrEIhTWwWs 7o bhall e
WZ4DODRATDSAN Y)Y —A2EHL 7,

Bm A=V I—R_SCSIkyvaryzRBL, SCSIaAav Yy REAHAY 7T A %%k
ETEB7 )V —2avEREIABYATLIYVRERS Vb, 1 =T — XL,
—BO7 RLAEEARICI->THEHUMEINET,

D VIR IN—T A =T —RDEYy b, 1=V XTIV —THmEa
—v FES (LUN) IZBEA T SN TWBIGEIR, TON—TDA =T —&)
IR FDOLUNIZT VR ATEET,

n B—FYP A=V —ZN5DSCSIAYY REAHRNY 7T A N 20T 3
Y-V RAZERMETEAPN L —VVAFLAIVREA Vb, =T v MIAML—
VAT LAEHHEIZE o TERSI N, —BEDT7 FUVAREEANIZ X > TSI E
T, kI NAZX =27y M, 0L Eo@wEa=y b oI nE T,

n XTI TN—FT - X—7y +DEY I, LUNIZ, 1 DODREDEZ—> v N
N—=THDITRTDX =7 v MZZIZAR—bEINET,
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SAN 1 =>I—%4

SANT=>IT—4

138

SAN 1 =

VI—XDOEMIZIX, oAy RAMFEHINET,

INS5DITY RIFIRD URI ST A —X2FHHL X7,

protocol A=Y —XRHADNAS 70 F J)b: fc, iscsi, 7zl srp
initiator 1 =T —XDOIQN, WWN, 7% EUI
x32 A=Y —RaAX VN
JUIZX b+ XX Isaniv{l|2} D 3 2B BiL]
GET /protocol/initiators fEEE N7 1 b 3 (Fe, iscsi. srp) A7
VI FDTRTDOSANA =V T—R% 5
KRUET
GET /protocol/initiators/initiator fREX N7 8 b3 (fe, iscsi, srp) 7H
NT 4 —DIEINTZSAN F =V T — R ZHL
BLET
POST Iprotocol/initiators eI/ 7m b3 (fc, iscsi, srp) TH
LWSAN f =¥ T —X &l L &7
PUT /protocol/initiators/initiator feEX N7 8 b3 (fe, iscsi, srp) A7
VI hOREINZSAN A =V T—REL
BULET
DELETE /protocol/initiators/initiator BESNZA VT =R ATV 7 b eE

LEY

A=V —RaAv Y RDELIF, E0HE UTIROFRBIZRT 7o T —2EHL F
T, EBLUOEFa~v Y R A LT Ta T —2FHL T,

33 A=V IT—RDTHNRT 4 —
JanNF1— ZJor3dl SieR
alias all DA =T —RDH%
initiator fc DA =T —RDK— b World Wide Name (WWN)
ign iscsi ZDA =T — XD iSCSI Effi%
chapuser iscsi Fr L YINYRY A2 auth 70 b I)L (CHAP) 1 —H—
%
chapsecret iscsi Fr LY INYRY A2 auth 71 h 3)L (CHAP) ¥ —7
Ly b
initiator srp EUI (Extended Unique Identifier)
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SANT=Z>I—4

1ZOI—-ZO—ERT

EEINAETONINRAS TOT T5AT VA RITHERINEZTRTOAI =T —X
EIRRLUET, WEARXIZ, JSON JEAT linitiators] & WO ZRIDA = T —X
TanNT 4 —DEIPEENET,

iSCSIf =Y T —X%—%FR$5Y 7T DH:
GET /api/san/v1/iscsi/initiators HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
o
"alias": "init-01",
"initiator": "iqgn.zfs-storage.example.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
H
}

1= IT— 2 DOFHOIS

HB—DiSCSI 1 =Y T —XDFM%E —ERRLU E9, WEARXIZ, JSONEAT
Mnitiator] € WA EZRDA TV 27 b UL TIiSCSI A =V T — X TaNTF 14 —NEF
nEd,

)7 T A+ OH:
GET /api/san/vil/iscsi/initiators/ign.zfs-storage.example.com.sun:02:01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-01",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01"
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SAN 1 =>I—%4

"initiator": "iqgn.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser™: ""

1= IT—2DIERR

FLUWISCSI 1 =¥ T — X ZMER L £3, ISCSIEfi% (IQN) Z2IEET 2B EHNH D
F9, VZZTAPMAXIZISONERTISCSI 1 =Y —&x JuxXsa —2&EInE
T, BB, BRIIIRFIZ HTTP ANy X2 —1ZH LW iSCSI 1 =¥ T — X DD URI &
AT —RATd— R 201 (Created) 23&Z TN E T, IEAIIZ, JSON JEAT linitiator]
CWHIKZHDA TV 27 hE LUTISCSI A =V T —&X 7uns 1 —NEENET,

DR/ S NY/ ]

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"alias":"init-02"

}

L .

il LA

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

A1ZI—320DEE

Z0ax Y NEMGFEOA =V T —X%2AHLET, VI T AMKXIZISON KA TE
HIREAS =T —RTanNT 1 —PEENET, 1 =T —XDIQN IX URI THE
ftx i E 3, FIHEEIZ HTTP 25— & A 202 (Accepted) 2R X N F 7, IGEARIZ,
JSON JEA T initiator EWHZRDA TV 7 b LT, HrLWISCSI 1 = = —
RIANT 4 —WBEENET,
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A=ZIT—RTIN—7

DR/ M NY/ ]

PUT /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"alias":"init-01-secure",
"chapuser":"admin4",
"chapsecret": "secret'

}

-+t .

s S8

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01",
"ign": "ign.zfs-storage.example.com.sun:1",
"chapsecret": "secret",
"chapuser": "admin4"
}
}

1= IT—2DYIR
TTIAT VARGV Z—X2HIFRU X,
R4 M NY/ I

DELETE /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

Delete 2323 % & HTTP 2 — N 204 (No Content) Z3E L £7,

HTTP/1.1 204 No-Content

A= —32J)IL—7F

iSCSIA =V T —XaAX YV RET7TTS5A4T7 VA EDISCSI A =T —&X & iSCSI 1 =¥
IT—RXINV—T7OEMIZMHHALET, HHATERIYY RZ2LTFTORIZRLET,

INS5DOIATY RIFRD URI ST A —X2MHHAL X,

protocol A=Y T —RHDNAS 71 b 3)b: fc, iscsi, FT7zIiL srp
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A= T—R2T)IW—7

name 1=V T — R IN—TDEI

BA VT =R N—TIZIE, name TANRTF 14—, A1V IT—RIT)NV—THDA =
SIT—XDY A MEEL initiators TUNRT 4 —A3H Y F9,

%34 =V =R V—=Ta<x R

UZTIR | XX Isaniv{l|2} DS ISEM 8

~

GET /protocol/initiator-groups eI/ 7m b3l (fc, iscsi. srp) A7

VI FPDTRTDSANA =V T —RT)—
TE—ERRUET

GET /protocol/initiator-groups/name a7 a k3 (fe, iscsi. srp) 7
TURT 4 —DI|EIN/ZSAN S =V T —X S
N—TEBBELET

POST /protocol/initiator-groups BEEN/=7 0 b 3L (fe. iscsi. srp) DH
ULWSAN A =V =RV —T 2L T
PUT /protocol/initiator-groups/name feEE N7 3 (fe, iscsi. srp) &

TV FVORESNIZSANA =V T —X T
N—TEEELET

DELETE | /protocol/initiator-groups/name BEINLMA TV 7 FEWELET

A2 —TO—ERT

EHTARER T RTDISCSI f =V T — R NV —T % —BEFKRUET, KK, HTTP
AT — R A 200 (OK) BEZ N, KXZA =V T =X IN—TFT V7 NOficsl % &
© Tgroups] EWHHZHTD TTNT 4 —%2FDISON A TV 7 MG ENE T,

D74 S NV
GET /api/san/vl/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-0",
"initiators": ["ign.zfs-storage.example.com.sun:0"],
"name": "pl-initiators-0"
Ao
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-1",
"initiators": ["ign.zfs-storage.example.com.sun:1"],
"name": "pl-initiators-1"
H
}
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A=ZIT—RTIN—7

12 I—2 7 —TOFMDOEIS

B—DiSCSI A =¥ T =R 7V — T oafflllEHR e F L £ 9, Zb—7ITi list
initiator group I ¥ ¥ R CTIK I N7z href 70T 4 =22 TT 7 ATEE T,
D7 N/ ]

GET /api/san/vil/iscsi/initiator-groups/test-group HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

i LB

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["iqgn.zfs-storage.example.com.sun:02:01"],
"name": "test-group"
}
}

1T —2JIN—TDER

AUN—%EERVISCSI T =V T — XNV —T%2EKLET, VT A MEKIZ
X, 2NV —TZ% G5B —Dname NI A —XEZFHEDISON A 7V =7 "M EENE
bg—o

x35 VT =R IN—TEETa T 1 —
ZONT1— B e
name string =V T—=RIN—TDEH]
initiators [l BFEDA =T —X IQN 7a R
T 14 — DFdH]
DR/ S NY/ I

POST /api/san/vil/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Content-Length: 64

Accept: application/json

{
"name":"group-01",
"initiators": ["ign.zfs-storage.example.com.sun:02"]
}
L .
il LA

RESTful API SAN H—E X 143



2=y

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vil/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["ign.zfs-storage.example.com.sun:02"],
"name": "group-01"
}
}

A= —2TII—TDHIR
T TIAT VAN A VT — RN —T2YIRL £,
DR/ S NY/ I

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

HIBRIZ B9 % &, HTTP AT — X A 204 (No Content) 7S E XN X 7,

HTTP/1.1 204 No-Content

=4y b

iSCSIZ—/"w ha< v RiE, iSCSIX—4 'y hBLTISCSI X —4 'y b N — T %4
METB-DIZFHALET, FHAARERIY Y 2L TFTORIZRLUET,

R—27y haAT Y RIFIRD URI ST A —XZHD £,

protocol SAN 71 b J)V: fc, iscsi, F7zlL srp
target X —’ry b ID: IQN, WWN, EUI
36 K=y baxy R
JJIR | IR Isaniv{l|2} D% 3 IZEM Bl
8
GET /protocol/targets feE X777 a b3 (fc, iscsi. srp) A7V
I RDTRTDSAN X—7'y b &2 —ERKRLET
GET /protocol/targets/target BEINZ7a N3l (fe, iscsi. srp) 7ot
T4 —D|EINZSAN X —7 vy MEEFL £
POST Iprotocol/targets BrEIhz7a a3l (fe, iscsi. srp) THL W
SAN Z—7'y h & {EH L £T
PUT /protocol/targets/target BEINZ7a a3l (fe, iscsi, srp A7V x
I NOIEINIZSAN X—7y FEZETELET
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2= b

UOITR | /XX Isaniv{l|2} D% 3 IZEM
S

5

DELETE | /protocol/targets/target

BEINZR—T Y VATV VEMELES

R—=ry hORBAIT Y RIZ, =7y b TunNF—2ELET, X—7 v FDOE
BBIOEAEIT Y NE, MORIZRT TanNT—2 AW U THEHALET,

x 37 R—=2ry DA TANRT 4 —

Zany«— ZOokr3al e

alias iscsi {2 5 AT HE 7 44 B

ign iscsi iSCSI & ffi%,

state iscsi iSCSI & —7%"w b DARHE ( Tonline) . [offline] )

auth iscsi

AT a vORGERA 7 ( Tnone) . Tchapl )

targetchapuser iscsi

F 7 3 > ® CHAP 2 — ¥ — ik

targetchapsecret | iscsi

* 7 ar®CHAP v —727 L v ki

interfaces iscsi R—2"y NHPMERARER A Y N7 =M VX T2 —ADY A
8

wwn fc Z D& —"y b ® World Wide Name

port fc A — N O 7 5

mode fc ZDR=PDE—R A =ZVIT—RFREFEZ—=T v M)

speed fc ZOR—=FDFITVT— b I N7z

discovered_ports | fc

BMHEINEZVE— M VT —Z K- bDK

alias sIp

SRP X —%" v hDJI%

eui srp

ZDX—%"y ks ® EUI (Extended Unique Identifier)

RO TaXF 4 —IFiSCSI Z—4' v M I — T2 G T 572 DIZfHL £7,

%38 R—=2Fy NTN—=TDTaNT 4 —
ZONT1— B e
protocol string X—"y NV —7 71 b a)L:FC, iSCSL, F 721X SRP
name string iSCSI X —7"y N7 — T4
targets [ineZl] iSCSI X ="y M IQN Z )L —TF A v X—=D ) A b

2=y FO—ERT

T TS5 AT7VATHEATEAIEEINEZTA N INDTRTDSAN X—Fw Mo —&

KRLUET,
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2=y

) 7T A~ OH:

GET /api/san/v1/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",
"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",
"ign": "ign.zfs-storage.example.com.sun:02:72b6fa9a-96c4-
e511-db19-aadb9bac2052",
g
"alias": "tst.volumes.py.96238.target",
"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "ign.zfs-storage.example.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b0068",
}
o]
}

2=y FDEHEDOEE

HB—DR—=7y b6 7anNT4—20ELET, X—7 v b2&ERTBITIE,
lign] a5 4 —%fHT 5%, lalias=alias] ZHHL £7,

)7 T A Ol

GET /api/san/vil/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

{
"target": {
"alias": "test-target",
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",

"interfaces": ["ixgbe0@"],
"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b0E8",
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2=y b

"targetchapsecret": "",
"targetchapuser": ""

2=y FDIERR

HLWR =7 b E2EFRLUET, VIZITAMAIZIE, HTLWISCSI X —7y k2
N—T DY THDE—D name 7ANT 4 —%2FDISON ATV 7 b REENF
—é'—o

D74y AN/ B

POST /api/san/v1/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

il SR

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008

{
"target": {

"href": "/api/san/vl/iscsi/targets/iqn.zfs-
storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b0E8",

"auth": "none",

"targetchapuser": "",

"targetchapsecret": "",

"interfaces": ["ixgbe0"]

A=y FODEE

BEFZDISCSI Z—7w 2 EHLE T, VIZITAMAXIZIE, BHEINS iSCSI X —
Ty "N TaRT 4 —%ELISON ATV 27 bR EENE T, KIUFFIZ HTTP A5 —
K A 202 (Accepted) DRI N E T, INEAXITIE, JSONA TV 27 b TIT Vv a— R
N=RZ =27y hOFERDISCSI Z—7y b JunTF 4 —nEEhx T,

DR/ S NY/ ]
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=Ty rII—T

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret": "secret", "auth":"chap",
"targetchapuser":"admin5"}

il SR

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0

"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
Ilauthll: "Chap",
"targetchapsecret": "secret",
"alias": "test-target",
"ign": "ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapuser": "admin5",

"interfaces": ["ixgbe0"]

2=y FDHIBR

VAT LADPS SAN X—4 v b RYIBRL £,

V7T A Ol

DELETE /api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:e7e688b1 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Delete 23453 % & HTTP 2 — R 204 (No Content) Zi& U £ 7,

HTTP/1.1 204 No-Content

A=y b TINL—=T

2=y NN —TF &=y hOalL s arTd, =T wv I —Fav R
ZUTORIZRUET,

R=Ty NN —=TIA Y RIZRD URI AT A =X EHD £7,

protocol A=Y T —XRHDNAS 71 b 3)b: fc, iscsi, FT7/zIiL srp

148 Oracle ZFS Storage Appliance RESTful APl 777 . Release 0S8.8.x « 2021 £ 8 A



=Ty rIIN—=T

target-group R =1 N T ) — T DR
39 R—=2y NN —TFDax R
YJITR | N Isaniv{l]|2} DT 3 IZEM Bl
~
GET /protocol/target-groups feEIN/=7m bl (fc, iscsi. srp) ATV
I RDFTRTDSAN X—7 vy MV —T%—Hik
mUET
GET /protocol/target-groups/target-group fgEI /=7 a b al (fe, iscsi. srp) 7N
TA—DWEINZSAN X =T v b TV —T %I
BUET
POST /protocol/target-groups BEI N/ 7T N3V (fe, iscsi. srp) DFL W
SAN X =7y NNV —TRMERL £ T
PUT /protocol/target-groups/target-group fREI N/ 78 k3 (fe. iscsi. srp) ATV
7 NOIEENTZ SAN X =7y b )V — TR AH
LET
DELETE | /protocol/target-groups/target-group fEE XN 7= target-group A 7V = 7 M ERMEL T

2=y R TI—TDO—EXRT

TTI5AT VATHHTAEERTARTDOR =7y bV — T2 —EBERLUET, K
Rf. HTTP AT — X A 200 (OK) hNR XN, AR =Ty NINVN—THTI 27 bD
fid% % &4 groups E WO ZRTDO T ANRT 4 —%2FFDOISONA TV 7 " REENZ
ERS

)7 T A~ Ol

GET /api/san/vl/iscsi/target-groups
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
]
Ao
"href": "/api/san/vl/iscsi/target-groups/alt-group",
H
}
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=Ty rII—T

=y LT DOEIS

B—DR—=7y bV —T2RBLET, VIZTAMI, X—=7 v bV —THT
HEZR—DURINTA—REHWYD 9, WERXIZIE, =T v b V=77 an
T4 —%2E8 group EWILRIDISON ATV =7 b 7anxs o —NEEnd,
)7 T A~ DHl:

GET /api/san/vil/iscsi/target-groups/test-group

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787ca5a" ]
}
}

=y T —TDIERK

HUWISCSI X =7y v TN —T 2R LET, VIZZAMAXIE, FriLWIIL—7
DH4RTHLHE—D name 707 4 —%2FDJSON A7V =2 bTT,

D/ S NY/ ]

POST /api/san/vl/iscsi/target-groups HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"]}

il SR

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{

"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
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"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]

=4y T IL—TDHIBR
BAFED R =27y NNV —T%2HIRL £7,
)7 T A~ DOHl:

DELETE /api/san/v1.0/iscsi/target-groups/test-group

HIBRIZ k9% &, HTTP A7 — X A 204 (No Content) 7S XN X 7,

HTTP/1.1 204 No-Content

RESTful API SAN H—E X 151
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H—ExavvR

Y — VU XA RESTfUlAPL X7 754 7 VATEITLTWEY 7 o7 - 2% —&
FZrl, BHTE-0IZHHL 7,

H—EaATVR

WO —vxav v NeHTEET,

x40 H—v2av R
JUIRbL JXR Iservicelv{1]2} D% 3 IZEM HEA
GET /service/v{1|2} D &% fifi Fil Y—vrvAav N2 —ERRLET
GET /services FTRTOY - 2A%2—ERRLET
GET /services/service BEINZY —CADERBE L TAT—X A
EWMELET
PUT /services/service REINZY—CADOMBRELEELET
PUT /services/service/enable BEIhY—CA2EMMILET
PUT /services/service/disable BEINY—CAZEIZLET

H—EXD—ERTR

ZOAXYRNIE, ANV=UT T T4 7 VA ETHEMATMREREEIRERY —EADY
ANEZNSDEHDOAT—RALLHITELET, B LZa~vy ML, HTTP
AT — R A 200 (OK) DHEE N E T,

) 7T A DOH:

GET /api/service/v1/services HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

OB, BHERIZTE7-01I2, TUVMVDIFEALZEBLTVET,

HTTP/1.1 200 OK
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Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

"services": [

{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad",
"log":
"href": "/api/log/vl/logs/appliance-kit-adstat:default",
"size": 2
}
i
{
"<status>": "online",
"href": "/api/service/v1l/services/nfs",
"name": "nfs",
"log":
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 8
}
i
{
"<status>": "online",
"href": "/api/service/v1l/services/ssh",
"name": "ssh",
"log":
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 134
}
}

#— 1 2 OIS

ZDaARYRNE B—DF - Ao TDREEMKZSOHFMENEL £,

)7 T X~
GET /api/service/v1l/services/ndmp HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"service": {
"cram_md5_password": "",
"cram_md5_username": "",

"dar_support": true,

"default_pools": [],

"drive_type": "sysv",

"href": "/api/service/vl/services/ndmp",
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HY—EXDREDEE

"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs_token_support": false

H—EXDREDEE

ZOaxv Y FIIREIN/AZY - ADREEZET L 9, RO URINT A —X % ffiH

LET,

service Y —EADLH

state LW —E ZADIREE: enable £ 7213 disable
R S NOY/E

PUT /api/service/vil/services/replication/enable HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

BRI U725 X HTTP A 5 — & & 202 (Accepted) 23K L £7,

P—VUZAIZISON VYV VT A MZXELT, Y-V AZENEIXENNTEZHT
%ij—o

JSON Z{fH L7V 7 A s DHi:

PUT /api/service/vil/services/replication HTTP/1.1
Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}
Y- AT BT, IRDISON 2 5L 7,
{"<status>": "disable"}

H—EXBHDEE

FBEINEZY —ECADOER 7O NT  —2EFET L2, Ay X—=ZHLwrax
T4 —flEEH LT, PUTYZZAMERREEFELES, O - RIZIEFY T Y —
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Y—EEHDOEE

AMBBEZENHD, TNOHEY TV Y —AZEHRI NI href (> TEHETE X
T, BN L 7B 1L HTTP A 7 — & X 202 (Accepted) %3 LU £9,

ROHTIX, LDAP ¥ —EZADY —N—D Y A P ZWMAFEZT, F—=N—DV X D}
BERIER DR WIEIZ 225 & 5 ICHE L TWE Y, LDAP W OFEMIL,  [Oracle ZFS
Storage Appliance &5 #1771 N, Release 0S8.8.x] @ [LDAP k| 2L T 72X
W,

BEDIRTE:

GET /api/service/v1/services/ldap HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

HTTP/1.1 200 OK
Content-Type: application/json

"service": {
"href":"/api/service/v1l/services/1ldap",
"<status>":"online",

"servers":[
"ldap-server2.us.example.com:484",
"ldap-serverl.us.example.com:636"

1,

"use_server_order":false,

"proxy_dn":"",

"proxy_password":false,

"base_dn":"dc=us,dc=oracle,dc=com",

"search_scope":"one",

"cred_level":"proxy",

"auth_method":"simple",

"use_tls":false,

"user_search": [

1,

"user_mapattr":[

1,

"user_mapobjclass": [

1,

"group_search": [

1,

"group_mapattr":[

’

"group_mapobjclass": [

1,

"netgroup_search": [

1,

"netgroup_mapattr":[

’

"netgroup_mapobjclass": [

1,

"server-000":{
"host":"ldap-server2.us.example.com",
"port":484,

"status": "online",

"last_seen": "142s",

"rtt": "70.285ms",

"err_msg": "",

"href":"/api/service/vl/services/ldap/server-000"
H

"server-001":{
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HY—EEHDOEE

"host":"ldap-serverl.us.example.com",

"port":636,
"status": "online",
"last_seen": "142s",
"rtt": "126.013ms",
"err_msg": "",
"href":"/api/service/vl/services/ldap/server-001"
}
}
}
DR SN

PUT api/service/vil/services/ldap HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

"servers": ["ldap-serverl.us.example.com:636,ldap-server2.us.example.com:484"],
"use_server_order":true

}
it SR

HTTP/1.1 202 Accepted

Content-Length: 1295

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

"service": {
"href":"/api/service/v1l/services/1ldap",
"<status>":"online",

"servers":[
"ldap-serverl.us.example.com:636",
"ldap-server2.us.example.com:484"

1,

"use_server_order":true,

"proxy_dn":"",

"proxy_password":false,

"base_dn":"dc=us,dc=oracle,dc=com",

"search_scope":"one",

"cred_level":"proxy",

"auth_method":"simple",

"use_tls":false,

"user_search": [

1,

"user_mapattr":[

1,

"user_mapobjclass": [

1,

"group_search": [

1,

"group_mapattr":[

’

"group_mapobjclass": [

1,

"netgroup_search": [

1,

"netgroup_mapattr":[

’

"netgroup_mapobjclass": [

1,

"server-000":{
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H—ERUY—2

1

"host":"ldap-serverl.us.example.com",

"port":636,

"status": "online",

"last_seen": "142s",

"rtt": "126.013ms",

"err_msg": "",
"href":"/api/service/vl/services/ldap/server-000"

"server-001":{

H—EZYY—

"host":"ldap-server2.us.example.com",

"port":484,

"status": "online",

"last_seen": "142s",

"rtt": "70.285ms",

"err_msg": "",
"href":"/api/service/vl/services/ldap/server-001"

A

—DY = AZIFH TV —ADH FT, HHARERY 7)Y — A 2R T LI
X, B —VCAEHZEFEY—LADODVAMDAT Y R TCEINET—XE2HBLTL K

X\,
E P—CAHTYVY—-2ADav VR
UUIRE AW s
GET /services/service/resource P—CADY TN Y —2% —~EFXKRLE
\a—
PUT /services/service/resource/href PITVY—RELEELET
POST /services/service/resource HLWY TV Y —ZABMERLET
DELETE /services/service/resource/href BTV —RAEWELET

INS6DZaATY Nk, IEPDORESTUlAPI A< Y RERIUARXR —IZR/RWET,

Z T GET

FREINEZY TV Y —AD XA Th—ERRE XG5 72D I

L. POSTIXH LW TV Y —ARA THRAELT B7-DIEHL, PUTIEY 7V Y —2
BEETLHOICFHL, DELETE B EESNZY TV Y — A2 RET L7-DIZfEHL

i-a_o

7Y
IZDWT

—2k, KEYTVY—ATCHHAERTOAT s —BLX0av RO A b
1. CLI Tl —E 2] OFRFa XV b2 LUTLEI WD,
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RESTful APl A AL —JH—EX

RESTful APL A ML —YH =V R, APV =T =)L, Tavzr b, 77140
AT L, BEOLUNIZDODWTOEORRE I OEHIZHFEHALES, /2, Ay
Tyay LV r—va v EHRLET,

A= TF—ILDRE

Oracle ZFS Storage Appliance Tl, NAS TR TOLUN B L7 7 1 VY AT LT
DFEL T — R TUEMERE 2/ 325 7 VRIS, 7= VEEX. 7751
TYAAN V=V ERRT S5O HHEI NI T,

42 A=Y F=ax R

JUIZR b+ /X lapilstoragelv{1|2} D% 3 IZ3E1N SHEA

GET /pools TRTOA ML=V T =2 —ELXRLET

GET /pools/pool ANV —=Y T VOFEMAEIRAL £9

POST /pools FLWA ML=V 7 — V2R £

PUT /pools/pool TR UTA ML=V %BIE 72 IXHIER
L9,

PUT /pools/pool/scrub BEINLZT—NVTT—RDORAT T T %Bh
LET

DELETE /pools/pool/scrub BEIN/ET—NVTTF—RDRAZFTVaT
ZEIELET

DELETE /pools/pool HESNZA N =Y TV ERBRRL %
-3—

T—ILD—ERR

DAY RIF, VAFALALEDTRTDAM L=V T =)D TaNT 4 —%—EHKR
L¥d, Lza~<y Rz L, HTTP A5 — & A 200 (OK) RSN E 3, HTTP
AXIZIE, JSONA TV 7 bV AMBREEN, BT —NIZOVWTHHLTWE
T, ROKXIZ, 7NN TF 4 —ZERLET,
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T—ILO—EXRT

35T - depth flA&H /3T A — & B XU match_property-name=value &8 /3F A — R (ZH
RA—FINTWERA,

& 43 AR =Y T=NDTaNT 1 —
FOnN71— it e
asn string T—NEFETET TI7ATVADY Y TAES
name string R—=w bDT =%
owner string T=NVEFAETDEYATLDEA N
peer string IIABMINIZY AT LTD, TTIAT VAT TARXD
N—bFF~y R
profile string F—RFNAADTOT 714
scrub_schedule | string T=NVOEMA T S5 TEREMOBE., £/21E7—VOEHA
ITTERMZVET, FHINBME, BLOCMDT—L A
25 T7DTANT 4 —IZDONWTIE, 164 X—=VD [F—)L
DA Z7] ZBRUTIEI W,
state string 7 —)VDYRAE: online, offline, exported
PR DY/}

GET /api/storage/vi/pools HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"pools": [{
"profile": "mirror3d",
|lname|| : ||m1|| ,
"peer": "peer-hostname",
"state": "online",
"owner": "system-hostname",
"asn": "appliance-serial-number",
"scrub_schedule": "30 days"
oL
"profile": "raidz1i",
|lnamell: ||r1||,
"peer": "peer-hostname",
"state": "online",
"owner": "system-hostname",
"asn": "appliance-serial-number",
"scrub_schedule": "30 days"
1
}
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T—ILDOEAZ

7—ILOEE

ZDavY R, B—DARNL—YT— oD TaNTF 4 —%T—ILDANL—
FIFPRI DGR E L IR LU E T, Lz a~<y RIZR L, HTTP A5 — & A 200
(OK) DRI N E T,

) 7T A b OH:

GET /api/storage/vi1/pools/pl HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

i LB

HTTP/1.1 200 OK
Content-Type: application/json

"pool":

{

"profile": "raidz1",
"name": "pi",
"usage": {

1

"available": 57454799311352.0,
"compression": 1.0,

"dedupratio": 672791,

"free": 57454799311352.0,

"total": 74732430950400.0,
"usage_child_reservation": 0.0,
"usage_data": 16011663438848.0,
"usage_metasize": 0.0,
"usage_metaused": 0.0,
"usage_replication": 1693675705344.0,
"usage_reservation": 0.0,
"usage_snapshots": 123913627136.0,
"usage_total": 17829252771328.0,
"used": 17829252771328.0

"peer": "0OOOOOOOO-0000-0000-0000-000CEEOOOEEL"
"state": "online",
"owner": "admini",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"

T—IIL DB

TV EERLUET, TIVOERIZBERINT A —ZIZDWTIE, CLI DR A
ML —=Yax Vv REZBLUTLEI Y, FHEAEER 087 0 =48 L CE?KR
INE, TIMEEDEODRSA SN T ANERETTEET, ZhE2TDHIT

&, props BIGENRTRA—=XDTONT 1+ —% true ITHELF T,

) 7T A DOH:

POST /api/storage/v1/pools?props=true HTTP/1.1
Host: zfs-storage.example.com:215

RESTful API  hL—JH—E X 161



F—IL DKL

Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/json
Accept: application/json

"name": "p1",

}
it SR

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{

"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",
"type": "ChooseOne"

oL
"choices": ["custom"],
"label": "Chassis 1",
"name": "1",
"type": "ChooseOne"

oL
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",
"name": "l-data",
"type": "ChooseOne"

oL
"choices": ["mirror", "mirror3", "raidz1i",

"raidz2", "raidz3_max", "stripe"],

"label": "Data Profile",
"name": "profile",
"type": "ChooseOne"

1

}

DIITAMNDH (Y=Y [1]1 025 8BEDT 4 A2 ZMHT 5 S— NV E2IERT 5):

POST /api/storage/v1l/pools HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Accept: application/json

{
"name": "pi",
"profile": "stripe",
"1-data": 8

}

i SR

HTTP/1.1 201 Created
Content-Type: application/json

"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],

"name": "pi",
"owner": "zfs-storage",

"peer": "0OOOOOOOO-0OCO-0000-COCO-00000CCCEEEE",
"profile": "stripe",
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T=IADR L —2DEM

"status": "online",

"usage": {
"available": 1194000466944.0,
"dedupratio": 100,
"total": 1194000908288.0,
"used": 441344.0

T=ILADX L —DENM

Zoavwy Rk, T—VOESREZIFEBHRICEMLUTWET, AL —UDBEINC X
D, BEEDO T —=IVIZA ML —=UTFNA AN SIEBMENE T, =BT 54
BDHBANL =TT NA ADE % EL AR E —#HE1Z. href pool/add % %5 U £ 7,

D74 N/ B

PUT /api/storage/vi/pools/pl/add HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

Accept: application/json

"2-data": 8
}

it SRAp:

HTTP/1.1 202 Accepted

T—ILH5DR L —DHIBR

Zoaxy RiF, FT=IWZA ML —Y%EMTEITY FIZETHWET, AML—Y
ZHIRRT 2L, FYvvaB LRI A ML=V T NS ADREGFD T — IV SHIRE
nNEd, HHOXRA 7, ¥ —VFS, BIOET A0 oHIRTE2A ML —U TS
ADE % EL AL L —H#E1Z, href pool/remove % 3X{5 U £ 9,

)7 T A DM

PUT /api/storage/v1/pools/pl/remove HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

Accept: application/json

"O-cache" : 2

}
il SR

HTTP/1.1 202 Accepted
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T=ILDRU ST

HIFR A REZR T N1 A% FKR_T 5121, props FIEHE /8T A =X % true IZFEL
9,

DR/ M NY ]

PUT /api/storage/vi1/pools/pl/remove?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json

{
Ilpropsll: [
{
"choices": [
Il@ll,
"1",
I|2I|
]I
"type": "ChooseOne",
"name": "O@-cache",
"label": "Chassis @ cache"
}I
{
"choices": [
Il@ll,
"1",
I|2I|
]I
"type": "ChooseOne",
Ilnamell: "1-109",
"label": "Chassis 1 log"
}
1
}

T—=IWDRIZT

pool/scrub PUT V 7 T A N %23%[FT 5L, T—IV AT T TEENFEBINE

3, pool/scrub DELETE V) 7 TR N2 ¥[ET D L. FITHDR T I THIEMEIEL £
T, T=IDATZTDFMIL., TOracle ZFS Storage Appliance HHL 41 K. Release
0S8.8x) @ [ANL—=YT—IVDRAY T 7 -FH# (CL)] 2SBL T I,

TI7ANBRTIE, ANV =Y T—VOEMAZ Z TI3ESMEI N, 30 HIZ & OBHEIZ
JEZINET, scrub_schedule 77U T 1 —i%, =L OEMRA Y 7 TEMEROH

BERELEZYD, T—IVOEMAZ 728N L0 LET, scrub_schedule D

77 4V MHlX 30 T,

s AT S TRMMZTBITIE, R ZEXTFIAL S T2ETTIHE
lX. scrub_schedule 705 4 —DfE% of F IZEHEL T,
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T—IL DIERRRR

s EHIAZ S THAERIOHB 22 H 3 5121%, scrub_schedule 7H/NF 4 — Dl %
15, 30, 45, 60, 75, /21X 90 ITHEL T,

T—=NVDEMA T Z TOFMIL. TOracle ZFS Storage Appliance B HL /71 K, Release
0S88x] D [ANL—=YTS—=NVDAZZ 7 —EM(CLD)] 2L TLLEIWN,

scrub A7V 27 ME, BFEREFEICIAEFOT—NVAZ T TIZDODVWTHE L
7,

= complete FH/NT 1 —A false DHEH. A2 T T ERETHTT, i hr
I —D (errors) BLUOBEINZT T —D (repaired) BRRINF T,

= complete 7H/NT 4 —h true DEHH, AV T TIEKTLTVWET, RRIND
EAEERICIE. 22 5 7RG E 7z M (op_start) & 227 T 7T U 72K fH
(last_end) A3d D £3, KHIX GMT TY,

scrub_started 8 & O scrub_finished i%. zfs_pool 79 —hr7 2> a ARV b
ANTTVDARYEITHY, INHEDARY NIAARLT 2> a v ERETESZ
CIZERLUTLZEY, 51 =YD [RESTful APL &3 —v 2] 2BBLTL X
W,

WOHNE, A2 S5 THDOT— VYA MD—HERLUTWET,

HTTP/1.1 200 OK
Content-Type: application/json

"pool": {
"status": "online",
"profile": "mirror:log_stripe:cache_stripe",
"scrub": {

"errors": 0,
"op_start": "20190520T16:09:41",
"complete": true,
"seq_resilver": 0,
"type": "everything",
"examined": 403968,
"repaired": 0,
"last_end": "20190520T16:17:59"
}I
"scrub_schedule": "30 days",
Ilnamell: I'p@",
"peer": "peer-hostname",
"owner": "system-hostname",
"asn": "appliance-serial-number"

7= L DIERRER

DAY REVATFLALS =L aHIRLET,
TV EHIRTEZD 7T A B

DELETE /api/storage/v1/pools/pl HTTP/1.1
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7O2 Y ~DRE

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

il SR A:

HTTP/1.0 204 No Content

Date: Fri,

02 Aug 2013 22:31:06 GMT

X-Zfssa-Nas-Api: 1.0
Content-Length: ©

707 bDEE

TVl FOEEIFTART, HEDT—AVARI—THEETEET, IRTHOTH
VIl MENRIZEMETS 372 KT URI D% AT /projects ZEML, 12D 71
VU N ERNRIZEAIET S 2 < 2 R Tl /projects/project ZEfNL £ 97,

166

x4 VAT DZE70 N i

YO TR | /SR lapilstoragelv{1]2} D3 &M EiEA

S

GET /projects ITRTOTBY 7 b2 —ERRLUET

GET /pools/pool/projects Juvrzs b E—BERRUET

GET /pools/pool/projects?snaps=true AFy Fay bEEL, $RTOTH
Vo ba—EHERLUET

GET /pools/pool/projects/project Juy s bOFMEREL T

POST /pools/pool/projects Juvz s b EERLUET

PUT /pools/pool/projects/project Tuvs hNEEHELET

DELETE | /pools/pool/projects/project TuY s b EKELET

GET /pools/pool/projects/project/usage/groups a7 b JIV—TOM AN % B
LY

GET /pools/pool/projects/project/usage/groups/group BEINEZT V=T Tay s soff
FRWZEREL 5

GET /pools/pool/projects/project/usage/users TuY s b a—Y—OFHRNE G
LET

GET /pools/pool/projects/project/usage/users/user REINZa—Y—-—0Tavzs Noff
AR ZHEFL £

WDOFIZ, 7adz 7 vV Y —ANTREANELR7a T —DY A ME2RLE

TO

®45 PA=E S A NOM A=AV G

TANT 1 — i) EiEA

aclinherit string ACL Ok« E)fE ( ldiscard] . [noallow] .

lrestricted] . [passthrough) . [passthrough-
x| . [passthrough-mode-preserve] )
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TONT1— B B
aclmode string E— NAHETO ACL BfF ( ldiscard] .
Imask] . [passthroughl )
atime boolean AN 7Z 7 TOT /e AR EERLET
canonical_name string E#4
checksum string Juvy o Fzy 7Y% L ( (fletcher2) .
lfletcher4] . [sha256] )
compression string T — R LM E ( Toff) . Mzjbl . Tgzip-2] |
lgzipl . Tgzip-9] )
copies number EBMOL TV r—yaya—o
creation datetime TuY s b (F/ZIELUN, 77 ANV AT L) R
B HAY & IR
dedup boolean T — R EHRR T 5 2
default_group string TV MNDTFIFANVIND T T ANV AT LY
J—"7": Tother]
default_permissions string a2 bDTFIANIDT 7 AIINY AT LHER
1700
default_sparse boolean TaY v DT T A FDLUN AN—ATF—X
757
default_user string TuVz I DT ITANIDT 7 AIVY AT L L—
#'—: Tnobody|
default_volblocksize number TuYzZ hOF 7 AN FDLUN 70y 731 X:
8192
default_volsize number TuY s NOF 7 4V MDD LUN Y1 X
exported boolean I AR=NFEAT T
logbias string A A AN 7 A ( Matency )
lthroughput | )
mountpoint string YT IV RSV DT T A export/
proj-01
name string Tav s b4
nbmand boolean ETay sonEaYy TS
nodestroy boolean RNk 5 2
quota number Tuvz s NOED Y THIEY A X (N1 B)
origin string 70—
pool string T—%
readonly boolean true IZFHEINTWVWBRHET — X IZFHEAM O EHT
El
recordsize string F—=RAR=ZADL a3—R¥% 1 X [128k]
reservation number T— R T A X
rstchown boolean FiEMEDEEHIR T 2
secondarycache string HR) Xy ¥ aDMRRE ( Tall) |

Imetadata] . [none] )
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Janyqa— B BLEE]

sharedav string HTTP ¥ =7 ( Toffl . Trwl . Trol)
shareftp string FTP > =7 ( Toff] . Trwl . Trol)
sharenfs string NES ¥ =7 ( Toff)] . TonJ . [frol . Trw])
sharesftp string SFTP > =7 ( Toff] . Trw] . [ro] )
sharesmb string SMB/CIFS ¥ =7 ( Toff] . Trw] . Trol)
sharetftp string TFTP > =7 ( loff] . Trwl . [rol)
snapdir string .zfs/snapshot D A ( Thidden] . [visible] )
snaplabel string EAF Yy Tay I

vscan boolean TANAAF YT 5T

7Oz FO—ERT

Ioax Yy RaEEFTELE, EEDT—ILVAHADTRTOTaY =7 b PRERINE
T, VZZTAMI, AMNV—=—IUT—INELTHEIZE—~DURINTA—XERID £9, K
INdTav 7 bOENTNZIX, FETRINAZEEARER T F 4 —D ) A
NDIEMZ, =5, FERREE, o—NREE, LSV r—varv 7 ovay, -
AR EEENFT,

350 - depth FI&E /8T X — & B X U match_property-name=value B &8 /35 X — X |3
R—FINTWVWERA,

VDIZITARNTA—ZK: filter— 70V 27 NADTOENT 4 —BZFDMEHIZHE L
TANRLFHEEGELTNVWDE I 2B TGN FHRE 7 1 V&,

V7T A Ol

GET /api/storage/vi/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

get 23K B &, HTTP 2 — K 200 (OK) A JSON JERD 7m >y =7 b a5 1 —
DELFIE L BRI NE T,
it SR

HTTP/1.1 200 OK
Content-Type: application/json

{
"projects": [{
"name": "proj-o01",
Ao
"name": "proj-02",
}
}
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TRTOT—NVEEDTRTOTEY 27 POV A METR—FINET, URLIZ
I /projects SADANEENET,

TENRT 4 —D—F & U T backup 2Fi2 3 RTCO7uy s b2EET2Y 7T A
b~ D l:
GET /projects?filter=backup HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

Oz bo7aNT 1 —0OWE

ZOavrREEFTLE, BESNZT—VNOBE—-D Ty s ho7Fas
T4 —BN—EBRRINET, get VKT S &, HTTP 2 — K 200 (OK) A% JSON J& 3\
OTuY I N TaRT =L HITBEINET,

zfs-storage-1 7—I)VAD proj-01 ¢ WS 7Ryl b —ERKRTHVIZTA B
D

GET /api/storage/vi1l/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",
"default_sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
"shareftp": "",
"canonical_name": "zfs-storage-1/local/default",
"recordsize": 131072.0,
"usage": {

"available": 1758424767306.0,
"loading": false,
"quota": 0.0,
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"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,
"total": 45960.0,

"data": 45960.0

H

"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "pi",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true

7O FDOYER

TaY e NOERaAY Y R2FEGTTHE, BEINZAN =Y T —IZHREI N
RO TaY 7 MBEREINET, VT AMNE, APV —UT—ILELTHLHE
—DURINTA—ZEZWOET, T7HNLbOTaNTF s —2FHEO>HLWITOaY o
MR ENF T,

JSON DAY 7 T A MINT A —X:

m ZEi- OV NERERTBIZE., TV VA RIBEETAREDRDHD T,
s JuvzzsrhTunTs——FEoTudz s v TuXTs—EHL WYy
FOFIEAEE LTHRETE X T,

proj-01 L WIHHFID T uY =7 M EEKT S5 7 T A hOH:

POST /api/storage/v1l/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "proj-01",
"sharenfs": "ro"

}

PERRIZERIIT 5 &, LW BY 27 O URLZELOr—YarvAvX—k iz
HTTP A7 — & A 201 (Created) 2R I N E 3, AXITiE, JISONERADTuy=s M7
ORF 4 —NIRTCEEINETT,

it R4
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HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01

{
"project": {
"name": "proj-01",
"href": "/api/storage/vl/pools/pl/projects/proj-01",
"mountpoint": "/export/acme/zfs-storage-1",
}
}

7O TV FDEE

TJudz bOAEIT YRR, BFEO 7oz bOEMEZE L £9, XD URI
/\°5)<‘—'7’3:1,§)Eﬁbi3_o

pool ANV =V T—E
project A= BB/ 4

VIZAMNRGA=X: Tavzrs v oy ——FZo oy r s Fan
Fa4—EFLnwSavo s hoglifiE LTERETEET,

AVl b4% proj-01 5 new-name IZZHT LY 7 T A b D

POST /api/storage/v1/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "new-name",
"sharenfs": "rw",
"compression": "gzip-9"
}

JIBEIZKINT B &, HTTP AT — X A 202 (Accepted) ViR I 4, §RTOTRY = b
TOUNRT 4 =R -ERRENET,

il SR A:

HTTP/1.1 201 Created

Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/new-name

{
"project": {
"name": "new-name",
"sharenfs": "rw",
"compression: "gzip-9",
}
}
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702 x 7 ~OHIBR

Tavzs hOHlRa~vy RE2FEGTIT L, BESWZT—IVHDHE—~DTOY s
FDHIBRENE T, RO URINT A —XEGHL X,

pool ANV —=VT =%
project avzs b

MJEFRIM T — & & v MHIBR] BIEFEH (0S8.7.0) BZIFANSNIZGEEIZ, AL =Y
T—=IVADEIE N D REFEHDOREEZE =X —F 5121, pools/pool IZXF % GET 2
SV REBAANLET, B85 1 — async_destroy_reclaim_space DFHIKD & IZ1E
HUZd., BIEPZETTHL, 0BRRINET,

)7 T A+ OHl:
DELETE /api/storage/v1/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

7O v COFERKR

TaY s SOMPRWY Y —ADHE) 7T A ME, Fuvz s hOa—HF -4k
DEIXTN—TY7- 0 OFARNT — X OEFIZFEHTE X,

Z 71 AT LDOHEE

T7ANVVATFLEETIZ, 77 ANV AT L2 —EXHEBIOEHLUET, T
RTOATY R, BEDA ML =V 7= FzAE7udzr bARa—FEEIN
7,

service_uri/pools/pool/project/project

7 46 T7ANWVYATLOAT YR

JJIRA L | /XX lapilstoragelv{1]2} D3 BN Bl

GET /filesystems FTRTCDI7ANVAT L% —ER
RUET

GET /pools/pool/projects/project/filesystems BEINEZT 7 ANV AT LE—E
XRUET

GET /pools/pool/projects/project/filesystems?snaps=true AFy Tay bEEL, TRTO
T7ANYAT L —EHRRUET

GET /pools/pool/projects/project/filesystems/filesystem 77 ANV AT LD EIG L £

+
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JZITZA L | /XX lapilstoragelv{1]2} D3 &M Bk

POST /pools/pool/projects/project/filesystems T7ANY AT LEERLUET

PUT /pools/pool/projects/project/filesystems/filesystem T7ANYATLREHLUET

DELETE | /pools/pool/projects/project/filesystems/filesystem TT7ANVATLEZWELET

GET /pools/pool/projects/project/filesystems/filesystem/usage/groups T 7 ANVY AT LT N — T OMAIR
WeWMBFLET

GET /pools/pool/projects/project/filesystems/filesystem/usage/groups/group BEEINITN—TDT7 74 IV A
T LDMARREZ T L £ 9

POST /pools/pool/projects/project/filesystems/filesystem/usage/groups T7ANVY AT LT N—TDHE DY
THIRZERL £3

PUT /pools/pool/projects/project/filesystems/filesystem/usage/groups/name TT7ANYAT LT N —TDEH DY
THIRZZEHEL £9

GET /pools/pool/projects/project/filesystems/filesystem/usage/users T 7 ANVY AT A=Y — DA
WeWMBFLET

GET /pools/pool/projects/project/filesystems/filesystem/usage/users/user REI NP —DT 7 1L R
T LDMARREZ T L 9

POST /pools/pool/projects/project/filesystems/filesystem/usage/users Ty ANV AT LI—F—DHE DY
THIRZERL £3

PUT /pools/pool/projects/project/filesystems/filesystem/usage/users/name T7ANYAT A=Y —DHE DY
THIRZZEHEL £9

GET /pools/pool/projects/project/filesystems/filesystem/shadow/errors Yy FUBITII %2 —-HFRLUE

¥

BT FANVATAZRTaY 7 b0 7unNT 4 —DEFTN, IRODT 7 ALY

ATFLAEEDTANT 4 —=NHb ET,

®a7 T7ANVYAT LD TONT 1 —
Jany+a— B SieA
casesensitivity string KUNIF- DX R DOFHEFE: mixed, sensitive, F 7zl
insensitive
group string T—T%
normalization string ERL
permissions string 7 7A4NY AT LOWER
project string A=RER /A A
quota_snap boolean | ZID M THIRIZAFY Tay v2E5D5752
reservation_snap boolean | FHICAF Y T ay v 2&EDBETTT
shadow string T—RBITY — A
errors string T=ABITTT—
sharesmb_name string SMB ¥ = 7 D411
source * 7 TRY s MEETENRT 4 —
o
b
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JanFa— i B
usage * 7 77 AT AT L O IR IUE R
S
k
user string VITEFATHI-Y—%
utfsonly boolean | UTF-8 M\ %2 4E& T 25757

T77AIN AT LO—ERT

T7ANVVATLAD—ERRIAT VY NEFEITTEH L, BEIN - VERIITO
VI MNADT 7 ANV ATFANTRTC—ERRINET,

350 - depth fI&E /8T XA — & B X U match_property-name=value B &8 /35 A — X |34
RA—hFINTVWERA,

VDIZITARNTA—ZK: filter— 70V 7 NADTONT 4 —DBRZFDMEHIZHE UL
TANRLFHEEGELTWSE I 2 2B TGN FHRE 7 1 V&,

T7ANVATLAD—EERRIT Y RIZIRO URI AT A —XZ2HD £7,

pool AN —=VT— 4
project Tavzs b4
V7T b D

GET /api/storage/vi/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

V7T AMIBINT 5 &, HTTP A5 — X A 200 (OK) 23 JSON JERD 7 7 1 V¥ AT
LT7UNRT 4 — DS E & HITRINET,
it A5

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystems": [{
"name": "filesystem-01",
"project": "proj-01",
"pool": "pi",
Ao
"name": "filesystem-02",
"project": "proj-01",
"pool": "pi",
H
}
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TRTCODT—NELOTOI LI MNIDZEZTRTDIT 7 AV ATLADY AMEY
R—bhEINFEd, ZDHE. URIIL /api/storage/v{1|2}/filesystems £ 72D F
\—g—o

TunNT 4 —D—# & UT labed] OXFINZFFOTRTDT 7 ANV AT Lz lfE
T2V 7T A OHI:
GET /api/storage/vil/filesystems?filter=abcd HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

Z71ILS AT LOEF

T77 ANV AT LAOEGIY Y RE2FEITTHL, SN T —VERF oy
MADE—~DT 7 ANV AT LD TANT 4 —PRINEFT, IROD URINT A —X %
ffELET,

pool ANV =V T =%
project A D A
filesystem T7ANVAT L

proj-01 EWHZEDO 7 u Yz v —ERKRT S 7T DK

GET /api/storage/vi1l/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

get BIKINT % &, HTTP AT — X A 200 (OK) 2 JSSON FEAD 7 7 A V¥ A5 LT 1
NT4—CHITRINET,

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/mnt1",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",
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"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

H

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "pil/local/default/mnt1",

"recordsize": 131072.0,

"usage": {

"available": 880395477504.0,
"loading": false,

"quota": 0.0,

"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,

"total": 50176.0,

"data": 31744.0

H

"secondarycache": "all",

"collection": "local",

"exported": true,

"vscan": false,

"reservation": 0.0,

"shadow": "none",

"atime": true,

"pool": "pi",

"quota_snap": true,

"name": "mnt1i",

"checksum": "fletcher4",

"project": "default",

"sharesftp": "",

"nbmand": false,

"reservation_snap": true,

"sharedav": "",

"rstchown": true,

"root_acl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

"smbshareacl": {
"owner@:cC:fd:deny",
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"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

TZ71IWNY AT LDIERK

T7ANVVATLADERIT Y REFETTHE, EESNZA NV =V T =)L E-IT
TV MIEEBEINEATD T 7 ANV AT ABMERINET, T74L DT
ONRTF 4 =282 L WT 74NV AT LAIRINET,

D URINF A —REMHL £,

pool AN =Y T—N%
project Tavzs b4
filesystem T7ANVAT LY

DI ITARMNTA—-X:

B BRI -HLWT ANV AT LERERT B2, 77 ANV AT LLERET 50
ERHDET,

B I ANVVATLATONRT A —— T ANV ATLATAN T —F 2k Ta Yz
M TaNRTF 4 — Il —ERRINLZEZED T O T — 2 L THRETE X
ERS

)27 T A hO| (share-01 LW HZHTT, 2—H — adminl BT 7 71 VY A
T LEAERRT B):

POST /api/storage/vil/pools/pl/projects/proj-01/filesystems HTTP/1.1

Host: zfs-storage.example.com:215

Content-Type: application/json
Accept: application/json

"name": "share-01",
"root_user": "admin1"

}

PERRIZ RIS % &, HTTP A5 — & A 201 (Created) %, HL W7 7 AV AT LD
URI Z&L0r—varvAvwX—HIREINET, AXiZik, JISONFERD T 7
ANVVATLTONRT 4 =PRI RTEETNET,

i SR

HTTP/1.1 201 Created

Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/proj-01/filesystems/share-01

{
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"filesystem": {
"name": "share-01",
"pool": "pi",
"collection": "local",
"project": "proj-01",
"root_user": "admini"

T77MIN AT LDEE

T7ANVVATLOEEIAT Y NE, FEOT7 7 ANV AT LADEMEEZZEEL £7,
JEEIZEIT 5 &, HTTP A5 — & A 202 (Accepted) 2SR E N, §RTDT 71 ILY A
TLTaNRT 4 —P-EBRRINET,

WD URINT A —REFHLET,

pool A ML=V T
project A D7 A
filesystem T7A IV AT L%

VDIIZARNRTGA—R: T 7AINVVATLATAONRT 4 ——FBEDT 7 ANVATLS
ORTF 4 —F/zF o v TunRTF s —R2EEHTEET,

VDIZAMDEIN (7 7 ANY AT L% % share-01 2*5 new-name IZAH L, &%
nobody IZZH 3 5):

PUT /api/storage/vi1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "new-name",
"root_user": "nobody",
}
il SR

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {
"name": "new-name",
"pool": "pi",
"collection": "local",
" ; w.om ; "
project": "proj-01",
"root_user": "nobody"
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7 71 T LOHIFR

77 ANV ATLADHIRa~Y Y R2EFT e, eI T VELRF T oV y
FADHE—D 7 7 AV AT LEYIBRLET,

RO URINTA—XAEFHEL X,

pool ANV =V T =%
project A= RE B/ 4
filesystem T7ANVAT LG

AN =Y T = VAHADOEINI NEREFERDOEE E =X —9 5121, pools/pool iZX}7
5GETa~>Y RKEANLZET, 7185 1 — async_destroy_reclaim_space D
MOBIZHEHLUE T, BENETTL, 0 BRERINET,

V7T A~

DELETE /api/storage/vl1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

HIBRIZE 9 % &, HTTP A5 — X A 204 (No Content) 2SR I 1 F 7,
it A5

771N AT LDOED HTHIRE S TERRR

A=Y —F TN —TOE D L THIRIZ, TNFNPOST £7/21FPUT Y V7T A M %
HREHUCHERERIZLEETCEET, 77 ANV ATFALABHY Y —AADGET Y Z T A
MI., 7Yz bOa—H =Y/ F-13 70— T 470 OfFEARET — X OEUS
WA TEET,

LUN #24{E

LUN £7213FRY) 2 —LDBEFITARC, EESINZT—NFELFTaT T MZA
a—HEINET, IRDLUN O Y RE[HHTE £,
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* 48

AYVa—2r20avr R

VoI
8

/XX [apilstoragelv{1|2} D3 (2N

B

GET

/luns

FTARTHDLUN 2 —EXRRLET

GET

/pools/pool/projects/project/luns

LUN 2 —BERRLET

GET

/pools/pool/projects/project/luns?snaps=true

AFwTay b EEL, TRTO
LUN % —%RRLET

GET

/pools/pool/projects/project/luns/lun

LUN Ot G L £ 9

POST

/pools/pool/projects/project/luns

LUN Z{Ef L £

PUT

/pools/pool/projects/project/luns/lun

LUN 24 5HE LU £7

DELETE

/pools/pool/projects/project/luns/lun

LUN 23 L £

IRDFIZ, LUN 70714 —%RLEF, RVa—24lF, Yoyzs bp7an
T4 — WK EZIFA—N—FTA RTBEZEETETT,

%49 R a—LDTHaNT 14—
JanFa— B B
assignednumber B E 721 38UED | o B Tonz LUK, RO => T -7V — TR
YA b INnNdGE, M3EHEOY A T,

DA =S T =R TN —F IRz I N
4. assignednumber & initiatorgroups I[d UNEF TR
S5NET, 72& x1E. assignednumber V) A b DERAIDIEH
I%. initiatorgroups U A b ORMIDIEHIZEEL x5,

fixednumber boolean HEDETLUBS%2EETS 757

initiatorgroups | XF5IDY A b A=V T—=RITN—"T,
LUN EED A =V T =X TV — TR I N5
£, assignednumber & initiatorgroups IZ[A UJE/F TN
LNET, 72& 21, assignednumber V) A b DERAIDIEH
%, initiatorgroups YV A N ORMDEEIZEEL 7,

lunguid string STMF @ GUID

lunumber BUEE 721304 | LUES, BFE T auto DEB LD,

project string TRV N (EEAL)

source AV R/ THINT 4 =DV —A (local F721% inherited) & —E KR
LET

sparse boolean vy vazm v Il EEWITS 750

status string ML=y PDAT—X A:online £7zi% offline

targetgroup string R—=rry N IN—T

usage F7TV 2 b LUN PRI DR 2 —BERR LU T

volblocksize number AVa—2snp7ay 734X

volsize number AV a—-2b0H4X

writecache boolean BEXAAF Y YV arAENTET S
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LUN i21F

—WOTaNRTF 14—k, Oz b oMK THEILETEET, VAL TV
J M, TheoTanxFs—DFNThE —~ERRL, Ta8F 1 =M LUN IZ

o TU—HANEBEHEDTHEN, TN 7adcl bhoiRINZHDTH SN
EEELET, T7ALMTIE. 2hoo7anss—i3Z7udc 7 b oiflkIh
F9, REIND L, LUNIZES>TH—ANMIZRDET, V—AX TV o MILHE
TEFEHA, V—AEMAINZEDIZRERTIZIE, TO8F 1 —2REMRL 9,

[EfE % R EMIRT % JISON V 7 T A b Dl

{"unset": ["compression"]}

LUN Z—E&RRLZXY

LUND—ERRIT YV RE2EFT B, EESNEZT—NVFEHF a7 NATH
FHABEZ LUN DY A MR I NFE T,

352 - depth B &E /3T A — & B & U match_property-name=value Rl & /35 X — X |3H
FA—=FEINTVWERA,

DO URINT A —REFHLET,

pool ANV =V T =%
project Tavzs b4
filesystem T7A NV AT L%

TBaY 2 b proj-01 N LUN 2 —EHRKRT 5D 7T D

GET /api/storage/vi1/pools/pl/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com:215

Accept: application/json

get DYEKINT % &, HTTP AT — & & 200 (OK) %' JSON JE XD LUN a5 4 —2 &
BITRINET,

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"luns": [{
"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
"name": "vol-01"
A
"id": "690ae407-7c4d-b5d2-0000-000000000000",
"name": "vol-01",
1
}
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LUN 121F

LUN OES

LUN OHEa~Y Y REFEFTT I, BEINZT—L1ELZE 7oy VHOHBE—D
LUN DO 7anNTF 1 —BNEEINET,

RO URINT A —XEMFHALET,

pool ARV =V T =%
project Juavz s b
lun LUN D41l

)27 T A MO ( Tvol-01] &\ &HTD LUN 2HE9 3):

GET /api/storage/vi1/pools/pl/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

get BSEINT B L, HTTP A5 — & & 200 (OK) #* JSON Z:\D LUN 7 a5 1 —& &
HITRINET,

il SR A:

HTTP/1.1 200 OK
Content-Type: application/json

{
"lun": {
"logbias": "latency",
"creation": "20130423T21:31:17",
"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],
"id": "e3045406-319b-cf7a-0000-000000000000",
"writecache": false,
"compression": "off",
"copies": 1,
"stmfguid": "600144FOD8EOAE4100005176FDA6GOGOL",
"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",

"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"
}
"canonical_name": "pil/local/default/diski1",
"snaplabel": "",
"usage": {

"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
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"data": 1073758208.0

}
"secondarycache": "all",
"collection": "local",

"exported": true,
"volsize": 1073741824.0,

"pool": "pi",
"volblocksize": 8192,
"checksum": "fletcher4",

"project": "default",
"sparse": false

#7L L) LUN O{ER

ZDAX Y REEFTTEE, ITUWLUNMERESNET, HTULWLUNIZH L TH A

AFEFF IO -V T —AREBETLIHLERDD £T,
DO URINT A —REFHLET,

pool A ML=V T =%
project Tavs b4

VITAPDIRT A=K
m ZRI-HUWLUN Z/EKT 51213, LUNZZIRETAHELRHD T,

8 RV a—A7aX5F 4 —-LUN a5 —FE7avcs b 7a5 10—z

—ERRINZAEEDO TN T —2PEE UTCHRETEE T,
)72~ DHfl:

POST /api/storage/v1/pools/pl/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunumber : 'auto', // Volume LU number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}
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LUN 121F

PERRIZ R I3 % &, HTTP A5 — & A 201 (Created) 53, # L\ LUN @ URL # &L 10
T=YavayX—rBIGRINET, AT, JSONEAD LUN 7a87 1 —
NIRTEENET,

il LA

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01/luns/vol-001

"lun": {
"name": "vol-001",

LUN OZE&E

LUNDOZEHEIZ Y N, BFO LUNDEW%Z2EHL £9,
RO URINT A —REFALET,

pool ANV —=V T =%
project A DA A
lun LUN D £ Hi

VITZARNNTA=R:R) 2a—=L70F 14 ——FEDLUN JuxF1—F7/=137
Oy N 7anNsTs —2EETEET,
LUN & % vol-01 75 new-name IZ2HET B Y 7T A D

POST /api/storage/v1/pools/pl/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
}

JIEENZHRINT B &, HTTP AT — & A 202 (Accepted) 25K X 41, §RXTOD LUN 7E/¥
T A =P —EERRINET,

i A5

HTTP/1.1 201 Created

Content-Type: application/json
Location: /api/storage/vil/pools/pl/projects/proj-01/luns/new-name

"name": "new-name",

"lun": {

184 Oracle ZFS Storage Appliance RESTful APl 777 . Release 0S8.8.x « 2021 £ 8 A



ATy Foay LU orO—20RE

"name": "new-name",
"pool": "pi"

: ’
"collection": "local",

"project": "proj-01",

LUN DHIB&

LUN QHIfka~ >y N2 FEITT I, BEIN T VFELZE 7oy VADHE—D
LUN D HIBRE 9,

RO URINT A —XEMFHALET,

pool A ML=V TN
project AR B/ A
Iun LUN D

AN =Y T VADOREINEINEREFHEBEOEEZ T =X —9 5121, pools/pool (ZX}7
5GET a~x Y REAHNLET, B85 1+ — async_destroy_reclaim_space D%H
WOBIZEHUE T, BEVNETTHL, 0 BRRINET,

Do T A DOH:
DELETE /pools/pl/projects/proj-01/luns/lun-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

get DI % &, HTTP A7 — & A 204 (No Content) 7R N E J,
i L5

HTTP/1.1 204 No-Content

AFyToay bl rO—20E

AFw Ty ay bOBERIIAT, BEINAT—VERF oYz MzAa—-7

BEINET, AFvTvay MEER 77 MV Y AT LAEITLUN LALIZE

AA—THRETEET,

n TRTOTBEY I hR—ZADAF Y T a3y MEED URI IE /api/storage/
v{1]2}/pools/pool/projects/project THHE D £,

8 TRTCDITANVATLAR=ADAF Y T ay MEED URL X /api/
storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem TIAE » F

o
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m TRTOLUNR—ADAF Y I ay MEED URI 1L /api/storage/v{1|2}/
pools/pool/projects/project/luns/lun TIHE D £7°,

AFwTvav bhEIITRIINYIT TS, FREAFYTVay bAw o
Ty TEHFLWY 2T LTT IoA4 7V AIZETLT 3121E, 113 R—Y D [RESTful

API 75D RY—VY 2] 22HBLTLEE W,

£ 50 AFvTraybBitruo—roav R

U IRk | /XZ lapilstoragelv{1]2} D3 IEM B

GET /snapshots FTRTOE—HNVAFy T¥ay b
E—HERLET

GET /pools/pool/projects?snaps=true AFwTay hEEL, TRTO
Tuvzs b E—EBRRLUET

GET /pools/pool/projects/project/filesystems?snaps=true AFyTay bEEL, TRTO
TrTANY AT LE—ERALET

GET /pools/pool/projects/project/luns?snaps=true AFyTay bEEL, TRTO
LUN 2 —5& R L& T

GET /pools/pool/projects/project/snapshots TaY I NOTRTDORAF YT
vay bR -EERLET

GET /pools/pool/projects/project/filesystems/filesystem/snapshots T7ANVYATLDTRTDAF Y
Tvay b E—EBRRUET

GET /pools/pool/projects/project/luns/lun/snapshots LUNDITRTDAFy F¥avy b
E-RFRUET

GET /pools/pool/projects/project/snapshots/snapshot Juvzrs v AFyFvay hoiE
Mz L ET

GET /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot T7ANYATLAFTY T ay b
DFFME IS L £

GET /pools/pool/projects/project/luns/Iun/snapshots/snapshot LUN A F v 7> ay b O %HL
(G132

POST /pools/pool/projects/project/snapshots Tuvzs v AFyTay NEME
RUET

POST /pools/pool/projects/project/filesystems/filesystem/snapshots TT7ANYATLAFY T ay b
EERUET

POST /pools/pool/projects/project/luns/Iun/snapshots LUN ZAF vy 7vav b&EKRLE
T

PUT /pools/pool/projects/project/snapshots/snapshot Tavz I NAFyTvay hEE
BUET

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot T7ANVYATLAFTY Tay b
EEHEULET

PUT /pools/pool/projects/project/luns/Iun/snapshots/snapshot LUN R}y Fvay haAHELUE
El

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/clone T7ANYATLAFTY T ay b
v —ERUET

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone LUNAFy Fvay ha2ra—r

PERL &£¢
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UJIR

/X lapilstoragelv{1|2} D% 3 IZEMN

5

PUT

/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback

T—REREINEZTTANVAT
LAFY T ay Mza—LnNy
LEY

PUT

/pools/pool/projects/project/lun/Iun/snapshots/snapshot/rollback

F—REREINZLUN AFy 7
Yayv hzua—UNyZUET

DELETE

/pools/pool/projects/project/snapshots/snapshot

Tavz 7 NAFy T ay bR
#E#LET

DELETE

/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot

T7ANVVATLAFY T ay b
EELET

DELETE

/pools/pool/projects/project/luns/lun/snapshots/snapshot

LUN A F vy Fvay b EBELE
+

GET

/pools/pool/projects/project/snapshots/snapshot/dependents

Tuvz s b AFy T ay bk
e —ERRUET

GET

/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents

T7ANYATLAF Yy Tvay b
D7 R —BiFRUET

GET

/pools/pool/projects/project/lun/lun/snapshots/snapshot/dependents

LUN 2} v 7Y ay hDHkfzFz —
BERRUET

POST

/pools/pool/projects/project/automatic

FLowyayz s hEHEBAF Y T
YavhA TV MEERLUET

POST

/pools/pool/projects/project/automatic?convert=true

Fowsayz s hEHEAF Y S

vav hAT7Vzr bEERLE

T LOWAT Y a— LIz ElE LA
WHEIER XN BEDOAF Y T

vav M, FEAFY T av b
IEBmINET,

convert 78T 1+ — & RIT B
. HEERINZHEOR Ty T
Tavy MIEINET,

GET

/pools/pool/projects/project/automatic/automatic

BEINEZTBY 27 NOHEIX
Fw Fvay hFans o —2HE
LET

GET

/pools/pool/projects/project/automatic

TRTCOTaY s NHEBAF Y T
Yay b ATV b E—BEERRL
E3c

PUT

/pools/pool/projects/project/automatic/automatic

BEIhE7avcs hoH#EIA
FyTvav ATV P EEE
LET

PUT

/pools/pool/projects/project/automatic/automatic?convert=true

BEINE7uY s FEBIRAF Y
Tyay NATVa— VATV
NEEFELES, FrLLWAT TV a—
WIZHEE U \WEBER S W - BE
DAFy TFay ML, FEAFY
Tay MIEBRINET,

convert 7 /8T 4 — &2 RIT B
&, HEERSIWZMFOAF Y T
Yavy MIEINET,
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UJIR

/X lapilstoragelv{1|2} D% 3 2B

5

DELETE

/pools/pool/projects/project/automatic/automatic

fRESINZHA 7Y =7 N EE
LEY

DELETE

/pools/pool/projects/project/automatic/automatic?convert=true

BEIN-HEAFY FYav bR
A=A TV P EEELE
T, HLWAT Y a—)LIZ#EE LR
WHEIER X W FEDAF Y 7
vay M, FEAFYTVay b
IZEBINET,

convert 78T 1+ — & RINT B
. HEERINZHEOR Ty T
Yay MIEINET,

POST

/pools/pool/projects/project/filesystems/filesystem/automatic

FHUWT 7 ANV AT LEHBAF Y
Tay ATV P EEKRL X
j—

POST

/pools/pool/projects/project/filesystems/filesystem/automatic?convert=true

FLWI 7 AV AT LEHBAF Y
Tvay b ATV bEREKRLUE
T BILOWAT T a— LIz lBE LA
WHE BRI EDOAF Y T
vav I, FEBAFY T av b
IZEBINET,

convert 785 4 — 2 RIT B
. BEERSNEZBRED AT Y T
Tavy MIEINET,

GET

/pools/pool/projects/project/filesystems/filesystem/automatic/automatic

EEINZT 7 ANV AT LADHE)
2AFyTvay N TaNT =%
RrLEd

GET

/pools/pool/projects/project/filesystems/filesystem/automatic

FTRTDOIT ANV ATLAOHEA
FyTvav ATV b —E
FRUET

PUT

/pools/pool/projects/project/filesystems/filesystem/automatic/automatic

BEINET 7 AV AT LAOBAE)
AFwTvavhA TV Mg
HLUET

PUT

/pools/pool/projects/project/filesystems/filesystem/automatic/automatic?
convert=true

BEINEZT 7 AV AT LHH

AFwTay VATV a—)VAT
VI EEELET, HFLWVAT
Va—)UTHE LRV HAB RS
FEEDOAF Yy Tay M, TH
AFyTay MEBEINnNET,

convert 7 I8 F 1+ — & RINT B
& HEERSINWZBFEOAF Yy T
Tavy MIEINET,

DELETE

/pools/pool/projects/project/filesystems/filesystem/automatic/automatic

B ENEHBAF Y TV 5 bR
VA= VATVl M ERELE
¥

DELETE

/pools/pool/projects/project/filesystems/filesystem/automatic/automatic?
convert=true

BREINEZT 7 AV AT LEH

AFwTray VAT Va—)VirT
V7 bEWELET, HILVAT
Va—)UTHE LRV ABI A S
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JZITZA L | /XX lapilstoragelv{1]2} D3 &M Bk

FEEOAF Y T ay M. TH)
AFyTvay MIEBINET,

convert 7O/ F 1+ — % RIT B
. HEERINEZEFEOR Ty T
Yavy MIEINET,

POST /pools/pool/projects/project/luns/lun/automatic HFLUOVWLUNOHEIAF Y FYay
b EERL £9
POST /pools/pool/projects/project/luns/lun/automatic?convert=true HUWLUN HEJA Sy T ay b

ATV a—VEEKRLUET, HLv
AT Y a—)VIZ#EE U\ »EBIER
INZFFEDAF Yy T ay M,
FEAF Y TV ay MIEBINE
ER

convert 785 4 — 2 RIT B
. BEERSNEZBED AT Y 7
Yavy MIEINET,

GET /pools/pool/projects/project/luns/lun/automatic/automatic BEIN/ LUN OHEBIRAF Y 7
Yay hTunNT4—ERAELET

GET /pools/pool/projects/project/luns/Iun/automatic FTARTOHOLUN DH#AF Y 7
Vay bATVz s M E-ERRL
ESc

PUT /pools/pool/projects/project/luns/lun/automatic/automatic BEINZLUNOHEAF Y 7
Yay ATV N EEELET

PUT /pools/pool/projects/project/luns/lun/automatic/automatic?convert=true fREI N/ LUN HEIA > v 7

Yav  NATYVa— LA TV b
EEFELET, iLLWATFYa—)
IZHEE U WEBER S WO
AFyTay ME, FERAFY TS
Yay MIEBINET,

convert 7O NT 4 — & RGBS

. HEERINZMEOAF Y T
Tav MIEINET,

DELETE | /pools/pool/projects/project/luns/lun/automatic/automatic REIN/ZLUNBHEA 7Y o b
EWELET
DELETE /pools/pool/projects/project/luns/lun/automatic/automatic?convert=true fBESI N/ LUN HEIZA > v 7

Yayv  NATYVa— LA TV b
EWELET, ILLWATYa—)b
WA U BB S 72 BEF O
AFyTay ME, FE#RAFY T
Vay MIABINET,

convert 78T 1+ — % RIT B
. HEERINEZHEFEOR Ty T
Tavy MIEINET,
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AFyFoay bPO—ERT

T4 T VA LOfAAEERAFy T ay bE-ERRLET, VT A M URI
WU T, VANMZWE ey b, 774V AT A, ¥/ LUNDODAF Y S
vayv bR EENET,

®51 AFyTyay bO—ERRITY FOEAX
avv kR JXX lapilstoragelv{1|2}/poolsipoollprojectsiproject DT 3 |ZBHN

Juy s MAFw T ay | /snapshots
b D—FEFR

TT7ANVYATLATY T /filesystems/share/snapshots
Yavy bO—ERR

LUN 27>y 7> a v h®—% | /lun/share/snapshots
FR

D74 SN/ ]

GET /api/storage/vi1/pools/pl/projects/default/snapshots
Accept: application/json

il SR

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-do58-4502-8844-6feeffdf4chs",
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created_at": "2012-03-19T01:52:47Z"
1
}

AFvFay FOREF

B—DAFv T ay MIBETETARTOEREFRRALET, K75 &, HTTP X
F— & A 200 (OK) DRI N E T,

) 7T A~ OH:
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GET /api/storage/vi/pools/pl/projects/default/snapshots/snap-001
Accept: application/json

i SRLAH:

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdf4cbs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
}
}

AFvFoay FOER

AFyTay OERIT Y REEFTEE, Tuycl b, 774NV VAT A,

FAIFLUNDAF Yy Foay bAMERSI N E T,

n Tuvz I NAFy T ay NOERK-

POST /pools/pool/projects/project/snapshots
n T ANVVATLAFY T3y b OFER -

POST /pools/pool/projects/project/filesystems/share/snapshots
m RKVa—LZAFvyTvay hOEHK-

POST /pools/pool/projects/project/1luns/lun/snapshots

DR/ S NY/ ]

POST /api/storage/vil/pools/pl/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}

i LB

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/pl/projects/default/
snapshot/initial-backup

{
"snapshot": {

"name": "initial-backup",
"numclones": 0O,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default@initial-backup",
"usage": {

"unique": 0.0,

"loading": false,
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"data": 145408.0
iy

"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "pi"

AFyvTFay FOARMEE

MGEDOAF Yy Toay hOARTZEELUET,

m VZJITABMURI-AF Yy Tavbh, BIEOAFY T3y b4

m UJIAMEX-FHLWAFY TV ay MEEGOHRIINT A —X %D JSON +
AR/

)T A DOH:

PUT /api/storage/vi1/pools/pl/projects/default/snapshots/initial-snapshot

Content-Type: application/json

Accept: application/json

{"name": "old-snapshot"}

i SR A5

HTTP/1.1 202 Accepted

Content-Type: application/json
Location: /pools/pl/projects/default/snapshot/initial-backup

AFvFoay booyO—1ERK
BMEORAFYy Toay bhoHLWI 7 A VY AT LE-IE LUN 26K L £9°,
WD URINT A —XAEMHL £,

pool V= AT =)

project V—=A7uvzl b

filesystem TT7ANVVATLAAT Y TYay hDY =AY T4
lun LUN A}y 7Foay hOY—AT 274

snapshot V—AAFw TTay b

T7ANVVATLADI A — ERK

PUT /pools/pool/projects/project/filesystems/share/snapshots/snapshot/clone

R a—LDr7a—ER:
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PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone

V7 TARNDOAXIZIE, IROTANTF 4 —2FDISON ATV 27 b REENET,

* 52 2AFyTyay bOrZa—UEROTANT 4 —
ZaNF1— Eid] B
pool string s ra—v T —I4
project string sidsrm—rryavs v
lun string LUN A} v 7 a v hDsEsk
LUN #
D74 SN/}

PUT /api/storage/vi1/pools/pl/projects/default/filesystems/fs01/
snapshots/snap01/clone

{"project":"rest", "share":"snap0lclone0l", "compression": "gzip-9"}

it R4

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl/pools/pl/projects/rest/filesystem/snap0@liclonedl
Content-Type: application/json; charset=utf-8

"filesystem": {
"origin": {
"project": "default",
"share": "fso1",
"snapshot": "snapo1",
"pOOl": np1||,
"collection": "local"

}I
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap®lclone0l",

"mountpoint": "/export/snap@lclone®l",
"compression": '"gzip-9",
"source": {

"compression": "local",

}I

"canonical_name": "zfs-storage-1/local/rest/snap®lclone@1"

AFyvTFToaybkoO—=ILINvD

AFyTTay hOU—NY ITE, V—ADT 7 ANV AT LETIZLUN B,
AFy Tvay bIMERINZE EORBIZRINE T, I0EFICHYT 5L, HTTP
AT — R A 202 (Accepted) 2 JSON FERD A F v T ay v FaxF 1 —2 & HITK
INET,
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ATy Foay LU rO—20RE

WD URINT A—REFALET,

pool V= AT =)

project V—=A7uvzr &

filesystem TT7ANYATLAFTY Tay hDY—=AT 7 A IVY AT L%
lun LUN 2}y 7> ay DY —ZLUN%

snapshot V—AAFwTay b

T7ANVVATLAAT Yy T ay hOR— LY 7

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback
LUN 2+ v 7¥ay houa—)L\y 7.

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/rollback

PR SN/}

PUT /api/storage/vi1/pools/pl/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

il SR A:

HTTP/1.1 202 Accepted
Location: /pools/pl/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{
"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default/
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
}I
"type": "snapshot",
"id": "5c9bda07-21c1-2238-0000-000000000000",
"pool": "pi"

Ay T ay FOHIBR

AFy 7 ay NODELETE AR Y REFEITTHE, YATFLhro7avzo b,
T7ANVVATF A, FHIZLUNDAFY ¥ ay sHYIBREINET,
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ATy Foay LU orO—20RE

WD URINT A—REFALET,

pool V= AT =

project V—A7uvzr g
filesystem V—=AT 7 ANV AT L%
lun LUN D44

snapshot V—=AAFw T ay b

Juavz s b AFy T ay hOHlkR:

DELETE /api/storage/v1/pools/pool/projects/project/snapshots/snapshot
T7ANY AT LAF Y T3y hOHIBR:

DELETE /api/storage/v1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot

7 7 A V¥ AT I LUN OHIFR:

DELETE /api/storage/v1/pools/pool/projects/projectsnapshot

AFw T3y FMZNDMP B —)V RA3H 5546 1%. ?2confirm=true % DELETE I ¥V
RIZEBMLUTLZEW, 72720, Z4id NDMP O#E/EIC B E L T3 i /ML H 0
9, FFMIZDWTIX, [Oracle ZFS Storage Appliance & 771 N, Release 0S8.8.xJ
@ [NDMP #f] Z2SHL TS 7ZI W,

D/ S NY/

DELETE /pools/pl/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true
2confirm=true B N WIGE DFERDHI:

AFy T3y MZNDMP B —)V RDBFAET 5 & ZIZ 2confirm=true 2LEIS N7
WiGE, A RNIEERKRL, ROENBPERINET (HAPT S DI NHHIZ
WITENTWED),

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation

needed for scripted command (scripted commands must be prefixed with \"confirm\"

to automatically confirm or \"deny\" to automatically deny) (encountered while

attempting to run command \"confirm destroy snap\"))", "code": 409, "name":
"ERR_CONFIRM_REQUIRED"}}

AFvFoay MEEO—ERT

T7ANVVATLELZIIRY a—LDKGFEE2 —EFRRLET, IROURINNTA—X%
LU £,
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Z2F—%

pool VATFTLDANL =Y T =)L
project AR B/ A

filesystem T7A IV AT L%

Iun LUN O£

snapshot AFyTvav g

T 7 ANV AT AOKGED —E R

GET /api/storage/vi1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents

R 2 — LMMKAFD — i Fom:

GET /api/storage/v1/pools/pool/projects/project/lun/lun/snapshots/snapshot/dependents

V7 T A DO

GET /api/storage/vil/pools/pl/projects/default/filesystems/fs0@1/snapshots/snap@l1/dependents
Accept: application/json

il SR A:

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

{
"dependents": [
{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap®@liclone®1"
"share": "snap®lclone®1"
}I
{
"project": "rest",
"href": "/api/storage/vi/pools/pl/projects/rest/filesystems/snap®@lclone02"
"share": "snap®lclone02"
}I
{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap®@lclone03"
"share": "snap®lclone03"
}
]
}

AF¥—V

HARLDAF—TOaNT o —REHL 9,
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ZF—T

53 AF¥—vavx K

UOIR b+ /XX lapilstoragelv{1|2} D% 32BN HEA

GET /schema FTRTONAS AF— FaxXF+—A4T V=
7 he—HERLET

GET /schema/property HHESINZNAS AF—Ta 571 —D70
NT4—Z2WELET

POST /schema HUWNAS AF =3 T a5 1 —&MERL £
El

PUT /schema/property BEINEZNAS AF—~<TaRF1—F7
YVl MEEBELET

DELETE /schema/property FREINZNAS AFx—<Tun T —%7
Vs bEHIBRLET

HAR LT AT ¢ — LI BEHERE custom: 28T 5&, Juvzs b, 7741
AF L, BEOLUNIZEHNARLDAF—TONNT 4 —%2H/ETCEET,

722 ZI1E, RO PUT A, priority EWS W AR LD int 7aNTFT 4 —2ZEHL

EQ

{"custom:priority": 5}

%54 AF—TNTRA—X&

INSA—4 ]

property TURNT 4 — DHHET (EEAT)

description TONRT 4 =D (T IV VR T z—ADY;
)

type #1( IString) . TInteger] . [Positivelnteger] .

[Boolean| . [EmailAddress] . [Host] )

Z7ONT1—D—ERT
AFx—x7uanNF 1+ —%—-EFRKRLET,

V7T A DO

GET /api/storage/vi1/schema

it SRAp:
{

"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"
Ao
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Z2F—%

"description": "boo",
"href": "/api/storage/v1/schema/boo",
"property": "boo",
"type": "String"
H

J0O/NT 1 —DHF
AFx—<TaRT s —EAELET,

D74 SN/

GET /api/storage/vi/schema/priority

il SR A:

"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"

Z0O/NT 1 —D{ERK

FLWAF—<Tunssr s —Z2EKRKLET,
) 7T A b DO

POST /api/storage/v1l/schema HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}

il SR

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vil/schema/priority

{
"property": {
"href": "/api/storage/v1l/schema",
"type": "Integer",
"description": "Oh my"
}
}
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LIV r—o3y

C — —_— (D 2R
JAONT 1 —DEE
AFxF—7unNT 4 —EEHELUET,
Do T A DOH:

PUT /api/storage/vil/schema/priority
{"description":"My custom priority level"}
il SR

HTTP/1.1 202 Accepted

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

ZONT 1 —DHIFR
AF—<TuaNT 1 —%2HIKRL XTI,
) 7 T A b DK

DELETE /api/storage/vl/schema/me HTTP/1.1

i LA

HTTP/1.1 204 No Content

L7Ug5—o3y

VE—FL TV r—vavid, 77947 VA7 ey 7oL 7Y
r—YavERBIZULET,

3¥52- L 7Y 7 — a3 »IX Oracle ZFS Storage Appliance D EDETINTT A & ¥ Aff
HXhi#RET., L 7Y — 3V RESTful AP IZZ DRRERZEIL £ 9, ¥ —E 2
|% URL https://hostname:215/api/storage/v{1|2}/replication » HFHATE F
T, S4B VADFMIZ, (A5 27VEDY 7 Y27 541 A3HE ( [SLAJ )
BION—RNY 27 VAT LEMBIARDY 7 NI T4 TV a OS] 8L
V77 xz7 )V —=ADIT7 42 AEHRA—F = ZaTIVESRLTIEI W,
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LFVr—>3ay

L7 r—3 3> RESTful APL IZIRDV Y — A ZEH L £9°,

s VLV —vavh—VRA_ LV —Sa v RAEEHT LY - A,

s V=Y avE—=Sys-HOT7TTIAT VAT (V=R 5L T r—
MNENBET—REZIFW>THRETET T4 T7 VAT, ZOMERK. o7
FTATVANDL TV =2 a VEARRIZT S, 77947 VA LEOWHEA 7Y o
JhEETIEEHVET,

s VA —Yarvyrvay-suavzrrvikE3 Va7 A=Y NTTIAT
VA, BEXORY V=K T ay (FEHROXEHE, V1Y ETDOT— XDk
DEER ) ZRET S, VAT TI3AT VA LOEEA 7Y 22 b,

s LAV —YarvnRy =Y _x—2y MITTY 7Y a VIZHYT 20, HE
DY —ADEEDT 7> arvD—EeLTL TV r— b ENET—XE2EHT 5,
R=T 9 NTTIATVALOEEA TV 27 b, V=AT T34 T VA EDET
svavizid, R—T Y N7 T34 T VA LEDEMIZ 1 DDy r — I HBEHEAF
SNET, WHEBTT, E556004 TV 7 bWk bhGgEIE. 7o a v
ERYT=VDRT (BIORERL TV r— a VER) 2 IERT 5 05E
BhHOET,

COAPITIR, LV —YavryoyvavBltL ) r—ya vy iy —IJITH
THL TN r—=a vEBEPREEEINE T, Y-V AAPLIX, LT T =Y a v —
LRV TV r—varvdY—ABLU0X—7 v hOBEHIZHEHL X9,

%55 e I - S

DIIR b XX lapilservicelv{1|2}/services D% 3 (23BN Bz

GET /replication V) Ir—ya v - ADIRE
TaNRT 4 —EHFLET

PUT /replication/enable LIV Ir—ya v - RAEER
IZUEd

PUT /replication/disable LTV r—va v —E AR
IZLET

L7 gy—oa>—EX07ONT1 —D—&EXRT
L) 5=y a v — Y A0REZEEL X7,

D74 S NV
GET /api/service/v2/services/replication HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

it SRAG:

HTTP/1.1 2060 OK
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LFVr—oa>ya2—ry bk

{
"service": {
"href": "/api/service/v2/services/replication",
"<status>": "online",
"enable_start_finish_alerts": true
}
}

L7VTr—>a>y—EXR070ONT14 —DEE

LIV —ya v —EADREBIZZDMOY — R LFARRIZERTE £9, Al
X, Y —E A RESTful API Z2Z& ML T &\,

L7V —=bhLTW0WB7aVzZ bOBE LTV r—a VAV a— )V OEIC
FoTiE, BHEHOBEB IR T T I OBUZ L > TEHLDEERT 7 — bW
DPDIZLK KR EEADH D £, EPEHOMGES XK T T 7 — b2 RNIcd
51Z1%. enable_start_finish_alerts 7 HE/¥57 14 —% false IZ&XEL £7,

PUT /api/service/v2/services/replication

Host: zfs-storage.example.com:215
Content-Type: application/json

{ "enable_start_finish_alerts":false }

L7V gy—oa> 2=y

MOFRIZ, HHAMRERLV TV =2 a v X—ry bOav Yy RERLET,

56 V) r—vavx—=ryhavwy

VOUITR L+ /X lapilstoragelv{1|2} D% 3 IZEMN Bl

POST /replication/targets LWL TV r—varvi—=ry
FEERL ET

GET /replication/targets/target BEasnzL ) r—rvarvi—
Ty b TaRT -G UET

GET /replication/targets FTRTOL TV —=varvi—
Ty "ATVzo b —EERRL
SN

PUT /replication/targets/target BEInhZL ) r—yarvi—
T NATVz 7 v2EELET

DELETE /replication/targets/target fBEINR—=T Yy ATV
FEWEL T

WMOKIZ, VLIV r—vavi—ryro7as1s—2RrLULET,
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LFVr—2arve—=ryk

202

JaNF1— L]

label KRTBR=T v M,

hostname R=Tw NTTI73A4T VADZRIERM AL V8 E 721X 1Pvd T R LA,

host_match RA MO Z FITE IS SALET, 24 R—=VD [&—
7y NEFHEOMGE] 2SI LTI,

auto_accept_cert X—7"y N OFFHEZ HEINICZ P ANE T, 204 =YD [X—
7y NAEHE OMGE] 2SR U TL 7230,

LTVr—=2a3>2—=5y hO—ERT
VAT L QWAL T) r—> 3 Y 24—y FET AT ERRELET,

D74 A NY/ B

GET /api/storage/v2/replication/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

it R4

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
"address": "ipaddr-1",
"label": "zfs-storage-1",
"hostname": "ipaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0,
"target": "target-000",
"href": "/api/storage/v2/replication/targets/zfs-storage-1"
Ao
"address": "ipaddr-3",
"label": "zfs-storage-2",
"hostname": "ipaddr-4",
"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
"actions": 0,
"target": "target-001",
"href": "/api/storage/v2/replication/targets/zfs-storage-2"
H
}

BESNLTV =327y FO—ERT

Zoavw v RiE, B—DL N r—>arvx—ry  O#EMERRLUET, X—F v

FMEZDRAPMKIZE S TT 7 RAINZT,
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LFVr—oa>ya2—ry bk

DR/ M NY/ ]

GET /api/storage/v2/replication/targets/zfs-storage-1 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

it SR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target": {
"href": "/api/storage/v2/replication/targets/zfs-storage-1",
"address": "ipaddr-1",
"label": "zfs-storage-1",
"hostname": "ipaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": ©
}
}

LIV Tr—2a3>2—=5y bDIERK

targets AV Y N, VE—F LT Tr—va vHIZHELWL ) r—ya v & —

Ty M EMERLUET

LI —a v b7 0WREDERY N =04 VR T —A%@EMTEH LD
2T AMBERD BIEEIE. 111 =YD DL— OB I2RT LS, FOA1 VR

T —A%BETEX—7 v NO#HHINL— b EHELET,
V7T A Ol

hostname $ & OF auto_accept_cert 7@ 8F ¢ —DFEMIE, 204 R—Y D [X—

7y NEFBHEOMEE] 22U T EE W,

POST /api/replication/v2/targets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{
"label":"zfs-storage-3",
"hostname":"zfs-storage-3.example.com",
"root_password" : "root-password",
"auto_accept_cert":true

}

il LA

HTTP/1.1 201 Created
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LFVr—2arve—=ryk

204

Content-Length: 135
Content-Type: application/json
Location: /service/v2/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0
{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"auto_accept_cert": true,
"hostname": "zfs-storage-3.example.com",
"href": "/service/v2/services/replication/targets/target-000",
"label": "zfs-storage-3"

2 =4y NEEFAE DREE

LIV —=varvX=ry NEERT S, iHEORIENETINE T, FFHED
MEEIX, IROATw T TR INE T,

. FHERA NG F v

2. FEFHEEEHF = v o

RANGF £ v 7 7 FHWABEEEF v 2 OV TADLBRRUEEE, 2=y
MIERE N EE A,

KA MGEF YD

hostname 7H/3F 4 —DfEIL, SERBAIR AT VZE-ITIPVAT KL AIZT A2 &
MTEET, HRINLHEIEZ, X—7 Y FOREBEHRN AL V4T,

RANLF vy Zid, 2—7 v bD hostname 7 B/8F7 4 —TIREI N2 AR MEH
SEHETHEEEINZAA N —HTHZ 2R L ET, hostname IZIP 7 RL A F
TAFFEEMI R A 1 U ZBE L., SEHFICSER2EL R A A A/ U2 RWESE, RA b
ZF oy 2L, 2—=7 v MIEREI N E A,

Z—"y NHYASN R—2ZDFHHEZFEH L TWAI5EEL. hostname /857 1 —D
BIZR—=Ty POEEBRiIiNAS V2 E2EBELET,

FRANZF 2y 73T 74NV MTEITEINET, host_match 7 B35 1 —% false
WERET D E, RAMNGF v I7IFEFINTEEA,

¥l T —%m{bd 521, hostname THNRT 4 —DfEi%E X —7 Y N DREEE
fifi KA A VAIZEE L, host_match 7ENNT 4 —W true IZHREINTWB I L 2HE
ABLTL I,

EAEEETF = v 7
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LFVr—oa>ya2—ry bk

SEHAEEIEF = v 7 Tld. IROTHEZEOWTNINY — ADIEFET E BEFHHEY Rk
WZEIME N, E7 TOMEPNENIR->TVWAEZ L 2HERL £,

m R—=T Y NTTIA4T Y ADIHE,
] ﬂ““}]““y ]\77““7’(7‘/X@%E%%’E%ﬁbtmquE)EJO)uEHH
AEHEMEHI TV ARWE A, HTTP A7 — azmmmmmm# TN, =7y

MIERENEEA, ROFITIE, AR TLTHDIIA Yy =IF2BITL T
9,

"fault": {
"code": 409,
"name": "ERR_ILLEGAL_STATE",
"message": "operation failed due to illegal state (Certificate is not trusted
(encountered while attempting to run command \"commit\"))"
}

}

ZDV—AINUTIDR=7y MO TIERT L &, X—7 v bHA bDIEH
EPMEEINTVENE S0 ZbH D £ A, RESTul API IFZFEIHE DR % Kk 5
Ty TN EFIRTER WO, auto_accept_cert 7 H/NT 4 —% true [ZFXE L
T. X—=7 v hOFEHEZ HEIIZZIT AN E T,

R—=ry NOMERE N2, TOAEZIIMEHETERLI B2 nHET, 22
ZIE, V—ADEMENMEGETE BHED Y A M SREHEZREIBRLZD, X —
7y NOBEHENHEAESHMI -V TEIENTEET, X—T v N2EHEL
T. auto_accept_cert 7ONXF 4 —% true IZHEL., ZDHHAERZEHTESE
DELTZITANS LTV —AIZHRLUET,

FEHEGEET v 713, TRTOETBLIOV T r— a VI L TEIFI N
9, AEHENMEEINTWARWGS, V- AREREESG LT,
T4 v =7V v N X®F4THE D commonName, SubjectAltName 7% ¥ DFFHHED 7 0

NTF 4 —%HERLZD, FHERZ Yy 70— R U720, EAZEZHIBRLZD 351
&, 37 R=TYD [FEHEZEOEM | 22BLTLEE W,

LV r—o 3> 2=y FOEE
Zpavwy Rt VLV r—vav ="y bO7unNT s —EEHLUET,
D74y S Y/

PUT /api/replication/v2/targets/target-001 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 78

{ "hostname": "zfs-storage-3.example.com" }
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LAV r—>a>yroray

L7V r—2a>2—=%5y b OHIER

Zoavw v RiE, BFEOL IV r—va v X—rw N EEIBRLUED,

D74 AN/ ]

DELETE /service/v2/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

HIBRIZ k9% &, HTTP A7 — X A 204 (No Content) 7R XN X J,

L7y —=oa>7ooay

V) r—yavyrsvavid, VL) r—yavR—ry MNMZTF—X%&EL 7Y r—
N B7-0DBAEERZLET, ROIATYRNIE, LY r— ya/?&Va/%m
MUZET,

75y h70oaraA>27 x—ADER

7Dyx7biti>17%TﬁﬁfK\VfU#—VaVY?VaV%%@Téi
IT7TIATVAIZEBEY) VA MNERTO I eNTEET,

WORIZIFZ, LIV r—2avyryavazBleazbodikavry Rae —EHKR

LET,
&K 57 HER7Y7vavA v R T7z—2R
1JU TR | /XX lapilstoragelv{1]2} D3 IEM Bz
~
GET /replication/actions TRTOV IV r—vavyrvavsk
TV bE—EBRRLET
GET /replication/actions/ra_id BEINEZLV TV —varyryosvay
TunRT 4 —ERELET
PUT /replication/actions/ra_id EEINEZLV TV r—vavyyosvay
ATV NEEBELET
DELETE | /replication/actions/ra_id BEEhzVv SV r—yavryovay
ATV MEFIRLET
PUT /replication/actions/ra_id/sendupdate BINLZLVIVy—varyyovave
AR L £ 9
PUT /replication/actions/ra_id/cancelupdate BIRULAZL S r—vavyovavk
EIELET
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LIV r—oa>rosay

WROFRIZ, VIV r—av7oyavDArYa— )V aElTs-on0ax Kz
—EWRRLUET,
%58 TOYaVATIa—A DT A
JZ TR | /SR lapilstoragelv{1]2} D3 IEM e
~
GET /replication/actions/ra_id/schedules TRTOLV IV r—vavyyrsyavi
FVa—=NAT V7 bE—EBRRLE
+
GET /replication/actions/ra_id/schedules/ra_schedule BEIhEZL TV r—yavyrsyay
ATV a—nTanT e —EELET
POST /replication/actions/ra_id/schedules LWL TV r—vavyyoyayv Ay
Va—VEEKRLET
PUT /replication/actions/ra_id/schedules/ra_schedule BEeEhEVv SV r—yavyovay
ATV a— VATV NELELET
DELETE | /replication/actions/ra_id/schedules/ra_schedule BeInzrv 7V r—yvavyosyay

ATV a—= VATV FEHIRLUET

WOFIWZE, VIV r—raryoE#AFYy Tvay h2EHTLIZODIAT YR E
—EBRRLET,

FR- a2 L RLDOL T = a vy o avHICERE N TWAEY 2T
LRVOEEIAFY I ay NATZFYa—)Lizii, moavy RaFERALTT 72 A
TEEHA, 7OV L NLDT Y a vizid, HEOY = 7HNOERO QE A
Fw T ay NATVa—)LE2EHEIRTETETHE, TOA VKT 2 —ATIL,
TRTOMAGLE ZHINT 5 BMRNRHENRE SN TV EEA,

%59 VIV =y a v OEBAF Y T ay MERADT 72 A

1)U TR | I\NR lapilstoragelv{1|2} D% 32BN Bz

~

GET /replication/actions/ra_id/autosnaps BIRENZLV )V r—vavyorvay
OHBAF Y T ay MEREIEL £
+

GET /replication/actions/ra_id/autosnaps/autosnaps_id BEINZV TV r—av T ovay
DHBAF Yy Fvay bATVx I b &
BfEUET

PUT /replication/actions/ra_id/autosnaps fBEINnNEZLV ) r—vavyrsvay
DHBAF Yy Fay bTans—%
EHEHUET

PUT /replication/actions/ra_id/autosnaps/autosnaps_id fBEashizv ) r—rvavyrsyay
DHEAFY TV ay b ATV bR
EHELUET

DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id fBEasnzLv ) r—vavyrsvay

DOHEAF Yy Fvay b ATV b %
HIBRL &9
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WDFWZ, VIV Tr—2av7oyar et 77 AT 57-Ho0a~xy N —ER
E_\‘bij—o

% 60 LV Tr—vavryoya iRt T oA
JZ TR | /SR lapilstoragelv{1|2} D3 B e
S
GET /replication/actions/ra_id/stats BIRENWEZLV TV —vavyyovay
DAV ERL TV r—> a VikEt &
BELET

JOx Vb, 770N RXT L. £7-1ELUN OV
TEANTOL =3 >7oay
Heo7/ayzr b, 77A4NVYATAL, FLELUNDIVYTFHFANT, LTV
r—2avy o avEBHIALIISIZ) I AN RIS I LETEET,
MOFRIZIEK, VIV r—yavr7ovavzaElds-o0fRkavry R —EXKR
L9,

m TV MR ZADEMED URLIZIRTHEE D £,

/api/storage/v{1|2}/pools/pool/projects/project
n TT7ANVAT AR ZADEMED URTIFIRTIRE D £7,

/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

s LUN RXR—ZADO#EAED URI IZIRTERE b £,

/api/storage/v{1|2}/pools/pool/projects/project/luns/lun

VI r—vary 7oy arEEET Sz, EEROHKRO YT F A S URLIZIRD
HEAa<wr Rz28EINMLUET,

K61 Javzr b, 77ANVVATA, FREELUNOL Y r—va vy ovay
DERS VR Tz —A

DJIR | ERoFOS I b 770D ZXT L £FIELUN D S8

~ URI (Z3B1H0

GET /replication/actions TRCOLV SV r—vavyovavit
TV bE—EERRLET

GET /replication/actions/ra_id BeEhv IV r—yavyrvay
TaNRT 4 —2IELET

POST /replication/actions LWL TV r—varyy7oyavazff
BUET

PUT /replication/actions/ra_id BEINEZLV TV r—vavyyosvay
ATV VEEELET
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LFUir—>3

\
N
N
w
\

UOIR | EREOFOYT I T7ALSRTA ELIELUND | 3R

~ URI (23810

DELETE | /replication/actions/ra_id BEIhVv SV r—yavryovay
ATV MEEIRLET

PUT /replication/actions/ra_id/sendupdate BINLZLV IV —vavyyovave
B L £9

PUT /replication/actions/ra_id/cancelupdate BIRLAZL SV r—vavyovavk

fFIEUEd

WORIZ, LIV —2a v ArPa—IVa2EBHTs-b0HAKavy Fad —ERKR

LEY,

n SOV PR=ZADEED URLIZIRTIRE D £9,

/api/storage/v{1]|2}/pools/pool/projects/project
T T ANVAT AR ZADEMED URTITIRTIHE D £7,

/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

B LUN R—ZD#EMED URLIFIRTHBE L £,

/api/storage/v{1|2}/pools/pool/projects/project/luns/lun

LI =y a v AV a— )V EEET 5. FEOHKNO I YT F A S URILIZIR
DEAaIT Y REZEMLU ET,

Javzzr b, I7ANVVATA, FREELUNOL Y —vavyy7ovay

A

TRTDOLV IV —varvyrvavA
FVa—NVATVzs b —BERRLZ
._g—

wEInEzL )V r—yvavyrsvay
ArVa—LVTanNT e —E2ELET

LWL TV r—vary 7oy av Ay
Va—VEEKLUET

EIhEZLV IV r—vavryosvay
AV a— VATV b EEELET

BEINEZLV IV r—vavryoyvay
ATV a— VATVl NEHIBRLUET

% 62
DAY a—)b

DJIR | ERoFOS Vb, 770UV RT L £ LUN D

~ URI (23810

GET /replication/actions/ra_id/schedules

GET /replication/actions/ra_id/schedules/ra_schedule

POST /replication/actions/ra_id/schedules

PUT /replication/actions/ra_id/schedules/ra_schedule

DELETE | /replication/actions/ra_id/schedules/ra_schedule
RDFRIT,

VRN E—ERRLUET,
m OVl MR—ZADEED URLHIXIRTIHED £7,

/api/storage/v{1]|2}/pools/pool/projects/project

LAV —a vOEEIAFY TV ay MEREEHT ALDODOR AT
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n T AINVVATLAR—ZADEIED URLIZIRTHBE DL £7,

/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

m LUN RXR—ZADO#EAED URLIZIRTHRE O £,

/api/storage/v{1|2}/pools/pool/projects/project/1luns/lun

LNy —=va vy OEBAF Yy T ay MEREEMT AIZE. EEOEMOa YT
F A DN URLIZIROFEAT Y KEBIL T,

BR- TV 2 LRV DOL TN = a v T oy a vRICER I TWE Y 2T
LRIVOBEBIAF Y Foay NATF Y a—)Lizld, mMOTaY s hRX— Z0O#EME
EFHLCT 7R ATEERA, 7OV 27 MLV DT 27y 3 ViZiE, #BOY =
THNOEROHEAF Y T2 ay hATVa— L2 E0B3INTEETHN,. 201
VAT —ATIK, TRTOMAELEZH#AT 2REN L HEPREE L THER

/\/O
* 63 TRV M T7ANVYAT A, £ZELUN VIV =Y a v OEHBA Sy
TV ay R

VIIZR | EEBo7OPc I b, T7AIUNDRT L £TIFLUND | FREA

k URI (23BN

GET /replication/actions/ra_id/autosnaps Ty bERIIYTOEREN
VIV r—varvyovaryoEa#A
>y T ay MEREZEELET

GET /replication/actions/ra_id/autosnaps/autosnaps_id TRy bNERIEYTOEEIN
LTV r—avy sy a v OHEA
FyvFay MERERGLUES

POST /replication/actions/ra_id/autosnaps FLownwryayz s bEAEFY T LR
DLTVr—vav7ryavyOHEA
FyTFvavy b ATV bRERLUE
-a—

PUT /replication/actions/ra_id/autosnaps Tavzr hEREVzTOREI Nz
VI r—varv7 sy ayOR—=ry
NEBIAF Y T ay MERRY v —%
EHELUET,

PUT /replication/actions/ra_id/autosnaps/autosnaps_id BEIhEZLV IV r—vavryovay
DHBAF Yy TV ay bATV I M %
EHEUET

DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id fBEasnhzv ) r—vavyrsvay
OH#MAF Yy TVay b ATV b %
HikRL £9

MORIZ, VLIV Tr—vav7 o2y aVfighic 7 7w AT 5700 ARa~vy Ne—

BERLET,

m AV MR- ZADEMED URLIZIRTHBE D £,
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/api/storage/v{1|2}/pools/pool/projects/project
n T ANV AT AR—ZADENED URLIZIRTIEE D £7,

/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem
m LUN R—ZAD#EMED URLIZIR T E D £7,

/api/storage/v{1]|2}/pools/pool/projects/project/luns/lun

VA r—vayysvaviiihicy 22331213, FEHOEKO YT A R
URIIZIRDIEARI~ Y REEML T,

*x 64 VAN r—varv 7oy aviEEaAoT oA
VIIR | kEBoFOP I b, TF7AIWNSRT L. £TIFLUND | FiEA
~ URI (Z3B1H0
GET /replication/actions/ra_id/stats BIRXNEZLV TV —vavyovay
OFEAMOEMAL TV r— a VikE %
BELET

LV r—> 32703 >0—8FRT
FTRTCOMEHAEERL TV —ay 72y ayD) AN2EELET,
) 7 T A~ O

GET /api/storage/v2/replication/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json

il SR A:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
"href": m
A
"href": ",
1
}

LV r—>3> 703> 0E

LIV —yav 7oy avAT—RA0RAEa< Y R, ID CHRESNZE—D L
TV —2avy7oyarvDATFT—RA%ZEKUET,
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) 7T A~ OH:

GET /api/storage/v2/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json

it SR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"compression": true,
"continuous": false,
"enabled": true,
"estimated_size": 0.0,
"estimated_time_left": 0.0,
"href": "/api/storage/v2/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fch4aec”,
"include_clone_origin_as_data": false,
"include_snaps": true,
"last_sync": "20130916T21:36:50",
"last_try": "20130916T21:36:50",
"max_bandwidth": 0,
"pool": "pi",
"project": "proj-01",
"retain_user_snaps_on_target": false,
"share": "fs1",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true

DR/ S NY/ ]

MOV TV r—vay7 oy a vk, FERS Y NHE (RPO) OF & BHET 5
L) ABIEESES XTI - b ERLTVWET,
GET /api/storage/v2/replication/actions HTTP/1.1

Authorization: Basic Tm8gcGVla2luzyE=
Content-Type:application/json

il R4

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {"id": "12d981c3-b098-c65a-ele9-a6b8263a0f6a",
"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",

"replica_lag": "42:25:31",
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"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
"project": "default"
}
}
LFVr—23>702 3> DR
LWLV r—vavyorva vafEllLET,
TaNT 4 —DIERK:
Initial values:
target = cleo
enabled = true
continuous = false
include_snaps = true
retain_user_snaps_on_target = false
dedup = true
include_clone_origin_as_data = false
max_bandwidth = unlimited
bytes_sent = 0
estimated_size = 0
estimated_time_left = 0
average_throughput = 0
use_ssl = true
compression = on
)7 T A DK
POST /api/storage/v2/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Content-Length: 121
Accept: application/json
{
"pool": "pi",
"project": "proj-01",
"share": "fs1",
"target_pool": "pool1l",
"target": "38094753-6c90-49ed-aa92-995a296d432a"
}
i BRLA5]:
HTTP/1.1 201 Created
Content-Length: 506
Content-Type: application/json
Location: /api/storage/v2/replication/action/8373d331-de60-e590-90e8-9ad69fchdaec
X-Zfssa-Replication-Api: 1.0
{
"action": {
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"project": "blue1l",

"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,

"compression": true,

"continuous": false,

"enabled": true,

"dedup": false,

"max_bandwidth": 0,

"collection": "local",
"estimated_size": 0.0,
"state": "idle",

"href": "/api/storage/v2/replication/pools/pl/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fchdaec”,

"average_throughput": 0.0,

"use_ssl": true,

"estimated_time_left": 0.0,

"retain_user_snaps_on_target": false,

"share": "fs1"

: ’

"id": "8373d331-de60-e590-90e8-9ad69fch4aec”,
"pool": "pi",

"include_clone_origin_as_data": false,
"include_snaps": true

VAN —ay 7o avDATr Y a— IV EERLET,

PR SN/}

POST /api/storage/v2/replication/actions/b77bd8cd-17ed-69da-9e4b-aebe3cc63755/schedules
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*

Content-Type:application/json

Content-Length: 65

{"frequency":"month", "day":"5th", "hour":"auto", "minute":"auto"}

it SRAG:

HTTP/1.1 201 Created

Date: Thu, 12 Jan 2017 17:35:48 GMT

Server: TwistedwWeb/192.0.2

Content-Length: ©

X-Zfssa-Storage-Api: 1.1

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

X-Zfssa-Version: user/generic@2016.12.08,1-0

LAV r—o3> 703> 0EE
BEOLV IV r—av7ovaviEEEUET,

)72~ OHfl:

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
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il
\4

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

{"use_ssl": false}

it SR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{

"action": {

"target_id": "407642ae-91b5-681c-de5e-afcd5cbf2974",

"compression": true,

"continuous": false,

"enabled": true,

"max_bandwidth": 0,

"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,

"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_clone_origin_as_data": false,
"include_snaps": true

D74 AN/ B

PUT /api/storage/v2/replication/actions/action_id -d
60}HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

it SRAG:

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{

"action": {

'{"recovery_point_objective":

"state_description": "Idle (no update in progress)",

"recovery_point_objective": 60,
"replica_lag_over_warning_limit": false,
"bytes_sent": "0",

"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",

"max_bandwidth": 0,
"estimated_size": "0",

"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a",

"estimated_time_left": 0O,

"use_ssl": true,

"id": "12d981c3-b098-c65a-ele9-a6b8263a0f6a",
"stats": {"total_logical_bytes": 40656,
"last_dd_table_build": 9169029,
"total_after_dedup": 18476,

"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",

"dd_total_updates": 1,

"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/

stats",

RESTful APl X kL —JH—EXR

215



LAV r—>a>yroray

"dd_total_duration": 47149245470,

"last_logical_bytes": 40656,

"dd_total_table_mem": 2097152,

"last_result": "success",

"last_after_dedup": 18476,

"last_duration": 47149245470,

{"dd_total logical_bytes": 40656,

"total_updates": 1,

"total_duration": 47149245470,

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"total_to_network": 9623,

"dd_total_table_build": 9169029,

"dd_total_phys_bytes": 16800,

"last_to_network": 9623,

"total_phys_bytes": 16800,

"last_phys_bytes": 16800,

"last_sync": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",

"last_dd_table_mem": 2097152,

"dd_total_after_dedup": 18476,

"dd_total_to_network": 9623},

"compression": "on",

"dedup": true,

"replica_lag_warning_alert": 0,

"last_result": "success",

"include_clone_origin_as_data": false,

"state": "idle",

"offline": false,

"export_path": "",

"export_pending": false,

"autosnaps": {"autosnaps_retention_policies"

"synchronized",

"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/
autosnaps"},

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"continuous": false,

"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",

{"average_throughput": "0B/s",

"next_update": "Sync now",

"pool": "pi",

"replica_lag_over_error_limit": false,

"target": "pooll",

"replica_lag": "42:28:24",

"retain_user_snaps_on_target": false,

~ ~ S/, — AN —
L7V r—2a3> 7o a>0ETIRREOE=2—
V)= av 7 ova v AT —RA0HEav Y R, ID TREShZBE—DL
TVr—=2av7oyavDAT—RA%RLET, LTV r—va vy oipRinz
RS 5121k, state & state_description ZFHRNE T,
state 7087 4 —DHIFIRD L B T,

m  sending
= idle
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state_description 7U/NT 4 —DfEIZIRD & B D T,

m  Connecting to replication target

m  Receiving checkpoint from target

m Estimating size of update

m Building deduplication tables
ZOTANRT 14—k, EEBREINZL TV =2 a v AR —ATORHM
nxd,

PR SN DY/}

GET /api/storage/v2/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

i LB

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"id": "1438ed7f-aad3-c631-d869-9e85cd7f15b4",
"target_id": "4fd3483e-b1f5-4bdc-9be3-b3a4becddc42",

"target": "cleo",
"pool": "p@",
"replication_of": "testproj",

"enabled": true,

"continuous": false,

"include_snaps": true,
"retain_user_snaps_on_target": false,
"dedup": true,
"include_clone_origin_as_data": false,
"max_bandwidth": -1,

"bytes_sent": 0,

"estimated_size": 0O,
"estimated_time_left": O,
"average_throughput": 0,

"use_ssl": true,

"compression": "on",

"export_path": "",

"state": "sending",

"state_description": "Receiving checkpoint from target",
"export_pending": false,

"offline": false,

"next_update": "Sync now",

"replica_data_timestamp": "Thu Apr 28 2016 22:38:03 GMT+0000 (UTC)",
"last_sync": "<unknown>",

"last_try": "<unknown>",

"last_result": "<unknown>",

"replica_lag": "00:00:18",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
"project": "testproj"
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EIOWMDIEL

ROV IV —a VEGAIOE LU E T,
DR/ S NY/ ]

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

it SRAp:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

B DIX(E

V) r—ya vEHEARENE DT CICHBRT A EDICATYa -V LET,
) 7T A DOH:

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate

HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

il SR A:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

LU= 3>70S 3 >0 IR
MEOL T ) r—yaryysyaryz2iRU £,
DR SNV

DELETE /api/storage/v2/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

HIBRIZ k24 % &, HTTP A7 — X A 204 (No Content) 7SE XN X 7,
i A5l

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0
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LIV r—oaynNwir—>

L7 gr—oayinNyior—2o

IOk 7vavTlE, LIV TF—varvnRy =Bl —2A0av Y RizonT

FELUCEIBL £9,
# 65 VAV r—=varvy Ry r—=yoav v R

VU IRk | INX lapilstoragelv{1|2}ireplication D% 3 IZEHN SRR

GET /packages TRTOL IV r—vavnyr—
VE—HIRLEY

GET /packages/package BEIhEZL T r—a vy
T=VERIBLEY

PUT /packages/package BEIhEZL T r—a vy
TeVEREHEUET

DELETE | /packages/package fBEEIhZL TV r—ra vy
TVRBELET

PUT /packages/package/cancelupdate BEINEZRNYy T—UT
cancelupdate % 4T U £9

PUT /packages/package/sever BE I Ny o — VTN & 5EAT
LET

PUT /packages/package/pkgreverse BEI Ny =y oW1t
EEMTULET

PUT /packages/package/clone BEIWEAY =YD ru—V%
fEER L £9

GET /packages/package/clone/conflicts YT TanT s DL E—ER
mUET

GET /packages/package/projects RNylr—yv7nvzs bk —EXR
LET

GET /packages/package/projects/project NRyr—v7avzs N 2EELE
El

PUT Ipackages/package/projects/project Nor—vruvzs N2EHLE
T

GET /packages/package/projects/project/usage/groups NRyr—=o7/avzs N IN—70
fEARZEEL £9

GET /packages/package/projects/project/usage/users RNylr—y7avzs ha—¥—-0
AR ZIEL £9

GET /packages/package/projects/project/snapshots TRTDAF Yy Tvay bArTVx
7 be—HERUET

GET /packages/package/projects/project/snapshots/snapshot fBEINFAFy T ay b Tax
TA—HAELET

DELETE /packages/package/projects/project/snapshots/snapshot BEIhEZAFy Tray bAT
VI b EWELET

PUT /packages/package/projects/project/snapshots/snapshot RNylr—v7avzs NArv 7/

Yay NOZHTELELET
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VTR | /XX lapilstoragelv{1|2}ireplication D% 3 BN Bk

GET /packages/package/projects/project/automatic TRTORy =y 7uvzs g
RSy Tvay b ATV MR
—BRRUET

GET /packages/package/projects/project/automatic/automatic fBEIh= Ny r—y S uavzs
FOEHBIRF Y T ay s TER
TA—HELET

GET /packages/package/projects/project/filesystems N =V T 7 ANV AT LE—E
FRUET

GET /packages/package/projects/project/filesystems/filesystem NIr =7 74 IV AT LEIE
LET

PUT /packages/package/projects/project/filesystems/filesystem RO T —=UT 7 A IV AT LhEEHE
LET

GET /packages/package/projects/project/filesystems/filesystem/usage/groups Ny =V T 7 ANV AT LTI —
T ORI E BT L 3

GET /packages/package/projects/project/filesystems/filesystem/usage/users N9 =TT 7AWV AT Ld—
B — ORI EHT L £ 3

GET /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot fBEINFAF Yy T ay hTans
T4 —ERELET

GET /packages/package/projects/project/filesystems/filesystem/snapshots TRTDAF Yy Tvay b TV
7 be—HFRUET

DELETE /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot fREINFAFYy TVay b AT
VrJ MEWELET

PUT /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot N =TT 7AWV AT LAFY
Tay POAHTEEFEL T

GET /packages/package/projects/project/filesystems/filesystem/automatic TRTCDONRY T =TV T 7L IV AT
LOH#AF Yy Fvay bATVx
7 E—HERULET

GET /packages/package/projects/project/filesystems/filesystem/automatic/automatic BEINERAYTF—Y T 74 IR
TLADEHBAF Y T ay s
TA—ERRLEY

GET /packages/package/projects/project/luns Ny —Y LUN 2 —%E&KRUET

GET /packages/package/projects/project/luns/lun Ny sr—Y LUN ZHUG L £9

PUT /packages/package/projects/project/luns/Iun Ny r—Y LUN 2ZHLUET

GET /packages/package/projects/project/luns/lun/usage/groups Xy r— Y LUN 27V — T O FPIR
WEIEL ET

GET /packages/package/projects/project/luns/lun/usage/users 2w r —Y LUN 22— — Ok
WEHFL £

GET /packages/package/projects/project/luns/lun/snapshots/snapshot BEIhEzAFy Fray b Fan
T4 —EHAELET

GET /packages/package/projects/project/luns/lun/snapshots TRTDAFYy TVay bATVx
I E—HERUET

DELETE /packages/package/projects/project/luns/lun/snapshots/snapshot REINFAFYy TVay bET

VU bEMELEY
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LIV r—oaynNwir—>

VTR | /XX lapilstoragelv{1|2}ireplication D% 3 (BN Bk
PUT /packages/package/projects/project/luns/lun/snapshots/snapshot Ny r—YLUN A+ vy F¥ay b
DA EZEHLUET
GET /packages/package/projects/project/luns/lun/automatic FARTDONRY 7 —Y LUN OHEjA
FvTvay b ATV b E—E
FRUET
GET /packages/package/projects/project/luns/lun/automatic/automatic BEI Ny 75—V LUN D HE)
AFwTay NIRRT — R
RUET
MOATY REMHALT, LIV Tr—yary —ABL0FNIHIET v r—y
W27 722 A$TBHIEHTEET,
# 66 LIV —va vy —2@ax v R
JUITZA L | /XZR lapilstoragelv{1]|2}ireplication/sources D% 3 (2B BiL]
GET /api/storage/v{1|2}/replication/sources O # % {5 F LV r—vayvy—RA%k—
FTERRLUET
GET /source VA r—va vy — 20
Mz —BFRLET
GET /source/packages/package ffEasnzv 7V r—vay
Ny T =V BERLET
PUT /source/packages/package BEIhLS Vv r—rvay
Ny —V%BELET
DELETE | /source/packages/package BEIhZL )V r—yay
Ny T —V%WELET
PUT /source/packages/package/cancelupdate BEINZ Ny r—UT
cancelupdate %517 L £ 9
PUT Jsource/packages/package/sever fRE I NNy r— T TYIlr
EFEITLUET
PUT /source/packages/package/pkgreverse BEINIZNNY Fr—UTOH
HrfbEEGTLUET
PUT /source/packages/package/clone BEINRRy =YD
u—raERLET
GET /source/packages/package/clone/conflicts YT TR T A —DFEE
—HERRLET
GET /source/packages/package/projects RNyr—=vavzy v&—
BRRUET
GET /source/packages/package/projects/project Ryr—yvr7uavzs bz
BRLUET
PUT /source/packages/package/projects/project Nor—=o7avzr 2%
HUET
GET /source/packages/package/projects/project/usage/groups Nyrr—v7avzs N7

V— T OHRILE S L &
‘3—

RESTful API  hL—JH—E X 221
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UJIR

/XX lapilstoragelv{1|2}/replication/sources D% 3 BN

5

GET

/source/packages/package/projects/project/usage/users

Nyr—=y7uavzr ha—
PO AR EREL T

GET

/source/packages/package/projects/project/snapshots/snapshot

BEINEAFYy T ay b
TanNT e —ERELET

GET

/source/packages/package/projects/project/snapshots

TRTCOAF Yy T ay bt
TV v E—ERRLET

DELETE

/source/packages/package/projects/project/snapshots/snapshot

BEINEAFY T ay b
FTV 7 P EBELET

PUT

/source/packages/package/projects/project/snapshots/snapshot

Nwr—y7rayzs hA
>y TTay NOA/RIEEE
LET

GET

/source/packages/package/projects/project/automatic

FRCO Ay r—y7ny=
J N EEIAF Yy TV ay b
TV E—ERRLET

GET

/source/packages/package/projects/project/automatic/automatic

BEINI RNy =7
oYz hOHBAFY S
vay hTany g —2RE
LET

GET

/source/packages/package/projects/project/filesystems

NI =T 7AWV AT I
—EBFRRLET

GET

/source/packages/package/projects/project/filesystems/filesystem

RO T =V T 7 AV AT A
ZHELUET

PUT

/source/packages/package/projects/project/filesystems/filesystem

RO T =V T 7 AV AT A
EEBELUET

GET

/source/packages/package/projects/project/filesystems/filesystem/usage/groups

NIr—=I7 74NV Y AT A
TNV — T ORI E HUE L
ESrn

GET

/source/packages/package/projects/project/filesystems/filesystem/usage/users

NI =T 7AWV AT I
2 —H— ORI E IS L
EScn

GET

/source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot

fREashizAary 7vay b
TanT s —2BELET

GET

/source/packages/package/projects/project/filesystems/filesystem/snapshots

FTRTDAF Y T¥ay bt
TV E—ERRLET

DELETE

/source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot

BEINEAFYy Tay b
FTV I b EWELET

PUT

/source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot

NI =T 7AWV AT I
AFvTay FOLHTEE
BLET

GET

/source/packages/package/projects/project/filesystems/filesystem/automatic

TRTONY T =7 74

NIATLOHEAF Y 7

VER A WAL AN -S|
EKRLULET

GET

/source/packages/package/projects/project/filesystems/filesystem/automatic/automatic

BEINERAYr—V 77
ANV AT LADEHEIAF Y 7
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LIV r—oaynNwir—>

VU IRk | /XX lapilstoragelv{1|2}ireplication/sources D% 3 BN SiEA
Yavy b TusTF 1 —2HE
LET

GET /source/packages/package/projects/project/luns Ny —Y LUN % —EH*KR
LET

GET /source/packages/package/projects/project/luns/lun Ny r—Y LUN 2B L %
—3—

PUT /source/packages/package/projects/project/luns/lun Ny —Y LUN #EHL £
El

GET /source/packages/package/projects/project/luns/lun/usage/groups Ny —Y LUN Z )V —TD
(EUEEINIRS CCAVE S

GET /source/packages/package/projects/project/luns/lun/usage/users Ny r—Y LUN 2—H%—0
PRI ZIEL 3

GET /source/packages/package/projects/project/luns/Iun/snapshots/snapshot fREINEZAF Y TV av b
TaNRT 4 —EHFLET

GET /source/packages/package/projects/project/luns/lun/snapshots TRTORAF Yy Fvay bA
TVrs N HFRRLET

DELETE /source/packages/package/projects/project/luns/lun/snapshots/snapshot BEIhAFy Fravy b
FTV T N EBELET

PUT /source/packages/package/projects/project/luns/lun/snapshots/snapshot Nyr—YLUN A} v 7
Vay b ELEEL XY

GET /source/packages/package/projects/project/luns/lun/automatic FRTD/NYr—Y LUN O
HEIAFy 7Y ay bt T
Uzl hE—BEFRRLET

GET /source/packages/package/projects/project/luns/lun/automatic/automatic fRE I N7y r—Y LUN

DHEAF Yy Fay b7
NT o4 — %R LET

LIVr—>3>YV—A0—ERT

TRTCOMETEERL ) r—Yayy— A2 —EXRRUET,

) 7T A~ OH:

GET /api/storage/v2/replication/sources HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

H T I:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"sources": [{

"asn": "314d252e-c42b-e844-dabl-a3bca680b563",

"href": "/api/storage/v2/replication/sources/zfs-repl-host",
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LAV r—oaynNwir—o

"ip_address": "ipaddr-1",
"name": "zfs-repl-host",
"source": "source-000"

H

L7y —=oa Ny ir—on—8FRn
TRTCOL TV —varv R Nwr—I% EBRALET,
) 7T Z O

GET /api/storage/v2/replication/packages HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

i LB

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"packages": [
{
"href": "/api/storage/v2/replication/packages/0Oefaab49-7b22-4d4a-def8-813c27780894",
"id": "eefaab49-7b22-4d4a-def8-813c27780894",
"source_name": "sourceA",
"source_asn": "8a22f6e0-4ee4-4b85-f141-e152f5fac961",
"source_ip": "ipaddr-1",
"source_pool": "poolA",
"target_pool": "poolA",
"replica_of": "projTest",
"enabled": true,
"state": "idle",
"state_description": "Idle (no update in progress)",
"offline": false,
"import_path": "",
"data_timestamp": "2017-03-09T22:36:12Z",
"last_sync": "2017-03-09T22:36:22Z",
"last_try": "2017-03-09T22:36:227",
"last_result": "success"
}
1
}

NYIT—SDEE

Nwlr—o7an5F 1 —%2BHELET,

Janra— i Bl

enabled boolean L7V — a VEHOBREDIRGE
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D74 S NV

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

{"enabled": false}

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

Do T A DOH:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/pkgreverse
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

{"new_project_name":"restrev", "enable_action_upon_reversal":"true"}

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

INY T —2 DHIR
LIV —vav Xy r—VRBELET,
D74 S Y/

DELETE /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luZyE=

HIBRIZE I % &, HTTP A7 — X A 204 (No Content) 2SR X L F 7,
it LG

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

EFOEDEL

ZONRY T —=IIZ T HETHOEHREZROHEL £,
) 7T A~ OH:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/cancelupdate
HTTP/1.1
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Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

HEATFHDOEFH R WA, HTTP AT — X A 409 (Conflict) R XN E T,

il SRAD:

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

{
"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
s S

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

INYIr—o000— 1/
Nur—yv7uavzrboru—rz2EHRLUET,
)7 T A bOH:

PUT /api/v2/storage/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

o0 —ERIZEENT 5 &, HTTP AT — X A 202 (Accepted) ARSI NV F 9, ~IL/S—
ARV REMHTLSE, 20— VEBELOBEVPHEEL TVWENEI DEMATE X
j—o

Ju—rDiEiaY) 7 T A O

GET /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone/
conflicts HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

J0—VERIIBRENHAZELUET,
HTTP/1.1 200 OK

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
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Content-Length: 58

"conflicts": "There are no conflicts."
}
THNT 1 —:
Default settings:
target_project = (unset)
original_mountpoint = /export
override_mountpoint = false

mountpoint

N T —S DY

L7V —yaviEREEYRL, Sy r—YoRNAEEHLW a2 MIBEIL £
T, ZDT7I7vavid, TOR =V ZDL TV - NENEZY TR —AY
AT LAMOSRZBIZYML, TOVATFAEDUR—ArTavc s b LET, TOFE
DELLDHBEDL TV —ya vlERETH, HilLWwryosyarvazEil, BehE
BAEEETLZEARBEIILY £,

DR/ S NY ]

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/sever
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

{"projname":"restsev"}

BIDL ARV A

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

NYTr—2 DG EE

LAy —ya v aEdizLET, 20727 avidioNyr—yoLr 7Y
F=YavEEIL, 2OV Tr—=YONEE, VAL TV Ir—= b UTRT &
SR EINZH L vwa— v Tey s MIBEIL T, mEORKY U 72 E AR
WY =AU TITONIZART =R ELIET—RXOEHEIZ, LBy s bh
BIIZY — AV TV r—hINTRINZEZIZRbNET,

D74 S NV

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/reverse
HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
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{"projname":"restrev"}

BIDL ARV A

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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A L= DiES1t

T—, Tuavzr b, BLOVITRESLLTEET, ST ELINTWS
ﬁm\§%7u/:7hk/:7iﬁ hEh, T o m7DA74~ﬁ%
WMALET, YoV s MmN T o —flEREEINT VS WA N
A FH S T, %/:76;*7"1:!/‘:& MZfEESI N0 — ﬁ}b{ﬁ%%ﬁkbi‘d‘
GBEfbdnz7ayc s ME, eI TWaRWT —ILIZERTE £9, Bk
ncwhrnwray s M, eI N T —VITERTE EEA,

Tavs MBS INTWS %%/IYiH S, 7oy bho
%%mfmﬂ%4~m%%%bii /IYk FTa T+ —flEDFERE I N T

WA, MRS nEIXFHINERTA, BEfbanzy o7k BElbanhcn
mnwrFaY sy MIERTEET, BRI Ttuniany =7k %‘45%%7»713
U MIERTEEEA,

ESLROERE

- e . HEDETIVIZHLTIA Y A5 I n-EETd, ZEiE.
(AN DY T D27 T4 AZNE(ISLAl Y BEXON—RD 7 VAT
LEMAABRDY T v 27 AT avolEfE] LY 7727V —ADT
A2V ABRI—F = =aTIVEZRLTLEI W,

Oracle ZFS Storage Appliance |&, 7—)L, 7By =z 2 b, BLXOE4DY =7 (77
ANV AT LB L LUN) 2T 5@l 75T — XEE{b 2t L E3, 779107
VAZFHMIAA DB — AN F— A N TBREENTH D, Oracle Key Manager (OKM) &
Key Management Interoperability Protocol (KMIP) B 5 (b H ¥R — b INTWE T, K
FETO Y7 b ELETY T TR, B—=ANVF—AFT, OKM F—A N7 £721%
KMIP ¥ —A N 76D 7 vV JEPBEL INET, T— XESHIZA L —
VT TIAT VAL TERI N, 7 vV TRIZ & o TSI N R Tk
MIZRIEFEE N X J,

FalbEnz7 =, Juvzs b FREY T ERERT SHTIC, WS EEE EK
THEBREDRDHD £,

n F—ANTRTNVOERINIERT 2 0B D 5720, FIHS AT LAERRE /-
WFHERRY 2y MBI S AL T — V2 ERT A Z LI TEERA,

2 =Y DS 229



ES{tROERE

230

n BTV Ty 2T EAIE T2 O ) — 3 v ERET BRI,
V—ATHHAT RSN R —7y hTHMHTESZZ L 2R LT EI N,

IRDOEXTIE, WS BEEEZEMT 57-DIZMHTE S RESTfulAPI YV 7 T A MZDW
TERAU £9, RTIX. keystore DfHIL local. okm F7zid kmip T, key DIHIX
keyname YT/ F 4 —DIETT, D TN F 4 —I1ZDWTIE, 233 X—=VD [
HEHEO —ERR] THHEI O TWET,

% 67 i 5 LD #AE
2712 /X lapilstoragelv{1|2} D% 3 IZEMN Bz
GET /encryption/keystore T RTD keystore THINT 1 —% —HEK
RUET
PUT /encryption/keystore keystore 70T 4 — %R ZEHEL T,
GET /encryption/keystore/keys T RTD keystore e —ELR R U 7,
GET /encryption/keystore/keys/key fRESINHOFMZEEL £7,
POST /encryption/keystore/keys BEERL ET,
DELETE | /encryption/keystore/keys/key BEWEL £7,
GET /encryption/keystore/keys/key/dependents i gﬁ?&iﬁ?ﬁ LTWwWby =7 %2 —ERR

A—AILF—X T DB

O—HILF—A M7 2RETHIZE, YSAR—NATVLV—X%2HBELET, a—HhL
F—AMTOHE, —ERRELIIEFETE S 7087 1 —IX, master_passphrase
DATT,

master_passphrase WiXEINTWENE D 2 AL X7,

GET /api/storage/v2/encryption/local HTTP/1.1

HiJ7:

HTTP/1.1 200 OK
Content-Type: application/json

{
"keystore": {
"href": "/api/storage/v2/encryption/local",
"master_passphrase": false,
"keys": []
}
}

master_passphrase DfEZ € L £ 9,

PUT /api/storage/v2/encryption/local HTTP/1.1
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Host: zfs-storage.example.com:215
Content-Type: application/json
Accept: application/json

"master_passphrase":

}

master_passphrase °

FWEINTWBRI L ZHRLET,

GET /api/storage/v2/encryption/local HTTP/1.1

H:

HTTP/1.1 200 OK

Content-Type: application/json

{

"keystore": {

"href": "/api/storage/v2/encryption/local",

"master_passphrase": true,
"keys": []

OKM *—X k7 DERK

RDOETIE, OKM F—A M7 2R T E-DICRETIRERH S Ta/87 1 —(Z

DWTHIHL £7°,
# 68 OKM ¥ —Z b7 D7 HNTF 1 —
TONT1— B A
agent_id string I—YzVhID,
registration_pin | string ZOfEIZ. OKM ¥ 2V 7« —HYENS T INET,
server_addr string OKM #—N—0D 1P 7 FL A,

HIR D 7TaNT 4 =DREINTVENE D D ZfaR L7,

GET /api/storage/v2/encryption/okm HTTP/1.1

H

HTTP/1.1 200 OK

Content-Type: application/json

{

"keystore": {

"href": "/api/storage/v2/encryption/okm",

"agent_id":
"registration_pin": false,
"server_addr":
"keys": []

nn
’

nn
’

AL —2 St
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ES{tROERE

}

agent_id, registration_pin, B X server_addr DfEZ$EEL £ 7,

PUT /api/storage/v2/encryption/okm HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

"agent_id": "agent-id",
"registration_pin": "reg-pin",
"server_addr": "ipaddr"

KMIP +—X b 7 Di&RK

KMIP ¥ — A h 7I&, Oracle Key Vault 7 & ® KMIP ¥#HlDH — N— & L HIZHHI N
%9, Oracle Key Vault 1%, HHY—/"—I214 > 2 h—)L &, OASIS KMIP FE#E % 4
R—=NTBY I NI TTTI4TVATY,

KMIP 2 U7z S b 2T 5121E, 45 RXR—Y D [HEZIEFEHEOT v 7o —
Rl THPINTWS X512, KMIP EHENPSZE LB L OREHEEZT v 7
a— ]\“ L/ i‘g_o

BB XOHEHAEEZT7 Y 7B —RNUL7%Z6, KMIP Y —N— 75147 v MNEHES LU
WY ERELXT,

WDOFETIE, KMIP F—A N7 2T 27201 &%ET D 70857 4 —1Z2 DWW T
LET,

£ 69 KMIP ¥ —A M7 O 7 0NRT 1 —

Zany1— B e

server_list list KMIP 3 —NRX—D P 7 VA ZIEHRA ML, 207N
T A —ITIFERDEERETEXT,

client_cert string KMIP % — N—EHHIZ L > TREINZT7 71V SERL
7-EEAE,

host_match boolean Y—=N—DHKA N EY = N—FFHENOY —N—DT 1 T
VT AT AN UTHEEL 7,

destroy_key_on_remove| boolean KMIP ¥ —N— OB, 77747 VA LTHIRS Wiz T
HBGEHEIT., TNEWEEZIIAFLET,

host_match 3 & U destroy_key_on_remove O #fffli%, "Key Management
Interoperability Protocol (KMIP) Keystore" in Oracle ZFS Storage Appliance ‘¥ 771 R,
Release 0S8.8.x ZZH L TL 72X\,
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http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRC
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRC

ESLBROER

HIRD 7O NT 4 =RREINTWENE S PEMRLET,

GET /api/storage/v2/encryption/kmip HTTP/1.1

H:

HTTP/1.1 200 OK
Content-Type: application/json

"keystore": {
"href": "/api/storage/v2/encryption/kmip",
"server_list": [
"ipaddr-or-hostname"
] I
"client_cert": "134a9138-29a0-4720-80bb-ec2b13457¢c39",
"host_match": false,
"destroy_key_on_remove": true,
"keys": T[],
detailed information about the private key, certificate, and certificate authority . . .

a5 LB DIEMN

F— A NT O, HEERT 2121, BHRERTT H721TT, ROFITIE, #H
L\ KMIP 8% JERE U E 3, FEERANIZDWTIE, 233 R—Y D TS kit —&3%

R EZRLUTLIEZI N,

V7 T A DO

POST /api/storage/v2/encryption/kmip/keys HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

Accept: application/json

"keyname": "atz-1-27-2021"

e tBO—ERT

ZDavwy Rk, IRTOES{EOTONTF 1 —%2—EFRRLET, KhL-av
Y Rz U, HTTP A7 — & X 200 (OK) 2R XN E§, HTTP AXIZIX, JSON B D
HOBSMBEENTVET, IROKXTIE, WSO TO T 4 —IZDOWTEHIHL £

j—o
®70 WS LD T8 F 4 —
ZONT1— it SHEA
cipher string AES 51L& 1 7,

2 =Y DS 233



ES{tROERE

TONT1— i A

key string (T —HVEH) eI REBTRFEI N 16 Ty a—
Fraw256 &'y M, HZEELLRWEES, ZOMEIZEBEINIZ
ERINET,

keyname string RFRE D,

href string PEND IR,

WOFITIE, TRTOBE—HIVEE, OKM #EP KO KMIP #4 — &R RL 9,
Y 7T A DO

GET /api/storage/v2/encryption/local/keys /api/storage/v2/encryption/okm/keys /api/storage/
v2/encryption/kmip/keys HTTP/1.1

it SRAp:

COFERIX, ZOT7 T4 7 VAIZE—HIVEEE - 1E OKM B EEE T, KMIP ##
M1 OFETAHZ LA RLTVET,

{
"keys": {
}
{
"keys": {
}
}
{
"keys": [{
"cipher": "AES",
"keyname": "atz-1-27-2021",
"href": "/api/storage/v2/encryption/kmip/keys/key-000"
1
}

BEL-ETHESEINEA ML —C0—ERT
dependents &%, fHELZETRE (I NZY 2T, oyl bERIT TS~
N —BRRUET,

WOBNE, TIANV K T—=IVADT 74 IV AT I fs-enc DAY atz-1-27-2021
KMIP TSN TWVWB I 2 RLTWET,

)7 T A~

GET /api/storage/v2/encryption/kmip/keys/atz-1-27-2021/dependents HTTP/1.1

i LA

"dependents": [
"pool-0/local/default/fs-enc"
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EstenicF—IL. 7Oz I b B2 7 OER

B DHIFR

BEEHIRT 5121, A TIEZRL)#ED href 7037 —OfEZFEHL X3, Hlk
WS % &, HTTP A5 — & A 204 (No Content) 2K X X T,

BEEEHIRT S L., ZORZEHALTVWAITARTOT—LEBITYcTDTRTOT—
RIZT VR ATERLLRDET, ZHiE, EFaT7 Ly —RFEELRASETHY., #2
N 27y FUTHBETIHMA TWAIGE2RE, KENTIODHELUTRETT,

)7 T A OH:

DELETE /api/storage/v2/encryption/kmip/keys/key-000 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

gEE{tIn=7—IL. 7Oz k. FE T T7DER

FElbEnT =, Tuvz o, T3V T ERERTBIC

. 161 R=YD [F—IVDWR] . 170 R—Y D [Fuy =2 hOfE

Bl 177 =YD [ 77 ANV AT LOMER] . BXL0U183 =YD [H L\ LUN
DIERL] THAZINTWABMBED a8 F 1« —IZIIZ T, encryption, keystore,
B LV keyname D& T NRTF 4 —IZEEZEELET,

WMOETIE, KEDT =NV, 77 b, FHEFYT7OESTONNT 1 —I1ZD

WTEHIL 9,
&7 T=, Fuvzs b, ¥LEYTOBE(TE T 4 —
TONT1— B A
encryption string AES E S (LD X1 TH X O OEX,
keystore string F—AMNTDXA T 1local, okm F7=I% kmip,
keyname string R e DA,
keylastchanged string (FEAID GH) BV RBICET I NHAMN, IO v2 T
1% 1S0-8601 HEFEATH 0. vl Tl Javascript HE AT
T HAEDEGE, ZORIBMERINTLSEEINTNE
A,
keystatus string (i AHL D %) available, unavailable, 721 none D\
TNUHTT, ZOTaNT 1 —DfED unavailable DHH.
BITHIBRE N TVWET,
)7 T X~
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BStahicr—IL. 7O zI b RF2 o7 OER

POST /api/storage/v2/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "proj-enc",
"encryption": "aes-128-ccm",
"keystore": "local",
"keyname": "Key-0"

}

il SR

HTTP/1.1 201 Created
Content-Type: application/json
Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-enc

{
"project": {
"name": "proj-enc",
"href": "/api/storage/v2/pools/pl/projects/proj-enc",

"encryption": "aes-128-ccm",
"keystore": "local",
"keychangedate": "",
"keystatus": "available",
"keyname": "Key-0",
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7

7

5

VATFLARYRIE, VATFLATATUT AT 4 —IEROBEB X OB MY AT L
OEHIA<T Y ROFEFIMHINE T, IROKIZ, FHAEERVATLIY Y RER

[/i—d—o

ATP72VADATLARVE

WDV ATF LAy REfHTEET,

x72 TTIATVAVAT LAYV

JO IR | /SR lapilsystem/v{1]2} D 32BN Bkl

S

GET /version TTIATVAN=RI 2T BEIOY T Iz TD
N—=Ua ViEfE—BRRLET

PUT /reboot TITIA4T VARV T = LET, ¥a—IZA-T
Wb 7Ty N7 —LEFIE. Z0Y T — hIE
HEhEd,

PUT /reboot?skip_update=true Fa—IlA>TWE 7Ty b7 —LHHE2EHAE
T, TTIAT VAR T LET,

PUT /reboot?diag=true ZWt) T—r. T TIAT VARV T =L, TH
T A TEMDBWHIERZIEL £7,

PUT /poweroff TTIATVAEXTIZLET

PUT /restart BHA VR T2 —A% ) T— U, ZHEHRZINE
LET

PUT /factoryreset 7T T AR E BARORECY Y PUE
£l

GET /disks TRCDVAT LT A AV —ERKRLUET

GET /disks/disk BEINEVAT LT A A T0NT 4 —%—EE
RUET

GET /memory VATLAERY)—DAT—RXAL K=}
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N—=23 VORIE

N—2 3 >VORS

ZOav v RNt YATLADTAT VT ATABREBUY AT LBEEZELET,
IU7za< > Rz L, HTTP A5 — X 2 200 (OK) 2SR X E T,

DR/ S NY ]

GET /api/system/v1/version HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

it SRAG:

HTTP/1.1 200 OK
Content-Type: application/json

"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",

"os_machine": "i86pc",
"os_nodename": "adminl",
"os_version": "nas/generic@2013.05.16,1-0",

"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",

"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",

"os_platform": "i86pc",
"fw_release": "10/22/2012"

> AT LOEIRYIER

ZOAXVIFE TTIAT VY ADERBEILZFITLES, TTIAT VAN
ARZD—WTHROHED | TRTOF— KX H —EARKMFARTICRD £, &
AT LDERE ANETIZIX, BFAS Y FAOY -2 T0kwy Y77 AFE72IE
WELY 22 AHBBETR D £F, OV RIZHFERABICETF L, HTTP A5 — X A
202 (Accepted) ZEL E T, 777147V Ak, EBEOITY ROATF =R AIZHES &
DEZRX—FHMENDHD £T,

V7 T A D

PUT /api/system/vi1/poweroff HTTP/1.1
Host: zfs-storage.example.com:215
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SRFLDYT—

SATLDYT—F

ZDavxYRNiE, 7794 TV ADEFEREREBEAZFETLET, §RXRTOY -1
T —HIz AT E R R0 9, Zoavy RIZERBIZHEITL, HTTP A5 —
R A 202 (Accepted) Z KU ET, 77747V AE, EBEODIATY RDAT—X AT
WO EDE=ZX—FTBELENDHD £,

EL-ETOT Ty N T A —LEHFBT T4 T VATHAWERESIE. 20V
T—bRIZEAINET, AEFOT Iy b7 A —LEHEEAYETICY T N EE
1795121, fRH Y IZ /reboot?skip_update=true I~ KZ{HHL £ 7,

)7 T A~

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com:215

P SN/}

PUT /api/system/v1/reboot?skip_update=true HTTP/1.1
Host: zfs-storage.example.com:215

AT LEBROBIES

Zoax v Rid BHA VR T7 - A2HEEL, ZWEREZNELET, Zoav
v NIXIERIBICSEFT U, HTTP A5 — & A 202 (Accepted) Z KL 9, 77747 VA
i, EBOITY Y ROAT—RAIRES EOE=LX—F2LENHD £,

DR/ M NY/ ]

PUT /api/system/vl/restart HTTP/1.1
Host: zfs-storage.example.com:215

27—k

ZoaxyRE, 77947 VA%V 77— L, 7O A TEINOZWIERZIEL
£9, Zoavy NIFIERBNZEST L, HTTP A5 — & A 202 (Accepted) 23K L £ 9,
TTI7A4T7 VAR, EBOIAT Y RDAT =R A EIDE=X—FT508ENHD
7,

FR-RETDT Iy b T A —LHEHRBT T4 T ATHHEMRERGE. O3
V7= MHIZIREA I N EE A

V7T A Ol

PUT /api/system/v1l/reboot?diag=true HTTP/1.1
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HERU Y b

Host: zfs-storage.example.com :215

HEis) vy b

Zoax v RiEk, 779407 2 AR ZE TCOHRMREOREIZEGCLET, MlKOAEHE
IR TERDN, TTI3A47 VRITIEK, BUNZA VA= ILEINZE EDFREEITD
MBERHD FT, ZOIv Y NIFIERPIZESTF U, HTTP AT — X A 202 (Accepted)

ERUFET, 77947 VAL, EBOITY ROAT—RAIIMESI ESDE=X—1F
LZHBERHDEFT, ZOIAX Y RTIHTRTOEKT —20%bd ajeEM:LdH 5D
T, A Y RZ2KRIHEEE-DIZFEE/NT A —X& 2confirm=true [ZHET 5 HEN
HYET,

)7 T A~ Ol

PUT /api/system/v1/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com:215

SATLDYR—FNVFIL

WOYFR— R ANV Rravy RefiHTcEEd,

K73 VRNl WA NP e iV N

YU TR | INX lapilsystemiv{1]2} D# 3 BN Bl

~

GET /bundles FTRTOYKR=INV NVE—-ERRLET

GET /bundles/bundle BEINEZNY RIVTF =R FE 7057 1 —%2EL
BFLET

POST /bundles PHR—=MNY NVEFEEL, TH% Oracle ¥R —
MZ7y7u—RKUET,

PUT /bundles/bundle/retry BEINNYRLVOT Yy Tu—REHRTLET

PUT /bundles/bundle/cancel BEINENAVRLDOT Yy Tu—RZ2ROELET

PUT /bundles/bundle/send BEINEAVRLEA T aryD SRES 2o
C Oracle Support IZ7 v 7a—F UL ¥,

DELETE | /bundles/bundle BEINNY FVEMELET

HR— N RILOERK

Y= AV T AMZMRT D012, LY R NV RLVEERLET, 3
B—=INRNY RV EA—=T Y- RY 7T A MZEREMNIF, £ % Oracle Support (2
BET2ITIE, Y—EAV T A SR)FLSZ2HETO2LENHD XT, SREZD
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HYR— NV FILO—EBRT

FERIE. 3-nmnnnnnmn 12T A BERH D F9, YR — bV RILHBEEIIZ Oracle
R—bMZT7 v 7u—=RNINBITIE. 73 VHR—LFENT Y Tu— FHERDOD 265
72 MOS BRSIZE RS NI BERH D 7,

PR DY/

POST /api/system/vi1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn": "3-0123456789"}

il SR A:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

P—ERY 7T A MES (SRN) BEEI N> 7256, VAT LIFROYIZa—%
NV RILVERBEL £,

D74 I N/ B

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23

il SR

"bundle": {
"StatUS": Illl,
"uuid": "d4431d57-ba4f-4f37-fale-a@9fcbf3e56b",
"associated_bundle": [

"href": "/api/system/v1/bundles/4050963a-4082-663f-99c0-fee915f2839c"
}
]I
"srn": null,
"filename": "ak.d4431d57-ba4f-4f37-fale-a09fchbf3e56b.tar.gz",
"href": "/api/system/v1/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",

"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",
"type": "User initiated"

HR— NV RILO—ERT

DAY R, VATLAIZE T FZIFNEINLITRTOYR— NV KL
r—EBRRLUET, YER—F NNV RN Oracle Y "—MiZT7 vy Te—RaIhizbh L,
HR— ISV RIEY AT LA OHIBREINET,



HR— NV RILOBE

) 7T A~ OH:

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: */*

it SR

"bundles": [{
"status": "building",
"step_progress": 6.25,
"srn": "3-0123456789",
"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",
"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"
B

HR— kN2 RILOEE

HM—DNY RS Fass s —520EL FT,

) 7T A~ OH:

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: */*

it SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step_progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "ba8ebd55-2349-c31c-cde3-acf3fbOc3389"
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HR— NV RILOEDEL

HR—FNRILOEDEL
Zoavwy Rii, Y E— MY RLOHET7TY 7o —R2E0HLET,
) 7T A b DOl

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

il SR A:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

HR—bNZRILOT7 Yy 70— FOBHIT

ZdDavw v RiE, Oracle ¥ R— MINY RILDOTy FTu—Rz28735, LAY
RLVD7y7u— R a7z ERLET, NV RILVORfGa~ry RE2HLT, ¥
R=IMNXVRLVDT Yy TO—RDAT—RA%R2E=X—TZET,

)7 T A OH:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

i LA

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

NYRLVDOTy 7a—R2HOY—L2RY 2T A (SR) EBE 2> THIATT ST

IE. send AV REFHLET, SRESVHEEI NG >GE. VAT LIETO
SRESZ{H-Tryv 7 u—F2HRMMTLET,

FEH-U—HNVTERINENY RV T send 2ETT 24, SRESZIEECT BN
ERHDFET, TOLRWVWE, TR Au—INET,

) 7T A NDOH:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

it SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
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YR—bNYRILOTy FO—R

BR—ENVFILOT7yTFO—-R

Oracle U R— MZHEIZT v 7B — REINTWRWTR— NV RVE, FET
Ty 7u—RTEET,

FR-O—HIVTEREINZNY RILT send 2FETT 554, SRESE2IEET L4
FERHOET, FHLEWVWE, To—NRAT—INFT,

)7 T A DOH:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

il SR A:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

HR— kN2 FILORIFR

ATV R TTIATUVARSYR— MY RLZHIRLU T,
) 7T A b DO

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

ik SR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

AT LODER

244

INeDavy Rid, YATFTLDEHFAA—VEEHLU £9,

x74 HHFav v R
O TR | /XX lapilsystem/v{1]2} D 3 (ZE1D B
~
GET /updates TRTCDVAT LEHZ—UERLET
GET /updates/update BEINEVATLAEHR a7+ —%20ELET
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P RTLEHO—BERT

JZ TR | /SR lapilsystem/v{1]2} D 32BN Bk
~
GET /update/platform TV NI A—LT 7=V zT7 (I PEI—=TFD
Y—EATuy B LV VAT LR-RNOT7 7 —
LYz T 2T OEFAT X AZFRLET
GET /update/firmware AVKR=FY RN T 7=V LT (T4 A7 & SSDD
77—LUzT,. BLOTHAZIZ Y /0—T vy —
IOM 77 =AU T %289) DERAT —X A% E
mUET
PUT /updates/update FEHREELHUET
PUT /updates/update/upgrade BEINLEEHAA—IAT Y TITV—NLET
PUT /updates/update/check BEINEHFAA—JIIRLTT vy 77— N
MR EZFEITUET
PUT /updates/update/rollback BEINEEHAA—VIZu— Ny 7 LET
PUT /updates-apply HHED R EBIEER 2 EH L £9
DELETE | /updates/update BEINEV AT LAER 2HELET
POST /updates EHAA—TRTTIATVRAZE—RLET
xK75 VAT LAEHRTaNT 4 —
JONT1— i L]
version String AN —Ta Vv EHEHRLUET
release_date DateTime VY —ZAHZEHLET
install_date DateTime BHOA VAN —VHEEHRLULES, 1 VA M—)b
INTVWRWEEIRET T4 T VANDE T v —
NHTY
status String BARA T — R A% EH U 3 (BHEAT)
update_deferred ChooseOne JEILFLE: onreboot ¥ 721X onrequest
T BT D @ R

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is

advised.

AT LEHRO—ERTR

VAT LEFEEY 7 T A N DA

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json



22T LEFHORG

it SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [

{
"release_date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"install date": "Wed Aug 14 2013 12:33:08 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",

"version": "2013.08.24,1-0"

"release_date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"install date": "Mon Aug 26 2013 18:50:33 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

1

AT LEFOREF
H—0DEHA A -y a7 —Z2HELET,
) 7T A b DO

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

il SR A:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"update": {

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"
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TS bTA—LT7— LI ITDEHIAT—EZADEIE

TSR ITA—LIT77—LIOTT7DEHFRAT—FADEEF

REPDT IS N T4 —LT 77— LI THEHHFOEHRAT— X AZAE L £, 7
SYRNIA—LT77—LwzTeiE, 2V O —SOY—VFATuky B LTV A
FLAR—RDT7 77— LT 7 2T TT,

)7 A OH:

GET /api/system/v1/update/platform HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

it SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"platform": {
"href": "/api/system/v1/update/platform",
"power_down_needed": true,
"update_needed": "true"

}

AVR—=X T 7—LV T T DEFRAT—RXADETF

G, ki, BIUOETHOAVR—2 VN T 77— LT 2 TEHFOREIEL £
T, AVR—FX VI T 7—ALUTElE, T4AZESSDD 77 —LvxT, BLY
FAAIZIZY 7A=Y % —IOM 77— LU 7 2T TT,

)7 T A~

GET /api/system/v1/update/firmware HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

it R4

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{



SRTFLEFOT Y FO—-R

"firmware": {
"href": "/api/system/v1/update/firmware",
"upgrades_pending": 0,
"upgrades_failed": 0,
"upgrades_in_progress": 0

SATLEHROT7yIO—FK
ZOaAv YR, LW ATLEFA A=V % Ty 7o —RLET,

curl LAy Ta—RKa<x > Kol

$ curl --user root:root-password -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfs-storage.example.com/api/system/vi/updates

AA=INT vy Tu— RINFHIND L, B A AT DTORT 4 —DRINZE
T, IS5 &, HTTP A5 — & AA%201 (Created) 123 E X4, FHrL WA A —I D
WG R T —Y a v Ay X —TRINET,

il SRAp:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1/updates/nas@2013.08.24,1-0

"update": {
"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

7wITIL—FR

ZDAXYRE, BHFAA-—YVEOD—-NL, TT7I94T7 A%V 7—bLTHRES N
oA A—=JIZLET, EEINZAA—YDAT—XAIX, [lprevious| &FL W
MBERHY, TS5 TRHRWEEIY Y NIXERL 7,

) 7T A~ OF:

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfs-storage.example.com:215
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O—JLNw o

Authorization: Basic Tm8gcGVla2luzyE=
Content-Length: ©

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

O—=JL/IN\w D
Q=R 2k, 77947 A%2) 7= LT, BIBIOEHFA A —JIZLET,

D74 S Y/
PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-Length: ©

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

BT X— DHIBR

TT5AT VAP KRFHOETR A XA = Z2HIBRL 7,
Yo7 T A DK

DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

il SR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful API A—H%'—H—E X

RESTful APl 2 —H¥—H—V 2%, 77947V ATa—Y—2EELET,

A—H—H—EXADITY

WDIA—Y—H -V 20a~vy KEfHTEFS,

& 76 I—H—H—20av K

O TR | /XX lapiluseriv{l|2} D 32BN e

k

GET /api/user/v{1[2} O & % f#i fi A—F—HY -V RavU R -ERRLET

GET fusers TARTDT II74T7 v Aa—¥—% —HEFKR
LY

GET Jusers/user fBEINZA—YF—DTu T 1 —%—EK
RUET

POST /users HLWT T34 T7 v AaA—Y—%EHLET

PUT Jusers/user BEIha—Y -0 Tu X571 —%LHL
SN

DELETE | /users/user TITIAT VAR ORES N —Y — %Y
BRUET

GET Jusers/user/preferences REINZa—F—-—DTV 772D T
NTF 4 —%—HRRLET

PUT /users/user/preferences BEIhlza—¥—-—0F)77L A0S0
NT4—%2EBELET

GET /users/user/exceptions BrEIhza—Y—DTXTOREHIINZ—
TERRLUET

GET Jusers/user/exceptions/auth BEIN/Z2——D quth KR %E —ERRL
EScH

POST /users/user/exceptions BRI Nz =P —DH L\ W ERHI & FERL
LY

PUT /users/user/exceptions/auth BEI N2V —DREI N/ AR EEH
LET

DELETE | /users/user/exceptions/auth BEIN/z2—Y —DIE S N7 KR & K5

LEY

RESTful APl 2—H#'—H—E X 251



1I—H—H—EXDTONT1—

UOITR
S

/XX lapiluseriv{1|2} D% 3 2B

5

GET

/users/user/preferences/keys

BESNZI—F—DFTRTODSSH #itz —&
RBRRLUET

GET

/users/user/preferences/keys/key

BEIh/-a—Y—DiEEI N/ SSH#ED 7
OnNF 1 —%—BERRULET

POST

/users/user/preferences/keys

BEIN/Z2—P—0DH L\ SSH % /ER L
E3c

PUT

/users/user/preferences/keys/key

BEINZI—Y —DIEI N/ SSH # & £
BLET

DELETE

/users/user/preferences/keys/key

fREI NIz —F—DIEE I N7z SSH # %K
FLET

GET

/users/user/preferences/tokens

BEINEZI—F—DTRTOREST B Z A
Vh—OvEBERRUET

GET

/users/user/preferences/tokens?token=token

=2 UEMD RESTO I A v h—2 V& —
BRRUET

GET

/users/user/preferences/tokens/token-id

FN—2YIDWDORESTRS AV h—2 V% —
BERRUET

POST

/users/user/preferences/tokens

BEINEZI—YF—DRESTHS AV h—2
VEERUET

DELETE

/users/user/preferences/tokens?token=token

h—2 UfERD REST O 71 > b —2 > &Hl
BUX

DELETE

/users/user/preferences/tokens/token-id

F—2YIDRORESTOZ A ¥ b —2 &4l
BRU XS

A—HF—H—EZXDTOINT 1 —

252

A=Y —FHELNAT=RNIMAT, A—F =P —LADQTONT 1 —lF, 2—H¥—IZ
NEEINLER, 21—V I INDHHIR, 2 —F—0nr— Vg ORME2ERL

E

dA—%—O/N7+1—

I—HF—FROTaNTF 1 —%2FRETEET, ~HOTaTF1 =%, HEDRA T
O)j_—“j:‘-—o)]}f)s;rfﬁﬁﬁw@% ij—o

xr77 I—YF—TunRT 1 —

FanNF1— Y 8159

logname string —EDI—Y—%, logname |X, T—H—DERKE
NBRIELETEEEA,
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1I—H—H—EXDTONT1—

ZanF1—

32

5

type

string

I—¥—DXA 7:local, directory. data, ¥
7z1% nologin, type l&. L—H—H e h7ztk
WBEETEFEHA, 774 b:local

uid

number

I—¥—1ID, HHT1—¥—ID2{EETEHI &
b, VATLIZA—F—IDEE DY TXEL D
tHETEFY, -V —-IDEEETIHE, 21—
P—1ID % 100 L D /NX < TBH I L, 2147483646 &
DRELTBHZ L, 60001, 60002, ¥ 7% 65534 &
HULKTBILIFTEERA, uidiF, 2—¥—=7A°
ERE N RIIEETE EEA,

fullname

string

I—HF—D TN I —LEIFEBROLRE, BUI T
3, Xy yaR—KRoEHIZHS a7 w )
RRYOEMNZ T N3 —LDRRIN, TIUY
DRTIIEREINZEIHEHVET, T4 b
logname & [A] U

initial password

string

H—ANaA—HF—B LT —X2—HF—D/N AT —
N,

require_annotation

boolean

true DG H:

m BUI- 2—H¥—i&, DO BUI R—YE2RRT
BENZ AV N2 AT ERHERH D T,

m CLI-2—%¥—&, CLI 70>y 7 h%2HKRT B0
IZAAY NEANTEHERHD T,

m REST- RAZBEL LTV ZTAMIEERLET,

tyvarvFERidEEe IR REINET,

roles

list

FTa4LVZ M) a—Y—Fzida—hLa—¥—z#
DYUTHNZE—),

kiosk_mode

boolean

true DA, TOI—HP—RBZF AR 721 —-¥—Ik
DEY,

m BUI- 2—¥%—I|&, kiosk_screen 7 T/X5 1 —
DETHLEEDADFRIZHPBENF T,

m CLI-B 7o IRl £7,

m REST- RARLLTYZTAMIEKKRLET,

kiosk_screen

string

kiosk_mode %° true DIFAIZ, T DL —H —(ZFFA]
X5 BUI Wi, 7 7 4 b:status/dashboard

exceptions list FTA4LVZ M) a—Y—Fzdu - —¥—izH
DUTHENTEMOARE, £iEu— )L THH YT
5 N7 AT 2 iR,

preferences list I-Y-BEOTY Ty LA (B —)b, BUIKH

BAR—Y, A4 L7 7 b, SSH AR, REST o2
1Y b= VRY),

o

oD 7TanNT 4 —0

X, MOFFa AV PESRLTIEZI N,

= [Oracle ZFS Storage Appliance %% 1 N, Release 0S8.8x) ® [Z—H¥—tn1—

WZDWNWT
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1I—H—H—EXDTONT1—

m  [Oracle ZFS Storage Appliance EE 4 1 N, Release 0S8.8.x) ® [ —H—7 1
71—

I—H¥—-o0O—-ILELUHIS

roles 705 4 —%fiH LT, MFOO— L2 2 —HP—2H L4 TFEF, n—)L
ZET B1Z1%. 265 X—I D [RESTful API H— LY —VY A ] 2HBBLTL X
W,

exceptions 7HNT 1 —Z AL T, 22—V —DEZ% ﬂﬂbi@" ZDAH=X
LEMALUT, ARE2HIRTA2ZLHTEET, 22X, 22—V —IZREDKRE
5320 —UnE B TENTVWEEA, TOH—)LZ aihfhé@@%ﬁ%%
L7z F, BIMN) AN TE% DA% false ITRETEZET,

WMDY 2T AT, 2 —H— userl ® Kerberos " — VY A% HilLE§ 572 D&%
‘it 9,

POST /api/user/vl1/users/userl/exceptions HTTP/1.1

"scope": "svc",
"service": "kerberos",
"allow_restart": true

}

IRDFERIL, userl D Kerberos Y — VY A TCHHTE 3T ARTOAZEEZRLTVET,
ZOHITIEX, MOKZEDT 7 4 ) Ml false DEETT,

"auth": {
"href": "/api/user/vl/users/userl/exceptions/auth-001",
"scope": "svc",
"service": "kerberos",

"allow_administer": false,
"allow_configure": false,
"allow_restart": true

A—H—EREDTO/INT 1 —

OJ4 L TWba—H¥—, 721X allow_changePreferences &il% ff-> T\ B {F
BOA—Y—DT) 77 LV A%RHKRETEZET, allow_changePreferences 7Kk %
BBITi, 254 =YD [2—F—Du— LB IOHIH] 2BBLTIEIWN,

=78 A=Y —FED TaNT 1 —
ZONT1— B e
locale string Mg, 774 b:C
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1I—H—H—EXDTONT1—

JanFa— i B

login_screen string R—=YUMWURL THEINTWERWEE, asv1 Yy
DEWRIZRREINDS BUIR—YTT, 774
b: status/dashboard

session_timeout integer I—YF—ABUIRSBEILzd & IZT T FAH
Iz vy arhronl 7T T E5ETORE,
FT AN 15

cli_idle_ timeout integer Yy a vyl I NG £TIZ CLI 271 VIR
BIZTEBMREDOREET ), 774V MED -1 D
Bitr. CLLIET 4 FAURHZHBIIZEHL shEd
Ao

advanced_analytics string AT RE e S E R T AREH 2 fERC L £ 3

keys list RSA/DSA 7 [

tokens list RESTHZ AV h—2 v

INS5OTaNRT 1+ —DFEMIL. ROX 7V arvESHLTLLIEZEIW,

m 255 R—VD I[CLIXA AT M|
m 256 R—ID [SSH #)

m 256 R—YD [RESTRZ AV h—2 V)

CLIRALTIk

FI7 AN BMTIE, CLIZ7 1 RIVRRBEBIZTEAREOEIIZEIRIZH D A
(cli_idle_timeout DffiL -1 TT), CLI %7 1 RILIREIZ T B DE X 1ZHIR
ZIET BHIZI1E, cli_idle_timeout RIZIFOEEAZHELET, X1 LTI MDD

HIRIZENET B &, CLIIZFAL o ET,

ROBITIE, CLIXA ATV b LIFEIZEEL T,

PUT /api/user/vi1/users/userl/preferences HTTP/1.1

{ "cli_idle_timeout": 3600 }

{

"preferences": {
"href":
"locale": "C",
"login_screen":
"session_timeout": 15,
"cli_idle_timeout": 3600,
"advanced_analytics": false,
"keys": [1,

"tokens": []

}

"/api/user/v1l/users/userl/preferences",

"configuration/preferences",

RALT DN EERZT HITIE, IROFNZTRT L5112, cli_idle_timeout D% -1

WZERET D, unset ZfHL £9°,
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1I—H—H—EXDTONT1—

256

PUT /api/user/vi1/users/userl/preferences HTTP/1.1

{ "<unset>": ["cli_idle_timeout"] }

unset Z Ay ITHT &, unset LWDEZEID T ANT 4 =B FEHET S & WD
ZAETEET,

SSH #

SSH 2ABH#EIZ. WA — RZ{§H 912 SSH 2 H T 2DIMHTE X7,

®79 SSH #7185 1 —
JanFa— B B
type string SSH#ED X4 7 T9, RSA F7z1% DSA
key string SSH #EDHNE
comment string SSH #ZBEff I onza X v b

RESTOJA >V =20 Y

KB F 7 I3 REST R 21 > b—27 U AERL L., Iz b—27 i/
Br—2vIDENALTChN—22IZT7 7R ATEET,

& 80 RESTHZ A Y b =2 VDTN T 14—
TONT1— B L]
name string =2 4,
token_username string ZOBIA Y M= VEFHTEZ -V —-0D%
i, ZOMIFY 7T A MRRAZHREINET,
preserve boolean false D&, T 7 4 )V b D expiration OfE % ffi

FALUET, true DHH. HAX LD expiration
DEEFELET, 774/ b false

expiration number N—2 VEERTAEES., ZOfEIZN—2 DA
SR AYIN D £ TOMETT, preserve »* true
KHESNTOBEAR, ZOT 0T 1 — %R
TEBENDHD T, preserve A false IZHRTE X
NTWBEE, expiration Ol 900 TT,

M=o vDTunRTF1—%—ERKRTEHE, 20O
IZZ D b—=2 Y OESYRAYINZHIFTT,

RESTUZ A4V h—2 VOREENTA—&

token=token G HE /IR A—RZGET ATV R EHLIZFHLT, TOL—272D
TanRTF 4 —fEEFRLUET, token=token HlEH/NT XA —X % DELETE A<¥ >V K&
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1Y — KRR

EHIFEHLT, DO b= U %HIBRLU 9, token |Z. create token %MD X-Auth-
Session DfETT,

token 1. b =27 UIWER I NIz FIZRRE N, BERRINEZZ DY EHA.
W9 token Z AV — LU TIHEELTHWVWTLEZ W, I3 TRESTRZ A ¥ h—2 v D1
Bl 2ZRLUTLLEI N,

1——D—ERR

OB TIE, root =Y —ZZDT7 T34 7V ADT—H)VTHY, userl 1—
H#—I%, LDAP, NIS, F72iZ AD 2—¥%—T79, directory X1 D1 —¥—0Di5
B, 2=V —1ID, 7hx—54b, BEOSAT=FRIET4 L2 MU S =20 5H
BEh, NAT=ROTENT 4 —F—EFRINETA, ¥ =K1 TOFM
i, [Oracle ZFS Storage Appliance &5 # % 1 K, Release 0S8.8.x] ® [Z1—#H—&

O—)LiZDOWT] 22BUTLEZIWN,

V7T A Ol

GET /api/user/vi1/users HTTP/1.1

il SR A:

{

"users": [

{

Ao

b

"logname": "root",

"type": "local",

"uid": o,

"fullname": "Super-User",
"initial_password": true,
"require_annotation": false,
"href": "/api/user/v2/users/root"

"logname": "user1i",

"type": "directory",

"uid": userluid,

"fullname": "Real Name",
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"href": "/api/user/v2/users/useri"

REDI—H—D—ERT

REOa—F—ICHlT 5 HHRICIE, 12— —RES LOKZOHIAPEENET,

-
—

DHITIE, userl iZ auth-000 &\ 5 ZETDABMFIANLH D £9, ZiiL user1 iZ7

RESTful APl 2—H#'—H—E X
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I—H -0

T—FEMER LU CEETAHEEERNE L £T, usert DREIXTARTT 74 )V MET

j—o
V7T A D
GET /api/user/vl1/users/userl HTTP/1.1
i SR A5
{
"user": {
"href": "/api/user/v2/users/user1i",
"logname": "user1l",
"type": "directory",
"uid": userluid,
"fullname": "Real Name",
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
"scope": "alert",
"allow_configure": true,
"allow_post": true,
"href": "/api/user/v2/users/userl/exceptions/auth-000"
]I
"preferences": {
"href": "/api/user/v2/users/useril/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": [1,
"tokens": []
}
}
}

A—H—DERK

L —
HHET,
DI—H—
DRA T

Y—2EKT 5121, D &b —¥—4% (logname) ZIEE T S HEH
2AToIBELUBEWEGES, LW —Y =13 X1 T local IZ72 0 £9, X
RATDOVARNTHHINT VWD LD IZ, o T 7 1 —iF, 2—%—
U THREIZRD 7,

m directory— L—H¥—%%X, BEfED NIS, LDAP, 721X AD 21 —H¥—Th S50
NHYEJ, UID, NAT—FK, BLUP 7/ x—2Aik, NIS. LDAP. 721X AD »
SHEINET,

m local Bt data— 2 —H =& 27— K%EELET, UID2EETEI L
LETE X T2, UD IFEFNICEID Y ToNnET,

m nologin—-1—H¥—%4ETLFET, UIDZEETEHIETEEITH, UID IZEHE
BzZEl b Y CTonEzd,

258
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I—H—0D1ER

A—HF =2 =Y =X FIZDOVT IO ELHET 512

t%. [Oracle ZFS Storage

Appliance 55# /71 N, Release 0S8.8x) @ [Z—H =2 o —)iZDW\WT] 2&M

KTEIW,

Bl 1 O — 7o —HF—DfERK

D74 S NV
POST /api/user/v1/users HTTP/1.1

{

"logname": "test_user",
"initial password": "password"

}
il SR A:

"user":

{
"href": "/api/user/vl/users/test_user",
"logname": "test_user",
"type": "local",
"uid": 2000000002,
"fullname": "test_user",
"initial_password": true,
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],
"preferences": {

"href": "/api/user/vl/users/test_user/preferences",

"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": T[],

"tokens": []

Bl 2 a—HY—pra—=y7

LT

BMEOL—Y—LFEUXS 7T, MUB—VEARBE DL TO NZHL VLI —F—

ZERTBIZE, ROTunF s —ZBELXET,
B user—- 00—V ST 31— —Da—¥F—4,

m clonename-FiLZu—=vrxNnira—HF—Da—F—4%,
m password—-F L Zu—=—rvranza—¥ -0y say—K,

V7 T A DO

POST /api/user/v1/users HTTP/1.1
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259


http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=F40869-01&id=ZFSRCgpvak

A—H—FONT4 —DEE

{
"user": "test_user",
"clonename": "clone_user",
"password": "password"
p
}

it SRAp:

"user":

{
"href": "/api/user/vi1/users/clone_user",
"logname": "clone_user",
"type": "local",
"uid": 2000000003,
"fullname": "clone_user",
"initial_password": true,
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],
"preferences": {

"href": "/api/user/vi1/users/clone_user/preferences",
"locale": "C",

"login_screen": "status/dashboard",
"session_timeout": 15,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys": [],

"tokens": []

A—Y—ANT1—DEE
A—HY—DTuNRT 4 — % EHELEHEL £7, logname. type. B LV uid IFLHETE
FHA,

a—)b, Blsh, BE. SSHEE, /3o r (> b= 2B, £HE, X723HIRY
BIT1E, MO RFFaAVPEZRLTIEI WY,

m 265 _—Y® [RESTful API U —)LH¥ —E A |
B 22 R—IUD [2—HF—H—VP 20T /F 1 —|

)7 T A DM
PUT /api/user/v1/users/test_user HTTP/1.1

{"fullname": "Test A. User", "require_annotation": true}

i LB

"user": {
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- —DHIR

"href": "/api/user/vl/users/test_user",
"logname": "test_user",

"type": "local",

"uid": 2000000002,

"fullname": "Test A. User",
"initial password": true,
"require_annotation": true,
"roles": ["basic"],

"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],

"preferences": {

"href": "/api/user/v2/users/test_user/preferences",
"locale": "C",

"login_screen": "status/dashboard",
"session_timeout": 15,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys": T[],

"tokens": []

a2 —H—oHIR
VAT LD AP —Z2HIBRL T,
)27 T A ~DOH:

DELETE /api/user/vi/users/clone_user HTTP/1.1

il SR A:

HTTP/1.1 204 No Content

= >DER
KB & OG22 RESTO 7 1 > b —2 VOEK,. b—2 D 7ax54—0
Fr. BEO =27 v OHIREZTS ZEMNTEET, RESTEZ AV =2 D71
NTF 4 —%, b= UPERSIN-RITHAWMODEHATT, BEINZ =27 VEET
b= IDENLTCA—T VT IVRATEET,

%l 3 REST O 7' > b —2 v DERK
RESTUZ' A ¥ b= VaERT BIZIE, 2—F—ZERXAT— KBRRBETT,

N—=2 " name 2R EL T, T 74 FTIL, preserve Offild false TH
V. expiration DOfEI% 900 T, preserve % true IZF¥ET 5%E 1L, expiration
EMBICHRET HMHENHD £T,
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k=2 DEE

¥ER D X-Auth-Session DEZ B ITIRFEL TLZI WV, S DOWT
t, 256 R—YD [RESTUR AV h—2 V] 2BRLTLEI N,

) 7T A~ OH:

POST /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: test_user

X-Auth-Key: password-Xxx

Content-Type: application/json

{"name": "Test Token"}

it SR
HTTP/1.1 201 Created

X-Auth-Session: JjzJsZrVQfbzZULyAuvSJjTftnBHCCQT

"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/fb65a127-a04c-4f58-bc52-efa884447efb",
"name": "Test Token",
"token_username": "test_user",
"preserve": false,
"expiration": "2020-04-30T02:33:44Z",
"id": "fb65al127-a04c-4f58-bc52-efa884447efb"

U/ M NY/ ]

POST /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: test_user

X-Auth-Key: password-Xxx

Content-Type: application/json

{"name": "Another Token", "preserve": true, "expiration": 3600}

L .

il LA

HTTP/1.1 201 Created

X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

{
"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb",
"name": "Another Token",
"token_username": "test_user",
"preserve": true,
"expiration": "2020-04-30T03:20:31Z7",
"id": "21f98l1ad-6221-4fb4-a7d1-dd5560256dfb"
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=0 DEE

Bl 4 BEINEZZ2—F—DITRTDO =2 VD—EBER

) 7T A~ OH:

GET /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPugxFQrDcCPZgwEK

s SR8
"tokens": [{
"name": "Another Token",
"token_username": "test_user",

"preserve": true,

"expiration": "2020-04-30T03:20:31Z",

"id": "21f981ad-6221-4fb4-a7d1-dd5560256dfb",

"href": "/api/user/v2/users/testuserl/preferences/tokens/21f981ad-6221-4fb4-a7d1-
dd5560256dfb"

e

"name": "Test Token",

"token_username": "test_user",

"preserve": false,

"expiration": "2020-04-30T02:33:44Z",

"id": "fb65al127-a04c-4f58-bc52-efa884447efb",

"href": "/api/user/v2/users/testuserl/preferences/tokens/fb65a127-a04c-4f58-bc52-
efa884447efb"

3]
3
ol s b =2 VEBIORED b —2 > O —ERR
DR ES SOV

GET /api/user/v2/users/test_user/preferences/tokens?token=pviHrthBGQhGZHoPugxFQrDcCPZgwEK
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

it SR
"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb",
"name": "Another Token",
"token_username": "test_user",
"preserve": true,
"expiration": "2020-04-30T03:20:31Z7",
"id": "21f98lad-6221-4fb4-a7d1-dd5560256dfb"
}
}
Bl 6 F—2 > ID HIORED b —2 v D—EHRKR

GET /api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

ERITENROBEEE LT,
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k=2 DEE

B 7 h—2 UMERD »—27 > O

U/ S NY/ ]

DELETE /api/user/v2/users/test_user/preferences/tokens?
token=pviHrthBGQhGZHoPuqxFQrDcCPZgwEK HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPugqxFQrDcCPZgwEK

i SRLAG:
HTTP/1.1 204 No Content
il 8 =2 DD —2 DYl

DELETE /api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK
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RESTful APl O— LY —E X

O—&id, =T —IZHEHHYYTEZ LA TELAROLEfEaL sy aryTT,
XFEIERHANDZOIZ, IEFXFHAREZR_RO>DO—IVEERLTEET, 7771

TUAL—TF =ik, BERO—VEEDLSTEHEIENTEET, n— I 2HHTS
ZriF, BEHEARAT-REHETEZLDELETT, A=)k, 2—HF—% KEALQ
AREFIZHIRL, BEHn s/ ca—HYF—D7 27> a a2 F0a—HF—ZIZHEOMNIT £
ERS

[BEAEH] 0—VIZBEOEDTHD, TIANNTIRTOI—Y—1ZEH H YT

LNTVWET,

AO—JLY—EXOIY2F

WOV ARz — )Y —vrY2av >y R RERUET,

* 81 O—)lYy—vrRav UK

IR/ @ 8 JXR Irolelv{l|2} D 32BN SEA

GET frole/v{12} O &% {H#fH O—L¥Y—v2avry e —BERRELET

GET /roles FRTOO—)VE—ERRLET

GET /roles/role BEIN-a— 1o ATy s —% —BEEKR
LET

POST /roles FLwo—ILEERLET

PUT /roles/role BEINzo— Lo TaNT s —%2EELZ
Kl

PUT /roles/role/revoke TRTDA—F =M oFEINZo—)LEH|
BRUET

DELETE /roles/role EEIN-O— VERELET

GET /roles/role/authorizations BEINZO—ILDITRTOKELE ~EFKR
LET

GET /roles/role/authorizations/auth FBEINZO—)IVOEED TONT 4 —% —
BERRUET

POST /roles/role/authorizations BEINZO—LOHLWERZEKRLET

PUT /roles/role/authorizations/auth BEINEZA—VOKARD TaNT 1+ —%E
BUET
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O—-JLY—Ex07a/NT+1—

JUIZR b+ JXR Irolelv{l|2} D 3 IZiBHN SiEA
DELETE /roles/role/authorizations/auth BEINZO—VOKBEWELET

O—=I)LY—EXDO/N7T 1 —

name 71/ 8F 4 — & description 7O /8F 4 —iX, O— NV EERKT L7-DIZHBET
HO, TRTOUE—IVE—HIRTDEERINE T, ARIX, B —IVOEHERIZE
mEhn, HEOH -V —EERTEHLERRINET,

# 82 O—)DTaNT 1 —
TONRT1— B L
name string —EIZFERIN DU — IV DA
description string B — )L D FE A2 3,
authorizations list Z D =)L DK

A—JLO—EXRT
FTRTDEBFADOOT— )& —~ERRLXT,

PR DY/}

GET /api/role/v1l/roles HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Host: zfs-storage.example.com:215
Accept: application/json

s SR
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vi/roles/basic",
"name": "basic",
"role": "basic"
Ao
"description": "a",
"href": "/api/role/vi/roles/rola",
"name": "rola",
"role": "rola"
1
}
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O—JLOEE

O—J)LOEE

B—-pu—)o7anxss —%20E0ET, 7NN T 4 —AXT—RZ2KTIZ

%, props BI&HE/NNT A =K% true IZERTEL E T,
DR SN/}

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

il SR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"prOpS": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"
"label": "A description of this role",
"name": "description",
"type": "String"
ap
"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/vi/roles/basic",
"name": "basic"
}
}

O—JLDERK

Zoawy RiEHLvwo—LE2ERL E9.

%83 L —IVOERD Ta T 1 —
Zany1— S FHA
name string LW — )L DT (BAE)
clone string TDTaNRTF 4 —Dra—rEEKRTEE—ILDH
Hi (X 7> ay)
description string o — )LD (W6ZE)
)7 T A ~OH:

RESTful AP O—JLHF—E X
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O—ILDEE

POST /api/role/vi/roles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role_workflow", "description":"Role to run workflows"}

ik SR

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vi/roles/role_workflow

"role": {
"authorizations": [],
"description": "Role to run workflows"
"href": "/api/role/vi/roles/role_workflow",
"name": "role_workflow"

O—JLOEE
O—IlD7uRF 4 — I — VOERBICEETE T,

V7 T DO

PUT /api/role/vil/roles/role_workflow HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

i LB

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

268 Oracle ZFS Storage Appliance RESTful APl 777 . Release 0S8.8.x « 2021 £ 8 A



O—JLOEDEL

AO—JLOEDHEL
TARTOI—HF—5u0—LEROHELET,
)7 T A bOH:

PUT /api/role/vi/role_worksheets/revoke HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215
Accept: application/json

il A3

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

O—JLDOHIR

VATLANSH—VEHIRUET, B EZ 1 A EOI—HF—iZH D YT o
TWaH41E, 2confirm=true % DELETE 2 <> NIZEML 7,

D74 S NI

DELETE /api/role/vi/roles/rola?confirm=true HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215
Accept: */*

il SR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

O—IJLOEBRD—ERT
BRIN-0—VOAREZ —ERRLUET,
D74l S Y/

GET /api/role/vi/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215
Accept: application/json

il SR A:
{
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H—JL DGR DIERL

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: "N
: ’
"scope": "workflow",
mguid": e

H

O—)LDESZDIER

LW — VKB RERLET, ANWTEXTF 4 —lICLITEREEINSEHDE[ELD
T, BARIZITERFEAD scope 7O NT 14 —2bH D T, TOMD T NF 1 —
WBAHATI=TIZREOWTHRETEET, A2—7DMHEIFIRDEED T,

ad cluster keystore role stmf user
alert dataset nas schema svc workflow
appliance hardware net stat update worksheet
)7 T A NDH:

POST /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

it R4

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

"auth": {
"allow_modify": false,
"allow_read": true,

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,

"scope": "workflow",

nguidm: mEn

AO—ILDEEDEE
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H—IJLDEGRDEIRR

DR/ M NY/ ]

PUT /api/role/vil/roles/role_workflow/authorizations/auth-000 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 29

{"allow_modify": true}

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
mguidt: e
}
}

O—JLDEGEDHIER

O—)VOAREZHIRL £,
) 7T A~ OH:

DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: */*

il SR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

RESTful AP O—JLHF—E X
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D—070-6LVCRXIZUTFIRVE

IOV —VCARK, V=2 7u0—0OFHIIMHLEY, V-2 7u—tik, 77547
VAT Ta—REN, FOTTIATVATERINSEZAZ) S DI LTI,
J—278—F, TIIHA VR T —AFHIFAY VU RFA VR T —ADEL 5
POEENZHIETNANTI A=K U, EfFTEFET, V-2 70—k, BET
Yave U TEITURED, BEINZREICETLEZYVTEHEILETEET, TDE
O, 7= 7a—%2FHT5L, FFEOR) V—2FIHZE VAL LS hGikTT 7
TAT VARPRTEET, /-, FEOMBE -7 7V r—rarvoRA NS

54 AR EFERIZZ VI —RTB22HTEET,

D—070-6&VRIVTMH—EXOTVR

WOEKIZ, JT—r7u—Y—v2av vy R2RULET,

x84 UV—Zr7a—%—v2av v\

R/ @ 8 /N lapilworkflowlv{1|2} D% 3 IZBHN e

GET /api/workflow/v{1|2} O % % {#i ] J—r7u—H—vRavy N Nir—EkK
~RUET

POST /workflows HLWI =270 —%7 5347 VAL
7y 7ua—KNULET

GET /workflows FTRTDU =70 —%—EBHRRLET

GET /workflows/workflow Bz —2r7a—-—o7a)xs 11—
E-BERRUET

PUT /wor kflows/workflow eI =2 78—DT a5 1 —
EEHELET

PUT /workflows/workflow/execute fBESINEZT -2 70 —%FEFUET

DELETE /workflows/workflow SNz —r 70— %lELET

POST /scripts A7) T ETYTR—-RUTEFTLE
\3—

GET /scripts EITHDTRTDOAZY) 7 M —EBERR
LY

GET /scripts/script FIHORT ) T MCEERLET

DELETE /scripts/script FEfFhORA 7Y S ERELEVUET
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J—270-07y7O—Fk

J—o70-07v7O—K
TITSAT VAT — 2 70— %7y 77— RLET,
) 7T A b DO

POST /api/workflow/vi/workflows HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Host: zfs-storage.example.com:215
Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'wWords of a song to sing',
type: 'String',

}I

execute: function (params) { return (params.song) }
}
i LB

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: user/generic@2013.09.14,1-0

Location: /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cd0cOcce9971

{
"workflow": {
"href": "/api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdocOcce9d971",
"owner": "root",
"origin": "<local>",
"setid": false,
"alert": false,
"version": ""
"scheduled": false
}
}

JD—70—-0—EXRT
T ITIATVAIA VAN = LEINEZTARTOY—r7 70— %2—&XKRLET, ME

HIXT A —& showhidden=true B EINTWVWAIEE., —EHiz@FEXRERIHhTH
20— 70—NEENET,

) 7T A ~DOH:
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GET /api/workflow/v1/workflows HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

il SR A:

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

i
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
i
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadid9el"”,

i
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
i
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H

7—270—-0ORE

F—DU—270—070R 74 —%2HHLET, ~v X —HNT Accept IZ
application/javascript Z 8 & L 725 &IX 7 —27 70 —ONEMRI v, U4t
DEGEHEIFZT =27 78 —D7unNT 1 —DEINET,

Accept IZ application/javascript Z#5E L72HE DY 7 T A h DOHf:

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74e1246d448 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/javascript

il SR A:

HTTP/1.1 200 OK
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X-Zfssa-Appliance-Api: 1.0
Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
parameters: {
hostname: {
label: 'Client hostname',
type: 'String'
i
ipaddrs: {
label: 'Client IP address',
type: 'String'

H
validate: function (params) {
if (params.hostname == "'') {
return ({ hostname: 'Hostname cannot be empty.' });
}
if (params.ipaddrs == '') {
return ({ ipaddrs: 'IP address cannot be empty.' });
i
execute: function (params) {
try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );
}

+
Accept (2 application/json Z{8E L72&EE DY 7 T X k DH:

GET /api/workflow/vi1/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

it SR

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",

"uuid": "cc574599-4763-4523-9e72-b74e1246d448",

"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678f245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",

"owner": "root",

"origin": "Oracle Corporation",
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"setid": false,
"alert": false,
"version": "1.0.0",
"scheduled": false

J—270—DEE

7—270—0Y—=ZZPUT V7T AMEREEFELT, B—DU—27 70— 7N
TA—EREETELT,

DR/ S NY ]

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}

il SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

"workflow": {
"alert": false,
"description": "Echo bird repeats a song.",
"href": "/api/workflow/vl/workflows/448b78el-f219-e8f4-abb5-e01e09elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",

"scheduled": false,

"setid": true,

"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

J—70—DET

J—=2 70 —A7 V)TN 2EZFUTHREZELES, 7—2770—N"FA—-R%, K
XHNDISON A7V =7 NTEINDZBENHD T, KIT5L, HTTP AT —X
A 202 (Accepted) 23, 7 —2 70 —DOH N EELHR—DOFER T 0 NNT 4 — %KD JSON
FTV b EHITEINET,
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7 —270—0OH#IkR

) 7T A~ OH:

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/run HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}

it SR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

"result": "tweet tweet tweet\n"

J—270—0HIK

TTSAT VARSI —2 70— ) T ME2HIBRLE T,
) 7T A d DO

DELETE /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cd0cOcce9971 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: */*

il SR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

AVVT 7y 7O—RELVET

TTIATVAZAZY) T 27y 70— RKLUTEFLET,

root 2—H—if, 754 T VAT TE—RINTWEBTRTDOAZY F 2k
RUTCTIZRATEET, root MADI—F—F, HHDAZ ) T hDAEFRRLT
TR ATEET,

A2V T DFMIZDOWTIE, [Oracle ZFS Storage Appliance #7571 N, Release
0S8.8xJ @ [CLIAZ Y 7 MO#EME] 2SR TSIV,

TDOAZY)TRE, TTIATVALEDTRTOY 2752 —&HFHRLUET,
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KITHROIRTORI ) T +D—BEXRT

DR/ M NY/ ]

$ curl -kv --user root:pw --data-binary @listShares.aksh \
https://hostname:215/api/workflow/v1/scripts

POST /api/workflow/v1/scripts HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: */*

Content-Length: 12

Content-Type: application/x-www-form-urlencoded

il SR A:

HTTP/1.1 201 Created

Date: Mon, 27 Mar 2017 22:16:38 GMT
X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: user/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: plain/text; charset=utf-8
Transfer-Encoding: chunked

default
sharel
share2
fsi
luni

RITPFDIANTORI VT FDO—ERT

EITHFDITARTOAZY) T2 —EFRRTBIZE, ROa~v Y R2HHLET,

root 2—HY—ik, 7754 T VAT 7TA—RINTWEITRTDOAZ Y T 2%k
RUTCTZ2ERATEEZT, root UANDIZ—HF =k, BHDAZ YV T hDAEERLT
TIORATEET,

220 7 N DOFEMIZDOWTIL,  [Oracle ZFS Storage Appliance ! N, Release
0S8.8.x) @ [CLIZAZ U 7 bD#fE] 22U T,

)72~ DHfl:

$ curl -kv --user root:pw https://hostname:215/api/workflow/v1/scripts

GET /api/workflow/v1/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: */*

il SR

HTTP/1.1 200 OK

Date: Mon, 27 Mar 2017 22:41:06 GMT
Content-Length: 96
X-Zfssa-Workflow-Api: 1.1
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KITHRDRY ) T b ADOBES

X-Zfssa-Api-Version: 1.0
Content-Type: application/json; charset=utf-8

{
"scripts": [
{
"time": 4,
"href": "/api/workflow/v1l/scripts/1",
"user": "root",
"script": "1"
H
{
"time": 39,
"href": "/api/workflow/v1l/scripts/9",
"user": "root",
"script": "9"
}
1
}

EITHRDRXTU T bADBIES

root I—H =X, 77547 VAT vy 70— REINTWBEEFTHFOEDAZ ) T h
WHHEEHRTEET, root IO 2—H =13, EITFHOHLDAZ ) T M DOAZHEE

mTExd,

A7) 7 N OFMIZDOWTIL,  [Oracle ZFS Storage Appliance &% N, Release
0S8.8x) @ [CLIAZ )7 D#fE] 2SI TIZIW,

)7 T A~

$ curl -kv -H "Accept: text/plain" --user root:pw \
https://hostname:215/api/workflow/v1/scripts/9

GET /api/workflow/v1l/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: text/plain

il LA
"test2": {,

"str": "this is a string",
"bool": "True",
"posint": 994,
"int": 1123,
"address": "",
"host": "192.0.2.0",
"hostname": "example.com",
"color": "red",
"languages": "latin",
"size": "red",

"onoff": "off",
"number": 0,
"stringlist": "this is another string",
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KITHFORX ) T hDfELE

"emptystringlist": "this is another string",
"yetanotherstr": "You can't change me",
"emptystr": "Any string",

"password": "password",

"longpassword": "longpassword",

"permissions": "@22",

"nonnegativeint": 42,

"port": 21,

"time": "Thu Jan 01 1970 15:22:30 GMT+0000 (UTC)",
"date": "Sun Jun 17 2007 00:00:00 GMT+0000 (UTC)",
"datetime": "Sun Jun 17 2007 15:22:00 GMT+0000 (UTC)",
"hostport": "ipaddr-1",

"dn": "uid=root, ou=people, dc=fishpong, dc=com",
"commalist": "foo,bar"

}

"utask": []

RITPDRX VT +DELE

root 1—Y—I%, 775347 VAIZTy 70— RFRENTWBEFHFOEDZA ) Tk
THHIBRTEZ T, root IADI—T =ik, EFHFDOEHLDAIZ V) TIDOMIT 7k

AUTHIRTE XY,

220 7 N OFIZDOWTIL,  [Oracle ZFS Storage Appliance !/ N, Release

0S8.8x] @ [CLIAZV 7 hD#E/E] 2BBLTL I,

)7 T A~ Ol

$ curl -kv -X DELETE --user root:lia \
https://hostname:215/api/workflow/v1/scripts/9

DELETE /api/workflow/v1/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: */*

il SR A:

HTTP/1.1 204 No Content

Date: Mon, 27 Mar 2017 22:59:12 GMT
Content-Length: ©

X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: build/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8
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RESTful 2217~k

FEDOHTTP 774 7Y M2 RESTfUl 7 947 b LT TCEZ T, VYV —2
URL Z AJ1 94, BUI T% RESTful APIGET DfERZK T Z A3 TE £9, Mozilla
Firefox (21, RESTful Y 7 T A h Z{ERKT 572D >~ A s —)LTE % RESTful 7
FAT VY RNEY2a—)VAH Y 7 (https://addons.mozilla.org/en-us/firefox/
addon/restclient/), Z®DEY a—) ik, PUT, POST. B LU DELETE Y 7 T X b
&, BEOHTIPGET V7 T A M2 HALE T,

SSLv2/3 7B b aFYR— I N o772, RESTful 72717 > M TLS 7
OFaNLNEMATEISLEEDDET, curl 7 747> M curl N—Y a > 7.34.0 BLE
EHEHTILERSDET,

DX Zvavizid, XEXERRESTU 7 54 7 > MZET 53 BRAETEH X
NTVWEI,

curl REST 2517k

cul 72947 MiEcurl N—Va v 7340 A EREHATI2HERD D 9, &R
2ODCLIR—AHTIP 7 7147 >~ M, wget B& P curl T4, 2Dk arT
%, curl ZfH LU T RESTful API 2 — )L 2175612 W< DA R U £TH, wget Zff
AL THFRMROBEREZEHRTE X7,

)Y =7 —2DEIF

Z DTk, BffiZze HTTPGET V 27 T A b &{HH L T JSON ¥ — X 2 Hif39 % ik %
~UET,

$ curl --user ${USER}:${PASSWORD} -k \
-i https://hostname:215/api/storage/v1/pools/p1

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2018 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

RESTful 7 317> bk 283



CulREST 247>k

"pool": {
"profile": "mirror",
"name": "pi",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,

"used": 31696384.0

H

"peer": "0OOOOOOOO-000O-0000-0000-000000000000",
"state": "online",

"owner": "adminil",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

HwLWIY —XDIERK

ZOHITIE, FrLWI Y —AZERT 5720DI12) 7T ARNTISON 7T —XZ2iEET 5
JitkERUE T,
$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \

-H "Content-Type: application/json" \
https://zfs-storage.example.com:215/api/user/vi/users <<JSON

> {"logname": "rest_user"

> "fullname": "REST User"

> "ipitial_password": "password"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2018 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

{
"user": {

"logname": "rest_user",

"fullname": "REST User",

"initial password": "password",

"require_annotation": false,

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"roles": ["basic"],

"exceptions": {3},

"preferences": {
"href": "/api/user/v1l/users/adminl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": {3}
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>k

BEOVY —XDEE

ZOHTIE, 2—HF—DrwaryRA LTI NEEELET,

$ curl --user admini:password -3 -s -k -i -X PUT \
-H "Content-Type: application/json" -d @- \
https://zfs-storage.example.com:215/api/appliance/vi1/users/adminl/preferences <<JSON
> {"session_timeout":60}
> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2018 05:43:17 GMT
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

"preferences": {

"href": "appliance/vi/users/adminil/preferences",
Illocalell : "C",

"login_screen": "status/dashboard"
"session_timeout": 60,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys" : {}

BED )Y —XDHIER

ZOavy RiE, YATADP AV —2RELET,

$ curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE \
https://zfs-storage.example.com:215/api/appliance/v1/users/admin1

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2018 13:21:11 GMT

Server: WSGIServer/0.1 Python/2.6.4

X-Zfs-Sa-Appliance-Api: 1.0

Content-Length: ©

Python RESTful 7517 > k

Python RESTful API 27 5 1 7> b &, RESTful Yy —E 2D T A MNjAK%E LET 5720

IZRESTTAMTIA TV eI HINET,

RESTful 7 54 7 > b 7025 LDl

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")

>>> request.add_header("X-Auth-User", "rest_user")
>>> request.add_header ("X-Auth-Key", "password")

RESTful 2547 > b+
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Python RESTful 7 517> b+

>>> response = urllib2.urlopen(request)
>>> response.getcode()
201

>>> info = response.info()
>>>
opener = urllib2.build_opener (urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'application/json')]

RIZ, A—=TF—2HALT, HAAGF AT, JSON 7 — X 232059 5 HE AT
TETWBHY I ARSI ENTELT,

)Y — DS

XD Python I — K& % &, {£ZD RESTful API VYV — A6 TF— X E2HETE
E I

GET D4

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/network/v1l/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href":
"/api/network/v1/routes/ixgbe0, ipaddr-0, ipaddr-1",
"interface": "ixgbe0@",
"mask": 0,
"type": "static"
}
]
}

)Y —ZXDIERK

Bl Y — A& AERT % Python 2 — N Dl

>>> action = {'category': 'network'}

>>> post_data = json.dumps(action)

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1/actions",
post_data)

>>> request.add_header('Content-Type', 'application/json')
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Python RESTful 7 517

>k

>>> response = opener.open(request)

>>> response.getcode()

201

>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

)Y —RADEE

BEFED Y Y — A% 2§ % Python I — K DH:

>>> put_data = '{"ip_address_conflict_resolved": false}'
>>>
request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1l/
actions/actions-001", put_data)
>>> request.add_header('Content-Type', 'application/json')
>>> request.get_method = lambda: 'PUT'

>>> response = opener.open(request)

>>> response.getcode()

202

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"actions": {
"category": "network",
"datalink_failed": true,
"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,

RESTful 2547 > b+
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Python RESTful 7 517> b+

"ip_address_conflict_resolved": false,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

Bz )Y — XDHIBR

BEFED ) Y — A& HIFRT % Python 2 — K D:

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/vi/actions/
actions-001")

>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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