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Oracle ZFS Storage Appliance RESTful APl \
']

Oracle ZFS Storage Appliance A& W4Z IR EE MBI HFFIREIERS . BSIERNA

A AT EIEIEEM Oracle ZFS Storage Appliance RESTful I FA4R#2#% [ (Application
Programming Interface, APl), RESTful AREMETF 7 ENRFH/ARSE|EE, hiREY
AFEEIEELSE. BRASNEMRNERAEEERAINEENE R TEAMEER

ARS3o

RESTful API 383

Oracle ZFS Storage Appliance RESTful API {8 FBYISIEENES X K28 - @ (browser
user interface, BUI) M1&n <475 M (command-line interface, CLI) #8[E, RBIMFZF
MR EIERERIRERIEHEIEHTIIEHEIRO 215 _£i&d HTTPS EERMNIT.
RESTful API ¥ HTTPS RiERBEIME 15 7%, AP RIEXZE,

AIURAUTRIEFEZ—:

. BERGIE-8MNMEKRBUNBERAFRER. BNFRFEEHBEKR username:password
#1T Base64 4R3I F R &,
HTTP kifl:

Authorization: Basic Tm8gcGVla2luzZyE=

s FAPREIE—FR BUI 5 CLI EREIE#HTERIE, EXMIBERT, X-Auth-User SkAT0
BEERA, M X-Auth-Key kAN BEE R,

HTTP k=ffl:

X-Auth-User: login-name
X-Auth-Key: password-xxx
n DRI —HOhMIBERIEE, RIERATHEAMEIEITHRS, BEETHEIE, SR
HAfS, EERaO<TZAl, SMBRHIITRIE.
LhESKTR:

X-Auth-Session: qYftpufrrTx1DztkMhllLoyTfSDUSIR

Oracle ZFS Storage Appliance RESTful APl \i] 15



RESTful API hRZs

RESTful API hrZs

IRELETE RITHRAY RESTful API iRAEE SiR& R REALEN2BRES. FIBER
HIMBR Sk R =R B AR AR S

X-Zfssa-Version: nas.2013.1.1

RESTful APl RSZ ks

&1 RESTful API fREEE —MEAL—FIBIFIRAT (Uniform Resource Identifier, URI)
HN—& 2. BFARRSHRES. REBEFERESHTRERES, HROTIRETE
BRAS, ERERESEREN, WNRKREBHABRAES, MWEIAEN 0o FRFW
FEREASHINERSZSNEERES LA, FKRPEREBRESHINSIRSZERERRZ

STES,

g, FTRETTHEFPIIBERENEBT 2.1 RENRSEH, BRATUEEFHIERF
fE e E AR S,

ERHRA R

1 & XA SRS THMRARITE,

2 2 TBRALE, RBMA (BIAEN0) BEHRE.

2.1 2 EERAENRERAE SRS S THARAHEIE,

2.2 & EERALE, BREMRALRSETHRAR.

BT B, TRESEMARS API A, HAEAIRERA SIS RHEE ML
BHEAIAR. XEBMESERRIRTE CLIM BULH, FERZIZELRFININEEET.

» HREENE FIBERIBREME) -

» EMAGLHFMEFERARYE, XEBERBMIAME, UELSSHITELHIR
AR ATRTIR(Fo

HFFRAREFRE LI LIRLEEMEBNE, FILNE P V#HITHRE LR
Mo WMRXARSS APL H#ITRAEFRBMENR, WREBMASREE,

» ERBERSHMHIAFEL,
» EARSFELAMIHIEIBS L,

SNRITARSS AP HITARBMEDN, WEBRESIFELE,

» RS SEIS
» MIBIRS RS,
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RESTful APl BREShRZS 2.0

BERGENETERETTEEERAREINRSER, RITEEEHAE, ATRSAEE
HWAEERERENRA, ENmSINENME S HTTP KFA TIRIRAVIGE API HIY
BIARAS:

X-Zfssa-Nas-Api: 1.1

RESTful API f[RZhRZs 2.0

R4 RESTful API ARSZHRZS 2 #1 RESTful API fRSZhRAS 1 ZEIMNES:

» “BIREHIARIE" [17]
» —HEE"[18]

RESTful API hiRZs 2 #1 RESTful API ks 1 BRI, RISMMERES BRhRA 1 7R
5, AR URI BARSZBARALZS (vi 5% v2) EIREFERM REST API AR,

ARS8 {E

RESTful API hR7s 2 (IR EIAI R EMANE. AIRSHANENTEMEENE
HE BB BRI ER .

RESTful API fRZ& 1 121F@E (BHIFRLK) REIRIHRSHARNE, #1490, RESTful API
hRZs 1 BBYiR[E]5E2E Javascript B EBE VAV B HREY (8] =/ &8, BBTiR[E] 1SO 8601 HEARY
iB#& LY B HARY (8] R 88, RESTful API kR4 2 $4£%:R[8] 1SO 8601 HEARYEIA&TUAY B HA
BY 8] R &R

ELLTRBIH, GET /api/system/vi/updates ¥R{EiR[EI5EEE Javascript H A& XA H
HABY|B)F TR, GET /api/system/v2/updates #2{EiR[E] ISO 8601 HHAREIFENAYE
HABYjB]FRT &R

GET /api/system/v1/updates

{

"updates": [{
"status": "previous",
"href": "/api/system/vl1l/updates/ak-nas@2013.06.05.4.0,1-1.7",
"release_date": "Fri May 01 2015 20:13:00 GMT+0000 (UTC)",
"install _date": "Tue Nov 15 2016 01:01:07 GMT+0000 (UTC)",
"version": "2013.06.05.4.0,1-1.7",
"date": "Fri May 01 2015 20:13:00 GMT+0000 (UTC)"

H

}

GET /api/system/v2/updates

"updates": [{
"status": "previous",
"href": "/api/system/v2/updates/ak-nas@2013.06.05.4.0,1-1.7",
"release_date": "2015-05-01T20:13:002",

Oracle ZFS Storage Appliance RESTful APl \i] 17



RESTful APl BRSShRZs 2.0

"install date": "2016-11-15T01:01:07Z",
"version": "2013.06.05.4.0,1-1.7",
"date": "2015-05-01T20:13:00Z"

3
}

—HmE

RESTful API iR 1 R{FERNSAR—BHREIARRMNE, EAXBURATEMHNIARA
o RESTful API higZs 2 #&1EiR[E|—HIE, MSEMIFRA TR,
EUTREIG, YFHAAEHIEHIEER, max_bandwidth BHRE -1 B2 (E]:

GET /api/storage/V1/replication/actions

"actions": [{
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,

ffl
MBMNIEET —NE&HI2E, T max_bandwidth BHEIL 0 2R [E], BMEERME
R WE0UNE:

GET /api/storage/v1/replication/actions/71b1b8b9-9¢c57-c969-aab9-f96d5f4e5d54

"action": {
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": 0,

)

}
RESTful API ir7s 2 I2{ESAAR NS ERMEREMERENE, MS5ZBEENIFRART
x:

GET /api/storage/v2/replication/actions

"actions": [{
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,
1
}
GET /api/storage/v2/replication/actions/71b1b8b9-9¢c57-c969-aab9-f96d5f4e5d54

"action": {
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,

18 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



®H RESTul $#&1%

% F RESTful 12(E

TRERTHERRIE R RESTful ##1F,
&1 % F RESTful 121F
EXR B’z BieA
GET resources SIHFEER
GET resources/name IREVFEIR I E ZHIRAY JSON MR
POST resources B EIR
PUT resources/name BEOETE RIR
DELETE resources/name HIBRIEE IR

HTTP iR EX

Ri#%8R RFC 4627 FRTE XA JSON B FR A NN 2HEHI TS, FRIESEIRAE, TN

f‘|‘5(1$/l\

RRBVER

HRORE— MR REEF N EZREY ISON £RXYR. S8

LEBDERFICR UL JSON ER R AR (O] T LR 1R Mo

MRIESHEWE, TUEIE (PosT) AEEK (PUT) BFSE IR
5 GeT 15 KIR EIFEILALD

o RBMNZ

RIIES:
{

EE I EANERNE

"resource_name": {

"href":
"property_01":
"property_02":

"path/to/this/resource",
"value_01",
"value_01

RO FRY R

"resource_list_name": [

"href":
"property_01":

"href":
"property_02",

}

Hib GET f%
]

}

"path/to/resource_01",
"value_01"

"path/to/resource_02",
"value_02"

E - EAXER, WTFaL

FRERBY JSON IREIER, BEL@EIRINEIEMTRITXLE

L£RIGE T RIULUEEAIEE. S AesEliRE,

Oracle ZFS Storage Appliance RESTful APl \i] 19
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HTTP MRz 3k

HTTP M5z

It
o

&

20

FrE BT R IXHIERIRE RS e S EBFER JSON BiEETl, HAFEEUTKE!

Accept: application/json
Content-Type: application/json

MmN EFELLTMER:

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

WFFIRNER, FHIELREZE, ABRKEARERRNN, MRKEHABTKE, N
EPHATIREARIEEXBZE EOF (End of File, XHF4ERA) , LUEIREFAAERER
567728

—EERAURATENERSY, XESHEFEROERERLESE. ATNMAT
AILASMERHNFRRERNE IS, FENSMRFNXY, THSETIZERN
EEERSEY, UREATRNTBNEBSHIHRAE.

*2 BREESH
B BieA
props=true FIHERNE TR, FRIAMERN false,
start=index FEEERENNEHNR ID 2 EERENRFHIBHITR.
end=index IEETEIEERET AT R ID ZFIEREIHRMEIBHIT R,
limit=n REIFREE n MFIRTR.
depth=n EEREIIBIIFAEE,
match_property-name=value REIEEEREHETIEEENIIRNR.

EFifgS#: props

props BB ETRBMTTHIEE, T¥ props=true AT RIRESENIUIET I EFTEL
BEVIRERY, BERBUMITEE, FERIWNITIRE, XEEEBERLFIHIRE,
XL HAR(E AT LU EE B (B 2N R iR R TR

=3 BETHIRE
B 588
name BRI
label B i BA

Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



B 588

immutable ARSI RBEREEER

type BMAE, 590 String. Integer. Boolean 3 ChooseOne
choices HFHEEMYE, WArTRENSRA

HigE#: start

start IS AILUENRES | 4R S 5 ATEl,

. BEBEXNZRRSIFESFRE—MIR, HIRPEFEHZRSERNNR, URELCIE
EBENNRZEUENRENR,

= 3T UTC e RHREIEIEEN B HE GBI R RN REIHIENT IR, ELEHBFER
Y #F start THSEBIAEES

B E{E UL T RPPIREIUE UTC BE)&RT.

RS3 hRAs ENEITEL e Bt &R
vi B&E %Y%M%AT%H : %M : %SZ 20200723T14:11:49
v2 B&F %Y -%m-%dT%H : %M : %SZ 2020-07-23T14:11:49Z

BXERA start EWSHBIRG, BHSRLTILT:

» CFRENEESEHIE [71]
» “FIHTEDR" [110]

FigE2:. end

end ERSHAURNRES IR S AT E,

n BEBENRRSIFESFRE—NMIR, HRPEIFHZRSDERNNR, URELIE
FEEMITR Z It BRI RIITR,

= 35 UTC BYE)RHR[EI7EIE E I B 3 H 50 €I AV BRI R RN TR,
B BME A TILL %Y -%m-%d T%H : %M : %SZ T& LB UTC B E)&R T

BXEA end EWSRBVRA, BERFIHEENR" 110

FEHSE: limit

limit EWSBIEEBRONRATRHE,

Oracle ZFS Storage Appliance RESTful APl \i] 21



TGS

NRBERIETE start XKIERE end, W limit=niR[E] n MRFHITE,

FigESE: depth

depth EWSHIBEFMREFRTIRINFLIZE, depth (EEA, @IFH, WTHRAFA

TNo
depth {& EFIRPEEHNES
depth=0 TROEMEMFTIRERT
depth=1 TRNEN. FURBNRIRMEME R S E R
depth=2 TRHEE. FPREZRMEME RN T =E depth=0 it

¥ - fFH /api/log/v{1|2} FIHBEHEER /api/storage/v{1]|2} FIH. MB.
XHRSH, LUN BRI ARZHF depth TS,

EREIRSE depth AR FIRIBERTHI:

GET /api/user/v1/users?depth=2 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password-Xxxx

el vean
HNEEER, BT HMAR,

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

{

"users": [

{

"name": "root",

H
{
"name": "firstlast",
"properties": {
"logname": "firstlast",
"type": "directory",
"uid": uid,
"fullname": "First Last",
"require_annotation": false,
"roles": [
"basic"

’
"kiosk_mode": false,
"kiosk_screen": "status/dashboard"

1

"children": [
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"name": "exceptions",
"properties": {3},
"children": [],
"list": [
{
"name": "auth-000",
"properties": {
"scope": "ad",
"name": "*",
"allow_domain": true,
"allow_workgroup": false
H
"children":
"list": []

1,

"name": "auth-001",
"properties": {
"scope": "alert",
"allow_configure": true,
"allow_post": true
}
"children":
"list": []

1,

"name": "preferences",

"properties": {
"locale": "C",
"login_screen"
"session_timeout":
"cli_idle_timeout"
"advanced_analytics": false

15,

}
"children": [
{
"name": "keys",
"properties": {3},
"children": [],
"list": []

"name": "tokens",
"properties": {3},
"children": [],
"list": []
}
1,

"list": []
}

1,

"list":

"href":

L1,

"infinite",

"/api/user/v1l/users/firstlast"

"configuration/preferences",
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REHR

IREIRIR

EiHESE: match

mat chproperty-name=value WS HREIHIEE B 4B FFTIEEENRIRENTIR,

UTFRAHREIE kiosk_mode BMHERIEN true WAFMFIR:

match_kiosk_mode=true

T REIREIE roles BMREES super MHA require_annotation BYRERN
true WAFFIER:

match_roles="'*super*'&match_require_annotation=true

3 - f8F 7api/log/v{1|2} YIHBEHEFER /api/storage/v{1|2} FHA. MB.
N RS LUN BN AR $F match_property-name=value 1S4,

REEIRITELRE— MEREIZA HTTP RSB LUK LA T FE MR A K& .
JSON tFEMLY :

fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',

code: 500
}

}

x4 B IEIRMRE
HiR (AR BiEA
ERR_INVALID_ARG 400 BWASEEN
ERR_UNKNOWN_ARG 400 TIMIR L IBIN B EL
ERR_MISSING_ARG 400 RN ERASH
ERR_UNAUTHORIZED 401 LR P AR IRGHITEn S HIIEA
ERR_DENIED 403 BRIEWIELS
ERR_STATE_CHANGED RFERE AR
ERR_NOT_FOUND 404 FILFNERIM
ERR_OBJECT_EXISTS 409 BREBZEFENTR
ERR_CONFIRM_REQUIRED 409 BERBE 2confirm=true TSI EST
ERR_OVER_LIMIT 413 WANIFERKRK, TERE
ERR_UNSUPPORTED_MEDIA 415 BRONRRBEAFZIERZ
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Z2hINNEDIRE

HiR IR ] tRA
ERR_NOT_IMPLEMENTED 501 BRIERINE
ERR_BUSY 503 EXFEER, RSFAH

ZEMNNEBEIRE
AR ATI B R S SR T IR &E SSLITLS MR AEE,

BIANERT, SSL/TLS WMMARZS TLSv1.1. TLSv1.2 MEXBEZIEAFEERS. &
LUBE M HTTPS ARS2 &% PUT iIB R LUK E tls_version BB TLSv1.00

BERTA:

PUT /api/service/vl/services/https HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

{ "tls_version": ["TLSv1.0", "TLSv1.1", "TLSv1.2"] }

£ sk, SR TiHL) -

HTTP/1.1 202 Accepted

Content-Length: 1265

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"service": {
"href": "/api/service/vl/services/https",
"<status>": "online",
"tls_version": "TLSvl TLSv1.1 TLSv1.2",
"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:

3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-RSA-DES-CBC3-SHA:
DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"
}
}

BB TLSv1.0, 5% ciphers BYIEENNXET TLSv1.0 BEERFIR,
ERAG (OEERER, S THE)

PUT /api/service/vil/services/https HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

"tls_version": ["TLSv1.0"] ,
"ciphers" : ["SRP-DSS-AES-256-CBC-SHA", "SRP-RSA-AES-256-CBC-SHA", "SRP-AES-256-CBC-SHA",

"EDH-RSA-DES-CBC3-SHA", "EDH-DSS-DES-CBC3-SHA", "DH-RSA-DES-CBC3-SHA", "DH-DSS-DES-CBC3-
SHA",

"DES-CBC3-SHA"]
}
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AT

26

SRRG (NEEER, ERTEE)

HTTP/1.1 202 Accepted

Content-Length: 809

X-Zfssa-Service-Api: 1.1

X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"service": {
"href": "/api/service/vl/services/https",
"<status>": "online", "tls_version": "TLSv1",
"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:

3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-
RSA-DES-CBC3-SHA:DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"

* - BB APEIEEA RESTful API 3§ BUI, BRIERBEEFEREH Oracle THFARIE
£, ENIERYE tls_version M ciphers BHEMEIAIZE,

BT RESTful APl, BA changeProperties IEfNMAFP I LUNFFEREFISE
FEERMMN, BEXAFRENNER, ESIRESTUl API HERS (2411,

IR P B R EH YRS ROR B SS e RI E K, BRI B AR MmN BT,
EARUTH<ERAIERNE.
BERRA:

GET /api/setting/v2/password HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

LR

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 17:07:39 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 196

"complexity": {
"href": "/api/setting/v2/password",
"passlength": 8,
"min_letters": O,
"min_upper": 0,
"min_lower": 0O,
"min_digit": o,
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TEERE

"min_punctuation": 0,
"max_repeats": 0,
"namecheck": true
}
}

BXXLEMMNIHEA, 1SN (Oracle ZFS Storage Appliance BIEHER, %&1Thk 0S8.
8.x) HH “EWBERMEM

UTRABEREMNELREVFTEAEFHE., NEFE., HFNITAFTFSE—. &
EH min_letters B, LURBEFTEY min_upper # min_lower {Eo

BRI

PUT /api/setting/v2/password HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

{"min_letters": 2, "min_upper": 1, "min_lower": 1, "min_digit": 1, "min_punctuation": 1}

SRR

HTTP/1.1 202 Accepted

Date: Fri, 14 May 2021 17:38:40 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 196

{
"complexity": {
"href": "/api/setting/v2/password",
"passlength": 8,
"min_letters": 2,
"min_upper": 1,
"min_lower": 1,
"min_digit": 1,
"min_punctuation": 1,
"max_repeats": 0,
"namecheck": true
}
}
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ihiRARSS

S ARSS

{5 RESTful API

151 AR S5 & Oracle ZFS Storage Appliance ERYFTE RESTful API REMIANCOR. HRARS
BT IEA P EIEA5) H A B AY RESTful API fRSS, G FEEMRShRAMIAIRS,

HihaARs, BEERMUT URL Z2—:

m  http://hostname:215/api/access/v2
m  http://hostname:215/api/access/vl

B EMARS, BERRIGRRS #HITEFZ LRI AT BIRSHUEMMRE, AGFER
IR[EAY URI i )X AR SS

ARSI B T RER Y A IR B ECE AR 1ThRZR A M=o

x5 IBEARS ER <
BER iz 2 iR
GET /api/access/v{1]|2} HIH RESTful API BRS3IA10) 5=
POST /api/access/v{1|2} BIRIEFALE RS
DELETE /api/access/v{1|2} AHARPRIEHSAMER S

list services AR L FIH AT FARSS A8 URl, SIRAEFEEEREIE, WA list services KL
KA ARSI R BAYRRSS 1A 18] URL, Lban<5lHizi&& ERIFRE TR RESTful
API RS FhRZS,

BRI

GET /api/access/v1l HTTP/1.1

Host: zfs-storage.example.com:215

X-Auth-User: adminil
X-Auth-Key: password

LERT:

fEMH RESTful API
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P BRSS 121

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"services": [
{
"version": "1.1",
"name": "hardware",
"uri": "https://hostname:215/api/hardware/v1"
H
{
"version": "1.0",
"name": "san",
"uri": "https://hostname:215/api/san/v1"
H
{
"version": "1.0",
"name": "network",
"uri": "https://hostname:215/api/network/v1"
}
1
}

It AR 55 12 1E

e LIREAFRERSHNZRE (55 IR, NREA, kan<REEXIEERS
WHERIER. EUTRAIFR, BEBRGAFRBRLE—SHRENEENE R,

BRI, EER, WIERERWIESH, B3R WIESHE” [31]:

GET /api/hardware/v1 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwWPOD]

LR, hEEER, ST HREFHASOAE:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

{
"service": {
"methods": [
{
"path": ",
"href": "/api/hardware/v1i",
"request": "GET",

"description": "List the hardware service commands."
i
{

"path": "/cluster",

"href": "/api/hardware/v1/cluster",

"request": "GET",

"description": "Get cluster properties and cluster resource list"
i
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Eoallaci::

SUIEhR

"path": "/cluster/resources/<resource:path>",

"href": "/api/hardware/vl/cluster/resources/<resource:path>",
"request": "GET",

"description": "Get properties for the specified cluster resource"

~—

"path": "/cluster/resources/<resource:path>",

"href": "/api/hardware/vl/cluster/resources/<resource:path>",
"request": "PUT",

"description": "Modify the specified cluster resource"

~—

"path": "/chassis",

"href": "/api/hardware/v1l/chassis",
"request": "GET",

"description": "List hardware chassis"

}
1,
"version": "1.1",

"name": "hardware",
"uri": "https://hostname:215/api/hardware/v1"

}
}

ANEE &IE PoST B K MITIEIARSS IREVAFFTA LB R hE, ILIFFAME RS A LR
FRERMIRSBESHRIL. SBIAFRNIIEENEMMEERBIEIRG, ZIFF
AMBERLSERRI. FRIMEREN 15 0% DELETE BERAAT EHEFALERS
REHEIRRFAEE R R

AR A ERSHEENT UEINEIUESITE ID. RESTful API ks 2 #1 RESTful API ki
K1 P TFIEFANER SO, IHFANERIEEETERE LOIESIE ID EEE
TE, EHENFIREZERREY,

B EL] LIS A SRR RIA1A] RESTful APl, RAETE RESTful API R4S 2 Ffl1E S AR
ERAZIFCNBIFAM S, BAMSHAERENSFREZEEY, RIEAIUE—E
EN R FEARATSHEMEET R8BS, B2 WRESTul API P RS [2271,

BIBEFAEERSE

POST IERAIIERFMVIFHFAME RS, MG, FiRE HTTP R 201 UREFBEAN
B access B JSON X%, ItEMEESTAERN RESTful API lRSS5IFR, BIERBM name
ARATIEE SENZ T,

BIEIER A

POST /api/access/v2 HTTP/1.1
Host: zfs-storage.example.com:215
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IS HE

X-Auth-User: root
X-Auth-Key: password-Xxx

FRINAYIESRERE] HTTP R3S 201 (Created), MAKzif@id X-Auth-Session HTTP SkH93F#s
AMBE RN, MM EXEEEIHERAIHENRSHYIR,

e 7 3%

HTTP/1.1 201 Created

X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwWPOD]

X-Auth-Name: REST-YGO20Rod

Content-Type: application/json

Content-Length: 378
X-Zfssa-Access-Api: 1.0

"access": {
"services":[{

]

FHEAMERIFHGFARERSTHE

= DELETE KIXHIERAIA T EHIFR/AMERCEAEIFFAMER SR,
EHIERTA:

DELETE /api/access/v2 HTTP/1.1
X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwPOD]

ZR:

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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BIEIEP

183 RESTful API, &a]IAEIBIEPERIERK (Certificate Signing Request, CSR). R
BMERA P IEBUARIE BRI AN (Certificate Authority, CA) HEHo

EF&RE, request @ CSR Y uuid, certificate B HZFH I AIEAFIEBTE CA IEBHY

uuido
*6 IEHRE
BER FInZIE&1R lapilsetting/v{1]2} 588
GET /certificates/system/template R[EIEHR CSR,
POST /certificates/system £# CSR,
THMRSIES,
GET /certificates/system/request HHHIEE CSR BB M.
iR[E] PEM #&30HY CSR.
GET /certificates/system I RAIEBIERNE M.
PUT /certificates/system REBRINRFIEBHE,
GET /certificates/system/certificate FIHIEE RAIEPRE .
iz[8] PEM RBBY IEF.
DELETE | /certificates/system/certificate HEIEE RAIUEP.
GET /certificates/trusted FIHFE R EIEBRE .
POST /certificates/trusted L EFRMEIEH,
GET /certificates/trusted/certificate FIHIEE RS IEBAEM,
iR[E PEM TR IEHo
PUT /certificates/trusted/certificate REBREAEIERM services BMEME,
DELETE | /certificates/trusted/certificate HEIEE A EIE T

HIHIEH

BUFIEREUE T M EFE RAGEBIEYE, HEIMT default BIEHIME.
BRI

EIEEH
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FIHIEH

GET /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: application/json

SRR

UTRHFNE—MEPRENERNENIES (BEFEE e i) . FTMERPRE
Fi&%&F%S (Appliance Serial Number, ASN) UUID Bzh4E R RIIES,

FEIERNKRE, default BENEESTRBEMERT RARIAILES.

HTTP/1.1 200 OK

Date: Sat, 08 May 2021 00:37:21 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 1975

"certificates": [

{
"uuid": "system-certl-uuid",
"type': "eert"
datar: '
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "CA"
i
{
"localityName": "Exampleton"
i
{
"organizationName": "Example Corp, Inc"
i
{
"commonName": "alice.example.com"
}
1,
"issuer": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates, Inc"
i
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "64",
"validity": {

"notBefore": "20210520T21:08:27",
"notAfter": "20220520T21:08:27"
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FIHIEH

}
"extensions": {
"basicConstraints": {

"value": [
"CA": false
}
1
}
"subjectKeyIdentifier": {
"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
}
"subjectAltName": {
"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-certl-uuid"
i
{
"uuid": "system-cert2-uuid",

"type": "cert"
: ’
"asn": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275",

"data":
"subject": [
{
"commonName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1,
"issuer": [
{
"commonName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1,

"serialNumber": "59:8A:73:7B:00:00:00:07",
"validity": {
"notBefore": "20060215T18:00:00",
"notAfter": "20380119T03:14:07"

}
"extensions": {
"nsComment":
"value": "Automatically generated"
}

"subjectAltName": {
"critical": true,
"value": [

"DirName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"

EIEEH
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36

}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-cert2-uuid"

}
1,

"default": "auto"

3}
LUTFIERFIH TIEEM trusted-certl-uuid RIS IEBME %,

BRI

GET /api/setting/v2/certificates/trusted/trusted-certl-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

SRR

HTTP/1.1 200 OK

Date: Sat, 08 May 2021 00:37:57 GMT
Content-Length: 984

Content-Type: application/json; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0

{
"certificate": {
"uuid": "trusted-certl-uuid",
"type": "cert_ca",
"data": {
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates,
i
{
"commonName": "Most Trusted Certificate"
}
1
"issuer": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates,
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iR[E] PEM & EYIEH,

H
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "83:F7:79:02:5F:44:4D:60",
"validity": {
"notBefore": "20210316T17:28:37",
"notAfter": "20210415T17:28:37"
H

"extensions": {
"subjectKeyIdentifier": {

"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
3
"basicConstraints": {
"value": [
{
"CA": true
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"services": [
"Idap",
"cloud"
’
"href": "/api/setting/v2/certificates/trusted/trusted-certl-uuid"

iz[0] PEM X AYIER,

3R [0] PEM ARTLRVIES, IB7E Accept iRkHISEUMEZ—:

application/pkix-cert
application/x-x509-ca-cert
application/x-x509-user-cert
application/x-pem-file

BERRH:

GET /api/setting/v2/certificates/system/system-certl-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/x-pem-file

SRR
HTTP/1.1 2600 OK

Date: Thu, 13 May 2021 06:29:33 GMT
Content-Length: 1440
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BIEARSIFIER

Content-Type: application/x-pem-file; charset=utf-8
X-Zfssa-Setting-Api: 2.0
X-Zfssa-Api-Version: 2.0

----- BEGIN CERTIFICATE-----
MIID+TCCAUGGAWIBAGIIXKTieQAAAATIWDQYJIK0oZIhvcNAQELBQAWYjEGMBAGAIUE

sUSSZgilvMJ4G8jtx6JIShG4DzDkvo8vq7GSika7h+hi5chDiZzdsOL9kDtBIQSAVN
ZlgjaFpzgio6wRvaIA==
----- END CERTIFICATE-----

eIEARSSZFIED

SRS FEBNE —T B LIBIEPRERIEK (certificate signing request, CSR)o 7E
%& EA CSR HREAETEMN CA. M CA BRERIERE, W EEZANIE
B [411PFR EEHZEZIER. ZEBIEBRERIEK,

iR [B] 15 RAER
template AIEE CSR MVIER, BIERELBRENEAE,
ERRAI:

GET /api/setting/v2/certificates/system/template HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

LERT:

HTTP/1.1 200 OK

Date: Thu, 13 May 2021 08:03:03 GMT
Content-Length: 261

Content-Type: application/json; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0

{
"request": {
"type": "request",

"data": {
"subject": [
{
"commonName": "alice.example.com"
}

1,
"extensions": {
"subjectAltName": {

"value": [
"IP": "alice.example.com-ipaddr"
i
{
"DNS": "alice.example.com"
}
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BRSPS

}
}
"href": "/api/setting/v2/certificates/system/template"

1B H EEIES

WMRFERLE template fitH, MNEIE data 7TE.

S FIEATREHRETE CSR HIEEMNEMEY, BYHINBASKIEBNEN, W0 FIHIE
F [3319FFA T

LTI CSR RKE /WEE'\ET iz CSR EHEIEN, WU TREIPFIR. —BLEHT
CSR, FEEBNNEHHITEN.

BERRA:

POST /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-type: application/json

"data": {
"subject": [
{
"commonName": "alice.example.com"
i
{
"organizationName": "Example Corp, Inc"
i
{
"localityName": "Exampleton"
i
{
"stateOrProvinceName": "CA"
i
{
"countryName": "US"
}

1,
"extensions": {
"subjectAltName": {

"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
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BIEARSIFIER

LERT:

HTTP/1.1 201 Created

Date: Fri, 14 May 2021 01:17:45 GMT

Content-Type: application/json; charset=utf-8

X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Location: /api/setting/v2/certificates/system/65119889-98d3-4fc4-bff5-f007a55f6¢ch3
Content-Length: 379

{
"request": {
"uuid": "csr-uuid",
"type": "request",
"data": {
"subject": [
{
"commonName": "alice.example.com"
iy
{
"organizationName": "Example Corp, Inc"
iy
{
"localityName": "Exampleton"
iy
{
"stateOrProvinceName": "CA"
iy
{
"countryName": "US"
}
1,
"extensions": {
"subjectAltName": {
"value": [
"DNS": "alice.example.com"
iy
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
3
"href": "/api/setting/v2/certificates/system/csr-uuid"
}
}

BEKEXE CA
&8 CcSR BEF UUID, ERILUMERZ UUID REREMS L PEM R EIEK,
EiR[E PEM & TUAY CSR, 1B7E Accept FRkARIEE U TEZ—:

application/pkcs10
application/x-pem-file

ERRA
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GET /api/setting/v2/certificates/system/csr-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: application/x-pem-file

SRR

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 03:47:21 GMT

Content-Type: application/x-pem-file; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 997

----- BEGIN CERTIFICATE REQUEST-----
MIICpjCCAY4CAQAWJIDEiIMCAGAIUEAWWZYXJIKb2NOLWt6LTIudwWsub3JhY2x1LmNv

BCOQ9FVRVV89AkmeAlF7727algmgmFcIUIIrEKTG4PSacedaoBsbjpvrizCuMhyo
VvgUKOPE/OXLAfw==
----- END CERTIFICATE REQUEST-----

MERFZTUIF CSR RHILA 1M CAo M CA BINERIETHY, 0 EHZATIIE
B [41FFR EEIZERIER,

L HZRIES

M CA BREZIEBY, FHEUTHS EHIZIEH, 7E Content-Type #rkHIEE LU TE
Zz—:

application/pkix-cert
application/x-x509-ca-cert
application/x-x509-user-cert
application/x-pem-file

ERRA

POST /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/x-pem-file

----- BEGIN CERTIFICATE-----
MIIDdTCCA12gAwIBAgICH5cwDQYJK0oZIhvcNAQELBQAwazELMAKGALIUEBhMCAXMx

cgfvdiNUEVSd1b2+cjRBAUSAt L Fv7H5BKTKEAOXikvo+F150My tMEO4ABLOPEYp
/KwtRsdIxmzAjmNgFQPREEAHVFQ/CGWhBEQ==
----- END CERTIFICATE-----

R

HTTP/1.1 200 OK

Date: Tue, 11 May 2021 18:04:22 GMT

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Location: /api/setting/v2/certificates/system/system-cert3-uuid
Content-Length: 987

{
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"certificate": {

"uuid": "system-cert3-uuid",
"type": "cert",
"data": {
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "CA"
i
{
"localityName": "Exampleton"
i
{
"organizationName": "Example Corp, Inc"
i
{
"commonName": "alice.example.com"
}
1
"issuer": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates,
i
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "64",
"validity": {
"notBefore": "20210520T21:08:27",
"notAfter": "20220520T21:08:27"
}

"extensions": {

"basicConstraints": {

"value": [
"CA": false
}
1
}
"subjectKeyIdentifier": {
"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
}
"subjectAltName": {
"value": [
{
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EE N EEIERIIARS

"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
i
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-cert3-uuid"

EEMNEEIEBNRS
TR B CSR BRI, 47 CSR ZA1EE I CSR MR

R LU B RS IEBM services BIRIE, services BMRBIEBNZEENRSY!
o

T RBIEERFIERR services B4,

PUT /api/setting/v2/certificates/trusted/trusted-cert2-uuid HTTP/1.1

Authorization: Basic Tm8gcGVla2luzyE=

Host: alice.example.com:215

Content-Type: application/json

{"certificate": { "services": ["ldap"] }}

— s TSN N
UTRAZE M EEEBNZ MRS,

PUT /api/setting/v2/certificates/trusted/trusted-cert2-uuid HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: alice.example.com:215

Content-Type: application/json

{"certificate": {"services": [ "ldap", "cloud" ] }}

KB RFIIAUED

AT RADERIARSOESR,

PUT /api/setting/v2/certificates/system HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: alice.example.com:215

Accept: application/json

Content-Type: application/json

{ "default": "system-certl-uuid" }
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HBIEH

HERIEH

DELETE sp S HERIEEIEP. BERFEH, WRMI, NHRE HTTP K& 204 (No
Content),

DELETE /api/setting/v2/certificates/system/system-cert2-uuid HTTP/1.1

B HTTP =R FHEE

HTTP ™4&{&3% £ (HTTP Strict Transport Security, HSTS) 7E3§E AT EIERAX A IF L E£HY
HTTPS i&E#E, RV HTTP &, (£ HSTS ZHi, K HSTS eREG, THRERH
T HSTS BURIREER1TH, ARRERIEPMENIEEZZBIES,

F - MRAFRERFRFIEBEREMES N, WATRESHUE HSTS Z2M %, NEFTHE
SENRBLESIREERE,

MLLTFRBIRFTR, HSTS BRiFEANIIARAIIEKE A 63072000 #, Bl 2 &,

ERRA

GET /api/setting/v2/security HTTP/1.1
Host: alice.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json

SRR

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 19:22:27 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 109

"Security settings": {
"href": "/api/setting/v2/security",
"hsts_enable": false,
"hsts_max_age": 63072000
}
}

ERNIGEBA HSTS, 5% hsts_enable BMIZEEN trues
PUT /api/setting/v2/security HTTP/1.1
Host: alice.example.com:215

Content-Type: application/json

{"hsts_enable": true}
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TiRAiRSS

RESTful APl ZiRARSE

gt

SENREEM (FIUNBEAMNRGRIE) AIMAER,. SREDEBES, ETUR
REEENHITHMERRE (WAKEBFEGHMELIES) o

3 RESTful API E4RARSS AT LA ERIEIRIRIE (WEAHERMMA) FEH
Analytics (93#) FRiIHERBHEZER.

A A
AN

TRETTERRS G, TURNRNEREGEXSPMERIZE (BR) o i, &
BRI RERALEBFEF. BERAATEHEHMELIES, XEEHENTHE
PNERMEIAN, actions-### S RBEIRFBMH UK ERIIFIEMNNES. action-###
SHRBIN Z—o

®r7 EiRRS @<

ER FINZIERTR lapilalertiv{1]2} tRA

GET {XfER /api/alert/v{1]2} FIHEIRRS S

GET /actions FIHFEEIRIZENR

POST /actions IV EIRIZIE

GET /actions/actions-### FIBIEENERIRIEREY

PUT /actions/actions-### BBIEEMEIRIZENR
DELETE /actions/actions-### HEIEERVREN R

POST /actions/actions-### IRV EIRIZERIRIE

GET /actions/actions-### action-### S SRRV EIRIRFRYIRIER L
PUT /actions/actions-###/action-### BEIEE NV ERIZERVIRETIR
POST /postalert AMEHIER

DELETE /actions/actions-###/action-### HBRIEE N ERIZIEAVRENR
GET /thresholds FIHFEREERNR

POST /thresholds BIEFRYEREZER

GET /thresholds/threshold-alert-uuid FIBEENREEIREY

PUT /thresholds/threshold-alert-uuid BEIEENREZERNER

RESTful API ZRiRSS 45



EIRIRIF

TIRIRIE

R FINZIERTR lapilalertiv{1]2} tRA
DELETE /thresholds/threshold-alert-uuid HRIEEHNHEZRWTER
GET /events T EIRE 4

IR B HERBN, BOIRERIZE, BEE—NHSIEHS, HIEEEN
BEHLEERNBRITH—IHSMEE (NMRXEFHAHRITIER) o AUAN
EREFEHERIEE SN ERIRF.

category BHIEER HWHEPITERIZENSZAHNEG. SMENEE—ITRZINH
o BUZEFIHBIRIBIEN, BIHEES N PHEMF. RINBRT, FxIE5PaIFT
BEMHPITERIEF. WRNEN—EDFHHITZERIRE, BRHRTANSBHIT
ZERIBFNEMHNEMEEENRN false.

TRNAEAT AILIEENEFER,

*=8 ERIREEMHES
el BiEA
ad Active Directory 3% SMB Kerberos 2 F #1183 B FEHK,
all SRANES, BIIFAEZIRRERIE. RSEIRMEHLIE,
analytics BRHNES, HIKEEENEFEES. BIRAAEUKRBEERE. §

KIFE Analytics (5347) FKIHEEMEMS, BN HEEZR 54

appliance_software

LRGBS SERNZES B RNES .

cloud_snapshot

cluster BEEMN, SIENRKENNEREIR.
custom ETERPIETHNE RIS HNEIRIZE. B8 EHIZIR" (521
hardware BESISHNEGEEEN.

hardware_faults

fEfRIRE AR

ndmp NDMP TAR/DUMP #3118 BT E 4.
backup

restore

network MmO, EIEFERF 1P FHOSHSHE,

scrk TRa L EHEY,

replication KREMZEREGSHE,

replication_source

replication_target
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ERIRIE

el WtER

smf RURSHIES 4

shadow FBEIRFEE T/

thresholds AITATHNERESHESIRFINRE, W HESR 549,
zfs_pool FENEG, SEFEMATERE.

handler BHEEEE R ERESHEAITHRIEELE, handler WASHEEHERIK
BHMEN, SWTFRPFAT.

®9 EiRIREM R 2T
MRz A (handler) REEFEYE MRz 2L BY 358 R
email address B EEIEE AR B AR R IXLAIEE RN
subject HEAN—DMREAN, MABBEATIR. BRFELZSDRME

AN, BEALEEZERIBEMEIRZEE,
£/ SMTP RS ECE B FERHFIEEF . FEL TR
2" [1391o

snmp_trap x RETEEIRIFME SR SNMP [EHH
fEF SNMP IRSSEZE SNMP &Rt B4R, E8 I FIHAR
%" [1391o

syslog x BEEZREAEENRFEELAEZE—ITHZ NIRRT,
£/ syslog RBEEERKHEB R, ESRFIHAR
%" [139]o

BXERRAFHEEHEMNEZER, 18M (Oracle ZFS
Storage Appliance EIE1ER, &Z1ThR 0S8.8.x) HH “RFKEHE
EEE",

resume_dataset

dataset RE Analytics (5317) #iE&E., XFi2EriEIaRIEaIERERIRR LA
RAREIHIEEESRISFERNEMBER, MEMEEHIE
KATRERE .

BXEZEE, B8 (Oracle ZFS Storage Appliance 534715
®, R1ThR 0S8.8.x) FRHY “XF Analytics (917) #IEE"

suspend_dataset | dataset 1= Analytics (93#7) #iESE,

resume_worksheet | worksheet RE Analytics (9317) I1ER. MEMEEIIERTERE
B, EREASmEMNEEHIEEMER. TIERAIEEAREH
=

BXEZER, BB (Oracle ZFS Storage Appliance 531715
B, R1ThR 0S8.8.x) AR “T{EREILEMENE",

suspend_worksheet|

worksheet (S Analytics (9#r) L{Ex.

execute_workflow

workflow PITIEENIER. EXAEERBEXHNIERNESE
£, B8 (Oracle ZFS Storage Appliance EIRIEF, &1ThR
0S8.8.x) HHY “F T ERIRIEFERTIER
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http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgokox
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgokox
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgokox
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRDgoyyi
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRDgoyyi
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRDgoygt
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRDgoygt
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgolam
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgolam

EIRIRIF

JIHFREERIZ(E

SIHFREEHRIZIER, WTFENERBENTIHEMHERNURZEFFNENEHS, B
EETAERIREEXBEAR, HS R FIHBENEIRIEE (48]0

RENE IR FRIERTA)

GET /api/alert/v1/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

R

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

"actions": [
{

"category": "smf",
"uuid": "actions-uuid1",
"failed_services": true,
"degraded_services": true,
"repaired_services": false,
"actions": "actions-000",
"href": "/api/alert/v2/actions/actions-000"

"category": "analytics",

"uuid": "actions-uuid2",
"analytics_datasets_auto-suspend_notify": false,
"analytics_datasets_auto-suspend_warning": false,
"analytics_memory_total_exceeded": true,
"analytics_memory_total normal": false,
"analytics_usage_exceeded": true,
"analytics_usage_normal": false,

"actions": "actions-001",

"href": "/api/alert/v2/actions/actions-001"

FIH BN ERIR(E

EERYIHAMTEERIRIER, WTAERIRERFILEMHFEF. ZEFFEIEH
AR R B Fo

UTERIRERB=/ME, HELE true BHZ—B, BHRITAREXLmMEL,
BERRA:

GET /api/alert/vi1/actions/actions-000 HTTP/1.1
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ERIRIE

LERT:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 331

"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuid1",
"failed_services": true,
"degraded_services": true,
"repaired_services": false,
"action-000": {

"handler": "email",

"address": "admin@example.com",

"subject": "failed or degraded service",

"href": "/api/alert/v2/actions/actions-000/action-000"
}I
"action-001": {

"handler": "email",

"address": "it-team@example.com",

"subject": "failed or degraded service",

"href": "/api/alert/v2/actions/actions-000/action-001"
}I

"action-002": {
"handler": "syslog",
"href": "/api/alert/v2/actions/actions-000/action-002"

BIEERIR(E

BIEEIRIRIERT, BN category BIHEEE, ZRIERENHE ILERIMNZAIE
HE9ER. BX category ERFIR, BEIK 8 “EMRIRIEHMHEH

BERRA:

POST /api/alert/v1/actions HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "smf"}

LRI

HERPRFILIEESHXRFIPHIFIESG. BABERT, ZEINPHFRESHRSHHR
1T IRE (XEEHEIREN true) o

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118
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EIRIRIF

Location: /api/alert/vil/actions/actions-000

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuid",
"failed_services": true,
"degraded_services": true,
"repaired_services": true
}
}

IEEREIRIR(E

MREEEMEN TN LRI IERITEAEE, WERTXESGNETRE

A falseo
FELUTRAIH, SRR ERNEERNRSEX SR K FELIRS AR,
BRI

PUT /api/alert/v1/actions/actions-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 30

{"repaired_services": false}

SRR G:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuid",
"failed_services": true,
"degraded_services": true,
"repaired_services": false
}
}

S E IR

FHINBERT, SREEM4ERIZRIEREE . LENLANROGRT AGREREE
96, FIREEBENEEXWNNES, BEXNXEEGENWLE, BN EEIRISIEISE
handler BB, BX handler TR, EEIEK 9 “EiRIZ(EMN LR,
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ERIRIE

BRI

7RI actions-e00 EREIER admin ZIXE FHBFRIERIENE,

POST /api/alert/vl/actions/actions-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghqg84vbdv

Content-Type: application/json

Content-Length: 68

{"handler": "email", "address": "admin@example.com", "subject": "failed or degraded
service"}

R

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-000/action-000

{
"action": {
"href": "/api/alert/vl/actions/actions-002/action-000",
"handler": "email",
"address": "admin@example.com",
"subject": "failed or degraded service"
}
}

EAR—NEHETHMMLN, BRI —MEIRIZERX AW PosT AR, ABIERE

— I REINIERER, HEEER—MIEREFHAZMIERZFIEERRNSE, R
EE—MEKRPIBEZ ) handler B, WIERAERERE—1 handler B4 UIMNIFR

F HEAth handler B4,

UTRGI#ITT B, XLLEIFEKEIE /api/alert/vi/actions/actions-000/
action-001 # /api/alert/vi/actions/actions-000/action-002, 0“FIHENE
IRIEVE” [48]RFTRo

POST /api/alert/vl/actions/actions-002 HTTP/1.1

{"handler": "email", "address": "it-team@example.com", "subject": "failed or degraded
service"}

POST /api/alert/vl/actions/actions-002 HTTP/1.1

{"handler": "syslog"}

1SR B IR

RIEAN, FHERERHIMNIEE HREF,

PUT /api/alert/v1/actions/actions-000/action-001 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json
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52

il

Content-Length: 28

{"address": "it-group@example.com"}

MR PR S5 4 BN

ZMERIER, HHEEMFREIMMNISE HREF,

DELETE /api/alert/vl/actions/actions-000/action-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content

MIBRES kiR {E

EMBFERIRNE, BNEERPREIERIRFIEE HREF,

BRI

DELETE /api/alert/vil/actions/actions-003 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

ik

EHIEIRE T E T EHIEIRIZIE. 5 category FIEFERE custom,
EHIEBHEIERPEN BEUTHEFNEIERTAAEXEHNEN, MAEMM

EXEHHIEE,

% 10 EFIZEREMS

B ESidl BiEA

severity string Ak, SIREIRMEBHMTEY. BREN: Minor (RE) . Major
(EK) T Critical (&) .

description string . SIRERNEEIREA,

response string A%, RFERMITURRLLE G MBYIRIERTINEA,

impact string Al BT ERIMAYIRER,

Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



Bt HR 358
recommended_actionstring Ak, EIERNHITUERLILE 4R MR ERTER,

FRNEENIEMNLZmEHEHkK

EQRERNEIR, AFRMUIIE alert SEEFEE allow_configure ¥, BRHTE
HZHR, APYHITE alert SEEIFEH allow_post %, S (Oracle ZFS Storage
Appliance BIE5F, A1ThR 058.8.x) HHY “(FEFE HIZIRFAFHIIRIN.

IR EFIER

79 category BUBEFERE custom, HE/DHAEK 10 “EFHERE MNP description B
iﬁg_/l\{go

ERTGI:
POST /api/alert/vi1/actions

Accept: application/json
Content-Type: application/json

{"category": "custom", "severity": "Minor", "description": "Custom alert description",
"response": "What the system will do", "impact": "What happened to the appliance",
"recommended_action": "What the administrator should do"}

LR

B FRHPER uuido KHERPBFELER.

"actions": {
"href": "/api/alert/vil/actions/actions-004",
"category": "custom",
"severity": "Minor",
"description": "Custom alert description",
"response": "What the system will do",
"impact": "What happened to the appliance",
"recommended_action": "What the administrator should do",
"uuid": "custom-alert-uuid"

}
}

RRSEMEAEMERERN G B ERIZER (W0ELERIE(E (501
FriR) , #HINEXE severity. description. response. impact %
recommended_action B4MIE,

BRSEEEMEMERNMNAARNS NEEM LER ERNIMN (W0 NEFEEM
2" [S01FN“UECRS EHFRIMBRL” [S11HFTR) o

BB SR AEMERERN S R ERMESHERIER G0 R3S E 4RI
Rz (52170 MIBRERIBIE" [5219RFRR) o
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HEER

AHEFRIER

~

DR HE L HBERIERA UUID, BIZTIRMTILEREN, H=ER UUID, 5E

BB ESER” [531F“F H B NEIRIZ(E [48]0
HBEA 7 category B custom NER,

BR 7 EHRBY UUID 24, ERFHEER 10 ERSREE R HHIREERPIEENE
mEtE. REEHRE, AJUNERFIEENRBIHRMNE,

BRI

POST /api/alert/vi1/postalert
Accept: application/json
Content-Type: application/json

{"uuid":

SRR

{
}

"uuid":

AY

HEZHK

I

"custom-alert-uuid"}

"posted-alert-uuid"

HEZEIRE—MEHIZER, ATMHAIREN Analytics (9 FIHEEEXEHE, HHR
ITHMEREBLHZEER, BHRITERIEE. 5I1FB MW 0racle ZFS Storage Appliance 531t
¥aF, RI1THR 0S8.8.x0

TRNABTEIGBENEM, MIEE Analytics (917) HiHEE. AZGIHEREENXE
B, UNEXEIHNZEEERRITERIENF.

&1 HEEREM

B ESidl 588

statname AnalyticsStatistics WE, BISMHY Analytics (9HF) HiHEE.

limit Positivelnteger W, MAEIRNEE. SWHFTH. BE. HRSERNE
obEEE,

type ChooseOne WNENEEE (Limit) 5HEI4IHE B E#HITHR.
® normal —HEIMNFIHEREBIHE. XEHINME.
m inverted— HFHNAIHE EERTEHE,

minpost Duration PATEIRIREZH, FitE BESTRFERES PR E
KE (U#REA) . BABEBRED .

days ChooseOne RIFXLEIHRHIHEE: all X, weekdays 3 weekends. ZXIA

{BA allo
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E{EER

Bt HR ieR
window_start TimeOfDay PATHEIRIRERIBTEIER, LA 30 DB /9IEE35EM 00:00 F) 23:

30 UTC B9RTEl, E1EH R F(FRMERBEHMITILERIZE, 1B

window_end $8% none EAFT AR Bl L5 RETIEl, window_start BYERIAE

7 none, window_end FYERIAE N 00: 00,

frequency Duration HEHE R ARFERES G, EMRTERIZEZEN
BEKE (U#REA) . BRUAMERRD .
minclear Duration PITEREERIZEZR, SiHE RELTRIFERBESRGING

BHEHRE (BRI » BRINMENED#.

FIH I {EE kK

UTERFIHFrE ERENBES R,
BRI

GET /api/alert/v1l/thresholds HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK

Date: Tue, 15 Oct 2019 10:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689

{
"thresholds": [

{
"uuid": "threshold-uuidl",
"statname": "cpu.utilization",
"type": "normal",
"limit": 80,
"minpost": 300,
"days": "weekdays",
"window_start": "08:00",
"window_end": "19:30",
"frequency": 300,
"minclear": 300,
"threshold": "threshold-000",
"href": "/api/alert/v1l/thresholds/threshold-uuidl"

i

{
"uuid": "threshold-uuid2",
"statname": "cap.meta_percentused[pool]",
"type": "normal",
"limit": 85,

"minpost": 300,

"days": "all",
"window_start": "none",
"window_end": "00:00",
"frequency": 0,
"minclear": 0,
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HEER

"threshold": "threshold-001",
"href": "/api/alert/v1l/thresholds/threshold-uuid2"

}
ERUTBRY B iEEREERIAEREM.

GET /api/alert/vi/thresholds/threshold-uuid HTTP/1.1

IERETR

LR GIASHEIRERERF T 100000 KB WEHRIZEEER. FIEEMELHSE

ZRIAE,
BB TEHIFEZIR, AP NATE alert SEEFEA allow_configure Bi%
BRI

POST /api/alert/vi/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

LR

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 321

Location: /api/alert/vi1/thresholds/threshold-uuid

"threshold": {
"href": "/api/alert/v1/thresholds/threshold-uuid",

"uuid": "threshold-uuid",
"statname": "datalink.kilobytes",
"type": "normal",

"limit": 100000,
"minpost": 300,

"days": "all",
"window_start": "none",
"window_end": "00:00",
"frequency": 300,
"minclear": 300

BN EE K

fERLLar < A LUE s E BIEEIRIIB M,
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E{EER

BRI

PUT /api/alert/v1/thresholds/threshold-uuid HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

{"days": "weekdays", "minpost": 120}

R

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

{
"threshold": {
"href": "/api/alert/v1/thresholds/threshold-uuid",
"uuid": "threshold-uuid",
"statname": "datalink.kilobytes",
"type": "normal",
"limit": 100000,
"minpost": 120,
"days": "weekdays",
"window_start": "none",
"window_end": "00:00",
"frequency": 300,
"minclear": 300
}
}

i BRI (B & i

FREE N REER.

SEAS — (7| -
BRI
DELETE /api/alert/vi1/thresholds/threshold-uuid HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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Analytics (43#r) ARSS

fEF Analytics (93471) , FILUABEIREN EREMFITHE B UKRICFEIE GRS
o BT TREBGAL, eI ARITIERR DM Analytics (594fr) {#F DTrace Kohi&
SIBEFNAITER, MMITRERFHERNZNBEREITIFEFAD .

Analytics (93#f) @<

AISREXLAT Analytics (9947) BRSS, BH3EJ9 http://hostname/api/analytics/v{1|

23}o
®12 Analytics (917) <
ER FINZIERTR lanalyticsiv{1]|2} iR
GET {NfER /analytics/v{1[2} G Analytics (934r) BRSER
POST /worksheets U Analytics (9317) RS
GET /worksheets/worksheet JREMIERER Analytics (9347) $UIREREM
GET /worksheets HIHFRE Analytics (917) HIBEXR
PUT /worksheets/worksheet {EIFEER Analytics (9317) FIBEWT R
DELETE | /worksheets/worksheet HBIEENTIERIR
PUT /worksheets/worksheet/suspend A TIERBIESE
PUT /worksheets/worksheet/resume ME A TIEREUESE
POST /worksheets/worksheet/datasets BB TEREIBESE
GET /worksheets/worksheet/datasets/dataset REGEEMNLIEREUEERE M
GET /worksheets/worksheet/datasets FILATE TIEREUBENR
PUT /worksheets/worksheet/datasets/dataset BEIEEN TIERMIBENR
DELETE | /worksheets/worksheet/datasets/dataset HEBIEEMNEIRENR
POST /datasets U Analytics (9317) RS
GET /datasets/dataset FREVIERERY Analytics (917) HIBREREM
GET /datasets HIHFRE Analytics (917) FIBEITR
PUT /datasets/dataset {EIFEER Analytics (9317) FIBEWT R
DELETE | /datasets/dataset HEBRIEERNEIRENR
PUT /datasets HIERMEFMEHIES
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Analytics (531f) &8

R FINZIERTR lanalyticsiv{1]|2} iR

PUT /datasets/dataset/data REFLHEE (NRKRER)

DELETE | /datasets/dataset/data BLATE KLE] FVEURE MIEEIBE bR
GET /settings HIH Analytics (93#7) i&&

PUT /settings {BEX Analytics (934fr) RE

Analytics (9#r) 8E

TERANBHBEATEREFRE DTHE. REBIEEREVNFHRURIREENS

EIRREL,

B i5%BR

retain_second_data SEIENERGER (D)
retain_minute_data FOWEIENRBER ()
retain_hour_data BEIBRRBIER (et)
hostname_lookup N B TR

KRB E
S FRER Analytics (5147 TEHEH0 LBT1E

BRI

GET /api/analytics/vi1/settings HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true
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Analytics (9#7) TER

BugE

e B S A TER Analytics (217) IRE, FIINEBIEFREBEM NS TR,

BRI

PUT /api/analytics/v1/settings HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600, "retain_minute_data":400, "retain_second_data":200,
"hostname_lookup":true}

ZR:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true

Analytics (9347) IL{E&R

THERRAGIHEREFIERR BUI BR. AJUERSHSHRITER, HrRIUATHE
KIEE—MIEARFZIEREUEES, RELFRX—IREREIXFREIT N
SFOHE BHITIIEIEME, XERERBASIFBHKAIREMTANRIEE . TEXR
LA ATEEM BUl FREBHIIER,

TRETRT Analytics (5347) TIERPEANEMLE.

B BiEA

ctime BIRLL T YEZRAVET (B0 B A
mtime Lorigekit T fER AT E1F] B &A
name L TERBFR

owner W THERAEE

uuid L TEREE A —IRIRRT
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FIHTER

FHEEECERIFTE Analytics (9H7) L{ERo
=GN K

GET /api/analytics/vi/worksheets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/v1/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
AL
"href": "/api/analytics/v1l/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
1
}

FXEX Analytics (9#f) I{E®

FREXE S Analytics (2#7) I1ER.

BERRH

GET /api/analytics/v1/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheet":
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets

/ab59bcbc-080a-cfl1a-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+0000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
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Analytics (9#7) TER

BIETER

BUEFAY Analytics (99#) T{ER,
BRI

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}

ZR:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vl/worksheets/bb3ee729-4480-4609-89b2-fae2dcO16bec

"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl6bec"
"name": "myworksheet",
"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/vi/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

EmBAILER

EHBRENIIER.

BRI

PUT /api/analytics/vil/worksheets/a442e761-4048-4738-b95f-be0824d7ed09
Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Content-Length: 26

{"name": "test"}

SRR

HTTP/1.1 202 Accepted

Date: Tue, 20 Dec 2016 00:33:06 GMT
Server: Twistedweb/192.0.2
Content-Length: 279
X-Zfssa-Analytics-Api: 1.1
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Analytics (931f) LEZ

X-Zfssa-Api-Version: 1.0
Content-Type: application/json; charset=utf-8

{
"worksheet": {
"href": "/api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09",
"uuid": "a442e761-4048-4738-b95f-be0824d7ed09",
"name": "test",
"owner": "root",
"ctime": "Wed Dec 14 2016 03:58:28 GMT+0000 (UTC)",
"mtime": "Tue Dec 20 2016 00:25:57 GMT+0000 (UTC)"
}
}

HETIER

&R Analytics (D17) LR, EMRAIF, TERIJIFBIELERRFRE, BHALUL
R href FARIRAY uuido HEERLBIITHSAISHER TIERRE CLI 85 < BY1TAEILES,
BERRA:

DELETE /api/analytics/vl/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Content-Length: 26

LERT:

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

FIh TIEREIES

FIhiEER TIRRP A HIES.
TRERTHESEEFERNEM.

B iR

name IHEIRENRESAITHS SRR

drilldowns THYMRBEET GNRH)

seconds RS BREIFDEL
ERRH:

GET /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json
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Analytics (9#7) TER

Al TIEREESE

I TIFRIIES.

BERRA:

POST /api/analytics/vl/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

LR

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vi/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,

"drilldowns": [],
"seconds": 300,
Meime: M

B TIERIIES

EMEN TERMES.
ERRA:

PUT /api/analytics/v1/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Content-Length: 26

{"seconds": 60}

LERRG:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
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Analytics (531r) #iESE

"width": 0,
"drilldowns": [],
"seconds": 60,
Meime': M

Analytics (5#7) #UREE

Analytics (734f) #IBEEERAUTEM. R suspended LASMIFTE HItE M ERFIE,

Bt A
name IEEIBENRERITERNEM
grouping it ERFRE4A
explanation [KEStiHE SRR
incore RSB SEEUERN F T 5K
size 1R FRSURESIRNF T
suspended EBTREIRE LR RS A T HEHRERESNARE
activity FEIBSEEMNE
ATREUES:

m ad.avglatency

= ad.avglatency[op]

m  ad.avglatency[result]

= ad.binds

m  ad.binds[hostname]

m  ad.binds[result]

= ad.ops

=  ad.ops[op]

m  ad.ops[result]

m  arc.accesses[hit/miss]
m  arc.]2_accesses[hit/miss]
m  arc.]2_size

m  arc.size

m  arc.size[component]

m  cpu.utilization

m  cpu.utilization[mode]
m  dnlc.accesses[hit/miss]
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Analytics (91f) #iEE

= fc.bytes

= fc.ops

= ftp.kilobytes
= http.regs

= jo.bytes

=  jo.bytes[op]

m  jo.disks[utilization=95][disk]
= jo.ops

m  io.ops[disk]

= jo.ops[op]

m  iscsi.bytes

®  iscsi.ops

®=  metacap.bytesused

®=  metacap.percentused
= ndmp.diskkb

= nfs2.ops

= nfs2.ops[op]

= nfs3.ops

= nfs3.ops[op]

= nfs4.ops

= nfsd.ops[op]

m  nfs4-1.ops

= nfs4-1.bytes

= nic.kilobytes

= nic.kilobytes[device]
= nic.kilobytes[direction]
= sftp.kilobytes

= smb.ops

= smb.ops[op]

FIH RS

FIHFrEECER Analytic #HEE.
ERRA:

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
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Analytics (531r) #iESE

Accept: application/json

HR:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{

"datasets": [{
"dataset": "dataset-000",
"href": "/api/analytics/vl/datasets/arc.accesses[hit/miss]",
"name": "arc.accesses[hit/miss]"

i
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.l2_accesses[hit/miss]",
"name": "arc.l2_accesses[hit/miss]",

i
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.l2_size",
"name": "arc.l2_size",

i
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.size",
"name": "arc.size",

i
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.size[component]",
"name": "arc.size[component]",

Ao

H

}

RERIIRES

REEE NV EIEEREIE.
BRI

GET /api/analytics/vil/datasets/nfs4.ops HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",
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Analytics (91f) #iEE

"href": "/api/analytics/vl/datasets/nfs4.ops",

"incore": 296128,
"name": "nfs4.ops",
"size": 53211540,
"suspended": false

elEkiES

IR HIES,
BERRH:

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

R

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

{
"dataset": {
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

(1565 €77

RS S < AT EEIHME R MUEENHIENSE.

HEIERRHI:
POST /api/analytics/vl/datasets/nfs4.ops

{"suspended": true}

IREERTA:

POST /api/analytics/vl/datasets/nfs4.ops
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Analytics (531r) #iESE

{"suspended":false}

LERT:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

{
"dataset" {

"suspended": false

HERHIES

HREIES

BERRH:

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1

LR

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

RFHIRESE

RIFHIES,

BRI

PUT /api/analytics/vl/datasets/nfs4.ops/data

ZR:

HTTP/1.1 202 Accepted

il €t 6

TRERT ERSBIESE R ERNEITS S,

3 WA

granularity MERKIE, BILURKIE(E second. minute B hour MIEXEIRERRIERIRE,
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Analytics (931f) ¥R

&

S BiEA

endtime MERTELAE endtime ZRIWERRVEIE, BXLEHEERMER, BESN Tl
S8 start” [21]6

ERRH:

AR RBIMIER nfs4.ops BMIBEPHFIEET. SoMNES\HEE 88X 848, &
AEisFRENBIEREESIEEF.

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

R

HTTP/1.1 204 No Content

ERRA

LUTFRBIRIBR nfsa.ops #IBEHPEIEER endtime ZHIRENFIEET. SHMNE

INBSER AR

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour&endtime=20130910T00:00:00

RENEIRER 2R

MRETFEEIRZSE Analytic (217) HIEEREIEIE, SIFORSIWHIEIENMANEL

o

TRETRT BT REEESUENE TRENERISH.

34 b7l

start FrIaURSEREGIEIRAYBTE], EFIBWELIEREEGIZRS], start BYE]
BRI LUEFERTE), Al IEXEF now. BXIFEEENER, &S
DEIBER: start” [21]o ZRIA start BB HATAYELRZS seconds BY
Bo

seconds WEEHEGIEUIRRITI L. BUIAMER 1o WIRIEE T span M granularity &
¥, NKZBE seconds 25K,

span UREEFE I ERIBAYIFEERTIE) . minute. hour. day. week. month Z{ year,

granularity TELA TE SE B R A EE s 3 E R R A VAL

FE: minute. hour. day. week. month 3 year,

start BY [B] RN RER KR AY (8], WNRUNSEEIEFATRAITD $h o SEERIER [0 (8] T =i iR
8], RSWB/FFGFEMEFWETE, ARHFREKRE.

BREARELUE, 1BFEH span f granularity S3BVAE, FRHT span
granularity BY, 2B seconds £, R span M granularity FRME—S A

Analytics (5317) BRSS
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Analytics (531r) #iESE

ARIEH, NEZBERILERHLIA seconds S8, WRIBERFEHHAZXZE, BET

£81%/H 2 "Input span and granularity are not supported"s

span M granularity S¥EILURII T A XHITAHS:

m W18 span A minute, M granularity FEER minuteo

m Y18 span /9 hour, M granularity AJLLE minute 3 houro

n Y08 span A day, M granularity AJLLE minute. hour B days
n Y18 span /9 week, M granularity BEJLLE hour. day 3¢ weeko

= U1 span I month, M granularity ATLAE day. week BY montho
m W18 span /3 year, M granularity AJLLE week. month ZY years

TRETR T REMNBIESEHIER .

B HEA

data FEfI#R IR

sample HHIEBIENERS RS
startTime JR[E] sample BYRY[E]

min FEHEENEANSYS/IVE
max TEIEENENNSTRAE

FAF U SR SRS R R 1B K 5 -

GET /api/analytics/vl/datasets/io.ops[op]/data?start=now&seconds=2 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: text/x-yaml

LR

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

{
"data": [
{
"sample": 457642682,
"data": {
"data": [
"key": "write",
"value": 199
}
1,
"value": 199
}

"startTime": "20200818T18:43:47",
"samples": 457642683

1y

72 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



Analytics (91f) #iEE

{
"sample": 457642683,
"data": {
"data": [
"key": "write",
"value": 289
}
1,
"value": 289
i
"startTime": "20200818T718:43:48",
"samples": 457642684
}
1

}

BTFWE—RARE—RBHIERNIERRH:

GET /api/analytics/vl/datasets/io.ops[op]/data?
start=20200811T15:00:00&granularity=day&span=week

HTTP/1.1
Authorization: Basi
Host: zfs-storage.e
Accept: text/x-yaml

UTFIERIE io.ops[op] HIFEERRIBEREMD IS 1O 1B GREHT

A)

GET /api/analytics/vl/datasets/io.ops[op]

LRI, NEEER, BT M MaREGRR:

HTTP/1.1 200 OK
Content-Type: text/
X-Zfssa-Analytics-A
Transfer-Encoding:

{
"data": [

"sample": 457
"data": {
"max": 3156
"data": [
{
"max":
ey :
"value"

P A

"'min

"max":
ey :
"value"
"min":
}
1,
"value": 52
"min": 0
H
"startTime":
"samples": 45

c Tm8gcGVla2luzZyE=
xample.com:215

Xx-yaml
pi: 1.0
chunked

197423,

’

588,
"read",
. 6,

0

3156,
"write",
1 45,

(0]

’

'20200811715:00:00",
7644011

Analytics (5317) BRSS
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Analytics (531r) #iESE

H
{
"sample": 457283823,
"data": {
"max": 3675,
"data": [
{
"max": 588,
"key": "read"
: ,
"value": 6,
"min": 0

"max": 3675,
"key": "write",
"value": 45,
"min": 0
}
1,
"value": 52,
"min": 0
H
"startTime": "20200812T15:00:23",
"samples": 457644011
}
1
}

B LUEF sample {BEEA start B, LATIAES

AR R BIEEN IR FIEIE:

GET /api/analytics/vl/datasets/io.ops[op]/data?start=457642682 HTTP/1.1
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BE

FEFARSS

ATTBEM RS, NAEMAGEIE,

cluster @n REHENEEREERR,
*®13 &ML
ER HhnZIERTR Ihardwarelv{1|2} 8B
GET /cluster P EERMMEIR
GET /cluster/resources/resource-path FIHIEE VB E RN E S
PUT /cluster/resources/resource-path BEIEENBERR
PUT /cluster/failback Eg@aﬂﬁiﬁﬁ%uéwﬁﬁN RERI TR
PUT /cluster/takeover BEMB N IRABENERENR
PUT /cluster/unconfig EUHB RIS BN RENERECE
GET /cluster/links ETRBERERRE
PUT /cluster/setup PATHIRBE RIS E

FIHBERGE

cluster B3 FH HFIHNBER B RSN ZRE 4,

BRI

GET /api/hardware/v2/cluster HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json

RS

75



BE

76

Content-Length: 529
X-Zfssa-Api: 1.0

"cluster": {
"state": "AKCS_OWNER",

"description": "Active (takeover completed)",
"peer_asn": "d23331e6-41f4-6al5-ac09-a4353e33b43a",
"peer_hostname": "peer-1",
"peer_state": "AKCS_STRIPPED",
"peer_description": "Ready (waiting for failback)",
"resources": [
{
"owner": "peer-1",
"type": "private",
"user_label": "peer-1",
"details": [
"ipaddr"
1,
"href": "/api/hardware/v2/cluster/resources/net/vnic1"
i
{
"owner": "peer-1",
"type": "singleton",
"user_label™: "",
"details": [
"8.03T"
1,
"href": "/api/hardware/v2/cluster/resources/zfs/casl"
i
{
"owner": "peer-2",
"type": "singleton",
"user_label™: "",
"details": [
"18.7T"
1,
"href": "/api/hardware/v2/cluster/resources/zfs/cas2"
}

1
}
}

M cluster BALFIHMFRZ —HH href BHNTIHIZBERERRNENL,

—F7_IT1§JEF'FE/ .

GET /api/hardware/v2/cluster/resources/net/vnicl HTTP/1.1

BB R R R

gnLA

HLEER PUT 1BEXRS cluster SBLFTIHBIZRZ —HRY href BIERNIZEFEF IR

BEREM.

BFEHEIRINS

cluster/links m<IREIBEE AL FIBERRIRTS,
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BE

PITHIIREFEEIR B 2 a0, E/ cluster/links H{RFTAE 5ERRERL T AKCIOS_ACTIVE
KRB FF AKCIOS_ACTIVE RSN EZgERKRES — N RAEEENBo/EN
5|8, HETREEKEERNBEAIEERIEW, NEHEBLRERMENERZESETD,
BXBEEREIREA, 580 (Oracle ZFS Storage Appliance Fr4%15/) AV EEEFER

LN

NFAREWIEHIZRE S, cluster/links ALV SBMMARE, XF 2S9-2 =
23, REIMMEEE VO HBIVIRS. WFREHEHMITHIZE, SIREI=PEEE /O 55
BUIRES. BXEEE 10 $ERAVIEA, 155 M (Oracle ZFS Storage Appliance EIEHER,
K1THR 058.8.x) HBY “B¥EEE /07

BRI

GET /api/hardware/v2/cluster/links HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Oracle ZFS Storage Z59-2 BI4E Rl

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 84

{
"links": {
"lio_dev/i40e® = AKCIOS_ACTIVE\n
lio_dev/i40el = AKCIOS_ACTIVE"
}
}

7S7-2 5% 7S5-2 1= 2SR Rl

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

"links": "\n\tclustron_ng3:0/clustron_uart:0 = AKCIOS_ACTIVE
\n\tclustron_ng3:0/clustron_uart:1 = AKCIOS_ACTIVE
\n\tclustron_ng3:0/d1lpi:® = AKCIOS_ACTIVE\n\n"

}

HthizH128 BT 1inks HitH. ME—BIX 3R /clustron B /d1pi ZHIHIERS
Fan, LERRBIFA clustron3_ng3:0 XFF 2S5-4 428 clustron3:0, XFF
7254-4 1T H28 2 clustron2:0, XtF ZS3-2 1THl28 = clustron2_embedded: 0,

HEEEGS

B EIEEHE failback. takeover # unconfige ARINE, XLEdn<ERIR[E] HTTP 1K
& 202 (Accepted)e INRBFERVFIEHIRS, TEEZ <, MIRE HTTP R 409
(Conflict)o

EHIRS 77


http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=AKSCGgqucg
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=AKSCGgqucg
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgooul
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgooul

H3E

QERNENFRERXERZZIHEDEE, BIUBREREGRITEE.

HEERE N THEBRRIT. BHEMSREURTS HRAHIT. REST BFRHAIX
failback B HS, SEMINNENERETIRE] HTTP RS 202, BEMMKIEME HE, &
PAE] LA IR e 1B E IR S

BXEEMREMENEZEE, 5B (Oracle ZFS Storage Appliance EIE5F, &
1ThR 0S8.8.x) HRHY “BXERVIZREMMEME",

BERTA:

PUT /api/hardware/v2/cluster/failback HTTP/1.1

EHEEEHET RS T REENMIIIRE, BE, BFEETHEED ABUEAE.
EVHECERET R AB RN, BUBRE M RN Z unconfig i<, BXEZ(E
B, 180 (Oracle ZFS Storage Appliance B2/, A1ThR 058.8.x) HH “BUEACE
BETA

BiRigE
REEBVEBELETHN—MPE, BXEZER, BHBM (Oracle ZFS Storage
Appliance BIEIER, %&1ThRk 058.8.x) AV “IFHENIKEHRIIBFERE (BUI)”,

cluster/setup SR HXT RFAHRITHIEREFEECE, /I nodename # password BMHEIEE
B, WRIKEM, MRE] HTTP RZ 202 (Accepted)o

PRAERIBEFE L TR EE, BN cluster/setup BRI

n FREBEEREIA T AKCIOS_ACTIVE K&, ES N BEERERIRE" [76]0
s BIANFSENBER, B2ENEHTIEE,

* - TR R R E IR E R R R E L FhRIATEl

ERRA

PUT /api/hardware/v2/cluster/setup HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

{"nodename": "zfs-storage-2", "password": "password"}

W8

B < B FIRREUS SR AV AEMA ST,
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http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgooub
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgooub
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgooza
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgooza

GlEi]

*®14 i<
BER FnZIE&4R Ihardwarelv{1|2} 5tR8
GET /chassis HI BN
GET /chassis/chassis REUEEREHYMEREY
PUT /chassis/chassis BB ENESNFEE Y
GET /chassis/chassis/fru_type HIHREH N FEA A
GET /chassis/chassis/fru_type/fru REEERNFELA S B
PUT /chassis/chassis/fru_type/fru EES I FEA SR

FIhH 8

get AR LTARERAEASE, IRERFNEWRNTIR. dSHIINITE, HiRE
HTTP 1R7Z 200 (OK).

B *E WiER
name string MFEZ
model string msmiEs
manufacturer string HFEHIER
serial string NaEFsIS
revision string MAEEITR S
part string MAEEREGts
type string FaEERR
faulted boolean HEIETRAT
uuid string 178 uuid FRIRFT
ERBGI:

GET /api/hardware/vi/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

{
"hardware": [{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-2",

"name": "hostname",

EHIRS 79



H3E

}

}

1

"rpmt: Moon
: ,
"serial": "1211FM200C",
"type": "system"
{
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",

"path": 2,
"revision": "0010",
"rpm": 7200,

"serial": "1235FM4002",
"type": "storage"

{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",

"path": 2,

"revision": "0010",

"rpm": 10000,

"serial": "50050cc10c206b96",
"type": "storage"

IREXHFELH

e REEENFEPRIPFTEEMG A, sLMIiTRE,
(OK)o

IR

GET /api/hardware/vl/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

R

HTTP/1.1 200 OK
Content-Type: application/json

{

"chassis": {

"type": "storage"
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision": "0010",
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GlEi]

"rpm": 7200,
"serial": "1235FM4002",
"disk": [{
"device": "cOt5000CCAO1A76A2B8dO",

"faulted": false,

"href":

"interface":
"label":
"locate":

"/api/hardware/vl/chassis/chassis-001/disk/disk-000",
"SAS",

"HDD @",

false,

"offline": false,

"readytoremove":
"manufacturer"
"model":

false,
"HITACHI",
"H7230AS60SUN3.0T",

"pathcount": 2,
"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R37LVD-------- YHJ37LVD",
"size": 3000592982016,
"type": "data",
"use": "peer"
Ao
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
oo o
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
B
"fan": [
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
oo o
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
B
"psu": [
{
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",
{
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",
B
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
B
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H3E

IRERBE(F AR

tben R A PMEHBHRIEMS. BLMIMAITE, FFRE] HTTP ARZ 200 (OK)o Ml
M REE TRPERAOASFREE,

offline. readytoremove #l use BM{UER F PR,

BiE Sl BEA
device string FRU i&#& ID
faulted boolean FRU @& L IKFE
interface string FRU ##&[O2£8!
label string FRU I BIF%
locate boolean FRU E{i LED {5~ 2B EITH
manufacturer string FRU #li&m
model string FRU &S
offline boolean HERRT N FHIRS
pathcount integer EIRZEAER V0 BB R2ER
present boolean FRU ZE$ERAT
readytoremove boolean EHIME R SR IR T 0l ISR
revision string FRU BYE B HEIThR
rpm number WE A RMP (UER FHE)
serial string FRU F515
size number FRU K/ (BE)
type string =Nt
use string B ERBERNE
ERBG:

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json

"disk": {
"device": "cOt5000CCAO1A764FBOdO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"interface": "SAS",
"label": "HDD 11",
"locate": false,
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GlEi]

"offline": false,
"readytoremove": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 2,

"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "O01210R322ED-------- YHJ322ED",

"size": 3000592982016,
"type": "data",
"use": "peer"

BB E

AlfE A PUT IER1EEEEGAGF EIRERBMN. BIIIEREIR[E] HTTP R 201
(Accepted) LA fEF JSON VA HE M

BRI

PUT /api/hardware/v1l/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: root

X-Auth-Key: password

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON MRz =151 :

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

{
"disk":
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

Ry
"locate": true
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A0 A
HE&5S

HEmR<SHTEIEE CLI "maintenance logs" R THAIARE. EXZFMRZSEENE

B

N )

BIEAEHN<

TRERTINEAREEREH S,

;iu tii EEi IThXY

S 0ARSE APl

®15 EEETHL
BER FINZIER1R Japillogiv{l1]|2} 1588
GET fEF /api/log/v{1]2} FIHBERS GRS
GET /logs HIHPTE A&
GET Nlogs/?start=index/time&limit=entry limit REUAEEENAERE
GET /logs/alert FILAEEIRAS
GET /logs/alert?start=index/time&limit=entry limit REUEESEENBERE
GET /collect THRERSKENES
GET /collect?start=index/time&limit=entry limit TEEECETHERENES

ey Ihig&E ENFERTARS. 818
— R BENIER.

SH=REZATFNFERENHPRG

i - A HF depth EESEF match_property-name=value ZiBBEK,
p

BERRH

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host:

zfs-storage.example.com:215
Accept:

application/json

LERT:
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RENEEHRE

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

{
"logs": [

{
"href": "/api/log/v1/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

H

{
"href": "/api/log/v1/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

H

{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

H

{
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

H

{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

1
}

RENASEFE

AILIMIEERIRE RS
AERENRE BT,

REAEFE. 81ASFERRMOEIZF BB H/E UKL

# - RIEASHHE, RIANBEFREAIESEARNFREIMAR A, BUIH CLI FthF
ERIREl, BIRENVFAERSATE, BHEAEERSHL” [85]FTAM collect

86

BRI %8o
B8 EA
start=index F6IRIBLAE 23 1/AY AR AR

limit=number

REREIMEEFE K
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THES

ERERSIZIAEN 0, RNREIERNE—ITHE. LERARFARBEURKTFHET
HEKXK/NE, EIRES | UEEFERE; 190 20130724T03:21:55,

3 - REST {{4&% UTC Btjg], FEZREFHEEE— AU L EE, RIBAEMNE
BRNIERARSIRSIENRBE. RHESEHHIATERRONAEHRE, RER
HEHRERBITATHRGIE,

ERRA

GET /api/log/vi1/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [

{
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

A
"address": "192.0.2.0",
"annotation": "",

"summary": "Destroyed share \"zfs-storage-1:tst.volumes.py.34111.project/tst.
volumes.py.34111.1un.7\"",
"timestamp": "20131022T22:52:34",
"user": "root"
A
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T22:54:23",
"user": "<system>"
A
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

THAE

THETSRE—MER gzip E4EH tar X, HPEESFRERSKAE. XHEESR
MIZE A logs.tar.gz, HTFEHIER LN IRHAHLURMNALIER, EILTERE TH,

HE#R<$ 87



THAE

THAE

MRNFTH—NEAETEE, WaREEBIFFMMNE collect TR, WMERFFIR. BEH
XARLORBI R EIZIZ P, WNRIERHTT gzip £48, WIFA gzip EEXAHo
HtEERBARZR, o2,
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PEZEn <

TN BNMLZ A TEENSMIUNIRE, UREEMSESIEER. EOMBKH,

EXMECE

MABECENREA T XNIEMRin RS S RHEMISE, SEEERRES. EM
NIC (virtual NIC, VNIC). EE#X LAN (virtual LAN, VLAN) # IP P48 % #8812 (IP network
multipathing, IPMP) 48, SAERILAAXLEIMRARE X EREER 1Pv4 M 1Pve HidlE, LA
ERTEEZAS LS TEURIRS.

AAENMBE BRI MRS

I E XN T ERYIEMLEIEEZD InfiniBand _£AY IP (IP on InfiniBand, IPoIB) 43 X /Y
VIR iR o

n  FUERERR — A EMIRWEHIE N E AL, FUBRRAIUS1RE (BMEMSKIRO)
& IB P X——3XF8z, HEECLE X HEMIGEMEBUERRARNES. VLANF
VNIC #1B5% &

s EO-IP BENIUNESLEN, 40 1P EOHNE5— M UIEERXE, HETENH
BEHMZEORN IPMP A,

» RE-IPRARE, BTFEHRSAX P HUEENERAR.

FUER S, RMZIGERTABNES, SITSEURENISE, HBREREE 2 BEX

&, WHEIEE(], LUEE LACP FRENARIXLENEK LS. EOREIBLE, &

BRI HIERRREMN P IRE, IREBNEROIRES AR NS HIEERINE
2BIRE, BOMNE 3 BIRE,

P4 R

ML IR E R o < A A T EIRIRE LSRR, ERILIFIH., 8o, SUEAMIFREE
HEER R R
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LR SR HERR

®16 MEEIEHERR A<
BR MR Inetworkiv{1]|2} iR
POST | /datalinks fellfe SRS ¢
GET /datalinks/datalink REVIETE MM $E TR R JE 1
GET /datalinks FI AR A MR SURTERITR
PUT /datalinks/datalink BB E R B EIEERE X R
DELETE | /datalinks/datalink HRIEE HIEERN R
=17 YRR E IR R E T
B E3id) e
class string “device” (“immutable”)
label NetworkLabel L
links ChooseOne 58K ["igbl". "igh0". "ixgbe2". "ixgbe3". “igh4". "
igh3". "ixgbel". "igh2". "igh5"]
jumbo Boolean fEA E&M ["true". "false"] ("deprecated")
mtu Positivelnteger BRALHETT (Max transmission unit, MTU)
speed ChooseOne HEBRSERS ["auto”. "10". "100". "1000". "10000"]
duplex ChooseOne FEREXN T ["auto". "half'. "full"]
%18 VNIC g & ¥iEERE T
B E3id) e
class string "vnic" ("immutable")
label NetworkLabel L
links ChooseOne FERK ["ixgbe0"]
mtu Positivelnteger BRARHETT (Max transmission unit, MTU)
id VLAN VLAN ID
*19 VLAN iR & #IEHERE T
B KR BiEA
class string "vlan" ("immutable")
label NetworkLabel &
links ChooseOne FERK ["ixgbe0"]
mtu Positivelnteger BAZHEIT (Max transmission unit, MTU)
id VLAN VLAN ID
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®20 ETRSMISEHIERREM

B 5] i BA

class string "aggregation" ("immutable")

label NetworkLabel LS

links ChooseN HEER ["igbl". "igb0". “ixgbe2". "ixgbe3". "igb4". "

igh3". "ixgbel". "igh2". "igh5"]

jumbo Boolean fERE&M ["true". "false"] ("deprecated")

mtu Positivelnteger ERAEHIE T (Max transmission unit, MTU)
policy ChooseOne RBE ['L2". "L3". "L4". "L2+L3". "L2+L4". "

L3+L4"]

mode ChooseOne 1 ["active”. "passive". "off"]

timer ChooseOne T2 ["short"s "long"]

key Integer B4 ("immutable")

®21 BT 1P n XIS EHIEERE S

B 3] WiEA

class string "partition" ("immutable")

label NetworkLabel Lo

links ChooseOne HERR

pkey Pkey PXE

linkmode ChooseOne FERRAETL ['om”. "ud"]

5t 4% 2R HE R

Fhig & ERFAE B R ERIERR. HEERIIRPIZSTINRBEZATREETK
IRTERS HRAYAE RIRIED href B 14 AR EIEHEER B 1o

BRI

GET /api/network/vi/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

JSON #iER1:

{

"datalinks": [{
"href": "/api/network/vl/datalinks/ixgbe0",

oL

"href": "/api/network/vl/datalinks/ixgbel",

hoL

"href": "/api/network/v1l/datalinks/ixgbe2",
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Ao
"href": "/api/network/vi/datalinks/ixgbe3",

H
}

IREN PSR AR HE R

GET 737%R[EI— JSON X8R, HAEEMIEERE M UM KIEER I REITIR,

GET /api/network/vi/datalinks/ixgbe@ HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

JSON #5#Em 1
{
"datalink": {
"class": "device",
"datalink": "ixgbe0@"
"duplex": "auto",

"href": "/api/network/vl/datalinks/ixgbe@"
"jumbo": false,
"label": "Untitled Datalink"
"links": [
"ixgbe®"
]I
"mac": "0:21:28:a1:d9:68",
"mtu": 1500,
"speed": "auto"
}
}

il FEBIE 5 €7

POST mn ¥ A B EFTHVEIE BERS . BIEFTMVEIREERNEEN— 1 TIINEHERE class B
%, LWEMENXT ECIEAVEIEIERAVZE, SUETERRZE L EIUBEREREE X,
CAUEUTREZ—:

m device—RIEETIEENEIRER

= vnic—BIEETF VNIC HWEIETEE

= vian—gEETF VLAN BIEIEHEER

» aggregation—RIEETRENEIEGER

. DRI 1B 9 XEIETER

XL M BRETE] "configuration net datalinks" 2B 32 tAYAE[E CLI B4,
ERRA:

POST /api/network/vil/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
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X-Auth-User: root

X-Auth-Key: password
Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDatalLink"
}
LRI

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/datalinks/ixgbe2

&R as ¥R E HE ER

PUT 757 R HECREIEERR B 1T, AR IREHIEMERNIFAER, BS M CLI X,
ERRA

PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

LR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

"datalink": {
"href": "/api/network/vl/datalinks/ixgbe2",
"class": "device",

"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",

"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"

M BRI 4% 2R 4R HE R

tbEr LRI MR F R MIFREBUETER . EF href BRZMIFRIETE BIEIEHER

BRI
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Mtigs

DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1

LERRI:

HTTP/1.1 204 No Content

XERLTIHARS ERYIENSKIRE. MENSZILE LRERAEHRNEM.

*®22 WLEIGEZT L

BER HnZIERTR Inetworkiv{1]|2} A8

GET /devices/device REFEERIMEIGE B
GET /devices FIHFTE MR ENR

*®23 WLEi& &R

B 388

active BIRITE, BERREREVHTENRS
duplex RERNWITIRES

factory_mac HI™ MAC it

media ’ENR

speed RERE, PARIALED

up IR, BNEERTERIET

FIh SIS E

It En L 5 B IR &

BERRA:

GET /api/network/v1/devices HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

"devices": [{
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E2 3w

"href": "/api/network/v1l/devices/ixgbe0@",
+

"href": "/api/network/v1l/devices/ixgbel",
i

"href": "/api/network/v1l/devices/ixgbe2",
i

"href": "/api/network/v1l/devices/ixgbe3",
H

[

REEIR &

tEar L IRENB ML EHRE .
BERRA

GET /api/network/v1/devices/ixgbe®@ HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

ZR:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

{
"devices": {
"active": false,
"device": "ixgbe0@",
"duplex": "full-duplex",
"factory_mac": "0:21:28:a1:d9:68",
"href": "/api/network/v1/devices/ixgbe@",
"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true

®24 MZIZEO <

IER FnEIE&TE lapilnetworkiv{1|2} BiEA

POST /interfaces BIBFHIMEIEO

GET /interfaces/interface REUEERMEIZOEM

GET /interfaces FIHFRE ML ZEOXTR
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&R FnEIE&TE lapilnetworkiv{1|2} BiEA
PUT /interfaces/interface BEIEERIMEIZEONR
DELETE /interfaces/interface HEBRIEERNEOXNR
# 25 MEREORM
B HiEA
admin HAREIS BB A IO FHITER
class LA (Mip's tipmp")  (BIEREARHTE)
curaddrs Zah e ik (RETE)
enable ISR ENETERA
label EONAFPRE
links Pl {mprig 2t g3
state BEORS (%)
vdaddrs IPv4 itk
védhcp IPv4 DHCP #57&
véaddrs IPv6 ik
védhcp IPv6 DHCP #5:&

Fl| th s O

e <5 HFrE EECE RN EO,
BRI

GET /api/network/vi/interfaces HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{

"interfaces": {[

"href": "/api/network/vl/interfaces/ixgbe0@",

"vaaddrs": ["ipaddr-1"]

oo

"href": "/api/network/vl/interfaces/ixgbel",

"vaaddrs": ["ipaddr-2"]

o

"href": "/api/network/vl/interfaces/ixgbe2",

"vaaddrs": ["ipaddr-3"]
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"href": "/api/network/vl/interfaces/ixgbe3",
"v4addrs": ["ipaddr-4"]

[

IRER 8% 0

Ithen S IREVFEE LS O TR BT IR,

BRI

GET /api/network/vi/interfaces/ixgbe® HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

R

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

"interface": {
"admin": true,
IIClaSSII : llipll,
"curaddrs": ["ipaddr-1"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe0",
"interface": "ixgbe0@",
"label": "Untitled Interface",
"links": ["ixgbe0"],
"State": "Up",
"vdaddrs": ["ipaddr-1"],
"v4dhcp": false,
"v6addrs": [],
"veédhcp": false

e FESIEESE-dm

It e < BRI A O
BERRA:

POST /api/network/vi1/interfaces HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 78
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nclass": "ip"
: ,
"links": ["ixgbe3"],
"v4addrs":"192.0.2.0/24"
}

ERRG:
HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vi/interfaces/ixgbe3

(s

It Er L ERIM B RIMERE .

BERRH

PUT /api/network/vi/interfaces/ixgbe3 HTTP/1.1

"vdaddrs": ["192.0.2.0/24"],
"interface": "Demo Rest"

}
LR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.0.2.0/24"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"vdaddrs": ["192.0.2.0/24"]
"v4dhcp": false,
"véaddrs": [],
"védhcp": false

}

MIBRMI 4% 1% 0

It an < M ERIRE R O

- MRREMRORE, SRS ZEOXEKEPIEBH,
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BRI

DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

HR:

HTTP/1.1 204 No Content

P45 12 ER

XS EEMEREH,

* 26 EIEMLEERH
BER FINZIER1R lapilnetwork/v{1|2} A8
POST /routes BIEFHIRILRER R
GET /routes/route REEERIMEIBEY
GET /routes SR E MR EHT R
DELETE /routes/route FHEIEE M BB R
GET /routing FREN L BR EH B 14
PUT /routing fECAMLE R B M

* 27 EIEMLKERHE T
B BiEA
type BRERZERY, 40 "system" B "static" (FAJEE)
family #iks& (IPv4 5 IPv6)
destination B&EH B ARt
gateway [TES: kil
interface LS SR e B4

B NEREHBY href BRIZEEEATE CLI FIRERIBRMH ID &, EBHECRHE, XEE
MERELT W, APl FHERBATHE—BEERRENRH, EEN routes/

name=value, YN TF routes/route-###o

(0 f ofizg=2

FIhTEIRE L EUERIPR B ML,
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BRI

GET /api/network/vi1/routes HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"routes": [{
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0@",
"mask": 0,
"route": "route-000",
"type": "static"
AL
"destination": "ipaddr-2",
"family": "IPv4",
"gateway": "ipaddr-3",
"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",

"type": "system"
1

IRENER E
RIS BRI,
BRI

GET /api/network/vil/routes/destination=ipaddr-1 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

HZR:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"route": {
"destination": "ipaddr-1",
"family": "IPv4",
"gateway": "ipaddr-2",
"href": "/api/network/v1/routes/route-001",
"interface": "ixgbe0",
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"mask": 24,
"route": "route-001",
"type": "system"

gylifizg=s

BIZFMAIMEEEH, NRARFERMEMEEE, MEKEH href BREAEEN. CIEKE
NREAREREREER, AARENEHFSHABMER. KItIEZBAE=IRE
HTTP K7 204 (Created),

BIEFHSEEIERTAE:

POST /api/network/v1/routes HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "ipaddr-0",
"mask": "o",
"gateway": "ipaddr-1",
"interface": "ixgbe0@"

}

LRI

HTTP/1.1 201 Created

i BR 28 B

IPRINAE RS .

BRI

DELETE /api/network/v1l/routes/route-001 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

R

HTTP/1.1 204 No Content
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RESTful APl ZIREAFRFEERPITUTES:

n 5 ZFS REBEIEMIZE 1D EI Oracle Cloud Infrastructure Xt &R 1Z %o

s S EFATAREBEGD,

n BREBHEOEAEEZEREMEINLES.

. BB EENIRBEGEIE,

ZMERFAUEMEIR— 1 =Bir. o&PAUEEAEBE AR EEIRNISE LEMERN
MREMNEZRIE,

BXHHIFEHAER, BFEUTER, ESN (Oracle ZFS Storage Appliance EIEt5
M, &R1ThR 0S8.8.x) HH “BLE=&EH":

»  FZE Oracle Cloud Infrastructure WP (B13E“Fra sl 314" =)

o EERBUEFMER. STHRIEFERNIIETEAER
» BEEENTEDRFHNEM

B X Oracle Cloud Infrastructure X R 77 IRSNER, EIELUTIRIE, ESMW (Oracle
ZFS Storage Appliance Object API Guide for Oracle Cloud Infrastructure Object Storage
Service Support, Release 0S8.8.x) H8Y “Oracle ZFS Storage Appliance RESTful API
Support for the Oracle Cloud Infrastructure Object Storage Service”:

»  2H Oracle Cloud Infrastructure fRS%o

o SUESMIBRA . B ERRRIERIR,

GRS 1R(E

FEREIRZIEIEEIE Oracle Cloud Infrastructure Xt RIFEP IS FREBED. TTUTIH
Oracle Cloud Infrastructure XY RZFEHNEIrFEG . BERER. BERSEH. BEDRE
NIREREZEZRRE, UNBUEHERBI RS EL,

BeIRED, FEINREEMIRIE (115]R0QIZIRBED” [117], ENEXEA
RREBNEREHEEED. BLIRRE, BN RRIMZRE (1691

GRS BERPERUTSI
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http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgubav
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgubav
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw

SRS IZ(E

format Oracle Cloud Infrastructure Xy R1ZfEH FH FRES DI
format B9{ESY zfs 8 taro YIRKNRIBEDCIERIEE format, N
BRINA zfso zfs MG RAIRBNZHF LUN REE; tar
BRNEZRIXGRFAIRE, X 2fs Ml tar BANEZER, 1BS
T4 {Oracle ZFS Storage Appliance EI215Fg, &1ThRk 0S8.8.x) H
BY “QIZ =& (CLI)
backup-id 7E Oracle Cloud Infrastructure X R1Z &P RFAVIR FIREERIAHIAR
R, BBRIIHAED [110IFARYIE&EWES, backup-id I{EH
id BHME.
X F R RIRE1D, backup-id BI{EA pool_id/snapshot_id, AL
HIRAR:
3e035b7e546e0d02/1cbfdb5ff2259b76
M FHRRBEN, backup-id B
pool_id/child_snapshot_id-parent_snapshot_id, 0L TFRGIFFT:
6913a5703bee98dc/46be95ced54e99d9-66713eb88fd209el
target-id R1ZEZ 19 Oracle Cloud Infrastructure SR IFHEMIE, LTEMNEH
AIAREFRZ N BiR. BELEW, BE— backup-id FILAHIEARE
89 target-id L8 H,
HHEDES, target-id BIEAN target BMERE,
job-id EFEETTHELBIRIRTT. B FIH/EL" [113]FrRFIH/EL
BY, job-id BY{EA id BHEME,
*28 SRS
iER HhnZIE&1Z lapilservicelv2/services BiEA
GET /cloud FIHBR. &HFMELHNEEMHERIE.
PUT /cloud EE %,
POST /cloud/targets I BT,
GET /cloud/targets HIlH B AT
GET /cloud/targets/target-id FIEIEE BinE .
PUT /cloud/targets/target-id EBUETE BT E .
DELETE /cloud/targets/target-id MBRSS P RIBRIEE Y B 45,
GET /cloud/backups FIHFrE BSe A E RIS &5,
GET /cloud/backups/format/backup-id/target-id FIHIEE &G,
DELETE /cloud/backups/format/backup-id/target-id MEREEN &SR ERIELIER) o
POST /cloud/backups/format/backup-id/target- MERENEDN WRRIELIEK) .
id/restore
GET /cloud/jobs HIH EEE TR R A RIESER B (E L,
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http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgubmt
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oRRS51R(E

&R FnZEIE&TRE lapilservicelv2iservices BiEA

GET /cloud/jobs/job-id HIHIEE MR E %

PUT /cloud/jobs/job-id/cancel EUHIEENIEEEITHIEL,
PUT /cloud/jobs/job-id/restart BEHEMEENER IEELL,

BERTIRS

ESHATIRSS, 1B% status I8E N enable, WLLTFRBAIFFAT,

BERRA:

PUT /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

Content-Type: application/json
Content-Length: 22

{ "<status>": "enable" }

BEECRSBEXMH

ERUTBEREECRSHIBEX !

GET /api/log/v1/logs/appliance-kit-cloud:default HTTP/1.1

NHTARSEIE

BRI

GET /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luZyE=
Accept: */*

SRR

HTTP/1.1 200 OK

Date: Wed, 24 Jul 2019 20:30:59 GMT
Content-Length: 843

X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"service": {
"href": "/api/service/v2/services/cloud",
"<status>": "online",

RESTful APl =ARSS 105



SRS IZ(E

"tls_version": [
"TLSv1.1",
"TLSv1.2"

1,

"ciphers": [
"ECDHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES256-GCM-SHA384",
"DHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"AES128-SHA",

"AES256-SHA",
"DES-CBC3-SHA"

1,

"targets":
"href": "/api/service/v2/services/cloud/targets",
"entries": 2

3

"backups": {
"href": "/api/service/v2/services/cloud/backups",
"entries": 2548

}

"jobs": {
"href": "/api/service/v2/services/cloud/jobs",
"entries": 0

}

B =iRSEIE

BRI

PUT /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

Content-Type: application/json
Content-Length: 48

"tls_version":
"TLSv1.0","TLSv1.1","TLSv1.2"
1

FIth B AR

AR RfIFIHFRE Bir.

BERRA:

GET /api/service/v2/services/cloud/targets HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*
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LERT:

HTTP/1.1 200 OK

Date: Wed, 24 Jul 2019 21:06:18 GMT
Content-Length: 1086

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{

"targets": [{
"bucket": "pl-test",
"href": "/api/service/v2/services/cloud/targets/target-idl",
"id": "target-id1",
"key": true,
"location": "https://objectstorage.us-ashburn-1.oraclecloud.com",
"name": "oci-ashburn",
"online": true,
"proxy_host": "",
"proxy_on": false,
"proxy_password": false,
"proxy_user": "",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.ocl. .user-id"

A
"bucket": "pl-test2",
"href": "/api/service/v2/services/cloud/targets/target-id2",
"id": "target—id2",
"key": true,
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"name": "oci-phoenix",
"online": true,
"proxy_host": "www-proxy.example.com:80",
"proxy_on": true,
"proxy_password": false,
"proxy_user": "",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.ocl. .user-id"

H

}

TR RBIFIHIEER B in:
GET /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

el EE4=Eon

RCBIRREEUTSH.

3 BiEA

key Oracle Cloud Infrastructure W B9 user-id B9 F 258
tenancy-id Oracle Cloud Infrastructure §¢ 2 8958 = & #} OCID
user-id Oracle Cloud Infrastructure it BIF P & OCID
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LR RfIeIE—1 B 15,

BRI

POST /api/service/v2/services/cloud/targets HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

{
"name": "oci4",
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"user": "ocidl.user.ocl. .user-id",
"bucket": "test-bucket3",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"key": "key",
"proxy_on": false,
"readlimit": -1,
"writelimit": -1

}

LRI

HTTP/1.1 201 Created

Date: Wed, 24 Jul 2019 21:14:39 GMT

Content-Length: 568

X-Zfssa-Service-Api: 2.0

Location: /api/service/v2/services/cloud/targets/target-id
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"target": {
"bucket": "test-bucket3",
"href": "/api/service/v2/services/cloud/targets/target-id",
"id": "target-id",
"key": true,
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"name": "oci4",
"proxy_on": false,
"readlimit": -1,
"state": "offline",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.ocl. .user-id",
"writelimit": -1

(=L

TRET=BATRIEEE .

B i EA
name W=BIRNETR, T8 ME&ELNaE—,
proxy_on WRA true, MFERARES Internet HITRFIEE.

YR proxy_on BIEA true, MM proxy_host HefitE,
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B 588

proxy_host REENBMBOS,

proxy_password Ak, RIEZ,

proxy_user A%, KEAFR.

readlimit Ak, BMEERFIEREIENREAER (BNFTEH) . AahmETERHH,

EARLLE, 580, MNREHN 4194304, NMIEM = BIREZEEEENERREIEEH 4
MB, IARMENRN -1, MEKREFRST /0O HITIRH,

writelimit ik, BE=BEIRPEANKIENRARE (ENFTHEH) . SoRBLEHEI=EWF
BY, EFRLLE, B8N, NREHN 5242880, MFEEEBITE NSUEHNEEREIEEH
5MB. SIREAN -1, MEKEFRRT /0 FHITRH,

BRI

PUT /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

User-Agent: curl/7.54.0

Accept: */*

Content-Type: application/json

Content-Length: 19

{
"proxy_on": true,
"proxy_host": "www-proxy.example.com:80",
"readlimit": 4194304,
"writelimit": 5242880
}

il E3=E o

BFRBIRZEI, BHRITUTRE:!

» WERREFHRTIIBERNED. BSRFHEL [113]
» WELBIREEEEM. £ target I8 (WNFIHEEMD” (110IFAR) FIHE
Bt EFENE D,

LUT R MBRSS FIBREE B = B 7o

BRI

DELETE /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

LR

HTTP/1.1 204 No Content

Date: Wed, 24 Jul 2019 21:20:27 GMT
X-Content-Type-Options: nosniff
X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0
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Content-Type: application/json; charset=utf-8

FIH =&

FERUTERVILAIE EMIERBRNED, BRNEHRETIH, ZRMNEXE
EHTHEGNER, BESRFIHEL" [113]

BERTA:

GET /api/service/v2/services/cloud/backups HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

LR

FELtRBIA, SIHNE—NEORFATIENE ZNFHNFEDR. F—1HDH parent
BES5E -1 &1PH dataset {E4BE (app-data-fullsnap), 5B N&EIPHY parent EH
null, FHMRERXEFHRAMERM format, LRI, FEMMREMDIIREA tar ¥
o

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 21:22:40 GMT
X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked

{

"backups": [{
"target": "target-id2",
"parent": "app-data-fullsnap",
"started": "2020-01-06T20:03:32Z2",
"completed": "2020-01-06T20:04:36Z",
"id": "backup-id2",
"source": "cloudsnap@",
"href": "/api/service/v2/services/cloud/backups/tar/backup-id2/target-id2",
"tier": "standard",
"dataset": "pl/local/default/app-data@app-data-incsnap",
"format": "tar",
"size": 3224982536.0

A
"target": "target-id1",
"parent": "M,
"started": "2020-01-06T20:01:16Z",
"completed": "2020-01-06T20:01:17Z2",
"id": "backup-id1",
"source": "cloudsnap@",
"href": "/api/service/v2/services/cloud/backups/tar/backup-idl/target-id1",
"tier": "standard",
"dataset": "pl/local/default/app-data@app-data-fullsnap",
"format": "tar",
"size": 2149988056.0

1

}

ERUTBERVILIEENED:
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GET /api/service/v2/services/cloud/backups/format/backup-id/target-id HTTP/1.1
FIH &R EISHK

XFUTERSHUTIEREDTIR ATUER—IEEPERFAESH. TERSH
Z B AND i85 (&), M&REEBRAIFFIR.

*29 BAFIEHEEHNERSEH
B i ER
start start ERUTEZ—:

n HPES, LESINEFIHEIRSEMS [105]FFTRIERE backups 53 H
B entries BMHE/)D 0 F 1o
FIHBIEENRSIEENED, UNRELIEREEN&EN ZELIENERESD.

B %Y-%m-%dT%H:%M: %SZ A& NHIBY{E], X5 started Fl completed BIM4BIEFTR
ARERER, LhEtER] LR M aiaYie) Z siRYERISSARETIE, %0, 2019-09-
00T00:00:00Z AEIFRETIE,

FlHEEEREHEGERNREED.

end end BIEJT %Y -%m-%dT%H : %M : %SZ 18 TV AYETIE], X5 started F1 completed B4HY

BFfEAEIER. BT E) AT LR 2 BT el 2 Bl AV R SEPREYiEl, B30, 2019-09-

00T00:00: 002 &SR FRATE,

SRS E N B EA RN EN &1,

limit FIEMEMHETBIIEERE, linit SHEEHRIAE,

target target BMNE, JIHZER LENEHED.

source source BMHE, JIHZFELNEHERD.

dataset @ FIER dataset BMEMIME, B0, XTEIEE p1/local/default/app-

data@app-data-incsnap, 8% p1/local/default/app-data ¥ app-datao

FIHEE FIRE RS D.

i - IR &G INIERIIEEMP O EFMIE RIS R TN EHIEENMEE
9o 5140, 3¢ p1/local/default/app-data@app-data-incsnap EPBIERIFIFEIR
[E]& /9 app-data-incsnap. app-data-incsnap-1 # myproj-app-data-incsnap
HEIBEMNED.

format format BMRE (zfs & tar) . MIBENEMEXTILRAED,

LUTFRBIZIE MRS IRS 7 2000 NEDHIENRREED. NIRRSEMETIRN
backups ZBH entries BHERIEN 2865, MU TRHIER 865 1N&10: MEFH 2000
2% 17 2864,

GET /api/service/v2/services/cloud/backups?start=2000

LR RBIRFIHERS 4R S 9 2000 B9& 15

GET /api/service/v2/services/cloud/backups?start=2000&limit=1

UTRAIFIE 500 MEfEEREHEGRIEZNRR&(%:

GET /api/service/v2/services/cloud/backups?start=2019-07-12T00:00:00Z&1imit=500
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U5 500 DNEREE R B St E A ¢ 2R RS0

GET /api/service/v2/services/cloud/backups?end=2019-07-12T00:00:00Z&1imit=500
UTRBIFIHEREERN start ESzfE (BRBEFHEEDN end BFE) SIENFABESE
9

GET /api/service/v2/services/cloud/backups?
start=2019-07-11T00:00:00Z&end=2019-07-12T00:00:00Z

AT REIFIHZIRREE app-data BRA tar EHRABEMBIEENERED:

GET /api/service/v2/services/cloud/backups?dataset=app-data&format=tar

T REI5H target-id Bin EZFHPEE app-data BEAEBIEENSRHEMD

GET /api/service/v2/services/cloud/backups?dataset=app-data&target=target-id

IR REIFIHEE cloudsnape JRBRY target-id Bin ER TP E S app-data BIERIEIE
SHRM&ED:

GET /api/service/v2/services/cloud/backups?dataset=app-data&target=target-id&source=cloudsnap®

b= &1

BEsrm & Zrl, BRITUTRE:

» NERBEAMELER. BEERFIHEL" [113],
» MEMEOERESEFED. TEMFEEEFEMNIENR. LEHHFEMDH parent
ESEMERMENR dataset EEE, BERFIHTER" (11010

LU RARIE— M ELIER, LAM Oracle Cloud Infrastructure ¥4 R 1ZEF MIFRisE B iR
HIEE&D. REFTLIRETCER L RNEM B EHNERES, BMEZEDEETH
g & EHEunitt.

R ES MIBRIRERE D" [12013#1TELAR, BERBINARIER IR & ERHZHRIRER
1o

RGN

DELETE /api/service/v2/services/cloud/backups/format/backup-id/target-id HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

LR
{
)

BEEECEMMRHE, BERTIHEL [1131EFRE LR job-id BRI,

"action": "job-id"
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mE=&n

SENTEILEEREEBHREN S BrIRE LMENFRENHERIR.

UTFREIRRZR—MEWIER, UMEEENED. EEEREMMEINHNME, #
NHEERRIEEERT. EEEMEHRE, BERVIHEL 113EEEBMMEE
job-id BI{ENL,

MREABIFIKET readlimit B, NEMMBREBNEDHAED readlinit F
T, BB RIZEBM [107].

ERRA

POST /api/service/v2/services/cloud/backups/format/backup-id/target-id/restore HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Content-Length: 55

{
"pool":"p1",
"project":"default",
"share": "restore6"
}
SRR
"action": "job-id"
}

HI Ak

UTFRAFIHAAE EEETHEVMRIESTTRBEL, SRl &Y.

BRI

GET /api/service/v2/services/cloud/jobs HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*

SRR
R flg, BNEGELERNTRNEDEREEIRE— B 5.

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 21:37:52 GMT
Content-Length: 983

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8
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"jobs": [{
"href": "/api/service/v2/services/cloud/jobs/job-id2",
"op™: "backup",

"target": "target-id",

"targetName": "oci-ashburn",
"created": "2020-02-06T16:52:42Z",
"updated": "2020-02-06T16:52:48Z2",
"id": "job-id2",

"status": "in-progress",

"rate": 10002432,

"transferred": 80019456,
"estimated_size": 43088792088,
"dataset": "pl/local/default/f-1",
"backup": "backup-id2",

"snapshot": "snap3",

"format": "tar",

"details": "uploading backup to zfs/backups/tar/backup-id2/000000001"
o

"href": "/api/service/v2/services/cloud/jobs/job-id1",

"op™: "backup",

"target": "target-id",

"targetName": "oci-ashburn",

"created": "2020-02-06T16:52:28Z",

"updated": "2020-02-06T16:52:48Z",

"id": "job-id1",

"status": "in-progress",

"rate": 1942,

"transferred": 3884,

"estimated_size": 0,

"dataset": "pil/local/default/f-1",

"backup": "backup-id1",

"snapshot": "snap2",

"format": "zfs",

"details": "uploading backup to zfs/backups/zfs/backup-id1/000000001"
H

}
TR s E R Rk :

GET /api/service/v2/services/cloud/jobs/job-id2 HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

SIHBERELEASEHK
§5 start M limit EWSRUTIETEDELTIR.

s start SEBERELES. ESINELSIHERSEMS [105]FRFRIEKRSN
jobs ZBHHY entries BIEE/ 0 F 1o
» linit BRHNEABETIHBEKRELE,

XWNESHEIUER— I EWRER. EEHSHRZEER AND IZ8 (&), S TEML
NRBIFFAR.

UTFRAIFILE 100 MEEETHSMIEVASESTRELY, SRl &R,

GET /api/service/v2/services/cloud/jobs?1imit=100

114 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



REGEIMRIE

1RA

7:!
"y

U RS EEEITH R PRl s aRia ST R ARk,

GET /api/service/v2/services/cloud/jobs?start=0&limit=1

LUFREIFILEL RS IR SFTHAT 4 WFAE EEETHFLNR
BRI ER ST o

GET /api/service/v2/services/cloud/jobs?start=4

BCHERE M B Eh Al

T RBIBCHEIEE R B ARSS Rk,
BRI

PUT /api/service/v2/services/cloud/jobs/job-id/cancel HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*

LR

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2019 21:50:29 GMT
Content-Length: ©

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

TR EFRBIEERN AR (k.
ERRA

PUT /api/service/v2/services/cloud/jobs/job-id/restart HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

User-Agent: curl/7.54.0

Accept: */*

SRR

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2019 21:51:08 GMT
Content-Length: ©

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

A IniRME

{ERRBEDIZEEIE Oracle Cloud Infrastructure SfRZE LA HEZH

BIRIRIR, ES N RIBATEZIRIE [169]0

IESERLAIPRIL, &

RIRRE D B
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AEFMALZ EHEZRBAUEDEIR—T=BR, BASTMRESHEIEEHE—
BURRIR TS

E—MXHRGREAIUATHE N RBRMAREIN S0,

REtRIBENEIRZE, JURRERE, B2, REAUERRIRBEVAMIRE, X
BT RREERER,

%30 REBEDHL
BEXR MNZEIRRTZ L]
lapilstoragelv2Ipoolsipoollprojectsiproject
SMNATFBIZ—:
m [filesystemslfs
® [luns/iun
GET /snapshots/snapshot/backups HI S IR IR &4
GET /snapshots/snapshot/backups/format/backup-id/target-id | 5|38 RIRIBE S
DELETE /snapshots/snapshot/backups/format/backup-id/target-id | BIFFISEBVIREBED .
POST /snapshots/snapshot/backups BIEIIRBED,

FIHIREEE 1D
WRRBIFIEX RS £-1 LIRER snapo BEMIEREFREREMH.

BERRH:

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

User-Agent: curl/7.54.0

Accept: */*

ZRH:

HTTP/1.1 200 OK

Date: Wed, 07 Jan 2020 20:54:47 GMT
Content-Length: 708

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

"backups": [{
"finished": "2020-01-07T21:02:14Z",
"format": "tar",

"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap0/
backups/tar/backup-id/target-id",

"id": "backup-id",

"status": "completed",
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"target": "target-id",
"targetName": "oci-ashburn"

1
}

USRI iEE R IRIRE 17

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap0/
backups/format/backup-id/target-id HTTP/1.1

IR E MR

UTRBIIEIRER snapo BY tar IIED, FRERDEMEEBR oci-phoenix
Lo WRFKIEERK, NEE 2fs XN ED. EEBRBHRMEE, BEFEATIHE
Ak [1131EERBFTIRE] job-id BI{EIL,

MRABFIEET writelimit B, WEHRBHRENNEFEDHARED writelimit
FT, BEECIEBR [107].

BERRH:

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

{
"target": "oci-phoenix",
"format": "tar"

}

LR

{
"action": "job-id"

}

eI SR E D

ERIRIESREBED, BIETE true fEA incremental BMERE, HIEEERTLLRW
RRERo

v RRBAASIEENEEREBEHRNEETA—ARANR—S 8L, EUT
RBIH, HRER snape ATFIET AR AT S BFFAISH RS £-1 5,

v RXHRARBAEE 4 RARBUFARBERORR: 2fs 5 tar,

BIFEROR RS -1 B9% 5, BD snapo 530 RS -1 B SBIRE ZEAE R,

IBEIRBED snapl FHEEBAT oci-ashburn £, BERBERSRXIREBEHHER
EII
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BRI

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snapl/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*
"target": "oci-ashburn",
"incremental": true,
"parent": "snap@"

}

LRI
"action": "job-id"

}

ERIRERBEMNRED

UTRARRIEE BfF LIEEIEERBEMIIREDR. FLRFIF, BAR oci-ashburn
LIRER snap2 IEMDHIREZH IR snapl # snape. R ERILIGEELRES IR
oci-ashburn BArXBEISIAIE] oci-phoenix Bif. ¥FF oci-phoenix RERER,
FE3F oci-ashburn IEBRTER,

ERRA

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/backups?
props=true HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

"target": "oci-ashburn"

}

LERT:

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 22:02:17 GMT
Content-Length: 316

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

{
"props": [{

"choices": [
"oci-ashburn",
"oci-phoenix"

1,

"data_type": "string",

"label": "Backup target",

"name": "target"
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A
"choices": [
nZfs",
"tar®
1,
"data_type": "string",
"label": "format",
"name": "format"
A
"choices": [
true,
false
1,
"data_type": "boolean",
"label": "Incremental",
"name": "incremental"
A
"choices": [
"snapl",
"snapo"
1,
"data_type": "string",
"label": "Parent",
"name": "parent"
1

}

MTFREIER GET (fdE POST) fEAZIEA N RITIRIEEIE EREBHMHHIRIRE, B
EXMER, EBLEEIEEBIT. LR ET oci-phoenix BAF EZH snap2 IR IR,
XEKREJBTCETE oci-phoenix LI snap2 BIEE&E D, AILTE oci-phoenix L8l
2 snap2 =EEMD,

BRI

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/targets
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

LR

HTTP/1.1 200 OK

Date: Wed, 07 Jan 2020 22:04:08 GMT
Content-Length: 329

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

{
"targets": [{
"format": "zfs",
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/zfs/target-idl",
"id": "target-id1",
"name": "oci-ashburn",
"parents": [
"snapo",
"snapl"
1
Ao

"format": "tar",

RESTful APl =ARSS 119



REGEIMRIE

"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/tar/target-idl",
"id": "target-id1",
"name": "oci-ashburn",
"parents": [
"snapo",
"snapl"
1
A
"id": "target-id2",
"name": "oci-phoenix",
"parents": [],
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/target-id2"
H
}

ERAUTIEREREERRBRENHIRER:

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/format/target-idl HTTP/1.1

AR B IR B &5 1)

UTRAIRBREERIREBE D, BEEEONIRHE, BERTILEL 113]EFA
BFMRE] job-id BI1EL,

BERTA:

DELETE /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap6/
backups/format/backup-id/target-id HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*

SRR
{
}

"action": "job-id"
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RESTful API pl@fR S5 A FEEMEERIREHEEIER R MAEH,

1) eRAR S5 8R 2
& 31 [E)ERRSS 8 <
BER FINZIE&4R Iproblemiv{1|2} tRE
GET R /problem/v{1[2} HIH PR S RS
GET /problems HIHPRE ZFiia Rt
GET /problems/problem REVEEIERE wid BiRBEiEEES
PUT /problems/problem/markrepaired BIEERA wid FRIZHERE
GET /suspend_notification BErBHNEEeHEE
PUT /suspend_notification/enable =@M
PUT /suspend_notification/disable R 2 @0

S FRrA Al

a7 hikE L SRFENFIE R, w<RNRITE, FRE HTTP RZ 200
(OK)o

ERRA:

GET /api/problem/v1/problems HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

ZRH:

HTTP/1.1 200 OK
Content-Type: application/json

{
"problems": [{
"code": "AK-8003-Y6",

"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure
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BER=R

cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",

"chassis": "1204FMD063",

"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD0O63

:fru-serial=1204FMDO63
:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",
"revision": "3529",
"part": "7041262",
"model": "Sun Disk Shelf (SAS-2)",
"serial": "1204FMD0O63",
"manufacturer": "Sun Microsystems, Inc."
H
H

FIh— e

HLRFIE—NR, fS<SlIITE, BiRE HTTP RZ 200 (OK).
FHie@En EA uuid MASE, ZEHE R R UUID,

BRI

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8
HTTP/1.1

Host: zfs-storage.example.com:215

Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json

{

"problem": {
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",

}

}

‘=18
&£ o]
EE R RRFITENBEEE,
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BERBGLER uwuid MASE, ZEREBEMCHERERIEZR UUID,
BERRA

PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8/repaired
HTTP/1.1

Host: zfs-storage.example.com:215

Accept: application/json

FRINMEN 23R [E] HTTP A7 202 (Accepted):

HTTP/1.1 202 Accepted

HiFin) A
WERET A MBI, NTREZETUEN SR, AIUERITAERES
A B,

BExEEREBHERAE R RINIREE, i5&0 (Oracle ZFS Storage Appliance & F AR
SFM) PR EFRER",

LB ERE
ERU AR EREEENmEN,
ERRH:

GET /api/problem/v2/suspend_notification HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

LR
period E HEH.ILZFT%#% %Dgﬁr&lu\mﬁ%qliyo

"suspend_notification": {

"href": "/api/problem/v2/suspend_notification",
"suspend_notification": "enabled",
"period": 472
}
}
=
R SR

ERUTHITHEFRZEM, RINRIESIERE HTTP i3 202 (Accepted)o

RESTful API [alZRARSS 123


http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSREgukdr
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSREgukdr

BRI

PUT /api/problem/v2/suspend_notification/enable HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

k8 @A
FERUTHELSME BB, MINEIERIRE HTTP X5 202 (Accepted)o
BRI

PUT /api/problem/v2/suspend_notification/disable HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json
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RESTful APl SAN AR

RESTful API SAN RS AAIFEIF IR FEIZ D FHEXIFH ML (Storage Area Network, SAN)o

SAN BLiA

SAN BEEUTERAN:

» IR EFERE P
o RHNBEFENFERS
n BEFSEERTFERRS

AEME LERNZMMINY, X=TMAGEHREFALT, EREEBERT, MEEERE
ZEESSMBIRZEIN—£%4, BRAZHBERT, HRELRERAITH, RESTful
API SAN fREEERZ NS ZFMYAIMFN SAN RIS

n BEHES —HBETSEEN SCSI 2iF. &IX SCSI #5110 &5 RMN BIEF S £~ R Sk
R Boit@dr—I A EH#HITIRR,

» BEhERH——HEnEs. BrissA518EE TS (Logical Unit Numbers, LUN) XEX
&, NZAPRIBahEs el LUKRIZ LUN,

» B ——EERGER, RE—TIRSUGERBBE51288 SCSI s 10 15
Ko BATEEFHEAKREERCSE, FEIW—FUHGENR. FkERE, BIrEEs
ENHEZMNEBETT,

» BirE—-—4HBR. LUN $X—NMFE BArAEFFTE BinS o

SAN /2528

UTE2RTEIE SAN Brsmas,
XS SERLLT URI B34

protocol BEh2sAY NAS i fc. iscsi T srp
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SAN [ZEh2s

initiator BohEsEY IQN. WWN 3 EUI
*32 Brhgm<
BER FINZEIERTR Isaniv{1]|2} tR8
GET /protocol/initiators HIFAEWN (fc, iscsi, srp) SWRF|HAE
SAN Z&has
GET Iprotocol/initiators/initiator HIFLATE WY (fc, iscsi, srp) BHERBUSER
SAN B28
POST /protocol/initiators EITLAEMDY (Fc, iscsi, srp) BIEFTHY SAN
Bohas
PUT /protocol/initiators/initiator ETXTLATEIMY (fe, iscsi, srp) WRIEIEER
SAN /Zah2s
DELETE /protocol/initiators/initiator HBIEE N B ohasxT R

WEEmERenSER TRPTHNBEEFREE, MBS HERXLEREMEE

HRNE,
%33 BEpEsE M
B Y A
alias all i =FE IR
initiator fc B En2RRIR 2/ B TR (world wide name, WWN)
ign iscsi b EThE8HY iSCSI PRE B #R
chapuser iscsi BRiIEF auth #MY (Challenge Handshake Auth Protocol, CHAP)
BFR&
chapsecret iscsi RIBEF auth 1Y (Challenge Handshake Auth Protocol, CHAP)
=R
initiator srp ¥ BRME—IRIRRT (Extended Unique Identifier, EUT)

FIhEThaE

FIBEIEE iR IGE LB BRI A B 52, MNIEXE SR "nitiators" BIBEH
2SEMEEA (A JISON BR) -

X5 iSCSI BEh2R YA KRG

GET /api/san/vi1/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

SRR

HTTP/1.1 2060 OK
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SAN Bxh2s

Content-Type: application/json

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
o
"alias": "init-01",
"initiator": "iqgn.zfs-storage.example.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
H
}

RENBEhRRFAER

FIH A iSCSI BrigsFEAE R, MNIEXEEERNEZ A "initiator” BIXTRA iSCSI /F
hEslEME (£ JSON #83X) o

BRI

GET /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-01"
"href": "/api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:02:01"
"initiator": "ign.zfs-storage.example.com.sun:02:01"
"chapsecret": "",
"chapuser": ""
}
}

el B nhas

BUEEHHY iSCSI Bhgs. EBAIIRM iSCSI PRIER (iSCSI Qualified Name, IQN), 153K
EXBEiscSI BopgsEM (H JISON /&) . MZEE HTTP Sk #T iSCSI [B5h

RHVLE URI, LUAKIBN pLIHAYIR [B]RYIRZSES 201 (Created), MINIEX BEEAR N
"initiator" RIXTRAY iSCSI BEh2eEE (R JSON 8R) -

BRI
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SAN [ZEh2s

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"alias":"init-02"

}

LER:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

(=R

AL aERINE Bohgs. IBRIEXEEMNEXRNBshEEME (£H ISONER) .
URI F{RHILLE5h288Y IQN. FRINfE, FiR[E] HTTP 1RZ 202 (Accepted), MINZIEX S
ESENR N initiator MIXTRAVH iSCSI BrheeEM (£ JSON &R -

BRI

PUT /api/san/vil/iscsi/initiators/ign.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

"alias":"init-01-secure",
"chapuser":"admin4",
"chapsecret": "secret"

}

LERI:

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01",
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BEhsd

BrhaH

"ign": "iqgn.zfs-storage.example.com.sun:1",
"chapsecret": "secret",
"chapuser": "admin4"

S

Mig &P RIFRE B2,

BERRA

DELETE /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

RRINMBRE, ¥R[E] HTTP X 204 (No Content):

HTTP/1.1 204 No-Content

iSCSI Bnhgsm< AT EEI1&& EAY iSCSI BEh28H iSCSI [BnhastH, T&RTFILH T I8

o

=g
A

XL SEA LT URI B4
protocol BhashY NAS ¥ fc. iscsi @ srp
name BoheR AR 2R

BN ENBRAEE nane BHEM initiators B, BECSBoIBRAEPHBENZEMNT
o

=34 BrhEsam<

BR MEINEIRRZ Isaniv{1|2} iRA

GET /protocol/initiator-groups ETXTATEIMY (fe, iscsi, srp) WRIILAE
SAN 22848

GET /protocol/initiator-groups/name FIFTLREMMY (Fe, iscsi, srp) BHREUEER
SAN Bahgsil

POST /protocol/initiator-groups HIFAEIMY (Fc, iscsi, srp) BIEHHEI SAN
ISz

PUT /protocol/initiator-groups/name ETXTLATEIMY (fc, iscsi, srp) WRIEIEER
SAN /Bnhessl
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BEhasd

R FINZIE&TR Isaniv{1]|2} tRA

DELETE | /protocol/initiator-groups/name HEBIEEMNBIFIR

FIHiEchas

SIHFTERI AR iSCSI Boh#sd. AIhfE, RHR[E HTTP RE 200 (OK), HEIEXEE
BME 7 "groups” B JSON W&, LW REEBNIAITRIVEAE,

ERTGI:

GET /api/san/vil/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-0",
"initiators": ["ign.zfs-storage.example.com.sun:0"],
"name": "pl-initiators-0"
A
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-1",
"initiators": ["ign.zfs-storage.example.com.sun:1"],
"name": "pl-initiators-1"
H
}

RENEoheRAIFAER

MEAN iSCSI BrhsR AP REUFAE R, vIiRIEYIH BrhedAan < R EIN href B141A
i) tk£H,

TERTBGI:

GET /api/san/vil/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

LER:

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["ign.zfs-storage.example.com.sun:02:01"],
"name": "test-group"
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BEhsd

el eI ShaE 2|

BIZTMRRY iSCSI Brhgate BRIEXBEETEN name ZEREY JSON WK, LSHE
BHBM,

#35 BrhgsdelEEY
B ESidl BiEA
name string BrhgRANE R
initiators array WA BT IQN B4aIEkA
ERRH:

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Content-Length: 64

Accept: application/json

{
"name":"group-01",
"initiators": ["ign.zfs-storage.example.com.sun:02"]
}
+ B8 — (7| -
SRR

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["ign.zfs-storage.example.com.sun:02"],
"name": "group-01"
}
}

MIFR = ch234E

Mig &P RIFREEI254H,
BERRA:

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215
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FRINMBR SR E] HTTP 3R7S 204 (No Content):

HTTP/1.1 204 No-Content

B#R

iSCSI Birep< AT &2 iSCSI BAr#l iSCSI BirtH, FRAFIETARASS,

XERIRaLEALLT URI B4

protocol SAN #MY: fc. iscsi 3 srp
target B#F ID: IQN. WWN Z¢ EUI
%36 Bire<
ER HNEIERTR Isaniv{1]2} i8R
GET /protocol/targets HITEAEWIN (fc, iscsi, srp) SRFHFFE SAN
BR
GET Iprotocol/targets/target FHIFAEIMY (Fc, iscsi, srp) BIEFFEIEER SAN
BR
POST Iprotocol/targets FITEREMMY (e, iscsi, srp) BIEHTEY SAN Bixn
PUT /protocol/targets/target HIFAEMIN (fc, iscsi, srp) WRIEKIEEH SAN
BR
DELETE | /protocol/targets/target HBRIEERNBIFNR

B LREOBETEL. SIRBRGaSMEREmaLER TRPIIHMNEMLEIE

7% No

& 37 BirmNEE
B Y BiEA
alias iscsi BB AT EER
ign iscsi iSCSI PRE & R
state iscsi iSCSI BAREIRZS ("online". "offline”)
auth iscsi AlEIIERE ("none". "chap")
targetchapuser iscsi A]3%E CHAP AP I8IE
targetchapsecret | iscsi A]i% CHAP Z$ALIIE
interfaces iscsi BRI RS EON5IR
wwn fc id=ErinedSEE i
port fc iR O YIEE
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B8R

B Y BiEA

mode fc iR ArER (BEhask Bir)
speed fc flidr im0}y Yesipr 2
discovered_ports | fc BRINITIE B ahdsin 8=
alias srp SRP Br89513

eui srp It BAREIY R —FRIR T

LU E MR TFIRE isCSI BirAE Bo

% 38 SEaeil =L
B B3] A
protocol string BREAIMY: FC. iSCSI 5 SRP
name string iSCSI BfRéA B FF
targets array iSCSI B4R IQN AR 9% 3&R

FIth B 5

Fthig & ERTARIEE MIXEIFRE SAN BT,

ERRA

GET /api/san/vl/iscsi/targets HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

R

HTTP/1.1 200 OK

Content-Type: application/json

Content-Length: 1337

{

"size": 7,

"targets": [{

"alias": "tst.volumes.py.12866.target",
"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",

"y

oL

ign": "iqgn.zfs-storage.example.com.sun:02:72b6fa9a-96c4-
e511-db19-aadb9bac2052",

"alias": "tst.volumes.py.96238.target",

"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"ign": "iqgn.zfs-storage.example.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
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RINBIRFAER
MEBEANBIRPIREVEN. TR "iqn" B ER "alias=alias" i%EF BT
ERRH:

GET /api/san/vil/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

HRTH:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

"target": {
"alias": "test-target"
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",

"interfaces": ["ixgbe0"],

"ign": "ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapsecret": "",

"targetchapuser": ""

IEBR

BB BT, IWRIEXEE—1HHE name BMH JSON WK, LLEMEHAEYiSCSIH
FREARI R o

BRI

POST /api/san/v1/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

LR

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008
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B8R

"target": {

"href": "/api/san/vl/iscsi/targets/iqn.zfs-
storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"auth": "none",

"targetchapuser": "",

"targetchapsecret™: "",

"interfaces": ["ixgbe0"]

(e 4=k

BEXILE iSCSI BiF., IBRIEXBEHHE BIEHH iSCSI BARE 4R JSON SFR, AIN
&, RR[E HTTP R 202 (Accepted), MINIEX EETE JSON XY RAHARIZHY B irgV4E
R iscs1 BirE .

BRI

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret": "secret", "auth":"chap",
"targetchapuser":"admin5"}

LR

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0

{
"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": '"secret",
"alias": "test-target",
"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapuser": "admin5",
"interfaces": ["ixgbe0"]

il E3=E o

MEGEFRER SAN BiTo
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Bird

Bir4H

BRI

DELETE /api/san/v1/iscsi/targets/ign.zfs-storage.example.com.sun:02:e7e688b1 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

FRINMIBRE, ¥RE HTTP X5 204 (No Content):

HTTP/1.1 204 No-Content

BirtAR BEIrNES. TRPYIET Birdds<,
BirAs <A LT URL B8

protocol BhashY NAS ¥ fc. iscsi @ srp
target-group B treAH9 2 FR
#39 Birddm<
ER HMtHNEIEEE Isaniv{1]2} tEA
GET /protocol/target-groups HIFAEMIY (Fou iscsi T srp) XIRFIHFFE
SAN Bt
GET /protocol/target-groups/target-group HITATEMY (fe. iscsi B srp) BHIREUEERN
SAN 1548
POST /protocol/target-groups HIFAEMMY (Fo. iscsi 8¢ srp) BUERHAY SAN
B
PUT /protocol/target-groups/target-group HITATEMIN (fe. iscsi T srp) JWRIEHKIEER
SAN Bit54A
DELETE | /protocol/target-groups/target-group HEIEEN BIRENER

5tk B AR

FhigE EFRE RN BIRE, AIhE, RHR[E HTTP R 200 (OK), HEIEXBERE
48279 groups BY JSON YR, IITREEBIRAXTRAVEE,

BERTA:

GET /api/san/v1/iscsi/target-groups

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json

LERT:
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Bird

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
1
Ao
"href": "/api/san/vl/iscsi/target-groups/alt-group",
H
}

IREX B tRH

REVENBEARA, IERERENBIRAZMIEN URI S8, MNEXEEEH
group BY JSON IR EM, EXREMUEEBIrHERBES.

BRI

GET /api/san/vl/iscsi/target-groups/test-group

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

ZR:

HTTP/1.1 200 OK
Content-Type: application/json

"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group"
"targets": [

"ign.zfs-storage.example.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787cab5a" ]

eilFE A=k ;|

BIEEHTRY iSCSI BArH, IBKRIEXZEHEE name BIERY JSON WK, tbEMZ LA
B9 & #Ro

BERTA:

POST /api/san/v1/iscsi/target-groups HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json
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Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

SRR

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}

il =L |

MIERINAE BArd,

ERRA

DELETE /api/san/v1.0/iscsi/target-groups/test-group

FRINMBR i RHR E] HTTP K7 204 (No Content):

HTTP/1.1 204 No-Content
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AR S5

kS5 an<

fg3% RESTful API B F5IHAMERIZE LizfTRHERSS,

U TFARSS S < AT Ao
x40 RS En <
iR KNEIE& 1R Iservicelv{1]|2} AR
GET {fER /service/v{1]2} KRS
GET /services FIHFrERSS
GET /services/service REVEE RS MBS
PUT /services/service BRIEERRSVECE
PUT /services/service/enable BRIEENRS
PUT /services/service/disable B HIEERRS

Itar <R ElFfE 1% & Ll AR EEBIRS M E B ARESHYIR, o5
[B] HTTP JRZ 200 (OK)o

BRI

GET /api/service/v1l/services HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

LR, hEEER,

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

HEET KEBAFE:!

"services": [

LHRMAITE, HR



IRENARSS

{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad",
"log":
"href": "/api/log/v1l/logs/appliance-kit-adstat:default",
"size": 2
}
i
{
"<status>": "online",
"href": "/api/service/v1l/services/nfs",
"name": "nfs",
"log":
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 8
}
i
{
"<status>": "online",
"href": "/api/service/v1l/services/ssh",
"name": "ssh",
"log":
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 134
}
}

IREXARSS

e MBEMIRSPREUFAES, HPEELRSHRSNESE.,
BERRA:

GET /api/service/vil/services/ndmp HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

R

HTTP/1.1 200 OK
Content-Type: application/json

{
"service": {
"cram_md5_password": "",
"cram_md5_username": "",

"dar_support": true,
"default_pools": [],

"drive_type": "sysv",

"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,

"name": "ndmp",

"restore_fullpath": false,

"status": "online",

"tcp_port": 10000,
"version": 4,
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BRSBTS

"zfs_force_override": "off",
"zfs_token_support": false

ERSRE

ttEF L ERAERRS VRS, AL URI S

service e e
state HIRSIRA: enable 3¢ disable
ERRG:

PUT /api/service/vil/services/replication/enable HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

FRINIRA &R [E] HTTP A7 202 (Accepted)o
B MARSS &% JSON ER KB AN EZA LIRS
M JSON BB R H:

PUT /api/service/vil/services/replication HTTP/1.1
Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}
BERAILARS, FARIELUT JSON:
{"<status>": "disable"}

IEERARSSECE

_JL_L_ﬁiL_ PUT IER UM IEE KA TE X BB EREIEERSHEEERE . —LMR
BEAEFHER, EHALIRIEFZIREFRE XM href §E1IQE51 XEEARSS . RNTAMRN =R
El HTTP IR 202 (Accepted)o

U RFISS LDAP HE%E’\JHEQ%W%i%ﬁFr, HIEE RS 237 RIRM TINFHET o
BXLDAP BBBEMEZEE, B2 M (Oracle ZFS Storage Appliance HI2#E8R, A1ThR
0S8.8.x) HHY “LDAP BR&E"

RN

GET /api/service/v1/services/ldap HTTP/1.1


http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgokll
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgokll

EARSEE

Host: zfs-storage.example.com:215
Accept: application/json

HTTP/1.1 200 OK
Content-Type: application/json

{

"service": {
"href":"/api/service/vl/services/1ldap",
"<status>":"online",

"servers":[
"ldap-server2.us.example.com:484",
"ldap-serverl.us.example.com:636"

1,

"use_server_order":false,

"proxy_dn":"",

"proxy_password":false,

"base_dn":"dc=us,dc=oracle,dc=com",

"search_scope":"one",

"cred_level":"proxy",

"auth_method":"simple",

"use_tls":false,

"user_search": [

1,

"user_mapattr":[

1,

"user_mapobjclass": [

1,

"group_search": [

,

"group_mapattr":[

1,

"group_mapobjclass": [

1,

"netgroup_search": [

,

"netgroup_mapattr":[

1,

"netgroup_mapobjclass": [

1,

"server-000":{
"host":"ldap-server2.us.example.com",
"port":484,

"status": "online",

"last_seen": "142s",

"rtt": "70.285ms",

"err_msg": "",
"href":"/api/service/vl/services/ldap/server-000"

H

"server-001":{
"host":"ldap-serverl.us.example.com",
"port":636,

"status": "online",

"last_seen": "142s",

"rtt": "126.013ms",

"err_msg": "",
"href":"/api/service/vl/services/ldap/server-001"

ERRA:

PUT api/service/vil/services/ldap HTTP/1.1
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BARSEE

Host: zfs-storage.example.com:215
Content-Type: application/json

{

"servers": ["ldap-serverl.us.example.com:636,ldap-server2.us.example.com:484"],
"use_server_order":true

LR

HTTP/1.1 202 Accepted

Content-Length: 1295

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

{

"service": {
"href":"/api/service/v1l/services/1ldap",
"<status>":"online",

"servers":[

1,

"ldap-serverl.us.example.com:636",
"ldap-server2.us.example.com:484"

"use_server_order":true,
"proxy_dn":"",
"proxy_password":false,
"base_dn":"dc=us,dc=oracle,dc=com",
"search_scope":"one",
"cred_level":"proxy",
"auth_method":"simple",
"use_tls":false,

"user_search": [

1,

"user_mapattr":[

1,

"user_mapobjclass": [

1,

"group_search": [

1,

"group_mapattr":[

1,

"group_mapobjclass": [

’

"netgroup_search": [

1,

"netgroup_mapattr":[

1,

"netgroup_mapobjclass": [

’

"server-000":{

1

"host":"ldap-serverl.us.example.com",

"port":636,

"status": "online",

"last_seen": "142s",

"rtt": "126.013ms",

"err_msg": "",
"href":"/api/service/vl/services/ldap/server-000"

"server-001":{

"host":"ldap-server2.us.example.com",

"port":484,
"status": "online",
"last_seen": "142s",

"rtt": "70.285ms",
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RS HR

"err_msg": ""
_| : ’
"href":"/api/service/vl/services/ldap/server-001"

BZ 2R3
HE 73 ﬁ Wi
—ERSAFFRR. EEHUEMRSBEXRS HLSTIRREINEIE, LT HREW
L7 RIRA A,
za RS FRIRE L
ER B BiEA
GET /services/service/resource SIH RS FEIR
PUT /services/service/resource/href B FHIR
POST /services/service/resource BIEFNFHIR
DELETE /services/service/resource/href HEFER

XL SFEANERS it RESTful API 65<48E, HMA, ceET BT 5 HIFKEFEER
FHRREE, posT BT QIR FZREE, puT BTFEHRFAIR, DELETE AT HKR
BENFER,

BR8N FRERETANBMHNSGSHTIZR, EE N CLI "configuration services" (B2
BiRS) XHd,.
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RESTful API 1ZfEARSE

RESTful API #iEBRS A TFEEREUNEEFMEL. TIH. XHRSAM LUN NENA
Ho BXRRIERREBIES,

TFifthiR(E

7E Oracle ZFS Storage Appliance 1, NAS fEMAA#HITECE, XLEM7EFTE LUN MIXH
ARG A BRI TRIFE, MRIERTFRBUSEFHEELE.

® 42 FiEte<

iEkR KNZEIE& 1R lapilstoragelv{1]|2} i)z

GET /pools IR BEFi#EN

GET /pools/pool REVFEMIFER

POST /pools BB MRTEE

PUT /pools/pool B INTEGE S M P& BRTFAE
PUT /pools/pool/scrub XT1ETE Bt B ThEIE IR
DELETE /pools/pool/scrub SHHEE B = L ISR ST
DELETE /pools/pool EUEEC B IR E I TEiEA

5t

e L P MRS LB FEBRNENL. a<MIINITE, $RE HTTP A7 200 (OK).
HTTP [EX B & RS MY JSON WRETIR, FTRERTXERBIERRTT,

i - A HF depth E1ESEF match_property-name=value ZiHSE,

%43 FiEtE N
B E:Sid] A
asn string BRI ENFEYS
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FRENH

B ESidl 588

name string Birth &R

owner string BN ARZNENZ

peer string BERFRIGEBENNENL

profile string IR SR E XY

scrub_schedule string AERNASIRIRMEZ BNRE, HEZAAENMEE, FxX
AFNENELZINEEREREY, BES I MEE 1501

state string MIRZS: online. offline. exported

BRI
GET /api/storage/vi/pools HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

SRR G:

HTTP/1.1 200 OK
Content-Type: application/json

{
"pools": [{
"profile": "mirror3d",
"name": "mi",
"peer": "peer-hostname",
"state": "online",
"owner": "system-hostname",
"asn": "appliance-serial-number",
"scrub_schedule": "30 days"
Ao
"profile": "raidz1i",
"name": "ri",
"peer": "peer-hostname",
"state": "online",
"owner": "system-hostname",
"asn": "appliance-serial-number",
"scrub_schedule": "30 days"
H
}

KA
It ar <R B 2N EEM PR E M U R N EEERERER. SHIIMITE, R
[B] HTTP JRZ 200 (OK)o

sE S (7| +
BRI
GET /api/storage/v1/pools/pl HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

LERT:
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[iGh=wi]

HTTP/1.1 200 OK
Content-Type: application/json

{
"pool": {

"profile": "raidz1",

"name": "pi",

"usage": {
"available": 57454799311352.0,
"compression": 1.0,
"dedupratio": 672791,
"free": 57454799311352.0,
"total": 74732430950400.0,
"usage_child_reservation": 0.0,
"usage_data": 16011663438848.0,
"usage_metasize": 0.0,
"usage_metaused": 0.0,
"usage_replication": 1693675705344.0,
"usage_reservation": 0.0,
"usage_snapshots": 123913627136.0,
"usage_total": 17829252771328.0,
"used": 17829252771328.0

}

"peer": "0OOOOOOOO-000O-0000-0000-000000000000",

"state": "online",

"owner": "adminl",

"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"

y=wi

BoEit, AXOIEMFAEMSE, 1580 CLIEEEEED S, RITHATOIE BRI
BITIBER, ZIAKRSREITANEMHRFFNE, XEBIE props TEHEHEMHIREN
true RHITHY,

BERTA:

POST /api/storage/v1/pools?props=true HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

Accept: application/json

{
S

}

LR

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",

"type": "ChooseOne"

b {
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bR ARINE S

"choices": ["custom"],
"label": "Chassis 1",
"name": "1",
"type": "ChooseOne"

Ao
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",
"name": "l1-data",
"type": "ChooseOne"

Ao
"choices": ["mirror", "mirror3", "raidz1l",

"raidz2", "raidz3_max", "stripe"],

"label": "Data Profile",
"name": "profile",
"type": "ChooseOne"

H

}

BERRG (BIRERNAE (1] & 8 MEERH) -

POST /api/storage/vi/pools HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Accept: application/json

Ilnamell: Ilp1|I,
"profile": "stripe",
"1-data": 8

}

LRI

HTTP/1.1 201 Created
Content-Type: application/json

{
"pool":
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],
"name": "pi",
"owner": "zfs-storage",
"peer": "00000000-0000-0000-0000-000000000000",
"profile": "stripe",
"status": "online",
"usage": {
"available": 1194000466944.0,
"dedupratio": 100,
"total": 1194000908288.0,
"used": 441344.0

IRy IEEA

e LR TRIEHEE N, RMEFEIBEMFERSAMEME P KX href
pool/add, HEEXFREESERNEMPNEFEILENFAIENIRERE,
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MtRIZERTEfE

BRI

PUT /api/storage/vi1/pools/pl/add HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

Accept: application/json

"2-data": 8
}

SRR G:

HTTP/1.1 202 Accepted

MRz BRTFAE

LbEr < XU F Rt PARMEE. BRRFEIMIIBENPRERERE TN B EEMEILE,
& 1% href pool/remove, HEIEXHEEEMMPERBRNEEIGEMAAZINZERE.
msSIgEHE,

BRI

PUT /api/storage/v1/pools/pl/remove HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/json

Accept: application/json

"O-cache" : 2

}

LERT:

HTTP/1.1 202 Accepted
EETRABRSENHE, BRBEESE props IREN trues

BRI

PUT /api/storage/vi/pools/pl/remove?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

Accept: application/json

ZR:

HTTP/1.1 200 OK
Content-Type: application/json

{
"props": [
{

"choices": [
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s

ngn
I|1II,
I|2II,
]

’
"type": "ChooseOne",

"name": "@-cache",
"label": "Chassis 0 cache"
i
{
"choices": [
ngr,
(LS
non
1,
"type": "ChooseOne",
"name": "1-log",
"label": "Chassis 1 log"
}

&IXE pool/scrub PUT IB R =B EhIEIRIE{E, &IX pool/scrub DELETE 1B R {FIEIETEIE
TRYBIRIRE, BXRMBENEZEE, 18N (Oracle ZFS Storage Appliance HIE$E
M, R1ThR 0S8.8.x) HRY “EIETFMEM—F5h (CLI)”

HINBRT, BEEEBRAENEFEBHIRE NS 30 XiEE—X, scrub_schedule |
YT EENABIEREZEINRE, HEZRRAENMBEE, scrub_schedule FYEK
MBS 30,

» EZHFENEE (B, MREFERITFEE) , B8 scrub_schedule B
MEREIREN off,

n EERIAEREEREZENXE, 5% scrub_schedule BEMEIZEN
15, 30. 45. 60. 75 BY 90,

BEXAENMBEENEZEE, 1880 (Oracle ZFS Storage Appliance EI2$8r, A17T

Rk 0S8.8.x) HEY TEIEEEM —IEE (CLD)”

scrub WRIRERMMBE (AEHF) -

n Y0R complete BN false, NBEBNEETT. ERELRIBIEEIREL (errors) #
BEEEMNHEIRE (repaired),

» U1R complete BN true, NBFEERH. ERNEMEEEIEBENEENTE
(op_start) M5 ;FIERIATIE] (last_end), BJEISRA GMT,

I5E3, scrub_started M scrub_finished & zfs_pool ZRIBIELFIMNE M, &r]
IR EHISEEFIIR(E, 1S WRESTul API ZiRARSS (451,

UTRAIER T EEENHS BIIR,
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BURECE M

HTTP/1.1 200 OK
Content-Type: application/json

"pool": {
"status": "online",
"profile": "mirror:log_stripe:cache_stripe",
"scrub": {

"errors": 0,

"op_start": "20190520T16:09:41",
"complete": true,
"seq_resilver": 0,

"type": "everything",
"examined": 403968,

"repaired": 0,

"last_end": "20190520T16:17:59"

}

"scrub_schedule": "30 days",
"name": "p@",

"peer": "peer-hostname",
"owner": "system-hostname",
"asn": "appliance-serial-number"

BCHECE

E#(F

It En L BIRE MR FE R FRo
ERMIFFA

DELETE /api/storage/v1/pools/pl HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

R

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: ©

FrET B2 EE A REEIAE M. EFTBT B PEITRISR R /projects HiNE URI,
MERNIE PIETTRIES L NHIHD /projects/projecto

x4 =y
ER HnZIE&1R Japilstoragelv{1|2} 588
GET /projects FIHFrEmA
GET /pools/pool/projects HIHImE
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TR R(E

R FnZIE&4R lapilstoragelv{1|2} 1588

GET /pools/pool/projects?snaps=true FILFEWE (B1E1RE)
GET /pools/pool/projects/project REVME FER

POST /pools/pool/projects tlEmA

PUT /pools/pool/projects/project EIme

DELETE | /pools/pool/projects/project HEmE

GET /pools/pool/projects/project/usage/groups REVIE AN ERER

GET /pools/pool/projects/project/usage/groups/group REVEEANI B ERER
GET /pools/pool/projects/project/usage/users FREXIN B AP MERER

GET /pools/pool/projects/project/usage/users/user REUEENAFRNI B FERE

TRERTHBERRANAIRERIERTIR.

=45 mER%

Bt Sl BiEA

aclinherit string ACL #7%1T/ (“discard". "noallow". "
restricted". "passthrough" "passthrough-x". "
passthrough-mode-preserve")

aclmode string R FEHEH ACL 179 (“discard". "mask’. "
passthrough")

atime boolean IREX B BB IA] B BT

canonical_name string b IBER=E

checksum string RIZIEFN ("fletcher2". "fletcherd". "sha256")

compression string BIRESRIRE ("off'. "Izjb". "gzip-2". "gzip". "
gzip-9")

copies number HSHIRIRn#HE

creation datetime B (3% LUN. XHRF) SIEBEAFETE

dedup boolean EEHUERIPR TS

default_group string MBERIAXERSA: "other”

default_permissions string I B BRIA XX R AR 700"

default_sparse boolean B #IA LUN B SRS E

default_user string TEBIAX GRS . "nobody"

default_volblocksize number T BRIA LUN BRA/N: 8192

default_volsize number B EIA LUN K/

exported boolean BRWinE

logbias string FEFBENRE ("latency". "throughput")

mountpoint string HZHEE A BIAE "export/proj-01"

name string B &#R

nbmand boolean JEPR R F B ENT S
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BER(F

Bt Sl BiEA

nodestroy boolean PR LEFHERIRE

quota number IMEREAN (RARFT)

origin string RIERIR

pool string HMEFR

readonly boolean NTELLEMIZE T true B IREXEUE

recordsize string BHREIZR A/ "128K"

reservation number ARG = E AN

rstchown boolean BREIFF BN E TS

secondarycache string ZREREFERABER ("al'. "metadata’s "
none")

sharedav string HTTP HZZHR ("off'. "rw'. "ro")

shareftp string FTP #ZZHIRE ("off'. "rw". "ro")

sharenfs string NFS HZZ/E ("off'. "on". "ro". "rw")

sharesftp string SFTP £EHEE ("off'. "rw". "ro")

sharesmb string SMB/CIFS HEZR ("off'. "rw". "ro")

sharetftp string TFTP HEZHE ("off'c "w". "ro")

snapdir string .zfs/snapshot B] WL ("hidden", "visible")

snaplabel string AERIREBIRE

vscan boolean REPEITS

FIthIE

Eﬁ%ﬂﬁ%i%¢%ﬁﬁﬁ§o%ﬁ*@%ﬁﬁﬁ%%%ﬂ%$¢Um%ﬁo§¢L
ERIE#E & ERE BB IERTIRUREETR. SIRE. BENRE. EFIREN
HRERER.

i - R HF depth EESEF match_property-name=value S,

BFHSE: filter—— NMEEMNFRFRLETERS, EXMETHNEGEHETE S
BT IEESF T8,

BRI

GET /api/storage/vi/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

FRINHAT get [, J5iR[E] HTTP 155 200 (OK) U KRIMB B IEEkE (fE/ JSON &) -
R G:

HTTP/1.1 200 OK
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TR R(E

154

Content-Type: application/json

{
"projects": [{
"name": "proj-01",
Ao
"name": "proj-02",
}
}

RO FFFTA BRRFIE TR RTIR; URIK{XES /projects B2,
ATFREEBEMERESE backup FIPFFETIERIERTHG:

GET /projects?filter=backup HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

IRENIE B

I LHNHLEEMPRENTMBENEM. RIIHMIT get f5, #HR[E HTTP X5 200 (OK) LA
RIEREMY (£ JSON ) -

BF5IH zfs-storage-1 AR A proj-01 B9 B BYIERRHG:

GET /api/storage/v1l/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",
"default_sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
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"shareftp": "",

"canonical_name": "zfs-storage-1/local/default",
"recordsize": 131072.0,

"usage": {

"available": 1758424767306.0,
"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

H

"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "pi",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true

eIEmE

IEmM B G RELEFMNPEIRERLERMHIE, FRERIFEAFMENATR

RN URI B, BREIEGRIABMEHNFHITE,
JSON 1IEXIEREEK:
»  name—XIURHINE BRI EINE,

= Project properties—{E{A] 151 B /@ 14 #R vl i B 9 # B BV H1151E.

BIEEZ N proj-01 WINBRIERRE:

POST /api/storage/v1/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "proj-01",
"sharenfs": "ro"

}

FXIhelEfS, RHR[E HTTP K7 201 (Created), B EXBAEFHIMEMN URI, EXEE

FRrEIMEREY (A JSON ) -
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LERT:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01

"project": {
"name": "proj-01",
"href": "/api/storage/v1/pools/pl/projects/proj-01",
"mountpoint": "/export/acme/zfs-storage-1",

(E =

B e AT ERMATERNEM. RERLT URI 244

pool FHEmE IR
project B &R

15K BE —Project Properties— {E{A 10 B B 4 & 7] 1K & J0 #1101 B B9 8R1E,
BINE BAFEM proj-01 BIXA new-name BYIERRHI:

POST /api/storage/vl/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "new-name",
"sharenfs": "rw",
"compression": "gzip-9"
}
RIS, $RE] HTTP R 202 (Accepted) 75 HFAE T E B,
LRI

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/new-name

{
"project": {
"name": "new-name",
"sharenfs": "rw",
"compression: "gzip-9",
}
}
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il =

LEMIBRIR B 65 < B F MRk A E PR ENINE, BEALT URI S

pool Tt & R

project B &R

TR EREER TIEREHRRD HIEEMER (058.7.0) Z/5, BEFMMTPEIAI=IE
2, 1BFXY pools/pool HIN GET 85, 12T async_destroy_reclaim_space BI4H=T

B8, REERHEET0 (B) -

SEAS —(T| -
ERTBGI:
DELETE /api/storage/vl/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

BB ERRR

RENE R B AR R AR B TRA P 3R P AR B N ER R R SE.

X R Gk

XU RGHRERLATIHMEEX G RAHZHR, FIEGIHMAIRE THENFMEN
EATIE

service_uri/pools/pool/project/project

% 46 XHERFHL
BER FnZER4R lapilstoragel/v{1|2} 58A
GET /filesystems HIHFIE X RS
GET /pools/pool/projects/project/filesystems FIHIEENXH RS
GET /pools/pool/projects/project/filesystems?snaps=true FIHFrEX RS (BIEIRER)
GET /pools/pool/projects/project/filesystems/filesystem REXGRFFAES
POST /pools/pool/projects/project/filesystems BEBEXH RS
PUT /pools/pool/projects/project/filesystems/filesystem BERXXHRS
DELETE /pools/pool/projects/project/filesystems/filesystem HEXHRA
GET /pools/pool/projects/project/filesystems/filesystem/usage/groups REXGRFAERER
GET /pools/pool/projects/project/filesystems/filesystem/usage/groups/group REUEERAN X RAERBER
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IER FMinEIBRTR Japilstoragelv{1|2} WtER

POST /pools/pool/projects/project/filesystems/filesystem/usage/groups B RAABLET

PUT /pools/pool/projects/project/filesystems/filesystem/usage/groups/name B RSB EREN

GET /pools/pool/projects/project/filesystems/filesystem/usage/users REXGRAEAFERER

GET /pools/pool/projects/project/filesystems/filesystem/usage/users/user REUEENAFRNXHRAERER
POST /pools/pool/projects/project/filesystems/filesystem/usage/users BB R SR i

PUT /pools/pool/projects/project/filesystems/filesystem/usage/users/name BRI RSt P ECEn

GET /pools/pool/projects/project/filesystems/filesystem/shadow/errors IR T IR

BIXHAGHESUHHEFNRELE, HEREUTHETXHRSEHENL,

® 47 XHRGRMSE
Bt Sl e
casesensitivity string "Case Sensitivity" i & : mixed. sensitive 3 insensitive
group string AE
normalization string %3
permissions string XHERGRR
project string I8 & #R
quota_snap boolean | ¥&/RECEAAR EIRREBRIIRE
reservation_snap boolean | }ERTREE = (alH EIEREBHITE
shadow string BIRTEBR
errors string BIRTBIRIR
sharesmb_name string SMB HEZ RN RR
source object M HEEM
usage object XHERFERBERER
user string HEREEZRENERA
utfsonly boolean | $E42IE UTF-8 HIITE

FIHX RS

I RSt < BRa eI PRFTE X RS

3 - AZ4F depth EIBEEF match_property-name=value ZHE 3,

BFSH. filter——MERENFHFRLETIER, EXMEFNEEEEERE SN
ERS IR F T B

SIS RGeS A LT URI 28
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pool FEAM B TR
project = E=4 i
IR

GET /api/storage/vi/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

FINITIERGE, R[E HTTP IR 200 (OK) UNMARSEXGEEEA (/A JSON 1§
) o
LR

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystems": [{
"name": "filesystem-01",
"project": "proj-01",
"pool": "pi",
Ao
"name": "filesystem-02",
"project": "proj-01",
"pool": "pi",
H
}

ARG E NI B PRFME XA RFERITIR. EXMIERT, URIFRZ /api/

storage/v{1l|2}/filesystems,

IRENFRE XX R SEH A "abed" FIFRIENEER D BIERIERTA):

GET /api/storage/vil/filesystems?filter=abcd HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

RIX RS

KX RS RELEMHIMEFENXHFRGNEML. FKEALT URI 2K

pool EiEMZ R
project B &R
filesystem XHERFERR

FIHE 9 proj-01 WIMBRIEKRRHA:
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160

GET /api/storage/vi1/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

BIHHIT get &, JFIR[E] HTTP JRZS 200 (OK) UM G RSB S
LRI

HTTP/1.1 200 OK
Content-Type: application/json

"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/mnt1",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

}

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "pil/local/default/mnt1",

"recordsize": 131072.0,

"usage": {

"available": 880395477504.0,
"loading": false,

"quota": 0.0,

"snapshots": 18432.0,
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"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0

}
"secondarycache": "all",
"collection": "local",

"exported": true,

"vscan": false,

"reservation": 0.0,

"shadow": "none",

"atime": true,

"pool": "pi",

"quota_snap": true,

"name": "mnt1",

"checksum": "fletcher4",

"project": "default",

"sharesftp": "",

"nbmand": false,

"reservation_snap": true,

"sharedav": "",

"rstchown": true,

"root_acl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

}

"smbshareacl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

IR RS

BB ARG a L AL EF ML B PRI ZERLERMIXHERST. FiREHER

INBHERIF XGRS
BEALUT URI B3

pool FiE RN
project I B & R
filesystem XHRFERT
BERBH

= name — AR MXHRRRZIRUCNEHR XGRS,

= filesystem properties— X+ R4t E M B B 145 HEFE M EB AT 1% B AR

=18

BRI (BIZE A share-01 BHAF adninl MBENXHERS)
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POST /api/storage/v1l/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{

"name": "share-01",
"root_user": "admini"

}

FRINEIEE, $RE HTTP A7 201 (Created), BIBLBEHXMGRSM URl, [EX
BEMBXGRAZREY (£ ISON EX) -

LER:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {
"name": "share-01",
"pOOl" : np1||,
"collection": "local",
"project": "proj-o01",
"root_user": "admin1"

B RS

BEXGARLEGSHTERNINEXGERANENS. RIS, RHRE] HTTP KRZE 202
(Accepted) HFIHFIE X RFARE

BERLLT URI 831

pool FE 2R
project MB B
filesystem XHRGFRIR

GRS filesystem properties— AMEERI X RAHIN B B4,
BXHREZFEM share-01 BEEXA new-name FHIEFAEBE BN nobody BIIERRHA:

PUT /api/storage/vi1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{

"name": "new-name",
"root_user": "nobody",
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}
R

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-01/filesystems/share-01

{
"filesystem": {
"name": "new-name",
"pool": "pi",
"collection": "local",
"project": "proj-o1",
"root_user": "nobody"

MRS (4 R 45

MIBR 4+ &gt an < B T MRS E RS B R RN X R S,

BEEALUT URI 3

pool rediey k=
project B &R
filesystem XHERGAR

NEBMEFEEFEEAPEIRATEIZ, 1EEHXT pools/pool HIN GET 7%, i F
async_destroy_reclaim_space BMMTEIE, RIEEHENETR0 () .

BERRA:

DELETE /api/storage/v1/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

FRINMBR ¥R [E] HTTP 3R7S 204 (No Content)o

SRR

HTTP/1.1 204 No-Content

X R FECHMER B SR

AI{ER PoST T PUT 1B R DA RIE S E AR AL E, WXERFAERRIERN GET 15
SKe] B 3% B P o 4E 3R B B B9 E AR B R 23R,
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LUN 121E

Fi8 LUN SiS 12 (EER A IRE TARMHEME. T LUN < aI A,

%48 B
ER MnZIE&1R lapilstoragelv{1|2} 588
GET /luns FIHFRE LUN
GET /pools/pool/projects/project/luns Fllt LUN
GET /pools/pool/projects/project/luns?snaps=true FIHFRE LUN (S351HRER)
GET /pools/pool/projects/project/luns/lun JREY LUN #4(E 8
POST /pools/pool/projects/project/luns £l LUN
PUT /pools/pool/projects/project/luns/lun {822 LUN
DELETE | /pools/pool/projects/project/luns/lun HE LUN

TRIHET LUN B, SIS AIBEZIEEM,

x 49 EEM

B *E BieA

assignednumber BFREFTIER SR LU /S, MNRIRMLES N ENERAE, WRERHFT

o

WNRIBMLE Z N EehEs4H, M assignednumber F
initiatorgroups BIHEFF—%, fI%0, assignednumber FllZ&
P E—NIBS initiatorgroups FIRAMNE—NIEE

*O
fixednumber boolean ¥ LU RS EE N HFIENIRS.
initiatorgroups | FRERFIE BnhasH,

WNRIE1Z LUN 1R1it45 2 Bohes4H, M assignednumber F
initiatorgroups MHEFF—%, #1490, assignednumber %l
M E—NIB S initiatorgroups FIRAME—NINEE

Ko
lunguid string STMF GUID,
lunumber BFRFRE LU /S, —MIFH autoo
project string ME&F (FA%) .
source object GIHEMIR (local 3 inherited) o
sparse boolean BREE&NINS.
status string BHEEITIRE (online T offline) o
targetgroup string Btnl
usage object FI LUN ERERAITER
volblocksize number HBRAN
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B ESidl BiEA
volsize number BERN
writecache boolean BEBEANEENIRE

BAILUMIIB #ARE LR, FENRIIEXEREFHNES—, HIRREER LUN B
wEIEIERMIMBHED, RINERT, MESHERXLEREYE, FiREE, EIERA
LUN BZtE 1. RN KA, BRIFIRTEXE inherited, AIBUHIRER %,

BUHIS B E4ERY JSON 15K

{"unset": ["compression"]}

FIH LUN

5t LUN g2 =R EIZA E M E R A LUN 951K,

i - R depth EiHBEF match_property-name=value ZiEEEK,

R ERALUT URI B4k

pool BRI
project B &R
filesystem XHRFRTR

It proj-01 B LUN BYiEKRHI:
GET /api/storage/vi/pools/pl/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

FINIT get 5, $R[E] HTTP A7 200 (OK) UK LUN B (EF JSON 1&=) ©

LERT:

HTTP/1.1 200 OK
Content-Type: application/json

{
"luns": [{
"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
"name": "vol-01"
Ao
"id": "690ae407-7c4d-b5d2-0000-000000000000",
"name": "vol-01",
1
}
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¥REY LUN

JREX LUN fp<iR[EI44 E I B P& LUN HEM.

R ERLT URI S

pool TFhE =R
project =
lun LUN & #R

IERRE (FREXEZ A "vol-01" BY LUN) :

GET /api/storage/vi1/pools/pl/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

FINIT get 5, $R[E] HTTP A7 200 (OK) UK LUN B (R JSON 1&=) ©
LERRI:

HTTP/1.1 200 OK
Content-Type: application/json

"lun": {
"logbias": "latency",
"creation": "20130423T21:31:17",
"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],
"id": "e3045406-319b-cf7a-0000-000000000000",
"writecache": false,
"compression": "off",
"copies": 1,
"stmfguid": "600144FOD8EOAE4100005176FDA6OGOL",
"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",
"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"
i
"canonical_name": "pil/local/default/diski1",
"snaplabel": "",
"usage": {
"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0
i
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"secondarycache": "all",
"collection": "local",
"exported": true,
"volsize": 1073741824.0,

"pool": "pi",
"volblocksize": 8192,
"checksum": "fletcher4",

"project": "default",
"sparse": false

EIEFAY LUN

I Es <SRBT LUN, BATURFREY LUN R MEA/ NS TR,
BERLLT URL 831

pool FiEM BRI
project =B i
BRSE

®  name —ATURM LUN FFRLLBIEFAY LUN,
= Volume properties—LUN B4 310 B B M5 H M ERIBEHEEB & E N VIiRE.

SEAS == (7| -
BRI

POST /api/storage/v1l/pools/pl/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com:215

Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunumber : 'auto', // Volume LU number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358"
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}

INeIES, BR[E HTTP IR 201 (Created), B{IELEE# LUN B URI, [EXHE
SFE LUN B (EH JSON ) ©
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+ B8 —(F|| +
LR

HTTP/1.1 201 Created
Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01/luns/vol-001

"lun": {
"name": "vol-001",

{&24 LUN

&2 LUN s B FEXIE LUN HEM.

R ERLLT URI S

pool Tt = R
project B &R
lun LUN & #F

JERBE:. volume properties — A& 2XEf] LUN 310 B B 14,

¥ LUN ZFFM vol-01 B new-name BIIERIMG:

POST /api/storage/vi/pools/pl/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

) : "new-name",
FINMR S, iR[E HTTP IRZ 202 (Accepted) HFIHFFE LUN &%,
LERRH:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/proj-01/luns/new-name

{
"lun": {
"name": "new-name",
"pool": "pi",
"collection": "local",

"project": "proj-01",

168 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



TREZHA e PR (F

ftiB& LUN

PR LUN d5< BB FMIBREA E A ek I B PRV LUN,

BEEALUT URI 4L

pool Tkt & R
project IE&M
lun LUN &R

NEEMEEEENPLEIRAITE)E, BT pools/pool $8IN GET 5<%, i F
async_destroy_reclaim_space BMMTEIZE, BRIFRNRER0 (F) .
-GN K

DELETE /pools/pl/projects/proj-01/luns/lun-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

FRINHIT get ¥R [E] HTTP JRZ 204 (No Content),

SRR G:

HTTP/1.1 204 No-Content

IREZH Te FEH2(F

FRERIRIZEEAIIRE TLAERMEINE. REIFIERAIRE FXH RS LUN &
Al

s FREETIERIRIBIZIER URI #8LL /api/storage/v{1|2}/

pools/pool/projects/project FFk

» FIEETXHRFARIRERIZIER URI #BLL /api/storage/v{1]|2}/
pools/pool/projects/project/filesystems/filesystem FF3k

s FREET LUN BYIREBIZVERY URI #BLL /api/storage/v{1|2}/
pools/pool/projects/project/luns/lun FF3k

BRRBEMDEE, IBERBEGEAFEZZRMETNIRE, BB IRESTUl APl =
ARRZ5 (1031,
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& 50 REBFM 2 ZAR <

BER FnZ|E&4R lapilstoragel/v{1|2} 588

GET /snapshots HII PR A SRR

GET /pools/pool/projects?snaps=true FILFAEWE (S1FIRER)

GET /pools/pool/projects/project/filesystems?snaps=true FIHFIEXHRS (BIFHRER)

GET /pools/pool/projects/project/luns?snaps=true FItHFRE LUN (E1E1RER)

GET /pools/pool/projects/project/snapshots HIH I B FTERER

GET /pools/pool/projects/project/filesystems/filesystem/snapshots FIE X4 RAEIFRE IR

GET /pools/pool/projects/project/luns/lun/snapshots HItH LUN BIFRE1RER

GET /pools/pool/projects/project/snapshots/snapshot REXIN B RERIFHE S

GET /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot KRB RARBIFHER

GET /pools/pool/projects/project/luns/lun/snapshots/snapshot FREY LUN (RERIFAER

POST /pools/pool/projects/project/snapshots BRI B R

POST /pools/pool/projects/project/filesystems/filesystem/snapshots B HRSIRER

POST /pools/pool/projects/project/luns/lun/snapshots B LUN {RER

PUT /pools/pool/projects/project/snapshots/snapshot f&ea I B R

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot B RSTIRER

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot {8EX LUN RER

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/clone RIENHRFIRR

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone 5efE LUN [RER

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback BEIRRIRFAEXH RYIRE

PUT /pools/pool/projects/project/lun/lun/snapshots/snapshot/rollback BEUBEIRTILAE LUN HRER

DELETE /pools/pool/projects/project/snapshots/snapshot FHERTN B IRER

DELETE /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot HE X RAIRER

DELETE /pools/pool/projects/project/luns/lun/snapshots/snapshot fHER LUN 1RER

GET /pools/pool/projects/project/snapshots/snapshot/dependents FI 5 B R EEAE X IN

GET /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents | FlI 314 R G IR ERHE K I0

GET /pools/pool/projects/project/lun/lun/snapshots/snapshot/dependents Hllt LUN [RERAE X IN

POST /pools/pool/projects/project/automatic BT E BohIRBI R

POST /pools/pool/projects/project/automatic?convert=true BB E BahREN R, B
8. ARFSIEENIERRIGER
AFHRE.
HEBR convert B SBEERBE
FRBYINE TRER,

GET /pools/pool/projects/project/automatic/automatic REUEERIE BahiREBE 4

GET /pools/pool/projects/project/automatic S FREI B B ehREBXTR

PUT /pools/pool/projects/project/automatic/automatic EBEIEENT B BRI R

PUT /pools/pool/projects/project/automatic/automatic?convert=true EEIEERNT B BHIRBIEENR,
BEpERR. AESHEENIER
RN FIRER,
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&R FMinZEIBRTR Japilstoragelv{1|2} WtER
HEFR convert BES SRR BATE
FRBYINE TRER,

DELETE | /pools/pool/projects/project/automatic/automatic HBIEEN B R

DELETE /pools/pool/projects/project/automatic/automatic?convert=true HEREENERBIAEN R, B
EWB. RS IEENIERERE
B A FIRE,
HEBR convert B SBEERBE
FERVELEIRER,

POST /pools/pool/projects/project/filesystems/filesystem/automatic BB G RA B IREWR

POST /pools/pool/projects/project/filesystems/filesystem/automatic?convert=true BB R A BRI R, Brh
SR ARFSHIAERNIEIRER
BIRAFIRE,
HEBR convert B2 SBEHERBE
FRRIELEIRER,

GET /pools/pool/projects/project/filesystems/filesystem/automatic/automatic REFEENNHRAFBNREBEM

GET /pools/pool/projects/project/filesystems/filesystem/automatic FIHFME X R A EDIREBER

PUT /pools/pool/projects/project/filesystems/filesystem/automatic/automatic BEIEENXH R BHREBWR

PUT /pools/pool/projects/project/filesystems/filesystem/automatic/automatic? BB EMX 4 R4 BohRIBIEESY

convert=true R, BatERN. FARSHAENI

BIREBREIR N FoIRE,
HEBR convert B SEHERBE
FRBYINE TRER,

DELETE | /pools/pool/projects/project/filesystems/filesystem/automatic/automatic HBIEEN B ohREBIAENR,

DELETE | /pools/pool/projects/project/filesystems/filesystem/automatic/automatic? HBIEENX GRS B REBIAER

convert=true R, BEpERN. FARSHIAENI

BIREBRFFIR AN FoIRE,
HEBR convert B SBEHERBRE
FERVELEIRER,

POST /pools/pool/projects/project/luns/lun/automatic BUEFTHY LUN EahiRiR

POST /pools/pool/projects/project/luns/lun/automatic?convert=true Bl LUN BeiRIRIRE,. Bzh
ERM. RARFSHIAERNIERER
B AFIRE,
HEBR convert B2 SBEERBE
FRRIELEIRER,

GET /pools/pool/projects/project/luns/lun/automatic/automatic IREVEEH LUN EapiREBRE 4

GET /pools/pool/projects/project/luns/lun/automatic FIHFrA LUN BapREBXT R

PUT /pools/pool/projects/project/luns/lun/automatic/automatic {EEIERER LUN BEREXR

PUT /pools/pool/projects/project/luns/lun/automatic/automatic?convert=true {BERIEER LUN BohREBIAEXY

Ro BEEMN. FESHIEERNIR
BREFEIRAFIHIRR.

HEBR convert B S SEIERBME
BRHIIL A RER,
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IER FMinEIBRTR Japilstoragelv{1|2} BiEA
DELETE /pools/pool/projects/project/luns/lun/automatic/automatic HERIEEH LUN ERiXIR
DELETE /pools/pool/projects/project/luns/lun/automatic/automatic?convert=true HRIETH LUN BEapiREBRIAEST

K. BEEMH. FIGHEENI
BRI A F IR,

HEB® convert B SEHRBME
HEYIA] T?%,.“o

I IRER

Flhig® ERAARR, FIRFAESHBERR. XARSIRRE LUN (RIE, BEBUR

a:lﬁ ;_R URIo
& 51 FIHRIRA SRR
K HhnZIBRTR lapilstoragelv{1|2}/poolsipoollprojectsiproject
HIH I B RER /snapshots
I R FIRER /filesystems/share/snapshots
5 LUN 1RE8 /lun/share/snapshots
BERTA:

GET /api/storage/vi/pools/pl/projects/default/snapshots
Accept: application/json

LR

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created_at": "2012-03-19T01:52:47Z"
H
}
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FREVIRER

BEEEXENMREIFIERER. MIERE HTTP K7 200 (OK),
BERTA:

GET /api/storage/v1l/pools/pl/projects/default/snapshots/snap-001
Accept: application/json

LR

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
}
}

BIEIRER

BRI NIE . XA RSEl LUN 82 IRIR,

n  BIEIMBRE—POST /pools/pool/projects/project/snapshots
» SIEMHRFARE

—POST /pools/pool/projects/project/filesystems/share/snapshots
n BIEBEMRIB—POST /pools/pool/projects/project/luns/lun/snapshots

BRI

POST /api/storage/vi/pools/pl/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}

R

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/pl/projects/default/
snapshot/initial-backup

{
"snapshot": {
"name": "initial-backup",
"numclones": 0O,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",

RESTful API T7i&RRSS
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"canonical_name": "zfs-storage-1/local/default@initial-backup",
"usage": {

"unique": 0.0,

"loading": false,

"data": 145408.0
}

"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "pi"

Ean B RER

R IME R,
= 5K URI—"Snapshot", HHIRIBZIR
» JERIEX—JSON R, HEMSHEESHIHIREBRR
BERRA:
PUT /api/storage/vil/pools/pl/projects/default/snapshots/initial-snapshot
Content-Type: application/json
Accept: application/json
{"name": "old-snapshot"}
o NN
HTTP/1.1 202 Accepted

Content-Type: application/json
Location: /pools/pl/projects/default/snapshot/initial-backup

SefETRAR

RIEM A REBOIERIAINE RS LUN,
BERLLT URL 231

pool TRABFR

project TRIE B R

filesystem X4 RFGRBIREHEZZFRRZFR
lun LUN REBHRHZZRZ R
snapshot TRIRER 2 FR

REXHREG:

PUT /pools/pool/projects/project/filesystems/share/snapshots/snapshot/clone
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RiESE:

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone

BREXEESHUTEER JISON XK.

*x52 RIEREBREM

B B3] BiEA

pool string B An5efE & R

project string BRI R &R

lun string LUN REBH B4R LUN B
ERTBGI:

PUT /api/storage/vi1/pools/pl/projects/default/filesystems/fs01/
snapshots/snap01/clone

{"project":"rest", "share":"snap®lclone®l1l", "compression": "gzip-9"}

LR

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl/pools/pl/projects/rest/filesystem/snap0liclonedl
Content-Type: application/json; charset=utf-8

"filesystem": {
"origin": {
"project": "default",
"share": "fso1",
"snapshot": "snapo1",
"pOOl": np1||,
"collection": "local"
}I
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap®lclone0l",
"mountpoint": "/export/snap0lcloneol",
"compression": '"gzip-9",
"source": {
"compression": "local",

}I

"canonical_name": "zfs-storage-1/local/rest/snap®lclone@1"

[BIRIRER

EIRRBESBURXHRAD LUN HEXEIRBIRBIARES. RIIMNERIRE
HTTP K7 202 (Accepted) UM IRERE M (5 JSON #3) »

BERALT URI S8
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pool TRAA R

project TRINE &R

fillesystem X RFIRBHORX RS Z TR
lun LUN RERAYIRE LUN &%
snapshot IRIRER B R

[EIRX RS IRER

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback
[B];R LUN RE&:

PUT /pools/pool/projects/project/1luns/lun/snapshots/snapshot/rollback

BERRA:

PUT /api/storage/vil/pools/pl/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

SRR

HTTP/1.1 202 Accepted
Location: /pools/pl/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{
"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default/
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
}I
"type": "snapshot",
"id": "5c9bda07-21c1-2238-0000-000000000000",
"pool": "pi"

AR B 1R B

DELETE MREB& S AT MARFAFRIFRIM B REB. XHERFAIREED LUN HREE,
BERALLT URI S8
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pool TRAA R
project TRIE &R
filesystem B RGBT
lun LUN & #F
snapshot TRIRER R FR
FRIBRI B 1RER -

DELETE /api/storage/v1/pools/pool/projects/project/snapshots/snapshot

MIBRS R SEIRIR -

DELETE /api/storage/v1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot

FRIBRSC {4 4t LUN:

DELETE /api/storage/v1/pools/pool/projects/projectsnapshot

NRIRBFRIFE NDMP, MBI 2confirm=true 7RIIEI DELETE < H, BZ, &
AR, X% NDMP E{TE=ERFIEM, BXELELE, BESM (Oracle ZFS Storage
Appliance BIE5F, %1ThR 058.8.x) FHY “NDMP EEE",

TERTGI:

DELETE /pools/pl/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true
KA 2confirm=true BYAYLERRAH:

LIRIBAHTETE NDMP B, WNRFKFHFM 2confirm=true, MPZFSHEEMIAHHUTA
A (ATERSRY, BARMBHTT’RTT) !

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation

needed for scripted command (scripted commands must be prefixed with \"confirm\"

to automatically confirm or \"deny\" to automatically deny) (encountered while

attempting to run command \"confirm destroy snap\"))", "code": 409, "name":
"ERR_CONFIRM_REQUIRED"}}

I IR B AR K I

I RSN EHIERTL, KERLIT URI 244

pool RpFHEMRIR
project B &#FR
filesystem NXHERFRIR
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R

lun LUN & #F
snapshot IREEZFR

FI S R YRR I

GET /api/storage/vi1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents

S &R

GET /api/storage/vi1/pools/pool/projects/project/lun/lun/snapshots/snapshot/dependents

BERRA

GET /api/storage/vi/pools/pl/projects/default/filesystems/fs01/snapshots/snap0@1/dependents
Accept: application/json

LERT:

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

R\

178

{
"dependents": [
{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"share": "snap@lclone@1"
H
{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@2",
"share": "snapO@lclone02"
H
{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@3",
"share": "snap0@lclone03"
}
1
}
BEEHFRIEL.
#53 BRHS
ER FINZIE&TR lapilstoragelv{1|2} tRA
GET /schema FIHFFE NAS ERX BT &R
GET /schema/property FREVEEH NAS IRILE BN
POST /schema BIEIH NAS B
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R

R FINZIE&TR lapilstoragelv{1|2} tRA
PUT /schema/property EEIBETER NAS IR EMEXTR
DELETE /schema/property MBRIEE R NAS IRILEHITR

I EE IR IMERPRRRIAIZ custom: , AIEHHE. XHRSM LUN PIRESNE

L C v

g0, WUF PUT IEXXMEER T R priority FOES] int B

{"custom:priority": 5}

*54 BERASH

£ HiER

property BER (FATX)

description BEMIREE (B3 EasRm)

type 28 ("String". "Integer". "Positivelnteger". "

Boolean". "EmailAddress". "Host")

FIH RS

FHIRIUE M
BERRA

GET /api/storage/v1/schema

ZRH:
{

"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"
e
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
1

RENE %
AR RN,
ERRH:

RESTful API 7ZfiBARSS 179



R

GET /api/storage/vil/schema/priority

LERRH:
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",

"property": "bob",
"type": "Integer"

IR

BIEHMEVRIUB 4
ERRA:

POST /api/storage/vil/schema HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}
+ B == /7| -

ZRR:

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json
Location: /api/storage/vl/schema/priority

"property": {
"href": "/api/storage/v1l/schema"
"type": "Integer",
"description": "Oh my"

(e

BRIV M4

BERTA:

PUT /api/storage/vil/schema/priority
{"description":"My custom priority level"}
LER:

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
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Bl

Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

iERIE 1%

Itean < MFFE R %o

BRI

DELETE /api/storage/vl/schema/me HTTP/1.1

SRR

HTTP/1.1 204 No Content

EIEEFINIEE Z BB MHAZZRIEFIRM T @EF.

* - EFIRFE LR S A Oracle ZFS Storage Appliance FI—IRIFAIIHEE, £ RESTful API
AIEIRIINEE, A@IL AT URI 3R1EILARSS . https://hostname:215/api/storage/v
{1]2}/replication, BXIFAIEFMESE, 7S Oracle Software License Agreement
(SLA) and Entitlement for Hardware Systems with Integrated Software Options FAILLER & 1T
hzEY {Licensing Information User Manual) o

E4%| RESTful API BIELLTEIR:

» SHIRS - BT EEERESHIRS.

o SRIER-RBERENEEAZ—FRE (R) PERRNBIENINFRS. ARED
fEigE LERIREN MRS —REHTERNEEN R,

» SRR —REE LN TMEEEXNR, EEE THERAZERR. BRKEMREE
I (BERXEEMME, BENMNE LRSIEHITNE, FF) .

» SHEHRES-FEMRMENBERRNGE; BRRE EN— T ERENSR, EEREAR
MIEREN— D MFERERHIMUE. RigE LS MEERIGFSEMRE L
=R EMEXE, RZTFR. EXRTEA—IWREFGERCIZBIRIE/EE
By (FTBNEHEH) -

APl HERIRFNERIHIER R EEHIRME. LIRSS API BTEEERIIRS UKRESRIR
MEHI BT
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%55 EFIRSH L
iBER FNZIER1R lapilservicelv{1]|2}/services iR
GET /replication REEFIRSKREEE
PUT /replication/enable BRAEHIRS
PUT /replication/disable ZREHIRS

FIHE RS E %

FRENE Hl RS BT
BRI

GET /api/service/v2/services/replication HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 260 OK

{
"service": {
"href": "/api/service/v2/services/replication",
"<status>": "online",
"enable_start_finish_alerts": true
}
}

EeAE RS R

A EEEMEMARS —FERERRS RS BXFAER, BES MRS RESTul
APlo

RIBEEERMNINBEHMNEFRERMNINE, AEEHNFBITRE
REFRESEEEMEEER, EXAEEHZAFBMNTRER, B
enable_start_finish_alerts B4I&EN false:

PUT /api/service/v2/services/replication
Host: zfs-storage.example.com:215
Content-Type: application/json

{ "enable_start_finish_alerts":false }

B#R

TRERTABNERBIRG<,.
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56 EHIBtra<
ER FinZIE&4R lapilstoragelv{1|2} 588
POST /replication/targets S EFIBIR
GET /replication/targets/target REVEENEFIBiTEY
GET /replication/targets HIHFREERIBMRNER
PUT /replication/targets/target EBUEEMNEHI BT R
DELETE /replication/targets/target SHEIEE R BRI R

TRETRTEH BRHEM.

B i%ER
label ERTHBERET.
hostname Birg NSRS Z K 1Pv4 ik,

host_match

RITHREL N BRI, BERNWIEBRESR" (1851

auto_accept_cert BohEZ BREER. FE8 N RIEEARER" [185],

FIH S B15

7t &4t EFRA AT AR E K] BT

BRI

GET /api/storage/v2/replication/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

LERRI:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"targets": [{

"address": "ipaddr-1",
"label": "zfs-storage-1",
"hostname": "ipaddr-2",

"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",

"actions": 0,
"target": "target-000",

"href": "/api/storage/v2/replication/targets/zfs-storage-1"

"address": "ipaddr-3",
"label": "zfs-storage-2",
"hostname": "ipaddr-4",

"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
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"actions": 0,
"target": "target-001",
"href": "/api/storage/v2/replication/targets/zfs-storage-2"

H

FIHiEENE S BR

e L7 H BN EH BRRIFAREE. BinBEIEENRZIAE,
BRI

GET /api/storage/v2/replication/targets/zfs-storage-1 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target": {
"href": "/api/storage/v2/replication/targets/zfs-storage-1",
"address": "ipaddr-1",
"label": "zfs-storage-1"
"hostname": "ipaddr-2"
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0
}
}

eIEEH B1F

targets Bn L AT NIZIEEHCIZHIER BT,

NREEERFREHFHBEBEIFENMEZIED, BAEMRE— T HSKR, LIEEZ
0O, NRINEER” (10118

BERRA:

B X hostname # auto_accept_cert BEMEE, BES N KWIEBIRIEFR" [185],

POST /api/replication/v2/targets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{
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"label":"zfs-storage-3",
"hostname":"zfs-storage-3.example.com",
"root_password": "root-password" ,
"auto_accept_cert":true

}
LR

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/v2/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"auto_accept_cert": true,
"hostname": "zfs-storage-3.example.com",
"href": "/service/v2/services/replication/targets/target-000",
"label": "zfs-storage-3"
}
}

IS BARIEH

BIREH BT, BEPITIEBRRIE, EPRIEEEUATSRE:

L IEBENBEE
2. IEBEENE

MRENBRETEBEERERY, WAZEIZBT.
ENBEE

hostname BIERIER AN EMREE RS [Pv4 ok, BINERRIEN BATRI2RESR
Ho

ENBRICERIFEMRE hostname B IEENENR B S SIEPPIEEH EN LA,
WRE S hostname F87E IP AT IFFREE R, MIEBRELREEHE, WENBKLE
2K, HFEFR=CIEBNR.

MRBFERMNEET ASN BWIEH, 3EN hostname BENEIEEBFHNERETZ,

BRINBERTHITENZKRE., NRK host_match BHIZEN false, FRHUITENSE

K,

RNTIREZLM, 15 hostname BEMNEISENBIFNERETZ, HAEER
host_match BHIEEN true,

IEREERE
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IEREEREIIEU TIERZ —REG ERMEIRENEIERIIR, UREEAHNEFR
HIEA:

L] E*I]_T\LQ%EI‘J'H.E:BO

MR BIREEIERIER M A NARIER,

MRIEPAAE, MRE] HTTP IR 409 (Conflict), FEASBIEBR. EUTRA
B, RIERSARY, PHEITHTTRT:

"fault": {
"code": 409,
"name": "ERR_ILLEGAL_STATE",
"message": "operation failed due to illegal state (Certificate is not trusted
(encountered while attempting to run command \"commit\"))"
}

}

BARAZECZLILLBIRE, FREERENIEBEE RS, BT RESTful API T
RREHIALES, HiEE auto_accept_cert BHISE N true LB GHES BARMIE
$o

IZBRE, HIEBAIEIERFRAAIE. fli, REEERAIEEMAEIERTIRPRIER
I, SEBAHEERRAIREBIIES, EIXERR auto_accept_cert BHIREN
true, UEHAREZIIERNAEIESR,

B M WFREMNERERPITIEREENRE, WRIERFAE, WREELEL
EiZo

BREIMPIEN (I0IELE M A E commonName 3 SubjectAltName) , EEHIEHI
ERFRIES, BEEREEIES (331,

(k=R

e SEREH BRI E M,
BERRA:

PUT /api/replication/v2/targets/target-001 HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 78

{ "hostname": "zfs-storage-3.example.com" }

MIBRE & B 5

Iteas < PIMERIL A R EHI B 1T.
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SEHIRE

EHRE

BRI

DELETE /service/v2/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luZyE=

FRINMBR SR E] HTTP 3R7S 204 (No Content)o

EHHRFRTE M BUBERIZIEH BRI, LT a< I EEEHIRME.

£ AT ER(EZEO

AIUEENIRE A HEESHIRERNIER, MAEERNEHIHEZHR.
TRIE T BTFEEERHRENERR L,

& 57 EARFENO
BER FnZIE&4R lapilstoragelv{1|2} 1588
GET /replication/actions SIHFIE SRR IET R
GET /replication/actions/ra_id REUVEEME IR EREY
PUT /replication/actions/ra_id BBUEENE BHRIEN R
DELETE | /replication/actions/ra_id HHFRIETE HIE BIHRIET R
PUT /replication/actions/ra_id/sendupdate FHEIRERN S FliR1E
PUT /replication/actions/ra_id/cancelupdate EIEEERNE FIR(E
TRIIETATFEERETRFRAENG .
% 58 IR FIRE
BER FnZ|E&4R lapilstoragelv{1|2} 1588
GET /replication/actions/ra_id/schedules HILFESEHRERAENER
GET /replication/actions/ra_id/schedules/ra_schedule REFEENEFIRIEIAERE 4
POST /replication/actions/ra_id/schedules BN EFHRIEIAE
PUT /replication/actions/ra_id/schedules/ra_schedule BEIEENEFIRERAENR
DELETE | /replication/actions/ra_id/schedules/ra_schedule HHBRIEE NS BHRIERENR

TRIETATFEEER BERERGH L.
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- AeEE U e LA B R E IR FRNEENHZERREEHRRIAE, TH
IRERILEZS M HERFEFAE ST AERBAE, ROKRRHBWIRGIFAEAS

B o

& 59 R E R BEREBREE
iR HnZIER1R lapilstoragelv{1|2} 58
GET /replication/actions/ra_id/autosnaps MRFMEEFIRIEN B IRBECE
GET /replication/actions/ra_id/autosnaps/autosnaps_id FEEENE HI2EBTRBITR
PUT /replication/actions/ra_id/autosnaps EBUEEMNE FIRERmIRREM
PUT /replication/actions/ra_id/autosnaps/autosnaps_id BRI ENE IR IEB SRR
DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id pRIEE N EFIREBEHIREBITR

TRIHT AFEHSGIHEEMHS,

& 60 RS FHRERITER
BER FNZIER4R lapilstorage/v{1|2} 588
GET /replication/actions/ra_id/stats MRFMEEFIZEN RIREFFITER

TH. XHRSE LUN L XIS FHEE

TRIUEHENE. XHRESAH LUN E TXHEHERS HIRENIER,

TRIIHT ATFEEEHIRENELH S,

s ETUHEAERE URI U TERNASHk:
/api/storage/v{1|2}/pools/pool/projects/project

» BT XHERSRIE(E URI UTTEMNREFX:
/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

= EF LUN MY2F URI U FEMNAREFk:

/api/storage/v{1|2}/pools/pool/projects/project/luns/lun

BT EARLHINE LEHE9FRE LT X URI REEEHIHRF

& 61 WA, XHRAR LUN BERESHIRERD

ER HiNE EEFIHMIE. XHRSHS LUN URI BiEA

GET /replication/actions FIHFAE S IR IEXT R
GET /replication/actions/ra_id REEENS FIRIEE Y
POST /replication/actions BRI S HIIRME
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BER MipnE EEFIHMBE. XHERSFH LUN URI BiEA

PUT /replication/actions/ra_id EBUEENE BHRIET R
DELETE | /replication/actions/ra_id IHERIETE RS BIHRIENT R
PUT /replication/actions/ra_id/sendupdate FHEIRERN S FliR1E
PUT /replication/actions/ra_id/cancelupdate RS FIR(E

TRIETHFEEEFRAENEERRS,
» ETIEAVE(E URI U FEIRASF !

/api/storage/v{1|2}/pools/pool/projects/project
. BT XHRSHIE(E URI U TEREFX:
/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

s EHF LUNB2/E URI U TEHNRBFX:

/api/storage/v{1|2}/pools/pool/projects/project/luns/lun

R IATEARLHINE_ EEYHEIPRE £ X URI REEEFIEE,

% 62 IH. XH#FE%LDH LUN EFHRFAE
R MipnZ EEFIHMBE. XHRFEH LUN URI BiEA
GET /replication/actions/ra_id/schedules FIHPTE S FHRIETEEXNR
GET /replication/actions/ra_id/schedules/ra_schedule FEEENEHIRERERMY
POST /replication/actions/ra_id/schedules BN S FIRIERE
PUT /replication/actions/ra_id/schedules/ra_schedule BEUEEMETHREAENR
DELETE | /replication/actions/ra_id/schedules/ra_schedule MERIEE N E SHRFAEXNR

TR T BT EESEH BoRBERENERS S

» ETIERZIE URI UFENRBFX:
/api/storage/v{1|2}/pools/pool/projects/project

» ETFXHRSAIEE URI LUFTEABFHL:
/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

s EHF LUN B2/ URI U TEHNRBFX:

/api/storage/v{1]|2}/pools/pool/projects/project/luns/lun

RIUATEARLHINE_EEYHAPRE £ X URI REEE R BRRECE.,

& - AeEE U TR T I ENREAREN BAEFIRERNEENEZ R IRL B NRE
BE. MERREAIUESMHERRTEES T EHRRIFE, ROREHEEHRIA
AFFBASEHIE o
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%63 mE. X#%A45 LUN S5I86hREBEE

ER HiINE EEFIHMIE. XHERSF LUN URI BiEA

GET /replication/actions/ra_id/autosnaps KRR B/HZRRNMES FIRIEN S
ENRERERE

GET /replication/actions/ra_id/autosnaps/autosnaps_id REVI H/HZ R BRRNIEEE FIRIEB R
TREBECE

POST /replication/actions/ra_id/autosnaps BB B/ HZRREEFIRIEB IR
PO S

PUT /replication/actions/ra_id/autosnaps BRI B/ ERRNIEE S FIIRIENE
FRE RN RER R G,

PUT /replication/actions/ra_id/autosnaps/autosnaps_id BRI ENE IR FBRTNIRBITR

DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id HHERIETE RIS B (E B o IREBXTR

TRIE T BT HREFHRERITERNELRG L,

» ETFHHEAMERE URI I TERNABSHk:
/api/storage/v{1|2}/pools/pool/projects/project

» BETFXHRFHIZIE URI U TERNASH k!
/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem

. ETF LUN B9#:(F URI U TEMRABSFFX:

/api/storage/v{1|2}/pools/pool/projects/project/1luns/lun

RIUATEARLHINE_ EEYHAPRE £ XX URI REEEFIRERIHER.

*e4 RS HIRESRITER
ER MiINE EEFIHMIE. XHERSF LUN URI BieA
GET /replication/actions/ra_id/stats BERMASHIRENRIREFRITES

St S HHR1E

RENFRE PR ERIRIFRVFIR.

BRI

GET /api/storage/v2/replication/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

LERI:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529
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{
"actions": [{
Thref: M
Ao
"href": ",
H
}

IRENE HlH(F
RERESIRERE DS REERNEHIRE 1D FHEENS N EHUR IR,

BRI

GET /api/storage/v2/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Accept: application/json

R

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"compression": true,
"continuous": false,
"enabled": true,
"estimated_size": 0.0,
"estimated_time_left": 0.0,
"href": "/api/storage/v2/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fcbd4aec",
"include_clone_origin_as_data": false,
"include_snaps": true,
"last_sync": "20130916T21:36:50",
"last_try": "20130916T21:36:50",
"max_bandwidth": 0,
"pool": "pi",
"project": "proj-01",
"retain_user_snaps_on_target": false,
"share": "fs1",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true

}
BRI

UTEFHREMNERT REITRE R BAF (recovery point objective, RPO) FIHEX & 4SH 5
EEMER.
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GET /api/storage/v2/replication/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Content-Type:application/json

HZR:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"action": {"id": "12d981c3-b098-c65a-ele9-a6h8263a0f6a",
"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",
"replica_lag": "42:25:31",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,

"project": "default"

}

}

BIE S FIHRE

BIEHEIE FIHRFo
BUEEM:

Initial values:

target = cleo
enabled = true
continuous = false
include_snaps = true
retain_user_snaps_on_target = false
dedup = true
include_clone_origin_as_data = false
max_bandwidth = unlimited
bytes_sent = 0
estimated_size = 0
estimated_time_left = 0
average_throughput = 0
use_ssl = true
compression = on

BRI

POST /api/storage/v2/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/json

Content-Length: 121

Accept: application/json

{ Ilpoolll : Ilp1|I,
"project": "proj-01",
"share": "fs1",
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"target_pool": "pool1l",
"target": "38094753-6c90-49ed-aa92-995a296d432a"
}

LR

HTTP/1.1 201 Created

Content-Length: 506

Content-Type: application/json

Location: /api/storage/v2/replication/action/8373d331-de60-e590-90e8-9ad69fchdaec
X-Zfssa-Replication-Api: 1.0

{
"action": {
"project": "blue1l",
"target": "38094753-6c90-49ed-aaf92-995a296d432a",
"bytes_sent": 0.0,
"compression": true,
"continuous": false,
"enabled": true,
"dedup": false,
"max_bandwidth": 0,
"collection": "local",
"estimated_size": 0.0,
"state": "idle",
"href": "/api/storage/v2/replication/pools/pl/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fchdaec",
"average_throughput": 0.0,
"use_ssl": true,
"estimated_time_left": 0.0,
"retain_user_snaps_on_target": false,
"share": "fs1",
"id": "8373d331-de60-e590-90e8-9ad69fchdaec",
"pool": "pi',
"include_clone_origin_as_data": false,
"include_snaps": true

}
BIZE FIHRIEREE,

BRI

POST /api/storage/v2/replication/actions/b77bd8cd-17ed-69da-9e4b-aebe3cc63755/schedules
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Content-Type:application/json

Content-Length: 65

{"frequency":"month", "day":"5th", "hour":"auto", "minute":"auto"}

LER:

HTTP/1.1 201 Created

Date: Thu, 12 Jan 2017 17:35:48 GMT

Server: Twistedweb/192.0.2

Content-Length: ©

X-Zfssa-Storage-Api: 1.1

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

X-Zfssa-Version: user/generic@2016.12.08,1-0
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IECRE IR

ECRINA EHIRIF,

BRI

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luZyE=

Content-Type: application/json

{"use_ssl": false}

LER:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {

"target_id": "407642ae-91b5-681c-de5e-afcd5cbf2974",
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc"
"include_clone_origin_as_data": false,
"include_snaps": true

}
BERRA:

PUT /api/storage/v2/replication/actions/action_id -d '{"recovery_point_objective":
60}HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

ZR:

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {

"state_description": "Idle (no update in progress)",
"recovery_point_objective": 60,
"replica_lag_over_warning_limit": false,
"bytes_sent": "0",
"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"max_bandwidth": 0,
"estimated_size": "O",
"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a",
"estimated_time_left": 0,
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stats",

"use_ssl": true,

"id": "12d981c3-b098-c65a-ele9-abb8263a0f6a",

"stats": {"total_logical_bytes": 40656,

"last_dd_table_build": 9169629,

"total_after_dedup": 18476,

"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",

"dd_total_updates": 1,

"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/

"dd_total_duration": 47149245470,
"last_logical_bytes": 40656,
"dd_total_table_mem": 2097152,
"last_result": "success",
"last_after_dedup": 18476,

"last_duration": 47149245470,
{"dd_total_logical_bytes": 40656,
"total_updates": 1,

"total_duration": 47149245470,
"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",
"total_to_network": 9623,
"dd_total_table_build": 9169029,
"dd_total_phys_bytes": 16800,
"last_to_network": 9623,

"total_phys_bytes": 16800,
"last_phys_bytes": 16800,

"last_sync": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"last_dd_table_mem": 2097152,
"dd_total_after_dedup": 18476,
"dd_total_to_network": 9623},

"compression": "on",

"dedup": true,

"replica_lag_warning_alert": 0,
"last_result": "success",
"include_clone_origin_as_data": false,
"state": "idle",

"offline": false,

"export_path": "",

"export_pending": false,

"autosnaps": {"autosnaps_retention_policies"
"synchronized",

"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/

autosnaps"},

"replica_data_timestamp": "Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",
"continuous": false,

"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",
{"average_throughput": "0B/s",

"next_update": "Sync now",

"pool": "pi",

"replica_lag_over_error_limit": false,

"target": "pooll",

"replica_lag": "42:28:24",

"retain_user_snaps_on_target": false,

mIRE HHRERE

RNEHTHIRIERES LT RRE RN EHIRIE ID FAIEENENSEFIRIENRT. KE
state # state_description RHEEHIHE,
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state BME:

®  sending
m idle

state_description B41&E:

m  Connecting to replication target
m  Receiving checkpoint from target
m Estimating size of update

m Building deduplication tables

R EMNERTHER T EEHRENEHR.
BRI

GET /api/storage/v2/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

SRR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action":
"id": "1438ed7f-aad3-c631-d869-9e85cd7f15b4",
"target_id": "4fd3483e-b1f5-4bdc-9be3-b3a4becdoc42",

"target": "cleo",
llpoolll : llpolll
"replication_of": "testproj",

"enabled": true,

"continuous": false,

"include_snaps": true,

"retain_user_snaps_on_target": false,

"dedup": true,

"include_clone_origin_as_data": false,

"max_bandwidth": -1,

"bytes_sent": 0,

"estimated_size": 0O,

"estimated_time_left": 0,

"average_throughput": 0,

"use_ssl": true,

"compression": "on",

"export_path": "",

"state": "sending",
"state_description": "Receiving checkpoint from target",

"export_pending": false,

"offline": false,

"next_update": "Sync now",

"replica_data_timestamp": "Thu Apr 28 2016 22:38:03 GMT+0000 (UTC)",

"last_sync": "<unknown>",

"last_try": "<unknown>",

"last_result": "<unknown>",

"replica_lag": "00:00:18",

"recovery_point_objective": 0,

"replica_lag_warning_alert": 0,
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"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
"project": "testproj"

BGHE
BUAETE# TRV R BIEH
ERRHI:

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

LER:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

AIXBE

BEEHIEHRUR R IR E R,

BERRH:

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate
HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

HZR:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

MIPRE HlE1E

MFRINE &= IR Fo

ERRA

DELETE /api/storage/v2/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luZyE=

FRINMIER SR E] HTTP 3R7 204 (No Content)o
LRI
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HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

EHlEkiEe

ATFR T ER BRSNS,

%65 EfEEEHR<
iER HihnZIE&42 lapilstoragelv{l|2}/replication 5% B8R
GET /packages SIHFBEEHIEIER
GET /packages/package REUEEME HIIES
PUT /packages/package BB EMEFIFIES
DELETE /packages/package HBIEENEHEHIER
PUT /packages/package/cancelupdate T8 E RV EIEELIZ1T cancelupdate
PUT /packages/package/sever HETE HYEIR ELIETT sever
PUT /packages/package/pkgreverse HETE RUERIE ELIETT reverse
PUT /packages/package/clone RIEIEENHES
GET /packages/package/clone/conflicts FIHHAZZERB AR
GET /packages/package/projects I BUEEmE
GET /packages/package/projects/project REVEIEEIE
PUT /packages/package/projects/project B EIEEmE
GET /packages/package/projects/project/usage/groups REVFGE S I B AMNERIER
GET /packages/package/projects/project/usage/users REFUEEIERFIERER
GET /packages/package/projects/project/snapshots FIHPRE R R
GET /packages/package/projects/project/snapshots/snapshot REEERIREBRE S
DELETE /packages/package/projects/project/snapshots/snapshot HEBIEERIREIT R
PUT /packages/package/projects/project/snapshots/snapshot EaBUECm B RR
GET /packages/package/projects/project/automatic FIHFrEIEEm B BRIREXNR
GET /packages/package/projects/project/automatic/automatic REEENFIEE D B EiRERE Y
GET /packages/package/projects/project/filesystems FIHEIBEEXH RS
GET /packages/package/projects/project/filesystems/filesystem REBIBREXHRS
PUT /packages/package/projects/project/filesystems/filesystem BEEIEEXXHRY
GET /packages/package/projects/project/filesystems/filesystem/usage/groups REEIBEXHRARANERIER
GET /packages/package/projects/project/filesystems/filesystem/usage/users REFBEENHRGRFRRNERER
GET /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot REVEEIRERE S
GET /packages/package/projects/project/filesystems/filesystem/snapshots FIHPRE R R
DELETE /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot HEBRIEERIREXNR
PUT /packages/package/projects/project/filesystems/filesystem/snapshots/snapshot EmABUBEX G RARE
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&R HinZEIBRTR Japilstoragelv{l|2}/replication WtER

GET /packages/package/projects/project/filesystems/filesystem/automatic gﬂj FRE BB X4 RS BohIRBXY

GET /packages/package/projects/project/filesystems/filesystem/automatic/automatic REVEENEUBE X RFABNRE

B

GET /packages/package/projects/project/luns FIH#3ES LUN

GET /packages/package/projects/project/luns/lun REVFUEE LUN

PUT /packages/package/projects/project/luns/lun B EIEE LUN

GET /packages/package/projects/project/luns/lun/usage/groups FREN#IEE LUN AERBR

GET /packages/package/projects/project/luns/Ilun/usage/users IREXENIES LUN P BERER

GET /packages/package/projects/project/luns/lun/snapshots/snapshot REVEEIRERE S

GET /packages/package/projects/project/luns/lun/snapshots FIHPFRE R R

DELETE /packages/package/projects/project/luns/lun/snapshots/snapshot FHERIETE RV IRBERT R

PUT /packages/package/projects/project/luns/lun/snapshots/snapshot BB EIES LUN 1REB

GET /packages/package/projects/project/luns/lun/automatic FIHFrE#IEE LUN BalREBIER

GET /packages/package/projects/project/luns/lun/automatic/automatic ééﬁiﬁiﬂg RS LUN EahiRERE

EHRRERNESIE SRR UER TERG LKL
% 66 EHRa<

ER HihnZIBRTR lapilstoragelv{1|2}/replication/sources BiEA

GET {#F /api/storage/v{1|2}/replication/sources HIHEHIR

GET /source FILERIRIFMAES

GET /source/packages/package REEENEFEHER

PUT /source/packages/package BIEENEHIEIEE

DELETE /source/packages/package HEIEEME HISUES

PUT /source/packages/package/cancelupdate XTEEMNEIE T
cancelupdate

PUT /source/packages/package/sever XT1EERIEIREIBETT sever

PUT /source/packages/package/pkgreverse T8 EHIEIBEELIZTT reverse

PUT /source/packages/package/clone RIEIEENIIES

GET /source/packages/package/clone/conflicts I HZHIREM AR

GET /source/packages/package/projects S IEEmE

GET /source/packages/package/projects/project REFGEEIE

PUT /source/packages/package/projects/project BeEiRamAe

GET /source/packages/package/projects/project/usage/groups REVEIBR O B ANERER

GET /source/packages/package/projects/project/usage/users %EY&?E BB AFERE
J

GET /source/packages/package/projects/project/snapshots/snapshot REEERIRERB Y
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EHIIES

IER FINZIE&42 lapilstoragelv{1|2}ireplication/sources piox:)2]
GET /source/packages/package/projects/project/snapshots FIHFIEIREXR
DELETE /source/packages/package/projects/project/snapshots/snapshot FHERIEE AR R
PUT /source/packages/package/projects/project/snapshots/snapshot EHZ RSB RE
GET /source/packages/package/projects/project/automatic P EHIEEm B BaniRER
R
GET /source/packages/package/projects/project/automatic/automatic REUEENEIEEINE EaniR
BEM
GET /source/packages/package/projects/project/filesystems FIEBIBEXH RS
GET /source/packages/package/projects/project/filesystems/filesystem REEIBEXH RS
PUT /source/packages/package/projects/project/filesystems/filesystem BHREIREXHRE
GET /source/packages/package/projects/project/filesystems/filesystem/usage/groups ?ﬁ\ﬂygﬁﬁ@j(ﬁ: RYANER
=P
GET /source/packages/package/projects/project/filesystems/filesystem/usage/users REMEEXXHRFEAFNGE
&R
GET /source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot REEERIRERE Y
GET /source/packages/package/projects/project/filesystems/filesystem/snapshots 5 A REEXT R
DELETE /source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot HBIEENREBW R
PUT /source/packages/package/projects/project/filesystems/filesystem/snapshots/snapshot EMABIBEXGRARE
GET /source/packages/package/projects/project/filesystems/filesystem/automatic I EHIRE X RSB
TREEIT R
GET /source/packages/package/projects/project/filesystems/filesystem/automatic/automatic REUEENHIBEEXHRAR
ENREREIE
GET /source/packages/package/projects/project/luns HI B LUN
GET /source/packages/package/projects/project/luns/lun REVERIEE LUN
PUT /source/packages/package/projects/project/luns/lun BEEIEE LUN
GET /source/packages/package/projects/project/luns/lun/usage/groups ’?ﬁﬁygﬂ%@, LUN 4AMERE
P
GET /source/packages/package/projects/project/luns/lun/usage/users ?’i\ﬂyé‘ﬂzﬁ’@ LUN RAFPBIER
=P
GET /source/packages/package/projects/project/luns/lun/snapshots/snapshot REEERIREE S
GET /source/packages/package/projects/project/luns/lun/snapshots FIHFR A REEXT &
DELETE /source/packages/package/projects/project/luns/lun/snapshots/snapshot FHEIETE RIRERXTR
PUT /source/packages/package/projects/project/luns/lun/snapshots/snapshot B ZHIES LUN 1RER
GET /source/packages/package/projects/project/luns/lun/automatic S FRBEEIEE LUN BapiR
BXR
GET /source/packages/package/projects/project/luns/lun/automatic/automatic REUEEREIEE LUN Bah

RIREM
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EFIMES

FIh EHER
Bt 21 A R
ERRH:

GET /api/storage/v2/replication/sources HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

R fl:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"href": "/api/storage/v2/replication/sources/zfs-repl-host",
"ip_address": "ipaddr-1",
"name": "zfs-repl-host",
"source": "source-000"
1
}

FIHEHHEE

FI B ERIE e,

BERRH

GET /api/storage/v2/replication/packages HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

R

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"packages": [

"href": "/api/storage/v2/replication/packages/0Oefaab49-7b22-4d4a-def8-813c27780894",
"id": "eefaab49-7b22-4d4a-def8-813c27780894",

"source_name": "sourceA",

"source_asn": "8a22f6e0-4eed4-4b85-f141-el152f5fac961",
"source_ip": "ipaddr-1",

"source_pool": "poolA",

"target_pool": "poolA",

"replica_of": "projTest",

"enabled": true,
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EHIIES

"state": "idle",

"state_description": "Idle (no update in progress)",
"offline": false,

"import_path": "",

"data_timestamp": "2017-03-09T22:36:127",
"last_sync": "2017-03-09T22:36:22Z",

"last_try": "2017-03-09T22:36:227",

"last_result": "success"
}
1

}

*
ECAEIE R
BEEERE M,
B ESat) BiEA
enabled boolean SHFEHNHFRE
ERTBGI:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

{"enabled": false}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

HRRH:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/pkgreverse
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

n.n

{"new_project_name":"restrev", "enable_action_upon_reversal":"true"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

HIFREAIEE

HREFIHIEE.
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EFIMES

BRI

DELETE /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fcb4aec HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luZyE=

FINMIER SR E] HTTP 3R7 204 (No Content)o

HRH:

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

BGHE
B LA B TE A TR

BRI

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fchbd4aec/cancelupdate

HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

WRFKHITEH, EIRE] HTTP IKZ 409 (Conflict),
SRR

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"

)
LR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

fEHEE

REHIERTE.

ERRAI

PUT /api/v2/storage/replication/packages/8373d331-de60-e590-90e8-9ad69fchb4aec/clone

HTTP/1.1

RESTful API T7i&RRSS
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Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

ZRH:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

FePERYTNIRE] HTTP 4R 202 (Accepted), #BNEF <RI A TFHRE iR ER D HILA
Ko
FefEsRIE KRG

GET /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone/
conflicts HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

TS TR et
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 58

"conflicts": "There are no conflicts."

}
B

Default settings:

target_project = (unset)
original_mountpoint = /export
override_mountpoint = false

mountpoint

RHERIES

REEHIEEHSHIEERNSBINIE B, IHEEAAEREIEEEURETRER
SKHRNEFINHEZRR, FENRALRE ENAMINE, ERAEENELEHIERE
REE SR EM R IXTTEER/,

BERRA:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/sever
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

{"projname":"restsev"}

FIhIE LY ©

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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EFIMES

RE¥EHIEE

REERIFE. IHRFRRAIHIEANES, HRIEEERNSEIEERTEHIEIR
AT E., SHMEEXEHIERE, B LREINEREXNRFIMEBIFRE B
BIEEE R AR,

ERTBGI:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fchd4aec/reverse
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

{"projname":"restrev"}

R TR :

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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FENE

AT, MEMAZZRHAITINEG, WRIHHITNE, WS > FHEMEER
BTN, HMURBAMBRELEE, MRATEEENZRELEE, WEAERFR
HERNE, FHERRRARTWNTEEENSUE, A LERIMNZE RSN
Bo FREFEMEMPEIRRINENTE,

MRNTMBHATNE, WENENFHERZRATNE, HMIEPHANERBIEE,

MRAEZFRIEEMZRIEE, W ERFFA&NE, AIUERMEZRNTE PEE
MEHZRF, FEEEMNEDEPIERMBNHLZER,

BEMEZZEHA

- B SERTREERSHITAINE. BXFHAER, 1HSH "Oracle Software License
Agreement ("SLA") and Entitlement for Hardware Systems with Integrated Software Options"
AR X 1THRAY (Licensing Information User Manual)

Oracle ZFS Storage Appliance /7. MBEMEBNMNHEZZR (XHRFF LUN) Z4EERR
BRI, ZSFEIEABLRMZRIAE, 325 Oracle Key Manager (OKM) F1Z AR
BiEM MY (Key Management Interoperability Protocol, KMIP) %, & MINZRIINED
HEZRFHEE—PRBEDM. OKM 5 KMIP ZHENSERH, HIEMEZZARE
ESHERE, HERAOEBERKANBEE,

WIS SR INE R, AR eEEIEMER. MEHHZRR,
» BATRIGEERERRE, ARBLIEN, REREEHITIERAEENHEMRES

TR BRI,
» EAMEMFNHERRIMBIREEFZA, FHETR EERNMERATT AR
EHATA,

TRNANBT TRTEEMZEZIHM RESTful AP1 5K, TE1Z&RT, keystore HIEN
local. okmZ¥ kmipo key BY{EA keyname BMRIE, “FIHMBER 211]FNET
EHHEM.
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% 67 INZZRIRIE
P FhnZE&4R lapilstoragelv{1]2} i BA
GET /encryption/keystore HIEFRA keystore 1%,
PUT /encryption/keystore &K keystore B 1o
GET /encryption/keystore/keys HIHFRE keystore 2R
GET /encryption/keystore/keys/key REVE XIEEBHNEARES,
POST /encryption/keystore/keys B,
DELETE | /encryption/keystore/keys/key FHERE A,
GET /encryption/keystore/keys/key/dependents HIH &R F LB AN HEZHIR

Ao B s ith 2 $A e

EREAMEBIAE, HIREETENIEIE, NTFAMEZIAE, master_passphrase EME—

BT LA HEE P BB 1o

KMERETIZE T master_passphrase:

GET /api/storage/v2/encryption/local HTTP/1.1

Wi

HTTP/1.1 200 OK
Content-Type: application/json

{
"keystore": {
"href": "/api/storage/v2/encryption/local",
"master_passphrase": false,
"keys": []
}
}

7 master_passphrase I8EE:

PUT /api/storage/v2/encryption/local HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
}

"master_passphrase": "passphrase"

HIARSIRE T master_passphrase:

GET /api/storage/v2/encryption/local HTTP/1.1

W

HTTP/1.1 200 OK



Content-Type: application/json

{
"keystore": {
"href": "/api/storage/v2/encryption/local",
"master_passphrase": true,
"keys": []
}
}

Ai0E OKM Z4$AE

TRNABTEE OKM ZAFERUIILBENEM.

% 68 OKM ZAERE M
Bl il gL
agent_id string E D,
registration_pin | string ItLEH OKM R2Eiefit.
server_addr string OKM fR558309 1P Htodit,

KERSIRE T LENEM:
GET /api/storage/v2/encryption/okm HTTP/1.1

W

HTTP/1.1 200 OK
Content-Type: application/json

"keystore": {
"href": "/api/storage/v2/encryption/okm",

Ilagent idll. nn

— . 4
"registration_pin": false,
"server_addr": "",
"keys": []

}

79 agent_id. registration_pin # server_addr {5E&:

PUT /api/storage/v2/encryption/okm HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
"agent_id": "agent-id",
"registration_pin": "reg-pin",
"server_addr": "ipaddr"

}

EFEIE
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BCE KMIP ZEAE

KMIP Z$AE 5 R & KMIP BIARS528 (E14E Oracle Key Vault) £5& 18, Oracle Key
Vault B — M REFLTHIRS 2 ERRHEFIZE, XHF OASIS KMIP Rk,

E(FER KMIP EREMNE, B LEHM KMIP EIRAWEIMNZHAFIESR, N EHZAIE
H” [41]FFk,

EHEANIERE, F5E KMIP fRS528. P HUEBHERRT.
TRNBTEE KMIP ZIRENERENREML,

%69 KMIP ZiRERE %
B i) BiEA
server_list list KMIP fRSS 2309 IP ilit s FMF. LLEEAIUEZME.
client_cert string M KMIP BRSS 2R ETE R RIS BRI T,
host_match boolean RIBIRSJ/IEPFIRS B[ E DRSS ZENZ,
destroy_key_on_remove| boolean MipRi% & EZE AR, HERSRE KMIP BRZ538 LHVZ R,

A% host_match # destroy_key_on_remove FIE 2158, 155 Il Oracle ZFS Storage
Appliance EIR5F, &R1ThR 0S8.8. xR EIHEIR R IEME 11X (Key Management
Interoperability Protocol, KMIP) Z5 A",

RERRRET LENEML:

GET /api/storage/v2/encryption/kmip HTTP/1.1

i

HTTP/1.1 200 OK
Content-Type: application/json

"keystore": {
"href": "/api/storage/v2/encryption/kmip",
"server_list": [
"ipaddr-or-hostname"
1,
"client_cert": "134a9138-29a0-4720-80bb-ec2b13457¢39",
"host_match": false,
"destroy_key_on_remove": true,
"keys": [],
detailed information about the private key, certificate, and certificate authority . . .
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IEMZZ A

RETHES, BOREH, ABEBDHEH. UTRAGE—MHE KMIP 25,
BXRTRHIER, SR FIHMBER [211]

BRI

POST /api/storage/v2/encryption/kmip/keys HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luZyE=

Content-Type: application/json

Accept: application/json

"keyname": "atz-1-27-2021"

5l N &= H

e STILFTE MBEANREE, HLMBHITE, HIEE HITP K 200 (OK).
HTTP EX % JSON BRNBARA, FRNAT NELTTRIE,

70 MEZRES
B ESidl L)z
cipher string AES fNZ R,
key string ({NPRZHE) +7EBIRIZRIESS 256 (i %A, UMBERNAE
fif, MRFKIEEME, WEBEHhEMLE,
keyname string HEEH,
href string EEAR R,

U5 HErE A, OKM 1 KMIP Z$A,
BRI

GET /api/storage/v2/encryption/local/keys /api/storage/v2/encryption/okm/keys /api/storage/
v2/encryption/kmip/keys HTTP/1.1

LRI
AR RIS ST ERFEARME OKM 10, FE—1 KMIP &R

"keys": {
}

~—

"keys": {

FHEINE 211



SIRIMEEH. MERHEHR

"keys": [{
"cipher": "AES",
"keyname": "atz-1-27-2021",
"href": "/api/storage/v2/encryption/kmip/keys/key-000"
H
}

S EREE Z AMZTFE

dependents EiBF|HEMEEZAMBIEAHZHIRE. BB,

UTTRAIESR, NERMAMPHSTERS fs-enc fEH atz-1-27-2021 KMIP Z50#1TT
.
ERTH:

GET /api/storage/v2/encryption/kmip/keys/atz-1-27-2021/dependents HTTP/1.1

SRR

{
"dependents": [
"pool-0/local/default/fs-enc"

]
}

iR

ZMrFEA, BEAZEAR href BHE (MIFBHBF) o RIIMIERERHRE HTTP
K7 204 (No Content)o

Mpr=AE, ERARBERRNAENNEZERRPHAERIESRREEL AL, XEY
FRAMZEHERMIERMREATIHCE, RIFELEERIENERRIITERMR
£

ERRA

DELETE /api/storage/v2/encryption/kmip/keys/key-000 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

IENZR . DEREZERIR

EBRIEMEZENM. MERXEZHRR, BRTEREAN [147]. “CIEIBE" [155]. “CIEBXH R
45 [1611F0“CU B FTEY LUN” [167]FFRRRINERB SN, IBEAN encryption. keystore
# keyname BMHIEEE.
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IEMERH. BEHHERR

TERMETHEN. NERHZERRIINERE M.

®71 M. IEMEZRFENNEEYS

Bt E3id] BteA

encryption string AES INE LN RAKE,

keystore string ZEAEMZEEL: local. okm ¥ kmipo

keyname string HEZHE Mo

keylastchanged string (Ri®) ERERFANER. LETE v2 FRA 1S0-8601 H
HARYEIME =, 7E v1 PR A Javascript B ERRY(EH& . WNRIER
=, N AB IR R EARER.

keystatus string (R3IR) available. unavailable B¢ none. WIRILEMHIE

79 unavailable, MFRTZHEHR.

ERRA

POST /api/storage/v2/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
"name": "proj-enc",
"encryption": "aes-128-ccm",
"keystore": "local",
"keyname": "Key-0"

}

SRR G:

HTTP/1.1 201 Created
Content-Type: application/json

Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-enc

{
"project": {
"name": "proj-enc",
"href": "/api/storage/v2/pools/pl/projects/proj-enc",

"encryption": "aes-128-ccm",
"keystore": "local",
"keychangedate": "",
"keystatus": "available",
"keyname": "Key-0",

=
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RERA

IREXhRZS

A0 A
AR

%hﬁ%ﬁ?ﬁﬂ%%ﬁﬁh%ﬂm BRAEESS. TRIILTABNRSS

7 o
AN
CTERs
LT RS Ao
w72 BERAGS
BER FInZIE&TR lapilsystemiv{1]|2} tRA
GET /version HI G S EH R hR 4SS B
PUT /reboot BW5ISE. TRENSITHE, BEAMEEH
PARSTE & E .
PUT /reboot?skip_update=true ESISEMAEAEAEHNTEER,
PUT /reboot?diag=true PENSIS: EMSISILE, HELIEPKER
ﬂﬂl/lifﬂc. Bo
PUT /poweroff KA.
PUT /restart BENEMEEEAHFREIZHER.
PUT /factoryreset BSEREEEE AW 8E,
GET /disks FIHFRE R
GET /disks/disk FIHEEMN AR E R M.
GET /memory RENTFRERS,

e REEERATIRESNRELEM, sa<lIIMITRE, FiRE HTTP R 200
(OK)o

BRI

GET /api/system/v1/version HTTP/1.1

RS 215



KARFER

Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8eQae410749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"os_nodename": "admini",
"os_version": "nas/generic@®2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}

KARGBIR

LELIHEFERITREXA. FIEHIBRSHRIKAMRATR, RIFEERETHEN—
. BEEFMITARSARR, SEHNRSOESTYIBIFRBREFX. RSB
17#iR[E] HTTP AT 202 (Accepted), WABUEIF IR LUK ELPran L BVIRTS,

ERRA:

PUT /api/system/v1/poweroff HTTP/1.1
Host: zfs-storage.example.com:215

EMEISRE

LS RINEFRITREF XNEF. FIERSENTIR, hHa<SHESETHERE
HTTP K7 202 (Accepted)o HAURITIEEE UK FELFRE SR,

- NREGENTEEHIHISEER, WEZEHRSISHREERALER. BERIT
EM5ISMANAEENTSEMH, 1BA /reboot?skip_update=true 885
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ENRMARERE

BRI

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com:215

BERTA:

PUT /api/system/v1/reboot?skip_update=true HTTP/1.1
Host: zfs-storage.example.com:215

BHBIAAEIR

kS EHBERZEOFKESHER. haSRELEITHIRE HTTP K 202
(Accepted), WIIGITIRE UIFKIF IR LHIRE.

ERRA

PUT /api/system/v1l/restart HTTP/1.1
Host: zfs-storage.example.com:215

RIS

L EWSIFIRE, HELRIEFREEMZEHER, ItmSRPIEITHIRE HTTP
RZ 202 (Accepted), WAMEEIFIZE UK F LR SEIRS.

* - MRBEAHREERNEETAEN, WEZIZHERSISHERAXALE
#o

BERRH

PUT /api/system/v1/reboot?diag=true HTTP/1.1
Host: zfs-storage.example.com :215

WmEHIRE

It 'n?n"v\ SIREMEMENVIBRE IRE. FIEREEXNERKEL, HEREXIHITE
REZEBFTEITINIGRIRE. haSHREPEITHIRE HTTP K 202 (Accepted)o #4700
BIFEE UK TLIRRPHRES. ATFhGSSEFAEREHRIERL, ELtbsIamm
EiHSE 2confirm=true, LEHFSHAESHIN,

HRRHI:

PUT /api/system/v1/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com:215
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BT

REZITE

U2 e <A Ao
xR 73 XFase
R FInZIE&TR lapilsystemiv{1]|2} PiRA
GET /bundles SIHFrEXEE
GET /bundles/bundle REGEERNESIESEY
POST /bundles BIE— I ZREHEE EEE Oracle 25,
PUT /bundles/bundle/retry Bl FHIEENE
PUT /bundles/bundle/cancel BUH EHIEERE
PUT /bundles/bundle/send BIREENE EHE Oracle T AZRFERITIHIBMATIE
B SR RS,
DELETE | /bundles/bundle HRIEENE

tIERFE

BB IFE UEEBRRIRSZIERK. HIFRMHARSIEK (Service Request, SR) 4R 51§32
FES5RBRANIRSEREXE, HEZHES KIEL Oracd AZHFEI Jo SR HS UM
fEF 3-nnnnnnnnnn 3o BXFE BN EEHE] Oracle X1, HIOERAEE LHNENE
2 MOS ZIEEAR "Phone Home Settings” (BBIEETIIRE) o

ERRA

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn": "3-0123456789"}

HZRH:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

MR KB HARSZIERLS (Service Request Number, SRN), RFAFHAEIE—NAHE,

BRI

POST /api/system/vi1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23
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[z sol

LERT:

"bundle": {
"status":
"uuid": "d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"associated_bundle": [

nn
’

"href": "/api/system/v1l/bundles/4050963a-4082-663f-99c0-fee915f2839c"
}
1
"srn": null,
"filename": "ak.d4431d57-ba4f-4f37-fale-a09fcbf3e56b.tar.gz",
"href": "/api/system/v1l/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",
"type": "User initiated"

FIH T

e 27 H R IETE MR ERIPR A 5
B MR F MR,

BRI

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=
Host: zfs-storage.example.com:215

LU #FE FEHE) Oracle /5,

3785

Accept: */*
LRI

"bundles":

[{

"status":

"building",

"step_progress": 6.25,

"srn":

"filename":

"3-0123456789",

"/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",

"href": "/api/system/v1l/bundles/ba8ebd55-2349-c31c-cde3-acf3fboc3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fboc3389"
P
}
RINZ R

REENEHNEMG.

sETS — (7|

-GN K

»

X

P
~
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BUH

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: */*

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step_progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "baB8ebd55-2349-c31c-cde3-acf3fboc3389"

BUHZ 56
S B BN B L2,
SERTHI:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

EZFELH

a2 A eI RN E EHE Oracle XFFHIFHNE EHIEL, REEGHLAATHAX

e EHBRS.
BRI

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

LERT:
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EHZRHE

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

BFAREAIBRSIEK (Service Request, SR) RS EIXNE LH, 1HFEH send <. MR
KEM SRRES, RARKERRR SR RSERIL EH,

F - WAHERBEIETT send 3LE, FERM SRES, TNSME—HIR.

s> == (5| «
BRI

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

+ B8 —(F|| +

LR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

nk =52 53]

AIFE EH A2 BRI L Oracle A AR 16,

& - WAMERBEIETT send 828, FERM SREFES, BUSMHE—PHEIR.

s =—(F|| -
BRI

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

+ 8 —(F| -

GERTH:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MIpRSZ 56

Itean A T MIgE HHIER.

BERRH

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

»
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RgCEH

LERT:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

RGERM

XL RATERERAE MRS,

&®74 BHEn L
153 MINEIERTR Japilsystemiv{1]2} WtER
GET /updates SIHFRB RS E
GET /updates/update REEENRAEMEY
GET /update/platform ERTEEMHNERRES (F21iTH2E LHRS L
BEMASKIREH)
GET fupdate/firmware ERAKEHNEFRES (BSREEN SsD &
#, BIESHWESR IOM Ef)
PUT Jupdates/update BN EIMZE
PUT /updates/update/upgrade FREIHETE B SE R ST
PUT /updates/update/check HEE BRI T ARIE TR IGE
PUT /updates/update/rollback EIREEE A EHTAREST
PUT /updates-apply N AR RENEREHH
DELETE | /updates/update HBRIEENRREN
POST /updates BEHRMEMEEISE -
K75 RoEMEM
Bl Sl BtEA
version string B BRARZS
release_date DateTime BRRITEEA
install_date DateTime Eiﬁ%%ﬁ&%ﬂ,ﬁﬂ; MRALE, MWATHENILEHN
status string BHRARERE (Fa%)
update_deferred ChooseOne FERIZE . onreboot I onrequest
SR ESTAAL:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is
advised.
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PIHRKER

I RS EM

BTFRRASGERRAIER:

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [

{

1

IREX AR S SE#

"release_date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"install date": "Wed Aug 14 2013 12:33:08 GMT+0000 (UTC)"
"href": "/api/system/vl/updates/nas@2013.08.13,1-0",
"status": "previous",

"version": "2013.08.13,1-0"

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/vl1l/updates/nas@2013.08.24,1-0",
"status": "current",

"version": "2013.08.24,1-0"

"release_date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"install date": "Mon Aug 26 2013 18:50:33 GMT+0000 (UTC)"
"href": "/api/system/vl1l/updates/nas@2013.08.25,1-0",
"status": "waiting",

"version": "2013.08.25,1-0"

REBENEFHRENEM
BERRA:

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

ZRH:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0

REt

»

B

.

A
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KT AEMHENRRS

Content-Length: 541
Content-Type: application/json

{
"update": {

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

R SEHERRS

RNEEFBEHERNERRS. FaREMEH 2 LRSS A EEMARRIREHEY
SiRo

BRI

GET /api/system/v1/update/platform HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"platform": {
"href": "/api/system/v1/update/platform",
"power_down_needed": true,
"update_needed": "true"

}

REVAHFEIHFBERS

REVE . EXRWAMEEHTHAGEGEMRNRE, AHEMHEHE. SSD Bl

22 IOM EHBSFT,
ERH:

GET /api/system/v1/update/firmware HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json
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EHRSEEN

LERT:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"firmware": {
"href": "/api/system/v1/update/firmware"
"upgrades_pending": 0,
"upgrades_failed": 0,
"upgrades_in_progress": 0

EHRGEMR

Ftek

It &S Al _E IR R K EHIRE,
A curl W EHGBSRA:

$ curl --user root:root-password -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfs-storage.example.com/api/system/v1i/updates

FLEaHBRERMGE, SREEHMREGENEY. KNG, HTTP RKERKIEER "201
(Created)", HTEfLEXIR[EIFMREGHIEXIE,

LR

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1/updates/nas@2013.08.24,1-0

"update": {
"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install_date": "Sun Aug 25 2013 11:30:14 GMT+00G0 (UTC)"
"href": "/api/system/vl1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

teer L AN EHREHIFIREENS I SEHEENEMIRE, EENRGRESNEFT

"previous”, &M SREEM,

»
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sESS — (7|
BRI

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Content-Length: ©

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

ERSFREENSISE L EHREK,

BRI

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Length: ©

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

R B 5B S R 15

226

RRFERANERIRGMISEPRIER.

sESS — (7|
-GN K
DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

R

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl BB BRSE

RESTful APl FBFIRZFERE LEERF,

APRSG<

U THRFRS <A A

& 76 FAFRS3<
BER HtnZIERTR lapiluseriv{1]|2} A8
GET X fE A /api/user/v{1|2} FIEAFRSHS
GET Jusers FIEFEIERF
GET Jusers/user FIBEERFHNEY
POST Jusers SIEIg AR
PUT Jusers/user BEIEERFNEY
DELETE | /users/user MigEPREREERNRR
GET Jusers/user/preferences HIHIEE AP EIRTE 4
PUT /users/user/preferences {ECRIETE P N ENETUE
GET /users/user/exceptions HI 57 B P BV FR B 1R
GET /users/user/exceptions/auth FILIEERF R auth 1
POST Jusers/user/exceptions JIETE A P el R ARG F
PUT /users/user/exceptions/auth {EER¥EE FI P 3B E RN
DELETE | /users/user/exceptions/auth HEIERE B F B E N
GET Jusers/user/preferences/keys HILIEER PP SSH Z$A
GET Jusers/user/preferences/keys/key HIHIEE AP IVIETE SSH ZEANEM
POST /users/user/preferences/keys RISEAF I SSH &R
PUT /users/user/preferences/keys/key BEIEE A F ISR SSH B$A
DELETE | /users/user/preferences/keys/key HEIEE AP IIETE SSH A
GET Jusers/user/preferences/tokens HIHIEE AP FRE REST ERSHE
GET /users/user/preferences/tokens?token=token FRShEEYH REST BRSHE
GET /users/user/preferences/tokens/token-id S ID 5 REST BRShE
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RPRSE%

R FInZIERR Japiluseriv{1]2} tRA

POST /users/user/preferences/tokens NIEEAF I REST BERSHE
DELETE | /users/user/preferences/tokens?token=token S hEEMIFR REST RS
DELETE | /users/user/preferences/tokens/token-id ZS$hE 1D filfk REST 2R ShE

AP RSB

BT RAPRMEN, ARRSBEEEEXSMEE, FIMMARBPRTMERN. s34 A

FHEMNMRLERRSE]. AR IKEIRERT 4o

AR EMH

RAAEUREUTEN. —ERMEERTHELRENAF,

=77 BFRE%

B 3] 5B

logname string W—RF%. SIERAFRE, logname AAILE,

type string BRI
BY: local. directory. data. nologin. BlJEF
FiE, type AA]%, BRIAE: local

uid number BF ID, BEILIEERF, ID A FRAREAF
ID, ¥NRIEEFAF ID, MAF ID FeehF 100, F
BERT 2147483646, HETHREZFT 60001. 60002
5 65534, BIEAFG, uid FEJE,

fullname string AP RELHEZ. EBUIH, £2RETRER
TAIRTRER "Logout" GE3H) ¥REARVAM, HEXEATEE
BRENGIETE L. BIAME: 5 logname 18[E

initial_password string A HIFNERIE A P BV,

require_annotation boolean WRA true:
m BUI-ERAFEETYIE BUI IEZARNE

*%O
m CLI-ZXRABFEET CLIRT R ZRRANE
*%O

®  REST—IERERFNMEL,
SIE IR EREHITEER,

roles list PELERAPHEAMAFRNAR,

kiosk_mode boolean WRA true, AR kiosk AP :

m BUI-FAFREEEEBEET kiosk_screen BMEE
RS,
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RPRSEL

B B iRA
m CLI-ERXW,
m REST—IEKREARFENMEK,

kiosk_screen string kiosk_mode 71 true BY, LLFAFFREIZEIRY BUI F&R.
#RIAE: status/dashboard

exceptions list PEAERIAMA R NEMEN, HWAREHRAS
B AR AR,

preferences list BARFIMEEEDR, fIKIFIZE. BUI FFATIE. &8

Bf. SSH RfAUK REST BR S,

BXRXLEEMNH—DUEA, BESRUTXHE:

= (Oracle ZFS Storage Appliance BIFIEF, &1Thi 0S8.8.x) HH “THRAFMNAE"
= (Oracle ZFS Storage Appliance EIR$EF, &1Thk 0S8.8.x) HHY “FAFEM"

AP s afflsh

£ roles BENBROEBNERE, ECIEAE, 1BESWRESTul API BAEAR
55 [241]0

£ exceptions BB RIMIBIN, E0] UER LN SIMBREN. 130, WRAHE
FPRETRFREEENNAE, Wel UEGINIRPIGEMIPIEKE SN false, FEIFE
BizAEPRESIEHMEN,

UTFERRFMBFAER userl EFEEN Kerberos IRS HIZI,

POST /api/user/vi1/users/userl/exceptions HTTP/1.1

{
"scope": "svc",
"service": "kerberos",
"allow_restart": true
}

UTERETFABEERT userl BY Kerberos IREHIISIN, TELRGIA, HMISHUNEE
HEAE falseo

{
"auth": {
"href": "/api/user/vl/users/userl/exceptions/auth-001",
"scope": "svc",
"service": "kerberos",
"allow_administer": false,
"allow_configure": false,
"allow_restart": true
}
}
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http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgoozl

RPRSE%

AP aEmEE

AAERAFPHEXIEESR allow_changePreferences IEXEA A FI&E B IETL,
EJXEY allow_changePreferences 124, &R HEF AGMHIFN [229],

=78 BPFRERTEY

Bl 3l 5B

locale string EBEIME, BUAME: C

login_screen string WERKTE URL FIEEDHE, MAKHERNER
BUI i, BAIAE: status/dashboard

session_timeout integer BFEF BUI BRI 2 B ESIER 2 .
BRIAE: 15

cli_idle_timeout integer FERIERIEZ I, CLIALUNEMEEKE (LR
NEA) o BIAME -1 BERE CLI NENT2BmX
I\ﬂo

advanced_analytics string BB ANESR Analytics (9347) FiHER

keys list RSA/DSA %A

tokens list REST BR<hE

BEXXERUNESZES, BELUTED:

m  “CLI &R [230]
m  “SSH Z$H” [231]
m “REST BER<h#” [231]

CLI E8a¢

FINERT, XF CLI AfARNEBE S B KE&BMRS] (cli_idle_timeout BIER
-1) o EBXY CLI JUNERNEHKEIRERS], 1579 cli_idle_timeout & E IFEEE
(LR REAI) - MNRIXEEBEIPRESI, JE<H CLls

BUFRBIRE CLI e i E A 1 /e,
PUT /api/user/vi1/users/userl/preferences HTTP/1.1

{ "cli_idle_timeout": 3600 }

"preferences": {

"href": "/api/user/vl1l/users/userl/preferences",
"locale": "C"

: ’
"login_screen": "configuration/preferences",

"session_timeout": 15,
"cli_idle_timeout": 3600,
"advanced_analytics": false,
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RPRSEL

"keys": [1,
"tokens": []
}
}

%g—"—fﬁﬁﬁﬁj, 1E¥ cli_idle_timeout EIEEN -1, B unset, WLLTFREIAFR

/JNo

PUT /api/user/vi1/users/userl/preferences HTTP/1.1

{ "<unset>": ["cli_idle_timeout"] }

FARIESH unset FERFAEEHIMAN unset FBIEREL,

SSH #%H

fEF3 SSH 81, BITEARFEREEREAIER FEIL SSH &%,

79 SSH Z$AEM
543 3t} BieA
type string SSH % $A2£5Y: RSA T DSA
key string SSH AR
comment string 5tk SSH ZHAXBBER

REST &R <h&

TR A M RIS AN REST BROKE,

FiE RO LEER L ID 7R <,

% 80 REST ERSHEM
B i BiEA
name string LHEE R,

token_username

string

ALUERLERSERIAPNEAM, ETTERRE
FigE,

preserve

boolean

RN false, MEABRIA expiration B, IARHA
true, MBIEETEH] expiration B, ZAINE: false

expiration

number

BIELHERY, LERSHIMZ AR, R
preserve I¥EA true, MEERBILEY. WNR
preserve I¥EN false, M expiration AN
900,

FIHSREMERY, ERZ<SHEEIEE AT E,

REST ERLHERS
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FIHAF

FIHAR

ZLEHEA token=token EWEHM ceT HSUBTRZSHHNERE, E6FEH
token=token ZEIHEEH DELETE tn S LUMIBRIZShE, ECIRBRShHEMMI A, token =& X-
Auth-Session MI{E,

SIS R ER token, FEAFREHRER. BHRFRESIFRTE token, IEBRHI 3 “€l
# REST EF<H,

EULTRBIH, root AFRIIEENAMAF, useri FAFE LDAP. NIS 3 AD A
Fo XF directory REARF, %ME?HE%EPHHYFHF' ID. TEZIFMNZE, HA
FRIILFBEY. EXAFEENEZER, 155 (Oracle ZFS Storage Appliance
EI1PtER, K1ThR 0S8.8.x) AW “THREFMAE",

SIS — (7| «
BRI
GET /api/user/v1/users HTTP/1.1
+ B3 = (| -
LR
"users": [
"logname": "root",
"type": "local",
"uid": o,
"fullname": "Super-User",

"initial_password": true,

"require_annotation": false,

"href": "/api/user/v2/users/root"
e

"logname": "user1l",

"type": "directory",

"uid": userluid,

"fullname": "Real Name",

"require_annotation": false,

"roles": ["basic"],

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"href": "/api/user/v2/users/useri"

3]

JIHRERR

BEXRERAFPNESSEAPEETARRGIS, LRGP, usert AERA auth-
000 RYFERINGITN, ZBFISMETF userl BEEEMAHERBIBES . userl NEIRITEE XA
ARIAE.

ERRA:

232 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A


http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=F40870-01&id=ZFSRCgpvak

AR

eIEAR

GET /api/user/v1/users/userl HTTP/1.1

LR
{
"user": {
"href": "/api/user/v2/users/useri",
"logname": "user1l",

"type": "directory",

"uid": userluid,

"fullname": "Real Name",
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,

"kiosk_screen": "status/dashboard",
"exceptions": [
"scope": "alert",

"allow_configure": true,
"allow_post": true,
"href": "/api/user/v2/users/userl/exceptions/auth-000"

]I

"preferences": {

"href": "/api/user/v2/users/useril/preferences",
"locale": "C",

"login_screen": "status/dashboard",
"session_timeout": 15,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys": [1,

"tokens": []

BRIEIAP, XNEMRE—IAP S (Logname), MNREKRIEEEE, NFHAFH

KANEH local, HtEMUEMNEN (AFEUATHEFZER) , ITEMBFERT

RPFrIA:

m directory— AP ZMXTEMER NIS. LDAP 8 AD AP, UID. ZEMZEZR
ZM NIS. LDAP = AD HiEXH,

» local ¥l data—¥SEAFBMNE, EAILUEE UID, SNARSRKEHE—
UID,

= nologin—fEMAF&. EAILUEE UID, SMNAZRKBEHE— UID.

ETHMRARPNAREENELZER, S0 (Oracle ZFS Storage Appliance EIE15F,
A1Thi 0S8.8.x) HHY“THERAFMAE"

o1 SIBAHA P

BRI
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IR

POST /api/user/v1/users HTTP/1.1

{
"logname": "test_user",
"initial password": "password'

}
ERRG:
{

"user":
{

"href": "/api/user/vl/users/test_user",

"logname": "test_user",

"type": "local",

"uid": 2000000002,

"fullname": "test_user",

"initial_password": true,

"require_annotation": false,

"roles": ["basic"],

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"exceptions": [],

"preferences": {
"href": "/api/user/vl/users/test_user/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": T[],
"tokens": []

&l 2 =ERF

HeIESMERFEEERAS K THEREACHNIBENNIAR, BEEUTEE:
n user—ERENAFPHNBEFRZ,

m clonename—H5ERFBAF &,

= password—H#T5E[ER P HYIBERE,

ERRG:

POST /api/user/v1/users HTTP/1.1

{
"user": "test_user",
"clonename": "clone_user",
"password": "password"
}
ZERRH:
{
"user":
"href": "/api/user/vl1l/users/clone_user",
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ERAP N

"logname": "clone_user",
"type": "local",

"uid": 2000000003,
"fullname": "clone_user",
"initial password": true,
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],
"preferences": {

"href": "/api/user/vl1l/users/clone_user/preferences",
"locale": "C",

"login_screen": "status/dashboard",
"session_timeout": 15,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys": T[],

"tokens": []

EeXAFREE

BiFEMAFPEM. logname. type #l uid &~AJZ%,

BN, EeREERAE. FI5h Bkl SSH ZAERTH, FSILITXE:

m  RESTful API fBARSS [241]
s “APIRZEM [228]

sEFS =—(7|| «
BRI
PUT /api/user/v1/users/test_user HTTP/1.1

{"fullname": "Test A. User", "require_annotation": true}

LERRG:
{

"user":
"href": "/api/user/vl1l/users/test_user",
"logname": "test_user",
"type": "local",
"uid": 2000000002,
"fullname": "Test A. User",
"initial password": true,
"require_annotation": true,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],
"preferences": {

"href": "/api/user/v2/users/test_user/preferences",
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
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il

"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": [1,
"tokens": []
}
}
}
MiER A A

MARGHRIERE

BRI

DELETE /api/user/vi1/users/clone_user HTTP/1.1

LR

HTTP/1.1 204 No Content

BESH

FILABIEBFF AN IEIFAN REST BER L. BEESTHNBEIEUNBIBRSM, SIS
&, REST ERTHNEBM IR, AILUEREINCEES S ID iR <,

&l 3 BIZE REST B R<SHE
fl72 REST BERSHNEER P M,

GSEShE name, ERNIAEL T, preserve BY{EN false, expiration FYE 900, IR
% preserve 18BN true, WA expiration 88 NFIEK

BESURFLERTPH X-Auth-Session H, BXEZER, HENREST BERS
2" [231],

SEAS — (Tl .

ERRBGI:

POST /api/user/v2/users/test_user/preferences/tokens HTTP/1.1

Host: zfs-storage.example.com:215

X-Auth-User: test_user

X-Auth-Key: password-Xxxx

Content-Type: application/json

{"name": "Test Token"}

LR

HTTP/1.1 201 Created
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X-Auth-Session: JjzJsZrVQfbzZULyAuvSJjTftnBHCCQT

{
"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/fb65a127-a04c-4f58-bc52-efa884447efb",
"name": "Test Token",
"token_username": "test_user",
"preserve": false,
"expiration": "2020-04-30T02:33:44Z",
"id": "fb65al127-a04c-4f58-bc52-efa884447efb"
}
}
BRI

POST /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: test_user

X-Auth-Key: password-xxx

Content-Type: application/json

{"name": "Another Token", "preserve": true, "expiration": 3600}

LRI
HTTP/1.1 201 Created

X-Auth-Session: pviHrthBGQhGZHoPugxFQrDcCPZgwEK

"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb",
"name": "Another Token",
"token_username": "test_user",
"preserve": true,
"expiration": "2020-04-30T03:20:31Z",
"id": "21f981ad-6221-4fb4-a7d1-dd5560256dfb"

7l a SIHiEE AP FTE <
BERTA:

GET /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

LR
{
"tokens": [{
"name": "Another Token",
"token_username": "test_user",

"preserve": true,

"expiration": "2020-04-30T03:20:31Z7",

"id": "21f98l1ad-6221-4fb4-a7d1-dd5560256dfb",

"href": "/api/user/v2/users/testuserl/preferences/tokens/21f981ad-6221-4fb4-a7d1-
dd5560256dfb"

e
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"name": "Test Token",

"token_username": "test_user",

"preserve": false,

"expiration": "2020-04-30T02:33:44Z",

"id": "fb65al127-a04c-4f58-bc52-efa884447efb",

"href": "/api/user/v2/users/testuserl/preferences/tokens/fb65a127-a04c-4f58-bc52-

efaB884447efb"
H
fl s BIHMETIHIESHE
sEAS — (7| -
BRI
GET /api/user/v2/users/test_user/preferences/tokens?token=pviHrthBGQhGZHoPugxFQrDcCPZgwEK
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK
+ B8 —(F|| +
LR
"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb",
"name": "Another Token",
"token_username": "test_user",

"preserve": true,
"expiration": "2020-04-30T03:20:31Z7",
"id": "21f98l1ad-6221-4fb4-a7d1-dd5560256dfb"

}
}
5l 6 2 hR ID 5 E SR
GET /api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK
ZRE L
7 BLhEMPRShE
BERTRA:

DELETE /api/user/v2/users/test_user/preferences/tokens?
token=pviHrthBGQhGZHoPugxFQrDcCPZgwEK HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

SRR

HTTP/1.1 204 No Content

5l 8 & hE 1D MR hE

DELETE /api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb
HTTP/1.1
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X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK
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RESTful APl BBIRE

ABRRANRLAAN—HaREN. JURZAEFRENNAR, ATAERE.
AUAKRERAPNEAASENAT. ERAABKAZEELZNERS., AGRGIA
FIREBLENEN, AREHITESTRAFRFEEITENNAR R,

‘BABEABRIAEFEEN, RMAMBERATDELRERF.

ABiRSH<L

UTFRETABRSHS,

%81 ABRSHS

BER FINZEIERTR Irolelv{1]2} A8

GET {R1ER /rolev{1)2} IEABRSHS

GET froles SILFrERE

GET froles/role FIBEERENEY
POST /roles BIEHAE

PUT /roles/role BHIEEAENEY
PUT /roles/role/revoke METE AR FFRIEERNAE
DELETE /roles/role HBEENAE

GET /roles/role/authorizations FIhiEE A BRIFTE RN
GET /roles/role/authorizations/auth FILIEE B BN EY
POST /roles/role/authorizations NIETE A LIEHEN
PUT /roles/role/authorizations/auth BHIEE ABENNEY
DELETE /roles/role/authorizations/auth HEBRIEEN A BN

AERSEE

name # description Bt B EIEABRLEN, HEJILFMEABHRETR. ¢IEAE
ERARMIEN, HEFIHBEERGBRET.
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b ep=c]es!

® 82 AEREk
B 3] BiEA
name string EREFIRFINABEZ,
description string AEIFMILEA,
authorizations list ZABNEN.

FIHAE
SIHFTEE XA,
ERRH:

GET /api/role/v1/roles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

LERRH:
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic",
"role": "basic"
A
"description": "a",
"href": "/api/role/vl/roles/rola",
"name": "rola",
"role": "rola"
1]
}

RENAE

RERENMBNEE. BROBEMETHIE, 5% props EWSIIKEN trueo
BERRA

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390
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ARG

tIEAE

{
"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"
’
"label": "A description of this role",
"name": "description",
"type": "String"
B
"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic"
}
}

sl Rellfe Syl

%83 ellfeEsip=chey A

B i) BiRA

name string mReNET (BWE

clone string ERERIGEENABHNEM (7iE)
description string AEBne (BE)

BERRH

POST /api/role/vl/roles HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 71

{"name":"role_workflow", "description":"Role to run workflows"}

LERT:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 143

Location: /api/role/vi/roles/role_workflow

{
"role": {
"authorizations": [],

"description": "Role to run workflows",

RESTful API RS
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BfRt

(1500

HiHAeE

"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

AEtEABRENARREL.

BRI

PUT /api/role/vil/roles/role_workflow HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

{
"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

MFrE R R#HA R,

BRI

PUT /api/role/vi1/role_worksheets/revoke HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
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S =cke)

bR &

Content-Length: ©

MRGEPRIFFA G, MRNDATABDEL—THZ AR, 51 2confirm=true FM

E| DELETE 55 H,

BRI

DELETE /api/role/vi/roles/rola?confirm=true HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: */*

LR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FIHh F B R

5t TE A B ATIR N
BRI

GET /api/role/vi/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json

LR

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner": "*",

"scope": "workflow",

nguidh: e

H

BIE A EREN

BIEMBIABREN. WABES CLIPEXNEMLER. SMINEAEBFIEXH
scope B, AIMRIELBNEEIRERMEM, EEERE:
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B A EEN

ad cluster keystore role stmf user
alert dataset nas schema svc workflow
appliance hardware net stat update worksheet

BERRA:

POST /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

LERT:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

"auth": {
"allow_modify": false,
"allow_read": true,

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: MmN
: ’
"scope": "workflow",
nguidt: mEm

IEER A B RN

Al A BRNEE.
BERRG:

PUT /api/role/vl/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}
LR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 171

"auth": {
"allow_modify": true,
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"allow_read": true,

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
mguidt: e
}
}
IFRFA BT
il R R B AR
TR R e A
BERRA:

DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

RESTful API &R 247



248 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hRk 0S8.8.x 2021 &£ 8 A



TrERMAAes<

FRALRSFTUBETER. TERSLHINGEHRIGEEENMA, TIERAIUE
NEFAER A LTREPEITHI S ASHAMNIT, B UEAERIRENERS
ERERITIER, Eit, TERATFLE BRI ERBMIENGRHITTE, 7
A AT EREALR N BEF R REBEHITRI.

T RN 7= Al

AN A
Fin%

TRERT IERRS B,

=84 TERRS <

ER Ft 4 EIBR1Z lapilworkflowlv{1]|2} iER

GET {XER /api/workflow/v{1[2} SIHTIERRS <
POST /workflows B IER LRSS
GET Iworkflows SIHPRE TIER

GET /workflows/workflow FIBEENTIERE S
PUT /workf lows/workflow EBUEEMNIIERE G
PUT /workflows/workflow/execute PITIEENIIER
DELETE /workflows/workflow HBRIEENITIER

POST /scripts L EMIBEITHA

GET /scripts SR B EEE TR
GET /scripts/script BRI EEEITRMZ
DELETE /scripts/script L EFETTHIRI AR

FEHTER

BIERLETIRE,

BRI

POST /api/workflow/vi/workflows HTTP/1.1
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FIHTIER

Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'words of a song to sing',
type: 'String',

}
+
execute: function (params) { return (params.song) }
}
ZRT:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: user/generic@2013.09.14,1-0

Location: /api/workflow/vi1/workflows/f4fe892f-cf46-4d6a-9026-cd0cOcce997l

{
"workflow": {
"href": "/api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"owner": "root",
"origin": "<local>",
"setid": false,
"alert": false,
"version": "",
"scheduled": false
}
}

FIHTER

P ERRRIFIE TIER. MRIKE T EIWSE showhidden=true, FIREIEE
w A TF RS TR,

BRI

GET /api/workflow/v1/workflows HTTP/1.1

Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215
Accept: application/json

LR

HTTP/1.1 2060 OK
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RENTAER

X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

i
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
i
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadid9el"”,

i
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
i
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H

REXTAEMR

REBENTERNE Y. EARKP, WR Accept FEE N application/javascript,
N&REITERAR, BURREITEREM.

3% Accept 8N application/javascript BYIERIH:

GET /api/workflow/vi1/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/javascript

LERT:

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
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RETIER

parameters: {

hostname: {
label: 'Client hostname',
type: 'String'

i

ipaddrs: {
label: 'Client IP address',
type: 'String'

i
validate: function (params) {
if (params.hostname == "'') {
return ({ hostname: 'Hostname cannot be empty.' });
}
if (params.ipaddrs == '') {
return ({ ipaddrs: 'IP address cannot be empty.' });
H
execute: function (params) {
try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );

¥ Accept 18 application/json BYIERR:M:

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74e€1246d448 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json

LERT:

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",
"uuid": "cc574599-4763-4523-9e72-b74e1246d448",
"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678F245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",
"owner": "root",
"origin": "Oracle Corporation",
"setid": false,
"alert": false,
"version": "1.0.0",
"scheduled": false
}
}
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BERTIER

BERTIER

HRETERZRAE PUT BRFERENTIERNE T,
BERRG:

PUT /api/workflow/vi1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}

LR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

"workflow": {
"alert": false,
"description": "Echo bird repeats a song."
"href": "/api/workflow/vl/workflows/448b78el-f219-e8f4-abb5-e01e09elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",

"scheduled": false,

"setid": true,

"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

HMITITIER

PATZIERMAFHIRELE R, FiEIERSHEBLIEESIEX R JSON R, N
[&, RHR[E] HTTP Uc,u 202 (Accepted) AR B E R NMEREMN ISON WR, LLEME
STERML,

ERRA:

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/run HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}

LERT:
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IBE TVER

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

{
}

"result": "tweet tweet tweet\n"

il B THE7R

Mig & PER TIEREIZ,
BERRA

DELETE /api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FEHAEITHIZA

Rl EHENGEHEIRE LE1THIAS

RAFATUEENILEFREE LHEIKENHAE, FRAF REEEMINE SR
7%,

BXHEEENEZEE, 152N (Oracle ZFS Storage Appliance BIR15F, &1ThR
0S8.8.x) ™Ry “fEF CLI fIZxRE TR,

HBIAT 8 LIPS AR.
HRRH:

$ curl -kv --user root:pw --data-binary @listShares.aksh \
https://hostname:215/api/workflow/v1/scripts

POST /api/workflow/v1l/scripts HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: */*

Content-Length: 12

Content-Type: application/x-www-form-urlencoded

LERT:
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FIHFRE IETEIR TR

HTTP/1.1 201 Created

Date: Mon, 27 Mar 2017 22:16:38 GMT
X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: user/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: plain/text; charset=utf-8
Transfer-Encoding: chunked

default
sharel
share2
fs1
luni

SIHFR B IEE BT THVIZS

FIfER LT e < 5P IETE B TRIBIAS,

RAFRUEENILEFRAEE LHEISENMAE, FRAF REEEMIRE SRR

7

BXHARSHNELZER, 158 (Oracle ZFS Storage Appliance EI2gF, &KIThR

0S8.8.x) HH “FMA CLI flA&HmE T,
BRI

$ curl -kv --user root:pw https://hostname:215/api/workflow/v1l/scripts

GET /api/workflow/v1l/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
User-Agent: curl/7.45.0

Accept: */*

LERT:

HTTP/1.1 200 OK

Date: Mon, 27 Mar 2017 22:41:06 GMT
Content-Length: 96

X-Zfssa-Workflow-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"scripts": [
{
"time": 4,
"href": "/api/workflow/v1l/scripts/1",
"user": "root",
"script": "1"
H
{
"time": 39,
"href": "/api/workflow/v1l/scripts/9",
"user": "root",
"script": "9"
}

TERMMAE<S
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EIMERRIEEIETRMZA

EHTERRE EEIEITHRIZS
RAF I BRSSP A EAEET. B EHEIRENME, IHRAM REEREE
5|5 & DN ETEEATHOMA,

BXHEEENEZEE, 152N (Oracle ZFS Storage Appliance BEIE$5F, &1ThR
0S8.8.x) Ry “fEM CLI A4S A"

BRI
$ curl -kv -H "Accept: text/plain" --user root:pw \

https://hostname:215/api/workflow/v1/scripts/9

GET /api/workflow/v1/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: text/plain

LRI
{
"test2": {,

"str": "this is a string",
"bool": "True",
"posint": 994,
"int": 1123,
"address": "",
"host": "192.0.2.0",
"hostname": "example.com",
"color": "red",
"languages": "latin",
"size": "red",

"onoff": "off",
"number": 0,

"stringlist": "this is another string",
"emptystringlist": "this is another string",
"yetanotherstr": "You can't change me",
"emptystr": "Any string",

"password": "password",

"longpassword": "longpassword",

"permissions": "@22",

"nonnegativeint": 42,

"port": 21,

"time": "Thu Jan 01 1970 15:22:30 GMT+0000 (UTC)",
"date": "Sun Jun 17 2007 00:00:00 GMT+0000 (UTC)",
"datetime": "Sun Jun 17 2007 15:22:00 GMT+0000 (UTC)",
"hostport": "ipaddr-1",

"dn": "uid=root, ou=people, dc=fishpong, dc=com",
"commalist": "foo,bar"

}

"utask": []
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FLEEEEITHIMIZ

(FIEIETEIETTRIRNZS

RAFETUMBRFIE EEEITH. ELBENSENMAE, FRAF ReEnRMRRES
CHIETEIBTTRIMIAS,

BXMARENESEE, 158 (Oracle ZFS Storage Appliance EIEFEF, K1THR
0S8.8.x) HH) “EMA CLI flA&HmE TR,

BRI

$ curl -kv -X DELETE --user root:lia \
https://hostname:215/api/workflow/v1/scripts/9

DELETE /api/workflow/vl/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luZyE=
User-Agent: curl/7.45.0

Accept: */*

R

HTTP/1.1 204 No Content

Date: Mon, 27 Mar 2017 22:59:12 GMT
Content-Length: ©

X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: build/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8
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f2fa HTTP FF MR B{E RESTful EFHl. BEEZIR URL RN, BIfE BUI
A]iR[E] RESTful API GET 455, Mozilla Firefox BRE T Al R AT 2 H RESTful i&K
B9 RESTful ZF H#E3R (https://addons.mozilla.org/en-us/firefox/addon/
restclient/)o LEIRIRAIF puT. POST F DELETE iR UK IEFEHI HTTP GET 5K,

RESTful EFHABEERA TLS i), EAFREZHEF SSLv2/3 hile Curl P M4 B
curl k7 7.34.0 {EERRAS,

AT EEBXEM RESTUl EFHINEZFHES.

Curl Rest ZF#

Curl EFPVIATER curl hRZs 7.34.0 Sk EERE, FNEBANETF CLIR HTTP BF
M7 wget Fl curle ARBNEBT ZMEMA curl 1T RESTful API ARG, LKA
fEF wget SEILBYSEATHEE,

IREN R IR R

e B R aNMRIfsE AR I8 AY HTTP GET 7ESRRIRENFLE JSON 4z

$ curl --user ${USER}:${PASSWORD} -k \
-i https://hostname:215/api/storage/vi/pools/p1l

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2018 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

"pool": {
"profile": "mirror",
"name": "pi",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,
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"used": 31696384.0

1

"peer": "0OOOOOOOO-0000-0000-0000-000000000000",
"state": "online",

"owner": "admini",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

BB AR

R BRI IR R AIX JSON HIE U CIZMFER:

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfs-storage.example.com:215/api/user/v1l/users <<JSON

> {"logname": "rest_user",

> "fullname": "REST User",

> "initial_password": "password"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2018 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

{
"user": {

"logname": "rest_user",

"fullname": "REST User",

"initial password": "password",

"require_annotation": false,

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"roles": ["basic"],

"exceptions": {},

"preferences": {
"href": "/api/user/vl1l/users/adminl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": {}

BEMBRIR

Lt REHERL R PRI =IEERY

$ curl --user adminil:password -3 -s -k -i -X PUT \
-H "Content-Type: application/json" -d @- \
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https://zfs-storage.example.com:215/api/appliance/v1/users/adminl/preferences
<<JSON

> {"session_timeout":60}

> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2018 05:43:17 GMT
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

{
"preferences": {
"href": "appliance/vl/users/adminl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 60,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": {}
}
}

HiEFI B H iR

teen 3 A MR G RMIER:

$ curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE \
https://zfs-storage.example.com:215/api/appliance/v1/users/admini

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2018 13:21:11 GMT

Server: WSGIServer/0.1 Python/2.6.4

X-Zfs-Sa-Appliance-Api: 1.0

Content-Length: ©

Python RESTful Z 1l

mmeEHMAHEFM%WT—¢RmTMﬁE,ﬂW%Rmﬁm%%mwﬁF

o

RESTful EF WMZFE R

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")
>>> request.add_header("X-Auth-User", "rest_user")

>>> request.add_header ("X-Auth-Key", "password")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201

>>> info = response.info()
>>>
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opener = urllib2.build_opener (urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'application/json')]

PAfS, BILAGER opener FTHARL BTN H & IF R IX/AZUR ISON BUERIEK,

KEVA R
fEFLLT Python fXEE AT LAMAESA] RESTful APT ZRIRIRENEIE,

GET =1

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/network/v1/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
{
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href":
"/api/network/v1l/routes/ixgbe0, ipaddr-0, ipaddr-1",
"interface": "ixgbe0",
"mask": 0,
"type": "static"
}
1
}

BIERR

ATV ZHIRAY Python RFIAES:

>>> action = {'category': 'network'}

>>> post_data = json.dumps(action)

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1/actions",
post_data)

>>> request.add_header('Content-Type', 'application/json')

>>> response = opener.open(request)

>>> response.getcode()

201

>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
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"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

IZERIR

AT BB ZHIRR Python R IAET:

>>>
>>>

put_data = '{"ip_address_conflict_resolved": false}'

request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1l/

actions/actions-001", put_data)

>>>
>>>

>>>
>>>
202
>>>
>>>

{

request.add_header('Content-Type', 'application/json')
request.get_method = lambda: 'PUT'

response = opener.open(request)
response.getcode()

body = json.loads(response.read())
print json.dumps(body, sort_keys=True, indent=4)

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,

"href":
"/api/alert/vl/actions/actions-001",
"ip_address_conflict": true,
"ip_address_conflict_resolved": false,
"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":

RESTful &F#1
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true

HERILE FR

FAFMFRIRAE ZIRAY Python RGFIFLED:

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/vi/actions/
actions-001")

>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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