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X-Auth-Session: qYftpufrrTx1DztkMhllLoyTfSDUSIR
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X[st
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28 M sisg

1 OfL|@: 3= BT up MH|AT Ml Sl HFO0| UK|SHK| gk& Lt
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2.1 Of: 3= 3 & A ghat Mu|ATF A3 Fol H{Fo| X[t

2.2 OfL|@: & T2 LX[SHA|2H & HT2 MH|ATF M3 Zol T 2| iL|Ct

CtE S5 EE HE0 tisi M= AMH[A API T HAO| R R3HX| 4&LICH O{E2t0|HA

HHz Sl A2 A8 Jtstt S5 YEE 2HSh= O AFZE|0fof RHL|CH ot of2{et S5

HE HIAMY2 CLI L BUIO| B =1 31T O{S2t0|AA QAR A 7|52 HAIRLICE

» O S5 YEE MAHSHK| = M £3 S5 FEYLICL
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» J|E MH|A0M - S HAELICL
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2= MH|A APIO| 22| K| gt= HEAZO| UAS T S7HEILICE

O{E2I0|AHA AT EQ0Q L ZZ|A S| X| b= HM HAAZO| ZohE £ JASL
Ct. =2 YHI0|E St X|™HEl MH|A Q] 0I7H HHO| JALE S & JYELICH 2
X HE D0 ot HxH HHS| o{S2H0|HA APIF 2HH HTTP SICIE Eg

X-Zfssa-Nas-Api: 1.1

(]

RESTful API A{H|A HA 2.0

0| HollAl= RESTful APl A{H|A H{F 29} RESTful APl AH|A H{ZF 1 7t9| X}0|of| CHal A
HetrL|Ct,

1 22} RESTful API HH 12 SA|0| ALEE £ QO £ MHAMO| LIHX]|
Ol 0| E E{ELICH @ URIC| MH|A HE EE(v1 EEE v2)2 Sl AR
°+ REST API tH ME MEigh & JASLICE

ASYE Jts 3

RESTful APl HH™ 2 %F
2t EE M- Q36| Cls

RESTful APl H™ 1 &2 A3E!

E Jts 28 utetsts ARt WX| T Shab shaksts 22
OHglL|CH ol E E0, RESTfuI API tH ™ 12 H™A| JavaScript Mt HAIOZ Eup AlZH EXt
S tetsty|E S, 1ISO 8601 Mt A|ZH HAIOZ it A2t Exr“‘% BretsEy| e gL ct
RESTful APl HH 2= &4 SO 8601 Mt A|ZH HAIO 2 Uit A|ZF EXME S whatphL|Ct

Ef% 01|01|k| GET /api/system/vi1/updates Ef%"% Jlt_'lx‘” JavaScript ul‘ APLI' "2"3 IQE Iérul' A|
2F 2XE S BESSE ) GeT /api/system/v2/updates 2 1SO 8601 LMt A|ZF HAIO 2 Lk
A7t EXtE S ghErstL|Ct.
GET /api/system/vi/updates
"updates": [{
"status": "previous",

"href": "/api/system/v1/updates/ak-nas@2013.06.05.4.0,1-1.7",
"release_date": "Fri May 01 2015 20:13:00 GMT+0000 (UTC)",
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RESTful APl AM{H|A H{H 2.0

"install date": "Tue Nov 15 2016 01:01:07 GMT+0000 (UTC)",
"version": "2013.06.05.4.0,1-1.7",
"date": "Fri May 01 2015 20:13:00 GMT+0000 (UTC)"

1

GET /api/system/v2/updates

"updates": [{
"status": "previous",
"href": "/api/system/v2/updates/ak-nas@2013.06.05.4.0,1-1.7",
"release_date": "2015-05-01T20:13:00Z",
"install date": "2016-11-15T01:01:07Z",
"version": "2013.06.05.4.0,1-1.7",
"date": "2015-05-01T20:13:00Z"
H
}
olale| ZF
RESTful API T 1 X2 S5 FEof °"A1IA6PE A
E U2 Hretshy| E SfLICh RESTful API T 2 & 8 %E
20| Y2tEl S gretetct.
Che dloiM= 2= S8 ZHYH0| LIEE M nax_bandwidth 5 HE 2| Zt0|
GET /api/storage/vi/replication/actions
"actions": [{
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",
"max_bandwidth": -1,
3]
}
olo Ho

SN 0| stLot X HEH 7|2
0] 0O 2 Htz}

ol HEE K|

LS T

ELICt
GET /api/storage/vi/replication/actions/71b1b8b9-9¢c57-c969-aab9-f96d5f4e5d54

"action": {
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": 0,

}
}
RESTful API T 2 X112 S5 FH 2ol MM AsH= 2alof 24A|210] &4
Ofl choll S et gt vretetL|Ct
GET /api/storage/v2/replication/actions
"actions": [{
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,

18 Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&

—roﬂE max_bandwidth



Ut RESTful &

3
}

GET /api/storage/v2/replication/actions/71b1b8b9-9¢57-c969-aab9-f96d5f4e5d54

"action": {
"id": "71b1b8b9-9c57-c969-aab9-f96d5f4e5d54",

"max_bandwidth": -1,

Qldt RESTful ¢

Oracle ZFS 2 E2|X| 0{Z2}0|A

CHS E= XIHE 2|AA0 st 28 RESTful Y S 20 ELICt.
H1 Qldt RESTful 2Hd
ok 3= g
GET resources E 2|AAE LigEEL Tt
GET resources/name MEHEl 2| AAE MHSH= JSON M| E 7N SL
Ct.
POST resources M 2| AAE BHSLICH
PUT resources/name MEHEl 2| AAE SHBIL|CL
DELETE resources/name MEHEl 2| AAE APF[ELICE
HTTP S 22
o H T'_'
2E 3% HI0|E&= RFC 462701 2|8 Mol El CHE JSON HAICE QIFYEIL|CH HEE X|
x+5|x| Of= St CHQl B|AAO|| CHSE HE 2 Z|AA 0|22 SE HEHE AIRS= ©hel JSON
21t 7—'1*1% HratstL|Ct 2 HE AMOAM= 0] JSON Zot Ao etetel SE HH 0|2
=AstetL|Ct
Hr 2 MESHK| o= o BHE7|(posT) X ™ (put) BHS BHEH Tl 2|AA = 2HE 2D
AS| SE HHEE HIEHSIL|CH LHE2 cer RHO| 2ol HHetEl Zfat 2 X|sHoF ghL|Ct,
220
{
"resource_name": {
"href": "path/to/this/resource",
"property_01": "value_01",
"property_02": "value_01
}
}
UL GET BHR2 2|aA ZSES gtetgtL|Ct,
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https://tools.ietf.org/html/rfc4627.html

HTTP S& sl

{
"resource_list_name": [
"href": "path/to/resource_01",
"property_01": "value_01"
Ao
"href": "path/to/resource_02",
"property_02", "value_02"
1
}

7 - O] ZAOINE= BZol BCf 17| 270 SrS7] 9/of 2/81 7] A B Z71510] HA0[ X
AE JSON #Ht ZTHE Bof FLICH AR E22 0| YAIS Teetx| ALict,

HTTP SH dlH

CIOIEIZ TAsHs BE 0jZ20]21A AJH|A B2 JSON HIOJE| HAS ASsHn CH2 6
of 32 R2 FLC,

Accept: application/json
Content-Type: application/json

SHdltoll= Ch3 Y27t ZEELIC

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

=E 29| 2 HI0|E{7t CHA| MEE[T] Hofl= LI Z0|E & %= YIELITE LHE ZOo[Jt H|
SEIX| b= 2 20| E= EOFHA| 8 222 A HHetEl 2= HI0|E E 210{0F S

Ct.

29| oi7H

-

AL 9HO uteiE||Lt S| HlO[EIS MEfE Ho| ofHA(NHAT)E AIBY £ U
}.

=2 =
LICE o] Ho M= = 0]&9| 2|aA || AL JHset Ho| 0iiH~S EASRILICE 3l
I.

2|aAet BAEl Mol D7fEi4 U o] HojlA M E|S Ho| ojfHso] SHst 8k 2t 2]
Aro| HHHE HESHIAIR.

H2 LUk Zo| Df7HH 4
7Rt 29
props=true 2|4 A0 et S5 FE HEIHI0IE S LIgRLIt 7|22
false%’ l-ll:l'.
start=index XPgE._I M?_l' o|:'<'5_ E= jﬁHxﬂ ID 'IT:"loﬂ Hn_l'g'ag 7|'Ior QEHEJ E1|0|E1 &
= Z4NE X|Fect
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el o4

O 4 g

ends=index XIFE AlZHO|H = 2K 1D 2tof Behet 2|4 H|0|E = 2K
2 xzect

Limit=n n7li o|ste| S = R4S HreteiL|Ct,

depth=n gietE GO o MREE 2 eS XIFeLIct

match_property-name=value X'%‘E._I ZIQI IPE,‘EJ %% E‘Eﬂ' S\’AE %% 7—“‘"% tﬂ'ﬁ._}gl—l I:l'-

Eo| off7HtH=~: props

props 2| I7fH,= S5 FE HIEIC|O|E 2t2 EFSLICE o[BS HASHHLE M H|O|E
£ DS TRI0) M props=trueS ALBSHH S2 A 2 BIEG|O|E{ 7} EA|E| T KHelo] Se|x]
ASLICH 0|2 S8l 2[AA X = MMol| 80 x| HI0|E gt2 EAIZ + USLICH
'3 SE Y HEIH|O|E] gt
EER T R
name %% xC-!E Ol%
label S5 e MY
immutable %E @E% #’gg -JF gi%% LfEI'LHE %EH:
type SE HE Q¥(0f: String, Integer, Boolean £ ChooseOne)
choices %7"% %% %‘Egl ?34‘?‘ AI'% 7}%5;_} a HHOE=|
N | A .
Z1o| Oj7HH %=: start
start A2| D7 H= K| QIEIA HS = A|ZFY = JASLICH
n ST QIEAT MENSE ZHK| I X|HEl ZHA|7F SHS0R = PHSO{ T JHE Qe El K| E X
oot 252 dtete A QlelA M 5 X ™ efL|C
w JHE Q2fE AN e XFE AlZE EE O 0|R0] BHE0 R H|oE 558 Hete UTC
AZtE X|HeLICh L8 BAAE stare HO| Of7HHS0f| CHot A[ZF 242 KIRSHK| Sb&L
Ct
AlZh 242 CHS BOf| LIEH HAIQl UTC A[ZHCE HA|E|0{OF BfL|C.
MH|A HH AlZ2E 4 Al 2t oll
vl %E %Y%M%AT%H : %M : %SZ 20200723T14:11:49
v2 704§ %Y -%Mm-%dT%H : %M : %SZ 2020-07-23T14:11:49Z

start O| O7HHE AMESH= Of

rir
ful
mjo
u
fjo

HESHINL,
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o] o4

22

= “G|0|E| ME H|O|E] 7} 7| [73]
- uElEI.OIZ HHO-I |_|-O=|" []_]_2]

n ST QUEATL MENSE ZHA| 9 X|™E AT} OF
= SE2 dietst 24| ol™A HS E X|™etL|Ct

n E|M K £= X|EHE A[ZHEE T 0|™0| THEO{T H|o|E SES giatgt UTC A2+
X[ &gt ct.
A ZE 22 oy -sim-sdoh M %5z HAIQ| UTC A2t 2 HA|E|O{OF BFL|C}

ena 0| D4 AL 0= “Z2HE W LI [112]8 HESHINL.

limit 2O| D7 H 4= gretst |t 4 +8 X[FeLC}

start@ endE X|YEX| Y2 HLR 1imit=n2 7}E 22 n7 245 HreteiL|CH

Ho| i7" == depth

depth EO| DN H = HHEtEl 2[AA S 20| et MEFE &S X|YYLICH depth 240
242 of2f BOMeF 20| HEHE: f Cf Bo| gretEL|ct,

depth 2t SR dretels HE

depth=0 i59| %% EE gtl II'&! Q’%gl 0|§

depth=1 TEo SE HE, XA §F2 0|8 U SE HE, 2%t A4l &=9| 0|8

depth=2 LEo S5 HE, XAl 259 0|F % S5 FE, 24t XtA FZ0] ot depth=0 EH

Z - depth HO| OY7HHAE /apiziog/vii 23S B8 2EIE LIESHL} /apisstorage/vii|2} S
E8 E, TZHE MY A|AEI L= | UNS LIESH= O AHRE 4~ SELICH

O D7t deptnE STH ALEAL SZ0f THEE 27 of:

GET /api/user/v1/users?depth=2 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root
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el o4

X-Auth-Key: password-xxx

B o

ZHEFS| LIEHLH 2| 23l =7 ALERt= =FEILICE

00

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

"users": [

{

"name": "root",
H
{
"name": "firstlast",
"properties": {
"logname": "firstlast",
"type": "directory",
"uid": uid,
"fullname": "First Last",
"require_annotation": false,
"roles": [
"basic"
1,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard"
H
"children": [
{
"name": "exceptions",
"properties": {3},
"children": [],

"list": [
{
"name": "auth-000",
"properties": {
"scope": "ad"
: ’
"name": "*",

"allow_domain": true,
"allow_workgroup": false
H
"children": [],
"list": []

"name": "auth-001",

"properties": {
"scope": "alert",
"allow_configure": true,
"allow_post": true

}

"children": [],

"list": []

1
i
{
"name": "preferences",
"properties": {
"locale": "C",
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O{E2t0[AA 2F

"login_screen": "configuration/preferences",
"session_timeout": 15,
"cli_idle_timeout": "infinite",
"advanced_analytics": false
}
"children": [
{
"name": "keys",
"properties": {3},
"children": [],
"list": []

"name": "tokens",
"properties": {3},
"children": [],
"list": []
}
1,
"list": []
}
1,
"list": [1,
"href": "/api/user/vl/users/firstlast"
H
{
}
1
}

Zlo| oj7{tH4=: match

>
2}
0
on
I
Yl
HT
o
ol
=
o
rr
u
B>
|>
Jo
I

matchproperty-name=value le DH7Hﬁ-¢-E I|7§|5,_| ﬂg
S dreteti|ct,

CHE OIOIM = kiosk_mode S5 HEL| 20| true?l AHEX S5 2 HietetL|Ct

match_kiosk_mode=true

EI‘% 0:”0““5 roles %% EIE—OJ a{oﬂ super7|' EEPELT'_ require_annotation %% EEQJ a,t0|
true@l ALBX} B2 BHEHEILICE

o T B — R Wy )

match_roles="'*super*'&match_require_annotation=true

Z= - match_property-name=value §9| DH7HE¢E /api/log/v{1|2}% %611 2IE |—-|'°EE'-5|‘7‘| |—-|' /api/
storage/v{llZ}% oaH %, EE&!E, ]Il'oel Alﬁlﬂ EEE LUN% L|-°E“"6|-E E'” Al'g'g 4\‘ Eiﬁl—l
Ct.

o{Zz}o|A @

F

=\l

CtS 22 SH HOo|ZEL &7 LR E LIEIL = HTTP AEf ZEE gtetetL|Ct,

rir
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fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',

code: 500
}
}
24 QHt = AL

o= ac My

ERR_INVALID_ARG 400 ERE AU olxL|t

ERR_UNKNOWN_ARG 400 HMe|=|X] b2 7 LdH oLt

ERR_MISSING_ARG 400 T Y 27t FHEJASLICL

ERR_UNAUTHORIZED 401 O] AFEXIOAl= S MY & U= Hoto] o
SLIch

ERR_DENIED 403 40| HRE[JELICH

ERR_STATE_CHANGED A AR MENTH SERILICH

ERR_NOT_FOUND 404 SHESTES M > glsLct

ERR_OBJECT_EXISTS 409 2Ho0| o|o| EXct= ZA|IE SHSLICH

ERR_CONFIRM_REQUIRED 409 RHE ARSI 2confirm=true 22| DH7HHST}
LeptL|ch

ERR_OVER_LIMIT 413 U™ 2BO| HF AHM XMl 2 glELCH

ERR_UNSUPPORTED_MEDIA 415 SHE oiH ROl @FM XY =X &L|Ct

ERR_NOT_IMPLEMENTED 501 Erfo| o E[X| Qb&LICh

ERR_BUSY 503 JHFJEI 2|AAR Ol MH[AE AMEE £ gL
C|

Edl {E2t0|HA HN AN LR SSL/TLS TEE

MOZ SSL/TLS TZEZ A TLSv1.1, TLSvL. 2 L ﬁﬂ.JE_l k=] s*am M MJéﬁEI

o|'|'|I T

PUT /api/service/vil/services/https HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json
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{ "tls_version": ["TLSv1.0", "TLSv1.1", "TLSvi.2"] }
OIF| ZIHZHErSH MBS 9IoH B2H0| W)

HTTP/1.1 202 Accepted

Content-Length: 1265

X-Zfssa-Service-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

"service": {
"href": "/api/service/vl/services/https",
"<status>": "online",
"tls_version": "TLSvl TLSv1.1 TLSv1.2",

"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:

3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-RSA-DES-CBC3-SHA:

DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"

}
}

TLSv1.02t AFEBO 2 MAGIHM ciphers 55 HEE

St 2E0Z AFYLICH

OlH| R (et HHS I8 £0| YatE):

PUT /api/service/v1/services/https HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

"tls_version": ["TLSv1.0"]

"ciphers" : ["SRP-DSS-AES-256-CBC-SHA", "SRP-RSA-AES-256-CBC-SHA",

"EDH-RSA-DES-CBC3-SHA", "EDH-DSS-DES-CBC3-SHA", "DH-RSA-DES-CBC3-SHA",

SHA",
"DES-CBC3-SHA"]

}

Ol M| Zah(ztthet MHE 2o Z20| ‘HekE):

HTTP/1.1 202 Accepted

Content-Length: 809

X-Zfssa-Service-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

TLSv1.00] CHOH A 2E ALS 7hsTh 2t

"SRP-AES-256-CBC-SHA",

"DH-DSS-DES-CBC3-

3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-SHA:DH-

{
"service": {
"href": "/api/service/vl/services/https",
"<status>": "online", "tls_version": "TLSv1",
"ciphers": "SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-SHA:
RSA-DES-CBC3-SHA:DH-DSS-DES-CBC3-SHA:DES-CBC3-SHA"
}
}

- RESTful API &£ BUI AF20| AHEHE|X| QS Sl2{H Q2+
I|7,§,|O| giE -ﬂ' tls_version Et ciphers s% IC;IEOH EH_ﬂ' 7| — *E”g%

AR AME S 27 £
QEIBHIAIR.




oo
fot
Iz

o}
0%

2tS RESTful API= changeproperties T oH0| 20| &l ALEXIF ZE 22 AFEXH0]| CHal @F
T SEY A E 4EY o+ UA SiFLICH AFEXF M 20{0 Ciot XtAMISH LHE 2 RESTHu
APl gt AMH| A [249]% ’é. SHUAIR.

2T QFAYR2 2E MEX Y2 E HEY W HEELILE 7| 2= L= & HEA
oo gets x| gLt

GET /api/setting/v2/password HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

ool

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 17:07:39 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 196

{
"complexity": {
"href": "/api/setting/v2/password",
"passlength": 8,
"min_letters": O,
"min_upper": 0,
"min_lower": 0O,
"min_digit": o,
"min_punctuation": 0,
"max_repeats": 0,
"namecheck": true
}
}

olz{gt S2 M0 it MH2 “Password Complexity Properties” in Oracle ZFS
Storage Appliance Administration Guide, Release 0S8.8. xS & ZEdIMA|IL.

CH2 Oldl= tHEXL AZXL X 28 22 ZXHE 2[4 St 0|4 275t E 4= A2
E%‘Ql—l I:|'. A|'| min_upper Eé min_lower ﬂ'% 1-5|'EE min_letters ZI% ?=,'|E||O|E'6'HO

oot
o

28 o
PUT /api/setting/v2/password HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

{"min_letters": 2, "min_upper": 1, "min_lower": 1, "min_digit": 1, "min_punctuation": 1}

oo
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oo
fot
Iz

2}
0%

HTTP/1.1 202 Accepted

Date: Fri, 14 May 2021 17:38:40 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 196

"complexity": {
"href": "/api/setting/v2/password",
"passlength": 8,
"min_letters": 2,
"min_upper": 1,
"min_lower": 1,
"min_digit": 1,
"min_punctuation": 1,
"max_repeats": 0,
"namecheck": true
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RESTful AP| &

MH|A M| A= Oracle ZFS AEZ|X| ({Z210|HA L] BE RESTful API MH|AO| CHSE A
ZHAULICE O MH|AE AR X SHE QIBsH HAE U ANA X|HE Zetst AL
JHs$t RESTful APl AMH|AS LIFSH= O AL ELICEH

MH| A AN A

MH| A0 HMASHAH CHZ URL B SHLIE AFESHYAIL.

B http://hostname:215/api/access/v2

B http://hostname:215/api/access/v1l
CHE MH|A0] UM A2 H HMA MH|AE AFESI 215H0 AL 7Hsoh AH[A2| 9|

K| S TS 7HN 2 T BHetEl URIE AFE5H0 0|28t AH| 200 HAM[ABILICE AH[A 2|
= oxf o{E2t0|HA Y = A Y-S J|ECE HEE £ JUELICL

S5 MH|A MM A HFY
24 a2 og
GET lapilaccess/v{1|2} RESTful APl MH|A HNA XIS LigetL|C
POST lapilaccess/v{1|2} HIXI&™ 230 EZS ThELICH
DELETE lapi/access/v{1|2} H:ﬂ%’ﬁ. 2391 EZE Z012%H & AbK|BiL|
C
MH|A LIE

list services BH2 A2 7Hs8h MH|A BN A URIE LIZRIL|CEH 2321 M S 2ISHK|
= B2 list services BE S Metot XtH ZSHI SH AHESHH AHE 7HS T AH[A SHAA
URIE LIEE £ JELICE O

=]
HH2 s {Z2I0|HAM A &~ = 2E RESTHuU
API AH|A BI T Z L}

ne
o
C—

- o:
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MH[A ZF

18]

Lt

GET /api/access/v1l HTTP/1.1

Host: zfs-storage.example.com:215
X-Auth-User: adminil

X-Auth-Key: password

21t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

"services": [

{

"version": "1.1",

"name": "hardware",

"uri": "https://hostname:215/api/hardware/v1"
H
{

"version": "1.0",

"name": "san",

"uri": "https://hostname:215/api/san/v1"
H
{

"version": "1.0",

"name": "network",

"uri": "https://hostname:215/api/network/v1i"
}

[}

MH|A Y LHE

O] B2 XIFE MH|A0| ALS TH5 Bt
B2 XIFE MHIAS| 2|AX0 TSt HEES dreiz]
MRA0 0] ZAL U 74 THs e 2247} EHEIL

0.0l Y2 T EZS MEYLICL 15 E2"[31]2 HZES

GET /api/hardware/v1l HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwWPOD]

23t of|. ZHFs| LIEHLHZ| 2l8l o] &2 thR 2 WEFELICH

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

"service": {
"methods": [

"path": "",
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"href": "/api/hardware/v1i",
"request": "GET",

"description": "List the hardware service commands."
i
{
"path": "/cluster",
"href": "/api/hardware/v1l/cluster",
"request": "GET",
"description": "Get cluster properties and cluster resource list"
i
{
"path": "/cluster/resources/<resource:path>",
"href": "/api/hardware/vl/cluster/resources/<resource:path>",
"request": "GET",
"description": "Get properties for the specified cluster resource"
i
{
"path": "/cluster/resources/<resource:path>",
"href": "/api/hardware/vl/cluster/resources/<resource:path>",
"request": "PUT",
"description": "Modify the specified cluster resource"
i
{
"path": "/chassis",
"href": "/api/hardware/vl/chassis",
"request": "GET",
"description": "List hardware chassis"
}
1,
"version": "1.1",
"name": "hardware",

"uri": "https://hostname:215/api/hardware/v1i"

PosT QA2 TABI0] AN|A MBI A0|M BIRISH 2101 E22 HALICE O] HIKAH 22
ol E22 J|EF DE MHIATHID XHH BHOZ ALBE 4 ASLICE HIXAH 200l 22
AFBRES] MM A7t Tt S2 RO o) SFE Azt RastEL 7|2
S O 152 LICh peiere RHS HIXISH 2191 E2S 20128 F 2ROt o AS
2 4 B

O| HIX[&X 2001 EEL2 0|H Q15 MM IDLt SSTLICH RESTful API HHH 22} RESTful
API A 10| A 2= X[ EL|CE Ol= ID7} 2HEO{X| 11 22{AH I[0] Zt0| S7|2tx|X| =
S AE LEQ} 20| QUSL|CH

A8XHe RESTful APIO]| HM|ASH= O Ze?t X&X EZS U UAELICE X&™ E
2 9HS7]= RESTful API H{H 2 0| &0f| AT X EL|Ct. |$Js, E32 23| AH I Ztoj|
S7|etE[ B2 StLto] 2 AH 20N HS0{H A Er SE{AH Lo SM5h= O AL
E £ USLICH RESTful API AFX} AH|A [235]5 EZXSHYA|2.

=
==}
[—
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riu

32

HIX|EH 220 E2 4H57]

rosT RE2 MER H|X[&H 2 .83 Al HTTP HEll 2010| At 7ts

[
ro
Hm
rr riu
o
° [0
oxt
ot
r
iul

ot RESTful APl MH|A 2EE£2 T otst= T S8 MH access?t Y= JSON K| 2F BHH| Bt
SHEIL|CH MBI S 2 HEQl hane2 E29| 0|E8 MHESIE O AFRE 4= JSLICE

HE7] 2F of:

POST /api/access/v2 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password-xxx

Bt QE2 HTTP A€l 201(Created)zt BH X-Auth-Session HTTP 8| E Elf H|X|Z

o
§ 20l E2g HELITL S 222 0| 210/2 S AHAY 2 Y MH|A 222

Xy
ZBrBiLICh,

HTTP/1.1 201 Created

X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwPOD]
X-Auth-Name: REST-YGO20Rod

Content-Type: application/json

Content-Length: 378

X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
H
}
}

HIX|&X 273921 EE 27012 9 AHH|

H|| Y= peLetes HIX|EH 2301 E

riu
HU
|
o
+0
i)
40
fot
ﬁﬁ
0)
0%
mjo
rd
o
ot
-
ll

2302 8 o

DELETE /api/access/v2 HTTP/1.1
X-Auth-Session: puPnHZKgSrumXqYzOwFCrGcLOGwPOD]

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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RESTful APIS AFZ3IH CSR(UZM ME 8), A|AH- = ME[F = A= AR AS

M, CARIZ 7|2 ABME Heled =

CHE HEO|M request= CSR2| wid0| 1 certificate= AAH L= M| 4= Qs ALK} QI

SM E= CA AS M| widYL L.

H6 ASM =
k) A2 Japilsetting/v{1]2}0ll 27} Ay
GET [certificates/system/template HlZ2|E CSRE gtetgtL|Ct
C

POST [certificates/system

GET [certificates/system/request X|HE CSRe S8 FHE LIEYLIC
PEM HA|OZ CSRE ghetgtL|Ct

GET [certificates/system DE ANAHIQIZSM B @M SE FHE LIFLIC

PUT [certificates/system 7|2 NAH B MO 2t dAELIC

GET [certificates/system/certificate K™E A AR QBN SE HEE LIELL|Ct
PEM HAIOE QIZAME whetptL|Ct

DELETE | /certificates/system/certificate K-EE AAE QBN E ArK|EL|CH

GET [certificates/trusted DE ME[E > A= ABM SE FEE LiFSL|Ct

POST | /certificates/trusted M AZE 2 A IBME AZREFLICH

GET [certificates/trusted/certificate X:’SE.J MElg  AE QBN S8 HEE LIgEL
C
PEM HA|Q 2 QIZAME HhtetL|Ct

PUT [certificates/trusted/certificate KHE M2 & A= ABMY services 55 HE US
MFBLCE

DELETE | /certificates/trusted/certificate KHE M2 5 A= ABME MHELICH
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[t QA SAEQ Qs DE A|AH QIZMO| S22 MEQ} gefauit S2 MEO| 22 Lt
gLt
28 :

GET /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

Z1t o
CHS GllMol M AHM QIS ME At MME J7|Z= IS MYUL|ICHEZMHQ! EE= 1P T4 7|Hh, &
I QIS M= ASN(O{Z2H0|HA LA HZ) YUIDE 7|HIQZ SH= RHs MM EI QIS ML

Ct.

O] 212 BOM default 55 FEO| 22 A|AH 7|2 ASMIF XS 2 MEE HE HO]
EL|C}
= .

HTTP/1.1 200 OK

Date: Sat, 08 May 2021 00:37:21 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 1975

"certificates": [

{
"uuid": "system-certl-uuid",
"type': "cert"
"datan '
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "CA"
i
{
"localityName": "Exampleton"
i
{
"organizationName": "Example Corp, Inc"
i
{
"commonName": "alice.example.com"
}
1
"issuer": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
"localityName": "Trustville"
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{
"organizationName": "Totally Trustworthy Certificates, Inc"
H
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "64",
"validity": {
"notBefore": "20210520T21:08:27",
"notAfter": "20220520T21:08:27"
H

"extensions": {
"basicConstraints": {

"value": [
"CA": false
}
1
}
"subjectKeyIdentifier": {
"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
}
"subjectAltName": {
"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-certl-uuid"
i
{
"uuid": "system-cert2-uuid",

"type": "cert"
: ’
"asn": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275",

"data":
"subject": [
{
"commonName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1,
"issuer": [
{
"commonName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1,
"serialNumber": "59:8A:73:7B:00:00:00:07",
"validity": {

"notBefore": "20060215T18:00:00",

QIBA 2| 35



QIEM LIE
"notAfter": "20380119T03:14:07"
}
"extensions": {
"nsComment": {
"value": "Automatically generated"
}
"subjectAltName": {
"critical": true,
"value": [
"DirName": "8bf7f9bc-8b3a-4064-e59f-bf09e3dba275"
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-cert2-uuid"
}
1,
"default": "auto"
}
L2 22 X[™HE trusted-certl-uuid M2 = A= QIEM S5 EE LIFgLICH
28 :
GET /api/setting/v2/certificates/trusted/trusted-certl-uuid HTTP/1.1
Host: alice.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json
Z3t o
HTTP/1.1 200 OK
Date: Sat, 08 May 2021 00:37:57 GMT
Content-Length: 984
Content-Type: application/json; charset=utf-8
X-Zfssa-Setting-Api: 2.0
X-Zfssa-Api-Version: 2.0
"certificate": {
"uuid": "trusted-certl-uuid",
"type": "cert_ca",
"data": {
"subject": [
{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates, Inc"
i
{
"commonName": "Most Trusted Certificate"
}
1,
"issuer": [
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{
"countryName": "US"
i
{
"stateOrProvinceName": "AK"
i
{
"localityName": "Trustville"
i
{
"organizationName": "Totally Trustworthy Certificates, Inc"
i
{
"commonName": "Most Trusted Certificate"
}
1,
"serialNumber": "83:F7:79:02:5F:44:4D:60",
"validity": {
"notBefore": "20210316T17:28:37",
"notAfter": "20210415T17:28:37"
}

"extensions": {
"subjectKeyIdentifier": {

"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
3
"basicConstraints": {
"value": [
"CA": true
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"services": [
"Idap",
"cloud"
1,
"href": "/api/setting/v2/certificates/trusted/trusted-certl-uuid"

[

PEM A0 QIS NS werstL|ct

- =
PEM 4|02 QIZEME tet
application/pkix-cert
application/x-x509-ca-cert

application/x-x509-user-cert
application/x-pem-file
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GET /api/setting/v2/certificates/system/system-certl-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: application/x-pem-file

21t of:

HTTP/1.1 200 OK

Date: Thu, 13 May 2021 06:29:33 GMT

Content-Length: 1440

Content-Type: application/x-pem-file; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0

————— BEGIN CERTIFICATE-----
MIID+TCCAUGYAWIBAQIIXKTieQAAAAIWDQYJIK0oZIhvcNAQELBQAWVjEgMB4GALIUE

sUSSZgilvMJ4G8jtx6JISbG4DzDkvo8vq7GSika7h+hi5cbDiZdsOL9kDtBIQSAVN
ZlgjaFpzgio6wRvaIA==
————— END CERTIFICATE-----

MH QJASME HEE RHM tHAl= CSR(ASAM ME 28)S HEs AYULICH HEE(AH0]
Moi| CSRE AlAIStL 0|2 CAO| MEELICE CAMM MHEI QJISME &2 = 7| = S
MYZE[41]0] EEE Oz MEE ASME HRZEFLITH MBE ASMIL S HE
ELiot.

QX HZg|E dig}

template JH2 R 2|2 S5 HEHO| 7|2 ¢S XYt CSR2| &2 Q92 E ghetetL|
Ct.

- o:

GET /api/setting/v2/certificates/system/template HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

23t of:

HTTP/1.1 200 OK

Date: Thu, 13 May 2021 08:03:03 GMT
Content-Length: 261

Content-Type: application/json; charset=utf-8
X-Zfssa-Setting-Api: 2.0

X-Zfssa-Api-Version: 2.0

{

"request": {
"type": "request",
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"data": {
"subject": [
{
"commonName": "alice.example.com"
}

1,
"extensions": {
"subjectAltName": {

"value": [
"IP": "alice.example.com-ipaddr"
i
{
"DNS": "alice.example.com"
}
1

}
}

"href": "/api/setting/v2/certificates/system/template"

o al o4
Q™ MR U HRE
0| template %Eﬁ% AI‘%'(')'I‘E 70:'-?- data R_Jtu._l' E-?;I'-ﬂl-ll:l'.

CSRY| X| ™5t =
X

o 9154 52

7t SE YEO FR “2ASAM LHE” [34]01 BAlE AXFH 7|
HE LI

g

INES

CSROf| 2HESHH CHZ Of|H|0f| EAIE AXT SAEO CSRE YZELLICH CSRE H2E

—
ot 20fl= o 0| 0| HEY + §ISLIT

- o:

POST /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-type: application/json

"data": {
"subject": [
{
"commonName": "alice.example.com"
i
{
"organizationName": "Example Corp, Inc"
i
{
"localityName": "Exampleton"
i
{
"stateOrProvinceName": "CA"
i
{
"countryName": "US"
}
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1,
"extensions": {
"subjectAltName": {

"value": [
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
}
}
23t o

HTTP/1.1 201 Created

Date: Fri, 14 May 2021 01:17:45 GMT

Content-Type: application/json; charset=utf-8

X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Location: /api/setting/v2/certificates/system/65119889-98d3-4fc4-bff5-f007a55f6ch3
Content-Length: 379

{
"request": {
"uuid": "ecsr-uuid",
"type": "request",
"data": {
"subject": [
{
"commonName": "alice.example.com"
i
{
"organizationName": "Example Corp, Inc"
i
{
"localityName": "Exampleton"
i
{
"stateOrProvinceName": "CA"
i
{
"countryName": "US"
}
1,
"extensions": {
"subjectAltName": {
"value": [
{
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
]
}
}
}
"href": "/api/setting/v2/certificates/system/csr-uuid"
}
}
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YR CSRUIE PEM HAIO2 NS ZUSI7ILL S8 FEE BAIS 28] AISY 4

2l UUID7} EBEILICH

-

EM HAOE CSRE dtetst2{ ™ Accept llH0l| CHS 3t & SHLIE XIFgLICH

application/pkcs10
application/x-pem-file

28

GET /api/setting/v2/certificates/system/csr-uuid HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/x-pem-file

Z1t o

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 03:47:21 GMT

Content-Type: application/x-pem-file; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 997

----- BEGIN CERTIFICATE REQUEST-----
MIICpjCCAY4CAQAWJIDEiIMCAGAIUEAWWZYXJIKb2NOLWt6LTIudwWsub3JhY2x1LmNv

BCOQIFVRVV89AkmeAlF7727algmgmFcIUIIrEKTG4PSacedaoBsbjpvrizCuMhyo
vgUKOPE/OXLAfw==
----- END CERTIFICATE REQUEST-----

Mol Xl dhAlo 2 CAO| CSRE ©ATLICE CAOA MEE QIZSMIt £AIE|H «F| L= OIS
M YZE" [41]0 EAE 2 NHE QSN E 2 ETLICE

SM YRE

CAOIM MEE QIS M7t =4IEH Chg BHS M3t ASME YZ=FILICE Content-
Type ollcfol Tt 2t & StLHE XIF LI

application/pkix-cert
application/x-x509-ca-cert
application/x-x509-user-cert
application/x-pem-file

- o:

POST /api/setting/v2/certificates/system HTTP/1.1
Host: alice.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/x-pem-file
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----- BEGIN CERTIFICATE-----
MIIDATCCA12gAwIBAgICH5cwDQYJKoZIhvcNAQELBQAwazELMAKGALUEBhMCAXMxX

cgfvdiNUEVSd1b2+cjRBAuUSAt L Fv7H5BKTKEAOXikvo+F150MytMEO4ABLOPEYp
/KwtRsdIxmzAjmNgFQPREEAHVFQ/CGWh6EQ==
----- END CERTIFICATE-----

At o

HTTP/1.1 200 OK

Date: Tue, 11 May 2021 18:04:22 GMT

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Location: /api/setting/v2/certificates/system/system-cert3-uuid
Content-Length: 987

"certificate": {
"uuid": "system-cert3-uuid",
"type": "cert",
"data": {
"subject": [

{

H
{

"countryName": "US"

"stateOrProvinceName": "CA"

"localityName": "Exampleton"

"organizationName": "Example Corp, Inc"

"commonName": "alice.example.com"

1
"issuer": [

{

H
{

"countryName": "US"

"stateOrProvinceName": "AK"

"localityName": "Trustville"

"organizationName": "Totally Trustworthy Certificates,

"commonName": "Most Trusted Certificate"

}
1,
"serialNumber": "64",
"validity": {
"notBefore": "20210520T21:08:27",
"notAfter": "20220520T21:08:27"
i
"extensions": {
"basicConstraints": {
"value": [

Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&

Inc"



re
0l
X
1
r=
i)

oF

HoF 3h= MH|A X

"CA": false
}
1
}
"subjectKeyIdentifier": {
"value": "subjectKeyldentifier"
}
"authorityKeyIdentifier": {
"value": [
"keyid": "authorityKeyldentifier"
}
1
}
"subjectAltName": {
"value": [
{
"DNS": "alice.example.com"
i
{
"IP": "alice.example.com-ipaddr"
}
1
}
}
}
"shalfingerprint": "shalfingerprint",
"href": "/api/setting/v2/certificates/system/system-cert3-uuid"
}
}
i .l L
2E[SHOF Sh= MH|A X[H

U= AUBMY| services & HE

9
SllOF ot= S Mof| CHet MH|A SEQIL
CHE oldl= MEE 5= A= ABMY services S5 FHE AFELICL
PUT /api/setting/v2/certificates/trusted/trusted-cert2-uuid HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: alice.example.com:215

Content-Type: application/json

{"certificate": { "services": ["ldap"] }}

CHE oldl= ABME AI2[6HOF t= o3 MH|AS MHEELICE
PUT /api/setting/v2/certificates/trusted/trusted-cert2-uuid HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: alice.example.com:215

Content-Type: application/json

{"certificate": {"services": [ "ldap", "cloud" ] }}
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PUT /api/setting/v2/certificates/system HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: alice.example.com:215

Accept: application/json

Content-Type: application/json

{ "default": "system-certl-uuid" }

AS M AfH|

pecete A2 X|™E QIEM, 8 E&= 7|2 AL CH 35HH HTTP &Ef 204(No
Content) 7t gtetE LT

DELETE /api/setting/v2/certificates/system/system-cert2-uuid HTTP/1.1

HTTP Strict Transport Security A

HSTS(HTTP Strict Transport Security)= X|[&E 7|2t St HTTP HZO| ofl & ot
HTTPS €20 51 ZeL|Ct HSTSE AMESH7| TOl| HSTS E4= RS MpSt HSTS} AL
o2 HME HEIRX S olast 215 7|2l MHSH ABSME HX|SHIA2.

ASME Frotn MEt Y= |X|SHX| Y FL HSTS £l 0|H0| Rzt ALt

CHS olloll EAIE X HSTS7H L8 E MAE MEE RXIE = 7|2 A A2t
63072000% (2A)IL|C},

- o:

GET /api/setting/v2/security HTTP/1.1
Host: alice.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

At o

HTTP/1.1 200 OK

Date: Fri, 14 May 2021 19:22:27 GMT
Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

X-Zfssa-Setting-Api: 2.0

Content-Length: 109
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{
"Security settings": {
"href": "/api/setting/v2/security",
"hsts_enable": false,
"hsts_max_age": 63072000
}
}

Ol O‘I%E|'0|?_‘|¢0ﬂ I:H_5|'| HSTS% AI‘%QE *E*E-SI'E:‘E hsts_enable %E @E% true fg"’é'-";f
LICt.

PUT /api/setting/v2/security HTTP/1.1

Host: alice.example.com:215

Content-Type: application/json

{"hsts_enable": true}
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RESTful APlI B& AH[A

SCelof 8l SZEA0] 20E U2 BR8 ofZ2i0IIL AU} BE 2l B
W= 20| LIERLID| 7|6} 28 A0 BAIIR % E HolE ME WS ~usiES
T 22 Yt

RESTful APl Z& MH|AE S| ArEXIHQ| HE ZX|(O|HIE ZE| it SE S ALEX}
HO| Analytics SH YAt BEE THE = JUSLICH

Zs AH|A BY

C1S e 2 A4 B H0f FLICL Tl 28 OIS0 chet 2 £X|(SEHE 274 o)
A Holgd = JELICE o|E S0, 2712 CHE 282 = MXH S ME3SH, syslog HIA|X|
S xyof, Tl Zmoj Cfet SHOR CIOJE] MES B XHE & UBLICH actions-###
M= ZE OHE 3l ZE0| thst 2 E SEC| MEQILICE action-### M= SH & otLt
Lct.

27 ZE MH|A HH

28 A2 Japilalertiv{1]2}0ll Z7} =)

GET lapi/alertiv{1|2}2t At ZHE MH|A HHS LFRL|CH

GET /actions 2= ZE =X AN E LELLIT

POST /actions M ZE =X|E otsL|C

GET lactions/actions-### XNYE 28 =X S8 HEE LIEYLICH

PUT lactions/actions-### KNEE BE =X HHE fHESSLIC

DELETE lactions/actions-### XI™HE =X HHE AHELICH

POST lactions/actions-### M 25 =X Zlg oHEL ot

GET lactions/actions-###laction-### XNYE 28 =K &Y SE FHE LIFgLIct
PUT lactions/actions-###laction-### KNYE 28 =X 2 HHE +™HYLICH

POST Ipostalert Ar8RPEe| ZEE AAZL|Ct

DELETE lactions/actions-###laction-### X™E 28 X =Y HAE AELICH

GET Ithresholds 2E UAG BE M E LGt

POST Ithresholds M dAg ZEE ehEL CL

GET Ithresholds/threshold-alert-uuid K™ Azt 22 SE FHE LTt
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N

ek A2 Japilalertiv{1]2}0ll £7} Hd

PUT Ithresholds/threshold-alert-uuid K™E AAZE 22 HHE H™BLIC

DELETE Ithresholds/threshold-alert-uuid K™E A ZE HHE Arx|gL(ct,

GET levents M ZE o|HIES f=AlgtL|Ct

AE ZTAK[= O|HIE AE0 CHs SEJLICEH AE ZX|E PHS2{™ StLt 0| M| O|HIEE X|
Mot sffet O|HIE(O: MXIHY M& _EE -?—JEEE—?— Asthof ciist AE7t MSE ol 43
gt ZX|E StLt O|AF X[™HEL|CH EX O|HIE HE CHel = o|Ate| AE E£X|E ™ 4+
&LICH

category 55 HH= FE ZK[7t £+ E 0|""E°| % X|™etL|ct, 2F Hax0f = St of &

of O|HET} E°*5'LIEP BE ZXE S LIGS= 32 24 E3F U O[HIET} LIEEL
Ch7|2He= f3 L 2= O|HIE| s 32 _’EXI7P O|HIE 51| MEO|| CHEH
Mot ZAE ZX|E s&sl{of 2 ZR O|HIER Qs FE ZX|7t +AH&|X| g0t0f &S LIEFY
TESE X'IE 7"_ falseZ2 tﬁjﬂﬂl—ltl'.

= o=

ChE EO M= XIE 7hset OHIE =04 CHal

HS8 A TX| O|HIE HE

EE T

ad Active Directory EE= SMB Kerberos 22t0|HE Q15 H&50| N5tz A&L
Ct.

a1l 9l 2lg ol IEQ]: 25 Zr EE Z, MHlA ZE I S0 ZEHL
ct.

analytics 209l 2|2 O|HE(of: ClO|E ME Xt& YAl BX| B2, Hi=2] oA X3t
% AR XnhLICh £ Analytics SA(0] Chet OlHIE = 2lAZt 2
B [56]2 AZSHUAIR.

appliance_software A2TES 0‘| mH|0|EE at HJ_I'7‘||-|' .||_-| ]IH I% H|_|'§I_|'6'|-E Olﬂ l—ll:l'

cloud_snapshot

cluster AE FHoljet I|o] @F S S2{AE O[HIE

custom HAIEZR0M XIFHE AEAH o[HE CHet HHE ZXIJLICH “AFE X
9| ZE" [54]8 XA

hardware Z2H0|AA HE Sl StE 0 1 HY

hardware_faults 3"5‘?’-”01 7E4;H‘3=II_| El'

ndmp NDMP TAR/DUMP 8] 1 =21 A% 5l 2t O|HIE

backup

restore

network HESLS ZE Clo|5 23, 1P QIE{T|0|AL| O|HIE 2 EHo.
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scrk 'f'_'I% %EE 0|H,1|E I|—‘?—|_-|
replication O|H,i|§ '3;' 9%— ‘g‘¢t|

replication_source

replication_target

smf

ATEQ0 MH|A 2F O[HIE,

shadow

Oto|Z12fo|d 27 K= 0ro|2|o|d 2tZ LCY.

thresholds

“AAgt B2 560 HHE 2 I7|ZE LAZE O|HE FEof EX|

+ gLt

il

EST,

ot

zfs_pool

AZ2f U 3t A0 A 23t 59| AE2X| B OHE.

handler S5 HEE= X|YE O|HET G mf st X9 RHS XIFEILIL). CHS RO
M2t Z0] handierOfl CHE 2H0] X[F =™ CHEZ O|0fl 2t =7t S5 HEE AFElof LiCt.

29 AE Tk 8¢

o
TTC,O:I

Sg 'Iqr‘d’g(handler)

27| 58

email

address

subject

= SE 7Y 49
=

)
Il_ @
T3
12 O
'.::. >
[ng
NS
L[>
o M
0 2=
> 00
Ot ot
> 2
Z o
o
=2

ne

ra

OF>

0

IE

fjo

1

0x

ot

=

n

x

=

snmp_trap

£Q
ol

SNMP MH|AE AFZSI0] SNMP EF thete 7F4E £ A&
“MH|2 LHE" [143]2 HESHYAIR.

syslog

£Q
alo

ZE NEFEE ZTH= AMAHE HAIX|S StLt 0ol HH Al
oz MERILICH

syslog MH|AE AHESHO syslog CHAHS FABILICE “MH|A LE
" [143]2 BN,

syslog HIA|X| HM&0f CHet XtA|et L& “Syslog Configuration”
in Oracle ZFS Storage Appliance Administration Guide,
Release 0S8.8.x2 &EZSHUAL.

resume_dataset

dataset

Analytics ClIOIE| MIEE MINELICE HIO|E ME TH7H & LA 5
= LAIN M5 ZHE 2ttt HIo|E MEE A% A2 4
Hoh= 20| MAHSHK| oi2 22 S0 R8Y & USLICL

XAt LH2-2 “About Analytics Datasets” in Oracle ZFS
Storage Appliance Analytics Guide, Release 0S8.8.xE x5t
AMAIR

= .

suspend_dataset

dataset

Analytics CIOIE| MIEE YA| ZXIELICE

resume_worksheet

worksheet

Analytics ®IZA|EE MIHELICE IZAIE T7H
O|E] ME 7K 3! YA EX[2t STt O|RE FEY + ASLICL
I A Eof|= Crtet HIo|E MEJF IEHE = QUELICH
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S F8(hand1er) Xz2|7] SE ™Me Sctod Mo

KEMISE LFE-2 “Worksheet Graphs and Plots” in Oracle ZFS
Storage Appliance Analytics Guide, Release 0S8.8.x2 &txdt

MAL.
suspend_worksheet worksheet Analytlcs -,—4:|A| % IAI gxliﬂ—l EI’.
execute_workflow workflow X|&E %E%E—.—E AMSHL|CH AR ZX|Z MASH I EER

ofl cHst XtMIBE L2 “Using Workflows for Alert Actions” in
Oracle ZFS Storage Appliance Administration Guide, Release
0S8.8.x2 H=sIMAI2.

HE 3L ZX|E LIgst= B2 2 Z2 ZX|0f chol O|HE H3x Sl o H3 L 2t O[HIETL
LI ELICE A2 =X|of CHs Folzl SEHS EAISHH “HHd ZE =X LIE" [51]2 &

BE ZXE M= 289 o:

GET /api/alert/vi1/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

Z1tof:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [
{
"category": "smf",
"uuid": "actions-uuidl",
"failed_services": true,
"degraded_services": true,
"repaired_services": false,
"actions": "actions-000",
"href": "/api/alert/v2/actions/actions-000"

"category": "analytics",

"uuid": "actions-uuid2"
"analytics_datasets_auto-suspend_notify": false,
"analytics_datasets_auto-suspend_warning": false,
"analytics_memory_total_exceeded": true,
"analytics_memory_total_normal": false,
"analytics_usage_exceeded": true,
"analytics_usage_normal": false,

"actions": "actions-001",

"href": "/api/alert/v2/actions/actions-001"
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LIige EF 2 =X|E X Hot= B2 olld B2 =X|0f Chiol O|HHIE Hxet oy H3E L 2t

ChE 2 Z=X19| 8 M 7HX|= 25 true O|HIE & LT} BHelsh o] S~ HELICE,

25 0:
GET /api/alert/vl/actions/actions-000 HTTP/1.1

23t of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 331

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuidl",
"failed_services": true,
"degraded_services": true,
"repaired_services": false,
"action-000":
"handler": "email",
"address": "admin@example.com",
"subject": "failed or degraded service",
"href": "/api/alert/v2/actions/actions-000/action-000"
}I
"action-001":
"handler": "email",
"address": "it-team@example.com",
"subject": "failed or degraded service",
"href": "/api/alert/v2/actions/actions-000/action-001"
}I
"action-002":
"handler": "syslog",
"href": "/api/alert/v2/actions/actions-000/action-002"

[}
[}

A TXS OHS mhi O] ALBAIEC| SES MOl B9 OMEC| RS category S HH|
Ch3t 342 XIZSHOF BHLICE category L0l S22 B 8, “ZE T4 OJHIE WS HESHIA
2.

2% of

POST /api/alert/v1/actions HTTP/1.1
Host: zfs-storage.example.com:215
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X-Auth-Session: uerqghq84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "smf"}

21t of
2= XFE OJHE &Hx L Z= O|HIES LIZRLICH 7|2HO2 B W Z= O[HIER
2ol SE ZX|7} +HELICHESF trueZ HHE).

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vi/actions/actions-000

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
"uuid": "actions-uuid",
"failed_services": true,
"degraded_services": true,
"repaired_services": true
}
}

e K| 2

X|HE OHIE H =
E LIEHHE S2 HEE fa1seZ AH™BILICE

=

ChS o0 = ATFSIZLE 50| ASHEl MH|ASH S8 MH| AN el CHE SHE Feolg
+ UL

2 o:

PUT /api/alert/v1/actions/actions-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 30

{"repaired_services": false}

21t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"actions": {
"href": "/api/alert/v2/actions/actions-000",
"category": "smf",
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"uuid": "actions-uuid",
"failed_services": true,
"degraded_services": true,
"repaired_services": false

Ot Eof chet SE XIE

e

71202 OME B FE 210 7IZELICE %4 oA ZE 200 AASHE 2
0[9l0| = SEFS FOlE OMES XIHRALICE 2 O[MEC] T3t SES Holotainl S
2 ZH9 nanater S M 32 KHBLITE nanrer 2] S22 F 0."FH T4 SY 8
'3 HEGHIAIL,

28 o:

O] Bl M= actions-e00 ZEO|| CHSH aamin Q2 MAIH Y S M otE ZE XIS DHELICH

POST /api/alert/vl/actions/actions-000 HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"handler": "email", "address": "admin@example.com", "subject": "failed or degraded
service"}

23t of:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vi/actions/actions-000/action-000

{
"action": {
"href": "/api/alert/vl/actions/actions-002/action-000",
"handler": "email",
"address": "admin@example.com",
"subject": "failed or degraded service"
}
}

St O|HIEOf et 71 SEHE X|HoHHH STt B EX[0f| CHEH post RS CHA| &
&St CHE M2|7|E XI-sHALE, St M2|7|E X|Fsta XM2[7|of chsh CHE el+& X|F
LICt ot RBFO|M handier S5 FEE 271 0| & X|HIH OIX|% S5 HEE Mot 2E
handler 55 FE7I FA[EL|CE

CH2 ol 7F Al E01SLICE siY @F2 “Brd 22 =X| LE” [51]01| Mk Z0] /apis
alert/vl/actions/actions-000/action-001 3!/api/alert/v1/actions/actions-Oeo/action-002%% Ef
SLICt

POST /api/alert/v1l/actions/actions-002 HTTP/1.1
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{"handler": "email", "address": "it-team@example.com", "subject": "failed or degraded
service"}

POST /api/alert/vl/actions/actions-002 HTTP/1.1

{"handler": "syslog"}

SHE +TsHHHE ™Y SH tig HREFE XI™ELCL.
PUT /api/alert/v1l/actions/actions-000/action-001 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "it-group@example.com"}

O[HIE0] et S AMX|

SES AHstHE A SEO| thet HREFE X FLICE.
DELETE /api/alert/vl/actions/actions-000/action-000 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content

HE X K| AbF|

B TKE MAsH{H ARY Z2 £X|of tiEt HREFS XIFRLICH

25 0:
DELETE /api/alert/vl/actions/actions-003 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

Ao

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

AMEXHES EH

ARl AE = AEXIEC O[HIE CHet AE ZX[QLICE category2| ZEO CHOH customS
X|™gfL|ct.
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MEXHEO| OHIEE /I EZ 20| M He|ELICH O|2| Fo|Z O[HIE S0l M MEisH= T
HIAZZRM FolE OJHIEE 7|&3t= Chs S5 YEE XIFeLL.

E 10 AH8RHgel ZE S8

S8R /9 29

severity String MEHAF LT, BRIt Ll BhE O|fIES] HZEILICE R=3t &
£ Minor, Major EE£ Critical 2! LIC}.

description String E4QLICh ZEE ZUAIZI O|HIE st AHYLIC.

response String ﬂEﬁ"Al'Tg?:! l—ll:l'. A|¢%!O| 0| 0|'ﬂ§9| cg?gl:% §O|7| ‘?’lsH -Jl\-aoug £X|0'||
st ELCt.

impact String MEfArRERIL|CE O] O[HIET} ofZ2t0| A A0 71| K= SEoll Cist HEY
LC.

recommended_action String MEfAStIL|CE #2|Xt7} o] O|HIES| HEg E0|7| sl s&sljof &
ZX[of cHet dFLICt.

MEAES FE WY 3l AN 2ast At 2o 78

AI‘%XI‘%‘QJ %'E% H%E:‘E Afg—XI-in'” alert I:’|:|-I'<|)'|9-| allow_configure '_'Ln_'l-ﬂ' -'?'-03{7|' %O'IOI:
SLICH L8RS BEE AASHAH AEXI0A| atert HPIC| al1ow_post #H £} U
O{OF RLIC}. “Authorizations Required to Use Custom Alerts” in Oracle ZFS Storage
Appliance Administration Guide, Release 0S8.8.xE XA,

MEAES 3R ST

category9—| 240l CHOH customS K|S, B 10. “AI2XIES| 2H SE HE"0|M X AT
description %% JSIEOH I:H-“jl'l ZI% gg‘ﬂl—l El’-

28 o

POST /api/alert/vi1/actions

Accept: application/json
Content-Type: application/json

{"category": "custom", "severity": "Minor", "description": "Custom alert description",
"response": "What the system will do", "impact": "What happened to the appliance",
"recommended_action": "What the administrator should do"}

oo

A
=
£20|M ZE2| wiiS 7|2 SLICH 0| Wi FE HAlo| BRBLICH
{

"actions":
"href": "/api/alert/vl/actions/actions-004",
"category": "custom",
"severity": "Minor",
"description": "Custom alert description",
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"response": "What the system will do",
"impact": "What happened to the appliance",
"recommended_action": "What the administrator should do",
"uuid": "custom-alert-uuid"
}
}
“BE X " [52]0 BHE 2 CHE JEE £F5t= A0 St YA OZ 0| ArE

|-X-I o| ZlEE -Jlk-jc(j ?:“—' E—l’ severity, description, response, impact EEE recommended_action %
2 Yol g2 X7} £ HASHH FLC,

“O|HIE0| CHet SE X[H” [53] A “O|HIEO| CHet SE X" [54]0 HHE 2 CHE
| C

C
ZH0f| et SEE XIFsts Aat S Lo WAO= 0| ALEXHHC| ZHo| tiet SHE XFe

“O|HIE 0] CHSH ST AR" [54] W 2% ZK| AtHI" [54]0 MHE Ch2 Ch2 2o of
WAOR ZH SE T ABAFEO| ZHE ANBtLIC

MEXIES ZBE AA

ANE ArEXHEe] ZE22| UUIDE ®ISdlof gLt uuIDE 22 S S M2t ”EE Lt
e off EAIELICEH “Ar8AHE el A2 BHS7|" [55] R “HY B =X LIE” [51]2 HE
SHMA|Q.

category 20| custom@! AEDF AIAE £ JASL|CL,

A&l yuIDet BH AE0IM X|HEX| 2 SE HE(E 10. “AFEAIHS ZE S=E HE0f
LI E)E X|H™sloF ELiC AL AAIE o ZEAM X™HE S2 HE20| M 2o 22 £

ol&L|L}

- o:

POST /api/alert/vil/postalert
Accept: application/json
Content-Type: application/json

{"uuid": "custom-alert-uuid"}
1t ofl:
{
"uuid": "posted-alert-uuid"
}

UA L BE= E’éﬂ Analytics SA|0i| CHall 2A|Zt0] Mol AHEXHE| ZHO|H, SA 2t
ol siE AAZS HolLte 2R & =X[7F HHELICL Oracle ZFS Storage Appliance
Analytics Gu;de Release 0S8.8.xE EtZSIMAIL.
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CHE HEOIM= Analytics S| XIE, o SAI0f Cist AAIZL Fal, slig AAIZL 220l CHsl

BE ZX|7F H™E A7| HolE flo 23 SE YEE AL

E11 UAZ Z2E SE M=

S22 B oy

statname AnalyticsStatistics | EL|CH 2LIEE Analytics SARILICH

Limit Positivelnteger LYLich ZEE EB|7St= LAIZRILICE X HIOIE, &¢,
HMA = QFO| HMEL JH4ILICE

type ChooseOne AAIZY (imit) 2t HIH EA| 2t H|wohs YHRALICEH
® normal — HX S| 2t0| RA|IZES =TELICE O] 7|22

C}.

B inverted —a.ij %7“ ZIOI °.:!71|§I EI|F_|‘%}L|E|—_

minpost Duration ZE ZX| 7t M| 7] H S| 20| YA U2 |X[=[0{oF &
71ZHE)ULIct 71222 5L

days ChooseOne offet AEE B%Q o -/F(all days, weekdays TE= weekends)?:iI L|[C}.
7|22 angLch

window_start TimeOfDay O] 22 =X|E Aag A7t HQLIC} 302 & 7HH2E 00:00
B 23:30 UTCTHX|2| A|ZES XIFELICE Z20| EFE 1 0| &

window_end H 5*'% g‘%‘i&ﬂﬁ A|E||' Al.j_l' EEE %—E A|I7_f9§ none% XI’SE}
L|ct, 7|23gt2 none(window,start9| 704'?‘) el 00:00(window,end9| 4
)YLct.

frequency Duration %ﬁl EIOI °.:I74IZI _7.(_?_1_% -,c-’,-X|E|E %OI_I- @E —;F—ﬂ IH%‘%‘ A|-0|9_|
71ZHE)ULIct 71232 s L)

minclear Duration S& FE ZXOF HAED| H SA| 2ol LAIZ =M Bo{Ltof
g 71Zh(E) YLt 7|22 5Lt

- o:

GET /api/alert/vi/thresholds HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

Z1tof:

HTTP/1.1 200 OK

Date: Tue, 15 Oct 2019 10:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689

{
"thresholds": [

"uuid": "threshold-uuid1",
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"statname": "cpu.utilization",
"type": "normal",

"limit": 80,

"minpost": 300,

"days": "weekdays",
"window_start": "08:00",
"window_end": "19:30",
"frequency": 300,

"minclear": 300,

"threshold": "threshold-000",

"href": "/api/alert/v1l/thresholds/threshold-uuid1"

i
{
"uuid": "threshold-uuid2",
"statname": "cap.meta_percentused[pool]",
"type": "normal",
"limit": 85,
"minpost": 300,
"days": "all",
"window_start": "none",
"window_end": "00:00",
"frequency": 0,
"minclear": 0,
"threshold": "threshold-001",
"href": "/api/alert/v1/thresholds/threshold-uuid2"
}

}

ChE RS AM8ste XIFE A2t ZE0i chefAMgt 2

GET /api/alert/vi1/thresholds/threshold-uuid HTTP/1.1

OlA|IZt AH OIS 7|

O] ool M= =Y H|0|H &3 HIO|EJ} 100000KBE %=

LICt 7|Ef RE S5 HEolE 72240 ASLIT.

L. O=71 O

MEXEO| UAIZ BEE USHE AEXIA atert E
OfOF RfLICt.

- o:

POST /api/alert/vi/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 50

ml

{"statname": "datalink.kilobytes", "limit": 100000}

21t o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 321
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Location: /api/alert/vi/thresholds/threshold-uuid

{
"threshold": {
"href": "/api/alert/v1l/thresholds/threshold-uuid",
"uuid": "threshold-uuid",
"statname": "datalink.kilobytes",
"type": "normal",
"limit": 100000,
"minpost": 300,
"days": "all",
"window_start": "none",
"window_end": "00:00",
"frequency": 300,
"minclear": 300
}
}

S

Uzt B 2

O] BFS AFEOtH X E 72t BE2

on

=2
=

PUT /api/alert/v1/thresholds/threshold-uuid HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

{"days": "weekdays", "minpost": 120}

At o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

{
"threshold":
"href": "/api/alert/v1l/thresholds/threshold-uuid",
"uuid": "threshold-uuid",
"statname": "datalink.kilobytes",
"type": "normal",
"limit": 100000,
"minpost": 120,
"days": "weekdays",
"window_start": "none",
"window_end": "00:00",
"frequency": 300,
"minclear": 300
}
}

i

UL
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28 o
DELETE /api/alert/v1/thresholds/threshold-uuid HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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ot £

AnalyticsE &9
A O

=
EJVEE >

DTraceS f%ﬁf

Ho| SAHE UEL

7| 2LEE Y

Lict.

Analytics HH

http://hostname/api/analytics/v{1| 2}0'” kl l:|'

IOl HAZIC = HAISHD

2MS
L 1

Ct.
A AR ofE AZS SMSH 24 =

LISof| ZM5H=S Cf|o|E
UELICE AnalyticsE
OICE SHMOZ ALK}

I:A
_I_

HSH

A
E e
F A

Analytics ServicesE AtEE = JUELICL.

12 Analytics B3
X A= Janalytics/v{1]2}0ll Z7t g
GET Janalytics/v{1|2}2t AI2 Analytics Services 2 & LIFatL|Ct,
POST | /worksheets M Analytics HlO|E| MIEE THSLICE.
GET /worksheets/worksheet L:’;El Analytics CIO|E| M E S& HEE 7tM=
GET /worksheets S.E Analytics HIO|E| ME Z4H|E LIFSILICE
PUT worksheets/worksheet X|FE Analytics CIO|E| ME K|S +F LTt
DELETE | /worksheets/worksheet X HE QINE HHE ALH| EHL|CH
PUT Iworksheets/worksheet/suspend E /|IIAE H|O|E| M EE LAISTHILICE
PUT Iworksheets/worksheet/resume 2E Y3AME HO[E MEE THIHLICE
POST | /worksheets/worksheet/datasets M /2 AIE HIo|E MEE BHELICH
GET Iworksheets/worksheet/datasets/dataset L:’;EJ IANE 0| ME SE BEE 7IMS
GET Iworksheets/worksheet/datasets = |ITAE H|O|E| ME HH|E LtEELICE
PUT Iworksheets/worksheet/datasets/dataset KHE /3IAE HO|H ME HHE =F LIt
DELETE | /worksheets/worksheet/datasets/dataset XIHE HO|E| ME 2K E ALt
POST | /datasets M Analytics HlO|E| MIEE THSLICL.
GET /datasets/dataset X" El Analytics HIO|E| ME S8 MEE 7IN=

Lict.

GET /datasets S.E Analytics HI0|E| ME Z4H|E LIFSILICE
PUT [datasets/dataset X4 E Analytics CIO[Ef ME Z4H|E LTt
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Analytics 83

ek A2 Janalytics/v{1]2}0ll £7} Hd

DELETE | /datasets/dataset XIHE Ho[E ME ZH|E ArF|RhL|Ct.

PUT /datasets 2E HO|E MEE LABSTHtALE 1R CL

PUT /datasets/dataset/data O| tIO|E MEE MESLICHAMTEX 42 &
2).

DELETE | /datasets/dataset/data O| HIO|E| MEOf|lM X[™El [THI12] OB E X7
gLk

GET /settings Analytics 88 & LIEgfLICt

PUT Isettings Analytics 88 & HgfLICt

Analytics &H

CHE HO|M HEEs S5 YEE St Z=
oI, S AE 0|5 o] §MS HEY + ASLICH

=M HOIHE +
o

XI5
= O

ta, CiojE 2R AlZHADNSE

on

EXO-IE M

=0
retain_second_data 2 £F2| ClO[E0] CHEE A| HE 7H4
retain_minute_data = B% HlolE‘Ioﬂ EH?’-_I' A| HE |7_|'7—4|
retain_hour_data M?_I' '|:_|"?'| EllolE'i 0" EH_‘:’J f9| HE ?_}7_.1
hostname_lookup SAE O|% _7IC_§| gxﬂn

38 N2

o

rok

| EH2 Analytics SZ HEo| ¥ Z{2 7H4 3Lt

A

GET /api/analytics/vl/settings HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

Z1tof:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

)

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
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"hostname_lookup": true

[
[

MAX AX
o

=

MY 7 BE2O0IH BEE 2 Y TAE 0|8 =3 Mt Z2 Analytics 8EE +HSt=

o At ELICt.

- o:

PUT /api/analytics/vl/settings HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600, "retain_minute_data":400, "retain_second_data":200,
"hostname_lookup":true}

21t o

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200,
"hostname_lookup": true

Analytics $I3AE

AINEL SVt IHZ2 HAIEE BUI SHRLICE SAIO) ofzf kX SAIS 12 &
o AIAIE0| MSS Xotn LIS0| BES ME2 4+ ASLICH YINES KT &
2= BE E7of chof 0710|158 H0| AHSOR MHEILICE 5, W2 Y= BE E7E 9
ofzfo|=sts B2I0] YRS ASEILICH ATAE BH2 BUIOIM ALBE 4 U 9ITAIE
g B2ots ol MY 4 YBLICH

CtE EOIM= Analytics FIZAEONM AHEE= S5 HEE EHFELIC

oI
M
0x
HI

ay

ctime Of IAETL MY Azt S Emt
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SE R M
ntine N EENE I S ECEP S EP
name 0| }3AEQ 0|5

owner Ol QIANES ALKt

wid o] YYTAIE0] CHet HE 19 AlHx}

HIAE HE

M AHE 2 E Analytics ¥ IAEE LIEELICE

2H o

GET /api/analytics/vi/worksheets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

Accept: application/json

21t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/vl/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
Ao
"href": "/api/analytics/vl/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
H
}

Analytics |3 A E 71X 27|

EH Analytics YA ES 7t SLICE

2H o

GET /api/analytics/v1/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

21t of:
HTTP/1.1 2600 OK

Content-Type: application/json
Content-Length: 237
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X-Zfssa-Analytics-Api: 1.0

{
"worksheet":
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets
/ab59bcbhc-080a-cfla-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+00E0 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
}
}

M Analytics }3IA|EE FHSLICH

r

- o:

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}

23t of:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vl/worksheets/bb3ee729-4480-4609-89b2-fae2dcO16bec

"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl16bec",
"name": "myworksheet",
"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/v1i/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

(S
(S

TAIE 0| HH|

MEYE YA ES| 0|FS HHELILY.

PUT /api/analytics/vl/worksheets/a442e761-4048-4738-b95f-be0824d7ed09
Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

Content-Length: 26
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{"name": "test"}

23t of:

HTTP/1.1 202 Accepted

Date: Tue, 20 Dec 2016 00:33:06 GMT

Server: Twistedweb/192.0.2

Content-Length: 279

X-Zfssa-Analytics-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

"worksheet":
"href": "/api/analytics/vi/worksheets/a442e761-4048-4738-b95f-be0824d7ed09",
"uuid": "a442e761-4048-4738-b95f-be0824d7ed09"
"name": "test",
"owner": "root",
"ctime": "Wed Dec 14 2016 03:58:28 GMT+0000 (UTC)",
"mtime": "Tue Dec 20 2016 00:25:57 GMT+0000 (UTC)"

I E A

Analytics | TAEE AHISLICE O] ool M= /T AIE 0| 0| YIAE MEXZ ALEE[X]
Bt hrefoil M AEE uuid= AF2E = UAELICE O] BH S22 YIAEE MHSt= CLI &
Ho| SEtu LXISLIC

25 0:

DELETE /api/analytics/vl/worksheets/name=myworksheet HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json
Content-Length: 26

21t o

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

H3AE H|O|E| ME LIZ

X HE YIAES 2= HI0|E MEE LIEELICH

CHS HOIM= CIOIH ME F-E0M ArBEl= S8 HEE E0ELIC

s=a= EE

name Of llolE| MEoi CHEt 712 S7|el 0|
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SE 3w EE

drilldowns BEXH jor-jlc- EME._I EE‘E‘Q%(%E %‘L?-)
seconds 0| |:‘||O|E'| k”EO" I:H$|'| Ekl |E A||7_|-(_7lc_)
25 0:

GET /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

A3 E HO|E] ME =7}

3 AIE HIo|H MEZ RHELICE

28

POST /api/analytics/vl/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

Z1t o

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vi/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": 0,
"drilldowns": [],
"seconds": 300,
Meime: "
}
}

HIAE HIO|E HE +=F

7|1Z }ZAE HOIH MEE +FRILIC)

- o:

PUT /api/analytics/vi/worksheets/name=myworksheet/datasets/dataset-008
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HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/json
Content-Length: 26

{"seconds": 60}

2t of:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": ©,
"drilldowns": [],
"seconds": 60,
Meime": "
}
}

Analytics H|O|E{ M E

Analytics ClOIE MEO|= CH2 85 ME7H AFSELIC suspended= Hest2E S8 HE
= HE3Y +~ glELt

SEFEE Ay

name Of HIo|E] MEO| st 712 SA2 0|5

grouping ol SA7t &3 2F

explanation 712 EA9 ¥Y

incore 2130f H|O|E| M|E H|O|E{| HIOIE

size 2C| A3 H|o[E ME H|o[E{2f HIO|E

suspended ClIOIE MIEZL ol 2A| SXIE[O A=X HRE LIEHE 22

activity 22 S HO|E ME ZF S212

AME 7tse HIO|E MIE:

= ad.avglatency

= ad.avglatency[op]

= ad.avglatency[result]
= ad.binds

= ad.binds[hostname]
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ad.binds[result]
ad.ops

ad.ops[op]
ad.ops[result]
arc.accesses[hit/miss]
arc.12_accesses[hit/miss]
arc.I2_size

arc.size
arc.size[component]
cpu.utilization
cpu.utilization[mode]
dnlc.accesses[hit/miss]
fc.bytes

fc.ops

ftp.kilobytes

http.regs

io.bytes

io.bytes[op]
io.disks[utilization=95][disk]
io.ops

io.ops[disk]

io.ops[op]

iscsi.bytes

iscsi.ops
metacap.bytesused
metacap.percentused
ndmp.diskkb

nfs2.ops

nfs2.opsfop]

nfs3.ops

nfs3.ops[op]

nfs4.ops

nfs4.ops[op]
nfs4-1.ops
nfs4-1.bytes
nic.kilobytes
nic.kilobytes[device]
nic.kilobytes[direction]
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= sftp.kilobytes
= smb.ops
= smb.ops[op]

CIO|E] ME LIE

TN E 2 E Analytics HIO|E MEE LtEELICE,

-

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

2t o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{

"datasets": [{
"dataset": "dataset-000",
"href": "/api/analytics/vl/datasets/arc.accesses[hit/miss]",
"name": "arc.accesses[hit/miss]"

i
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.l12_accesses[hit/miss]",
"name": "arc.l2_accesses[hit/miss]",

Ao
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.l2_size",
"name": "arc.l2_size",

i
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.size",
"name": "arc.size",

i
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.size[component]",
"name": "arc.size[component]",

Ao

H

}

HIO|E] ME 7tH 27

XYE HOIH MEAM ST EE 7FM ST

- o:
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GET /api/analytics/vl/datasets/nfs4.ops HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

2t o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",

"href": "/api/analytics/vl/datasets/nfs4.ops",

"incore": 296128,
"name": "nfs4.ops",
"size": 53211540,
"suspended": false

HIO|E] MIE ST

M HIO[Ef MEZ RHELIC

2H o

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

21t of:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

{
"dataset":{
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"
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72 Oracle ZFS

CIO|E ME 3

HIOIE ME =3 B2 T HIo|H MES| HIo|H XS 2Al &

gt

LA BX 2F o:

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended": true}

H7H F o

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended":false}

ot off:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

{
"dataset" {

"suspended": false

ClOJE] ME AF|

HIO|E| MIEE AfRIRLICE

- o:

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1

21t of:

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

CIOIE| ME MZE

HIO|E| MIES MFELICH

- o:

PUT /api/analytics/vil/datasets/nfs4.ops/data
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Z1t o

HTTP/1.1 202 Accepted

ClOIE| M|E Cl|O|E{ H|A

CtZ EO| M= CIolE ME MMM ALEEl= &l i7iH+~E 2oFLIC}.

OH7HH %~ M

granularity cHe|E M| EL|Ct HI0|E| ME Li2| H|O|E{= second, minute EE= hour TH| 2k
Ol M MAHE & A&LICH

endtime K| El endtime O| M0 ~FEl CIOIE{E MZARILICE O] AlZh Zte| A2 “H 9|
OH7HH 4= start” [21]8 HZESHIAIL.

28

CHS OOl M= nrsa.ops CIOIE] MEOIM £T, 2, AZHE CIO|E{S 25 AM|ELICH OHYY,
oz, o = oid =& El S0l = HlolH MEo |XIE LI}

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

Z1tof:

HTTP/1.1 204 No Content

28

CFS o0l M= nfsa.ops HIOIE] MIEOIM X|™ El endtime O[O £7IEl XE B2Eb A|ZHE O

O|E{E 25 AfH|gfLIC

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour&endtime=20130910T00:00:00

CIO|E| MIE H|O]E 7IM 27|

O

M 2M O|0|E| MEO|A OB E ftet
O[E{ HAo] == X|HE LT,

fLICh = el cllo[Ef AM St MI2etE thel2l o

[

Ct2 HEO| M= ClIoJEf ME HIOIHE 7t 27| fieh AlZt 7|8 R 9| Dj7fH+~E EoFL|C}

TR Fer

start 42 ClOlE] STE AT N2 EE HOIE TS A=Y U 2l .
start AlZF 22 EF AL 2= AL, I|HE nowdd == ASLICHL SF Al

el 504&!8“’%9 O{7HEA 2 start” [21]E HESHAIR. 72

IH Al?_}oﬂﬁ seconds ﬂ% el aA}‘lozl l—ll:l‘
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RS peper

seconds ME IO|EHE $£HE AZHE)JLICE 7[2242 1RILICE span W granularity
7Hﬂ¢7|' XPgE._I 75‘-?— seconds DH7HE|-JFE -‘?—MEu“—l Ef.

span ﬁ% EI|O|E1§ -)FEJ%" 7||7_|'(minute, hour, day, week, month EEE year

granularity K™ E X|& AlZE LHO| A H|O]E] EQIE HWHO| M| SE|l= B2l (ninute, hour, day,
week, month E= year)°|:l|—| EI‘-

A A|ZF0| OJEH 2= @igsLITE, HOIE{S /& AIZHE)O| $1H) AIZt 0|F 2 HojZ 22

MEOIM HIOIHE fiatsty| Tof| 2 E S 7|CHEL )

>

AL O CC

(%]
Q
=

p
b

#a A A
n [{o Mo

r

bel= XIEEX| g4&LICH. 2t 2F HAIX|ZF EAELIC

|23}tEl tHR 2 HIO|EE HMSHH span X granularity OIZHEHO| ZoE2 AFERILICE,

3:' granularity7|‘ AI‘%HE o—?— seconds DH7H LT —|—A|5|:,I|-—|E|'. span _-_E granularity7|'
QS| P RHO| SAIE|H seconas IZHEATE CHA ALBELIC HRE @30[AL
E|X| gt= @X0l A2 "Input span and granularity are not supported(2 & X|% AlZt

span DH7HE-¢-9—|‘ granularity DIPHE-?E El'%ﬂl' DEI-S I:c'>|":|':|-|9§ DE:'EI'Q _Jl\_ %!ﬁl—l I:I'.

L] spano| m1nute?_I 70:‘-?- granularltyE m1nuteoEI ¢'ﬂ' OIEL—“:I'.
h

(@] . — . —
L] span0| hour?_I 7c:>|-r granularityi— minute &L= hour

L span0| daycl)_I 76'-?— granularityE minute, hour = day ! -JF Sdﬁl-' L_-|'
L] spano| week?_I 75'—?— granularityE hour, day o= weekoeI —JF %lﬁl—l I:|'
L] spano| month?_I 75'—?— granularityE day, week _':EE month.ogI —JF %ﬁu E—I‘.
L spano| year?_I 75‘-?— granularityE week, month e yearoeI —)|k— ﬂﬁl—l EI‘.

CtE H= BretE|= HIO|E] ME CI0|E S& HEE EoFLCt

—

SEHE a9

data ME HIo|E{ S| uHE

sample ME Clo|E{ol A S
startTime sampleo| I:‘I_I‘Q—EI_I ||7_f

min Xge ool W £ 2|4zt
max XFE ool W £ 2|ohgt

2% S¢etol 2t0|E HI0|HE +Tdh= 29 o:
GET /api/analytics/vl/datasets/io.ops[op]/data?start=now&seconds=2 HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215
Accept: text/x-yaml

Z1t o

HTTP/1.1 200 OK
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Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

"data": [
{
"sample": 457642682,
"data": {
"data": [
"key": "write",
"value": 199
}
1,
"value": 199
}

"startTime": "20200818T718:43:47",
"samples": 457642683

i
{
"sample": 457642683,
"data": {
"data": [
"key": "write",
"value": 289
}
1,
"value": 289
}
"startTime": "20200818T718:43:48",
"samples": 457642684
}

1
}

K& AlZh13 LW 7 S22 HIO|E{E +=Est= RE 2| o:

GET /api/analytics/vl/datasets/io.ops[op]/data?

start=20200811T15:00:00&granularity=day&span=week
HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: text/x-yaml

CHS 282 i0.0ps[op] HIOIE| MIEJ &Y RYEZ EMEl XE 1/0 ZHY"(}47] E= A7)
AS EastLct

GET /api/analytics/vl/datasets/io.ops[op]

Zotof|. Zt2Fs| LHEHKI| fI8l 770 23 MZ 5 5707t WaFELICH

0.
il

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

"data": [

"sample": 457197423,
"data": {
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"max": 3156,
"data": [
{
"max": 588,
"key": "read",
"value": 6,
"min": 0
H
{
"max": 3156,
"key": "write",
"value": 45,
"min": 0
}
1,
"value": 52,
"min": 0

}
"startTime": "20200811T15:00:00",

"samples": 457644011

"sample": 457283823,
"data": {
"max": 3675,
"data": [
{
"max": 588,
"key": "read"
: ,
"value": 6,
"min": 0

"max": 3675,
"key": "write",
"value": 45,
"min": 0
}
1,
"value": 52,
"min": 0
H
"startTime": "20200812T15:00:23",
"samples": 457644011
}
1
}

sample EI% start ZJI\'QE Al'g'_g ‘JFE %!ﬁl-“:l'. El’% RXC;IQ| ?Edp-l'f x|7g5|_| 1% ’.‘:*.‘%Oilkl 7|'X:|
2 O|OfE{ L Lt

GET /api/analytics/vil/datasets/io.ops[op]/data?start=457642682 HTTP/1.1
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S2{AH

SIEI0] MH|A

o] oM = St SHAH, MA| B! A0 2|0 cHe dHefL|Ct.
cluster 32 SHAHY S WSt S A E 2|AAE 2t2|gfL|Ct
H13 SAEH EH
X 42 Ihardwarelv{1|2}0]] 7} o9
GET [cluster 22{AH S8 FE Y 2[AAE LRI CL
GET [cluster/resources/resource-path XHE S2AH 2|AA0 S SE HEE LHE
gLck.
PUT Icluster/resources/resource-path XEE SAH 2| AAE FBLICL
PUT [cluster/failback 2e{AH mlofof] XIFE ZE 2|AAE [t
L|ct.
PUT [cluster/takeover 22{AH D|ojof] X[FE ZE 2|AAE QAL
C}.
PUT [cluster/unconfig E2{AHS}E o220 AE SEH 2EE 1Y
SHmIRrLICE
GET [cluster/links S2{AH JtE Y3 MEfE BAIRILICH
PUT [cluster/setup x7| 22{AH HHE S-S CL

S0AEH SE EE LIE

cluster A2 T S2{AH o e 8 2|24 SE HHE LRI

—

- o:

GET /api/hardware/v2/cluster HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json
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ECESS

Z1t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

{
"cluster": {
"state": "AKCS_OWNER",
"description": "Active (takeover completed)",
"peer_asn": "d23331e6-41f4-6al5-ac09-a4353e33b43a",
"peer_hostname": "peer-1",
"peer_state": "AKCS_STRIPPED",
"peer_description": "Ready (waiting for failback)",
"resources": [
{
"owner": "peer-1",
"type": "private",
"user_label": "peer-1",
"details": [
"ipaddr"
1,
"href": "/api/hardware/v2/cluster/resources/net/vnic1"
H
{
"owner": "peer-1",
"type": "singleton",
"user_label™: "",
"details": [
"8.03T"
1,
"href": "/api/hardware/v2/cluster/resources/zfs/casl"
H
{
"owner": "peer-2",
"type": "singleton",
"user_label™: "",
"details": [
"18.7T"
1,
"href": "/api/hardware/v2/cluster/resources/zfs/cas2"
}
1
}
}

EI‘% 01|0“k|9|' ?5|'0| cluster %‘%ﬂoﬁ LI'O:'E|E E—|—+—ﬁ % _5|'L|'9-| href %% EEE M%ﬁ@
Ed 2HAH 2[AA0 AT SE FEE LIEY

GET /api/hardware/v2/cluster/resources/net/vnicl HTTP/1.1

S AH 2|AA ™

cluster BHOZ LIBE[= B|AA F 5HLIQ| hrer ST FERL & rur H S A Bl
C

=
=
S2{AE 2laA0) 2 S8 YBE MY 2+ UL
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ELE

So{AH 8

AT

Al
AFER
cluster/links %:lr-_g% EELE'lﬁE‘I 7|'59-| -CEIH Ec,lﬂ Q'EHE t.'_fﬂi.*l-llif.

x7| E2{AE ™S £HSH7| M| ZE 2137t AKCIOS_ACTIVE MEHI} E|E 2 c1uster/
links= AF2ELICH HZO0| AKCIOS_ACTIVE AEf7t O A CHE A|AHRIO| CA] A|ZHY
2E FO0|AHLI 37} AHo|52 Solf McHE HAZ[X| REAAHLE 22{AH #[0|20| HEUHE

™A Z|0 AKX b= ALY 5 JELICH 2 AH A 0|2 HE XIEL Oracle ZFS Storage

Appliance #|0|2 HZ MEAQ| “E2AH 70|82 HA"S BXSIHAL.

cluster/links BHC| EH2 CIE ZHEEZ ZE Q| £ CHELICL 2S9-2 ZEEZ{Q 8%

T 2 AE /O 2 30| CHol AEfZt BretEILICE J|Et 2= HESR{Q 22 Ml 22{AH 1/O

2 30| CHol AEHZF BtetEIL|C 22{AH 1/0 30| cigt HH2 “Cluster Interconnect 1/0”
in Oracle ZFS Storage Appliance Administration Guide, Release 0S8.8.x5 & Z5t&l Al
2.

2H o

GET /api/hardware/v2/cluster/links HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Oracle ZFS Storage 2S9-20]| Cist Z 1} of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 84

"links": {
"lio_dev/i40e0 = AKCIOS_ACTIVE\n
lio_dev/i40el = AKCIOS_ACTIVE"

}

ZS7-2 E= 7S5-2 ZAEE2{0f Cist A1} of;

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

"links": "\n\tclustron_ng3:0/clustron_uart:0 = AKCIOS_ACTIVE
\n\tclustron_ng3:0/clustron_uart:1 = AKCIOS_ACTIVE
\n\tclustron_ng3:0/dlpi:® = AKCIOS_ACTIVE\n\n"

}

EI‘E 4E%E‘lE %—Al'-ﬂ' links %Eﬂ% E@‘EL—l l:|'. /clustron EEE /d1lpi ?:!'0” QE -I?——E‘Dn_l' EI‘E

F4

—
|—-| |:|'. 01'% %O'i, O|I|_‘| 01|9—| clustron37ng3:08 ZS5-4 ﬁE%E‘Iﬂ %'—?— clustron3:o, ZS54-4 ?j
E%E‘IQJ 704—?— clustron2:0, ZS3-2 ﬁE%E‘IQJ 70:'—?— clustron27embedded:00| 5:::”—-| EI‘.
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=AKSCGgqucg
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=AKSCGgqucg
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooul
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooul

ECESS

S AH 2| JF

SAH 22[ofl= failback, takeover e unconflg7|' TohEl .
AEH 202(Accepted)E HHEtSILICH S AEJF HES —ﬂ“——fﬁf 2412 Abe
HTTP AEH 409(Conflict) 7+ BHEHEIL|CY

mjof M7t ZX| 2 wotet QAL XIS 22 A=ELCH 2E|RE QAE AT 4 ASL
Ct.

U B2IX7h $3HOF BILICH MU H|S 7| SRILICH REST S2H0|AE7}
failback BES AU RH0| HTHOR SME FL HTTP A8 2027} BEHEILICE
Uk T A2 DLIE{SIE SHOIAEE ZBE SN 22AH HEHS BU 4

ALt

Ol 5l m|Yuhof| CHSH XtMISH LHE 2 “Cluster Takeover and Failback” in Oracle ZFS
Storage Appliance Administration Guide, Release 0S8.8.x2 & ZEsIA|IL.

23X :

PUT /api/hardware/v2/cluster/failback HTTP/1.1

S2|AE LC 242 iR ST Helof (i3t =Eot BAELI UdHoz S2A

2|
[=]
B == 24 SiHls HEOR 3sIX| ORAIR. 2RIAH = 14 $iHEs 2 ALICH
T4 M= unconrig BE 0| &f2| ZrFut 2H2A0| AUELICE XtM[et LHE-E “Unconfiguring a
Cluster Node” in Oracle ZFS Storage Appliance Administration Guide, Release OS8.
8.xE HZotHA2.

So{AH 473

H¥e £7| 2HAH 249 1EHALICE XEAIEH LHE 2 “Upgrading a Standalone
Appliance to a Clustered Configuration (BUI)” in Oracle ZFS Storage Appliance
Administration Guide, Release 0S8.8. xS & ZXoIMA|L.

cluster/setup S D:IE:IO A|ﬁ'i:§!0“ EHQ‘ _*_7| EElE‘lﬁE‘I —_rl’g; —1‘—%15.:. ||:|' nodename 3:' password %
= HEoi| gt ﬂé XFgL|ct ™o d55HH HTTP 4Elf 202 Accepted”t HtetElL|CH

CtS X710| RE ZHSIK| oS HLR cluster/setup HEO| Am{EtL|C},

s DE 22{AH 237 AKCIOS_ACTIVE AE{QIL|Ct “S2{AEH &3 AEef” [79]12 #t

= 109 ’F_°JOI HAM UX|Z T {7t TG =0 UX| RS LT,

o

F-X7| 2HAH Y dE2 2ES=0 R 2 HE 22 = AJSLICH

- o:
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooub
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooub
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgvmco
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooza
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooza
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgooza

A

MAl

PUT /api/hardware/v2/cluster/setup HTTP/1.

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

{"nodename":

"zfs-storage-2", "password":

"password"}

SIESO] BHE O{Z210[HA SHEQ0 MA| S 2HRA FES 7HMQE | AFEELICH
H14 StEQo] HY

X A= [hardwarelv{1]2}0i 7} A9

GET Ichassis SHER0| AHAIE LIEEfLICE

GET [chassis/chassis XYE StEQo MA| S8 HEE 7fx1%'—||:f.
PUT [chassis/chassis KHE StEL0| MA| S HEE +HoLch
GET Ichassis/chassislfru_type SHERI0| MHA| RHRAE LIE E*'—l Ct.

GET [chassis/chassis/fru_typelfru XEE MA| 18eAs S8 FHE 7IMZLICL
PUT [chassis/chassis/fru_typelfru SIESQIO] MA| fMdeA SE HEE SHELCH

MA| LtE

MAl 7IHR7| BE2 Q5 AHESHA| ¢t
Hol| CHoll HTTP A ” H 200(0OK)O0| gtzetEl

A|AED AHA| %] 2

Lict.

SEXE fd Mg

name string MA| O]

model string MA| ZE HS

manufacturer string MA| ®Z A

serial string MA| 2 HS

revision string Al 0 2

part string MA| M BE HS

type string MA| AEZ|X| £8

faulted boolean Ze HA|7|

uuid string MAl UUID Al R}
28 o

SHERIOf MH|A
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GET /api/hardware/vil/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-2",

"name": "hostname",

nrpmn. n__n
. ’

"serial": "1211FM200C",
"type": "system"

oL
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "e@10",
"rpm": 7200,
"serial": "1235FM4002",
"type": "storage"
}I
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",
"path": 2,
"revision": "e@10",
"rpm": 10000,
"serial": "50050ccl1l0c206b96",
"type": "storage"
1

MA| FERA 71H 7|
o Hate XIHE MA| L RE St=9of PHRAS peteiLICE 4T B chel HTTP
AFER 200(0K)0| gH2HEILICE

28

GET /api/hardware/vil/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com:215

82 Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&



A

Accept: application/json

At o

HTTP/1.1 200 OK

Content-Type: application/json

{

"chassis": {

"type": "storage"

"faulted":

false,

"href": "/api/hardware/vl/chassis/chassis-001",

"locate":

false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision":

"9e10",

"rpm": 7200,

"serial":

"disk": [{

"1235FM4002",

"device": "cOt5000CCAQ1A76A2B8d0O",
"faulted": false,

"href":

"/api/hardware/vl/chassis/chassis-001/disk/disk-000",

"interface": "SAS",

"label": "HDD 0",

"locate": false,

"offline": false,
"readytoremove": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 2,

"present": true,

"revision": "A310",

"rpm": 7200,

"serial": "001210R37LVD-------- YHJ37LVD",

"size": 3000592982016,

"type": "data",

"use": "peer"
i

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
i

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
o

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
N

"fan": [

{

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
o

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
N

"psu": [

{

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
i

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
Ao

SHERIOf MH|A
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"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",

B
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
B

SIESN 24 7IH27|

O BH2 LY SI=R0 4o S5 YEE dretetL|ch 3ot BHo|| i HTTP el
200(0K)0| gtetEL|Ct SE A= Ch2 Eofl EAIE fdes s

offline, readytoremove 3:' use %E EEE %9| Elﬁio'”'.j_l' &!%Eul L—l I-——|'.

SEXNE /Y Hd
device string FRU Xl ID
faulted boolean FRUO|| Z2&0| 2 =X o2
interface string FRU QIE{HO|A R
label string FRU ¢[X| 2lo|2
locate boolean FRU 2|X| LED7} AX UJ=X o1&
manufacturer string FRU M= A
model string FRU 22
offline boolean ClA=Y} @EElRIeIX] o8
pathcount integer Disk Shelfol| CH$t & 1/0 22 $iL|ct
present boolean FRU ZX EA|7|
readytoremove boolean g = O|A3 £2to|Ho| 22|7F FH|EIRY=X| 2
revision string FRUZQ| H<l|0] EE= SHESO 7HA
rpm number Z2iE RPM(C|AZ HE)
serial string FRU 23 HS
size number FRU 27|83
type string IHQA 23
use string TERAM ALEH EH
23 o

GET /api/hardware/vil/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json
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Z1t o

HTTP/1.1 200 OK
Content-Type: application/json

"disk": {
"device": "cOt5000CCAO1A764FBOdO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"interface": "SAS",
"label": "HDD 11",
"locate": false,
"offline": false,
"readytoremove": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 2,
"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "O01210R322ED-------- YHJ322ED",

"size": 3000592982016,
"type": "data",

"aeon: "peorn
}
}
=y AL
71884 SE EE +F
PUT X2 MEHEI SIEY0| 7+ Qa0 st S5 HEE dH5t= ol ALY = JASLICH
MIot QEE2 HTTP 4EH 201(Accepted)2 2 JSON HAlQ| 74 24 S5 FEE dist
ghelct.
2™ o:

PUT /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: root

X-Auth-Key: password

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON S& of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Length: 403
Content-Type: application/json

"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

Ry
"locate": true

SHEQO] MH|A 85
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=1

e

HU
|
0R
Ot

23 HHE CLI"RX| 2| 23" o5& Of2HUIAM AT 4= = 208 Ba|BL|CH HE A
HA 23 HEE MH|A APIS EZTSHMAIQ.

2| 88

CHE HOM= 20 22| 3 =& PSS BHELIC

E15 23 2 gy
2% Z 2 lapilloglv{1]2}0]| =7} ks
GET Japillog/v{1]|2}2t AtE B MH|A HHES LFRLICH
GET flogs RE 21 Y gLt
GET /logs/?start=index/time&limit=entry limit MEHE] Hlof Cist 21 =2 It SLCt
GET /logs/alert 2EZE EOE Ligehct
GET [logs/alert?start=index/time&limit=entry limit MEHEl Helof Chet 23 &52 7N FLICh
GET /collect DOE 23359 BSS CRZCFLCH
GET [collect?start=index/time&limit=entry limit MEHE HeloM 20 &5 E38 CIREE
Lk
o THE ofZato|olA0) M AR & s BE 2O LIUYLICH 2t 20k 200 ¥
= S OpX|9f gt=o| A2t 7| E& gretetL|Ct

Z - depth 22| OHIHH 22} natch_property-name=vaie 22| OH7HH= KA E[X| LEL|C,

- o:

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json



2O ST MR

Z1t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

Illogsll: [

{
"href": "/api/log/v1/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

%I
"href": "/api/log/v1/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

%I
"href": "/api/log/v1/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

%I
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

%I
"href": "/api/log/v1/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

23U N7

X HE ofZ20|HA 20 M 20 F=S Hhete £ JUELCL A 2T A2 23H HE
SE Mot & &=9| IMy/A|ZHS BtatEtL|Ct

3 20f et H22] ®ef ZHOE QIS O|X| O] 20 HE2 AR £ giAl & &
°'A'-||:f 0| 3ot Met2 BUI U CLIGME MEEILICH A|AR 205 RF 7t 2{H
“27 e HEr [87]0" MEE| co11ect LS AESIYAL.

LTS peE
start=index XIHEl QA A|ZLO A 20 Hhehs ARt
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2ags N7
OiHEH 2 Ay
limit=number H._"§._|'E|_I 23 é’gg 4—% I‘I|§'_|’EFL|E|-
AT ole| Al WAE Hum| 202 BHskots 2t 002 7|2 MFELICL 84 ¢ U213
7|HCE 3AL 22 U2 SI8E[X| SELICH Tt A|Z QIEA = AIZF 2XEY o JUSL|CH
(0ll: 20130724T03:21:55).
ZF - RESTO|M = UTC AlZt2E S{EEIL|CEH SRl A|ZHol| A 170 E 20 Qe El AlZE 22 38|
X| Sf&LICEH O|X 210 HM2 A|ZF Zhof| Ciet QlEA M = AL OF LT et gt2 X|E
El Qo cisl gtetkl= 23 5 FeteL|ch X|FE Mot 242 Z2HoHX| b= 2ho| HetE
L|Ct.
28 o:
GET /api/log/vi/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json
23t off:
HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked
{
"logs": [
{
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"
A
"address": "192.0.2.0",
"annotation": "",
"summary": "Destroyed share \"zfs-storage-1:tst.volumes.py.34111.project/tst.
volumes.py.34111.1lun.7\"",
"timestamp": "20131022T22:52:34",
"user": "root"
A
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T22:54:23",
"user": "<system>"
A
"address": "192.0.2.0",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"
}
1
}
2 Y 89
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HERI FZ

O] RoilM HFot= HESRZ B2 HIE/I F2 YU FXE EX HER/I HOH 3, ¢
E{mlojA 3 A2 E FY5t= ol ArEE LI

HEHT 74

HERA M 7158 A24HH 22|H HIERIR ZEE E8f 23 EE VNIC(ZHA NIC),
VLAN(ZH LAN) & IPMP(IP Network Multipathing) 1S& H|Z38t0{ Ctkst 15 HEL
Z MYE UHE £ USLICHL O3 CHS o248t FASHE 218t IPv4 B! IPve FAE ASH= Tt

2 Foloto] A|A”IS| CHfst HIO[E] MH| A0 HZSHE H AHEE 4 ASLICH.

AAES HIERR 0= LhS 471K 9247t JASLICH

3

s HX| - E2H HEYZ HZ EE IPoIB(IP on InfiniBand) 28 S of| si kst
HEQT ZTEQLIC
= OO|E &3 -I§3IS HLfD 87| I3t 7|2 FMHAIULICE Hlo|H 3= FX|(E2[A

EQAZE)CE BEE Y 1112 28 4 JELICE £ Af%xmotr% Zhx| 8l
HlojEf 2laz2 MEl £E3F VLAN & VNIC H|0|E] 2135 Ho|gt £ Q&L|CH

n QIE{HO|A —|p M B FA XHE 2T 7|2 FYMQLICEH ZFH P QIEHO]AE T O
O|E{ 213Qt HAaE|AHLt CHE QIEH0|AZ A E IPMP OECE Ho|E/L|Ct

s FE XH - AAHIO|AM 1P I§ZIC| WEkE X Hot= WHE Mojst= 1P 2 XIH 4
LICE.

22y

rr

O] ZHO|ME HEYI HX|7t A8 7158t SIEQE LIEILHH, 4 758t
C}. Cllo|g| 3= AE 2 AlE|E|O|H, o]2{3t HE{3 EX|of LACPRt &2
E 0HS0{0fF ELIC} QI mH|o|A = H|0|E 3 E Sl MSE= 1P HF0|
E|QIL|Ct o] 2HA = HEHI QIE{HO|A MH0| & BEE(AHS 2 ™S
ot A1Z 3 MY S 2ot QIEH0|A) O 2 FEEUSLICE

HE®3 HIoJE 23

HEH3 o[E] @3 FH2 o{S2to|AA0 Cigt ClolE 213 222 S HlolE &
A 4l
o X

2 2AE LG, +H, E AR 4= ASLIL.

HEH

|
o8
ol
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HES3 gloje &3

92

H 16 HEL3 clo|e @3 ¥y
23 Z 2 Inetworkiv{1]2}0i| 7} ks
POST | /datalinks M UIESQZ Clolg 235 BHELICH
GET Idatalinks/datalink XY HEQI OOy 23 SE BEE NS
L|ct.
GET /datalinks D= HESZ OOl 23 HHE LigeL|CL
PUT [datalinks/datalink XHE HEHIA Ho|E &3 HHE SHEYLICH
DELETE | /datalinks/datalink XY Ho|E 23 HHE ARgLict.
HE17 =2|X X HojE 23 &= &
SEXNE 7Y ek
class String "device"("immutable")
label NetworkLabel glo|=2
links ChooseOne 23 [“igb1”, “igh0”, “ixgbe2”, “ixgbe3”, “igh4”, “igh3”,
“ixgbel”, “igh2”, “igh5”]
jumbo 28 A T A ["true”, "false"]("deprecated”)
mtu Positivelnteger Z|CH ME HI(MTU)
speed ChooseOne 213 £ & [*auto”, “10”, “100”, “1000”, “10000"]
duplex ChooseOne 213 0| [“auto”, “half’, “full’]
H18 VNIC ZA| Hlo|H 23 S8 HE
SEHH /Y =t
class String “vnic” (“immutable”)
label NetworkLabel glo|=2
links ChooseOne 213 ["ixgbe0"]
mtu Positivelnteger Z|Cf M& H(MTU)
id VLAN VLAN ID
H19 VLAN #A| Hlo|H 23 S§ ®HE
SEXHE /Y 29
class String "vlan"("immutable")
label NetworkLabel g0l
links ChooseOne 23 ["ixgbe0"]
mtu Positivelnteger | M& ©HI(MTU)
id VLAN VLAN ID
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20 Egt7lgt &% Mol @3 §8 M=
SENR 84 Mgy
class String "aggregation”("immutable")
label NetworkLabel glo|=
Links ChooseN 213 [“igh1”, “igh0”, “ixgbe2”, “ixghe3”, “igh4”, “igh3”,
“ixgbel”, “igh2”, “igh5"]
jumbo H2E HME T AL ["true", "false”]("deprecated”)
mtu Positivelnteger 2| M& H(MTU)
policy ChooseOne M [fL27, “L3", “L4”, “L2+L3", “L2+L4", “L3+L4"]
mode ChooseOne B E [“active”, “passive”, “off"]
timer ChooseOne EIO| [“short”, “long”]
key Integer £3 7|("immutable")
521 P 28 @ 79 &K Hole ¥3 55 Hu
SEEE sd My
class String "partition"("immutable")
label NetworkLabel ZlolE
links ChooseOne g3
pkey Pkey 2 dY 7|
1inkmode ChooseOne 213 9E ["em”, "ud"]

HIES{3 clo|e| ¥3 LIE

O{E2to|tA9l Y& 2= Cf|ojH 32
Y3 S5 Y=ot e e dlole 32

2H o

GET /api/network/vi/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

JSON H[O]E o

{
"datalinks":
"href":

oA
"href":

oA
"href":

oA
"href":

[{

LI Hloly @3 2&9| 2t ZiK|= Clo|E
A0 CHSH ZHA S 71 = hrefE EEHSHLICE

"/api/network/v1l/datalinks/ixgbe0@",

"/api/network/v1l/datalinks/ixgbe1",

"/api/network/v1l/datalinks/ixgbe2",

"/api/network/v1l/datalinks/ixgbe3",

HEH

|
o8
ol
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TEELLEEE!

94

1

HIES3 Clo|e &3 717

ceT M A== CO|E 213 24| S=0t &) Hl0|H 213 S5 HEE Xdh= JSON 4K E
dretetL|Ct,

GET /api/network/vi/datalinks/ixgbe@ HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

JSON H|O|E of:

"datalink": {
"class": "device",
"datalink": "ixgbe@",
"duplex": "auto",
"href": "/api/network/vl/datalinks/ixgbe@",
"jumbo": false,
"label": "Untitled Datalink",
"links": [
"ixgbe@"

1,
"mac": "0:21:28:a1:d9:68",

"mtu": 1500,
"speed": "auto"

HE®3 Ho|g &3 2=7|

posT HH2 M O[O|E /3 E PHELICE M HIO|E| A3 E o5 W HRot Lt X7t SE M
HE= S Ho|H @39 A E HOlSH= class S5 HEQYLICE HO|H &3 ElEH*" E1|
Ol 238 YUEE SO Ho|x|1 O EefA Y & SLIY & JASLICH

m  device — &X| 7|8t H|O|E| A3 E THELILCE

= vnic — VNIC 7|t Gi|o|E] I3 & FHSLICL

= vian— VLAN 7|H|' E||O|E'| 23 % Dn_I'EL“:I'-

B aggregation — %‘.’J 7|H|' E”O|E1 %3% DI'EL“:l'-

B partition — 1B E"Cé" %:'0—:|| E||0|E'| % DPEL“:"-

SE HEE 14 HE Ho/H A3 HiF0M ALY 4 Y= SY CLI S Hoj| jLE
Lfct.

28 o

POST /api/network/vil/datalinks HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root
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X-Auth-Key: password
Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDataLink"
}
Z3toff:

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vl/datalinks/ixgbe2

HER3 lo|e 23 +F

T HAEE MO 273 S8 HE
ot LHE2 CLI B ME EZSHA|
23X

PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

2t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

"datalink": {
"href": "/api/network/vi/datalinks/ixgbe2"
"class": "device",

"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",

"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"

HE®3 HI0|E &3 A

23 AFof Tht XbA|

O] HH2 A|AH”O|M HIO|E F3E MAZLICE href Z2E A3 X FE HIO|H B3 E

ARt

- o:

HEH

|
o8
ol
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HER3

96

DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1

Z1t o

HTTP/1.1 204 No Content

Xt
SPN
S HHE2 A|ARIS E2|M HESRS EXIE LIFYLICH 22X HER S &Ko a3 &+
U= S5 FHEIL &L
22 HERZ FX| B
24 A2 Inetwork/v{1]2}0ll F7} 4g
GET Idevices/device XY HES2 &KX 58 EE JIHSLICH
GET /devices DE HES3 KX A E Lttt
¥ 23 HEY3 &K SE ME
SEFE od
active T MEfRIX| R E LIEH = 22 22
duplex 78'7(|9_| Ol%
factory_mac 2% MAC &
media ngl DHXﬂ
speed K| %E(Mb/_*_)
up EXI ESSH=X| 2 E LIEtH = 22 Z2i2
[e) X oA
HER3 &X| LIS
0| Y2 2= HESRZ FXIE LIFeL It
28 o

GET /api/network/v1/devices HTTP/1.1

Authorization:
Host:
Accept:

At o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

application/json

{

Oracle ZFS Storage Appliance RESTful APl A3 A,

Basic Tm8gcGVla2luzyE=
zfs-storage.example.com:215
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"devices": [{

"href": "/api/network/v1l/devices/ixgbe@",
i

"href": "/api/network/v1l/devices/ixgbel",
+

"href": "/api/network/v1l/devices/ixgbe2",
+

"href": "/api/network/v1l/devices/ixgbe3",
H

GET /api/network/v1/devices/ixgbe®@ HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

23t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices": {
"active": false,
"device": "ixgbe0@",
"duplex": "full-duplex",
"factory_mac": "0:21:28:a1:d9:68",
"href": "/api/network/v1l/devices/ixgbe@",

"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true

HE®3 AEHo]A

H24 HIES 3 QlE{mf|o]A H
28 A2 Japilnetwork/v{1]2}0il 7} og
POST linterfaces M HER 3 2l m0|AE THELICE
GET linterfaces/interface XM= HEL3 QAHo|A S5 HEE 7INS
L|C}.

Im

2

|
o8
ol
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HIEQ3 QlE{Ho|A

98

ek A2 Japilnetwork/v{1]2}0il £} Hd

GET linterfaces 2E UES3 QAE{Ho|A MM E LISEFLIC

PUT linterfacesl/interface KHE HESRZ QEmo|A M| E +H Lt

DELETE linterfaces/interface XIHE Qe o|A KIS APHIefL|Ct

B 25 HEH3 QEmo|lA S5 HE

sE 5= L

admin Ol 21E{m|o|A0] CHt 22|7t H & =X HFE LIEHH
= Ed3

class EaA SY(ip", "ipmp")(THE T HEY £ 1)

curaddrs Sxf 1P FA(HEE 8IS

enable O| 2IE{I|O|AE AR HEEX| R E LIEHHE &
]

label QIE{m|O|AOf CHS AHEX} 20| =

Links 0| QIE{m|o|A0f CHEH HIERIR &3 MEH

state QIE{H|O| AL MEN(HAE  8l3)

vaaddrs IPv4 =2

védhcp IPv4 DHCP 222

véaddrs IPv6 =2

vedhcp IPv6 DHCP E2i1

HES?3 Qe o] A LIS

H
rin

GET /api/network/vi/interfaces HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

Z1t o

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{

"interfaces": {[
"href": "/api/network/vl/interfaces/ixgbe0@",
"v4addrs": ["ipaddr-1"]

Ao
"href": "/api/network/vl/interfaces/ixgbel",
"v4addrs": ["ipaddr-2"]

Ao

HER 3 QEHO0|AE LIEE

fLICt.
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2IE{H| 0] &

"href": "/api/network/vl/interfaces/ixgbe2",
"v4addrs": ["ipaddr-3"]

oo

"href": "/api/network/vl/interfaces/ixgbe3",
"v4addrs": ["ipaddr-4"]

HIES3 QIE{HO|A T 27|

o

| 3

rlo

QX .
GET /api/network/vi/interfaces/ixgbe® HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

ot off:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

2

{

"interface": {
"admin": true,
"class": "ip",
"curaddrs": ["jpaddr-1"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe0@",
"interface": "ixgbe0",
"label": "Untitled Interface",
"links": ["ixgbe0"],
"state": "up",
"v4addrs": ["ipaddr-1"],
"vadhcp": false,
"véaddrs": [],
"védhcp": false

[

HES 3 QAE oA PHST|

O] FF2 M HERZ AEHO|AE BHELICE

- o:

POST /api/network/vil/interfaces HTTP/1.1
Host: zfs-storage.example.com:215
X-Auth-User: root

X-Auth-Key: password

Content-Type: application/json

XEe HEXZ AEmo|Ao Tttt S5 FE2| TAH =5

2 7IHSLItt.

El

E9

|
o8
ol
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HIEQ3 QlE{Ho|A

Content-Length: 78

{
nelass': “ip",
"links": ["ixgbe3"],
"v4addrs":"192.0.2.0/24"
}
At o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vi/interfaces/ixgbe3

O H2 7|1& UESI AUEH|O|AS +HBfLIC.

PUT /api/network/vil/interfaces/ixgbe3 HTTP/1.1

{
"vdaddrs": ["192.0.2.0/24"],
"interface": "Demo Rest"

}
Z1tof:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
IIClaSSII : llipll,
"curaddrs": ["192.0.2.0/24"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"vaddrs": ["192.0.2.0/24"]
"v4dhcp": false,
"v6addrs": [],
"védhcp": false

}

HES 3 AE{HO]A Afx|

o] ¥

rlo

7l

I

HERZ QAEH 0| A AFELICE

Z - QIE{O| AT} AR E|H oot HetEl RE F2& MAHELICH

—
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- o:

DELETE /api/network/v1/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

ot off:

HTTP/1.1 204 No Content

ofie HHE2 UESY3 AZE 22|t

H 26 HEHZ = 22|
k) A2 apilnetwork/v{1|2}0ll &7} od
POST Iroutes MU ES2 Z2E hsLCHL
GET Iroutes/route KNYE HESR2 22 S5 FEE 7INSLIC
GET Iroutes DE HESRD Z2 M E LiGRLIct
DELETE Iroutes/route XY 22 HHE AdFLICh
GET [routing HE Z2 Xd S HEE 7K 3LIch
PUT Irouting HE Z2 XY 58§ HEE +Hect
"27 HES 2 52 J¥H g
SEXE 29
type "system" EEE "static'T} 22 AZ9| QUHAL £ ¢l
)
family ZF4 OE(IPv4 £ IPV6)
destination ZE i =4
gateway AO|EQIIO] F=&
interface HIES{Z 0|5 23 QlEIojA

Z20]| th$t href Z2= CLIO| ™ E 2 IDE AHESHX|TH of2{ot k2 B27t aFE mf
42 = UASLICL API= 22 L IR0t S5 HEE AE5I0 thd 225 MENStL|Ct
8 routes/route- ###J-|' I2|| o|-0:| routes/name=value IL—||:|'.

Mo rE 1N

Z2 LIE

O{E2I0|HA0M BHE RE HIE/S Z2E LIEELICHL

|
o8
ol

HES 101



HES 32

- o:

GET /api/network/vi1/routes HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"routes": [{
"destination": "ipaddr-0",
"family": "IPv4",
"gateway": "ipaddr-1",
"href": "/api/network/v1l/routing/route-000",

"interface": "ixgbe0@",
"mask": 0,
"route": "route-000",
"type": "static"

AL
"destination": "ipaddr-2",
"family": "IPv4",
"gateway": "ipaddr-3",
"href": "/api/network/v1l/routes/route-001",
"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",
"type": "System"

1

()

Cr ZZ0f cfet SE HEE JHHSLITt,

[oXS| Oﬂ:

GET /api/network/vi/routes/destination=ipaddr-1 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

21t of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"route": {
"destination": "ipaddr-1",
"family": "IPv4",
"gateway": "ipaddr-2",
"href": "/api/network/v1/routes/route-001",
"interface": "ixgbe0",
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"mask": 24,
"route": "route-001",
"type": "system"
}
}
x
42 F7t
M HESS A2 BHSLICH 2R href 32 T2 Z27t A A=) 2715 A2 HAE 4
ELIC wretel S2 Hwot el S2 Yot SYSIOR Bts 1 A2 ot urstelX| g
L|Ct. M3t BHS7|= HTTP AEl 204(Created)E gtetetL|Ct.

IHJH Jdggiﬂ }EE %§5ﬂ oﬂ:

POST /api/network/v1/routes HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 164

rul
rir

{
"family": "IPv4",
"destination": "jpaddr-0",
"mask": "@",
"gateway": "ipaddr-1",
"interface": "ixgbe0@"

}

Z3t o

HTTP/1.1 201 Created

HZ A

7l

T

HERZA

oY

2 AHgfLct.

2H o
DELETE /api/network/v1l/routes/route-001 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

Z1tof:

HTTP/1.1 204 No Content
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gatec

RESTful API 222 E AH|A

RESTful API 22tRE MH|AE Sl {E2t0[AA 2E[XH= TS HUS 8 £+ ASH
Ct.

. Ezto|AHA9| ZFS AHAF H|O|E{E Oracle Cloud Infrastructure Z4K| AE2|X|0f BHS
SHL|C}
= .

s 2ERE0M AL 7%3._ ARAF RS LIGRILIC
FO|HA &

. AU HRIS A ZRE OfF2
. Aust | CO[E} of o] BRI 9IS 29 AL

S 0|40 0Z310|9IAS SUSH 22LC T MU & YALICH 224LE wole 2ot
S CHAfo| THet & Ht0| 9l B E ofZtololro] ME BHE BE 2T £ 2

CHe €52 HIR50] S2tE WAl chet XiMI$H L2 “Configuring Cloud Backup” in
Oracle ZFS Storage Appliance Administration Guide, Release 0S8.8.x2 EZESIHAIL.

n "EZE"LEOLFH0|E" AIZ S HIR S Oracle Cloud Infrastructure A& 14
s OIO|E 3], HIEIH|O|E] HZI 8l O}7t0| 2 HZl 22|
n 22 A XA CHet 2HAESHE P I

CHS &d 2 E &S0 Oracle Cloud Infrastructure ZHA| AE2|X| AH| A0 CHEE XbA|SH
L& 2 “Oracle ZFS Storage Appliance RESTful API Support for the Oracle Cloud
Infrastructure Object Storage Service” in Oracle ZFS Storage Appliance Object API
Guide for Oracle Cloud Infrastructure Object Storage Service Support, Release OS8.
8.XE ZXSIMAIL.

m  Oracle Cloud Infrastructure AMH|AE A2 MHETIL|CT.
n ALEX}F|E THSAHLE AXIBILICH ALEXL 719 2 HotE HATL|C.

—

(o, |
{H| A =
22IR2E MH|A ZA S AF2SI0 Oracle Cloud Infrastructure Z{A| A E2|X|0f| A H{ZE2}0]
A ALHAFHHOIS Jta|st 4 QIALICE Oracle Cloud Infrastructure ZiK| AE2|X| 9| CHA!
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgubav
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgubav
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw
http://www.oracle.com/pls/topic/lookup?ctx=F13758-01&id=ZOAOBgubgw

SERE MH|A E

o

106

x

backup-id

target-id

job-id

¥ 28

x

PN fog k=1 14

TH=

= MHlA

Oracle Cloud Infrastructure Z{A| AE2|X|0f|A] Bi0| XZHEl T Al
L|C}.
format2| 22 2fs B tarAL|CH AHAF WA MMO|| CHSE formatO|
K HE|X| %2 BLR 2rs7t 7| 2AURJLICE 2rs FAI2 THY A|ARIDE LUN
AHSS X RSHH, tar A2 TFY AL AHSTE X RASLICE 2fs
2 tar HAIO CHSE XtM|BE L2 “Creating a Cloud Backup (CLI)”
in Oracle ZFS Storage Appliance Administration Guide, Release

0S8.8.xE HZSHIAIL.

Oracle Cloud Infrastructure Z4A| AEZ|X|0f] K EHEl {EZEZH0|HA A
HAEO| EAHROf| CHEE AEXIL|CE “S2tRE 8 LIE [112]0IM
o ZH0| A S LIS tf backup-id2| 242 id S= ME9| ZtL|LCE,

HA o=
M| AHAF A0 AL packup-id2| 22 CHS ool A<t 20|
pool_id/snapshot_id2!L|Ct.

3e035b7e546e0d02/1cbfdb5ff2259b76

Z2 AL A0 AR packup-id2| ZE2 CHS O[of| A<t 20|
pool_id/child_snapshot_id-parent_snapshot_id®L|C}.

6913a5703bee98dc/46be95ced54e99d9-66713eb88fd209el

80| X{ZEE|= Oracle Cloud Infrastructure Z4X| AE2|X| @KL
Ch X’HE W2 of2] CHARO| MAEE &~ QJELICH &, S8t backup-

T H AA
id7t CHE target-id I X[0f| LIEHE =~ RJUSLICH

=2 T e
MAS LHEE W target-id2| U2 target S5 FE Q| LI

3te)

st job-id2|

Xt
A

of AAXIULICE. “X Y LIE" [116]0f| A2t 20|

22 10 S2 Mol eLict.

A2
H=

S2tRE MH|A HH

24

nx

Z £ Japilservicelv2iservices0l| 37}

GET

> | of

Q

=2

/cloud

&
rot
on
Ju
o

Heot g

12

clo|

!
oPEQ
%2

no
oo
r
[t

4

PUT

fu | i o

/cloud

opn
oz
i

r
ul

POST

—

==
mB

==

on| 4>

i
[l
a

[cloud/targets

Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&
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satec Mu|A Tl

ek A2 Japilservicelv2iservices0l 37} Ad

GET Icloud/targets CHArS Lot

GET [cloud/targets/target-id KNYE e S8 HEE Ligatct

PUT Icloud/targets/target-id X ™ el S8 BEE +FgL|Ct

DELETE [cloud/targets/target-id MH|AOM X HE CHAS HARLICH

GET Icloud/backups DE YN ARE WS BT LIFRLICH

GET Icloud/backups/formatibackup-iditarget- | XM=l #HAS LIERL|C
id

DELETE Icloud/backups/formatibackup-iditarget- | XIS El HAS MrEtLICHEY @S MEE.
id

POST Icloud/backups/formatibackup-iditarget- | XIHE A2 ZRAeH|CHEY 2K S N,
idlrestore

GET Icloud/jobs ’.é-_;ac'! F0l 2 9l | 20| 22 E ZHS LIFTL

C

GET Icloud/jobs/job-id KYE 2o 58§ HEE Ligatct

PUT Icloud/jobs/job-id/cancel X™E A =l =g S FAgLICt

PUT Icloud/jobs/job-id/restart XI™E SCHEl 298 ChA| AlZHL Ct

S2QC MHIA A8

SR MHIAE AEo= A2 LIS G0 MeF 20| statusE enableZ HEYLICE

- o:

PUT /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Content-Type: application/json
Content-Length: 22

{ "<status>":

SotRE MH|A 23 o 27|

"enable" }

ChE RES AF8SHe 22t MH|A0 tigt 21 IS = = ASLIC.

GET /api/log/v1/logs/appliance-kit-cloud:default HTTP/1.1

S0t MH|A SE FE LE

-

GET /api/service/v2/services/cloud HTTP/1.1
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Host: hostname:215
Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*

At o

HTTP/1.1 200 OK

Date: Wed, 24 Jul 2019 20:30:59 GMT
Content-Length: 843

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

"service": {

"href": "/api/service/v2/services/cloud",

"<status>": "online",

"tls_version": [
"TLSv1.1",
"TLSv1.2"

]I

"ciphers": [
"ECDHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES256-GCM-SHA384",
"DHE-RSA-AES128-GCM-SHA256",
"DHE -RSA-AES256-GCM-SHA384",
"AES128-SHA",
"AES256-SHA",
"DES-CBC3-SHA"

]I

"targets": {
"href": "/api/service/v2/services/cloud/targets",
"entries": 2

}I

"backups": {
"href": "/api/service/v2/services/cloud/backups",
"entries": 2548

}I

"jobs":
"href": "/api/service/v2/services/cloud/jobs",
"entries": 0

}

SCRE MH|A SE B2 =3

- o:

PUT /api/service/v2/services/cloud HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*

Content-Type: application/json
Content-Length: 48

{
"tls_version": [
"TLSv1.0","TLSv1.1", "TLSv1.2"

]
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CHE ool = 2 tid S LHEeiL
28 o
GET /api/service/v2/services/cloud/targets HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*
Z1t o
HTTP/1.1 200 OK
Date: Wed, 24 Jul 2019 21:06:18 GMT
Content-Length: 1086
X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0
Content-Type: application/json; charset=utf-8
"targets": [{
"bucket": "pl-test",
"href": "/api/service/v2/services/cloud/targets/target-id1",
"id": "target-id1",
"key": true,
"location": "https://objectstorage.us-ashburn-1.oraclecloud.com",
"name": "oci-ashburn",
"online": true,
"proxy_host": nn,
"proxy_on": false,
"proxy_password": false,
"proxy_user": nn,
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.oc1l. .user-id"
e
"bucket": "pl-test2",
"href": "/api/service/v2/services/cloud/targets/target-id2",
"id": "target-id2",
"key": true,
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"name": "oci-phoenix",
"online": true,
"proxy_host": "www-proxy.example.com:80",
"proxy_on": true,
"proxy_password": false,
"proxy_user": nn,
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.oc1l. .user-id"
1
}
CHE oloilM = XIFE CHed S LIt
GET /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzyE=
Accept: */*
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CHAF Ot

o -

uin

7

getec of

0>

S PHS2{H LS O 7t 2 etLCt

—

OH7HEH 4 g

key user-idof| it Oracle Cloud Infrastructure A& AtEXt 7|
tenancy-id Oracle Cloud Infrastructure |3 E|'EIA| 0|2 OCID
user-id Oracle Cloud Infrastructure A& AH2X} 0|5 OCID

CHES ool M= TS 2HELIT

-

POST /api/service/v2/services/cloud/targets HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

{
"name": "oci4",
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"user": "ocidl.user.ocl..user-id",
"bucket": "test-bucket3",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"key": "key",
"proxy_on": false,
"readlimit": -1,
"writelimit": -1

}

Z3tof:

HTTP/1.1 201 Created

Date: Wed, 24 Jul 2019 21:14:39 GMT

Content-Length: 568

X-Zfssa-Service-Api: 2.0

Location: /api/service/v2/services/cloud/targets/target-id
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"target": {
"bucket": "test-bucket3",
"href": "/api/service/v2/services/cloud/targets/target-id",
"id": "target-id",
"key": true,
"location": "https://objectstorage.us-phoenix-1.oraclecloud.com",
"name": "oci4",
"proxy_on": false,
"readlimit": -1,
"state": "offline",
"tenancy": "ocidl.tenancy.ocl. .tenancy-id",
"user": "ocidl.user.ocl. .user-id",
"writelimit": -1
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ss 3 43

name Zt o{E2to[ A0 M U RSHOF S o] St E tHate| o|SLICE

proxy_on true@l Z2 QIE{UIIIO] A|AR S0 ZEAIS AFESLICH
proxy,on9 0| truei! ol 74—?— proxy_h ostoﬂ EHBJ ﬂ% Iﬂ-g—fiHOF E’J'—ltf.

proxy_host IIEA' SAE 0|E I X E ﬁ-‘-.i?:“-ll:l'.

proxy_password

MeAFgILICH T2 Al Y= Lict.

MERARRIQILICH TR A| ALEX} O| S RILICE

proxy_user

readlimit MEfArEQIL|Ct 22t2E M0 A CIo|HE S X4 Al HIO|E £ QlLICH EE2IRE
siio| 22t ':Oﬂ M EYE [[H 0| Zt0| AF2EILICE |§ £0{, 210] 41943049 AL 22}
LE tHMOlIN 7| S0t £ 4MBE F|SHEILICE. 240 -10|™ /Ot MI$HE|X| t&L|Ct

writelimit MefArelL|Ct, 2212 4o HIO|EE £ x4 A|CH HIO|E £ QlL|Ct 22tRE A Y
A0| 22tRE MO R JZEE ol 0] gfo| AFZELICE o€ S0, 20| 5242880°| L
S22 A0 M7| £527F X2& 5MBE MIBHEILICE gfo[ -10|H I/O7f MIgt=|X| ot& |
C}.

- o:

PUT /api/service/v2/services/cloud/targets/target-id HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.54.0

Accept: */*

Content-Type: application/json

Content-Length: 19

"www-proxy.example.com:80",
4194304,
5242880

{
"proxy_on": true,
"proxy_host":
"readlimit":
"writelimit":

}

CHAF AFF|
o T

&S AfHsto| Hofl Ch3 2 =helgtL|c).
x
—

m  Of CH&fof| CHet #ieio] Fe
= O] Ciebof| ¥ 0] A=X | o
8310 Of CHetof| XZHe!l

CHE ool M= XIH

- o:

OIX| OfE. “XtQ] LISI" [116]2 AITOHAIAIR.

SEPRE MY LT [112]0 M2F Z0] target HE{E At
= LIggLt.

o

& 2EHRE S MH| 200 M HA R
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DELETE /api/service/v2/services/cloud/targets/target-id HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*

At o

HTTP/1.1 204 No Content

Date: Wed, 24 Jul 2019 21:20:27 GMT
X-Content-Type-Options: nosniff
X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

GET /api/service/v2/services/cloud/backups HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Z1t o

Of oflofl M LIEEl KtHm M2 LIEE Sl A of XA YLICH RHM MO parent 22

—||:-I|:|_1MH H—I]I?:]I(app-data-fullsnap)gl dataset a;tJ_'—f %OI-C"-I'D:‘, E-HJMH H—Iu'lcl)=19| parent EI% I_E-I(I):I |—| I:|'.
o

=
XHA| B2 Dok SABH rornacOl EILICE. O] GO A= KHA] Heint £ 0] cor 2AI)
LIk,

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 21:22:40 GMT
X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked

{
"backups": [{
"target": "target-id2",
"parent": "app-data-fullsnap",
"started": "2020-01-06T20:03:32z2",
"completed": "2020-01-06T20:04:36Z",
"id": "backup-id2",

"source": "cloudsnap@",

"href": "/api/service/v2/services/cloud/backups/tar/backup-id2/target-id2",
"tier": "standard",

"dataset": "pl/local/default/app-data@app-data-incsnap",

"format": "tar",

"size": 3224982536.0

Ao
"target": "target-id1",
"parent": "M,
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1
}

"started": "2020-01-06T20:01:162",
"completed": "2020-01-06T20:01:17Z",
"id": "backup-idl",

"source": "cloudsnap0@",

"href": "/api/service/v2/services/cloud/backups/tar/backup-idl/target-id1",
"tier": "standard",

"dataset": "pil/local/default/app-data@app-data-fullsnap",

"format": "tar",

"size": 2149988056.0

Chs RYS AHSSHH X[YE HHS LIEY = ASLICH

GET /api/service/v2/services/cloud/backups/format/backup-id/target-id HTTP/1.1

ECC R

garec

Heig

o i7HH 4 LI

£S5 ZEHIY » ACE LISt 22 2of oiviH=-7t XA EL|CH 2= of
SLICH & 7o Lt2= of|ofl A2t 2Ho] = Q| ofzH 4

H 29 SR W LIES eIt = Df7HS
s=3= T
start start| 242 CHS & SLIL|CH
m Q) QIHARQILICE O] 2! *9| U2 02 entries S5 HE(‘S2URE MH|A SE H
2 L [107]0 EAIEIE R2H9| backups ZOll AZ)2l =Lt 1 22 7| ULICH,
RIYE ol Az MefEl wol ol X T El #ejo] BHEOIZl 3 BHE0IR! J1E Q2El el
2 Liggicth
B v-un-%dTaH:%m: %5z S A1Q| A|ZFRILICE O] started A completed S5 HEQ| L0l AFE
El= SYst HAQILICE O] AJZH2 SR AZIIEX|Sl 2E HAIZHY 5= JAELCE HE
E0{, 2019-09-00T00:00:00z= & A|ZH0] OFEL|C}.
XIFE AlZHE= T 0|20 BHSOIT JhHE Q2 El WS LiFstL|Ct
end end2 a’% %Y -%m-%dT%H : %M : %SZ 6é¢!9| A| ?:“-—“:I' 0|._ started '34 completed % @Ec" at
off AEEl= ST YALICE O] AIZH2 ®idf| AIZHIHX|IS] BE HAIZHY £ AELIC. of
£ E01, 2019-09-00T00: 00: 00z= A A|ZH0| OFLHL|CE,
XIFE AlZHEE= T 0|0l BHSO{Z 2|4 Wi S LiFBtL|Ct
Llimit XIME 2= olstel ehlg LIFRILICE 1imie DHZHEHSOE 7| 2340] SA&LICH
target target S5 2| ZHILICE o chabel 2|4 WS LIFBLICH
source source S5 FEO| ZHULICE dig 229 |4 “—’.‘?:1% Lt et
dataset @ C:¥0" Oll_ dataset %% Eol jr°||—| EI’ 0" , E”OlE'I k”E p1l/local/default/app-
data@app-data-lncsnapgl 74—?— pl/local/default/app-data EEE app-data% XIE"Z!LIEL
XIFE Clo[E MESQ | ‘1’.'%*% Lt etL|C,
- GIOIE| ME o] Cist @2 0[S0l B E G|O|E ME 0|0 Z&E 2= o
O|E] MEQ| RE A S | [HEH |-|E|‘ 0| & =0, p1/local/default/app-data@app-data-
incsnap9| siiofl CHet X 0|20| app-data-incsnap, app-data-incsnap-1 Y myproj-app-
data-incsnapi! . E‘||O|E1 A‘”E | H—}!%‘E t.'_@JE”-IEL
format format SE I"E()' 7r(zfs T= tar)OIL“:I‘ XPHEl el ag—!gl -;'t-l | H—|H°|=|{% LI'GE'_QHEI‘.
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CHE OloilM = A S T1 200020 B RE] A[ZFSH0 71 QEfEl el S LIFeL|C 2
2IRE MH|A S8 HE FE2 vackups HO|M entries S5 HE2| gf0| 28652 2 CtS
ool M= 8657 e (M 20007 E] MY 28647HK|)S EOFLICH

GET /api/service/v2/services/cloud/backups?start=2000

CHE ool M= B A 57t 200091 A TF LEFRL|CE.

GET /api/service/v2/services/cloud/backups?start=2000&limit=1

CHS GloilM = XIFE AlZh = O 0l=of| 2HSOZ 71 QaliEl 500712 A S LiE gL Ct.
GET /api/service/v2/services/cloud/backups?start=2019-07-12T00:00:00Z&1imit=500

CHE ool M= XIFE AlZh EE= 1 o|Fof| BRSO Zl %41 5007H2| WS LIESfLICE

GET /api/service/v2/services/cloud/backups?end=2019-07-12T00:00:00Z&1imit=500

CtE OloiIM = XIFE stare A|ZHEE= O O|FRE| X[FE end AlZE TTX| HSO{E 2= Y
= Lgghct.

GET /api/service/v2/services/cloud/backups?
start=2019-07-11T00:00:00Z&end=2019-07-12T00:00:00Z

CHS OIS tar B9 HAIO 2 O|Z0M| app-data?t EEHE BE TO|E MEQ| 32l HtS
LIEefL|Ct.

GET /api/service/v2/services/cloud/backups?dataset=app-data&format=tar

CHS ool M= target-id CHALS| O] S0H| app-dataZt Y= ZE CIO|Ef MEQ| £| 4l A S LtE

L.
GET /api/service/v2/services/cloud/backups?dataset=app-data&target=target-id
= AAT7

CtS A= AA T} c1oudsnape?! target-id CHAMO| O| 20| app-data?t U= 2= HIO|E ME
o| X4l WAS LiFefL|Ct.

GET /api/service/v2/services/cloud/backups?dataset=app-data&target=target-id&source=cloudsnap®

= O HHAH A

=cE S ALK

SR L WAZ2 AMX|st7| Mol CHS 2 erelgtL|ct

m O] BHio] SRI0| Tl FOIX| ({8, “XHH LIE” [116]2 HZSHUAIL.

n O] HHRAO| XtA] SZ0| Y=X| ., XA oHE BHA0| U= A2 MX|E 4~ gl&LICE O]
HHRAO| XIA =22 M| BHRAO gataset BTt SLP parent 2= 7HEILICE “S2tRE Ul
LI [112]2 EZSHAA|

Cl2 oo = XIEEl cHAre] X[ ™ E S Oracle Cloud Infrastructure ZiHM| A E2|X|0f| A

ARSI = &Y 28 S MELICH 0{Z20[AA= O{S2H0[AATE AN AT = =B E

Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&



satec Mu|A Tl

ol BE A M ZSE 4= AFLICH ST 0| CHE O{S2t0[A20M BHS0{T B2
Ol = OpEEZEXILICE,

O{Z2I0IAA0M S 7 AMF HAS MH[S= YHS BOF= AR MY A

Hl" [122]9F O] 2 A S H| W BfL|Ct,

- o:

DELETE /api/service/v2/services/cloud/backups/format/backup-id/target-id HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*
21t ofl:
"action": "job-id"
}
22t WY AH|o| T AEts HefH ‘XY LIE” [116]2 AFE3H0] 9l job-id2| S
§|-0|'<'5|‘L|I:
= .

i | —_
SR C Uil S22 M0 ciet BMA HBH0| = RE O{E2I0[AHAN MZE SH[E
SRE S £ ASLIC
CIS ool M = XIME MRS S5t = XY QNS MELICH WS SIS EY T
ZHEE X|Hst M 3 R0 st 0|52 X[HELICL Slol ZTIE Mehs Ha{™ “XY Lt
&’ [116]2 ARSI BHEHEl job-id2| XA S sholgtL|Ct.
CHAHOll CHOH read1imit S5 ME7F AHE R CHAOIAM 2= X HIO|ET} read1imit O|SHY
L|Ct, “CHAM OEST]” [110]8 & ZESHYAIL

2H o

POST /api/service/v2/services/cloud/backups/format/backup-id/target-id/restore HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Content-Length: 55

"pool":"p1",
"project":"default",
"share": "restore6"

}

Z3toff:

{

"action": "job-id"

}
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CIS oM E 2 S 2 E =Y Ol 2|2 t2El Y2 LIS CHE| A ZH0] HA Lt
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-

GET /api/service/v2/services/cloud/jobs HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

Z1tof:
O] ol M= & uiH XtHo| SUSH CHAt0]| CHE F e S XMASHT QELICE

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 21:37:52 GMT
Content-Length: 983

X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8

{
"jobs": [{
"href": "/api/service/v2/services/cloud/jobs/job-id2",
"op™: "backup",
"target": "target-id",
"targetName": "oci-ashburn",
"created": "2020-02-06T16:52:42Z",
"updated": "2020-02-06T16:52:48Z",
"id": “job-id2",
"status": "in-progress",
"rate": 10002432,
"transferred": 80019456,
"estimated_size": 43088792088,
"dataset": "pl/local/default/f-1",
"backup": "backup-id2",
"snapshot": "snap3",
"format": "tar",
"details": "uploading backup to zfs/backups/tar/backup-id2/000000001"
Ao
"href": "/api/service/v2/services/cloud/jobs/job-id1",
"op™: "backup",
"target": "target-id",
"targetName": "oci-ashburn",
"created": "2020-02-06T16:52:28Z",
"updated": "2020-02-06T16:52:48Z2",
"id": “job-idl",
"status": "in-progress",
"rate": 1942,
"transferred": 3884,
"estimated_size": 0,
"dataset": "pl/local/default/f-1",
"backup": "backup-idl",
"snapshot": "snap2",
"format": "zfs",
"details": "uploading backup to zfs/backups/zfs/backup-id1/000000001"
H
}
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Cte ool M= XIFE ZHA S LigetL|Ct,

GET /api/service/v2/services/cloud/jobs/job-id2 HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luZyE=

Accept: */*

Z22tE WY 2 FE HEYOE start H 1inic Q| OfZHST XY ELICE

o OPHOel U2 S QISIAGILICE o) SSIASI 2 0RE| miriec S8 WS
2R MH|A S2 HE L [107]0] EAIEIE 28] jons Hofl 218)] BT 1 &
iy SN I [

o Lanae OAHEIS0] 2H2 LhISH AITH JHY SiLCt

T OjPHE S 2O

Ol M AFE2E £ U&LICE CHS G0 AM2F Z2H0] Z Q| OHIHH 4 ALO|
0l AND HAH&)2 AT

CHS ool M= A S 100702] A4 = 3 A2 tEEl &HS LIGeLIThE A 2HO|
M LHEE).

GET /api/service/v2/services/cloud/jobs?1imit=100

CHS ool = Al 2 7t 2 El 2 = 2|20 2tz 2P LIE gLt

GET /api/service/v2/services/cloud/jobs?start=0&limit=1
CHE ool M= Al S0 25 2 3 2 QIEA H T 40 IALE 22 2|20 /= E
S Lr%'%“—llif(qt' ESple]

GET /api/service/v2/services/cloud/jobs?start=4

2] %] S CHA| AIR

CHS ool M= XIFE S2HRE MH|A 23S FAgfLICH

- o:

PUT /api/service/v2/services/cloud/jobs/job-id/cancel HTTP/1.1
Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

ot off:

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2019 21:50:29 GMT
Content-Length: ©

X-Zfssa-Service-Api: 2.0

X-Zfssa-Api-Version: 2.0

Content-Type: application/json; charset=utf-8
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28
PUT /api/service/v2/services/cloud/jobs/job-id/restart HTTP/1.1
Host: hostname:215
Authorization: Basic Tm8gcGVla2luzyE=
User-Agent: curl/7.54.0
Accept: */*
23t o
HTTP/1.1 202 Accepted
Date: Wed, 24 Jul 2019 21:51:08 GMT
Content-Length: ©
X-Zfssa-Service-Api: 2.0
X-Zfssa-Api-Version: 2.0
Content-Type: application/json; charset=utf-8
ALHAE HHAH XA
—_ J\I: =_1THd 4
AHAF HHY XAS AFESHY Oracle Cloud Infrastructure ZHA| AE2|X|0A] 37 ARAF HH
AS B = USLICH AHAS ST AL S 71| 2 [174]2 BESHIA L.
2 AHAF R0l = IR AHXIIL X|HE DR CHE 22 A|A-AM SY3 0|2 712l A
HA2 SUo SR E o HAY = ASLICH
ST I AIAE AYALS T JIX| CH2 HAOE 27| S22 Helo| A2 4 AL
Ct.
Z2Z AUAS SIS0 ST AAS WA S AHE 4 YBLICH B, HF F2 A
S 98l HE AWAIOR AL E 4 Qs 2 AW BAMAR
H 30 AHAE EHQ) Y
23 B20| &7} a9
lapilstoragel/v2Ipoolsipoollprojectsiproject
oloj| C3}i C}g & BtLt:
m [filesystemslfs
u Jlunsl/iun
GET /snapshots/snapshot/backups DE Ao ALHAFHHIS I LI
guct,
GET Isnapshots/snapshot/backups/format/backup- KHE AHA IS LS|t
idltarget-id
DELETE Isnapshots/snapshot/backups/format/backup- K™ El AHAF HAS AF|REL|CL
idltarget-id
POST Isnapshots/snapshot/backups M AL A S OHSL|CE
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AhAr oy Ltod

CHS GO M= THY A|AE 10| 22 HAO| AMAF snaped]| CHEE 222 E HAS R & Lt
st}
=2d .

00

28

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/backups
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzyE=

User-Agent: curl/7.54.0

Accept: */*

oo

HTTP/1.1 200 OK

Date: Wed, 07 Jan 2020 20:54:47 GMT
Content-Length: 708

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

"backups": [{
"finished": "2020-01-07T21:02:14Z",
"format": "tar",

"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap0/
backups/tar/backup-id/target-id",
"id": "backup-id",

"status": "completed",
"target": "target-id",
"targetName": "oci-ashburn"
1
}
CHE 282 XI-E AHAFMAS LIEEL/Ct,

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap0/
backups/format/backup-id/target-id HTTP/1.1

—
At uio) ohs 7|

El’% 01|01|A‘|E tar 35‘*'°| A |='|“/Lg snap@o'” EHQ’ e 9:]'% DI_"%—TI— EH%" oci—phoenixoﬂ 'ﬂ?:n*% ng
BHLICh DAJ0| XIHEIX| Q2 AL 2rs YA OR WRO| BHSOIFLICH AhAF o] ZIF 4
22 He{H “2e LIE" [116]2 AHE5IK BHetE job-id2| 2t E 2eletL|Ct.

EH@"‘H' I:|'|6|'| writelimit %% §E7|' o x-l El %’ EH@‘N' £ —jlc—':él' H|'0|E7|' writelimit O|_5|'?=1| L—l
Ch “cHA BHE7|" [110]18 &= or*'AISE

28 :

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/backups

HTTP/1.1
Host: hostname:215
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Authorization: Basic Tm8gcGVla2luzyE=

Accept: */*
{
"target": "oci-phoenix",
"format": "tar"
}
A1t ofl:
{
"action": "job-id"
}
=Z2=H ALHAEF HHAH Ol= I
ol —d J\I: —I|'I =] |_|' = 7
& ﬁLI:IHﬂ: H_|H<I>:I-|% H‘%E:iﬁ incremental S5 gioﬂ EH-ﬂ' g;gg true= Xl d |'—T'— | | AI'
23 B AL XHEL|CH
s HDAMAS XYE S8 AWAL HOIT S 22 AAY 9l ST 2342 Cj Ao
ZxHsHof BrL|Ct CHS OO0l A ARAE snape2 2 A|ARID S2HRE CHAS| MFY A|AE
£-10| ZXHsHiof ghL|Ct
v BE AU ZE M ALY AHA2 S YA (2fs EE tar)0|0f0F FLICH
CHE 22 snapodt IHY A|AR ¢.19| SIXH AER ZH X}O|QI IHY A| AR ¢, 9| WHQS BHEL|
El‘ S AHAE HH%" snapl% l:HM' oci- ashburnoﬂ x-lIFEI ||:|' = AHAF H—.%"% = ALHAF
}ogﬁﬁﬁﬂuﬁ
235 0:
POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snapl/backups
HTTP/1.1

Host: hostname:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*
{
"target": '"oci-ashburn",
"incremental": true,
"parent": "snap@"
}
23t o
{
"action": "job-id"
}
- ALHA I:|H0-IO| (= b I
o= —HJ\I: ol — R ‘l‘E 7:7

SfLICt o] oflofl M=
YLt Z2ojl w2t o
7tx

| OIOOOI-AOI
MOo=2 =2 T M

CHE oloiM = XIFE CHol M XHE B2 A4 o 2 S AlH
EH%J oci—ashburnoﬂkl ﬁ"uHﬂ: snap2—| H—|H°|=|'| —'T'—E7|‘ ﬁ":,”éf apl Eé snap0
W%Efow_'lﬁﬂ‘ oci-ashburn 34 oci-phoenix EHQ‘Oﬂ |:H-c.’.-_l' OHA'” '_'L._-ﬂ'%
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SLICE oci-ashburnO CHSE A2poF R A= Z{0|E 2 oci—phoenixoﬂ CHSE 2= EAIZX| &
LICt.

- o:

POST /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/backups?
props=true HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luZyE=

Accept: */*

"target": "oci-ashburn"

3}
21t of:

HTTP/1.1 200 OK

Date: Wed, 22 Jan 2020 22:02:17 GMT
Content-Length: 316

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

{
"props": [{

"choices": [
"oci-ashburn",
"oci-phoenix"

1,

"data_type": "string",

"label": "Backup target",

"name": "target"

A

"choices": [
nofsh,
negrn

1,

"data_type": "string",

"label": "format",

"name": "format"

A

"choices": [
true,
false

1,

"data_type": "boolean",

"label": "Incremental",

"name": "incremental"

A

"choices": [
"snap1l",
"snapo"

1,

"data_type": "string",

"label": "Parent",

"name": "parent"

1
}

CHS ool M= XIEE S= A4 o SRS AESII| 2/t O] WH = POST A
GETS AFEYLICH O] YHUM = e S XS 2RIt S LT ZH0f| [h2f oci-phoenix

(o]
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122

EHé,"Oﬂ snap29-| —I?-Ejl' gi%% % 4\— ﬂ§L|E|', |I|'E-|'A'| oci—phoenixoﬂkl snap29—| %‘E‘ t'—||'|<|>:|-| EI'

% —1\— Siﬁl-llit. oci—phoenixoﬂkl snap29-| I,_‘IXﬂ H—-“%"% Dn_f% ¢— 9}1%'4 I:|'.

- o:

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/targets
HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: */*

21t o

HTTP/1.1 200 OK

Date: Wed, 07 Jan 2020 22:04:08 GMT
Content-Length: 329

X-Zfssa-Storage-Api: 2.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 2.0

njo

{
"targets": [{
"format": "zfs",
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/zfs/target-idl",
"id": "target-id1",
"name": "oci-ashburn",
"parents": [
"snapo",
"snap1l"
1
A
"format": "tar",
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/tar/target-id1",
"id": "target-id1",
"name": "oci-ashburn",
"parents": [
"snapo",
"snapl"

]

"id": "target-id2",
"name": "oci-phoenix",
"parents": [],
"href": "/api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/target-id2"
1

e

}
CtS RYS AFSSHH X[YE AHAF Ul B S BAIY & ASLICH

GET /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap2/
targets/format/target-idl1 HTTP/1.1

AHAE HHO] ALKy

CHS OlOIMS XIRE| ALHAF WIS HIABILICH Wt H7{ol T AErE Hafol “xief Lt
&' [116]2 AFBS0] #2HEl job-id2l KIS FolstLILt,

r
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2H o

DELETE /api/storage/v2/pools/pl/projects/default/filesystems/f-1/snapshots/snap@/
backups/format/backup-id/target-id HTTP/1.1

Host: hostname:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: */*

22t of:
{
)

"action": "job-id"
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RESTful APl 2H| AH|A

RESTful API 28| AMH|A= O{S2t0[1A et XS Sl LAHT 2HE 210 2alsh=
ol At ELCE.

=M Md| A FE

E31 ZH MH|A HHY
23 Z 2 Iproblemiv{1]2}0f| &7} ks
GET Iproblem/v{1|2}2t At EX MH|A HFS LiGRL|C
GET Iproblems 2E ¥xf M E LHERLC
GET Iproblems/problem KIFE uuidel EH0l| CHEt M S HEE 71X
SLCk
PUT Iproblems/problem/markrepaired XHE 28 uuidE STECE HAIRLICH
GET Isuspend_notification S| LA BX| HEE HHFLI|CL
PUT Isuspend_notification/enable SXIE LAl SXIFLICE
PUT Isuspend_notification/disable SXIE MoHELCt.

=X LIE

0| HHS O{Z2}0|HAM SR A AEHQI D= 2H|2 LIFSHL|CH A2k Hadof CHal
HTTP &€ 200(0OK)O0| BHetEL|CE,
28 o:

GET /api/problem/v1/problems HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json
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=X MH|A FH

"problems": [{
"code": "AK-8003-Y6",
"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure
cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",

"chassis": "1204FMD0O63",

"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD0O63

:fru-serial=1204FMD063
:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",
"revision": "3529",
"part": "7041262",
"model": "Sun Disk Shelf (SAS-2)",
"serial": "1204FMD0O63",
"manufacturer": "Sun Microsystems, Inc.

n

1

A LIS HE2 oY EXME LIEYLIC g3t H-ol tish HTTP &E 200(0K)0| HHeHE

=H L HE2 o EH9f uUIDY! wuid Y OH7HHSE AHZRILICE

- o:

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8
HTTP/1.1

Host: zfs-storage.example.com:215

Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"problem": {
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
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=H =57

=M =+

=ZH =7 382 =7E2= EAE A2 uuID?! wid ¥ OiHHSE AL ELICE
28 o
PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8/repaired

HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

M
o

o SEH2 HTTP &Ef 202(Accepted)E BretgtL|Ct,

rot

HTTP/1.1 202 Accepted

=M EX 2Al X

O|Z 20| 1A MHIAS 1) 519 ORI WA 2 YBLICE A B SR HL0| 2}R|
UTE SR FS MHIAS 2SS V|2 S0t DE EXI2 YA A £ YLtk

ZH SX[7F LAl ZX|E mf LMst= SEHO| CHe HE2 Oracle ZFS Storage Appliance 11
2 MH|A AEMO X SX| a! | EX"E HESHHAL.

GET /api/problem/v2/suspend_notification HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Z1tof:

period & HEE SX| LAl SX|0f| &2 AlZH(E)E EHFLIC

{
"suspend_notification": {
"href": "/api/problem/v2/suspend_notification",
"suspend_notification": "enabled",
"period": 472
}
}
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSREgukdr
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSREgukdr

ZH X LAl BX|

X A X

o o

CHS HES Ar83
(Accepted)E gtetefL|Ct.

- o:

PUT /api/problem/v2/suspend_notification/enable HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

X ™7H

33 o 28 EXIE

Lt HHES A8
(Accepted)E gtetetL|Ct.

™ o:

ME = ASLICE

PUT /api/problem/v2/suspend_notification/disable HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json
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SAN 7l

RESTful APl SAN A{H|A

RESTful APl SAN MH|AE AFE310] 0]Z210|AAE SAN(Storage Area Network)ol|
g+ JUSLICH

SANO||= LSt 22 7|2 24R

B>
N
30
o>
r
n

» HEQIS AEZ|X|0f AM|ASHE SEIO0|HE
s HEQIZ AECXIE MSdts AE2(X] O{S2t0[AA
» Z0|HEES AEZ[X|0f| HESI= HIEHZ

Ol Ml 7IX] M QA E U ERINM AL TZEZS0| 2AIQ0] SLELICH HR0| 2t
FHAIRt2E CHAF ZHO| 91|0|%0| HEYIY £ JX[T CHEES A0|= LBl Meto| 44t
EILICH RESTful API SAN AH|AE= X|9E[= 2 T2 EZ0|| CHot 47FX] R&2Q| SAN 2|AA
£ #e|Ect:

» JHAIRE - SCSI MM AR, SCSI HY 2L 1/0 28 MAS Mg+ = 88 T2 T
L 22 AAH AEIOIEQIL|CE JHAKIE 1L =A XA dHiAlg i

s JHAIXE O35 - LA JHAIKFJLICE FHAIXF 3Z0] LUN(Logical Unit Number)2!
of AOH siE DF 2| JHAIXIRE LUNOI| HM AT 4 &L|C

w CHAN— JHAIREZF 2 SCSIHE 3 1/0 RFE X2|sHs MH|AS NZsHs AE2[X| Al
AR AETOIEQL|CE CHA2 AER|X| A|AH Z2|Xt7t HEMH 18 F4 X|H ¢AS
Soff A-EIL|CH LM E A2 07 0| Ao =2] X2 o|Ro{F L|Ct,

n A O - Yol cHAMRLICH LUNS stLte] EX thia O50) ol RE o2 LiE
LHELC.

SAN ZHA| X}

il
blo
od

|1J
r|o

SAN JHAIRFE 22|83t O AHEE L.

O2{st HH2 CHE URI OHHSE AL EILICE:
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SAN ZHA| R}

protocol JHAIXES] NAS EEE%(T_C, iscsi EEE srp)
initiator ZHAIXES] IQN, WWN EE= EUI
E32 JHAIRL BHE
24 Z 2 Isaniv{1]2}0ll &7} 29
GET Iprotocolfinitiators X HE Z2EZ(fc, iscsi, srp) M0 CHEE 2=
SAN ZHA|XHE Lt gLt
GET Iprotocollinitiators/initiator K ™HE Z2EZ(rc, iscsi, srp) o5 S EHO|| CHE
XM=l SAN ZHAIXHE 7K L Ch.
POST Iprotocolfinitiators X HEl TR2EZ(fc, iscsi, srp)0ll CHEE A SAN 74
AlIXHE BHELICE.
PUT Iprotocolfinitiators/initiator X HE T2EZ (fc, iscsi, srp) ZM|0f CHEE X|H
El SAN FHAIXHE £=F otk
DELETE Iprotocolfinitiators/initiator XI™E AR K| E ARFLICE

HAIZL BE 5 4T O ol LHEE S5 HEE thet o2 A8t o7 % =
M HYC Y S2 WEE U2 O ABHLICL
H 33 HAIXE SE HE

SEXE ZZEE Mg

alias all O] JHAXtOl| CHt HA

initiator fc O| JHAIXIof| CHEH ZE WWN(World Wide Name)

ign iscsi O FHA|Xtof| it isCsI EztE 0|8

chapuser iscsi CHAP(Challenge handshake auth protocol) AF2X} 0|2
chapsecret iscsi CHAP(Challenge handshake auth protocol) &=

initiator srp EUI(Extended Unique Identifier)

IHAIRE LHE

XNYe T2EZS RYS| oS|[0 CHe L E 2= FHAIXE LIEYLICE SH 222
0| Z0] "initiators"Q! ZHA|Xt S5 HE 2| HIZ(JSON HA)S ZTetetLCt.

iISCSI HAIXHE LtE5h= 289 of:

GET /api/san/vi1/iscsi/initiators HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

Z1t o

HTTP/1.1 200 OK
Content-Type: application/json

130 Oracle ZFS Storage Appliance RESTful APl A& A, Z2|A 0S8.8.x « 2021\ 8



SAN JHA| R}

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
o
"alias": "init-01",
"initiator": "iqgn.zfs-storage.example.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
H
}

HAIRE MREE 71427

ChA iSCSI ZHAIRIS] MEHEE LIGELICH SH 222 iSCSI JHAIXL 88 HEE 0|50|
"initiator"2! ZHA|(JSON HAH)Z ZaHehL|Ct,

25 0:

GET /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

Z1tof:

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-o01",
"href": "/api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:02:01"
"initiator": "ign.zfs-storage.example.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
}
}

IHAIRE 2HS 7|

M iSCSI HA|XtE BHSLICE IQN(ISCSI Qualified Name)2 Hl38lof BiL|Ct ™ ER2
iISCSI JHAIXt S5 HE(ISON YAHE ZetL|Ch SEH2 M3 A HTTP SIH 2 &8 2=
201(Created)0l| M iSCSI ZHAIXI| /|| URIE ZE&RILICH SH 222 iSCSI AKXt S5
HEE 0|Z0| "initiator"?! ZHX|(JSON H4)ZE ZEHBFL|CE

280

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
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SAN ZHA| R}

Host: zfs-storage.example.com:215
Content-Type: application/json
Accept: application/json

{
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"alias":"init-02"

}

21t ofl:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02

{
"initiator": {
"alias": "init-@2",
"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:02:02",
"initiator": "iqgn.zfs-storage.example.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

HA R 7

O] HHE J7|Z JAIXIE £HEtLICH @F 222 JSON HAoZ £ME|0{0F & AR} S
E MEE ZatetL|Ct JHAIXH| CHet IQN2 URIO| MISELICE M3 Al HTTP AEH 202
(Accepted)7} HHEHEILICEH SE 222 A iSCSI HAIXt S2 HEE 0|20] initiator?! 2K
(JSON HANZ ettt

- o:

PUT /api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

"alias":"init-01-secure",
"chapuser":"admin4",
"chapsecret": "secret'

}
21t o

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-0@1-secure",
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W NPN;

[
H

"href": "/api/san/vl/iscsi/initiators/iqn.zfs-storage.example.com.sun:01",
"ign": "iqn.zfs-storage.example.com.sun:1",

"chapsecret": "secret",

"chapuser": "admin4"

IHAIRE ALK

O{Z2t0IAL0M FHAIXHE ®FELITY.

2H o

DELETE /api/san/vl/iscsi/initiators/iqgn.zfs-storage.example.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

MEZst AR|E= CHE 2t 20| HTTP ZE 204(No Content)S HetgtL|Ct,

HTTP/1.1 204 No-Content

HAIZ O2F

iSCSI ZHA|XI HHL2 {E2t0|HA0| A iSCSI ZHAIXF 2 iSCSI ZHA|XF 2SS &2|st= O
AEEILICE AR %E HHS otz HOf| LIEZ | J}SLICE

Ol|2{$t HHE CHS URI O{7HH

protocol

ZE HAIZE 2E2 FHAIRE 3T HAIRL =

H34

+E AEFLIT:

7HA|X|‘9-| NAS EEE%('FC, iscsi '_:EE srp)

HAIZL 2F9| OIF

=EF:

StSt= name S2 ME Y initiators SE M

24

A2 [saniv{1]2}0ll =7}

a9

GET

Iprotocollinitiator-groups

XY= T2ES (fc, iscsi, srp) 2H|of st 22
SAN ZHAIRL I EE LigRiL|C

GET

Iprotocollinitiator-groups/name

K ™HE T2EZ(rc, iscsi, srp) S5 HEO| Cist
XI™E SAN JHAIZL 282 FHSLICt,

POST

Iprotocollinitiator-groups

XNHE T2EE = (Ffc, iscsi, srp)oﬂ CHet A SAN 7H
AR 2ES BHSLICh

PUT

Iprotocollinitiator-groups/name

K™ E T2 E S (rc, iscsi, srp) 24A0] Tt XA
El SAN JHAIZL 28 S +FELICHL
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JHAIXF OF

24 A2 Isaniv{1|2}0ll 7} o

DELETE | /protocollinitiator-groups/name X

HAXF OF LIE

AME 7tsst RE ISCSI JHAIXL 3ES LIEELICH B3 Al HTTP 4Bl 200(0K)O0| Btz 1
EE2 AR OF HH| g S ZEst= 0|E0] "groups"°| SE HEJ} U= IJSON HHE
oLt

25 0:
GET /api/san/vil/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

At o

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-0",
"initiators": ["ign.zfs-storage.example.com.sun:0"],
"name": "pl-initiators-0"
"href": "/san/vl/iscsi/initiator-groups/pl-initiators-1",
"initiators": ["ign.zfs-storage.example.com.sun:1"],
"name": "pl-initiators-1"
1
}

\J

HAIRE 2& MEEE 71427

Y iSCSI AR A0 MF FEE 7EHZLICH ZHAIX 28 LIE EZOoM BhehEl href
SE HEE WEUtH o] 2500 AMAY £ JAELCE.

H o

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

oo

HTTP/1.1 200 OK
Content-Type: application/json

fO

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["iqgn.zfs-storage.example.com.sun:02:01"],
"name": "test-group"
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W NPN;

[
H

WXL 2F TS

T8 gloliscsI JHAIXt O
H47 = JSON K| E Zet

S BHSLICH 98 222 18 0|22 EasH T nane Hh7H
gLict

H35 JHAIRL 2E BHE7| S8 "HE

SEXHE /¥ a9

name string IHAIXE O EC| 0|2

initiators array 7|2|‘_S 7HA|X|' |QN %E %‘,‘EQJ HHOE:'
235 0:

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Content-Length: 64

Accept: application/json

"name":"group-01",
"initiators": ["ign.zfs-storage.example.com.sun:02"]

ot off:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["ign.zfs-storage.example.com.sun:02"],
"name": "group-01"
}
}

HAIZE O3F AFH|

O{Z2H0IAL0M JHAIRF DFE MH LIS,

- o:

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

MB35t AH|= HTTP AEi 204(No Content)S 2hetgtL|Ct,
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CH&

136

HTTP/1.1 204 No-Content

iSCSI g gE2
2 ozl EOof LIEE|0 ASLICE.

CHa B™E2 O URI OWHESE AL

iSCSI CH&

liscsIt

=

gLCt,

& OFS 2elsts ol AFEELCH A8 7tset ¥

protocol SAN T2 E =(fc, iscsi L& srp)
target CH&H ID(IQN, WWN E& EUI)
H 36 thet HY
24 A= [saniv{1]2}0ll &7t 4d
GET Iprotocolitargets XYE Z2EZ(rc, iscsi, srp) ZH|0fl CHEF 2= SAN
CH&S LhFetLc
GET Iprotocolltargets/target K HE T2 EZ(fc, iscsi, srp) S5 HEO| Cfst X|H =
SAN CH&S 7t ZLICH
POST | /protocolitargets X HEl TR2ES(rc, iscsi, srp)0ll CHEH A SAN CHAIS
oHSLICH
PUT Iprotocolitargets/target X ™E T2 EZ(rc, iscsi, srp) A0l CHEE X|HE
SAN CH&rS HefL|ct.
DELETE | /protocolltargets/target XIHE CHA K E AFd|EL|Ct.
CHat 71427 BE2 tid S5 HEE gretetL|Ch thyd o7 3 &8 H™E2 02 370 Lt
TE 52 HwE Yoz AIg
H37 oy e S5 dE
SEXE n2EE g
alias iscsi AHZO| 912 =+ U= ZHES 0| &
ign iscsi iSCSI Mgl 0|18
state iscsi iSCSI CHAH ArEH("online”, "offline")
auth iscsi MEHN 21 2% ("none”, "chap”)
targetchapuser iscsi MEHR CHAP AEX} OIF
targetchapsecret iscsi MEHX CHAP &% 215
interfaces iscsi S A8 £ e LIER A QEMHO|A =5
wwin fc O] ch&ofl ch3t Worldwide 0|5
port fc ZEO =2|H 2IX|
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SERE OD=EE oy

mode fc O| ZEQ| BE(FHAIXt EE= CHAN

speed fc O| EEQ-| Eﬂ.g —ﬁ—E

discovered_ports fc ?iulA—‘HE._I %7—:! 7HA|X|’ EEQ' -)F

alias srp SRP CHAO]| CHEH EHA

eui srp 0| cH&9| EUI(Extended Unique Identifier)
2 S5 FE=iSCSI iy O HEE 7N 2= o Ar2E LT
H 38 e 25 SEEE

SEXE /Y oL

protocol string A O T2EZ(FC, iISCSI == SRP)
name string iISCSICi4& & O|&

targets array iISCSICHAM IQN & 4| 55

CHah LHE

O{EZI0|HA0M MY £ U= XFE Z2EZ2| BE SAN A S LIZeL k.

8 o

GET /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

2t o

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",
"href": "/api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",
"ign": "iqgn.zfs-storage.example.com.sun:02:72b6fa9a-96c4-
e511-db19-aadb9bac2052",
Ao
"alias": "tst.volumes.py.96238.target",
"href": "/api/san/vl/iscsi/targets/iqgn.zfs-storage.example.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "iqgn.zfs-storage.example.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
}
-
}
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[

Hed MIEEE 7127

CHI CHANIAM S2 MEE JIYSLICL "ign" S2 ME L= "alias=alias"S AF235I0] CiA
Metsh = AELICH
238 o:

GET /api/san/vil/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

oo

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

{
"target": {
"alias": "test-target",
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"interfaces": ["ixgbe0@"],

"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

nn
’

"targetchapsecret":
"targetchapuser": ""

rr

Moids HEUCHL 28 222 M isCsI tid 282 0|F¢! HY nane S5 HEII AU

- o:

POST /api/san/v1/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

oo

HTTP/1.1 201 Created
Content-Type: application/json
Content-Length: 233
X-Zfssa-San-Api: 1.0

Al
=

Location: /api/san/vl/iscsi/targets/iqn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-

fe58-8b1fb508b008

{
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"target": {

"href": "/api/san/vl/iscsi/targets/iqgn.zfs-
storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"auth": "none",

"targetchapuser": "",

"targetchapsecret": "",

"interfaces": ["ixgbe0"]

ohat 47

7|Z iSCSI A2 £HTLICH @F 222 £HE|= iSCSI A S8 HEE Zotst
JSON Z4H|E ZetetL|Ct M3 A| HTTP AEH 202(Accepted)Zt BHEHEIL|CEH 2
JSON Z{H|2 QIZ T El CHAMOf| CHEE ZotiSCSICHA S5 HEE TatetL|Ct,

28

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret":"secret", "auth":"chap"
"targetchapuser":"admin5"}

At o

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0

{
"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "secret",
"alias": "test-target",
"ign": "ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b0E8",
"targetchapuser": "admin5",
"interfaces": ["ixgbe0"]

CHe A

A AEIO| A SAN CHAMS ®|A{EL|C},

- o:
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0

>
[
o

DELETE /api/san/v1/iscsi/targets/ign.zfs-storage.example.com.sun:02:e7e688b1 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

N33 AH|lE CHS 2 20l HTTP 2E 204(No Content)S gHatetL|Ch.

HTTP/1.1 204 No-Content

Al =
CHA O &
e 52 e B2 L tia O F EE2 otz 3ol LI E|0f QJELICE
CH& 38 ™2 O URI DNPHHSE AR RILICE,
protocol THAIXES] NAS ZEEZ(fc, iscsi B srp)
target-group CHA OE9| 0|12
H 39 At O ©HEH
28 A2 Isanivi1j2}oll £7} My
GET Iprotocolltarget-groups K™ E T2 EZ(fc, iscsi £ srp) ZH|0] CHE 2E
SAN CH& O &S LigRiLCH
GET Iprotocolltarget-groups/target-group KEE ZE2EZ(fc, iscsi £ srp) S5 FEOf| CHet X|
HEl sAN 4 288 7™ SLCt
POST | /Iprotocolitarget-groups K HE T2 E S (rc, iscsi = srp)Oll CHEE A SAN LY
A58 UELIC
PUT Iprotocolltarget-groups/target-group X HE Z2EZ(fc, iscsi L= srp) ZIH|0fl Chet X1 F &
SAN CH& O $HELIC
DELETE | /protocolltarget-groups/target-group A™EE Ha-OF 4K E Arwl|ghelct,

e 3& UE

O{S2t0| A A0] CHol A = = ZE iy IS LIFYLICH d3 Al HTTP 4El 200
(OK)O| gtete|y 222 tah OF K| BiES Z8dth= 01F0| groups? S5 HEI U=
t.

JSON K| E ZatetL|C

28 o:
GET /api/san/vi1/iscsi/target-groups
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

21t o
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2

kel
[
[

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
1
Ao
"href": "/api/san/vl/iscsi/target-groups/alt-group",
H
}

THl Ty DS JPMSLICE 252 4 OE 0|59t URI DIHHAS AFBiLICH S
B 222 () I 52 YHE E3ots 0/20] grou?l JSON 24| S2 HEES Tarsh|
=3

24 o

GET /api/san/vl/iscsi/target-groups/test-group
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luZyE=

Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group"
"targets": [
"ign.zfs-storage.example.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787cab5a" ]
}
}

Miscsitie IS ghSLCH 28 22
JSON ZiH| L Ct.

28 o

POST /api/san/v1/iscsi/target-groups HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

Mo
=
|J
i1
10
k=]
i
ro
rn
ne
>

QO

3

oin
Ju
0z
HL
N
80
rir
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[
o

Accept: application/json
Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqgn.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

23t of:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.zfs-storage.example.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}

25 0:
DELETE /api/san/v1.0/iscsi/target-groups/test-group

M It AH|l= HTTP A 204(No Content)E gHetetL|Ct,

HTTP/1.1 204 No-Content
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MH| A HE

MH|A RESTful API=

ol A+EELICt

O{ZSEt0[AA0AM A

1 S AT ER 0 MH|AS LHESH 22[5t

rr

H 40 Mu|A EHHY
foXs] A2 Iservicelv{1]2}0il 7} g
GET Iservice/v{1|2}Zt A2 MH|A HHEZ LSO
GET Iservices D= MH[AE LIEELIC
GET Iservices/service X" E MH|20f chist 7 2 MENE 7t FZLICH
PUT Iservices/service XIHE MujAof et 8 g sF Lot
PUT Iservices/servicelenable KEE MHAE AFEOE MFTL|CL
PUT Iservices/serviceldisable XHE MH[AE AL otetoz MAetLCt

= =2od

MH|A LIE

O| HH2 AEZ|X| {SEI0|AA0M ALY &= U= Td 7+5S MH|A SES ST A
HEf e BretetL|Tt 3ot o Chs HTTP el 200(0K)O0| HretEl LTt

- o:

GET /api/service/vl/services HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json
A1} of|. ZF2FS| LIERLHT| 2fe &=

HTTP/1.1 200 OK

Content-Type:
Transfer-Encoding:

application/json;
chunked

20

|=N=]
o e Metg

|L|C}.

charset=utf-8

S LIES

[ol4
o
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MH|A 7™ 27|

X-Zfssa-Service-Api: 1.0

{
"services": [
{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-adstat:default",
"size": 2
}
i
{
"<status>": "online",
"href": "/api/service/v1l/services/nfs",
"name": "nfs",
"log": {
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 8
}
i
{
"<status>": "online",
"href": "/api/service/v1l/services/ssh",
"name": "ssh",
"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 134
}
}
1
}

MH|A 7127

o

|

o
rlo
=t

o HE 3 TS ZSI0] B MH| A9 MR YEE JHNFLICE

2%

=2

GET /api/service/v1l/services/ndmp HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Z1t o

HTTP/1.1 200 OK
Content-Type: application/json

{
"service": {
"cram_md5_password": "",
"cram_md5_username": "",

"dar_support": true,
"default_pools": [],

"drive_type": "sysv",

"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,

"name": "ndmp",
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MH|A HE] HE

"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs_token_support": false

MH| A 2Ef HE

O H2 XIHE MH|AQ| HEE HALLIL. THS URI OH7HEH = AFEE LITY,

service AH|A O|E
state M MH|A é,I'EH(enable IL = disable)
2K o

PUT /api/service/vil/services/replication/enable HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Mast SEH2 HTTP A4EH 202(Accepted)S BHatstL|C,

EEOF JSON RES MH[200| TS0 ME[AS AFB2 2 HFSI7L ALS ez 48

JSONE AE3t= 2E9| of:

PUT /api/service/vil/services/replication HTTP/1.1
Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}
MH|AE AHE Qtetoz A2 H CHE JSONS &L

{"<status>": "disable"}

MH|A e +=F

XHE Mu|Aof chiet M S5 2= ool MolEl M S5 HE 2ot & rur RHE H
S5t - 4 USLICEH L5 MH|AE 2] 2|AAS Zote &~ QIOH 0|23t MH|AE
5t 2|2A00 HOEl hrefE MettH +HE 4 USLICH H35st SES HTTP AE] 202

(Accepted)E HHtgtL|Ct,

MH|A HH 145



P

CHE ool = LDAP MH| A0 CHEE M SE22 MAEESH D MH[A FE0| 24 &2[ti= Lt
EtLIZ=E XIHBILICE LDAP 0] CHSt XtA|et LHE-2 “LDAP Configuration” in Oracle
ZFS Storage Appliance Administration Guide, Release 0S8.8.x2 H XS A|2.

SAxf AFEH:

GET /api/service/v1/services/ldap HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

HTTP/1.1 200 OK
Content-Type: application/json

"service": {
"href":"/api/service/vl/services/1ldap",
"<status>":"online",

"servers":[
"ldap-server2.us.example.com:484",
"ldap-serverl.us.example.com:636"

1,

"use_server_order":false,

"proxy_dn":"",

"proxy_password":false,

"base_dn":"dc=us,dc=oracle,dc=com",

"search_scope":"one",

"cred_level":"proxy",

"auth_method":"simple",

"use_tls":false,

"user_search": [

1,

"user_mapattr":[

1,

"user_mapobjclass": [

1,

"group_search": [

1,

"group_mapattr":[

’

"group_mapobjclass": [

1,

"netgroup_search": [

1,

"netgroup_mapattr":[

’

"netgroup_mapobjclass": [

1,

"server-000":{
"host":"ldap-server2.us.example.com",
"port":484,

"status": "online",

"last_seen": "142s",

"rtt": "70.285ms",

"err_msg": "",
"href":"/api/service/vl/services/ldap/server-000"

H

"server-001":{
"host":"ldap-serverl.us.example.com",
"port":636,

"status": "online",
"last_seen": "142s",
"rtt": "126.013ms",
"err_msg": "",
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HHlA 74 23

"href":"/api/service/vl/services/ldap/server-001"

}
- o:

PUT api/service/vil/services/ldap HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

"servers": ["ldap-serverl.us.example.com:636,ldap-server2.us.example.com:484"]
"use_server_order":true

}
At o

HTTP/1.1 202 Accepted

Content-Length: 1295

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

"service": {
"href":"/api/service/v1l/services/1ldap",
"<status>":"online",

"servers":[
"ldap-serverl.us.example.com:636",
"ldap-server2.us.example.com:484"

1,

"use_server_order":true,

"proxy_dn":"",

"proxy_password":false,

"base_dn":"dc=us,dc=oracle,dc=com",

"search_scope":"one",

"cred_level":"proxy",

"auth_method":"simple",

"use_tls":false,

"user_search": [

1,

"user_mapattr":[

1,

"user_mapobjclass": [

1,

"group_search": [

1,

"group_mapattr":[

’

"group_mapobjclass": [

1,

"netgroup_search": [

1,

"netgroup_mapattr":[

’

"netgroup_mapobjclass": [

1,

"server-000":{
"host":"ldap-serverl.us.example.com",
"port":636,

"status": "online",
"last_seen": "142s",
"rtt": "126.013ms",
"err_msg": "",

S LIES

’

[ol4
o

147



MH|A 2[AA

"href":"/api/service/vl/services/ldap/server-000"
}
"server-001":{

"host":"ldap-server2.us.example.com",

"port":484,

"status": "online",

"last_seen": "142s",

"rtt": "70.285ms",

"err_msg": "",

"href":"/api/service/vl/services/ldap/server-001"

MH|A 2]AA

LS MH| A0 S| 2|AATE JSLICE 2F MH|A = MH|A HE SZ0]| Cfsl ghetEl oo
BE &lsto] AH8Y 4 = ot E|AAE AERLIC

HEa4 MH|A 51| 2[AA HH

24 32 g

GET Iservices/servicelresource AH|A 19| 2|AA LS

PUT Iservices/servicelresourcelhref 5t 2lan &H

POST Iservices/servicelresource M 5tel 2| AAE ShEL|CH

DELETE Iservices/servicelresourcelhref 5te| 2| AAS AH|EL|C

A 2t2t2 CHE RESTful API 331 3ot IHHE AL RLICH O7| M cer2 X
[AA Q82 LIESALE 7t L= Ol AHE| L, posTE M 69| 2|AA S TF
Ste| 2| AAE £HSH= O AFEE|LD, pecetes XIQE 1| 2[AAE A

o
>
0f0
o
=
iml

2} 619] 2| AA0] Chof AFBE 4 U

on

S 32 3 BY S52 CLI"T8 At
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AEL|X| &

RESTful APl AEE2|X| AH[A

RESTful APl AEE|X| MH|AL IMESE HD AEE|X| &, T2NE O} A|AE! O LUNS|
ZMS H2|St= o AFREILICt et AAF G 2| 22| EL|Ct.

XFA
b —|
Oracle ZFS AE2|X| 0{Z2}0| A0 A NA E 2E LUN 3! I AJAERIOM S ot I3|0|
F 52 S42 2RNE B4 PAEIH, B AIS ojS2A0[oiA AET PHE KL
e *f%ﬂ I—| Ef.
H 42 AEEX| E HH
foks] A2 Japilstoragelv{1]2}0il 7} =l
GET Ipools 2E AERX| ES LiFRLC

%
GET Ipools/pool AEZ|X] E NE™MEE Tt FL(CH
POST Ipools M AERX| 28 FMELICL
?:

PUT Ipools/pool =0l AER|X|E FIStALE E0M AEE|X|E
HMAELCE

PUT Ipools/pooliscrub XHE Z0lM HIo[e A3 S AZFELCE

DELETE Ipools/poollscrub X|HE E0i[A Hlo|g AT =S SR
L.

DELETE Ipools/pool X™E AERX| E2 74 SHAELICH

Ol D=|E.=1C> AlAE‘IlO-”A-I EE AEElxl %°| %E g
AEf 200(0K)0] BBHEILITE HTTP 222 2t =
SE MHE 0|22 C2 HOf| LI} U&LIC

- depth §9| DH7Hﬁ—¢—9|' match_property-name=value 29-| DH7Ht|H E |'c'>|;5|x| 93|:§L—||:|'.
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E tHQ7|

43 AERX| ESEHE
SEEs sy EC
asn string ES ARSH= o{E20|HAL UH HZ
name string & ZE 0|8
owner string E8 A76H= ANARIS SAE 0|
peer string S AESHE A|AHI0|A 0{E2t0|HA AR IIE &=
profile string Hlo|e &X| Z2mY
scrub_schedule string ofefEl E A3E{d &Y 7F Y LTt E= oYE E AT
S M8 UEOE MFSLICL S8 =AU X FILE 2TY &
g FHEEE 238Y" [154]2 EXRSHHAIR
state string E MEH: online, offline, exported
28 :
GET /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json
21} of:
HTTP/1.1 200 OK
Content-Type: application/json
"pools": [{
"profile": "mirror3d",
"name": "mi",
"peer": "peer-hostname",
"state": "online",
"owner": "system-hostname",
"asn": "appliance-serial-number" ,
"scrub_schedule": "30 days"
A
"profile": "raidz1i",
"name": "ri",
"peer": "peer-hostname",
"state": "online",
"owner": '"system-hostname",
"asn": "appliance-serial-number",
"scrub_schedule": "30 days"
1
}
IXT
E 7IM 7]
O BH2 Z0f et AE2|X| AHEEF FHEeF o T AEZ|X| Z0|M S5 HEE vtetet
LICt M3¢8t HEof chsll HTTP AEf 200(OK)O| gtehEl LT},
28 o:
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GET /api/storage/v1/pools/pl HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

21t of:

HTTP/1.1 200 OK
Content-Type: application/json

"pool": {
"profile": "raidz1",
Ilnamell: Ilp1|I’
"usage": {

"available": 57454799311352.0,
"compression": 1.0,

"dedupratio": 672791,

"free": 57454799311352.0,

"total": 74732430950400.0,
"usage_child_reservation": 0.0,
"usage_data": 16011663438848.0,
"usage_metasize": 0.0,
"usage_metaused": 0.0,
"usage_replication": 1693675705344.0,
"usage_reservation": 0.0,
"usage_snapshots": 123913627136.0,
"usage_total": 17829252771328.0,
"used": 17829252771328.0

}I
"peer": "0OOOOO00-0000-0000-0000-000000000000",
"state": "online",
"owner": "adminl",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
}
}
E2 TAELICH E2 CtE= o et 070 tisiM = CLI 4 AEZ|X| HHEE X
SHIAIR. AF 7HSTH S2 MiE 0|5 9 3hS HHEIstE 28 BlEL diy un RS 23 4
UELICE props HO| O7HHS SE HEE trueE AESHH ELICH

28 o

POST /api/storage/vil/pools?props=true HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json
Accept: application/json

"name": np1||,

3}
21t o

HTTP/1.1 200 OK
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Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",

"type": "ChooseOne"

H
"choices": ["custom"],
"label": "Chassis 1",
"hame': "q"
: ,
"type": "ChooseOne"
A
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],
"label": "Chassis 1 data",
"name": "l-data"
: ’
"type": "ChooseOne"
H
"choices": ["mirror", "mirror3", "raidz1l",
"raidz2", "raidz3_max", "stripe"],
"label": "Data Profile",
"name": "profile",
"type": "ChooseOne"
1

MAl[1]0lM 87HS] CIAZ S AFBSHE 22 TUE= 22 of:

POST /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
Content-Type: application/json
Accept: application/json

"name": "pi"

: ’
"profile": "stripe",
"l-data": 8

}

23t of:

HTTP/1.1 201 Created
Content-Type: application/json

{
"pool":
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],
"name": "pi",
"owner": "zfs-storage",
"peer": "0OOOOOOOO-000O-0000-C0CO-00000000CC0",
"profile": "stripe",
"status": "online",
"usage": {
"available": 1194000466944.0,
"dedupratio": 100,
"total": 1194000908288.0,
"used": 441344.0
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E0| AE2|X| 7t

0| AE2|X| F7}

0l YL S BHEL PASHE WYT QALICL AE2IX| FIh J|E B0 £ &
E2(X RIS 1AL B0 272 LRt A=K K| 47 EoE 223 817 href

poolladdE H&gfL|Ct.

2H o

PUT /api/storage/vi1/pools/pl/add HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

Accept: application/json

"2-data": 8

[}

23t of:

HTTP/1.1 202 Accepted

Eo| M AE2|X] H|A

O| HH2 20| 2E2|X[E F715t= P RAFRILICH 2E2|X[E ®AHSHH 7|1& S0l M 74

Al 23 AER[X| FXI7F MAELICH Z0M HAe AEE|X| FX| =, ot @ 3 AfA|
HS I ZotEl 220t S href pooliremoveS M &8HLICt

23 o:

PUT /api/storage/vi/pools/pl/remove HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luZyE=

Content-Type: application/json

Accept: application/json

"O-cache" : 2

}

21t ofl:

HTTP/1.1 202 Accepted

X‘I|7‘|§' ﬂf ngl #‘% EM_&"E:IE props §9| I:||'|7H % trueE “EELI EI‘.
23 0

PUT /api/storage/v1/pools/pl/remove?props=true HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic Tm8gcGVla2luzyE=
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T
[>
AT}
o
0z

Content-Type: application/json
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"props": [
{
"choices": [
nor,
(L
o
1,
"type": "ChooseOne",
"name": "O-cache",
"label": "Chassis @ cache"
H
{
"choices": [
nor,
(L
o
1,
"type": "ChooseOne",
"name": "1-log",
"label": "Chassis 1 log"
}
1
}
It = |
= A3l

pooliscrub pur RH S TESIH F AT 20| A|ZHELICE pool/scrub petete RS M
S5t A Il 232 Zo| SXIELICE & 232{L0f| et XpM|eE LHE2 “Scrubbing
a Storage Pool — Manual (CLI)" in Oracle ZFS Storage Appliance Administration
Guide, Release 0S8.8.x2 & ZotM A,

J|2HOE oofEl AE2|X| E A32{H0| ABOE MHE|T 30U PHHOR MHFLICH
scrub_schedule %E EEE 01|9f5|_| % ﬁia‘l%l Z!‘%" .7_* OEI -Jlk-% xljg-ﬂl- F
ﬁiﬂﬁ','% Af% ?_FE.*QE *E‘”S;E.*LI El‘. scrub_schedule9| 7|g;|-o 30°|=I|-

— HATC

o HA
n Of|fEl Ay B 7F U £ 5 HAGIE™ scrub_schedule S5 HHO| g2 15, 30, 45,
60, 75 EE= 00 E AHTIL|CT,

oflekEl £ A32{of chgh XkAISH LHE 2 “Scrubbing a Storage Pool — Scheduled (CLI)”

in Oracle ZFS Storage Appliance Administration Guide, Release 0S8.8.x2 & XSt Al
2,
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgqdbn
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgtvlo
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgtvlo

?.

0x

SiiH|

MHH

scrub x‘”E |' *$IE % ﬁia‘l%'(oﬂoﬂk%l T

B complete g% E7|‘ false 74-?— ﬁﬂa‘ltcllol 71")—'? I?;'OH %%I ZQI?:“—“:"- PEEJ 9 -JF
(errors)9|' % = (repaired)7|‘ EMEL“:I'.

" complete %E E7f true@l 2 A32{Y0| A2 El AYL|CE 232U AE Al
(op_start) ! ATHY FE A[Zt(1ast_end) SO| =7} HEE EA[ELICH A7t GMTY
L|Ct.

F||'

+3)2 2agLch

scrub_started = gl scrub flnlshed._ zfs_pool oE xﬂ O|H.i|E I:.':.'|—7|c—9| 0|':H|EO|D:| 5H':|' 0|H.1_|E
Off CHEt AFSXPE O =X E XY 4= UESLICH RESTul APl ZE MH|A [47]8 &ZSHYA|
2,

CHS ool 23 = &2

HTTP/1.1 200 OK
Content-Type: application/json

= 282 EHEU L

HI

"pool": {
"status": "online",
"profile": "mirror:log_stripe:cache_stripe",
"scrub": {

"errors": 0,

"op_start": "20190520T16:09:41",
"complete": true,
"seq_resilver": 0,

"type": "everything",
"examined": 403968,

"repaired": 0,

"last_end": "20190520T16:17:59"

}

"scrub_schedule": "30 days",
"name": "p@",

"peer": "peer-hostname",
"owner": "system-hostname",
"asn": "appliance-serial-number"

£ 74 oAl

0| HH2 A|AHIOA ZS MARLICE

=S MASlE 2F:

DELETE /api/storage/v1/pools/pl HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Z1tof:

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: ©
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IO2XE Ko
BE mRHE Felo| HolS XYE B2 MY £ YALICL DE ISHEUN BHEtE
T2 URIO /projectsE F7tot BHE ZZHE| M X355t B2 /projects/projectE
Epetct.
H 44 TENE HY
k<] A= Japilstoragelv{1]2}0ll 7} =L
GET Iprojects 2EZENEE LIFLIC]
GET Ipools/pool/projects ODENEES LtFSLICH
GET Ipools/poollprojects?snaps=true AHAE TOSI0 RE TRNES LIFY
Lict
GET Ipools/poollprojects/project D2HE MREHEE 7IMZL
POST | /pools/pooliprojects T=MEE DHELCL
PUT Ipools/poollprojects/project DENEES +HBL|CH
DELETE | /pools/pool/projects/project OIZHEE AKFELICEH
GET Ipools/poollprojects/project/usage/groups D=HE OF M8 7INYSLICH
GET Ipools/pooliprojects/projectiusage/groups/group XHE 2S00 et T2EME AEHE 7HK
Lt
GET Ipools/pool/projects/project/usage/users ODE=NE AL AFE S 7Y SLICL
GET Ipools/pooliprojects/projectiusage/users/user XEE AZXof Ciet Z2XE ALZSZE Tt
XMLt
2 He TEME 2|AA Lo s WE Ittt S8 BHe 552 2o FL Tt
" 45 DIZHE SEHE
EERT 2% o
aclinherit string ACL &% SZf("discard", "noallow", "restricted",
"passthrough", "passthrough-x", "passthrough-
mode-preserve")
aclmode string 2 HE A ACL SE("discard", "mask",
"passthrough")
atime boolean 7| Al HMA AlZH AHO|E E2HD
canonical_name string HEZEO|E
checksum string =& M3 M("fletcher2", "fletcher4”, "sha256")
compression string olo|Ef &= ME("off", "Izjb", "gzip-2", "gzip", "gzip-
9")
copies number —j|:-7|‘ %Iﬂ %Af§ ')Ik'
creation datetime DTE2ME(E= LUN, IHY A[ARDY MM St 5l A[ZE
dedup boolean Clole &5 E2ia
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[=]
Hu
=
Im
2
18]

SEXR 48 My

default_group string OZHE 7|2 0t A|AE OZ: "other"
default_permissions string DIZHE 7|2 o A|AH At 700"
default_sparse boolean OZHME 7|2 LUN ALIA GO|E E2{0
default_user string DIZHE 7|2 o A|AH AF2X}: "nobody”
default_volblocksize number DZHE 7|2 LUN 22 37|: 8192
default_volsize number IZNE 7|2 LUN 27|

exported boolean LHEH Zaa

logbias string S7|A M7 HEO|O{ A ("latency”, "throughput")
mountpoint string OHRE X 7|22 3% "lexport/proj-01"
name string ZIZME 0|

nbmand boolean HE2Z 24 E3 &2

nodestroy boolean éﬂ" EILXI %EHJ

quota number HIO|E Q|| Z2ME ZE 37|

origin string HE =xl

pool string E0|E

readonly boolean HIO|H = trueZ2 HHE AR 27| MEL!
recordsize string CIO|E{H|O|A BB E 37| "128K"
reservation number |:‘||0|E'| 0:"g|t 37'

rstchown boolean 2R HE Mo E2

secondarycache string HZ Al AH2E("all", "metadata”, "none")
sharedav string HTTP &R ("off", "rw", "ro")

shareftp string FTP 3% ("off", "rw", "ro"

sharenfs string NFS 35("off", "on", "ro", "rw")

sharesftp string SFTP SR ("off", "rw", "ro")

sharesmb string SMBJ/CIFS SR ("off", "rw", "ro")

sharetftp string TFTP S| ("off", "rw", "ro"

snapdir string .zfs/snapshot ZtA| M ("hidden", "visible")
snaplabel string of|2fEl A B0|E

vscan boolean H|'0|E‘|ﬁ ?:1”' %EHJ

DZHE LIE

O| FF2 X|YE 2| ZE Z=H|

NH+E AE-LICE

E
HiStE| 2 o2

_— = 71 —

E0|&, 44 ANzt 2€ dH, 5X

OB AFERFE ZRRfLICt.

ZF - depth 29| O7HH 42} match_property-name=vaive 22| IN7HH4= X[ Y E[X| &L|CL,
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D O rircer - ZRAE L] S2 HDE e 2t otol SU T 2xpY

5 @75h= st ZXHE 2X EE YL,

23 o:
GET /api/storage/vi1/pools/pl/projects HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

getOll AZSIH JSON &Alo] TZHE
LICk,

ot off:

HTTP/1.1 200 OK
Content-Type: application/json

£ H& i Hat oA HTTP 2

0|I'|

{
"projects": [{
"name": "proj-01",

oo

"name": "proj-02",

}

DE E9/ ZE IZHE SEL X|ELICH URIE /projects 220 ZatgtL|Ct,

backup2 Olie SF YEO| LRZ AE0I0] BE I2HMES JINMQE 2F9| o

GET /projects?filter=backup HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

O=NE S5 HE 71X 27|

=
[

0

=
S

HEQ SHH HTTP 2= 200(0K)S HhatstL|Ct,

zfs-storage-1 %oﬂ O|%O| proj—01°|_| IZ=HEE LI'OEd_é-I'E Rxélgl 01'

GET /api/storage/vil/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

oo

HTTP/1.1 200 OK
Content-Type: application/json

{

"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",
"creation": "20130411T20:02:35",

Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&

£ 200(0K)O|

HistE|

[

of thd T=HE0f EH6 SE HEE LIGELITH 438 get2 JSON &



IH
Hu
1
[m

it}
18]

[

o |
—_—x = [

o AE2[X| Z 0|20l thel URI DA S AL BILICE 7|
E7} ptetelL|ct

"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",

"default_permissions": "700",

"mountpoint": "/export",

"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",

"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",
"default_sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,
"aclinherit": "restricted",
"shareftp": "",
"canonical_name": "zfs-storage-1/local/default",
"recordsize": 131072.0,
"usage": {
"available": 1758424767306.0,
"loading": false,

"quota": 0.0,
"snapshots": 0.0,
"compressratio": 100.0,

"child_reservation": 0.0,
"reservation": 0.0,
"total": 45960.0,
"data": 45960.0
H
"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",
"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,
"pool": "pi",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true
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160

» IZHE
Ct.

E MY _IDZNE SEMHE A I2HEQ| 7| 202 AN

on

O|E0| proj-012l ZZMEE OtE &= QM| 0f:

POST /api/storage/v1/pools/pl/projects HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "proj-01",
"sharenfs": "ro"

[}

== AH DT=NEQS URIE E&SH= |IX| oLt &H HTTP &El 201(Created)
LICH 222 JSON gAlo| RE T2HE S5 YEHE TRiL|Ct

_I_

kel
=)
I:I

g 1ot
2

b

mjo ox

I

ool

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01

"project": {
"name": "proj-01",
"href": "/api/storage/vl/pools/pl/projects/proj-01",
"mountpoint": "/export/acme/zfs-storage-1",

[

DZNE 7 BH2 7|E TE2HEQ £M3 HATLICH TS URI OWHH STt ALZELICEH
pool AE
project IZME 0|2

Q8 U4 C2ME SE Y _DME SE YL M TZHEC| £7| YO MBY
4+ ABLCE

EEI'”E 0|.:.E proj- Oloﬂkl new-namegi t.ﬂjod_é-ff Rjé!ﬂ 01|

POST /api/storage/v1/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{

"name": "new-name",
"sharenfs": "rw",
"compression": "gzip-9"
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3ot SEH2 HTTP &Ef 202(Accepted)E HHetstn B E TZ2ME SE MHE LIFE L

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl1/pools/pl/projects/new-name

"project": {
"name": "new-name",
"sharenfs": "rw",

"compression: "gzip-9",

[

m2HE AR YYS XME BO| HY TRHES RIHBILIC CHS URI OjH#47} ALSE

pool AEZ|X| E 0|2
project DZHE 0|2

X|HE HHIO|E "H|S 7] HIO|E ME AX|(0S8.7.0)"7t 22l AL AEE|X| &
oM 3|43 Z7HS EL|E{SI2{H pools/pooldf| CHet GET HE S 24gL|C.

async_destroy_reclaim_space %E @EO" EH-":’.-_I' _g_jl_}% 7|§6H —?—Q*lg JE'I\OJO| %Eﬂﬁ OO|
HAIEL|CE

23X
DELETE /api/storage/v1/pools/pl/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

OD2HE ALY

Get Q8 IRHE AR 2|AAS Sof TR0 s} ARAME = 1SH2 AR O
O[E1Z 7HH 4 ABLIT

ThU AIAE B2 T AJAH BRE LIPS 22IBLIC 2E HHO| Hels NWE &
Cl

A
— =
EEX| & £ TE2HEZ X|MELIC
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service_uri/pools/pool/project/project

H 46 o Al A EY
foXs] A2 Japilstoragelv{1]2}0ll 7} g
GET ffilesystems DE oY AABRIS LiFRL O
GET Ipools/poollprojects/projectlfilesystems K™E oY A|AES LI Ct
GET Ipools/pool/projects/project/filesystems?snaps=true AHAS Eoste] DE IMY A|ABRIS
LiggfL|ct.
GET Ipools/pooliprojects/projectifilesystems/filesystem OHY A AR MEFEE THZLICH
POST Ipools/poollprojects/projectlfilesystems oA A AR BHEL|CE
PUT Ipools/poollprojects/projectlfilesystems/filesystem ot A ARIS SH™BL
DELETE | /pools/poollprojects/project/filesystems/filesystem o A|ABIS APKRfLICE
GET Ipools/poollprojects/projectlfilesystems/filesystem/usage/groups OH A|AE OF MBS 7HM LIt
GET Ipools/pooliprojects/projectifilesystems/filesystem/usage/groups/group XHE 20l CHot I A AR AL 2
2 74 gLt
POST Ipools/poollprojects/projectlfilesystems/filesystem/usage/groups oY AA”R O 8 HEHE THSLICH
PUT Ipools/poollprojects/projectlfilesystems/filesystem/usage/groups/iname ord A|AE OF AHE SHBLCH
GET Ipools/pooliprojects/projectifilesystems/filesystem/usage/users 11[%' A 2B ALEXL ALB S 7KL
C
GET Ipools/poollprojects/projectlfilesystems/filesystem/usagelusers/user KIHE ALSXtof| CHSt M A|AE] ALE
S 7tMZLC
POST Ipools/poollprojects/projectlfilesystems/filesysteml/usagelusers ot A AR AKX HE E ZHSLICL
PUT Ipools/poollprojects/projectlfilesystems/filesystem/usagelusers/name Oh A| AR AL XL HEE fH L C
GET Ipools/pool/projects/projectlfilesystems/filesystem/shadow/errors MES Ofo|J2j0|d @FE LiFEL|

ct.

mjo
=
e
>
|>
om
e
oln
S
o
HT
|.|-|

H 47 o AL ST FE
EE R e 29
casesensitivity string CHAEXE &2 Aa"zgl(mixed, sensitive & insensitive)
group string JE 0§
normalization string His
permissions string IH A| AL S
project string OZHE 0|8
quota_snap boolean ﬂE‘Ioﬂ ﬁ"u"ﬁ% E'?;WS}E %EHJ
reservation_snap boolean | Of|2f0f AHAFS ZESH= S0
shadow string Hlo|g oto|az||o|d AA
errors string H|o|Ef Oto|Tzj0|M @F
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5= 8% TS

sharesmb_name string SMB 379 0|8

source object DZHE 4L SEHE
usage object MY AAR AR FE
user string SRE ARSH=E AFEXLO|E
utfgonly boolean | HIUTF-82 H&st= E21

ol E A
O A AR LS
TH AIAS LI HHS XWE B wi D2NEC DE IfY AIAYS EAELIC

r
P

F. depth §|9| DH7H5—JF9|' match_property-name=value §9| I:||'|7|'| E X|-‘-’—,_-|E|X| %tﬁu El‘.

QY A rireer - ERHE o] S2 Fimvt oy 3t ot S WE| Sx}HS H 3o}
T2 97sHs et 2X4 AU WEQLICE

o A|AE LG HE2 OHS URI DHHESE AFSRILICE

pool AEE[X| E 0|8
project IZHE 0|
23 o:

GET /api/storage/vil/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

433 QE2 JSON HAlo| il A|AR S5 FE HiEnt 37 HTTP i 200(0K)S gHet
BiLct
23t of

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystems": [{
"name": "filesystem-01",
"project": "proj-01",
"pool": "pi",
Ao
"name": "filesystem-02",
"project": "proj-01",
"pool": "pi",
H
}
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E% % gtl EE’L"!EQJ E% ]II'OEI Alﬁlf:é! %%E Xl‘OLJEuILJEl'. ol %'-?— UR|E /api/storage/v{1]|
2}/filesystems7|' E L—l EI‘-

"abcd" ZAIEE oY S5 YHO YR E ALESI0 EE MY AAHIS JHN2= 289 of:
GET /api/storage/vi/filesystems?filter=abcd HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

op A|AE T 27

O AAR 77| BHE2 XFE & = TENEQ T MY A AR SE HEE otet

SLICH CH2 URI OH7HH =Tt AR ELICE,

pool AEE|X| EO|E
project TZHE 0|5
filesystem Oord A|AE 0|

O[E0] proj-e1@! Z2MEE LIESI= 279 0f:

GET /api/storage/vi1l/pools/pl/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

HB0 get2 JSON HAQ I A|AE S5 YEF &H HTTP 4E 200(0K)S HretetL
t

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",
"sharesmb": "off",
"mountpoint": "/export/mnt1",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
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"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",

"secondarycache": "default",

"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

H

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "pil/local/default/mnt1",

"recordsize": 131072.0,
"usage": {

"available": 880395477504.

"loading": false,
"quota": 0.0,
"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0

H

"secondarycache": "all",

"collection": "local",

"exported": true,

"vscan": false,

"reservation": 0.0,

"shadow": "none",

"atime": true,

"pool": "pi",

"quota_snap": true,

"name": "mnt1i",

"checksum": "fletcher4",

"project": "default",

"sharesftp": "",

"nbmand": false,

"reservation_snap": true,

"sharedav": "",

"rstchown": true,

"root_acl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",

}

"smbshareacl": {
"owner@:cC:fd:deny",
"everyone@:rw:fd:allow",
"user:adminl:rw:allow",
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16

6

o A|AHE 2HST| HE2 X[FE AER(X] & £= Z2HE = XFE 0|2 Tt Al
AH”IS HELILE 7|2 S5 YR XIYE A ot A|Aof HhEtE LTt

CHS URI OH7HEA =Tt AFS EILICE,

pool AEE|X| EO|E
project DTZHE 0|
filesystem o A|AHI 0|2

23 oi7HH=S:

m name — M| I A|ARIS PHSE{H T A| AR O|FS H|Salof LTt

. Y AAS SE M 0 AAH S Y TS IENE S2 YHo| LR S2
X o

]

o
HE X7| 2oz 83 £ ASFLICH

0| 0] share-010|10 ALEX} admin10| AR MU A|ARS THE= Q89| 0f:

POST /api/storage/v1/pools/pl/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "share-01",
"root_user": "admini"
}
A

MZot 0HS7|= M IHY A ARl URIE ZotsHe 21X ST 2t 2HA
(Created)2 ZHetEiL|Ct 222 JSON Aol B E T A|AHI S

Jhu T
od —
HT —
0
1] 0>
i m
oot
o o
=P
ful

At o

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {
"name": "share-01",
"pool": "pi',
"collection": "local",
"project": "proj-o01",
"root_user": "admin1"
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IFY AJAR £F BH2 J|E OHY AARIO 48 HAYLICEH M38t SHES HTTP &E|
202(Accepted)E Htetotn RE MY AAR S5 FEE LIFgL|CL

pool AEZX EO|E

project IZME 0|2

filesystem ol A|AH| 0|2

QA 72 I A|AH E2 M _IfQ A|AH F= IZHE S2 MHE AXEHA Q|

Lt

]Il'oal Alﬁ@! Ol%% Share—@loﬂkl new-name 2 2 ﬁjod-é-l‘_ﬂ i%xf% nobodyE ﬁ%‘sff Rxc',|9|

oll:

PUT /api/storage/v1l/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

{
"name": "new-name"
"root_user": "nobody",
}
23t off:

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-01/filesystems/share-01

"filesystem": {

"name": "new-name",
"pool": "pi",
"collection": "local",
"project": "proj-01",
"root_user": "nobody"

ThQY A AE ALK

THY A AE MR WY RYE B =

rir

OD2HES| thl M A|ARIS H|AELICE
CHS URI OH7HH 7 AL ElLICE,

pool AEEZ|X| E 0|2
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project DTZHE 0|2
filesystem oY A|AHI 0|2

AEEX| S0 2|2 37H2 2LIEISHE™ pools/poo/dl| CHSt GET HE S = etLICt.
async_destroy_reclaim_space %% ngﬂoﬂ I:|'|°|' —g—?_l'g |§6H _'|:_QA|9 75,"%*0| 9._|' |D:| 00|
HA|ELICH
23X o
DELETE /api/storage/v1l/pools/pl/projects/proj-01/filesystems/share-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json
MZet AHlE HTTP 4EH 204(No Content)E ghetgtLCt.
1t ofl:

HTTP/1.1 204 No-Content

o A[AE FE S AEE

MBS 18 HELS 22 posr E eur R ALEBI0] BIS7ILE 2T 4 ASLICE T}
o NAH AR 22 A0 Chet cer QB2 T2HE0) Cfet AFRTHY £E 185 A8 Ho|
BHE 7IM & ol AF8ELICEH
LUN Z¢]
DE LUN E= 28 Aol Hels XWE B £= T2NER X FELICH OFS LUN BEe
ArEe = J&LC
H 48 =& 3Y
k<] Z 2 lapilstoragelv{1]2}0l| 7} g
GET /luns 2E LUNS LiggtLict,
GET Ipools/pooliprojects/project/luns LUNS LtEEL|CE
GET Ipools/pooliprojects/project/luns?snaps=true AHAS OS] BE LUNS LIZRiLICh
GET Ipools/poollprojects/projectlluns/iun LUN NS HEE JEHZLICE
POST Ipools/pool/projects/project/luns LUNZ BHSL|Ch
PUT Ipools/poollprojects/project/luns/iun LUNE $H-ELICH
DELETE | /pools/poollprojects/project/luns/iun LUNS ArA|IgfLC

CtS BOl= LUN S5 Y27t Lot AELICE Eot 282 Z2ME S5 HHE 845574
CHAIE 4= ASLICH.
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LUN =¢d

E 49 EESEYE
SEHE /¥ 29
assignednumber number EE= list of X™E LU Hs OFS JHAIRE O350 B2 32 82 list of
numbers numbers2L|C}.
Ef% 7HA|XI' J‘E‘OH I'"‘g‘E._l %’—C"— assignednumber 5‘:'
initiatorgroups—cl' 'i'*'lﬂ‘ _’Eﬁﬁll-llif 0:"% %O‘I, assignednumber E
E—OJ ﬁ'f'_'”‘H 63%% initiatorgroups gg_o_' ﬁHI_-IRH BJEI'-I' 3',;|‘?_10| %!
ELICh
fixednumber boolean LU HZE #xf Zhofl n™sh= Ea2ia.
initiatorgroups list of strings AR D3 ELICE
LUNOl EI‘% 7HA|X|' 1‘?‘0“ Xﬂ‘g‘E-_I %)470- assignednumber '3:'
initiatorgroupsg| ﬂt‘ij 5@%!'-“1} 0’“% %O'I, assignednumber %
Eof MM =2 initiatorgroups 2| AHW FF1t 20| A
&Ltk
lunguid string STMF GUIDQIL|LC}.
lunumber number &£ string | LU 'HS number & auto I LICE.
project string DIEHE o|E(HEE = 23).
source object S5 MEO| AA(1ocal EEE inherited)S LFEELICE
sparse boolean Thin ZZH|NYS A2 2 MH™st= Sl
status String =2| ZX| gEH(online £= offline)?:! L-ll:l'.
targetgroup string & O
usage object LUN A2 SA| LtE
volblocksize number =28 =5 37|
volsize number 2 37|
writecache boolean MI|IHAE Ao E MFste Eelia
n2uE0M U SE HEJt A4E 4+ ASLICH 24 A= 023 S5 MRS 242 L
Bt dliE S= FYEJHLUNO| 2ZQIX| OfL|H Z2MEO|| A &5 =XE AEetL|Tt. 7
=HOZ ol2fst S5 HEE Z2ZHE Q3 Y&ELIC o2 S5 FE7H dFEH S
SE Hust LUNO| RZQILICH 22 K|S WA & QIALICL £AS CHA| 44 EH0R ¢
otz 22 S5 FEE 2F diMY = UASLICH

1K

=2 2% dliH5h= JSON 2H2| of:

"unset": ["compression"]}

-~

LUN LtE BE2 XHE 2 E= Z2HENM AF2Y + A= LUN S ES BHetefL|C}

7 - depth 29| O7HH 42} match_property-name=vaive 22| N7 H4= X[ E[X| &L|CL,
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CHS URI OH7HH =Tt AR EILICE,

pool AEE|X| EO|E
project TZHE 0|5
filesystem o A|AHI 0|2

EEI—'”E proj-01 LHO'”A'I LUN% L|-°E"'6|-E Rxél—ql O:”

GET /api/storage/vi1/pools/pl/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

AMS
SS

St get2 JSON HAIQ| LUN S5 HE2t 2H HTTP AEH 200(0K)S HtetstL|Ct.

HTTP/1.1 200 OK
Content-Type: application/json

"luns": [{

"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
"name": "vol-01"

A
"id": "690ae407-7c4d-b5d2-0000-000000000000",
"name": "vol-01",

H

LUN 7} 27|

LUN7tH 27| B2 X[FE B £= ZZHEQ| tel LUN S5 L E gttt

CHS URI OH7H =T} AL ElLICE.

pool AEE|X| E 0|2
project DTZHE 0|
lun LUN O|E

0|Z0] "vol-01"2l LUNS 7tM2= 289 of:

GET /api/storage/vi/pools/pl/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

B3t get2 JSON A9 LUN S MEQL &7 HTTP AEH 200(0K)S HHetgtL|Ct.

At o
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HTTP/1.1 200 OK
Content-Type: application/json

{
"lun": {
"logbias": "latency",

"creation": "20130423T21:31:17",

"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],

"id": "e3045406-319b-cf7a-0000-000000000000",

"writecache": false,
"compression": "off",
"copies": 1,

"stmfguid": "600144FODSEGAE4100005176FDAGOGO1",

"source": {

"compression": "default",

"checksum": "inherited",

"logbias": "default",
"dedup": "default",
"copies": "default",

"exported": "inherited",

"rrsrc_actions": "inherited",
"secondarycache": "default"

1

"canonical_name": "pil/local/default/diski1",

"snaplabel": "",
"usage": {

"available": 881469214720.0,

"loading": false,
"snapshots": 0.0,

"compressratio": 100.0,

"total": 1073758208.0,

"data": 1073758208.0
}
"secondarycache": "all",
"collection": "local",
"exported": true,
"volsize": 1073741824.0,
"pool": "pi",
"volblocksize": 8192,
"checksum": "fletcher4",
"project": "default",
"sparse": false

M LUN 27|

O] B2 M LUNS 2HSLICEH M LUNOI CHEt 27| EE= SH|

CHS URI OH7HA =Tt AFS EILICE,

pool AEEX| &

project

F Of7HtH
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LUN =t

m  name — M LUN2 2F=2{™ A LUN O|E2 NI3sHOF &rL|Ct,
ESEH

n EESENME_|UNSENE = IZH Hof| sl S2E HEE x7| 2t
QE MEE 4 AELICH
- o:

POST /api/storage/vil/pools/pl/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunumber : 'auto', // Volume LU number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}

NIt atE7|= M LUNS| URIE E&sH= 2/ |a1|:19r 2 HTTP AEH 201(Created)2 gt
stefL|CH 222 JSON HAIQ| HE LUN S8 HEE ZoiL|CL

23t of:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/pl/projects/proj-01/luns/vol-001

{
"lun": {
"name": "vol-001",
}
}
LUN 8

LUN =8 HZ2 7|Z LUNS| £48 HZARLICH
CHS URI OW7HE =0} AF2ElL|C
pool 2EE|X| E 0|

project DTZHE 0|2
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lun LUN O|E
QY IPHHL,: 25 SE HE - LUN L= TZNHE SE HEHE ™Y £ AUSLICL

LUN O|E .:.E vol- Oloﬂkl new-name 2 2 I:I:|7:| |'E .975."91 0:"

POST /api/storage/vil/pools/pl/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com:215

Content-Type: application/json

Accept: application/json

"name": "new-name",
}
Mot SEHES HTTP AEf 202(Accepted)E Btetstn B E LUN S8 HEES LIFgLICE
1t ofl:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vi/pools/pl/projects/proj-01/luns/new-name

{
"lun": {
"name": "new-name",
"pool": "pi",
"collection": "local",
"project": "proj-01",
}
}

LUN 2|

LUN AHHl 3 XIHE & i T2l trel LUNS FIEILICH

rr

]

CHS URI O7HEH 7} AFEEIL|CH

pool AEZ|X| E 0|2
project IZHE 0|8
lun LUN O|&

AEEX] SN 2lE 32 % L|E1OPE1':'" pools/poolol CHet GET BE S L etL|Ct
SE FEof tiet S 7|58 FHAR. HHo| 2t=E[H 00|

async_destroy_reclaim_space

HAIELICE,

25 0:
DELETE /pools/pl/projects/proj-01/luns/lun-01 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json
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AHAL Bl 25| Y
M ATt get2 HTTP AE 204(No Content)E BHetstL|CE,
Zatof

ALHAE Ol &H XHod
DE AYAF R Hel= X|™El E E= TENER X|FEL|CH E5t AHAF X0l H e
E Ot AA E= LUN 2EE d8Y &+ JAELICL
n BE EEI—"!E 7|H|_|' AL &I'?:]lo“ EH-‘IP-_I' Rl= /api/storage/v{1|2}/
pools/pool/projects/projecti Al&-ﬂl—l I:|'.
L] E% ]II'.OEI Alﬁﬂl 7|H|_|' él_l:"l‘é\’: le-?:i-loﬂ EH_él;l' URI= /api/storage/v{1|2}/
pools/pool/projects/project/filesystems/ﬁlesystemgg MZ!'%H—“:I'-
s ZELUN 7|H|_|' ﬁﬂﬁf 5.*‘.’:10“ EHQ’ URIE= /api/storage/v{1]|2}/
pools/pool/projects/project/luns/lunQE A|£."-c"|;,"|-| EI‘.
SR 20| A-AS HASIHLE | ZEI0[AA0 M SRE ARSF A S ZRASHH
RESTful APl 22I2E AH|A [105]2 XS AIL.
50 A4S SX HH
23 Z 2 |apilstoragelv{1|2}0i| 7} 29
GET /snapshots DE 2 AYUNS LIGRLC
GET Ipools/pooliprojects?snaps=true AHAES BBt DE ZREHEE Lt
gLt
GET Ipools/poollprojects/projectlfilesystems?snaps=true AHAS Zoste] B E IHY A|ARIS
LiggfL|ct.
GET Ipools/poollprojects/project/luns?snaps=true ARAES OIS0 2 E LUNS LI
=
GET Ipools/pooliprojects/project/snapshots DZHEO et ZE AHAS LIFE
LICt.
GET Ipools/poollprojects/projectlfilesystems/filesystem/snapshots o A|AEIOf CHot R E ARAS LIE
grLc.
=
GET Ipools/pooliprojects/project/luns/lun/snapshots LUNO]| CHot RE ARAES LiFtL]
Ct.
GET Ipools/poollprojects/project/snapshots/snapshot DT2ME AL MEFEE 714 S
Ct.
GET Ipools/pool/projects/projectlfilesystems/filesystem/snapshots/snapshot Ot A AR AL MEHEE TS
LICt.
GET Ipools/pooliprojects/project/luns/lun/snapshots/snapshot LUN 24 NEHEE T SL|CH
POST Ipools/pooliprojects/project/snapshots TEME ALS OHEL|CH
POST Ipools/poollprojects/projectlfilesystems/filesystem/snapshots OHY A|AR AMARS THSLICEH
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ek A2 Japilstoragelv{1]|2}0ll £7} A3

POST Ipools/poollprojects/project/luns/luni/snapshots LUN A4S gHSLICE

PUT /pools/poollprojects/project/snapshots/snapshot OTZME AMHARS MBI C}

PUT Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot OHY A AR AMAS SE L CH

PUT Ipools/pooliprojects/project/luns/lunisnapshots/snapshot LUN A4S AL T}

PUT Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot/clone| It A|AH AHARS 2R|EHL|CH

PUT Ipools/poollprojects/project/luns/lun/snapshots/snapshot/clone LUN 242 SRIELIC

PUT Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshotirollbacKlO|E{ S K| M=l It A[AE AHAFO
2 EWsiL|ct

PUT Ipools/poollprojects/project/lun/lun/snapshots/snapshotirollback HIO|EE X|HEl LUN AHAO Z ZoH
grLc.

DELETE | /pools/poollprojects/project/snapshots/snapshot DI2HE AMHAS MHIFLICH

DELETE | /pools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot IH A| AR AHARS APKtL|CH

DELETE | /pools/pooliprojectsi/project/luns/iun/snapshots/snapshot LUN AEARS AfH[LIC

GET Ipools/poollprojects/project/snapshots/snapshot/dependents DZHE AHAFSA SHE3 LIS
Ct.

GET Ipools/poollprojects/projectlfilesystems/filesystem/snapshots/snapshot/dependfiisA| A Hl AHAF S St22 LAt
]

GET Ipools/pooliprojects/project/lun/lun/snapshots/snapshot/dependents LUN A4 B4 S 53 LIFRL O

POST Ipools/poollprojects/project/automatic M ZZHE XHs AHAF K|S OHE
=

POST /pools/pool/projects/project/automatic?convert=true M ZZ2HE X5 AL HH E OtE
LICH AH LH™of| SEX| o= XtE HAE
7|E AHAO| 25 AHMOE HlE
LICt.
convert S8 FHE H|2otH X5 d
HEl J|E AHAEO| ATHELICH

GET Ipools/pool/projects/project/automatic/automatic A™E T2HE XI5 AN SE HE
£ 7t auct

GET Ipools/poollprojects/project/automatic DE DIENE XI5 A M E LIS
grLc.

PUT Ipools/poollprojects/project/automatic/automatic XNHE Z2NE Kts AWM HHE 5
e

PUT Ipools/pool/projects/project/automatic/automatic?convert=true AHEE TENE Xps AHA LH 24|

£ SHTLICH A LFof 2X| b= Xt
MAE J|E A0 5 AHAO
tHetElL|C

convert 5§ MEE H|2|5HH Xt
HE 7|E AYARO| AH|ELICE

Ofn
=

DELETE | /pools/pooliprojects/project/automatic/automatic XHE X5 NS AfAEh|Ct
DELETE | /pools/poollprojects/project/automatic/automatic?convert=true KN™HE XS AL

L|C}.
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Z 2 lapilstoragelv{1|2}0f| 7}

a3

convert S5 HEE NQ5tH X5 M
NE 7|§¢ HAFO| AP EILICE

POST

Ipools/poollprojects/projectlfilesystems/filesystem/automatic

[n]
—

-

M o A2" IS
SUCt

b
=2

|

E:\:
i

POST

Ipools/poollprojects/projectlfilesystems/filesystem/automatic?convert=true

M THY A B KPS A 25
SLICE A 2ol 2X| 2 XS A
2l 7| AYAIO| 25 AAOR
E||__|E|-.

M
5 2

rigt 0

[l

convert SE MEE N2|5tH XI5 A
ME J|E AHARO| AH|EILICE

GET

Ipools/poollprojects/projectlfilesystems/filesystem/automatic/automatic

XEE o AL X5 AHM S
YHEE JtHEUCH

GET

Ipools/poollprojects/projectlfilesystems/filesystem/automatic

DE TP AJAE AHS AL AHE
LiggLICh

PUT

Ipools/pooliprojects/projectlfilesystems/filesystem/automatic/automatic

XFE o AAHE X5 AN ANE
=Yg

PUT

Ipools/poollprojects/projectl/filesystems/filesystem/automatic/automatic?
convert=true

K| HEl IH A|AE] XS ALHAF QUK
A E =FeLch A LFo I“?(I o
= XIS MAMEl 7| E AHARO| &5
LHAFQE B SHE|L| O}

>

convert 58 MEE N|2/5HH X5 ¥

HE 7|E 2-A Ié.*XﬂE!l-IEL

DELETE

Ipools/poollprojects/projectlfilesystems/filesystem/automatic/automatic

RIFE HS AA A AHE AR
Lict.

DELETE

Ipools/poollprojects/projectlfilesystems/filesystem/automatic/automatic?
convert=true

K| E IH A|AE xI-E ALHAE QI
K| E APRIBLICH A Lo ”*XI o
L XK= MMEl J7|ZE AYHA| 25

LHAFQE B SHEIL| O},

>

convert 52 MEE N|2|5HH X5 M
HE J|E ALK FO| AtK|ElLich,

POST

Ipools/poollprojects/project/luns/lun/automatic

POST

Ipools/poollprojects/project/luns/iun/automatic?convert=true

GET

Ipools/poollprojects/project/luns/lun/automatic/automatic

X HE LUN XI5 AHMNH SE HEE
7t SL|Ct.

GET

Ipools/poollprojects/project/luns/lun/automatic

ZE LUNZtS 294 K|S LR
LCt.

PUT

Ipools/pooliprojects/project/luns/lun/automatic/automatic

XHE LUN X5 A5 AR E 23
gLct,

PUT

Ipools/poollprojects/project/luns/lun/automatic/automatic?convert=true

X ™= LUN If
AXBHL|CH M

ru° ofn
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Z 2 [apilstoragelv{1|2}0ll 7} Mo
X

(@]
@]
5
<
@
oln
Jhu
02
HT
]
=
o
ot
i)
]
ol
=

DELETE

Ipools/pooliprojects/project/luns/lun/automatic/automatic

DELETE

Ipools/poollprojects/project/luns/lun/automatic/automatic?convert=true

=

[=T | =
RIEE LUN RS AdAl 9 2
AHEILICE A Yo 2R| = RS
WA 7| E Ad
wstelLICE

convert 5§ MEE H|2|5HH Xt
HE 7|E AYARO| Af|EILICE

Ol
=

AhAE LEE

O{S20[AL0M ALEE 4= A= O{ZEH0|UAS LIFHLICH F URIO| [t SE2 Z2
ME MY AJAH S [UN AHARS T33!

E51 AR LIG iS4l
HE A= Japilstoragelv{1|2}/poolsipoollprojectsiprojectoll 27}
DIZHE AL LIS /snapshots
IH A| AR AHAF LIS ffilesystems/share/snapshots
LUN AGHAF LIS /lun/share/snapshots

- o:

GET /api/storage/vil/pools/pl/projects/default/snapshots
Accept: application/json

At o

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs",
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",

"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",

"display_description": "Weekly backup",
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"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",

"size": 25,

"created_at": "2012-03-19T01:52:47Z"

[

M

thed ARk it 2= YEE SLCH 43 Al HTTP &Ef 200(0K)S ghetgtL|C.

GET /api/storage/vi1l/pools/pl/projects/default/snapshots/snap-001
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdf4chs"
"display_name": "snap-001"
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
}
}

AUIAF OIS Y| BEe DRHE M AJAH s LUNO| Ch3 ARAFS BHSLICE

’ — —

POST /api/storage/vil/pools/pl/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}

23t of:

HTTP/1.1 201 Created
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Content-Type: application/json
Location: /pools/pl/projects/default/
snapshot/initial-backup

{
"snapshot": {
"name": "initial-backup",
"numclones": 0O,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default@initial-backup",
"usage": {
"unique": 0.0,
"loading": false,
"data": 145408.0
}
"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "pi"

[
[

= ) ﬁI:IJ\
n Q8 E2E - M 2HM 0|ES EESH= name Oi7HH =2 JSON 2 H|

2 o:
PUT /api/storage/vi1/pools/pl/projects/default/snapshots/initial-snapshot
Content-Type: application/json

Accept: application/json

{"name": "old-snapshot"}

At o

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: /pools/pl/projects/default/snapshot/initial-backup

a8 =

| & ARSI M IHY A|AR EE= L UNS CHELICH

|>

J

CHS URI DH7HEA =Tt AFSEILICE,

pool AA E 0

nH
i
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project LA TZHE 0|2

filesystem IHY A AR ARHARO CiSE AA SR O|F
Jun LUN 2i5k0f| Chet 24 SR 0|8
snapshot AN AHAO|E

oY A AR =K
PUT /pools/pool/projects/project/filesystems/share/snapshots/snapshot/clone
=& =Al:

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/clone

2H 2E2 02 S5 It U= JSON AN E Zetetict

H 52 SX AHAF SE MR

sE 3= 28 E

pool string A& SH £ 0|1

project string CHAH 2H| Z2HE 0|2

Lun string LUN A 4k0f| CHSE CHA LUN O]
- o:

PUT /api/storage/vi/pools/pl/projects/default/filesystems/fs01/
snapshots/snap01/clone

{"project":"rest", "share":"snap0lclone0l", "compression": "gzip-9"}

21t o

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vil/pools/pl/projects/rest/filesystem/snap0lclone0dl
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fso1",
"snapshot": "snap@1",
"pool": "pi",
"collection": "local"
}
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"mountpoint": "/export/snap®lclone0l",
"compression": "gzip-9",
"source": {
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"compression": "local",
+
"ééﬁonicalﬁname": "zfs-storage-1/local/rest/snap®@lclone®l1"
}

}
ALHAE &2 HH
—_—lHA = 7
AHAFS SUHSIH AHARO| AFRE|US M AA T AJAE! = [ UNO| SHE AFEHZ CHA|
+HELCH 830 SH2 HTTP &EH 202(Accepted) 3! JISON HAIS| AL SE FHE
HteteL|Ch

pool LA E0|E

project AA DIZHE 0|2

filesystem I A AR ALHARG| CHSE AA IH A|AH] 0|5
lun LUN ARiSkof| Ciot AA LUN O| &

snapshot AA AHHAEOIE

Th AJAE At S:

PUT /pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/rollback

LUN AE4F S8

PUT /pools/pool/projects/project/luns/lun/snapshots/snapshot/rollback
28 o

PUT /api/storage/vi/pools/pl/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

23t of:

HTTP/1.1 202 Accepted
Location: /pools/pl/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{
"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0O,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
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"collection": "local",
"project": "default",
"canonical_name": "zfs-storage-1/local/default/
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
}
"type": "snapshot",
"id": "5c9bda07-21c1-2238-0000-000000000000",
"pool": "pi"

[
[

|>
=

AE AR

AL T

[>

R4k peLete HHE2 A|ARIOM ZEME THU A|AR EE= LUN 2RSS APH|EELICH
CH2 URI Of7HEH T AL E LT

pool LA E0|E

project AA IZHNHE 0|5

filesystem AA T A|AHIO|E

lun LUN O|&

snapshot AA AHAFOIE

ODZ2HE AL AR

DELETE /api/storage/v1/pools/pool/projects/project/snapshots/snapshot

TH AJAE A AR:

DELETE /api/storage/v1/pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot
IpQ AJAR] LUN AHA:

DELETE /api/storage/v1/pools/pool/projects/projectsnapshot

AHHAKY| NDMP ER7F e B2 2confirm=true= peLete B O| FItgL|Ct. SEX| 2
O A| 5™ NDMP 20| £EHQI Jero| O]F 4= JASLICE XHM[eH L2 “NDMP

Configuration” in Oracle ZFS Storage Appliance Administration Guide, Release OS8.
8.x2 H=ESHIAR.

K- o:
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokku
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokku
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokku

DELETE /pools/pl/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true
2confirm=true/} F7}E|X| 42 HL 21t of:

AHSE0 NDMP 2R 7 US W 2confirm=true?t F7HE|X| 242 HL CHS £t &H BHO|
HISLCHOISEE 2l8l AR o2 EHEO| 2 E).

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation
needed for scripted command (scripted commands must be prefixed with \"confirm\"
to automatically confirm or \"deny\" to automatically deny) (encountered while
attempting to run command \"confirm destroy snap\"))", "code": 409, "name":
"ERR_CONFIRM_REQUIRED"}}

| >
1
pal
R
[
oot
o
-
ne

o A|A” = SEO ittt 54 =S LIGELILE tHE URI OH7HESTF AFSELITE,

pool A|AERI AEZ|X] E 0|2
project DIZHE 0|8
filesystem o A|AHI 0|2

lun LUN O|E

snapshot AHMEO|E

I AAY B4 B2 LA

GET /api/storage/v1/
pools/pool/projects/project/filesystems/filesystem/snapshots/snapshot/dependents

= X
==3

I

$22 LIt

o T
GET /api/storage/v1/pools/pool/projects/project/1lun/lun/snapshots/snapshot/dependents
28 o

GET /api/storage/vi/pools/pl/projects/default/filesystems/fs01/snapshots/snap0@1/dependents
Accept: application/json

A1t ofl:

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

{
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A7|0t

"dependents": [

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@1",
"share": "snapO@lclone@1"

i

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@2",
"share": "snap@lclone02"

i

{
"project": "rest",
"href": "/api/storage/vl/pools/pl/projects/rest/filesystems/snap@lclone@3",
"share": "snap@lclone03"

}

A7|0Ot

MEXYO A7|0t S5 HEE 22|ELICh

o [ =]

H 53 A7|O0rHH

X Z = lapilstoragelv{1|2}0l| £} o9

GET Ischema ZE NAS A7|0r S5 FE AAE LIt
GET Ischemalproperty XIHE NAS 27|01 S5 FH SE HEE TINS

LIC}.

POST Ischema M NAS A7|0F S& HHE SHELICH

PUT Ischemalproperty XHE NAS A7|0t S8 HE HHE +HELICH
DELETE Ischemalproperty XIHE NAS 27|01 S5 FE N E AFgLlct

AL O| SE ME 0|50 HFO] custom: S F7I510{ ZENE | M A[AE! S LUNO|A
2t AF2AHES A7|0F SE HEE MF™E & QELCT
O|E S04, Ot PUT 222 0[S0 priority@l ArEXIHQ| int S8 MEE $HELICE

{"custom:priority": 5}

E54 A7|0F O eH 4

Of7HEH 2 Moy

property SE 3o o|Z(HZY 4 8iS

description %E EIE D1(t|E|-Ox-| & ‘i ﬂOlAR)

type f[E(“string”, “Integer”, “Positivelnteger”, “Boolean”,
“EmeulAddress", “Host")
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A7|0t

280

GET /api/storage/vil/schema

At o

{
"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"

A
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
1]
}
—
SE MH 1M 27|

270t S8 YEE 7IMSUCH

28 o
GET /api/storage/vl/schema/priority
Z1t o
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"
}
}

- o:

POST /api/storage/v1l/schema HTTP/1.1
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A7|0t

Host: zfs-storage.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}

23t of:

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vil/schema/priority

{
"property": {
"href": "/api/storage/v1l/schema",
"type": "Integer",
"description": "Oh my"
}
}

235 0:
PUT /api/storage/vi/schema/priority

{"description":"My custom priority level"}

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
Content-Length: 90

"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"

()
()

SE & A
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=H

=H

DELETE /api/storage/vl/schema/me HTTP/1.1

At o

HTTP/1.1 204 No Content

4 =5

rio
mlru

At8otH T2 HME x| 3 0fZ2t0|1A ZH SRIt K ELIC

=M= Oracle ZFS AE2|X| 0| Z2t0|AA 9| EF HEH| CHo AHEO| 317tz 7|50
EH Ex'” RESTful AP|7|' OHEI' 7| |_2 J_"'+E|-‘.5|'|--|l:|'. klt'lﬁf URI https://hostname: 215/api/
storage/v{1|2}/replication0fl A Ar%%* == UGLICH 2ol Ao CHot XtM|SH LHE2 Oracle
SLA(RIEER|0] 20| MA Aloh) U S3tEl ATE 0] SMS AFBsts StEgof AlAE)
ot X124 9l AmES0] L2|A0| 2lo|MA HE AIEXE BN E HFSHAIL,

EX| RESTful APIE CIS 2|AAE 2|gfL|ct:

o 2R AMHIA - 25| 3 Balehs Au|ALCE,

= 27 CHA - CI2 ofZ2jololA moj(22)0f M BAIE HlOE{S ¥ HEets ojZatol
214 Tof@lLIC}, O] BO{L OfZ20|IAS T2 ofZato|oiAo]| BAE & UTE s
ojZatoliagl 7 4|2 ol|3ty| FLiCk

SR T - mRHE T 2R 4 ofS2t0lolA U M SM0|E Hify| U,
HlOJE|S T4 S0 siex| 0% 5 ZehS KESHs 24 0jZ2t0|olA0] chst 74
2HelLict,

n EI-" ]:[H;lxl _ [HAI‘XO-”A-I II-010-|| 3HI:I-E|'— 7HI_=IOI|__||:|-_ EI-I AAO-”A—l EI-I II‘ 9_| olgg

=T =
o ExE I11|0|E £ 2[sh= Chet oS 2ol A A0 CHEt 74 7'”t1|°'|—|':f e
|°**°| 2t 22 CHe O Z2t0[ A0 M HEatSHA| StLte| mH7| X2t HEHE|H 1 HicH o)

?E UF*UFXIN'—IEF = 3 o AAIF &HET M Z/IFIX] Y S A =4 o ol
% 2HS0{0F BfLCt.

Im

API= =X 2t 5! =6 mi7|X|of chet =X ZHS MSELICH MH[A APIE =8| MH|A,

SH A 8 =X ciAS 22(ste o AR E L
H 55 = MH|A HHY
ok A2 Japilservicelv{l|2}/services0f| 37} oy
GET Ireplication X MH|A MEf S8 HEE THH
L
PUT Ireplication/enable SX MHIAE AHEC 2 MF LIt
PUT [replication/disable x| MHIAE AL oteto 2 MAE
L|C}.
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=X chet

SH o

=R MHlA S2 HH Li

=M Mu[Ao] HEfE FtMHFLICE

25 0:
GET /api/service/v2/services/replication HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

At o

HTTP/1.1 2060 OK

{
"service": {
"href": "/api/service/v2/services/replication",
"<status>": "online",
"enable_start_finish_alerts": true
}
}

=M MH[A S5 8 +F

CtE MH|AQ} ORI 2 S| AH|A MEiE ™S 4~ USLICH XS LHE2 AH|A
RESTful APIE &ZESIMAIL.

=M 52 Z2HE £ 31 Sx| LY Yol w2t of|oFEl ACOo|E0f| CHet AlZF 8l 2tz FH £

2%l ZRTCHE FE7 SAHE = USLICE o 4E HOIO|E0] Cheh A% 3 2tz FHE

Al‘% CI)_PQ'QE ’g@&ﬂﬁ enable_start_finish_alerts BE JSIEE false ).k:-_'I "El' ||:|'

PUT /api/service/v2/services/replication

Host: zfs-storage.example.com:215

Content-Type: application/json

{ "enable_start_finish_alerts":false }

CHE = A2 7tset =Xty 3 E 20 FUC

H 56 =H o BE

ok s A= lapilstoragelv{1]|2}0f| £} =L}

POST Ireplication/targets M = ciakg L CE

GET [replication/targets/target XHE Sx e S5 FEE 7t-
Lo
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=H| chet

ek A2 Japilstoragelv{1]|2}0ll £7} oy

gt

GET Ireplication/targets 2E SN oA M E LHE
A
M

PUT Ireplication/targets/target XYE S chiat HHE
Ct.

=
ey

DELETE [replication/targets/target X|™HE Cha K|S APw|ghe|ct,

ChE BOIME =X tidel S5 YEE EHELIC

on
Ju
(0]
ML

TE

label HEAE CHA o|ELICt.

hostname CHA of Z2to|H AL MA| =H|Ql 0| E= IPv.

NS
o -1)1
|1_
T
_IT|_

host_match SAE 0|5 &olg $As7LL RAILICE “CHe ISA =l [191]8 HE
SHMAIL.

auto_accept_cert CHAO| QIZME RSO 2 £2fBILICE “CHA 21T A &tol” [191]2 & =S
A2,

=M e L4HE

AARIOIM MY £ U= ZE =4 tHY S LIt

2H o

GET /api/storage/v2/replication/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

Accept: application/json

Z1tof:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
"address": "jpaddr-1",
"label": "zfs-storage-1",
"hostname": "jpaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0,
"target": "target-000",
"href": "/api/storage/v2/replication/targets/zfs-storage-1"
Ao
"address": "ipaddr-3",
"label": "zfs-storage-2",
"hostname": "jpaddr-4",
"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
"actions": 0,
"target": "target-001",
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=X chet

190

"href": "/api/storage/v2/replication/targets/zfs-storage-2"

1

[

KHE =H cia LHE

=

o

-

M

| BH2 T = el NREYEE LIEELCE 2 e S AE 0|E2Z HA AR
t.

2H o

GET /api/storage/v2/replication/targets/zfs-storage-1 HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

At o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target": {
"href": "/api/storage/v2/replication/targets/zfs-storage-1",
"address": "ipaddr-1",
"label": "zfs-storage-1",
"hostname": "jpaddr-2",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": ©
}
}

=H g S|

targets BH2 ¥ & SN0 Ciot Af SX| cHAS THSLICH

=X E2f=0| £F HESZ AEHO|AE SHSIEF olof ot R “F=2 371" [103]0f| A
of 20| oife AEH0|AE X[Fst= thdof tisl| WX F2E S gL Ct

-

2 o:
hostname auto_accept_cert SE ™MEo| CHSt XEMEH LHE2 “CHA QIS A =HQl” [191]% =
ZSHAA 2.,

POST /api/replication/v2/targets HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54
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{
"label":"zfs-storage-3",
"hostname":"zfs-storage-3.example.com",
"root_password": "root-password",
"auto_accept_cert":true

}

Z2t o

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/v2/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"auto_accept_cert": true,
"hostname": "zfs-storage-3.example.com",
"href": "/service/v2/services/replication/targets/target-000",
"label": "zfs-storage-3"

[

2X CHAS THEH QIZ M &0lo| £ EIL|Ct QIS A &0l 21t 2+ THA|Z A EL
1. QIZN SAE 0|2 ZA
S M AME| HAL
SAE O|E A EE QB A M2 HAE AMIisHH CHAro| BHSO{X|X| &L T
SAE 0|2 A

hostname S5 MEQ| /2 TA| EHQI 0|§ L= IPv4 FTAY = JUSLICH CHAQ MA| =0
QI 0|22 2o E AESH= 20| E5LILL.

2 AE O|F HAMOIM= THaol| CHOH hostnane S F O A II"*El SAE 0|F0| S Mo
X HE ZAEQF UX|SH=X| ZRIRILICE hostnameOll CH3H IP =4 = HIF 7Sl E0[Q! O]
E2 X5t ASMol|2 TH| =0l 0] 50| AS BR, TAE 0|F AAIF Aoidta thet
0| I:'*'=017(I7<| grELct.

CHAOIl M ASN 718 QIS MItE ALZE|= B2 hostname S5 HE 2| 2401 CH3H CHAS| TA| =
2 O|E2 RIFgLICt.

§.AE O|E 7"AI‘L 7|EI'IO§ A?’-HEL—“:L host_match %% Z‘;E% false @ ’575343._
E 0| A} AKX b&LCt.

-

FR =22
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Hot ZA3E AWM= hostname S5 HEO| LS CHAS| MH| =H|Ql 0|EC=E HHstn
host_match %% §E7|' true @ AE”gElEg 6HO|= EI'L-ltl'-

ASM 1l=| HA

12| ZALS CHS 15 M B SILITE 240 HEE 4 Y AIBM 220f X7t50
= Abgoz MEEof Qx| Holgh|ct,

=)
oo r=
|o

20|12 9] Q1S A
I

2to[AAQ| RIZSME EFT 2F 7|

el

of ol

0l

M

HTTP AHEH 409(Conflict)7} EHHE| 11 CHANO| BHSO{X|X| k&
2I8H HIAIX| Ho| =0 ASLICE.

{
"fault": {
"code": 409,
"name": "ERR_ILLEGAL_STATE",
"message": "operation failed due to illegal state (Certificate is not trusted
(encountered while attempting to run command \"commit\"))"
}
}
O] A0 cHel o2t CHAS XS THE M CHA SAEQ| QB M E ME|E 4= Q= Z{O= ol
E|X| 4&LICH RESTfUl APIE QISM 2l ZETES BA|T 4= o0 = Tio| IS M7t
.I

ANSOR 2R E auto_accept_cert SE MEE trueE MHTILICE

CHANO| DS OIX|H QB A7} ME|S 4 gl ZHOZ HHE £ USLICL O|E S0f, 249 22|
Xt AMele = U= B SZR0|M QUBSME MAHY = A1, CHAS| 22|Xt7t QIBME

H|‘£ e ?Aﬁ'—l I:|'. EH%" -Jrk-jg% %6H auto_accept_cert SE @E% true AE*IJSI'5|.0:| O| ?_l%

M7t M2 4 Qe ZIOR SEIEEE A A0 EILICEH

ASM 42| A= ZE T|of 5L =X HZof| choh +HELICH ASME M2 £~ §lE 32
LA ABS HREELIC

X| 20|t HZ X2 commonName & SubjectAltNamezt 22 Q15 A9 S
SHALE, QIBME YELESIALE, QIBME AH|SHEH QIE A 22| [33]5 XA,

[n
J
o
HL
i
Lot
e

SR oAk £

ol He =H tharol 52

0

HE +Fen

PUT /api/replication/v2/targets/target-001 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: application/json
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Content-Type: application/json
Content-Length: 78

{ "hostname": "zfs-storage-3.example.com" }

SHl e oA

o ¥

ol
rlo

7|

I

=X e

I

2H o

DELETE /service/v2/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

M It ARlE HTTP AEH 204(No Content)S BHatshL|CL,

[y =

=H &U2 oK E = chadoll SRIsH= #AS
2| gLt

210 O{Z2to[A20f Chol MEHo =2

- =

B 57 712 =ed QIE{mo| A

23 Z 2 apilstoragelv{1|2}0i| 7} g

GET [replication/actions 2E =X =Y AN E Lttt

GET Ireplication/actions/ra_id XHE SH &Y S5 dEE JPHSLICH
PUT Ireplication/actions/ra_id XHE SH =Y HHE +H™eLct
DELETE | /replication/actions/ra_id XHE Sx = A E AFeLC
PUT Ireplication/actions/ra_id/sendupdate MEHEl SN 2P S AIRRLICH

PUT Ireplication/actions/ra_id/cancelupdate MEHE SN 2A S SX|LCt

ChE EOM= =X &Y

[elb 5 E=1
= =

=
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NLa)

A
=

H 58 Y LH AM A

24 Z 2 |apilstoragelv{1|2}0f| 7} g

GET Ireplication/actions/ra_id/schedules 2E =X =Y AW HHE LiGRLct

GET Ireplication/actions/ra_id/schedules/ra_schedule XNYE Sx &2 2™ SE HEE 7183
ct

POST | /replication/actions/ra_id/schedules M =6 &Y ™S oHELICH

PUT Ireplication/actions/ra_id/schedules/ra_schedule XNYE SH 2y 2™ HHE +™SLICH

DELETE | /replication/actions/ra_id/schedules/ra_schedule XHE SH =Y U™ HAE A™ELICH

ChE EO| M= SH Ats AH4F 22| 8-S B EL(CHL

=

HMATH 4 IELICHL T2HE 2| %o 22 o3
A =

X
212 4 lom, o] SIEfHo|AL BE X3t AlHs}

—H A 2o o=
S70l 62 719 XtE AHAF 2FO
S AHE MSOHK| ELICE

H 59 =M XS AHAE 7Y MM A
24 A2 Japilstoragelv{1]|2}0ll £7} oy
GET Ireplication/actions/ra_id/autosnaps MEdot SX| 2ol Ciet XtE AR 2HS
HAMBL|C}
GET [replication/actions/ra_id/autosnaps/autosnaps_id XHE 56 =Y Xt AR A E TN S
L|ct.
PUT Ireplication/actions/ra_id/autosnaps XHE Ex =Yg Xts AMM SE FEHE
SHetLCH
PUT Ireplication/actions/ra_idlautosnaps/autosnaps_id | XI™E Sx| A X5 AHAF HHE ~H 5
L|ct.
DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id | X|HEl Sx| = Xtz AHAF HHE AT
L|ct.
LS HOll= SH| &Y S4 0| Liet }SLICE
H 60 SH = SAH AMA
k<] Z = lapilstoragelv{1]|2}0l| £} g
GET Ireplication/actions/ra_id/stats MERSH EX| =l CHE 27| M8 =X &
HE YAt Ct
X |-°| IAE‘l CC - Ell A | -| = | N Jog!
DZNHE T AAH EEE= LUN ZHEIAEM 5S4 2
=8| Gl el QNS S5 DRHE, Y AAY EE LUN AHAE0M 48E 25 U
LICt.
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CHS HOIME =7 Belg Bejsts 7| HuS HoiFLn.
« I2HE 7|9t &Y URK= SO AR

/api/storage/v{1|2}/pools/pool/projects/project
w IOFY A|ARN 7|HE 2R URIE CHE 2 E A|RRILICE

/api/storage/v{1]|2}/pools/pool/projects/project/filesystems/filesystem
= LUN 7|8 & URI=E CHE L E A|ZHRLCE,

/api/storage/v{1]|2}/pools/pool/projects/project/luns/lun

=H S 2eloke™ 2ol LI El f5h= EAE URIO| LHS 7|2 BE S FISHIAIL.

H61 OZ2HE Mt A|AH = LUN 7|2 SH| =Y lE{Ho]A
=k} 210l LIYEl TRME MY A|AR = LUN URIO| 27} 29
GET Ireplication/actions 2E SH =Y AHE LEELCH
GET [replication/actions/ra_id XHE S5 2 S5 BEE 7HHSLICt
POST | /replication/actions M SH =Y 7|
PUT Ireplication/actions/ra_id XNHE SH =Y M E ™ C
DELETE | /replication/actions/ra_id XHE SH = M E AwEL|cH
PUT [replication/actions/ra_id/sendupdate MEHEl EX| =G S Al=RILICH
PUT Ireplication/actions/ra_id/cancelupdate MEfEl X XA SX|RLCt
LS Boll= SH 2™ E 22|5t= 7|2 EEO| LIt JqSLICE
» Z2HE I8 HY URIE CHS22 AIZELICH
/api/storage/v{1]|2}/pools/pool/projects/project
Y AJAHR] 7|8F X URI= CHES O E A|EfRILICE
/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem
= LUN 7|2t & URIE CHS O 2 A|RFEILICE.
/api/storage/v{1]|2}/pools/pool/projects/project/luns/lun
SH Y™ 22|t H of LIS E 5= HEAE URIO| CHS 7|2 BEE FII5HMAI2.
B 62 DEHE MY AAY EE LUN 2 XY F
X 2|0 LIYEl TRME, MY A|AR = LUN URIO| =7} a9
GET Ireplication/actions/ra_id/schedules 2E =X &Y AW AHE LiGeLct
GET Ireplication/actions/ra_id/schedules/ra_schedule XNYE Sx 2 2™ SE HEE 718 3L
Ct
POST | /replication/actions/ra_id/schedules M =6 & ™S oHSLIC
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2% flol LIEE Z2HE, mhd A|AH E= LUN URIO =7} ek
PUT Ireplication/actions/ra_id/schedules/ra_schedule XNHE SH 2y d™ HHE +-HELICH
DELETE | /replication/actions/ra_id/schedules/ra_schedule XNYE SH =Y 2™ HHE AHIL|CH

CHS EOls 2R XS AWA 242 Br2|ots 7|2 BYo| Ligt YBLIC
« ID2HE 7|9 &Y URIE SO AIRBILICE

/api/storage/v{1|2}/pools/pool/projects/project
w IOFY A|ARN 7|8 2R URIE CHSQE A|RFRILICE

/api/storage/v{1]|2}/pools/pool/projects/project/filesystems/filesystem
= LUN 7|8t & URIE CHS O 2 A|RFEfLICE,

/api/storage/v{1|2}/pools/pool/projects/project/luns/lun

SH Xt AHAF S 2|t T 2o LIEE Adh= HEAE URIO CHE 7|2 H™EE F
7I5HMA 2.
7. D2HE 08 =0 Y Jo] 285 2% 208 A5 A9 958 (8 EENE Jju
EAS AFBSIo] AN AT £~ SUSLICE EEI—*IE 2 o] 2L o3 3R]0l o2 74| X}
= AU UR0| US4 UOH 0] QIEHO|AL BE TeS Aldsts STl HES A
3otX| of&L
H 63 D2 E It AAS LUN S| X5 A8 7N
23 Sloll LIZE Z2HE, MY A A = LUN URIO 37t a9
GET Ireplication/actions/ra_id/autosnaps D2NE/ZRO| MEiT SX| ZHof cHet Xt
S ARAF S ML CH
GET Ireplication/actions/ra_id/autosnaps/autosnaps_id | Z2HME/ZQ9| X|HE =X 2 Ats AH
& TEE JEMSLTt
POST | /replication/actions/ra_id/autosnaps D=NE/SR gld X &Y Xts AHA
HHE M2 SHELICH
PUT [replication/actions/ra_id/autosnaps D=NE/ZR XHE SH = i Xts
AHA HE HME ML
PUT Ireplication/actions/ra_id/autosnaps/autosnaps_id X HE SH =] Xt AHAF AN E ™
=
DELETE | /replication/actions/ra_id/autosnaps/autosnaps_id | X|&El 2x| 2 X5 AHAF HHE AMR|E
Lict.

CHS Hol= SH &Y SHof| BHASH= 7|2 BEHO| Lt JASLICE
n IZHE J|dt 2 URI= CH2OE A|EFEHL|CL,

/api/storage/v{1|2}/pools/pool/projects/project
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ol

opQl A|AE 7

Hl 7|8 2 URIE CHE O 2 A|&HStLCE,

/api/storage/v{1|2}/pools/pool/projects/project/filesystems/filesystem
LUN 7|2 ¢ URI= CHS 22 AIZRiLICE

/api/storage/v{1]|2}/pools/pool/projects/project/luns/lun

E| A
=l 2

L) =L

4
o

=X =Y SH ol HAMABHH 2{of LtE
MAL,

st 71

EURMLCIS 72 H

jo

E 64 =H 2 SAH UM A

ax 2loll LI E Z2HE, A AJAR EEE L UN URIO 37}

og

GET Ireplication/actions/ra_id/stats

un 12

oy e
1= T
mot >

M orx | nx

=S

- o:

GET /api/storage/v2/replication/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

23t of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"actions":
"href":

[{

nn

{
"href":

nn
’

[}

=

|

M = 71 27]

Al
S

b3
S

B 7t 27| BE2 oliE 1DOf| 2fs X|F el thd =X Zeiel &

GET /api/storage/v2/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
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Accept: application/json

21t of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"compression": true,
"continuous": false,
"enabled": true,
"estimated_size": 0.0,
"estimated_time_left": 0.0,
"href": "/api/storage/v2/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fch4aec”,
"include_clone_origin_as_data": false,
"include_snaps": true,
"last_sync": "20130916T21:36:50",
"last_try": "20130916T21:36:50",
"max_bandwidth": 0,
"pool": "pi",
"project": "proj-01",
"retain_user_snaps_on_target": false,
"share": "fs1",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true

}
280

ChE X Y SE2 RPO(ET XE =) o2t 23 =x|= X|d 21 8 3=
Ct.

GET /api/storage/v2/replication/actions HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type:application/json

23t of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {"id": "12d981c3-b098-c65a-ele9-a6hb8263a0f6a",
"target_id": "4fd305ac-4af5-c34a-87c3-88203207305b",

"replica_lag": "42:25:31",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
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"project": "default"

[

Initial values:

target = cleo
enabled = true
continuous = false
include_snaps = true
retain_user_snaps_on_target = false
dedup = true
include_clone_origin_as_data = false
max_bandwidth = unlimited
bytes_sent = 0
estimated_size = 0
estimated_time_left = 0
average_throughput = 0
use_ssl = true
compression = on

2H o

POST /api/storage/v2/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json

Content-Length: 121

Accept: application/json

{

"pool": "pi,

"project": "proj-o1",

"share": "fs1",

"target_pool": "pool1l",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}
Z3toff:

HTTP/1.1 201 Created

Content-Length: 506

Content-Type: application/json

Location: /api/storage/v2/replication/action/8373d331-de60-e590-90e8-9ad69fch4aec
X-Zfssa-Replication-Api: 1.0

{
"action": {
"project": "blue1l",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,
"compression": true,
"continuous": false,
"enabled": true,
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"dedup": false,
"max_bandwidth": 0,

"collection": "local",
"estimated_size": 0.0,
"state": "idle",

"href": "/api/storage/v2/replication/pools/pl/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fchdaec”,

"average_throughput": 0.0,

"use_ssl": true,

"estimated_time_left": 0.0,

"retain_user_snaps_on_target": false,

"share": "fs1i"

: ’

"id": "8373d331-de60-e590-90e8-9ad69fch4aec”,
"pool": "pi",

"include_clone_origin_as_data": false,
"include_snaps": true

}

=H| 2ol cet 2FS e

- |

2H o

POST /api/storage/v2/replication/actions/b77bd8cd-17ed-69da-9e4b-aebe3cc63755/schedules
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luZyE=

Accept: */*

Content-Type:application/json

Content-Length: 65

nen n.n

{"frequency":"month", "day":"5th", "hour":"auto", "minute":"auto"}

Z1t o

HTTP/1.1 201 Created

Date: Thu, 12 Jan 2017 17:35:48 GMT

Server: Twistedweb/192.0.2

Content-Length: ©

X-Zfssa-Storage-Api: 1.1

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

X-Zfssa-Version: user/generic@2016.12.08,1-0

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzyE=

Content-Type: application/json

{"use_ssl": false}

A1t o
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HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {

"target_id": "407642ae-91b5-681c-de5e-afcd5cbf2974",
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_clone_origin_as_data": false,
"include_snaps": true

}
28 o:

PUT /api/storage/v2/replication/actions/action_id -d '{"recovery_point_objective":
60}HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

At o

X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {
"state_description": "Idle (no update in progress)",
"recovery_point_objective": 60,
"replica_lag_over_warning_limit": false,
"bytes_sent": "0",
"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"max_bandwidth": 0,
"estimated_size": "O",
"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a",
"estimated_time_left": 0,
"use_ssl": true,
"id": "12d981c3-b098-c65a-ele9-ab6b8263a0f6a",
"stats": {"total_logical_bytes": 40656,
"last_dd_table_build": 9169029,
"total_after_dedup": 18476,
"last_try": "Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
"dd_total_updates": 1,
"href": "/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/
stats",
"dd_total_duration": 47149245470,
"last_logical_bytes": 40656,
"dd_total_table_mem": 2097152,
"last_result": "success",
"last_after_dedup": 18476,
"last_duration": 47149245470,
{"dd_total_logical_bytes": 40656,
"total_updates": 1,
"total_duration": 47149245470,
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"replica_data_timestamp"

"total_to_network"
"dd_total_table_build":

9623,

"Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

9169029,

"dd_total_phys_bytes": 16800,

"last_to_network"
"total_phys_bytes": 16800,

9623,

"last_phys_bytes": 16800,

"last_sync":

"last_dd_table_mem":

"Mon Nov 21 2016 23:25:59 GMT+0000 (UTC)",
2097152,

"dd_total_after_dedup": 18476,
"dd_total_to_network": 9623},

"compression":
"dedup": true,

"on",

"replica_lag_warning_alert": 0,

"last_result":

"success",

"include_clone_origin_as_data": false,

"state":
"offline":
"export_path":

"idle",
false,

nn
’

"export_pending": false,

"autosnaps":

"synchronized",

"href":
autosnaps"},

"replica_data_timestamp"

"continuous":
"target_id":

"next_update":
"pool": "pi",

false,
"4fd305ac-4af5-c34a-87c3-88203207305b",
{"average_throughput":

"Sync now",

{"autosnaps_retention_policies":

"Mon Nov 21 2016 23:25:12 GMT+0000 (UTC)",

"eB/s",

"replica_lag_over_error_limit": false,

"target":
"replica_lag":

"pooll",

"42:28:24",

"retain_user_snaps_on_target": false,

[

ot

o

J

202

215t H state

7| HHE2 oie IDOf| 2ls X HE T Sx|

ajl
=

state_description SE @E a;t

Estimating size of update

Building deduplication tables

e

0>

fEHE
state_desc ription% ?:1 E-sl‘ﬂ A| 2.

Connecting to replication target

Receiving checkpoint from target
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"/api/storage/v2/replication/actions/12d981c3-b098-c65a-ele9-a6b8263a0f6a/

gfLCt,



I

0| SE L &2 3= MAHE =H 2EZ0lZ AL E LT

- o:

GET /api/storage/v2/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Accept: application/json

At o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"action": {

"id": "1438ed7f-aad3-c631-d869-9e85cd7f15b4",
"target_id": "4fd3483e-b1f5-4bdc-9be3-b3a4becdoc42",
"target": "cleo",
"pool": "p@",
"replication_of": "testproj",
"enabled": true,
"continuous": false,
"include_snaps": true,
"retain_user_snaps_on_target": false,
"dedup": true,
"include_clone_origin_as_data": false,
"max_bandwidth": -1,
"bytes_sent": 0,
"estimated_size": 0O,
"estimated_time_left": 0,
"average_throughput": 0,
"use_ssl": true,
"compression": "on",
"export_path": ""
"state": "sending",
"state_description": "Receiving checkpoint from target",
"export_pending": false,
"offline": false,
"next_update": "Sync now",
"replica_data_timestamp": "Thu Apr 28 2016 22:38:03 GMT+0000 (UTC)",
"last_sync": "<unknown>",
"last_try": "<unknown>",
"last_result": "<unknown>",
"replica_lag": "00:00:18",
"recovery_point_objective": 0,
"replica_lag_warning_alert": 0,
"replica_lag_error_alert": 0,
"replica_lag_over_warning_limit": false,
"replica_lag_over_error_limit": false,
"project": "testproj"

}

AHH|IO|E F|A

T FQ =M YHO|ES FATLICE
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25 0:
PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

At o

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

=
=X GHI0|EE 7hsTt o "l ARSI = ofofgtLCt.

8 o

PUT /api/storage/v2/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate
HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

21t o

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

DELETE /api/storage/v2/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

NIt AH|l= HTTP A 204(No Content)E gHetetL|Ct,

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

= o7 x|

O] HoM= =H| 07| X[ & A2 SHof el XbM|S| 2SRt
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=H 7| x|

H65 SH| 7| x| HAH
X Z 2 lapilstoragelv{1]|2}/replication0f| =7} A3
GET Ipackages BE SH I7|X[E LtEgL|Ct
GET Ipackages/package KEE = 7| XS 7bM ZLc.
PUT Ipackages/package XEE SH I7|X|E +Hect
DELETE | /packages/package XHE SH m7|X|E Axgh|ct
PUT Ipackages/package/cancelupdate K™ E 7| X|of| Ciet cancelupdateE
AEBL|C}
PUT Ipackages/packagelsever X" E m7|X[of CHEt severE AT
L|C}.
PUT Ipackages/package/pkgreverse XM E 7| X[ofl CHTt reverseE A3
grLc.
PUT Ipackages/packagel/clone XHE 7| X E SHELIC
GET Ipackages/package/clone/conflicts 37 S5 ME 552 LIELICH
GET Ipackages/packagelprojects If7|X| Z2HEE LI L|C}
GET Ipackages/packagelprojects/project If7|X| ZEREE TP ZLICH
PUT Ipackages/packagelprojects/project o7 |X| ZEREE AL}
GET Ipackages/package/projects/project/usage/groups IH7|X| ZEME OF AEHS NS
=
GET Ipackages/packagel/projects/project/usage/users {7 |X| ZT2HE AL2X AR 22 7HH
SLCt
GET Ipackages/packagelprojects/project/snapshots DE AHA A E LGt
GET Ipackages/packagelprojects/project/snapshots/snapshot KNHE A SE HEE 7HM Lt
DELETE | /packages/packagelprojects/project/snapshots/snapshot K ™HE AHAE UM E ARISL|CH
PUT Ipackages/packagel/projects/project/snapshots/snapshot {7 |X| T2HE AHAO| 0|5 HIE
LIct
GET Ipackages/packagel/projects/project/automatic DE I{7|X| TZHE X5 AHAF 2H|
= Lt}
GET Ipackages/packagelprojects/project/automatic/automatic XYE 7 |X| Z2HE XI5 AHAE S
E ZHEE JINZLICh
GET Ipackages/package/projects/project/filesystems I§7|X| oHY A|ABIS LIERILICH
GET Ipackages/packagelprojects/projectlfilesystems/filesystem IH7|X| oh A|ARIE 7hqSLich
PUT Ipackages/packagelprojects/projectlfilesystems/filesystem IH7|X| o A|ABIS SF Bl
GET Ipackages/packagelprojects/projectffilesystems/filesystem/usage/groups IH7|X| I A| AR OF AM8ES 7t
ZLIC}.
GET Ipackages/package/projects/project/filesystemsf/filesystem/usage/users I§7|X| IpY A| AR AL XL A EFE 7t
XMEZLct
GET Ipackages/package/projects/projectffilesystems/filesystem/snapshots/snapshok| 8=l AHAF S2 HEE 7t FL|CH
GET Ipackages/packagelprojects/project/filesystems/filesystem/snapshots DE AHA K E LG C
DELETE | /packages/packagelprojects/projectifilesystems/filesystem/snapshots/snapshok| &=l AHAF 4H| S AF|EHL|CE,
PUT Ipackages/package/projects/project/filesystemsl/filesystem/snapshots/snapshoti 7| X| Lt A| A& AHAFO| 0|2 S HE
=L}
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24 ZE lapilstoragelv{1|2}/replication0| 37} Hd

GET Ipackages/packagel/projects/projectlfilesystems/filesystem/automatic 2E I7|X| DY A AR XtE AL
K| E LIt

GET Ipackages/packagelprojects/projectlfilesystems/filesystem/automatic/automatis| E gl TH7| X| It A|AH XH5 ALHAF
SE ZEE /NS

GET Ipackages/package/projects/project/luns I§7|X| LUNS LI gtL|Ct.

GET Ipackages/packagel/projects/project/luns/iun I§7|X| LUNS 7t™SLICE

PUT Ipackages/packagel/projects/project/luns/iun I§7|X| LUNS X EfL|Ct

GET Ipackages/packagelprojects/project/luns/lun/usage/groups I{7|X| LUN & AFE™E 718 3L
Ct.

GET Ipackages/packagel/projects/project/luns/lun/usagelusers I§Z|X| LUN AR} A EE 7H- S
Ct

GET Ipackages/packagelprojects/project/luns/lun/snapshots/snapshot AEE AHF SE HEES 7HMZLCt

GET Ipackages/packagel/projects/project/luns/iun/snapshots DE AHA AHE LGt

DELETE | /packages/packagelprojects/project/luns/lun/snapshots/snapshot KHE AHA HHE AFELIC

PUT Ipackages/package/projects/project/luns/lun/snapshots/snapshot I§Z|X| LUN AR4kQ| O| 22 HEEL|
Ct

GET Ipackages/package/projects/project/luns/lun/automatic 2E I7|X| LUN Xt5 AHAF HHE
|_|.0=| '6'|‘|_| |:|>

GET Ipackages/packagelprojects/project/luns/lun/automatic/automatic X|HE I{7|X| LUN RH5 A4 B2
HEE I ZLCh

Ci2 H™EE A8 =X AA A siEd5hz 7 [X|0| = AMAY = JELICE
H 66 X AA HY

k<] Z 2 lapilstoragelv{1]|2}/replication/sources0| &7} A9

GET Japi/storage/v{1|2}/replication/sources@t AI2 SX AAE LIEEL|CE

GET Isource SH AA MEHEE LG

Ct.
GET Isourcelpackages/package XNHE SH 7 |XE 7t S
Ct.
PUT Isourcelpackages/package XNYE SH 7K E SFeL

Ct.

DELETE /sourcelpackages/package

XgE =X WI|XIE 2H g
ct.

PUT Isource/packages/packagel/cancelupdate XGE mi7|Xx[of chgt
cancelupdateS AM3#gtL|Ct,

PUT Isourcelpackages/packagelsever XM E 7| X[of| Chet severE
AISHSHL|C}.

PUT Isourcelpackages/packagelpkgreverse XM E 7| X|ofl CHet reverse
£ Mg

PUT Isourcelpackages/package/clone X™E 7|XE SHELICt
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=H 7| x|

ek A2 Japilstoragelv{1|2}/replication/sources0i| 7} od

GET Isourcelpackages/package/clone/conflicts 37 SE ME =52 HEEY
Ct

GET Isourcelpackages/packagelprojects IH7|X| Z2ERMEE LIFEL|Ct

GET [sourcelpackages/packagel/projects/project IH7|X| Z2EMEE 7t™FZL|C.

PUT Isource/packages/packagelprojects/project IH7|X| Z2HEE +MEL|C

GET Isourcelpackages/package/projects/project/usage/groups 7|X| T2HE OF AFEEHS
X ELict.

GET Isourcelpackages/packagelprojects/project/usage/users IH7|X| Z2HE ALSXE AHSH
2 Jt4 gLt

GET Isourcelpackages/package/projects/project/snapshots/snapshot XHE AHA SE FEE 7HA
SLCt

GET Isourcelpackages/package/projects/project/snapshots 2E AHAAHE LiGRLIC

DELETE | /sourcelpackages/package/projects/project/snapshots/snapshot KHE AHA A S At
Ct.

PUT Isourcelpackages/packagel/projects/project/snapshots/snapshot I7|X| T2HE AHAO| 0|5
2 HhELCH

GET Isourcelpackages/package/projects/project/automatic EE II|IX| ZEHE X5 AH
5 A S LiFRLICh

GET Isource/packages/packagelprojects/project/automatic/automatic AGE 7 |X| Z2HE X5 A
B S8 FHE JNSLIch

GET Isourcelpackages/packagelprojects/projectlfilesystems IH7|X| Db A|ARIS LiFRiL
Ch.

GET Isourcelpackages/packagelprojects/projectffilesystems/filesystem IH7|X| I A|ARIS TEK L
Ct.

PUT Isourcelpackages/package/projects/project/filesystems/filesystem I§7| K| b A|ABIS SF L
Ct.

GET Isourcelpackages/packagel/projects/project/filesystems/filesystem/usage/groups 7K T A|AE OF ALEE
2 7t gLt

GET Isourcelpackages/packagelprojects/project/filesystemsl/filesystem/usage/users IH7|X| Dh A| AR ALEXL ALS
g 7tM L Ch

GET Isourcelpackages/packagel/projects/projectffilesystemsffilesystem/snapshots/snapshsd =l A4 S2 HEE 1
Lt

GET Isourcelpackages/package/projects/projectlfilesystems/filesystem/snapshots EE AHA A E LIFSLIC

DELETE | /sourcel/packages/packagelprojectsiprojectlfilesystems/filesystem/snapshots/snapshBtE =l AHAF HH| S AFK|THL
L.

PUT Isourcelpackages/packagelprojects/project/filesystems/filesystem/snapshots/snapsheft7 | X| Tt A|AE! AHAFOl O]
E2& HhgLch

GET Isourcelpackages/packagelprojects/projectffilesystems/filesystem/automatic 2E 7| X| IY AAR XS
AHSE MM E LIERLICE

GET Isourcel/packages/package/projectsiproject/filesystems/filesystem/automatic/automp#i¢ = &l T7|X| It A| AR X}5
AU S5 HEE I FLCL

GET Isourcelpackages/packagelprojects/project/luns I§7|X| LUNS LtEELICE

GET Isourcelpackages/packagelprojects/project/luns/lun IH7|X| LUNS 7t SL|Ct.
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=X 7K

ek A2 [apilstoragelv{1|2}Ireplication/sources0i| 7} od

PUT Isourcelpackages/packagelprojects/project/luns/lun IH7|X| LUNS £=X™EL|Ct

GET Isourcelpackages/packagelprojects/project/luns/lun/usage/groups IH7|X| LUN 28 A ™S 71X
SLCt

GET Isourcelpackages/package/projects/project/luns/lun/usage/users I§Z|X| LUN ARt A EE 7t
XELct

GET Isourcelpackages/packagelprojects/project/luns/lun/snapshots/snapshot ANGE 2HE SE HEE I
SLCt

GET Isourcelpackages/packagelprojects/project/luns/lun/snapshots 2E AHA AN E LGSt

DELETE | /sourcelpackages/packagel/projects/project/luns/lun/snapshots/snapshot KHE AHA A E At
Ct.

PUT Isourcelpackages/package/projects/project/luns/lun/snapshots/snapshot I§7|X| LUN A4k O|E S HE
=LC

GET Isourcelpackages/packagel/projects/project/luns/lun/automatic D E 7K LUN Xt5 AHAF
HH|E LigRtL|ct

GET Isourcelpackages/packagelprojects/project/luns/lun/automatic/automatic XIFE IH7|X| LUN RH5 AHAF

SE FEE JIH 3Lt

SN A& LHE

|

ME Jtset 2

rin

=X AAS LIFRL|L

- o:

GET /api/storage/v2/replication/sources HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

=4 0of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"href": "/api/storage/v2/replication/sources/zfs-repl-host",
"ip_address": "jpaddr-1",
"name": "zfs-repl-host",
"source": "source-000"
H
}

=M o7|X| LIS

SE SH 7|X|E LiE gLt
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=H 7| x|

- o:

GET /api/storage/v2/replication/packages HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

Z1t o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

"packages": [
{

"href": "/api/storage/v2/replication/packages/0efaab49-7b22-4d4a-def8-813c27780894",
"id": "Oefaab49-7b22-4d4a-def8-813c27780894",
"source_name": "sourceA",
"source_asn": "8a22f6e0-4ee4-4b85-f141-e152f5fac961",
"source_ip": "ipaddr-1",
"source_pool": "poolA",
"target_pool": "poolA",
"replica_of": "projTest",
"enabled": true,
"state": "idle",
"state_description": "Idle (no update in progress)",
"offline": false,
"import_path": "",
"data_timestamp": "2017-03-09T22:36:12Z7",
"last_sync": "2017-03-09T22:36:22Z",
"last_try": "2017-03-09T22:36:22Z",
"last_result": "success"

7| X| =3

7|X| S5 YEE +HYLIC

sE3= BY e
enabled boolean SX| Ho|o|E2| BxH AN
25 0:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

{"enabled": false}

Z1t o
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HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

28 o:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/pkgreverse
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Type: application/json

{"new_project_name":"restrev", "enable_action_upon_reversal":"true"}

At o

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

{7 | x| A

=X 7| XIS AHECE

2H o

DELETE /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=

M I8t ARlE HTTP AEH 204(No Content)S BHabgtL|CL,

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

YOO|E F 2

Of mi7|X[ofl gt Tl Sl HH0|ES FATHLICE.

M
2t

28

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

T Fol AUO|ET} gls B2 HTTP el 409(Conflict) 7+ BHEHEILICH,

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
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=H 7| x|

Content-Type: application/json
Content-Length: 137

{
"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
Z1tofl:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

i 7| x| S|

If7|X| Z2NEZ SXgL|Ct

280

PUT /api/v2/storage/replication/packages/8373d331-de60-e590-90e8-9ad69fch4aec/clone
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

21t of:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

43S SX= HTTP &EH 202(Accepted)E ghetetL|tt. =20| B2 =H| Zgnte| 5=
| A=K 2elsh= o ArEE £ JASLILE

=M 5= 29 o:

GET /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fchdaec/clone/
conflicts HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

EM/ES0M = gteh:
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 58

"conflicts": "There are no conflicts."

(]

SEZE:

Default settings:
target_project
original_mountpoint

(unset)
/export
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override_mountpoint false

mountpoint

7| x| THE

=5 7S CHEChD 7| K| LSS M ZTRHER o|SBILC o] el
SIS BRE A4 AL HRXOE CHIsIO] 0[2(3t HSS 0] A
E2 QISLITE Of 8 9ato] 34 =1 AE0|E Al M AelS Folstn

H= o—
Safiof Lt

O m{7|X| & SH|
HolM 22 22X
HH| ¢HoEE T

=}
—_
A

- o:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fcbd4aec/sever
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

{"projname":"restsev"}

o1 orct.
43 8H:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

i 7| X| &gk HH 7|

=x|o| Wk uHELICE O] 2 of | K| et BH|S AL] ohstoz Mt o] 7|
Hiel B 42 (| =xfsics 248 4 29 ZRue2 ol glch A Z2HEs)
XSO 242 CiA| ZH|E 0] OFXI2 M2 ICI0IE 0] A201M 23S 2 HEfH o
Bf e Glo|E| WA ARSO| AAELITY,

- o:

PUT /api/storage/v2/replication/packages/8373d331-de60-e590-90e8-9ad69fcbd4aec/reverse
HTTP/1.1

Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

{"projname":"restrev"}
0 orCct.
43 8!

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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2 m2HE U ZRES JTokY £ UALICH B0| PestEH 2 (A ZRHE U 297t o
S35 D B0 YB3t SE M ZHS HABLICH YSs S2 M go| ZHE chf
RIRE|B A4 Zho| ALBE|X| 941 A BRIt TEHEO| ChoH X WE 2 242 A8
C} QratE ZRREL Aroote|x o2 Bof BHS 4 YALICH ASdtE|x e ZeHE
= orostEl Boj S 4 lBLICH

meEv} orsate|H 2 KA SRt ASstEn TRV ASdt SE MW IS AL
SHLICH st S2 He Zto] ZRO| i KIEIS M4 2ol AgEIX| YLt st
B ZQL orsotex| g2 ZIRME S 4 YALICH YK %2 TRk Yt
ZEHE OHS 4 gL

- doots SF Z-0f | AHE0| 57HE 7| SILICE AFMet LHE-2 "Oracle SLA(&Z
0] 2toldlA Aof) 5! SeHE AXELN SMS A8t StESI0] AIAHo| Ciet XA
W ALESQ 0] 22| A9 2to|dlA FH AEX HEME HESHUAIL.

Oracle ZFS AEZ|X| 0{E210|¢iAE B, T2HE Sl /|8 SR AAH- 3 LUN)O| CH
off EHS O|O|E| YS3HE MSELICH o E20|AE=E WA 22 7| MEAE ZotstH,

ot OKM(Oracle Key Manager) 3! KMIP(Z| 22| &= 284 T2EE) Y3E XA
Ch 22otEl 2t TENME E= 3]0= 2Z, OKM E= KMIP 7| MZEAQ| i 7|7t 2R

grLICt dio|H 2S5t 7= AER|X| ofEE2to|H A0 ofsl 2|2 2 7|0] s LS otx|
of gRHMoZ MEHEL|CE,

UsolEl B DRHE EE TRE IS Y3} 7|S BHE0{0F BLITH

= E0| BS0IX7| M 7| MIAIL FAE0{0F SHOR XT| NAY 7Y A EE BF £7)8}
WEH 3 ASHE BSOS 4 gLt

AT Eo| B EE TR CiS) BHIS LHST| Hol 220N ALSE 3
71S CHAOIME AHZE 4 Q=X SoIstCY,

LIS BN = 2ot 7|2 22lots Ol 8T + U= RESTul API 2780 Tish 2 gL
C}. El|O]Z0f| A keystoreQI 2 1local, okm EE= kmip®ILICH. key9-| U2 keyname S
QLICL 7| S8 SE& “g=st 7| LHE [217]0|4 23 L.
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=67 ot5 3} 7| &Y
X Z = Japilstoragelv{1]2}0i| 7} g
GET /encryption/keystore BE keystore S5 MEE LIFYLIC
PUT /encryption/keystore keystore S5 BEE $™YLICH
GET lencryption/keystore/keys B E keystore 7| LtGgtL |t

GET lencryption/keystorelkeys/key

X|ge 710 chist MRE

POST lencryption/keystore/keys

7|15 2EUCH

DELETE | /encryption/keystore/keys/key

715 AHguCt.

GET lencryption/keystore/keys/key/dependents

2 I M¥x +4

22 7| HEAS THOT OIAE RHYSE MHHL
masteripassphraseE LI StALE -?xc;l-ééI' = As qYst

masterfpassphrase7|‘ *E”g'ERiEXl OII-‘?'-% §—‘.|'?_|§|—| L_-|'.
GET /api/storage/v2/encryption/local HTTP/1.1

= .
=4:

HTTP/1.1 200 OK
Content-Type: application/json

{
"keystore": {
"href": "/api/storage/v2/encryption/local",
"master_passphrase": false,
"keys": []
}
}

master,passphrasew EH@' EI% x|§-6n;|}'l-|[|'.
PUT /api/storage/v2/encryption/local HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
}

"master_passphrase": "passphrase"

masterfpassphrase7|‘ *E*EEISEIEXI g!'°|_|_°;;I'|--| EI’.
GET /api/storage/v2/encryption/local HTTP/1.1
=3

HTTP/1.1 200 OK
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Content-Type: application/json

{
"keystore": {
"href": "/api/storage/v2/encryption/local",
"master_passphrase": true,
"keys": []
}
}

OKM 7| XZAa 1M

CHE HOlM= OKM 7| MEAE #45H7| 28l B0 St= S5 HE20i Cis 2Lt
H 68 OKM 7| &2 S5 HE
SEEN CE a4
agent_id string Ollo|ME IDYILILCE.
registration_pin string Ol EIE OKM E?_I' kﬂHoﬂlxl-jl- X'"%JOJLIEI'.
server_addr string OKM M| P F=AQILICE.
9l S5 HEI HEEJA=X R E =eletct
GET /api/storage/v2/encryption/okm HTTP/1.1
=3
HTTP/1.1 200 OK
Content-Type: application/json
"keystore": {
"href": "/api/storage/v2/encryption/okm",
"agent_ld": Illl,
"registration_pin": false,
"server_addr": "",
"keys": []
}
}
agent_id, registration_pin Eé serveriaddroﬂ EHE’.-_I' EI% Il@ﬂ'—l L_—|'.
PUT /api/storage/v2/encryption/okm HTTP/1.1
Host: zfs-storage.example.com:215
Content-Type: application/json
Accept: application/json
{
"agent_id": "agent-id",
"registration_pin": "reg-pin",
"server_addr": "jpaddr"
}
AEE|X| Y2} 215



Aot 7| e
KMIP 7| XZtA M
KMIP 7| & A £ Oracle Key VaultE &350 KMIP =2 M2t &HH| AFZ ElL|CE,
Oracle Key Vaults M€ AHO| MX|E[10 OASIS KMIP EZ 2 X|@lsts 2T EQ0] o{ Szt
O AARIL|CH.
KMIPE Ar23%t0 2= otE Fd5t2H “J| tE= QISAM 2L [41]0 HEE 2 KMIP 2
2A2RE 22 7| A ASME HZELIL.
7| L ABME YZESH 2 KMIP AMH, 22I0|AE 2IFM & 7| 0|EE X FELICt.
CHE HOIM= KMIP 7| MEAE #45H7| 2ol BHY S5 FEO| cis 2HetLct
H 69 KMIP 7| M2 S8 FE
SE 3w 2% EE
server_list list KMIP Q| IP A E= SAE 0|EQILICE 0| 52 MEE= o]
Y2 maE 4 daun
client_cert string KMIP At 2t2|Xt7t ®S ot A2 HE 0HE QIS A L(CH
host_match boolean MH Q1B A2 AH IDO|| CHe A S AE 0|2 %‘%E}thl'.
destroy_key_on_remove boolean N%Efolﬁﬁoilld 7|7|' ﬂ'xﬂial [[H KMIP )\'1H'|0"H 7'% @"Iﬂfﬂ}l Lf
HESLCL
host_match X destroy_key_on_removeOll CHSF XtA| St LHE-2 Oracle ZFS Storage Appliance
Administration Guide, Release 0S8.8.x2| "Key Management Interoperability Protocol
(KMIP) Keystore"E & ZSHMAI.
9l S5 HEIH HEEJU=X o R E el
GET /api/storage/v2/encryption/kmip HTTP/1.1
ek
HTTP/1.1 200 OK
Content-Type: application/json
{
"keystore": {
"href": "/api/storage/v2/encryption/kmip",
"server_list": [
"ipaddr-or-hostname"
1,
"client_cert": "134a9138-29a0-4720-80bb-ec2b13457¢39",
"host_match": false,
"destroy_key_on_remove": true,
"keys": [],
... detailed information about the private key, certificate, and certificate authority . . .
}
}
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRC
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRC

ez} 7] TS

7| MELt FGE = 718 USHE B2
KMIP 7| ZHSLICL Of[x| 21tz “A=3t

2H o

POST /api/storage/v2/encryption/kmip/keys HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Type: application/json
Accept: application/json
{

"keyname": "atz-1-27-2021"

O| BH2 ZE ¢=s} 7|2 S5 HEE LIEHLICt 3o B0l thol HTTP 4EH 200
(OK)O| HFHEILITH HTTP 2&0i= JSON #Al9| 7| HEO| Zete|0] AELICE LIS RO
Me =3t 7| S5 HE0l| s 2FetLct

H70 Aot 7| SE ML

SEXE /Y HE

cipher string AES =3 S¥UL|CE

key string (B2E0H) S=otE HAoE XEEE 16XI+E QT E A 256
HIE 7|LICtE 22 XIFSHX| b2 2R AS22 0] gho| HHEL
Ct.

keyname string EX 7|1Lct

href string 7|0 chet Z=L|CE

CIE oo M= 2E 2, OKM Y KMIP 7|2 LpgghL|Ct,
F o:

GET /api/storage/v2/encryption/local/keys /api/storage/v2/encryption/okm/keys /api/storage/
v2/encryption/kmip/keys HTTP/1.1

A1t o

O| Zutofl w2t o] O{Z2t0|AA0 2Z E= OKM 7|7t g{11 KMIP 7|7} SHLTE JZ S & +=
|

UELICY.

{
"keys": {
"keys": {

AEE[X| =%t 217



}
}
{
"keys": [{
"cipher": "AES",
"keyname": "atz-1-27-2021",
"href": "/api/storage/v2/encryption/kmip/keys/key-000"
H
}
o~ al
X HE 7|2 o453l AER|X| LIF

dependents 22| = X[FEl 7|2 L2otE ZE 3/, Z2ME E= 5 LIEELCH

CHS Ol = 7|2 29| fs-enc TFY A|ABRIDE at7-1-27-2021 KMIP 7|2 S 3tE[= AS E
HELIC.
28 o
GET /api/storage/v2/encryption/kmip/keys/atz-1-27-2021/dependents HTTP/1.1
1t off:

"dependents": [
"pool-0/local/default/fs-enc"

1
}

7| AH|

7|18 AHSH2H 7|2 hrer S5 75; ofl CH$t 2X(71 O OFe)S A EILICE 833t AH|
HTTP AEH 204(No Content)S gtehstL|Ct,

rir

7|17F A M= Bl 7|15 AMEd= BE D= GIO[E{of] AMAT 2= GUA| EILICE
0| SZ2 Hot H|O|E AtH|et S %6PEH 7|15 MAHSI 7| SRS EHISHA| = o, @FEL
2 °—'.*A1I¢°E* = QU =M o] = =| =% + glELCt

23X

DELETE /api/storage/v2/encryption/kmip/keys/key-000 HTTP/1.1

Host: zfs-storage.example.com:215
Accept: application/json

ADSLE F, Z2HE = SRE USH “E 747 [151], “Z2HE BHS7|" [159], “THY
AR DFST]7[166] X “M LUN 2HS7]7 [171]0] HHE T SE HEHQ} Bl encryption,
keystore & keyname S= MEO| CHEE Z4S K| ™ SHL|CY.
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E7 =, IZNE Stotss SE HE
SE 3w 2y EE
encryption string AES 23t 8 5 7| Zo|L|ct
keystore string 9' X‘|7g¢9_| 1C"r6c-§3 local, okm EEE kmip.
keyname string £3 7| o| LIt
keylastchanged string (%’7| ﬁ‘g') 717t Ox|2te 2 HAE SWRILICE 0] 22 1SO-8601
St AlZE " A(v22] AQ) 8! JavaScript M A|ZE HAl(v1o A
)YL|Ct. 2to] HIo] AS B 0| 7= HE0T 0| HAFL|X| &
2 ALt
keystatus string (%‘7| Z‘j%) available, unavailable EE noneLICH O] S8 HEO|
EIOI una\va\ila\ble?_I 75‘-?— 9|7|' é!'x'"E._I %ﬂl—ltl'.
25 0:

POST /api/storage/v2/pools/pl/projects HTTP/1.1

Host: zfs-storage.example.com:215
Content-Type: application/json

Accept: application/json

{
"name": "proj-enc",
"encryption":
"keystore": "local",
"keyname": "Key-0"

}

21t ofl:

HTTP/1.1 201 Created

Content-Type: application/json

"aes-128-ccm",

Location: http://zfs-storage.example.com:215/pools/pl/projects/proj-enc

{
"project": {
"name": "proj-enc",
"href":
"encryption": "aes-128-ccm",
"keystore": "local",
"keychangedate":
"keystatus":
"keyname": "Key-0",
}
}

"available",

"/api/storage/v2/pools/pl/projects/proj-enc",

AEE[X| =%t 219
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0k
oR
ol

MAR HH2 A|A- D HEE A

Ct. Ch2 Boll=

o E2to[A

5|59l el Y 22| B8

— O -

A= O AFEL

A Jhset *Iﬁ?é! 0| Ltet ALY,
|AE H2q
—o oo

Che AAH BHS AR 4+ YL
72 O{S2H0|AA A|AE FH
X A= lapilsystem/v{1]2}0]| &7} 43
GET Iversion O{Z2t0|HA StEY0 Y ATE N HE HES LY
SHL|CY.
PUT Ireboot O{E20|HAE XHEESILICL O] HEE F CH7|S0]|
U= EAUE ?:.*E1|0|E7PE': HEEILICE
PUT Ireboot?skip_update=true CHo |20 U= SHE AUHIOIES MESHX| 1 0iSa
O|HAE HEE |Ef.
PUT Ireboot?diag=true Tt HRE: TRMAM F7F 2T HEE ST5H0
O|Z2I0|HAE HEESLICE
PUT /poweroff E20|HAE HLCt
PUT Irestart 22| QIE{H|O[A S CHA| A|EISt D 2Tt HEE ST Bt
Ct.
PUT [factoryreset O|Z2I0|HA g £t A| HF 2 CHA| R FBL
ct.
GET Idisks DE ANAH CIAIE LIHBL Tt
GET /disks/disk K™EE A AR CIAS SE HE fget|ct
GET /memory AAE HE22] Aef EaML|Ct

HH 7t 27

O| HH2 A|AH D HEE ZEHs}
AE{ 200(OK)O] B

SHEILICE.

NPT~

Il
=
o

STt 43

St HHO| CHol HTTP

AAH HH 221



>
[>

o
2
o
S
N

- o:

GET /api/system/v1/version HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T716:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"os_nodename": "adminl",
"os_version": "nas/generic@®2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}
o
A|AHEI Ml 117]

ol BH2 o{E2to|HAL 22l ZRE SHELICH O{E20|AHATE S2{AEQ| LT} o
ot BE 0| MHIAE SRHOE AEY £ USLICH A|ARC] MAUS CHA| HHH MY
AQX|0fl Chot MH[A T2 MM HHA EE S2|H HNATF HRBIL|CEH O HHE2 HISI|H
O MAME|D HTTP MEH 202(Accepted)E gHetetL|Ct AN HHO| AE{E W2IIIEE of
E2to|AAE ZLIE{ASHOF BHL|Ct.

- o:

PUT /api/system/v1/poweroff HTTP/1.1
Host: zfs-storage.example.com:215

AAH HHHE

O] Y2 o{Z2t0|AA2| F2l T UL HJ|S SABLICEL RE MH|AS LAHOR A
8% 4 glELICh o] HY2 HIS7|MO = MME|T] HTTP AEf 202(Accepted)S BHetetL|

b &H BEo| HEHE WEV =S O{E20|HAE ELIEZSH0F RfLICt
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A|AE] B3| CHA] A|EH

Ral
pu
i

-ER °._%”.:. 1I0|E L Oilkf gd+AS ER O MEE S H
35' ELCH 27 52 SHE YO0 ESE MESHA| g MFEEE SHEI2{H /reboot?

skip_update=true o 1% AI'Q'%“—“:".

8 o

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com:215

- o:

PUT /api/system/v1/reboot?skip_update=true HTTP/1.1
Host: zfs-storage.example.com:215

O] HH2 22| QIE{HO|AE CHA| AlZtstD ZITH HEE £FBtL|CEH O]l HHE2 HISI|HLZ
AHE| 1 HTTP AE 202(Accepted)S BHetEtL|CE AKX HEO| MEHS EE}EPPEE o{Ee}
O|HAE DL|E{SHOf BL|CE,

- o

PUT /api/system/vl/restart HTTP/1.1
Host: zfs-storage.example.com:215

E

0_."£
rio

O| HHE T2 MAM F7t 2Tt HEE TS0 0{Z2I0|HAE HEEYLICE O F
HIS7|HO 2 M| HTTP MEH 202(Accepted)S BHatetL|Ct AX| HHo| AEHE w2t
=& O{Z2I0|HAE HL|E{ZSHOf SfL|Ct,

7 - o=l At ASE & 9= B5 591 SHE AHOIET 218 29 0l IH MEE 5
g YL

280

PUT /api/system/v1/reboot?diag=true HTTP/1.1
Host: zfs-storage.example.com :215

2 £t Al HYL 2 SAUYLICE ZE 74 HEAILO|
YAl £7| @S SOl +=AE[0{0F LIt O] HF2 HIS

s

k>



J|MOoZ MSE| 1 HTTP AMER 202(Accepted)§ gretefL|Ch A HEO MEiE WEte
E o{E20|HAE TLIE{™6of StL|Ct O] HHS AldsIH B E M HIO|E{ 7} &4 E £
ooz HAHO0| MIstHH | 0f7HH S »confirm=trueS F7}6HOF THL|CY.

8 o

PUT /api/system/v1/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com:215

NAE X|2l HE

—_

[=] — o = T M

H73 X HE HH

23 A2 Japilsystem/v{1|2}0f| Z=7} 29

GET /bundles DE XY HES LEELICL

GET /bundles/bundle XHE HE HO|E| E= S8 HEE JIMSLICL

POST | /bundles X HES YEste 228 1 X MEE g2E
grLct.

PUT /bundles/bundle/retry AEE HES FEEE MA|ZLCE

PUT /bundles/bundle/cancel X HE HEC| YEEE FATLICEH

PUT /bundles/bundle/send XHE HES MEHALEQl SR H ot 8| 2212 12
X YME 2 HZEBHL|CE,

DELETE | /bundles/bundle XHE HES AFELIC

HS S

MH|A 2F sHAS ?l6h M XY HES ThsLICH X HES 0|2 MH|A @1 A2
A 222 DX AME 2 HLfH SR(HHI 24) HSE HSlof YLICt SR Hz =

3-nnnnnnnnnn @ A10|0{OF BILICH X[ HES XSO E 2212
Y=L A0 A= KR MOS A2 SHS At

Ct.

D7 XY MEZ HZ=ot2{H
£23510] Phone Home X2 SE3l0F gL

8 o

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215

224

Accept:

Content-
Content-

{"srn":

Oracle ZFS Storage Appliance RESTful APl A3 A,

application/json
Type: application/json
Length: 23

"3-0123456789"}
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Ral
rio
re
mn
i
ng

Z1t o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

o
0=
0x
oot
L
i

SRN(AMH[A 278 H2)S MS5HX| FH A|A-O0| T 2H HE

280

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 23

23t of:

"bundle": {
"StatUS": IIII’
"uuid": "d4431d57-ba4f-4f37-fale-a@9fcbf3e56b",

"associated_bundle": [

"href": "/api/system/v1/bundles/4050963a-4082-663f-99c0-fee915f2839c"
}

]I

"srn": null,

"filename": "ak.d4431d57-ba4f-4f37-fale-a09fchf3e56b.tar.gz",

"href": "/api/system/v1/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",

"type": "User initiated"

}
}

(o]
Lt
O] HH2 AAHIOM M2 ZO0|7LL =& Sl 2E X HES LIEHLIC X2l HE0| 2
2t2 04 X2 ME 2 F=EEl £ A|AR0|AM X2 HE0| MAHE LT
25 0:

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: */*

2t o

"bundles": [{
"status": "building",
"step_progress": 6.25,
"srn": "3-0123456789",
"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",

AAH HH 225



It 27|

Al

226

#

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fb0c3389"
B

HS 7t 27|

A HEM S5 HEE JIMSLIC

i

- o:

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcli7ac57 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: */*

At o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step_progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated"

"uuid": "baB8ebd55-2349-c31c-cde3-acf3fboc3389"

3}
3}
= X
HE Fa
O| HH2 X|gl HEQ| XI5 YE2EE FATHL|CH
8 of:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

23t of:

HTTP/1.1 202 Accepted
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K@l HE HZ2E A=

X-Zfssa-Appliance-Api: 1.0

O| FH2 HSS 2t= 12 X3 HIEZ Y2=Este{ 0 ot M S H2E XY S UL
Ch S 71N 27| BE2 X2 HE H=E9| HEfE HLIE 5= ol A2 E = ASLHICH

- o:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

At o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

CHE SR(MHIA 2F) H2E M8t HE H2EE A =5k
SR(MH|A @¥) Ho S HSSHX| tQH A|AHIO| 2 =
L=

F-2ZZ YHE HSO| THoll sendE AT SR H2 7t H
QFEIF LAY

Em
=
in
2}
Py
rE
fot
_¥_
I'.E'.

28 o

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

{"srn": "3-0123456789"}

ot off:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Az C
Qat2 1 x| HER (S0 YRCEX| Qe K| HES £502 YREE £ B
Ct.

F-2UZ HYE HSO| Tiol sensE HASHH SR H2 7t RFLICEH SR H2It gloH

AAH HH 227



Rl
rio
rE

mn
it
st

228

- o:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

{"srn":
A1t ofl:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

"3-0123456789"}

O] FH2 oZ2f0[AL0M X|H HES HALLICH

- o:

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1

Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

O|2{¢t BH2 AIAH YH|O|E O|0|X|E 2t2|EfLICt

E74 ol E B

ok A2 Japilsystemiv{1]2}0] 7} 4d

GET Jupdates DE ANAH AHO|EE LIFTLICE

GET lupdates/update KHE AAE AHO|E S&E HEE 7IMZLICh

GET update/platform SUE HA(HEZS | MHIA T2MAM B AJAER
HE Heo{E HEho| YUHI0|E HEHE EAIFLICE

GET Jupdate/firmware THRA HYo{(ClA3 Y SSD HYlojet CjAT 212
ZX IOM B E Heho| AH|0|E HEIS HAIEL
Ct.

PUT Jupdates/update YH0|E 84 &F

PUT lupdates/update/upgrade X|HE YH|0|E o|n|X|Z2 Yo =ghL|Ct.

PUT /updates/update/check X" E AH0|E o|O|X|of Ciet A a2|0|= AEi HAE
AISHE‘H_l |:|._
=2od
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A|AH ACIO|E LIS

ek A2 Japilsystemiv{1]2}0i 7} A3
PUT Jupdates/update/rollback XM E LMol E o|n|X|= SHEfL|CE,
PUT Jupdates-apply S ohE[X] ‘Ea*E X L0 EE HEFLICt

DELETE | /updates/update

ME A

POST /updates AC|0|E o|O|X| 01=‘E}o|0_1A§ Z2CgtL|Ct
H75 MNAR AOOIE S5 &

SEXHE /Y Ay

version String oA HE Yool E

release_date DateTime ge|A Hu HelolE

install_date DateTime A X EWE LOO|ERLICE HX|=|X] g2 2R

O{E2to|eA R CIRZESH EME G0 ESLICE

status String OiA| AEH HHIOIE(HEE == 213)

update_deferred ChooseOne x| ﬂﬂ(onreboot e onrequest)

X[ HHO|E SXI:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is

advised.

AM2AE HO|O|E LIE

AMAR HHO|EE 7HHRE= 273 o

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

21t of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"updates": [
{

"release_date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"install date": "Wed Aug 14 2013 12:33:08 GMT+0000 (UTC)"
"href": "/api/system/vl1l/updates/nas@2013.08.13,1-0",

"status": "previous",
"version": "2013.08.13,1-0"
i
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A|AE UTI0|E 71 27|

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1l/updates/nas@2013.08.24,1-0",
"status": "current",

"version": "2013.08.24,1-0"

"release_date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"install date": "Mon Aug 26 2013 18:50:33 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

H

A AE HO0|E 7t 27

thel A0l E o|o|X|of CHEt S8 HEE 7t ZL|Ct
280

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

2t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

"update": {
"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install date": "Sun Aug 25 2013 11:30:14 GMT+0000 (UTC)"
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

()

M

SHE HeUlO HOIO|E e 7HM 27

HF 52 S:Z Hellof YOo|E0j chet AH|0|E HEHE Tt SLICH ZAHE HO
= fk:
= O —

= E A
2fo] A 2 AN U AIAH 2 Heol2 BAsHE gojLith

rr

HE

- o:

GET /api/system/v1/update/platform HTTP/1.1
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THR4 HY O UUI0|E HEf 72|

Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

oF o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"platform": {
"href": "/api/system/v1/update/platform",
"power_down_needed": true,
"update_needed": "true"

T4 HAN HHI0|E HEf 7t 27|

HE S AN Td S HE H9| de4 HY o HH0|E =2 7t ZLICt F824 o
£ 0|23 31 sSp Helojet C|AZ QIZ22X IOM "N E S& st So{LICt.
2% o

GET /api/system/v1/update/firmware HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Z1tof:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"firmware": {
"href": "/api/system/v1/update/firmware",
"upgrades_pending": 0,
"upgrades_failed": 0,
"upgrades_in_progress": 0
}
}

AMAR HOO|E YEE

O] HH2 M A|AH HUC|O[E O[0|X|E Y= EBHL|LH,

curlS AtESH B H=E off:
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e
|J

2flol=

$ curl --user root:root-password -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfs-storage.example.com/api/system/vi/updates

O[0|X|7t Y2 EE1 &= sl El 0| o|0|X| YH[0|EQ| S5 FEIt HEEHELICH 83 Al
HTTP &EN7t 201(Created)2 EHEE|11 2K SIEH0A Af O[0|X|2| HCTHE X7t HEEHEL
Ct.

21t o

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/vl1/updates/nas@2013.08.24,1-0

{
"update": {

"release_date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"install_date": "Sun Aug 25 2013 11:30:14 GMT+00GO (UTC)"
"href": "/api/system/vl1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

Aago|E

MU
1=

232

0| EH2 AUCO|E O|0|X|E 2E5}11 0|2 2H0|UA S X|HE G|0|E 0|0|X| 2 HEERIL
Ct. X1’ El o|0|X| &EH= "previous"2t SLHOF SfLICH DX ot ™ HEO| MujtLCt.

[

- o:

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfs-storage.example.com:215

Authorization: Basic Tm8gcGVla2luzZyE=

Content-Length: ©

21t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MU
=
ro

{S2t0[AAZ O] H0|E O|0|X|2 MEERLICE

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback

9
0zt
2
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AHI0|E o|0|X| AFH|

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
Content-Length: ©

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

YO E o] O] x| AF|

0| S2H0|A L0 M AHEE|X| Gt= YO E O|0|X[S MAHELICE

25 0:
DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl AF2 X} AH|A

RESTful API At2X} MH|A = O{S20[AA 9] ALEXHE FHELICE

AFEXE ME[A HH

CHe AFSR MHIA S AISY 4 ¢

AN

H 76 AR MH|A HH
24 A2 lapiluseriv{1]2}0i| 7} 29
GET lapiluser/v{1|2}2t At AHEXE MH|A HEES LidetLCt
GET Jusers 2E o{Z2t0|AA ALEX} LIE
GET lusers/user KHE ALEXe| S8 HEE Ligect
POST | /users M O{Z2t0[AA AHBXHE CHELICE
PUT Jusersluser XHE ALEX| S5 HEE +H Lt
DELETE | /users/user KHE ALSXHE ofZ2t0|H A0 A M7 LI
GET lusers/userl/preferences KIHE ALSXtof| CHot 2t MY S5 HEE LHE
erLCt
PUT lusers/user/preferences X ™HE ArgXtof ot &4 48 SE HEE &1
gLck
GET Jusers/user/exceptions XHE ALEXtof Cht ZE HE 20 ofleArets
LiggtL|ct.
GET lusers/userlexceptions/auth XIHE AL2Xtof| Chst auth Mot HO{E LIEEL
Ct.
POST | /users/userlexceptions KIHE ALSXtof| CHet Af 2 20 of| 2[AteS ot
SLCk
PUT lusers/userlexceptions/auth X E ArgXtof cht XM E Het 20 E 8
LIct.
DELETE | /users/user/exceptions/auth XIHE ALEXtof Chet X[ HE HEt 2 E AH
LICt.
GET lusers/userl/preferences/keys XIHE AHSXto]| CHet 2 E SSH 7| E LIEgfLICt.
GET lusers/userlpreferences/keys/key KGE ALEXtof Tt X|HE SSH 7|12 S5 HE
£ LIggLCh
POST | /users/user/preferences/keys X E At Xtof Cigt M SSH 7| € EHSLICH
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MEX MH|A S5 FH

ek A2 [apiluseriv{1]2}0l =7} Hd

PUT lusers/userl/preferences/keys/key XIHE ALEXtof Tt X|HE SSH 7| &g
Ct.

DELETE | /users/user/preferences/keys/key KIGE ALEXtofl Tt X|HE SSH 7| £ Aw|eh
Ct.

GET Jusers/user/preferences/tokens X|™E ArgXtof| Ciet 2E REST 232 EES
LiggfL|ct.

GET lusers/user/preferences/tokens?token=token EZ 292 REST 219 EZS LIEL|CH

GET lusers/userl/preferences/tokens/token-id EZ IDE REST 23¢9 EZ2 LtggfL|ct

POST | /users/user/preferences/tokens XIHE ALEXtof| chst REST 2391 E2E Tt

Lc

DELETE | /users/user/preferences/tokens?token=token | EZ g/QE REST 210 EZE F|7gfL|ct.
32
—_=

DELETE | /users/user/preferences/tokens/token-id

£33 |DE REST 239 E2S 7L},

MEX MHIA S5 ZE

MEXL 0| A =2t
Kol Al HE == HgtA

oH AHEXL MH|A SE F
teh 8 ALERIe| 2|Y)E FolE

I—E
BE=E8
S

H(oll: AL X0l A| RO E 2ot AL
L|C}.

B SE HEE=E 5T Y9 ASXto thshM

oin
Ju
o)
H
40
o2

logname string

o
%’ A}%X} 0|%|°:1|—|E-|' logname._ AI‘o |’7|' EI'EO'PF_'
ﬁ =1

type string

g >
T oo
ro >
->.::|0 1l
o
%0 oo

local, dlrectory, data, nologln)OIL-'E".
X7 S0 = HAS = lELICL 7|2

= T LOE2 T HAH

uid number

AHEX} |D°'I-|I:r AL Xt IDE X|HSHHLE A|AHIQ|
ALEXEID X" g 58Y o USLICH AEXIDE
XHst= 32 Ar%xr IDE 1002LCH S 4= IO,
21474836462 Ct 2 4 8111, 60001, 60002 =
655342 22 4= A& LICt viee AFEXETL ;01 =
HEY £~ glELCt.

O &2 T HAY

fullname string

AFEXtel TA| 0| & = AF| O|SILICE BUIOIAM H

H| 0| 0| CHA|EE AEto| Logout(210IR) HE 1%
Ol EAIS|H Hatex] ol EAIE & AFLICH 7|12
a;t lognameJ_'-I‘ %oal

initial_password string

ZZ 8L HI0IE ArEXtOf chist 2= LT},
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MEX MH|A S5 FH

R BT PT
require_annotation boolean true?! 42
m BUI - Z7| BUI H|O|X|E EA|SI7] TO|| ALEXHOA|
M2 olzs= 2 BhLCt
m CLI-CLIZEZEE HA[SHI| Hof| ArEXI0|A| 4
B2 YASEE BLICH
m REST - 2%0| 28t 20oj&|X| ob2 &EfZ Mg
LIt

ME FM2 ZA 230f LHEFELICH

roles list ClAER| E= 2 ASXI0|A| X[™HE deL|ct
kiosk_mode boolean true®! A 0| AFEXt= 7|43 AFEXMLCE

m BUI — AF2 X}t kiosk_screen S= M E 201 SpHTt
= 4 AzE AEEL,

CLI - 200ls AujgtL|ct,
REST - Q¥0| #ot ROE|X| 952 HEfZ Hujet

Lict
kiosk_screen string kiosk,mode7|' true! ol %’9— Ol Af%ﬂ'ﬂ' X‘IF’JE'E BUI §|‘
EOIL“:I'- 7|§a)t status/dashboard
exceptions list CIZE2] AL 2 AEXI0AH| XY E =7 Mot
0] £= AFolM XIFE Aot 2ofol Bt HMSHAIRE
Lt
preferences list AHEA 2tE MF (Ol 2AIY, BUI AIEFHIO|X], AlZH X

1t SSH &7 7| & REST 2191 EZ)QIL|Ct,

Sz S W0 et 271 HFL ChS MYNES ATHIAR.

m  “Understanding Users and Roles” in Oracle ZFS Storage Appliance Administration
Guide, Release 0S8.8.x

m  “User Properties” in Oracle ZFS Storage Appliance Administration Guide, Release
0S8.8.x

AR g B ofllAret

roles 55 FEE ARSI ALEXOA| 7| & dg g X|Fd = AELICH IS orSaH
RESTful API €& MH|A [249]2 AZSHIAL.

20| ALl A X HE &
L|C}. Ol s Hgtol| Zate

O —

exceptions %E QEE EB’H A|'Q‘X|'0'” EH?’J '?_‘l_ﬂ' -I?'-
HO0{Z MY +& UALICL 0 Sof, 51 A3
2 o|2lAre =E0i|AM 7HE Aot TNE falseZ &Y = Y
EPE et 20z |X[ELCH

= T

st A QIALICEH Of HHAlO 2 Mt
o
=

EI‘O Rk 2 I‘ x|‘ userloﬂ I:|'|°|' Kerberos lel EI'M AI&*Q —JF %E :‘ln_'l-ﬂ' —?—O:I
LIC}.

=37

i
it
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgoozl
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgoozl

MEX MH|A S5 FH

POST /api/user/vi1/users/userl/exceptions HTTP/1.1

{
"scope": "svc",
"service": "kerberos",
"allow_restart": true
}

CH ZIH= user10fl CHEE Kerberos AMH|AO]| AR 7H5$H &
false?zl |—| I:|'.

HIlo

- HA—

olofl A 7|Ef et 209 7

"auth": {
Thref":
"scope": "svc",
"service": "kerberos",

"allow_administer": false,
"allow_configure": false,

ot RO E 2 FLIC. of

rin

"/api/user/vl1/users/userl/exceptions/auth-001",

"allow_restart": true
}
}
=2 I-"'7=|A-II-I cEE AN
Elol-é.__" M%If _EEE allow_changePreferences '_’ll_'l-él-_l'ol _I?I_O:iEI_I Af%ﬂ'(}” I:Hé.j g‘%‘ AE-US%
XPS'Q —JF ﬂﬁu |:|'. allow_changePreferences ‘_"L;_'I-én-_l' -?—01% %9E1E “Al"gxl' 0—‘1-‘;" 3:' |9| AI'
o [237]8 XA
E78 A8t EE MY SE Fe
sE3= B EE
locale string X dALICE 7|23k C
login_screen string H|O|X|7} URLOIM X HE[X| gt2 22 20012
‘g‘g [[H EME'E BUI ]11|0|X|%“-|E|'. 7|Eﬁ: status/
dashboard
session_timeout integer AHEXLZL BUIOIA Blojit = HEIRX{0|A XSO E Al
Mo| 20tRE wintx|el AlZHE) LI 7122k 15
cli_idle_timeout integer kilﬁol %‘EEljl xd CL|7|' '|Qr-_r6r %:FEH?EI ‘/Ik' %E 7|7L|'(_7|C_)
AL 7|22l 12 |7 HEiolM cLIZt XtsezE |
S|X| 22 oot
advanced_analytics string & Analytics E7| AtE
keys list RSA/DSA 371 7| L|Ct
tokens list REST 22 EZ

oiet S= HE20f chst XiM|st LIS CHS
= “CLI A2t &3 [239]

= “SSH 7|" [239]

s “REST 2191 E3” [239]

238

~
=

fio

XF_;F_‘(;'-ﬂ

AR,
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MEX MH|A S5 FH

= e 7|2toll= H|zto| gigl—ll:f(cli,idleitimeout 20| -1
7|20l st ®|ots MHSH2H c1i idie timeout X0l CHSH F
A ®Mgtoll =S CLIZH EElLIC.

CHE Oll0IM = CLI AlZh X3HS 1AIZP e 2 ME LT

PUT /api/user/vi1/users/userl/preferences HTTP/1.1

{ "cli_idle_timeout": 3600 }

{
"preferences": {
"href": "/api/user/vl1l/users/userl/preferences",
"locale": "C",
"login_screen": "configuration/preferences",
"session_timeout": 15,
"cli_idle_timeout": 3600,
"advanced_analytics": false,
"keys": [1,
"tokens": []
}
}

ANZH EIHE AL o2 TSI c1i_idle_timeout®| B -12 AHSHZLE LIS 0|0 A
QF 20 unset S AFEEILICEH

PUT /api/user/vi1/users/userl/preferences HTTP/1.1

{ "<unset>": ["cli_idle_timeout"] }

unset S A A2 2 FOH unsetts S5 HE7H AT X7 EASHR] S LIC

SSH 7|

SSH 37l 7|12 Ar83tH L= E AFESHX| g1 SSH HZE 5 8Y 4= ASLICL

H79 SSH7| 88 H&

SEFHE Y od

type string SSH 7| R%: RSA £& DSA

key string SSH 7| L&

comment string 0| SSH 7|2t ¢iatEl M

REST 2190l EZ

X|4% e HIX|4H REST 27191 £28 0I5 T BHetsl £3 7t £ £3 DS S8 £2

off HMAE 4 AFLIC

RESTful APl ALE X} AH|A 239



AEX} LIS

H 80 REST 210l EZ S§ ME

sE3= EE gy

name string EZ o|ELICt

token_username string O] 29I EES AI2E 4= U= AKXt 0|S YLt
o] 2t2 88 Z20lM dFELCt

preserve boolean false@®l HL 7|2 expiration 2D AFETILICE true®!
Z2 AHEXHES expiration US HEYLICt 7|22k
false

expiration number EE‘% ?_l'EE 70‘1-?- Ol Z)tg E§O| En'_I'EEEI [EH77|'X|9-| A|
?_I'(_jnc_)onzl LICH preserve’t true® MM E 2R 0| SE H
E% §§6HOF E’J'—l EI‘. preserve7|‘ falseE ).kéUgE-_l ;g-cl’-
expiration—g EAI-% 900?:“—' E-I'.
E2 SE ¥EES LEsts 32 ol ke s £20] o
2E g 5 AZhLCh

REST 219! E2 Xo| nfj7{tH

o

UESLICE pecete BHUA token=token 2| I7HHSE ALY ST EZ
|—| I:-|'. token% EZ ﬂ'%j' %E.*OHH X-Auth-Session9| a;t?:l |—| E—I‘.

eT BHUAM token=token 2| DH7HH-E ALESHY S EZ0 Uict S5 YL A4S
(=} [=1
=

token2 EZ0| SHSOE mf EAIEl = CHA| HEAE|X| EELICH tokeng SASHO E2tslof
SHLICE of 3. “REST 2101 E2 0HS7|"2 A XSHAAIR.

AMEXL LIE

CHE OOl root AFEXH= O] O1Z 20| A A0 CH3H E2ZO0|H users AHEXH= LDAP, NIS &
= AD AFEXIULICE directory R AFAS] A2 ALEXLID, HA| 0| 3! == LA EE|
MH|AO|M 7t 2 20| &= S5 MEIF LIEEX| 2&LICE “Understanding Users and
Roles” in Oracle ZFS Storage Appliance Administration Guide, Release O0S8.8.x0l| A At
X |0l Chet XtMeH LIES EZSHIAI2.

- o:

GET /api/user/v1/users HTTP/1.1

Z1tofl:
{
"users": [
{
"logname": "root",
"type": "local",
"uid": o,
"fullname": "Super-User",

240 Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&


http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgpvak

"initial password": true,
"require_annotation": false,

"href": "/api/user/v2/users/root"
o

"logname": "user1i",

"type": "directory",

"uid": userluid,

"fullname": "Real Name",

"require_annotation": false,

"roles": ["basic"],

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"href": "/api/user/v2/users/useri"
H

=3 AMEXLHE

EF ALEX0) Chet YEofl= ArEXE 2t 27 3 Aot 20 of|lArgol ZetE L(Ct o] ofjof
FO5H= auth-oee0|2t= ETH RO 0|2 AF

A1 user10”7'||._ user1Of[Al 22 74 S A A| HotS
10| UZLICH user1Ofl LS 3 MHE BE 7|=ZtolL|C},
23X
GET /api/user/v1/users/userl HTTP/1.1
Z3t of:
{
"user": {
"href": "/api/user/v2/users/userli",
"logname": "user1i",
"type": "directory",
"uid": userluid,
"fullname": "Real Name",
"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
"scope": "alert",
"allow_configure": true,
"allow_post": true,
"href": "/api/user/v2/users/userl/exceptions/auth-000"
1,
"preferences": {
"href": "/api/user/v2/users/userl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": T[],
"tokens": []
}
}
}
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AEX ST

AMEXL ST

AH *fﬂﬂi PHSE{H X[A0F ALEXL 0| E (1ogname) S M| S3HOF RILICE RHS XIHSHK| 42
2 M AFEXE| RYU2 10ca10| EHLICH CHS 1 22 MEX R SR 2 E UZ MEXL
—I wéoﬂ e o E S5 Y27 2Rt}

m directory — AF2 X}t O| &2 7|E NIS, LDAP = AD AFEXHO{OF BLICH UID, &= S H
X O 2L NIS, LDAP E= DOM 7r7<19L|Ef

®  local X data— AFEX} 0|5 B! 2= E X|FLLLICE UIDE X EY = JA&LICH OFX| ¢
OH UID7t X5 2= X|HELICEH

L] nologln—Al'Rxl' Oleo Il’ég | |' UlDE | *%*—’F%!ﬁ'—
SOE X|™ELICL

o
[
oy
A
iQ
[o)
rg
c
W)
N
>

ARt S AL XL R0 CHEE XEAMIEH LHE 2 “Understanding Users and Roles” in Oracle
ZFS Storage Appliance Administration Guide, Release 0S8.8. xS XX oA,

o 1 2 MEX BT

235 0:
POST /api/user/v1/users HTTP/1.1

{
"logname": "test_user",
"initial_password": "password"

[}

My

ot off:

-~

"user":
{

"href": "/api/user/vl/users/test_user",

"logname": "test_user",

"type": "local",

"uid": 2000000002,

"fullname": "test_user",

"initial password": true,

"require_annotation": false,

"roles": ["basic"],

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"exceptions": [],

"preferences": {
"href": "/api/user/vl/users/test_user/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": T[],
"tokens": []
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POST /api/user/v1/users HTTP/1.1

"user": "test_user",
"clonename": "clone_user",
"password": "password'

"user":
{

"href": "/api/user/vl1l/users/clone_user",

"logname": "clone_user",

"type": "local",

"uid": 2000000003,

"fullname": "clone_user",

"initial_password": true,

"require_annotation": false,

"roles": ["basic"],

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"exceptions": [],

"preferences": {
"href": "/api/user/vl1l/users/clone_user/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": T[],
"tokens": []
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28 o
PUT /api/user/v1/users/test_user HTTP/1.1

{"fullname": "Test A. User", "require_annotation": true}

2t o

"user": {
"href": "/api/user/v1/users/test_user",
"logname": "test_user",
"type": "local",
"uid": 2000000002,
"fullname": "Test A. User",
"initial password": true,
"require_annotation": true,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [],
"preferences": {

"href": "/api/user/v2/users/test_user/preferences",
Illocalell : "C",

"login_screen": "status/dashboard",
"session_timeout": 15,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys": []’

"tokens": []
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DELETE /api/user/vi1/users/clone_user HTTP/1.1

23t of:

HTTP/1.1 204 No Content
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POST /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: test_user

X-Auth-Key: password-xxx

Content-Type: application/json

{"name": "Test Token"}

A3t of:
HTTP/1.1 201 Created

X-Auth-Session: JjZJsZrVQfbZULyAuvSJjTftnBHCcQT

"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/fb65a127-a04c-4f58-bc52-efa884447efb",
"name": "Test Token",
"token_username": "test_user",
"preserve": false,
"expiration": "2020-04-30T02:33:44Z",
"id": "fb65al127-a04c-4f58-bc52-efa884447efb"

25 0:

POST /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
Host: zfs-storage.example.com:215

X-Auth-User: test_user

X-Auth-Key: password-xxx

Content-Type: application/json

{"name": "Another Token", "preserve": true, "expiration": 3600}

23t of:
HTTP/1.1 201 Created
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

{
"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb",
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"name": "Another Token",

"token_username": "test_user",

"preserve": true,

"expiration": "2020-04-30T03:20:31Z7",

"id": "21f98l1ad-6221-4fb4-a7d1-dd5560256dfb"

ol 4 XFE ArgRte 25 E2 LE

- o:

GET /api/user/v2/users/test_user/preferences/tokens HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

23t of:
"tokens": [{
"name": "Another Token",
"token_username": "test_user",
"preserve": true,
"expiration": "2020-04-30T03:20:31Z",
"id": "21f98l1ad-6221-4fb4-a7d1-dd5560256dfb",
"href": "/api/user/v2/users/testuserl/preferences/tokens/21f981ad-6221-4fb4-a7d1-
dd5560256dfb"
o
"name": "Test Token",
"token_username": "test_user",
"preserve": false,
"expiration": "2020-04-30T02:33:44Z",
"id": "fb65al127-a04c-4f58-bc52-efa884447efb",
"href": "/api/user/v2/users/testuserl/preferences/tokens/fb65a127-a04c-4f58-bc52-
efaB884447efb"
H
}
o 5 EZUCEEFEZ LIF
28 o

GET /api/user/v2/users/test_user/preferences/tokens?token=pviHrthBGQhGZHoPugxFQrDcCPZgwEK
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

Z1t o

"token": {
"href":
"/api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256dfb",
"name": "Another Token",
"token_username": "test_user",
"preserve": true,
"expiration": "2020-04-30T03:20:31Z7",
"id": "21f98l1ad-6221-4fb4-a7d1-dd5560256dfb"
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GET /api/user/v2/users/test_user/preferences/tokens/21f98l1ad-6221-4fb4-a7d1-dd5560256dfb
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK
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o 7

HM
T

UOE EZ A

- o:

DELETE /api/user/v2/users/test_user/preferences/tokens?
token=pviHrthBGQhGZHoPugxFQrDcCPZgwEK HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK

Z1t o
HTTP/1.1 204 No Content
o 8 EZ IDE EZ AtH|

DELETE /api/user/v2/users/test_user/preferences/tokens/21f981ad-6221-4fb4-a7d1-dd5560256
HTTP/1.1
X-Auth-Session: pviHrthBGQhGZHoPuqxFQrDcCPZgwEK
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GET Irole/v{1|2}3t ALS A MH|A HES LIFELICH

GET Iroles RE IYS LIFELCH

GET Iroles/role X HE Aol S5 HEE LIt Ct

POST Iroles M ggtg ghsLct

PUT Iroles/role XYE dgo| S5 YEE STt

PUT Iroles/rolelrevoke D= AEXoIM X ™HE gt MARLIC
DELETE Iroles/role XI™E dehs Awei|ct

GET Iroles/role/authorizations XM= Agof st 2= AHst Ho{E LIEELICE
GET Iroles/role/authorizations/auth X™E Ao et 200 S5 HEE Lt
POST Iroles/rolelauthorizations KGE ol chgt Af @t 2 E oHSL|CH
PUT Iroles/rolelauthorizations/auth X"E et #ot 20{o| S5 HEE +HeILCL
DELETE Iroles/role/authorizations/auth XY g #st 2o E ArHLct
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GET /api/role/vl/roles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

23t of:

{
"roles": [{

"description": "Basic administration",
"href": "/api/role/v1l/roles/basic",
"name": "basic",

"role": "basic"
{

"description": "a",

"href": "/api/role/vl/roles/rola",
"name": "rola",

"role": "rola"

1y

1

st

off chist
true2

LICt S5 YL HEHOIHE

GET /api/role/vi/roles/basic?props=true HTTP/1.1
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Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

21t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"props": [{
"immutable":
"label":

true,
"Role name",

"name" :
"type":
A

"label":

"name":
"type" .

"name",
"String"

"A description of this role",
"description",
"String"

P

"role": {
"authorizations"
"description":
"href":
"name":

1,

"/api/role/vl/roles/basic",
"basic"

"Basic administration",
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POST /api/role/vi/roles HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role_workflow",

Z1t o

"description":"Role to run workflows"}
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HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vi/roles/role_workflow

{
"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"
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PUT /api/role/vi/roles/role_workflow HTTP/1.1
Authorization: Basic Tm8gcGVla2luZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

21t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

{
"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vi/roles/role_workflow",
"name": "role_workflow"

8 o

PUT /api/role/vi/role_worksheets/revoke HTTP/1.1
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Authorization: Basic Tm8gcGVla2luzyE=
Host: zfs-storage.example.com:215
Accept: application/json

Z1t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

| Ob=! o & o] o] ArEXI0AH| X[HE B2 -

2H o

DELETE /api/role/vi/roles/rola?confirm=true HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: */*

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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GET /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

23t of:

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: "N
: ’
"scope": "workflow",
mguidt: e

1
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appliance hardware net stat update worksheet
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POST /api/role/vi/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

23t of:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

{
"auth": {
"allow_modify": false,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
nguidt: mEn
}
}
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PUT /api/role/vl/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

At o
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HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
mguidt: e
}
}
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DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215
Accept: */*

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

RESTful APl &%t AMH|A

255



256 Oracle ZFS Storage Appliance RESTful APl A& A|, 2i2|A 0S8.8.x » 2021 8&



YT U ATYE Y

O] MH|AL YIB2LE B2Yots Ol ABELICL YABER2E 0fSB2t0| A0 YR

1 o{Z2Lo|AA0 A B2|ElE ATYELCH YTBR2E HatRH QIEHO|A EE B
5 QIE{H|o| A0 K SeiA YAOD UL W AW £ YALICH YITZLLE
Z TA2 AYEILL NHE A7 N 25 YA M2t YIB2LE S0 S
A Ol MXIZ TSt HHAIO 2 O|Z2J0|HAS SHAISH A QIO EXN XXl F=298 o

— o =o= AN y o L/ -
E0Ho| KXo AIBHE SAFHo = 2AHSH= S92 ZHo AH8E = USLICH
YT U ASUE MHIA T
02 B= H3EER MH|A BEE 2 EL{Ct
H 84 YIAEZR MH|IA FEH
X ZZ Japilworkflowlv{1|2}0 %7} My
GET Japiworkflow/v{1[2}2t AHE YaE22 MHA HHS L
POST Iworkflows M IEZ2LRE 0{Z20|HAZ J2ET
Lict
GET Iworkflows DE YIEERE LIFYLIT
GET Iworkflows/workflow XHE 22 EER S5 HEE LI Ct
PUT /workflows/workflow NYE A2EER S HEE et
PUT Iworkflows/workflow/execute XNYE H2E2LE HAPLCL
DELETE Iworkflows/workflow XHE 22 EELE MFELC
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POST /api/workflow/v1/workflows HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=
Host: zfs-storage.example.com:215
Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo'
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'Words of a song to sing',
type: 'String',

}I

execute: function (params) { return (params.song) }
}
23 of:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: user/generic@2013.09.14,1-0

Location: /api/workflow/vil/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971

"workflow": {
"href": "/api/workflow/vi/workflows/f4fe892f-cf46-4d6a-9026-cddcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdOcOcce9971"
"owner": "root",
"origin": "<local>",

"setid": false,
"alert": false,
"version": "",
"scheduled": false

SEELEINE

%%Efolﬁﬁoﬂ Jé‘lﬂEl_I E% %E%E%D-% Lf%"ﬂ'—lq. §2| DH7Ht|5-J|k- showhidden=true7|' Aé"g

25 0:
GET /api/workflow/vi/workflows HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215
Accept: application/json

A1 o
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HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

i
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
i
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadid9el"”,

i
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
i
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H

HIASER 77|
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Accept7|' application/javascripti IPgE._l R@ 0:”

GET /api/workflow/vi1/workflows/cc574599-4763-4523-9e72-b74e€1246d448 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/javascript

21t of:

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
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description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
parameters: {
hostname: {
label: 'Client hostname',
type: 'String'
i
ipaddrs: {
label: 'Client IP address',
type: 'String'

i
validate: function (params) {
if (params.hostname == "'') {
return ({ hostname: 'Hostname cannot be empty.' });
}
if (params.ipaddrs == '') {
return ({ ipaddrs: 'IP address cannot be empty.' });
i
execute: function (params) {
try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );
}

}
Accept7|' application/jsonQE II%‘;E._l 9.351 O:“

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

At o

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",
"uuid": "cc574599-4763-4523-9e72-b74e1246d448",
"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678F245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",
"owner": "root",
"origin": "Oracle Corporation",
"setid": false,
"alert": false,
"version": "1.0.0",
"scheduled": false
}
}
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PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}
21t ofl:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

{
"workflow": {
"alert": false,
"description": "Echo bird repeats a song.",
"href": "/api/workflow/vl/workflows/448b78el1-f219-e8f4-abb5-e01le09elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",
"scheduled": false,
"setid": true,
"uuid": "448b78el1-f219-e8f4-abb5-e0le@9elfac8",
"version": ""
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PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/run HTTP/1.1
Authorization: Basic Tm8gcGVla2luzZyE=

Host: zfs-storage.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}



i}

Ml

Ho

=

Z1t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

"result": "tweet tweet tweet\n"

[}
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- o:

DELETE /api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971 HTTP/1.1
Authorization: Basic Tm8gcGVla2luzyE=

Host: zfs-storage.example.com:215

Accept: */*

At o

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

ASZE ZMof| st XtAst L2 “Working with CLI Scripting” in Oracle ZFS Storage
Appliance Administration Guide, Release 0S8.8.x2 X ZSIHA|L.

ol A3ZE

£ 0220l AL ZE SFE LIZELICE

[k

=2

$ curl -kv --user root:pw --data-binary @listShares.aksh \
https://hostname:215/api/workflow/v1/scripts

POST /api/workflow/v1/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzyE=
User-Agent: curl/7.45.0

Accept: */*

Content-Length: 12
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http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokyf
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokyf

Content-Type: application/x-www-form-urlencoded

21t of:

HTTP/1.1 201 Created

Date: Mon, 27 Mar 2017 22:16:38 GMT
X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: user/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: plain/text; charset=utf-8
Transfer-Encoding: chunked

default
sharel
share2
fsi
luni

Che TS ALR3I0] A B0 BE ASREES LHEY 4 AUBLIC
ZE AFBRH= 0{Z2}0|olAR YRCE DE ATYES Holstn 0[of AHAY 4 YL
Ch H|RE AHBXHE XHAO| ASEIEDH 2OI6kT Olof ANAZ 2 AgsLct

ASZE ZMof| st XtAst LH22 “Working with CLI Scripting” in Oracle ZFS Storage
Appliance Administration Guide, Release 0S8.8.x2 HZESIMAI2.

25 0:
$ curl -kv --user root:pw https://hostname:215/api/workflow/vi/scripts

GET /api/workflow/v1l/scripts HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: */*

Z1t o

HTTP/1.1 200 OK

Date: Mon, 27 Mar 2017 22:41:06 GMT
Content-Length: 96

X-Zfssa-Workflow-Api: 1.1
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8

{
"scripts": [

{
"time": 4,
"href": "/api/workflow/v1l/scripts/1",
"user": "root"
"SCript": Illll !

i

{
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"time": 39,

"href": "/api/workflow/v1l/scripts/9",
"user": "root",

"script": "9"

SE ALSRH= 0{Z2f0|IAR YRCE A% FOl IS AT M
2E ALRXHE RRAO| M3 FOl ATBENE HARY 4 YALICE

ASZE ZMof| st XtAst LH22 “Working with CLI Scripting” in Oracle ZFS Storage

Appliance Administration Guide, Release 0S8.8.x2 HZESIMAI2.

- o:

$ curl -kv -H "Accept: text/plain" --user root:pw \
https://hostname:215/api/workflow/v1/scripts/9

GET /api/workflow/v1l/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: text/plain

Z3t o
{
"test2": {,

"str": "this is a string",
"bool": "True",
"posint": 994,
"int": 1123,
"address": "",
"host": "192.0.2.0",
"hostname": "example.com",
"color": "red",
"languages": "latin",
"size": "red",

"onoff": "off",
"number": 0,

"stringlist": "this is another string",
"emptystringlist": "this is another string",
"yetanotherstr": "You can't change me",
"emptystr": "Any string",

"password": "password",

"longpassword": "longpassword",

"permissions": "@22",

"nonnegativeint": 42,

"port": 21,

"time": "Thu Jan 01 1970 15:22:30 GMT+0000 (UTC)",
"date": "Sun Jun 17 2007 00:00:00 GMT+0000 (UTC)",
"datetime": "Sun Jun 17 2007 15:22:00 GMT+0000 (UTC)",
"hostport": "jpaddr-1",

"dn": "uid=root, ou=people, dc=fishpong, dc=com",
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"commalist": "foo,bar"

}

"utask": []

FE MEXt= O{ZEI0|HAZ HEEEH HH F
E A A

AR E =HYof gk XEAISE LHE 2 “Working with CLI Scripting” in Oracle ZFS Storage
Appliance Administration Guide, Release 0S8.8.x2 EXSHIA|2.

- o:

$ curl -kv -X DELETE --user root:lla \
https://hostname:215/api/workflow/v1/scripts/9

DELETE /api/workflow/v1/scripts/9 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic Tm8gcGVla2luzZyE=
User-Agent: curl/7.45.0

Accept: */*

23t of:

HTTP/1.1 204 No Content

Date: Mon, 27 Mar 2017 22:59:12 GMT
Content-Length: ©

X-Zfssa-Workflow-Api: 1.1

X-Zfssa-Version: build/generic@2017.02.27,1-0
X-Zfssa-Api-Version: 1.0

Content-Type: application/json; charset=utf-8


http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokyf
http://www.oracle.com/pls/topic/lookup?ctx=F40871-01&id=ZFSRCgokyf
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$ curl --user ${USER}:${PASSWORD} -k \
-i https://hostname:215/api/storage/vi/pools/p1

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2018 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

"pool": {
"profile": "mirror",
"name": "pi",
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268

"usage": {
"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,
"used": 31696384.0

H

"peer": "0OOOOOOOO-000O-0000-C0C0-000000000000",
"state": "online",

"owner": "adminl",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

O ol M= 22| JISON HIO|EH E &SI M 2|AAE HEE UHE 20 FLCH

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfs-storage.example.com:215/api/user/vi/users <<JSON

> {"logname": "rest_user"

> "fullname": "REST User"

> "initial_password": "password"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2018 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {
"logname": "rest_user",
"fullname": "REST User",
"initial password": "password",

"require_annotation": false,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"],

"exceptions": {},

"preferences": {

"href": "/api/user/v1/users/adminl/preferences",
lllocalell : "C",

"login_screen": "status/dashboard",
"session_timeout": 15,

"cli_idle_timeout": -1,

"advanced_analytics": false,

"keys" : {}

7|1& glat 73

O oflofl M= AFEXS] MM AlZE X3S 4=FetL|C}.
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$ curl --user admini:password -3 -s -k -i -X PUT \
-H "Content-Type: application/json" -d @- \
https://zfs-storage.example.com:215/api/appliance/v1/users/adminl/preferences <<JSON
> {"session_timeout":60}
> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2018 05:43:17 GMT
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

{
"preferences": {
"href": "appliance/vl/users/adminl/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 60,
"cli_idle_timeout": -1,
"advanced_analytics": false,
"keys": {3}
}
}

7|1Z BlaA AN

O] HH2 AL AFEXIE MAHZLICE

$ curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE \
https://zfs-storage.example.com:215/api/appliance/v1/users/adminl

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2018 13:21:11 GMT

Server: WSGIServer/0.1 Python/2.6.4

X-Zfs-Sa-Appliance-Api: 1.0

Content-Length: ©

Python RESTful 220|¢E

Python RESTful APl 220|HE = RESTful A{H|A Q| HAE JHYS X|I5H= REST HIA
E zto|=2{2|2t &H HSELICt

RESTful 22t0|HE Z=Z 2 of:

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")
>>> request.add_header("X-Auth-User", "rest_user")

>>> request.add_header ("X-Auth-Key", "password")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201

>>> info = response.info()
>>>
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opener = urllib2.build_opener (urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'application/json')]

penerE ArE5H0] 0O[|0] A QUZE|A2M JSON HIO|HE HLj 1 &3 FH|7F 2
o

2| AA TP 27|

CtS Python ZEE AR50 RESTful API 2|2A0M HIO|EE 7t S £ U&LICE.

GET o

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/network/v1/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> pody = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
{
"destination": "jpaddr-0",
"family": "IPv4",
"gateway": "jpaddr-1",
"href":
"/api/network/v1/routes/ixgbe0, jpaddr-0, ipaddr-1",
"interface": "ixgbe0",
"mask": O,
"type": "static"
}
]
}
=
g2|AaA QHET|

M 2|AAE TEE Python ZE Of:

>>> action = {'category': 'network'}

>>> post_data = json.dumps(action)

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1/actions",
post_data)

>>> request.add_header('Content-Type', 'application/json')

>>> response = opener.open(request)

>>> response.getcode()

201

>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)
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"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

[

pM

X

glaA 4

15

7| & 2|AAE $FSh= Python ZE 0f:

>>> put_data = '{"ip_address_conflict_resolved": false}'
>>>

request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/v1l/

actions/actions-001", put_data)

>>> request.add_header('Content-Type', 'application/json')

>>> request.get_method = lambda: 'PUT'

>>> response = opener.open(request)

>>> response.getcode()

202

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,

"href":
"/api/alert/vl/actions/actions-001",
"ip_address_conflict": true,
"ip_address_conflict_resolved": false,
"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,

RESTful 22t0|HE
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"network_port_up":
true

[

7| & 2| AAE AH[SH= Python ZE 0f:

>>> request = urllib2.Request("https://zfs-storage.example.com:215/api/alert/vi/actions/
actions-001")

>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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