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1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

@ The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e aliasis used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysize s the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e wvaldays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.

e keystore s to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.
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The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

e Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE UBS. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

¢ Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

e Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore
D:\keystores\FCUBSKeyStore.jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name-?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services
What is the name of your City or Locality?
[Unknown]: Mumbai
What is the name of your State or Province?

[Unknown]: Maharashtra

1-2 ORACLE



What is the two-letter country code for this unit?
[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes
Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
1.2.3 Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

/oraclel/WASG61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ips014dor
Node02

ips014dorCell01 --> <ips014dor> name of the machine and < Cell01>

ips014dorNode02 --> < ipsO01l4dorNode > name of the machine and <Node02>

1.3 Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log in to the WAP console as the user ‘admin’.

13 ORACLE
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On the left pane, expand

‘Security’ and click ‘SSL certificate and key management’. The screen

displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.
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This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to

add a new key to store.
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1.4

5. Specify the following details:

Name

Specify the key store name.

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslIstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.
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1. Under the section ‘Related items’, click ‘SSL configurations’.

The following screen is displayed:
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3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.
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Key Store Name

Select the added key store.
4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Manaqing Endpoint Security Confiqurations

This section explains the process of managing endpoint security configurations.
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1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:
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2. Click the first link under ‘Inbound tree’. The following screen is displayed:
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Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.

SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers
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1. Click the server to which SSL configuration has to be applied. The following screen is
displayed.
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2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.
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3. Against their respective names, the secured connection is available under the column ‘SSL

Enabled’. Click ‘WCInboundDefaultSecure’.

The following screen is displayed:
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4. Click ‘SSL Inbound channel (SSL 2).
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5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the

changes.
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1.7 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

1.8 Certificate Exchange for Two Ways SSL

1.8.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.
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1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > {YOUR KEYSTORE NAME]} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.
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3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

1.8.2 Extracting Certificate for Server2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.

1.8.3 Importing Certificate into Keystore for Serverl

@ Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).
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1. Click ‘Signer Certificates’.

The following screen is displayed:
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2. Click ‘Add’ button to add the certificate of the other server.
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3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.

Eg: \<localfolder>\<serverl.cer>

1.8.4 Importing Certificate into Keystore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.

115 ORACLE



1.85

Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.
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The following screen is displayed.
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Click ‘Signer Certificates’.

screen is displayed.
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2. Click ‘Add’ button to add the extracted certificate of the second server.

The following screen is displayed.
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3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1.8.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.
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1.9 Managing Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.
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1. Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security
configurations’.
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2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.

The following screen is displayed.
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3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.

You can view the settings under ‘Inbound’.
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5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.

1.10 Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER
CONFIG }.
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2. Onthe right side, click ‘Quality of protection (QoP) settings’.

The following screen is displayed.
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3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
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4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making

the changes.

/I New Changes

1.11 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default

password is ‘WebAS’.

SSL port information is available in the following screens.
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1. Click ‘Ports’.

2. The details are displayed as follows.
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1.11.1 Default JAXRS provider settings

1. Navigate to Websphere home page.

2. Expand Servers > Server Types and click ‘Websphere application servers’.
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3. Click ‘server?’.

The following screen is displayed.
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4. Expand ‘Container Services’ under Communications and select ‘default JAX-RS provider

settings’.

The following screen is displayed.
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5. Select JISX_RS Provider version 1.1 from the drop-down list.
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6. Click ‘Apply’ and ‘Save' the changes. It is recommended to restart the servers after making

the changes.
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2.2
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2. Creating Resources on Websphere

Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:

1. Start MQ server console.
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2. On the left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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The following screen is displayed:
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r‘@’ Create Queue Manager |:I®

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOS20 |
[¥]3ake this the default queus manager:

Default bransmission queue:

Dead-letter queus:

Max handle limit: | 236 —

Trigger inkerval; | EEEEEEEEE s

Max uncommitted messages: | 10000 —

) < Back [ Mext = ” Einish H Cancel l

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

4. Click ‘Next’. The following screen is displayed:
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4P Create Queue Manager

Queue Manager

Enter data and log values

CUeUe manager name: | OM_DDHPOSZ20

%) Use circular logging
) Use linear logging

Log file size: (x4kB) | 4096

Log primarsy Files: | 3

Log secondary files: | Z

Data and Log paths

Data path: |

| BErowse, .,

Log path: |

| Browse, .,

< Back ][ Mexk = ”

Einish

5. Click ‘Next'’.

The following screen is displayed:
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4P Create Queue Manager,

Queue Manager

Enter configuration options

QuUeUE Mmanager Name: | OM_DDHPOSZ0

Start queus manager after it has been created
Multi-instance Queue Managet:
[ ]Permit a standby instance

Select bype of queue manager startup

'@' Aukomnakic
{1 service (manual)

() Interactive {manual)

Configures the queue manager to start automatically when the machine starts up.

Create server-connection channel ko allow remote administration of the queue
managet over TCPJIP
[ ]create server-connection channel

|I Finish H Cancel

§. Click ‘Next'’.

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter liskener options

QuUeUE Mmanager Name: | OM_DDHPOSZ0

The gquewe manager needs a liskener to monitor For incoming network, connections,
fFor some nekbwork prokocols,

Create listener configured For TCP/IP

The listener needs ta lisken on a port number not used by any other quewe
manager, service or application on this computer

Listen on port number: | 1414

|I Firish H Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’

The following screen is displayed:
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5
4P Create Queue Manager,

Queue Manager

Enter explorer opkions

QuUeUE Mmanager Name: | OM_DDHPOSZ0

Autoreconneck

Autornatic Refresh

automatically refresh information shown For this queue manager

Interval {seconds): | 15 — | [ Apply Default

Einish ] [ Cancel

2. Click ‘Finish’.
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* Command; crtmagm -sa -q QM_DDHPOS20

ebSphere MO queue manager created.

Directory 'Ti\Program Files\ IBMWebSphere MOQgmarsQM_DOHPOSZ0" creat
The Queus Manager ended for reason 545234625 "

exitvalue = 263455553

& | &

Close the message. The following screen is displayed:
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8. Right click ‘Queue Manager’ and select ‘Start’.

The following screen is displayed:
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10. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’. The following screen is

displayed:

=
Start Queue Manager - "OQM_DDHPO520™

Choose Start Method:
@3
O Start as service

O Start interactive

Mulki-instance Queue Manager:
[ Permit a skandby instance

11. Click ‘OK’.
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2.2.2 Creating Queues
To create queues, follow the steps given below:

1. Start MQ server console.

ORACLE
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The following screen is displayed:
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On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
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3. Specify the queue name. Click ‘Next’. The following screen is displayed:

'0 New Local Queue {=]]2.3 1

Change properties

Change the properties of the new Local Quews

it General

Exterded
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4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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231

Shwwe Dantond bw (aewm Db pet
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5. You can find the new queue name in the list.

Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_MQ_HOME>'. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.

213 ORACLE



2.3.2

2.3.3

2.3.4

2.3.5

2.3.6

Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE' is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

Ending MOQSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the JIMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME' is the
MQ server software installation path.

In this folder, you will find the file ‘JIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/JNDI

Example
PROVIDER_URL=file: ivar/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA_INSTALL_PATH=/opt/mgm/java

export MQ_JAVA_ DATA_PATH=/var/mgm

export MQ_JAVA_ LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch JMSAdmin

@ You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JIMSAdmin.config’ file. Move
to the directory ‘<Websphere_MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the
figure.
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£ 10.180.196.51 - PuTTY

[ + Stopped

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<gcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define gcf (fc_qcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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Once this is created, you need to check whether the .bindings file is available in the path given in
‘JMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JIMS queues for DIRECT queues to post messages. DIRECT queues

require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:

NOTIFY_QUEUE
EMSIN_QUEUE

EMSOUT_QUEUE

SFMS_INQUEUE

SFMSOUT_QUEUE

RTGS_INQUEUE
INTERNAL_BIPREPORT_QUEUE
INTERNAL_BIP_QUEUE_DLQ
INTERNAL_BIPADVREPORT_QUEUE
INTERNAL_BIP_ADVICE_QUEUE_DLQ
INTERNAL_GI_UPLOAD_QUEUE
INTERNAL_GI_UPLOAD _DLQ
EMS_QUEUE_DLQ
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You need to create JMS queues for the above queues as shown in the figure:

#  QUBUE name Queus bype | Openinput count | Open output count | Current queue depth
(=}0EFFERED DEST_OQUELE sl o Jo o |
|=| EL_MOTIFY _DLG Local a i} i}
|=| EL_MOTIFY _REQ_Q Local 1] i} i}
|=| EL_MOTIFY _RES_Q Local 1] i} i}
|=| ELMDE _DLG Local 1] i} i}
|&=| ELMDE_REQ_Q Local i i} i}
|&=| ELMDE_RES_G Local i i} i}
|&=| EMS_ExXTQUELE Lacal a i} i}
=l EMS_IMNGUELE Local z i} i}
=] EMS_OUTQLUELE Local 1 i} i}
|=] MDE_QLELIE Local a i} i}
|=| MDE_QUELE_DLQ Laocal a i} i}
|=| MDE_QUELE_RESPOMNSE Laocal a i} i}
|=| MOTIFY_DEST_QUELE Local a i} i}
= MOTIFY_QUELE Local 1 i} i}
= MOTIFY _QUELE_DLG Local 1] i} i}
|=| RTGS_INGQUELE Local 1 i} i}
|&=| SFMS_INGUELE Local 1 i} i}

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e Db) Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:

1. Install IBM MQ client in a client terminal.

Open the client MQ explorer.

Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.
Click ‘Add’ in the Show/Hide Queue Managers window.

Specify the name of Queue Manager which is created in the MQ server. Click ‘Next’.

L

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI configuration needs to be used in data sources, please refer the vendor specific support
manual and make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.
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4. Navigate to the Websphere home page . Expand ‘Security’ and select ‘Global Security’. The
following screen is displayed.
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5. Expand ‘Java Authentication and Authorization Service’ and click ‘J2C authentication data’.

The following screen is displayed.
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6. Click ‘New'.

The following screen is displayed.
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7. You need to define the connection properties. Specify the following details.

e Alias

e User ID of the Database

e Password of the Database
e Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link appears in
the top.

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.
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2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.
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3. Select ‘Node’ from the dropdown list.

Click New, The following screen is displayed:

O WetSchers bntugratad Sl %

€ B Wi /I 0 oracie oMM v/ o Lecire et ogen do T8 3 & 4 D

WesSgden

in-mmn

* welieme

- Fiaid halp
> Gultnd Activivies Far fmls hals informatize,
i Servers . 3 aniact & fiedd Labal or list
s ' ] marhar shan the hels
& Aggiizatians cumar i deplayed.
- Fat he bawt waliguretion valoas of 8 JOBC provader, wheh snsssulstas (he |
B ayviees apactic vandor JDDC driver implamestation clesses that are required i access
= Rasvsrces Ch dMASae, Tha wianed Al i tha same snd the Seecripbon Balie. tut vau
can type Sfiwrent veluws
* Schadiian
T O0eet peel menagers Scote
& ve sutin1ulaad 201D Mo T Col maden 103413011 T4od €O parvary sarverd
= 08C

* 10eC srviews
* Dz ssarae
Ot srurews (WebSohare Spphice

* Database byp

Servwr V4 . Provde
s
# Asynchrinous baars . eation 2
i Cactw vezansen IWWN dea uwulgl
* Mal
UL A
e Raerrerin Ervirensare R T O
& Sezanty Dascrustion
- Orede JOBC Driver
'+ Bmvenamant
i .
i+ Users sz Greps
T WA e ey aed Ty
& Trasklnaboormg

35 ORACLE



4. Specify the following details:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | Connection pool data source

Name FCUBS
Description FCUBS JDBC Driver
5. Click ‘Next'.

The following screen is displayed:
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8. Provide the location of ojdbc6.jar. Click ‘Next’.

Note :If ojdbc6.jar is not available at your Websphere server, then copy them into your server
(eg: path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command

export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WAS9/lib;)Then give the “Directory
location for ojdbc6.jar which is saved as Websphere variable
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${ORACLE JDBC DRIVER PATH}" as /scratch/app/WAS9/lib

The following screen is displayed.
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7. Click ‘Finish’.

The following screen is displayed.
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2. Click ‘Save’.

3.3.3 Creating Non XA Data Source

Follow the steps given below:

8. Login to the application server administration console.

10. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.
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11. Select “Scope’ from the drop-down list.

Click New, The following screen is displayed.
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12. Specify the data source name as ‘FCUBS DS’.

o

# INDI name

13. Specify the INDI name as ‘jdbc/fcjdevDS’.
14. Click ‘Next'.

The following screen is displayed.
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15. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next.
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16. Specify the URL of the Database

Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@ @//10.10.10.10:1010/KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV?2
the instance name.

17. Select the data store helper class as ‘Oracle11g data store helper’.
18. Click ‘Next’. The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.
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19. Click ‘Next'.

The following
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20. Click ‘Finish’.
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21. Click ‘Save’.
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22. Following steps needs to be followed only for Non-XA datasources

23, Click on the newly created Non-XA datasource, in our example “FCUBS DS”. The following

screen is displayed
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24. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”
on the right side.
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25. Select the checkbox “Non-transactional data source”.

26. Click Apply button and Click Save link.

@ Note the following

You need to create another data source for Oracle FCUBS with the JNDI name ‘<Non-XA
FCUBS HOST JNDI name>_ASYNC'. For example, if the Oracle FCUBS HOST Non XA
data source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source
for FCUBS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a
corresponding ASYNC data source with the JNDI name ‘<Non-XA FCUBS BRANCH
JNDI name>_ASYNC'.

You need to create another data source for Oracle ELCM with the JNDI name
‘ENTITY_ID JNDI name>_EL’. For example, if the Oracle FCUBS HOST Non XA data
source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for
FCUBS with the JNDI name ‘jdbc/fcjdevDS_EL’. Ensure that the check box “Non-
transactional data source” is unchecked for ELCM data source.

Tthe following are the list of datasources that can be created depending on the
requirement. Please refer to the document Resources_to_ be_created.docx for more
information -

Purpose Datasource Name JNDI Name

FCUBS FCUBS Data source jdbc/fcjdevDS

SMS SMS_Datasource jdbc/fcjdevDSSMS

VAMS VAMS DATASOURCE jdbc/fcvamDS

Gateway FLEXTEST.WORLD FLEXTEST.WORLD

Async data source FCUBS DS _ASYNC jdbc/fcjdevDS_ASYNC
Scheduler Scheduler_Datasource jdbe/fcjSchedulerDS

3.3.4 Testing Data Source

Follow the steps given below:
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https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701399647&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701699264&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701755465&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1508149909148&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504691752011&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

1. Select the data source as shown in the figure.
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2. Click ‘Test connection’ button.

_vanage state._|

On successful creation, the following message is displayed.
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3.3.5 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’.
The following screen is displayed.
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3. Select ‘Node’ from the drop-down list and click ‘New’ button.

The following message is displayed.
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4. Specify the following details:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

XA data source

Name

FCUBS Oracle JDBC Driver (XA)

Description

FCUBS Oracle JDBC Driver (XA)

Click next, the following message is displayed.
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8. Specify the location of ojbc6.jar and click next.
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Note :If ojdbc6.jar is not available at your Websphere server, then copy them into your server

(path: /scratch/app/WAS9/lib) and run an export of the jar .

(Eg.in putty run a command

export ORACLE_JDBC_DRIVER_PATH=/scratch/app/WAS9/lib;)

Then give the “Directory location for ojdbc6.jar which is saved as Websphere variable

6. ${ORACLE JDBC DRIVER PATHY}" as /scratch/app/WAS9/lib

The following screen is displayed.
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7. Click ‘Finish’.

The following screen is displayed.

322 ORACLE



[ & B hitpe ol 20837 in erachecom O L ) (omanin/ e um v sbagon.ds

[ view: i aekn = T —= ——1 re——
. waliome Fiuid boip |
imm o Nestages For fieid halz wiermasan, i
* Senvens { bmugu frave Besn made tz= your local configuration. Yoo cemi :ﬁ‘;::':.'&;‘ .;:‘L:’_
F Apgtcatuee | 8 Zgy dowstly to Bne master configoraten cwnar s desteved. i
i rioes ‘ 8 naypien changes bafore savng ar ciscarding. Pege belp
= Rascurces Hara informatian ARat
* ashedalets B The sarver mey need 1o ba resated for thase aogas b0 take efled, iz 2age
Ot poal mamapeny Command Acsistaece 3
e JORC praviders i gduniatratice 9
= J0nc ESNRUOS semmpnd foe Lo
™ | Use this sage 1o adit p et of » JOBC pe The 108 det object lotas the speofic JDBC Ak
8 L:oc M 9 driver implementation daes for Bcoess bo the sRechic sendor datatane of yone BMGNMEns, Leam more shout ]
= WS Setas = thiz taak in » Queded acin By A guided scivey provides a liat of tazk steos and more genersd informaticn
Dats yowrtns [vebGehore Arvline about the tagic.
Darvwe L4
A=y o s Calleal 4 " . M
e Asyechienavs baane Foope 10aclies tha level st ahich the resowos definfion is visidle, For
& Cotha lnaturces Setailnd mécrenation ca what sxcpe e and haw it sarke. gas the soce
i Mol astting hals,
W oune
WSOEG LD | Medaverss220137N0de01. Sarvarerarva [=]
 Securey
# Sl
4 Syatem sdnmintravee 15
3 Unees and Grougs |
W Maninedng and Tewng S . 2
o Tavblusbosting M -
. o . . dw=ch d Owrby embaedded nom XA -
H ‘ ’
2. Click ‘Save’.

3.3.6 Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.
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3. Select ‘Scope’ from the dropdown list and click ‘New’ button.
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4. Specify the following details:

Data source name

FCUBS Scheduler Data source

JNDI Name

jdbc/fcjSchedulerDS

Click next, the following screen is displayed.
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8. Select the option ‘Select an existing JDBC provider’ and choose ‘FCUBS Oracle JDBC
Deriver (XA)’ from the drop-down list and click next.

The following screen is displayed.
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6. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle: thin:@10.10.10.10:1010:KERDEV?2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV?2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next'.

The following screen is displayed.

Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.
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8. Click ‘Next'.
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The following screen is displayed.
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10. Click ‘Finish’, the following screen is displayed.

wacioe
U b W Mexzages
| Seners
| = A5 Chenges ireve been made b your ol configeretion. Yeu ten!
ARt B 2acn drectsy ta the master canfigeration,
+ Services B Basipy enges Saliew sauing w discandng. - |
= Mmaources
® Shadiine V0t hwrvnr mp amd o b smabarind for Vhase dhangas e Inke sfiaer,
¥ Otgust porl mavegeey
# v .
= Joec
»

Use this pepe to a2it the settings of & datascusce that i3 szancsted with your setected JOOC provder. The catassure object wupobes
e win for e 1= Lanm mane st the taek 0 & Guded 2ty A guded actieny
wronsden o 1t of taak shais and e germinl Aaimation o baut the e

- * (atiphen dgyl
Lo 4 = Sccpes Celeoh e d e
B e & Pas the leval &t which th defirition be. Fiv Sutaied miwrmation
- Ghw Spec e -l - wlaune e LS . b £ - il
RAmcioysom biets e Wil Berom @ and Wow i rks.
1 Cache atazces
N T e |
B
& Rerrarce Evoreeare & Profererime
Py o I Mo | Osiwte | Tustzennecten | Manege state. |
v Serenen E L o) :r-?
Sertwry azeinistretion :
- Selazt Name & | 01 rame = | Semee T | Provider T Dmmiripgon T Category &
»uum-lb-.j < Wiw o i the tai - -
0 T ' 0 E iR i ’
*_
H ‘ ’
11. Click ‘Save’.

The following are the list of XA datasources that can be created depending on the
requirement.Please refer to the document Resources_To_ Be Created.docx for more

information-
Purpose Datasource Name JNDI Name
Schedular Schedular_XA jdbc/fcjSchedulerDS
FCUBS FCUBS DS_XA jdbc/fcjdevDS_XA
Branch FCUBS DSBranch jdbc/fcjdevDSBranch
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https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701399647&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=925542024&EditAction=true&refId=DataSource_1504701699264&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration
https://ofss222771:9043/ibm/console/dataSourceCollection.do?csrfid=-917680048&EditAction=true&refId=DataSource_1504691829165&contextId=cells%3Aofss222771Node01Cell&resourceUri=resources.xml&perspective=tab.configuration

3.3.7 Testing Data Source

Follow the steps given below:

Select data source as given below.

e ¢+ A 4D

s v - [ Medemctuezaosarnose0s, Sevmemsarvars (=] [
* mecane. ‘ s ¥
b Ot Ackanes : r— i T E
+ Servers | [ Mem.. | Oslete | Test sonmectan || Manege stase A
S — "
# sashcitions | BT TR o
G Saivives [ ] seee mame 2 MOtrame S Wope O vz AC Compy S | o
o - L
" Zohtales [ BECEELSOEL | RETETWORD 3 hoded Srmon i b
& Cugent pasl maragees | = 108 Datasouce
PRI e trver
PRLLS ‘ 1} \
* 68T ymeden I ERSETRATIARALD  FOSSTEET.WORLD IMNsded | Oracle ow J0SC
® Duts sarzen L |
® Gotg ssines [mekphere Asatzanias Ortver {X4)
Ko W1
B Rasace Adugosny 4 + . 3 4 +
* Aaymchiveens basmy ¥ futehedyses  sibutys o " | Gracle Waw TORC |
#* Cache lnatancer uﬁ"m’ wr
e
Wom I - B
L e M ade0s | Qracle Mew JOBC
- 2 pho Carsscurie
Sy Crivne (XA}
4 Sevireamanr
& Systor siveriaitaties ' %
W ey and Oeane - =
“‘ - ‘I* .

Click ‘Test connection’ button. The following screen is displayed on successful creation

|
# Ouced Activmes | Py P ’
= Ssere | (1} The sesr coretion opeinnon for data sawre Skched @l an server garvml ot nede -
+ AggAczatiens | U Maded ] was putmanhyl
- Servienn |
i Ressarcen | Dete yourcey > fepScheduleros
. Soradaters Ute this cage 1o adk e semnge of 3 detasscrce hat & sasccated WiN your selected JDBC srovden. The datascuice object aupsles your L
® OMarsaal managed ot s
v #] | cardguatien
e IDRC |
0B prveniery .
S Ddts sanirsas  Tost cansaitioe l ‘
D 10wses [webSphers Apslicarer -
Savene Vel
W Rassarcs Afagtacs Conwral Prupertios Asderenal iias
B AscAresses baans * Scope .
RN s
::‘::""""- [enba a2 291 7T od e [ Call modesn iz 220 13 Thoded 1 aerwers erver | Toperve
o gfoad g Apcicacon Setver
W Rearerc Breroorest e el e L AATA Sauat
. 3 Al o b L.
& Secanty * Mame " Satom
W Envinament RSSeaieDS aapartien
# Tgaters sdwiviematioy 201 neme
& Urers wnd Oroves 0 3
e e e e i =5 Fabatad Tomme
e — -
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3.4

34.1

Creating JMS Resources

Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:.{Port}/console
Eg: https://10.10.10.10:1010/console
In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

The following screen is displayed:

e

.l WisSphate [ntegeeted Sokton.. x

-
& P B 10tpo/ 10180133190 9041 ey samacie/ logon g ! Q eann T8 3 & 4 - -0 =

= Solutions Console

HI
Uses 1D

) =
| I Passnord

_ togin_ |

/"\) /—\){\J WebSphere Integrated

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere Home page .Expand ‘Resources’ and select ‘JMS’. Click ‘Queue
connection factories’. The following screen is displayed.

N Echudiurs
N Opect pool messgens
= INS

IS providers
Cymactian hectymes
Quense crnemstian factrma
Yoz tovrestion fetterme
Qrvuns
Tapizs

Achivatien specfcatiens
» 10RC
* Ressurce Azezters
= Asynchrensus beass
& Cache Wtances
weal
UL,
(2 Ressurce Snvinanem
i Bacarity
+ Beveanmart
W Symew sdmmisuatisn
b ners ad Greups
+ and Tuning e

A guewe cornection fectery 1 uawd to crwete to the d Ins

deatinaticon, for pot-to-ocint messeging.
W Scope: Celi=afaxil0220NoSe01Call

Zcope apectiivn the lavel st which the resccrce defintion e staibde. for
dutaiind mformution on what scope s and bow it works, pey the scooe
atings halp,

| carsntsszzo23sn0da0 1 Coil -]

# Preferesces

dar of the IN3 queus

SRTI

Salutt| Kume AND) marrwe &

| Wone

| Teusto

Foeld belp

For fald halp informatian,
anlect a flald lasel or das
marker whan the hels
coraor is daplayed,

Page bhelp.
Morm information abaut
this cags

B i i' ’

8. Select ‘Scope’ from the drop down list and click ‘New’ button.

The following screen is displayed.
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& WebSphere Integrated Solu., x

& 8 ipc/ 20188133390 S04 i comule/ogn. dolachione s

l View: AU tashs
* Walzzre
i Galded Acuvian Deewe coaneclion faclenes > Select WS resource proveder
- Servers Scope wallainfaallDl SSmude Cal
I+ Aoplicavons
% Services Salect the provider with which 10 crusle the Queve conmection factory. The folowing provwderns sugpon
8 G ha salectad resaurce bype and are avaiable ot the selectad sope.
= Resawrzes
" Eheibiiurs °
N Otpect pool mesagens | Dafault messeging proveder
S L4 b ng

NS prouders T e

* Cyrmactian hctares =] |’.&-'I| Carced l

Quene cxnemstien facterma
Yapie sovrsstion fertarms
Qv
Tapizs

Achivaten specfcatiens
R
# Messurce Azeztens
= Asynchrensus Sesas
& Cache Wtances
Nl
w uRL
{2/ Reasurce Smdinansm
i Secarity
i Birasmast
e -
T Uees ot Grovpe
N -

By

Fiald halp

For field help néormation,
salact & flelc label or list
macker when the halp
cursor is Seclaved

Page halp
Hcre ioéormation about
tha pezs

8. Select ‘Websphere MQ messaging provider’ and click ‘OK’.

The following screen is displayed.
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& WebSphere Itagrated Solu., x

€ 8 1ipe /30188133390 5043 by comnlelogn. dolarhone seoire A A4S -0 =
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Quense cenews tian facteroms

Yapic eovrestion fertarms
Cormuns

Tapics

Achivatien specRcatiens
ERECS
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i Secarity
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i iy sl Yidiy -2

Sy

7. Specify the following details:

Name NotifyDestQCF

JNDI Name | NotifyDestQCF

Description NotifyDestQCF

Click ‘Next’. The following screen is displayed.
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2. Set the options as shown in the figure. Click ‘Next'.

The following screen is displayed.

T8 4G -0

S S

4, GuMded Acuvtiar Custom WebSphers NQ connaction o

o ~ For fald help informaten,
i+ Agplicetons sulett w fald label or ket
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¥OU WER T0 cOnnest to.
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|Qm_ooHPoss0

= Feeiee
¥ Tchadalen
B Oktwat posi masagers
= INS

INT graviaecy

Camectizn hczanes

QU Tansartian HCTEre =
TORE cHNDACHEn facterey
[T

Tapirs

AsTvation e Acatiam
= J0OC

® Auscurce Adepters

& Azynchrenses Sesvs

‘s Cache stances

= Nl

= UL

# Asssurce Envirznnem

e

Specify the queue manager name ‘QM_DDHP0520’. Click ‘Next'.
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e
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8. Specify the following details:

Host Name

10.10.10.10 (Host where Websphere MQ is installed)

Port

1010 (Web sphere MQ port)

Server Connection Channel

SYSTEM.DEF.SVRCONN
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10. Click ‘Test Connection’ button.

The following screen is displayed:

Test connection result

Test conne

result

Test connection result

ep 1: figure
basic attributes

details

Step

connection
result

Step 4: Summary

Result of testing the connection

to WebSphere MQ.

& connection was successfully made lz‘
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12.

The following
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Click ‘Finish’.
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3.4.2

13
14,

15.

Click ‘Save’.

Similarly, you need to create the all queue connection factories mentioned in the document

“Resource To be Created”

Make sure that the checkbox “Support two phase commit protocol” is un-checked when

creating FCM_QCF as JNDI name.

Creating Queues

Follow the steps given below:

1.

2.

Expand ‘Resources > JMS’ and click Queues.

Select ‘Scope’ from the drop down list. Click ‘New’.
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& WebSphere Itagrated Solu., x
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3. Select ‘Websphere MQ messaging provider’. Click ‘OK’.
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# sers and Crocgre
e e e — .
Specify the following details:
Name NOTIFY_QUEUE
JNDI Name NOTIFY_QUEUE
Description NOTIFY_QUEUE

NOTIFY_QUEUE on Websphere MQ to which the
gueue needs to be mapped

Queue Name

Queue Manager or Queue
sharing group name

QM_DDHP0520

4. Click ‘Apply’.
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5. Click ‘Websphere MQ Queue Connection Properties’.

The following screen is displayed.
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8. Specify the following details:

Queue manager host 10.10.10.10 (IP address of the MQ server)

Queue manager port 1010

Server Connection channel SYSTEM.DEF.SVRCONN
name

7. Click ‘Save’.

The following screen is displayed.

£ intagrated Satatuce Covaas  Windoen Sowramt {aphon:

‘) "R + oo s - o fevemalon v o~

o S Lo g = Nlam o

8. Similarly, you need to create all the queues mentioned in the document “Resource To be
Created”.

Creating Message Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

’ of T 1 Corp, 4387, FO4L A
Fraparty of 10M (c) Copyright Covp, jds

Licanced Matwrals
Rights Neswrved. mhmm-.@m-:

wvailabla on the Wak ot On bt sned

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page .Expand ‘Servers > Server Types’ and click ‘Websphere
application servers’.

The following screen is displayed.
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5. Click ‘server?’.

The following screen is displayed.
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6. Expand ‘Messaging’ under Communications and select ‘Message listener service’.

The following screen is displayed.
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7. Click ‘Listener Ports’.

The following screen is displayed.
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8. Click ‘New'.

The following screen

is displayed.
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8. Specify the following details:

Name

NotifyMDB _ Listener

Description

NotifyMDB _ Listener

Connection factory JNDI name | NOTIFY_MDB_QCF

Destination JNDI name

NOTIFY_ QUEUE

Maximum retries

1

10. Click ‘Apply’.

The following screen is displayed.
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12. Select ‘Notify MDB_Listener’. Click ‘Start’.

The following screen is dosplayed.
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13. Similarly, you need to create the following listeners:

MDB_Listener

NotifyMDB_Listener

RecordingMDB_Listener

ELMDB_Listener

ELNotifyMDB_ Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Listener Name Listener QCF Listener QUEUE
Name

GWMDB MDB_ Listener MDBQCF MDB_QUEUE
GWNotifyMDB | NotifyMDB_ Listener NOTIFY_MDB_ | NOTIFY_QUEUE
Bean QCF

RTGSInMDB RTGS_Listener RTGSQCF RTGS_ INQUEUE
SFMSInMDB SFMS_Listener SFMSQCF SFMS_INQUEUE
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ELGWMDBBea | ELMDB_ Listener ELMDBQCF ELMDB_REQ_Q
n
ELNotifyMDBB | ELNotifyMDB_Listener EL_NOTIFY_Q | EL_NOTIFY_REQ_Q
ean CF
EMSINMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE
BipReportMDB | BipReport_Listener BIPQCF INTERNAL_BIPREPORT_QUE
UE
BipAdviceMDB | BipAdvReport_Listener | BIPQCF INTERNAL_BIPADVREPORT_
QUEUE
GlUploadMDB | Gi_Upload_Listener GI_UPLOAD_Q | INTERNAL_GI_UPLOAD_QUE
CF UE
PMScheduler PMSCH_Listener SchedulerQCF SchedulerQueue
PMGateway PMGW__Listener PM_GW_QCF PM_GW_REQ_QUEUE
FCMCore FCM_RECEIVER_ FCM_QCF FCM_RECEIVER
Listener
FCMCore FCM_BULKER_ FCM_QCF FCM_BULKER
Listener
FCMCore FILE_PROCESSOR_ FCM_QCF FILE_PROCESSOR
Listener
FCMCore pymtGatewayResQ _ FCM_QCF pymtGatewayResQ
Listener
Here,

e MDB_Listener is mandatory for Gateway MDB applications

e PMGW_Listener is mandatory for Payment Gateway MDB applications

e PMSCH_Listener is mandatory for Payment Job framework applications

e FCMCore related listeners are mandatory for FLEXCUBE Messaging.

e All others are required for FCJ Applications embedded with Scheduler and ELCM
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4.1

4. Default Settings for Web Sphere

Libraries for PMGateway Application

To deploy the PMGateway application, Following steps need to be performed

1. Copy runtimel2.jar from database servers ORACLE_HOME/sqlj/lib to application servers
library path (WAS_HOME/lib/ext)
2. Create a global shared library containing the following file:
a. eclipselink.jar

Find this file in the
‘TOPLINK_INSTALLATION\oracle_common\modules\oracle.toplink_ver_no’ directory created by
the TopLink quick installer.

e For step 2 Kindly Refer the document Toplink_IBM_WAS_setup.doc
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5.1

5.2

5. Configuring Mail Session on Websphere

Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE to generate and send passwords to the users via e-mail.

Creating Java Mail Session

To create Java mail session, follow the steps given below:

On the left pane, expand ‘Resources’ and select ‘Mail’.
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1. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.

The following screen is displayed:
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2. Click ‘New’ button to create a new mail session.
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3. Provide the required information. Sample details are given below for your reference.

General Properties

Name FCUBSMail

JNDI Name mail/FCUBSMail

Outgoing Mail Properties

Server <HOST_MAIL_SERVER >

Protocol Smtps

4. Click ‘Custom Properties’ link to configure the custom properties.
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The following screen is displayed.
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5. Click ‘New’ button to create new custom properties.

The following screen is displayed.
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6. Specify the information required for creating custom properties. Sample details are given

below:
Name mail.smtps.host
Value <HOST_SMTPS_MAIL_SERVER>
Type java.lang.String

The custom properties are given below:

Name

Value

Type

mail.smtp.host

<HOST_SMTPS_MAIL_SERVER>

java.lang.String

mail.smtp.port

<SMTPS_SERVER_PORT>

java.lang.String

mail.host

<HOST_MAIL_SERVER>

java.lang.String

mail.smtps.auth

TRUE

java.lang.String
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Click ‘Save’ to complete the configuration.

@ The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

e SMTP_HOST

e SMTP_USER

e SMTP_PASSWORD
e SMTP_JNDI

You can update this using Oracle FLEXCUBE UBS Installer.
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6. Annexure

Ensure the following settings before deploying the application:

6.1 IBM Websphere Server - Increasing Heap Size

1. Go to ‘Server > Application Servers’ and select the ‘server_name’

2. Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

3. Modify the initial heap size and maximum heap size appropriately based on the load size

6.2 IBM Websphere Server - Transaction Service Properties

1. Go to’ Server > Application Servers’ and select the ‘server_name’

Choose ‘Container Services > Transaction Service’

Change the total transaction lifetime timeout appropriately

BowmoM

Party content, products, or services.

6.3 IBM Websphere Server — ORB Service Configuration

1. Go to’ Server > Application Servers’ and select the ‘server_name’
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2. Expand ‘Container Services’ and click ‘ORB Service’
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4. Click ‘Save’.
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