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1. Introduction

The Oracle Web Services Manager (WSM) Policy Manager is the security and management policy
lynchpin for Oracle Fusion Middleware 11g Web services. It provides a policy framework to manage and
secure Web services consistently across your organization. Oracle WSM can be used by both
developers, at design time, and system administrators in production environments. The policy framework
is built using the WS-Policy standard

The following list provides examples of specific tasks that you can perform using Oracle WSM:

e Handle WS-Security (for example, encryption, decryption, signing, signature validation, and so
on)

e Define authentication and authorization policies against an LDAP directory.

e Generate standard security tokens (such as SAML tokens) to propagate identities across multiple
Web services used in a single transaction.

e Segment policies into different namespaces by creating policies within different folders.
e Examine log files.
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2. Prerequisites

This document assumes that the following software are installed and configured properly.

e Oracle SOA Suite 11g

e Oracle Weblogic Server 11g

e Oracle Web Service Manager 11g which comes along with Oracle SOA suite 11g
e eviware soapUI3.0.1 (For testing the web service with policy)

Gateway EJB and Gateway Web Services has to be deployed on weblogic server before attaching
policies.

For gateway EJB and gateway Web services deployment please refer to Gateway Installation guide.
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3. Installation

For the installation of Oracle SOA 11g and Oracle Weblogic 11g please refer to Installation Guide for
Oracle SOA Suite and Getting Started With Installation for Oracle Weblogic Server respectively.
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4.

The following policy which have been tested with FLEXCUBE services :

e policy:oracle/wss_username_token_service_policy

e Please follow the procedure mentioned to attach a policy to the web service.

Navigate to the Summary of Deployments page.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Q

=Summary of JDEC Dat

Welcome, weblogic | Connected to: soa_domain

Attaching policies to the Web Service

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain -
tH-Environment

£
{ --Deployments ]
E

—HServices

t--Data Sources
—Multi Data Sources
*—Data Source Factories —
—Persistent Stores
r--Foreign JMDI Providers
Work Contexts
~-XML Registries
~-XML Entity Caches j

]

How do L.

® Install an Enterprise application

Configure an Enterprise application

Update {redeploy) an Enterprise application

Start and stop a deployed Enterprise
application

Monitor the modules of an Enterprise

application

=Summary of Def s =build =Summary of
ummary of Deployments

ents = FCUESCoy S
Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Instaled
applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name
and using the contrals on this page.

To install & new application or module for deployment to targets in this domain, dick the Install button,

B Customize this table

Deployments
Install 7 - Showing 1 to 10of 26 Previous | Next
Deployment
[ | name & State | Health | Type Order
O @F\GﬂdaDtEl' Active | @ Ok | Resource Adapter | 324
. — Enterprise
g v Sk
O | = Bbabui Active | & 0K Application 3
O @Dbﬁ\daDtEl' Active | «? 0K | Resource Adapter | 322
— Enterprise
=g v el
[ | ® EBpefaultToDoTaskFlow Active | % OK Application 314
O @Dms Application {11.1.1.1.0) Active | % oK | Web Application 190

1. Expand the web service application and click on Web Services link.
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Update {redeploy) an Enterprise application

Start and stop a deployed Enterprise
application

Monitor the modules of an Enterprise
application

Deploy EJB modules

Install @ Web application

Health of Running Servers

[ Faled@®
[ citieal (@
li CQverloaded (0)
Ii Warning ()
I ok (2

System Status =]

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain

B-Environment

--Deployments

rvices

'Messaging

EH-IDBC

t--Data Sources
-Multi Data Sources

--Data Source Factories —

—~Persistent Stores

F--Foreign JNDI Providers

-~Work Contexts

--¥ML Registries

—-XML Entitv Caches ﬂ

[+

O Active | 90K | Resource Adapter 322
. Enterprise
= W
[ | ® BpefaultTaDoTaskFlow Active | @ 0K Application 314
O @DMS Application (11.1.1.1.0) Active | %* oK | Web Application 150
. Enterprise
£
O | ®Bem Active | @ 0K Application 400
. . Enterprise
[0 | = FBrcussceyservice Active | ¥ oK Appication 100
[ Modules
@FCUBSCcySErVice Web Application
ElElBs
Mone to display
[ Web Services
( {f@FCUBSCeyService ] \Web Service
[ | [@FileAdapter Active | %* OK | Resource Adapter | 321
. . Enterprise
£ AW .1.0.0, L
O|= EFMU Welcome Page Application {11.1.0.0.0) Active | % 0K Application 150
| Active | % OK | Resource Adapter | 325

Inztall || L

2. Navigate to the Configuration tab.

ORACLE WeblLogic Server® Administration Console

m Home Log Qut Preferences Record Help

Home =Summary of Deployments

kY

Deployments »FCUBSCoyService =Summary of Deployments = FCUBSCoyService

Settings for FCUBSCoyService

Overview | Configuration | Security | Testing

Showing 1to 100f 26 Previous | Mext

Welcome, weblogic | Connected to: soa_domain

J/_EJB_Bean =Summary of Deployments =build =Summary of Deployments =FCUBSCoyService »Summary of

How do L.. 8

# Startand stop & Web Service

» View the Web Service configuration

* View the WSDL of a Web Service

3. Click ‘WS-Policy'.

A Web Service is a set of functions packaged into & single entity thatis available to other systems on & network, It is implemented using a
Java Web Service (JWS) file, which is a Java dass that uses JWS metadata annotations to specify the shape and behavior of the Web

Service,

This page displays the general configuration of a deployed Web Service, such as the name that appears in the Deployments table of the
Administration Console, the name of the WAR or JAR file in which it is packaged, and name that appears in the WSLL that describes the Web

Service.

Deployment Name:

Module Name:

Service Name:

FCUBSCryService

FCUBSCeyService, war

FCUBSCcyService

The name of the Web Service as it appears in the
Deployments table. More Info...

The name of the Web Service archive file, either a WAR
file or EJB JAR file depending on the Web Service
features itimplements,  More Info...

The name of this Web Service. This name appears in the
WSDL file that defines the public contract of this Web
Service.

More Info...
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ORACLE



Configuration editing is enabled. Future

modify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure
soa_domain
FH-Enviranment
--Deployments

'Messaging

EHI0BC

+--Data Sources

-Multi Data Sources
--Data Source Factories
—~Persistent Stores
r--Foreign JNDI Providers
~~Work Contexts

~-¥ML Registries

—-XML Entitv Caches

How do L.

® Start and stop 2 Web Service
View installed Web Services
View the WSDL of & Web Service
Monitor a Web Service

Install a Web Service

System Status

Health of Running Servers

Change Center
View changes and restarts

Configuration editing is enabled. Future

modify, add or delete items in this domain.

changes will automatically be activated as you

Domain Structure

s0a_domain

E-Environment
--Deployments

EF-Services

Messaging

EH-1DBC

t--Dats Sources

ulti Data Sources
--Data Source Factories
—Persistent Stores
r--Foreign JMDI Providers
—Work Contexts

--XML Registries

XML Entitv Caches

=

How do L..

Settings for FCUBSCcyService
Cverview | Configuration | Security | Testing | Monitoring

General | Handlers | WsDL Port Compaonents

Save

Use this page to view the general configuration of this Web Service, such as the type of archive itis packaged in (WAR or EJB JAR), the file
that contains the Web Service implementation, and so on.

Name: FCUBSCcyService The name of the Web Service, More Info...

Description: {Mo value specified) Spedifies the description of the Web Service. More
Info...

‘Web Service Type: JAX-WS 2,1 The Web Service Type (JAX-WS [ JAX-RPC). More
Info...

Implementation Type: VAR

Implementation Source: FCUBSCcyService.war

@ WsDL Publish File: Flag that specifies whether to publish the WSDL of the
deployed Web Service for JAX-RPC Web Services, Note
that ] Web Services always publish the WsDL.

Valid values indude true or false. If set to true, then the
server returns the WSDL upon request using the URL
format: service_address?WSDL. If false, then the server
returns a 404 code because the WSCL is not available.
The WSDL file is defined by the <wsdl-file> element in
the webservices, xml descriptor.  More Info...

4. Select web service end point of the web service.

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences Record Help Q ‘Welcome, weblogic | Connected to: soa_domain

Home =Summary of Deployments
Deployments = FCUBSCo:

EIB_B=an =Summary of Deployments =build =Summary of Deployments = FCUBSCoySarvice =Summary of
=ployments = FCUBSCoyService

Settings for FCUBSCoyService
Cverview | Configuration | Security | Testing | Monitoring

General | Handlers | WSDL | WS-Policy || Port Components
This page lists the policy files that are associated with the endpoints and operations of this WebService. The operations are listed below the
endpaint - click on the + sign to view them. Click on the endpoint or operation name to configure an associated policy file. For example, you

can specify that the palicy file applies only for inbound (request) SOAP messages, and o on .

WS-Policy Files Associated With This Web Service

Showing 1to 1of 1 Previous | Next

Service Endpoints and Operations % Policies

FCUBSCcyServiceSEL |

Showing 1to 10f 1 Previous | Next

5. Select OWSM web service policy and navigate to the next page by clicking on ‘Next'.

43 ORACLE




Change Center
View changes and restarts

Configuration editing is enabled, Future
changes will automatically be activated as vou
modify, add or delete items in this domain.

Domain Structure

soa_domain =
E-Environment
--Deplayments
[H-Services
Messaging
E-IDBC
t-Data Sources
Multi Data Sources

“--Data Source Factories b

~-Persistent Stores
r--Foreign JMDI Providers

XML Entity Caches j

ORACLE Weblogic Server® Administration Console

@ Home Log Qut Preferences Record Help Q Welcome, weblogic | Connected to: soa_domain

=Summary of Deployments
ments = FCUBSCoyServic

EIB_B=an =Summary of Deployments =build =Summary of Deploymants = FCUBSCoyService =»Summary of
ummazry of Deployments = FCUBSCoyService

Configure a WebService policy

Next | [ Finish | cancel
Configure the Policy Type for a Web Service
Use this page to configure which kind of policies {WebLogic or OWSM) this Web Service will use,

Mote: Once you have added a policy to this Web Service, you will only be able to add policies of the same type unless you remove all of the
policies from this Web Service's endpaints and operations first,

Which kind of Web Service policies should this Web Service use?

O &5 weblLogic

l@ a5 owsmM I

How do L. =

* Associate a WS-Policy file with a Web Service

Et-Services

Messaging

E-IDBC

t-Data Sources
-Multi Data Sources
-Data Source Factories —
—Persistent Stores
F--Fareign JNDI Providers

XML Entitv Caches j

How do L.. 8

® Associate a WS-Policy file with a Web Service

View the S0OAP message handlers of a Web
Service

View the WSDL of a Web Service

Start and stop a Web Service

Monitor & Web Service

System Status B

Health of Running Servers

[ Faled@
[ critical (@)
li Cverloaded (0)
Ii Warning (0)
I ok (2)

7. Update the plan.xml.

6. Select policy:oracle/wss_username_token_service_policy and click on finish.

The Available Endpoint Policies window lists the WS-Palicy files that are available for you to associate to the Web Service endpoint, Use the
arrows to move a file to the Chosen Endpaint Policies table, then dlick OK to activate your update.

Service Endpoint Policies

@g Service Endpoint Policies:

Available Endpoint Policies Chosen Endpoint P¢

policy:orade fhinding_autharization_denyall_palicy J
policy:oracle binding_authorization_permitall_policy

policy:orade fhinding_permission_authorization_policy

policy:oracle fwss 10_message_protection_service_policy

policy:oracde fwss 10_saml_token_service_palicy

policy:oradefwss 10_saml_token_with_message_integrity_service_policy

policy:orade fwss 10_saml_token_with_message_protection_service_policy

policy:orade fwss 10_username_id_propagation_with_msg_protection_service_policy

policy:orade fwss 10_username_token_with_message_protection_service_policy

policy:oracle fwss 10_x509_token_with_message_protection_service_paolicy

policy:orade fwss 11_kerberos_token_service _palicy
policy:oradefwss11_kerberos_token_with_message_protection_service_paolicy

policy:orade fwss11_message_protection_service_policy
policy:oradefwss11_saml_token_with_message_protection_service_policy «
policy:oradefwss11_username_token_with_message_protection_service_policy
policy:oradefwss11_x509_token_with_message_protection_service_policy

policy:orade fwss_oam_token_service_policy

policy:orade fwss_saml_token_bearer_over_ss|_service_policy

policy:oracde fwss_saml_token_over_ssl_service_policy

D i n_over ssl_service polic

] JJ ]

Back | Mext

Cancel

al
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soa_domain
BH-Environment
--Dieployments
EF-Services

t--Data Sources
~Multi Data Sources

~Persistent Stores
+--Fareign JMDI Providers
~~Work Contexts

--XML Registries

~-Data Source Factories =

XML Entitv Caches j

* Create a deployment plan

Update 3 deployment plan

Specify a deployment plan

Configure an Enterprise application

Start and stop a deployed Enterprise
annlication

How do L.. B

ORACLE Weblogic Server® Administration Consale

@ Home Log Out Preferences Record Help

kY

Summary of Deployments =bu
oyments =FCUBSCoyService

Welcome, weblogic | Connected to: soa_domain

Home =Summary of Depl

=Summary of Deployments = FCUBSCoySery
Deployments =FCUBSCoyS

= =Summary of

Save Deployment Plan Assistant

m ‘ Cancel

Save Deployment Plan
‘fou have made configuration changes that need to be stored in & new deployment plan,
Select ar enter the path of a deployment plan fle. The path must end with ".xml'. It is highly recommended that this fle be named 'Plan.xml'.

Each plan should be located in its own directory, otherwise applications can inadvertently share deployment plan files, The plan file will be
overwritten if it already exists, Other files in the plan directory may be overwritten as well,

Path: D-\QualificationGateway'\Kernel 10 8\COWFCUBSCoySenice\build\Plan_xml

Recently Used Paths: D:\QualificationGatewayKernel 10, 5\CO\FCUBSCoyService \build

D:\QualificationGateway \Kernel 10, S\COVFCUBS CoyService

D:\QualificationGateway Kernel 10. 5\GW_EJB\build

cvrhpd707.i-flex.com |\ D: \ QualificationGateway | Kernel10.5 | CO | FCUBSCcyService '\ build

Current Location:

[ META-INF
(] plan
O] X Plan.xml
(@] [x] web.xml

Cancel

8. Click on Deployment to restart the application to reflect the plan.

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
soa_domain
vironment

E“ eployments

Multi Data Sources

~-Persistent Stores
F~-Foreign JMDI Providers
~“Work Contexts

--¥ML Registries

[+

“--Data Source Factories —

—-¥ML Entity Caches j

® Startand stop 3 Web Service

View the Web Service configuration

View the WsDL of a Web Service

Monitor & Web Service

Install a Web Service

How do I.. B

Svstem Statns B I

ORACLE weblogic Server® Administration Console

@ Home Log Out Preferences Record Help |
A_EIE_Bean >Summary of Deployments =build =Summary of Deployments = FCUBSCoyService =Summary of
Summary of Deployments = FCUBSCoyService

Welcome, weblogic | Connected to: soa_domail

=Summary of Deployments
ments =FCUBSCoyServi

Messages

4 All changes have been activated. Mo restarts are necessary.
% A new deployment plan has been successfully created in D:\QualificationGateway \Kernel 10, 5\CO\FCUBSCcyService Ypuild \Plan. xml.
& Remember to restart your deployment to reflect the new plan.

Settings for FCUBSCcyService

Overview | Configuration | Security | Testing || Monitoring

A'Web Service is a set of functions packaged into a single entity that is available to other systems on & network, Itis implemented using a

Java Web Service (JWSs) file, which is a Java dass that uses JWS metadata annotations to specify the shape and behavior of the Web
Service.

This page displays the general configuration of a deployed Web Service, such as the name that appears in the Deployments table of the
Administration Console, the name of the WAR or JAR file in which it is packaged, and name that appears in the WSDL that describes the Web

Service.
Deployment Name: FCUBSCcyService The name of the Web Service as it appears in the
Deployments table. More Info...
Module Name: FCUBSCoyService, war The name of the Web Service archive file, either a WAR

file or EJB JAR file depending on the
features itimplements, More Info...

b Service

Service Name: FCUBSCcyService The name of this Web Service. This name appears in the

WSDL file that defines the public contract of this Web
Service. More Info...

9. Stopping the application.

4-5
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soa_domain -

B-Eryi — This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Instaled
Enviranment applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name
--Deployments and using the controls on this page.
E-Services
'Messaglng To install a new application or module for deplayment to targets in this domain, dick the Install button.
EH-1DBC
r--Data Sources . .
b--Multi Data Sources  Customize this table
“-Data Source Factaries =i Deployments
—Persistent Stores
r--Foreign JNDI Providers Inztall || Update || Delete | Start v || Stop v Showing 1to 10 of 26 Previous | Mext
~Work Contexts : " . I
s . ‘When work completes
XML Registries
. < j [ | name & h | Type Deployment
¥ML Entity Caches Force Stop Now Order
How do 1 =] O @Aq.ﬂdapt&r Stop, but continue servicing administration requests l Resource Adapter 324
» Install an Enterprise application O Ebﬂ:ui Active | ¥ oK Enterprise 313
. _— Application
» Configure an Enterprise application
® Update {redeploy) an Enterprise application O @Db.ﬂ\dapter Active | % oK | Resource Adapter 322
# Start and stop a deployed Enterprise Enterprise
application | EDefaultToDoTaskFlow Active | 9 oK Application 314
# Monitor the modules of an Enterprise
application H @DMS Application {11.1.1.1.0) Active | %% 0K Web Application 150
» Deploy EJB modules ——
. nterprise
& Install a Weh application O Bem Active | % 0K Application 400
. . Enterprise
v FCUBSCoyService Active | @ L 100
System Status E [ E y ] oK Application
Health of Running Servers | @File,ﬂdapt&r Active | ¥ oK | Resource Adapter | 321

10. Starting the application.

£03_domain = Control | Moritoring
BH-Environment
--Deployments
EF-services This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed
applications and modules can be started, stopped, updated {redeployed), or deleted from the domain by first selecting the application name
E}-JDEC and using the controls on this page.
:“:I'E)ﬂilr: [S)::arcseosurces To install a new application or module for deployment to targets in this domain, dick the Install button.
“-Data Source Factories —
“Persistent Stores B Customize this table
r--Foreign JMDI Providers
-~Work Contexts Deployments
~-XML Redgistries
--XML Entitv Caches ﬂ Install || Update || Delete | Start v || Stop v Showing 1to 10 of 26 Previous | Mext
L
How do L. B
[ | name & — — State Health | Type Deployment
. o Servicing only administration requests Order
» Install an Enterprise application
® Configure an Enterprise application [0 | @Anadapter Active & OK | Resource Adapter | 324
® Update (redeploy) an Enterprise application 2
pdate (redeploy) prise appl 0O [Bbabui active | o | Enterprise =T
® Start and stop & deployed Enterprise Application
application
[ | @DbbAdapter Active | ¥ OK | Resource Adapter | 322
# Monitor the modules of an Enterprise
application :
| [RDefaultToDaTaskFlow Active o | Enterprise 314
* Deploy EJB modules Application
# Install 3 Web application 0 (@j0Ms Application (11.1.1,1.0) active | 9PoK | Web Application | 120
=] = . Enterprise
System Status O | @ Fem Active | % oK Appication 400
Health of Running Servers -
EFCUBSCcySer\:ice ] Prepared | %% 0K E;EL’;T; 100
| Failed (0}
. FileAdapter Active & oK Resource Adapter | 321
| Critical {0}

11. After starting the application make sure that it is active.
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modify, add or delete items in this domain, I L 4 Start requests have been sent to the selected Deployments. J

Domain Structure Summary of Deployments
s0a_domain = Control | Moritoring
E-Environment
--Deployments
Ef-services This page displays a list of Java EE applications and stand-alone application medules that have been installed to this domain. Installed
'Messaging applications and modules can be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name
EF-J0BC and using the controls on this page.
t--Data Sources . — o P
b-Mult Data Sources To install a new application or module for deployment to targets in this domain, dick the Install button.
L--Data Source Factories —
“Persistent Stores P Customize this table
r--Foreign JNDI Providers
--Work Contexts Deployments
--¥ML Registries
%ML Entity Caches ﬂ Inztall Delete Showing 1to 10 of 26 Previous | Mext
How do L. B
[ | name % State | Health | Type ger;ek:vment
& Install an Enterprise application
& Configure an Enterprise application O | @AaAdapter Active |¥OK | Resource Adapter | 324
# Update (redeploy) an Enterprise application 7
O | = Bbzbui active |@ox | Enterprise 313
# Startand stop 2 deployed Enterprise Application
application
[ | @PbAdapter Active | 9# 0K | Resource Adspter | 322
# Monitor the modules of an Enterprise
application
F EDefaultToDoTaskFlow Active |@#ox | Enterprise 314
& Deploy EJB modules Application
# Instal aWeb application O {@)DMs Apolication (11.1.1.1.0) active | P oK | web Application 120
= . Enterprise
System Status ] Eem Actve | & 0K Application 0
Health of Running Servers N
CyService ctive QK
TBFCUBSCoyServi actve | o o )| EMtETPISE 100

12. Expand the application and click on the web service to verify the policies attached with it.

OO ST e e P
» Update {redeploy) an Enterprise application .} @DbAdapb&r active | %" 0K | Resource Adapter 322
# Start and stop a deployed Enterprise Enterprise
. = - .
application Ol= EDefaultToDoTaskFloA Active |« 0K Appiication 314
« Monitor the modules of an Enterprise
application O @DMS Application (11.1.1.1.0) Active |« oK | Web Application 150
# Deploy EJB modules —
. nterprise
» Install a Web application ] Eem Active | 9 oK Application 400
. - Enterprise
Bl CRFCUBSCeyService Active | & i 100
System Status =] o 5 4 Ok | agpication
Health of Running Servers = Modules
| Failed {0) @) FCUBSCoyService Web Application
| Critical {0)
= ElEs
Overloaded (0}
Mone to display
| Warning {0}
. ) Bl web Services
{ Ef?CUBSCCYSErViCE I Web Service
E @Fi\e.ﬁdaph&r Active | «# oK | Resource Adapter | 321
. - . Enterprise
W W !
O EFMU’ Welcome Page Application {11.1.0.0.0) Active | o 0K Application 150
[1 | @FtrAdapter Active | ¥ QK | Resource Adapter | 325
Install Showing 1to 10 of 256 Previous | Mext

7 ORACLE



ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Welcome, weblogic | Connected to: soa_domain

Home =Summary of Deployments =build =Summa

EDEETTES AT T ETD mants = FCUBSCoyServics »Summary of

'ments =FCUBSCoySery
=FCUBSCoyService

e =Summazry of Deployments =FCUBSCoySery

=Summary of

Configuration editing is enabled. Future
changes will automatically be activated as you Settings for FCUBSCoyService
modify, add or delete items in this domain.

Overview Security || Testing | Monitoring

Domain Structure

domai
s[n;__ DTam = AWeb Service is a set of functions packaged into a single entity that is availsble to other systems on & network, It is implemented using a
Enviranment Java Web Service (JWS) file, which is a Java dlass that uses JWS metadata annotations to specify the shape and behavior of the Web
~-Deplayments Service.
Er-Services
Messaging This page displays the general configuration of a deployed Web Service, such as the name that appears in the Deployments table of the
- 10BC Administration Console, the name of the WAR or JAR file in which it is packaged, and name that appears in the WSDL that describes the Web
i Service.
i—Data Sources
t--Multi Data Sources
*--Data Source Factories = Deployment Name: FCUBSCcyService The name of the Web Service as it appears in the
~-Persistent Stores Deployments table. More Info...
r--Foreign JMDI Providers
-~Work Contexts Module Name: FCUBSCcyService, war The name of the Web Service archive file, either a WAR
--¥ML Registries file or EJB JAR file depending on the Web Service
ML Entity Caches j features itimplements. Mare Info...
How do L. S| Service Name: FCUBSCcyService The name of this Web Service, This name appears in the

WSDL file that defines the public contract of this Web
Service. More Info...

Start and stop a Web Service

View the Web Service configuration
View the WSDL of a Web Service
Monitor & Web Service

Install @ Web Service

& COMTgUTE ST ENTEIEITEE Sppes T

® |pdate (redeploy) an Enterprise application F Active | %" QK | Resource Adapter | 322
# Start and stop a deployed Enterprise Enterprise
application F EDefaultToDoTaskFlow Active | %% 0K Application 314
& Monitor the modules of an Enterprise
application .} {@)OMS Application (11.1.1,1.0) Active | ¥ oK | Web Application 190
# Deploy EJB modules ——
) nterprise
» Install 3 Web application O Dem Active | oi¢ App\icpaﬁon g8
B CRFCUBsCeyService active [oPox | Enterprise 100
System Status 8 0= Y Application
Health of Running Servers E Modules
| Failed (0} @FCUBSCcvService Web Application

[ critical @
[ Overloaded (0)
[ warming (@)
I o (2 [l Web Services
(W) Web Service

EElBs

Mone to display

F Active | % 0K [ Resource Adapter | 321
. _— . Enterprise
[+ W .1.0.0, i P
O|l= ﬁFMu’ Welcome Page Application {11,1.0.0.0) Active | oK Aoplication 150

Active | @ oK Resource Adapter 325

Showing 1to 10 of 26 Previous | Mext
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ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure

[

=

soa_domain

th-Environment
--Deployments
H-Services

Data Sources

—-Multi Data Sources
--Data Source Factories
—-Persistent Stores
r--Foreign JNDI Providers
--Work Contexts

~¥ML Registries

—_¥ML Entitv Caches

[+

ﬁ Home Log Out Preferences [#] Record Help

Q Welcome, weblogic | Connected to: soa_domain

Heme =Summary of Deployments =build =Summary of Deployments = FCUBSCoyService =Summary of Deployments = FCUBSCoyService »Summary of
Deployments = FCUBSCoySe

Settings for FCUBSCcyService

Overview | Configuration || Security | Testing | Monitoring

vice =Summary of Deployments = FCUBSCoyService

General | Handlers | WSDL | WS-Policy | Port Components

How do L.

“l

This page lists the policy fles that are assodated with the endpoints and operations of this WebService, The operations are listed below the
endpoint - click on the + sign to view them. Click on the endpoint or operation name to configure an associated policy file, For example, you
can specify that the policy file applies only for inbound {request) SOAP messages, and soon .

'WS-Policy Files Associated With This Web Service

Showing 1to 1o0f 1 Previous | Mext

Service Endpoints and Operations %

Policies

FCUBSCcyServiceSEL

policy:oracle fwss_username_token_service_policy -‘I

Showing 1to 1of 1 Previous | Mext

4-9

ORACLE



5. Testing Web Service with Policies

5.1 Testing Web Service through Enterprise Manager

1. Once attaching the policies is finished, login to the enterprise manager (http://hostname:port/em)

ORACLE 0

Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control

Farm Farm_soa_domain

=User Name | weblogic

“Password [ ewsensnnes

deploy. You can configure service engines such as BPEL, R :
Mediator, Human Work Fiow and can deploy and manage :::dw;ay'g:un:n; ;ﬁmc:mm
Dynamic Context Menu SCA composite applications.
[ Context Sensitive Help Identity Management

[ WebCenter Management

Complete Security and Audit Management

Configure Logging and Search Log Files

2. Expand the Weblogic Domain and Select the domain (created during SOA installation).
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http://hostname:port/em

3 Application Deployments
3 soa

3 Metadata Repositories
b User Messaging Service

ORACLE Enterprise Manager 11g Fusion Middleware Control
ﬁ Farm » | & Topology

Farm_soa_domain @

Setup+ Help+ LogOut

Logged in as weblogic
Page Refreshed Oct 26, 2009 7:58:50 PM GMT-+05:30 0

=l Deployments

Mame
=l 3 Application Deplayments
(3 Internal Applications
3 Resource Adapters
@ DefaultToDaTaskFlow
@ FeuBSCeyService
@ GwW_EIB_Bean
E| worklistapp
E E350a

g soa-infra

o —— e

E Fusion Middleware =&
Davwen
n, )]
Wup )
Status  Target Mame Status Host
El (3 WebLogic Domain
=] ﬁsoa_domain
5 AdminServer G cvrhp0707.i-flex....
G soa_serverl ﬁ bam_serveri 3
G soa_serverl g soa_serverl ﬁ cwrhp0707.i-flex....
i soa_serverl =] [ Metadata Repositories
ﬁ soa_serverl @ mds-owsm ovrhp0707.i-flex....
@ mds-soa cvrhp0707.i-flex....
Q soa_serverl (=l 3 User Messaging Service
@usermessagingdriverfmail (soa_ser... G cvrhp0707.i-flex....
@usermessagingserver (soa_serveri) G cyrhp0707.i-flex....
=l Farm Resource Center Eal

3. Select Test Web Service link from the fusion middleware control.

G Farm v | & Topology
-
= Bﬁ Farm_soa_domain
3 Application Deployments
3 soa
E £3 webLogic Domain

3 Metadata Repositories
b User Messaging Service

ORACLE Enterprise Manager 11g Fusion Middleware Control

soa_domain @

ﬁ WebLogic Domain +

Setupw Help» Log Out

Logged in as weblogic
Page Refreshed Oct 26, 2009 8:03:22 PM GMT-+05:30 0

Home

Logs »f——— [To configure and manage this
WebLogic Domain, use the Oracle
Weblogic Server Administration

Port Usage Console,

Application Deployment »

SOA Deployment »

{(Web Services ¥) Polices
Security 4 Test Web Service
Metadata Repositories Registered Services

System MBean Browser

E \Weblogic Server Administration Console

Platform Policy Configuration

General Information

@ AdminServer 0 cvrhpd...
S bam_server1 3
@ s0a_serverl ﬁ cvrhpQ...

| |

[=] Oracle Weblogic Domain Resource Center

a

Bear

®  [E Clusters ]
Search | |@
Cluster
Cluster §
Mame T Servers Address Messagi
Mode

Mo Clusters found
[FT——

¥ g Deployments

Search | |®

Listen Active Prz;qs;e:t Arcesses ame gt
Port Sessions Time (msg} {per = [ Application Deployments
ol (3 Internal Applications
7001 4 0.00 0.00
[ Resource Adapters
Unavail... Unaval... Unavailable Unavail...
E DefaulfToDoTaskFlow 9
8001 1) 0.00 2.00
@ FeuBsCeyService ¢
@ GW_EJB_Bean ¢
] @ worklistaoo Pl
(5]

4. Enter the WSDL URL of the web service for which policy is applied and click on Parse WSDL.
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ORACLE Enterprise Manager 11g Fusion Middleware Control
%Farm ~ | &4 Topology

[Eilg soa_domain ®
= % Farm_soa_domain ﬂ WebLogic Domain +
3 Application Deployments
3 soa

Test Web Service

B3 Metadata Repositaries parameters, and click Test Web Service,
3 User Messaging Service

WSDL Gttp:ffcvrhpD?’D?.i-ﬂex.com:SDD lfFCUBSCcyServicefFCUBSCcyServicE?\-‘ISDL]
HTTP Basic Auth Option for WSDL Access

Setup » Help» Log Out

Logged in as weblogic
Page Refrashed Oct 26, 2009 B:06:46 PM GMT-+05:30 £

=] D__\""EbLUQiC Domain Use this page to test any WSOL, including WSDLs that are not in the farm. To test a Web service, enter the WSOL and dlick Parse WSCOL, When the page
=

refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test. Specify any input

Q Parse W3DL

5. Select the operation for which you want to test the web service.

6. Select WSS Username Token and enter the Weblogic credentials.
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ORACLE Enterprise Manager 11g Fusion Middleware Control Setupv Help~ LogOut
@Farm ~ | & Topology
- soa_domain @ Logged in as weblogic
= 52 Farm_soa_domain £l webLogic Domain + Page Refrachad Oct 26, 2009 8:20:07 PM GMT+05:30 L)
3 Application Deployments @I
(3 504 Test Web Service )] Test Web Service Al
=3 _\'VEbLUQiC Domain Use this page to test any WSDL, including WSDLs that are not in the farm, To test a Web service, enter the WSDL and dick Parse WSDL, When the pags
ﬁi refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Spedify any input
: A - ;
ES) Metadata Repositories parameters, and dick Test Web Service,
3 User Messaging Service WabL http: {fcurhpd 70 7.i-flex. com:800 1/FCUBSCoyService FCUBSCoyService IWWSDL Q Parse WS5DL
HTTP Basic Auth Option for WSDL Access
Service FCUBSCcyService
Port FCUBSCcyServiceSEL
@t ETTE— )
Endpoint URL |http:/fcvrhp0707.i-flex. com efF Service Edit Endpoint URL 7]
E| Request | Responss
Security
() W55 Username Token () HTTP Basic Auth () Custom Palicy (&) Nane
Quality of Service
ws-RM @ wsDL Default O None O Custom MToM (8 WSDL Default (O Nome (O Custom
Policy URI Policy URI
WS-Addressing (® wsDL Default O Mone (O Custom
Policy URI 8
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B Farm > | & Topology

-
= % Farm_soa_domain

3 Application Deployments

3 soa

B 3 wWeblogic Domain
] soa_domain
3 Metadata Repositories
£ User Messaging Service

ORACLE Enterprise Manager 119 Fusion Middleware Control

soa_domain ®
@ ‘WebLogic Domain +

Test Web Service

Use this page to test any WSDOL, incuding WSDLs that are notin the farm. To test a Web service, enter the WSDL and dlick Parse WSDL, When the pags
refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Specify any input

parameters, and click Test Web Service.
WsDL

HTTP Basic Auth Option for WSDL Access

Service FCUBSCcyService
Port FCUBSCcyServiceSEL

Operation QueryCeyDefn ﬁ

Endpoint URL |http:/fcvrhp0707.i-

Request | Response

http: ffovrhp0707.i-flex. com: 800 1/FCUBSCoyService [FCUBSCoyService?WSDL

Edit Endpoint URL [[]

Setup+ Help+ LogOut

Logged in as weblogic
Page Refreshed Oct 26, 2009 §:20:07 PM GMT+05:30 &2

@ Test Web Service g

q Parse WSDL

Security

(5) w55 Username Token | HTTP Basic Auth () Custom Palicy () None

*|Usernamef | weblagic

Quality of Service

ws-RM @ wsbL Default O None O Custom

Policy URT

WS5-Addressing (& wsoL pefault O Mone ) Custom

Palicy URT

MTOM (& WSDL Default (O None O Custom

Policy URI

7. Enter the Request Message and Click on Test Web Service button.

@ Farm v | & Topology

-

= §§ Farm_soa_domain
3 Application Deployments
3 soa
E 3 WebLogic Domain

i s02_domain

[ Metadata Repositories

3 User Messaging Service

ORACLE Enterprise Manager 119 Fusion Middleware Control

soa_domain @
£ webLogic Domain +
Concurrent | hreads 5
Loops per Thread

Delay in Miliseconds

Input Arguments

Tree View @

Name Type
* RequestMsg string

Request Response

Value

Setup+ Help+ LogOut

Logged in as weblogic
Page Refreshed Oct 25, 200% 8:20:07 PM GMT+05:30 tJ

~]

<FCUBS_REQ_ENV ><FCUBS_Hia

Test Web Service
V]

8. The Test Status Passed indicates the web service is properly authenticated by the policy.
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ORACLE Enterprise Manager 11g Fusion Middieware Control
ﬁFarm ~ | &4 Topology

El~ soa_domain @ Logaed in as weblogic
=] EE Farm_soa_domain ﬂ WebLogic Domain + Page Refrashed Oct 26, 2009 B:44:52 PM GMT-+05:30 (2
3 Application Deployments

D=0 Test Web Service

= £3 weblogic Domain

Setup = Help» Log Out

[~
@ Test Web Service W
Use this page to test any WSDL, including WSDLs that are not in the farm. To test a Web service, enter the WSDL and dick Parse WSDL. When the page
ﬁ refreshes with the WSDL details, first select the Service,then select the Port, and then select the Operation that you want to test, Specify any input
B3 Metadata Repositories parameters, and dlick Test Web Service.
3 User Messaging Service sl

httn: ffourhp0 707.i-flex. com: 800 1/FCUBSCoyService (FCUBSC oy Service MWSDL

Q Parse WSDL
HTTP Basic Auth Option for WSDL Access

Service FCUBSCcyService
Port FCUBSCcyServiceSEL

Operation QueryCeyDefn

Endpoint URL - e Edit Endpoint URL D
E| Request | Response
Test Statug_Passec )
Respaonse Time (ms) 8731
Name Type Value
< ?xml version="1.0"?> «FCUBS_RES_ENV
ResponseMsg string

[~]
xmins="http: //feubs.iflex.comfeervice [FCUBSCoyService /QueryCoyDefn™ =
<FCUBS_HEADER » <30OURCE>FLEXCUBE < /SOURCE= @l

9. Worong credential will result to an error during Testing of web service.

ORACLE Enterprise Manager 119 Fusion Middleware Control
@ Farm | & Topology

-

= Eﬁ Farm_soa_domain

Setup» Helpw LogOut
soa_domain @

Logged in as weblogic

£ WebLogic Domain Page Refrashed Oct 26, 2009 8:44:52 PM GMT+05:30 0
3 Application Deployments T~
3 soa Test Web Service [©)] Test Web Service il
Bl £3 Weblogic Domain Use this page to test any WSDL, induding WSDLs that are notin the farm, To test s Web service, enter the WSDL and dick Parse WSDL, When the page

) ﬁf refreshes with the WSDL details, first select the Service, then select the Port, and then select the Operation that you want to test, Specify any input

B3 Metadata Repositories parameters, and dick Test Web Service.
3 User Messaging Service Wb

http: /fcvrhp0707.i-flex.com: 800 1/FCUBSCeyService FCUBSCoyService?WSDL

Q Parse WsDL
HTTP Basic Auth Option for WSDL Access

Service FCUBSCcyService
Port FCUBSCcyServiceSEL

Operation [ oy \eryCeyDefn
Endpoint URL

=
m

Edit Endpoint URL [[]

(&) WSS Username Token () HTTP Basic Auth () Custom Palicy () None

* Username Password

Quality of Service

ws-RM @ wsDL Default O None (O Custom MTOM @ wsDL Defauit ) None (O Custom
Policy URT Policy URI

WS5-Addressing (& wsoL pefault O Mone ) Custom
Paolicy URI
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5.2

@ Webservice invocation failed

The selected operation QueryCoyDefm could not be invoked.

An exception occured while invoking the webservice operation. Please see logs 5
for more details. gj

[=l Hide Additional Trace Information
java.lang.Exception: gj
orade.sysman.emSDK. webservices. wsdlapi. SoapTestException:
FailedAuthentication : The security token cannot be authenticated or
authorized. at
orade.sysman.emas.model. wsmgt. WSTestModel.invokeOperation
{W5TestMadel.java: 570) at
oracle.sysman.emas., view, wsmgt, WaView invokeOperation WSView java: 381)
at oracle.sysman.emas, view, wsmgt, WSView.invokeCperation
{WSsView java: 298) at sun.reflect.NativeMethodAccessorImpl.invoked{Native
Method) at sun.reflect.MativeMethodAccessorImpl.invoke
(MativeMethodAccessorImpl java: 39) at
sun.reflect.DelegatingMethodAccessorImpl.invoke
(DelegatingMethodAccessorImpl.java: 25) at java.lang.reflect. Method.invoke
{Method.java: 537) at com.sun.el.parser. AstValue.invoke{astvalue java: 157)
at com.sun.el.MethodExpressionImpl.invoke (MethodExpressionImpl. java: 283)
at
org.apache.myfaces. trinidadinternal. taglib. util. MethodExpressionMe thodBinding
{MethodExpressionMethodginding.java: 53) at
org.apache.myfaces. trinidad. component.UIXCompaonentBase. broadcastToMeth
{UIXComponentBase. java: 1245) at
org.apache. myfaces, trinidad. component. UIXCommand. broadcast
(LT¥Command. iava: 183) At

[~
| ViewlogMessages | Save || Gose |

Testing of Web Service via SOAP Ul (eviware soapUI3.0.1)

The above Testing of web service can also be done via SOAP Ul as follows:

Configure the Outgoing WS- Security Configurations by double clicking the project and navigating to the
Security Configurations tab.
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b JEoapllI 3500

Fie Tools

Deskiop  Help

Jﬂ@,

2am @8 4 X[

Iavigator

Search Forum |

Projects
=+ B FCUBSCeyService

- X FOUBSCryServiceSEIRInding
BulkUploadDiscountR.ate
BulkUploadForwardR.ate
BulkUploadSpotRate
CCYPoskionHoff
CurrencyPairDefnQuery
CurrencyPositionCuery
FwdrateMasterauthorize
FrdrateMasterDelete
FwdrateMasterMadify
FrudrateMasteriew
FrodrateMasterQuery
CueryCoyDefn
----- i Request 1
RatesMasterAuthorize

TrERR AR
SRR N NN

RatesMasterDelete
RatesMastertModify
RatesMasterMew

RatesMasterQuery
: RateTypeQuery
CUBSCcyServiceSEIRinding TestSui

R R R

a3
£
a5
=3
a5
®

=i

o

r Project Properties r Custom Properties |

Property | Walue |
Marme FCUBSCoyService |~
Diescription }:
File: Diisoanui-3.0,1-., |7

i | B FruBsccyService |
» r CrvErvign r TestSuikes r Security Configurations
2 ®
=
=
= r Oukgaing WS-Security Configurations r Incaming W3-Security Configurations r Keystares [ Certificates |
@ ||+ n ®
Mame Default Username/alias _ Default Password | Actar | Must Understand I
'WS-Username-Token ]
v
+ A
rr Username |
Username: ‘wehlngic |
Password: ‘---------- |
add Nonce: [] Adds a nance
Add Created: | Adds a created
Password Type:  |PasswordText -
I
resp

Properties

soapUllog  httplog  jetty log  errorlog  wsrmlog  memary lo
P g plog ety log g q ¥ og

Create a new request for the operation, which you want to invoke.

Configure the Authentication and security related setting by going to Aut Section as shown to apply
the WS-User Token into the request.
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{ Jsoapll] 3:0.1) = =[]
File Tools Desktop  Help
Bam 08 4 X8 e Y
s 2 : : ' : ot B
g Project
e Toects P = @O e [http:,i,icvrhpD?DS‘\-flex.com:ﬁoo1,iFCUBSCcyServicefFCUESCcyService V] %+ @
] Bl FCUBSCoyvService
=~ X FCUBSCcyServiceSEIBIndin | [2 [<soapenv: Envelope xmlns: foub="http://Eoubs.iflex. BN = [~]
2 BulkUploadDiscountRat | | %= <soapenwv:Header /> =
-~ & BulklploadFormwardRal E =soapenv:Eody> E3
- BulkUploadspotRate = “foub: QueryCeoyle fnr! [COATA [« FCUBS REQ ENV E2
2 CCYPasitionHaff =/soapeny:Bodyr
-3 CurrencyPairDefnCue [</eepemy: Tgalaza>
- CurrencyPositionGuer:
2 FudrateMasterAuthori
e FudrateMasterDelete
2 PwdrateMasterModify
2 FudrateMasterhlew
-2 FwdrateMasterQuery
= & QueryCoyDefn
fo- 22 Request 1
- g% RatesMasterfAuthorize
2 RatesMasterDelete
-~ 5 RatesMasterModify
- RatesMasterkew
2 RatesMasterQuery =
- RateTypeQuery Iﬁ D
#- B FCUBSCoyServiceSEIRindin|
Username: [ |
Password: [ |
Domain: [ |
N ]
(Outgmng W55 [WS-Username-Token = ]
Request Properties —
Name Request 1 P
[Description Headers (0)  Attachments (0) WS-A  WS-RM Headers (6  attachments (0}
MESSng Size .S.Di respor authentication and Security-related settings | 1il
soapUllog  httplog jettylog  errorlog  wstmlog  memary log

3. Run the request by clicking the button as shown.

D

apll] 05|

= [=]%]

File Tools

Desktop  Help

Iavigator

Projects
- Bl FOUBSCryService
- X FCUBSCeyServiceSETRindir|
BulkUploadDiscountR.al
BulklJploadForwardr.al]
BulkUploadSpotRate
CCYPoskionHoff
CurrencyPairDefngue
CurrencyPositionCuer
FrdrateMasterauthori
FrdrateMasterDelete
FrdrateMasterMadify
FrdrateMastertew
FrdrateMasterQuery
CueryCoyDefn
----- 2 Request 1
RatesMasterAuthorize
RatesMasterDelete
RatesMasterModify
RatesMasterhlew
RatesMasterQuery
RateTypeQuery
CUBSCCyServiceSEIRIndin

PR
SRR R TR R R SRS R

SRR )

=3
a5
£
J.
i
£
®

-

-

y ¥ [

Search Forum

|ta @

] it Request 1

o B

p= @ OO i@

[http 1ficwrhp0708 i-flex. com: 8001 fFCUBSCoyService,

[FCUBSCoyService

“zoapenw:Headear /=

<soapenv:Bodys

=/soapenv:EBody>

</soapeny: Enwelopes|

O~ =D

Request Properties

=z =soapenv:Envelope xnlns: foub="huop://foubs. iflex. com/" |4
=
=
=
o

<foub:QueryCoyle fne< ! [COATA [« FOUBS REQ ENV<FCUBS)

€

Raw | ©ML

<%:Bodys

=FCUES_HEADER=

=FCUES_EBODYT>

<Coy-Defn-Fulls
<CCYCODE>USD=/COTCODE>
<COYNAMESU. 2. DOLLAR< /COVHAME>
<COUNTRY*US</COUNTRY =
<CCYDECIMALE>Z</CCYDECIMALS S
<CCYRNDRULE=R</CCYRNDREULES
<COYENDUNITS. 01</COTRNDUNITS
<CCYSPOTDATSH1</CCYSPOTDATS
<CCYINTMETHOD: 3/ COTINTMETHOD >
<POSITIONGL>803214521</POSITIONGL>
<POSITIONEQVEL>503216547</POSITIONEQVEL
<SETTLEMNTHSGDATS=0</SETTLEMNTHS GDATS -

|<S:Envelope xnlns:S="http: //schemas . xnlsoap. o=

=QueryCoyle fnkesponse xmlns="hotp: /£
«FCUES_RES_ENV xnlns

"http://foubs iflex. com

“S0URCE=FLEXCUBE-</S0TRCE>
“<UBSCOMP=FCUES=/UBSCONP>
“USERID=PURITE1IFCI</TTISERTID =
<BRANCH=CHO= /ERANCH=
“SERVICE=FCUBSCoyService« /SERTICE
<OPERATION=-QueryCoyDefn</0PERATION=
“DESTINATION=EXTEVE</DESTINATION=
<FUONCTIONID=-CYDCDEFN=/FUNCTIONID=
“ACTION=EXECUTEQUERY = /ACTION=
“MEGETAT=SUCCESS</NSGETAT >
</FCUBZ_HEADER:>

P t | Yall | :Iﬁ I bt <INDEXFLAG:N</INDEXFLAG: |
TOPErTY alue 5 :li i .
Mame Request 1 - J J
Description Aut  Headers(0) Attachments (0) WS- WS-RM Headers (6)  Attachments (0)

Message Size 603 response time: 498ms (2703 bytes) il

= i LITE

soapUllag  httplog ety lag

errarlog  wsrmlog  memory lag
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