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Introduction

The Diameter document content provides information about how to use the GUI to
perform Diameter Signaling Router tasks.

The Diameter menu options allow you to:

*  Perform Diameter Signaling Router configuration tasks

* View maintenance information for Diameter components
* Generate reports

¢ Perform IDIH troubleshooting

*  Work with AVP dictionary components

®  Access Mediation GUI pages

Revision History

Date Description

June 2016 Accessibility changes throughout.
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Revision History

Date

Description

January 2017

Signaling Firewall added as a new
maintenance feature.

Listen Port updates for Peer Node

Nested Application Route Table/Peer Route
Table (ART/PRT) added in the Routing
Option Sets

Forward to Application Route Table and
Forward to Peer Route Table rule actions are
used for selecting the Target Application
Route Table and Target Peer Route Table
when adding an Application Routing Rule.

Forward to Peer Route Table rule action is
used for selecting the Target Peer Route Table
when adding a Peer Routing Rule.

Responder Only connections associated with
a Peer Node are not considered listen ports
(SCTP, TCP, TLS, or DTLS).

Message Discard Policy added to the Per-
Connection Ingress MPS Control.

Excessive Reroute Onset Threshold and
Excessive Reroute Abatement Threshold
added to General Options tab in System
Options.

Added in Diameter Capacity Summary table
Maximum values per NE and per
Configuration Component.

Target Set Address change Primary Public IP
Address (TSA-p) to Public IP Address (TSA)
and Secondary Public IP Address (TSA-s) to
Alternate Public IP Address (TSA-a).

Maximum number of Routing Option Sets
increased to 50 sets.

Egress Transport Congestion Levels are CLO-
CL3, CL98.

Egress Convergence Time (msec) default is

250 msec.

One Egress Message Rate period is 15 msec.

Connection Capacity Dashboard new tabs

and fields changes:

e  Connections Table tab

*  TSn: #Floating IPFE Connections

¢  Connection Reserved Ingress MPS Table

e TSn: #Floating IPFE Connections
Reserved Ingress MPS

e IPFE Scaling Factor is now Connection
Reserved Ingress MPS Scaling

IPFE Connections are now Floating IPFE
Connections throughout the user guide.

DA-MP Maintenance screen in the DA-MP
Connectivity tab changes in columns #IPFE
Connections Configured to #Floating IPFE

Connections Configured and #IPFE
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Overview of Diameter Signaling Router Tasks

Date Description

Connections Established to #Floating IPFE
Connections Established.

March 2017 Added Diameter Application Priority
Options

Overview of Diameter Signaling Router Tasks

This document provides information about how to use the GUI to perform diameter
signaling router tasks.

The document provides the following types of information:

®  Procedures to configure Diameter components

* Maintenance information about Diameter components

®  Procedures to generate reports for the Diagnostics Tool and MP Statistics
¢ High-level summary for Troubleshooting with IDIH

* AVP Dictionary information

¢ High-level summary for Mediation

See Integrated DIH User’s Guide and Diameter Mediation User s Guide for more
information about those applications.

Intended Scope and Audience

This content is intended for personnel who perform diameter signaling tasks.
This content contains procedures for performing tasks using the product GUL
This content does not describe how to install or replace software or hardware.

The Diameter software component is shared by multiple applications in the product
line. For this reason, this content includes references to the shared applications, and
describes GUI options that are not visible or applicable to SDM. For example,
applications (such as RBAR, FABR, CPA, and Policy DRA) and IPFE are currently not
used by SDM, so disregard any references to these applications.

Content Organization

This content is organized as follows:

¢ Introduction contains general information about the Diameter and Mediation help
documentation, the organization of this manual, and how to get technical
assistance.

¢ User Interface Introduction describes the organization and usage of the user
interface. In it you can find information about how the interface options are
organized, how to use widgets and buttons, and how filtering and other page
display options work.

* Configuring Diameter provides information about configuring Diameter
resources.
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Documentation Admonishments

¢ Diameter Maintenance provides information about how to view the status of
Diameter resources, and how to enable and disable connections and applications.

¢ Diameter Reports provides information about how to produce Diagnostic Tool
reports and MP Statistics (SCTP) reports.

¢ Troubleshooting with IDIH provides summary information about the Integrated
Diameter Intelligence (IDIH) feature. See Integrated DIH User’s Guide for more
information.

*  Diameter AVP Dictionary provides information about Attribute-Value Pairs
(AVPs) that are used by the Diameter Routing Function in making decisions for
routing messages to and from applications and for the Diameter Message Copy
feature.

® Mediation provides information about working with the Mediation feature.

e Diameter Shared Traffic Throttle Groups provides information about all Traffic
Throttle Groups (TTGs) defined as shared across the diameter routing network.

¢ Diameter Topology Hiding describes the components that can be configured for
Diameter Topology Hiding.

¢ Diameter Egress Throttle List describes the components can be configured for
Egress Throttle List from the NOAM.

¢ Diameter RADIUS provides information about working with the RADIUS feature.

*  Diameter Message Copy describes the Diameter Message Copy feature, which is
used to send a copy of a message to a Diameter Application Server (DAS).

e Diameter Capacity and Congestion Controls contains information about the
various ways capacity and congestion can be managed to preserve the availability
and Quality of Service (QoS).

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to
assure personal safety, to minimize possible service interruptions, and to warn of the
potential for equipment damage.

Table 1-1 Admonishments

Icon Description

Danger:

(This icon and text indicate the possibility of
personal injury.)

DANGER
Warning:
(This icon and text indicate the possibility of
equipment damage.)

WARNING
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Locate Product Documentation on the Oracle Help Center Site

Table 1-1 (Cont.) Admonishments

Icon Description
Caution:
(This icon and text indicate the possibility of
service interruption.)

CAUTION

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle
Help Center site, http:/ /docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be
downloaded at http:/ /www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries.

3. Under the Oracle Communications subheading, click Oracle Communications
documentation link.

The Communications Documentation page displays. Most products covered by
these documentation sets display under the headings Network Session Delivery
and Control Infrastructure and Platforms.

4. Click on your product and then the release number.
A list of the documentation set for the selected product and release displays.

5. To download a file to your location, right-click the PDF link, select Save target as
(or similar command based on your browser), and save to a local folder.

Customer Training

Oracle University offers training for service providers and enterprises. Visit our web
site to view, and register for, Oracle Communications training at http://
education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University
Education web site at www.oracle.com/education/contacts

My Oracle Support

My Oracle Support (https:/ /support.oracle.com) is your initial point of contact for all
product support and training needs. A representative at Customer Access Support can
assist you with My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US),
or call the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. When calling, make the selections
in the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request

2. Select 3 for Hardware, Networking and Solaris Operating System Support
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Emergency Response

3. Select one of the following options:
*  For Technical issues such as creating a new Service Request (SR), select 1

¢ For Non-technical issues such as registration or assistance with My Oracle
Support, select 2

You are connected to a live agent who can assist you with My Oracle Support
registration and opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the
Customer Access Support (CAS) main number at 1-800-223-1711 (toll-free in the US),
or by calling the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. The emergency response provides
immediate coverage, automatic escalation, and other features to ensure that the critical
situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely
affects service, traffic, or maintenance capabilities, and requires immediate corrective
action. Critical situations affect service and/or system operation resulting in one or
several of these situations:

* A total system failure that results in loss of all transaction processing capability
* Significant reduction in system capacity or traffic handling capability

® Loss of the system’s ability to perform automatic system reconfiguration

¢ Inability to restart a processor or the system

e Corruption of system databases that requires service affecting corrective actions
* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble
notification

Any other problem severely affecting service, capacity/traffic, billing, and
maintenance capabilities may be defined as critical by prior discussion and agreement
with Oracle.
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User Interface Introduction

This section describes the organization and usage of the application's user interface. In
it you can find information about how the interface options are organized, how to use
widgets and buttons, and how filtering and other page display options work.

User Interface Organization

The user interface is the central point of user interaction within an application. It is a
Web-based graphical user interface (GUI) that enables remote user access over the
network to an application and its functions.

The core framework presents a common set of Main Menu options that serve various
applications. The common Main Menu options are:

Administration
Configuration
Alarms and Events
Security Log
Status and Manage
Measurements
Help

Legal Notices

Logout

Applications build upon this framework to present features and functions. Depending
on your application, some or all of the following Main Menu options may display on
the Network Operation, Administration, and Maintenance (NOAM) GUI:

Communication Agent

Diameter Common

Diameter

UDR (User Data Repository)

MAP-Diameter IWF

RADIUS (Remote Authentication Dial-In User Service)

SBR (Session Binding Repository)
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User Interface Organization

* Policy and Charging

¢ DCA (DOIC Capabilities Announcement) Framework

The DSR System OAM GUI may present even more Main Menu options as listed
below. The end result is a flexible menu structure that changes according to the

application needs and features activated.

¢ Transport Manager

e SS7/Sigtran

¢ RBAR (Range Based Address Resolution)
e  FABR (Full Address Based Resolution)
¢ GLA (Gateway Location Application)
¢  MAP-Diameter IWF

e RADIUS

¢ GSBR

* Mediation

e Policy and Charging

¢ DCA Framework

e IPFE (IP Front End)

Note that the System OAM (SOAM) Main Menu options differ from the Network
OAM (NOAM) options. Some Main Menu options are configurable from the NOAM
server and view-only from the SOAM (SOAM) server. This remains true for other

applications.

User Interface Elements

Table 2-1 describes elements of the user interface.
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User Interface Organization

Table 2-1 User Interface Elements
|

Element Location Function

Identification Banner Top bar across the web page  The left side of the banner
provides the following
information:

e Displays the company
name,

e  product name and
version, and

¢ the alarm panel.

The right side of the banner:

¢ Allows you to pause any
software updates.

e Links to the online help
for all software.

e Shows the user name of
the currently logged-in
user.

e  Provides a link to log

out of the GUL
Main Menu Left side of screen, under A tree-structured menu of all
banners operations that can be

performed through the user

interface. The plus character

(+) indicates a menu item

contains subfolders.

e To display submenu
items, click the plus
character, the folder, or
anywhere on the same
line.

e To select a menu item
that does not have
submenu items, click on
the menu item text or its
associated symbol.
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Table 2-1 (Cont.) User Interface Elements
|

Element Location Function
Work Area Right side of panel under Consists of three sections:
status Page Title Area, Page Control
Area (optional), and Page
Area.
e  Page Title Area:
Occupies the top of the

work area. It displays
the title of the current
page being displayed,
date and time, and
includes a link to
context-sensitive help.

e Page Control Area:
Located below the Page
Title Area, this area
shows controls for the
Page Area (this area is
optional). When
available as an option,
filter controls display in
this area. The Page
Control Area contains
the optional layout
element toolbar, which
displays different
elements depending on
which GUI page is
selected. For more
information, see
Optional Layout
Element Toolbar.

e  Page Area: Occupies the
bottom of the work area.
This area is used for all
types of operations. It
displays all options,
status, data, file, and
query screens.
Information or error
messages are displayed
in a message box at the
top of this section. A
horizontal and/or
vertical scroll bar is
provided when the
displayed information
exceeds the page area of
the screen. When a user
first logs in, this area
displays the application
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Table 2-1 (Cont.) User Interface Elements
]

Element Location Function

user interface page. The
page displays a user-
defined welcome
message. To customize
the message, see
Customizing the Login

Message.
Session Banner Across the bottom of the web  The left side of the banner
page provides the following

session information:

e  The name of the
machine to which the
user is connected, and
whether the user is
connected via the VIP or
directly to the machine.

e  The HA state of the
machine to which the
user is connected.

e The role of the machine
to which the user is
connected.

The right side of the banner

shows the alarm panel.

Main Menu Options

Table 2-2 describes all main menu user interface options.

Note: The menu options can differ according to the permissions assigned to a
user's login account. For example, the Administration menu options do not
display on the screen of a user who does not have administrative privileges.

Note: Some menu items are configurable only on the Network OAM and
view-only on the System OAM; and some menu options are configurable only
on the System OAM.

Note: Some features do not display in the main menu until the features are
activated.
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Table 2-2 Main Menu Options
- ________________________________________________|

Menu ltem Function

Administration The Administration menu allows the user to:

*  General Options. Configure options such
as password history and expiration,
login message, welcome message, and
the number of failed login attempts
before an account is disabled

*  Set up and manage user accounts

¢ Configure group permissions

*  View session information

*  Manage sign-on certificates

e Authorize IP addresses to access the user
interface

¢  Configure SFTP user information

*  View the software versions report

¢  Upgrade management including backup
and reporting

*  Authenticate LDAP servers

¢  Configure SNMP trapping services

¢  Configure an export server

¢  Configure DNS elements

Configuration On the NOAM, allows the user to configure:
¢ Network Elements

e Network Devices

¢  Network Routes

e  Services

e  Servers

*  Server Groups

e  Resource Domains

e Places

e  Place Associations

e Interface and Port DSCP

Alarms and Events Allows the user to view:
e Active alarms and events

e Alarm and event history
e Traplog

Security Log Allows the user to view, export, and generate
reports from security log history.

Status and Manage Allows the user to monitor the individual
and collective status of Network Elements,
Servers, HA functions, Databases, KPIs,
system Processes, and Tasks. The user can
perform actions required for server
maintenance, database management, data,
and ISO file management.

Measurements Allows the user to view and export
measurement data.

2-6 User Data Repository Diameter User's Guide



User Interface Organization

Table 2-2 (Cont.) Main Menu Options
- ______________________________________________|

Menu Item

Function

Transport Manager (optional)

Communication Agent (optional)

SS7/Sigtran (optional)

Diameter Common (optional)

Diameter (optional)

UDR (User Data Repository) (optional)

On the SOAM, allows the user to configure
adjacent nodes, configuration sets, or
transports. A maintenance option allows the
user to perform enable, disable, and block
actions on the transport entries. This option
only displays with the DSR application.

Allows the user to configure Remote Servers,
Connection Groups, and Routed Services.
The user can perform actions to enable,
disable, and block connections. Also allows
the user to monitor the status of Connections,
Routed Services, and HA Services.

On the SOAM, allows the user to configure
various users, groups, remote signaling
points, links, and other items associated with
SS7/Sigtran; perform maintenance and
troubleshooting activities; and provides a
command line interface for bulk loading SS7
configuration data. This option only displays
with the DSR application.

Allows the user to view or configure:

*  Dashboard, configure on the NOAM;
view on both OAMs

e Network Identifiers on the SOAM -
MCC Ranges

e Network Identifiers on the NOAM -
MCCMNC and MCCMNC Mapping

e MPs (on the SOAM) - editable Profile
parameters and Profile Assignments

The DSR Bulk Import and Export functions

are available on both OAMs for the data

configured on that OAM.

Allows the user to configure, modify, and

monitor Diameter routing;:

*  On the NOAMP, Diameter Topology
Hiding and Egress Throttle List
configuration

*  On the SOAM, Diameter Configuration,
Maintenance, Reports, Troubleshooting
with IDIH, AVP Dictionary, and
Diameter Mediation configuration

Allows the user to add, edit, store, and
manage subscriber and pool data. The user
can also monitor the import, export, and
subscribing client status. This option only
displays with the UDR application.
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Table 2-2 (Cont.) Main Menu Options
- ______________________________________________|

Menu Item Function

RBAR (Range-Based Address Resolution) Allows the user to configure the following

(optional) Range-Based Address Resolution (RBAR)
settings:

e Applications

¢  Exceptions

e  Destinations

e Address Tables

e Addresses

e Address Resolutions

*  System Options

This is accessible from the SOAM only. This
option only displays with the DSR

application.
FABR (Full Address Based Resolution) Allows the user to configure the following
(optional) Full Address Based Resolution (FABR)
settings:

e Applications

e  Exceptions

¢ Default Destinations

e Address Resolutions

e  System Options

This is accessible from the SOAM only. This
option is only available with the DSR
application.

Gateway Location Application (optional) On the SOAM, allows the user to perform
configuration tasks, edit options, and view
elements for:
¢  Exceptions
*  Options
GLA can deploy with Policy DRA (in the
same DA-MP or a separate DA-MP). This
option only displays with the DSR
application.

MAP-Diameter Interworking (optional) On the SOAM, allows the user to perform
configuration tasks, edit options, and view
elements for the DM-IWF DSR Application:
¢  DM-IWF Options
¢  Diameter Exception
On the NOAMP, allows the user to perform
configuration tasks, edit options, and view
elements for the MD-IWF SS7 Application:
e MD-IWF Options
e  Diameter Realm
¢  Diameter Identity GTA
¢ GTA Range to PC
e  MAP Exception
¢ CCNDC Mapping
This option only displays with the DSR
application.
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Table 2-2 (Cont.) Main Menu Options

Menu Item

Function

RADIUS (Remote Authentication Dial-In
User Service) (optional)

SBR (Session Binding Repository) (optional)

Mediation

Allows the user to perform configuration

tasks, edit system options, and view elements

for:

*  Network Options

*  Message Authenticator Configuration
Sets

*  Shared Secret Configuration Sets

*  Ingress Status Server Configuration Sets

*  Message Conversion Configuration Sets

¢ NAS Node

This option only displays with the DSR

application.

Allows the user to perform configuration
tasks, edit system options, and view elements
for:

e  SBR Databases

*  SBR Database Resizing Plans

¢  SBR Data Migration Plans

¢ Database Options

Additionally, on the NOAMP, users are
allowed to perform maintenance tasks, edit
options, and view elements for:
e  Maintenance

—  SBR Database Status

—  SBR Status

- SBR Database Reconfiguration

Status

This option only displays with the DSR
application.

Allows the user to make routable decisions to
end the reply, drop the message, or set the
destination realm.

User Interface Introduction 2-9



User Interface Organization

Table 2-2 (Cont.) Main Menu Options
- ______________________________________________|

Menu ltem Function

Policy and Charging (optional) On the NOAMP, allows the user to perform
configuration tasks, edit options, and view
elements for:

*  General Options
e Access Point Names
e  Policy DRA
—  PCREF Pools
—  PCREF Sub-Pool Selection Rules
- Network-Wide Options
¢ Online Charging DRA
—  OCS Session State
—  Realms
- Network-Wide Options
e Alarm Settings
¢  Congestion Options
Additionally on the NOAMP, users are
allowed to perform maintenance tasks, edit
options, and view elements for:
e  Maintenance
—  SBR Database Status
—  SBR Status
- SBR Database Reconfiguration

Status

Policy Database Query

On the SOAM, allows the user to perform

configuration tasks, edit options, and view

elements for:

e General Options

e Access Point Names

e Policy DRA

- PCRFs
- Binding Key Priority
—  PCRF Pools
- PCRF Pool to PRT Mapping
—  PCRF Sub-Pool Selection Rules
—  Policy Clients
—  Suspect Binding Removal Rules
—  Site Options
¢ Online Charging DRA
-  0OCss
- CTFs
—  OCS Session State
—  Realms

e  Error Codes

e Alarm Settings

¢  Congestion Options

This option only displays with the DSR

application.
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Table 2-2 (Cont.) Main Menu Options

Menu Item

Function

DCA Framework (optional)

IPFE (optional)

Help

Legal Notices

Logout

Allows the user to perform configuration
tasks, edit system options, and view elements

for DCA applications:
e  Custom MEALs (Measurements, Events,
Alarms, and Logs)

¢ General Options

e Trial MPs assignment
¢ Application Control

*  System Options

Allows the user to configure IP Front End
(IPFE) options and IP List TSAs.

This is accessible from the SOAM server only.
This option only displays with the DSR
application.

Launches the Help system for the user
interface

Product Disclaimers and Notices

Allows the user to log out of the user
interface

Missing Main Menu options

Permissions determine which Main Menu options are visible to users. Permissions are
defined through the Group Administration page. The default group, admin, is
permitted access to all GUI options and functionality. Additionally, members of the
admin group set permissions for other users.

Main Menu options vary according to the group permissions assigned to a user's
account. Depending on your user permissions, some menu options may be missing
from the Main Menu. For example, Administration menu options do not display on
your screen if you do not have administrative permissions. For more information
about user permissions, see Group Administration in the OAM section of the online

help, or contact your system administrator.

Common Graphical User Interface Widgets

Common controls allow you to easily navigate through the system. The location of the
controls remains static for all pages that use the controls. For example, after you
become familiar with the location of the display filter, you no longer need to search for
the control on subsequent pages because the location is static.

Supported Browsers

This application supports the use of Microsoft® Internet Explorer 8.0, 9.0, or 10.0.

is designed to work with most modern HTML5 compliant browsers and uses both
JavaScript and cookies. Please refer to the Oracle Software Web Browser Support

Policy for details
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System Login Page

Access to the user interface begins at the System Login page. The System Login page
allows users to log in with a username and password and provides the option of
changing the password upon login. The System Login page also features a date and
time stamp reflecting the time the page was last refreshed. Additionally, a
customizable login message displays just below the Log In button.

The user interface is accessed via HTTPS, a secure form of the HTTP protocol. When
accessing a server for the first time, HTTPS examines a web certificate to verify the
identity of the server. The configuration of the user interface uses a self-signed web
certificate to verify the identity of the server. When the server is first accessed, the
supported browser warns the user that the server is using a self-signed certificate. The
browser requests confirmation that the server can be trusted. The user is required to
confirm the browser request to gain access.

Customizing the Login Message

Before logging in, the System Login page displays. You can create a login message that
displays just below the Log In button on the System Login page.

Figure 2-1 Oracle System Login
ORACLE

Oracle System Login

Wed Jul 8 14:20:00 2015 EDT

Log In
Enter your username and password to log in

Username:

Password:
Change password

[ Login |

Waelcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Intemet Explorer 8.0, 8.0,
or 10.0 with suppont for JavaScript and cookies.

Oracle ard Java are registered trademarks of Oracle Corporation andfor its affiliates.
Other narmes may be trademarks of their respective ownears.

Copyright @ 2010, 2013, Qracle andior its affiliates. All nights reserved.

1. From the Main Menu, click Administration > General Options.
2. Locate LoginMessage in the Variable column.

3. Enter the login message text in the Value column.
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4. Click OK or Apply to submit the information.

A status message displays at the top of the Configuration Administration page to
inform you if the operation was successful.

The next time you log into the user interface, the login message text displays.

Accessing the DSR Graphical User Interface

In DSR, some configuration is done at the NOAM server, while some is done at the
SOAM server. Because of this, you need to access the DSR graphical user interface
(GUI) from two servers. Certificate Management (Single Sign-On) can be configured to
simplify accessing the DSR GUI on the NOAM and the SOAM.

For information on configuring Single Sign-On certificates, see OAM >
Administration > Access Control > Certificate Management in the DSR online help.

After the certificates have been configured, you can log into the DSR GUI on any
NOAM or SOAM, and access the DSR GUI on other servers (NOAM or other SOAMs)
without having to re-enter your login credentials.

1. In the browser URL field, enter the fully qualified hostname of the NOAM server,
for example https:/ /dsr-no.yourcompany.com.

When using Single Sign-On, you cannot use the IP address of the server.
2. When prompted by the browser, confirm that the server can be trusted.
The System Login page displays.
3. Enter the Username and Password for your account.
The DSR GUI for the NOAM displays.

4. To access the DSR GUI for the SOAM, open another browser window and enter the
fully qualified hostname of the SOAM.

The DSR GUI for the SOAM displays.

You can toggle between the DSR GUI on the NOAM and the DSR GUI on the SOAM
as you perform configuration tasks.

Main Menu Icons

This table describes the icons used in the Main Menu.

Table 2-3 Main Menu Icons

Icon Name Description

Folder Contains a group of

D operations. If the folder is
expanded by clicking the
plus (+) sign, all available
operations and sub-folders
are displayed. Clicking the
minus (-) collapses the folder.
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Table 2-3 (Cont.) Main Menu Icons

Icon Name Description
Config File Contains operations in an
= Options page.
— File with Magnifying Glass Contains operations in a
. E."'i Status View page.
File Contains operations in a Data
D View page.
Multiple Files Contains operations in a File
@ View page.
File with Question Mark Contains operations in a
‘ Query page.
User Contains operations related
@ to users.
Group Contains operations related
ﬁ to groups.
Task Contains operations related
" to Tasks
@ Help Launches the Online Help.
. Logout Logs the user out of the user
interface.
Work Area Displays
In the user interface, tables, forms, tabbed pages, and reports are the most common
formats.
Note: Screen shots are provided for reference only and may not exactly match
a specific application's GUL
Tables

Paginated tables describe the total number of records being displayed at the beginning
and end of the table. They provide optional pagination with First | Prev | Next | Last
links at both the beginning and end of this table type. Paginated tables also contain
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action links on the beginning and end of each row. For more information on action
links and other page controls, see Page Controls.

Figure 2-2 Paginated Table

Displaying Records 1-1 of 1 | | | |
Action System ID IP Address Permission Action
liza 102562 4 READ_WRITE
Displaying Records 1-1 af 1 | | | |

Scrollable tables display all of the records on a single page. The scroll bar, located on
the right side of the table, allows you to view all records in the table. Scrollable tables
also provide action buttons that operate on selected rows. For more information on
buttons and other page controls, see Page Controls.

Figure 2-3 Scrollable Table

Sequence#  Alarm ID Timestamp Severity Product Process NE Server Type Instance Alarm Text
Amanaged
2008-Jure 11 cannatbs
3448 3nzam 18:07:41.214  MAJIOR MiddleWare procmagr CAMPMNE teksB011006 PROC eclipseHelp
uTe: started ar has
unexpectedly
terminated
Amanaged
20051 cannat se
5445 31201 18:07:27137 MAJOR Middle\Ware pracmgr SOAMP teksd011002 PROC eclipseHelp
UTe started ar has
unexpectedly
terminated
2009-Jun-11 1"’[“;[:1"2[3['1:?1
5443 31107 18:07:24.704 MINOR MiddleWare  inetmerge SOAMP teksB011002 COLL teks8011004 Source Node
urc has failed
2008-Jun-11 f[r)t?mm:?h‘\rlldg
5444 31107 18:07:24704 MINOR MiddleWare inetmerge SOAMP teks8011002  COLL teks8011003 Source Node
uTtc has failed
Unahle to
2008-Jun-11 lr'lengsnlrlﬂv:r:e
5441 31209 18:0722 640 MINOR Middleare re.portmap SOAMP teks8011002 S teks8011003 specified in
utc the Nodelnfo
table.

Unable to .:!

Export I

Note: Multiple rows can be selected in a scrollable table. Add rows one at a
time using CTRL-click. Add a span of rows using SHIFT-click.

Forms

Forms are pages on which data can be entered. Forms are typically used for
configuration. Forms contain fields and may also contain a combination of lists,
buttons, and links.
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Figure 2-4 Form Page

U=zername:
Group:

Time Zone:

Maximum Concurrent Logins:

Session Inactivity Limit:

Comment:

Temparary Pazswoard:

Re-type Password: -

|Sample Uzer Name| [5-16 characters)
:.L.Jnassignec-l i

[uTe v

[1 | Maximum concurrent logins for & user (0=no limit).
k [Default = 1, Range = 0-50]

| Time (in minutes) after which login sessions expire (0 = never).
120 | \petaut = 120: Range = 0-120]

|guiadrnin | {maix B characters)

ITTITY Y] (8-16 characters)

(8-16 characters)

| Ok ” Apply ” Cancel ]

Tabbed pages

Tabbed pages provide collections of data in selectable tabs. Click on a tab to see the
relevant data on that tab. Tabbed pages also group Retrieve, Add, Update, and Delete
options on one page. Click on the relevant tab for the task you want to perform and
the appropriate fields populate on the page. Retrieve is always the default for tabbed

pages.

Figure 2-5 Tabbed Pages

Entire Network *

Systemn. CPLUL_CorelfilPct_Averane Systerm. CPLU_CoreltilPct_Peak

Syst
NOAMP System CPU System CPU D::kem
Timestamp UtilPct UtilPct £
SN e eane Peak UtilPct
Rrerage
ADSeeARI0 6. 764068 44 0.520000
19:45
e 7.143644 25 0. 520000
20:00
Figure 2-6 Tabbed Pages
Retrieve
Fields marked with a red asterizk () require a value.
Field Value Description
i . Murmeric identifier for the Metwork Entity
Metwork Entity | e
Fetriewea

Reports

Sy=tem
Disk
tilPct
Peak

Reports provide a formatted display of information. Reports are generated from data
tables by clicking Report. Reports can be viewed directly on the user interface, or they
can be printed. Reports can also be saved to a text file.
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Figure 2-7 Report Output

Beport Generated: Fri Jum 19 15:30:55 Z005% UTC
From: Unknown Network O0AMaP on host teksE001701
Beport Version: 1.0

U=zer: guiadmin

U=zernamne Date of Last Login Days Since Last Login Aoocount Status

Customizing the Splash Page Welcome Message

When you first log into the user interface, the splash page displays. Located in the
center of the main work area is a customizable welcome message. Use this procedure
to create a message suitable for your needs.

1. From the Main Menu, click Administration > General Options.
2. Locate Welcome Message in the Variable column.
3. Enter the desired welcome message text in the Value column.

4. Click OK to save the change or Cancel to undo the change and return the field to
the previously saved value.

A status message displays at the top of the page to inform you if the operation was
successful.

The next time you log into the user interface, the new welcome message text displays.

Column Headers (Sorting)

You can sort a table by a column by clicking the column header. However, sorting is
not necessarily available on every column. Sorting does not affect filtering.

When you click the header of a column in a table that can be sorted, an indicator
displays in the column header showing the direction of the sort. See Figure 2-8.
Clicking the column header again reverses the direction of the sort.

Figure 2-8 Sorting a Table by Column Header

SCTP TCP .
) ) Connection CEX
Local Node Name + Realm FQDN Iﬁg&:ten Iﬁg:len Configuration Set Configuration Set IP Addresses

Page Controls

User interface pages contain controls, such as buttons and links, that perform specified
functions. The functions are described by the text of the links and buttons.
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Note: Disabled buttons are grayed out. Buttons that are irrelevant to the
selection or current system state, or which represent unauthorized actions as
defined in Group Administration, are disabled. For example, Delete is
disabled for users without Global Data Delete permission. Buttons are also
disabled if, for example, multiple servers are selected for an action that can
only be performed on a single server at a time.

Table 2-4 contains examples of Action buttons.

Table 2-4 Example Action Buttons

Action Button Function

Insert Inserts data into a table.

Edit Edits data within a table.

Delete Deletes data from table.

Change Changes the status of a managed object.

Some Action buttons take you to another page.

Submit buttons, described in Table 2-5, are used to submit information to the server.
The buttons are located in the page area and accompanied by a table in which you can
enter information. The Submit buttons, except for Cancel, are disabled until you enter
some data or select a value for all mandatory fields.

Table 2-5 Submit Buttons

Submit Button Function

OK Submits the information to the server, and if
successful, returns to the View page for that
table.

Apply Submits the information to the server, and if

successful, remains on the current page so
that you can enter additional data.

Cancel Returns to the View page for the table
without submitting any information to the
server.

Clear Field Control

The clear field control allows you to clear the value from a list. The clear field control is
available only on some lists.

Click the X next to a list to clear the field.

Figure 2-9 Clear Field Control X

- Select - v |x

Optional Layout Element Toolbar
The optional layout element toolbar displays in the Page Control Area of the GUI.
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Figure 2-10 Optional Layout Element Toolbar
Filter - Errars - Infa - Status - Tasks - Warning -

The toolbar displays different elements depending on which GUI page is selected. The
elements of the toolbar that can display include:

e  Filter - Allows you to filter data in a table.

¢  Errors - Displays errors associated with the work area.

¢ Info - Displays information messages associated with the work area.

®  Status — Displays short status updates associated with the main work area.
e Warning — Displays warnings associated with the work area.

Notifications

Some messages require immediate attention, such as errors and status items. When
new errors occur, the Errors element opens automatically with information about the
error. Similarly, when new status items are added, the Status element opens. If you
close an automatically opened element, the element stays closed until a new,
unacknowledged item is added.

Figure 2-11 Automatic Error Notification

Filter - Errars - [nfo - Status - Tasks - -

& s | hiawve errors...

Note: Viewing and closing an error does not clear the Errors element. If you
reopen the Errors element, previously viewed errors are still in the list.

When new messages are added to Warning or Info, the styling of the element changes
to indicate new messages are available. The styling of the Task element changes when
a task changes state (such as, a task begins or ends).

Opening an Element in the Toolbar

Use this procedure to open an element in the optional layout element toolbar.

1. Click the text of the element or the triangle icon to open an element.
The selected element opens and overlays the work area.

2. Click X to close the element display.
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Filters

Filters are part of the optional layout element toolbar and appear throughout the GUI
in the Page Control Area. For more information about optional layout element toolbar
functionality, see Optional Layout Element Toolbar.

Filters allow you to limit the data presented in a table and can specify multiple filter
criteria. By default, table rows appear unfiltered. Three types of filters are supported,
however, not all filtering options are available on every page. The types of filters
supported include:

e Network Element — When enabled, the Network Element filter limits the data
viewed to a single Network Element.

Note: Once enabled, the Network Element filter affect all pages that list or
display data relating to the Network Element.

e (Collection Interval — When enabled, the collection interval filter limits the data to
entries collected in a specified time range.

e Display Filter — The display filter limits the data viewed to data matching the
specified criteria.

Once a field is selected, it cannot be selected again. All specified criteria must be met in
order for a row to be displayed.

The style or format of filters may vary depending on which GUI pages the filters are
displayed. Regardless of appearance, filters of the same type function the same.

Figure 2-12 Examples of Filter Styles

‘Netwnrk Element: |—AII— ;I Fesat ” ‘Display Filter: |—NDne- j I = L” Fesat ||
‘Collection Interval: | IDays j IEnding j |z009 I.Jan jlll'! ;I IEI[IjII][I ;I Fieset ” GDl

Metwork Element: I—AII— 'l Gc.l Resetl

Collection Interval: [30] ISecondsj IEnding j M | |2009 -lJan j -lD1 j |DD;| :IDD;‘ El Resetl
Display Fitter. | Severity =l |- =l MnoR Go| Peset| wLikewideara: )

Filter Control Elements

This table describes filter control elements of the user interface.

Table 2-6 Filter Control Elements

Operator Description

= Displays an exact match.

Displays all records that do not match the
specified filter parameter value.

> Displays all records with a parameter value
that is greater than the specified value.
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Table 2-6 (Cont.) Filter Control Elements
]

Operator Description

>= Displays all records with a parameter value
that is greater than or equal to the specified
value.

< Displays all records with a parameter value

that is less than the specified value.

<= Displays all records with a parameter value
that is less than or equal to the specified
value.

Like Enables you to use an asterisk (*) as a

wildcard as part of the filter parameter value.

Is Null Displays all records that have a value of Is
Null in the specified field.

Note: Not all filterable fields support all operators. Only the supported
operators are available for you to select.

Filtering on the Network Element

The global Network Element filter is a special filter that is enabled on a per-user basis.
The global Network Element filter allows a user to limit the data viewed to a single
Network Element. Once enabled, the global Network Element filter affects all sub-
screens that display data related to Network Elements. This filtering option may not

b

1.

2.

e available on all pages.

Click Filter in the optional layout element toolbar.
Select a Network Element from the Network Element list.
Click Go to filter on the selection or click Reset to clear the selection.

For data tables that support compound filtering, click Add to add another filter
condition and repeat steps 2 through 4.

Multiple filter conditions are joined by an AND operator.

Records are displayed according to the specified criteria.

Filtering on Collection Interval

The Collection Interval filter allows a user to limit the data viewed to a specified time
interval. This filtering option may not be available on all pages.

1

2

. Click Filter in the optional layout element toolbar.
. Enter a duration for the Collection Interval filter.

The duration must be a numeric value.
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3.

4.

5.

Select a unit of time from the list.
The unit of time can be seconds, minutes, hours, or days.
Select Beginning or Ending from the list.

Click Go to filter on the selection, or click Reset to clear the selection.

Records are displayed according to the specified criteria.

Filtering Using the Display Filter

Use this procedure to perform a filtering operation. This procedure assumes you have
a data table displayed on your screen with the Display Filter field. This process is the
same for all data tables. However, all filtering operations are not available for all

tables.
Note: Display Filter does not support compound filtering. For example, you
cannot filter on both severity and a server name. Try to filter on a single filter
criteria, such as the server hostname for server-scoped metric cells; or the
application name for St- and NE-scoped metric cells. You can also sort by
congestion level (descending) to help improve your filter.
1. Click Filter in the optional layout element toolbar.
2. Select a field name from the Display Filter list.
This selection specifies the field in the table that you want to filter on. The default is
None, which indicates that you want all available data displayed.
3. Select an operator from the operation selector list.
4. Enter a value in the value field.
This value specifies the data that you want to filter on. For example, if you specify
Filter=Severity with the equals (=) operator and a value of MINOR, the table would
show only records where Severity=MINOR.
5. Click Go to filter on the selection, or click Reset to clear the selection.

Records are displayed according to the specified criteria.

Pause Updates

Note: PCA was known as PDRA and may still be seen in some filtering.

Some pages refresh automatically. Updates to these pages can be paused by selecting
the Pause updates checkbox. Uncheck the Pause updates checkbox to resume
automatic updates. The Pause updates checkbox is available only on some pages.

Max Records Per Page Controls

Max Records Per Page is used to control the maximum number of records displayed in
the page area. If a page uses pagination, the value of Max Records Per Page is used.
Use this procedure to change the Max Records Per Page.
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1. From the Main Menu, click Administration > General Options.

2. Change the value of the MaxRecordsPerPage variable.

Note: Maximum Records Per Page has a range of values from 10 to 100
records. The default value is 20.

3. Click OK or Apply.

OK saves the change and returns to the previous page.

Apply saves the change and remains on the same page.

The maximum number of records displayed is changed.
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Configuring Diameter

The Diameter > Configuration GUI allows you to manage diameter signaling routing
configuration.

You can perform different tasks on an Active Network OAM (NOAM) and an Active
System OAM (SOAM).

Understanding the Diameter Configuration Sequence

Use the Diameter > Configuration GUI pages to manage Diameter configuration.

Some components must be configured before others can be configured.

Diameter configuration on the SOAM must occur in the following order, because some
are dependent on one another:

1.

10.

11.

For DA-MPs, make any needed changes to configurable elements in the MP
Profiles used for the DA-MPs in the system; and assign MP Profiles to the DA-
MPs. See the MP Profiles information in Diameter Common User’s Guide.

Configure Application Route Tables. See Diameter Application Route Tables.

Configure only the Table Names. The Application Routing Rules must be
configured after Application IDs and Command Codes are configured.

Configure Pending Answer Timers. See Diameter Pending Answer Timers.

Configure Peer Route Tables. See Diameter Peer Route Tables.

Configure only the Table Names. The Peer Routing Rules must be configured after
Route Lists are configured.

Configure Routing Option Sets. See Diameter Routing Option Sets.

Configure Application IDs. See Using Application IDs to Identify Diameter
Applications.

Configure Command Codes. See Diameter Command Codes.

Configure MCC Ranges if either the Full Address Based Resolution (FABR) or
Range Based Address Resolution (RBAR) application is activated. See the MCC
range information in Diameter Common User's Guide.

Configure CEX Parameters. See Diameter CEX Parameters.
Configure CEX Configuration Sets. See Capacity Configuration Sets.

Configure Connection Configuration Sets. See Diameter Configuration Sets.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

Modify the Default Connection Configuration Set or create new Connection
Configuration Sets to match the SCTP, Diameter, and TCP options that apply to
your network.

Configure Local Nodes. See Diameter Local Nodes.
Configure Transaction Configuration Sets. See Transaction Configuration Sets.

Configure Peer Nodes. See Diameter Peer Nodes.

Enable Topology Hiding Status if Topology Hiding is applicable to the Peer
Node. See Diameter Topology Hiding.

Note: Topology Hiding is available on the NOAM only.

Configure Capacity Configuration Sets for use with the Per-Connection Ingress
MPS Control feature and Validating Diameter Connection Capacity. See Capacity
Configuration Sets.

Configure Egress Message Throttling Configuration Sets. See Egress Message
Throttling Configuration Sets.

Configure Message Priority Configuration Sets. See Message Priority
Configuration Sets.

Configure Connections. IPFE Initiator DA-MP can be configured from this GUI
page. See Connections.

Configure Route Groups. See Diameter Route Groups.
Configure Route Lists. See Diameter Route Lists.

If Alternate Implicit Routing is used, edit Peer Nodes and select a Route List for
each Alternate Implicit Routing element. See Diameter Peer Nodes.

Configure Message Copy Configuration Sets. See Message Copy Configuration
Sets.

Configure Peer Routing Rules in each configured Peer Route Table. See Diameter
Peer Route Tables.

Configure Egress Throttle Groups. See Diameter Egress Throttle Groups.
Configure TTPs.

Configure Reroute On Answer, if it is used in the system. See Diameter Reroute
On Answer.

Configure Application Routing Rules in each configured Application Route
Table. See Diameter Application Route Tables.

If necessary, add Application Priority Options. See Diameter Application Priority
Options.

If necessary, change the default System Options (see Diameter System Options):
¢ Enable the Per Connection Egress Message Throttling feature if it is used.

e Enable the Message Copy Feature if it is used.
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Change any default values as needed.

30. If necessary, enter or change default DNS Options. See Diameter DNS Options.

31. Use the Diameter > Maintenance pages to enable configured components:

On the Diameter > Maintenance > Connections page, enable configured
Connections.

On the Diameter > Maintenance > Egress Throttle Groups page, enable
Egress Throttle Groups Rate Limiting, Egress Throttle Groups Pending
Transaction Limiting, or both, if used.

On the Diameter > Maintenance > Applications page, enable configured
Applications.

On the Diameter > Maintenance > Peer Discovery page, enable configured
Peer Discovery.

On the Diameter > Maintenance > Signaling Firewall page, enable
configured Signaling Firewall.

On the Diameter > Maintenance > Traffic Throttle Groups page, enable
Traffic Throttle Groups.

The Diameter Topology Hiding components are configured in the following order on
the NOAM:

1. Trusted Network Lists, which are used in the Protected Networks configuration

2. One or more Configuration Sets, for each Topology Hiding Type that is used:

Path Topology Hiding Configuration Sets

S6a/S6d Topology Hiding Configuration Sets
MME/SGSN Topology Hiding Configuration Sets
S9 PCRF Topology Hiding Configuration Sets

S9 AF/pCSCF Topology Hiding Configuration Sets

3. Protected Networks, which use the Trusted Network Lists and Configuration Sets
in their configuration.

Next Generation Network Priority Service (NGN-PS)

Next Generation Network Priority Service (NGN-PS) allows National Security /
Emergency Preparedness (NS/EP) users to make priority calls/sessions using public
networks. When you enable the NGN-PS feature on a DSR Node, ingress messages
received from Diameter Peer Nodes are examined to determine if they qualify for
priority treatment based upon a set of rules. These rules, established by Standards
Development Organizations, have various groups working on what is broadly called
Emergency Telecommunications Services (ETS).

ETS is intended to be used by qualified and authorized users, for example, emergency
service personnel, only during times of emergency situations and network congestion.
ETS access:

* Islimited to key personnel and those with leadership
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Is provided end-to-end priority treatment beyond that offered to the general
public

Can include priority call/session set-up, access to additional resources (alternate
routing), and exemption from restrictive network traffic management controls.

Note: If NGN-PS is disabled after being enabled, then DSR does not disable
NGN-PS, but an alarm alerts the user that the runtime state and
administrative state for NGN-PS are not in synch.

NGN-PS support is comprised of two major functions:

1.

Identifying messages which require NGN-PS, which is based on subscription
information stored in databases that is downloaded to entities that perform
priority marking of transactions by way of AVPs.

¢  The following messages are candidates for NGN-PS treatment:
- Cx/DxLIR & LIA
- Cx/DxSAR & SAA
— Dh/Sh UDR & UDA
-  GxCCR-I & CCA-I
-  GxRAR & RAA
- RxAAR & AAA

If a message qualifies for priority treatment, it is considered inviolable. An
inviolable message cannot be blocked, rejected, or discarded by any ingress or
egress control functions due to internal resource congestion or exhaustion.

Note: NGN-PS messages must receive priority treatment both at the Diameter
Application signaling layer and IP-layer.

The priority level for violable messages is defined as a number between zero and
three, where zero has the lowest and three has the highest violable message priority.
NGN-PS messages have a priority level of four.

Note: After a message becomes inviolable, its priority cannot be modified
during the lifetime of that message within a DSR node. After an ingress
Request message is marked as inviolable, all messages associated with that
transaction are also marked as inviolable. Similarly, Answer messages
associated with inviolable transactions are made inviolable.

You can enable any of the following diameter interfaces for NGN-PS support:

Gx, Rx, Cx/Dx and Dh/Sh

NGN-PS messages are identified by the contents of a particular AVP for well-known
set of order pairs. Most non-Gx NGN-PS messages can be identified by the presence of
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an AVP; Gx NGN-PS message identification requires more complex rules based upon
AVP content and user-provided configuration data.

Identifying Messages for Priority Treatment

Congestion control procedures use message priorities and congestion levels to
determine which messages to shed/divert when congestion exists. Lowest priority
messages are assigned a priority of 0, and the highest priority messages are assigned a
value of 3. Because inviolable messages must be provided a higher treatment versus
violable message, the existing four priority values of 0 through 3 are reserved for
violable messages, and message priority of 4 is reserved for inviolable messages.

A message is considered inviolable if:

* The message priority is greater or equal to the Minimum Inviolable Priority
value. See Diameter System Options elements. NGN-PS messages received from
Diameter Peer Nodes are identified and tagged as inviolable before DSR ingress
congestion controls are applied.

* Answer priority is equal to the Maximum of Request Priority and Minimum
Answer Priority value. See Diameter System Options elements.

Identifying NGN-PS Messages

NGN-PS specifications identify a well-defined and limited number of messages that
are candidates for priority treatment. Inviolable messages are exempt from discard
and bypass all ingress and egress throttling controls. These messages typically
represent a small portion of message traffic, and you can configure this function to
avoid abuse. For information about limiting the percentage of the maximum
engineered DA-MP ingress message rate, see Diameter System Options elements
NGN-PS Maximum Message Rate Percent.

When NGN-PS is disabled, a DSR Node does not search for ingress NGN-PS
messages. When NGN-PS is enabled, the DSR Node measures the ingress rate of
NGN-PS which are marked as inviolable and, if the NGN-PS Maximum Message
Rate Percent value has not been reached, DSR is allowed to tag NGN-PS messages
received from Diameter Peer Nodes.

Identifying Non-Gx NGN-PS Messages

Sh/Dh and Cx/Dx messages are tagged based on the presence of Session-Priority AVP
value in Diameter messages. Rx messages are identified as NGN-PS if the MPS-
Identifier AVP value in Diameter message is the same as the Rx MPS-Identifier value
in Diameter System Options elements.

Identifying Gx NGN-PS Messages

Gx NGN-PS messages are identified by both the content of AVPs, as well as user-
configurable data.

The reserved NGN-PS priority levels are network-specific and user-configurable. See
Gx NGN-PS Identifier in Diameter System Options elements.

The ARP AVP is not a top-level AVP, which means that it is always embedded within
another Grouped AVP. The ARP AVP can be embedded in one of the following top-
level grouped AVPs within the Gx message:

e Default-EPS-Bearer-QoS AVP

®  Charging-Rule-Install AVP
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Usually, ARP is stored in the Default-EPS-Bearer-QoS AVP. For Gx RAR messages,
if a Default-EPS-Bearer-QoS AVP cannot be located, DSR searches for up to three
(3) instances of the Charging-Rule-Install AVP looking for a Priority-Level
assigned to a NGN-PS user.

Priority treatment of Gx CCR-I and CCA-I messages is only required if Advance
Priority is enabled in the your network. If your network supports one of the two
mutually exclusive advance priority types, you can select which one to enable. See Gx
Advance Priority Type in Diameter System Options elements.

Diameter Overload Indication Conveyance (DOIC)

DOIC allows Diameter servers to send overload reports requesting that diameter
clients reduce the traffic that they are sending to the server. It also allows for Diameter
Agents to act as a proxy for either clients by reducing traffic as requested by the
servers, or as a proxy for the servers by requesting that traffic be reduced by the
clients. DOIC s main purpose is to act as a proxy for the clients on the routing server
and reduce traffic based on information from the servers.

DOIC is comprised of two routing capabilities:
¢ Static ETR Throttling

® Peer Node Reported Congestion

DOIC is comprised of two primary procedures using two Diameter Grouped AVPs:

Capability Announcement Procedure

DSR as a DOIC Reacting Node advertises its supported DOIC capabilities by inserting
a OC-Supported-Features Grouped AVP in each forwarded Request message sent to a
DOIC Reporting Node. The DOIC Reporting Node sends an OC-Supported-Features
AVP in Answer responses indicating which abatement algorithm it wants to support.

Overload Reporting Procedure

The DOIC Reporting Node can request a reduction in traffic addressed to a given
application for that Reporting node by inserting one or more Applications associated
with a Node/FQDN by inserting a DOIC Overload Report (OC-OLR) Grouped AVP
in Answer responses to a Request containing a OC-Supported-Features AVP.

Static ETR Throttling

Static ETR Throttling allows you to limit the rate of transactions (Request messages
only) that are forwarded to a particular Peer Node, which are addressed to a particular
Diameter Application ID. For each (Peer Node, Application ID) ordered pair that you
want to throttle, define a Traffic Throttle Point (TTP) and assign it a Maximum ETR
value. All of the information required for Peer Node/Application ETR throttling is
stored in a Traffic Throttle Point (TTP). If a Peer Node supports multiple Application
IDs, you must create a separate TTP for each Application for which you want to enable
ETR throttling. When you enable the TTP for service, the routing application begins to
measure the rate of transactions that are routed to the Peer Node and Application ID
(this includes transactions such as priority override and NGN-PS that might be
exempt from diversion). This is referred to as the Offered Traffic Rate (OTR).
Divertable OTRs are the transaction rates offered to a TTP that are candidates for
diversion. NGN-PS and priority override transaction are exempt from TTP ETR
throttling diversion. When the TTP OTR begins to exceed its user-defined Maximum
ETR, the routing application routes the excess transactions alternately using all of the
existing routing mechanisms.
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Note: A TTP's OTR measurements include all transactions which are
associated with an active TTP, which includes both override priority and
NGN-PS transactions that might be exempt from diversion.

Traffic diversion is prioritized based upon the Discard Policy assigned to the DA-MPs.
Using the Discard Policy and message priority and color OTRs measurements, the TTP
Rate Shaper algorithm determines whether a Request message associated with the TTP
must be diverted. TTP rate shaping is applied after a Peer Node or Connection is
selected from a Route Group (or after a Peer Node is selected by Implicit Routing).

Peer Node Reported Congestion

Routing supports the ability to modify the rate of transactions forwarded to a Peer
Node based on the OLRs it receives in Answer responses from the Peer Node. The
information received in a OLR is stored in a TTP and applied as modifications to the
Target ETR. An OLR is enforced until it expires or is cancelled by the Peer Node, at
which time the routing application abates the requested traffic reduction percentage to
0 (at a gradual rate determined by a user-configurable TTP attribute).

Traffic reduction percentages for a Peer Node and Application are used during routing
in the following ways:

*  You can assign a Maximum Loss Percentage Threshold to a TTP. When this occurs,
the routing application does not select a Peer Node or Connection from a Route
Group (or select a Peer Node for Implicit Routing) if the TTP's Current Loss
Percentage exceeds this threshold.

e When a traffic reduction request is received for a TTP, the routing application
updates the TTP Target ETR, which is used for ETR Throttling. ETR Throttling is
applied after a Peer Node or Connection is selected from a Route Group (or a Peer
Node is selected by Implicit Routing).

*  When a message is diverted using a TTP ETR Throttling, the transaction is marked
as Diverted in the transaction PTR. When a transaction is marked as Diverted, any
subsequent Peer Nodes or Connections are excluded from being a candidate for
routing (or re-routing) the diverted transaction if it has a TTP with a non-zero
Current Loss Percentage.

*  You can allow higher priority transactions to bypass routing constraints via the
TTP Override Message Priority Threshold attribute. This attribute is used in the
following circumstances:

—  After a transaction has been categorized as Diverted, a Request is allowed to
be routed to a congested TTP if its priority is great than or equal to the TTP's
Override Message Priority Threshold attribute.

—  After a Peer Node or Connection is selected from a Route Group (or a Peer
Node is selected by Implicit Routing), it bypasses a TTP ETR Throttling if all
of the following criteria are met:

- An active TTP exists for the selected Peer Node/Connection and the
Application ID addressed by the transaction

- You have assigned a value to the TTP's Override Message Priority
Threshold attribute
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- The Request message's priority is greater or equal to the TTP Override
Message Priority Threshold attribute

- The TTP's OTR is less than or equal to the TTP Maximum ETR

Note: A TTP's OTR measurements include all transactions which are
associated with an active TTP, which includes both override priority and
NGN-PS transactions might be exempt from diversion.

Traffic reduction requests from Peer Nodes within a Route Group can be aggregated
and used for making decisions about whether Route Groups within a Route List are
viable candidates for routing a transaction. Traffic reduction loss values for a group of
Connection or Peer Nodes are aggregated by the Traffic Throttle Group (TTG) to
which you assign a set of TTPs. The local TTG traffic reduction information is also
distributed to other Nodes within the network to assist them in making decisions
about sending traffic they cannot handle to the affected Node.

When a TTG is created and enabled for service, the routing application begins to
maintain an aggregated Current Loss Percentage for the TTG based upon the
Maximum ETR assigned to each TTP and the Current Loss Percentage for each TTP. A
TTG can be assigned to a Route Group within a Route List along with a maximum loss
threshold.

When you enable a TTG, the routing application does not select a Route Group from a
Route List when the following criteria are met:

¢ TTGis assigned to the Route Group within the Route List
* TTG admin state is Enabled

¢ TTG Current Loss Percentage exceeds the Maximum Loss Percentage Threshold
value assigned to the Route Group within the Route List

DOIC Capabilities Announcement (DCA)

The DOIC solution supports the ability for Diameter nodes to determine if other nodes
in the path of a request support the DOIC solution. The DOIC Capabilities
Announcement (DCA) procedure allows a DOIC Reacting Node to indicate which
DOIC capabilities it supports to a DOIC Reporting Node which, in turn, responds with
which capabilities it wants to use.

The DCA procedure is invoked only when a Request message is being forwarded to a
Peer Node for which DOIC has been enabled for the application ID to which the
message is addressed. The decision for determining whether an OC-Supported-
Features AVP should be appended occurs after the routing application has selected a
Connection for forwarding the Request. If the Peer Node associated with the selected
Connection has an active TTP associated with the Application ID in the Request
message, then:

* Append an OC-Supported-Features AVP to the forwarded Request message
containing the list of Abatement Algorithms assigned to the TTP by user
configuration.

e Save the TTP in the PTR.

A TTP is considered active, if for a transaction being forwarded to a Connection, the
following criteria are met:
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e TTP exists for the Peer Node to which the Request is to be forwarded and the
Application-Id in the Request header, AND

¢ TTP's Dynamic Throttling Admin State is set to Enabled

¢ TTP's Operational Status is NOT set to Inactive

Each time the routing server receives an Answer message that can be associated with a
PTR, it checks if a TTP has been stored in the PTR. If not, then the routing server
ignores any DOIC AVPs in the message. If a TTP is stored in the PTR, then it searches
for DOIC AVPs in the Answer response if the following criteria are met:

e TTP is still active (it may have changed between the time the Request was sent
and the Answer was received)

¢ Diameter Node which initiated the Answer (identified by the Origin-Host AVP) is
the same node associated with the TTP

If any of these validations fail, then the routing server ignores any DOIC AVPs in the
message.

DOIC Overload Reports (OLR)

A DOIC Reporting Node notifies a Reacting Node of a new or change to a previously
reported traffic overload condition by piggy-backing one or more OC-OLR AVPs in
the Answer response to a DCA procedure. If multiple OC-OLR are found, the routing
application only processes the first two OC-OLR found from the top of the Answer
message and ignores the balance. It is possible in the DOIC specification to receive two
OLR in the same Answer message, the only restriction is that they must have different
values for the OC-Report-Type AVP.

OLR AVP Validation and Processing

The OC-OLR is a Grouped AVP. AVPs can be grouped and embedded in the OC-OLR,
and they can be validated via the routing application. Optionally, you can define the
amount of time (in seconds) that the OLR is enforced. You can also (optionally) define
the percentage of the traffic reduction that is requested.

If a validation failure occurs with any AVP within the OC-OLR, the entire OLR is
discarded. If the OLR is valid, it is handled based upon the type of request as follows:
¢ New overload report

* Update to an existing overload report

¢ Cancellation of an existing overload report

New OLR

The routing application considers an OLR to be a new request when the TTP Validity
Duration stored in the local TTP RT-DB is set to 0. The routing application could be in
an overload recovery state for the previously received OLR. When this occurs, the
recovery procedure is abandoned by stopping the DOIC Overload Recover timer. The
new OLR is then processed.

Cancel an Existing OLR

A Peer Node can cancel an active overload state by setting the OC-Reduction-
Percentage to 0 or by setting the OC-Validity-Duration AVP to 0 seconds. Cancellation
only applies if the routing application is processing an OLR (TTP's Validity Duration
greater than 0). A cancellation is ignored if overload recovery is in progress
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(Operational Reason is Peer Overload Recovery). If a cancellation is received while the
TTP is in Peer Overload, the routing application processes the request.

Modify an Existing OLR

An upstream Peer Node can update an in-progress overload condition. An update
request must contain a Sequence Number larger than the previously one sent. The
routing application treats an OLR as an update to an existing overload condition if the
validation criteria are met.

DOIC Information Sharing within a Node

Traffic reduction requests from an upstream Peer Node can be sent to any DA-MP.
This information must be shared with all DA-MPs within the Node so that it can be
applied when routing transactions to the congested entity. When a routing application
instance on a DA-MP receives a DOIC OLR that modifies a TTP, the updated TTP
information is forwarded to all of its peer routing application instances within the
Node via a DOIC-OLR stack event.

Overload Recovery and Abatement

When an OLR received from a Peer Node expires or is cancelled, the routing
application must restore the traffic rate for the TTP to its maximum capacity. Rather
than abruptly reducing the TTP's Current Loss Percent to 0, the routing application
reduces the Current Loss Percent based upon a user-defined loss restoral rate defined
by the TTP attribute Abatement Recovery Rate.

DOIC and NGN-PS Interaction

Next Generation Network Priority Service (NGN-PS) allows National Security/
Emergency Preparedness (NS/EP) users (service users) to make priority calls/sessions
using the public networks. When the NGN-PS feature is enabled on a DSR Node, DSR
examines the content of ingress messages received from Diameter Peer Nodes to
determine if they qualify for priority treatment based upon a set of rules. See Diameter
System Options elements. If priority treatment is required, the message is assigned a
priority of 4 and becomes inviolable, which means that it becomes exempt from
discard and bypasses all DSR ingress and egress congestion throttling controls. The
following exemptions are provided to inviolable message from DOIC throttling
constraints:

¢ Inviolable Request messages from a Route Group-TTG's Maximum Loss Percent
Threshold constraint are exempt.

¢ Inviolable Request messages from a Peer Node-TTP's Maximum Loss Percent
Threshold constraint are exempt.

¢ Any TTP ETR message throttling constraints for inviolable Request messages are
bypassed.

Note: NGN-PS transactions are never diverted by ETR throttling; therefore,
any existing diameter routing layer routing rules associated with DOIC-
diverted transactions do not apply.

Diameter Capacity Summary

The Diameter > Configuration > Capacity Summary page viewed from the SOAM
displays information about maximum allowed and currently configured Diameter
Configuration components.
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The following information displays in each row of a read-only table:

Configuration Item
The type of Diameter Configuration component

Max Allowed Entries

The maximum number of entries for that component that can be configured in
Diameter.

Configured Entries
The number of entries for that component that are currently configured.

% Utilization
The percentage of the maximum number of entries for that component that are
currently configured.

Use the Diameter > Configuration > Capacity Summary page when planning,
configuring, and maintaining the Diameter Configuration.

Diameter Capacity Constraints

The following table shows the maximum values per NE and per configuration

component.

Table 3-1 Maximum Values per NE and per Configuration Component
|

Constraint Name Description Value Related Notes
Application IDs Maximum number 1000 MaxConfigured Appld
configured per network
element
Command Codes Maximum number that 1000 MaxConfiguredCmdCode
can be configured.
Connection Maximum number 2000 MaxConnConfigsPerNe
Configuration Sets configured per network
element
Application IDs per set  Maximum number of 10 MaxConfigured AppIldperSet
Applds per set
CEX Configuration Sets Maximum number that 2000 MaxConfigured CEXSets
can be configured
Capacity Configuration Maximum number that 1000 MaxCapacityCfgSets
Sets can be configured
Egress Message User-configurable 50
Throttling Egress Message
Configuration Sets Throttling
Configuration Sets per
NE
Message Priority Maximum number of 20 MaxMsgPriorityCfgSet

Configuration Sets

configured Message
Priority Configuration
Sets
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name

Description

Value

Related Notes

ETL Rate Limiting
Configuration Set

ETL Pending
Transaction Limiting
Configuration Set

Local Nodes per NE

Peer Nodes per NE

Peer Node Groups

Connections

Route Groups

Route Lists

Peer Routing Tables

Peer Routing Rules

Egress Throttle Groups

Reroute On Answer

Maximum number of
ETL Rate Limiting
Configuration Set
defined at NO

Maximum number of
ETL Pending
Transaction Limiting
Configuration Set
defined at NO

Maximum number
configured per network
element

Maximum number
configured per network
element

Maximum number of
Peer Node Groups that
can be configured

Maximum number
configured per network
element

Maximum number
configured per network
element

Maximum number
configured per network
element

Maximum number of
configured Peer Route
Table

Maximum number
configured per network
element

Maximum number of
Egress Throttle Groups

Maximum number of
order pair
combinations of
Application ID and
answer result code
value that can cause a
request re-routing

128

128

48

16000

2500

16000

6000

2000

500

10000

128

1000

MaxEtlsRateCfgSetPerNe

MaxEtlsPendTransPerNe

MaxLocalNodesPerNe

MaxPeerNodesPerNe

MaxPeerNodeGroups

MaxConnsPerNe

MaxRouteGroupsPerNe

MaxRouteListsPerNe

MaxPrtTablesPerNe

MaxPrtRulesPerNe

MaxEtgsPerNe

MaxRerouteOnAnsOrderPai
r
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value  Related Notes
Application Routing Maximum number 500 MaxArtTablesPerNe
Tables configured per network
element
Application Routing Maximum number 10000 MaxARTRulesPerNE
Table Rules configured per network
element
Routing Option Sets Maximum number of 50 MaxRoutingOptionSets
configured Routing
Option Sets
Pending Answer Maximum number 16 MaxPendingAnswerTimers
Timers configured per network
element
MCC Ranges Maximum number of 10 MaxConfiguredReservedMC
configured Reserved CRanges
MCC Ranges
Traces Maximum number of 100
configured Traces
Transaction Maximum number of 100 MaxTransactionCfgSetPerNe
Configuration Set configured Transaction
Configuration Set
defined at SO
Message Authenticator ~Maximum number of 100 MaxMessageAuthCfgSet
Configuration Sets Message Authenticator
Configuration Sets
allowed for a DSR node
Shared Secret Sets Maximum number 16000 MaxSharedSecretCfgSet
allowed per network
element
Ingress Status-Server Maximum number of 100 MaxIngressStatusServerCfgS
Configuration Sets Ingress Status-Server et
Configuration Sets
allowed for a DSR node
NAS Nodes Maximum number of 16000 MaxNASNodes
NAS Nodes allowed
for a DSR node
Traffic Throttle Point Maximum number 500 MaxTraficThrottlePoint
allowed per network
element
Traffic Throttle Point Maximum number of 500 MaxTrafficThrottleCfgSet

Configuration Sets

TTP Configuration Sets
configured in a
network element
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value  Related Notes
List Maximum managed 128
objects in a DSR system
Traffic Throttle Group =~ Maximum number 500 MaxTraficThrottleGroup
configured per network
element
Dynamic Peer Maximum number of 100 MaxRealmsPerSO
Discovery Realms Dynamic Peer
Discovery Realms
defined at SO
DNS Sets Maximum number 64 MaxDnsSetsPerSO
defined per SO
Discovery Attributes Maximum number 100
defined per network
element
Local Nodes per Maximum number 48
Connection configured per
Connections per Route ~ Connections per route 64 MaxConnsPerRouteGroup
Group group
Route Groups per Maximum Route 3 MaxRouteGroupsPerRouteL
Route List groups per route list ist
Peer nodes per Route Maximum Peer nodes 160 MaxPeersPerRouteGroup
Group per route group
Members in a Egress Maximum number of 128 MaxMembersPerEtg
Throttle Group members in a Egress
Throttle Group
Connections per Peer Maximum number of 64 MaxConnsPerPeerNode
Node connections configured
per peer node
Connections per Route ~ Maximum number per 512 MaxConnsPerRouteGroup
Group route group
Application Routing Maximum number 10000 MaxARTRulesPerNE
Rules configured per network
element
Supported Vendor ID(s) Maximum number of 10 MaxSupportedVendorIldperS
supported vendor IDs et
per set
Test Connections Maximum number of 2 MaxTestConnections
test connections
Diagnose Connections ~ Maximum number of 2 MaxDiagnoseConnections

diagnosed connections
in test mode
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value  Related Notes
Diagnose PDUs Maximum number of 1 MaxDiagnosePdu
PDUs per test
connection for a single
diagnostic cycle
IP Addresses per Local ~Maximum number per 128 MaxIpsPerLocalNode
Node local node
IP addresses per Peer IP addresses per peer 128 MaxIpsperpeernode
Node node
Maintenance Screen Time interval in 10 MaintenanceScreenRefreshR
Refresh Rate seconds after which ate
data is refreshed on the
diameter maintenance
screens
DA-MPs Maximum number 16
configured per network
element
Target Set Address Maximum number of 32 MaxTsasPerLocalNode
TSAs per local node
Peer Route Tablesand =~ Maximum number of 20 MaxPrtTableDiameterAppA
Application IDs Associations between ssocs
Associations Application IDs and
Peer Route Tables
Message Priority Maximum number of 50 MaxRulesPerMsgPriorityCfg
Configuration Set Rules  configured rules per Set
message priority
configuration set
Message Throttling Maximum number of 50 MaxMsgThrottlingCfgSet
Configuration Sets configured Message
Throttling
Configuration Sets
Connections with Maximum connections 500 MaxMsgThrottlingConnectio
Message Throttling that can have message ns
Configuration Sets throttling configuration
sets assigned to them
Trusted Network Lists ~ Maximum number of 500 MaxTrustedNetworkList
Trusted Network Lists
that can be configured
Trusted Network Realm Maximum number of 100 MaxTrustedNetworkRealm

per Home Network
Realm

Trusted Network
Realm per Home
Network Realm that
can be configured
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value  Related Notes
Path Topology Hiding ~ Maximum number 500 MaxPathTHCfgSet
Configuration Sets configured
Host Network Suffixes =~ Maximum number host 10 MaxHostNameSuffixes
name suffixes per path
topology hiding
configuration set
S6a/S6d HSS Topology ~ Maximum number 500 MaxHSSTHCfgSet
Hiding Configuration configured
Sets
MME/SGSN Topology ~ Maximum number of 500 MaxMMETHCfgSet
Hiding Configuration = MME/SGSN Topology
Sets Hiding Configuration
Sets that can be
configured
MME Real Hostnames =~ Maximum number of 300 MaxMMERealHostNames
per MME Topology MME Real Hostnames
Hiding Configuration per MME Topology
Sets Hiding Configuration
Sets that can be
configured
Protected Network Maximum number of 500 MaxProtectedNetwork
Configuration Sets Protected Network that
can be configured
MME Real Hostnames ~ Maximum number of 50000 MaxMMERealHostNamesPe
in the DSR network rNw
Diameter Realm Maximum number of 1000 MaxDiamRealms
records per network
Diameter Identity GTA ~ Maximum number of 5000 MaxDiamlds
Diameter Identity GTA
records per network
GTA Range to PC Maximum number of 5000 MaxGtaRangetoPCPerNetw
GTA Range to PC orkType
records per NE
CCNDC Mapping Maximum number of 2500 MaxCcNdcMappingPerNe
Entries CCNDC Mapping
Entries
MccMnc Mappings Maximum MccMnc 2500 MaxMccMncMappingPerNe
Mappings per NE
Mobile Country Codes ~ Maximum (Mcc) 2500 MaxMccPerNe
Mobile Country Codes
per NE
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value Related Notes
Metric Threshold Maximum number of 32 MaxDashboardMTCfgSets
Configuration Sets Metric Threshold
Configuration Sets that
can be user-defined
Dashboard Network Maximum number of 1 MaxDashboardNetworks
managed objects that
can be defined
Dashboard Network Maximum number of 32 MaxDashboardNetworkEle
Element managed objects that ments
can be defined
HSS Real Hostnames Maximum number of 300 MaxHssRealHostnamesPerC
per Configuration Sets ~ HSS Real Hostnames fgSet
per HSS Topology
Hiding Configuration
Sets that can be
configured
HSS Real Hostnames Maximum number of 50000 MaxHssRealHostnamesPerN
per NW HSS Real Hostnames in w
the DSR network
S9 PCRF Topology Maximum number that 500 MaxS9PcrfThCfgSet
Hiding Configuration can be configured
Sets
S9 PCRF Host Names Maximum number of 600 MaxS9PcrfRealHostnamesPe
per set S9 PCRF Real rCfgSet
Hostnames per S9
PCRF Topology Hiding
Configuration Sets that
can be configured
S9 AF/pCSCF Maximum number of 500 MaxS9AfPcscfThCfgSet
Topology Hiding S9 AF/pCSCF
Configuration Sets Topology Hiding
Configuration Sets that
can be configured
S9 PCRF Real Host Maximum number of 100000 MaxS9PcrfRealHostnamesPe
Names S9 PCRF Real rNw
Hostnames in the DSR
network
S9 AF/pCSCF Host Maximum number of 1200 MaxS9AfPcscfRealHostsPer

Names per set

S9 AF/pCSCF Real
Hostnames per S9 AF/
pCSCF Topology
Hiding Configuration
Sets that can be
configured

CfgSet
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value  Related Notes

S9 AF/pCSCF Host Maximum number of 200000  MaxS9AfPcscfRealHostsPer
Names S9 AF/pCSCF Real Nw

Hostnames in the DSR

network
Peer Routing Table Maximum number of 100 MaxPrtRulesWithContainsP
rules with Contains PRT rules with erPrt
operator Contains operator
Peer Routing Table rule  Maximum number of 50 MaxCharPrtCondWithConta
with Contains operator  characters for a ins

parameter's value with

Contains operator in

condition of PRT rule
Peer Routing Table with Maximum number of 1 MaxCondWithContainsPerP
a condition in rule conditions in a PRT rr

rules with Contains

operator
Application Routing Maximum number of 100 MaxArtRulesWithContainsP
Table rules with ART rules with erArt
Contains operator Contains operator
Application Routing Maximum number of 50 MaxCharArtCondWithCont
Table rules with characters for a ains
Contains operator parameter's value with

Contains operator in

condition of ART rule
Application Routing Maximum number of 1 MaxCondWithContainsPerA
Table with Contains conditions in an ART T
operator rule with Contains

operator
Transport Layer Maximum number of 1000 MaxTIsCertificatesAllowed
Security Certificates TLS certificates allowed

for a DSR node and

across DSR network
ETG Pending Maximum number of 128 MaxEtgsPendTransPerNe
Transaction Limiting ETG Pending
Configuration Set Transaction Limiting

Configuration Set

defined at SO
ETG Rate Limiting Maximum number of 128 MaxEtgsRateCfgSetPerNe
Configuration Set ETG Rate Limiting

Configuration Set

defined at SO
Egress Throttle Lists Maximum number of 128 MaxEtlsPerNe

Egress Throttle Lists
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Table 3-1 (Cont.) Maximum Values per NE and per Configuration Component

Constraint Name Description Value  Related Notes
Transaction Maximum number of 1000 MaxTransactionCfgRulePerS
Configuration Rules configured Transaction et
per set Configuration Rules
per Transaction
Configuration Set
Transaction Maximum number of 1000 MaxTransactionCfgRulePer
Configuration Set Rules configured Transaction Ne
Configuration Set Rules
defined at SO
Shared Traffic Throttle = Maximum number that 1000 MaxSharedTTGPerDSR
Group can be marked as
shared under the
control of a single
NOAM
Traffic Throttle Point Maximum number in a 20 MaxTraficThrottlePointPerG
per Traffic Throttle Traffic Throttle Group roup
Group
AVP Removal List Maximum number of 10 MaxAVPRemovalEntryPerLi
entries AVP Removal List st
entries in a AVP
Removal List managed
object
AVP Removal List Maximum AVP 128 MaxAVPRemovalListPerNE
Removal List managed
object in a NE
Traffic Throttle Group =~ Maximum TTG that 10 MaxTTGperRGperRL
can be associated with
Route Group within
Route List
Route List/Route Maximum number 5000 MaxSharedTTGAssocPerNO
Group/Shared TTG across the entire DSR AM
Associations network
IPs per NAS node Maximum IPs allowed 4 MaxIpsPerNASNode
per NAS Node
Server Ports Maximum Server Ports 10 RADIUS UDP Server Ports
Per Peer Node
Server Ports per Peer Maximum Server Ports 10 MaxServerPortsPerPeerNod
Node Per Peer Node e
Server Ports per Local =~ Maximum Server Ports 10 MaxServerPortsPerLocalNo
Node Per Local Node de
Traffic Measurements Maximum supported 250

Route Groups for
measurement capturing
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Connection Capacity Dashboard Functions

The functions of the Connection Capacity Validation feature are described in
Validating Diameter Connection Capacity. On the Diameter > Configuration >
Connection Capacity Dashboard GUI page, the current Connection configuration
capacity information for configured active DAMPs displays.

You can perform these tasks on an active System OAM (SOAM).
Each row on the page contains the information for one configured active DAMP.

The Diameter > Configuration > Connection Capacity Dashboard page is view-only
and has two tabs.

The Connections Table tab contains information about the currently configured
Connections for each DAMP in the NE. Fixed Connections and Floating IPFE
Connections displays with Floating IPFE Connections grouped by Target Set.

The Connection Reserved Ingress MPS Table tab contains the currently configured
Reserved Ingress MPS for each DAMP in the NE. The contribution of both Fixed
Connections and Floating IPFE Connections displays with Floating IPFE Connections
grouped by Target Set.

Note: The Connection Capacity Dashboard does not use field coloring; usage
values at or in excess of 100% are not flagged by cell coloring.

The following information displays for each configured active DA-MP when the
Connections Table tab is selected:

MP Server Hostname
Hostname of the DAMP server.

Current Connection Usage (%)

The percentage of the total Connection capacity currently used, which is the sum of
Fixed Connections and Floating IPFE Connections allocated to the DAMP, divided by
the total Connection Capacity value.

It is theoretically possible for this usage value to exceed 100%; diameter does not
prevent over-configuration in certain scenarios (typically involving overlapping
Target Sets, or a non-overlapping Target Set whose DAMPs have significantly
different numbers of Fixed Connections assigned). For a given DAMP, if the number
of Connections allocated to that DAMP exceeds the DAMP's Maximum Connections
count capacity (from the assigned MP Profile), the Current Connection Usage (%)
value exceeds 100%.

Current Reserved Ingress MPS Usage (%)

The percentage of scaled Engineered Ingress MPS capacity currently used.

This usage value is computed as the sum of Reserved Ingress MPS values for a DA-
MP's Fixed Connections and Floating IPFE Connections, divided by the Maximum
Reserved Ingress MPS value.

It is theoretically possible for this usage value to exceed 100%; diameter does not
prevent over-configuration in certain scenarios (typically involving overlapping
Target Sets, or a non-overlapping Target Set whose DAMPs have significantly
different numbers of Fixed Connections assigned).
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Connection Capacity
The DAMP's total Connection capacity.
The maximum connections value assigned to the DAMP in the MP Profile.

# Fixed Connections

The number of Fixed Connections currently configured for the DAMP.

For a given DAMD, the value displayed in the # Fixed Connections field should never
exceed the Connection Capacity.

If a DAMP has one or more configured Fixed Connections, then the value appears as
a hyperlink. The hyperlink opens the Diameter > Configuration > Connections
[Filtered] page, filtered to show only the Fixed Connections assigned to the DAMP.

If the NE has Target Sets configured, then the following information appears (one
column for each Target Set) up to a maximum of 32 Target Sets:

TSn: # Floating IPFE Connections

A configured Target Set, where n is the Target Set number. The numbering of the
Target Sets is ascending, but might not be sequential.

The value displayed for a given DAMP and Target Set is the evenly-distributed
allocation of Floating IPFE Connections to each DAMP in the Target Set. If the evenly-
distributed allocation value is zero, then the value zero displays in the field.

The evenly-distributed allocation of Floating IPFE Connections is zero if there are
more DAMPs in the Target Set than Floating IPFE Connections configured for the
Target Set. In this case, to make it clear DAMP is part of the Target Set, the value zero
displays (instead of a blank field).

If a DAMP has no IPFE allocation for a defined Target set, the corresponding field is
blank.

The following information appears under the Connection Reserved Ingress MPS
Table tab:

MP Server Hostname
Hostname of the DAMP server.

Current Connection Usage (%)

The percentage of the total Connection capacity currently used, which is the sum of
Fixed Connections and Floating IPFE Connections allocated to the DAMP, divided by
the total Connection Capacity value shown in the fourth column on the Connections
tab.

It is theoretically possible for this usage value to exceed 100%; diameter does not
prevent over-configuration in certain scenarios (typically involving overlapping
Target Sets, or a non-overlapping Target Set whose DAMPs have significantly
different numbers of Fixed Connections assigned). For a given DAMP, if the number
of Connections allocated to that DAMP exceeds the DA-MP's Maximum Connections
count capacity (from the assigned MP Profile), the Current Connection Usage (%)
value exceeds 100%.

Current Reserved Ingress MPS Usage (%)

The percentage of scaled Engineered Ingress MPS capacity currently used.

This usage value is computed as the sum of Reserved Ingress MPS values for a
DAMP's Fixed Connections and Floating IPFE Connections, divided by the Maximum
Reserved Ingress MPS value shown in the fourth column of the Connection
Reserved Ingress MPS Table tab.
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It is theoretically possible for this usage value to exceed 100%; diameter does not
prevent over-configuration in certain scenarios (typically involving overlapping
Target Sets, or a non-overlapping Target Set whose DAMPs have significantly
different numbers of Fixed Connections assigned).

If the total Connection Reserved Ingress MPS for Connections allocated to a given
DAMP exceeds the DAMP's scaled Engineered Ingress MPS, the Current Reserved
Ingress MPS Usage (%) exceeds 100%

Maximum Reserved Ingress MPS

The DAMP's Engineered Ingress MPS value, located on the Diameter > Diameter
Common > MP Profile assigned to the DAMP, scaled by the Connection Reserved
Ingress MPS Scaling value located on the Diameter > Configuration > System
Options page.

Total Fixed Connection Reserved Ingress MPS

The sum of the Maximum Reserved Ingress MPS values for all Fixed Connections
configured to a DAMP.

For a given DAMDP, the value displayed in the Total Fixed Connection Reserved
Ingress MPS field should not exceed the Maximum Reserved Ingress MPS value.

Note: There is one exception — a system already configured with Fixed
Connections having some non-zero Total Fixed Connection Reserved Ingress
MPS value. If the Connection Reserved Ingress MPS Scaling is decreased,
thus decreasing the scaled Engineered Ingress MPS on every DAMP in the
system, it is possible the new lowered Maximum Reserved Ingress MPS is
less than the already-configured Total Fixed Connection Reserved Ingress
MPS.

If a DAMP has no Fixed Connections assigned to it, then the corresponding field
shows a value of zero.

If the NE has Target Sets configured, then the following information appears following
the tab columns (one column for each Target Set) up to a maximum of 32 Target Sets:

TSn: # Floating IPFE Connections Reserved Ingress MPS
A configured Target Set, where 1 is the Target Set number. The numbering of the
Target Sets is ascending, but might not be sequential.

Note: The IPFE GUI does not require Target Sets to be configured
sequentially. For example, you can define Target Sets 4, 11, 12, and 32. The
Dashboard page always shows only the configured Target Sets, from the
smallest configured number to the largest configured number.

The value displayed for a given DAMP and Target Set field is the evenly-distributed
allocation of Floating IPFE Connections' Reserved Ingress MPS to each DAMP in the
Target Set. If the evenly-distributed allocation value is zero, then the value zero
displays in the field.

The evenly-distributed allocation of Floating IPFE Connections is zero if all of the
Floating IPFE Connections configured for the Target Set have Reserved Ingress MPS
values of zero. In this case, to make it clear DAMP is part of the Target Set, the value
zero displays (instead of a blank field).
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If a DAMP has no Floating IPFE allocation for a defined Target set, the corresponding
field is blank.

If a DA-MP has one or more Floating IPFE Connections allocated to it for a given
Target Set, the value is displayed as a hyperlink. When clicked, the Diameter >
Configuration > Connections [Filtered] page opens, filtered to show only those
Floating IPFE Connections assigned to the Target Set. Because Floating IPFE
Connections are not configured to a particular DAMP, this filtered display cannot
show a DAMP allocation; it instead shows all Floating IPFE Connections in the Target
Set.

The Connection Reserved Ingress MPS Scaling value, from the Diameter >
Configuration > System Options page, is the percent of DAMP Engineered Ingress
MPS used by each DAMP when validating the Reserved Ingress MPS for a newly
received Floating IPFE Connection. A newly received Floating IPFE Connection is
rejected if the total Connection Reserved Ingress MPS for Fixed Connections and
already established Floating IPFE Connections would exceed the DAMP's Engineered
Ingress MPS, scaled by this value.

DA-MP and Target Set Associations

The DAMPs that are included in a Target Set (TS) are easily identified because they
always have a number in the Dashboard cell that is the intersection of the DAMP and
Target Set.

¢ If there are no Floating IPFE Connections yet defined for a TS, each DAMP in the
TS still shows a value of zero on both the Connections Table and Connection
Reserved Ingress MPS Table tabs.

¢ If there are fewer Floating IPFE Connections defined for a TS than DAMPs
assigned to the TS, the evenly-distributed value shown on the Connections tab is
zero. Each included DAMP shows a value of zero for the Target Set.

¢ If all Floating IPFE Connections in a Target Set have Maximum Reserved Ingress
MPS values of zero, then each DAMP included in the TS shows a value of zero on
the Connection Reserved Ingress MPS Table tab.

Overlapping Target Sets can be easily identified on the Dashboard by looking for
DAMPs that have a value for more than one Target Set.

e Ifa given DAMP shows no number for any Target Set, that DAMP is not included
in any Target Set; therefore, it cannot host Floating IPFE Connections.

¢ Ifa given DAMP shows a number for just one Target Set, that DAMP is not
overlapped in more than one Target Set.

e Ifa given DAMP shows a number for more than one Target Set, then all Target
Sets that include the DAMP overlap.

Validating Diameter Connection Capacity

The Connection Capacity Validation function validates and limits the configuration of
Diameter connections to better ensure the configuration does not violate the
Connection Count or Reserved Ingress MPS capacity limitations of the DA-MP servers
that handle connections in real time.

Validation of the number of Connections and Reserved Ingress MPS occurs in
response to changes to the configuration of Connections and Capacity Configuration
Sets. Such changes reduce the available connection capacity and must be validated
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before they can be allowed. (Actions that increase Connection capacity rather than
reduce it do not require validation.)

Connection Capacity Validation has no direct impact on the operation of any given
DA-MP at run time or on IPFE servers. See Connections.

The following definitions apply in this document:

Target Set
A collection of DA-MP servers, any one of which the IPFE server can select to
establish a Floating IPFE Diameter connection.

Non-overlapping Target Set
A Target Set where DA-MPs do not appear in any other configured Target Set.

Overlapping Target Sets
If any single DA-MP appears in more than one Target Set, then those Target Sets
overlap the DA-MP, sharing its capacity resources.

Connection Capacity Validation behaves according to the following general principles:

The weighting of DA-MPs within a Target Set is assumed to be equal for the
purposes of all connection configuration validations.

Any non-equal weighting of DA-MPs within a Target Set (achieved through IPFE
server configuration) is of no consequence to Connection Capacity Validation at
configuration time.

Over-configuration of both Connection Counts and Reserved Ingress MPS is
possible in certain circumstances. No alarms or other active notifications are
generated.

—  For a system having no Floating IPFE Connections, no over-configuration can
occur under any circumstances.

—  For a system having one or more Target Sets that do not overlap each other,
no over-configuration can occur (with the possible exception of upgrading an
already over-configured system).

—  For a system having two or more Target Sets that overlap each other in any
way, over-configuration can occur because the application does not prevent
configuration changes when overlapping Target Sets are involved.

Diameter and Connection Capacity Validation prevent or do not prevent
configuration changes under the following conditions:

—  Diameter does not prevent connection configuration changes that involve the
DA-MPs in overlapping Target Sets. The complexities of overlapping Target
Sets make it difficult to determine over-configuration conditions when a
diameter routing with overlapping Target Sets is near or at capacity. If there
are also non-overlapping Target Sets, prevention of changes affecting non-
overlapping Target Sets is still enforced.

—  When only a single non-overlapping Target Set is involved, diameter routing
prevents connection configuration changes that cause the Target Set's capacity
to be exceeded.

—  When there are no Target Sets involved at all - meaning there are no Floating
IPFE Connections, only Fixed Connections - diameter routing prevents
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connection configuration changes that could cause the individual DA-MP
hosting the subject Fixed Connection to exceed its capacity.

The TS#: Floating IPFE Connection Reserved Ingress MPS value (percent) is
applied to a DA-MPs total Engineered Ingress MPS. The TS#: Floating IPFE
Connection Reserved Ingress MPS value is effectively a scaling factor on the total
Reserved Ingress MPS that can be configured for a DA-MP, encompassing the
contributions of both Floating IPFE and Fixed Connections.

When dealing with a non-overlapping Target Set, the configuration capacity of the
constituent DA-MPs can be thought of as pooled. Even though Floating IPFE
Connections are typically considered to be evenly-distributed across all the DA-
MPs in the Target Set (within a non-overlapping Target Set), capacity from one
DA-MP can be borrowed and loaned to another DA-MP for the purposes of
validating capacity changes. (This has no effect on the actual distribution of
Floating IPFE Connections by the IPFE server.)

This situation can occur if the number of Fixed Connections varies significantly
among DA-MPs in the non-overlapping Target Set. In that case, much of one DA-
MP's capacity is taken up by Fixed Connections, which means there is less room
for Floating IPFE Connections. But if another DA-MP in the non-overlapping
Target Set has fewer Fixed Connections, it has more room for Floating IPFE
Connections. The capacity on the DA-MP with fewer Fixed Connections can be
used for Floating IPFE Connections.

TS#: Floating IPFE Connection Reserved Ingress MPS

Because only the Client Diameter Connections are configured with non-zero Reserved
Ingress MPS, TS#: Floating IPFE Connection Reserved Ingress MPS values (Scaling
Factor) greater than 50% introduce the potential for a DA-MP to accept sufficient
Floating IPFE Connections that could result in the total ingress MPS processed by the
DA-MP (including ingress MPS on non-IPFE Connections) exceeding the DA-MP's
Engineered Ingress MPS rating.

If only Floating IPFE Connections have non-zero Reserved Ingress MPS defined,
and non-IPFE Connections have a zero Reserved Ingress MPS, the configuration
restriction of the Scaling Factor = 50% enables the system to behave optimally.

If non-IPFE Connections have non-zero Reserved Ingress MPS defined, then the
maximum Reserved Ingress MPS available for all DA-MP Connections is limited
by scaled Engineered Reserved Ingress MPS of the DA-MP.

Therefore, the Scaling Factor does in fact limit the total Connection Reserved Ingress
MPS on a DA-MP. The intended deployment is that all Fixed Connections have a
Reserved Ingress MPS value of zero so the Scaling Factor value of 50% affects only
IPFE Connections.

Assumptions and Limitations

Connection Capacity Validation has the following assumptions and limitations:

Configuration validation decisions never include run time or status information.

The allocation of Floating IPFE Connection configurations within a Target Set is
always evenly-distributed across the DA-MPs in the Target Set.

Even in valid configurations, it is possible that Connections cannot be established
at run time due to Ingress MPS variations.
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— If Connections are running near capacity (for example, above Reserved but
below or at Maximum Ingress MPS), a DA-MP may not be able to establish a
Connection that is part of a properly-configured system.

—  Due to the even distribution mathematics, it is also possible for an IPFE Target
Set to have sufficient Reserved Ingress MPS capacity overall, but any given
DA-MP does not have sufficient capacity to establish a given IPFE Connection
whose Reserved Ingress MPS is sufficiently high.

This becomes more likely as the total Connection Reserved Ingress MPS
approaches the capacity of the Target Set.

Connection Capacity Validation does not take into account unequal weighting of
DA-MPs within an IPFE Target Set.

Weighting is primarily a Connection establishment factor. Weighting does not
affect the Connection capacity of any individual DA-MP or the total capacity of a
Target Set.

Over-Configuration Considerations

Connection Capacity Validation has the following over-configuration considerations:

Over-configuration of both Connection Counts and Connection Reserved Ingress
MPS is possible and explicitly allowed when overlapping Target Sets are present.

Running a release earlier than version 5.0, which is already over-configured in
some way, remains over-configured after upgrade to version 5.0 or later.

There are no alarms or other active notifications generated by the system to
indicate Connection Count or Connection Reserved Ingress MPS over-
configurations.

View the Connection Capacity Dashboard page to check the state of the current
Connection/DA-MP configuration. This is a passive notification.

Over-configuration has no direct impact on the behavior of the DA-MP software
when establishing connections. The Connection Capacity Validation feature is a
configuration-only feature; the logic used by the DA-MPs to determine if any
given Connection establishment request can be honored is unaffected by
Connection Capacity Validation updates.

The ability for a DA-MP to run traffic in excess of the scaled engineered Ingress
MPS value is unaffected by Connection Capacity Validation updates.

Systems having a Scaling Factor of 50% before upgrade retains the 50% value after
upgrade. In older systems, this Scaling Factor was not used in configuration
validation. It is possible for an older system to be over-configured immediately
after upgrade, with no change in configuration.

Look at the Diameter > Configuration > Connection Capacity Dashboard GUI
page on tab Connection Reserved Ingress MPS Table to see if the Maximum
Reserved Ingress MPS (for the capacity), Total Fixed Connection Reserved
Ingress MPS, Total Fixed Connection Reserved Ingress MPS, and Floating
Connections Reserved Ingress MPS columns show any over-configuration.

Using Application IDs to Identify Diameter Applications

An Application ID, along with an Application Name, is used to uniquely identify a
Diameter application.
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You can perform these tasks on an Active System OAM (SOAM).

The Internet Assigned Numbers Authority (IANA) lists standard and vendor-specific
Application IDs on the iana.org website. On the website:

e Select Protocol Assignments

e Scroll to locate the Authentication, Authorization, and Accounting (AAA)
Parameters heading

* Select Application IDs
The Application ID fields are described in Diameter Application IDs elements.

On the Diameter > Configuration > Application IDs page, you can:
¢ Filter the list of Application IDs to display only the desired Application IDs.

e (lick Insert.

On the Diameter > Configuration > Application IDs [Insert] page, you can add a
new Diameter Configuration Application ID and its values. See Adding an
Application ID.

If the maximum number of Application IDs (1000) already exists in the system,
then the Diameter > Configuration > Application IDs [Insert] page does not
display and an error message appears.

e Select an Application ID and click Edit.

On the Diameter > Configuration > Application IDs [Edit] page, you can edit the
selected Application ID. See Editing an Application ID.

¢ Select an Application ID and click Delete to delete the selected Application ID.
See Deleting an Application ID.

Diameter Application IDs elements

Table 3-2 describes the elements on the Application IDs View, Insert, and Edit pages.

Note: Data Input Notes apply to the Insert and Edit pages only; the View
page is read-only.
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Table 3-2 Application IDs Elements
]

Element Description Data Input Notes

Application ID  Identifies a specific Diameter =~ Format:

Value Application ID value that is e List of available Application IDs
placed in the Application ID Default: -Select-
AVP.

e Input text box; numeric, maximum
The Application ID field is 10 digits

required, must be unique, and Range:

cannot be edited after it is —  1-16777215 for Standard
created. Application IDs
— 16777216 - 4294967294 for
Vendor-specific Application IDs
— 4294967295 for Relay

Name Application ID Name value Format: Input text box; case-sensitive;
alphanumeric and underscore; cannot
start with a digit and must contain at
least one alpha

Range: 1 - 32 characters

Adding an Application ID
Use this task to configure a new Application ID.
The fields are described in Diameter Application IDs elements.
1. Click Diameter > Configuration > Application IDs.
2. Click Insert.

If the maximum number of Application IDs (1000) is already configured in the
system, then the Diameter > Configuration > Application IDs [Insert] page does
not display and an error message appears.

3. Enter a unique Name for the Diameter Application.

4. Select an Application ID Value from the list or enter a unique value in the text box
to identify a specific Diameter Application.

Application ID is required.
5. Click OK, Apply, or Cancel.

Editing an Application ID

Use this procedure to change the Name for a selected Application ID. (The
Application ID Value field cannot be changed.)

The fields are described in Diameter Application IDs elements.
When the Diameter > Configuration > Application IDs [Edit] page displays the fields

are populated with the currently configured values.

1. Click Diameter > Configuration > Application IDs.
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5.

Select the Application ID row to be edited.

Click Edit.

Change the Name for the selected Application ID.
Click OK, Apply, or Cancel.

Deleting an Application ID

Use the following procedure to delete an Application ID.

4.

Note: You cannot delete an Application ID if it is associated with any of the
following Configuration components:

e CEX Configuration Sets

¢ Transaction Configuration Sets

* Peer Route Table Rules

¢ Application Route Table Rules

e Message Priority Configuration Sets

¢ Applications such as RBAR and FABR

Click Diameter > Configuration > Application IDs.
Select the Application ID to be deleted.

Click Delete.

A popup window appears to confirm the delete.

Click OK or Cancel.

Diameter CEX Parameters

Configure CEX Capabilities Exchange) Parameters to associate an application type and
vendor ID with a Diameter Application. If specified, the vendor ID is placed in the
Vendor ID AVP.

You can perform these tasks on an Active System OAM (SOAM).

On the Diameter > Configuration > CEX Parameters page, you can perform the
following actions:

Filter the list of Application IDs to display only the desired Application IDs.

Sort the list entries in ascending or descending order by Application ID,
Application ID Type, or Vendor ID by clicking the column heading. By default, the
list is sorted by Application ID in ascending ASCII order.

Click an Application ID in the list to go the Application ID configuration page for
that application.
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* See Adding CEX Parameters to assign a new set of CEX Parameters to an
Application ID.

*  See Editing CEX Parameters to edit the CEX Parameters for the selected
Application ID.

® See Deleting CEX Parameters to delete the CEX Parameters for the selected
Application ID.

Diameter CEX Parameters elements

Table 3-3 describes the fields on the CEX Parameters View, Insert, and Edit pages. Data
Input Notes apply only to the Insert and Edit pages; the View page is read-only.

Table 3-3 CEX Parameters Elements
'

Field (*
indicates a
required field)

Description

Data Input Notes

* Application
ID

Application ID
Type

Vendor-Specific
Application ID

Vendor ID

Used to identify a specific Diameter
application.

The Application ID value is placed in

the Application ID AVP.
e 0-16777215 for Standard
Application IDs

e 16777216 - 4294967294 for Vendor-
specific Application IDs
* 4294967295 for Relay

Type of Application ID.

If checked, the Vendor ID and the
Application ID are grouped in a
Vendor-specific Application ID AVP.

A Vendor ID value for this Vendor-
Specific Application ID.

The Vendor ID is placed in the Vendor
ID AVP.

The Vendor-Specific Application ID
checkbox must be checked before a
value can be entered in this field.

Format: list

Range: Select from the
configured Application IDs

Format: Options

Range: Authentication,
Accounting

Format: checkbox
Range: checked, unchecked
Default: unchecked

Format: numeric
Range: 1 - 4294967295

Adding CEX Parameters

Use this task to add CEX Parameters to an Application ID.

The fields are described in Diameter CEX Parameters elements.

1. Click Diameter > Configuration > CEX Parameters.

2. Click Insert.
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3. Select an Application ID from the list.

4. Set the Application ID Type.

5. If appropriate, check the Vendor Specific Application ID check box.

6. If you checked Vendor Specific Application ID, specify the Vendor ID.
7. Click OK, Apply, or Cancel.

Editing CEX Parameters

Use this procedure to change the Application ID Type, Vendor-Specific ID, or Vendor
ID for a selected Application ID. (The Application ID field cannot be changed.)

The fields are described in Diameter CEX Parameters elements.

When the Diameter > Configuration > CEX Parameters [Edit] page opens, the fields
are populated with the current configured values.

Note: If a CEX parameter is being used by a connection (Enabled/disabled) it
cannot be edited.

1. Click Diameter > Configuration > CEX Parameters.
2. Select the Application ID row to be changed.
3. Click Edit.

4. Change the Application ID Type, Vendor-Specific ID, or Vendor ID for the
selected Application ID.

The Vendor ID must be unique.

5. Click OK, Apply, or Cancel.

Deleting CEX Parameters

Use the following procedure to delete CEX Parameters associated with an Application
ID.

Note: CEX Parameters cannot be deleted if the Application ID is associated
with a CEX Configuration Set or being used in a connection.

1. Click Diameter > Configuration > CEX Parameters.
2. Select the Application ID for which you want to delete CEX Parameters.
3. Click Delete.

A popup window appears to confirm the delete.

4. Click OK or Cancel.
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Diameter Command Codes

The Command Code is one of the parameters contained in a Diameter Message. In the
Command Codes configuration section, you can define the Command Code values
that can be used in Peer Routing Rules and Application Routing Rules.

You can perform these tasks on an Active System OAM (SOAM).

An (Extended) Command Code is a command code extension that includes the
following attributes:

¢ Command Code (parent Command Code)
e AVP Code

e AVP Data value

This broadens the definition of Diameter Command Codes to include an additional
application-specific single Diameter or 3GPP AVP content per Command Code. A
format example might be 272.416.1 = CCR/CCA-L

Note: All (E)CCs are predefined and preloaded into the configuration.

(E)CCs are synonymous with CCs, as a GUI element and as a reference for other
managed objects. After (E)CCs are configured on the Command Codes page, they are
listed as choices on the Inserting Rule for Application Route Table, Inserting Rule for
Peer Route Table, Transaction Configuration Sets [Insert], and Message Priority
Configuration Sets [Insert] pages.

Note: A parent CC or Base CC is a Command Code without AVP code and
Data extensions. All (E)CCs are extensions of any of the configured base
command codes.

On the Diameter > Configuration > Command Codes page, you can perform the
following actions:

e  Filter the list of Command Codes to display only the desired Command Codes.

® Sort the list entries in ascending or descending order by Command Code or
Command Code Name by clicking the column heading. By default, the list is
sorted by Command Code in ascending numerical order. When comparing two
cell values in the Command Code column for sorting, the Command Code part of
the cell values are compared followed by AVP Code part of the cell values
followed by AVP Value part of the cell values. If the AVP Code and AVP Value
part is missing for a cell value, it is considered as zero for the comparison.

e (lick Insert.

On the Diameter > Configuration > Command Codes [Insert] page, you can add
a new Command Code. See Adding a Command Code. If the maximum number
of Command Codes (1000) already exists in the system, then the Diameter >
Configuration > Command Codes [Insert] page does not appear and an error
message displays.

e Select a Command Code in the list and click Edit.
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On the Diameter > Configuration > Command Codes [Edit] page, you can edit
the selected Command Code. See Editing a Command Code.

e Select an Command Code in the list and click Delete to remove the selected
Command Code. See Deleting a Command Code.

Note: Delete is disabled for (E)CCs.

Diameter Command Codes elements

Table 3-4 describes the fields on the Command Codes View, Insert, and Edit pages.
Data Input Notes apply only to the Insert and Edit pages; the View page is read-only.

Table 3-4 Command Codes Elements

Field (*indicates a
required field) Description Data Input Notes

* Name Command Code Name Format: case-sensitive;
alphanumeric and underscore (_);
cannot start with a digit and must
contain at least one alpha

Range: 1 - 32 characters

* Command Code Identifies the command or Format: List or numeric
extended command code

Range: Select from predefined
associated with the message

Command Codes or enter a
numeric value: 0 - 16777215

Note: Only loaded, predefined Default: none
ECC values display.

Adding a Command Code
Use this task to configure a new Command Code.
The fields are described in Diameter Command Codes elements.
1. Click Diameter > Configuration > Command Codes.
2. Click Insert.

If the maximum number of Command Codes (1000) has already been configured in
the system, then the Diameter > Configuration > Command Codes [Insert] page
does not open and an error message appears.

3. Enter a unique Command Code Name for the Command Code.

4. Select a Command Code from the menu or enter a unique value to identify a
specific Command Code (Command Code is required.)

5. Click OK, Apply, or Cancel.
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Editing a Command Code

Use this procedure to change the Command Code Name for a selected Command
Code. (The Command Code field cannot be changed.)

The fields are described in Diameter Command Codes elements.

When the Diameter > Configuration > Command Codes [Edit] page opens, the fields

are populated with the current configured values.

1.

2.

3.

5.

Click Diameter > Configuration > Command Codes.

Select the Command Code row to be changed.

Click Edit.

Change the Command Code Name for the selected Command Code.
The Name must be unique.

Click OK, Apply, or Cancel.

Deleting a Command Code

Use the following procedure to delete a Command Code.

Note: (E)CCs cannot be deleted.

A Command Code cannot be deleted if it is associated with any of the following
Configuration components:

4.

Peer Routing Rule

Application Routing Rule

Message Priority Configuration Set

A FABR or RBAR Address Resolution

Transaction Configuration Sets

Click Diameter > Configuration > Command Codes.
Select the Command Code to delete.

Click Delete.

A popup window appears to confirm the delete.

Click OK or Cancel.

Diameter Configuration Sets

Configuration Sets provide a mechanism for adjusting a connection to account for the
network quality of service and Peer Node requirements. You can create a Connection
Configuration Set with specific SCTP, Diameter, and TCP options and then assign it to

a connection. The options are described in Configuration Sets elements. Each
connection references a single Connection Configuration Set.
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You can perform these tasks on an Active System OAM (SOAM).

The application has a default Connection Configuration Set called Default. The Default
Connection Configuration Set options can be modified, but the Default Connection
Configuration Set cannot be deleted. When you create a new Connection
Configuration Set the values of the Default Connection Configuration Set are
automatically populated into the new Connection Configuration Set, allowing you to
easily create a new Connection Configuration Set that needs to have only a few
options adjusted.

On the Connection Configuration Sets page, you can perform the following actions:

e  Filter the list of Connection Configuration Sets to display only the desired
Connection Configuration Sets.

*  Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Connection Configuration Set Name in
ascending ASCII order.

e C(lick a tab to display the options for the Connection Configuration Set on that tab.
The Connection Configuration Set Name remains on the left of the page when
the page is scrolled to the right to view all of the options.

e (Click Insert.

On the Connection Configuration Sets [Insert] page, you can add a new
Connection Configuration Set and its options. See Adding Configuration Sets.

If the maximum number of Connection Configuration Sets per Network Element
(2000) already exist in the system, then the Connection Configuration Sets [Insert]
page does not appear and an error message displays.

® Select a Connection Configuration Set Name in the list and click Edit.

On the Connection Configuration Sets [Edit] page, you can edit the selected
Connection Configuration Set. See Editing Configuration Sets.

If at least one connection that uses the Connection Configuration Set is in the
Enabled Admin state, then the Connection Configuration Sets [Edit] page does not
open.

® Select a Connection Configuration Set Name in the list and click Delete to remove
the selected Connection Configuration Set.

The Default Connection Configuration Set cannot be deleted. See Deleting
Configuration Sets.

Note: You perform these tasks on the following Connection Configuration
Sets tabs:

e SCTP Options

¢ Diameter Options
e TCP Options

* RADIUS Options
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Diameter Connection Configuration Sets

Configuration Sets provide a mechanism for adjusting a connection to account for the
network quality of service and Peer Node requirements. You can create a Connection
Configuration Set with specific SCTP, Diameter, and TCP options and then assign it to
a connection. The options are described in Configuration Sets elements. Each
connection references a single Connection Configuration Set.

You can perform these tasks on an Active System OAM (SOAM).

The application has a default Connection Configuration Set called Default. The Default
Connection Configuration Set options can be modified, but the Default Connection
Configuration Set cannot be deleted. When you create a new Connection
Configuration Set the values of the Default Connection Configuration Set are
automatically populated into the new Connection Configuration Set, allowing you to
easily create a new Connection Configuration Set that needs to have only a few
options adjusted.

On the Connection Configuration Sets page, you can perform the following actions:

e Filter the list of Connection Configuration Sets to display only the desired
Connection Configuration Sets.

e Sort the list by column contents in ascending or descending order, by clicking the
column heading. The default order is by Connection Configuration Set Name in
ascending ASCII order.

* C(lick a tab to display the options for the Connection Configuration Set on that tab.
The Connection Configuration Set Name remains on the left of the page when
the page is scrolled to the right to view all of the options.

e (lick Insert.

On the Connection Configuration Sets [Insert] page, you can add a new
Connection Configuration Set and its options. See Adding Configuration Sets.

If the maximum number of Connection Configuration Sets per Network Element
(2000) already exist in the system, the Connection Configuration Sets [Insert] page
does not appear and an error message displays.

® Select a Connection Configuration Set Name in the list and click Edit.

On the Connection Configuration Sets [Edit] page, you can edit the selected
Connection Configuration Set. See Editing Configuration Sets.

If at least one connection that uses the Connection Configuration Set is in the
"Enabled" Admin state, the Connection Configuration Sets [Edit] page does not
open.

* Select a Connection Configuration Set Name in the list and click Delete to remove
the selected Connection Configuration Set.

The Default Connection Configuration Set cannot be deleted. See Deleting
Configuration Sets.
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Note: You perform these tasks on the following Connection Configuration
Sets tabs:

e SCTP Options

e Diameter Options
e TCP Options

¢ RADIUS Options

¢ Priority Options

Configuration Sets elements

Table 3-5 describes the fields on the Connection Configuration Sets View, Edit, and
Insert pages. Data input notes apply only to the Insert and Edit pages; the View page is
read-only.

Note: You must assign a Connection Configuration Set attribute to each
RADIUS Connection. When this attribute is assigned to a local node, it is
ignored by RCL.

Table 3-5 Configuration Sets Elements
|

Field (* indicates

required field) Description Data Input Notes

* Connection Unique name of the Connection Case-sensitive string:
Configuration Set Configuration Set. alphanumeric and
Name underscore (_); must

contain at least one
alpha and cannot

begin with a digit.
Range: 1-32
characters
SCTP Options
* Retransmit Initial Expected average network round-trip time in  Format: numeric
Timeout (ms) milliseconds. This is used to initialize the Range: 10 - 5000

round-trip time value when an association is
started but the round-trip time has not yet
been measured. The round-trip time is used
by SCTP in calculating when to retransmit
chunks.

Default: 120

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.
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Table 3-5 (Cont.) Configuration Sets Elements

Field (* indicates
required field)

Description

Data Input Notes

* Retransmit
Minimum Timeout
(ms)

* Retransmit
Maximum Timeout
(ms)

* Retransmit
Maximum Timeout
for INIT (ms)

* Number of
Retransmits
Triggering Path
Failure

Minimum amount of time to wait for an
acknowledgment for a message sent. This
value prevents the retransmit timeout from
becoming too small in networks with a very
short round-trip time.

Maximum amount of time to wait for an
acknowledgment for a message sent.

This value places an upper bound on the
exponential back-off algorithm used by SCTP
for retransmission timing. After this
retransmit interval is reached, retransmits are
sent at a constant rate until an ACK is
received or the maximum attempts is
reached.

Maximum amount of time to wait for an INIT
to be acknowledged.

This value overrides the Retransmit
Maximum Timeout for INITs and is used to
bound the initial setup time.

A value of 0 indicates the Retransmit
Maximum Timeout is used for INITs as well.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Number of consecutive unsuccessful
retransmits that cause a path of the SCTP
association to be marked as failed.

This value indicates how many SCTP
retransmission attempts should be made to
each destination of an SCTP association
before marking the destination as failed.

This value must be less than the Number of
Retransmits Triggering Association Failure
value.

Format: numeric
Range: 10 - 5000
Default: 120

Format: numeric
Range: 10 - 10000
Default: 120

Format: numeric
Range: 0, 10 - 10000
Default: 120

Format: numeric
Range: 1-10
Default: 3

3-38 User Data Repository Diameter User's Guide



Diameter Configuration Sets

Table 3-5 (Cont.) Configuration Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Number of
Retransmits
Triggering
Association Failure

* Number of
Retransmits
Triggering Init
Failure

* SACK Delay (ms)

* SCTP Heartbeat
Interval (ms)

Number of consecutive retransmits that
cause an SCTP association to be marked as
failed. This value indicates how many SCTP
retransmission attempts should be made to
all destinations for an SCTP association
before marking the association as failed.

This value should not be greater than the
sum of the retransmit attempts for all
destinations within the association.

Number of consecutive retransmits for INIT
and COOKIE-ECHO Chunks that cause an
SCTP connection to be marked as failed. This
value indicates how many retransmission
attempts should be made to the primary
SCTP address for INIT and COOKIE-ECHO
Chunks before marking the connection as
failed.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

The number of milliseconds to delay after
receiving a DATA Chunk and before sending
a SACK.

A non-zero value for SACK Delay gives the
application time to bundle DATA Chunks in
the same SCTP datagram with the SACK,
thereby reducing the number of packets in
the network. Setting SACK Delay to zero
disables this delay so that SACKSs are sent as
quickly as possible.

The number of milliseconds between sending
SCTP HEARTBEAT messages to a Peer.

Heartbeat messages are sent only when no
user data has been sent for the duration of
the Heartbeat Interval.

Setting the Heartbeat Interval to 0 disables
heartbeating (not recommended).

Format: numeric
Range: 1-20
Default: 5

Format: numeric
Range: 1-20
Default: 8

Format: numeric
Range: 1 - 200
Default: 10

Format: numeric
Range: 0, 100 - 300000
Default: 1000
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Table 3-5 (Cont.) Configuration Sets Elements

Field (* indicates
required field)

Description

Data Input Notes

* Socket Send Buffer
Size (bytes)

* Socket Receive
Buffer Size (bytes)

* Maximum Burst

* Max Number of
Inbound Streams

* Max Number of
Outbound Streams

Socket send bulffer size for outgoing SCTP
messages.

The send buffer size must be greater than or
equal to the product of the bandwidth and
the round trip delay for the association.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Socket receive buffer size for incoming SCTP
messages.

The receive buffer size must be greater than
or equal to the product of the bandwidth and
the round trip delay for the association.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Specifies the maximum burst of packets that
can be emitted by this association.

Maximum number of inbound SCTP streams
supported locally by the SCTP connection.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Maximum number of outbound SCTP
streams supported locally by the SCTP
connection.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Format: numeric
Range: 8000 - 5000000
Default: 1000000

Format: numeric
Range: 8000 - 5000000
Default: 1000000

Format: numeric
Range: 1-4
Default: 4

Format: numeric
Range: 1-16
Default: 8

Format: numeric
Range: 1-16
Default: 8
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Table 3-5 (Cont.) Configuration Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Datagram Bundling
Enabled

* Maximum Segment
Size

Fragmentation

Ordered Delivery

* Connect Timer
(sec)

* Watchdog Timer
Init Value (sec)

* Capabilities
Exchange Timer (sec)

If checked, datagram bundling is enabled for
the SCTP connection.

The Maximum Size to put in any outgoing
SCTP DATA chunk. If a message is larger
than this size, it is fragmented by SCTP into
the specified size.

If checked, a message exceeding the size of
the PMTU (Path Max Transmission Unit) is
fragmented and reassembled by the peer.

If checked, Ordered delivery of the SCTP
DATA Chunk is performed. Otherwise,
unordered delivery of the SCTP DATA
Chunk is performed.

Diameter Options

Controls the frequency of transport
connection attempts to a Peer where no
active transport connection exists.

Applicable only for connections configured
to initiate a connection with a Peer Node.

Initial value of the application watchdog
timer.

Time to wait on a CER message from a Peer
after a connection is initiated by the Peer.
Time to wait on a CEA response from a Peer
after sending the CER.

Note: For local nodes, CEAs are sent in
response to erroneous CERs.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Format: checkbox

Range: checked,
unchecked

Default: checked

Format: numeric
Range: 0, 64 - 1460
Default: 0

Format: checkbox
Range: checked,
unchecked

Default: checked

Format: checkbox

Range: checked,
unchecked

Default: unchecked

Format: numeric
Range: 1 -60
Default: 30

Format: numeric
Range: 1-30
Default: 30

Format: numeric
Range: 1-30
Default: 3
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Table 3-5 (Cont.) Configuration Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Disconnect Timer
(sec)

Proving Mode

* Proving Timer
(msec)

* Proving Times

* Pending
Transactions Per
Connection

CEX Host IP
Validation Enabled

Nagle Enabled

After sending a DPA message, time to wait
for a Peer to disconnect transport. After
sending a DPR message, time to wait for the
Peer to send the DPA.

If the timer expires, transport is disconnected
by the application.

Proving mode for the Configuration Set.

The time to wait for a Peer to send a DWA
message in response to a DWR message
during connection proving.

The number of consecutive DWR and DWA
exchanges within Proving Timer time during
connection proving.

The maximum number of Pending Requests
waiting for Answers from the Peer on this
connection. If the maximum is reached, this
connection is not selected for routing until
the number of Pending Requests falls below
this value.

Note: Because the pending transaction limit
is located in the Connection Configuration
Set, it cannot be edited unless the connection
is disabled.

If checked, Host-IP-Address AVP validation
is enabled during CEX message exchange.

TCP Options

If checked, the Nagle algorithm is enabled
for the TCP connection.

Format: numeric
Range: 1-30
Default: 3

Format: Option

Range: Suspect,
Always, Never

Default: Suspect

Format: numeric
Range: 50 - 30000
Default: 500

Format: numeric
Range: 1 - 1000
Default: 3

Format: numeric
Range: 1 - 20000
Default: 1000

Format: checkbox

Range: checked,
unchecked

Default: checked

Format: checkbox

Range: checked,
unchecked

Default: checked
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Table 3-5 (Cont.) Configuration Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Socket Send Buffer
Size (bytes)

* Socket Receive
Buffer Size (bytes)

*Maximum Segment
Size

Keep-Alive

* Keep-Alive Idle
Time

* Keep-Alive Probe
Interval

Socket send bulffer size for outgoing TCP
messages. The send buffer size should be
greater than or equal to the product of the
bandwidth and the round trip delay for the
connection.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

Socket receive buffer size for incoming TCP
messages. The receive buffer size should be
greater than or equal to the product of the
bandwidth and the round trip delay for the
connection.

Note: The parameter with the Local Node's
Connection Configuration Set is used by the
peer-initiated (responder) connection.

The Maximum Segment Size for outgoing
TCP Packets. The TCP Maximum Segment
Size is the IP maximum transmission unit
(MTU) minus the size of the TCP and IPv4/
IPv6 headers. Setting this value to 0 indicates
the user is not limiting fragmentation.

If checked, TCP probes a connection that has
been idle for the amount of time configurable
by Keep-Alive Idle Time parameter.

Specifies the number of seconds of idle time
between Keep Alive Probes if Keep-Alive is
enabled.

If Keep-Alive is enabled, sets the interval
between Keep Alive Probes in seconds. This
value cannot be changed after a connection is
established.

Format: numeric

Range: Not
Applicable, 8000 -
5000000

Default: 1000000

Format: numeric

Range: Not
Applicable, 8000 -
5000000

Default: 1000000

Format: numeric
Range: 0, 88 - 1460
Default: 1024

Format: checkbox

Range: checked,
unchecked

Default: unchecked

Format: numeric
Range: 1 - 7200
Default: 1

Format: numeric
Range: 1-120
Default: 1
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Table 3-5 (Cont.) Configuration Sets Elements

Field (* indicates
required field)

Description

Data Input Notes

* Keep-Alive
Maximum Count

Pending
Transactions Per
Connection

Prevent duplicate
transactions due to
egress
retransmissions

If Keep-Alive is enabled, sets the maximum
number of Keep Alive Probes TCP sends
without any response from the remote server,
before TCP gives up and aborts the
connection.

Radius Options

The maximum number of Pending Requests
waiting for Response from Peer on this
connection. If maximum Pending
Transactions is reached, then this connection
is not selected for routing until the Pending
transactions are below this value.

This option applies to RADIUS client
connections only and determines how to
handle a Request being retransmitted to the
same peer as before, but the corresponding
transaction record (that contains the
previously used source port, RADIUS ID and
Request Authenticator) has expired. If this
option is selected, and if the corresponding
transaction record has expired, the routing
application does not forward the Request to
the same peer with a new RADIUS ID, source
port, and Request Authenticator. An alternate
peer can be selected for routing in this case. If
this option is not selected, and the
corresponding transaction record has
expired, DSR shall select a new source port,
RADIUS ID and Request Authenticator,
create a new transaction record and forward
the Request to the peer.

Format: numeric
Range: 1-16
Default: 9

Format: numeric
Range: 1 - 5000
Default: 1000

Format: checkbox

Range: checked,
unchecked

Default: checked
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Table 3-5 (Cont.) Configuration Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Prevent duplicate
transactions due to
ingress
retransmissions

Cached response
Duration (ms)

CPL1 Minimum
Request Priority
Allowed

This option applies to RADIUS server
connections only and determines how DSR
shall processes duplicate requests received
from a client. A request is considered
duplicate if the client retransmits a request
with the same source IP address, source port
number, RADIUS ID and Request
Authenticator. If this option is selected, DSR
shall create an ingress transaction record for
the request (with the request's source IP
addpress, port, RADIUS ID and Request
Authenticator) which shall be used to admit
only the first Request into DSR and prevent
admitting of duplicate requests, if received,
till the transaction record is present. If a
Response has been sent previously to the
peer, it shall be saved in the transaction
record and shall be forwarded to the client in
response to duplicate requests. If this option
is not selected, DSR shall not maintain
ingress transaction records and shall admit
all Requests received from the client.

This option applies to server connections
only. Applicable only if Prevent duplicate
transactions due to ingress retransmissions =
Checked. This value specifies the duration
for which a cached response is held in the
ingress transaction record. This value should
cover the potential of loss of response and
further retransmissions by the client.

Priority Options

If 16 Priority Admin State is enabled in
System Options then Connection
Configuration Set shall support insertion and
update of CPL1 Minimum Request Priority
Allowed values in the range of 1-15.

If 16 Priority Admin State is disabled, then
this field is non-configurable.

Format: checkbox

Range: checked,
unchecked

Default: checked

Format: numeric
Range: 3000 - 100000
Default: 5000

Format: checkbox

If 16 Priority Admin
State is Enabled:

¢ Range:1-15

e Default: 4

If 16 Priority Admin
State is Disabed:

* Range:n/a

e Default: 1
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Table 3-5 (Cont.) Configuration Sets Elements
|

Field (* indicates

required field)

Description

Data Input Notes

CPL1 Minimum
Request Priority
Allowed

CPL1 Minimum

If 16 Priority Admin State is enabled in
System Options then Connection
Configuration Set shall support insertion and
update of CPL2 Minimum Request Priority
Allowed values in the range of 2-15.

If 16 Priority Admin State is disabled, then
this field is non-configurable.

If 16 Priority Admin State is enabled in

Format: checkbox

If 16 Priority Admin
State is Enabled:

e Range:2-15

e Default: 8

If 16 Priority Admin
State is Disabed:

¢ Range:n/a

e Default: 2

Format: checkbox

Request Priority System Options then Connection If 16 Priority Admin
Allowed Configuration Set shall support insertion and  g¢ate is Enabled:
update of CPL3 Minimum Request Priority A
Allowed values in the range of 3-16. * Range:3-15
I£ 16 Priority Admin State is disabled, th | Default 1o
this i rll(;njlty _mlr}‘ tategf isabled, then If 16 Priority Admin
is field is non-configurable. State is Disabed:
¢ Range:n/a
e Default: 3
Adding Configuration Sets

Use this task to create new Configuration Sets.

When you add a new Connection Configuration Set all of the fields on each tab are

initially populated with the values from the Default Connection Configuration Set. For

details about the fields in the Connection Configuration Set, see Configuration Sets

elements.

1. Click Diameter > Configuration > Configuration Sets > Connection
Configuration Sets.

2. Click Insert.

3. Enter a unique name for the Configuration Set in the Connection Configuration

Set Name field.

4. Click the SCTP Options tab. Enter the SCTP values in the fields.

5. Click the Diameter Options tab. Enter the Diameter values in the fields.

6. Click the TCP Options tab. Enter the TCP values in the fields.

7. Click the RADIUS Options tab. Enter the RADIUS values in the fields.

8. Click OK, Apply, or Cancel.

Editing Configuration Sets

Use this task to edit existing Configuration Sets.
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When the Connection Configuration Sets page opens, the fields are populated with the
currently configured values.

If the selected Connection Configuration Set is being used by a Local Node, any
changes to the selected Connection Configuration Set do not take effect for Peer-
initiated connections until the next time the Peer Node connects to the Local Node.

The Connection Configuration Set Name cannot be edited.

Note: You must disable all Connections that use a particular Connection
Configuration Set before you can edit it. See Disabling Connections.

Changes to the Connection Configuration Set take effect after the changes are
saved and the Connections that refer to the changed Connection
Configuration Set are set to the Enabled Admin state.

Click Diameter > Configuration > Configuration Sets > Connection
Configuration Sets.

Select the Connection Configuration Set you want to edit.

Click Edit.

Update the relevant fields.

For information about each field, see Configuration Sets elements.

Click OK, Apply, or Cancel.

Deleting Configuration Sets

Use this task to delete Configuration Sets.

A Connection Configuration Set cannot be deleted if it is being used by any
connections or Local Nodes. Before you perform this task, you must:

1.

Disable any connections that use the Connection Configuration Set. See Disabling
Connections.

Edit those connections to no longer use the Connection Configuration Set. See
Editing a Connection.

Edit any Local Nodes that use the Connection Configuration Set to no longer do
so. See Editing a Local Node.

Click Diameter > Configuration > Configuration Sets > Connection
Configuration Sets.

Select the Connection Configuration Set you want to delete.
Click Delete.
A popup window appears to confirm the delete.

Click OK or Cancel.
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CEX Configuration Sets

A CEX Configuration Set provides a mechanism for assigning up to 10 unique CEX
Parameters and up to 10 unique supported Vendor IDs to a Local Node or Connection.
A default CEX Configuration Set named Default is pre-populated with CEX
Parameters for the RELAY Application ID (OxFFFFFFFF).

You can perform these tasks on an Active System OAM (SOAM).

Each Local Node refers to a single CEX Configuration Set. The CEX Configuration Set
is mandatory for Local Node. Each transport connection can optionally refer to a
single CEX Configuration Set. During CEX message exchange, the CEX Configuration
Set in the transport connection is used if configured. Otherwise, the CEX
Configuration Set in the Local Node (associated with the transport connection) is used.
A Vendor ID can be sent in the Supported-Vendor-ID AVP of a CEX even though the
Vendor ID is not configured in the Selected Supported Vendor IDs for the CEX
Configuration Set.

The application has a default CEX Configuration Set called Default, which is always
available. The Default CEX Configuration Set options cannot be modified or deleted.
When you create a new CEX Configuration Set the values of the Default CEX
Configuration Set are automatically populated into the new CEX Configuration Set,
allowing you to easily create a new CEX Configuration Set that needs to have only a
few options adjusted.

On the CEX Configuration Sets page, you can perform the following actions:

e Filter the list of CEX Configuration Sets to display only the desired CEX
Configuration Sets.

® Sort the list in ascending or descending order by clicking the CEX Configurations
Set Name column heading. The default order is by CEX Configuration Set Name
in ascending ASCII order.

e In the CEX Parameters column,

—  Click the + sign to the left of the number of Application IDs to expand the list
of Application IDs for a CEX Configuration Set.

—  Click the - sign to left of the number of Application IDs to collapse the
expanded list of Application IDs for a CEX Configuration Set.

—  Click a blue Application ID in an expanded list to open the Diameter >
Configuration > CEX Parameters [Filtered] page for the selected Application
ID only.

e (lick Insert.

On the CEX Configuration Sets [Insert] page, you can add a new CEX
Configuration Set and its values. See Adding a CEX Configuration Set. If the
maximum number of CEX Configuration Sets (2000) already exists in the system,
then the CEX Configuration Sets [Insert] page does not appear and an error
message displays.

* Select a CEX Configuration Set Name in the list and click Edit.

On the CEX Configuration Sets [Edit] page, you can edit the selected CEX
Configuration Set. See Editing a CEX Configuration Set. The Default CEX
Configuration Set cannot be edited.
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e Select a CEX Configuration Set Name in the list and click Delete to remove the
selected CEX Configuration Set.

The Default CEX Configuration Set cannot be deleted. See Deleting a CEX
Configuration Set.

CEX Configuration Set elements

Table 3-6 describes the fields on the CEX Configuration Sets View, Edit, and Insert
pages. Data Input Notes only apply to the Insert and Edit pages; the View page is

read-only.

Table 3-6 CEX Configuration Sets Elements
|

Field (* indicates
arequired field)

Description

Data Input Notes

*CEX
Configuration Set
Name

Dynamic

* CEX Parameters

Supported
Vendor IDs

Unique Name of the CEX Configuration
Set.

A CEX Configuration Set named Default is
always available.

Indicates whether or not the CEX
Configuration Set was created dynamically
(YES) or statically (NO). NO is assigned for
all CEX Configuration Sets via Dynamic
Peer Discovery.

Available CEX Parameters Application
ID-"Name"-Type-Vendor ID

All unique configured CEX Parameters,
showing Application IDs with Application
Type, and with Vendor ID if the
Application ID is Vendor-Specific.

Selected CEX Parameters Application
ID-"Name"-Type-Vendor ID

CEX Parameters that are selected from the
Available CEX Parameters list for this CEX
Configuration Set.

Must Include CEX Parameters
Application ID-"Name"-Type-Vendor ID
CEX Parameters selected from the Selected
CEX Parameters list that must be present in
the CEX message exchanged from the Peer.

Available Supported Vendor IDs

All unique Vendor IDs that have been
configured in the CEX Parameters
configuration.

Case-sensitive string:
alphanumeric and
underscore (_); must
contain at least one alpha
and cannot begin with a
digit.

Range: 1 - 32 characters

Format: checkbox (read-
only on the CEX
Configuration Set [Edit]

page)
Range: checked unchecked
Default: unchecked

Format: list

Range: All configured CEX
Parameters

Default: none

Format: list
Range: 10 entries

Default: none

Format: list
Range: 10 entries

Default: none

Format: Scrollable list

Range: All configured
Vendor IDs

Default: none
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Table 3-6 (Cont.) CEX Configuration Sets Elements
|

Field (* indicates
arequired field) Description Data Input Notes

Selected Supported Vendor IDs Format: list
Vendor IDs selected from the Available
Supported Vendor IDs list for this CEX
Configuration Set.

Range: 10 entries

Default: none

DSR Feature If checked, this Vendor specific AVP is sent ~ Format: checkbox
Status AVP in CER/CEA messages. It can convey the Range: checked unchecked
status of various features like NGN-PS to
Default: unchecked
Peer DSR.

Adding a CEX Configuration Set

Use this task to create a new CEX Configuration Set.

1. Click Diameter > Configuration > Configuration Sets > CEX Configuration Sets.
2. Click Insert.

3. Enter a unique name for the CEX Configuration Set in the CEX Configuration Set
Name field.

4. Enter the information for the CEX Parameters in the fields.

¢ Toadd CEX Parameters to the Selected CEX Parameters list, select the entry in
the Available CEX Parameters list and click Add below the Available CEX
Parameters list.

e To add CEX Parameters to the Must Include CEX Parameters list, select the
entry in the Selected CEX Parameters list and click Add above the Must
Include CEX Parameters list.

e Toremove CEX Parameters from the Selected CEX Parameters list, select the
entry in the Selected CEX Parameters list and click Remove below the
Selected CEX Parameters list.

e Toremove CEX Parameters from the Must Include CEX Parameters list, select
the entry in the Must Include CEX Parameters list and click Remove above the
Must Include CEX Parameters list.

5. Enter the information for the Supported Vendor IDs in the fields.

e Toadd a Vendor ID to the Selected Supported Vendor IDs list, select the entry
in the Available Supported Vendor IDs list and click Add below the Available
Supported Vendor IDs list.

e Toremove a Vendor ID from the Selected Supported Vendor IDs list, select
the entry in the Selected Supported Vendor IDs list and click Remove above
the Selected Supported Vendor IDs list.

6. Click OK, Apply, or Cancel.

3-50 User Data Repository Diameter User's Guide



Diameter Configuration Sets

Editing a CEX Configuration Set

Use this task to edit an existing CEX Configuration Set.

For information about each field, see CEX Configuration Set elements.

Note: You must disable connections that use a particular CEX Configuration
Set before you can edit the CEX Configuration Set. See Disabling Connections.

1. Click Diameter > Configuration > Configuration Sets > CEX Configuration Sets.
2. Select the CEX Configuration Set that you want to edit.

The Default CEX Configuration Set cannot be changed.
3. Click Edit.

When the page opens, the fields are initially populated with the currently
configured values.

4. Update the relevant fields.

If an entry is attempted that is not valid or is out of range, then an error message
appears.

The CEX Configuration Set Name cannot be changed.

* Toadd CEX Parameters to the Selected CEX Parameters list, select the entry in
the Available CEX Parameters list and click Add below the Available CEX
Parameters list.

e To add CEX Parameters to the Must Include CEX Parameters list, select the
entry in the Selected CEX Parameters list and click Add above the Must
Include CEX Parameters list.

e Toremove CEX Parameters from the Selected CEX Parameters list, select the
entry in the Selected CEX Parameters list and click Remove below the
Selected CEX Parameters list.

e Toremove CEX Parameters from the Must Include CEX Parameters list, select
the entry in the Must Include CEX Parameters list and click Add above the
Must Include CEX Parameters list.

* Toadd a Vendor ID to the Selected Supported Vendor IDs list, select the entry
in the Available Supported Vendor IDs list and click Add below the Available
Supported Vendor IDs list.

e Toremove a Vendor ID from the Selected Supported Vendor IDs list, select
the entry in the Selected Supported Vendor IDs list and click Remove above
the Selected Supported Vendor IDs list.

5. Click OK, Apply, or Cancel.

Deleting a CEX Configuration Set

Use this task to delete a CEX Configuration Set.
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A CEX Configuration Set cannot be deleted if it is being used by any connections or
Local Nodes. Before you perform this task, you must:

1. Disable any connections that use the CEX Configuration Set. See Disabling
Connections.

2. Edit those connections to no longer use the CEX Configuration Set. See Editing a
Connection.

3. Edit any Local Nodes that use the CEX Configuration Set to no longer do so. See
Editing a Local Node.

The Default CEX Configuration Set can be edited, but cannot be deleted.

1. Click Diameter > Configuration > Configuration Sets > CEX Configuration Sets.
2. Select one CEX Configuration Set that you want to delete.
3. Click Delete
A popup window appears.
4. Click OK or Cancel.

Capacity Configuration Sets

Capacity Configuration Sets provide a mechanism for adjusting a connection to
account for the network quality of service and Peer Node requirements, and allow
management of capacity data for Diameter Peer connections. Capacity Configuration
Set data consists of reserved Ingress MPS, maximum Ingress MPS, Ingress MPS minor
alarm threshold, and Ingress MPS major alarm threshold.

You can perform these tasks on an Active System OAM (SOAM).

The Capacity Configuration Set called Default is always available. The Default
Capacity Configuration Set options can be modified, but the Default Capacity
Configuration Set cannot be deleted. When you create a new Capacity Configuration
Set the values of the Default Capacity Configuration Set are automatically populated
into the new Capacity Configuration Set, allowing you to easily create a new Capacity
Configuration Set that needs to have only a few options adjusted.

Note: The Per Connection Ingress MPS Control feature must be purchased
and enabled before Capacity Configuration Sets can be configured.

On the Capacity Configuration Sets page, you can perform the following actions:

e  Filter the list of Capacity Configuration Sets to display only the desired Capacity
Configuration Sets.

¢ Sort the Capacity Configuration Set entries by clicking the column headings. By
default, the entries are sorted by the Capacity Configuration Set column in
ascending ASCII order.

e (lick Insert.

On the Capacity Configuration Sets [Insert] page, you can add a new Capacity
Configuration Sets and its values. See Adding a Capacity Configuration Set.
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If the Per Connection Ingress MPS Control feature is not enabled, then the
Capacity Configuration Sets [Insert] page does not appear and an error message
displays.

If the maximum number of Capacity Configuration Sets (1000) already exists in
the system, then the Capacity Configuration Sets [Insert] page does not appear
and an error message displays.

®  Select the Name of a Capacity Configuration Set in the list and click Edit.

On the Capacity Configuration Sets [Edit] page, you can edit the selected Capacity
Configuration Set. See Editing a Capacity Configuration Set.

If the Default Capacity Configuration Set is selected and the Per Connection
Ingress MPS Control feature is not enabled, then the Capacity Configuration Sets
[Edit] page does not appear and an error message displays.

*  Select the Name of a Capacity Configuration Set in the list and click Delete to
remove the selected Capacity Configuration Set. See Deleting a Capacity
Configuration Set. The Default Capacity Configuration Set can be edited, but not
deleted.

Connection Capacity Validation

The Connection Capacity Validation function validates and limits the configuration of
Diameter Connections to better ensure that the configuration does not violate the
Connection Count or Reserved Ingress MPS capacity limitations of the DA-MP servers
that handle Connections in real time.

The Connection Capacity Validation function is described in Validating Diameter
Connection Capacity.

Validation of the Reserved Ingress MPS occurs in response to changes to the
configuration of Capacity Configuration Sets that increase the Reserved Ingress MPS
value, including editing the value and replacing the Configuration Set with one that
has a higher value. Such changes reduce the available Reserved Ingress MPS capacity
and must be validated before they can be allowed. (Actions that increase capacity
rather than reduce it do not require validation.)

An error displays, stating the reason, when the validation determines that performing
the configuration action would cause over-configuration of Reserved Ingress MPS in a
DA-MP or Target Set, or that a configuration action cannot be performed for another
reason such as no MP Profile assigned to the subject DA-MP.

A warning displays when the validation cannot determine whether the configuration
action would cause over-configuration of Reserved Ingress MPS in a DA-MP or Target
Set.

If an error and a warning could apply, then an error displays.

The Diameter > Configuration > Connection Capacity Dashboard page displays the
current Connection Count and Reserved Ingress MPS data per DA-MP. The page
functions and contents are described in Connection Capacity Dashboard Functions.

Capacity Configuration Set elements

Table 3-7 describes the fields on the Capacity Configuration Sets View, Edit, and Insert
pages. Data input notes apply only to the Insert and Edit pages; the View page is read-
only.
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Table 3-7 Capacity Configuration Sets Elements

Field (*indicates
field is required)

Description

Data Input Notes

* Capacity
Configuration Set

* Reserved Ingress
MPS

* Maximum Ingress
MPS

* Ingress MPS Minor
Alarm Threshold
(Percent)

Name of the Capacity Configuration Set. The
Name must be unique.

The capacity in ingress Diameter messages
per second that are permanently reserved for
the connection. If the default value is set to
zero, the connections do not reserve message
processing capacity. If the default is a non-
zero value, the Reserved Ingress MPS
Capacity ranges from 10 to the value of the
Connection Engineered Capacity.

If the Reserved Ingress MPS Capacity is a
non-zero value that value times the number
of connections using that Capacity
Configuration Set on a given MP server must
not be allowed to exceed the MP Maximum
Reserved Ingress MPS.

The maximum rate within Diameter ingress
messages per second that the connection is
allowed to process. This field ranges from 100
to the value of the MP Maximum Reserved
Capacity. It is acceptable for the sum of the
capacity for all connections on an MP server
to exceed the MP Engineered Ingress MPS
(and the MP Maximum Reserved Ingress
MPS).

The percentage of the connection's maximum
MPS capacity that triggers a minor alarm. The
default Capacity Configuration Set has an
Ingress MPS Capacity Minor Alarm
Threshold default value set to 50% of the
Connection Configured Maximum Ingress
MPS with a range from 5% to 100%. This
alarm threshold must be less than the Ingress
MPS Capacity Major Alarm Threshold. The
Minor Alarm Abatement threshold is set 5%
lower than Minor Alarm Threshold.

Format: String: case-
sensitive;
alphanumeric and
underscore (_); must
contain at least one
alpha; cannot begin
with a digit.

Range: 1 - 32
characters

Format: numeric
Range: 0, 10 - 10000
Default: 0

Format: numeric
Range: 0, 10 - 10000
Default: 10000

Format: numeric
Range: 10 - 99
Default: 50
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Table 3-7 (Cont.) Capacity Configuration Sets Elements
|

Field (* indicates

field is required) Description Data Input Notes
* Ingress Major The percentage of the connection's maximum Format: numeric
Alarm Threshold MPS capacity that triggers a major alarm. The Range: 11 - 100
(Percent) default Capacity Configuration Set has an Default: 80

Ingress MPS Capacity Major Alarm
Threshold default value set to 80% of the
Connection Configured Maximum Ingress
MPS with a range from 5% to 100%. This
alarm threshold must be greater than the
Ingress MPS Capacity Minor Alarm
Threshold. The Major Alarm Abatement
threshold is set 5% lower than Major Alarm
Threshold.

* Ingress MPS Alarm  The minimum time that connection's ingress ~ Format: numeric

Abatement Time message rate must remain less than or equal Range: 1000 - 5000
to respective abatement threshold before the
alarm clears or its severity reduced from
Major to Minor.

Default: 2000

* Convergence Time  The amount of time (msec) it takes to Format: numeric
(ms) converge on a per second rate. If the

Range:
convergence time is less than 1000 msec, the

rate is extrapolated. If the convergence time is © 20

greater than 1000 msec, the rate is averaged. * 500
e 1000
e 2000
e 4000

Default: 1000

Adding a Capacity Configuration Set

Use this task to create a new Capacity Configuration Set. For information about the
fields, see Capacity Configuration Set elements.

1. Click Diameter > Configuration > Configuration Sets > Capacity Configuration
Sets.

2. Click Insert.

3. Enter a unique name for the Capacity Configuration Set in the Name field.
4. Enter the Reserved Ingress MPS value in messages/second.

5. Enter the Maximum Ingress MPS value in messages/second.

6. Enter the Ingress MPS Minor Alarm Threshold as the percentage of the Maximum
Ingress MPS at which a Minor alarm is raised for connections using this Capacity
Configuration Set.

7. Enter the Ingress MPS Major Alarm Threshold as the percentage of the Maximum
Ingress MPS at which a Major alarm is raised for connections using this Capacity
Configuration Set.

Configuring Diameter 3-55



Diameter Configuration Sets

8. Enter the Ingress MPS Alarm Abatement Time in milliseconds, if a value other
than the default value is needed.

9. Enter the Convergence Time in milliseconds, if a value other than the default value
is needed

10. Click OK, Apply, or Cancel.

Editing a Capacity Configuration Set

Use this task to edit an existing Capacity Configuration Set.

The changes take effect upon receipt of the next message. Ingress MPS alarms are re-
evaluated for all Connections that use the modified Capacity Configuration Set when
the changes are replicated to the MP servers.

All Connections that use a particular Capacity Configuration Set must be in the
Disabled Admin State before the Reserved Ingress MPS value can be changed. To
assistance you in disabling connections refer to Disabling Connections. (The Reserved
Ingress MPS field is the only field that requires the Connections to be Disabled before
it can be changed.)

The Per Connection Ingress MPS Control feature must be enabled before the Default
Capacity Configuration Set can be edited.

The Capacity Configuration Set name cannot be changed.

1. Click Diameter > Configuration > Configuration Sets > Capacity Configuration
Sets.

2. Select the Capacity Configuration Set to be edited.
3. Click Edit.

The Capacity Configuration Sets [Edit] page displays the current values for the
selected Capacity Configuration Set.

4. Update the relevant fields.
The fields are described in Capacity Configuration Set elements.
5. Click OK, Apply, or Cancel.

6. Reference Enabling Connections to enable any Connections that were disabled
before the Capacity Configuration Set was changed.

Deleting a Capacity Configuration Set

Use this task to delete a Capacity Configuration Set.

A Capacity Configuration Set cannot be deleted if it is being used by any Connections.
Before you perform this task, you must reference Disabling Connections to disable any
Connections that use the Capacity Configuration Set and reference Editing a
Connection to edit each Connection to no longer use the Capacity Configuration Set.

The Default Capacity Configuration Set can be edited, but cannot be deleted.

1. Click Diameter > Configuration > Configuration Sets > Capacity Configuration
Sets.

2. Select the Capacity Configuration Set you want to delete.
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3. Click Delete.
A popup window appears to confirm the delete.

4. Click OK or Cancel.

Egress Message Throttling Configuration Sets

Egress Message Throttling Configuration Sets provide a mechanism for managing
egress message traffic on a Diameter Connection. You can create an Egress Message
Throttling Configuration Set with a maximum allowable Egress Message Rate (EMR)
and one to three pairs of EMR Threshold Throttles and Abatement Throttles.

You can perform these tasks on an Active System OAM (SOAM).

When the EMR on a connection exceeds a Threshold Throttle value, the EMR
congestion level for the connection is raised. When the Egress Message Rate on a
connection falls below an Abatement Threshold, the EMR congestion level is lowered.
Specifying a Convergence time and Abatement time allows you to control the
transitions between EMR congestion levels. The EMR congestion level, along with the
Egress Transport congestion level and the Remote Busy congestion level is used to
control traffic on a connection.

The options are described in Egress Message Throttling Configuration Set elements.
Each connection can reference a single Egress Message Throttling Configuration Set.

On the Egress Message Throttling Configuration Sets page, you can perform the
following actions:

e  Filter the list of Egress Message Throttling Configuration Sets to display only the
desired Egress Message Throttling Configuration Sets.

¢ Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Egress Message Throttling
Configuration Set Name in ascending ASCII order.

e (lick Insert.

On the Egress Message Throttling Configuration Sets [Insert] page, you can add a
new Egress Message Throttling Configuration Set and its options. See Adding an
Egress Message Throttling Configuration Set.

If the maximum number of Egress Message Throttling Configuration Sets per
Network Element (50) already exist in the system, then the Egress Message
Throttling Configuration Sets [Insert] page does not appear and an error message
displays.

¢ Select an Egress Message Throttling Configuration Set Name in the list and click
Edit.

On the Egress Message Throttling Configuration Sets [Edit] page, you can edit the
selected Egress Message Throttling Configuration Set. See Editing an Egress
Message Throttling Configuration Set.

If at least one connection is in the "Enabled” Admin state that uses the Egress
Message Throttling Configuration Set, then the Egress Message Throttling
Configuration Sets [Edit] page does not open.

*  Select an Egress Message Throttling Configuration Set Name in the list and click
Delete to remove the selected Egress Message Throttling Configuration Set.
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Egress Message Throttling Configuration Set elements

Table 3-8 describes the fields on the Egress Message Throttling Configuration Sets

View, Edit, and Insert pages. Data Input Notes apply only to the Insert and Edit pages;

the View page is read-only.

Table 3-8 Egress Message Throttling Configuration Set Elements

Field (* indicates
required field)

Description

Data Input Notes

* Egress Message
Throttling
Configuration Set
Name

* Max Egress
Message Rate

* Throttle Threshold
Level 1 (%)

* Abatement
Threshold Level 1
(%)

Throttle Threshold
Level 2 (%)

Abatement
Threshold Level 2
(%)

Throttle Threshold
Level 3 (%)

A name that uniquely identifies the Egress
Message Throttling Configuration Set.

A maximum Egress Message Rate (EMR) on a
connection being throttled

Note: The EMR is calculated every 100ms
by subtracting the oldest traffic count from
the newest traffic count, and averaging the
difference over the elapsed time between
them.

Throttle Threshold Level 1. When Threshold
exceeds Level 1, Congestion Level is set to 1

Abatement Threshold Level 1. When
Threshold falls below Level 1, Congestion
Level is set to 0.

Throttle Threshold Level 2. When Threshold
exceeds Level 2, Congestion Level is set to 2.

Abatement Threshold Level 2. When
Threshold falls below Level 2, the Congestion
Level is set to 1.

Throttle Threshold Level 3. When Threshold
exceeds Level 3, Congestion Level is set to 3.

Format: String: case-
sensitive;
alphanumeric and
underscore (_); must
contain at least one
alpha; cannot begin
with a digit.

Range: 1-32
characters

Format: numeric
Range: 10 - 10000

Default: none

Format: numeric
Range: 2 - 100
Default: 100

Format: numeric
Range: 1-99
Default: 80

Format: numeric
Range: 4 - 100

Default: none

Format: numeric
Range: 3 - 99

Default: none

Format: numeric
Range: 6 -100

Default: none
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Table 3-8 (Cont.) Egress Message Throttling Configuration Set Elements

Field (* indicates
required field) Description Data Input Notes

Abatement Abatement Threshold Level 3. When Format: numeric
Threshold Level 3 Threshold falls below Level 3, the Congestion Range: 5 - 99

(%) Level is set to 2. Default: none

* Convergence Time The time it takes in milliseconds to converge = Format: numeric

(msec) on a per second rate. If the convergence time Range:
is less than 1000 milliseconds, the rate is e 250
Convergence Time (msec) extrapolated. If the 500
convergence time is greater than 1000 . 1000
milliseconds, the rate is averaged.
e 2000
The rate convergence time is the amount of . 4000
time it takes for the measured rate to
converge on the actual rate. Default: 250
* Abatement Time This value specifies the amount of time thata Format: numeric
(msec) throttled connection's Egress Request Rate Range: 200 - 10000

must remain below an abatement before
L. Default: 500
allowing it to abate to a lower CL.

For example, if the following is true:

¢  Max EMR = 1000 messages per second

¢ Abatement Threshold-3 = 80% * 100=>
800 messages per second)

e  Abatement time = 500 milliseconds

e  Current Congestion Level = CL3

Then all of the message rate calculations

during a contiguous 500 msec must be less

than 800 MPS in order for the congestion
level to be reduced from CL3 to CL2.

Adding an Egress Message Throttling Configuration Set

Use this task to create a new Egress Message Throttling Configuration Set. For more
information about the fields, see Egress Message Throttling Configuration Set
elements.

1. Click Diameter > Configuration > Configuration Sets > Egress Message
Throttling Configuration Sets.

2. Click Insert.

3. Enter a unique name for the Configuration Set in the Egress Message Throttling
Configuration Set Name field.

4. Enter the maximum Egress Message Rate in the Max EMR field.

5. Enter one to three Throttle Thresholds and Abatement Thresholds as a percentage
of the maximum Egress Message Rate.

6. Optionally, enter a Convergence Time and an Abatement Time.
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7.

Click OK, Apply, or Cancel.

Editing an Egress Message Throttling Configuration Set

Use this task to edit an existing Egress Message Throttling Configuration Set.

When the Egress Message Throttling Configuration Sets page opens, the fields are
populated with the currently configured values.

The Egress Message Throttling Configuration Set Name cannot be edited.

1.

5.

Click Diameter > Configuration > Configuration Sets > Egress Message
Throttling Configuration Sets.

Select the Egress Message Throttling Configuration Set you want to edit.

. Click Edit.

Update the relevant fields.

For information about each field, see Egress Message Throttling Configuration Set
elements.

Click OK, Apply, or Cancel.

Deleting an Egress Message Throttling Configuration Set

Use this task to delete an Egress Message Throttling Configuration Set.

4.

Note: An Egress Message Throttling Configuration Set cannot be deleted if it
is being used by any connections. Before you perform this task, you must
disable and edit any connections that use the Egress Message Throttling
Configuration Set. (See Disabling Connections and Editing a Connection.)

Click Diameter > Configuration > Configuration Sets > Egress Message
Throttling Configuration Sets.

Select the Egress Message Throttling Configuration Set you want to delete.
Click Delete.
A popup window appears to confirm the delete.

Click OK or Cancel.

Message Priority Configuration Sets

A Message Priority Configuration Set provides a mechanism for controlling how
message priority is set for a request message arriving on a connection. A Message
Priority Configuration Set contains one or more Message Priority Rules.

You can perform these tasks on an Active System OAM (SOAM).

A Message Priority Rule consists of combination of an Application ID and a Command
Code, and a priority. Incoming messages that match the Application ID and Command
Code are assigned the associated priority.

Message Priority Configuration Sets can be assigned to Connections or Peer Nodes.
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The Message Priority Configuration Set fields are described in Message Priority
Configuration Set elements.

On the Message Priority Configuration Sets page, you can perform the following
actions:

¢ Filter the list of Message Priority Configuration Sets to display only the desired
Message Priority Configuration Sets.

e Sort the list by column contents in ascending or descending order by clicking on
the column heading. The default order is by Message Priority Configuration Set
Name in ascending ASCII order.

¢ (lick the + in the Message Priority Rules field to display the Message Priority
Rules associated with a Message Priority Configuration Set.

e (Click Insert.

On the Message Priority Configuration Sets [Insert] page, you can add a new
Message Priority Configuration Set and its Message Priority Rules. See Adding a
Message Priority Configuration Set.

If the maximum number of Message Priority Configuration Sets per Network
Element (20) already exists in the system, then the Message Priority Configuration
Sets [Insert] page does not appear and an error message displays.

® Select a Message Priority Configuration Set Name in the list and click Edit.

On the Message Priority Configuration Sets [Edit] page, you can edit the selected
Message Priority Configuration Set. See Editing a Message Priority Configuration
Set.

If at least one connection that uses the Message Priority Configuration Set is in the
Enabled Admin state, the Message Priority Configuration Sets [Edit] page does
not open.

¢ Select a Message Priority Configuration Set Name in the list and click Delete to
remove the selected Message Priority Configuration Set. The Default Message
Priority Configuration Set cannot be deleted.

Message Priority Configuration Set elements

Table 3-9 describes the fields on the Message Priority Configuration Sets View, Edit,
and Insert pages. Data Input Notes apply only to the Insert and Edit pages; the View
page is read-only.

Table 3-9 Message Priority Configuration Set Elements
|

Field (*indicates a

required field) Description Data Input Notes

* Message Priority Unique name of the Message Priority Format: Case-sensitive
Configuration Set Configuration Set. string: alphanumeric
Name and underscore (_);

must contain at least
one alpha and cannot
begin with a digit.
Range: 1-32
characters
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Table 3-9 (Cont.) Message Priority Configuration Set Elements
|

Field (*indicates a
required field) Description Data Input Notes

* Message Priority The number of Message Priority Rules
Rules defined in the Message Priority
Configuration Set.

Application ID The Application ID used to filter incoming Format: List
Diameter messages. Range: Select from the
configured
Application IDs.

Note: An asterisk (*)
matches any

Application ID.
Application Name The name of the application associated with
(view only) the Application ID.
Command Code The Command Code used to filter incoming  Format: List

Diameter messages. Range: Select from the

An ECC is a Command Code that also takes  configured Command
into account the value of a specific AVP for Codes.
that Command Code that gives the "true"

command type (for example, CCR-I, CCR-U,
and so on). Note: An asterisk (¥)

matches any
Command Code.

Note: This list of configured Command
Codes includes Extended Command-Codes
(ECC) immediately after their parent
Command-Code.

Command Code The name of the command associated with
Name (view only) the Command Code.
Message Priority The message priority assigned to incoming Format: List
messages that match the combination of Range: 0 - Max
Application ID and Command Code. (Maximum Normal
Request Priority as
defined in System
Options)

Adding a Message Priority Configuration Set

Use this task to create a new Message Priority Configuration Set. For more information
about the fields, see Message Priority Configuration Set elements.

1. Click Diameter > Configuration > Configuration Sets > Message Priority
Configuration Sets.
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6.

Click Insert.

Enter a unique name for the Configuration Set in the Message Priority
Configuration Set Name field.

Select an Application ID, Command Code, and Message Priority for the Message
Priority Rule.

Click Add to add more Message Priority Rules to the Message Priority
Configuration Set.

You can add up to 50 rules per configuration set. Click the X beside the Message
Priority field to clear the values for a Message Priority Rule.

Click OK, Apply, or Cancel.

Editing a Message Priority Configuration Set

Use this task to edit an existing Message Priority Configuration Set.

When the Message Priority Configuration Sets page opens, the fields are populated
with the currently configured values.

The Message Priority Configuration Set Name cannot be edited.

1.

5.

Click Diameter > Configuration > Configuration Sets > Message Priority
Configuration Sets.

Select the Message Priority Configuration Set you want to edit.

Click Edit.

Update the relevant fields.

For information about each field, see Message Priority Configuration Set elements.

Click OK, Apply, or Cancel.

Deleting a Message Priority Configuration Set

Use this task to delete a Message Priority Configuration Set.

4.

Note: The Default Message Priority Configuration Set cannot be deleted.

Click Diameter > Configuration > Configuration Sets > Message Priority
Configuration Sets.

Select the Message Priority Configuration Set you want to delete.
Click Delete.
A popup window appears to confirm the delete.

Click OK or Cancel.

Message Copy Configuration Sets

A Message Copy Configuration Set provides a mechanism for determining the
messages to be copied (Request or Answer), the Result-Code/Experimental Result-
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Code on which the Message Copy is initiated, and number of retries to be made if the
Message Copy attempt to DAS fails. The Message Copy trigger point must specify a
Message Copy Configuration Set when the message is marked for copying.

You can perform these tasks on an Active System OAM (SOAM).

The Message Copy Configuration Set fields are described in Message Copy
Configuration Set elements.

On the Message Copy Configuration Sets page, you can perform the following actions:

e  Filter the list of Message Copy Configuration Sets to display only the desired
Message Copy Configuration Sets.

¢ Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Message Copy Configuration Set Name
in ascending ASCII order.

e (lick Insert.

On the Message Copy Configuration Sets [Insert] page, you can add a new
Message Copy Configuration Set. See Adding a Message Copy Configuration Set.

If the maximum number of Message Copy Configuration Sets (100) already exists
in the system, an error message displays.

*  Select a Message Copy Configuration Set Name in the list and click Edit.

On the Message Copy Configuration Sets [Edit] page, you can edit the selected
Message Copy Configuration Set. See Editing a Message Copy Configuration Set.

If no row is selected, or if more than one row is selected, Edit is disabled.

*  Select a Message Copy Configuration Set Name in the list and click Delete to
remove the selected Message Copy Configuration Set.

The Default Message Copy Configuration Set can be edited, but cannot be deleted.
See Deleting a Message Copy Configuration Set.

Message Copy Configuration Set elements

Table 3-10 describes the fields on the Message Copy Configuration Sets View, Edit, and
Insert pages. Data Input Notes apply only to the Insert and Edit pages; the View page
is read-only.

Table 3-10 Message Copy Configuration Set Elements
______________________________________________________________________________|

Field (*indicates a

required field) Description Data Input Notes

* Message Copy Unique name of the Message Copy  Case-sensitive string;:

Configuration Set Configuration Set. alphanumeric and

Name underscore (_); must contain
at least one alpha and cannot
begin with a digit.

Range: 1 - 32 characters
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Table 3-10 (Cont.) Message Copy Configuration Set Elements

Field (*indicates a
required field)

Description

Data Input Notes

* Route List of the DAS
Node

Message Copy Request
Type

Ingress Answer
Included

Original Answer
Result Code For
Message Copy

DAS Answer Result
Code

* Max DAS
Retransmission
Attempts

Route List to be used for copying a
message to a DAS node.

Type of Request to be copied to the
DAS.

Indicates whether the Ingress
Answer received for the Diameter
Message needs to be included in the
copied message.

Result Code/Experimental Result
code that should match with
incoming Answer Result Code
(whose Request has been marked
for Message Copy) to allow copying
a Request to DAS.

Result Code/Experimental Result
Code that should match with DAS
Message Copy Answer Result Code
to terminate the Message Copy to
DAS.

Max Retransmission Attempts for
DAS-Request

A value of 0 indicates there are no
re-transmissions after the first copy
attempt.

Format: List

Range: Select from the
configured Route Lists.
Default: -Select-

Format: Options

Range: Original Ingress
Request or Original Egress
Request

Default: Original Ingress
Request

Format: Options
Range: Yes, No
Default: No

Format: Options

Range:

e 2xxxresult-code/
experimental-result-
code

e Any result/
experimental-result-
code

Default: 2xxx result-code/
experimental-result-code

Format: Options

Range:

e 2xxx result-code/
experimental-result-
code

e Any result/
experimental-result-
code

Default: 2xxx result-code/
experimental-result-code

Format: numeric
Range: 0 -4
Default: 0

Adding a Message Copy Configuration Set

Use this task to create a new Message Copy Configuration Set.
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The fields are described in Message Copy Configuration Set elements.

1. Click Diameter > Configuration > Configuration Sets > Message Copy
Configuration Sets.

2. Click Insert.

If the maximum numbers of Message Copy Configuration Sets (100) allowed in the
system are already configured, the Message Copy Configuration Sets [Insert] page
does not open.

3. Enter a unique name for the Configuration Set in the Message Copy Configuration
Set Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.

Editing a Message Copy Configuration Set

Use this task to edit an existing Message Copy Configuration Set.

When the Message Copy Configuration Sets page opens, the fields are populated with
the currently configured values.

The Message Copy Configuration Set Name cannot be edited.

The fields are described in Message Copy Configuration Set elements.

1. Click Diameter > Configuration > Configuration Sets > Message Copy
Configuration Sets.

2. Select the Message Copy Configuration Set you want to edit.
3. Click Edit.
4. Update the relevant fields.

5. Click OK, Apply, or Cancel.

Deleting a Message Copy Configuration Set
Use this task to delete a Message Copy Configuration Set.

The Default Message Copy Configuration Set can be edited, but cannot be deleted.

1. Click Diameter > Configuration > Configuration Sets > Message Copy
Configuration Sets.

2. Select the Message Copy Configuration Set you want to delete.
3. Click Delete.
A popup window appears to confirm the delete.

4. Click OK or Cancel.

Rate Limiting Configuration Sets

Rate Limiting Configuration Sets provide the mechanism to enter data needed by
Egress Throttle Groups (on the SOAM GUI) and Egress Throttle Lists (on the NOAM
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GUI) to perform egress throttling by egress message rate. For details about the NOAM
functionality, see Rate Limiting Configuration Sets on the NOAM.

You can perform these tasks on an Active System OAM (SOAM).

An Egress Throttling Group is always associated with a Rate Limiting Configuration
Set, which provides the following data for performing Egress Message Rate Throttling:

¢ Maximum Message Rate
*  Onset and Abatement Thresholds:
—  Percentages of the maximums
—  Used with Message Priority to determine which requests to throttle

* Convergence time, which allows you to control the sensitivity of request traffic
bursts on an ETG.

e Abatement time

Rate Limiting can be enabled on the SOAM Main Menu: Diameter > Maintenance >
Egress Throttle Groups page.

For NOAM functionality, you must change the Egress Throttling Control Scope of the
Egress Control Group to ETL and enable Egress Message Rate Throttle on the Egress
Throttle Group before Egress Message Rate Throttling can be started on Egress
Throttle Lists.

The Rate Limiting Configuration Set fields are described in Rate Limiting
Configuration Sets elements.

On the Rate Limiting Configuration Sets page, you can perform the following actions:

e Filter the list of Rate Limiting Configuration Sets to display only the desired Rate
Limiting Configuration Sets.

¢ Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Rate Limiting Configuration Set Name
in ascending ASCII order.

e (Click Insert.

On the Rate Limiting Configuration Sets [Insert] page, you can add a new Rate
Limiting Configuration Set. See Adding a Rate Limiting Configuration Set.

If the maximum number of Rate Limiting Configuration Sets already exists in the
system, an error message displays.

® Select a Rate Limiting Configuration Set Name in the list and click Edit.

On the Rate Limiting Configuration Sets [Edit] page, you can edit the selected
Rate Limiting Configuration Set. See Editing a Rate Limiting Configuration Set.

If no row is selected, or if more than one row is selected, Edit is disabled.

® Select a Rate Limiting Configuration Set Name in the list and click Delete to
remove the selected Rate Limiting Configuration Set.

The Default Rate Limiting Configuration Set can be edited, but cannot be deleted.
See Deleting a Rate Limiting Configuration Set.
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Rate Limiting Configuration Sets elements

Table 3-11 describes the fields on the Rate Limiting Configuration Sets View, Edit, and
Insert pages. Data input notes apply only to the Insert and Edit pages; the View page is
read-only.

Note: This GUI page is available from the SOAM and NOAM menu.

Table 3-11 Rate Limiting Configuration Sets Elements
|

Field (*indicates arequired

field) Description Data Input Notes
Rate Limiting Configuration =~ Unique name of the Rate Case-sensitive string:
Set Name Limiting Configuration Set. alphanumeric and

underscore (_); must contain
at least one alpha and cannot
begin with a digit.

Range: 1 - 32 characters

* Maximum Egress Request The maximum allowed Format: numeric
Rate Egress Request Rate shared Range: 100 - 250000

by associated members. Default: 6000

* Onset Threshold Level 1 (%) When Egress Request Rate Format: numeric
exceeds this percentage of Range: 2 - 100
maximum Egress .Request . Default: 60
Rate, the Congestion Level is
set to 1. Onset Threshold
Level 1 is ignored if ETG
Mode is Limit.
* Abatement Threshold Level ~When Egress Request Rate Format: numeric
1 (%) falls below this percentage of Range: 1 - 100
maximum Egress Request Default: 55

Rate, the Congestion Level is
set to 0. Abatement
Threshold Level 1 is ignored
if ETG Mode is Limit.

Onset Threshold Level 2 (%)  When Egress Request Rate Format: numeric
exceeds this percentage of Range: 4 - 100
maximum Egress Request
Rate, the Congestion Level is
set to 2. Onset Threshold
Level 2 is ignored if ETG
Mode is Limit.

Default: none
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Table 3-11 (Cont.) Rate Limiting Configuration Sets Elements
________________________________________________________________________________|

Field (* indicates a required
field)

Description

Data Input Notes

Abatement Threshold Level 2
(%)

Onset Threshold Level 3 (%)

Abatement Threshold Level 3

(%)

* Convergence Time (msec)

* Abatement Time (msec)

When Egress Request Rate
falls below this percentage of
maximum Egress Request
Rate, the Congestion Level is
set to 1. Abatement
Threshold Level 2 is ignored
if ETG Mode is Limit.

When Egress Request Rate
exceeds this percentage of
maximum Egress Request
Rate, the Congestion Level is
set to 3. Onset Threshold
Level 3 is ignored if ETG
Mode is Limit.

When Egress Request Rate
falls below this percentage of
maximum Egress Request
Rate, the Congestion Level is
set to 2. Abatement
Threshold Level 3 is ignored
if ETG Mode is Limit.

The time it takes in
milliseconds to converge on a
per second rate. If the
convergence time is less than
1000 milliseconds, the rate is
extrapolated. If the
convergence time is greater
than 1000 milliseconds, the
rate is averaged.

The rate convergence time is
the amount of time it takes
for the measured rate to
converge on the actual rate.

The amount of time in
milliseconds that the Egress
Request Rate must remain
below an abatement
threshold before the
Congestion Level is lowered.

Format: numeric
Range: 3 - 100

Default: none

Format: numeric
Range: 6 - 100

Default: none

Format: numeric
Range: 5 - 100

Default: none

Format: List

Range: 250, 500, 1000, 2000,
4000

Default: 250

Format: numeric
Range: 50 - 10000
Default: 50

Adding a Rate Limiting Configuration Set

Use this task to create a new Rate Limiting Configuration Set.
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Note: This GUI page is available from the SOAM and NOAM menu.

The fields are described in Rate Limiting Configuration Sets elements.

1.

4.

5.

Click Diameter > Configuration > Configuration Sets > Rate Limiting
Configuration Sets on the SOAM or Diameter > Configuration > Egress Throttle
List > Rate Limiting Configuration Sets on the NOAM.

Click Insert.

Enter a unique name for the Rate Limiting Configuration Set in the Rate Limiting
Configuration Set Name field.

Select or enter the element values.

Click OK, Apply, or Cancel.

Editing a Rate Limiting Configuration Set

Use this task to edit an existing Rate Limiting Configuration Set.

Note: This GUI page is available from the SOAM and NOAM menu.

When the Rate Limiting Configuration Sets page opens, the fields are populated with
the currently configured values.

The Rate LimitingConfiguration Set Name cannot be edited.

The fields are described in Rate Limiting Configuration Sets elements.

1.

Click Diameter > Configuration > Configuration Sets > Rate Limiting
Configuration Sets on the SOAM or Diameter > Configuration > Egress Throttle
List > -Rate Limiting Configuration Sets on the NOAM.

Select the Rate Limiting Configuration Set you want to edit.
Click Edit.
Update the relevant fields.

Click:

*  OK to save the changes and return to the Rate Limiting Configuration Sets
page.

*  Apply to save the changes and remain on this page.

¢ Cancel to return to the Rate Limiting Configuration Sets page without saving
any changes.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

*  The selected Rate Limiting Configuration Set no longer exists; it has been
deleted by another user.

* Any field is empty (no value was entered) .
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¢ The value in any field is not valid or is out of range.

Deleting a Rate Limiting Configuration Set

Use this task to delete a Rate Limiting Configuration Set.

Note: This GUI page is available from the SOAM and NOAM menu.

The Default Rate Limiting Configuration Set can be edited, but cannot be deleted.

1. Click Diameter > Configuration > Configuration Sets > Rate Limiting
Configurations Sets on the SOAM or Diameter > Configuration -> Egress
Throttle List > -Rate Limiting Configuration Sets on the NOAM.

2. Select the Rate Limiting Configuration Set you want to delete.
3. Click Delete.
A popup window appears to confirm the delete.

4. Click OK or Cancel.

Pending Transaction Limiting Configuration Sets

Pending Transaction Limiting Configuration Sets configuration provides the
mechanism to enter configuration data needed by Egress Throttle Groups to determine
when to start throttling for pending transactions. For details about the NOAM
functionality, see Pending Transaction Limiting Configuration Sets on the NOAM.

An ETG is always associated with a Pending Transaction Limiting Configuration Set
that provides the following data for performing Egress Message Rate Throttling based
on pending transactions:

e Maximum pending transactions
¢ Onset and Abatement Thresholds:
—  Percentages of the maximums
—  Used with Message Priority to determine which requests to throttle

e Abatement time

You must enable Pending Transaction Limiting before Egress Pending Transaction
Limiting can be started on Egress Throttle Groups.

The Pending Transaction Limiting Configuration Sets fields are described in Pending
Transaction Limiting Configuration Sets elements.

On the Pending Transaction Limiting Configuration Sets page, you can perform the
following actions:

e  Filter the list of Pending Transaction Limiting Configuration Sets to display only
the desired Pending Transaction Limiting Configuration Sets.

¢ Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Pending Transaction Limiting
Configuration Sets in ascending ASCII order.
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e (lick Insert.

On the Pending Transaction Limiting Configuration Sets [Insert] page, you can
add a new Pending Transaction Limiting Configuration Sets. See Adding a
Pending Transaction Limiting Configuration Set.

If the maximum number of Pending Transaction Limiting Configuration Sets
already exists in the system, an error message displays.

® Select a Pending Transaction Limiting Configuration Set Name in the list and click

Edit.

On the Pending Transaction Limiting Configuration Sets [Edit] page, you can edit
the selected Pending Transaction Limiting Configuration Set. See Editing a
Pending Transaction Limiting Configuration Set.

If no row is selected, or if more than one row is selected, Edit is disabled.

® Select a Pending Transaction Limiting Configuration Set Name in the list and
click Delete to remove the selected Pending Transaction Limiting Configuration

Set.

The Default Pending Transaction Limiting Configuration Set can be edited, but
cannot be deleted. See Deleting a Pending Transaction Limiting Configuration Set.

Pending Transaction Limiting Configuration Sets elements

Table 3-12 describes the fields on the Pending Transaction Limiting Configuration Sets
View, Edit, and Insert pages. Data Input Notes apply only to the Insert and Edit pages;
the View page is read-only.

Table 3-12 Pending Transaction Limiting Configuration Sets Elements
|

Field (*indicates a
required field)

Description

Data Input Notes

Pending Transaction
Limiting Configuration
Set Name

*Maximum Egress
Pending Transactions

*Onset Threshold Level
1 (%)

Unique name of the Pending
Transaction Limiting
Configuration Set.

The maximum allowed Egress
Pending Transactions for the
Peers and Connections within a

group.

When Egress Pending
Transactions exceeds this
percentage of maximum Egress
Pending Transactions, the
Congestion Level is set to 1.
Onset Threshold Level 1 is
ignored if ETG Mode is Limit.

Case-sensitive string:
alphanumeric and underscore
(_); must contain at least one
alpha and cannot begin with a
digit.

Range: 1 - 32 characters

Format: numeric
Range: 100 - 1000000

Default: none

Format: numeric
Range: 2 - 100
Default: 60
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Table 3-12 (Cont.) Pending Transaction Limiting Configuration Sets Elements
]

Field (*indicates a

required field) Description Data Input Notes
*Abatement Threshold ~ When Egress Pending Format: numeric
Level 1 (%) Transactions falls below this Range: 1 - 100
percentage of maximum Egress Default: 55
Pending Transactions, the ’
Congestion Level is set to 0.
Abatement Threshold Level 1 is
ignored if ETG Mode is Limit.
Onset Threshold Level =~ When Egress Pending Format: numeric
2 (%) Transactions exceeds this Range: 4 - 100

percentage of maximum Egress
Pending Transactions, the
Congestion Level is set to 2.
Onset Threshold Level 2 is
ignored if ETG Mode is Limit.

Default: none

Abatement Threshold =~ When Egress Pending Format: numeric

Level 2 (%) Transactions falls below this Range: 3 - 100
percentage of maximum Egress
Pending Transactions, the
Congestion Level is set to 1.
Abatement Threshold Level 2 is
ignored if ETG Mode is Limit.

Default: none

Onset Threshold Level =~ When Egress Pending Format: numeric

3 (%) Transactions exceeds this Range: 6 - 100
percentage of maximum Egress
Pending Transactions, the
Congestion Level is set to 3.
Onset Threshold Level 3 is
ignored if ETG Mode is Limit.

Default: none

Abatement Threshold When Egress Pending Format: numeric

Level 3 (%) Transactions falls below this Range: 5 - 100
percentage of maximum Egress Default: none

Pending Transactions, the

Congestion Level is set to 2.

Abatement Threshold Level 3 is

ignored if ETG Mode is Limit.

*Abatement Time The amount of time in Format: numeric

(msec) millis'econds that ‘Egress Range: 50 - 10000
Pend}ng Transactions must Default: 50

remain below an abatement

threshold before the Congestion

Level is lowered.

Adding a Pending Transaction Limiting Configuration Set

Use this task to create a new Pending Transaction Limiting Configuration Sets.

The fields are described in Pending Transaction Limiting Configuration Sets elements.
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1. Click Diameter > Configuration > Configuration Sets > Pending Transaction
Limiting Configuration Sets on the SOAM or Diameter > Configuration > Egress
Throttle List > Pending Transaction Limiting Configuration Sets on the NOAM.

2. Click Insert.

3. Enter a unique name for the Pending Transaction Limiting Configuration Set in the
Pending Transaction Limiting Configuration Set Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.

Editing a Pending Transaction Limiting Configuration Set

Use this task to edit an existing Pending Transaction Limiting Configuration Set.

When the Pending Transaction Limiting Configuration Sets page opens, the fields are
populated with the currently configured values.

The Pending Transaction Limiting Configuration Set Name cannot be edited.

The fields are described in Pending Transaction Limiting Configuration Sets elements.

1. Click Diameter > Configuration > Configuration Sets > Pending Transaction
Limiting Configuration Sets on the SOAM or Diameter > Configuration > Egress
Throttle List > Pending Transaction Limiting Configuration Sets on the NOAM.

2. Select the Pending Transaction Limiting Configuration Set you want to edit.
3. Click Edit.
4. Update the relevant fields.

5. Click OK, Apply, or Cancel.

Deleting a Pending Transaction Limiting Configuration Set

Use this task to delete a Pending Transaction Limiting Configuration Set.

The Default Pending Transaction Limiting Configuration Set can be edited, but cannot
be deleted.

1. Click Diameter > Configuration > Configuration Sets > Pending Transaction
Limiting Configuration Sets on the SOAM or Diameter > Configuration > Egress
Throttle List > Pending Transaction Limiting Configuration Sets on the NOAM.

2. Select the Pending Transaction Limiting Configuration Set you want to delete.
3. Click Delete.
A popup window appears to confirm the delete.

4, Click OK or Cancel.

Transaction Configuration Sets

A Transaction Configuration Set provides a mechanism to assign routing and
transaction attributes (ART, PRT, PAT, and ROS) to Diameter request message based on
Application ID and (Extended) Command Code.

You can perform these tasks on an Active System OAM (SOAM).
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Configuration of Transaction Configuration Sets (TCS) that contain one or more
Transaction Configuration Rules is supported. These Transaction Configuration Rules
allow the assignment of routing and transaction attributes, for example Routing
Option Set (ROS), Pending Answer Timer (PAT), Application Route Table (ART) and
Peer Route Table (PRT) to Diameter messages based on Application ID and (Extended)
Command Code.

The Transaction Configuration Set fields are described in Transaction Configuration
Sets elements.

On the Transaction Configuration Sets page, you can perform the following actions:

e Filter the list of Transaction Configuration Sets to display only the desired
Transaction Configuration Sets.

®  Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Transaction Configuration Set Name in
ascending ASCII order.

e (lick Insert.

On the Transaction Configuration Sets [Insert] page, you can add a new
Transaction Configuration Set. See Adding a Transaction Configuration Set.

If the maximum number of Transaction Configuration Sets already exists in the
system, an error message displays.

® Select a Transaction Configuration Set Name in the list and click Edit.

On the Transaction Configuration Sets [Edit] page, you can edit the selected
Transaction Configuration Set. See Editing a Transaction Configuration Set.

If no row is selected, the Edit is disabled.

® Select a Transaction Configuration Set Name in list and click Delete to remove the
selected Transaction Configuration Set.

The Default Transaction Configuration Set can be edited, but cannot be deleted.
See Deleting a Transaction Configuration Set.
Transaction Configuration Sets elements

Table 3-13 describes the fields on the Transaction Configuration Sets View, Edit, and
Insert pages. Data input notes apply only to the Insert and Edit pages; the View page is
read-only.

Note: If Application ID with an optional Command Code is selected, one of
the other four routing attributes (ROS, PAT, ART, PRT) is mandatory.

Table 3-13 includes references to topics where you can define the attributes associated
with the selected Transaction Configuration Sets.
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Table 3-13 Transaction Configuration Sets Elements
|

Field (*indicates a
required field)

Description

Data Input Notes

* Transaction
Configuration Set
Name

Transaction
Configuration Rules

Application ID

Command Code

Unique name of the Transaction
Configuration Set.

The rules associated with the
Transaction Configuration Set
Name

The Application ID in the
Diameter message. In the view
only screen, the Application ID
hyperlinks to the Diameter >
Configuration > Application Ids
(Filtered)

Note: For more information
about the configuration of
Application Ids, see Using
Application IDs to Identify
Diameter Applications.

The Command code in the
Diameter message. In the view
only screen, the Application ID
hyperlinks to the Diameter >
Configuration > Commands
Codes (Filtered)

Note: For more information
about the configuration of
Commands Codes, see Diameter
Command Codes.

Case-sensitive string:
alphanumeric and underscore
(_L); must contain at least one
alpha and cannot begin with a
digit.

Range: 1 - 32 characters

Format: Expandable or
collapsible list of rules
associated with the selected
Transaction Configuration Set
Name

Format: List

Range: List of configured
Application IDs

Default: not applicable

Format: List

Range: List of configured
Command Codes

Default: not applicable
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Table 3-13 (Cont.) Transaction Configuration Sets Elements

Field (*indicates a

required field) Description Data Input Notes
Routing Option Set The Routing Options Set Format: List
associated with the Application Range: List of configured
ID and Command Code (if

Pending Answer
Timer

Application Route
Table

specified). In the view only
screen, the Application ID
hyperlinks to the Diameter >

Configuration > Routing Option

Sets (Filtered)

Note: For more information
about the configuration of
Routing Option Sets, see
Diameter Routing Option Sets.

The Pending Answer Time
associated with Application ID
and Command Code (if
specified). In the view only
screen, the Application ID
hyperlinks to the Diameter >
Configuration > Pending
Answer Timers (Filtered)

Note: For more information
about the configuration of
Pending Answer Timers, see
Diameter Pending Answer
Timers.

The Application Route Table
associated with Application ID
and Command Code (if
specified). In the view only
screen, the Application ID
hyperlinks to the Diameter >
Configuration > Application
Route Tables (Filtered)

Note: For more information
about the configuration of
Application Route Tables, see
Diameter Application Route
Tables.

Routing Option Sets
Default: not applicable

Format: List

Range: List of configured
Pending Answer Timers

Default: not applicable

Format: List

Range: List of configured
Application Route Tables

Default: not applicable
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Table 3-13 (Cont.) Transaction Configuration Sets Elements
|

Field (*indicates a

required field) Description Data Input Notes
Peer Route Table The Peer Route Table associated Format: List
with Application ID and Range: List of configured Peer

Command Code (if specified). In  Royte Tables
the view only screen, the
Application ID hyperlinks to the
Diameter > Configuration > Peer
Route Tables (Filtered)

Default: not applicable

Note: For more information
about the configuration of Peer
Route Tables, see Diameter Peer
Route Tables.

Adding a Transaction Configuration Set
Use this task to create a new Transaction Configuration Set.

The fields are described in Transaction Configuration Sets elements.

1. Click Diameter > Configuration > Configuration Sets >
TransactionConfiguration Sets.

2. Click Insert.

3. Enter a unique name for the Configuration Set in the Transaction Configuration
Set Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.

Editing a Transaction Configuration Set

Use this task to edit an existing Transaction Configuration Set.

When the Transaction Configuration Sets page opens, the fields are populated with the
currently configured values.

The Transaction Configuration Set Name cannot be edited.

The fields are described in Transaction Configuration Sets elements.

1. Click Diameter > Configuration > Configuration Sets > Transaction
Configuration Sets.

2. Select the Transaction Configuration Set you want to edit.
3. Click Edit.

4. Update the relevant fields.
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5.

Click OK, Apply, or Cancel.

Deleting a Transaction Configuration Set

Use this task to delete a Transaction Configuration Set.

The Default Transaction Configuration Set can be edited, but cannot be deleted.

1.

4.

Click Diameter > Configuration > Configuration Sets > Transaction
Configuration Sets.

Select the Transaction Configuration Set you want to delete.
Click Delete.
A popup window appears to confirm the delete.

Click OK or Cancel.

Traffic Throttle Point Configuration Sets

A TTP Configuration Set defines a set of configuration attributes for a TTP, and can be
assigned to one or more TTPs.

You can modify any of the TTP Configuration Sets attributes while the TTP is enabled
for service (Throttling Admin State is Enabled).

You can perform these tasks on an Active System OAM (SOAM).

You can perform the following actions for Traffic Throttle Point Configuration Sets:

Filter the list of Traffic Throttle Point Configuration Sets to display only the
desired Traffic Throttle Point Configuration Sets.

Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Traffic Throttle Point Configuration Set
Name in ascending ASCII order.

Click Insert.

On the Traffic Throttle Point Configuration Sets [Insert] page, you can add a new
Traffic Throttle Point Configuration Set. See Adding Traffic Throttle Point
Configuration Sets.

If the maximum number of Traffic Throttle Point Configuration Sets already exists
in the system, an error message displays.

Select a Traffic Throttle Point Configuration Set Name in the list. Click Edit to
display the Traffic Throttle Point Configuration Sets [Edit] page and edit the
selected Traffic Throttle Point Configuration Set.

See Editing Traffic Throttle Point Configuration Sets.
If no Name is selected, Edit is disabled.

Select a Traffic Throttle Point Configuration Set Name in the list and click Delete
to remove the selected Traffic Throttle Point Configuration Set.

The default Traffic Throttle Point Configuration Set can be edited, but cannot be
deleted. See Deleting Traffic Throttle Point Configuration Sets.
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Traffic Throttle Point Configuration Sets elements

Table 3-14 describes the fields on the Traffic Throttle Point Configuration Sets View,
Edit, and Insert pages. Data input notes apply only to the Insert and Edit pages; the
View page is read-only.

Table 3-14 Traffic Throttle Point Configuration Sets Elements

____________________________________________________________________________|
Field (*indicates a

required field)

Description

Data Input Notes

* Name

* Abatement
Recovery Rate
(Percent)

Override Message
Priority Threshold

A name of the TTP Configuration
Set.

Defines the rate of reduction in loss
applied to a TTP when the loss time
period has expired.

This attribute is only accessed during
routing and changes to its value do
not impact any pending transactions.
When a pending transaction is
rerouted or when a new transaction
is processed, the new attribute value
is used.

When this parameter is set, messages
whose priority is greater than or
equal to this value are immune from
diversion if the TTP's OTR is below
its Maximum ETR attribute value.

Note: If the TTP's OTR is greater or
equal to the TTP's Maximum ETR,
the only transaction exempt from
diversion are NGN-PS transactions
with priority=4 (and none of the TTP
priority override transactions are
exempt from TTP diversion). If the
TTP's OTR is less than the TTP's
Maximum ETR and you have
enabled TTP priority override, then
all TTP priority override transactions
are also exempt from TTP diversion
(as well as NGN-PS transactions).

Case-sensitive string:
alphanumeric and underscore
(_); must contain at least one
alpha and cannot begin with a
digit.

Range: 1 - 32 characters
Format: numeric

Range: 1-100
Default: 5

Format: numeric
Range: 1, 2

Default: none
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Table 3-14 (Cont.) Traffic Throttle Point Configuration Sets Elements
]

Field (*indicates a
required field)

Description

Data Input Notes

Default Reduction
Percentage

* Default Validity
Duration

* Rate Convergence
Time

The default reduction percentage for
a DOIC overload report if the value
is not specified.

The default validity duration for a
DOIC overload report if the value is
not specified.

The time it takes in milliseconds to
converge on a per second rate. If the
convergence time is less than 1000

milliseconds, the rate is extrapolated.

If the convergence time is greater
than 1000 milliseconds, the rate is
averaged.

The rate convergence time is the
amount of time it takes for the
measured rate to converge on the
actual rate.

Format: numeric
Range: 0 - 100
Default: 0

Format: numeric
Range: 0 - 86400
Default: 30

Format: numeric
Range: 250, 500, 1000, 2000
Default: 1000

Adding Traffic Throttle Point Configuration Sets

Use this task to create a new Traffic Throttle Point Configuration Set.

The fields are described in Traffic Throttle Point Configuration Sets elements.

1.

Configuration Sets.

Click Insert.

Select or enter the element values.

Click OK, Apply, or Cancel.

Editing Traffic Throttle Point Configuration Sets

Click Diameter > Configuration > Configuration Sets > Traffic Throttle Point

Enter a unique name for the TTP Configuration Set in the Name field.

Use this task to edit an existing Traffic Throttle Point Configuration Set.

When the Traffic Throttle Point Configuration Sets page opens, the fields are
populated with the currently configured values.

The Traffic Throttle Point Configuration Set Name cannot be edited.

The fields are described in Traffic Throttle Point Configuration Sets elements.

1. Click Diameter > Configuration > Configuration Sets > Traffic Throttle Point
Configuration Sets.
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2. Select the Traffic Throttle Point Configuration Set you want to edit.
3. Click Edit.
4. Update the relevant fields.

5. Click OK, Apply, or Cancel.

Deleting Traffic Throttle Point Configuration Sets

Use this task to delete Traffic Throttle Point Configuration Sets.

The default Traffic Throttle Point Configuration Set can be edited, but cannot be
deleted.

1. Click Diameter > Configuration > Configuration Sets > Traffic Throttle Point
Configuration Sets.

2. Select the Traffic Throttle Point Configuration Set you want to delete.
3. Click Delete.
A popup window appears to confirm the delete.

4. Click OK or Cancel.

Diameter Local Nodes

A Local Node is a local Diameter node that is specified with a realm and an FQDN.
When used in conjunction with RADIUS connections, it represents either a RADIUS
client or a RADIUS server.

You can perform these tasks on an Active System OAM (SOAM).
The Local Node identifies:

e Local Node Name

e Realm

e SCTP Listen Port Number

e TCP Listen Port Number

e DTLS/SCTP Listen Port

e TLS/TCP Listen Port

e Radius UDP Server Ports

¢ Enable Radius UDP Client Ports

e Radius Client UDP Port Range Start
¢ Radius Client UDP Port Range End
e Verification Mode

¢ Certificate Type

e (Certificate Name
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* Connection Configuration Set
¢ CEX Configuration Set

* A list of IP addresses available for establishing Diameter transport connections

After it is configured, a Local Node can be assigned to connections for use in Diameter
routing. Select one of the following connection transport configurations:

e SCTP
e DLTS over SCTP
e TCP

e TLSover TCP

For each connection you can select, TCP, SCTP, TLS/TCP or DTLS/SCTP as the
security mechanism used to establish that connection to the peer. DTLS is available
only for SCTP connections and TLS is available only for TCP connections.

Note: If you select TLS/DTLS, avoid using IPSec. Although IPsec is still
supported, you must ensure that a connection does not implement both IPSec
and TLS/DTLS, as this would have significant performance impacts.

TLS and DTLS are application layer security protocols that run over TCP and SCTP
transport. TLS/DTLS provides tighter encryption via handshake mechanisms, and
supports up to 1000 certificates for a node and across the network. TLS/DTLS requires
pre-configured certificates/keys that are used during the handshake procedure after
transport level connection is established, but before diameter capabilities are
exchanged with the peers. The Local Node configuration uses imported certificates/
keys and verification mode. If the handshake fails, the connection is not allowed to be
established depending on the verification mode associated with the connection.

Note the following restrictions:

¢ If an attempt is made to edit a Connection and the specified Transport Protocol is
DTLS, if the DTLS feature is not activated on the SOAM being used to edit the
Connection, an error code is generated and the Connection information is not be
updated in the configuration.

e Upon startup, the value of DtlsFeatureEnabled flag defined in DpiOption table is
read, and depending on its value, the application does or does not send AUTH
Extensions in SCTP_INIT and SCTP_INIT_ACK message while establishing SCTP
or DTLS connections.

Note: Any edits to DtlsFeatureEnabled flag defined in DpiOption table after
startup do not take effect until the next diameter process restart.

* C(lient-side or server-side authentication for a TLS/DTLS connection is supported
automatically when this is required by peer server or peer client.

e When TLS/DTLS is selected for a diameter-initiated connection, the TLS/DTLS
parameters defined by the operator in the local node are applied. The application
behavior is related to the local node Verification Mode selection.
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e When TLS/DTLS is selected for a connection and TLS/DTLS cannot be
established either due to a failed key exchange or because the peer does not
support TLS/DTLS, the connection is not allowed.

e TLS/DTLS connections initiated by a Diameter peer are responded to. If TLS/
DTLS cannot be established due to a failed key exchange, the connection is not
allowed. A valid certificate and matching key are required, but you can set the
Verification Mode to None to override this behavior.

*  You cannot change the security mechanism selected for a connection while the
connection is active.

On the Diameter > Configuration > Local Nodes page, you can perform the following
actions:

e Filter the list of Local Nodes to display only the desired Local Nodes.

¢ Sort the list by a column in ascending or descending order by clicking the column
heading (except IP Addresses). The default order is by Local Node Name in
ascending ASCII order.

¢ (lick a field entry for a Local Node.

e (lick Insert.

On the Diameter > Configuration > Local Nodes [Insert] page, you can add a
new Local Node.

The Diameter > Configuration > Local Nodes [Insert] page does not open if any
of the following conditions exist:

—  The maximum number of Local Nodes (32) has already been configured.

—  There is no Signaling VIP Address available in the signaling Network
Element (NE) that can be added to the Local Node.

e Select a Local Node in the list and click Edit.

On the Diameter > Configuration > Local Nodes [Edit] page, you can edit the
selected Local Node.

e Select a Local Node in the list and click Delete. You can delete the selected Local
Node.

Diameter Local Node configuration elements

Table 3-15 describes the fields on the Local Nodes View, Insert, and Edit pages. Data
Input Notes only apply to the Insert and Edit pages; the View page is read-only.
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Table 3-15 Local Node Configuration Elements

Field (* indicates

required field) Description

Data Input Notes

* Local Node Unique name of the Local Node.

Name

* Realm Realm of the Local Node; defines the
administrative domain with which the
user maintains an account relationship.

* FQDN Unique Fully Qualified Domain Name;

specifies exact location in the tree
hierarchy of the DNS.

Format: string, case-sensitive;
alphanumeric and underscore
(L); cannot start with a digit
and must contain at least one
alpha

Range: 1 - 32 characters

Default: none

Format: string consisting of a
list of labels separated by dots.
A label can contain letters,
digits, dash (-), and
underscore (_). A label must
begin with a letter, digit, or
underscore, and must end
with a letter or digit.
Underscore can be used only
as the first character.

Range: Realm - up to 255
characters; label - up to 63
characters

Default: none

Format: a case-insensitive
string consisting of a list of
labels separated by dots. A
label must contain letters,
digits, dash (-), and
underscore (_). A label must
begin with a letter or
underscore, and must end
with a letter or digit.
Underscore can be used only
as the first character.

Range: FQDN - up to 255
characters; label - up to 63
characters

Default: none
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Table 3-15 (Cont.) Local Node Configuration Elements
|

Field (* indicates
required field) Description Data Input Notes

SCTP Listen Port ~ SCTP listen port number for the Local =~ Format: numeric

Node. Range: 1024 - 49151
This SCTP Listen Port cannot be the Default: 3868

same as a Local Initiate Port of a

Connection.

Initiator port ranges are divided into
user-assigned and DCL-assigned sub-
ranges.

Note: DCL-assigned sub-ranges is
implemented via OAM, and is
restricted to connections only.

DCL (Diameter Transport Layer) is the
software layer of the stack which
implements diameter transport

connections.

TCP Listen Port TCP listen port number for the Local Format: numeric
Node. Range: 1024 - 49151
This TCP Listen Port cannot be the Default: 3868

same as a Local Initiate Port of a
Connection.

Initiator port ranges are divided into
user-assigned and DCL-assigned sub-
ranges.

Note: DCL-assigned sub-ranges is
implemented via OAM, and is
restricted to connections only.

DCL (Diameter Transport Layer) is the
software layer of the stack which
implements diameter transport
connections.
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Table 3-15 (Cont.) Local Node Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

DTLS/SCTP
Listen Port

TLS/TCP Listen
Port

RADIUS UDP
Server Ports

Enable RADIUS
UDP Client Ports

RADIUS Client
UDP Port Range
Start

The DTLS/SCTP listen port number for
the Local Node.

Datagram Transport Layer Security
allows datagram based applications to
communicate in a way that is designed
to prevent eavesdropping, tampering,
or message forgery. The DTLS protocol
is based on the stream-oriented
Transport Layer Security (TLS)
protocol.

The TLS/TCP listen port number for
the Local Node.

TLS (Transport Layer Security) is an
application layer security protocol that
runs over TCP transport.

UDP Port numbers used by RADIUS
clients when sending RADIUS
messages to the DSR. If no UDP port is
specified here, this Local Node does not
receive requests from RADIUS clients.

When checked, this Local Node can
send RADIUS request messages to a
RADIUS server using one of the UDP
ports specified in the RADIUS Client
UDP Port Range.

The lowest UDP port number that can
be used to send RADIUS request
messages to a remote RADIUS server.

Note: If this Local Node does not
share any IP address with any other
Local Node, this Local Node can use
the default client port range start of
2000. However, if this Local Node
shares any IP addresses with one or
more other Local Nodes, this Local
Node can only use the default port
range start of 2000 if none of the other
Local Nodes (that share an IP with this
Local Node) overlaps the port range
specified for this Local Node.

Format: numeric
Range: 1024 - 49151
Default: 5658

Format: numeric
Range: 1024 - 49151
Default: 5658

Format: numeric
Range: 1024 - 49151

Default: none

Format: checkbox
Range: none
Default: unchecked

Format: numeric
Range: 1024 - 49151
Default: 2000
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Table 3-15 (Cont.) Local Node Configuration Elements
|

Field (* indicates
required field) Description Data Input Notes

RADIUS Client The highest UDP port number that can ~ Format: numeric
UDP Port Range be used to send RADIUS request Range: 1024 - 49151

End messages to a remote RADIUS server. Default: 2499

Note: If this Local Node does not
share any IP address with any other
Local Node, this Local Node can use
the default client port range end of
2499. However, if this Local Node
shares any IP addresses with one or
more other Local Nodes, this Local
Node can only use the default port
range end of 2499 if none of the other
Local Nodes (that share an IP with this
Local Node) overlaps the port range
specified for this Local Node.

Verification Mode: The Certificate Verification Mode for Format: List

the Local Node. If TLS/TCP or DTLS/ Range:

SCTP Port is configured, this field sets e Verify None

the Verification Mode supported by the 4 fy Peer

Local Node- e  Fail if No Peer Certificate

Available certificate types for e Verify Client Once

configuration. ]

Default: Verify None

Certificate Type Available certificate types for Format: List

configuration. Range: none

Default: none

Note: Currently, available for TLS
only.

Note: This field is required if
TLS/TCP or DTLS/SCTP Ports are
being used.

Certificate Name A list of available X509 TLS Security Format: List
Certificates. Range: none

Default: none

Note: This field is required if
TLS/TCP or DTLS/SCTP Ports are
being used.
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Table 3-15 (Cont.) Local Node Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

* Connection
Configuration Set

*CEX
Configuration Set

Connection Configuration Set for the
Local Node.

CEX Configuration Set associated with
the Local Node.

The entries in the CEX Configuration
Set field create links to the Diameter >
Configuration > CEX Configuration
Sets [Filtered] page, which shows only
the selected entry.

The CEX Configuration Set field for the
Local Node is used if the CEX
Configuration Set is not associated with
the Connection.

Format: List

Range: configured Connection
Configuration Sets, Default
Connection Configuration Set

Format: List

Range: configured CEX
Configuration Sets, Default
CEX Configuration Set.
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Table 3-15 (Cont.) Local Node Configuration Elements
|

Field (* indicates

required field) Description Data Input Notes
*IP Addresses IP address, or addresses, available for Format: Lists
establishing Diameter transport Range: 1 - 128 entries

Connections to the Local Node. You
must assign at least one IP Address,
and can assign up to 128 IP addresses,
to a Local Node. Up to 32 IP addresses
can be IPFE Target Set Addresses.

If fewer than four XSI interfaces are
configured and SCTP transport is
selected, then the number of IP

Default: none

Addresses selected must be the same as
the number of XSI interfaces.

On the Local Nodes GUI pages, each IP

address has appended to it:

¢  For VIP addresses, the string VIP
VIPs are present only in 1+1
Active/Standby configurations

e  For static IP addresses, the MP
Server Hostname of the DA-MP
that owns the IP address
Static IP addresses are present
only in Multi-Active N+0
configurations

e  For TSAs, the name of the Target
Set that the IP address corresponds
(for example, TSA# and TSA#-a for
alternate IP Addresses where # is
the Target Set number
TSAs can be present in either, but
do not have to be present at all.

If a TSA is selected and Initiator
Connection Support is enabled,
configuration of a listener to reside
within responder port range is
enforced. If a TSA is selected and
Initiator Connection Support is not
enabled and the provided port is
out of range (1024 - 49151):
—  If existing local node [Edit],
the operation is allowed with
a warning
—  If new local node [Insert], the
operation is denied with an
error

Note: See Adding a Connection
for more information.
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Table 3-15 (Cont.) Local Node Configuration Elements
|

Field (* indicates
required field) Description Data Input Notes

If a combination of TSAs are
selected (one from a target set that
has Initiator Connection Support
enabled, one that does not),
enforce configuration of the
listener to reside within responder
port range is enforced. An error
message is generated if the
connection is configured
incorrectly.

For the IPFE to differentiate between
responder and initiator connections, it
checks the destination port of the
incoming packet. The IPFE processes
the incoming packet according to rules
associated with the range into which
the destination port falls. To provide
unambiguous destination ports,
diameter routing provides non-
overlapping port ranges.

Adding a Local Node

Use this task to create a new Local Node.

1.

2.

Click Diameter > Configuration > Local Nodes.

Click Insert.

Enter a unique name for the Local Node in the Local Node Name field.
Enter the Realm for the Local Node in the field.

Enter an FQDN in the field.

Enter an SCTP Listen Port number in the field.

This is the port used by connections that use this Local Node to listen for SCTP
request messages. The default 3868 is the well-known IANA port for Diameter
traffic.

Enter a TCP Listen Port number in the field.

This is the port used by connections that use this Local Node to listen for TCP
request messages. The default 3868 is the well-known IANA port for Diameter
traffic.

Enter a DTLS/SCTP Listen Port number in the field.

This is the port used by connections that use this Local Node to listen for DTLS/
SCTP request messages. The default 5658 is the well-known IANA port for
Diameter traffic.
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9. Enter a TLS/TCP Listen Port number in the field.

This is the port used by connections that use this Local Node to listen for TLS/TCP
request messages. The default 5658 is the well-known IANA port for Diameter
traffic.

10. Make selections for RADIUS UDP ports and ranges.
11. Select a Verification Mode from the list.

This is establishes the Certificate Verification Mode. If either TLS/TCP or DTLS/
SCTP Port is configured, this sets the Verification Mode supported by the Local
Node. The default Verify None.

12. Select a Certificate Type from the list.

This establishes the Certificate Types available for configuration. This is mandatory
if either of the TLS/TCP or DTLS/SCTP ports are being used.

13. Select a Certificate Name from the list of available X509 TLS Security Certificates.
This is mandatory if either of the TLS/TCP or DTLS/SCTP ports are being used.

14.Select a Connection Configuration Set from the list. If you have not added
additional Connection Configuration Sets, only the Default Connection
Configuration Set is available.

15. Select a CEX Configuration Set for the Local Node from the list.

If you have not added additional CEX Configuration Sets, only the Default CEX
Configuration Set is available.

16. Select from 1 to 128 IP addresses from the IP Addresses list. See Diameter Local
Node configuration elements for details about this element.

17.Click OK, Apply, or Cancel.

For the RADIUS Client UDP Port Range End value, if this Local Node does not
share any IP address with any other Local Node, this Local Node can use the
default client port range end of 2499. However, if this Local Node shares any IP
address(es) with one or more other Local Nodes, this Local Node can only use the
default port range end of 2499 if none of the other Local Nodes (that share an IP
with this Local Node) overlaps the port range specified for this Local Node. For the
RADIUS Client UDP Port Range Start value, if this Local Node does not share any
IP address with any other Local Node, this Local Node can use the default client
port range start of 2000. However, if this Local Node shares any IP address(es) with
one or more other Local Nodes, this Local Node can only use the default port range
start of 2000 if none of the other Local Nodes (that share an IP with this Local
Node) overlaps the port range specified for this Local Node.

Editing a Local Node

Use this task to edit a Local Node.

When the Diameter > Configuration > Local Nodes [Edit] page opens, the fields are
initially populated with the current values for the selected Local Node.

Configuration considerations:
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® The Local Node Name cannot be changed.

¢ The following fields cannot be edited if there is at least one associated Enabled
connection:

Realm

- FQDN

—  SCTP Listen Port (and the Transport Protocol is SCTP)
— TCP Listen Port (and the Transport Protocol is TCP)
— DTLS/SCTP Listen Port

— TLS/TCP Listen Port

— RADIUS UDP Server Ports

— RADIUS UDP Client Ports

— Enable RADIUS UDP Port Range Start

— Enable RADIUS UDP Port Range End

—  Verification Mode

—  Certificate Type

—  Certificate Name

— Connection Configuration Set

— CEX Configuration Set

e TP Address (cannot be removed if there is an Enabled connection, but a new IP
Address can be added)

1. Click Diameter > Configuration > Local Nodes.
2. Select the Local Node you want to edit, then click Edit.
3. Update the relevant fields.

For more information about each field, see Diameter Local Node configuration
elements.

The value for an entry in a list can be removed by selecting --Select-- in the list, or
selecting the X at the end of the list (if an X is available).

4. Click OK, Apply, or Cancel.

Deleting a Local Node

Use this task to delete a Local Node.

Note: A Local Node cannot be deleted if it is being used by any connections.
Before you perform this task, disable and delete any connections that use the
Local Node.
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1. Click Diameter > Configuration > Local Nodes.
2. Select the Local Node you want to delete.
3. Click Delete.

A pop up window appears to confirm the delete.

4. Click OK or Cancel.

Diameter Peer Nodes

A Peer Node can represent either a Diameter Node or a RADIUS Node. When
representing a Diameter Node, a Peer Node is an external Diameter client, server, or
agent with which the application establishes direct transport connections. Qhwn
representing a RADIUS Node, a Peer Node may be a single system or a cluster of
systems and might have one or more transport connections.

You can perform these tasks on an Active System OAM (SOAM).

A Transaction ID is a unique end-to-end transaction ID created by DRL for each
unique transaction received from an ingress Peer Node. This value is created when
Peer Node routing commences and is stored in the Pending Transaction Record (PTR)
for the lifetime of this end-to-end transaction. Its value does not change when the
Request message is rerouted. You can apply transaction configuration sets that allow
independent grouping of transaction configuration rules for varying use case needs.

If a Route List to route a Request message via a PRT search cannot be located and the
message is not addressed to a Peer Node (via the Destination-Host AVP), an attempt is
made to perform Implicit Realm Routing. Using the Destination-Realm AVP and
Application-Id in the Request message, a matching entry in the system-wide Realm
Route Table is sought. This identifies a Route List to use for routing the message. If a
match is found, the Route List assigned to the (Realm, Application-Id) is used for
routing the message. If a match is not found, transaction routing is abandoned.

Diameter Request messages can only be forwarded to Peer Nodes that support the
Application to which the message is addressed (identified by the Application-ID field
in the message). The List of Common Application IDs is acquired for elements that
contain that connection (for example, Peer Nodes, Route Groups, and Route Lists).
When a Connection is no longer a candidate for routing Request messages, the List of
Common Application IDs for each Route List, Route Group, and Peer Node which
contain this Connection are updated to reflect the potential loss of Application IDs
supported by that Connection.

After it is configured, a Peer Node can be:
e Assigned to connections for use in Diameter routing

* Assigned to Route Groups that manage the distribution of traffic to and among
Peer Nodes

On the Diameter > Configuration > Peer Nodes page, you can perform the following
actions:

e  Filter the list of Peer Nodes to display only the desired Peer Nodes.

e Sort the list by a column in ascending or descending order by clicking the column
heading (except IP Addresses). The default order is by Peer Node Name in
ascending ASCII order.
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Click an entry that is shown in blue in a column to open the Diameter >
Configuration > <component> [Filtered] page and display that entry only.

Click Insert.

On the Diameter > Configuration > Peer Nodes [Insert] page, you can add a new
Peer Node.

The Diameter > Configuration > Peer Nodes [Insert] does not open if the
maximum number of Peer Nodes per Network Element (16000) already exists in
the system.

Select a Peer Node in the list and click Edit.

On the Diameter > Configuration > Peer Notes [Edit] page, you can edit the
selected Peer Node.

Select a Peer Node in the list and click Delete. You can delete the selected Peer
Node.

Redirect Notification Processing and Message Redirection

An egress Peer Node, acting as a Redirect Agent, can send an answer with a redirect
notification. The result code in the answer can indicate either diameter redirect or
diameter realm redirect. Upon receiving the redirect notification, the configuration
dictates how to reroute the request (Redirected Request). If redirect notification is
enabled, the redirected request can be started from ART or PRT.

Redirect notifications are processed as follows:

Redirect notifications with no Redirect-Host-Usage AVP are processed.

Redirect notifications with Redirect-Host-Usage equal to do not cache are
processed.

Redirect notifications with Redirect-Host-Usage not equal to do not cache are
forwarded to the downstream peer.

The following original transaction attributes are carried with the redirected
transaction:

Copy of the original Request message received
Connection ID associated with the ingress Request message

Information about whether the transaction was initiated by a Peer Node or an
application

Routing information received from the application

The number of times the Request message has been forwarded /rerouted and the
Redirected Peer List

The Message Copy related flag, route list ID, or config set ID

TTR Event

Diameter Peer Node configuration elements

Table 3-16 describes the fields on the Peer Node's Insert and Edit pages. Data input
notes apply only to the Insert and Edit pages.
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Note: Any request for a list of peer nodes does not include any dynamically-

created peer node instances.

When you select peer node from a peer route group, you can specify to pass over peer

nodes that have too high of a DOIC loss rate.

Table 3-16 Peer Node Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

* Peer Node Name

AAA Protocol

* Realm

* FQDN

SCTP Listen Port

TCP Listen Port

Unique name of the peer node.

Specifies the AAA protocol for this peer
node, which defines the peer node as
diameter or RADIUS.

Realm of the peer node.

Unique Fully Qualified Domain Name
(FQDN); specifies exact location in the
tree hierarchy of the DNS.

SCTP listen port number for the peer
node.

If the SCTP connection mode is set as
Responder Only, the port is not
considered a listen port and the value
3868 displays in the field.

TCP listen port number for the peer node.

If the TCP connection mode is set as
Responder Only, the port is not
considered a listen port and the value
3868 displays in the field.

Format: text

Range: valid name

Format: list

Range: diameter or
RADIUS

Default: NA

Format: text

Range: valid realm
required

Format: text

Range: valid FODN
required

Format: numeric
Range: 1024 - 65535
Default: 3868

Format: numeric
Range: 1024 - 65535
Default: 3868
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Table 3-16 (Cont.) Peer Node Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

DTLS/SCTP Listen
Port

TLS/TCP Listen
Port

RADIUS UDP
Server Ports

The DTLS/SCTP listen port number for
the peer node.

If the DTLS/SCTP connection mode is set
as Responder Only, the port is not
considered a listen port and the value
5658 displays in the field.

Datagram Transport Layer Security
(DTLS) allows datagram based
applications to communicate in a way that
is designed to prevent eavesdropping,
tampering, or message forgery. The DTLS
protocol is based on the stream-oriented
Transport Layer Security (TLS) protocol.

The TLS/TCP listen port number for the
peer node.

If the TLS/TCP connection mode is set as
Responder Only, the port is not
considered a listen port and the value
5658 displays in the field.

Transport Layer Security (TLS) is an
application layer security protocol that
run over TCP transport.

UDP ports that serve (server port) as a
destination port for messages from DA-
MP to this peer node (representing a
RADIUS server). When the peer node is
representing a RADIUS server, this
represents the UDP ports that can serve as
a destination port for requests forwarded
by DSR to the RADIUS server. A RADIUS
client connection associated with the peer
node must select one of these ports as a
destination port during connection
configuration to have DSR forward
requests to the RADIUS server at the
selected destination port.

Format: numeric
Range: 1024 - 65535
Default: 5658

Format: numeric
Range: 1024 - 65535
Default: 5658

Format: numeric
Range: 1024 - 49151
Default: NA
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Table 3-16 (Cont.) Peer Node Configuration Elements
|

Field (* indicates

required field) Description Data Input Notes
IP Addresses IP address, or addresses, available for Format: numeric
establishing diameter transport Range: up to 128 valid IP

connections to the peer node. addresses

View - Each peer node entry displaysa +  Default: NA
sign and the number of IP addresses

assigned to that peer node. Click the +

sign to display the IP addresses; the + sign

changes to a - sign. Click the - sign to

display the number again.

[Insert] and [Edit] - The field contains an
Add button that can be clicked up to 127
times to create 128 text boxes for IP
addresses. Each entry is numbered to
indicate the number of IP addresses that

have been added.

Dynamic Indicates whether or not the peer node Format: checkbox (read-
was created dynamically (YES) or only on the Peer Nodes
statically (NO). NO is assigned for all [Edit] page)

peer node instances, except for those Range: checked,

unchecked
Default: unchecked

created via dynamic peer discovery. If you
attempt to edit a peer node whose
dynamic attribute is yes, several of the
GUI page attributes are rendered read-
only.

Note: This element does not display on
the Peer Nodes [Insert] page.

Alternate Implicit Route list to use for routing messages to Format: List
Route this peer node if all peer routing rules and Range: configured route
implicit peer routes are unavailable. Lists

Each entry in the Alternate Implicit
Route column on the view page is a link
to the Diameter > Configuration > Route
List [Filtered] page for the selected entry
only.

Default: none

Replace Dest Realm  If checked, the destination realm AVP of Format: checkbox
outgoing messages is overwritten with

Range: checked,
this peer node realm.

unchecked
Default: unchecked
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Table 3-16 (Cont.) Peer Node Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Replace Dest Host

Topology Hiding
Status

* Minimum
Connection
Capacity

* Maximum
Alternate Routing
Attempts

Alternate Routing
On Connection
Failure

Alternate Routing
On Answer
Timeout

Transaction
Configuration Set

If checked, the destination host AVP of
outgoing messages is overwritten with
this peer node FQDN.

If enabled, diameter topology hiding is
applicable to this peer node.

See Diameter Topology Hiding.

The minimum number of connections that
must be available to this peer in order for
it to be available. Otherwise, the peer is
degraded if fewer than the minimum
number of connections are available, or
unavailable if no connections are
available.

The maximum number of times that a
request can be rerouted to this peer before
the next eligible peer is selected.

Indicates whether to perform alternate
routing on alternate connections to the
same peer before selecting the next
eligible peer of a peer route group, when a
connection failure occurs.

Indicates whether to perform alternate
routing on the same connection or on
alternate connections to the same peer
before selecting the next eligible peer of a
peer route group, when an answer
timeout occurs.

A configuration managed object that
allows independent grouping of
transaction configuration rules for
varying use case needs.

For example, an ingress peer node can
optionally use this configuration for
routing and transaction parameters
(ART/PRT/ROS/PAT) selection. Up to
100 of such containers are supported for
grouping transaction configuration rules.

Format: checkbox

Range: checked,
unchecked

Default: unchecked

Format: list
Range: disabled, enabled
Default: disabled

Format: numeric
Range: 1-64
Default: 1

Format: numeric
Range: 1-4
Default: 4

Format: options

Range: same peer,
different peer

Default: different peer

Format: options

Range: same peer,
different peer, same
connection

Default: different peer

Format: list

Range: default, configured
transaction configuration
sets

Default: not selected
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Table 3-16 (Cont.) Peer Node Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

Alternate Routing
On Answer Result
Code

Application Route
Table

Peer Route Table

Ingress Routing
Option Set

Egress Pending
Answer Timer

Message Priority
Setting

Indicates whether to perform alternate
routing on alternate connections to the
same peer before selecting the next
eligible peer of a peer route group, when a
reroute on answer result code occurs.

The application route table associated
with this peer node.

If application route table is set to is Not
Selected, search default transaction
configuration set and apply longest/
strongest match. Use ART associated with
best match, if any is found.

The peer route table associated with the
peer node.

If peer route table is set to Not Selected,
search default transaction configuration
set and apply longest/strongest match.
Use PRT associated with best match, if
any is found.

The routing option set associated with this
ingress peer node.

If Ingress routing option set is set to Not
Selected, search default Transaction
Configuration Set and apply longest/
strongest match. Use ROS associated with
best match, if any is found.

The Pending Answer Timer associated
with the egress peer node.

If egress pending answer timer is set to
Not Selected, search default Transaction
Configuration Set and apply longest/
strongest match. Use PAT associated with
best match, if any is found.

Defines the source of Message Priority for
a request message arriving on a
connection associated with the peer node.

The message priority setting for the
connection takes precedence over the
message priority setting for the peer node.

Format: options

Range: same peer,
different peer

Default: different peer

Format: list

Range: default, configured
application route tables

Default: not selected

Format: list

Range: default, configured
peer route Tables

Default: not selected

Format: list

Range: default, configured
routing Option Sets

Default: not selected

Format: list

Range: default, configured
Pending Answer Timers

Default: not selected

Format: options

Range: none, read from
request message, user
configured

Default: none
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Table 3-16 (Cont.) Peer Node Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Message Priority
Configuration Set

The Message Priority Configuration set
used if User Configured is selected for the
message priority setting

Format: list

Range: default, configured
message priority
configuration sets

Default: -select-

Peer Node Group A group of peer nodes that share common Format: unique string,
Name characteristics and attributes. This group  case-sensitive;
is used by IPFE for peer node group alphanumeric and
aware connection distribution. underscore (_); cannot
start with a digit and must
contain at least one alpha
Range: 1 - 32 characters
AVP Removal List The AVP removal list associated with this ~ See Diameter AVP
peer node. Removal Lists.
Answer On Any Defines whether an Ingress Answer Format: checkbox
Connection message on any connection from a Peer Range: checked
Node is supported or not. unchecked
If enabled for a Peer Node, then DSR Default: unchecked
processes the Ingress Diameter Answer
message received on any connection from
the same upstream Peer to which the
Egress Diameter Request message was
sent.
If disabled for a Peer Node, then DSR
abandons the Diameter Answer message
received on a different connection from
the one on which the request was sent to
the peer.
Traffic Throttle The number of TTPs. See Diameter Traffic
Point Throttle Points.

Adding a Peer Node

Use this task to create a new Peer Node.

1. Click Diameter > Configuration > Peer Nodes.

2. Click Insert.

3. Enter a unique name for the Peer Node in the Peer Node Name field.

4. Make a selection for AAA Protocol.
5. Enter the Realm.

6. Enter a FQDN.
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7. Enter a SCTP Listen Port number.

If the SCTP connection mode is configured as Initiator or Initiator & Responder,
then the port listens to SCTP connections. If the SCTP connection mode is set as
Responder Only, the port is not considered a listen port and the value 3868
displays in the field.

8. Enter a TCP Listen Port number.

If the TCP connection mode is configured as Initiator or Initiator & Responder,
then the port listens to TCP connections. If the TCP connection mode is set as
Responder Only, the port is not considered a listen port and the value 3868
displays in the field.

9. Enter a DTLS/SCTP Listen Port number.

If the DTLS/SCTP connection mode is configured as Initiator or Initiator &
Responder, then the port listens to DTLS/SCTP connections. If the DTLS/SCTP
connection mode is set as Responder Only, the port is not considered a listen port
and the value 5658 displays in the field.

10. Enter a TLS/TCP Listen Port number.

If the TLS/TCP connection mode is configured as Initiator or Initiator &
Responder, then the port listens to TLS/TCP connections. If the TLS/TCP
connection mode is set as Responder Only, the port is not considered a listen port
and the value 5658 displays in the field.

11. Enter a RADIUS UDP Server Port.
12. Enter an IP Addresses.

An IP address is optional if a Primary DNS Server IP Address is configured. See
Diameter DNS Options.

To add the first IP Address, enter the IP address in the text box.

To add another IP Address, click Add and enter the IP Address in the new text box.
See Table 3-16 for limitations on the number of IP addresses you can add.

13.Select a Alternate Implicit Route from the list.

This field is optional. This Route List is used for routing if a message does not
match any of the configured Peer Routing Rules and implicit routes are exhausted.

14. To overwrite the Destination Realm of outgoing messages to the peer with the Peer
Realm, click the Replace Dest Realm checkbox (a check mark appears in the box).

15. To overwrite the Destination Host of outgoing messages to the peer with the Peer
Node's FQDN, click the Replace Dest Host checkbox.

16. In the Minimum Connection Capacity text box, enter the minimum number of
Connections that must be Available for the Peer to be Available.

17.In the Maximum Alternate Routing Attempts text box, enter the maximum
number of times that a Request can be rerouted to this Peer.

18. Select from the options in Alternate Routing on Connection Failure to indicate
whether or not to perform alternate routing to the same or a different Peer when a
Connection failure occurs.
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19. Select from the options in Alternate Routing on Answer Timeout to indicate
whether or not to perform alternate routing to the same or a different Peer, or the
same Connection, when an Answer Timeout occurs.

20. Select from the options in Alternate Routing on Answer Result Code to indicate
whether or not to perform alternate routing to the same or a different Peer when a
Reroute on Answer Result Code occurs.

21. Select from the options in Message Priority Setting to indicate the source of
message priority for request messages arriving on Connections associated with the
Peer Node.

22.1f Message Priority Setting is set to User Configured, specify the Message Priority
Configuration Set that is used to determine message priority.

23.Select a Transaction Configuration Set from the list.

This allows independent grouping of transaction configuration rules for varying
use case needs.

24.Select the Application Route Table for this Peer Node. See Selecting Peer Node
Application Route Tables for selection criterion.

25.Select the Peer Route Table to specify which Peer Routing Rules are used when
routing messages from the Peer Node. See Selecting Peer Node Peer Route Tables
for selection criterion.

26. Select the Ingress Routing Option Set to specify which options are used for this
ingress Peer Node. See Selecting Peer Node Ingress Routing Option Sets for
selection criterion.

27. A Pending Transaction Timer limits the time DRL waits for an Answer response
after forwarding a Request message to an upstream Peer Node. When this time-
limit is exceeded, DRL abandons invoke message rerouting. Select the Egress
Pending Answer Timer to specify how long diameter waits for a response from the
Peer Node. When DRL selects a viable Connection for forwarding a Request
message to an upstream Peer Node, it determines which Pending Answer Timer
value to use based on the following precedence selection rules, highest to lowest
priority. See Selecting Peer Node Egress Pending Answer Timers for selection
criterion.

28.To support an Ingress Answer message on any connection from a Peer Node, click
the Answer On Any Connection checkbox (a check mark appears in the box).

29.Click OK, Apply, or Cancel.

Selecting Peer Node Application Route Tables

Use this task to select Peer Node Application Route Tables.

1. Click Diameter > Configuration > Peer Nodes.
2. Select the Application Route Table for this Peer Node.

Select the Application Route Table as per the following precedence selection
criterion, highest to lowest priority.
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This only applies when the Request message was received from a routing
application. The ART is provided by the application via an Application-Data
stack event parameter if it exists.

If the message is a Redirected Request, the ART provided by System
Options > Redirect Application Route Table is used if it exists. As described
here, when the message is a Redirected Request, the DRL selects the
configured System Options > Redirect Application Route Table. If it is not
configured, no ART is searched (ART processing skipped).

The ART provided by an Application Routing Rule with an action of Forward
to ART if it exists.

Otherwise:

—  If Transaction Configuration Set is selected on the ingress Peer Node from
which the Diameter Request was received, use Transaction Configuration
Set and apply longest/strongest match search criteria for Diameter
Request message parameters comparison and if a match is found, the ART
assigned to the Transaction Configuration Rule defined under this
Transaction Configuration Set is applied if it exists.

— The ART assigned to the ingress Peer Node from which the Request
message was received if it exists.

—  Search Default TCS and apply longest/strongest match. Use ART
associated with best match if any is found.

—  Default ART.

Selecting Peer Node Peer Route Tables

Use this task to select Peer Node Peer Route Tables.

1. Click Diameter > Configuration > Peer Nodes.

2. Select the Peer Route Table to specify which Peer Routing Rules are used when
routing messages from the Peer Node. Select the Peer Route Table as per the
following precedence selection criterion, highest to lowest priority.

This only applies when the Request message was received from a routing
application. The PRT provided by the application, if it exists, via an
Application-Data stack event parameter.

Only applies when routing a Redirect Request. The System Options > Redirect
Peer Route Table if it exists.

The PRT provided by an Application or Peer Routing Rule with an action of
Forward to PRT if it exists.

If Transaction Configuration Set is selected on ingress Peer Node from which
the Diameter Request was received, use Transaction Configuration Set and
apply longest/strongest match search criteria for Diameter Request message
parameters comparison and if a match is found, apply PRT assigned to the
Transaction Configuration Rule defined under this Transaction Configuration
Set if it exists.

The PRT assigned to the ingress Peer Node from which the Request message
was received if it exists.
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e Search Default TCS and apply longest/strongest match. Use PRT associated
with best match if any is found.

e Default PRT.

Selecting Peer Node Ingress Routing Option Sets

Use this task to select Peer Node Ingress Routing Option Sets.

1. Click Diameter > Configuration > Peer Nodes.

2. Select the Ingress Routing Option Set to specify which options are used for this
ingress Peer Node, as per the following precedence selection criterion, highest to
lowest priority.

¢ If Transaction Configuration Set is selected on ingress Peer Node from which
the Diameter Request was received, use Transaction Configuration Set and
apply longest/strongest match search criteria for Diameter Request message
parameters comparison and if a match is found, apply ROS assigned to the
Transaction Configuration Rule defined under this Transaction Configuration
Set, if it exists.

e The ROS assigned to the ingress Peer Node from which the Request message
was received, if it exists.

® Search Default TCS and apply longest/strongest match. Use ROS associated
with best match, if any is found.

e Default ROS.

Selecting Peer Node Egress Pending Answer Timers

Use this task to select Peer Node Ingress Routing Option Sets.

1. Click Diameter > Configuration > Peer Nodes.

2. Select the Egress Pending Answer Timer to specify how long Diameter waits for a
response from the Peer Node. When DRL selects a viable Connection for
forwarding a Request message to an upstream Peer Node, it determines which
Pending Answer Timer value to use based on the following precedence selection
rules, highest to lowest priority. A Pending Transaction Timer limits the time that
DRL waits for an Answer response after forwarding a Request message to an
upstream Peer Node. When this time-limit is exceeded, DRL abandons Invoke
Message Rerouting.

e If Transaction Configuration Set is selected on ingress Peer Node from which
the Diameter Request was received, use Transaction Configuration Set and
apply longest/strongest match search criteria for Diameter Request message
parameters comparison and if a match is found, apply PAT assigned to
Transaction Configuration Rule defined under this Transaction Configuration
Set, if it exists.

* The Pending Answer Timer assigned to the Routing Option Set for the Ingress
Peer, if it exists.

e The Pending Answer Timer assigned to the egress Peer Node to which the
Request message is forwarded, if it exists.

Configuring Diameter 3-105



Diameter Peer Nodes

®  Default Pending Answer Timer.

If Pending Answer Timer is set to Not Selected, the Egress Pending Answer Timer
configured for the Application ID contained in the message is used.

A Pending Answer Timer with a value > 10 seconds is considered a Long Timeout
Pending Answer Timer. Long Timeout Pending Answer Timers are intended for
Diameter Applications that can have long transaction times (for example: SLg).
Because Requests assigned to Long Timeout Pending Answer Timers might hold
internal resources (for example, PTRs, PDUs) for extended periods, this traffic uses
a separate PTR Pool from standard Diameter traffic. It is expected that a very small
percentage (< 2%) of overall traffic would be assigned to Long Timeout Pending
Answer Timers, and users should configure the smallest timeout value acceptable
based on the overall transaction path.

3. Click OK, Apply, or Cancel.

Editing a Peer Node

Use this task to edit a Peer Node.

When the Diameter > Configuration > Peer Nodes [Edit] page opens, the fields are
initially populated with the current values for the selected Peer Node.

Configuration considerations:
® The Peer Node Name cannot be changed

*  You cannot remove an IP Addresses entry that is in use by at least one connection.
A new IP Address can be added.

e The following fields cannot be edited if there is at least one Enabled connection:
— Realm
—  Fully Qualified Domain Name
—  SCTP Listen Port
- TCP Listen Port
— DTLS/SCTP Listen Port
—  TLS/TCP Listen Port
— RADIUS UDP Server Ports
- RADIUS UDP Client Ports
— Enable RADIUS UDP Port Range Start
— Enable RADIUS UDP Port Range End

— AAA Protocol

1. Click Diameter > Configuration > Peer Nodes.
2. Select the Peer Node you want to edit.

3. Click Edit.
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4. Update the relevant fields.

For more information about each field please see Diameter Peer Node
configuration elements.

An entry in a list can be removed by selecting --Select-- in the list, or selecting the X
at the end of the list (if an X is available).

An IP Address can be removed by deleting the information in the text box or by
clicking the X at the end of the text box.

Responder only connections associated with a Peer Node are not considered listen
ports (SCTP, TCP, TLS, or DTLS).

5. Click OK, Apply, or Cancel.

If you attempt to edit a Peer Node instance whose Dynamic attribute is YES, the
following Peer Nodes attributes are rendered read-only:

e Realm

e FQDN

¢ SCTP Listen Port

e TCP Listen Port

e DTLS/SCTP Listen Port
e TLS/TCP Listen Port

e [P Addresses

* Minimum Connection Capacity

Deleting a Peer Node

Use this task to delete a Peer Node.

A Peer Node cannot be deleted if it is referenced by any of the following Diameter
Configuration Components:

¢ Route Groups
¢ Connections

¢ Egress Throttle Groups

Note: You cannot delete dynamically created Peer Nodes.

Before you perform this task, remove the Peer Node from any Route Groups or Egress
Throttle Groups, and disable and delete any transport Connections that use the Peer
Node.

Note: The removal of Diameter Overload Indication Conveyance (DOIC)
AVPs takes place at a peer node level.

1. Click Diameter > Configuration > Peer Nodes.
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2. Select the Peer Node you want to delete.
3. Click Delete.

4. Click OK or Cancel.

Diameter Peer Node Groups

A Peer Node Group is a collection of peer nodes that cannot tolerate multiple failures
within the collection. The participating peer nodes are configured in a Peer Node
Group container to indicate that connections, which are initiated from peers in the
group, are distributed across multiple DA-MPs of an IPFE Target Set. In order for the
IPFE to be aware of Peer IP addresses, Peer Nodes in a Peer Node Group must be
configured with one or more Peer IP addresses. Target sets can only be configured to
support IPFE Initiator Connection support when its DA-MPs listening ports are within
the new responder port range.

You can perform these tasks on an Active System OAM (SOAM).

The Peer Node Group Aware Least Load function spreads the connections from peer
nodes; thus, reducing the negative impact if a single DA-MP fails. You can configure
Peer Node Groups by using the GUI or through the Bulk Import and Export function.
See the Bulk Import and Export information in the Diameter Common User’s Guide.

Note: Peer Nodes can belong to one Peer Node Group at a time.

On the Diameter > Configuration > Peer Node Groups page, you can perform the
following actions:

e  Filter the list of Peer Node Groups to display only the desired Peer Node Groups.
*  View the Peer Node Name associated with a Peer Node Group Name.

e Sort the list by a column in ascending or descending order by clicking the column
heading. The default order is by Peer Node Group Name in ascending ASCII
order.

® C(lick an entry shown in blue in a column to open the Diameter > Configuration >
<Component> [Filtered] page and display that entry only.

e (lick Insert.

On the Diameter > Configuration > Peer Node Groups [Insert] page, you can
add a new Peer Node Group.

The Diameter > Configuration > Peer Node Groups [Insert] does not open if the
maximum number of Peer Node Groups per Network Element (16000) already
exist in the system.

* Select a Peer Node Group in the list and click Edit.

On the Diameter > Configuration > Peer Node Groups [Edit] page, you can edit
the selected Peer Node Group.

® Select a Peer Node Group in the list and click Delete. You can delete the selected
Peer Node Group.
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Diameter Peer Node Groups configuration elements

Table 3-17 describes the fields on the Peer Node Groups View, Insert, and Edit pages.
Data Input Notes apply only to the Insert and Edit pages; the View page is read-only.

Table 3-17 Peer Node Groups Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

*Peer Node
Group Name

Peer Node Name

Unique name of the Peer Node Group.

This is a group of Peer Nodes that
share common characteristics and
attributes. This group is used by IPFE
for Peer Node Group Aware
connection distribution.

View - Each Peer Node Group entry
displays a + sign and the number of
Peer Nodes assigned to that Peer Node
Group. Click the + sign to display the
Peer Node names; the + sign changes
to a - sign. Click the - sign to display
the number again.

A list of Peer Nodes (identified by their
IP addresses), used by the IPFE for
Peer Node Group Aware connection
distribution.

Connections from IP addresses in this
list can be distributed across DA-MPs
in a TSA to avoid having a single point
of failure.

Note: Peer Nodes that share an IP
address must be in the same Peer
Node Group.

[Insert] and [Edit] - The field contains
an Add button that can be clicked to
create text boxes for Peer Node names.
Each entry is numbered to indicate the
number of Peer Node names that have
been added.

Format: string, case-sensitive;
alphanumeric and underscore
(L); cannot start with a digit
and must contain at least one
alpha

Range: 1 - 32 characters

Default: none

Format: List that includes the
names of all Peer Nodes hat
have not been included in a
different Peer Node Group yet

Range: configured Peer Node
names

Default: -Select-

The list of Peer Node Names
are hyperlinks. Click on a

hyperlink to view more detail
on the selected Peer Node.

Note: If the maximum
number (2500) of Peer Node
Groups has already been
created, then an error displays.

Adding Peer Node Groups

Use this task to create new Peer Node Groups.

1. Click Diameter > Configuration > Peer Node Groups.

2. Click Insert.
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3. Enter a unique name for the Peer Node Group Name in the Peer Node Group
Name field.

4. Select a Peer Node Name from the Peer Node Name list.

To add another Peer Node Name, click Add and select a Peer Node Name in the
new text box.

5. Click OK, Apply, or Cancel.
The following conditions exist:

*  You can only specify Peer Nodes whose Dynamic attribute is NO to be selected
for inclusion in a Peer Node Group.

* Peer Nodes created by the Dynamic Peer Discovery feature cannot be included
by any Peer Node Group instance.

¢ If you attempt to insert or update a Peer Node Group instance and the
specified Peer Node whose Dynamic attribute value is YES.

® Peer Route Groups are always statically configured; no statically configured
instance can refer to a dependent GUI element that was added to the
configuration as a result of Dynamic Peer Discovery.

Editing Peer Node Groups

Use this task to edit a Peer Node Group.

When the Diameter > Configuration > Peer Node Groups [Edit] page opens, the
fields are initially populated with the current values for the selected Peer Node Group.

1. Click Diameter > Configuration > Peer Node Groups.

2. Select the Peer Node Group you want to edit, then click Edit.

Note: The Peer Node Group Name field is read-only on this page.

3. Update the relevant fields.

For more information about each field, see Table 3-17.
4. Click OK, Apply, or Cancel.

The following conditions exist:

*  You can only specify Peer Nodes whose Dynamic attribute is NO to be selected
for inclusion in a Peer Node Group.

® Peer Nodes created by the Dynamic Peer Discovery feature cannot be included
by any Peer Node Group instance.

® Peer Route Groups are always statically configured; no statically configured
instance can refer to a dependent GUI element that was added to the
configuration as a result of Dynamic Peer Discovery.
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Deleting Peer Node Groups

Use this task to delete a Peer Node Group.

Note: Deleting a Peer Node Group removes the references to the Peer Node
Group from the Peer Node. It does not remove the Peer Nodes themselves.

Before you perform this task, remove all Peer Nodes from the group Edit.

1. Click Diameter > Configuration > Peer Node Groups.
2. Select the Peer Node Group you want to delete.
3. Click Delete.

A popup window appears to confirm the delete.

4. Click OK or Cancel.

Connections
A connection provides the reliable transport connectivity between Diameter nodes.

You can perform these tasks on an Active System OAM (SOAM).

A connection:
* Can use the SCTP, TCP, TLS/TCP or DTLS/STCP protocol

e Can be configured to initiate or respond to a connection to the Peer Diameter
Node

For a given Peer Node, one Connection can be configured for each local IP Address/
Transport/Listen Port combination. For example, if there is a Local Node that supports
two IP Addresses then you can configure two SCTP Connections for the Peer Node -
one for each Local Node IP Address and Listen Port.

On the Diameter > Configuration > Connections page, you can perform the following
actions:

e  Filter the list of Connections to display only the desired Connections.

¢ Sort the list by a column in ascending or descending order by clicking the column
heading. The default order is by Connection Name in ascending ASCII order.

e (lick a field that is shown in blue for a Connection. The blue fields are links to the
configuration pages for those types of items.

e (lick Insert.

On the Diameter > Configuration > Connections [Insert] page, you can add a
new Connection.

The Diameter > Configuration > Connections [Insert] does not open if any of the
following conditions exist:

—  There is no Local Node in the signaling Network Element (NE) to which the
Connection can be assigned.
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—  There is no Peer Node in the signaling Network Element (NE) to which the
Connection can be assigned.

e Select a Disabled Connection and click Edit.

On the Diameter > Configuration > Connections [Edit] page, you can change the
configuration of the selected Connection.

If the selected Connection is not in the Disabled Admin State, the Diameter >
Configuration > Connections [Edit] page does not open.

Note: For information on disabling a Connection, see Disabling Connections.

e Select a Disabled Connection and click Delete to delete the Connection.

See IPFE Connections and Capacity Validation for more information.

IPFE Connections and Capacity Validation
You can perform these tasks on an Active System OAM (SOAM).
IPFE Connections

IPFE supports the following connection types:

¢ Initiator only - indicates that Local Node only initiates the connection to the Peer
Nodes.

¢ Responder only - indicates that Local Node only responds to the connection
initiated from the Peer Node.

* Initiator & Responder - indicates that Local Node initiates the connection in
addition to responding to connections initiated from the Peer Node.

Note: Only IPFE Diameter connections are supported at this time.

Fixed connections are configured with a static DA-MP IP address, where the
connections are established on a specific DA-MP.

IPFE Initiator connections, the target set address, is the source address. It provides
additional flexibility in assigning and using IP address efficiently in your
configuration.

The default is Initiator & Responder provides additional flexibility and allows you to
use any port within a configurable range on any DA-MP within a TSA to initiate
connections.

IPFE connections are configured with a public TSA IP address and a static listening
port, and IPFE Initiator connections are configured with a static initiator DA-MP and a
public TSA IP address and a user-selected or automatically selected static initiator
port.

The IPFE Initiator port range division depends on the connection type (fixed or
floating IPFE) and the selection method (user-configured or system-selected).

Note: When overall connection counts are calculated, RADIUS connections
are treated like fixed connections.
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Port ranges for IPFE initiator connections are 1024-49151. You cannot configure a port
range outside of this range; the GUI generates a message and corresponding
explanation.

Port ranges for floating IPFE responder connections are 1024-49151.

Note: You cannot select a port value for IPFE responder, as diameter does not
initiate these types of connections.

Port ranges for IPFE initiator and responder connections are 1024-49151 and are fully
utilizable by initiator and responder connections. The port range management (port
broker) functionality manages ports, which avoids conflicts across Initiator and
Responder connections. Only one initiator and responder connection per Diameter
Peer Node is supported.

Note: Port Number flexibility combines the Responder and Initiator Port
Ranges into one large port range. It also eliminates per DA-MP port ranges
and port ranges set aside for user input or DCL.

Connection Capacity Validation

The Connection Capacity Validation function validates and limits the configuration of
Diameter Connections to better ensure that the configuration does not violate the
Connection Count or Reserved Ingress MPS capacity limitations of the DA-MP servers
that handle Connections in real time.

Note: All message types contribute to the ingress MPS rate of the connection;
however, only routable request messages are subject to discard or reject
actions.

Validation of the number of Connections and of Reserved Ingress MPS occurs in
response to the following changes to the configuration of Connections and Capacity
Configuration Sets. Such changes reduce the available Connection capacity and must
be validated before they can be allowed. (Actions that increase Connection capacity
rather than reduce it do not require validation.)

¢ Adding a new Connection

¢ Editing or replacing an existing Connection's assigned Capacity Configuration Set
(where Reserved Ingress MPS value is specified)

* Removing an IPFE Initiator DA-MP from its parent Server Group

¢ Removing a DA-MP from an IPFE Target Set or adding a DA-MP to an IPFE
Target Set

* Moving a Fixed Connection to a new DA-MP
* Moving IPFE Initiator Connection support to a new Target Set
e Converting a Fixed Connection to IPFE Initiator Connection support, or vice versa

* Assigning a different MP Profile to a configured DA-MP
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An error displays, stating the reason, when the validation determines that performing
the configuration action would cause over-configuration of Connections or Reserved
Ingress MPS in a DA-MP or Target Set, or that a configuration action cannot be
performed for another reason such as no MP Profile assigned to the subject DA-MP.

A warning displays when the validation cannot determine whether the configuration
action would cause over-configuration of Connections or Reserved Ingress MPS in a
DA-MP or Target Set.

If an error and a warning could apply, the error displays.

If a Responder Only connection is created without a Peer Node IP Address and
Transport FQDN is selected, Transport FQDN is required even though it is not
applicable.

The Diameter > Configuration > Connection Capacity Dashboard page displays the
current Connection Count and Reserved Ingress MPS data per DA-MP. The page
functions and contents are described in Connection Capacity Dashboard Functions.

Diameter Connection configuration elements

Table 3-18 describes the fields on the Connections Edit and Insert pages. Data input
notes only apply to the Insert and Edit pages.

Note: Any request for a list of connections does not include any dynamically-
created connection instances.

When you select a connection route groups, you can specify to pass over connections
that have too high of a DOIC loss rate.

If an element is not applicable to RADIUS connections (AAA protocol is RADIUS), the
element is greyed out.

Note: If you attempt to add or edit RADIUS connections, you cannot set
values for the Local Initiate Port, Alternate Local IP Address, IPFE Initiator
DAMP, Alternate Peer IP Address, Transport FQDN, CEX Configuration Set,
Transport Congestion Abatement Timeout, Remote Busy Usage, Remote Busy
Abatement Timeout, Message Priority Setting, Message Priority Configuration
Set, Suppress Connection Unavailable Alarm, Suppress Connection Attempts,
and Test Mode fields.

Note: If you attempt to add or edit Diameter connections, you cannot set
values for the Shared Secret Configuration Set, Message Authenticator
Configuration Set, Status-Server Configuration Set, and UDP Port fields.

Table 3-18 Connections Configuration Elements
_____________________________________________________________________________|

Field (*indicates

required field) Description Data Input Notes

* Connection Name of the connection. The name must be Format: field

Name unique in the system. Range: 1- 32
characters
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Transport
Protocol

* AAA Protocol

Type of transport protocol used by this
connection.

The selected transport protocol must be
supported by both the associated local node and
peer node.

If AAA protocol is selected as RADIUS, only
UDP is offered.

For Floating (IPFE) connections, the transport

protocol selected for this connection must be

included in the Supported Protocols for the

IPFE target set.

e TCP connections are not allowed when the
target set is configured to be SCTP_ONLY

e  SCTP connections are not allowed when the
target set is configured to be TCP_ONLY

*  When the target set is configured to be
TCP_AND_SCTP, then both TCP and SCTP
connections are allowed.

Note: Do not enable IPSEC if the connection is
configured with TLS/TCP or DTLS/SCTP
protocol; enabling both IPSEC and TLS/TCP or
DTLS/SCTP is not recommended as this would
have significant performance impact.

The AAA protocol for this connection, which
defines the connection as diameter or RADIUS.

Format: options

Range: SCTP, TCP,
TLS/TCP, DTLS/
SCTP, UDP

Default: SCTP

Format: List

Range: Diameter,
RADIUS

Default: blank
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates

required field) Description Data Input Notes

* Local Node Local node associated with the connection. Format: List
The local node must use the same transport Range: all configured
protocol as the peer node. The entries in the local local nodes
node field are links to the Diameter > Default: blank

Configuration > Local Nodes [Filtered] page,
which shows only the selected entry.

If two IP addresses are configured for the local
node, it is recommended that an alternate IP
Address be configured for the peer node. The
peer’s alternate IP address is used as a fallback
for the initiation of the SCTP connection
establishment if the peer’s IP address is
unreachable, as well as for the validation of the
IP addresses advertised by the peer in the INIT/
INIT_ACK SCTP chunk.

Note: Itis recommended that separate local
nodes be used for uni-homed and multi-homed
SCTP connections.
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Connection
Mode

The connection can have one of the following

connection modes:

e Initiator Only - indicates the local node
initiates the connection to the peer node.

Format: List

Range: diameter:
initiator only,
responder only,
initiator & responder

Note: If a initiator only connection is

RADIUS: RADIUS

created and a TSA selected, check if IPFE server, RADIUS client
initiator connection support is enabled on Default: initiator &
the target set. responder

- If yes, allow IPFE initiator connection
support. You must select from the DA-

MP's port range if you want to

explicitly configure the initiator port.

- If no, IPFE initiator connection support

is not allowed.

e Responder Only - indicates the local node

only responds to the connection initiated

from the peer node. The local initiate port

field is not available when the responder
only is selected here.
Responder Only connections associated

with a Peer Node are not considered listen

ports (SCTP, TCP, TLS, or DTLS).

¢ Initiator & Responder - indicates the local
node initiates a connection to the peer node

and responds to connection initiations from

the peer node.
When configured with a TSA and as

initiator & responder, the DA-MP uses the
TSA as the source IP address for initiating

connections and for all subsequent
signaling traffic over that connection.

e  RADIUS Server - indicates that the DSR

receives incoming RADIUS requests from a

peer node that is a RADIUS client.
e  RADIUS Client - indicates that the DSR

sends RADIUS requests to a peer node that

is a RADIUS Server.

The Connection Mode must be the same for all

connections to the same peer.

For UNI-HOMED Connections,
e If the Connection Mode is Initiator &

Responder and Peer Node Identification is
set to IP Address for any connections to the
peer, then the following combination must
be unique for each connection to the peer:

peer FQDN (from peer nodes
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Table 3-18 (Cont.) Connections Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

configuration), peer Realm (from peer
nodes configuration), transport protocol,
local IP, local listen port (from local nodes
configuration), Must Include application
IDs in the CEX Configuration Set.

If the Connection Mode is Initiator &
Responder and Peer Node Identification is
Transport FQDN or Peer Diameter
Identity FQDN for at least one connection
to the peer, then the following combination
must be unique for each connection to the
peer: peer FQDN (from peer nodes
configuration), peer Realm (from peer
nodes configuration), transport protocol,
local IP, local listen port (from local nodes
configuration), Must Include application
IDs in the CEX Configuration Set.

The connection local IP Address and local
initiate port combination cannot be the
same as the local IP Address and listen port
combination of one of the local nodes or of
another connection.

For MULTI-HOMED Connections,

If the Connection Mode is Initiator &
Responder and Peer Node Identification is
set to IP Address for any connections to the
peer, then the following combination must
be unique for each connection to the peer:
peer FODN (from peer nodes
configuration), peer Realm (from peer
nodes configuration), transport protocol,
local IP pair, local listen port (from local
nodes configuration), Must Include
application IDs in the CEX Configuration
Set.

If the Connection Mode is Initiator &
Responder and Peer Node Identification is
Transport FQDN or Peer Diameter
Identity FQDN for any connections to the
peer, then the following combination must
be unique for each connection to the peer:
peer FODN (from peer nodes
configuration), peer Realm (from peer
nodes configuration), transport protocol,
local IP pair, local listen port (from local
nodes configuration), Must Include
application IDs in the CEX Configuration
Set.
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Dynamic

Local Initiate Port

e  If the Connection Mode is Initiator &
Responder and Transport FQDN is NOT
specified in any connections to the peer,
then the following combination must be
unique for each connection the peer:
Transport FQDN, peer Realm, transport
protocol, local IP pair, Remote IP pair, local
listen port, Must Include application IDs.

*  The connection Local IP Address pair and
Local Initiate Port combination cannot be
the same as the Local IP Address pair and
Listen Port combination of one of the local
nodes or of another connection.

Indicates whether or not the element was created
dynamically (YES) or statically (NO). NO is
assigned for all element instances, except for
those created via Dynamic peer Discovery.

The IP source port number to be used when the
connection is an initiator.

This field is not available and is set to Blank
when the connection Mode is Responder Only.

Initiator port ranges are divided into
automatically assigned and DCL-assigned sub-
ranges. Depending on the type of initiator
connection, fixed or IPFE, there are two or more
user/DCL sub-ranges.

DCL (Diameter Transport Layer) is the software
layer of the stack which implements diameter
transport connections.

If the connection remains fixed, a warning is
generated if the configured port is out of range
for an initiator connection type. If you convert
the fixed initiator connection to an IPFE initiator
connection, you must select from the DA-MP's
port range if you want to explicitly configure the
initiator port. See Connection Capacity
Dashboard Functions for more information
about fixed and IPFE initiator connections.

Format: checkbox
(read-only on the
element [Edit] page)
Range: checked (the
element was created
as a result of
Dynamic Discovery),
unchecked

Default: unchecked

Format: numeric
Range: 1024-49151
Default: Blank
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates

required field) Description Data Input Notes
UDP Port For RADIUS Server connections, this is the UDP  Format: List
port on which the DSR expects to receive Range: local

incoming RADIUS requests for this connection. (RADIUS server

For RADIUS Client connections, this is the UDP connections) or peer
port at the destination peer node that receives node (RADIUS client
the RADIUS request sent by the DSR. connections) UDP

port numbers
Default: blank

IP Owner Identifies the DA-MP that owns this connection ~ Format: read-only

attribute. Each RCL instance ignores connection Range: IP owner

attributes that are not exclusivel igned to it
xclusively assigned toits o 0

local DA-MP.
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Local IP
Address

The IP address to be used as local node Address  Format: List

for this connection.

A local node must be selected before the list

Range: all configured
IP addresses for the

becomes available, containing the IP Addresses selected local node

corresponding to the selected local node. Default: blank

When configuring diameter TCP connections,
only MP static IP addresses, TSAs and alternate
TSAs can be selected as the local IP Address.

If an IPFE alternate target set Address (selected
from the local node's IP Address list) is assigned
to the local IP Address of a diameter connection,
then the alternate local IP Address selection is
disabled. In this case, a Uni-homed connection is
configured, but using the target set's alternate IP
address as the only local IP Address for the
connection.

Note: Uni-homed and multi-homes are
applicable only to SCTP/Diameter connections;
they are not applicable to RADIUS/UDP
connections.

When configuring RADIUS connections, only
MP static IP addresses can be selected as local IP
Address.

Each IP address in the list has an identifying tag

appended to it, as follows:

* In Active/Standby DA-MP NEs, a DA-MP
VIP is appended with (VIP).

¢ In Multiple-Active DA-MP NEs, a static IP
address owned by the DA-MP is appended
with the Server Hostname of the DA-MP,
for example, (DA-MP1).

e  IPFE target set Addresses are appended
with the target set Name, for example,
(TSA1).

e  For each IPFE connection listed on the View
screen, the local IP Address field displays
(TSA# or TSA#-a) after the IP address,
where # is the target set number and -a is an
alternate TSA.
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field) Description Data Input Notes

Alternate Local IP  The IP address to be used as the alternate local Format: List

Address node Address for this connection. Range: all configured
A local node must be selected and the selected IP addresses for the
connection transport protocol must be SCTP selected local node

before the list becomes available, containing the  pefault: blank
IP Addresses of the selected local node.

Note: SCTP can be selected as a protocol only
for diameter connections.

IPFE target set Addresses are appended with the
target set Name, for example, (TSA1).

If an IPFE target set Address (selected from the
local node's IP Address list) is assigned to the
local IP Address of a diameter connection, then
the only valid selection for the alternate local IP
Address is the corresponding IPFE alternate
target set Address (for example: if TSA1 is
assigned to a local IP address of a diameter
connection, then the only valid selection for the
alternate local IP Address is TSAl-a.

This address is used only for SCTP Multi-
homing; it must be different from the selected
local IP Address. An IPFE TSA and an alternate
TSA cannot be identical.

Note: SCTP can be selected as a protocol only
for diameter connections.
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

IPFE Initiator
DAMP

* Peer Node

The IPFE initiator DA-MP for this connection.

When the addition of a new floating IPFE
connection is being validated, OAM validates
that the addition of the floating IPFE connection
does not cause, for each DA-MP in the subject
target set, the total number of connections
allocated to the DA-MP, to exceed the DA-MP's
total capacity. If the available capacity on one or
more DA-MPs in the subject target set is less
than zero and any DA-MP in the subject target
set is included in more than one target set, OAM
allows the floating IPFE connection to be added,
but also issues a warning message.

If the validation fails and the subject target set
does not overlap any other target set, OAM
computes the available capacity for the entire
subject target set (by computing available
capacity for each DA-MP and summing them). If
the target set available capacity is less than zero,
the validation fails and an error code is
generated.

Peer node associated with the connection.

The peer node must use the same IP protocol as
the local node. The entries in the peer node field
are links to the Diameter > Configuration >
Peer Nodes [Filtered] page which shows only
the selected entry.

Format: List

Range: available DA-
MP IP addresses
configured for the
TSA selected for local
IP Address

Default: blank or
IPFE initiator DA-MP

Format: List

Range: all configured
peer nodes

Default: blank
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates

required field) Description Data Input Notes

Peer Node Specifies how the peer node's IP address(es) is Format: options

Identification derived when initiating a connection to the peer, Range: None, IP
and whether the peer node's IP address(es) is Address
validated when responding to a connection from

Default: IP Address
the peer.

Transport FQDNs use the remote IP address(es)
configured for this connection when initiating a
connection to the peer, and to validate the peer
node's IP address(es) when responding to a
connection from the peer.

Use the remote IP address(es) configured for this
connection when initiating a connection to the
peer and to validate the peer node's IP
address(es) when responding to a connection
from the peer.

If no IP Address has been selected and no
transport FQDN has been specified, then the
only accepted choice is peer diameter identity
FQDN.

Use None for this connection when responding
to a connection from the peer and do not
validate the peer node's IP address(es).

Use the DNS resolved FQDN address configured
for the peer node associated with this connection
when initiating a connection to the peer, and do
not validate the peer node's IP address(es) when
responding to a connection from the peer.

The FQDN configured for the connection takes
precedence over the peer's diameter Identity
FQDN.

e If the peer node Identification is set to IP
Address, then the transport FQDN field
cannot be changed and the peer IP Address
list is available.

¢ If the peer node Identification is set to
transport FQDN, then the peer IP Address
list is not available and the transport FQDN
field can be changed.

e If the peer node Identification is set to peer
diameter Identity FQDN, then both the
transport FQDN field and the peer IP
Address list is not available.
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Peer IP Address

Alternate Peer IP
Address

Transport FQDN

* Connection
Configuration Set

The IP Address to be used as the peer node
addpress for this connection.

A peer node must be selected before the list
becomes available, containing the IP Addresses
of the selected peer node.

The IP Address to be used as the alternate peer
node address for this connection.

A peer node must be selected and the selected
connection transport protocol must be SCTP
before the list becomes available, containing the
IP Addresses of the selected peer node.

This address is used only for SCTP Multi-
homing; it must be different from the selected
peer IP Address.

Fully Qualified Domain Name for this
connection.

The transport FQDN is used for DNS lookup
when peer node Identification is set to transport
FQDN.

If a responder only connection is created without
a peer node IP Address and Transport FQDN is
selected, transport FQDN is required even
though it is not applicable. In this case, an error
code is generated (when using Transport FQDN
with initiator connections.

Connection Configuration Set associated with
the connection.

The entries in the connection Configuration Set
field are links to the Connection Configuration
Sets (Filtered) page, which displays the
attributes of only the selected entry.

Format: List

Range: available IP
addresses

Default: blank

Format: List

Range: available IP
addresses

Default: blank

Format: case-
insensitive string
consisting of a list of
labels separated by
dots. A label can
contain letters, digits,
dash (-), and
underscore (_). A
label must begin with
a letter, digit, or
underscore, and must
end with a letter or
digit. Underscore can
be used only as the
first character.

Range: FQDN - up to
255 characters; label -
up to 63 characters

Format: List

Range: all configured
connection
Configuration Sets,
Default connection
Configuration Set.

Default: blank
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Table 3-18 (Cont.) Connections Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

CEX
Configuration Set

* Capacity
Configuration Set

* Transport
Congestion
Abatement
Timeout

* Remote Busy
Usage

CEX Configuration Set associated with the
connection.

The entries in the CEX Configuration Set field
are links to the CEX Configuration Sets (Filtered)
page, which shows only the selected entry.

Capacity Configuration Set associated with the
connection. The Capacity Configuration Set
defines reserved and maximum ingress message
processing rates and alarms thresholds for this
connection.

The entries in the Capacity Configuration Set
field are links to the Capacity Configuration Sets
(Filtered) page, which displays only the selected
entry.

The addition of any connection having non-zero
Reserved Ingress MPS is subject to capacity
validation rules, which are discussed in the
connection Capacity Validation content.

See the MP Profiles information in Diameter
Common User’s Guide.

The amount of time spent at Egress transport
Congestion Levels 3, 2, and 1 during Egress
transport Congestion Abatement

Defines which Request messages can be
forwarded on this connection after receiving a
DIAMETER_TOO_BUSY response from the
connection's peer.

Disabled

The connection is not considered to be BUSY
after receiving a DIAMETER_TOO_BUSY
response. All Request messages continue to be
forwarded to (or rerouted to) this connection.

Enabled

The connection is considered to be BUSY after
receiving a DIAMETER_TOO_BUSY response.
No Request messages are forwarded to (or
rerouted to) this connection until the Remote
Busy Abatement Timeout expires.

Format: List

Range: all configured
CEX Configuration
Sets, "Default" CEX
Configuration Set.

Default: blank

Format: List

Range: all configured
Capacity
Configuration Sets,
"Default" Capacity
Configuration Set
Default: "Default"
Capacity
Configuration Set

Format: numeric
Range: 3 - 60 seconds

Default: 5 seconds

Format: List

Range: Disabled,
Enabled

Default: Disabled
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Table 3-18 (Cont.) Connections Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Remote Busy
Abatement
Timeout

Message Priority
Setting

Message Priority
Configuration Set

Egress Message
Throttling
Configuration Set

Shared Secret
Configuration Set

Message
Authenticator
Configuration Set

If Remote Busy Usage is set to Enabled or Host
Override, this defines the length of time in
seconds the connection is considered BUSY from
the last time a DIAMETER_TOO_BUSY response
was received.

Defines the source of Message Priority for a

Request message arriving on the connection.

Possible settings are:

¢ blank - use the Default Message Priority
Configuration Set

*  Read from Request Message - read the
message priority from the ingress Request
(-— appears in the Message Priority
Configuration Set column)

e User Configured - Apply the user-
configured Message Priority Configuration
Set selected for the connection

The Message Priority Configuration set used if
Message Priority Setting is User Configured

Egress Message Throttling Configuration Set
associated with the connection. The Egress
Message Throttling Configuration Set defines
the maximum Egress Message Rate and
thresholds used to set the congestion level for
the connection.

The entries in the Egress Message Throttling
Configuration Set field are links to the Egress
Message Throttling Configuration Sets (Filtered)
page, which displays only the selected entry.

The Shared Secret Configuration Set used for
this connection. (RADIUS only)

The Message Authenticator Configuration Set
used for this connection. (RADIUS only)

Format: numeric
Range: 3 - 60 seconds

Default: 5 seconds

Format: options
Range: blank, Read
from Request
Message, User
Configured

Default: blank

Format: List

Range: all configured
Message Priority
Configuration Sets

Default: blank

Format: List

Range: all configured
Egress Message
Throttling
Configuration Sets

Default: blank

Format: List

Range: all configured
Shared Secret
Configuration Sets

Default: -Select-

Format: List

Range: all configured
Message
Authenticator
Configuration Sets

Default: -Select-
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Field (* indicates
required field)

Description

Data Input Notes

Message
Conversion
Configuration Set

Ingress Status-
Server
Configuration Set

Suppress
Connection
Unavailable
Alarm

Suppress
Connection
Attempts

Test Mode

The Message Conversion Configuration Set MO
assigned to this RADIUS connection. (RADIUS
only)

The Ingress Status-Server Configuration Set used
for this connection. (RADIUS only)

If checked, this suppresses the connection
attempts on the unavailable connections when a
connection attribute is configured and turned
ON for the connection object, then the
connection unavailable alarm on those
connections is not raised.

If checked, suppresses the connection attempts
when a diameter peer nodes status becomes
available.

This attribute is not applicable for responder
only connection modes. It is only applicable for
initiator only and initiator and responder
connection modes. With any configuration edit
action that results in connection mode to
responder only mode, the attribute value is
returned to the default value.

If checked, the connection is in Test Mode.

Format: list
Range: blank
Default: -Select-

Format: List

Range: all configured
Ingress Status-Server
Configuration Sets

Default: -Select-

Format: checkbox

Range: checked (YES)
or unchecked (NO)

Default: unchecked

Format: checkbox

Range: checked (YES)
or unchecked (NO)

Default: unchecked

Format: checkbox

Range: checked
(YES), not checked
(NO)

Default: not checked

Adding a Connection

Use this task to create a new Connection. The fields and configuration considerations
are described in Diameter Connection configuration elements.

1. Click Diameter > Configuration > Connections.

2. Click Insert.

The Diameter > Configuration > Connections [Insert] does not open if any of the
following conditions exist:

* There is no Local Node in the signaling Network Element (NE) to which the
Connection can be assigned.
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9.

10.

11.

12.

13.

14.

15.

16.

® There is no Peer Node in the signaling Network Element (NE) to which the
Connection can be assigned.

Note: You cannot configure routes for OAM from the Network routes screen
of the DSR GUL

Enter a unique name for the Connection in the Connection Name field.
Select a AAA Protocol.
Select an option in the Transport Protocol field.

The Transport Protocol that you select for your Connection must match the
protocol supported by both the Local Node and the Peer Node for the Connection.

Select a Local Node from the list.

The Local Node must use the same IP protocol as the Peer Node you select. If you
do not see the Local Node you want to use, you might need to create a new Local
Node. See Adding a Local Node.

Select the Connection Mode from the list. See Diameter Connection configuration
elements.

Responder Only connections associated with a Peer Node are not considered listen
ports (SCTP, TCP, TLS, or DTLS).

If you set up the Connection Mode for Initiator Only, you can optionally enter a
Local Initiate Port number in the field.

Select the Local IP Address from the list.

If the Transport Protocol is set to SCTP, then select the Alternate Local IP Address
of this Connection from the list.

Select a IPFE Initiator DAMP from the list.
This step is only needed for IPFE Initiator connections.
Select a Peer Node from the list.

Initiator port ranges are divided into user-assigned and DCL-assigned sub-ranges.
Depending on the type of initiator connection, fixed or Floating IPFE, there are two
or more user/DCL sub-ranges. The Peer Node must use the same Transport
Protocol as the Local Node that you selected. If you do not see the Peer Node you
want to use, you might need to create a new Peer Node. See Adding a Peer Node.

Diameter Transport Layer (DCL) is the software layer of the stack which
implements diameter transport connections.

Select from the options in Peer Node Identification field.

If needed, select the Peer IP Address of this Connection from the Peer IP Address
list.

If needed, select the Alternate Peer IP Address of this Connection from the
Alternate Peer IP Address list.

If needed, enter a Transport FQDN for this Connection.
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17.Select a Connection Configuration Set from the list.
18.1If one is needed, select a CEX Configuration Set from the list .

19.If the Per Connection Ingress MPS Control feature is active in the system, select a
Capacity Configuration Set from the list.

20. Specify the Transport Congestion Abatement Timeout.
21.Select a Remote Busy Usage setting from the list.

22.1f you selected Enabled or Host Override for Remote Busy Usage, set the Remote
Busy Abatement Timeout value.

23.Select from the options in Message Priority Setting field.

24.1f you selected User Configured as the Message Priority Setting, select a Message
Priority Configuration Set from the list.

25. Make selections from the Egress Message Throttling Configuration Set, Shared
Configuration Set, Message Authenticator Configuration Set, and Ingress Status-
Server Configuration Set lists.

26. Click the Suppress Connection Unavailable Alarm check box to suppress the
Connection unavailable alarm.

27.Click the Suppress Connection Attempts check box to suppress the Connection
attempts to a standby Peer Node, c

28.Click Test Mode check box to the test Connection.

29.Click OK, Apply, or Cancel.

30. Use the Enabling Connections procedure to enable the new connection.
The following conditions exist:

*  Only Peer Nodes whose Dynamic attribute is NO can be selected for
assignment to a connection.

*  Peer Nodes created by the Dynamic Peer Discovery feature cannot be assigned
to any statically created connection.

e CEX Configuration Sets created by the Dynamic Peer Discovery feature cannot
be assigned to any statically created connection.

Editing a Connection

Use this task to edit an existing Connection.

1. Verify the Connection to be edited is in the Disabled Admin State. See how to
disable a connection in Disabling Connections.

2. Click Diameter > Configuration > Connections.
3. Select the Connection you want to edit.
4. Click Edit.

The edit page does not open if any of the following conditions exist:
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® The selected Connection no longer exists.
® The Connection is not in the Disabled Admin state.
5. Update the relevant fields.

See the Connection configuration elements description in Diameter Connection
configuration elements. The Connection Name cannot be edited.

Note: Uncheck the Test Mode checkbox to change from test connection to
normal connection. You cannot reverse this action.

Selecting the X at the end of a field clears the field. You can enter or select another
value.

6. Click OK, Apply, or Cancel.
The following conditions exist:

* Any request for a list of Connections does not include any dynamically created
Connection instances.

* Dynamic Peer Discovery can insert a connection instance whose Dynamic
attribute is set to YES only.

* Dynamic Peer Discovery software can delete a Connection instance whose
Dynamic attribute is set to YES only.

e If you attempt to edit a Connection whose Dynamic attribute set to NO, the
Edit page only allows Peer Nodes and CEX Configuration Sets whose own
Dynamic attribute set to NO the assigned Connection.

e If you attempt to edit a Connection whose Dynamic attribute set to YES, the
Edit page only allows CEX Configuration Sets whose own Dynamic attribute
set to NO the assigned Connection. A Connection whose Dynamic attribute set
to YES or NO the assigned Connection.

e If you attempt to edit a Connection whose Dynamic attribute set to YES, the
selection options for Connection Mode does not include Responder Only.

7. Use the Enabling Connections procedure to enable the edited Connection.

Deleting a Connection

Use this task to delete an existing Connection.

Note: You must disable a Connection before you can delete it. See Disabling
Connections.

1. Click Diameter > Configuration > Connections.
2. Select the Connection you want to delete.
3. Click Delete.

A popup window appears to confirm the delete.
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4. ClickOK, Apply, or Cancel.

Diameter Route Groups

A Route Group is a user-configured set of Peer Nodes or Connections used to
determine the distribution of traffic to each Peer Node in the same Route Group.
Traffic is distributed among available Peer Nodes or Connections based on the
configured capacity assignment of each available Peer Node or Connection.

Note: Connection Route Groups is not supported for RADIUS connections,
but can be configured with all RADIUS or all Diameter Peer Nodes.

You can perform these tasks on an Active System OAM (SOAM).

For example, if Peer Node A has a configured capacity of 100 and Peer Node B has a
configured capacity of 150, then 40% of the messages sent to the Route Group is
forwarded to Peer Node A and 60% of the messages is forwarded to Peer Node B.

Each Route Group can be assigned a maximum of 512 Connections. Route Groups are
assigned to Route Lists.

Note: Route Groups created via Dynamic Peer Discovery cannot be assigned
to any statically-created Route List.

On the Diameter > Configuration > Route Groups page, you can perform the
following actions:

e Filter the list of Route Groups to display only the desired Route Groups.

e Sort the list by the Route Group Name column in ascending or descending order
by clicking the column heading. The default order is ascending ASCII order.

¢ (lick an entry that is shown in blue for a Peer Node /Connection.

e (lick Insert.

On the Diameter > Configuration > Route Groups [Insert] page, you can add a
new Route Group.

The Diameter > Configuration > Route Groups [Insert] does not open if the
maximum number of Route Groups (6000) already exists in the system.

®  Select a Route Group in the list and click Edit.

On the Diameter > Configuration > Route Groups [Edit] page, you can edit the
selected Route Group.

If the selected Route Group has been deleted by another user, the Diameter >
Configuration > Route Groups [Edit] page does not open.

* Select a Route Group in the list and click Delete. You can delete the selected Route
Group.
Diameter Route Group configuration elements

Table 3-19 describes the fields on the Route Groups View, Insert, and Edit pages. Data
Input Notes only apply to the Insert and Edit pages; the View page is read-only.
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Note: Any request for a list of Route Groups does not include any
dynamically-created route group instances.

When you select a Peer Node from a Peer Route Group or Connections from a
Connection Route Group, you can specify to pass over Connections that have too high

of a DOIC loss rate.

Table 3-19 Route Groups Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Route Group Name

Dynamic (View)

Type

Peer Node/
Connection (View)

* Peer Node,
Connection, and
Provisioned Capacity

Unique name of the Route Group.

Indicates whether or not the Route Group
was created dynamically (YES) or statically
(NO).

A Route Group can be configured with
either Peer Nodes (Peer Route Group) or
Connections (Connections Route Group)
that have the same priority within a Route
List.

List of Peer Nodes or Connections
configured for the Route Group.

Each listed Peer Node or Connection entry
is a link to the Diameter > Configuration >
{Entry Type} [Filtered] page for that entry
only.

One entry defined for a Route Group.

Format: case-sensitive;
alphanumeric and
underscore

Range: 1-32
characters; cannot start
with a digit and must
contain at least one
alpha

Format: text
Range: YES, NO
Default: NA

Format: options

Range: Peer Route
Group, Connection
Route Group

Default: Peer Route
Group

Each entry displays a +
sign and the number of
Peer Nodes or
Connections assigned
to that Route Group.
Click the + sign to
display the Peer Nodes
or Connections; the +
sign changes to a - sign.
Click the - sign to
display the number
again.

Up to 512 entries can be
configured for a
Connection Route
Group.

Click Add to insert
another entry for the
Route Group.
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Table 3-19 (Cont.) Route Groups Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

Peer Node

The Peer Node field
is part of the Peer
Node, Connection,
and Capacity fields
that are combined on
the [Insert] and [Edit]

pages.

Connection

The Connection field
is part of the Peer
Node, Connection,
and Capacity fields
that are combined on
the [Insert] and [Edit]

pages.

Provisioned Capacity
The Provisioned
Capacity field is
combined with the
Peer Node and
Connection fields on
the [Insert] and [Edit]

pages.

Traffic Measurement

A Peer Node associated with the Route
Group. Each Route Group can be assigned
up to 512 Peer Nodes.

The Peer Node field is available when the
Peer Route Group option is selected in the
Type field.

The Peer Node field is required.

A connection associated with the Route
Group. Each Route Group can be assigned
up to 512 connections.

The Connection field is available when the
Connection Route Group option is selected
in the Type field and a Peer Node is
selected.

The Connection field is required for
Connection Route Groups.

View page: Provisioned capacity for a Route
Group, which is the sum total of configured
capacity of peer nodes or connections
within a Route Group.

[Insert] and [Edit] pages: Provisioned
capacity of a Peer Node or Connection
within a Route Group. The Provisioned
Capacity field is required.

Traffic is distributed to available Peer
Nodes/Connections in a Route Group
proportional to the configured capacity for
the Peer Node/Connection. A Peer Node/
Connection with a higher capacity is
assigned more traffic.

Traffic measurements can be enabled for up
to 250 route groups including peer and
connection route groups.

Format: List

Range: 1 - 160
configured Peer Nodes

Format: List
Range: 1 - 512
configured
Connections for the
selected Peer Node

Format: numeric
Range: 1 - 65535

Format: options

Range: Enabled,
Disabled

Default: Disabled

Adding a Route Group

Use this task to create a new Route Group.

1. Click Diameter > Configuration > Route Groups.

2. Click Insert.

3. Enter a unique name for the Route Group in the Route Group Name field.

3-134 User Data Repository Diameter User's Guide



Diameter Route Groups

. Enable or disable traffic measurements in a route group by setting Traffic
Measurement.

. Select the Type option for the entries included in the Route Group (Peer Nodes or
Connections).

. Select the Peer Node, or Peer Node and Connection, and enter the Provisioned
Capacity field for this Route Group entry.

a. Select a Peer Node from the Peer Node list.

b. If the Connection Route Group option is selected for the Type field, then select
a Connection assigned to the selected Peer Node from the Connection list.

c. Enter the Provisioned Capacity for the selected Peer Node or Connection.
. Perform one of the following actions:

e If you want to add another Peer Node, Connection, and Provisioned Capacity
entry to the Route Group, click Add and repeat step 6 for this next entry. Up to
512 entries can be provisioned for Connection Route Groups.

¢ If you do not want to add another entry, continue with step 8.
. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* Any required field is empty; no value was entered or selected

¢ The entry in any field in not valid (wrong data type or out of the valid range)
* The Route Group Name is not unique; it already exists in the system

* The selected list entry no longer exists (has been deleted by another user)

* The selected Peer Node is a duplicate within the Route Group

® The selected Connection is a duplicate within the Route Group for the same
Peer Node

¢ The maximum number of Route Groups (6000) already exists in the system
The following conditions exist:

*  You can only assign Peer Nodes whose Dynamic attribute is NO to a Route
Group of either type (Peer Node or Connection). Peer Nodes created via
Dynamic Peer Discovery cannot be assigned to any statically-created Route
Group.

® Peer Nodes created by the Dynamic Peer Discovery cannot be assigned to any
statically-created Route Group.

¢ You can only allow Connections whose Dynamic attribute is NO to a Route
Group of type Connection Route Group.

e Connections created by the Dynamic Peer Discovery feature may not be
assigned to any statically-created Connection Route Group.
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Editing a Route Group

Use this task to make changes to a Route Group.

When the Diameter > Configuration > Route Groups [Edit] page opens, the fields are
initially populated with the current values for the selected Route Group. The Route
Group Name cannot be changed.

Note: When editing a Route Group, you can add only allow Peer Nodes
whose Dynamic attribute is NO be selected for assignment to a Route Group
of either type (Peer Node or Connection).

1. Click Diameter > Configuration > Route Groups.
2. Select the Route Group you want to edit.
3. Click Edit.

The page is initially populated with the current configured values for the selected
route group.

To delete a Peer Node or a Connection from the Route Group, clear the Peer Node
and Provisioned Capacity field values either by selecting --Select-- in the Peer Node
list or by clicking the X at the end of the Provisioned Capacity list for the Peer
Node.

The Type field can be changed only if the Route Group is not assigned to any Route
List.

When the Type field is changed, the Peer Node, Connection, and Provisioned
Capacity entries are reset to one entry with empty values. The Connection list is
not available when Peer Route Group is selected for the Type field.

4. Update the relevant fields.

For more information about each field, see Diameter Route Group configuration
elements.

5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

¢ If you attempt to add or edit a Route Group instance whose Dynamic attribute
is YES.

¢ If you attempt to insert or edit a static Route Group or Connection Route
Group of either type (Peer or Connection), and one or more of the Peer Nodes
supplied in the desired configuration has a Dynamic attribute a value of YES.

e If you attempt to edit a static Route Group instance by changing its Dynamic
attribute from NO to YES or vice-versa.

¢ If you attempt to delete a Route Group instance whose Dynamic attribute is
YES.

* Any required field is empty; no value was entered or selected
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The entry in any field in not valid (wrong data type or out of the valid range)
The selected list entry no longer exists (has been deleted by another user)
The selected Peer Node is a duplicate within the Route Group

The selected Connection is a duplicate within the Route Group for the same
Peer Node

The following conditions exist:

When editing a Route Group, you can only add Connections whose Dynamic
attribute is NO be selected for assignment to a Connection Route Group.

Connections created via Dynamic Peer Discovery cannot be assigned to any
statically-created Connection Route Group.

A value of NO is assigned for the Dynamic attribute for all Route Group
instances being inserted with the exception of instances added via Dynamic
Peer Discovery.

Dynamic Peer Discovery can only delete a Route Group instance whose
Dynamic attribute is YES.

Deleting a Route Group

Use this task to delete a Route Group.

Note: A Route Group cannot be deleted if it is included in any Route Lists.

1. Click Diameter > Configuration > Route Groups.

2. Select the Route Group you want to delete.

3. Click Delete.

A popup window appears.

4. Click OK orCancel.

If OK is clicked and the selected Route Group is referenced by at least one Route
List, then an error message appears and the Route Group is not deleted.

If OK is clicked and the selected Route Group no longer exists (it was deleted by
another user), then an error message appears and the Route Groups view is
refreshed.

Diameter Route Lists

A Route List is a user-configured set of Route Groups used to determine the
distribution of traffic between each Route Group within the Route List. Each Route
List can include up to three Route Groups.

You can perform route lists tasks on an Active System OAM (SOAM).

Traffic distribution to a Route Group is based on its available capacity and assigned
priority within the Route List. A Route Group with a priority of 1 has the highest
priority and a Route Group with a priority of 3 has the lowest priority.
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Only one Route Group in a Route List is designated as the active Route Group for
routing messages for that Route List. The other Route Groups in the Route List
function as standby Route Groups. The active Route Group in each Route List is
determined based on the Route Group's priority and its capacity relative to the
configured minimum capacity of the Route List.

When the Operational Status of Peer Nodes assigned to the active Route Group
changes, or the configuration of either the Route List or Route Groups in the Route List
changes, then the designated active Route Group for the Route List may change.

Route Lists are assigned to Peer Routing Rules. When a Diameter message matches a
Peer Routing Rule, the Route List assigned to the Peer Routing Rule directs the
Diameter message to a Peer Node in the active Route Group.

Route Lists are assigned to Peer Nodes when Alternate Implicit Routing is used.

Route Lists are assigned to Message Copy Configuration Sets to be used for copying a
message to a DAS node.

On the Diameter > Configuration > Route Lists page, you can perform the following
actions:

e  Filter the list of Route Lists to display only the desired Route Lists.

¢ Sort the list by the Route List Name column or the Minimum Route Group
Availability Weight column in ascending or descending order by clicking the
column heading. The default order is by Route List Name in ascending ASCII
order. The expanded rows of Route Groups are sorted by Priority.

® C(lick an entry that is shown in blue for a Route Group (in the expanded list).

e (Click Insert.

On the Diameter > Configuration > Route Groups [Insert] page, you can add a
new Route List.

The Diameter > Configuration > Route Groups [Insert] page does not open if :
—  The maximum number of Route Lists (2000) already exists in the system
—  There is no available Route Group

e Select a Route List in the list and click Edit.

On the Diameter > Configuration > Route Lists [Edit] page, you can edit the
selected Route List.

If the selected Route List has been deleted by another user, the Diameter >
Configuration > Route Lists [Edit] page does not open.

e Select a Route List in the list and click Delete. You can delete the selected Route
List.

Diameter Route List configuration elements

Table 3-20 describes the fields on the Route Lists View, Insert, and Edit pages. Data
Input Notes only apply to the Insert and Edit pages; the View page is read-only.

Note: Any request for a list of Routes does not include any dynamically-
created Route instances.
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When you select Route Groups from a Route List, you can specify to pass over Route
Groups that have too high of a DOIC loss rate.

Table 3-20 Route Lists Configuration Elements
|

Field (* indicates
required field)

Description

Data Input Notes

* Route List Name

Dynamic

* Minimum Route
Group Availability
Weight

* Route Group

* Priority

Unique name for the Route List

Indicates whether or not the element was

created dynamically (YES) or statically (NO).

NO is assigned for all element instances,
except for those created via Dynamic Peer
Discovery.

The minimum Route Group availability
weight for this Route List.

The minimum weight is used to determine a
Route Group's availability status within a
Route List.

Route Groups associated with the Route List.

Up to three Route Groups can be associated
with a single Route List.

On the View page, each entry displays a +
sign and the number of Route Groups

assigned to that Route List. Click the + sign to
display the Route Groups; the + sign changes

to a - sign. Click the - sign to display the
number again.

The Route Group entries in the expanded list

are links to the Diameter > Configuration >
Route Groups [Filtered]> page for the
selected Route Group.

The priority of the Route Group within the
Route List.

Priority is set from 1 (highest priority) to 3
(lowest priority).

Format: case-
sensitive;
alphanumeric and
underscore (_);
cannot start with a
digit and must
contain at least one
alpha

Range: 1 - 32
characters

Format: checkbox
(read-only on the
Element [Edit] page)

Range: checked (the
element was created
as a result of
Dynamic Discovery),
unchecked

Default: unchecked

Format: numeric
Range: 1 - 1024000

Format: List

Range: available
Route Groups

Format: numeric

Range: 1,2, 0r 3
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Table 3-20 (Cont.) Route Lists Configuration Elements
|

Field (* indicates
required field) Description Data Input Notes

* Route Group Route Groups associated with this Route List. Format: List

Range: 1 - 3 entries

Default: NA
Site Name Site Name whose TTG is to be selected to Format: List
associate with the Route Group. Range: Local Site
Only
Default: NA
Traffic Throttle Traffic Throttle Group configured in the Site ~ Format: List
Group selected (all local TTGs if local site is selected Range: NA
and TTG marked as shared if remote site is
Default: NA
selected).
Maximum Loss Maximum Loss Percent Threshold for the Format: List
Percent Threshold combination of Route List, Route Group and Range: 0 - 100
Traffic Threshold Group Default: NA

Adding a Route List

Use this task to create a new Route List. The fields are described in Diameter Route
List configuration elements.

Note: You must have at least one Route Group configured before you can
create a Route List.

1. Click Diameter > Configuration > Route Lists.

2. Click Insert.

3. Enter a unique name for the Route List in the Route List Name field.
4. Enter the Minimum Route Group Availability Weight in the field.

5. Enable or disable routing across alternate Route Groups in Route List by setting
Route Across Route Groups.

6. Select one to three Route Groups from the Route Group lists. For each Route Group
you specify, select a Site Name, Traffic Throttle Group, and Maximum Loss
Percent Threshold.

The Site Name list includes the local SOAM (assuming that at least one TTG has
been configured).

Note: Traffic Throttle Group is disabled until a Site Name is selected.

7. Click OK, Apply, or Cancel.
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If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

¢ Any required field is empty; no value was entered or selected

¢ The entry in any field in not valid (wrong data type or out of the valid range)
* The Route List Name is not unique; it already exists in the system

*  The selected list entry no longer exists (has been deleted by another user)

¢ A selected Route Group is a duplicate within the Route List

¢ A Route Group Priority is not unique within the Route List

*  The maximum number of Route Lists (2000) already exists in the system

Editing a Route List

Use this task to make changes to existing Route Lists.

The Route List Name cannot be changed.

Note: If Dynamic (read-only checkbox) is checked, it means that the route list
was created as a result of Dynamic Peer Discovery.

1. Click Diameter > Configuration > Route Lists.
2. Select the Route List you want to edit.
3. Click Edit.

The page is initially populated with the current configured values for the selected
Route List.

4. Update the relevant fields.

For more information about each field see Diameter Route List configuration
elements.

5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

¢ If you attempt to edit a Route List instance whose Dynamic attribute is YES, a
warning message displays, but the edit operation is allowed to proceed.
Editing a dynamic route is allowed, but changes are lost to this Route List if the
Realm to which the Route List is associated is dynamically re-discovered in the
future.

¢ If you attempt to delete a Route List instance whose Dynamic attribute is YES.

e If you attempt to insert or edit a static Route List, one or more of the Route
Groups supplied in the desired configuration has for its own Dynamic
attribute a value of YES.

¢ If youattempt to change one or more read-only attributes.
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Deleting a Route List

Note: When editing a Route List instance whose Dynamic attribute is YES,
all Route List attributes are treated as read-only except for Route Across Route
Groups.

If you attempt to edit a static Route List instance by changing its Dynamic
attribute from NO to YES or vice-versa.

If youattempt to add a Route List instance and the Dynamic attribute is YES. A
Route List instanceDynamic attribute must be YES to be inserted using
Dynamic Peer Discovery.

Any required field is empty; no value was entered or selected

The entry in any field in not valid (wrong data type or out of the valid range)
The selected Route List no longer exists (has been deleted by another user)
A selected Route Group no longer exists (has been deleted by another user)
A selected Route Group is a duplicate within the Route List

A Route Group Priority is not unique within the Route List

Use this task to delete a Route List.

Note: A Route List cannot be deleted if any of the following conditions are
true:

e The Route List is referenced by any Peer Node as the Alternate Implicit
Route

* The Route List is referenced by any Peer Routing Rule

* The Route List is set as the Route List for DAS Node in any Message
Copy Configuration Set

1. Click Diameter > Configuration > Route Lists.

2. Select the Route List you want to delete.

3. Click Delete.

A popup window appears to confirm the delete.

4. Click OK or Cancel.

If OK is clicked and the selected Route List no longer exists (it was deleted by
another user), an error message displays and the Route Lists view is refreshed.

Diameter Peer Route Tables

A Peer Route Table is a set of prioritized Peer Routing Rules that DRL searches with
the content of a Request message received from Diameter Nodes and applications to
determine how to route the message to a Peer Node.
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You can perform these tasks on an Active System OAM (SOAM).

Users can assign Peer Route Table (PRT) to Diameter messages based on Application
ID and (Extended) Command Codes by configuring Transaction Configuration Rule
(TCR) with Application ID plus (E)CC as a key in Transaction Configuration Sets.

On the Diameter > Configuration > Peer Route Tables page, you can perform the
following actions:

e Filter the list of Peer Route Tables to display only the desired Peer Route Tables.

¢ Sort the list by a column in ascending or descending order by clicking the column
heading. The default order is by Peer Route Table Name in ascending ASCII
order.

e (lick Insert.

On the Diameter > Configuration > Peer Route Tables [Insert] page, you can add
a new Peer Route Table.

The Diameter > Configuration > Peer Route Tables [Insert] page does not open if
—  The maximum number of Peer Route Tables (500) already exists in the system.

e Select a Peer Route Table in the list and click View/Edit Rules.

On the Viewing Rules for Peer Route Table page, you can select a Rule Name to
work with.

If the selected Peer Route Table has been deleted by another user, the Viewing
Rules for Peer Route Table page does not open.

e Select a Peer Route Table in the list and click Delete. You can delete the selected
Peer Route Table.

Diameter Peer Route Tables elements

Table 3-21 describes the fields on the Peer Route Tables View and Insert pages. Data
Input Notes apply only to the Insert page; the View page is read-only.

Table 3-21 Peer Route Tables Elements
|

Field (* indicates

required field) Description Data Input Notes
* Peer Route Table Unique name of the Peer Route Format: case-sensitive;
Name Table. alphanumeric and underscore

Range: 1 - 32 characters;
cannot start with a digit and
must contain at least one
alpha

Number of Rules The number of Peer Routing Rules
in the Peer Route Table.

Adding a Peer Route Table

Use this task to create a new Peer Route Table. The fields are described in Diameter
Peer Route Tables elements.
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1. Click Diameter > Configuration > Peer Route Tables.

2. Click Insert.

3. Enter a unique name for the Peer Route Table in the Peer Route Table Name field.
4. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* Any required field is empty; no value was entered or selected
* The entry in any field in not valid (wrong data type or out of the valid range)
e The Peer Route Table Name is not unique; it already exists in the system

¢ The maximum number of Peer Route Tables (500) already exists in the system
After a Peer Route Table is added, Peer Routing Rules can be defined for it. See Peer

Routing Rules configuration. For information about required component configuration
order, see Understanding the Diameter Configuration Sequence.

Deleting a Peer Route Table

Use this task to delete a Peer Route Table.

Note: An Application Route Table cannot be deleted if any of the following
conditions are true:

¢  The Peer Route Table is referenced by any Peer Node

® The Peer Route Table is referenced by any Transaction Configuration Set
® The selected default Peer Route Table is the Default Peer Route Table

® The Peer Route Table is referenced by the DM-IWF Options configuration

¢ If OKis clicked and the selected Application Route Table is currently
referenced by any Transaction Configuration Set, the request is rejected
and an error message displays.

1. Click Diameter > Configuration > Peer Route Tables.
2. Select the Peer Route Table you want to delete.
3. Click Delete.
A popup window appears to confirm the delete.
4. Click:
¢ OKto delete the Peer Route Table.

e Cancel to cancel the delete function and return to the Diameter >
Configuration > Peer Route Tables page.
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If OK is clicked and the selected Peer Route Table no longer exists (it was deleted
by another user), an error message displays.

If OK is clicked and the selected Peer Route Table is currently referenced by the
DM-IWF Options configuration, the request is rejected and an error message
displays.

Peer Routing Rules configuration

Peer Routing Rules are prioritized lists of user-configured routing rules that define
where to route a message to upstream Peer Nodes. Routing is based on message
content matching a Peer Routing Rule's conditions. Peer Routing Rules are contained
in Peer Route Tables.

Note: When a Redirected Request is processed, if redirect PRT instance is not
configured, the PRT instance used to Process the redirected Request is selected
similar to an ingress request.

There are six Peer Routing Rule parameters:
e Destination-Realm

® Destination-Host

e Application-ID

¢ Command-Code

* Origin-Realm

¢ Origin-Host

When a Diameter message matches the conditions of a Peer Routing Rule then the
action specified for the rule occurs. If you choose to route the Diameter message to a
Peer Node, the message is sent to a Peer Node in the selected Route List based on the
Route Group priority and Peer Node configured capacity settings. If you choose to
Send an Answer, then the message is not routed and the specified Diameter Answer
Code is returned to the sender.

Peer Routing Rules are assigned a priority in relation to other Peer Routing Rules. A
message is handled based on the highest priority routing rule that it matches. The
lower the number a Peer Routing Rule is assigned, the higher priority it has. (1 is the
highest priority and 99 is the lowest priority.)

If a message does not match any of the Peer Routing Rules and the Destination-Host
parameter contains a Fully Qualified Domain Name (FQDN) matching a Peer Node,
then the message is directly routed to that Peer Node if it has an available Connection.

If there is not an available Connection or all routing attempts (per Peer Node
configuration) to the implicit route are exhausted, the message is routed using the
alternate implicit route configured for the Peer Node.

A Message Copy Configuration Set can be assigned to a Peer Routing Rule to provide
information for sending a copy of the message to a DAS.

On the Viewing Rules for Peer Route Table: {Peer Route Table Name} page, you can
perform the following actions:

e Filter the list of Rule Names to display only the desired Rules.
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Sort the list entries in ascending or descending order by column (except
Conditions) by clicking the column heading.

By default, the list is sorted by Priority in ascending ASCII order. The lowest
Priority value indicates the highest priority. For Rules with the same Priority, the
Rule Name is used for sorting.

Select a blue Route List entry to open the Diameter > Configuration > Route
Lists [Filtered] page for the selected entry.

Click Insert.

On the Inserting Rule for Peer Route Table: {Peer Route Table Name} page, you
can add a new Peer Routing Rule and its values. See Adding a Peer Routing Rule.

If the maximum number of Peer Routing Rules (10000) already exists for the Peer
Route Table, the Inserting Rule for Peer Route Table: {Peer Route Table Name}
page does not open and an error message displays.

Select the Rule Name of a Peer Routing Rule in the list and click Edit.

On the Editing Rule for Peer Route Table: {Peer Route Table Name} page, you can
edit the selected Peer Routing Rule. See Editing a Peer Routing Rule.

If the selected Peer Routing Rule has been deleted by another user, the Editing
Rule for Peer Route Table: {Peer Route Table Name} page does not open.

Select the Rule Name of a Peer Routing Rule in the list and click Delete to remove
the selected Peer Routing Rule. See Deleting a Peer Route Rule.

Peer Routing Rule configuration elements

Table 3-22 describes the fields on the Peer Routing Rules View, Edit, and Insert pages.
Data input notes apply only to the Insert and Edit pages; the View page is read-only.

Table 3-22 Peer Routing Rules Configuration Elements
____________________________________________________________________________|

Field (*

indicates

required field) Description Data Input Notes

* Rule Name Unique name of the Peer Routing Rule. Format: case-sensitive;
alphanumeric and
underscore (_); cannot start
with a digit and must contain
at least one alpha
Range: 1 - 32 characters

* Peer Route The Peer Route Table to which the peer View-only

Table routing rule belongs

* Priority Priority of the rule in relation to other Format: text box; numeric

rules. Range: 1-99
The priority is set from 1 (highest priority)
to 99 (lowest priority).
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Table 3-22 (Cont.) Peer Routing Rules Configuration Elements
]

Field (*
indicates
required field)

Description Data Input Notes

* Conditions

For a diameter message to be matched by a rule, the message must match
each specified part of a condition.

Each condition has three parts:
e  Parameter

*  Operator
e Value
Parameter: Format: Operator and Value

e Destination-Realm for each Parameter

e  Destination-Host
e Application-ID

e Command-Code
¢ Origin-Realm

*  Origin-Host

Operator: Format: List

Sets the relationship between the Range: For a description of
parameter and the value. For example, if operators, see Peer Routing
the operator is set to equals then the Rule operators.

diameter message parameter must match
the set value.

Configuring Diameter 3-147



Diameter Peer Route Tables

Table 3-22 (Cont.) Peer Routing Rules Configuration Elements

Field (*
indicates
required field)  Description Data Input Notes
Value: Format: text box or list
The value in the diameter message the Range:
peer routing rule uses to determine a *  Destination-Realm and
match. Origin-Realm
A value is required if the operator is *  Destination-Host and
equals, starts with, or ends with. Origin-Host
The value field is disabled for the *  Application-ID

operators present, absent, and always true. * Command-Code
¢ Command-Code

Note: AnECCisa
Command Code that
also takes into account
the value of a specific
AVP for that Command
Code that gives the true
command type (for
example, CCR-I, CCR-U,
and so on).

Range: One or more
Parameters with Operator
and Value for each Parameter

Default for Application-ID
and Command Code: -Select-
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Table 3-22 (Cont.) Peer Routing Rules Configuration Elements

Field (*
indicates
required field)

Description

Data Input Notes

Action

Route List

Message
Priority

The action that happens if the diameter
message matches the conditions set in the
peer routing rule:

*  Route to Peer routes a message to a
peer node using the Route List
associated with this rule.

*  Send Answer abandons message
routing and sends an answer response
containing the required result-code
value to associated with this rule.

e Abandon With No Answer discards
the message routing and no answer is
sent to the associated peer.

Note: The answer is sent to any
applications that requested an answer
receive.

e  Forward To Peer Route Table
forwards the message to the specified
peer route table.

Route list associated with this rule.

A route list is required if the action is set to
route to peer.

The route list entries on the view page are
links to the Diameter > Configuration >
Route Lists [Filtered] page for the selected
entry.

Note: You can only specify route lists
whose dynamic attribute is NO to be
selected for inclusion in a peer route rule.
Also, you cannot include route lists created
by the dynamic peer discovery feature
cannot be included by any peer route rule
instance.

The priority to assign to the message. The
message priority is assigned only when
action is set to route to peer.

Format: options

Range: Route to Peer, Send
Answer, Abandon With No
Answer, or Forward To Peer
Route Table

Default: Route to Peer

Format: List

Range: configured Route
Lists

Default: -Select-

Format: List

Range: No Change, 0 - Max
(Maximum Normal Request
Priority as defined in System
Options)

Default: No Change
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Table 3-22 (Cont.) Peer Routing Rules Configuration Elements
________________________________________________________________________________|

Field (*
indicates
required field)

Description

Data Input Notes

Message Copy
Configuration
Set

Answer Result-
Code Value

Vendor ID

Answer Error
Message

Target Peer
Route Table

* Peer Route
Table

Message Copy Configuration Set (MCCS)
used for copying the messages to the DAS.
A valid MCCS marks the messages
matched by this peer route rule for copy to
the DAS.

The answer code associated with this rule.

A diameter answer code is required if the
action is set to send Answer.

The Vendor ID to place in the vendor ID
AVP of the answer message.

Value returned in the Error-Message AVP
of the answer message.

The table specified in action as forward to
peer route table. In the view only screen,
the peer route table links to the Diameter >
Configuration > Peer Route Tables
(Filtered)

Peer route table associated with this rule.

Format: List

Range: Default; configured
Message Copy Configuration
Sets

Default: -Select-

Format: options

Range:
e  List of the available
diameter answer codes

* numeric 4 digit value
Range: 1000 - 5999

Default: NA

Format: numeric
Range: 0 - 4294967295

Format: text box
Range: 0 - 64 characters
Default: Null string

View-only

View-only

Peer Routing Rule operators

Table 3-23 describes the condition operators available for each parameter in a Peer

Routing Rule.

Diameter Capacity Summary provides the maximum number of configurable rules (as
defined in DpiCapacityConstraints table, MaxPrtRulesWithContainsPerPrt,

MaxCondWithContainsPerPrr, and MaxCharPrtCondWithContains) with the Contains
operator per PRT-Name.

Note: For runtime performance and resources efficiencies, only one condition
with Contains operator in a rule is allowed.
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Table 3-23 Peer Routing Rules Operators
|

Parameter Operator Meaning

Destination-Realm  Equals content must equal the value specified
Not Equal content must not equal the value specified
Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Always True content is not evaluated and the parameter's

condition is always true
Destination-Host Equals content must equal the value specified

Present and Not
Equal

Destination-Host must be present and value
must not equal the value specified

Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Present Destination-Host must be present
Absent Destination-Host must be absent
Always True content is not evaluated and the parameter's
condition is always true
Application-ID Equals content must equal the value specified
Not Equal content must not equal the value specified
Always True content is not evaluated and the parameter's
condition is always true
Command-Code Equals content must equal the value specified
Not Equal content must not equal the value specified
Always True content is not evaluated and the parameter's
condition is always true
Origin-Real Equals content must equal the value specified
Not Equal content must not equal the value specified
Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Always True content is not evaluated and the parameter's
condition is always true
Origin-Host Equals content must equal the value specified
Not Equal content must not equal the value specified
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Table 3-23 (Cont.) Peer Routing Rules Operators
|

Parameter Operator Meaning
Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Always True content is not evaluated and the parameter's

condition is always true

Adding a Peer Routing Rule

Use this task to create a new Peer Routing Rule in a Peer Route Table.

1. Click Diameter > Configuration > Peer Route Tables.

2. Select the Peer Route Table to which you want to add a Peer Routing Rule and click
View/Insert Rules.

3. Click Insert.
4. Enter a unique name for the Rule in the Name field.

5. Set a Priority for this Rule in relation to other Rules by entering a number between
1 and 99 in the Priority field.

6. Set the Peer Routing Rule Conditions:
a. Locate the Parameter you want to set.

b. Select the relevant operator from the Operator list. See Peer Routing Rule
operators for a description of operators available for each parameter.

c. Enter the appropriate value for the parameter in the corresponding Value field.

d. Repeat this step for each parameter. For any parameter that does not need to be
evaluated, set the Operator to Always True.

7. Select the Action you want to occur when a Diameter message matches the
parameter conditions.

* Route to Peer: route the message to a Peer Node using the Route List
associated with this Rule.

* Send Answer: abandon message routing and send an Answer response
containing the Answer Result-Code Value associated with this Rule.

8. If you selected Route to Peer as the Action, select the Route List to associate with
this Rule from the list.

9. If you selected Route to Peer as the Action, select the Message Priority to assign to
the message.

10.If Diameter Message Copy is used, select the Message Copy Configuration Set to
use when this Rule is selected for PRT-triggered Message Copy.
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11.If you selected Send Answer as the Action, select the desired Answer Result-Code
Value selection box:

* Select the option to use an existing Answer Result-Code, then select an Answer
Result-Code in the list.

® Select the option and enter your own Answer Result-Code value.

12.1f you selected Send Answer as the Action, enter the desired Vendor ID AVP in the
Vendor ID field.

13.1f you selected Send Answer as the Action, enter the desired Error-Message AVP in
the Answer Error Message field.

14.Click OK, Apply, or Cancel

Editing a Peer Routing Rule

Use this task to edit a Peer Routing Rule in a Peer Route Table.
The Rule Name cannot be changed.

1. Click Diameter > Configuration > Peer Route Tables.

2. Select the Peer Route Table which contains the Peer Routing Rule you want to edit
and click View/Edit Rules.

3. Select the Peer Routing Rule you want to edit, then click Edit.
4. Update the relevant fields.

For more information about each field see Peer Routing Rule configuration
elements and Peer Routing Rule operators.

5. Click:

* OK to save the data and return to Viewing Rules for Peer Route Table: {Peer
Route Table Name} page.

*  Apply to save the data and remain on this page.

¢ Cancel to return to the Viewing Rules for Peer Route Table: {Peer Route Table
Name} page without saving any changes.

The following condition exists:

*  Peer Route Rules are always statically configured; no statically configured
instance can refer to a dependent GUI element that was added to the
configuration as a result of Dynamic Peer Discovery.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

e If you attempt to insert or update a Peer Route Rule instance and the specified
Route List whose Dynamic attribute value is YES.

* Any required field is empty (no entry was made)

* Any field is not valid or is out of range
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® The selected Peer Routing Rule no longer exists (was deleted by another user)
* The selected Route List no longer exists (was deleted by another user)

® The Rule is similar to an already existing Rule (the same attributes except for
Rule Name and Priority)

Deleting a Peer Route Rule

Use this task to delete a Peer Routing Rule from a Peer Route Table.

1. Click Diameter > Configuration > Peer Route Tables.

2. Select the Peer Route Table that contains the Peer Routing Rule you want to delete
and click View/Edit Rules.

3. Select the Peer Routing Rule you want to delete.
4. Click Delete.
A popup window appears to confirm the delete.

5. Click:
*  OK to delete the Peer Routing Rule.

¢ Cancel to cancel the delete function and return to the Viewing Rules for Peer
Route Table: {Peer Route Table Name} page.

If OK is clicked and the selected Peer Routing Rule no longer exists (it was deleted
by another user), an error message displays and the Peer Routing Rules view
refreshes.

Diameter Egress Throttle Groups

Egress Throttle Groups are used to monitor egress Request rate and pending
transactions for multiple Peers and Connections across multiple DA-MPs. If a Peer is
assigned to the Egress Throttle Group, then all Diameter Connections to that peer are
implicitly part of the Egress Throttle Group.

You can perform these tasks on an Active System OAM (SOAM).

Egress Throttle Group functions are described in detail in Egress Throttle Groups.
Egress Throttle Groups control the following functions.

An Egress Throttle Group can be standalone, or it can be associated with an Egress
Throttle List that spans multiple signaling routers. An Egress Throttle Group can be
associated with only one Egress Throttle List. See Diameter Egress Throttle List.

* Egress Throttle Group Rate Limiting controls the total egress Request traffic that is
routed to a configured group of Peers or Connections.

e Egress Throttle Group Pending Transaction Limiting controls the number of
pending transactions that are allowed for a configured group of Peers or
Connections.

* The Egress Throttle Group Rate Limiting and Egress Throttle Group Pending
Transaction Limiting provide egress throttling capability that enables:
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— A group of Peers and Connections to be associated with an Egress Throttle
Group

—  The maximum egress Request rate of Egress Throttle Groups to be set
—  The maximum pending transaction limit of Egress Throttle Groups to be set

- The Egress Throttling Control Scope.

On the Diameter > Configuration > Egress Throttle Groups page, the following
actions can be performed:

¢ Filter the list of Egress Throttle Groups to display only the desired Egress Throttle
Groups.

e Sort the list by a column in ascending or descending order by clicking the column
heading.

The default order is by Egress Throttle Groups Name in ascending ASCII order.
¢  Click Insert.

On the Diameter > Configuration > Egress Throttle Groups [Insert] page, you
can add new Egress Throttle Groups.

The Diameter > Configuration > Egress Throttle Groups [Insert] page does not
appear if the maximum number of Egress Throttle Groups (128 per NE) already
exists in the system.

* Select an Egress Throttle Group in the list and click Edit.

On the Diameter > Configuration > Egress Throttle Groups [Edit] page, you can
edit the selected Egress Throttle Group.

If the selected Egress Throttle Group has been deleted by another user, then the
Diameter > Configuration > Egress Throttle Groups [Edit] page does not open.

® Select an Egress Throttle Group in the list and click Delete to delete the selected
Egress Throttle Group.

Diameter Egress Throttle Groups elements

Table 3-24 describes the fields on the Diameter > Configuration > Egress Throttle
Groups page.

Table 3-24 Egress Throttle Groups Elements
|

Field (* indicates
arequired field) Description Data Input Notes

* Egress Throttle A name that uniquely identifies the Egress ~ Format: text box;

Group Name Throttle Group. alphanumeric and
underscore; must contain
at least one alpha and
must not start with a digit.

Range: 1 - 32 characters
Default: NA
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Table 3-24 (Cont.) Egress Throttle Groups Elements
]

Field (*indicates

arequired field) Description Data Input Notes
Rate Limiting Available Rate Limiting configuration sets ~ Format: List
configuration set  for this ETG. Range: NA
Default: NA

Pending Available Pending Transaction Limiting Format: List
Transaction configuration sets for this ETG. Range: NA
Limiti

imiting Default: NA

Configuration Set

Egress Throttling ~ The control scope used to determine if the ~ Format: two options; one

Control Scope ETG's aggregated data or the ETL's must be checked.
aggregated data is used for routing Range: ETL or ETG
decisions.

Default: ETG checked

Note: The Egress Throttling Control
Scope can be set to ETL only when the ETG
has been added to an Egress Throttle List
through the NOAM GUIL. See Diameter

Egress Throttle List.
Peer Node Peers associated with this Egress Throttle Format: List
Group. Range: 0-128
Default: NA
Note: Click Add to add Peer Nodes.
Connection Connection associated with this Egress Format: List
Throttle Group. Range: 0 - 128
Default: NA

Note: Click Add to add Connections.

Adding Egress Throttle Groups

Use this task to create new Egress Throttle Groups.

Egress Throttle Groups fields are described in Diameter Egress Throttle Groups
elements.

1. Click Diameter > Configuration > Egress Throttle Groups.
2. Click Insert.

3. Enter a unique name for the Egress Throttle Group in the Egress Throttle Group
Name field.
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. Select a Rate Limiting configuration set.

. Select a Pending Transaction Limiting Configuration Set.

. Select a Egress Throttling Control Scope option.

. Select a Peer Node to associate with this ETG.
. Select a Connection to associate with this ETG.

. Click:

OK to save the changes and return to the Diameter > Configuration > Egress
Throttle Groups page.

Apply to save the changes and remain on this page.

Cancel to return to the Diameter > Configuration > Egress Throttle Groups
page without saving any changes.

The following conditions exist:

You can only insert Peer Nodes or Connections whose Dynamic attribute is
NO for inclusion in an Egress Throttle Group.

Peer Nodes or Connections created by the Dynamic Peer Discovery feature
cannot be included by any Egress Throttle Group instance.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

The maximum number of Egress Throttle Groups have already been created.

There is no Peer Node or Connection in the signaling network element
corresponding to the Egress Throttle Group to be added.

Any required fields are left empty.

An Egress Throttle Group is configured with the greater than the maximum
total number of Peers and Connections.

An Egress Throttle Group is configured with duplicate Peers or Connections.

An Egress Throttle Group is configured with a Peer already configured as a
member in any Egress Throttle Group. (Explicit association of Peer with
another Egress Throttle Group)

An Egress Throttle Group is configured with a Peer which is associated with a
Connection configured as a member in any Egress Throttle Group. (Implicit
association of Peer with another Egress Throttle Group)

An Egress Throttle Group is configured with a Connection already configured
as a member in any Egress Throttle Group. (Explicit association of Connection
with another Egress Throttle Group)

An Egress Throttle Group is configured with a Connection which is associated
with a Peer configured as a member in any Egress Throttle Group. (Implicit
association of Connection with another Egress Throttle Group)
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* An Egress Throttle Group is configured with a Connection and a Peer
associated with each other.

Editing Egress Throttle Groups

Use this task to edit Egress Throttle Groups.

When the Diameter > Configuration > Egress Throttle Groups [Edit] page opens, the
columns are initially populated with the current configuration of the selected Egress
Throttle Group.

The existing Egress Throttle Groups Name cannot be changed.

Changes can be made to an Egress Throttle Group configuration irrespective of the
Operational Status of the associated Peer Connections.

Use this GUI page to change configuration sets and set the Egress Throttling Control
Scope.

Egress Throttle Groups fields are described in Diameter Egress Throttle Groups
elements.

1. Click Diameter > Configuration > Egress Throttle Groups.
2. Select the Egress Throttle Groups to be edited and click Edit.
3. Update the relevant fields.

An entry in a list can be removed by selecting the entry in the list and clicking the X
to the right of the list.

4. Click:

* OK to save the changes and return to the Diameter > Configuration > Egress
Throttle Groups page.

* Apply to save the changes and remain on this page.

e Cancel to return to the Diameter > Configuration > Egress Throttle Groups
page without saving any changes.

The following conditions exist:

*  You can only edit Peer Nodes or Connections whose Dynamic attribute is NO
for inclusion in an Egress Throttle Group.

* Peer Nodes or Connections created by the Dynamic Peer Discovery feature
cannot be included by any Egress Throttle Group instance.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

® An attempt is made to remove the Rate Limiting Egress Throttling by
removing the check from the corresponding Egress Throttlings check box for
an Egress Throttle Group for which the Rate Limiting Admin State is set to
Enabled.

¢ An attempt is made to remove Pending Transaction Egress Throttling by
removing the check from the corresponding Egress Throttlings check box for
an Egress Throttle Group for which the Pending Transaction Limiting Admin
State is set to Enabled.
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Deleting Egress Throttle Groups

Use this task to delete Egress Throttle Groups.

An Egress Throttle Group cannot be deleted if either its corresponding Rate Limiting
Admin State or Pending Transaction Limiting Admin State is not in the Disabled
admin state. Before you perform this task, ensure that the Rate Limiting Admin State
or Pending Transaction Limiting Admin State for the Egress Throttle Group is in the
Disabled admin state.

1. Click Diameter > Configuration > Egress Throttle Groups.
2. Select the Egress Throttle Group to be deleted.
3. Click Delete.
A popup window appears to confirm the delete.
4. Click:
* OK to delete the Egress Throttle Group.

e Cancel to cancel the delete function and return to the Diameter >
Configuration > Egress Throttle Groups page.

If OK is clicked and the following condition exists, then an error message appears:

¢ The Egress Throttle Group Rate Limiting Admin State for the Egress Throttle
Group to be deleted is not in the Disabled admin state.

e The Egress Throttle Group Pending Transaction Limiting Admin State for the
Egress Throttle Group to be deleted is not in the Disabled admin state.

¢  The Egress Throttle Group is configured in an Egress Throttle List. The Egress
Throttle Group must be removed from the Egress Throttle List in the NOAM
GUI before it can be deleted.

Diameter Reroute On Answer

Using Reroute On Answer, you can configure rerouting scenarios based on the
Application ID and Result-Code AVP values in Answer messages. If these values
match the configured order pair of Application ID and Result-Code AVP value, the
message is rerouted to another available Peer Node from the Route Group selected
during the routing process.

You can perform these tasks on an Active System OAM (SOAM).

If there are no additional available Peer Nodes in the selected Route Group, or the
maximum number of transmits has been met, then reroute is not attempted and the
Answer is sent back to the originator.

On the Diameter > Configuration > Reroute on Answer page, you can perform the
following actions:

¢  Filter the list to display only the desired entries.
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¢ Sort the list by column in ascending or descending order by clicking the column
heading. The default order is by Answer Result Code-AVP Value in ascending
ASCII order.

e (lick Insert.

On the Diameter > Configuration > Reroute on Answer [Insert] page, you can
add a new entry.

The Diameter > Configuration > Reroute on Answer [Insert] does not open if the
maximum number of Reroute on Answer entries (1000) already exists in the
system.

* Select a Reroute on Answer entry and click Delete to delete the selected entry.

Diameter Reroute On Answer configuration elements

Table 3-25 describes the fields on the Reroute On Answer View and Insert pages. Data
Input Notes apply only to the Insert page; the View page is read-only.

Table 3-25 Reroute On Answer Configuration Elements

Field (* indicates

required field) Description Data Input Notes
* Answer Result- Value in the result-code AVP of the Answer Format: numeric
Code AVP Value message. Range: 0 - 4294967295
Application ID Application ID in the Answer message that Format: options, text
identifies a Diameter Application. It is box, and list
commonly used for screening and routing Range:
messages between Diameter nodes. e first option: ALL
The Internet Assigned Numbers Authority *  second option:
lists standard and vendor-specific list with
Application IDs on their iana.org website. On available
the website: Application IDs

*  Select Protocol Assignments Default: ALL

e Scroll to locate the Authentication,
Authorization, and Accounting (AAA)
Parameters heading

*  Select Application IDs under the
heading

Adding a Reroute On Answer entry

Use this task to create a new Reroute On Answer entry.

The fields are described in Diameter Reroute On Answer configuration elements.
1. Click Diameter > Configuration > Reroute On Answer.
2. Click Insert.

3. Enter the desired Result-Code AVP in the Answer Result-Code AVP Value field.

4. Perform one of the following actions for Application ID:
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e Select ALL to apply the Reroute On Answer entry to all Application IDs.

®  Select the second option and select the appropriate Application ID from the
list.

Click:

¢ OK to save the changes and return to the Diameter > Configuration > Reroute
on Answer page.

e Apply to save the changes and remain on this page.

* Cancel to return to the Diameter > Configuration > Reroute on Answer page
without saving any changes.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

e A field is empty; a value was not entered
* A value is not valid

¢ The Answer Result-Code AVP Value and Application ID combination is not
unique; it already exists in the system

* Adding the new Reroute on Answer entry would cause the maximum number
of Reroute on Answer entries (1000) to be exceeded

Deleting a Reroute On Answer

Use this task to delete a Reroute On Answer entry.

1.

2.

Click Diameter > Configuration > Reroute On Answer.

Select the Answer Result-Code AVP Value for the Reroute On Answer you want to
delete.

A popup window appears to confirm the delete.
Click Delete.

Click:

*  OK to delete the Reroute on Answer entry.

e Cancel to cancel the delete function and return to the Diameter >
Configuration > Reroute on Answer page.

If OK is clicked and the selected entry no longer exists (it was deleted by another
user), an error message displays and the Reroute on Answer page refreshes.

Diameter Application Route Tables

An Application Route Table contains one or more Application Routing Rules that can
be used for routing Request messages to diameter applications.

You can perform these tasks on an Active System OAM (SOAM).

Users can assign Application Route Table (ART) to Diameter messages based on
Application ID and (Extended) Command Codes by configuring Transaction
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Configuration Rule (TCR) with Application ID plus (E)CC as a key in Transaction
Configuration Sets.

On the Diameter > Configuration > Application Route Tables page, you can perform
the following actions:

e  Filter the list of Application Route Tables to display only the desired Application
Route Tables.

¢ Sort the list in ascending or descending order by clicking a column heading. The
default order is by Application Route Table Name in ascending ASCII order.

e (lick Insert.

On the Diameter > Configuration > Application Route Tables [Insert] page, you
can add a new Application Route Table.

The Diameter > Configuration > Application Route Tables [Insert] page does
not open if the maximum number of Application Route Tables (500) already exists
in the system.

® Select an Application Route Table in the list and click Delete. You can delete the
selected Application Route Table.

e Select an Application Route Table in the list and click View/Edit Rules.

On the Diameter > Configuration > Application Route Tables [View/Edit Rules]
page, you can edit the selected Application Route Table Rules.

If the selected Application Route Table has been deleted by another user, the
Diameter > Configuration > Application Route Tables [View/Edit Rules] page
does not open.

Diameter Application Route Tables elements

Table 3-26 describes the fields on the Application Route Tables View and Insert pages.
Data Input Notes apply only to the Insert page; the View page is read-only.

Table 3-26 Application Route Tables Elements

Field (* indicates

required field) Description Data Input Notes
* Application Route ~ Unique name of the Format: text box; alphanumeric and
Table Name Application Route Table. underscore (_); cannot start with a digit

and must contain at least one alpha

Range: 1 - 32 characters

Number of Rules The number of rules Format: numeric
associated with this Range: NA
Application Route Table.

Adding an Application Route Table

Use this task to create a new Application Route Table. The fields are described in
Diameter Application Route Tables elements.

1. Click Diameter > Configuration > Application Route Tables.
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2. Click Insert.

3. Enter a unique name for the Application Route Table in the Application Route
Table Name field.

4. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* Any required field is empty; no value was entered or selected
¢ The entry in any field in not valid (wrong data type or out of the valid range)

¢ The Application Route Table Name is not unique; it already exists in the
system

* Adding this Application Route Table would cause the maximum number of
Application Route Tables (500) allowed in the system to be exceeded

* Adding this Application Route Table would cause the maximum number of
Application Routing Rules (10000) allowed in the system to be exceeded

After an Application Route Table is added, Application Routing Rules can be
defined for it. See Application Routing Rules configuration.

Deleting an Application Route Table

Use this task to delete an Application Route Table.

Note: An Application Route Table cannot be deleted if any of the following
conditions are true:

¢ The Peer Route Table is referenced by any Peer Node

® The Peer Route Table is referenced by any Transaction Configuration Set
¢ The selected default Peer Route Table is the Default Peer Route Table

* The Peer Route Table is referenced by the DM-IWF Options configuration

e If OKis clicked and the selected Application Route Table is currently
referenced by any Transaction Configuration Set, the request is rejected
and an error message displays.

1. Click Diameter > Configuration > Application Route Tables.
2. Select the Application Route Table you want to delete.
3. Click Delete.
A popup window appears to confirm the delete.
4. Click OK or Cancel.

If OK is clicked and the selected Application Route Table no longer exists (it was
deleted by another user), then an error message appears.
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If OK is clicked and the selected Application Route Table is currently referenced
by the DM-IWF Options configuration, then the request is rejected and an error
message appears.

Application Routing Rules configuration

An Application Routing Rule defines message routing to a diameter application
based on message content matching the Application Routing Rule's conditions.

If the redirect ART instance is not configured, redirect processing skips ART
evaluation for the redirected request, and it goes directly to PRT evaluation. If the
redirect ART is configured, redirect processing searches for that ART and performs
ART evaluation of the redirect request.

There are six Application Routing Rule parameters:
¢ Destination-Realm

* Destination-Host

¢ Application-ID

¢ Command-Code

¢ Origin-Realm

®  Origin-Host

When a Diameter message matches the conditions of an Application Routing Rule
then message is routed to the diameter application specified in the rule.

Application Routing Rules are assigned a priority in relation to other Application
Routing Rules. A message is handled based on the highest priority routing rule that it
matches. The lower the number an Application Routing Rule is assigned the higher
priority it has. (1 is highest priority and 1000 is lowest priority.)

One or more diameter applications must be activated before Application Routing
Rules can be configured.

On the Viewing Rules for Application Route Table: {Application Route Table Name}
page, you can perform the following actions:

e Filter the list of Rule Names to display only the desired Rules.

¢ Sort the list entries in ascending or descending order by Rule Name, Priority, or
Application Name by clicking the column heading.

By default, the list is sorted by Priority in ascending ASCII order. The lowest
Priority value indicates the highest priority. For Rules with the same Priority, the
Rule Name is used for sorting.

e (Click Insert.

On the Inserting Rule for Application Route Table: {Application Route Table
Name} page, you can add a new Application Routing Rule and its values. See
Adding an Application Routing Rule. If the maximum number of Application
Routing Rules (10000) already exists in the system, then the Inserting Rule for
Application Route Table: {Application Route Table Name} page does not appear
and an error message displays.

e Select the Rule Name of an Application Routing Rule in the list and click Edit.
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On the Editing Rule for Application Route Table: {Application Route Table Name}
page, you can edit the selected Application Routing Rule. See Editing an
Application Routing Rule.

* Select the Rule Name of an Application Routing Rule in the list and click Delete
to remove the selected Application Routing Rule. See Deleting an Application

Routing Rule

Application Routing Rule configuration elements

Table 3-27 describes the fields on the Application Routing Rules View, Insert, and Edit
pages. Data input notes apply only to the Insert and Edit pages.

Table 3-27 Application Routing Rules Configuration Elements
________________________________________________________________________________|

Field (* indicates
required field)

Description

Data Input Notes

* Rule Name

* Priority

* Conditions

Name of the Application Routing
Rule. The Name must be unique.

Priority of the rule in relation to other
rules.

The lower the priority number, the
higher a priority an application
routing rule has. That is, the
application routing rule with a
priority set to 1 has first priority, the
application routing rule with a
priority set to 2 has second priority,
and so on.

Conditions associated with this rule.
Each condition has three parts:

e  Parameter

¢ Operator

e Value

Parameter:
¢  Destination-Realm

e  Destination-Host
e Application-ID

e Command-Code
*  Origin-Realm

¢ Origin-Host

Format: text box; case-sensitive;

alphanumeric and underscore (_);
cannot start with a digit and must
contain at least one alpha (A-Z, a-

z)
Range: 1 - 32 characters

Format: text box; numeric
Range: 1 - 1000

Format: Operator and value for
each parameter
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Table 3-27 (Cont.) Application Routing Rules Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

* Application
Name

Operator:

Sets the relationship between the
parameter and the value. For
example, if the operator is set to
equals then the diameter message

parameter must match the set value.

Value:

The value in the diameter message

that the application routing rule uses

to determine a match.

The value field is required when the
operator is equals, starts with, and
ends with.

The value field is disabled for the

operators present, absent, and always

true.

Application Name associated with
this rule.

Format: List

Range: See Application Routing
Rule operators for a description of
operators available for each
parameter.

Default: -Select-

Format: text box or list

e  Destination-Realm and
Origin-Realm

*  Destination-Host and Origin-
Host

e  Application-ID

e Command-Code

Note: AnECCisa
command code that also
takes into account the value
of a specific AVP for that
command code that gives the
true command type (for
example, CCR-I, CCR-U, and
SO on).

Range: One or more parameters
with operator and value for each
parameter

Default for Application-ID and
Command Code: -Select-

Format: List
Range: All activated applications
Default: -Select-
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Table 3-27 (Cont.) Application Routing Rules Configuration Elements

Field (* indicates
required field)

Description

Data Input Notes

Action

Answer Result-
Code Value

Vendor ID

Answer Error
Message

Target Route
Table

The action that happens if the
diameter message matches the
conditions set in the application
routing rule:

*  Route to Application routes the
message to the associated
application.

¢  Forward To Egress Routing
forwards the message to PRT.

*  Send Answer abandons message
routing and sends an answer
response containing the required
result-code value to associated
application.

e Abandon With No Answer
discards the message routing
and no answer is sent to the
associated peer.

e  Forward to Application Route
Table forwards the message to
the specified ART.

¢  Forward to Peer Route Table
forwards the message to the
specified PRT.

The value to be placed in the result-
code AVP of the answer message.

A diameter answer code is required if
the action is set to send answer.

The value to be placed in the vendor
ID AVP

String to be placed in the error-
message AVP of the answer message

The value selected in the action
element options Forward to
Application Route Table or Forward
to Peer Route Table. In the view only
screen, the route table links to the
Diameter > Configuration >
Application Route Tables (Filtered)
or Diameter > Configuration > Peer
Route Tables (Filtered).

Format: options

Range: Route to Application,
Forward to Egress Routing, Send
Answer, and Abandon With No
Answer, Forward to Application
Route Table, or Forward to Peer
Route Table

Default: Route to Application

Format: options
Range: 1000 - 5999

Default: none

Format: numeric
Range: 0 - 4294967295

Default: none

Format: text box

Range: 0 - 64

Default: null, no Error-Message
AVP in Answer message

View Only
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Table 3-27 (Cont.) Application Routing Rules Configuration Elements

Field (* indicates

required field) Description Data Input Notes
Gx-Prime If this rule matches a request, Policy =~ Checkbox
DRA treats the request's diameter
application as Gx-Prime.
* Application Application Route Table associated View Only
Route Table with this rule.

Application Routing Rule operators

Table 3-28 describes the Conditions operators available for each parameter in a
Application Routing Rule.

Table 3-28 Application Routing Rules Operators
|

Parameter Operator Meaning

Destination- Equals content must equal the value specified

Realm .
Not Equal content must not equal the value specified
Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Always True content is not evaluated and the parameter's

condition is always true
Destination- Equals content must equal the value specified
Host

Present and Not
Equal

Destination-Host must be present and value must

not equal the value specified

Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Present Destination-Host must be present
Absent Destination-Host must be absent
Always True content is not evaluated and the parameter's
condition is always true
Application-ID  Equals content must equal the value specified
Not Equal content must not equal the value specified
Always True content is not evaluated and the parameter's
condition is always true
Command- Equals content must equal the value specified
Code o
Not Equal content must not equal the value specified
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Table 3-28 (Cont.) Application Routing Rules Operators

Parameter Operator Meaning
Always True content is not evaluated and the parameter's
condition is always true
Origin-Realm  Equals content must equal the value specified
Not Equal content must not equal the value specified
Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Always True content is not evaluated and the parameter's
condition is always true
Origin-Host Equals content must equal the value specified
Not Equal content must not equal the value specified
Starts With content must start with the value specified
Ends With content must end with the value specified
Contains content must contain the value specified
Always True content is not evaluated and the parameter's

condition is always true

Adding an Application Routing Rule

Use this procedure to create a new Application Routing Rule in a selected Application
Route Table. The fields are described in Application Routing Rule configuration
elements.

1. Click Diameter > Configuration > Application Route Tables.
2. Select an Application Route Table Name in the list.

3. Click View/Edit Rules.

4. Click Insert.

If the maximum number of Application Routing Rules (10000) already exists in the
system, the Diameter > Configuration > Application Routing Rules [Insert] page
does not open.

5. Enter a unique name for the Rule in the Rule Name field.

6. Set a Priority for this Rule in relation to other Rules by entering a number between
1 and 1000 in the Priority field.

7. Set the Application Routing Rule Conditions:
a. Locate the Parameter you want to set.

b. Select the relevant operator from the Operator list.
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See Application Routing Rule operators for a description of operators available
for each Parameter.

c. Enter the appropriate value for the Parameter in the corresponding Value field.
The Value text box is disabled for some Operators that do not require a value.

d. Repeat this step for each Parameter. For any Parameter that does not need to be
evaluated, set the Operator to Always True.

8. From the list, select the Application Name associated with this Rule.

9. Click OK, Apply, or Cancel

Editing an Application Routing Rule

Use this task to edit an Application Routing Rule in a selected Application Route
Table.

Note: The Rule Name field cannot be edited.

1. Click Diameter > Configuration > Application Route Tables.
2. Select an Application Route Table Name in the list.

3. Click View/Edit Rules.

4. Select a Rule to edit.

5. Click Edit.

6. Update the relevant fields.

For more information about each field see Application Routing Rule configuration
elements and Application Routing Rule operators.

7. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

e The selected Application Routing Rule no longer exists; it has been deleted by
another user

* Any required field is empty (no entry was made)
e Any field is not valid or is out of range

® The Rule is similar to an already existing Rule (the same attributes except for
Rule Name and Priority)

Deleting an Application Routing Rule

Use this task to delete an Application Routing Rule from a selected Application Route
Table.

1. Click Diameter > Configuration > Application Route Tables.
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The Diameter > Configuration > Application Route Tables page appears with a
list of configured Application Route Tables.

2. Select an Application Route Table Name in the list.
3. Click View/Edit Rules.

The Viewing Rules for Application Route Table: {Application Route Table Name}
page appears with a list of the Rules currently configured in the selected
Application Route Table.

4. Select the Application Routing Rule you want to delete, then click Delete.
A popup window appears.

5. Perform one of the following actions:
* C(lick OK to delete the Application Routing Rule.

¢ Click Cancel to cancel the delete function and return to the Viewing Rules for
Application Route Table: {Application Route Table Name} page.

If OK is clicked and the selected Application Routing Rule no longer exists (it was
deleted by another user), an error message displays and the Application Routing
Rules view refreshes.

Diameter Routing Option Sets

A Routing Option Set is a collection of Routing Options that are used when a Request
message is received. This functionality controls the number of times an application
forwards the request message and the processing error delivery situations.

You can perform these tasks on an Active System OAM (SOAM).

A Routing Option Set can be associated with the Peer Node that the Request is
received from, or with the Diameter Application ID contained in the Request message
header. If Routing Option Sets are associated with both the Peer Node and the
Application ID, the one associated with the Peer Node takes precedence. If neither the
Peer Node nor the Application ID have an associated Routing Option Set, then the
Default Routing Option Set is used.

Users can assign Routing Option Set (ROS) to Diameter messages based on
Application ID and (Extended) Command Codes by configuring Transaction
Configuration Rule (TCR) with Application ID plus (E)CC as a key in Transaction
Configuration Sets.

Select the Routing Option Set as per the precedence selection criterion as described in
here, highest to lowest priority.

¢ If Transaction Configuration Set is selected on ingress Peer Node from which the
Diameter Request was received, use Transaction Configuration Set and apply
longest/strongest match search criteria for Diameter Request message parameters
comparison and if a match is found, apply ROS assigned to the Transaction
Configuration Rule defined under this Transaction Configuration Set, if it exists.

e The ROS assigned to the ingress Peer Node from which the Request message was
received, if it exists.

e Search Default TCS and apply longest/strongest match. Use ROS associated with
best match, if any is found.
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e Default ROS.

On the Diameter > Configuration > Route Option Sets page, you can perform the

following actions:

e Filter the list of Routing Option Sets to display only the desired Routing Option

Sets.

¢ Sort the list by a column in ascending or descending order by clicking the column
heading. The default order is by Routing Option Set Name in ascending ASCII

order.

e (lick Insert.

On the Diameter > Configuration > Route Option Sets [Insert] page, you can

add a new Routing Option Set.

The Diameter > Configuration > Route Option Sets [Insert] page does not open
if the maximum number of Routing Option Sets (50) already exists in the system

e Select a Routing Option Set in the list and click Edit.

On the Diameter > Configuration > Route Option Sets [Edit] page, you can edit

the selected Routing Option Set.

If the selected Routing Option Set has been deleted by another user, the
Diameter > Configuration > Route Option Sets [Edit] page does not open.

*  Select a Routing Options Set in the list and click Delete. You can delete the
selected Routing Option Set. The Default Routing Option Set cannot be deleted.

Diameter Routing Option Sets elements

Table 3-29 describes the fields on the Routing Option Sets View, Edit, and Insert pages.
Data input notes apply only to the Insert and Edit pages; the View page is read-only.

Table 3-29 Routing Option Sets Elements

Field (* indicates

required field) Description

Data Input Notes

* Routing Options Set
Name

Unique name of the Routing Option Set.

* Maximum Per
Message Forwarding
Allowed

Maximum number of times an application is
allowed to forward a request message.

If the maximum per message forwarding
allowed value is set to 1, the transaction
lifetime field is disabled.

If the maximum per message forwarding
allowed value is greater than 1, the
transaction lifetime field is enabled.

Case-sensitive string:
alphanumeric and
underscore (_); must
contain at least one
alpha and cannot
begin with a digit.
Range: 1 - 32
characters

Format: numeric
Range:1-5
Default: 1
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Transaction Lifetime

Pending Answer
Timer

* Resource Exhausted
Action

Resource Exhausted
Result-Code

Resource Exhausted
Answer Error-
Message

The total time diameter allows to forward a
request, including initial and all subsequent
routing attempts.

This must be greater or equal to pending
answer timer.

If the pending answer timer value is not
selected, the egress peer node's associated
pending answer timer, if it is defined, is used
when processing transactions.

A pending answer timer cannot be assigned
to the default routing option set.

Action taken when a request cannot be
processed due to an internal resource being
exhausted.

If set to abandon with no answer the,
resource exhausted answer result code,
resource exhausted error message, and
resource exhausted vendor ID fields are
disabled.

If set to send answer the, resource exhausted
answer result code, resource exhausted error
message, and resource exhausted vendor ID
fields are enabled.

Value to be placed in the result code AVP of
the answer message.

Answer result code value is required if action
is send answer.

If the resource exhausted action is set to
abandon with no answer, the resource
exhausted result code field is disabled.

String to be placed in the error message AVP
of the answer message for resource
exhaustion.

If the resource exhausted action is set to
abandon with no answer, the resource
exhausted error message is disabled.

Format: numeric
Range: 100 - 540000
Default: 1000

Format: List
Range: Default,
configured Pending

Answer Timers

Default: Not Selected.

Format: List

Range: Abandon
with no Answer;
Send Answer

Default: Abandon
with no Answer

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default:
3004_TOO_BUSY

Format: text box
Range: 0 - 64
characters

Default: Null string,
no Error-Message
AVP in Answer
message
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Resource Exhausted
Vendor-ID

* No Peer Response
Action

No Peer Response
Result-Code

Vendor ID value returned in an answer
message when a message is not successfully
routed due to resource exhausted vendor ID.

If vendor ID is set to zero, then a result code
AVP is sent. If vendor ID is greater than zero,
then the grouped experimental result AVP is
sent containing a vendor ID AVP (set to this
value) and experimental result code set to the
resource exhausted result code.

If the resource exhausted action is set to
abandon with no answer, the resource
exhausted vendor ID field is disabled.

Action taken when the routing of a request is
abandoned due to an answer timeout or
transaction lifetime timeout.

If the no peer response action is set to
abandon with no answer, the no peer
response answer result code, the no peer
response error message, and the no peer
response vendor ID fields are disabled.

If the no peer response action is set to send
answetr, the no peer response answer result
code, the no peer response error message,
and the no peer response vendor ID fields are
enabled.

Value to be placed in the result code AVP of
the answer message.

Answer result code value is required if action
is send answer.

If the no peer response action is set to
abandon with no answer, the no peer
response answer result code field is disabled.

Format: numeric
Range: 1 - 4294967295

Default: none

Format: List

Range: Abandon
with no Answer;
Send Answer

Default: Send
Answer

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default: 3002
_UNABLE_TO_DELI
VER
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

No Peer Response
Error-Message

No Peer Response
Vendor-ID

* Connection Failure
Action

Connection Failure
Result-Code

String to be placed in the error message AVP
of the answer message for no peer response.

If the no peer response action is set to
abandon with no answer, the no peer
response answer error message field is
disabled.

Vendor ID value returned in an answer
message when a message is not successfully
routed due to no peer response. When
specified, the answer generated is an
experimental result code grouped AVP with
the specified vendor ID value placed in the
vendor ID AVP.

If the no peer response action is set to
abandon with no answer, the no peer
response answer vendor ID field is disabled.

Action taken when the routing of a request is
abandoned when the last egress connection
selection fails.

If the connection failure action is set to
abandon with no answer, the connection
failure answer result code, the connection
failure answer error message, and the
connection failure vendor ID fields are
disabled.

If the connection failure action is set to send
answer, the connection failure answer result
code, the connection failure answer error
message, and the connection failure vendor
ID fields are enabled.

Value to be placed in the result code AVP of
the answer message.

Answer result code value is required if action
is send answer.

If the connection failure action is set to
abandon with no answer, the connection
failure answer result code field is disabled.

Format: text box
Range: 0 - 64
characters

Default: Null string,
no Error-Message
AVP in Answer
message

Format: numeric
Range: 1 - 4294967295

Default: none

Format: List

Range: Abandon
with no Answer;
Send Answer

Default: Send
Answer

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default: 3002

UNABLE_TO_DELIV
ER
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Connection Failure
Answer Error-
Message

Connection Failure
Vendor-ID

* Connection
Congestion Action

String to be placed in the error message AVP
of the answer message for connection failure.

If the connection failure action is set to
abandon with no answer, the connection

failure answer error message field is disabled.

Vendor ID value returned in an answer
message when a message is not successfully
routed due to connection failure. When
specified, the answer generated is an
experimental result code grouped AVP with
the specified vendor ID value placed in the
vendor ID AVP.

If the connection failure action is set to
abandon with no answer, the connection
failure vendor ID field is disabled.

Action taken when the routing of a request is
abandoned because the last connection
evaluated is congested.

If the connection congestion action is set to
abandon with no answer, the connection
congestion result code, the connection
congestion answer error message, and the
connection congestion vendor ID fields are
disabled.

If the connection congestion action is set to
send answer, the connection congestion
answer result code Value, the connection
congestion answer error message, and the
connection congestion vendor Id fields are
enabled.

Format: text box
Range: 0 - 64
characters

Default: Null string,
no Error-Message
AVP in Answer
message

Format: numeric
Range: 1 - 4294967295

Default: none

Format: List

Range: Abandon
with no Answer;
Send Answer
Default: Send
Answer
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Connection
Congestion Result-
Code

Connection
Congestion Answer
Error-Message

Connection
Congestion Vendor-
ID

Value to be placed in the result code AVP of
the answer message when a message is not
successfully routed due to connection
congestion.

Answer result code value is required if action
is send answer.

If the connection congestion action is set to
abandon with no answer, the connection
congestion result code field is disabled.

String to be placed in the error message AVP
of the answer message for connection
congestion.

If the connection congestion action is set to
abandon with no answer, the connection
congestion answer error message field is
disabled.

Vendor ID value returned in an answer
message when a message is not successfully
routed due to connection congestion. When
specified, the answer generated is an
experimental result code grouped AVP with
the specified vendor ID value placed in the
vendor ID AVP.

If the connection congestion action is set to
abandon with no answer, the connection
congestion vendor ID field is disabled.

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default: 3002

UNABLE_TO_DELIV

ER

Format: text box
Range: 0 - 64
characters

Default: Null string,
no Error-Message
AVP in Answer
message

Format: numeric
Range: 1 - 4294967295

Default: none
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Table 3-29 (Cont.) Routing Option Sets Elements

Field (* indicates
required field)

Description

Data Input Notes

* Destination-Realm
Not Served Action

Destination-Realm
Not Served Result-
Code

Destination-Realm
Not Served Error-
Message

Action taken when routing of a request is
abandoned due to destination realm implicit
routing failure to find a (Realm/Application-
ID) match in the realm route table for routing
the transaction.

If the destination realm not served action is
set to abandon with no answer, the
destination realm not served result code,
destination realm not served error message,
and destination realm not served vendor ID
fields are disabled.

If the destination realm not served action is
set to send answer, the destination realm not
served result code, destination realm not
served error message, and destination realm
not served vendor ID fields are enabled.

Value to be placed in the result code AVP of
the answer message.

Answer result code value is required if action
is send answer.

If the destination realm not served action is
set to abandon with no answer, the
destination realm not served result code field
is disabled.

String to be placed in the error message AVP
of the answer message for destination realm
not served.

If the destination realm not served action is
set to abandon with no answer, destination
realm not served error message field is
disabled.

Format: List

Range: Send Answer,
Abandon with no
Answer

Default: Send
Answer

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default: 3003
REALM_NOT_SERV
ED

Format: numeric

Range: 0 - 64
characters

Default: none
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Destination-Realm
Not Served Vendor-
1D

* Peer Node
Reported Congestion
Action

Peer Node Reported
Congestion Result-
Code

Vendor ID value returned in an answer
message when a message is not successfully
routed due to destination realm not served.
When specified, answer generated is
experimental result code grouped AVP with
vendor ID value specified placed in vendor
ID AVP.

If the destination realm not served action is
set to abandon with no answer, destination
realm not served vendor ID field is disabled.

Action taken when routing of a request is
abandoned and the route evaluated is
congested.

If the peer node reported congestion action is
set to abandon with no answer, the peer node
reported congestion result code, the peer
node reported congestion error message, and
the peer node reported congestion vendor ID
fields are disabled.

If the peer node reported congestion action is
set to send answer, the peer node reported
congestion result code Value, the peer node
reported congestion error message, and the
peer node reported congestion vendor ID
fields are enabled.

Value to be placed in the result code AVP of
the answer message.

Answer result code value is required if action
is send answer.

If the peer node reported congestion action is
set to abandon with no answer, the peer node
reported congestion result code field is
disabled.

Format: numeric
Range: 1 - 4294967295

Default: none

Format: List

Range: Send Answer,
Abandon with No
Answer

Default: Send
Answer

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default: 3002
UNABLE_TO_DELIV
ER
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Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Peer Node Reported
Congestion Answer
Error-Message

Peer Node Reported
Congestion Vendor-
ID

* Nested ART/PRT
Error Action

String to be placed in the error message AVP
of the answer message for peer node reported
congestion.

If the peer node reported congestion action is
set to abandon with no answer, the peer node
reported congestion error message field is
disabled.

Vendor ID value returned in an answer
message when a message is not successfully
routed due to peer node reported congestion.
When specified, answer generated is
experimental result code grouped AVP with
vendor ID value specified placed in vendor
ID AVP.

If the peer node reported congestion action is
set to abandon with no answer, the peer node
reported congestion vendor ID field is
disabled.

Action taken when routing of a request is
abandoned due to a Nested Application
Route Table/Peer Route Table (ART /PRT)
search results in a loop or maximum search
depth exceeded.

If the nested ART/PRT error action is set to
abandon with no answer the, nested

ART /PRT error result code, nested ART/PRT
error message, and nested ART/PRT error
vendor ID fields are disabled.

If the nested ART/PRT error action is set to
send answer, the nested ART/PRT error
result code Value, the nested ART/PRT error
message, and the nested ART/PRT error
vendor ID fields are enabled.

Format: numeric
Range: 1 - 64
characters

Default: null string,
no Error-Message
AVP in Answer
message

Format: numeric
Range: 1 - 4294967295

Default: none

Format: List

Range: Send Answer,
Abandon with No
Answer

Default: Send
Answer

3-180 User Data Repository Diameter User's Guide



Diameter Routing Option Sets

Table 3-29 (Cont.) Routing Option Sets Elements
|

Field (* indicates
required field)

Description

Data Input Notes

Nested ART/PRT
Error Result Code

Nested ART/PRT

Error Message

Nested ART/PRT
Error Vendor ID

Value placed in the result code AVP of the
answer message.

Answer result code value is required if action
is send answer.

If the nested ART/PRT error action is set to
abandon with no answer the, nested
ART /PRT error result code field is disabled.

String to be placed in the error message AVP
of the answer message for Nested
Application route Table/Peer route Table
(ART/PRT) Error.

If the nested ART/PRT error action is set to
abandon with no answer the, nested
ART/PRT error message field is disabled.

Vendor ID value returned in an answer
message when a message is not successfully
routed due to nested ART/PRT error. When
specified, answer generated is experimental
result code grouped AVP with vendor ID
value specified placed in vendor ID AVP

If the nested ART/PRT error action is set to
abandon with no answer the, nested
ART/PRT error vendor ID field is disabled.

Format: options

e Listofall
standard set of
Diameter Result
Codes

e textbox;
numeric 4 digit
value
Range: 1000 -
5999

Default: 3002
UNABLE_TO_DELIV
ER

Format: numeric
Range: 1 - 64
characters

Default: null string,
no Error-Message
AVP in Answer
message

Format: numeric
Range: 1 - 4294967295

Default: none

Adding a Routing Option Set

Use this task to create a new Routing Option Set. The fields are described in Diameter
Routing Option Sets elements.

1. Click Diameter > Configuration > Routing Option Sets.

2. Click Insert.

3. Enter a unique name for the Routing Option Set in the Routing Option Set Name

field.

4. Enter or select the values for the Routing Option Set elements.

Required elements are marked with a red asterisk (*).

5. Click OK, Apply, or Cancel.
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Editing a Routing Option Set

Use this task to make changes to existing Routing Option Sets.

The Routing Option Set Name cannot be changed.

1.

2.

5.

Click Diameter > Configuration > Routing Option Sets.
Select the Routing Option Set you want to edit.
Click Edit.

The page is initially populated with the current configured values for the selected
Routing Option Set.

Update the relevant fields.
The fields are described in Diameter Routing Option Sets elements.

Click OK, Apply, or Cancel.

Deleting a Routing Option Set

Use this task to delete a Routing Option Set.

Note: A Routing Option Set cannot be deleted if any of the following
conditions are true:

¢ The Routing Option Set is referenced by any Peer Node

*  The Routing Option Set is referenced by any Transaction Configuration
Set

¢ The Routing Option Set is the Default Routing Option Set

Click Diameter > Configuration > Routing Option Sets.
Select the Routing Option Set you want to delete.

Click Delete.

A popup window appears to confirm the delete.

Click OK or Cancel.

Diameter Pending Answer Timers

A Pending Answer Timer sets the amount of time Diameter waits for an Answer after
sending a Request to a Peer Node.

You can perform these tasks on an Active System OAM (SOAM).

In many cases, the Pending Answer Timer used by diameter is based on Diameter
client response time requirements. Different Diameter clients for a single Application-
ID and (Extended) Command Code can have differing response time requirements.
The diameter Pending Answer Timer can be controlled based on Ingress Peer Node.
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Users can assign a Pending Answer Timer (PAT) to Diameter messages based on
Application ID and (Extended) Command Codes by configuring Transaction
Configuration Rule (TCR) with Application ID plus (E)CC as a key in Transaction
Configuration Sets.

A Pending Answer Timer can be associated with:
® The Peer Node from which the request was received through Routing Option Set.
® The Peer Node that the Request is sent to

® The Transaction Configuration Set

Select the Pending Answer Timer using the following precedence selection criterion,
highest to lowest priority:

¢ If Transaction Configuration Set is selected on ingress Peer Node from which the
Diameter Request was received, use Transaction Configuration Set and apply
longest/strongest match search criteria for Diameter Request message parameters
comparison and if a match is found, apply PAT assigned to Transaction
Configuration Rule defined under this Transaction Configuration Set, if it exists.

¢ The Pending Answer Timer assigned to the Routing Option Set for the Ingress
Peer, if it exists.

¢ The Pending Answer Timer assigned to the egress Peer Node to which the
Request message is forwarded, if it exists.

e Search Default TCS and apply longest/strongest match. Use PAT associated with
best match, if any is found.

¢ Default Pending Answer Timer.

The Diameter Routing Option Set provides an optional Pending Answer Timer
element. If a configured Pending Answer Timer is specified in a Routing Option Set:

* Routing Option Set Maximum per Message Forwarding Allowed must be > 1.

¢ Routing Option Set Transaction Lifetime must be greater than or equal to the
value of the Pending Answer Timer specified for the Routing Option Set.

The Routing Option Set Transaction Lifetime value controls the total time Diameter
attempts to process a transaction, including re-routing attempts. Although the Routing
Option Set can be associated with an Ingress Peer Node, Diameter evaluates the
Routing Option Set Transaction Lifetime for expiration only at re-routing attempts,
which means:

* Routing Option Set Maximum per Message Forwarding Allowed must be > 1

¢ Routing Option Set Transaction Lifetime must be greater than or equal to the
value of the Pending Answer Timer specified for the Routing Option Set

The Routing Option Set Transaction Lifetime value controls the total time Diameter
attempts to process a transaction, including re-routing attempts. Although the Routing
Option Set can be associated with an Ingress Peer Node, Diameter evaluates the
Routing Option Set Transaction Lifetime for expiration only at re-routing attempts,
which means:
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* Transaction Lifetime is not applicable or configurable if the Routing Option Set

has re-routing disabled (Maximum per Message Forwarding Allowed value is set
to1)

* Transaction Lifetime may be extended by as much as 1 Pending Answer Timer
interval in some cases.

A Routing Option Set referenced by a Transaction Configuration Set Rule in
Transaction Configuration Set cannot have a Pending Answer Timer configured,
because each Transaction Configuration Rule always has an associated Pending
Answer Timer.

Diameter selection of the Pending Answer Timer and Transaction Lifetime values to
use when routing Requests upstream operates as indicated in Table 3-30.
Table 3-30 Diameter Pending Answer Timer and Transaction Lifetime Selection

Transaction
Configuration

Set entry Default
exists for Transaction
Appl-ID and Configuratio
(Extended) n Set entry
Command exists for
Code in Egress Appl-ID and
Request being Pending Pending (Extended)
processed Answer Timer Answer Command
and is specified in Timer Code in
associated Ingress Peer specified in Request
with Ingress Node Routing  Egress Peer being Resultant Pending
Peer Node Option Set? Node? processed? Answer Timer value used
Yes Yes Yes Yes Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.
Yes No Yes No Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.
Yes Yes No No Pending Answer Timer

from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.
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Table 3-30 (Cont.) Diameter Pending Answer Timer and Transaction Lifetime

Selection

Transaction
Configuration
Set entry
exists for
Appl-ID and
(Extended)
Command
Code in
Request being
processed
and is
associated
with Ingress
Peer Node

Pending
Answer Timer
specified in
Ingress Peer
Node Routing
Option Set?

Egress
Pending
Answer

Timer

specified in
Egress Peer

Node?

Default
Transaction
Configuratio

n Set entry
exists for
Appl-ID and
(Extended)
Command
Code in
Request
being
processed?

Resultant Pending
Answer Timer value used

Yes Yes

Yes Yes

Yes No

Yes No

Yes No

No Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.

Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.

Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.

Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.

Pending Answer Timer
from Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria.

Pending Answer Timer in
Ingress Peer Node
Routing Option Set.
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Table 3-30 (Cont.) Diameter Pending Answer Timer and Transaction Lifetime

Selection

Transaction
Configuration

Set entry Default
exists for Transaction
Appl-ID and Configuratio
(Extended) n Set entry
Command exists for
Code in Egress Appl-ID and
Request being Pending Pending (Extended)
processed Answer Timer Answer Command
and is specified in Timer Code in
associated Ingress Peer specified in Request
with Ingress ~ Node Routing  Egress Peer being Resultant Pending
Peer Node Option Set? Node? processed? Answer Timer value used
No Yes No Yes Pending Answer Timer in
Ingress Peer Node
Routing Option Set.
No Yes No No Pending Answer Timer in
Ingress Peer Node
Routing Option Set.
No Yes Yes Yes Pending Answer Timer in
Ingress Peer Node
Routing Option Set.
No No Yes Yes Egress Pending Answer
Timer in Egress Peer
Node.
No No Yes No Egress Pending Answer
Timer in Egress Peer
Node.
No No No Yes Pending Answer Timer
from Default Transaction
Configuration Set for
Request's Appl-ID and
(E)CC after applying
longest/strongest search
criteria if match occur
otherwise System Default
Pending Answer Timer.
No No No No System Default Pending

Answer Timer.

The Diameter > Configuration > Pending Answer Timers

On the Diameter > Configuration > Pending Answer Timers page, you can perform

the following actions:

¢ Filter the list of Pending Answer Timers to display only the desired Pending

Answer Timers.

e Sort the list by a column in ascending or descending order by clicking the column
heading. The default order is by Pending Answer Timer Name in ascending

ASCII order.
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Click Insert.

On the Diameter > Configuration > Pending Answer Timers [Insert] page, you
can add a new Pending Answer Timer.

The Diameter > Configuration > Pending Answer Timers [Insert] page does not
open if the maximum number of Pending Answer Timers (16) already exists in the
system.

Select a Pending Answer Timer in the list and click Edit.

On the Diameter > Configuration > Pending Answer Timers [Edit] page, you can
edit the selected Pending Answer Timer.

If the selected Pending Answer Timer has been deleted by another user, the
Diameter > Configuration > Pending Answer Timers [Edit] page does not open.

Select a Pending Answer Timer in the list and click Delete. You can delete the
selected Pending Answer Timer. You cannot delete the Default Pending Answer
Timer.

Diameter Pending Answer Timers elements

Table 3-31 describes the fields on the Pending Answer Timers View, Insert, and Edit
pages. Data Input Notes apply only to the Insert and Edit pages; the View page is
read-only.

Table 3-31 Pending Answer Timers Elements
|

Field (* indicates

required field) Description Data Input Notes
* Pending Answer Unique name of the Format: case-sensitive; alphanumeric
Timer Name Pending Answer Timer. and underscore

Range: 1 - 32 characters; cannot start
with a digit and must contain at least

one alpha
* Pending Answer The amount of time Format: numeric
Timer Value diameter waits for an Range: 100 - 180000 ms

Answer from a up§tream Default: 1000 ms
peer after forwarding a

request.

Adding a Pending Answer Timer

Use this task to create a new Pending Answer Timer. The fields are described in
Diameter Pending Answer Timers elements.

1.

2.

Click Diameter > Configuration > Pending Answer Timers.
Click Insert.

Enter a unique name for the Pending Answer Timer in the Pending Answer Timer
Name field.

Set the Pending Answer Timer Value.
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5. Click OK, Apply, or Cancel.

Editing a Pending Answer Timer
Use this task to make changes to existing Pending Answer Timers.
The Pending Answer Timer Name cannot be changed.
1. Click Diameter > Configuration > Pending Answer Timers.
2. Select the Pending Answer Timer you want to edit.
3. Click Edit.

The page is initially populated with the current configured values for the selected
Pending Answer Timer.

4. Update the relevant fields.

For more information about each field see Diameter Pending Answer Timers
elements.

5. Click OK, Apply, or Cancel.

Deleting a Pending Answer Timer

Use this task to delete a Pending Answer Timer.

Note: A Pending Answer Timer cannot be deleted if it is referenced by either
a Peer Node or a Routing Option Set is referenced by Protected Networks. It
also cannot be deleted if it is associated with any Routing Option Set.

1. Click Diameter > Configuration > Pending Answer Timers.
2. Select the Pending Answer Timer you want to delete.
3. Click Delete.

A popup window appears to confirm the delete.

4. Click OK or Cancel.

Diameter Traffic Throttle Points

A Traffic Throttle Point (TTP) is the logical entity that contains the information that is
required to perform (Peer Node, Application ID) ETR throttling. It contains user-
defined configuration attributes and dynamic throttling information received from
upstream Peer Nodes via DOIC.

The RT-DB TTP table contains:

e User-defined TTP attributes

¢ DOIC throttling information received by way of DOIC AVPs
e Target ETR

e Diverted OTR
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When the routing application selects a Peer Node or Connection from a Route Group
(or selects a Peer Node for implicit Routing), it checks if a TTP exists for the selected
Peer Node/Connection and Application ID in the Request message. If an active TTP
exists, ETR throttling can be applied.

When routing a Request message, which has an associated Active TTP with DOIC
enabled, upstream Peer Nodes are notified that the node supports DOIC and provides
a list of DOIC Abatement Algorithms. When an OC-Supported-Features AVP is sent in
a Request message, it saves the TTP which triggered sending the DCA in the PTR.
When an Answer response is received from a Peer Node and a non-NULL TTP is
saved in the PTR, the application checks for DOIC AVPs that might contain a new
overload report (OLR) or contain changes to an existing overload report being
processed. Otherwise, the application does not check for DOIC AVPs in Answer
responses. Any valid requests from the upstream Peer Node to reduce traffic are
stored in the TTP and immediately applied.

A TTP is required to manage the DSR Diameter Overload Indication Conveyance
(DOIC) relationship between the routing application and the reacting nodes. TTPs:

¢ Control HostID/AppID pair scope
* Manage configuration parameters
e  Track rate information

®  Track their administrative, operational and a throttling status

Information collected at the TTP level for DOIC throttling can be used to improve
routing decisions.

You can perform these tasks on an Active System OAM (SOAM).

You can perform the following actions for Traffic Throttle Points:

e  Filter the list of Traffic Throttle Points to display only the desired Traffic Throttle
Points.

¢ Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Traffic Throttle Points Name in
ascending ASCII order.

e (lick Insert.

On the Traffic Throttle Points [Insert] page, you can add a new Traffic Throttle
Point. See Adding Traffic Throttle Points.

If the maximum number of Traffic Throttle Points already exists in the system, an
error message displays.

®  Select a Traffic Throttle Point Name in the list. Click Edit to display the Traffic
Throttle Points [Edit] page and edit the selected Traffic Throttle Point.

See Editing Traffic Throttle Points.
If no Name is selected, Edit is disabled.

e Select a Traffic Throttle Point Name in the list and click Delete to remove the
selected Traffic Throttle Point.

See Deleting Traffic Throttle Points.
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Diameter Traffic Throttle Point elements

Table 3-32 describes the fields on the Traffic Throttle Points View, Insert, and Edit
pages. Data Input Notes apply only to the Insert and Edit pages; the View page is

read-only.

Table 3-32 Traffic Throttle Point Elements

Field (*indicates a
required field)

Description

Data Input Notes

* Name

* Peer Node

* Application ID

TTP Configuration
Set

* Max Loss Percent
Threshold

Alternate Implicit
Route

The name of the Traffic Throttle
Point.

The Egress Peer associated with this
Diameter Application ID and Traffic
Throttle Point.

The Diameter Application ID
associated with this Traffic Throttle
Point.

The Traffic Throttle Point
Configuration Set that is associated
with this Traffic Throttle Point.

The rate loss threshold where if the
current percent loss is greater than or
equal to this value, requests should
not route to this Traffic Throttle Point
and should be diverted or discarded
instead.

Optional Route List to use for
routing messages to this Peer when
implicit routing is invoked and the
primary route to the Peer is
unavailable.

Format: case-sensitive;
alphanumeric and underscore
Range: 1 - 32 characters;
cannot start with a digit and
must contain at least one
alpha

Default: NA

Format: List

Range: 1 - 32 characters;
cannot start with a digit and
must contain at least one

alpha
Default: NA

Format: List

Range: 1 - 32 characters;
cannot start with a digit and
must contain at least one
alpha

Default: NA

Format: List

Range: 1 - 32 characters;
cannot start with a digit and
must contain at least one
alpha

Default: NA

Format: text box
Range: 1-100
Default: 100%

Format: List
Range: 1-100
Default: 100%
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Table 3-32 (Cont.) Traffic Throttle Point Elements
|

Field (*indicates a

required field) Description Data Input Notes
* Max ETR The maximum allowed Egress Format: text box
Transaction Rate for this TTP. Range: 100 - 250000

Default: 6000

Adding Traffic Throttle Points

Use this task to create a new Traffic Throttle Point.

The fields are described in Diameter Traffic Throttle Point elements.

1. Click Diameter > Configuration > Traffic Throttle Points.

2. Click Insert.

3. Enter a unique name for the Traffic Throttle Point in the Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.

Editing Traffic Throttle Points

Use this task to edit an existing Traffic Throttle Point.

When the Traffic Throttle Pointts page opens, the fields are populated with the
currently configured values.

The Traffic Throttle Point Name cannot be edited.

The fields are described in Diameter Traffic Throttle Point elements.
1. Click Diameter > Configuration > Traffic Throttle Points.

2. Select the Traffic Throttle Point you want to edit.

3. Click Edit.

4. Update the relevant fields.

5. Click OK, Apply, or Cancel.

Deleting Traffic Throttle Points

Use this task to delete Traffic Throttle Points.
The default Traffic Throttle Point can be edited, but cannot be deleted.

1. Click Diameter > Configuration > Traffic Throttle Points.
2. Select the Traffic Throttle Point you want to delete.

3. Click Delete.

A popup window appears to confirm the delete.
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4. Click OK or Cancel.

Diameter Traffic Throttle Groups

A Traffic Throttle Group (TTG) is a set of TTPs that share a common Application ID.
A TTG is used for diverting transactions away from congested Route Groups (RGs).
When a TTG is created and enabled for service, traffic loss is aggregated for the TTPs
assigned to the TTG. Transactions are diverted away from congested RGs within a RL
by assigning the TTG to a RG within a RL and assigning it a Maximum Loss
Percentage Threshold. When the routing application selects a RG from a RL that is
assigned an active TTG, it determines whether the TTG's Current Traffic Loss exceeds
the RG's Maximum Loss Percentage Threshold. If the threshold is exceeded, that RG is
bypassed for routing that transaction.

To make routing decisions at the Route List level it is necessary to aggregate some of
the individual TTP-level data into data that represents the entire Route Group. This
summary data is a Traffic Throttling Group (TTG). Only one parameter is summarized
in the TTG:

® The calculated Loss % of the TTG. This is the weighted (by Max ETR) average of
the % loss in the available TTPs.

The routing application can use the congestion information in the TTGs to skip Route
Groups in the Route List that do not meet threshold criteria for their congestion status.
A typical use for skipping congested Route Groups is to prevent a routing application
that cannot handle traffic due to congestion from sending that traffic to a mate routing
application that is already equally overloaded.

Note: Only TTGs that are configured locally can be administratively enabled
or disabled by an SOAM. A Shared TTG owned by another site must be
disabled at the owning site.

You can perform these tasks on an Active System OAM (SOAM).

You can perform the following actions for Traffic Throttle Groups:

¢ Filter the list of Traffic Throttle Groups to display only the desired Traffic Throttle
Groups.

e  Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by Traffic Throttle Groups Name in
ascending ASCII order.

e (lick Insert.

On the Traffic Throttle Groups [Insert] page, you can add a new Traffic Throttle
Group. See Adding Traffic Throttle Groups.

If the maximum number of Traffic Throttle Groups already exists in the system, an
error message displays.

¢ Select a Traffic Throttle Group Name in the list. Click Edit to display the Traffic
Throttle Groups [Edit] page and edit the selected Traffic Throttle Group.

See Editing Traffic Throttle Groups.
If no Name is selected, Edit is disabled.
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e Select a Traffic Throttle Group Name in the list and click Delete to remove the
selected Traffic Throttle Group.

Diameter Traffic Throttle Groups elements

Table 3-33 describes the fields on the Traffic Throttle Groups View, Insert, and Edit
pages. Data Input Notes apply only to the Insert and Edit pages; the View page is
read-only.

Table 3-33 Traffic Throttle Groups Elements
__________________________________________________________________________|

Field (* indicates

arequired field) Description Data Input Notes
* Name A name of the Traffic Format: text box
Throttle Group 1 - 32 characters; cannot start with a digit
and must contain at least one alpha
Default: NA
*TTP TTPs associated with this Format: List
TTG Range: NA
Default: NA

* Application ID The Diameter Application ID Format: List
associated with this Traffic

Range: 1 - 32 characters; cannot start
Throttle Group

with a digit and must contain at least one
alpha

Default: NA

Adding Traffic Throttle Groups

Use this task to create a new Traffic Throttle Group.

The fields are described in Diameter Traffic Throttle Groups elements.

Note: When you select an Application Id to the Traffic Throttle Group, you
are only allowed to select the TTP whose application ID matches the
application ID that of Traffic Throttle Group.

1. Click Diameter > Configuration > Traffic Throttle Groups.
2. Click Insert.

3. Enter a unique name in the Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* Any required field is empty (no value was entered).
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¢ The value in any field is not valid or is out of range.
* The Name is not unique; it already exists in the system.

¢ The maximum number of TTGs has already been configured.

Editing Traffic Throttle Groups

Use this task to edit an existing Traffic Throttle Group.

When the Traffic Throttle Groups page opens, the fields are populated with the
currently configured values.

The Traffic Throttle Point Groups Name cannot be edited.

The fields are described in Diameter Traffic Throttle Groups elements.
1. Click Diameter > Configuration > Traffic Throttle Groups.

2. Select the Traffic Throttle Point Group to edit.

3. Click Edit.

4. Update the relevant fields.

5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

¢ The selected Traffic Throttle Group no longer exists; it has been deleted by
another user.

¢ Any field is empty (no value was entered).

e If you attempt to update a TTG and mark it as shared, but the NOAM is not
accessible.

¢ If you attempt to mark the shared TTG to non-shared when it is already being
used by a Route List configured on another DSR within this network.

e The value in any field is not valid or is out of range.

Deleting Traffic Throttle Groups

Use this task to delete Traffic Throttle Groups.

1. Click Diameter > Configuration > Traffic Throttle Groups.
2. Select the Traffic Throttle Group you want to delete.
3. Click Delete.

A popup window appears to confirm the delete.

4. Click OK or Cancel.
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Diameter AVP Removal Lists

The AVP Removal function allows you to specify which AVPs to remove. You can also
exclude AVPs on a specific Peer by specifying which AVPs and in what type of
message (request or answer).

You can perform these tasks on an Active System OAM (SOAM).

You can perform the following actions for AVP Removal Lists:
e  Filter the list of AVP Removal Lists to display only the desired AVP Removal Lists.

¢ Sort the list by column contents in ascending or descending order by clicking the
column heading. The default order is by AVP Removal Lists in ascending ASCII
order.

e (lick Insert.

On the AVP Removal Lists [Insert] page, you can add a new AVP Removal List.
See Adding AVP Removal Lists.

If the maximum number of AVP Removal Lists already exists in the system, an
error message displays.

e Select a AVP Removal List Name in the list. Click Edit to display the AVP
Removal Lists [Edit] page and edit the selected AVP Removal List.

See Editing AVP Removal Lists.
If no Name is selected, Edit is disabled.

e Select a AVP Removal List Name in the list and click Delete to remove the
selected AVP Removal List.

The default AVP Removal List can be edited, but cannot be deleted. See Deleting
AVP Removal Lists.

Diameter AVP Removal Lists elements

Table 3-34 describes the fields on the Diameter > AVP Removal Lists > View, Insert,
and Edit pages. Data Input Notes apply only to the Insert and Edit pages; the View
page is read-only.

Table 3-34 AVP Removal Lists Elements
'

Field (*indicates a
required field) Description Data Input Notes

* Name A name of the AVP Removal List Format: text box

Range: 1 - 32 characters; cannot
start with a digit and must
contain at least one alpha

Default: NA
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Table 3-34 (Cont.) AVP Removal Lists Elements

Field (*indicates a
required field)

Description

Data Input Notes

* Direction

* Message Type

AVP Removal List

AVP Code

AVP Name

Vendor ID

Vendor Name

Defines whether the AVP removal
occurs when the message is
received from the peer node or
whether the AVP removal occurs
when the message, or both, is sent
to the peer node

Defines the type of message that
AVP removal is applied to

A list of one or more AVPs to be
removed from messages

The 32-bit AVP Code, combined
with the Vendor-ID field, identifies
the attribute uniquely

User-defined name associated with
the AVP Code

Vendors are allowed to add AVPs to
the Diameter specification. Vendor-

specific AVPs contains a Vendor-ID

field

User-defined name associated with
the Vendor-ID value

Format: List

Range: Ingress Only, Egress
Only, Egress & Ingress

Default: Ingress Only

Format: List

Range: Request Only, Answer
Only, Answer & Request

Default: Request Only

Format: multiple fields

Range: A list of one or more
AVPs to be removed from
requests.

Default: NA

Format: text box
Range: 32-bit Unsigned Integer
Default: NA

Format: text box

Setting a value on this field is
option; informational only.

Format: text box
Range: 32-bit Unsigned Integer
Default: 0

Format: text box

Setting a value on this field is
option; informational only.

Adding AVP Removal Lists

Use this task to create a new AVP Removal List.

The fields are described in Diameter AVP Removal Lists elements.

1. Click Diameter > Configuration > AVP Removal Lists.

2. Click Insert.

3. Enter a unique name in the Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.
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If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

¢ Any required field is empty (no value was entered).
e The value in any field is not valid or is out of range.

e The AVP Removal Lists Name is not unique; it already exists in the system.

Editing AVP Removal Lists

Use this task to edit an existing AVP Removal List.

When the AVP Removal Lists page opens, the fields are populated with the currently
configured values.

The AVP Removal List Name cannot be edited.

The fields are described in Diameter AVP Removal Lists elements

1.

2.

Click Diameter > Configuration > AVP Removal Lists.
Select the AVP Removal List you want to edit.

Click Edit.

Update the relevant fields.

Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* The selected AVP Removal List no longer exists; it has been deleted by another
user.

* Any field is empty (no value was entered).

¢  The value in any field is not valid or is out of range.

Deleting AVP Removal Lists

Use this task to delete AVP Removal Lists.

1.

2.

Click Diameter > Configuration > AVP Removal Lists.
Select the AVP Removal List you want to delete.

Click Delete.

A popup window appears to confirm the delete.

Click OK or Cancel.

If OK is clicked and the selected AVP Removal List is referenced by any peer node,
then an error message appears and the AVP Removal Lists are not deleted.

Diameter Application Priority Options

This feature allows DSR to support Diameter Routing Message Priority (DRMP).
DRMP allows Diameter to include DRMP Attribute-Value Pair (AVP) in Diameter
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messages to specify the relative priority of the Diameter message on a scale of 0 to 15
where priority value zero is specified as the highest priority and priority value 15 is
the lowest priority.

When a Diameter node which supports DRMP receives a message containing a DRMP
AVP, it is required to make any Diameter overload throttling decisions based upon the
relative DRMP message priority. For example, lower priority messages are throttled
before higher priority messages. The DRMP AVP can be appended to Request and
Answer messages. A DRMP AVP appended to a Request message represents the
priority of all messages associated with the end-to-end Diameter transaction. A
Diameter endpoint node can optionally modify the priority of the Answer message for
that transaction by appending a DRMP AVP.

Diameter Application Priority Options can be viewed and set on the Diameter >
Configuration > Application Priority Options page.

You can perform these tasks on an active System OAM (SOAM).

On the Diameter > Configuration > Application Priority Options page, you can:

e Filter the list of Application Priority Options to display only the desired
Applications.

e Sort the list by a column in ascending or descending order by clicking the column
heading. The default order is by Application Name in ascending ASCII order.

e (lick Insert.

On the Application Priority Options [Insert] page, you can add a new Application.
See Adding Application Priority Options.

® Select an Application in the list and click Edit to display the Application Priority
Options [Edit] page and edit the options associated with the selected Application.
See Editing Application Priority Options.

¢ Select an Application in the list and click Delete to remove the selected
Application. See Deleting Application Priority Options.
Diameter Application Priority Options elements
Table 3-35 describes the fields on the Application Priority Options page.

Table 3-35 Application Priority Options Elements
|

Field Description Data Input Notes

* Application Name  Diameter Application Name. Format: field
Range: none
Default: 60000

* Application ID Identifies a specific Diameter Application ID  Format: option
value associated with the Diameter Range: enabled,
Application Name. disabled

Default: Disabled
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Table 3-35 (Cont.) Application Priority Options Elements

Field Description Data Input Notes

NGN-PS3GPP AVP  Defines if the NGN-PS feature is enabled for ~Format: option

Admin State the selected Diameter Application. Range: enabled,

disabled
Default: Disabled

NGN-PSDRMP AVP  Defines if a Diameter message can be tagged Format: option
Admin State as invioable when DRMP AVP = 0 is Range: enabled,
received in a message disabled

Default: Disabled

Request DRMP AVP  Defines if DRMP AVPS in normal Request Format: option

Admin State messages are honored for this Application. Range: enabled,

disabled
Default: Disabled

Answer DRMP AVP  Defines if DRMP AVPS in Answer messages Format: option
Admin State associated with non-NGN-PS transactions Range: enabled,
are honored for this Application. disabled

Default: Disabled

Adding Application Priority Options
Use this task to add a new application option to the priority list.
The fields are described in Diameter Application Priority Options elements.
1. Click Diameter > Configuration > Application Priority Options.
2. Click Insert.
3. Select the Application ID.

The Application Name corresponding with the Application ID is automatically
populated.

4. Change any options for the Application.

5. Click Apply or Cancel.

Editing Application Priority Options
Use this task to edit an existing Application Priority Options.

When the Application Priority Options page opens, the fields are populated with the
currently configured values.

You cannot edit greyed out fields on the Application Priority Options tabs.

The fields are described in Diameter Application Priority Options elements.

1. Click Diameter > Configuration > Application Priority Options.
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2. Select the Application row you want to edit.
3. Click Edit.
4. Change the options for the Application you selected.

5. Click OK, Apply, or Cancel.

Deleting Application Priority Options

Use this task to delete an Application from the priority options.

When the Application Priority Options page opens, the fields are populated with the
currently configured values.

You cannot edit greyed out fields on the Application Priority Options tabs.
The fields are described in Diameter Application Priority Options elements.
1. Click Diameter > Configuration > Application Priority Options.
2. Select the Application row you want to delete.
3. Click Delete.

A window appears to confirm the delete.

4. Click OK or Cancel.

Diameter System Options

Diameter System Options can be viewed and set on the Diameter > Configuration >
System Options page.

You can perform these tasks on an active System OAM (SOAM).

Note: See Next Generation Network Priority Service (NGN-PS) for an
overview of NGN-PS.

On the Diameter > Configuration > System Options page, you can:
*  Modify current system options values, and click Apply to save the changes.
* Click Cancel to remove and not save any changes you have made.

* C(Click the General Options, Alarm Threshold Options, or Message Copy
Options, Radius UDP Options, Peer Discovery Options, or Priority Options tab
to access those options.

Diameter System Options elements
Table 3-36 describes the fields on the System Options page.

Table 3-36 System Options Elements
|

Field Description Data Input Notes

General Options
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Table 3-36 (Cont.) System Options Elements
|

Field

Description

Data Input Notes

Engineered Message
Size Allowed

Interval ICMP ping
of all peer next-hops

IPFE Connection
Reserved Ingress
MPS Scaling

Redirect Answer
Processing Enabled

Engineered message size of a diameter
message (in bytes) allowed by the
application.

This field is read-only; it cannot be changed.

If checked, an ICMP ping echo is sent to the
next-hop of every remote peer every 2
minutes. This is useful for keeping switch
address tables up-to-date.

Percentage of DA-MP engineered ingress
MPS used by each DA-MP when validating
the reserved ingress MPS for a newly
received floating IPFE connection. A newly
received floating IPFE connection is rejected
if the total connection reserved ingress MPS
for fixed and already established floating
IPFE connections would exceed the DA-
MP's engineered ingress MPS, scaled by this
value.

This field is view-only; it cannot be user-
configured.

If checked, redirect notification response
processing is enabled. If unchecked, redirect
notification response processing is disabled.
If disabled, redirect notification responses
are passed through to the downstream peer.

Redirect notifications are processed as

follows:

e  Redirect notifications with redirect-
host-usage equal to do not cache are
processed.

e Redirect notifications with no redirect-
host-usage AVP are processed.

¢  Redirect notifications with redirect-

host-usage not equal to do not cache are

forwarded to the downstream peer.

Format: Field
Range: none
Default: 60000

Format: Checkbox

Range: Checked
(enabled), not checked
(disabled)

Default: Disabled

Format: Field
Range: 30-100 percent
Default: 50 percent

Format: Checkbox

Range: Checked
(enabled), not checked
(disabled)

Default: none
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Table 3-36 (Cont.) System Options Elements

Field Description Data Input Notes
Redirect Application ~ Application route table instance used to Format: List
Route Table process a redirected request.

Redirect Peer Route
Table

Encode FQDN In
Lower Case

* Excessive Reroute
Onset Threshold

* Excessive Reroute
Abatement Threshold

Discard Policy

Note: If not configured, ART processing is
skipped, and if configured, the ART is
searched with the content of the redirect
request message, similar to an ingress
request.

Peer route table instance used to process a
redirected request.

Note: If not configured, the PRT selection
process is identical to the ingress request.

Determines whether or not FQDNss should
be encoded as configured or in all lower-
case.

Excessive reroute alarm is raised when
percentage of the total rerouted messages
due to answer response and/or answer
timeout to the total requests forwarded
exceeds the onset threshold value.

Excessive reroute alarm is cleared when
percentage of the total rerouted messages
due to answer response and/or answer
timeout to the total requests forwarded is
less than this abatement threshold for
configured abatement time.

The excessive reroute abatement threshold
field value must be less than excessive
reroute onset threshold field value.

The order of priority and/or color-based
traffic segments to consider when
determining discard candidates for the
application of treatment during Congestion
processing.

Range: none

Default: none

Format: List
Range: none

Default: none

Format: Options
Range: Yes, No
Default: Yes

Format: Field
Range: 1-100
Default: 20

Format: Field
Range: 0-99 percent
Default: 15 percent

Format: List

Range: Color Within
Priority, Priority
Within Color, Priority
Only

Default: Priority Only
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Table 3-36 (Cont.) System Options Elements
|

Field Description Data Input Notes
ETG Mode Defines the type of message throttling Format: List

supported when routing Request messages Range: Threshold,

to connections associated with ETGs. Limit

Threshold - Threshold Mode is legacy mode, Default: Threshold

which configures the congestion level for

ETGs and enforce the Requests based on

congestion level of ETG.

Limit - Limit Mode shapes the egress

message rate according to the maximum

message and pending transaction rate, the

system discard policy, and the current mix of

requests by message color and priority.

Alarm Threshold Options

* Available Alarm The engineered combined total supported Format: Field
Budget alarms allowed for Fixed Connection, Range: 0-3000

* Fixed Connection
Failure Major
Aggregation Alarm
Threshold

* Fixed Connection
Failure Critical
Aggregation Alarm
Threshold

* Floating IPFE
Connection Failure
Major Aggregation
Alarm Threshold

* Floating IPFE
Connection Failure
Critical Aggregation
Alarm Threshold

* Peer Node Failure
Critical Aggregation
Alarm Threshold

floating IPFE Connection, Peer Node, and
Route List managed objects.

The value displayed on the System Option
screen is 3,000 minus the default values for
each threshold field.

Major threshold for fixed connection failure
alarm aggregation per DA-MP. The available
alarm budget is decremented by this value
multiplied by the number of configured DA-
MPs.

Critical threshold for fixed connection
failure alarm aggregation per DA-MP. This
value is not counted against the available
alarm budget.

Major threshold for aggregated floating IPFE
connection alarms per NE. The available
alarm budget is decrement by this value.

Critical threshold for aggregated floating
IPFE connection alarms per NE. This value is
not counted against the available alarm
budget.

Critical threshold for aggregated peer node
failure alarms per NE. The available alarm
budgets decremented by this value

Default: 3000

Format: Field
Range: 1 to Available
Alarm Budget

Default: 100

Format: Field

Range: 0 to Available
Alarm Budget

Default: 200

Format: Field

Range: 1 to Available
Alarm Budget

Default: 100

Format: Field
Range: 0 to Available
Alarm Budget

Default: 100

Format: Field

Range: 1 to Available
Alarm Budget

Default: 600
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Table 3-36 (Cont.) System Options Elements

Field

Description

Data Input Notes

* Route List Failure
Critical Aggregation
Alarm Threshold

Message Copy
Feature

MP Congestion Level

Client Socket Send
Buffer Size

Client Socket Receive
Buffer Size

Server Socket Send
Buffer Size

Server Socket Receive
Buffer Size

Maximum Open
RADIUS UDP
Sockets per DA-MP

Server socket retry
timer

Critical threshold for aggregated route list
failure alarms per NE. The available alarm
budget is decremented by this value

Message Copy Options

Enables the message copy feature system
wide if this option is enabled.

The MP congestion at or above which the
message copy function is disabled.

Radius UDP Options

The socket send buffer size for outgoing
UDP messages sent to RADIUS servers

The socket receive buffer size for incoming
UDP messages received from RADIUS
servers.

The socket send buffer size for outgoing
UDP messages sent to RADIUS clients.

The socket receive buffer size for incoming
UDP messages received from RADIUS
clients.

Maximum number of UDP Sockets that can
be opened on a DA-MP for sending
messages to RADIUS connections.

The time internal used to retry opening a
UDP socket which could not be opened.

Peer Discovery Options

Format: Field

Range: 1 to Available
Alarm Budget

Default: 600

Format: Options

Range: enabled,
disabled

Default: disabled

Format: Options
Range: CL1, CL2
Default: CL1

Format: Field

Range: 8000 - 5000000
bytes

Default: 126000

Format: Field

Range: 8000 - 5000000
bytes

Default: 126000

Format: Field

Range: 8000 - 5000000
bytes

Default: 1000000

Format: Field

Range: 8000 - 5000000
bytes

Default: 1000000

Format: Field
Range: none
Default: 2000

Format: Field
Range: none
Default: 10000 ms
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Table 3-36 (Cont.) System Options Elements
|

Field

Description

Data Input Notes

Realm Expiration
Minor Alarm Set
Time

Realm Expiration
Major Alarm Set
Time

16 Priority Admin
State

NGN-PS Admin
State

Answer Priority
Mode

Time, in hours before the expiration of a
dynamically-discovered realm, at which a
minor alarm is raised to indicate that the
realm expiration is approaching. A value of
zero means no minor alarm is raised to alert
of the pending realm expiration.

Time, in hours before the expiration of a
dynamically-discovered realm, at which a
major alarm is raised to indicate that the
realm expiration is approaching. A value of
Zero means no major alarm is raised to alert
of the pending realm expiration.

Priority Options

Defines whether the DSR supports 15 or 5
message priorities. When set to Disabled,
DSR supports 5 internal message priorities.
When set to Enabled, the discard policy is
set to Policing Mode.

Defines whether the NGN-PS is enabled or
not. When set to Disabled, DSR does not

provide NGN-PS treatment to any messages.

Defines which method to be used for
assigning priority to Answer messages. If
Highest Priority, Answers will have highest
priority (or 1 lower than Highest when
'NGN-PS Admin State' is set to Enabled.
When this method is selected, DRMP AVPs
in Answer messages are ignored.

If Request Priority, Answers have the same
priority as Requests.

Format: Field
Range: 0 - 168 hours
Default: 6

Format: Field
Range: 0 - 167 hours
Default: 1

Format: Options

Range: enabled,
disabled

Default: disabled

Format: Options

Range: enabled,
disabled

Default: disabled

Format: Options
Range: Highest
Priority, Request
Priority

Default: Highest
Priority
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Table 3-36 (Cont.) System Options Elements
|

Field Description Data Input Notes

Minimum Inviolable  Defines the minimum priority considered to  Format: Textbox
Priority be inviolable from a message priority Range: P3, P4

treat t tive.
reatment perspective Default: P3

A message with a priority greater than or
equal to this attribute value is not subject to
congestion controls.

Note: This attribute is not user-
configurable. Each DA-MP sets this value at
start-up based upon the setting of the NGN-
PS admin state attribute value as follows:

e NGN-PS Admin State = Enabled: 4

e NGN-PS Admin State = Disabled: 3

Minimum Answer Defines the minimum priority assigned to Format: Textbox

Priority ingress Answer messages. The priority is Range: P1 - P4
assigned based on the maximum value for
this attribute and the priority of the original
request message.

Default: P3

Note: This attribute is not user-
configurable.

Maximum Normal Defines the maximum priority that can be Format: Textbox
Request Priority assigned to an ingress normal (i.e., non-

Range:
NGN-PS) Request message.

Default:

Note: This attribute is not user-
configurable.

Maximum Priority-0 ~ Defines the maximum priority that will be Format: Textbox

Allowed converted to priority '0' when a message or Range: 0 - 13
stack event is sent from a 16 priority scheme
system to a 5-priority scheme system.

When 16 Priority Admin State is to Enabled,
this option can be changed.

Default: 5

Maximum Priority-1 ~ Defines the maximum priority that will be Format: Textbox

Allowed converted to priority '1' when a message or Range: 1 - 14
stack event is sent from a 16 priority scheme
system to a 5-priority scheme system.

When 16 Priority Admin State is to Enabled,
this option can be changed.

Default: 10
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Table 3-36 (Cont.) System Options Elements
|

Field

Description

Data Input Notes

Maximum Priority-2
Allowed

NGN-PS Maximum
Message Rate Percent

NGN-PS Gx Admin
State

NGN-PS Gx ARP

NGN-PS Gx Advance
Priority Type

Defines the maximum priority that will be
converted to priority 2' when a message or
stack event is sent from a 16 priority scheme
system to a 5-priority scheme system.

When 16 Priority Admin State is to Enabled,
this option can be changed.

Defines the maximum ingress NGN-PS
message that is supported (a percentage of
the DA-MP message rate). NGN-PS traffic in
excess of this rate, is not considered to be
inviolable.

NGN-PS Gx

Defines whether the NGN-PS is enabled or
not for Gx messages. When set to Disabled,
DSR does not provide NGN-PS treatment to
Gx messages.

Note: This attribute is superseded by the
NGN-PS Admin State attribute. If NGN-PS
Admin State is set to Disabled, no Gx
messages are provided NGN-PS treatment
regardless of the setting of this attribute.

Sets the priority level contained in Gx
messages in ARP AVP that can be treated as
NGN-PS messages.

Note: You can configure a maximum of 5
priority levels.

Determines the Access Network priority
provided to an NGN-PS Subscribed UE. This
affects the tagging of Gx CCR messages for
NGN-PS treatment.

NGN-PS Rx

Format: Textbox
Range: 2 -15
Default: 14

Format: Field
Range: 1-15
Default: 3

Format: Options

Range: enabled,
disabled

Default: disabled

Format: Field
Range: 1-5

Default: none

Format: Options

Range: None,
Advance Priority SPR,
and Advance Priority
HSS

Default: none
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Table 3-36 (Cont.) System Options Elements
|

Field Description Data Input Notes
NGN-PS Rx Admin  Defines whether the NGN-PS feature is Format: Options
State enabled or not for Rx messages. When this Range: enabled,

attribute is set to Disabled, DSR does not disabled

provide NGN-PS treatment to Rx messages. Default: disabled

Note: This attribute is superseded by the
NGN-PS Admin State attribute. If NGN-PS
Admin State is set to Disabled, no Rx
messages are provided NGN-PS treatment
regardless of the setting of this attribute.

NGN-PS Rx MPS A Rx AAR message is considered a NGN-PS  Format: Field

AVP Value message candidate if it contains a MPS-
Identifier AVP whose value is identical to
this string.

Range: none

Default: none

NGN-PS Cx/Dx

NGN-PS Cx/Dx Defines whether the NGN-PS feature is Format: Options
Admin State enabled or not for Cx/Dx messages. When Range: enabled,
this attribute is set to Disabled, DSR does disabled
not provide NGN-PS treatment to Cx/Dx
messages.

Default: disabled

Note: This attribute is superseded by the
NGN-PS Admin State attribute. If NGN-PS
Admin State is set to Disabled, no Cx/Dx
messages are provided NGN-PS treatment
regardless of the setting of this attribute.

NGN-PS Dh/Sh

NGN-PS Dh/Sh Defines whether the NGN-PS feature is Format: options
Admin State enabled or not for Dh/Sh messages. When Range: enabled,
this attribute is set to Disabled, DSR does disabled
not provide NGN-PS treatment to Dh/Sh Default: disabled
messages.

Note: This attribute is superseded by the
NGN-PS Admin State attribute. If NGN-PS
Admin State is set to Disabled, no Dh/Sh
messages are provided NGN-PS treatment
regardless of the setting of this attribute.
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Editing System Options
Use this task to edit an existing System Options.

When the System Options page opens, the fields are populated with the currently
configured values.

You cannot edit greyed out fields cannot be edited on the System Options tabs.

The fields are described in Diameter System Options elements.

1. Click Diameter > Configuration > System Options.
2. Select the System Options tab you want to edit.
3. Update the relevant fields.

4. Click Apply or Cancel.

Diameter DNS Options

The DNS Options page allows you to set the length of time the application waits for
queries from the Domain Name System (DNS) server. You can also provide an IP
address for the primary and secondary DNS server.

You can perform these tasks on an Active System OAM (SOAM).

To open the Diameter > Configuration > DNS Options page, select Diameter >
Configuration > DNS Options.

The DNS Options fields are described in Diameter DNS Options elements.

On the Diameter > Configuration > DNS Options page, you can set the DNS Options
values and click:

* Apply to save the changes

e Cancel to remove and not save any changes

If Apply is clicked and any of the following conditions exist, then an error message
appears:

®  The DNS Query Duration Timer field has no value

The DNS Query Duration Timer value is not valid
*  The Primary or Secondary DNS Server IP Address field value is not valid

¢ The Secondary DNS Server IP Address field has a value, but the Primary DNS
Server IP Address field is blank

®  The Primary DNS Server IP Address field is blank and there is at least one
Initiator Connection without a Peer IP Address

Diameter DNS Options elements
Table 3-37 describes the fields on the Diameter > Configuration > DNS Options page.
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Table 3-37 DNS Options Elements

Field (* indicates

required field) Description Data Input Notes
Primary DNS Server  IP address of the primary DNS server. Format: valid IP
IP Address address
Secondary DNS IP address of the secondary DNS server. Format: valid IP
Server IP Address address
* DNS Query The amount of time the application waits for Format: numeric
Duration Timer queries to the DNS servers (in seconds). Range: 1-4
Default: 2
Editing DNS Options

Use this task to edit an existing DNS Options.

The fields are described in Diameter DNS Options elements.
1. Click Diameter > Configuration > DNS Options.

2. Update the relevant fields.

3. Click Apply or Cancel.

If Apply is clicked and any of the following conditions exist, then an error message
appears:

®  The selected Traffic Throttle Point Configuration Set no longer exists; it has
been deleted by another user.

* Any field is empty (no value was entered).

¢ The value in any field is not valid or is out of range.

Diameter Peer Discovery

Peer Discovery (also know as Dynamic Peer Discovery [DPD]) allows an application
to discover remote hosts within user-defined Realms and configures all required GUI
elements for successful routing of diameter traffic between the signalling router and
those remote hosts. This configuration is dynamic, and no user input is required at the
time the routing GUI elements are created.

You can perform these tasks on an Active System OAM (SOAM).

In general, Peer Discovery configuration order is as follows:
* Peer Node

s CEXCfgSet

¢ Connection

¢ Route Group

e Route List
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Realms

Note: This order is not guaranteed; in some configurations, variations
associated with a particular Application ID could alter this order.

For a Diameter router to route messages properly, target entity information is required.
This includes the network entity IP address, the transport protocol and ports that it
uses to communicate, and what Diameter application it supports. This information
about a remote host is managed by the Peer Node configuration. See Diameter Peer
Nodes.

After a Peer Node is defined, one or more IP connections must be defined so that
packets can be routed between the diameter router and the Peer Node. Connections
identify the parameters that define an IP connection, and the CEX Configuration Set
defines the Diameter Application IDs that the diameter router is authorized to send
and receive over the connection. When the diameter signalling router and a diameter
peer initially establish an IP connection between themselves, they negotiate the
diameter services that can be carried on that IP connection. That negotiation involves
the exchange of supported Diameter Application IDs.

For load balancing and redundancy purposes, multiple Peer Nodes that share certain
characteristics can be grouped together into Route Groups. The diameter router uses
the routing algorithms of the configured Route Groups and Route Lists when
determining on which Connection to send a particular Diameter message.

Peer Discovery allows you to work with:
¢ Realms (see Realms)
e DNS Sets (see DNS Sets)

¢ Discovery Attributes (see Discovery Attributes)

The Diameter > Configuration > Peer Discovery > Realms page displays the Realms
GUI page.

See Realms Overview for more information.

On the Diameter > Configuration > Peer Discovery > Realms page, you can perform
the following actions:

¢ Filter the list of Realms to display only the desired Realms.

¢ Sort the list by a column, in ascending or descending order by clicking the column
heading. The default order is by Realm Name in ascending ASCII order.

e (lick Insert.

On the Realms [Insert] page, you can add a new Realm. See Adding Realms.

If the maximum number of Realms already exists in the system, an error message

displays.

¢ Select a Realm Name in the list and click Edit to display the Realms[Edit] page
and edit the selected Realm. See Editing Realms.

e Select a Realm Name and click Delete to remove the selected Realm Name. See
Deleting Realms.
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Realms Overview

A realm is an internet domain whose Fully-Qualified Domain Names (FQDNs)
typically all share a domain designation. For example, example.com could be a Realm
name, and the addressable hosts in the Realm would have names like
hostl.example.com, host2.subdomainl.example.com, and so on.

In the diameter signaling space, an operator creates a realm name, then assigns
FQDN:s to all of the computers that transact diameter traffic. The number of computers
in the Diameter Realm depends on the number and type of diameter services the
operator intends to support, as well as the expected volume of diameter traffic.
Typically, load-sharing and redundancy are major factors governing the internal
organization of a Diameter Realm.

The dynamic discovery of remote hosts is always undertaken within a single realm.
Many realms can be discovered dynamically, but the discovery of one realm is a
process independent of that for all other realms that are to be discovered.

Configuring Routing Information

Diameter signaling routers establish connections to Diameter Peers and route
Diameter traffic to those Peers only after all of the necessary routing configuration
changes are manually entered into the DSR. Specific configuration changes are user-
initiated, either through the GUI or by importing configuration changes by way of
Bulk Import/Export (BIE).See the Bulk Import and Export information in Diameter
Common User’s Guide. These configuration changes are static changes because once
entered; they remain in place until you take action to modify or delete them.

DPD implies dynamic configuration changes. Instead of user-specified routing
configuration changes, the diameter signaling router learns about remote hosts and
dynamically makes the necessary routing configuration changes. The information
discovered about remote hosts residing in any Diameter Realm has a defined lifetime,
a Time To Live (TTL). Therefore, realm-specific routing configuration made
dynamically to a diameter signaling router also has a defined lifetime, and under
certain circumstances, this dynamic routing configuration is automatically destroyed,
and the Realm can be re-discovered; all of this occurs without user interaction.
Dynamic describes these diameter signaling router-initiated routing configuration
changes that are created and destroyed over time.

You should understand the difference between static and dynamic configuration with
respect to DPD.

e  Static configuration is necessary to set up and execute DPD

¢ Dynamic configuration results from a Diameter Realm having been successfully
discovered

DPD setup and execution requires static configuration. The name of the Realm to be
discovered, the DNS server(s) that are used to get information about that Realm, and
the necessary additional discovery attributes are all statically configured by a user to
establish the input parameters governing the discovery of a particular Diameter
Realm. Assuming the discovery algorithm is successful, at least one Peer Node and the
Connection(s), CEX Configuration Set(s), Route Group(s), and Route List(s) required
to properly route Diameter traffic to the Peer Node(s) are dynamically added to the
routing configuration.
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Creating Discoverable Realms

Any Diameter Realm that is to be discovered must first be made discoverable by a
DNS administrator who has knowledge of the hosts within the Realm and the services
they provide. The Realm's DNS administrator must set up a DNS zone file that
contains all of the information about the Realm that the administrator wants to make
public. The DNS zone file resides on any of the Realm's DNS servers that are expected
to be queried about Realm services.

The routing application discovers the Realm by sending questions (DNS requests) to
the Realm's DNS server or servers. Depending on the answers, the routing application
dynamically updates the configuration. These answers are in the form of DNS
Resource Records (RRs).

DPD relies on three DNS Resource Record types to obtain the information needed to
dynamically configure a Realm. The three types are, in the hierarchical order in which
they are requested:

e Name Authority Pointer (NAPTR) Record - is a general-purpose DNS record that
has uses beyond Diameter

* Service Locator (SRV) Record - is another general-purpose DNS record that is
used well beyond Diameter signaling

* Address (A or AAAA) Record - is a DNS containing an IP address that can be
used to reach the host

Diameter Application IDs

Diameter Application IDs play a major role in the discovery of remote hosts. Diameter
messages contain information specific to a particular telecommunications signaling
function, and these are identified by Application ID. Nodes within a Diameter
network are often set up to address certain signaling functions, but not others. So the
Diameter Application ID(s) that are supported by a remote host are an important
characteristic of that remote host. When configuring a Realm for discovery, you can
specify up to ten Application IDs.

Supported Protocols

Realm discovery depends on information from remote hosts within the Realm. The
routing application must discover what protocols can be used while communication
with the host. Also important is the list of locally-supported protocols, which are
protocols that are supported by the routing application, and thus could use when
communicating with a remote host.

The full set of transport protocols that can be used when establishing Diameter
connections is:

e TCP
e SCTP
e TILS
e DTLS

DNS Discovery

Realm discovery has two phases:

¢ DNS information for the Realm is retrieved and processed
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— A NAPTR record is selected
- Assingle Diameter S-NAPTR record is selected for attempted resolution

— If a Realm's DNS information does not include any NAPTR records, the DSR
may still be able to learn something useful about the realm through the direct
SRV query fallback mechanism.

* The routing application adds the needed configuration objects, based on the
prioritized list of remote hosts, to enable proper routing of Diameter traffic to the
remote hosts in the Realm. This only occurs after the routing application
concludes that sufficient DNS information exists to route Diameter traffic to at
least one remote host within the Realm. Converting discovered DNS information
into a routing configuration can be a complex undertaking, and it depends
entirely on the discovered remote hosts, how many IP addresses each host
exposes, the protocol(s) each host supports, and the Application ID(s) each host
supports. See Discovery Attributes, Diameter Route Lists, and Diameter Route
Groups.

Realm Expiration

DNS is designed such that every piece of DNS information has a defined lifetime.
After this time duration passes, the information is considered expired. In many cases,
a particular piece of DNS information might not change at all over very long periods
of time, but in some cases, the information can change, and users of that information
are responsible for retrieving and acting on the updated values.

There are potentially dozens of individual DNS resource records that are processed
when discovering a Realm, and each of those RRs has its own TTL value. The routing
application distills those TTLs down to a single Realm Expiration date/time by taking
the nearest-term TTL value from all of the DNS RRs it processes during the Realm's
discovery. From the routing application perspective, a Realm expires after enough time
passes that the first relevant DNS record expires. After one piece of information
becomes old, the entire Realm's discovered data is considered old. You can set or
suppress the pending expiration alarms.

DPD implements a couple of user-configurable pending expiration alarms, in order to
notify users that a Realm is approaching is expiration. The user configures each of
these two alarms. The Realm Expiration Minor Alarm Set Time, in hours, indicates
how many hours before Realm expiration a minor alarm should be raised. This value
can be as large as 168 hours (one week) before Realm expiration. The Realm Expiration
Major Alarm Set Time, also in hours, indicates how many hours before Realm
expiration a major alarm should be raised. This value can be as large as 167 hours, and
must always be at least one hour shorter than the Minor Alarm Set Time, if the Minor
Alarm Set Time exists.

Peer Discovery Realms elements

Table 3-38 describes fields on the Realms page.

If a Realm name is configured and listed on the View screen, this does not mean that it
is subject to Diameter peer discovery. Configured Realms displayed on this screen are
candidates for DPD, and the names shown on this screen become available on the
Discovery Attributes page.

3-214 User Data Repository Diameter User's Guide



Diameter Peer Discovery

Table 3-38 Realms Elements
- - ]

Field Description Data Input Notes

Realm Name  Name of the Realm Format: Text box; case-insensitive string consisting of
a list of labels separated by dots, where a label may
contain letters, digits, dashes (-), and underscore (_).
A label must start with a letter, digit or underscore
and must end with a letter or digit. Underscores can
be used only as the first character. A label can be at
most 63 characters long and a Realm can be at most
255 characters long.

Range: A valid realm

Default: NA
Description A description of the ~ Format: Text box; description of the realm
realm Range: A valid string up to 255 characters
Default: NA
Adding Realms

Use this task to create a new Peer Discovery Realm.

The fields are described in Peer Discovery Realms elements.

1. Click Diameter > Configuration > Peer Discovery > Realms.
2. Click Insert.

3. Enter a unique name in the Realm Name field.

4. Select or enter the element values.

5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, thenan error
message appears:

* Any required field is empty (no value was entered).
e The value in any field is not valid or is out of range.

¢ The Realm Name is not unique; it already exists in the system.

Editing Realms

Use this task to edit an existing Peer Discovery Realm.

When the Realms page opens, the fields are populated with the currently configured
values.

The Realm Name cannot be edited.

The fields are described in Peer Discovery Realms elements.

1. Click Diameter > Configuration > Peer Discovery > Realms.
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2. Select the Realm Name to edit.
3. Click Edit.

4. Update the relevant fields.

5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* The selected Realm Name no longer exists; it has been deleted by another user.
* Any field is empty (no value was entered).

¢ The value in any field is not valid or is out of range.

Deleting Realms

Use this task to delete Peer Discovery Realms.

1. Click Diameter > Configuration > Peer Discovery > Realms.
2. Select the Realm Name you want to delete.
3. Click Delete.

A popup window appears to confirm the delete.

4. Click OK or Cancel.

DNS Sets

The Diameter > Configuration > Peer Discovery > DNS Sets page displays the DNS
Sets GUI page.

You can perform these tasks on an Active System OAM (SOAM).

On the Diameter > Configuration > Peer Discovery > DNS Sets page, you can
perform the following actions:

e Filter the list of DNS Sets to display only the desired DNS Sets.

¢ Sort the list by a column, in ascending or descending order, by clicking the column
heading. The default order is by DNS Sets Name in ascending ASCII order.

e (lick Insert.

On the DNS Sets [Insert] page, you can add a new DNS Sets. See Adding DNS
Sets.

If the maximum number of DNS Sets already exists in the system, an error
message displays.

® Select a DNS Sets Name in the list and click Edit to display the DNS Sets[Edit]
page and edit the selected Realm. See Editing DNS Sets.

e  Select a DNS Sets Name and click Delete to remove the selected DNS Sets Name.
See Deleting DNS Sets.
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Peer Discovery DNS Sets elements

Table 3-39 describes fields on the DNS Sets View, Insert, Edit pages. Data Input Notes
apply only to the Insert and Edit pages; the View page is read-only.

This DNS Sets page shows all DNS Sets configured for potential Dynamic Peer

Discovery.

Note: Although a DNS set is listed on the DNS Sets GUI page, this does not
mean it is used for DPD. Configured DNS sets displayed on this page are
candidates for DPD; the DNS sets listed here become available on the
Discovery Attributes page. See Discovery Attributes.

Table 3-39 DNS Sets Elements
|

Field Description Data Input Notes

DN Set Name of the DNS Set. Format: text box; case sensitive;

Name alphanumeric and underscore
Range: 1 - 32 characters, cannot start with
a digit and must contain at least one
alpha
Default: NA

Primary DNS  IP address of the primary DNS Format: valid IP address

Server IP Server. Range: 39 characters (The longest IPv6

Address address that can be formed is 8 octets of 4
characters (=32) plus seven colon
delimiters (=7), for a total of 39
characters.

Secondary IP address of the secondary DNS  Format: valid IP address

DNS Server  server. Range: 39 characters (The longest IPv6

IP Address address that can be formed is 8 octets of 4
characters (=32) plus seven colon
delimiters (=7), for a total of 39
characters.

DNS Query Specifies how long the Format: numeric value

Timeout (sec) application waits for a response Range: 1 - 4 seconds

from the DNS server. Default: 2
Number of Specifies how many times the Format: numeric value
Retries application retires if the DNA Range: 1 - 3 seconds
query times out. Default: 2
Adding DNS Sets

Use this task to create a new DNS Set.

The fields are described in Peer Discovery DNS Sets elements.

1. Click Diameter > Configuration > Peer Discovery > DNS Sets.
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2. Click Insert.

3. Enter a unique name in the DNS Set Name field.
4. Select or enter the element values.

5. Click:

* OKto save the new DNS Set name and return to the DNS Sets page.

Note: This assumes all validation checks pass.

¢ Apply to save the new DNS Set name and remain on this page.

Note: This assumes all validation checks pass.

e Cancel to return to the DNS Sets page without saving any changes.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

¢ Any validation checks fail.

® Any required field is empty (no value was entered).

¢ The value in any field is not valid or is out of range.

¢ The DNS Set Name is not unique; it already exists in the system.
¢ The maximum number of DNS Sets already exists in the system.
¢ The secondary IP address duplicates the primary IP address.

*  The pair of IP addresses (primary/secondary) duplicates the pair already
defined for another DNS Set.

Note: Exchanging the primary and secondary IP addresses does not
constitute a unique DNS set.

Editing DNS Sets

Use this task to edit existing DNS Sets.

When the DNS Sets page opens, the fields are populated with the currently configured
values.

The DNS Set Name cannot be edited.

The fields are described in Peer Discovery DNS Sets elements.

1. Click Diameter > Configuration > Peer Discovery > DNS Sets.
2. Select the DNS Set Name to edit.

3. Click Edit.

4. Update the relevant fields.
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5. Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

The selected DNS Set Name no longer exists; it has been deleted by another
user.

The selected DNS Set Name is referenced by one or more administratively
enabled Discovery Attributes.

Note: You can edit an administratively disabled Discovery Attribute, because
changing the DNS Set attributes has no impact on active Realm discovery.

Any validation checks fail.

Any required field is empty (no value was entered).

The value in any field is not valid or is out of range.

The DNS Set Name is not unique; it already exists in the system.
The maximum number of DNS Sets already exists in the system.
The secondary IP address duplicates the primary IP address.

The pair of IP addresses (primary/secondary) duplicates the pair already
defined for another DNS Set.

Note: Exchanging the primary and secondary IP addresses does not
constitute a unique DNS set.

Deleting DNS Sets

Use this task to delete DNS Sets.
The default DNS Set Name can be edited, but cannot be deleted.

1. Click Diameter > Configuration > Peer Discovery > DNS Sets.

2. Select the DNS Set you want to delete.

3. Click Delete.

A popup window appears to confirm the delete.

Note: Deletion is only possible if all validation checks pass. If validation fails,
an error code displays.

4. Click OK or Cancel.

Discovery Attributes

The Diameter > Configuration > Peer Discovery > Discovery Attributes page
displays the Discovery Attributes GUI page.

You can perform these tasks on an Active System OAM (SOAM).
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On the Diameter > Configuration > Peer Discovery > Discovery Attributes page, you
can perform the following actions:

*  Filter the list of Discovery Attributes.

Note: You can filter up to four columns simultaneously by using the
compound filter widget.

¢ Sort by a column, in ascending or descending order, by clicking the column
heading.

e (lick Insert.

On the Discovery Attributes > [Insert] page, you can add a new Discovery
Attribute.

If the maximum number of Discovery Attributes already exists in the system, an
error message displays.

®  Select an attribute in the list and click Edit to display the Discovery
Attributes[Edit] page and edit the selected attribute. See Editing Discovery
Attributes.

®  Select an attribute and click Delete to remove the selected item. See Deleting
Discovery Attributes.
Peer Discovery Attributes element

Table 3-40 describes fields on the Discovery Attributes View, Insert, Edit pages. Data
Input Notes apply only to the Insert and Edit pages; the View page is read-only.

This Discovery Attributes page shows all Discovery Attributes configured for peer
discovery.

Table 3-40 Discovery Attributes Elements
___________________________________________________________________________|

Field Description Data Input Notes
Realm Name  Name of the Realm where Diameter Format: List
Peers are to be discovered. Range: NA
Default: NA
DNS Set DNS server set used for Peer Discovery. Format: List

Default: -Select-

Local Node Local Node used to connect to all Peers  Format: List
discovered within the Realm. Range: NA

Default: Initiator & Responder
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Table 3-40 (Cont.) Discovery Attributes Elements

Field Description Data Input Notes
Connection Specifies the connection mode used for ~ Format: List
Mode Peer discovery. Range:

¢ Initiator Only indicates that
all connections to discovered
Peers are Initiator Only; the
application attempts to initiate
connection to these Peers.

e Initiator and Responder
indicates that all connections
to discovered Peers are of the
type Initiator and Responder;
the application attempts to
initiate connection to the
discovered Peers as well as
listen for connection attempts
from these Peers.

Default: Initiator & Responder

Local If checked, this indicates that the local Format: checkbox

Protocol protocol preferences specified for each Range: checked, unchecked
Preferfence Application ID take precec.lence over Default: Unchecked
Override the protocol preferences discovered for

each Peer in the Realm.

Applications  List of applications used for peer discovery.

CEX Parameters

CEX parameters to be searched. You can
specify up to ten parameters. .

If no Vendor IDs are associated with the
selected CEX parameter, Additional
Supported Vendor IDs is empty.

Note: Because each Realm can have
one to ten CEX parameters, you must
use the plus (+) symbol to expand the
list. Sorting by any of the fields
associated with the CEX parameter is
not supported on the view page.

Additional Supported Vendor IDs
Vendor IDs, in addition to the one
specified in the CEX parameter list,
which can be paired with the
Application ID.

CEX Parameters
Format: List

Range: Configured CEX
parameters

Default: -Select-

Additional Supported Vendor IDs
Format: Selection list

Range: Vendor IDs configured for
the Application ID

Default: NA
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Table 3-40 (Cont.) Discovery Attributes Elements
|

Field Description Data Input Notes
Protocol Preferences Protocol Preferences
If zero, the associated protocol is not Format: Lists for TCP, SCTP, TLS,
used for connections to a discovered and DTLS)
Peer. Values 1 - 4 indicate the Range: 0-4

hierarchical local protocol preferences Default: -Select-
(1 is most preferred, 4 is least

preferred).

You can assign the same value to more

than one protocol.

Note: This selection is not required if
the Local Protocol Preference Override
checkbox is unchecked on the view

page.
Max Num Peers Max Num Peers
The maximum number of peers within Format: numeric
the Realm that are created for the Range:1-3
selection Application ID. Default: 2
Max Num Connections Max Num Connections
The maximum number of peers within ~ Format: numeric
the Realm that are created spanning Range: 1 - 64
discovered Peers that support the Default: 2
associated Application ID.
Local IP Specifies the local IP address to be used  Format: List
Address as the Local Node address for all Range:
dynamic connections made to Peers in
. Default:
this Realm.

Note: SCTP multi-homed connections
to discovered Peers are not supported.

IPFE Initiator ~ Specifies the DA-MP that initiates the Format: List
DAMP dynamic connections. Range:

Default:

Note: This is mandatory if the Local
IP Address is a Target Set address;
otherwise it is not applicable.
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Table 3-40 (Cont.) Discovery Attributes Elements
|

Field Description Data Input Notes
Connection Specifies the configuration set to be Format: List
Configuration used when dynamic connections are Range: NA

Set made to Peers in this Realm. Default: Default
Capacity Specifies the capacity configuration set ~ Format: List
Configuration to be used by all dynamic connections Range: NA

Set made to Peers in this Realm.

Realm Prefix

Specifies the Realm prefix to be used as
the first portion of the name of all
configuration objects that are
dynamically created by the application
as a function of Realm discovery.

Default: Default

Format: text box; case sensitive;
alphanumeric and underscore

Range: 1 - 12 characters, cannot
start with a digit and must contain
at least one alpha

Range: NA
Default: Default

Adding Discovery Attributes

Use this task to create new Discovery Attributes.

The fields are described in Peer Discovery Realms elements.

1. Click Diameter > Configuration > Peer Discovery > Discovery Attributes.

2. Click Insert.

3. Specify a unique name in the Realm Name field.

4. Select or enter the element values.

5. Click:

* OK to save the new Discovery Attributes and return to the Discovery
Attributes page.

Note: This assumes all validation checks pass.

e Apply to save the new Discovery Attributes and remain on this page.

Note: This assumes all validation checks pass.

* Cancel to return to the Discovery Attributes page without saving any changes.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

* The Connection Mode for a Realm being discovered is Initiator & Responder,
and the Local Node assigned to the Discovery Attributes instance does not
have a Listen Port assigned to at least one protocol.
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Note: In order for any dynamically-created Connection to act in the role of
Responder, a Listen Port must be assigned for one or more protocols. If the
Realm's Connection Mode is Initiator, then Listen Ports do not have to be
supplied.

The Local Protocol Preference Override value is Yes, and the preference value
for all protocols associated with any configured Application Id is zero or is
missing.

Any validation checks fail.

Any required field is empty (no value was entered).

The value in any field is not valid or is out of range.

Any required information is not unique; it already exists in the system.

The maximum number of any of the discovery attributes already exists in the
system.

Editing Discovery Attributes

Use this task to edit existing Discovery Attributes.

When the Discovery Attributes page opens, the fields are populated with the currently
configured values.

The Realm Name cannot be edited.

1. Click Diameter > Configuration > Peer Discovery > Discovery Attributes.

2.

3.

Select a row to edit.

Click Edit.

Update the relevant fields.

Click OK, Apply, or Cancel.

If OK or Apply is clicked and any of the following conditions exist, then an error
message appears:

The selected element no longer exists; it has been deleted by another user.

The selected element is referenced by one or more administratively enabled
Discovery Attributes.

Note: You can edit an administratively disabled Discovery Attribute, because
changing the DNS Set attributes has no impact on active Realm discovery.

Any validation checks fail.
Any required field is empty (no value was entered).
The value in any field is not valid or is out of range.

The Realm Name is not unique; it already exists in the system.

3-224 User Data Repository Diameter User's Guide



Diameter Peer Discovery

¢ The Connection Mode for a Realm being discovered is Initiator & Responder,
and the Local Node assigned to the Discovery Attributes instance does not
have a Listen Port assigned to at least one protocol.

Note: In order for any dynamically-created Connection to act in the role of
Responder, a Listen Port must be assigned for one or more protocols. If the
Realm's Connection Mode is Initiator, then Listen Ports do not have to be
supplied.

® The Local Protocol Preference Override value is Yes, and the preference value
for all protocols associated with any configured Application Id is zero or is
missing.

e The maximum number of a selected element already exists in the system.

Deleting Discovery Attributes

Use this task to delete Discovery Attributes.

1.

2.

Click Diameter > Configuration > Peer Discovery > Discovery Attributes.
Select the row you want to delete.
Click Delete.

A popup window appears to confirm the delete.

Note: Deletion is only possible if all validation checks pass. If validation fails,
an error code displays.

Click OK or Cancel.
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Diameter Maintenance

The Diameter > Maintenance pages display status information for Route Lists, Route
Groups, Peer Nodes, Connections, Egress Throttle Groups, diameter applications, and
Diameter Agent Message Processors (DA-MPs).

On the Diameter > Maintenance > Connections page you can enable and disable
Connections.

Diameter Maintenance Overview

The Diameter > Maintenance pages allow you to view the following information and
perform the following actions:

*  On the Diameter > Maintenance pages you can view status information for Route
Lists, Route Groups, Peer Nodes, Connections, Egress Throttle Groups, diameter
applications, and Diameter Agent Message Processors (DA-MPs).

¢ On the Diameter > Maintenance > Connections page you can enable and disable
Connections.

*  On the Diameter > Maintenance > Applications page you can enable and disable
diameter applications.

Diameter Maintenance Route Lists

The Diameter > Maintenance > Route Lists page displays the Minimum Availability
Weight and Route Group assignments for configured Route Lists. You can also view
the Priority, Active/Standby assignments, Provisioned Capacity, Current Capacity,
and the Status of Route Groups assigned to a Route List.

You can perform these tasks on an Active System OAM (SOAM).

This information can be used to determine if changes need to be made to the Peer
Routing Rules Route List assignments to better facilitate Diameter message routing.
Additionally, this information is useful for troubleshooting alarms.

On the Diameter > Maintenance > Route Lists page, you can perform the following
actions:

¢ Filter the list of Route Lists to display only the desired Route Lists.

e  Sort the list by a column, in ascending or descending order, by clicking the column
heading. The default order is by Route List Name in ascending ASCII order.

e Prevent the page from automatically refreshing by clicking the Pause updates
check box.
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Diameter Route List maintenance elements

Table 4-1 describes fields on the Route Lists maintenance page.

Table 4-1 Route Lists Maintenance Elements
'

Field

Description

Route List Name

Minimum Route

Name of the Route List.

Minimum Route Group availability weight for this Route List.

Group Availability
Weight
Route Group Route Groups assigned to the Route List.
MP Server Hostname  Hostname of the Message Processor Server from which status is
reported.
e  For a Multiple Active DA-MP configuration, the MP Leader
always reports the Route List status
¢ For an Active/Standby DA-MP configuration, the Active DA-
MP reports the Route List status
Dynamic Indicates whether or not the element was created dynamically (YES)
or statically (NO). NO is assigned for all element instances, except
for those created via Dynamic Peer Discovery.
Priority Priority of each Route Group in the Route List.

Provisioned Capacity

Capacity assignment for each Route Group in the Route List.

Current Capacity Current capacity available for each Route Group in the Route List.
Active/Standby A Route Group can be:
®  Active: this is the Route Group that Diameter messages are
actively being routed to
e  Standby: messages are not currently being routed to this Route
Group, unless the Active Route Group is unavailable and Route
Across R