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1.1 Introduction

1. Preface

This guide would help you to configure Trade related services on designated environment. It is
assumed that all the prior setup is already done related with WebLogic 12c installation; WebLogic

managed server creation and Oracle DB installation.

It is recommended to use dedicated managed server for each of the Plato infrastructure services.

1.2 Audience

This document is intended for WebLogic admin or ops-web team who are responsible for
installing the OFSS banking products.

1.3 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.4 Organization

This installation user guide would allow you to install following services in same order:

Plato

WebLogic system
environment settings
Plato Config Service
Plato Discovery Service
Plato API Gateway
Service

Plato Ul Config Service
Plato O (Conductor)
Plato Orch Service

SMS

Security Management
System Core Service

Common Core

cmc-account-services
cmc-additional-attributes-
services
cmc-advice-services
cmc-base-services
cmc-branch-services
cmc-businessoverrides-
services
cmc-currency-services
cmc-customer-services
cmc-facilities-service
cmc-obrh-service
cmc-report-services
cmc-settlements-services

cmece-transactioncontroller-

services
cmc-obrh-service
cmc-nlp-dashboard-
widget-services
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cmc-nlp-maintenance-
services
cmc-nlp-pipeline-services
cmc-nlp-text-extraction-
services

Mid Office Common Core

cmc-applicationcategory-
services
cmc-checklist-services
cmce-
checklistmanagement-
services
cmc-comments-services
cmc-document-services
cmc-
documentmanagement-
services
cmc-earmark-services
cmc-kyccheck-services
cmc-mailnotification-
services
cmc-priority-service
cmc-processcode-service
cmc-queue-service
cmc-sequencegenerator-
services

cmc-sla-service

OBTFPM

obtfpm-adapter-services
obtfpm-common-
datasegments-services
obtfpm-datasegments-
management-services
obtfpm-
documentarycollections-
datasegments-services
obtfpm-drawings-
datasegments-services
obtfpm-extsys-replicated-
data-provider-services
obtfpm-gateway-services
obtfpm-guarantees-
datasegments-services
obtfpm-letterofcredits-
datasegments-services
obtfpm-maintenance-
services
obtfpm-orchestrator-
services

obtfpm-stage-
management-services
obtfpm-template-services
obtfpm-utility-services
obtfpm-shipping-
guarantee-services
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1.5 Related Documents

e Initial Setup Guide
e Oracle Banking Trade Finance Process Management Pre-Installation Guide
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2. Database Setup

2.1 Introduction

In this section you are going to setup database related configuration for Trade Services
Installation.

2.2 Pre-requisite

Make sure that the below mentioned schema details are available for the deployment.

1 Trade TFADAPTER

2 Trade TFCOMMONDS

3 Trade TFDOCCOL

4 Trade TFDRAWINGS

5 Trade TFDSMGMT

6 Trade TFEXTREP

7 Trade TFGATEWAY

8 Trade TFGUARANTEE

9 Trade TFLETTERCREDIT
10 Trade TFMAINT

11 Trade TFORCH

12 Trade TFSTAGEMGMT
13 Trade TFTEMPLATE

14 Trade TFUTITLITY

15 Trade TFSHIPGUARANTEE

Make sure that the schema user has the below rights:

SEQUENCE

PACKAGE NA NA NA NA NA NA
PACKAE

BODY NA NA NA NA NA NA
SYNONYM NA NA NA NA NA NA
FUNCTION NA NA NA NA NA NA
TRIGGER NA NA NA NA NA NA
TYPE NA NA NA NA NA NA
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2.3 Setting the Environment Variable

Following are the details of the environment variables which are required to be available in the
weblogic server. Unavailability of any of these variables can result in improper database scripts or

service availability.

Modify the environment variables as per the actual server details available in the configuration file
located in the OBTFPM_INITIAL_SETUP\Config

Property

Description

Values

Dflyway.domain.locations

Default value

db/migration/domain/sms,
db/migration/domain/plato, db/
migration/domain/moc,
db/migration/domain/cmc, db/
migration/domain/obtfpm

Dflyway.domain.schemas

Plato schema
Credentials

<PLATO_SCHEMA_NAME>

Dflyway.domain.baselineOnMig

rate Default value false
Dflyway.domain.placeholderRe
placement Default value true

Plato schema - JDBC

Dflyway.domain.db.jdbcUrl connection <PLATO_SCHEMA _ JDBC CONNECTION>
Plato schema

Dflyway.domain.db.username Credentials <PLATO_SCHEMA_NAME>
Plato schema

Dflyway.domain.db.password Credentials <PLATO_SCHEMA_PWD>

Dflyway.domain.db.driver-

class-name Default value oracle.jdbc.driver.OracleDriver
Dflyway.domain.ignoreMissing

Migrations Default value true
Dflyway.domain.outOfOrder Default value true

Dflyway.domain.placeholders.p
lato-config.schemas

Plato schema
Credentials

<PLATO_SCHEMA_NAME>

Dflyway.domain.placeholders.e

Discovery server -

<NAME_PLATO_DISCOVERY_SERVICE_

ureka.host Host HOST>
Dflyway.domain.placeholders.e | Discovery server -
ureka.port Port <PLATO_DISCOVERY_SERVICE_PORT>

Dflyway.domain.placeholders.p
latoui.schemas

Plato Ul Schema
Credentials

<PLATO_UI_SCHEMA>

Dflyway.domain.placeholders.a
pi-gateway.host

Plato APl Gateway
Host

<PLATO_AP|_GATEWAY_HOST>

Dflyway.domain.placeholders.a
pi-gateway.port

Plato API Gateway
Port

<PLATO_AP|_GATEWAY_PORT>

Dflyway.domain.placeholders.p

Plato schema

lato-config.username Credentials <PLATO_CONFIG_SCHEMA_ NAME>

Dflyway.domain.placeholders.p | Plato schema

lato-config.password Credentials <PLATO_CONFIG_SCHEMA_ PWD>
2-5
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Property

Description

Values

Dflyway.domain.placeholders.p
lato-config.jdbcUrl

Plato Config service
schema - JDBC
connection

<PLATO_CONFIG_DB_CONNECTION>

Dflyway.domain.placeholders.p
lato-config.url

Plato Config service
schema - JDBC
connection

<PLATO_CONFIG_DB_CONNECTION>

Dflyway.domain.placeholders.d
river.className

Default value

oracle.jdbc.OracleDriver

Dflyway.domain.placeholders.zi
pkin.host

Zipkin Server Host

{"localhost"}

Dflyway.domain.placeholders.zi

Zipkin Server

pkin.port Credentials <ZIPKIN_SERVER_PORT> - 8080
Dflyway.domain.placeholders.p | Plato Ul Schema

latoui.username Credentials <PLATO_UI_SCHEMA>
Dflyway.domain.placeholders.p | Plato Ul Schema

latoui.password Credentials <PLATO_UI_SCHEMA_PWD>

Dflyway.domain.placeholders.p

Plato Ul service
schema - JDBC

<PLATO_UI_SCHEMA_DB_CONNECTIO

latoui.jdbcUrl connection N>
Dflyway.domain.placeholders.p | Plato Ul Schema
latoui.schemas Credentials <PLATO_UI_SCHEMA>

Dflyway.domain.placeholders.p
latoDiscovery-
service.server.port

Plato discovery
services Port

<PLATO_DISCOVERY_SERVICE_PORT>

Dflyway.domain.placeholders.p
lato-api-gateway.server.port

Plato APl Gateway
services Port

<PLATO_AP|_GATEWAY_PORT>

Dflyway.domain.placeholders.a
pi-gateway.username

Plato APl Gateway
Services Credential

<PLATO_SECURITY_SCHEMA>

Dflyway.domain.placeholders.a
pi-gateway.password

Plato APl Gateway
Services Credential

<PLATO_SECURITY_SCHEMA_PWD>

Dflyway.domain.placeholders.a
pi-gateway.jdbcUrl

Plato APl Gateway
Services - JDBC
connection

<PLATO_SECURITY_SCHEMA_DB_CON
NECTION>

Dflyway.domain.placeholders.a
pi-gateway.schemas

Plato Security
schema Credentials

<PLATO_SECURITY_SCHEMA>

Dflyway.domain.placeholders.p
lato-orch-service.server.port

Plato Orchestration
services Port

<PLATO_ORCH_SERVICE_PORT>

Dflyway.domain.placeholders.p
lato-ui-config-
services.server.port

Plato Ui-
Configestration
servicess Port

<PLATO_UI_CONFIG_SERVER_PORT>

Dflyway.domain.placeholders.p
lato-ui-config.username

Plato Ul Config
services- JDBC
connection

<PLATO_UI_SCHEMA>

Dflyway.domain.placeholders.p
lato-ui-config.password

Plato Ul Config
services- Credential

<PLATO_UI_SCHEMA_PWD>

Dflyway.domain.placeholders.p
lato-ui-config.jdbcUrl

Plato Ul Config
services- Credential

<PLATO_UI_SCHEMA_ DB _CONNECTIO
N>
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Property Description Values
Dflyway.domain.placeholders.p | Plato Ul Schema
lato-ui-config.schemas Credentials <PLATO_UI_SCHEMA>

Dflyway.domain.placeholders.p
latoDiscovery-
service.server.port

Plato discovery
services Port

<PLATO_DISCOVERY_SERVICE_PORT>

Dflyway.domain.placeholders.a
pigateway.host

Plato API Gateway
Service Host

<PLATO_API_GATEWAY_HOST>

Dflyway.domain.placeholders.a
pigateway.port

Plato APl Gateway
Service Port

<PLATO_AP|_GATEWAY_PORT>

Dflyway.domain.placeholders.s | SMS schema

ms.username Credentials <SMS_SCHEMA>
Dflyway.domain.placeholders.s | SMS schema

ms.password Credentials <SMS_SCHEMA_PWD>
Dflyway.domain.placeholders.s | SMS schema - JDBC

ms.url Connection <SMS_SCHEMA_DB_CONNECTION>
Dflyway.domain.placeholders.s | SMS schema - JDBC

ms.jdbcUrl Connection <SMS_SCHEMA_DB_CONNECTION>

Dflyway.domain.placeholders.s
ms-core-services.server.port

SMS Core services
Port

<sms-core-services.server.port>

Dflyway.domain.placeholders.s
ms.schemas

SMS schema
Credentials

<SMS_SCHEMA>

Dflyway.domain.placeholders.c
mncore.username

Common core
Schema Credentials

<COMMONCORE_SCHEMA>

Dflyway.domain.placeholders.c
mncore.db.username

Common core
Schema Credentials

<COMMONCORE_SCHEMA>

Dflyway.domain.placeholders.c
mncore.password

Common core
Schema Credentials

<COMMONCORE_SCHEMA_PWD>

Dflyway.domain.placeholders.c
mncore.db.password

Common core
Schema Credentials

<COMMONCORE_SCHEMA_PWD>

Dflyway.domain.placeholders.c
mncore.jdbcUrl

Common core
Schema - JDBC
Connection

<JDBC_CONNCECTION_COMMON_COR
E_SCHEMA>

Dflyway.domain.placeholders.c
mncore.db.url

Common core
Schema - JDBC
Connection

<JDBC_CONNCECTION_COMMON_COR
E_SCHEMA>

Dflyway.domain.placeholders.c
mncore.schemas

Common core
Schema Credentials

<COMMONCORE_SCHEMA>

Dflyway.domain.placeholders.c
mncore.db.schemas

Common core
Schema Credentials

<COMMONCORE_SCHEMA>

Dflyway.domain.placeholders.c
mc-account-
services.server.port

Common core-cmc
account services
server port

<cmc-account-services.server. port>

Dflyway.domain.placeholders.c
mc-advice-services.server.port

Common core-cmc
advice services
server port

<cmc-advice-services.server.port>

Dflyway.domain.placeholders.c
mc-base-services.server.port

Common core-cmc
base services server
port

<cmc-base-services.server. port>
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Property

Description

Values

Dflyway.domain.placeholders.c
mc-branch-services.server.port

Common core-cmc
branch services
server port

<cmc-branch-services.server.port>

Dflyway.domain.placeholders.c
mc-customer-
services.server.port

Common core-cmc
customer services
server port

<cmc-customer-services.server. port>

Dflyway.domain.placeholders.c
mc-facilities-
services.server.port

Common core-cmc
facilities services
server port

<cmc-facilities-services.server.port>

Dflyway.domain.placeholders.c
mc-settlements-
services.server.port

Common core-cmc
settlements services
server port

<cmc-settlements-services.server.port>

Dflyway.domain.placeholders.c
mc-transactioncontroller-
services.server.port

Common core-cmc
transactioncontrolle
r services server
port

<cmc-transactioncontroller-
services.server.port>

Dflyway.domain.placeholders.o
btfpm.adapter.server.port

OBTFPM - Adaptor
service server
Credentials

<obtfpm.adapter.server.port>

Dflyway.domain.placeholders.o
btfpm.adapter.schemas

OBTFPM - Adaptor
service Schema
Credentials

<OBTFPM_ADAPTER_SCHEMA>

Dflyway.domain.placeholders.o
btfpm.commonds.server.port

OBTFPM - Common
data segment
service Server Port

<obtfpm.commonds.server.port>

Dflyway.domain.placeholders.o

OBTFPM - Common
data segment
service Schema

<OBTFPM_COMMON_DATASEG_SCHE

btfpm.commonds.schemas Credentials MA>
OBTFPM - Data

Dflyway.domain.placeholders.o | Segment

btfpm.datasegments.server.por | Management

t

service Server Port

<obtfpm.datasegments.server.port>

Dflyway.domain.placeholders.o
btfpm.datasegments.schemas

OBTFPM - Data
Segment
Management
service Server
Credentials

<OBTFPM_DATASEGMENT_SCHEMA>

Dflyway.domain.placeholders.
midofccmc.schemas

Mid office Services
Schema Credentials

<COMMONCORE_SCHEMA>

Dflyway.domain.placeholders.o
btfpm.doccollection.server.port

OBTFPM -
Documentary
collection Service
Server Credentials

<obtfpm.doccollection.server.port>

Dflyway.domain.placeholders.o
btfpm.doccollection.schemas

OBTFPM -
Documentary
collection Service
Schema Credentials

<OBTFPM_DOCUMENTARY_COLLECTIO

N_SCHEMA>
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Property

Description

Values

Dflyway.domain.placeholders.o
btfpm.drawings.server.port

OBTFPM - Drawings
service Server
Credentials

<obtfpm.drawings.server.port>

Dflyway.domain.placeholders.o
btfpm.drawings.schemas

OBTFPM - Drawings
service Schema
Credentials

<OBTFPM_DRAWINGS_DATASEG_SCHE
MA>

Dflyway.domain.placeholders.o
btfpm.extsys.server.port

OBTFPM - External
system replication
services Server
Credentials

<obtfpm.extsys.server.port>

Dflyway.domain.placeholders.o
btfpm.extsys.schemas

OBTFPM - External
system replication
services Schema
Credentials

<OBTFPM_EXTSYS_SCHEMA>

Dflyway.domain.placeholders.o
btfpm.gateway.server.port

OBTFPM - Gateway
services Server
Credentials

<obtfpm.gateway.server.port>

Dflyway.domain.placeholders.o
btfpm.gateway.schemas

OBTFPM - Gateway
services Schema
Credentials

<OBTFPM_GATEWAY_SCHEMA>

Dflyway.domain.placeholders.o
btfpm.guarantees.server.port

OBTFPM -
Guarantee services
Server Credentials

<obtfpm.guarantees.server.port>

Dflyway.domain.placeholders.o
btfpm.guarantees.schemas

OBTFPM -
Guarantee services
Schema Credentials

<OBTFPM_GUARANTEES_DATASEG_SC
HEMA>

Dflyway.domain.placeholders.o
btfpm.letterofcredit.server.port

OBTFPM - Letter of
credit services
Server Credentials

<obtfpm.letterofcredit.server.port>

Dflyway.domain.placeholders.o
btfpm.letterofcredit.schemas

OBTFPM - Letter of
credit services
Schema Credentials

<OBTFPM_LETTER_OF CREDIT_SCHEM
A>

Dflyway.domain.placeholders.o
btfpm.maintenance.server.port

OBTFPM -
Maintenance
services Server
Credentials

<obtfpm.maintenance.server.port>

Dflyway.domain.placeholders.o

OBTFPM -
Maintenance
services Schema

btfpm.maintenance.schemas Credentials <OBTFPM_MAINTENANCE_SCHEMA>
OBTFPM -
Orchestrator

Dflyway.domain.placeholders.o | services Server

btfpm.orchestrator.server.port | Credentials <obtfpm.orchestrator.server.port>
OBTFPM -
Orchestrator

Dflyway.domain.placeholders.o | services Schema

btfpm.orchestrator.schemas Credentials <OBTFPM_ORCHESTRATOR_SCHEMA>
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Property Description Values
OBTFPM -
Dflyway.domain.placeholders.o | Stagemanagement
btfpm.stagemanagement.serve | Services Server <obtfpm.stagemanagement.server.port
r.port Credentials >
OBTFPM -
Dflyway.domain.placeholders.o | Stagemanagement
btfpm.stagemanagement.sche | Services Schema <OBTFPM_STAGE_MANAGEMENT_SCH
mas Credentials EMA>

Dflyway.domain.placeholders.o
btfpm.template.server.port

OBTFPM - Template
services Server
Credentials

<obtfpm.template.server.port>

Dflyway.domain.placeholders.o
btfpm.template.schemas

OBTFPM - Template
services Schema
Credentials

<OBTFPM_TEMPLATE_SCHEMA>

Dflyway.domain.placeholders.o
btfpm.utility.server.port

OBTFPM - Utility
Services Server
Credentials

<obtfpm.utility.server.port>

Dflyway.domain.placeholders.o
btfpm.utility.schemas

OBTFPM - Utility
Services Schema
Credentials

<OBTFPM_UTILITY_SERVICE_SCHEMA>

Dflyway.domain.placeholders.
moc.cmc-earmark-
services.server.port

MIDOFFICE- cmc
earmark services
Server Credentials

<moc.cmc-earmark-
services.server.port>

Dflyway.domain.placeholders.E
LCM_HTTP_URL

ELCM Gateway
service -URL

<ELCM_SERVER_HTTP_URL>

Dflyway.domain.placeholders.e
armark-services

Earmark service
Version

<EARMARK_SERVICE_VERSION> {14.3}

Dflyway.domain.placeholders.e
IcmProduct

ELCM Product Name

ELCM

Dflyway.domain.placeholders.
moc.cmc-comments-
services.server.port

MIDOFFICE - cmc
comments services
Server Credentials

<moc.cmc-comments-
services.server. port>

Dflyway.domain.placeholders.
moc.cmcDocument-
services.server.port

MIDOFFICE -
cmcDocument
services Server
Credentials

<moc.cmcDocument-
services.server.port>

Dflyway.domain.placeholders.d
msServiceUrl

DMS service URL

<DMS_SERVICE_URL>

Dflyway.domain.placeholders.d | DMS service
msServiceUsrname Credentials <DMS_SERVICE_USERNAME>
Dflyway.domain.placeholders.d | DMS service
msServicePwd Credentials <DMS_SERVICE_PASSWORD>

Dflyway.domain.placeholders.c
mc-applicationcategory-
services.server.port

Common core-cmc
applicationcategory
services Server
Credentials

<cmc-applicationcategory-
services.server.port>
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Property

Description

Values

Dflyway.domain.placeholders.c
mc-checklistmanagement-
services.server.port

Common core-cmc
checklistmanageme
nt services Server
Credentials

<cmc-checklistmanagement-
services.server.port>

Dflyway.domain.placeholders.c
mc-checklist-
services.server.port

Common core-cmc
checklist services
Server Credentials

<cmece-checklist-services.server.port>

Dflyway.domain.placeholders.c
mc-mailnotification.server.port

Common core-cmc
mailnotification
Server Credentials

<cmc-mailnotification.server.port>

Dflyway.domain.placeholders.c

Common core-cmc
kyccheck Server

mc-kyccheck.server.port Credentials <cmc-kyccheck.server.port>
Dflyway.domain.placeholders.s | MIDOFFICE - Server
erver.port Credentials <MIDOFFICE_SERVICES_PORT_NO>

Dflyway.domain.placeholders.p
lato-feed-
services.feed.upload.directory

Plato Feed services -
Upload Directory
(valid directory in
the plato server)

<PLATO_FEED_SERVICES_UPLOAD_DIR
ECTORY>{/upload}

Dflyway.domain.placeholders.p
lato-feed-services.server.port

PLATO feed services
server port

<plato-feed-services.server.port>
{8080)

Dflyway.domain.placeholders.p

Plato schema

lato-feed-services.username Credentials <PLATO_SCHEMA>
Dflyway.domain.placeholders.p | Plato schema

lato-feed-services.password Credentials <PLATO_SCHEMA_ PWD>
Dflyway.domain.placeholders.p | Plato schema - JDBC

lato-feed-services.jdbcUrl connection <PLATO_SCHEMA _ JDBC CONNECTION>
Dflyway.domain.placeholders.p | Plato schema

lato-feed-services.schemas Credentials <PLATO_SCHEMA>

Dflyway.domain.placeholders.p

PLATO batch server

<plato-batch-server.server.port>

lato-batch-server.server.port server Credentials {8080}
Dflyway.domain.placeholders.p | PLATO Event Hub <PLATO_EVENTHUB_BROKER_ HOSTS>
lato.eventhub.broker.hosts Broker Host {localhost}

Dflyway.domain.placeholders.p
lato.eventhub.zookeper.hosts

PLATO Event Hub
ZOOKEPER Host

<PLATO_EVENTHUB_ZOOKEPER_HOSTS
> {localhost}

Dflyway.domain.placeholders.p

Plato schema

lato-batch-server.username Credentials <PLATO_SCHEMA>
Dflyway.domain.placeholders.p | Plato schema

lato-batch-server.password Credentials <PLATO_SCHEMA_PWD>
Dflyway.domain.placeholders.p | Plato schema - JDBC

lato-batch-server.jdbcUrl connection <PLATO_SCHEMA_JDBC CONNECTION>
Dflyway.domain.placeholders.p | Plato schema

lato-batch-server.schemas Credentials <PLATO_SCHEMA>
Dflyway.domain.placeholders.p | PLATO alerts

lato-alerts-management- management <plato-alerts-management-

services.serve r.port

services server Port

services.server.port> {8080}
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Property

Description

Values

Dflyway.domain.placeholders.p
lato-alerts-management-
services.username

Plato schema
Credentials

<PLATO_SCHEMA>

Dflyway.domain.placeholders.p
lato-alerts-management-
services.password

Plato schema
Credentials

<PLATO_SCHEMA_PWD>

Dflyway.domain.placeholders.p
lato-alerts-management-
services.jdbcUrl

Plato schema - JDBC
connection

<PLATO_SCHEMA_JDBC CONNECTION>

Dflyway.domain.placeholders.p
lato-alerts-management-
services.schemas

Plato schema
Credentials

<PLATO_SCHEMA>

Dflyway.domain.placeholders.c
mc-corebanking-adapter-
service.server.port

Common core-cmc
corebanking adapter
service server Port

<cmece-corebanking-adapter-
service.server.port> {8080}

Dflyway.domain.placeholders.r | RABBITMQ <RABBITMQ_PASSWORD>
abbitmq.password Credentials {"RAbBITMQ"}
Dflyway.domain.placeholders.r | RABBITMQ <RABBITMQ_USERNAME>
abbitmg.userid Credentials {"RAbBITMQ"}
Dflyway.domain.placeholders.r

abbitmgq.port RABBITMQ port <rabbitmg.port> {8090}
Dflyway.domain.placeholders.r | RABBITMQ Host

abbitmg.host Name <RABBITMQ_HOSTNAME> {localhost}

Dflyway.domain.placeholders.c
mc-currency-
services.server.port

Common core-cmc
currency services
server Port

<cmc-currency-se rvices.server. port>

Dflyway.domain.placeholders.c
mc-businessoverrides-

Common core-cmc
businessoverrides
services server -

<cmc-businessoverrides-

services.server.port Port services.server.port>
Common core-

Dflyway.domain.placeholders.c | cmcDatasegment

mcDatasegment- services server - <cmcDatasegment-

services.server.port Port services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-external-chart-account-
services.server.port

Common core-cmc
external chart
account services
server - Port

<cmc-external-chart-account-
services.server.port> {8091}

Dflyway.domain.placeholders.c
mc-external-system-
services.server.port

Common core-cmc
external system
services server -
Port

<cmc-external-system-
services.server.port> {8080}

Dflyway.domain.placeholders.c
mc-external-virtual-account-
services.server.port

Common core-cmc
external virtual
account services
server - Port

<cmc-external-virtual-account-

services.server.port>{8080}
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Property

Description

Values

Dflyway.domain.placeholders.c
mc-report-services.server.port

Common core-cmc
report services
server credentials

<cmc-report-services.server.port>

Dflyway.domain.placeholders.w
eblogic.userid

Weblogic server
credentials

<WEBLOGIC_USERNAME> {weblogic
server where cmc-report-service is
deployed}

Dflyway.domain.placeholders.w
eblogic.password

Weblogic server
credentials

<WEBLOGIC_PASSWORD> {weblogic
server password where cmc-report-
service is deploed}

Dflyway.domain.placeholders.r
unReportTemplate

Report path in the
server where the
cmc-report-service
is deployed

templates/12.3/RunReport.vm

Dflyway.domain.placeholders.e
mailTemplate

Report path in the
server where the
cmc-report-service
is deployed

templates/12.3/BIPEMail.vm

Dflyway.domain.placeholders.d
ms.host

DMS server Host

<DMS_SERVICE_HOSTNAME>

Dflyway.domain.placeholders.d
ms.port

DMS server Port

<DMS_SERVICE_PORT_NO>

Dflyway.domain.placeholders.b
iPublisher.port

BIPUBLISHER server
Port

BIP server Port

Dflyway.domain.placeholders.b
iPublisher.host

BIPUBLISHER server
Host

BIP server Host

Dflyway.domain.placeholders.c
mc-resource-segment-
orchestrator-service.server.port

Common core-cmc
resource segment
orchestrator service
server port

<cmc-resource-segment-orchestrator-
service.server.port>{8080}

Dflyway.domain.placeholders.c
mc-screenclass-
services.server.port

Common core-cmc
screenclass services
server port

<cmc-screenclass-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-txn-code-
services.server.port

Common core-cmc
txn code services
server port

<cmc-txn-code-services.server.port>
{8080}

Dflyway.domain.placeholders.c
mc-nlp-annotator-
services.server.port

Common core-cmc
nlp annotator
services server port

<cmece-nlp-annotator-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-nlpDashboard-widget-
services.server.port

Common core-cmc
nlpDashboard
widget services
server port

<cmc-nlpDashboard-widget-
services.server.port> {8080}

Dflyway.domain.placeholders.c
mc-nlp-model-mngmnt-
services.server.port

Common core-cmc
nlp model mngmnt
services server port

<cmc-nlp-model-mngmnt-
services.server.port>{8080}
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Property Description Values
Common core-cmc
Dflyway.domain.placeholders.c | nlp online

mc-nlp-online-processing-
services.server.port

processing services
server port

<cmc-nlp-online-processing-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-nlp-tag-maint-
services.server.port

Common core-cmc
nlp tag maint
services server port

<cmc-nlp-tag-maint-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-nlp-text-extraction-
services.server.port

Common core-cmc
nlp text extraction
services server port

<cmc-nlp-text-extraction-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-nlp-txn-log-
services.server.port

Common core-cmc
nlp txn log services
server port

<cmc-nlp-txn-log-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-nlp-util-services.server.port

Common core-cmc
nlp util services
server port

<cmc-nlp-util-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-services.server.port

Common core-cmc
fc ai ml services
server port

<cmce-fc-ai-ml-
services.server.port>{8080}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-
services.postingPath

Common core-CMC
FC Al ML POSTING
PATH

<CMC_FC_AI_ML_POSTING_PATH>
{Valid path}{/ml-posting-path}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-
services.pollingEmail

Common core-CMC
FC Al ML POLLING
EMAIL

<CMC_FC_AI_ML_POLLING_EMAIL>

{valid mail id}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-
services.emailServerPort

Common core-cmc
fc ai ml services
emailServerPort

<cmce-fe-ai-ml-

services.emailServerPort> {8080}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-
services.emailServerHost

Common core-CMC
FC Al ML EMAIL
SERVER HOST

<CMC_FC_Al_ML_EMAIL_SERVER_HOS

T> {localhost}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-
services.pollingFrequency

Common core-CMC
FC Al ML POLLING
FREQUENCY

<CMC_FC_Al_ML_POLLING_FREQUENC

Y> {1}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-

Common core-CMC
FC Al ML POLLER

<CMC_FC_Al_ML_POLLER_INITIAL_DEL

services.pollerlnitialDelay INITIAL DELAY AY> {1000}
Dflyway.domain.placeholders.c | Common core-CMC

mc-fc-ai-ml- FC Al ML EMAIL <CMC_FC_AIl_ML_EMAIL_PASSWORD>
services.emailPassword PASSWORD {encrypted pwdH{P@SSwOrd}

Dflyway.domain.placeholders.c
mc-fc-ai-ml-services.pollingPath

Common core-CMC
FC Al ML POLLING
PATH

<CMC_FC_Al_ML_POLLING_PATH>
{valid unix path}{/ml-posting-ath}

Dflyway.domain.placeholders.U
SER.STORE

LDAP User Store

<LDAP_USER_STORE>

Dflyway.domain.placeholders.L
DAP.CORS.allowed.origin

LDAP CORS
ALLOWED ORIGIN IP

<LDAP_CORS_ALLOWED_ORIGIN_IP>
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Property

Description

Values

Dflyway.domain.placeholders.L
DAP.credential. SALT

LDAP CREDENTIAL
SALT

<LDAP_CREDENTIAL_SALT>

Dflyway.domain.placeholders.J
WT.EXPIRY.seconds

JWT EXPIRTY IN
SECONDS

<JWT_EXPIRTY_IN_SECONDS>

Dflyway.domain.placeholders.L

LDAP Connection

DAP.url URL <LDAP_CONNECTION_URL>
Dflyway.domain.placeholders.L | LDAP USER
DAP.userld Credentials <LDAP_USER_ID>

Dflyway.domain.placeholders.L
DAP.server.base

LDAP SERVER BASE

<LDAP_SERVER_BASE>

Dflyway.domain.placeholders.L
DAP.server.credential

LDAP SERVER
Credentials
ENCRYPTED

<LDAP_SERVER_CREDENTAILS_ENCRYP
TED>

Dflyway.domain.placeholders.L
DAP.usersearch.base

LDAP user search
base

dc=oracle,dc=com

Dflyway.domain.placeholders.L

mc-batch-services.server.port

server credentials

DAP.user.prefix LDAP user prefix uid

Dflyway.domain.placeholders.L

DAP.provider LDAP provider LDAP

Dflyway.domain.placeholders.T

OKEN.autoregenerate Token crendentials | false

Dflyway.domain.placeholders.S

SO.enabled SSO enabled false

Dflyway.domain.placeholders.T

OKEN.regeneration.enabled Token crendentials | false
Common core-cmc

Dflyway.domain.placeholders.c | batch services <cmc-batch-

services.server.port>{8080}

Dflyway.domain.placeholders.p
lato-config.sessionldleTimeout

PLATO- session Idle
Timeout

<PLATO_CONFIG_SESSION_IDLE_TIME
ouT>

Dflyway.domain.placeholders.p
lato-
config.sessionldleWarningTime

PLATO- session Idle
Warning Time

<PLATO_CONFIG_SESSION_IDLE_WARN
ING_TIMEOUT>

Dflyway.domain.placeholders.p
lato-config.environment

PLATO- Config
environment

<PLATO_CONFIG_ENVIRONMENT>

Dflyway.domain.placeholders.c
mc-obrh-services.server.port

OBRH services Port

< cmc-obrh-services.server.port
>{7008}

Dflyway.domain.placeholders.c
mc-obrh-services.server.port

OBRH service
schema - JDBC
connection

<COMMONCORE_SCHEMA_JDBC
CONNECTION>
jdbc/CMNCORE

2.4 Execution of Environment Variable

Change the environment variable configuration and follow the below steps:
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2.4.1 Plato Config Service Startup Parametrization

2.4.1.1 Plato Services Deployment

1. Create a managed server for plato-Config service and set the service startup parameter

2. Deploy the other plato services in another managed server. (both plato services and plato
config services should not be deployed in the same managed server)

Follow the below steps to deploy the other plato services:
1. Login to the weblogic server console
2. Select servers in the “Domain Structure” section.
3. Select the managed server (managed server where the plato_config service got
deployed)

4. Go to Configuration
1 ” H
5. Go to “Server Start” section
6. Go to Arguments section and update the plato config service parameter as available in
the OSDC path OBTFPM_INITIAL_SETUP\Config
Configuration editing is enabled. Future Settings for PlatoConfigServer
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration Protocols | Logging  Debug  Monitoring | Control |~ Deployments ~ Services | Security ~ Motes
Domain Struchure General ~Cluster = Services | Keystores ~SSL | Federation Services = Deployment = Migration ~Tuning  Overload | Concurrency — Health Monitoring
plato_domain Web Services ~ Coherence
Save
Y Node Manager is a Weblogic Server utility that you can use to start, suspend, shut down, and restart servers in normal or unexpected conditions. Use this page to configure the startup
Resontrce Groups settings that Node Manager will use to start this server on a remote machine.
Resource Group Templates
Java Home: Tt ome directory (path on the machine running Node Manager) to
ien starting this server. More Info..
Virtual Targets
Work Managers Java Vendor: The Java Vendor value to use when starting this server. More Info
BEA Home: 1 on the machine running Node Manager) to
fondel Mare Info...
» Configure startup arguments for Managed
Servers Root Directory: The direct
« Start Managed Servers from the -
o Shut down a server instance Class Path: he classpath (path on the machine running Node Manager) to use when
starting this server. More Info...
System Status
Health of Running Servers as of 3:40 PM
[ Failed (0)
[ Critical (0)
Overloaded (0) Arguments: 'e arguments to use when starting this serv More Info.
[ Warning (0) ~
I O (4) Dflyway.domain.locations=db/migration/domain/sms,db/migrati
on/domain/plato,db/migration/domain/moc,db/migration/domain
/eme,db/migration/domain/obtfpm -
Dflyway.domain.schemas=PLATO144 - -
Dflyway.demain.baselineOnMigrate=false -
Security Policy File: ty policy file (directory and filename on the machine running Nods
when starting this server. More Info...
User Name: The user name to use when booting this server. More Info...

2.4.2 Domain Server Parameterization

The below domain server parametrization should be done for all the domain servers which are
created in the server where the micro services are going to be deployed.

1. Go to the weblogic installation path (FMW installation path) in the Weblogic server where the
plato, sms, common core, mid office core and OBTFPM services are installed

2. Go to location : Middleware/Oracle_Home/user_projects/domains/plato_domain/bin
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3. Modify the setDomainEnv.sh file and add the JAVA_OPTIONS parameter as explained
below:

WLS_MEM_ARGS_64BIT="-Xms2048m —Xmx12288m"

export WLS_MEM_ARGS_64BIT

JAVA_OPTIONS="${JAVA_OPTIONS} -DflywayTask=migrate -Dflyway.enabled=true -
Dspring.flyway.enabled=true -Dplato.services.config.uri=http://whf00ixg.in.oracle.com:7005 -
Dplato.service.logging.path=/scratch/Oracle/Middleware/Oracle_Home/user_projects/domains/pl
ato_domain/logs -Dplato.service.env=OSDC "

export JAVA_OPTIONS

Note: The above domain server parameterization is not required for the domain where the
plato config server is deployed.

The Memory argument parameter needs to be changed based on the service deployment
and transaction volume.

In case the Operating system is 32 bit server, it is required to update the variable
WLS_MEM_ARGS_32BIT
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3. Domain and Cluster Configuration

3.1 Common Core Domain Configuration

3.1.1 Prerequisites

e Machine should have Java JDK1.8.0_240 has installed.
e Oracle Fusion Middleware 19c (19.6) 12.2.1.4.0 has to be installed on the machine.

3.1.2 Steps to Create Domain

It is recommended to have different managed server in one domain for each application. For
Creating Domain and Configuration refer to ANNEXURE-1 “How to create and Cluster
Configuration”.
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4.1 Pre-requisite

4. Data Sources Creation

Database and application setup for PLATO has to be performed prior to deployment setup.

4.2 Data Sources List

The table below lists the data sources to be created on each domain prior to deployment of
applications onto managed servers.

services

Data Source Name Data source JNDI Targets

PLATO jdbc/PLATO OBTFPM

PLATO Security jdbc/PLATO_SECURITY OBTFPM

Plato Ul Config jdbc/PLATO_UI_CONFIG OBTFPM

SMS jdbc/sms OBTFPM

CMNCORE jdbc/CMNCORE OBTFPM

MIDOFFICE COMMON | ) /MIDOFFICECORE OBTFPM

CORE

obtfpm-adapter-services jdbc/OBTFPMADAPTER OBTFPM

obtfpm-common- jdbc/OBTFPMCOMMONDS OBTFPM

datasegments-serVIces

obtfpm-datasegments- | . /0B TEPMDSMGMT OBTFPM

management—serVIces

obtfpm-

documentarycollections- jdbc/OBTFPMDOCCOLLECTDS OBTFPM

datasegments-services

obtfpm-drawings- jdbc/OBTFPMDRAWINGSDS OBTFPM

datasegments-serwces

gbtfpm'e*tsys'rep'.'cated' jdbc/OBTFPMEXTSYSREPDATA OBTFPM
ata-prowder-serwces

obtfpm-gateway-services | jdbc/OBTFPMGW OBTFPM

gbtfpm'guam”teesi jdbc/OBTFPMGUARANTEEDS OBTFPM
atasegments-serVIces

gbtfpm"e“emfcred'.ts' idbc/OBTFPMLETTERCREDITDS OBTFPM
atasegments-serVIces

obtfpm-maintenance- jdbc/OBTFPMMOMAINTENANCE OBTFPM

4-1

ORACLE



obtfpm-orchestrator-
services

jdbc/OBTFPMORCHESTRATOR

OBTFPM

obtfpm-stage-
management-services

jdbc/OBTFPMSTAGEMANAGEMN
T

OBTFPM

obtfpm-template-services

jdbc/OBTFPMTEMPLATE

OBTFPM

obtfpm-utility-services

jdbc/OBTFPMUTILITY

OBTFPM

obtfpm-shipping-
guarantee-services

jdbc/OBTFPMSHIPPINGTEEDS

OBTFPM

Note: In case the above data sources are already mapped to the same managed server, ignore

the applicable steps.

4.3 Creating Data Source

For creating data source, refer ANNEXURE-1 “How to create Data sources section”.

4.4 Checking JNDI Access for Server

To make sure that the services are deployed, do the following steps:

1. Open weblogic and go to Servers under Environment on the left side of the Console.

2. Goto Configuration> General and select View JNDI Tree.

3. Select jdbc which displays the following screen and make sure that the data source (JNDI)
name are available:

INDI Tree Structure

ManagedServer_1
L_Globallavapp

_internal_pkaW13X1T18ZmXtDUBLIMSI2

eis
B-java:global
#-javax
B-jdbe

&

B weblogic

Settings for jdbc

Overview | Security

Listing of entries found in context jdbe:

INDI Contexts

Name &%

Class Name

CHMNCORE

‘weblogic.mi.cluster.ClusterableRemoteObject

OBTFPMADAPTER

weblogic. mi.cluster.ClusterableRemoteObject

OBTFPMCOMMONDS

weblogic.rmi.cluster.ClusterableRemoteObject

OBTFPMDOCCOLLECTDS

‘weblogic.mi.cluster.ClusterableRemoteObject

OBTFPMDRAWINGSDS

weblogic.rmi.cluster. ClusterableRemoteObject

OBTFPMDSMGMT

‘weblogic.mi.cluster.ClusterableRemoteObject

OBTFPMEXTSYSREPDATA

weblogic.mi.cluster.ClusterableRemoteObject

OBTFPMGUARANTEEDS

weblogic.rmi.cluster.Cl Object

OBTFPMGW

‘weblogic.mi.cluster.ClusterableRemoteObject

OBTFPMLETTERCREDITDS

weblogic.mi.cluster.Cl Object

OBTFPMMOMAINTENANCE

‘weblogic.rmi.cluster. ClusterableRemoteObject

OBTFPMORCHESTRATOR

weblogic. mi.cluster.ClusterableRemoteObject

OBTFPMSTAGEMANAGEMNT

weblogic.rmi.cluster.ClusterableRemoteObject

OBTFPMTEMPLATE

‘weblogic.mi.cluster.ClusterableRemoteObject

OBTFPMUTILITY

weblogic.rmi.cluster.ClusterableRemotebject

PLATO

‘weblogic.mi.cluster. ClusterableRemoteObject

PLATO_SECURITY

weblogic.rmi.cluster. ClusterableRemoteObject

PLATO_UI_CONFIG

weblogic.mi.cluster.Cl Object

SMS

‘weblogic.mi.cluster.ClusterableRemoteObject

All these data sources must be listed here (also MIDOFFICECORE if it is a separate schema)
under JNDI Contexts.
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5. Deployments

5.1 Pre-requisite

Before you proceed with below, make sure previous steps are completed.

5.2 Deployments List

5.2.1 Plato Services Deployment
Below table give details of the deployments required for the Plato application to run. Deploy one
after other in the same given order.
Refer the Plato Infrastructure Services Installation Document to install the services.
Application | Archive name 0OSDC path Targets
plato-config- | plato-config-service- . . i - . Config
service 6.0.0.war {unzip the file} PLATO\plato-config-service\ Server
p!ato— plato-discovery- {unzip the file} PLATO\plato-discovery- Discovery
discovery- ! ; Server
: service-6.0.0.war service\
service
Plato-api- plato-api-gateway- : , ey Api Gateway
gateway 6.0.0.war {unzip the file} PLATO\plato-api-gateway\
Plato-ui- Plato-ui-config- {unzip the file} PLATO\plato-ui-config- Plato U]
config- : . Config
. service-6.0.0.war service\
service
5.2.2 SMS Services Deployment
Below table give details of the deployments required for the SMS application to run.
Refer the Security Management System Services Installation Guide to install the services.
Application Archive name OSDC path
sms-core- SMS-core-services- <<Base Path>>\SMS\sms-core-services
services 6.0.0.war
5.2.3 Plato Orchestration Service Deployment
Below table give details of the deployments required for the Plato Orchestration application to
run. Refer the Plato Infrastructure Services Installation Document to install the services.
Application Archive name 0SDC path Targets
Plato-Orch- Plato-Orch-Service- ; , . Plato-Orch-
Service 6.0.0.war {unzip the file} PLATO\plato-orch-service\ Service
5.2.4 Common Core Services Deployment

Below table give details of the deployments required for the Common Core application to run.
Deploy one after other in the same given order.

Refer the Common Core Services Installation Guide to install the services.
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Application Archive name OSDC path Targets
cmc-account- <<Base Path>>\PLATO\cmc-

cmc-account-services services-6.0.0.war | account-services CommonCore
cmc-additional-

cmc-additional- attributes- <<Base Path>>\PLATO\cmc-

attributes-services services-6.0.0.war | additional-attributes-services CommonCore
cmc-advice- <<BASE PATH>>\PLATO\cmc-

cmc-advice-services services-6.0.0.war | advice-services CommonCore
cmc-base- <<BASE PATH>>\PLATO\cmc-

cmc-base-services services-6.0.0.war | base-services CommonCore
cmc-branch- <<BASE PATH>>\PLATO\cmc-

cmc-branch-services services-6.0.0.war | branch-services CommonCore
cmce-

cmc-businessoverrides- | businessoverrides- | <<BASE PATH>>\PLATO\cmc-

services services-6.0.0.war | businessoverrides-services CommonCore
cmc-currency- <<BASE PATH>>\PLATO\cmc-

cmc-currency-services services-6.0.0.war | currency-services CommonCore
cmc-customer- <<BASE PATH>>\PLATO\cmc-

cmc-customer-services | services-6.0.0.war | customer-services CommonCore
cmc-facilities- <<BASE PATH>>\PLATO\cmc-

cmc-facilities-service service-6.0.0.war facilities-service CommonCore
cmce-obrh-service- | <<BASE PATH>>\PLATO\cmc-

cmc-obrh-service 6.0.0.war obrh-service CommonCore
cmc-report- <<BASE PATH>>\PLATO\cmc-

cmc-report-services service-6.0.0.war report-services CommonCore

cmc-settlements- cme-settlements- <<BASE PATH>>\PLATO\cmc-

services services-6.0.0.war | settlements-services CommonCore
cme-txn-code- <<BASE PATH>>\PLATO\cmc-

cmc-txn-code-services services-6.0.0.war | txn-code-services CommonCore
cmce-nlp-

cmc-nlp-dashboard- dashboard-widget- | <<BASE PATH>>\PLATO\cmc-

widget-services services-6.0.0.war | nlp-dashboard-widget-services CommonCore
cmc-nlp-

cmc-nlp-maintenance- maintenance- <<BASE PATH>>\PLATO\cmc-

services services-6.0.0.war | nlp-maintenance-services CommonCore

cmc-nlp-pipeline- cmc-nlp-pipeline- <<BASE PATH>>\PLATO\cmc-

services services-6.0.0.war | nlp-pipeline-services CommonCore
cmc-nlp-text-

cmc-nlp-text-extraction- | extraction- <<BASE PATH>>\PLATO\cmc-

services services-6.0.0.war | nlp-text-extraction-services CommonCore

Mid Office Common Services Deployment

Below table give details of the deployments required on each server for the mid office services to

run. Deploy one after other in the same given order.

Application Archive name OSDC Path Targets
cmc- cme- <<Base
applicationcategory | applicationcategory | Path>>\MID_OFFICE_COMMON_COR | MOCCORE
-services -services-6.0.0.war | E\cmc-applicationcategory-services
cmc-checklist- cmc-checklist- <<Base

. . Path>>\MID_OFFICE_COMMON_COR | MOCCORE
services services-6.0.0.war - T -

E\cmc-checklist-services
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5.2.6

Application Archive name OSDC Path Targets
cme-
cme- checklistmanagem <<Base
checklistmanagem : Path>>\MID_OFFICE_COMMON_COR | MOCCORE
: ent-services- - -
ent-services E\cmc-checklistmanagement-services
6.0.0.war
cmc-comments- cmc-comments- <<Base
. . Path>>\\MID_OFFICE_COMMON_COR | MOCCORE
services services-6.0.0.war — — -
E\cmc-comments-services
cmc-document- cmc-document- <<Base
. . Path>>\0\MID_OFFICE_COMMON_CO | MOCCORE
services services-6.0.0.war — — -
RE\cmc-document-services
cme-
cme- documentmanage <<Base
documentmanage : Path>>\MID_OFFICE_COMMON_COR | MOCCORE
. ment-services- :
ment-services E\cmc-documentmanagement-services
6.0.0.war
cmc-earmark- cmc-earmark- <<Base
. . Path>>\MID OFFICE_ COMMON_COR | MOCCORE
services services-6.0.0.war — L — -
E\cmc-earmark-services
cmce-kyccheck- cmc-kyccheck- <<Base
Ky Y Path>>\MID OFFICE_ COMMON_COR | MOCCORE
services services-6.0.0.war — — -
E\cmc-kyccheck-services
cmc- cmc- <<Base
mailnotification- mailnotification- Path>>\MID_OFFICE_COMMON_COR | MOCCORE
services services-6.0.0.war E\cmc-mailnotification-services
cmec-priority- <<Base
cmc-priority-service P Y Path>>\MID_OFFICE_COMN_CORE\c | MOCCORE
service-6.0.0.war i .
mc-priorityservice
cmc-processcode- cmce-processcode- <<Base
P P Path>>\MID_OFFICE_COMMON_COR | MOCCORE
service service-6.0.0.war — - -
E\cmc-processcode-service
cmc-queue-service- <<Base
cmc-queue-service 6.0 quar Path>>\MID_OFFICE_COMMON_COR | MOCCORE
T E\cmc-queue-service
cmce- cmc- <<Base
sequencegenerator | sequencegenerator | Path>>\MID_OFFICE_COMMON_COR | MOCCORE
-services -services-6.0.0.war | E\cmc-sequencegenerator-services
. cmce-sla-services- <<Base
cmc-sla-services 6.0.0.war Path>>\MID_OFFICE_COMMON_COR | MOCCORE
T E\cmc-sla-services

OBTFPM Services Deployment

Below table give details of the deployments required on each domain for the Trade application to
run. Deploy one after other in the same given order.

Note:

Make sure that the environment variables are set appropriately before the deployment.

S.No

Service Name

Archive Name

OSDC path

1.

services

obtfpm-adapter-

obtfpm-adapter-
services-6.0.0.war

<<Base

adapter-services

Path>>\OBTFPM_SERVICES\obtfpm-
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S.No | Service Name Archive Name OSDC path
2. obtfpm-common- obtfpm-common- <<BASE
datasegments- datasegments- PATH>>\OBTFPM_SERVICES\obtfp
services services-6.0.0.war m-common-datasegments-services
3. <<BASE
obtfpm- obtfpm-datasegments- | PATH>>\OBTFPM_SERVICES\obtfp
datasegments- management-services- | m-datasegments-management-
management-services | 6.0.0.war services
4. obtfpm- obtfpm- <<BASE
documentarycollection | documentarycollection | PATH>>\OBTFPM_SERVICES\obtfp
s-datasegments- s-datasegments- m-documentarycollections-
services services-6.0.0.war datasegments-services
5. obtfpm-drawings- obtfpm-drawings- <<BASE
datasegments- datasegments- PATH>>\OBTFPM_SERVICES\obtfp
services services-6.0.0.war m-drawings-datasegments-services
6. obtfpm-extsys- <<BASE
obtfpm-extsys- replicated-data- PATH>>\OBTFPM_SERVICES\obtfp
replicated-data- provider-services- m-extsys-replicated-data-provider-
provider-services 6.0.0.war services
7. <<BASE
obtfpm-gateway- obtfpm-gateway- PATH>>\OBTFPM_SERVICES\obtfp
services services-6.0.0.war m-gateway-services
8. obtfpm-guarantees- obtfpm-guarantees- <<BASE
datasegments- datasegments- PATH>>\OBTFPM_SERVICES\obtfp
services services-6.0.0.war m-guarantees-datasegments-services
9. <<BASE
obtfpm-letterofcredits- | obtfpm-letterofcredits- PATH>>\OBTFPM_SERVICES\obtfp
datasegments- datasegments- m-letterofcredits-datasegments-
services services-6.0.0.war services
10. <<BASE
obtfpm-maintenance- | obtfpm-maintenance- PATH>>\OBTFPM_SERVICES\obtfp
services services-6.0.0.war m-maintenance-services
11. <<BASE
obtfpm-orchestrator- obtfpm-orchestrator- PATH>>\OBTFPM_SERVICES\obtfp
services services-6.0.0.war m-orchestrator-services
12. obtfpm-stage- <<BASE
obtfpm-stage- management-services- | PATH>>\OBTFPM_SERVICES\obtfp
management-services | 6.0.0.war m-stage-management-services
13. \<<BASE

obtfpm-template-
services

obtfpm-template-
services-6.0.0.war

PATH>>\OBTFPM_SERVICES\obtfp
m-template-services
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S.No | Service Name Archive Name OSDC path
14. <<BASE
obtfpm-utility-services- | PATH>>\OBTFPM_SERVICES\obtfp
obtfpm-utility-services | 6.0.0.war m-utility-services
15. obtfpm-shipping- <<BASE
obtfpm-shipping- guarantee-services- PATH>>\OBTFPM_SERVICES\obtfp
guarantee-services 6.0.0.war m-shipping-guarantee-services

5.2.7 OBTEFPM — OBRH Configuration Deployment

Below table give details of the deployments required for the OBRH related configuration for the
Trade application to run. Deploy one after other in the same given order. Based on the FCUBS
Version, select the corresponding configuration path as mentioned below:
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OBTF 145 & ELCM 14.5

S.No | Service Provider OSDC Path

1. obtfpm_osdc_14.5\OBTFPM_SERVICES\OBRH_CONFIG
OBTF \14.5\OBTFPM145 OBTF145 Consumer.json

2. obtfpm_osdc_14.5\OBTFPM_SERVICES\OBRH_CONFIG
FCUBS \14.5\OBTFPM145 FCUBS145 Consumer.json

3. obtfpm_osdc_14.5\OBTFPM_SERVICES\OBRH_CONFIG
ELCM \14.5\OBTFPM145 ELCM145 Consumer.json

4, obtfpm_osdc_14.5\OBTFPM_SERVICES\OBRH_CONFIG
OBDX \14.5\OBTFPM145 OBDX145 Consumer.json

5. obtfpm_osdc_14.5\OBTFPM_SERVICES\OBRH_CONFIG
SLA \14.5\SLA_API_Consumer.json

5.3 Steps to Deploy as Application

To deploy application, refer ANNEXURE-1. “How to deploy section”.
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6. User Interface Installation

6.1 Introduction

This section would help you to install the OBTFPM Ul on designated environment. It is assumed
that all the prior setup is already done related with WebLogic managed server creation. It is
recommended to use dedicated managed server for OBTFPM Ul.

The installation procedure includes a series of steps that are defined in subsequent sections for
the deployment of services.

6.2 Domain and Cluster Configuration

6.2.1 Prerequisites

Machine should have Java JDK1.8.0_240 has installed.
Oracle Fusion Middleware 19c¢ (19.6) 12.2.1.4.0 has to be installed on the machine.

6.2.2 Create Domain and Cluster Configuration

Refer “Annexure-1” document, section 1.3.

6.2.3 Post Domain Creation Confiqurations

Refer “Annexure-1” document, section 1.3.1.

6.3 Deployments

6.3.1 Steps to Deploy as application

[Note: Server names, Domain names need not to be same as this doc provides]

Steps to Deploy archives as application on weblogic is same for all the above except for
managed server and domain where we deploy will differ. Find the below screenshots to
see how deployment of archive as application is done on weblogic.

1. Copy the application war file available under UI/APP/ARCHIVE folder.

2. Open Weblogic console and navigate to the Deployments.
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“summary of Deploymen... x | &

€ 2 @ localhost 7001 console/cons

View changes and restarts.

Configuraton edtng & enabled, Future
changes wil automatically be actvaled as you
mody, add or delete bems n th domain

Domain Structure

How do .. d

o Instal an erdarprise appcation

« Configure an erterprise appicaton

+ Update (redeploy) an enterprise applcation

o Montor the moduies of an ontacprise
applcaton

* Deploy EJB modules

o Ingtal @ Web agokcaton

soie.portal? nfpb=trued pagelabel
Home >Summaty of Deploymenty
Summary of Deployments

Configunation  Cortrol  Monsorng

This page dsphays the Mst of Java EE applcations and standabone sppication modules nstaled 1o the doman

AppDeploymentsContro

Q Search

o= A

You can update (redepioy) or delele nataled appicatons and modules from the doman by selectng e checkbox next 1o the appication name and thén using the controls o thes page

To nstad a new applcation or module for deployment 10 targets In thes domai, el Install

¥ Customize this table

Deployments

Install | = Update | | Delete

Showng 110101 Previous | Next ‘

]

{71 Name &

Deployment Order

O)a o) 0_shed

| Actve | OK

| Kopkation |

Install | ' Update | | Defete

Showng 1o 10f1 Previous | Next

lncalhost:7001iconsaleliconsole nortal? nfoh=tnie& nacel ahel=AnnDenlovmentsContralPanafkAnnD. _olPortiethandle=com hea console handles IMXHandle(*cnm hea:Nam' “.

3. Click on install and click on Upload your files, locate the war and select it, click on next.

Install Application Assistant - base_domain - WLS Console - Mozilla Firefox

Authentici

| Install Application Assist... x | €

€ & localhost 7001 /console/console

portal? nfpb=trues pagelabel

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing s enabled. Future
changes wil automaticaly be actvated as you
modty, 800 of delets fems in this doman.

Home »Summary of Deployments

Install Application Assistant

Domain Structure

drectory of fie in tho Path feld

APPADD

Back lu_(-' Finlsh ‘ Cancel

cationinstallPage

ﬁmmmhmcmnemm[

Locate deployment to Install and prepare for deployment
Select ihe fle path ihat represants the applcaton oo drectory, archive fie, exploded archive dreciory, of applcation module descriolor that you want 1o install You can alsd endet the path of the appicaton

Note: Only vald e paths are dsplayed below. If you cannot ind your deployment fles, Upload your fe(s) andior confirm that your appl

vl |Q Search

contans the requred deploy

O ® app_shel (cpen drecey)

Howdol.,

« Start and s1op a deployed enterprse
ppicaton

» Confgure an enterprise appication

o Create  deployment plan

Bock ﬁ{ finish ‘ Cancel

i [Iseratetysamarth
Recently Used Paths: fscratchsamarty
Current Location: locahost / scratch / samarth
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4. Check the option install this deployment as an application option and click Next.

| Install Application Assist... x | &

€ ) @ localhost: 7001 /console/console. portalPAppApplicationinstaliPortiet_actionOvenides/combealconsolelactions/appinstall/ap v ¢ | | Q Search

ORACLE WebLogic Server Administason Console 12¢

Change Center
View changes and restarts
Configuration edting &s enabled. Future

changes wil automaticaly be actvaled s you

medfy, add or delete fems in this domain.

£ Home LogOut Poreces 13 et e | Q
Home »>Summary of Deployments
Install Application Assistant

Bk Mest | i | Cael

Domain Structure

base_domain
[#-Doma Parttons
{#-Envronment
1 Deploymeants
#}-Services
“Securty Reaims
5}-Interoparabity
#-Diagroscs

Choose Installation type and scope
Select ! the deployment shouks be nstalled as an appication or 1brary, Also decide the 5cope of s deployment

The appicaton and s components wil be targeled 10 the same locations. This & the Most common usage.

(@ Installthis deployment as an application

() Install this deployment as a library
Select 1 500p0 I which you want 10 nstal the deployment.

Soope:

Howdo L.,

« Start and stop a Geployed enterprise
0picaton

o Configure an enlerprise appication

¢ Creaso a deployment plan

L2

Global +|

&&| Finish |ﬂ

Aoplcaton Rvares are deployments hat are avakabie lor other daployments 1o share. Lbraries shoukd be avadabie on a of the largets running (her referencing appicatons.

5. Name the deployment and click Next.

Install Application Assist... x | &

J

€ @ localhost 7001 /cor

ORACLE webLogic Server Administrason Console 12¢

Change Center
View changes and restarts

Coriguration editing s enabled. Future
changes wil automatically be activated as you
modty, add or delete tems in this domain.

Domain Structure
base_coman

* Start and siop a deployed erterprne
applcation

© Configure an entecprise appicaton

© Create a depioyment plan

et_actionOverride

Q search

com/bealc

av e

@ Homo Log Out Preferences (3 Rocord el Q
Home >Summary of Deployments

Install Application Assistant
Back | | Mext | || finish | || Cancel

Optional Settings
You can modty ihese seTings or accept the defauls.
* Indicales roquired fekds

— Geoneral

*B8 & & =

mm|mn—-_¢m

What 6o you want 1o name this deploy ment?
"Mame: app_shell-1

~ Security

What securty model do you want 10 use with thes appicaton?

(® DD Only: Use only roles and policies that n

() Custom Roles: Use roles that In the <
() Custom Roles and Policies: Use only roles and policies that are defined In the Administration Console.

7 Bdvancad: Lisa s ustam madal that vaa haus confiaummd an tha malm's eanfiauestion asse
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6. Check the option

nsole

L€ & localhost 7001 console

ORACLE WebLogic Server dministraton Console 12¢

Change Conter
View changes and restarts

Corfiguration ecieng s enabled. Future
changes wil automatcaly be actvated as you
modfy, add or delels Rems i fhs doman.

Domain Structure

base_doman
8}-Domain Parttons
[ Envronment

- Depytments
#h Services

1~ Securty Reaims
85+ Interoperablty
& Dugnostes

Howdo L. =]

© Strt and s0p 2 deployed eerprse
Appicaten

o Conligure an onevpre sppkeaton
o Ceaate a Geployment plan

"No | will review the configuration later" and click Finish.

portal ?AppApplicationinstaliPortiet actionOverride=com/bea/console/actions/appfinstallsa v ¢ | | Q Search

£ tome Loy Out Prekerences (23 Recod e | Q
Horre »Summary of Deployments
Install Application Assistant

ek [ | o | Conce

Review your cholces and click Finish

Cick Finiah o complete the deployment. This mary take a few moments 10 complete.

ne $h =

Vilcome, weblogi Comecia i base domain

In order % work successhuly, the appication may require addtonyl configurason. Do you wart 10 review e configuration afier
() Yes, take me to the deployment's configuration screen.

8) No, | wil eview the configuration later.

- Summary -
Deployment; MBcralchisamarapp_shel

Kame: gp_shek |

Staging Mode: Use the defauts defed by the chosen lrgets

Plan Staging Mode: Use the same accessbity as ihe applcaton

Securtty Modet DOONY: Lise oy roles and pokcins Ml are dofned in the dephoymeet descrokors

%) P assatant?

7. Navigate to the control tab click on start and select the option "servicing all requests".

€ | & localhost: 7001 /consolejconsole. portal?_nfpb=trues pagelabel=AppDeploymentsRuntimePage&handle=com bea.consoleh v @ | | Q Search

ORACLE webLogic Server Aaniniszason Console 12¢

Change Center
View changes and restarts

Corfiguration edtng s onabled. Fulre
changes wil automaticaly be actvated as you
modiy, 00 ¢ doile Sems in e doman.

Domain Structure
base_doman

81 Domain Parttions
@ Envionmeet

- Deployments
[#-Gervices

1+ Gacurty Rowms
- Interoperablity
{#-Diagnostes

How do L. ]

o Configure an enterprise apokcaton

* Start appications and modukes

o Siop appications and modules

* View the modules of an ertertrise appkcation

@ Home LogOut Preterences [ Recoed Heb | Q
Home >Summary of Deployments

Summary of Deployments
Confguraten  Control  Monoring

This page dsplays the It of Java EE appications and standalone appicasion modules nstaled 10 ths doman.

You can start and stop appications and modules from the domain by selectng e checkbox next 9 the appication name and fhen using the controls on this page,

 Customize this tadle
Deployments

'—Slﬂlv‘ Stop v

"B ¥ 4 =

mm|mm—_«m

Showng 1101011 Previous | Next

Servicng ol toquests

Scope | Domain Partitions.

Servicing ony

Yok

Weo A aton

Gloval

Showng 110161 Provious | Neat
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6.4 Restart and Refresh

Once everything is deployed, restart all the managed servers. And for each application call path
“/refresh” for refreshing the configuration properties.

6.4.1 Restarting Servers

Refer “Annexure-1” document, section 1.6.
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7.OBRH - configuration Deployment

Follow the below steps to deploy the OBRH configuration through the OBTFPM Ul application.

1. Login to the Application.

2. Goto Common core = Routing Hub = Service Consumers. System will launch the
OBRH service provider screen as shown below:

© KIRANO1 - PK2 ac] nking X -+

C A Notsecure | 10.40.137.66

(@ =7\ al M3 Dashboard

m ( DEFAULTENTITY)

e
May 6, 2019

KIR#

subham@gms

Service Consumers

Service Consumers
J Add @ Import search e}

N

OBTFPM144_0BDX144 i SLA_API i OBTFPM144_FCUBS144 i
OBTFPM144_ELCM144 H OBTFPM144 OBTF144 i

Page 1 of 1 (1-50f5items) K < ﬂ > A

3. Click on the Import button and select the obrh configuration artifact (json) as mentioned
in section “5.2.7”.

Import Service Consumer

File *

4 Service Providers

No data to display
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8. Conductor Process Installation

This section would help you to install the OBTFPM Conductor based process on designated
environment. It is assumed that all the prior setup is already done related to Netflix Conductor.

8.1 OBTFPM Processes

Deploy the following list of conductor processes for OBTFPM. The deployable units are
available in the OBTFPM_PROCESSES folder in the OSDC.

S.No Main Process Dependent process
1 ShippingGuaranteelssuanceWorkflow All sub workflows
2 ImportLCUpdateDrawingsWorkflow All sub workflows
3 ImportLCReopen All sub workflows
4 ImportLCLiquidationWorkflow All sub workflows
5 ImportLClssuanceWorkflow All sub workflows
6 ImportLCinternalAmendmentW orkflow All sub workflows
7 ImportLCDrawingsWorkflow All sub workflows
8 ImportLCDrawingsCustomerAcceptanceWorkflow All sub workflows
9 ImportLCDrawingApplicantResponseW orkflow All sub workflows
10 ImportLCClosureW orkflow All sub workflows
11 ImportLCCancellationWorkflow All sub workflows
12 ImportLCAmendmentWorkflow All sub workflows
13 ImportLCAmendmentBeneficiaryConsentWorkflow All sub workflows
14 ImportDocumentaryCollectionUpdateW orkflow All sub workflows
15 ImportDocumentaryCollectionReturnWorkflow All sub workflows
16 ImportDocumentaryCollectionLiquidationWorkflow All sub workflows
17 ImportDocumentaryCollectionBookingW orkflow All sub workflows
18 GuaranteelssuedClaimLodgingW orkflow All sub workflows
19 GuaranteelssuanceWorkflow All sub workflows
20 GuaranteelssuancelnternalAmendmentWorkflow All sub workflows
21 GuaranteelssuanceClosureWorkflow All sub workflows
22 GuaranteelssuanceClaimUpdateW orkflow All sub workflows
23 GuaranteelssuanceClaimSettlementWorkflow All sub workflows
24 GuaranteelssuanceAmendmentBeneficiaryConsentWorkflow | all sub workflows
o5 GuaranteeCancellationWorkflow All sub workflows
26 GuaranteeAmendmentWorkflow All sub workflows
27 GuaranteeAdviseWorkflow All sub workflows
28 GuaranteeAdviselnternalAmendmentwWorkflow All sub workflows
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29 GuaranteeAdvisedClaimUpdateWorkflow All sub workflows
30 GuaranteeAdvisedClaimSettlementWorkflow All sub workflows
31 GuaranteeAdviseClaimLodgingW orkflow All sub workflows
32 GuaranteeAdviseCancellation All sub workflows
33 GuaranteeAdviseAmendmentBeneficiaryConsentWorkflow All sub workflows
34 GuaranteeAdviseAmendment All sub workflows
35 GuaranteeAdviceClosureWorkflow All sub workflows
36 ExportLCUpdateDrawingsWorkflow All sub workflows
37 ExportLCTransferWorkflow All sub workflows
38 ExportLCTransferAmendmentWorkflow All sub workflows
39 ExportLCTransferAmendmentBeneficiaryConsentWorkflow | aj| sub workflows
40 ExportLCLiquidationW orkflow All sub workflows
41 ExportLCDrawingsWorkflow All sub workflows
42 ExportLCDrawingsCustomerAcceptanceW orkflow All sub workflows
43 ExportLCDrawingBeneficiaryResponseW orkflow All sub workflows
44 ExportLCClosureWorkflow All sub workflows
45 ExportLCCancellationWorkflow All sub workflows
46 ExportLCAmendmentWorkflow All sub workflows
47 ExportLCAmendmentBeneficiaryConsentWorkflow All sub workflows
48 ExportLCAdviseWorkflow All sub workflows
49 ExportDocumentaryCollectionUpdateW orkflow All sub workflows
50 ExportDocumentaryCollectionReturnWorkflow All sub workflows
51 ExportDocumentaryCollectionLiquidationWorkflow All sub workflows
52 ExportDocumentaryCollectionBookingWorkflow All sub workflows
53 DrawingsUnderTransferredLCW orkflow All sub workflows

.No Sub Process Flows

1 CommonAMLCheckWorkflow

2 CommonAmountBlockWorkflow

3 CommonApprovalWorkflow

4 CommonHandoffWorkflow

5 CommonKY CCheckWorkflow

6 CommonLimitEarmarkWorkflow

7 CommonRejectCaseWorkflow

8 CommonReleaseAmountBlockWorkflow

9 CommonReleaseLimitEarmarkWorkflow
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10 CommonSanctionCheckWorkflow
11 CommonReleaseDepositLinkWorkflow
12 CommonDepositLinkWorkflow

8.2 Steps to Deploy Conductor Process

Note: Server names, Domain names need not to be same as this document provides.

Note: Steps to Deploy a process remains the same for all the process files.

1. Launch the Postman.

2. Create a new Request (if not done already) and select “POST” method. Use the “PUT”
method to update the already deployed process.

3. Input the header params and conductor url (http://LOCALHOST:PORT/plato-
orch/api/metadata/workflow) as shown below.

POST v hupi/iwhf00cec:7001/plato-orch/api/metadata/workflow “

Pre-request Script Tests  Setfings

Params Authorization Headers (12) Body @

rneaders

userId: OSTF:'I-LISE?}EII
branchCode: 308
content-Type:application/json

4. Paste the body of the request with the content from the process file.
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POST v hupy/fwhfl0cec:7001/plato-orch/api/metadata/workflow
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v
1-f
2 "nama": "GTEISS",
3 "description”: "Guarantes Issuance”,
4 "yersion": 1,
S+ "asks": [
v 1
7 "name": "SubmissionModeCheck”,
8 "taskReferancellame”: "SubmissionModeCheck”,
g "inputParameters”: {
18 "case_value_param”: "${workflow.input.transactionModel.txnIdentification.keyl}”
11 1
12 "type": "DECISION",
13 "caseValueParam”: "case_value_param”,
14 - "decisionCazes™: {
15~ "Desk": [
16+ {
17 "name": "Registration”,
18 "taskReferencellame”: "Registration”,
19 "description": "Registration”,
8- "inputParameters”: {
21 "FUNCTIONAL_CODE™: "TFPM_FA_GTEISS_REGTN",
LL.Y [ — Palbilel. N#r emlellon: dmmede bmemem ekt calledel e T demdd Pl el ce e
Body Cookies Headers(5) TestResults

el ARSI

Status: 204 No Content

5. Click “Send”. Make sure the response status “204” is returned from server.

POST v hup//whfl0cec:7001/plato-orch/api/metadata/workflow
none form-data xwww-form-urlencoded @ raw binary
1~ |

2 "name": "GTEISS",

GraphQL JSON

3 "description": "Guarantee Issuance”,

4 "version™: 1,

S+ "tasks": [

6 {

7 "name": "SubmissionModeCheck”,

8 "taskReferencellame”: "SubmizsionModeCheck”,

g- "inputParameters": {

10 "case_value_param": "${workflow.input.transactionModel.txnIdentification.keyl}”
11 h

12 "type": "DECISION",

13 "caseValueParam”: "case_value_param”,

14 ~ "decizionCases™: {

15~ "Desk™: [

16+ {

17 "name": “"Registration”,

18 "taskReferencelame": "Registration”,

19 "description": "Registration”,

8~ "inputParameters™: {

21 "FUNCTIONAL_CODE™: "TFPM_FA_GTEISS_REGTH",

Body Cookies Headers (5) TestResults
Pretty Raw Preview Visualize J5ON ~ 5
8-16

del demT demdd P2

Y P——

=Tl PRI

Status: 204 No Content

Time: 148ms  Size: 2508

Time: 148 ms  Size: 2508
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9. Restarts and Refresh

Once everything is deployed, restart all the managed servers. And for each application call path
“/refresh” for refreshing the configuration properties.

9.1 Restarting Servers

Refer “Annexure - 1” document, section 1.6.
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10. Logging Area

10.1 Introduction

This part of the document will talk about the logs area where after deployment of Common Core
Applications in WebLogic server.

10.1.1 Logging Area

Trade Finance Application writes logs in the below area of the server-
<WEBLOGIC_DOMAIN_CONFIG_AREA>/logs/<<micro-service-name>>.log
Let’'s assume a domain has been created OBTFPM with managed_server name called OBTFPM

in the following area of the server

/scratch/oracle/middleware/user_projects/domains/OBTFPM. Logging area for Trade Finance
would be /scratch/oracle/middleware/user_projects/domains/OBTFPM/logs/<<micro-service-

name>>.log
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