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1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e alias is used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysize s the size of the public and private key pair generated. A key size of 2048 or more
is recommended. Consult your CA on the key size support for different types of certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be compatible
with the key algorithm. This has to be one of the values specified in the Java Cryptography
API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.

e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.

1-3 ORACLE



The command will prompt for the following attributes of the certificate and keystore:

Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle WebLogic
Server.

Key password: Specify a password that will be used to access the private key stored in the
keystore. This password needs to be specified later, when configuring the SSL attributes of
the managed server(s) in Oracle WebLogic Server.

First and last name (CN): Specify the domain name of the machine used to access Oracle
FLEXCUBE INVESTOR SERVICING. For instance, www.example.com.

Name of your organizational unit: Specify the name of the department or unit making the
request. For example, BPD. Use this field to identify the SSL Certificate you are creating. For
example, by department or by physical server.

Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the official
records.

Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

Name of your State or Province: Specify the state/province in which your organization is
physically located. For example Maharashtra.

Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

keytool -genkeypair -alias cvrhp0729 -keyalg RSA -keysize 2048
-sigalg SHA256withRSA -validity 365 -keystore
D:\keystores\FCISKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name?
[Unknown] : cvrhp0729
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services
What is the name of your City or Locality?
[Unknown]: Mumbai
What is the name of your State or Province?

[Unknown]: Maharashtra
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1.2.3

What is the two-letter country code for this unit?
[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=0Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes
Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsO0l4dor
Node02

ips01l4dorCell01 --> <ips014dor> name of the machine and < Cell01>

ipsO014dorNode02 --> < ipsO01l4dorNode > name of the machine and <Node02>
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1.3 Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log into the WAP console as the user ‘admin’.

WebSphere. BN

WebSphere Integrated
Solutions Console

UserID

Password.

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are tradema
f Business Machines Corp., registered

a o
many jurisdictions worldvide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

Click ‘Log In’. The following screen is displayed:

WES ere. -

View: All tasks

SSL certificate and key management

welceme
Guided Activities SSL certificate and key management
Servers

Applications 551 configurations

Services
The Secure Sockets Layer (55L) protocol provides secure

communications between remote server processes or
endpoints. SSL security can be used for establishing
communications inbound to and cutbound from an endpoint.
To establish secure communications, a certificate and an SSL
configuration must be spacified for the endpoint.

Resources
=) Security

Global szcurity
Security domains

Administrative Authorization Groups In pravious versions of this product, it was nacassary to
manually configure each endpoint for Secure Sockets Layer
(SSL). In this version, you can define a single configurstion for
the entire application-serving environment. This czpability
enables you to centrally manage secure communications. In
addition, trust zones can be established in multiple node
anvironmants by overriding the default, cell-level SSL
configuration.

SEL cerificare and key management
Security zuditing
Bus s=curity
Enviranment
‘System administration
Users and Groups If you have migrated a secured environment to this version
using the migratien utilities, the old Secure Sockets Layer (S5L)
configurations are restored for the various endpaints. However,
it is necessary for you to re-configurs 55L to take sdvantags of
the centralized management capability.

Maonitaring and Tuning
[# Troubleshaoting

Service intsgration

C settings

upDI
Manzge endpoint security configurations

Mznzge certificate expiration

Mznzge FIPS

< i

»

=

Related Ttams

rks or
in

Specify the user ID of the administrator and the password set while installing the software.

Close page .

Field help
For field help information,
salact = fisld lzbal or list
marker vhen the help
cursor is displayed.

Page help
SSL configurations

More information about
Dynamic outbound this page
endpoint SSL

confiqurations

m

Key stores and
certificates

Key sets

Key set groups
Key managers

Trust managers

Certificate Authority
CA) client
confiqurations

On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen

displays the details of SSL.
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3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’. The following

screen is displayed:

WebSphere, [ 17

View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
= Security

Global szcurity
Security domains

Administrative Autherization Greups
550 certificate and key management
Security zuditing

Eus security

Environment

Manitering and Tuning

Troubleshasting

5SS certificate and k

management > Key storas and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages

| SSL keystores |z|

Praferences

| New... || Delete || change password... || Exchange signers...

SQIqt‘ Name 2 ‘Dﬁcriptl'nn &

| Management Scope I3

Path

You can administer the folloving resources:

HodeDefsultKeyStore | Default key store

(cell):ofss220137Node01Cell:

4{CONFIG_ROOT}/calls

far (node):ofss220137Node01 | /ofss220137NodeD1cell
[# System administration 0fss220137Node01 /nodes
/ofss220137Node01
Users and Groups pr—

HodeDefsultTrustStore | Default trust store

(call):ofss220137Noden1 Cell:

${CONFIG_ROOT}/calls

far (node):ofss220137Noden1 | /ofss220137NodaD1Cell
Service integration 0fss220137Node01 /nodes
/ofss220137Node01
vent [trust.p12
Total 2
« n

| Logout

Close page

Field help
For field help information,
select a field label or list
marker vhen the help
cursor is displayad.

Page help
More information about
this page

Command Assistance
View administrative

scripting command for last

action

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

WebSphere, [0

Logout

View: All tasks

Welceme
Guided Activities
Servers
Applications
Services
Resources
=) Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key mznagement
Security auditing

Bus security

Troubleshaoting
Service integration

ubDI

General Properties

The additional prc

* Name
|

Description

vill not be availak
the general prope
this item are appl
saved.

Additional Prope

Management scope

‘ (cell):ofss220137Nod=01Call:{node):ofss220137Node01

# Path

# Password
[ |

# Confirm password

Enviranment Type

System administration PKCS12 -
ICEKS

Users and Groups Tl ewarcs

Manitoring and Tuning PKCS12

Cryptographic Token Devica (PKCS11)

[T Enable cryptographic oparations on hardwara devica

<

5. Specify the following details:

Name

m

4

Specify the key store name.
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1.4

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslistore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.

WebSphere.

View: Al tasles.

welcome
Guided Activities
Servers
[ Applications
Services
Resources
=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Environment

Systzm administration
Users and Groups
Monitoring and Tuning
[# Troubleshaoting
Service integration

upD1

SSL certificat= and key management

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (SSL) protocal provides secure

Related Ttems.

ssL

communications betwean remots server procasses or andp:

SSL security can be used for establishing communications
inbound to and outbound from an endpoint. To establish secure.
‘communications, a certificate and an S5L configuration must be
specified for the endpaint.

In previous versions of this product, it vas necessary to manually
configure each endpoint for Secure Sockets Layer (SSL). In this
warsion, you can define = single configuration for the entire
application-serving environment. This capability enables you to
centrally manage secure communications. In addition, trust zonas
can be established in multiple node environments by overriding
the default, cell-lavel S5L configuration.

If you have migrated a secured environment to this version using
the migration utilities, the old Secure Sockets Layer [S5L)
configurations are restored for the various endpoints. However, it
is necessary for you to re-configure SS5L to take advantage of the
centralized management capability.

Configuration settings

Manage endpoint security configurations.

Manage certificate expiration
Manage FIPS

Dynamically update the run time when S5L configuration

Dynamic outbound
endpoint S5L
configurstions

Key stores and
certificstes

Key sets
Kev sst aroups
Key managers

Trust managers

Certificate Authority
(CA) clisnt
configurations

Close page 4

Field help

For field help information,
select 2 field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

i
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1. Under the section ‘Related items’, click ‘SSL configurations’. The following screen is

displayed:

WebSphere. 10 7]

View: All tasks

welcome
Guided Activities
Servers
Applications
Services
Resources

=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security zuditing

Bus security
Environment

Systam administration
Users and Groups
Monitaring and Tuning
Troubleshasting
Service integration

V=134

ol i

SSL cartificate and key management

SSL certi d key > S5L conf

Defines a list of Secura Sockets Layer (S5L) configurations.

[ Preferences

Help | Logout

Close page

Field help

For field help infarmation,
select a field label or list
marker vhan the halp
cursor is displayed.

Page help
More information about

(node):ofss220137Noden1

‘this page
Select ‘Mame - \ e © )
‘Command Assistance
You can administer the folloving resources: View adr
NodeDefsultSSLSettings (cell):ofss220137Node01Cell %M

Total 1

WebSphere. (17

View: All tasks

welcome
Guided Activities
Servers
Applications
Services
Resources

=l Security

Global security
Security demains

Administrative Autherization Groups
SSL certificate and key management
Security suditing

Bus security

Envirenment

‘System administration
Users and Groups
Monitaring and Tuning
Troubleshooting
‘Service integration

upDI

2. Click ‘New’ button. The following screen is displayed.

e=AppSrv01

5L certificate and key management

L certi d key > SSL conf ions > New...

Dsfines a list of Securs Sockets Layer (S5L) configurations.

General Properties

Help | Logout

Close page

The additional propertie

+ Name
[

Trust store name

HodeDefaultkeyStore ((cel):ofss220137Hode01 Celli{node) iofs5220137Node01) | = |

Keystors name

[ HodeDsfaultkeystore ((cell):ofss220137Hods01Celli(node) i0fss220137Ned=01) E’w‘

Default server certificate alias

certificate alias

scope

[ (cell):ofss220137Nade01Cells(node) iafss220137Hod=0 1 -]

< I

gl I}

vill not be available unt
the general properties f
this item are applied or
saved,

Additi

al Properties

Related Items

Key stores and
certificates

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.
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4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

1.5 Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.

WebSpher

A Close page  »
View: All tasks -

Welcome \d hel,
’ Fi
Guided Activities SSL certificate and key management teld help

For field help information,

Servers select a field label or list
‘ marker when the help
[ElAekoations igurati cursor is displayed.
SS Related Items Pl
Services —_—
The Secure Sockets Layer (SSL) protocol provides secure Page help
SSL configurations
Resources ‘communications between remote server processes or endpoints. More information about
= S5L security can be used for establishing communications. Dynsmic cutbound this page
B Security inbound to and outbound from an endpaint. To establish secure endpoint SSL
Global security ‘communications, a certificate and an 55L configuration must be configurations
Security d specifiad for the =ndpaint. Yoy stores and L
=curity domains y E
Administrative Authorizstion Groups In previous versions of this product, it was necessary to manually certificates
SSL certificats and key mansgement configure =ach endpoint for Secure Sockets Layer (SSL). In this
Key sets
Sacurity auditing version, you can define 3 single configuration for the entirs
Emeey spplication-serving environment. This capability snables you to ey set groups
centrally manage sscurs communications. In addition, trust zonss Key managers
Environment can be in multiple node by overriding
Trust managers
the default, cell-level SSL configuration. fustmensqets

System sdministration Cartificate Authority
() client

configurations.

If you have migrated a secured =nvironment to this version using
the migration utilities, the old Secure Sockets Layer (SSL)
Monitoring and Tuning configurations are restored for the various endpaints. However, it
is necessary for you to re-configure SSL to take advantage of the
centralized management capability.

Users and Groups

Troubleshoating

[#] Service integration i settings

upDI Manage endpoint security

Manage FIPS

ol i v

Dynamically update the run time when SSL configuration

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:

Close pags
View: All tasks -
Welcome
SSL certificate and key management > Manage endpoint security configurations Field help
[+] Guided Activities S5l certificate and key management 9 POl ‘9 § .
For field help information,
[E— Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell, node, server, or select a field label or list
— cluster. marker when the help
i cursor is displayed.
Local Topology
Services
Page help
Resources More information sbout
o] Security B Inbound this page
Global Bl ofss220137Node01Cell
obal securi
" E £ nodes
Sy 7 ofs=220137Node0T ItSSL Settings)
Administrative Authorization Groups ) af== oce : 1nas.
S50 certificate and key management g
Security suditing Bl ofss220137Node01Cell
Bus security B [ nodes
() ofss220137Hode01(NodeDefaultSSLSettings)
Enviranment
ystem administration
sers and Groups
Monitaring and Tuning
raublashooting
Service integration
DDI
. m b4 [0 3
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2. Click the first link under ‘Inbound tree’. The following screen is displayed:

WebSphere. [ (0 Help | Logout

Closa page

View: All tasks -
SSL certificate and key managsmant
welcome
Guided Activities S5L certificate and key > Manage endpoint security ions > 37Noden1 Field help
For fisld halp
Sarvers Displays Securs Sockats Layar (S5L) configurations for sslected scopes, such as a cell, nods, servar, or cluster. clact 5 fiold
marker when
Applications cursor is displ
Services §
@ General Properties Related Ttems Page help
Resources Name More informat
ssL hi
- iz psg=
ESscuriy [ofss220137N0de01 | configurations
Global security Dynamic
Security demains Diraction outbound
e e T S [tnbound | endooint S5L
SSL certificats and key management configurations
Security suditing Specific SSL configuration for this endpoint Key stores and
Bus security certificates

SSL configuration

[ —— NodeDafaultsSLeattings || _Update cartificate alias list | Manage certificates Kev sets

= Key set aroups.
(# System administration ey set grou

ate alias in key store

Kev manasgers
Users and Groups
Trust managers
Monitoring and Tuning

Cartificste
Troubleshsoting Authority (CA)
. B dlient
E iz Giegeiin configurstions
ubDI
‘ n KR . 3

Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
4. SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

[ ) softwa Logout

cell 22013 e Closs page

Application servers 7

View: All tasks

welcome

Guided Activities Application servers Field help I
For field help information,
——— Use this page to view 2 list of the application servers in your environment and the status of each of these elact & fiold label o lict
s=rvers. You can alsc uss this pags to changs the status of a spacific application s=rvar. marker vhen the hel
B Sarvar Types cursor is displayed.

Preferences
WebSphere application servers

webSphere MQ servers Page help
Web servers More information sbout
Name 2 ‘ Nede 3 | Host Hame 5 |Versrun 5] this page
Applications
*ou can administer the following resources: Command Assistance
Services View administrati
servert ‘ ofs5220137Ned=01 | ofs5220137.in.oracle.com | Base £.5.5.0 View aoministrative
Resources scristing command for st
= Total 1 action
=) Security =

Global securiny
Security domains
Administrative Authorization Groups
S5L certificate and key management
Security auditing
Bus security

Environment

(% System administration

Users and Groups

Monitaring and Tuning

Traublesheating

Service integration

< [ 3
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5. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

View: All tasks - Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services
Welcome required to run enterprise applications.

Field help

(3] Guided Activities Runtime || Configuration For field help informatio

=) Servers select = field label or lisi
marker vhen the help

= Server Types curser is displayed.

I

WebSphere application servers
General Properties

WebSphere MQ servers Page help
Web servers Name More information sbout
Session
1 Applications mansgement
Servicas Node name SIP Container
Settings
Resources ofss220137Node0l

B Web Container
SlS ey Run in development mods Settings
Global security

Security domains

Administrative Authorization Groups

S5L certificate and key management

Web container

Web cont:
ransport chain:

Parallel start

Start compenents as needed

STy ArlEnE Access to internal server classes Pertlat Container
Bus sscurity Settings
Environment EIB Containar
System administration Server-specific Application Settings Settings

Classloader policy Container Services

Users snd Groups

] Monitoring and Tuning Business Process

Services
Traubleshooting Class loading mode

[ Classes loaded vith parent dass loadsr first =] Applications

(3] Service integration

uppI Installed spplicstions

Server messaging

Messaging engines

Match Case 2 of 2 matches x

6. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.

WebSphere. | Logout

Cell=0f=220137 N; ¥ Clos= pags
View: Al tasks

[——

Welcome \d hel
lication servers > server > Web transport chains Field help
Guided Actvi server1 por
) Gui vities For field help information,
= Use this page to view and manage a transpert chain. Transport chains represent naetwork protocal stacks celsct & fisld lsbal or list

that are operating vithin a client or server. marker when the help

 Server Types oreferances cursor is displayed.

WebSphere application servers

WebSphere MQ servers Delate Page help
web servers More i about
this pags
+l Applications
Cemvices Sele(tl Name & Host & Port & SSL Enabled Command Assistance
Visw
= = You can administar ths folloving resourcas: ceripting command for last
3 security HitoQueuelnboundDefault Enabled = 2080 Disabled action
Glabal security
HttpQueualnboundDefasultSecure  Enabled = 5443 Enablad
Security domains
Administrative Authorization Groups
S5L cernificate and kay managemant WCInboundAdmin Enabled = 5060 Disabled
Security suditing
Bus s=curity WClnboundAdminsecure Enabled B 5043 Enabled
Environmant
WCInboundDefault Enabled = 2080 Disabled
[+] System administration —
Users and Groups WClnboundDafaultsscurs Enabled B 5443 Enablad
(#/ Menitering and Tuning
Traubleshoating Total &
L= i 3

Highlight Al Match Case 2 of 2 matches x
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7. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WCInboundDefaultSecure’. The following screen is displayed:

WebSphere. |

View: All tasks -

welcome
Guided Activities
=) Servars

[l Server Types

websphere applicatian servers
WebSphere MQ servers

Web servers

Applications

Services

Resources

(=) Security
Global security

Security domains

Administrative Authorization Groups
SSL certificate and key mansgement
Security suditing

Bus security

Enviranment

System administration

Users and Groups
Monitoring and Tuning

Troubleshoating

Service integration

uDDI

Cel

Application servers — WHelp

Help

Application servers > serverl > Web container transport chains > HttpQueueInboundDefaultSecure
Use this page to view and manage a transport chain. Transport chains represent network protocol stacks that

are operating within a client or server.

Configuration

General Properties

+ Name
HitpQueusInboundDefaultSecura

Enabled

Transport Channels

TCP inbound channal (TCP 4}

=

Host

Port 5443

Thread pool WebContainar
20000

Maximum open connections

Inactivity timeout 60 seconds.

S5L inbound channel (SSL 21

uration (Centrally managed)

HTTP inbound channel (HTTP 4}

Use persistent keep alive connections.
Maximum persistent requests per connection

Enabled
100

60 seconds.
60 seconds.

Read timeout
Write timeout
Parsistent timeout 30 seconds.

HTTP queue inbound channel (HTTPQ 2)

Web container inbound channal (WCC 61

Logout

Clos= pag=

1

Field help
For field help informatic,
select a field label or lisf
marker when the help
cursor is displayed.

Page help
More information about

m

o it |

gl i

8.

WebSphere. |

Click ‘SSL Inbound channel (SSL 2).

220137 No ppSrv01

View: All tasks

[2pplication servers

welcome

Guided Activities

[ Servers
[ Server Types
webSphere zpplication servers
WebSphere MQ servers
Web servers

Applications
Services

Resources

=l security
Global security
Security domains
Administrative Authorization Graups
SSL certificate and key management
Security auditing
Bus security

Environment

System administration

Users and Groups

Menitaring and Tuning

Troubleshaoting

Service integration

upDI

B Messages
[ Transport Channel 5SL_2 is shared between two or more transport chains.
Changes to 55L_2 will affect multiple network protocol stacks.

_ hains >

Application servers > serverl > Web
inbound channel (SSL_2)

Use this page to view and configure a channel for handling the encryption and decryption of data over

inbound connactions.

Configuration

Logout

Close page

o rre—

Field help
For field help informatio)
select a field label or lis|
marker when the help
cursor is displayed.

Page help
>ssL More information about

this psae

Command Assistance

e
command for Iz

General Properties

4 Transport channal name

Custom properti
[ssL= |

Discrimination veight
[t I

Related Itams

SSL Configuration SSL configuration - cell lavel

© Centrally managed

View centrally mansged SSL tree

) Specific to this endpoint
Select 5SL Configuration

NodeDefaultsSLSettings [~ ]

< 1,

KN "

9. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the

changes.
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1.6

1.7

1.7.1

Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

Certificate Exchange for Two Ways SSL

Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.

WebSphere.

View: All tasks

[ Server Types
webSphere application servers
WebSphere MQ servers
Web servers

+| Applications

Services

Glabal security
Security domains

Administrative Authorization Groups

Bus security
Environment
[#] System administration
Users and Graups
Monitoring and Tuning
¥ Troubleshooting
[#] Service integration

uDDI

SSL certificate and key management

Prafarancas

Welcome
Guided Activities SSL certificate and key > Key stores and certificates > NodeDefaultKeyStore > Personal certificates
o Servers Manages personal certificates.

| Delete || Receive fram a certificate authority... || Replace... || Extract.. || Import.. || Export.. || Revoke... || Renew |

Se\ect| ‘ Alias

Issuad To

‘ Issuad By

|5ema| Humbar

‘ Expiration

You can administer the folloving resources:

=] default Cl=0fss220137.in.oracle.com, | CN=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
Resources OU=ofs5220137Node01Cell, | OU=Root Certificate, Jun 22,
OU=ofss220137Nade01, OU=ofss220137Naode01Cell, 2015 to Jun
=) Security 0=IBM, C=US. OU=0fss220137Node01, 21, 2016.

0=18BM, C=US

Ch=ofs5220137.in.oracle.com,

0=1BM, C=US

SSL certiicate and key management OU=Root Certificate, OU=Root Certificate, Jun 22,
e —— OU=ofss220137Hode01Cell, | OU=ofss220137Hode01Cell, 2015 to Jun
OU=ofs5220137Node01, OU=ofss220137Node01, 18, 2030,

0=1BM, C=US

CN=ofss5220137.in.oracle.com, | 3446736182480725 | Valid from

Total 2

< mn ple n 3

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > {YOUR KEYSTORE NAME]} > Personal certificates.

ORACLE
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

2. Select the installed certificate and click ‘Extract’ button.

WebSphere..

Il, Brofile=AppSrv01
View: All tasks

ficate and ksy management

Welcome

Guided Activities SSL certificate and key management > Key stores and certificates > > ificates Field help
> Extract certificate For field help inform
[ Servers select a field |sbel of
Extracts 3 certificate from the key store to be added to ansther key store. markar when the he
= Server Types General Properties cursor is displayed.

webSphere application servers

WebSphere MQ servers Cartificate alias to axtract Page help
web servers ‘defauk More information ab)
this page
SEEEEs + Certificate file name
Services [Di\keystores\mykeysare.cer
Resources Data type
= Security L Base64-encaded ASCII data |7 |

Global security

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment

[ System administration
Users and Groups
Monitoring and Tuning

Troubleshoating

Service int=gration

upDI 52
< m ] r « n | r

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

1.7.2 Extracting Certificate for Server?

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.
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1.7.3

Importing Certificate into Keystore for Serverl

@ Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).

WebSphere. 11 Logout

Close page

View: All tasks

iL certificate and key management

welcome
SSL certifi and key > Key stores and certificates > NodeDefaultKeyStore

‘Guided Activities

= Servers Defines keystore types, including cryptography, RACF(R], CMS, Java(TM], and all truststore types.

[= Server Types
WebSphere application servers

WebSphere MQ servers General Properties Additional Properties
web servers Name
[HodeDefaultkeyStore
Personal

Applications

Services Description certificates
[Default key store for ofss220137Hode01

Bersonal
certificate
reguests

m

Resources

1=l Security Manasgement scope

Custom

[(cell):ofes220137Node1Csll: (node):ofes220137 Node01
properties

Global security
Security domains

Administrative Authorization Greups
S5L certificate and key
Security auditing # Password
Bus security

Path
[s4coNFIG_ROOT}/calls/ ofss220137Node01Callinodes/ofss220137Node01/key.p12

Enviranment Type

System administration | PKCS12 El

e —
Read only L4
Monitaring and Tuning.

Troubleshooting Initialize at startup

Service integration || Enable cryptographic operations on hardware device

uoDI k™2
. m r Ll [ " 3

1. Click ‘Signer Certificates’. The following screen is displayed:

WebSphere. 1. Logout

Close pags

View: All tasks

Welcome
e s SSL certi and key > Key stores and certificates > NodeD: > Signer Field help
certificates For fiald halp information,
|- Servers select a field label or list
Manages signer certificatas in key stores. marker when the help
E Server Types cursor is displaysd.

praferences

WebSphere application servers
WebSphere MQ servers

Web servers

| Delate || Extract | Retriave from port | Page help

More information about
this page

Applications

Command Assistance

Services Select‘ Alias & | Issued to | Fingerprint (SHA Digest) I, | Expiration J
View administrative
Eenp— L cripting command for last
Total 0 action

= Security

1

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Envirenment

System administration
Users and Groups
Monitoring and Tuning

Troubleshosting

Service intzgration

ubDI1 -
< m 3

2. Click ‘Add’ button to add the certificate of the other server.
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The following screen is displayed:

—

Wehn ere.

Clase page

7Node01Cell, Profile=AppSrv01

View: All tasks
SSL cartificate and key management

Welcome
Guided Activities 55L certificate and key > Key stores and certificates > NodeDefaultKeyStore > Signer certificates > Field help
Add signer certificate For field help information.

select a field label or list

marker when the help

£ Servers
Adds a signer certificate to 3 key store.
& SarverTypes General Properties cursor is displayed.
S s e e S
webSphere MQ servers # Alias Page help
Web servers [eLem_Keystors More information sbout
this pane

# File name

[Dr\Kkeysares\mykeysore.cer

[ Applications

Services

Resources Dats type
Base64-encaded ASCII data | 7]
|=) Security L

——

Security domains
Administrative Authorization Groups
SSL certificate and key mznagement
Security auditing

Bus security

Enviranment
[+ System administration
Users and Groups

Monitering and Tuning

[ Troubleshesting

Service int=gration

uoDI 2
] m 3 4 1 3

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract

certificate was generated for the first server.

Eg: \<localfolder>\<serverl.cer>

1.7.4 Importing Certificate into Keystore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.
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1.7.5

Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

WEhSane_re.

View: All tasks

Welcome
‘Guided Activities
= Servers

[= Server Types
WebSphere application servers
WebSphers MQ servers
Web servers

Applications

Services

Resources

1=l Security

Global security
Security domains

Administrative Authorization Greups
S5L certificate and key management
Security auditing

Bus security

Environment
ystem administration
Users and Groups

Menitering and Tuning

Troubleshesting

Service int=gration

uoDI
“ mn v

SSL certil

and key

Keystore usages

prafarances

SSL keystores -]

> Key stores and certificates

Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

Help | Logout

Close page

Field help

For field help information,
select = field labal or list
marker when the help
cursor is displayed.

Page help
More information about
this page

| new...

|| Deleta || chang=p

|| Exchange

Command Assistance

View administrative

scripting command for last

Selzt‘ Name 3

‘ Description 5

‘ Management Scope

path

sction

You can

the folloving

NodeDefaultKeyStors

Default key store for
ofss220137Node0l

(node):ofss220137Node01

(cell):ofss220137Hode01Cell:

${CONFIG_ROOT}/cells
/ofs5220137Noda01Cell
/nodes
Jofss220137Nod=01
fkey.p12

NodeDefaultTrustStore

Default trust store for
ofss220137Node01

(node):ofss220137Node01

(cell):ofss220137Hode01Cell:

${CONFIG_ROOT}/cells
/ofss220137Nade01Cell
/nodes
/ofss220137Node01
Jtrust.p12

Total 2

The following screen is displayed.

WebSphere.

View: All tasks

Welcome

‘Guided Activities

[l Servers
[l Server Types
WebSphere application servers
WebSphere MQ servers

Web servers

Applications
Services

Resources

= Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Envirenment

ystem administration

Users and Groups

Menitering and Tuning

roublesheoting

Service intzgration

uDDI
< m v

General Properties

Defines keystore types, including cryptography, RACF(R), CMS, Java[TM], and all truststore types.

Logout

Properties

Name

[Nod=DefaultkeysStore

Description

Perzonal
certificstes

[Default key store for ofss220137Node0t

Personal

Management scope

‘U:EH):DFEEZZUIE?NUdeUlCEII

(node):ofss220137Node01

Path

requests

Custom
properties

[$4conFIG_ROOT}/calls/ofss220137Hode01 Callnodes/ofss220137Node01 /kay.p12

# Password

Type

| PKCS12

=]

Read only

Initialize at startup

[l Enable cryptographic operations on hardware device

m

1. Click ‘Signer Certificates’.
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The following screen is displayed.

WehSnl;e;;.  sof

View: All tasks Fa

Welcome
Guided Activities
[= Servers
[ Server Types
WebSphere application servers
webSphere MQ servers
web servers
Applications
Services
Resources

|=I Security

n

Global security
Security domains

Administrative Autherization Groups
SSL certificate and key management
Security auditing

Bus security

Envirenment

System administration
Users and Groups
Monitoring znd Tuning

Troubleshooting

Service integration

uDDI 7

N — Y

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and

management

551 certificate and key

> Key stores and certificates > NodeDef;

> Signer

certificates

Manages signer certificates in key stores.

Preferences

Help | Logout

Close page

Field help

For field help information,
select = field |abel or list
marker when the help
curser is displayed.

| Add || Delete | Extract || Retrieve from port |

Page help

More information about

this page

Se\e:t‘ Alizs £

| t2susd to ¢

‘F\'ngerprint (SHA Digest) £ Expiration £

Command Assistance

None

View administrative

scripting command for last

Total 0

action

2. Click ‘Add’ button to add the extracted certificate of the second server. The following screen
is displayed.

View: All tasks i

Welcome
Guided Activities
= Servers
[2 Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resources

1=l Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key mznagement
Security auditing

Bus security

Enviranment
‘System administration
Users and Groups

Monitoring and Tuning

Troubleshesting

Service int=gration

F unDt -

ofss220137N

SSL cartificate and key management

S5L certil d key

> Key stores and certificates > NodeD.

> Signer certificates >

Logout

Clase page

Field help

Add signer certificate
Adds = signer certificate to 3 key store.

General Properties

For field help information,
select a field label or list
marker when the help
cursor is displayed.

# Alias

[Eem

# File name

Page help
More information about
this page

[Dr\Kkeysares\mykeysore.cer

Dats type

Bases4-encoded ASCII dats

Jjavascript.clearFilter('com.ibm.ws.console security.SignerCertsCollectionForm') [ 3

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.
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1.7.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.

1.8 Managing Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.

WebSphere..

View: All tasks

Welcome
‘Guided Activities
Servers
Applications
Services
Resources
= Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key mznagement
Security auditing

Bus security

Environment

[+ System administration
Users and Groups
Monitoring and Tuning
[ Troubleshooting

[ Service int=gration

uDDI

4 T

rofile=AppSrvOL

SSL cartificate and key management

SSL certificate and key management

SSL configurations

Related Items

The Secure Sockets Layer (S5L) protacol provides secure
communications between remote server processes or endpoints. S50
security can be used for establishing communications inbound to and
outbound from =n endpoint. To establish secure communications, a

certificate and an SSL configuration must be specified for the =ndpoint.

In previous versions of this product, it was necessary to manually
configure each endpeint for Secure Sockets Layer (S5L). In this
varsion, you can define a single configuration for the antire
application-serving envirenment. This capability enables you to
centrally manage secure communications. In addition, trust zones can
be established in multiple node environments by overriding the
default, cell-level S5L configuration.

If you have migrated a secured environment to this version using the
migration utilities, the old Secure Sockets Layer (S5L) configurations
are restored for the various endpoints. However, it is necessary for you
to re-configure SSL to take advantage of the centralized management
capability.

Configuration settings

Mansge endpoint sacurity configurations

Manage certificate expiration
Manzge FIPS

Dynamically update the run time when SSL configuration changes
occur

Close page .

O |

Field help
For field help information,
select a field label or list
markar when the halp
cursor is displayed.

Page help
S5L configurations

More information about
Dynamic outbound this page
endpoint S5L
confiqurations

Key stores and
certificates

n

Key sets

Key set groups
Key managers

Trust managers

Certificate Authority
CA) dient
configurations

1. Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security

configurations’.

WebSphere.

Wiew: All tasks

Welcome
Guidad Activities
Servers
[ Applications
Services
Reseources
=) Security

Global securicy
Security domains
Administrative Authorization Groups

SSL certificate and key

and key >

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster.

Local Tepelogy

Close page

Field help

For field help information,
=select a field label or list
marker when the help
curser is displayed.

B Inbound

Bl ofss220137Nod=0icell

Security suditing
Bus security

Environment

[ System administration
Users and Groups
Manitering and Tuning
Troubleshooting
Service integration

(¥ UDDI

B Qutbound
B of: 0137NodelicCell
B £ nodes
@ fs 0137Node01 ki )]

Page help
More information about
this page
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2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.
The following screen is displayed.

WebSphere. [0

View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
=) Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment

System administration
Users and Groups
Manitering and Tuning

Troubleshosting

[#l Service int=gration

upoI

certificat= and key mansgemant

SSL i d key > Manage endpoint security

Displays Secure Sackets Layer (S5L) configurations for selected scopes, such as a call, node, server, or cluster,

General Properties

> ofss220137Node0l

Hame

‘qusZZUlS?NDdEUl ‘

Direction

[1nbound |

Specific S5L configuration for this endpoint

S5L configuration

NodeDataultss sarangs | v ] _Update certficate alias lit | Manage certficates

Certificats alias in key store

Help | Logout

Close page

Field help
For field help inform
salact = fiald label

marker vhen the h
cursor is displayed.

Related Items Page help

More information al

S5L this page
configurations

Dynamic

outbound

endpoint S5
confiqurations

Key stores and
certificates

Key sets

Key set qroups
Key managers
Trust managers
Certificate

Authority (CA’

client
confiqurations

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.

You can view the settings under ‘Inbound’.

WebSphere. [0 (11

View: All tasks

Welcome
Guided Activities
Servars
Applications
Services
Resources
[ Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Envirenment

System administration
Users and Groups
Monitoring and Tuning
Troubleshooting

Service integration

uDDL

S5L certi d key > Manage end,

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as = cell, node, server, o cluster.

Local Topology

| Logout

Close page

Field help
For field help informatian,
select a field label or list
marker when the help
cursor is displayed.

Bl Inbound
B ofsz220137Node0iCell
B[O nodes
H ) ofs2220137Node01 NodsDefault
Bl Qutbound
Bl ofsz220137nods01Cell
B nedes
ol¢ Jofss220137N0d=01 (NodeDefaultSSLSsttings )

tings)

Page help
More information about
this page

5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.
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1.9 Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER

CONFIG}.

[T o) software

‘ View: Al tasks

Welcome

uided Activities

rvers

prlications
Services
Resources
[ Security

Glabal security
Security domains

Administrative Authorization Groups
S5L certificate and key management
Security auditing

Bus security

Environment
System administration
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

uDoI

5L certificate and key management

SSL certil d key >SSL ions > NodeD Setti

Defines a list of Securs Socksts Layer (S5L) configurations.

General Properties

| Logout

Close page

# Name

[HodeDefaultssLsettings

Trust store name
[ HodeDsfaultTruststors ((call):ofss220137Node01Calls(nods) rofss220137Hode01) [ 7]

Keystore name

[ HodeDetaultkeystore ((cell):ofss220137Hode01Celi(node):ofss220137Hode01) E’@

rver certificate alias

Default dient certificate alias

Management scope

[(cell}:ofss220137Hode01Call (node):ofss220137Node1,

Additional Prop

Quality of
protection (QoP’

ssttings.

Trust and key
managers

Customn
properties

Related Ttams

Key stores and
certificates

4 m ]

<« I

2. On the right side, click ‘Quality of protection (QoP) settings’. The following screen is
displayed.

View: All tasks

Welcome

Guided Activities

(5] Security
Globsl security

Security domszins
Administrative Authorization Groups
SSL certificate and key manzagement
Security auditing

Bus security

Environment

System administration

sers and Groups
Manitoring and Tuning
Troublzshooting

Service integration

uboI

rtificate and key management

SSL certificate and key management > SSL ions > Settings > Quality of
(QoP) settings

Specifies the security level, ciphers, and mutual suthentication sattings.

General Properties

Client authentication

Provider

Predefined 15SE providar

Select provider

Custom JSSE provider

Cipher suite settings

Update selected ciphers

Cipher suite groups

Cipher suites

Add >>
(<R

Selected ciphers

S5L_RSA_WITH_AES_128_CBC_SHA256 -
S5L_DHE_RSA_WITH_AES_128_CBC_SHA256 [ |
55L_DHE_DSS_WITH_AES_128_CBC_SHA256
S5L_RSA_WITH_AES_128_CBC_SHA
55L_DHE_RSA_WITH_AES_128_CBC_SHA -

Help

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this oage

Command Assistance
Vigw sdministrative

scripting command for |ast

action

1

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
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4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making
the changes.

1.10 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS’.

SSL port information is available in the following screens.

— ] Parallel sta
View: All tasks - EJB Contsiner

Welcome

Guided Activities

[7] Start components as needed

Access to internal server dasses

[oer T

Settings e ]
Container Services Field help

ness Process For field help information,
select a field label or list

[ Servers cen
FEn=Trs Server-specific Application Settings markar vhen the help
v Applications cursor is displayad.
webSphere application servers Classlozder policy
WebSphers MQ servers Wutiple [~ ] Installed spolications Page help |
Web servers More information sbout
Class loading mode Server messaging this page

& Anplications [ classes loadzd with parent cass loader first

Messaging engines
Messaging engine

inbound transports
WebSphers MO link
inbound transports

SIB service

Services
Resources

[+ Security Apply || OK || Reset || Cancel

Environment

T

System administration

Users and Groups Server Infrastructure

Monitering and Tuning Java and Process

Troubleshooting Management
Service integration Administration 4

uoDI Java SDKs

Communications

[ o]
Messaging

Communications
Enabled Applicstions
(CEA]

Performance
Performance

— Monitoring
« . + (PuI) =
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Click ‘Ports’. The details are displayed as follows.

View: All tasks

Welcome
[£) Guided Activities
=) Servers
[ Server Types
WebSphere zpplication servers
WebSphere MQ servers
Web servers
7l Applications
[# Services
¥ Resources
[ Security
£ Environment
[ System administration
[+ Users and Groups
[ Monitoring and Tuning
¢ Troubleshooting
[# Service integration
(¥ UDDI

Details

Communie
]
Port Name Port
BOOTSTRAP_ADDRESS 2809
SOAP_COMNECTOR_ADDRESS 8880
ORB_LISTENER_ADDRESS 9100
SAS_SSL_SERVERAUTH_LISTENER_ADDRESS 9401
CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS | 9403
CSIVZ_SSL_MUTUALAUTH_LISTENER_ADDRESS | 9402
WC_adminhost 9060
WC_defaulthost 9080
DCS_UMICAST_ADDRESS 9353
WC_adminhost_secure 5043
WC_defaulthost_secure 5443
SIP_DEFAULTHOST 5060
SIP_DEFAULTHOST_SECURE 5061
SIB_ENDPOINT_ADDRESS 7276
SIB_ENDPOINT_SECURE_ADDRESS 7286
SIB_MQ_ENDPOINT_ADDRESS 5558
SIB_MQ_ENDPOINT_SECURE_ADDRESS 5378
IPC_CONWNECTOR_ADDRESS 9633
OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004

@ Massaging
o ications Enabled [CEA]

Performance

1

smmany
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2. Creating Resources on Websphere

2.1 Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

2.2 Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

2.2.1 Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

€ IBM WebSphere MQ Explorer [BEE]

Fle Window Help

‘25 M Explorer - Navigator &7 = &5 ¥ = O B Mo Explorer - Content £7 =8

& Que
(= Queus Manager Clusters

(= M5 Administered Objects

(= Service Definttion Repositories

WebSphere. MQ

Welcome to MQ Explorer

In M6 Explarer you can administer local and remote queue managers and their
resources, such as queues, channels, and listeners.

Help on MO Explorer

Help on MO Explorer icons

MO Explorer Preferences.

Queue manager icons

The following icons are used in the Navigator view to indicate queue manager status:

Local queue manager; running and connected to MQ Explrer
B/ Local queus manager; rnning but disconnected from MQ Explorer
£ Local queue manager; stopped and discomected from MQ Explorer
Remote queus manager; connected ko MQ Explorer
Remote queue manager; disconnected from MQ Explorer
@] Local quetie manager; running as standby and disconnected from MQ Explorer
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2. Onthe left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as

shown below:
¢~ =0 MG Explorer - Content 22 4

File Window Help
Queue Managers

‘ Fiter: Standard for Queve Managers
Command level  Queus manager status

25 MQ) Explorer - Mavigator &3

& € 18M websphere MG
&
Platform | Queue-sharing oroup name | Dead-etter queue | Descriptian  Default bind type

ShonHide Queus Managers...
Add Remate Queue Manager.

(= Queue Manage
i Manag .

= 5 Administer
(& Servics Definii

L]
Scheme: Standard for Queue Managers

[ Last updated: 16:47:03

Select @ queue manager ko show its connection detals here:
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The following screen is displayed:

r — B
4k Create Queue Manager, |-_I®

Queue Manager

Enter basic values

Queue manager name: | QM_DDHPOSZ20 |
[w]ake this the default queue manager:

Default transmission queLe; | |

Dead-letter queue: | |

Mar handle limit: | 256 —

Trigger interval: | 993939399 ~

Max uncommitked messages: | 10000 =

7 = Back. [ Next = ] [ Finish ] [ Cancel ]

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.
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4. Click ‘Next’. The following screen is displayed:

4P Create Queue Manager

Oueue Manager

Enter data and log walues

QUeLe manager name: | OM_DDHPOS20

%) Use circular logging
) Use linear logging

Log File size: {x4kE) | 4095

Log primary files: | 3

Log secondary files: | Z

Data and Log paths

Daka path: | | Browse. ..

Log path: | | Browse, .,

< Back ][ Mext > H Einish H Cancel

5. Click ‘Next'.
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The following screen is displayed:

®
4P Create Queue Manager

Oueue Manager

Enter configuration options

QUeLe manager name: | OM_DDHPOS20

Start gueue manager after it has been created
Multi-inskance Queue Manager:
[ Permit a standby instance

Select bype of queus manager skarkup

(%) Aukomatic
() Service {manual)

) Interactive {manual)

Configures the gueus manager to start automatically when the machine starts up.

Create server-canneckion channel ko allow remaote administration of the queue
manager over TCPYTP
[ ]create server-connection channel

Mexk > | [ Einish l [ Cancel

6. Click ‘Next'.
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The following screen is displayed:

®
4P Create Queue Manager

Oueue Manager

Enter liskener opkions

QUeLe manager name: | OM_DDHPOS20

The queue manager needs a liskener to manikar Far incoming nebwork connections,
for some netwaork prokocols,

Create liskener configured Far TCPJTP

The listener needs ta lisken on a port number not used by any other quews
manager, service or application on this computer

Listen on port number: | 1414

Mexk > | [ Einish l [ Cancel
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7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’. The following screen is

displayed:

4 Create Queue Manager

Queue Fanager

Enter explorer opkions

Jueue manager name; | OM_DDHPOSZ0

Autoreconneck

Automatic Refresh

fwtornatically refresh information shown For this gueue manager

Interval {seconds): | 15 - | l Apply Defaulk

Finish ] [ Cancel
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8. Click ‘Finish’. The following screen is displayed:

* Command: crtmgm -sa -g QM_DDHPOSZ20

webSphera MQ queus manager created.

| ~

Directory 'T:\Program Files\IBMyWebSphere MOgmgrsQrM_DOHPOSZ0D' creat
The Queue Manager ended for reason 545284625 "
exitvalue = 263455953

Ele Window Help

‘2. MG Explorer - Navigator 0

@ - =0

1) Explorer - Content: &1

9. Close the message. The following screen is displayed:

4 IBM WebSphere MQ Fxplorer |

@ - =0

= € 1BM WebSphere MO
]

(= Queue Manager Clusters

Queue Managers

‘ Filker: Standard for Queue Managers

(> M5 Administered Objects # Queue manager name
{= service Definition Repositories &) QM _DDHPOS20 701 Stopped
<

Command level  Queue manager status | Platform  Queue-sharing group name | Dead-letter queus | Description | DeFault bind by

Windows

Shared

2

Scheme: Standard For Queue Managers

[ Last updated: 16:50:26

Select a queUe manager to show its connection detals here:
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10. Right click ‘Queue Manager’ and select ‘Start’. The following screen is displayed:

4 [BM WebSphere MQ Explorer

File Window Help

5. MQ Explorer - Navigator 22

@~ =0

MQ Explorer - Content 52

= € 18M WebSphere MQ
= £ Queue Managers
LU M _DDHROS2
(= Queue Manager €
(= M5 administered
(& Service Definition | Delete.

Tests 3
Connection Details ¥

Froperties...

Queue Manager QM_DDHP0520

Connection QuickView:

Connection status Disconnected
Connection type Local
Connection name
Channel name
Channel definition table
Refresh inkerval 15
Autoreconnect Ves
Last updated: 16:50:53

Status QuickView:
Queue manager status Stopped
Command server status Stopped

11. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’. The following screen is

displayed:

F

Start Queue Manager - "QM_DDHPO520*

®s :
ID Start as service
ID Start inkeractive

Choose Start Method:

[C]Permit a standby instance

Multi-instance Queue Manager:

2-9

ORACLE



12. Click ‘OK’. The following screen is displayed:

4 IBM WebSphere MQ Explorer

Fils Window Help

. MQ Explorer - Mavigator 13 ]

D@~ =0

& €D 1M webSphere MQ

B mQ Explarer - Content 52

(= (= Queus Managsrs

@ Queue Manager Clusters
(= M5 Administered Objects
(= servics Defirition Repositaries

Queue Manager QM_DDHPO520

Connection Quick¥iev:

Connection status

Connected
Connection type Local
Connection name
Channel name
Channel defintion table:

Refresh interval 15
Autareconnect ves
| Lest updated: 17:16:07
Status QuickView
Queue manager status Running
Command server status Running
Channel initator status Stopped
Connection counk
Standby Mot permitted

| Last updated: 17:16:07

Froperties Quickiiew:

Queue manager name:

Description

Platform

Command level

Default transmission queus
Startup

QM_DDHPOSZ0

windows

Automatic

Last updated: 17:16:07
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2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.

4 IBM WebSphere MQ Explorer
File MWindow Help

5. MQ Explorer - Navigator £ = 69 7 = 0| B voexplorer - Content 5

= €3 BM WebSphere MQ
(= (= Queue Managers

Queue Manager QM_DDHP0520

Connection Quick¥iew:

= M Administered Obiects Cornection status Connected
Comnection type Local

(&= service Definition Repositories Connection name

channel name

Channel definition table

Refresh interval 15

Autoreconnect ves

Last updated: 17:16:07

Status Quickview:

Quells manager status Running
Command server status Running
Channel initiator status Stopped
Cornection count 4

Standhy Mot permitted

[ Last updated: 17:16:07

Properties Quickiisw:

QUels manager name QM_DDHPOS20
Description

Platform Windows
Cortmand lsvel 701

Default transmission queue

Startup Autoratic

Last updated: 17:16:07

2. On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

4 IBM WebSphere MQ Explorer

File ‘window Help

5. MO Explorer - Navigator 52 g ¥ =0 MO Explorer - Content 52

= &3 161 WebSphere MO
== Queus Managers
=8 gM_ooHPoSZ0

Queues

| Filker: Standard for Queues

(&= Topics P
(= subscrif  Skaty
(= Advance
(= Queus Manager, 18585
(% JMS Administere  DieCt Authorities ¥
———————
(= Service Definition Repositories

usLe Name Queue type | Open input count | Open output count | Current queus depth  Max queue depth | Pul

Alias Queue, .,
Model Queue. ..

Remate Queus Definition. ..
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The following screen is displayed:

Queue Name should be ALL CAPS, else issue will occur at listener level in WAS.

4P New Local Queue

Create a Local Queue

Enter the details of the object you wish to create

Mame:
NOTIFY_QUELE

Select an existing object from which to copy the attributes for the new object.

| 5¥STEM.DEFALLT LOCAL. QUELE | [sstect... |

when this wizard completes, another wizard can be started automatically ko create a matching object.
[ 5tart wizard to create a matching IMS Queue

@ cpack [ mexts | [ Emsh | ceneel |

3. Specify the queue name. Click ‘Next'. The following screen is displayed:

4k New Local Queue

Change properties

Change the properties of the new Local Queus

Caaic General

Extended

Cluster Queue name: [ moTIFY_queLE |

Triggering : =

Events Queue bype: | Local |

Storage

Statiskics Descripkion: | MNOTIFY_QUELE |
Put messages: | Allowed v |
Get messages: | Allowed w |
Default priority: | 1) —

Default persistence:

Scope: | QUELE Manager w |

Usage: | Mormal w |
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2.3

2.3.1

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.

Select ‘Queues’ on the left pane.

& IBM WebSphere MQ Explorer FEX
fle Window Help
51 1MQ Explorer - Navigator 53 5 7 = O Bl mqExplorer - content 5 # e Y =0
= € 1BM Websphers M Queues
(5 Queue Managers
@ QM_DDHPOSZ0_HEW Filter: Standard for Queues -
=5 Qu_bpHPOSZ0
= Queues # Gueue name Cueus type  Openinput count  Open output count | Current queue depth  Max queus d
(= Topics [=1HOTIFY_QUELE cal

= Subscriptions
(= Advanced
(= Queus Manager Clusters
(= M5 Administered Objects
(= Service Definttion Repositories

<
Scheme: Standard For Queues - Distributed

Last updated: 18:38:00

5. You can find the new queue name in the list.

Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_ MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2 Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

2.3.3 Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

2.3.4 Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

2.3.5 Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

2.3.6 Ending MQSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME' is the
MQ server software installation path.

In this folder, you will find the file ‘JIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/INDI

Example
PROVIDER_URL=file: ivar/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA_ INSTALL_PATH=/opt/mgm/java

export MQ_JAVA DATA PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch IMSAdmin

STOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JIMSAdmin.config’ file. Move
to the directory ‘<Websphere_MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the
figure.

£ 10.180.196.51 - PuTTY

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:
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define gcf (<qcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_gcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.

@

210.180.196.51 - PuTTY

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JIMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues

require connection to Oracle FLEXCUBE application. Please refer the document “Resource To be
Created” for queue names list.
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You need to create JMS queues for the queues mentioned in the document “Resource To be
Created”.

# Queue name Queue bype  Open input count | Open outpuk count | Current queue depth
(=}DEFFERED_DEST_GQUELE ol Jo oo |
|=| EL_MOTIFY_DLO Local u] 1] 1]
|=| EL_MOTIFY_REQ_Q Local u] 1] 1]
|=| EL_MOTIFY_RES_Q Lacal u] 1] 1]
|=| ELMDE _DLG Laocal u] 1] 1]
|=| ELMDE _REG_O Local u] 1] 1]
|=| ELMDE_RES_Q Local u] 1] 1]
|=| EM5_EXTQIEUE Lacal u] 1] 1]
|=| EMS_INQUELE Laocal Z 1] 1]
|=| EMS_OUTQUELE Local 1 1] 1]
|=| MDE_QUELE Local u] 1] 1]
|=| MDE_QUELE_DLG Lacal u] 1] 1]
|=] MDE_QUELE_RESPOMNSE Local u] 1] 1]
|=| MOTIFY_DEST_QUELE Laocal u] 1] 1]
|=| MOTIFY_QUEUE Local 1 1] 1]
|=| MOTIFY _QUELE_DLG Local u] 1] 1]
= RTGES_IMGUELE Local 1 1] 1]
|=| SFMS_INQUEUE Laocal 1 1] 1]

2.3.9 MO Channel Authentication

2.4

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:

Install IBM MQ client in a client terminal.
Open the client MQ explorer.

Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.

1

2

3

4. Click ‘Add’ in the Show/Hide Queue Managers window.

5. Specify the name of Queue Manager which is created in the MQ server. Click ‘Next'.
6

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

4 16M WebSphere MQ =[5 x]

E

File Window Help
%5 Websphere MG Explorer - Navigator 5 \ | = |ed » =0
=€ 1B WebSphere MQ
(= Queue Managers QuEr=
E—EMGR ©n'10.180.196.51{1415) [ Fiter: standard for queves =]
Ueues
{ B Advanced ~_ Queue name [ quewe type [ Definition type | open input couni | open utput count | Current queue depth [ iacz queue depth [ Put messages
: g ;hanlﬂz‘s ) I EMSIN_GUELE Local Predefined t 0 0 5000 Allowed
H lient Connections |l EMSOUT_QUELE Local Predefined 1 [i} 12 5000 Allowed
{5 Listaners |l EMSOUT_QUELE_DLQ Local Predefined 0 0 0 5000 Allowed
i Services i LJFcomer Local Predefined 0 0 0 s000 Alowed
= :"’“Elsstm ions e MDB_GLELE Local Predefined 1 0 0 999999999 Alowed
(& Namelsts I MDB_GUELE_DLG Local Predefined 0 0 6 999999999 Allowed
| (= Authentication Information
B e onen I MDB_QUELEE_RESPONSE Lacal Predefred 0 0 12 999999993 Alowed
111 SWIFT on Wiehww-ap-21(1414) I NOTIFY_DEST_QUELEE Lacal Predefined 0 0 1 5000 Alowed
L TEST on ichw-ap-t(1415) Il NOTIFY_GUELE Local Predefined 3 0 0 5000 Alowed
L 51 wingm I MOTIFY_GUELE _DLG) Local Predefined 0 0 19 5000 Alowed
= Queue Manager Clusters I/ RTGS_DEST_QUELE Lacal Predefred 0 0 0 5000 Alowed
I/ RTGS_IN_QUELE Lacal Predefined L 0 0 5000 Alowed
Iz SFMS_DEST_QUEUE Local Predefined 0 0 32 5000 Alowed
I SFMS_IN_QUELE Local Predefined 1 0 3 5000 Alowed
I SFMSOUT_QUELE Local Predefined 1 0 3 5000 Alowed
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI needs to be used in data sources, please refer the vendor specific support manual and
make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.

3. Navigate to Websphere home page.

Welcome

Welcome 7 = 0 || About this Integrated Solutions Console = [

| View: All tasks

Welcome

[+ Guided Activities Integrated Solutions Console, 8.5.5.0
Integrated Solutions Console provides a comman administrative console for multiple B’:Iiff:ufnb;” :'::l;gsf =
Servers products. The tabla lists the product suites that can ba administerad through this '8 )

Build Data: 5/14/13
T installation. Select a product suite to view more information. D “’f ____________________

LICENSED MATERIALS PROPERTY OF

~

Services

I8M
Resources Suite Name Version 5724-108, 5724-163, I
D Security WebSphere Application Server 8.5.5.0 5724-H88,5724-H89, 5655-W65 (C) 7

Copyright Intemational Business
Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment
System administratien
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

uDDI
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4. Expand ‘Security’ and select ‘Global Security’. The following screen is displayed.

Wehsuhere.-

‘ View: Al tasks -

=ofs5220137 Node01Cell, Profi

Welcome
Guided Activities

Servers

Applications
Servicas

Resources
B Security

Global security

Security domains

Administrative Autharization Groups
SSL certificate and key management
Security auditing

Bus security

Environment

Systam administration

Users and Groups

Monitoring and Tuning

Troublashooting

Service integration

ubDI

Global st

Global security

Use this panel to configure adm and the default |

applications.

Wizard | | Securty Configurstion Report |

istrative security

Enable administrative security Administrative user rolas

Application security

Enable spplication security

Java 2 security

O

User account repository

Realm name
defaultWIMFileBasedRealm

Current realm definition
Federatad repositories

Available rezlm dafinitions.

Federated repositories i Configure Set as cumrent

Administrative group roles

security policy. This security configuration applies to the security policy for all
functions and is usad a5 a default sacurity policy for user applications. Sacurity domains can be dafinad to ovarride and customize the security poli

Administrative authentication

Us= Java 2 security to restrict application access to local resources

Authentication mechanisms and expiration

Authentication cache settings

| Logout

Close page

3

LTeA
Kerberos and LTPA
Kerberos configurstion

SWAM (depracated): No auth d

Wab and SIP sacurity
RMI/IIOP security
Java Authentication and Authorization Service

Enabls Java Authantication SPI (JASPI)

Providers

Use realm-qualified user names

Security domains.
External authorization providers

Programmatic session cockie confi ]

Custom properties

5. Expand ‘Java Authentication’, go to ‘Authorization Service’

data’.

The following screen is displayed.

WEhthem._

View: Al tasks

welcome

Cell=0fs5220137 Node0 i Cell, Profi

AppSrv01

> JAAS - 12C authenticati

Guided Activities
Servers

Applications

Services
Resources

[ Security

data

Specifies z list of user identities and passwords for Java(TM) 2 connector security to use.

Global securi

erafix new alias names vith the node name of the cell (for compatibility vith sarlier releases)

Preferences

and click ‘J2C authentication

Clos= page

Field help
For field help information,
select a field |label or list
marker when the help
cursor is displayed.

Page help

Global security
Security demainz

Hew. Delete

Administrative Authorization Groups
SSL certificats and key

Security auditing

Select ‘ Alias &

Bus security

Environment

System administration

User ID {; ol
You can administer the following resources:
ofss220137Node01/FCI121ASK FC121ASK FC121ASK

Users and Groups

ofs2230137Hode01/FCUBS121 DEV FCUBS121_DEV

FCUBS121_DEV

Menitoring and Tuning

Total 2

Troublzshooting
Servica integration

upDI

6. Click ‘New'.
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The following screen is displayed.

WebSphere, Help | Logout

Cell=ofss2201 37 N; -AppSrv01 Close page
View: All tasks
Global security
Welcome

Field help

Global security > JAAS - 12C authentication data > New...

Gulded Actvies For field help information,
ervere Spacifies 2 list of user identities and passwerds for Java(TM) 2 connecter security to use. celact a field label or list
General Properties miarker vhen the help
Applications | cursor is displayad.
* Alizs
Senicss [Fermra ] Page help
Resources More information about
# User [D this page
5 Security [FermR2 | .
Global security Command Assistance
Security domains + Passvord View administrative
Administrative Authorizatien Groups ‘“““ | scripting command for last
S5L certificate and key management. Descrigtion action
Security auditing ‘FCITRZl |

Bus security

Environment

System administration
Users and Groups
Manitering and Tuning
Troubleshooting
Service intagration

uoDI

1 F—r—

7. You need to define the connection properties. Specify the following details.

e Alias

e User ID of the Database

e Password of the Database

o Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link.

The following screen is displayed.

WebSphere. £111 l | Logout
Cell=ofs52201371 1cel AppSrO1 Closs page
view: All tasks
Global security -
Welcame e
; cati Field help
lobal > JAAS - 32€C data
Guidad A
uided Activitizs For field help information,
] Spacifies a list of user identities and passwords for Java(TM) 2 connactor sscurity to use. celect a field label or list
marker when the help
Applicatians Brafix new alias names with the node name of the cell (for compatibility vith sarlisr releases) cursor is dizplayed.
) Se
) Services Page help
Resources Mare information abaut
=) Security Preferences this page
Globsl s=curity Command Assistance
Security domains View administrative
Administrative Authorization Groups scrioting command for last
SSL certificats and key action
ST i Se\ect‘m\as B User ID & Description &
Bus security You can sdminister the folloving rasourcas:
Environment ofs5220137Hode01/FC121ASK FC121ASK FC121ASK
Systam administration
ofss220137Hode01/FCUBS121 DEV FCUBS121_DEV FCUBS121_DEV
Users and Groups
Manitoring and Tuning PR

Traubleshaoting
Service integration

upDI
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3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.

WebSphere. Help | Logout

Closs pags

View: All tasks =

Welcome

N Field help
- IDBC providers
Guided A
& Gui crivities For field help information,
e Use this page to edit properties of a JDBC provider. The IDBC provider object encapsulates the specific JDBC select = field label or list
driver implementation class for access to the specific vendor database of yeur envirenment. Learn more about marker when the help
& Applications this task in a guided activity. A guided activity provides a list of task steps and mors general information about cursor is displayed.
& Services the topic.
= Scope: Call=ofss220137Node01Ceall Page help
|z Resources Meore information sbout
Schedulers Scopa spacifias the lavel at which tha rascurce dafinition is visible. For this page

ed 0 . i , N
Ohject paol managers detailed information on what scope is and how it works, see the scope Command Assistance

settings help.
& IMS View sdministrative
[ IDBC

= =cripting command for last
[ celi=afss220137Nadenicell -] scripting command for lsst

JDBC previders

Data sources [ Preferences

Data sources (WebSphers Applic|
Server va)

[# Resource Adaptars

@ Asynchrenous beans

[ Cache instances
[ Mail
[ URL

[ Resourca Enviranment

Scopa & Dascription &

% Security

[# Environment

[ System zdministration
[ Users and Groups
[# Monitoring and Tuning

I+ Troublesheoting -
Ll m +

3. Select ‘Node’ from the dropdown list.

4. Click New, The following screen is displayed:

Wehther;e Help | Logout

a 7 AppSry0L Close page  »

View: All tasks =l

Welcome
- Field help
8 Guided Activities Create 2 new JDEC Provider For fisld help information,
select 2 field label or list
B Servers E0 S Create new JDBC provider o when the hel
Applicatii JDBC provider e e
[# Applications cursor is displayed.
Set the basic configuration values of a JDBC provider, which encapsulates the
& Services specific vendor IDBC driver implementation classes that are required to acress
= Resources LRl the database, The wizard fills in the name and the description fislds, but you
information can type different values.
Schedulers
Object poal managers Scope
[ M5 ‘:e\ls:af55220LB?NDdeDlCeH:nodes:0F55220137N0d201:sewers:sewerl
[ 1DBC

+ Database type

Oracle

IDBC providers
Data sources

Data sources (WebSphere Applica
V4)

Serverv4) + Provider type

Oracle JDEC Driver ﬂ
+ Implementation type

Connection pool data source ||

+ lama
[oracle 108C Driver

[ Resource Adapters
[@ Asynchrenous beans
[# Cache instances

[ Mail

[ URL

[ Resource Environment

Desuription

Oracle JDBC Driver

¥ Security
[ Environment

[¥ System administration

[€ Users and Groups

& Monitoring and Tuning

[# Troubleshaoting -
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5. Specify the following details:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | Connection pool data source

Name FCIS

Description FCIS JDBC Driver

6. Click ‘Next’. The following screen is displayed:

WehSph-e-re.

Help | Logout

- Close page
View: All tasks =
Create a new JDBC Provider
Welcome
[+] Guided Activities Create a new JDEC Provider
] Servers S e Enter database class path information
[ Applications JDBC provider
Set the dass path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi
Se
EIEDTEE Step 2: Enter your JOBC provider. This vizard page displays a default list of jars and allovs you to set the
5| Resources !Iatabise- SRR cnvironment variables that define the directory locations of the files, Use complete directory paths
information when you type the JDBC driver file locations. For example: C:\SQLLIE\java on Windovs(R) or
Schedulers /home/dbzinstt/sqgllib/java en Linux{TM).
Object pool managers Step 3: Summary
[ IMS. Entries are separated by using the ENTER key and must not contain path separator characters (such
=R "' or 't']. 1f & value is specified for you, you may dick Next to accept the value.

JDBC providers
Data sources

m

Class path:

Data sources [WebSphere 2
Server V4)

5{ORACLE_JDBC_DRIVER_PATH}/ojdbet jar
[# Resource Adapters
[ Asynchronous beans
[# Cache instances

[ Mail

[ URL

[+] Resource Enviranment

[ Aol

Directory location for "ojdbes.jar” which is saved as WebSphera variable
${ORACLE_JDBC_DRIVER_PATH}

‘D: Softea res\hpphcation Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle\JDBC\

[+ Security

[+] Envirenment

[#] System administration

[+ Users and Groups

Pravious Next | Cancel
[+ Manitoring and Tuning 4 J 4

[ Troubleshooting -

7. Provide the location of ojbc6.jar. Click ‘Next’.
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The following screen is displayed.

Wehswhe;e. |

Logout
137Node01Cel AppSrv01 Close page
View: Al tasks
e
Welcome
[£) Guided Activities Create a new JDBC Provider
fl Servers Soo e summary
& Applications IDBC provider
. Summary of actions:
[# Services Step 2: Enter
= ;i‘aft)a"l-:::jj:ass RN | Options Values
Scope cells:ofss220137Node01Cell:nod 0137Node01 1
Schedulers
Object pool managers > Step 3: Summary IDBC provider name Oracle JDBC Driver
B mMs Description Oracle JDBC Driver
0BT
Class path ${ORACLE_JDBC_DRIVER_PATH}/ojdbe6.jar
JDBC providers =
B EamEs ${ORACLE_IDBC_DRIVER_PATH} | Ci\Oracle\app\sarrathi\product\12.1.0\dbhome_1'jdbe\liblojdbes jar
Data sources (WebSphere Applid Implementation class name le.jdbe. pool.OradleC i Dat:
Server \i4)
[ Resource Adapters
Previous | Finish | Cancel
[ Cache instances
& Mail
[ URL
&l Resource Environment
[¢] Security
[+ Environment
) System administration
%) Users and Groups
[¢) Monitoring and Tuning
() Troubleshooting -
o« m ] (] n »

8. Click ‘Finish’. The following screen is displayed.

WebSphere. Logout

| Cell=ofs5220137Node01Cell, Profile=AppSrv01 Close page  »
Al tasks =
[1DEC providers 7 - Wheln F
Welcome
- Field help
G Activiti
& Gu ities E = For field help information,
Iect = field label or list
& Servers N Changes have been made to your local configuration. You can: select 2 fleld [abel or list
marker when the help
[ Applications ¥ Saye directly to the master configuration. cursor is displayed.
¥ Services B Review changes before saving or discarding. page help
[l Resources More infarmation about
Schedulers 5 The server may need to be restarted for these changes to take effact. this page
Object posl managers Command Assistance
B M5 IDBC providers View administrative
[ JDBC scripting command for last
JDBC providers L Use this page to edit properties of a JDBC provider. The 1DBC provider object encapsulates the specific action
5 =|  1DBC driver implementation dass for access to the specific vendor database of your environment. Leam
HBEIES ) moare about this task in a guided activity. A guided activity provides a list of task steps and more genaral
Data sources (WebSphere Applic information about the tapic.
Server'v4)
& Resource Adapters = Scope: Cell-0fss220127Node01Cell, Node=ofss220137Node01, Server=serverl
Asynch b
IS e s Srope speacifies the level at which the resource definition is visible. For
[# Cache instances detailed information on what scope is and how it works, see the scope
[ Mail settings help.
[# URL L4
‘ Node=0fss220137Node01, Server=serverl El
[# Resource Environment
[+ Security # Preferences
[+ Environment
[# System administration
) Users and Groups
P “ ENE—
[ Monitaring and Tuning SE‘Ed| T ® | Ezpo Y | iption
5 You can administer the folloving resources:
[# Troubleshooting - : ! . -

9. Click ‘Save'.
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3.3.3 Creating Non XA Data Source

Follow the steps given below:

10. Login to the application server administration console.

11. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

Wehthere.' | Logout

ppSv01 Close page
View: All tasks

Welcome \d hel
Field help
Data sources
Guided Activiti
ui vities For field help information,
o Use this page to adit the ssttings of a datasource that is associated vith your selected JDBC provider. The celact & field label or list
datasource object supplies your application vith connections for accessing the database. Learn more sbout marker vhen the help
Applications this task in 3 quided activity. A guided activity provides a list of task steps and mere general information cursor is displayed.
about the topic.
Services P hel,
[= Scope: Cell=ofss220137Node01Cell 'age help
=/ Resources Mors information about
Schedulers Scope specifies the level at which the resource definition is visible. For this pzge
[ e detailed information on what scope is and how it vorks, see the scope Command Assistance
ms settings helo, As
JDBC
= [ celi=atss220137Hade01cel [] sciotng command forlast
action

JDEC providers
Data sources

Preferences

Data sources Applid
Server V4)

Resource Adapters
Asynchronous beans

Cache instances

Select|Name & |MWDIname & Scope § | Pravider { | Description | Category
Mail

None
URL
Resource Environment. Total 0

Security
Environment

System administration

Users and Groups

Monitoring and Tuning

Troubleshooting. -
< LI} »

12. Select ‘Node’ from the drop-down list.

Click New, The following screen is displayed.

| Logout

f55220137N Close page
View: All tasks

ate a data

welcome
Field help

For field help information,
select a field label or list
marker vhen the help
cursor is displayed.

Create a data source

W L= T Enter basic data source information

Applications data source:

information Set the basic values of for vith your
IDBC provider. A datasource supplies the physical connactions betveen the

Services

5 Resources =pplication server and the database.
provider
Schedulers : Use the [ R} Application Server v4)
Object pool managers BEDEEEE console pages if your applications are based on the Enterprise JavaBeans(TM)
s database specific (E38) 1.0 specification or the Java(TM) Servlet 2.2 specification.
properties for the
8708 data source Scope
JDBC providers

[cellssofs<220137Noden1Cell
Datz sources

Data sources (WebSphere Applid + Data source name

AL [Feues ps I
® Resource Adaptars
[ Asynchronous beans # JNDI name
[ Cache instances [idbe/fcidevs] |
Mail
[# URL

[ Resource Environment
Security
Environment

‘System administration

Users and Groups
Monitaring and Tuning

Troubleshoating o
m » 4 m r
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13. Specify the data source name as ‘FCIS DS’.

14. Specify the INDI name as ‘jdbc/fcjdevDS’.

15. Click ‘Next'.

The following screen is displayed.

WebSphere, [

View: All tasks

Welcome

‘Guided Activities
Servers
Applications
Services
=l Resources
Schedulers
Object pool managers
MS
= JDBC
JDBC providers
Data sources

Data sources (WehSphere Applic
ServerV4)

esource Adapters
Asynchronous beans

Cache instances

Mail
RL

esource Environment

Security
Environment

System administration

Users and Groups

Monitaring and Tuning

Troubleshooting -

A T—

p 1: Enter basic
data source.
information

Step 2: Select JDBC
provider

ep 3: Enter
database specific
properties for the
data source

stup
security aliases

Step 5i Summary

Previous | MNext | Cancel

Logout

Close page

Field help

For fisld help information,

Select JDBC provider

Specify a JDBC provider to support the datasource. If you choose to oreate
3 new JDBC provider, it vill be created at the same scope as the
datasource. If you are selecting an existing JDEC provider, only those
providers at the current scope are available from the list.

Create new JDEC provider

Select an existing JDBC provider

Oracle JDBC Driver -

Select

Derby JDEC Provider

Oradle JDBC Driver (XA)
DBEC D

select = field label or list
marker when the help
cursor is displayad.

16. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next. The following screen will be displayed:

WebSphere

| View: All tasks A

welcome

uided Activities

Servers

pplications

Senvices
[l Resources
Schedulers
Object poal managers
M
[=1pBC
IDBE providers
Data saurces

Data sources (WebSphere Application Server
va)

Resource Adzpters
Asynchronaus beans
Cache instances
Mail

URL

Resource Environment

ystem administration

sers and Graups

onitoring and Tuning

roubleshooting

‘Senvice integration

upo!

Create a data source

Create a data source

ep 1: Enter basic

database specific
properties for the
data source

g tup
security aliases

Previous.

‘ Cell=ofs322007 SNode03Cell, Profile=FCIS121_[TRZ

Enter database specific properties for the data source

Set these database-specific properties, which are required by the database
wandor IDEC driver to support the connactions that are managed through the
datasource,

Name ‘ Value ‘

* URL

Data store helper class name
Oradle11g data store helper ¥

Use this data source in container managed persistence (CMP)

Close page
Help 3

Field help

This property cormaspands ta the database
attribute, URL. Specifies the URL of the
database from which the datasource
obtains connections, such as
jdbcioracle:thin:@//localhost: 1521/sample
For thin drivar and

idbc:oracle:oci: @//localhost: 1521/sample
for thick driver.
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17. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)’

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV?2
the instance name.

18. Select the data store helper class as ‘Oracle11g data store helper’.

19. Click ‘Next'.

The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.

[ o —
WebSphere. [
View: All tasks - ‘ Cell=ofs522007 5Node03Cell, Profile=FCIS121_ITRZ Close page
Welcome
Field help
Guided Activities Craats = data source

For field help information,

select a field label or list

Servers i(ep 1: Enter basic Setup security aliases ek vhen the help
ata source
Applications o cursor is displayed.

Services Select the authentication values for this resource.

Component-managed authentication alias
0fss220075Node03/R2SMS ¥

=/ Resaurces

Schedulers

Object pool managers Mapping-configuration alias
Ms (none) h
= 10BC

Step 4: Setup Container-managed authentication alias
JDBC providers security aliases fs5220075N0d203/R25MS ¥
Data sources
Data sources [WebSphere Application Server Stey
Note: You can create a new J2C authentication alias by accessing one of the folloving
links. Clicking on a link vill cancel the vizard and your current wizard selections vill be
Resource Adapters lost.
Asynchronous beans

Global J2C suthentication slias

Security domaing

Cache instances
Mail

[ URL Next || Cancel

Resource Envirenmant

Security

Environment.

System administration
Users and Groups
Manitoring and Tuning
Troubleshooting
‘Service integration

upDL
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20. Click ‘Next’. The following screen is displayed.

—
WebSphere. |1

‘ View: 2| tasks A

‘ Cell=ofs:22007 SNodz03Cell, Profile=FCIS121_ITRZ

Welcome

Guided Activities
Servers

Applications

Services
= Resources
Schedulers
Object pool managers
MS
bBC
JDBC providars
Data sources

v4)

esource Adapters

synchronous beans
ache instances

ail

RL

esource Environment

Security

Environment
System administration
Users and Groups

Menitoring and Tuning

Troubleshooting

Service intagration

uoDI

Data seurces (WebSphare Application Server

Create a data source

Creats = data sourca

p 1: Enter basic Summary

Summary of actions:

Close page
Help =

Field help

For field help information,
select a field label o list
marker when the help
cursor is displayad.

Optians Values
Scope cells:ofss220075Node03Cell:nodes:ofss22007 5Node03
Dats source name FCI5 DS
INDI name jdbe/fcjdevDs
Selact an existing JDBC PR
ap & provider

security aliases dlass name | orade.jdbe.pool.OradsC:

Step 5: Summary URL b 10.10.10.10:KERDEY
Dats store halpar class i enter Oradlett -
name
Uss this data source in
s e false
persistence (CMP)
Component-managed of=5220075Noda03/RISMS
authentication alias
(T eErr e s || =)
Container-managed ofss220075Node03/R25MS
authentication alias

Previous

21. Click ‘Finish’. The following screen is displayed.

WebSphere. [

View: All tasks

Welcome

Guided Activities
Servers
Applications

Services

= Resources
Schedulers
Object pool managers
[# IMS
[JDBC
IDBC providers
Data sources

Data sources (WebSphere Applica
Server V4)

Resource Adapters
[ Asynchronous beans
Cache instancs
Mail

URL

Resource Environment
Security

Environment

System administration
Users and Groups

Manitaring and Tuning

Troubleshooting

22. Click ‘Save’.

m

Help | Logout

Close page

-
T |
Field he
B Messages For field
lect
% Changes have been made to your local configuration. You can: =elect =
marker
B Ssve directly to the master configuration. cursor it
B Review changes before saving or discarding. page he
More inf|=
OyThe server may need to b restarted for these changes to take effect,
Comma
Data sources View ad|
scripting
Use this page to edit the settings of 2 datasource that is associated with your selected JDBC provider. The datasource object action
supplies your application with connactions for accessing the datsbase. Learn more about this task in = quided activity. A guided
activity provides s list of task steps and more general information sbout the topic.
= Scope: Cell=ofss220137Node01Cell, Node=ofss220137Node01, Server=serverl
Scope specifies the level at which the resource definition is visible. For detailed information
on what scape is and how it wiorks, see the scope settings help.
| Node=ofss220137Node1, Server=serverl El
Preferences
| Wew.. || Delete || Test connection || Manage state... |
_‘-'ve\a:t‘ Name 2 ‘JMDI name % ‘Scnpe 2 ‘ Provider £ |Dum‘pﬁon 2 ‘Categnry 2
You can administer the following resources:
FCUBS DS jdbe/fcjdevDs1 Node=ofss220137Node01, Server=servert | Oracle New JIDBC
JDBC Datasource @
[ r

23. Following steps need to be followed only for Non-XA datasources
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24. Click on the newly created Non-XA datasource, in our example “FCIS DS”. The following
screen is displayed

Close page

View: All tasks - =

Welcome

Guided Activities Data sources > Default Datasource

Use this page to edit the settings of a datasource that is associated vith your selected JDBC provider. The datasource object supplies your|

Servers
=pplication vith connections for accessing the database.

Applications
Configuration
Services L
[ Resources
Schedulers |
Object pool managers
s .
= pac General Properties Additional Properties
JDEC providers * Scope Connection pool
Data sources [cells:ofs=220239N0d=01Callincdes: ofss220239Nade01 iservers:serverl oroperties =
Data sources [WebSphere Application |5
Server V) # Provider
Resource Adapters ‘JDBC Provider
Asynchronous beans
Cach * Name Custom
ache instances =ustem
Mail FEESE | properties
T INDI name
Resource Environment dbe/fqdevos |
Related Ttems
Security Use this data source in container managed persistence (CMP)
; 1845 - J2C
Environment Description authentication
System administration Datasaurce for the WebSphere Default Application dats
sers and Groups
Menitoring and Tuning
Troubleshaoting b
Service integration | Cetegory Y

25. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”
on the right side.

e Close page
‘ View: Al tasks v =
ETE—
Welcome
T i Data sources > Default Datasource > WebSphere Application Server data source properties FF"":_ ";': -
or field help infor|
prm— Use this page to set WebSphera(R ] Application Server connection management-specific properties that affect a salact 2 fiald label
connection poal. marker when the h
Applications ) ) cursor is displayed
Configuration
Sarvices
& Page halp
[= Resources ’ More information 2
General Properties
Schaculers this page
Object pool managers Statement cache size L
™S [10 statements 3
[ IDEC
Enable multithreadsd accass detection
JDBC providers
DSl ubias L Enable database reauthentication
Data sources (WebSphere Application  |=
A
Epoit) Enable JMS one-phase optimization support
Resource Adapters
Asynchronous beans Log missing transaction context
Cache instances
ransactional data source)
Mail
URL Error detection model ]
i £ it
|source Envirenmsn Use WebSphere Application Server exception checking model
Security Use WebSphere Application Server exception mapping model
Environment
ystam zdministration Connection validation properties
T e validate new connections
Monitoring and Tuning
100
Troubleshooting I
Service integration - £ -
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26. Select the checkbox “Non-transactional data source”.

27. Click Apply button and Click Save link.

Note the following

¢ You need to create another data source for Oracle FCIS with the JNDI name ‘<Non-XA FCIS
HOST JNDI name>_ASYNC'. For example, if the Oracle FCIS HOST Non XA data source
JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for FCIS with the
JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC) screen, if
you have created a data source for the branch, then you need to create a corresponding
ASYNC data source with the JNDI name ‘<Non-XA FCIS BRANCH JNDI name>_ASYNC'.

3.3.4 Scheduler Data Source configuration

For all the LOB and SMS schema created for FCIS, Equivalent XA data sources are required for
Scheduler with Jndi name as “jndi name of LOB/SMS schema”+ “_XA” (Standard naming

convention)

Example

If there are three LOB schema’s for FCIS with below jndi names

v jdbc/BR1204R1
v jdbc/EN1204R1
v jdbc/AMC1204R1

Equivalent Data source setup for scheduler will be

Data source name

Jndi Name

BR1204R1_XA

jdbc/BR1204R1_XA

EN1204R1_XA

jdbc/EN1204R1_XA

AMC1204R1_XA

jdbc/AMC1204R1_XA
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3.3.5 Testing Data Source

Follow the steps given below:

1. Select the data source as shown in the figure.

WebSphere, 1117 Help | Logout
E—— Close page &
View: All tasks v
Data sources 7 = @Help ’—
Welcome 1d hel
Field help
Guided Activities Data sources )
For fiald halp infc
Servers Use this page to edit the settings of z datasource that is assodiated with your selected JDBC provider, The select 2 field labe
datasource object supplies your application with connections for accessing the database. Learn more about this rmarker when the
Applications task in a guided sctivity. A guided activity provides a list of task staps and more general infarmation about the cursor is displaye
topic.
[+ Services P hel
[ Scope: Cell=ofss220: de01Cell, Node=ofss2202 de01 agehelp
=) Resources More information
Schedulers Scope specifies the lavel at which the resource definition is visible. For this page 1
e detailed information on what scape is and how it warks, see the scope Command Amist
s zettings help.
View administrati,
JDEC pting
8 ‘ Node=0fss220233Node01 El Sereting commar
JDBC providers action
BERIZEE= L Prefarencas
Data sources (WebSphere Application |5
Server \4) | New.. || Delete || Test connection || Manage state... |
Resource Adapters

Asynchronous beans

Cache instances

Select‘ Mame |JMDI name J ‘Scnpe 3 ‘Prﬂw’der 2 ‘ Description ;| Category 3
Mail
You can administer the folloving resources:
URL 4
E
P N— BranchDS jdbc/fjdevDSBranch | Node=ofss220239N0de01 | Oracle New JDBC
JDEC Datasource
Smami Driver (XA)
Environment
[+ System administration DSXA jdbc/fdevDs_¥A | Node=ofss220239Hodelt | Oracle New JDBC
Users and Groups LDBC o) Datasource
river
Monitaring and Tuning
T B
FPPATCHSTAGE | jdbe/FPPATCHSTAGE | Node=ofss220239Noda01 | NONXA DS | New JDBC
Service integration =S B =S
4 I L3 4 mn 13

2. Click ‘Test connection’ button.
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On successful creation, the following message is displayed.

WebSphere. i

Help | Logout

View: All tasks -

Welcome

Guided Activities
Servers
Applications

Services

[ Resources
Schedulers
Object pool managers
[ IMs.
[ JDBC
JDBC providers
Data sources

Data sources (WebSphere Application
Server V)

Resource Adapters
[ Asynchronous beans
Cache instances
Mail

URL

Resource Environment
Security

Environment

System administration
Users and Groups
Manitaring 2nd Tuning

Troubleshooting

Service integration

e ]

Data sources

[l Messagss

[} The test connaction operation for data source BranchDS on server serverl at
node ofss220239Nade0l was successful.

Data sources

topic.

[z Scope: Cell=ofss220239Node01Cell, Node=ofs52202239Node01

[ ode=

ofss5220239Node01

-]

Praferances

Scope spacifies the lavel st which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope
ssttings help.

Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The
datasource object supplies your application vith connections for accessing the database. Learn more about this
task in a guided activity. A guided activity provides a list of task steps and more general information about the

Close paa=

S TR |

Field help
For fisld help infc
select a field labe
markar when the
cursor is displays

Page help

More informatios
this page

Command Assist
View administrati
seripting commar,

action

| New.. | Delate | Test connection | Manage state... |

Sele:t‘ Name 2

‘JNDI name o

|5cope ke

‘me’der S ‘ Description J; | Category o

You can administer the following resources:

BranchDS jdbe/fjdevD3Branch | Node=ofss220239Node01 | Oracle New JDBC
JDBC Datasource
Driver (XA)
- DSXA jdbe/fdevDs_XA Node=ofs5220239Node01  Oracle New JDBC

3.3.6 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’. The following screen is displayed.

WebSphere. [0

View: All tasks

welcome

Guided Activities

Servers
[+ Applications
Services
(=) Resources
Schedulers
Object pool managers
Ms
[ IDBC
JDBC providers

m

Data sources

Data sources (WebSphere Applica
Server V4)

Resource Adapters
Asynchronous bezns
Cache instances
Mail

URL

Resource Environment

¥ Security

Environment.

System administration
Users and Groups
Monitoring and Tuning

¥ Troubleshooting -
< LiL$

1DBC providers

Use this page to =dit properties of a JDEC provider. The JDBC provider object encapsulates the specific JDBC
driver implementation class for access to the specific vendor database of your environment. Leamn mare about
this task in 2 guided activity. A guided activity provides = list of task steps and more general information sbout

the topic.

[ Scope: Cell=ofss220137Noded1Cell

Scope specifies the level at which the resource definition is visible. Far
datailed information on what scope is and how it works, see the scope

settings help.

Cell=0fss220137Node01Cell

B

Praferences

Select Name &

Scope {

Description %5

None

Total 0

Logaut

Close page

Field help
For field help infarmation,
select = field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

Vigw sdministrative
scripting command for last
action
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3. Select ‘Node’ from the drop-down list and click ‘New’ button. The following message is
displayed.

f23220137N pSrv1 Clos= page &

View: All tasks =

ew JDBC Prov - lt=le
Welcome
Field help
Guided Activiti
o ines Craate 3 new JDBC Provider For field help infarmation,
Se N select a field label or list
rvers Sl - Create new JDBC provider
. = marker vhen the help
Applications LI cursor is displayed.
— Set the basic configuration values of = JDBC provider, which encapsulates the
Lz Step 2: Enter specific vendor JDEC driver implementation classes that are required to access
= Resourcas fiatahas-_z =i the database. The vizard fills in the name and the description fields, but you
information can type different values.
Schedulers
Object pool managers Step 3: Summary Scope
[ IM5 |:a|\s:afsszzo137Nada01(:e|\modes:aF55220137Node0L:sawers:sawerl
[JDBC

#+ Database type

IDBC providers
Oracle

Dats sources

m

Data sources (WebSphere Applica

Server V) # Provider bype

Oracle JDBC Driver H

# Implementation type
Do 1

Resource Adapters
[ Asynchronous beans
Cache instances
Mail

URL

Resource Environment

# Hame
[oracle 108C Driver (xa)

Description
Gradle JBBC Driver (xA)

Security

Environment

System administration

Users and Graups

Manitoring and Tuning

[+ Troublzshaoting S
L F—— d

4. Specify the following detalils:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | XA data source

Name FCIS Oracle JDBC Driver (XA)

Description FCIS Oracle JDBC Driver (XA)
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Click next, the following message is displayed.

WebSphere. | Logout
———————— | Cell=0fzs220137 Node01Cell, Profil==AppSrv01 Close page
View: All tasks il
B welcoms
[l Guided Activities Create a new JDBC Provider For field
lect
[ElEsc== Step 1: Create new a0 ] class path i i :‘ark;
& Applications IDEC provider skt
Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses ta define
(FEITES Step 2: Enter your JDBC provider. This wizard page displays a default list of jars and allows you to set the
e fiatabasg class path environment varizbles that define the directory locations of the files. Use complete diractory paths
. information when you type the IDBC driver fila locations. For example: C:\SQLLIB\java on Windows(R) or
Schedulers /home/db2inst1/sqgllib/java on Linux(TM).
¥ Object pool managers
H IMS Entries are separated by using the ENTER key and must not contain path separator characters (such as
= 1pEC ' or '¥'). If a value is specified for you, you may click Next to accept the value.
B JDBC providers =
¥ Data sources Class path:
B Dats sources (WebSphere Applica
Server \4) ${ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar
[ Resource Adapters
[# Asynchronous beans
[ Cache instances
& Mail
E URL
[ Resource Environment
Directary location for "ojdbcs.jar” which is saved as WebSphere variable
[ Security ${ORACLE JDBC DRIVER PATH}
[m Files\IEM\WebSphere\AppServer\optionalLibrariesiOracle'jdbe|
[+ Environment
[+ System administration
[# Users and Groups
Pravious | Next | Cancel
[# Menitering and Tuning 4 Q
[# Troubleshaating =
< i, J 3 4 I, = 3

5. Specify the location of ojbc6.jar and click next. The following screen is displayed.

WebSphere.
Cell=0fs3220137 Node01Cell, Profile=AppSrv01
View: Al tasks
H Welcome
- Field he
[#] Guided Activities Create a new JDBEC Provider For fiel
& Servers S Summary :‘:kder
[ Applications JDEC provider cursor i
Summary of actions:
[#] Services Step 2: Enter
B e i;::—?::;:“ass path Options: Values
Scope cells:ofss220137Node01Cell:nodes: ofss220137Hode0 1 servers:sarvarl
¥ Schedulers
¥ Object pool managers ~» Step 3: Summary IDEC provider name Oracle JDBC Driver (XA)
[ IMS Description Oracle IDBC Driver (XA)
[ JDBC
Class path ${ORACLE_JDBC_DRIVER_PATH}/ojdbe6 jar
¥ 1DBC providers =
0 Frmerss ${ORACLE_JDBC_DRIVER_PATH}  C:\Oracle\app'samathitproducti12.1.0\dbhome_1'jdbe\lib\ojdbes.jar
¥ Data sources (WebSphere Applica Implementation class name woracle.jdbe.xa.client.OracleXADataSource
Server V4)
[# Resource Adapters
Previous | Finish | Cancel
& seyochvaroo b =T E2EY e
[ Cache instances
& Mail
[ URL
[#) Resource Environment
[ Security
[+] Environment
[+ System administration
[+] Users znd Graups
(¥ Monitoring 2nd Tuning
[l Troubleshooting ¥
« K [ 3
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3.3.7

6. Click ‘Finish’. The following screen is displayed.

WebSphere.

| Logout

Welcome
Guided Activities

Servers

Applications

Services

= Resources
Schedulers
Object pool managers
s,
= JDEC
JDEC providers
Data sources

Server v4)
Resource Adapters
Asynchranous beans

Cache instances

Resource Environment.

Sacurity

Environment

‘Systam administration

Users and Groups

Monitoring and Tuning

Troubleshooting
Ll I

View: All tasks

Data sources (WebSphere Applica

profi

fs222013

ppSrVO1

1D8C providers ?

= Messages
& Changas hava been mads to your local configuration. You can:
B Save directly to the master configuration.

B Ravisw changes bafore saving or discarding.

@ The server may need to be restarted for these changes to take effect.

IDBC providers

Use this page to edit properties of 2 JDBC provider. The JDBC provider object encapsulates the specific JDBC
driver implamantation class for accass ts the spacific vendor databass of your enviranmant. Learn more about
this task in a quided activity, A guided activity provides a list of task steps and more general information
about the topic.

Node01

= Scope: C

Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope
settings help.

Node=ofzs220137Node01, Server=sarverl |Z|

Preferences

Se\ed‘ Nzme & |S(Dpe Ee ‘ Description
il You can administer the folloving resources:
» ‘ Derby JDEC Provider | 220137 Node01, 1 ‘ Derby non-XA

5 Cr—

Closs page &

Field help
For field help information.
select a field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative

seripting command for last

action

7. Click ‘Save’.

Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

WebSphere, |

Welcome

[+ Guided Activities

Servers
[+ Applicatians

[# Services

=/ Resourcas

Schedulers

Object pool managers
Ms

Joec

JDBC providers
Data sources

View: Al tasks

01Cell, Profile=AppSrv0 1

Data sources

Use this page to edit the settings of a datasource that is associated vith your selected JDBC provider. The
datasource object supplies your application with connections for accessing the database. Learn more about this
task in a quided sctivity. A quided activity provides a list of task staps and more general information about the
topic.

[= Scope: Cell=ofss220137Node01Cell

Scope specifies the level at which the resource definition is visible. For
detailed information on vhat scope is and how it vorks, sze the scope

Data sources
Serverv4)

Resource Adapters

Asynchronous beans

Cache instances
Mail
URL

Resource Enviranment

Security
[ Environment
System administration
[# Users and Groups
Monitoring and Tuning

1# Troubleshooting
« I

settings help.
[ cell=ofes220137Hode01Call 7]
Preferences
phere Applica
Se\ed‘ Name & ‘]MDI name % ‘Scnpe Ee ‘Prm\der £ Description {  Category o
None
Total 0
v

| Logout

Close page

Field help
For field help information,
salact = fiald labal or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative

=cripting eommand for last
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3. Select ‘Node’ from the dropdown list and click ‘New’ button. The following screen is
displayed.

WebSphere,

| Logout

Close page

View: All tasks - =
Welcome
. Field help
SO s For field help information,
5 Servers select a field label or list

- L= .7 Enter basic data source information

marker vhen the help
data source

(#l Applications cursor is displayed.

= Set the basic values of a for vith your
IS IDBC provider. A datasource supplies the physical connactions between the
= Resources application server and the database.
provider
e Use the D ( R) Application Server V4)
Object pool managers Step 3: Enter console pages if your applications are based on the Enterprise JavaBeans{TM)
[ IMS. database specific (E28) 1.0 specification or the Java(TM) Servlst 2.2 specification.
properties for the
BJ08C data source. Scope
IDBC providers
- 137Node01Cellinod 137Noden1: : 1]
Data sources Step 4: Setup

security aliases

Data sources (WebSphers Application
Server V4]

# Data source name
Fcues s |

[# Resource Adapters

# INDI name
[ "
i

[# Asynchronous heans

[ Cache instances
[ Mail
[# URL

#) Resource Environment

%) Security

¥ Environment

& System administration
[ Users and Groups
[+ Monitoring and Tuning

[ Troubleshooting -
< m ] b < . 0

4. Specify the following details:

Data source name FCIS Scheduler Data source

JNDI Name jdbc/fcjSchedulerDS

Click next, the following screen is displayed.

| Logout

Wehs»ﬁeve.

o A 37 Node1 Cell, AppSrO1 Close page
View: All tas v i

Welcome I help
[ Guided Activities Create a data source :: field help information,
@ Senvers S0 Select 108C provider e e

data sourca
information Spacify a JDBC provider to support the datasourca. If you chooss to creste
a new JDBC provider, it vill be created at the same scope as the

S Bl REE datasource. If you are selecting an existing JDBEC provider, only those

[+ Applications cursor is displayed.
[# Services

[ Resources

o provider providers at the current scope are available from the list.
Schedulers

Object pool managers Step 3: Enter
[ IMs g Create new JDEC provider

proparties far the
EITEES data source
JDBC providers
STl [~ o
Data sources (WebSphers Apglication sz EiEES
Serverva)

Salact an existing JDBC providar

i

[E Resource Adapters
[© Asynchronous beans

Previous | Next | Cancel

5 Cache instances
[ Mail
[ URL

[E Resource Environment

[ Security

& Environment

& System administration
€ Users and Groups
& Monitoring and Tuning

(¢ Troubleshaoting.
< n &
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5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCIS Oracle JDBC Deriver
(XA)’ from the drop-down list and click next. The following screen is displayed.

View: All tasks - ‘ Cell=0fs522007 SNode03Cell, Profile=FCIS121_ITR2 Close page
Welcome
Field help
Guided Activities Create a data source This property corresponds to the database
Servers attribute, URL. Specifies the URL of the

Enter database specific properties for the data source database from which the datasource

obtains connections, such

as
[ Applications jdbe:oraclesthin: @//localhost: 1521/sample.

Services Set these database-specific properties, which are required by the database for thin driver and
vendor JDBC driver to support the connections that are managed through the Jjdbeioracle:oci: @//localhost: 1521/sample
=/ Resources datasource. or thick driver,
Schedulers
database specific Hame \ Value \
Object pool managers z
properties for the U
s data source Edbﬁwsde: thin: @10.10.10.1]

= 10BC
JDBC providers

Data store helper class name.
Oracle11g data store helper +
Dats sources [Z] usa thiz dats source in container managed parsistznce (CMP)
Data sources (webSphers Application Server
va)

Resource Adapters
Asyn
@
Mail
URL

Resource Environment

E Security
Global security
Security domzins
Administrative Authorization Graups
§5L centificate and key management
Security auditing
Bus security

Environment

System administration

Users and Groups

Monitoring and Tuning

ubleshooting

6. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV?2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV?2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next’. The following screen is displayed.
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Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.

WebSpher:

‘ View: All tasks h

Welcome
[ Guided Activities
[ Servers
I+ Applications
[t Services
= Resourcas
Schedulers
Object pool managers
[#1Ms
= pBC
JDEC providers
Data sources

Data sources (WebSphere Application Server
v4)

[ Resource Adapters

[# Asynchronous beans

[#] Cache instances

[ Wil

[# URL

[# Resourcs Envirenment

I=/ Security

Global security
Security domains
Administrative Authorizztion Groups
SSL certificate and key management
Security auditing
Bus security

[# Environment

[# Systam administration
[# Users and Groups

[# Menitoring and Tuning
[ Troubleshoating

[# Service integration

[# upo1

Cell=0fs5220075Node03Cell, Profile=FCIS121_[TRZ

Create a data source

Create a data source

Step 1: Enter basic

specific
for the

Brevious

Setup security aliases

Select the authentication values for this resource.

Authentication alias for XA recovery
ofss220075Node03/R25MS ¥

Component-managed authentication alias
ofss220075Node03/R25MS ¥

Mapping-configuration alias
{none) -

Container-managed authentication alias
ofss220075Hode03/R2SMS ¥

Note: You can create @ new J2C authentication aliss by accassing one of the folloving
links. Clicking on a link vill cancel the vizard and your current vizard selactions vill be
lost.

ticstion aliss

Gl nl
Security domains

9. Click ‘Next'.The following screen is displayed.

WebSphere, |

Close page
Help =
Field help
For field help information,
select a field label or list

marker uhen the help
curser s displayed.

| Logout

View: All tasks -

Welcome
[+ Guided Activities
[ Servers
[ Applications
[ Services
(=) Resources
Schedulers
Object pool managers
[# M5
B I0BC

JDBC providers
Data sources

Data sources (WebSphere Application
Server v4)

[# Resource Adapters
[# Asynchronous beans
[ Cache instances
[ Mail
[ URL
[ Resource Environment
[#] Security
[# Environment
[+ Systzm administration
[# Users and Groups
¥ Monitoring and Tuning

# Troubleshoating

N a—

Create a data source

Step 1: Enter basic
data source
information

Step 2: Select JDBC
provider

Step 3: Enter
database spedific
properties for the
data source

security sliases

Step 5: Summary

Field help

Summary

Summary of actions:

For field help |
select a field Iz
marker when t
cursor is displg

Options Values

Scope cellsiofss220137Node01Cellinodes:ofss220137Node01 iservers:serverl
Data source VTGS

name

JNDI name jdbe/fejSchedulerDs1

Select an

existing JDBC | Oracle JDBC Driver (XA)

provider

Implementation

oracle.jdbe.xa.dient.OracleXADataSource
class name

URL jdbcroracle:oci:@10.10.10.10:1010:KERDEV2

Data store
helper class
name

com.ibm.vebsphere.rsadapter.Oracle11gDataStoreHelper

Use this data

source in

container
true

managed

persistence

(cuP)

Authentication
alias for XA
recovery

ofss220137Node01/FCUBS121_DEV
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Click finish, the following screen is displayed.

View: All tasks v

welcome
Guided Activities

Servers

Applications
Services
(=) Resources
Schedulers
Object pool managers
Ms.
[SEL:l
JDBC praviders
Data sources

Data saurces (WebSphere Application
Serverv4)

[ Resource Adapters
Asynchronous beans
Cache instances
wail

URL

Resource Environment
Security
Environment

System administration

Users and Groups

Logout

Close page

[ Messages
& Changes have been made to your local configuration. You can:

B Save directly to the master configuration.

B Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Data sources

Use this page to edit the settings of a datasource that is associated with your selected JDEC provider. The datasource object supplies
your application with cannections for accessing the database. Learn mare about this task in a guided activity, A guided activity
provides a list of task steps and more general infarmation about the topic.

& Scope: Cell=ofss220137Node0iCell, Nlode=ofss220137Node0l, Server=sarvarl

Scope specifies the level at which the resource definition is visible. For detailed informatian
on what scope is and how it works, see the scope settings help.

‘ Hode=0fss220137Node01, Servar=sarvert |z|

Preferences

| Mew... || Delete || Testconnection || Manage state... |

Select| Name 2

‘JMDI name I |5mpe &2 rovider |Dacr\'pt\'nn & |Categnry g2

You can administer the folloving resources:

| . | r

i, | r

10. Click ‘Save’.

3.3.8 Testing Data Source

Follow the steps given below:

1. Select data source as given below.

WebSphere, [

View: All tasks v

Welcome

Guided Activities

Servers

Applications

Services
[ Resources
Schedulers
Object pool managers
[ IMS
= JpBC
IDEC providers
Datz sources

Data sources [WebSphere Application
Server va)

Resource Adapters
[ Asynchronous beans
Cache instances
Mail

URL

Resource Environment
Security

Environment

System administration

Users and Groups

Help | Logout

| Node=ofss220137Node01, Server=serverl |Z|

Preferences
| New... || Delete || Test connection || Manage state...
Se\ect‘ Hame % |]MDI name 3 |Sche o |Pruw'der o1 |Dacript\'nn & | Category o
You can administer the folloving resources:
FLEXTEST.WORLD | FLEXTEST.WORLD | Node=ofss220137Node01,Server=sarveri | Oracle New JDBC
JpEC Datasource
Driver
POSSTEST.WORLD | POSSTEST.WORLD | Node=ofss220137Node01,Server=serverl | Oracle New JDBC
JpBC Datasource
Driver (¥A)
foiSchedulerDS | jdbe/fSchedulerDs | Node=ofss220137Node01,5erver=serverl | Oracle New JDBC
JpEC Datasource
Driver (A)
feidevDS jdbe/fiidevDs lNode=ofss220137Node01,Server=servert | Oracle New JDBC
JpEC Datasource
Driver (XA)
Total 4

4 m

.

3
E
s
n

-]

==

[ =
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3.4

3.4.1

2. Click ‘Test connection’ button. The following screen is displayed on successful creation.

WebSphere.
View: All tasks -
Welcome

[# Guided Activities
[# Servers
[+ Applications
[ Services
[ Resources
Schedulers
Object poal managers
E IMs.
B J0BC
JDBC providers

Data sources

Data sources (WebSpherz Application
Server V4)

Resource Adapters

[# Asynchronous beans
Cache instances

Mail

URL

Resource Enviranment

Security
Environment
System zdministration

Users and Groups

4 m

27 Node0 1 Cell, Profile=AgpSrv01

»
I

Help | Logout

Close page

[= Messages

[} The test connection operation for data source fgSchedulerDS on server server? st node

ofss220137Node01 was successful.

m

Data sources > fcjSchedulerDS

m

Configuration

application vith connections for accessing the database.

Use this page to edit the settings of = datasource that is sssociated vith your selected JDBC provider. The datasource object supplies your

|

General Properties

Properties

+ Scope

calls:ofzs220137Node0iCellinodes:ofss220137Node01 iservars iserverl

# Providar

[oracle 1DBC Driver (xA)

# Name

[FiSchedulerds

JNDI name

idbc/feiSchedulerDs

Creating JMS Resources

Creating Queue Connection Factory

Follow the steps given below:
1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

-
< m

Connection poal
properties
WebSphere

Application Server
dats source

propearties
Custom
properties

Related Items

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

WebSphere. ENIEC) _\

‘ o

\
! WebSphere Integrated }
- Solutions Console |

User ID:

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 Al
Rights Reserved. 1BM, the IBM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registerad in
many jurisdictions worldvide. Other product and service names might be
trademarks of 1BM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

2. Specify the Websphere administrator username and password.
3. Click ‘Log In’.

4. Navigate to Websphere home page.

WebSphere.

— Welcome
View: All tasks -
Welcome
[+ Guided Activities

Integrated Solutions Console, 8.5.5.0 »
Build Number: gm1313.01 H

Integrated Solutions Console provides a common administrative console for
) Servers multiple products. The table lists the product suites that can be administerad
through this installation. Select a product suite to view more infarmation.

Build Date: 5/14/13

@) Applications

LICENSED MATERIALS PROPERTY OF
[f Services

18M
[ Resaurces SrliplTe Version 5724-108, 5724-163,
D Securiy WebSphere Application Server 2550 5724-HE8,5724-H8S, 5635-We5 (C) 7

Copyright International Business

[ Environment
[# System administration
[ Users and Groups

[ Monitoring and Tuning
[# Troubleshooting

[ Service integration

[{ UDDI
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5. Expand ‘Resources’ and select ‘JMS’. Click ‘Queue Connection Factories. ‘The following
screen is displayed.

WeIlSphere.- Help | Logout

Close page

Vi All tasks v =

Welcoms

Guided Activities Queue connection factories Field help
For field help information,

A gueue connection factary is used to create connections to the associated JMS provider of the IMS queue select = fizld label or list
forp P marker vhan the help
cursor is displayed.

Servers

Applications
(¢ el B Scoper Cell-ofss220230Node01Cell

@ Services
) ) ) Page help
Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, see the scope
Schedulers settings help.
Object pool managers
Ems.
IMS providers

More information about
this page

[ Resources

[ cell=otss220238M0de01ell [-]

Preferences

Connection factaries

Queue connection factories

Topic connection factories

Queues

Topics
Activation specifications Seled| Hame 3 INDI name 3 Provider Description o Scope 77

mBEC None
Resaurce Adapters

Total 0

[# Asynchronous beans
Cache instances
Mail

URL

Resource Environment

[+ Security

Environment

System administration
[+ Users and Groups

Menitaring and Tuning
4 n ] K n ] »

6. Select ‘Node’ from the drop down list and click ‘New’ button. The following screen is
displayed.

| Logout

WebSphere. [

Closs page

View: All tasks | =

welcome

® Guided Activides Dueue connection factories > Select IMS resource provider Field help
For field help information,

select = field label or list

Servers Scope cells:ofss220239Node01Cell
marker when the help
Applications cursor is displayed.
e Selact the provider vith which to craats tha Quaus connaction factory. The folloving providars support
the selacted resource type and are available at the selactad scope. Page help
[ Resources More. about
Schedulers this page

s Default messaging provider

[=IMs
IMS providers

Connection factories

WebSphers MQ messaging provider

Queus connection factories
Topic connection factories
Queues
Topics
Activation specifications
JpeC
[# Resource Adapters
Asynchronous beans
[ Cache instancas
Mail
[# URL

[ Resource Environment

¥ Security
[ Environment

System administration

Users and Groups

¥ Monitoring and Tuning.
« I} 3
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7. Select ‘Websphere MQ messaging provider’ and click ‘OK’. The following screen is displayed.

CreateWMQIMSResourca.displayName Close page
View: All tasks *
Welcome Help 3
[# Guided Activities This wizard creates a WebSphere MQ JMS resource
Field help
(7| ' .. | Configure basic attributes For field help information,
& Applications basic attributes select = fisld labal or list
e - Configure the basic attributes to use for the naw WebSphers MQ marker when the help
Step = messaging provider resource cursor is displayed.
=) Resources ‘connection method
# Name
Scheculers Step 3: Test NotfyDestQCF
Object pool managers connection

# INDI name

B Step 41 Summary NoifyDestQCF

IMS providers
Description

HotifyDestQCH

Connection factories

Queus connection factorizs
Topic connaction factories
Queues
Topics
Activation specifications

[ JDBC

[# Resource Adaptars mesct |l Cancel

[ Asynchronous beans

[# Cache instances
[ Mail
E URL

& Resource Environment

[ Security

[ Environment

[ System administration
[ Users and Groups

[ Menitoring and Tuning -
Ll P——

8. Specify the following details:

Name NotifyDestQCF

JNDI Name | NotifyDestQCF

Description NotifyDestQCF

Click ‘Next’. The following screen is displayed.

WebSphere.,

Close page

| View: All tasks v

Welcome Help -

(+) Guided Activities This wizard creates a WebSphare MQ IMS resource
Field help

Ser -
& Servers S L i Select connection method For field help information,
® Applications basic attributes selact 5 field Isbel o list

= Decide what information to enter to determine how k connect to marker when the help
¥ Services Step 2: Select cursor is displayed.

WebSphare M
e connection method P Q

Schedulers Step 3: Test
Object poel managers connection @ Enter all the required information into this vizard
= ms ®

Use a client channel definition table
IMS providers

Step 4: Summary

Connection factories

mn

Queue connection factories
Topic connection factories Previous Next Cancel
Queues

Topics

Activation specifications
[# JDBC
[ Resource Adapters
[® Asynchronous heans
[€) Cache instancas
8 Mail
[ URL

[# Resource Environment

[ Security

[#] Enviranment

[+ System administration

[+ Users and Groups

[£] Moniaring and Tuning 57

T —"
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9. Set the options as shown in the figure. Click ‘Next’. The following screen is displayed.

WebSphes

| Logout

stom WM QCor displayNam: Clos= page
: All tasks v

Custom Webspl

re MQ connection -

e
# Guided Actir Custom WebSphere MQ connaction
Field help
) Servars S el Supply queue manager details For field help infarmation,
% Applications basic attributes select 3 field label or list
e Enter details about the queue managar or queue sharing group that marker when the help
you vish to connect to. cursor is displayed.
[ Resources
Queue manager or queue sharing group name
Schedulers Step 2.1: Supply [ EIEEEREYY
Object pool managers queue manager
ams details

IMS providers
Connection factories
Queue connection factories

Step Entar
ion details

1

Topic connection factories
Queues

Topics

Activation specifications

JDBC
= Previous | Next | Cancel

[ Resource Adapters

Step 4: Summary

[# Asynchronous beans
[8) Cache instances

= Mail

[ URL

[# Resource Envirenment

[ Security

% Environment

£} Systam administration
¥ Users and Groups

¥ Menitoring and Tuning 4
< . »

10. Specify the queue manager name ‘QM_DDHP0520’. Click ‘Next’.

QC isplayNa Close page
View: All tasks -
Welcome Help =
[ Guided Activitizs Custom WebSphere MQ connection
Field help
@ Servers S ST Enter connection details For field help infarmation,
# Applications basic attributes select a field label or list
& Services Enter the datails requirsd to sstablish = connection to the qusus marker vhen the help
manager or queue sharing graup cursor is displayed.
= Resources
Transport
Schedulers tep
Object pool managers Supply queue
manager details [l
= M5 & @ Enter host and port information in the form of separate hostname

IMS providers Step 2.2 Enter ERUGEUALT

Connection factories

L connection # Hostname
Queue connection facteries % details |1n 10.10.10
Topic connection factories sort

: o
T Step 3: Test

Activation specifications
[ JD8C
[l Resource Adspters

Enter host and port information in the form of a connection name

Step 4: Summary

list
Connection name list
[ Asynchronous beans

[E Cache instances

Server channel
@ Mail [svsTEM.DEF.SVRCONN
[ URL
# Resource Enviranment Previous | Next | Cancel
# Security

# Environment
[ Systzm administration
[ Users znd Groups

[ Menitoring and Tuning ¥
« i r

11. Specify the following details:

Host Name 10.10.10.10 (Host where Websphere MQ is installed)

Port 1010 (Web sphere MQ port)

Server Connection Channel SYSTEM.DEF.SVRCONN

12.
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13. Click ‘OK’. The following screen is displayed.

View: Al tasks -

" weleome
[ Guided Activities
) Servers
(+] Applications
(+] Servicss
[ Resources
¥ schedulers
¥ Object pool managers
EEIS
B mS providers
= Connection factories
® Queue connection factaries
® Topic connection factories
" Queues
B Topics
¥ Activation specifications
[ JDBC
[ Resource Adapters
8 Asynchronous beans
[ Cache instances
[ Mail
[ URL

5 Resource Environment
) Security

[+] Enviranment

[+] System administration
(§] Users and Groups

& Manitaring and Tuning
<

CreatewMQ;

Step 1. figure
basic attributes

To test establishing = connection using the information provided select
the "Test Connection” butten. [t may take several seconds to perform
this test. If you wish to skip this test, select the "Next” button,

L Test connection
Supply quaus

manager details

Enter

Step 4: Summary

revos | v | cancl |

Logout

Close page

Field help
For fisld help information,
salact = field Iabel or list
marker when the help
cursor is displayed.

14. Click ‘Test Connection’ button. The following screen is displayed:

Test connection result

Test connection result

Test connection result

Step 1: O
basic attributes

Supply queue
connection

connection
result

Step 4:

nfigura

Summary

Result of testing the connection

A connection was successfully made
te WebSphere MQ.
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15. Click ‘Next’. The following screen is displayed with a message in the summary field.

Wensune-re.'

| Logout

———————— PN 1QIMSResource displayha
View: All tasks *

Close page

welcome

Guided Activities This wizard creates 2 WebSphere MQ JMS resource

Servers L sl Summary

Applications basic attributes

[ Services 5 Summary

P B
connection method

[ Resources Creating a resource of type Queue connection factory- Name "NotifyDestQCF”

- INDI name "NotifyDestQCF"

Schadul Stap 2.1:
och == ers‘ Su;;‘) e - Queus manager or queus sharing group name "QM_DDHE0520"
ject posl managers ¥ queue _ B B
e manager details Server typs "QMGR

- Hostname "10.10.10.10"
- Port "1010"
- Channel name "SYSTEM.DEF.SVRCONN"

IMS providers Step 2.2: Enter

Connection factories connection details

Queue connection factories
Topic connection factories p 3: Test

Queues connection

Topics

Step 3.1: Test
Activation specifications connection result
[H1DBC

Resource Adapters e

Asynchranous beans
. _Previous | Finish | Cancl |
Mail
URL

Resource Environment

Security

Environment

‘System administration
Users and Groups

Monitoring and Tuning -
| m ] b « | mn b

16. Click ‘Finish’. The following screen is displayed.

WebSphere.

————————————— P s220233Node01Cell, Pr Close page .
View: Al tasks v
Queue connection factories 7 = fHelp r
welcome
- Field help
Gui Activiti
! ke E Messages For fiald help information
Servers ) salact = fiald labal or list
&\ Changes have besn mada to your lacal configuration. You can:
marker when tha halp
Agpplications B Sove directly to the master configuration. cursor is displayed.
Services L] b
Review changes before saving or discarding page help
[=| Resources More information about
Schedulers 8 The server may need to be restarted for these changes to take effect. this pege
Object pool managers

‘Command Assistance
= ims

‘Queue connection factories View administrative
IMS providers scripting command for lag

Connectien factories A gueua connaction factory is used to create connections to the associated IMS provider of the IMS queue

action
e destinations, for point-to-point messaging. =
Topic connection factories Bl Scope: Cell=ofss220239Node01Cell
Queues
Topics Scope specifies the level at which the resource definition is visible. For
e detailad information on what scopa is and how it works, see the scope
settings help.
DBC
esource Adapters | Cell=ofss220233Node01Cell |Z|
synchronous beans
ache instances Preferences
ail
RL
esource Environment
Security .‘:'velact‘ Name 2 JNDI name o Provider I Description & | Scope o
Envirenment You can administer the folloving resources: .
System administration NotifyDestQCF | NotifyDestQCF | WebSphere | NotifyDestQCF | Cell=ofss220235Node01Cell
M
Users and Groups |
messaging
Monitoring and Tuning @ provider -

17. Click ‘Save’.

18. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”
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3.4.2 Creating Queues

Follow the steps given below:

1. Expand ‘Resources > JMS’ and click Queues.

WebSphere. Logout

Clos= page

All tasks

View:

Welcome d hel,
Field help
Queues
) Guided Activities For field help information,
@ Servers A M5 queus i used 25 3 destination for paint-te-point messaging. calect = field label or list
= [ Scope: Call=ofss220239Node01Cell marker when the help
[+l Applications cursor is displayed.
[# Servicas Scope specifies the level at which the resource definition is visible. For
Page help
detailed information on what scope is and how it viorks, see the scope
5 Resaurces cettnes hel More information sbout
Schedulers this page
e ‘ Cell=ofss220238Node01Call |Z|
= ms
IMS providers [ Preferences

Connection factories

Queue connection factaries
Topic cennection factaries

Quess
Topics Se‘m‘ Name & INDI name & Provider & Description Seope &
Activation specifications
Hone
# JOBC
Total 0

# Resource Adapters

[ Asynchronous beans
# Cache instances

& Mail

[ URL

[ Resource Enviranment

[+) Security

[#) Environment
(3] Systzm administration
[+ Users and Groups

%l Monitoring and Tuning 2

] I ¥ [ n B

WebSphere. Help | Logout

Close page

View: All tasks >

Welcome

Field help

Queues > Select IMS resource provider
For field help information,

[# Guided Activities

¥ Servers Scope |cellsiofss220239Nade01Cell select a field label or list
. marker vhen the help
[ Applications cursor is displayed.
e Selact the provider vith which to create the Queue. The folloving providers support the selected
resource type and are available at the selected scope. Page help
[ Resources More information about
Schedulers ® et . this paqe
— © Default messaging provider
Ems WehSphers MQ messaging providsr

IMS providers
Connection factories

m

Queue connection factaries
Topic connection factaries
Queues
Topics
Activation specifications
¥ JDEC
[# Resource Adapters
[ Asynchronous beans
[6) Cache instances
& Mail
[# URL

[# Resource Environment

[+ Security
% Enviranment

[# System administration
[+ Users and Groups

(& Manitarina and Tunine -

Jjavascript:showHideFilter() 3
(& =
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3. Select ‘Websphere MQ messaging provider’

WebSphere. Help | Logout
. -

View: All tasks = General Properties The ade
| Prop: he ad
will not
Weleome Administration the gen
this iter
Guided Activities Scope saved,
[ Servers [cali=atssz20z33M0de01co1 Additio

[+ Applications
[#] Services
5 Resources
Schedulers
Object pool manzgers
=Ims
IMS providers
Connection factories
Queue connection factories
Topic connection factories
Queues
Topics
Activation specifications
[# JDBC
Resource Adapters
[ Asynchronous bezns
Cache instances
Mail
URL

Resource Environment
Security

Enviranment

System administration
Users and Groups

Monitoring and Tuning

m

. Click ‘OK’. The following screen is displayed.

Provider

[webSghere MQ messaging provider

# Hame

[noT1Fv_queue

# JNDI name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

WebSphere MQ Queue

+ Queus name

[moT1FY_queve]

Queue manager or Quaue sharing group name

[om_poHPosZO

m

il m

.

Specify the following details:

Name

NOTIFY_QUEUE

JNDI Name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

Queue Name NOTIFY_QUEUE on Websphere MQ to which the

gueue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520
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4. Click ‘Apply’. The following screen is displayed.

‘ (@ Integrated Sol tions Cansole

Integrated Solutions Console

Welcome admin

‘ view: [All tasks v

] B Messages

welcome
Guidsd Activities
Saruers
Applizations
Senvices
B Resources
Schadulers
Object pool managers
B1ms
WS provieers
Connaction factories
Queue connection factories
Topic connaction factories
Queues
Topics
Activation spacizations
oC
Resourcs Adaptars
Asynchronous besns
Cache instences
wiail
AL

Resource Environment

Sacurity

Environment

System sdministration
Users and Groups

Mon né Tuning

B Troublzshooting
Serice integration

upDI

& Changes have been made to your local configuration. You can:

* Save directly to the master configuration
* Reuew changes before s3ving or discarding.

&-The server may nesd to be rastarted for thess changes to take sffect.

Qususs > WebSphere MO messaging providsr > NOTIFY_QUEUE

Queus destinations provided for point-to-point messaging by the WebSphers MQ messaging provider. Use WabSphare MQ

Queus destination administrative objscts

to manage queus destinations for the WebSphare MQ messaging provider.

Provider

WiebSshers W messaais

providar

* tame
noTiFY_qUEsE

* Dt name
[oTiFY_queve

Descrigtion
NOTIFY_QUEUE

Websphers HQ Quese
* Queue name
[NoTiFY_QUEVE

Queus manzger or Queus sharing group nams
[am_porPos20

ool | [64] [Rasst] [Eancel

Additional Propartias

2dvanced oroperties

WebSohers MO Qusue Connection
Eroperties

Custom cropartiez

Field help

For fisld help
selsct = fisld
marker vhen

dizplayad

Page help

More infermation sbout
this pags

information,
1abal or list
the help

Dore

& Local intranet.

-

| 100% -

5. Click ‘Websphere MQ Queue Connection Properties’. The following screen is displayed.

16 tntegrated Soksions Console
Intogratod Solutions Consolo ~ Wekcome adrmin
| views a1 tasis v

B Ouices Acovives

@ v
@ use
B Resoorce Environment
@ Security
@ Environmant

@ sysvem seminiswravin

@ Troublashosting

@ Service intagravion
@ upot

agse b
15301010

Queus manager pon
[1010

S Local intranmt

fp v Rioow -

6. Specify the following details:

Queue manager host

10.10.10.10 (IP address of the MQ server)

Queue manger port

1010

Server Connection Channel

SYSTEM.DEF.SVRCONN

ORACLE
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7. Click ‘Save’. The following screen is displayed.

‘ (& Integrated Solutions Console

T - B 0 & - Pess- Sarety - Took - @-

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

CI

welcome
Guided Activities
Servers
Applications
B services
Bl Resources
Schedulers
Object pool managers
Bims
JMS providers
Connection factories
Queus connection factories
Tepic connection factories
Queuss
Topics
Activation specifications
JoBC

Resource Adaptrs
Asynchronous beans
Cache instances
mail

URL

Resource Envirenment
Security

B envirenmant

System sdministration
Users and Groups
Monitoring and Tuning
Troubleshooting

B servics integration

H upor

Done

Help | Logout
[Queues
Queues
A IMS queus is used a5 a destination for point-to-point messaging
B Scope: € 20Nodeo1cCell 20Nodent
Scope spacifies the level at which the resource definition e For detailed
information on vhat scope is and how it e the tings helo.
[node=DDHPOSZONGde01 ~
Preferences
New| [ Delere
EHE)
Select] Home & [ et neme & [ Provider & | Description & [5cope ¢
You can administer the folloving resources:
O |nomier cuewe NOTIFY_QUEUE ‘wmswere MQ NOTIFY_QUEUE Hode=DDHPOS520Nad=01
messaging pravider

Total 1

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help
Mora information about
thi =

& Local intranet

45 v W0 -

8. Similarly, you need to create all the queues mentioned in the document “Resource To be

Created”.
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Creating Message Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:.{Port}/console
Eg: https://10.10.10.10:1010/console
In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

The following screen is displayed:

esohere R . 00

WebSphere Integrated
Solutions Console

User ID.

Password:

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page.

WebSphere.
e Wel
View: Al tasks - leome
Welcome
[# Guided Activities Inte ted Soluti Ce le, 8.5.5.0 »
Integrated Solutions Console provides = common administrative console for B"mf::u;h; v :.E l;‘;i” =
[# Servers multiple products. The table lists the product suites that can be sdministered 19 N H

e through this installation. Select  product suite to view more information. Build Date: 5/14/13

LICENSED MATERIALS PROPERTY OF

18M

Suita Name Version 5724-)08, 5724-163,
5724-H88,5724-H8Y, S655-W6S (C) ™
Copyright Intemational Business

[ Services
[ Resources
@ Security WebSphers Application Server 2.5.5.0
¥ Environment

£ Systam administration
¥} Users and Groups

[¥) Monitoring and Tuning
[ Troubleshooting

) Service integration

[ UDDI

5. Expand ‘Servers > Server Types’ and click ‘Websphere application servers’. The following
screen is displayed.

WebSphere. Help | Logout

- Cell=0fss220239Node01Cell, Profile=FACFL Close page
View: Al tasks -
[Application servers
Welcome d hel
. Field help
[+ Guided Activities Application servers
For field help information,
= Servers Use this page to view a list of the application servers in your environment and the status of each of these salact = fisld labal or list
servers. You can also use this page to change the status of a spedfic application server. marker when the haln
@ Sarver Types & preferences cursor is displayed.
WebSphere application servers
WebSphere MQ servers Page help
Web servers More information about
Name & ‘M:de @ |Hnsl Name 3 |vEsrun & this page
[+ Applications
You can administer the folloving resources: Command Assistance
[# Services d
serveri ‘ ofss220235Hode01 | ofss220239.in.oracle.com |Base 8.5.5.0 View sdministrative
e scripting command for last
Total 1 action
¥ Security
[+ Enviranment
(¥ System administration
¥ Users and Groups
[¥ Monitoring and Tuning
[# Troubleshooting
(¥ Service intzgration
[+ UDDI
« i 3K 1 v
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6. Click ‘server1’. The following screen is displayed.

WehSph‘eﬁ‘.

View: All tasks v

Welcome
[+ Guided Activities
[ Servers
5 Server Types
WebSphere application servars
WebSphers MQ servers
Web servers
i+ Applications
[# Services
¥ Resources
[+ Security
) Environment
[#| Systam zdministration
[+ Users and Groups
[+) Monitoring 2nd Tuning
[ Troubleshooting
® Service integration
[¥ UDDI

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services

required to run enterprise applications,

Runtime || Configuration

General Properties

Hame

serverl

Hede name
of=5220239Node01

Run in developmant mods

Parallel start

Start components as needed

Access to internal server classes

Server-specific Application Settings

Classlosder policy

Class loading mode

Container Settings

Session
management

B SIP Container
Sattings
B Web Container
Sattings

[ Portlet Container
Sattings

B EI8 Container
Sattings

[ Container Servicss

[ Business Pracess

Services
Applications
Installed applications

Server

‘ Classes loaded with parent class loader first

-]

Messaning engines

Messzging engine
inbound transports

MO link

Field help
For field help informa
selact a fisld labsl o
marker uhen the halg
cursor is displayed.

Page help
More information abgy
this page

Help

Logout

— Clos= page
View: All tasks v
Welcome
B S Application servers > serverl > Message listener service Field help
For field help informatiot
Do Use this page to configure the message listener service. This service pravides the message-driven bean calact = field labal or lis

(MDB) listening procsss, in which messsge-driven beans are deploy=d against listener ports that define the

marker vhen the help
IMS destination to listen upon. These listener ports are defined within this service along vith settings for its

[ Server Types

webSphere application servers
WebSphere MQ sarvers
web servers

|+ Applications

[#] Services

¥ Resources

[+l Security

[#l Environment

(% System administration
3] Users and Groups

[# Monitering znd Tuning
[# Troubleshaoting

1 Service integration

[+ UDDI

thread pool.

Configuration

Additional Properties

Listener Ports
Thread Pool

Custom properties

cursor is displayed.

Page help
More information sbout
this page
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8. Click ‘Listener Ports’. The following screen is displayed.

| @1rcograted soutons Consele L [T [ @h v page- Sefety- Tooks- @-

Integrated Solutions Console ~ welcome admin

Help | Logout

[ view: Al tesis - | ocer Clozs pags
Weama T

Guided Activities

Application servers > serverl > Message listener service > Listener Ports Field help
For field help information,
Bl Servers Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the select 2 fiald label or list
B Server Types NS connection factory and JMS destination that 8 messags-driven bean, deployad against that port, listens upon. rmarker when the halp

eurzer iz dizplaysd
webSphere application servers Preferences

WebSphere MQ servers i

Web servers

Page help.
More sbout

Convert to activation

Delete || stare

— Select| Hame & Dascrigtion & Cannaction factory JNDI nams § | Dastination JNDI name & Status Q)

esourcas lone

curity. pe=lo

yztem eministration
sers and Groups
onitoring and Tuning
roubleshaating

ervice intsgration

DDI

Done

Local intranet h v W v

9. Click ‘New’. The following screen is displayed.

WebSphere. 711 | Logout

Close page .

View: All tasks -
welcome
Guided Activities A servers > serverl > Message listener service > Listener Ports > New... Fi
Fel
T Uss this pags to configurs listsnar ports upon which message-driven basns listen for messagss. Each port spacifies the IMS

connection factory and IMS destination that a message-driven bean, deployed against that port, listens upon.
[ Server Types

@
WehSphere application sarvers Configuration

webSphere MQ servers Py
Weh servers M|
th
Applications General Properties
Services # Name
Resources [MotifyMDE_Listener
# Security + Initial State

Environment

Systam zdministration Description
[NotifyMDE_Listener

Users and Groups

Manitaring and Tuning + Connaction factory JNDI name
[notifyMpe_Listaner ]

Troubleshosting

# Destination JNDI name

Sarvica integration
[noTIFY_MDE_QCF ]

uDDI
Maximum sessions

el |

Maximum retries
b |

Maximum
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10. Specify the following details:

Name NotifyMDB _ Listener

Description NotifyMDB _ Listener

Connection factory JNDI name | NOTIFY_MDB_QCF

Destination JNDI name NOTIFY_ QUEUE

Maximum retries 1

11. Click ‘Apply’. The following screen is displayed.

WebSphe Help | Logout
———— Close page
View: All tasks A
P = |
Welcome
Fi
Guided Activities = (= o
B Sarvars A The server may need to be restarted for these changes to take effect. =
m
[ Server Types & Changes have been made to your local configuration. You can: o
WebSphere application servers B Save directly to the master configuration.
WebSphere MQ servers o0g " - et Py
P eview changes before saving or discarding. u
th
e A The server may need to be restarted for these changes to take effect. ale
Services vi
sc
Application servers > serverl > Message listener service > Listener Ports > NotifyMDB_Listener o
Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the IMS
connection factory and JMS destination that @ message-driven bean, deployed against that port, listens upon.
System administration Cenfiguration
sers and Groups
Monitering and Tuning
T General Properties
Service intagration # Name I
[otifymDE_Listanar
upbDI
# Initial Stats
Description
[motitymDE_Listener
+ Connection factory JNDI name
[motiFympE_Listener
4 Destination JNDI name i
[
4 n K m r
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12. Click ‘Save’. The following screen is displayed.

| @1rtegrated solusons console:

% - B - ] @ - Page~ Safety~ Tesk+ @

Welcome admin

Integrated Solutions Console

View: |41l tazks

welcome

Guidsd Activities
Bl servers
B Server Types

WebSphers application servers
WebSphers MQ servers
Web servers

Applisations

Sarvicas

Resources

Sseurity

Environmant

Systam sdministration

Usars ané Groups

Menitering and Tuning

Troublzzhssting

Service integration

upor

Cell=DDH

|Application servers

servers > serverl > Message listener service > Listener Ports

Us= this pags to configurs listanar ports upen which mass.
connection factory and IMS destinstion that = message-drivan bean, deployed sgainst that port, listens up

Prefarancas

2ga-drivan baans listan for mas.

Help | Logout

sages

Esch port spacifias the JMS

RE

[ T

e

[+

seiect reme &

Tomserotion & | Gonnecion factory 3901 narme G | besination 01 rarme G | siatus &

You can sdminizter the folloving razourcss:

St MDE Listsner ‘NchyMDB_Luslener ‘Ncnw_mns_qc:

‘ NOTIFY_QUEUE ‘ ®

Total 1

Cloze page

Field help

Select Row L

Page help

More informatien about
this oag

Command Assistance

action

ibmj consolefeollectionButtan.do

& Local intranet

Fa - ®0n -

13. Select ‘NotifyMDB_Listener'. Click ‘Start’. The following screen is displayed.

—
WebSphere. 1117

View: Al tasks M

Welcome
+/ Guided Activities
= Servers
[l Servar Types
websphere application servers

WebSphere MQ servers
Web servers

& applications
 Senvices

= Resources
Schedulers
Object pool managers
ms
Elipec
IDBC providers
Data saurces

Data sources (WebSphere Application Server
va)

Resource Adapters

Asynchronous beans

Cacheinstances
Mail
URL

Resauree Environment

[ Securty
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security
Environment
System administration
Users and Groups
Monitoring and Tuning
¥ Traubleshaoting

[# Service intzgration

Cell=0fz5220075Node03Csll, Profile=FCIS121_[TR2

[Application s

Application servers > serverl > Massaqe listener service > Listenar Ports

Usa this paga to configure listenar ports upon vhich message-drivan beans listan for messagas. Each port spacifies tha IMS connaction

factory and IMS destination that a message-driven bean, deployed against that port, listens upon.

Preferences

Closs page

Field help
For field halp inform|
select 2 field label
marker when the he|
cursor is displeyed.

Page hel
Convert to activation =9e e
More information sb|
— this page
5
£ Command Assistan
Selact Name § Description {5 Connaction factory JNDI nam § | Dastination JNDI nama § | Status &)
You can administsr th folloving resourcas:
[ | carcrestionbBLstensr | crFcreationvaListener | CIFcReATION_DEST_QcF CIFCREATION_DEST_QUEUE| §
[ | Emsin Listener Emsln_Listener EmsQcf EMS_INQUEUE £
] | Emsout Listener EmsOut Listener Emsqef EMS_OUTQUEVE Y
] | M08 Listener MDE_Listener MDBQCF MDE_QUEUE @

Total 4

# ubp1
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14. Similarly, you need to create the following listeners:

MDB_Listener

CIFCreationMDBListener

Emslin_Listener

EmsOut_Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Name

Listener Name

Listener QCF

Listener QUEUE

GWMDB MDB_ Listener MDBQCF MDB_QUEUE
EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE

CIFCreationMDBLi

CIFCreationMDBListen

CIFCREATION_DEST_QCF

CIFCREATION_DE

stenerBean er ST_QUEUE
Here,
e MDB_Listener is mandatory for Gateway MDB applications
e All others are required for FCJ Applications embedded with Scheduler.
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4. Default Settings for Web Sphere

4.1 Standalone Scheduler Configuration

If standalone scheduler is enabled then below configuration should be done

1. Login to websphere admin console. Expand ‘Application > Application Types> WebSphere
enterprise applications’. The following screen is displayed:

View: All tasks

Welcome
Guided Activities
Servers
(= Applications
New Application
a
WebSphere enterprize applications
Business-level applications
Assets
Global deployment settings
Services
Resources
Security
Environment
System administration
Users and Groups
Monitoring and Tuning
Troubleshoating
Service integration

upDI

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Preferences.

| Enterprise Applications ? = fHelp

Help | Logout

Close page

Field help
For fizld help informa
sslact a field label or
marker vhen the help
curser is displaysd.

Start || Stop | Install | Uninstall | Update

Rollout Update || Remove File | Export || Expart DDL

Export File

Page help

5 4

More information abi
this pane

Select |Name s

|Apphratiun Status ¢

You can administer the folloving resourcas:

View administrative

scripting command f

action

[[] | Defsulttpplicstion L]
O] |Ecuesase L4

Total 9

il
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Click on the application ‘FCISApp’ below screen is displayed.

Welp | Logout
- loxe pag
View: Al ta -
® Welcome
Field help
Enterprise Applications > FCINeoWeb
8 Guided Activitias For fiald help information,
Use this page to configure an enterprise application. Click the links to access pages for further configuning of the application or select a field label or list
& Sarvers its modules. marker when the help
cursor is displayed.
= Applcations [ contvaten | ol
® New Application """7"
a Moce information aboyt
S Agplication Types e aaa
* WebSphere eatarpeise spglications
* Business-level spplications Conoral Properties Modules
¥ Astets + Name
* Global daployment retcings
# Services pplication reference validation * pisalay medule build 1ds
— _ i
¥ Security Detail Properties * Seasion
(BREORe * Targat specfic application status * Context Root For ieb Modules
& Syatem administration * Staduo behavige  liRend i eptem
i Usars and Groups * Aggiication binaries * Vidval hosts
* Glazsloading and uedate detection
 Mositarieg and Tuning Enterprise Java Bean Properties.
* Bsquest disoatcher properties
® Troublashaeting * JASPI provider * Refayit messnging geovider teferences
1% Sarvice integration ¥ Qustom gropertias * Agplication profiles
% * Vigw Deploymant Degcriptor * [nviconmant entrias for B modules
% uoot . * Bind £)8 Business
¥ REINDI names
Chent Module Propertios
* 0 cefecances
* Shared ibrary references *® Client modyle deployment mode
* Shared Nbeary relationshies £ Droperties
* Sacvice clients
[ Apoly || Ok || Reset || cancel | * Sarvice clignt policy gets od bindings
Database Profiles
* 5QU grofiles a0d pyreQuery bind files

Click on ‘Manage Modules’

View: Al tasks v

" Walcome

&5 Entarpriae > ECNeoWeh z
Manage Hodules
Specify targets such a5 application sarvers or dusters of appication servers whare you want 1o install the modules that are contained in your

appication. Modules

be instaled on the same spplcation server or disparsed among several application servens. Alse, spacify the Wab servers
routars for requests to this application, The plugrin configuration file (plugin-clg.xmi) for each Web sarver is generated,
' that ace routed through.

targets that 1ene
based on the appl

* WesSphare entarzrise agphicetions (Supters.ang secvers,

s e Wablohwre colofis33013Node01Call nodemofesa 3013 Noded  sarvermsarvart ] | Apaly |
e “Remove | Update || Remave Fie || Export file |

B Glakal desloyment sattings l

# Services
% Resources. i - :
B Socink) |uRt i \‘rnm""" ‘
s Enirsamant = META- 18 37No0de01Call nodemofss220137Node0k sarvervaervert
5 iyrten e | Nl arjar sl {Moddel - Z
* FCISMS.Jor, META- ©e
(s Unars ané Groups | INF/ag-jae i | Moduta
+ Mzaasning FCIBatch jar META- | 16 Ihoden1Cel.
L3 and Tunieg | P/ efrpacaemt i
e FCSanicaliS o MITA: | 128 3hode0:
'+ Service integration | I ol joe s | Madve
: FCISchaduler arMETA- | €16
% voor | INF/ e et | Modute,
FEIRTY for METAS e
= | Dol [Moddw| BN o WL N by o
- e il i
NF/ b xmi Module

Lo | canenl
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Click on ‘FlexCubeCorporate’

WobSphers, 1"

View: Al tasks

* wekome
+ Guided Activitinn
o Servens
= Apslicatisas
* Neow Agglication

= Application Typer

Shere antarprse applicaton

s-level apghicutiens

* (ilobal depleyment suen

+ Sanvices
 Rasources

.5 Secunity

& Envirsament

& System sdministration
& Users and Groups

# Manicoring sad Tuming
# Treshleshosuing

* Sanvice integration

‘v voot

rpvise Appl

Enterpeise Appiications > FCQINeoWeb > Manage Nodules > FONeoWeb.war

Use this page to configure an instance of a deployed web module in the application. This page contains deployment- specific

information for & nab module and sesTian management settings.

Configuration |
General Properties Additional
* URI
* YanModule Claxa Loader

FOhecWeb. mr
G " Custom cronesties

Alternate deployment descriptor * Iamatspecdic aaplication status
[ —— - I " I o .

 Starting weight
10000

[

 Class \onder crder

[ Cinsses loaded with focal class loader first (parent last) ]

Help | Logout

Field help
For fiald halp
seloct & field label oe st
marker when the help
turser i3 daplayed.

Page help
Yore information about
1his2eze

Select “Classes loaded with local class loader first (parent last)” from the dropdown ‘Class loader
order’. Click ‘Apply’ button

Help | Logout

Il 29Node01Cell, Profile=FPCFL

View: All tasks

Welcome
[ Guided Activities
[ Servers
=) Applications

New Application

WebSphere enterprise applications
Business-level applications
Assats
Glabsl deployment settings

) Services

[+ Resources

[+ Security

% Environment

(] System administration

[ Users and Groups

(£l Monitoring and Tuning

% Troubleshooting

[ Service integration

[ UDDI

Enterprise Applications i r

= Messages
& Changes have been mads to your local configuration. You can:

B save directly to the master configuration.

B Review changes before saving or discarding.

N The server may need to be restarted for these changes to take effact.

Enterprise Applications > FCUBSApp2 > Manage Modules > FCINeoWeb.war

Use this page to configure an instance of 3 deployed web module in the application. This page contains deployment-
specific information for 3 web module and session management settings.

Configuration

General Properties Additional Prope:

s

# URD

FCINeoWeb.var

Alternate deployment descriptor

Vigw Module Class Loader
Custom properties

Target specific application status
Vigw Deployment Descriptor

Starti ht Session Management
+ Starting weig

[10000 ]

4 Class loader order
[ classes 1oaded vith parent class loader first -]

oply || OK || Reset || Cancel

Close page &

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Click ‘Save’ link and restart the server.
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5.1

5.2

5. Configuring Mail Session on Websphere

Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE IS to generate and send passwords to the users via e-mail.

Creating Java Mail Session

To create Java mail session, follow the steps given below:

1. On the left pane, expand ‘Resources’ and select ‘Mail’.

Welcome
‘ View: Al tasks -
welcome 7 - O | About this Integrated Solutions Console - [
Welcome
Guided Activities ) . ) ) Integrated Solutions Console, 8.5.5.0 »
Integrated Solutions Console provides a common administrative console for Build Numbert gm1318.01 ol
= Servers multiple products. The table lists the product suites that can be administerad Build Dat 5,;1?1113 : =|
uild Date: E
5 Server Types through this installation. Select a product suite to view more information. TS CEETEEAS 4
WebSphere application servers LICENSED MATERIALS PROPERTY OF
WebSphere M IEM
) LelEahigeEs Suite Name Version 5724-108, 5724-163,
Web servers il
WebSphere Application Server 2.5.5.0 5724-H88,5724-HBS, 5655- W63 (C)
& Applications Copyright International Business
Services
Resources
Security
Environment
System administration
Users and Groups
Manitering and Tuning
[#] Troubleshooting
Service integration
upDI
] n ]
—_— = = — 4

2. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.
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The following screen is displayed:

WebSphere.

Help | Logout

35Node0 1 Cell, Profile=FPCFL Close page

‘ View: Al tasks

Welcome
) Guided Activitizs
) Servers
[ Applications
) Services
[ Resources
Schedulers
Object pool managers
& ms
[ JOBC
@ Resource Adapters
[ Asynchranous beans
[ Cache instances
= mail
Mail providers
Mail sessions

& URL

& Resource Environment
[ Security
[+ Environment
[ System acministration
¥ Users and Groups
5 Monitoring and Tuning
[# Troubleshooting
[¥) Service integration

[+ UDDT

sions.

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Mail Sessions

Uss this page o creste mail sessions, vhich are collections of proparties that define how your spplication

sends mail and sccesses the mail stors. To crasts @ ussful mail session, an outgoing or incoming server

and protocol must be provided. Configure mail sessions only after you configure the necessary protocol

providers.

= Scope: =All scopes Page help

More information about

Scope specifies the level at which the resource definition is visible. For this page

detailsd information on vhat scops is and how it works, ss= the scops

settings help.

[ Al scopes I

[l Preferences

Se\ad‘ Name & ‘]NDI name & Scope O Provider £ Description {  Category £

None

Total 0

«| I

l

n ] v

3. Click ‘New’ button to create a new mail session. The following screen is displayed:

WebSphere.

Help

View: All tasks

# Name

Welcome
[+ Guided Activities
[# Servers
[ Applications
[ Services
=) Resources
Schedulers
Object pool managers
[# IMs
[# JDBC
[# Resource Adapters
[ Asynchranous beans
[# Cache instances
= Mail
Mail providers
Mail sessions

[ URL

[ Resource Environment
[# Security
[# Environment
(¥ Systzm administration
[# Users and Groups
[# Monitaring and Tuning
[# Troubleshooting
[# Service int=gration

[# UDDI

[FeuBsmail |

+ DI name
[mail/Fcuasmail |

Descrigtion

Category

Enable debug mode

Enable strict Internet address parsing

Outgoing Mail Propertias

Servar
[t0.10.10.10

# Protocol

User

Passwiord

Verify Password

Return e-mail address

Incoming Mail Properties

Server

Logout

lp

Field help
For field b
salect a fi
marker vt
cursor is ¢

Page help
More infor
this page

m
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4. Provide the required information. Sample details are given below for your reference.

General Properties

Name

FCUBSMail

JNDI Name

mail/FCUBSMail

N.B

This has to be maintained in the file ‘fcubs.properties’ in encrypted format

Outgoing Mail

Properties

Server

< HOST_MAIL_SERVER >

Protocol

smtps

5. Click ‘Custom Properties’ link to configure the custom properties.

J |} Integrated Solutions Console

3

Integrated Solutions Console welcome admin

Help | Lagout

‘ view: [All tasks

mail and accesses the mail store, To create 2 useful mail session, an autgeing or inceming server and protocel
=l must be provided, Gonfigure mail sessions only after you configure the necessary protacol providers,

Welceme

Guided Activities

arvers

pplications
Services
H Resources
Schedulers
Ghject pool managers
EMs
DBC

esource Adapters
synchronous beans
ache instances
e mail
Mail providers
Mail sessions
RL

[ Resource Envirenment.

Security

nvironment
System administration

Users and Broups

onitering and Tuning

roubleshooting

ruice intearation

DOI

Configurstion

Field help
For field help information,
: select 2 field label or list
General Properties Additional Properties marker when the help
Scope cursar is displayed
Lustom
[<ells:cvRzZEOLZENOd=01C IR 2E0138Nod=01: : | bropsrties Page help
More information shout
Provider e e

[Buitt-in mail Provider

tommand Assistance

# Name View administrative
[FeuBsmail sevipting command for last
action
# JNDI name

[rrailfFeuBSMal

D. t

Categor

™ Ensble debug meds

[¥ Enable strict Internet address parsing

Outgaing Mail Properties

Server

[10:10.10.10

Done
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The following screen is displayed.

|| L] 1ntegrated Solutions Console

Integrated Solutions Console Welcome admin

Help | Logour

‘ View: [All tasks =

Welcome

Guided Activities

[E] Resources

Schedulers

Object poal managers
s

oBc
Resourcs Adaprers

Asynchranous beans

Cache instances
B Mail

Mail providers
Mail sessions

URL

Resource Environment
Security
Envirenmant

System administration

Users and Groups
Manitaring and Tuning

Troubleshosting

Service intzgration

upb1

Cell=CWRZED138Node1Cell, Profile=AppSrvil

Mail Sessions

B Messages

8 changes have been made to your local configuration. You can:
® Saue directly to the master configuration.

* Review changes before saving or discarding,

8% The server may need to b restartad for thase changes to take effect.

Mail Sessions > FCUBSMail > Custom properties

Usa this page to spacify custam propartias that your snterprise information system (E1S) raquiras for the
resource providers and resource factories that you configure. For example, mast database venders require
additional custam properties for data sources that access the database.

Select| Hame & Value & Required £
MNone
Total 0

Close page

Field help

For fizld help informatian,
select a field label or list
marker when the help
cursor i dizplayed

Page help
More information sbout
this page

Done

A

6. Click ‘New’ button to create new custom properties.

The following screen is displayed.

|| L] mntegrated Solutions Console

=

Integrated Solutions Console Welcome admin

Help | Logout

‘ View: [All tasks =l

Welcoms

Guided Activities

Servers

B Resources

Schedulers

Object poal managers
s

IpEC

Resource Adapters
Asynchranaus basns
Cache instances

@ mail

Wil providers

Mail sessions

URL
Resource Environment
Security

Enuironmant

System administration
Users and Groups
Menitoring and Tuning

& Troubleshooting

Service integration

upoL

O Messages

& Changes have been made to your local corfiguration. You can:
® Ssve directly to the master configuration.

® Review changes before saving or discarding.

& The server may need to be restarted for these changes to take effact

Mail Sessions > FEUBSMail > Custom properties > New

Use this page to specify custarn properties that your enterprise information system (E15) requires for the
resource providers and resource factories that you configure, For example, most database vendars require
additional custam properties for data sources that access the database.

Configuration

General Properties

# Scope

[esllzicvrzEn138M0de01Ceallinades CURZEDL 38 NOd201 saruars zaruar]

[rrail.srrtps.host

10.10.10.10

e

Field help

Spadifies the value that
you ss3ign to the
property

Page help
More information about

Done
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7. Specify the information required for creating custom properties. Sample details are given

below:

Name

mail.smtps.host

Value

<HOST_SMTPS_MAIL_SERVER>

Type

java.lang.String

The custom properties are given below:

Name

Value

Type

mail.smtp.host

<HOST_SMTPS_MAIL_SERVER>

java.lang.String

mail.smtp.port

<SMTPS_SERVER_PORT>

java.lang.String

mail.host

<HOST_MAIL_SERVER>

java.lang.String

mail.smtps.auth

TRUE

java.lang.String

J || Integrated Solutions Console

I

Integrated Solutions Console Welcome admin

Help | Logout

View: [All tasks

H ]

wieleame
Guided Activities
Servers
applications
Services
[ Resources
chedulers
Object poal managers
M3
[ IDBC
Resource Adaptars
Asynchronous beans
Cache instances
& mail
Mail providers
Wail sessinns

URL

Resource Environment
Security
Environment
System administration
Users and Groups
Monitoring and Tuning

B Troubleshaoting

o

Mail Sessions

0 Messages
2

® Reuiew changes befare saving or discarding.

Mail Sessions > FEUBSMail > Custom properties

additienal custem properties for data sources that access the database,

Preferences

Mew Delete
&l

Select| Nam= & & &

Value & Description &
You can sdminiztar the fallauing rasources:

[ | mail.smtps. host 10.10.10.10

Total 1

s

& etrarges-have been mads to your local configuration, You can:
A The server may need to be restarted for these changes to take effect,

Use this page to specify custarn properties that your enterprise information system (E15) requires for the
resource providers and resource factaries that you configure, For example, most database vendars require

Required &

falze

Closs page

Field help

For field help information,
select a field label or list
marker when the help
cursar is displayed.

Page help
Mare information about
this page

Command Assistance
Wiew sdministrative

Seripting cornmand for last
action

Click ‘Save’ to co

mplete the configuration.

The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following

components

e SMTP_HOST
e SMTP_USER
e SMTP_PASSWORD

e SMTP_JNDI

You can update this using Oracle FLEXCUBE Investor Servicing Installer.
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6.1

6.2

6.3

Ensure the following settings before deploying the application:

IBM Websphere Server - Increasing Heap Size

6.

e Go to ‘Server > Application Servers’ and select the ‘server_name’

Annexure

e Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

e Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

e Go to’ Server > Application Servers’ and select the ‘server_name’

e Choose ‘Container Services > Transaction Service’

e Change the total transaction lifetime timeout appropriately

e Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

e Goto’ Server > Application Servers’ and select the ‘server_name’

Wiew: All tasks

welcome
4 Guided Activities
= Servers
=l Server Types
WebSphere MQ servers
Web servers
+| Applications
4 Services
4 Resources
# Security
) Environment
4 System administration
4 Users and Groups
4 Monitoring and Tuning
& Troubleshooting
A Service intzgration

& UDDI

< T

contain

wWebSphere application servers

b

# |~ | Highlight All

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services
required to run enterprise applications.

Runtime | | Configuration

General Properties

Container Settings

N
=m= Session management

[rervart \

Node name

‘chzzanQucdem ‘

[ Run in development mode
Parallel start

[ Start componants as nssded
Access to internal server classes
e
Server-specific Application Settings
Classloader policy

[vcuete ]

Class Ioading mode

Classes loaded with parent class loader first

Apply oK Reset Cancel

Match Case 6 of 6 matches

I

B SIF Container Settings
@ Web Container
Sattings
@ Portlet Containar
Sattings
B EJE Container Settings
B Container Services
Application profiling
service
Transa ction service

Dynsmic cache
service

Compensation
service
Internationalization
service

Defsult Java
Persistence API
settings

Obiject pool service

Field help

For field help informa
select = field label or
marker when the halp _
cursor is displayed. |

Page help
More information sbo
this page
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e Expand ‘Container Services’ and click ‘ORB Service’

Wehsm;ere.

View: All tasks -

welcome
(7l Guided Activities
[ Servers
=l Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
[+l Applications
[ Services
(¥l Resaurcas
[# Security
(%] Environment
[# System administration
[+] Us=rs and Groups
[# Menitoring and Tuning
(+] Troubleshaoting
[# Service integration

[ UDDI

Help | Logout

Application servers

Application servers > serverl > ORB service

Use this page to configure the object request broker (ORB).

Configuration

= T |

Field help

For field help informa|

select a field label or

marker vhen the held ||
o

General Properties

# Request imeout

| ‘ Custom
180 seconds ——
+ Request retries count

5 ] ratren
+ Request rstries delay

o | milliseconds
+ Conn. cache.

20 | connactions
# Connection cache minimum

[100 | connections.

ORB tracing

# Locate request timeout

180 seconds

Force tunnal
never [

Tunnal agant URL

Thread Pool Settings

7 Use the ORB.thread.pool settings associated with the Thread
Pool Manager (recommanded).

cursor is d

Page help
More information abg|
this page

Use the Thresd Pool Settings directly with the ORE
sarvica. -
4 m ] |« m 3

Check ‘Pass by reference’ and click Apply

WehSphere.

Logout

1Cell, Prafil Close page
View: All tasks -
welcome
. Field help
Gi Activiti
) Gui fvities S Messages For field help informati
lect = field label or |
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