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Summary

Audience

Preface

This Preface provides supporting information for the Oracle Insurance Performance
Application Pack (OIPA) Installation Guide and includes the following topics:

e Summary

* Audience

*  Documentation Accessibility
* Related Documents

e Conventions

e Abbreviations

You can find the latest copy of this document in OTN library which includes all the recent
additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support Portal
with the required login credentials to quickly notify us of any issues at any stage. You can
obtain the login credentials by contacting Oracle Support.

Oracle Insurance Performance Pack Installation Guide is intended for administrators, and
implementation consultants who are responsible for installing and maintaining the application
pack components.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the actual
installation:

The document assumes that you have experience in installing Enterprise components and basic
knowledge about the following are recommended:

*  Oracle Insurance Performance pack components
* OFSAA Architecture
*  UNIX Commands

» Database Concepts

Xiii



*  Web Server/Web Application Server

Note:

The Insurance Pack installer download contains a primary ERwin XML file that is
required for uploading the model. This file is sufficient to install the v8.0.0.0.0
product. However, this XML file cannot be opened in ERwin Data modeler tool and
hence cannot be used for any data model customization. This ERwin file is delivered
as a patch and need to be downloaded separately. This ERwin file should be used for
any customization of the data model.

Reference bug/patch where the primary ERwin file can be downloaded is Bug
19438459 - Oracle Insurance Pack 8.0.0.0.0 Data Model

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http: //www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

This section identifies additional documents related to OIPA. You can access Oracle
documentation online from the Documentation Library for Oracle Performance Insight for
General Insurance (OTN).

OFSAA Related Documents

*  Oracle Financial Services Advanced Analytical Applications Infrastructure Application
Pack Installation and Configuration Guide

*  Oracle Financial Services Analytical Applications Infrastructure Environment Check
Utility Guide

*  Oracle Financial Services Analytical Applications Infrastructure Administration Guide
*  Oracle Financial Services Analytical Applications Infrastructure User Guide

For more information, see the following documents in Oracle Insurance Performance Pack 8.0
documentation set:

*  Oracle Insurance Performance Insight for General Insight Release 8.0.0.0.0 User Guide
*  Oracle Insurance Performance Insight for General Insight 8.0.0.0.0 Release Notes

The following document is available in My Oracle Support (MOS) and you should have SSO
credentials to access MOS.

*  Oracle Financial Services Analytical Applications Infrastructure Security Guide

Conventions

The following text conventions are used in this document:

Xiv
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Table 0-1

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables
for which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs,
code in examples, text that appears on the screen, or text that you
enter.
Abbreviations

The following table lists the abbreviations used in this document:

Table 0-2 Abbreviations and their meaning

Abbreviation Meaning

IP Insurance Performance

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

J12C J2EE Connector

J2EE Java 2 Enterprise Edition

JDBC Java Database Connectivity

LDAP Lightweight Directory Access Protocol

LHS Left Hand Side

MOS My Oracle Support

OFSAA Oracle Financial Services Analytical Application
OFSAAI Oracle Financial Services Analytical Application Infrastructure
OLAP On-Line Analytical Processing

oS Operating System

SFTP Secure File Transfer Protocol

URL Uniform Resource Locator

Web Archive WAR

XML Extensible Markup Language
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About OIPA Application Pack

This chapter provides complete details about Oracle Insurance Performance Application
(OIPA) pack.

This chapter includes the following topics:

* About Oracle Financial Services Analytical Applications (OFSAA)

* About Oracle Financial Services Analytical Applications (OFSAA) Application Packs
* Introduction to OIPA Application

* About Oracle Financial Services Analytical Applications Infrastructure (OFSAAI)

About Oracle Financial Services Analytical Applications (OFSAA)

In today's turbulent markets, financial institutions require a better understanding of their
risk-return, while strengthening competitive advantage and enhancing long-term customer
value. Oracle Financial Services Analytical Applications (OFSAA) enable financial institutions
to measure and meet risk adjusted performance objectives, cultivate a risk management culture
through transparency, lower the costs of compliance and regulation, and improve insight into
customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications
architecture to enable integrated risk management, performance management, customer insight,
and compliance management. OFSAA actively incorporates risk into decision making, enables
to achieve a consistent view of performance, promote a transparent risk management culture,
and provide pervasive intelligence.

With the help of OFSAA, the financial services organizations can achieve, management
excellence with a lower total cost of ownership, due to our integrated, architecture, combining
performance and risk applications into a single, seamlessly integrated framework.

OFSAA delivers a comprehensive and integrated suite of financial services analytical
applications for both banking and insurance domain.

About Oracle Financial Services Analytical Applications (OFSAA)
Application Packs

The following figure depicts the various application packs that are available across the OFSAA
Banking and Insurance domains:
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Introduction to OIPA Application

Figure 1-1 OFSAA Applications Packs
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Introduction to OIPA Application

This application is a comprehensive business intelligence system created exclusively for the
General Insurance/Property and Casualty (P&C) insurance industry. OIPIGI provides a
complete set of Web-based analytical and reporting components that enable users to generate,
view, analyze, distribute, electronically store and retrieve critical reports. It provides tools for
data integration and includes customizable, pre-built dashboards and reports, a reporting data
model, and user friendly functional subject areas for ad-hoc reporting. It enables you to actively
plan, manage, and track key areas measuring organizational performance with pre-built reports,
dashboards, and underlying data structures.

About Oracle Financial Services Analytical Applications
Infrastructure (OFSAAI)

Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) powers the Oracle
Financial Services Analytical Applications family of products to perform the processing,
categorizing, selection and manipulation of data and information needed to analyze, understand
and report on specific performance, risk, compliance and customer insight issues by providing a
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About Oracle Financial Services Analytical Applications Infrastructure (OFSAAI)

strong foundation for the entire family of Oracle Financial Services Analytical Applications
across the domains of Risk, Performance, Compliance, and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and with the
Oracle Financial Services Analytical Applications Data Model and form the array of
components within the Infrastructure.

The OFSAA Infrastructure components/frameworks are installed in two layers: primarily the
metadata server and Infrastructure services run on one layer, and the UI and presentation logic
runs on the other. The UI and presentation layer is deployed on any of the supported J2EE
Servers.

The following figure depicts the various frameworks and capabilities that make up the OFSAA
Infrastructure:

Figure 1-2 Components of OFSAAI
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OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance" installation for
the Infrastructure components. However, the High Availability (HA) for the Database Server
and the Web Application Server clustering and deployment are supported in this release.
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2

Understanding OIPA Pack Installation

This chapter includes the following topics:
* Installation Overview

* Logical Deployment Architecture

* Hardware and Software Requirements
*  Verifying the System Environment

* Understanding the Installation Mode

Installation Overview

This section gives an overview of the OIPA Pack Installation. Figure 2—1 shows the order of
procedures you will need to follow:
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Installation Overview

Figure 2—1 Installation Overview
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The following list provide additional information and links to specific documentation for each
task in the flowchart.

Verify System Environment: This section provides details to verify that your system
meets the minimum necessary requirements for installing and hosting the IP Application
Pack. For more information, see Hardware and Software Requirements" and "Verifying the
System Environment.

Obtain the Software: This section provides details about obtaining the software. For more
information, see Obtaining the software.

Configure and Execute the Schema Creator Utility: This section provides details about
configuring and executing the schema creator utility. For more information, see Configuring
and Executing the Schema Creator Utility.

Install OIPA Pack: This section provides details about installing the OIPA Pack Installer.
For more information, see Running OIPA application pack.

Verify Installation: This section provides details about verifying the installation. For more
information, see Verifying the Installation.

Configure OIPA Pack: This section provides details about post installation configuration.
For more information, see Post Installation Configuration.
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Hardware and Software Requirements

Logical Deployment Architecture

The deployment architecture depicts the mapping of a logical architecture to a physical
environment.

The physical environment includes the computing nodes in an intranet or Internet environment,
CPUs, memory, storage devices, and other hardware and network devices.

Figure 2-2 Logical Deployment Architecture
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Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the OIPA
Application Pack has been qualified.

Note:

OIPA Application Pack installation can be performed on both Virtual and Physical
servers.
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Hardware and Software Requirements

Configurations supported for Java 7

The following table shows the minimum hardware and software requirements for installing
OIPA Application Pack (Java 7).

Table 2-1  Configurations Supported for Java 7

Operating System

Oracle Linux / Red Hat * Oracle Linux Server release 5.3 up to 5.10 - 64 bit

Enterprise Linux (x86-64) ¢ Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL is supported

Oracle Solaris(SPARC)/
Solaris x86

.

Oracle Solaris v5.10 Update 11 and above - 64 bit
*  Oracle Solaris v5.11 update 1 and above - 64 bit

IBM AIX (POWERPC) * AIX 6.1 (TL 09 and above) - 64 bit
Shell * KORN Shell (KSH)
Note :

« Ifthe OS is IBM AIX 6.1, configure the size parameter setting for "Large File Support". Refer link
http://www-01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

« If'the operating system is RHEL, install the package 1sb_release using one of the following
commands by logging in as root user:

e vyum install redhat-lsb-core

e vyum install redhat-lsb

Java Runtime Environment

Oracle Linux / Red Hat *  Oracle Java Runtime Environment (JRE) 1.7.x - 64 bit
Enterprise Linux

Oracle Solaris

IBM AIX * IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit

Oracle Database Server and Client

¢ Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC
with/ without partitioning option

*  Oracle Database Server Enterprise Edition 12¢ Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC
with/ without partitioning option

*  Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

* Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

e Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)

* Oracle 12C Release 1 (12.1.0.14) JDBC driver (Oracle thin driver)
*  Oracle Distribution of R version 2.15.1, 2.15.2 or 2.15.3.(Optional)
* Oracle R Enterprise (Server) version 1.4. (Optional)

Note:

Ensure that the following patches are applied:

e Oracle Server 12¢, v12.1.0.1 — 17082699

*  Oracle Server 12¢, v12.1.0.2 - 19392604, 19649591

» Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

* Oracle R Enterprise 1.4 requires Oracle Database Enterprise Edition 11.2.0.3/ 11.2.0.4/ 12.1.0.1

OLAP
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Hardware and Software Requirements

Table 2-1 (Cont.) Configurations Supported for Java 7

Oracle Hyperion Essbase *  V 11.1.2.1+ (Server and Client) with Oracle 11g Database
eV 11.1.2.3+ (Server and Client) with Oracle 12¢ Database

Oracle OLAP eV 11.2.0.3+ with Oracle 11g Database
*  V 12.1.0.1+ with Oracle 12¢ Database

Note:

*  Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of
OFSAAL For Oracle OLAP, ensure that you have configured the Oracle Database server with
OLAP option.

Web Server/ Web Application Server

Oracle Linux / Red Hat Oracle HTTP Server 11.1.1.1/ Apache HTTP Server 2.2.x/ IBM HTTP
Enterprise Linux Server
Oracle Solaris Oracle 11g Database:

*  Oracle WebLogic Server 12.1.2+ (64 bit)

» IBM WebSphere Application Server 8.5+ with bundled IBM Java
Runtime (64 bit)

*  Apache Tomcat 8.0.x (64 bit)
Oracle 12¢ Database:
*  Oracle WebLogic Server 12.1.2+ (64 bit)

« IBM WebSphere Application Server 8.5+ with IBM Java Runtime
(64 bit)

*  Apache Tomcat 8.0.x (64 bit)
Note: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

Note:

*  OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit
is not supported.

Desktop Requirements

Operating System MS Windows 7/ Windows 8/ Windows 8.1
Browser MS Internet Explorer 9, 10 (Compatibility Mode) and 11
(Compatibility Mode)

Oracle Java plug-in 1.7.0+* (64-bit)

Turn off Pop-up blocker settings. For more information, see Internet
Explorer Settings.

Office Tools *  MS Office 2007/2010/2013
¢ Adobe Acrobat Reader 10 and 11

Screen Resolution 1024*768 or 1280*1024

Other Software

Directory Services OFSAALl is qualified on both OPEN LDAP 2.2.29+ and Oracle
Internet Directory v 11.1.1.3.0. However, it can be integrated with
other directory services software like MS Active Directory.

Note:

* Configuration of Directory services software for OFSAALI installation is optional. For more
information on configuration, see Appendix C.

*  Open LDAP needs to be installed on MS Windows Server machine only.

Understanding OIPA Pack Installation 2-9



Hardware and Software Requirements

Configurations supported for Java 8

The following table shows the minimum hardware and software requirements for installing
OIPA Application Pack (Java 8):

Table 2-2  Configurations Supported for Java 8

Operating System

Oracle Linux / Red Hat * Oracle Linux Server release 5.3 up to 5.10 - 64 bit

Enterprise Linux (x86-64) ¢ Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL is supported

Oracle Solaris(SPARC)/
Solaris x86

Oracle Solaris v5.10 Update 11 and above - 64 bit
*  Oracle Solaris v5.11 update 1 and above - 64 bit

IBM AIX (POWERPC) e AIX 6.1 (TL 09 and above) - 64 bit
Shell *  KORN Shell (KSH)
Note :

« Ifthe OS is IBM AIX 6.1, configure the size parameter setting for "Large File Support". Refer link
http://www-01.ibm.com/support/docview.wss?uid=isg3T1000290 for more details.

+ If'the operating system is RHEL, install the package 1sb_release using one of the following
commands by logging in as root user:

e vyum install redhat-lsb-core

e vyum install redhat-lsb

Java Runtime Environment

Oracle Linux / Red Hat *  Oracle Java Runtime Environment (JRE) 1.8.x - 64 bit
Enterprise Linux

Oracle Solaris

IBM AIX » IBM AIX Runtime, Java Technology JRE 1.8.x - 64 bit

Oracle Database Server and Client

¢ Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0 +) - 64 bit RAC/ Non-RAC
with/ without partitioning option

*  Oracle Database Server Enterprise Edition 12¢ Release 1 (12.1.0.1.0 +)- 64 bit RAC/ Non-RAC
with/ without partitioning option

* Oracle Client 11g Release 2 (11.2.0.3.0+) - 64 bit

¢ Oracle Client 12c Release 1 (12.1.0.1.0+) - 64 bit

* Oracle 11g Release 2 (11.2.0.3+) JDBC driver (Oracle thin driver)

¢ Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)
*  Oracle Distribution of R version 2.15.1, 2.15.2 or 2.15.3.(Optional)

* Oracle R Enterprise (Server) version 1.4. (Optional)

Note:

Ensure that the following patches are applied:

¢ Oracle Server 12¢, v12.1.0.1 — 17082699

*  Oracle Server 12¢, v12.1.0.2 - 19392604, 19649591

» Also for latest information, refer http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

* Oracle R Enterprise 1.4 requires Oracle Database Enterprise Edition 11.2.0.3/ 11.2.0.4/ 12.1.0.1

OLAP
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Hardware and Software Requirements

Table 2-2 (Cont.) Configurations Supported for Java 8

Oracle Hyperion Essbase *  V 11.1.2.1+ (Server and Client) with Oracle 11g Database
eV 11.1.2.3+ (Server and Client) with Oracle 12¢ Database

Oracle OLAP eV 11.2.0.3+ with Oracle 11g Database
*  V 12.1.0.1+ with Oracle 12c Database

Note:

*  Oracle Hyperion Essbase & Oracle OLAP is required only if you are using the OLAP feature of
OFSAAL For Oracle OLAP, ensure that you have configured the Oracle Database server with

OLAP option.
Web Server/ Web Application Server
Oracle Linux / Red Hat Oracle HTTP Server 11.1.1.1/ Apache HTTP Server 2.2.x/ IBM HTTP
Enterprise Linux / IBM AIX Server
Oracle Solaris *  Oracle WebLogic Server 12.1.3+ (64 bit)
*  Apache Tomcat 8.0.x (64 bit)
Note:
IBM JAVAS SDK does not support WebSphere full profile.

Note:

* OFSAA Infrastructure web component deployment on Oracle WebLogic Server with Oracle JRockit
is not supported.

*  For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download and install
patch 18729264 from http://support.oracle.com/.

Desktop Requirements

Operating System MS Windows 7/ Windows 8/ Windows 8.1
Browser *  MS Internet Explorer 9, 10(Compatibility Mode) and 11
(Compatibility Mode)

e  Oracle Java plug-in 1.7.0+*(64-bit)

Office Tools *  MS Office 2007/2010/2013
¢ Adobe Acrobat Reader 8 or above

Screen Resolution 1024*768 or 1280*1024

Other Software

Directory Services OFSAAL is qualified on both OPEN LDAP 2.2.29+ and Oracle
Internet Directory v 11.1.1.3.0. However, it can be integrated with
other directory services software like MS Active Directory.

Note:

* Configuration of Directory services software for OFSAALI installation is optional. For more
information on configuration, see Appendix D.

*  Open LDAP needs to be installed on MS Windows Server machine only.

Note: If you wish to upgrade an existing OFSAA 8.0.x Java 7 instance to
Java 8, see Appendix L

OIPA Pack recommends the following software combinations for deployment:
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Verifying the System Environment

Table 2-3 Recommended Software Combinations

Operating System Database Web Application Server | Web Server

Oracle Linux 5.3 up | Oracle Database Oracle WebLogic Server Oracle HTTP Server/

to 5.10/ 6.0 and /Apache Tomcat Server Apache HTTP Server

above

Oracle Solaris 5.10/ | Oracle Database Oracle WebLogic Server Oracle HTTP Server/

5.11 /Apache Tomcat Server Apache HTTP Server

IBM AIX 6.1 Oracle Database IBM WebSphere IBM HTTP Server/
Application Server Apache HTTP Server
/Apache Tomcat Server

Verifying the System Environment

To verify that your system environment meets the minimum requirements for the installation, a
Pre-Install Check utility is available within the Install Kit archive file. This utility can also be
obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the installation
of this software product, Oracle strongly recommends running this utility prior to beginning the
installation as part of your organization's "Installation Readiness Verification Process".

Note:

For more details on download and usage of this utility, see Oracle Financial Services
Analytical Applications Infrastructure Environment Check Utility Guide given in the
Related Documents section.

Understanding the Installation Mode
The following modes of installation are available for the IP Application Pack.
*  GUIMode
« Silent Mode

GUI Mode
This mode launches the product installation in a Graphical User Interface (GUI) mode. Users
need to enter the required information on various panels within the Ul in a user interaction
format at various stages.

Silent Mode

This mode mandates updating the installation configuration files with required details and
performs installation in a "Silent" non user interactive format.
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Preparing for Installation

This chapter provides necessary information to review before installing the Oracle Insurance
Performance Application (OIPA) Pack v8.0.0.0.0.

This chapter includes the following topics:
* Installer and Installation Prerequisites
* Obtaining the software

e Common Installation Tasks

Installer and Installation Prerequisites

Table 3—1 mentions the list of prerequisites required before beginning the installation for IP
application. The Pre-Check utility notifies you if any requirements are not met.
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Installer and Installation Prerequisites

Table 3—-1 Prerequisite Information

Category

Sub-Category

Expected Value

Environment
Settings

Java Settings

* PATH in .profile to be set to include the Java
Runtime Environment absolute path. The path
should include java version (java 6, java 7 or java 8)
based on the configuration.

Note:

*  Ens ure the absolute path to JRE/bin is set at the
beginning of PATH variable.

»  For example, PATH=/usr/java/jre1.6/bin:3ORACLE
HOME/bin:$SPATH

¢ Ensure no SYMBOLIC links to JAVA installation is
being set in the PATH variable.

Oracle Database
Settings

*  TNS_ADMIN to be set in .profile pointing to
appropriate tnsnames.ora file

* ORACLE HOME to be set in .profile pointing to
appropriate Oracle Client installation

* PATH in .profile to be set to include appropriate
SORACLE_HOME/bin path

* Ensure to add an entry (with SID/ SERVICE NAME)
in the tnsnames.ora file on the OFSAA server.

Oracle Essbase
Settings

*  ARBORPATH, ESSBASEPATH, HYPERION
HOME to be set in the .profile pointing to an
appropriate Oracle Essbase Client installation.

Note:

These settings are required only if you want to use Oracle
Hyperion Essbase OLAP features.

OS/ File System
Settings

File Descriptor
Settings

¢ Greater than 15000

Total Number of
Process Settings

¢ Greater than 4096

Port Settings *  Default port numbers to be enabled on the system are
6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999,
and 10101.
.profile »  User to have 755 permission on the .profile file.
permissions
Installation * A directory where the installation files will be
Directory installed.
» Set 755 permission on this directory.
»  This directory needs to be set as FIC_ HOME.
Staging Area/ * A directory to hold the application metadata artifacts
Metadata Repository and additionally act as staging area for flat files.
*  The directory should exist on the same system as the
OFSAA Installation. This directory can be
configured on different mount or under a different
user profile.
* Set 777 permission on this directory.
Download Directory |¢ A directory where the product installer files will be

downloaded/ copied.

* Set 755 permission on this directory.
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Common Installation Tasks

Table 3—-1 (Cont.) Prerequisite Information

Category Sub-Category Expected Value

Database Settings Database Instance * NLS CHARACTERSET to be AL32UTF8

Settings - NLS_LENGTH_SEMANTICS to be BYTE
*  OPEN CURSORS limit to be greater than 1000
Web Application WebSphere/ *  Web Application Server should be installed and
Server WebLogic/ Tomcat profile /domain created.
*  You will be prompted to enter the WebSphere Profile
path or WebLogic Domain path or Tomcat
Deployment path during OFSAALI installation.
Note:
* Refer Appendix A for WebSphere Profile Creation
and WebLogic Domain Creation.
* For deployment on Oracle WebLogic Server 12.1.3+
(64 bit) with Java 8, download and install patch
18729264 from http://support.oracle.com/.
Web Server Apache HTTP This is an optional requirement. HTTP Server Installation
Server/ Oracle to be present. You will be required to enter the Web
HTTP Server/ Server IP/Hostname and Port details during installation.

IBM HTTP Server Note: Refer Appendix A for Web Server installation.

Others OFSAA » For installation on Java 8§, login to
https://support.oracle.com/ and search for 21160684
under the Patches & Updates tab. This is applicable
only when you have installed 8.0.0.0.0 OFSAAI
pack and not required for 8.0.0.1.0.

» For installation of this release on an existing OFSAA
instance version 8.0.1.0.0, login to
https://support.oracle.com/ and search for 21133780
under the Patches and Updates tab.

» For installation of this release on an existing OFSAA
instance version 8.0.2.0.0, login to
https://support.oracle.com/ and search for 21657319
under the Patches and Updates tab..

Note: Ensure that the tablespace(s) used for the database user(s) is set to
AUTOEXTEND ON.

Obtaining the software

This release of IP Application Pack v8.0.0.0.0 can be downloaded from the Oracle Software
Delivery Cloud (https://edelivery.oracle.com). You need to have a valid Oracle account
in order to download the software.

Common Installation Tasks

The following are the common pre-installation activities that you need to carry out before
installing the IP application pack.

This section includes the following topics:

* Identifying the Installation Directory
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Common Installation Tasks

* Configuration for GUI Mode Installation
*  Copying and Extracting the Software
» Setting Up the Web Application Server

Identifying the Installation Directory

This would typically be the User home directory and requires you to copy the following files:

OFSAA Installation Directory ($FIC HOME) - To be created prior to installation. This is
the directory where the installer would copy the product files. $FIC_HOME to be set in the
.profile pointing to the OFSAA Installation Directory.

OFSAA Installation Directory ($FIC HOME) - To be created prior to installation. This is
the directory where the installer would copy the product files. $FIC_HOME to be set in the
.profile pointing to the OFSAA Installation Directory.

OFSAA Download Directory - OFSAA Application Pack Installer File (Archive) to be
copied to any directory/folder, typically the User Home directory.

Note:

Ensure the user permission set to 755 on the installation directory.

Configuration for GUI Mode Installation

To install OIPA Pack in GUI mode, you need to ensure the below software and configurations
are available:

Install and configure any PC X Server software such as Open Text Exceed (formerly
Hummingbird Exceed) on the user desktop system from which the installation is triggered.
* Configure the DISPLAY variable.

Ensure to set the DISPLAY variable on the system on which the OFSAA will be installed,
to point to the user desktop system where the PC X Server software has been installed.
Syntax:

export DISPLAY=hostname:n.nl

where hostname is the IP Address/Host Name of the user desktop system and n is the
sequence number (usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0

Copying and Extracting the Software

Once you obtain the installer, copy the installer (in BINARY mode) to the system on which the
OFSAA Infrastructure components will be installed.

Note:

You must be logged in to the UNIX operating system as a non-root user.

1. Download the unzip utility (OS specific) unzip <os>.Z from the location
https://updates.oracle.com/unzips/unzips.html, and copy it in Binary mode to
the directory that is included in your PATH variable. If you already have the unzip utility to
extract the contents of the downloaded archive, skip to the next step.

2. Uncompress the unzip installer file using the command:
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uncompress unzip <os>.Z

Note

In case you notice an error message "uncompress: not found [No such file or
directory]" when the package is not installed, contact your UNIX
administrator.

3. Give EXECUTE permission to the file using the command:
chmod 751 unzip <0S>
For example, chmod 751 unzip sparc

4. Extract the contents of the Oracle Insurance Performance Application Pack 8.0.0.0.0 in
Download Directory installer archive file using the following command:

unzip IP_80000.zip
5. Navigate to the directory where the installer kit is extracted.

chmod -R 755 OFS_IP PACK

Setting Up the Web Application Server

For setting up the environment based on your selected Web Application Server, refer to
Configuring Web Application Servers.
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4

Installing OIPA Pack

This chapter describes the steps to be followed to install the OIPA pack depending on the
offline and online modes of installation.

This chapter includes the following sections:
*  Schema creator utility
* Configuring and Executing the Schema Creator Utility

*  Running OIPA application pack

Schema creator utility

Creating database users/schemas is one of the primary steps in the complete OFSAA
installation. This release of OFSAA provides a utility to quickly get started with the OFSAA
8.0 installation by allowing easier and faster creation of database User(s)/ Schema(s), assign the
necessary GRANT(s), and so on. Additionally, it also creates the required entities in these
schemas.

The different types of schemas available for configuration in the OFSAA instance and their use
is mentioned as follows:

* CONFIG - This schema denotes the unique OFSAA setup configuration schema and holds
entities and other objects required to hold the unique OFSAA setup information.

Note: There can be only one CONFIG schema per OFSAA instance.

¢« ATOMIC - This schema denotes the schema that holds the data model entities. One
ATOMIC schema is attached to one Information Domain.

Note: There can be multiple ATOMIC schemas per OFSAA Instance and an
Information Domain can have only one ATOMIC schema.

«  SANDBOX - This schema denotes the schema that holds the data for all Sandbox
executions. One SANDBOX schema is attached to one Sandbox Information Domain.

Note: There can be multiple SANDBOX schemas per OFSAA Instance and a
Sandbox Information Domain can have only one SANDBOX schema.
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Configuring and Executing the Schema Creator Utility

* ADDON - This schema denotes any additional schema used by the OFSAA Applications.
Schema creator utility supports two modes of execution:

*  Online Mode: In this mode, the utility connects to the database and executes the DDLs for
User, Entities, and Grants.

Note: To execute the utility in Online mode, you need to connect as "SYS AS
SYSDBA" user.

« Offline Mode: In this mode, the utility generates a SQL script with all the required DDLs
for User, Entities and Grants. This script needs to be executed by the DBA on the
appropriate database identified for OFSAA usage.

Note: To execute the utility in Offline mode, you need to connect as any user with the
following grants:

? XX
Yy
? 7z

Refer Appendix G for additional information on various grants.

Note:

» Do not modify the OFS_IP SCHEMA OUT.XML file generated after the
execution of this utility.

> Ifthere are any errors during the script executions and should you require to
correct the same, reconfigure the OFS_IP SCHEMA IN.XML file and execute
the utility. This will regenerate the scripts with corrected information.

Configuring and Executing the Schema Creator Utility
This section includes the following topics:
*  Prerequisites
* Configuring the Schema Creator Utility
* Executing the Schema Creator Utility

*  Verifying the Log File

Prerequisites
The following prerequisites must be satisfied before configuring the Schema Creator Utility:
*  You must have the Oracle User ID/Password with SYSDBA privileges.
*  You must have the JDBC Connection URL for RAC/Non RAC database.
*  The HOSTNAME/IP of the server on which OFSAA is getting installed.
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Note:

If this release of the OIPA pack version 8.0.0.0.0 is being installed on an OFSAA
setup where the underlying OFSAA Infrastructure (OFS AAI) version is upgraded to
version 8.0.1.x.x, download and install the patch for schema creator utility (Bug
21133780) by following the instructions in the Readme.txt packaged in it prior to
executing the utility.

If this release of the OFS AAAI Application Pack version 8.0.0.0.0 is being installed
on an OFSAA setup where the underlying OFSAA Infrastructure (OFS AAI) version
is upgraded to version 8.0.2x.x, download and install the patch for schema creator
utility (Bug 21657319) by following the instructions in the Readme.txt packaged in it
prior to executing the utility..

Configuring the Schema Creator Utility

This section explains the steps to configure the Schema Creator Utility.

To configure the Schema Creator Utility, follow these steps:

1. Navigate to the following path: OFS_IP_PACK/schema creator/conf folder.
2. Editthe OFS_IP SCHEMA IN.xml file in a text editor.

3. Configure the following elements as described in the table:

Table 4-1 Prerequisite Information

Mandatory/Optional

Element Name

Description

Permissible Value

change

APP_PACK_ID

Application Pack ID
as per Product
Management

Mandatory

This value should not be
edited.

<JDBC_URL>

Enter the JDBC
URL.

Note: You can enter
RAC and
NON-RAC enabled
database
connectivity URL.

Example,

jdbc:oracle:thin:@<HOS
T/IP>:<PORT>:<SID>

Mandatory

<JDBC_DRIVER>

By default this
driver is seeded.

Note: Do not edit
this attribute
value.

Example,

oracle.jdbc.driver.Oracle
Driver

Mandatory

<HOST>

Enter the Hostname
or the IP Address of
the system on which
you are installing the
OFSAA
components.

Host Name/IP Address

Mandatory
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Table 4-1 (Cont.) Prerequisite Information

Element Name

Description

Permissible Value

Mandatory/Optional
change

<SETUPINFO>/
NAME

Enter the acronym
for the type of
implementation.
This information
will be displayed in
the OFSAA Home
Page.

Note: On executing
the schema creator
utility, this value
will be prefixed with
each schema name.
For example: dev_
ofsaaconf, uat
ofsaaatm.

Accepts strings with a
minimum length of two
and maximum of four.

Example,
DEYV, SIT, PROD

Mandatory

<PASSWORD>/AP
PLYSAMEFORALL

Enter as Y if you
want to apply the
password specified
in DEFAULT
attribute for all the
schemas.

If you enter as N,
then you need to
provide individual
passwords for all
schemas.

Note: In case you
have entered Y in
APPLYSAMEFOR
ALL attribute and
also have specified
individual
passwords for all the
schemas, then the
specified individual
passwords will take
precedence.

Y/N

Mandatory

Note: Setting this
attribute value is
mandatory, [f DEFAULT
attribute is set.

<PASSWORD>/
DEFAULT*

Enter the
password if you
want to set a
default for all
schemas.

Note: You also
need to set
APPLYSAMEFO
RALL attribute as
Y to apply the
default password
for all the
schemas.

The maximum length

allowed is 30 characters.

Special characters are
not allowed.

Optional
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Table 4-1 (Cont.) Prerequisite Information

Element Name

Description

Permissible Value

Mandatory/Optional
change

<SCHEMA>TYPE

The different types
of schemas that are
supported in this
release are
ATOMIC, CONFIG,
and SANDBOX.

By default, the
schemas types are
seeded based on the
Application Pack.

Note: Do not edit
this attribute value.

ATOMIC/CONFIG/SAN
DBOX/ADDON

Mandatory

<SCHEMA>
NAME

By default, the
schemas names are
seeded based on the
Application Pack.

You can edit the
schema names if
required.

Note:

2 The Schema
Name will have
a prefix of the
SETUPINFO/N
AME attribute.

P SCHEMA
NAME must be
same for all the
ATOMIC
Schemas of
applications
within an
Application
Pack.

»  Thepermissible
length for
schema name is
15 characters.

To identify which
schema is associated
to this Application.

Cannot be blank
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Configuring and Executing the Schema Creator Utility

Table 4-1 (Cont.) Prerequisite Information

Element Name

Description

Permissible Value

Mandatory/Optional
change

<SCHEMA>/
PASSWORD*

Enter the password
of the schema to be
created.

Note:

? If this attribute
is left blank,
then the
password
specified in the
<PASSWORD
>/DEFAULT
attribute is
applied as the
Schema
Password.

> Thepermissible
length and
allowed
characters for
schema
password as
defined by
Oracle
Database User
naming
convention

The maximum length

allowed is 30 characters.

Special characters are
not allowed.

Optional

Note: You need to
mandatorily enter the
password if you have set
the <PASSWORD>/
APPLYSAMEFORALL
attribute as N.

<SCHEMA>/ APP_
D

By default, the
Application ID is
seeded based on the
Application Pack.

Note: Do not edit
this attribute value.

Mandatory

<SCHEMA>/
DEFAULTTABLES
PACE

Enter the available
default tablespace
for DB User.

Note: If this
attribute is left
blank, then USERS
is set as the default
tablespace.

Optional

<SCHEMA>/
TEMPTABLESPAC
E

Enter the available
temporary
tablespace for the
DB User.

Note: If this
attribute is left
blank, then TEMP is
set as the default
tablespace.

Optional
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Table 4-1 (Cont.) Prerequisite Information

Mandatory/Optional
Element Name Description Permissible Value change
<SCHEMA>/QUOT |Enter the quotato be |Minimum: S00M or Optional
A set on Unlimited on default
DEFAULTTABLES |Tablespace.
PACE attribute for

the schema/user. By For example,

default, the quota » 600M/m
size is set to SOOM. , 20G/g

»  UNLIMITED/unlimited

Ertar the [ User Mass Witk SVSDES Privileges: cipiglge

Erter the Lser Fassuord:

Lol j WM Fale option rot st For appender [Hyf i leipperder],
Boged J PN Fre wow using Filefppender instesd of Consolefpsender?

Sehenas Croation Started

PG installation status...

Foeal dn ot ratsl bed

real bdating the dat File OFS_IP PG dat sterted. .,

Sucaiiful ly wal sdaked OFS_IP_CFG. dat File

Wl pdating the irput XML Wile., Seoratoh/of samaer K En TIPS IP_PAOG sohesy_crasfor/cond AFS_IP_STHEWS_ I, =]
thltwfl comp | sbed maosssfully.

Frochecks Ececution started on .. 0F5_IP_SCHEMA_IN, ]

Wal idating Connection URL ., jdboiorec]ssbhini @10, 18, 15387150 (VI

Successfully cornscted to Ueer = olpigi g URL = jdbciorsslezthin: 10 184, 155 6070500 DEvID

Whier atplyl s dessn’t have STSHEN previliges,

Schemas Creation Fadled,
Flasds rofer the Loy Fdorabtehlof samrber K108 S [P PO schana_ereater logs/IFS_ TP DG 2004 11 24 17 T4 10, |5 Fior eve Snfornation,

{ INE

B o, s

Erter tha 0F User Mane Witk STSHEN Privilepss) sy@ a8 sghla
Erver the Uper Fagsuord;

Logel j PN Fale option mot st Tor sppender [Huf i lefppender].
AN e wiu uling Filesppender inatesd of Consolefpgendsr?

BRI N IR R TN AT R RS A AR EE TR RELE:

Schenas Croation Started

FoEAl dnatsllstion ststus. ..

FSAAL i% rab prdtal Led

ull.dan the dat. File OF5_IF_CFG dat sterted...

| iy =alidated OFS_ [P CFG.dat File

'i'nll.d-atmg e drgut ML File., Seoratoh'of semeder KL TS [P _PROG schess_orsstor/conf RS IP SCHERAL IN, sl
S0 validation complated sucessfully,

TR EETEETTITEITIETEETEETETEETEITIITIETEITIIEITIETIITITESEITTINTETTITEITEETEET

Prochecks Execution started om . 0F5 1P SOHERR [N, aw]
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i
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Executing the Schema Creator Utility

You can execute the schema creator utility either in Online Mode or Offline Mode. This section
includes the following topics:

* Executing the Schema Creator Utility in Online Mode
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* Executing the Schema Creator Utility in Offline Mode
* Executing the Schema Creator Utility in Silent Mode

» Executing the Schema Creator Utility while Installing Subsequent Application Pack

Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema Objects, and
Grants in the database during the execution process.

To execute the schema creator utility while creating the schemas for the first application pack,
follow these steps:

1. Navigate to the following folder path: OFS_IP Pack/schema creator/bin/
2. Execute the osc. sh file using the following command:

./osc.sh
3. The following message is displayed: You have chosen ONLINE mode.

4. Enter the DB Username with SYSDBA Previleges. For example: SYS as SYSDBA.

5. Enter the User Password.

Figure 4-1 Schema Creation

6. The console runs the initial validation checks and then displays the following message: You
have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N)

7. Enter Y to start the schema creation.
Or

Enter N if you want to quit executing the schema creation.
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Figure 4-2 Schema Creation

Note: On successful execution of schema creator utility, the console displays the
following status message:

Success. Please proceed with the installation.

Refer log file in OFS_IP_PACK/schema creator/logs folder for execution
status. In case of any errors, contact Oracle Support.

Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This script
has to be executed manually by logging as database user with SYSDBA privileges. The SQL
file will contain the creation of Schemas, Schema Objects, and Roles.

Prerequisites:

DBA ROLES
DBA USERS

DBA DIRECTORIES
DBA TABLESPACES

CREATE SESSION

Note: Explicit Grants to the user are required. Grants assigned through
Roles are not supported.

To execute the schema creator utility in the offline mode, follow these steps:

1.
2.

3.

Navigate to the following folder path: OFS_IP Pack/schema creator/bin
Execute the osc.sh file using the following command:
./osc.sh -o

The following message is displayed: You have chosen OFFLINE mode.

Installing OIPA Pack
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4. Enter the DB Username with SELECT privileges.

5. Enter the User Password.

6. The console runs the initial validation checks and displays the following message: You
have chosen to install this Application Pack on <Name of the Atomic Schema>ATOMIC
schema. Do you want to proceed? (Y/N)

7. EnterY to start the script generation.
Or

Enter N if you want to quit the script generation.

Note: On successful execution of schema creator utility, the console displays the
following status message:

Success. Please execute OFS_IP_Pack/schema creator/sysdba_output
scripts.sql before proceeding with the installation.

8. Navigate to the directory: OFS_IP Pack/schema creator.
9. Login to SQLPLUS with a user having SYSDBA Privileges.
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10. Execute the sysdba_output scripts.sql file using the following command:

SQL>@sysdba_output_scripts.sql

Alternatively, you can copy the sysdba_output_scripts.sql file and SQLScripts
folder to a remote server and execute sysdba_output scripts.sql file.

Note: Refer log sysdba _output scripts.log file for execution status.
In case of any errors, contact Oracle Support.

Executing the Schema Creator Utility in Silent Mode

If you want to run the OFSAA Application Pack Installer in SILENT mode, it is mandatory to
execute the schema creator utility with -s option.

To execute the utility with -s option, follow these steps:

1. Edit the file OFS_IP PACK/schema creator/conf/OFS IP SCHEMA IN.xml in text
editor.

2. Set the value for attribute "INFODOM" of <SCHEMA> tag(s) to specify a specific
Information Domain name. By default, the value is empty and the utility will derive the
Information Domain name. If the attribute value is set, the utility/ installer will configure
the Information Domain against this <SCHEMA>.

3. Execute the utility with -s option.

For Example. /osc.sh -s.
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Note: If the utility is executed without the -s option, it is mandatory to
launch the OFSAA Application Pack Installer in GUI mode.

Note: To execute the utility in OFFLINE mode with SILENT option, type.
/osc.sh -0 -s

Executing the Schema Creator Utility while Installing Subsequent Application
Pack

While executing the schema creator utility for subsequent Application Pack, you can choose to
install the pack either on the same Information Domain/Atomic Schema or on a new
Information Domain/Atomic Schema. You can execute the Schema Creator Utility either in
Online or Offline Mode.

Note: OIPA Pack cannot be installed on the same information domain/atomic
schema, where Behavior Detection or Compliance Regulatory Reporting
Packs are installed/configured.

To execute the schema creator utility while installing OIPA Pack over an existing Application
pack, follow these steps:

1. Perform the steps 1 to 5 from the Executing the Schema Creator Utility section.
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2. The console identifies the Application Packs that are already installed on the current
OFSAA setup and displays the following:

> Atomic schema of the Existing Application Pack
> Information Domain Name of the Existing Pack

> List of Installed Application Packs.

3. EnterY to start the schema creation.

Or

Enter N if you want to quit executing the schema creation.

Note: On successful execution of schema creator utility, the console displays the
following status message:

Success. Please proceed with the installation.

Refer log file in OFS_IP_PACK/schema creator/logs folder for execution
status, if scripts are executed in online mode.

Refer log sysdba output scripts.log file for execution status, if
executed in offline mode.

In case of any errors, contact Oracle Support.
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Verifying the Log File
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If schema creation is successful, the console would display an appropriate message. If the
schema creation runs into errors, refer the following log file:

* << OFSIP Installer folder>>/<<OFS_IP PACK>>/schema creator/logs/

* OFS_IP osc <timestamp>.log

Note: For further details, you can contact Oracle Support.

Running OIPA application pack

Follow the instructions in this section to install the OIPA Pack depending on the mode of
installation.

This section covers the following topics:
» Silent Mode Installation
*  GUI Mode Installation

Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the
instructions in command prompt.

Configuring OFSAAI InstallConfig.xml

Follow these instructions to configure OFSAA InstallConfig.xml file:
1. Log in to the system as non-root user.

2. Identify a directory for installation and set the same in the user .profile file as the
following:
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FIC HOME=< OFSAA Installation Directory »>

export FIC HOME

Execute the user .profile.

Table 4-2  Prerequisite Information

Navigate to the file: OFS_IP PACK/OFS AAI/conf/OFSAAI InstallConfig.xml

Configure the OFSAAI InstallConfig.xml as mentioned in the following table:

InteractionVariableNam
e

Significance and Expected Value

Mandatory

<Layer name="GENERAL">

WEBAPPSERVERTYPE

Identifies the web application server on
which the OFSAA Infrastructure web
components would be deployed.

The below numeric value should be set
depending on the type:

Apache Tomcat = 1

IBM WebSphere Application Server =
2

Oracle WebLogic Server = 3

For example, <InteractionVariable
name="WEBAPPSERVERTYPE">3</
InteractionVari able>

? Yes

DBSERVER [P

Identifies the hostname or IP address of
the system on which the Database
Engine is hosted.

Note: For RAC Database , the value
should be NA.

For example, <InteractionVariable
name="DBSERVER
IP">14.15.16.17</InteractionVariable>
or

<InteractionVariable
name="DBSERVER
IP">dbhost.server.com</InteractionVar
iable

>

Yes

ORACLE_
SID/SERVICE._ NAME

Identifies the Oracle DB Instance SID
or SERVICE_ NAME

Note: The Oracle SID value should be
exactly the same as it is mentioned in
JDBC_URL.

For example, <InteractionVariable
name="ORACLE_ SID/SERVICE

NAME'">ofsaser</InteractionVariable>

Yes
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Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNam
e

Significance and Expected Value

Mandatory

ABS DRIVER PATH

Identifies the directory where the
JDBC driver (ojdbc6.jar) exists. This
would typically be the

$ORACLE_HOME/jdbc/lib

For example, <InteractionVariable
name="ABS DRIVER
PATH">">/oradata6/revwb7/oracle

</InteractionVariable>

Yes

OLAP_SERVER
IMPLEMENTATION

Identifies if the OFSAA Infrastructure
OLAP component needs to be
configured depending on whether you
intend to use the OLAP feature. The
following numeric value should be set
depending on the choice:

> YES-1
» NO-0

No

Note: If value for OLAP_SERVER IMPLEMENTATION is set to 1, it checks for following
environment variables are set in .profile:

SFTP_ENABLE

Identifies if the SFTP (Secure File
Transfer Protocol) feature is to be
enabled. The below numeric value
should be set depending on the choice:

? SFTP - 1
? FTP -0

Yes

Note:

The default value for SFTP_ENABLE is 1, which signifies that SFTP will be used. Oracle recommends
using SFTP instead of FTP because SFTP is considered more secure. However, a client may choose to
ignore this recommendation and to use FTP by setting SFTP_ENABLE to 0. This selection may be
changed later by using the OFSAAI administration interface.

FILE_TRANSFER _
PORT

Identifies the port used for the file
transfer service. The default value
specified is 22 (SFTP). Specify value
as 21 or any other PORT value if value
for SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE_TRANSFER _
PORT">21</InteractionVariable>

Yes

LOCALE

Identifies the locale information to be
used during the installation. This
release of the OFSAA Infrastructure
supports only US English.

For example, <InteractionVariable
name="LOCALE">en
US</InteractionVariable>

Yes

Note: The following ports are used internally by the various OFSAA Infrastructure services. The
default values mentioned below are set in the installation. If you intend to specify a different value,
update the parameter value accordingly and ensure this port value is in the range of 1025 to 65535 and
the respective port is enabled.

JAVAPORT

9999

Yes

NATIVEPORT

6666

Yes
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Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNam
e

Significance and Expected Value

Mandatory

AGENTPORT

6510

Yes

ICCPORT

6507

Yes

ICCNATIVEPORT

6509

Yes

OLAPPORT

10101

Yes

MSGPORT

6501

Yes

ROUTERPORT

6500

Yes

AMPORT

6505

Yes

<Layer name="OFSAAI WEB_LAYER">

HTTPS ENABLE

Identifies if the UI should be accessed
using HTTP or HTTPS scheme. The
default value set is 0. The following
numeric value should be set depending
on the choice:

P Yes - 1
? No-0

Yes

WEB_SERVER_IP

Identifies the HTTP Server IP/
Hostname or Web Application Server
IP/ Hostname, to be used for accessing
the UL This IP would typically be the
HTTP Server IP.

If no separate HTTP Server is
available, the value should be Web
Application Server [P/Hostname.

For example, <InteractionVariable
name="WEB_SERVER
IP">10.11.12.13</Interaction Variable>

or

<InteractionVariable name="WEB _
SERVER _
IP">myweb.server.com</InteractionVa
riable>

WEB_SERVER_PORT

Identifies the Web Server Port. This
would typically be 80 for non SSL and
443 for SSL. If no separate HTTP
Server exists, the value should be the
port configured for Web Server.

Note: The port value will not be
accepted as 80 if HTTPS_ENABLE is

1 and as 443, if HTTPS _ENABLE is 0.

For example, <InteractionVariable
name="WEB_ SERVER
PORT">80</InteractionVariable>
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Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNam
e

Significance and Expected Value

Mandatory

CONTEXT NAME

Identifies the web application context
name which will be used to built the
URL to access the OFSAA
applications. The context name can be
identified from a URL as below:

<scheme>://<host>:<port>/<context-na
me>/lo gin.jsp

Sample URL:
https://myweb:443/ofsaadev/
login.jsp

For example, <InteractionVariable
name="CONTEXT _
NAME">ofsaadev</Interaction Variabl
e>

Yes

WEBAPP_CONTEXT
PATH

Identifies the absolute path of the
exploded .ear file on the web
application server.

For Tomcat, specify the Tomcat
directory path till /webapps, such as
/oradata6/revwb7/tomcat/webapps/.

For WebSphere, enter the WebSphere
path as <WebSphere profile
directory>/installed Apps/<NodeCellNa
me>. For example,
/data2/test//WebSphere/ AppServer/prof
iles/<Profile
Name>/installedApps/aix-imfNode01C
ell. Where aix-imf is Host name.

For WebLogic, provide the WebLogic
home directory path as /<WebLogic
home directory path>/bea/wlserver
10.3

Note: For WebLogic, provide the
WebLogic home directory path as
/<WebLogic home directory
path>/bea/wlserver 10.3

Yes

WEB_LOCAL_PATH

Identifies the absolute path to any
directory on the web application server
that can hold temporary files being
uploaded as part of the applications
usage.

Note: In case of a clustered
deployment, ensure this path and
directory is same on all the nodes.

Yes

WEBLOGIC_DOMAIN
HOME

Identifies the WebLogic Domain
Home. Specify the value only if
WEBSERVERTYPE is set as 3
(WebLogic).

For example, <InteractionVariable
name="WEBLOGIC DOMAIN

HOME">/home/weblogic/bea/user
projects/domains/mydomain

</InteractionVariable>

4-36 Oracle Insurance Performance Application Pack




Running OIPA application pack

Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNam
e

Significance and Expected Value

Mandatory

OFSAAI FTPSHARE
PATH

Identifies the absolute path to the
directory identified as file system stage
area.

Note:

1.The directory should exist on the
same system on which the OFSAA
Infrastructure is being installed (can be
on a separate mount).

2.The user mentioned in APP_SFTP
USER_ID parameter below should
have RWX permission on the directory.

For example, <InteractionVariable
name="APP_FTPSHARE
PATH">">/oradata6/revwb7/ftpshare</
InteractionVariable>

Yes

OFSAAI_SFTP_USER_
ID

Identifies the user who has RWX
permissions on the directory identified
under parameter APP_ FTPSHARE
PATH above.

Yes

6. Navigate to the file: OFS_IP PACK/conf/OFS_IP Pack.xml and select the applications to

be enabled.

Note: Enter Yes in ENABLE tag to enable application.

7. Rename Silent.template file to Silent.props present under OFS IP PACK /<OFS

IP/conf folder.

8. Configure Silent.props file as mentioned in the following table.

Table 4-3  Silent Installation Information

Step | Description

File Path

1 Update Schema

IN.xml file
related to
Atomic/Config
scheme details

OFS_IP_PACK/schema_ creator/conf

2 Update OFSAAT _
InstallConfig.
xml related to AAI

configuration

OFS_IP PACK/OFS AAI/conf
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Table 4-3  Silent Installation Information

Step

Description

File Path

3

Update Pack .xml
file for Licensing
the application in
the pack.

Update the attribute
ENABLE="YES/
NO" in pack.xml
for licensing the
application in the
pack

OFS_IP PACK/conf

Rename
Silent.templat
eto
Silent.props
and update the
application related
installer
configuration

OFS_IP PACK/<OFS_App>/conf

Execute" osc.sh
-g" for schema
creation process in
Silent mode

OFS_IP PACK/schema
creator/bin

Execute"
setup.sh
SILENT" to start
the Installation

OFS_IP PACK/bin

Running the installer in Silent Mode

To install the OFSAA Infrastructure in Silent mode, execute the following command:

./setup.sh SILENT in the console.

Note:

Edit the VerInfo. txt file to modify the value for property JAVA VERSION to 1.8.

Completing the installation in Silent Mode

On launching the installer in silent mode, the environment check utility is executed. Enter the
required information to execute the utility as explained:

Table 4—4  Webserver start up options

Console Prompts

User Inputs

Enter OFSAAI CONFIG
Schema user name

Enter the user name for OFSAALI configuration schema.

Enter password

Enter the configuration schema password.

name

Enter Oracle SID/ SERVICE

Enter the SID or service name of the Oracle database instance.

The status of each checks performed by the utility is displayed as shown in the figure If the status of the
utility is Success, it proceeds with the installation.
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Note: The above table item is asked if environment check utility is executed
in the standalone mode.

Table 4-5  Webserver start up options

Console Prompts User Inputs

Enter Infrastructure FTP/SFTP | Enter the password to access Product Staging/Metadata repository directory in the
password application server.

Note: During installation stage, you need to enter the config schema password
again.

1. The OFSAAI License Agreement is displayed as shown in the figure:
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Figure 4-3 OFSAAI License Agreement Page

2. Accept the License Agreement.

Table 4-6  Webserver start up options

Console Prompts User Inputs

Are you accepting the terms
and conditions mentioned
above? [Y/N]

Enter Y if you accept the license agreement and want to proceed with installation.

Enter password for default Enter the password for the System Administrator.
Infrastructure administrator

user SYSADMN
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Table 4-6 (Cont.) Webserver start up options

Console Prompts User Inputs

Re-enter password for default |Enter the same password again to confirm its validity.
Infrastructure administrator
user SYSADMN

Enter password for default Enter the password for the System Authorizer.
Infrastructure authorizer user
SYSAUTH

Enter password for default Enter the same password again to confirm its validity.
Infrastructure authorizer user
SYSAUTH

Note: SYSADMN and SYSAUTH are the two default OFSAAI
administrative users created.

ofss2221113.in.oracle.com - PuTTY
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Note: The installation process continues on the console. Do not close the
console until the installation process is complete.

GUI Mode Installation

Note: Ensure you have followed the steps as mentioned in the Configuration
for GUI Mode Installationsection prior to proceeding with the next steps.

1. Log in to the system as non-root user.

2. Identify a directory for installation and set the same in the user .profile file as the
following:

FIC HOME=<ofsaa install dirs>
export FIC_HOME
3. Execute the user .profile.

4. Navigate to the path: OFS_IP PACK/bin

5. Execute ./setup.sh GUI in the console.

Note:

For Java 8: Edit the VerInfo. txt file to modify the value for property JAVA
VERSION to 1.8.

Note: If the Precheck is successful, the installation begins. Else the
installation aborts.
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Figure 4—4 Initialization Window

Welcome to the OFSAA 8.0 Application Pack
Installation

ORACLE’
FINANCIAL SERVICES

Copyright @ 1383, 2015 | Oracle and/or i affiliates. 4| righls reserved,

Figure 4-5 License Agreement
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6. Select I accept the terms if the License Agreement option.

7. Click Next.

The Insurance Performance Application Pack details are displayed.
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Figure 4-6 Application Pack Details
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8. Seclect the product to enable for which you have already obtained license.

9. Click Next. The License Agreement page is displayed.

Figure 4-7 License Agreement page
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andresses specific functional domains via its products that are grouped together. The Oracle Financial Senvices Analytical Applications Infrastructure (OFS AAl) being
the base infrastructure for deployment of other ofsaa procucts/Application Packs, is bundied with each Application Pack, With every Application Pack installation, the
OFSAA INfrastruciure product would be checked for and installed if recuired.

Oracle Financial Services Enterprise Modeling (OFS AAAl) product is a separately licensaitle product and would not be enabled unless it has been licensed, Oracle
Financial Senvices Enterprise Modeling (OFS AAAl) product is only part of the Oracle Financial Senices Advanced Anahyics Infrastructure Pack and specific OFSAA
Application Packs that require the advanced anahytical feawres of this product. Oracle Financial Services Enterprise Modeling (OFS AAL) praduct gets pre-selected
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Application Pack installation, based on the products that are being selected, it would get enabled and would be licensed for. It is impartant 1o nate that procucts
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Application Pack License" feature
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10. Select I accept the terms of the License Agreement option.
11. Click Next.

The Manage Information Domain page is displayed.
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Figure 4-8 Manage Information Domain page
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12. Edit the Information Domain Name if it is a new Information domain or if you want to
change the name of the information domain name.

Note: In case of subsequent Application Pack installation on the same
Information Domain, you cannot edit the name.

13. Click Next. The License Agreement window is displayed.
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Figure 4-9 License Agreement Window
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14. Select I accept the terms of the License Agreement option.

15. Click Next. The License Details page is displayed.

Figure 4-10 License Details Page
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16. Click Next. The User Installation Directory window is displayed.
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Figure 4-11 User Installation Directory
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Note: The User Installation Directory path is auto-populated from the path
you have set in the user .profile file in step 2.

17. Click Next. The OFSAA Infrastructure Server Details window is displayed.

Figure 4-12 OFSAA Infrastructure Server Details
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18. Enter the IP address or hostname of the OFSAALI server and Database server.
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19. Click Next. The Web Application Server window is displayed.

Figure 4-13 Web Application Server
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20. Select the appropriate Web Application server type. The options are Tomcat, WebSphere,

and WebLogic.

21. Click Next. Based on the selection, corresponding screens are displayed.

For Tomcat: The Absolute Tomcat Path window is displayed.

Figure 4-14 Absolute Tomcat Path
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22. Enter the Tomcat installation path (till/webapps) where OFSAALI is deployed.
For WebSphere: The WebSphere Setup Details window is displayed.

Figure 4-15 WebSphere Setup Details
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23. Enter the installation path (up to the host name directory) of the WebSphere. The format is
WebSphere path <WebSphere profile
directory>/installedApps/<NodeCellName>.

For WebLogic: The Weblogic Home window is displayed.

Figure 4-16 Weblogic Home

Weblogic Home

License | Enter Weblogic Home
@ Preinstall Setup For Ex: [home fwablogic /bea/weblogic 10.3.5.0
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24. Enter the WebLogic home directory path.
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Figure 4-17 Weblogic Setup Details
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25. Enter the path of the Weblogic domain home directory and click Next. The OLAP Details
window is displayed.

Figure 4-18 OLAP Details
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26. Enter 1 if you want to configure OFSAAI OLAP feature. By default, 0 is displayed.
27. Click Next. The Web Server Details window is displayed.
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Figure 4-19 Web Server Details
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28. Select Enable HTTPS checkbox to configure HTTPS.

29. Enter Web Server (HTTP Server) Port, Web App Server (HTTP Server) IP address, context
name for deployment and the local path to any folder on the Web Application Server
(Tomcat/ Websphere/ Weblogic).

30. Click Next. The Database Details window is displayed.

Figure 4-20 Database Details
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31. Enter Oracle SID/Service Name, JDBC URL, Configuration Schema User ID and
Password, and Absolute Driver Path.
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Note:

Absolute Driver Path can be the path where Oracle DB client is installed or
JDBC driver is installed. For example,
/scratch/oracle/app/oracle/product/11.2.0/client 1/jdbc/lib

32. Click Next. The Ports Configuration window is displayed.

Figure 4-21 Ports Configuration
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33. Enter Java Port, Native Port, Agent Port, ICC Server Port, and ICC Native Port. You can
proceed with the default port values configured.

34. Click Next. The Ports Configuration window is displayed.
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Figure 4-22  Ports Configuration

Pars Configuratien

[rap resaTes inTrgos
L

35. Enter OLAP Port, Message Server Port, Router Port, and AM Port.

36. Click Next. The Default Infrastructure Administrator and Authorizer User Password
window is displayed.

Figure 4-23  Default Infrastructure Administrator and Authorizer User Password
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37. Enter the passwords for default System Administrator and System Authorizer users.

38. Click Next. The SFTP Details window is displayed.
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Figure 4-24 SFTP Details
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39. Enter 1 to enable SFTP or 0 to enable FTP.

Note: Ensure that the system on which the OFSAA Infrastructure is being
installed, has either FTP/SFTP enabled.

40. Enter the port to be used for file transfer.
41. Click Next. The OFSAAI Post Install Details window is displayed.
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Figure 4-25 OFSAAI Post Install Details
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42. Enter the FTPSHARE Path, FTP/SFTP User ID and Password for OFSAAI Server.

Note: The transfer of data (files) between the OFSAAI Server and the Web
Application Server happens over FTP/SFTP. Ensure the necessary host
configurations are made for a successful handshake.

43. Click Next. The Sample Application Installation window is displayed.

Figure 4-26 Sample Application Installation
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44. Select Yes if you want to install Sample Application.

Note: Ensure the appropriate DB schemas are created for holding the Sample
Application data. See Database User/Schema Database User/Schema
Database User/Schema section..

45. Click Next. The Pre Installation Summary window is displayed.

Figure 4-27 Pre Installation Summary
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46. Click Install. The Installing OFSAA Infrastructure window is displayed.
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Figure 4-28 Installing OFSAA Infrastructure
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Anytime during the installation you can click Cancel to stop the installation. Once
completed, the Installation Summary window is displayed.

Figure 4-29 Installation Summary
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The Summary window displays the number of Fatal Errors, Errors, Debug Statements,
Informations, and Warnings along with the location of log files.

47. Click Next. The Installation Complete window is displayed.
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Figure 4-30 Installation Complete
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Note: If the installation is successful with some warnings, you can navigate
to the installation log for more details and address them.

48. Click Done. The following message is displayed: Please wait, pack_install is being
configured for your system. This may take a moment.

Figure 4-31 Checking OFSAAI Services
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49. The Solution Setup - Introduction window is displayed.
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Figure 4-32  Solution Setup Introduction Window
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50. Click Next. The Log mode window is displayed. Select the Log Mode.

Figure 4-33 Log Mode Window
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51. Click Next. The Segment creation window is displayed. Enter the log paths.
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Figure 4-34 Segment Creation window
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52. Click Next. The Pre-Infodom Creation Summary window is displayed.

Figure 4-35 Pre-Infodom Creation Summary window
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53. Click Next. The Infodom creation window is displayed.
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Figure 4-36 Infodom creation Window
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54. Click Next. The Model Upload Window is displayed.

Figure 4-37 Model Upload Window
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55. Select Yes and click Next. The Model Type window is displayed.
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Figure 4-38 Model Type Window

56. The Model Review Window is displayed.

Figure 4-39 Model Review Window
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57. Click Next. The Heap Memory Warning window is displayed.
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Figure 440 Model Heap Memory Warning
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58. Click Back. Update your .profile entry with required heap memory size.

2

2

Open a new session in Putty

Shutdown Reveleus server using $FIC_HOME/ficapp/common/FICServer/bin/
reveleusshutdown. sh

Update the X ARGS APP entry in .profile. For example,

X ARGS APP="-Xms2g -Xmx18g -XX:+UseAdaptiveSizePolicy
-XX:MaxPermSize=1024M -XX:+UseParallelO1ldGC
-XX:+DisableExplicitGC"

Run .profile.

Start Reveleus using $FIC HOME/ficapp/common/FICServer/bin/
reveleusstartup.sh

Proceed for model Upload by clicking Next.

59. Click Next again. The Upload starts. This takes 3 Hours, approximately.
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Figure 4—41 Model Upload Window

W Introducrion
B Pre=Indtall Configuration

' SclutionSetup

| = a Uploading DaraMadel for your sysiem. This may

ORACLE’
FINANCIAL SERVICES

60. Provide OFSAAI Application and Source Pair details.

Figure 4—42 Source Pair details
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61. Select New application source pair and click Next. The Staging details window is
displayed.
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Figure 4-43 Staging Details Window
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62. Click Next. This creates the staging source folder.

Figure 4—44 Staging creation Window
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63. After Creation, click Next. The Installation Details Review window opens.
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Figure 4—45 Installation Details Review Window
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64. Click Install. A Confirmation window is displayed.

Figure 4-46 Confirmation Window
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65. Click Yes. The Installation starts and the Installation Progress is displayed in the
Installation Progress window.
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Figure 4—47 Installation Progress Window
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66. After Installation completion, the Installation Completion window is displayed.

Figure 4—48 Installation Completion Window
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67. Click Done. The Installation Summary window is displayed.

4-68 Oracle Insurance Performance Application Pack



Running OIPA application pack

Figure 4—49 Installation Summary Window
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68. Click Next to finish the installation.

Figure 4-50 Installation Complete Window
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Post Install Health checks are displayed:
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Figure 4-51 Installation Complete

¢ . ./.profile
F pud

/seratch/of saaweb
£

ed .,

4 chmod -R 777 ofsaaweb

¥ od ofsasusb/OFS_CA_PACK/bin

3 ,/setup,sh GUI

FIC_HOME : /scratch/ofsaaweb/ Installations/RCAPACK
Enwviromment check utility started,..

Java Walidation Started ..,

Java Found in § fscratch/java_homes jdk1,6,0_25/bin
JAvA Wersion found 3 1.6,0_25

JAWA Bit Wersion Found : B4-bit

Java Walidation Completed, Status ; SUCCESS

Environment Warisbles Walidation Started ...

ORACLE_HOME ¢ /scratch/oralZe_client/app/oracle/product/12.1.0/client 1

THS_ADMIN : /scrateh/oral2e_client/app/oraclesproduct/12,1,0/client_1/network/aduin
Envirorment Warisbles VYalidation Completed, Status ; SUCCESS

05 specific Walidation Started ...

Uniz shell found 1 /bindksh, Status 3 SUCCESS
Total file descriptors 3 18000, Status 3 SUCCESS
Total number of process @ 18000, Status : SUCCESS
05 version : B, Status : SUCCESS

05 specific Walidation Completed, Status : SUCCESS

IB specific Yalidation Started ,,,

Oracle Client version @ 12,1.0,2,0, Status @ SUCCESS

CREATE SESSION has besn granted to user. Status @ SUCCESS

CREATE PROCEDURE has been granted to user, Status 3 SUCCESS

CREATE WIEW has been granted to user, Status § SUCCESS

CREATE TRIGGER has been granted to user. Status 3 SUCCESS

CREATE MATERIALIZED YIEW has been granted to wser, Status @ SUCCESS

CREATE TRELE has heen granted to user, Status 1 SUCCESS

CREATE SEQUEMCE has been granted to user, Status 3 SUCCESS

SELECT privilege is granted for Y_$nls_parameters view. Current value @ SELECT. Status @ SUCCESS
MLS_LENGTH_SEMANTICS @ BVTE. Current value @ BYTE, Status @ SUCCESS

MLS_CHARACTERSET : AL32UTF8, Current value t AL3ZUTFB, Status 3 SUCCESS

SELECT privilege is granted for Y _Sparamster wiew, Current walue ¢ SELECT, Status i SUCCESS
Open cursor value is greater than 1000, Current value @ 1200, Status @ SUCCESS

Oracle Database Partitioning feature is enabled. Current value 3 Partitioned, Status : SUCCESS
SELECT privilege is gramted for USER_TS_UUOTAS wiew, Current valus 3 SELECT, Status  SUCCESS
Schena is granted with at least 500 MB table space, Current value 1 1,0737E+10, Status 3 SUCCESS
Oracle Server version Current value @ 12.1.0,1.0, Status @ SUCCESS

DB specific Yalidation Completed, Status : SUCCESS

Erwiromment check utility Status ; SUCCESS

Starting installation,..

Preparing to install,..

Extracting the installation resources from the installer archive, ..
Configuring the installer for this system's erwiromment,,,

Launching installer...

CTRL characters removal started ...

CTRL characters removal over ...

Windows exscutable files removal started ..,
Windows executable files removal awer ...

We are now in fscratch/ofsaaueb/Installations ...

Installation completed, ..

Verifying the Installation

This section explains the steps to verify your installation of Application.

To verify that you have successfully installed the Insurance Performance pack, follow these

steps:

1. Login in to the atomic/*schema.

2. Verify the application log (it must not have any error).

3. Verify all the database objects like view, procedure, and functions must have been
complied without any compilation error.

4.

Deploy the war file and check whether the application screen is coming or not.
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Post Installation Configuration

On successful installation of the Oracle Insurance Performance Application Pack, refer the
following post installation sections:

This chapter includes the following sections:

* Creating and Deploying the Application Pack Web Archive
* Configuring Resource Reference

*  Configuring Web Application Server

¢ Changing Batch Ownership

« Updating OBIEE URL

* Configurations for Java 8

Note: Ensure to clear the application cache prior to the deployment of
Application Pack Web Archive. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat). For more information, refer
Appendix C section.

Configuring Resource Reference

This section describes the details for configuring the resource reference in WebSphere,
Weblogic, and Tomcat Application Servers. For detailed information, refer to Configuring
Resource Reference in Web Application Servers section.

Configuring Web Application Server

This section describes the details to configure the different web application servers for OFSAA
Infrastructure deployment namely, IBM Websphere, Oracle Weblogic, and Apache Tomcat
Servers. For detailed information, refer to Configuring Web Application Serversection.

Creating and Deploying the Application Pack Web Archive
To create and deploy the application pack web archive, follow these steps:
1. Navigate to the $FIC_WEB_HOME directory.
2. Execute the command:

./ant.sh
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3. This will trigger the creation of EAR/WAR file - <contextname>.<extn>. Here
<contextname> is the context name given during installation.

4. On completion of the EAR/WAR files creation, the "BUILD SUCCESSFUL" and "Time
Taken" message is displayed and you are returned to the prompt.

5. The EAR/WAR file - <contextname>.<extn> - is created under "$FIC WEB_HOME"
directory.

Note: This process overwrites any existing version of EAR/WAR file in the path. If
the web application server is Apache Tomcat, the file created would be
<contextname>.war.

6. Deploy the generated EAR/WAR file on to the web application server. For detailed
information, refer Deploying EAR/WAR File section.

Changing Batch Ownership

All the seeded batches are created with SYSADMN as the owner by default. This needs to be
updated with username of the user who is responsible for maintenance of the batches. This can
be done by executing the following procedure in the config schema:

begin

AAI OBJECT _ADMIN.TRANSFER BATCH OWNERSHIP('fromUser','toUser",'infodom;
end;

OR

begin

AAI OBJECT ADMIN.TRANSFER BATCH OWNERSHIP('fromuser','touser');

end;

where "FromUser" indicates the user who currently owns the batch and "toUser" indicates the
user to which ownership needs to be transferred to. "Infodom" is an optional parameter.
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Updating OBIEE URL

UPDATE AAI MENU B

SET V_MENU URL = '<obieeURL>'

WHERE V_MENU ID IN ('<List of enabled BI Analytical Links for a particular
Media Pack >')

/

COMMIT

/

For IP Media Pack as an example:

UPDATE AAI MENU B

SET V_MENU URL = 'http://OIPIGI:port/analytics'

WHERE V_MENU ID = 'OFS OIPIGI BI'

/

Configurations for Java 8

Refer to the following instructions to extract and apply the patch.

1.

Copy the downloaded patch file ( 21160684) to your OFSAA server in Binary mode.

For more information on downloading the patch files, refer Prerequisite Information
section >> Category - Others >> Sub-Category - OFSAA.

Follow the instructions given in the Readme to apply the patch.

If the Oracle Database version is 12¢, copy ojdbc7.jar from SORACLE HOME/jdbc/lib
to the following locations:

$FIC HOME/utility/OFSAAGenerateRepository/lib/

SFIC HOME/realtime processing/WebContent/WEB-INF/lib/
$FIC_HOME/ficdb/1lib/

$FIC HOME/ficapp/icc/1lib/

SFIC HOME/ficapp/common/FICServer/lib/
$FIC_HOME/FMStandalone/FormsManager/WEB-INF/1ib/
SFIC_HOME/ficweb/webroot /WEB-INF/1lib/

SFIC HOME/ficdb/etl/classes/

If the Oracle Database version is 11g, copy ojdbcé . jar from $SORACLE_HOME/jdbc/1ib
to the following locations:

$FIC HOME/utility/OFSAAGenerateRepository/lib/

SFIC HOME/realtime processing/WebContent/WEB-INF/lib/
$FIC_HOME/ficdb/1lib/

$FIC HOME/ficapp/icc/lib/

$SFIC HOME/ficapp/common/FICServer/lib/

$FIC_HOME/FMStandalone/FormsManager/WEB-INF/1ib/
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* S$FIC HOME/ficweb/webroot/WEB-INF/1lib/

* S$FIC HOME/ficdb/etl/classes/
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Start and Stop of Infrastructure Services

This chapter details about how to start and stop Infrastructure services.
This chapter includes the following topics:
+ Starting Infrastructure Services

* Stopping Infrastructure Services

Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the post-installation
steps are completed, the servers must be started. Log on to each machine and run the .profile
file. All servers mentioned must be started from the same shell encoding. The servers
mentioned below are dependent on each other. It is mandatory to maintain the order in which
the servers are started. Allow each of the servers to initialize completely before starting the next
server.

1. On the machine in which Infrastructure Application components have been installed,
navigate to SFIC_APP HOME/common/FICServer/bin and execute the following
command to start the Infrastructure Server.

./startofsaai.sh

Note: You can also start the Infrastructure Server by executing the command
"nohup ./ startofsaai.sh &". Starting the process using "nohup" and
"&" will return the command prompt without having to wait till the process
completes. However, this command cannot be used when you are starting the
server for the first time or starting after changing user password in the
configuration database schema.You can also start the Infrastructure Server by
executing the command "nohup ./ startofsaai.sh &". Starting the
process using "nohup" and "&" will return the command prompt without
having to wait till the process completes. However, this command cannot be
used when you are starting the server for the first time or starting after
changing user password in the configuration database schema.

2. Select the required webserver start up option from the following table:
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Table 6-1 Webserver start up options

Start up Option Description

Starting WebSphere profile On the machine in which Web sphere is installed, navigate to
[Webshpere Install Directory]
/BppServer/<profiles>/<profile name>/bin and execute the
command: ./startServer.sh serverl

Starting WebLogic Domain On the machine in which WebLogic is installed, navigate to
<WebLogic Installation directorys/user

projects/domains/<domain name>/bin and execute the command:
startWebLogic.sh -dé64

Note: If WebLogic is already running, access the WebLogic Admin
Console. Stop and start the application <context names.ear

Starting Tomcat Application On the machine in which Tomcat is installed, navigate to <Tomcat _
Install Directory>/bin and execute the command:
./catalina.sh run

3. Start ICC server:

a.  On the machine in which Infrastructure default Application components have been
installed, navigate to $SFIC_HOME/ficapp/icc/bin and execute the command:

./iccserver.sh

Note: Only Infrastructure Default Application Server would hold ICC
component.

4. To start Back-end Services:

a.  On the machine on which Infrastructure Database components have been installed,
navigate to $FIC_DB HOME/bin and execute the command to start "Agent server":

./agentstartup.sh
Or
Start Back-end services using the command:

nohup./agentstartup.sh &

Note: This agent internally starts the Router, Message Server, OLAP data
server, and AM services.

Stopping Infrastructure Services
To stop Infrastructure services, follow these steps:

1. On the machine in which Infrastructure Application components have been installed,
navigate to $FIC_APP HOME/common/FICServer/bin and execute the command:.

./stopofsaai.sh

2. To stop ICC server, on the machine in which Infrastructure default Application

components have been installed, navigate to SFIC_HOME/ficapp/icc/bin and execute
the command:

./iccservershutdown.sh
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Note: Only Infrastructure Default Application Server would hold ICC
component.

3. To stop Back-end server, on the machine in which Infrastructure database components
have been installed, navigate to $FIC_DB_HOME/bin and execute the command:

. /agentshutdown.sh
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Post Deployment Configuration

This chapter includes the following topics:
* Deploying the Application

* Logging as System Administrator

*  Creating Users

*  Mapping User to User Group

Deploying the Application

This section explains the steps to deploy the application. For more information, refer to
Deploying EAR/WAR File section.

Logging as System Administrator

Post installation, the first login into Infrastructure is possible only for a System Administrator
through the user id "sysadmn". This ID is created at the time of installation with the password
provided during installation. Enter the login id "sysadmn" and password that was provided
during installation. Click Login. For more information, refer OFSAAI Login section.

Creating Users

User Maintenance facilitates you to create user definitions, view, manage, modify, and delete
user information. You can access User Maintenance by expanding User Administrator section
within the tree structure of LHS menu.

The User Maintenance screen displays user details such as User ID, Name, Profile Name, Start
and End dates. You can also identify the user status if enabled to access the Infrastructure
system.

To add a user in the User Maintenance screen, follow these steps:

1. Click Add the User Maintenance toolbar. This button is disabled if you have selected any
User ID in the grid. The New User screen is displayed.
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User Malntenamce

o

SR Casce:

2. Enter the user details as tabulated.

Table 7-1  Prerequisite Information

Category

Expected Value

User ID

Enter a unique user id. Ensure that there are no special
characters and extra spaces in the id entered.

User Name

Enter the user name. The user name specified here will
be displayed on the Infrastructure splash screen. Ensure
that the User Name does not contain any special
characters or spaces except "-", """. and ".".

Contact Address

Enter the contact address of the user. It can be the
physical location from where the user is accessing
the system. Ensure that Contact Address does not
contain any special characters except ".", "#", "-",

nn

Date Of Birth

Specify the date of birth. You can use the popup calendar
to enter the date.

Designation

Enter the user designation. Ensure that Designation does
not contain any special characters except " , ":" and "-".

Profile Name

Select the profile name by clicking on the drop-down list.

User Start Date

Specify the user start date based on the day slot the user
is enabled to access the system. Ensure that User Start
Date is greater than today's date. You can use the popup
calendar to enter the date.
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Table 7-1 (Cont.) Prerequisite Information

Category Expected Value

User End Date Specify the user end date based on month and year when
the user Id expires. Ensure that user End Date is greater
than User Start Date. You can use the popup calendar to
enter the date.

Password Enter the default password for the user for the initial
login. User needs to change the default password during
the first login.

A user is denied access in case the user has forgotten the
password or enters the wrong password for the specified
number of attempts (as defined in the Configuration
screen). To enable access, enter a new password here.

Notification Time *  (Optional) Specify the notification start and end time
within which the user can be notified with alerts.

E-mail ID Enter the e-mail address of the user.

Mobile No (Optional) Enter the mobile number of the user

Pager No (Optional) Enter the pager number of the user.

Enable User Select the checkbox to allow user to access the system.

A deselected checkbox denies access to the user.

3. Click Save to upload the user details.

The new User details are populated in the User Authorization screen which has to be
authorized by System Authorizers. Once authorized, the User details are displayed in User
Maintenance screen and can then be mapped to the required user group in the User
UserGroup Map screen.

Mapping User to User Group

User UserGroup Map facilitates you to map user(s) to specific user group which in turn is
mapped to a specific Information Domain and role. Every UserGroup mapped to the infodom
needs to be authorized. Else, it cannot be mapped to users.

User UserGroup Map screen displays details such as User ID, Name, and the corresponding
Mapped Groups. You can view and modify the existing mappings within the User UserGroup
Maintenance screen.

You can access User UserGroup Map by expanding User Administrator section within the tree
structure of LHS menu.

UGIPIGIADMIN is the user-group available for Insurance Performance Pack.
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OIPIGI Configuration

This chapter expalins the following steps are to be followed for configuring Oracle Insurance
Performance Insight for General Insurance v8.0.0.0.0 Dashboards and Reports after OBIEE
installation (Server):

A. Preliminary Installation of Software

1. Make sure Oracle Business Intelligence (Version 11.1.1.7.1) installation is completed and
available.

2. Ifthe OBIEE is installed in other than Windows environment, ensure that a standalone
OBIEE Client is installed in a Windows environment.

B. Modify Repository Connection Pool Settings
For Windows Server

1. Copy the Repository file from the $SFIC_HOME/OIPIGIand place it in the Repository folder
where OBIEE is installed.

<OBIEE Install Folders/instances/instancel/bifoundation/
OracleBIServerComponent/coreapplication obisl/repository

Select Start >Programs >Oracle Business Intelligence>Administration.
Select File >Open >Offline.

Locate the OFS OIPIGI-PC.rpd and open.

U S O

Provide Repository password. The Repository password is "Admin123".
Set the Connection Pool Properties:

6. In the "Physical" layer, under Database object, double-click the Connection Pool to update
its properties.

7. In the General tab, edit/check the following entry:
Call Interface: Default (OCI 10g/11g)
8. Update Data source name as give in the following example:

(DESCRIPTION= (ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=<Database IP
Address>) (PORT=<Port no>))) (CONNECT DATA=(SID=<Database name>)))

9. Enter Database Schema user name in the User Name field.

10. Enter Database Schema password in the Password field.

11. Click OK to close the window and click Save to save the RPD file.
12. Click No for the Global Consistency Message.

13. Close the RPD file (File/Exit).
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For Other Servers

1. Copy the Repository file from the SFIC_HOME/OIPIGIand place it anywhere in the local
Windows system.

2. Open the BI Administration tool in the windows environment.

3. Select Start >Programs >Oracle Business Intelligence Enterprise Edition Plus
Client>Administration.

4. Seclect File >Open > Offline.

5. Locate the file OIPIGI-PC.rpd and open.

6. Provide Repository password. The Repository password is "Admin123".
Set the Connection Pool Properties as described in the above steps 6...14.

C. Starting Node manager and Weblogic Servers

1. Check if the Node Manager is running or not. If not then follow the following steps.
For Windows Server
1. Go to the services.

2. Start the Service Oracle Weblogic NodeManager.

T

8% Oracle DE11GR2 VS5 Writer Service

“*Oracle Process Manager (instancel) Started
%Orax:le Weblogic ModeManager (E_MiddelwareHome _wliserver _10.3) Started
% OracleDBConsoleDB11GR2

Alternatively you can start Node Manager and all the managed services from the All
Programs -> Oracle Business Intelligence-> Start BI Services option in the Start

menu.
M) Oracle - OH1052077500 » I} [=] BI Administration
@ Maozilla Firefosx E BI Administration Help File
™) Microsoft Visual Studio 6.0 > E Catalog Manager
E TextPad E Deinstall
M ©Oracle - OH445592003 k E Job Manager
) ©Oracle Weblogic O Start BI Services

E Stop BI Services

Oracle Business Intelligence

L=
) ©Oracle Common Home 11g - Homel  #

For Other Servers
1. Navigate to < OBIEE Install Folder >/ wlserver_10.3/server/bin folder.
2. Run the following command: nohup ./startNodeManager.sh &.
Check if the Weblogic AdminServer if running or not. If not, then follow these steps.

For Windows Server
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* Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_
domain/bin

* Run the following command: startWebLogic.cmd

Note: The Weblogic Admin Server would have been already started if you
had started through the All Programs -> Oracle Business Intelligence-> Start
BI Services option as stated above

For Other Servers

* Navigate to < OBIEE Install Folder >/user_projects/domains/bifoundation_
domain/bin

*  Run the following command: . /startWebLogic.sh
* Enter the weblogic credential defined during the installation.

* Bringing up this service can take a few minutes depending on your environment, wait
until the command line stops scrolling and indicates server in RUNNING mode.

cAug 25, 2010 10:32:06 MM CEST> <NOtices cWebLogicservers <BEA-DO03G5» coerver state changed to RUNNING:
cAug 25, 2010 10:32:06 AM CEST» <Notice» cWeblogicServers <BEA-000360» c<Server started in RUNNING modes

»  Start Weblogic Managed Server (bi_serverl)

* Log in to Fusion Middleware Control http://<hostserver name or IP>:<Port
No Default is 7001>/em using the weblogic credentials defined during installation.

*  Under the WebLogic Domain, expand the bifoundation_domain node in the
navigation tree.

» Select bi_cluster and click the WebLogic Cluster menu to the right of it. Select the
Control option from the menu, and select Start Up to start the Managed Servers.

ORACLE Enterprise Manager Fusion Middieware Control 11g
| HiFamy | 2 Topology
- & bi_cluster ®
= & Farm_bifoundation_domain B Weblogic Cluster v
® [ Application Deployments B Fome
= [ WebLogic Domain
= :,J bifoundation_domain
Conkral b Start Up
Logs ? Shut Down...
W ic Server Adl
Console.
& Performance Summary e
# [0 fletadata Reposikories Port Usage
| Application Deployrent *

*  Verify the status of the applications.
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D. Deployment
Deploy RPD file

1. Log in to Fusion Middleware Control http://<hostserver name or IP>:<Port No
Default is 7001>/em using the weblogic credentials defined during installation.

2. Go to Business Intelligence folder > coreapplication> Deployment and click Lock and

Edit Configuration.
o - & coreapplication @
7 B Fam_bfoundstion_domsin [F] Business Intebgence Instance +
b= [ Apphestion Daplsyirents
£ i ogic Dexrain

Change Center: | | P Lock and Edit Configuration | | 4 Restart to apply recent changes

Crsryims Bovadabdity Capacity Managament Chagnistics Senuriy I Deploynvent
Prasenkation Repository Schmdider IMarkting Had

Bl Server Repository
Thits sectice showses b current instalisd RPD. You can e this section bo configure a shared RPD location.

D it BP0 CIPIGEPC_BIOCIY
Share Repostory

RPD Publishing Directory

Upload BI Server Repository
Ltsie this section b upload & new RPD and ks password bo your BI Server domain. You may also use this section Lo

Repostory File | Chooss Fis | Moo Fibas choesien

j Repostory Password

Conbrm Password

3. In the Upload BI Server Repository click Browse and locate the folder where the new OFS
OIPIGI-PC.rpd which has to be deployed is present.

4. Now put the existing RPD Password. Then Apply >Activate Changes.

5. You can see the new Default RPD as the OIPIGI_BI0008.0
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| - & coreapplication @
7 :ﬂ Fawtn_bifiourdation_domain E Business Intelgencs [natance =

Change Center: | | JP Lock and Edit Configuration 8 Restart to apply recent: changes

Crnryims Aovadabdity Capacity Managament Diagnastics Serurity Deploynvent

Prasenkation Repository Schmdider IMarkeking Had

BI Server Repository
Thits secticen chows th curment instalisd RPD, You can use bhis section ba configures & shaned RPD loaestion.

Drefault RPD QIPLGEPC_BIOOIDY
AP0 Publiching Directory

Upload BI Server Repository
Lise this saction o upload & new RPD and ks password bo your BI Server domain. You may also use this sedton bo)

Reposkory Fie
i Reposkt ey Password

Confirm Password

6. Restart the BI Server as mentioned in the Starting the Analytics services section.

7. Modify the NQSConfig. INT file to incorporate User Roles and Group Id changes in case
any GUID related error occurs. The location is < OBIEE Install Folder>

/instances/instancel/config/OracleBIServerComponent/coreapplication
obisl

Change the FMW UPDATE ROLE AND USER REF GUIDS to YES.
For example: FMW_UPDATE_ROLE_AND USER_REF GUIDS = YES;

8. After modifying the file, restart the BI services again to remove the above error.
Deploy Web Catalog

1. Copy the OIPIGI-PC.catalog file from SFIC_HOME/OIPIGI folder

2. Go to Business Intelligence folder > coreapplication> Deployment and check for the
Catalog name. Change to OIPIGI-PC then apply and activate changes. This will create a
new empty catalog with the name given.

For example

$ORACLE
INSTANCE/bifoundation/OracleBIPresentationServicesComponent/$COMPONENT
NAME/catalog/OIPIGI-PC

BI Presentation Catdog
This sechion shoses Hhe curmenk iocation of the cat g used by Presenk o Services, L this section bo change the location of the catalon, or b shar the cahaion by pointing by & shared keation

(ot Lot [BORACLE DISTANCE ésundation) each PrasertatarCanasimpnart 3L OMPONENT NAVEjatsog PR

3. Go to Catalog Manager. Open the newly created catalog File -> Open Catalog.
4. Open the catalog offline -> Browse to the catalog path. Click OK.
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ra Open Catalog ﬂ

Type:  |Offline -
Path: oreapplication_obipsl\catalog\ OIPIGI R SR e .
ser weblogic -
Locale English (English) -
[ Read-Only
| ok || cCancel

5. Now navigate to the /shared folder in the catalog manager and unarchive by selecting the
path where the OIPIGI-PC.catalog was present. Then press OK.

Ciracle Business Intelligence Catalog Manager - COBIEE]LL L 1Gvnstancesunstancesoioundaty

[File] Edit View Tools Help
=y Open Catalog Ctrl+ O
Close Catalog — | IIIIIEI:.-ﬁ Table =
LS /ehared
I
:  Explore
[E] Archive... Ctrl+Shift+C Mame
[I] uUnarchive... Ctrl+ Shift+V
B Exit Alt+F4

r Al
[S] Unarchive Catalog [ 2|

Archive File Path
d:\MediaPack\QIPIGI-pc.catalog| v | Browse...

OK | Cancel

6. Verify that the OIPIGIfolder appears under /shared folder.
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7. Once the Unarchive is done. Restart the BI Presentation Services(see Starting the Analytics
services) to apply the change.

8. Modify the instanceconfig.xmnl file in case of any GUID error related to the BI
Presentation Server to instruct Presentation Services to refresh GUIDs on restart.

The location of instanceconfig.xml file is < OBIEE Install Folder>
/instances/instancel/config/OracleBIPresentationServicesComponent/corea
pplication obipsl

Edit the file to add the line
<UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs > and restart the BI
presentation services once again.

9. The steps mentioned above will force the BI Presentation Services to shut down after
updating the Account GUIDS.

In that case, go to instanceconfig.xml file and revert back the changes made, that is,
remove the line <UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs> from
the instanceconfig.xml file and restart the services again.

E. Starting the Analytics services
The Oracle Business Intelligence system components can start in any of the following manner.
Through OPMN controller

For Windows Server

1. Open a command prompt, navigate to <OBIEE Install
Folder>/instances/instancel/bin

2. Runthe opmnctl startall command.

For Other Servers
1. Navigate to < OBIEE Install Folder > /instances/instancel/bin
2. Runthe command . /opmnctl startall

3. Check the status by running the command ./opmnctl status

OIPIGI Configuration 8-89



Through Enterprise Manager

1. Login to the EM administration screen using the url http://<hostserver name or
IP>:<Port No Default is 7001>/em

2.  Expand Business Intelligence node on the left and select Core application.
3. Navigate to Capacity management > Availability.

4. Click the necessary buttons to start and stop the services.

coreapplication @
(0] Busress Inteligence Ingterce =

Change fFemb -t - U Rsizase Configuraton
Choiey ol Chpacity Managemenl [Dadrodtied | Sangty | Dedkdyment
Mers | Availability  Salabdly  Performamce

D Fwiseecied  [JSweSeeced [ Aestart Selecied

a4 Part Orade Instance haste

"

PRPRPDE

5. In case of any problems, check for the log files present in the respective diagnostic folders
of analytics server, that is, <OBIEE Install
Folder>/instances/instancel/diagnostics/logs.

F. Testing the Analytics reports

1. Logintohttp:// <host server name or IP>:<Port No default is
7001>/analytics/saw.dll?Dashboard using your Administrator credentials created
during platform install.

2. Check for the reports availability.
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3. In case of any problems, check for the log files present in the respective diagnostic folders
of analytics server, that is, <OBIEE Install
Folder>/instances/instancel/diagnostics/logs.
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Appendix

This chapter covers the following topics:
*  Configuring Web Server
* Configuring Web Application Servers

Configuring Web Server

The Web Server (HTTP Server) supported in this release of OFSAA are Oracle HTTP Server,
Apache HTTP Server, and IBM HTTP Server.

Refer the product specific installation guide to install and configure the Web Server. If an
installation already exists, skip and proceed to the next step.

Note: Make a note of the IP Address/Hostname and Port of the web server.
This information is required during the installation process.

Note: Refer OFSAA Secure Configuration Guide/Security Guide for
additional information on securely configuring your Web Server.

Note: Ensure to enable sticky session/ affinity session configuration on the
web server. Refer the respective product specific Configuration Guide for
more details. Additionally, you also need to enable the sticky session/ affinity
session configuration at Load Balancer level if you have configured a Load
Balancer in front of the web server(s).

Configuring Web Application Servers

You can deploy multiple OFSAA applications on different profiles of a WebSphere application
server. To create multiple WebSphere "Profiles", use the command line option as explained
below. A profile is the set of files that define the runtime environment. At least one profile must
exist to run WebSphere Application Server.

This section includes the following topics:
* Configuring WebSphere for Application Deployment
* Configuring WebLogic for Application Deployment

* Configuring Apache Tomcat Server for Application Deployment
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Configuring Web Application Servers

Note: Refer OFSAA Secure Configuration Guide/Security Guide for
additional information on securely configuring your Web Application Server.

Configuring WebSphere for Application Deployment

You can deploy multiple Infrastructure applications on different profiles of a stand-alone
WebSphere application server. To create multiple WebSphere "Profiles" in a stand-alone server,
use the command line option as explained below. A profile is the set of files that define the
runtime environment. At least one profile must exist to run WebSphere Application Server.

This section covers the following topics:

*  Creation of New Profile in WebSphere
* Manage Applications in WebSphere

*  Delete WebSphere Profiles

*  WebSphere HTTPS Configuration

*  WebSphere Memory Settings

Creation of New Profile in WebSphere

The Profile is created in WebSphere through command line using the manageprofiles.sh which
resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile
path> -templatePath <template path> -nodeName <node name> -cellName <cell
name> -hostName <host name>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/websé4/Appserver/profileTemplates/default
-nodeName ipa020dorNode04 - cellName ipa020dorNode04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as follows:

"manageprofiles.sh -create -profileName <profile> -profilePath <profile
path> -templatePath <template path> -nodeName <node name> -cellName <cell
name> -hostName <host name> -enableAdminSecurity true -adminUserName
<Admin User Name> -adminPassword < Admin User Password> -samplespassword
<sample User Password>"

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/websé4/Appserver/profileTemplates/default
-nodeName ipa020dorNode04 -cellName ipa020dorNode04Cell -hostName
ipa020dor -enableAdminSecurity true -adminUserName ofsaai -adminPassword
ofsaail -samplespassword ofsaai"
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Note: While using the manageprofiles.sh command to create a New
Profile in WebSphere, you can also use "-validatePorts" to validate if the
specified ports are not reserved or in use. Additionally, you can specify new
ports with "-startingPort <base ports>" which specifies the starting port
number to generate and assign all ports for the profile. For more information

on using these ports, refer WebSphere manageprofiles command.

Manage Applications in WebSphere
To manage the installed applications in WebSphere, do the following:

1. Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/1ibm/console (https if SSL is enabled)

Note: Administrative Console Port value is available in serverindex.xml
file within <WebSphere Profile Directorys/config/cells/<Node
Cell>/nodes/<Node Name> directory.

The Integrated Solutions Console Login window is displayed.

Figure 8—1 Integrated Solutions Console Login
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2. Log on with the User ID provided with the admin rights.

3. From the LHS menu, expand the Applications > Application Type> WebSphere
Enterprise Applications.

The Enterprise Applications screen is displayed.
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Figure 82 Enterprise Applications
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This Enterprise Applications screen helps you to:
* Install new application
* Uninstall existing applications

» Start or Stop the installed applications

Delete WebSphere Profiles
To delete a WebSphere profile, do the following:

1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere Installation Directorys/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile name>
5. Delete profile folder.

Example: <WebSphere Installation Directorys/AppServer/profiles/<profile
name>

6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry

WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:

1. Create a profile using the Profile Creation Wizard in WebSphere.
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Note: Note down the https port specified during this process and use the
same as servlet port or web server port during OFSAATI installation.

2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS ENABLE" in
OFSAAI InstallConfig.xml for Silent mode OFSAAI installation.

WebSphere Memory Settings
To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers > serverl
> Process definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

Configuring WebLogic for Application Deployment

You can deploy multiple Infrastructure applications on different domains of a stand-alone
weblogic application server. To create multiple WebLogic "Domains" in a stand-alone server
you can use the Domain Creation wizard. A domain is the set of files that define the runtime
environment. At least one domain must exist to run WebLogic Application Server.

Note:

For deployment on Oracle WebLogic Server 12.1.3+ (64 bit) with Java 8, download
and install patch 18729264.

This section covers the following topics:
*  Creating Domain in WebLogic Server
* Delete Domain in WebLogic

*  WebLogic Memory Settings

Creating Domain in WebLogic Server
To create a new domain using Configuration Wizard in WebLogic, do the following:

1. Navigate to the directory <weblogic Home Directorys/wlserver 10.3/common/bin
and execute the command:

.\config.sh

The Welcome window of the Configuration Wizard is displayed.
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Figure 8-3 Welcome
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2. Log on with the User ID provided with the admin rights.
3. From the LHS menu, expand the Applications > Application Type> WebSphere
Enterprise Applications.
The Enterprise Applications screen is displayed.
Figure 8—4 Enterprise Applications
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This Enterprise Applications screen helps you to:
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* Install new application
* Uninstall existing applications

»  Start or Stop the installed applications

Delete WebSphere Profiles
To delete a WebSphere profile, do the following:

1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere Installation Directorys/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile names>
5. Delete profile folder.

Example: <WebSphere Installation Directorys/AppServer/profiles/<profile
name>

6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry

WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:

1. Create a profile using the Profile Creation Wizard in WebSphere.

Note: Note down the https port specified during this process and use the
same as servlet port or web server port during OFSAALI installation.

2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE" in
OFSAAI InstallConfig.xml for Silent mode OFSAAI installation.

WebSphere Memory Settings
To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers > serverl
> Process definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

Delete Domain in WebLogic
1. Navigate to the following directory:

<WebLogic Installation directorys/user projects/domains/<domain
name>/bin

2. Execute stopWebLogic.sh to stop the Weblogic domain.
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3. Delete the Weblogic domain.

WebLogic Memory Settings
To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072m in setDomainEnv.sh
file, which resides in the folder <DOMAIN HOME>/bin and in CommEnv.sh file which
resides in the folder common/bin.

2. Edit this file for customizing memory settings and garbage collector settings depending on
the available hardware configuration.

Example 1:
if [ "${JAVA VENDOR}" = "Sun" ] ; then
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT
else
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT
Example 2:
JAVA VM=

MEM_ARGS="-Xms256m -Xmx1024m"

Configuring WebLogic for Application Deployment

You can deploy multiple Infrastructure applications on different domains of a stand-alone
weblogic application server. To create multiple WebLogic "Domains" in a stand-alone server
you can use the Domain Creation wizard. A domain is the set of files that define the runtime
environment. At least one domain must exist to run WebLogic Application Server.

Note:
For deployment on Oracle WebLogic Server 12.1.2+ (64 bit) with Java
8, download and install patch 18729264.

This section covers the following topics:
e Creating Domain in WebLogic Server
* Delete Domain in WebLogic

*  WebLogic Memory Settings

Creating Domain in WebLogic Server
To create a new domain using Configuration Wizard in WebLogic, do the following:
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1. Navigate to the directory <weblogic Home Directorys/wlserver 10.3/common/bin
and execute the command:

.\config.sh

The Welcome window of the Configuration Wizard is displayed.

Figure 8-5 Welcome
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2. Select Create a new WebLogic domain option and click Next.

The Select Domain Source window is displayed.
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Figure 8—6 Select Domain Source
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3. Select the Generate a domain configured automatically to support the following
products option and click Next.

The Specify Domain Name and Location window is displayed.

Figure 8-7 Specify Domain Name and Location
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4. Enter the Domain Name and Location. Click Browse to navigate and specify the location.
Click Next.

The Configure Administrator Username and Password window is displayed.

Figure 8-8 Configure Administrator Username and Password
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5. Enter the User name and User password to be assigned to the Administrator. Ensure that
the password is of minimum 8 characters in length.

6. Re-enter the password for confirmation and add a brief Description. Click Next.

The Configure Server Start Mode and JDK window is displayed.
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Figure 8-9 Configure Server Start Mode and JDK
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7. Select the following options:

In the WebLogic Domain Startup Mode section, select the required mode (Development
Mode or Production Mode).

In the JDK Selection section, select Other JDK. Click Browse and navigate to the JDK
location. Click Next.

The Select Optional Configuration window is displayed.
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Figure 8—10 Select Optional Configuration
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8. Select Administration Server. A WebLogic Server domain must have an Administration

Server. You can also select Manages Servers, Clusters and Machines and RDBMS Security
Store if required. Click Next.

The Configure the Administration Server window is displayed.
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Figure 8—11 Configure the Administration Server
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9. Enter Administration Server details such as the Name, Listen address, Listen Port, SSL
listen port, and SSL enabled (for secure login using https) check box. Click Next.

The Configuration Summary window is displayed.

Note: Make a note of the Listen Port or SSL Listen Port value (ex: 7007),
since the same has to be re-entered in the Servlet port field during
Infrastructure installation.
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Figure 8—12 Configure Server Start Mode and JDK
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10. Verify the configuration details of the WebLogic domain and click Create.

The Creating Domain window is displayed with the status indication of the domain
creation process.
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Figure 8—13 Configure Server Start Mode and JDK
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11. Click Done when complete. The domain server is created enabling the deployment of
multiple Infrastructure applications on a single WebLogic.

Delete Domain in WebLogic
1. Navigate to the following directory:

<WebLogic Installation directorys/user projects/domains/<domain
name>/bin

2. Execute stopWebLogic.sh to stop the Weblogic domain.
3. Delete the Weblogic domain.

WebLogic Memory Settings
To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072m in setDomainEnv.sh
file, which resides in the folder <DOMAIN HOME>/bin and in CommEnv.sh file which
resides in the folder common/bin.

2. Edit this file for customizing memory settings and garbage collector settings depending on
the available hardware configuration.

Example 1:
if [ "${JAVA VENDOR}" = "Sun" ] ; then
WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 64BIT
WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS MEM ARGS 32BIT

else
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WLS MEM ARGS 64BIT="-Xms512m -Xmx1024m"
export WLS_MEM ARGS 64BIT
WLS MEM ARGS 32BIT="-Xms512m -Xmx1024m"
export WLS_MEM ARGS 32BIT
Example 2:
JAVA VM=

MEM_ARGS="-Xms256m -Xmx1024m"

Configuring Apache Tomcat Server for Application Deployment
This section is applicable only when the Web Application Server type is Tomcat.

This section covers the following topics:

* Tomcat User Administration

* Configure Tomcat to use JAVA 64 bit Executables
* Configure Servlet Port

*  Create Tomcat WAR Files

* SSL Port Configuration

*  Apache Tomcat Memory Settings

*  Uninstalling WAR Files in Tomcat

* Configuration for Axis API

Tomcat User Administration

The Tomcat administration and manager application does not provide a default login. You are
required to edit "SCATALINA HOME/conf/tomcat-users.xml" as instructed below.

This file contains an XML <user> for each individual user, which will display the username
and password used by admin to log on to Tomcat, and the role names to which the admin user
is associated with. For example, <user name="admin" password="admin"
roles="standard,manager" />

1. Add the manager role to any one of the existing username/password combination as shown
in the example above.

2. Use the same username/password to which the manager role has been assigned to access
the Tomcat Application Manager.

3. Ifthe Tomcat server is already running, it requires a re-start after the above configuration is
done.

Configure Tomcat to use JAVA 64 bit Executables
1. Navigate to the "SCATALINA HOME/bin" folder.

2. Edit the setclasspath.sh as explained below:

3. Under 'Set standard commands for invoking Java', change "$JAVA HOME"/bin to "$JAVA
BIN".

Example:

Edit the following block of text:
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# Set standard commands for invoking Java.
_RUNJAVA="SJAVA HOME"/bin/java
if [ "Sos400" != "true" ]; then
_RUNJDB="$JAVA HOME"/bin/jdb

Change it to:
# Set standard commands for invoking Java.
_RUNJAVA="S$JAVA BIN"/java
if [ "Sos400" != "true" ]; then
_RUNJDB="$JAVA BIN"/jdb

If the Tomcat server is already running, it requires a re-start after the above configuration is
done.

Configure Servlet Port

The Servlet Port specified during the Infrastructure installation process must be configured if
your Web Application Server is Tomcat. If you are using the default port (8080), then you are
not required to configure the same, since it is already configured.

If you are using a different port number, you must first configure the port in the "server.xml"
in the "conf " directory of Tomcat Installation directory. The following steps guide you through
the configuration process:

1. Navigate to SCATALINA HOME/conf. Open server.xml and locate the tag:
"Define a non-SSL HTTP/1.1 Connector on port 8080 "

2. Against this tag, a parameter is specified 'Connector port = "8080"'. Edit this value to
the new port number that was used during the Infrastructure installation process.

3. Save your changes in "server.xml".

Create Tomcat WAR Files

The WAR files are required to assemble servlets, .jsp files, web pages, and other static content
into a deployable unit.

The following steps will guide you through the WAR files creation process:

1. On the machine in which Infrastructure Web components have been installed, navigate to
the path $SFIC_WEB HOME.

2. Execute the command:
./ant.sh

This will trigger the creation of WAR file - <contextname>.war. The <contextname> is
the name given during installation.

3. On completion of the WAR files creation, a confirmation message will be displayed and
you will be returned to the prompt.

4. The WAR file - <contextname>.war- is created on the machine on which Infrastructure
Web components are installed under $FIC_WEB HOME directory.

Note the following:

» This process will not overwrite any existing version of WAR file that exists in the path.
Rename/delete any existing war file.
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*  Proceed with the Tomcat WAR Files Deployment.

* Log on to the server in which Tomcat is installed.

SSL Port Configuration

Ensure that the following connect tag under "Define a SSL HTTP/1/1 Connector on
port 8443" in "<Tomcat installation folders/conf/server.xml" file is
uncommented for SSL Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"

Note: The port mentioned as connector port is the Web Application Server
port or servlet port in Infrastructure.

For more information related to SSL Configuration on Tomcat, refer to
http://tomcat.apache.org/.

Apache Tomcat Memory Settings
To configure the Apache Tomcat Memory Settings, follow these steps:

1. Locate the file catalina.sh which resides in the folder <CATALINA HOME>/bin

2. Edit this file for customizing the memory settings and garbage collector settings depending
on the available hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.

4. For example:
if [ -z "SLOGGING_MANAGER" ]; then
JAVA OPTS="$JAVA OPTS -Xms512m -Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager"
else
JAVA OPTS="$JAVA OPTS -Xms512m -Xmx1024m $SLOGGING MANAGER"
fi

Uninstalling WAR Files in Tomcat

On the machine that hosts Tomcat, perform the following steps to uninstall any previously
deployed application:

1. Comment out Context path section from server.xml file in SCATALINA HOME/conf
directory to avoid conflict during undeploy and re-deploy of the WAR file.

Place comment <!-- --> in between the context path section. For example:
<l

<Context path ="/pr2test" docBase="/home/perfuser/tomcat-7.0.19/webapps/pr2test"
debug="0" reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/PR2ATM"
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type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="pr2atm"

password="pr2atm"
url="jdbc:oracle:thin:@10.184.74.99:1521:PERFTEST"
maxActive="100"

maxIdle="30"

max Wait="10000"/>

</Context>

>

Restart the Tomcat service by doing the following:

* Login to the "Unix server" through a terminal emulator.

* Navigate to $catalina_home/bin directory.

*  Stop the tomcat services using the command . /shutdown. sh
»  Start the tomcat services using the command . /startup.sh

2. Open the URL in a browser window: http://<IP address>:<Tomcat server port>. (https if
SSL is enabled). The Tomcat home window is displayed.

3. Click the Manager App. The Connect to window is displayed.

4. Login with the user credentials having admin rights. The Tomcat Web Application
Manager window is displayed with the list of all applications deployed in Tomcat.
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Figure A-1 Tomcat Web Application Manager
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5. Click the Undeploy link against the deployed Infrastructure application. A confirmation
message is displayed on the application /Infrastructure being uninstalled.

Configuration for Axis API

This step is optional and required only if the web application server used in Apache Tomcat. If
you use any other web application server, skip and proceed to next step.

Copy the jaxrpc.jar from the <OFSAA Installation Directorys/axis-1_
4 /webapps/axis/WEB-INF/1ib and place it in under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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Configuring Resource Reference in Web Application Servers
This section covers the following topics:
» Configuring Resource Reference in WebSphere Application Server
» Configuring Resource Reference in Weblogic Application Server

» Configuring Resource Reference in Tomcat Application Server

Configuring Resource Reference in WebSphere Application Server
This section is applicable only when the Web Application Server type is WebSphere.

This section covers the following topics:
e Creating JDBC Provider

* Creating Data Source

* J2C Authentication Details

« JDBC Connection Pooling

Creating JDBC Provider

1.  Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console ports/ibm/console. (https if
SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > JDBC Providers. The
JDBC Providers window is displayed.
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Figure 8~14 JDBC Providers
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Directory location for "ojdbes jar” which is saved as WebSpharae variable
5{ORACLE_JDEC_DRIVER_PATH}

Lf_ori:ldonj_dbcfn_ppforlj_d be/product/11.2.0/client_1/jdbc/lib

4. Select the Scope from the drop-down list. Scope specifies the level at which the resource
definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create new
JDBC provider window is displayed.

Figure 815 Create a new JDBC Provider

Create a new JDBC Provider -

Creste a3 naw JDEC Provider

Step 1: Cr

IDBC pr

Sat the basic configuration values of a JOBC provider, which encapsulates the spedfic
wendor JDEC driver implementstion clazses that are required to scoess the detabase,
The wizard fills in the name and the description fields, but you can tyoe different
values,

Scope

eells: GXS1SOREV-
ZoneZNodelSCell:nodes: GXS150REV-
ZoneZNodelSservarsiserveri

# Database type

&

+ Implemeantation type
| cannection poel data seurce (¥

+ Hame
[racle JOBC Driver ]

Cescription
Oracle JOBC Driver

6. Enter the following details:
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Table B-1 Fields and their description

Field Description
Database Type Oracle
Provider Type Oracle JDBC Driver

Implementation Type

Connection pool data source

Name

The required display name for the resource

Description

The optional description for the resource

7. Click Next.

Figure 8—16 Enter database class path information

Create a new JDBC Provider -

Craate & naw JDEC Pravider

Step 1: Create new Enter database class path information |
JDBC provider

Step 2: Enter
database class path
information

Stap 3: Summary

Set the environment variables that represent the JOBC driver class files, which
WebSphere(R)} Application Server uses to define your JDBC previder. This wizard page
displays the file names: you supply only the directory locations of the files. Use
complete directory paths whan you type the JDOBC driver file locations. For example:
CHASQLLIE java on Windows(R) or /home/db2inst1/sqllib/java an Linux[TM}.

If a value is specified for you, you may click Next to accept the value.

Class path:

Directory location for “gjdbeS.jar” which is saved as WebSphere variable
${ORACLE_JOEC_DRIVER_PATH}

=
E]

: Previou'z-'] :Nextl | C.ancell

| oracle/crajdbe/app/ orajdbe/ product/11.2.0/ dient_1/jdbe/lib

8. Specify the directory location for "ojdbc<versions.jar" file. Ensure that you do not use
the trailing slash file separators.

The Oracle JDBC driver can be downloaded from the following Oracle Download site:
*  Oracle Database 11g Release 2 (11.2.0.4) JDBC Drivers
* Oracle Database 12¢ Release 1 (12.1.0.1) JDBC Drivers

Once downloaded, you need to copy the file in the required folder on the server.

Note:

Refer Appendix K for identifying the correct ojdbc<version>.jar version to be copied.

9. Click Next. The Summary window is displayed.
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Figure 8~17 Summary

Create 8 new JDEC Frovider

Step 11 Create new Summary |
JDBC provider

Summary of actiens:

Step 21 Enter

database dass path I Oeptians [ \l'n-luu |
information ¥ +

| tcopa | calls:GXEIS0REV-ZoneZlodelICallinodes :GXELI0REY-
Step 3: Summary 1 Zonga2NodelSisarvaersigarverl

| IDBC provider name | Cracle JDEC Driver
Description Cracle JOEC Criver
Class path

| S{ORACLE_IDEC_DRIVER_PATH} |/

E_JDBC_DRIVER_PATH)/ cidbes.jar

rajdbc appy ibc/product/1

O client_1/jdbe/lib |

Implamantation class nama | aracle.jdbe.pocl.OradeConnestionPosiDataSource

| Previous | | Finish | | Cancel |

10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.

Creating Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative
console ports>/ibm/console. (https if SSL is enabled). The Login window is displayed.

2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources option.
The Data sources page is displayed.
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Figure 8—18 Data Sources

Data sources

Use this page to edit the settings of & datascwrce that is asscciated with your selected JOEC provider. The datascurce
object supplies your apglication with connections for accessing the database. Learn more about this task in 3 guided
Fsklviky. A guided activity provides a list of task steps and more general infermation abeout the topis.

B Scose: Cell=GXS1SO0REV-ZoneZNode0SCell, Node=GXS150REV-Zone. de05, Sarver 1

Scope specifies the lavel at which the resource definition iz visible, For dau:led
information on what scops is and how it werks, b in I

INnda-st:sDR'Ev-zoﬂazrlodlos_ Servermaarvarl (M)

F Freferences

!lel Dalate ||

Test connection ll Manage state.. I

e

| JHDL nama

s.rm| Name & i Seope O Provider : Description
| Yeou can administer the foIIMIng rasourcEs;
O | Default DefaultDatascurce | Node=GXS150REV. Derby JDOEC | Datasource
I ZoneZNodelS, Servar=serverl | Provider for the
WebSphere
| Default
| Application
D EIGMAST Jdbo/FICMASTER Node=GXSL1I0REV- FICMASTER | Maw JDEC
Zone2Nodels. Sarvarssarvarl | Datassures
[ |BoREEW 1dbe/ RORFFW Nede=GXS1SOREV- RORFFW | Hew 1DBC
ZenaZNodell Sarver=sarvarl | Datascurca
D BOREM jebo/RORBPNT Node=GXS150REV- RORBHC | Haw JDBC
ZoneZNodelS Server=serverl | Datasource
0 LBGEEFT Jdbc/UPGSPFT Node=GXS130REY- UPGSPFT | Haw JOBC
ZoneZNodels, Serverssarvarl | Detasource
[ |ueassos jdbe/UPGSROR Node=GXS 1 SOREV- UPGSROR | New JDBC
ZoneZNode05, Server=serverl | Datasource
| Total &

4. Select the Scope from the drop down list. Scope specifies the level at which the resource
definition is visible.

5. Click New. The Create a Data Source window is displayed.

Figure 8~19 Create a data source

Craste & dats source

Step 1: Enter basic
data source
information

Step 2: Select JIDBC
provider

Stap 3: Enter
databaze specific
proparties for the
dats source

Seopa

Enter basic data source information

Sat the basic configuration values of a datasource for association with your JOEC
provider, A datassurce supplias the physical connections between the applicatian
servar and the database.

Reguirement: Use the Datasources (WebSphare{R) Application Server V4] consele
oages if your applications are based on the Enterprise JavaBesns(TM) (EJE} 1.0
specification or the Java(TM) Serdlet 2.2 specification.

cells: GXS LSOREV-
Zane2Nodel5Callinodes: GXS1S0REV-
Zone2ZNodelSiservers:serverl

Step 51 Summary 4 Data source name

|MDmT

+ JNDI namae
isbe/ DRYMOCK

6. Specify the Data Source name and JNDI name for the new "Data Source".
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The JNDI and Data Source name are case sensitive and ensure that JNDI name is same as
the "Information Domain" name.

7. Click Next. The Select JDBC provider window is displayed.

Figure 8-20 Select JDBC provider

Create a data source

Step 1: Enter basic m,m Ii '...'
data sourca it ol L vid
information

Spacify a JDBC provider to support the datasource. If you choose to create a naw
JDEC provider. it will be crested at the same scope as the datascurce. [f you are

it’-"':’ Select JOBC =zelecting an existing JDEC provider, only thoze providers at the current scope are
rovider

available from tha list,

Step 31 Entar
database specific
properties for the
data source

O Craste new IDEC provider

'@ Select an axisting JDBC provider
Step 4: Satup e
St [erade soec oriver 38

Step 5: Summary

: et ]l| Carcel |

8. Seclect the option Select an Existing JDBC Provider and select the required JDBC
provider from the drop-down list. Click Next.

Figure 8-21 Enter database specific properties

Creats a data source -

Craate a data source

Step 1: Enter basic Enter database specific properties for the data source
data source : — o o :
Iinformation

Sat these database-specific properties, which are reguired by tha databass vendor

e
g i I JDEC driver to support the connections that sre mansged through the datssource.

provider

Step 2: Enter Name ! Valus
database specific

propertios for the * URL
dats source

10.184.108.91:1521:0rcl11g)

¥ Dats store helper class asme
Cracleilg data store helper (¥

Stap 4: Satup
security aliases

Stap J: Summary E Usa this data sourca in container managed mersistance (CMP)

| Previous | jNe:-;tl Cancel |

9. Specify the database connection URL.
For example: jdbc:oracle:thin:@<DB SEREVER IP>:<DB SERVER PORT>:<SID>

10. Select Data Store Helper Class Name from the drop-down list and ensure that the
checkbox Use this data source in container managed persistence (CMP) is selected.

Note: For RAC configuration, provide the RAC url specified during
installation.

Example: jdbc:oracle:thin:@(DESCRIPTION= (ADDRESS
LIST=(ADDRESS= (PROTOCOL=TCP) (HOST=10.11.12.13) (port=1521)) (ADDRESS= (PRO
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TOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)) (LOAD
BALANCE=no) (FAILOVER=yes) ) (CONNECT DATA= (SERVICE NAME=pgadb)))

11. Click Next.

Figure 8-22 Setup security aliases

Create & datas source

Stap 1: Enter basic
data source
information

Step 2: Select JDBC
provider

Step 3t Enter
database specific
properties for the
data source

Step 4: Setup
security aliases

Stap 51 Summary

Select the authentication values for this resource.

i [none}

.

Ma
| (nane)

Centainer-managed authentication alias

|'{nannj

ing=configuration alias

b

MNote: You can create 2

links. Clicking on a link will cancel the vizard and your currant wizard selections will ba

lost,
Glebal J2C suthentication alisg
Security domaing

I Previous I_]NextL Cam:ell

new JZC authentication alias by accessing one of the following

12. Map the J2C authentication alias, if already created. If not, you can create a new J2C
authentication alias by accessing the link given (Global J2C authentication alias) or you
can continue with the data source creation by clicking Next and then Finish.

Figure 8-23 Summary

Create a data source -

Create @ data source

Stap 1: Enter basic
data source
information

Step 2: Select JDBC
provider

Stap 3: Enter
database specific
properties for the
data source

Step 4:1 Setup
security aliases

Step 5: Summary

Summary of actions:

Options

Seopa cells: GX5150REV-Zone2Node03Cell:nodes: GXS1SO0REV-
Zoneilodeddiservarsiserverl

Data source name AtomT

JHNDI name jdbo/ DRYMOCK

Select an existing
JDBC provider

Oracle JDBEC Driver

Implamantation class

oracle.jdbe.pocl.OracleConnectionPoalDataSource

URL
Data stors helpar class
name

Uze thiz data source in

jdbcroracle:thini@10.184,108.92:152110rcl11gr2

cem.ibm.websphere.rsadapter.Oracle10gDataStoreHelper

authentication alias

| Previous | | Finish |:1..<‘;ance!- [

container managed true
persistence (CMP)
Component-managed
authentication alias (none)
Mapping-configuration (nens)
alias

Container-managed

{none)
|

You can also create and map J2C authentication alias after creating the data source.
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13. You must create another Data source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the "configuration schema" of Infrastructure.

J2C Authentication Details
The steps given below are applicable for creating both config and atomic J2C Authentication.

To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data link
under Related Items.

JAAS- J2C authentication data

Data sources > Default Datasource > JAAS = 12C authentication data

Specifies & list of user identities and passwords for Java(TM] 2 connactor security to uze.

Prefix new alias names with the node name of the cell (for compatibility with earlier relesses)

Apply
Freferances

| naw|| Dalata

ens?

Salact Alias 2 Usar ID 3 Dascription

You can administer the following rescurces:

| GXS1S0REY- upgsconf FICMASTER
Zone2Node0S/FICMASTER
GXS1S0REV-Pone2Node0S/RORFFW | rorffw

D XS 1 D0F —RQr {i 1 [RQR DY rargne

| GXS1SOREV-Zonge2Node0S/UPGSPFT | upgspft upgspft

r_—'l GXS1SORFY- upgsprod upgsprod
ZonezNodeDS/UPGSEROD

D GXSLISCREV- uEgsrer upgsror
Zone2NodelS/UPGSROR

D GxXS1S0REY- upgssand upgssand

na2h JUBGSS AN
D GXE150REV-FoneZNode05 VASTEST | upgsconf upgsconf
Total &

2. Click New under the Preferences section.

Figure 8-24 JAAS- J2C authentication data- New

Data sources > Default Datasource > JAAS - 12C authentication data > New

Specifies a list of user identities and passwerds for JavalTM) 2 connector security to use.

General Properties

* alias
[atm

* Usar ID
|u=9::"3

* Password

Atamic Instance

I Apply I OK Resat Cancal
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3. Enter the Alias, User ID, Password, and Description. Ensure the following:

* User ID is the Oracle user ID created for the respective CONFIG and ATOMIC
Schema for the "Information Domain".

*  Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and
password information for the ATOMIC schema data source that you created earlier.

4. Click Apply and save the details.

JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC > Data sources option.
The Data sources page is displayed.

2. Click the newly created Data Source $SDATA SOURCES and navigate to the path Data
sources>$DATA SOURCES>Connection pools.

Figure B-1 Connection pools

Data sources. =

Data gources > GAFUSION DATA SOURCE > Connecton pools

Use thiz page to set properties that impact the timing of connection management tasks, which can affect
tha parforrmance of your application. Congsidar tha default values carafully: vour application requiramants
rnight warrant changing these values.,

Configuration

GCeneral Properties

Additional Propertbies

Scope

5 nic g Advanced
silpaZédorNodeliCallinodesiipaZédorNodell isarvers sarverl T al
i
* Connaction timeout mropertias
] saconds Lal 0 |

storm properties
* Maximum conneckions

100 connections

# Minimurm connactions

[ID connactions
®Reaptimse

|120 seconds

* Unused timeout
|1@00 seconds

+ Aged timeout
o paconds

Purga policy
EntireaPool w |

npply] M Rasat | Cancal |

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above figure.
You can also define Reap Time, Unused Timeout, and Aged Timeout as required.

Configuring Resource Reference in Weblogic Application Server

This section is applicable only when the Web Application Server type is WebLogic.This section
includes the following topics:

¢ Create Data Source
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*  Create GridLink Data Source
*  Configure Multi Data Sources
* Advanced Settings for Data Source

+ JDBC Connection Pooling

For a Non RAC Database instance, Generic Data Source can be created. See Creating
Data Source.

For a RAC Database instance, Gridlink Data Source has to be created. See Create
GridLink Data Source.

When Load Balancing/Fail over is required, Multi Data Source has to be created. See
Configure Multi Data Sources.

Create Data Source
The steps given below are applicable for both config and atomic data source creation.

1. Open the following URL in the browser window:

http://<ipaddress>:<administrative console ports/console. (https if SSL is
enabled). The Welcome window is displayed.

2. Login with the Administrator Username and Password.

Figure 8-25 Welcome

ORACLE
WebLogic Server® 11g

Administration Console

3.  From the LHS menu (Domain Structure), click Services > Data Sources. The Summary of
JDBC Data Sources window is displayed.
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Figure 8-26 Summary of JDBC Data Sources

ORACLE Weblogic Server® Ausrsisisation Conscée

Change Conter
Wit changes and restarts

Corfiga tion edtne is snsbied, Pub
thonges sl mitumst by b activated a6
mocif, ki o et e i e coman

| i rome Lo Gut Predtererces [Be] Recerd Halp =Y Wk e, anager Coermcted b Mockbal

L -

e | Surmenary of WA Dota Ssurces

v Structuee.

09 Srte Covbem

B J00C datn sarc i o obinct Beund s e TDLS te that (rovidies datsbune convamctivty thrimgh o ol of 00 connmctions. Aplslies tan ok g 8 data scurn on tee 301 tree aec) e
| Ecrrowe.s dtibuons conmeton Frivm s 8 wance

Tha page mmmaroes thr J0BC data source obecti thist B been areated in the doman.

¥ Cantiiniee Hhis Lalble:

Dt Seurces(Fitred - e Comes Est)

M| Cipetn Showrg 1 tod of 1 Prevcan | st
[=] mame o T e Targets

=] {ssatce e REREF Adteren

Mew || Dilain | Shovrg L 1ol 1 Prevees | Hest

Tow do L

* Crnate NS dota isnaoen

» Blete B dara souron

Systens Status

4.

Click New and select Generic Data Source option. The Create a New JDBC Data Source
window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a Data
Source. For more information, see Creating Data Sourceor Configure Multi Data Sources.

Figure 8-27 Create a New JDBC Data Source

Create a Hew JDBC Data Source

| et Canosd

JDEC Data Source Properties
The foligweng propertes will be used to identify your new JOBC data souron.

CaTES feduafid Penily
“What would you lee to name your new JDBC dats source?
@ eme ATOMSTSOL

What N0 name would you ke t0 assgn to your new JDBC Data Source?

5] INDT Marme:
Jdbo/ATOMSTSOL

‘What database type would you lios to select?
Database Type: Oracle -

Higad. | Canced

Enter JDBC data source Name, JNDI Name, and select the Database Type from the
drop-down list. Click Next.

Ensure the following:

The JNDI Name field should be in the format "jdbc/informationdomain”
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* Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name.

* JNDI Name is the same as mentioned in web.xml file of OFSAAI Application.
* Required "Database Type" and "Database Driver" should be selected.

Figure 8-28 JDBC Data Source Properties

Creale a New JDBL Dala Source

Back | lext | Cancal

JDBC Data Source Properties
The followng properbes wil be used to identfy your mew JDBC data source,

Database Type: Qrade

What database driver would you lke (o use to creale database connections? Note: ® ndoates that the dnver is explaty supported by Orade Weblogi Server,
Database Driver: “Oracie's Drvar (Thin XA) for Ingtance connections. Viersions: 9.0.1 and later e

Back | hext | Cancel

6. Select the Database Driver from the drop-down list. You need to select the Database
Driver depending on database setup, that is, with or without RAC. Click Next.

Figure 8-29 Transaction Options

Create a Hew JDBC Data Source

Back || Hest Cancel
|

Transaction Options

Yiou have salected ron-YA J0BC driver to create datsbase conmechion in your new data souree,

Does ths data source support giobal ransactons? IF yes, please choose the transacton protocnl for this data source,
[¥] Supports Global Transactions

enable ron-iA J0BC connectors from the dats source to parbiopate in global ransactions LS the Loppng Last faseures (LUR) ranssction optmabon,
ulate Two-Phase Commit.

Select thee option of yvou wa
Recommended in place of

) Logging Last Resource

Seiect this pplion if you want to enable non-XA J0BC connections from e data sowrce to emulaie particpation N giobal ransactions using JTA, Sefect ths cobon only if your appkcation can
Toelr AR MBS DONQINONG

) Emulate Two-Phase Commit

Selact thie option & you want th snable fon-XA JOBC connectiors from the dats soure to particioats mn global trarsactions sy e one-phlss SHmml FAREACHON procsssng, Wish this caten, no
other resourtes can partidpabe in the giobal transaction.

% One-Phase Commit

Back | | Next Cancel

7. Select the Supports Global Transactions checkbox and the One-Phase Commit option.

8. Click Next. The Connection Properties window is displayed.
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Figure 8-30 Connection Properties

Create a Hew JDBC Data Source
Back | | et | | Cance
I I

Connection Properties

Define Connection Froperbes.
‘ihat e the name of the datshase you would e o cormect 1?7

Database Hame: faghy

Vihat i the nama or [P sddress of the datsbase senver?

Host Hame: 10 18474 80
What s the port on the Catalae Berver usec 1D connect 1 T catabase?

Pk 1521

‘ihat databass account user name 8o You want in use to creste databass comnectons?
Database User Name: satom

Wihatd the database SIIOUAT DB I LSS 1D raale SATADESE IOVRLITaAET

Password: sEEEEE
Confirm Password: rp—
Back | | et | | | Cancei

°

Enter the required details such as the Database Name, Host Name, Port, Oracle User
Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Figure 8-31 Test Database Connection

Create & New YOBC Data Sounte
Test Configuration | | Back || lext | | Finish | | Cancel
: !

Test Database Connection
Test the database avalablity and the connection propertes vou provded.

Wihat i the B packags name of JDEC drver clags Lsed to reate datsbass cormechons in the cornection poal®

Driver Class Name: aracle jdbe OracleDrmer
Vhat &5 the URL of the database to connect 107 The format of fhe LRL vares by JOBC driver.

URL: |dbe aracle thin @10 184 ]
et datsbass sconunt user name do pou want o ues t ceate datsbass cormechons?

Database User Name: saatom

What s the daladase account passwond 10 use 10 oreate database cormectons?

Password: ssssasRERRRRRRR RSN
Confirm Password: L T T T T T

Wbt ane the propérbes to péss to thé JDBC drivér witen orébing database connections?

Properties:

sasIvasatenm

The sat of driver propertes whose values ane derved a1 runtew from the named system property

System Properties:

Vihat tabie name of SO statement would you ke (o use to test database connectons?

Test Table Hame:
SQL SEILECT 1 FRCH DUAL
Tes: Configuraton Bagk | | Mexd | | Finsh ' | Csncal

11. Verify the details and click Test Configuration and test the configuration settings.
A confirmation message is displayed stating "Connection test succeeded."”
12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.
Note the following:
» "User ID" is the Oracle user ID that is created for the respective "Information Domain".

» "User ID" to be specified for data source with "FICMASTER" as "JNDI" name should be
the Oracle user ID created for the "configuration schema".

13. Select the new Data Source and click the Targets tab.
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Figure 8-32 Select Targets

Create a Mew JDBC Data Source
Back Fnish | | Cancel
Select Targelts

Tl CBA SANCT BNS oF MRS QAT L DAmNS Y OUF Neve J0BC cata stuncs, If vou don't salact & tangat, the data source wil be crepted but mat depiayed, You il feed 1o deplay the dats seuree
&t 2 later e,

SErVErs

[ Adminserver

Back Fmian, | | Gancel

14. Select the AdminServer option and click Finish.

Create GridLink Data Source

If you have selected the option, New > GridLink Data Source while creating the "Data
Source", you can directly specify the JDBC URL as indicated.

Figure 8-33 Create a New JDBC GridLinkData Source

Create a liew JDBC GridLink Data Source
Newt | | Cangal

J08C GridLink Data Source Froperties

The foloming propertes uil be sed to dently your new JDBC Grelrk dats sturce

What would you e to name your new JDBC GridUnk data source?
oE = s
& * name: xyz
hat BDI nare woakd you B to assgn to your rew J08C Gradlink data source?

5 MO Rame:

jdbe/xyd

VWhat database type would you s to select?
Database Type: Crace
Is shes XA drrver?

[] #A Driver

heat | | Cancl

1. Enter Data Source Name, and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and the XA
Driver checkbox is not selected. Click Next.
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Figure 8-34 JDBC GridLinkData Source- Connection Properties

Creabe a New J0BC GridLink Data Source

Back | Mot Cangtl

Connection Properties

Dfine Cornaction Propartes.

Enber Complate JDEC URL for Gridunk database.

Complete JDBC URL:

Database User Name:

What = the database sccount password to use to create databace cormections?

Password:

Confirm Password:

Back | et Cancel

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish. The
created "Data Source" is displayed in the list of Data Sources.

Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that provides load
balancing and failover between data sources. As with data sources, multi data sources are also
bound to the JNDI tree. Applications can look up a multi data source on the JNDI tree and then
reserve a database connection from a data source. The multi data source determines from which
data source to provide the connection.

When the database used is Oracle RAC (Real Application Clusters) which allows Oracle
Database to run across a set of clustered servers, then group of data sources can be created for
instances running on a set of clustered servers and a JDBC multi data source can be created so
that applications can look up a multi data source on the JNDI tree to reserve database
connection. If a clustered server fails, Oracle continues running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console ports>/console. (https if SSL is
enabled). The Login window is displayed.

2. Login with the "User ID" that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services > JDBC > Multi Data Sources. The
Summary of JDBC Multi Data Sources window is displayed.
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Figure 8-35 Summary of JDBC Multi Data Sources

Summary of J0BC Multi Data Sources
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Hew
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4. Click New. The New JDBC Multi Data Source screen is displayed.

Note: Ensure that the Data Sources which needs to be added to new JDBC
Multi Data Source has been created.

Figure 8~36 Configure the Multi Data Source

Create a New JDBC Multi Data Source
Pl Cancel

Configure the Multi Data Source
usad to identify your new JDBC muiti data source.

The folowing properties wil be
Vihat would you Boe 1 neee your new J0BC st data source?
AF] Hame: JDBC Mutti Data Source-0

Ahat JNDT name veould you e 1o Mesign to your new JDBC MUt dats source?

45| MO Name:

Jdbe/ infodomname

What sigorithe type for this JDBC MUIS Data Source veould you lios to select?

4| Algorithm Type: Load-Balancing ~

Maxt CancH

Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from the
drop-down list. Click Next.

5.

Note the following:
The JNDI Name has to be specified in the format jdbc/infodomname.

JNDI Name of the Data Sources that will be added to new JDBC Multi data source
should be different from the INDI name specified during Multi Data Source.

Same steps needs to be followed to create a mandatory data source pointing to the
"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name for

Data Source.
JNDI Name provided in multi data source should be the same name that will be
mentioned in the web.xml file of OFSAAI Application.
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*  You can select the Algorithm Type as Load-Balancing.

Figure 8-37 Select Targets

‘Create a New JDBC Multi Data Source
Back, || Mexi Cancal

Select Targets

ou Can select one O mone [Ange s to cepioy your new 0BT MUt Data Source,

SEMVEr

AdminServer

6. Select the AdminServer check box and click Next.

Figure 8~38 Select Data Source Type

Create a New JDEC Hulti Data Source
Back  Pheoct | Lancel

Select Data Source Type

Flaase select type (LA or Non-)A) of data source you would le t add to your new JDSC MUt Data Soeurce
() XA Driver
(%) Mom-XA Driver

Sack Pl | Cancal

7.  Select the type of data source which will be added to new JDBC Multi Data Source. Click
Next.

Figure 8~39 Add Data Sources

Create a Hew J0BC Multi Data Source

Back Fish | Cancsl
Add Data Seurces
What J0BC Data Sources would you lkce to acd o your new JOBC Mulb Date Source?

Data Sources:

Available Chosen

Creaie a Hew Daia Source

Sack Frish | | Cascai

8.  Map the required Data Source from the Available Data Sources. Click Finish.
The New JDBC Multi Data Source is created with added data sources.

Advanced Settings for Data Source

1. Click the new Data Source from the Summary of JDBC Data Sources window. The
Settings for <Data Source Name> window is displayed.
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2. Select the Connection Pooling tab given under Configuration.

3. Go to the Advanced option at the bottom of the page, and check the Test Connection of
Reserve checkbox (Enables Weblogic Server to test a connection before giving it to a
client).

To verify if the data source is valid, select "Data Source name". For example,
FICMASTER.

Figure 8~40 Settings for <Data Source Name>

Settings for FICMASTER
Configuration | Targeis | Monitoring | Control | Security | Notes

Stabstics  Testing

Use this page to test database connections in this JDBC data source,

F Customize this table
Test Data Source (Filtered - More Columns Exist)

Showing 1to 1of 1 Previous | Next

Server State

Showing 1to 1of 1 Previous | Mext

4. Select the server and click Test Data Source.
A message is displayed indicating that the test was successful.

5. Once the "Data Source" is created successfully, the following messages are displayed:
* All changes have been activated. No restart is necessary.
»  Settings updated successfully.

If not, follow the steps given above to recreate the data source.

JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider and Data
source to access the data from the database.

1. Click the newly created Data Source $DATA_SOURCES and navigate to the path Home
>Summary of Services: JDBC >Summary of JDBC Data Sources >JDBC Data
Source-<INFODDOM NAME>

2. Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity
Increment by 1, Statement Cache Type to LRU, and Statement Cache Size to 10.

3. Click Save.

Configuring Resource Reference in Tomcat Application Server
This section is applicable only when the Web Application Server type is Tomcat.

Copy the JDBC driver file depending on your Oracle database version. As OFSAALI is certified
on Oracle 11gR2, copy the Oracle JDBC driver file, "ojdbc6.jar" from <Oracle
Home>/jdbc/1ib and place it in <Tomcat Home>/lib.

This section covers the following topics:
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¢ Create Data Source

+ JDBC Connection Pooling

Create Data Source

To create "data source" for Infrastructure application, navigate to <Tomcat Home>/conf and
edit the following block of text by replacing the actual values in server.xml.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"
name="jdbc/FICMASTER"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema database>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30"
maxWait="10000"/>
<Resource auth="Container"
name="jdbc/< INFORMATION DOMAIN NAME >"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the database>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30"
maxWait="10000"/>
</Context>

Note the following:

Note: The <Resource> tag must be repeated for each Information Domain
created. After the above configuration, the "WAR" file has to be created and
deployed in Tomcat.

JDBC Connection Pooling
To define the JDBC connection pooling, do the following:

1. Copy $SORACLE HOME/jdbc/lib/ojdbc<versions.jar to the path STOMCAT
DIRECTORY/1ib/.
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Note:

Refer Appendix K for identifying the correct ojdbc<version>.jar version to be copied.

2. Editthe server.xml present under the path STOMCAT DIRECTORY/conf/ with the below
changes, which is required for connection pooling.

<Context path=“/ SCONTEXTNAMES" docBase=" $APP_DEPLOYED_PATH$ " debug="0"
reloadable="true" crossContext="true">

<Resource auth="Container"
name="jdbc/ $INFODOM NAMES"
type="javax.sql.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" $ATOMICSCHEMA USERNAMES"
password="$SATOMICSCHEMA PASSWORDS"
url="$JDBC_CONNECTION URL"
maxActive="100"
maxIdle="30"
maxWait="10000"
removeAbandoned="true" removeAbandonedTimeout="60"
logAbandoned="true"/>
</Context>
Note the following:
e S$TOMCAT DIRECTORYS should be replaced by Tomecat application installed path.
*  SCONTEXTNAMES should be replaced by OFSAAI context name.
* S$APP DEPLOYED PATHS should be replaced by OFSAALI application deployed path.
* S$INFODOM NAMES should be replaced by Infodom Name.

* SATOMICSCHEMA USERNAMES should be replaced by Atomic schema database user
name.

* S$SATOMICSCHEMA PASSWORDS should be replaced by Atomic schema database
password.

* $JDBC_CONNECTION URL should be replaced by JDBC connection string
jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:s0luint

*  The User-IDs for configuration/atomic schemas have the prefix of setupinfo depending on
the value set for PREFIX SCHEMA NAME in IP_SCHEMA IN.XML file of Schema
Creator Utility.

For example: if the value set for PREFIX SCHEMA NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database would be
DEV _ofsaaconf.
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Class Loader Configuration for Apache Tomcat
« Edit the server.xml available in STOMCAT HOME/conf/folder

* Addtag <Loader delegate="true"/> within the <Context> tag, above the <Resource>
tag. This is applicable only when the web application server is Apache Tomcat 8.

Note

This configuration is required if Apache Tomcat version is 8.
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Appendix

This appendix covers the following topics:
* Creating EAR/WAR File

* Deploying EAR/WAR File

* Additional Configurations

* Installation Checklist

* OFSAA Landing Page

Creating EAR/WAR File
This section includes the following topics:
e Creating WebSphere EAR/WAR File
e Creating WebLogic EAR/WAR File
¢ Creating Tomcat EAR/WAR File

Creating WebSphere EAR/WAR File

The EAR files are required to assemble servlets, .jsp files, web pages, and other static content
into a deployable unit. The EAR file is created to reflect the changes made to the web.xml file.

To create WebSphere EAR/WAR File, follow these steps:

1. Navigate to the "$FIC_WEB_HOME" directory on the machine in which Infrastructure Web
components have been installed and execute the command:

./ant.sh

2. This triggers the creation of EAR file -<contextname>.ear. The <contextname> is the
name given during installation.

3.  On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time taken"
message is displayed and you will be returned to the prompt.
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Figure C—1 Creating EAR/ WAR File

4. The EAR file - <contextnames>.ear - is created on the machine on which Infrastructure
Web components are installed under SFIC_WEB HOME directory.

Note: This process overwrites any existing version of EAR file that exists in
the path.

Creating WebLogic EAR/WAR File

The EAR files are required to assemble servlets, .jsp files, web pages and other static content
into a deployable unit. This EAR file creation is required to reflect the changes made to the
web.xml file.

To create WebLogic EAR/WAR File, follow these steps:

1. Navigate to the path "<WEBLOGIC_ INSTALL DIR>/Bea/user_
projects/domains/<DOMAIN NAME>/bin/".

2. Start WebLogic Domain by executing the command:
./startWeblogic.sh -dé4

3. Navigate to the "SFIC_WEB_HOME" directory in the machine in which Infrastructure Web
components have been installed.

4. Execute the command:
./ant.sh

This will trigger the creation of EAR file - <contextnames.ear. Here <contextname> is
the context name given during installation.
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5. On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time Taken"
message is displayed and you will be returned to the prompt.

6. The EAR file - <contextnames.ear - is created on the machine on which Infrastructure
Web components are installed under "$FIC_WEB HOME" directory.

Note: This process overwrites any existing version of EAR file in the path.

Creating Tomcat EAR/WAR File

The WAR files are required to assemble servlets, .jsp files, web pages, and other static content
into a deployable unit.

To create Tomcat EAR/WAR File, follow these steps:

1. On the machine in which Infrastructure Web components have been installed, navigate to
the path $FIC_WEB HOME.

2. Execute the command:
./ant.sh

This will trigger the creation of WAR file - <contextname>.war. The <contextname> is
the name given during installation.

3. On completion of the WAR files creation, a confirmation message will be displayed and
you will be returned to the prompt.

4. The WAR file - <contextnames>.war- is created on the machine on which Infrastructure
Web components are installed under $FIC_WEB_HOME directory.

Note the following:

» This process will not overwrite any existing version of WAR file that exists in the path.
Rename/delete any existing war file.

*  Proceed with the Tomcat WAR Files Deployment.

* Log on to the server in which Tomcat is installed.

Deploying EAR/WAR File
This section covers the following topics:
* Deploying EAR/WAR Files on WebSphere
*  Deploying EAR/WAR files for WebLogic
* Deploying Tomcat WAR Files on Tomcat

Note: Ensure to clear the application cache prior to the deployment of
Applications Pack Web Archive. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat). For more information, refer Clearing
Application Cache section.

Deploying EAR/WAR Files on WebSphere
To deploy Infrastructure application in WebSphere:
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Start WebSphere Profile by navigating to the path "/<Websphere Installation

Directory>/IBM/WebSphere/AppServer/profiles/<Profile Name>/bin/" and
execute the command:

./startServer.sh serverl

Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Ports/ibm/console. (https if SSL is enabled). The login screen is displayed.

Figure 841 Login Window

WebSphere. EIUEI -

(&

WebSphere Integrated
Solutions Console

User D:
admin

Password:

¢

Licensed Materials - Property of I8M (c) Copyright IBM Corp. 1997, 2011 All Rights Reserved.
IBM, the IBM logo, ibm.com and WebSphere are trademarks or registered trademarks of
International Busingss Machines Corp., registered in many jurisdictions worldwide. Other
product and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information.

Login

3.
4.

Enter the user credentials which has administrator rights and click Log In.

From the LHS menu, select Applications and click New Application. The New
Application window is displayed.
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Figure 8-42 New Application

New Application -

New Application
This page provides links to create new applications of different types,

Install 2 New Application

New Enterprise Applicatien

New Business Level Application

-
. [ew Asset

5. Click New Enterprise Application. The Preparing for the application installation window
is displayed.

Figure 8—43 Preparing for the application installation

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

) Local file system

@ Remotefile system

Full path
|f5crat-:h.u’urac|a-'wa5855,-’|:|ruﬁles.n"I'E5TSUMI.-'ﬁiI_8_ﬂ; | Browse..

@ | Cancel

6. Select Remote File System and click Browse. Select the EAR file generated for OFSAAI
to upload and install. Click Next.
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Figure 8-44 Installation Options

How do you want to install the application?

@ Fast Path - Prompt anly when additional infarmation is required.

) Detailed - Show all installation opticns and parameters.

# Choose to generate default bindings and mappings

Previous I Nm-ct| | cancel |

7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
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Figure 8-45 Install New Application

Install New
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8.

Enter the required information and click Next. The Map Modules to Servers window is
displayed.

Figure 8~46 Map Modules to Servers

Install New Application

Step 1 Select
installation options

=# Step 2: Map modules
to servers

Step 3 Summary

Specify options for installing enterprize applications and modules,

Map modules to servers

Specify targets such as application servers or clusters of application servers where you want to install the modules that are
contained in your application, Modules can be installed on the same application server or dispersed amang several application
servers, Also, specify the Web servers as targets that serve as routers for requests to this application, The plug-in
configuration file (plugin-cfg.xml) for each Web server is generated, based on the applications that arz routed through,

Apply

Clusters and servers:
| WebSphere:cell=ofss2311701Node02 Cell node=ofss2311701Node0 2, server=serveri

B0

Select| Module URI Server
OFSAAT AATS0 war WEE- WebSphere: cell=ofss2311701Node02Cell node=0fss2311701 Node02 server=serveri
Web
| INFfweb.xml
Application

| Previous |@| Cancel |

9.

Select the Web Application and click Next. The Map Resource References to Resources
window is displayed.
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Figure 8~47 Map Resource References to Resources

Specify options for installing enterprise applications and modules,

Stepl Select
instzllation options

Step2 Map
modules to servers

= Step: Wap resource
references to resouree

Step 4: Map virtual
hiosts to Web modules

Step 5: Summary

Map resource references to resources
Each resource reference that is defined in your application must be mapped to a resource.
| SatMupleNOINames® | Mody Resourcs Auherication Methed... | | Exended Properis... |
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W Container
| OFSAA] Web AA180.war, WEB- : : :
7 islaen Websrl  OFSAIRO | B, Authntcaton
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Resource
autherization:
| jdbe/FICHASTER Container
| OFSAAI Web AAIB0. war, WEB- :
5 gpcatin Wwebar MR | Bose. | Athentication
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None
Resource
authorization;
jdbc/QFSCAPADQINFO Container
— | OFSAAL Web AALB0.war, WEB- ; - i
[ | b ' Jdbe/OFSCAPADQINED
| Application NF/web.xl Browse Authentication
method:
None

10. Map each resource defined in the application to a resource JNDI name defined earlier.

11. Click Modify Resource Authentication Method and specify the authentication method

12.

created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource as the
authentication method.

Select the OFSAAI Web Application check box and click Next. The Map Virtual hosts
for Web Modules window is displayed.
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Figure 8-48 Map Virtual host for Web Modules

Install New Application

Spacify options for installing enterprize apglications and modules.

Stap 1 Select

installation options

e Spacify the virtual host vhere you vant to install the Web modules that are contained
Step 2 Map in your application. You can install Web modules on the same virtual host or disperse
modules to servers them among several hosts,

Step3 Map @ Apply Multiple Mappings

resource raferances

to resources @

Step 4: Map virtual Salact Web module Virtual host
hosts for Web

modules OFSAAl Web Application default_hest ¥

Step 5 Summary

13. Select the Web Application check box and click Next. The Summary page is displayed.
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Figure 849 Summary

Specify options for installing enterprize applications and modules,

Step 1 Select
installation options

Summary of installation options

Step 2 Map
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Step3 Map Pracompile JavaServer Pages fles Ne
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modules
Application azme AAIBD
=} Step 5: Summary Create MBeans for resources Yes
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modules
Reload intarval in sacands
Deploy Web services No
Validate Input off/war/fail warn
Process embedded caonfiguration Neo
File Permission F\dll=755%,*\50=755#,*\.a=755%,*\.51=755
Application Build ID Unknown
Allow dispatzhing includes to remote resources Neo
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Businass lavel application name
Asynchronous Requast Dispatch Typa Disabled
Allow EJB raferance targats to resolve automatically No
Daplay eliant madulat Na
Client deployment mode [solated
Validate schema Neo
Cell/Node/Server Click here

14. Click Finish and deploy the Infrastructure Application on WebSphere.

15. On successful installation, a message is displayed. Click Save and save the master file
configuration. The details are displayed in the Master File Configuration window.

Start the application:

1. Expand Applications > Application Type > WebSphere enterprise applications. The
Enterprise Applications window is displayed.
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Figure 8-50 Enterprise Applications

Enterprise Applications

[# Preferences

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed ante multiple servers,

RE

Stop || Install | Uninstall | Update| Rollout Update | Remove File | E'xpurtl Export DOL Export File

Qi

Eelect‘ Name &

‘ Application Status (J_

You can administer the following resources:

[ [aam s
[ | DefaultApolication L/
[ e ?
[ | auery P
Total 4
2. Select the installed application and click Start.

Note:

»  <profile name> is the profile name given while creating the WebSphere
profile.

> <cell name > is the cell name given during profile creation

»  <contextname> is the context name given during installation.

Deploying EAR/WAR files for WebLogic

Following are the steps for deploying Infrastructure application that would be created during
installation:

1.

Navigate to the path "<WebLogic Installation directory>/user
projects/domains/<domain name>/bin" in the machine in which WebLogic is
installed.

Start WebLogic by executing the command:
./startWebLogic.sh -dé4 file

Open the URL in the browser window: http://<ipaddress>:<admin server port>/console.
(https if SSL is enabled). The Sign in window of the WebLogic Server Administration
Console is displayed.

Note: Ensure that you have started Infrastructure Server by executing
"./reveleusstartup.sh" as mentioned in Starting Infrastructure Services
section.

Log on to the WebLogic Server by entering the user credentials having privileges to deploy
the EAR file.
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5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

Figure 8-51 Summary of Deployments
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View changes and restarts ugll3
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rocify, ald or delete ibems in this dorsin Suwmey o Deshrymments
Control | Monitorng
Domain Structure
wgnn
*Errronment This page desplayys & kst of Java EE appications and stand-glone appicatun modules that have been instaled o the
Deployments dhoman, [nstalled applcatons and mocuies can be started, stopped, updated {redepioved), or deleted from fhe doman by
a S-m'ﬁ ik first selacting the appicationi name and usng the corlrals on this page,
T Seanty Resig Toinstal a rew applcation er module for deployment to tarets in fhis domain, didk: the Tnstal button,
B Inferapesaiiity
B Diagmstcs
 Customize this table
Deployments
neial gl Shatg 110 Laf | Previous | Hext
71| hame & State | Health | Type | Depoyment
&
fhuL. | 0 | @ B e |dox [P g
System Status &
I haial Showing Lfo 1of | Previows | Hewt

6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is saved and
click Next.

Explode EAR
To explode EAR, follow these steps:

1. Create the "applications" folder under domain name. For example, "/Bea/user
projects/domains/ <Domain name>/applications".

2. Create <context name>.ear folder under "applications" folder.

3. Copy the <$SFIC WEB HOME/<context name>.ear file to <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/.

4. Explode the <context names.ear file by executing the command:
jar -xvf <context name>.ear
5. Delete the <context>.ear and < context >.war file (recently created).

6. Create a directory <context_name>.war under <WEBLOGIC_INSTALL DIR>/Bea/user_
projects/domains/<DOMAIN NAME>/applications.
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7. Copy <$SFIC WEB HOME/<context names>.war file to <WEBLOGIC INSTALL
DIR>/Bea/user projects/domains/<DOMAIN NAME>/applications/<context
names.ear/.

8. [Explode the <context name>.war file by executing the following command to get the
directory structure:

jar -xvf <context name>.war
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Install Application
To install Application:
1. Open the Install Application Assistant.

Figure 8-52 Install Application Assistant
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2. Click Next.

Figure 8-53 Install Application Assistant
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3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.
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Figure 8-54 Optional Settings

Gack | e

General

descriptos,

Liscalt:

fedch e D00

Eash  AEm

Tustad Appheation Assistant

Oplionel Settings

1y e ok fiy o cathings o acceot the defuifs

Vil do you vien Lt name: this degioyment?

Hame: uwgid™
Securty
VWhat sacumty Aodel do you wam 3 s with T8 sopboabon?

(& D0 Dnhye: e anly roles 2nd polickes that are defined in the deployment descrptors.

T Cuskam Robes: Use mles Bak pre debeed m the Adwmiskration Conssle; use palicies thal are debined m ae deplaymant

) Custom Aol s Policies: Use only reles and policies thet are defined in the Admisistration Cnssle.

| Advanced: lce a cuctom model that you have configured oa the reakn's configuration page.

Source sccessiblity

e ghoulc B sourcs Seg e mack soesstls?

(4] Lise Hhee detaits defined by the deployment's tamets.
Reconmended selbcnon

) Copy this aplication onte cvery target fer me
During canlypmmest

O 1wl make the deployment accessible Trom the foBowing loation

PFrvnde the locann

Foiga | | cance

Py | | CHe

tha files il be oot suboeatcaly tn the manages seners 3 e the acolcaton i Sapeied

oradat 035 Deadiendadisiarauter_prject s doman

from whane ol agEn aco=ys the sppicacon's fes. The & ofen e shaned dneciony, Tou mast ensune e sppicesnn fles most i S logsiion end S each agetoen

Enter a Name for the deployment if required.

Under the Security section, select the DD only option to specify that only roles and
policies that are defined in the deployment descriptors should be used.

Select the I will make the deployment available from the following location option
under the Source accessibility section.

Click Next to continue. The Deployment Summary window is displayed.
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Figure 8-55 Deployment Summary
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8. Seclect the Yes, take me to the deployment's configuration screen option and click
Finish. The Settings for <Deployment Name> window is displayed.
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Figure 8-56 Settings for <Deployment Name>
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9. Review the general configuration details of the deployment. You can also update the
configuration of the deployment in this window. In the Overview tab, you can view the
complete deployment configuration.

10. Click Save to update the changes, if any.

C-62 Oracle Insurance Performance Application Pack



Deploying EAR/WAR File

11. From the LHS menu, click Deployments. The Summary of Deployments window is

displayed.

Figure 8-57 Summary of Deployments
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12. Select the newly deployed Infrastructure application and click Start > Servicing all
requests. Ensure that the Infrastructure server is up and running.
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Figure 8-58 Summary of Deployments
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The State of the deployed application will be displayed as Active if started successfully.

Deploying Tomcat WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of
Infrastructure are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat for
the procedure to uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the steps outlined to deploy Infrastructure
application:

1. Open the URL in Browser window: http://<IP address>:<Tomcat server ports.
(https if SSL is enabled). The Tomcat home window is displayed.
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Figure 8-59 Tomcat home
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2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user creation in
tomcat, see "Tomcat User Administration". The Tomcat Web Application Manager window

is displayed with the list of all the applications deployed.
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Figure 8-60 Tomcat Web Application Manager
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4. In the Deploy section, enter the Context Path provided during the installation as
"/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$FIC WEB
HOME/<context-name.war>") in the WAR or Directory URL field and click Deploy.

On successful application deployment, a confirmation message is displayed.

* For information on starting the Tomcat server, see Starting Infrastructure Services.

Additional Configurations
Refer to the following sections for detailed module specific post installation configurations.
This section covers the following topics:
* FTP/SFTP Configuration for Excel/Document Upload
* Configuration for Dimension and Hierarchy Management
* Configure Infrastructure Server Memory
* Internet Explorer Settings
* Retrieve Patch Information
¢ OLAP Data Server Configuration
* Changing IP/ Hostname, Ports, Deployed Paths of the OFSAA Instance
*  Configure OFSAAI Web Services
*  Deploy OFSAAI Web Services

* Configuration to Enable Parallel Execution of DML statements
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* Configure Message Details in Forms Designer

*  Clearing Application Cache

*  Changing the CONFIG/ ATOMIC Schema passwords
*  Configure Java Virtual Machine

* Configure Internal Service (Document Upload/Download)

FTP/SFTP Configuration for Excel/Document Upload

In OFSAA, certain modules require transfer of files from the web application server to the
OFSAA server over SSH. Follow these steps to ensure the OFSAA server recognizes the web
application server during file transfers.

1.  Login to the web application server.

Example: <App Layer paths>scp nohup.out <user>@<Web Server
path>:/export/home/<user>

2. Type sftp <user>@<OFSAA Servers>

3. Specify Yes when prompted for permission. Are you sure you want to continue connecting
(Yes/No)?

4.  This will add an entry into the "known_hosts" file.

5. A confirmation message is displayed: Permanently added <OFSAA Server> RSA) to the
list of known hosts..

Configuration for Dimension and Hierarchy Management

These configuration changes are applicable when Dimension Management features provided in
OFSAALI are used. You can open AMHMConfig.properties file present in the SFIC WEB_
HOME /webroot/conf directory to set the properties for the following:

e Configure Member Deletion

e Configure Attribute Default Date Format

*  Configure Members Reverse Population

*  Configure Members Reverse Population

e Configure Maximum Levels allowed in Hierarchies
* Configure Node Limit for a Hierarchy Tree

Configuration for Dimension and Hierarchy Management has to be done only after the
application/solution installation is done. The properties specific to Information Domain are:

¢ $INFODOM$=<Name of the Information Domain>

* S$DIMENSION ID$=<Dimension ID for which the property to be set>

Configure Member Deletion
This property should be set to allow the user to delete the Members for the Dimension.
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Table C—1 Member Deletion Configuration

Value Code Example

# Member Deletion MEMBER MEMBER
Configuration - VALUE- Y/N | DEL-SINFODOMS-$DIMEN | DEL-ORAFUSION-1=Y
SION_ID$=$VALUE$

Configure Attribute Default Date Format

This property should be set to display the Default Date Format for Date type Attribute in
Attributes window.

Table C-2  Attribute Default Date Format

Value Code Example

# Attribute Default Date ATTR_DEF DATE ATTR DEF DATE

Format - DB_DATE _ FORMAT-SINFODOMS$=$D | FORMAT-ORAFUSION=DD/
FORMAT:DD-MON-YYYY |B_DATE_FORMAT$ MON/YYYY

Configure Members Reverse Population

This property should be set for reverse population of Members for the Dimensions in required
Information Domains.

Table C-3 Members Reverse population

Value Code Example

# Members Reverse MEMBER_REVERSE MEMBER_REVERSE
population - VALUE- Y/N POP-$INFODOMS-$DIMEN | POP-ORAFUSION-1=Y
SION_ID$=$VALUES

Configure Hierarchy Reverse Population

This property should be set for reverse population of Hierarchies for the Dimensions in
required Information Domains.

Table C—4  Hierarchy Reverse population

Value Code Example

#Hierarchy Reverse HIERARCHY REVERSE  |HIERARCHY REVERSE
population - VALUE- Y/N POP-S$INFODOMS$-$DIMEN | POP-ORAFUSION-1=Y
SION_ID$=$VALUE$

Configure Maximum Levels allowed in Hierarchies

This property is required to set the maximum levels allowed to build the Hierarchies tree
structure.

Table C-5 Hierarchy Maximum level allowed

Value Code Example

#Hierarchy Maximum level MAX MAX DEPTH-FUSION=15
allowed for the hierarchy in DEPTH-$INFODOMS$=$VAL
particular Information Domain | UE$

- VALUE - Integer number
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The Maximum Levels allowed in the hierarchies is less than or equal to 15. If the Hierarchy
Reverse population is set as "Y" and more than 15 levels are created. Then an alert is displayed
as "The number of levels exceeding the limit".

If the maximum level allowed is set as more than 15 and hierarchy reverse population is set as
"Y" then an error is displayed as "Error occurred in Reverse populating the hierarchy".

Configure Node Limit for a Hierarchy Tree

This property is required to display the Hierarchy as a small or a large hierarchy. If the tree
node limit exceeds the set limit, the Hierarchies are treated as large Hierarchy.

Table C—6  Hierarchy Tree node limit

Value Code Example

#Tree node limit for the TREE NODE TREE NODE LIMIT=30
hierarchy - Values is Integer LIMIT=$VALUES$

number

Configure Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and WebLogic
can be edited for customizing memory settings and garbage collector settings depending on the
available hardware configuration as explained below. These settings are base minimum and has
to be incremented considering the deployment metrics into account. The increments are usually
handled in multiples of 128mb for heap and 64mb for stack.

Infrastructure Application Server Memory Settings
You can configure the Infrastructure Application Memory settings as follows:

1. Locate .profile file.

2. EditX ARGS field in this file for customizing memory settings and garbage collector
settings depends on the hardware configuration.

This has a default value X_ARGS="-Xms200m"

X ARGS=" "$X ARGS" $DELIM -Xmx2048m"

Note: This parameter is modified in 7.3.2 IR and you need to modify X _
ARGS_APP variable in the .profile file to customize Java Memory Settings
for Model Upload based on the Data Model size.

Internet Explorer Settings

Note: OFSAAI supports only default zoom setting in Internet Explorer, that
is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to accessing
the Infrastructure application.

1. Open Internet Explorer. Select Tools > Internet Options. The Internet Options window
is displayed.
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2. Click the Settings button. The Settings window is displayed.

3. Select the option Everytime I Visit the webpage and click OK.

Figure C-2 Internet Options
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4. In the Internet Options window, select the Security tab and select the Internet option

under Select a zone to view or change the security settings.

5. Click Default Level under Security level for this zone.
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Figure C-3 Internet Options
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Click OK to save.

Click Internet Explorer >> Tools >> Compatibility View Settings.
Enter the OFSAA setup URL in the Add this website field.

Click Add.

© ® 3 2

10. Ensure the URL is listed under Websites you've added to Compatibility View.

11. In the Internet Options window, select the Privacy tab and select the Turn on Pop-up
Blocker option under Pop-up Blocker settings.
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Figure C—4 Internet Options- Popup Blocker Settings
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12.
13.
14.
15. Click Close.

16.

Retrieve Patch Information

Click Settings. The Pop-up Blocker Settings window is displayed.
Enter the URL of the OFSAA Application in the Address of Website to Allow field.
Click Add. The OFSAA URL is displayed in the Allowed Sites section.

Click OK in the Internet Options window.

To identify the list of patches installed on your OFSAA setup, follow these steps:

Login to the OFSAA application as a user with Object AdminAdvanced Role.

1.

2. Navigate to Object Administration tab.
3. Click System Utilities.

4. Click Patch Information.

5.

Applications/Platform.
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OLAP Data Server Configuration
This section is applicable if you are using the OLAP feature of OFSAAL

The following parameters must be set to ensure that the system limitations are not exceeded at
any stage. The values for these OS parameters should be specified based on the expected load
at each implementation site.

Example:

Process Memory Limit

Max Thread Stack Size

Max Number of Threads per Process

* Sort Buffer settings: This must be set at the Essbase application level appropriate to the
anticipated load.

¢ Shutdown and Restart: During shutdown of OFSAALI Server that has an instance of Data
Services that is communicating with an OLAP Data Server, it is imperative to ensure that
the cleanup of the old instance is completed on the OLAP Data Server before restarting the
OFSAALI Server. Pause for a period of time based on the load the system was subjected to,
before restarting the Data Services subsystem.

Changing 1P/ Hostname, Ports, Deployed Paths of the OFSAA Instance

For information on this section, refer OFS Analytical Applications Infrastructure
Administration User Guide in OTN.

OFSAAI Setup Information Fetching Tool

Executing the SetupInfo.jar file available in the FIC_HOME path will help you retrieve the
related information about the OFSAAI Set up such as Operating System Name and version,
Database Type and Version, OFSAALI architecture, Log file locations and so on.

To execute "SetupInfo.jar" in console:
1. Navigate to the path SFIC_HOME.
2. Enter the command:

java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.

Encryption Changer

This utility helps you to regenerate the new AESCryptKey . ext file and encrypt all the
encrypted values of the OFSAALI setup according to the new key.

To execute EncryptC. jar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the configured
Web Application Server. For more information, see , "Configuring Web Application Servers".
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Infrastructure LDAP Configuration

This provides you with the option of using LDAP (Lightweight Directory Access Protocol)
authentication or Infrastructure SMS authentication for logging on to Infrastructure.

If you are using the Infrastructure authentication, the user and user group details, profile
creation, function and role maintenance and other mappings can be done through the
Infrastructure Administration module under Security Management. The data in this case, will
be updated in the CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure that the
LDAP server is installed and configured. Also make sure that OPEN LDAP 2.2.29+ is installed
and configured in Windows machine. Before doing the following configuration, it is required to
select the "Authentication type" as LDAP in the Configuration screen of Infrastructure. This
screen can be accessed by selecting System Configuration > Configuration in the LHS menu of
Infrastructure. In the Windows machine in which LDAP Server is installed, go to the

OpenLDAP installation directory through the command prompt and execute the command
"slapd -d 1" to start the LDAP server.

Configure Infrastructure "Configuration Schema"

In the Infrastructure "configuration schema", ensure the following entries in Configuration

Table.

Table C-7 Configuration Schema

PARAMNAME Description PARAM Value Example
AUTHENTICATIONTYPE Authentication type 2 - AUTHENTICATIONTYPE value
must be 2 for LDAP
ROOTCONTEXT The Root Context for the dc=<Reveleus>, dc=<com>
LDAP Directory
ROOTDN The Root dn for LDAP cn=<Manager>, dc=<Reveleus>,
directory dc=<com>
ROOTPASS Password for the Root <secret>
LDAPURL LDAP URL <ldap://10.11.12.13.1234/>
LDAP_SSL MODE LDAP in SSL Mode N for non - SSL and Y for SSL

HASHPASS

Should the user password
be Hashed

FALSE or TRUE.

When HASSPASS is set as FALSE, we
need to have the ROOTDN value as
"uid=ORCLADMIN, ou =Users,
dc=0FSAAI, dc=com". ORCLADMIN is
a dummy user, it will be replaced
dynamically with the logged in user.

When HASSPASS is set as TRUE, we
need to have the ROOTDN value as
"en=orcladmin, cn=Users,
dc=1i-flex,dc=com" and proper
oracladmin LDAP password as
ROOTPASS. First OFSAAI connects to
LDAP directory using orcladmin user
and fetches the login user details and
verifies the entered password.

RETRIEVE DN

To retrieve

Distinguished Name

TRUE
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Note: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should be
same as in the slapd. conf file.

Configure OpenLDAP Files

1. Copy the reveleusSchema.schema from <Infrastructure Installation
Directory> /ficapp/common/FICServer/conf/LDAP LDIF folder to LDAPServer
Schema folder.

2. Copy the Domains.1dif and Reveleus.ldif files from <Infrastructure
Installation Directorys/ficapp/common/FICServer/conf/LDAP LDIF folder to
OpenLDAPServer folder.

Note: Make sure that the ROOTCONTEXT in the Domains.1dif and
Reveleus. 1dif files are the same as slapd. conf file.

3. Provide the appropriate entries for ROOTDN, ROOTPASS, and ROOTCONTEXT in
slapd.conf file in the OpenLDAPServer folder.

4. Add the text "include schema/reveleusSchema.schema" as the first line of the slapd.conf
file

Note: The above steps of the configuration are for OpenLDAP Server only. If
you need to configure Infrastructure for any other LDAP Server, you will
have to make the changes appropriately.

5. Inthe command prompt, navigate to the LDAP installation directory and execute the
command "ldapadd -D"ROOTDN" -w ROOTPASS -f/data/Reveleus.ldif"

This is for creating the entries for Users, User Groups, Functions, Profiles, Segments,
Domains, Roles, and HolidayMaster in the Data information Tree of LDAP.

6. Make an entry in the Domains.1dif file for each Information Domain that is created
through the Infrastructure UI.

To add an entry corresponding to the new Information Domain to the Domains.1dif file, add
the following block of text with the appropriate values:

Note: DSNID refers to Information Domain name.

dn: DSNID=<DSN ID>,ou=Domains,@LDAP DIRECTORY ROOTCONTEXT@
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>

Example:
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dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1l,dc=com
mappedsegments: ~

dsnid: FUSIONMOCK

infodomname: FUSIONMOCK

objectClass: Infodom

objectClass: top

infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"ROOTDN"  -w
ROOTPASS -f/data/Domains.ldif"

Note: You can add entries for multiple Information Domains at the same
time.

Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the CSSMS
table, which contains the information entered using the Infrastructure Administration module
under Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:

1. Invoke the LDAP Migration.sh file in SFIC HOME/MigrationUtilities/Migration
LDAP/ bin folder. The Select Source & Destination for Migration window is displayed
with the option to migrate the data from SMS to LDAP or vice versa.

Figure 8—61 Select Source & Destination for Migration

=Select Source & Destination for Migration—

LDAP To SMS
SMS To LDAP

Ok Close

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate window is
displayed.
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Figure 8-62 Select Entities to Migrate

=Select Entities To Migrate

¥| User
| User Group
| Function
Role
| Segment
| Profile
| Holi day
| Function - Role Map
JUser = User Group Map
|| User Group - Role Map

User Group - Domain Map

Migrate Close

You can select the data that you wish to migrate such as Users, User Groups, Functions,
Roles, Segment, Profiles, Holiday Master, Function Role Maps, User - User Group Maps,
User Group Role Map, and User Group- Domain Map.

3. Select the entities that you wish to migrate and click Migrate. The data is migrated and a
confirmation dialog is displayed.

You can verify the data migrated to LDAP server through the LDAP Browser.

Note: You should also enter the passwords for all the users as passwords are
not migrated in migration process.

Configure OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously" or
"synchronously" execute requested tasks offered by OFSAAI The configuration steps given
below are to be done only if you are using the Web Services feature of OFSAAL

Configure DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web services
framework and the operations to be invoked, corresponding entries are to be made in the
DynamicWSConfig.xml template file.

The variable <WebServer> denotes any one of the application server, i.e. WebSphere,
WebLogic, or Tomcat.

The DynamicWSConfig.xml file will be available in the <OFSAAT Installation
Directory>/EXEWebService/ <WebServers>/ROOT/conf directory. This file can be placed
in any directory that is accessible by the application and this location must be specified in the
web.xml file, as WSCONFIGFILE parameter.
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The DynamicWSConfig.xml template file will be in <WebServer Deployment Paths/
EXEWebService.ear/EXEWebService.war/conf directory

This template is given below:
<XML>

<WEBSERVICES>

<WEBSERVICE CODE="S$CODE"

ENDPOINT="$ENDPOINT" TARGETNAMESPACE="$TARGETNAMESPACE"
XMLNS_XSD="$XMLNS XSD" ENCODINGSTYLE="$ENCODINGSTYLE"
SERVICENAME="$SERVICENAME" PORTTYPENAME="S$PORTTYPENAME"

SESSION MAINTAIN PROPERTY="$SESSION MAINTAIN PROPERTY"

USERNAME="S$USERNAME"

PASSWORD="$PASSWORD" STYLE="SWEBSERVICESTYLE"

STUBIMPLEMENTATION="$STUBIMPLEMENTATION" >

<OPERATION CODE="$CODE"

NAME="$NAME"

SOAPACTION="$SOAPACTION"

STYLE="$STYLE"

PACKAGENAME="$PACKAGENAME " >

<INPUT ORDER="$ORDER"

PARAMNAME="$PARAMNAME"

ARGTYPE="$ARGTYPE"

CLASSNAME="$CLASSNAME" />

<OUTPUT PARAMNAME="SPARAMNAME"

RETURNTYPE="$RETURNTYPE"

CLASSNAME="$CLASSNAME" />

</OPERATION>
</WEBSERVICE>
</WEBSERVICES>

</XML>

The DynamicWSConfig.xml has the placeholders as tabulated below. These have to be updated
depending on the web service chosen and the mode of accessing it. For each Web service to be
accessed, the entire webservice tag in the DynamicWSConfig.xml file must be repeated. The
placeholders tabulated below should be set in accordance to the parameters published in the
third party wsdl files (webservices) to be accessed. The stub class specified must implement
the "com.iflex.Oracle Reveleus.execution.webservice.EXEWebIF" interface.

Attributes for WEBSERVICE tag

Table C-8 WEBSERVICE tag

Placeholder

Description

$CODE

Unique number within the xml file and cannot be 999 or 0.
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Table C-8 (Cont.) WEBSERVICE tag

Placeholder Description

$ENDPOINT soap: address location in the wsdl: service name tag of the
wsdl file.

$STARGETNAMESPACE The attribute value for the targetNamespace of the wsdl:
definitions tag.

$XMLNS_XSD The attribute value for the xmlns:s of the wsdl:definitions tag

$ENCODINGSTYLE The attribute value for the xmlns: soapenc of the
wsdl:definitions tag.

$SERVICENAME Name of the service found under the wsdl:service name tag of
the wsdl file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION MAINTAIN PROPERTY

"nn

This could be given as "" also.

SUSERNAME User name to access the web services. Enter "" if no user name is
required.

$PASSWORD Password to access the web services. Enter "" if no password is
required.

SWEBSERVICESTYLE This can take either "rpc" in case of DII mode of invoking web
services or "stub" in case of static mode. This is a mandatory
parameter.

$STUBIMPLEMENTATION Fully qualified class name (package name .classname).

Attributes for OPERATION tag

Ensure that the "operation tag attributes" are repeated for each of the operation tags.

Table C-9 OPERSTION tag

Placeholder Description

$CODE Should be unique within the Webservice tag.

SNAME The name of the Function that is to be called by the wsdl file.

$SOAPACTION The URL for the Operation to access. This is associated with the
Operation tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is in DII
mode or "stub" if it is in static mode. This is a mandatory
parameter.

$PACKAGENAME Represents the JAXB package of input object.

Attributes for INPUT tag

Table C-10  INPUT tag

Placeholder Description

SORDER The sequential number of the INPUT tag. Should start
from 0. This is in line with the input order of the
arguments that the API accepts which is called by this
operation.

$SPARAMNAME Input parameter name to be called by the wsdl file.

$SARGTYPE Input Parameter Data Type. If the input argument type is

complex object, specify SARGTYPE as "xmlstring".
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Table C-10 (Cont.) INPUT tag

Placeholder Description

$CLASSNAME Represents class name of input object parameter.

Attributes for OUTPUT tag

Table C-11 OUTPUT tag

Placeholder Description

$PARAMNAME Output parameter name to be returned by the web
service.

SRETURNTYPE Output parameter Data Type. If the web service response is a

complex object, then specify SRETURNTYPE as "object".

$CLASSNAME Represents class name of output object parameter.

web.xml Entries

1. This step is optional and required only if the web application server used is Tomcat. In case
of any other application server, skip and proceed with next step.

Navigate to SFIC_HOME/webroot /WEB-INF/ and edit the web.xml file. Set parameter
value DOCSERVICEAPP to EXEWebServiceAXIS.

2. Navigate to <OFSAAI Installation

Directory>/EXEWebService/<WebServer>/ROOT/WEB-INF/ and edit the web.xml file
as explained below.

Note:

In case of Java 7 when WebLogic is used as web application server replace following
line of <OFSAAI Installation
Directory>/EXEWebService/Weblogic/ROOT/WEB-INF/web.xml file that is

<?xml version='1.0' encoding='UTF-8'?>

<web-app id="WebApp ID" version="3.0"
xmlns="http://java.sun.com/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xs1:schemalocation="http://java.sun.com/xml/ns/javaee

http://java.sun.com/xml/ns/javaee/web-app 3 0.xsd"
metadata-complete="true">

with
<?xml version='1.0' encoding='UTF-8'?>
<web-app xmlns="http://java.sun.com/xml/ns/j2ee"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer Deployment

Path>/

EXEWebService.ear/EXEWebService.war/conf directory. This file can be placed

in any directory that is accessible by the application.

The path where the WSCONFIG file is placed must be specified in place of
SWSCONFIGFILELOCATIONS in the below block of text in web.xml.
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<context-param>
<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$WSCONFIGFILELOCATIONS</param-values>
<!--8pecify the Location of DynamicWSConFig.xml-->
</context-param>

Proxy Settings

The following block of text in web.xml file, replace the <param-value> given in bold below
with appropriate values.

If no values are required, leave the <param-value> blank.
<context-param>
<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOST$</param-value>
<!-- Specify the IP address or hostname of the http proxy server--»>
</context-param>
<context-param>
<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>
<param-value>$PROXYPORTS</param-value>
<!--Port Number for the Proxy Server-->
</context-param>
<context-param>
<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>
<param-value>$PROXYUSERNAMES</param-value>
<!-- User ID To get authenticated by proxy server-->
</context-param>
<context-param>
<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>
<param-value>$PROXYPASSWORDS</param-value>
<!-- User Password To get authenticated by proxy server-->
</context-param>
<context-param>
<description>http non-ProxyHosts</description>

<param-name>http.nonProxyHosts</param-name>
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<param-value>$NONPROXYHOST$</param-value>

<!--Hosts for which the proxy settings should get by-passed (Note:
Separate them by "|" symbol) -->

</context-param>
OFSAAI Home Entry

This entry should point to the Application layer / Web layer of the OFSAALI installation and
should be accessible.

Replace SFIC_HOMES in the following block of text in web.xml with <WebServer
Deployment Path>/EXEWebService.ear/EXEWebService.war.

<context-param>
<description>OFSAAI Web Home</description>
<param-name>FIC HOME</param-name>
<param-value>$FIC HOMES</param-values
<!--OFSAAI Installation Folder--»>

</context-param>

<context-param>
<description>OFSAAI Web Home</description>
<param-name>FIC PHYSICAL HOME</param-name>
<param-value>$FIC HOMES</param-values
<!--OFSAAI Installation Folder--»>

</context-param>

DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web services
framework, and the operation to be invoked, make corresponding entries into this file. This file
is to be placed in the location that is specified in the web.xml, as WSCONFIGFILE parameter.

Deploy OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI Web
Services as part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Installation Directorys>/EXEWebService/<WebServers and
execute the command:

./ant.sh
This will trigger the EAR/WAR file creation, which is required for the deployment.
3. Deploy the generated EXEWebService.EAR/EXEWebService . WAR file into the WebServer.

If you have already configured OFSAAI Web Services as part of the installation, deploy the
generated EXEWebService.EAR/ EXEWebService.WAR file into the OFSAAI Deployment
area in WebServer profile.
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Configuration to Enable Parallel Execution of DML statements

A configuration file, OracleDB.conf has been introduced to accommodate any configurable
parameter related to operations on oracle database. If you do not want to set a parameter to a
specific value, then the respective parameter entry can be removed/commented off form the
OracleDB.conf file which resides in the path SFIC DB _HOME/conf.

As of now, the OracleDB.conf file has only one parameter namely CNF_DEGREE OF
PARALLELISM. This parameter indicates the degree of parallelism to be used for a DML
operation if parallel DML is explicitly enabled in the session with the ENABLE PARALLEL
DML clause of the ALTER SESSION statement. The default mode of a session is DISABLE
PARALLEL DML. If CNF_DEGREE_OF PARALLELISM is not set, then the default degree,
as decided by Oracle will be used.

Configure Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and Queries
module by updating the details of mail server in the "NotificationConfig.cfg" file which
resides in the path $FIC_APP HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you need to configure the Message details
are included in Administration > Security Management > User Administrator > User
Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

Table C-12  NotificationConfig.cfg File

Parameter Description
SMTP_SERVER_IP Specify the hostname or IP address of SMTP Server.
SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to 'true’,

otherwise set value to 'false’'.

SMTP_AUTHORIZATION Set to 'true’ if SMTP server requires the client to be
authenticated, otherwise set to 'false'.

SMTP_USERNAME Username required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that ID
need to be added. Exchange server forces you set a valid
ID that is there in the exchange server. (Based on
Security settings)

Ensure that the authorized User details are included in Administration > Security Management
> User Administrator > User Maintenance window.

Clearing Application Cache
This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).

Prior to the deployment of Infrastructure or Application Service Packs / One-off patches,
navigate to the following path depending on the WebServer configured and clear the cache:

¢ Tomcat: <Tomcat installation
folder>/work/Catalina/localhost/<Application name>/org/apache/jsp
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WebLogic: <Weblogic installation locations>/domains/<Domain
name>/servers/<Server names/tmp/ WL user/<Application name>/gaelce/jsp
servlet

WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node
name>/serverl/<Application name>/<.war file name>

Changing the CONFIG/ ATOMIC Schema passwords

This section explains about how to modify the OFSAA Infrastructure Config Schema and
Atomic Schema passwords.

OFSAA Infrastructure Config Schema password modification

To change the Config Schema password, perform the following steps:

1.
2.
3.

Change the Config schema User Password in the database.
Delete the SFIC_HOME/conf/Reveleus.SEC file.
Shutdown the OFSAAI App service:

cd SFIC APP HOME/common/FICServer/bin

. /reveleusshutdown.sh

Start the Infrastructure Server in foreground directly on the server or through X-Windows
software using the command:

./reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password. The
service will start and initialize itself if it is able to successfully connect to the DB.

Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

OFSAA Infrastructure Atomic Schema password modification

To change the Atomic Schema password, perform the following steps:

1.
2.

Change the Atomic schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user id, which
has System Administrator role mapped.

Navigate to System Configuration > Database Details window. Select the appropriate
connection and edit the password.

Navigate to Data Management Tools >Data Sources> Source Designer window. Update the
password of the appropriate Source.

If you are using Apache Tomcat as Web server, update the <Context> -> Resource tag
details in Server.xml file from the SCATALINA HOME/conf folder. (In case of Tomcat
only Atomic <Resource> will exist).

If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources >JDBC >Data Sources. A list of data sources will be populated
on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources will need to be modified).
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If you are using WebLogic as Web server:
a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the right
side.

c. Select the appropriate Data Source and edit the connection details. (In this case, both
Config and Atomic data sources need to be modified).

6. Restart the OFSAAI services.

Configure Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database connection
from connection pool may face an error. To ensure no such error is encountered, add the line
securerandom. source=file:/dev/./urandom inthe java.security configuration file
available in SJAVA HOME/jre/lib/security/ path.

This needs to be configured only on the machine where the OFSAAI database components
(ficdb layer) are installed.

Configure Internal Service (Document Upload/Download)

This step can be ignored if it has already been configured as part of any previous IR/ML
installation. The Document Upload/Download feature has undergone a change and can now be
configured to use Internal service for document upload / download instead of the earlier
ExeWebService.To facilitate Internal service for document upload/ download, perform the
following configurations:

1. Create the folders download, upload, TempDocument, and Temp in the local path of
Web application server and provide Read/Write permission.

* To find the exact location, execute the following query in CONFIG schema:
select localpath from web server info

e To create folders with Read/Write permission, execute the command:
mkdir -m 777 download upload TempDocument Temp

2. Create DocStorage folder in the FTPSHARE location of APP tier and provide Read/Write
permission.

* To find the exact location, execute the query in CONFIG schema:
select ftpdrive from app server info

e To create folder with Read/Write permission, execute the command:
mkdir -m 777 DocStorage

By default, the parameter DOCUMENT_SERVICE_TYPE_EXTERNAL value is set to
FALSE in the Configuration table in CONFIG schema and hence the application
“ExeWebService” will not be used. It is recommended that the value to be set to FALSE and
use the Internal service for document upload/downloads. If you intend to continue using the
External ExeWebService, set the value to TRUE.

Navigate to SFIC_HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier and
type ./ant.sh. This triggers the creation of EAR/WAR file EXEWebService.ear/.war. The
EAR/WAR file EXEWebService.ear/.war will be created in $FIC
HOME/EXEWebService/<WEBSERVER TYPE> directory of WEB tier. Redeploy the generated
EAR/WAR file onto your configured web application server.
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Installation Checklist

Before starting on the OFSAAI Installation Kit, ensure that the following pre-installation
activities checklist is completed successfully. It is recommended to take a print out of the
checklist and follow the checklist step by step.

Table C-13  General, Pre-Install, Install, and Post Install) Checklist

Step No Task Done

General

1 Check the OFS Insurance Performance Yes/No
Release Notes and Read Me document
for any additional steps to be performed
on OFS Insurance Performance Pack or
OFSAAL

Note: For more details, contact Oracle
support.

Insurance Performance Application Pre Installation + During Installation

1 Prior to installation, ensure that Yes/No
sufficient free temp space (minimum 1
GB free) is available in /tmp directory of
unix server hosting OFSAAL

CRR Application Pack Post Installation

1 Perform post-installation steps. For more |Yes/No
information, refer to Post Installation.

OFSAA Landing Page

Figure C-5 OFSAA Landing Page
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Infrastructure can be accessed through your web-browser as soon as the System Administrator
(SA) installs and configures Oracle Financial Services Analytical Applications Infrastructure.

The SA will provide you a link through which you can access Oracle Financial Services
Analytical Applications Infrastructure. You can access the Infrastructure application login
screen through your web-browser using the URL: <IP Address of the Web Server »>
:<servlet ports/<context name>/login.Jjsp.

You can also login to the Infrastructure application with the host name instead of the IP
address. To do this, it is necessary to have the host name mapped to the IP address in the hosts
file the client Windows machine. The hosts file will be in $systemroot%\system32\
drivers\etc\ directory.

OFSAALI Login

While accessing Oracle Financial Services Analytical Applications Infrastructure, the Splash
screen is as displayed:

Figure C—6 OFSAAI Login Page

ORACLE

Financial Services Analytical Applications Infrastructure

Language
User ID

Password

You can select the required language from the Language drop-down list. The language options
displayed in the drop-down list are based on the license. Based on the Language selected, the
appropriate language login screen is displayed.

Enter the User ID and Password provided by the System Administrator and click Login. You
will be prompted to change your password on your first login. Alternatively, you can also
choose to change your password any time.
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Figure C-7 OFSAAI Login Page

ORACLE

UserID CRMUSER
Old Password
New Password

Confirm Password

In the Change Password screen, enter a new password, confirm it and click OK to view the
Splash screen. Refer to the following guidelines for Password Creation:

Passwords are displayed as asterisks (stars) while you enter. This is to ensure that the
password is not revealed to other users.

Ensure that the entered password is at least six characters long.

The password must be alphanumeric with a combination of numbers and characters.
The password should not contain spaces.

Passwords are case sensitive and ensure that the Caps Lock is not turned ON.

By default, the currently used password is checked for validity if password history is not
set.

New password should be different from previously used passwords based on the password
history which can be configured.

If you encounter any of the following problems, contact the System Administrator:
*  Your user ID and password are not recognized.

*  Your user ID is locked after three consecutive unsuccessful attempts.

*  Your user ID has been disabled.

*  Guest user cannot change the password.

Activating/Enabling a Product within an Application

Each product is marketed by a separate team and which is headed by a Sales Manager who
reports to the Sales Head. Each Sales Manager in turn has two Sales Officers who are
responsible for sales and profitability of the product.

The

Sales Head has decided that the Sales Officer of each product will not have access to the

information of other products. However, each Sales Manager will have access to Sales figures
of the other products.
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Using the Oracle Financial Services Analytical Applications Infrastructure Security Hierarchy
feature, Administrator can provide information security at hierarchy level by defining security
options for each hierarchy node. Thus, the Bank can control access of information at a node
level and not increase the overheads.

This is how it is done in Oracle Financial Services Analytical Applications Infrastructure:

» Firstly, the users are created in Oracle Financial Services Analytical Applications
Infrastructure and then, a business hierarchy (as defined above) is created.

*  Now, the bank can restrict access of certain information to certain people in the Hierarchy
Security configuration.

*  The administrator can control security by mapping the users to various nodes in hierarchy.

For example, the administrator maps Sales Officer 1 and Sales Officer 2 to only the Personal
Loans Node in the Product hierarchy. This restricts Sales Officer 1 and 2 to only viewing and
maintaining their particular node in the hierarchy.

By default, all the users mapped to a domain can access all the hierarchy levels to which they
are mapped. This function allows the administrator to restrict or exclude a user/s from
accessing restricted nodes.
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Configuring OFS_IP PACK.xml file

Appendix

The insuranceperformance.xml file holds details on the various OFSAA products that are
packaged in a particular Application Pack.

The following table gives details about the various tags/parameters available in the file and the
values that need to be updated. Prior to installing the OFSAA Application. Pack in SILENT
mode, it is mandatory to update this file.

Note:

If you are installing in the GUI mode, then this file need not be
updated.

Table D—1 OFS_IP_PACK.XML Parameters

Tag Description Mandatory Default Value/ Comments

Name/Attribute Y/N) Permissible Value

Name

APP_PACK ID Unique Y Unique Seeded Value DO NOT modify
Application this value.
Pack Identifier

APP_PACK Unique Y Unique Seeded Value DO NOT modify

NAME Application this value.
Pack Name

APP_PACK Unique Y Unique Seeded Value DO NOT modity

DESCRIPTION Application this value.
Pack
Description

VERSION Unique release | Y Unique Seeded Value DO NOT modify
version this value.

APP Unique Y Unique Seeded Value DO NOT remove
Application these tags.
Entries

APP_ID Unique Y Unique Seeded Value DO NOT modify
Application this value.
Identifier
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Table D-1 OFS_IP_PACK.XML Parameters

APP_ID/
PREREQ

Prerequisite
Application/
Product

Y

Unique Seeded Value

For most
applications
Infrastructure
would be the
prerequisite set.
For certain other
applications, an
appropriate
Application ID
would be set.
DO NOT modify
this value.

APP_ID/ DEF_
SEL_FLAG

Default Selected
Flag

Default - YES

In all Application
Packs,
Infrastructure
would have this
value set to
“YES”. DO NOT
modify this value.

APP_ID/
ENABLE

Enable
Application/
Product

YES if
installing in

SILENT mode.

Default —
YES for Infrastructure
NO for Others

Permissible - YES or
NO

Set this
attribute-value to
YES against
every APP_ID
which is licensed
and should be
enabled for use.

Note:
Application/
Product once
enabled cannot be
disabled.
However,
Application/
Product not
enabled during
installation can be
enabled later
through the
Administration
Ul

APP_NAME

Unique
Application/
Product Name

Unique Seeded Value

DO NOT modify
this value.

APP_
DESCRIPTION

Unique
Application/
Product Name

Unique Seeded Value

DO NOT modify
this value.

VERSION

Unique release
version

Unique Seeded Value

DO NOT modity
this value.
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OFS_IP_SCHEMA _IN.xml file

Creating database schemas, object with schemas and assigning appropriate grants are the
primary steps in the installation process of OFSAA Applications. The OFS_IP SCHEMA
IN.xml file contains details on the various application schemas that should be created prior to
the Application Pack installation.

The following table gives details about the various tags/parameters available in the file and the values that need to
be updated. Prior to executing the schema creator utility, it is mandatory to update this file.

Table E-1 OFS_IP SCHEMA_IN.xml parameters

Tag Name/ Description Mandatory/ Default Value/ Comments
Attribute Name Optional Permissible Value
<APP_PACK | Unique Mandatory Unique Seeded Value DO NOT modify
D> Application this value.

Pack Identifier
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Table E-1 OFS_IP SCHEMA_IN.xml parameters

<JDBC _URL> | Enter the JDBC | Mandatory Example, Ensure to add an
URL. jdbc:oracle:thin: @<HOST grétlgy\;IVéll‘;h SID/
Note: You can /IP>:<PORT>:<SID> .
NAME) in the
glct)e;iﬁ‘(jcand or tnsnames.ora file
enabled database jdbc:oracle:thin:@//[HOS (s)::lr:/lel:i ?.ES‘;?
connectivity T][:PORT}/SERVICE : try
URL. shpuld match
or with the SID/
idbe:oracle:thin: @(DESC ;iﬁ’éﬁe i
RIPTION=(ADDRESS _ the IDBC URL
LIST=(ADDRESS=(PRO ’
TOCOL=TCP)(HOST=[H
OST])(port=[PORT]))(AD
DRESS=(PROTOCOL=T
CP)(HOST=[HOST])(PO
RT=[PORT]))(LOAD _
BALANCE=yes)(FAILO
VER=yes))(CONNECT _
DATA=(SERVICE _
NAME=[SERVICEY))))
For example,
jdbc:oracle:thin:(@//dbhost
.server.com:1521/servicel
or
jdbc:oracle:thin:@//dbsho
st.server.com:1521/scan-1
or
jdbe:oracle:thin:@(DESC
RIPTION=(ADDRESS
LIST=(ADDRESS=(PRO
TOCOL=TCP)(HOST=db
hostl.server.com)(port=15
21))(ADDRESS=(PROTO
COL=TCP)(HOST=dbhos
t2.server.com)(PORT=152
1))(LOAD_
BALANCE=yes)(FAILO
VER=yes))(CONNECT _
DATA=(SERVICE _
NAME=servicel)))
<JDBC _ By default this Mandatory Example, Only JDBC Thin
DRIVER> driver name is . . Driver is
oracle.jdbe.driver.OracleD
seeded. river supported. .
Note: Do not DQ NOT modify
S . this value.
edit this attribute
value.
<HOST> Enter the Mandatory
ggfltrlzglgége Host Name/ IP Address
system on which
you are
installing the
OFSAA
components.

E-94 Oracle Insurance Performance Application Pack




OFS_IP_SCHEMA_IN.xml file

Table E-1 OFS_IP SCHEMA_IN.xml parameters

<SETUPINFO> | Enter the Mandatory Accepts strings with a This name would
/ NAME acronym for the minimum length of two appear in the
type of and maximum of four. OFSAA Landing
implementation. Example Page as
This information ple, “Connected To:
will be displayed DEV, SIT, PROD XXXX”
in the OFSAA
Home Page. Th.e schemas
being created
Note: On would get this
executing the prefix. For E.g.
schema creator dev_ofsaaconf,
utility, this value uat_ofsaaconf
will be prefixed etc.
with each
schema name.
For example:
dev_ofsaaconf,
uat_ofsaaatm.
<PASSWORD> | Enter the Optional The maximum length
/ DEFAULT* password if you allowed is 30 characters.

want to set a
default password
for all schemas.

Note: You also
need to set
APPLYSAMEF
ORALL
attribute as Y to
apply the default
password for all
the schemas.

Special characters are not
allowed.
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Table E-1 OFS _IP SCHEMA_IN.xml parameters

<PASSWORD>
/
APPLYSAMEF
ORALL

Enter as Y if you
want to apply
the password
specified in
DEFAULT
attribute for all
the schemas.

If you enter as
N, you need to
provide
individual
passwords for all
schemas.

Note: In case
you have entered
Y in
APPLYSAMEF
ORALL
attribute and
also have
specified
individual
passwords for all
the schemas,
then the
specified
individual
passwords will
take precedence.

Mandatory

Default — N
Permissible — Y or N

Note: Setting this
attribute value is
mandatory, If
DEFAULT
attribute is set.
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Table E-1 OFS_IP SCHEMA_IN.xml parameters

<SCHEMA>/ The different Mandatory ATOMIC/CONFIG/SAN | Only One
TYPE types of schemas DBOX/ADDON CONFIG schema
that are can exist in the
supported in this file.
release are Note: This schema
ATOMIC, identifies as the
CONFIG, SANDBOX AND CONFIGURATI
ADDON schemas are not
SANDBOX, and licable for OFS AAAI ON schema that
ADDON. appleable 1o holds the OFSAA
Application Pack. details and
By default, the setup details an
other metadata
schemas types f i
are seeded based fnformation.
on the Multiple
Application ATOMIC/
Pack. SANDBOX/
Note: Do not AEDON .
edit this attribute schemas can exist
in the file.
value.
ATOMIC schema
refers to the
Information
Domain schema.
SANDBOX
schema refers to
the SANDBOX
schema. ADDON
schema refers to
other
miscellaneous
schema (not
applicable for this
Application
Pack).
<SCHEMA.>/ | By default, the Mandatory The permissible length is | SETUPINFO/
NAME schemas names 15 characters and only NAME attribute

are seeded based
on the
Application
Pack.

You can edit the
schema names if
required.

Note:

The Schema
Name will have
a prefix of the
SETUPINFO/
NAME attribute.

SCHEMA
NAME must be
same for all the
ATOMIC
Schemas of
applications
within an
Application
Pack.

alphanumeric characters
allowed. No special
characters allowed except
underscore ‘_’

value would be
prefixed to the
schema name
being created.
For E.g. if name
is set as
‘ofsaaatm’ and
setupinfo as ‘vat’
then schema
being created
would be ‘uat_
ofsaaatm’.

NAME should be
same where
APP_GRP=I for
all SCHEMA
tags (Not
applicable for this
Application
Pack).
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Table E-1 OFS _IP SCHEMA_IN.xml parameters

<SCHEMA>/ Enter the Optional The maximum length Note: You need
PASSWORD* | password of the allowed is 30 characters. | to mandatorily
schema to be Special characters are not | enter the
created. allowed. password if you
Note: have set the
’ <PASSWORD>/
If this attribute is APPLYSAMEFO
left blank, then RALL attribute
the password as N.
specified in the
<PASSWORD>/
DEFAULT
attribute is
applied as the
Schema
Password.
<SCHEMA>/ By default, the Mandatory Unique Seeded Value Identifies the
APP_ID Application ID Application/
is seeded based Product for which
on the the schema is
Application being created.
Pack. DO NOT modify
Note: Do not this value.
edit this attribute
value.
<SCHEMA>/ Enter the Optional Default — USERS Modify this value
DEFAULTTAB | available default Permissible — Any to associate any
LESPACE tablespace for existing valid tablespace valid tablespace
DB User. name. with the schema.
Note:
If this attribute is
left blank, then
USERS is set as
the default
tablespace.
<SCHEMA>/ Enter the Optional Default — TEMP Modify this value
TEMPTABLES | available Permissible — Any to associate any
PACE temporary existing valid temporary valid tablespace
tablespace for tablespace name. with the schema.
the DB User.
Note:
If this attribute is

left blank, then
TEMP is set as
the default
tablespace.
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Table E-1 OFS_IP SCHEMA_IN.xml parameters

<SCHEMA>/
QUOTA

Enter the quota
to be set on
DEFAULTTAB
LESPACE
attribute for the
schema/ user. By
default, the
quota size is set
to S00M.
Minimum:
500M or
Unlimited on
default
Tablespace

Optional

Example,

600M/m

20G/g
UNLIMITED/unlimited

Modify this value
to grant the
specified quota
on the mentioned
tablespace to the
user.

<SCHEMA>/
INFODOM

Enter the name
of the
Information
Domain to
associate this
schema.

The schema
creator utility
automatically
derives an
Information
Domain Name
based on the
Application
Pack if no value
is specified for
this attribute.

Optional

Permissible length is 16
characters and only
alphanumeric characters
allowed. No special
characters allowed.
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Appendix

Mapview Configurations

This section provides information on prerequisites, creating the mapviewer NAVTEQ data
source, configuration edits and server starting.

Note: This is just a sample configuration working on sample data provided
by NAVTEQ.)

This section covers the following topics:

Prerequisites

Prerequisites

Creating the Mapviewer NAVTEQ Data source

Creating the NAVTEQ Schema

Configuration Edits and Server Starting

Loading FSI LOCATION_MAP_COORD for viewing NAVTEQ Maps

NAVTEQ database dump can be imported only into an Oracle 11g database. If you have no
other option than using a 10g version, contact OBIEE/Mapviewer Product Management.

Creating the Mapviewer NAVTEQ Data source

Ensure that you have a connection to 11g Oracle database from the machine where your OBIEE
platform is installed.

Create a NAVTEQ schema within that database for holding the NAVTEQ spatial data. To create
NAVTEQ schema, perform the steps as explained in the following section.

Downloading the Mapviewer NAVTEQ Database Dump
To download the Mapviewer NAVTEQ Database Dump, follow these steps:

1.

Access the SampleApp Navteq dmp.zip file from the SampleApp download location
(127MB)

http://www.oracle.com/technetwork/middleware/bi-foundation/obieesamples
archive-2026956.html

Appendix F-101


http://www.oracle.com/technetwork/middleware/bi-foundation/obieesamplesarchive-2026956.html
http://www.oracle.com/technetwork/middleware/bi-foundation/obieesamplesarchive-2026956.html

Mapview Configurations

2. Download and unzip the SampleApp Navteq dmp.zip file that contains an Oracle
Database export file named
obiee navteq.dmp
Creating NAVTEQ User
To create a NAVTEQ user, follow these steps:
1. Start a SQL*Plus session to the Oracle Database as a user with system or DBA privileges.
2. Run the following script:
create user obiee navteq identified by obiee navteq default tablespace
users quota unlimited on users;
grant "connect" to obiee navteq;
grant "resource" to obiee navtegq;
3. Once the script is executed, verify whether you can connect to the newly created user.

Note: The OBIEE NAVTEQ user creation script defaults with the password
obiee navteq (same as user name) within the script. It is recommended that
you keep this value unchanged to simplify configuration. Oracle OBIEE 11G
SampleApp Deployment Instructions 32.

Creating the NAVTEQ Schema
To create NAVTEQ Schema, follow these steps:

Importing the database dmp file

1.

Import the Oracle Database export file - obiee navteq.dmp into the obiee navteq
schema using the following import command, from the command line (Command Prompt
in Windows):

c:\> imp obiee navteqg/obiee navteg@connectString file=obiee navteq.dmp
FULL=Y

ConnectString is the connection string to your Oracle Database 11g where the user obiee
navteq was created in the step mentioned earlier. Wait for the import process to complete,
once successfully completed, login on your DB as obiee_navteq/obiee_navteq and validate
that you can view the schema tables and some data.

Inserting Extra Spatial Metadata

1.

Start a SQL*Plus session to the Oracle Database and connect as user obiee navteq. For
example: c¢:\>sqlplus obiee navteq/obiee navteg@connectString

Run the following script:

INSERT INTO user sdo maps SELECT * FROM my maps;

INSERT INTO user sdo_themes SELECT * FROM my_ themes;

INSERT INTO user sdo_styles SELECT * FROM my styles;

INSERT INTO user sdo_cached maps SELECT * FROM my tile cache;

Commit;
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Configuration Edits and Server Starting

Confirm that WLS server and WLS managed servers are up and running, and ensure that
OMPNCTL is not running.

Note: Neither OBIS nor OBIPS are running.

MapViewerConfig.xml Edits (Optional )
1. Open the Mapviewer console using the following URL:

http://10.228.235.83:9704/mapviewer (replace 10.228.235.83:9704 with
the correct IP address and port number on your install).

Click Admin.
Login with the username/password that you provided while installing the product.

Click Configuration. This opens the mapViewerConfig.xml on your setup.

LU S O

Make the following updates to the xml file.
<security config> (Optional)
In the <security config> property of this file, make the following changes:

1. Change the <proxy enabled hosts> property to the following: Substitute the
hostname, IP address and port to the correct values on your setup.

<proxy_enabled_hosts>
http://dadvmc0508.us.oracle.com: 9704 /mapviewer
http://dadvmc0508.us.oracle.com:9704/,http://10.228.235.83:9704/
http://10.228.235.83:9704/mapviewer
</proxy enabled hosts>
2. Substitute any entries with these tags with the following property entries:
<disable direct info request> true </disable direct info request>
<disable info request> true </disable info requests>
<disable csf>true</disable csf>
<enforce security role> true </enforce security role>
Oracle OBIEE 11G SampleApp Deployment Instructions 33
Predefined Data Sources

1. At the end of the file, in the section named Predefined Data Source, add the following
data source entry.

2. Replace the IP address, SID, and port to the correct values of the database where the
obiee navteq schema has been created in the above steps.

<map_data_source name="OBIEE_NAVTEQ SAMPLE"
jdbc _host="10.229.147.238" (use your db ip)
jdbc_sid="orcl" (use your db sid)

jdbc _port="1521" (use your db port)

jdbc_user="obiee navteg"
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jdbc_password="!obiee navteq" (use your selected password if
different from OOB)

jdbc_mode="thin"
number of mappers="3"

allow jdbc theme based foi="false" />

Note: Ensure that all tags have been closed correctly and also the above data
source is not within the comments section (ensure that it is outside the
comments section which is represented by <!-- .. -->).

Save and Restart, Verify
Click Save and Restart button at the bottom of the file.

1. Verify whether you can view OBIEE_NAVTEQ SAMPLE as an entry in data sources.

2. Then after you are successful, there will entry in DataSources section.

3. Login to Analytic screen>Administration.

4. Click Manage map Data.

5. Click Import Layer and then choose OBIEE_COUNTRY .

6. Choose Preview MAP as OBIEE_ WORLD MAP FAST.

7. Same for OBIEE STATE.

8. Seclect Background Maps.

9. Use import Background maps and chosen OBIEE_WORLD MAP FAST.

10. Edit the same, add layer OBIEE COUNTRY and then OBIEE STATE. While choosing, chose

the location OBIEE WORLD MAP for higher Zoom value.
11. Select the zoom level for country 0 and for country 2...15.
12. Navigate back to Layers tab.
13. Edit OBIEE COUNTRY and OBIEE STATE.
14. By adding BI Key Columns
15. For Country>choose Insurance Claims>Location Map>Country Description.
16. For State>choose Insurance Claims>Location Map>State Description.

17. Once configuration.xml file is restarted, click Data Sources.

Loading FSI_LOCATION_MAP_COORD for viewing NAVTEQ Maps

For NAVTEQ Maps to work, it requires the location data in our atomic schema to be in sync
with the map metadata in NAVTEQ schema. This is achieved through a new table FSI
LOCATION MAP COORD, the load process of which is described as follows.

Populate FSI_LOCATION MAP COORD based on DIM_LOCATION data itself, but description and
codes should come from tables OBIEE COUNTRY, OBIEE STATE, OBIEE CITY (from the DB
schema configured for Maps, 'OBIEE_NAVTEQ', for example in this case) respectively for
Country, State and City, and n_location skey should be the corresponding n_location_skey
from DIM_LOCATION.

For Instance, let us consider the following data from DIM_LOCATION.
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Table F-1 DIM_LOCATION

N_LOCATION_SKEY 1
V_LOCATION CODE HAW
V_COUNTRY_CODE USA
V_COUNTRY_DESC United States
V_STATE CODE HI
V_STATE DESC Hawaii
V_CITY_CODE CITI1
V_CITY_DESC Honolulu
V_ZIP_ CODE 96813

Now, to populate the following columns in FSI _LOCATION MAP COORD

Table F-2 FSI LOCATION_MAP _COORD

n_location_skey = 1
v_country_code = OBIEE _ USA
COUNTRY.ISO_COUNTRY _

CODE

v_country code map = USA

OBIEE_COUNTRY.ISO
COUNTRY CODE

v_country desc = OBIEE _ United States
COUNTRY.NAME
v_state_code = OBIEE _ USA_HI

STATE.ISO_CTRY CD_
STATE_ABBRV

v_state code_map = OBIEE_ | USA HI
STATE.ISO_CTRY CD_
STATE _ABBRV

v_state_desc = OBIEE HAWAII
STATE.STATE NAME

v_city_code = OBIEE USA_HI Honolulu
CITY.CTRY _CD3_STATE

ABBRV_CITY

v_city code map = OBIEE
CITY.CTRY_CD3_STATE
ABBRV_CITY

USA_HI Honolulu

v_city desc = OBIEE _ HONOLULU
CITY.CITY_NAME

v_zip _code = 96813

Note: This would be a one-time manual activity, and the Map tables and
columns would change based on the Maps used. The process mentioned here

is for NAVTEQ Maps.
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Cloning OFSAA Instance

There is a consistent need for a faster and effective approach of replicating an existing OFSAA
instance for further project developments, that is, setting up OFSAA instances that are exact
copies of the current OFSAA instance. For more information on cloning, refer OFSAA Cloning
Reference Guide.
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Patching Your OFSAA Infrastructure Installation

Oracle strongly recommends installing the latest available patchset so as to be up to date with
the various releases of the OFSAA Infrastructure product.

You can refer to the below links on http://support.oracle.com for more information on
latest releases and upgrade compatibility:

Latest OFSAAI 7.3 Release and OFSAA 6.0 and 6.1 Release Information (Doc
ID 1456593.1)

OFSAAI 7.3 Upgrade and Compatibility Reference (Doc ID 1590502.1)
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Appendix

This Appendix discusses the following sections:

¢ QGrants for Atomic Schema

* Grants for Config Schema

* Grants for Config Schema Entities for Atomic Users

Grants for Atomic Schema

The following are the Grants for Atomic Schema:

grant create SESSION to &database username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

/

create

create

create

Ccreate

create

create

PROCEDURE to &database username

SEQUENCE to &database username

TABLE to &database username

TRIGGER to &database username

VIEW to &database username

MATERIALIZED VIEW to &database username

olap user to &database username

select

create

on SYS.V_S$SPARAMETER to &database username

SYNONYM to &database username
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Grants for Config Schema

The following are the Grants for Config Schema:

grant create SESSION to &database username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant

/

create

create

create

create

create

create

PROCEDURE to &database_ username

SEQUENCE to &database username

TABLE to &database username

TRIGGER to &database_ username

VIEW to &database username

MATERIALIZED VIEW to &database username

olap user to &database username

select

create

on SYS.V_S$PARAMETER to &database username

SYNONYM to &database username

Grants for Config Schema Entities for Atomic Users

The following are the Grants for Config Schema entities for Atomic Users:

grant select on CSSMS USR PROFILE to &database username

/
grant
/
grant
/
grant
/
grant
/
grant

/

select

select

select

select

select

on CSSMS ROLE MAST to &database username

on CSSMS GROUP MAST to &database username

on CSSMS FUNCTION MAST to &database username

on CSSMS USR _GROUP _MAP to &database username

on CSSMS USR_GROUP DSN SEG MAP to &database username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

CSSMS_ROLE_FUNCTION MAP to &database username

CSSMS_GROUP_ROLE _MAP to &database username

CSSMS_SEGMENT MAST to &database username

CSSMS_USR_DSN_SEG _MAP to &database username

CSSMS _USR_ROLE MAP to &database username

CSSMS METADATA SEGMENT MAP to &database username

BATCH RUN to &database username

PR2_FILTERS to &database username

PR2 TASK FILTER to &database username

PR2_TASK FILTER DETAIL to &database username

ST _STRESS MASTER to &database username

ST _SCENARIO MASTER to &database username

ST SHOCK MASTER to &database username

BATCH _MASTER to &database username

ICC_MESSAGELOG to &database username

PR2 MASTER to &database username

PR2 RUN REQUEST to &database username

MF_MODEL_SCRIPT MASTER to &database username

MF_INPUT VALUES to &database username
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/

grant select on MF_MODEL OUTPUT VALUES to &database username
/

grant select on DB _MASTER to &database username

/

grant select on DSNMASTER to &database username

/

grant select on pr2 rule map to &database username

/

grant delete on pr2 rule map pr to &database username

/

grant insert on pr2 rule map pr to &database username

/

grant update on pr2 rule map pr to &database username

/

grant select on pr2 rule map pr to &database username

/

grant delete on pr2 rule map pr tmp to &database username

/

grant insert on pr2 rule map pr tmp to &database username

/

grant update on pr2 rule map pr tmp to &database username

/

grant select on pr2 rule map pr tmp to &database username

/

grant select on pr2 rule map exclude to &database username

/

grant delete on pr2 rule map exclude pr to &database username
/

grant insert on pr2 rule map exclude pr to &database username
/

grant update on pr2 rule map exclude pr to &database username
/

grant select on pr2 rule map exclude pr to &database username
/

grant delete on pr2 rule map exclude pr tmp to &database username
/

I-114 Oracle Insurance Performance Application Pack



Grants for Config Schema Entities for Atomic Users

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

insert

update

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

pr2_rule map exclude pr tmp to &database username

pr2_rule map exclude pr tmp to &database username

pr2_rule map exclude pr tmp to &database username

pr2_run object to &database username

pr2 _run object member to &database username

pr2_run map to &database username

pr2 _run execution b to &database username

pr2 run execution filter to &database username

pr2 firerun filter to &database username

pr2 filters to &database username

configuration to &database username

batch parameter to &database username

component master to &database username

MDB OBJECT TYPE ATT LAYOUT to &database username

REV_OBJECT ATTRIBUTE DTL to &database username

FORMS LOCALE MASTER to &database username

mdb_object dependencies to &database username

mdb_execution details to &database username

REV_STAT DATA to &database username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

REV_OBJECT REPOSITORY B to &database username

REV_OBJECT REPOSITORY TL to &database username

REV_OBJECT ATTRIBUTE DTL MLS to &database username

REV_OBJECT APPLICATION MAP to &database username

MDB OBJ_EXPR DETAILS to &database username

MDB_EXECUTION DETAILS to &database username

REV_OBJECT TYPES CD to &database username

REV_OBJECT TYPES MLS to &database username

REV_APPLICATIONS CD to &database username

REV_APPLICATIONS MLS to &database username

METADATA BROWSER LOCALE to &database username

MDB_STAT DATA to &database username

MDB OBJECT TYPE LAYOUT to &database username

ofsa md id ref to &database username

MDB_ETL MAPPING to &database username

setupinfo to &database username

LOCALEREPOSITORY to &database username

MF_MODEL_MASTER to &database username
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grant select on MF_SANDBOX MASTER to &database username

grant select on MF_VARIABLE MASTER to &database username

grant select on MF_TECHNIQUE MASTER to &database username

grant select on MDB_RULE SOURCE HEADER to &database username

grant select on MDB_RULE TARGET HEADER to &database username

grant select on MDB_RULE TARGET MEMBER HEADER to &database username

grant select on MDB_RULE GRID DATA to &database username

grant select on MDB _MODEL MAPPING to &database username

grant delete on AAI MAP MAPPER to &database username

grant insert on AAI MAP MAPPER to &database username

grant update on AAI MAP MAPPER to &database username

grant select on AAI MAP MAPPER to &database username

grant select on RTI_UI EXCLUDE PDM LIST to &database username

grant select on RTI VIR PHY TBL NAME to &database username

grant select on infodom patches to &database username

Appendix I-117



Grants for Config Schema Entities for Atomic Users

I-118 Oracle Insurance Performance Application Pack



J

Appendix

This section provides detailed instructions to migrate for excel upload.

Prerequisites

The following are the prerequistes for migration.

"Data model in ATOMIC schemas should be same on the source and target setups
"OFS AAI (platform) patch level version should be same on the source and target setups.
"PL/SQL Developer to connect and query the database.

"WinSCP to connect and access server file system.

Migration for Excel Upload

To migrate, follow these steps:

1.

6.

Open PL/SQL Developer and logon to the source setup's configuration (CONFIG) schema
by entering the appropriate username and password.

In a new SQL window query the data of table EXCEL._MAPPING MASTER.

Open a new session in PL/SQL developer and logon to the target setup's configuration
(CONFIG) schema by entering the appropriate username and password.

Insert the records from Step 1 above in to this table.

In V_INFODOM column of EXCEL_MAPPING MASTER table update the infodom name with
the target infodom name.

Note: If all the mappings can work out of the single target Infodom, update
same Infodom value across all rows. If only few mappings will work out of
the target infodom, update the infodom value for selective records. Kindly
note, excel upload mappings will work only if the target infodom has same
data model entities as used in the mappings defined on source setup.

Update V_CREATED BY column with the name of any user present in the target setup that
has appropriate roles to perform Excel Upload tasks.

Note: It is mandatory to update values for V_INFODOM and V_CREATED BY
columns.
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7. Open WinSCP and login a new session by entering the host name, port number, user name
and password to access the source setup.

8. Navigate to the folder referred as FTPSHARE.

9. Copy the excel-entity mapping xml file(s) which are located in this folder according to
their folder structure on to your desktop. For example: /ftpshare
/STAGE/ExcelUpload/$SOURCE INFODOM NAME/$EXCEL FILE NAME.xml

Note: Actual file name of Excel Sheet is mentioned in the V_EXCEL NAME
column of EXCEL_MAPPING MASTER table.

10. Copy the excel templates (.xIs/ .x1sx) file(s) which are located in this folder according to
their folder structure on to your desktop. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

Note: Ignore this step if files are not present at the location.

11. Login a new session in WinSCP by entering the host name, port number, user name and
password to access the target setup.

12. Copy the xml file(s) from Step3 to the below location in the target setup. For example:
/ftpshare/STAGE/ExcelUpload/$TARGET_INFODOM_NAME/$EXCEL_FILE_NAME.xml

Note: S$TARGET INFODOM NAME should be target setup infodom in which
you have uploaded the appropriate data model and the name should be same
as the V_INFODOM column value updated in EXCEL_MAPPING MASTER table.

13. Copy the xIs/ xIsx file(s) from Step 3 to the below location in target setup. For example:
/ftpshare/STAGE/ExcelUpload/TEMPLATE/*.x1ls or *.xlsx

Note: Ignore this step if files are not present at the location.
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The ojdbc<versions.jar file should be copied based on Database & Java version. Refer to
the following table for details.

Table K—1 JDBC Jar files version details

Oracle Datbase
Version JDK Version Supported JDBC Jar files specific to the release
12.1 or 12cR1 JDK 6, JDK 7, and JDK 8 0jdbc7.jar for JDK 7/JDK8
0jdbc6.jar for JDK 6
11.2 or 11gR2 JDK 6 & JDK 5 0jdbc6.jar for JDK 7
JDK 7 supported in 11.2.0.3 0jdbc6.jar for JDK 6
and 11.2.0.4 ojdbes.jar for JDK 5
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This section explains the configurations required to upgrade an existing OFSAA 8.0.x Java 7
instance to Java 8. It consists of the following topics:

Prerequisites

Prerequisites

Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8§

Web Application Server Configurations

OFSAA Generic Configurations

OFSAA Configurations for New Web Application Server Installation

The following are the prerequisites for upgrading OFSAA 8.0.x Java 7 instance to Java 8:

Java 8 should be installed on the OFSAA server and Web Application Server.

Oracle WebLogic Server should be 12.1.3.0 or above. Download and install patch
18729264 from http://support.oracle.com for the same.

Note: IBM WebSphere 8.5.x (Full Profile) on Java 8 is not available.

Steps for upgrading OFSAA 8.0.x Java 7 instance to Java 8

To upgrade OFSAA 8.0.x Java 7 instance to Java 8, follow these steps:

1.

Configure Web Application Server to Java 8. For more information, refer Configuring Web
Application Servers.

Configure the OFSAA instance to Java 8. For more information, refer OFSAA Generic
Configurations. For a newly installed Web Application Server, refer OFSAA
Configurations for New Web Application Server Installation

Restart the OFSAA services. For more information, refer the Start/Stop Infrastructure
Services section in Chapter 6, "Start and Stop of Infrastructure Services"

Generate the application EAR/WAR file and redeploy the application onto your configured
web application server. For more information on generating and deploying EAR / WAR
file, refer Appendix C.
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Web Application Server Configurations

Web Application Server Configurations

This section describes the changes to be made in the Web Application Server. Following are the
two options to perform Web Application Server Configurations which are listed as follows:

» Upgrade the existing Web Application Server installation to Java 8
» Install a new instance of the Web Application Server with Java 8
This section consists of the following topics:

*  Oracle WebLogic Server Updates

*  Apache Tomcat Server Updates

Oracle WebLogic Server Updates

Perform the following configurations to upgrade the existing WebLogic server instance to Java
8:

1. Navigate to <WLS_ HOME>/Middleware/Oracle Home/wlserver.

2. Editthe product .properties file. Set JAVA HOME, WLS_ JAVA HOME,
JAVAHOME properties to the new Java path and java.vm.version to the new Java
version. For example,

JAVA HOME=/usr/java/jdk1.8.0 45
WLS_JAVA HOME=/usr/java/jdkl.8.0 45
JAVAHOME=/usr/java/jdk1.8.0 45
java.vm.version=1.8.0_ 45

3. Navigate to <WLS_HOME>/Middleware/Oracle Home/user
projects/domains/<domain>/bin. Update SUN JAVA HOME, DEFAULT
JAVA HOME, JAVA HOME in the setDomainEnv. sh file to point to the new Java
path. For example,

SUN JAVA HOME="/usr/java/jdkl.8.0 45"
DEFAULT SUN JAVA HOME="/usr/java/jdkl.8.0 45"
JAVA HOME="/usr/java/jdk1.8.0 45"
4. Clear the Application cache. Navigate to the following path and delete the files:

<Weblogic installation location>/domains/<Domain names>/servers/<Server
name>/tmp/ WL user/<Application name>/qaelce/jsp servlet

If you wish to install a new instance of the Oracle WebLogic Server, follow these steps:
1. Install Oracle WebLogic Server 12.1.3.x on Java 8.

2. Perform the configurations for the newly installed WebLogic server. For more information
refer Configuring Resource Reference in Weblogic Application Server.

Note: While creating WebLogic Domain, the Listen Port should be set same
as that of the existing Domain.

Note down the new Domain path to perform OFSAA Configurations.
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Apache Tomcat Server Updates

Perform the following configurations to upgrade the existing Apache Tomcat Server from Java

7 to Java §:

1. Login to the Apache Tomcat Server as a non-root user.

2. Editthe user .profile. Update the value for JAVA HOME from JRE 1.7 to JRE 1.8. For
Example,
JAVA HOME=/usr/java/jrel.8.0_ 45

3. Clear the Application cache. Navigate to the following path and delete the files:

<Tomcat installation folder>/work/Catalina/localhost/<Application
name>/org/apache/jsp

If you wish to install a new instance of the Apache Tomcat Server, follow these steps:

1.
2.

Install Apache Tomcat Server 8 with Java 8.

Perform the configurations for the newly installed Tomcat server. For more information
refer Configuring Resource Reference in Tomcat Application Server.

Note: Update the Connector Port in
/apache-tomcat-8.0.21/conf/server.xml file to that of the
existing Tomcat instance.

Note down the new deployment path to perform OFSAA Configurations.

OFSAA Generic Configurations

This section consists of the following topics:

User .profile Settings

Configurations for Java 8

User .profile Settings

Perform the following configurations:

1.
2.

Login to the OFSAA Server as a non-root user.

Edit the user .profile. Update the value for PATH variable from JRE 1.7 to JRE 1.8.
For Example,

PATH=/usr/java/jdk1l.8.0 _45/jre
JAVA BIN=/usr/java/jdk1l.8.0 45/jre/bin

LD LIBRARY PATH=$LD LIBRARY PATH:/usr/java/jdk1.8.0
45/9jre/lib/amdé4 /server

Configurations for Java 8

Perform the configurations explained in the section Configurations for Java 8§
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OFSAA Configurations for New Web Application Server
Installation

This configuration is required only if you have freshly installed Oracle WebLogic 12.1.3 or
Apache Tomcat Server 8.0. Follow these steps:

1.  Modify the following parameters in the Configuration table present in the Config Schema
with the new Domain Path in case of WebLogic or with the new deployment path in case
of Tomcat:

* DeFiHome
* REV_IMG PATH
+ EMBEDDED JSP JS_ PATH
2. Login to the OFSAA Server as a non-root user.

3. Navigate to SFIC _HOME/ficweb/webroot /WEB INF and update the following
parameters in the web . xml file with the new Domain path in case of WebLogic or with
the new deployment path in case of Tomcat:

e FIC PHYSICAL HOME LOC
e FIC HOME

e ICC_SERVLET LOG FILE

4. Navigate to SFIC_HOME/ficweb/webroot/conf and update the Domain path in
case of WebLogic or with the new deployment path in case of Tomcat:

e OFSAALogger.xml

e MDBLogger.xml

e RevLog4jConfig.xml

* RFDLogger.xml

e ExportLog4jConfig.xml
* RFDLogger.xml

* PR2Logger.xml
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This section of the document consists of resolution to the frequently asked questions and error
codes noticed during OFSAALI installation.

* Frequently Asked Questions
*  Error Dictionary

OFSAALI installer performs all the pre-requisite validation check during installation. Any errors
encountered in the process is displayed with an appropriate Error Code. You can refer to the
Error Dictionary to find the exact cause and resolution to rectify the error.

Frequently Asked Questions

You can refer to the Frequently Asked Questions which has been developed with the interest to
help you resolve some of the OFSAALI Installation and configuration issues. This intends to
share the knowledge of problem resolution to a few of the known issues. This is not an official
support document and just attempts to share the knowledge of problem resolution to a few of
the known issues.

*  OFSAAI FAQs
e Application Pack 8.0.0.0.0 FAQs

e Forms Framework FAQs

OFSAAI FAQs
What are the different components that get installed during OFSAAI?

The different components of OFSAALI are illustrated in Figure 1-2, "Components of
OFSAAI".

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
Can the OFSAA Infrastructure components be installed on multi-tier?

No. OFSAA Infrastructure components (ficapp, ficweb, ficdb) cannot be installed on multi-tier.
By default, they will be installed on single-tier. However, OFSAA Infrastructure can be
deployed within the n-Tier architecture where the Database, Web Server and Web Application
Server is installed on separate tiers.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?
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JDK is not required during installation of OFSAA and only a run time is needed for
details. Refer Configurations Supported for Java 7 and Configurations Supported for Java
8, Java Runtime Enviromen section.

Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA and
cannot be uninstalled as the JRE is used by the OFSAA system to work.

How do I know what is the Operating system, webservers and other software versions that
OFSAA supports?

Refer to OFSAA Technology Stack Matrices.
What are the different files required to install OFSAAI?

The following files are required:

* setup.sh.

* envCheck.sh

» preinstallcheck.sh

*  Verlnfo.txt

*  OFSAAlnfrastructure.bin

» validatedXMLinputs.jar

* MyResources_en US.properties

*  log4j.xml

* OFSAAI PostlnstallConfig.xml

* OFSAAI InstallConfig.xml

» privileges config user.sql

* privileges atomic_user.sql

XML Utility.jar

What should I do if I get the following error message during installation, " Execute
Permission denied"?

Please check whether all the files provided for OFSAALI installation has execute
permissions.

To give execute permissions,
* Navigate to the path OFSAAI 80000 and execute the command
chmod 755
"Graphical installers are not.."

If error resembles "Graphical installers are not supported by the VM. The console mode
will be used instead..." then check whether any of the X-windows software has been
installed.

Example: Hummingbird Exceed is started and configured to Graphical mode installation.

Note: Type 'xclock' from prompt and this should display clock in graphical
mode.
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""No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your PATH
environment variable. You must install a VM prior to running this program", then

*  Check whether "java path" is set in PATH variable. See the Table 3—1, " Prerequisite
Information"section in this document.

*  Check whether sufficient temporary space is available.

* Ensure that the movement of OFSAALI Installer text files to the target system is done in
the Text mode so that setup. sh file does not contain control line feed characters
("M).

During the installation, what should I do if the error message shows "OracleDriver Files Not
Found, Please Choose the Right Path To Continue"'?

Check whether the provided path for Oracle Driver files is correct and whether the user has
permissions to access the files.

During installation, what is to be done if the error always reads ""User must have CREATE
TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE SEQUENCE,
CREATE PROCEDURE" even though the oracle schema user created has the mentioned
privileges?

OFSAALI installer validates the database details provided during installation, so ensure:

Whether the oracle schema user has the required set of privileges for successful
installation.

Whether the oracle schema user has been created with quota privileges on tablespace to
create database objects.

See the Table 3—1, " Prerequisite Information"section in this document.
Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAALI installation, one has to perform the Post
Installation steps. See Chapter 5, "Post Installation Configuration".

What is to be done when OFSAAI Installation is unsuccessful?

OFSAALI installer generates log file OFSAAInfrastructure Install.log in the
Infrastructure Installation Directory. There is also another log file created in the path
configured in Log4j .xml. The logs of any of these reported, Warnings/Non Fatal
Errors/Fatal Errors/Exceptions should be brought to the notice of the OFSAAI Customer

Support. It is recommended not to proceed, until the reported problems are adequately
addressed.

How do I completely uninstall OFSAAI?

OFSAALI can be completely uninstalled by performing the steps provided in Uninstalling
OFSAA Infrastructure in the OFS AAAI Installation and Configurtion Guide Release 8.0.

Can OFSAAI config and atomic schemas be on different databases?

OFSAALI requires both config and atomic schemas to be present on the same database
instance.

How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database
permissions) to the new Atomic schema.

* Log into the database as sys and connect as sysdba user.
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* Execute the file privileges config user.sql available under SFIC_HOME
directory

* Enter the database schema for which you want to grant privileges.
When should I run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFSAAI Administration
Guide in the OTN section.

Does OFSAAI support Oracle Linux versions other than 5.5?

OFSAALI supports the Oracle Linux versions from 5.5 up to 5.10 and also from 6.0 and
above.

On the UNIX System terminal, error message shows "Insert New Media. Please insert Diskl
or type it's location""while executing ./setup.sh, what should be done?

1. Login as root user on the Unix machine where OFSAALI is getting installed.

2. Navigate to the path /etc/security/.

3. Edit the file 1imits.conf to add/edit a row for the unix user installing OFSAA:
<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAALI is getting installed
and execute the command:

ulimit -n
The command should return the value 9216.
How do I verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the installation, a
Pre-Install Check utility is available within the Install Kit archive file. This utility can also
be obtained separately by contacting Oracle Support.

See Verifying the System Environment section for additional information.
How do I know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check automatically
on successful installation of the product. To rerun the post install verification at a later
time, perform the following steps:

1. Navigate to the path SFIC_HOME (Product Installation Directory).
2. Execute the command:
./piverify.sh
What should I do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the installation in
GUI mode. Verify whether the steps mentioned under Configuration for GUI Mode
Installation section are done correctly.

What should I do if there are any exceptions or errors in installation and how to proceed?
1. Please backup the installation logs.
2. Share the backup logs with Oracle support.

On Solaris 11 system, if one gets the following error message during OFSAAI installation,
what should be done:

"Error: OFSAAI-1108
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ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found"

Or

"Time zone cannot be set as null or 'localtime’ "

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set the
environment variable TZ to a valid time zone region in the .profile file. For example,

TZ=Asia/Calcutta
export TZ

What happens if the installation process is abruptly terminated or aborted? What should 1
do?

If the installation is abruptly terminated, then the installation process will be incomplete.
To recover from this, follow the below steps:

1. Drop the DB objects in the config schema created by OFSAALI installation.

2. Open the .profile and remove the entries made by the OFSAAI installation which
are made between the comment statements, #Beginning of entries by OFSAA
Infrastructure installation and #End of entries by OFSAA Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAALI installer.
4. Perform the OFSAALI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech matrix
and installation guide?

No, all the supported softwares and versions are stated in the OFSAA Technology Stack
Matrices.

What should one do if the database connection from connection pool throws an error
"java.sql.SOQLRecoverableException: 10 Error: Connection reset"?

This happens while running several database intensive tasks in parallel. To correct this
error, add the line securerandom. source=file:/dev/./urandom in the
java.security configuration file available in SJAVA HOME/jre/lib/security/ path.

Note: This needs to be configured on all the machines or VMs where the
OFSAAI components are installed.

If the issue is not resolved even with the above settings, check the MTU(Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and updating
them, contact your system Administrator.

When I invoke setup.sh file from my install archive, it throws syntax errors/file not found
error messages, what should I do?

This could mostly happen:
*  When installer was not unzipped rightly or corrupted during unzip.

» setup.sh file which resides within the install archive was not transferred in ASCII or
text mode, which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA
Infrastructure components will be installed.
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2. Unzip the installer using the command:
unzip <OFSAAI Installers>.zip

3. The corrupted setup. sh file would have introduced certain “M characters into the
file. You can remove “M characters from setup.sh file by following the below steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAI 80000.
c. Open the setup.sh file in the vi editor using the command: vi setup.sh.

d. Inside vi editor in Esc mode, type: %s/*M//g

Note: To enter “M, hold the CTRL key then press V and M in succesion.

e. Save the setup. sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a standard
or enterprise edition. So, OFSAAI will work with standard edition as well.

We do not recommend standard edition because it will not scale and does not support
partition pack, database security vault, or advanced analytics.

What should I do if I get the following error message while executing ./reveleusstartup.sh file
on the UNIX System terminal "./reveleusstartup.sh: /java: Execute permission denied'?

*  Ensure JAVA BIN environment variable path is set on the "unix user" terminal from
where the reveleusstartup. sh file is invoked.

* Ensure the .profile where the environment/ path settings are made has been
executed successfully.

What happens when the OFSAAI Application Server does not proceed even after providing
the system password?

Ensure that, the System Password provided when prompted should match with the "Oracle
Configuration password" provided during installation. Also check whether the connection
to the "configuration schema" can be established through sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers are
started, and the application URL is accessed, it gives an error message "'the page cannot be
found or displayed' or "Could not retrieve list of languages from Server. Please contact the
system administrator''. What should I do?

Ensure OFSAAI servers have been started and are running successfully. On the server start
up parameters options, see Starting Infrastructure Services section.

For more details on the issue, refer on to the Revappserver log in SFIC_APP
HOME/common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completion of installation?

The "Oracle schema" user requires the necessary grants specified before, during, and after
the installation process. Grants provided should never be revoked as the application makes
use of these grants all the time.

Can I have distributed OFSAAI Application Server for load balancing?
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OFSAALI Application server can be scaled out/distributed across different JVM's
(machines) based on the various services and Information Domains, in other words, Load
balancing could be achieved with distribution of services.

Why do I need Ftpshare? Why is it needed on all the layers? Can I have fipshare on another
machine other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the ftpshare directory. The ftpshare contains folders for each
Information Domain, with each Information Domain folders holding Erwin, log, and
scripts folder. The transfer of data among the Web, Application, and Database servers in
Infrastructure takes place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers by
providing App server's FTP/SFTP credentials to the Web server and DB server users.

Yes, we can have ftpshare on another machine other than the machines where OFSAAI is
installed.

Is it mandatory to provide the fip/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on ftpshare
directory, and should be able to independently login to the unix server.

What are the permissions required for fipshare and when should I give them?

It is recommended to provide permissions on ftpshare in case of installations done across
different machines or VMs (multitier installation ).

In case of single tier installation, 770 permissions can be provided if the unix users of
OFSAALI and web server belong to the same unix group.

And on any new file that is created in the 'ftpshare' folder of any installation layer should
be granted specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are currently
being used by the Infrastructure application. For more information, refer Changing IP/
Hostname, Ports, Deployed Paths of the OFSAA Instancesection.

Are there any in-built system administration users within OFSAAI Application?

The three in-built system administration users are provided to configure and setup
OFSAAL

* SYSADMN
« SYSAUTH
GUEST

Does OFSAAI Application support both FTP and SFTP?
OFSAALI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards using the
OFSAAL

OFSAAI Configuration: Unable to save the server details?
*  Ensure the input User ID, Password, and Share Name are correct.
e Ensure FTP/SFTP services are enabled.

* Have a test FTP/SFTP connection made and confirm if they are successful.
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During Information Domain creation, the message "Please create a database and then
create the information domain' appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation of
Information Domain, at least one database details would need to exist.

The message ""ConnectToDatabase: FatalError, could not connect to the DB server' appears
during startup of backend engine message server. What do I need to do?

*  Verify whether connection to the "configuration schema" can be established through
sqlplus.

*  Verify "configuration schema" password is modified post installation.

« Ensure oracle database alias name created for oracle instance and oracle service name
are same.

¢ On a multi tier Installation mode, ensure TNSNAME and SID are the same in both the
Application and Database Layers.

The message ""Fatal Error, failed to get user ID from LibSmsConnect" appears during the
startup of backend engine message server. What has to be done?

Ensure Reveleus.sec file exist under the SFIC_HOME/conf directory where the Database
components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAALI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?
Yes, OFSAALI supports multiple languages.
Does OFSAAI provide any data back-up features?

OFSAALI does not have built-in back up facility. External Storage Infrastructure is
recommended for back-up.

What kind of security features does the OFSAAI provides?
OFSAALI provides security at:
* Segment Level - Users can access only the segment they are mapped to.

* Application Level - Users can perform an operation only if mapped to appropriate role
and functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAALI provides configurable parameters to define number of days after which the user
password would expire and then the user is forced to change the password after expiration
period.

What is the password policy followed in OFSAAI?

OFSAALI enforces a minimum password length with a combination of Upper and Lower
case characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to ERwin
4.1, ERwin 7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?

OFSAALI provides two mechanisms for business data model upload:
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* Easy to use GUI based Model upload mechanism to upload the Business Data Model
through Unified Metadata Manager --> Import Model.

* OFSAAI also provides a model upload utility "upload.sh" for uploading the business
data model through the command line parameter by executing this shell script file
under the path <FIC HOME>/ficapp/common/FICServer/bin.

Refer the section Run Model Upload Utilityof the OTN for details.

The Business Data model undergoes changes; how does this incremental change get applied
to the existing model?

Modified data model can be uploaded into the system and OFSAALI has the ability to
compare the changes within the data model with respect to the one already present in the
system and enables propagation of incremental changes in a consistent manner.

What are the different types of uploading a business data Model?

OFSAALI supports uploading of business data model from client desktop and also by
picking up the data model from the server location.

Can the OFSAAI "Configuration Schema'' password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation. OFSAAI
application stores the password in the database and few configuration files, thus any
changes to the "configuration schema" password would necessitate updating in these.
Contact OFSAAI support for more details.

Can the OFSAAI "Atomic Schema' password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application stores the
atomic schema password in the database and few configuration files , thus any change to
the atomic schema password would necessitate updating the password.

To change the Atomic Schema password, follow the steps:
1. Login to OFSAA.

2. Navigate to System Configuration > Database Details window. Select the appropriate
connection, provide the modified password and save.

3. Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator >
Define Sources window. Update the appropriate Source details.

a. If you are using Apache Tomcat as Web server:

*  Update the <Context> -> Resource tag details in server.xml file from the

SCATALINA HOME/conf folder. (In case of Tomcat only Atomic <Resource> will
exist).

b. Ifyou are using WebSphere as Web server:
Login to the WebSphere Administration Console from the left side menu.

Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

Select the appropriate Data Source and edit the connection details. (In this case,
both Config and Atomic data sources need to be modified).

c¢. Ifyou are using WebLogic as Web server:
Login to the WebLogic Administration Console from the left side menu.

Under Domain Structure list box, expand the appropriate Domain and navigate to
Services > JDBC >Data Sources. A list of data sources will be populated on the
right side.
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*  Select the appropriate Data Source and edit the connection details. (In this case,

both Config and Atomic data sources need to be modified).

4. Restart the OFSAAI services

Note: If the modified passwords are not updated, OFSAAI logs displays the
message ORA-28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory settings on the
client and server machines. Java memory setting varies with the data model size and the
available RAM. Contact OFSAAI support for more details.

Why do the Business Metadata Management screens (Business Processors screen) in User
Interface, takes longer time to load?

The Log file in DynamicServices.xml which resides in SFIC_HOME/conf is
continuously being updated/refreshed to cache metadata. This can be observed when you
are starting reveleusstartup.sh and if any of the log file (Ex: SMSService.log) in
DynamicServices.xml is being continuously refreshed for longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being
updated beyond this limit, retrospectively the preceding entries are overwritten. For
example, the 1001th entry is overwritten by deleting the first entry. This results in the
application screen taking a longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf,
depending on the currently logged count for the specific metadata.

1. Generate the Log report by executing the below query in config schema.
select count (1), t.metadata name, m.dsn_id
from metadata master m, metadata type master t
where m.metadata type = t.metadata type
group by t.metadata name, m.dsn_id

2. The above query returns a list of codes with their respective metadata count. You can
refer to "metadata_type master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed beyond
the specified cache size limit. Accordingly increase the cache size limit in
Dynamicservices.xml depending on the currently logged count for the specific
metadata.

For example, if the "MEASURE CACHE_SIZE" is set to 1000 and total measure
reported in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAALI servers (Web and APP) and check the issue.

What should I do if I get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy. sh file which is present under
<WebSphere Install directorys>/AppServer/deploytool/itp. For example,

$JAVA CMD \
-Xbootclasspath/a:$ejbd bootpath \

Xms256m -Xmx1024m \
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What configurations should I ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSAAI Unified Metadata
Manager- Import Model, you need to configure the required model size in struts.xml
file available in the path $SFIC WEB_HOME/webroot/WEB-INF/classes.

Note: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can
approximately set the max size to 3GB (3221225472 bytes) as indicated below, in order to
avoid size constraints during model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xml file, generate the application EAR/WAR file and redeploy
the application onto your configured web application server. For more information on
generating and deploying EAR / WAR file, see Configuring Web Application Servers.

What should I do if my Hierarchy filter is not reflecting correctly after I make changes to the
underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the underlying
Hierarchy has been changed. This can occur in hierarchy maintenance, where you have
moved a member to another hierarchy branch, and that member was explicitly selected in
the Filter and is now a child of a node which is already selected in the Filter.

Please refer to Support Note for the workaround.
How do I turn off unused information domains (infodoms) from cache?
Follow the below steps to turn off unused infodoms from cache:
Navigate to SFIC_HOME/conf in the APP layer of your OFSAAI installation.
1. Inthe DynamicServices.xnl file, identify the section for <Service code="20">.
2.  Modify the value of parameter CACHE _ON_STARTUP to 0 (default is 1).

3. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, see Configuring Web
Application Servers.

4. Restart the OFSAAI Services (APP and WEB). For more information, see Chapter 6,
"Start and Stop of Infrastructure Services".

Note: This setting will cache the Infodom metadata only for the infodoms
that get accessed upon user login. Infodoms which do not get accessed, will
not be cached.

Sample code is pasted below:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE ON STARTUP" VALUE="0" />
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<PARAMETER

<PARAMETER

<PARAMETER

<PARAMETER

<PARAMETER

<PARAMETER

NAME="BACKUP XML" VALUE="1" />

NAME="MAX BACKUP XML" VALUE="2" />
NAME="PC NONBI BI SWITCH" VALUE="2048" />
NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
NAME="ALIAS CACHE SIZE" VALUE="1000" />

NAME="DATASET CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG_GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS >

</SERVICE>

Can I install an Application Pack on an existing Atomic schema/ Information Domain
created manually?

No, you cannot install an Application Pack on existing Atomic schema/Information Domain
created manually. Application Packs can be installed only on Atomic Schemas/Information
Domain created using schema creator utility and/ or the Application Pack installer.

When trying to view the model outputs in Model Outputs screen, I get ""Exception ->Local
Path/STAGE/Output file name (No such file or directory)".

Ensure you have created a folder "STAGE" under the path mentioned as "Local Path" in the
web server details screen. This folder needs to be created under the local path on every node ,in
case of web application server clustering.

During OFSAA services startup, I get Exception in thread "main"
java.lang.UnsatisfiedLinkError: net (Not a directory)?

Ensure the JRE referred in .profile is not a symbolic link. Correct the path reference to point to
a physical JRE installed.

What is the optimized memory settings required for "New'' model upload?

The following table lists the optimized memory settings required for "New" model upload.
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Table M—1 Optimized Memory Settings for New Model Upload

Model Upload Options

Size of Data Model XML
File

X ARGS_APP ENV
Variable in OFSAAI
APP Layer

Pick from Server

106 MB

"-Xms1024m
-Xmx1024m

36 MB

"-Xms2048m
-Xmx2048m

815 MB

"-Xms4096m
-Xmx4096m

1243 MB

"-Xms6144m
-Xmx6144m

Model Upload Utility

106 MB

"-Xms1024m
-Xmx1024m"-Xms2048m
-Xmx2048m

336 MB

"-Xms4096m
-Xmx4096m

815 MB

"-Xms4096m
-Xmx4096m

1243 MB

"-Xms6144m
-Xmx6144m

Save New Erwin File In
Server

106 MB

"-Xms1024m
-Xmx1024m

336 MB

"-Xms2048m
-Xmx2048m

"-Xms4096m
-Xmx4096m

"-Xms6144m
-Xmx6144m

What is the resolution if I get the error - ORA 01792 maximum number of columns in a table

or view is 1000 during T2T execution?

You should apply the below patch set from Oracle. Applicable only for 12c.

https://support.oracle.com/epmos/faces/DocumentDisplay?id=1937782.1

1 did not enable OFS Inline Processing Engine Application license during the installation.
However, I have enabled it post installation, using the Manage OFSAA Product License(s) in
the Admin Ul Are there any other additional configurations that I need to do?

Yes. Follow the instructions explained in the OF'S Inline Processing Engine Configuration
Guide.

I get an error when I try to build an Oracle OLAP cube. What should I do?

Execute the below grant on the appropriate ATOMIC schema
grant olap user to &database username

How do I turn off unused Information Domains (Infodoms) from caching?
Follow these steps to turn off unused infodoms from caching:
1. Navigate to SFIC_HOME/conf in the APP layer of your OFSAALI installation.

2. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
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3.  Modify the value of parameter CACHE _ON_STARTUP to 0 (default is 1).

4. Repeat the same in the WEB layer too. Generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR / WAR file, refer to the Post Installation
Configuration section.

5. Restart the OFSAAI Services (APP and WEB). For more information, refer to the Starting
Infrastructure Services section.

Note: This setting will cache the Infodom metadata only for the infodoms
that get accessed upon user login. Infodoms which do not get accessed, will
not be cached.

Sample code is pasted below:

<SERVICE CODE="20"
CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider" NAME="BMD"
SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS >

<PARAMETER NAME="CACHE ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_XML" VALUE="1" />

<PARAMETER NAME="MAX BACKUP_XML" VALUE="2" />

<PARAMETER NAME="PC NONBI BI SWITCH" VALUE="2048" />

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="2000" />

<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="RDM CACHE SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000" />
<PARAMETER NAME="LOG GET METADATA" VALUE="false" />

<PARAMETER NAME="METADATA PARALLEL CACHING" VALUE="0" />
</PARAMETERS>

</SERVICE>

"While creating an Excel Mapping, after specifying the excel worksheet, the target table, and
mapping each column in the worksheet to a target table, I click SAVE and nothing happens.
But when I click CANCEL, a message pops up informing me that all changes will be
discarded", what is to be done.
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Check if the excel mapping creation is done using I.E 8 with JRE 1.4 plug in enabled on
machine. If so, upgrade the JRE plug in to 1.7+.

Can Multiple OFSAA Infrastructure instances share the same config schema?
No, only one OFSAA environment can be installed using one config schema.

Can Atomic schema be shared?

Yes, it can be shared between two OFSAA instances.

While setting a firewall, which ports should be opened for communication between the
‘Web Server (Apache HTTP Server/ Oracle HTTP Server/ IBM HTTP Server) and the
‘Web Application Server (WebSphere/ WebLogic/ Tomcat) for OFSAAI to operate
properly?

The OFSAA Servlet port which is same as Web server port should be open. Also the web
application port should be open.

Can I modify the NLS_LENGTH_SEMANTICS to BYTE from CHAR for the Database
where older versions of OFSAA is Installed?

Yes, NLS LENGTH_SEMANTICS can be modified to BYTE from CHAR if you are not
intending to use multi language support.

Can I install already installed application in a different infodom?
No, it is not possible to install the same application in two different infodoms.

I want to configure OFSAA for High Availability that is weblogic cluster on which OFSAA.ear
is deployed and cluster OFSAAI processes (such as Reveleus etc) are runnning.

Is this a supported confuguration?

High Availability is available for WebLogic cluster and DB level as active-active, but is not
available on the application side. OFSAA can have active-passive high availability. For more
details, refer Configuring OFSAA in Clustered Environment Guide.

During OFSAA installation should I provide web application server's IP /Hostname and
port or web server's IP/Hostname and port, if the Apache HTTP Server/ Oracle HTTP
Server/ IBM HTTP Server are configured?

In case the web server is configured, you should enter the Web Server IP Address/Hostname
and Port details during OFSAA installation. Here the Servlet port should be same as the Web
Server port.

If Web Server is not configured, the Web Application Server's I[P Address/ Hostname and Port
is required during the installation process. Here the Servlet port should be same as the Web
application Server port.

Is "ReveleusAdminConsoleAgent'" applicable for OFSAAI 8.0.0.0.0 and higher versions?

No, ReveleusAdminConsoleAgent is not applicable starting OFSAAI 7.3.3.0.0. There is a
change in the way agentservers are managed through AGENTSTARTUP. SH &
AGENTSHUTDOWN . SH.

‘What should I do when the message server process does not open and I get the following
error message, ''CI18NProvider::CI18NProvider, Error, unable to connect to the config
database"?

This error is displayed due to the following reasons:

* The Config Schema password is already expired.
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If the config schema password is going to expire soon and the message like "ORA-28002:
the password will expire within 6 days" displays while connecting to config schema
through sqlplus.

The Config schema password is Modified.

To resolve the error, re-set the config schema password to the old password. Else, if the config
schema password is modified to something else then follow the below steps:

1.
2.

Delete the SFIC_HOME/conf/Reveleus.SEC file.

Shutdown the OFSAAI App service: cd SFIC_APP HOME/common/FICServer/bin
./stopofsaai.sh

Shutdown the OFSAAI App service: cd SFIC_APP HOME/common/FICServer/bin
./stopofsaai.sh

Start the Infrastructure Server in foreground directly on the server or through XWindows
software using the command: . /startofsaai.sh

Enter System Password.

Enter the new Config schema password. The service starts and initializes if it is able to
successfully connect to the DB and generates the Reveleus. SEC file.

Post successful startup of the service, if required, the Infrastructure server may be shut
down and restarted in the background using nohup mode.

‘What is the mechanism of Log File sizing and backup?

OFSAAI Log files created under SFIC_APP HOME/common/FICServer/logs & <OFSAAI
DEPLOYED AREA>/<CONTEXT.war>/logs is configurable in RevLog4jConfig.xml.

The default size of the log files (MaxFileSize) is set to max 5000kb & number of max backup
log files (MaxBackuplndex) retained is set to 5, both of which are configurable. Increasing
these parameters to a higher value should depend on the server HW configurations and may
reduce the performance.

To configure the Logs file size on OFSAA Application server, follow these steps:

1.
2.

Navigate to SFIC_HOME/conf where OFSAA is installed.

Edit the following parameters in the file RevLog4jConfig.xml

* <param name="file" : Enter the path where the Logs are to be generated.
* <param name="MaxFileSize" : Provide the required file size.

* <param name="MaxBackupIndex" : Provide the required number of backup files to be
created.

Example:

<appender name="REVSERVERAPPENDER"
class="org.apache.log4j.RollingFileAppender">

<param name="file" value="$FIC
HOME/ficapp/common/FICServer/logs/RevAppserver.log"/>

<param name="Append" value="true" />

<param name="MaxFileSize" value="5000kb" />
<param name="MaxBackupIndex" value="5" />
<layout class="org.apache.log4j.PatternLayout">

<param name="ConversionPattern" value="[REVELEUSLOG] %m%n"/>

M-142 Oracle Insurance Performance Application Pack



Frequently Asked Questions

</layout>
</appender>
To configure the Deployed area logs file, follow these steps:
1. Navigate to <EAR/WAR Deploy area>/conf folder.
2. Repeat step 2 from the above section.
Can we modify the Log file path?

Yes, Log file path is configurable, it can be configured in RevLog4 jConfig.xml.default log
file path (file) is set by the installer . This can be configured to another path.

Can I point the environment with HTTP enabled to HTTPS after installation and vice
versa?

Follow these steps:
1. Create SSL related certificates and import to respective servers.

2. Enable SSL on a desired Port ( example 9443 ) on your existing and already deployed web
application servers.

3. Replace the protocol as https and new ssl port (FIC_SERVLET PORT) configured and in
all the URLSs specified on below files:

* S$FIC HOME/ficapp/common/FICServer/conf/FICWeb.cfgand SFIC_
HOME/ficweb/webroot/conf/FICWeb.cfg

* S$FIC HOME/ficapp/icc/conf/WSMREService.properties

* S$FIC HOME/ficweb/webroot/conf/ModelExecution.properties

* S$FIC HOME/ficdb/conf/MDBPublishExecution.properties

* S$FIC HOME/ficdb/conf/ObjAppMap.properties

e S$FIC HOME/utility/Migration/conf/WSMigration.properties

* S$FIC HOME/utility/WSExecution/conf/WSExecution.properties

+  SFIC_
HOME /EXEWebService/WebSphere/ROOT/WEB- INF/wsdl/EXEWebServiceImpl.ws
dl

+  SFIC_
HOME/EXEWebService/Tomcat /ROOT/WEB- INF/wsdl/EXEWebServiceImpl.wsdl

+  SFIC_
HOME /EXEWebService/weblogic/ROOT/WEB-INF/wsdl/EXEWebServiceImpl.wsd
1

4. Replace XML attribute/Node values as specified on below files:
* S$FIC HOME/ficweb/webroot/WEB-INF/web.xml
FIC WEBSERVER PORT=9443
* FIC WEBPROTOCOL=https

SFIC_HOME/conf/LookUpServices.xml and $FIC
HOME/ficweb/webroot/conf/LookUpServices.xml

PORT="9443" PROTOCOL="https:"

5. Login to config schema and execute below SQL command to replace protocol and SSL
port.
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SQL> update configuration cn set cn.paramvalue='9443' where

cn.paramname='SERVLET ENGINE PORT';

SQL> update configuration cn set

cn.paramvalue=replace (cn.paramvalue, 'http:', 'https:') where

cn.paramname="'FormsManagerCacheReload';

SQL> update web_server info ws set

ws.servletport="'9443"',ws.servletprotocol="https';

6. Create EAR/WAR file and Re-Deploy.

‘What should I do if the sliced data model upload takes a long time to complete?

If the metadata cache size is set to a lower value than the actual count of each metadata type (
hierarchy, dataset, dimension etc), then it gets into performance degrade issues. We have to
increase the cache size for each metadata type according to the count in the environment.

Following are the parameters in DynamicServices.xml to be configured depends on the

metadata count in your environment.

<PARAMETER NAME="HIERARCHY NODE LIMIT" VALUE="2000"/>

<PARAMETER NAME="ALIAS CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="DATASET CACHE SIZE" VALUE="2000"/>

<PARAMETER NAME="MEASURE CACHE SIZE" VALUE="3000"/>

<PARAMETER NAME="HIERARCHY CACHE SIZE" VALUE="2000"/>

<PARAMETER NAME="DIMENSION CACHE SIZE" VALUE="2000"/>

<PARAMETER NAME="CUBE CACHE SIZE" VALUE="1000"/>

<PARAMETER NAME="BUSINESSPROCESSOR CACHE SIZE" VALUE="2000"/>

<PARAMETER NAME="DERIVEDENTITY CACHE SIZE" VALUE="1000"/>

Metadata count can be derived based on the following queries:

select count (1) from metadata master where
metadata

select count (1) from metadata master where
metadata_type=1 --- for measure

select count (1) from metadata master where
metadata_type=2 --- for Dimension

select count(l) from metadata master where
metadata_type=3 --- for HCY

select count(l) from metadata master where
metadata type=4 --- for DATASET

select count(l) from metadata master where
metadata_ type=59 --- for BP's

select count(l) from metadata master where
metadata type=54 --- for Alias

select count(l) from metadata master where
metadata_type=5 --- for CUBES

select count(l) from metadata master where
metadata type=856 --- for Derived Entity
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Frequently Asked Questions

For LDAP authentication , which server connects with the LDAP server, the Application
server (where ofsaai is installed), or Web Application server (where EAR is deployed)?

For LDAP authentication, the Application server (ficapp) connects with the LDAP server.

The LDAP server in the setup listens on secure protocol ldaps ( port 636). I have the root
certificate of the LDAP server for SSL, and would like to know where to offload this
certificate?

You need to import the certificate into the JDK/JVM used by Reveleus server in ficapp layer.
How to relocate FTPSHARE folder?

You can run the PortC.jar utility. For more details, refer Changing IP/ Hostname, Ports,
Deployed Paths of the OFSAA Instance section in the OFSAAI Admin Guide available on
OTN.

Application Pack 8.0.0.0.0 FAQs
What is an Application pack?

An Application Pack is suite of products. For more information, refer About Oracle Financial
Services Analytical Applications (OFSAA).

Can I get a standalone installer for OFSAAI 8.0?

No. AAl is part of every application pack and installs automatically.

How does OFSAA 8.0 Application pack relate to OFSAA 7.x series?

8.0 is a new major release consolidating all products from OFSAA product suite.
Can existing OFSAA 7.x customers upgrade to OFSAA 8.0 Application Pack?

There is no upgrade path available. However, we will have migration kit / path for every
product to 8.0 application pack. Further details will be available with Oracle Support.

Does OFSAA 8.0 Application pack UPGRADE's automatically existing environments?

No. Refer Point 5. OFSAA 8.0 application pack has to be installed in an new environment and
subsequently migration path / migration kit needs to be run to migrate from 7.x to 8.0. Please
note we will have migration path only from the previously released version of OFSAA
products.

Where can I download OFSAA 8.0 Application Pack?

You can download the OFSAALI 8.0 Application Pack from Oracle Software Delivery Cloud
(OSDCQ).

What are the minimum system and software requirements for OFSAA 8.0 Application Pack?
Refer installation guide section Hardware and Sofiware Requirements section.

Is my environment compatible with OFSAA 8.0 Application Pack?

Environment Check utility performs the task. It is part of install and can also be run separately.
Has OFSAA 8.0 Application Pack is supports all Operating systems?

LINUX, AIX, SOLARIS 10, 11. Refer to Technology Matrix for the technology matrix that
OFSAA suite products are/ will be qualified on.

How can I install OFSAA 8.0 Application Pack?

Refer to Oracle Financial Services Advanced Analytical Infrastructure Installation And
Configuration Guide published in OTN for the application pack installers.

Does this installation require any Third party Software's?
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Frequently Asked Questions

Oracle Financial Services Advanced Analytical Infrastructure Installation And Configuration
Guide published in OTN lists the third party software that needs to be installed.

What languages are supported during OFSAA 8.0 Application Pack installation?

US English is the language supported.

What mode of installations OFSAA Application Pack supports? [i.e., Silent , GUI|

OFSAA Application Packs supports both, GUI and Silent Mode.

Does OFSAA 8.0 Application Pack support Multi tier Installations?

OFSAA 8.0 does single tier installation. For more information refer to OFSAAI FAQs section.

Does this Application Pack validate all Pre-requisites required for this installation i.e.,
Memory, Disk Space etc.?

Yes. The pre-requisite checks are done by the respective application pack installer.

What happens if it aborts during installation of any application with in Application pack?
Customer needs to restore the system and retrigger the installation

Does this Application pack 'Rolls Back' if any of application installation fails due to errors?
Rollback of installation is not supported.

Does the Application pack installs all applications bundled?

All application pack system files are installed but there is an option to enable the licensed
products.

Can I re-install any of the Application Packs?

You can retrigger in case of failure.

Does Application pack allow enabling / disabling any of the applications installed?
Yes. You cannot disable once the product is enabled in an environment.

I have installed one application in a Application pack and can I install any of new
applications within the Application pack later point of time?

No, installation is not required. Enabling the application is an option to use it later.
How many OFSAA Infrastructures can be installed in a single server?

There is no issue in installing separate OFSAAI installations, each with their own PFT/FTP
installations and separate associated database instances and separate Web Server installations
on the same server as long as adequate memory is allocated for each instance and as long as
each OFSAALI installation is installed using a separate UNIX user and profile. Care should be
taken if running multiple OFSAALI installations on a single server. Adequate memory will be
required for each installation as several OFSAAI processes (model upload, DEFQ services, etc)
take significant amounts of memory. So it depends on your server memory.

Is it possible to Install OFSAA 8.0 Application pack on any one of the existing 'Infodom’
where another OFSAA 8.0 application is installed?

Yes. However, the Behavioral Detection Application Pack and Compliance Regulatory
Reporting Application pack are the exceptions. They need to be installed in a different
INFODOM.

Can I select an Infodom in Application pack during installation?
Yes. You can select or change the required infodom.

Can I install all Application Packs in a 'Single Infodom'?

M-146 Oracle Insurance Performance Application Pack


http://docs.oracle.com/cd/E60058_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm
http://docs.oracle.com/cd/E60058_01/homepage.htm

Frequently Asked Questions

Yes. But Behavioural Detection Pack and Compliance Regulatory Reporting Pack are the
exceptions. They need to be installed in a different INFODOM.

Is it possible to install applications on different Infodom within the Application pack? (That
is if you want to install LRM & MR in two infodoms)

Applications within application pack have to be installed in the same information domain in the
same environment.

How many Infodoms can be created over a single OFSAA Infrastructure of 8.0.1.0.0?
Frequently Asked Questions

You can install only one infodom during installation. But after installation, you can create
multiple infodoms.

Is the 'Data Model' bundled specific to an Application pack or to an individual application?
A merged data model for all applications within the application pack is bundled and uploaded.
Is it possible to install OFS Enterprise Modeling later?

OFS Enterprise Modeling is a separate product and can be enabled as an option later from any
application pack that bundles Enterprise Modeling.

Does the Application pack create sandbox automatically for the required applications?
Yes, Sandbox creation is part of application install process.
Are upgrade Kits available for individual applications or the complete Application Pack?

Maintenance Level (ML) Release / Minor Release upgrades are available across all
applications.

Can I upgrade AAI only?
Yes, you can upgrade AAI alone.

Can I upgrade one application within the Application Pack? i.e., LRM will be upgraded in
Treasury Application pack, but MR won't be upgraded.

No. Not possible Upgrade is applied across packs.

Is it possible to uninstall any Application from the Application pack?

No, it is not possible to uninstall any Application from the Application Pack.

Can I uninstall entire Application Pack?

No, you cannot uninstall the Application Pack.

Is it possible to uninstall only application and retain AAI in the installed environment?
No, you cannot uninstall only the application and retain AAI in the installed environment.
Does Application Pack contain all Language Packs supported?

Language Packs need to be installed on 8.0 application packs.

Can I install an Application Pack over another Application Pack (that is same infodom or
different infodom)?

Yes, you can install an Application Pack over another Application Pack in the same information
domain or different information domain. But Behavioural Detection Application Pack and
Compliance Regulatory Reporting Application Pack, Asset Liability Management Application
Pack and Profitability Application Pack are the exceptions. They need to be installed in a
different INFODOM.

Can I use an existing manually created schema as information domain for application pack
installation?
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Error Dictionary

No. Schemas required by OFSAA applications have to be created using Schema Creator Utility.
Does OFSAA 8.0 support on WebLogic 10.3.6 with Oracle 12¢?

Yes, OFSAA 8.0 will support on WebLogic 10.3.6 with Oracle 12¢c. WebLogic 10.3.6 supports
oracle 12¢ with some additional configurations. Refer the link
http://docs.oracle.com/cd/E28280 01/web.1111/e13737/ds_12cdriver.htm#JDBCAG655 for
additional configurations.

While running the schema creator utility, I get an error ""HostName in input xml is not
matching with the local hostname''?

One possible reason could be the machine is configured for zonal partitioning. Ensure all the
known IP Addresses of the machine are present in the /etc/hosts file.

What are the Java versions supported in OFS AAAI Application Pack version 8.0.0.0.0?
OFS AAAI Application Pack supports Java 1.7.x and 1.8.x.
Is OFS AAAI Application Pack version 8.0.0.0.0 supported on Java 8?

Yes. To install this release of the OFS AAAI Application Pack version 8.0.0.0.0 on Java 8. For
more information, refer to specific notes mentioned in the sections Installer and Installation
Prerequisites, Configurations supported for Java 8, Executing the Schema Creator Utility, GUI
Mode Installation, Silent Mode Installation.

Forms Framework FAQs

What should I do when I have large volume of data to be exported?

It is recommended to use BIP reports or OBIEE reports if you have to export large volume of
data.

How do I export the columns added to the grid by Field Chooser option?

Perform Grid Export operation to export the columns added to the grid by Field Chooser
option.

Error Dictionary

This contents of this section has been created with the interest to help you resolve the
installation issues if any. There is a compilation of all the possible errors that might arise during
the installation process with the possible cause and the resolution to quickly fix the issue and
proceed further with the installation.

Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf search
functionality. In the "Find" dialog available in any of the Adobe Acrobat version that you are
using to view the pdf document, follow the below instructions to quickly find the error
resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.
The Find dialog is displayed as indicated.

Enter the error code that is displayed on screen during Infrastructure installation.

Eal O

Press Enter. The search results are displayed and highlighted as indicated below.
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Error Dictionary

Figure 8-63 Error Dictionary

Error code - OFSAAI-1003

Cause JAVA_HOMED not found in PATH vanable

Resolution | Import <JAVA HOME>/bin into PATH varable

Examnle: PATH = SIAVA HOMFE n SPATH exnort PATH

View the details of the issues, its cause, and resolution specific to the error code. Repeat the
step to find an answer to any other errors that you notice during installation. If you are not able
to resolve the issue even after following the steps provided in resolution, you can contact
support.oracle.com along with log files and appropriate screen shots.

Error Code Dictionary

Error code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh unix command to change
SHELL type.

Shell type can also be changed by specifying shell path for the Unix user in
/etc/passwd file.

Note: chsh command is not available in Solaris OS.

Error code - OFSAAI-1002

Cause No proper arguments are available.
Resolution Provide proper arguments. Invoke Setup.sh using either SILENT or GUI
mode.

Example: . /Setup.sh SILENT or ./Setup.sh GUI

Error code - OFSAAI-1004

Cause File .profile is not present in $HOME.

Resolution Create .profile in $HOME, i.e. in the home directory of user.

Error code - OFSAAI-1005

Cause File OFSAAInfrastructure.bin is not present in current folder.

Resolution Copy OFSAAInfrastructure.bin into installation kit directory.

Error code - OFSAAI-1006

Cause File CustReg.DAT is not present in current folder.

Resolution Copy CustReg.DAT into installation kit directory.
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Error Dictionary

Error code - OFSAAI-1007

Cause

File OFSAAI InstallConfig.xml is not present in current folder.

Resolution

Copy OFSAAI InstallConfig.xml into installation kit directory.

Error code - OFSAAI-1008

Cause

File validateXMLInputs.jar is not present in current folder.

Resolution

Copy validateXMLInputs.jar into installation kit directory.

Error code - OFSAAI-1009

Cause

File 1og4j.xml is not present in current folder.

Resolution

Copy log4j.xml into installation kit directory.

Error code - OFSAAI-1010

Cause

Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT or GUI) to the Setup.sh
file.

Error code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePre Validations.Log for more details.

Error code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en US.properties to the setup kit directory and
keep en_US in LOCALE tag of OFSAAI InstallConfig.xml.

Error code - OFSAAI-1013

Cause File OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml
not found.

Resolution Copy OFSAAI InstallConfig.xml/OFSAAI PostInstallConfig.xml
to the setup kit directory.

Error code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.
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Error code - OFSAAI-1015

Cause XML is not well formed.

Resolution Execute the command dos2unix OFSAAI_InstallConfig.xml to
convert plain text file from DOS/MAC format to UNIX format.
OR

Make sure that OFSAAI InstallConfig.xml is valid. Try to open the file
through Internet Explorer for a quick way to check validity. If it is not
getting opened, create new OFSAAI InstallConfig.xml using the XML _
Utility.jar.

Error code - OFSAAI-1016

Cause User installation directory contain blank spaces.

Resolution Provide an installation path that does not contain spaces. Check the tag
USER_INSTALL DIRin OFSAAI InstallConfig.xml file. This path
should not contain any spaces.

Error code - OFSAAI-1017

Cause User installation directory is invalid.

Resolution Provide a valid installation path. Check if you are able to create the
directory mentioned in USER_INSTALL_DIR tag value of OFSAAI
InstallConfig.xml file.
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