Oracle FLEXCUBE Password Change
Oracle FLEXCUBE Universal Banking
Release 14.7.0.0.0

Part No. F72109-01

[November]| [2022]

ORACLE’
FINANCIAL SERVICES




Table of Contents

1. ABOUT THIS MANUAL 1-1
1.1 INTRODUCGTION ......uuuittiiieeeeeeeiiteeee e e e eeeetate e e e e e eeeetataeeeeeeeeeeettaaaeaeeeeeaessaaeaeeeeeessssseseeeeeesasnsseeeeeeeennsrreeeaeeeenes 1-1
1.2 AUDIENCE .....uvviiiiee e e oottt eeeee e e et ettt e e e e eeeeetaaaeeeeeeeeetaaaeeeeeeeeetaasaaeeeeeeeaaarseseeeseeeatatasseeeeeeeaantsrreeeeas 1-1
1.3 ORGANIZATION ....uitrrrieeeeeeeeiitteeeeeeeeeetaaeeeeeeeeestttraeeeeeeeeeetaaaeseeeeeaatarseseeeeeaaessrseseeeeeaaasssseeeeeeennssreseaeeeeanes 1-1
1.4 RELATED DOCUMENTS ....cotiiiiiiiiteteie e e ettt e e e e eeeataaeeeeeeeeeeataaeeeeeessesaaareseeesseansaaeeeeesseasataerseeseesnsranreeeeas 1-1

2. ORACLE FLEXCUBE PASSWORD CHANGE 2-1
2.1 INTRODUCTION .....uutiieieeeeeeeeieeeee e e e e eeae et e e e e eesataaeeeeeeeesataaeeeeesseaassaaeeeesessanssaaseeeeessaasaaseeseesseananteseseesseans 2-1

3. CHANGING PASSWORDS IN ORACLE WEBLOGIC 3-1
3.1 INTRODUCTION .....uitiieieee e e ettt e e e eeaa et e e e e eeeata e et e eeeeeseataaeeeeesesaasaaaseeeeessansaatseseeessassaaaeeseesseanssteeneeesseans 3-1
3.2 CHANGING HOST SCHEMA PASSWORD .....ccciiiiiiiiiiiiieeeeeeeiieeee e e e e eeeeaeee e e e e eeeaaaeeeeeessesaaaaeeeeeeseenassseeseesseanns 3-1

3.2.1 PrereqUISItes............c.cocooiiiiiiiiiiiii i 3-1
322 Changing Host SChema PASSWOT................ccceoiiiiiiiiiiiiiiiiieee ettt 3-1
33 CHANGING SCHEDULER DATA SOURCE PASSWORD ......ccccuutiiiiiieeiiiiiireeeeeeeeeeirreeeeeeeeeeianaeeeeeeeeeenrreneeeeeeenns 34
3.3.1 PrereqUIsites............oocooiiiiiiiiiiiiiii e 3-4
3.3.2 Changing Scheduler Data Source PaSSWOTd..................cccoouioeiiniiiiiiiiiiiieeeentse et 3-4
34 CHANGING ELCM DATA SOURCE PASSWORD .....uvvviiiiieiiiiiiieeeeeeeeeiireeeeeeeeeeiaeeeeeeeeeeeaaaeeeeeeeeesnrreseseseeens 3-6
34.1 PFEFCQUISTIES ..ottt ettt ettt et e ettt e et e et e et e e baeestaeessaeenbaeensaesnbeeenseennnes 3-6
34.2 Changing ELCM Data Source PASSWOF ..............c.ccccoooueiiiiiiiiie ettt 3-7
3.5 CHANGING GATEWAY DATA SOURCE PASSWORD .........coiiiuuiiiiiieiiiiiiieeeeeeeeeeeiaeeeeeeeeeeaaeeeeeeeseesaasaeeeeesseenns 3-8
3.5.1 PFEFCQUISTIES ...ttt ettt ettt ettt e et e et e et e e ba e e st e e ssaeeabeeensaeenbeeenseennnes 3-8
352 Changing Gateway Data Source PASSWOTA. .............cccceiieiiiiiiiiiieieeee et 3-8

4. SERVER PASSWORD CHANGE 4-1
4.1 INTRODUCGTION .....uuuittiiieeeeeeeitteee e e e e eeeeiateeeeeeeeeettreeeeeeeeeeeataaaeaeeeeeeatasaeseeeeeeasssseseeeeeeaasnsseeeeeeeennssrereaeeeeaes 4-1
4.2 CHANGING SMTP SERVER PASSWORD........ccccitiiitiriiieeeeeeiiititeeeeeeeeeeitaeeeeeeeeeeiarreeeeeeeeeeiasreeeeeeeeennssereseseenas 4-1

4.2.1 PrereqUISItes.............cccooiiiiiiiiiiiiii i 4-2
4.2.2 Changing SMTP Server PASSWOF.............ccccocuiouioiiiiiit ettt 4-2
43 CHANGING EMS FTP SERVER PASSWORD ......cccuttiiiiiiieiiiiiieeee e e eeeeitateeeeeeeeeiaaaeeeeeeeeeaaaeeeeeeeeennsreseeeeeeenns 4-3
4.3.1 PFEFCQUISTIES ...ttt ettt ettt et et et e et e et e et e e bt e eataeessaeeaseeensaeenbeeenseennnes 4-4
432 Changing FTP Server PASSWOFA ...........c.ccccooiioiiiiiieiieeieeee ettt 4-4
44 CHANGING DMS SERVER PASSWORD .....cvviiiiiiiiiiiiiiieeeeeeiiieeeeeeeeeeeiaeeeeeeessesaaaeeeeeessesssaaseeseesseesssseseeessennns 4-5
4.4.1 PFEFCQUISTIES ...ttt ettt ettt ettt e et e et e et e et e e baeeabaeessaeenbeeensaeenbeeensaeennes 4-6

ORACLE



1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WeblLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide
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2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Gateway Data Source

ORACLE



3.1

3.2

3.21

3.2.2

3. Changing Passwords in Oracle WebLogic

Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

3-1 ORACLE



ORACLE Weblogic Servar® ramiisraion Gone 44 o

ecord Help Q Welcome, weblogic | Connected to; base_domain

Change Center @} Home LogOut Preferences

Home »Summary of JDBC Data Sources > FCUBDs

View changes and restarts

Configuration editing is ensbled. Future Settings for FCUBDs.
changes will automatically be activated as you
modify, add or delete items in this domain, (Configuration | Targets | Moritoring | Control | Security | Notes
Domain Structure General | Connection Pool | Crace | ONS | Transaction | Diagnestics | Identity Options
base_domain =]
Enviranment e
Deployments
rvies The connection pool within & JDBC data source contains & group of JDBC connections that applications reserve, use, and then return to the pool, The connection podl and the connections within it
EH-Messaging are created when the connection pool is registered, usually when starting up WebLogic Server o when deplaying the data source to a new target
ata Sources
ersistent Stores Use this page to define the configuration for this data source’s connection poal.
oreign JNDI Providers
rk Contexts i - N
XML Registries L &5 URL: jdbe:oracle-thin'@10.184 74 1421621 KERDEV3 ;:w‘geu‘RL F]F;;eﬂ?alabase to connect to. The format of the URL varies by JDBC
~XML Entity Caches o
e ) Driver Class Name: aracls jdbe OracleDrier The full package name of JD5C chiver dass used to reate the physical
Hall sessions = database connections in the connection pool. (Note that this driver class must
—File T3 be in the classpath of any server to which itis deployed.) More Info...
How do L. B
4] Properties: The st of roperes ua.:ed to the JDBC criver that are used to create
B physical datebase connections. For example: server=dbservert. List each
* ;Tlﬁ[i”‘e testing options for 2 JDEC dats peexmEC = property =value pair on @ separate line. - More Info..

« Configure the statement cache for a JDBC
connectin pocl

« Configure cradential mapping for 2 JDBC data
source =

System Properties: The h-:t of System Properties names passed to the JDBC driver that are used
nections, For example: server=dbserver 1, List
lue pair on & =apalate line.  More Info..

System Status =]

Heslth of Running Servers <o propart

[ Faled®

Criieal (0)
[ Overloaded @ =]
Warning (0)
I 2 4 Password: P ———— The password attribute passed to the JDBC driver when creating p

database connections, More In

Confirm Password:

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
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Change Center

View changes and restarts

Messages
Canfiguration editing is enabled, Future

changes vil sutomatically be activated 2s you
modify, add or delete items in this domain.

Domain Structure

base_domain & Configuration

“Services
“Messaging

~Data Sources

FPersistent Stores

~Fareign INDI Providers
Work Contexts

“HML Registries

“XML Entity Caches

Targets
statstes

Use this page to test database connections in this JDBC data source,

ORACLE WebLogic Server® Administration Console

&) Home Log Out Preferences [ Record Help Q
Home »Summary of JDBC Data Sources
o Test of FCUBDs on server ManagedServer was successfil.

Settings for FCUBDs

Control | Security | Notes

§ Customize this table

L Test Data Source (Filtered - More Columns Exist)

Welcome, weblogic \ Cannected to: base_domai

--§COM I Showing 1to 1of 1 Previous | Next
-l Sessions
—Fila T3 Cl Server State

How do L.. 8 ) | Menagedserver Running

« Test IDBC data sources

+ Configure testing options for & JDBC data
source

Showing 1to 1of 1 Previous | Next

System Status =]

Health of Running Servers

[ Faied D)
[ cieo
[ Overbaded @
[ waming (@
I o ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center
View changes and restarts

Configuration editing is enabled, Future
changes will automatically be activated as you
maodify, add or delete items in this domain.

Domain Structure

base_domain -

BH-Environment

--Deployments

EF-services

[#-Messaging

--Data Sources

~~Persistent Stores

F--Foreign JMDI Providers
Work Contexts

~-¥ML Registries

--¥ML Entity Caches

--JCOM

~"Mail Sessions

~Fil= T3 ﬂ

How do L..

o

« Test JDBC data sources

ORACLE WeblLogic Server® Administration Console

@ Home Log Qut Preferences Record Help |

Home =Summary of JDBC Data Sources

Messages

4# Test of FCUBDs on server ManagedServer was successful,

Settings for FCUBDs

Configuration | Targets | Monitoring | Control | Security | Motes

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

Server

() | Managedserver

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

Try the above process in UAT or any other test environment before you change the password

in a production environment.
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3.3

3.3.1

3.3.2

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1.

2
3
4.
5

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server

¢ Go to Home > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1.
2.

Login to Oracle WebLogic application server

Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

Click the data scheduler source jdbc/fcjSchedulerDS.

Select Connection Pool tab.

3.4 ORACLE



Change Center
View changes and restarts
Configuration editing is enabled, Future

changes wil automatically be activated as you
mdify, add or celete tems in this domain.

Domain Structure
base_domain -
BH-Environment
~Deployments

Ehservices

#-Messaging

~Data Sources
parsistant Stores
~Foreign JDI Providers
k Contexts

XML Reagistries

WML Entity Caches

~jCOM

~Mail Sessions

FileT3 =]
How do I... a

Configure testing options for a JDBC data
source

Configure the statement cache for a JDBC
connection pool

Configure credential mapping for a JDBC data
ource

System Status a
Health of Running Servers

Failed (0)

Critical (0}

Overloaded {0}
iarning (1)

I (2)

ORACLE WebLogic Server® Administration Console

Welcome, weblogic ‘ Connected to: base_domai

& Home Log Out Preferences ecord Help Q

Home >Summary of JDBC Data Sources > FCUBS_SchedulerDS
Settings for FCUBS_SchedulerDS

Configuration | Targets | Monitoring | Control | Security | Motes

General | Connection Pool | Orade | OMS | Transsction | Disgrostics | Identity Options

Save

The connection poal within a JDBC data source contains & group of JDBC connections that applications reserve, use, and then retum to the pool. The connection poal and the connections within it
are crested when the conmection paol is registered, usually when starting Up WebLogic Server or when deplaying the data source ta 3 new target,

Use this page to define the configuration for this data source's connection pool.

@5 URL:

The URL of the database to connect to, The format of the URL varies by JDBEC
driver. More Info.

jdbc oraclethin.@10.184 74 142:1521:KERDEV3

(] Driver Class Hame: The full package name of JDBC driver dass used to create the physical
database conmections in the connection paal, (Nate that this driver dass must

be in the dasspath of any server to which itis deploved.) More Infa. .

oracle jdbc xa_client OracleXADataSource

(5] Properties:
user=Fcl

The list of properties passed to the JDBC driver that are used to ceate
physical database conmections. For example: server=dbserverd. List each
property=value pair on a separate ine.  More Info. ..

Bl

System Properties: The list of System Properties names passed to the JDBC driver that are used
1o create physical database comnections. For example: server=dbserver 1. List

each property=value pair on 2 separate ine,  More Info...

]| Password:

The password attribute passed to the JDBC driver when creating physical
database conmectons.  Mare Info...

Confirm Password:

L T T T Ty Y

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE Weblogic Server® Administration Consale

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes will automatically be activated as you
modify, add or delete items in this domain,

Domain Structure

base_domain -
Environment

Deployments

rvice:
BF-Messaging
~Data Sources

~Persistent Stores

=]
« Test JDBC data sources
« Configure testing options for & JDBC data
source
System Status =]

Health of Running Servers

I Faledim)
I criteal @)
[ overbaded 0)
Varning {0

—
I O 2)

Messages

Settings for FCUBS_SchedulerDS

Welcome, weblogic | Connected to: base_domail

@ Home LogOut Preferences ecord Help ‘ Q

Heme >Summary of IDBC Data Sources

& Test of FCUBS_SchedulerDS on server ManagedServer was successful.

Configuration | Targess Cunhu\ seasity | Hotes

Use this page to test database connections in this JDBC data source,

[ Customize this table
Test Data Source (Filtered - More Columns Exist)

| reiton e |

Server

Shoning 1to 1of 1 Previous | Next

State

© | Managedserver Running

Showing 1to 1of 1 Previous | Next
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3.4

3.4.1

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Consale

Change Center @ Home Log Qut Preferences Record Help | Q

View changes and restarts Home =Summary of IDBC Data Sources

Messages
Configuration editing is enabled. Future
changes will automatically be activated as you 4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDs

Domain Structure

base domain N Configuration | Targets | Monitoring | Control | Security | Motes

EF-Environment
--Deployments
E-Services
[H-Messaging
~-Data Sources
~~Persistent Stores
r~-Foreign JNDI Providers [ Customize this table
~“Work Contexts
~-¥ML Registries
~"¥ML Entity Caches

Statistics | Testing

Use this page to test database connections in this JDBC data source,

1= Test Data Source (Filtered - More Columns Exist)

--§COM
~"Mail Sessions
--File T3 — Server
How do L. = O | Managedserver

« Test JDBC data sources

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing ELCM Data Source Password

You need to change the password of ELCM data source.

Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3-6 ORACLE



3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.

Change Center
View changes and restarts
Configuration editing is enzbled, Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain -

E-Environment
~-Deployments

EF-Services

B}-Messaging

~-Data Sources

—Persistent Stores

~Fareign JNDI Providers

~-Work Cantexts

XML Registries

~-XML Entity Caches

~JCOM

~-Mail Sessions

—File T3 I

How do L. =]

+ Configure testing options for a JDBC data
source

« Configure the statement cache for 3 JDBC
connection pool

« Configure credential mapping for 2 JDBC data
saurce

System Status =]

Health of Running Servers

[ Warring (@)

I )

ORACLE Weblogic Server® Administration Console

@ Home Log Cut Preferences [ Record Help

Heme »Summary of IDBC Date Scurces »FCUBS_SchedulerDS »Summary o curces »FCUBS_ELCHMDs
Settings for FCUBS_ELCHMDs.
Configuration | Tergets | Monitoring | Contral | Security | Notes

Genersl | Connection Pool Orace | ONS | Transaction  Disgnostics | [dentity Options

save

The connection pool within & JOBC dats saurce contains & graup of IDBC connections that applicatons reserve, se, and then return to the poal. The comnectan pasl and the connections within it
are created nihen the connection pool is registered, usualy when starting up WebLogic Server or when deploying the data saurce 1o & new target.

Use this page to define the configuration for this data saurce's connection pool
E URL: jdbc-oracle:thin:@10.10.10.10:1010:KERDEV3

g Driver Class Name: oracle jdbe.OracleDriver

@] Properties:
53er=FC1131IUT =

System Properties:

<]

=

5] Password: esseernseerrreeret

Confirm Password sessesesensenenee

URL of the database to connect to, The format of the URL varies by JDBC

Welcome, weblogic | Canrected to: base_domain

Morzlnfa..

More Info...

iassed to the JDBC driver when creating physical
More Infa...

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

6. Specify the new password again. Click ‘Save’.

To test the data source, select Monitoring tab and select ‘Testing’ tab under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.

3-7
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3.5

3.5.1

3.5.2

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help Q
View changes and restarts Home =Summary of JDBC Datz Sources > FCUBS_SchedulerDS =Summary of JDBEC Dtz Sources > FCUBS_ELCMDs =|
Messages

Configuration editing is enabled. Future
changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBS_ELCMDs

Domain Structure
. Configuration | Targets | Monitoring | Control | Security | Motes
base_domain

Bt-Environment
--Deployments
EF-Gervices
[-Messaging
~-Data Sources
~~Persistent Stores

r--Foreign JMDI Providers [ Customize this table
~“Work Contexts

Statistics | Testing

Use this page to test database connections in this JDBC data source,

~"XML Registries I Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
~-§COM
~-Mail Sessions
~—Fil= T3 j Server
How do L. =] () | Managedserver

« Test JDBC data sources

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

3-8 ORACLE



1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.

TGEITY; 00 O CEeTe T T U coma T

(« i Targets | Monitoring || Control | Security | Notes

Domain Structure
Genersl | Connection Pool ~Crade = ONS | Transaction | Disgnostics | Identity Options

base_domain [=]
~Enviranment —
~Deplayments =
rvice:
Messaging The connection pasl within & JDBC data source contains & group of JDBC connections that appications reserve, use, and then retum ta the poal. The connection pocl and the conmections within it
~Data Sources are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target,

~Persistent Stores
~Foreign JNDI Praviders
=-Work Contexts
XML Registries

Use this page to define the configuration for this data source’s connection paol.

o URL: - ; The URL of the database to comnect to. The format of the URL varies by JDBC
XML Entity Caches a jdbe:oracle:thin:@10.10.10.10:1010:KERDEV3 T “ o ol
~jcoM
el Sessions =] | & prwerdass name: aracle jdbe xa client OracleXADataSource -
) MoreInfo..
How do T... =]

« Configure testing options for a JDBC data ] Properties:
source nser= 11

0

« Configure the statement cache for 2 JDBC
«connection pool

+ Configure credential mapping for a J0BC data
source =

System Status =]

System Properties:
Health of Running Servers

| Failed (0)
[ Critical {0)
Qverloaded (0)

] Warring (0) =

o
a4 : sessessccnnnnnnnnt e JDBC criver when creating physical
Confirm Password: seereeeeeereeree
Initial Capacity: 1 ections to creste when creating the connectio
Maximum Capacity: 15 al connectior onnection pool car

5. Change the password. Use the following fields:
Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE WebLogic Server® Administration Console I

Change Center @ Home Log Qut Preferences Record Help Q

View changes and restarts =Summary of JDBC Dets Sources =FCUBS_ELCMOs =Summary of JDBC Dete Sources »F

= - FLEXTEST.WORLD

Configuration editing is enabled. Future Messages

changes will automatically be activated as you

modify, add or delete items in this domain, 4 Test of FLEXTEST.WORLD on server ManagedServer was successful,
Domain Structure Settings for FLEXTEST.WORLD

base_domain JI=l Configuration | Targets Control Security | Notes
BH-Environment

~-Deployments Statistics

EH-services

[F-Messaging

~Data Sources
~-Persistent Stores
F--Foreign JMDI Providers

|ze this page to test databsse connections in this JDEC data source,

~Work Contexts [ Customize this table
~"XML Registries L
~-XML Entity Caches Test Data Source (Filtered - More Columns Exist)

~-jC0M
~Mail Sessions
~Fle T3 ﬂ

How do L.

Server State

o

O ManagedServer Running

« Test IDBC data sources

« Configure testing options for a JDEC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

4. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

e SMTP Server
e EMSFTP Server
e DMS Server

Changing SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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Mo
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Test Application
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successful

4.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is

completed:

e Take a backup of fcubs.properties file from the current EAR file.

4.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go

to the step where you can define the branch properties.
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| £ Oracle FLEXCUBE Universal Installer 12.5.0.0.0 — X

: ORACLE
Oracle Banking Installer &H INSTALLER

Property File Creation - SMTPS/DMS

Option for Mail configuring using SMTPS Protocol

No. Name Value
1 Host samplename.mail.com
2 Userld infra
3 User Password ssssses
4 JNDI Name mail/F CUBSMail

Option for modifying the DMS/IPM property values

No. Name Value
1 Login Service Address http:/10.10.10.10:1010fimagingiwslL... |
2 lD»:cumem Serice Address ‘hﬂp:.".w'1 0.10.10.10:1010fimagingiws/D...
3 >D>jcumem Content Service Address ‘mtp /110.10.10.10:1010/imagingiws/D
4 lIPM User Name ‘testusev |
5 [iPm Password fosenes -

[ Exit ]{ Log ] ( Back ] { Next ]

2. You need to modify the following field:

User Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file

o Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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START

Take backup of
fcubs. properties file

l

Change the password in
fcubs.properties file
through Installer

l

Using the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

v

h 4
Test Application

Mo

Testing
successiul

Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.
Refer to the Installation Guide for further information on the following topics:
o Creating EAR file
e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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4.4.1 Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.
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