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Oracle Primavera Portfolio Management Security
Guide

The Oracle Primavera Portfolio Management (PPM) Security Guide provides guidelines on
creating an overall secure environment for PPM. It summarizes security options to consider for
each installation and configuration process and details additional security steps that you can
perform before and after PPM implementation.

Security Guidance Overview

During the installation and configuration process for PPM, several options are available that
impact security. Depending on your organization's security requirements/policy, you might need
to create a highly secure environment. Use the following guidelines to plan your security strategy
for PPM:

» Review all security documentation for applications and hardware components that interact or
integrate with PPM. Oracle recommends you harden your environment, but be aware of the
following: PPM is based on the Microsoft .NET Framework and needs to install assemblies in
the Global Assembly Cache, so the PPM installation uses the Microsoft Windows Installer.

That means the environment should not be hardened before PPM is installed because doing
so would cause an installation of PPM to fail. For more information, refer to Primavera
Portfolio Management Enabling Single Sign-On in the Oracle Primavera Portfolio
Management System Administration Guide. The environment can be hardened after the
installation. However, the hardening needs to be undone whenever a patch, upgrade or new
version is installed. This is usually achieved by running “undo” scripts that reverse the
hardening. After the patch, upgrade or new version is installed, the hardening needs to be
done again. Specific steps for hardening and undoing the hardening depend on the exact
operating system version used to host PPM, on the needs of other applications hosted on the
same server, as well as on a number of other factors. It is not possible to simply provide
steps; and Microsoft no longer provides a simple guide but instead provides numerous tools
to achieve hardening.

» Read through the summary of considerations for PPM included in this document. Areas
covered include: secure deployment, authentication options, authaorization, confidentiality,
sensitive data, and reliability.

Note: As with any software product, be aware that security changes
made for third party applications might affect the PPM application.
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Secure Deployment of PPM

To ensure overall secure deployment of PPM, you should carefully plan security for all
components, such as database servers and client computers that are required for and interact
with PPM. In addition to the documentation included with other applications and hardware
components, follow the PPM-specific guidance below.

Administrative Privileges Needed for Installation and Operation

As the PPM Administrator, you should determine the minimum administrative privileges or
permissions needed to install, configure, and operate PPM. For example, when you use the
PPM installer you must have full administrative privileges on the server. The minimum privileges
required by PPM are documented in this KM article located in the Oracle Support Knowledge
Base: https://support.oracle.com/CSP/main/article?cmd=show&type=NOT&id=1138963.1.

The PPM install grants exactly these privileges and nothing more.

Note: The term "server" in this guide can have one of three meanings,
depending on your PPM configuration. It can mean one of the following:

= The PPM Front-End server, which is where 1IS resides. Be aware
there may be many PPM Front-End servers in one PPM installation.

= The PPM Primary Back-End server, which is where the PPM function
engine resides.

= The database server.

Additionally, starting with PPM release 8.0 you have the option to add
more back-end servers to enhance performance and scalability. Each
additional back-end server is referred to as a PPM Secondary Back-End
server.

As a minimum, every installation of PPM must consist of one and only
one instance of the Primavera Portfolio Management Primary Back-End,
one or more instances of the Primavera Portfolio Management
Front-End, and one database server.

A typical configuration has both the PPM Front-End server and the PPM
Primary Back-End server on one machine and the database server on
another machine.

Minimum Client Permissions Needed for PPM

Because PPM is a Web application, users do not have to be administrators on their machines to
run it. Instead, you can successfully run the application with security at the highest level to
create a more secure environment.
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Physical Security Requirements for PPM

You should physically secure all hardware hosting PPM to maintain a safe implementation
environment. Consider the following when planning your physical security strategy:

» You should install, configure, manage, and maintain your environment according to guidance
in all applicable installation and configuration documentation for PPM.

» You should install PPM components in controlled access facilities to prevent unauthorized
access. Only authorized administrators for the systems hosting PPM should have physical
access to those systems. Such administrators include the Operating System Administrators,
Application Server Administrators, and Database Administrators.

» You should use Administrator access to client machines only when you install and configure
PPM.

MSDTC Security Settings

PPM is a .NET-based application, so there are Microsoft Distributed Transaction Coordinator
(MSDTC) security settings that are critical to the security of the application.

You need to ensure that particular settings are selected. If you are using Windows 2008, these
settings are located on the Local DTC dialog box Security tab:

» The Network DTC Access option
» The Allow Inbound and Allow Outbound options
» The No Authentication Required option

Ensure that these settings are set correctly on all servers, including the database server.

Refer to the Installation and Upgrade Guide for Primavera Portfolio Management for more
information about MSDTC settings for PPM and for details about how to set them.

IIS Settings for a Secure PPM Deployment

The information below provides only a brief highlight of a few details. Refer to the Installation
and Upgrade Guide for Primavera Portfolio Management for more information about IS settings
for PPM and for details about how to set them.

Ensure the following when configuring for 1IS for PPM. If you are using Windows 2016 or 2019,
verify that Role Services for the Web Server are installed as shown below:

Role Service Windows 2016 Windows 2019
File and Storage Services Installed Installed
Web Server (11S) Installed Installed

Expand Windows Process Activation Service Support and ensure the following
roles are selected

HTTP Activation Not available Not available

Message Queuing Activation
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Role Service

Windows 2016

Windows 2019

Named Pipes Activation

TCP Activation

Expand File and Storage Services and ens

ure the following roles are selected:

File and iSCSI Services Installed Installed
Storage Services Installed Installed
Expand File and iSCSI Services and

ensure the following roles are selected:

File Server Installed Installed
Expand Web Server (lIS) and ensure the following roles are selected for the Web
Server:

Web Server Installed Installed
FTP Server Installed Installed
Management Tools Installed Installed
Expand Web Server and select the following roles:

Common HTTP Features Installed Installed
Health and Diagnostics Installed Installed
Performance Installed Installed
Security Installed Installed
Application Development Installed Installed
Expand Common HTPP Features and select the following roles:

Default Document Installed Installed
Directory Browsing Installed Installed
HTTP Errors Installed Installed
Static Content Installed Installed
HTTP Redirection Installed Installed
WebDav Publishing Installed Installed
Expand Health and Diagnostics and select the following roles:

HTTP Logging Installed Installed
Custom Logging Not Installed Not Installed
Logging Tools Installed Installed
ODBC Logging Not Installed Not Installed
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Role Service Windows 2016 Windows 2019

Request Monitor Installed Installed

Tracing Installed Installed

Expand Performance and select the following roles:

Static Content Compression Installed

Dynamic Content Compression Installed

Expand Security and select the following

roles:

Request Filtering Installed Installed

Basic Authentication Installed Installed

Centralized SSL Certificate Support Installed Installed

Client Certificate Mapping Authentication Installed Installed

Digest Authentication Installed Installed

[IS Client Certificate Mapping Installed Installed

Authentication

IP and Domain Restrictions Installed Installed

URL Authentication Installed Installed

Windows Authentication Installed Installed

Expand Application Development and select the following roles:

.NET Extendibility 3.5 Installed Installed

.NET Extendibility 4.6 Installed Install (NET
Extensibility 4.7)

Application Initialization Installed Installed

ASP Installed Installed

ASP.NET 3.5 Installed Installed

ASP.NET 4.6 Installed Install (ASP .NET
4.7)

CaGil Installed Installed

ISAPI Extensions Installed Installed

ISAPI Filters Installed Installed

Server Side Includes Installed Installed

WebSocket Protocol Installed Installed

Expand FTP Server and select the following roles:
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Role Service Windows 2016 Windows 2019
FTP Service Installed Installed

FTP Extensibility Installed Installed
Expand Management Tools and select the following roles:

[IS Management Console Installed Installed

IIS 6 Management Compatibility Installed Installed

[1S Management Scripts and Tools Installed Installed
Management Service Installed Installed

Expand IIS 6 Management Compatibility and select the following roles:

IIS 6 Metabase Compatibility Installed Installed
IIS 6 Management Console Installed Installed
IIS 6 Scripting Tools Installed Installed
1S 6 WMI Compatibility Installed Installed

For more information, see the Installation and Upgrade Guide for Primavera Portfolio
Management.

Application Security Settings in PPM

PPM contains a number of security settings at the application level. The Installation and
Upgrade Guide for Primavera Portfolio Management provides procedures for setting security
within the application. Also refer to the Primavera Portfolio Management User Guide for
information about security settings within the application.

To help you organize your planning, the following are options Oracle recommends:

» Turn on and configure Password Policy using the Access tab of the Admin dialog box. An
enabled Password Policy will increase the required length and quality of the password.

Using the Access tab of the Admin dialog box, evaluate the User Lockout policy.

Providing rigorous security for the various PPM components and operations, as discussed in
the Security Section of the Primavera Portfolio Management User Guide.

» Enable the HTTPS authentication setting.

Note: The HTTPS authentication setting requires that web server and
application server settings support SSL.

Authentication Options for PPM

Authentication determines the identity of users before granting access to PPM. PPM offers the
following authentication modes:

10
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Authorization for PPM

Forms based (Native), which is the default mode for PPM. In this mode, the PPM database
acts as the authority and the application handles the authentication of the user who is
logging into that application.

Single Sign-On (SSO) controls access to Web applications, specifically PPM. In SSO mode,
the PPM application is a protected resource. When a user tries to login to it, a Web agent
intercepts the login and prompts the user for login credentials. The Web agent passes the
user's credentials to a policy server, which authenticates them against a user data store.
With SSO, once the users login, they are logged into all Web applications during their
browser session (as long as all Web applications authenticate against the same policy
server).

Two types of Single Sign-On apply to PPM:

» Integrated Windows Authentication - The PPM application can be integrated with
Microsoft Windows domain authentication, such that a user, who has been authenticated
by a Microsoft Windows domain controller, will automatically be authenticated with PPM
as well. By enabling this functionality users will not be prompted for their usernames and
passwords by PPM, but will be automatically logged into the PPM application without the
need to use the login dialog screen.

» Integration with Third-Party Single Sign-On Products - The PPM application can be
integrated with third-party Single Sign-On (SSO) products, such that a user, who has
been authenticated by a third-party SSO product, will automatically be authenticated with
PPM as well. By enabling this functionality users will not be prompted for their usernames
and passwords by PPM, but will be automatically logged into the PPM application without
the need to use the login dialog screen.

For more information, refer to Primavera Portfolio Management Enabling Single Sign-On in
the Oracle Primavera Portfolio Management System Administration Guide.

Web SSO, can be configured to allow web authentication of users' access to the following
server tools: Action Queue Viewer, Database Cleanup Utility, Import Portfolio Management
Package, Export Portfolio Management Package, and Schedule Portfolio Management
Tasks.

Single Sign-On will help you to create the most secure authentication environment available in
PPM.

P6 EPPM Web Services offers its own authentication options. If you use SAML for P6 EPPM
Web Services, you must use Single Sign-on authentication for PPM.

Authorization for PPM

Grant authorization carefully to all appropriate PPM users.

To help you with security planning, consider the following authorization-related options:

4
4

Use Module Access rights to limit access to PPM modules.

Organize all your entities and your security hierarchy according to your organization charts.
Then try to define your security at the organization unit level. Try to set up security at role
and group level before setting it up at the user level.

11
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»

»

By default security is defined by project. Assign the "Category defines the data security”
property when you want to define security vertically, rather than by portfolio or item.

Be careful when defining functions, workflows, and query-based portfolios so as not to
compromise data.

The Propose module allows users to sign in to the 'guest’ without a password. Unregistered
users get limited access to the application for the purpose of filling out a predefined form.
Workers, clients, or customers can use Propose to capture ideas, conduct surveys, or enter
requests via web forms. Enabling this module requires privileges. Also the propose user
access is limited to the corresponding page shared by the PPM administrator. For more
details about the propose module, refer to the Online Help or User Guide.

Confidentiality for PPM

Confidentiality ensures only authorized users see stored and transmitted information. In addition
to the documentation included with other applications and hardware components, follow the
PPM-specific guidance below.

»

For data in transit, use SSL/TLS to protect network connections among modules. If you use
SSO authentication, ensure you use LDAPS to connect to the directory server. For more
information, refer to Primavera Portfolio Management Enabling SSL in the Oracle
Primavera Portfolio Management System Administration Guide.

For data at rest, refer to the documentation included with the database server for instructions
on securing the database. With PPM you can use all options that are transparent to the
application.

Sensitive Data for PPM

Protect sensitive data in PPM, such as user names, passwords, and e-mail addresses. Use the
process below to help during your security planning:

»
»

12

Identify which PPM modules you will use.

Determine which modules and interacting applications display or transmit data that your
organization considers sensitive.

Implement security measures in PPM to carefully grant users access to sensitive data. For
example, secure data, objects, and components in such a way as to limit access to those
users who need that access.

Implement security measures for applications that interact with PPM, as detailed in the
documentation included with those applications. For example, follow the security guidance
provided with IIS. Also refer, as applicable, to the document For more information, refer to
Primavera Portfolio Management Enabling SSL in the Oracle Primavera Portfolio
Management System Administration Guide.

Implement consent notices in Primavera Portfolio Management to gather the consent of
users to store, use, process, and transmit personally identifiable information (PII) and to alert
users when there is a risk of PIl being exposed.



Reliability for PPM

Reliability for PPM

Protect against attacks that could deny a service by:

»
4

Installing the latest security patches.

Entering account/password information during creation of a new database, at which time the
product prompts for the creation of the first (administrative) account. PPM does not ship with
a default Administrator sign-on.

Ensuring log settings meet the operational needs of the server environment. Do not use
"Debug" log level in production environments.

Documenting the configuration settings used for servers and create a process for changing
them.

Limit the maximum age for the session cookie on the application server.

Protecting access to configuration files with physical and file system security. (The product
installs and configures all files with limited file permissions for all files it installs. However,
there are system folders and files belonging to the operating system which, by default, may
have wider permissions. PPM does not modify these file permissions, so you as
administrator need to consider enhancing the associated physical and file system security.)

Cookies Usage

When using PPM, the server may generate the following cookies and send them to the user’s
browser. The user’'s machine stores the cookies, either temporarily by the browser, or
permanently until they expire or are removed manually.

Oracle might use cookies for authentication, session management, remembering application
behavior preferences and performance characteristics, and to provide documentation support.

Also, Oracle might use cookies to remember your log-in details, collect statistics to optimize site
functionality, and deliver marketing based on your interests.

13



Copyright

Oracle Primavera Portfolio Management Security Guide
Copyright © 1998, 2024, Oracle and/or its affiliates.

License Restrictions

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as
expressly permitted in your license agreement or allowed by law, you may not use, copy,
reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or
display any part, in any form, or by any means. Reverse engineering, disassembly, or
decompilation of this software, unless required by law for interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be
error-free. If you find any errors, please report them to us in writing.

Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition
Regulation), or related documentation that is delivered to the U.S. Government or anyone
licensing it on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system,
integrated software, any programs embedded, installed, or activated on delivered hardware, and
modifications of such programs) and Oracle computer documentation or other Oracle data
delivered to or accessed by U.S. Government end users are "commercial computer software,"
"commercial computer software documentation,” or "limited rights data" pursuant to the
applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As
such, the use, reproduction, duplication, release, display, disclosure, modification, preparation of
derivative works, and/or adaptation of i) Oracle programs (including any operating system,
integrated software, any programs embedded, installed, or activated on delivered hardware, and
modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle data,
is subject to the rights and limitations specified in the license contained in the applicable
contract. The terms governing the U.S. Government's use of Oracle cloud services are defined
by the applicable contract for such services. No other rights are granted to the U.S. Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications,
including applications that may create a risk of personal injury. If you use this software or
hardware in dangerous applications, then you shall be responsible to take all appropriate
fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation
and its affiliates disclaim any liability for any damages caused by use of this software or
hardware in dangerous applications.
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Trademark Notice

Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates.
Other names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of
Advanced Micro Devices. UNIX is a registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about
content, products, and services from third parties. Oracle Corporation and its affiliates are not
responsible for and expressly disclaim all warranties of any kind with respect to third-party
content, products, and services unless otherwise set forth in an applicable agreement between
you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss, costs,
or damages incurred due to your access to or use of third-party content, products, or services,
except as set forth in an applicable agreement between you and Oracle.

Pre-General Availability Draft Label and Publication Date
Pre-General Availability: 2024-MM-DD

Pre-General Availability Draft Documentation Notice
If this document is in public or private pre-General Availability status:

This documentation is in pre-General Availability status and is intended for demonstration and
preliminary use only. It may not be specific to the hardware on which you are using the software.
Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties
of any kind with respect to this documentation and will not be responsible for any loss, costs, or
damages incurred due to the use of this documentation.

Oracle Confidential Label
ORACLE CONFIDENTIAL. For authorized use only. Do not distribute to third parties.

Revenue Recognition Notice
If this document is in private pre-General Availability status:

The information contained in this document is for informational sharing purposes only and
should be considered in your capacity as a customer advisory board member or pursuant to your
pre-General Availability trial agreement only. It is not a commitment to deliver any material,

code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, timing, and pricing of any features or functionality described in this
document may change and remains at the sole discretion of Oracle.
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This document in any form, software or printed matter, contains proprietary information that is
the exclusive property of Oracle. Your access to and use of this confidential material is subject to
the terms and conditions of your Oracle Master Agreement, Oracle License and Services
Agreement, Oracle PartnerNetwork Agreement, Oracle distribution agreement, or other license
agreement which has been executed by you and Oracle and with which you agree to comply.
This document and information contained herein may not be disclosed, copied, reproduced, or
distributed to anyone outside Oracle without prior written consent of Oracle. This document is
not part of your license agreement nor can it be incorporated into any contractual agreement
with Oracle or its subsidiaries or affiliates.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms and
conditions specified in their Oracle order for the applicable services.
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