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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 QOrganization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

11 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.
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Continues...
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3.1

3.2

3. Changing Passwords in Oracle WebLogic

Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server

e Go to Home > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. GotoHome > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

31 ORACLE



T ——— s @ o

Change Center @ Home Log Out Preferences Record Help QU Welcome, weblogic [ Connected to: base_domain

View changes and restarts

Configuration editing is enabled. Future Settings for FCUBDs
changes wil automatically be activated as you
modify, add or delete items in this domain. Configuration | Targets | Monitoring | Control | Security | Notes
Domain Structure General | Connection Pool | Orade | ONS | Transacton | Diagnostics | Identity Options
base_domain [=]
B}-Environment LSave)
~-Deployments
- Services The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
Bl-Messaging are created when the connection pool is registered, usually when starting up VWebLogic Server or when deploying the data source to a new target.
~Data Sources
i--Persistent Stores Use this page to define the configuration for this data source's connection pool.

~Foreign INDI Providers

- [} 5 URL: jdbe:-oracle:thin:@10.184.74 142:1521:KERDEV3 ;'| Ao aries by J0BC
~-XML Entity Caches e
~-COM
-Mail Sessions @] Driver Class Name: oracle.jdbc. OracleDriver ful pa
~File T3 ld
How do L.. =]

« Configure testing options for a JDBC data
source

« Configure the statement cache for a JDBC
connection pool

Configure credential mapping for  JDBC data
source =

System Properties: are used

System Status =] J ert, List
Health of Running Servers

| Failed (0)

I Critical (0)

[ Overloaded (0) =

[ waming 0

I K (2) 4] Password:

Confirm Password: secececesecececent

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

base_domain -
EB-Environment
eployments

--Data Sources
~Persistent Stores
oreign JNDI Providers
Vork Contexts

ML Registries

="XML Entity Caches
~jCoM

-"Mail Sessions

~Fie T3 d

How do L. =]

« Test JDBC data sources

« Configure testing options for a JDBC data
source

ORACLE WeblLogic Server® Administration Console

& Home LogOut Preferences [2] Record Help Q

Home >Summary of JDBC Data Sources
Messages

o Test of FCUBDs on server ManagedServer was successful
Settings for FCUBDs

Configuration | Targets

AR -

Use this page to test database connections in this JDBC data source.

Control | Security | Notes

{ Customize this table

Test Data Source (Filtered - More Columns Exist)

Eesa]

Welcome, weblogic | Conected to: base_domair

Showing 1to 1of 1 Previous | Next

Server

State

© |Managedserver

Running

Showing 1to 10f 1 Previous | Next

System Status a

Health of Running Servers

[ Faled@®
[ Critical (@)
[ overloaded (0)
I Warning (0)

I < ()

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Console

@ Home Log Out Preferences Record Help ‘

Home =Summary of JDBC Data Sources

Messages

& Test of FCUBDs on server ManagedServer was successful.

Domain Structure

base_domain
'En\.flronment
;“"Deplovments
EF-services
BH-Messaging
--Data Sources
~Persistent Stores
--Foreign JNDI Providers
--Work Contexts
--XML Registries
=-XML Entity Caches

Settings for FCUBDs

Statistics = Testing

[p Customize this table

= Test Data Source (Filtered - More Columns Exist)

Configuration | Targets = Monitoring | Control | Security

Use this page to test database connections in this JDBC data source.

« Test JDBC data sources

--§COM
~-Mail Sessions
-File T3 = Server
How do L.. S| O | Managedserver

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.2.3 Changing Password in Decentralized Setup

3.3

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

4| Oracle FLEXCUBE Universal Installer o] & =]

Oracle FLEXCUBE Universal Banking ORACLE

Database Installation
Provide schema details.

Name Value
Username installer
Password [TTITTTTIT]
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Lo Mext Exit

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanaing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

3.3.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:
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Determine the down time for the password change activity.
Inform all concerned users and groups.
Ensure that all users have logged out of Oracle FLEXCUBE system.

Stop Oracle FLEXCUBE application.

o > w N PRF

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.3.2 Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. GotoHome > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.

4, Select Connection Pool tab.

T Y T ————— w0000 o

Change Center & Home Log Out Preferences [&] Record Help Q Welcome, weblogic ‘ Connected to: base_domait

View changes and restarts DEC urces >FCUBS_SchedulerDS

Configuration editing is enabled. Future Settings for FCUBS_SchedulerDS

changes will automatically be activated as you

modify, add or delete items in this domain. Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options

base_domain -

BH-Environment iSaval

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool, The connection pool and the connections within it
are created when the connection pool is registered, usually when starting up VWeblogic Server or when deploying the data source to a new target.

B-Mess

+--Data Sources
i--Persistent Stores Use this page to define the configuration for this data source's connection pool.

+--Foreign JNDI Providers
i=-Work Contexts

{-XML Registries AE URL: jdbc:oracle:thin:@10.184.74.142:1521-KERDEV3 The LRL af thesat T e URL var DBC
="XML Entity Caches . .
jcom 1 .
{--Mail Sessions ] Driver Class Name: oracle jdbc xa client. OracleXADataSource
iFile T3 2
How do L.. =]
4] Properties:
« Configure testing options for a JDBC data user=FC1131IUT R
source

o Configure the statement cache for a JDBC
connection pool

« Configure credential mapping for a JDBC data
source

System Status El System Properties:

Health of Running Servers

@ Password: sesseesseessnessnc

Confirm Password: esescescesessessed

5. Change the password. Use the following fields:

Password

Specify the new password.
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Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE Weblogh Server® Aarieisasion Gomeoe s O

Change Center @ Home Log Out Preferences Record Help QU Welcome, wehlogic‘conneaid to: base_domai
View changes and restarts Homs >Summary of JDBC Data Sources
Messages

Configuration editing is enabled, Future

changes will automatically be activated as you « Test of FCUBS_SchedulerDS on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure

base_domain ~ Configuration | Targets Contml Security | Notes

EH-Environment Statistics
~Deployments

}-Servi

BH-Messaging

~-Data Sources
i~-Persistent Stores
~-Foreign JNDI Providers
~-Work Contexts

XML Registries L | Test Data Source (Filtered - More Columns Exist)
~“XML Entity Caches

~-§COM | T Showing 1to 1of 1 Previous | Next
~Mail Sessions
FieT3 - Server

Use this page to test database connections in this JDBC data source.

 Customize this table

State

How do L.. =] © |Managedserver

Running

o Test JDBC data sources Showing 1to 10f 1 Previous | Next
« Configure testing options for a JDBC data
source

System Status El
Health of Running Servers

[ Fakd@

[ cital @

[ Overloaded (0)
" Warning (0)

I
I O (2)

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help ’ Q

View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you « Test of FCUBS_SchedulerDS on server ManagedServer was successful
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure

T itori | i
base_domain = Configuration argets | Monitoring = Control Security | Notes
BHEnvi o
il Statistics | Testing
-"Deployments
E-Services

#-Messaging

~-Data Sources
~~Persistent Stores
i--Foreign JNDI Providers

Use this page to test database connections in this JDBC data source.

[ Customize this table
~~Work Contexts
~XML Registries = Test Data Source (Filtered - More Columns Exist)
=-XML Entity Caches
--JCOM
~-Mail Sessions
~File T3 ﬂ Server
How do I.. = O | ManagedServer

o Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.4 Changing ELCM Data Source Password

You need to change the password of ELCM data source.

3.4.1 Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.4.2 Changing ELCM Data Source Password
You need to change the password of ELCM data source. Follow the steps given below.
1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4, Select Connection Pool tab.

3-7 ORACLE



ORACLE Weblogic Server® Adminisiaiion Console e 2 202020202020 O]

Welcome, weblogic ‘ Connected to: base_domain

Climpgie Cantes @ Home Log Out Preferences [&] Record Help

View changes and restarts >Summary o FCUBS_ELCHMDs
Configuration editing is enabled. Future Settings for FCUBS_ELCMDs

changes il automaticaly be activated as you

modify, add or delete items in this domain. Configuration = Targets | Monitoring | Control | Security | Notes

Domain Structure General = Connection Pool = Oracde | ONS | Transaction | Diagnostics = Identity Options
base_domain =

(3 I Save

E-Services The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
Messaging are created when the connection pool is registered, usually when starting up WWebLogic Server or when deploying the data source to a new target.
~Data Sources
~Persistent Stores Use this page to define the configuration for this data source’s connection pool.

se to connect to. The format of the URL

5 URL: jdbe:oracle:thin:@10.10.10.10:1010.KERDEV3 =L 7““ gola
ver. More Info...

~XML Entity Caches

~jcom X .
—Mail Sessions @] Driver Class Name: oracle jdbc. OracleDriver

File T3

How do L.. =]

=

« Configure testing options for 2 JDBC data
source

« Configure the statement cache for a JDBC
connection pool

« Configure credential mapping for a JDBC data

source =

System Status a System Properties:

Health of Running Servers

I Failed (0)
Critical (0)

[ Overloaded @ =

I Warning (0)

e 4 Password:

te passed to the IDEC driver when creating physica
5. More Info...

Confirm Password: secscscsscscsecent

5. Change the password. Use the following fields:

Password

Specify the new password.
Confirm Password

6. Specify the new password again. Click ‘Save’.

7. To test the data source, select Monitoring tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences

View changes and restarts

Messages
Configuration editing is enabled. Future
changes will automatically be activated as you & Test of FCUBS_ELCMDs on st
modify, add or delete items in this domain.

er ManagedServer was succ

Settings for FCUBS_ELCMDs
Domain Structure

base_domain -
i Dovkonment Statistics | Testing
--Deployments

EH-Services
H-Messaging
--Data Sources
~~Persistent Stores
r=-Foreign JNDI Providers [ Customize this table
ork Contexts
XML Registries
--XML Entity Caches

Configuration | Targets | Monitoring = Control | Security | Notes

Use this page to test database connections in this JDBC data source.

= Test Data Source (Filtered - More Columns Exist)

~-jCOM
~-Mail Sessions
-File T3 - Server

How do L. Sl O | Managedserver

o Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.5 Chanqing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

3.5.1 Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o &

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© © N o

This completes the prerequisites.

3.5.2 Changing Bl Publisher Data Source Password

To change the BI Publisher data source password, follow the steps given below:

1. Log in to Bl Publisher server.

2. Go to Admin > JDBC > Update Data Source.
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3.6

3.6.1

TORACLE' BIPublisher Enterprise

‘Welcome, administrator Preferences Sign Out Help

Reports
Admin > JDBC > Update Data Source: Oracle BI EE
Update Data Source: Oracle Bl EE

Cancel Apply

General

¥TIP Please make sure to install the required JDBC driver classes.

Data Source Name |Oracle BI EE

= Driver Type | Oracle BI Server v

* Database Driver Class iroracle.rbr.]qbc.»'«rnagdrbcDr\\jer J
Driver )
:PORT/

Ecmple
* Connection String |{dbc:oraclebi://

* Username |Administrator

Password |eeeeee

Pre Process Function

Post Process Function : |
Use Proxy Authentication

Test Connection

Security

Available Roles Allowed Roles

>)

Move
)
Move All

Remove

Remove All

3. Choose the data source whose password needs to be modified.

4. Modify the following field:
Password

Specify the new password.

5. Click ‘Apply’ button.

6. Restart the application server.
7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Oracle Business Intelligence Enterprise
Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprise Edition (OBIEE)
data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

288
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3. Change the password. You will be prompted to re-enter the password. Click ‘OK’.
4. Restart the application server.

5. Start Oracle FLEXCUBE.

6. Log into Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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3.7 Chanqging Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.7.1 Prerequisites
Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.
3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.7.2 Changing Gateway Data Source Password
You need to change the password of Gateway data source. Follow the steps given below.
1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.
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TIGITY, 00 o7 T TTEms T TS ot T

[< i Targets | Monitoring | Control | Security | Notes

Domain Structure
General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

base_domain =]
‘Environment
Save
‘Deployments e E—l
es
lessaging The connection pool within a JDBC data source cantains a group of JDEC connections that appiications reserve, use, and then retur to the poal. The connection poal and the connections within it
Data Sources are created when the connection pool i registered, usually when starting Up WebLogic Server or when deploying the data source to a new target.

Persistent Stores
~Foreign JNDI Providers
~Work Contexts
XML Registries
XML Entity Caches
~jCOM

Mai Sessions 45 Dri ; -
s [B] | 48 0rverdasshame: oracle jdbc xa.client. OracleXADataSource

Use this page to define the configuration for this data source’s connection pool.

1 dFUuRu jdbe-oracle-thin:@10.10.10.10:1010- KERDEV3

How do L.. =]

« Configure testing options for a JOBC data
source

« Configure the statement cache for a JDBC
connection pool

« Configure credential mapping for & JDBC data
source |

System Status ]

System Properties:
ample:

Health of Running Servers H More Info.

[ Failed (0)
I " Critical (0)
Overloaded (0)
Warning (0)

________[-4e)

[

& d: seesssccrssscccnns g physica
More Info

Confirm Password:

Initial Capacity: 1

HMaximum Capacity: 15

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.
8. Select the target server and click ‘Test Data Source’.
9

. The screen displays a message confirming successful testing.
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ORACLE WebLogic Server® Administration Console I
Change Center {-} Home Log Out Preferences E Record Help
. H ummary of Sources >FCUBS_ELC BC Datz Sources >F
View changes and restarts £ RS T AL
Configuration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain. « Testo er Mar er
Domain Structure Settings for FLEXTEST.WORLD
base_domain = Configuration | Targets | Monitoring | Control | Security | Notes
BH-Environment
i-"Deployments Statistics
’3 Services
i [-Messaging
"Data Sources Use this page to test database connections in this JDBC data source.
“Persistent Stores
--Foreign JNDI Providers
--Work Contexts P Customize this table
XML Registries |
-XML Entity Caches Test Data Source (Filtered - More Columns Exist)
--COM
i-"Mail Sessions
i--File T3 e
Server State
How do L.. =
O ManagedServer Running
o Test IDBC data sources
o Configure testing options for a JDBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

3.8 Changing Branch Schema Password

This section describes the steps involved in changing branch schema password.

3.8.1 Prerequisites
Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.
3. Stop Oracle FLEXCUBE application.
4

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

5. Ensure that all users have logged out of Oracle FLEXCUBE system.

This completes the prerequisites.

3.8.2 Changing Branch Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.
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1. Login to Oracle Weblogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (jdbc/fcjdevDSBranch).

4. Select ‘Connection Pool’ tab.

ORACLE WebLogic Server® Administration Console

View changes and restarts

Configuration editing is enabled. Future Settings for FCUBSBranch
changes wil automaticaly be activated as you
macify, add or delete items in this domain. c

base_domain
B}-Environment Saxe,

Deployments
s,

ices
rity Realms
B}-Interoperability

&5 URL:

5] Driver Class Name:

How do L.. &

5] Properties:

» Configure testing options for a JDBC data sser=FC1131TUT

source

e Configure the statement cache for a JDBC
connection pool

» Configure credential mapping for 3 JDBC data
source

System Status =] System Properties:

Health of Running Servers

Change Center @ Home Log Out Preferences [22] Record Help Q

>FCUBSBranch

Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options

The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then retun to the pool, The connection pool and the connections within it
are created when the connection pool is registered, usually when starting up WebLogic Server or when deploying the data source to a new target.

?-Diagnostics Use this page to define the configuration for this data source's connection podl.

jdbc:oracle:thin:@10.10.10.10:1010-KERDEV3

oracle jdbc xa client OracleXADataSource

5] Password:

Confirm Password:

se0cesescesescesed

se0cescssescrceser

Welcome, weblogic ‘ Connected to: base_domain

More Info..

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE WeblLogic Server® Administration Console —

Change Center @ Home Log Out Preferences [&] Record Help QU Welcome, weblogic ‘ Connected to: base_domain
View changes and restarts Home >Summan < >FCUBSBranch
Messages

Configuration editing is enabled. Future
changes will automatically be activated as you <« Test of FCUBSBranch on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBSBranch
Domain Structure

Configuration | Targets | Monitoring | Control | Security | Notes
base_domain 2]
B-Environment Statistics | Testing
i~“Deployments
E-Services

| Bt-Messaging

~-Data Sources
i--Persistent Stores
~-Foreign INDI Providers
~-Work Contexts

XML Registries Test Data Source (Filtered - More Columns Exist)
XML Entity Caches
~JCOM

~Mail Sessions

~File T3

Use this page to test database connections in this JDBC data source.

P Customize this table

Showing 1to 10f 1 Previous | Next

L

Server

State

How do L.. Cl

© |Managedserver Running

Test JDBC data sources

.

wi Previ
Configure testing options for a JDBC data Showing 1to 1of 1 Previous | Next
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

421

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
2. Inform all concerned users and groups

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop the target server to which the data sources point.
5

Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server

41 ORACLE



Integrated Solutions Console

Welcome admin

[ Guidec Activitizs
B servers

B Applications

@ Services

[ Resources

& S=curity

curity

curity domai

ministrative Authorization Groups

=

Security auditing
B

L certificate and key management

Environment

@ System scministration
B Users anc Groups

[ Monitoring and Tuning
@ Troubleshooting

[ Service integration

@ upprt

Global security

Use this panel to configure administration and the default app
functions and is used as a default security p or user appli
applications

tion security policy. T
tions. Security domains

security configuration a

Security Configuration Wizard

Administrative security

Security Configuration Report

Authentication

n be defined to override and custo

Close page

polies to the

Enzble security

®© o8

rative suthentication

Kerberos and LTPA

Application security

possible future updates.
Kerberos configuration

O swam (

[0 ensble spplication security

Mo

(This function is currently disabled. See the IBM Support site for

Java 2 security )
[ use 3ava 2 security to restrict application access to local resources Authentication cachs settings

Web and SIP security

Warn if applications are granted custom permissions

Restrict access to resource authentication dats RMI/IIOP security

between servers

B Jsvs Authenticstion and Auth

Application logins
System loging
J2C suthentication

User account repository
Current realm definition
Federated repositories

orization Service

Available realm definitions [[] use realm-qualified user nd
= =

Configure... Set as current |

Security domains
External authorization providers
Custom properties

o ™) and
Authorization Service (JAAS) login configurations that are
used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Youl
cannot remove the deFault login configurations because

doing so might cause applications to fai

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome

l View: [ All tasks

welcome
Guidad Activities
Bl servers

B Server Types
webSphere application servers
ebSphere MQ serve

servers
@ Applications

[ Services

B Resources

Bl security

Global security
Security domains

Administrative Authorization

SSL certificate and key management
Security auditing
B

curity
B Envirenmant

System acministration
Users anc Groups
B Monitoring anc Tuning
@ Troubleshooting
[ Service intagration

B uppr

Global security

Global security > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Jav

(TM) 2 connector security to use.

Prefix new alias names vith the node name of the cell (for compatibility vith earlier releases)

Apply

Preferences

Close page

Field help

For field help information,
select 3 field Iabel or list
marker vhen the help
cursor is displayed.

Page help
More information about
sosge

Command Assistance

sdministral
cripting

action

Select| Alias & | user 1o Description ¢
You can 2dminister the folloving resources:
D el SDORMNode06/LAI465R2 LA1465R2 LA1465R2

Total 1

3. You will notice a table showing the list of JIDBC sources. Choose the node used by host

schema data source.
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Welcome

Integrated Solutions Console

View: | All tasks v|

Guidad Activitiss
B servers

B server Types

Applications
Services
Resources

B S=curity

curity

Environmant

Systam acministration
Users and Groups
Monitering 2nd Tuning
Troubleshooting
Service intagration

@ uopr

Global security.

Help | Logout

Global security > JAAS - J2C ion data > IPL189DO! /LA1465R2 Field help
. . 2 For field help information,
Specifies a list of user identities and passwords for Java(TM) 2 connector security to use. select = field Isbel or list

General Properties

marker when the help

cursor is displayed.

+ Alias
[1PL189D0RNod=06/LA1465R2 Page help
More informatien about
+ User ID thiz page
A1465R2
Command Assistance
% Passvord View sdministrative
eesenes ting command for last
action
Description
[Cisesrz |

[Zeely] [o| [Reset| | cancel

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.
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4.3

Welcome

Integrated Solutions Console

‘ View: | All tasks v|

Guidsc Activities
B servers

B Server Types

Applications
Services

B Resources

@ uRL

Resource Environment

B s=curity

g

Envircnmant

System acministration
Users anc Groups
Monitoring anc Tuning
Troubleshooting
Service intagration

upDI

B Messages

[} The test connection
IPL183DORNod=06 vas

for data source LATAM on server serverl at node

Data sources.

page to edit the settings of a datasource that is a
lication vith connections for accessing the databas:

your app
2 list of task steps and more general information about the topic.

B Scope: =All scopes

ies the level at vhich the res

ource definition is visible. For detailed information on
e = s help.

ciated vith your selected JDBC provider. The datasource object supplies
Learn more about this task in a quided activity. A guided activity provides

Field help

Page help
More information abou
this osge

Command Assistance

action

what s and how it works, zee the = lo
,A“ scopes :
Preferences
|New|| Delets || Test connection Manage statz..
P
Select| Name & INDI name Scope Provider Description { | Category {

You can administer the folloving resources:

[ |Default

Datasource

DefaultDatasource

ECUES Branch

O jdbe/fejBranchDS
O eduler | jdbe/feiSchedulerDs
o | NORLD | FLEXTEST.WORLD
O jdbe/fejdevDs
Total 5

Node=IPL189D0ORNode06, Servel

Node=IPL189DORNode06, Server=serverl

serverl

Node=1PL189DORNode06, Server=sarvert

Node=1PL183D0ORNode06, Server=servert
D

Node=IPL189DORNode06, Server=serverl

Derby JDBC
Provider

Oracle JDEC
Driver (XA)

LA1465R2

Application
Hew JDBC
Datasource
New JDBC
Datasource
Hew JDBC
Datasource
Hew JDBC
Datasource

£

Id help informat|
a field label or |

View sdministrative
=cripting command forf

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanaing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data

source.

4.3.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Stop Oracle FLEXCUBE application.

2
3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4
5

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source.

1. Login to IBM Websphere application server

Follow the steps given below.

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

v

[ Guidsc Ac

Sarvars
Applications
Sarvices

Resources

Bl s=curity

Bus security

Environmant

Systam acministration
Users and Groups
Monitoring anc Tuning
Troubleshooting
Service intagration

uppI

Global security

Use this panel to

nd the default

functions and is
applications.

Security Configuration Wizard

Security Configuration Report

Administrative security

Enable

Authentication

Application security

[ enable spplication security

Java 2 security
[ Use 32va 2 zecurity to restrict application acc

Warn if applications are granted custom permissions

Restrict access to resource authentication data
User account repository

Current realm definition

[Federatad repositorie: v| | configure...

s to local reso

[ONt 7Y

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for

possible future updates.)
Kerberos configuration

security policy. This security configuration applies to the security policy for 2l administrative
ad on's defalt security num; for user applications. Security domains can be defined to override =nd customize the security policies for user

Authentication mechanisms and expiration

between serverz

Application logins
Sustem logins

22¢ jon dats

[ use realm-qualified user ng
Set as current |

Apply | | Reset

Security domains
External authorization providers
Custom properties

doing so might cause applications to fail.

TP FiTy =
Authorization Service (JAAS) login cunﬁguvanuns that are
used by system resources including the authentication

mechanism, principal mapping, and credential mapping. Yol
cannot remove the default login configurations because

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome

v

Guided Activities
B servers

Bl server Types
ebs,

B Applications
Services
Resources
B security

Global security

Security domains

Administrativ

Authorizati

SSL cartificats

Environment

System acministration

Users and Groups
Monitoring 2nc Tuning
Troubleshooting
Service integration

B uppr

Global security > JAAS - J2C data

Prefix new alias names vith the node name of the cell
Apply

Preferences

s 3 list of user identities and passwords for Java(TM) 2 connector security to use.

(for compatibility vith earlier releases)

Field help

For field help information,
select 2 field label or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

|New|| Delete

sam} Alias & |Userp &

You can administer the folloving resources:

Description {

[ | 1esaespornodsce
i

se532 ‘ Lar4esR2

Total 1

LA1465R2

3. You will notice a table listing of JDBC sources choose the node which is used by Oracle
FLEXCUBE application.
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Integrated Solutions Console Welcome

Applications
Services
Resources

B Security

B Environmant

Systam acministration
Users anc Groups
Monitoring and Tuning
B Troublzshooting
Service integration

upDI

[All tasks v

Global security > JAAS - J2C

data > IPL189DORNode06/LA1465R2

Specifies = list of user identities and passvords for Java(TM) 2 connector security to use

General Properties

marker when the help
ey

LA1485R2

[oK] [Reset| [ Cancel

curser is displayed

Page help
More information sbout
this oage

Command Assistance
figw administrative
command for last

action

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list

of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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Integrated Solutions Console ~ welcome
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Data sources Page help
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Applications 2 lis
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Command Assistance
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Scop: ition is visible. For detailed information on
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[an v/
Preferences
New|| Delete || Test connection Manage state...
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=)
Select| Name & JNDI name & Scope $ Provider Description | Category
You can administer the folloving resources:
[ |Defaut DefaultDatasource | Node=IPL189DORNode08, Server=serverl | Derby JDBC Datasource
Datasource Provider for the
URL WebSphere

Default

Resource Environment =
Application

Nev JDBC
Datasource

B security Node=IPL183DORNode0s Server=serverl

Nevi JDEC
Datasource

Node=IPL189DORNode06, Server=serverl

LD | FLEXTEST.WORLD | Node=IPL189DORNode06, Server=servert Hevi JDBEC

Datasource

jdb/fcjdevDs Hode=IPL183DORNod=06, Server=serverl | LAL465R2 Hevi JDEC

Datasource

Environment Total 5
System acministration
Users anc Groups

Monitoring 3né Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

4.4 Changing ELCM Data Source Password

4.4.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

2
3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop Oracle FLEXCUBE application

5

Stop the target server to which the data sources point.

This completes the prerequisites.

4.4.2 Changing ELCM Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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Integrated Solutions Console

Welcome admin

‘ View: | All tasks v

Welcome

B Guicac Activitizs
E Servers
Applications

@ Services

[ Resources

I Security
Global

urity

H

rity domai

u
ministrative Authorization Groups
rtifica

0z

nd key man

curity zuditing

Dnnrne

security

B Envircnment.

B System scministration

Users and Groups
Monitoring and Tuning
B Troublzshooting
Service integration

® uppt

Global security

Use this panel to configure ad

tration and the default appli

=applications.

[ Security Configuration Wizard |

on securi

Help

Security Configuration Report

Administrative security

userroles

security

Application security

[ enable application security

Java 2 security

[ use s2va 2 secun

to restrict application =

Warn if applications are granted custom permi

ions

Restrict access to resource authentication data

User account repository
Current realm definition

Federated reposito

ble realm de

[Fedarated repositories

Configure

=5 to local resources

Set 2= current

Authentication

. This onfiguration applies to the security p
functions and is used as a default security policy for user applications. Se..unty doma ns can be deflned to override and customize the security policies for u:

Logout

¢ for 2ll administ

@® LTe2

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for
possible future updates.)

Kerberos configuratien

O swam (

Authenticstion cache settings

Web and SIP securi

RMI/IIOP security

between servers

Application logins
Svstem logins
J2C suthentication dats

B Java Authentication and Authorization Service

| [0 use realm-qualified user

Apply | | Reset

e )] ication and
n3Authorization Service (JAAS) login configurations
used by system resources including the authentid
mechanism, principal mapping, and credential may
cannot remave the default login configurations b

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console ~ Welcome
‘ View: | All tasks v
Welcome

[ Guidad Activities
B s=rvers

B Server Types
WebSphere application

ebSphere MQ servars
Web sery

B Applications.
[ Services

[ Resources
B security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

@ Envirenment
@ Systam acministration

B Users and Groups.

Monitoring anc Tuning
@ Troublzshooting
@ Servics intagration

@ uoot

Global security

Global security > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Jav

(T™)

Apply

Preferences

Prefix new alias names vith the node name of the cell (for compatibilit

Help | Log

connector security to use.

y vith earlier releases)

out

Field help

For field help information,
select 2 field label o list
marker when the help
cursor is displayed.

Page help

More information sbout
thiz page

Command Assistance

4] Delete

D&
5 i

| select| alias & |user o ¢

| Description &

| You can administer the folloving resources:

A1463R;

O ‘mv R

‘ LAL465R2

LA1465R2

3. You will notice a table showing list of JDBC Sources choose the node which is been used by

ELCM data source.
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Integrated Solutions Console ~ welcome

‘ View: | All tasks v| '
welc
Guidsc Activitizs Global security > JAAS - 32C data > IPL189DORNode06/LA1465R2 Field help i
i - For field help information,
B servers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use. select 2 field label or list

marker vhen the help

Server Type General Properties
B Server Types £ cursor is displayed.
ers
(A14 Page help
More information about
# User ID this page

B Applicstions [Risesrz |

Services

Command Assistance
View sdministrative
scripting command for last

Resources

Description

B Security W

[Zeely] [oK] [Reset] [ Cancel

Environment

System acministration
Users anc Groups.
Monitering anc Tuning
Troublashooting
Service intsgration

ubDI

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4.4.3 Testing ELCM Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Log in to IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.
4. Select ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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Welcome

Integrated Solutions Console

Guidec Activitiss

Applications
Services

B Resources

Mail
URL
B Resource Environmant

B s=curity

3 ity

Envirenmant
System acministration

Users and Groups

Monitering anc Tuning

View: | All tasks v|

B Messages

IPL189DORNode06 vas

[} The test connection o ation for data source
sful

LATAM on server serverl at node

Field help
field help informati
field label or li
markér vhen the help
cursor is displayed.

Data sources

Use this page to edit the settings of 2
your application vith connections for 2

urce that is associated vith your selected JDBC provider. The datasource object supplies
P! this page
= databaze. Lear more sbout this tazk in = guided activity. A guided activity provides

g th
2 list of task steps and more general infor: cmation about the tope

B Scope: =All scopes

cifies the IA el st vhich the resource definition is visible
. see the scope settings helo

Test connsction Mai

s ll]

B @

Select| Name & INDI name

You can administer the folloving resources:

[ |Cefault

Datazource

jdbe/fcjBranchDs

[ |Ecues Branch
t

Scope &

DefsultDatssource | Node=IPL183DORNode0s, Server=serverl

Hode=IPL183DORNode08, Server=servert

jdbe/fcjdevDS

Total 5

Hode=1PL183DORNod=06, Server=

Hode=1PL183DORNode08, Server=sarvert

Node=IPL183DORNode06, Server=servert

For detailed information on

Provider &

Derby JDBC
Provider

1| Oracle JDBC

Driver (XA)
LA1465R2

Description

Datasource
for the
WebSphere
Default
Apglication

Hew JDBC
Datasource

Hew JDEC
Datasource

Hew JDBC
Datasource

Page help
More information aboy|

Command Assistance

¢ | category ¢

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was

successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

4.5.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system

2
3. Stop the target server to which the data sources point.
4
5

Stop Oracle FLEXCUBE application

This completes the prerequisites.

4.5.2 Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console

Welcome admin

‘ View: | All tasks v

elcome.

uidec Activities

Servers

\pplications
Services

Resources

5 Security

ystem scministration
Bl Users anc Groups

Monitoring 2nd Tuning

roubleshooting

ervice intagration

uoDI

Global security

Use this panel to configure

nd the default security policy. T
functions and is used a8 a dafault security policy for user appiications. Sacurity domain
applications.

Security Configuration Wizard

Administrative security

Security Configuration Report

Authentication
Authentication mechanisms and

© urea

Kerberos and LTPA

Enable ive security

Application security

possible future updates.)
[ enable application security .
Kerberos configuration

Java 2 security

scurity configuration applies to the securty policy for all sdministrative
be defined to override and customize the security policies for u

(This function is currently disabled. See the IBM Support site for

Close page

expiration

[ Use Java 2 security to restrict application access to local resources
Warn if splications ar= granted custom permissions

Restrict access to resource authentication data

between servers

User account repository
Current realm definition
Fe:

polication logins
Svstem logins

2c

d repositor
data

Availzble reslm definitions

[ use realm-qualified user nd
Federated v Configure... Set as current |

Security domains
External authorization providers
Custom properties

Apply | | Reset

doing so might cause applications to fail.

Authorization Service (JAAS) login configurations that are
used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Yo
cannot remove the default login configurations because

3. You will notice a table showing list of JDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console

Welcome

v

dzc Activitizs
B servers

Bl Server Types

Resources

B Security

nvironment

ystam administration
[ Users anc Groups.

Monitoring anc Tuning

roubleshosting

ervice intsgration

uppt

Help

Global security

Global security > JAAS - J2C authentication data
5

es 2 list of user identities and passwords for Java(TM) 2 connector security to use.

Prefix new alias names vith the node name of the cell (for compatibility vith earlier releases)
Apply

Preferences

Logout

Field help

For field help information,
select 2 field Iabel or list
marker when the help
cursor is displayed

Pageh Ip
formation about
2qe

New| Delste

Command Assistance

Bt

Select| Alias & User 1D Description &

e e e e
O ‘ 1PL18SDORNode06/LAL465R2

LA1465R2 LA1465R2

Total 1

4. Specify the new password in the text field and click on Apply and then click on ok.

45.3

Testing Gateway Data Source Password Chang

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server.
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2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the

list of all data sources created in the application server.
3. Select the data source FLEXTEST.WORLD
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Welcome

View: | All tasks v|

Guide

B servers

node IPL189DORNode06 vz successful.
B server Types

[} The test connection operation for data source FLEXTEST.WORLD gatevay on server serverl at

help informati|
field label or Ii
0

Data sources

Applications = list of task steps and more general information about the topic

Services B Scope: =All scopes

B Resources ifies the level at which the

and how it works, see t

Scope 5|
vhat scope sttings he

| All scopes v
Pref s
New| D e
IR

Select| Name & INDI name Scope & Provider

Test connsction Manage statz...

You can administer the folloving resources:

[ |Cefault

DefsultDatssource | Node=IPL183DORNode08, Server=serverl Derby JDEC
Datszource rovider

URL

Use this page to edit the settings of a datasource that is associated vith your selected JDEC provider. The datasource object supplies
your application vith connections for accessing the database. Learn more about this task in a quided activity. A guided activity provides

efinition is visible. For detailed information on
ti

Resource Envirenment

B s=curity
cl

Environment

Total 5

jdbe/fciBranchDs

uler | jdbe/fejSchedulerDs

RLD | FLEXTEST.WORLD

jdbe/fcidevDs

Node=IPL1

Node=IPL1

Hode=IPL1

Node=IPL1

23DORNode08, Server=servert

89DORNode06, Server

23DORNode08, Serve:

23DORNode08, Server=servert

Oracle JDEC
(XA)

1| Oracle JDEC
(xA)

LA1465R2

Page help
More information abou
this page

Command Assistance
ministrstive
g command for

Description { | Category &

Datszource
for the

Application
New JDBC
Datasource
New JDBC
Datas: ce

Hew JDBC
Datasource

Hew JDBC
Datasource

System scministration
Users anc Groups
Monitoring and Tuning
Troubleshooting
Service integration

upo1

T [o1]
6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanaging Branch Schema Password

If you change the host schema password, you also need to change the gateway password.

4.6.1 Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.
2. Inform all concerned users and groups.
3. Stop the target server to which the data sources point.

ORACLE
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4. Ensure that all users have logged out of Oracle FLEXCUBE system.

5. Stop Oracle FLEXCUBE application.
This completes the prerequisites.

Changing Branch Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Log in to IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Integrated Solutions Console

Welcome admin

Global security

A .
B Guidsd Activities Global security

Servers Use this panel to confi

functions and is used
=pplications

ure 3nd the default

Applications

Sarvices

Resources

Security Configuration Wizard

security policy. Thi
s 2 default security policy for user applications. Security domai

Security Configuration Report

B Security

Administrative security

Enable

e security

Application security

urity

[ enable application security
Environment
Java 2 securit
System scministration Y
[ Use Java 2 security to restrict application accass to local resources
Users and Groups -
Warn if spplications are granted custom permissions
Monitoring anc Tuning

resource authentication data
Troubleshooting

User account repository

SnEE ey Current realm definition
B upp!

Federated

pos

itories

ble reslm definitions

rated repositories v | Configure... Set 2= current

Apply | | Resst

Authentication

Authentication mechanisms and expiration

© Lo

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for

possible future updates.)
Ker! enfiguration

urity configuration applies to the security
= defined to override and customize the security p

Cloz= page

? -

licy for all

nistrative
ruser

between server:

polication loging

Sustem logins

[ use q

Specifies a list of Java(TM) Authentication and

Security dos
External suthorization providsrs
Custom properties

Service (JAAS) login

that are
used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Youl
cannot remove the default login configurations because
doing so might cause applications to fail.

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Branch data source.

Integrated Solutions Console Welcome
[ View: | All tasks v| ‘ > =
Welcome Global security.

[ Guicsc Activitiss

Global security > JAAS - J2C data

Bl servers

B server Types

Apply

[ Applications Preferences

Prefix new aliss names vith the node name of the cell (for compatibi

Specifies 3 list of user identities and passwords for Java(TM) 2 connector security to use

vith earlier releases)

Field help

For field help information,
select a field Iabel or list
n the help
cursor is displayed

Page help
More information sbeut
this page

Command Assistance
dministrati

| You can ad

er th

olloving resources:

[ |1eLi2300RNd | Laz465R2

sR2

@ Services New|| Delete
Bl Resources =z
E 45
Bl Security el
al Select| Aliss 3 | user o ¢ Description

LA1465R2

‘ Total 1

@ Environment
E System acministration
[ Users 2nd Groups.

[ Monitoring anc Tuning

B Troubleshosting

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.
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4.6.3 Testing Branch Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjBranchDs.
4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console Welcome

Data sources

B Messages

[ The test connection operation for r dats source FCUBS Branch Datasourcs on server servarl at
node IPL189DORNode06 ves successful

i
cursor is displayed

Data sources Page help

Use this to edit the d vith lected JDEC provider. The dat: bject supplie: More Intormation:aboy
= this page to adit the vith your selects: provider. The datasource objed More lofo
your application vith con essing the data mors about this task in = Quided activity. A guidsd activity provides SLEZRY

Applications 2 list of task steps and formation about

Command Assistance
B Servicas B Scope: =All scopes View sdministrative

Z:rizhing command for
ElRe-atjces Scope spacifies the level at which the resourca dafinition is visible. For datailed information on <
iz and how it works, zee the scope settings helo

|

@ Preferences
New| Delets Test connsction Manage statz... |
=41

ebSphere Application Server

dapters

Select Name & INDI name Scope { Provider Description { | Category
B Asynchronous beans
You can administer the folloving resources:

Cache instances 4
& wisil [] | Defautt DefaultDatasource | Node=IPL183DORNode06, Server=sarvarl | Derby JDBC Datasource

i Datssource Provider for the
@ urL WebSphere
Resource Environment I:s ault

B s=curity
Global

Noda=1PL18300RNode05, Sarvar=servart | Oradls J0BC
Driver (XA

HNode=1PL183DORNod

Oracle JDBC
Driver (XA)

Node=IPL189DORNode06, Servar=s

Node=1PL183DORNod=08, Serv!

Environment e
System scministration

Users and Groups

Monitoring anc Tuning

Troubleshooting

Service intsgration

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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5.1

5.2

5. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

SMTP Server
EMS FTP Server
BPEL Server
BIP Server

DMS Server

Chanaging SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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START

Take backup of
fcubs. properties file

l

Change the password in
fcubs.properties file
through Installer

l

Using the new feubs properties file
create EAR through Installer and
deplay it in the application server

Y

Y
Test Application

Mo

Testing
successiul

5.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is
completed:

e Take a backup of fcubs.properties file from the current EAR file.

5.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. InOracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.
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| £ Oracle FLEXCUBE Universal Installer = @ |[=]
Oracle FLEXCUBE Universal Banking ORACLE
Property File Creation
Current screen provides an option for Mail configuring using SMTPS Protocol.
No. Hame Value
1 Host samplename.mail.cam
2 Userld infra
3 User Password ssssses
4 JMDI Name maillFCUBSMail
Log Iext Exit

2. You need to modify the following field:

User Password

Specify the new password
3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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START

Take backup of
focubs. properties file

l

Change the password in
fcubs. properties file
through Installer

l

sing the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

Y

Y
Test Application

Mo

Testing
successiul

5.3.1 Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.3.2 Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. InOracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.
Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chanqging BPEL Administrative Console Password

This section describes the process of changing the BPEL server password.

The following diagram briefs the steps involved in changing the passwords of the BPEL server.
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START

Take backup
focubs. properties file

l

Change the password in
foubs. properies file
thraugh Installer

l

Using the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

Y

h 4
Test Application

Mo

Testing
Successful

5.4.1 Prerequisites

Before you change the password of the BPEL server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.4.2 Changing BPEL Server Password

To change the password of BPEL server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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e BI_PASSWORD: Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the

password change.

4. Test whether the password change was successful. In case the test is not successful, repeat

the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing BIP Administrative Console Password

This section describes the process of changing the Bl Publisher server password.

The following diagram briefs the steps involved in changing the passwords of the BIP server.
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START

Take backup of
foubs. properties file

l

Change the passwoard in
fcubs. properies file
through Installer

l

Using the new focubs. properties file
create EAR through Installer and
deploy it in the application server

Y

h 4
Test Application

Mo

Testing
successul

5.5.1 Prerequisites

Before you change the password of the BIP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.5.2 Changing BIP Server Password

To change the password of BIP server, follow the steps given below:

1. InOracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. You need to modify the following field:
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BIP Password

Specify the new password
3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.
Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Chandging DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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START

Take backup of
foubs.properties file

l

Change the passward in
foubs properties file
through Installer

l

Using the new foubs. properies file
create EAR through Installer and
deploy it in the application server

Y

¥
Test Application

Mo

Testing
successiul

5.6.1 Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.6.2 Changing BIP Server Password

To change the password of DMS server, follow the steps given below:

1. InOracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.
Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate failsafe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates
disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

This software and related documentation are provided under alicense agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of
this software, unless required by law for interoperability, is prohibited.

Theinformation contained herein is subject to change without notice and is not warranted to be error-free. If you find any
errors, please report them to us in writing.

This software or hardware and documentation may provide access to or information on content, products and services
from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any
kind with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be
responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or
services.


https://www.oracle.com/industries/financial-services/index.html
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