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Preface

Understanding the PeopleSoft Online Help and PeopleBooks

The PeopleSoft Online Help is a website that enables you to view all help content for PeopleSoft
applications and PeopleTools. The help provides standard navigation and full-text searching, as well as
context-sensitive online help for PeopleSoft users.

Hosted PeopleSoft Online Help

You can access the hosted PeopleSoft Online Help on the Oracle Help Center. The hosted PeopleSoft
Online Help is updated on a regular schedule, ensuring that you have access to the most current
documentation. This reduces the need to view separate documentation posts for application maintenance
on My Oracle Support. The hosted PeopleSoft Online Help is available in English only.

To configure the context-sensitive help for your PeopleSoft applications to use the Oracle Help Center,
see Configuring Context-Sensitive Help Using the Hosted Online Help Website.

Locally Installed PeopleSoft Online Help

If you’re setting up an on-premises PeopleSoft environment, and your organization has firewall
restrictions that prevent you from using the hosted PeopleSoft Online Help, you can install the online help
locally. Installable PeopleSoft Online Help is made available with selected PeopleSoft Update Images and
with PeopleTools releases for on-premises installations, through the Oracle Software Delivery Cloud.

Your installation documentation includes a chapter with instructions for how to install the online help

for your business environment, and the documentation zip file may contain a README.txt file with
additional installation instructions. See PeopleSoft 9.2 Application Installation for your database platform,
“Installing PeopleSoft Online Help.”

To configure the context-sensitive help for your PeopleSoft applications to use a locally installed online
help website, see Configuring Context-Sensitive Help Using a Locally Installed Online Help Website.

Downloadable PeopleBook PDF Files

You can access downloadable PDF versions of the help content in the traditional PeopleBook format on
the Oracle Help Center. The content in the PeopleBook PDFs is the same as the content in the PeopleSoft
Online Help, but it has a different structure and it does not include the interactive navigation features that
are available in the online help.

Common Help Documentation

Common help documentation contains information that applies to multiple applications. The two main
types of common help are:

* Application Fundamentals
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» Using PeopleSoft Applications

Most product families provide a set of application fundamentals help topics that discuss essential
information about the setup and design of your system. This information applies to many or all
applications in the PeopleSoft product family. Whether you are implementing a single application, some
combination of applications within the product family, or the entire product family, you should be familiar
with the contents of the appropriate application fundamentals help. They provide the starting points for
fundamental implementation tasks.

In addition, the PeopleTools: Applications User's Guide introduces you to the various elements of the
PeopleSoft Pure Internet Architecture. It also explains how to use the navigational hierarchy, components,
and pages to perform basic functions as you navigate through the system. While your application or
implementation may differ, the topics in this user’s guide provide general information about using
PeopleSoft applications.

Field and Control Definitions

PeopleSoft documentation includes definitions for most fields and controls that appear on application
pages. These definitions describe how to use a field or control, where populated values come from, the
effects of selecting certain values, and so on. If a field or control is not defined, then it either requires
no additional explanation or is documented in a common elements section earlier in the documentation.
For example, the Date field rarely requires additional explanation and may not be defined in the
documentation for some pages.

Typographical Conventions

XXXViii

The following table describes the typographical conventions that are used in the online help.

Typographical Convention Description

Key+Key Indicates a key combination action. For example, a plus sign
(+) between keys means that you must hold down the first key
while you press the second key. For Alt+W, hold down the Alt
key while you press the W key.

... (ellipses) Indicate that the preceding item or series can be repeated any
number of times in PeopleCode syntax.

{ } (curly braces) Indicate a choice between two options in PeopleCode syntax.
Options are separated by a pipe ( | ).

[ ] (square brackets) Indicate optional items in PeopleCode syntax.

& (ampersand) When placed before a parameter in PeopleCode syntax,
an ampersand indicates that the parameter is an already
instantiated object.

Ampersands also precede all PeopleCode variables.
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Typographical Convention Description

> This continuation character has been inserted at the end of a
line of code that has been wrapped at the page margin. The
code should be viewed or entered as a single, continuous line
of code without the continuation character.

ISO Country and Currency Codes

PeopleSoft Online Help topics use International Organization for Standardization (ISO) country and
currency codes to identify country-specific information and monetary amounts.

ISO country codes may appear as country identifiers, and ISO currency codes may appear as currency
identifiers in your PeopleSoft documentation. Reference to an ISO country code in your documentation
does not imply that your application includes every ISO country code. The following example is a
country-specific heading: "(FRA) Hiring an Employee."

The PeopleSoft Currency Code table (CURRENCY CD TBL) contains sample currency code data. The
Currency Code table is based on ISO Standard 4217, "Codes for the representation of currencies," and
also relies on ISO country codes in the Country table (COUNTRY TBL). The navigation to the pages
where you maintain currency code and country information depends on which PeopleSoft applications
you are using. To access the pages for maintaining the Currency Code and Country tables, consult the
online help for your applications for more information.

Region and Industry Identifiers

Information that applies only to a specific region or industry is preceded by a standard identifier in
parentheses. This identifier typically appears at the beginning of a section heading, but it may also appear
at the beginning of a note or other text.

Example of a region-specific heading: "(Latin America) Setting Up Depreciation"

Region Identifiers

Regions are identified by the region name. The following region identifiers may appear in the PeopleSoft
Online Help:

¢ Asia Pacific
*  Europe
¢ Latin America

¢ North America

Industry ldentifiers

Industries are identified by the industry name or by an abbreviation for that industry. The following
industry identifiers may appear in the PeopleSoft Online Help:

» USF (U.S. Federal)
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* E&G (Education and Government)

Translations and Embedded Help

PeopleSoft 9.2 software applications include translated embedded help. With the 9.2 release, PeopleSoft
aligns with the other Oracle applications by focusing our translation efforts on embedded help. We

are not planning to translate our traditional online help and PeopleBooks documentation. Instead we
offer very direct translated help at crucial spots within our application through our embedded help
widgets. Additionally, we have a one-to-one mapping of application and help translations, meaning that
the software and embedded help translation footprint is identical—something we were never able to
accomplish in the past.

Using and Managing the PeopleSoft Online Help

Select About This Help in the left navigation panel on any page in the PeopleSoft Online Help to see
information on the following topics:

»  Using the PeopleSoft Online Help.
» Managing hosted Online Help.

* Managing locally installed PeopleSoft Online Help.

PeopleSoft HCM Related Links

Oracle Help Center

PeopleSoft Online Help Home

PeopleSoft Information Portal

My Oracle Support

PeopleSoft Training from Oracle University

PeopleSoft Video Feature Overviews on YouTube

PeopleSoft Business Process Maps (Microsoft Visio format)

HCM Abbreviations

PeopleSoft Spotlight Series

Contact Us

Send your suggestions to psoft-infodev_us@oracle.com.

Please include the applications update image or PeopleTools release that you’re using.
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Follow Us

Link

)
o
3

Watch PeopleSoft on YouTube

[]

Follow @PeopleSoft Info on X.

X

Read PeopleSoft Blogs

Connect with PeopleSoft on LinkedIn

1]
L
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Chapter 1

Getting Started with PeopleSoft HCM

PeopleSoft HCM Overview

PeopleSoft HCM is an integrated suite of applications and business processes that are based on
PeopleSoft's Pure Internet Architecture (PIA) and portal technologies.

The sophisticated features and collaborative, self-service functionality available in PeopleSoft HCM
enable you to manage your human resources from recruitment to retirement while aligning your
workforce initiatives with strategic business goals and objectives.

PeopleSoft HCM Integrations

PeopleSoft HCM integrates with other PeopleSoft applications, such as PeopleSoft Financials, PeopleSoft
Workforce Analytics, and PeopleSoft Learning Management. PeopleSoft HCM also integrates with other
third-party applications. PeopleSoft HCM uses various integration technologies to send and receive data.

We discuss integration considerations in the implementation topics in the documentation. Supplemental
information about third-party application integrations is located on the My Oracle Support website.

PeopleSoft HCM Implementation

PeopleSoft Setup Manager enables you to generate a list of setup tasks for your organization based on
the features that you are implementing. The setup tasks include the components that you must set up,
listed in the order in which you must enter data into the component tables, and links to the corresponding
documentation.

PeopleSoft HCM also provides component interfaces to help you load data from your existing system into
PeopleSoft HCM tables. Use the Excel to Component Interface utility with the component interfaces to
populate tables.

This table lists all of the components discussed in this documentation that have component interfaces:

Component Component Interface References

Departments component See Maintaining Departments.

(DEPARTMENT _TBL)

DEPARTMENT TBL

ESTABLISHMENT_ DATA

Establishment component See Defining Establishments.

(ESTABLISHMENT DATA)
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Component

Component Interface

References

Job Code Task Table component
(JOBCODE_TASK_TABLE)

JOBCODE _TASK_TABLE

See Defining Job Tasks.

Job Code Table component (JOB_CODE
_TBL)

CI JOB_CODE _TBL

See Classifying Jobs.

Setup Job Tasks component (JOB_TASK
_TABLE)

JOB _TASK TABLE

See Defining Job Tasks.

Location component (LOCATION _
TABLE)

LOCATION_TABLE

See Establishing Locations.

FLSA Calendar Table (FLSA _
CALENDAR)

FLSA CALENDAR

See FLSA Calendar Table Page.

Pay Run Table (PAY RUN_TABLE)

PAY RUN TABLE

See Pay Run Table Page.

Tax Location Table component (TAX
LOCATION_TBL)

TAX LOCATION TBL

See Defining Tax Locations.

Refer to the PeopleSoft HCM 9.2 - Reorganization of Component Interface Permissions (Doc ID
2342162.1) MOS posting for a list of system-delivered CIs and their usage, the mapping of CIs and
associated permission lists, and the mapping of CI permission lists and user roles.

See PeopleTools: Setup Manager.

Related Links

Enterprise Components
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Chapter 2

Understanding HCM

Control Tables, Transaction Tables and Prompt Tables

PeopleSoft HCM is a table-based system that stores critical general data, such as companies, work
locations, and system specifications in a central location. The system enables users to access the same
basic information while maintaining data accuracy and integrity.

Tables that are central to PeopleSoft HCM include control tables, transaction tables, and prompt tables.

See PeopleTools: Application Designer Developer's Guide.

Control Tables

Control tables store information that is used to process and validate the day-to-day business activities
(transactions) users perform with PeopleSoft HCM applications.

The information stored in control tables is common and shared across an organization, for example,
primary lists of customers, vendors, applications, items, or charts of accounts. By storing this shared
information in a central location, control tables help to reduce data redundancy, maintain data integrity,
and ensure that users have access to the same basic information.

The information stored in control tables is generally static and is updated only when fundamental changes
occur to business policies, organizational structures, or processing rules.

Note: Control tables are tables that include the SETID key field (set ID). As you set up control tables,
you'll notice that it is the set ID that enables control table information to be shared across business units.

Transaction Tables

Transaction tables store information about the day-to-day business activities (transactions) users perform
with PeopleSoft HCM applications.

The information stored in transaction tables often changes and is updated more frequently than the
information stored in control tables.

Note: Transaction tables are tables that include the BUSINESS UNIT field (which may or may not be
used as a key field).

Prompt Tables

Prompt tables are tables that are associated with fields on PeopleSoft application pages and which display
valid data values for those fields when a user selects a prompt or search option.

The data values stored in prompt tables are retrieved from control tables, transaction tables, or other
PeopleSoft tables.
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Business Units, Tablesets and Set IDs

PeopleSoft regulates HCM system data through the use of business units, tablesets, and set IDs.

Business Units

Business units are logical units that you create to track and report specific business information. Business
units have no predetermined restrictions or requirements; they are a flexible structuring device that enable
you to implement PeopleSoft HCM based on how your business is organized.

You must define at least one business unit. The BUSINESS UNIT field is included on all transaction
tables.

Tablesets and Set IDs

Tablesets and set IDs are devices that enable you to share — or restrict — information across business units.
For example, with tablesets and set IDs you can centralize redundant information such as country codes
while keeping information such as departments and job codes decentralized. The overall goal of tablesets
and set IDs is to minimize data redundancy, maintain data consistency, and reduce system maintenance
tasks.

You must define at least one tableset (set ID). The SETID key field is included on all control tables.

Related Links
Understanding PeopleSoft HCM System Data Regulation

Effective Dates

46

PeopleSoft HCM uses effective dates to store historical, current, and future information. Effective dates
enable you to:

* Maintain a chronological history of your data. By storing effective-dated information in tables, the
system enables you to review past transactions and plan for future events. For example, you can roll
back your system to a particular time to perform historical analyses for your company. Or, you can set
up tables and data ahead of time without using tickler or pending files.

* Maintain the accuracy of your data. By comparing the effective dates in prompt tables to the effective
dates on application pages, the system displays only those values that are valid for the current time
period. For example, you create a new department code with an effective date of May 1, 2008. Then,
on the Job Data pages, you enter a new data row for an employee with an effective date before May
1, 2008. When you select the prompt for the department field, you won't see the new department code
because it is not in effect.

For more information, see the product documentation for PeopleTools: Application Designer Developer's
Guide.
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Person or Position Structure

PeopleSoft HCM enables you to structure or drive your PeopleSoft Human Resources system by person
or by position. Before you set up information in the control tables, you must decide which method to use.
The system processes the information differently depending on your choice.

What's the Difference?

When you drive PeopleSoft Human Resources by person, you use job codes to classify job data into
groups. You use those codes to link person data to job data. When you drive PeopleSoft Human
Resources by position, you still use job codes to create general groups, or job classifications, in your
organization, such as EEO (equal employment opportunity) and salary survey data, but you also uniquely
identify each position in a job code and link people to those positions.

Job codes primarily have a one-to-many relationship with workers. Many workers share the same job
code, even though they might perform the work in different departments, locations, or companies, as
shown in the diagram below. You identify the job that a worker performs through the data that you enter
in the worker's job records:

Job Code 1020
Admin Assistant

I\ . .

Warker 1 Waorker 2 Worker 3 Worker 4
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In contrast, positions usually have a one-to-one relationship with workers. However, you can have several
positions with the same job code; positions track details of a particular job in a specific department or
location. For example, in job code 1020, Administrative Assistant, you can define different administrative
assistant positions with different position numbers—position 15 in accounting, position 16 in the human
resources department, position 17 in your marketing department, and position 18 in your production
group. Workers are then assigned to these specific positions. The following diagram represents this
method:

Job Code 1020
Admin Assistant

Position 15 Fosition 16 Paosition 17 Position 18
Admin Assistant Admin Assistant Admin Assistant Admin Assistant
. Human . .
Accounting Marketing Production
Resources

| l

.

"
i . .

Worker 1 Worker 2 Worker 3 Worker 4

When you drive your system by position, you define specific attributes of various positions and then
move workers in and out of those positions. You track specific information that is related to a position,
such as a phone number or mail stop, regardless of whether a person actually fills that position. And
you use data that is specific to each position as the basis for organization planning, recruitment, career
planning, and budgeting.

Why Does It Matter?

You won't see much difference between the two methods as you work with pages and tables, but the
system processes the data differently according to whether you drive it by person or position. That affects
how and where you enter and maintain data for people and positions (or jobs).

Which Method Should You Use?
To determine whether you should drive your system by person or position, consider the following:

« If your organization is fluid (that is, if you tend to look at broader groups of workers and create new
jobs often), then driving the system by person is probably best for you.

This method is useful if your organization is continually expanding or if new projects require that you
create new jobs or job types regularly.
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» If your organization is fairly static (that is, if jobs and job descriptions are mostly fixed, and people
move in and out of the same positions), then driving the system by position is probably best for you.

For example, government agencies and hospitals, which plan positions based on budgets (often well
in advance of filling the positions), find this method very useful.

» Ifyou find that both methods work well in different areas of your organization, you can drive
PeopleSoft Human Resources both ways.

For example, you might find that driving the system by position works well for some departments or
management levels in your company and that driving the system by person works well for others. If
s0, you can use both methods with a setting called partial position management.

Note: This decision doesn't affect your PeopleSoft payroll system. No matter which method you choose,
using PeopleSoft Payroll for North America or PeopleSoft Global Payroll is not a problem.

Considerations for Pension, Payroll, and Benefits Applications

If you use PeopleSoft Pension Administration, you track your pension payees—retirees, beneficiaries, and
QDRO (qualified domestic relations order) alternate payees—using the same tables that you use to track
your workers. You want to drive your retiree organization by person (or in this case, by payee), rather
than by position, so that you don't have to establish a different position for each payee in the system. To
drive your worker organization by position and your payee organization by person, use the partial position
management option.

This also applies to organizations that use PeopleSoft Global Payroll and PeopleSoft Payroll for North
America. If your organization uses the PeopleSoft Human Resources Manage Base Benefits business
process or PeopleSoft Benefits Administration, you can set up your position management options using
full or partial position management.

Related Links

“Understanding Positions” (PeopleSoft Human Resources Manage Positions)
“Understanding Job Data” (PeopleSoft Human Resources Administer Workforce)
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Working with System Data Regulation in

HCM

Understanding PeopleSoft HCM System Data Regulation

As companies grow larger and more complex, they often need to collect the same type of data across
many locations. PeopleSoft business units and setIDs enable you to organize businesses into logical units
other than companies and departments and to define how organizational data is shared among these units.

PeopleSoft HCM system data is regulated through the use of business units, tablesets and set IDs, and
tableset sharing. Business units are logical devices that enable you to implement PeopleSoft HCM based
on how your business is organized. Tablesets, set IDs, and tableset sharing are organizational devices that
enable you to share — or restrict — the information stored in your HCM system across business units:

Term

Definition

Business Unit

A logical organizational entity.

Set ID

A high-level key on many control tables.

TableSet

Set of rows on a control table, grouped by set ID, that is
available to specific business units.

Components Used to Set Up Business Units and Set IDs

Once you've developed your business unit map, use the following components to set up business units and
set IDs and to define system defaults based on permission lists or business units:

Component

Location

TableSet IDs component (SETID TABLE)

PeopleTools > Utilities > Administration > TableSet
IDs

Business Unit component (HR BUSINESS UNIT)

See Defining Business Units.

Set Up HCM > Foundation Tables > Organization >
Business Unit

Record Groups component (REC_GROUP_TABLE)

PeopleTools > Utilities > Administration > Record
Group
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Component Location

Org Defaults by Permission Lst component (OPR_DEF TBL | Set Up HCM > Foundation Tables > Organization >
_HR) Org Defaults by Permission Lst

See Setting Up Primary Permission List Preferences.

Business Unit Options Defaults component (BUS UNIT OPT | Set Up HCM > Foundation Tables > Organization >
_HR) Business Unit Options Defaults

See Business Unit Options Defaults Page.

TableSet Control component (SET_CNTRL TABLE1) PeopleTools > Utilities > Administration > TableSet
Control

Prerequisites

Before you implement PeopleSoft HCM, take a close look at how your business operates and analyze how
you want to map your organization's business structures, practices, and procedures.

You can set up business units and tableset IDs before or after setting up the Installation Table component
(INSTALLATION_TBL) and entering companies on the Company component (COMPANY TABLE).
However, you should set up the Installation Table component and Company component before continuing
on to the TableSet Control component, Business Unit Options Defaults component, and Org Defaults by
Permission Lst component.

Working with Business Units

These topics provide an overview of business units and discuss how to determine your business unit
structure.

Understanding Business Units

52

Business units are logical units that you create to track and report specific business information. Business
units have no predetermined restrictions or requirements; they are a flexible structuring device that enable
you to implement PeopleSoft HCM based on how your business is organized.

Business units share processing rules and you can create them at any level of the organization that makes
sense and that reflect the needs of your internal human resources departments. If you use the same
processing rules across the organization, it may make sense to have a single business unit; if you use
different rules in different companies, countries, or functional areas, you may choose to create multiple
business units.

Because PeopleSoft HCM doesn't offer any predetermined definition for a business unit (as it does
for a department and a company), you can implement this organizational level in your PeopleSoft
HCM applications to reflect your own enterprise's structure. You can share business units across any
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combination of PeopleSoft HCM, Financials, Manufacturing, and Distribution applications or define them
in just one PeopleSoft application.

Note: For PeopleSoft HCM, you must establish at least one business unit.

You have complete control over how you define business units in your PeopleSoft HCM system, as well
as how you use them to facilitate the handling of data in your data organization. For example, you could
set up a business unit for each legal entity in your organization, all to be processed by a central human
resources department that interfaces with and manages each business unit's information, workers, and
processes. Alternatively, you could set up one business unit for each company, location, or branch office
in your enterprise, enabling each unit to manage its own human resources information independently,
while sharing data with a central, parent business unit.

While each business unit maintains its own human resources information, your organization can maintain
a single, centralized database, reducing the effort of maintaining redundant information for each business

unit. More importantly, as this diagram illustrates, you can produce reports across business units, enabling
you to see the big picture and to compare the finest details.

Businessunt I [ :
: Graphs |
Business Unit : :
| | PeopleSoft Reports |
Business Unit : :
| Spreadsheets | |
Business Unit : _______________ :

Related Links

Control Tables, Transaction Tables and Prompt Tables

Determining Your Business Unit Structure

Business units offer a flexible structuring device through which you can implement PeopleSoft HCM
based on the way your business is organized. In some organizations, the correspondence between existing
structures and the business model is obvious. In other cases, it may take some careful thought and analysis
to determine how to set up the business units to best reflect your organizational structure and to best use
the exceptional power and capabilities of PeopleSoft HCM. When deciding how to establish business
units for your PeopleSoft HCM implementation, keep the following points in mind:

»  With business unit functionality, you have another level for associating a person with your company's
organizational scheme.

» Business units are always associated with a job, position, and a person's job record.
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Business units have no predetermined definition (unlike department and a company). You can
implement this new organizational level as you determine its usefulness to your enterprise.

Business units are not legal entities, but a way of tracking specific business information for reporting
and other rollup data collection.

Work closely with your PeopleSoft implementation partner early in your design to determine how
best to define the business units for your PeopleSoft HCM system. Every organization has different
requirements, and it's not possible to cover all the variables that you might encounter. However, once
you've identified your business unit structures and made a tentative decision about how many business
units you'll need, take a step back and ask the following questions:

Are the business unit structures and number of business units correct?
Is there any reason why these structures would not work?

Will these structures preclude me from taking advantage of some functionality that I might want to
use?

Will these structures restrict my reporting options?

Will these structures cause me to process more than I want to process on any particular night?

Possible Business Unit Structures

How you define a business unit depends on your industry, statutory requirements, regulatory reporting
demands, or how you've organized operating responsibilities.
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Consider the following scenarios and the supporting diagram below:

789 Inc. chooses to organize information by functionality or purpose, such as what is going on in
Sales versus Customer Service. It has created business units that reflect the administrative needs of
their human resources, benefits, and payroll departments.

LGC Banking treats each branch as a business unit, which means that the bank could do reporting for
its people within each branch.

123 Global Business is a multinational company that separates its operations geographically because
of the necessities of conducting business abroad. What is more important to this organization may not
be each office, but each location. What's happening in their American facility versus their European or
Asian market? Then they can track their business requirements and business needs accordingly.

XYZ Entertainment has subsidiary companies. A highly diversified organization like this one might
choose to define each subsidiary company or cost center as a business unit. They might have a hotel
business as well as a retail business and they might want to keep this information separate, yet still be
able to roll everything up into one database and maintain it in a single location.

T ] T ]
r | ' Lec |
| 789 Inc. I .
Banking
| | | |
o Admin > Branch
I Sales I Branch
g Cust. Service : Branch
|r 123 Global | : XYZ |
Business | Entertainment |
] L _
P America P Hotels
» Europe » Parks
P Asia P Retail

You can also use a combination of all of these methods, or any other entity or entities that makes sense
for your organization. You can have as many business units as you need, although the more business units
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you establish, the more information you need to maintain. You do, however, need to have at least one

business unit in the system.

Implementing Business Units

While you can implement one business unit for your entire organization, establishing multiple business
units can offer important reporting and data control options. Multiple businesses units enable you to:

* Maintain a tree structure to facilitate organization-specific, rollup reporting.

* Distribute administration of certain control tables, such as the Department component
(DEPARTMENT _TBL) or the Location component (LOCATION TABLE) to different business units.

For large or multinational companies, this feature of business unit functionality in PeopleSoft HCM is
useful for controlling data flow across different parts of the enterprise.

Note: If you implement PeopleSoft Benefits Administration, you can define eligibility rules that
determine workers' benefits eligibility based on their business unit affiliation.

Working with TableSets

Understanding Tablesets

56

These topics provide an overview of tablesets and discuss how to:

*  Set up tableset sharing.
* Control data sets.

» Reference multiple set IDs.

To work with tablesets, you need to be able to distinguish between tablesets, set IDs, and tableset sharing:

Term

Definition

tableset

A set of data rows in a control table that is identified by the
same high-level key.
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Term

Definition

set ID

The high-level key that identifies a set of data rows. There are
two types of set IDs:

»  Physical Set IDs

The set ID of a business unit (BUSINESS UNIT =
SETID). The rows of data in a physical set ID have a one
to one relationship with the business unit.

* Logical Set ID

A logical set ID that is generic and determined by
business rules other than business unit. Logical set IDs
enable you to share rows of data across multiple business
units.

tableset sharing

Sharing rows of data in a tableset across business units or
limiting rows to a single business unit.

Note: The terms tableset and set ID are sometimes used interchangeably. In many cases, this is correct,

but it can cause some confusion.

You can define as many tablesets as you like, but the more you create, the more complex tableset sharing

becomes. Some organizations need only one tableset.

Note: For PeopleSoft HCM, you must create at least one tableset and set ID.

Since you use set IDs to distinguish sets of rows in a table, you will always have the same number of

set IDs as you have tablesets. For example, the following diagram shows four control tables. Each color
within the table represents a set ID, and all rows with the same color represent a tableset. Tables A and B
are made up of three tablesets each, and tables C and D consist of four different tablesets, but there is a
total of five set IDs, or tablesets, between the four tables:

Table A

Table B

Table C

Table D
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PeopleSoft Human Resources control tables that are keyed according to set ID include the:
* Location component.

* Department component.

* Salary Plan component.

* Job Code component.

Tableset Sharing

Tableset sharing enables you to share some or all of your control table data from business unit to business
unit, instead of having to enter the same data multiple times. The key to sharing that information is
determining which rows of data can be shared across business units, which should be shared across some
business units but not others, and which should be restricted.

For example, you can centralize redundant information such as country codes in a set ID that is shared
while keeping information such as departments and job codes decentralized amongst different set IDs.
The goal of tableset sharing is to minimize data redundancy, maintain data consistency, and reduce system
maintenance tasks.

Tablesets form the building blocks of your HCM system. You populate the individual tables in the
tableset according to your particular business rules or processing options. You can also mix and match
tablesets by updating tableset assignments for a business unit using the TableSet Control component
(SETID TABLE).

You aren't required to share all tables in a tableset. With PeopleSoft HCM, you can share any combination
of tables with any number of business units, according to your needs. Use the TableSet Control page to
identify which data should be shared and how it should be shared for each business unit.

This diagram shows how one tableset is shared across all three business units in an organization for
one group of records, the job code records, and for another group of records, the location records, each
business unit uses it's own set ID. For the third group of records, salary plans, one table set is shared
between two business units, ABC and QRS, but the third business unit, XYZ, uses the values created
under another set ID:

Business Unit ABC Business Unit QRS Business Unit XYZ

Job Codes

Locations

Salary Plans

Record Groups and Tableset Sharing

For the purpose of tableset sharing, control tables are divided into record groups. A record group is a set
of control tables and views that use the same group of set IDs in the same manner.

Record groups serve two purposes:

» They save time by enabling you to set up tableset sharing without an enormous amount of redundant
data entry.
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* They act as a safety net by ensuring that tableset sharing is applied consistently across all related

tables and views in your system.

A record group can contain a single table or many tables and views. You can update or modify which
tables and views are included in each record group by using the Record Group component.

Business Units and

When you create a business unit, you must assign to it a default set ID. You have two options:

» Ifyou want to create rows of data in the control tables that should be used only by this new business
unit, create a set ID for the business unit when you create the business unit.

You can create a set D at the time you create a business unit by accepting the business unit code in

set IDs

Working with System Data Regulation in HCM

the Set ID field. When you do this, the system creates a record set ID on the TableSet IDs component
when you save the business unit.

Note: This is the best option if you are only using one business unit.

» Ifyou want the business unit to share rows of table data (tableset sharing) with other business units,

select the existing set ID that is or will be associated with the data rows you want to make available to

this business unit.

Regardless of which option you choose, when you save the business unit the system creates an entry in
the Tableset Control component for that business unit and associates with each record group the default
set ID you selected for the business unit. You can change the set ID assignment in the TableSet Control

component.

This diagram shows the relationship between set IDs and business units and illustrates the information the
system creates for the business unit in the TableSet Control component where you can change some or all

of the set ID assignments:

Business Unit

SetlD |-

Default: | SetlD [
Set Control Value Business Unit
Record Group: SetlD
Record Group: SetlD
+
Record Group: SetlD
Record Group: SetlD

Setting Up TableSet Sharing

Setting up tableset sharing is easy. Use tableset controls to make data available across business units or
restrict to certain business units. Before you set up tableset controls, create:
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e Record groups
¢ Business units
e SetIDs

When you create and save a business unit, the system creates a record in the TableSet Control component
for the business unit (the Set Control Value) and populates the set ID for each record group with the set
ID you selected for the business unit. If you want the business unit to have access to the rows in other set
IDs for certain record groups, change the default set ID to the appropriate set ID. This means that a lot of
tableset sharing setup is done for you behind the scenes.

Controlling Data Sets

60

The system filters the field options available to the user in the transaction components based on the
tableset controls you set up. For example, when a user is creating a job data record for a new worker and
selects the drop down list for the Job Code field, the system filters the available options by determining
the following:

1. What business unit is this person's job data record in?
USA

2. What table controls data for this field (Job Code)?
JOBCODE TBL

3. What record group is that table in?
HR 02

4. What set ID is assigned to that record group for this business unit?
SHARE

5. What rows in the control table (Job Code Table) are keyed by that set ID?
a. The system looks only for the job code with the SHARE set ID values.

b. The system makes available to the user only the rows keyed by the SHARE set ID.
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This diagram shows the tableset controls for the USA business unit and illustrates how the system
determines which job code values to display for that business unit, as described above:

TableSet Controls
A Set Control valua:| USA
Record Group ( HR 01 USA
4) =
Worker's @ e ?EE"‘I’_E HR 02 | SHARE
Job Record P
T &) HR_03 SHARE
| UsA
Job Code: Y JOBECODE_TBL

|

JOBCODE_TBL
SetlD Job Code
00001 | Y | SHARE 00001
00002 ) SHARE 00002 )
00003 ) SHARE 00003 )
00004 SHARE 00004
B USA 00012 |
USA 00013

If the user were accessing a field whose control table was in record group HR 01, the system would
display the values keyed by the set ID USA from the corresponding control table. The data the system
makes available to the user depends on the set ID specified in the TableSet Control component for the
record group that contains the control table the user is accessing.

Referencing Multiple Set IDs

Occasionally, some pages have references to more than one set ID. It's important to understand how the
Page Processor works through such a situation when you're working with set ID functionality. This will
help you to understand how the system is making decisions about default values in the data record.

Two scenarios exist in PeopleSoft HCM where a table that is keyed by one set ID also has fields that
prompt onto another set ID table:

Scenario 1: A Control Table with Multiple Set IDs, but No Defaults Based on Those
Set IDs

An example of a control table that is associated with multiple set IDs is the Departments component
(DEPARTMENT_TBL). The record for the component, DEPT TBL, has two set IDs: the set ID for the
department and the set ID for the department's location. The set ID for the location prompt comes from
the LOCATION_TBL record.

Copyright © 1988, 2024, Oracle and/or its affiliates. 61



Working with System Data Regulation in HCM Chapter 3

62

This example illustrates the Department Profile page.

Department Profile Comm. Acctg. and EG

SetID SHARE Business Units that use this SetID
Department 13000

Department Profile Find | View All First ‘4 1of1 "}/ Last
*Effective Date [10/14/2008  |[] *Status [Active -] [+][=]
*Description |Finance and Administration Short Description Finance

Location SetID |SHARE @ Table Setshared across Corp

Location |KUDEOO & Delaware Operations

Company GBI @ Global Business Institute
Manager Type
Manager Type | EmpliD j
Manager ID [KUO003 Q. Jean Parsons

Manager Position

Empl ID

In this situation where this is a department set ID and a location set ID, you can set up the component so
that the system makes available in the Location field:

e All locations from all set IDs.
* Locations that share the same set ID and the department's set ID.

Making all locations available may cause problems if a user creates a department with a location in a set
ID that is not used by any business unit with access to the department's set ID. Making only one location
set ID available could cause problems if business units with access to the department's set ID use different
location set IDs.

For example, an organization has the following tableset controls set up for its four business units for the
DEPT and LOCATION record groups:

Business Units PDEV EURO ASIA RUSS
Record Groups: DEPT USA EURO USA EURO
LOCATION USA EURO ASIA RUSS

Note: Set up tableset controls on the Tableset Controls component.

If you limited the location set ID to the set ID of the department, you would not be able to set up
departments with a valid location for the 4S/4 and RUSS business units. If you made all locations in all
set IDs available, you run the risk of users creating a department in set ID USA with a location in set ID
EURO.

To limit the locations available to a department, while still accommodating the different tablesharing
arrangements, you could limit the location set IDs to US4 and ASI4 when the department set ID is US4
and to RUSS and EURO when the department set ID is EURO.
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Scenario 2: A Transaction Table with Multiple Set IDs Controlling Defaults Across
the Transaction Record

An example of a transaction table that has multiple set IDs controlling defaults across the record is the Job
Data component (JOB_DATA).

When you create a job data record for someone, you select a business unit on the Work Location page
(JOB_DATAT1). The system uses the business unit's tableset controls to determine which values to make
available in other fields on the component and when to use established defaults.

The system only displays departments that are in the set ID selected for the business unit and defaults

in the department's location only if the location is in a valid set ID for the business unit. Locations have
associated salary plans, and the system defaults in the location's salary plan only if the salary plan is in a
valid set ID for the business unit. If a default value is not in a valid set ID for the selected business unit,
the system leaves the field blank and the user selects a value from the options in the valid set ID.

For example, in the Job Data component, select the business unit, such as PDEV as shown in this
diagram. The system references the tableset controls for that business unit to determine the valid set IDs
for many of the other fields on the component, such as Department, Location, and Salary Plan:

TableSet Controls

,—-l Set Control Value:| PDEV

Business Unit: | PDEV | Y
Department: Y DEPT UsA
Location: Y LOC USA
SAL PLAN UsA

Salary Flan Y
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When you select the Department lookup button in the Job Data component, the system references the
TableSet Control table for the record group row that determines which department set ID is available for
this business unit. Since USA is the designated set ID for the department record, the system only displays
in the search list those departments with the USA set ID. In the diagram below this would be departments
USA-00001 and USA-00002:

TableSet Controls

The system also checks to see if the set ID of the location associated with the department is valid for this
business unit.
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In this example, only locations with the set ID USA should be valid for the PDEV business unit. When
the location associated with the department uses the set ID USA, such as department USA-00001, which
is associated with location USA-NY, the system enters the default location in the Location field. If you
were to select department USA-00002, the location associated with this department, with the set ID
ASIA, will not default into the Location field. The system leaves the Location field blank:

TableSet Controls

Walid SetlD?—]

USA 00001 USA NY

If the salary plan is associated with the location, the system checks the TableSet Control record for the
business unit, in this example PDEYV, to see if the set ID of the salary plan associated with this location is
valid for this business unit. Since valid values for this business unit should be associated with the USA
set ID, and the salary plan associated with the USA-NY location uses a salary plan set ID of SHARE, the
salary plan will not be provided by default into the worker's record:

TableSet Controls

USA NY SHARE FT1
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When you select a salary plan, the system will only retrieve those rows from the Salary Plan table that
begin with set ID USA, as defined on the tableset controls for business unit PDEV:

TableSet Controls

Set Control Value:| PDEVY

DEPT USA
LOC USA
Business Unit:| PDEV | Y SAL ELAN USA
Department:| 00001 | Y
SAL_PLAN_TBL
Location:| Ny |Y SetlD Sal Plan
> USA HR1  |e—
Salary Plan] HR1 | Y |«
> USA HR2  |je—
USA | HR1
SHARE FT1
USA | HR2
SHARE FT2

Note: Many of the set ID driven control tables enable you to review which business units have access to
the selected set ID so that, as you set up your control values, you can confirm that they will be available to
the appropriate business units.

Working with Permissions Lists and System Defaults

These topics discuss how to:
* Link to permissions lists.
* Define business unit HR defaults.

* Determine system default values.

Linking to Permission Lists

PeopleSoft security is based on building blocks called permission lists. Permission lists grant users access
to applications, functionality, menus, data, and so on. Most permission lists are grouped into roles and
the roles are granted to users. However, there are four permission lists that control specific aspects of the
application that are assigned directly to the user profiles.

One of these permission lists, the primary permission list, determines which default values the
system enters for the user (among other things). On the Org Defaults by Permission List component
(OPR_DEF TBL HR) set up primary permission lists with:

*  Default values for the following fields:
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¢ Business Unit

* SetID
*  Company
e Country

* Regulatory Region
* To Currency

*  Currency Rate Type

* Application settings, such as the payroll system and industry.

When a user logs onto the system, the system references the user's primary permission list to determine
which settings to apply and which values to enter as defaults on components that support primary
permission list defaulting. This helps to ensure that users are entering the right information for the kind of
work that they do.

Note: Not all components use the defaults from the primary permission list.

Warning! Not associating system users with permission lists can result in serious data errors in
PeopleSoft Human Resources.

For more information, see product documentation for PeopleTools: Security Administration.

Related Links
Understanding PeopleSoft Security
Understanding Data Permission Security for HCM

ing Business Unit HR Defaults

When users access an HCM component, the system populates some of the fields, such as business
unit, company, and country using the values you associated with the user's primary permission
list. You can also associate default values with set IDs on the Business Unit Options Defaults page
(BUS_UNIT_OPT_HR).

Using the tableset controls and business unit default options you set up, the system determines the default
values to enter in select fields on the transaction component. The system uses these defaults only on
components where the system identifies the business unit field as a source for default values.

To set up business unit defaulting:

1. On the Tableset Control — Record Group page (SET _CNTRL TABLE1), select the set ID that
controls business unit defaulting for this business unit.

This enables you to share defaulting rules across business units.

2. Enter the set ID's default values on the Business Unit Options Defaults component.
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When a user accesses a component, which is driven by business unit defaulting, and selects a business
unit, the system determines which set ID drives defaulting for that business unit by referencing the record
group BU Defaults on Tableset Control table. For example, for business unit PDEV, the set ID for the
record group BU Defaults row is SHARE. The system references the Business Unit Options Defaults
component for set ID SHARE to retrieve the default values and then enters those values in the transaction
component, as this diagram illustrates:

TableSet Controls

Business Unit:| PDEV | ¥ LS&I Control Value: | PDEV
Company Y DEPT USA
Country Y LOC USA
e ' SAL PLAN UsA
BU Defaults SHARE
Standard
Hours
BUS _UNIT_OPT_HR
SETID: SHARE
Business Unit:| PDEY ' -
Field Value
Company| GBI T o Company GBI
Country] UsSA | Y | Country USA
To Curency| UsD |V [€ To Currency UsD
Default Standard Hours 40
Standard 40 10 Work Period w
Hours |y 40 Minimum Standard Hours 10
Maximum Standard Hours 40

Note: The record group containing the Business Units Options Default record (BUS UNIT _OPT HR) is
HR_06.

Setting up business unit defaults on the Business Unit Options Defaults page makes sense when you have
multiple business units that share the same kind of defaults; but shared defaults are not readily organized
by permission list but rather set ID.

Determining System Default Values

68

Most of the page-level defaults in the PeopleSoft HCM system are based on the primary permission list as
opposed to business unit. Business unit defaulting generally only occurs on components that are driven by
the business unit or that use EmplID as a high-level key.

This table lists the four most common scenarios in which the system must determine which default values
to use, either the defaults that you defined on the Business Unit Options Defaults component or on the
Org Defaults by Permission List component:
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On the Component

How the System Determines Defaults

Select a business unit.

The system enters the default values from the Business Unit
Default Options component.

Select an EmplID value, but no business unit value.

The system determines the person's business unit by checking
the person's JOB record for that EmplID/ERN combination
and then enters the default values from the Business Unit
Default Options component.

The component does not have either the Business Unit or
EmplID fields.

The system enters the default values from the Org Defaults by
Permission List component.

The component uses a set ID without an associated business
unit or EmplID value. (This is the situation on most setup and
control components, such as the Location and Department
components.)

The system enters the default values from the Org Defaults by
Permission List component.

Warning! The paradigm above isn't strictly followed in the system and should be used as a guideline on/y.
Actual defaulting at the page level is governed primarily by page functionality.

Note: Some degree of flexibility has been incorporated for exceptions to those pages that don't fall into

either of these categories.

For more information, see product documentation for PeopleTools: Security Administration and

PeopleTools: Data Management.
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Working with Regulatory Regions

Understanding Regulatory Regions

The Regulatory Region functionality in PeopleSoft Human Resources is for use in performing regulatory
and regional edits. You use Regulatory Region to drive PeopleCode edits, perform set processing, and
control what codes and values the user sees.

A regulatory region can be any region where there are specific laws and regulations that are addressed
by functionality in PeopleSoft Human Resources. Many country-specific transactions are driven by
regulatory requirements where Regulatory Region is used for transaction processing. These requirements
include areas such as ethnicity, disability, and health and safety. When driven by Regulatory Region, the
regulatory codes, PeopleCode edits, and set processing in the system can vary by country and for each
transaction.

When your system users enter data into PeopleSoft Human Resources, you want them to use the codes
and data that are applicable to the regulatory region that they are working with. Using the Regulatory
Region feature helps ensure that your users focus on the correct data sets, making their data entry faster
and more accurate.

This functionality is especially helpful for organizations that have a multinational workforce. Consider the
following examples where the Regulatory Region concept would be useful for organizing your business
data:

* An employee officially works in the U.S., but has a health and safety-related incident occur during a
business trip in Canada. Using Regulatory Region in the Incident Details component, your users work
with incident data and codes (body parts, dangerous occurrences, diagnosis codes, and so forth), that
are applicable to the country in which the incident occurred.

*  Your organization has implemented PeopleSoft Benefits Administration and would like to use its
automatic eligibility processing capabilities to determine the benefits enrollment options for your U.S.
and Canadian employees. Because benefits rules in Canada and the United States vary, you can use
the Regulatory Region on the Eligibility Rules table to set up two sets of benefits eligibility rules: one
set for your Canadian workers and another for your U.S. workers.

Understanding Regulatory Region Table Relationships

Use the following pages to review and set up Regulatory Region controls for your system:
* Regulatory Region (REG_REGION)
* Transaction (REG_TRX)

* Regions in Transaction (REG_TRX REGION)
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Use the Regulatory Region page to view or modify existing regulatory regions and to establish additional
regulatory regions. The regulatory regions you create can be based on countries or regions within
countries, such as states or provinces.

Use the Transaction page to view and modify existing transaction types or to establish and describe new
regulatory transaction types.

Use the Regions In Transaction page to view and modify the regulatory regions that define existing
regulatory transaction types and to establish the regions that define the new transaction types that you
create.

The following table shows the relationships between the regulatory region pages that you use to define
and administer regulatory regions in PeopleSoft Human Resources:

REG_REGION_TBL REG_TRX_REGION REG_TRX
REG_REGION REG_TRX REG_TRX
DESCRS50 REG REGION DESCRLONG
COUNTRY

REG_AVAIL

These pages do not have an Effective Date or an Effective Status. Both REG_REGION_TBL and
REG_TRX have Related Language tables. You can hide data that you don't want by either making the
REG_AVAIL = NOT or removing it from the transaction's region list.

Note: During configuration, you must create regulatory regions before you can create transactions and
establish the relationship between them. A regulatory region can be used by many transactions.

Establishing Regulatory Regions

72

While the system is delivered with defined regulatory regions, you might want to add new regulatory
regions if you have operations in additional countries. Or you might want to create additional regulatory
regions that correspond to regions within countries, such as states or provinces, that impact the way your
company does business. For example, you might want to set up regulatory regions for each state in the
United States, if you thought that significant regulatory codes or data definitions would vary from state to
state. Use the Regulatory Region page to establish these additional regulatory regions.

Note: You don't have to create new regulatory regions. You create new regulatory regions only if there
is a special need, perhaps to accommodate specific local regulations. You do have to use the existing
regulatory regions that are already in the system. If you have operations in only one country, and you
want to limit the impact of Regulatory Region on your data entry users, then you can assign your one
region as the default region in the Org Defaults by Permission Lst component (OPR_DEF _TBL HR).

Note: Although the scope of a regulatory region can be smaller than a country, PeopleSoft recommends
that the standard Regulatory Region be at the country level.
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To simplify matters and provide consistency, we recommend that you use the following naming standard
when creating new regulatory regions:

» For new country-level regulatory regions, use the 3-character, [ISO-certified country code found in the
Country Table component (COUNTRY_TABLE).

* For regions that are smaller than a country, use the 3-character country code and concatenate a 2-
character unique regional identifier. For example, use CCCSS for state-level or province-level regions,
where CCC is the country code and SS is the state or province code. Using this system, the regulatory
region code for Canada - British Columbia is CANBC.

Related Links
Establishing Regulatory Transaction Types

Associating a Regulatory Region with a Transaction

These topics provide an overview of regulatory regions and transactions and discuss how to:
* Maintain regulatory regions.

» Use regulatory regions for transaction processing.

» Establish default regulatory regions.

*  Assess the impact on PeopleCode transaction processing.

* Create prompt edit transaction views for REG_REGION.

* Add REG_REGION to human resources transactions.

Understanding Regulatory Regions and Transactions

Regulatory Region is used as a control field on pages throughout your PeopleSoft Human Resources
system. It is almost always a required field.

PeopleCode is used to associate the desired Regulatory Transaction type or view with the specific
transactions that are processed on a page. Regulatory Region fields have an edit prompt off the transaction
specific view. The view displays to a user only those countries that are available for that Regulatory
Transaction type and for which the user has security access.

A system of standard defaults assists the user in selecting the appropriate regulatory region and
transaction.

Note: Usually you can override the defaults to ensure that the proper regulatory region is assigned to a
transaction.

Maintaining Regulatory Regions

The size and definition of a regulatory region can be smaller or larger than a country, varying by the
transaction or application. However, the standard region is a Country Code.
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You can create additional transaction or application views that display only the applicable regions for
that transaction. Place the Regulatory Region field on that transaction record and define an edit prompt in
the transaction-specific view. The view should display only those countries that are available to the user
(either Available to All or With Global Security Only, joined with user Global Security). For example,
the following table shows some regulatory regions that are already in the system:

Transaction Type Reg Region (Char | Description (Descr) | Country Code (Alt- | Security Availability
10) Search) Status

Standard BEL Belgium BEL With Global Security
Only

Health and Safety BEL Belgium BEL

Standard CAN Canada CAN Available to All

Health and Safety CANBC Canada - British CAN

Columbia

Standard DEU Germany DEU Available to All

Standard FRA France FRA Not Available to
Anyone

Standard GBR UK GBR With Global Security
Only

Standard JPN Japan JPN Not Available to
Anyone

Standard NLD Netherlands NLD Not Available to
Anyone

Health and Safety QC Canada - Quebec CAN

Standard USA United States USA Available to All

You can add regulatory regions for your own configuration. For example, you can add the 50 U.S. states
and differentiate at that level for most transactions.

Using Regulatory Regions for Transaction Processing

74

The system identifies the general regulatory region for a person by looking at the current effective Job
Data record for each EmplID and employee record number combination.

For PeopleSoft Human Resources business process functions that need a different regulatory region for
a transaction than is generally associated with a person, add Regulatory Region to that transaction. Use a
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Transaction view (normally STANDARD) from the Regulatory Region table to provide the appropriate

prompt of Regulatory Regions for that transaction.

Once REG_REGION is in a page buffer, you can perform regional edits and set processing.

Note: Be sure to use the Country field (related display) of the region for all country specific edits to
ensure that the user can go to a finer level of detail for other edits.

Establishing Default Regulatory Regions

Copyright

Regulatory Region is almost always a required field. The system establishes the default Regulatory
Region in different ways, depending on the PeopleSoft Human Resources business process. You can
always override these defaults. The following table lists the components that default a Regulatory Region

value and the pages the value defaults from.

Component

Default regulatory region value from:

Position Data (POSITION_DATA)

Org Defaults by Permission Lst

Job Data (JOB_DATA)

Position Data (if the worker is assigned to a position)
or

Org Defaults by Permission Lst (if the worker is not assigned
to a position)

Incident Details (HS INCIDENT)

Org Defaults by Permission Lst

Disability (DISABILITY)

Job Data

Establishment (ESTABLISHMENT DATA)

Org Defaults by Permission Lst

Job Openings (HRS_JOB_OPENING)

Position Data (if the job opening is assigned to a position)
or

Org Defaults by Permission Lst (if the job opening is not
assigned to a position)

Related Links

“Understanding Health and Safety Incidents” (PeopleSoft Human Resources Monitor Health and Safety)

Setting Up Primary Permission List Preferences

“Tracking Disabilities” (PeopleSoft Human Resources Administer Workforce)

Defining Establishments

“Creating Positions” (PeopleSoft Human Resources Manage Positions)
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Assessing the Impact on PeopleCode Transaction Processing

Most transactions involve the Regulatory Transaction type STANDARD. The system performs
PeopleCode edits against the person's Regulatory Region in the Job Data component and establishes
the appropriate transaction PeopleCode that the system should apply to page processes, based on the
regulatory region that you enter.

Note: The Regulatory Region field is required on the Job Data pages. On the Job Data pages, you see
only the STANDARD list of regulatory regions to which you have security access.

For Health and Safety transactions or incidents, the Regulatory Transaction type HANDS is used because
it includes the Canadian provinces as regulatory regions. The Regulatory Region value on the Org
Defaults by Permission Lst component appears by default on the Incident Data and Incident Reporting
pages.

Creating Prompt Edit Transaction Views for REG_REGION

76

Because there are two types of transactions in PeopleSoft Human Resources (STANDARD for employee
transactions and HANDS for Health and Safety transactions), there are two different prompt views for
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those transactions. When you add a transaction to your system, you include a new prompt view that can
be built from the views that are included in the system.

REG_STANDARD VW

SELECT

S.OPRID,

R.REG_REGION,

R.DESCR50,

R.COUNTRY

FROM PS REG REGION TBL R,
PS_REG_TRX REGION T,
PSOPRDEFN S

WHERE T.REG_TRX = 'STANDARD'

AND T.REG _REGION = R.REG_REGION
AND (R.REG_AVAIL = 'ALL'

OR (R.REG_AVAIL = 'GBL'

AND S.OPRID

(SELECT OPRID FROM PS SCRTY TBL GBL G
WHERE S.OPRID = G.OPRID
AND G.COUNTRY = R.COUNTRY)))

REG_HANDS VW

SELECT

S.OPRID,

R.REG_REGION,

R.DESCR50,

R.COUNTRY

FROM PS_REG REGION TBL R,

PS_REG_TRX REGION T,

PSOPRDEFN S

WHERE T.REG TRX = 'HANDS'
AND T.REG REGION = R.REG REGION
AND (R.REG AVAIL = 'ALL'
OR (R.REG_AVAIL = 'GBL'
AND S.OPRID = (SELECT OPRID FROM PS SCRTY TBL GBL G

WHERE S.OPRID = G.OPRID

AND G.COUNTRY

R.COUNTRY) ) )
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Note: You can create new transaction views by doing a Save As and changing the hard-coded transaction
name.

Adding REG_REGION to Human Resources Transactions

The following two examples show how to associate regulatory regions with human resources transactions:

Example - Job Data

To associate REG_REGION to a person on the Job Data pages:
1. Add the REG_REGION field to the record JOB.

2. Make the REG_REGION field a required field.

3. After adding the field to the record, define a prompt edit from the standard view
(REG_STANDARD_VW).

4. Add this field to the page JOB_DATAL.

Now, when you prompt on the Regulatory Region, you see only those Regulatory Regions to which you
have security access.

Example - Health and Safety

We associated Regulatory Region with incidents in Health and Safety. Regulatory Region is a required
field that controls the values that are returned by all the Health and Safety setup pages that have Set ID

as their primary key. For example, if the Regulatory Region for an incident is specified as GBR (United
Kingdom), then only GBR codes for Dangerous Occurrences appear on the Incident Details - Description
page (HS INC DESCRIPTION). Health and Safety incidents have REG_ HANDS VW as the prompt
edit.

Warning! All linked setup values for an incident must belong to the same regulatory region. If the
Regulatory Region is altered (such as when you are operating in update/display mode), and the Set ID for
the new Regulatory Region is different from the original, all linked setup fields and values are deleted to
prevent inconsistent data. For example, the Set ID for the Regulatory Region USA is US4, and for GBR
it is GBR, if the Regulatory Region for an already established USA incident is changed to GBR, then all
of the linked details on the Incident Details pages are lost. The system prompts you that the Regulatory
Region is about to be changed, and you can choose whether to proceed before the values are deleted or
not.

In Health and Safety, the following Set IDs are mapped for each regulatory region, as shown:

Regulatory Region Set ID
BEL STD
CANAB CAN
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Regulatory Region Set ID
CANBC CANBC
CANMB CAN
CANNB CAN
CANNF CAN
CANNS CAN
CANON CAN
CANQC CAN
CANSK CAN
DEU DEU
FRA FRA
GBR GBR
JPN STD
NLD STD
USA USA

These regulatory regions were mapped to these Set IDs on the TableSet Control — Record Group page
(SET_CNTRL_TABLE1).

All regulatory regions that have region-specific sets of codes or values in the Health and Safety system
are mapped to a Set ID of the same name. This group includes CANBC, DEU, FRA, GBR, and USA.

The other regulatory regions that aren't mapped to a Set ID of the same name fall into two additional
categories. Except for British Columbia, the Canadian provinces have no specific provincial codes or
values in the system and are mapped to the Set ID CAN.

All the other countries that are supported directly in PeopleSoft Human Resources and that don't have any
region specific codes or values in the system are mapped to a generic Set ID value of S7D. This group
includes JPN, BEL, and NLD.
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Additional Transaction Modifications for Regulatory Region

We've added Regulatory Region to the following PeopleSoft Human Resources components:
* Position Data, with REG_STANDARD VW as the prompt edit.

e Job Openings, with REG_ STANDARD VW as the prompt edit.

» Establishment, with REG_STANDARD VW as the prompt edit.

*  Org Defaults by Permission Lst, with REG_STANDARD VW as the prompt edit.

* Disability/Accommodation Request, with REG_ STANDARD_ VW as the prompt edit.
See “Creating Positions” (PeopleSoft Human Resources Manage Positions).

See “Understanding Job Openings” (PeopleSoft Talent Acquisition Manager).

See Defining Establishments.

See Setting Up Primary Permission List Preferences.

See “Tracking Disabilities” (PeopleSoft Human Resources Administer Workforce).
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Understanding PeopleSoft Security

PeopleSoft security is based on permission lists and roles.

This diagram illustrates how permission lists are assigned to roles and then roles assigned to user IDs to

create user security profiles:

FPermission Lists

Permission Lists

Permission Lists

To administer security:

1. Create permission lists.

2. Create roles and attach permission lists to roles.

3. Create user IDs and attach permission lists and roles to user IDs.
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Create Permission Lists

Create permission lists and assign to them access to menus, components, component interfaces, pages,
global functionality, along with other information. Permission lists are assigned to roles; however, some
permission lists are assigned directly to the user.

Important! Be sure to start with a thorough analysis of your security requirements. For example, if a

user has access to a position management page that uses a component interface to update the job data

tables, then the user needs permissions for the job data component interface as well as for the position
management page.

Create permission lists using the Permission Lists component (ACCESS CNTRL LISTX) or Copy
Permission Lists component (PERMISSION SAVEAS) by navigating to PeopleTools > Security >
Permissions & Roles and selecting the appropriate permission list component.

This example illustrates creating permission lists in the Permission Lists component or Copy Permission
Lists component.

General Pages PeopleTools Process Sign-on Times Companent Interfaces II]I

Permission List:  HCDPALL

Description: Data Sec by Tree (all trees)
Permission List General
Havigator Homepage: ]

" Can Start Application Server?

™ allow Password to be Emailed?
Time-out Minutes

" Never Time-out

" Specific Time-out (minutes) 180

Note: Assign data permission to permission lists on the Security by Dept Tree page
(SCRTY_TABL_DEPT) and the Security by Permission List page (SCRTY CLASS) by navigating to Set
Up HCM > Security > Core Row Level Security and selecting the appropriate component.

See PeopleTools: Security Administration, "Setting Up Permission Lists".

Create Roles

Create roles and assign permission lists to the roles. The access you granted to the permission lists
combines under the role. For example, you would assign the permission lists required by your workforce's
managers to the role of Manager which, combined, give your managers security access to all elements of
the system that managers need. Roles are assigned to the user.

Create roles using the Roles component (ROLEMAINT) or Copy Roles component (ROLE_SAVEAS)
by navigating to PeopleTools > Security > Permissions & Roles and selecting the appropriate roles
component.
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This example illustrates assigning permission lists to roles on the Permission Lists page (ROLE CLASS).

General Permission Lists Members Diynamic Members Workflow Role Grant Links Role Queries Audit
Role Name:  Standard Mon-Page Permissions

Description: Standard Mon-Page Permissions

Permission Lists Persanalize | Find | view an | &2 | E First ‘4 1-83 of g '*' Last
*Permission List Description View Definition

HCSPADS  |@ Standard ADS Permissions View Definition +] [=]
HCSPCMPINT OJ Standard Comp Intf Permissions View Definition ﬂ j
HCSPM3GCHM QJ Standard Message Channels View Definition ﬂ j
HCSPMISCHG OJ Standard Mass Change Perm View Definition ﬂ j
HCSPFRCS QJ Standard Process Permissions View Definition ﬂ j
HCSPSERVICE OJ Standard Service security View Definition ﬂ j
HCSPSIGMON QJ Standard Signon Times View Definition ﬂ j
HCSPWEBLIB OJ Standard WebLib Permissions View Definition ﬂ j

See PeopleTools: Security Administration, "Setting Up Roles".

Create User IDs

Create user IDs and assign to user IDs roles and permission lists to give them access to the system as
appropriate.

In addition to the permission lists assigned to roles, the following four specific permission lists are
assigned directly to the user on the User Profile - General page (USER_GENERAL) by navigating to
PeopleTools > Security > User Profiles > User Profiles > General. Unlike the permission lists
assigned to roles, users can have only one each of these four permission lists:

* Navigator Homepage
Navigation homepages are used by PeopleSoft Workflow.
*  Process Profile
Process profiles contain PeopleSoft Process Scheduler authorizations.
*  Primary
Primary permission lists grant global security.
* Row Security

Row Security permission lists grant data-permission security based on a department security tree.
Assign data permission to permission lists on the Security by Dept Tree page.

Note: On the Security by Permission List page you can assign data permission to permission lists that
you attach to roles.
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This example illustrates creating user IDs in the User Profiles component or Copy User Profiles
component and assign the Navigator Homepage, Process Profile, Primary, and Row Security permission
lists directly to the user profile on the General page.

Chapter 5

General In] Roles
User ID: Ps
Description:

Logon Information
Symbolic 1D:
Password:

Confirm Password:

User ID Alias:

Edit Email Addresses
General Attributes

Language Code:
Currency Code:

Default Mobile Page:

Permission Lists

Navigator Homepage:

Process Profile:

Warkflow

Audit Links User D Queries

™ Account Locked Out?

[P3] Peoplesoft Superuser

I SYSADM = |

GBS RRRRRBRRRRRRRRRRRRRS I_ PESS‘HDFU Explreclj

Instant Messaging Information

English 'I

S Dollar

HCSPNAVHF
HCSPPRFL

[

" Enable Expert Entry

QJ
@, Primary: HCPPALL
@, Row Security: HCDPALL

Roles and permission lists combine under the user ID to give users their security access. For example,
the HR Training Manager would have the roles of manager, instructor, and employee to meet her access
needs as a manager, instructor, and employee. Managers in different departments would have the same
manager and employee roles, in addition to other roles that meet their needs.

Assign roles to users using the User Profiles - Roles page (USER_ROLES) by navigating to

PeopleTools > Security > User Profiles > User Profiles > Roles:

This example illustrates assigning roles to user IDs on the User Profiles - Roles page.

Execute Rule(s)

Process Monitor
Senvice Monitar

Workflow

Audit Links

User Roles

Role Name

@

ADS Designer

General D Roles
User ID: PS
Description: [P3] Peoplesoft Superuser
Dynamic Role Rule
Execute on @
Server:
Test Rulels) Refresh

AM Administrator @

&

AN Administrator NLD | @y
@
@

AM EA Administrator

AWE Administrator
Administer HR Dashbo/ @,
AppServer Administrato OJ

Applicant @,

&

Benefits Administrator |3,

User ID Queries

Personalize | Find | View 100 | | &

Description
ADS Designer

Absence Mngmnt
Administrator

Absence Administrator
NLD

AN EA Administrator

E Administrator

Administer HR
Dashboards

AppServer Administrator
Internal Applicant
[WF] Benefits

* Administrator

Benefits Administrator (@,

Benefits Administrator
GPChina

Dynamic

-

Raute Caontrol

Raute Caontrol

Raute Caontrol

Route Control

Route Control
Route Control

Route Control

Route Control

Route Control

[ I I (O I B I R B |

Route Control

First ‘&' 1-10 of 210 '}

View Definition

Yiew Definition

View Definition

View Definition

View Definition

View Definition

View Definition

View Definition

Yiew Definition

View Definition

View Definition

Last

[+
1]

F M H
o] 0ol 0 [

[+
[t

F & &
[l [0 [

[+
1]
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This diagram illustrates how a user's security profile is made up of assigned roles, and the permission lists
assigned to those roles, as well as permission lists assigned directly to the user:

Mavigation
Homepage

Process Profile ——

Primary N /ﬁ
Role

Row Security — \ Permission Lists

User

Role

Role

Permission Lists

Permission Lists

See PeopleTools: Security Administration, " Administering User Profiles"

Understanding Data Permission Security for HCM

Data permission security refers to controlling access to the rows of data in your system. In PeopleSoft
HCM, you can control access to the following types of data:

* People.

Employees.
Contingent workers.
People of interest (POIs) with jobs.

People of interest (POIs) without jobs.

Note: The data of people of interest without jobs is secured differently from the data of people
with jobs.

* Recruiting job openings.
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* Departments.

Note: Row security for departments secures department budgets and positions, if you are using
Manage Positions. The Departments component is not secured by data permission so control access
to department definitions by restricting access to the component or change the search record to
DEPT SEC SRCH.

Data Security and Data Retrieval

86

The system enforces data permission security with security search views. To understand how this is done
it helps to understand how the system retrieves data when you access a component.

When you open a component in PeopleSoft HCM the system displays a search page. The search page
represents the search record and the fields that appear are the search keys and alternate key fields that
uniquely identify each row of data. The system uses the information that you enter in the key or alternate
key fields to select the rows of data that you want to view or manipulate (except for the Add action, where
you enter a key and the system creates a new data row). For example, a search page may have EmplID

as a key field and Name as an alternate key. If you enter Smith in the Name field, the system retrieves all
data rows with Name field data that matches Smith.

The system also uses search records to enforce data permission security. Search views for components
that contain sensitive data also contain a security view to control data access.

The system adds the user's security profile, including their user ID and the values of the permission lists
attached to their user profile, to the SQL (Structured Query Language) select statement along with the
values that the user entered on the search page. The system retrieves the data that matches the criteria
from the search page and the user's data permission lists. The system doesn't retrieve data for people to
whom you haven't granted the user's permission lists data access.

Using the above example, if you enter Smith in the Name alternate key field, the system retrieves data
only for the people with the name Smith to whom you have access, which are workers in department 123.
Workers with the name of Smith outside of your security permission, department 123, are not retrieved or
accessible to you as the user. This diagram illustrates the data retrieval process:

Browser el | Name | Job |Dept | Loc
[y Smith | Acct | 123 | Van |

L 4
User profile with access Perez |Adm | 123 | Tor
to department 123 component < Transacﬁ-:_rnal ol chan | HR | 534 | van
and user-entered ®  search page Search View o |
search criteria: Smith Klaus | Acct] 123 [ Van
l Smith | Acct | 927 | van |
Jones | AP 1123 | Cal

Search Results

Tse |Sales| 827 | Tor
Smith | Acct | 123 | Van singh | HR | 534 | van |
Biggs [Sales] 927 | Cal

Note: Security for process and queries is enforced in much the same way.

Not all PeopleSoft HCM components require data permission security. Their security requirements
can be met using application security (restricting access to the entire page, component, or menu). Only
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components containing sensitive information, such as salary information, use the security search views.
If necessary, you can add data permission security to any component that accesses person data, as long as
the search records are defined as SQL views (some search records are defined as SQL tables).

A component can have only one search record. To associate more than one search record with a
component (for example, data level security for some users and not for others), you reinstall the
component on different menus, one for each search record, and grant access to the appropriate component

using application security.

Core Security Views

PeopleSoft delivers the following core security views for components tracking people:

Security Views for Components Storing All Person Types

Type

Includes Future-Dated
Security

Security View

Rows Returned

Component search view Yes PERALL SEC SRCH One row per EMPLID and
distinct search items. Includes
future-dated rows.

SQR view No PERALL SEC SQR One row per EMPLID.

Query view No PERALL SEC QRY One row per EMPLID.

Security Views for Components Storing People With Jobs

Type

Includes Future-Dated
Security

Security View

Rows Returned

Component search view

Yes

PERS SRCH_GBL

One row per EMPLID and
EMPL RCD combination,
effective date, and distinct
search items. Includes future-

dated rows.

Component search view

Yes

PERS SRCH EMP

One row per EMPLID for
employees only. Includes
future-dated rows.

Component search view

No

PERS_SRCH_CURR

One row per EMPLID.

SQR view

FAST SQR_SEC_VW

One row per EMPLID.
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Security Views for Components Storing People With Jobs

Type Includes Future-Dated Security View Rows Returned
Security

Query view No PERS SRCH_QRY One row per EMPLID.

Prompt view No EMPL _ACTV_SRCH One row per EMPLID for
people with current, active
(as of the system date) job
records.

Prompt view No WORKER PROMPT One row per EMPLID for

employees and contingent
workers with current, active
(as of the effective date of the
component) job records.

Security Views for Components Storing People With Potentially More Than One Job Data Record

Type

Includes Future-Dated
Security

Security View

Rows Returned

Component search view

Yes

EMPLMT SRCH_GBL

One row per EMPLID and
EMPL_RCD combination,
effective date, and distinct
search items. Includes future-
dated rows.

Component search view

Yes

EMPLMT SRCH_EMPbe

One row per EMPLID and
EMPL_RCD combination
for employees only. Includes
future-dated rows.

SQR View

Yes

FAST SQRFUT _SEC

One row per EMPLID.
Includes future-dated rows.

SQR view

FAST SQR_SEC_VW

One row per EMPLID and
EMPL_RCD combination.

Query view

EMPLMT SRCH_QRY

One row per EMPLID and
EMPL_RCD combination.
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Security Views for Components Storing People With Potentially More Than One Job Data Record

Type

Includes Future-Dated
Security

Security View

Rows Returned

Prompt view

PERJOB_PROMPT

One row per EMPLID for
people with current, active
(as of the effective date of the
component) job records.

Security Views for Components Storing People Without Jobs

Type

Includes Future-Dated
Security

Security View

Rows Returned

Component search view N/A POI SEC SRCH One row per EMPLID, POI
_TYPE and distinct search
items.

SQR view N/A POI_SEC_SQR One row per EMPLID and
POI TYPE.

Query view N/A POI_SEC _QRY One row per EMPLID and

POL_TYPE.

See PeopleTools: PeopleSoft Application Designer

Security Data

Data permission is controlled on two sides: transaction and user.

Transaction Security Data

Transaction data is the data that is being secured. Certain transaction fields on a transaction data row are
used to secure access to that row. The data in these fields is called transaction security data. When the
value of the transaction security data matches the value that a user can access (user security data), the
system makes the entire row of data available to the user.

When the user accesses the component search page the security search view filters the data rows,
displaying only the rows of data with the same transaction security values that the user has access to.
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This diagram shows the Department field being used as transaction security data to secure the data of
people in the organization in which the user only has security access to the workers in department 123:

Browser GWEU?:“?W“Y Mame | Job |Dept| Loc
Smith | Acct | 123 | Van
o I Perez |Adm | 123 | Tor

Data permission : T —
security access componen ransactionsl | | Chan | HR {534 | Van
to Dept 123 search page Search View Kiaus | Acct [ 123 | van
v  smith | Acct | 027 | van |
Search Results Jones | AP | 123 | cal
Smith | Acct | 123 [ van Ise PalesiDa7 Liar
Perez [Adm | 123 | Tor Singh L HR 1534 {Van
Kiaus | Acct| 123 | van Biggs [Sales] 927 | Cal

Jones | AP | 123 | Cal

This table lists where you enter and maintain transaction data, to which record the transaction data is
saved, and which fields can be used as transaction security data:

Data Type Transaction Component | Record Storing Fields Available for
in which Data is Entered | Transaction Data Transaction Security
or Maintained Data

Departments Departments component DEPT TBL « SetID

(DEPARTMENT _TBL)
*  Department

Job openings Job Opening page (HRS JO_ | HRS JOB_ OPENING *  Company
360)
*  Business Unit

*  DeptlID

¢ Location
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Data Type

Transaction Component
in which Data is Entered
or Maintained

Record Storing
Transaction Data

Fields Available for
Transaction Security
Data

*  Employees

*  POIs with jobs

»  Contingent workers

*  Add Employment
Instance component (JOB
_DATA EMP)

*  Add Contingent Worker
Instance component (JOB
_DATA CWR)

* Add POI Instance
component (JOB_DATA
_POI)

*  Job Data component
(JOB_DATA)

JOB

*  Organizational
Relationship (employee,
contingent worker, or
POI)

*  Regulatory Region
*  Company

*  Business Unit

*  Department

*  Location

« Salary Plan

«  Pay Group (for customers
using Payroll for North
America)

POIs without jobs

* Add a POI Relationship
component (PERS POI
ADD)

¢ Maintain a Person's POI
Reltn component (PERS _
POI MAINTAIN)

PER_POI_SCRTY

*  POI Type

*  POI Type and Business
Unit

*  POI Type and Institution

*  POI Type and Company

Note: All people, regardless of type, are first entered in the Add a Person component

(PERSONAL _ DATA), where you enter their personal information and assign them an ID. These pages do
not capture any transaction security data. Transaction security data is captured on the components that you
use to enter details about the person's relationship to the organization.

Note: If you create a person but do not create a job data record or POI type record for them the system
will save the person as a POI without job with a POI Type of Unknown. Somebody in your organization
must have data permission access to unknown POlIs in order to access their data and create either a job
data or POI type record for them, otherwise the data is inaccessible.
Make sure that users who enter people into the system understand the consequences of not creating and
saving a Job Data or POI type record for new people at the time the person is entered in the system.

When a transaction record is successfully completed and saved for the person on the Add an Employment
Instance component, Add a Contingent Worker component, Add a POI Instance component, or Add a POI

Reltn. component, the system deletes the Unknown POI instance for that person.

See “(Classic) Adding a Person” (PeopleSoft Human Resources Administer Workforce).
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See “Controlling Data Access for POIs Without Jobs” (PeopleSoft Human Resources Administer
Workforce).

See “(Classic) Adding Organizational Instances” (PeopleSoft Human Resources Administer Workforce).

User Security Data

User security data is the data about a user's security access. It enables the system to ensure that users have
access only to that which you have granted them access. User security data for HCM data permission is
the data permission that you assign to permission lists and the roles and users to whom you assign the
permission lists.

Data permission is granted to row security (tree-based) permission lists (ROWSECCLASS) and regular
(role-based) permission lists (CLASSID). Both permission lists are created using the Permission Lists
component and Copy Permission Lists component.

When you create a permission list on the Permission Lists component you can assign security to a number
of different aspects of the application. Data permission is assigned separately on the Security by Dept
Tree page and Security by Permission List page.

Note: When you add a permission list to the Security by Dept. Tree component, the system saves it as
ROWSECCLASS.

This diagram shows that permission lists are created, assigned data permission (using either security by
department tree or security by permission list), and then assigned to a user directly on the User Profile -
General page as the Row Security permission list or assigned to a user on the User Profile - Roles page by
assigning roles to the user, which are associated with permission lists:

ROWSECCLASS S
component
Security by Iy User Profile -
Dept Tree General
Permission
Lists
Security by .
T Assign to User Profile -
CLASSID Houke el ] Role P Roles
List
CLASSID

This table lists the key differences between role-based permission lists with data permission and row
security permission lists:

Row Security Permission Lists Role-Based Permission Lists

Are assigned to users on the Row Security field on the User Are assigned to users by way of roles.
Profile — General page.

Are limited to one per user. Users can have multiple role-based permission lists and the
combined data permission access of each list.
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Row Security Permission Lists

Role-Based Permission Lists

Bring with them only the data permission assigned to the user
on the Row Security field on the User Profile - General page.

Bring with them data permission access assigned to them
on the Security by Permission List page and any application
security access granted to the permission list on the Permission

Lists component.

The user will not have access to any data permission assigned
to them on the Security by Dept Tree page.

Should have only department security tree-based security.

Can have only non-department tree-based security.

Note: You can use the same permission list as a row security permission list and a role-based permission
list by adding it to both the Security by Dept Tree component and Security by Permission List component
and then adding them to the user on the User Profile - General page and by way of roles.

Note: The system recognizes non-tree based security associated with row security permission lists.
Customers who modified the system to use non-tree based security in previous releases only have to
import the customized table capturing the row security permission lists and security definitions into
SJT CLASS. You can continue to assign the permission lists to users in the Row Security field on the

User Profile - General page.

New customers, or customers using non-tree based security for the first time, should use role-based
permission lists. This will provide you much greater flexibility.
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This diagram shows the search page determining which permission lists a user has and what data
permission the list gives the user. The user, TRN, is associated with the permission list TRAIN for both
row security and permission lists through roles. Since permission list TRAIN is granted access to worker's
records in department 123 only, the search results will display only those workers from this department:

User ID: TRN Permission List:
Permission List: TRAIN
TRAIN Dept: 123
f F
G“’Eu?:vf“’"" Name | Job |Dept] Loc
Smith | Acct | 123 | Van
I Perez |Adm | 123 | Tor
. component Transactional Chan | HR | 534 | Van
Browser —Lser ID: TRN—» o« >
el Sl Klaus | Acct | 123 | van
L 4 Smith | Acct | 927 | Van
Search Results Jones | AP | 123 | cal
smith | Acet | 123 | van Tse [Sales| 927 | Tor
Perez |Adm | 123 | Tor ﬂgh HR 1534 1Van
Klaus | Acct | 123 | van | Biggs JSales] 927 | Cal
Jones | AP | 123 | Cal

This table lists where you enter and maintain user security data and to which record the user security data

1s saved:

Data Type

Security Page in which Data is
Entered or Maintained

Record Storing User Security Data

Row security permission lists

Security by Dept Tree page

SCRTY_TBL_DEPT

This data is loaded into SJT _CLASS
ALL

Role-based permission lists

Security by Permission List page

SIT_CLASS

This data is loaded into SJIT_CLASS
ALL

Permission lists assigned to roles

Roles - Permission Lists page

PSROLECLASS

This data is loaded into SJT OPR_CLS.
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Data Type Security Page in which Data is Record Storing User Security Data
Entered or Maintained

Roles assigned to users User Profile - Roles page PSROLEUSER

This data is loaded into SJT OPR_CLS

Row security permission lists assigned to | User Profile - General page PSOPRDEFN

users
This data is loaded into SJT OPR_CLS

Note: The data from PSROLECLASS, PSROLEUSER, and PSOPRDEFN is loaded into SJT OPR_CLS
either automatically by the system, when you enable the USER_PROFILE and ROLE_MAINT messages,
or when you run the Refresh SJT OPR_CLS process.

See Understanding PeopleSoft Security.

See Setting Up and Assigning Tree-Based Data Permission.

See Assigning Role-Based Data Permission Security to Permission Lists.

Security Join Tables
The system stores security data in transaction and user security join tables (SJTs). When you access a

transaction component with a security search view, the security view references the security join tables to
determine how the data is secured and what access the user has.
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This graphic shows the search page determining which permission lists a user has and what data
permission the list gives the user using either the transaction or user security join tables. The transaction
security join table is determined by the type of data stored in the component:

Chapter 5

Transaction SJTs User 5JTs
SIT_PERSON SIT_OPR_CLS SIT_CLASS_ALL
| [
L ]
r
Core Security
View Name | Job |Dept| Loc
¥ Smith | Acct] 123 | Van
¥ Perez |Adm | 123 | Tor
. component Transactional Chan | HR | 534 | Van
Browser —Lser ID: TRN—» | —p
search page Search View Kiaus | Acct] 123 | van
Y Smith | Acct | 927 | Van
Search Results Jones | AP | 123 | cal
Sl‘l‘lith Al:‘.m 123 "u"al“l Tse |Sales| 927 | Tor
Perez |Adm | 123 | Tor Singh | HR } 534 | Van
Klaus |Acct | 123 | van | Biggs [Sales| 927 | Cal
Jones | AP | 123 | Cal

Transaction Security Join Tables

Each transaction security join table stores the transaction data required to secure each row of data. The
security join tables store one row of data for each unique combination of key fields.

There are four transaction security join tables:

Transaction Security Join
Table

Description

Stores Data From:

Key Fields

SJIT PERSON

SIT PERSON_USF

Note: SJT PERSON is used
by customers using the core
job data components and SIT
_PERSON_USF is used by
customers using the USF job

data components.

Contains transaction data

for the people (employees,
contingent workers, POIs with
jobs, and POIs without jobs)
in your HCM system.

- JOB

JOB_JR
«  PER ORG_ASGN

.+ PER POI SCRTY

SCRTY TYPE_CD
SCRTY _KEY1
SCRTY KEY2
SCRTY KEY3

EMPLID
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Transaction Security Join
Table

Description

Stores Data From:

Key Fields

SJT DEPT Contains the transaction data | DEPT _TBL SCRTY_TYPE CD
for the HCM departments.
SCRTY _KEY1
SCRTY _KEY2
SCRTY KEY3
SETID
DEPTID
HRS SJT JO Contains the transaction data |+ HRS JOB_OPENING SCRTY _TYPE CD
for the job openings in your
system. +  HRS_JO_RTEAM_VW |SCRTY_KEYI
SCRTY KEY2
SCRTY KEY3
HRS_JOB_OPENING ID
The key fields are:

 SCRTY _TYPE CD (security access type code)

Security access types indicate which field is used for transaction security data. For example the
security type 002 enables you to secure person data by location.

Security access types are unique to a security access set.

+ SCRTY KEY1, SCRTY KEY2, and SCRTY KEY3 (security keys)

The key security fields uniquely identify the security transaction data securing a row of data. The

system determines the key fields by the security access type. For example, if person data is secured

by location, then the key security fields are BUSINESS UNIT (the prompt value for location) and
LOCATION (the third key field isn't required for this example).

« EMPLID

A person's unique identifying number that is assigned to them on the Personal Data pages.

* SETID and DEPTID

A department's set ID and department ID.

« HRS_JOB_OPENING ID

A job opening's unique identifying number, which is assigned to it on the Job Opening page.

Each table stores additional fields depending on the type of security you are using.
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For example, if you are securing the data of people with jobs using the security access type Job
Department Tree (001), the key fields of the security join table SIT PERSON looks like this:

SCRTY_TYPE_CD SCRTY_KEY1 SCRTY_KEY2 SCRTY_KEY3 EMPLID

001 Department set ID: Department ID: 123 N/A IN3321
SHARE

001 Department set ID: Department ID: 534 N/A IN7894
SHARE

001 Department set ID: Department ID: OKL | N/A US8390
USA

If you used two security access types, for example Job Location (002) and Job Department Tree,

SJT _PERSON looks like this:

SCRTY_TYPE_CD SCRTY_KEY1 SCRTY_KEY2 SCRTY_KEY3 EMPLID

001 Department set ID: Department ID: 123 N/A IN3321
SHARE

002 Location business unit: | Location code: PAR N/A IN3321
FRAO1

001 Department set ID: Department ID: 534 N/A IN7894
SHARE

002 Location business unit: | Location code: SYD N/A IN7894
AUSO1

001 Department set ID: Department ID: OKL | N/A US8390
USA

002 Location business unit: | Location code: KSC N/A US8390
USA

Note: Locations and departments do not need three key fields to uniquely identify them so the third
security key field isn't necessary for this example.

When you first enable a security access type, load the transaction data into security join tables using
the SJT Refresh process. After the initial load, the system updates the tables using SavePostChange
PeopleCode when you make a change to the transaction security data in the transaction components. You
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can also capture any changes the PeopleCode misses by running the SJT Refresh process as needed or the

Nightly Refresh process.

Note: The SavePostChange PeopleCode on the transaction component subpage SCRTY SJT SBP

updates the security join tables.

This graphic illustrates how the transaction security join tables are kept up to date, as described above:

Add or Modify
Person Data, Job
Openings, or
Departments

SavePost
Change

For ongoing

maintenance run the:

SJT_PERSON
SJT DEPT
HRS SJT JO

Nightly Refresh
SJT Process

SJT Refresh
Process

See Nightly SJT Refresh Process Page.

See Refresh Trans. SJT tables Page.

User Security Join Tables

The user security join tables store the user security data required to determine users' data permission. The
security join tables store one row of data for each unique combination of key fields.

There are two user security join tables:

User Security Join Table

Description

Stores Data From:

Key Fields

SIT CLASS ALL

Contains the data permission
information for all the
permission lists that are given
data access on the Security by
Dept Tree page or Security by
Permission List page.

SCRTY_TBL_DEPT

SIT_CLASS

CLASSID
SCRTY_SET_CD

SCRTY_TYPE CD

and the permission lists with
data permission that are
assigned to them.

+ PSROLECLASS

SCRTY KEY]
SCRTY KEY2
SCRTY_KEY3
SJT OPR _CLS Contains the user IDs of +  PSOPRDEFN OPRID
people with data permission
+ PSROLEUSER CLASSID
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In addition to the security access type field and security key fields, the user security join tables store the
following fields:

*  SCRTY_SET CD (security set code)

A security set is a set of data secured in HCM. For example, PPLJOB is the security set for the data of
people with jobs and DEPT is the security set for the department data. Each security set has security
access types.

¢ OPRID
The user's user ID.
« CLASSID

The ID of the role-based or row security permission list.

Note: The security join tables store row security permission lists (ROWSECCLASS) as CLASSID
permission lists but identify them using a row security flag.

The permission list data in SJT CLASS ALL comes from two sources:
 SCRTY _TBL DEPT

When you add tree-based data permission to a permission list, you use the Security by Dept Tree page
and the system saves the permission list information to the SCRTY_TBL DEPT record.

. SJT CLASS

When you add non-tree based data permission to a permission list, you use the Security by Permission
List page and the system saves the permission list information to the SJT CLASS record.

For example, if you are securing the data of people with jobs using the security access type Job
Department Tree (001), the key fields of the SCRTY_ TBL_DEPT table look like this:

ROWSECCLASS SETID DEPTID

TRAIN Department set ID: SHARE

Department ID: 123

PAY1

Department set ID: SHARE

Department ID: 534

PAY2

Department set ID: USA

Department ID: OKL

To load the data from the SCRTY_TBL _ DEPT table, you need to run the Refresh SIT CLASS ALL
process. In SJT CLASS ALL, the Refresh SJIT CLASS ALL process:

* Creates a row of data for each enabled, tree-based security access type (and it's security set) with the
data permission you set up on the Security by Dept Tree page.

For example, if you enable security access type 012 (RS Dept Id) and security access type 001 (Job
Department Tree) and grant the row security permission list TRAIN data permission to department
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123, the process will create a row for each security access type and the permission will have access to
people with jobs in department 123 and job openings in department 123.

» Saves the row security permission list as a CLASSID permission list.

* Saves the department set ID as SCRTY_ KEY1 and the department ID as SCRTY KEY2.

If you are securing the data of people with jobs using the security access type Job Location (002), the key
fields of the security join table SJIT CLASS look like this:

CLASSID SCRTY_SET_CD | SCRTY_TYPE_ | SCRTY_KEY1 SCRTY_KEY2 SCRTY_KEY3
CcCD
TRAIN PPLJOB 002 Location business | Location code: N/A
unit: FRAO1 PAR
PAY1 PPLJOB 002 Location business | Location code: N/A
unit: AUSO1 SYD
PAY2 PPLJOB 002 Location business | Location code: N/A
unit: USA KSC

When you save your changes on the Security by Permission List page, SavePostChange PeopleCode
automatically updates the data to the security join table SJT CLASS ALL.

If you are using both security access types, SJT CLASS ALL looks like this after you have run the

Refresh SIT CLASS ALL process and the PeopleCode has updated it:

CLASSID SCRTY_SET_CD | SCRTY_TYPE_ | SCRTY_KEY1 SCRTY_KEY2 SCRTY_KEY3
CcD

TRAIN PPLJOB 001 Department set ID: | Department ID: N/A
SHARE 123

TRAIN PPLJOB 002 Location business | Location code: N/A
unit: FRAO1 PAR

PAY1 PPLJOB 001 Department set ID: | Department ID: N/A
SHARE 534

PAY1 PPLJOB 002 Location business | Location code: N/A
unit: AUSO1 SYD

PAY2 PPLJOB 001 Department set ID: | Department ID: N/A
USA OKL

Copyright © 1988, 2024, Oracle and/or its affiliates.

101




Setting Up and Administering HCM Security

102

Chapter 5

CLASSID SCRTY_SET_CD | SCRTY_TYPE_ | SCRTY_KEY1 SCRTY_KEY2 SCRTY_KEY3
cDh
PAY2 PPLJOB 002 Location business | Location code: N/A

unit: USA

KSC

This graphic illustrates how the permission list user security join tables are kept up to date, as previously

described:
Assign Data
F'er;n;uslg:ﬁr; e C?.fS_S = ES:EPOSt For ongoing
Permission List page ange maintenance
(SCRTY_CLASS) run the:
Refresh
- SJT—EITSS <«— | SJT_CLASS
= ALL
Assign Data
Permission on the Refresh Row
Security by Dept SCRTY_ | security
Tree page TBL_DEPT = Erm;’r
(SCRTY_TABL_ P
DEPT)

See Refresh SJT CLASS ALL Page.

The security join table SJT OPR_CLS stores the relationship between User IDs and permission lists with

data permission. The data in SJT OPR_CLS comes from three sources:

*  PSOPRDEFN

This record contains the relationship between the User ID and row security permission list from the
User Profile - General page.

«  PSROLEUSER

This record contains the relationship between the User IDs and roles from the User Profile - Roles

page.

»  PSROLECLASS

This record contains the relationship between roles and permission lists from the Roles - Permission

Lists page.

To update SJT OPR_CLS with the data from PSOPRDEFN, PSROLECLASS, and PSROLEUSER,
run the Refresh SJIT OPR_CLS process whenever you add a permission list with data security to a user
profile (either by adding a row security permission list on the User Profile - General page, by adding a
role-based permission list with data permission to a user-assigned role on the Roles - Permission Lists
page, adding a role with data permission on the User Profile - Roles page, or by creating a new user
profile by copying an existing one) or delete one from a user profile.
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This graphic illustrates this process of when to update the user profile security join table:

Add a row security
pemmission list to or
delete it from a user
on the User Profile -
General page
(PSOPRDEFN)

Add a permission list
with data permission
to or delete it from a
user-assigned role
on the Roles
component
(PSROLECLASS)

Add a role with a
permission list with
data permission to
or delete it from a
user on the User
Profile - Roles page
(PSEOLEUSER)

Copy an existing
profile using the
Copy User Profiles
page
(PSOFRDEFN,
PSROLECLASS,
PSROLEUSER)

Run the Refresh
SJT_OPR_CL3
Process

SJT_OPR_CLS

Note: You can enable the USER_PROFILE message and the local subscription
HCM_Refresh SJIT OPR CLS and the ROLE MAINT message and the local subscription

HCM Role Refresh SJT OPR_CLS to automatically update SJT OPR_CLS. PeopleSoft does not
deliver the system with these messages enabled.

The Refresh SIT OPR_CLS process loads the OPRID and ROWSECCLASS values from PSOPRDEFN
directly into SJT OPR_CLS, saving the row security permission list as CLASSID.

To establish the relationship between user profiles and role-based permission lists, the process first
loads the OPRID and ROLENAME from PSROLEUSER and the ROLENAME and CLASSID from
PSROLECLASS into a temporary table (ROLEUSER ROLECLASS) and then loads the OPRID and
CLASSID, and the relationship between them, into SJT OPR_CLS.

This diagram illustrates the data stored in SJT _OPR_CLS and their source as described above:

PSOPRDEFN
ROWSECCLASS
QOFRID is loaded as CLASSID
ROWSECCLASS SJT_OPR_CLS
OPRID
PSROLEUSER —® CLASSID
OPRID
ROLENAME ROLEUSER_ROLECLASS e
OPRID
PSROLECLASS CLASSID
ROLENAME
CLASSID
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Note: The SEC_RSC FLG field indicates if the CLASSID was originally a ROWSECCLASS permission
list by flagging it with a value of Y.

See Refresh SJIT OPR_CLS Page.

Security Sets and Security Access Types

A security set is a grouping of data that is being secured. The sets differ by the origin of the transaction
security data. For example, people of interest without jobs have a separate security set from people with
jobs because the transaction data used to secure them does not come from the JOB record, but from the
PER POI SCRTY record.

PeopleSoft delivers the following five security sets:

Security Set Description Security Join Table Storing Data

PPLJOB People with Jobs SJT_PERSON

Includes the data of any person who has
a JOB record and all the associated data
for that person.

PPLUSF People with Jobs for United States SJT PERSON_USF
Federal Government

Includes the data of any person who has
a GVT _JOB record and all the associated
data for that person.

PPLPOI People of interest without jobs SJT PERSON

Includes the data of any person who
does not have a JOB record and all the
associated data for that person.

DEPT Departments SJT DEPT

Includes department budgets and
positions.

RSOPN Job Openings HRS _SJT JO

Includes the data of job openings,
including the data of applicants
associated with a job opening.

GPSPOST German Public Sector Post Management | GPS PM CFG_SJT

TBHTMPL Template Based Hire HR TBH _CFG_SJT
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Note: PeopleSoft has delivered all the security sets you are likely to need. If you add new sets, it is
considered a customization.

See Security Set Table Page.

Security access types are ways of securing the data within a security set. Each security set has a number

of security access types that you can choose to enable. Among other things, security access types

determine:

* The security transaction data.
» If'there is data security for future-dated rows.

» If the access type uses a department security tree.

Note: You can only set up department hierarchies on security trees and you can only grant security

access by department tree to row security permission lists.
Security access types that don't use a department security tree do not have a hierarchical structure and
require that you list each field value individually for each permission list.

The following table lists the security access types by security set:

Security Set Security Access Types
PPLJOB *  Job Department Tree (001)
*  Job Location (002)
*  Job Business Unit (003)
*  Job Company (004)
* Job Reg Region (005)
»  Job Salary Grade (014)
*  Person Organization (015)
* Job - Deptid - non Tree (025)
*  Job Company/Paygroup (032)
*  Group Build (045)
*  Matrix Team (046)
PPLUSF *  US Federal Department Tree (016)
*  US Federal Location (017)
*  US Federal Company (018)
*  US Federal Business Unit (019)
»  US Federal Salary Grade (020)
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Security Set Security Access Types

PPLPOI *  POI Business Unit (006)
*  POI Location (007)
*  POI Institution (008)

*  Person of Interest (009)

DEPT *  Departments by Tree (021)
*  Departments - non Tree (022)

*  Departments by Set ID (023)

RSOPN * RS Company (010)

* RS Business Unit (011)
RS DeptId (012)

* RS Location (013)

*  Recruiting Team (031)

GPSPOST GPS Post Management (037)

TBHTMPL *  Template ID (033)

*  Template Category (034)
*  Person Organisation (035)
*  Country (036)

»  Template Transaction Type (038)

Note: PeopleSoft has delivered all the security access types you are likely to need. You can add new types
but it requires a very good knowledge of the application and of SQL.

Security administrators can only assign data permission using the security access types that you enable.

See Security Type Table Page.

Enabling and Using Multiple Security Access Types

When you grant a permission list access to data in a security set using more than one security access

type the security access creates a union, not a join or an intersect, with the two types. For example, if
you enable the Job Company and Job Business Unit security access types for the PPLJOB security set
and grant a permission list access to people in company A and people in business unit B, users with the
permission list can access people in company A or people in business unit B; their access is not restricted
to people in both business unit B and company C.
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Note: See the security technical brief posted on My Oracle Support for information about creating
security access types that join transaction fields to secure data.

HCM Security Process Flow

When you set up HCM data permission security you will follow this process flow, which is detailed

below:
PeopleTools
Security
Permission
Lists
Setting Up PeopleSoft HCM Data Permission Security
Y
Implement HCM Assign Data
Security Access to
Permission Lists
Security
Installation . Refrash
. o Set up Security by o
Settings Security Tree | [7] Dept Tree PEIT_LLASS_
¥ ALL
Security Set | For Data Secufity by Department Security Tree
Table
* .
. croupsand | | Resus Securly by
Security Ly — —l Permission
Teams Tables .
Access Type . . . . List
(if applicable) (if applicable)

Assign Permission Lists To Users and
Refresh SJT_OPR_CLS

-

Assign Row
Security List
to User

Refresh
SJT_OPR_CLS

Assign
Fermission
= List to Role
and Role to

User

To set up HCM data permission:
1. Set up permission lists in the PeopleTools pages.

2. Set the security installation settings on the Security Installation Settings component.
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3. Review security sets on the Security Set Table component.

4. Enable security access types on the Security Access Type component.

5. Assign data permission to permission lists:

» Ifyou are using security tree-based security access types, set up a security tree, assign data
permission on the Security by Dept Tree component, and refresh SJT CLASS ALL.

» Ifyou are using non-tree based security access types, register any group IDs or matrix teams,
if any, refresh the Results tables for the group IDs and teams, if applicable, then assign data
permission on the Security by Permission List component.

6. Assign permission lists to users (by way of roles if you are using role-based permission lists or
directly to the user profile if you are using row security permission lists).

7. Refresh SIT OPR_CLS.

Example of HCM Data Permission

Grant the following security to these permission lists:

Permission List Page Security Access Type Security Value
JobByDept Security by Dept Tree page Job Department Tree (001) Department 10100
(You must select set ID
SHARE as the first key)
JobByLoc Security by Permission List Job Location (002) Location UK1
page
(You must select business unit
GBRO1 as the first key)
MylJobs Security by Dept Tree page Job Department Tree (001) Department 11000

(set ID SHARE )

page

Security by Permission List

Job Location (002)

Location USA

(Business unit GBLO1)

Grant the permission lists to the following roles:

Role

Permission List

Outcome

Role 1

JobByDept

Role 1 has no access because tree—based
department security (security access type
001) does not work with roles.
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Role Permission List Outcome
Role 2 JobByLoc Has access to people with jobs in
location UK.
Role 3 MylJobs Has access to people with jobs in

location USA.

Does not have security access to
department 11000.

Grant the following row security permission lists and roles to users:

User ID Row Security Permission | Role Has Access to People
List with Jobs In:
User A JobByDept Department 10100.
User B JobByDept Role 2 Department 10100
Location UK1.
User C Role 2 Location UK1.
User D Role 3 Location USA
User E MylJobs Department 11000
Location USA.
User F Role 1 Has no access.
User G JobByDept Role 2 Department 10100
Role 3 Location UK1
Location USA.

Implementing Data Permission Security

To implement data permission security, use the Security Installation Settings component

(SCRTY _INSTALL), the Security Sets component (SCRTY SET TBL), the Security Access Type
component (SCRTY_TYPE2 TBL), the Group Registration component (SCRTY_GB_REGISTER), and
the Matrix Team Registration component (SCRTY MX REGISTER).

These topics discuss several ways to implement data permission security.

Copyright © 1988, 2024, Oracle and/or its affiliates.

109



Setting Up and Administering HCM Security

Pages Used to Implement Data Permission Security

Chapter 5

Page Name

Definition Name

Usage

Security Installation Settings Page

SCRTY_INSTALL

Choose the HCM security settings for
your installation.

Security Set Table Page

SCRTY SET TBL

Review existing security sets and the
security access types you've attached to
them.

Security Update Groups Page

SCRTY_SJT_UPD

Define the data groups that can be
updated by the SJIT Refresh process.

Security Type Table Page

SCRTY TYPE2 TBL

Enable or modify existing security
access types or create new ones.

Security Type SQL Page

SCRTY TYPE2 SQL

Enter the SQL statements for the new
security types.

Group Registration Page

SCRTY_GB_REGISTER

Register groups from the Group Build
feature that you want to use for row level
security.

Matrix Team Registration Page

SCRTY MX REGISTER

Register a matrix team that you want to
use for row level security.

Refresh Groups Page

SCRTY_GB_REFRESH

Refresh security-related groups that were
created using the Group Build feature.

Refresh Matrix Teams Page

SCRTY _MX REFRESH

Refresh security-related matrix teams.

Understanding Future-Dated Security

The Security Installation Settings page enables you to select actions that, when used on the Work
Location page (JOB_DATA1), trigger the SavePostChange PeopleCode to create a future-dated row in

SJT _PERSON.

The system normally secures data using the current transaction security data. Only users with data
permission access to the transaction security data on the current row can access the person's data

When you include future-dated transaction security data rows the system uses both the current data and

the future-dated values to secure the data. This gives users with data permission access to the transaction
security data on the current row and users with data permission access to the transaction security data on
the future-dated row access to the person.

The system only creates future-dated security rows in SJT_PERSON when you:

1. Select one or more actions on the Security Installation Settings page.
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2. Enable future-dated rows for the security access type.

Note: This enables you to use future-dated security with some types but not others.

3. Create and save a future-dated row in a component that uses the JOB record using one of the actions
you selected on the Security Installation Settings page.

If you have selected the action of Transfer in the Actions that trigger Future Dated Security Rows grid,
then when you create a future-dated Job Data row with the action of Transfer for a person, the system will
add a row to the SJT PERSON with the transaction data from the new row. Users with data permission to
the future-dated transaction security data will have access to the person's data.

Note: Only component security views use future-dated security rows.

For example, as of January 1, 2005 Kenny Wong works in department 42000. Starting July 1, 2006 he
will transfer to department 44000. On April 15, 2006, in anticipation of the transfer, the HR administrator
enters a future-dated job data row for the transfer.

Julie Sparrow manages department 42000 and Barry Deere manages department 44000 and each has data
permission to the people in their departments.

As of April 15, 2006 Kenny Wong has the following two job data rows:

Effective Date Action Department
January 1, 2005 Hire 42000
July 1, 2006 Transfer 44000

The data permission depends on if you are using future-dated security for that security access type and if
you have selected the action of Transfer on the Security Installation Settings page:

* If you have not selected it:

*  The SavePostChange PeopleCode does not update SJT PERSON with the new department
information from the future-dated row because it is not yet effective.

Note: When the transfer row does become effective, the Nightly SIT Update process updates
SJT_PERSON, overwriting the old row with the new row.

o Julie can access Kenny's data until June 30, 2006 and Barry can access it starting July 1, 2006.

* Ifyou have selected it:

* The SavePostChange PeopleCode creates a new row in SJT _PERSON with the future-dated
transaction security data. The system identifies this row as future-dated.

Note: When the transfer row becomes effective, the Nightly SJIT Update process updates
SJT_PERSON, removing the old row and making the future-dated row current.
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Note: Search views that don't use future-dated security will not use the future security row when

enforcing data permission.

Julie can access Kenny's data until June 30, 2006 and Barry can access it starting April 15, 2006.

Understanding Special Job Security Options

Without special job security options, the system creates a single transaction security data row for each
unique combination of ID and employment record number. When you use special job security options,
the system creates additional rows in SJT PERSON with different security key values to enable access to
rows to which a permission list would normally not have access.

For example, if you are securing data by department and have enabled people with access to the home
job data record to view the host job data record but are not allowing people with access to the host

job data record to view the home job data record, the system will create the following three rows of

data in SJT PERSON (only the relevant columns are shown) for a person whose home job data record
(employee record number 0) is in department 25000 and whose host job data record (record number 1) is

in department 20000:

Key 1 Key 2 Empl ID Empl Record Home/Host Intl. Type
SHARE 25000 K0G019 0 Home

SHARE 25000 K0G019 1 Host Home-Host
SHARE 20000 K0G019 1 Host

The system creates the row marked Home-Host to grant the special job security option. By creating a row
for the host record with the department value of the home record, people with data permission to the home
record can access the host record.

The system works the same way for the other special security options, creating an additional row and
inserting the key values that enable the access.
Security Installation Settings Page

Use the Security Installation Settings page (SCRTY INSTALL) to choose the HCM security settings for
your installation.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Installation Settings > Security
Installation Settings
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This example illustrates the fields and controls on the Security Installation Settings page. You can find
definitions for the fields and controls later on this page.

Security Installation Settings

Special Job Security Versions

M Include Home/Host Access?
|H-:|me can see Host j

¥ Incl Additional Assignments?
[Both =l

¥ JPN Appointment

Actions that trigger Future Dated Security Hows  Personalize | Find |@ | 1-15 of 15

*Action Action Description

ADD QJ Add Contingent Warker ﬂ ﬂ
ADL  [@ Additional Job [+] [=]
ASG @&, Assignment [+] [=]
HIR @, Hire (+] [=]
JRC @, Job Reclassification [+] [=]

Special Job Security Versions

The options you select here will be available for your installation but will not be enabled unless you select
them again for the security access types you are using. This enables you to use the security versions for
some security access types and not others.
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Field or Control Description

Include Home/Host Access? This option is for tracking global assignments. When an
employee is on assignment they have a host record and a home
record. Select one of the following options:

*  Home can see Host: Select to enable a person with data
permission that enables them to view the home record to
also view the employee's host record. A person with just
data permission to the host record will not be able to see
the employee's home record.

*  Host can see Home: Select to enable a person with data
permission that enables them to view the host record to
also view the employee's home record. A person with just
data permission to the home record will not be able to
view the host record.

*  Both: Select to enable a person with data permission to
the home record to view the host record and a person
with data permission to the host record to view the home

record.

If you do not select Include Home/Host Access? then regular
data permission rules apply.

See “Understanding Global Assignment Tracking” (PeopleSoft
Human Resources Track Global Assignments).
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Field or Control

Description

Incl. Additional Assignments?

This option is for workers with additional assignments added
using the Job Data Concurrent component (JOB_DATA
CONCUR).

When a worker has an additional assignment, they have a
controlling employee or contingent worker instance with an
active job data record and an additional assignment job data

record. Select one of the following options:

*  Assignment can see Instance: Select to enable a person
with data permission that enables them to view the
assignment job data record to also view the person's
controlling instance job record. A person with data
permission to the controlling instance job data record will
not be able to see the worker's assignment job data record.

»  Instance can see Assignment: Select to enable a person
with data permission that enables them to view the
controlling instance job record to also view the person's
assignment job data record . A person with data
permission to the assignment job data record will not
be able to see the worker's controlling instance job data
record.

*  Both: Select to enable a person with data permission
that enables them to view the controlling instance job
record to also view the assignment job data record and a
person with data permission that enables them to view the
assignment job data record to also view the controlling
instance job record.

*  None: Select to make additional assignments job data
records available to all users.

If you do not select Incl. Additional Assignments? then regular
data permission rules apply.

See “Adding Additional Assignments” (PeopleSoft Human
Resources Administer Workforce).
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Field or Control Description

JPN Appointment (JPN) Select so that users who have access to the additional
appointment of a worker can access the main appointment
record for that worker.

The system assigns some additional assignments (Kenmu) to
a particular EmplID and record called a main appointment, the
job you can access through the Job Data pages.

If you do not select JPN Appointment? then regular data

permission rules apply.

See “Setting Up Security for Tracking Additional
Appointments” (PeopleSoft Human Resources Administer
Workforce).

Actions that trigger Future-Dated Security Rows

Select the actions that will trigger the SavePostChange PeopleCode in the components using the JOB
record to create a future-dated security row in SJT PERSON when they are used in a future-dated row in
the Job Data pages. The system will not create security rows for future-dated rows with actions other than
those listed here.

To create future-dated rows, you need to select the Include Future Dates check box on the Security Type
Table. This enables you to use future-dated security for some security access types and not others.

Security Set Table Page

116

Use the Security Set Table page (SCRTY SET TBL) to review existing security sets and the security
access types you've attached to them.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Sets > Security Set Table
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This example illustrates the fields and controls on the Security Set Table page. You can find definitions
for the fields and controls later on this page.

Security Set Table Security Update Groups

Security Set Find | View Al First ‘& 1 of 7 */ Last
Security Set DEFT ﬂ j
Description Departments

Short Description Department

Comment |Controls access to Department data. @@

Object Owner ID HR Core Ohjects
Transaction Sec Join Table SJT_DEPT
SJT Tmp Table (for AE process) SJT_DEPT_TMP

SQLID for Value Field List SEC_DEPT_FLDVAL
,SETID, DEPTID, EFFDT

Security Access Types for this Set Personalize | Find |IL7—I |I:| 1-3 of 3
Security Access Type Description Enabled
021 Departments by Tree W

0 Departments - non Tree =

=
(=]

0

=]
[#%)

Departments by Setid =

Field or Control Description

Object Owner ID Security sets with a PeopleSoft Object Owner ID are system
data and not available for modification on this page. You can
still modify the Security Update Groups of delivered security
sets.

Transaction Sec Join Table The security join table that stores the transaction data for this
security set.

Note: If you are creating a new security set, you must have
created this table in Application Designer before creating the
security set.

Creating a new security set requires modification of the
system. Please refer to the Security technical brief on My
Oracle Support for directions.

SJT Temp Table (for AE process) The temporary record used for PeopleSoft Application
Engine. It is a copy of the transaction security join table and
also contains the Application Engine process fields. This
table updates the transaction security join field using the
Application Engine process.
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Field or Control Description

SQLID for Value Field List The list of fields (not including the key fields) that are in the
transaction security join table.

Generate SQL Click to generate the SQL and SQLID for the value field list.

Security Access Types for this Set

The system lists the security access types for this security set and indicates which ones are enabled.
Enable or disable security access types on the Security Type Table page.

See Security Type Table Page.

Security Update Groups Page
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Use the Security Update Groups page (SCRTY _SJT UPD) to define the data groups that can be updated
by the SJT Refresh process.

Navigation:
Set Up HCM > Security > Core Row Level Security > Security Sets > Security Update Groups

This example illustrates the fields and controls on the Security Update Groups page. You can find
definitions for the fields and controls later on this page.

Security Set Table Security Update Groups

Security Set Find | View Al First'4' 10of7 '} Last
Security Set DEFT Departments +][=]
Data Personalize | Find | (2 | 1-2 of 2
*Rows to Update
1 |SE|:L|rit_.' Type j ﬂ ﬂ
2|DE|JartmentID j [+] [=]

Select which refresh options to make available when updating the security set using the SJT Refresh
process. The system makes the options you select here available for this security set on the Refresh SJT
page, enabling you to select portions of the security join table to update.

For example, you could refresh all the rows for external instructors by selecting the refresh option Person
of Interest Type and the POI Type External Instructors.
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Security Type Table Page

Use the Security Type Table page (SCRTY _TYPE2 TBL) to enable or modify existing security access
types or create new ones.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Access Type > Security Type
Table

This example illustrates the fields and controls on the Security Type Table page. You can find definitions
for the fields and controls later on this page.

Security Type Table Security Type SQL

Security Access Type

Security Type 002 Job Location
Short Description Job Loc Transaction Label | JOB LOCATION
Security Set PPLIOB People with Jobs Transaction Sec Join Table SJT_PERSON
I” Enabled

" Include Future Dates
I~ Use Dept Sec Tree?

Transaction Table JOB

Security Key 1 BUSINESS_UNIT Prompt Rec for Sec Key1 BUS_UNIT_TBL_HR
Security Key 2 LOCATION Prompt Rec for Sec Key 2 SEC_LOC_PR_WVW
Security Key 3 Prompt Rec for Sec Key 3

Special Job Security Versions

Type of International Security|

=l
Type of Assignment Security| j

[ JPH Additional Appointment

You can enable more than one security access types for a security set and you can assign data permission
access to a permission list using more than one access type.

Note: PeopleSoft has delivered the most asked for security access types and you should not need to create
new types. Enable or disable the types your installation requires.

Please refer to the Security technical brief on My Oracle Support for directions on how to create new
security types.

Note: The more security access types you enable and options you use, the more rows of data the system
stores in the security join tables. This affects system performance. PeopleSoft advises you to enable only
the security types and options required to manage your data permission needs.

Field or Control Description

Security Type The system automatically numbers new security types.
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Field or Control

Description

Transaction Label

Enter a field label. The system will display this label on a
transaction page when the security access type is used as a
field to gather data.

For example, if you are using fields in addition to POI type to
control access to the data of POIs without jobs, the system will
use the label you enter here on the Add a POI Type page and
Edit POI Relationship page to prompt for security transaction
values.

Security Set and Transaction Sec Join Table

The security set whose data you are securing and the security
join table associated with the security set.

See Security Set Table Page.

Enabled

Select to enable the security type.

Include Future Dates

Select to enable the security join tables to store future-dated
security rows for this type. The system will only update the
security join tables with the future-dated rows that have the
actions you selected on the Security Installation Settings page.

Use Dept Sec Tree? (use department security tree?)

Select if this security type uses the department security tree.

You can only create department security trees for departments
and can only grant data permission based on department
security trees to row security permission lists.

Transaction Table

The transaction table that stores the field or fields that will
control security for this type.

Special Job Security Versions

If you enable special job security versions on the Security
Installation Settings page, enable the options for this security
access type.

See Security Installation Settings Page.

Security Key 1, Prompt Rec for Sec Key 1 (prompt record
for security key 1), Security Key 2, Prompt Rec for Sec Key
2 (prompt record for security key 2), Security Key 3. and
Prompt Rec for Sec Key 3 (prompt record for security key 3)

Define the security data fields for this type. The fields need to
be on the Transaction Table record.

The prompt record is the record the prompt field values come
from when you are assigning values to a permission list. You
must select all the records and fields necessary to make a
unique qualification here.

For example, to select a location (key 2), you first need to
select a business unit (key 1). The prompt record for the
BUSINESS_UNIT field is BUS_UNIT_TBL_HR and the
prompt record for the LOCATION field is LOCATION TBL.
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Refreshing the Transaction Security Join Tables

You should refresh the transaction security join tables whenever you:

» Enable or disable a security access type.

* Enable or disable a future-dated security for an enabled security access type.
» Change the special job security versions for an enabled security access type.

See Refresh Trans. SJT tables Page.

Security Type SQL Page

Use the Security Type SQL page (SCRTY _TYPE2 SQL) to enter the SQL statements for the new
security types.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Access Type > Security Type
SQL

This example illustrates the fields and controls on the Security Type SQL page (1 of 3). You can find
definitions for the fields and controls later on this page.

Security Type Table Security Type SQL

Security Access Type 002 Job Location
Transaction Table JOB 5JT Table SJT_PERSOM
Sec Key 1 Fld BUSINESS_UNIT Sec Key 2 Fld LOCATION
Sec Key 3 Fid
SAL Statements
SQLID for Value Field List SEC_FPLCORE_FLOMNM Generate SGL

,EMPLID , POI_TYPE , PER_ORG  EMFL_RCD , BUSINESS_UNIT , SETID_DEFT ,
DEPTID , SETID_LOCATION , LOCATION , COMPANY REG_REGION  APPT_TYPE,
HR_STATUS , EMPL_STATUS , OTHER_ID_JPN , REPORTS_TO , SUPERVISOR_ID ,
INSTITUTION , NATIONAL_ID | SETID_JOBCODE , JOBCODE,
MAIN_AFPT_MUM_JPN, ORG_INSTAMNCE_ERN, HOME_HOST_CLASS,
PAY_SYSTEM_FLG, GF_PAYGROUP, PAYGROUP, MILITARY_SERVICE, MIL_RANK,
MIL_WORM_RANK EFFDT_MNOKEY, EFFSEQ_MOKEY

List of non-key fields in the
Security Join Table far this
Security Set. Usually the same for
all Typesin a Set.
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This example illustrates the fields and controls on the Security Type SQL page (2 of 3). You can find
definitions for the fields and controls later on this page.

SQLID for Key Contents SEC_KEY_002_SEL Generate SGL

JBUSINESS_UNIT LOCATION B

The fields that will populate the
SCRTY_KEY1, SCRTY_KEYZ, and
SCRTY_KEY3 in the Security Join
Table. Should be the same as the
prompt fields.

SQLID for Field Contents SEC_PPLJOB_FLDVAL Generate SAL

,JOBEMPLID , JOB.POI_TYFE , JOBPER_ORG , JOB.EMPL_RCD Bl
JOB.BUSINESS_UNIT , JOB.SETID_DEPT , JOB.DEFTID , JOB.SETID_LOCATION
JOB.LOCATION , JOB.COMPANY , JOB.REG_REGION , JOBAFPT_TYFE ,
JOBHR_STATUS , JOB.EMPL_STATUS , JR.OTHER_ID_JPN , JOB REFORTS_TO ,
JOB.SUPERVISOR_ID , ,JOB.SETID_JOBCODE

JOB.JOBCODE JOB.MAIN_APPT_MUM_JPN, PAORG_INSTAMCE_ERN,
PAHOME_HOST_CLASS , JOB.PAY_SYSTEM_FLG, JOB.GP_FAYGROUP,
JOB.PAYGROUP, """ JOB.EFFDT, JOB.EFFSEQ

The select field list for the non-key
fields in the Security Join Table.
Usually the same as the
SEC_SQL_FLDNM except where a
correlation name is needed or
where the values are notin the
transaction table for this type. The
proper blank, 0, or %datenull value
should be entered then.

SQLID for From Record SEC_PPLJOB_FROM

The tahle where the data for this
security Type comes from.
Usually just the transaction
record, but sometimes you may
want to join in another table.

Generate SQL

PS_JOBJOB, PS_JOB_JRJR, P5_PER_ORG_ASGM PA L

This example illustrates the fields and controls on the Security Type SQL page (3 of 3). You can find
definitions for the fields and controls later on this page.

Where-Future:

The where clause for this access

type if the Future dated transactions
are needed. If Include Future is not
checked on this type, this SQL does

The where clause for this security PAEMPLID = JOB.EMPLID AND PAEMPL_RCD = JOB.EMPL_RCD AMD Py (]
access type. Ifthe transaction JOB.EFFDT = ( SELECT MAX(EFFDT) FROM PS_JOB JOB2 WHERE JOB.EMPLID
record is eﬁéc’[ive daled, then you = JOB2.EMPLID AND JOB.EMPL_RCD = JOBZ EMPL_RCD AND JOB2.EFFDT ==
will need to add an eﬂeclrtive date %CurrentDateln) AND JOB.EFFSEQ = ( SELECT MAX(EFFSEQ) FROM PS_J0OB
join here. If no join is needed JOB3 WHERE JOB.EMPLID = JOB3.EMPLID AND JOB.EMPL_RCD =
enter‘l:'i ' JOB3.EMPL_RCD AMD JOB.EFFDT = JOB3.EFFOT) AND JR.EMPLID =

’ JOB.EMPLID AMD JR.EEMPL_RCD = JOB.EMFL_RCD AND JR.EFFDT = :l

SEC_PPLJOB_FUTWHERE Generate SQL

PAEMPLID = JOB.EMPLID AND PAEMPL_RCD = JOB.EMPL_RCD AMD EL
JOB.EFFDT IN ( SELECT EFFDT FROM PS_J0OB JOB4 WHERE JOB4 EMPLID =
JOB.EMPLID AMD JOB4.EMPL_RCD = JOB.EMPL_RCD AND JOB4.EFFDT = %
CurrentDateln) AMD JOB.EFFSEQ = ( SELECT MAX(EFFSEQ) FROM PS_JOB JOB3

notneed to be entered. WHERE JOB.EMPLID = JOB3.EMPLID AMD JOB.EMPL_RCD = JOB3.EMPL_RCD
AMD JOB.EFFDT = JOB3.EFFDT) AMND JR.EMPLID = JOB.EMPLID AMD
JR.EEMPL_RCD = JOB.EMFL_RCD AMD JR.EFFDT = JOB.EFFDT AMD JR.EFFSEQ =

JOB.EFFSEQ

The Application Engine uses the SQL fragments on this page to build the update and insert statements to
update the transaction security join table.

You can use any SQLID but when you click the Generate SQL buttons, the system generates unique IDs
based on the security set and/or type.

Warning! This page should only be used by users with a strong understanding of SQL joins and the table
relationships.

Group Registration Page

Use the Group Registration page (SCRTY GB_REGISTER) to register groups from the Group Build
feature that you want to use for row level security.
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Navigation:

Set Up HCM > Security > Core Row Level Security > Group Registration > Group
Registration

This example illustrates the fields and controls on the Group Registration page.

Group Registration

Register Group For Security

Data Personalize | Find | £ | E First ‘4 1of1 &/ Last
Group 1D Effective Date Status Description
1 [RHGRP1 @ 101212015 Active tharp [+ =]
Field or Control Description
Group ID Select those groups that were created using the Group Build

framework that you want to register as part of row level
security. For more information on the Group Build feature, see
Understanding Group Build.

Matrix Team Registration Page

Use the Matrix Team Registration page (SCRTY MX REGISTER) to register a matrix team that you
want to use for row level security.

Navigation:

Set Up HCM > Security > Core Row Level Security > Matrix Team Row Level Security >
Matrix Team Registration

This example illustrates the fields and controls on the Matrix Team Registration page.

Matrix Team Registration

Register Matrix For Security

Data Personalize | Find | 2] B8 First (4 12012 () Last

Matrix Id Effective Dafe  Stafus Description Owner Empl Record  Hierarchy Source Access Type

1 RHMX1 Q, 10/0912015 Inactive thmx1 KUDDO1 0 Manual [+ =]
2 RHMX2 Q101092015 Active active current Kuoo3o 0 Manual [ =]
Field or Control Description
Matrix Id Select those matrix teams that were created using the “Matrix

Team Page” (PeopleSoft Human Resources Administer
Workforce) that you want to register as part of row level
security.
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Refresh Groups Page

Use the Refresh Groups page (SCRTY GB REFRESH) to refresh security-related groups that were
created using the Group Build feature.

Navigation:
Set Up HCM > Security > Core Row Level Security > Refresh Groups > Refresh Groups

This example illustrates the fields and controls on the Refresh Groups page.

Refresh Groups

Run Control ID SECURITY Report Manager Process Monitor Run

Refresh Security Groups

I” Refresh Al
Groups to Build or Refresh Personalize | Find | View All | @I L;;_B’.l First ‘& 10f1 &/ Last
*Group ID Description Status Refresh
1 [AUSD110000 @ Human Resources Active I [+l [=]

After a group is registered, use the Refresh Groups run control page, which allows either refreshing or
creating of content for all registered groups (Refresh All) or for individually selected groups, to run the
Refresh Groups (SCRTY_GB_REF) process. This process runs the Group Build framework and populates
the Security Group Results (SCRTY GBRES TBL) transaction table that is used in security access. The
process will also remove any inactive groups that are identified on this page. Groups that are future dated
will not be picked up by this process.

Note: You need to run the process from the Refresh Transaction SJT tables component to pick up the
information stored in the Group Results (SCRTY GBRES TBL) transaction table.

Field or Control Description

Refresh All Select this option to refresh or generate new content for

all active registered security related groups. Any inactive
registered groups will be removed from the security results
table.

To register a group for security purposes, see the Group
Registration Page.

Group ID Select from those groups that were registered on the Group
Registration Page.

Status Indicates if this group is active or inactive. The Security Group
Build Refresh process generates new content and updates the
Security Results table for active groups and removes content
for inactive groups listed on this page.
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Field or Control Description

Refresh Select to refresh (add, update, or remove) specific rows of
group data. The process will use the selected data to update
the Group Results (SCRTY_GBRES TBL) transaction table
accordingly. The system will process only those rows that are
selected, unless the Refresh All option is selected and then all
rows will be processed.

Note: When the Access Type Group Build (045) is enabled, the security sync AE program will pick up
and generate entries in SJT _PERSON for all employees found in the associated group table. To enable an
Access Type, see Security Type Table Page.

Refresh Matrix Teams Page

Use the Refresh Security Matrix Teams page (SCRTY_ MX REFRESH) to refresh security-related matrix
teams.

Navigation:

Set Up HCM > Security > Core Row Level Security > Refresh Matrix Teams > Refresh
Matrix Teams

This example illustrates the fields and controls on the Refresh Matrix Teams page.

Refresh Matrix Teams

Run Control ID SECURITY Report Manager Process Monitor Run

Refresh Security Matrices

I” Refresh Al
Matrices to Refresh Personalize | Find | View All | @I L;_ﬁ' First ‘4 1-30f3 '* Last
*Matrix Id Description Status Refresh
1 [cDOATEST1 @ Matrix to test CD1 Active ¥ [+l [=]
2 [KuDZMATRIX Q_ Business Continuity Active I [+ =]
3 [KUD3MATRIX @, Risk Management Active ~ [+l [=]

After a matrix team is registered, use the Refresh Matrix Teams run control page, which allows either
refreshing or creating of content for all registered matrix teams (Refresh All) or for individually selected
matrix teams, to run the Refresh Matrix Teams (SCRTY_MX REF) process. This process populates the
security Matrix Team Results (SCRTY_ MXRES TBL) transaction table that is used in security access.
The process will also remove any inactive matrix teams that are identified on this page. Matrix Teams that
are future dated will not be picked up by this process.

Note: You need to run the process from the Refresh Transaction SJT tables component to pick up the
information stored in the Matrix Team Results (SCRTY_ MXRES TBL) transaction table.
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Field or Control Description

Refresh All Select this option to refresh or generate new content for all
active registered security related matrix teams. Any inactive
registered matrix teams will be removed from the security
results table.

To register a team for security purposes, see the Matrix Team
Registration Page.

Matrix Id Select from those matrix teams that were registered on the
Matrix Team Registration Page.

Status Indicates if this matrix team is active or inactive. The Security
Matrix Team Refresh process generates new content and
updates the security Matrix Team Results table for active
matrix teams and removes content for inactive matrix teams
listed on this page.

Refresh Select to refresh (add, update, or remove) specific rows of
matrix team data. The process will use the selected data to
update the Matrix Team Results (SCRTY MXRES TBL)
transaction table accordingly. The system will process only
those rows that are selected, unless the Refresh All option is
selected and then all rows will be processed.

Note: When the Access Type Matrix Team (046) is enabled, the security sync AE program will pick up
and generate entries in SJT PERSON for all employees found in the associated matrix team table. To
enable an Access Type, see Security Type Table Page.

Implementing Sensitive Data Masking

The PeopleSoft HCM provides row-level security for Administrator components and ensures that only
authorized users have access to different segments of employees. However, this does not control or secure
the access to fields on the page that show sensitive information. For protecting such sensitive data, new
configurations are provided to mask the sensitive content in respective pages.

The Data Masking addresses the protection of sensitive data by providing a configurable option of
masking sensitive content in administrator pages.

The Sensitive data masking is limited to fields storing the following information:
* Bank Account Number

* Date of Birth

* National ID

¢ Driver’s License Number
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* Passport Number

Video: Image Highlights, PeopleSoft HCM Update Image 28: Data Privacy Enhancements - Sensitive
Data Masking

Pages Used to Implement Data Masking

Page Name Definition Name Usage
HCM Options Page INSTALLATION TBLIB Enable the settings for data masking.
National ID Type Page NID TYPE TABLE Configure national ID mask format for

each national ID type.

Authorized Roles Page HCSCM_AUTHROLE Define the authorized roles who have
access to the sensitive information

Setup Component level Masking Page HCSCM_COMP_CONFIG View components for which the data
masking is configured, and enable or
disable data masking at component and
field group level

Component Configuration Page HCSCM_COMP_CFG_DTL View masking parameters, configure
mask format and associated fields.

Note: The Role Data Masking Admin provides access to Authorized Roles and Setup Component Level
Masking components.

Authorized Roles Page

Use the Authorized Roles page (HCSCM_AUTHROLE) to define the authorized roles who can view the
sensitive content.

The Field Groups refer to a group of fields that store information like National ID. The three pre-defined
field groups available as system data are- National ID, Date of Birth and Bank Account Number.

The Authorized Roles are setup for each field group. The users assigned with authorized roles can see the
sensitive content belonging to that field group. For all other users, this information appears masked.

Navigation:

Set Up HCM > Security > Data Masking > Authorized Roles
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This example illustrates the fields and controls on the Authorized Roles page. You can find definitions for

the fields and controls later on this page.

Authorized Roles

Field Group National ID

B Q 1-10f1 v
Role Name Description
1 'HR Administrator Q HR Administrator - —
l Save ‘ Return to Search

This example illustrates the fields and controls of Authorized Roles for Passport Number.

< Depdnt Citizenship/Passport

Authorized Roles

Field Group  Passport Number

Authorized Roles

H Q 1-10f1 »

Role Name Description
1 |standard Data Usef Q + -

Role Name Description
E Standard ADS Permissions Standard ADS Permissions

Standard Data LTlser Standard Data User

Standard Nunf;:a?ge Permissions Standard Non-Page Permissions

Standard Query Permissions Standard Query Permissions

Field or Control Description

Role Name

Assign Roles that are authorized to access sensitive content
belonging to the selected Field Group.

There are five defined field groups, they are:

¢ National ID
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¢ Date of Birth
¢ Bank Account Number
¢ Driver’s License Number

* Passport Number

Note: The authorized roles are setup for each field group. Data in sensitive fields for a field group appear
as masked for users who do not have access to any of the authorized roles in that field group.

Setup Component level Masking Page

Use the Setup Component Level Masking (HCSCM_COMP_CONFIG) page to enable or disable data
masking at a component and field group level. This page lists all the components for which data masking
is pre-configured.

Navigation:
Set Up HCM > Security > Data Masking > Setup Component Level Masking

This example illustrates the fields and controls on the Setup Component Level Masking page. You can
find definitions for the fields and controls later on this page.

Setup Component Level Masking
H Q 1-65 of 65
-Component Name -Field Group Enable Masking Masking Parameters

1 ABSENCE_HISTORY Date of Birth Masking Parameters
2 CAREER_DEPEND_SUMM Date of Birth Masking Parameters
3 DEPEND_BENEF Date of Birth Masking Parameters
4 DEPEND_BENEF National ID Masking Parameters
5 DIRECT_DEPOSIT Account Number Masking Parameters
6 EMPLOYEE_SUMMARY Date of Birth Masking Parameters
7 EMPLOYEE_SUMMARY National ID Masking Parameters
8 EMPLOYEE_SUMM_BEN Date of Birth Masking Parameters
9 EMPLOYEE_SUMM_BEN National ID Masking Parameters

10 EMPL_MATR_BOOK_ITA Date of Birth Masking Parameters
Save
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Field or Control

Description

Component Name

Transaction component that displays sensitive content.

Field Group

Field Group to which the sensitive field in the component
belongs.

Enable Masking

Check to enable or disable data masking at a component level

Masking Parameters

Select the link to open component configuration page in
a modal window to set the masking parameters for each
combination of Component and Field Group.

Note: By default, masking is enabled for all components listed in the Component Level Masking page,
provided the Enable Masking check box on the Installation page is selected.

Use the Component Configuration (HCSCM_COMP_CFG_DTL) page to configure the data masking

parameters for various components.

For each component, the masking parameters are the records and fields storing sensitive content and any
associated information. Associated Fields store information related to sensitive fields. For users without
Authorized roles, system masks the sensitive fields and hides the associated fields.

Navigation:

Set Up HCM > Security > Data Masking > Component Level Masking

Select the link of Masking Parameters.
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This example illustrates the fields and controls on the Component Configuration modal for the field group
Date of Birth for the component PERSONAL DATA.

Note: The Record and Field storing sensitive information is pre-configured as system data, and is read
only. Masking format can be modified for Field Groups- Date of Birth and National ID. Associated Fields
are pre-configured for a few of the delivered components. This can be modified.

Mask Parameters

Component
Birthdate Record
Birthdate Field

Masking Forrmat

Associated Fields

5 Q
Record Name

1 |DERIVED_HR

2 | DERIVED_HR

OK Cancel

Component Configuration X

PERSONAL_DATA
PERSON
BIRTHDATE

Year

Field Name

Q  AGE MONTH

Q | AGE_YEARS

(e} Tot1+v View All ~

1-20f2 v View Al
|| -
|| -

Mask Parameters for Field Group: Date of Birth

Field or Control

Description

Component Displays the component selected for data masking in Setup
Component Level Masking page.

Birth Date Record Record storing Birth Date on the Component.

Birth Date Field Field storing Birth Date on the Component.
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Field or Control Description

Masking Format Options available are:

*  Complete: Select to mask the entire birth date, for
example, XX/XX/XXXX.

*  Year: Select to mask the birth year, for example, 01/01/
XXXX.

Associated Fields for Field Group: Date of Birth

Field or Control Description

Record Name Search and enter record name of the field that displays any

information derived or based on the sensitive field.

Field Name Search and enter the field name from the lookup that displays
any information derived or based on the sensitive field.

Component Configuration (Account Number) modal

This example illustrates the fields and controls of the Component Configuration modal for the field group
Account Number for the component PYE_BANKACCT.
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This example illustrates the fields and controls of the Component Configuration modal for Account
Number.

Component Configuration X

Mask Parameters Q. 1of1~ | View Al

Component PYE_BANKACCT

Number of unmasked digits 4

Account Number Record PYE BANKACCT

Account Number Field ACCOUNT_EC ID
Associated Fields

5 Q 1-10f1 v | View Al

Recerd Name Field Name

OK Cancel

Mask Parameters

Field or Control Description

Component Displays the component selected for data masking in Setup
Component Level Masking page.

Number of unmasked digits Read Only: For Account Number, the last 4 digits are always
unmasked.

Account Number Record Record storing Bank Account Number on the Component.

Account Number Field Field storing Bank Account Number on the Component.
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Associated Fields for Field Group: Account Number

Field or Control Description

Search and enter record name of the field that displays any
information derived or based on the sensitive field.

Record Name

Field Name Search and enter the field name from the lookup that displays
any information derived or based on the sensitive field.

Component Configuration (National ID) modal

For Field Group - National ID, Country and National ID Type - Records and Fields are configured along
with the National ID Record and Field. This information is required to identify the Mask Format for
National ID at the Transaction level.
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This example illustrates the fields and controls of the Component Configuration modal for the field group
National ID for the component DEPEND_BENEF.

Mask Parameters

Component

National ID Record

National ID Field

Default Mask Format

National ID Country

Record

Field

Mational ID Type
Record

Field

Associated Fields

Component Configuration x

Q | 10f1~ View Al

DEPEND_BEMEF
DERIVED_HR

NID_SPECIAL_CHAR

xrgeeeceoo@

DEP_BENEF_NID

COUNTRY

DEP_BENEF_NID

MNATIONAL_ID_TYPE

B Q 1-10f1 ~ View All
Record Name Field Name
1 | DEP_BENEF_NID Q | |55N_KEY_FRA Q + -—
Mask Parameters
Field or Control Description
Component Displays the component selected for data masking in Setup
Component Level Masking page.

National ID Record Record storing National ID.
National ID Field Field storing National ID.
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Field or Control Description

National ID Mask Format National ID mask format supports only @ and X.

Use X at positions in the National ID that needs masking.

The National ID mask format should match the National ID
format in length Use @ for showing the input character at that
position.

For example, for National ID 123-12-1234, if Masking format
XXX@XX@@@@@ is used, the masked output will be
XXX-XX-1234.

Use a single @ for showing unmasked National ID and a
single X for masking the entire National ID while preserving
the format. For the same example, completely masked output
will be XXX-XX-XXXX.

Default Mask Format will be used for masking only when

*  There is no Mask Format defined in National ID Type
setup page for the Country and National ID Type selected
in the Transaction Component.

OR

*  There is no National ID Country and National ID Type
Record and Field setup in Masking Parameters.

In all other cases, the Mask Format defined in National ID

Type page will be used.
National ID Country
Field or Control Description
Record Record storing Country to which National ID belongs.
Field Field storing Country to which National ID belongs.
National ID Type
Field or Control Description
Record Record storing National ID Type for the National ID.
Field Field storing National ID Type for the National ID.
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Associated Fields for Field Group: National ID

Field or Control Description

Record Name Search and enter record name.

Field Name Search and enter the field name corresponding to the record
name.

Component Configuration (Driver’s License Number) modal

This example illustrates the fields and controls of the Component Configuration modal for the field group
Drivers License Number for the component DRIVER_LICENSE_BRA.

Component Configuration x

Mask Parameters Q 1of1 v View All

Compenent DRIVER_LICENSE_BRA
Driver's License Record DRIVERS_LIC
Driver's License Field DRIVERS LIC NBR

Number of unmasked digits | \4|

Associated Fields

B Q 110f1 » View All

Record Name Field Name

Field or Control Description

Component Displays the component selected for data masking in Setup
Component Level Masking page.

Driver's License Record Record storing Driver's License Number on the Component.
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Field or Control Description

Driver's License Field Field storing Driver's License Number on the Component.

Number of unmasked digits For Driver's License Number, the last 4 digits are unmasked by
default. This can be modified.

Component Configuration (Passport Number) modal

This example illustrates the fields and controls of the Component Configuration modal for the field group
Passport Number for the component GPGB_EE_RTI_FPS.

Component Configuration x
Mask Parameters 1oft1 View All
Component GPGB EE RTI FPS
Passport Record GPGB_RTI_PASPRT
Passpgn Field PASSPORT_P\BR
Mask Format = Complete Y
Associated Fields
B Q 1-10f1 v View Al
Record Name Field Name
1 Q Ql 4+ =
Field or Control Description
Component Displays the component selected for data masking in Setup
Component Level Masking page.
Passport Record Record storing Passport Number on the Component.
Passport Field Field storing Passport Number on the Component.
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List of Components Implementing Sensitive Data Masking

Component Name Description Field Group
ABSENCE _HISTORY General Absence Date of Birth
CAREER_DEPEND SUMM Immediate Family Date of Birth
DEPEND BENEF Dependent/Beneficiary Date of Birth
DEPEND BENEF Dependent/Beneficiary National ID
DIRECT DEPOSIT Payment Distribution Bank/Giro Account Number
EMPLOYEE_SUMMARY Employee Data Summary Date of Birth
EMPLOYEE SUMMARY Employee Data Summary National ID
EMPLOYEE SUMM_BEN Employee Data Summary Date of Birth
EMPLOYEE SUMM BEN Employee Data Summary National ID
EMPL MATR BOOK ITA Empl Matricula Data - ITA Date of Birth
EMPL MATR BOOK ITA Empl Matricula Data - ITA National ID
FAMILY_ AT HOST Family at Host Date of Birth
GPCH_AB EE MATERN Maternity Leave Date of Birth
GPCH_CA_DATA Child Benefits Data Date of Birth
GPCH_CA DATA Child Benefits Data National ID
GPCH_TX DATA Source Tax Data Date of Birth
GPES_CRT COL_RES Create Collective Report ESP National ID
GPES_EXPT RSLT Expatriate Results National ID
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Component Name Description Field Group
GPES PAYEE DATA ESP Payee Data Date of Birth
GPES_PAYEE DATA ESP Payee Data National ID
GPES_SSTC COL RES Collective Report ESP National ID
GPES_SSTC IND RES Individual Report National ID
GPES TAX2 RSLT Tax Results National ID
GPFR_ATMP ADMIN ATMP Administrative Data Account Number
GPFR_ATMP ADMIN ATMP Administrative Data Date of Birth
GPFR_ATMP_ADMIN ATMP Administrative Data National ID
GPFR_ILLNESS ADMIN Illness/Maternity Admin Comp. Account Number
GPFR_ILLNESS ADMIN Ilness/Maternity Admin Comp. National ID
GPGB_EDI ADJ EDI Adjustments Date of Birth
GPGB_EDI ADJ EDI Adjustments National ID
GPGB_EE _LOANS Employee Loans Date of Birth
GPGB_EE LOANS Employee Loans National ID
GPGB_EE LOAN RV Employee Loans Review Date of Birth
GPGB_EE LOAN RV Employee Loans Review National ID
GPGB_EE NI UK National Insurance Data Date of Birth
GPGB_EE NI UK National Insurance Data National ID
GPGB_EE P45 GPGB View P45 Date of Birth
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Component Name Description Field Group
GPGB_EE P45 GPGB View P45 National ID
GPGB_EE SS Assign Share Schemes Date of Birth
GPGB _EE SS Assign Share Schemes National ID
GPGB_EE SS HOL Share Scheme Contrib Holiday Date of Birth
GPGB_EE SS HOL Share Scheme Contrib Holiday National ID
GPGB_EE TAX UK Tax Data Date of Birth
GPGB_EE TAX UK Tax Data National ID
GPGB PSLIP PU PNLG PU Payslip Component National ID
GPGB_RTI _ADJ RTI Adjustments Date of Birth
GPGB_STDNT LOAN GP UK Student Loans Date of Birth
GPGB_STDNT LOAN GP UK Student Loans National ID
GPGB_TAX CREDITS GP UK Tax Credits Date of Birth
GPGB TAX CREDITS GP UK Tax Credits National ID
GP_PMT_VIEW Payments by Calendar Group Account Number
HRS MANAGE_APP Find Applicants Account Number
HRS MANAGE_APP Find Applicants Date of Birth
HRS MANAGE APP Find Applicants National ID

HS ILLNESS GER GER Illness Tracking Date of Birth
IMMEDIATE FAMILY Immediate Family Date of Birth
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Component Name Description Field Group
PERSONAL DATA Personal Data Date of Birth
PERSONAL_DATA Personal Data National ID

PYE_BANKACCT

Bank Account Information

Account Number

SAMEN_NLD Diversity Registration NLD Date of Birth
TRVL CMPNY_PD Company Paid Travel Date of Birth
TRVL _CMPNY PD DEP Dependent Company Paid Travel Date of Birth
WC_JCR_STATUS2 INQ Review All Job Change Request Date of Birth
WC JOB CHG REQ HR Request Job Change Date of Birth
WC_JOB_CHG_REQ_WC Request Job Change Date of Birth
DRIVERS LICENSE Drivers License DL
DRIVER LICENSE BRA Drivers License DL
GPGB_EE RTI FPS RTI FPS Employee Details PASS
IDENTIFICATN DATA Identification Data PASS
IDENTIFICATN_DEP Dependent Identification Data PASS

Setting Up and Assigning Tree-Based Data Permission
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To set up and use tree-based data permission, use the Tree Manager component (PSTREEMGR), Security
Tree Audit Report component (RUNCTL PERS506), Security by Dept Tree component (SCRTY DATA),

and Refresh SJT CLASS ALL component (SCRTY OPR_RC).

These topics provide an overview of the data permission security by department security trees and discuss
how to manage tree-based data permission.
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Note: After you assign a row security permission list to a user, you must run the Refresh SIT OPR_CLS

process.

See Refresh SJIT OPR_CLS Page.

Pages Used to Set Up and Assign Tree-Based Permission

Page Name

Definition Name

Usage

Tree Manager Page

PSTREEMGR

Set up or modify department security
trees.

You must run the Refresh SJIT_CLASS
_ALL process whenever you set up or
modify a tree.

Security Tree Audit Report Page

RUNCTL_PERS506

Create a list of discrepancies between the
data you've entered in the Departments
component and the departments you've
added to the current security tree.

Security by Dept Tree Page

SCRTY_TABL DEPT

Grant tree-based department data access
to row security permission lists.

Refresh SJT CLASS ALL Page

SCRTY_OPR_RC

Run the Refresh SJT CLASS ALL
process when you create or modify

a security tree or when you create or
modify a row security permission list to
update SJT CLASS ALL with the user
security data.

Understanding Data Permission Security by Department Security Trees

Each security set has a tree-based security access type. Tree-based security access types use department
security trees to set up a hierarchy of your departments and enable you to use this hierarchy to simplify

data assignment.

You use PeopleSoft Tree Manager to build a hierarchy of department security for an organization. A
security tree provides a graphic means to grant and restrict access to data. The security tree doesn't have to
represent your organization's hierarchy exactly, although it is usually very close.

To grant a row security permission list access to a group of departments, you grant access to the
department to which all of those departments report. You can restrict access to individual departments or
to a group of departments if you need to. This is an example of a department security tree for the SHARE

set ID:
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This example illustrates a portion of the SHARE department security tree.
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Tree Manager

SetID SHARE Last Audit Valid Tree
Effective Date 01/01/2000 Status Active
Tree Name DEPT_SECURITY Departmental Security
Zave Az Close Tree Definition Display Options Print Format Exportto PDF
Collapse All | Expand All Find FirstPage "4 60 of 101

= Eomineeesaen  He
" @ KUTLRT - KUTL Retail
= KUTLWE - KUTLWC Department
= KUTLHS - KUTL Healthcare Services
"= KUTL MF - KIJTL Manufacturing
7= KUTLPB - KU TL PE DEPARTMENT
[=F ADMINFRES - President & Cea
[ 11100 - Corporate Controller
" [=5 13300 - Finance & Administration

{7 L= 85000 - Shipping & Receiving
- 42200 - Administration Staffing
“ L= 17100 - International Accounting
l= 22200 - Corporate [T
E 40000 - Corporate Headquarters
o 41100 - Human Resources
: E 55500 - Sales & Marketing
- @ 44400 - Business Services
T l= 99899 - ALL_DEPTS KUV COMPANY

LaztPage

Using this security tree you could, for example, grant a row security permission list access to department
13000 and the system includes department 13000 and all the departments that report to it, giving the

permission list access to everyone in all fourteen finance departments.

You can also restrict access to one of the branch entities. For example, if a row security permission list
needs access to everyone in Finance except for Business Services, grant access to department 13000, but
restrict access to department 15000, giving access to departments 13000, 20000, 22000, 25000, 27000,

and 31000.

Note: You can only grant tree-based data permission to row security permission lists.

Before you work with data security and PeopleSoft Tree Manager, make sure that human resources data is

defined in the PeopleSoft HCM control tables.

Warning! Before you create or modify a security tree, we recommend that you review the PeopleTools:
PeopleSoft Tree Manager for a detailed discussion of using PeopleSoft Tree Manager because this section
does not provide a complete overview of the application. Security is an important component of your
system, and it is crucial that you understand all aspects of PeopleSoft security and its tools before you

implement it.

See Setting Up and Assigning Tree-Based Data Permission.
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See Assigning Role-Based Data Permission Security to Permission Lists.

See PeopleTools: PeopleSoft Tree Manager

Security Trees and Departments

For the purpose of building department security trees, PeopleSoft defines all entities in an organization
—from companies to departments—as departments. The department data is created and stored in the
Departments component (DEPARTMENT TBL), which you can access from PeopleSoft Tree Manager
or the Set Up HCM menu. You assign security access based on these departments so define each entity
in your organization in the Departments component so that you can add its department ID code to the
security tree.

Trees are built with levels and nodes:
* Levels are the levels of the hierarchy.

* Nodes, representing organizational entities, are added at different levels to indicate their place in the
hierarchy.

For example, the first level of your tree might be the company level. The second level might be the
regional level. A node that is added at the first level is a company-level node and represents the company
department. A node that is added at the second level is a regional-level node and represents a regional
department, such as an office. The first node in your organization is the root node. This is the highest node
in the hierarchy. All other nodes (departments) report up to the root node.

Access to data is based on the hierarchy that you create. If you grant access to a department, you also
grant access to each department that reports to that department.

Note: You should include inactive departments on your security tree; otherwise, data for retired,
terminated, or transferred people who used to be in inactive departments will be inaccessible.

See Maintaining Departments.

Security Trees and Effective Dates

All security trees are called DEPT _SECURITY. Security trees are uniquely identified by their set ID and
effective date.

You can create future-dated trees to reflect a change in your reporting structure and you may want to grant
access using the newer tree (or, perhaps, to a historical tree).

When you assign data to a permission list on the Security by Dept Tree page select the date as of which
you want the trees to be effective. When you add a row in the Define Security Profile grid on the Security
by Dept Tree page and select the set ID of the security tree, the system references the security tree that is
effective as of the date you selected in the As of Date for the Trees field.

For example, it is now April, 2005 and you have created a future-dated security tree for the SHARE set
ID dated January 1, 2006. You wish to try out the data permission using the new tree. On the Security by
Dept Tree page, enter January 1, 2006 (or a higher date; the date does not have to be the exact effective
date of the tree) in the As of Date for the Trees field. Add a row in the Define Security Profile grid and
select the SHARE set ID. The system displays January 1, 2006 in the Effective Date field in the grid and
uses the future-dated tree to enforce data permission for that permission list.
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When the future-dated tree becomes effective, the system does not automatically update the security
profiles of permission lists referencing the old tree. For example, on January 1, 2006, the system
continues to use the previous SHARE tree to enforce data permission for all the permission lists that were
referencing it.

To update the permission lists so that they reference the new tree, enter the Security by Dept Tree page,
enter the date January 1, 2006, and click the Refresh Tree Effective Date button. The system will update
the effective dates of all the trees referenced by that permission list to the dates the trees effective as of
January 1, 2006.

Creating and Modifying Security Trees
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You can create a security tree automatically or manually.

Use the Tree Manager page (PSTREEMGR) to use to set up or modify department security trees.
You must run the Refresh SJIT CLASS ALL process whenever you set up or modify a tree.
Navigation:

Tree Manager > Tree Manager > Tree Manager

Creating Security Trees Manually

The steps for creating a tree manually are described in the PeopleTools: PeopleSoft Tree Manager.
When you create a security tree, enter the following data on the Tree Definition and Properties page
(PSTREEDEFN):

Field Description
Tree Name Enter DEPT SECURITY.
Structure ID Select DEPARTMENT. PeopleSoft delivers the system with

this structure ID set up.

Description Enter a description of the tree.

Set ID Select the set ID of the departments that you will add to the
tree.

Effective Date Enter the date that the tree becomes effective. Add only the

departments that are effective on or before this date.

Status Select the status of the tree.

Category Select the category of the tree.
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Field Description

Use of Levels Select one of the following options:
»  Strictly Enforced

Your levels consist of only one type of entity. For
example, only regions report to the company level and
only divisions report to the regional level.

*  Loosely Enforced

The entities combine different types of entities. For
example, both regions and divisions report to the
company level.

e Not Used

Your security structure is flat, and you don't need to set up
groups of units in levels.

All Detail Values in this Tree Leave blank.

Allow Duplicate Detail Values Leave blank.

Copyright

Once you've created the basic tree structure, you begin to add nodes. In a security tree, each node
represents a business entity in your organization. You define nodes on the Departments component,
creating a department for each business entity in your organization.

You must have a node for every department in the set ID. You can add nodes to your trees as you add
departments to your organization.

To add a new, future-dated departments in order to maintain data security for people added to the new
departments, create a future-dated security tree. This will enable you to add people to the new department
before it becomes effective and still be able to control access to their data in the present.

Creating Security Trees Automatically

You can create a security tree using an existing organizational structure. Use the following Structured
Query Report (SQR) procedure to import the existing hierarchy and build your security tree. You import
your department data into a temporary Department Table, and the system uses that data to build the
security tree.

To set up a hierarchy of departmental entities and build your data security tree automatically:
1. Import the entity data.

Import the entity data into the temporary table R PER507 using the PeopleSoft Import utility,

a Structured Query Report (SQR), or another batch facility. You load department data into this
temporary table, so before you use this utility, you must establish the reporting hierarchy for all the
departments in your organization. To do this, use the REPORTS_TO_DEPT field in the R PER507
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temporary table. R PER507 is included with PeopleSoft HCM; it looks like DEPT TBL, but it
includes the following additional columns:

New Column Description

SETID RPDEPT Specifies the set ID of the department that a particular
department reports to. In addition to the other Department
Table data, you must load data into this column.

REPORTS _TO DEPT Specifies department that a particular department reports to.
In addition to the other Department Table data, you must
load data into this column.

ORGCODEFLAG Indicates whether the department is selected for processing
as of a particular date. The system populates this column
based on your department data and the REPORTS_TO _
DEPT field values.

ORGCODE Designates the position of the department in the hierarchy.
The system populates this column based on your department
data and the REPORTS_TO_DEPT field values.

TREE LEVEL NUM Temporary work column.
PARENT NODE NUM Temporary work column.
TREE NODE NUM Temporary work column.
TREE_NODE NUM_END Temporary work column.

2. Set up the reporting hierarchy.

Run PERS507 to set up the reporting hierarchy of your tree. This utility determines whether a
department is active or inactive as of the date that you enter when you run the utility, and populates
the ORGFLAG column in R_PER507 accordingly. The utility creates a structured organization
code based on the REPORTS TO_DEPT field values that you loaded and populates ORGCODE
accordingly. This utility uses the ORGCODE values to set up the department hierarchy.

3. Build the department security tree.

Run PERS508 to build your DEPT_SECURITY tree. The effective date of the tree is the latest effective
date of the departments that were processed in step 2.

Note: To set up multiple trees to represent security or organizational structures at different points in
time, perform step 2 for each tree, setting the As of Date each time, and perform this step again.

4. Transfer department data into the department component.
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Run PERS509 to transfer the information that you set up in R_PER507 into DEPT TBL. You can't
view or update the Department component until you run this utility.

5. Renumber and insert numbered gaps in the security tree.

Run PTUGAPTR.SQR to renumber the nodes in your tree and insert numbered gaps between the
nodes.
Modifying Security Trees

You can modify an existing tree by changing either the nodes or the levels. When you modify a security
tree, the tree node numbers usually change, so you need to refresh the numbers. You also need to run the
Refresh SJIT CLASS ALL process to update the data access profiles and security join tables.

See Refresh SJT CLASS ALL Page.

Renumbering Gaps in Security Trees

PeopleTools assigns each node a number and reserves a series of unused numbers, called gaps, which the
system uses to make changes to sections of a security tree. When you move a node, the system renumbers
the nodes that appear to the right of the node that you moved (the children of the node that you moved).
When you save changes to a tree, the system saves only the parts of the tree that have changed.

To refresh the unused numbers in the gaps between nodes, run the PTUGAPTR.SQR utility. Refresh
unused numbers when:

*  You load your security tree structure.
* You modify your security tree.

e An error message tells you to gap your tree.

Security Tree Audit Report Page

Use the Security Tree Audit Report page (RUNCTL_PERS506) to create a list of discrepancies between
the data you've entered in the Departments component and the departments you've added to the current
security tree.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Tree Audit Report > Security
Tree Audit Report

After you build your security tree, we recommend that you run an audit (PER506.SQR) to determine
which department IDs are in the Departments component, but not in the security tree, and which IDs are
in the security tree, but not in the Department component. You cannot implement tree-based security

for new departments until you add them to your security tree. This audit ensures that you add each
department in your system to the security tree.

Security by Dept Tree Page

Use the Security by Dept Tree page (SCRTY_ TABL DEPT) to grant tree-based department data access to
row security permission lists.
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Navigation:

Chapter 5

Set Up HCM > Security > Core Row Level Security > Security by Dept Tree > Security by

Dept Tree

This example illustrates the fields and controls on the Security by Dept Tree page. You can find
definitions for the fields and controls later on this page.

Security by Dept Tree

Row Security Permission List HCOPALL

Define Security Profile

*Set Il *Dept ID

AUS01 @, |ALLDEPTS |9, All Departments

BELOY @, [10200 @, Headquarters - Belgium
BNCAN @,  BOO1 @, Al Departments - 00001
BNUSA @, | BOO1 @, Al Departments - 00001
cON @, 00001 @, Al Departments

CHEO1 |@, 10200 3, Headguarters

CHN  |@, |ALL_DEPTS |, Department Security China
DEUOT |@, 10200 3, Headguarters

EBGEN (@, |E0DOD @, ST-President

Refresh Tree Effdts by 02/02/2013 [ Refresh Tree Effective Dates

Data Sec by Tree (all trees)

Personalize | Find |IEI | ] 1-79 of 79

*Access Code Effective Date of Tree

Read/Write Acces|| 01/01A1980 [+ =] =
rite Acces|®] 01/01/1980 [+ =]
rite Acces|®| 01/01(1980 [+ [=]
rite Acces| ™| 01/01/1996 [+ [=]
rite Acces|®| 01/01(1980 [+ [=]
rite Acces|®] 01/01/2004 [+ [=]
rite Acces|®| 01/01/2000 [+ [=]
rite Acces|®] 01/01/2003 [+ [=]
rite Acces|®| 01/01/1980 [+ [=]

Field or Control

Description

Refresh Tree Effdts by (refresh tree effective dates by)

The system will reference the trees that are effective as of
this date when you select a tree set ID in the Define Security
Profile grid. Select a date in the future to reference a future-
dated tree.

For example, to use the department security trees that are
current as of today's date, enter today's date in this field.

Refresh Tree Effective Dates

Select to refresh the trees listed in the Define Security Profile
grid to trees that are effective as of the date in the As of Date
for Trees field.

Note: To ensure that your row security permission lists use
the current trees you must enter the appropriate as of date and
click this button whenever you create a more recent version of
a set ID's security tree.
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Define Security Profile

Field or Control Description

Set ID and Dept ID (department ID) Enter the tree set ID and the ID of the department that you

are granting access to. The row security permission list has
access to each department ID that reports up to this one on the
security tree (unless you specify otherwise) so you don't have
to select each department ID individually.

Access Code Indicate what kind of access the row security permission list
has to the data for this department ID.

To restrict access to one or more departments that report up to
a department ID that you've granted access to, insert a row and
select the restricted department's ID and then select an Access
Code of No Access.

You need to restrict access explicitly only for department IDs
that report up to the department ID to which you want to grant
access. Otherwise, the row security permission list doesn't
have access to a department unless it or the department to
which it reports has been granted access on this page.

Effective Date of Tree Displays this set ID's tree effective date. Make sure that the
effective date of the tree is accurate. The system will not
update the effective date automatically if you make a newer

version of a tree.

To update trees, enter the date as of which the tree is effective
in the Refresh Tree Effdts by field and click the Refresh Tree
Effective Dates button.

Refresh SUT_CLASS_ALL Page

Use the Refresh SJT CLASS ALL page (SCRTY_OPR_RC) to run the Refresh SJIT CLASS ALL
process when you create or modify a security tree or when you create or modify a row security permission
list to update SJT _CLASS ALL with the user security data.

Navigation:

Set Up HCM > Security > Core Row Level Security > Refresh SJIT_CLASS_ALL > Refresh
SJT_CLASS_ALL

Whenever you add or modify a tree or add or modify a row security permission list on the Security
by Dept Tree component you need to run the Refresh SIT CLASS ALL process to update
SJT_CLASS_ALL with the new user security data.
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You can access the new or modified tree on the Security by Dept Tree page before you run this process
so if you are creating a tree and then using it on a new or existing permission list you only need to run the
process once, as long as you refresh the appropriate rows.

See Refresh SJT CLASS ALL Page.

Assigning Role-Based Data Permission Security to Permission
Lists

To assign data permission security to role-based permission lists, use the Security by Permission List
component (SCRTY _CLASS).

This topic discusses how to assign data permission security by field value to permission lists.

Page Used to Assign Role-Based Data Permission Security to Permission
Lists

Page Name Definition Name Usage
Security by Permission List Page SCRTY_CLASS Grant data permission security by field

values to role-based permission lists.

Security by Permission List Page

Use the Security by Permission List page (SCRTY_ CLASS) to grant data permission security by field
values to role-based permission lists.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security by Permission List > Security
by Permission List
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This example illustrates the fields and controls on the Security by Permission List page. You can find
definitions for the fields and controls later on this page.

Security by Permission List
Permission List HCDPALL Data Sec by Tree (all trees)
Security Set GPSPOST Public Sector Germany Posthgnt
Security Access Type 037 GPS Post Management
Security Type
5 Q 1-6 of 6 j View Al
SetID Budgeting System Security Tree Name
1 HXDE Q D Q | |DoP2 Q +. -
2 HXDE1 Q K Q| |Kam Qa + -
3 HXDE2 Q K Q  Kami Q +. -
4 HXDE3 Q D Q | |DOPPIK Q| + -
5 HXGPS Q D Q | |DOP1 Q . -
6 |SD001 Q K Q| [SD13_ALL Q| + -
Field or Control Description
Security Set Select the security set whose data you want to secure with this
permission list. To secure the data of more than one set, add
more security set rows.
Security Access Type Select the security access type. The system only lists those
types enabled for the security set.
You can use more than one access type to set data permission
for a permission list.
Note: You cannot use tree-based security types on this page.
Note: The security access type 031 (Recruiting Team) works
with the assignments on a job opening to grant access.
Security Type

Fields in this group box will vary based on the security set and access type you are managing.

Select the transaction security value or values to which this permission list has access for this security set
and access type.

For example, to give a permission list data permission access to recruiting job openings in certain
locations, select the appropriate permission list, the security set RSOPN and the security access type
013—RS Location. To select a location, you first must select a business unit that has security access to the
location, then select the location. Add more rows to select more business unit / location combinations.
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Refreshing Security Join Tables

To refresh security join tables, use the Nightly SJT Refresh Process component (SCRTY_ SJTDLY RC),
Refresh Trans. SJT tables component (SCRTY _SJT RC), the Refresh SIT CLASS ALL component
(SCRTY_OPR_RC), and the Refresh SJT_OPR_CLS component (SCRTY_OPRCLS_RC).

These topics describe when to use and how to run the security refresh processes.

Pages Used to Refresh Security

Page Name Definition Name Usage

Nightly SJIT Refresh Process Page SCRTY_SJTDLY RC Refresh the transaction security join
tables to capture data changes that were
not automatically loaded into the table.
Run shortly after midnight to capture
effective-dated changes.

Refresh Trans. SJT tables Page SCRTY_SJT RC Refresh some or all of the data in the
transaction-based security join tables
to capture data changes that were not
automatically loaded into the table.

Refresh SJT CLASS ALL Page SCRTY_OPR _RC Refresh some or all of the data in the
SJT CLASS ALL table to capture
changes to permission lists that were not
automatically loaded into the table.

Refresh SJT OPR_CLS Page (security | SCRTY_OPRCLS RC Refresh some or all of the data in the
operator class) SJT_OPR_CLS to capture the current
relationship between user profiles and
permission lists.

Understanding When to Run the Refresh Processes

PeopleSoft HCM core row level security has four refresh processes. Use the refresh processes to keep
your security data up to date so that the system is enforcing data permission using the most current
information.

Important! The refresh processes are designed to refresh each row included in the process definition in
sequence, causing the system to take an exceptionally long time to run the process when there are a large
number of rows. To improve performance, we recommend clearing the Refresh All Rows check boxes
on the run control pages and creating more defined run controls to run concurrently. (For example, create
a run control for each permission list and run them simultaneously, rather than refreshing all permission
lists under a single run control). You can save the run controls and use them as often as necessary.
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Nightly Refresh SJT

Run the Nightly Refresh SJT process nightly to refresh the transaction security join tables. The nightly
refresh process:

» Updates the transaction security join tables with any changes to transaction security data that
bypassed the SavePostChange PeopleCode.

The system automatically updates the transaction security join tables when you make and save a
change on the transaction components, either by manual entry or a mass update that triggers the
component interface. If you bypass the PeopleCode, you will need to capture the changes using a
refresh process.

» Updates the security join table with future-dated security rows that have become current (when
the current calendar date matches up with the effective date of the transaction record) because
SavePostChange PeopleCode is not triggered when a future-dated row becomes current.

» Ifyou are using future-dated security rows deletes the old security row and makes the future-flagged
row the current row.

Run this process nightly for every security set you are using.

See Nightly SJT Refresh Process Page.

SJT Refresh

Run the SJT Refresh process to refresh the transaction security join tables.
You will need to refresh the tables using this process when you:

* Enable or disable a security access type.

When you enable a security access type, you need to load the transaction security data for that type
into the security join table.

You need to run it when you disable a security access type in order to clear the security join table
of the transaction security data. You won't compromise your security if you don't run it but you will
improve performance by removing the unnecessary rows.

* Update the transaction components using a process that bypasses the component interfaces.

The Nightly Refresh SIT process also captures this data but you may want to refresh the tables
immediately rather than waiting for a scheduled run.

You can run this process for all security sets at once, individually, or by a smaller grouping of data.

See Refresh Trans. SJT tables Page.

Refresh Row Security Operator
Run the Refresh SJT CLASS ALL process to refresh SIT CLASS ALL.
You will need to refresh SJT CLASS ALL using this process when you:

* Modify a security access type.
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Modifications include selecting to use future-dated security rows or changing the job data security
options.

* Create or modify a department security tree.
* Create or modify a row security permission list on the Security by Dept Tree component.
Modifications include adding or removing data permission and refreshing the effective dates of trees.

See Refresh SJT CLASS ALL Page.

Refresh SUJT_OPR_CLS
Run the Refresh SJT OPR_CLS process to refresh SIT OPR_CLS.

You will need to refresh SIT_OPR_CLS whenever you create or change the relationship between a user
profile and a permission list with data permission. Run the process when you:

* Clone a user profile that has data permission.

* Add a row security permission list that has data permission to, or delete one from, a user on the User
Profile - General page.

* Add arole with permission lists with data permission to, or delete one from, a user.

* Add a permission list with data permission to, or delete one from, a user-assigned role

Note: SavePostChange PeopleCode on the Security by Dept Tree component and the Security by
Permission List component updates SJT OPR_CLS when you add a permission list to either component
for the first time. If you add a permission list to the user first, either in the Row Security field or by way
of a role, and then add it to the Security by Dept Tree page or Security by Permission List page, you do
not need to run the process.

You can enable the USER_PROFILE message and the local subscription HCM_Refresh SJT OPR _CLS
and the ROLE MAINT message and the local subscription HCM_Role Refresh SJIT OPR CLS to
automatically update SJT OPR_CLS.

PeopleSoft does not deliver the system with these messages enabled in order to prevent unnecessary
publishing. If you would like to use them, follow these steps:

1. Uncomment the following PeopleCode found in the USERMAINT.GBL SavePostChange
PeopleCode.

/*
If %Mode="A" Then
$MSG.CopyRowset (&§&USERPROFILECHANGE) ;
&MSG.Publish () ;
Else
&MSG.CopyRowsetDelta (§USERPROFILECHANGE) ;
&MSG.Publish () ;
End-If,*/

2. Use PeopleSoft Application Designer to activate the USER_PROFILE and ROLE_MAINT messages
by:

a. Opening each message.
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b. Click on the Properties icon.
c. Select the User tab.
d. Select the Active check box.
3. Use PeopleSoft Application Designer to activate the handler/application class for the
USER PROFILE and ROLE MAINT messages:
a. Open each message.

b. Under Message Subscriptions, select HCM_Refresh SJT OPR_CLS (for USER_PROFILE) or
HCM_ROLE REFRESH SJT OPR_CLS (for ROLE_MAINT), right click, and select Message
Subscription Properties.

c. Select the Active check box.

4. Confirm that the queues are running:
a. Select PeopleTools > Integration Broker > Monitor Integrations > Monitor Message.

b. On the Monitor Message - Channel Status page (AMM_CHNL STATUS), scroll down until you
locate both the USER_PROFILE and ROLE MAINT channels.

c. Confirm that both channels have a status of Running.

5. Make the USER_PROFILE and ROLE_MAINT messages active on the HCM node by:
a. Select PeopleTools > Integration Broker > Integration Setup > Node Definitions.

b. On the Node Definitions - Transaction page (IB_NODETRXLIST), change the status of each
message to Active.

See Working with HCM Local Integrations.

See Refresh SJT OPR_CLS Page.

Refresh Processes by Action

This table indicates which refresh processes you should run when implementing HCM security:

Action Refresh SJT_CLASS_ALL SJT_Refresh

Make changes to the implementation Run Run
settings on the Security Installation
Settings page.

Enable a security access type. Run
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(for example, by selecting or deselecting
the Include Future Dates check box).

Action Refresh SJT_CLASS_ALL SJT_Refresh
Disable a security access type. Run Run
Modify an enabled security access type | Run Run

This table indicates which refresh processes you should run when using security trees and creating and

modifying row security permission lists:

Action

Refresh SJT_CLASS_ALL

Create a department security tree.

Create a new effective-dated version of an existing tree.

Note: You do not need to refresh SIT CLASS ALL yet
because you'll have to update the data permission lists to
reference the new tree. You'll run the SJT CLASS PROCESS
then.

Tree page because you created a new effective-dated version
of an existing tree.

Modify a department security tree without changing the Run
effective date.

Add a new permission list to the Security by Dept Tree page Run
and add to it data permission.

Modify the data permission of a permission list on the Security | Run
by Dept Tree page.

Refresh the effective date of the trees on the Security by Dept | Run

This table indicates which refresh processes you should run when creating and modifying row security

permission lists:
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Action

Refresh SJT_CLASS_ALL

Add a new permission list to the Security by Permission List
page and add to it data permission.

Note: The system uses SavePostChange PeopleCode to
update SJT CLASS ALL automatically when you save the

component.

Modify the data permission of a permission list on the Security
by Permission List page.

Note: The system uses SavePostChange PeopleCode to
update SJT CLASS ALL automatically when you save the

component.

This table indicates which refresh processes you should run when you add, delete, or modify a user's data

permission:

Note: This table assumes that you have not enabled the USER_PROFILE message and the local
subscription HCM_Refresh SJT OPR_CLS and the ROLE_MAINT message and the local subscription
HCM_Role Refresh_ SJT _OPR_CLS to automatically update SIT OPR_CLS. PeopleSoft does not

deliver the system with these messages enabled.

If these messages are enabled, the system updates SJIT_OPR_CLS and you do not need to run the refresh

process following any of these actions.

Action

Refresh SJT_OPR_CLS

has permission lists with data permission (whether by the
Copy User Profiles page, the Create Users process, or the
Create Row Security - Dept Mgr process).

Add a row security permission list to a user profile on the User | Run
Profile — General page.

Delete a row security permission list from a user profile on the | Run
User Profile — General page.

Change a row security permission list on a user profile on the | Run
User Profile — General page.

Create a new user profile by copying an existing profile that Run
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Action Refresh SJT_OPR_CLS

Add a role-based permission list (one that has data permission | Run
from the Security Permission List page) to a role that is
already assigned to a user.

Delete a role-based permission list (one that has data Run
permission from the Security Permission List page) from a
role that is already assigned to a user.

Add a role that has one or more role-based permission lists Run
(permission lists that have data permission from the Security
Permission List page) to a user profile.

Delete a role that has one or more role-based permission lists | Run
(permission lists that have data permission from the Security
Permission List page) from a user profile.

Add a permission list that is already assigned to a user (by way
of arole) to the Security by Permission List page and give it

data permission.

Add a permission list that is already assigned to a user on the
User Profile — General page to the Security by Dept Tree page
and give it data permission.

This table indicates which refresh processes you should run when you add, delete, or modify the
following transaction security data:

» Job data record for a person.
e Person of interest record for a person.
*  Department.

* Job opening.

Action SJT Refresh process

Add, delete, or modify an existing transaction record.

Create a future-dated transaction record.
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Action SJT Refresh process

Using a mass update process that triggers the component
interfaces, create, delete, or modify multiple transaction
records

Using a mass update process that does not trigger the Run
component interfaces (or otherwise bypass the component
interface on the transaction record), create, delete, or modify
multiple transaction records.

Nightly SJT Refresh Process Page

Use the Nightly SJT Refresh Process page (SCRTY _SJTDLY_ RC) to refresh the transaction security join
tables to capture data changes that were not automatically loaded into the table.

Run shortly after midnight to capture effective-dated changes.
Navigation:

Set Up HCM > Security > Core Row Level Security > Nightly SJT Refresh Process > Nightly
SJT Refresh Process

This example illustrates the fields and controls on the Nightly SIT Refresh Process page. You can find
definitions for the fields and controls later on this page.

Nightly SJT Refresh Process

Run Control ID 1 Report Manager Process Monitar Run

Refresh the SJT Transaction Tahles to capture effective dated rows that are now current. This process can
also update any transaction that was entered in the priar day. This process should be set up to run every

day shortly after midnight.
Row Level Security Refresh
Transaction Sec Join Table |SJT_FPERSOM @, W Include yesterday's changes?

As Of Date (01/01/2043 [#]

Set up this process to run every night shortly after midnight using a recurring schedule and leaving the As
Of Date field empty. By running the process shortly after midnight, you capture the formerly future-dated
rows that have just become effective.

Field or Control Description

Transaction Sec Join Table Select the transaction security join table to update.
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Field or Control Description

Include yesterday's changes? Select to include the previous day's changes. The program
searches the system for any changes to the transaction records
on the previous day and updates the transaction security join
tables with those changes. This ensures that any changes that
were made to the data outside of components or component
interfaces are captured.

If you do not select this check box, the process will only
update the transaction security join tables with the changes
made on the as of date.

Note: It is recommended that you select this option every time
you run this process to guarantee that you are updating the
transaction security join tables with the latest information.
Only deselect the check box if you are experiencing
performance issues and you are certain that the records are
not being updated outside of the regular user interface or
component interfaces.

As Of Date Leave the as of date blank when you schedule this run control
ID to run on a recurring basis. The system will use the current,
system date each time it runs.

Refresh Trans. SJT tables Page

Use the Refresh Trans. SJT tables page (SCRTY _SJT RC) to refresh some or all of the data in the
transaction-based security join tables to capture data changes that were not automatically loaded into the
table.

Navigation:

Set Up HCM > Security > Core Row Level Security > Refresh Trans. SJT tables > Refresh
Trans. SJT tables
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This example illustrates the fields and controls on the Refresh Trans. SJT tables page. You can find
definitions for the fields and controls later on this page.

Refresh Trans. SJT tables

Refresh the Transaction Security Join Tables.

Row Level Security Refresh

Run Control ID sjtirans  Report Manager

This needs to be done when mass changes have heen made to the data the Transaction table is hased on -
and the change was not done through a Cl. It can be run at anytime for all of the Tahbles or for one.

Process Maonitor Run

*Refresh All Sets? | One Security Set

Security Set|Peaple with Jobs

™ Refresh All Rows?

[
[

SJT Table SJT_PERSOM

Rows to Update | Security Type

Rows to Update

Fopulate Security Types Select All Deselect All
Data Personalize | Find | 2 | E 1-2 of 2
Select ?;;:riwﬁ.ccess Description
1 v 001 QJ Job Department Tree ﬂ j
2 ¥ 004 @, Job Company [+] [=]

[

Field or Control

Description

Refresh All Sets?

Select All Security Sets to refresh all security sets.

Select One Security Set to refresh one security set.

Security Set and SJT Table

If you are refreshing one security set, select the set. The
system displays the transaction security join table associated
with the security set.

Refresh All Rows? Select to refresh every row in the security join table.
Deselect to refresh select rows in the security join table. The
system displays the Rows to Update grid.

Rows to Update Select the rows to update. The options available are the

ones you selected for the security set on the Security Sets
component.

Copyright © 1988, 2024, Oracle and/or its affiliates.

163



Setting Up and Administering HCM Security Chapter 5

Rows to Update

The fields and buttons in the Rows to Update grid will vary depending on the rows you select to update
in the Rows to Update field. Enter the rows of data you want to update.

For example, if you select Security Type in the Rows to Update field, select the security types whose
transaction data you want to refresh.

Refresh SUT_CLASS_ALL Page

164

Use the Refresh SJT CLASS ALL page (SCRTY_OPR_RC) to refresh some or all of the data in the
SJT CLASS ALL table to capture changes to permission lists that were not automatically loaded into the
table.

Navigation:

Set Up HCM > Security > Core Row Level Security > Refresh SJT CLASS ALL > Refresh
SJT_CLASS_ALL

This example illustrates the fields and controls on the Refresh SIT CLASS ALL page. You can find
definitions for the fields and controls later on this page.

Refresh SJT_CLASS_ALL

Run Control ID  sjtclassall Report Manager Process Monitor

Refresh the SUT_CLASS_ALL Security Join Table

This is done when a Security Type is modified or added, when a Security Tree is modified or added, or when a ROWSECCLASS is modified or added. The process can be run for all data; for all Trees; or for a group of trees, types, or permission lists.
All Tree Permission Lists are updated based on the refresh date Except when run for specific tree.
Row Level Security Refresh

" Refresh All Rows?

Refresh Set|Permission List B

Refresn Tree Effdts by [0

Set of Security to Refresh
Data Persanalize | Find | 2 | E First 4 1 of 1 & Last
Permission List Permission List Description

1[HCCPCO1200 @, Administer eCompensation [+ [=]

Row Level Security Refresh

Field or Control Description

Refresh All Rows? Select to refresh every row in SJT_ CLASS ALL.

Deselect to refresh selected rows. The system displays the
Refresh Set field.
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Field or Control Description

Refresh Set Select the set of rows to refresh. The system displays the Set
of Security to Refresh grid.

You can select to refresh:
o All Trees.

*  Permission List

*  Security Type

»  Specific Tree

Refresh Tree Effdts by (refresh tree effective dates by) Select the date as of which you are refreshing the table. The
process will refresh the table with the security data that is
effective as of this date.

Set of Security to Refresh Select the values to refresh.

For example, if you've modified a row security permission
list, rather than refreshing the entire table, select Permission
List in the Refresh Set field and select the permission list you
modified here.

If you've modified a specific tree, select Specific Tree in the
Refresh Set field and select the setID's to refresh for that tree.

Refresh SUJT_OPR_CLS Page

Use the Refresh SJIT_OPR_CLS (security operator class) page (SCRTY OPRCLS RC) to refresh some
or all of the data in the SJT OPR_CLS to capture the current relationship between user profiles and
permission lists.

Navigation:

Set Up HCM > Security > Core Row Level Security > Refresh SJT_OPR_CLS > Refresh
SJT_OPR_CLS
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This example illustrates the fields and controls on the Refresh SJT OPR_CLS page. You can find

definitions for the fields and controls later on this page.

Refresh SJT_OPR_CLS

Refresh the SJT_OPR_CLS Security Join Table.

Row Level Security Refresh

" Refresh All Rows?

Run Control ID 1 Report Manager

This is done when an Cperator or a Security Class is added to or deleted from a Security Role. The process
can be run for all data, for a set of Operators or a set of CLASSIDS.

Process Manitor Run

Set of Security to Refresh | Classid

Group box

Data

Class Id Description

HCDPALL @

Personalize | Find | ||:I 1of1

[+] [=]

The Refresh SIT_OPR_CLS process refreshes SIT_OPR_CLS as of the system date.

Field or Control

Description

Refresh All Rows?

Select to refresh every row in SJT_OPR_CLS.

Deselect to refresh selected rows. The system displays the Set
of Security to Refresh field.

Set of Security to Refresh

Select the set of rows to refresh.

You can select to refresh:

*  Classid
Select to refresh the table with the selected row security
or role-based permission lists IDs of users to whom they
are attached.

*  Orpid

Select to refresh the table with the selected user IDs and
the permission lists assigned to them.

166

Copyright © 1988, 2024, Oracle and/or its affiliates.



Chapter 5

Setting Up and Administering HCM Security

Querying Data Permission Security

Pages Used to Query Data Permission Security

To query data permission security, use the Security Data Inquiry component.

These topics discuss querying data permission security.

Page Name

Definition Name

Usage

Find Search View Page

SCRTY_CLASS_DISP

Query the actual view SQL text used in
a specific component. Enter the name of
the view you want to query in the View
Name field. You can use the SQL Object
ID to view the definitions of the SQL
objects used in the view.

Display Security Data Page

SCRTY TRANS DISP

Display the security data for a selected
security set and access type. You can
view the user security data using the type
and the transaction data secured by the

type.

User Security Data Page

SCRTY_OPR_DISP

Query and review a user's security data,
including assigned roles and permission
lists.

Find in SJT PERSON Page

SCRTY_SIT_PERSON

Review the transaction data used to
secure a person's data and the permission
lists and users who have access the
person.

Find in SJT PERSON_USF Page

(See Find in SJT PERSON Page)

SCRTY SIT PER USF

(USF) Review the transaction data
used to secure a person's data and the
permission lists and users who have
access the person.

Find in SJT_DEPT Page

SCRTY_SJT DEPT

Review the transaction data used to
secure a department's data and the
permission lists and users who have
access the department.

Find in HRS SJT JO Page

SCRTY_SJT_RSOPN

Review the transaction data used to
secure a job opening and the permission
lists and users who have access the job
opening.
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Understanding Data Permission Queries

The Security Data Inquiry component enables you to quickly and easily query aspects of your data
permission setup in the event that you have questions or concerns about the implications of the access
you've set up. The component consists of seven pages, each querying a different aspect of HCM data
permission:

Page Description

Find Search View Use this page to review details about the security search view
used by a component. There are a number of different search
views and even the same component can use a different view,
depending on which menu it is on.

The security view text tells you which security set the data in
the component falls into and if there is any special selection
criteria.

To use query search views you need to know the:
*  Component name.

*  Market.

*  Menu name.

*  Access mode the user was attempting: (either add or
update).

» Ifthey were trying to add a record, you want to query
the add search view (the system displays this in the
Add Search field).

« Ifthey were trying to update or review a record,
you want to query the search view displayed in the
Search Record Name or Override Search Record
field.

Display Security Data Use this page to review security data for the selected security
set and security access type. You can further refine the query
by selecting a user ID, permission list, or security key value, or
a combination of the three.

Review both the permission list access and the transaction data
secured by the parameters.

For example, you can review the data permission assigned

to the permission list MyJobs for security set PPLJOB and
security access type 001 (department 11000). Or you can
review the transaction data available to permission list MyJobs
for security set PPLJOB and security access type 002 (112
people with jobs).

To compile a list of access for more than one access type,
download the data in the grids to Microsoft Excel
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Page Description

User Security Data Review a user's data permission profile, including his or her
roles, role-based permission lists, and row security permission
lists, and the data permission associated with them.

The query only includes the roles and role-based permission
lists that contain data permission security.

* Findin SJIT PERSON Use this page to review the access to transaction data. You can
review:

* Findin SJT DEPT
*  The data securing transaction records.
* Find in SJT PERSON_USF
*  Which permission list has data permission access to
* Find in HRS_SJT JO selected records.

*  Which users are assigned the selected permission lists.

Find Search View Page

Use the Find Search View page (SCRTY_CLASS DISP) to query the actual view SQL text used in a
specific component.

Enter the name of the view you want to query in the View Name field. You can use the SQL Object ID to
view the definitions of the SQL objects used in the view.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > Find Search
View
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This example illustrates the fields and controls on the Find Search View page. You can find definitions for
the fields and controls later on this page.

Find Search View Display Security Data User Security Data Eind in SJT_PERSON Find in SJT_DEPT E)

Use this page to query the actual view sqgl text used in a specific component. Enter the name of the view you want
to query in the View Mame field.
You can use the SQL Object ID to see what the sgl objects used in the view contain.

Find the Search Views to Check

Component Hame PERSOMAL_DATA Q,
Search Record Name PERS_SRCH_ALL Add Search PERS_SRCH_ALL
Menu Name ADMINISTER_WORKFORCE_(GBL)  |Q Override Search Record PERALL_SEC_SRCH

Display View and 50QL Text
View Name PERALL_SEC_SRCH
View Text SELECT DISTINCT %Sql(SCRTY_SEL_PKEY, OPR,SEC), %Sql(SCRTY_SEL_CORSBR,MNM,SEC),

%Sql(SCRTY_SEL_FLDSBR,SEC) FROM %Sql(SCRTY_PER_NM_FROM) WHERE %Sql{SCRTY_NO_APPT1)
AND %Sql(SCRTY_NAME) AND {%Sql(SCRTY_WHERE, PPLIOB) OR %Sql(SCRTY_WHERE, PPLFOI)

SQL Object ID | SCRTY_PER_FROM
SqiText PS_SJT_PERSOM SEC, PSOPRDEFN OPR

To review the view and SQL text used in a security search view indicate which search view to search by
entering the:

* Component name
*  Market

¢ Menu name

Field or Control Description

Search Record Name Displays the component's default search record when you
access the component in update or display mode.

Note: You can assign an override search record to a
component at the menu level. If the component uses an
override search record, the search record displayed in the
Override Search Record will be different from this one and
you should search it instead.

Add Search Displays the component's search record when you access the
component in add mode.
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Field or Control Description

Override Search Record Displays the component's override search record when you
access the component in update or display mode.

View Name and View Text To review the text from a search record view, enter it into the
View Name field. The system displays the view text when you
tab out of the View Name field.

SQL Object ID and SqlText To review the SQL text within an SQL Object used by the
view, enter the SQL object ID into the SQL Object ID field.
The system displays the SQL text when you tab out of the
SQL Object ID field.

Note: SQL objects are used to store common SQL.

For example, the security search view for the Personal Data component on the Administer Workforce
menu, when accessed in Update mode, is PERALL SEC SRCH. This search view uses the security sets
PPLJOB and PPLPOI and the transaction security join table SJT PERSON. The view text has a special
selection criteria to not return rows where the APPT_TYPE (appointment type) is equal to 1.

You can use this information to review the security data in greater detail. Perhaps to see what data
is secured in security set PPLPOI or if the record a user is trying to access in this component has an
appointment type value equaling 1 and that is why the record is unavailable.

See PeopleTools: Application Designer Developer's Guide.

Display Security Data Page

Use the Display Security Data page (SCRTY _TRANS_DISP) to display the security data for a selected
security set and access type.

You can view the user security data using the type and the transaction data secured by the type.
Navigation:

Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > Display
Security Data
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This example illustrates the fields and controls on the Display Security Data (1 of 3). You can find
definitions for the fields and controls later on this page.

Find Search View Display Security Data User Security Data Find in SJT_PERSOM Find in SJT_DEPT Find in SJT_PERSON_USF D

Use this page to display the Security Definitional data and the transactional data accessed through those definitions.
You must enter a Security Set and Type. The other selection criteria are optional and can be combined as needed.

Enter Search Values

*Security 591' People with Jobs j PPLJOB Transaction Sec Join Table SJT_PERSON
*Security Access T‘me|Job Department Tree =l 001 Clear Al Entries
UserlD Q IDMName

Row Security Q

Permission List &}
SETID_DEPT Security Key 1 |SHARE Q,
DEPTID Security Key 225000 Q
Security Key 3 Q,

This example illustrates the fields and controls on the Display Security Data (2 of 3). You can find
definitions for the fields and controls later on this page.

Show Security Definitions
Show Security Definitions Clear the Grid
Show SQL
Security Definition Data - SJT_CLASS ALL Personalize | Find | (2 | E 1-8 of 8
select Permission List Security Key 1 Security Key 2 Security Key 3 Tree

1 - HCDPALL SHARE 25000 & [# [=]
2 r HCDPCAN SHARE 25000 = [# [=
3 r HCDPFED SHARE 25000 = [+ =
4 r HCDPMEX SHARE 25000 = [+ [=]
H r HCDPMYS SHARE 25000 7 [+] [=]
& r HCDPPB SHARE 25000 = [# [=
7 r HCDPTLEXT SHARE 25000 = [+ =
] r HCDPUSA SHARE 25000 7 # [=
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This example illustrates the fields and controls on the Display Security Data (3 of 3). You can find
definitions for the fields and controls later on this page.

View the Transaction Data
Show Transaction Data Clear the Grid
Security Data - SJT_PERSON Personalize | Find | @l Q 1-36 of 36
Key 1 Key 2 Key 3 Empl ID ERI;LpU‘rtI Name HomerlHost Intl Type Future? Addl Appt
1 SHARE 25000 K0GOo17 0 Edward Jackson Home - | =
2 SHARE 25000 K0GO18 0 Josephine Bonds Home ] [ ]
3 SHARE 25000 KOG019 0 Janet Braxton Home Il -
4 SHARE 25000 KOGO20 0 Jennifer Miller Home ] ]
5 SHARE 25000 KOW00s 0 Laura Jones Home - =
6 SHARE 25000 KOWD45 0 John April Home ] I}
7 SHARE 25000 KOW307 0 Paulina Blonde Home - |
8 SHARE 25000 KOW335 0 Peg Roberts Home ] [ ]
9 SHARE 25000 KOW345 0 Al Verdi Home Il -
10 SHARE 25000 KOW347 0 Justin Palin Home | ]
11 SHARE 25000 KOW343 0 Bruce Mcheil Home Il -
12 SHARE 25000 KUDOE7 0 Wilma Lopez Home [ | =
13 SHARE 25000 KOGO17 0 Edward Jackson Home = =
14 SHARE 25000 KO0G018 0 Josephine Bonds Home ] [ ]
15 SHARE 28000 KOGO19 0 Janet Braxton Home - = ﬂ
Click the Clear All Entries button to clear the search value fields.
Enter Search Values
Field or Control Description
Security Set, Transaction Sec Join Table, and Security Select the security set and security access type whose security
Access Type data you want to review. The system displays the transaction
security join table used by the security set.

Note: If you want to review date permission security data for more than one security access type or for
more than one of the additional parameters below, down the results in the Show Security Definitions and
View the Transaction Data grids to Microsoft Excel and add to them as you perform your search.

To further refine the search within the selected security set or security access type, enter one or more
values in these fields:

Field or Control Description

User ID and ID/Name To review a user's data permission security data, select the
user ID. The system displays the ID and name of the person
assigned to the selected profile.
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Field or Control Description

Row Security To review the data permission security data of a row security
permission list, select the permission list.

When you select a tree-based security access type and enter
a user ID, the system enters the row security permission list
associated with the user ID.

This field is only available when you select a tree-based
security access type.

Security Key 1, Security Key 2, and Security Key 3 To review the data permission security data for a selected
security key, select the values (for example, to review the
security data for department 10000, enter the department setID
SHARE in Security Key 1 and the department id 10000 in
Security Key 2).

Expand the Show SQL group boxes in the Show Security Definitions group box and the Viewing
Transaction Data group box to review the SQL used to query SJT CLASS ALL table and transaction
security join table for this query.

See Understanding Data Permission Security for HCM.

Show Security Definitions
Click the Show Security Definitions button to display the user security data that meets the search criteria.

The grid displays the permission list and the security key values that the permission list can access.

Field or Control Description

Tree The system selects this check box for row security (tree-based)

permission lists.

View the Transaction Data

Click the Show Transaction Data button to display the transaction data stored in the transaction security
join table of the selected security set. The rows in the grid vary depending on which security set you are

querying.
Field or Control Description
Security Key 1 or Key 1, Security Key 2 or Key 2, and Displays the transaction security data (and the necessary key
Security Key 3 or Key 3 values) used to secure this row of data.
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Field or Control Description

SetID, Department, Effective Date, and Description For rows of department transaction data, displays the set ID
and the department whose data is secured.

Job Opening ID For rows of recruiting solutions job openings, displays the ID
of the job opening whose data is being secured.

Empl ID, Empl Record, and Name For rows of person transaction data, displays the ID, employee
record number (if applicable), and the name of the person
whose data is secured.

A person with more than one unique empl ID and employee
record number combination will have more than one row of
data.

Home/Host This field is for global assignments and indicates if the
transaction row is from the home or the host assignment job
data record. Only job data records for the global assignment
will display Host.

See Security Installation Settings Page.

Intl Type (international type) If you are using special security options for global assignment
job data records, this field indicates if this row was created by
the system to enable special job security.

See Understanding Special Job Security Options.

Future? This field indicates of the row comes from a future-dated
transaction row.

See Understanding Future-Dated Security.

Addl Appt (additional appointment) (JPN) Indicates if this is an additional appointment transaction
row.

See Security Installation Settings Page.

WIP Status, Retirement, NOA Code, and Stat Type (USF) displays additional information about the job data row.
These values are not used to secure data.

User Security Data Page

Use the User Security Data page (SCRTY _OPR_DISP) to query and review a user's security data,
including assigned roles and permission lists.
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Navigation:

Chapter 5

Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > User Security
Data

This example illustrates the fields and controls on the User Security Data page (1 of 2). You can find
definitions for the fields and controls later on this page.

Find Search View Display Security Data User Security Data Find in SJT_PERSON Find in SJT_DEPT Find in SJT_PERSOM_USF E)

User ID [HCOAMEXCO1 Q. Clear All Entries
IDiName KU0007 Betty Locherty
Row Security HCDPALL Data Sec by Tree (all trees)

Show Security Definitions
User's Data Security Roles and Classes - SCRTY_OPR_ROLE
Role Hame Description Permission List

Security: People without  Access to People without

Jobs Jobs HCDPALLPOI

User's Data Security Definitions by Role Class - SJT_CLASS_ALL

Permission List Security Access Type  Short Description
1 HCDPALLPOI 009
2 HCDPALLPOI 009
3 HCDPALLPOI 009
4 HCDPALLPOI 009
5 HCDPALLPOI 009

Personalize | Find | @l E 10of1

Permission List Description
Access to People wiout Jobs

Personalize | Find | 2| B2 150f5

Security Key 1 Security Key 2 Security Key 3

00000
oooo7
oooos
00009
00010

This example illustrates the fields and controls on the User Security Data page (2 of 2). You can find
definitions for the fields and controls later on this page.

User's Data Security Definitions by ROWSECCLASS - 5JT_CLASS_ALL Personalize | Find | B2 | E 1-1149 of 1149
Permission List Security Access Type Short Description Security Key 1 Security Key 3 Security Key 2
1 HCDPALL 001 Job Dept AUS0M 10000 ﬂ
2 HCDPALL 001 Job Dept AUS01 11000
3 HCDPALL 001 Job Dept AUS01 12000
4 HCDPALL 001 Job Dept AUS01 13000
5 HCDPALL 001 Job Dept AUS0M 14000
6 HCDPALL 001 Job Dept AUS01 15000
7 HCDPALL 001 Job Dept AUS01 21500
8 HCDPALL 001 Job Dept AUSO1 25000
9 HCDPALL 001 Job Dept AUS01 27000
10 HCDPALL 001 Job Dept AUS01 50000
11 HCDPALL 001 Job Dept AUS01 53000
12 HCDPALL 001 Job Dept AUS01 54000
13 HCDPALL 001 Job Dept AUS0 55000
14 HCDPALL 001 Job Dept AUS01 56000
15 HCDPALL 001 Job Dept AUS01 ALL DEPTS LI
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Field or Control Description

User ID Select the user ID of the person whose data permission access
you want to query.

The system displays the user's name and his or her row
security permission list.

Click the Show Security Definitions button to populate the grids on the page.

User's Data Security Roles and Classes — SCRTY_OPR_ROLE

Displays the roles assigned to the user and the permission lists with data permission assigned to those
roles.

Note: The SCRTY OPR _ROLE table only stores the roles that have permission lists with data
permission. The grid does not list roles that do not have data permission.

User's Data Security Definitions by Role Class — SUJT_CLASS_ALL

Displays the data permission of the role-based permission lists associated with this user's roles.

User's Data Security Definitions by ROWSECCLASS — SJT_CLASS_ALL

Displays the permissions of the row security permission list assigned to this user.

Related Links
Security Data

Find in SUT_PERSON Page

Use the Find in SJT_PERSON page (SCRTY_SJT PERSON) or Find in SJT PERSON_USF page
(SCRTY_SJT PER _USF) to review the transaction data used to secure a person's data and the permission
lists and users who have access the person.

Navigation:

*  Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > Find in
SJT_PERSON

*  Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > Find in
SJT_PRESON_USF
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This example illustrates the fields and controls on the Find in SJT PERSON page (1 of 2). You can find
definitions for the fields and controls later on this page.

Find Search View || Display Security Data || User Security Data

Enter Search Values

Empl ID |Z39002 Q Joanne Devey
EmpiRecord| |
POI Type | =l

Show Security Definitions
Security Data - SJT_PERSON
Security Key Data || Special Job Flags

Empl

Select Empl ID e POI Type POl Type
1 |l 739002 0
2 r 239002 0
3 4 789002 0 External Instructor
4 r 289002 0 External Instructor

Find in SJT_PERSON

Security
Type

001

004

006

oog

Findin SJT_DEPT

Description

Job Department Tree
Job Company
POl Business Unit

POl Institution

Findin SJT_PERSON_USF ®

Clear All Enfries

Personalize | Find | @l L:il

Security Key 1

ZEBEM

ZEB

00008

0ooos

First ‘4 1-40f4

Security Key 2 Security Key 3

ZD00000002

ZBUOD

PSUNY

b Last

178

This example illustrates the fields and controls on the Find in SJT PERSON page (2 of 2). You can find
definitions for the fields and controls later on this page.

Permission List Data
Show Permissions Lists

Personalize | Find | @l L:il

Security
Key1

Security Definition - SJT_CLASS_ALL First ‘4 1of1 ‘B Last

Security

Security
Se Type

Select Permission List Permission List Description Security Key 2 Security Key 3 Tree

1 - =

Operator Data
Show Users

Security Definition - SJIT_OPR_CLS Personalize | Find | £ | e First ‘4 1of1 ‘' Last

RowSecClass

Permission List User ID EmplID Name Flag Role Hame

1 Role Class

Note: The Find in SJT PERSON_USF page does not have the option to search for POls.

Select the EmplID of the person whose transaction security data you want to review. To limit the search
to a single job data record, enter the employee record number. To limit the search to a specific person of
interest type, select the type.

Click the Show Security Definitions button to populate the Security Data - SIT PERSON grid with the
transaction security data securing this person's record or records.

Security Data — SUJT_PERSON
Click the Show Security Definitions button to populate the Security Data - SIT PERSON grid.

The system lists the rows in SJT_PERSON that match the search criteria you entered. Review the security
keys on the Security Key Data tab. Access the Special Job Flags tab to review special security job
option data, such as if a row is a future-dated row or if it was created to enable home/host access or
additional assignment access.

To review which permission lists have data permission access to one or more of these rows, select the
rows and click the Show Permission Lists button.
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Permission List Data
Click the Show Permission Lists button to populate this grid

For each security set and security access type, the system lists the permission lists that can access the
transaction rows you selected.

To review which users are assigned to one or more of these permission lists, select the rows and click the
Show Users button.

Operator Data
Click the Show Users button to populate the grid.

The system displays each user assigned to the permission list or lists that you selected and indicates if the
permission list is assigned to the user as a row security permission list or role-based (role-class) and, if the
permission list is role-based, which role it is assigned to on the user's profile.

Find in SUT_DEPT Page

Use the Find in SJT DEPT page (SCRTY_ SJT DEPT) to review the transaction data used to secure a
department's data and the permission lists and users who have access the department.

Navigation:

Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > Find in
SJT_DEPT

This example illustrates the fields and controls on the Find in SJT_DEPT page (1 of 2). You can find
definitions for the fields and controls later on this page.

Find Search View Display Security Data User Security Data Eind in SJT_PERSON Find in SJT_DEPT D]
Enter Search Values
SetID|SHARE |Q Clear All Entries
Department 11000 Q Information Systems
Show Security Definitions
Security Data - SJT_DEPT Personalize | Find | @\ L:d 10f1
Security Access Securi Security Key  Securi Include
Select  SetlD Department Description E fty Description ity L= ity Future  Effective Date
ype Key 1 2 Key 3 Dates
1 2 SHARE 11000 Information Systems 021 Departments by Tree SHARE 11000 - 02/03/2009
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This example illustrates the fields and controls on the Find in SJT DEPT page (2 of 2). You can find
definitions for the fields and controls later on this page.

1 [

i Alim R W |

oo a

Select

1 HCDPMYS

2 HCDPMYS

3 HCDPMYS

Permission List Data

Qperator Data

Show Users

Permission List

Show Permissions Lists

Security Definition - SJT_CLASS ALL

Personalize | Find | 1] B 1gors
Security Set .?;::”WA“ESS Permission List Permission List Description Security Key 1 Security Key 2 Security Key 3 Tree
PPLJOB 001 HCDPALL Data Sec by Tree (all trees SHARE 11000 ~
PPLIOB 001 HCDPCAN Data Sec by Tree - Canada SHARE 11000 2
PPLIOB 001 HCDPFED Data Sec by Tree - Federal SHARE 11000 2
PPLIOB 001 HCDPMEX Data Sec by Tree - Mexico SHARE 11000 F
PPLIOB 001 HCDPMYS Data Sec by Tree - Malaysia SHARE 11000 =
PPLIOB 001 HCDPPB HCDPPB: Data Sec by Tree - SHARE 11000 =
PPLIOB o001 HCDPTLEXT [System] Data Perm - TL Ext SHARE 11000 "
PPLIOB o001 HCDPUSA Data Sec by Tree - USA SHARE 11000 =
User's Data Security Roles and Classes - SCRTY_OPR_ROLE Personalize | Find | @| IE‘.’ 1-30f3

User ID Empl 1D Name RowSecClass Flag  Role Hame

HCRMYS KM0020 Philip Lim RowSecclass

HCRMYS_KM0001 KM0001 Lee Choo RowSecclass

HCRMYS_KMO0002 Kno00s Lee Chin RowSecclass

Select the setID and department ID of the department whose transaction security data you want to review.

Click the Show Security Definitions button to populate the Security Data - SJT _DEPT grid with the
transaction security data securing this department's record or records.

Find in HRS_SJT_JO Page

Use the Find in HRS SJT JO page (SCRTY_SJT RSOPN) to review the transaction data used to secure
a job opening and the permission lists and users who have access the job opening.
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Navigation:

Set Up HCM > Security > Core Row Level Security > Security Data Inquiry > Find in

HRS_SJT_JO

This example illustrates the fields and controls on the Find in HRS SJT JO page (1 of 2). You can find
definitions for the fields and controls later on this page.

Select
1 r
2 r
3 It
4 |
5 r

]| User Security Data

Enter Search Values

Job Opening ID

Job Opening
1]

Find in SJT_PERSON

900003/ @

Show Security Definitions

Security Data - HRS_SJT_JO

900003 010

200003 011

900003 012

900003 013

900003 031

Security Access
Type

Find in SJT_DEPT

Description Security Key 1 Security Key 2 Security Key 3 Empl ID
RS Company MF

R3 Business Unit NFSBU

RS Deptld NFEDS NFO05

R3 Location NFSBU NFMATIOMNAL

Recruiting Team Looo0oq Loooo

Findin SJT_PERSON_USF | Find in HRS_SJT_JO

Clear All Entries

Personalize | Find | | E 1-5 of 5
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This example illustrates the fields and controls on the Find in HRS SJT JO page (2 of 2). You can find
definitions for the fields and controls later on this page.

Permission List Data
Show Permissions Lists
Security Definition - SJT_CLASS ALL Personalize | Find | & | L:&J 10of1
Select Security Set _?;;:rity}\ccess E:asrtmission g:;r;'zspi:oo: et ;:;Tiw ::;uzrity Security Key 3 Tree
1 I PPLIOB 001 HepprED  DABSECOVIIEE - weeps  nroos F
Operator Data
Show Users
User's Data Security Roles and Classes - SCRTY_OPR_ROLE Personalize | Find | (2 | = 10f1
Permission List userin Empl ID Name FRE;’SECC'ESS Role Name
1

Select the ID of the job opening whose transaction security data you want to review.

Click the Show Security Definitions button to populate the Security Data - HRS _SJT JO grid with the
transaction security data securing this job opening's record or records.

Creating Data Permission Security for Managers

To create data permission security for managers, use the Create Manager Users and Sec. component
(RUN_PER510).

These topics provide an overview of data permission for managers and discuss how to create data
permission for managers.

Pages Used to Process Row Security for Managers

Page Name Definition Name Usage
Create Manager Users and Sec. Page RUNCTL_PERS510 Create and update manager row security

permission lists.

Understanding Data Permission for Managers

Use the Create Row Level Security for Dept Managers process to grant the appropriate data permission
security access for department managers. The process will:

e Create a user profile if the manager is new and has no user profile.

* Create or update an existing row security permission list for each department manager, giving them
access to the data in the departments that they manage.
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* Delete the row security permission list for a user if it is obsolete (for example, the employee is no
longer a manager).

The system uses the MgrID value from the Department Profile page (DEPARTMENT _TBL GBL) to
determine a department's manager. Managers will be given access to every department for which their ID
is listed in the MgrID field.

Since you can list only one department manager per department, you will have to manually update the
profiles of additional department managers. You can do this by assigning the row security permission list
the system creates for the official manager to the unofficial manager's profile. Remember that the system
will remove this list every time you run the Create Row Security for Mgr process.

Note: The Create Row Security for Mgr process uses the managers' EmplID as their user ID and uses
the following naming convention for row security permission lists: HCDP_DEPT MGR [manager's
EmplID]

Before You Begin

The Create Row Security for Mgr process uses tree-based security to create row security permission lists
for managers. Before you run this process, you must have set up a department security tree.

The hierarchy rules of the department security tree apply to these permission lists. If a manager's
department has departments reporting up to it on the security tree, the manager will have access to the
people in those departments as well as his or her own.

Refresh User Security Join Tables

The Create Row Security for Mgr process creates and modifies row security permission lists and assigns
row security permission lists to, or deletes them from, user profiles. Both of these actions require that you:

* Run the Refresh SJT CLASS ALL process to refresh SIT CLASS ALL with the row security
permissions list data.

* Run the Refresh SJIT OPR_CLS process to refresh SJT OPR_CLS with the new user profile and row
security permission list pairings from the User Profile - General page.

The system will not enforce the new data permission set up by the process until you run these refresh
processes.

See Refresh SJT CLASS ALL Page.

See Refresh SJT OPR_CLS Page.

Create Manager Users and Sec. Page

182

Use the Create Manager Users and Sec. page (RUNCTL_PERS510) to create and update manager row
security permission lists.

Navigation:

Set Up HCM > Security > User Maintenance > Create Manager Users and Sec. > Create
Manager Users and Sec.
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This example illustrates the fields and controls on the Create Manager Users and Sec. page. You can find
definitions for the fields and controls later on this page.

Create Manager Users and Sec.
Run Control ID TEST Report Manager Process Monitar Run
LanguagelEnglish v|
Report Parameters
As Of Date 06/30/2014 [#]
Create new User IDs based on
User D o}
I" Create Users as locked

Field or Control Description

As Of Date Select the date as of which the row security list permission list
should become effective.

User ID Select a default User ID. The system will base the new user
IDs on this default.

Create User as locked Select to lock all the new user IDs.

The Create Row Security for Mgr process consists of two PeopleSoft Application Engine processes and
one SQR report:

1. HR_PERS5I10.

Determines the changes required in order to maintain data-permission for department managers.
2. HR PER510 CI

Applies to the database the changes determined by HR_PERS510.
3. SQR report PER510

Lists the changes determined by HR_ PER510 and applied by HR PER510 CI and their status.

Note: You must select each process individually and wait for it to complete successfully before selecting
and running the next process.
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Creating and Locking User IDs

To create and lock user IDs, use the Create Users (CREATE_USERS) and Lock Users (LOCK_USERS)
components.

These topics provide an overview of security for user IDs and discuss how to create and lock users.

Pages Used to Create and Lock User IDs

Page Name Definition Name Usage

Create Users Page CREATE _USERS Create user IDs for a group of
individuals.

Lock Users Page LOCK_USERS Lock or unlock groups of user IDs.

Understanding Security for User IDs

Create user IDs for your workforce using Group Build and the Create Users page. Create and populate a
group using Group Build and then use the Create Users page to create user IDs for each group member.

Use the Lock Users page to lock user IDs (employee IDs) until you are ready to use them.

Related Links
Understanding Group Build

Common Elements Used When Creating and Locking User IDs

Field or Control Description

Group ID Select the ID of the group whose members require user IDs.
Populate Group Click to populate the page with the group members.
EmplID and Name Displays the Empl IDs and names of the individuals in the

selected group.

User ID Displays the user IDs of the individuals once you've clicked
the Create User IDs button. The system uses the Empl ID as
the User ID.

Account Locked Out? The system selects this option if the user ID account is locked
out.
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Use the Create Users page (CREATE USERS) to create user IDs for a group of individuals.

Navigation:

Set Up HCM > Security > User Maintenance > Create Users > Create Users

This example illustrates the fields and controls on the Create Users page. You can find definitions for the

fields and controls later on this page.

Create Users

Populate Group
Group ID &}
Create User IDs Based on

User D

r Create Users as locked

User List
Empl ID Hame
[T B-TCOO1 Julia Child

[ [ [
Personalize | Find | View All | | E First ‘4 1of1 ‘&' Last
User D Account Locked Qut?
=

Populate Group

Create User Dz

Note: The user ID created by this process will be the same as the employee ID for which it was created.

Field or Control

Description

Group ID Enter or select the group ID that you want to use to create user
IDs for a group of individuals.
User ID Select a default User ID. The system will base the new user

IDs on this default. Once created, you can modify individual
profiles on the User ID pages.

If the user ID upon which you are basing the new users has
data permission, you will need to run the Refresh SJT OPR_
CLS process. Otherwise the system will not recognize the data
permission on the new user profiles.

See Refresh SJT OPR_CLS Page.

Create User as locked

Select to lock all the new user IDs.

Create User IDs

Select to run the process.
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Lock Users Page
Use the Lock Users page (LOCK USERS) to lock or unlock groups of user IDs.
Navigation:
Set Up HCM > Security > User Maintenance > Lock Users > Lock Users

This example illustrates the fields and controls on the Lock Users page. You can find definitions for the
fields and controls later on this page.

Lock Users

Populate Group

Group ID QL Populate Group

Lock/Unlock Group

Lock Group Unlock Group
[ & [ ]
Data Personalize | Find | £ | L;_ﬁ‘ First ‘4' 1gof1 ‘»' Last
Empl ID Hame User D Account Locked Out?
[

Note: You can only lock users created through the Create Users page. The employee ID and user ID are
the same value.

Field or Control Description

Lock Group Click to run the process and lock the user IDs (employee IDs)
of the entire group.

Unlock Group Click to run the process and unlock the user IDs (employee
IDs) of the entire group.

Setting Up Security for Local Functionality

These topics provide an overview of security for local functionality and discuss setting up security for
local functionality.
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Pages Used to Grant Access to Local Country Functionality

Page Name

Definition Name

Usage

Setup Global Security Page

SCRTY TBL GBL

Select which country functionality a
primary permission list can access on
global components.

Excluded Panelgroups Page

SCRTY GBL _SEC

Restrict access to local functionality on
selected components.

Understanding Security for Local Functionality

Local functionality refers to functionality that is specific to a country. Country-specific functionality
is in collapsible sections marked by the country's flag, in the global components. To grant access to
local components, you use component permission. To grant access to the local functionality on global
components, you use the Setup Global Security page in addition to component permission.

To grant users access to local country functionality on the global menus:

1. Use the Country Specific - Installed HR Countries page (INSTALLATION_SEC) to select the local
country functionality that is installed as part of your PeopleSoft HCM system.

If you do not specify a country here, its local functionality can't be accessed.

2. Grant the primary permission lists access to country-specific functionality using the Setup Global

Security page.

3. Assign a user access to a primary permission list containing access to the countries that are required
by the user on the User Profile - General page.

See PeopleTools: Security Administration

Setup Global Security Page

Use the Setup Global Security page (SCRTY_TBL GBL) to select which country functionality a primary
permission list can access on global components.

Navigation:

Set Up HCM > Security > Component and Page Security > Setup Global Security > Setup

Global Security
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This example illustrates the fields and controls on the Setup Global Security page. You can find
definitions for the fields and controls later on this page.

Setup Global Security
Primary Permission List HCPPGP

Security Detail

*Country Description
BEL 3 Belgium
MLD 21 Metherlands
CHE 21 Switzerland

Primary List - Global Payroll

Personalize | Find | | L:%J 1-3 of 3

Excluded Components

Excluded Components ﬂ ﬂ
Excluded Components ﬂ ﬂ
Excluded Components [+] [=]

Field or Control

Description

Primary Permission List

Users assigned to this permission list can access the country-
specific sections on global components of the countries that
you indicate on this page.

Primary permission lists are defined in the Permission List
component. Users are assigned a primary permission list on
the User Profile - General page.

Field or Control

Description

Country

Select the country or countries whose local functionality users
assigned to the primary permission list can access in global
components.

Excluded Components

When you click Excluded Components, the system displays
the Restricting Access to Local Country Functionality page.
Using this page, you can restrict access to country-specific
functionality in select components.

For example, you can grant a permission list access to Italian
sections on all global components except for Personal Data.

See Setting Up Primary Permission List Preferences.

Excluded Panelgroups Page

Use the Excluded Panelgroups page (SCRTY GBL SEC) to restrict access to local functionality on

selected components.

Navigation:

Click the Excluded Components link on the Setup Global Security page.
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This example illustrates the fields and controls on the Excluded Panelgroups page. You can find
definitions for the fields and controls later on this page.

Excluded Panelgroups

Data Personalize | Find | View Al | 22 | B First ‘4 10of1 ‘& Last

Component Hame

PERSONAL_DATA Q, [+] [=]
OK Cancel
Field or Control Description
Component Name Select the name of the component for which global

functionality for this country is being restricted. For example,
to restrict access to Italian-specific functionality in the
Personal Data component, select the Personal Data component.

Modifying Data Permission Security

These topics discuss how to:
*  Modify security for hiring and transferring people.

* Allow people to update their own data.

Modifying Security for Hiring and Transferring Workers

PeopleSoft HCM enables users to assign workers into departments that they can't access for updates. To
prevent a user without access from transferring a worker into a department, PeopleSoft HCM contains a
view, DEPT_SEC VW, that shows only the department IDs that the user is authorized to access.

If you use this view, you need to create a class of users who can access all departments so that they can
perform transfers. Also, update the Job record definition in PeopleSoft Application Designer so that
the prompt table for the DEPT ID field is DEPT SEC VW. You may also want to change the security
view on the DEPARTMENT TBL component to this view if you want users to only be able to access
departments they have access to. This is defined using the Department security sets.

See PeopleTools: Application Designer Developer's Guide.

Allowing Workers to Update Their Own Data

PeopleSoft HCM doesn't allow users to update their own data except in the self-service internet
applications. However, sometimes you might want them to update some of their own data in other
components. To allow users to update their own data, you implement the PeopleCode function Allow
EmplIDChg (allow emplID change). The function looks for a single Boolean parameter. When the
parameter is set to true, workers can update their own data; when it is set to false, they cannot.
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For example, to allow workers to change their own personal data, you enable the PeopleCode function
for PERSONAL DATA, the underlying record definition for the Personal Data component. Then workers
can change their personal data, but not their job information.

To enable the Allow EmplIDChg function:
1. Open the record PERSON in PeopleSoft Application Designer.
2. Open the RowInit PeopleCode on the EMPLID field.

3. Insert new code after this line:
[**xxxkxkxkxx START OF ROW INIT PEOPLECODE *****xxxxxxxx/
4. Insert a row and enter the following code after the first line (a comment) of existing code:
if %Component = Component.PERSONAL DATA then
AllowEmplidChg (true) ;
end-if;
5. Save your changes and exit the PeopleCode page.

Workers can now update their own data using the Personal Data page.

To allow workers to update their own data in other places in PeopleSoft HCM, enter this PeopleCode
function in the underlying record definition for each page where you want to allow updates.
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Understanding the Encryption Framework

The Encryption Framework provides pages for identifying sensitive information in applications and an
application engine (AE) process that encrypts and masks sensitive data that is stored in the database.

This table shows a change in data values stored in the database after the encryption process is run.
In this example, the encryption process encrypts the value of the ACCOUNT NUM field in the
DIR_DEP_DISTRIB record for Payroll for North America.

After the encryption process is run successfully, the ACCOUNT_NUM field stores the masked account
number, and the PY BANKACCCRYPT field (which was added to the record to store the encrypted
value) stores the encrypted account number.

Encryption Run | Source Record
(Example: DIR_DEP_DISTRIB)
Field Value
Before ACCOUNT_NUM 1234567890
PY_BANKACCCRYPT (new field) [blank]
After ACCOUNT NUM XXXXXX7890
PY BANKACCCRYPT (new field) 9WwdDcA3l/uYpYKM+uSmsw==

Note: After encryption is run, the encrypted bank account numbers stored in the database can't be viewed
on any delivered online page. The masking of account numbers on online pages is controlled by the
Direct Deposit options on the Payroll for NA Installation page. Refer to the Direct Deposit Installation
Options and Data Masking topic for more information.

To comply with Nacha’s data security requirements, which request that deposit account information be
rendered unreadable when it is stored electronically, Global Payroll for United States, Payroll for North
America, and Payroll Interface leverage the Encryption Framework to encrypt and mask bank account
numbers in the database.
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Note: When encryption is run on a source record, all future additions, updates, changes will be
automatically encrypted. For instance, when an employee adds new direct deposit data after the
encryption process is run, the account number stored in the database will automatically be encrypted and
masked. You only need to run the encryption once per source record.

Encryption Framework Setup

The framework provides robust setup options to meet your data encryption requirements. Use the setup
component to:

¢ Define source records, which are the “source of truth” records that store and maintain the sensitive
data in the database.

After the encryption process is run, the source record stores the sensitive data masked, and its
encrypted value in the new field added in the source record to store encrypted data.

* Determine whether the encryption applies to all or country-specific set of data in a source record.
* Grant role-based access to administrative users who need to view the unmasked data, if applicable.

* Define process records to map with application batch processes that require data to be unmasked in
outputs, if applicable.

See Also Batch Process Mapping and Process Records.

* Clean up staging tables that may contain unmasked or decrypted data.

See Also Setting Up the Encryption Framework.

Encryption and Masking Process

The Encryption Framework delivers the Manage Encryption and Masking (HCCRYPTAE) AE process to
encrypt and mask data in the HCM system. The run control page provides options to:

*  Encrypt or decrypt data in source records based on the current encryption status.
* Mask or unmask data in process records, if available, that are defined for source records.

See Also Manage Encryption and Masking Page.

Batch Process Mapping and Process Records
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Some batch processes are required to display the actual values of the sensitive data in their outputs (report
files or pages). For example, the account numbers that appear in direct deposit transmit files created by
the DDPO0O01 process in Payroll for North America need to be unmasked.

The Encryption Framework supports the unmasking of data to be used in the outputs of batch processes in
applications. Setup includes:

* Defining the process record. This step defines an association between a source record (which stores
the encrypted data) and the process record (which stores the masked data by deriving it from its
source record).
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*  Maps the application batch process that is required to display unmasked data in its outputs to a source
record (from which the encrypted data is retrieved), and a source staging record (from where the data
unmasking occurs).

During the application batch process run, the framework copies the required data from the source record
over to the source staging record for decryption. The framework process also copies the required data
from the process record over to the process staging record. After that, the framework process unmasks the
data in the process staging record using the decrypted data in the source staging record. The application
batch process can then retrieve the actual values of the sensitive data for use in its outputs.

See Also Define Process Records Page and Map Batch Processes Page.

Understanding Data Encryption for Global Payroll for United
States

This topic provides additional information about the implementation of the bank account number
encryption that is specific to Global Payroll for United States.

The content is grouped into these sections:

¢ Encryption Source Records

e Delivered Roles For Viewing Unmasked Data

» Banking Options and Data Masking

Video: Image Highlights, PeopleSoft HCM Update Image 39: HCM Encryption Configuration

Encryption Source Records

To comply with Nacha’s data security requirements, Global Payroll for United States uses the Encryption
Framework to encrypt and mask bank account numbers stored in the database for payee bank accounts,
deduction recipients and source bank accounts.

The pages used in Global Payroll for United States that display bank account numbers include:

* (SRC_BANK source record) Source Bank Accounts Page.

* (RECIPIENT source record) “Define Deduction Recipients Page” (PeopleSoft Global Payroll).
* (GP_RCP_PYE DTL source record) “Add Deduction Recipients Page” (PeopleSoft Global Payroll).

You cannot view or edit the bank account number on this page, but when you select a recipient ID, the
information for this recipient is copied from the RECIPIENT table to the GP_RCP_PYE DTL table.

*+ (PYE_BANKACCT source record)
* “Maintain Bank Accounts Page” (PeopleSoft Human Resources Administer Workforce).

» Personal Bank Accounts pages from Employee Self-Service. See “Updating Personal Bank
Account Information” (PeopleSoft ePay).
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*  “Bank Accounts Page” (PeopleSoft ePay) from the Banking file in Fluid.

Refer to Encryption Source Records for a list of source records that are delivered for bank account
number encryption using the HCM Encryption Framework.

After the encryption process is run for the selected source records, the account numbers are encrypted
and masked in the database. The account numbers displayed on the corresponding pages are also masked
based on configuration, unless the users are granted the roles that allow them to view the unmasked data.
See the Delivered Roles For Viewing Unmasked Data topic for system-delivered roles that grant access to
see unmasked data.

Delivered Roles For Viewing Unmasked Data

Global Payroll for United States delivers user roles that allow the administrator(s) to view unmasked
account numbers for deduction recipients, payee bank accounts, and the Source Bank Accounts table,
even though the numbers are masked for everyone else. These roles are:

* Payee Bank Account Admin

This role allows users to see the unmasked account numbers on the “Maintain Bank Accounts Page”
(PeopleSoft Human Resources Administer Workforce). Employees who are also administrators with
this role can view their own unmasked bank account numbers using Personal Bank Accounts pages
from Employee Self-Service and the Bank Accounts page from the Banking tile in Fluid.

* Recipient Bank Account Admin

This role allows users to see the unmasked account numbers on the “Define Deduction Recipients
Page” (PeopleSoft Global Payroll).

¢ Source Bank Account Admin

This role allows users to see the unmasked account numbers on the Source Bank Accounts Page.

Banking Options and Data Masking
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The Enable Mask option determines the masking of bank account numbers on the Maintain Bank
Accounts page for administrators, as well as Personal Bank Accounts (Classic) and Bank Accounts
(Fluid) self-service pages for employees.

This example illustrates the fields and controls on the Security section of the Self Service Banking
Options page.

Security

Retype Account Number Enable Mask

Regardless of this setting, payee account numbers are still masked in the database once the encryption is
run.

All account numbers on the wage statements (HTML online pages and PDFs) are also masked when the
encryption is run.
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Related Links

Understanding the Encryption Framework

Setting Up the Encryption Framework

Understanding Data Encryption for Payroll for North America

This topic provides additional information about the implementation of the bank account number
encryption that is specific to Payroll for North America.

The content is grouped into these sections:

¢ Encryption Source Records

* Things to Consider Before Running Encryption

* Delivered Roles For Viewing Unmasked Data

» Direct Deposit Installation Options and Data Masking
¢ Audit Records

* Direct Deposit Advices and Paychecks

* Direct Deposit Reports

¢ Electronic Files

* Vendor Listing Report

*  Vendor Sync

¢ Check Reconciliation Reports

*  Check Reconciliation Bank Account Cross Reference Encryption Status

¢ (USF) Treasury Interface Extract Process

¢ Decrypting Account Numbers

Video: Image Highlights, PeopleSoft HCM Update Image 39: HCM Encryption Configuration

Video: Image Highlights, PeopleSoft HCM Update Image 40: HCM Encryption Product Uptakes

Encryption Source Records

To comply with Nacha’s data security requirements, Payroll for North America uses the HCM Encryption
Framework to encrypt and mask bank account numbers stored in the database.

This table lists the source records delivered for bank account number encryption, the products or
functional areas in which they are used, and the pages on which bank account numbers are masked when
encryption is run on them.
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Use this table as a tool to decide which source records need to be encrypted for your products. For
example, if you want to encrypt bank account numbers in your Federal Payroll system, set the action to
encrypt all the source records that are listed for Federal Payroll in this table when you run the encryption
process (HCCRYPTAE).

Source Record Used In Pages

DIR DEP DISTRIB »  Federal Payroll *  “Request Direct Deposit Page”
(PeopleSoft Payroll for North
»  Payroll for North America America) (administrator page).

*  Payroll Interface *  “Direct Deposit Page” (PeopleSoft
ePay) (employee self-service page).

GARN _SPEC Payroll for North America “Deduction Distribution Information
Page” (PeopleSoft Payroll for North
America) from the Garnishment Spec
Data 6 page (U.S. version).

GENL DEDUCTION Federal Payroll *  “Employee Deduction Distribution
Page” (PeopleSoft Payroll for North
America) from the Create General
Deductions page

*  Distribution Information page in
the Voluntary Deductions page
(employee self-service page).

GP_RCP_PYE DTL Global Payroll for United States “Add Deduction Recipients Page”
(PeopleSoft Global Payroll).

See Also Understanding Data Encryption
for Global Payroll for United States.

GVT _DED DIST Federal Payroll Deduction Distribution Information
page from the “General Deduction
Distribution Page” (PeopleSoft Payroll
for North America).

GVT_GARN_PAYEE Federal Payroll (USF) GVT Employee Distribution Page
from the Garnishment Payee Table page.

GVT_GARN_SPEC Federal Payroll “Deduction Distribution Information
Page” (PeopleSoft Payroll for North
America) from the Garnishment Spec2

page.

GVT PAM _SAL DTL Federal Payroll Not applicable

(Source record is used in PAM/SPS
reporting)
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Source Record Used In Pages

GVT_PAM_VEN_SUM Federal Payroll Not applicable
(Source record is used in PAM/SPS
reporting)

GVT _TAX ROUTING Federal Payroll +  State Tax Routing 1 page.

*  Locality Tax Routing 1 page.

See “(USF) Setting Up State and
Locality Tax Routing” (PeopleSoft
Payroll for North America).

PYE BANKACCT

Global Payroll for United States

*  “Maintain Bank Accounts Page”
(PeopleSoft Human Resources
Administer Workforce).

*  Personal Bank Accounts pages
(employee self-service pages). See
“Updating Personal Bank Account
Information” (PeopleSoft ePay).

*  “Bank Accounts Page” (PeopleSoft
ePay) from the Banking file in
Fluid.

See Also Understanding Data Encryption
for Global Payroll for United States.

PY BNKACCT XREF

*  Federal Payroll

»  Payroll for North America

Not applicable

(Source record used in the check
reconciliation process)

RECIPIENT

Global Payroll for United States

“Define Deduction Recipients Page”
(PeopleSoft Global Payroll).

See Also Understanding Data Encryption
for Global Payroll for United States.

SRC_BANK

»  Federal Payroll
*  Global Payroll for United States

»  Payroll for North America

*  Source Bank Accounts Page.

(CAN and USA) Canada Bank
Additional Data or US Bank
Additional Data Pages.
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VNDR_BANK_ACCT

*  Benefits
*  Federal Payroll

»  Payroll for North America

Bank Accounts Page from the Vendor
Information - Locations page.
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After the encryption process is run for the selected source records, the account numbers are encrypted
and masked in the database. The account numbers displayed on the corresponding pages are also masked,
unless the users are granted the roles that allow them to view the unmasked data. See the Delivered Roles
For Viewing Unmasked Data topic for system-delivered roles that grant access to unmasked data. For the
Request Direct Deposit page (for administrator) and the Direct Deposit page (for employee), the masking
of the account numbers is controlled by the installation options rather than the encryption process. See the

Direct Deposit Installation Options and Data Masking topic for more information.

Things to Consider Before Running Encryption

The encryption (or decryption) process for the bank account numbers should only be run when users are
not allowed to access or update the bank account numbers in the database.

In most cases, the encryption process needs to be run only once unless there is compelling reason to do so
again later (for example, changing to a new encryption profile). While it is not practical to prevent users
from accessing the system during the encryption run, there are certain pages, processes, and programs
from which users must be locked out in order to prevent inconsistent or unpredictable outcomes. They are:

Pages:

* Employee Self-Service Direct Deposit page.

*  Administer Request Direct Deposit page.

e Deduction Distribution Information page from the Garnishment Spec Data 6 page (U.S.).
*  Source Banks Account page.

* (USF) Employee Deduction Distribution page from the Create General Deductions page.

e (USF) Distribution Information page from the Voluntary Deductions page (employee self-service
page).

* (USF) Deduction Distribution information page from the General Deduction Distribution page.

* (USF) GVT Employee Distribution page from the Garnishment Payee Table page.

e (USF) Deduction Distribution Information page from the Garnishment Spec2 page.

* (USF) State Tax Routing 1 page.

* (USF) Locality Tax Routing 1 page.

Batch processes: The Confirm process.

Programs that access account details: DDP001, DDPO01CN, DDP002, DDP003, DDP0O03CN, DDP004,
DDP005, DDP006, FGPY 040, FGPY041, PAY003, PAY003CN, PAY040, PY DIRDEP, and TAX870EU.

Delivered Roles For Viewing Unmasked Data

Payroll for North America delivers two roles that allow the administrator(s) to view unmasked account
numbers for direct deposit, EFT child support garnishment payments, the Source Bank Accounts table,
and vendors, even though the numbers are masked for everyone else. These roles are:
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e Bank Account Admin

This role allows users to see the unmasked account numbers on all administrator pages that store
bank account numbers. Some examples include, but not limited to, the “Request Direct Deposit Page”
(PeopleSoft Payroll for North America), the “Deduction Distribution Information Page” (PeopleSoft
Payroll for North America) from the Garnishment Spec Data 6 page, and the Bank Accounts Page for
vendors.

This role also allows users to see the unmasked account numbers on the Source Bank Accounts Page
and (CAN and USA) Canada Bank Additional Data or US Bank Additional Data Pages.

e Source Bank Account Admin

This role allows users to see the unmasked account numbers on the Source Bank Accounts Page and
(CAN and USA) Canada Bank Additional Data or US Bank Additional Data Pages.

See Also Grant Unmasked Access Page.

Direct Deposit Installation Options and Data Masking

The installation options for direct deposit determine the masking of bank account numbers on direct
deposit pages.

This example illustrates the Direct Deposit section of the Payroll for NA Installation page.

Direct Deposit

Mask Direct Deposit Account Numbers

Employee Direct Deposit Pages
Administrator Direct Deposit Pages

Wage Statements

Wage Statements

When the Enable Encryption option is enabled on the HCM Options Page of the Installation Table, the
Wage Statements option becomes selected and not editable by default. All account numbers on the wage
statements, for both HTML (online pages) and PDFs will display as masked after the encryption is run.

Employee and Administrator Direct Deposit Pages

The masking of account numbers on the employee and administrator direct deposit pages is controlled
by the Employee Direct Deposit Pages and Administrator Direct Deposit Pages options on the HCM
Options page.

After encryption is run for the DIR DEP DISTRIB record, all account numbers will display as masked
on the “Direct Deposit Page” (PeopleSoft ePay) and “Request Direct Deposit Page” (PeopleSoft
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Payroll for North America) if the options are selected. An exception to this is when the user is assigned
the Bank Account Admin role, and this role is defined on the Grant Unmasked Access Page for the

DIR _DEP_DISTRIB record. With this role, the user can view unmasked account numbers on the Request
Direct Deposit page.

If these installation options are deselected, the account numbers on the same pages will not be masked.

Note: When DIR_DEP DISTRIB is encrypted, the account numbers in the database are still masked
even if the installation options for the direct deposit pages are deselected when DIR_DEP_DISTRIB is
encrypted.

Audit Records

Each time an employee enters direct deposit data in Employee Self Service, audit records are added to the
Direct Deposit Audit Record (PY_IC DD AUDIT).

(USF) In addition, audit records are added to the General Deduction Audit Record
(PY_IC DED_AUDIT) when federal employees enter general deduction data in Employee Self Service.

The account numbers in the audit records can be masked by running the Mask Direct Deposit Audit Red
(PY_MSKDDAUDT) process after DIR_DEP_DISTRIB and GENL_DEDUCTION are encrypted. By
running the process, all account numbers in both records will be masked.

To access the Process Request Dialog run control page, navigate to: PeopleTools > Process
Scheduler > Schedule Process Requests > Process Request Dialog. Click Run. Then, select the Mask
Direct Deposit Audit Red row in the Process List section, and click OK.

This example displays the Mask Direct Deposit Audit Rcd process on the Process Schedule Request page,
which is used to mask direct deposit account numbers in the audit record.

Process Scheduler Request X

%] Mask Direct Deposit Audit Rcd PY_MSKDDAUDT Application Engine Web N TXT v Distribution

The Mask Direct Deposit Audit only needs to be run once. Subsequent updates for employee direct
deposit transactions entered through Employee Self Service and general deduction transactions
entered through Employee Self Service Voluntary Deduction will automatically be masked since the
DIR_DEP DISTRIB and GENL DEDUCTION records have already been encrypted.

Important! Once the direct deposit account numbers have been masked in the PY IC DD AUDIT
and PY _IC DED AUDIT records, the direct deposit account numbers in the audit records cannot be
unmasked.

Direct Deposit Advices and Paychecks

Masked account numbers are displayed on advices and paychecks with partial direct deposit account
number details when DIR_DEP_DISTRIB is encrypted.

* Direct Deposit Register (DDP002)
* Advice Print — US (DDP003)

e Advice Print — Canada (DDP003CN)
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e Pay Check Print — US (PAY003)

» Pay Check Print — Canada (PAY003CN)

Direct Deposit Reports
Masked account numbers are displayed on these reports when DIR._ DEP_DISTRIB is encrypted:
e Payroll Advice Register (DDP004)
» Direct Deposit Prenotification report (DDP00S5)
* Direct Deposit Prenote Memo (DDP006)

Unmasked account numbers are displayed on the reports when DIR_ DEP DISTRIB is not encrypted.

Electronic Files
Account numbers are always unmasked on these files, even when corresponding records are encrypted:
* Direct Deposit files (DDP001 & DDPO01CN)
*  Child Support — EFT file (PAY040)
*  Qtrly Wage - Eugene report (TAX870EU)

* Treasury Interface Bulk File (FGPY041)

Vendor Listing Report

The bank account numbers that appear on the Vendor Listing report are masked when encryption is run on
the VNDR_BANK ACCT source record.

See Also “Maintaining Vendor Information” (PeopleSoft Payroll for North America)

Vendor Sync
When using VENDOR_SYNC, the bank account numbers will not be masked in the inbound or outbound
messages, even if encryption is run on the VNDR BANK ACCT source record.

Check Reconciliation Reports

The bank account numbers that appear on these Check Reconciliation reports, Error Listing (PAY015A)
and Checks Reconciled From Unprocessed Manual (PAY015B), are masked when encryption is run on
the SRC_ BANK and PY BNKACCT_ XREF source records.

See “Check Reconciliation Page” (PeopleSoft Payroll for North America).
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Check Reconciliation Bank Account Cross Reference Encryption Status

The system includes a data conversion process (AE program DC33195853) that automatically sets the
encryption status for the PY BNKACCT XREF source record to None or Encrypted, depending on
whether data exists in the PAY CHECK DUE table or not.

Scenario 1: No Data in PAY_CHECK_DUE

If there isn’t any data in the PAY CHECK DUE table at the time the Data Conversion process is run, the
process will always set the encryption status of the PY BNKACCT XREF source record to None on the
Define Source Records Page.

Then during the first run of the Check Reconciliation process (PAY015A.SQR), it adds data in the
PY BNKACCT _ XREEF source record and updates the encryption status with the same value as the
SRC_BANK source record.

If the encryption status of the PY BNKACCT XREF source record is not what you expected after the
first run of the Check Reconciliation process, you can navigate to the Manage Encryption and Masking
Page, select Encrypt (or Decrypt) in the Action field for the PY BNKACCT XREF source record to run
the encryption process.

Scenario 2: Data Exists in PAY_CHECK_DUE

If data exists in the PAY CHECK DUE table at the time the Data Conversion process is run, the process
creates a new PY _PAYCHECK DUE table and generates data in the PY BNKACCT_XREF source
record. The process will automatically default the encryption status for PY BNKACCT XFER based on
status of SRC_BANK. For example, if SRC_BANK displays Encrypted, PY BNKACCT_ XFER will
also display Encrypted.

If the PY BNKACCT XFER source record is decrypted (or encrypted again) in the future, the status is
set based on the action defined for its row on the Manage Encryption and Masking Page.

(USF) Treasury Interface Extract Process

The system includes two error messages to ensure that the required source records are encrypted when
running the Treasury Interface Extract process (FGPY040.SQR).

This example illustrates the error message that appears online when the “Treasury Interface Extract
Page” (PeopleSoft Payroll for North America) is saved in any of these scenarios: 1) DIR. DEP DISTRIB
is encrypted and GVT _PAM_SAL DTL is decrypted, or 2) GVT _PAM_SAL DTL is encrypted and
DIR _DEP DISTRIB is decrypted.

Data Encryption Qut-of-Sync condition had been identified. (1640,601)

Direct Deposit Distribution Detail and PAM Salary Detail records must be encrypted before the Treasury Interface Extract process can be run. To resolve
the out-of-sync issue, run encryption on the source record that is not encrypted.

oK
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This example illustrates the error message that appears online when the “Treasury Interface Extract
Page” (PeopleSoft Payroll for North America) is saved and one or more of the bank account numbers
is not encrypted on these records: GENL DEDUCTION, GVT DED_ DIST, GVT _GARN_SPEC,
GVT_GARN_SPEC, GVT_PAM_VEN SUM, and GVT_TAX ROUTING.

Data Encryption Out-of-Sync condition had been identified. (1640,602)

The Bank Account number must be encrypted on the following records: Federal specific deduction and associated routing information record, State Tax
Routing Information record, Employee Garnishment Specification record, Employee General Deduction Detail record and PAM Vendor Summary File
record. To resolve the out-of-sync issue, run encryption on the source record(s) that is not encrypted

o]

If the Treasury Interface Extract run control page was saved in the database before encryption was run,
the Out-of-Sync messages will not appear online when the page is saved. Instead, the Out-of-Sync
messages will be added to the FGPY040 log file.

To ensure that the Treasury Interface Extract process runs successfully, you must first encrypt these
source records:

« DIR DEP DISTRIB
«  GENL_DEDUCTION

- GVT_DED DIST

« GVT_GARN_SPEC

« GVT_PAM SAL DTL
- GVT_PAM_VEN SUM

« GVT_TAX ROUTING

Decrypting Account Numbers
If the need arises, account numbers can be decrypted on the Manage Encryption and Masking Page.

Specify Decrypt as the action for the source record you want to decrypt. The available values are
controlled based on the Action value for the source record. Here are the examples for Payroll for North
America:

* DIR DEP DISTRIB options:

For the Decrypt action, the Process Record Mask value can be Do not Unmask or Unmask.
*  GARN_SPEC and SRC_BANK option:

For the Decrypt action, the Process Record Mask value is None (default and display only).

Suppose that the DIR._ DEP_DISTRIB source record is decrypted, after the process completes, the run
control status is Decrypted and the action is None (default).
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Note: When you run the decryption process on a source record, the process decrypts the encrypted data
for all entries in that source record, even though the data selection for the encryption of the source record
was country-specific.

Related Links

Understanding the Encryption Framework

Setting Up the Encryption Framework

Understanding Data Encryption for Payroll Interface

This topic provides additional information about the implementation of the bank account number
encryption that is specific to Payroll Interface.

Note: This topic applies to Payroll Interface customers who are subject to the Nacha requirements and are
maintaining bank account information in the system in order to export that information to a third-party
payroll system.

The content is grouped into these sections:

Note: The HCM Encryption Framework is a shared data encryption tool that is used in products such

as Payroll for North America and Payroll Interface. This list contains links to sections with common
encryption information that is applicable to both products, as well as links to the sections that are specific
to Payroll Interface only.

¢ Encryption Source Records

e Things to Consider Before Running Encryption

» Delivered Role For Viewing Unmasked Data

¢ Map Batch Process

* Direct Deposit Installation Options and Data Masking
e Audit Records

¢ Electronic Files

¢ Special Considerations After Applying the Payroll Interface Uptake

e Decrypting Account Numbers

Video: Image Highlights, PeopleSoft HCM Update Image 40: HCM Encryption Product Uptakes

Encryption Source Records

To comply with Nacha’s data security requirements, Payroll Interface uses the Encryption Framework to
encrypt and mask bank account numbers stored in the database for direct deposits.
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When the DIR. DEP_DISTRIB source record is encrypted, bank account numbers are masked in the
database and on these pages:

* (USA and CAN) “Request Direct Deposit Page” (PeopleSoft Payroll for North America)
(administrator page).

*  “Direct Deposit Page” (PeopleSoft ePay) (employee self-service page).

Note: Users can still view unmasked bank account numbers on these pages after the encryption based on
their user role and the installation options for Direct Deposit pages. For more information, see Delivered

Role For Viewing Unmasked Data and Direct Deposit Installation Options and Data Masking.

Refer to Encryption Source Records for a list of source records that are delivered for bank account
number encryption using the HCM Encryption Framework.

Things to Consider Before Running Encryption

The encryption (or decryption) process for the bank account numbers should only be run when users are
not allowed to access or update the bank account numbers in the database.

In most cases, the encryption process needs to be run only once unless there is compelling reason to do

so again later (for example, changing to a new encryption profile). While it is not practical to prevent
users from accessing the system during the encryption run, there are certain pages, and processes from
which users must be locked out in order to prevent inconsistent or unpredictable outcomes. The pages and
processes are:

» Employee Self-Service Direct Deposit page.
*  Administer Request Direct Deposit page.

*  Export processes.

Delivered Role For Viewing Unmasked Data

Payroll Interface uses the Bank Account Admin role to allow the administrator(s) to view unmasked
account numbers for direct deposits on the Request Direct Deposit (administrator page).

See Also Grant Unmasked Access Page.

Map Batch Process

The Batch Process mapping is used to identify application batch processes that are required to include
the actual account numbers. Without this configuration, application batch processes will always output
masked account numbers.

Payroll Interface has one process, PI_ INRUN, defined for on the Map Batch Processes Page of the
encryption setup.

Electronic Files

Account numbers are always unmasked on the export files even when DIR_ DEP_DISTRIB is encrypted.
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Special Considerations After Applying the Payroll Interface Uptake

206

If you are using the delivered record view DIR. DEP VW as the source of your bank account
information, this uptake will handle this without additional changes. This record view is modified by this
uptake and will only return rows when the Export process is running.

Note: The modified record view DIR_DEP_VW will retrieve data only when the Export process is
running. If you want to query Direct Deposit data even though the account number is encrypted, use
the new delivered view DIR._ DEP_ MASK VW. This definition is a clone of the previous version of
DIR DEP VW.

If you encrypted DIR_DEP_DISTRIB, and you find that there are masked account numbers in your
export files, you might be using a record definition other than DIR_DEP_VW as the source of your bank
account information.

This is an example of an Interface Definition record that uses DIR._ DEP_DISTRIB as the PS record on
the Interface Definition Record page.

Interface Definition File Interface Definition Record Interface Definition Fields
File ID \E| | Tof2 v \I\ \I\ | View All
FileID CsvDD1 DIR_DEP_DISTRIB Effective Date  10/01/2021 ‘E‘ ‘E‘
Record Definition |§‘ I | View All
Rec Seq Nbr 10 Record ID | MAVWY *Record Type Data ~ ‘E‘ ‘E‘

Description DIR_DEP_DISTRIB

PS Record DIR_DEP_DISTRIE Q Base Rec

*Occur Ind | Single Rec to Single Defn Rec v

InstancelD Q Record Terminated Value

Process ID Q Record Terminated Length

Description &l
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This is an example showing that the ACCOUNT NUM field from DIR_DEP DISTRIB is used as an
Interface Definition field on the Interface Definition Fields page.
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Interface Definition File Interface Definition Record [ Interface Definition Fields ‘
File ID Q| 1of2 v | b | D
FileID CSVDD1 DIR_DEP_DISTRIB Effective Date  10/01/2021 =
Definition Q 10f 1 | View All
Rec SeqNbr 10 Record D MAVW DIR_DEP_DISTRIB + |-
PS Record DIR_DEP_DISTRIB
Fields
5/[q | View Al
Field - R Start Field " Convert Reverse -,
Sequence Redefine Field ID Description Position Length Field1 Name &0 Sign Key Field Group ID
10 (u} J001 Q  Employee ID 1 " NotaKey v Q + -
DIRDEP
20 0 VACCTN Q  ACCOUNT 12 17 ACCOUNT_NUM NotaKey v Q +| |-
NUMBER

To identify the ACCOUNT NUM field in your Payroll Interface environment, you can run the Interface
PS Record-Field Table report.

Navigation: Set Up HCM > Product Related > Payroll Interface > Interface Definition
Reports > PS Record-Field Listing

This example displays the Interface PS Record-Field Table report, which shows that the
ACCOUNT _NUM field is available from the DIR_DEP DISTRIB record.

PeopleSoft

Report ID: PI703 INTERFACE PS RECORD-FIELD TABLE

Page No. 1
Run Date 09/20/2021
Run Time 15:11:43

Syst ID Record Name Field Name

Proc type Key Field Effdt Ind Effseq Ind Order by  Collate
csy | DIR_DEP_DISTRIB E ACCOUNT _NUM
E EMPLID Y

If it is determined that the ACCOUNT_NUM field is drawn from a different record other than
DIR_DEP_VW, you may have to create a new record view (or modify if using an existing record view)
and JOIN the underlying tables to DIR_ DEP VW from where the bank account number will be drawn.
You will need to configure this new record in your environment using these pages:

Set Up HCM > Product Related > Payroll Interface > Interface Control > PS Tables
Set Up HCM > Product Related > Payroll Interface > Interface Control > Field Definition Table

Set Up HCM > Product Related > Payroll Interface > Interface Controls > Definition Table

Important! If you create a new record view to retrieve bank account numbers, remember that the Build

Sequence No (shown in Application Designer) of the new record view must be higher than that of
DIR_DEP_VW.

After you have completed the review of your Payroll Interface definitions and made the corresponding

changes, it is recommended to create a new baseline to serve as the new starting point to your next Export
run.

Important! Do not run any Payroll Interface processes while you are making changes to your setup or
creating the new baseline.
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To create a new baseline, you need to remove the data from Payroll Interface tables. To do so, run the
following SQL statements in your database.

Note: Back up the data for your Payroll Interface tables before running these SQL statements.

DELETE PS_PI EMPLID TBL;

DELETE PS_ AERUNCONTROL WHERE AE_APPLID = 'PI_INRUN;
DELETE PS_PI_EXTIO;

DELETE PS_PI PARTIC_EXTBL;

DELETE PS_PI PARTIC_EXPT;

DELETE PS_PI_PARTIC;

DELETE PS_PI MESSAGE;

DELETE PS_PI RUN TBL;

DELETE PS_PI RUN PYGRP;

DELETE PS_PI RUNCTL;

Once you have backed up and removed the data from the Payroll Interface tables, review the
configuration of your Payroll Interface system ID.

Navigation: Set Up HCM > Product Related > Payroll Interface > Interface Control > System
Table

This example shows the three Convert field values on the Interface System Table 1 page.

| Interface System Table 1 | | Interface System Table 2 ‘

System ID CSV

Definition \H| ! 10f1 | View Al
“Effective Date | 01/01/1980 [i#]| “Status | Active - shortDesc [csv | |E‘ ‘E|
“Description ‘CSVSamp\eLayuut ‘ Version ‘3,(} |

*System Code | ADP Interface “|
|

*Export ‘ Field Changes Cnly ~ *Effect Date Transaction Ind ‘ Current v‘

“Convert i Using Interface Employee Table *Process Filter ‘ No Filtering \,‘

*Employee Field ID Using Interface Employee Table

Using National ID
Export Dest | Using Peoplesoft Employee ID

Oconvert Case

“Character Set ‘ASCH Q | Delimiter File Types

Data Delimiter Minclude Header

I Remove Trailing Spaces
M Null Blank Character Flds
M End Last Field with Delimiter & Null Zero Numeric Flds

*File Type ‘ Comma Separated (CSV) v‘

Literal String Character "' |
Logical File Type
External Field ID Indicator
Field ID Length (in bytes)

If the Convert field is Using Interface Employee Table, populate the PI EMPLID TBL table before
running the Export process.
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If the Convert field is Using National ID or Using Peoplesoft Employee ID, the Export process will

populate the PI EMPLID TBL table automatically.

Once you have your data removed from the tables and reviewed your System Table configuration, you

can perform a full Export to create the new baseline.

Navigation: Payroll Interface > Payroll Data Exchanges > Import/Export Payroll Data

This example displays the Import/Export Payroll Data page, which shows the export parameters to

perform a full export to create the new baseline.

Import/Export Payroll Data

Run Control ID 1

Run Parameters

*Pay Run ID | KU7-00-01 Q  Ku7-00-01

*Pl Run Option ‘ New v|

Check Peint Interval ‘ |

Export Options

Report Manager

*Pl Run Number 1

*Select Type | All Employees in Group

v ‘

“Expert Change or Full | Full Set of Records

Y ‘

Reprocess

Compare Export

Process Monitor

Run Type | Export ~

[JRun Select and Compare Only

[JExclude Calculated Deductions

1 Active Employees

Related Links

Understanding the Encryption Framework

Setting Up the Encryption Framework

Setting Up the Encryption Framework

This topic discusses how to set up the Encryption Framework.

Pages Used to Set Up the Encryption Framework

Page Name

Definition Name

Usage

Define Country for Encryption Page

HSC_ENCCTRY

Add countries that need to encrypt and
mask sensitive data.

Define Source Records Page

HSC CRYPTRUN

Define encryption criteria.
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Page Name

Definition Name

Usage

Field Mapping Page

HSC FLDSEL SEC

View or change the field mapping of the
data to be encrypted.

Grant Unmasked Access Page

HSC _ROLESEL_SEC

Specity roles for users to view unmasked
data after data is encrypted.

Define Process Records Page

HSC_MASKREC

Define process records for batch
processes that display unmasked data.

Manage Encryption and Masking Page

HSC_CRYPT RCTL

Run the encryption process for specified
source records.

Encryption Details Page

HSC_COUNTRY_SEC

View the list of countries whose data set
from the source record is encrypted.

Map Batch Processes Page

HSC_PRCSSTG_MAP

Identify application batch processes that
display unmasked data in output files.

Process Records Page

HSC_PRCSMSK_SEC

View the process record setup for the
application batch process.

Maintain Process Page

HSC_PRCSCLEANUP RC

Clean up residual data from the staging
tables of the encryption process.

Encryption Administration Navigation Collection for Framework Setup

Use the Encryption Administration component to access the pages that are used to configure the
Encryption Framework. Pages appear in the navigation collection for easy access.

Administrators must have the Encryption Configuration Admin role to access this setup component.

This example illustrates the Encryption Administration component, which lists pages that used to set up
the Encryption Framework in HCM.

£ Manager Self Service

Encryption Administration

& Define Country for Encryption

.2 Define Source Records
Countries

(¥ Define Process Records |§| |E‘
(3] Manage Encryption and Masking Country
@ Map Batch Processes CAN

© Maintain Process USA

Save

Define Country for Encryption

Description

Q  Canada

Q  United States

1-20f2

Help | Personalize Page

View All

[+]/[-]

[+] (=]
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Note: In this topic, Payroll for North America is used as an example to demonstrate the setup of the
Encryption Framework.

Video: Image Highlights, PeopleSoft HCM Update Image 39: HCM Encryption Configuration

Encryption Framework Setup Steps

Here are the high-level steps for setting up the Encryption Framework:

1.

5.

Set up the administrator(s) with the new Encryption Configuration Admin role. This role allows the
administrators to access the Encryption Administration component and configure the framework.

Additionally, if you want the administrator(s) to be able to view unmasked data after encryption is
run, create a role and assign it to the administrator(s). Add this role to the Grant Unmasked Access
Page of the source records that store the data to be encrypted. Both Global Payroll for United States
and Payroll for North America deliver user roles for this purpose.

Select the Enable Encryption check box on the HCM Options Page of the Installation Table.

Create Encryption and Decryption profile IDs to use in the framework. You may use existing profile
IDs you have already created provided they are not based on 3DES algorithm, or create new profile
IDs. Do not use any of the profiles provided as sample data.

The 3DES encryption algorithm is now considered obsolete and is maintained for backward
compatibility only. It is recommended that you create a new set of Encryption and Decryption profiles
not based on 3DES and instead use another similar, but stronger algorithm (e.g., AES).

For more information on Profiles, see the Defining Encryption Profiles topic in PeopleTools: Security
Administration, “Securing Data with PeopleSoft Encryption Technology”.

For more information on Encryption Algorithms, see the Privacy Through Encryption section of the
Understanding Data Security topic in PeopleTools: Security Administration, "Securing Data with
PeopleSoft Encryption Technology".

Review and update the Encryption Administration pages to set up the framework as needed.

e Define Country for Encryption Page

¢ Define Source Records Page

¢ Define Process Records Page

e Map Batch Processes Page

Run the Encryption process on the Manage Encryption and Masking Page.

Refer to these topics for additional information about the data encryption implementation that is specific
to applications:

Understanding Data Encryption for Global Payroll for United States

Understanding Data Encryption for Payroll for North America
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Define Country for Encryption Page

Use the Define Country for Encryption page (HSC_ENCCTRY) to add countries that need to encrypt and
mask sensitive data.

Navigation:

Set Up HCM > Common Definitions > Encryption Configuration > Encryption
Administration > Define Country for Encryption

This example illustrates the fields and controls on the Define Country for Encryption page.

Define Country for Encryption
Countries
‘ =+ H Q ‘ 12 of 2 View Al
Country Description
CAN Q  Canada |+ =]
USA Q  United States | + | ‘ - ‘
Field or Control Description
Country Add one or more countries that use the Encryption Framework
to encrypt and mask data. This page is delivered without any
values.

In the Payroll for North America example, data (bank account
numbers) will be encrypted for USA (which is required to
satisfy Nacha requirements) and Canada to illustrate that the
new functionality is also available to other countries.

Related Links
Special Considerations When Encrypting Data for an Additional Country

Define Source Records Page
Use the Define Source Records page (HSC CRYPTRUN) to define encryption criteria.
Navigation:

Set Up HCM > Common Definitions > Encryption Configuration > Encryption
Administration > Define Source Records
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This example illustrates the fields and controls on the Define Source Records page before the encryption
process is run. Fields in the Encryption Criteria section are read-only.

Define Source Records
Encryption Profile Details

Encryption Profile ID ‘ Q ‘ Profile Status  Pending

Decryption Profile ID ‘ Q ‘ l Validate Profiles
Encryption Criteria
‘E‘ ‘E‘ 1-150f 15 | View 4
Source Record Data Selection Criteria Country Field Status
DIR_DEP_DISTRIB Country COUNTRY_CD None Edit Fields Grant Unmasked Access ‘E‘ ‘E‘
GARN_SPEC All Data None Edit Fields Grant Unmasked Access ‘E‘ ‘ - ‘
GENL_DEDUCTION All Data None Edit Fields Grant Unmasked Access ‘E‘ ‘E‘
GP_RCP_PYE_DTL Country GOUNTRY_CD None Edit Fields il s ‘E‘ ‘E‘
GVT_DED_DIST All Data None Edit Fields Grant Unmasked Access ‘E‘ ‘E‘
GVT_GARN_PAYEE All Data None Edit Fields Grant Unmasked Access ‘T‘ ‘?‘
GVT_GARN_SPEC All Data None Edit Fields Grant Unmasked Access ‘:‘ ‘f‘
GVT_PAM_SAL DTL All Data None: Edit Fields Grant Unmasked Access ‘E‘ ‘ - ‘
GVT_PAM_VEN_SUM All Data None Edit Fields il s ‘E‘ ‘E‘

This example illustrates the fields and controls on the Define Source Records page after the encryption
process is run, in which the fields in the Encryption Criteria section become editable.

Define Source Records

Encryption Profile Details

Encryption Profile ID PY_AES256 BANKACC_ENC Profile Status  Valid

Decryption Profile ID  PY_AES256 BANKACC_DEC Validate Profiles

Encryption Criteria

‘E?HQ‘ 1-150f 15 | View4
Source Record Data Selection Criteria Country Field Status=~

‘SRCJBANK Q ‘ ‘ Country v‘ ‘COUNTR\QCD Q | Encrypted [ Edit Fields l [ Grant Unmasked Access l ‘ + ‘ | - ‘
‘D\RﬁDEPiDISTRIB Q ‘ ‘ Country v‘ ‘COUNTR‘QCD Q | Encrypted [ Edit Fields ] [ Grant Unmasked Access ] ‘ + ‘ | - ‘
‘GARN,EPEC Q ‘ ‘ All Data "‘ Encrypted i Edit Fields l [ Grant Unmasked Access l ‘ + ‘ | - ‘
|GVT_DED_DIST Q|  AlDaa “| None [ Edit Fields ] [ Grart Unmasked Access ] ‘ + ‘ | - ‘
|GENL_DEDUCTION Q| | AlData “| None [ Edit Fields l [ Grant Unmasked Access l ‘ + ‘ | - ‘
‘GPiRCPiPYEiDTL Q ‘ ‘ Country v‘ ‘COUNTRU)D Q | None [ Edit Fields l [ Grant Unmasked Access l ‘ + ‘ | - ‘

This screenshot shows the system-delivered data for Payroll for North America, which includes the
DIR_DEP_DISTRIB (direct deposits), GARN_SPEC (garnishment), and SRC_BANK (source bank)
source records. To comply with Nacha requirements, do not change the delivered data.
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Encryption Profile Details

Field or Control Description

Encryption Profile ID, Decryption Profile ID, and Validate | Specify a profile that will be used by the framework to
encrypt and decrypt data (bank account numbers in this
example) respectively. You may use existing profile IDs you
have already created provided they are not based on 3DES
algorithm, or create new profile IDs.

Important! The IDs in this screenshot are for illustration
purposes only. Use your own set of profile IDs; do not use any
of the profiles provided as sample data.

Click the Validate button to verify the profiles specified. The
system updates the profile status to Valid after the profiles are
validated successfully.

For more information about encryption profiles, see
PeopleTools: Security Administration, “Securing Data with
PeopleSoft Encryption Technology”, Defining Encryption

Details.
Encryption Criteria
Field or Control Description
Source Record Specify the “source-of-truth” record(s) that store and maintain

the data to be encrypted and masked.

For Payroll for North America, the source records for storing
the data are DIR_DEP_DISTRIB, GARN_SPEC, and SRC __
BANK.

Note: The framework allows customers to add new source
records with a corresponding source record field to store the
encrypted data. Since the field name can be determined by the
user, there is no validation to ensure the selections are correct

when using the prompts.

Data Selection Criteria Select the scope of data encryption. Values are:
All Data: Selects all data in the record for encryption.

Country: Selects data that belongs to the countries specified on
the Define Country for Encryption Page for encryption.
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Field or Control Description

Country Field Enter the field in the source record that is used to identify the
country to which a row of data belongs. This field becomes
available for selection if the data selection criteria is set to
Country. The lookup prompt shows the fields of the source
record.

For Payroll for North America, the framework uses the
COUNTRY_CD field in DIR_DEP_DISTRIB and SRC
BANK records to identify country-specific data rows that are
subject to encryption. Data (account numbers) that belongs to
the countries (specified on the Define Country for Encryption
page) from the corresponding source record will be encrypted.

Status Displays the current encryption status of the source record.
Values are:

None (no action has been performed on the data in the source
record — delivered value).

Encrypted (data in the source record is encrypted).

Decrypted (data in the source record is decrypted).

Edit Fields Select to change the field mapping of the data to be encrypted

on the Field Mapping Page, if needed. This page is editable
when the source record is in the Decrypted status.

Grant Unmasked Access Select to specify roles for users who can view unmasked data
on the Grant Unmasked Access Page.

Field Mapping Page

Use the Field Mapping page (HSC_FLDSEL SEC) to view or change the field mapping of the data to be
encrypted.

Navigation:

Click the Edit Fields button on the Define Source Records page.
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This example illustrates the fields and controls on the Field Mapping Page, which is displayed in read-

only mode when the source record is encrypted.

Field Mapping x
Help

Source Record DIR_DEP_DISTRIB Status Encrypted

Record data is encrypted. Changes to field list are allowed only on decrypted data.

Fields
Field Name Encrypt Data Field
ACCOUNT_NUM PY_BANKACCCRYPT

This screenshot shows the Payroll for North America setup example, where the ACCOUNT NUM field

stores the sensitive data (bank account numbers) in the DIR_ DEP_DISTRIB source record, and the

PY BANKACCCRYPT field, a new field added to the same source record to store the encrypted data of

the account numbers after the encryption process is run.

This page becomes editable when the source record is decrypted.

Grant Unmasked Access Page

216

Use the Grant Unmasked Access page (HSC ROLESEL SEC) to specify roles for users to view
unmasked data after data is encrypted.

Navigation:
Select the Grant Unmasked Access button on the Define Source Records page.

This example illustrates the fields and controls on the Grant Unmasked Access page.

Grant Unmasked Access x
Help
Source Record DIR_DEP_DISTRIB Status  Encrypted
User Roles
‘Role Name
1 -
a i+ -
OK Cancel
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Field or Control

Description

Role Name

Specify the role(s) that allow users (for example,
administrators) to view the unmasked data when the data is
masked for the rest of the users. If no one should be able to
view masked data in its original form, do not enter any roles in
this field.

Both Global Payroll for United States, Payroll for North
America, and Payroll Interface deliver user roles to grant
users access to unmasked data. For more information about
these roles, see the Delivered Roles For Viewing Unmasked
Data (Global Payroll for United States), Delivered Roles
For Viewing Unmasked Data (Payroll for North America),

and Delivered Role For Viewing Unmasked Data (Payroll
Interface) topics.

For example, an employee added a direct deposit account in
Self Service and the number is 12345678. Encryption is run
for the DIR_DEP_DISTRIB source record, and the account
number is masked and displayed as XXXX5678 on the direct
deposit pages. However, when the Bank Account Admin role
is specified in the Roles Name field, an administrator with this
role will see the unmasked account number of 12345678 on
the online pages even though the account number is encrypted
and masked in the database.

Define Process Records Page

Use the Define Process Records page (HSC _MASKREC) to define process records for batch processes

that display unmasked data.

Navigation:

Copyright

Set Up HCM > Common Definitions > Encryption Configuration > Encryption
Administration > Define Process Records

This example illustrates the fields and controls on the Define Process Records page.

Define Process Records

Source Record DIR_DEP_DISTRIB Delete Mapping

Process Record PAY DISTRIBUTN Q

“Process Stage Record PAY_DISTRIB_STG Q

Data Selection | PeopleSoft Query W
Data Set Query PY_PAY_DISTRIB Q Query Manager
Fields @
Process Record Field Source Record Field
ACCOUNT_NUM Q ACCOUNT_NUM Q |E‘ ‘ - |
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This screenshot shows the system-delivered data for Payroll for North America, which is the
DIR_DEP_DISTRIB source record. To comply with Nacha requirements, do not change the delivered-
system data for the Process Record and Process Stage Record fields.

Some applications have batch processes that display the sensitive data in its actual, unmasked form in
the output files. For example, the account numbers that appear in direct deposit transmit files created

by the DDP001 process need to be unmasked. For the unmasked data to display in its outputs after the
encryption is run, the batch process (DDP001) copies the required data from the process record (defined
on this page) to perform data unmasking in the stage record. The stage record structure must match the
process record + one additional key field PROCESS INSTANCE as the first key field.

Use this page to define an association between a process record (where the masked data is stored) and a
source record (from where the application batch process retrieves the encrypted data to unmask the data
coming from the process record).

Note: The framework allows the customers to define a process record with a corresponding process stage
record to decrypt data. Since the field name can be determined by the user, there is no validation to ensure
the selections are correct when using the Process Record Field and Process Stage Record field prompts.

Field or Control Description

Process Record Specify the record that contains the sensitive data that needs to
be unmasked.

The sensitive data is masked in the process record after the
encryption process is run.

Process Stage Record Specify the temporary record that will be used by the
application batch process to unmask data, using the required
data copied from the process record.

The stage record structure must match the process record, plus
one additional key field PROCESS INSTANCE as the first
key field.

Data Selection Select the data selection option. Values are:

PeopleSoft Query: Use this option if it is not possible to define
a join between the source and process records. This usually
requires additional tables to be used to build the join to define
a 1:1 relationship for the data in the 2 records.

For Payroll for North America, PeopleSoft Query SELECT
should have all columns of the process record plus the account
number field(s) from the source record. No other columns
should be part of the SELECT.

Join Source Record: Use this option of the key structure if
source and process record can be mapped to define a 1:1
relationship for the data in the 2 records.
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Field or Control

Description

Data Set Query

This field is available if the Data Selection field is set to
PeopleSoft Query. Use the Query Manager link to identify
the PS Query to be used to define the data mapping between
the process and source records.

Note: PS Query will display the masked account numbers
stored in ACCOUNT_NUM once encryption is run. At this
time, we don’t deliver a process to display the unmasked
account numbers.

Note: The framework allows the customers to define the
query. Since the field name can be determined by the user,
there is no validation to ensure the selections are correct when
selecting the query name in the prompt.

Map Keys

This link is available if the Data Selection field is set to Join
Source Record. Click to open a modal page to map the key
fields between the process and the source record.

Fields

Field or Control

Description

Process Record Field and Source Record Field

Use Process Record Field to identify one or more fields

from the specified process record that should be masked, and
Source Process Field to specify their corresponding fields
from the specified source record to get the actual values during
the unmask process.

Manage Encryption and Masking Page

Use the Manage Encryption and Masking page (HSC_CRYPT RCTL) to run the encryption process for

specified source records.

Navigation:

Set Up HCM > Common Definitions > Encryption Configuration > Encryption
Administration > Manage Encryption and Masking
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This example illustrates the fields and controls on the Manage Encryption and Masking page.

Manage Encryption and Masking
Run Control ID 1 Report Manager Process Monitor Run

Encrypt and Decrypt Source Records @

|§| |E‘ 1100115 || b M | Viewal

Source Record Status=~ Action Process Record Mask

SRC_BANK Encrypted | None v‘ None

DIR_DEP_DISTRIB Encrypted | MNone V‘ None

GARN_SPEC Encrypted | None v‘ None

GVT_DED_DIST None | None v‘ None

GENL_DEDUCTION MNone | MNone V‘ None

GP_RCP_PYE_DTL None | None ~ ‘ None

GVT_PAM_SAL _DTL None | None v ‘ None

GVT_GARN_PAYEE None | MNone ~ ‘ None

GVT_GARN_SPEC MNone | None ~ ‘ None

PYE_BANKACCT None | None v‘ None

Field or Control Description

Run Click to run the encryption and masking process
(HCCRYPTAE) to encrypt (or decrypt) and mask (or unmask)
data for the source records using the specified parameters.
Encrypted data can only be viewed with a query; it’s not
available on any delivered online page.

Encrypt and Decrypt Source Records

Use this section to specify the parameters used to run the encryption process.

Field or Control Description

Source Record Displays the “source-of-truth” records that are defined on the

Define Source Records Page.
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Field or Control Description

Status Displays the current encryption status of the source record.
Values are:
Decrypted

Encrypted: Click the link to view the list of countries with
encrypted data from the source record on the Encryption

Details Page.

None

Action Select an action to be performed on the source record.
Available values are based on the current encryption status:

None: available to all statuses.
Decrypt: available when the status is Encrypted.

Encrypt: available when the status is None or Decrypted.

Process Record Mask Select a masking action to be performed on the process record.
Available values are:

Always Mask
Do Not Unmask

None (this is the only available mask action if the source
record is not associated with any process record)

Unmask

The availability of these mask values are controlled based on
the current action value for the source record.

For example, for Payroll for North America, the following
values are available for the DIR_DEP_DISTRIB source

record:

Always Mask: available when the action is Encrypt.
Do Not Unmask: available when the action is Decrypt.
None: available when the action is None.

Unmask: available when the action is Decrypt.

For the GARN_SPEC and SRC_BANK source records, the

only available mask action is None.
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Encryption Details Page
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Use the Encryption Details page (HSC_COUNTRY_SEC) to view the list of countries whose data set

from the source record is encrypted.
Navigation:
Select the Encrypted link on the Manage Encryption and Masking page.

This example illustrates the fields and controls on the Encryption Details page.

Encryption Details

Source Record DIR_DEP_DISTRIB Status  Encrypted

Source table is encrypted for the data set of the countries shown below.

Country List

‘E| |E‘ 1-2 of 2 View All
Country Description

CAN Canada

USA United States

Map Batch Processes Page

222

Use the Map Batch Processes page (HSC PRCSSTG MAP) to identify application batch processes that

display unmasked data in output files.
Navigation:

Set Up HCM > Common Definitions > Encryption Configuration > Encryption
Administration > Map Batch Processes
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This example illustrates the fields and controls on the Map Batch Processes page.

Map Batch Processes

Source and Stage Record Mapping @

‘E‘ ‘E‘ 1-14 of 14 | View Al
Process Name Process Type Description Source Record Staging Record

‘ DDPOO1 Q | SQR Report Create Direct Deposit Transmit |DIR7DEP7D\STR\B Q ‘ ‘ DD DISTRB STG ~ Q | Process Records ‘E| ‘E‘
|DDPODY Q | SQR Report Create Direct Deposit Transmit [sre_Bank Q ‘ |SRC_BANK_STG @ | Process Records ‘E| ‘E‘
‘ DDPO01CN Q | SQR Report Create Direct Deposit Transmit |DIR7DEP7D\STR\B Q ‘ ‘ DD DISTRIE STG  Q | Process Records ‘E| ‘E‘
|DDROOICN a | SQR Report Create Direct Deposit Transmit [sre_sank Q ‘ [SRG_BANK_STG ~ Q | Process Records ‘E| ‘E‘
|FGPY041 Q| SQRRepot Treasury Interface Bulk File [GVT_PAM_SAL DTL Q| |GVT_PAM_SAL STG Q| Frocess Records ‘E| ‘E‘
‘FGP\’OM Q | SQR Report Treasury Interface Bulk File |G\/TjAM7VEN78UM Q ‘ ‘GvTiPAM?\/ENisTG Q | Process Records ‘E| ‘E‘
P00 Q | SQR Report Pay Check Print - US [sre_Bank Q ‘ |SRC_BANK_STG @ | Process Records ‘E| ‘E‘
| PAYD0ICN Q| SQRReport Pay Cheque Print - Canada [sRe_pank Q| [SRC_BANKSTG Q| FrocessRecords ‘E| ‘E‘
[PAY040 Q | SQR Report Child Support- EFT |BarN_sPEC Q ‘ |GARN_SPEC_STG  Q, | Process Records ‘E| ‘E‘
|PAYD4D Q | SQR Report Child Support- EFT [sre_Bank Q ‘ |SRC_BANK_STG @ | Process Records ‘E| ‘E‘

This batch process mapping is used to identify application batch processes that are required to output the
actual data. Without this configuration, application batch processes will always show masked data in the
output.

This screenshot shows the system-delivered data for Payroll for North America. To comply with Nacha
requirements, do not change the delivered data.

This setup step is not required for Global Payroll for United States.

Field or Control Description

Process Name Specify an application batch process that is required to include
the actual data in its output.

Source Record Specify the source-of-truth record to retrieve the encrypted
data.
Staging Record Specify the source staging record, which is a clone of source

record with PROCESS INSTANCE as the additional key
field. During the batch process run-time, the framework
process will copy the required data from source record over to
the stage record for decryption.

Process Records Click the link to view the process record setup (available on
the Define Process Records Page) for the application batch
process.

Process Records Page

Use the Process Records page (HSC PRCSMSK SEC) to view the process record setup for the
application batch process.
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Navigation:
Select the Process Records link on the Map Batch Processes page.

This example illustrates the fields and controls on the Process Records page.

Chapter 6

Process Records

Process Name DDPOO1
Scurce Record DIR_DEP_DISTRIB

Process Records Details

&) EY
Process Name Source Record Process Record
DDPO0O1 DIR_DEP_DISTRIB PAY_DISTRIBUTN

Help
1-1 of 1 View All
Process Stage Record Action
PAY_DISTRIB_STG Unmask

The source record, process record, and process stage record setup is defined on the Define Process

Records Page.

Field or Control

Description

Process Stage Record

The process stage record is a clone of the process record plus
PROCESS INSTANCE as the additional key field. During
the application batch process run-time, the framework process
will copy the required data from the process record over to the
process stage record. After copying the data, the framework
process unmasks the data in the process stage record using

the decrypted data in the source stage record. The application
batch process can then retrieve the actual data (bank numbers
in Payroll for North America).

Action

Displays the Unmask value, which means that the data in the
process stage record will be unmasked during the application
process run-time.

Maintain Process Page

Use the Maintain Process page (HSC PRCSCLEANUP_RC) to clean up residual data from the staging

tables of the encryption process.

Navigation:

Set Up HCM > Common Definitions > Encryption Configuration > Encryption

Administration > Maintain Process
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This example illustrates the fields and controls on the Maintain Process page.

Maintain Process
Run Control ID 1 Report Manager Process Monitor Run
Parameters ()
Initialized [J masked [J unmasked [J Completed [ Delete ANl
¥ Select Process
Process Runs
| 5 | ‘ Q | 1-10f 1 View All
Process -
Instance Data Status Process Type Process Name  Run Status  User ID Run Control ID Run Date/Time
O

Select a parameter to search for residual data of the corresponding status in the staging tables that may
contain unmasked or decrypted data. Residual data may be caused by incorrect or unsuccessful runs in the
staging tables.

Field or Control Description

Delete All Select to mark all process runs for deletion. This option can be
used to remove the staging table data for all process instances.

Process Runs

The system populates the Process Runs grid with process instances of the selected status, if applicable.
You can select specific process instances to clear residual data. This grid does not apply to the Delete All
option.

ial Considerations When Encrypting Data for an Additional Country

This section describes what needs to be done when you want to encrypt data for a new country, using
Payroll for North America as an example.

Suppose that you ran the encryption process to encrypt direct deposit account numbers for USA to
comply with Nacha requirements. Now, you have decided to run it for Canada as well to enhance data
security. You need to decrypt all encrypted data from the source record, add the new country, and encrypt
data for all selected countries.

Follow these steps:

1. Run the decryption process on the Manage Encryption and Masking Page to decrypt all direct deposit
account numbers previously encrypted for USA.
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Select the Decrypt action for the DIR DEP DISTRIB source record. Run the process. After the
process completes, all account numbers for USA will be unmasked in the database.

Add CAN to the country list on the Define Country for Encryption Page. The page now shows both
USA and CAN.

Run the encryption process on the Manage Encryption and Masking Page to encrypt direct deposit
account numbers for both countries.

Select the Encrypt action for the DIR_DEP_DISTRIB source record. Run the process. After the
process completes, all account numbers for USA and CAN will be masked in the database.

Run the Mask Direct Deposit Audit Red process. This process masks the direct deposit account
numbers for Canadian employees. Previously masked account numbers remain unchanged.

Note that the Mask Direct Deposit Audit Rcd process can be run to mask account numbers in the audit
records for direct deposits and general deductions. For more information, see Audit Records.

This procedure applies to other scenarios involving different source records and countries.
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Setting Up and Installing PeopleSoft HCM

Setting Up Implementation Defaults

To set up implementation defaults, use the Installation Table component (INSTALLATION TBL).

These topics provide an overview and discuss implementation defaults.

Note: In addition to the defaults that you define here on the Installation Table component,

additional product-specific installation tables may exist that enable you to view or set system-wide
defaults specific to the product. To identify product-specific installation tables, navigate to Set Up
HCM > Install > Product Specific, and then consult the respective product documentation for more
information.

Pages Used to Set Up and Report on Implementation Defaults

Page Name Definition Name Usage
Products Page INSTALLATION TBL1 Specify the PeopleSoft applications for

your installation.

Global Payroll Country Extensions Page | INSTALL GP_SEC Select the PeopleSoft Global
Payroll country extensions you are
implementing.

Installed Integration Products Page INSTALL PIP SEC Select the payroll integration pack you

are using, if applicable.

HCM Options Page INSTALLATION TBL1B Specify how to drive your system: by
person, by position, or both.

Enter the PeopleSoft HCM defaults
that are related to your organizational
policies.

Product Specific Page INSTALLATION_TBL1A Enter product- and industry-specific
installation information.

Country Specific Page INSTALLATION TBL3 Enter country-specific installation
information.
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Page Name Definition Name Usage

Installed HR Countries Page INSTALLATION SEC Specify which local country functionality
to activate for users in PeopleSoft
Human Resources.

Last ID Assigned Page INSTALLATION TBL2 Specify the number that the system uses
to start assigning numbers.

Third Party/System Page INSTALLATION TBL4 Set the criteria for gathering statistics
and activate the SQR security for
PeopleSoft HCM. Define parameters for
using third-party applications such as
Visio.

Alternate Character Page ALT CHAR TBL Specify the language code and alternate
character type.

Installation Table Report - Run Control | PRCSRUNCNTL Run the Installation Table report

Page (PER702). This report lists default values
for field defaults, such as company code,
minimum/maximum standard hours, and
Social Security number.

Understanding Implementation Defaults

For each site where you implement PeopleSoft HCM, you must complete the Installation Table to specify
various defaults, processing rules, and counters for the system to use. You can have only one set of
installation information for each site; this information is required.

Warning! You must complete the information on the Org Defaults by Permission Lst component
(OPR_DEF TBL HR) for each primary permission list. Most of the defaults in PeopleSoft HCM

come from the Org Defaults by Permission Lst component and not the Installation Table pages. Other
PeopleSoft HCM applications have defaults that are based on the Installation Table settings. However, in
PeopleSoft Human Resources, all defaults are based on the settings that you make on the Org Defaults by
Permission Lst component. There are some exceptions to this rule in PeopleSoft Human Resources, and
they are noted in the default field level discussion.

See Setting Up Primary Permission List Preferences.

When you access the Installation Table pages for the first time, you'll see that PeopleSoft has already
entered information for a sample company that you can use as a guide. After you enter your installation
information, log off to save your changes.

Products Page

Use the Products page (INSTALLATION TBL1) to specify the PeopleSoft applications for your
installation.

Navigation:
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Set Up HCM > Install > Installation Table > Products

This example illustrates the fields and controls on the Products page. You can find definitions for the

fields and controls later on this page.

Setting Up and Installing PeopleSoft HCM

{ Products H HCM Options H Product Specific H Country Specific H Last ID Assigned H Third Party/System ‘)

Installed Products

M Human Resources
1 Benefits Administration
Succession Planning

I Pension Administration
[ Time and Labor

1Absence Management
Payroll for North America
1 Payroll Interface

1 Global Payroll Core

Installed GP Countries
Installed Integration Products

[JEducation and Government
OFederal

O Military

[JFrench Public Sector
[JGerman Public Sector

Currency Conversion Utility
Pay/Bill Management
Directory Interface

HRMS Portal Pack
[OGeneral Ledger
[JProject Costing
[JReceivables

Student Administration

CIEnterprise Learning Management

Candidate Gateway
Talent Acquisition Management

eBenefits
eDevelopment
eCompensation
 eCompensation Manager
ePay

M ePerformance

eProfile

M eProfile Manager

Select the applications you are installing. To access that application's functionality, you must select it on

this page.

If you are implementing PeopleSoft Global Payroll, select the Installed GP Countries link to select the

Global Payroll country extensions you are implementing.

If you are implementing an integration product, select the Installed Integration Products link to select
the integration product.

(USF) Setting Up PeopleSoft HCM for Federal Functionality

To set up your database for U.S. federal government functionality, select Federal on the Installation Table
- Products page and update the Org Defaults by Permission Lst component to point to the U.S. federal
government industry and sector.

To set up your database for military functionality, select Militaryon the Installation Table - Products page.

Make your primary permission list preference changes on the Settings page of the Org Defaults by
Permission Lst component. To set up a federal database, select an Industry of Government and an
Industry Sector of US Federal.

Installed Integration Products Page

Use the Installed Integration Products page (INSTALL PIP_SEC) to select the integration products you
are using, if applicable.

Navigation:

Click the Installed Integration Products link on the Products page.
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This example illustrates the fields and controls on the Installed Integration Products page.

Installed Integration Products x
Help
Payroll Proc Integration Packs Talent Links
CPayroll PIP - SAP [ Talent Links
Product Integration Information
Application Type Product Installed JPM Centent Catalog Details
1 Taleo Taleo O Not Applicable
Scheduling
Integration Clairvia Scheduling O

Payroll Proc Integration Packs

Field or Control Description

Payroll PIP - SAP Select this option if you license and implement the payroll
process integration pack for SAP.

Talent Links

Field or Control Description

Talent Links Select this option if you license and implement the Talent
Integration Management solution.

The Talent Integration Management solution enables you to
integrate between two instances of HCM on different releases,
and utilize new functionality delivered in the newer system

without having to perform a full upgrade.

For example, as you run your core HR products on an older
HCM instance, you can integrate with another HCM instance
running on the current release using Talent Integration
Management, and be able to take advantage of all the new

Talent Management features offered on that release.

See this My Oracle Support posting for more information:

PeopleSoft Talent Management 9.2 to PeopleSoft 9.1
Integration (Document 1583596.1)

Product Integration Information

Select any integrated products listed in this section that are installed in your HCM system.
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HCM Options Page

Setting Up and Installing PeopleSoft HCM

Use the HCM Options page (INSTALLATION TBLI1B) to specify how to drive your system: by person,

by position, or both.

Enter the PeopleSoft HCM defaults that are related to your organizational policies.

Navigation:

Set Up HCM > Install > Installation Table > HCM Options

This example illustrates the fields and controls on the HCM Options page (1 of 2). You can find

definitions for the fields and controls later on this page.

Installation Table

Products HCM Options Product Specific Country Specific

Last ID Assigned Third Party/System >

HCM Defaults

Company ‘GBl Q |
Global Business Institute

Standard Hours

Min Standard Hours ‘ 10 00‘

Max Standard Hours ‘ 40 00‘

*Default Standard Hours ‘ 40 OO‘
Work Period ‘ Q ‘ Weekly

Compensation Rate Codes

*Default Comp Frequency |M
Monthly

Use Rate Code Groups
Use Salary Points
Multi-Step Grade

Data Privacy

O Enable Masking
[J Enable Encryption

Position Management Option

O Full Position Management
® Partial Position Management

O No Position Management

Online Update Incumbent Limit ‘ 50|

Currency

Multi-Currency

*Base Currency |USD Q |

Rate Type |m|

Copyright © 1988, 2024, Oracle and/or its affiliates.

231



Setting Up and Installing PeopleSoft HCM

Chapter 7

This example illustrates the fields and controls on the HCM Options page (2 of 2). You can find

definitions for the fields and controls later on this page.

Employee Photo

Display Photo
Display on Self Service
[J Allow Employee to Upload Photo

Maximum Upload Size in KB | |

Gender Identity

JEnable Gender Identity

Guided Self Service

J Allow Multiple Transactions for Employee

Recognition

4 Enable Recognition
E Enable Comments

Notification Composer

Enable Notification Composer

User Email Option(s) in My Preferences

@ Display email address specified in User Profiles

O Display email address specified in Employee Personal Information

Field or Control

Description

Company

Select the default company code. The system uses this default
in several tables in PeopleSoft Human Resources.

For a single-company organization, enter the code for that
company; for multicompany environments, determine which
company is most appropriate.

Standard Hours

To use this functionality to control payroll input in PeopleSoft Global Payroll, review your payroll and
make sure that the elements reference the appropriate PeopleSoft Human Resources items. The system

does not use them automatically.
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Field or Control

Description

Min Standard Hours (minimum standard hours) and Max
Standard Hours (maximum standard hours)

Enter the minimum and maximum standard hours that workers
are expected to work in the standard work period. The system
enters this information as default values but you can override
the values on either the Job Code component (JOB_CODE
TBL) or Position Data component (POSITION_DATA).

Default Standard Hours

Enter the number of hours in a standard work period at

the company. This is a required field. When you define
preferences for a primary permission list, the standard hours
appear by default from the Installation Table. The value that
you enter also becomes the default standard hours value for a
job in the Job Code Table component and the default standard
hours value in the Salary Plan Table component (SALARY _
PLAN_TABLE).

PeopleSoft Human Resources uses standard hours to compute
a full-time equivalency (FTE) value to prorate holiday hours

and pay for part-time and hourly workers.

Work Period

Select a standard work period (the time period in which
workers must complete the standard hours). Values are stored
on the Frequency table.

The system uses the annualization factor of the standard work
period in combination with the standard hours to calculate
FTE.

See Classifying Jobs.

Position Management Option

To drive part or all of the system by position, change the setting in this group box.

If you use PeopleSoft Pension Administration, don't use position management for your retiree
organization. If you use position management for your workers, select Partial to exclude retiree

departments.

Note: Using position management substantially alters the way that the system processes your data, and

requires you to maintain data differently.

Field or Control

Description

Full Position Management

The system expects that you track position data for all people
in your organization and that you drive your human resource

system by position, not by person.
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Field or Control

Description

Partial Position Management

The system uses whatever position data is available, but
doesn't require that you track your entire organization using
position management. Select to use the business process on a

trial basis or for selected departments.

No Position Management

You drive your system by person. You can still assign position
numbers to people, but the system doesn't use position data
for job records, such as work phone or mail drop ID. This is
helpful for tracking only certain positions, such as those above

a particular management level.

Online Update Incumbent Limit

The system uses this number to capture the maximum number
of incumbents in a position that will be updated online. The
system default is 50, but you can adjust this amount based on
your organization's server capabilities.

If the number of incumbents for the position does not exceed
the limit set here, the incumbent data is updated online.

When saving data in the Position Data component, and

the number of incumbents for the position exceeds the

limit set here, the system will display a message that the
update of incumbent data will be done through a batch
process. The process is scheduled and another message

with the process instance number of the job displays. The
application engine program calls the Position Data CI so that
the UpdateIncumbents function is invoked to perform the
incumbent updates.

Compensation Rate Codes

Field or Control

Description

Default Comp Frequency (default compensation frequency)

Select the value to use for reporting salaries. This field is
required. The system also uses this value as the default

compensation frequency in the Job Code Table.

See Classifying Jobs.

Field or Control

Description

Use Rate Code Groups

Select if your organization bundles rate codes to apply

percentages when calculating compensation.
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Field or Control

Description

Use Salary Points

Select if your organization uses rate codes that have the rate
code type points.

Multi-Step Grade

Select if your organization uses a multistep/grade salary plan.
This causes the system to use the Salary Step Components
page (SALARY PLAN T3GBL) to determine compensation
rates.

Currency

Field or Control

Description

Multi-Currency

Select if you use different types of currency to pay people.
This option affects only PeopleSoft Payroll for North America.
PeopleSoft Global Payroll uses a separate multicurrency in the
payroll system.

Note: Select the Multi-Currency check box on the PeopleTools
Options page (PSOPTIONS).

Base Currency

Select a currency code from the values in the Currency Code
page (CURRENCY_CD_TABLE). The code you select is the
default currency that the system uses to calculate compa-ratios
(percent through range calculations) and all total amounts

on pages and reports for PeopleSoft Human Resources and
PeopleSoft Payroll for North America, regardless of the
currency that is used for individual line items.

For example, if the U.S. dollar is your base currency, but your
global salespeople submit expense reports in French francs, the
system calculates the expense total in U.S. dollars by internally
converting all line item amounts to U.S. dollars and displaying
the total in U.S. dollars.

Note: All currency defaults in PeopleSoft Human Resources
are based on the base currency that you indicate on the
Installation Table page, not the Org Defaults by Permission Lst
component. The Org Defaults by Permission Lst component
doesn't affect the currency defaults on the local country pages.

See “Understanding Currencies and Market Rates” (Enterprise Components).
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Field or Control

Description

Rate Type

Identify the default rate type on which your currency
conversion is based. Do this only if you haven't specified

a default rate type for a primary permission list on the Org
Defaults by Permission Lst component. The system checks the
Org Defaults by Permission Lst component for a default rate
type first; if none is specified, it looks at this value.

Data Privacy

Field or Control

Description

Enable Masking Select to enable the settings for sensitive data masking.
See Implementing Sensitive Data Masking.
Enable Encryption Select to enable data encryption using the Encryption

Framework.

The Enable Masking option is not part of the Encryption
Framework and is not required to implement data encryption.
However, Oracle recommends that you select the option as a
general practice to protect your sensitive data.

See Understanding the Encryption Framework.

Employee Photo

Field or Control

Description

Display Photo

Select to display a photo of the employee on application

pages throughout the HCM system. Many application pages
display employee photos using the Mouse Over Popup feature.
For more information on employee photos and how to set

up these popup pages displaying the employee photo, see
Understanding Employee Photos and the Mouse Over Popup

Page and Setting Up Mouse Over Popups.

Deselect to turn off the employee photo display across the
HCM application. When this option is deselected, the Display
on Self Service and Allow Employee to Upload Photo check

boxes on this page become unavailable for selection.
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Field or Control Description

Display on Self Service Select to display a photo of the employee on the self service
and PeopleSoft Fluid User Interface pages, this includes the
pages on ePerformance and the Org Chart Viewer, such as the
Company Directory.

Allow Employee to Upload Photo Select to enable employees to upload their own photo. By
selecting this option, the Update Photo link or icon will
appear beneath the employee photo on the self-service
Personal Information Summary page, the “Profile Page”
(PeopleSoft Human Resources Administer Workforce) of the
Org Chart Viewer or fluid Company Directory (see “Company
Directory Profile Page Layout” (PeopleSoft Human Resources
Administer Workforce)), and the Personal Details page of the
PeopleSoft Fluid User Interface (see “(Fluid) Reviewing and
Updating Personal Information” (PeopleSoft eProfile)).

When this option is enabled, the employee can select the
Update Photo link or icon to select a photo display option.
The employee can chose to display:

*  No photo (this option displays a default photo image).
*  The official HR photo that is stored in the system.
* A personal photo he or she has uploaded.

When deselected, the Update Photo link or icon will not be
available on the self-service pages. However, administrators
still have the ability to upload the official HR system photo on
the Identification Data - “Employee Photo Page” (PeopleSoft
Human Resources Administer Workforce).

Maximum Upload Size in KB Enter the maximum image file size that a user is allowed to
upload for their photo. The maximum size can be set to 9999
kilobytes, however, Oracle recommends a maximum size of
3000 KB for better uploading. When you identify a maximum
size, users cannot upload images larger than this set size.

If this value is blank, the system does not enforce an upload

limit.
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Field or Control

Description

Enable Gender Identity

Select to track gender information such as gender (current
sex), birth sex, pronouns, sexual orientation, and gender

identity for your employees. Doing this does the following:

*  Allows you to rename the Gender field label across the
HCM system using the Gender Configuration Page. For

example, you can use Current Sex as the label instead.

*  The “Biographical Details Page” (PeopleSoft Human
Resources Administer Workforce) of Personal Data
provides new fields for HR administrators to insert gender
identification details for a person.

*  The Fluid “Personal Details Dashboard” (PeopleSoft
eProfile) allows employees to access the Gender Identity
tile and pages to view and, if configured to allow self

identification, submit updated gender details.

»  Provides the Gender Identity Changes approval
transaction type so managers can access the “Pending
Approvals - Gender Identity Change Page” (PeopleSoft
eProfile Manager Desktop) to approve gender identify
information. Upon approval, this information will update
Personal Data.

*  Allows you to configure the Fluid Company Directory to
display a person's pronouns (see the “Company Directory
Profile Page Layout” (PeopleSoft Human Resources
Administer Workforce)).

These videos provide an overview of the gender identity
functionality:

Video: Image Highlights, PeoleSoft HCM Update Image 41:
Gender Identity and Expression

Video: PeopleSoft Gender Identity and Expression

For more information on recording gender identity information

for your employees, see Understanding Gender Identity
Tracking.

Guided Self Service

As delivered, PeopleSoft HCM allows a manager to initiate one job transaction request at a time per
employee. When a transaction is in progress, such as a job promotion that is pending approval, the
manager cannot submit another request for that employee until the promotion request is resolved.
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Use this section to grant managers the ability to create and submit multiple Job Data transaction requests

for an employee.

Field or Control

Description

Allow Multiple Transactions for Employee

Select this check box to allow a manager to initiate multiple
job transaction requests for an employee. Selecting this

option will enable it globally for all guided self-service
transactions. It will also do the following on the “<Transaction
Name> - Find Team Member Page for Selecting Employees”
(PeopleSoft eProfile Manager Desktop):

»  Display a message above the Team Members grid stating
that you cannot proceed with a new transaction request

when one is in progress for an employee.

+  Display the Pending Transaction field that indicates
what transaction is pending for a person, if any.

»  Issue a warning when the manager selects an employee
or group with an employee that has an in progress
transaction.

Deselect to prevent the manager from initiating a new job
request when an employee already has a job data transaction in
progress. This is the setting delivered by default.

Note: When multiple transactions for an employee is disabled
in the Installation Table, organizations can still permit it for
individual transactions on the “Transaction Configuration -
Configuration Page” (PeopleSoft eProfile Manager Desktop).
This allows you to enable the functionality for specific

transactions while restricting others.

Important! When you enable this option globally at the
Installation Table level, you cannot turn the functionality off at
the individual transaction level. Multiple transactions will be
allowed for all transactions and effective dates.

Oracle recommends that you do NOT enable multiple

transactions at the global (Installation Table) level.

For more detailed information on enabling multiple transaction for an employee, see the "Allowing
Multiple Guided Self Service Transactions for an Employee" subtopic under the “Understanding
Guided Self-Service Transactions” (PeopleSoft eProfile Manager Desktop) discussion.
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Field or Control

Description

Enable Recognition

Select to provide managers and employees the ability to
give kudos to (and receive kudos from) individuals in the

organization for their accomplishments.

See Understanding Recognition.

Enable Comments

Select to allow recognition users to decide if their posts
support comments. This check box becomes editable if the
Enable Recognition option is selected.

When selected, the system displays the Allow comments on

the post option on the New Recognition Page.

When cleared, the Allow comments on the post option is not

shown; comment is not supported.

Notification Composer

Note: Oracle PeopleSoft delivers Notification Composer Framework to manage the setup and
administration of all notifications in one central location.
Once you have adopted the Notification Composer feature, you must use it to create new notifications and

manage your existing notifications.

Notifications delivered with HCM Image 47 or later must use Notification Composer.
For more information about Notification Composer Framework, see “Understanding Notification

Composer” (Enterprise Components).

Field or Control

Description

Enable Notification Composer

Select to enable the notification composer which allows
you to create new notifications and manage your existing

notifications.

Related Links

Setting Up Primary Permission List Preferences

“Creating Positions” (PeopleSoft Human Resources Manage Positions)

Person or Position Structure

Understanding Currency

PeopleSoft Human Resources Manage Base Compensation and Budgeting
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Use the Product Specific page (INSTALLATION TBL1A) to enter product- and industry-specific

installation information.

Navigation:

Setting Up and Installing PeopleSoft HCM

Set Up HCM > Install > Installation Table > Product Specific

This example illustrates the fields and controls on the Product Specific page. You can find definitions for
the fields and controls later on this page.

‘ Products H HCM Options H Product Specific || Country Specific || Last ID Assigned || Third Party/System H Alternate Character ‘

Benefits Functions

CJFMLA Administration

[JCOBRA Administration

[ Benefits Billing

ORetroactive Benefits/Deduction
FSA Claims Administration

Benefits Deduction Class Order

@® EE After Tax Then PTax Benefit
O PTax Benefit Then EE After Tax

Federal Functionality

*Default Pay Basis ‘ Per Annum

CINFC Indicator

Start Date for BenAdmin [01/01/1999 ]

NA Payroll / Payroll Interface

[JConcurrent Cale/Confirm

I Automatic Employee Tax Data

Use State Residence for Local

[ Reset Tax Data for New Company (USA)

T&L ! NA Payroll Paysheet Opt

O cChange Final Check
OcChange Online Check
[0change Reversal Adjustments

Load in Preliminary Calc

Commitment Accounting

M Encumbrance Trigger
Comm Control Budget Processer
Enforce Real Time Budget Check

Human Resources

Multi-Company Organization
[ Automatic Job Termination
[ Automatic Job Suspension

‘Temporary SSN' Mask ‘W‘

Empl ID Field Length | 4‘

General Ledger

GL Version N/A

Update Version

Combination Editing Caching
O Cache Validations
Cache Retention Days ‘ 0|

Benefits Functions

Field or Control

Description

Administration

FMLA Administration (Family Medical Leave Act),
COBRA Administration (Consolidated Omnibus Budget
Reconciliation Act administration), Benefits Billing,
Retroactive Benefits / Deductions, and FSA Claims

Select to activate these different types of benefits functionality.

Administration)

Start Date for BenAdmin (start date for Benefits

YYYY.

Enter the start date in PeopleSoft date format: MM/DD/

Benefits Deductions Class Order

When the 415(c) limit is met, the deduction classes are limited in the following order: Employee Before-

tax contribution, Employee After-tax contribution, Ptax Benefit (Employer Before tax Match), & then the
Nontaxable Benefit (After Tax Employer Match). The user can change the deduction class order when the
limit is met by selecting PTax Benefit then EE After Tax — Employer Before Tax Contribution is limited
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first then the Employee After Tax Contribution. The deduction class order will then be Employee Before-
tax contribution, Ptax Benefit (Employer Before tax Match), Employee After-tax contribution & then the
Nontaxable Benefit (After Tax Employer Match).

(USF) Federal Functionality

Field or Control Description

Default Pay Basis For the Default Pay Basis, select the value to use for quoting
and reporting salaries. This field is required if you selected
Federal on the Products page.

NFC Indicator Select this check box to expose National Finance Center
(NFC) fields on impacted components and run the associated
PeopleCode logic.

NA Payroll / Payroll Interface (North American Payroll and Payroll Interface)

Field or Control Description
Concurrent Cale/Confirm (concurrent calculation and Select to enable the system to run a calculation and
confirmation) confirmation at the same time. It is possible for a person to be

in two concurrent runs; this could cause a deadlock situation

where the process ends abnormally.

Automatic Employee Tax Data Select to enable the system to create employee federal, state,
and provincial tax records automatically when one of the

following criteria is met:
*  You hire an employee.

*  Anemployee has a job change requiring a new work tax

location.

*  You add a concurrent job that requires a new work tax

location for an employee.

*  You hire an employee from the Applicant Tracking
System.

* A person transfers to a new company.
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Field or Control

Description

(USA) Use State Residence for Local

This field is automatically selected when you select the
Automatic Employee Tax Data option.

Leave this field selected to assume that an employee is a
resident of any local tax jurisdiction that happens to be located
in the employee's state of residence. If this assumption is not
true, clear this field to prevent resident local taxes from being

erroneously deducted from an employee's paycheck.

See “Understanding Resident Locality in Local Tax Data”
(PeopleSoft Payroll for North America).

Reset Tax Data for New Company (USA)

Copyright

Select to enable the system to reset employee federal, state,
and local tax records to default values in new companies when

employees are transferred to or rehired in different companies.

Clear this field for the system to copy employee federal, state,
and local tax records from current to new companies when

employees are transferred to or rehired in different companies.

This option is not available if the product modifications for
user-configurable Automatic Employee Tax Data options are
not applied.

See “Understanding Employee Tax Data Reset” (PeopleSoft
Payroll for North America).

T&L/NA Payroll Paysheet Opt (Time and Labor and Payroll for North America

paysheet options)

Field or Control

Description

Change Final Check, Change Online Check, and Change
Reversal Adjustments

Select to enable payroll users to make paysheet changes

to data that is retrieved from PeopleSoft Time and Labor.
PeopleSoft recommends not selecting these check boxes
because changes that are made directly to the paysheets aren't
transmitted to PeopleSoft Time and Labor.
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Field or Control

Description

Load in Preliminary Calc (load in preliminary calculation)

The Pay Calculation process uses the value of the Load in
Preliminary Calc field to determine whether to load new
available time (additional time that was worked before the job

change but not previously loaded on paysheets):

+ Ifyou select this check box, the system loads all valid
available time to the new paysheets, including new

available time.

* Ifyou deselect this check box, the process does not load
any new available time to paysheets, except as noted
below.

Note: If an employee had a Job data change that caused
paysheets to be rebuilt, the Pay Calculation process attempts
to reload all valid time and rejects time that is no longer valid
as a result of the Job data change. This is true regardless of
the setting of the Load in Preliminary Calc field. In this case,
the process first rejects all previously loaded time, then it
reloads the available time. If Load in Preliminary Calc is
not selected, some new time might be loaded, but only for the
employee being processed due to the Job data change.

AP Invoice Prefix (accounts payable invoice prefix)

Field or Control

Description

AP Inv. Prefix (accounts payable invoice prefix)

(Optional) Enter a prefix to be used for accounts payable

invoices that are generated through HCM.

Commitment Accounting

Field or Control

Description

Encumbrance Trigger

Select to enable pre-encumbrance and encumbrance triggers
to be processed from various online events. Each event causes
the system write a record to the Encumbrance Trigger table
(ENCUMB_TRIGGER), which is then used as input for the
Batch Encumbrance Calculation process (ENC_CALC).
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Field or Control

Description

Comm Control Budget Processor (commitment control
budget processor)

Select to enable real-time budget checking using the
Commitment Control Budget Processor in PeopleSoft
Financials. Real-time budget checking verifies available
funding for job data changes or position data changes
that generate encumbrances and pre-encumbrances. The
Commitment Control Budget Processor is a PeopleSoft
Financials Application Engine program that checks your
budget for available funds

This check box is available if you have configured the
necessary integration with PeopleSoft Financials 9.0 or higher,
but you must separately confirm that the necessary ledgers
have been set up. If the ledgers have not been set up, the
Commitment Control Budget Processor response to all budget
checks is that the charges are invalid.

Note: Real-time budget checking must be additionally
activated at the department level.

See Comm. Acctg. and EG Page.

Enforce Real Time Budget Check

This setting is applicable only to departments with real time
budget checking configured in department table setup.

Select to prevent users from saving certain critical job data and
position data changes when real-time budget checking shows

that there are not sufficient budgeted funds for the change.

Critical changes in the Job Data component include hiring,
rehiring, and adding a concurrent job. Critical changes in
the Position Data component include creating a position,
increasing the head count for a position, changing a position
from inactive to active, and changing the Pre-Encumbrance
Indicator for a position from None or Requisition to
Immediate. Any other changes that affect encumbrance and

pre-encumbrance calculations are considered non-critical.

If you select this check box, users must address the budget
errors before the system will allow the critical job data or
position data changes to be saved. If you do not select this
check box, users can choose to ignore the budget errors for
critical changes.

Note: Users can always ignore budget check errors related to
non-critical job data and position data changes.
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Field or Control

Description

Multi-Company Organization

Select if your organization comprises more than one company.
Select if you use PeopleSoft Pension Administration, because
you set up companies specifically to house your pension
payees.

Automatic Job Termination

Select to automatically terminate any job that has an end date.

The system does this by creating a termination row for the job.

Automatic Job Suspension

Select to activate substantive job suspension for workers
working in temporary assignments where the substantive job

requires suspension for the duration of the assignments.

'Temporary SSN' Mask (temporary Social Security number

Enter a three-digit number to be a default Social Security

mask) number for all applicants or people whose Social Security
numbers are unavailable. Assign a value that is greater than
800 so that the temporary number doesn't conflict with valid
Social Security numbers.

Empl ID Field Length Enter the number of characters to be used for employee IDs.

General Ledger

Field or Control

Description

GL Version

Displays the version of PeopleSoft General Ledger that is
interfacing with PeopleSoft HCM. Click the Update Version
button if you change versions. The system will automatically
update the GL Version.

Note: Full ChartField functionality is available only when you
use PeopleSoft General Ledger 8.4 or higher. Real-time budget
checking is available only when you use PeopleSoft Financials
9.0 or higher with Commitment Control.

Update Version

Click to test the integration with PeopleSoft Financials and

display the latest version of Financials.

Cache Validations

Select to cache the results of your validations. This improves
performance by enabling you to cached validations.
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Field or Control Description

Cache Retention Days Enter the number of days to store validation results. The
system will delete anything in the cache older than this.

Related Links

“Benefit Information Automation” (PeopleSoft Benefits Administration)

Country Specific Page

Use the Country Specific page (INSTALLATION TBL3) to enter country-specific installation
information.

Navigation:
Set Up HCM > Install > Installation Table > Country Specific

This example illustrates the fields and controls on the Country Specific page. You can find definitions for
the fields and controls later on this page.

Products H HCM Options H Product Specific H Country Specific ‘ Last ID Assigned H Third Party/System >

Country

Country |USA Q | USA

Language Code ENG Engllsh Installed HR Countries

<~ Canadian Parameters

*Census Metro Area | Not Applicable v|

*Industrial Sector | 999-Not Applicable v|

~B& Australian Parameters

[JEducation & Government

<[e] Japanese Parameters

[ Additional Appointment Enabled
Personal Number Encryption

~EE USA Parameters

[ Two-Question Format(Ethnicity)
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Field or Control

Description

Country

Select a country for the system to enter as a default value.

Language Code

The system displays the default base language for the
database.

Installed HR Countries

Select this link to go to the Installed HR Countries page, where
you can select which local country functionality is installed in
the system.

(CAN) Canadian Parameters

Field or Control

Description

Census Metro Area (census metropolitan area)

Enter the Census Metro Area (CMA) code that is prescribed
by Statistics Canada for this location. The system uses the
default CMA code that you enter only if no default CMA code
is specified on the Org Defaults by Permission Lst component.
CMA refers to the main labor market area of an urban core
with a population of at least 100,000. This field is required for

Canadian companies.

See Setting Up Primary Permission List Preferences.

Field or Control

Description

Industrial Sector

Used for Canadian employment equity purposes. The system
uses the default value that you enter only if no default
industrial sector is specified on the Org Defaults by Permission
Lst component. This value is used as the default for the
Canadian Industrial Sector field in the Department component;
and it identifies the industrial sector with which people in a
given department are associated. This field is required.

See Setting Up Primary Permission List Preferences.

See Maintaining Departments.
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Field or Control

Description

Education & Government

Select this check box for Australian public service

organizations.

(JPN) Japanese Parameters

Field or Control

Description

Additional Appointment Enabled

Select if you will be implementing Additional Appointment
tracking (Kenmuy). Selecting this check box activates
functionality to create a dummy additional appointment job

code when you create a new business unit.

See “Understanding Additional Appointments” (PeopleSoft

Human Resources Administer Workforce).

(USA) USA Parameters

Field or Control

Description

Two-Question Format (Ethnicity)

Select this check box if you want to collect U.S. employee
ethnicity data using the two-question format defined in the U.
S. Office of Management and Budget's (OMB) 1997 Standards
for Maintaining, Collecting and Presenting Federal Data on
Race and Ethnicity.

When this check box is selected, U.S. employees who access
the self-service Ethnic Groups page see a version of the page

that uses the two-question format.

When this check box is deselected, U.S. employees see the
same version of the self-service Ethnic Groups page that non-
U.S. employees see. This general-purpose version of the page
does not include any questions. Instead, employees specify one
or more ethnicities in an Ethnic Groups grid.

Installed HR Countries Page

Use the Installed HR Countries page (INSTALLATION_SEC) to specify which local country
functionality to activate for users in PeopleSoft Human Resources.

Navigation:

Click the Installed HR Countries link on the Installation Table - Country Specific page.
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This example illustrates the fields and controls on the Installed HR Countries page. You can find
definitions for the fields and controls later on this page.

Installed HR Countries X

Help

Installed HR Countries

MARG - Argentina
¥ AUS - Australia
BEL - Belgium
BRA - Brazil
CAN - Canada

MHKG - Hong Kong
MIND - India

MITA - Italy

MJPN - Japan

MEX - Mexico

CHE - Switzerland
CHN - China

DEU - Germany

ESP - Spain

FRA - France

GBR - United Kingdom

MYS - Malaysia
MINLD - Netherlands
NZL - New Zealand
SGP - Singapore
THA - Thailand

USA - United States

The system displays a flag for each country that has special local functionality in PeopleSoft Human
Resources:

* Select a check box to activate local functionality for that country. Users who have security access can
see and work with that country's local functionality.

* Deselect a check box to hide that local functionality from your users.

If the check box for a country is selected on this page, but you don't grant country access to the users'
primary permission list on the Setup Global Security page (SCRTY_ TBL GBL), users will not see local
country functionality.

See Setting Up Security for Local Functionality.

Last ID Assigned Page

250

Use the Last ID Assigned page (INSTALLATION TBL2) to specify the number that the system uses to
start assigning numbers.

Navigation:

Set Up HCM > Install > Installation Table > Last ID Assigned
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This example illustrates the fields and controls on the Last ID Assigned page. You can find definitions for
the fields and controls later on this page.

‘ Products H HCM Options H Product Specific H Country Specific H

Last Employee ID Assigned |
Last Position Nbr Used
Last Grievance Nbr Used
Last Car Nbr Assigned

Last Demand ID Assigned

Last Succession Plan ID
Last Help Context # Used

Last Matrix ID Assigend

|
|
|
|
Last Template Sequence # Used |
|
|
|

68|

55555561 |

1

3616012‘

19|
2100|

Y

10000000 |

1

Last ID Assigned ‘ ‘ Third Party/System ‘ >
Last H/S Claim Nbr Assigned | 94010
Last HS Non-Employee ID Assgn | 1924009 |
Last Incident Nbr Used |W
Last Journal Nbr Assigned ‘ ‘
Last lliness Nbr Assigned | |
Last lliness Report # Assigned | |
Last Temp Assignment # Used ‘ 9 ‘
Last Used Element Number |w
Last OSHA Case Nbr Assigned | 9082

In PeopleSoft HCM, there are several fields where you can either enter numbers manually or let the

system assign them.

The following table lists auto-numbering fields.

Field

Application

Business Process

Last Employee ID Assigned

PeopleSoft Human Resources

Workforce

Administer Workforce Recruiting

Last Position Nbr Used PeopleSoft Human Resources Manage Positions Plan Successions
Last Grievance Nbr Used PeopleSoft Human Resources Manage Labor Administration
Last Car Nbr Assigned PeopleSoft Human Resources Administer Company Cars

Last Demand ID Assigned PeopleSoft Human Resources Budget Training

Last Template Sequence # Used

PeopleSoft Human Resources

Administer Workforce

Last Succession Plan ID

PeopleSoft Human Resources

Plan Successions

Last Help Context # Used

PeopleSoft HCM

Customizing Windows Online

Help

Last H/S Claim Nbr Assigned

PeopleSoft Human Resources

Monitor Health and Safety

Last H/S Non—Employee ID Assigned

PeopleSoft Human Resources

Monitor Health and Safety
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Field Application Business Process

Last Incident Nbr Used PeopleSoft Human Resources Monitor Health and Safety

Last Journal Nbr Assigned PeopleSoft Payroll for North America Administer GL Interface

Last Illness Nbr Assigned PeopleSoft Human Resources Monitor Absence

Last Illness Report # Assigned PeopleSoft Human Resources Monitor Absence

Last Temp Assignment # Used PeopleSoft Human Resources Administer Workforce

Last Used Element Number PeopleSoft Human Resources Manage Profiles

Last OSHA Case Nbr Assigned PeopleSoft Human Resources Monitor Health and Safety
Meet Regulatory Requirements

To let the system assign numbers for the fields on this page, enter the last number that you used in the
field. The system increases that number by one when it assigns a new number. The system updates the
Installation Table every time it assigns a number. You can override this value as necessary.

Note: To avoid maintaining two different sets of numbers, either always assign numbers manually or
always let the system do it.

In addition to the last IDs that you set here, additional product-specific installation tables might enable
you to view or set last IDs specific to that product. Navigate to Set Up HCM, > Install > Product
Specific to access product-specific installation tables.

ID Considerations

When you convert ID data to PeopleSoft Human Resources from another system, enter the highest
number that was used in your previous system so that you don't duplicate IDs. If the last ID you assigned
in your previous system was 1000, enter /000 in the Last Employee ID Assigned field. When you add a
person in PeopleSoft Human Resources, the system assigns an ID of /007 and updates the Last Employee
ID Assigned field accordingly.

To always enter IDs manually, enter 9999999999 (ten 9's) in the Last Employee ID Assigned and Last
Applicant ID Assigned fields.

If you use Social Security or insurance numbers as IDs, change the formatting for the employee ID field
using PeopleSoft Application Designer.

Zero-filled Numbers

To make data entry faster and more accurate on several pages when you enter a number that the system
has assigned, the system enters zeros before the number. For example, when you enter 4, you see
00000004, a total of 8 characters per number. This occurs in the following fields:
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* Job Opening
* Requirements Search

¢ Qrievance

¢ Incident
¢ Claim
¢ Position

Note: If you have already assigned numbers that aren't zero-filled, change their numbering so that the
system can accurately track them when you convert the data to PeopleSoft Human Resources.

For more information about data conversion, ask your human resources project leader or see the
PeopleSoft Application Designer documentation.

See PeopleTools: Application Designer Developer's Guide

Third Party/System Page

Use the Third Party/System page (INSTALLATION TBLA4) to set the criteria for gathering statistics and
activate the SQR security for PeopleSoft HCM.

Define parameters for using third-party applications such as Visio.
Navigation:

Set Up HCM > Install > Installation Table > Third Party/System
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This example illustrates the fields and controls on the Third Party/System page. You can find definitions
for the fields and controls later on this page.

4 HCM Options H Product Specific H Country Specific H Last ID Assigned H Third Party/System >

Performance Monitor Parameters

*Start Time For Stats Gathering ‘11;29;2000 12-:00AM ‘ [OGather Statistics for Table
“Stop Time For Stats Gathering |11I29£2000 12:00AM | L Gather Statistics Globally
“Write Interval | 300| Seconds

Third Party Settings

Organization Chart | None v
System Defaults
Max Mumber of Rows in Scrolls | 25| Commit After Empl Processed | 300|
System Settings
[ Address Map M Use Oracle Maps Service

Performance Monitor Parameters

Field or Control Description

Start Time For Stats Gathering (start time for statistics Enter the date and time of the start and stop.
gathering) and Stop Time For Stats Gathering (stop time for

statistics gathering)

Gather Statistics for Table Select to gather statistics locally.
Gather Statistics Globally Select to gather statistics globally.
Write Interval Enter the number of seconds for gathering the statistics.
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Field or Control

Description

Organization Chart

Enter the type of third-party program you use to create

organizational charts with your human resources data.

System Defaults

Field or Control

Description

Max Number of Rows in Scrolls (maximum number of rows

in scrolls)

Enter the maximum number of rows in a scroll-controlled data

box for third-party systems.

Commit After Empl Processed (commit after employee
processed)

Enter the maximum number of people for the system to
process before committing. This setting is used only for
PeopleSoft Payroll for North America processing.

System Settings

Field or Control

Description

Address Map

Select to include a map of an address.

Use Oracle Maps Service

Select this check box when you have licensed the Oracle Maps
Cloud Service for PeopleSoft to enable applications to use
eLocation services.

Note: The map display functionality shown in the HCM
features requires a separate license to Oracle Maps Cloud
Service for PeopleSoft. For details see the Licensing
Information User Manual (LIUM).

Related Links
Understanding Organization Charts

Alternate Character Page

Use the Alternate Character page (ALT _CHAR_TBL) to specify the language code and alternate

character type.

Navigation:

Set Up HCM > Install > Installation Table > Alternate Character
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This example illustrates the fields and controls on the Alternate Character page. You can find definitions
for the fields and controls later on this page.

(‘ Product Specific H Country Specific H Last ID Assigned H Third Party/System H Alternate Character

Alternate Character

|E;| |€‘ 11 of 1 | View Al
Language Code Alternate Character Type
‘ Japanese V| | Single Byte Katakana V‘ |T| |?‘

Note: Because you are setting the alternate character code on the Installation Table, the setting affects
your entire HCM application configuration. Make sure that you account for all language codes for your
installation.

If you don't specify an alternate character type for a language code that a user is working with, and the
user tries to enter characters in an Alternate Character field, a warning message appears.

If you specify an alternate character type for a language code, and a user enters any other character type in
an Alternate Character field, a warning message appears.

Note: You can ignore the warning message and enter the data in another character set, but problems can
occur when data is sorted in multiple alternate character sets.

Setting Up HCM Options on the PeopleTools Options Page

To set up HCM options on the PeopleTools Options page, use the PeopleTools Options component
(PSOPTIONS).

This topic discusses how to set up HCM options on the PeopleTools Options page.

You use the PeopleTools Options page to set a variety of values that are related to:

e Multi-company organizations.

* Organizations that conduct business using more than one currency.

*  Multiple jobs functionality.

Access the PeopleTools Options page on the PeopleTools > Utilities > Administration menu.

See PeopleTools: System and Server Administration, "Using PeopleTools Utilities", Using Administration
Utilities.

Select the following check boxes, as applicable, to activate these kinds of functionality:
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Field or Control

Description

Multi-Company Organization

Select if your organization comprises more than one company
or if you use PeopleSoft Pension Administration to set up
companies specifically to house your pension payees.

Multi-Currency

Select to enter data in more than one currency. For example, if
you have offices in the United States and Italy, you may want
to calculate pay rates in both U.S. dollars and Euros. If you
select Multi-Currency, the system displays a Currency Code
field on pages where amount fields appear.

Note: Multi-Currency doesn't affect PeopleSoft Global
Payroll, which has its own multiple currency functionality.

Multiple Jobs Allowed

PeopleSoft HCM requires that you leave this option selected.

Multiple job functionality must be active so that PeopleSoft
Human Resources can manage data for people with whom you
have different types of organizational relationships (employee,
contingent worker, and person of interest).

See PeopleTools.: Security Administration.

Administering Country Codes

To administer country codes, use the Country Table (COUNTRY TABLE), Country Address Format
Table (ADDRESS TABLE), the Country Table - HR (HR_COUNTRY_ TABLE), and the State/Province

(STATE DEFN) components.

These topics provide an overview of country codes and discuss administering country codes.

This video provides an overview of configuring addresses and the global dynamic address:

Video: Image Highlights, PeopleSoft HCM Update Image 39: Enhanced Address Configuration

Pages Used to Administer Country Codes

Page Name

Definition Name

Usage

Country Table Page

COUNTRY DEFN

View or update country descriptions.

Entry and Validation Page

ADDR_FORMAT TABLE

Identify address fields and validation for

a country.

Display and Print Page

ADDR FORMAT DISP

Specify the address format for the

country that is selected from the Country

Table.

Copyright © 1988, 2024, Oracle and/or its affiliates.

257


https://youtu.be/z0l_QwCD8Co?t=604

Setting Up and Installing PeopleSoft HCM Chapter 7

Page Name Definition Name Usage
Search Values Page EO_ADDR VALIDAT Make corrections, deletions, or

incremental additions to specify the valid
address values for the country.

Country Table for HR Page HR_COUNTRY_DEFN Specify additional information about a
country for HCM reporting purposes.

State/Province Page STATE DEFN Add a state, province or equivalent entity
for the country that is selected from the
Country Table.

Country Table Report - Run Control PRCSRUNCNTL Run the Country Table report (PER708)
Page that prints a list all country character
codes.

Understanding Country Codes

258

On many pages in PeopleSoft Human Resources, a country appears as part of the address for a person,
a company, or an office. Countries are represented as codes, such as CAN for Canada, and they are
listed in the Country Table component. In the Country field on any page, the system displays a default
country code, which you can change. The Org Defaults by Permission Lst component and the Business
Unit Options Defaults component (BUS _UNIT OPT HR) can affect this default code. You can define
the information that users should capture for addresses in specific countries using the Country Address
Format Table component (ADDRESS TABLE).

You need codes for all the countries where your organization does business and where the people in
your system live. The Country Table page (COUNTRY DEFN) includes an extensive list of predefined
countries and codes, and the Address Format Table component (ADDRESS TABLE) maintains the
address field layout for each country. These pages are updated with each version of PeopleSoft Human
Resources according to the countries that are recognized by the International Standards Organization
(ISO).

Formatting Addresses for a Country

In some cases, you may need to add a new country code or modify an existing country address format.
For these instances, PeopleSoft HCM delivers the global dynamic EO ADDR GBL_SEC address page to
support global address formatting. This functionality enables you take control over how addresses should
display on a user page by enabling the administrator to:

* Configure the address fields, and their display order, as they should appear on the data-entry pages.
* Add or remove an address field from the address.
* Configure an address field, as needed.

* Apply cross validation logic, if additional validation is required.
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Country Table Page
Use the Country Table page (COUNTRY DEFN) to view or update country descriptions.

Navigation:
Set Up HCM > Install > Country Table > Country Table

This example illustrates the fields and controls on the Country Table page.

Country Table

Country AUT
Country Description

“Description |Austria

Short Description | Austria

2-Char Country Code | AT EU Member State
Field or Control Description
2-Char Country Code (two-character country code) Enter the code that the U.S. government assigned to the

country, if applicable.

EU Member State (European Union member state) Select if this is an EU member state. This field is for your
reference only and doesn't impact system processing or
reporting.

Entry and Validation Page

Use the Entry and Validation page (ADDR_FORMAT TABLE) to set address fields and validation for a
country.

Navigation:

Set Up HCM > Install > Country Address Format Table > Entry and Validation
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This example illustrates the fields and controls on the Entry and Validation page when using the standard
delivered address page for a country.

Entry and Validation Display and Print Search Values

Address Search @

Country CHE  Switzerland Enable Address Search

Enable Search Validation

“Address Page Name  EQ_ADDR_CHE_SEG Q Address Entry - Switzerland s . 0
earch Limit
Address Fields
‘E| ‘E‘ 1-90f9
Field Name Label Override “Maximum Field Length Required Used in Search
COUNTRY
ADDRESS1 56 m]
ADDRESS?2 56 m]
ADDRESS3 55 m]
ADDRESS4 P.O. Box 55 O
POSTAL 12 m]
oIy 30 m]
STATE Canton 6 m]
ADDR _FIELD3 Village 4 O

¥ Country Address Validation

Class Path EO-CAADDRVAL Q
Class ID | CHE 2

Class Method | ValidateAddress v

This example illustrates the fields and controls on the Entry and Validation page when using the dynamic
global address page EO_ ADDR_GBL_SEC.

[ Entry and Validation

‘ Display and Print ‘

Country ABW  Aruba

“Address Page Name [EO_ADDR GBLSEC Q. Address Eriry - Dynamic

Address Fields

[=)(a]

Order Field Name Label Override Fie'l':"l_";’:;‘g Required Prompt Prompt Table Prompt Code Prompt Description  Prompt Display
COUNTRY ]

[ s F | [® o ©o B

A | [+ o o B

[ [mwes [ | | [® o o =

[ fmemes [ | [ ® o o -

4 [ | | ™ o o B

o [ome | | [ d 8 o B

o e H | 4 s o B

IO T | [ W 5 o

+

¥ Country Address Validation

Class Path | Q

Class D | -]

Class Method | -
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Field or Control Description

Address Page Name Select an address page from the list of available options.
The system will display the list of fields on that page in the
Address Fields group box.

To use the global address formatting feature, enter the £O _
ADDR _GBL _SEC (Address Entry - Dynamic) page to enable
additional field options and add or delete fields from the
address display.

Note: When using a country specific page (for example, EO
ADDR ARG SEC) or the Address Entry - Default page name
(i.e.-EO_ADDR DFT SEC), you cannot add or remove the
fields on this page.

Address Search

This group box is available when the country is configured to use address searching. As delivered, the
page displays this group box for four country address pages: Japan, Switzerland, Italy and Netherlands.

Note: To enable the use of address search and validation for other countries, you need to load values into
the EO_ADDR_VALIDAT table for the country through a batch utility or with SQL.

Field or Control Description

Enable Address Search Select to enable users to search for a valid value. Select this
check box to enable the Used in Search column and the
Search Values Page. The system provides this check box
deselected by default.

Enable Search Validation This check box is available when Enable Address Search is
selected.

Select to have addresses entered by users checked against the
address values on the Search Values Page. When no match is

found, the system will display a warning to the user.

Search Limit Enter a numeric value to limit the number of search results.

Address Fields

These fields are available for all address page types, unless otherwise indicated.

Copyright © 1988, 2024, Oracle and/or its affiliates. 261




Setting Up and Installing PeopleSoft HCM Chapter 7

Field or Control Description

Field Name Displays the address fields available in the PeopleSoft HCM
based on the Address Page Name value you selected.

Note: When you add a new country, the address fields default
to those of the EO_ADDR_DFT SEC page, even though the
Address Page Name defaults to FEO ADDR_GBL SEC.

Label Override Enter a different label to override the displayed Field Name,
if required for this country. For example, you some countries

may use the term Province instead of State.

Maximum Field Length (Fluid) Enter a number to identify a field length on the Fluid
pages. The field length is provided by default from the
database level, which you can override and limit the visible
length at runtime by styling.

Note: Updating the maximum field length here does not
update the field length for the classic pages.

If the user enters more characters than the specified number,

an error message is triggered, both in fluid and classic.

Required Select if a field is required before a user can save the entry.

Used in Search This option is available when the Enable Address Search
check box is selected.

Select to have the system to use this field as a prompt when
searching for a valid address.

Address Fields (Dynamic Address Page for Editing)

These additional fields are available when you use the EO_ ADDR_GBL SEC (Address Entry - Dynamic)

address page.
Field or Control Description
Order Enter the default order, lowest to highest, the address fields

should appear on the data entry pages.

Note: The position of the Country field is fixed, since you
need to select the country first to determined the other address
fields.
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Field or Control

Description

Prompt

Select the Prompt check box to enable the prompt fields
on this page. This will allow you to re-purpose the field by
defining a prompt table.

Prompt Table, Prompt Code, and Prompt Description

Select the prompt keys which match the address field.

Prompt Display

Select if the field should be a Drop Down or a Prompt Table.

Country Address Validation

Use this collapsible section to enable country-specific address validation. PeopleSoft HCM delivers
validation for 23 countries: Argentina, Australia, Belgium, Brazil, Canada, China, Czech Republic,
France, Germany, Greece, Italy, Japan, Mexico, Netherlands, New Zealand, Poland, Portugal, Thailand,
South Korea, Spain, Switzerland, United Kingdom and United States.

Note: You should only need to modify this information if the existing validation is not sufficient.

Field or Control

Description

Class Path

Select a path that uses a specific class within the root package.

The system delivers the classes in the EO:CA:ADDRVAL
application package, but you can add formatting or validation
by writing extensions of the new classes for specific address

formats.

Class ID

Enter the name of the application class that contains the

method to be invoked.

Class Method

Enter the name of the method to be invoked.

The framework uses the ValidateAddress method for the
delivered classes.

Display and Print Page

Use the Display and Print page (ADDR_FORMAT DISP) to specify the address format for the country

that is selected from the Country Table.

Navigation:

Set Up HCM > Install > Country Address Format Table > Display and Print
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This example illustrates the fields and controls on the Display and Print page.

Entry and Validation Display and Print Search Values

Country CHE Switzerland

Address Fields

Formatted Address Samples

5][a]

Field Name Include in Display Include in Print
COUNTRY m] O
ADDRESS1
ADDRESS2
ADDRESS3
ADDRESS4
POSTAL
cITy
STATE
ADDR_FIELD3 [m]

Line Number

Position Number Use Descripti Pre Sep: Post Sep:

1-90of9

Display Address ADDRESS1 Print Address  ADDRESSH

ADDRESS2 ADDRESS2
ADDRESS3 ADDRESS3
ADDRESS4 ADDRESS4
POSTAL CITY POSTAL CITY
Canton Canton
Village

Field or Control Description

Field Name

Displays the address fields available in the PeopleSoft HCM.

Include in Display

Select to have the system include this field when an address
appears in read-only mode. Deselect this check box for
specific fields if your organization wants to display addresses
in a format that is different from how addresses appear during
data entry.

Include in Print

Select to have the system print this field whenever an address
in this country will be printed.

Line Number

Enter the line on the page on which this field should appear.

Position Number

Indicate this field's position in the selected line.

Use Description

Select to have the system display a full description for this
field instead of the code, where applicable.

Pre Separator and Post Separator

Enter separator characters for the address elements if
applicable (for example and em dash).
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This section shows how the address will be displayed online and in print format with the current settings.

Field or Control

Description

Refresh button

Click to update the samples to the current configuration.

Note: The samples use the field's description (e.g. State) if the
Use Description check box is selected. Otherwise, it uses the
field name (e.g. STATE).

Search Values P

Use the Search Values page (EO_ ADDR_VALIDAT) to make corrections, deletions, or incremental

age

additions to specify the valid address values for the country.

Note: This page is available for those countries that are enabled for search validation. As delivered, this

page is populated for four countries: Japan, Switzerland, Italy and Netherlands.

Navigation:

Set Up HCM > Install > Country Address Format Table > Search Values

This example illustrates the fields and controls on the Search Values page.

Entry and Validation

Address Values
5Q
Postal

11000
2 1000
3 1000
41001

51002

Display and Print Search Values

Country CHE

Canton

vD
vD
vD
vD

vD

Switzerland

L L L L P

City

Le Chalet-a-Gobet
Montblesson
Vers-ch.-l-Blanc
Lausanne

Lausanne

1-5 of 5784
Village
5586

5586

5588

5586

5586

Addresses Values

This page stores state/province codes with corresponding cities, as entered on the State/Province page.

When you select Enable Search Validation on the Entry and Validation Page, the system checks address
entries against the values stored on this page to verify that the search address fields match. You can also
use it to add valid combinations of address fields.
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Note: (JPN) Japanese postal data is stored in both the Postal Code Table and this table

(EO_ADDR_ VALIDAT). To keep this table in sync with the Postal Code Table, you must enter new
postal data in the Postal Code Table page. The system will not update the Postal Code Table with values
you enter on this page.

Related Links
(ITA) Setting Up Italian City Codes
Define Postal Codes JPN Page

Country Table for HR Page

266

Use the Country Table for HR page (HR _COUNTRY_DEFN) to specify additional information about a
country for HCM reporting purposes.

Navigation:
Set Up HCM > Install > Country Specific > Country Table for HR > Country Table for HR

This example illustrates the fields and controls on the Country Table for HR page.

Country Table for HR

Country USA United States
=~ Il Belgium

NIS Country Number |0[}402 |

= W France

INSEE Country Number | 404]

= [l Netherlands

Nationality | ‘

[ Target Group - Diversity Mgmt
<Ml Canada

*Stats-Can Country Code 2009 |66?21 ‘

~E uUsA

Country Code for 1042 [US ‘

(BEL) Belgium

Field or Control Description
NIS Country Number (National Institute for Statistics Enter the NIS Country Number for reporting hires and
country number) terminations to the Social Insurance.
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(FRA) France

Setting Up and Installing PeopleSoft HCM

Field or Control

Description

INSEE Country Number (National Institute for Statistical
and Economic Studies country number)

INSEE is an official statistics and economics organization in
France. This organization issues a number that is used by the
tax authorities, Social Security, the Chamber of Commerce,
and others to identify an enterprise and its entities.

(NLD) Netherlands

Field or Control

Description

Nationality

Enter the four-digit nationality code for the country.
Nationality codes are defined by the Netherlands coding
standard (NEN) and are used in wage declarations for the
Netherlands. The system uses the Country code specified for
an employee on the Citizenship/Passport page to determine
which nationality code applies to the employee.

Target Group - Diversity Mgmt (target group - diversity

management

Select this check box to identify this country as a target
group for diversity reporting purposes in the Netherlands. If
you're administering a Dutch workforce, may want to track
information on the national origin of an employee. Employee
national origin is based on either their birthplace or their
parent's birthplace.

Note: From December 31, 2003 the SAMEN law is no longer
a legislative requirement. However, we continue to provide
the ability to track employees' national origin to enable you to

monitor workforce diversity.

(CAN) Canada

Field or Control

Description

Stats-Can Country Code pre2009

This field stores the Statistics Canada code that was associated
with the country before codes were updated in 2009.

Stats-Can Country Code 2009

Enter the Statistics Canada code that is associated with the
country as of 2009.
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(USA) USA
Field or Control Description
Country Code for 1042 (USA) Enter the country code used when reporting wage and

tax data to federal and state government agencies in the EFW2

format.

(E&G) Enter the country code for nonresident alien processing

State/Province Page

268

Use the State/Province page (STATE DEFN) to add a state, province or equivalent entity for the country
that is selected from the Country Table.

Navigation:
Set Up HCM > Install > State/Province > State/Province

This example illustrates the fields and controls on the State/Province page. You can find definitions for
the fields and controls later on this page.

State/Province

Country BEL Belgium
Abbreviation LX

Humeric Code 10

*Province |_uxemburg 'Q?

PeopleSoft delivers the State/Province table with all states, provinces, and equivalent geographical
entities (such as Dutch communities and French departments) for all supported countries. The codes are
based on standard postal codes. PeopleSoft updates this table with each version.

You need these state or province codes for all countries where your organization does business. You use
this information in many address fields in the system.

Field or Control Description
Postal Abbreviation The state or province code is automatically displayed.
Numeric Code Enter the numeric code, if applicable. The U.S. federal

government assigns a numeric code to each state for reporting
purposes. You don't need to enter numeric codes for new
Canadian provinces.
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Setting Up Regulatory Regions

To set up regulatory regions, use the Regulatory Region component (REG_REGION).

These topics provide an overview of integration point

Page Used to Set Up Regulatory Regions

s and discuss how to define regulatory regions.

Page Name Definition Name

Usage

Regulatory Region Page REG_REGION

Set up a regulatory region.

Regulatory Region Page
Use the Regulatory Region page (REG_REGION) to

Navigation:

set up a regulatory region.

Set Up HCM > Install > Regulatory Region > Regulatory Region

This example illustrates the fields and controls on the
for the fields and controls later on this page.

Regulatory Region page. You can find definitions

Regulatory Region
Regulatory Region CANOMN

*Description |Canada - Ontario

Country |CAN |3

Canada
Security Access | Available to All =l
Default Record Group Set IDs
SetID CANON Canada - Ontario
OR
Clone from
Existing
Regulatory Region
Field or Control Description

Country

Select a country from the list. When you create a regulatory
region, you must specify the country to which the region
belongs. This enables country-specific edits even when a state-
level or provincial-level region is used in a system transaction.
If the country you want to add isn't in the list of values, add
that country to the system using the Country Table.
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Field or Control

Description

Security Access

Select a security access level from the list. Because many
companies have users working with only one, limited set of
regulatory regions, this feature enables you to hide the other
regulatory regions from the user. The values are stored on the
Translate table. The Regulatory Region prompt edit views use
these values to limit the user's Regulatory Region choices to
the regions to which the user has access. Values are as follows:

*  Available To All: Users can select this region.

*  Not Available To Anyone: No users can select this region.

*  With Global Security Only: Only users who have access
to that region's country functionality assigned to their

primary permission list can select that region.

See Setting Up Security for Local Functionality.

Note: If you choose not to maintain the country-level data
security, then select Available to All or Not Available to
Anyone to provide universal access to regulatory regions. To
simplify maintenance, availability is established only once for
each regulatory region and is used for all transactions.

Default Record Group Set IDs

Use this group box to specify the set IDs that make up this regulatory region. Since regulatory region is
used to drive set processing in some applications, such as Health and safety, regulatory region is a set
control value. The default record group set IDs establish an initial set processing relationship for this new

regulatory region.

Field or Control

Description

Set ID

When you add a regulatory region, the Set ID field is available
for entry, and the Clone From Existing Regulatory Region
field is unavailable for entry. The system places a default

set ID in the set ID field that bears the same name as the
Regulatory Region Code that you just defined. If you haven't
defined a set ID that matches this code, select another
applicable set ID for your regulatory region from the list

of valid values. The set IDs in the list were set up using the

TableSetID table. You can select only from those set IDs.

Note: Before you can specify set IDs, you must define set
IDs, record groups, set control values, and TableSet record
group controls, using the components on the PeopleTools >
Utilities > System Administration menu.

See Understanding PeopleSoft HCM System Data Regulation.
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Field or Control Description

Clone from Existing Regulatory Region You can clone the set IDs attached to this new regulatory
region from an existing regulatory region. Use this option if
the new regulatory region that you're defining requires the
same default record group set IDs as those that you've already

created for another region.

Enter the regulatory region that you want to clone.

For more information, see the product documentation for PeopleTools: Data Management.

Related Links
Understanding PeopleSoft Security

Understanding Data Permission Security for HCM

Establishing Regulatory Transaction Types

To establish regulatory transaction types, use the Regional Transactions component
(REG_TRX_REGION).

These topics provide an overview of regulatory transactions and discuss how to add regulatory regions to
a transaction.

Pages Used to Update or Add Regulatory Transactions

Page Name Definition Name Usage

Regional Transactions - Transaction REG_TRX Update the regulatory transaction

Page description or add a new regulatory
transaction.

Regional Transactions - Regions in REG _TRX REGION Define the regulatory regions that make

Transaction Page up a regulatory transaction type.

Understanding Regulatory Transactions

Two sets of regulatory transactions are already defined in the system as shown in the following table:

Regulatory Transaction Countries or Regions Included Reason
STANDARD All countries that are supported in the Most applications apply regulatory and
system. legislative edits at the country level.
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Regulatory Transaction

Countries or Regions Included

Reason

HANDS (Health and Safety)

All countries that are included in the
system, plus the Canadian provinces.

Most applications apply regulatory and
legislative edits at the country level,
but Canada has specific provincial
laws governing their Health and Safety
reporting.

Use the two pages in the Regional Transactions component (REG_TRX REGION) to assign new
regulatory regions to these transaction types (if you have added countries or regulatory regions to the
system) and to establish new regulatory transactions.

Regions in Transaction Page

Use the Regional Transactions - Regions in Transaction page (REG_TRX REGION) to define the
regulatory regions that make up a regulatory transaction type.

Navigation:

Set Up HCM > Install > Regional Transactions > Regions in Transaction

This example illustrates the fields and controls on the Regions in Transaction page. You can find
definitions for the fields and controls later on this page.

Transaction

Data

Requlatory Region Country

Regions in Transaction

Regulatory Transaction STANMDARD

Personalize | Find | view All | 2 | B

Security Access  Description

First ‘4" 1-7of36 ‘b Last

ARG G, ARG ALL Argentina [+] [=]
AUS AUS ALL Australia 4] (=]
BEL @ BEL ALL Belgium [H | [=
BRA G, BRA ALL Brazil [+] [=]
CAN @, CAN ALL Canada [+] [=]
CHE @, CHE ALL Switzerland Regulatory Region [H | [=
CHN @ CHN ALL China [H | [=
Field or Control Description

Regulatory Region

Select the regulatory regions that belong to this transaction.

272
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Installing Person Objects

To install person objects, use the Person Object Installation component (INSTALL PERSON).

This topic discusses how to install person objects.

Page Used to Install Person Objects

Page Name

Definition Name

Usage

Person Object Installation Page

INSTALL_PERSON

Select installation settings for the Add
a Person component (PERSONAL
DATA).

Person Object Installation Page

Use the Person Object Installation page (INSTALL PERSON) to select installation settings for the Add a
Person component (PERSONAL DATA).

Navigation:

Set Up HCM > Install > Person Object Installation > Person Object Installation
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This example illustrates the fields and controls on the Person Object Installation Page. You can find
definitions for the fields and controls later on this page.

Person Object Installation
Installation Settings
¥ show Checklists I Perform Automatic Search/Match
Default Checklists
Employee Checklist HCEWMP |Q  add Emplayment Instance
Contingent Worker Checklist HCCWR |Q  Add Contingent Worker Instance
Person of Interest Type Checklist Personalize | Find | @| E First ‘4’ 1-120f12 ‘%' Last
POl Type Description POI Checklist Description
1 00000 Unknown Q.
2 00001 COBRA Qualified Beneficiary a,
3 00002 Pension Payee Q,
4 00003 Stock - Board Member o'}
5 00004 Stock - Non-HR Employee Q
6 00005 Global Payroll Payee Q,
7 00006 Student Refund Q.
8 00007 External Trainee HCPOI @, Add Person of Interest Inst.
9 00008 External Instructor Q,
10 00009 Campus Solution Person @,
11 00010 Other Q,
12 00011 Cther Payee &,
Installation Settings
Field or Control Description

Show Checklists

Select to show the Checklists Code field on the Organizational
Relationships page (PERSON DATA4), enabling users to
select a checklist for the person they are adding and create

a record in the Person Checklist component (PERSON
CHECKLIST).

Perform Automatic Search/Match

Select to perform an automatic search and match when you
add a person to the PERSONAL DATA component. The
system will search the database to determine that you are not

entering a duplicate record.
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Default Checklists

Select the default checklists that the system will display in the Checklist Code field on the Organizational
Relationship page when you add to add one of the following relationships for the new person:

* Employee.
* In the Employee Checklist field, select the default checklist for commercial employees.
e In the French Public Sector Emp field, select the default checklist for French public sector
employees.
* Contingent Worker.
In the Contingent Worker Checklist field, select the default checklist for contingent workers.
* Person of Interest

For each POI type listed in the Person of Interest Type Checklist grid for which you want a default
checklist, select the checklist.

The system will create a record in the Person Checklist component by identifying this checklist code on
the Organizational Relationship page when you first create the person.

Set up checklists on the Checklist component (CHECKLIST TABLE).

See “Creating Checklists” (PeopleSoft Human Resources Administer Workforce).

Copyright © 1988, 2024, Oracle and/or its affiliates. 275



Setting Up and Installing PeopleSoft HCM Chapter 7

276 Copyright © 1988, 2024, Oracle and/or its affiliates.



Chapter 8

Setting Up and Working with Search/Match

Understanding Search/Match

To use the full functionality of your system, you must maintain the integrity of your database. With users
from many departments entering data into your system, you want to minimize the entry of duplicate

or multiple records. Search/Match enables you to define criteria to check for duplicate or multiple ID
records. The searchable ID types (called Search Types) are:

* Person (Empl ID)

* Applicant (HRS PERSON _ID within PeopleSoft Talent Acquisition Manager)

Note: PeopleSoft delivers these ID types as translate values inside the SM_TYPE field. They are
delivered as Active, but you can inactivate them depending on the applications that you license. Do not,
however, add or delete ID type values.

For each of these ID types, departments or business areas can, based on user security roles, define their
own search criteria to perform a search. The criteria can include defining search rules and placing them
in the desired order within a search parameter. Each department or business area can also set what data
to display in the results to identify a possible matching ID. Departments and business areas can set up
multiple search result codes and give security access to all users or restrict it to specific users who have a
certain security role assigned.

You can also set rules and parameters to permit only ad hoc searches to enable users with the appropriate
security to perform ad hoc searches without the constraints of predefined criteria.

Data returned in a search result can contain sensitive information. You can control whether to entirely

or partially mask a field or display the entire field. The masking configuration can be controlled with
user security access. With search results and display controls defined, users can perform Search/Match to
determine if a record already exists before adding one.

You can also enforce the use of Search/Match by setting Search/Match to trigger when a user enters data
and saves a new ID by transferring the user directly to the list of IDs that match the criteria. When you
enforce Search/Match at save time, the user does not need to navigate to the Search/Match component and
reenter the data to determine whether the ID exists.

You define search rules to identify which fields to search for and how to use them to perform the search.
You can use one or multiple search rules. If you use multiple search rules, Search/Match applies the rules
in the order that you define. Starting with the first rule, if the system finds at least one match according to
that rule, it will stop searching. However, if it finds no match for that rule, it will continue to the next rule,
and so on.

Also, if you use multiple search rules, you should order the rules from the most restrictive to the least
restrictive. For example, rule 1 could return matching IDs when first name, last name, phone number and
national ID exactly match. Rule 4 could return matching IDs when only the first and last name match. In
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this example, rule 4 could return more potential matching IDs than rule 1. The search rule used by Search/
Match could therefore be used as an indicator to users of how significant the returned results are.

A search parameter is a set of one or more search rules that you order sequentially with the lowest (or
first) search order level as the most restrictive, and the highest (or last) search order level as the least
restrictive. A search parameter must be created even if it contains only one search rule.

When a user runs the search, the system searches according to these rules and search orders until it either
encounters a potential duplicate or executes all search sequences and finds no potential duplicate.

Use search result codes to specify the data that you want Search/Match to return in the grids on the Search
Results page for the potential matching IDs that it finds. You can define field-level security for fields that
you consider sensitive. For example, you might allow some users to see the full birth date, but restrict
other users to see only the year (or nothing at all), depending on the Primary Permission List in their user
profile.

Some search rules, search parameters, and search results are delivered with your system. You can use
these as they are, modify them, or add as many as you need.

Warning! Adding new search fields require significant programming effort and is not recommended.

Related Links

Automatic Search

Automatic Search

278

Automatic search reinforces the use of Search/Match when you create a new ID in a transaction page.
To trigger an automatic search from the transaction page, associate the component that contains that
page with an active search parameter. When the user enters all of the necessary data to create a new ID
on that page and saves the transaction record, Search/Match begins automatically. The system uses the
predefined search parameter and the data entered by the user as search criteria. If Search/Match does
not find matching IDs, the system saves the transaction successfully. If Search/Match finds at least one
matching ID, the system displays the search results inside a grid on the Search Results page.

If the component name is associated with a search parameter code and a search result code, Search/Match
displays the search results inside a grid on the Search Results page. This enables users to review the
potential duplicate IDs without having to manually navigate to the Search/Match page. After reviewing
the results on the Search Results page, the user clicks Return and is instructed to either click OK to
continue saving the new ID or to click Cancel to avoid saving the transaction and investigate further.

Note: This setup is valid only when creating person IDs from HRS PREP FOR_HIRE component.

Warning! To display the Search Results page at save time, you must have a security role with access to
the component interface HCR_SM_SEARCH.

See Search Results Page.

See PeopleTools: Security Administration

Note: This setup is valid only when creating person IDs from the Personal Data (PERSONAL DATA)
component for commercial HCM and the Employee Hire (EE_HIRE) component for Federal HCM.
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Enabling the Auto Search/Match Feature

You enable Automatic Search/Match processing in HCM by selecting the Perform Automatic Search/
Match check box on the Person Object Installation page (INSTALL PERSON).

When you select the check box, the system checks to see if a Search Parameter and a Search Result code
have been associated with the PERSONAL DATA component (or the EE_HIRE component for Federal).
If it finds codes, it displays these rule names. If not, the system generates a warning informing you that
Automatic Search/Match processing will not occur until you associate Search Parameter and a Search
Result code with the PERSONAL DATA or EE_HIRE components.

See Setting Up Person of Interest Types.

Understanding Automatic Search Conditions

Search/Match uses phone and email values to perform the search only when a phone or email value is
marked as preferred. Therefore, to use PhoneRule and EmailAddressRule inside a search rule triggered
automatically when you save a new ID, the ID must have a preferred phone number and preferred email
address.

When Address1Rule, Address2Rule, Address3Rule, Address4Rule, CityRule, CountryRule, CountyRule,
PostalRule or StateRule are inside a search rule triggered when you save a new person ID, Search/Match
uses the address fields for only the home address type to perform the search. That is, if any address type
other than HOME is entered, Search/Match does not use the address fields as search criteria.

Setting Up Search/Match

To set up Search/Match use the Search Match Rules (HCR_SM_RULE), Search/Match Parameters
(HCR_SM_PARM), Search/Match Result Fields (HCR_SM RSLT FLDS), Search/Match Results
(HCR_SM_RESULT), and Search/Match (HCR_SM_SEARCH) components.

These topics discuss how to set up Search/Match.

Pages Used to Set Up Search/Match

Page Name Definition Name Usage

Search/Match Rules Page HCR_SM_RULE Define sets of fields to search for and
identify how to search for them.

Search Parameters Page HCR_SM PARM Combine and order search rules.

The combination (called the search
parameter) is what the users select prior
to performing a search to determine the
search fields that they are permitted to
search on.
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Page Name Definition Name Usage

Search Permissions Page HCR_SM PERM Identify who can use the search
parameter to perform the search. Also
identify which component names, if any,
should use the search parameter as part
of saving a new ID in the database.

Search/Match Result Fields Page HCR_SM_RSLT FLDS View or add fields that are available to
define the search results.

Search/Match Results - Search Results HCR _SM_RESULT Specify which result fields to include
Page in the search results and control how to

display their values.

Be careful not to confuse this page with
the page also called Search Results
with a similar object name (HCR_SM
RESULTS), which is the page on which
Search/Match displays returns from a

search.
Search/Match Results - Search Results HCR_SM RDTL PG Define the page to use to view more
Detail Page information about a specific ID returned
by Search/Match.
Search/Match Results - Search Results HCR_SM_RESULT EXCP Define field-level security exceptions to
Exceptions Page the data display control that is set on the

Search Results Permissions page.

Search Result Permissions Page HCR_SM RSLT PERM Identify who should have access to this
search result code. Also identify which
component, if any, Search/Match should
use this result code when a new ID is
added and a potential duplicate ID is
found.

Search/Match Rules Page

Use the Search/Match Rules page (HCR_SM_RULE) to define sets of fields to search for and identify
how to search for them.

Navigation:

Set Up HCM > System Administration > Utilities > Search/Match > Search/Match Rules >
Search/Match Rules

280 Copyright © 1988, 2024, Oracle and/or its affiliates.



Chapter 8

Setting Up and Working with Search/Match

This example illustrates the fields and controls on the Search/Match Rules page. You can find definitions
for the fields and controls later on this page.

Search/Match Rules
Search Rule Code PSCS_10 Search Type Person
*Description |Name,Addr,City Bday, Gender, S5N " Ad Hoc Search
Search Fields Personalize | Find | 2| B First ‘&) 1-7of7 ‘& Last
. . . . Start Number of
Sequence Search Field Required Usage Position Ere Length
1 Address1Rule Q) Address Line 1 17 Begins Witl 'l 1 5 55 [#] [=]
2| |CityRule Q City ~ Begins '.”."il\'l 1 10 30 ¥ =
3| FirsthameSrchRule Q First Mame Search = Begins '.”."il\'l 1 3 30 ﬂ j
4| LasthNameSrchRule Q Last Mame Search = Begins '.”."il\'l 1 5 30 ﬂ j
5| |DateOfBirthRule Q) Date of Birth 17 Equals 'l 10 [# =
G| GenderRule Q Gender 1™ Equals 'l 1 ﬂ j
7| |NationallDRule Q) Mational Id Vv Equals 'l 20 [# =
Field or Control Description

Ad Hoc Search

Select to permit ad hoc searches from this search rule.

An ad hoc search enables users to bypass the institution's
predefined search standards to perform a configured search
without predefined operands and without limiting the
characters to evaluate. For example, an ad hoc search might be
first name equals John,; whereas, a non-ad hoc search might be
set to search only on the first three characters of the first name
(in this case, Joh).

Search Fields

Search fields are delivered with your system.

Warning! Adding new search fields require significant programming effort and is not recommended.

Field or Control

Description

Sequence

Enter the order in which you want the search fields to appear

when used inside a search parameter.
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Field or Control

Description

Search Field and Field Description

Select each search field that you want to assign to this search
rule code. When you exit the field, the system displays the
associated description. Search fields are the fields on which

users are permitted to search.

Search fields are delivered with your system. Adding
or modifying a search field value requires a significant

programming effort. Do not attempt to delete a search field.

Note: When you include name, national ID, phone, email,
or address fields in the rule without the types (Name Type,
National ID Type, phone type, email type or address type),
the system searches on all national IDs, phones, emails or

addresses in the system for that individual.

Required

Select this check box to require a value in the search field to
find a potential match on this search rule. Selecting this check
box is useful for making the rule more restrictive.

If the check box is not selected, the system accepts blank or
nonexistent for this field inside this search rule. For example,
if all the fields inside a search rule are marked as required, the
user must provide data for each of those search fields to find

a match on this rule. However, if the Required check box is
not selected, for example, for Date of Birth, the user can still
search on that search rule without specifying a date of birth.

Usage

Identify how you want the search to evaluate the field value:

Begins With: The value must begin with this data. When
you select this value, the Start Position field appears with
a default value of /, and the Number of Characters fields
are available for you to define. You cannot modify the start
position default value.

Contains: The value must contain this data but can be
preceded or followed by other data. When you select this
value, the Start Position field appears with a default value of
1, and the Number of Characters ficlds are available for to
you define.

Equals: The value must be exactly equal to this data.

Not Used: Do not use this field value in this search.
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Field or Control

Description

Start Position and Number of Characters

Enter the character position where you want the compare
to start, and enter the number of characters from that start
position to include in the compare.

For example, if the usage selected for National ID is Contains,
and you enter a start position of 3 and the number or characters
of 5, the system compares against the 3rd, 4th, 5th, 6th, and
7th characters in the field value. It will return matching IDs for
which the National ID contains these 5 characters.

If the usage selected was Begins With, the start position is
has a default value of 7 and you need to specify how many
characters from the first character that Search/Match should
use to perform the search.

Length

Indicates the number of characters in the search field. When
you exit a particular field in the Search Field column,

the system displays the total number of characters in the
associated field.

See Understanding Search/Match.

Search Parameters Page

Use the Search Parameters page (HCR_SM_PARM) to combine and order search rules.

The combination (called the search parameter) is what the users select prior to performing a search to
determine the search fields that they are permitted to search on.

Navigation:

Set Up HCM > System Administration > Utilities > Search/Match > Search/Match

Parameters > Search Parameters
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This example illustrates the fields and controls on the Search Parameters page. You can find definitions

for the fields and controls later on this page.

Search Parameters Search Permissions
Search Parameter PSCS_TRADTIONAL Search Type Person
*Description [CS_Person_Traditional status[Acive =] [ Ad Hoc Search
Search/Match Rules Personalize | Find | Y | E First ‘4" 1-50f5 ‘»' Last
Search Order *3earch Rule Code
10 |PSCS_10 G, MName Addr,CityBday Gender,SSN View Definition [+ [=]
20 |PSCS_20 @, SSM Only View Definition [+] [=]
20| [PsCs_30 @, Mame,Bday,Gender View Definition +] [=]
40| |PSCS5_40 G, Mame,Gender View Definition [+ =]
50| |[PSCE_50 @, Mame Only View Definition [+] [=]

Field or Control

Description

Ad Hoc Search

Select to permit only ad hoc searches from this search
parameter.

An ad hoc search enables users to bypass the institution's
predefined search standards to perform a configured search
without predefined operands and without limiting the
characters to evaluate. For example, an ad hoc search might be
first name equals John,; whereas, a non-ad hoc search might be
set to search only on the first three characters of the first name
(in this case, John).

Note: Automatic search cannot be performed from a search
parameter set to permit ad hoc searches.
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Field or Control

Description

Search Order

Enter the order in which to apply the search rule codes of this
search parameter. Enter the most restrictive search rule in the
lowest order number and the least restrictive search rule in the
highest order number.

You can reorder the search rules at any time. When you
reorder the rules and save the page, the system displays the
rules in the most recent numerical order that you entered.

Search/Match processes the lowest order search rule first; if
it finds one or more possible matches, it stops the search and
returns the results. If it finds no results, it continues to the next

search rule, and so on.

In the search results, the system displays the search order
number that corresponds to the search rule where potential

matching IDs are found.

You can use only one search rule for an ad hoc search;
therefore Search Order fields do not appear when theAd Hoc
Search check box is selected.

Search Rule Code and Rule Code Description

Enter the search rule code to use. When you exit the field, the
system displays the search rule description. You must enter at

least one search rule to create a valid search parameter.

View Definition

Click this link to access the Search/Match Rules page on

which you can view or edit the rule definition.

Search Permissions Page

Use the Search Permissions page (HCR_SM PERM) to identify who can use the search parameter to

perform the search.

Also identify which component names, if any, should use the search parameter as part of saving a new ID

in the database.

Navigation:

Set Up HCM > System Administration > Utilities > Search/Match > Search/Match

Parameters > Search Permissions
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This example illustrates the fields and controls on the Search Permissions page. You can find definitions

for the fields and controls later on this page.

Search Parameters Search Permissions

Search Parameter PSCS_TRADTIOMAL Search Type Person

Description CS_Person_Traditional Status Active

Search Parameters Access

M Full Access

I™ Ad Hoc Search

Search/Match Used in Transaction Personalize | Find | E—II IE First ‘4’ 1-4of4 ‘&) Last
*Component Hame

1 |[ADM_APPL_ENTRY1 Q [+ [=]

2 [ADM_PROSPECT_PROG |Q [+ [=]

3 [QUICK_ADMIT Q [+ [=]

4 [scc_BIo_DEMO a, [+] [=]
Search Parameters Access
Field or Control Description
Full Access Select to enable all users to use the search parameter code.

Restricted Security Access

This area appears only when the Full Access check box is not selected.

Field or Control Description

Role Name and Role Description

have specific roles inside their security profile.

Restrict the use of this search parameter code to users that
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Field or Control

Description

Component Name and Component Description

If you want to enforce the use of Search/Match when adding
a new ID, select the component name where adding a new

ID occurs. The system will then initiate Search/Match

when a user enters the data to create a new ID and saves the
transaction. You can restrict the search to specific components
whether you give permissions to all roles or only to specific

roles.

Note: A component name can be associated with only one
search parameter. However, the same search parameter can be
used inside several component names. Select all components
where the search parameter should be used.

Note: This field is available only when the Search Type is

Person or Organization.

See Understanding Search/Match.

Search/Match Result Fields Page

Use the Search/Match Result Fields page (HCR_SM_RSLT FLDS) to view or add fields that are

available to define the search results.

Navigation:

Set Up HCM > System Administration > Utilities > Search/Match > Search/Match Result

Fields > Search/Match Result Fields

This example illustrates the fields and controls on the Search/Match Result Fields page. You can find
definitions for the fields and controls later on this page.

Search/Match Result Fields

Search Result Field DateOfBirth

Description Date of Birth

Search Result Data

Record Hame PERSON

Field BIRTHDATE

System Data - not available for update

PERSON record

Diate of Birth

Search Type Persan

I Effective Dated

Copyright © 1988, 2024, Oracle and/or its affiliates.

287



Setting Up and Working with Search/Match Chapter 8

Many Search/Match result fields are delivered predefined and are available for you to use when defining
search result codes. The text System Data - not available for update appears for these fields on the Search/
Match Result Fields page. You cannot edit the data for the predefined search fields. You can, however,
select additional fields to make available for your search result codes.

When you select Add a New Value and enter a name for the results field, the Search/Match Result Fields
page appears with enterable fields for you to select the record and field to make available within the
search results. To control how the values for a field appear in the results, use the Search/Match Results
setup page.

Note: When search result fields are created based on records that are either effective-dated or type-related
(such as address type, email type, phone type, and so on), Search/Match returns a row for each of the
dates (historical, current and future dates) and types. For example, the field Gender is included in the
PERS DATA_ EFFDT record. If you use Gender as a search result field, then a person with multiple
rows on PERS DATA EFFDT will display multiple rows with the same gender in the search results

grid. This is to make sure the evaluation of potential duplicate IDs is done across all dates and types
applicable to each ID. If your organization prefers to see a limited number of rows, you can create the
search result fields based on a view that could include logic to limit the effective date to display only
current information or logic to return only a specific type (for example select address information where
Address Type is Home).

Search/Match Results - Search Results Page

288

Use the Search Results page (HCR_SM_RESULT) to specify which result fields to include in the search
results and control how to display their values.

Be careful not to confuse this page with the page also called Search Results with a similar object name
(HCR_SM_RESULTS), which is the page on which Search/Match displays returns from a search.

Navigation:

Set Up HCM > System Administration > Utilities > Search/Match > Search/Match Results >
Search Results
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This example illustrates the fields and controls on the Search/Match Results - Search Results page. You
can find definitions for the fields and controls later on this page.

Result Set

¥ use Detail Page

Search/Match Result Fields
Sequence *Result Field
1| |NameType |
2| |EffectiveDat|Q

3 |FirstMame |Q
4 MiddleNamQy
5 |LastMame |Q
6 |MationallD |Q
7 |DateOfBirth | Q
8 |Gender (&}

9 |CampusiD |Q

Search Results Search Result Permissions

Search Result Code PSCS_TRAD_MASK

*Description |CS_Pers Tradtional Result Mask

Page Navigation

Name Type

Name Effective
Date

First Name
Middle Name
LastName
National ID
Date of Birth
Gender

Campus 1D

Search Type Person

Status | Active 'I
Personalize | Find | | [ First ‘4 1-@0f8 '*/ Last
Humber of
Display Option Er D= Day Month Year Length
Display Entire Fiel(™ 3 Exceptions [#] [=]
Display Entire Figl(x 10 Exceptions [+] [=]

30 Exceptions
30 Exceptions
30 Exceptions
20 Exceptions
[ [ v 10 Exceptions

1 Exceptions

R g I = O R A =3
Ol O] 0 0 O [0 [l

16 Exceptions

Result Set

Field or Control

Description

Use Detail Page

Select this check box to display a Detail link beside each ID
returned from a search.

When you select Use Detail Page, the Page Navigation
button appears.

Page Navigation

This button appears only when the Use Detail Page check box
is selected.

Click to access the Search Results Detail page, on which you
can define the page to which you want users to be directed to
see more details about a specific ID.

Note: To be transferred to the page that you define here, the
user must have security access to the page.
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Field or Control

Description

Sequence

Enter the order by which the system displays results in the in
the Search/Match results grid. You can reorder the result fields
at any time. When you reorder the fields and save the page, the
system displays the result fields in the most recent numerical
sequence that you entered.

Result Field and Field Description

Select the data to return with the search results. Fields used
to perform the search (search fields) can be different from the
fields needed to review the results (result fields).

The result fields are defined in the Search/Match Result Fields
page.

Display Option

Displays the default display control for that field. You can
override this. Select Display Entire Field or Mask Entire Field
to display or hide the entire field value respectively . The other
options are:

Display First: Displays the first specified number of characters
of the field value. When you select this, the Number of
Characters field appears. You must enter the number of

characters to display from the beginning of the field value.

Display Last: Displays the last specified number of characters
of the field value. When you select this, the Number of
Characters field appears. You must enter the number of
characters to display from the end of the field value.

Display Partial Date: Displays the specified parts of a date
field value. When you select this, the Day, Month, Year

check boxes appear. You must select which parts of the date
to display. For example if you select Year, only the year will

appear.

Number of Characters

Enter the number of first or last characters of a field value to
display.

Day, Month, Year

Select the parts of the date to display for a date value.

Length

Displays the number of characters possible for the field value.
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Field or Control

Description

Exceptions

Click this link to access the Exceptions page, on which you
can define field-level exceptions to these results.

Warning! Search/Match returns all potential matching IDs
regardless of data permission security. You must use field-
level security to mask or partially mask sensitive data.

See Understanding PeopleSoft Security and Understanding
Data Permission Security for HCM.

Search/Match Results - Search Results Detail Page

Navigation:

Use the Search/Match Results - Search Results Detail Page page (HCR_SM_RDTL PGQG) to define the
page to use to view more information about a specific ID returned by Search/Match.

Click the Page Navigation button that appears on the Search Results page when you select the Use Detail
Page option.

This example illustrates the fields and controls on the Search/Match Results - Search Results Detail Page
page. You can find definitions for the fields and controls later on this page.

Search Match Results

Search/Match Results
Search Results Detail Page

Search Result Code PSCS_TRAD_MASK
Description CS_Pers Tradtional Result Mask

Detail Page Parameters
Menu Name CC_BIO_DEMO_DATA
Menu Bar Name USE
Item Name |SCC_BIO_DEMOD

Page Name SCC_BIO_DEMO_PERS
Action F.'Iudel Update/Display 'I

OK Cancel

Search Type Person

Status Active

£ L 0 0

Copyright © 1988, 2024, Oracle and/or its affiliates.

291



Setting Up and Working with Search/Match Chapter 8

Detail Page Parameters

Field or Control Description

Menu Name, Menu Bar Name, Item Name, and Page Select each item that corresponds to the page that you want to
Name use to provide more details about a specific ID.

Action Mode Select the action mode to define in which mode you want your

users to access the detail page. Options are:
Add

Correction

Data Entry

Upd/Dsplay (update/display)

Update

Search/Match Results - Search Results Exceptions Page

Use the Search/Match Results - Search Results Exceptions page (HCR_SM_RESULT EXCP) to define
field-level security exceptions to the data display control that is set on the Search Results Permissions

page.
Navigation:
Click the Exceptions link on the Search Results page.

This example illustrates the fields and controls on the Search/Match Results - Search Results Exceptions
page. You can find definitions for the fields and controls later on this page.

Search Match Result Exceptions
Search/Match Results
Search Results Exceptions
Search Result Code PSCS_TRAD_MASK CS_Pers Tradtional Result Mask
Result Field DateOfBirth Date of Birth
Field Level Security Exceptions Personalize | Find | @I &_Fé First ‘&' 1-20f2 ‘& Last
*Primary Permission List Permission List Description Display Option Length
EODS1000 @ Directory Interface | DisplayEntire Field =] 10 [+] [=]
EOECI010 @, Credit Card Interface | Display Entire Field =] 10 [+] [=]
oK Cancel

You can define exceptions to the search results that you set up on the Search Results page. For example,
you might have partially masked the birth date field in your search results, but you want the entire field to
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appear for those who have a need to know. Using primary permission lists, you can set those exceptions
here.

See Understanding PeopleSoft Security and Understanding Data Permission Security for HCM.

See PeopleTools: Security Administration

Field Level Security Exceptions

Field or Control Description

Primary Permission List and Permission List Description Select the primary permission lists of the users who will be
exceptions to the result field selected. When you exit the field,
the system displays the permission list description.

Display Option Select the display option to use as the exception to the display
option selected on the Search Rules page.

Search Result Permissions Page

Use the Search Result Permissions page (HCR_SM_RSLT PERM) to identify who should have access to
this search result code.

Also identify which component, if any, Search/Match should use this result code when a new ID is added
and a potential duplicate ID is found.

Navigation:

Set Up HCM > System Administration > Ultilities > Search/Match > Search/Match Results >
Search Result Permissions

This example illustrates the fields and controls on the Search Result Permissions page. You can find
definitions for the fields and controls later on this page.

Search Results Search Result Permissions

Search Result Code PSHR_GENERAL Search Type Person

Description General Core HR Results Status Active

Search Result Code Access

¥ Full Access

Search/Match Used in Transaction Personalize | Find | @I Ll:_fiI First ‘&' 1-20f2 ‘&' Last
*Component Hame
1 [EE_HIRE @, Hire Employee [+] [=]

2 [PERSONAL_DATA C Personal Data [+ [
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Field or Control

Description

Full Access

Select this check box to enable all users to use the search result
code

Role Name and Role Description

Enter roles to restrict the use of this search result code to users
that have this role inside their security profile. These fields
appears when the Full Access check box is not selected.

Component Name

This field is available only when the Search Type is Person.

If you use automatic search and want to display a warning
message to alert users when potential duplicate IDs exist and
you want to display the results of the automatic search, select
the same component name or names that you selected on the
Search Permissions page for the search parameter. You can
restrict the search to specific components whether you give
permissions to all roles or to only specific roles.

Note: A component name can be associated with only one
search result code. However, the same search result code
can be used inside several component names. Select all
components where the search result code should be used. If
Search/Match finds potential matching IDs that correspond
to the data entered, the system returns a Search Results page
showing the matching IDs that were found.

See Automatic Search.

Related Links
Search Results Page

Working with Search/Match

These topics provide an overview of the difference between search box search and Search/Match, search
box searches, Search/Match searches, and discuss selecting and viewing searches.

Pages Used for Search/Match

Page Name

Definition Name

Usage

Search Criteria Page

HCR_SM_SEARCH

Enter criteria to search for duplicate or
multiple records.

Default Search Result Page

HCR SM USERDFLT

Assign a search result code for the user
ID to use as a default value for a specific
search type.
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Page Name Definition Name Usage

Search Results Page HCR SM RESULTS View Search/Match results of a manual
search and investigate potential duplicate
IDs.

Do not confuse this page with the Search
Results setup page that has a similar
object name (HCR_SM_RESULT) and
on which you define search result fields.

Understanding the Difference Between Search Box Search and Search/
Match

The difference between record search from search dialog pages and using Search/Match is this: You use
search box pages to retrieve existing records using limited search criteria to view or update data, and you
use Search/Match to use a larger set of search criteria that detect duplicate or multiple records in your
database or to identify different records that contain duplicate data that should uniquely identify only one
ID.

Maintaining the integrity of IDs and their associated data is important toward maximizing system features
and functionality. Search/Match helps you to prevent the entry of duplicate or multiple records by
determining whether a person (EMPLID), an organization (EXT_ORG_ID, if you license PeopleSoft
Campus Solutions) or an applicant (HRS PERSON _ID, if you license PeopleSoft Talent Acquisition
Management) already exists in your database before creating (or recreating) the record.

You use Search/Match to define rules and search parameters that determine if duplicate or multiple
records exist with the uniquely identifying data relevant to your business processes. You can configure
which results fields to display with the returned matching IDs. You can also choose to fully display, mask,
or partially mask result field values based on business processes and the level of security that your users
need.

You can reinforce the evaluation of possible duplicates by setting up Search/Match to run automatically at
save time when a user creates a new ID.

Related Links

Automatic Search

Search Criteria Page

Use the Search Criteria page (HCR_SM_SEARCH) to enter criteria to search for duplicate or multiple
records.

Navigation:

e Set Up HCM > System Administration > Utilities > Search/Match > Search/Match >
Search Criteria

¢ Workforce Administration > Personal Information > Search Person > Search Criteria
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This example illustrates the fields and controls on the Search Criteria page (1 of 2). You can find
definitions for the fields and controls later on this page.

Search Criteria

Search Result Rule (7

User Default

Search Criteria (2
Search Fields

Address Line 1

City

First Name Search

Last Mame Search

Date of Birth

Search Type Person

Search Parameter PSCS_TRADTIOMAL

Search Result Code PSCS_TRAD_RESUL @ Cs_person Traditional Results

I” Ad Hoc Search

C5_Person_Traditional

Search Clear All Carry ID reset
Value
a,
a,
JOHN Q
SMITH Q
&

This example illustrates the fields and controls on the Search Criteria page (2 of 2). You can find
definitions for the fields and controls later on this page.

Gender

Mational Id

Search by Order Number (2

Search Order
10

20

30

40

50

Description
Mame Addr City Bday, Gender, SSN

S5N Only

Mame Bday,Gender

MName,Gender

Name Only

Selective Search

Field or Control

Description

Search Type

The system displays the search type (Person) selected to
access the page. If you have licensed PeopleSoft Talent
Acquisition Management, you could have selected Applicant,
and if you have licensed PeopleSoft Campus Solutions, you
could have selected Organization.
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Field or Control

Description

Search Parameter

Displays the parameter code selected to access the page. The
search parameter prompt on the search dialog page enables
you to select only the search parameters to which your security
roles permit you access.

Depending on your responsibilities, you might need to access
the Search/Match page several times a day. If you use the same
search parameter frequently, click the Save Search Criteria
link on the search dialog page to save it prior to accessing the
Search/Match page. Then, in the future, you can select it from
the Use Saved Searchprompt.

Ad Hoc Search

The system selects this to indicate that the Search Parameter
code is set to perform a ad hoc search.

An ad hoc search enables you to bypass the institution's
predefined search standards to perform a configured search
without predefined operands and without limiting the
characters to evaluate. For example, an ad hoc search might be
first name equals John, whereas, a non-ad hoc search might be
set to search only on the first three characters of the first name
(in this case, Joh).

For an ad hoc search, the Search Criteria page displays the
Search fields set up inside the search parameter code that

you selected; and an Operand field appears for each search
field. The Operand field enables you to perform a search that
begins with, contains, or equals the search value that you enter.

Also, for ad hoc searches, the Search by Order Number area of
the page does not apply and therefore does not appear.

See Search Parameters Page.

Search Result Rule

Field or Control

Description

Search Result Code

Select the search result code to use for displaying the results
of this search. The search result code contains all of the
information regarding how to display the IDs retrieved by
Search/Match and what data to return to help you quickly
determine whether an ID already exists for the constituent that

you are looking for

User Default

Click to access the Default Search Result page where you can
select a search result code to use as a default value for this
search type.

The system permits one default search result code per search
type for each user ID.
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Field or Control

Description

Search

Click this button to launch a search on all of the values that
you entered and to retrieve results for the most restrictive
search order number defined in the Search Parameter that you
selected. When the search is complete, the system transfers

you to the Search/Match Results page.

Note: When you click Search, the system searches only for
the data specified. It filters the search orders that are defined
for the Search Parameter that you selected. For example,

if Search/Match finds at least one potential matching ID at
search order number 10, it will stop the search and display

the results obtained at search order number 10. If no potential
matching IDs are found, the search continues to the next
search order number, and so on. If you want to search using a
specific Search Order number, use the Selective Search button
for that order number.

Clear All

Click this button to clear all entries in the Value fields.

Carry ID Reset

Click to reset a carried ID to New.

On the Search Results page, you can select to carry an ID as
you access pages to further investigate a potential duplicate.
When you click Carry ID Reset, the system stops carrying the
selected ID and uses an ID of New instead. This is especially
useful when you need to access pages that create new IDs.

See Setting Up Primary Permission List Preferences.

Search Criteria

Field or Control

Description

Search Fields

The system displays each of the search fields associated with
the search parameter that you selected.

Operand

These fields appear only when the search parameter permits
ad hoc searches. When the parameter permits ad hoc searches,
the system selects the Ad Hoc Search check box and hides the
Search by Order Number area of the page.

Select the operand to perform the search. The valid values are
Begins With, Contains, and Equals. These values are delivered

as translate values and should not be changed.
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Field or Control Description

Value For each search field that you specify, enter the value to search
for. If predefined values are available (such as for gender), you
can select from them from the prompt. If no predefined values

exist, you can type the data directly into the value field.

Search by Order Number
This area of the page appears only if the Ad Hoc Search box is not selected.

When you enter criteria in the Value fields, the Selective Search button for the search order defined with
the fields becomes available.

Click the Selective Search button to conduct specific searches.

When the search is complete, the system transfers you to the Search/Match Results page.

Search Results Page

Use the Search Results page (HCR_SM_ RESULTS) to view Search/Match results of a manual search and
investigate potential duplicate IDs.

Do not confuse this page with the Search Results setup page that has a similar object name
(HCR_SM_RESULT) and on which you define search result fields.

Navigation:

Enter criteria on the Search Criteria page and click Search or click one of the search by order number
Selective Search buttons to launch a manual search.

This example illustrates the fields and controls on the Search Results page. You can find definitions for
the fields and controls later on this page.

Search Results

Search Type Person I™ Ad Hoc Search
Search Parameter PSCS_TRADTIOMAL CS_Person_Traditional
Result Code PSCS_TRAD_RESUL CS_Person Traditional Results

Search Results Summary

Number of ID's Found 23 Return to Search Criteria
Search Order Number 50 MName Only
Search Results Personalize | Find | View All | LE]] First ‘&' 1-200f30 '*' Last

Results || Results2 || Additional Information

Name Effective

Empl ID Hame Type Date First Hame Middle Hame Last Hame
1 Carry ID Detail ADE024 FPRF 0312312001 John Smith =
2 Carry ID Detail ADS024 FRI 03/23/2001 John Smith
3 Carry ID Detail ADGOOD PRI 0112212002 Joanne Smith
4 Carry ID Detail ADG000 FRF 0112112002 Joanne Smith
5 Carry ID Detail ADGOOD PRI 01/21/2002 Joanne Smith
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This example illustrates the fields and controls on the Search Results page: Additional Information tab
(for an automatic search). You can find definitions for the fields and controls later on this page.

Search Results Personalize | Find | View All | (] First '4' 1-200f30 '*' Last
Results Results2 Additional Information
Empl ID

1 Carry 1D Detail AD5024 Person Organizational Summary =
2 Carry 1D Detail AD5024 Person Organizational Summary

3 Carry 1D Detail ADG000 Person Organizational Summary

4 Carry 1D Detail ADB000 Person Organizational Summary

5 Carry 1D Detail ADGO00 Person Organizational Summary

When you enter criteria on the Search Criteria page and click Search or any of the search by order
number Selective Search buttons, the system launches the search and transfers you to the Search Results
page with the results displayed as shown in the sample page above.

For an automatic search, the Search Results page is displayed as shown in the sample page below. That is,
if Search/Match is set to launch automatically with both the search parameter permission and search result
permission configured with a component name that enables creation of IDs. When you try to add an ID on
a component that is set up that way and Search/Match detects potential duplicates at save time, the Search
Results page displays a warning message indicating that at least one potential ID in the database matched
the data entered to create the ID and what where the data used to perform the automatic search.
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This example illustrates the fields and controls on the Search Results page, Results tab (automatic search).
You can find definitions for the fields and controls later on this page.

Search Results

WARNING: Potential duplicates were found - this person may already exist in the database.
Refer to the list below for possible matches to the person you are adding.

After you select the return button at the bottom of the page, you'll be asked whether you want to
continue adding this new person, or cancel this operation.

Match Criteria

Data
Required Description Usage Search Value

72 First Name Search Begins With  JO

= First Name Search Begins With  JO

72 Last Mame Search Begins With  SMIT

= Last Name Search Begins With  SMIT

72 Gender Equals u

72 Gender Equals u

Search Results Summary
Humber of ID's Found 3

Search Order Number 40

Search Results Personalize | Find | View All | (2 First ‘4’ 1-50f5 '»' Last
Results Results2 Additional Information [F=2H

Name Effective

Emipl I Name Type Date First Name Last Hame National ID
1 Carry 1D FADOB0 PRI D6/26/1998 Johanna Smith J00000000C
2 Carry 1D MUTADS4 PRI 01/011996 Joe Smith HO00O000CC
3 Carry ID MUIFO25 PRI 01/011996 Jose Smits JOO0O0000C

See Understanding Search/Match.

On either version of the Search Results page, you can view the list of results returned by the search,
view the details of any record returned in the search, and click Carry ID to have the system carry the ID
forward as you subsequently access pages for further investigation.
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Search Results Summary

Field or Control Description

Number of ID's Found Displays the number of IDs that met the search criteria.

This number may be smaller than the number of rows returned
in the Search Results grid because the grid might include the
same ID multiple times. If the name field is included in the
search result code selected, the search returns rows for each
name type and effective date that match the search criteria
entered. If the national ID field is included in the search result
code, the search returns rows for each national ID entered for

the record matching the search criteria.

Search Order Number Indicates the search order number at which results were found
and indicates how precise the search was—the lower the
number, the more restrictive the search and the greater the
chance of having found duplicate IDs. This number can be
used as an indicator of how close the returned IDs match the

criteria entered.

Search Results

Columns appear on the Results and Results 2 tabbed pages based on the search result code selected.
Depending on the user's role security, some values in the columns might be masked, partially masked, or

fully displayed.

Field or Control Description

Carry ID Click this button for the system to capture and carry the
ID to the ID field of the search box on the pages that you
subsequently access so that you do not need to remember the
ID.

Detail The Detaillink appears if the selected search result code was
configured to provide the user with a link to a page for more
information about an ID.

Search Results Page: Additional Information Tab

This tab appears only when the search type is Person.
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Field or Control

Description

Person Organizational Summary

Click to access the Person Organizational Summary page,
on which you can review the status of this person of interest
record.

Relations With Institution

Click to access the Campus Solutions Relations With
Institution Detail page, on which you can determine the type
of relations that the individual has with your institution and
further clarify whether this is the individual for whom you are

searching.

Note: This link is used by customers who are also using
PeopleSoft Campus Solutions and only shows if you have
selected the Student Administration check box and/or the
Contributor Relations check box on the Installation Table -
Products page INSTALLATION _TBL1).
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Understanding External System Integration

PeopleSoft HCM and PeopleSoft Campus Solutions product suites have historically resided within a
shared instance of the same database. This coupling enabled HCM and Campus Solutions to share a
person model, a single instance of a person in the system, and student refund processing through HR
Payroll. HCM and Campus Solutions now reside in separate database instances, with each product suite
pursuing its own release cycle. HCM 9.1 and Campus Solutions 9.0 are the first such separate instances.
Oracle supports a set of integrations to continue to allow HCM and Campus Solutions to communicate
with each other.

External Search/Match is a tool that enables Search/Match functionality to work, in both directions,
between the separate HCM and Campus Solutions instances or, with customization, another external
target system of your choice.

Note: If your organization is both an Oracle PeopleSoft HCM and an Oracle PeopleSoft Campus
Solutions customer, consider reading the External Search/Match FAQs, technical briefs, and various
implementation guides that have been developed by Campus Solutions to assist in the integration effort.
The documents are posted to My Oracle Support under Doc ID 1259484.1,CS Bundle #19 Functional
Documentation for Campus Solutions 9.0 & Feature Pack 4.

Understanding External Search/Match

External Search/Match functionality looks and feels much like the standard Search/Match that exists in
PeopleSoft HCM. However, External Search/Match integrates with an external system and enables your
institution to perform searches within that external system and import records into Person records. The
goal is to provide complete and meaningful lists of potential duplicate IDs in your entire environment,
including IDs that reside outside of the HCM database.

External Search/Match executes these searches with the help of two delivered web service operations.
You can then use web services to import a matching individual that does not exist inside the HCM
database. Web services send outbound search requests from the system of record to an external system
and also receive inbound responses coming directly from the external system. As enterprise architectures
grow more complex and HCM may no longer be the sole source of person data entry and maintenance,
searching against external systems ensures that no duplicates exist in your environment.

External Search/Match searches only for people in an integrated separate-instance system. Use External
Search/Match to search simultaneously against HCM and Campus Solutions to identify potential
duplicate person records and ensure that you add only unique employee IDs and person records to your
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HCM system, and carry the employee IDs throughout your business processes. The process displays the
combined results inside HCM search results pages.

How to Search

306

As is the case for internal Search/Match, two methods exist for performing searches in an external system:

Online search: Manually navigate to the Search/Match Integrated component and enter search
options.

Automatic search: From a Campus Solutions component where an ID can be created, the External
Search/Match triggers behind the scenes after user clicks Save.

You can perform either an online or an automatic search using External Search/Match.

Online Search

To perform an online search:

L.

Access the Search/Match Integrated component.

2. Select a Search Type, Search Parameter, Search Result Code, and other search fields as appropriate;

this step is the same as the existing Search/Match.

After populating some or all of these fields with search data, click the Search or Selective Search
button.

The system validates the external system data settings and determines whether the institution supports
Search/Match, External Search/Match, or both. This determination causes the system to then perform
the search inside the HCM database, outside to an external system, or both.

If the system determines that an external search should occur, then it generates the outbound search
request (Match Request). That search request contains all information known about the search. The
XML message will contain the search parameters used, the search fields and their values, and so on.
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This diagram displays this online search process:

Yes

Yes
¥
Outbound

query request
web service
to external

system

Search is
performed in
HCM

Automatic Search

To perform an automatic search, all of the above information applies. When you enter data to create an
employee ID on as HCM page and then click the Save button, the system invokes additional logic to
validate the external data integration settings and then triggers the Match Request.
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This diagram displays the automatic search business process flow:
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Understanding External Search/Match Web Services

308

Oracle delivers web services that are triggered and used by External Search/Match functionality.
Specifically, these web services are:

*  Match service (SCC_SM_SERVICE).
* Fetch request and fetch response (SCC_SM_FETCH).

The PeopleSoft Campus Solutions Constituent Web Services Developer's Guide contains more technical
details of these web services including examples of the XML message code.

Match Service

When you click the Search or Selective Search buttons on the Integrated Search Criteria page, the
system conducts an Internal Search/Match, External Search/Match, or both. External Search/Match sends
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a Match Request to the external system. This is an XML message that contains all of the fields included in
the search request. The external system returns a Match Response, also an XML message.

The Match Request XML message (SCC_SM_SERVICE REQ) to the external system exposes all
information that the system has:

*  All of the search order numbers that can potentially return matching candidates.

* Search fields.

* Search data.

e Search/Match configuration information.

The Match Response XML message (SCC_SM_SERVICE RESP) from the external system contains:
» Search order number/rule that found results.

* Matching candidates.

* External System ID/cross reference.

¢ Person data.

Fetch Request and Fetch Response

When you click the Detail or Import buttons on the Integrated Search Results page for a individual
without an employee ID, the system sends a fetch request to the external system. This is an XML message
that requests the full person record from an external system. The external system returns a fetch response,
also an XML message.

The fetch request XML message (SCC_SM _FETCH_REQ) to the external system contains the external
system ID for which the Import or Detail buttons were selected.

The fetch response XML message (SCC_SM_FETCH_RESP) from the external system contains the full
person record.

When you import a new person record fetched from an external system:
1. The HCM system creates an emplID.

2. The HCM system publishes the PERSON BASIC SYNC message, if it has been activated within
Integration Broker.

See the PeopleSoft Campus Solutions Constituent Web Services Developer's Guide on My Oracle
Support.

Search Results

After the external system search process completes its search for potential matches, the result data is
sent to HCM through the response message (Match Response). When you perform a search that triggers
both the Internal Search/Match and External Search/Match processes, the system may not find results on
the same search order number. The rule for External Search/Match functionality is to display all search
results, beginning with the lowest search order number obtained (the most restrictive search rule where
matching emplIDs are found). The search order is determined by the Results Engine.
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Before it can display your search results, the Results Engine receives the results from both the Internal
Search/Match and External Search/Match processes. The engine evaluates the search order number from
each system’s matching candidates.

* If Internal Search/Match found matching candidates with a lower search order number than the
external system, then the Results Engine displays the results from Internal Search/Match; the lowest
search order indicates that it was a more restrictive search.

» If'the opposite is true, then the Results Engine displays the results found from the external search.

* If both searches retrieve results on the same search order number, the Results Engine combines the
search results into a single display for the user.

Regardless of whether you invoke Internal Search/Match, External Search/Match, or both, the search
results appear on the Integrated Search Results page. This page contains many of the same fields as the
Search Results page. In addition, the Results tab contains optional columns such as the external system
ID and the employee ID. The Results tab uses the same masking configuration that is in place for Search/
Match.

When External Search/Match finds a matching candidate that does not exist inside the internal system,
the user can use the Detail link to view information about the individual. Clicking the Detail link triggers
an outbound web service request for more information (Fetch Request). The external system receives the
request and returns detailed person information inside its response web service (Fetch Response). The
system then displays (but does not store) the detailed information inside a Detail page that enables you to
review the data.

If you determine that the matching candidate is the person you are looking for, you can import the person
record from the Integrated Search Results page. When you click the Import button, the system generates
a Fetch Request (the same web service used to retrieve more details about the individual) and uses the
information contained in the Fetch Response to create the new person record inside the HCM database.
After you generate the person’s emplID, you can then use it to perform subsequent transactions.

Setting Up External Search/Match

These topics describe the prerequisites for setting up External Search/Match and discuss setting up
external Search/Match.

Pages Used to Set Up External Search/Match Functionality

Page Name Definition Name Usage

External System Integration Page SCC_EXT SYSTEM Specify an external system that is
integrated with HCM for person data.

Search Match with External Sys Page SCC_CS_HUB_INSTALL Specify External Search/Match options
when integrating with an external
system.
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Related Links
Understanding Search/Match

Prerequisites

While your current Search/Match setup can remain unchanged, Oracle recommends that you review it to
maximize the search capabilities offered by the external system.

*  SearchResults: 1f your results code(s) contain fields that are not stored inside your integrated external
system, and if the person returned has an emplID in the HCM system, the Results Engine fetches the
data inside the HCM database to populate the Results tab.

For example, a user uses a Search Results code that contains the Job Code field. If your external
system does not store that information, the Results Engine uses the returned emplID to fetch the HCM
database and retrieve the information. This is also true for matching candidates returned with an
emplID. If the matching candidate is not stored in the HCM database (no emplID exists), then the Job
Code column remains blank for that candidate.

e Search Results code masking configuration: The system reuses the existing setup when you use a
Search Results code with masking configuration and the external system returns results for display.

In addition, you must set up Integration Broker to trigger the following web services:
* SCC_SM FETCH (Search/Match fetch service).
« SCC _SM SERVICE (External Search/Match service).

Finally, you must grant users security to the Search/Match Integrated component.

Note: All searching capabilities included inside the Search/Match component are included inside the
Search/Match Integrated component

External System Integration Page

Use the External System Integration page (SCC_EXT SYSTEM) to specify an external system that is
integrated with HCM for person data.

Navigation:
Set Up HCM > Install > External System Search Match

This example illustrates the fields and controls on the External System Integration page. You can find
definitions for the fields and controls later on this page.

External System Integration

Indicate the External System integrated to Campus Solutions product by selecting the appropriate value from the drop down
list.

;‘:Is External System Installed

Integrated External System HCM installed as third party
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Field or Control

Description

Is External System Installed

Select this check box to indicate whether HCM is integrated
with an external system. If you do not select this check box,
the other fields on the page are unavailable for input.

When users perform a Search/Match, the system evaluates this
indicator and determines whether to invoke External Search/
Match functionality.

Integrated External System

HCM installed as third party indicates that HCM and
Campus Solutions systems are in separate instances and the
administrative user has distinguished the Campus Solutions
system as an external system with direct integration between
the two.

Search Match with External Sys Page

312

Use the Search Match with External Sys page (SCC_CS_HUB_INSTALL) to specify External Search/

Match options when integrating with an external system.

Navigation:

Set Up HCM > System Administration > Utilities > Search/Match > Search Match with

External Sys > Search Match with External Sys

This example illustrates the fields and controls on the Search Match with External Sys page. You can find

definitions for the fields and controls later on this page.

Search Match with External Sys

External Search/Match Options

Search/Match Options

Search Type *SearchiMatch Option *Status
|F'er5-:|n | |Eﬂerna| Search/Match =] |.-ﬁ.|:1i'v'e
|F'er5-:|n | |Interna| SearchiMatch | |.-ﬁ.|:1i'v'e

Static Columns to display in the Results Grid
*Default Column NHame Display Name

! | Universal ID

=] [cS Employee ID =+ =]

2 | Employee ID

=| Employee ID [+] [=]

If the Is External System Installed check box is not selected on the External System Integration page,

the following message appears: “Currently, no External System is configured with Campus Solutions. To

configure an External System, navigate to External Core Data Integration page.”

Copyright © 1988, 2024, Oracle and/or its affiliates.



Chapter 9

Search/Match Options

Setting Up and Working with External Search/Match

Fields in this group box determine under what conditions the system will use Search/Match, External
Search/Match, or both when adding a new person or saving an updated Biographical Details page.

Field or Control

Description

Search Type Select Person, Applicant, or Organization.
Note: Currently, you may select only the Person option. The
other search types are not yet integrated with External Search/
Match

Search/Match Option Select which Search/Match functionality to use when an

external system is installed:

If you select Internal Search/Match, and you make it Active,
then the Search/Match process will search for person IDs
inside the HCM database.

If you select External Search/Match, and you make it Active,
then the External Search/Match process will search for person
IDs inside the integrated external system (the HCM system
and the external Campus Solutions system, or whatever

external system you targeted).

Note: Both searches can be selected at the same time, and
results appear from both searches on the same Integrated
Search Results page.

Static Columns to Display in the Results Grid

Fields in this group box contain information about additional columns to display inside the Results grid of

the Integrated Search Results page.
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Field or Control

Description

Default Column Name

Select Employee ID and Universal ID.
These are delivered translate values; do not modify them:

Employee ID appears by default (just like for internal Search/
Match).

Universal ID is a generic term that refers to the external
system ID in use. When selected, the external system ID
appears inside the Additional Information tab of the Results
grid.

Note: Score is a generic term that refers to your external
system method for ranking the matches found. It is the weight
or the accuracy of the results found. It is sometimes expressed
by a percentage or a number. If your external system does

not have ranking capability, do not select this option. When
selected, the column appears first in the Results grid.

If you select Score, then the system sorts search results in the
Results grid by score in descending order and by empl ID in
ascending order. If you do not select Score, then the search
results appear only by empl ID in ascending order.

Display Name

Enter a custom column name for the static columns that appear
in the Results Grid

Working With External Search/Match

These topics discuss how to use External Search/Match from within PeopleSoft HCM, provide an
overview of working with external search/match, and discuss working with external search/match.

Pages Used for External Search/Match

Page Name

Definition Name

Usage

Search Criteria Page

HCR_SM SEARCH

Enter criteria to search for duplicate
person or multiple person records
contained inside an external system.
When the page is accessed through the
SCC_SM_SEARCH component, then
the system performs the External Search/
Match evaluation.

314

Copyright © 1988, 2024, Oracle and/or its affiliates.




Chapter 9 Setting Up and Working with External Search/Match
Page Name Definition Name Usage
Integrated Search Results Page SCC_SM_RESULTS View Search/Match results of an external
system search and investigate potential
duplicate IDs.
Biographical Details Page SCC_SM_RESP DTL View personal data stored inside the

external system.

Regional Page

SCC BIO DEMO REG View regional data stored inside the
external system.

Related Links

Setting Up External Search/Match

Search Criteria Page

Use the Search Criteria page (HCR_SM_SEARCH) to enter criteria to search for duplicate person or
multiple person records contained inside an external system.

When the page is accessed through the SCC_SM_SEARCH component, then the system performs the

External Search/Match evaluation.

Navigation:

Workforce Administration > Personal Information > Search Match Internal/External

This example illustrates the fields and controls on the Search Criteria page (1 of 2). You can find
definitions for the fields and controls later on this page.

Search Criteria
Search Type Person
Search Parameter PSCS_TRADTIONAL

Search Result Rule (2

User Default

Search Criteria (2
Search Fields

Address Line 1

City

First Name Search

Last Name Search

Date of Birth

Search Result Code PSCS_TRAD_RESUL |Q, ¢s_person Traditional Results

™ Ad Hoc Search
CS_Person_Traditional
Search Clear All Carry ID reset
Value
Q,
Q,
JOHN Q.
SMITH Q
il
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This example illustrates the fields and controls on the Search Criteria page (2 of 2). You can find
definitions for the fields and controls later on this page.

Gender Q

National Id Q

Search by Order Number (2

Search Order Description

10 Mame Addr City Bday, Gender S5

20 S5M Only

30 MName Bday Gender

40 MName,Gender

50 Name Only Selective Search

The fields on this page are the same as those on the Search/Match page. However, the
SCC_SM_SEARCH component includes logic that evaluates the external system data settings when you
click the Search or Selective Search button. Note that this is only true when the Search Type is Person.

Note: For a Search Type of Applicant or Organization, the system triggers Search/Match only if on the
Search Match Options for External Systems page, External Search Match is set to /nactive and Internal
Search Match is set to Active.

Integrated Search Results Page

Use the Integrated Search Results page (SCC_SM_RESULTS) to view Search/Match results of an
external system search and investigate potential duplicate IDs.

Navigation:

Enter criteria on the Search Criteria page and click Search or click one of the search by order number
Selective Search buttons to launch a manual search.

If the External Search/Match is triggered and the system has found matching candidates on a search rule
number lower or equal to the Search/Match, the Integrated Search Results page appears.
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can find definitions for the fields and controls later on this page.

Search Type: Ferson

Integrated Search Results

Search Parameter: PSCS_TRADTIONAL

™ Ad Hoc Search

CS_Person_Traditional

Result Code: PSCS_TRAD_RESUL CS_Person Traditional Results
Return to Search Criteria
Number of ID's Found: 11
Search Order Humber: 50 Mame Only
Search Results Customize | Find | View A1 | B First K1 447 of 47 I3 (ast
@1 ) Results? | Addtional Information |
Employee ID Name Type ::Tﬂ First Hame Middle Hame Last Name
" import | Detail PRI Julia Belknap
Import | Detail PRI John Bell
impert  Detail PRI John Bell
import | Detail PRI John Bell
" import | Detail PRF Joshua K Bell
|m| Detail PRF Jean Marcel Beliveau
|CamylD| Detail FAD141 PRI 07/09/1998 Joshua Belle
|CamylD | Detail FAD141 PRI 0212411999 Joshua L Belle

This example illustrates the fields and controls on the Integrated Search Results: Results2 tab. You can

find definitions for the fields and controls later on this page.

Number of ID's Fo

Search Results

Search Order Number:

Search Type: Person

und: 1

" Additional Information |

50

Integrated Search Results

Search Parameter: PSCS_TRADTIOMNAL

™ ad Hoc Search

CS5_Person_Traditional

MName Only

Customize | Find

Result Code: PSCS_TRAD_RESUL CS5_Person Traditional Results
 Search Results Summary Return to Search Criteria

A1 E Fiest BT 447 of 47 3 Last

| Import | Detail
|m| Detail
|m| Detail
|m| Detail
|m| Detail
|m| Detail
| CamyiD| Detail
CamyiD| Detail

Employee ID
FAD141
FAD147

National 1D
HOCO000MX
HOCGOO00K

HOCGOO00X

Date of Birth

09/26/1980
06/131972
0311511962
01071962
07191982
06/06/2001
07191982
07/19/1982

Gender Campus 1D
M
M
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This example illustrates the fields and controls on the Integrated Search Results page: Additional
Information tab. You can find definitions for the fields and controls later on this page.

Integrated Search Results

Search Type: Ferson ™ Ad Hoc Search
Search Parameter: PSCS_TRADTIONAL CS_Person_Traditional
Result Code: PSCS_TRAD_RESUL CS5_Person Traditional Results

Return to Search Criteria

Number of ID's Found: 1

Search Order Number: 50 Mame Only

Customize | Find | View 21| B First B 4247 of 47 17 Last

s s

Employee 1D CS Employee ID

j Import Detail KALKDS Person Organizational Summary Relations With Institution
: Import Detail IU520006 Person Organizational Summary Relations With Institution
: Import Detail GXEEFA3 Person Organizational Summary Relations With Institution
: Import Detail GXEEFADZ FPerson Organizational Summary Relations With Institution
: Import Detail FAD141 Person Organizational Summary Relations With Institution
j Import Detail CCCMD026 Person Organizational Summary Relations With Institution
j Carr}'IDj Detail FAD141 Person Organizational Summary Relations With Institution
: Carr}'ID: Detail FAD141 Person Organizational Summary Relations With Institution

Many fields on this page are the same as those on the Search Results page. However, there are some
important distinctions:

* Records with no HCM employee IDs appear first in the Search Results group box.
* Records with no HCM employee IDs are assigned an External Sys ID..

*  Where an HCM employee ID exists, the Detail link accesses a page where you can view details of the
ID record from the HCM system.

*  Where no HCM employee ID exists, the Detail link accesses a page where you can view details of the
data from the external system.

* The Import button appears when a person meets the criteria in the external system.

* The external system ID column appears based on the settings defined on the Search Match Options
for External Systems page. The column heading depends on the Display Name that is defined for the
Universal ID column, in this case CS Employee ID.

* Masking configuration is in effect for all matching individuals, even those with no employee ID.

* For matching person records found by External Search/Match, this page displays information that is
not necessarily stored inside the external system (for example, Campus SolutionsAid Year).
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Field or Control

Description

Number of ID's Found

The system displays the total number of distinct IDs returned
by both Search/Match and External Search/Match, just Search/
Match, or just External Search/Match.

Search Order Number

The system shows the Search Order Number where results
were found.

When the internal and external searches find results under
different search rules, the Results Engine evaluates the Search
Order Number returned by both searches and displays the
results for the search that found results under the smallest
search order number (the most restrictive search).

When the internal and external searches find results under the
same search rule, the Results Engine displays them both.

Search Results

The fields in this group box are similar to those on the Search Results page. The system displays the
results returned from both the HCM database and the external system, along with additional data to
describe the IDs that are retuned. However, the columns are dynamic and they can refer to personal data
information or transaction data information. You define static columns to appear here on the Search

Match Options for External Systems page.
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Field or Control

Description

Import or Carry ID

The Carry ID button appears when an employee ID exists;
otherwise the system displays the Import button. Security
access to the Add/Update Person component controls whether

users can use the Import button.

Click the Import button to import external system data when
the person does not exist in the HCM system. When you click
the button, the system displays a message asking if you want
to create the new ID in the system.

If you click Yes, the system performs a Fetch Request to
request the complete constituent record from the external
system. When the system receives the Fetch Response from
the external system, it uses the personal data in it to create a
new employee.

After successfully importing the data, the Search Results
group box refreshes and the newly created employee appears;
the Import button for the person row changes to Carry ID.
Notice that no other import can be performed (all the Import
buttons are then unavailable). This is to prevent the user from
importing multiple matching candidates.

If you click No, the system does not import any data and
returns to the Integrated Search Results page.

Detail

If an HCM employee ID exists, click this link to access the
page that is set up inside the Search Results Code to view
more information about the person. The default page for HCM
is Biographical Details (PERSONAL DATA1).

If no HCM employee ID exists for the person, click this link
to invoke a Fetch Request to retrieve the complete constituent
record from the external system. When the system receives

the Fetch Response from the external system, it displays the
personal data in the response on the Biographical Details (SCC
_SM_RESP DTL) page.

Note: Both the Import button and the Detail link (when no
employee ID exists) trigger the same Fetch Request. The
data received inside the Fetch Response will only be saved
to your database when the Fetch request is triggered from the
Import button. It is therefore good practice to always review
the detailed information prior to importing.

320
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Additional Information

A column with the external system IDs appears on the Additional Information tab when a Universal ID

static column to display is selected on the Search Match Options for External Systems page. The column

heading depends on the Display Name defined, in this case CS Employee ID.

Biographical Details Page

Copyright

Use the Biographical Details page (SCC_SM _RESP DTL) to view personal data stored inside the

external system.

Navigation:

Click the Detail link on the Search Results page for a matching candidate that does not have an emplID.

Note: The sample component shown is Biographical Details (SCC_SM_RESP_DTL), which is accessed

by clicking the Detail link for an individual with no HCM employee ID.

This example illustrates the fields and controls on the Biographical Details page (1 of 2). You can find

definitions for the fields and controls later on this page.

Biographical Details  [Watere s ur= I

Universal ID: FAD141 Score:

This component only lists the information known about the individual. The data is stored outside

+ Personal Information

Date of Birth: 07/19/1982

Effective Date: 03/23/2000

Marital Status: Single
Gender: Male
Highest Education Level: A-Mot Indicated

™ Full-Time Student

Customize | Find | View 21 ] BV 2 First K1 4011 I3 Last
Country National ID Type Hational 1D Primary 1D
USA Social Security Mumber JOOCI0I000K Y

of your database. To create an |D using this data, press the import button. | Import
~ Current Names Customize | Find | view 21| B | B Fist T q2012 1 Last
Name Type Name Effective Date Status

Primary Joshua Bell 037232000 Active

Preferred Joshua Bell 03423/2000 Active
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This example illustrates the fields and controls on the Biographical Details page (2 of 2). You can find
definitions for the fields and controls later on this page.

M
Customize | Find | View &1 | B | 2 Firet Kl 42 072 I Laat

Phone Type Telephone Phone Extension Country Code Preferred
Main 301/897-4004 Y
Other 301/857-4094 001 M
Customize | Find | View &1 BV | ## First T 43013 T Lot
Address Type Address Effective Date Status
Permanent 585 Harrogate Road Pittsburgh, PA 15241 02/02/1993 Active
Mailing 37 Van Reypen Rd Bethesda, MD 20814 03/23/2000 Active
Home ADDRESS1 ADDRESSZ ADDRESS3 02/24/1999 Active

w Missing Information
Mo Email Address Information
Mo Regional Information

This page displays sections of data that are not stored in the HCM database until you click the Import
button.

The system displays messages on this page based on the following conditions:

Note: Where no data exists, the system hides the fields and displays a message in the Missing Information

group box.

Data Region Condition Message

Current Names No name information exists No Current Name Information
Personal Information No personal information exists No Personal Information
Biographical Information No biographical information exists No Biographical Information
National ID No national ID information exists No National ID Information
Email Addresses No email address information exists No Email Addresses Information
Phone Numbers No phone information exists No Phone Number Information
Current Addresses No address information exists No Address Information
Regional No regional data exists No Regional Information
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Field or Control

Description

Import

Click this button to import the external system ID and all the
information displayed, into the HCM system and create an
emplID.

Current Names

Field or Control

Description

History

This link appears only if the external system ID contains a past
or future date in addition to the current row. Click the link to
access the Name Type History page.

Current Addresses

Field or Control

Description

History

This link appears only if the external system ID contains a past
or future date in addition to the current row. Click the link to
access the Address Type History page.

Regional Page

Use the Regional page (SCC_BIO DEMO_ REG) to view regional data stored inside the external system.

Navigation:

Click the Detail link on the Integrated Search Results page then Regional tab.

This example illustrates the fields and controls on the Regional page. You can find definitions for the

fields and controls later on this page.

Biographical Details

Universal ID: FAD141

~E=ysa

™ va Benefit

Score:

This page is available only if it contains data. If the fetch response contains no regional information, this
message appears on the Missing Information group box on the Biographical Details page.
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Data Region

Condition

Message

Regional

No regional data exists

No Regional Information
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Understanding Language Support in PeopleSoft

A key part of any multiple-country system is language support. PeopleSoft streamlines the process of
using multiple languages. For example, to change from one language to another during a session, you
change the contents of only one field, and the system changes to the new language. You can change
from German to English to French and back to German all in one session. This section introduces you to
language support in PeopleSoft.

PeopleSoft uses several methods to ensure full multilingual capabilities. PeopleTools contains built-in
ways of translating field labels, page displays, and menu items. When you log in to the system, everything
appears in your language of preference, assuming that it has been translated.

If you modify PeopleSoft by adding new fields, pages, or menu items, you can use the built-in
PeopleTools capabilities to translate those items into your supported languages.

To maintain full language capability when you modify your application, you enter translations of any new
items. If you use only one language and enter new items in that language, that's fine. However, if you use
more than one language and you do not translate the new items, they appear in your original language,
even when you change to another language. Then you may see more than one language on your page.

Note: The translation of objects that we deliver is performed once, before we distribute the system, and
includes all the pages and menu items that are in the application. However, you must translate new field
labels and any data—names, comments, long descriptions, and short descriptions—for each new record
that you create or in the data that you add.

For more information about language support in PeopleSoft, see PeopleSoft Supported Languages and
Delivered Translations (Doc ID 2989920.1) and PeopleTools: Global Technology.

Setting Language Preferences

These topics discuss setting up language preferences.

Note: PeopleSoft has built-in language preference capabilities. Regardless of your system's base
language, you can view a PeopleSoft application in any supported language.

Using the Language Preference Page

PeopleSoft enables you to view a Foreign Language sign-on page for each language that is supported by
the system. Because you are viewing PeopleSoft pages through an internet browser, you must be sure that
the browser accepts the language that you want to use. Check the language preferences of your browser to
select the correct options.
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Once setup is established, click the Language Name button to view the sign-on page in the specified
language. The language you select determines the language in which the entire application is displayed in
the PeopleSoft Internet Architecture.

Note: The Language Code used in My System Profile page (USER_SELF SERVICE) is applied only
when you run reports and produce emails.

Using the International Preferences Page

After you log in to a PeopleSoft application, you can change your language preference anytime during
your session on the International Preferences page. When you change your language preference,
everything appears in the new language, assuming that it's translated. If you change your language of
preference, the language code change isn't written to the database, but is stored in PeopleTools memory
for the duration of the current session.

The language code you indicate is the language that the system uses for future pages that are displayed
during the current session. This is the language of the session until you either log off or change your
language preference. The tool set uses the language code to apply country-specific formats for numbers,
dates, and currencies. If you change the language code during a session, your user profile language
preference is not affected. The next time you log in, you'll see the language that is associated with your
user ID.

Making a change means that everything you see—pages, menus, and field contents—appears in your new
language preference.

Note: Your PeopleSoft language selection is independent of your Windows language options. To change
your Windows language parameters, select Start, Settings, Control Page.

See PeopleTools: Global Technology and PeopleTools: Security Administration.

Working with Alternate Character Sets

These topics provide an overview of alternate character system architecture and discuss how to:
* Configure your system for alternate character functionality.

* Enter alternate character information.

* Find records using phonetic searching.

*  Work with alternate character system architecture.

Understanding Alternate Characters
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PeopleSoft HCM uses related language table architecture to enable users to use multiple languages to
enter data and to switch between a base language table and a related language table to view information in
multiple languages. In addition, it uses alternate character system architecture to enable users to use two
character sets for one language.
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The alternate character system architecture accommodates languages (such as Chinese and Japanese)
that require the entry of proper nouns by using two character sets to support phonetic sorting rather than
binary sorting on proper nouns. For example, users who enter data in Japanese require functionality that
enables them to enter proper nouns (such as names or descriptions) both in Kanji and by using a phonetic
character set. To accomplish phonetic sorting in PeopleSoft HCM, configure your system so that the user
can enter Japanese proper nouns twice: once in Kanji and once (phonetically) using Katakana, Hiragana,
or roman alphabets also known as Romaji.

Important! (JPN) In choosing which phonetic character set to adopt, it is important for customers

to determine a consistent method for entering phonetic character set information. From a technical
perspective, the system simply applies a binary sort method to phonetic characters. Thus, different
characters with the same pronunciation aren't sorted together by their pronunciation in PeopleSoft HCM.
For example, a Hiragana Ma character is sorted before a Hiragana Mi character and after a Hiragana Ho
character. If a Katakana Ma character is included in the sort, it is sorted after a Katakana Mi character and
appears only after all the Hiragana characters are sorted.

(CHN) As Chinese government adopts an official method of romanizing Chinese characters, also known
as Hanyu Pinyin, it is strongly advised to use Alphanumeric (roman alphabets) as the alternate character
set.

See PeopleTools: Global Technology.

Understanding Alternate Character System Architecture

For certain names, addresses, and description fields in PeopleSoft HCM, there is a corresponding alternate
character field that is part of the record. This architecture enables the users to enter the same proper nouns
using two character sets.

Alternate Character Fields Associated with Global Pages

The following table lists the alternate character fields and the global pages with which they are associated

in PeopleSoft HCM.
Page Auxiliary Page Field Comments
BANK BRANCH_EC BRANCH NAME AC
BANK_EC BANK NAME AC
COMPANY TABLEI1 COMPANY ACDESCR DESCR_AC
SEC
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Page

Auxiliary Page

Field

Comments

COMPANY TABLEI1

COMPANY ACADDR SEC

COMPANY ACADDR SBP

COMPANY TBL.CITY AC

COMPANY TBL.
ADDRESS1 AC

COMPANY TBL.
ADDRESS2 AC

DERIVED GBL.POSTAL
BTN

ADDR_POS JPN SEC

DEPEND BENEF1 DEPENDBN_ACNAME_ |NAME_AC
SEC
ESTAB TBLI GBL ESTAB_ACDESCR_SEC DESCR_AC

ESTAB_TBLI GBL

ESTAB_ACADDR SEC

ESTAB_ACADDR SBP

ESTAB TBL.CITY_AC

ESTAB_TBL.ADDRESS1
AC

ESTAB_TBL.ADDRESS2
AC

DERIVED GBL.POSTAL
BTN

HS_NON_EMPLI

HS_NE_ACNAME_SEC

NAME_AC

PERSONAL DATA1

APP PERSONAL DATA1

PERSDTA ACADDR_SEC

PERSDTA ACADDR_SBP

PERS DATA_EFFDT.CITY
AC

PERS_DATA_EFFDT.
ADDRESS1_AC

PERS_DATA_EFFDT.
ADDRESS2_AC

DERIVED GBL.POSTAL
BTN

ADDR_POS JPN SEC
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Page

Auxiliary Page

Field

Comments

PERSONAL DATA1

APP PERSONAL DATA1

PERSDTA ACNAME SEC

NAME_AC

PYE BANKACCT

ACCOUNT NAME_AC

SRC_BANK

ACCOUNT_NAME_AC

STATE_NAMES_TBL STATE_ACDESCR_SEC DESCR_AC
TRN_INSTRUCTR TBL1 |TRN_INS ACNAME SEC |NAME AC
NAMES NAMES_ACPREFNM _SEC |NAME_AC

Search Records with Alternate Character Name Fields

The following PeopleSoft HCM search records that have NAME_AC (alternate character name) as an
alternate search key or subrecords that are included in search records, enable for Japanese input and
display:

« NAMES

- NAMES_SS TMP

« NE_INCIDNT SRCH
« NE_PERSONAL DTA
- OPR_ROWS EE

- OPR_ROWS EE2

«  PERSON NAME

« PERS_SRCH _ALL

«  PHYSICIAN SRCH

+ PHYSICIAN SRCH2
« SHS_EMPL _TAO

.« SHS_EXEMPT_TAO
+ SSF_PERSON VW

.+ SUCCESS_TR_SRCH

« TRN_DMNDEE_SRCH
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«  TRN_INSTR_SRCH

« UPG NAMES_TAO

« WCS_NAME SCH VW
« WF_PERSON_NAME

*  WORKER PROMPT

Note: This list includes only Human Resources system records.

PeopleSoft Human Resources Reports That Sort on Alternate Character Name

The following reports in PeopleSoft Human Resources sort on the Name field or on the Alternate
Character Name field when the system base language and the report language are configured as shown:

Base Language Set To Report Language Set To Report Sorted By
English Japanese BASE.NAME AC
Japanese Japanese BASE.NAME_AC
English English BASE.NAME
Japanese English BASE.NAME

SQR/BI Publisher Reports

These SQR/BI Publisher reports are sorted phonetically for Japanese, based on the report and the base
language configuration:

Report ID Description

PERO001 Department Action Notices
PER002 Employee Birthdays

PER004 Emergency Contacts

PERO005 Employees on Leaves of Absence
PERO007 Temporary Employees
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Report ID Description

PER009 Union Membership

PERO11 Company Skills Inventory

PERO12 Departmental Salaries

PERO13 Employee Compensation Changes
PERO020 Employee Home Address Listing
PERO023 Salary History

CMP003 Compa-ratio Analysis by Grade and Job
CMP004 Below-Minimum Analysis

CMPO005 Above-Maximum Analysis

Note: This list doesn't include country-specific regulatory reports that are sorted by Name.

Configuring Your System for Alternate Character Functionality

This topic explains how to set up alternate character functionality in PeopleSoft HCM.

To set up alternate character functionality in PeopleSoft HCM:

1.

Link the alternate character sets with language codes on the Installation Table - Alternate Character
page (ALT CHAR TBL).

These settings affect your entire PeopleSoft HCM installation.

Note: On this page, you define the alternate character set for the language that each user selects on the
sign-on page.

Enable the alternate character functionality for specific user IDs on the Org Defaults by Permission
Lst page (OPR_DEF TBL HR).

When you enable alternate character functionality for a user, the system displays the alternate
character button to the right of all the fields on the Global menus that have an associated Alternate
Character field.

When you click the Alternate Character button, the system opens a page where you enter or display
the field value in the alternate character set.
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Entering Alternate Character Information

On pages on the global menus in PeopleSoft Human Resources, you can access the alternate character
fields for proper noun fields like Name, City, and Company Description. To access these fields, click the
Alternate Character button that appears to the right of a field that has a corresponding Alternate Character
field available.

Note: (CHN), (HKG) and (JPN) On the Name page, when the Format for Country is CHN, HKG or JPN,
the Name and the Alternate Character Name fields appear on the page: You can enter information in both
fields directly on the Name page. On the Address page, click a button to access the alternate character
secondary page. Whether the Alternate Character button appears on the Address page depends on the user
ID's permission list and whether the particular page has Alternate Character functionality.

(CHN) When the Format for Country is CHN, the First Name and Last Name fields have values with
alphanumeric characters, and you leave Alternate Character Name blank, the system populates Alternate
Character Name using Last Name, space delimiter, and First Name. Please note that this functionality
works only if Alternate Character Name has no existing value.

If you click the Alternate Character Address button in the Address History secondary page
(ADDR_HISTORY_SEC), the system opens the Alternate Character Address page, such as the example
that follows, where you can enter any proper noun information, such as street and city, in the designated
alternate character set.

This example illustrates the an example of an Alternate Character Type page.

Alternate Character Type:

Alternate Character Address
Prefecture Tokyo-To
Address 1 |Jinjumae
Address 2 7-5-3
Address 3

City |Shibuya-ku

Ok Cancel Refresh

Note: If you sign in to the application using a language for which you specified an alternate character
type, the system displays that character type in the title bar of the Alternate Character Type page. In the
example above, Alphanumeric is the alternate character type defined for English.

Once you enter alternate character information into an alternate character field and click OK to close the
page, the system changes the appearance of the Alternate Character button on the page to indicate that
alternate character information is available for the primary proper noun field on the main page.
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Finding Records Using Phonetic Searching

PeopleSoft Human Resources provides several options for finding a person and updating or adding
information to the people's records in the system. Even if you enter a person's name using ideograms such
as Chinese characters and Japanese Kanji, you can specify the name phonetically as a search criterion.

For example, to look up Japanese employee Noriko Kawamoto's personal data record, place the cursor
in the Alternate Character Name field, enter the Japanese phonetic characters for Kawa, and click OK.
The list box on the search record page displays all the names (sorted phonetically) that begin with Kawa
such as Kawasaki, Kawashima or Kawamoto in both Kanji and Kana.

Note: The phonetic value is the same as the base name value.ain
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Understanding Currency

If your organization operates in a global environment, your business tasks are probably global, too. You
need to track personnel salaries and reimbursement amounts in multiple currencies, perhaps even multiple
currency rate types, yet keep an eye on the bottom line by using one currency as a point of reference to
track your expenses and costs worldwide.

Understanding currency in PeopleSoft is a two-part process:

* Understanding the mechanics of defining currency codes, types, exchange rates, and base currency,
which are universal to HCM.

* Understanding how some of the PeopleSoft HCM applications use this information. For example,
PeopleSoft Global Payroll has extensive, application-specific currency functionality. For details of
application-specific currency issues, see the application-specific documentation.

Note: Currency setup that is universal to PeopleSoft applications is discussed in other documentation.

Related Links

“Understanding Currencies and Market Rates” (Enterprise Components)

Configuring Currency Precision

These topics provide an overview of currency precision and discuss how to:
*  Activate currency precision.
* Report with currency precision.

* Expand a database for currency precision.

Understanding Currency Precision

According to the ISO standard, currency precision can range from no decimals to 3 decimals. For
example, U.S. dollar amounts have 2 digits to the right of the decimal; Japanese yen have none. To
support this dynamic currency precision, PeopleSoft delivers all of its currency-sensitive amount fields
with a standard length of 13.2; that is, 13 digits to the left of the decimal and 2 digits to the right.
Optionally, with some modification, you can expand these amount fields in your system to a maximum
of 15.3 digits. There is a controlled currency on the same record to control the display and processing of
such amount fields.
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PeopleSoft rounds all currency-sensitive amount fields to the currency precision of the controlled
currency during all online or background processes. For example, in a database containing amount fields
with a length of 15.3, Japanese yen are rounded to 123.000 and U.S. dollars are rounded to 123.230. The
system doesn't place a nonzero amount after the decimal for a Japanese amount or after the second digit to
the right of the decimal for a U.S. amount.

PeopleSoft displays the amount fields on the online pages with the proper precision. For example, it
displays Japanese yen as 123 and U.S. dollars as 123.23. When entering an amount, you can't enter more
than the defined precision; if you do, the system treats the entry as an online error.

PeopleCode programs and background processes round all currency-sensitive amount fields to the
currency precision of the controlled currency.

Activating Currency Precision

Currency precision is a PeopleTools option; selecting this option activates all of its features. With the
option turned off, the system displays amount fields as defined in PeopleSoft Application Designer and
rounds them to the number of decimals defined there.

Activate the PeopleTools multicurrency option on the PeopleTools Options page (PSOPTIONS) by
selecting the Multi-Currency check box. PeopleTools will then use the precision you specify in the
Currency Code page (CURRENCY CD_ TABLE ) for the currencies relating to monetary fields for which
you have specified currency control fields. Some PeopleSoft applications are shipped with the Multi-
Currency check box selected. You can change that default.

Note: Once you deselect the Multi-Currency check box, selecting it again does not automatically round
the existing transaction amounts. If you deselect the Multi-Currency check box, PeopleSoft supports
only the default amount field size of 13.2. It does not support the larger amount field size of 15.3.

Reporting with Currency Precision

336

Most PeopleSoft SQR reports display the currency-controlled amounts to the number of decimals that are
defined by the associated currency. For example, a Japanese yen amount appears on a report as /23 and a
U.S. dollar amount appears as /23.23.

For reporting with BI Publisher and PS/nVision (Excel), the amount appears as a 2-decimal number. You
have to modify the reports if you want to show 3 decimals on these reports.

Our third-party reporting tools don't fully support numeric fields that are greater than 15 digits. PS/
nVision (Excel) uses an 8-byte float for numeric fields. This causes truncation after the fifteenth digit.
BI Publisher displays up to 16 digits correctly; for numbers that are greater than 16, BI Publisher starts
to insert nonsensical numbers into the decimal positions; however, this is a problem only with very large
numbers. For any of these reporting tools, you should have accurate results up to the following amounts:

* Hundreds of trillions of yen (or lira): Precision = 0
» Trillions of dollars: Precision = 2
* Hundreds of billions of dinar: Precision = 3

For example, if you enter 2s into a 15.3 numeric database amount field, the following third-party
reporting tools will display the value as:
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Number of Digits Reports PS/nVision (Excel) SQR

16 2,222,222,222.222.222 2,222,222,222,222.220 2,222,222,222,222.222
17 22,222,222,222,222.219 22,222,222,222,222.200 22,222,222,222,222.220
18 222,222,222.222.222.188 222,222,222.,222,222.000 222,222,222,222.222.200

Expanding a Database for Currency Precision

With some PeopleSoft applications, you can expand your database from the original amount field size of
13.2 digits to 15.3 digits. For example, the PeopleSoft application supports the larger field size of 15.3
across the PeopleSoft Financials, Distribution, and Manufacturing applications.

To expand your database:

L.

Back up your database (optional).

Although this step is optional, we highly recommend it. This way, you can recover your database if
you experience any database integrity problems during the remaining steps.

Run Audit scripts.

Run DDDAudit and SYSAudit from PeopleSoft Process Scheduler to ensure that the database is
clean. Select PeopleTools, Process Scheduler, System Process Requests and enter a Run Control
ID. Click Run. Specify the Server name of your environment, and select DDDAUDIT (and then
SYSAUDIT) from the list of processes. Click OK to run the processes.

Review the script output to ensure a clean database.

Locate the DDDAudit and SYSAudit reports in your environment, and review them to ensure that the
database is clean.

Run FSINTLFD.DMS to populate the international field size table.

Once the database is clean, run the script FSINTLFD.DMS to populate the international field

size table INTL FLDSIZ TBL. Use DataMover to run this script. The system populates the
international field size table with all the amount fields that have the controlled currency that is
specified in Application Designer. The system calculates the new length by adding 2 digits to the left
of the decimal and 1 digit to the right of the decimal. Before the system inserts new fields into the
international field size table, it deletes all existing fields from the table.

Verity the results by reviewing the International Field Size page.

Select the International Field Size page. The Field Size - International column displays /5.3 for most
of'its fields. When compared with the Current Field Size, the values in the Field Size - International
column should be 2 digits greater to the left of the decimal and 1 digit greater to the right of the
decimal. In other words, a Current Field Size value of /3.2 should correspond to a /5.3 value in the
Field Size - International column.

Run the PeopleTools process TLSINST1.SQR to change the field size on PSDBFIELD.
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Note: This SQR is also an application engine. You can access it on the PeopleTools > Utilities >
International > Process Field Size page.

Using SQRW, run PeopleTools SQR TLSINST1.SQR to change the field size on the PeopleTools
table PSDBFIELD. This changes the PeopleTools definition values, but not the database field size.

It also creates a report (TLSINST1.LIS) that lists all the pages that use Average or Maximum size
page fields. As a standard of PeopleSoft Enterprise, all monetary amount fields use a Custom field
size to avoid the overlapping of fields when the amount fields are expanded. Review the list of pages
and make any adjustments that are necessary to preserve readability.

Review SQR.LOG for errors.

The SQR log is created in C:\TEMP, unless otherwise specified. View the log to ensure that the field
size value has been changed to 75.3. Verify the result by randomly checking the field size, opening
the various records containing amount fields shown in step 5. As you build the project, executing
scripts to SQL alter tables, creating views, and indexing, closely monitor the execution of the scripts
and review the error log.

Use SQL Alter all tables.

a. Select PeopleTools > Application Designer > File > New > Project.

b. Select File > Save Project As.

c. Save the Project Name as CURR_TBL.

d. Select Insert, Objects into Project.

e. Select Object Type: Record and Type: Table.

f. Click Insert under Record Name. The system displays a list of all the tables being populated.
g. Click Select All, and click Insert again; click Close to close the page.

h. Select Build, Project.

i. In the Build Options group box, select Create Indexes and Alter Tables.

j- Under Build Execute Options, be sure that the Build script file is selected.

k. Review the script file with your database administrator (DBA), and execute the file using your
recommended SQL query tool.

Use SQL Create all views.

a. Select PeopleTools > Application Designer > File > New > Project.

b. Select File > Save Project As. Save the Project Name as CURR _VW.

c. Select Insert, Objects into Project. Select Object Type: Record and Type: View/Query View.
d. Click Insert and then click Select All

e. Click Insert again; then click Close to close the page.
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g. In the Build Options group box, select Create Views.

h. Under Build Execute Options, select the Build script file.

i.  Review the script file with your DBA, and execute it using your recommended SQL query tool.

10. Run Audit scripts again.

Run DDDAudit and SYSAudit again to make sure that the database is clean.

11. Manually change reports.

PeopleSoft has enhanced most SQR reports to accommodate 15.3 amount fields. However, some of
them are too crowded, and their amount field sizes remain 13.2. If the last digits of the decimals are
important to you, update the SQR to 12.3 to display 3 decimals on the report. Following is a list of
reports that require manual changes by application to accommodate the third digit of the decimal:

Field or Control

Description

General Ledger GLS1001, GLS1003, GLS7000, GLS7009, GLS7010, and
GLS7012
Receivables AR30001 (9.2), AR30002 (9.2), AR30003 (9.2), and

AR30004 (12.2)

See PeopleTools: Global Technology.

Viewing Multiple Currencies

To open the Display in Other Currency page, click the Display In Other Currency button on any page

that supports multicurrency.

Many of the pages that display earnings or amounts in one currency enable you to view the amounts in
another currency. This is an integral feature of the PeopleSoft Economic and Monetary Union (EMU)
support and it enables you to view conversions across all currencies that are supported by the system.

Viewing Information About Current Exchange Rate Calculations

The Exchange Rate Detail page displays information about the current and historic exchange rates, the
From currency, the To currency, and the Rate of exchange that you used in your currency conversion.
Click Return to return to the Display In Other Currency page.
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Running Currency Setup Reports

This topic lists the pages used to run currency setup reports.

Pages Used to Run Currency Setup Reports

340

Page Name

Definition Name

Usage

Currency Rate Report - Run Control PRCSRUNCNTL Run the Currency Rate Table report

Page (PER714) prints information about
exchange rates.

Currency Code Table - Run Control Page | PRCSRUNCNTL Run the Currency Code Table report

(PER713) prints information about each
currency defined in your Currency Code
table.
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Understanding Frequency IDs

These topics discuss:

* Frequency IDs.

* Frequency with compensation rates.

* Frequency with payroll calculations.

Frequency IDs

Frequency IDs are used in PeopleSoft Human Resources, Global Payroll, and Payroll for North America.
Frequency IDs are defined on the Frequency Table component (FREQUENCY_TBL). Each frequency ID
has a frequency type and an associated annualization factor that represents the number of times that the

period occurs in the course of a year.

In PeopleSoft HCM, you use frequency IDs to define the periods of time in which compensation is
quoted, standard hours are completed, and people are paid, to list a few examples.

PeopleSoft delivers a set of standard frequencies that are PeopleSoft-maintained. You can define
additional, customer-maintained frequencies for nonstandard periods. For example, you could define a
monthly-type frequency with a nonstandard annualization factor of 13 to represent 13 monthly periods in

a year

PeopleSoft-Maintained Frequencies

PeopleSoft delivers and maintains the following frequency IDs in the Frequency Table component:

Frequency ID Description Frequency Type Annualization Factor
A Annual Annual 1

B Biweekly Biweekly 26

BMX30 Biweekly Mexico Factor 30.0 | Biweekly 25.7142857

BMX34 Biweekly Mexico Factor 30.4 | Biweekly 26.0571428

C Contract Contract 1
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Frequency ID Description Frequency Type Annualization Factor
D Daily Daily 260
D365 Diaro 365 dias Daily 365
D426 Daily 14 Payments Daily 426
DAR30 Daily Argentina Facto 30.0 Daily 360
DMX30 Daily Mexico Factor 30.0 Daily 360
DMX34 Daily Mexico Factor 30.4 Daily 364.8
F Every four weeks Every four weeks 13
H Hourly Hourly Use Standard Hours for
Annualization
HMX30 Hourly Mexico Factor 30.0 Hourly 2880
HMX34 Hourly Mexico Factor 30.4 Hourly 2918.4008
M Japan Monthly Monthly 12
M Monthly Monthly 12
M13 Monthly 13 payments Monthly 13
M14 Monthly 14 payments Monthly 14
Q Quarterly Quarterly 4
S Semimonthly Semimonthly 24
SMX34 Semimonthly Mexico Factor | Semimonthly 24.32
30.4
Y Weekly Weekly 52

342
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Frequency ID Description Frequency Type Annualization Factor
WMX30 Weekly Mexico Factor 30.0 Weekly 51.4285714
WMX34 Weekly Mexico Factor 30.4 Weekly 52.1142857

Frequency with Compensation Rates

When you associate frequency with compensation rates, you define the time period on which the
compensation is based. For example, you might state a worker's base salary as 60,000 a year (annual
frequency) or 5,000 a month (monthly frequency). When you associate these compensation rates with
jobs, positions, salary steps, or individual job records, the system uses the annualization factor that is
associated with this frequency to convert the compensation to other frequencies.

When you set up PeopleSoft Human Resources, you can define default compensation frequencies at
several levels. You can usually change that default value when the system enters it into other pages.

This table lists important pages on which compensation frequencies are either specified or used:

Component or Page Default Compensation Frequency Value

Default Frequencies page (DFLT_FREQUENCY) Specify default frequencies for each country and specify
the order in which the system uses them to display base
pay compensation in the Pay Rates group box on the
Compensation page of the Job Data component.

Compensation page (JOB_DATA3) of the Job Data Displays base pay compensation information in the
component (JOB_DATA) frequencies that are specified for the country on the Default
Frequencies page

HCM Options page (INSTALLATION TBL1B) of Installation | Set a default compensation frequency and a default work
Table component (INSTALLATION_TBL) period for your organization. The system enters these default
values in the Job Code table.

Job Code Profile page JOBCODE_TBL1_GBL) of Job Code | Default compensation frequency and default work period
component (JOB_CODE_TBL) values are taken from the Installation table.

Comp Rate Code Table component (COMP_RATECD TBL) | Specify rate code frequencies on the Comp Rate Code table.
The system enters these default values when you select the rate
code in a pay components group box (found on a number of
pages in PeopleSoft HCM).

You can also specify here whether the FTE (full-time
equivalency) calculation should be applied to the
compensation associated with the rate code.

Define Salary Plan component (SALARY PLAN_ TABLE) Specify default frequency for components of pay assigned to
salary steps.
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Component or Page Default Compensation Frequency Value

Pay Group Table component (PAYGROUP_TABLE) Specify daily and monthly frequencies for the pay group. The
system uses the frequency information to calculate pay rates.

Related Links
Classifying Jobs
“Setting Up Rate Codes” (PeopleSoft Human Resources Administer Compensation)

Frequency with Payroll Calculations

Global Payroll and Payroll for North America use frequency to define how often certain events happen.

Global Payroll uses frequency IDs when defining elements, generation control parameters, calendar
periods, rate code elements, and system elements. In addition to using frequency defined on the
Frequency Table page, Global Payroll also uses frequency defined on the Generation Control Frequency
page (GP_GCTL _FREQUENCY).

Payroll for North America uses frequency IDs to define pay period frequency and to calculate pay rates
and proration of pay.

Related Links
Understanding Frequency in Global Payroll

Understanding Frequency in Payroll for North America

Understanding Frequency in Compensation Rate Conversions

These topics discuss:
» Factors applied to the compensation rate.
* Conversion of compensation rates to different frequencies.

» Job Data pay rate frequencies.

Factors Applied to the Compensation Rate

344

PeopleSoft HCM calculates and displays compensation rates in the hourly, daily, weekly, monthly,
and other frequencies using standard frequency conversion formulas. Depending on the frequency
being converted, the system performs the calculations by applying one or more of the following to the
compensation rate:

* Compensation frequency annualization factor.
» Job standard hours.

» Standard work period frequency annualization factor.
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e FTE (full-time equivalency) factor.

Frequency Annualization Factor

Each frequency ID has an associated annualization factor that represents the number of times that the
period occurs in the course of a year.

See Frequency IDs.

Standard Hours and the Standard Work Period

When converting hourly compensation rates, the frequency conversion calculations use the job standard
hours and the standard work period. Job standard hours define how many hours the worker should work
in the job. The standard work period defines the work period in which the standard hours should be
completed. You define the standard work period by selecting a frequency ID (and its annualization factor)
as defined on the Frequency Table component.

You define the standard hours and the standard work period on the following pages:

Component

Page

Assignment Level

Installation Table

HCM Options

Values for an organization

DEF TBL HR)

Org Defaults by Permission Lst (OPR

Settings (OPR_DEF_TBL_HR2)

Values for a primary permission list

Position Data (POSITION_DATA)

Description (POSITION _DATALI)

Values for a position

Define Salary Plan

Salary Plan Table (SALARY PLAN
TABLE)

Values for a salary plan

Job Code

Job Code Profile

Values for a job code

Job Data

Job Information (JOB_DATA
JOBCODE)

Values for an employee

Job Openings (HRS JOB_OPENING)

Job Opening (HRS JOB_OPENING)

Values for an employment application

The minimum and maximum standard hours values and the standard work period defined on the Business
Unit HR Defaults page (BUS UNIT OPT HR) are used for validation edits in the Job Data and Position
Data components.

Defaults for Standard Hours and Standard Work Period

The system inserts the standard hours and the standard work period as default information only if both are
defined. The following table describes the source of defaults in Job data under the specified conditions:
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Condition Default Source

You assign the worker a salary plan. Salary Plan Table page

You assign the worker to a position. Description page of the Position Data component

You assign the worker a job code. Job Code Profile page of the Job Code component
You didn't indicate standard hours on the Salary Plan table, Job | HCM Options page of the Installation component

Code table, or Position Data table.

Full-Time Equivalency

Full-time equivalency (FTE) is the percentage of full time that a worker should normally work in a job. In
calculating the FTE, the system uses your definition of the standard hours and the standard work period.

If you select Apply FTE for a compensation component, PeopleSoft Human Resources uses the standard
hours and the standard work period to compute FTE to prorate holiday hours and pay for part-time and
hourly workers.

Note: (FRA) For workers in French regulatory regions, the system uses the PAID FTE field to prorate
holiday hours and pay for part-time and hourly workers.

PeopleSoft Human Resources calculates FTE using the product of the standard hours of the job multiplied
by the annualization factor of the job's standard work period which is then divided by the product of the
default standard hours multiplied by the annualization factor of the default full time standard hours work
period, as shown in this equation:

{Job 5td. Hrs ) x (Annualization Factor of Job 5td. Work Period]

FTE =
(Default Full Time Std. Hrs ) x (Annualization Factor of Default Full Time Std. Work Period)

In this equation, the default full-time standard hours and default full-time standard work period are from:

* The Salary Plan component (if a salary plan is defined for the worker, and if both standard hours and
standard work period are defined for this salary plan).

e The Org Defaults by Permission Lst component (if no salary plan is defined for the worker, and if
both standard hours and standard work period are defined in the Org Defaults by Permission Lst
component).

Conversion of Compensation Rates to Different Frequencies

346

The system converts compensation rates to daily, monthly, and other frequencies using standard formulas.
The formula for converting to or from an hourly rate takes the standard hours and standard work period
into account.

The system performs compensation rate conversions as follows:
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Finds or calculates the annual rate for compensation.

Divides the annual rate using de-annualization conversion calculations to calculate the rate at the
desired frequency.

Multiplies the converted compensation rate by the FTE factor if Apply FTE is selected for the pay
component.

Note: (FRA) For workers in French regulatory regions, the system uses the PAID_FTE field to multiply
the converted compensation rate.

Annualized Rate Calculations

The system uses the following formulas to convert compensation rates to an annual frequency:

Original Frequency Formula for Conversion to Annual Frequency

Hourly

Annual Rate = Comprate x Job Standard Hours X Frequency
Annualization Factor of Standard Work Period

Monthly, daily, and other

Annual Rate = Comprate x Frequency Annualization Factor

De-Annualized Rate Calculations

The system uses the following formulas to convert compensation rates from an annual frequency to
another frequency:

Non-Annual Frequency Formula for Conversion from Annual Frequency

Hourly

Hourly Rate = Comprate / (Job Standard Hours x Frequency
Annualization Factor of Standard Work Period)

Monthly, daily, and other Non-Annual Rate = Annual Comprate / Frequency
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Annualization Factor

The following examples illustrate the use of these formulas.

Example of Hourly to Monthly Compensation Rate Conversion

Teresa Johnson has the following job data information:

Employment Variables Values

Comprate (hourly) 10
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Employment Variables Values
Job Standard Hours 35
Frequency Annualization Factor of Standard Work Period 52
Frequency Annualization Factor of Month 12

The following table shows how the system calculates Teresa Johnson's monthly FTE (full-time
equivalency) compensation rate. The total represents Teresa's monthly salary based on a thirty-five hour

workweek over a fifty-two week year.

Rate Equation
Annual 10 x 35 x 52 =18,200
Monthly Annualized Comprate / Frequency Annualization Factor of

Month

18,200/ 12 =1516.67

Example of Monthly to Biweekly Compensation Rate Conversion

Bill McKenny has the following job data information:

Employment Variables Value
Comprate (monthly) 2000
Frequency Annualization Factor of Monthly 12
Frequency Annualization Factor of Biweekly 26
Apply FTE Selected Yes
FTE Factor 0.95

The following table shows how the system calculates Bill McKenny's biweekly compensation rate:
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Rate Equation

Annual Comprate x Frequency Annualization Factor of Month

2000 x 12 = 24,000

De-annualize Annualized Comprate / Frequency Annualization Factor of
Biweekly

24,000 /26 = 923.08

Multiply by FTE 923.08 x 0.95 = 876.85

Job Data Pay Rate Frequencies

The system uses the country-specific default frequencies to calculate and display the pay rates in the
Pay Rates group box on the Job Data - Compensation page. The system finds the frequencies that are
associated with the person's country on the Default Frequencies table. The order you list the frequencies
on this table is the order in which the pay rates appear in the Pay Rates group box. The system converts
compensation rates to the default frequencies using the standard formulas described in these topics.

Because the PeopleSoft Global Payroll and Payroll for North America systems calculate daily and
monthly pay rates using frequencies established for the pay group, it is possible that the compensation
rates displayed on the Job Data - Compensation page will vary from the pay rates calculated with pay
group daily and monthly frequencies. This would occur if the pay group daily or monthly frequency
differs from the daily or monthly frequency specified for the country on the Default Frequency page. It is
recommended that you establish pay group frequencies to match the default frequencies for the country
whenever possible.

The pay rates calculated with pay group frequencies are available on the JOB record in the fields
JOB.ANNUAL _RT, JOB.MONTHLY_RT, JOB.DAILY_ RT, JOB.HOURLY_RT. These fields are
referenced by the Job Summary page and can be referenced in PS Query.

Related Links
Default Frequencies by Country Page

Understanding Frequency in Global Payroli

PeopleSoft Global Payroll uses frequency when defining elements, generation control parameters,
calendar periods, rate code elements, and system elements. In addition to using frequency defined on the
Frequency Table page, PeopleSoft Global Payroll also uses frequency defined on the Generation Control
Frequency component.

These topics discuss:

*  Frequency with element definitions.
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* Frequency with generation control.
* Frequency with calendar periods.

* Frequency with rate codes and system elements.

Frequency with Element Definitions

350

An element is the smallest component of PeopleSoft Global Payroll, and it is used in defining calculation
rules to process your payroll. Elements can hold the values of pay (earnings), an amount to be deducted
from pay (deduction), or time away from work (absence).

Elements (such as earnings, deduction, and absence) can be standalone. Supporting elements (such as
rate codes or rounding rules) can be used with other elements to define a calculation rule. Each element is
defined only once, but it can be used repeatedly.

For any earnings, deduction, or absence element, you must specify the frequency of the stated amount on
the Earning/Deduction definition. For each item that you associate with a frequency, you must consider
how the frequency fits into the overall processing picture. Selecting the correct frequency for earnings,
deductions, and absence elements is essential for correct processing. For example:

Term Definition

Earnings element In what frequency is the stated amount paid? Is it per week,
per month, or per year?

Deduction element In what frequency is the stated amount withheld? Is the stated
amount the amount to withhold each pay period, each month,
or for the entire year?

Absence element Is an employee entitled to three days of holiday time per
month or per year?

In PeopleSoft Global Payroll, you use frequency to define earnings, deduction, or absence elements.

To illustrate, we refer to defining an earnings element. However, the process is the same for earnings,
deduction, and absence elements.

You define the calculation rule, frequency, and generation control for an earnings element on the Earnings
- Calculation page (GP_ERN_DED_CALC).

See “Earnings - Calculation Page” (PeopleSoft Global Payroll).

Select a calculation rule and once you select a calculation rule, you must further define details for each
component of the rule. For example, if you select Amount, specify the amount of the earnings element.

The following table lists the calculation rules and the components of the calculation rule for which
frequency conversion is performed:
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Calculation Rule Component
Amount Amount (if necessary)
Rate x Unit Unit

Rate x Unit x Percentage Unit

Base x Percentage Base

Define the frequency that the stated amount represents. If you select Use Calendar Frequency, the
system uses the frequency that's defined for the calendar period on the Define Calendars - Period page
(GP_CALENDAR PERIOD). If you select Use Specified Frequency, you can define your frequency
directly on the Earnings - Calculation page by selecting from a list of frequencies.

See “Creating Periods” (PeopleSoft Global Payroll).

The Frequency field enables you to tell the system the frequency with which you are stating a value.

For example, let's say that you select Use Specified Frequency, that you have a weekly payroll, and

you create an earnings element with an amount of 100 and a frequency of Monthly. If you don't have

any generation control conditions defined, the system annualizes and de-annualizes the amount into a
processing frequency amount. Let's assume that you define your organization's monthly frequency as /2
and the weekly frequency as 52. The system takes the /00 (monthly amount) and annualizes it to 7200.
Next, it takes this annualized amount and de-annualizes it into the payroll processing frequency (weekly,
in this example). The amount paid each pay period is:

1200/ 52 = 23.08

The benefit of defining a frequency is that if your organization has multiple pay frequencies (such as
weekly, semimonthly, and monthly), you don't have to create separate earnings for each frequency. The
system automatically converts the amount into the corresponding pay period amount. Let's say that

your organization decides to give an annual bonus of 1000 to all payees and this bonus is distributed
throughout the year. Your hourly payees get paid weekly and your salaried payees get paid monthly. If
you define an earnings bonus as BON = 1000, with a frequency of Annual, you can apply this earnings
definition to payees who are paid weekly and payees who are paid monthly by using annualization and
de-annualization. The frequency assigned on the Earnings Calculation page calculates the bonus amount
correctly, regardless of the pay frequency.

Note: In PeopleSoft Global Payroll, there is no distinction between organizational relationships
(employee, contingent worker, or person of interest). Because payroll is processed for all types of people
with jobs, the PeopleSoft Global Payroll documentation refers to both of them as payees.

Frequency with Generation Control

Pay period frequency isn't hard-coded into the system. Instead, PeopleSoft Global Payroll uses the

HR Frequency Table component to determine how a frequency is calculated. For example, a monthly
frequency has a factor of 12 and a weekly frequency has a factor of 52. Frequencies that are defined on
the Frequency Table page are easily used wherever you use frequency in the system.
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PeopleSoft Global Payroll provides an additional generation control concept called "Generation Control
Frequency" to help control the pay periods in which a specific earning or deduction is to be resolved (such
as only the first pay period of a month, and so on). Generation control frequencies enable you to define
meaningful names and associate the correct frequency ID with a pay period.

An example of a frequency that isn't on the HR Frequency Table is First of the Month. Let's say that you
have a weekly pay frequency, but you want an earnings element to be paid only on the first pay period of
the month. In PeopleSoft Human Resources, the frequency would be monthly. This might not work for
your payroll purposes. So, in PeopleSoft Global Payroll, the earnings element would be defined (tagged)
as First of the Month and paid only on the first pay period of the month.

The Generation Control Frequency component is part of generation control frequency processing.

Generation control enables you to tell the system, through various control methods, when to process an
element. For example, if an earnings element is to be paid only on the first pay period of the month (for
weekly payrolls), you can control the payroll so that this earning is only paid in Week 1, and not paid in
the subsequent week's payrolls during the month:

» First you define generation control ID parameters on the Generation Control - Conditions page
(GP_GCTL_CONDITION).

See “Generation Control Name Page” (PeopleSoft Global Payroll).

* Next, when you define an earnings element, you prompt against this table by selecting a generation
control name on the Earnings - Calculation page.

* Then you don't have to redefine the parameters for each earnings element.

If you leave the Generation Control field blank on the Earnings - Calculation page, the system assumes to
be paid every time based on normal eligibility rules for the payee.

Note: If the frequency that you select is other than Use Calendar Period Frequency, the system de-
annualizes the earnings amount based on the pay period frequency. If a generation control frequency
exists, the system de-annualizes the earnings amount based on that frequency. The generation control
frequency overrides the pay period frequency during frequency conversion. For example, let's say that
you have an earnings element with an amount of 1200, an annual frequency, and a monthly pay period.

If your organization's monthly frequency is defined as 72, and you don't have a generation control
frequency for this earnings, the amount is de-annualized to /00 per month (1200 / 12 = 100). If you have
a generation control frequency for this earnings element, the amount is different. Let's say that you have
defined a generation control frequency of quarterly. The earnings are de-annualized to 300 (1200/4 =
300).

PeopleSoft Global Payroll delivers four predefined generation control frequencies: /st Month, Annual,
January, and Quarter. All generation control frequencies can be used in corresponding generation control
elements.

Using Frequency with Calendar Periods

352

Use frequency with calendar periods when defining the frequency that's being processed.

When processing a payroll or absence run in PeopleSoft Global Payroll, you must tell the system the
time period to calculate. This is often referred to as the pay period. You define period selection criteria by
defining a period ID on the Define Calendars - Period page.
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The period ID defines the start date, end date, and frequency of a particular pay period. This definition
is kept separate from the pay calendar to make it easy to reuse and to provide optimum flexibility during
processing.

Here are some examples of the time and frequency data that can be defined by a period ID:

Begin Date End Date Frequency
June 1 June 7 Weekly

June 1 June 30 Monthly
June 1 June 15 Semimonthly
June 1 August 31 Quarterly

On the Define Calendars - Period page, the frequency is defined for de-annualization when an earnings,

deduction, or absence element is defined without generation control frequency. However, if generation
control frequency is included (in the earnings, deduction, or absence element definition), and the element
generation control and the calendar ID generation control match, the system uses this generation control

frequency for the de-annualization factor.

Examples of Frequencies

This table provides some examples of frequencies:

Frequency Element 1 Element 2a Element 2b Element 3
Amount 1,200 1,200 1,200 1,200

Frequency (Element Monthly (12) Monthly (12) Monthly (12) Monthly (12)
Definition)

Generation Control None Monthly (12) Monthly (12) Semimonthly (24)
Frequency

Pay Period Frequency | Semimonthly (24) Semimonthly (24) Semimonthly (24) Semimonthly (24) *
Calendar Generation None Monthly (12) None Semimonthly (24) *
Control Frequency

Calculated Amount 600 1200 Not resolved 600
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You don't need to specify the associated frequency if it coincides with the pay period frequency.

See Job Data Pay Rate Frequencies.

Using Frequency with Rate Codes and System Elements

When you define an earnings or deduction element that uses either a rate code or a frequency-controlled
system element, the earnings or deduction element should always have the frequency Use Calendar Period
Frequency. System elements are delivered and maintained by PeopleSoft.

A system element that is frequency-controlled resolves in the calendar frequency portion of payroll
processing, according to the frequency that is specified for the element when it is set up. The system then
de-annualizes by the calendar frequency.

Understanding Frequency in Payroll for North America

These topics discuss:

* Compensation frequency and pay frequency.
* Examples of pay rate calculations.

* Proration of compensation rates.

* Exceptions to Frequency table use.

Compensation Frequency and Pay Frequency

In Payroll for North America you use the frequencies on the Frequency Table component to specify pay
period frequency on the Pay Group component. The system uses compensation and pay frequencies for
the calculation and proration of pay rates during batch and online system processes.

Related Links
Job Data Pay Rate Frequencies

Examples of Pay Rate Calculations

This topic provides examples of how the system uses compensation rates and frequencies and pay period
frequency to calculate pay rates.

Example: Biweekly Pay Period Calculation of Monthly Compensation

This example illustrates how Payroll for North America calculates the pay period rate by annualizing
monthly compensation using the following frequencies:
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Description Frequency ID Frequency Type Frequency Annualization
Factor

Pay frequency (Pay Group B1 B (biweekly) 26.1

table)

Compensation frequency M M (monthly) 12

(employee's Job data setup)

Using a compensation rate of 1,000 USD, the calculations of the annual compensation rate and pay period
compensation rate are:

* Annual Rate = Comprate x Compensation Frequency Factor
12,000.00 = 1,000.00 x 12
* Pay Period (Biweekly) Rate = (Annual Rate) / Pay Frequency Factor

459.77 = 12,000.00 / 26.1

Example: Weekly Pay Period Calculation of Hourly Compensation

Payroll for North America uses the annualization factor of the standard work period frequency in
combination with the standard hours to calculate pay rates or proration of hourly compensation.

This example illustrates how Payroll for North America calculates the weekly pay period rate of hourly
compensation.

The pay group's pay period frequency definition is:

Description Frequency ID Frequency Type Frequency Annualization
Factor

Pay frequency (Pay Group W (weekly) W (weekly) 52

table)

The employee's compensation frequency definition is:

Comp Rate Comp Frequency Standard Hours Annualization Factor of
Std Work Period
10.00 H (hourly) 40.00 52

The calculations of the annual compensation rate and pay period compensation rate are:
* Annual Rate = Comprate x (Standard Hours x Standard Work Period Annualization Factor)

20,800.00 =10 x 40 x 52
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» Pay Period (weekly) Rate = Annual Rate / Pay Frequency Factor
400 = 20,800.00 / 52

Proration of Pay Rates

The system calculates proration for partial periods when events such as new-hires, terminations, or
pay rate changes occur in the middle of a pay period. It uses data that you specify on the Pay Group
component in conjunction with compensation data to calculate proration.

See “Understanding Proration Rules” (PeopleSoft Payroll for North America).

Exceptions to Frequency Table Use

Some processes, such as deduction calculations and Canadian tax calculations, use the pay periods per
year from the Pay Calendar Table page (PAY CALENDAR TABLE). The value in the Pay Periods Per
Year field on the Pay Calendar Table page is derived from the pay frequency of the pay group.

Related Links
Creating Pay Calendars and FLSA Calendars
Setting Up Pay Groups

Defining a Frequency ID and Country-Specific Defaults

To define a frequency ID and country-specific defaults, use the Frequency Table component
(FREQUENCY _TBL) and the Default Frequencies by Country component (DFLT FREQUENCY).

These topics discuss frequency information.

Pages Used to Define a Frequency ID and Country-Specific Defaults

Page Name Definition Name Usage

Frequency Table Page FREQUENCY_TBL Define a frequency ID, its frequency
type, and its annualization factor.

Default Frequencies by Country Page DFLT FREQUENCY Specity country-specific default
frequencies by country.

Frequency Table Page

Use the Frequency Table page (FREQUENCY TBL) to define a frequency ID, its frequency type, and its
annualization factor.

Navigation:
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Set Up HCM > Foundation Tables > Compensation Rules > Frequency Table > Frequency
Table

This example illustrates the fields and controls on the Frequency Table page. You can find definitions for
the fields and controls later on this page.

Frequency Table
Frequency ID D
Frequency Information Find | View All First ‘4’ 10of1 ‘&' Last
(#][=]

Effective Date 01/01/1900
Status Active
Description Daily
Short Description  Daily
Maintenance Responsibility P FeopleSoit
Frequency Type Daily

[T use Standard Hours for Annualization

Frequency Annualization Factor 260.0000000

Field or Control Description

Maintenance Responsibility Select a maintenance responsibility. Values are:

*  C/(customer): You define the frequency ID. You are
responsible for keeping this frequency code up to date.

* P (PeopleSoft): PeopleSoft delivers the frequency in the
system and is responsible for keeping it up to date. The
other fields on this page become unavailable.
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Default Frequencies by Country Page
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Field or Control

Description

Frequency Type

Select a frequency type. Values are:
*  Annual

*  Biweekly

*  Contract

*  Daily

»  Every Four Week

*  Hourly The Use Standard Hours for Annualization
check box becomes available.

s Monthly
*  Quarterly
*  Semimonthly

o Weekly

Use Standard Hours for Annualization

Select to have the system use job standard hours for
annualization instead of the frequency annualization factor.
The frequency annualization factor is set to 0, and that field
becomes unavailable.

Note: You can use only hourly frequencies that use standard
hours for annualization for compensation and pay frequency
in PeopleSoft Human Resources, PeopleSoft Payroll for North
America, and PeopleSoft Global Payroll.

Frequency Annualization Factor

Defines how many frequency periods occur in one year.
Examples:

* A standard daily compensation frequency is 260 because
there are 260 workdays in a standard year.

*  You can define a frequency called W53 with a W
(weekly) frequency type and an annualization factor of
53.

Important! If you change the effective status, frequency type,
or annualization factor of an existing frequency, you receive
a warning message saying that previous calculations using
this frequency aren't synchronous with the new values of the
frequency.

Use the Default Frequencies by Country page (DFLT FREQUENCY) to specify country-specific default

frequencies by country.
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Navigation:

Set Up HCM > Foundation Tables > Compensation Rules > Default Frequencies By
Country > Default Frequencies by Country

This example illustrates the fields and controls on the Default Frequencies by Country page. You can find
definitions for the fields and controls later on this page.

Default Frequencies by Country
Country CAMN Canada

Frequency to display on Job

1st Frequency |A Q. Annual
2nd Frequency |1 L Monthly
3rd Frequency |D QA Daily

4th Frequency H Q  Hourly

Select four frequencies to set as defaults for the specified country. The system uses these default
frequencies to calculate pay rates in the Pay Rates group box on the Job Data - Compensation page. The
order you list the frequencies on this page is the order in which the pay rates appear in the Pay Rates
group box.

For example, you specify the 1st Frequency as annual, 2nd Frequency as monthly, 3rd Frequency as
daily, and 4th Frequency as hourly for Canada. For an employee in Canada, the Pay Rates group box
displays the following pay rates in this order: annual, monthly, daily, and hourly. The system converts
compensation rates to the default frequencies using the standard formulas described earlier in these topics.

Related Links
Job Data Pay Rate Frequencies
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Setting Up Organization Foundation Tables

Setting Up Person of Interest Types

To set up person of interest types, use the Person of Interest Types (POI_TYPE TBL) component.

These topics provide an overview of POI types and discuss how to set up new POI types and activate
delivered POI types.

Page Used to Set Up Person of Interest Types

Page Name Definition Name Usage

Person of Interest Types Page POI_TYPE TBL Review the delivered POI types

and modify the characteristics that
govern how the system processes the
information of POIs with this type.

Related Links

“Organizational Relationships” (PeopleSoft Human Resources Administer Workforce)

Understanding POI Types

PeopleSoft enables you to track information for people of interest (POIs), people who do not make up

a part of your workforce but who are still of interest to the organization. Different POI types are used

in different areas of your organization. For example, PeopleSoft Global Payroll uses the Global Payroll
Payee POI type, whereas the External Trainee POI type may be used by PeopleSoft Recruiting Solutions
for applicants who require training prior to being hired and PeopleSoft Campus Solutions.

You select a POI type on three components:

* Add a Person component (PERSON_DATA ADD)

e Job Data component (JOB_DATA)

* Person Organizational Summary component (PERSON_ORG_SUMM)

The generic components are on the Workforce Administration menu but these components are also
available on different application menus throughout the system. When you set up or modify a POI
type, you can limit the components on which the POI type can be selected by menu. For example, you
could create a new recruiting POI type that is only available on the components on the Recruiting menu
or you could make the Pension Payee POI type, which is delivered as an option only on the Pension
Administration menu, available on the Administer Workforce menu components, too.
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Use the Person of Interest Types page (POl TYPE TBL) to review the delivered POI types and modify

the characteristics that govern how the system processes the information of POIs with this type.

Navigation:

Set Up HCM > Foundation Tables > Organization > Person of Interest Types > Person of
Interest Types

This example illustrates the fields and controls on the Person of Interest Types page. You can find
definitions for the fields and controls later on this page.

Person of Interest Types
Person of Interest Type 00007 “Effective Status I Active :"
*Description |External Trainee
*Short Description |Ext Stud.
" Job Record Required?

POl Transaction
Record for POl Transaction PER_POI_TRANS |Q

Component NHame TRMN_INSTRUCTRE_TBL1
Market GBL
Menu Hame ADMINISTER_TRAIMING_(GBL)
Menu Bar Name LISE
Menu tem Hame PERSOMAL_DATA
Transfer Panel Hame PERSOMAL_DATAT

Usage of this POl Type

Record for POl Summary View POLTRMA_WVWY
Person of Interest Checklist HCPOI |3

¥ allow in Generic Add Component

|7 . .
Comments Allowr in Generic Upd Component

Used by the HR product in the Training Administration Module. This relationship can be created in @@
the Training Module, the Administer Workforce Add POl Relationship component, and also via
Recruit Workforce for people who need training prior to being hired.

Field or Control Description

Effective Status Inactivate any system delivered POI types that you will

transaction components.
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Field or Control

Description

Job Record Required?

Select if this POI type requires a POI job record.

When you select this check box for a new POI type, the
system enters default information into the POI Transaction
group box that you cannot overwrite.

POI Transaction

Field or Control

Description

Record for POI Transaction

Select the record used for processing and holding information
about people with this POI type.

If you select the PER_POI_TRANS record (the generic POI
transaction record used by the Person Organization Summary
component), the system enters default information into the rest
of the fields in the POI Transaction group box and the Record
for POI Summary View field that you cannot overwrite.

If you choose to use a record other than PER_POI TRANS
for POI types that do not require jobs, you will need to create
a view to use in the Record for POI Summary View field in
order for the data in the transaction record to show up in the

Person Organizational Summary component.

Component Name

Select the component using the POI transaction record. When

you select this POI type on the Personal Data — Organizational
Relationships page and click the Add the Relationship button,

the system will move you to the component you select here.

Market, Menu Name, Menu Bar Name, and Menu Item
Name

Select the menu's market, name, bar name, and item name for

the selected component.

Transfer Panel Name

Enter the object name of the page you want the system to open
to when you click the Add the Relationship button.

Copyright © 1988, 2024, Oracle and/or its affiliates.

363



Setting Up Organization Foundation Tables Chapter 13

Usage of this POI Type

Field or Control Description

Record for POI Summary View Select the record from which the system draws the

summary information for this POI type. When you view the
organizational relationships of a person with this POI type on
the Person Organizational Summary component, the system
pulls the summary information from this record.

If you choose to use a record other than PER_POI_TRANS,
you must create a view to use here in order for the data in the
transaction record to show up in the Person Organizational
Summary component. Create the view in PeopleSoft
Application Designer using the PER_POI_TRANS view but
with different view text.

Person of Interest Checklist Select a default checklist for this POI type. When you opt

to assign a POI type to a person and create a POI checklist
from the Personal Data - Organizational Relationships page
(PERSONAL DATA4), the system creates a record for the
person on the Person Checklist page (PERSON_CHECKLIST)
and adds this checklist.

See “Creating Checklists” (PeopleSoft Human Resources
Administer Workforce).

Allow in Generic Add Component Select to make this POI type available when adding a

record for a POI in the Add a Person component, Job Data
component, and Person Organizational Summary component
on the Administer Workforce menu. The system selects this
check box for all new types.

Allow in Generic Upd Component (allow in generic update | Select to make this POI type available when updating a
component) record for a POI in the Job Data component and Person
Organizational Summary component on the Administer

Workforce menu.

Modifying a Delivered POI Type

You can modify the following fields for system delivered POI types:
* Effective Status.

* Person of Interest Checklist.

* Allow in Generic Add Component.

* Allow in Generic Upd Component.
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Setting Up Holiday Schedules

To set up holiday schedules, use the Holiday Schedule (HOLIDAY SCHED TBL) component.

These topics provide an overview of holiday schedule defaults on the Job Record and discuss how to
define holiday schedules.

Page Used to Set Up Holiday Schedules

Page Name Definition Name Usage
Holiday Schedule Page HOLIDAY SCHED TBL Designate holidays for payroll
processing.

Understanding Holiday Schedule Defaults on the Job Record

Because holidays might vary for different segments of your workforce population (depending on location,
work schedules, or other factors), you can define as many holiday schedules as you need.

Defaulting of the holiday schedule to the worker's job record depends upon the payroll system:
*  PeopleSoft Global Payroll.

If the payroll system is Global Payroll, the system does not enter a default holiday schedule on the Job
Data - Payroll page. On the Payroll page, you may select a holiday schedule for the payee or leave the
field blank. If you leave it blank, Global Payroll processes use the holiday schedule assigned to the

payee's pay group.
* PeopleSoft Payroll for North America.

If the payroll system is Payroll for North America, the default holiday schedule entered on the Job
Data - Payroll page is determined by whether you're adding a worker or updating job data, and by
whether you have defined a default holiday schedule for the location.

This topic provides additional details for each of these conditions.

When You Add a Worker with Payroll for North America Payroll System

If the payroll system is Payroll for North America, the default holiday schedule initially entered on the
Job Data — Payroll page is the holiday schedule that is associated with either the Location table or the Pay
Group table:

* Location table.

If you have assigned a default holiday schedule on the Location Profile page, that schedule is the
default when you add a worker with that location.

» Pay Group table.
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If you leave the Holiday Schedule field blank on the Location table, the system enters the default
holiday schedule that is assigned to the pay group.

You can change the holiday schedule on the worker's Job Data — Payroll page.

When You Change the Job Data of a Worker with Payroll for North America
Payroll System

Changes in the following job data fields might cause a change in holiday schedule if the Holiday
Schedule field is blank on the worker's Job Data — Payroll page:

Company
DeptID (department ID)
Position Number

Pay Group

Note: If the holiday schedule is already populated on the worker's job record, changes in these fields do
not cause updating of the holiday schedule.

This is a description of the impact of changes in these fields:

Company and DeptID.

If the worker's holiday schedule is not populated, changes in Company and DeptID cause the system
to first enter the default holiday schedule from the Location table. If there is no default holiday
schedule assigned on the Location table, the system enters the holiday schedule assigned on the Pay
Group table.

Position Number and Pay Group.

Changes in the Position Number and Pay Group fields cause the system to enter the default holiday
schedule directly from the Pay Group table if the worker's holiday schedule is not already populated.

Holiday Schedule Page

Use the Holiday Schedule page (HOLIDAY SCHED_TBL) to designate holidays for payroll processing.

Navigation:

Set Up HCM > Foundation Tables > Organization > Holiday Schedule > Holiday Schedule

366
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This example illustrates the fields and controls on the Holiday Schedule page. You can find definitions for
the fields and controls later on this page.

Holiday Schedule
Holiday Schedule J02
Schedule Information
*Description | Holiday Schedule for Japan
Short Description HS Japan
Holiday Details Personalize | Find | View All | 2 | H First ‘4 1-7of 70 b/ Last
*Holiday Description Nbr of Hours Holiday Type Start Time End Time
01/01/2001 |5 [New Years Day [standara =l [+ =]
01/08/2001 |5 [Coming-of-Age Day [standara =l [&[{[=]
0201172001 |5 [National Foundation Day [standara =l [+ =]
0212/2001 |5 [Substitute Holiday [standara =l [+ =]
0312012001 |5 [vernal Equinox Day [standara =l [+ =]
0412012001 |[5) [Greenery Day [standard =l [+ =]
04/30/2001 |5 [Substitute Holiday [standard =l [+ =]
Field or Control Description
Holiday Enter all of the holiday dates that your organization observes
within this schedule.
Nbr of Hours (number of hours) (Optional) You can specify the number of paid hours for each
holiday.
Payroll for North America uses this field to reduce from pay.
Holiday Type Select a holiday type.

The following values are used in PeopleSoft Payroll for North
America:

Canadian: In Payroll for North America, this value designates
a Canada statutory holiday.

Standard: In Payroll for North America, this value designates a
U.S. holiday or Canada non-statutory holiday.

US Public: Select if the holiday is a public holiday in the U.S.

The following values are used in PeopleSoft Payroll for Hong
Kong:

Hong Kong Statutory Holiday: In Payroll for Hong Kong, this
value designates a Hong Kong statutory holiday.

Standard: In Payroll for Hong Kong, this value designates a
public holiday.
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Field or Control Description
Start Time and End Time (Optional) You can specify the starting and ending time of
each holiday.

Note: Payroll for North America and Global Payroll do not
refer to these fields.

Defining Business Units

To define business units, use the Business Unit (HR_BUSINESS UNIT), Business Unit Options Defaults
(BUS_UNIT_OPT_HR), and GL Business Unit (BUS_UNIT GL) components.

These topics discuss how to update business units.

Pages Used to Update Business Units

Page Name Definition Name Usage
Business Unit Page BUS UNIT TBL HR Add or update business units.
Business Unit Reference Page BUS UNIT TBL HR2 Identify business units in other

PeopleSoft applications that are related
to a business unit.

Business Unit Options Defaults Page BUS UNIT OPT HR Set system defaults such as Company,
Country, and Currency for a specific Set
ID.

GL Business Unit Page BUS_UNIT TBL GL Review GL business units.

Business Unit Page
Use the Business Unit page (BUS UNIT TBL HR) to add or update business units.
Navigation:

Set Up HCM > Foundation Tables > Organization > Business Unit > Business Unit
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This example illustrates the fields and controls on the Business Unit page. You can find definitions for the
fields and controls later on this page.

Business Unit Business Unit Reference

Business Unit CFMBL
*Status I Active - I
*Description (Canadian Business Unit

Short Description |Cdn BU

Default Record Group Set IDs

SetlD CDN Canadian General SetD
OR
Clone from Existing Business Unit
Field or Control Description
Status Select Active or Inactive. If you select Inactive, the business
unit won't appear in any business unit lists in PeopleSoft
HCM.

Note: Business units aren't effective-dated, so use this field to
implement or retire business units.

Understanding Your TableSet Sharing Options

Field or Control Description

Default Record Group Set IDs When you define a new business unit on the Business Unit
component, you specify that the system establish default
record group set IDs for the new business unit, using the
options in this group box. The Set ID or Clone from

Existing Business Unit value that you enter determines your
preliminary tableset sharing setup for the new business unit by
determining the set IDs that are assigned to each record group
for the new business unit. The set ID assigned to a record
group determines which tableset is used when retrieving valid
values from the various control tables for that business unit.
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Establishing a TableSet Sharing Setup Using One Default Set ID

If you want to define a tableset sharing setup for the new business unit you are creating, using a

Chapter 13

primary default set ID that you can modify as necessary on the TableSet Control - Record Group page

(SET_CNTRL_TABLE1), enter the default set ID that you want to use.

— Record Group_ 01

— Record Group 02

—» Record Group 03

—» Record Group 04

—p» Record Group 05

— Record Group_ 06

Table Table Table
Table Table Table
Table Table Table
Table Table Table
Table Table Table
Table Table Table

When you add a new business unit to the system, the system populates the Set ID field with a set ID name
that is the same as your new business unit. For example, if your business unit is called US4, then the Set
ID value defaults to USA. You can override the default set ID as necessary.

When you save the business unit without changing the default set ID, the system creates a new set ID with
the same name as the business unit, in this case US4, and this default set ID of US4 that you specified
on the Business Unit page is assigned to each record group for the new business unit, as shown in this

diagram:

Record Group_01

Record Group_02

Record Group 03

>

Record Group_04

Record Group_05

Record Group 06

@a0eee

Note: You can associate only one default set ID with a business unit.
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Cloning TableSet Setup From Existing Business Units

With the Clone from Existing Business Unit option, you can clone the TableSet sharing setup of an
existing business unit.

Note: When you first enter the Business Unit page, the Clone from Existing Business Unit option is
clear. To activate the option, clear any set ID values from the Set ID field and move out of the field.

If you want the tableset sharing for the new business unit that you are creating to mirror that of another
business unit you've defined, or if you want the two units to be similar except for a few record groups,
enter the business unit that you want to mirror as the cloned business unit. When the record groups are
linked to the new business unit, the system assigns each record group the same set ID that is used for the
record group by the business unit that you selected as the Clone Unit.
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For example, you specify an existing business unit to clone that has the set ID SHARFE associated with
record groups 01, 02, and 05, set ID USA associated with record groups 03 and 04, and set ID MFG
associated with record group 06. The new business unit you create will share these identical set ID values
for the same record groups, as shown in this diagram:

Record Group 01

Record Group_02

Record Group 03

Record Group_04

Record Group_05

Record Group_08

Record Group_01

Share

Record Group_02

Record Group_03

Record Group_04

Record Group 05

Record Group_06

8000001000000

Whichever method you select, after you save the new business unit for the first time, the system makes
the default Set ID or Clone from Existing Business Unit fields unavailable for entry. You can't change
the default record group set ID information from this page for this business unit again. This rule prevents
you from accidentally overwriting the TableSet record group controls for your defined business units in
PeopleSoft HCM.

Note: When you add a new business unit and save the page, the system creates all the appropriate table
values provided by PeopleTools that connect the business unit ID, the record group ID, and the set ID.
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TableSet sharing is set up as soon as you create your business units. However, the sharing, especially if
you have chosen to create a TableSet sharing setup using one default set ID, may need some fine-tuning.
You can do this by changing the set IDs that are assigned to individual record groups on the TableSet
Control — Record Group page. The system uses the default Set ID value on this page when you add
record groups.

See PeopleTools: Data Management, “PeopleTools Utilities,” TableSet Control - Record Group.

Business Unit Reference Page

Use the Business Unit Reference page (BUS _UNIT _TBL HR?2) to identify business units in other
PeopleSoft applications that are related to a business unit.

Navigation:
Set Up HCM > Foundation Tables > Organization > Business Unit > Business Unit Reference

This example illustrates the fields and controls on the Business Unit Reference page. You can find
definitions for the fields and controls later on this page.

Business Unit Business Unit Reference

Business Unit CFMBU Canadian Business Unit

Business Unit Cross Reference

Asset Management Business Unit AR Business Unit
Order Management Business Unit AP Business Unit
Balancing Business Unit PO Business Unit
Budgeting Business Unit Business Unit PC e}
Billing Business Unit General Ledger Unit CM02 |3

Inventory Business Unit

Field or Control Description

Business Unit Cross Reference In this group box, enter the business unit cross reference, if
applicable, for any PeopleSoft application that is listed on the
page. You identify other business units in other PeopleSoft
applications that relate to your business unit.

Note: You can review which PeopleSoft General Ledger units are associated with the PeopleSoft HCM
business units on the GL/HR Business Unit Mapping page (BU GL HR LNK).

Business Unit Options Defaults Page

Use the Business Unit Options Defaults page (BUS_UNIT OPT_ HR) to set system defaults such as
Company, Country, and Currency for a specific Set ID.
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Navigation:

Set Up HCM > Foundation Tables > Organization > Business Unit Options Defaults >

Business Unit Options Defaults

Chapter 13

This example illustrates the fields and controls on the Business Unit Options Defaults page. You can find

definitions for the fields and controls later on this page.

Business Unit Options Defaults
SetlD SHARE Table Set shared across Corp
“Company GBI |Q Global Business Institute
"Country USA | njted States
*To Currency USD |Q, US Dollar
Standard Hours
*Default Standard Hours 40.00 Minimum Standard Hours
Work Period W QA Weekly Maximum Standard Hours
* Il geigium
Industrial Committee Q NACE Code
il canada
*Census Metropolitan Area | Toronto, Ontario j
$ledes it b [ e 1

10.00

40.00

By setting up default values for a set ID, you can specify the default values that populate these fields in
your human resources system. Because the set ID keys the Business Unit Options Defaults component

(you can share these defaults among multiple business units.

Warning! The values that you enter or select on this page affect the default values throughout your

PeopleSoft HCM system.

Field or Control Description

Company, Country, and To Currency

Select the Company, Country, and To Currency that the
system will use as a default value.

Standard Hours

Field or Control Description

Default Standard Hours The system takes default standard hours from the Define
Salary Plan component (SALARY PLAN_TABLE), the Job
Code Table component (JOB_CODE_TBL), or the Installation
Table component (INSTALLATION_TBL).
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Field or Control Description

Work Period The standard work period is the time period in which
employees must complete the standard hours. The system

uses the annualization factor of the standard work period

in combination with the default standard hours to calculate
FTE (full-time equivalency). The system takes default
standard work period from the salary plan, the job code, or the
Installation Table. The value that you enter here is used for
validation in the Job Data pages (JOB_DATA) and the Position
Data component (POSITION DATA).

Field or Control Description

Minimum Standard Hours and Maximum Standard Hours | Enter the default minimum and maximum standard hours for
this Set ID. The value that you enter here is used for validation

on the Job Data pages and the Position Data component.

(BEL) Belgium

Field or Control Description

Industrial Committee Select the appropriate industrial committee for the company.
This can be overwritten at the department level if necessary.

Field or Control Description

NACE Code Enter the NACE code for the company. Note: You can choose
the level of detail for the NACE Code. It can range from 5
digits for group level, 6 for class level and 7 for subclass level.

(CAN) Canada

Field or Control Description

Census Metropolitan Area Select a metropolitan area.

Industrial Sector Select an industrial sector. The selected value is used as the
default industrial sector for Canadian departments.

Note: These values affect Canadian regulatory reporting in PeopleSoft Human Resources.
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Entering Company Information

To enter company information, use the Company Legal Type (LEGAL _TYPE), Company
(COMPANY_TABLE), and Company Table Report (RUN_PER707) components.

These topics provide an overview of companies and discuss entering company information.

Pages Used to Enter Company Information

Page Name Definition Name Usage

Company Legal Type Page LEGAL TYPE TBL Associate the correct legal type with
each company on the Company Table
and use the information when you
generate reports.

Many countries require that you report
on your organization's legal structure,
whether it's a corporation, a public
limited company, a cooperative, or
another type of organization.

Company - Company Location Page COMPANY TABLE1 Define and describe companies.
Agency Location Page
Default Settings Page COMPANY_TABLE2 GBL Set up default company information; for

example, the company pay group, salary
point values, and Claeys formula factors
for Belgian companies.

(Payroll for North America) General COMP_TBL7USA_SEC Enter General Ledger account codes for
Ledger Liability Accts Page net pay and direct deposits.

(USA) Tips Processing Page COMP_TBL6USA SEC Set up tip allocation.

(USA) Tax Details Page COMP_TBL8USA SEC Specify your federal employer

identification number, link companies
together, and define default tax status.

(BEL) Company Table - BEL page COMP_TBL2ABEL SBP Enter the default information and salary
factors that are used to perform Claeys
formula calculations.

(BEL) External Providers BEL Page COMP_TBL2BBEL_ SBP Associate a provider with a set ID.
Company - Phones Page COMPANY_TABLE3_GBL Enter telephone information for a
company.
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Page Name Definition Name Usage

Rules Definition Page COMPANY TABLE4 GBL Define FTE rules for the company.
Company Table Report - Run Control PRCSRUNCNTL Run the Company Table report
Page (PER707). This report prints all

companies in the Company Table and
default information, including name and
address, company code, and effective
date.

The report PAY 702 prints the General
Ledger information you enter in the
Company Table.

(BRA) Company Details BRA Page COMPANY TABLE BRA Enter company details that are specific to
country of Brazil.

Understanding Companies

Use the Company component to enter information about a single company or multiple companies in
your organization, from the corporate address to general ledger accounts, tax information, and payroll
processing information.

If you're using only PeopleSoft Human Resources, you enter information only on the Company Location
page (COMPANY TABLE1) for each company that you want to add. You can also associate a default
pay group with the company on the Default Settings page (COMPANY_TABLE2 GBL). The value you
select appears as the default on the Job Data pages for people in this company. However, it is easier to
treat each company that you add as a separate tax entity, as though you were using PeopleSoft Payroll for
North America.

If you're using PeopleSoft Global Payroll, you must enter additional, payroll-specific company
information on the Pay Entity component (GP_PYENT), if your pay entity is the same as the company.
You do this in PeopleSoft Global Payroll.

(USA) Special Considerations for U.S. Companies

PeopleSoft Pension Administration tracks pension payees through retiree jobs that are separate from

and concurrent with employees' active job data records. These retiree jobs must be associated with
specific retiree companies. Therefore, be sure to set up companies to house your payees. Because pension
plans are distinct tax reporting entities with their own U.S. Employer Identification Numbers (EINs),

you typically set up one retiree company for each pension plan that you sponsor. Once you set up your
retiree companies, you can match companies to pension plans in the Plan Administration component
(PLANADM).

For U.S. companies, if you're using PeopleSoft Payroll for North America or PeopleSoft Pension
Administration, a company is typically defined as a business unit that has a unique federal Employer
Identification Number (EIN) for payroll tax reporting purposes. Because pension plans have EINs, you
create companies for each pension plan. You reference a pension plan company from the payee job data
record of anyone collecting benefits from 