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Preface

Audience

This document describes how to create and configure CDBs, PDBs, and application
containers.

e Audience
e Documentation Accessibility
e Related Documents

e Conventions

This document explains how to administer containers as containers, for example, how to
create CDBs and PDBs, start them up and shut them down, and perform cross-container
operations. Specifically, this document is intended for database administrators who perform the
following tasks:

e Create CDBs, PDBs, and application containers
* Relocate, unplug, and plug in PDBs and application containers
* Install and maintain applications in application containers

» Perform cross-container operations

# Note:

Oracle Database Administrator’s Guide describes traditional administrative tasks that
you perform within an existing container, including managing database storage,
schema objects, resources, and task scheduling.

To use this document, you must be familiar with relational database concepts. You must also
be familiar with the operating system environment under which you are running Oracle
Database.

Documentation Accessibility

ORACLE

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Preface

Related Documents

For more information, see these Oracle resources:

Oracle Database Concepts

Oracle Multitenant Administrator’s Guide

Oracle Database SQL Language Reference

Oracle Database Reference

Oracle Database PL/SQL Packages and Types Reference
Oracle Automatic Storage Management Administrator's Guide
Oracle Database VLDB and Partitioning Guide

Oracle Database Error Messages

Oracle Database Net Services Administrator's Guide
Oracle Database Backup and Recovery User's Guide
Oracle Database Performance Tuning Guide

Oracle Database SQL Tuning Guide

Oracle Database Development Guide

Oracle Database PL/SQL Language Reference

SQL*Plus User's Guide and Reference

Oracle Database In-Memory Guide

Oracle Globally Distributed Database Guide

Many of the examples in this book use the sample schemas. See Oracle Database Sample
Schemas for information about these schemas.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an action, or

terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which you

supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in examples,

text that appears on the screen, or text that you enter.

ORACLE

liv



Basic Database Administration

ORACLE

Database administrators have specific responsibilities and must understand how to complete
database administration tasks.

Getting Started with Database Administration

To get started with database administration, you must understand basic database
concepts, such as the types of database users, database security, and privileges. You
must also be able to complete basic tasks, such as submitting commands and SQL to the
database and creating a password file.

Configuring Automatic Restart of an Oracle Database

Configure your Oracle database with the Oracle Restart feature to automatically restart the
database, the listener, and other Oracle components after a hardware or software failure or
whenever your database host computer restarts.

Managing Processes
Oracle Databases uses several processes so that multiple users and applications can
connect to a single database instance simultaneously.

Managing Memory
Memory management involves maintaining optimal sizes for the Oracle Database instance
memory structures as demands on the database change.

Managing Users and Securing the Database
Establish a security policy for every database.

Monitoring the Database

It is important that you monitor the operation of your database on a regular basis. Doing so
not only informs you of errors that have not yet come to your attention but also gives you a
better understanding of the normal operation of your database. Being familiar with normal
behavior in turn helps you recognize when something is wrong.

Diagnosing and Resolving Problems

Oracle Database includes an advanced fault diagnosability infrastructure for collecting and
managing diagnostic data, so as to diagnose and resolve database problems. Diagnostic
data includes the trace files, dumps, and core files that are also present in previous
releases, plus new types of diagnostic data that enable customers and Oracle Support to
identify, investigate, track, and resolve problems quickly and effectively.



Getting Started with Database Administration

To get started with database administration, you must understand basic database concepts,
such as the types of database users, database security, and privileges. You must also be able
to complete basic tasks, such as submitting commands and SQL to the database and creating
a password file.

Changes on Oracle Database Release 23ai for Oracle Database Administrator's Guide
The following are changes in Oracle Database Administrator's Guide for Oracle Database
Release 23ai.

Types of Oracle Database Users

The types of users and their roles and responsibilities depend on the database site. A
small site can have one database administrator who administers the database for
application developers and users. A very large site can find it necessary to divide the
duties of a database administrator among several people and among several areas of
specialization.

Tasks of a Database Administrator
You must complete several specific tasks to design, implement, and maintain an Oracle
Database.

SQL Statements
The primary means of communicating with Oracle Database is by submitting SQL
statements.

Identifying Your Oracle Database Software Release
As many as five numbers may be required to fully identify a release.

About Database Administrator Security and Privileges

To perform the administrative tasks of an Oracle Database DBA, you need specific
privileges within the database and possibly in the operating system of the server on which
the database runs. Ensure that access to a database administrator's account is tightly
controlled.

Database Administrator Authentication

As a DBA, you often perform special operations such as shutting down or starting up a
database. Because only a DBA should perform these operations, the database
administrator user names require a secure authentication scheme.

Creating and Maintaining a Database Password File
You can create a database password file using the password file creation utility, ORAPWD.
For some operating systems, you can create this file as part of your standard installation.

Data Utilities
Oracle utilities are available to help you maintain the data in your Oracle Database.

1.1 Changes on Oracle Database Release 23ai for Oracle
Database Administrator's Guide

The following are changes in Oracle Database Administrator's Guide for Oracle Database
Release 23ai.

ORACLE
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Changes on Oracle Database Release 23ai for Oracle Database Administrator's Guide

New Features in 23ai
The following features are new in this release.

Deprecated Features
The following features are deprecated in this release.

Desupported Features
The following features are desupported in this release.

1.1.1 New Features in 23ali

The following features are new in this release.

The new feature list for Oracle Database 23ai is too long to list in this guide. See Oracle
Database New Features Release 23ai for a complete list of features.

1.1.2 Deprecated Features

The following features are deprecated in this release.

Oracle Persistent Memory Database

Oracle Persistent Memory Database (PMEM) is deprecated as of Oracle Database 23ai
due to Intel discontinuing Optane Persistent Memory hardware.

Intel has announced they will discontinue the Optane Persistent Memory product.
Therefore, Oracle Persistent Memory Database is being deprecated.

Enterprise User Security (EUS)

Enterprise User Security (EUS) is deprecated with Oracle Database 23ai.

1.1.3 Desupported Features

The following features are desupported in this release.

ORACLE

Data Recovery Advisor (DRA)

Starting in Oracle Database 23ai, the Data Recovery Advisor (DRA) feature is
desupported.

The desupport of DRA includes desupporting the following Oracle Recovery Manager
(RMAN) commands: LIST FAILURE, ADVISE FAILURE, REPAIR FAILURE, and CHANGE
FAILURE. Database administrators will no longer have access to these commands. There is
no replacement feature for DRA.

EXP Export Utility

The original Oracle Database Export (exp) utility is desupported in Oracle Database 23ai.
Oracle recommends that you use Oracle Data Pump Export (expdp).

Oracle Enterprise Manager Database Express

Oracle Enterprise Manager Database Express (EM Express) is desupported in Oracle
Database Release 23ai.

EM Express is a web-based database management tool that is built inside Oracle
Database. It supports key performance management and basic database administration
functions. EM Express was deprecated in Oracle Database 21c. Many of EM Express's
capabilities are now available in Oracle Cloud Infrastructure (OCI) Database Management
service, Oracle Enterprise Manager Cloud Control, or Oracle SQL Developer.

Instead of EM Express, Oracle recommends that you choose a tool that fits the
requirements and deployment type (cloud, on-premises, or hybrid) from OCI Database
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Management service, Oracle Enterprise Manager Cloud Control or Oracle SQL Developer
Web or Oracle SQL Developer desktop products.

* Traditional Auditing

Traditional auditing is desupported in Oracle Database 23ai. Oracle recommends that you
use unified auditing.

Starting with Oracle Database 23ai, unified auditing is the way forward to perform Oracle
Database auditing. Unified auditing offers more flexibility to perform selective and effective
auditing, which helps you focus on activities that really matter to your enterprise. Unified
auditing has one single and secure unified trail, conditional policy for audit selectivity, and
default preconfigured policies for simplicity. To improve security and compliance, Oracle
strongly recommends that you use unified auditing.

See Oracle Database Security Guide

1.2 Types of Oracle Database Users

The types of users and their roles and responsibilities depend on the database site. A small
site can have one database administrator who administers the database for application
developers and users. A very large site can find it necessary to divide the duties of a database
administrator among several people and among several areas of specialization.

e Database Administrators
Each database requires at least one database administrator (DBA). An Oracle Database
system can be large and can have many users. Therefore, database administration is
sometimes not a one-person job, but a job for a group of DBAs who share responsibility.

e Security Officers
In some cases, a site assigns one or more security officers to a database. A security officer
enrolls users, controls and monitors user access to the database, and maintains system
security.

e Network Administrators
Some sites have one or more network administrators. A network administrator, for
example, administers Oracle networking products, such as Oracle Net Services.

e Application Developers
Application developers design and implement database applications.

e Application Administrators
An Oracle Database site can assign one or more application administrators to administer a
particular application. Each application can have its own administrator.

e Database Users
Database users interact with the database through applications or utilities.

1.2.1 Database Administrators

ORACLE

Each database requires at least one database administrator (DBA). An Oracle Database
system can be large and can have many users. Therefore, database administration is
sometimes not a one-person job, but a job for a group of DBAs who share responsibility.

A database administrator's responsibilities can include the following tasks:

* Installing and upgrading the Oracle Database server and application tools

* Allocating system storage and planning future storage requirements for the database
system
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e Creating primary database storage structures (tablespaces) after application developers
have designed an application

*  Creating primary objects (tables, views, indexes) once application developers have
designed an application

*  Modifying the database structure, as necessary, from information given by application
developers

« Enrolling users and maintaining system security

*  Ensuring compliance with Oracle license agreements

*  Controlling and monitoring user access to the database

*  Monitoring and optimizing the performance of the database
e Planning for backup and recovery of database information
* Maintaining archived data on tape

e Backing up and restoring the database

*  Contacting Oracle for technical support

1.2.2 Security Officers

In some cases, a site assigns one or more security officers to a database. A security officer
enrolls users, controls and monitors user access to the database, and maintains system
security.

As a DBA, you might not be responsible for these duties if your site has a separate security
officer.

See Oracle Database Security Guide for information about the duties of security officers.

1.2.3 Network Administrators

Some sites have one or more network administrators. A network administrator, for example,
administers Oracle networking products, such as Oracle Net Services.

See Oracle Database Net Services Administrator's Guide for information about the duties of
network administrators.

¢ See Also:

Distributed Database Management, for information on network administration in a
distributed environment

1.2.4 Application Developers

Application developers design and implement database applications.
Their responsibilities include the following tasks:

« Designing and developing the database application

« Designing the database structure for an application
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« Estimating storage requirements for an application

«  Specifying modifications of the database structure for an application

* Relaying this information to a database administrator

e Tuning the application during development

»  Establishing security measures for an application during development

Application developers can perform some of these tasks in collaboration with DBAs. See
Oracle Database Development Guide for information about application development tasks.

1.2.5 Application Administrators

An Oracle Database site can assign one or more application administrators to administer a
particular application. Each application can have its own administrator.

1.2.6 Database Users

Database users interact with the database through applications or utilities.
A typical user's responsibilities include the following tasks:

« Entering, modifying, and deleting data, where permitted

*  Generating reports from the data

1.3 Tasks of a Database Administrator

ORACLE

You must complete several specific tasks to design, implement, and maintain an Oracle
Database.

¢ Note:

When upgrading to a new release, back up your existing production environment,
both software and database, before installation. For information on preserving your
existing production database, see Oracle Database Upgrade Guide.

* Task 1: Evaluate the Database Server Hardware
Evaluate how Oracle Database and its applications can best use the available computer
resources.

* Task 2: Install the Oracle Database Software
As the database administrator, you install the Oracle Database server software and any
front-end tools and database applications that access the database.

e Task 3: Plan the Database
As the database administrator, you must plan the logical storage structure of the database,
the overall database design, and a backup strategy for the database.

e Task 4: Create and Open the Database
After you complete the database design, you can create the database and open it for
normal use.
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e Task 5: Back Up the Database
After you create the database structure, perform the backup strategy you planned for the
database.

e Task 6: Enroll System Users
After you back up the database structure, you can enroll the users of the database in
accordance with your Oracle license agreement, and grant appropriate privileges and roles
to these users.

e Task 7: Implement the Database Design
After you create and start the database, and enroll the system users, you can implement
the planned logical structure database by creating all necessary tablespaces. When you
have finished creating tablespaces, you can create the database objects.

e Task 8: Back Up the Fully Functional Database
When the database is fully implemented, again back up the database. In addition to
regularly scheduled backups, you should always back up your database immediately after
implementing changes to the database structure.

e Task 9: Tune Database Performance
Optimizing the performance of the database is one of your ongoing responsibilities as a
DBA. Oracle Database provides a database resource management feature that helps you
to control the allocation of resources among various user groups.

e Task 10: Download and Install Release Updates and Release Update Revisions
After the database installation, download and install Release Updates (Updates) and
Release Update Revisions (Revisions) for your Oracle software on a regular basis.

e Task 11: Roll Out to Additional Hosts
After you have an Oracle Database installation properly configured, tuned, patched, and
tested, you may want to roll that exact installation out to other hosts.

1.3.1 Task 1: Evaluate the Database Server Hardware

Evaluate how Oracle Database and its applications can best use the available computer
resources.

This evaluation should reveal the following information:
* How many disk drives are available to the Oracle products

* How many, if any, dedicated tape drives are available to Oracle products

* How much memory is available to the instances of Oracle Database you will run (see your
system configuration documentation)

1.3.2 Task 2: Install the Oracle Database Software

ORACLE

As the database administrator, you install the Oracle Database server software and any front-
end tools and database applications that access the database.

In some distributed processing installations, the database is controlled by a central computer
(database server) and the database tools and applications are executed on remote computers
(clients). In this case, you must also install the Oracle Net components necessary to connect
the remote systems to the computer that executes Oracle Database.

For more information on what software to install, see "Identifying Your Oracle Database
Software Release".
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# See Also:

For specific requirements and instructions for installation, see the following
documentation:

e The Oracle documentation specific to your operating system

e The installation guides for your front-end tools and Oracle Net drivers

1.3.3 Task 3: Plan the Database

As the database administrator, you must plan the logical storage structure of the database, the
overall database design, and a backup strategy for the database.

It is important to plan how the logical storage structure of the database will affect system
performance and various database management operations. For example, before creating any
tablespaces for your database, you should know how many data files will comprise the
tablespace, what type of information will be stored in each tablespace, and on which disk
drives the data files will be physically stored. When planning the overall logical storage of the
database structure, take into account the effects that this structure will have when the
database is actually created and running. Consider how the logical storage structure of the
database will affect:

*  The performance of the computer running Oracle Database
* The performance of the database during data access operations
* The efficiency of backup and recovery procedures for the database

Plan the relational design of the database objects and the storage characteristics for each of
these objects. By planning the relationship between each object and its physical storage before
creating it, you can directly affect the performance of the database as a unit. Be sure to plan for
the growth of the database.

In distributed database environments, this planning stage is extremely important. The physical
location of frequently accessed data dramatically affects application performance.

During the planning stage, develop a backup strategy for the database. You can alter the
logical storage structure or design of the database to improve backup efficiency.

It is beyond the scope of this book to discuss relational and distributed database design. If you
are not familiar with such design issues, see accepted industry-standard documentation.

Oracle Database Structure and Storage, and Schema Objects, provide specific information on
creating logical storage structures, objects, and integrity constraints for your database.

1.3.4 Task 4. Create and Open the Database

After you complete the database design, you can create the database and open it for normal
use.

You can create a database at installation time, using the Database Configuration Assistant, or
you can supply your own scripts for creating a database.

ORACLE .



Chapter 1
Tasks of a Database Administrator

# See Also:

e Oracle Multitenant Administrator's Guide for information on creating a database

e Oracle Database SQL Language Reference for guidance in starting up the
database

1.3.5 Task 5: Back Up the Database

After you create the database structure, perform the backup strategy you planned for the
database.

Create any additional redo log files, take the first full database backup (online or offline), and
schedule future database backups at regular intervals.

¢ See Also:

Oracle Database Backup and Recovery User's Guide

1.3.6 Task 6: Enroll System Users

After you back up the database structure, you can enroll the users of the database in
accordance with your Oracle license agreement, and grant appropriate privileges and roles to
these users.

See Managing Users and Securing the Database for guidance in this task.

1.3.7 Task 7: Implement the Database Design

After you create and start the database, and enroll the system users, you can implement the
planned logical structure database by creating all necessary tablespaces. When you have
finished creating tablespaces, you can create the database objects.

Oracle Database Structure and Storage and Schema Objects provide information on creating
logical storage structures and objects for your database.

1.3.8 Task 8: Back Up the Fully Functional Database

When the database is fully implemented, again back up the database. In addition to regularly
scheduled backups, you should always back up your database immediately after implementing
changes to the database structure.

1.3.9 Task 9: Tune Database Performance

ORACLE

Optimizing the performance of the database is one of your ongoing responsibilities as a DBA.
Oracle Database provides a database resource management feature that helps you to control
the allocation of resources among various user groups.

The database resource manager is described in Managing Resources with Oracle Database
Resource Manager.
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¢ See Also:

Oracle Database Performance Tuning Guide for information about tuning your
database and applications

1.3.10 Task 10: Download and Install Release Updates and Release Update

Revisions

After the database installation, download and install Release Updates (Updates) and Release
Update Revisions (Revisions) for your Oracle software on a regular basis.

Starting with Oracle Database 18c, Oracle provides quarterly updates in the form of Release
Updates (Updates) and Release Update Revisions (Revisions). Oracle no longer releases
patch sets. Check the My Oracle Support website for required updates for your installation.

¢ See Also:

e Oracle Database Installation Guide for your platform for instructions on
downloading and installing Release Updates (Updates) and Release Update
Revisions (Revisions)

e My Oracle Support Note 2285040.1

1.3.11 Task 11: Roll Out to Additional Hosts

ORACLE

After you have an Oracle Database installation properly configured, tuned, patched, and
tested, you may want to roll that exact installation out to other hosts.

Reasons to do this include the following:

* You have multiple production database systems.

* You want to create development and test systems that are identical to your production
system.

Instead of installing, tuning, and patching on each additional host, you can clone your tested
Oracle Database installation to other hosts, saving time and avoiding inconsistencies. There
are two types of cloning available to you:

e Cloning an Oracle home—Just the configured and patched binaries from the Oracle home
directory and subdirectories are copied to the destination host and fixed to match the new
environment. You can then start an instance with this cloned home and create a database.

You can use Oracle Enterprise Manager Cloud Control to clone an Oracle home to one or
more destination hosts. You can manually clone an Oracle home using a set of provided
scripts and Oracle Universal Installer.

* Cloning a database—The tuned database, including database files, initialization
parameters, and so on, are cloned to an existing Oracle home (possibly a cloned home).
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You can use Cloud Control to clone an Oracle database instance to an existing Oracle
home.

¢ See Also:

e Oracle Enterprise Manager Cloud Administration Guide
e Oracle Enterprise Manager Lifecycle Management Administrator's Guide
e Cloud Control online help

e Oracle Multitenant Administrator's Guide

1.4 SQL Statements

The primary means of communicating with Oracle Database is by submitting SQL statements.

e Submitting Commands and SQL to the Database
There are several ways to submit SQL statements and commands to Oracle Database.

e About SQL*Plus
SQL*Plus is the primary command-line interface to your Oracle database. You use
SQL*Plus to start up and shut down the database, set database initialization parameters,
create and manage users, create and alter database objects (such as tables and indexes),
insert and update data, run SQL queries, and more.

e Connecting to the Database with SQL*Plus
Connect to the Oracle Database instance using SQL*Plus.

1.4.1 Submitting Commands and SQL to the Database

There are several ways to submit SQL statements and commands to Oracle Database.

* Directly, using the command-line interface of SQL*Plus

* Indirectly, using a graphical user interface, such as Oracle Enterprise Manager Database
Express (EM Express) or Oracle Enterprise Manager Cloud Control (Cloud Control)

With these tools, you use an intuitive graphical interface to administer the database, and
the tool submits SQL statements and commands behind the scenes.

See the online help for the tool for more information.
* Directly, using SQL Developer

Developers use SQL Developer to create and test database schemas and applications,
although you can also use it for database administration tasks.

See Oracle SQL Developer User's Guide for more information.

Oracle Database also supports a superset of SQL, which includes commands for starting up
and shutting down the database, modifying database configuration, and so on.
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# Note:

Oracle Enterprise Manager Database Express (EM Express) is deprecated, and will
be removed in a future Oracle Database release.

1.4.2 About SQL*Plus

SQL*Plus is the primary command-line interface to your Oracle database. You use SQL*Plus
to start up and shut down the database, set database initialization parameters, create and
manage users, create and alter database objects (such as tables and indexes), insert and
update data, run SQL queries, and more.

Before you can submit SQL statements and commands, you must connect to the database.
With SQL*Plus, you can connect locally or remotely. Connecting locally means connecting to
an Oracle database running on the same computer on which you are running SQL*Plus.
Connecting remotely means connecting over a network to an Oracle database that is running
on a remote computer. Such a database is referred to as a remote database. The SQL*Plus
executable on the local computer is provided by a full Oracle Database installation, an Oracle
Client installation, or an Instant Client installation.

¢ See Also:

SOQL*Plus User's Guide and Reference

1.4.3 Connecting to the Database with SQL*Plus

Connect to the Oracle Database instance using SQL*Plus.

e About Connecting to the Database with SQL*Plus
Oracle Database includes the following components: the Oracle Database instance, which
is a collection of processes and memory, and a set of disk files that contain user data and
system data.

e Step 1: Open a Command Window
Take the necessary action on your platform to open a window into which you can enter
operating system commands.

e Step 2: Set Operating System Environment Variables
Depending on your platform, you may have to set environment variables before starting
SQL*Plus, or at least verify that they are set properly.

e Step 3: Start SQL*Plus
To connect to Oracle Database, use one of these options to start SQL*Plus.

e Step 4: Submit the SQL*Plus CONNECT Command
Submit the SQL*Plus CONNECT command to initially connect to the Oracle database
instance or at any time to reconnect as a different user.
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1.4.3.1 About Connecting to the Database with SQL*Plus

Oracle Database includes the following components: the Oracle Database instance, which is a
collection of processes and memory, and a set of disk files that contain user data and system
data.

Each instance has an instance ID, also known as a system ID (SID). Because there can be
multiple Oracle instances on a host computer, each with its own set of data files, you must
identify the instance to which you want to connect. For a local connection, you identify the
instance by setting operating system environment variables. For a remote connection, you
identify the instance by specifying a network address and a database service name. For both
local and remote connections, you must set environment variables to help the operating
system find the SQL*Plus executable and to provide the executable with a path to its support
files and scripts.

To manage objects that are shared by the multitenant container database and its pluggable
databases (PDBs), such as control files, redo log files, or archived redo log files, connect to the
CDB root. Objects such as tablespaces, data files, or temp files can be created in the CDB root
or a PDB. To manage such objects, connect to the container that owns the object.

In the remainder of this book, connecting to the database means connecting to the CDB root.

¢ See Also:

Oracle Database Concepts for background information about the Oracle instance

1.4.3.2 Step 1. Open a Command Window

Take the necessary action on your platform to open a window into which you can enter
operating system commands.

e Open a command window.

1.4.3.3 Step 2: Set Operating System Environment Variables

ORACLE

Depending on your platform, you may have to set environment variables before starting
SQL*Plus, or at least verify that they are set properly.

For example, on most platforms, you must set the environment variables ORACLE SID and
ORACLE HOME. In addition, you must configure the PATH environment variable to include the
ORACLE HOME/bin directory. Some platforms may require additional environment variables:

e On Unix and Linux, set environment variables by entering operating system commands as
needed.

»  On Microsoft Windows, the installer automatically assigns values to ORACLE HOME and
ORACLE_SID in the Windows registry. Modify the PATH environment variable as needed.

If you did not create a database upon installation, then the installer does not set ORACLE_SID in
the registry; after you create your database at a later time, you must set the ORACLE _SID
environment variable from a command window.
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Unix and Linux installations come with two scripts, oraenv and coraenv, that you can use to
easily set environment variables.

For all platforms, when switching between instances with different Oracle homes, you must
change the ORACLE HOME environment variable. If multiple instances share the same Oracle
home, then you must change only ORACLE SID when switching instances.

Example 1-1 Setting Environment Variables in Unix (C Shell)

setenv ORACLE SID orcl
setenv ORACLE HOME /u0l/app/oracle/product/database release number/dbhome 1
setenv LD _LIBRARY PATH SORACLE HOME/lib:/usr/lib:/usr/dt/lib:/usr/openwin/lib:/usr/ccs/1ib

Example 1-2 Setting Environment Variables in Linux (Bash Shell)

export ORACLE SID=orcl
export ORACLE HOME=/u0l/app/oracle/product/database release number/dbhome 1
export LD LIBRARY PATH=$ORACLE HOME/lib:/usr/lib:/usr/dt/lib:/usr/openwin/lib:/usr/ccs/lib

1.4.3.4 Step 3: Start SQL*Plus

To connect to Oracle Database, use one of these options to start SQL*Plus.

1. Do one of the following:
» Ensure that the PATH environment variable contains SORACLE HOME/bin.

* Change directory to SORACLE HOME/bin. Ensure that the PATH environment variable
contains a dot (“.").

2. Enter the following command (case-sensitive on Unix and Linux):

sqlplus /nolog

You can also run the sglplus command by specifying its complete path:

$ORACLE _HOME/bin/sqlplus /nolog

1.4.3.5 Step 4: Submit the SQL*Plus CONNECT Command

ORACLE

Submit the SQL*Plus CONNECT command to initially connect to the Oracle database instance or
at any time to reconnect as a different user.

e In SQL*Plus, submit the CONNECT command.

This command is used to connect to the CDB root or a particular PDB.

Example 1-3 Connecting to a Local Database User

This simple example connects to a local database as user SYSTEM. SQL*Plus prompts for the
SYSTEM user password.

connect system
Example 1-4 Connecting to a Local Database User with SYSDBA Privilege

This example connects to a local database as user sys with the sYspea privilege. SQL*Plus
prompts for the sys user password.

connect sys as sysdba
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When connecting as user sYS, you must connect AS SYSDBA.
Example 1-5 Connecting to a Local Database User with SYSBACKUP Privilege

This example connects to a local database as user SYSBACKUP with the SYSBACKUP privilege.
SQL*Plus prompts for the SYSBACKUP user password.

connect sysbackup as sysbackup

When connecting as user SYSBACKUP, you must connect AS SYSBACKUP.

Example 1-6 Connecting Locally with SYSDBA Privilege with Operating System
Authentication

This example connects locally with the sYSDBA privilege with operating system authentication.

connect / as sysdba

Example 1-7 Connecting to a Pluggable Database with SYSDBA Privilege

This example connects locally to a pluggable database (PDB) named sales pdb as user SYS
with the sYsDBA privilege. SQL*Plus prompts for the sys user password.

connect sys@sales pdb as sysdba

When connecting as user sYS, you must connect AS SYSDBA.
Example 1-8 Connecting with Easy Connect Syntax

This example uses Easy Connect syntax to connect as user salesadmin to a remote database
running on the host dohost.example.com. The Oracle Net listener (the listener) is listening on
the default port (1521). The database service is sales.example.com. SQL*Plus prompts for the
salesadmin user password.

connect salesadmin@"dbhost.example.com/sales.example.com"

Example 1-9 Connecting with Easy Connect Syntax with the Service Handler Type
Indicated

This example is identical to the preceding example of connecting with Easy Connect, except
that the service handler type is indicated.

connect salesadmin@"dbhost.example.com/sales.example.com:dedicated"

Example 1-10 Connecting with Easy Connect Syntax with a Nondefault Listener Port

This example is identical to the preceding example of connecting with Easy Connect, except
that the listener is listening on the nondefault port number 1522.

connect salesadmin@"dbhost.example.com:1522/sales.example.com"
Example 1-11 Connecting with Easy Connect Syntax with the Host IP Address

This example is identical to the preceding example of connecting with Easy Connect, except
that the host IP address is substituted for the host name.

connect salesadmin@"192.0.2.5/sales.example.com"
Example 1-12 Connecting with an IPv6 Address

This example connects to the database using an Internet Protocol version 6 (IPv6) address.
Note the enclosing square brackets.
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connect salesadmin@"[2001:0DB8:0:0::200C:417A]/sales.example.com"

Example 1-13 Connecting by Specifying an Instance

This example specifies the instance to which to connect, and omits the database service
name. Note that when you specify only the instance, you cannot specify the service handler

type.
connect salesadmin@"dbhost.example.com/orcl"
Example 1-14 Connecting with a Net Service Name

This example connects remotely as user salesadmin to the database service designated by
the net service name salesl. SQL*Plus prompts for the salesadmin user password.

connect salesadmin@salesl

Example 1-15 Connecting with External Authentication

This example connects remotely with external authentication to the database service
designated by the net service name salesl.

connect /@salesl

Example 1-16 Connecting with SYSDBA Privilege and External Authentication

This example connects remotely with the SYSDBA privilege and with external authentication to
the database service designated by the net service name salesl.

connect /@salesl as sysdba

Example 1-17 Connecting as a User with a Service Name

This example connects remotely as user salesadmin to the database service designated by
the net service name salesl. The database session starts in the rev21 edition. SQL*Plus
prompts for the salesadmin user password.

connect salesadmin@salesl edition=rev2l

# Note:

If you come across any issues while connecting to the database as a user with the
SYSDBA privileges, then refer to My Oracle Support Notes 69642.1, 233223.1,
18089.1, and 747456.1.

e Syntax of the SQL*Plus CONNECT Command
Use the SQL*Plus CONNECT command to initially connect to the Oracle instance or to
reconnect to the Oracle instance.

1.4.3.5.1 Syntax of the SQL*Plus CONNECT Command

ORACLE

Use the SQL*Plus CONNECT command to initially connect to the Oracle instance or to reconnect
to the Oracle instance.

Syntax

CONN[ECT] [logon] [AS {SYSOPER | SYSDBA | SYSBACKUP | SYSDG | SYSKM | SYSRAC}]
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The syntax of Iogon is as follows:

{username | /}[@connect identifier] [edition={edition name | DATABASE DEFAULT}]

When you provide the username, SQL*Plus prompts for a password. The password is not

echoed as you type it.

The following table describes the syntax components of the CONNECT command.

Syntax Component

Description

/

AS {SYSOPER | SYSDBA
| SYSBACKUP | SYSDG
| SYSKM | SYSRAC}

username

connect identifier

@)

Calls for external authentication of the connection request. A database
password is not used in this type of authentication. The most common form
of external authentication is operating system authentication, where the
database user is authenticated by having logged in to the host operating
system with a certain host user account. External authentication can also be
performed with an Oracle wallet or by a network service. See Oracle
Database Security Guide for more information. See also "Using Operating
System Authentication".

Indicates that the database user is connecting with an administrative
privilege. Only certain predefined administrative users or users who have
been added to the password file may connect with these privileges. See
"Administrative Privileges" for more information.

A valid database user name. The database authenticates the connection
request by matching username against the data dictionary and prompting for
a user password.

An Oracle Net connect identifier, for a remote connection. The exact syntax
depends on the Oracle Net configuration. If omitted, SQL*Plus attempts
connection to a local instance.

A common connect identifier is a net service name. This is an alias for an
Oracle Net connect descriptor (network address and database service
name). The alias is typically resolved in the tnsnames. ora file on the local
computer, but can be resolved in other ways.

See Oracle Database Net Services Administrator's Guide for more
information on connect identifiers.
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Syntax Component

Description

connect identifier

@)

edition={edition nam
e | DATABASE DEFAULT}

As an alternative, a connect identifier can use easy connect syntax. Easy
connect provides out-of-the-box TCP/IP connectivity for remote databases
without having to configure Oracle Net Services on the client (local)
computer.

Easy connect syntax for the connect identifier is as follows (the enclosing
double-quotes must be included):

"host{:port][/service_name][:server][/instance_name]"

where:

*  host is the host name or IP address of the computer hosting the remote
database.

Both IP version 4 (IPv4) and IP version 6 (IPv6) addresses are
supported. IPv6 addresses must be enclosed in square brackets. See
Oracle Database Net Services Administrator's Guide for information
about IPv6 addressing.

*  port is the TCP port on which the Oracle Net listener on host listens
for database connections. If omitted, 1521 is assumed.

* service name is the database service name to which to connect. It can
be omitted if the Net Services listener configuration on the remote host
designates a default service. If no default service is configured, then
service name must be supplied. Each database typically offers a
standard service with a name equal to the global database name, which
is made up of the DB NAME and DB_DOMAIN initialization parameters as
follows:

DB_NAME.DB DOMAIN

If DB_DOMAIN is null, then the standard service name is just the
DB_NAME. For example, if DB_NAME is orcl and DB_DOMAIN is
us.example.com, then the standard service name is
orcl.us.example.com.

See "Oracle Database SQL Language Reference" for more information.

* serveris the type of service handler. Acceptable values are
dedicated, shared, and pooled. If omitted, then the default type of
server is chosen by the listener: shared server if configured, otherwise
dedicated server.

* instance name is the instance to which to connect. You can specify
both service name and instance name, which you would typically do only
for Oracle Real Application Clusters (Oracle RAC) environments. For
Oracle RAC or single instance environments, if you specify only instance
name, then you connect to the default database service. If there is no
default service configured in the 1istener.ora file, then an erroris
generated. You can obtain the instance name from the INSTANCE NAME
initialization parameter.

See Oracle Database Net Services Administrator's Guide for more

information on easy connect.

Specifies the edition in which the new database session starts. If you specify
an edition, then it must exist, and you must have the USE privilege on it. If this
clause is not specified, then the database default edition is used for the
session.

See Oracle Database Development Guide for information on editions and
edition-based redefinition.
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# See Also:

e "Using Operating System Authentication”

e SQL*Plus User's Guide and Reference for more information on the CONNECT
command

e Oracle Database Net Services Administrator's Guide for more information on net
service names

e Oracle Database Net Services Reference for information on how to define the
default service in listener.ora

1.5 Identifying Your Oracle Database Software Release

As many as five numbers may be required to fully identify a release.

Because Oracle Database continues to evolve and can require maintenance, Oracle
periodically produces new releases. Not all customers initially subscribe to a new release or
require specific maintenance for their existing release. As a result, multiple releases of the
product exist simultaneously.

e About Oracle Database Release Numbers
Oracle Database releases are categorized by five numeric segments that indicate release
information.

*  Checking Your Current Release Number
To identify the release of Oracle Database that is currently installed and to see the release
levels of other database components you are using, query the data dictionary view
PRODUCT COMPONENT VERSION.

1.5.1 About Oracle Database Release Numbers

ORACLE

Oracle Database releases are categorized by five numeric segments that indicate release
information.

# Note:

Starting with October 2022, Oracle provides quarterly updates in the form of Release
Updates (Updates, or RU) and Monthly Recommended Patches (MRPs). Oracle no
longer releases patch sets or bundle patch sets. MRPs replace Release Update
Revisions (RURSs). For more information, see My Oracle Support note 555.1.

Release Numbers and their Meaning
Oracle Database releases are released in version and version full releases.

The version release is designated in the form major release version.0.0.0.0. The major
release version is based on the last two digits of the year in which an Oracle Database version
is released for the first time. For example, the Oracle Database version released for the first
time in the year 2023 has the major release version of 23, and thus its version release is
23.0.0.0.0. This base release number is not updated over the course of the release. You can
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identify the base release by logging in to SQL*Plus and entering SELECT BANNER FROM
VSVERSION to see the release displayed. For example:

SELECT BANNER FROM VSVERSION;

BANNER

Oracle Database 23ai Enterprise Edition Release 23.0.0.0.0

The version full releases are categorized by five numeric segments separated by periods as
shown in the following example:

Figure 1-1 Example of an Oracle Database Version Full Release Number

23.4.0.24.03

DatabaseJ L
Release
Release Month
MNumber
Release Update — Release Year

Refresh of
Release Update

*  First numeral: This numeral indicates the major release version. It also denotes the last
two digits of the year in which the Oracle Database version was released for the first time.

* Second numeral: This numeral indicates the release update level. In this example, the
release update is Release Update (RU) 4 (04).

e Third numeral: This numeral indicates a refresh of an RU or a Monthly Recommended
Patch (MRP) version. In this example, the numeral is O, indicating that this is the initial
release of Release Update 4.

*  Fourth numeral: The fourth numeral indicates the year of release for the software, RU, or
MRP, by last two digits. In this example, the year is 2024 (24).

e Fifth numeral: This numeral indicates the month (01 through 12) in which a release, RU, or
MRP was released. In this example, the month is March (03).

# Note:

The first three numerals mainly identify an Oracle Database release.
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You can see both the major release version and the compatibility and any RU or MRP updates
by entering SELECT BANNER FULL FROM V$VERSION. For example:

SQL> SELECT BANNER FULL FROM VSVERSION;

BANNER FULL

Oracle Database 23ai Enterprise Edition Release 23.0.0.0.0
Version 23.4.0.24.5

Monthly Recommended Patches and Release Updates

For each new release update (RU) after October 2022, Oracle provides to customers six MRPs
for each RU, with the following characteristics:

« Each MRP for an RU contains all MRPs previously released for the RU, as well as the
most current set of recommended one-off patches for the RU. These patches are
documented My Oracle Support Note 555.1

*  MRPs replace RURs.

MRPs are available only for the Linux operating system.

Related Topics
e Primary Note for Database Proactive Patch Program (Doc ID 888.1)
e My Oracle Support note 2118136.2

1.5.2 Checking Your Current Release Number

To identify the release of Oracle Database that is currently installed and to see the release
levels of other database components you are using, query the data dictionary view
PRODUCT COMPONENT VERSION.

A sample query follows. Other product release levels may increment independent of the
database server.

COL PRODUCT FORMAT A38

COL VERSION FORMAT AlO0

COL VERSION FULL FORMAT Al2

COL STATUS FORMAT Al2

SELECT * FROM PRODUCT COMPONENT VERSION;

PRODUCT VERSION VERSION FULL STATUS

NLSRTL 19.0.0.0.0 19.2.0.0.0  Production
Oracle Database 19c Enterprise Edition 19.0.0.0.0 19.2.0.0.0 Production
PL/SQL 19.0.0.0.0 19.2.0.0.0  Production

It is important to convey to Oracle the results of this query when you report problems with the
software.
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# Note:

You can also query the VSVERSION view to see component-level information about all
the Oracle Database components that are currently installed.

1.6 About Database Administrator Security and Privileges

To perform the administrative tasks of an Oracle Database DBA, you need specific privileges
within the database and possibly in the operating system of the server on which the database
runs. Ensure that access to a database administrator's account is tightly controlled.

e The Database Administrator's Operating System Account
To perform many of the administrative duties for a database, you must be able to execute
operating system commands.

e Administrative User Accounts
Oracle Database provides several administrative user accounts that are associated with
administrative privileges.

1.6.1 The Database Administrator's Operating System Account

To perform many of the administrative duties for a database, you must be able to execute
operating system commands.

Depending on the operating system on which Oracle Database is running, you might need an
operating system account or ID to gain access to the operating system. If so, your operating
system account might require operating system privileges or access rights that other database
users do not require (for example, to perform Oracle Database software installation). Although
you do not need the Oracle Database files to be stored in your account, you should have
access to them.

¢ See Also:

Your operating system-specific Oracle documentation. The method of creating the
account of the database administrator is specific to the operating system.

1.6.2 Administrative User Accounts

ORACLE

Oracle Database provides several administrative user accounts that are associated with
administrative privileges.

e About Administrative User Accounts
Administrative user accounts have special privileges required to administer areas of the
database, such as the CREATE ANY TABLE or ALTER SESSION privilege, or EXECUTE privilege
on packages owned by the sys schema.

- SYS
When you create an Oracle database, the user Sys is automatically created with all the
privileges.
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e SYSTEM
When you create an Oracle database, the user sYSTEM is also automatically created and
granted the DBA role.

¢ SYSBACKUP, SYSDG, SYSKM, and SYSRAC
When you create an Oracle database, the following users are automatically created to
facilitate separation of duties for database administrators: SYSBACKUP, SYSDG, SYSKM, and
SYSRAC.

* The DBA Role
A predefined DBa role is automatically created with every Oracle Database installation. This
role contains most database system privileges. Therefore, the DBA role should be granted
only to actual database administrators.

1.6.2.1 About Administrative User Accounts

ORACLE

Administrative user accounts have special privileges required to administer areas of the
database, such as the CREATE ANY TABLE or ALTER SESSION privilege, or EXECUTE privilege on
packages owned by the sys schema.

The following administrative user accounts are automatically created when Oracle Database is
installed:

e SYS
e SYSTEM

e  SYSBACKUP

e SYSDG
e SYSKM
e SYSRAC

Oracle recommends that you create at least one additional administrative user and grant it
appropriate privileges for performing daily administrative tasks. Do not use SyS and SYSTEM for
these purposes.

# Note:

Both Oracle Universal Installer (OUI) and Database Configuration Assistant (DBCA)
prompt for sYs and SYSTEM passwords and do not accept default passwords.

¢ See Also:
*  Oracle Multitenant Administrator's Guide for information about passwords for the
SYS and SYSTEM users

*  Oracle Database Security Guide for the security checklist for configuring a
database
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When you create an Oracle database, the user Sys is automatically created with all the
privileges.

All of the base tables and views for the database data dictionary are stored in the schema sys.
These base tables and views are critical for the operation of Oracle Database. To maintain the
integrity of the data dictionary, tables in the sYS schema are manipulated only by the database.
They should never be modified by any user or database administrator, and no one should
create any tables in the schema of user sys. (However, you can change the storage
parameters of the data dictionary settings if necessary.)

Ensure that most database users are never able to connect to Oracle Database using the sys
account.

1.6.2.3 SYSTEM

When you create an Oracle database, the user SYSTEM is also automatically created and
granted the DBA role.

The SYSTEM user name is used to create additional tables and views that display administrative
information, and internal tables and views used by various Oracle Database options and tools.
Never use the sYSTEM schema to store tables of interest to non-administrative users.

1.6.2.4 SYSBACKUP, SYSDG, SYSKM, and SYSRAC

ORACLE

When you create an Oracle database, the following users are automatically created to facilitate
separation of duties for database administrators: SYSBACKUP, SYSDG, SYSKM, and SYSRAC.

These users separate duties in the following ways:

e SYSBACKUP facilitates Oracle Recovery Manager (RMAN) backup and recovery operations
either from RMAN or SQL*Plus.

e 5YSDG facilitates Data Guard operations. The user can perform operations either with Data
Guard Broker or with the DGMGRL command-line interface.

*  SyskM facilitates Transparent Data Encryption keystore operations.

*  SYSRAC facilitates Oracle Real Application Clusters (Oracle RAC) operations by connecting
to the database by the Clusterware agent on behalf of Oracle RAC utilities such as
SRVCTL.

The SYSRAC administrative privilege cannot be granted to database users and is not
supported in a password file. The SYSRAC administrative privilege is used only by the
Oracle agent of Oracle Clusterware to connect to the database using operating system
authentication.

Each of these accounts provides a designated user for the new administrative privilege with
the same name. Specifically, the SYSBACKUP account provides a designated user for the
SYSBACKUP administrative privilege. The SYSDG account provides a designated user for the
SYSDG administrative privilege. The SYSKM account provides a designated user for the SYSKM
administrative privilege.

Create a user and grant to that user an appropriate administrative privilege to use when
performing daily administrative tasks. Doing so enables you to manage each user account
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separately, and each user account can have a distinct password. Do not use the SYSBACKUP,
SYSDG, Or SYSKM user account for these purposes.

To use one of these administrative privileges, a user must exercise the privilege when
connecting to a database by specifying the privilege, for example AS SYSBACKUP, AS SYSDG, or
AS SYSKM. If the authentication succeeds, then the user is connected to a database with a
session in which the administrative privilege is enabled. In this case, the session user is the
corresponding administrative user account. For example, if user bradmin connects with the AS
SYSBACKUP administrative privilege, then the session user is SYSBACKUP.

# Note:

* These user accounts cannot be dropped.

* These user accounts are schema only accounts, that is, they are created without
passwords. You can assign passwords to these user accounts whenever you
want them to be authenticated.

¢ See Also:

e "Administrative Privileges"

*  Oracle Database Security Guide

1.6.2.5 The DBA Role

A predefined DBA role is automatically created with every Oracle Database installation. This
role contains most database system privileges. Therefore, the DBA role should be granted only
to actual database administrators.

# Note:

The DBA role does not include the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, Of SYSKM
system privileges. These are special administrative privileges that allow an
administrator to perform basic database administration tasks, such as creating the
database and instance startup and shutdown. These administrative privileges are
discussed in "Administrative Privileges".
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# See Also:

e Oracle Database Security Guide for more information about administrative user
accounts

e "Using Password File Authentication"

1.7 Database Administrator Authentication

As a DBA, you often perform special operations such as shutting down or starting up a
database. Because only a DBA should perform these operations, the database administrator
user names require a secure authentication scheme.

e Administrative Privileges
Administrative privileges that are required for an administrator to perform basic database
operations are granted through special system privileges.

e Operations Authorized by Administrative Privileges
Each administrative privilege authorizes a specific set of operations.

e Authentication Methods for Database Administrators
Database administrators can be authenticated with account passwords, operating system
(OS) authentication, password files, or strong authentication with a directory-based
authentication service, such as Oracle Internet Directory.

e Using Operating System Authentication
Membership in special operating system groups enables a DBA to authenticate to the
database through the operating system rather than with a database user name and
password. This is known as operating system authentication.

e Using Password File Authentication
You can use password file authentication for an Oracle database instance and for an
Oracle Automatic Storage Management (Oracle ASM) instance. The password file for an
Oracle database is called a database password file, and the password file for Oracle ASM
is called an Oracle ASM password file.

1.7.1 Administrative Privileges

ORACLE

Administrative privileges that are required for an administrator to perform basic database
operations are granted through special system privileges.

These privileges are:
*  SYSDBA
*  SYSOPER

e  SYSBACKUP

e SYSDG
°* SYSKM
e SYSRAC

Excluding the sYSRAC privilege, grant these privileges to users depending upon the level of
authorization they require. The SYSRAC privilege cannot be granted to users because it is used
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only by the Oracle agent of Oracle Clusterware to connect to the database using operating
system authentication.

Starting with Oracle Database 12c¢ Release 1 (12.1), the SYSBACKUP, SYSDG, and SYSKM
administrative privileges are available. Starting with Oracle Database 12¢ Release 2 (12.2), the
SYSRAC administrative privilege is available. Each new administrative privilege grants the
minimum required privileges to complete tasks in each area of administration. The new
administrative privileges enable you to avoid granting SYSDBA administrative privilege for many
common tasks.

# Note:

These administrative privileges allow access to a database instance even when the
database is not open. Control of these privileges is totally outside of the database
itself. Methods for authenticating database administrators with these privileges
include operating system (OS) authentication, password files, and strong
authentication with a directory-based authentication service.

These privileges can also be thought of as types of connections that enable you to
perform certain database operations for which privileges cannot be granted in any
other fashion. For example, if you have the SYSDBA privilege, then you can connect to
the database by specifying the AS SYSDBA clause in the CONNECT command and
perform STARTUP and SHUTDOWN operations. See "Authentication Methods for
Database Administrators".

1.7.2 Operations Authorized by Administrative Privileges

Each administrative privilege authorizes a specific set of operations.

The following table lists the operations that are authorized by each administrative privilege:

Administrative Operations Authorized
Privilege
SYSDBA e Perform STARTUP and SHUTDOWN operations

 ALTER DATABASE: open, mount, back up, or change character set
. CREATE DATABASE

. DROP DATABASE

. CREATE SPFILE

. ALTER DATABASE ARCHIVELOG

. ALTER DATABASE RECOVER

* Includes the RESTRICTED SESSION privilege

This administrative privilege allows most operations, including the ability to
view user data. It is the most powerful administrative privilege.
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Administrative

Operations Authorized

Privilege

SYSOPER e Perform STARTUP and SHUTDOWN operations
. CREATE SPFILE
e ALTER DATABASE: open, mount, or back up
. ALTER DATABASE ARCHIVELOG
e ALTER DATABASE RECOVER (Complete recovery only. Any form of

incomplete recovery, such as UNTIL TIME |CHANGE |CANCEL|
CONTROLFILE requires connecting as SYSDBA.)
* Includes the RESTRICTED SESSION privilege
This privilege allows a user to perform basic operational tasks, but without the
ability to view user data.

SYSBACKUP This privilege allows a user to perform backup and recovery operations either
from Oracle Recovery Manager (RMAN) or SQL*Plus.

See Oracle Database Security Guide for the full list of operations allowed by
this administrative privilege.

SYSDG This privilege allows a user to perform Data Guard operations. You can use
this privilege with either Data Guard Broker or the DGMGRL command-line
interface.

See Oracle Database Security Guide for the full list of operations allowed by
this administrative privilege.

SYSKM This privilege allows a user to perform Transparent Data Encryption keystore
operations.

See Oracle Database Security Guide for the full list of operations allowed by
this administrative privilege.

SYSRAC This privilege allows the Oracle agent of Oracle Clusterware to perform

Oracle Real Application Clusters (Oracle RAC) operations.

See Oracle Database Security Guide for the full list of operations allowed by
this administrative privilege.

The manner in which you are authorized to use these privileges depends upon the method of
authentication that you use.

When you connect with an administrative privilege, you connect with a current schema that is
not generally associated with your username. For SYSDBA, the current schema is SYs. For
SYSOPER, the current schema is PUBLIC. For SYSBACKUP, SYSDG, and SYSRAC, the current schema
is sYs for name resolution purposes. However, the current schema for SYSKM is SYSKM.

Also, when you connect with an administrative privilege, you connect with a specific session
user. When you connect as SYSDBA, the session user is SYS. For SYSOPER, the session user is
PUBLIC. For SYSBACKUP, SYSDG, SYSKM, and SYSRAC, the session user is SYSBACKUP, SYSDG,
SYSKM, and SYSRAC, respectively.
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# See Also:

e "Administrative User Accounts"
* "Using Operating System Authentication"
e "Using Password File Authentication"

e Oracle Database SQL Language Reference for more information about the
current schema and the session user

e Oracle Database Security Guide

Example 1-18 Current Schema When Connecting AS SYSDBA

This example illustrates that a user is assigned another schema (sYS) when connecting with
the SYSDBA administrative privilege. Assume that the sample user mydba has been granted the
SYSDBA administrative privilege and has issued the following command and statement:

CONNECT mydba
CREATE TABLE admin_test(name VARCHARZ2 (20)) ;

Later, user mydba issues this command and statement:

CONNECT mydba AS SYSDBA
SELECT * FROM admin test;

User mydba now receives the following error:

ORA-00942: table or view does not exist

Having connected as SYSDBA, user mydba now references the sys schema, but the table was
created in the mydba schema.

Example 1-19 Current Schema and Session User When Connecting AS SYSBACKUP

This example illustrates that a user is assigned another schema (sys) and another session
user (SYSBACKUP) when connecting with the SYSBACKUP administrative privilege. Assume that
the sample user mydba has been granted the sYSBACKUP administrative privilege and has
issued the following command and statements:

CONNECT mydba AS SYSBACKUP

SELECT SYS CONTEXT ('USERENV', 'CURRENT SCHEMA') FROM DUAL;
SYS CONTEXT ('USERENV', 'CURRENT SCHEMA')

SELECT SYS CONTEXT ('USERENV', 'SESSION USER') FROM DUAL;
SYS CONTEXT ('USERENV', 'SESSION USER')

SYSBACKUP
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1.7.3 Authentication Methods for Database Administrators

Database administrators can be authenticated with account passwords, operating system (OS)
authentication, password files, or strong authentication with a directory-based authentication
service, such as Oracle Internet Directory.

e About Authentication Methods for Database Administrators
There are several ways to authenticate database administrators.

* Nonsecure Remote Connections
To connect to Oracle Database as a privileged user over a nonsecure connection, you
must be authenticated by a password file.

e Local Connections and Secure Remote Connections
You can connect to Oracle Database as a privileged user over a local connection or a
secure remote connection.

1.7.3.1 About Authentication Methods for Database Administrators

There are several ways to authenticate database administrators.

Oracle database can authenticate database administrators through the data dictionary, (using
an account password) like other users. Keep in mind that database passwords are case-
sensitive. See Oracle Database Security Guide for more information about case-sensitive
database passwords.

In addition to normal data dictionary authentication, the following methods are available for
authenticating database administrators with the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, Or SYSKM
privilege:

e Operating system (OS) authentication
e Password file including Kerberos and SSL authentication services

e Strong authentication with a directory-based authentication service, such as Oracle
Internet Directory

¢ Note:

The SYSRAC privilege only allows OS authentication by the Oracle agent of Oracle
Clusterware. Password files and strong authentication cannot be used with the
SYSRAC privilege.

These methods are required to authenticate a database administrator when the database is
not started or otherwise unavailable. (They can also be used when the database is available.)

The remainder of this section focuses on operating system authentication and password file
authentication. See Oracle Database Security Guide for information about authenticating
database administrators with directory-based authentication services.
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# Note:

Operating system authentication takes precedence over password file authentication.
If you meet the requirements for operating system authentication, then even if you
use a password file, you will be authenticated by operating system authentication.

Your choice is influenced by whether you intend to administer your database locally on the
same system where the database resides, or whether you intend to administer many different
databases from a single remote client. The following figure illustrates the choices you have for
database administrator authentication schemes.

Figure 1-2 Database Administrator Authentication Methods

Remote Database Local Database
Administration Administration

Do you Do you
have a secure want to use OS Use OS
connection? authentication? authentication
Use a

» | password file

If you are performing remote database administration, then consult your Oracle Net
documentation to determine whether you are using a secure connection. Most popular
connection protocols, such as TCP/IP and DECnet, are not secure.

# See Also:

*  Oracle Database Security Guide for information about authenticating database
administrators with directory-based authentication services.

e Oracle Database Net Services Administrator's Guide

1.7.3.2 Nonsecure Remote Connections

ORACLE

To connect to Oracle Database as a privileged user over a nonsecure connection, you must be
authenticated by a password file.

When using password file authentication, the database uses a password file to keep track of
database user names that have been granted the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, Or SYSKM
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administrative privilege. This form of authentication is discussed in "Using Password File
Authentication".

1.7.3.3 Local Connections and Secure Remote Connections

You can connect to Oracle Database as a privileged user over a local connection or a secure
remote connection.

You can connect in two ways:

If the database has a password file and you have been granted a system privilege, then
you can connect and be authenticated by a password file.

If the server is not using a password file, or if you have not been granted a system privilege
and are therefore not in the password file, then you can use operating system
authentication. On most operating systems, authentication for database administrators
involves placing the operating system username of the database administrator in a special
group.

For example, users in the OSDBA group are granted the SYSDBA administrative privilege.
Similarly, the OSOPER group is used to grant SYSOPER administrative privilege to users,
the OSBACKUPDBA group is used to grant SYSBACKUP administrative privilege to users,
the OSDGDBA group is used to grant sYSDG administrative privilege to users, the
OSKMDBA group is used to grant SYSKM administrative privilege to users, and the
OSRACDBA group is used to grant SYSRAC administrative privilege to users.

1.7.4 Using Operating System Authentication

Membership in special operating system groups enables a DBA to authenticate to the
database through the operating system rather than with a database user name and password.
This is known as operating system authentication.

Operating System Groups
Operating system groups are created and assigned specific names as part of the database
installation process.

Preparing to Use Operating System Authentication
DBAs can authenticate to the database through the operating system rather than with a
database user name and password.

Connecting Using Operating System Authentication
A user can connect to the database using operating system authentication.

1.7.4.1 Operating System Groups

ORACLE

Operating system groups are created and assigned specific names as part of the database
installation process.

The default names of the operating system groups vary depending upon your operating
system, and are listed in the following table:

Operating System Group UNIX or Linux User Windows User Group
Group
OSDBA dba ORA_DBA (for all Oracle homes)

ORA HOMENAME DBA (for each specific Oracle
home)
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Operating System Group UNIX or Linux User Windows User Group
Group
OSOPER oper ORA OPER (for all Oracle homes)
ORA HOMENAME OPER (for each specific Oracle
home)
OSBACKUPDBA backupdba ORA_HOMENAME SYSBACKUP
OSDGDBA dgdba ORA_HOMENAME SYSDG
OSKMDBA kmdba ORA_HOMENAME SYSKM
OSRACDBA racdba ORA_HOMENAME SYSRAC

For the Windows user group names, replace HOMENAME with the Oracle home name.

Oracle Universal Installer uses these default names, but, on UNIX or Linux, you can override
them. On UNIX or Linux, one reason to override them is if you have multiple instances running
on the same host computer in different Oracle homes. If each instance has a different person
as the principal DBA, then you can improve the security of each instance by creating different
groups for each instance.

For example, for two instances on the same UNIX or Linux host in different Oracle homes, the
OSDBA group for the first instance might be named dbal, and OSDBA for the second instance
might be named dba2. The first DBA would be a member of dbal only, and the second DBA
would be a member of dba2 only. Thus, when using operating system authentication, each
DBA would be able to connect only to their assigned instance.

On Windows, default user group names cannot be changed. The HOMENAME placeholder
enables you to have different user group names when you have multiple instances running on
the same host Windows computer.

Membership in a group affects your connection to the database in the following ways:

* If you are a member of the OSDBA group, and you specify A5 SYSDBA when you connect to
the database, then you connect to the database with the SYSDBA administrative privilege.

e If you are a member of the OSOPER group, and you specify AS SYSOPER when you
connect to the database, then you connect to the database with the sYSOPER administrative
privilege.

e If you are a member of the OSBACKUPDBA group, and you specify AS SYSBACKUP when
you connect to the database, then you connect to the database with the SYSBACKUP
administrative privilege.

* If you are a member of the OSDGDBA group, and you specify AS SYSDG when you connect
to the database, then you connect to the database with the SYSDG administrative privilege.

e If you are a member of the OSKMDBA group, and you specify AS SYSKM when you connect
to the database, then you connect to the database with the SYSKM administrative privilege.

e If you are a member of the OSRACDBA group, and you specify AS SYSRAC when you
connect to the database, then you connect to the database with the SYSRAC administrative
privilege.

* If you are not a member of one of these operating system groups, and you attempt to
connect as SYSDBA, SYSOPER, SYSBACKUP, SYSDG, SYSKM, or SYSRAC, then the CONNECT
command fails.
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# See Also:

Your operating system specific Oracle documentation for information about creating
the OSDBA and OSOPER groups

1.7.4.2 Preparing to Use Operating System Authentication

DBAs can authenticate to the database through the operating system rather than with a
database user name and password.

To enable operating system authentication of an administrative user:

1. Create an operating system account for the user.

2. Add the account to the appropriate operating-system defined groups.

1.7.4.3 Connecting Using Operating System Authentication

A user can connect to the database using operating system authentication.
You can use operating system authentication by performing one of the following actions.

e A user can be authenticated, enabled as an administrative user, and connected to a local
database by typing one of the following SQL*Plus commands:

CONNECT / AS SYSDBA
CONNECT / AS SYSOPER
CONNECT / AS SYSBACKUP
CONNECT / AS SYSDG
CONNECT / AS SYSKM

e For the Windows platform only, remote operating system authentication over a secure
connection is supported. You must specify the net service name for the remote database:

CONNECT /@net service name AS SYSDBA
CONNECT /@net service name AS SYSOPER
CONNECT /@net service name AS SYSBACKUP
CONNECT /@net service name AS SYSDG
CONNECT /@net service name AS SYSKM

Both the client computer and database host computer must be on a Windows domain.

# Note:

The SYSRAC administrative privilege is used only by the Oracle agent of Oracle
Clusterware to connect to the database using operating system authentication.

¢ See Also:

» "Connecting to the Database with SQL*Plus"

*  SQL*Plus User's Guide and Reference for the syntax of the CONNECT command
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1.7.5 Using Password File Authentication

You can use password file authentication for an Oracle database instance and for an Oracle
Automatic Storage Management (Oracle ASM) instance. The password file for an Oracle
database is called a database password file, and the password file for Oracle ASM is called an
Oracle ASM password file.

* Preparing to Use Password File Authentication
To prepare for password file authentication, you must create the password file, set the
REMOTE LOGIN PASSWORDFILE initialization parameter, and grant privileges.

e Connecting Using Password File Authentication
Using password file authentication, administrative users can be connected and
authenticated to a local or remote database by using the SQL*Plus CONNECT command. By
default, passwords are case-sensitive.

¢ See Also:

Oracle Automatic Storage Management Administrator's Guide for information about
creating an Oracle ASM password file.

1.7.5.1 Preparing to Use Password File Authentication

To prepare for password file authentication, you must create the password file, set the
REMOTE LOGIN PASSWORDFILE initialization parameter, and grant privileges.

To enable authentication of an administrative user using password file authentication, you must
do the following:

1. Ifitis not already created, then create the password file using the ORAPWD utility:

orapwd FILE=filename FORMAT=12.2

See "Creating and Maintaining a Database Password File" for details.
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# Note:

*  When you invoke the Database Configuration Assistant (DBCA) as part of
the Oracle Database installation process, DBCA creates a password file.

*  The administrative privileges SYSBACKUP, SYSDG, and SYSKM are not supported
in the password file when the file is created with the FORMAT=LEGACY
argument.

e 12.2is the default for the FORMAT command-line argument.
e The administrative privilege SYSRAC is not supported in the password file.

* The administrative privileges can be granted to external users only when the
file is created with the FORMAT=12.2 argument. FORMAT=12.2 also enables
SSL and Kerberos authentication for administrative users.

*  When you create a database password file that is stored in an Oracle ASM
disk group, it can be shared among the multiple Oracle RAC database
instances. The password file is not duplicated on each Oracle RAC database
instance.

2. Setthe REMOTE LOGIN PASSWORDFILE initialization parameter to exclusive. (This is the
default).

# Note:

REMOTE LOGIN PASSWORDFILE is a static initialization parameter and therefore
cannot be changed without restarting the database.

3. Connect to the database as user SYs (or as another user with the administrative
privileges).

4. If the user does not already exist in the database, then create the user and assign a
password.

Keep in mind that database passwords are case-sensitive. See Oracle Database Security
Guide for more information about case-sensitive database passwords.

5. Grant the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKM administrative privilege to the user.
For example:

GRANT SYSDBA to mydba;

This statement adds the user to the password file, thereby enabling connection AS SYSDBA,
AS SYSOPER, AS SYSBACKUP, AS SYSDG, Or AS SYSKM.

¢ See Also:

"Creating and Maintaining a Database Password File" for instructions for creating
and maintaining a password file
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1.7.5.2 Connecting Using Password File Authentication

Using password file authentication, administrative users can be connected and authenticated
to a local or remote database by using the SQL*Plus CONNECT command. By default,
passwords are case-sensitive.

To connect using password file authentication:

* In SQL*Plus, execute the CONNECT command with a valid username and password and the
AS SYSDBA, AS SYSOPER, AS SYSBACKUP, AS SYSDG, Or AS SYSKM clause.

For example, if user mydba has been granted the sYSDBA privilege, then mydba can connect as
follows:

CONNECT mydba AS SYSDBA

However, if user mydba has not been granted the SYSOPER privilege, then the following
command fails:

CONNECT mydba AS SYSOPER

# Note:

Operating system authentication takes precedence over password file authentication.
Specifically, if you are a member of the appropriate operating system group, such as
OSDBA or OSOPER, and you connect with the appropriate clause (for example, S
SYSDB2), then you will be connected with associated administrative privileges
regardless of the username/password that you specify.

If you are not in the one of the operating system groups, and you are not in the
password file, then attempting to connect with the clause fails.

# See Also:

e "About Connecting to the Database with SQL*Plus"
e "Creating a Database Password File with ORAPWD"
e SQL*Plus User's Guide and Reference for syntax of the CONNECT command

*  Oracle Database Security Guide

1.8 Creating and Maintaining a Database Password File

You can create a database password file using the password file creation utility, ORAPWD. For
some operating systems, you can create this file as part of your standard installation.

¢ ORAPWD Syntax and Command Line Argument Descriptions
The ORAPWD command creates and maintains a password file.
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e Creating a Database Password File with ORAPWD
You can create a database password file with ORAPWD.

*  Sharing and Disabling the Database Password File
You use the initialization parameter REMOTE LOGIN PASSWORDFILE to control whether a
database password file is shared among multiple Oracle Database instances. You can also
use this parameter to disable password file authentication.

« Keeping Administrator Passwords Synchronized with the Data Dictionary
If you change the REMOTE LOGIN PASSWORDFILE initialization parameter from none to
exclusive Or shared, then you must ensure that the passwords stored in the data
dictionary and the passwords stored in the password file for the non-SYS administrative
users, such as SYSDBA, SYSOPER, SYSBACKUP, SYSDG, and SYSKM users are the same.

e Adding Users to a Database Password File
When you grant SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKM administrative privilege to a
user, that user's name and privilege information are added to the database password file.

e Granting and Revoking Administrative Privileges
Use the GRANT statement to grant administrative privileges. Use the REVOKE statement to
revoke administrative privileges.

* Viewing Database Password File Members
The VSPWFILE USERS view contains information about users that have been granted
administrative privileges.

e Removing a Database Password File
You can remove a database password file if it is no longer needed.

¢ See Also:

e "Using Password File Authentication"
» "Authentication Methods for Database Administrators"

*  Oracle Automatic Storage Management Administrator's Guide for information
about creating and maintaining an Oracle ASM password file

1.8.1 ORAPWD Syntax and Command Line Argument Descriptions

ORACLE

The ORAPWD command creates and maintains a password file.

The syntax of the ORAPWD command is as follows:

orapwd FILE=filename

[FORCE={y|n}]

[ASM={y|n}]

[DBUNIQUENAME=dbname]

[FORMAT={12.2]12}]

[SYS={y|n|password|external ('sys-external-name"') |global ('sys-directory-DN')}]
[SYSBACKUP={y|n|password|external ('sysbackup-external-name') |global ('sysbackup-directory-
DN'") }]

[SYSDG={y|n|password|external ('sysdg-external-name') |global ('sysdg-directory-DN") }]
[SYSKM={y|n|password|external ('syskm-external-name') |global ('syskm-directory-DN") }]
[DELETE={y|n}]

[INPUT FILE=input-fname]

orapwd DESCRIBE FILE=filename
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Command arguments are summarized in the following table.

Argument

Description

FILE

FORCE

ASM

DBUNIQUENAME

FORMAT

SYS

SYSBACKUP

If the DESCRIBE argument is not included, then specify the name to assign to the new
password file. You must supply a complete path. If you supply only a file name, the
file is written to the current directory.

If the DESCRIBE argument is included, then specify the name of an existing password
file.

(Optional) If y, permits overwriting an existing password file. It also clears CRS
resources, if they already have the password file registered.

(Optional) If y, create an Oracle ASM password file in an Oracle ASM disk group.

If n, the default, create a password file in the operating system file system. When the
DBUNIQUENAME argument is specified, the password file is a database password file.
When the DBUNIQUENAME argument is not specified, the password file can be a
database password file or an Oracle ASM password file.

Unique database name used to identify database password files residing in an ASM
disk group only. This argument is required when the database password file is stored
on an Oracle ASM disk group. This argument is ignored when an Oracle ASM
password file is created by setting the ASM argument to y.

(Optional) Specify one of the following values:

e 12.2, the default, creates the password file in 12.2. format. This format supports
granting administrative privileges to external users and enables SSL and
Kerberos authentication for administrative users.

» 12 creates the password file in Oracle Database 12c format. This format
supports the SYSBACKUP, SYSDG, and SYSKM administrative privileges.

(Optional) This argument specifies if SYS user is password, externally, or globally

authenticated.

This argument can be set to v, n, password, external ('sys-external-name'),

or global (sys-directory-DN).

If SYS=y and INPUT FILE is specified to migrate password file entries, then you will

be prompted to enter the new password for the SYS administrative user.

If password, then you will be prompted to enter the password for the SYS

administrative user.

If external ('sys-external-name'), then replace sys-external-name with the

external name for SSL or Kerberos authentication for the SYS administrative user.

If global (sys-directory-DN), then specify the directory service name for the
global SYS user.

(Optional) Creates SYSBACKUP entry. This argument specifies if SYSBACKUP user is
password, externally, or globally authenticated.

This argument can be set to y, n, password, external ('sysbackup-external-
name'), or global (sysbackup-directory-DN).

If password, then you will be prompted to enter the password for the SYSBACKUP
administrative user.

If external ('sysbackup-external-name'), then replace sysbackup-
external-name with the external name for SSL or Kerberos authentication for the
SYSBACKUP administrative user.

If global (sysbackup-directory-DN), then specify the directory service name for
the global SYSBACKUP user.
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Argument Description

SYSDG (Optional) Creates SYSDG entry. This argument specifies if SYSDG user is password,
externally, or globally authenticated.
This argument can be set to y, n, password, external ('sysdg-external-
name'), or global (sysdg-directory-DN).
If password, then you will be prompted to enter the password for the SYSDG
administrative user.

If external ('sysdg-external-name'), then replace sysdg-external-name
with the external name for SSL or Kerberos authentication for the SYSDG
administrative user.

If global (sysdg-directory-DN), then specify the directory service name for the
global SYSDG user.

SYSKM (Optional) Creates SYSKM entry. This argument specifies if SYSKM user is password,
externally, or globally authenticated.

(Optional) This argument can be set to y, n, password, external ('syskm-
external-name'), or global (syskm-directory-DN).

If password, then you will be prompted to enter the password for the SYSKM
administrative user.

If external ('syskm-external-name'), then replace syskm-external-name
with the external name for SSL or Kerberos authentication for the SYSKM
administrative user.

If y, creates a SYSKM entry in the password file. You are prompted for the password.
The password is stored in the created password file.

If n, no SYSKM entry is created in the password file.
Note: The y and n values in the SYSKM argument are deprecated in Oracle Database
12c Release 2 (12.2) and may be desupported in a future release.
If global (syskm-directory-DN), then specify the directory service name for the
global SYSKM user.

DELETE (Optional) If y, delete the specified password file.
If n, the default, create the specified password file.

INPUT FILE (Optional) Name of the input password file. ORAPWD migrates the entries in the input
file to a new password file.

This argument can be used to convert a password file from one format to another, for
example from 12 format to 12.2 format.

This argument also can be used to reset the password for the SYS administrative
user.

ORAPWD cannot migrate an input password that is stored in an Oracle ASM disk
group.

DESCRIBE Describes the properties of the specified password file, including the FORMAT value
(12.20r12).

There are no spaces permitted around the equal-to (=) character.

# Note:

Each external name must be unique.
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The following sections provide more information about some of the OrRAPWD command line
arguments.

FILE

This argument sets the name of the password file being created. This argument is mandatory.
If you specify a location on an Oracle ASM disk group, then the database password file is
shared automatically among the nodes in the cluster. When you use an Oracle ASM disk
group to store the password file, and you are not using Oracle Managed Files, you must
specify the name of the password file, including its full path. The full path is not required if you
are using Oracle Managed Files.

If you do not specify a location on an Oracle ASM disk group, then the file name required for
the password file is operating system specific. Some operating systems require the password
file to adhere to a specific format and be located in a specific directory. Other operating
systems allow the use of environment variables to specify the name and location of the
password file.

The following table lists the required name and location for the password file on the UNIX,
Linux, and Windows platforms. For other platforms, consult your platform-specific

documentation.
Platform Required Name Required Location
UNIX and Linux orapwORACLE SID ORZ—\CLEiBZ-\SE/dbS
Windows PWDORACLE SID.ora ORACLE BASE\database

For example, for a database instance with the SID orcldw, the password file must be named
orapworcldw on Linux and PWDorcldw.ora on Windows.

In an Oracle Real Application Clusters (Oracle RAC) environment on a platform that requires
an environment variable to be set to the path of the password file, the environment variable for
each instance must point to the same password file.

For a policy-managed Oracle RAC database or an Oracle RAC One Node database with
ORACLE SID of the form db_unique name n, where nis a number, the password file is searched
for first using ORACLE BASE/dbs/orapwsid prefix of

ORACLE BASE\database\PWDsid prefix.ora. The sid prefix (the first 8 characters of the
database name) is used to locate the password file.

# Note:

» ltis critically important to the security of your system that you protect your
password file and the environment variables that identify the location of the
password file. Any user with access to these could potentially compromise the
security of the connection.

» For Oracle Database 18c and later, if the password file is not found in its default
directory, then the database checks for the password file in the directory that
was the default directory in the earlier database releases. In the Oracle
Database releases earlier to 18c, the default directory of the password file on
UNIX and Linux platforms was ORACLE HOME/dbs and on Windows was
ORACLE_HOME\database.
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# See Also:

Using Oracle Managed Files

FORCE

This argument, if set to y, enables you to overwrite an existing password file. An error is
returned if a password file of the same name already exists and this argument is omitted or set
to n.

ASM

If this argument is set to y, then ORAPWD creates an Oracle ASM password file. The FILE
argument must specify a location in the Oracle ASM disk group.

If this argument is set to n, the default, then ORAPWD creates a password file. The FILE
argument can specify a location in the Oracle ASM disk group or in the operating system file
system. When the DBUNIQUENAME argument is specified, the password file is a database
password file. When the DBUNIQUENAME argument is not specified, the password file can be a
database password file or an Oracle ASM password file.

# See Also:

Oracle Automatic Storage Management Administrator's Guide for information about
creating and maintaining an Oracle ASM password file

DBUNIQUENAME

This argument sets the unique database name for a database password file being created on
an Oracle ASM disk group. It identifies which database resource to update with the database
password file location.

This argument is not required when a database password file is created on an operating
system file system.

This argument is ignored when an Oracle ASM password file is created by setting the AsM
argument to y.

FORMAT

If this argument is set to 12.2, the default, then ORAPWD creates a database password file in
12.2 format. 12.2 format is required for the password file to support granting administrative
privileges to external users and SSL and Kerberos authentication for administrative users.
Password profiles assigned to the users are also enforced on the administrative users.

If this argument is set to 12, then ORAPWD creates a database password file in Oracle Database
12c¢ format. Oracle Database 12c¢ format is required for the password file to support
SYSBACKUP, SYSDG, and SYSKM administrative privileges.

If this argument is set to 1egacy, then ORAPWD creates a database password file that is in the
format before Oracle Database 12c. The password file supports SYSDBA and SYSOPER
administrative privileges, but it does not support SYSBACKUP, SYSDG, and SYSKM administrative
privileges.

SYS

If SYS=Y and INPUT FILE is specified to migrate password file entries, then you will be
prompted to enter the new password for the SyS administrative user.

If password, then you will be prompted to enter the password for the SYS administrative user.
If external (' sys-external-name'), then replace sys-external-name with the external name
for SSL or Kerberos authentication for the SyS administrative user.
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If global (sys-directory-DN), then specify the directory service name for the global sys user.

SYSBACKUP

If password, then you will be prompted to enter the password for the SYSBACKUP administrative
user.

If external ('sysbackup-external-name'), then replace sysbackup-external-name with the
external name for SSL or Kerberos authentication for the SYSpG administrative user.

If global (sysbackup-directory-DN), then specify the directory service name for the global
SYSBACKUP user.

SYSDG

If password, then you will be prompted to enter the password for the SYSDG administrative user.
If external ('sysdg-external-name'), then replace sysdg-external-name with the external
name for SSL or Kerberos authentication for the SYSDG administrative user.

If global (sysdg-directory-DN), then specify the directory service name for the global SYSDG
user.

SYSKM

If password, then you will be prompted to enter the password for the SYSKM administrative user.
If external (' syskm-external-name'), then replace syskm-external-name with the external
name for SSL or Kerberos authentication for the SYSKM administrative user.

If global (syskm-directory-DN), then specify the directory service name for the global sYskM
user.

DELETE
If this argument is set to y, then ORAPWD deletes the specified password file. When y is
specified, FILE, ASM, or DBUNIQUENAME must be specified. When FILE is specified, the file must

be located on an ASM disk group.
If this argument is set to n, the default, then orRAPWD creates the password file.

INPUT_FILE

This argument specifies the name of the input password file. ORAPWD migrates the entries in
the input file to a new password file. This argument can convert a password file from one
format to another, for example from 12 format to 12.2 format.

This argument also can be used to reset the password for the sys administrative user.
When the INPUT FILE argument is specified, ORAPWD does not create any new entries.
Therefore, ORAPWD ignores the following arguments:

e  PASSWORD
e  SYSBACKUP
e SYSDG

e SYSKM

When an input file is specified and the new password file replaces the input file, FORCE must
be setto y.

# Note:

When the FORMAT argument is not specified, by default the new password file is
created in 12.2 format from the input file.

1-42



Chapter 1
Creating and Maintaining a Database Password File

# See Also:

"Administrative Privileges" and "Adding Users to a Database Password File"

1.8.2 Creating a Database Password File with ORAPWD

ORACLE

You can create a database password file with ORAPWD.

Passwords are case-sensitive. However, password files created using an earlier Oracle
Database release retain their case-insensitive passwords, if the ignorecase option was
omitted during password file creation. Oracle recommends that you force case sensitivity in
these older password files by migrating the password file from one format to another.

The maximum number of bytes for a password is 1024. orAPWD allows the passing of 1024 byte
passwords for seeded administrative users such as sys, SYSBACKUP, and others.

To create a database password file:

*  Run the orRAPWD command.

Example 1-20 Creating a Database Password File Located in an Oracle ASM Disk
Group

The following command creates a database password file in 12.2 format named orapworcl that
is located in an Oracle ASM disk group. The DBUNIQUENAME argument is required because the
database password file is located in an Oracle ASM disk group.

orapwd FILE='+DATA/orcl/orapworcl' DBUNIQUENAME='orcl' FORMAT=12.2

Example 1-21 Creating a Database Password File with a SYSBACKUP Entry

The following example is the similar to Example 1-20 except that it creates a SYSBACKUP entry
in the database password file. The password file is in 12.2 format by default.

orapwd FILE='+DATA/orcl/orapworcl' DBUNIQUENAME='orcl' SYSBACKUP=password FORMAT=12.2

Example 1-22 Creating a Database Password File with External Authentication for SYS
and SYSKM

The following example is the similar to Example 1-20 except that it specifies an external name
for the SYs and SYSKM administrative users.

orapwd FILE='+DATA/orcl/orapworcl' DBUNIQUENAME='orcl' FORMAT=12.2
sys=external ('KerberosUserSYS@example.com')
syskm=external ('KerberosUserSYSKM@example.com')

Example 1-23 Creating a Database Password File Located in a File System

The following command creates a database password file in 12.2 format named orapworcl that
is located in the default location in an operating system file system.

orapwd FILE='/u0l/oracle/dbs/orapworcl' FORMAT=12.2

Example 1-24 Migrating a Database Password File to Oracle Database 12c Format

The following command migrates a database password file to the 12.2 format. The new
password file is case-sensitive and will contain case-sensitive passwords. The password file is
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named orapworcl, and it is located in an operating system file system. The new database
password file replaces the existing database password file. Therefore, FORCE must be set to y.

orapwd FILE='/u0l/oracle/dbs/orapworcl' FORMAT=12.2 INPUT FILE='/u0l/oracle/dbs/
orapworcl' FORCE=y

Example 1-25 Resetting the Password for the SYS Administrative User

The following command resets the password for the SYS administrative user. The new
database password file replaces the existing database password file. Therefore, FORCE must be
setto y.

orapwd FILE='/u0l/oracle/dbs/orapworcl' SYS=Y INPUT FILE='/uOl/oracle/dbs/orapworcl'
FORCE=y

You are prompted to enter the new password for the sYS administrative user.
Example 1-26 Describing a Password File
The following command describes the orapworcl password file.

orapwd DESCRIBE FILE='orapworcl'
Password file Description : format=12.2

# Note:

If the database password file name or location is changed, then run the following
command for the changes to take effect:

SQL> ALTER SYSTEM FLUSH PASSWORDFILE METADATA CACHE;

This command flushes the metadata cache and the subsequent logins to the
database use the new password file. In an Oracle RAC environment, this command
clears cache in all the Oracle RAC databases, but there could be some databases
that may still continue using the old password file till the change is propagated across
all the Oracle RAC databases.

After running this command, you can verify the changes by querying the
VSPASSWORDFILE INFO View.

# Note:

Whenever the password file is recreated, it is recommended that you restart the
database instance to synchronize the user profile status from the data dictionary.

# See Also:

Oracle Automatic Storage Management Administrator's Guide for information about
managing a shared password file in an Oracle ASM disk group
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1.8.3 Sharing and Disabling the Database Password File

You use the initialization parameter REMOTE LOGIN PASSWORDFILE to control whether a
database password file is shared among multiple Oracle Database instances. You can also use
this parameter to disable password file authentication.

To share a password file or disable password file authentication:

Set the REMOTE LOGIN PASSWORDFILE initialization parameter.

You can set the REMOTE LOGIN PASSWORDFILE initialization parameter to one of the following
values:

none: Setting this parameter to none causes Oracle Database to behave as if the password
file does not exist. That is, no privileged connections are allowed over nonsecure
connections.

exclusive: (The default) An exclusive password file can be used with only one database.
Only an exclusive file can be modified. Using an exclusive password file enables you to
add, modify, and delete users. It also enables you to change the password for Sys,
SYSBACKUP, SYSDG, or SYSKM with the ALTER USER command.

When an exclusive password file is stored on an Oracle ASM disk group, it can be used
by a single-instance database or multiple instances of an Oracle Real Application Clusters
(Oracle RAC) database.

When an exclusive password file is stored on an operating system, it can be used with
only one instance of one database.

shared: A shared password file can be used by multiple databases running on the same
server, or multiple instances of an Oracle RAC database, even when it is stored on an
operating system. A shared password file is read-only and cannot be modified. Therefore,
you cannot add users to a shared password file. Any attempt to do so or to change the
password of Sys or other users with the administrative privileges generates an error. All
users needing administrative privileges must be added to the password file when

REMOTE LOGIN PASSWORDFILE is set to exclusive. After all users are added, you can
change REMOTE LOGIN PASSWORDFILE to shared, and then share the file.

This option is useful if you are administering multiple databases with a single password file.

You cannot specify shared for an Oracle ASM password file.

If REMOTE_LOGIN PASSWORDFILE iS set to exclusive or shared and the password file is missing,
this is equivalent to setting REMOTE LOGIN PASSWORDFILE to none.

1.8.4 Keeping Administrator Passwords Synchronized with the Data

Dictionary

ORACLE

If you change the REMOTE LOGIN PASSWORDFILE initialization parameter from none to exclusive
or shared, then you must ensure that the passwords stored in the data dictionary and the
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passwords stored in the password file for the non-SYS administrative users, such as SYSDBA,
SYSOPER, SYSBACKUP, SYSDG, and SYSKM users are the same.

< Note:

Starting with Oracle Database 12c Release 2 (12.2), authentication for the SYS user
happens using only the password file and not using the data dictionary.

To synchronize the passwords for non-sys administrative users, such as SYSDBA, SYSOPER,
SYSBACKUP, SYSDG, and SYSKM users, you must first revoke and then regrant the privileges to
these users as follows:

1. Find all users who have been granted the sYSDBA privilege.
SELECT USERNAME FROM V$PWFILE USERS WHERE USERNAME != 'SYS' AND SYSDBA='TRUE';
2. Revoke and then re-grant the sYSDBA privilege to these users.

REVOKE SYSDBA FROM non-SYS-user;
GRANT SYSDBA TO non-SYS-user;

3. Find all users who have been granted the SYSOPER privilege.
SELECT USERNAME FROM V$PWFILE_USERS WHERE USERNAME != 'SYS' AND SYSOPER='TRUE';
4. Revoke and regrant the SYSOPER privilege to these users.

REVOKE SYSOPER FROM non-SYS-user;
GRANT SYSOPER TO non-SYS-user;

5. Find all users who have been granted the SYSBACKUP privilege.
SELECT USERNAME FROM VS$PWFILE USERS WHERE USERNAME != 'SYS' AND SYSBACKUP ='TRUE';
6. Revoke and regrant the SYSBACKUP privilege to these users.

REVOKE SYSBACKUP FROM non-SYS-user;
GRANT SYSBACKUP TO non-SYS-user;

7. Find all users who have been granted the sYsDG privilege.
SELECT USERNAME FROM V$PWFILE7USERS WHERE USERNAME != 'SYS' AND SYSDG='TRUE';
8. Revoke and regrant the sYSDG privilege to these users.

REVOKE SYSDG FROM non-SYS-user;
GRANT SYSDG TO non-SYS-user;

9. Find all users who have been granted the sYSKM privilege.
SELECT USERNAME FROM V$PWFILE_USERS WHERE USERNAME != 'SYS' AND SYSKM='TRUE';
10. Revoke and regrant the sYSKM privilege to these users.

REVOKE SYSKM FROM non-SYS-user;
GRANT SYSKM TO non-SYS-user;
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1.8.5 Adding Users to a Database Password File

When you grant SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKM administrative privilege to a
user, that user's name and privilege information are added to the database password file.

A user's name remains in the password file only as long as that user has at least one of these
privileges. If you revoke all of these privileges, then Oracle Database removes the user from
the password file.

# Note:

The password file must be created with the FORMAT=12.2 or FORMAT=12 argument to
support SYSBACKUP, SYSDG, or SYSKM administrative privilege.

Creating a Password File and Adding New Users to It
Use the following procedure to create a password file and add new users to it:

1. Follow the instructions for creating a password file as explained in "Creating a Database
Password File with ORAPWD".

2. Setthe REMOTE LOGIN PASSWORDFILE initialization parameter to exclusive. (This is the
default.)

Oracle Database issues an error if you attempt to grant these privileges and the
initialization parameter REMOTE _LOGIN PASSWORDFILE is not set correctly.

# Note:

REMOTE LOGIN PASSWORDFILE is a static initialization parameter and therefore
cannot be changed without restarting the database.

3. Connect with sYSDBA privileges as shown in the following example, and enter the Sys
password when prompted:

CONNECT SYS AS SYSDBA

4, Start up the instance and create the database if necessary, or mount and open an existing
database.

5. Create users as necessary. Grant SYSDBA, SYSOPER, SYSBACKUP, SYSDG, Or SYSKM
administrative privilege to yourself and other users as appropriate. See "Granting and
Revoking Administrative Privileges".

1.8.6 Granting and Revoking Administrative Privileges

ORACLE

Use the GRANT statement to grant administrative privileges. Use the REVOKE statement to revoke
administrative privileges.

To grant the SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKM administrative privilege to a user:

¢ Run the GRANT statement.

For example:
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GRANT SYSDBA TO mydba;

To revoke the administrative privilege from a user:
* Run the REVOKE statement.

For example:

REVOKE SYSDBA FROM mydba;

The WITH ADMIN OPTION is ignored if it is specified in the GRANT statement that grants an
administrative privilege, and the following rules apply:

e Auser currently connected as SYSDBA can grant any administrative privilege to another
user and revoke any administrative privilege from another user.

e Auser currently connected as SYSOPER cannot grant any administrative privilege to another
user and cannot revoke any administrative privilege from another user.

e Auser currently connected as SYSBACKUP can grant or revoke another user's SYSBACKUP
administrative privilege.

* A user currently connected as SYSDG can grant or revoke another user's SYSDG
administrative privilege.

e A user currently connected as SYSKM can grant or revoke another user's SYSKM
administrative privilege.

Administrative privileges cannot be granted to roles, because roles are available only after
database startup. Do not confuse the database administrative privileges with operating system
roles.

¢ See Also:

Oracle Database Security Guide for more information on administrative privileges

1.8.7 Viewing Database Password File Members

The V$SPWFILE USERS view contains information about users that have been granted
administrative privileges.

To determine which users have been granted administrative privileges:

*  Query the VSPWFILE USERS view.

# See Also:

Oracle Database Reference for information about the VSPWFILE USERS view
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1.8.8 Removing a Database Password File

You can remove a database password file if it is no longer needed.

If you determine that you no longer require a database password file to authenticate users,
then to remove it:

* Delete the database password file, and optionally reset the REMOTE LOGIN PASSWORDFILE
initialization parameter to none.

After you remove this file, only those users who can be authenticated by the operating system
can perform SYSDBA, SYSOPER, SYSBACKUP, SYSDG, or SYSKM database administration operations.

1.9 Data Utilities

ORACLE

Oracle utilities are available to help you maintain the data in your Oracle Database.

SQL*Loader

SQL*Loader is used both by database administrators and by other users of Oracle Database. It
loads data from standard operating system files (such as, files in text or C data format) into
database tables.

Export and Import Utilities

The Data Pump utility enables you to archive data and to move data between one Oracle
Database and another. Also available are the original Import (IMP) and Export (EXP) utilities
for importing and exporting data from and to earlier releases.

# See Also:

e Oracle Database Utilities for detailed information about SQL*Loader

*  Oracle Database Utilities for detailed information about Data Pump
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Configuring Automatic Restart of an Oracle
Database

Configure your Oracle database with the Oracle Restart feature to automatically restart the
database, the listener, and other Oracle components after a hardware or software failure or
whenever your database host computer restarts.

About Oracle Restart
Oracle Restart enhances the availability of Oracle databases in a single-instance
environment.

Configuring Oracle Restart
To configure Oracle Restart, you can add components, remove components, or modify
options for components.

Starting and Stopping Components Managed by Oracle Restart
When Oracle Restart is in use, Oracle strongly recommends that you use the SRVCTL
utility to start and stop components.

Stopping and Restarting Oracle Restart for Maintenance Operations
When several components in an Oracle home are managed by Oracle Restart, you can
stop Oracle Restart and the components managed by Oracle Restart in the Oracle home.

SRVCTL Command Reference for Oracle Restart
You can reference details about the syntax and options for SRVCTL commands specific to
Oracle Restart.

CRSCTL Command Reference
You can reference details about the syntax for the CRSCTL commands that are relevant
for Oracle Restart.

2.1 About Oracle Restart

Oracle Restart enhances the availability of Oracle databases in a single-instance environment.

ORACLE

Oracle Restart Overview

When you install Oracle Restart, various Oracle components can be automatically
restarted after a hardware or software failure or whenever your database host computer
restarts.

About Startup Dependencies
Oracle Restart ensures that Oracle components are started in the proper order, in
accordance with component dependencies.

About Starting and Stopping Components with Oracle Restart

Oracle Restart automatically restarts various Oracle components when required, and
automatically stops Oracle components in an orderly fashion when you manually shut
down your system.

About Starting and Stopping Oracle Restart
The CRSCTL utility starts and stops Oracle Restart.
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e Oracle Restart Configuration
Oracle Restart maintains a list of all the Oracle components that it manages, and maintains
configuration information for each component.

e Oracle Restart Integration with Oracle Data Guard
Oracle Restart is integrated with Oracle Data Guard (Data Guard) and the Oracle Data
Guard Broker (the broker).

» Fast Application Notification with Oracle Restart
Oracle Restart uses Oracle Notification Services (ONS) and Oracle Advanced Queues to
publish Fast Application Notification (FAN) high availability events. Integrated Oracle
clients use FAN to provide fast notification to clients when the service or instance goes
down. The client can automate the failover of database connections between a primary
database and a standby database.

2.1.1 Oracle Restart Overview

ORACLE

When you install Oracle Restart, various Oracle components can be automatically restarted
after a hardware or software failure or whenever your database host computer restarts.

Table 2-1 lists these components.

Table 2-1 Oracle Components Automatically Restarted by Oracle Restart

. ________________________________________________________________________________|
Component Notes

Database instance Oracle Restart can accommodate multiple databases on a single
host computer.

Oracle Net listener -

Database services Does not include the default service created upon installation
because it is automatically managed by Oracle Database. Also does
not include any default services created during database creation or
global services. For more information about global services, see the
Oracle Database Global Data Services Concepts and
Administration Guide.

Oracle Automatic Storage -
Management (Oracle ASM)
instance

Oracle ASM disk groups Restarting a disk group means mounting it.

Oracle Notification Services (ONS) In an Oracle Grid Infrastructure for Standalone Servers (Oracle
Restart) environment, ONS can be used in Oracle Data Guard
installations for automating failover of connections between primary
and standby database through Fast Application Notification (FAN).
ONS is a service for sending FAN events to integrated clients upon
failover.

Oracle Restart runs periodic check operations to monitor the health of these components. If a
check operation fails for a component, the component is shut down and restarted.

Oracle Restart is used in standalone server (non-clustered) environments only. For Oracle
Real Application Clusters (Oracle RAC) environments, the functionality to automatically restart
components is provided by Oracle Clusterware.

Oracle Restart runs out of the Oracle Grid Infrastructure home, which you install separately
from Oracle Database homes. See the Oracle Grid Infrastructure Installation Guide for your
platform for information about installing the Oracle Grid Infrastructure home.
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# See Also:
e "Configuring Oracle Restart"

e Oracle Automatic Storage Management Administrator's Guide for information
about Oracle Automatic Storage Management

2.1.2 About Startup Dependencies

Oracle Restart ensures that Oracle components are started in the proper order, in accordance
with component dependencies.

For example, if database files are stored in Oracle ASM disk groups, then before starting the
database instance, Oracle Restart ensures that the Oracle ASM instance is started and the
required disk groups are mounted. Likewise, if a component must be shut down, Oracle
Restart ensures that dependent components are cleanly shut down first.

Oracle Restart also manages the weak dependency between database instances and the
Oracle Net listener (the listener): When a database instance is started, Oracle Restart attempts
to start the listener. If the listener startup fails, then the database is still started. If the listener
later fails, Oracle Restart does not shut down and restart any database instances.

2.1.3 About Starting and Stopping Components with Oracle Restart

ORACLE

Oracle Restart automatically restarts various Oracle components when required, and
automatically stops Oracle components in an orderly fashion when you manually shut down
your system.

There may be times, however, when you want to manually start or stop individual Oracle
components. Oracle Restart includes the Server Control (SRVCTL) utility that you use to
manually start and stop Oracle Restart—-managed components. When Oracle Restart is in use,
Oracle strongly recommends that you use SRVCTL to manually start and stop components.

After you stop a component with SRVCTL, Oracle Restart does not automatically restart that
component if a failure occurs. If you then start the component with SRVCTL, that component is
again available for automatic restart.

Oracle utilities such as SQL*Plus, the Listener Control utility (LSNRCTL), and ASMCMD are
integrated with Oracle Restart. If you shut down the database with SQL*Plus, Oracle Restart
does not interpret this as a database failure and does not attempt to restart the database.
Similarly, if you shut down the Oracle ASM instance with SQL*Plus or ASMCMD, Oracle Restart
does not attempt to restart it.

An important difference between starting a component with SRVCTL and starting it with
SQL*Plus (or another utility) is the following:

e When you start a component with SRVCTL, any components on which this component
depends are automatically started first, and in the proper order.

«  When you start a component with SQL*Plus (or another utility), other components in the
dependency chain are not automatically started; you must ensure that any components on
which this component depends are started.

In addition, Oracle Restart enables you to start and stop all of the components managed by
Oracle Restart in a specified Oracle home using a single command. The Oracle home can be
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an Oracle Database home or an Oracle Grid Infrastructure home. This capability is useful
when you are installing a patch.

¢ See Also:

"Starting and Stopping Components Managed by Oracle Restart"

2.1.4 About Starting and Stopping Oracle Restart

The CRSCTL utility starts and stops Oracle Restart.

You can also use the CRSCTL utility to enable or disable Oracle high availability services.
Oracle Restart uses Oracle high availability services to start and stop automatically the
components managed by Oracle Restart. For example, Oracle high availability services
daemons automatically start databases, listeners, and Oracle ASM instances. When Oracle
high availability services are disabled, none of the components managed by Oracle Restart are
started when a node is rebooted.

Typically, you use the CRSCTL utility when you must stop all of the running Oracle software in
an Oracle installation. For example, you might need to stop Oracle Restart when you are
installing a patch or performing operating system maintenance. When the maintenance is
complete, you use the CRSCTL utility to start Oracle Restart.

# See Also:

"Stopping and Restarting Oracle Restart for Maintenance Operations" for information
about using the CRSCTL utility

2.1.5 Oracle Restart Configuration

ORACLE

Oracle Restart maintains a list of all the Oracle components that it manages, and maintains
configuration information for each component.

All of this information is collectively known as the Oracle Restart configuration. When Oracle
Restart starts a component, it starts the component according to the configuration information
for that component. For example, the Oracle Restart configuration includes the location of the
server parameter file (SPFILE) for databases, and the TCP port to listen on for listeners.

If you install Oracle Restart and then create your database with Database Configuration
Assistant (DBCA), DBCA automatically adds the database to the Oracle Restart configuration.
When DBCA then starts the database, the required dependencies between the database and
other components (for example disk groups in which the database stores data) are
established, and Oracle Restart begins to manage the database.

You can manually add and remove components from the Oracle Restart configuration with
SRVCTL commands. For example, if you install Oracle Restart onto a host on which a
database is already running, you can use SRVCTL to add that database to the Oracle Restart
configuration. When you manually add a component to the Oracle Restart configuration and
then start it with SRVCTL, Oracle Restart begins to manage the component, restarting it when
required.
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# Note:

Adding a component to the Oracle Restart configuration is also referred to as
"registering a component with Oracle Restart."

Other SRVCTL commands enable you to view the status and configuration of Oracle Restart—
managed components, temporarily disable and then reenable management for components,
and more.

# Note:

Starting with Oracle Database 19c, customer use of the SERVICE NAMES parameter is
deprecated. It can be desupported in a future release. To manage your services,
Oracle recommends that you use the SRVCTL or GDSCTL command line utilities, or the
DBMS_SERVICE package.

When Oracle Restart is installed, many operations that create Oracle components
automatically add the components to the Oracle Restart configuration. Table 2-2 lists some
create operations and whether the created component is automatically added.

Table 2-2 Create Operations and the Oracle Restart Configuration
]

Create Operation Created Component Automatically Added to
Oracle Restart Configuration?

Create a database with OUI or DBCA Yes

Create a database with the CREATE DATABASE No

SQL statement

Create an Oracle ASM instance with OUIl, DBCA, Yes

or ASMCA

Create a disk group (any method) Yes

Add a listener with NETCA Yes

Create a database service with SRVCTL Yes

Create a database service by modifying the No

SERVICE NAMES initialization parametert

Create a database service with No
DBMS_SERVICE . CREATE_SERVICE

Create a standby database No

1 Not recommended when Oracle Restart is in use

Table 2-3 lists some delete/drop/remove operations and whether the deleted component is also
automatically removed from the Oracle Restart configuration.
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Table 2-3 Delete/Drop/Remove Operations and the Oracle Restart Configuration

Operation Deleted Component Automatically Removed from Oracle
Restart Configuration?

Delete a database with DBCA Yes
Delete a database by removing No
database files with operating system
commands?!

Delete a listener with NETCA Yes
Drop an Oracle ASM disk group (any  Yes
method)

Delete a database service with Yes
SRVCTL

Delete a database service by any other No
means

1 Not recommended

2.1.6 Oracle Restart Integration with Oracle Data Guard

Oracle Restart is integrated with Oracle Data Guard (Data Guard) and the Oracle Data Guard
Broker (the broker).

When a database shutdown and restart is required in response to a role change request,
Oracle Restart shuts down and restarts the database in an orderly fashion (taking
dependencies into account), and according to the settings in the Oracle Restart configuration.
Oracle Restart also ensures that, following a Data Guard role transition, all database services
configured to run in the new database role are active and all services not configured to run in
the new role are stopped.

In addition, the Oracle Restart configuration supports Data Guard-related configuration options
for the following components:

- Databases—When you add a database to the Oracle Restart configuration, you can
specify the current Data Guard role for the database: PRIMARY, PHYSICAL STANDBY,
LOGICAL STANDBY, Or SNAPSHOT STANDBY. If the role is later changed using the broker,
Oracle Restart automatically updates the database configuration with the new role. If you
change the database role without using the broker, you must manually modify the
database's role in the Oracle Restart configuration to reflect the new role.

- Database Services—When adding a database service to the Oracle Restart configuration,
you can specify one or more Data Guard roles for the service. When this configuration
option is present, upon database open Oracle Restart starts the service only if one of the
service roles matches the current database role.
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# See Also:

e Oracle Data Guard Concepts and Administration for information about Oracle
Data Guard

e "Fast Application Natification with Oracle Restart"

e "Automating the Failover of Connections Between Primary and Standby
Databases"

2.1.7 Fast Application Notification with Oracle Restart

Oracle Restart uses Oracle Notification Services (ONS) and Oracle Advanced Queues to
publish Fast Application Notification (FAN) high availability events. Integrated Oracle clients
use FAN to provide fast notification to clients when the service or instance goes down. The
client can automate the failover of database connections between a primary database and a
standby database.

e Overview of Fast Application Notification
FAN is a high availability notification mechanism that Oracle Restart can use to notify other
processes about configuration changes that include service status changes, such as UP or
DOWN events.

*  Application High Availability with Services and FAN
Oracle Database focuses on maintaining service availability. With Oracle Restart, Oracle
services are designed to be continuously available. Oracle Restart monitors the database
and its services and, when configured, sends event notifications using FAN.

¢ See Also:

Oracle Database Advanced Queuing User's Guide

2.1.7.1 Overview of Fast Application Notification

ORACLE

FAN is a high availability notification mechanism that Oracle Restart can use to notify other
processes about configuration changes that include service status changes, such as Up or
DOWN events.

FAN provides the ability to immediately terminate inflight transaction when an instance or
server fails. Integrated Oracle clients receive the events and respond. Applications can
respond either by propagating the error to the user or by resubmitting the transactions and
masking the error from the application user. When a DOWN event occurs, integrated clients
immediately clean up connections to the terminated database. When an UP event occurs, the
clients create new connections to the new primary database instance.

Oracle Restart publishes FAN events whenever a managed instance or service goes up or
down. After a failover, the Oracle Data Guard Broker (broker) publishes FAN events. These
FAN events can be used in the following ways:

e Applications can use FAN with Oracle Restart without programmatic changes if they use
one of these Oracle integrated database clients: Oracle Database JDBC, Universal
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Connection Pool for Java, Oracle Call Interface, and Oracle Database ODP.NET. These
clients can be configured for Fast Connection Failover (FCF) to automatically connect to a
new primary database after a failover.

* FAN server-side callouts can be configured on the database tier.

For DOWN events, such as a failed primary database, FAN provides immediate notification to the
clients so that they can failover as fast as possible to the new primary database. The clients do
not wait for a timeout. The clients are notified immediately, and they must be configured to
failover when they are notified.

For up events, when services and instances are started, new connections can be created so
that the application can immediately take advantage of the extra resources.

Through server-side callouts, you can also use FAN to:

e Log status information
» Page DBAs or open support tickets when resources fail to start
e Automatically start dependent external applications that must be co-located with a service

FAN events are published using ONS and Oracle Database Advanced Queuing queues. The
gueues are configured automatically when you configure a service. You must configure ONS
manually using SRVCTL commands.

The Connection Manager (CMAN) and Oracle Net Services listeners are integrated with FAN
events, enabling the CMAN and the listener to immediately de-register services provided by
the failed instance and to avoid erroneously sending connection requests to a failed database.

# See Also:

Oracle Data Guard Broker for information about FAN events in an Oracle Data Guard
environment

2.1.7.2 Application High Availability with Services and FAN

ORACLE

Oracle Database focuses on maintaining service availability. With Oracle Restart, Oracle
services are designed to be continuously available. Oracle Restart monitors the database and
its services and, when configured, sends event notifications using FAN.

e Managing Unplanned Outages
If Oracle Restart detects an outage, then it isolates the failed component and recovers the
dependent components. If the failed component is the database instance, then after Oracle
Data Guard fails over to the standby database, Oracle Restart on the new primary
database starts any services defined with the current role.

¢ Managing Planned Outages
For repairs, upgrades, and changes that require you to shut down the primary database,
Oracle Restart provides interfaces that disable and enable services to minimize service
disruption to application users.

*  Fast Application Notification High Availability Events
Understand FAN event record parameters and the event types.

e Using Fast Application Notification Callouts
FAN callouts are server-side executables that Oracle Restart executes immediately when
high availability events occur.
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* Oracle Clients That Are Integrated with Fast Application Notification
Oracle has integrated FAN with many of the common Oracle client drivers that are used to
connect to Oracle Restart databases. Therefore, the easiest way to use FAN is to use an
integrated Oracle Client.

2.1.7.2.1 Managing Unplanned Outages

If Oracle Restart detects an outage, then it isolates the failed component and recovers the
dependent components. If the failed component is the database instance, then after Oracle
Data Guard fails over to the standby database, Oracle Restart on the new primary database
starts any services defined with the current role.

FAN events are published by Oracle Restart and the Oracle Data Guard Broker through ONS
and Advanced Queuing. You can also perform notifications using FAN callouts.

# Note:

Oracle Restart does not run callouts with guaranteed ordering. Callouts are run
asynchronously, and they are subject to scheduling variability.

With Oracle Restart, restart and recovery are automatic, including the restarting of the
subsystems, such as the listener and the Oracle Automatic Storage Management (Oracle
ASM) processes, not just the database. You can use FAN callouts to report faults to your fault
management system and to initiate repair jobs.

2.1.7.2.2 Managing Planned Outages

For repairs, upgrades, and changes that require you to shut down the primary database,
Oracle Restart provides interfaces that disable and enable services to minimize service
disruption to application users.

Using Oracle Data Guard Broker with Oracle Restart allows a coordinated failover of the
database service from the primary to the standby for the duration of the planned outage. Once
you complete the operation, you can return the service to normal operation.

The management policy for a service controls whether the service starts automatically when
the database is restarted. If the management policy for a service is set to AUTOMATIC, then it
restarts automatically. If the management policy for a service is set to MANUAL, then it must be
started manually.

# See Also:

"Modifying the Oracle Restart Configuration for a Component"

2.1.7.2.3 Fast Application Notification High Availability Events

ORACLE

Understand FAN event record parameters and the event types.

Table 2-4 describes the FAN event record parameters and the event types, followed by name-
value pairs for the event properties. The event type is always the first entry and the timestamp
is always the last entry. In the following example, the name in the name-value pair is shown in
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Fan event type (service member), and the value in the name-value pair is shown in
Properties:

FAN event type: service member
Properties: version=1.0 service=ERP database=FINPROD instance=FINPROD host=nodel
status=up

Table 2-4 Event Record Parameters and Descriptions
|

Parameter Description
VERSION Version of the event record. Used to identify release changes.
EVENT TYPE SERVICE, SERVICE MEMBER, DATABASE, INSTANCE, NODE, ASM,

SRV_PRECONNECT. Note that database and Instance types provide the
database service, such as DB_UNIQUE NAME.DB DOMATN.

DATABASE UNIQUE NAME The unique database supporting the service; matches the initialization
parameter value for DB UNIQUE NAME, which defaults to the value of
the initialization parameter DB_NAME.

INSTANCE The name of the instance that supports the service; matches the
ORACLE_SID value.

NODE NAME The name of the node that supports the service or the node that has
stopped; matches the node name known to Cluster Synchronization
Services (CSS).

SERVICE The service name; matches the service in DBA_SERVICES.

STATUS Values are UP, DOWN, NOT RESTARTING, PRECONN UP,
PRECONN_DOWN, and UNKNOWN.

REASON Data Guard Failover, Failure, Dependency, User, Autostart,
Restart.

CARDINALITY The number of service members that are currently active; included in
all UP events.

TIMESTAMP The local time zone to use when ordering notification events.

A FAN record matches the database signature of each session as shown in Table 2-5.

Table 2-5 FAN Parameters and Matching Database Signatures
|

FAN Parameter Matching Oracle Database Signature

SERVICE sys_context ('userenv', 'service name')
DATABASE UNIQUE NAME sys_context ('userenv', 'db unique name')
INSTANCE sys_context ('userenv', 'instance name')
NODE NAME sys_context ('userenv', 'server host')

2.1.7.2.4 Using Fast Application Notification Callouts

FAN callouts are server-side executables that Oracle Restart executes immediately when high
availability events occur.

You can use FAN callouts to automate the following activities when events occur, such as:

*  Opening fault tracking tickets

e Sending messages to pagers
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e Sending e-mail
e Starting and stopping server-side applications
¢ Maintaining an uptime log by logging each event as it occurs

To use FAN callouts:

e Place an executable in the directory grid_home/racg/usrco on both the primary and the
standby database servers. If you are using scripts, then set the shell as the first line of the
executable.

The following is an example file for the grid_home/racg/usrco/callout.sh callout:

#! /bin/ksh
FAN LOGFILE= [your path name]/admin/log/ hostname’ uptime.log
echo $* "reported="'date' >> SFAN LOGFILE &

The following output is from the previous example:

NODE VERSION=1.0 host=sun880-2 status=nodedown reason=
timestamp=08-0ct-2004 04:02:14 reported=Fri Oct 8 04:02:14 PDT 2004

A FAN record matches the database signature of each session, as shown in Table 2-5. Use
this information to take actions on sessions that match the FAN event data.

# See Also:

Table 2-4 for information about the callout and event details

2.1.7.2.5 Oracle Clients That Are Integrated with Fast Application Notification

Oracle has integrated FAN with many of the common Oracle client drivers that are used to
connect to Oracle Restart databases. Therefore, the easiest way to use FAN is to use an
integrated Oracle Client.

You can use the CMAN session pools, Oracle Call Interface, Universal Connection Pool for
Java, JDBC simplefan API, and ODP.NET connection pools. The overall goal is to enable
applications to consistently obtain connections to the available primary database at anytime.

# See Also:

"Automating the Failover of Connections Between Primary and Standby Databases"

2.2 Configuring Oracle Restart

ORACLE

To configure Oracle Restart, you can add components, remove components, or modify options
for components.

e About Configuring Oracle Restart
If you install Oracle Restart by installing the Oracle Grid Infrastructure for Standalone
Servers and then create your database, the database is automatically added to the Oracle
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Restart configuration, and is then automatically restarted when required. However, if you
install Oracle Restart on a host computer on which a database already exists, you must
manually add the database, the listener, the Oracle Automatic Storage Management
(Oracle ASM) instance, and possibly other components to the Oracle Restart configuration.

Preparing to Run SRVCTL

Many Oracle Restart tasks require that you run the SRVCTL utility. You must ensure that
you run SRVCTL from the correct Oracle home, and that you log in to the host computer
with the correct user account.

Obtaining Help for SRVCTL
Online help is available for the SRVCTL utility.

Adding Components to the Oracle Restart Configuration

In most cases, creating an Oracle component on a host that is running Oracle Restart
automatically adds the component to the Oracle Restart configuration. However, in some
cases, you must add components manually.

Removing Components from the Oracle Restart Configuration
When you use an Oracle-recommended method to delete an Oracle component, the
component is also automatically removed from the Oracle Restart configuration.

Disabling and Enabling Oracle Restart Management for a Component

You can temporarily disable Oracle Restart management for a component. One reason to
do this is when you are performing maintenance on the component. For example, if a
component must be repaired, then you might not want it to be automatically restarted if it
fails or if the host computer is restarted. When maintenance is complete, you can reenable
management for the component.

Viewing Component Status

You can use SRVCTL to view the running status (running or not running) for any
component managed by Oracle Restart. For some components, additional information is
also displayed.

Viewing the Oracle Restart Configuration for a Component

You can use SRVCTL to view the Oracle Restart configuration for any component. Oracle
Restart maintains different configuration information for each component type. In one form
of the SRVCTL command, you can obtain a list of components managed by Oracle
Restart.

Modifying the Oracle Restart Configuration for a Component

You can use SRVCTL to modify the Oracle Restart configuration of a component. For
example, you can modify the port number that a listener listens on when Oracle Restart
starts it, or the server parameter file (SPFILE) that Oracle Restart points to when it starts a
database.

Managing Environment Variables in the Oracle Restart Configuration
The Oracle Restart configuration can store name/value pairs for environment variables.

Creating and Deleting Database Services with SRVCTL

When managing a database with Oracle Restart, Oracle recommends that you use
SRVCTL to create and delete database services. When you use SRVCTL to add a
database service, the service is automatically added to the Oracle Restart configuration
and a dependency between the service and the database is established. Thus, if you start
the service, Oracle Restart first starts the database if it is not started.

Enabling FAN Events in an Oracle Restart Environment

To enable Oracle Restart to publish Fast Application Notification (FAN) events, you must
create an Oracle Notification Services (ONS) network that includes the Oracle Restart
servers and the integrated clients.
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e Automating the Failover of Connections Between Primary and Standby Databases

In a configuration that uses Oracle Restart and Oracle Data Guard primary and standby
databases, the database services fail over automatically from the primary to the standby
during either a switchover or failover.

* Enabling Clients for Fast Connection Failover

Fast Connection Failover provides high availability to Fast Application Notification (FAN)
integrated clients, such as clients that use JDBC, OCI, or ODP.NET. If you configure the
client to use fast connection failover, then the client automatically subscribes to FAN
events and can react to database UP and DOWN events. In response, Oracle Database
gives the client a connection to an active instance that provides the requested database
service.

2.2.1 About Configuring Oracle Restart

If you install Oracle Restart by installing the Oracle Grid Infrastructure for Standalone Servers
and then create your database, the database is automatically added to the Oracle Restart
configuration, and is then automatically restarted when required. However, if you install Oracle
Restart on a host computer on which a database already exists, you must manually add the
database, the listener, the Oracle Automatic Storage Management (Oracle ASM) instance, and
possibly other components to the Oracle Restart configuration.

After configuring Oracle Restart to manage your database, you may want to:

* Add additional components to the Oracle Restart configuration.
* Remove components from the Oracle Restart configuration.
* Temporarily suspend Oracle Restart management for one or more components.

* Modify the Oracle Restart configuration options for an individual component.

# See Also:

"About Oracle Restart"

2.2.2 Preparing to Run SRVCTL

ORACLE

Many Oracle Restart tasks require that you run the SRVCTL utility. You must ensure that you
run SRVCTL from the correct Oracle home, and that you log in to the host computer with the
correct user account.

Table 2-6 lists the components that you can configure with SRVCTL, and for each component,
lists the Oracle home from which you must run SRVCTL.

Table 2-6 Determining the Oracle Home from which to Start SRVCTL

|
Component Being Configured Oracle Home from which to Start SRVCTL

Database, database service Database home

Oracle ASM instance, disk group, listener, ONS Oracle Grid Infrastructure home

1 Assumes the listener was started from the Oracle Grid Infrastructure home. If you installed Oracle Restart for an
existing database, the listener may have been started from the database home, in which case you start SRVCTL
from the database home.

2-13



Chapter 2
Configuring Oracle Restart

To prepare to run SRVCTL.:

1. Use Table 2-6 to determine the Oracle home from which you must run SRVCTL.

2. If you intend to run a SRVCTL command that modifies the Oracle Restart configuration
(add, remove, enable, disable, and so on), then do one of the following:

e On UNIX and Linux, log in to the database host computer as the user who installed the
Oracle home that you determined in Step 1.

e On Windows, log in to the database host computer as an Administrator.
Otherwise, log in to the host computer as any user.
3. Open the command window that you will use to enter the SRVCTL commands.

To enter commands, you might need to ensure that the SRVCTL program is in your PATH
environment variable. Otherwise, you can enter the absolute path to the program.

2.2.3 Obtaining Help for SRVCTL

ORACLE

Online help is available for the SRVCTL utility.
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

2. Enter the following command:
srvctl
For more detailed help, enter the following command:

srvctl -help

For detailed help on a particular command, enter:

srvctl command -help

For example, to obtain help for the add command and the different options for each component
type, enter:

srvctl add -help

For detailed help on a particular command for a particular component type, enter:

srvctl command object -help

For example, to obtain help about adding a database service, enter the following command:

srvctl add service -help

See "SRVCTL Command Reference for Oracle Restart" for a list of SRVCTL commands and
Table 2-7 for a list of components.

Starting with Oracle Database 12c, single-letter parameters are deprecated in favor of keyword
parameters. To support backward compatibility, you can use a mix of single-letter parameters
and new keyword parameters. The help shows the keyword parameters by default, but you can
obtain the single-letter equivalents, where applicable, by adding the -compatible parameter
after the -help parameter.

For example, to obtain help about adding a database service that includes the single-letter
equivalents, enter the following command:

srvctl add service -help -compatible
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The single-letter equivalents appear in parentheses next to the keyword parameters.
Parameters that are new in Oracle Database 12¢ and later do not have single-letter
equivalents.

2.2.4 Adding Components to the Oracle Restart Configuration

ORACLE

In most cases, creating an Oracle component on a host that is running Oracle Restart
automatically adds the component to the Oracle Restart configuration. However, in some
cases, you must add components manually.

(See Table 2-2.) The component is then automatically restarted when required.

The following are occasions when you must manually add components to the Oracle Restart
configuration with SRVCTL:

* You install Oracle Restart after creating the database.

* You create an additional Oracle database on the same host computer using the CREATE
DATABASE SQL statement.

*  You create a database service with DBMS SERVICE.CREATE SERVICE package procedure.
(The recommended way is to use SRVCTL.)

# Note:

Adding a component to the Oracle Restart configuration is also referred to as
"registering a component with Oracle Restart."

Adding a component to the Oracle Restart configuration does not start that component. You
must use a srvctl start command to start it.

When you add a component to the Oracle Restart configuration with SRVCTL, you can specify
optional configuration settings for the component.

To add a component to the Oracle Restart configuration with SRVCTL:
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

2. Enter the following command:

srvctl add object options

where object is one of the components listed in Table 2-7. See the SRVCTL add
command for available options for each component.

Example 2-1 Adding a Database

This example adds a database with a DB UNIQUE NAME of dbcrm. The mandatory -oraclehome
option specifies the Oracle home location.

srvctl add database -db dbcrm -oraclehome /u0l/app/oracle/product/
database release number/dbhome 1

Example 2-2 Adding a Database Service

For the database with the DB_UNIQUE NAME of dbcrm, this example both creates a new database
service named crmbatch and adds it to the Oracle Restart configuration.

srvctl add service -db dbcrm -service crmbatch
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See "Creating and Deleting Database Services with SRVCTL" for more examples.
Example 2-3 Adding the Default Listener

This example adds the default listener to the Oracle Restart configuration.

srvctl add listener

# Note:

When you install a database or manually add a database to the Oracle Restart
configuration, and you have a separate Oracle Grid Infrastructure installation owner
user, then you must also add the grid user as a member of the 0SRACDBA group of
that database to enable Oracle Grid Infrastructure components to connect to the
database. This is because the Oracle Grid Infrastructure components must be able to
connect to the database as SYSRAC to start and stop the database.

For example, if the host user who installed the Oracle Grid Infrastructure home is
named grid and the 0OSRACDBA group of the Oracle home is named racdba, then user
grid must be a member of the racdba group.

# See Also:

e "Starting and Stopping Components Managed by Oracle Restart"
e "Operating System Groups"

e« "SRVCTL Command Reference for Oracle Restart"

2.2.5 Removing Components from the Oracle Restart Configuration

ORACLE

When you use an Oracle-recommended method to delete an Oracle component, the
component is also automatically removed from the Oracle Restart configuration.

For example, if you use Database Configuration Assistant (DBCA) to delete a database, DBCA
removes the database from the Oracle Restart configuration. Likewise, if you use Oracle Net
Configuration Assistant (NETCA) to delete a listener, NETCA removes the listener from the
Oracle Restart configuration. See Table 2-3 for more examples. If you use a non-
recommended or manual method to delete an Oracle component, you must first use SRVCTL
to remove the component from the Oracle Restart configuration. Failing to do so could result in
an error.

To remove a component from the Oracle Restart configuration:

1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Enter the following command:

srvctl remove object [options]

where object is one of the components listed in Table 2-7. See the SRVCTL remove
command for available options for each component.
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Example 2-4 Removing a Database
This example removes a database with a DB UNIQUE NAME of dbcrm.

srvctl remove database -db dbcrm

# See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.6 Disabling and Enabling Oracle Restart Management for a Component

ORACLE

You can temporarily disable Oracle Restart management for a component. One reason to do
this is when you are performing maintenance on the component. For example, if a component
must be repaired, then you might not want it to be automatically restarted if it fails or if the host
computer is restarted. When maintenance is complete, you can reenable management for the
component.

When you disable a component:
« Itis no longer automatically restarted.
e Itis no longer automatically started through a dependency.
* It cannot be started with SRVCTL.
* Any component dependent on this resource is no longer automatically started or restarted.
To disable or enable automatic restart for a component:
1. Prepare to run SRVCTL, as described in "Preparing to Run SRVCTL".
2. Do one of the following:
* To disable a component, enter the following command:
srvctl disable object [options]
* To enable a component, enter the following command:
srvctl enable object [options]

Replace object with one of the components listed in Table 2-7. See the SRVCTL disable
command and the enable command for available options for each component.

Example 2-5 Disabling Automatic Restart for a Database

This example disables automatic restart for a database with a DB_UNIQUE NAME of dbcrm.
srvctl disable database -db dbcrm

Example 2-6 Disabling Automatic Restart for an Oracle ASM Disk Group

This example disables automatic restart for the Oracle ASM disk group named recovery.
srvctl disable diskgroup -diskgroup recovery

Example 2-7 Enabling Automatic Restart for an Oracle ASM Disk Group

This example reenables automatic restart for the disk group recovery.

srvctl enable diskgroup -diskgroup recovery
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¢ See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.7 Viewing Component Status

You can use SRVCTL to view the running status (running or not running) for any component
managed by Oracle Restart. For some components, additional information is also displayed.

To view component status:

1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Enter the following command:

srvctl status object [options]

where object is one of the components listed in Table 2-7. See the SRVCTL status
command for available options for each component.

Example 2-8 Viewing Status of a Database
This example displays the status of the database with a DB UNIQUE NAME of dbcrm.

srvctl status database -db dbcrm

Database is running.

¢ See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.8 Viewing the Oracle Restart Configuration for a Component

ORACLE

You can use SRVCTL to view the Oracle Restart configuration for any component. Oracle
Restart maintains different configuration information for each component type. In one form of
the SRVCTL command, you can obtain a list of components managed by Oracle Restart.

To view component configuration:

1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Enter the following command:

srvctl config object options

where object is one of the components listed in Table 2-7. See the SRVCTL config
command for available options for each component.

Example 2-9 Viewing a List of All Databases Managed by Oracle Restart

srvctl config database
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Example 2-10 Viewing the Configuration of a Particular Database
This example displays the configuration of the database with a DB UNIQUE NAME of orcl.

srvctl config database -db orcl

Database unique name: orcl
Database name: orcl

Oracle home: /u0l/app/oracle/product/database release number/dbhome 1
Oracle user: oracle

Spfile: +DATA/orcl/spfileorcl.ora
Domain: us.example.com

Start options: open

Stop options: immediate

Database role:

Management policy: automatic

Disk Groups: DATA

Services: mfg,sales

# See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.9 Modifying the Oracle Restart Configuration for a Component

You can use SRVCTL to modify the Oracle Restart configuration of a component. For example,
you can modify the port number that a listener listens on when Oracle Restart starts it, or the
server parameter file (SPFILE) that Oracle Restart points to when it starts a database.

To modify the Oracle Restart configuration for a component:
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

2. Enter the following command:
srvctl modify object options
where object is one of the components listed in Table 2-7. See the SRVCTL modify
command for available options for each component.

Example 2-11 Modifying the Oracle Restart Configuration for a Database

For the database with a DB _UNIQUE NAME of dbcrm, the following command changes the
management policy to MANUAL and the start option to NOMOUNT.

srvctl modify database -db dbcrm -policy MANUAL -startoption NOMOUNT
With a MANUAL management policy, the database is never automatically started when the

database host computer is restarted. However, Oracle Restart continues to monitor the
database and restarts it if a failure occurs.
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# See Also:

e "Viewing the Oracle Restart Configuration for a Component"

e« "SRVCTL Command Reference for Oracle Restart"

2.2.10 Managing Environment Variables in the Oracle Restart Configuration

The Oracle Restart configuration can store name/value pairs for environment variables.

e About Environment Variables in the Oracle Restart Configuration
You can set environment variable values in the Oracle Restart configuration.

e Setting and Unsetting Environment Variables
You use SRVCTL to set and unset environment variable values in the Oracle Restart
configuration for a component.

e Viewing Environment Variables
You use SRVCTL to view the values of environment variables in the Oracle Restart
configuration for a component.

2.2.10.1 About Environment Variables in the Oracle Restart Configuration

You can set environment variable values in the Oracle Restart configuration.

If you typically set environment variables (other than ORACLE HOME and ORACLE SID) before
starting your Oracle database, then you can set these environment variable values in the
Oracle Restart configuration. You can store any number environment variables in the individual
configurations of the following components:

« Database instance
e Listener
* Oracle ASM instance

When Oracle Restart starts one of these components, it first sets environment variables for
that component to the values stored in the component configuration. Although you can set
environment variables that are used by Oracle components in this manner, this capability is
primarily intended for operating system environment variables.

The following sections provide instructions for setting, unsetting, and viewing environment
variables:

e Setting and Unsetting Environment Variables

* Viewing Environment Variables

# Note:

Do not use this facility to set standard environment variables like ORACLE_HOME and
ORACLE_SID; these are set automatically by Oracle Restart.
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2.2.10.2 Setting and Unsetting Environment Variables

You use SRVCTL to set and unset environment variable values in the Oracle Restart
configuration for a component.

To set or unset environment variables in the configuration:
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Do one of the following:
* To set an environment variable in the configuration, enter the following command:
srvctl setenv {asm|database|listener} options

* To remove an environment variable from the configuration, enter the following
command:

srvctl unsetenv {asm|databasel|listener} options

See the SRVCTL setenv command and the unsetenv command for available options for
each component.

Example 2-12 Setting Database Environment Variables

This example sets the NLS_LANG and the AIX AIXTHREAD SCOPE environment variables in the
Oracle Restart configuration for the database with a DB_UNIQUE NAME of dbcrm:

srvctl setenv database -db dbcrm -envs "NLS LANG=AMERICAN AMERICA.AL32UTF8,
AIXTHREAD SCOPE=S"

# See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.10.3 Viewing Environment Variables

ORACLE

You use SRVCTL to view the values of environment variables in the Oracle Restart
configuration for a component.

To view environment variable values in the configuration:

1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Enter the following command:

srvctl getenv {databasel|listener|asm} options
See the SRVCTL getenv command for available options for each component.
Example 2-13 Viewing All Environment Variables for a Database

This example gets and displays the environment variables in the Oracle Restart configuration
for the database with a DB UNIQUE NAME of dbcrm:

srvctl getenv database -db dbcrm

dbcrm:
NLS LANG=AMERICAN AMERICA
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AIXTHREAD SCOPE=S
GCONF_LOCAL LOCKS=1

Example 2-14 Viewing Specific Environment Variables for a Database

This example gets and displays the NLS_LANG and AIXTHREAD SCOPE environment variables
from the Oracle Restart configuration for the same database:

srvctl getenv database -db dbcrm -envs "NLS LANG,AIXTHREAD SCOPE"
dbcrm:

NLS LANG=AMERICAN AMERICA
AIXTHREAD SCOPE=S

# See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.11 Creating and Deleting Database Services with SRVCTL

ORACLE

When managing a database with Oracle Restart, Oracle recommends that you use SRVCTL to
create and delete database services. When you use SRVCTL to add a database service, the
service is automatically added to the Oracle Restart configuration and a dependency between
the service and the database is established. Thus, if you start the service, Oracle Restart first
starts the database if it is not started.

When you use SRVCTL to delete a database service, the service is also removed from the
Oracle Restart configuration.

To create a database service with SRVCTL.:
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

2. Enter the following command:

srvctl add service -db db unique name -service service name [options]

The database service is created and added to the Oracle Restart configuration. See the
srvctl add service command for available options.

To delete a database service with SRVCTL.:
1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Enter the following command:

srvctl remove service -db db unique name -service service name [-force]

The database service is removed from the Oracle Restart configuration. If the -force flag
is present, the service is removed even if it is still running. Without this flag, an error occurs
if the service is running.

Example 2-15 Creating a Database Service

For the database with the DB_UNIQUE NAME of dbcrm, this example creates a new database
service named crmbatch.

srvctl add service -db dbcrm -service crmbatch
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Example 2-16 Creating a Role-Based Database Service

This example creates the crmbatch database service and assigns it the Data Guard role of
PHYSICAL STANDBY. The service is automatically started only if the current role of the dbcrm
database is physical standby.

srvctl add service -db dbcrm -service crmbatch -role PHYSICAL STANDBY

¢ See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.12 Enabling FAN Events in an Oracle Restart Environment

To enable Oracle Restart to publish Fast Application Notification (FAN) events, you must create
an Oracle Notification Services (ONS) network that includes the Oracle Restart servers and the
integrated clients.

These clients can include Oracle Connection Manager (CMAN), Java Database Connectivity
(JDBC), and Universal Connection Pool (UCP) clients. If you are using Oracle Call Interface or
ODP.NET clients, then you must enable Oracle Advanced Queuing (AQ) HA notifications for
your services. In addition, ONS must be running on the server.

To enable FAN events in an Oracle Restart environment:

1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

2. Add the database to the Oracle Restart Configuration if it is not already managed by
Oracle Restart. See "Adding Components to the Oracle Restart Configuration".

3. Add ONS to the configuration:

srvctl add ons

ONS is disabled when it is added.
4. Enable ONS:
srvctl enable ons
5. Start ONS:
srvctl start ons
6. Add the service to the Oracle Restart Configuration.

For Oracle Call Interface and ODP.NET clients, ensure that the -notification option is
set to TRUE to enable the database queue.

See "Creating and Deleting Database Services with SRVCTL".

7. Enable each client for fast connection failover. See "Enabling Clients for Fast Connection
Failover".
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# See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.13 Automating the Failover of Connections Between Primary and
Standby Databases

In a configuration that uses Oracle Restart and Oracle Data Guard primary and standby
databases, the database services fail over automatically from the primary to the standby during
either a switchover or failover.

You can use Oracle Notification Services (ONS) to immediately notify clients of the failover of
services between the primary and standby databases. The Oracle Data Guard Broker uses
Fast Application Notification (FAN) to send natifications to clients when a failover occurs.
Integrated Oracle clients automatically failover connections and applications can mask the
failure from end-users.

To automate connection failover, you must create an ONS network that includes the Oracle
Restart servers and the integrated clients (CMAN, listener, JDBC, and UCP). If you are using
Oracle Call Interface or ODP.NET clients, you must enable the Oracle Advanced Queuing
gueue. The database and the services must be managed by Oracle Restart and the Oracle
Data Guard Broker to automate the failover of services.

To automate the failover of services between primary and standby databases:

1. Configure the primary and standby database with the Oracle Data Guard Broker. See
Oracle Data Guard Broker.

2. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

3. Add the primary database to the Oracle Restart configuration on the primary server if it has
not been added. Ensure that you specify PRIMARY for the database role. See "Adding
Components to the Oracle Restart Configuration”.

4. Add the standby database to the Oracle Restart configuration on the standby server if it
has not been added. Ensure that you specify the appropriate standby database role.

5. Enable FAN events on both the primary database server and the standby database server.
"Enabling FAN Events in an Oracle Restart Environment".

6. Add the services that clients will use to connect to the databases to the Oracle Restart
configuration on the primary database and the standby database. When you add a service,
ensure that:

e The -role option is set to the proper role for each service

e The -notification option is set to TRUE if you are using ODP.NET or Oracle Call
Interface

See "Creating and Deleting Database Services with SRVCTL".

7. Enable each client for fast connection failover. See "Enabling Clients for Fast Connection
Failover".
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# See Also:

"SRVCTL Command Reference for Oracle Restart"

2.2.14 Enabling Clients for Fast Connection Failover

Fast Connection Failover provides high availability to Fast Application Notification (FAN)
integrated clients, such as clients that use JDBC, OCI, or ODP.NET. If you configure the client
to use fast connection failover, then the client automatically subscribes to FAN events and can
react to database UP and DOWN events. In response, Oracle Database gives the client a
connection to an active instance that provides the requested database service.

e About Enabling Clients for Fast Connection Failover
In a configuration with a standby database, after you have added Oracle Notification
Services (ONS) to your Oracle Restart configurations and enabled Oracle Advanced
Queuing (AQ) HA natifications for your services, you can enable clients for fast connection
failover.

e Enabling Fast Connection Failover for JDBC Clients
Enabling FAN for the Oracle Universal Connection Pool enables Fast Connection Failover
(FCF) for the client. Your application can use either thick or thin JDBC clients to use FCF.

e Enabling Fast Connection Failover for Oracle Call Interface Clients
Oracle Call Interface clients can enable Fast Connection Failover (FCF) by registering to
receive notifications about Oracle Restart high availability FAN events and respond when
events occur.

e Enabling Fast Connection Failover for ODP.NET Clients
Oracle Data Provider for .NET (ODP.NET) connection pools can subscribe to notifications
that indicate when services are down. After a DOWN event, Oracle Database cleans up
sessions in the connection pool that go to the instance that stops, and ODP.NET
proactively disposes connections that are no longer valid.

2.2.14.1 About Enabling Clients for Fast Connection Failover

In a configuration with a standby database, after you have added Oracle Notification Services
(ONS) to your Oracle Restart configurations and enabled Oracle Advanced Queuing (AQ) HA
notifications for your services, you can enable clients for fast connection failover.

The clients receive Fast Application Notification (FAN) events and can relocate connections to
the current primary database after an Oracle Data Guard failover. See "Automating the
Failover of Connections Between Primary and Standby Databases" for information about
adding ONS.

For databases with no standby database configured, you can still configure the client FAN
events. When there is a failure, you can configure the client to retry the connection to the
database. Since Oracle Restart will restart the failed database, the client can reconnect when
the database restarts. Ensure that you program the appropriate delay and retries on the
connection string, as illustrated in the examples in this section.
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2.2.14.2 Enabling Fast Connection Failover for JDBC Clients

ORACLE

Enabling FAN for the Oracle Universal Connection Pool enables Fast Connection Failover
(FCF) for the client. Your application can use either thick or thin JDBC clients to use FCF.

To configure the JDBC client, set the FastConnectionFailoverEnabled property before making
the first getConnection () request to a data source. When you enable Fast Connection
Failover, the failover applies to every connection in the connection cache. If your application
explicitly creates a connection cache using the Connection Cache Manager, then you must first
set FastConnectionFailoverEnabled

This section describes how to enable FCF for JDBC with the Universal Connection Pool. For
thick JDBC clients, if you enable Fast Connection Failover, do not enable Transparent
Application Failover (TAF), either on the client or for the service. Enabling FCF with thin or thick
JDBC clients enables the connection pool to receive and react to all FAN events.

To enable Fast Connection Failover for JDBC clients:

1. On a cache enabled DataSource, set the DataSource property
FastConnectionFailoverEnabled to true as in the following example to enable FAN for

the Oracle JDBC Implicit Connection Cache:

PoolDataSource pds = PoolDataSourceFactory.getPoolDataSource();
pds.setONSConfiguration ("nodes=primaryhost:6200, standbyhost:6200");
pds.setFastConnectionFailoverEnabled (true);
pds.setURL ("jdbc:oracle:thin:@ (DESCRIPTION=

(LOAD BALANCE=o0n)

(ADDRESS= (PROTOCOL=TCP) (HOST=primaryhost) (PORT=1521))

(ADDRESS= (PROTOCOL=TCP) (HOST=standbyhost) (PORT=1521))

(CONNECT DATA=(service name=service name)))");

In this example, primaryhost is the server for the primary database, and standbyhost is
the server for the standby database.

Applications must have both ucp.jar and ons.jar in their CLASSPATH.

# Note:

Use the following system property to enable FAN without making data source
changes: -D oracle.jdbc.FastConnectionFailover=true.

2. When you start the application, ensure that the ons.jar file is located on the application
CLASSPATH. The ons.jar file is part of the Oracle client installation.

¢ See Also:

e Oracle Database JDBC Developer's Guide

e Oracle Universal Connection Pool Developer’s Guide
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2.2.14.3 Enabling Fast Connection Failover for Oracle Call Interface Clients

ORACLE

Oracle Call Interface clients can enable Fast Connection Failover (FCF) by registering to
receive notifications about Oracle Restart high availability FAN events and respond when
events occur.

This improves the session failover response time in Oracle Call Interface and removes
terminated connections from connection and session pools. This feature works on Oracle Call
Interface applications, including those that use Transparent Application Failover (TAF),
connection pools, or session pools.

First, you must enable a service for high availability events to automatically populate the
Advanced Queuing ALERT QUEUE. If your application is using TAF, then enable the TAF settings
for the service. Configure client applications to connect to an Oracle Restart database. Clients
can register callbacks that are used whenever an event occurs. This reduces the time that it
takes to detect a connection failure.

During DOWN event processing, Oracle Call Interface:

¢ Terminates affected connections at the client and returns an error

* Removes connections from the Oracle Call Interface connection pool and the Oracle Call
Interface session pool

The session pool maps each session to a physical connection in the connection pool, and
there can be multiple sessions for each connection.

e Fails over the connection if you have configured TAF

If TAF is not configured, then the client only receives an error.

< Note:

Oracle Call Interface does not manage UP events.

To Enable Fast Connection Failover for an Oracle Call Interface client:

1. Ensure that the service that you are using has Advanced Queuing notifications enabled by
setting the services' values using the SRVCTL modify command. For example:

srvctl modify service -db proddb -service gl.us.example.com -notification
true -role primary -failovertype select -failovermethod basic -failoverretry 5
-failoverdelay 180 -clbgoal long

2. Enable 0CI_EVENTS at environment creation time on the client as follows:
( OCIEnvCreate(...) )

3. Link client applications with the client thread or operating system library.

4. (Optional) Register a client EVENT callback.

5. Ensure that the client uses an Oracle Net connect descriptor that includes all primary and
standby hosts in the ADDRESS_LIST. For example:

gl =
(DESCRIPTION =
(CONNECT TIMEOUT=10) (RETRY COUNT=3)
(ADDRESS_LIST =
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(ADDRESS = (PROTOCOL = TCP) (HOST = BOSTON1) (PORT = 1521)
(ADDRESS = (PROTOCOL = TCP) (HOST = CHICAGO1) (PORT = 1521)
(LOAD BALANCE = yes)

)
(CONNECT DATA=
(SERVICE NAME=gl.us.example.com)))

To see the alert information, query the views DBA OUTSTANDING ALERTS and
DBA ALERT HISTORY.

# See Also:

e Oracle Call Interface Programmer's Guide

e Oracle Database Net Services Administrator's Guide for information about
configuring TAF

2.2.14.4 Enabling Fast Connection Failover for ODP.NET Clients

Oracle Data Provider for .NET (ODP.NET) connection pools can subscribe to notifications that
indicate when services are down. After a DOWN event, Oracle Database cleans up sessions in
the connection pool that go to the instance that stops, and ODP.NET proactively disposes
connections that are no longer valid.

All three ODP.NET providers (core, managed, and unmanaged) support FCF.
To enable Fast Connection Failover for ODP.NET clients:

1. Enable Fast Application Notification (FAN) by using SRVCTL modify service command,
as in the following example:

srvctl modify service -db dbname -service gl -notification true

2. Enable Fast Connection Failover for ODP.NET connection pools by subscribing to FAN
high availability events. Set the HA Events connection string attribute to true at connection
time. In newer ODP.NET versions, HA Events is set to true by default. The pooling attribute
must be set to true, which is the default. The following example illustrates these settings,
where user name is the name of the user and password is the user password:

// C¥

using System;

using Oracle.ManagedDataAccess.Client;
//using Oracle.DataAccess.Client;

class HAEventEnablingSample
{

static void Main ()

{

OracleConnection con = new OracleConnection();

// Open a connection using ConnectionString attributes

// Also, enable "load balancing"

con.ConnectionString =
"User Id=user name;Password=password;Data Source=oracle;" +
"Min Pool Size=10;Connection Lifetime=120;Connection Timeout=60;" +
"HA Events=true;Incr Pool Size=5;Decr Pool Size=2";
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con.Open();
// Create more connections and perform work against the database here.

// Dispose OracleConnection object
con.Dispose();
}
}

Ensure that the client uses an Oracle Net connect descriptor that includes all primary and
standby hosts in the ADDRESS LIST. For example:

gl =
(DESCRIPTION =
(CONNECT_TIMEOUTZlO)(RETRY_COUNT:3)
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL
(ADDRESS = (PROTOCOL
(LOAD_BALANCE = yes)

BOSTON1) (PORT = 1521))
CHICAGOL) (PORT = 1521))

TCP) (HOST
TCP) (HOST

)
(CONNECT DATA=
(SERVICE NAME=gl.us.example.com))
)
)

# See Also:

e Oracle Data Provider for .NET Developer's Guide for Microsoft Windows for
information about ODP.NET

e« "SRVCTL Command Reference for Oracle Restart"

2.3 Starting and Stopping Components Managed by Oracle

Restart

ORACLE

When Oracle Restart is in use, Oracle strongly recommends that you use the SRVCTL utility to
start and stop components.

Use the SRVCTL utility to start and stop components for the following reasons:

When starting a component with SRVCTL, Oracle Restart can first start any components
on which this component depends. When stopping a component with SRVCTL, Oracle
Restart can stop any dependent components first.

SRVCTL always starts a component according to its Oracle Restart configuration. Starting
a component by other means may not.

For example, if you specified a server parameter file (SPFILE) location when you added a
database to the Oracle Restart configuration, and that location is not the default location
for SPFILEs, if you start the database with SQL*Plus, the SPFILE specified in the
configuration may not be used.

See the srvctl add database command for a table of configuration options for a database
instance.
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*  When you start a component with SRVCTL, environment variables stored in the Oracle
Restart configuration for the component are set.

See "Managing Environment Variables in the Oracle Restart Configuration" for more
information.

You can start and stop any component managed by Oracle Restart with SRVCTL.
To start or stop a component managed by Oracle Restart with SRVCTL:

1. Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".
2. Do one of the following:
* To start a component, enter the following command:
srvctl start object [options]
* To stop a component, enter the following command:
srvctl stop object [options]

where object is one of the components listed in Table 2-7. See the SRVCTL start
command and the stop command for available options for each component.

Example 2-17 Starting a Database
This example starts the database with a DB UNIQUE NAME of dbcrm:

srvctl start database -db dbcrm

Example 2-18 Starting a Database NOMOUNT

This example starts the database instance without mounting the database:
srvctl start database -db dbcrm -startoption nomount

Example 2-19 Starting the Default Listener

This example starts the default listener:

srvctl start listener

Example 2-20 Starting a Specified Listener
This example starts the listener named crmlistener:

srvctl start listener -listener crmlistener

Example 2-21 Starting Database Services

This example starts the database services bizdev and support for the database with a
DB UNIQUE NAME of docrm. If the database is not started, Oracle Restart first starts the
database.

srvctl start service -db dbcrm -service "bizdev, support"
Example 2-22 Starting (Mounting) Oracle ASM Disk Groups

This example starts (mounts) the Oracle ASM disk groups data and recovery. The user
running this command must be a member of the OSASM group.

srvctl start diskgroup -diskgroup "data,recovery"
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Example 2-23 Shutting Down a Database

This example stops (shuts down) the database with a DB UNIQUE NAME of dbcrm. Because a
stop option (-stopoption) is not provided, the database shuts down according to the stop
option in its Oracle Restart configuration. The default stop option is IMMEDIATE.

srvctl stop database -db dbcrm

Example 2-24 Shutting Down a Database with the ABORT option
This example does a SHUTDOWN ABORT of the database with a DB UNIQUE NAME of dbcrm.

srvctl stop database -db dbcrm -stopoption abort

# Note:

After relinking Oracle executables, use the SRVCTL utility to start and stop
components when Oracle Restart is in use. Typically, relinking Oracle executables is
required on a Linux or UNIX-based operating system after you apply an operating
system patch or after an operating system upgrade. See Oracle Database
Administrator's Reference for Linux and UNIX-Based Operating Systems for more
information about relinking.

If you use SQL*Plus to start and stop components, then you must first run the
setasmgidwrap script after relinking. See Oracle Database Upgrade Guide for
information about running this script.

¢ See Also:

The SRVCTL start command

2.4 Stopping and Restarting Oracle Restart for Maintenance
Operations

ORACLE

When several components in an Oracle home are managed by Oracle Restart, you can stop
Oracle Restart and the components managed by Oracle Restart in the Oracle home.

You can also disable Oracle Restart so that it is not restarted if the node reboots. You might
need to do this when you are performing maintenance that includes the Oracle home, such as
installing a patch. When the maintenance operation is complete, you can enable and restart
Oracle Restart, and you can restart the components managed by Oracle Restart in the Oracle
home.

Use both the SRVCTL utility and the CRSCTL utility for the stop and start operations:

e The stop home SRVCTL command stops all of the components that are managed by
Oracle Restart in the specified Oracle home. The start home SRVCTL command starts
these components. The Oracle home can be an Oracle Database home or an Oracle Grid
Infrastructure home.
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When you use the home object, a state file, specified in the -statefile option, tracks the
state of each component. The stop and status commands create the state file. The start
command uses the state file to identify the components to restart.

In addition, you can check the status of the components managed by Oracle Restart using
the status home command.

The stop CRSCTL command stops Oracle Restart, and the disable CRSCTL command
ensures that the components managed by Oracle Restart do not restart automatically. The
enable CRSCTL command enables automatic restart and the start CRSCTL command
restarts Oracle Restart.

To stop and start the components in an Oracle home while installing a patch:

Prepare to run SRVCTL as described in "Preparing to Run SRVCTL".

Use the SRVCTL utility to stop the components managed by Oracle Restart in an Oracle
home:

srvctl stop home -oraclehome oracle home -statefile state file [-stopoption
stop options] [-force]

where oracle home is the complete path of the Oracle home and state fileis the
complete path to the state file. State information for the Oracle home is recorded in the
specified state file. Make a note of the state file location because it must be specified in
Step 7.

Before stopping the components in an Oracle Grid Infrastructure home, ensure that you
first stop the components in a dependent Oracle Database home.

If you are patching an Oracle Grid Infrastructure home, then disable and stop Oracle
Restart. Otherwise, go to Step 4.

To disable and stop Oracle Restart, use the CRSCTL utility to run the following commands:

crsctl disable has

crsctl stop has
Perform the maintenance operation.

Use the CRSCTL utility to enable automatic restart of the components managed by Oracle
Restart:

crsctl enable has

Use the CRSCTL utility to start Oracle Restart:

crsctl start has

Use the SRVCTL utility to start the components that were stopped in Step 2:

srvctl start home -oraclehome oracle home -statefile state file

The state file must match the state file specified in Step 2.

(Optional) Use the SRVCTL utility to check the status of the components managed by
Oracle Restart in the Oracle home:

srvctl status home -oraclehome oracle home -statefile state file

Example 2-25 Stopping Components Managed by Oracle Restart in an Oracle Home

srvctl stop home -oraclehome /u0l/app/oracle/product/database release number/dbhome 1 -
statefile /usrl/or state
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Example 2-26 Starting Components Managed by Oracle Restart in an Oracle Home

srvctl start home -oraclehome /ul0l/app/oracle/product/database release number/dbhome 1 -
statefile /usrl/or_state

Example 2-27 Displaying the Status of Components Managed by Oracle Restart in an
Oracle Home

srvctl status home -oraclehome /u0l/app/oracle/product/database release number/dbhome 1 -
statefile /usrl/or state

# See Also:

e The srvctl stop home command
e The srvctl status home command
e The srvctl start home command
¢ "CRSCTL Command Reference"

2.5 SRVCTL Command Reference for Oracle Restart

ORACLE

You can reference details about the syntax and options for SRVCTL commands specific to
Oracle Restart.

See Oracle Real Application Clusters Administration and Deployment Guide for the full list of
SRVCTL commands.

SRVCTL Command Syntax and Options Overview

SRVCTL expects the following command syntax:

srvctl command object options

where:

*  command is a verb such as start, stop, Of remove.

* object is the component on which SRVCTL performs the command, such as database,
listener, and so on. You can also use component abbreviations. See Table 2-7 for a
complete list of components and their abbreviations.

e options extend the use of a preceding command combination to include additional
parameters for the command. For example, the -db option indicates that a database
unigue name follows, and the -service option indicates that a comma-delimited list of
database service names follows.

< Note:

On the Windows platform, when specifying a comma-delimited list, you must enclose
the list within double-quotes ("...,..."). You must also use double-quotes on the UNIX
and Linux platforms if any list member contains shell metacharacters.
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Case Sensitivity

SRVCTL commands and components are case insensitive. Options are case sensitive.
Database and database service names are case insensitive and case preserving.

Command Parameters Input File

You can specify command parameters in a file rather than directly on the command line. Using
a command parameters input file is useful in the following situations:

e You want to run a command with very long parameter values or a command with numerous
parameters

e You want to bypass shell processing of certain special characters

To specify a command parameters input file, use the -file parameter with a value that is the
location of the command parameters file. SRVCTL processes the command parameters from
the command parameters file instead of from the command line.

SRVCTL Components Summary

Table 2-7 lists the keywords that can be used for the object portion of SRVCTL commands.
You can use either the full name or the abbreviation for each component keyword.

Table 2-7 Component Keywords and Abbreviations

Componen Abbreviation Description
t

asm asm Oracle ASM instance

database db Database instance

diskgroup dg Oracle ASM disk group

home home Oracle home or Oracle Clusterware home
listener 1lsnr Oracle Net listener

service serv Database service

ons ons Oracle Notification Services (ONS)

e add

The srvctl add command adds the specified component to the Oracle Restart
configuration, and optionally sets Oracle Restart configuration parameters for the
component. After a component is added, Oracle Restart begins to manage it, restarting it
when required.

* config
The srvctl config command displays the Oracle Restart configuration of the specified
component or set of components.

e disable
Disables a component, which suspends management of that component by Oracle
Restart.

e downgrade
The srvctl downgrade command downgrades the database configuration after you
manually downgrade the database.
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e enable
The srvctl enable command reenables the specified disabled component.

e getenv
Gets and displays environment variables and their values from the Oracle Restart
configuration for a database, listener, or Oracle ASM instance.

*  modify
Modifies the Oracle Restart configuration of a component. The change takes effect when
the component is next restarted.

* remove
Removes the specified component from the Oracle Restart configuration. Oracle Restart
no longer manages the component. Any environment variable settings for the component
are also removed.

e setenv
The setenv command sets values of environment variables in the Oracle Restart
configuration for a database, a listener, or the Oracle ASM instance.

o start
Starts the specified component or components.

e status
Displays the running status of the specified component or set of components.

e stop
Stops the specified component or components.

e unsetenv
The unsetenv command deletes one or more environment variables from the Oracle
Restart configuration for a database, a listener, or an Oracle ASM instance.

e update
The srvctl update command updates the running database to switch to the specified
startup option.

e upgrade
The srvctl upgrade command upgrades the resources types and resources from an older
version to a newer version.

# See Also:
Table 2-1

2.5.1 add

The srvctl add command adds the specified component to the Oracle Restart configuration,
and optionally sets Oracle Restart configuration parameters for the component. After a
component is added, Oracle Restart begins to manage it, restarting it when required.

To perform srvctl add operations, you must be logged in to the database host computer with
the proper user account. See "Preparing to Run SRVCTL" for more information.
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# Note:

There is no srvctl add command for Oracle ASM disk groups. Disk groups are
automatically added to the Oracle Restart configuration when they are first mounted.
If you remove a disk group from the Oracle Restart configuration and later want to
add it back, connect to the Oracle ASM instance with SQL*Plus and use an ALTER
DISKGROUP ... MOUNT command.

e srvctl add asm
Adds an Oracle ASM instance to the Oracle Restart configuration.

* srvctl add database
Adds a database to the Oracle Restart configuration.

e srvctl add listener
Adds a listener to the Oracle Restart configuration.

e srvctl add ons
Adds Oracle Notification Services (ONS) to an Oracle Restart configuration.

e srvctl add service
Adds a database service to the Oracle Restart configuration.

2.5.1.1 srvctl add asm

Adds an Oracle ASM instance to the Oracle Restart configuration.

*  Syntax and Options

*  Example

2.5.1.1.1 Syntax and Options

ORACLE

Use the srvctl add asm command with the following syntax:

srvctl add asm [-listener listener_name} [-spfile spfile]
[-pwfile password file path] [-diskstring asm diskstring]

Table 2-8 srvctl add asm Options

____________________________________________________________________________|]
Option Description

-listener listener name Name of the listener with which Oracle ASM should register. A weak
dependency is established with this listener. (Before starting the Oracle
ASM instance, Oracle Restart attempts to start the listener. If the
listener does not start, the Oracle ASM instance is still started. If the
listener later fails, Oracle Restart does not restart Oracle ASM.)

If omitted, defaults to the listener named listener.

-spfile spfile The full path of the server parameter file for the database. If omitted, the
default SPFILE is used.

-pwfile The full path of the Oracle ASM password file.
password file path
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Table 2-8 (Cont.) srvctl add asm Options

Option Description
-diskstring Oracle ASM disk group discovery string. An Oracle ASM discovery
asm_diskstring string is a comma-delimited list of strings that limits the set of disks that

an Oracle ASM instance discovers. The discovery strings can include
wildcard characters. Only disks that match one of the strings are
discovered.

2.5.1.1.2 Example

An example of this command is:

srvctl add asm -listener crmlistener

¢ See Also:

Oracle Automatic Storage Management Administrator's Guide for more information
about Oracle ASM disk group discovery strings

2.5.1.2 srvctl add database

Adds a database to the Oracle Restart configuration.

After adding a database to the Oracle Restart configuration, if the database then accesses
data in an Oracle ASM disk group, a dependency between the database that disk group is
created. Oracle Restart then ensures that the disk group is mounted before attempting to start
the database.

However, if the database and Oracle ASM instance are not running when you add the
database to the Oracle Restart configuration, you must manually establish the dependency
between the database and its disk groups by specifying the -diskgroup option in the SRVCTL
command. See the example later in this section.

# Note:

When you manually add a database to the Oracle Restart configuration, you must
also add the Oracle grid infrastructure software owner as a member of the OSDBA
group of that database. This is because the grid infrastructure components must be
able to connect to the database as SYSDBA to start and stop the database.

For example, if the host user who installed the grid infrastructure home is named
grid and the OSDBA group of the new database is named dba, then user grid must
be a member of the dba group.

e Syntax and Options

Examples
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srvctl add database -db db unique name -oraclehome oracle home
[-domain domain name] [-dbname db name] [-instance instance name]
[-spfile spfile] [-pwfile password file path] [-startoption start options]
[-stopoption stop options]
[-role {PRIMARY \_PHYSICAL STANDBY | LOGICAL STANDBY |
SNAPSHOT STANDBY | FAR SYNC}] B
[-policy {AUTOMATIC | MANUAL | NORESTART}] [-diskgroup disk group list]

[-verbose]

Table 2-9 srvctl add database Options

Syntax

Description

-db db unique name

-oraclehome
oracle home

-domain domain name

-dbname db_name

-instance
instance name

-spfile spfile

-pwfile
password file path
-startoption

start options

-stopoption
stop options

-role {PRIMARY |

PHYSICAL STANDBY |
LOGICAL STANDBY |
SNAPSHOT STANDBY |
FAR SYNC}

Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB NAME.

The full path of Oracle home for the database

The domain for the database. Must match the DB_ DOMAIN initialization
parameter.

If provided, must match the DB_NAME initialization parameter setting. You
must include this option if DB_NAME is different from the unique name given
by the -db option

The instance name.

You must include this option if the instance name is different from the
unique name given by the -db option. For example, if the unique name
includes an underscore, and the instance name omits the underscore, then
use this parameter to specify the instance name.

The full path of the server parameter file for the database. If omitted, the
default SPFILE is used.

The full path of the database password file.

Startup options for the database (OPEN, MOUNT, or NOMOUNT). If omitted,
defaults to OPEN.

See Also: SQL*Plus User's Guide and Reference for more information
about startup options

Shutdown options for the database (NORMAL, IMMEDIATE,
TRANSACTIONAL, or ABORT). If omitted, defaults to IMMEDIATE.

See Also: SQL*Plus User's Guide and Reference for more information
about shutdown options

The current role of the database (PRIMARY, PHYSICAL STANDBY,
LOGICAL STANDBY, SNAPSHOT STANDBY, or FAR_SYNC). The default is
PRIMARY. Applicable in Oracle Data Guard environments only.

See Also: Oracle Data Guard Concepts and Administration for more
information about database roles
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Table 2-9 (Cont.) srvctl add database Options

_______________________________________________________________________________|
Syntax Description

-policy {AUTOMATIC | Management policy for the database.

MANUAL | NORESTART} .« AUTOMATIC (default): The database is automatically restored to its
previous running condition (started or stopped) upon restart of the
database host computer.

* MANUAL: The database is never automatically restarted upon restart of
the database host computer. A MANUAL setting does not prevent Oracle
Restart from monitoring the database while it is running and restarting
it if a failure occurs.

e NORESTART: Similar to the MANUAL setting, the database is never
automatically restarted upon restart of the database host computer. A
NORESTART setting, however, never restarts the database even if a
failure occurs.

-diskgroup Comma separated list of disk groups upon which the database is
disk group list dependent. When starting the database, Oracle Restart first ensures that
- - these disk groups are mounted. This option is required only if the database
instance and the Oracle ASM instance are not started when adding the
database. Otherwise, the dependency is recorded automatically between
the database and its disk groups.

-verbose Verbose output

2.5.1.2.2 Examples

This example adds the database with the DB UNIQUE NAME dbcrm:

srvctl add database -db dbcrm -oraclehome /u0l/app/oracle/product/
database release number/dbhome 1

This example adds the same database and also establishes a dependency between the
database and the disk groups DATA and RECOVERY.

srvctl add database -db dbcrm -oraclehome /u0l/app/oracle/product/
database release number/dbhome 1
-diskgroup "DATA,RECOVERY"

¢ See Also:

* "Oracle Restart Integration with Oracle Data Guard"

*  Oracle Data Guard Concepts and Administration

2.5.1.3 srvctl add listener

Adds a listener to the Oracle Restart configuration.

e Syntax and Options

 Example
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2.5.1.3.1 Syntax and Options

Use the srvctl add listener command with the following syntax:

srvctl add listener [-listener listener name] [-endpoints endpoints] [-skip]
[-oraclehome oracle home]

Table 2-10 srvctl add listener Options
|

Option Description
-listener Listener name. If omitted, defaults to LISTENER
listener name
-endpoints Comma separated TCP ports or listener endpoints. If omitted, defaults to
endpoints TCP:1521. endpoints syntax is:
"[TCP:]port[, ...] [/IPC:key] [/NMP:pipe name] [/
TCPS:s port] [/SDP:port]"
-skip Skip checking for port conflicts with the supplied endpoints
-oraclehome Oracle home for the listener. If omitted, the Oracle Grid Infrastructure home is
oracle home assumed.
2.5.1.3.2 Example

The following command adds a listener (named LISTENER) running out of the database Oracle
home and listening on TCP port 1522:

srvctl add listener -endpoints TCP:1522
-oraclehome /u0l/app/oracle/product/database release number/dbhome 1

2.5.1.4 srvctl add ons

Adds Oracle Notification Services (ONS) to an Oracle Restart configuration.

ONS must be added to an Oracle Restart configuration to enable the sending of Fast
Application Notification (FAN) events after an Oracle Data Guard failover.

When ONS is added to an Oracle Restart configuration, it is initially disabled. You can enable it
with the srvctl enable ons command.

*  Syntax and Options

¢ See Also:

"srvctl enable ons"

2.5.1.4.1 Syntax and Options
Use the srvctl add ons command with the following syntax:
srvctl add ons [-emport em port] [-onslocalport ons local port]
[-onsremoteport ons remote port] [-remoteservers host[:port], [host[:port]...]]
[-verbose]
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Table 2-11 srvctl add ons Options

Option Description

-emport em port ONS listening port for Oracle Enterprise Manager Cloud Control (Cloud
Control). The default is 2016.

-onslocalport ONS listening port for local client connections. The default is 6100.

ons local port

-onsremoteport ONS listening port for connections from remote hosts. The default is 6200.

ons remote port

-remoteservers A list of host :port pairs of remote hosts that are part of the ONS network

host[:port], Note: If port is not specified for a remote host, then ons_remote port is

[host[:port], ... used.

-verbose Verbose output

2.5.1.5 srvctl add service

Adds a database service to the Oracle Restart configuration.

Creates the database service if it does not exist. This method of creating a service is preferred
over using the DBMS SERVICE PL/SQL package.

Syntax and Options

Example

2.5.1.5.1 Syntax and Options

Use the srvctl add service command with the following syntax:

ORACLE

srvctl add service -db db unique name -service service name

(

[
[
[
[
(
(
[
[
[
[
[

-role [PRIMARY][,PHYSICAL_STANDBY][,LOGICAL_STANDBY][,SNAPSHOT_STANDBY}]
-policy {AUTOMATIC | MANUAL}]
failovertype {NONE | SESSION | SELECT | TRANSACTION}]

-failovermethod {NONE | BASIC}] [-failoverdelay integer]
-failoverretry integer] [-clbgoal {SHORT | LONG}]
-rlbgoal {SERVICE TIME | THROUGHPUT | NONE}] [-notification {TRUE | FALSE}]

-edition edition name] [-pdb pluggable database]

sql translation profile sql translation profile]

commit outcome {TRUE | FALSE}] [-retention retention]
replay init time replay init time] [-drain timeout timeout]
stopoption stop option] [-session state {STATIC | DYNAMIC}]
-global {TRUE | FALSE}] [-maxlag max_lag_time} [-force] [-verbose]

Table 2-12 srvctl add service Options

__________________________________________________________________________________|
Option Description

-db db unique name  Unique name for the database

The name must match the DB UNIQUE NAME initialization parameter setting.

If DB_UNIQUE NAME is unspecified, then this option must match the DB NAME
initialization parameter setting. The default setting for DB UNIQUE NAME uses
the setting for DB_NAME.

-service The database service name
service name
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Table 2-12 (Cont.) srvctl add service Options

Option

Description

-role [PRIMARY]

[, PHYSICAL STANDBY]
[, LOGICAL STANDBY]
[, SNAPSHOT STANDBY]

-policy {AUTOMATIC
| MANUAL}

-failovertype {NONE
|SESSION | SELECT |
TRANSACTION}

-failovermethod
{NONE | BASIC}

-failoverdelay
integer
-failoverretry
integer

-clbgoal {SHORT |
LONG}

-rlbgoal
{SERVICE TIME |
THROUGHPUT | NONE}

-notification {TRUE
| FALSE}

-edition

edition name

A list of service roles

This option is applicable in Oracle Data Guard environments only. When this
option is present, upon database open, the service is started only when one
of its service roles matches the current database role.

See Also: Oracle Data Guard Concepts and Administration for more
information about database roles
Management policy for the service

If AUTOMATIC (the default), the service is automatically started upon restart of
the database, either by a planned restart (with SRVCTL) or after a failure.
Automatic restart is also subject to the service role, however (the -role
option).

If MANUAL, the service is never automatically restarted upon planned restart
of the database (with SRVCTL). A MANUAL setting does not prevent Oracle
Restart from monitoring the service when it is running and restarting it if a
failure occurs.

To enable Application Continuity for OCI and Java, use TRANSACTION.

If the failover type is TRANSACTION, then OCI and Java attempt to recover the
in progress transaction upon receipt of a recoverable error. When failover type
is TRANSACTION, the -commit outcome option must be set to TRUE.

To enable Transparent Application Failover (TAF) for OCI, use SELECT or
SESSION.

TAF failover method for backward compatibility only

If the failover type (-failovertype) is set to a value other than NONE, then
use BASIC for this option.

For Application Continuity and TAF, the time delay, in seconds, between
reconnect attempts for each incident at failover

For Application Continuity and TAF, the number of attempts to connect after
an incident

Connection load balancing goal
Use SHORT for run-time load balancing.
Use LONG for long running connections, such as batch jobs.

Run-time load balancing goal
Use SERVICE TIME to balance connections by response time.
Use THROUGHPUT to balance connections by throughput.

Enable Fast Application Notification (FAN) for OCI connections

The initial session edition of the service

When an edition is specified for a service, all subsequent connections that
specify the service use this edition as the initial session edition. However, if a
session connection specifies a different edition, then the edition specified in
the session connection is used for the initial session edition.

SRVCTL does not validate the specified edition name. During connection, the
connect user must have USE privilege on the specified edition. If the edition
does not exist or if the connect user does not have USE privilege on the
specified edition, then an error is raised.
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Table 2-12 (Cont.) srvctl add service Options

Option

Description

-pdb
pluggable database

sql translation pro
file
sql translation pro
file

-commit outcome
{TRUE | FALSE}

-retention
retention

-replay init time
replay init time

-drain_timeout
timeout

ORACLE

In a multitenant container database (CDB), the name of the pluggable
database (PDB) to associate with the service

If this option is set to an empty string, then the service is associated with root.

A SQL translation profile for a service that you are adding after you have
migrated applications from a non-Oracle database to an Oracle database
This parameter corresponds to the SQL translation profile parameter in the
DBMS_SERVICE service attribute.

Notes:

«  Before using the SQL translation framework, you must migrate all server-
side application objects and data to the Oracle database.

* Usethe srvctl config service command to display the SQL
translation profile.

See Also: Oracle Database SQL Translation and Migration Guide for more

information about using a SQL translation profile

For Transaction Guard, when TRUE a transaction's commit outcome is
accessible after the transaction's session fails due to a recoverable outage.

If FALSE, the default, then a transaction's commit outcome is not retained.

When this option is set to TRUE, the outcome of a transaction's commit is
durable, and an applications can determine the commit status of a transaction
after an outage. You can set commit outcome to TRUE for a user-defined
service.

The commit outcome setting has no effect on Oracle Active Data Guard and
read-only databases.

See Also: See Oracle Database Development Guide for more information.

If commit outcome is setto TRUE, then this option determines the amount of
time, in seconds, that the commit outcome is retained. The default is 24 hours
(86400).

If commit outcome is setto FALSE, then this option cannot be set.

For Application Continuity, this option specifies the difference between the
time, in seconds, of original execution of the first operation of a request and
the time that the replay is ready to start after a successful reconnect.
Application Continuity will not replay after the specified amount of time has
passed. This option is intended to avoid the unintentional execution of a
transaction when a system is recovered after a long period of time. The
default is 5 minutes (300). The maximum value is 24 hours (86400).

If failovertype is not set to TRANSACTION, then this option is not used.
This option specifies the time allowed for resource draining to be completed
in seconds. Permitted values are NULL, 0, or any positive integer.

The draining period is intended for planned maintenance operations. During
the draining period, all current client requests are processed, but new
requests are not accepted. How draining works depends on the setting of the
-stopoption option.

The default value is NULL, which means that this option is not set. If the
option is not set, and -drain_timeout has been set on the service, then
this value is used.

If it is set to 0, then draining does not occur.
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Table 2-12 (Cont.) srvctl add service Options

Option

Description

-stopoption
stop_option

-session_state
{STATIC | DYNAMIC}

-global {TRUE |
FALSE}

-maxlag
maximum lag time

-force

-verbose

This option specifies the mode in which the service is stopped. The following

values are permitted:

e IMMEDIATE specifies that sessions are permitted to drain before the
service is stopped.

*  TRANSACTIONAL specifies that sessions are permitted to drain for the
amount of time specified in the —drain timeout option. The service is
stopped when the time limit is reached, and any remaining sessions are
terminated.

*  NONE is the default.

For Application Continuity, this parameter specifies whether the session state
that is not transactional is changed by the application. Oracle recommends a
setting of DYNAMIC for most applications.

Note: This parameter is considered only if -failovertype is set to
TRANSACTION for Application Continuity. It describes how non-transactional is
changed during a request. Examples of session state are NLS settings,
optimizer preferences, event settings, PL/SQL global variables, temporary
tables, advanced queues, LOBs, and result cache. If non-transactional values
change after the request starts, then use the default, DYNAMIC. Most
applications should use DYNAMIC mode. If you are unsure, then use DYNAMIC
mode.

If TRUE, then the service is a Global Data Services (GDS) service and is
managed by the Global Services Manager (GSM).
If FALSE, the default, then the service is not a GDS service.

The global attribute of a service cannot be changed after the service is
added.

See Oracle Database Global Data Services Concepts and Administration
Guide for more information.

Maximum replication lag time in seconds. Must be a non-negative integer.
The default value is ANY.

Force the add operation even though a listener is not configured for a
network.

Verbose output

2.5.1.5.2 Example

This example adds the sales service for the database with DB UNIQUE NAME dbcrm. The service
is started only when dbcrm is in PRIMARY mode.

srvctl add service -db dbcrm -service sales -role PRIMARY

ORACLE
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# See Also:

* The section in Oracle Database PL/SQL Packages and Types Reference on the
DBMS SERVICE package for more information about the options for this command

e "Oracle Restart Integration with Oracle Data Guard"
e Oracle Data Guard Concepts and Administration

e Oracle Multitenant Administrator's Guide for information about creating,
modifying, or removing a service for a pluggable database (PDB)

The srvctl config command displays the Oracle Restart configuration of the specified
component or set of components.

srvctl config asm
Displays the Oracle Restart configuration information for the Oracle ASM instance.

srvctl config database
Displays the Oracle Restart configuration information for the specified database, or lists all
databases managed by Oracle Restart.

srvctl config listener
Displays the Oracle Restart configuration information for all Oracle Restart—-managed
listeners or for the specified listener.

srvctl config ons
Displays the current configuration information for Oracle Natification Services (ONS).

srvctl config service
For the specified database, displays the Oracle Restart configuration information for the
specified database service or for all Oracle Restart-managed database services.

2.5.2.1 srvctl config asm

Displays the Oracle Restart configuration information for the Oracle ASM instance.

Syntax and Options

Example

2.5.2.1.1 Syntax and Options

Use the srvctl config asm command with the following syntax:

srvctl config asm [-all]

Table 2-13 srvctl config asm Options

________________________________________________________________________________|]
Option Description

a1l Display enabled/disabled status also

ORACLE
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2.5.2.1.2 Example

An example of this command is:

srvctl config asm -all

asm home: /u0l/app/oracle/product/database release number/grid
ASM is enabled.

2.5.2.2 srvctl config database

Displays the Oracle Restart configuration information for the specified database, or lists all
databases managed by Oracle Restart.

e Syntax and Options

* Example

2.5.2.2.1 Syntax and Options

Use the srvctl config database command with the following syntax:

srvctl config database [-db db unique name [-all]] [-verbose]

Table 2-14 srvctl config database Options

|
Option Description

Unigue name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB NAME.

-db db unique name

all Display detailed configuration information

-verbose Verbose output

2.5.2.2.2 Example

ORACLE

An example of this command to list all Oracle Restart-managed databases is:

srvctl config database

dbcrm
orcl

An example of this command to display configuration and enabled/disabled status for the
database with the DB_UNIQUE ID orclis:

srvctl config database -db orcl -all

Database unique name: orcl

Database name: orcl

Oracle home: /u0l/app/oracle/product/database release number/dbhome 1
Oracle user: oracle

Spfile: +DATA/orcl/spfileorcl.ora

Domain: us.example.com
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Start options: open

Stop options: immediate
Database role:

Management policy: automatic
Disk Groups: DATA

Services: mfg,sales

Database is enabled

2.5.2.3 srvctl config listener

Displays the Oracle Restart configuration information for all Oracle Restart—-managed listeners
or for the specified listener.

e Syntax and Options

Example

2.5.2.3.1 Syntax and Options

Use the srvctl config listener command with the following syntax:

srvctl config listener [-listener Ilistener name]

Table 2-15 srvctl config listener Options
|

Option Description
-listener Listener name. If omitted, configuration information for all Oracle Restart—
listener name managed listeners is displayed.

2.5.2.3.2 Example
This example displays the configuration information and enabled/disabled status for the default
listener:

srvctl config listener
Name: LISTENER
Home: /u0l/app/oracle/product/database release number/dbhome 1

End points: TCP:1521
Listener is enabled.

2.5.2.4 srvctl config ons
Displays the current configuration information for Oracle Natification Services (ONS).

* Syntax and Options

2.5.2.4.1 Syntax and Options

Use the srvctl config ons command with the following syntax:

srvctl config ons

2.5.2.5 srvctl config service

For the specified database, displays the Oracle Restart configuration information for the
specified database service or for all Oracle Restart—-managed database services.
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e Syntax and Options

*  Example

2.5.2.5.1 Syntax and Options

Use the srvctl config service command with the following syntax:

srvctl config service -db db unique name [-service service name] [-verbose]

Table 2-16 srvctl config service Options

]
Option Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-service Database service name. If omitted, SRVCTL displays configuration
service name information for all Oracle Restart—-managed services for the database.
-verbose Verbose output

2.5.2.5.2 Example

An example of this command is:

srvctl config service -db dbcrm -service sales

Service name: sales

Service is enabled

Cardinality: SINGLETON

Disconnect: true

Service role: PRIMARY

Management policy: automatic

DTP transaction: false

AQ HA notifications: false
Failover type: NONE

Failover method: NONE

TAF failover retries: 0

TAF failover delay: 0

Connection Load Balancing Goal: NONE
Runtime Load Balancing Goal: NONE
TAF policy specification: NONE
Edition: e2

2.5.3 disable

ORACLE

Disables a component, which suspends management of that component by Oracle Restart.

The srvctl disable command is intended to be used when a component must be repaired or
shut down for maintenance, and should not be restarted automatically. When you disable a
component:

« Itis no longer automatically restarted.
* Itis no longer automatically started through a dependency.
* It cannot be started with SRVCTL.
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To perform srvctl disable operations, you must be logged in to the database host computer

with the proper user account. See "Preparing to Run SRVCTL" for more information.

* srvctl disable asm
Disables the Oracle ASM instance.

* srvctl disable database
Disables the specified database.

e srvctl disable diskgroup
Disables an Oracle ASM disk group.

» srvctl disable listener
Disables the specified listener or all listeners.

» srvctl disable ons
Disables Oracle Notification Services (ONS).

« srvctl disable service
Disables one or more database services.

# See Also:

The enable command

2.5.3.1 srvctl disable asm

Disables the Oracle ASM instance.

e Syntax and Options

2.5.3.1.1 Syntax and Options

Use the srvctl disable asm command with the following syntax:

srvctl disable asm

2.5.3.2 srvctl disable database

Disables the specified database.

e Syntax and Options

Example

2.5.3.2.1 Syntax and Options
Use the srvctl disable database command with the following syntax:

srvctl disable database -db db_unique name

ORACLE
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Table 2-17 srvctl disable database Options

_________________________________________________________________________________|
Option Description

Unique name for the database. Must match the DB UNIQUE NAME initialization
parameter setting. If DB_UNIQUE NAME is unspecified, then this option must
match the DB_NAME initialization parameter setting. The default setting for

DB _UNIQUE NAME uses the setting for DB_NAME.

-db db unique name

2.5.3.2.2 Example

An example of this command is:

srvctl disable database -db dbcrm

2.5.3.3 srvctl disable diskgroup

Disables an Oracle ASM disk group.
e Syntax and Options

*  Example

2.5.3.3.1 Syntax and Options

Use the srvctl disable diskgroup command with the following syntax:

srvctl disable diskgroup -diskgroup diskgroup name

Table 2-18 srvctl disable diskgroup Options

|
Option Description

-diskgroup Disk group name
diskgroup name

2.5.3.3.2 Example

An example of this command is:

srvctl disable diskgroup -diskgroup DATA

2.5.3.4 srvctl disable listener

Disables the specified listener or all listeners.

e Syntax and Options
°  Example

2.5.3.4.1 Syntax and Options

Use the srvctl disable listener command with the following syntax:

srvctl disable listener [-listener listener name]
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Table 2-19 srvctl disable listener Options

Option Description

-listener Listener name. If omitted, all listeners are disabled.
listener name

2.5.3.4.2 Example

An example of this command is:

srvctl disable listener -listener crmlistener

2.5.3.5 srvctl disable ons
Disables Oracle Notification Services (ONS).

e Syntax and Options

2.5.3.5.1 Syntax and Options
Use the srvctl disable ons command with the following syntax:

srvctl disable ons [-verbose]

Table 2-20 srvctl disable ons Options

Option Description

-verbose Verbose output

2.5.3.6 srvctl disable service

Disables one or more database services.

e Syntax and Options

e Example

2.5.3.6.1 Syntax and Options
Use the srvctl disable service command with the following syntax:
srvctl disable service -db db unique name -service service name list

[-global override

Table 2-21 srvctl disable service Options

Option Description

-db db unique name  Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB_NAME.
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Table 2-21 (Cont.) srvctl disable service Options

. ______________________________________________________________________________|
Option Description

-service Comma-delimited list of database service names
service name list

-global override If the service is a Global Data Services (GDS) service, then this option must
be specified to disable the service.

An error is returned if you attempt to disable a GDS service and -
global override is notincluded.

This option is ignored if the service is not a GDS service.

See Oracle Database Global Data Services Concepts and Administration
Guide for more information.

2.5.3.6.2 Example

The following example disables the database service sales and mfg:

srvctl disable service -db dbcrm -service sales,mfg

2.5.4 downgrade

The srvctl downgrade command downgrades the database configuration after you manually
downgrade the database.

e srvctl downgrade database
The srvctl downgrade database command downgrades the configuration of a database
and its services from its current version to the specified lower version.

2.5.4.1 srvctl downgrade database

The srvctl downgrade database command downgrades the configuration of a database and
its services from its current version to the specified lower version.

e Syntax and Options

2.5.4.1.1 Syntax and Options

Use the srvctl downgrade database command with the following syntax:

srvctl downgrade database -db db unique name -oraclehome oracle home
-targetversion to version

Table 2-22 srvctl downgrade database Options

|
Option Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB NAME.

-oraclehome The full path of Oracle home for the database
oracle home
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Table 2-22 (Cont.) srvctl downgrade database Options

_______________________________________________________________________________|
Option Description

-targetversion The version to which to downgrade
to version

2.5.5 enable

The srvctl enable command reenables the specified disabled component.

When you enable a component:

e Oracle Restart can automatically restart it.
e It can be automatically started through a dependency.
e You can start it manually with SRVCTL.

If the component is already enabled, then the command is ignored.
When you add a component to the Oracle Restart configuration, it is enabled by default.

To perform srvctl enable operations, you must be logged in to the database host computer
with the proper user account. See "Preparing to Run SRVCTL" for more information.

* srvctl enable asm
Enables an Oracle ASM instance.

* srvctl enable database
Enables the specified database.

e srvctl enable diskgroup
Enables an Oracle ASM disk group.

e srvctl enable listener
Enables the specified listener or all listeners.

e srvctl enable ons
Enables Oracle Notification Services (ONS).

e srvctl enable service
Enables one or more database services for the specified database.

# See Also:

The disable command

2.5.5.1 srvctl enable asm

Enables an Oracle ASM instance.

*  Syntax and Options

2.5.5.1.1 Syntax and Options

Use the srvctl enable asm command with the following syntax:
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srvctl enable asm

2.5.5.2 srvctl enable database

Enables the specified database.

e Syntax and Options

e Example

2.5.5.2.1 Syntax and Options

Use the srvctl enable database command with the following syntax:

srvctl enable database -db db unique name

Table 2-23 srvctl enable database Options

Option Description

Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-db db unique name

2.5.5.2.2 Example

An example of this command is:

srvctl enable database -db dbcrm

2.5.5.3 srvctl enable diskgroup
Enables an Oracle ASM disk group.

e Syntax and Options

°  Example

2.5.5.3.1 Syntax and Options
Use the srvctl enable diskgroup command with the following syntax:

srvctl enable diskgroup -diskgroup diskgroup name

Table 2-24 srvctl enable diskgroup Options

Option Description

-diskgroup Disk group name
diskgroup name

2.5.5.3.2 Example
An example of this command is:

srvctl enable diskgroup -diskgroup DATA
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2.5.5.4 srvctl enable listener

Enables the specified listener or all listeners.

e Syntax and Options

e Example

2.5.5.4.1 Syntax and Options
Use the srvctl enable listener command with the following syntax:

srvctl enable listener [-listener Ilistener name]

Table 2-25 srvctl enable listener Options

Option Description

-listener Listener name. If omitted, all listeners are enabled.
listener name

2.5.5.4.2 Example

An example of this command is:

srvctl enable listener -listener crmlistener

2.5.5.5 srvctl enable ons
Enables Oracle Notification Services (ONS).

e Syntax and Options

2.5.5.5.1 Syntax and Options
Use the srvctl enable ons command with the following syntax:

srvctl enable ons [-verbose]

Table 2-26 srvctl enable ons Options

Option Description

Verbose output
-verbose

2.5.5.6 srvctl enable service
Enables one or more database services for the specified database.

e Syntax and Options

e Example

2.5.5.6.1 Syntax and Options

Use the srvctl enable service command with the following syntax:
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srvctl enable service -db db unique name -service service name list
[-global override]

Table 2-27 srvctl enable service Options

_________________________________________________________________________________|]
Option Description

Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified,
then this option must match the DB_NAME initialization parameter
setting. The default setting for DB UNIQUE NAME uses the setting for
DB_NAME.

-db db unique name

. , . Comma-delimited list of database service names
-service service name list

If the service is a Global Data Services (GDS) service, then this
option must be specified to enable the service.

An error is returned if you attempt to enable a GDS service and -
global override is notincluded.

-global override

This option is ignored if the service is not a GDS service.

See Oracle Database Global Data Services Concepts and
Administration Guide for more information.

2.5.5.6.2 Example

The following example enables the database services sales and mfg in the database with
DB UNIQUE NAME dbcrm:

srvctl enable service -db dbcrm -service "sales,mfg"

2.5.6 getenv

Gets and displays environment variables and their values from the Oracle Restart configuration
for a database, listener, or Oracle ASM instance.

e srvctl getenv asm
Displays the configured environment variables for the Oracle ASM instance.

e srvctl getenv database
Displays the configured environment variables for the specified database.

* srvctl getenv listener
Displays the configured environment variables for the specified listener.

# See Also:

e setenv command
e unsetenv command

* "Managing Environment Variables in the Oracle Restart Configuration”
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2.5.6.1 srvctl getenv asm

Displays the configured environment variables for the Oracle ASM instance.

e Syntax and Options

e Example

2.5.6.1.1 Syntax and Options
Use the srvctl getenv asm command with the following syntax:

srvctl getenv asm [-envs name_list]

Table 2-28 srvctl getenv asm Options

]
Options Description

Comma-delimited list of names of environment variables to display. If omitted,

-envs name list . . . .
- SRVCTL displays all configured environment variables for Oracle ASM.

2.5.6.1.2 Example

The following example displays all configured environment variables for the Oracle ASM
instance:

srvctl getenv asm

2.5.6.2 srvctl getenv database

Displays the configured environment variables for the specified database.

e Syntax and Options

°  Example

2.5.6.2.1 Syntax and Options

Use the srvctl getenv database command with the following syntax:

srvctl getenv database -db db unique name [-envs name 1ist]

Table 2-29 srvctl getenv database Options

|
Options Description

Unique name for the database. Must match the DB_UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-db db unique name

Comma-delimited list of names of environment variables to display. If omitted,

- list . . . .
envs name_-1s SRVCTL displays all configured environment variables.
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2.5.6.2.2 Example

The following example displays all configured environment variables for the database with
DB UNIQUE NAME dbcrm:

srvctl getenv database -db dbcrm

2.5.6.3 srvctl getenv listener

Displays the configured environment variables for the specified listener.

e Syntax and Options
*  Example

2.5.6.3.1 Syntax and Options

Use the srvctl getenv listener command with the following syntax:

srvctl getenv listener [-listener listener name] [-envs name 1ist]

Table 2-30 srvctl getenv listener Options
|

Options Description

-listener Listener name. If omitted, SRVCTL lists environment variables for all
listener name listeners.

-envs name list Comma-delimited list of names of environment variables to display. If omitted,

SRVCTL displays all configured environment variables.

2.5.6.3.2 Example

The following example displays all configured environment variables for the listener named
crmlistener:

srvctl getenv listener -listener crmlistener

2.5.7 modify

Modifies the Oracle Restart configuration of a component. The change takes effect when the
component is next restarted.

To perform srvctl modify operations, you must be logged in to the database host computer
with the proper user account. See "Preparing to Run SRVCTL" for more information.

e srvctl modify asm
Modifies the Oracle Restart configuration for the Oracle ASM instance.

* srvctl modify database
Modifies the Oracle Restart configuration for a database.

e srvctl modify listener
Modifies the Oracle Restart configuration for the specified listener or all listeners.

e srvctl modify ons
Modifies Oracle Notification Services (ONS).
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e srvctl modify service
Modifies the Oracle Restart configuration of a database service.

2.5.7.1 srvctl modify asm

Modifies the Oracle Restart configuration for the Oracle ASM instance.

e Syntax and Options

e Example

2.5.7.1.1 Syntax and Options

Use the srvctl modify asm command with the following syntax:
srvctl modify asm [-listener listener name] [-spfile spfile]

[-pwfile password file path] [-diskstring asm diskstring]

Table 2-31 srvctl modify asm Options

Option Description

-listener Name of the listener with which Oracle ASM must register. A weak

listener name dependency is established with this listener. (Before Oracle ASM is started,
Oracle Restart ensures that this listener is started.)

-spfile spfile The full path of the server parameter file for the database. If omitted, the
default SPFILE is used.

-pwfile The full path of the Oracle ASM password file.

password file path

-diskstring Oracle ASM disk group discovery string. An Oracle ASM discovery string is a

asm diskstring comma-delimited list of strings that limits the set of disks that an Oracle ASM

instance discovers. The discovery strings can include wildcard characters.
Only disks that match one of the strings are discovered.

2.5.7.1.2 Example

An example of this command is:

srvct]l modify asm -listener crmlistener

# See Also:

Oracle Automatic Storage Management Administrator's Guide for more information
about Oracle ASM disk group discovery strings

2.5.7.2 srvctl modify database

Modifies the Oracle Restart configuration for a database.

e Syntax and Options

*  Example
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2.5.7.2.1 Syntax and Options

Use the srvctl modify database command with the following syntax:

srvctl modify database -dbo db unique name [-oraclehome oracle home]

[-user oracle user] [-domain domain_name] [-dbname db_ name]
-instance instance name] [-instance Instance name] [-spfile spfile]
-pwfile password file path] [-startoption start options]

[
[
[-stopoption stop options]

[-role {PRIMARY | PHYSICAL STANDBY | LOGICAL STANDBY | SNAPSHOT STANDBY}]
[-policy {AUTOMATIC | MANUAL | NORESTART}]

[{-diskgroup "diskgroup list" | -nodiskgroup}] [-force]

Table 2-32 srvctl modify database Options

___________________________________________________________________________________|]
Option Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB NAME.

-user oracle user Name of the Oracle user who owns the Oracle home directory

-diskgroup Comma separated list of disk groups upon which the database is dependent.
disk group list When starting the database, Oracle Restart first ensures that these disk
- - groups are mounted. This option is required only if the database instance and
the Oracle ASM instance are not started when adding the database.
Otherwise, the dependency is recorded automatically between the database
and its disk groups.

-nodiskgroup Remove the database's dependency on Oracle ASM disk groups
-force Force the operation even though the some resources might be stopped.
(Other options) See Table 2-9

2.5.7.2.2 Example

The following example changes the role of the database with DB UNIQUE NAME dbcrm to
LOGICAL STANDBY:

srvctl modify database -db dbcrm -role logical standby

¢ See Also:

e "Oracle Restart Integration with Oracle Data Guard"

e Oracle Data Guard Concepts and Administration

2.5.7.3 srvctl modify listener

Modifies the Oracle Restart configuration for the specified listener or all listeners.

e Syntax and Options

°  Example
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2.5.7.3.1 Syntax and Options

Use the srvctl modify listener command with the following syntax:

srvctl modify listener [-listener listener name] [-endpoints endpoints]
[-oraclehome oracle home]

Table 2-33 srvctl modify listener Options

Option Description
-listener Listener name. If omitted, all listener configurations are modified.
listener name
-endpoints Comma separated TCP ports or listener endpoints. endpoints syntax is:
endpoints

"[TCP:]port(, ...] [/IPC:key] [/NMP:pipe name]

[/ICPS:s port] [/SDP:port]"

-oraclehome New Oracle home for the listener
oracle home

2.5.7.3.2 Example

This example modifies the TCP port on which the listener named crmlistener listens:

srvctl modify listener -listener crmlistener -endpoints TCP:1522

2.5.7.4 srvctl modify ons

Modifies Oracle Notification Services (ONS).

e Syntax and Options

2.5.7.4.1 Syntax and Options
Use the srvctl modify ons command with the following syntax:
srvctl modify ons [-emport em port] [-onslocalport ons local port]
[-onsremoteport ons remote port] [-remoteservers host[:port], [host[:port]...]]
[-verbose]

Table 2-34 srvctl modify ons Options

Option Description

-emport em port ONS listening port for Cloud Control. The default is 2016.

-onslocalport ONS listening port for local client connections

ons local port

-onsremoteport ONS listening port for connections from remote hosts

ons remote port

-remoteservers Alist of host :port pairs of remote hosts that are part of the ONS network
host[:port], Note: If port is not specified for a remote host, then ons_remote port is
[host[:port], ... used.

-verbose Verbose output
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2.5.7.5 srvctl modify service

Mo

difies the Oracle Restart configuration of a database service.

# Note:

Oracle recommends that you limit configuration changes to the minimum requirement
and that you not perform other service operations while the online service
modification is in progress.

Syntax and Options

Example

2.5.7.5.1 Syntax and Options

Use the srvctl modify service command with the following syntax:

srvctl modify service -db db unique name -service service name

(

[
[
[
(
(
(
[
[
[
[
[

-role [PRIMARY] [, PHYSICAL STANDBY] [, LOGICAL STANDBY] [, SNAPSHOT STANDBY] ]
-policy {AUTOMATIC | MANUAL}]
failovertype {NONE | SESSION | SELECT | TRANSACTION}]

-failovermethod {NONE | BASIC}] [-failoverdelay integer]
-failoverretry integer] [-clbgoal {SHORT | LONG}]
-rlbgoal {SERVICE TIME | THROUGHPUT | NONE}] [-notification {TRUE | FALSE}]

-edition edition name] [-pdb pluggable database]

sql translation profile sql translation profile]

commit outcome {TRUE | FALSE}] [-retention retention]
replay init time replay init time] [-drain timeout timeout]
stopoption stop option] [-session state {STATIC | DYNAMIC}]
-global override] [-verbose]

Table 2-35 srvctl modify service Options

________________________________________________________________________________|]
Option Description

-db db unique name  Unique name for the database

-s
se
-r
{’
[
{’

ORACLE

The name must match the DB UNIQUE NAME initialization parameter setting.

If DB UNIQUE NAME is unspecified, then this option must match the DB NAME
initialization parameter setting. The default setting for DB UNIQUE NAME uses
the setting for DB NAME.

ervice Service name
rvice name
ole [PRIMARY] A list of service roles

PHYSICAL STANDBY] This option is applicable in Oracle Data Guard environments only. When this
LOGICAL_STANDBY]  option is present, upon database startup, the service is started only when
SNAPSHOT STANDBY] one of its service roles matches the current database role.

See Also: Oracle Data Guard Concepts and Administration for more
information about database roles
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Table 2-35 (Cont.) srvctl modify service Options

Option

Description

-policy {AUTOMATIC
| MANUAL}

-failovertype {NONE
| SESSION | SELECT |
TRANSACTION}

-failovermethod
{NONE | BASIC}

-failoverdelay
integer
-failoverretry
integer

-clbgoal {SHORT |
LONG}

-rlbgoal
{SERVICE TIME |
THROUGHPUT | NONE}

-notification {TRUE
| FALSE}

-edition

edition name

-pdb
pluggable database

Management policy for the service

If AUTOMATIC (the default), the service is automatically started upon restart of
the database, either by a planned restart (with SRVCTL) or after a failure.
Automatic restart is also subject to the service role, however (the -role
option).

If MANUAL, the service is never automatically restarted upon planned restart
of the database (with SRVCTL). A MANUAL setting does not prevent Oracle
Restart from monitoring the service when it is running and restarting it if a
failure occurs.

To enable Application Continuity for OCI and Java, use TRANSACTION.

If the failover type is TRANSACTION, then OCI and Java attempt to recover the
inflight transaction upon receipt of a recoverable error. When failover type is
TRANSACTION, the commit outcome option must be set to TRUE.

To enable Transparent Application Failover (TAF) for OCI, use SELECT or
SESSION.

TAF failover method for backward compatibility only

If the failover type (-failovertype) is set to a value other than NONE, then
use BASIC for this option.

For Application Continuity and TAF, the time delay, in seconds, between
reconnect attempts for each incident at failover

For Application Continuity and TAF, the number of attempts to connect after
an incident

Connection load balancing goal

Use SHORT for run-time load balancing.

Use LONG for long running connections, such as batch jobs.

Run-time load balancing goal
Use SERVICE TIME to balance connections by response time.
Use THROUGHPUT to balance connections by throughput.

Enable Fast Application Notification (FAN) for OCI connections

The initial session edition of the service

If this option is not specified, then the edition is not modified for the service.
If this option is specified but edition name is empty, then the edition is set
to NULL. A NULL edition has no effect.

When an edition is specified for a service, all subsequent connections that
specify the service use this edition as the initial session edition. However, if a
session connection specifies a different edition, then the edition specified in
the session connection is used for the initial session edition.

SRVCTL does not validate the specified edition name. During connection, the
connect user must have USE privilege on the specified edition. If the edition
does not exist or if the connect user does not have USE privilege on the
specified edition, then an error is raised.

In a CDB, the name of the PDB to associate with the service
If this option is set to an empty string, then the service is associated with root.
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Table 2-35 (Cont.) srvctl modify service Options

Option

Description

sql translation pro
file
sql _translation pro
file

-commit outcome
{TRUE | FALSE}

-retention
retention

-replay init time
replay init time

-drain_timeout
timeout

-stopoption
stop option

ORACLE

A SQL translation profile for a service that you are adding after you have
migrated applications from a non-Oracle database to an Oracle database
Note: Before using the SQL translation framework, you must migrate all
server-side application objects and data to the Oracle database.

See Also: Oracle Database SQL Translation and Migration Guide for more
information about using a SQL translation profile

For Transaction Guard, when TRUE a transaction's commit outcome is
accessible after the transaction's session fails due to a recoverable outage.

If FALSE, the default, then a transaction's commit outcome is not retained.

When this option is set to TRUE, the outcome of a transaction's commit is
durable, and an applications can determine the commit status of a
transaction after an outage. You can set commit outcome to TRUE for a
user-defined service.

The commit outcome setting has no effect on Oracle Active Data Guard and
read-only databases.

See Also: See Oracle Database Development Guide for more information.

If commit outcome is setto TRUE, then this option determines the amount of
time, in seconds, that the commit outcome is retained. The default is 24 hours
(86400).

If commit outcome is setto FALSE, then this option cannot be set.

For Application Continuity, this option specifies the difference between the
time, in seconds, of original execution of the first operation of a request and
the time that the replay is ready to start after a successful reconnect.
Application Continuity will not replay after the specified amount of time has
passed. This option is intended to avoid the unintentional execution of a
transaction when a system is recovered after a long period of time. The
default is 5 minutes (300). The maximum value is 24 hours (86400).

If failovertype is not set to TRANSACTION, then this option is not used.

This option specifies the time allowed for resource draining to be completed
in seconds. Permitted values are NULL, 0, or any positive integer.

The draining period is intended for planned maintenance operations. During
the draining period, all current client requests are processed, but new
requests are not accepted. How draining works depends on the setting of the
-stopoption option.

The default value is NULL, which means that this option is not set. If the
option is not set, and -drain_timeout has been set on the service, then
this value is used.

If it is set to 0, then draining does not occur.

This option specifies the mode in which the service is stopped. The following

values are permitted:

 IMMEDIATE specifies that sessions are permitted to drain before the
service is stopped.

e TRANSACTIONAL specifies that sessions are permitted to drain for the
amount of time specified in the —drain_timeout option. The service is
stopped when the time limit is reached, and any remaining sessions are
terminated.

*  NONE is the default.
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Table 2-35 (Cont.) srvctl modify service Options

Option

Description

-session state
{STATIC | DYNAMIC}

-global override

-verbose

For Application Continuity, this parameter specifies whether the session state
that is not transactional is changed by the application. Oracle recommends a
setting of DYNAMIC for most applications.

Note: This parameter is considered only if -failovertype is setto
TRANSACTION for Application Continuity. It describes how non-transactional is
changed during a request. Examples of session state are NLS settings,
optimizer preferences, event settings, PL/SQL global variables, temporary
tables, advanced queues, LOBs, and result cache. If non-transactional values
change after the request starts, then use the default, DYNAMIC. Most
applications should use DYNAMIC mode. If you are unsure, then use DYNAMIC
mode.

If the service is a Global Data Services (GDS) service, then this option must
be specified to modify any of the following service attributes:

e -role

e -policy

e -failovertype

e -failovermethod
e -failoverdelay
e -failoverretry
e -edition

e -clbgoal

e -rlbgoal

e -notification

An error is returned if you attempt to modify one of these options for a GDS
service and -global override is not included.

This option is ignored if the service is not a GDS service.

See Oracle Database Global Data Services Concepts and Administration
Guide for more information.

Verbose output

2.5.7.5.2 Example

For the database with a DB UNIQUE NAME of dbcrm, the following command changes the Oracle
Data Guard role of the database service named support to standby:

srvctl modify service -db dbcrm -service support -role standby

¢ See Also:

ORACLE

Oracle Multitenant Administrator's Guide for information about managing services
associated with PDBs
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2.5.8 remove

Removes the specified component from the Oracle Restart configuration. Oracle Restart no
longer manages the component. Any environment variable settings for the component are also
removed.

Before you remove a component from the Oracle Restart configuration, you must use SRVCTL
to stop it. Oracle recommends that you disable the component before removing it, but this is
not required.

To perform srvctl remove operations, you must be logged in to the database host computer
with the proper user account. See "Preparing to Run SRVCTL" for more information.

e srvctl remove asm
Removes an Oracle ASM instance.

e srvctl remove database
Removes a database. Prompts for confirmation first.

e srvctl remove diskgroup
Removes an Oracle ASM disk group.

e srvctl remove listener
Removes the specified listener or all listeners.

e srvctl remove ons
Removes Oracle Notification Services (ONS).

e srvctl remove service
Removes the specified database service.

# See Also:

e stop command

e disable command

2.5.8.1 srvctl remove asm

Removes an Oracle ASM instance.

e Syntax and Options

* Example

2.5.8.1.1 Syntax and Options

ORACLE

Use the srvctl remove asm command with the following syntax:

srvctl remove asm [-force]
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Table 2-36 srvctl remove asm Options

_______________________________________________________________________________|
Options Description

Force remove, even when disk groups and databases that use Oracle ASM

-force . . . .
exist or when the Oracle ASM instance is running.

2.5.8.1.2 Example

An example of this command is:

srvctl remove asm

2.5.8.2 srvctl remove database

Removes a database. Prompts for confirmation first.

e Syntax and Options

*  Example

2.5.8.2.1 Syntax and Options

Use the srvctl remove database command with the following syntax:

# Note:

After running this command, ensure that the password file is in the default location if
you want to connect to the database as the sys user with the sys user's password.

srvctl remove database -db db_unique_name [-force] [-noprompt] [-verbose]

Table 2-37 srvctl remove database Options

________________________________________________________________________________|]
Options Description

Unigue name for the database. Must match the DB_UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB _NAME.

-db db unique name

Force. Removes the database even if it is running.

-force

Suppresses the confirmation prompt and removes immediately
-noprompt

Verbose output. A success or failure message is displayed.
-verbose

2.5.8.2.2 Example

An example of this command is:

srvctl remove database -db dbcrm
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2.5.8.3 srvctl remove diskgroup

Removes an Oracle ASM disk group.

e Syntax and Options

e Example

2.5.8.3.1 Syntax and Options

Use the srvctl remove diskgroup command with the following syntax:

srvctl remove diskgroup -diskgroup diskgroup name [-force]

Table 2-38 srvctl remove diskgroup Options

Option Description

-diskgroup diskgroup name Disk group name

force Force. Removes the disk group even if files are open on it.

2.5.8.3.2 Example

This example removes the disk group named DATA. An error is returned if files are open on this
disk group.

srvctl remove diskgroup -diskgroup DATA

2.5.8.4 srvctl remove listener

Removes the specified listener or all listeners.

*  Syntax and Options

*  Example

2.5.8.4.1 Syntax and Options

Use the srvctl remove listener command with the following syntax:

srvctl remove listener [-listener Iistener name | -all] [-force]

Table 2-39 srvctl remove listener Options

Options Description

-listener Name of the listener that you want to remove. If omitted, then the default is
listener name LISTENER.

-all Remove all listeners

-force Force. Removes the listener even if databases are using it.
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2.5.8.4.2 Example
The following command removes the listener 1snr01:

srvctl remove listener -listener 1lsnr0Ol

2.5.8.5 srvctl remove ons

Removes Oracle Notification Services (ONS).

e Syntax and Options

2.5.8.5.1 Syntax and Options
Use the srvctl remove ons command as follows:

srvctl remove ons [-force] [-verbose]

Table 2-40 srvctl remove ons Options
|

Options Description

£ Force. Removes ONS even if it is enabled.
—Iorce
—verbose Verbose output

2.5.8.6 srvctl remove service

Removes the specified database service.

e Syntax and Options

*  Example

2.5.8.6.1 Syntax and Options

Use the srvctl remove service command as follows:

srvctl remove service -db db unique name -service service name [-global override]

Table 2-41 srvctl remove service Options

|
Options Description

-db db unique name  Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_ UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-service Service name
service name
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Table 2-41 (Cont.) srvctl remove service Options

_______________________________________________________________________________|
Options Description

-global override If the service is a Global Data Services (GDS) service, then this option must
be specified to remove the service.

An error is returned if you attempt to remove a GDS service and -
global override is notincluded.

This option is ignored if the service is not a GDS service.

See Oracle Database Global Data Services Concepts and Administration
Guide for more information.

2.5.8.6.2 Example

An example of this command is:

srvctl remove service -db dbcrm -service sales

2.5.9 setenv

The setenv command sets values of environment variables in the Oracle Restart configuration
for a database, a listener, or the Oracle ASM instance.

To perform srvctl setenv operations, you must be logged in to the database host computer
with the proper user account. See "Preparing to Run SRVCTL" for more information.

e srvctl setenv asm
Sets the values of environment variables in the Oracle Restart configuration for the Oracle
ASM instance. Before starting the instance, Oracle Restart sets environment variables to
the values stored in the configuration.

e srvctl setenv database
Sets the values of environment variables in the Oracle Restart configuration for a database
instance. Before starting the instance, Oracle Restart sets environment variables to the
values stored in the configuration.

e srvctl setenv listener
Sets the values of environment variables in the Oracle Restart configuration for a listener.
Before starting the listener, Oracle Restart sets environment variables to the values stored
in the configuration.

¢ See Also:

e getenv command
e unsetenv command

* "Managing Environment Variables in the Oracle Restart Configuration”
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2.5.9.1 srvctl setenv asm

Sets the values of environment variables in the Oracle Restart configuration for the Oracle
ASM instance. Before starting the instance, Oracle Restart sets environment variables to the
values stored in the configuration.

e Syntax and Options

e Example

2.5.9.1.1 Syntax and Options
Use the srvctl setenv asm command with the following syntax:

srvctl setenv asm {-envs name=val[,name=val,...] | -env name=val}

Table 2-42 srvctl setenv database Options

]
Options Description

Comma-delimited list of name/value pairs of environment

-envs name=val[,name=val,...] .
variables

Enables single environment variable to be set to a value that

-env name=val . .
contains commas or other special characters

2.5.9.1.2 Example

The following example sets the AIX operating system environment variable AIXTHREAD SCOPE
in the Oracle ASM instance configuration:

srvctl setenv asm -envs AIXTHREAD SCOPE=S

2.5.9.2 srvctl setenv database

Sets the values of environment variables in the Oracle Restart configuration for a database
instance. Before starting the instance, Oracle Restart sets environment variables to the values
stored in the configuration.

e Syntax and Options

Example

2.5.9.2.1 Syntax and Options

Use the srvctl setenv database command with the following syntax:

srvctl setenv database -dbo db unique name
{-envs name=val[,name=val,...] | -env name=val}
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Table 2-43 srvctl setenv database Options

__________________________________________________________________________________|
Options Description

-db db unique name  Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB_NAME.

-envs Comma-delimited list of name/value pairs of environment variables
name=val |, name=val,

.l

-env name=val Enables single environment variable to be set to a value that contains
commas or other special characters

2.5.9.2.2 Example

The following example sets the LANG environment variable in the configuration of the database
with a DB_UNIQUE NAME of dbcrm:

srvctl setenv database -db dbcrm -envs LANG=en

2.5.9.3 srvctl setenv listener

Sets the values of environment variables in the Oracle Restart configuration for a listener.
Before starting the listener, Oracle Restart sets environment variables to the values stored in
the configuration.

e Syntax and Options

Example

2.5.9.3.1 Syntax and Options

Use the srvctl setenv listener command with the following syntax:

srvctl setenv listener [-listener listener_name]
{-envs name=val[,name=val,...] | -env name=val}

Table 2-44 srvctl setenv listener Options
]

Options Description

-listener Listener name. If omitted, sets the specified environment variables in all
listener name listener configurations.

-envs Comma-delimited list of name/value pairs of environment variables

name=val |, name=val,
.1

-env name=val Enables single environment variable to be set to a value that contains
commas or other special characters

2.5.9.3.2 Example

The following example sets the AIX operating system environment variable AIXTHREAD SCOPE
in the configuration of the listener named crmlistener:
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srvctl setenv listener -listener crmlistener -envs AIXTHREAD SCOPE=S

2.5.10 start

Starts the specified component or components.

e srvctl start asm
Starts the Oracle ASM instance.

* srvctl start database
Starts the specified database instance.

e srvctl start diskgroup
Starts (mounts) an Oracle ASM disk group.

e srvctl start home
Starts all of the components that are managed by Oracle Restart in the specified Oracle
home. The Oracle home can be an Oracle Database home or an Oracle Grid Infrastructure
home.

*  srvctl start listener
Starts the specified listener or all listeners.

* srvctl start ons
Starts Oracle Notification Services (ONS).

» srvctl start service
Starts the specified database service or services.

# See Also:

"Starting and Stopping Components Managed by Oracle Restart"

2.5.10.1 srvctl start asm

Starts the Oracle ASM instance.

For this command, SRVCTL connects "/ as sysasm" to perform the operation. To run such
operations, the owner of the executables in the Oracle Grid Infrastructure home must be a
member of the OSASM group, and users running the commands must also be in the OSASM

group.
e Syntax and Options

* Example

2.5.10.1.1 Syntax and Options

Use the srvctl start asm command with the following syntax:

srvctl start asm [-startoption start options]
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Table 2-45 srvctl start asm Option
]

Option Description
-startoption Comma-delimited list of options for the startup command (OPEN, MOUNT,
start options NOMOUNT, or FORCE). If omitted, defaults to normal startup (OPEN).

See Also: SQL*Plus User's Guide and Reference for more information about
startup options

2.5.10.1.2 Example

This example starts the Oracle ASM instance, which then mounts any disk groups named in
the ASM DISKGROUPS initialization parameter:

srvctl start asm

This example starts the Oracle ASM instance without mounting any disk groups:

srvctl start asm -startoption nomount

2.5.10.2 srvctl start database

Starts the specified database instance.

For this command, SRVCTL connects "/ as sysdba" to perform the operation. To run such
operations, the owner of the Oracle executables in the database Oracle home must be a
member of the OSDBA group (for example, the dba group on UNIX and Linux), and users
running the commands must also be in the OSDBA group.

e Syntax and Options

* Example

2.5.10.2.1 Syntax and Options

Use the srvctl start database command with the following syntax:

srvctl start database -db db unique name [-startoption start options] [-verbose]

Table 2-46 srvctl start database Options

|
Option Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.
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Table 2-46 (Cont.) srvctl start database Options
]

Option Description
-startoption Comma-delimited list of options for the startup command (for example: OPEN,
start options MOUNT, NOMOUNT, RESTRICT, and so on)

Notes:

e This command parameter does not support the PFILE option or the
QUIET option, but it supports all other database startup options.

e For multi-word startup options, such as read only and read write,
separate the words with a space and enclose in single quotation marks
(""). For example, 'read only'.

See Also: SQL*Plus User's Guide and Reference for more information
about startup options

-verbose Verbose output

2.5.10.2.2 Example

An example of this command is:

srvctl start database -db dbcrm -startoption nomount

2.5.10.3 srvctl start diskgroup

Starts (mounts) an Oracle ASM disk group.

*  Syntax and Options

*  Example

2.5.10.3.1 Syntax and Options

Use the srvctl start diskgroup command with the following syntax:

srvctl start diskgroup -diskgroup diskgroup name

Table 2-47 srvctl start diskgroup Options

|
Option Description

-diskgroup diskgroup name Disk group name

2.5.10.3.2 Example

An example of this command is:

srvctl start diskgroup -diskgroup DATA

2.5.10.4 srvctl start home

Starts all of the components that are managed by Oracle Restart in the specified Oracle home.
The Oracle home can be an Oracle Database home or an Oracle Grid Infrastructure home.

This command starts the components that were stopped by a srvctl stop home. This
command uses the information in the specified state file to identify the components to start.
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# Note:

Use this command to restart components after you install a patch in an Oracle home.

*  Syntax and Options

2.5.10.4.1 Syntax and Options

Use the srvctl start home command with the following syntax:

srvctl start home -oraclehome oracle home -statefile state file

Table 2-48 srvctl start home Options
]

Option Description

-oraclehome Complete path of the Oracle home

oracle home

-statefile Complete path of the state file. The state file contains the current state
state file information for the components in the Oracle home and is created when the

srvctl stop home command or the srvctl status home command is run.

2.5.10.5 srvctl start listener

Starts the specified listener or all listeners.

e Syntax and Options

 Example

2.5.10.5.1 Syntax and Options

Use the srvctl start listener command with the following syntax:

srvctl start listener [-listener listener name]

Table 2-49 srvctl start listener Options

__________________________________________________________________________________|]
Option Description

Listener name. If omitted, all Oracle Restart-managed listeners are

-listener listener name
- started.

2.5.10.5.2 Example

An example of this command is:

srvctl start listener -listener listener

2.5.10.6 srvctl start ons

Starts Oracle Notification Services (ONS).

e Syntax and Options
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2.5.10.6.1 Syntax and Options

Use the srvctl start ons command with the following syntax:

srvctl start ons [-verbose]

Table 2-50 srvctl start ons Options

|
Option Description

-verbose Verbose output

2.5.10.7 srvctl start service

Starts the specified database service or services.

e Syntax and Options
*  Example

2.5.10.7.1 Syntax and Options

Use the srvctl start service command with the following syntax:

srvctl start service -db db unique name [-service service name list |
-pdb pluggable database] [-startoption start_options] [-global override] [-verbose]

Table 2-51 srvctl start service Options

_______________________________________________________________________________|
Option Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-service Comma-delimited list of service names. The service name list is optional and,
service name list if not provided, SRVCTL starts all of the database's services.

-pdb In a CDB, the name of the PDB associated with the service

pluggable database |f this option is set to an empty string, then the service is associated with root.
-startoption Options for database startup (for example: OPEN, MOUNT, NOMOUNT and So on)
start options if the database must be started first

See Also: SQL*Plus User's Guide and Reference for more information about
startup options

-global override If the service is a Global Data Services (GDS) service, then this option must
be specified to start the service.

An error is returned if you attempt to start a GDS service and -
global override is notincluded.

This option is ignored if the service is not a GDS service.

See Oracle Database Global Data Services Concepts and Administration
Guide for more information.

-verbose Verbose output
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2.5.10.7.2 Example

For the database with a DB _UNIQUE NAME of dbcrm, the following example starts the sales
database service:

srvctl start service -db dbcrm -service sales

2.5.11 status

Displays the running status of the specified component or set of components.

e srvctl status asm
Displays the running status of the Oracle ASM instance.

* srvctl status database
Displays the running status of the specified database.

e srvctl status diskgroup
Displays the running status of an Oracle ASM disk group.

e srvctl status home
Displays the running status of all of the components that are managed by Oracle Restart in
the specified Oracle home. The Oracle home can be an Oracle Database home or an
Oracle Grid Infrastructure home.

e srvctl status listener
Displays the running status of the specified listener or of all Oracle Restart—-managed
listeners.

e srvctl status ons
Displays the running status of Oracle Notification Services (ONS).

e srvctl status service
Displays the running status of one or more database services.

2.5.11.1 srvctl status asm

Displays the running status of the Oracle ASM instance.

e Syntax and Options

Example

2.5.11.1.1 Syntax and Options

Use the srvctl status asm command with the following syntax:

srvctl status asm [-all] [-verbose]

Table 2-52 srvctl status asm Options

Option Description
all Display enabled/disabled status also
—verbose Verbose output
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2.5.11.1.2 Example

An example of this command is:

srvctl status asm

ASM is running on dbhost

2.5.11.2 srvctl status database

Displays the running status of the specified database.

e Syntax and Options

* Example

2.5.11.2.1 Syntax and Options
Use the srvctl status database command with the following syntax:

srvctl status database -dbo db unique name [-force] [-verbose]

Table 2-53 srvctl status database Options

|
Option Description

Unigue name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB NAME.

-db db unique name

s Display a message if the database is disabled
orce

Verbose output. Lists the database services that are running.
-verbose

2.5.11.2.2 Example

An example of this command is:

srvctl status database -db dbcrm -verbose

Database dbcrm is running with online services mfg,sales

2.5.11.3 srvctl status diskgroup

Displays the running status of an Oracle ASM disk group.

e Syntax and Options

e Example

2.5.11.3.1 Syntax and Options
Use the srvctl status diskgroup command with the following syntax:

srvctl status diskgroup -diskgroup diskgroup name [-all] [-verbose]
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Table 2-54 srvctl status diskgroup Options
]

Option Description

-diskgroup diskgroup name Disk group name

_all Display enabled/disabled status also

Verbose output. Lists the database services that are running.
-verbose

2.5.11.3.2 Example
An example of this command is:

srvctl status diskgroup -diskgroup DATA

Disk Group DATA is running on dbhost

2.5.11.4 srvctl status home

Displays the running status of all of the components that are managed by Oracle Restart in the
specified Oracle home. The Oracle home can be an Oracle Database home or an Oracle Grid
Infrastructure home.

This command writes the current status of the components to the specified state file.

e Syntax and Options

2.5.11.4.1 Syntax and Options
Use the srvctl status home command with the following syntax:

srvctl status home -oraclehome oracle home -statefile state file

Table 2-55 srvctl status home Options
|

Option Description

—oraclehome oracle home Complete path of the Oracle home

_statefile state file Complete path of the state file

2.5.11.5 srvctl status listener
Displays the running status of the specified listener or of all Oracle Restart—-managed listeners.

e Syntax and Options

*  Example

2.5.11.5.1 Syntax and Options

Use the srvctl status listener command with the following syntax:
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srvctl status listener [-listener listener name] [-verbose]

Table 2-56 srvctl status listener Options

_________________________________________________________________________________|
Option Description

. . Listener name. If omitted, the status of all listeners is displayed.
-listener listener name

Verbose output. Lists the database services that are running.
-verbose

2.5.11.5.2 Example

An example of this command is:

srvctl status listener -listener crmlistener

Listener CRMLISTENER is running on dbhost

2.5.11.6 srvctl status ons

Displays the running status of Oracle Notification Services (ONS).

e Syntax and Options

2.5.11.6.1 Syntax and Options

Use the srvctl status ons command with the following syntax:

srvctl status ons [-verbose]

Table 2-57 srvctl status ons Options

_________________________________________________________________________________|]
Option Description

Verbose output. Lists the database services that are running.
-verbose

2.5.11.7 srvctl status service

Displays the running status of one or more database services.

e Syntax and Options
*  Example

2.5.11.7.1 Syntax and Options
Use the srvctl status service command with the following syntax:
srvctl status service -db db unique name

[-service service name 1ist | -pdb pluggable database]
[-force] [-verbose]
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Table 2-58 srvctl status service Options

Option

Description

-db db unique name

-service
service name list

-pdb
pluggable database

-force

-verbose

Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB__UNIQUE NAME uses the setting for DB_NAME.

Comma-delimited list of service names. If omitted, status is listed for all
database services for the designated database.

In a multitenant container database (CDB), the name of the pluggable
database (PDB) associated with the service

If this option is set to an empty string, then the service is associated with
root.

Display a message if a service is disabled

Verbose output

2.5.11.7.2 Example

For the database with the DB UNIQUE NAME of dbcrm, the following example displays the
running status of the service sales:

2.5.12 stop

ORACLE

srvctl status service -db dbcrm -service sales

Service sales is running on dbhost

Stops the specified component or components.

If you want a component to remain stopped after you issue a srvctl stop command, disable
the component. See the disable command.

# Note:

start command.

e srvctl stop asm

If a component is stopped and is not disabled, it could restart as a result of another
planned operation. That is, although a stopped component will not restart as a result
of a failure, it might be started if a dependent component is started with a srvctl

Stops the Oracle ASM instance.

e srvctl stop database

Stops a database and its services.

» srvctl stop diskgroup

Stops (dismounts) an Oracle ASM disk group.
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e srvctl stop home
Stops all of the components that are managed by Oracle Restart in the specified Oracle
home. The Oracle home can be an Oracle Database home or an Oracle Grid Infrastructure
home.

e srvctl stop listener
Stops the designated listener or all Oracle Restart—-managed listeners. Stopping a listener
does not cause databases that are registered with the listener to be stopped.

e srvctl stop ons
Stops Oracle Notification Services (ONS).

e srvctl stop service
Stops one or more database services.

¢ See Also:

"Starting and Stopping Components Managed by Oracle Restart"

2.5.12.1 srvctl stop asm

Stops the Oracle ASM instance.

*  Syntax and Options

*  Example

2.5.12.1.1 Syntax and Options

Use the srvctl stop asm command with the following syntax:

srvctl stop asm [-stopoption stop_options] [-force]

Table 2-59 srvctl stop asm Option
|

Option Description
-stopoption Options for the shutdown operation, for example, NORMAL, TRANSACTIONAL,
stop options IMMEDIATE, or ABORT

See Also: SQL*Plus User's Guide and Reference for more information about
shutdown options

-force Force. Must be present if disk groups are currently started (mounted). This
option enables SRVCTL to stop the disk groups before stopping Oracle ASM.
Each dependent database instance is also stopped according to its stop
options, or with the ABORT option if the configured stop options fail.

2.5.12.1.2 Example

An example of this command is:

srvctl stop asm -stopoption abort -force

2.5.12.2 srvctl stop database

Stops a database and its services.
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Use the srvctl stop database command with the following syntax:

srvctl stop database -db db unique name [-stopoption stop options]
[-drain timeout timeout] [-force] [-verbose]

Table 2-60 srvctl stop database Options

Option

Description

-db db_unique name

-stopoption
stop options

-drain_timeout

Unique name for the database. Must match the DB_UNIQUE NAME
initialization parameter setting. If DB UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB UNIQUE NAME uses the setting for DB_NAME.

SHUTDOWN command options (for example: NORMAL, TRANSACTIONAL,
IMMEDIATE, or ABORT). Default is IMMEDIATE.

This option specifies the time allowed for resource draining to be completed in

timeout seconds. Permitted values are NULL, 0, or any positive integer.
The draining period is intended for planned maintenance operations. During
the draining period, all current client requests are processed, but new
requests are not accepted. How draining works depends on the setting of the
-stopoption option.
The default value is NULL, which means that this option is not set. If the
option is not set, and -drain_timeout has been set on the service, then this
value is used.
If it is set to 0, then draining does not occur.

-force Stops the database, its services, and any resources that depend on the
services

-verbose Verbose output

2.5.12.2.2 Example

An example of this command is:

srvctl stop database -db dbcrm

2.5.12.3 srvctl stop diskgroup

Stops (dismounts) an Oracle ASM disk group.

e Syntax and Options

e Example

2.5.12.3.1 Syntax and Options

Use the srvctl stop diskgroup command with the following syntax:

srvctl stop diskgroup -diskgroup diskgroup name [-force]

ORACLE
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Table 2-61 srvctl stop diskgroup Options

Option Description
-diskgroup Disk group name
diskgroup name
-force Force. Dismount the disk group even if some files in the disk group are
open.
2.5.12.3.2 Example

This example stops the disk group named DATA. An error is returned if files are open on this
disk group.

srvctl stop diskgroup -diskgroup DATA

2.5.12.4 srvctl stop home

Stops all of the components that are managed by Oracle Restart in the specified Oracle home.
The Oracle home can be an Oracle Database home or an Oracle Grid Infrastructure home.

This command identifies the components that it stopped in the specified state file.

< Note:

»  Before stopping the components in an Oracle Grid Infrastructure home, stop the
components in a dependent Oracle Database home.

e Use this command to stop components before you install a patch in an Oracle
home.

e Syntax and Options

2.5.12.4.1 Syntax and Options

ORACLE

Use the srvctl stop home command with the following syntax:
srvctl stop home -oraclehome oracle home -statefile state file

[-stopoption stop options] [-force]

Table 2-62 srvctl stop home Options

Option Description

-oraclehome Complete path of the Oracle home

oracle home

-statefile Complete path to where you want the state file to be written

state file

-stopoption SHUTDOWN command options for the database (for example: NORMAL,
stop options TRANSACTIONAL, IMMEDIATE, or ABORT). Default is IMMEDIATE

See Also: SQL*Plus User's Guide and Reference for more information about
shutdown options
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Table 2-62 (Cont.) srvctl stop home Options

_______________________________________________________________________________|
Option Description

-force Force stop each component

2.5.12.5 srvctl stop listener

Stops the designated listener or all Oracle Restart—-managed listeners. Stopping a listener
does not cause databases that are registered with the listener to be stopped.

e Syntax and Options

*  Example

2.5.12.5.1 Syntax and Options

Use the srvctl stop listener command with the following syntax:

srvctl stop listener [-listener listener name] [-force]

Table 2-63 srvctl stop listener Options

_______________________________________________________________________________|
Option Description

-listener Listener name. If omitted, all Oracle Restart—-managed listeners are stopped.
listener name
-force Force. Passes the stop command with the -f option to Oracle Clusterware.

See Oracle Clusterware Administration and Deployment Guide for more
information about the Oracle Clusterware -£ option.

2.5.12.5.2 Example

An example of this command is:

srvctl stop listener -listener crmlistener

2.5.12.6 srvctl stop ons

Stops Oracle Notification Services (ONS).

e Syntax and Options

2.5.12.6.1 Syntax and Options

Use the srvctl stop ons command with the following syntax:

srvctl stop ons [-verbose]

Table 2-64 srvctl stop ons Options

__________________________________________________________________________________|
Option Description

-verbose Verbose output
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2.5.12.7 srvctl stop service

Stops one or more database services.

e Syntax and Options

e Example

2.5.12.7.1 Syntax and Options

Use the srvctl stop service command with the following syntax:

srvctl stop service -db db unique name [-service service name list |
-pdb pluggable database] [-drain_ timeout timeout] [-stopoption stop option]
[-global override] [-wait wait option] [-force] [-verbose]

Table 2-65 srvctl stop service Options

_______________________________________________________________________________|
Option Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-service Comma-delimited list of database service names. If you do not provide a
service name list  service name list, then SRVCTL stops all services on the database

-pdb In a CDB, the name of the PDB associated with the service
pluggable database |f this option is set to an empty string, then the service is associated with root.

-drain_timeout This option specifies the time allowed for resource draining to be completed in
timeout seconds. Permitted values are NULL, 0, or any positive integer.
The draining period is intended for planned maintenance operations. During
the draining period, all current client requests are processed, but new
requests are not accepted. How draining works depends on the setting of the
-stopoption option.
The default value is NULL, which means that this option is not set. If the option
is not set, and -drain_ timeout has been set on the service, then this value
is used.

If it is set to 0, then draining does not occur.

-stopoption This option specifies the mode in which the service is stopped. The following
stop option values are permitted:

e IMMEDIATE specifies that sessions are permitted to drain before the
service is stopped.

e TRANSACTIONAL specifies that sessions are permitted to drain for the
amount of time specified in the —drain_timeout option. The service is
stopped when the time limit is reached, and any remaining sessions are
terminated.

e NONE is the default.
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Table 2-65 (Cont.) srvctl stop service Options

_______________________________________________________________________________|
Option Description

-global override If the service is a Global Data Services (GDS) service, then this option must

be specified to stop the service.

An error is returned if you attempt to stop a GDS service and -

global override is not included.

This option is ignored if the service is not a GDS service.

See Oracle Database Global Data Services Concepts and Administration
Guide for more information.

-wait wait option This option specifies whether to wait until service draining is completed
before stopping the service. Specify YES to wait or NO to stop the service
without waiting.

-force Force. This option disconnects all of the stopped services' sessions
immediately. Uncommitted transactions are rolled back. If this option is

omitted, active sessions remain connected to the services, but no further
connections to the services can be made.

-verbose Verbose output

2.5.12.7.2 Example

The following example stops the sales database service on the database with a
DB_UNIQUE NAME of dbcrm:

srvctl stop service -db dbcrm -service sales

2.5.13 unsetenv

The unsetenv command deletes one or more environment variables from the Oracle Restart
configuration for a database, a listener, or an Oracle ASM instance.

To perform srvctl unsetenv operations, you must be logged in to the database host computer
with the proper user account. See "Preparing to Run SRVCTL" for more information.

e srvctl unsetenv asm
Removes the specified environment variables from the Oracle Restart configuration for the
Oracle ASM instance.

* srvctl unsetenv database
Removes the specified environment variables from the Oracle Restart configuration for the
specified database.

* srvctl unsetenv listener
Removes the specified environment variables from the Oracle Restart configuration for the
specified listener or all listeners.
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# See Also:

e setenv command
e getenv command

e "Managing Environment Variables in the Oracle Restart Configuration"

2.5.13.1 srvctl unsetenv asm

Removes the specified environment variables from the Oracle Restart configuration for the
Oracle ASM instance.

e Syntax and Options

*  Example

2.5.13.1.1 Syntax and Options
Use the srvctl unsetenv asm command with the following syntax:

srvctl unsetenv asm -envs name_list

Table 2-66 srvctl unsetenv asm Options

_______________________________________________________________________________|
Options Description

, Comma-delimited list of environment variables to remove
-envs name list

2.5.13.1.2 Example

The following example removes the AlX operating system environment variable
AIXTHREAD SCOPE from the Oracle ASM instance configuration:

srvctl unsetenv asm -envs AIXTHREAD SCOPE

2.5.13.2 srvctl unsetenv database

Removes the specified environment variables from the Oracle Restart configuration for the
specified database.

e Syntax and Options

 Example

2.5.13.2.1 Syntax and Options
Use the srvctl unsetenv database command as follows:

srvctl unsetenv database -db db unique name -envs name list
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Table 2-67 srvctl unsetenv database Options

. ________________________________________________________________________________|
Options Description

Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-db db unique name

. Comma-delimited list of environment variables to remove
-envs name list

2.5.13.2.2 Example

The following example deletes the AIXTHREAD SCOPE environment variable from the Oracle
Restart configuration for the database with a DB UNIQUE NAME of dbcrm:

srvctl unsetenv database -db dbcrm -envs AIXTHREAD SCOPE

2.5.13.3 srvctl unsetenv listener

Removes the specified environment variables from the Oracle Restart configuration for the
specified listener or all listeners.

e Syntax and Options

Example

2.5.13.3.1 Syntax and Options

Use the srvctl unsetenv listener command with the following syntax:

srvctl unsetenv listener [-listener listener;name] -envs name_list

Table 2-68 srvctl unsetenv listener Options
]

Options Description
-listener Listener name. If omitted, the specified environment variables are removed
listener name from the configurations of all listeners.
-envs name list Comma-delimited list of environment variables to remove
2.5.13.3.2 Example

The following example removes the AIX operating system environment variable
AIXTHREAD SCOPE from the listener configuration for the listener named crmlistener:

srvctl unsetenv listener -listener crmlistener -envs AIXTHREAD SCOPE

2.5.14 update

The srvctl update command updates the running database to switch to the specified startup
option.

e srvctl update database
The srvctl update database command changes the open mode of the database.
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2.5.14.1 srvctl update database

The srvctl update database command changes the open mode of the database.

e Syntax and Options

2.5.14.1.1 Syntax and Options

Use the srvctl update database command as follows:

srvctl update database -db db unique name --startoption start options

Table 2-69 srvctl upgrade database Options
]

Option Description

-db db unique name  Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.

-startoption Startup options for the database. Examples of startup options are OPEN,
start options MOUNT, or "READ ONLY".

2.5.15 upgrade

The srvctl upgrade command upgrades the resources types and resources from an older
version to a newer version.

e srvctl upgrade database
The srvctl upgrade database command upgrades the configuration of a database and all

of its services to the version of the database home from where this command is run.

2.5.15.1 srvctl upgrade database

The srvctl upgrade database command upgrades the configuration of a database and all of
its services to the version of the database home from where this command is run.

e Syntax and Options

2.5.15.1.1 Syntax and Options
Use the srvctl upgrade database command as follows:

srvctl upgrade database -db db unique name -oraclehome oracle home

Table 2-70 srvctl upgrade database Options
]

Parameter Description

-db db unique name Unique name for the database. Must match the DB UNIQUE NAME
initialization parameter setting. If DB_UNIQUE NAME is unspecified, then this
option must match the DB_NAME initialization parameter setting. The default
setting for DB_UNIQUE NAME uses the setting for DB_NAME.
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Table 2-70 (Cont.) srvctl upgrade database Options

Parameter Description

-oraclehome The full path of Oracle home for the database
oracle home

2.0 CRSCTL Command Reference

You can reference details about the syntax for the CRSCTL commands that are relevant for
Oracle Restart.

# Note:

You must be the root user or Oracle grid infrastructure software owner to run these
CRSCTL commands.

CRSCTL Command Syntax Overview

CRSCTL expects the following command syntax:

crsctl command has

where command is a verb such as start, stop, Or enable. The has object indicates Oracle high
availability services.

Case Sensitivity

CRSCTL commands and components are case insensitive.

* check
Displays the Oracle Restart status.

* config
Displays the Oracle Restart configuration.

» disable
Disables automatic restart of Oracle Restart.

e enable
Enables automatic restart of Oracle Restart.

e start
Starts Oracle Restart.

e stop
Stops Oracle Restart.

2.6.1 check

Displays the Oracle Restart status.

Syntax and Options

crsctl check has
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2.6.2 config

Displays the Oracle Restart configuration.

Syntax and Options

crsctl config has

2.6.3 disable

Disables automatic restart of Oracle Restart.

Syntax and Options

crsctl disable has

2.6.4 enable

Enables automatic restart of Oracle Restart.

Syntax and Options

crsctl enable has

2.6.5 start

Starts Oracle Restart.

Syntax and Options

crsctl start has

2.6.6 stop

Stops Oracle Restart.

Syntax and Options

crsctl stop has [-f]

ORACLE

Chapter 2
CRSCTL Command Reference

2-93



ORACLE

Chapter 2
CRSCTL Command Reference

Table 2-71 crsctl stop has Options

Options

Description

-f

Force. If any resources that are managed by Oracle Restart are still running,
then try to stop these resources gracefully. If a resource cannot be stopped
gracefully, then try to force the resource to stop.

For example, if an Oracle ASM instance is running, then SHUTDOWN
IMMEDIATE attempts to stop the Oracle ASM instance gracefully, while
SHUTDOWN ABORT attempts to force the Oracle ASM instance to stop.

When the -f option is not specified, this command tries to stop resources
managed by Oracle Restart gracefully but does not try to force them to stop.

< Note:

For a database resource, this command always
uses SHUTDOWN ABORT, regardless of whether
the -f option is specified.
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Oracle Databases uses several processes so that multiple users and applications can connect
to a single database instance simultaneously.

About Dedicated and Shared Server Processes
Oracle Database creates server processes to handle the requests of user processes
connected to an instance.

About Database Resident Connection Pooling

Database Resident Connection Pooling (DRCP) provides a connection pool in the
database server for typical Web application usage scenarios where the application
acquires a database connection, works on it for a relatively short duration, and then
releases it. DRCP pools "dedicated" servers. A pooled server is the equivalent of a server
foreground process and a database session combined.

About Proxy Resident Connection Pooling

Proxy resident connection pooling uses Proxy Resident Connection Pool that can be
configured using Oracle Connection Manager in Traffic Director Mode. Proxy resident
connection pooling provides high availability, security, and performance for database
clients.

Configuring Oracle Database for Shared Server
You can enable shared server and set or alter shared server initialization parameters.

Configuring Database Resident Connection Pooling
The database server is preconfigured to allow database resident connection pooling.
However, you must explicitly enable this feature by starting the connection pool.

About Oracle Database Background Processes

To maximize performance and accommodate many users, a multiprocess Oracle Database
system uses background processes. Background processes consolidate functions that
would otherwise be handled by multiple database programs running for each user process.
Background processes asynchronously perform I/O and monitor other Oracle Database
processes to provide increased parallelism for better performance and reliability.

Managing Prespawned Processes
Oracle Database can prespawn processes for better client connection performance.

Managing Processes for Parallel SQL Execution

You can manage parallel processing of SQL statements. In this configuration, Oracle
Database can divide the work of processing an SQL statement among multiple parallel
processes.

Managing Processes for External Procedures

An external procedure is a procedure or function written in a programming language and
stored in a shared library. An Oracle server can call external procedures or functions using
PL/SQL routines.

Terminating Sessions

Sometimes it is necessary to terminate current user sessions. For example, you might
want to perform an administrative operation and need to terminate all non-administrative
sessions.

Process and Session Data Dictionary Views
You can query data dictionary views for information about processes and sessions.
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3.1 About Dedicated and Shared Server Processes

Oracle Database creates server processes to handle the requests of user processes
connected to an instance.

A server process can be either of the following:

* A dedicated server process, which services only one user process
* A shared server process, which can service multiple user processes

Your database is always enabled to allow dedicated server processes, but you must
specifically configure and enable shared server by setting one or more initialization
parameters.

« Dedicated Server Processes
A dedicated server process services only one user process.

e Shared Server Processes
A shared server process can service multiple user processes.

3.1.1 Dedicated Server Processes

A dedicated server process services only one user process.

Figure 3-1 illustrates how dedicated server processes work. In this diagram two user
processes are connected to the database through dedicated server processes.

In general, it is better to be connected through a dispatcher and use a shared server process.
This is illustrated in Figure 3-2. A shared server process can be more efficient because it keeps
the number of processes required for the running instance low.

In the following situations, however, users and administrators should explicitly connect to an
instance using a dedicated server process:

e To submit a batch job (for example, when a job can allow little or no idle time for the server
process)

« To use Recovery Manager (RMAN) to back up, restore, or recover a database

To request a dedicated server connection when Oracle Database is configured for shared
server, users must connect using a net service name that is configured to use a dedicated
server. Specifically, the net service name value should include the SERVER=DEDICATED clause in
the connect descriptor.

# See Also:

Oracle Database Net Services Administrator's Guide for more information about
requesting a dedicated server connection
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Figure 3-1 Oracle Database Dedicated Server Processes
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3.1.2 Shared Server Processes

ORACLE

A shared server process can service multiple user processes.

Consider an order entry system with dedicated server processes. A customer phones the order
desk and places an order, and the clerk taking the call enters the order into the database. For
most of the transaction, the clerk is on the telephone talking to the customer. A server process
is not needed during this time, so the server process dedicated to the clerk's user process
remains idle. The system is slower for other clerks entering orders, because the idle server
process is holding system resources.

Shared server architecture eliminates the need for a dedicated server process for each
connection (see Figure 3-2).
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Figure 3-2 Oracle Database Shared Server Processes
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In a shared server configuration, client user processes connect to a dispatcher. The dispatcher
can support multiple client connections concurrently. Each client connection is bound to a
virtual circuit, which is a piece of shared memory used by the dispatcher for client database
connection requests and replies. The dispatcher places a virtual circuit on a common queue
when a request arrives.

An idle shared server process picks up the virtual circuit from the common queue, services the
request, and relinquishes the virtual circuit before attempting to retrieve another virtual circuit
from the common queue. This approach enables a small pool of server processes to serve a
large number of clients. A significant advantage of shared server architecture over the
dedicated server model is the reduction of system resources, enabling the support of an
increased number of users.

For even better resource management, shared server can be configured for session
multiplexing, which combines multiple sessions for transmission over a single network
connection in order to conserve the operating system's resources.

Shared server architecture requires Oracle Net Services. User processes targeting the shared
server must connect through Oracle Net Services, even if they are on the same system as the
Oracle Database instance.
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# See Also:

Oracle Database Net Services Administrator's Guide for more detailed information
about shared server, including features such as session multiplexing

3.2 About Database Resident Connection Pooling

ORACLE

Database Resident Connection Pooling (DRCP) provides a connection pool in the database
server for typical Web application usage scenarios where the application acquires a database
connection, works on it for a relatively short duration, and then releases it. DRCP pools
"dedicated" servers. A pooled server is the equivalent of a server foreground process and a
database session combined.

DRCP complements middle-tier connection pools that share connections between threads in a
middle-tier process. In addition, DRCP enables sharing of database connections across
middle-tier processes on the same middle-tier host and even across middle-tier hosts. This
results in significant reduction in key database resources needed to support a large number of
client connections, thereby reducing the database tier memory footprint and boosting the
scalability of both the middle-tier and the database tier. Having a pool of readily available
servers also has the additional benefit of reducing the cost of creating and tearing down client
connections.

DRCP is especially relevant for architectures with multi-process single threaded application
servers (such as PHP/Apache) that cannot perform middle-tier connection pooling. The
database can still scale to tens of thousands of simultaneous connections with DRCP.

Starting with Oracle Database Release 21c, DRCP can be configured based on the
requirements of specific pluggable databases (PDBs). PDB administrators can independently
configure, manage, and monitor a connection pool for individual PDBs. Note that the broker
processes are owned and configured by the root and shared among the PDB pools.

# Note:

e Starting with Oracle Database 12c¢ Release 2 (12.2), proxy sessions that belong
to the same user can be shared.

*  On Windows platforms, setting the SQLNET . AUTHENTICATION SERVICES parameter
value to nts is not supported with DRCP.
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# See Also:

e Oracle Database Concepts for more details on DRCP

e Oracle Database Development Guide for more information about DRCP,
including restrictions on using DRCP

e Oracle Call Interface Programmer's Guide for information about options that are
available when obtaining a DRCP session

e Oracle Database Development Guide for information about sharing proxy
sessions

When To Use Database Resident Connection Pooling

Database resident connection pooling is useful when multiple clients access the database and
when any of the following apply:

e Alarge number of client connections need to be supported with minimum memory usage.
e The client applications are similar and can share or reuse sessions.

Applications are similar if they connect with the same database credentials and use the
same schema.

e The client applications acquire a database connection, work on it for a relatively short
duration, and then release it.

e Session affinity is not required across client requests.

e There are multiple processes and multiple hosts on the client side.

Advantages of Database Resident Connection Pooling

Using database resident connection pooling provides the following advantages:

* Enables resource sharing among multiple middle-tier client applications.

* Improves scalability of databases and applications by reducing resource usage.
Database Resident Connection Pooling and LOGON/LOGOFF Triggers

LOGON triggers fire for every authentication and every time a new session is created in DRCP.
LOGOFF triggers fire on every log off and when the sessions are destroyed in DRCP. Therefore,

a LOGOFF trigger fires when a session is terminated due to an idle time limit.

e Comparing DRCP to Dedicated Server and Shared Server
Understand the differences between dedicated server, shared server, and database
resident connection pooling.

¢ See Also:

*  Oracle Database PL/SQL Language Reference

*  Oracle Database Security Guide
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3.2.1 Comparing DRCP to Dedicated Server and Shared Server

Understand the differences between dedicated server, shared server, and database resident
connection pooling.

Table 3-1 lists the differences between dedicated server, shared server, and database resident
connection pooling.

Table 3-1 Dedicated Servers, Shared Servers, and Database Resident Connection Pooling

Dedicated Server

Shared Server

Database Resident Connection
Pooling

When a client request is received, a new When the first request is received from

server process and a session are
created for the client.

Releasing database resources involves
terminating the session and server
process.

Memory requirement is proportional to
the number of server processes and
sessions. There is one server and one
session for each client.

Session memory is allocated from the
PGA.

a client, the Dispatcher process places
this request on a common queue. The
request is picked up by an available
shared server process. The Dispatcher
process then manages the
communication between the client and
the shared server process.

Releasing database resources involves
terminating the session.

Memory requirement is proportional to
the sum of the shared servers and
sessions. There is one session for each
client.

Session memory is allocated from the
SGA.

When the first request is received from
a client, the Connection Broker picks an
available pooled server and hands off
the client connection to the pooled
server.

If no pooled servers are available, the
Connection Broker creates one. If the
pool has reached its maximum size, the
client request is placed on the wait
queue until a pooled server is available.

Releasing database resources involves
releasing the pooled server to the pool.

Memory requirement is proportional to
the number of pooled servers and their
sessions. There is one session for each
pooled server.

Session memory is allocated from the
PGA.

Example of Memory Usage for Dedicated Server, Shared Server, and Database Resident
Connection Pooling

Consider an application in which the memory required for each session is 400 KB and the
memory required for each server process is 4 MB. The pool size is 100 and the number of
shared servers used is 100.

If there are 5000 client connections, the memory used by each configuration is as follows:

* Dedicated Server
Memory used = 5000 X (400 KB + 4 MB) = 22 GB

e Shared Server

Memory used = 5000 X 400 KB + 100 X 4 MB = 2.5 GB
Out of the 2.5 GB, 2 GB is allocated from the SGA.

» Database Resident Connection Pooling
Memory used = 100 X (400 KB + 4 MB) + (5000 X 35KB)= 615 MB

The cost of each connection to the broker is approximately 35 KB.

ORACLE
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3.3 About Proxy Resident Connection Pooling

Proxy resident connection pooling uses Proxy Resident Connection Pool that can be
configured using Oracle Connection Manager in Traffic Director Mode. Proxy resident
connection pooling provides high availability, security, and performance for database clients.

You can configure CMAN-TDM to establish pooled connections from either per-service or per-
PDB connection pools. A database client that is based on any of the following technologies can
use proxy resident connection pooling to connect to a database instance — Oracle Call
Interface (OCI), Java Database Connectivity (JDBC), Oracle Data Provider for .NET
(ODP.Net), Open Database Connectivity (ODBC), Pro*C, Pro*COBOL, PHP OCI8 extension,
Node.js node-oracledb driver, Python cx_Oracle, ROracle, Ruby-oci8, Perl DBD::Oracle, or
Oracle C++ Call Interface (OCCI).

# Note:

Proxy resident connection pooling is available starting with Oracle Database 18c.

When to Use Proxy Resident Connection Pooling

Proxy resident connection pooling is useful when multiple clients access a database and when
any of the following apply:

« Alarge number of client connections need to be supported using fewer number of
connections to a database.

e A database connection needs to be shared across middle tier connection pools.

*  More than 64K sessions need to be supported (when shared servers cannot be used as
they have a limit of 64K sessions).

* High availability needs to be supported for older clients that do not support Transparent
Application Failover (TAF) and Oracle RAC, or the clients that do not use Oracle Database
Resident Connection Pooling (DRCP) or Fast Application Notification (FAN) or Application
Continuity (AC).

Advantages of Proxy Resident Connection Pooling
Using proxy resident connection pooling provides the following major advantages:

« Improved high availability (planned and unplanned)
e Improved database security

e Database connection multiplexing
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# See Also:

The following sections in Oracle Database Net Services Administrator's Guide for
more information about enabling proxy resident connection pooling using Oracle
Connection Manager in Traffic Director Mode and per-service and per-PDB
connection pools.

e About Using Oracle Connection Manager in Traffic Director Mode
e Configuring Oracle Connection Manager in Traffic Director Mode

* Per-Service and Per-PDB Connection Pools

3.4 Configuring Oracle Database for Shared Server

You can enable shared server and set or alter shared server initialization parameters.

* Initialization Parameters for Shared Server
A set of initialization parameters control shared server operation.

* Memory Management for Shared Server
Shared server requires some user global area (UGA) in either the shared pool or large
pool. For installations with a small number of simultaneous sessions, the default sizes for
these system global area (SGA) components are generally sufficient. However, if you
expect a large number of sessions for your installation, you may have to tune memory to
support shared server.

e Enabling Shared Server
Shared server is enabled by setting the SHARED SERVERS initialization parameter to a value
greater than 0. The other shared server initialization parameters need not be set.

e Configuring Dispatchers
The DISPATCHERS initialization parameter configures dispatcher processes in the shared
server architecture. At least one dispatcher process is required for shared server to work. If
you do not specify a dispatcher, but you enable shared server by setting SHARED SERVER t0
a nonzero value, then by default Oracle Database creates one dispatcher for the TCP
protocol.

» Disabling Shared Server
You disable shared server by setting the SHARED SERVERS initialization parameter to 0. You
can do this dynamically with the ALTER SYSTEM statement.

e Shared Server Data Dictionary Views
You can query data dictionary views for information about your shared server configuration
and to monitor performance.

# See Also:

e "About Dedicated and Shared Server Processes"

* Oracle Database SQL Language Reference for further information about the
ALTER SYSTEM statement
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3.4.1 Initialization Parameters for Shared Server

A set of initialization parameters control shared server operation.
The following initialization parameters control shared server operation:

* SHARED SERVERS: Specifies the initial number of shared servers to start and the minimum
number of shared servers to keep. This is the only required parameter for using shared
servers.

e MAX SHARED SERVERS: Specifies the maximum number of shared servers that can run
simultaneously.

* SHARED SERVER SESSIONS: Specifies the total number of shared server user sessions that
can run simultaneously. Setting this parameter enables you to reserve user sessions for
dedicated servers.

*  DISPATCHERS: Configures dispatcher processes in the shared server architecture.

* MAX DISPATCHERS: Specifies the maximum number of dispatcher processes that can run
simultaneously. This parameter can be ignored for now. It will only be useful in a future
release when the number of dispatchers is auto-tuned according to the number of
concurrent connections.

e CIRCUITS: Specifies the total number of virtual circuits that are available for inbound and
outbound network sessions.

# See Also:

Oracle Database Reference for more information about these initialization
parameters

3.4.2 Memory Management for Shared Server

Shared server requires some user global area (UGA) in either the shared pool or large pool.
For installations with a small number of simultaneous sessions, the default sizes for these
system global area (SGA) components are generally sufficient. However, if you expect a large
number of sessions for your installation, you may have to tune memory to support shared
server.

See the "Configuring and Using Memory" section of Oracle Database Performance Tuning
Guide for guidelines.

3.4.3 Enabling Shared Server

ORACLE

Shared server is enabled by setting the SHARED SERVERS initialization parameter to a value
greater than 0. The other shared server initialization parameters need not be set.

«  Set shared server dynamically by setting the SHARED SERVERS initialization parameter to a
nonzero value with the ALTER SYSTEM statement.

* Setthe SHARED SERVERS initialization parameter to a nonzero value at database startup by
including it in the initialization parameter file.
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Because shared server requires at least one dispatcher in order to work, a dispatcher is
brought up even if no dispatcher has been configured. Dispatchers are discussed in
"Configuring Dispatchers".

# Note:

If SHARED SERVERS is not included in the initialization parameter file at database
startup, but DISPATCHERS is included and it specifies at least one dispatcher, shared
server is enabled. In this case, the default for SHARED SERVERS is 1.

If neither SHARED SERVERS nor DISPATCHERS is included in the initialization file, you
cannot start shared server after the instance is brought up by just altering the
DISPATCHERS parameter. You must specifically alter SHARED SERVERS to a nonzero
value to start shared server.

Note:

If you create your Oracle database with Database Configuration Assistant (DBCA),
DBCA configures a dispatcher for Oracle XML DB (XDB). This is because XDB
protocols like HTTP and FTP require shared server. This results in a SHARED SERVER
value of 1. Although shared server is enabled, this configuration permits only
sessions that connect to the XDB service to use shared server. To enable shared
server for regular database sessions (for submitting SQL statements), you must add
an additional dispatcher configuration, or replace the existing configuration with one
that is not specific to XDB. See "Configuring Dispatchers" for instructions.

About Determining a Value for SHARED_SERVERS

The SHARED SERVERS initialization parameter specifies the minimum number of shared
servers that you want created when the instance is started. After instance startup, Oracle
Database can dynamically adjust the number of shared servers based on how busy
existing shared servers are and the length of the request queue.

Decreasing the Number of Shared Server Processes

You can decrease the minimum number of shared servers that must be kept active by
dynamically setting the SHARED SERVERS parameter to a lower value. Thereafter, until the
number of shared servers is decreased to the value of the SHARED SERVERS parameter, any
shared servers that become inactive are marked by PMON for termination.

Limiting the Number of Shared Server Processes
The MAX SHARED SERVERS initialization parameter specifies the maximum number of shared
servers that can be automatically created by PMON. It has no default value.

Limiting the Number of Shared Server Sessions
The SHARED SERVER SESSIONS initialization parameter specifies the maximum number of
concurrent shared server user sessions.

Protecting Shared Memory

The CIRCUITS initialization parameter sets a maximum limit on the number of virtual circuits
that can be created in shared memory. This parameter has no default. If it is not specified,
then the system can create circuits as needed, limited by the DISPATCHERS initialization
parameter and system resources.
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3.4.3.1 About Determining a Value for SHARED SERVERS

The SHARED SERVERS initialization parameter specifies the minimum number of shared servers
that you want created when the instance is started. After instance startup, Oracle Database
can dynamically adjust the number of shared servers based on how busy existing shared
servers are and the length of the request queue.

In typical systems, the number of shared servers stabilizes at a ratio of one shared server for
every ten connections. For OLTP applications, when the rate of requests is low, or when the
ratio of server usage to request is low, the connections-to-servers ratio could be higher. In
contrast, in applications where the rate of requests is high or the server usage-to-request ratio
is high, the connections-to-server ratio could be lower.

The PMON (process monitor) background process cannot terminate shared servers below the
value specified by SHARED SERVERS. Therefore, you can use this parameter to stabilize the load
and minimize strain on the system by preventing PMON from terminating and then restarting
shared servers because of coincidental fluctuations in load.

If you know the average load on your system, you can set SHARED SERVERS to an optimal value.
The following example shows how you can use this parameter:

Assume a database is being used by a telemarketing center staffed by 1000 agents. On
average, each agent spends 90% of the time talking to customers and only 10% of the time
looking up and updating records. To keep the shared servers from being terminated as agents
talk to customers and then spawned again as agents access the database, a DBA specifies
that the optimal number of shared servers is 100.

However, not all work shifts are staffed at the same level. On the night shift, only 200 agents
are needed. Since SHARED SERVERS is a dynamic parameter, a DBA reduces the number of
shared servers to 20 at night, thus allowing resources to be freed up for other tasks such as
batch jobs.

3.4.3.2 Decreasing the Number of Shared Server Processes

You can decrease the minimum number of shared servers that must be kept active by
dynamically setting the SHARED SERVERS parameter to a lower value. Thereafter, until the
number of shared servers is decreased to the value of the SHARED SERVERS parameter, any
shared servers that become inactive are marked by PMON for termination.

* Set shared server dynamically by setting the SHARED SERVERS initialization parameter to a
nonzero value with the ALTER SYSTEM statement.

For example, the following statement reduces the number of shared servers:

ALTER SYSTEM SET SHARED SERVERS = 5;

Setting SHARED SERVERS to O disables shared server. For more information, see "Disabling
Shared Server".

3.4.3.3 Limiting the Number of Shared Server Processes

ORACLE

The MAX SHARED SERVERS initialization parameter specifies the maximum number of shared
servers that can be automatically created by PMON. It has no default value.

If no value is specified, then PMON starts as many shared servers as is required by the load,
subject to these limitations:
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e The process limit (set by the PROCESSES initialization parameter)

A minimum number of free process slots (at least one-eighth of the total process slots, or
two slots if PROCESSES is set to less than 24)

° System resources

To limit the number of shared server processes:
* Setthe MAX SHARED SERVERS initialization parameter.

The value of SHARED SERVERS overrides the value of MAX SHARED SERVERS. Therefore, you can
force PMON to start more shared servers than the MAX SHARED SERVERS value by setting
SHARED SERVERS to a value higher than MAX SHARED SERVERS. You can subsequently place a
new upper limit on the number of shared servers by dynamically altering the

MAX SHARED SERVERS to a value higher than SHARED SERVERS.

The primary reason to limit the number of shared servers is to reserve resources, such as
memory and CPU time, for other processes. For example, consider the case of the
telemarketing center discussed previously:

The DBA wants to reserve two thirds of the resources for batch jobs at night. They set

MAX SHARED SERVERS to less than one third of the maximum number of processes (PROCESSES).
By doing so, the DBA ensures that even if all agents happen to access the database at the
same time, batch jobs can connect to dedicated servers without having to wait for the shared
servers to be brought down after processing agents' requests.

Another reason to limit the number of shared servers is to prevent the concurrent run of too
many server processes from slowing down the system due to heavy swapping, although
PROCESSES can serve as the upper bound for this rather than MAX SHARED SERVERS.

Still other reasons to limit the number of shared servers are testing, debugging, performance
analysis, and tuning. For example, to see how many shared servers are needed to efficiently
support a certain user community, you can vary MAX SHARED SERVERS from a very small number
upward until no delay in response time is noticed by the users.

3.4.3.4 Limiting the Number of Shared Server Sessions

The SHARED SERVER_SESSIONS initialization parameter specifies the maximum number of
concurrent shared server user sessions.

Setting this parameter, which is a dynamic parameter, lets you reserve database sessions for
dedicated servers. This in turn ensures that administrative tasks that require dedicated servers,
such as backing up or recovering the database, are not preempted by shared server sessions.

To limit the number of shared server sessions:

* Setthe SHARED SERVER SESSIONS initialization parameter.

This parameter has no default value. If it is not specified, the system can create shared server
sessions as needed, limited by the SESSIONS initialization parameter.

3.4.3.5 Protecting Shared Memory

The CIRCUITS initialization parameter sets a maximum limit on the number of virtual circuits
that can be created in shared memory. This parameter has no default. If it is not specified, then
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the system can create circuits as needed, limited by the DISPATCHERS initialization parameter
and system resources.

To protect shared memory by limiting the number of virtual circuits that can be created in
shared memory:

e Set the CIRCUITS initialization parameter.

3.4.4 Configuring Dispatchers

ORACLE

The DISPATCHERS initialization parameter configures dispatcher processes in the shared server
architecture. At least one dispatcher process is required for shared server to work. If you do
not specify a dispatcher, but you enable shared server by setting SHARED SERVER to a nonzero
value, then by default Oracle Database creates one dispatcher for the TCP protocol.

The equivalent DISPATCHERS explicit setting of the initialization parameter for this configuration
is:

dispatchers=" (PROTOCOL=tcp)"

You can configure more dispatchers, using the DISPATCHERS initialization parameter, if either of
the following conditions apply:

e You must configure a protocol other than TCP/IP. You configure a protocol address with
one of the following attributes of the DISPATCHERS parameter:

— ADDRESS
— DESCRIPTION
— PROTOCOL
¢ You want to configure one or more of the optional dispatcher attributes:
— DISPATCHERS
— CONNECTIONS
— SESSIONS
— LISTENER
—  MULTIPLEX
— SERVICE

# Note:

Database Configuration Assistant helps you configure this parameter.

To configure a protocol other than TCP/IP or to configure additional dispatchers:
e Set the DISPATCHERS initialization parameter and specify the appropriate attributes.

* DISPATCHERS Initialization Parameter Attributes
You can set several attributes for the DISPATCHERS initialization parameter.

e Determining the Number of Dispatchers
Once you know the number of possible connections for each process for the operating
system, calculate the initial number of dispatchers to create during instance startup, for
each network protocol.
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e Setting the Initial Number of Dispatchers
You can specify multiple dispatcher configurations by setting DISPATCHERS to a comma
separated list of strings, or by specifying multiple DISPATCHERS initialization parameters in
the initialization parameter file.

e Altering the Number of Dispatchers
You can control the number of dispatcher processes in the instance. Unlike the number of
shared servers, the number of dispatchers does not change automatically. You change the
number of dispatchers explicitly with the ALTER SYSTEM statement. You can increase the
number of dispatchers to more than the limit specified by the MAX DISPATCHERS parameter.

e Shutting Down Specific Dispatcher Processes
With the ALTER SYSTEM SET DISPATCHERS Statement, you leave it up to the database to
determine which dispatchers to shut down to reduce the number of dispatchers.
Alternatively, it is possible to shut down specific dispatcher processes.

3.4.4.1 DISPATCHERS Initialization Parameter Attributes

ORACLE

You can set several attributes for the DISPATCHERS initialization parameter.

A protocol address is required and is specified using one or more of the following attributes:

Attribute Description

ADDRESS Specify the network protocol address of the endpoint on which the dispatchers
listen.

DESCRIPTION Specify the network description of the endpoint on which the dispatchers listen,

including the network protocol address. The syntax is as follows:

(DESCRIPTION= (ADDRESS=...))

PROTOCOL Specify the network protocol for which the dispatcher generates a listening
endpoint. For example:

(PROTOCOL=tcp)

See the Oracle Database Net Services Reference for further information about
protocol address syntax.

The following attribute specifies how many dispatchers this configuration should have. It is
optional and defaults to 1.

Attribute Description

DISPATCHERS Specify the initial number of dispatchers to start.

The following attributes tell the instance about the network attributes of each dispatcher of this
configuration. They are all optional.

Attribute Description

CONNECTIONS Specify the maximum number of network connections to allow for each
dispatcher.

SESSIONS Specify the maximum number of network sessions to allow for each dispatcher.

LISTENER Specify an alias name for the listeners with which the LREG process registers
dispatcher information. Set the alias to a name that is resolved through a naming
method.
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Attribute Description
MULTIPLEX Used to enable the Oracle Connection Manager session multiplexing feature.
SERVICE Specify the service names the dispatchers register with the listeners.

You can specify either an entire attribute name a substring consisting of at least the first three
characters. For example, you can specify SESSIONS=3, SES=3, SESS=3, or SESSI=3, and SO
forth.

¢ See Also:

Oracle Database Reference for more detailed descriptions of the attributes of the
DISPATCHERS initialization parameter

3.4.4.2 Determining the Number of Dispatchers

Once you know the number of possible connections for each process for the operating system,
calculate the initial number of dispatchers to create during instance startup, for each network
protocol.

To calculate the initial number of dispatchers to create during instance startup, use the
following formula:

Number of dispatchers =
CEIL ( max. concurrent sessions / connections for each dispatcher )

CEIL returns the result roundest up to the next whole integer.

For example, assume a system that can support 970 connections for each process, and that
has:

¢ A maximum of 4000 sessions concurrently connected through TCP/IP and
¢ A maximum of 2,500 sessions concurrently connected through TCP/IP with SSL

The DISPATCHERS attribute for TCP/IP should be set to a minimum of five dispatchers (4000 /
970), and for TCP/IP with SSL three dispatchers (2500 / 970:

DISPATCHERS="' (PROT=tcp) (DISP=5)", ' (PROT=tcps) (DISP=3)"

Depending on performance, you may need to adjust the number of dispatchers.

3.4.4.3 Setting the Initial Number of Dispatchers

ORACLE

You can specify multiple dispatcher configurations by setting DISPATCHERS to a comma
separated list of strings, or by specifying multiple DISPATCHERS initialization parameters in the
initialization parameter file.

e Set the DISPATCHERS initialization parameter.

If you specify DISPATCHERS multiple times, then the lines must be adjacent to each other in the
initialization parameter file. Internally, Oracle Database assigns an INDEX value (beginning with
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zero) to each DISPATCHERS parameter. You can later refer to that DISPATCHERS parameter in an
ALTER SYSTEM statement by its index number.

Some examples of setting the DISPATCHERS initialization parameter follow.

Example: Typical
This is a typical example of setting the DISPATCHERS initialization parameter.

DISPATCHERS=" (PROTOCOL=TCP) (DISPATCHERS=2)"

Example: Forcing the IP Address Used for Dispatchers

The following hypothetical example will create two dispatchers that will listen on the specified
IP address. The address must be a valid IP address for the host that the instance is on. (The
host may be configured with multiple IP addresses.)

DISPATCHERS=" (ADDRESS= (PROTOCOL=TCP) (HOST=144.25.16.201)) (DISPATCHERS=2)"

Example: Forcing the Port Used by Dispatchers

To force the dispatchers to use a specific port as the listening endpoint, add the PORT attribute
as follows:

DISPATCHERS=" (ADDRESS= (PROTOCOL=TCP) (PORT=5000))"
DISPATCHERS=" (ADDRESS= (PROTOCOL=TCP) (PORT=5001))"

3.4.4.4 Altering the Number of Dispatchers

ORACLE

You can control the number of dispatcher processes in the instance. Unlike the number of
shared servers, the number of dispatchers does not change automatically. You change the
number of dispatchers explicitly with the ALTER SYSTEM statement. You can increase the

number of dispatchers to more than the limit specified by the MAX DISPATCHERS parameter.

1. Monitor the following views to determine the load on the dispatcher processes:
e VSQUEUE
e VSDISPATCHER
*  VSDISPATCHER RATE

If these views indicate that the load on the dispatcher processes is consistently high,
then performance may be improved by starting additional dispatcher processes to
route user requests. In contrast, if the load on dispatchers is consistently low, reducing
the number of dispatchers may improve performance.

¢ See Also:

Oracle Database Performance Tuning Guide for information about monitoring
these views to determine dispatcher load and performance

2. To dynamically alter the number of dispatchers when the instance is running, use the

ALTER SYSTEM statement to modify the DISPATCHERS attribute setting for an existing
dispatcher configuration. You can also add new dispatcher configurations to start
dispatchers with different network attributes.
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When you reduce the number of dispatchers for a particular dispatcher configuration, the
dispatchers are not immediately removed. Rather, as users disconnect, Oracle Database
terminates dispatchers down to the limit you specify in DISPATCHERS,

For example, suppose the instance was started with this DISPATCHERS setting in the
initialization parameter file:

DISPATCHERS=' (PROT=tcp) (DISP=2) ', ' (PROT=tcps) (DISP=2)"'
To increase the number of dispatchers for the TCP/IP protocol from 2 to 3, and decrease the

number of dispatchers for the TCP/IP with SSL protocol from 2 to 1, you can issue the
following statement:

ALTER SYSTEM SET DISPATCHERS = ' (INDEX=0) (DISP=3)', '(INDEX=1) (DISP=1)"';
or
ALTER SYSTEM SET DISPATCHERS = ' (PROT=tcp) (DISP=3)', ' (PROT=tcps) (DISP=1)"';
\J
«# Note:

You need not specify (DISP=1). It is optional because 1 is the default value for the
DISPATCHERS parameter.

If fewer than three dispatcher processes currently exist for TCP/IP, the database creates new
ones. If multiple dispatcher processes currently exist for TCP/IP with SSL, then the database
terminates the extra ones as the connected users disconnect.

* Notes on Altering Dispatchers
Understand details about altering dispatchers.

3.4.4.4.1 Notes on Altering Dispatchers

Understand details about altering dispatchers.

* The INDEX keyword can be used to identify which dispatcher configuration to modify. If you
do not specify INDEX, then the first dispatcher configuration matching the DESCRIPTION,
ADDRESS, or PROTOCOL specified will be modified. If no match is found among the existing
dispatcher configurations, then a new dispatcher will be added.

e The INDEX value can range from 0 to n-1, where n is the current number of dispatcher
configurations. If your ALTER SYSTEM Statement specifies an INDEX value equal to n, where
n is the current number of dispatcher configurations, a new dispatcher configuration will be
added.

« To see the values of the current dispatcher configurations--that is, the number of
dispatchers and so forth--query the VSDISPATCHER CONFIG dynamic performance view. To
see which dispatcher configuration a dispatcher is associated with, query the CONF INDX
column of the VSDISPATCHER View.

e When you change the DESCRIPTION, ADDRESS, PROTOCOL, CONNECTIONS, and MULTIPLEX
attributes of a dispatcher configuration, the change does not take effect for existing
dispatchers but only for new dispatchers. Therefore, in order for the change to be effective
for all dispatchers associated with a configuration, you must forcibly terminate existing
dispatchers after altering the DISPATCHERS parameter, and let the database start new ones
in their place with the newly specified properties.
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The attributes LISTENER and SERVICES are not subject to the same constraint. They apply
to existing dispatchers associated with the modified configuration. Attribute SESSTONS
applies to existing dispatchers only if its value is reduced. However, if its value is
increased, it is applied only to newly started dispatchers.

3.4.4.5 Shutting Down Specific Dispatcher Processes

With the ALTER SYSTEM SET DISPATCHERS statement, you leave it up to the database to
determine which dispatchers to shut down to reduce the number of dispatchers. Alternatively, it
is possible to shut down specific dispatcher processes.

1. To identify the name of the specific dispatcher process to shut down, use the
VS$SDISPATCHER dynamic performance view.

SELECT NAME, NETWORK FROM V$DISPATCHER;

Each dispatcher is uniquely identified by a name of the form Dnnn.

2. Runan ALTER SYSTEM SHUTDOWN IMMEDIATE statement and specify the dispatcher
name.

For example, to shut down dispatcher D002, issue the following statement:

ALTER SYSTEM SHUTDOWN IMMEDIATE 'D002';

The IMMEDIATE keyword stops the dispatcher from accepting hew connections, and the
database immediately terminates all existing connections through that dispatcher. After all
sessions are cleaned up, the dispatcher process shuts down. If IMMEDIATE were not

specified, then the dispatcher would wait until all of its users disconnected and all of its
connections terminated before shutting down.

3.4.5 Disabling Shared Server

You disable shared server by setting the SHARED SERVERS initialization parameter to 0. You can
do this dynamically with the ALTER SYSTEM Sstatement.

» Setthe SHARED SERVERS initialization parameter to O.

When you disable shared server, no new clients can connect in shared mode. However, Oracle
Database retains some shared servers until all shared server connections are closed. The
number of shared servers retained is either the number specified by the preceding setting of
SHARED SERVERS or the value of the MAX SHARED SERVERS parameter, whichever is smaller. If
both SHARED SERVERS and MAX SHARED SERVERS are set to O, then all shared servers will
terminate and requests from remaining shared server clients will be queued until the value of
SHARED SERVERS Or MAX SHARED SERVERS is raised again.

To terminate dispatchers once all shared server clients disconnect, enter this statement:

ALTER SYSTEM SET DISPATCHERS = '';

3.4.6 Shared Server Data Dictionary Views

You can query data dictionary views for information about your shared server configuration and
to monitor performance.
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View Description

V$DISPATCHER Provides information on the dispatcher processes, including name,
network address, status, various usage statistics, and index number.

VSDISPATCHER CONFIG Provides configuration information about the dispatchers.

VSDISPATCHER RATE Provides rate statistics for the dispatcher processes.

VSQUEUE Contains information on the shared server message queues.

VSSHARED SERVER Contains information on the shared servers.

VSCIRCUIT Contains information about virtual circuits, which are user connections to

the database through dispatchers and servers.
VSSHARED SERVER MONITO Contains information for tuning shared server.

R

VS$SGA Contains size information about various system global area (SGA)
groups. May be useful when tuning shared server.

V$SGASTAT Contains detailed statistical information about the SGA, useful for tuning.

VSSHARED POOL RESERVED Lists statistics to help tune the reserved pool and space within the shared
pool.

¢ See Also:

Oracle Database Performance Tuning Guide for specific information about monitoring
and tuning shared server

3.5 Configuring Database Resident Connection Pooling

ORACLE

The database server is preconfigured to allow database resident connection pooling. However,
you must explicitly enable this feature by starting the connection pool.

» Database Resident Connection Pooling Initialization Parameters
You can set initialization parameters to configure database resident connection pooling.

* Enabling Database Resident Connection Pooling
Oracle Database includes a default connection pool called SYS DEFAULT CONNECTION POOL.
This connection pool must be started to enable database resident connection pooling.

»  Configuring the Connection Pool for Database Resident Connection Pooling
The connection pool is configured using default parameter values. You can use the
procedures in the DBMS CONNECTION POOL package to configure the connection pool
according to your usage. In an Oracle Real Application Clusters (Oracle RAC)
environment, the configuration parameters are applicable to each Oracle RAC instance.

e Using Multi-Pool Database Resident Connection Pooling
Starting Oracle Database 23ai, you can use multiple, named database resident connection
pooling (DRCP) pools.

» Data Dictionary Views for Database Resident Connection Pooling
You can query data dictionary views to obtain information about your connection pool and
to monitor the performance of database resident connection pooling.
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Determining the States of Connections in the Connection Pool
You can query the VSCPOOL_CONN_INFO view to determine the current state of each
connection in the connection pool.

¢ See Also:

"About Database Resident Connection Pooling"

3.5.1 Database Resident Connection Pooling Initialization Parameters

You can set initialization parameters to configure database resident connection pooling.

Use the DRCP_DEDICATED OPT initialization parameter to configure the use of dedicated
optimization with Database Resident Connection Pooling (DRCP). You enable dedicated
optimization by setting DRCP_DEDICATED OPT to Yes. Dedicated optimization makes DRCP
behave like a dedicated server when the number of connections to the DRCP broker is less
than the DRCP maximum size.

The following initialization parameters are used to configure the authentication pool:

ORACLE

MAX AUTH SERVERS

Specifies the maximum number of authentication servers in the authentication pool. The
authentication pool, which is separate from the connection pool, authenticates user
connections when client applications connect to DRCP. Set this parameter to a positive
integer that is greater than the value specified by the MIN AUTH SERVERS initialization
parameter.

MIN AUTH SERVERS

Specifies the minimum number of authentication servers in the authentication pool. Set this
parameter to a positive integer that is lesser than the value specified by the
MAX AUTH SERVERS initialization parameter.

ENABLE_PER PDB_DRCP

Set this parameter to TRUE to enable the creation of connection pools at the pluggable
database (PDB) level. DRCP is started for both authentication pools and connection pools
when a PDB is opened. The MIN AUTH SERVERS and MAX AUTH SERVERS parameters can be
set at the PDB level. Only the PDB administrator can configure DRCP parameters for a
PDB. The SYS user must grant the following to the PDB administrator: CREATE SESSION
privilege, CREATE SYNOMYM privilege, EXECUTE privilege on the DBMS CONNECTION POOL
package, and SELECT privilege on the data dictionary views containing DRCP information.

When this parameter is set to FALSE, only the CDB root can manage the connection pool.
You can configure DRCP either for the entire database or at the PDB level. When DRCP is
enabled at the PDB level, database level DRCP is automatically disabled.

DRCP_CONNECTION LIMIT

Specifies the maximum number of Database Resident Connection Pooling (DRCP)
connections for a PDB. In CDBSROOT, the default value is 0 (unlimited). In a PDB, if a
persistent value for SESSIONS was explicitly set for the PDB (ALTER SYSTEM SET SESSIONS
= n SCOPE={SPFILE|BOTH}), and the PDB was subsequently restarted, then the default
value is (10 * SESSTONS). Otherwise, the PDB inherits the value for this parameter from
CDBS$ROOT. DRCP_CONNECTION LIMIT is a PDB-inherited parameter. The value of this
parameter in CDBSROOT is not a CDB-wide limit. It is the default value for each PDB.
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In an Oracle RAC environment, different instances can use different values.

Related Topics

«  MAX_AUTH_SERVERS

«  MIN_AUTH_SERVERS

«  ENABLE_PER_PDB_DRCP

* DRCP_CONNECTION_LIMIT

3.5.2 Enabling Database Resident Connection Pooling

ORACLE

Oracle Database includes a default connection pool called SYS DEFAULT CONNECTION POOL.
This connection pool must be started to enable database resident connection pooling.

# Note:

If DRCP is configured at the PDB level, the connection pool is started when the PDB
is opened. When a PDB is closed, its connection pool is stopped. The PDB
administrator can stop, start, or modify the connection pool by using the

DBMS CONNECTION POOL package.

To enable database resident connection pooling:

1. Start the database resident connection pool, as described in "Starting the Database
Resident Connection Pool".

2. Route the client connection requests to the connection pool, as described in "Routing
Client Connection Requests to the Connection Pool".

Starting the Database Resident Connection Pool
To start the connection pool:
1. Start SQL*Plus and connect to the database as the syS user.

2. Issue the following command:
SQL> EXECUTE DBMS_CONNECTION POOL.START POOL () ;

Once started, the connection pool remains in this state until it is explicitly stopped. The
connection pool is automatically restarted when the database instance is restarted if the pool
was active at the time of instance shutdown.

In an Oracle Real Application Clusters (Oracle RAC) environment, you can use any instance to
manage the connection pool. Any changes you make to the pool configuration are applicable
on all Oracle RAC instances.

Routing Client Connection Requests to the Connection Pool
In the client application, the connect string must specify the connect type as POOLED.

The following example shows an easy connect string that enables clients to connect to a
database resident connection pool:

examplehost.company.com:1521/books.company.com: POOLED
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The following example shows a TNS connect descriptor that enables clients to connect to a
database resident connection pool:

(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp) (HOST=myhost)
(PORT=1521)) (CONNECT DATA=(SERVICE NAME=sales)
(SERVER=POOLED) )

# Note:

Only the TCP protocol is supported for client connections to a database resident
connection pool.

Disabling Database Resident Connection Pooling

To disable database resident connection pooling, you must explicitly stop the connection pool.
Use the following steps:

1. Start SQL*Plus and connect to the database as the Sys user.

2. lIssue the following command:

SQL> EXECUTE DBMS CONNECTION POOL.STOP POOL() ;

¢ See Also:

Oracle Database PL/SQL Packages and Types Reference for more information
on the DBMS CONNECTION POOL package.

¢ Note:

The operation of disabling the database resident connection pool can be completed
only when all client requests that have been handed off to a server are completed.

3.5.3 Configuring the Connection Pool for Database Resident Connection

Pooling

ORACLE

The connection pool is configured using default parameter values. You can use the procedures
in the DBMS CONNECTION POOL package to configure the connection pool according to your
usage. In an Oracle Real Application Clusters (Oracle RAC) environment, the configuration
parameters are applicable to each Oracle RAC instance.

Using the CONFIGURE_POOL Procedure

The CONFIGURE POOL procedure of the DBMS CONNECTION POOL package enables you to
configure the connection pool with advanced options. This procedure is usually used when you
must modify all the parameters of the connection pool.
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Using the ALTER_PARAM Procedure

The ALTER PARAM procedure of the DBMS CONNECTION POOL package enables you to alter a
specific configuration parameter without affecting other parameters.For example, the following
command changes the minimum number of pooled servers used:

SQL> EXECUTE DBMS CONNECTION POOL.ALTER PARAM ('','MINSIZE',6'10'");

The following example, changes the maximum number of connections that each connection
broker can handle to 50000.

SQL> EXECUTE DBMS CONNECTION POOL.ALTER PARAM ('', "MAXCONN CBROK', '50000');

Before you run this command, ensure that the maximum number of connections allowed by the
platform on which your database is installed is not less than the value you set for
MAXCONN_CBROK. Note that you cannot use this command when PDB-level connection pooling is

configured.

For example, in Linux, the following entry in the /etc/security/limits.conf file indicates that
the maximum number of connections allowed for the user test user is 30000.

test user HARD NOFILE 30000

To set the maximum number of connections that each connection broker can allow to 50000,
first change the value in the limits.conf file to a value not less than 50000.

Restoring the Connection Pool Default Settings

If you have made changes to the connection pool parameters, but you want to revert to the
default pool settings, use the RESTORE DEFAULT procedure of the DBMS CONNECTION POOL
package. The command to restore the connection pool to its default settings is:

SQL> EXECUTE DBMS CONNECTION POOL.RESTORE DEFAULTS () ;

* Configuration Parameters for Database Resident Connection Pooling
You can specify parameters for subprograms in the DBMS CONNECTION POOL package to
configure database resident connection pooling.

¢ See Also:

Oracle Database PL/SQL Packages and Types Reference for more information on
the DBMS CONNECTION POOL package.

3.5.3.1 Configuration Parameters for Database Resident Connection Pooling

ORACLE

You can specify parameters for subprograms in the DBMS CONNECTION POOL package to
configure database resident connection pooling.

When DRCP is enabled at the database level, you must connect to the CDB root and then
modify configuration parameters. When DRCP is configured at the PDB level, you must
connect to the PDB as the PDB administrator and then modify configuration parameters.
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When DRCP is enabled at the PDB level, the following parameters cannot be altered
or set to the maximum value of 2147483647: MINSIZE, NUM CBROK, and

The following table lists the parameters that you can configure for the connection pool.

Table 3-2 Configuration Parameters for Database Resident Connection Pooling

Parameter Name

Description

MINSIZE

MAXSIZE

INCRSIZE

SESSION CACHED CURSORS

INACTIVITY TIMEOUT

MAX THINK TIME

MAX_TXN THINK TIME

MAX USE SESSION

MAX LIFETIME SESSION

ORACLE

The minimum number of pooled servers in the pool. The default
value is 4 when configuring DRCP at the database level. If DRCP
is confired at the PDB level, the default value is 0.

The maximum number of pooled servers in the pool. The default
value is 40.

The number of pooled servers by which the pool is incremented if
servers are unavailable when a client application request is
received. The default value is 2.

The number of session cursors to cache in each pooled server
session. The default value is 20.

The maximum time, in seconds, the pooled server can stay idle in
the pool. After this time, the server is terminated. The default value
is 300.

This parameter does not apply if the pool is at MINSIZE.

The maximum time of inactivity, in seconds, for a client after it
obtains a pooled server from the pool. After obtaining a pooled
server from the pool, if the client application does not issue a
database call for the time specified by MAX THINK TIME, then the
pooled server is freed and the client connection is terminated. As a
result, if a round trip call is attempted on such a connection, the
application may encounter an ORA-3113 or ORA-3115 error.

The maximum time of inactivity, in seconds, for a client after it
obtains a pooled server from the pool with an open transaction.
After obtaining the pooled server from the pool, if the client
application does not issue a database call for the time specified by
MAX TXN THINK TIME, then the pooled server is freed, and the
client connection is terminated. The default value of this parameter
is the value of the MAX THINK TIME parameter. Applications can
set the value of the MAX TXN THINK TIME parameter to a value
higher than the MAX THINK TIME value to allow more time for the
connections with open transactions.

The number of times a pooled server can be taken and released to
the pool. The default value is 500000.

The time, in seconds, to live for a pooled server in the pool. The
default value is 86400.

3-25



Chapter 3
Configuring Database Resident Connection Pooling

Table 3-2 (Cont.) Configuration Parameters for Database Resident Connection Pooling

. __________________________________________________________________________________|
Parameter Name Description

NUM CBROK The number of Connection Brokers that are created to handle
client requests. The default value is 1.
Creating multiple Connection Broker processes helps distribute the
load of client connection requests if there are a large number of
client applications.
When using PDB-level connection pooling, the PDB administrator
cannot modify the value of this parameter. It can only be modified
by using the CONNECTION BROKERS initialization parameter. For
example:

ALTER SYSTEM SET
CONNECTION BROKERS=' ( (TYPE=POOLED) (BROKERS=2)
(CONNECTIONS=45000)) "

MAXCONN_CBROK The maximum number of connections that each Connection
Broker can handle.

The default value is 40000. But if the maximum connections
allowed by the platform on which the database is installed is lesser
than the default value, this value overrides the value set using
MAXCONN_CBROK.

Set the per-process file descriptor limit of the operating system
sufficiently high so that it supports the number of connections
specified by MAXCONN CBROK.

When using PDB-level connection pooling, you can modify the
value of this parameter only by setting CONNECTION BROKERS
initialization parameter.

¢ See Also:

Oracle Database PL/SQL Packages and Types Reference for more information on
the DBMS CONNECTION POOL package.

3.5.4 Using Multi-Pool Database Resident Connection Pooling

ORACLE

Starting Oracle Database 23ai, you can use multiple, named database resident connection
pooling (DRCP) pools.

Database administrators can add, configure, manage, monitor, or remove a DRCP pool at the
PDB or CDB level. You can configure DRCP to use connections (pooled servers) from any
available DRCP pool and have a specific application acquire connections from a configured
DRCP pool.

The default system-named pool: SYS DEFAULT CONNECTION POOL is always available. You can
create a new, named pool using the ADD POOL procedure in the DBMS CONNECTION POOL
package. Depending on your requirements, applications can use connections from any DRCP
pool.
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Having multiple pools allows finer control over the DRCP pool usage. You can have pooled
servers available to a few applications or services at all times. You can avoid a situation where
connections from some applications occupy all the pooled servers of a DRCP pool while other
applications wait for an available pooled server in that pool.

Components of Multi-pool DRCP

The following components are common to all the multi-pool DRCP pools and the default pool,
at the PDB or CDB level.

e A connection broker to manage the pooled servers and handle the connection hand-off
process.

e An authentication pool to authenticate user connections when client applications connect
to DRCP.

Other components include:

* A default pool called SYS DEFAULT CONNECTION POOL to handle DRCP for pools when no
pool name is specified. The client cannot add or remove the default pool.

e Multiple DRCP pools that are added at the PDB or CDB level.

Figure 3-3 Multi-Pool DRCP
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Related Topics

e Adding a DRCP Pool

*  Removing a DRCP Pool

*  About Authentication Pool in Multi-pool DRCP

* Managing the Connection Broker in Mutli-pool DRCP

3.5.5 Data Dictionary Views for Database Resident Connection Pooling

ORACLE

You can query data dictionary views to obtain information about your connection pool and to
monitor the performance of database resident connection pooling.

To view information about all connection pools in the database, connect to the root as the CDB
administrator. To view information about connection pools for a pluggable database (PDB),
connect to the PDB as the PDB administrator and query the views. You can view statistics for
your PDB only. The PDB administrator must be granted permissions to view the connection
pooling data dictionary views.
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Table 3-3 Data Dictionary Views for Database Resident Connection Pooling

. _____________________________________________________________________________|
View Description

DBA CPOOL INFO Contains information about the connection pool such as the pool
status, the maximum and minimum number of connections, and
timeout for idle sessions.

V$CPOOL CONN INFO Contains information about each connection to the connection broker.

V$CPOOL STATS Contains pool statistics such as the number of session requests,
number of times a session that matches the request was found in the
pool, and total wait time for a session request.

VSCPOOL CC_INFO Contains information about the pool-to-connection class mapping for
the pool.
V$CPOOL CC_STATS Contains connection class level statistics for the pool.

3.5.6 Determining the States of Connections in the Connection Pool

You can query the V$CPOOL_CONN_INFO view to determine the current state of each connection
in the connection pool.

You can query this view for detailed information about the state of each connection. For
example, you can determine which connections are busy or idle. To determine this information:

*  Query the V$CPOOL_CONN_INFO view.
Example 3-1 Determining How Long Connections Have Been Waiting

The following query shows the wait time for connections in the WAITING state:

SELECT USERNAME, SERVICE, LAST WAIT TIME
FROM VSCPOOL CONN_ INFO
WHERE CONNECTION STATUS = 'WAITING';

Example 3-2 Determining How Long Connections Have Been Active

The following query shows the amount of time each connection has been active for
connections in the ACTIVE state:

SELECT USERNAME, SERVICE, LAST ACTIVE TIME
FROM VSCPOOL CONN INFO
WHERE CONNECTION STATUS = 'ACTIVE';

Example 3-3 Listing the Longest Running Active Connections

The following query shows lists the connections that have been in the ACTIVE state the longest
amount of time:

SELECT USERNAME, SERVICE, ACTIVE TIME
FROM V$CPOOL_CONN_INFO
WHERE CONNECTION STATUS = 'ACTIVE'
ORDER BY ACTIVE TIME DESC;
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Example 3-4 Determining the Wait Time of the Oldest Connection in the Wait Queue

The following query shows the wait time for sessions in the WAITING state:

SELECT USERNAME, SERVICE, LAST WAIT TIME
FROM V$CPOOL_CONN_INFO
WHERE LAST WAIT TIME = (
SELECT max (LAST WAIT TIME)
FROM V$CPOOL_CONN_INFO
WHERE CONNECTION STATUS = 'WAITING');

3.6 About Oracle Database Background Processes

To maximize performance and accommodate many users, a multiprocess Oracle Database
system uses background processes. Background processes consolidate functions that would
otherwise be handled by multiple database programs running for each user process.
Background processes asynchronously perform I/O and monitor other Oracle Database
processes to provide increased parallelism for better performance and reliability.

Table 3-4 describes the fundamental background processes, many of which are discussed in
more detail elsewhere in this book. The use of additional database features or options can
cause more background processes to be present. For example:

*  When you use Oracle Database Advanced Queuing, the queue monitor (QMNn)
background process is present.

*  When you set the FILE MAPPING initialization parameter to true for mapping data files to
physical devices on a storage subsystem, the FMON process is present.

e If you use Oracle Automatic Storage Management (Oracle ASM), then additional Oracle
ASM-specific background processes are present.

Table 3-4 Oracle Database Background Processes

- __________________________________________________________________________________________________|]
Process Name Description

Database writer (DBWn or The database writer writes modified blocks from the database buffer cache to the data files.

BWnn) Oracle Database allows a maximum of 100 database writer processes. The names of the
first 36 database writer processes are DBW0-DBW9 and DBWa-DBWz. The names of the
37th through 100th database writer processes are BW36-BW99.

The DB_WRITER PROCESSES initialization parameter specifies the number of database writer
processes. The database selects an appropriate default setting for this initialization
parameter or adjusts a user-specified setting based on the number of CPUs and the number
of processor groups.

For more information about setting the DB_WRITER PROCESSES initialization parameter, see
the "Oracle Database Performance Tuning Guide".

Log writer (LGWR) The log writer process writes redo log entries to disk. Redo log entries are generated in the
redo log buffer of the system global area (SGA). LGWR writes the redo log entries
sequentially into a redo log file. If the database has a multiplexed redo log, then LGWR writes
the redo log entries to a group of redo log files. See " Managing the Redo Log" for
information about the log writer process.

Checkpoint (CKPT) At specific times, all modified database buffers in the system global area are written to the
data files by DBWn. This event is called a checkpoint. The checkpoint process is responsible
for signalling DBWhn at checkpoints and updating all the data files and control files of the
database to indicate the most recent checkpoint.
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Table 3-4 (Cont.) Oracle Database Background Processes

Process Name

Description

System monitor (SMON)

Process monitor (PMON)

Archiver (ARCn)

Recoverer (RECO)

Dispatcher (Dnnn)

The system monitor performs recovery when a failed instance starts up again. In an Oracle
Real Application Clusters database, the SMON process of one instance can perform
instance recovery for other instances that have failed. SMON also cleans up temporary
segments that are no longer in use and recovers terminated transactions skipped during
system failure and instance recovery because of file-read or offline errors. These
transactions are eventually recovered by SMON when the tablespace or file is brought back
online.

The process monitor performs process recovery when a user process fails. PMON is
responsible for detecting processes that have failed. PMON is then responsible for
coordinating cleanup performed by the CLMN process and the CLnn child processes. The
cleanup frees resources that the process was using.

One or more archiver processes copy the redo log files to archival storage when they are full
or a log switch occurs. Archiver processes are the subject of " Managing Archived Redo Log
Files".

The recoverer process is used to resolve distributed transactions that are pending because
of a network or system failure in a distributed database. At timed intervals, the local RECO
attempts to connect to remote databases and automatically complete the commit or rollback
of the local portion of any pending distributed transactions. For information about this
process and how to start it, see " Managing Distributed Transactions".

Dispatchers are optional background processes, present only when the shared server
configuration is used. Shared server was discussed previously in "Configuring Oracle
Database for Shared Server".

¢ See Also:

Oracle Database Reference for a complete list of Oracle Database background
processes

3.7 Managing Prespawned Processes

Oracle Database can prespawn processes for better client connection performance.

e About Managing Prespawned Processes
Oracle Database can prespawn foreground and background processes in process pools.

e Managing Pools for Prespawned Processes
You can use the DBMS PROCESS package to configure and modify the number of
prespawned processes in the foreground process pool.

3.7.1 About Managing Prespawned Processes

Oracle Database can prespawn foreground and background processes in process pools.

Oracle Database prespawns foreground processes when a dedicated broker is enabled or
threaded execution mode is enabled. When a foreground process is required, it uses the
prespawned processes internally to reduce the creation time. A database runs in threaded
execution mode when the THREADED EXECUTION initialization parameter is set to TRUE. When

ORACLE
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this parameter is set to FALSE, the default, the database runs in process mode, and Oracle
Database does not prespawn foreground and background processes in process pools.

Client connection time can be more efficient when processes are prespawned. If threaded
execution mode is enabled, then Oracle Database prespawns processes by default in various
request pools. Each request pool is for a different kind of process. The V$PROCESS POOL view
shows information about these pools, and you can manage these pools using the
DBMS_PROCESS package.

3.7.2 Managing Pools for Prespawned Processes

ORACLE

You can use the DBMS_PROCESS package to configure and modify the number of prespawned
processes in the foreground process pool.

Oracle Database can create process pools to improve the efficiency of client connections. You
can use the DBMS PROCESS package to manage these pools. You can view the current process
pools by querying the VSPROCESS POOL view.

Process pools are created only if the database is running in the multithreaded Oracle Database
model.

1. Connect to the database as a user with the required privileges.

The user must have sYSDBA administrative privilege, and you must exercise this privilege
using AS SYSDBA at connect time.

2. Run a subprogram in the DBMS PROCESS package to manage a process pool.
Example 3-5 Stopping a Process Pool

SYS_DEFAULT FOREGROUND POOL

exec DBMS PROCESS.STOP_ POOL('SYS DEFAULT FOREGROUND POOL');

The ENABLED column in the V$PROCESS POOL view is FALSE for the process pool when it is
stopped.

Example 3-6 Starting a Process Pool

SYS DEFAULT FOREGROUND POOL

exec DBMS PROCESS.START POOL('SYS DEFAULT FOREGROUND POOL');

The ENABLED column in the VSPROCESS_POOL view is TRUE for the process pool when it is
enabled.

Example 3-7 Configuring a Process Pool

You can check the current configuration of a process pool by querying the V$PROCESS POOL
view. For example, the following query shows the current configuration of the process pools:

COLUMN POOL NAME FORMAT A30
COLUMN ENABLED FORMAT A7

COLUMN MIN COUNT FORMAT 9999999
COLUMN BATCH COUNT FORMAT 9999999
COLUMN INIT COUNT FORMAT 9999999
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SELECT POOL NAME, ENABLED, MIN COUNT, BATCH COUNT, INIT COUNT
FROM VSPROCESS POOL;

Assume the results are the following:

POOL_NAME ENABLED MIN COUNT BATCH COUNT INIT COUNT

SYS DEFAULT FOREGROUND POOL TRUE 10 20 29

For this process pool, to change the minimum number of prespawned process to 20, the
number of prespawned processes created in a batch to 30, and the initial number of
prespawned processes to 40, run the following procedure:

BEGIN
DBMS_PROCESS.CONFIGURE_POOL (
POOL_NAME  => 'SYS DEFAULT FOREGROUND POOL',
MIN COUNT  => 20,
BATCH_COUNT => 30,
INIT COUNT => 40);
END;
/

You can confirm your changes by running the query again.

¢ See Also:

»  Oracle Database Reference for more information about the THREADED EXECUTION
initialization parameter

e Oracle Database PL/SQL Packages and Types Reference for more information
about the DBMS PROCESS package

3.8 Managing Processes for Parallel SQL Execution

ORACLE

You can manage parallel processing of SQL statements. In this configuration, Oracle Database
can divide the work of processing an SQL statement among multiple parallel processes.

# Note:

The parallel execution feature described in this section is available with the Oracle
Database Enterprise Edition.

e About Parallel Execution Servers
The execution of many SQL statements can be parallelized. The degree of parallelism is
the number of parallel execution servers that can be associated with a single operation.

e Altering Parallel Execution for a Session
You control parallel SQL execution for a session using the ALTER SESSION statement.
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3.8.1 About Parallel Execution Servers

The execution of many SQL statements can be parallelized. The degree of parallelism is the
number of parallel execution servers that can be associated with a single operation.

The degree of parallelism is determined by any of the following:
¢ A PARALLEL clause in a statement

* For objects referred to in a query, the PARALLEL clause that was used when the object was
created or altered

e A parallel hint inserted into the statement
» A default determined by the database

An example of using parallel SQL execution is contained in "Parallelizing Table Creation".

When an instance starts up, Oracle Database creates a pool of parallel execution servers
which are available for any parallel operation. A process called the parallel execution
coordinator dispatches the execution of a pool of parallel execution servers and coordinates
the sending of results from all of these parallel execution servers back to the user.

The parallel execution servers are enabled by default, because the PARALLEL MAX SERVERS
initialization parameter value is set to greater than 0 by default. The processes are available for
use by the various Oracle Database features that are capable of exploiting parallelism. Related
initialization parameters are tuned by the database for the majority of users, but you can alter
them as needed to suit your environment. For ease of tuning, some parameters can be altered
dynamically.

Parallelism can be used by several features, including transaction recovery, replication, and
SQL execution. In the case of parallel SQL execution, the topic discussed in this book, parallel
execution server processes remain associated with a statement throughout its execution
phase. When the statement is completely processed, these processes become available to
process other statements.

# Note:

To disable parallel SQL execution in a database, set the PARALLEL MAX SERVERS
initialization parameter value to 0.

¢ See Also:

*  Oracle Database SQL Tuning Guide for information about using parallel hints

*  Oracle Database VLDB and Partitioning Guide for more information about using
parallel execution

3.8.2 Altering Parallel Execution for a Session

You control parallel SQL execution for a session using the ALTER SESSION statement.
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» Disabling Parallel SQL Execution
You disable parallel SQL execution with an ALTER SESSION DISABLE PARALLEL DML |DDL|
QUERY statement. All subsequent DML (INSERT, UPDATE, DELETE), DDL (CREATE, ALTER), OF
query (SELECT) operations are executed serially after such a statement is issued. They will
be executed serially regardless of any parallel attribute associated with the table or
indexes involved. However, statements with a PARALLEL hint override the session settings.

* Enabling Parallel SQL Execution
You enable parallel SQL execution with an ALTER SESSION ENABLE PARALLEL DML |DDL|
QUERY statement. Subsequently, when a PARALLEL clause or parallel hint is associated with
a statement, those DML, DDL, or query statements will execute in parallel. By default,
parallel execution is enabled for DDL and query statements.

* Forcing Parallel SQL Execution
You can force parallel execution of all subsequent DML, DDL, or query statements for
which parallelization is possible with the ALTER SESSION FORCE PARALLEL DML |DDL|QUERY
statement.

3.8.2.1 Disabling Parallel SQL Execution

You disable parallel SQL execution with an ALTER SESSION DISABLE PARALLEL DML |DDL|QUERY
statement. All subsequent DML (INSERT, UPDATE, DELETE), DDL (CREATE, ALTER), Or query
(SELECT) operations are executed serially after such a statement is issued. They will be
executed serially regardless of any parallel attribute associated with the table or indexes
involved. However, statements with a PARALLEL hint override the session settings.

* Run the appropriate ALTER SESSION DISABLE PARALLEL statement to disable DML, DDL, or
guery operations.

For example, to disable parallel DDL operations, run the following statement:

ALTER SESSION DISABLE PARALLEL DDL;

3.8.2.2 Enabling Parallel SQL Execution

You enable parallel SQL execution with an ALTER SESSION ENABLE PARALLEL DML |DDL|QUERY
statement. Subsequently, when a PARALLEL clause or parallel hint is associated with a
statement, those DML, DDL, or query statements will execute in parallel. By default, parallel
execution is enabled for DDL and query statements.

* Run the appropriate ALTER SESSION DISABLE PARALLEL Statement to enable DML, DDL, or
query operations.

For example, a DML statement can be parallelized only if you specifically issue an ALTER

SESSION statement to enable parallel DML:

ALTER SESSION ENABLE PARALLEL DML;

3.8.2.3 Forcing Parallel SQL Execution

ORACLE

You can force parallel execution of all subsequent DML, DDL, or query statements for which
parallelization is possible with the ALTER SESSION FORCE PARALLEL DML|DDL|QUERY Statement.

You can force a specific degree of parallelism to be in effect, overriding any PARALLEL clause
associated with subsequent statements. If you do not specify a degree of parallelism in the
ALTER SESSION statement, the default degree of parallelism is used. Statement level parallel
hints override the forced degree of parallelism. With table level parallel hints, the behavior
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depends on whether hints are provided for all tables. If all tables contain table-level parallel
hints, the maximum value among these hints is used. If at least one table does not contain a
table-level parallel hint, the degree of parallelism used is the highest value among the parallel
hints and the degree of parallelism specified in the ALTER SESSION command .

To force parallel execution:

° Run an ALTER SESSION FORCE PARALLEL statement.

For example, the following statement forces parallel execution of subsequent statements and
sets the overriding degree of parallelism to 5:

ALTER SESSION FORCE PARALLEL DDL PARALLEL 5;

3.9 Managing Processes for External Procedures

An external procedure is a procedure or function written in a programming language and
stored in a shared library. An Oracle server can call external procedures or functions using
PL/SQL routines.

*  About External Procedures
External procedures are procedures that are written in a programming language such as
C, C++, or Java, compiled, and stored outside of the database, and then called by user
sessions. For example, a PL/SQL program unit can call one or more C routines that are
required to perform special-purpose processing.

* DBA Tasks to Enable External Procedure Calls
To enable external procedure calls, you must modify the listener and manage libraries.

3.9.1 About External Procedures

ORACLE

External procedures are procedures that are written in a programming language such as C, C+
+, or Java, compiled, and stored outside of the database, and then called by user sessions. For
example, a PL/SQL program unit can call one or more C routines that are required to perform
special-purpose processing.

These callable routines are stored in a dynamic link library (DLL), or a libunit in the case of a
Java class method, and are registered with the base language. Oracle Database provides a
special-purpose interface, the call specification (call spec), that enables users to call external
procedures.

When a user session calls an external procedure, the database starts an external procedure
agent on the database host computer. The default name of the agent is extproc. Each session
has its own dedicated agent. Optionally, you can create a credential so that the agent runs as a
particular operating system user. When a session terminates, the database terminates its
agent.

User applications pass to the external procedure agent the name of the DLL or libunit, the
name of the external procedure, and any relevant parameters. The external procedure agent
then loads the DLL or libunit, runs the external procedure, and passes back to the application
any values returned by the external procedure.

¢ See Also:

Oracle Database Development Guide for information about external procedures
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3.9.2 DBA Tasks to Enable External Procedure Calls

To enable external procedure calls, you must modify the listener and manage libraries.

Enabling external procedure calls may involve the following DBA tasks:

*  Configuring the listener to start the extproc agent

By default, the database starts the extproc process. Under the following circumstances,
you must change this default configuration so that the listener starts the extproc process:

You want to use a multithreaded extproc agent
The database is running in shared server mode on Windows

An AGENT clause in the LIBRARY specification or an AGENT IN clause in the PROCEDURE or
FUNCTION specification redirects external procedures to a different extproc agent

Instructions for changing the default configuration are in Oracle Database Development
Guide.

e Managing libraries or granting privileges related to managing libraries

The database requires DLL statements to be accessed through a schema object called a
library. For security purposes, by default, only users with the DBA role can create and
manage libraries. Therefore, you may be asked to:

ORACLE

Create a directory object using the CREATE DIRECTORY Statement for the location of the
library. After the directory object is created, a CREATE LIBRARY statement can specify
the directory object for the location of the library.

Create a credential using the DBMS CREDENTIAL.CREATE CREDENTIAL PL/SQL
procedure. After the credential is created, a CREATE LIBRARY statement can associate
the credential with a library to run the extproc agent as a particular operating system
user.

Use the CREATE LIBRARY statement to create the library objects that the developers
need.

Grant the following privileges to developers: CREATE LIBRARY, CREATE ANY LIBRARY,
ALTER ANY LIBRARY, EXECUTE ANY LIBRARY, EXECUTE ON library name, and EXECUTE ON
directory object.

Only make an explicit grant of these privileges to trusted users, and never to the
PUBLIC role. If you plan to create PL/SQL interfaces to libraries, then only grant the
EXECUTE privilege to the PL/SQL interface. Do not grant EXECUTE on the underlying
library. You must have the EXECUTE object privilege on the library to create the PL/SQL
interface. However, users have this privilege automatically in their own schemas.
Explicit grants of EXECUTE object privilege on a library are rarely required.
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# See Also:

e Oracle Database PL/SQL Language Reference for information about the CREATE
LIBRARY Sstatement

*  Oracle Database Security Guide for information about creating a credential using
the DBMS CREDENTIAL.CREATE CREDENTIAL procedure

* Oracle Database PL/SQL Packages and Types Reference for information about
the DBMS CREDENTIAL package

» "Specifying Scheduler Job Credentials" for information about using credentials
with Oracle Scheduler jobs

3.10 Terminating Sessions

Sometimes it is necessary to terminate current user sessions. For example, you might want to
perform an administrative operation and need to terminate all non-administrative sessions.

e About Terminating Sessions
When a session is terminated, any active transactions of the session are rolled back, and
resources held by the session (such as locks and memory areas) are immediately released
and available to other sessions.

* Identifying Which Session to Terminate
To identify which session to terminate, specify the session index number and serial
number.

e Terminating an Active Session
Terminating an active session ends the session.

e Terminating an Inactive Session
If the session is not making a SQL call to Oracle Database (is INACTIVE) when it is
terminated, the ORA-00028 message is not returned immediately. The message is not
returned until the user subsequently attempts to use the terminated session.

e Cancelling a SQL Statement in a Session
You can cancel a SQL statement in a session using the ALTER SYSTEM CANCEL SQL
statement.

3.10.1 About Terminating Sessions

ORACLE

When a session is terminated, any active transactions of the session are rolled back, and
resources held by the session (such as locks and memory areas) are immediately released
and available to other sessions.

You terminate a current session using the SQL statement ALTER SYSTEM KILL SESSION. The
following statement terminates the session whose system identifier is 7 and serial number is
15:

ALTER SYSTEM KILL SESSION '7,15';

You can also use the DBMS SERVICE.DISCONNECT SESSION procedure to terminate sessions
with a named service at the current instance.
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# See Also:

Oracle Database PL/SQL Packages and Types Reference for more information about
the DISCONNECT SESSION procedure

3.10.2 Identifying Which Session to Terminate

To identify which session to terminate, specify the session index number and serial number.
To identify the system identifier (SID) and serial number of a session:

*  Query the V$SESSION dynamic performance view.

For example, the following query identifies all sessions for the user jward:

SELECT SID, SERIAL#, STATUS
FROM VSSESSION
WHERE USERNAME = 'JWARD';

SID SERIAL# STATUS

7 15 ACTIVE
12 63 INACTIVE

A session is ACTIVE when it is making a SQL call to Oracle Database. A session is INACTIVE if
it is not making a SQL call to the database.

# See Also:

Oracle Database Reference for a description of the status values for a session

3.10.3 Terminating an Active Session

ORACLE

Terminating an active session ends the session.

If a user session is processing a transaction (ACTIVE status) when you terminate the session,
then the transaction is rolled back and the user immediately receives the following message:

ORA-00028: your session has been killed

If, after receiving the ORA-00028 message, a user submits additional statements before
reconnecting to the database, then Oracle Database returns the following message:

ORA-01012: not logged on

An active session cannot be interrupted when it is performing network 1/0 or rolling back a
transaction. Such a session cannot be terminated until the operation completes. In this case,
the session holds all resources until it is terminated. Additionally, the session that issues the
ALTER SYSTEM statement to terminate a session waits up to 60 seconds for the session to be
terminated. If the operation that cannot be interrupted continues past one minute, the issuer of
the ALTER SYSTEM statement receives a message indicating that the session has been marked
to be terminated. A session marked to be terminated is indicated in VSSESSTON with a status of
KILLED and a server that is something other than PSEUDO.
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If you are using Application Continuity, then an active session's activity is recovered when the
session terminates. If you do not want to recover a session after you terminate it, then you can
include the NOREPLAY keyword in the ALTER SYSTEM statement. For example, the following
statement specifies that the session will not be recovered:

ALTER SYSTEM KILL SESSION '7,15' NOREPLAY;

If you use the DBMS SERVICE.DISCONNECT SESSION procedure to terminate one or more
sessions, then you can specify DBMS SERVICE.NOREPLAY for the disconnect option parameter
to indicate that the sessions should not be recovered by Application Continuity. For example, to
disconnect all sessions with the service sales.example.com and specify that the sessions
should not be recovered, run the following procedure:

BEGIN
DBMS SERVICE.DISCONNECT SESSION (
service name => 'sales.example.com',
disconnect option => DBMS SERVICE.NOREPLAY) ;
END;
/

¢ See Also:

» "Oracle Database SQL Language Reference"

*  Oracle Database PL/SQL Packages and Types Reference for more information
about the DISCONNECT SESSION procedure

3.10.4 Terminating an Inactive Session

ORACLE

If the session is not making a SQL call to Oracle Database (is INACTIVE) when it is terminated,
the ORA-00028 message is not returned immediately. The message is not returned until the
user subsequently attempts to use the terminated session.

When an inactive session has been terminated, the STATUS of the session in the VSSESSION
view is KILLED. The row for the terminated session is removed from VSSESSION after the user
attempts to use the session again and receives the ORA-00028 message.

In the following example, an inactive session is terminated. First, VSSESSION is queried to
identify the s1D and SERIAL# of the session, and then the session is terminated.

SELECT SID, SERIAL#, STATUS, SERVER
FROM VSSESSION
WHERE USERNAME = 'JWARD';

SID SERIAL# STATUS SERVER
7 15 INACTIVE DEDICATED
12 63 INACTIVE DEDICATED

2 rows selected.

ALTER SYSTEM KILL SESSION '7,15';
Statement processed.

SELECT SID, SERIAL#, STATUS, SERVER
FROM VSSESSION
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WHERE USERNAME = 'JWARD';

SID SERIAL# STATUS SERVER
7 15 KILLED PSEUDO
12 63 INACTIVE DEDICATED

2 rows selected.

3.10.5 Cancelling a SQL Statement in a Session

You can cancel a SQL statement in a session using the ALTER SYSTEM CANCEL SQL statement.

Instead of terminating a session, you can cancel a high-load SQL statement in a session.
When you cancel a DML statement, the statement is rolled back.

The following clauses are required in an ALTER SYSTEM CANCEL SQL Statement:
* SID- Session ID

e SERIAL — Session serial number

The following clauses are optional in an ALTER SYSTEM CANCEL SQL statement:
e INST ID- Instance ID

* SQL ID - SQL ID of the SQL statement

You can view this information for a session by querying the GVSSESSION view.
The following is the syntax for cancelling a SQL statement:

ALTER SYSTEM CANCEL SQL 'SID, SERIAL, @INST ID, SQL ID';

The following example cancels a SQL statement having the session identifier of 20, session
serial number of 51142, and SQL ID of 8vu7s907prbgr:

ALTER SYSTEM CANCEL SQL '20, 51142, 8vu7s907prbgr';

# Note:

e If QINST_ID is not specified, the instance ID of the current session is used.

» If SQL_ID is not specified, the currently running SQL statement in the specified
session is terminated.

¢ See Also:

e Oracle Database Get Started with Performance Tuning for information about
identifying high-load SQL statements

* Oracle Database Reference for information about the GV$SESSION view
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3.11 Process and Session Data Dictionary Views

You can query data dictionary views for information about processes and sessions.

ORACLE

View Description

VSPROCESS Contains information about the currently active processes
VSSESSION Lists session information for each current session
V$SESS 10 Contains I/O statistics for each user session

VSSESSION LONGOPS

V$SESSION WAIT
V$SESSION WAIT HISTORY
VSWAIT CHAINS
V$SESSTAT

VSRESOURCE LIMIT

V$SQLAREA

Displays the status of various operations that run for longer than 6
seconds (in absolute time). These operations currently include many
backup and recovery functions, statistics gathering, and query
execution. More operations are added for every Oracle Database
release.

Displays the current or last wait for each session
Lists the last ten wait events for each active session
Displays information about blocked sessions
Contains session statistics

Provides information about current and maximum global resource
utilization for some system resources

Contains statistics about shared SQL areas. Contains one row for
each SQL string. Provides statistics about SQL statements that are
in memory, parsed, and ready for execution
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Memory management involves maintaining optimal sizes for the Oracle Database instance
memory structures as demands on the database change.

# Note:

A multitenant container database is the only supported architecture in Oracle
Database 21c and later releases. While the documentation is being revised, legacy
terminology may persist. In most cases, "database" and "non-CDB" refer to a CDB or
PDB, depending on context. In some contexts, such as upgrades, "non-CDB" refers
to a non-CDB from a previous release.

About Memory Management

The memory structures that must be managed are the system global area (SGA) and the
instance program global area (instance PGA). Oracle Database supports various memory
management methods, which are chosen by initialization parameter settings.

Memory Architecture Overview
Understand basic memory structures associated with Oracle Database.

Using Unified Memory Management
You can allow the Oracle Database instance to automatically manage and tune memory for
you based on total memory size.

Using Automatic Memory Management
You can allow the Oracle Database instance to automatically manage and tune memory for
you.

Configuring Memory Manually

If you prefer to exercise more direct control over the sizes of individual memory
components, you can disable automatic memory management and configure the database
for manual memory management.

Using Force Full Database Caching Mode
An Oracle Database instance can cache the full database in the buffer cache.

Configuring Database Smart Flash Cache

The Database Smart Flash Cache feature is a transparent extension of the database buffer
cache using solid state device (SSD) technology. Database Smart Flash Cache can greatly
improve the performance of Oracle databases by reducing the amount of disk I/O at a
much lower cost than adding an equivalent amount of RAM.

Improving Query Response Time with the Server Result Cache
The server result cache improves the performance of repetitive queries.

Improving Query Performance with Oracle Database In-Memory

Oracle Database In-Memory (Database In-Memory) is a suite of features, first introduced in
Oracle Database 12c Release 1 (12.1.0.2), that greatly improves performance for real-time
analytics and mixed workloads.
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*  Enabling High Performance Data Streaming with the Memoptimized Rowstore
The Memoptimized Rowstore enables high performance data streaming for applications,
such as Internet of Things (IoT) applications that typically stream small amounts of data in
single-row inserts from a large number of clients simultaneously and also query data for
clients at a very high frequency.

*  Memory Management Reference
Automatic memory management is supported only on some platforms. Also, you can query
a set of data dictionary views for information on memory management.

e Configuring and Using True Cache
Oracle True Cache (True Cache) is an in-memory, consistent, and automatically managed
cache for Oracle Database.

4.1 About Memory Management

ORACLE

The memory structures that must be managed are the system global area (SGA) and the
instance program global area (instance PGA). Oracle Database supports various memory
management methods, which are chosen by initialization parameter settings.

Unified Memory Management

Unified Memory configures the database instance memory with a single parameter,

MEMORY SIZE. The database can dynamically use this memory for any ratio of SGA, PGA,
MGA, UGA, and other memory segments based on the current workload. If huge pages are
configured, they can be used for both SGA and PGA. Unified Memory provides an extremely
flexible memory configuration.

Automatic Memory Management

Oracle Database can manage the SGA memory and instance PGA memory completely
automatically. You designate only the total memory size to be used by the instance, and Oracle
Database dynamically exchanges memory between the SGA and the instance PGA as needed
to meet processing demands. This capability is referred to as automatic memory management.
With this memory management method, the database also dynamically tunes the sizes of the
individual SGA components and the sizes of the individual PGAs. Oracle recommends
automatic memory management for databases where the total size of the SGA and PGA
memory is less than or equal to four gigabytes.

Manual Memory Management

If you prefer to exercise more direct control over the sizes of individual memory components,
you can disable automatic memory management and configure the database for manual
memory management. There are a few different methods available for manual memory
management. Some of these methods retain some degree of automation. The methods
therefore vary in the amount of effort and knowledge required by the DBA. These methods are:

e Automatic shared memory management - for the SGA

e Manual shared memory management - for the SGA

e Automatic PGA memory management - for the instance PGA
e Manual PGA memory management - for the instance PGA

These memory management methods are described later in this chapter.

If you create your database with Database Configuration Assistant (DBCA) and choose the
basic installation option, automatic memory management is enabled when system memory is
less than or equal to 4 gigabytes. When system memory is greater than 4 gigabytes, automatic
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memory management is disabled, and automatic shared memory management is enabled. If
you choose advanced installation, then DBCA enables you to select automatic memory
management or automatic shared memory management.

Oracle recommends automatic shared memory management when the total size of the SGA
and PGA memory is four gigabytes or larger.

# Note:

The easiest way to manage memory is to use the graphical user interface of Oracle
Enterprise Manager Cloud Control (Cloud Control).

For information about managing memory with Cloud Control, see the Cloud Control
online help.

# See Also:

Oracle Database Concepts for an introduction to the various automatic and manual
methods of managing memory.

4.2 Memory Architecture Overview

Understand basic memory structures associated with Oracle Database.

The basic memory structures associated with Oracle Database include:

System Global Area (SGA)

The SGA is a group of shared memory structures, known as SGA components, that
contain data and control information for one Oracle Database instance. The SGA is shared
by all server and background processes. Examples of data stored in the SGA include
cached data blocks and shared SQL areas.

Program Global Area (PGA)

A PGA is a memory region that contains data and control information for a server process.
It is nonshared memory created by Oracle Database when a server process is started.
Access to the PGA is exclusive to the server process. There is one PGA for each server
process. Background processes also allocate their own PGAs. The total PGA memory
allocated for all background and server processes attached to an Oracle Database
instance is referred to as the total instance PGA memory, and the collection of all
individual PGAs is referred to as the total instance PGA, or just instance PGA.

Figure 4-1 illustrates the relationships among these memory structures.

ORACLE
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Figure 4-1 Oracle Database Memory Structures
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If your database is running on Solaris or Oracle Linux, you can optionally add another memory
component: Database Smart Flash Cache. Database Smart Flash Cache is an extension of the
SGA-resident buffer cache, providing a level 2 cache for database blocks. It can improve
response time and overall throughput for both read-intensive online transaction processing
(OLTP) workloads and ad hoc queries and bulk data modifications in a data warehouse
environment. Database Smart Flash Cache resides on one or more flash disk devices, which
are solid state storage devices that use flash memory. Database Smart Flash Cache is typically
more economical than additional main memory, and is an order of magnitude faster than disk
drives.

Starting with Oracle Database 12¢ Release 1 (12.1.0.2), the big table cache enables serial
gueries and parallel queries to use the buffer cache. The big table cache facilitates efficient
caching for large tables in data warehousing environments, even if these tables do not fully fit
in the buffer cache. Table scans can use the big table cache in the following scenarios:

e Parallel queries

In single-instance and Oracle Real Application Clusters (Oracle RAC) databases, parallel
gueries can use the big table cache when the DB BIG TABLE CACHE PERCENT TARGET
initialization parameter is set to a non-zero value, and PARALLEL DEGREE POLICY is set to
AUTO or ADAPTIVE.

e Serial queries
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In a single-instance configuration only, serial queries can use the big table cache when the
DB BIG TABLE CACHE PERCENT TARGET initialization parameter is set to a non-zero value.

¢ See Also:

» "Configuring Database Smart Flash Cache"

»  Oracle Database Concepts for more information on memory architecture in an
Oracle Database instance

*  Oracle Database Reference for more information about the
DB BIG TABLE CACHE PERCENT TARGET initialization parameter

e Oracle Database Reference for more information about the
PARALLEL DEGREE POLICY initialization parameter

* Oracle Database VLDB and Partitioning Guide for more information about the big
table cache

4.3 Using Unified Memory Management

You can allow the Oracle Database instance to automatically manage and tune memory for
you based on total memory size.

Unified Memory configures the database instance memory with a single parameter,

MEMORY SIZE. The database can dynamically use this memory for SGA, PGA, MGA, UGA, and
other memory segments. The split between different memory segments is based off the
memory sizing of the PDBs currently opened in the CDB. If huge pages are configured, they
can be used for both SGA and PGA. Unified Memory provides an extremely flexible memory
configuration.

4.4 Using Automatic Memory Management

ORACLE

You can allow the Oracle Database instance to automatically manage and tune memory for
you.

e About Automatic Memory Management
The simplest way to manage instance memory is to allow the Oracle Database instance to
automatically manage and tune it for you. To do so (on most platforms), you set only a
target memory size initialization parameter (MEMORY TARGET) and optionally a maximum
memory size initialization parameter (MEMORY MAX TARGET).

e Enabling Automatic Memory Management
If you did not enable automatic memory management upon database creation (either by
selecting the proper options in DBCA or by setting the appropriate initialization parameters
for the CREATE DATABASE SQL statement), then you can enable it at a later time. Enabling
automatic memory management involves a shutdown and restart of the database.

e Monitoring and Tuning Automatic Memory Management
The dynamic performance view V$MEMORY DYNAMIC COMPONENTS shows the current sizes of
all dynamically tuned memory components, including the total sizes of the SGA and
instance PGA.
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4.4.1 About Automatic Memory Management

The simplest way to manage instance memory is to allow the Oracle Database instance to
automatically manage and tune it for you. To do so (on most platforms), you set only a target
memory size initialization parameter (MEMORY TARGET) and optionally a maximum memory size
initialization parameter (MEMORY MAX TARGET).

The total memory that the instance uses remains relatively constant, based on the value of
MEMORY TARGET, and the instance automatically distributes memory between the system global
area (SGA) and the instance program global area (instance PGA). As memory requirements
change, the instance dynamically redistributes memory between the SGA and instance PGA.

When automatic memory management is not enabled, you must size both the SGA and
instance PGA manually.

Because the MEMORY TARGET initialization parameter is dynamic, you can change

MEMORY TARGET at any time without restarting the database. MEMORY MAX TARGET, which is not
dynamic, serves as an upper limit so that you cannot accidentally set MEMORY TARGET too high,
and so that enough memory is set aside for the database instance in case you do want to
increase total instance memory in the future. Because certain SGA components either cannot
easily shrink or must remain at a minimum size, the instance also prevents you from setting
MEMORY TARGET t0O low.

# Note:

e If the total physical memory of a database instance is greater than 4 GB, then
you cannot specify the Automatic Memory Management option during the
database installation and creation. Oracle recommends that you use Automatic
Shared Memory Management in such environments.

* You cannot enable automatic memory management if the LOCK_SGa initialization
parameter is TRUE. See Oracle Database Reference for information about this
parameter.

¢ See Also:

"Platforms That Support Automatic Memory Management"

4.4.2 Enabling Automatic Memory Management

ORACLE

If you did not enable automatic memory management upon database creation (either by
selecting the proper options in DBCA or by setting the appropriate initialization parameters for
the CREATE DATABASE SQL statement), then you can enable it at a later time. Enabling
automatic memory management involves a shutdown and restart of the database.

To enable automatic memory management:

1. Start SQL*Plus and connect to the Oracle Database instance with the SYSDBA
administrative privilege.
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See "Connecting to the Database with SQL*Plus" and "Database Administrator
Authentication" for instructions.

Calculate the minimum value for MEMORY TARGET as follows:

a. Determine the current sizes of SGA TARGET and PGA AGGREGATE TARGET in megabytes
by entering the following SQL*Plus commands:

SHOW PARAMETER SGA TARGET

sga_target big integer 272M

SHOW PARAMETER PGA AGGREGATE TARGET

pga_aggregate target big integer 90M
See "Enabling Automatic Shared Memory Management" for information about setting
the SGA TARGET parameter if it is not set.

b. Run the following query to determine the maximum instance PGA allocated in
megabytes since the database was started:

SELECT VALUE/1048576 FROM V$PGASTAT WHERE NAME='maximum PGA allocated';

c. Compute the maximum value between the query result from step 2b and
PGA AGGREGATE TARGET. Add SGA TARGET to this value.

MEMORY TARGET = SGA TARGET + MAX(PGA AGGREGATE TARGET, MAXIMUM PGA ALLOCATED)

For example, if SGA TARGET is 272M and PGA_AGGREGATE TARGET is 90M as shown above,
and if the maximum PGA allocated is determined to be 120M, then MEMORY TARGET should
be at least 392M (272M + 120M).

Choose the value for MEMORY TARGET that you want to use.

This can be the minimum value that you computed in step 2, or you can choose to use a
larger value if you have enough physical memory available.

For the MEMORY MAX TARGET initialization parameter, decide on a maximum amount of
memory that you would want to allocate to the database for the foreseeable future. That is,
determine the maximum value for the sum of the SGA and instance PGA sizes. This
number can be larger than or the same as the MEMORY TARGET value that you chose in the
previous step.

Do one of the following:

e If you started your Oracle Database instance with a server parameter file, which is the
default if you created the database with the Database Configuration Assistant (DBCA),
enter the following command:

ALTER SYSTEM SET MEMORY MAX TARGET = nM SCOPE = SPFILE;

where n is the value that you computed in step 4.

The SCOPE = SPFILE clause sets the value only in the server parameter file, and not for
the running instance. You must include this SCOPE clause because MEMORY MAX TARGET
is not a dynamic initialization parameter.

« If you started your instance with a text initialization parameter file, manually edit the file
so that it contains the following statements:
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memory max target = nM
memory target = mM

where n is the value that you determined in step 4, and m is the value that you
determined in step 3.

# Note:

In a text initialization parameter file, if you omit the line for MEMORY MAX TARGET
and include a value for MEMORY TARGET, then the database automatically sets
MEMORY MAX TARGET to the value of MEMORY TARGET. If you omit the line for
MEMORY TARGET and include a value for MEMORY MAX TARGET, then the

MEMORY TARGET parameter defaults to zero. After startup, you can then
dynamically change MEMORY TARGET to a nonzero value, provided that it does not
exceed the value of MEMORY MAX TARGET.

6. Shut down and restart the database.
See Oracle Database SQL Language Reference for instructions.

7. If you started your Oracle Database instance with a server parameter file, enter the
following commands:

ALTER SYSTEM SET MEMORY TARGET = nM;
ALTER SYSTEM SET SGA TARGET = 0;
ALTER SYSTEM SET PGA AGGREGATE TARGET = 0;

where n is the value that you determined in step 3.

< Note:

With MEMORY TARGET set, the SGA TARGET setting becomes the minimum size of the
SGA and the PGA AGGREGATE TARGET setting becomes the minimum size of the
instance PGA. By setting both of these to zero as shown, there are no minimums,
and the SGA and instance PGA can grow as needed as long as their sum is less
than or equal to the MEMORY TARGET setting. The sizing of SQL work areas remains
automatic.

You can omit the statements that set the SGA_TARGET and PGA AGGREGATE TARGET
parameter values to zero and leave either or both of the values as positive numbers.
In this case, the values act as minimum values for the sizes of the SGA or instance
PGA.

In addition, you can use the PGA AGGREGATE LIMIT initialization parameter to set an
instance-wide hard limit for PGA memory. You can set PGA AGGREGATE LIMIT whether
or not you use automatic memory management. See "Using Automatic PGA Memory
Management".
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# See Also:

e "About Automatic Memory Management"
e "Memory Architecture Overview"

e Oracle Database SQL Language Reference for information on the ALTER SYSTEM
SQL statement

4.4.3 Monitoring and Tuning Automatic Memory Management

ORACLE

The dynamic performance view V$MEMORY DYNAMIC COMPONENTS shows the current sizes of all
dynamically tuned memory components, including the total sizes of the SGA and instance
PGA.

*  Query the V$MEMORY TARGET ADVICE view for tuning advice for the MEMORY TARGET
initialization parameter.

For example, run the following query:

SQL> select * from vSmemory target advice order by memory size;

MEMORY SIZE MEMORY SIZE FACTOR ESTD DB TIME ESTD DB TIME FACTOR VERSION

180 5 458 1.344 0
270 75 367 1.0761 0
360 1 341 1 0
450 1.25 335 L9817 0
540 1.5 335 L9817 0
630 1.75 335 L9817 0
720 2 335 L9817 0

The row with the MEMORY SIZE FACTOR of 1 shows the current size of memory, as set by the
MEMORY TARGET initialization parameter, and the amount of DB time required to complete the
current workload. In previous and subsequent rows, the results show several alternative
MEMORY TARGET sizes. For each alternative size, the database shows the size factor (the
multiple of the current size), and the estimated DB time to complete the current workload if the
MEMORY TARGET parameter were changed to the alternative size. Notice that for a total memory
size smaller than the current MEMORY TARGET size, estimated DB time increases. Notice also
that in this example, there is nothing to be gained by increasing total memory size beyond
450MB. However, this situation might change if a complete workload has not yet been run.

¢ See Also:
* Oracle Database Reference for more information about the
V$MEMORY DYNAMIC COMPONENTS dynamic performance view

» Oracle Database Reference for more information about the
VSMEMORY TARGET ADVICE dynamic performance view

*  Oracle Database Performance Tuning Guide for a definition of DB time.
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4.5 Configuring Memory Manually

If you prefer to exercise more direct control over the sizes of individual memory components,
you can disable automatic memory management and configure the database for manual
memory management.

e About Manual Memory Management
There are two different manual memory management methods for the SGA, and two for
the instance PGA.

e Using Automatic Shared Memory Management
Automatic Shared Memory Management simplifies SGA memory management.

e Using Manual Shared Memory Management
To manage shared memory manually, you first ensure that both automatic memory
management and automatic shared memory management are disabled. You then manually
configure, monitor, and tune memory components..

e Using Automatic PGA Memory Management
By default, Oracle Database automatically and globally manages the total amount of
memory dedicated to the instance PGA. You can control this amount by setting the
initialization parameter PGA AGGREGATE TARGET.

e Using Manual PGA Memory Management
Oracle Database supports manual PGA memory management, in which you manually tune
SQL work areas.

4.5.1 About Manual Memory Management

There are two different manual memory management methods for the SGA, and two for the
instance PGA.

The two manual memory management methods for the SGA vary in the amount of effort and
knowledge required by the DBA. With automatic shared memory management, you set target
and maximum sizes for the SGA. The database then sets the total size of the SGA to your
designated target, and dynamically tunes the sizes of many SGA components. With manual
shared memory management, you set the sizes of several individual SGA components,
thereby determining the overall SGA size. You then manually tune these individual SGA
components on an ongoing basis.

For the instance PGA, there is automatic PGA memory management, in which you set a target
size for the instance PGA. The database then sets the size of the instance PGA to your target,
and dynamically tunes the sizes of individual PGAs. There is also manual PGA memory
management, in which you set maximum work area size for each type of SQL operator (such
as sort or hash-join). This memory management method, although supported, is not
recommended.

# See Also:

Oracle Database Concepts for an overview of Oracle Database memory
management methods.
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4.5.2 Using Automatic Shared Memory Management

Automatic Shared Memory Management simplifies SGA memory management.

e About Automatic Shared Memory Management
With automatic shared memory management, you specify the total amount of SGA
memory available to an instance using the SGA TARGET initialization parameter and Oracle
Database automatically distributes this memory among the various SGA components to
ensure the most effective memory utilization.

e Components and Granules in the SGA
The SGA comprises several memory components, which are pools of memory used to
satisfy a particular class of memory allocation requests.

e Setting Maximum SGA Size
The SGA MAX SIZE initialization parameter specifies the maximum size of the System
Global Area for the lifetime of the instance.

*  Setting SGA Target Size
You enable the automatic shared memory management feature by setting the SGA TARGET
initialization parameter to a nonzero value. This parameter sets the total size of the SGA. It
replaces the parameters that control the memory allocated for a specific set of individual
components, which are now automatically and dynamically resized (tuned) as needed.

e Enabling Automatic Shared Memory Management
The procedure for enabling automatic shared memory management (ASMM) differs
depending on whether you are changing to ASMM from manual shared memory
management or from automatic memory management.

e Setting Minimums for Automatically Sized SGA Components
You can exercise some control over the size of the automatically sized SGA components
by specifying minimum values for the parameters corresponding to these components.
Doing so can be useful if you know that an application cannot function properly without a
minimum amount of memory in specific components.

*  Dynamic Modification of SGA_TARGET
The SGA_TARGET parameter can be dynamically increased up to the value specified for the
SGA MAX SIZE parameter, and it can also be reduced.

¢ Modifying Parameters for Automatically Sized Components
When automatic shared memory management is enabled, the manually specified sizes of
automatically sized components serve as a lower bound for the size of the components.
You can modify this limit dynamically by changing the values of the corresponding
parameters.

e Modifying Parameters for Manually Sized Components
Parameters for manually sized components can be dynamically altered as well. However,
rather than setting a minimum size, the value of the parameter specifies the precise size of
the corresponding component.

# See Also:

e Oracle Database Performance Tuning Guide for information about tuning the
components of the SGA
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4.5.2.1 About Automatic Shared Memory Management

With automatic shared memory management, you specify the total amount of SGA memory
available to an instance using the SGA TARGET initialization parameter and Oracle Database
automatically distributes this memory among the various SGA components to ensure the most
effective memory utilization.

When automatic shared memory management is enabled, the sizes of the different SGA
components are flexible and can adapt to the needs of a workload without requiring any
additional configuration. The database automatically distributes the available memory among
the various components as required, allowing the system to maximize the use of all available
SGA memory.

If you are using a server parameter file (SPFILE), the database remembers the sizes of the
automatically tuned SGA components across instance shutdowns. As a result, the database
instance does not need to learn the characteristics of the workload again each time the
instance is started. The instance can begin with information from the previous instance and
continue evaluating workload where it left off at the last shutdown.

4.5.2.2 Components and Granules in the SGA

ORACLE

The SGA comprises several memory components, which are pools of memory used to satisfy
a particular class of memory allocation requests.

Examples of memory components include the shared pool (used to allocate memory for SQL
and PL/SQL execution), the java pool (used for java objects and other java execution memory),
and the buffer cache (used for caching disk blocks). All SGA components allocate and
deallocate space in units of granules. Oracle Database tracks SGA memory use in internal
numbers of granules for each SGA component.

The memory for dynamic components in the SGA is allocated in the unit of granules. The
granule size is determined by the amount of SGA memory requested when the instance starts.
Specifically, the granule size is based on the value of the SGA MAX SIZE initialization parameter.
Table 4-1 shows the granule size for different amounts of SGA memory.

Table 4-1 Granule Size

SGA Memory Amount Granule Size
Less than or equal to 1 GB 4 MB

Greater than 1 GB and less than or equal to 8 GB 16 MB
Greater than 8 GB and less than or equal to 16 GB 32 MB
Greater than 16 GB 64 MB

Some platform dependencies may arise. Consult your operating system specific
documentation for more details.

You can query the V$SGAINFO view to see the granule size that is being used by an instance.
The same granule size is used for all components in the SGA.

If you specify a size for a component that is not a multiple of granule size, Oracle Database
rounds the specified size up to the nearest multiple. For example, if the granule size is 4 MB
and you specify DB _CACHE SIZE as 10 MB, the database actually allocates 12 MB.
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4.5.2.3 Setting Maximum SGA Size

The SGA MAX SIZE initialization parameter specifies the maximum size of the System Global
Area for the lifetime of the instance.

To set the maximum size of the System Global Area:
» Setthe sGA MAX SIZE initialization parameter.

You can dynamically alter the initialization parameters affecting the size of the buffer caches,
shared pool, large pool, Java pool, and streams pool but only to the extent that the sum of
these sizes and the sizes of the other components of the SGA (fixed SGA, variable SGA, and
redo log buffers) does not exceed the value specified by SGA MAX SIZE.

If you do not specify SGA MAX SIZE, then Oracle Database selects a default value that is the
sum of all components specified or defaulted at initialization time. If you do specify

SGA MAX SIZE, and at the time the database is initialized the value is less than the sum of the
memory allocated for all components, either explicitly in the parameter file or by default, then
the database ignores the setting for SGA MAX SIZE and chooses a correct value for this
parameter.

4.5.2.4 Setting SGA Target Size

ORACLE

You enable the automatic shared memory management feature by setting the SGA TARGET
initialization parameter to a nonzero value. This parameter sets the total size of the SGA. It
replaces the parameters that control the memory allocated for a specific set of individual
components, which are now automatically and dynamically resized (tuned) as needed.

To enable the automatic shared memory management feature:

* Setthe SGA TARGET initialization parameter to a nonzero value.

# Note:

The STATISTICS LEVEL initialization parameter must be set to TYPICAL (the default) or
ALL for automatic shared memory management to function.

If you use SQL*Plus to set SGA_TARGET, then you must then set the automatically
sized SGA components to zero or to a minimum value.

* The SGA Target and Automatically Sized SGA Components
Some SGA components are automatically sized when SGA TARGET is set.

* SGA and Virtual Memory
For optimal performance in most systems, the entire SGA should fit in real memory. If it
does not, and if virtual memory is used to store parts of it, then overall database system
performance can decrease dramatically. The reason for this is that portions of the SGA are
paged (written to and read from disk) by the operating system.

e Monitoring and Tuning SGA Target Size
The V$SGAINFO view provides information on the current tuned sizes of various SGA
components. The V$SGA TARGET ADVICE view provides information that helps you decide
on a value for SGA TARGET.
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4.5.2.4.1 The SGA Target and Automatically Sized SGA Components

Some SGA components are automatically sized when SGA TARGET is set.

The following table lists the SGA components that are automatically sized when SGA TARGET is
set. For each SGA component, its corresponding initialization parameter is listed.

Table 4-2 Automatically Sized SGA Components and Corresponding Parameters

]
SGA Component Initialization Parameter

Fixed SGA and other internal allocations  N/A
needed by the Oracle Database instance

The shared pool SHARED POOL SIZE
The large pool LARGE POOL SIZE
The Java pool JAVA POOL SIZE

The buffer cache DB CACHE SIZE

The Streams pool STREAMS POOL SIZE
The Vector pool VECTOR MEMORY SIZE

The manually sized parameters listed in Table 4-3, if they are set, take their memory from
SGA TARGET, leaving what is available for the components listed in Table 4-2.

Table 4-3 Manually Sized SGA Components that Use SGA_TARGET Space
]

SGA Component Initialization Parameter
The log buffer LOG_BUFFER
The keep and recycle buffer caches DB KEEP CACHE SIZE

DB _RECYCLE CACHE SIZE

Nonstandard block size buffer caches DB nK CACHE SIZE

In addition to setting SGA_TARGET to a nonzero value, you must set to zero all initialization
parameters listed in Table 4-2 to enable full automatic tuning of the automatically sized SGA
components.

Alternatively, you can set one or more of the automatically sized SGA components to a
nonzero value, which is then used as the minimum setting for that component during SGA
tuning. This is discussed in detail later in this section.

4.5.2.4.2 SGA and Virtual Memory

ORACLE

For optimal performance in most systems, the entire SGA should fit in real memory. If it does
not, and if virtual memory is used to store parts of it, then overall database system
performance can decrease dramatically. The reason for this is that portions of the SGA are
paged (written to and read from disk) by the operating system.

See your operating system documentation for instructions for monitoring paging activity. You
can also view paging activity using Cloud Control. See Oracle Database 2 Day + Performance
Tuning Guide for more information.
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4.5.2.4.3 Monitoring and Tuning SGA Target Size

The V$SGAINFO view provides information on the current tuned sizes of various SGA
components. The V$SGA TARGET ADVICE view provides information that helps you decide on a
value for SGA TARGET.

To monitor and tune the SGA target size:
*  Query the V$SGAINFO and V$SGA TARGET ADVICE views.
For example, run the following query:

SQL> select * from v$sga target advice order by sga size;

SGA SIZE SGA SIZE FACTOR ESTD DB TIME ESTD DB TIME FACTOR ESTD PHYSICAL READS

290 .5 448176 1.6578 1636103
435 .75 339336 1.2552 1636103
580 1 270344 1 1201780
725 1.25 239038 .8842 907584
870 1.5 211517 .7824 513881
1015 1.75 201866 L7467 513881
1160 2 200703 L7424 513881

The information in this view is similar to that provided in the VSMEMORY TARGET ADVICE view for
automatic memory management. See "Monitoring and Tuning Automatic Memory
Management" for an explanation of that view.

¢ See Also:

» Oracle Database Reference for more information about the V$SGAINFO view

* Oracle Database Reference for more information about the
V$SGA TARGET ADVICE view

4.5.2.5 Enabling Automatic Shared Memory Management

ORACLE

The procedure for enabling automatic shared memory management (ASMM) differs depending
on whether you are changing to ASMM from manual shared memory management or from
automatic memory management.

To change to ASMM from manual shared memory management:

1. Run the following query to obtain a value for SGA TARGET:

SELECT (
(SELECT SUM(value) FROM V$SGA) -
(SELECT CURRENT SIZE FROM V$SGA DYNAMIC FREE MEMORY)
) "SGA_TARGET"

FROM DUAL;

2. Setthe value of SGA TARGET, either by editing the text initialization parameter file and
restarting the database, or by issuing the following statement:

ALTER SYSTEM SET SGA TARGET=value [SCOPE={SPFILE|MEMORY |BOTH} ]

4-15



ORACLE

Chapter 4
Configuring Memory Manually

where value is the value computed in step 1 or is some value between the sum of all SGA
component sizes and SGA_MAX SIZE. For more information on the ALTER SYSTEM statement
and its SCOPE clause, see Oracle Database SQL Language Reference.

3. Do one of the following:

e For more complete automatic tuning, set the values of the automatically sized SGA
components listed in Table 4-2 to zero. Do this by editing the text initialization
parameter file or by issuing ALTER SYSTEM statements.

e To control the minimum size of one or more automatically sized SGA components, set
those component sizes to the desired value. (See the next section for details.) Set the
values of the other automatically sized SGA components to zero. Do this by editing the
text initialization parameter file or by issuing ALTER SYSTEM statements.

To change to ASMM from automatic memory management:
1. Setthe MEMORY TARGET initialization parameter to 0.

ALTER SYSTEM SET MEMORY TARGET = 0;

The database sets SGA TARGET based on current SGA memory allocation.
2. Do one of the following:

e For more complete automatic tuning, set the sizes of the automatically sized SGA
components listed in Table 4-2 to zero. Do this by editing the text initialization
parameter file or by issuing ALTER SYSTEM statements.

e To control the minimum size of one or more automatically sized SGA components, set
those component sizes to the desired value. (See the next section for details.) Set the
sizes of the other automatically sized SGA components to zero. Do this by editing the
text initialization parameter file or by issuing ALTER SYSTEM statements.

Example 4-1 Using ASMM

For example, suppose you currently have the following configuration of parameters for an
instance configured for manual shared memory management and with SGA MAX SIZE setto
1200M:

¢ SHARED POOL_SIZE = 200M
¢ DB CACHE SIZE = 500M
¢ LARGE_POOL SIZE=200M

Also assume the following query results:

Query Result
SELECT SUM(value) FROM V$SGA 1200M
SELECT CURRENT SIZE FROM 208M

V$SGA DYNAMIC FREE MEMORY

You can take advantage of automatic shared memory management by issuing the following
statements:

ALTER SYSTEM SET SGA TARGET = 992M;
ALTER SYSTEM SET SHARED POOL SIZE = 0;
ALTER SYSTEM SET LARGE POOL SIZE = 0;
ALTER SYSTEM SET JAVA POOL SIZE = 0;
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ALTER SYSTEM SET DB CACHE SIZE = 0;
ALTER SYSTEM SET STREAMS POOL SIZE = 0;

where 992M = 1200M minus 208M.

4.5.2.6 Setting Minimums for Automatically Sized SGA Components

You can exercise some control over the size of the automatically sized SGA components by
specifying minimum values for the parameters corresponding to these components. Doing so
can be useful if you know that an application cannot function properly without a minimum
amount of memory in specific components.

To specify the minimum amount of SGA space for a component:

e Set a value for its corresponding initialization parameter.

Manually limiting the minimum size of one or more automatically sized components reduces
the total amount of memory available for dynamic adjustment. This reduction in turn limits the
ability of the system to adapt to workload changes. Therefore, this practice is not
recommended except in exceptional cases. The default automatic management behavior
maximizes both system performance and the use of available resources.

Related Topics

e The SGA Target and Automatically Sized SGA Components
Some SGA components are automatically sized when SGA TARGET is set.

4.5.2.7 Dynamic Modification of SGA_TARGET

ORACLE

The SGA_TARGET parameter can be dynamically increased up to the value specified for the
SGA MAX SIZE parameter, and it can also be reduced.

If you reduce the value of SGA_TARGET, the system identifies one or more automatically tuned
components for which to release memory. You can reduce SGA TARGET until one or more
automatically tuned components reach their minimum size. Oracle Database determines the
minimum allowable value for SGA TARGET taking into account several factors, including values
set for the automatically sized components, manually sized components that use SGA_ TARGET
space, and number of CPUs.

The change in the amount of physical memory consumed when SGA TARGET is modified
depends on the operating system. On some UNIX platforms that do not support dynamic
shared memory, the physical memory in use by the SGA is equal to the value of the

SGA MAX SIZE parameter. On such platforms, there is no real benefit in setting SGA TARGET to a
value smaller than SGA_MAX SIZE. Therefore, setting SGA MAX SIZE on those platforms is not
recommended.

On other platforms, such as Solaris and Windows, the physical memory consumed by the SGA
is equal to the value of SGA TARGET.

For example, suppose you have an environment with the following configuration:
* SGA MAX SIZE = 1024M

* SGA TARGET = 512M

* DB 8K CACHE SIZE =128M

In this example, the value of SGA_TARGET can be resized up to 1024M and can also be reduced
until one or more of the automatically sized components reaches its minimum size. The exact
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value depends on environmental factors such as the number of CPUs on the system. However,
the value of DB 8K CACHE SIZE remains fixed at all times at 128M

In Oracle Cloud environments, a PDB can be downsized by reducing the CPU_MIN COUNT,
CPU_COUNT, and other memory and session parameters. This impacts the resources being
used.

# Note:

When enabling automatic shared memory management, it is best to set SGA_TARGET
to the desired nonzero value before starting the database. Dynamically modifying
SGA TARGET from zero to a nonzero value may not achieve the desired results
because the shared pool may not be able to shrink. After startup, you can
dynamically tune SGA TARGET up or down as required.

Related Topics

e Memory Adjustments in a Multitenant Environment

4.5.2.8 Modifying Parameters for Automatically Sized Components

ORACLE

When automatic shared memory management is enabled, the manually specified sizes of
automatically sized components serve as a lower bound for the size of the components. You
can modify this limit dynamically by changing the values of the corresponding parameters.

If the specified lower limit for the size of a given SGA component is less than its current size,
then there is no immediate change in the size of that component. The new setting only limits
the automatic tuning algorithm to that reduced minimum size in the future.

To set the lower bound for the size of a component:

e Set the initialization parameter for the component to the minimum.

For example, consider the following configuration:

* SGA TARGET = 512M
* LARGE POOL SIZE = 256M
e Current actual large pool size = 284M

In this example, if you increase the value of LARGE _POOL_SIZE to a value greater than the
actual current size of the component, the system expands the component to accommodate the
increased minimum size. For example, if you increase the value of LARGE POOL SIZE to 300M,
then the system increases the large pool incrementally until it reaches 300M. This resizing
occurs at the expense of one or more automatically tuned components. If you decrease the
value of LARGE_POOL_SIZE to 200, there is no immediate change in the size of that component.
The new setting only limits the reduction of the large pool size to 200 M in the future.

< Note:

When SGA TARGET is not set, the automatic shared memory management feature is
not enabled. Therefore, the rules governing the resizing of all component parameters
are the same as in earlier releases.
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4.5.2.9 Modifying Parameters for Manually Sized Components

Parameters for manually sized components can be dynamically altered as well. However,
rather than setting a minimum size, the value of the parameter specifies the precise size of the
corresponding component.

When you increase the size of a manually sized component, extra memory is taken away from
one or more automatically sized components. When you decrease the size of a manually sized
component, the memory that is released is given to the automatically sized components.

To modify the precise size of a component:

e Set the initialization parameter for the component.
For example, consider this configuration:

* SGA TARGET = 512M

e DB 8K CACHE SIZE = 128M

In this example, increasing DB_8K_CACHE SIZE by 16M to 144M means that the 16M is taken
away from the automatically sized components. Likewise, reducing DB 8K CACHE SIZE by 16M
to 112M means that the 16M is given to the automatically sized components.

4.5.3 Using Manual Shared Memory Management

ORACLE

To manage shared memory manually, you first ensure that both automatic memory
management and automatic shared memory management are disabled. You then manually
configure, monitor, and tune memory components..

e About Manual Shared Memory Management
If you decide not to use automatic memory management or automatic shared memory
management, you must manually configure several SGA component sizes, and then
monitor and tune these sizes on an ongoing basis as the database workload changes. You
can follow guidelines on setting the parameters that control the sizes of these SGA
components.

e Enabling Manual Shared Memory Management
There is no initialization parameter that in itself enables manual shared memory
management. You effectively enable manual shared memory management by disabling
both automatic memory management and automatic shared memory management.

e Setting the Buffer Cache Initialization Parameters
The buffer cache initialization parameters determine the size of the buffer cache
component of the SGA.

e Specifying the Shared Pool Size
The SHARED POOL SIZE initialization parameter is a dynamic parameter that lets you
specify or adjust the size of the shared pool component of the SGA. Oracle Database
selects an appropriate default value.

e Specifying the Large Pool Size
The LARGE POOL_SIZE initialization parameter is a dynamic parameter that lets you specify
or adjust the size of the large pool component of the SGA.

*  Specifying the Java Pool Size
The JavA POOL SIZE initialization parameter is a dynamic parameter that lets you specify
or adjust the size of the Java pool component of the SGA.
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»  Specifying the Streams Pool Size
The STREAMS POOL_SIZE initialization parameter is a dynamic parameter that lets you
specify or adjust the size of the Streams Pool component of the SGA.

e Specifying the Vector Pool Size
The VECTOR MEMORY SIZE initialization parameter is a dynamic parameter that lets you
specify or adjust the size of the Vector Pool component of the SGA.

e Specifying Miscellaneous SGA Initialization Parameters
You can set a few additional initialization parameters to control how the SGA uses memory.

4.5.3.1 About Manual Shared Memory Management

If you decide not to use automatic memory management or automatic shared memory
management, you must manually configure several SGA component sizes, and then monitor
and tune these sizes on an ongoing basis as the database workload changes. You can follow
guidelines on setting the parameters that control the sizes of these SGA components.

If you create your database with DBCA and choose manual shared memory management,
DBCA provides fields where you must enter sizes for the buffer cache, shared pool, large pool,
and Java pool. It then sets the corresponding initialization parameters in the server parameter
file (SPFILE) that it creates. If you instead create the database with the CREATE DATABASE SQL
statement and a text initialization parameter file, you can do one of the following:

» Provide values for the initialization parameters that set SGA component sizes.

*  Omit SGA component size parameters from the text initialization file. Oracle Database
chooses reasonable defaults for any component whose size you do not set.

4.5.3.2 Enabling Manual Shared Memory Management

There is no initialization parameter that in itself enables manual shared memory management.
You effectively enable manual shared memory management by disabling both automatic
memory management and automatic shared memory management.

To enable manual shared memory management:
1. Setthe MEMORY TARGET initialization parameter to 0.
2. Setthe SGA TARGET initialization parameter to O.

You must then set values for the various SGA components, as described in the following
sections.

4.5.3.3 Setting the Buffer Cache Initialization Parameters

ORACLE

The buffer cache initialization parameters determine the size of the buffer cache component of
the SGA.

You use them to specify the sizes of caches for the various block sizes used by the database.
These initialization parameters are all dynamic.

The size of a buffer cache affects performance. Larger cache sizes generally reduce the
number of disk reads and writes. However, a large cache may take up too much memory and
induce memory paging or swapping.

Oracle Database supports multiple block sizes in a database. If you create tablespaces with
non-standard block sizes, you must configure non-standard block size buffers to accommodate
these tablespaces. The standard block size is used for the sYSTEM tablespace. You specify the

4-20



Chapter 4
Configuring Memory Manually

standard block size by setting the initialization parameter DB BLOCK SIZE. Legitimate values
are from 2K to 32K.

If you intend to use multiple block sizes in your database, you must have the DB _CACHE SIZE

and at least one DB _nK CACHE SIZE parameter set. Oracle Database assigns an appropriate

default value to the DB_CACHE SIZE parameter, but the DB nK CACHE SIZE parameters default
to 0, and no additional block size caches are configured.

The sizes and numbers of non-standard block size buffers are specified by the following
parameters:

DB 2K CACHE SIZE
DB 4K CACHE SIZE
DB 8K CACHE SIZE
DB 16K CACHE SIZE
DB 32K CACHE SIZE

Each parameter specifies the size of the cache for the corresponding block size.

# Note:

»  Platform-specific restrictions regarding the maximum block size apply, so some of
these sizes might not be allowed on some platforms.

e A 32K block size is valid only on 64-bit platforms.

* Example of Setting Block and Cache Sizes
An example illustrates setting block and cache sizes.

*  Multiple Buffer Pools
You can configure the database buffer cache with separate buffer pools that either keep
data in the buffer cache or make the buffers available for new data immediately after using
the data blocks.

¢ See Also:

"Specifying Nonstandard Block Sizes for Tablespaces"

4.5.3.3.1 Example of Setting Block and Cache Sizes

ORACLE

An example illustrates setting block and cache sizes.

DB BLOCK SIZE=4096

DB CACHE SIZE=1024M
DB 2K CACHE SIZE=256M
DB 8K CACHE SIZE=512M

In the preceding example, the parameter DB BLOCK_SIZE sets the standard block size of the
database to 4K. The size of the cache of standard block size buffers is 1024MB. Additionally,
2K and 8K caches are also configured, with sizes of 256MB and 512MB, respectively.
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# Note:

The DB _nK CACHE SIZE parameters cannot be used to size the cache for the standard
block size. If the value of DB BLOCK SIZE is nK, it is invalid to set DB nK CACHE SIZE.
The size of the cache for the standard block size is always determined from the value
of DB_CACHE SIZE.

The cache has a limited size, so not all the data on disk can fit in the cache. When the cache is
full, subsequent cache misses cause Oracle Database to write dirty data already in the cache
to disk to make room for the new data. (If a buffer is not dirty, it does not need to be written to
disk before a new block can be read into the buffer.) Subsequent access to any data that was
written to disk and then overwritten results in additional cache misses.

The size of the cache affects the likelihood that a request for data results in a cache hit. If the
cache is large, it is more likely to contain the data that is requested. Increasing the size of a
cache increases the percentage of data requests that result in cache hits.

You can change the size of the buffer cache while the instance is running, without having to
shut down the database. Do this with the ALTER SYSTEM statement.

Use the fixed view V$BUFFER POOL to track the sizes of the different cache components and any
pending resize operations.

4.5.3.3.2 Multiple Buffer Pools

You can configure the database buffer cache with separate buffer pools that either keep data in
the buffer cache or make the buffers available for new data immediately after using the data
blocks.

Particular schema objects (tables, clusters, indexes, and partitions) can then be assigned to
the appropriate buffer pool to control the way their data blocks age out of the cache.

« The KEEP buffer pool retains the schema object's data blocks in memory.

e The RECYCLE buffer pool eliminates data blocks from memory as soon as they are no
longer needed.

e The DEFAULT buffer pool contains data blocks from schema objects that are not assigned to
any buffer pool, as well as schema objects that are explicitly assigned to the DEFAULT pool.

The initialization parameters that configure the KEEP and RECYCLE buffer pools are
DB _KEEP CACHE SIZE and DB RECYCLE CACHE SIZE.

# Note:

Multiple buffer pools are only available for the standard block size. Non-standard
block size caches have a single DEFAULT pool.
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# See Also:

Oracle Database Performance Tuning Guide for information about tuning the buffer
cache and for more information about multiple buffer pools

4.5.3.4 Specifying the Shared Pool Size

The SHARED POOL SIZE initialization parameter is a dynamic parameter that lets you specify or
adjust the size of the shared pool component of the SGA. Oracle Database selects an
appropriate default value.

In releases before Oracle Database 10g, the amount of shared pool memory that was
allocated was equal to the value of the SHARED POOL SIZE initialization parameter plus the
amount of internal SGA overhead computed during instance startup. The internal SGA
overhead refers to memory that is allocated by Oracle Database during startup, based on the
values of several other initialization parameters. This memory is used to maintain state for
different server components in the SGA. For example, if the SHARED POOL_SIZE parameter is
set to 64 MB and the internal SGA overhead is computed to be 12 MB, the real size of the
shared pool is 64 + 12 = 76 MB, although the value of the SHARED POOL_SIZE parameter is still
displayed as 64 MB.

Starting with Oracle Database 10g, the size of the internal SGA overhead is included in the
user-specified value of SHARED POOL SIZE. If you are not using automatic memory
management or automatic shared memory management, the amount of shared pool memory
that is allocated at startup is equal to the value of the SHARED POOL_SIZE initialization
parameter, rounded up to a multiple of the granule size. You must therefore set this parameter
so that it includes the internal SGA overhead in addition to the desired value for shared pool
size. In the previous example, if the SHARED POOL SIZE parameter is set to 64 MB at startup,
then the available shared pool after startup is 64 - 12 = 52 MB, assuming the value of internal
SGA overhead remains unchanged. In order to maintain an effective value of 64 MB for shared
pool memory after startup, you must set the SHARED POOL SIZE parameter to 64 + 12 = 76 MB.

When migrating from a release earlier than Oracle Database 10g, the migration utilities
recommend a new value for this parameter based on the value of internal SGA overhead in the
pre-upgrade environment and based on the old value of this parameter. Beginning with Oracle
Database 10g, the exact value of internal SGA overhead, also known as startup overhead in
the shared pool, can be queried from the V$SGAINFO view. Also, in manual shared memory
management mode, if the user-specified value of SHARED POOL_SIZE is too small to
accommodate even the requirements of internal SGA overhead, then Oracle Database
generates an ORA-00371 error during startup, with a suggested value to use for the

SHARED POOL SIZE parameter. When you use automatic shared memory management, the
shared pool is automatically tuned, and an 0RA-00371 error would not be generated.

* The Result Cache and Shared Pool Size

4.5.3.4.1 The Result Cache and Shared Pool Size

The result cache takes its memory from the shared pool. Therefore, if you expect to increase
the maximum size of the result cache, take this into consideration when sizing the shared pool.
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# See Also:

"Specifying the Result Cache Maximum Size"

4.5.3.5 Specifying the Large Pool Size

The LARGE POOL SIZE initialization parameter is a dynamic parameter that lets you specify or
adjust the size of the large pool component of the SGA.

The large pool is an optional component of the SGA. You must specifically set the
LARGE_POOL_SIZE parameter to create a large pool. Configuring the large pool is discussed in
Oracle Database Performance Tuning Guide.

4.5.3.6 Specifying the Java Pool Size

The JavA POOL SIZE initialization parameter is a dynamic parameter that lets you specify or
adjust the size of the Java pool component of the SGA.

Oracle Database selects an appropriate default value. Configuration of the Java pool is
discussed in Oracle Database Java Developer's Guide.

4.5.3.7 Specifying the Streams Pool Size

The STREAMS POOL_SIZE initialization parameter is a dynamic parameter that lets you specify or
adjust the size of the Streams Pool component of the SGA.

If STREAMS POOL SIZE is set to O, then the Oracle Streams product transfers memory from the
buffer cache to the Streams Pool when it is needed. .

4.5.3.8 Specifying the Vector Pool Size

The VECTOR MEMORY SIZE initialization parameter is a dynamic parameter that lets you specify
or adjust the size of the Vector Pool component of the SGA.

The default size of the vector pool is 0. Configuration of the Vector pool is discussed in Oracle
Database Al Vector Search User's Guide.

4.5.3.9 Specifying Miscellaneous SGA Initialization Parameters

You can set a few additional initialization parameters to control how the SGA uses memory.

e Physical Memory
The LOCK SGA parameter, when set to TRUE, locks the entire SGA into physical memory.

e SGA Starting Address
The SHARED MEMORY ADDRESS and HI SHARED MEMORY ADDRESS parameters specify the
SGA's starting address at run time.

4.5.3.9.1 Physical Memory

The LOCK_SGA parameter, when set to TRUE, locks the entire SGA into physical memory.

This parameter cannot be used with automatic memory management.
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# See Also:

* Oracle Database Reference for more information on these initialization
parameters

e "Using Automatic Memory Management"

e "Using Automatic Shared Memory Management"

4.5.3.9.2 SGA Starting Address

The SHARED MEMORY ADDRESS and HI SHARED MEMORY ADDRESS parameters specify the SGA's
starting address at run time.

These parameters are rarely used. For 64-bit platforms, HI SHARED MEMORY ADDRESS specifies
the high order 32 bits of the 64-bit address.

¢ See Also:

*  Oracle Database Reference for more information on the SHARED MEMORY ADDRESS
initialization parameter

»  Oracle Database Reference for more information on the
HI SHARED MEMORY ADDRESS initialization parameter

e "Using Automatic Memory Management"

* "Using Automatic Shared Memory Management"

4.5.4 Using Automatic PGA Memory Management

ORACLE

By default, Oracle Database automatically and globally manages the total amount of memory
dedicated to the instance PGA. You can control this amount by setting the initialization
parameter PGA AGGREGATE TARGET.

Oracle Database then tries to ensure that the total amount of PGA memory allocated across all
database server processes and background processes never exceeds this target.

If you create your database with DBCA, you can specify a value for the total instance PGA.
DBCA then sets the PGA_AGGREGATE TARGET initialization parameters in the server parameter
file (SPFILE) that it creates. If you do not specify the total instance PGA, DBCA chooses a
reasonable default.

If you create the database with the CREATE DATABASE SQL statement and a text initialization
parameter file, you can provide a value for PGA_AGGREGATE TARGET. If you omit this parameter,
the database chooses a default value for it.

With automatic PGA memory management, sizing of SQL work areas is automatic and all

* AREA SIZE initialization parameters are ignored. At any given time, the total amount of PGA
memory available to active work areas on the instance is automatically derived from the
parameter PGA AGGREGATE TARGET. This amount is set to the value of PGA AGGREGATE TARGET
minus the PGA memory allocated for other purposes (for example, session memory). The
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resulting PGA memory is then allotted to individual active work areas based on their specific
memory requirements.

There are dynamic performance views that provide PGA memory use statistics. Most of these
statistics are enabled when PGA AGGREGATE TARGET is set.

e Statistics on allocation and use of work area memory can be viewed in the following
dynamic performance views:

VSSYSSTAT

VSSESSTAT

VSPGASTAT

V$SQL WORKAREA

V$SQL WORKAREA ACTIVE

*  The following three columns in the V$PROCESS view report the PGA memory allocated and
used by an Oracle Database process:

PGA_USED_MEM
PGA ALLOC MEM
PGA_MAX MEM

The PGA AGGREGATE TARGET setting is a target. Therefore, Oracle Database tries to limit PGA
memory usage to the target, but usage can exceed the setting at times. To specify a hard limit
on PGA memory usage, use the PGA_AGGREGATE LIMIT initialization parameter. Oracle
Database ensures that the PGA size does not exceed this limit. If the database exceeds the
limit, then the database terminates calls from sessions that have the highest untunable PGA
memory allocations. You can set PGA_AGGREGATE LIMIT whether or not you use automatic
memory management. If PGA AGGREGATE LIMIT is not set, then Oracle Database determines

an appropriate default limit. See Oracle Database Reference for more information about this
parameter.

# Note:

The automatic PGA memory management method applies to work areas allocated by
both dedicated and shared server process. See Oracle Database Concepts for
information about PGA memory allocation in dedicated and shared server modes.

¢ See Also:

* Oracle Database Reference for information about the initialization parameters
and views described in this section

*  Oracle Database Performance Tuning Guide for information about using the
views described in this section
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4.5.5 Using Manual PGA Memory Management

4.6 Using

ORACLE

Oracle Database supports manual PGA memory management, in which you manually tune
SQL work areas.

In releases earlier than Oracle Database 10g, the database administrator controlled the
maximum size of SQL work areas by setting the following parameters: SORT AREA SIZE,

HASH AREA SIZE, BITMAP MERGE AREA SIZE and CREATE BITMAP AREA SIZE. Setting these
parameters is difficult, because the maximum work area size is ideally selected from the data
input size and the total number of work areas active in the system. These two factors vary
greatly from one work area to another and from one time to another. Thus, the various

* AREA SIZE parameters are difficult to tune under the best of circumstances.

For this reason, Oracle strongly recommends that you leave automatic PGA memory
management enabled.

If you decide to tune SQL work areas manually, you must set the WORKAREA SIZE POLICY
initialization parameter to MANUAL.

# Note:

The initialization parameter WORKAREA SIZE POLICY is a session- and system-level
parameter that can take only two values: MANUAL or AUTO. The default is AUTO. You
can set PGA AGGREGATE TARGET, and then switch back and forth from auto to manual
memory management mode. When WORKAREA SIZE POLICY is set to AUTO, your
settings for * AREA SIZE parameters are ignored.

Force Full Database Caching Mode

An Oracle Database instance can cache the full database in the buffer cache.

# Note:

This feature is available starting with Oracle Database 12c¢ Release 1 (12.1.0.2).

«  About Force Full Database Caching Mode
In default caching mode, Oracle Database does not always cache the underlying data
when a user queries a large table because doing so might remove more useful data from
the buffer cache. Starting with Oracle Database 12c Release 1 (12.1.0.2), if the Oracle
Database instance determines that there is enough space to cache the full database in the
buffer cache and that it would be beneficial to do so, then the instance automatically
caches the full database in the buffer cache.

« Before Enabling Force Full Database Caching Mode
The database must be at 12.0.0 or higher compatibility level to enable force full database
caching mode for the database instance. In addition, ensure that the buffer cache is large
enough to cache the entire database.

* Enabling Force Full Database Caching Mode
You can enable force full database caching mode for a database.
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» Disabling Force Full Database Caching Mode
You can disable force full database caching mode for a database.

4.6.1 About Force Full Database Caching Mode

In default caching mode, Oracle Database does not always cache the underlying data when a
user queries a large table because doing so might remove more useful data from the buffer
cache. Starting with Oracle Database 12c Release 1 (12.1.0.2), if the Oracle Database
instance determines that there is enough space to cache the full database in the buffer cache
and that it would be beneficial to do so, then the instance automatically caches the full
database in the buffer cache.

Caching the full database in the buffer cache might result in performance improvements. You
can force an instance to cache the database in the buffer cache using an ALTER DATABASE
FORCE FULL DATABASE CACHING statement. This statement puts the instance in force full
database caching mode. In this mode, Oracle Database assumes that the buffer cache is large
enough to cache the full database and tries to cache all blocks that are accessed
subsequently.

When an Oracle Database instance is in force full database caching mode, the following query
returns YES:

SELECT FORCE FULL DB CACHING FROM VS$DATABASE;

When an instance is in default caching mode, NOCACHE LOBs are not cached in the buffer
cache. However, when an instance is in force full database caching mode, NOCACHE LOBs can
be cached in the buffer cache. Also, both LOBs that use SecureFiles LOB storage and LOBs
that use BasicFiles LOB storage can be cached in the buffer cache in force full database
caching mode only.

# Note:

*  When an instance is put in force full database caching mode, database objects
are not loaded into the buffer cache immediately. Instead, they are cached in the
buffer cache when they are accessed.

* In a multitenant environment, force full database caching mode applies to the
entire multitenant container database (CDB), including all of its pluggable
databases (PDBSs).

» Information about force full database caching mode is stored in the control file. If
the control file is replaced or recreated, then the information about the force full
database caching mode is lost. A restored control file might or might not include
this information, depending on when the control file was backed up.
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# See Also:

e QOracle Multitenant Administrator's Guide
*  "Managing Control Files"

e Oracle Database Performance Tuning Guide for information about when to use
force full database caching mode

4.6.2 Before Enabling Force Full Database Caching Mode

The database must be at 12.0.0 or higher compatibility level to enable force full database
caching mode for the database instance. In addition, ensure that the buffer cache is large
enough to cache the entire database.

When a database is configured to use the SGA TARGET or MEMORY TARGET initialization
parameter for automatic memory management, the size of the buffer cache might change
depending on the workload. Run the following query to estimate the buffer cache size when the
instance is under normal workload:

SELECT NAME, BYTES FROM VS$SGAINFO WHERE NAME='Buffer Cache Size';

This query returns the buffer cache size for all possible block sizes. If your database uses
multiple block sizes, then it is best to ensure that the buffer cache size for each possible block
size is bigger than the total database size for that block size.

You can determine the buffer cache size for non-default block sizes with the DB _nK_CACHE SIZE
initialization parameter. With SGA TARGET or MEMORY TARGET, the buffer cache size for the
default block size in the default pool might change depending on the workload. The following
query returns the current buffer cache size for the default block size in the default pool:

SELECT COMPONENT, CURRENT SIZE FROM VSSGA DYNAMIC COMPONENTS
WHERE COMPONENT LIKE 'DEFAULT buffer cache';

If you are estimating memory requirements for running a database fully in the buffer cache,
then you can estimate the size of the buffer cache as one of the following:

* Ifyou plan to use SGA TARGET, then you can estimate the buffer cache size as 60% of
SGA_TARGET.

» If you plan to use MEMORY TARGET, then you can estimate the SGA size as 60% of
MEMORY TARGET, and buffer cache size as 60% of SGA size. That is, you can estimate the
buffer cache size as 36% of MEMORY TARGET.

# See Also:

"Using Automatic Memory Management"

4.6.3 Enabling Force Full Database Caching Mode

You can enable force full database caching mode for a database.
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1. Connect to the instance as a user with ALTER DATABASE system privilege.
2. Ensure that the database is mounted but not open.
See "Oracle Database SQL Language Reference".
3. Issue the following SQL statement:
ALTER DATABASE FORCE FULL DATABASE CACHING;
4. (Optional) Open the database:

ALTER DATABASE OPEN;

4.6.4 Disabling Force Full Database Caching Mode

You can disable force full database caching mode for a database.

1. Connect to the instance as a user with ALTER DATABASE system privilege.
2. Ensure that the database is mounted but not open.
See "Oracle Database SQL Language Reference".
3. Issue the following SQL statement:
ALTER DATABASE NO FORCE FULL DATABASE CACHING;
4. (Optional) Open the database:

ALTER DATABASE OPEN;

4.7 Configuring Database Smart Flash Cache

The Database Smart Flash Cache feature is a transparent extension of the database buffer
cache using solid state device (SSD) technology. Database Smart Flash Cache can greatly
improve the performance of Oracle databases by reducing the amount of disk 1/0 at a much
lower cost than adding an equivalent amount of RAM.

e When to Configure Database Smart Flash Cache
You should consider configuring Database Smart Flash Cache when certain conditions are
met.

e Sizing Database Smart Flash Cache
As a general rule, size Database Smart Flash Cache to be between 2 times and 10 times
the size of the buffer cache.

e Tuning Memory for Database Smart Flash Cache
For each database block moved from the buffer cache to Database Smart Flash Cache, a
small amount of metadata about the block is kept in the buffer cache.

» Database Smart Flash Cache Initialization Parameters
You can use a set of initialization parameters to configure Database Smart Flash Cache.

e Database Smart Flash Cache in an Oracle Real Applications Clusters Environment
Oracle recommends that you configure a Database Smart Flash Cache on either all or
none of the instances in an Oracle Real Application Clusters environment. Also, the total
flash cache size configured on each instance should be approximately the same.
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# See Also:

"Memory Architecture Overview" for a description of Database Smart Flash Cache

4.7.1 When to Configure Database Smart Flash Cache

You should consider configuring Database Smart Flash Cache when certain conditions are
met.

Consider adding Database Smart Flash Cache when all of the following conditions are true:

*  Your database is running on the Solaris or Oracle Linux operating systems. Database
Smart Flash Cache is supported on these operating systems only.

e The Buffer Pool Advisory section of your Automatic Workload Repository (AWR) report or
STATSPACK report indicates that doubling the size of the buffer cache would be beneficial.

* dbfile sequential read is a top wait event.

*  You have spare CPU.

# Note:

You cannot share one flash file among multiple instances. However, you can share a
single flash device among multiple instances if you use a logical volume manager or
similar tool to statically partition the flash device.

4.7.2 Sizing Database Smart Flash Cache

As a general rule, size Database Smart Flash Cache to be between 2 times and 10 times the
size of the buffer cache.

Any multiplier less than two would not provide any benefit. If you are using automatic shared
memory management, make Database Smart Flash Cache between 2 times and 10 times the
size of SGA TARGET. Using 80% of the size of SGA TARGET instead of the full size would also
suffice for this calculation.

4.7.3 Tuning Memory for Database Smart Flash Cache

ORACLE

For each database block moved from the buffer cache to Database Smart Flash Cache, a
small amount of metadata about the block is kept in the buffer cache.

For a single instance database, the metadata consumes approximately 100 bytes. For an
Oracle Real Application Clusters (Oracle RAC) database, it is closer to 200 bytes. You must
therefore take this extra memory requirement into account when adding Database Smart Flash
Cache.

To tune memory for the Database Smart Flash Cache, complete one of the following actions:

< If you are managing memory manually, then increase the size of the buffer cache by an
amount approximately equal to the number of database blocks that fit into the Database
Smart Flash Cache as configured, multiplied by 100 (or 200 for Oracle RAC).
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* If you are using automatic memory management, then increase the size of the
MEMORY TARGET initialization parameter using the algorithm described above. You may first
have to increase the size of the MEMORY MAX TARGET initialization parameter .

e If you are using automatic shared memory management, then increase the size of the
SGA_TARGET initialization parameter .

Also, for an Oracle RAC database that uses the flash cache, additional memory must be
allocated to the shared pool for Global Cache Service (GCS) resources. Each GCS resource
requires approximately 208 bytes in the shared pool.

¢ Note:

* You can choose to not increase the buffer cache size to account for Database
Smart Flash Cache. In this case, the effective size of the buffer cache is reduced.
In some cases, you can offset this loss by using a larger Database Smart Flash
Cache.

* You can flush the Database Smart Flash Cache by issuing an ALTER SYSTEM
FLUSH FLASH CACHE statement. Flushing the Database Smart Flash Cache can
be useful if you need to measure the performance of rewritten queries or a suite
of queries from identical starting points, or if there might be corruption in the
cache.

# See Also:

"About Memory Management"

4.7.4 Database Smart Flash Cache Initialization Parameters

You can use a set of initialization parameters to configure Database Smart Flash Cache.

Table 4-4 Database Smart Flash Cache Initialization Parameters

________________________________________________________________________________|]
Parameter Description

DB FLASH CACHE FILE Specifies a list of paths and file names for the files to contain
Database Smart Flash Cache, in either the operating system file
system or an Oracle Automatic Storage Management disk group. If
a specified file does not exist, then the database creates it during
startup. Each file must reside on a flash device. If you configure
Database Smart Flash Cache on a disk drive (spindle), then
performance may suffer. A maximum of 16 files is supported.
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Table 4-4 (Cont.) Database Smart Flash Cache Initialization Parameters

. _____________________________________________________________________________|
Parameter Description

DB FLASH CACHE SIZE Specifies the size of each file in your Database Smart Flash
Cache. Each size corresponds with a file specified in
DB FLASH CACHE FILE. The files and sizes correspond in the
order that they are specified. An error is raised if the number of
specified sizes does not match the number of specified files.

Each size specification must be less than or equal to the physical
memory size of its flash device. The size is expressed as nG,
indicating the number of gigabytes (GB). For example, to specify a
16 GB Database Smart Flash Cache, set DB FLASH CACHE SIZE
value to 16G.

For example, assume that your Database Smart Flash Cache uses following flash devices:

File Size
/dev/sda 32G
/dev/sdb 32G
/dev/sdc 64G

You can set the initialization parameters to the following values:

DB_FLASH CACHE FILE = /dev/sda, /dev/sdb, /dev/sdc

DB _FLASH CACHE SIZE 32G, 32G, 64G

You can query the VSFLASHFILESTAT view to determine the cumulative latency and read counts
of each file and compute the average latency.

You can use ALTER SYSTEM to set DB_FLASH CACHE SIZE to zero for each flash device you wish
to disable. You can also use ALTER SYSTEM to set the size for any disabled flash device back to
its original size to reenable it. However, dynamically changing the size of Database Smart
Flash Cache is not supported.

¢ See Also:

Oracle Database Reference for more information about the initialization parameters
described in this section and for more information about the VSFLASHFILESTAT view

4.7.5 Database Smart Flash Cache in an Oracle Real Applications Clusters
Environment

Oracle recommends that you configure a Database Smart Flash Cache on either all or none of
the instances in an Oracle Real Application Clusters environment. Also, the total flash cache
size configured on each instance should be approximately the same.
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4.8 Improving Query Response Time with the Server Result

Cache

The server result cache improves the performance of repetitive queries.

e About the Server Result Cache
The server result cache is a subcomponent of the shared pool.

e Using the Server Result Cache
You control the use of server result cache by setting the RESULT CACHE MODE initialization
parameter and using the RESULT CACHE hint.

*  Specifying the Result Cache Maximum Size
The RESULT CACHE MAX SIZE initialization parameter is a dynamic parameter that enables
you to specify the maximum size of the result cache component of the SGA.

»  Specifying the Use of Temporary Segments for Query Results
You can specify a per-query limit on memory usage by setting the RESULT CACHE MAX SIZE
and RESULT CACHE MAX RESULT initialization parameters. If a query exceeds the limit, the
database server can store part of the results as a temporary segment in the Sys user's
default temporary tablespace.

4.8.1 About the Server Result Cache

The server result cache is a subcomponent of the shared pool.

The server result cache is a memory pool within the shared pool that contains the SQL query
result cache and PL/SQL function result cache. The SQL query result cache stores the results
of queries and query fragments. Frequently executed queries will see performance
improvements when using the SQL query result cache. The PL/SQL function result cache
stores function result sets. Frequently invoked functions that depend on relatively static data
are good candidates for result caching.

4.8.2 Using the Server Result Cache

ORACLE

You control the use of server result cache by setting the RESULT CACHE MODE initialization
parameter and using the RESULT CACHE hint.

The RESULT CACHE MODE initialization parameter determines whether the SQL query result
cache is used for all queries (when possible) or only for annotated queries. Users can annotate
a query or query fragment with a RESULT CACHE hint to indicate that results should be stored in
the SQL query result cache.

You can use the initialization parameter RESULT CACHE INTEGRITY to specify whether the
database enforces result cache integrity. This parameter directs the database to do one of the
following actions:

»  Enforce result cache integrity regardless of the setting of the RESULT CACHE MODE
initialization parameter or any specified hints, allowing only deterministic constructs to be
eligible for result caching. For example, queries using PL/SQL functions that are not
explicitly declared as deterministic will not be cached.

*  Honor the setting of the RESULT CACHE MODE initialization parameter and any specified
hints, and consider queries using possibly nondeterministic constructs as candidates for
result caching. For example, queries using PL/SQL functions that are not explicitly
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declared as deterministic may be cached. Results that are certain to be nondeterministic
(for example, SYSDATE or constructs involving SYSDATE) will not be cached.

¢ See Also:

* Oracle Database Reference to learn more about the RESULT CACHE MODE
initialization parameter

»  Oracle Database Reference to learn more about the RESULT CACHE INTEGRITY
initialization parameter

* Oracle Database SQL Language Reference to learn about the RESULT CACHE hint

4.8.3 Specifying the Result Cache Maximum Size

ORACLE

The RESULT CACHE MAX SIZE initialization parameter is a dynamic parameter that enables you
to specify the maximum size of the result cache component of the SGA.

Typically, there is no need to specify this parameter, because the default maximum size is
chosen by the database based on total memory available to the SGA and on the memory
management method currently in use. You can view the current default maximum size by
displaying the value of the RESULT CACHE MAX SIZE parameter. To change this maximum size,
you can set RESULT CACHE MAX SIZE with an ALTER SYSTEM statement, or you can specify this
parameter in the text initialization parameter file. The value may be rounded up due to internal
memory granularity.

If RESULT CACHE MAX SIZE is O upon instance startup, the result cache is disabled. To reenable
it you must set RESULT CACHE MAX SIZE to a nonzero value (or remove this parameter from the
text initialization parameter file to get the default maximum size) and then restart the database.

Note that after starting the database with the result cache disabled, if you use an ALTER SYSTEM
statement to set RESULT CACHE MAX SIZE to a nonzero value but do not restart the database,
querying the value of the RESULT CACHE MAX SIZE parameter returns a nonzero value even
though the result cache is still disabled. The value of RESULT CACHE MAX SIZE is therefore not
the most reliable way to determine if the result cache is enabled. You can use the following
query instead:

SELECT dbms result cache.status() FROM dual;

DBMS RESULT CACHE.STATUS ()

ENABLED

The result cache takes its memory from the shared pool, so if you increase the maximum result
cache size, consider also increasing the shared pool size.

The view VSRESULT CACHE STATISTICS and the PL/SQL package procedure
DBMS_RESULT CACHE.MEMORY REPORT display information to help you determine the amount of
memory currently allocated to the result cache.

The PL/SQL package function DBMS RESULT CACHE.FLUSH clears the result cache and releases
all the memory back to the shared pool.
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# See Also:

e Oracle Database Performance Tuning Guide for more information about the
result cache

e Oracle Database PL/SQL Packages and Types Reference for more information
about the DBMS RESULT CACHE package procedures and functions

e Oracle Database Reference for more information about the
VSRESULT CACHE STATISTICS view

e Oracle Real Application Clusters Administration and Deployment Guide for
information on setting RESULT CACHE MAX SIZE for a cluster database

4.8.4 Specifying the Use of Temporary Segments for Query Results

You can specify a per-query limit on memory usage by setting the RESULT CACHE MAX SIZE and
RESULT CACHE MAX RESULT initialization parameters. If a query exceeds the limit, the database
server can store part of the results as a temporary segment in the Sys user's default temporary
tablespace.

You can query VSRESULT CACHE OBJECTS to determine whether temporary segments have been
used. A value of Temp in the TYPE column indicates the use of temporary segments.

You can use the following initialization parameters, alterable at the PDB level, to control the
use of space by temporary segments:

* RESULT CACHE MODE: Set to MANUAL TEMP or FORCE TEMP. In either mode, all query results
will be allowed to spill to temporary segments unless prohibited by a hint. The default is
MANUAL, which means that query results will only be cached when queries explicitly use a
result cache hint.

* RESULT CACHE MAX TEMP SIZE: Setto a value to limit the amount of space in that the result
cache will consume in a database's temporary tablespace. The parameter value defaults to
10 times the default or initialized value of RESULT CACHE MAX SIZE. This parameter can
only be modified at the system level, not the session. In addition, any value below 5% of
the System Global Area (SGA) size will be sanitized to that 5%. A value of 0, however, will
disable the feature. It also cannot exceed 10% of the currently estimated total free
temporary tablespace in the sys schema, sanitizing the value to that max.

° RESULT CACHE MAX TEMP RESULT: Set to a value to limit the maximum amount of space in
the temporary tablespace that one cached query can consume. The value defaults to 5%
of the value of RESULT CACHE MAX TEMP SIZE. This parameter can only be modified at the
system level, not the session.

¢ See Also:

Oracle Database Performance Tuning Guide for more information about the result
cache

ORACLE 436



Chapter 4
Improving Query Performance with Oracle Database In-Memory

4.9 Improving Query Performance with Oracle Database In-

Memory

ORACLE

Oracle Database In-Memory (Database In-Memory) is a suite of features, first introduced in
Oracle Database 12c Release 1 (12.1.0.2), that greatly improves performance for real-time
analytics and mixed workloads.

The Database In-Memory features can drastically improve the performance of queries that do
the following:

Scan a large number of rows and apply filters that use operators such as <, >, =, and IN

Select a small number of columns from a table or a materialized view having large number
of columns, such as a query that accesses 5 out of 100 columns

Select LOB columns using SQL operators
Join small dimension tables with large fact tables

Aggregate data

The Database In-Memory feature set includes the In-Memory Column Store (IM column store),
advanced query optimizations, and availability solutions.

IM Column Store

The IM column store is the key feature of Database In-Memory. The IM column store
maintains copies of tables, partitions, and individual columns in a special compressed
columnar format that is optimized for rapid scans. The IM column store resides in the In-
Memory Area, which is an optional portion of the system global area (SGA).

The IM column store does not replace row-based storage or the database buffer cache,
but supplements it. The database enables data to be in memory in both a row-based and
columnar format, providing the best of both worlds. The IM column store provides an
additional transaction-consistent copy of table data that is independent of the disk format.

Advanced Query Optimizations
Database In-Memory includes several performance optimizations for analytic queries:

— In-Memory Expression (IM expression): Enables to identify and populate hot
expressions in the IM column store.

— Join Group: Enables to eliminate the performance overhead of decompressing and
hashing column values.

— In-Memory Aggregation (IM aggregation): Enhances performance of aggregation
gueries that join small dimension tables with large fact tables.

— Repopulation: Enhances performance of queries by automatically repopulating the IM
column store with the modified objects.

— In-Memory Dynamic Scans (IM dynamic scans): Enhances performance of queries by
automatically using lightweight threads to parallelize table scans when the CPU
resources are idle.

High Availability Support
Database In-Memory includes the following availability features:

— Reduces the time to populate data into the IM column store when a database instance
restarts. This functionality is achieved using the In-Memory FastStart (IM FastStart)
feature.
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— Provides the IM column store on each node in an Oracle Real Application Clusters
(Oracle RAC) environment.

— Provides the IM column store on standby databases in an Active Data Guard
environment.

# Note:

By default, Oracle Database In-Memory is disabled in an Oracle database. It can be
enabled by setting the INMEMORY SIZE initialization parameter to a value greater than
0. When Oracle Database In-Memory is enabled, Oracle Database Resource
Manager (the Resource Manager) also gets enabled automatically.

¢ See Also:

*  Oracle Database In-Memory Guide

* Oracle Video: Managing Oracle Database In-Memory

4.10 Enabling High Performance Data Streaming with the
Memoptimized Rowstore

The Memoptimized Rowstore enables high performance data streaming for applications, such
as Internet of Things (IoT) applications that typically stream small amounts of data in single-
row inserts from a large number of clients simultaneously and also query data for clients at a
very high frequency.

The Memoptimized Rowstore provides the following functionality:

e Fastingest

Fast ingest optimizes the processing of high-frequency, single-row data inserts into a
database. Fast ingest uses the large pool for buffering the inserts before writing them to
disk, so as to improve data insert performance.

e Fast lookup

Fast lookup enables fast retrieval of data from a database for high-frequency queries. Fast
lookup uses a separate memory area in the SGA called the memoptimize pool for buffering
the data queried from tables, so as to improve query performance.

# Note:

For using fast lookup, you must allocate appropriate memory size to the
memoptimize pool using the MEMOPTIMIZE POOL SIZE initialization parameter.
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# See Also:

e Oracle Database Performance Tuning Guide for information about configuring
and using the Memoptimized Rowstore

e Oracle Database Concepts for information about the memoptimize pool memory
architecture

*  Oracle Database Reference for information about the MEMOPTIMIZE POOL SIZE
initialization parameter

4.11 Memory Management Reference

Automatic memory management is supported only on some platforms. Also, you can query a
set of data dictionary views for information on memory management.

Platforms That Support Automatic Memory Management
Some platforms support automatic memory management.

Memory Management Data Dictionary Views
A set of dynamic performance views provide information on memory management.

4.11.1 Platforms That Support Automatic Memory Management

Some platforms support automatic memory management.

The following platforms support automatic memory management—the Oracle Database ability
to automatically tune the sizes of the SGA and PGA, redistributing memory from one to the
other on demand to optimize performance:

Linux
Solaris
Windows
HP-UX
AlIX

4.11.2 Memory Management Data Dictionary Views

A set of dynamic performance views provide information on memory management.

ORACLE

View Description

VSSGA Displays summary information about the system global area
(SGA).

V$SGAINFO Displays size information about the SGA, including the sizes
of different SGA components, the granule size, and free
memory.

VSSGASTAT Displays detailed information about how memory is allocated

within the shared pool, large pool, Java pool, and Streams
pool.
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View Description

VSPGASTAT Displays PGA memory usage statistics as well as statistics
about the automatic PGA memory manager when it is
enabled (that is, when PGA AGGREGATE TARGET is set).
Cumulative values in VSPGASTAT are accumulated since
instance startup.

VSMEMORY DYNAMIC COMPONENTS Displays information on the current size of all automatically
tuned and static memory components, with the last operation
(for example, grow or shrink) that occurred on each.

V$SGA DYNAMIC COMPONENTS Displays the current sizes of all SGA components, and the
last operation for each component.

V$SGA DYNAMIC FREE MEMORY Displays information about the amount of SGA memory
available for future dynamic SGA resize operations.

VSMEMORY CURRENT RESIZE OPS Displays information about resize operations that are

currently in progress. A resize operation is an enlargement or
reduction of the SGA, the instance PGA, or a dynamic SGA
component.

VSSGA CURRENT RESIZE OPS Displays information about dynamic SGA component resize
operations that are currently in progress.

VSMEMORY RESIZE OPS Displays information about the last 800 completed memory
component resize operations, including automatic grow and
shrink operations for SGA TARGET and
PGA AGGREGATE TARGET.

VSSGA RESIZE OPS Displays information about the last 800 completed SGA
component resize operations.

VSMEMORY TARGET ADVICE Displays information that helps you tune MEMORY TARGET if
you enabled automatic memory management.

VSSGA TARGET ADVICE Displays information that helps you tune SGA TARGET.

VSPGA TARGET ADVICE Displays information that helps you tune

PGA AGGREGATE TARGET.
V$IM SEGMENTS Displays information about the storage allocated for all
segments in the IM column store.

Note: This view is available starting with Oracle Database
12c Release 1 (12.1.0.2).

4.12 Configuring and Using True Cache

ORACLE

Oracle True Cache (True Cache) is an in-memory, consistent, and automatically managed
cache for Oracle Database.

True Cache is similar to Active Data Guard, except that True Cache databases are mostly
diskless.

At a high level, True Cache works as follows. Your application must either connect to a primary
database application service or True Cache. If your application connects to True Cache, the
True cache instance satisfies queries using data it caches for the database application services
it handles. On "cache miss", a True Cache instance fetches chunks of blocks from a source
database instance, usually the primary database instance. This helps prime the True Cache
instance. Once a block is cached, it is updated automatically via redo apply coming from a
primary database with typically only a sub-second lag. This is accomplished similarly to real
time redo apply in a Data Guard configuration where the primary database redo blocks are
continuously sent to the True Cache standby redo log files via the LGWR process on the
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primary database instance in ASYNC mode. Queries to True Cache returns only committed
data, as recent as the redo apply lag. Each query to a True Cache instance always returns
consistent data.

For complete details on configuring and using True Cache, see the documents referenced
below.

Related Topics

¢ Overview of Oracle True Cache
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Managing Users and Securing the Database

Establish a security policy for every database.

e The Importance of Establishing a Security Policy for Your Database
It is important to develop a security policy for every database. The security policy
establishes methods for protecting your database from accidental or malicious destruction
of data or damage to the database infrastructure.

e Managing Users and Resources
To connect to the database, each user must specify a valid user name that has been
previously defined to the database. An account must have been established for the user,
with information about the user being stored in the data dictionary.

e User Privileges and Roles
Privileges and roles are used to control user access to data and the types of SQL
statements that can be executed.

e Auditing Database Activity
You can monitor and record selected user database actions, including those performed by
administrators. You can monitor system-wide actions as well as actions performed on
individual database objects. This type of monitoring is called database auditing.

e Predefined User Accounts
Oracle Database includes several predefined user accounts.

5.1 The Importance of Establishing a Security Policy for Your

Database

It is important to develop a security policy for every database. The security policy establishes
methods for protecting your database from accidental or malicious destruction of data or
damage to the database infrastructure.

Each database can have an administrator, referred to as the security administrator, who is
responsible for implementing and maintaining the database security policy If the database
system is small, the database administrator can have the responsibilities of the security
administrator. However, if the database system is large, a designated person or group of
people may have sole responsibility as security administrator.

For information about establishing security policies for your database, see Oracle Database
Security Guide.

5.2 Managing Users and Resources

ORACLE

To connect to the database, each user must specify a valid user name that has been
previously defined to the database. An account must have been established for the user, with
information about the user being stored in the data dictionary.

When you create a database user (account), you specify the following attributes of the user:

e« User name
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*  Authentication method

«  Default tablespace

e Temporary tablespace

e Other tablespaces and quotas
e User profile

To learn how to create and manage users, see Oracle Database Security Guide.

5.3 User Privileges and Roles

Privileges and roles are used to control user access to data and the types of SQL statements
that can be executed.

The table that follows describes the three types of privileges and roles:

Type Description

System privilege A system-defined privilege usually granted only by administrators. These privileges
allow users to perform specific database operations.

Object privilege A system-defined privilege that controls access to a specific object.

Role A collection of privileges and other roles. Some system-defined roles exist, but most
are created by administrators. Roles group together privileges and other roles, which
facilitates the granting of multiple privileges and roles to users.

Privileges and roles can be granted to other users by users who have been granted the
privilege to do so. The granting of roles and privileges starts at the administrator level. At
database creation, the administrative user Sys is created and granted all system privileges and
predefined Oracle Database roles. User sys can then grant privileges and roles to other users,
and also grant those users the right to grant specific privileges to others.

To learn how to administer privileges and roles for users, see Oracle Database Security Guide.

5.4 Auditing Database Activity

You can monitor and record selected user database actions, including those performed by
administrators. You can monitor system-wide actions as well as actions performed on
individual database objects. This type of monitoring is called database auditing.

You can create unified audit policies and manage these audit policies using SQL statements.
Oracle Database provides default unified audit policies that contain the standard audit settings,
and you can create custom unified audit policies. You can also create fine-grained audit
policies using the DBMS FGA PL/SQL package.

# See Also:

Oracle Database Security Guide for more information about database auditing
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# Note:

Starting with Oracle Database Release 21c, traditional auditing is desupported.
Oracle recommends that you use unified auditing, which enables selective and more
effective auditing inside Oracle Database.

5.5 Predefined User Accounts

Oracle Database includes several predefined user accounts.

ORACLE

The three types of predefined accounts are:

Administrative accounts (SYS, SYSTEM, SYSBACKUP, SYSDG, SYSKM, SYSRAC, SYSMAN, and
DBSNMP)

SYS, SYSTEM, SYSBACKUP, SYSDG, SYSKM, and SYSRAC are described in "About Database
Administrator Security and Privileges". SYSMAN is used to perform Oracle Enterprise
Manager Cloud Control (Cloud Control) administration tasks. The management agent of
Cloud Control uses the DBSNMP account to monitor and manage the database. You must
not delete these accounts.

Sample schema accounts

These optional accounts are used for examples in Oracle Database documentation and
instructional materials. The sample schema accounts are — HR, SH, and OE.

Internal accounts

These accounts are created so that individual Oracle Database features or components
can have their own schemas. You must not delete internal accounts, and you must not
attempt to log in with them.

# Note:

Starting with Oracle Database 19c, most of the Oracle Database supplied user
accounts, except sYS and sample schemas are schema only accounts, that is, these
accounts are created without passwords. This prevents malicious users from logging
into these accounts. You can assign passwords to these accounts whenever you
want them to be authenticated, but Oracle recommends that for better security, you
should change these accounts back to schema only accounts, when you do not need
to authenticate them anymore.

# See Also:

*  Oracle Database Security Guide for information about all the predefined
accounts provided by Oracle Database

*  Oracle Database Security Guide for information about schema only accounts

*  Oracle Database Sample Schemas for information about all the sample schemas
provided by Oracle Database
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It is important that you monitor the operation of your database on a regular basis. Doing so not
only informs you of errors that have not yet come to your attention but also gives you a better
understanding of the normal operation of your database. Being familiar with normal behavior in
turn helps you recognize when something is wrong.

# Note:

A multitenant container database is the only supported architecture in Oracle
Database 21c and later releases. While the documentation is being revised, legacy
terminology may persist. In most cases, "database" and "non-CDB" refer to a CDB or
PDB, depending on context. In some contexts, such as upgrades, "non-CDB" refers
to a non-CDB from a previous release.

e Monitoring Errors and Alerts
You can monitor database errors and alerts to prevent, detect, and solve problems.

e Monitoring Performance
Monitoring performance includes monitoring locks and wait events and querying a set of
data dictionary views.

e Monitoring Quarantined Objects
Object quarantine enables an Oracle database to function even when there are corrupted,
unrecoverable objects. The VSQUARANTINE view contains information about quarantined

objects.

e Automatically Monitoring Schema Objects
Oracle Database can automatically track the activities and usage of certain schema
objects, such as tables and materialized views.

6.1 Monitoring Errors and Alerts

You can monitor database errors and alerts to prevent, detect, and solve problems.

# Note:

The easiest and best way to monitor the database for errors and alerts is with the
Database Home page in Oracle Enterprise Manager Cloud Control (Cloud Control).
See the Cloud Control online help for more information. This section provides
alternate methods for monitoring, using data dictionary views, PL/SQL packages, and
other command-line facilities.

e Monitoring Errors with Trace Files and the Alert Log
A trace file is a file that contains diagnostic data used to investigate problems. An alert log
is a file that provides a chronological log of database messages and errors.
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* Monitoring a Database with Server-Generated Alerts
A server-generated alert is a notification from the Oracle Database server of an impending
problem.

6.1.1 Monitoring Errors with Trace Files and the Alert Log

A trace file is a file that contains diagnostic data used to investigate problems. An alert log is a
file that provides a chronological log of database messages and errors.

e About Monitoring Errors with Trace Files and the Alert Log
The trace file and alert log contain information about errors.

e Controlling the Size of an Alert Log
To control the size of an alert log, change the segment size and number of segments used
by the alert log.

e Controlling the Size of Trace Files
You can control the maximum size of all trace files (excluding the alert log) using the
initialization parameter MAX DUMP FILE SIZE.

e Controlling When Oracle Database Writes to Trace Files
Background processes always write to a trace file when appropriate.

e Reading the Trace File for Shared Server Sessions
If shared server is enabled, each session using a dispatcher is routed to a shared server
process, and trace information is written to the server trace file only if the session has
enabled tracing (or if an error is encountered). Therefore, to track tracing for a specific
session that connects using a dispatcher, you might have to explore several shared server
trace files.

6.1.1.1 About Monitoring Errors with Trace Files and the Alert Log

ORACLE

The trace file and alert log contain information about errors.

Each server and background process can write to an associated trace file. When an internal
error is detected by a process, it dumps information about the error to its trace file. Some of the
information written to a trace file is intended for the database administrator, and other
information is for Oracle Support Services. Trace file information is also used to tune
applications and instances.

# Note:

Critical errors also create incidents and incident dumps in the Automatic Diagnostic
Repository. See Diagnosing and Resolving Problems for more information.

The alert log is a chronological log of messages and errors, and includes the following items:

e Allinternal errors (ORA-00600), block corruption errors (ORA-01578), and deadlock errors
(ORA-00060) that occur

* Administrative operations, such as some CREATE, ALTER, and DROP statements and
STARTUP, SHUTDOWN, and ARCHIVELOG Statements

* Messages and errors relating to the functions of shared server and dispatcher processes

*  Errors occurring during the automatic refresh of a materialized view
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e The values of all initialization parameters that had nondefault values at the time the
database and instance start

Oracle Database uses the alert log to record these operations as an alternative to displaying
the information on an operator's console (although some systems also display information on
the console). If an operation is successful, a "completed" message is written in the alert log,
along with a timestamp.

The alert log is maintained as both an XML-formatted file and a text-formatted file. You can
view either format of the alert log with any text editor or you can use the ADRCI utility to view
the XML-formatted version of the file with the XML tags stripped.

Check the alert log and trace files of an instance periodically to learn whether the background
processes have encountered errors. For example, when the log writer process (LGWR) cannot
write to a member of a log group, an error message indicating the nature of the problem is
written to the LGWR trace file and the alert log. Such an error message means that a media or
I/O problem has occurred and should be corrected immediately.

Oracle Database also writes values of initialization parameters to the alert log, in addition to
other important statistics.

The alert log and all trace files for background and server processes are written to the
Automatic Diagnostic Repository, the location of which is specified by the DIAGNOSTIC DEST
initialization parameter. The names of trace files are operating system specific, but each file
usually includes the name of the process writing the file (such as LGWR and RECO).

# See Also:

e "Diagnosing and Resolving Problems" for information about the Automatic
Diagnostic Repository (ADR).

e "Alert Log" for additional information about the alert log.
e "Viewing the Alert Log"
e Oracle Database Utilities for information on the ADRCI utility.

e Your operating system specific Oracle documentation for information about the
names of trace files

6.1.1.2 Controlling the Size of an Alert Log

ORACLE

To control the size of an alert log, change the segment size and number of segments used by
the alert log.

By default, the alert log consists of 20 segments with each being 50 Mb in size. The alert log
has segmentation roataion enabled, which means that when all alert log files are full, Oracle
will overwrite the files beginning with the oldest file.

To control the size of an alert log:

* Back up any alert log files you wish to keep.

* Delete the alert log file or files.
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6.1.1.3 Controlling the Size of Trace Files

You can control the maximum size of all trace files (excluding the alert log) using the
initialization parameter MAX DUMP FILE SIZE.

You can set this parameter in the following ways:

* A numerical value specifies the maximum size in operating system blocks. The specified
value is multiplied by the block size to obtain the limit.

* A number followed by a K, M, or G suffix specifies the file size in kilobytes, megabytes, or
gigabytes. The default value is 32M on Oracle Database Free, and 1G on all other Oracle
Database offerings.

°  UNLIMITED, which specifies no limit.

e Trace File Segmentation and MAX_DUMP_FILE_SIZE
Oracle Database can automatically segment trace files based on the limit you specify with
the MAX DUMP FILE SIZE initialization parameter. When a limit is reached, the database
renames the current trace file using a sequential number, and creates an empty file with
the original name.

¢ See Also:

*  Oracle Database Reference for more information about the MAX DUMP FILE SIZE
initialization parameter.

e About the Oracle Database Fault Diagnosability Infrastructure for more
information about IPS.

6.1.1.3.1 Trace File Segmentation and MAX_DUMP_FILE_SIZE

ORACLE

Oracle Database can automatically segment trace files based on the limit you specify with the
MAX DUMP FILE SIZE initialization parameter. When a limit is reached, the database renames
the current trace file using a sequential number, and creates an empty file with the original
name.

The following table describes how trace files are segmented based on the
MAX DUMP FILE SIZE setting.

Table 6-1 The MAX_DUMP_FILE_SIZE Parameter and Trace File Segmentation

]
MAX_DUMP_FILE_SIZE Trace File Segmentation

Setting

UNLIMITED Trace files are not segmented.

Larger than 25M Trace files are segmented on a boundary that is 1/5 of the
MAX DUMP FILE SIZE setting. Trace files with sizes that are less than
this boundary in size are not segmented. For example, if the
MAX DUMP FILE SIZE setting is 100V, then the boundary is 20 MB (1/5
of 100 MB).

25M or less Trace files are not segmented.
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There can be up to five segments, but the total combined size of the segments cannot exceed
the MAX DUMP FILE SIZE limit. When the combined size of all segments of the trace file
exceeds the specified limit, the oldest segment after the first segment is deleted, and a new,
empty segment is created. Therefore, the trace file always contains the most recent trace
information. The first segment is not deleted because it might contain relevant information
about the initial state of the process.

Segmentation improves space management for trace files. Specifically, segmentation enables
you to manage trace files in the following ways:

* You can purge old trace files when they are no longer needed.

* You can diagnose problems with smaller trace files and isolate trace files that must be
packaged for the incident packaging service (IPS).

# Note:

Any segment that covers a time range that includes an incident is not deleted. It is
kept in addition to the five default segments.

6.1.1.4 Controlling When Oracle Database Writes to Trace Files

ORACLE

Background processes always write to a trace file when appropriate.

In the case of the ARCn background process, it is possible, through the LOG_ARCHIVE TRACE
initialization parameter, to control the amount and type of trace information that is produced. To
do so:

*  Follow the instructions described in the section "Controlling Trace Output Generated by the
Archivelog Process".

Other background processes do not have this flexibility.

Trace files are written on behalf of server processes whenever critical errors occur.
Additionally, setting the initialization parameter SQL_TRACE = TRUE causes the SQL trace facility
to generate performance statistics for the processing of all SQL statements for an instance and
write them to the Automatic Diagnostic Repository.

Optionally, you can request that trace files be generated for server processes. Regardless of
the current value of the SQL_TRACE initialization parameter, each session can enable or disable
trace logging on behalf of the associated server process by using the SQL statement ALTER
SESSION SET SQL TRACE. This example enables the SQL trace facility for a specific session:

ALTER SESSION SET SQL TRACE TRUE;

Use the DBMS_SESSION or the DBMS MONITOR packages to control SQL tracing for a session.

< Note:

The SQL trace facility for server processes can cause significant system overhead
resulting in severe performance impact, so you should enable this feature only when
collecting statistics.
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# See Also:

e "Diagnosing and Resolving Problems" for more information about how the
database handles critical errors, otherwise known as incidents.

6.1.1.5 Reading the Trace File for Shared Server Sessions

If shared server is enabled, each session using a dispatcher is routed to a shared server
process, and trace information is written to the server trace file only if the session has enabled
tracing (or if an error is encountered). Therefore, to track tracing for a specific session that
connects using a dispatcher, you might have to explore several shared server trace files.

To help you, Oracle provides a command line utility program, trcsess, which consolidates all
trace information pertaining to a user session in one place and orders the information by time.

# See Also:

Oracle Database SQL Tuning Guide for information about using the SQL trace facility
and using TKPROF and trcsess to interpret the generated trace files

6.1.2 Monitoring a Database with Server-Generated Alerts

A server-generated alert is a naotification from the Oracle Database server of an impending
problem.

*  About Monitoring a Database with Server-Generated Alerts
A server-generated alert may contain suggestions for correcting the problem. Notifications
are also provided when the problem condition has been cleared.

e Setting and Retrieving Thresholds for Server-Generated Alerts
You can view and change threshold settings for the server alert metrics using the
SET THRESHOLD and GET THRESHOLD procedures of the DBMS SERVER ALERT PL/SQL
package.

* Viewing Server-Generated Alerts
The easiest way to view server-generated alerts is by accessing the Database Home page
of Cloud Control, but there are other methods of viewing these alerts.

» Server-Generated Alerts Data Dictionary Views
You can query data dictionary views for information about server-generated alerts.

6.1.2.1 About Monitoring a Database with Server-Generated Alerts

ORACLE

A server-generated alert may contain suggestions for correcting the problem. Notifications are
also provided when the problem condition has been cleared.

Alerts are automatically generated when a problem occurs or when data does not match
expected values for metrics, such as the following:

e Physical Reads Per Second

e User Commits Per Second
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e SQL Service Response Time

Server-generated alerts can be based on threshold levels or can issue simply because an
event has occurred. Threshold-based alerts can be triggered at both threshold warning and
critical levels. The value of these levels can be customer-defined or internal values, and some
alerts have default threshold levels which you can change if appropriate. For example, by
default a server-generated alert is generated for tablespace space usage when the percentage
of space usage exceeds either the 85% warning or 97% critical threshold level. Examples of
alerts not based on threshold levels are:

* Snapshot Too 01d
* Resumable Session Suspended
* Recovery Area Space Usage

An alert message is sent to the predefined persistent queue ALERT QUE owned by the user sys.
Cloud Control reads this queue and provides notifications about outstanding server alerts, and
sometimes suggests actions for correcting the problem. The alerts are displayed on the Cloud
Control Database Home page and can be configured to send email or pager notifications to
selected administrators. If an alert cannot be written to the alert queue, a message about the
alert is written to the Oracle Database alert log.

Background processes periodically flush the data to the Automatic Workload Repository to
capture a history of metric values. The alert history table and ALERT QUE are purged
automatically by the system at regular intervals.

6.1.2.2 Setting and Retrieving Thresholds for Server-Generated Alerts

You can view and change threshold settings for the server alert metrics using the
SET THRESHOLD and GET THRESHOLD procedures of the DBMS SERVER ALERT PL/SQL package.

# Note:

The most convenient way to set and retrieve threshold values is to use the graphical
interface of Cloud Control. See the Cloud Control online help about managing alerts
for instructions.

e Setting Threshold Levels
The SET THRESHOLD procedure in the DBMS SERVER ALERT package can set threshold
levels.

e Retrieving Threshold Information
The GET THRESHOLD procedure in the DBMS_SERVER ALERT package can retrieve threshold
information.

¢ See Also:

Oracle Database PL/SQL Packages and Types Reference for information about the
DBMS SERVER ALERT package

ORACLE .



Chapter 6
Monitoring Errors and Alerts

6.1.2.2.1 Setting Threshold Levels

The SET THRESHOLD procedure in the DBMS SERVER ALERT package can set threshold levels.
To set threshold levels:

* Run SET_THRESHOLD procedure in the DBMS_SERVER ALERT package, and specify the
appropriate arguments.

The following example shows how to set thresholds with the SET THRESHOLD procedure for
CPU time for each user call for an instance:

DBMS SERVER ALERT.SET THRESHOLD (

DBMS SERVER ALERT.CPU TIME PER CALL, DBMS SERVER ALERT.OPERATOR GE, '8000',

DBMS SERVER ALERT.OPERATOR GE, '10000', 1, 2, 'instl',

DBMS SERVER ALERT.OBJECT TYPE SERVICE, 'main.regress.rdbms.dev.us.example.com');

In this example, a warning alert is issued when CPU time exceeds 8000 microseconds for
each user call and a critical alert is issued when CPU time exceeds 10,000 microseconds for
each user call. The arguments include:

* CPU _TIME PER CALL specifies the metric identifier. For a list of support metrics, see Oracle
Database PL/SQL Packages and Types Reference.

* The observation period is set to 1 minute. This period specifies the number of minutes that
the condition must deviate from the threshold value before the alert is issued.

*  The number of consecutive occurrences is set to 2. This number specifies how many times
the metric value must violate the threshold values before the alert is generated.

«  The name of the instance is set to inst1.

* The constant DBMS ALERT.OBJECT TYPE SERVICE specifies the object type on which the
threshold is set. In this example, the service name is
main.regress.rdbms.dev.us.example.com.

6.1.2.2.2 Retrieving Threshold Information
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The GET THRESHOLD procedure in the DBMS SERVER ALERT package can retrieve threshold
information.

To retrieve threshold values:

* Runthe GET THRESHOLD procedure in the DBMS SERVER ALERT package and specify the
appropriate arguments.

The following example retrieves threshold values:

DECLARE
warning_operator BINARY INTEGER;
warning value VARCHAR2 (60) ;
critical operator BINARY INTEGER;
critical value VARCHAR2 (60) ;
observation period BINARY INTEGER;
consecutive_occurrences BINARY_INTEGER;
BEGIN

DBMS_SERVER_ALERT.GET_THRESHOLD(
DBMS SERVER ALERT.CPU TIME PER CALL, warning operator, warning value,
critical operator, critical value, observation period,
consecutive occurrences, 'instl',
DBMS SERVER ALERT.OBJECT TYPE SERVICE, 'main.regress.rdbms.dev.us.example.com');
DBMS OUTPUT.PUT LINE('Warning operator: ' || warning operator);
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DBMS OUTPUT.PUT LINE ('Warning value: ' || warning value);
DBMS OUTPUT.PUT LINE('Critical operator: ' || critical operator);
DBMS OUTPUT.PUT LINE('Critical value: ' || critical value);
DBMS OUTPUT.PUT LINE ('Observation period: ' || observation period);
DBMS_OUTPUT.PUT_LINE('Consecutive occurrences:' || consecutive_occurrences);
END;
/

You can also check specific threshold settings with the DBA THRESHOLDS view. For example:

SELECT metrics name, warning value, critical value, consecutive occurrences
FROM DBA THRESHOLDS
WHERE metrics name LIKE '%CPU Time%';

6.1.2.3 Viewing Server-Generated Alerts
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The easiest way to view server-generated alerts is by accessing the Database Home page of
Cloud Control, but there are other methods of viewing these alerts.

If you use your own tool rather than Cloud Control to display alerts, then complete the following
steps to view server-generated alerts:

1. Subscribe to the ALERT QUE.
2. Read the ALERT QUE.
3. Display an alert notification after setting the threshold levels for an alert

To create an agent and subscribe the agent to the ALERT QUE, complete the following steps:

1. Runthe CREATE AQ AGENT procedure of the DBMS AQADM package.
2. Runthe ADD SUBSCRIBER procedure of the DBMS AQADM package.

3. Associate a database user with the subscribing agent, because only a user associated with
the subscribing agent can access queued messages in the secure ALERT QUE.

4. Assign the enqueue privilege to the user by running the ENABLE DB ACCESS and
GRANT QUEUE PRIVILEGE procedures of the DBMS AQADM package.

5. Register with the DBMS AQ.REGISTER procedure to receive an asynchronous notification
when an alert is enqueued to ALERT QUE. The notification can be in the form of email,
HTTP post, or PL/SQL procedure.

To read an alert message, complete the following steps:
1. Use the DBMS AQ.DEQUEUE procedure or OCIAQDeq call.

2. After the message has been dequeued, use the DBMS SERVER ALERT.EXPAND MESSAGE
procedure to expand the text of the message.

# See Also:
e Oracle Database PL/SQL Packages and Types Reference for information about
the DBMS AQ package

e Oracle Database PL/SQL Packages and Types Reference for information about
the DBMS AQADM package

6-9



Chapter 6
Monitoring Performance

6.1.2.4 Server-Generated Alerts Data Dictionary Views

You can query data dictionary views for information about server-generated alerts.

View Description

DBA THRESHOLDS Lists the threshold settings defined for the instance

DBA OUTSTANDING ALERTS Describes the outstanding alerts in the database

DBA ALERT HISTORY Lists a history of alerts that have been cleared

VSALERT TYPES Provides information such as group and type for each alert

VSMETRICNAME Contains the names, identifiers, and other information about the
system metrics

VSMETRIC Contains system-level metric values

VSMETRIC HISTORY Contains a history of system-level metric values

6.2 Monitoring Performance

Monitoring performance includes monitoring locks and wait events and querying a set of data
dictionary views.

Monitoring database performance is covered in detail in Oracle Database Performance Tuning
Guide and Oracle Database SQL Tuning Guide.

*  Monitoring Locks
Locks are mechanisms that prevent destructive interaction between transactions accessing
the same resource. The resources can be either user objects, such as tables and rows, or
system objects not visible to users, such as shared data structures in memory and data
dictionary rows.

*  About Monitoring Wait Events
Wait events are statistics that are incremented by a server process to indicate that it had to
wait for an event to complete before being able to continue processing. A session could
wait for a variety of reasons, including waiting for more input, waiting for the operating
system to complete a service such as a disk write, or it could wait for a lock or latch.

e Performance Monitoring Data Dictionary Views
You can query a set of data dictionary views to monitor an Oracle Database instance.

6.2.1 Monitoring Locks

ORACLE

Locks are mechanisms that prevent destructive interaction between transactions accessing the
same resource. The resources can be either user objects, such as tables and rows, or system
objects not visible to users, such as shared data structures in memory and data dictionary
rows.

Oracle Database automatically obtains and manages necessary locks when executing SQL
statements, so you need not be concerned with such details. However, the database also lets
you lock data manually.

A deadlock can occur when two or more users are waiting for data locked by each other.
Deadlocks prevent some transactions from continuing to work. Oracle Database automatically
detects deadlock situations and resolves them by rolling back one of the statements involved in
the deadlock, thereby releasing one set of the conflicting row locks.
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Oracle Database is designed to avoid deadlocks, and they are not common. Most often they
occur when transactions explicitly override the default locking of the database. Deadlocks can
affect the performance of your database, so Oracle provides some scripts and views that
enable you to monitor locks.

To monitor locks:
1. Runthe catblock.sql, which creates lock views.

2. Runthe utllockt.sql script, which uses the views created by catblock.sqgl to display, in
a tree fashion, the sessions in the system that are waiting for locks and the locks that they
are waiting for.

The location of the script files is operating system dependent.

¢ See Also:

» "Performance Monitoring Data Dictionary Views"

*  Oracle Database Concepts contains more information about locks.

6.2.2 About Monitoring Wait Events

Wait events are statistics that are incremented by a server process to indicate that it had to
wait for an event to complete before being able to continue processing. A session could wait
for a variety of reasons, including waiting for more input, waiting for the operating system to
complete a service such as a disk write, or it could wait for a lock or latch.

When a session is waiting for resources, it is not doing any useful work. A large number of
waits is a source of concern. Wait event data reveals various symptoms of problems that might
be affecting performance, such as latch contention, buffer contention, and 1/0 contention.

Oracle provides several views that display wait event statistics. A discussion of these views
and their role in instance tuning is contained in Oracle Database Performance Tuning Guide.

6.2.3 Performance Monitoring Data Dictionary Views

ORACLE

You can query a set of data dictionary views to monitor an Oracle Database instance.

These views are general in their scope. Other views, more specific to a process, are discussed
in the section of this book where the process is described.

View Description

VSLOCK Lists the locks currently held by Oracle Database and outstanding
requests for a lock or latch

DBA BLOCKERS Displays a session if it is holding a lock on an object for which another
session is waiting

DBA WAITERS Displays a session if it is waiting for a locked object

DBA DDL LOCKS Lists all DDL locks held in the database and all outstanding requests for a
DDL lock

DBA DML LOCKS Lists all DML locks held in the database and all outstanding requests for a
DML lock
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View Description

DBA LOCK Lists all locks or latches held in the database and all outstanding requests
for a lock or latch

DBA LOCK INTERNAL Displays a row for each lock or latch that is being held, and one row for
each outstanding request for a lock or latch

VSLOCKED OBJECT Lists all locks acquired by every transaction on the system

VSSESSION WAIT Lists the resources or events for which active sessions are waiting

VSSYSSTAT Contains session statistics

VSRESOURCE LIMIT Provides information about current and maximum global resource

utilization for some system resources

V$SQLAREA Contains statistics about shared SQL area and contains one row for each
SQL string. Also provides statistics about SQL statements that are in
memory, parsed, and ready for execution

VSLATCH Contains statistics for nonparent latches and summary statistics for parent
latches

6.3 Monitoring Quarantined Objects

Object quarantine enables an Oracle database to function even when there are corrupted,
unrecoverable objects. The VSQUARANTINE view contains information about quarantined
objects.

e About Object Quarantine
Object quarantine isolates an object that has raised an error and monitors the object for
impacts on the system.

* Viewing Quarantined Objects
The VSQUARANTINE view stores information about the objects that are currently quarantined.

6.3.1 About Object Quarantine

ORACLE

Object quarantine isolates an object that has raised an error and monitors the object for
impacts on the system.

Some Oracle Database errors, such as 0ORA-00600 and ORA-07445, typically cause the process
to terminate, which can cause the database to terminate. When such an error is encountered,
object quarantine attempts to isolate the resource that caused the error so that the database
can continue to run. The resource is isolated in memory so that it does not affect the rest of the
database. The VSQUARANTINE view stores information about the objects that are currently
guarantined.

Most database resources can raise errors that can cause a database to terminate. For
example, library cache memory objects can raise such errors.

In a multitenant environment, a multitenant container database (CDB) can, in some cases, use
object quarantine to isolate and terminate a pluggable database (PDB) that has raised a
serious error instead of terminating the CDB.

A quarantined resource typically remains quarantined until the database is restarted. If a
resource is quarantined for a PDB in a CDB, then the resource is quarantined until the PDB is
closed and re-opened.
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6.3.2 Viewing Quarantined Objects

The VSQUARANTINE view stores information about the objects that are currently quarantined.

1. Connect to the database as an administrative user.
2. Query the VSQUARANTINE view.
Example 6-1 Querying the VSQUARANTINE View

This query shows the resources that are currently quarantined.

COLUMN OBJECT FORMAT Al0
COLUMN ADDRESS FORMAT Al0
COLUMN BYTES FORMAT 999999999
COLUMN ERROR FORMAT A20
COLUMN TIMESTAMP FORMAT A20

SELECT OBJECT, ADDRESS, BYTES, ERROR, TIMESTAMP
FROM VSQUARANTINE;

Your output is similar to the following:

OBJECT ADDRESS BYTES ERROR TIMESTAMP
session 0000000078 9528 ORA-00600: internal 16-SEP-15 01.17.42.2
B54BCS8 error code, argument 85878 PM -07:00
s: [12345], T[], [I,

t, 03, 03, 03, 0y
(0, 0, 1

This output shows the following about the quarantined resource:

The name of the resource is “session.”

The start address of the memory region being quarantined is 0000000078B54BCS8.
Typically, this is the address of the resource, such as the session in this example.

The resource is using 9528 bytes of memory in quarantine.

The message of the error that caused the resource to be placed in quarantine is
“ORA-00600 internal error code.”

The timestamp shows the date and time of the error.

6.4 Automatically Monitoring Schema Objects

Oracle Database can automatically track the activities and usage of certain schema objects,
such as tables and materialized views.

ORACLE

The Object Activity Tracking System (OATS) tracks various activities associated with database
objects. Tracking can be performed both at the database level and pluggable database (PDB)
level. The activities tracked include DML operations on tables, table and partition scans,
partition maintenance operations (PMOPSs), materialized view rewrite and refresh, and usage
of auxiliary structures such as indexes. The statistics are used to support automated database
functionality such as automatic materialized views.
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Use procedures and functions in the DBMS ACTIVITY package to control the information
captured by OATS.

To enable Object Activity Tracking System:
* Setthe STATISTICS LEVEL initialization parameter to TYPICAL or ALL.

Statistics tracked by OATS can be viewed in the following data dictionary views:
DBA ACTIVITY CONFIG, DBA ACTIVITY SNAPSHOT META, DBA ACTIVITY TABLE, and
DBA ACTIVITY MVIEW.

Related Topics

e Oracle Database Data Warehousing Guide

ORACLE 614



Diagnosing and Resolving Problems

Oracle Database includes an advanced fault diagnosability infrastructure for collecting and
managing diagnostic data, so as to diagnose and resolve database problems. Diagnostic data
includes the trace files, dumps, and core files that are also present in previous releases, plus
new types of diagnostic data that enable customers and Oracle Support to identify, investigate,
track, and resolve problems quickly and effectively.

* About the Oracle Database Fault Diagnosability Infrastructure
Oracle Database includes a fault diagnosability infrastructure for preventing, detecting,
diagnosing, and resolving database problems.

* About Investigating, Reporting, and Resolving a Problem
You can use the Enterprise Manager Support Workbench (Support Workbench) to
investigate and report a problem (critical error), and in some cases, resolve the problem.
You can use a "roadmap" that summarizes the typical set of tasks that you must perform.

e Diagnosing Problems
This section describes various methods to diagnose problems in an Oracle database.

e Reporting Problems
Using the Enterprise Manager Support Workbench (Support Workbench), you can create,
edit, and upload custom incident packages. With custom incident packages, you have fine
control over the diagnostic data that you send to Oracle Support.

¢ Resolving Problems
This section describes how to resolve database problems using advisor tools, such as SQL
Repair Advisor and Data Recovery Advisor, and the resource management tools, such as
the Resource Manager and related APIs.

e Diagnosis and Tracing in a PDB Using Package DBMS_USERDIAG
This section describes how to use the PL/SQL package DBMS_USERDIAG for diagnosis
and allows you to set up a trace within a PDB.

7.1 About the Oracle Database Fault Diagnosability Infrastructure

ORACLE

Oracle Database includes a fault diagnosability infrastructure for preventing, detecting,
diagnosing, and resolving database problems.

* Fault Diagnosability Infrastructure Overview
The fault diagnosability infrastructure aids in preventing, detecting, diagnosing, and
resolving problems. The problems that are targeted in particular are critical errors such as
those caused by code bugs, metadata corruption, and customer data corruption.

* Incidents and Problems
A problem is a critical error in a database instance, Oracle Automatic Storage
Management (Oracle ASM) instance, or other Oracle product or component. An incident
is a single occurrence of a problem.

« Fault Diagnosability Infrastructure Components
The fault diagnosability infrastructure consists of several components, including the
Automatic Diagnostic Repository (ADR), various logs, trace files, the Enterprise Manager
Support Workbench, and the ADRCI Command-Line Utility.
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Structure, Contents, and Location of the Automatic Diagnostic Repository
The Automatic Diagnostic Repository (ADR) is a directory structure that is stored outside of
the database. It is therefore available for problem diagnosis when the database is down.

7.1.1 Fault Diagnosability Infrastructure Overview

The fault diagnosability infrastructure aids in preventing, detecting, diagnosing, and resolving
problems. The problems that are targeted in particular are critical errors such as those caused
by code bugs, metadata corruption, and customer data corruption.

ORACLE

When a critical error occurs, it is assigned an incident number, and diagnostic data for the error
(such as trace files) are immediately captured and tagged with this number. The data is then
stored in the Automatic Diagnostic Repository (ADR)—a file-based repository outside the
database—where it can later be retrieved by incident number and analyzed.

The goals of the fault diagnosability infrastructure are the following:

First-failure diagnosis

Problem prevention

Limiting damage and interruptions after a problem is detected
Reducing problem diagnostic time

Reducing problem resolution time

Simplifying customer interaction with Oracle Support

The keys to achieving these goals are the following technologies:

Automatic capture of diagnostic data upon first failure—For critical errors, the ability to
capture error information at first-failure greatly increases the chance of a quick problem
resolution and reduced downtime. An always-on memory-based tracing system proactively
collects diagnostic data from many database components, and can help isolate root
causes of problems. Such proactive diagnostic data is similar to the data collected by
airplane "black box" flight recorders. When a problem is detected, alerts are generated and
the fault diagnosability infrastructure is activated to capture and store diagnostic data. The
data is stored in a repository that is outside the database (and therefore available when the
database is down), and is easily accessible with command line utilities and Oracle
Enterprise Manager Cloud Control (Cloud Control).

Standardized trace formats—Standardizing trace formats across all database
components enables DBAs and Oracle Support personnel to use a single set of tools for
problem analysis. Problems are more easily diagnosed, and downtime is reduced.

Health checks—Upon detecting a critical error, the fault diagnosability infrastructure can
run one or more health checks to perform deeper analysis of a critical error. Health check
results are then added to the other diagnostic data collected for the error. Individual health
checks look for data block corruptions, undo and redo corruption, data dictionary
corruption, and more. As a DBA, you can manually invoke these health checks, either on a
regular basis or as required.

Incident packaging service (IPS) and incident packages—The IPS enables you to
automatically and easily gather the diagnostic data—traces, dumps, health check reports,
and more—pertaining to a critical error and package the data into a zip file for transmission
to Oracle Support. Because all diagnostic data relating to a critical error are tagged with
that error's incident number, you do not have to search through trace files and other files to
determine the files that are required for analysis; the incident packaging service identifies
the required files automatically and adds them to the zip file. Before creating the zip file,
the IPS first collects diagnostic data into an intermediate logical structure called an incident
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package (package). Packages are stored in the Automatic Diagnostic Repository. If you
choose to, you can access this intermediate logical structure, view and modify its contents,
add or remove additional diagnostic data at any time, and when you are ready, create the
zip file from the package. After these steps are completed, the zip file is ready to be
uploaded to Oracle Support.

- Data Recovery Advisor—The Data Recovery Advisor integrates with database health
checks and RMAN to display data corruption problems, assess the extent of each problem
(critical, high priority, low priority), describe the impact of a problem, recommend repair
options, conduct a feasibility check of the customer-chosen option, and automate the
repair process.

*  SQL Test Case Builder—For many SQL-related problems, obtaining a reproducible test
case is an important factor in problem resolution speed. The SQL Test Case Builder
automates the sometimes difficult and time-consuming process of gathering as much
information as possible about the problem and the environment in which it occurred. After
quickly gathering this information, you can upload it to Oracle Support to enable support
personnel to easily and accurately reproduce the problem.

7.1.2 Incidents and Problems

A problem is a critical error in a database instance, Oracle Automatic Storage Management
(Oracle ASM) instance, or other Oracle product or component. An incident is a single
occurrence of a problem.

e About Incidents and Problems
To facilitate diagnosis and resolution of critical errors, the fault diagnosability infrastructure
introduces two concepts for Oracle Database: problems and incidents.

e Incident Flood Control
It is conceivable that a problem could generate dozens or perhaps hundreds of incidents in
a short period of time. This would generate too much diagnostic data, which would
consume too much space in the ADR and could possibly slow down your efforts to
diagnose and resolve the problem. For these reasons, the fault diagnosability infrastructure
applies flood control to incident generation after certain thresholds are reached.

« Related Problems Across the Topology
For any problem identified in a database instance, the diagnosability framework can
identify related problems across the topology of your Oracle Database installation.

7.1.2.1 About Incidents and Problems

ORACLE

To facilitate diagnosis and resolution of critical errors, the fault diagnosability infrastructure
introduces two concepts for Oracle Database: problems and incidents.

A problem is a critical error in a database instance, Oracle Automatic Storage Management
(Oracle ASM) instance, or other Oracle product or component. Critical errors manifest as
internal errors, such as ORA-00600, or other severe errors, such as ORA-07445 (operating
system exception) or ORA-04031 (out of memory in the shared pool). Problems are tracked in
the ADR. Each problem has a problem key, which is a text string that describes the problem. It
includes an error code (such as ORA 600) and in some cases, one or more error parameters.

An incident is a single occurrence of a problem. When a problem (critical error) occurs
multiple times, an incident is created for each occurrence. Incidents are timestamped and
tracked in the Automatic Diagnostic Repository (ADR). Each incident is identified by a numeric
incident ID, which is unique within the ADR. When an incident occurs, the database:

* Makes an entry in the alert log.
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e Sends an incident alert to Cloud 