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Preface

Audience

This guide explains how to configure a server in preparation for installing and configuring an
Oracle Grid Infrastructure installation (Oracle Clusterware and Oracle Automatic Storage
Management).

It also explains how to configure a server and storage in preparation for an Oracle Real
Application Clusters (Oracle RAC) installation.

* Audience
e Documentation Accessibility
» Diversity and Inclusion

e Set Up Java Access Bridge to Implement Java Accessibility
Install Java Access Bridge so that assistive technologies on Microsoft Windows systems
can use the Java Accessibility API.

e Command Syntax
Refer to these command syntax conventions to understand command examples in this
guide.

 Conventions

This guide provides configuration information for network and system administrators, and
database installation information for database administrators (DBAs) who install and configure
Oracle Clusterware and Oracle Automatic Storage Management in an Oracle Grid
Infrastructure for a cluster installation.

For users with specialized system roles who intend to install Oracle RAC, this book is intended
to be used by system administrators, network administrators, or storage administrators to
configure a system in preparation for an Oracle Grid Infrastructure for a cluster installation, and
complete all configuration tasks that require operating system root privileges. When Oracle
Grid Infrastructure installation and configuration is completed successfully, a system
administrator should only need to provide configuration information and to grant access to the
database administrator to run scripts as root during an Oracle RAC installation.

This guide assumes that you are familiar with Oracle Database concepts.

Documentation Accessibility

ORACLE

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.
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Preface

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Set Up Java Access Bridge to Implement Java Accessibility

Install Java Access Bridge so that assistive technologies on Microsoft Windows systems can
use the Java Accessibility API.

Java Access Bridge is a technology that enables Java applications and applets that implement
the Java Accessibility API to be visible to assistive technologies on Microsoft Windows
systems.

Refer to Java Platform, Standard Edition Accessibility Guide for information about the minimum
supported versions of assistive technologies required to use Java Access Bridge. Also refer to
this guide to obtain installation and testing instructions, and instructions for how to use Java
Access Bridge.

Related Topics
e Java Platform, Standard Edition Java Accessibility Guide

Command Syntax

ORACLE

Refer to these command syntax conventions to understand command examples in this guide.

Convention Description

$ Bourne or BASH shell prompt in a command example. Do not enter the prompt as
part of the command.

C Shell prompt in a command example. Do not enter the prompt as part of the

o

command.

# Superuser (root) prompt in a command example. Do not enter the prompt as part
of the command.

monospace UNIX command syntax

backslash \ A backslash is the UNIX and Linux command continuation character. It is used in

command examples that are too long to fit on a single line. Enter the command as
displayed (with a backslash) or enter it on a single line without a backslash:

dd if=/dev/rdsk/c0tld0s6 of=/dev/rst0 bs=10b \ count=10000

braces { } Braces indicate required items:

.DEFINE {macrol}

Xiv
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Convention

Description

brackets [ ]

ellipses ...

italic

vertical line |

Brackets indicate optional items:

cvtcrt termname [outfile]

Ellipses indicate an arbitrary number of similar items:

CHKVAL fieldname valuel value2 ... valueN

Italic type indicates a variable. Substitute a value for the variable:

library name

A vertical line indicates a choice within braces or brackets:

FILE filesize [K|M]

Conventions

The following text conventions are used in this document:

ORACLE

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in

examples, text that appears on the screen, or text that you enter.
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Oracle Grid Infrastructure Installation Checklist

Use checklists to plan and carry out Oracle Grid Infrastructure (Oracle Clusterware and Oracle
Automatic Storage Management) installation.

Oracle recommends that you use checklists as part of your installation planning process. Using
this checklist can help you to confirm that your server hardware and configuration meet
minimum requirements for this release, and to ensure you carry out a successful installation.

Server Hardware Checklist for Oracle Grid Infrastructure
Review server hardware requirements for Oracle Grid Infrastructure installation.

Operating System Checklist for Oracle Grid Infrastructure and Oracle RAC
Review the checklist for operating system requirements for Oracle Grid Infrastructure
installation.

Server Configuration Checklist for Oracle Grid Infrastructure
Use this checklist to check minimum server configuration requirements for Oracle Grid
Infrastructure installations.

Network Checklist for Oracle Grid Infrastructure
Review this network checklist for Oracle Grid Infrastructure installation to ensure that you
have required hardware, names, and addresses for the cluster.

User Environment Configuration Checklist for Oracle Grid Infrastructure
Use this checklist to plan operating system users, groups, and environments for Oracle
Grid Infrastructure installation.

Storage Checklist for Oracle Grid Infrastructure
Review the checklist for storage hardware and configuration requirements for Oracle Grid
Infrastructure installation.

Cluster Deployment Checklist for Oracle Grid Infrastructure
Review the checklist for planning your cluster deployment Oracle Grid Infrastructure
installation.

Installer Planning Checklist for Oracle Grid Infrastructure
Review the checklist for planning your Oracle Grid Infrastructure installation before starting
Oracle Universal Installer.

Server Hardware Checklist for Oracle Grid Infrastructure

Review server hardware requirements for Oracle Grid Infrastructure installation.

ORACLE

Table 1-1 Server Hardware Checklist for Oracle Grid Infrastructure

Check Task

Runlevel 3or5
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Chapter 1
Operating System Checklist for Oracle Grid Infrastructure and Oracle RAC

Table 1-1 (Cont.) Server Hardware Checklist for Oracle Grid Infrastructure
]

Check Task
Server Display At least 1024 x 768 display resolution for Oracle Universal Installer.
Cards
# Note:
If you are planning on performing a silent installation, or
want to use graphics connectivity like VNC or related
protocols, no server graphics card is needed.
Minimum At least 8 GB RAM for Oracle Grid Infrastructure installations.
Random
Access Memory
(RAM)
Intelligent IPMI cards installed and configured, with IPMI administrator account information
Platform available to the person running the installation.

Management  Enpgyre baseboard management controller (BMC) interfaces are configured, and have
Interface (IPMI) g administration account username and password to provide when prompted during
installation.

# Note:

You must configure the IPMI driver either on all or none
of the cluster nodes.

Operating System Checklist for Oracle Grid Infrastructure and
Oracle RAC

Review the checklist for operating system requirements for Oracle Grid Infrastructure
installation.

# Note:

Oracle Database 23ai is currently not supported on non-Oracle hardware. For
support, availability, and database offerings, see the Oracle Database Licensing
Information User Manual and My Oracle Support Note 742060.1.

ORACLE 1o
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Chapter 1
Server Configuration Checklist for Oracle Grid Infrastructure

Table 1-2 Operating System General Checklist for Oracle Grid Infrastructure and

Oracle RAC
_______________________________________________________________________________|
Check Task

Operating system OpenSSH installed manually, if you do not have it installed already as part of a

general requirements  default Linux installation.

Review the system requirements section for a list of minimum package
requirements. Use the same operating system kernel and packages on each
cluster member node.
*  Oracle Linux 9.2 with the Unbreakable Enterprise Kernel 7:
5.15.0-201.135.6.el9uek.x86_64 or later
Oracle Linux 9.2 with the Red Hat Compatible Kernel:
5.14.0-284.30.1.el9_2.x86_64 or later
*  Oracle Linux 8.8 with the Unbreakable Enterprise Kernel 7:
5.15.0-202.135.2.el8uek.x86_64 or later
Oracle Linux 8.6 with the Unbreakable Enterprise Kernel 6:
5.4.17-2136.312.3.4.el8uek.x86_64 or later
Oracle Linux 8.6 with the Red Hat Compatible Kernel:
4.18.0-372.26.1.0.1.el8_6.x86_64 or later
* Red Hat Enterprise Linux 9.2: 5.14.0-284.30.1.el9_2.x86_64 or later

* Red Hat Enterprise Linux 8.6: 4.18.0-372.26.1.0.1.el8_6.x86_64 or
later

*  SUSE Linux Enterprise Server 15 SP5 (x86_64):
5.14.21-150500.53-default or later

Review the system requirements section for a list of minimum package
requirements.

Oracle Database If you use Oracle Linux, then Oracle recommends that you run an Oracle
Preinstallation RPM Database preinstallation RPM for your Linux release to configure your operating
for Oracle Linux system for Oracle Database and Oracle Grid Infrastructure installations.
Virtualization For information about supported virtualization technologies for Oracle Database,
Technologies refer to the virtualization matrix: https://www.oracle.com/database/technologies/

virtualization-matrix.html

Disable Transparent  Oracle recommends that you disable Transparent HugePages and use standard
HugePages HugePages for enhanced performance.

Related Topics

e Operating System Requirements for x86-64 Linux Platforms
The Linux distributions and packages listed in this section are supported for this release on
x86-64.

Server Configuration Checklist for Oracle Grid Infrastructure

Use this checklist to check minimum server configuration requirements for Oracle Grid
Infrastructure installations.

Table 1-3 Server Configuration Checklist for Oracle Grid Infrastructure

Check Task

Disk space allocated to At least 1 GB of space in the temporary disk space (/tmp) directory.
the temporary file
system
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Table 1-3 (Cont.) Server Configuration Checklist for Oracle Grid Infrastructure

|
Check Task

Swap space allocation

relative to RAM Between 4 GB and 16 GB: Equal to RAM

More than 16 GB: 16 GB

Note: If you enable HugePages for your Linux servers, then you
should deduct the memory allocated to HugePages from the available
RAM before calculating swap space.

HugePages memory Allocate memory to HugePages large enough for the System Global Areas
allocation (SGA) of all databases planned to run on the cluster.

Mount point paths for the Oracle recommends that you create an Optimal Flexible Architecture
software binaries configuration as described in the appendix "Optimal Flexible Architecture" in
Oracle Grid Infrastructure Installation and Upgrade Guide for your platform.

Ensure that the Oracle The ASCII character restriction includes installation owner user names, which
home (the Oracle home are used as a default for some home paths, as well as other directory names
path you select for you may select for paths.

Oracle Database) uses

only ASCII characters

Set locale (if needed) Specify the language and the territory, or locale, in which you want to use
Oracle components. A locale is a linguistic and cultural environment in which
a system or program is running. NLS (National Language Support)
parameters determine the locale-specific behavior on both servers and
clients. The locale setting of a component determines the language of the
user interface of the component, and the globalization behavior, such as date
and number formatting.

Set Network Time Oracle Clusterware requires the same time zone environment variable setting
Protocol for Cluster Time on all cluster nodes.
Synchronization Ensure that you set the time zone synchronization across all cluster nodes

using an operating system configured network time protocol (NTP).

# Note:

Cluster Time Synchronization Service (CTSS) is
desupported in Oracle Database 23ai.

Check Shared Memory By default, your operating system includes an entry in /etc/fstab to

File System Mount mount /dev/shm. However, if your Configuration Verification Utility (CVU) or
Oracle Universal Installer (OUI) checks fail, then ensure that the /dev/shm
mount area is of type tmpfs and is mounted with the following options:

e rwand exec permissions set on it
e Without noexec or nosuid setoniit

Note: Your operating system usually sets these options as the default
permissions. If they are set by the operating system, then they are not listed
on the mount options.

Symlinks Oracle home or Oracle base cannot be symlinks, nor can any of their parent
directories, all the way to up to the root directory.
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e Optimal Flexible Architecture
Oracle Optimal Flexible Architecture (OFA) rules are a set of configuration guidelines
created to ensure well-organized Oracle installations, which simplifies administration,
support and maintenance.

Network Checklist for Oracle Grid Infrastructure

Review this network checklist for Oracle Grid Infrastructure installation to ensure that you have
required hardware, names, and addresses for the cluster.

About Oracle Grid Infrastructure Network Configuration

During installation, you designate interfaces for use as public, private, or Oracle ASM
interfaces. You can also designate interfaces that are in use for other purposes, such as a
network file system, and not available for Oracle Grid Infrastructure use.

If you use a third-party cluster software, then the public host name information is obtained from

that software.

Table 1-4 Network Configuration Tasks for Oracle Grid Infrastructure and Oracle RAC

]
Check Task

Public network hardware -

Public network switch (redundant switches recommended) connected to
a public gateway and to the public interface ports for each cluster
member node.

Ethernet interface card (redundant network cards recommended,
bonded as one Ethernet port name).

The switches and network interfaces must be at least 1 GbE. For NVMe
over Fabrics (NVMe-oF) storage devices, Oracle recommends that you
use a 25 GbE or higher Ethernet network interface card.

The network protocol is Transmission Control Protocol (TCP) and Internet
Protocol (IP).

Private network .
hardware for the
interconnect

Private dedicated network switches (redundant switches recommended),
connected to the private interface ports for each cluster member node.

Note: If you have more than one private network interface card for each
server, then Oracle Clusterware automatically associates these interfaces
for the private network using Grid Interprocess Communication (GIPC)
and Grid Infrastructure Redundant Interconnect, also known as Cluster
High Availability IP (HAIP).

The switches and network interfaces must be at least 1 GbE. For NVMe
over Fabrics (NVMe-oF) storage devices, Oracle recommends that you
use a 25 GbE or higher Ethernet network interface card.

The interconnect must support the user datagram protocol (UDP).
Jumbo Frames (Ethernet frames greater than 1500 bits) are not an IEEE
standard, but can reduce UDP overhead if properly configured. Oracle
recommends the use of Jumbo Frames for interconnects. However, be
aware that you must load-test your system, and ensure that they are
enabled throughout the stack.

Oracle Flex ASM Oracle Flex ASM can use either the same private networks as Oracle

Network Hardware Clusterware, or use its own dedicated private networks. Each network can be
classified PUBLIC or PRIVATE+ASM or PRIVATE or ASM. Oracle ASM
networks use the TCP protocol.

ORACLE
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Table 1-4 (Cont.) Network Configuration Tasks for Oracle Grid Infrastructure and

Oracle RAC
. __________________________________________________________________________________|
Check Task

Cluster Names and Determine and configure the following names and addresses for the cluster:
Addresses +  Cluster name: Decide a name for the cluster, and be prepared to enter it

during installation. The cluster name should have the following
characteristics:

Globally unique across all hosts, even across different DNS domains.
At least one character long and less than or equal to 15 characters long.

Consist of the same character set used for host names, in accordance
with RFC 1123: Hyphens (-), and single-byte alphanumeric characters (a
toz, Ato Z, and 0 to 9). If you use third-party vendor clusterware, then
Oracle recommends that you use the vendor cluster name.

*  Grid Naming Service Virtual IP Address (GNS VIP): If you plan to use
GNS, then configure a GNS name and fixed address in DNS for the GNS
VIP, and configure a subdomain on your DNS delegated to the GNS VIP
for resolution of cluster addresses. GNS domain delegation is mandatory
with dynamic public networks (DHCP, autoconfiguration).

¢ Note:

The Highly Available Grid Naming Service feature of Grid
Naming Service (GNS) in Oracle Grid Infrastructure is
deprecated in Oracle Database 23ai.

* Single Client Access Name (SCAN) and addresses

Using Grid Naming Service Resolution: Do not configure SCAN
names and addresses in your DNS. SCAN names are managed by GNS.

Using Manual Configuration and DNS resolution: Configure a SCAN
name to resolve to three addresses on the domain name service (DNS).

Node Public, Private and If you are not using GNS, then configure the following for each node:

Virtual IP names and «  Public node name and address, configured in the DNS and in /etc/

Addresses hosts (for example, nodel.example.com, address 192.0.2.10). The
public node name should be the primary host name of each node, which
is the name displayed by the hostname command.

* Private node address, configured on the private interface for each node.

The private subnet that the private interfaces use must connect all the
nodes you intend to have as cluster members. Oracle recommends that
the network you select for the private network uses an address range
defined as private by RFC 1918.

*  Public node virtual IP name and address (for example, nodel-
vip.example.com, address 192.0.2.11).

If you are not using dynamic networks with GNS and subdomain
delegation, then determine a virtual host name for each node. A virtual
host name is a public node name that is used to reroute client requests
sent to the node if the node is down. Oracle Database uses VIPs for
client-to-database connections, so the VIP address must be publicly
accessible. Oracle recommends that you provide a name in the format
hostname-vip. For example: myclstr2-vip.
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Related Topics

e Understanding Oracle Flex Clusters
Starting with Oracle Grid Infrastructure 12c Release 2 (12.2), Oracle Grid Infrastructure
cluster configurations are Oracle Flex Clusters deployments.

e About Oracle Flex ASM Clusters Networks
Oracle ASM is configured as part of an Oracle Flex Cluster installation within Oracle Grid
Infrastructure to provide storage services.

*  General Requirements for Oracle Flex Cluster Configuration
Review this information about network requirements for Oracle Flex Cluster configuration.

User Environment Configuration Checklist for Oracle Grid
Infrastructure

Use this checklist to plan operating system users, groups, and environments for Oracle Grid
Infrastructure installation.

Table 1-5 User Environment Configuration for Oracle Grid Infrastructure

Check Task

Review Oracle Inventory The Oracle Inventory directory is the central inventory of Oracle
(oralnventory) and OINSTALL software installed on your system. It should be the primary group for
Group Requirements all Oracle software installation owners. Users who have the Oracle

Inventory group as their primary group are granted the OINSTALL
privilege to read and write to the central inventory.

« If you have an existing installation, then OUI detects the existing
oralnventory directory fromthe /etc/oralInst.loc file,
and uses this location.

* If you are installing Oracle software for the first time, then OUI
creates an Oracle base and central inventory, and creates an
Oracle inventory using information in the following priority:

— Inthe path indicated in the ORACLE_BASE environment
variable set for the installation owner user account.

— In an Optimal Flexible Architecture (OFA) path (u[01-
99]/app/owner where owner is the name of the user account
running the installation), if that user account has
permissions to write to that path.

— Inthe user home directory, in the path /app/owner, where
owner is the name of the user account running the
installation.

Ensure that the group designated as the OINSTALL group is

available as the primary group for all planned Oracle software

installation owners.
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Table 1-5 (Cont.) User Environment Configuration for Oracle Grid Infrastructure

Check

Task

Create operating system groups
and users for standard or role-
allocated system privileges

Create operating system groups and users depending on your
security requirements, as described in this installation guide.

Set resource limits settings and other requirements for Oracle
software installation owners.

Group and user names must use only ASCII characters.

# Note:

Do not delete an existing daemon user.
If a daemon user has been deleted,
then you must add it back.

Unset Oracle Software
Environment Variables

If you have an existing Oracle software installation, and you are using
the same user to install this installation, then unset the following
environment variables: SORACLE_HOME; $ORA NLS10; $TNS ADMIN.

If you have set SORA_CRS HOME as an environment variable, then
unset it before starting an installation or upgrade. Do not

use SORA CRS HOME as a user environment variable, except as
directed by Oracle Support.

Configure the Oracle Software
Owner Environment

Configure the environment of the oracle or grid user by performing

the following tasks:

e Set the default file mode creation mask (umask) to 022 in the
shell startup file.

»  Set the DISPLAY environment variable.

Determine root privilege
delegation option for installation

During installation, you are asked to run configuration scripts as the
root user. You can either run these scripts manually as root when
prompted, or during installation you can provide configuration
information and passwords using a root privilege delegation option.
To run root scripts automatically, select Automatically run
configuration scripts. during installation. To use the automatic
configuration option, the root user credentials for all cluster member
nodes must use the same password.
* Useroot user credentials
Provide the superuser password for cluster member node
servers.
e Use sudo

sudo is a UNIX and Linux utility that allows members of the
sudoers list privileges to run individual commands as root.
Provide the user name and password of an operating system
user who is a member of sudoers, and is authorized to run
sudo on each cluster member node.

To enable sudo, have a system administrator with the
appropriate privileges configure a user who is a member of the
sudoers list, and provide the user name and password when
prompted during installation.

ORACLE
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Storage Checklist for Oracle Grid Infrastructure

Review the checklist for storage hardware and configuration requirements for Oracle Grid
Infrastructure installation.

Table 1-6 Oracle Grid Infrastructure Storage Configuration Checks

Check

Task

Minimum disk space
(local or shared) for
Oracle Grid
Infrastructure Software

* Atleast 12 GB of space for the Oracle Grid Infrastructure for a
cluster home (Grid home).
Oracle recommends that you allocate 100 GB to allow additional
space for patches.
At least 10 GB for Oracle Database Enterprise Edition.

» Allocate additional storage space as per your cluster configuration, as
described in Oracle Clusterware Storage Space Requirements.

Select Oracle ASM
Storage Options

During installation, based on the cluster configuration, you are asked to
provide Oracle ASM storage paths for the Oracle Clusterware files. These
path locations must be writable by the Oracle Grid Infrastructure installation
owner (Grid user). These locations must be shared across all nodes of the
cluster on Oracle ASM because the files in the Oracle ASM disk group
created during installation must be available to all cluster member nodes.

e For Oracle Grid Infrastructure deployment to manage Oracle RAC
databases, shared storage, either Oracle ASM or shared file system, is
locally mounted on each of the cluster nodes.

Voting files are files that Oracle Clusterware uses to verify cluster node

membership and status. Oracle Cluster Registry files (OCR) contain cluster

and database configuration information for Oracle Clusterware.

Related Topics

e Oracle Clusterware Storage Space Requirements
Use this information to determine the minimum number of disks and the minimum disk
space requirements based on the redundancy type, for installing Oracle Clusterware files
for various Oracle Cluster deployments.

Cluster Deployment Checklist for Oracle Grid Infrastructure

Review the checklist for planning your cluster deployment Oracle Grid Infrastructure

ORACLE

installation.

Table 1-7 Oracle Grid Infrastructure Cluster Deployment Checklist

Check

Task

Configure an Oracle
Cluster that hosts all
Oracle Grid
Infrastructure services
and Oracle ASM locally
and accesses storage
directly

Oracle Grid Infrastructure supports the following deployment options:

*  Configure cluster to manage Oracle RAC databases: Use this option
to configure a cluster that can host Oracle RAC databases.

*  Configure cluster to manage generic applications: Use this option to
configure a cluster with minimum requirements to manage your
applications.

*  Configure as an Oracle Extended cluster: Use the Oracle Extended
Cluster option to extend an Oracle RAC cluster across two, or more,
separate sites, each equipped with its own storage.
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* Understanding Cluster Configuration Options
Review these topics to understand the cluster configuration options available in Oracle

Grid Infrastructure.

Installer Planning Checklist for Oracle Grid Infrastructure

Review the checklist for planning your Oracle Grid Infrastructure installation before starting

ORACLE

Oracle Universal Installer.

Table 1-8 Oracle Universal Installer Checklist for Oracle Grid Infrastructure Installation

Check

Task

Read the Release Notes

Review release notes for your platform, which are available for your
release at the following URL:

http://www.oracle.com/technetwork/indexes/documentation/
index.html

Review the Licensing Information

You are permitted to use only those components in the Oracle
Database media pack for which you have purchased licenses. For
more information, see:

Oracle Database Licensing Information User Manual

Run OUI with CVU and use fixup
scripts

Oracle Universal Installer is fully integrated with Configuration
Verification Utility (CVU), automating many CVU prerequisite checks.
Oracle Universal Installer runs all prerequisite checks and creates
fixup scripts when you run the installer.

You can also run CVU commands manually to check system
readiness. For more information, see:

Oracle Clusterware Administration and Deployment Guide

Download and run Oracle
ORAchk for runtime and upgrade
checks, or runtime health checks

The Oracle ORAchk utility provides system checks that can help to
prevent issues after installation. These checks include kernel
requirements, operating system resource allocations, and other
system requirements.

Use the Oracle ORAchk Upgrade Readiness Assessment to obtain
an automated upgrade-specific system health check for upgrades.
For example:

./orachk -u -o pre

The Oracle ORAchk Upgrade Readiness Assessment automates
many of the manual pre- and post-upgrade checks described in
Oracle upgrade documentation.

Ensure cron jobs do not run
during installation

If the installer is running when daily cron jobs start, then you may
encounter unexplained installation problems if your cron job is
performing cleanup, and temporary files are deleted before the
installation is finished. Oracle recommends that you complete
installation before daily cron jobs are run, or disable daily cron
jobs that perform cleanup until after the installation is completed.

Obtain Your My Oracle Support
account information

During installation, you require a My Oracle Support user name and
password to configure security updates, download software updates,
and other installation tasks. You can register for My Oracle Support
at the following URL.:

https://support.oracle.com/

1-10


http://www.oracle.com/technetwork/indexes/documentation/index.html
http://www.oracle.com/technetwork/indexes/documentation/index.html
https://support.oracle.com/

Chapter 1
Installer Planning Checklist for Oracle Grid Infrastructure

Table 1-8 (Cont.) Oracle Universal Installer Checklist for Oracle Grid Infrastructure

Installation
_______________________________________________________________________________|
Check Task

Check running Oracle processes, ¢  On a node with a single-instance database not using Oracle

and shut down processes if ASM: You do not need to shut down the database while you
necessary install Oracle Grid Infrastructure.

*  On anode with a single-instance Oracle Database using Oracle
ASM: Stop the existing Oracle ASM instances. The Oracle ASM
instances are restarted during installation.

e On an Oracle RAC Database node: This installation requires an
upgrade of Oracle Clusterware, as Oracle Clusterware is
required to run Oracle RAC. As part of the upgrade, you must
shut down the database one node at a time as the rolling
upgrade proceeds from node to node.
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Checking and Configuring Server Hardware
for Oracle Grid Infrastructure

Verify that servers where you install Oracle Grid Infrastructure meet the minimum requirements
for installation.

This section provides minimum server requirements to complete installation of Oracle Grid
Infrastructure. It does not provide system resource guidelines, or other tuning guidelines for
particular workloads.

e Logging In to a Remote System Using X Window System
Use this procedure to run Oracle Universal Installer (OUI) by logging on to a remote
system where the runtime setting prohibits logging in directly to a graphical user interface
(GUI.

e Checking Server Hardware and Memory Configuration
Use this procedure to gather information about your server configuration.

Logging In to a Remote System Using X Window System

Use this procedure to run Oracle Universal Installer (OUI) by logging on to a remote system
where the runtime setting prohibits logging in directly to a graphical user interface (GUI).

OUl is a graphical user interface (GUI) application. On servers where the runtime settings
prevent GUI applications from running, you can redirect the GUI display to a client system
connecting to the server.

# Note:

If you log in as another user (for example, oracle or grid), then repeat this
procedure for that user as well.

1. Start an X Window System session. If you are using an X Window System terminal
emulator from a PC or similar system, then you may need to configure security settings to
permit remote hosts to display X applications on your local system.

2. Enter a command using the following syntax to enable remote hosts to display X
applications on the local X server:

# xhost + RemoteHost

RemoteHost is the fully qualified remote host name. For example:

# xhost + somehost.example.com
somehost.example.com being added to the access control list
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If you are not installing the software on the local system, then use the ssh command to
connect to the system where you want to install the software:

# ssh -Y RemoteHost

RemoteHost is the fully qualified remote host name. The -Y flag ("yes") enables remote
clients to have full access to the original server display. For example:

# ssh -Y somehost.example.com

If you are not logged in as the root user, and you are performing configuration steps that
require root user privileges, then switch the user to root.

# Note:

For more information about remote login using X Window System, refer to your X
server documentation, or contact your X server vendor or system administrator.
Depending on the X server software that you are using, you may have to complete
the tasks in a different order.

Checking Server Hardware and Memaory Configuration

Use this procedure to gather information about your server configuration.

1.

ORACLE

Use the following command to determine physical RAM size on the server:

# grep MemTotal /proc/meminfo

If the size of the physical RAM installed in the system is less than the required size, then
you must install more memory before continuing.

Determine the size of the configured swap space:

# grep SwapTotal /proc/meminfo

If necessary, see your operating system documentation for information about how to
configure additional swap space.

Determine the amount of space available in the /tmp directory:

# df -h /tmp
If the free space available in the /tmp directory is less than what is required, then

complete one of the following steps:

* Delete unused files from the /tmp directory to meet the disk space requirement.
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< Note:

If you perform this step after installing Oracle software, then do not
remove /tmp/.oracle Or /var/tmp/.oracle directories or their files.

e When you set the Oracle user's environment, also set the TMP and TMPDIR environment
variables to the directory you want to use instead of /tmp.

Determine the amount of free RAM and disk swap space on the system:
# free
Determine if the system architecture can run the software:

# uname -m

Verify that the processor architecture matches the Oracle software release to install. For
example, you should see the following for a x86-64 bit system:

x86_64

If you do not see the expected output, then you cannot install the software on this system.

Verify that shared memory (/dev/shm) is mounted properly with sufficient size:

df -h /dev/shm

The df-h command displays the filesystem on which /dev/shm is mounted, and also
displays in GB the total size and free size of shared memory.
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Automatically Configuring Oracle Linux with
Oracle Database Preinstallation RPM

Use Oracle Database Preinstallation RPM to simplify operating system configuration in
preparation for Oracle software installations.

Oracle recommends that you install Oracle Linux and use Oracle Database Preinstallation
RPM to configure your operating systems for Oracle Database and Oracle Grid Infrastructure
installations.

* About the Oracle Database Preinstallation RPM
If your Linux distribution is Oracle Linux, or Red Hat Enterprise Linux, and you are an
Oracle Linux support customer, then you can complete most preinstallation configuration
tasks by using the Oracle Database Preinstallation RPM for your release.

e Overview of Oracle Linux Configuration with Oracle Database Preinstallation RPM
Use Oracle Database Preinstallation RPM to simplify operating system configuration, and
to ensure that you have required kernel packages.

e Installing the Oracle Database Preinstallation RPM Using ULN
Use this procedure to subscribe to Unbreakable Linux Network (ULN) Oracle Linux
channels for your Oracle software.

* Installing Oracle Database Preinstallation RPM During an Oracle Linux Installation
Use this procedure to install a new Oracle Linux installation and to perform system
configuration with the Oracle Preinstallation RPM:

* Installing Oracle Oracle Database Preinstallation RPM Using the Oracle Linux yum Server
Install Oracle Linux and configure your Oracle Linux installation for security errata or bug
fix updates using the Oracle Linux yum server.

e Configure Additional Operating System Features
Oracle recommends that you configure your operating system before starting installation
with additional features, such as IPMI or additional programming environments.

About the Oracle Database Preinstallation RPM

ORACLE

If your Linux distribution is Oracle Linux, or Red Hat Enterprise Linux, and you are an Oracle
Linux support customer, then you can complete most preinstallation configuration tasks by
using the Oracle Database Preinstallation RPM for your release.

Oracle Database Preinstallation RPMs are available from the Oracle Linux Network or
available on the Oracle Linux DVDs. Using the Oracle Database Preinstallation RPM is not
required, but Oracle recommends you use it to save time in setting up your cluster servers.

When installed, the Oracle Database Preinstallation RPM does the following:

* Automatically downloads and installs any additional RPM packages needed for installing
Oracle Grid Infrastructure and Oracle Database, and resolves any dependencies

* Creates an oracle user, and creates the oralnventory (oinstall) and OSDBA (dba) oper,
backupdba, dgdba, racdba, and kmdba groups for that user
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e As needed, sets sysctl.conf settings, system startup parameters, and driver parameters
to values based on recommendations from the Oracle Database Preinstallation RPM
program

e Sets hard and soft resource limits
*  Sets other recommended parameters, depending on your kernel version
e Sets transparent hugepages=madvise

Configure Oracle Database Preinstallation RPM only once on your operating system when you
install Oracle Database or Oracle Grid Infrastructure for the first time on your system. For
subsequent installations on the same system, do not install Oracle Database Preinstallation
RPM again.

Do not install Oracle Database Preinstallation RPM on Oracle Engineered Systems, such as
Oracle Exadata Database Machine. Oracle Engineered Systems include integrated system
software that contain the required version of the operating system kernel and all software
packages.

< Note:

e The Oracle Database Preinstallation RPM designated for each Oracle Database
release sets kernel parameters and resource limits only for the user account
oracle. To use multiple software account owners, you must perform system
configuration for other accounts manually.

* The Oracle Database Preinstallation RPM installs the X11 client libraries, but it
does not install the X Window System server packages. To use graphical user
interfaces such as OUI, configuration assistants, and Oracle Enterprise Manager,
set the display to a system with X Window System server packages.

Overview of Oracle Linux Configuration with Oracle Database
Preinstallation RPM

ORACLE

Use Oracle Database Preinstallation RPM to simplify operating system configuration, and to
ensure that you have required kernel packages.

Oracle recommends that you install Oracle Linux and use Oracle Database Preinstallation
RPM to configure your operating systems for Oracle Database and Oracle Grid Infrastructure
installations.

Configure Oracle Database Preinstallation RPM only once on your operating system when you
install Oracle Database or Oracle Grid Infrastructure for the first time on your system. For
subsequent installations on the same system, do not install Oracle Database Preinstallation
RPM again.

Do not install Oracle Database Preinstallation RPM on Oracle Engineered Systems, such as
Oracle Exadata Database Machine. Oracle Engineered Systems include integrated system
software that contain the required version of the operating system kernel and all software
packages.

The Oracle Database Preinstallation RPM for your Oracle Linux distributions and database
release automatically installs any additional packages needed for installing Oracle Grid
Infrastructure and Oracle Database, and configures your server operating system
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automatically, including setting kernel parameters and other basic operating system
requirements for installation. For more information about Oracle Linux and Oracle Database
Preinstallation RPM, refer to:

https://docs.oracle.com/en/operating-systems/oracle-linux/

Configuring a server using Oracle Linux and the Oracle Database Preinstallation RPM consists
of the following steps:

1. Install Oracle Linux.

2. Register your Linux distribution with Oracle Unbreakable Linux Network (ULN) or download
and configure the yum repository for your system using the Oracle Linux yum server for
your Oracle Linux release.

3. Install the Oracle Database Preinstallation RPM with the RPM for your Oracle Grid
Infrastructure and Oracle Database releases, and update your Linux release.

4. Create role-allocated groups and users with identical names and ID numbers.
5. Complete network interface configuration for each cluster node candidate.

6. Complete system configuration for shared storage access as required for each standard or
core node cluster candidate.

After these steps are complete, you can proceed to install Oracle Grid Infrastructure and
Oracle Database.

Installing the Oracle Database Preinstallation RPM Using ULN

ORACLE

Use this procedure to subscribe to Unbreakable Linux Network (ULN) Oracle Linux channels
for your Oracle software.

To obtain Unbreakable Linux Network (ULN) support, subscribe to Oracle Linux channels, and
to add the Oracle Linux channel that distributes the Oracle Database Preinstallation RPM:

1. Download the Oracle Linux ISO from one of the following websites:

e Oracle yum
https://yum.oracle.com/oracle-linux-isos.html
e Oracle Software Delivery Cloud website:

https://edelivery.oracle.com/linux

# Note:

Ensure that you use the latest available update release for Oracle Linux.

2. Register your server with Unbreakable Linux Network (ULN). By default, you are registered
for the Oracle Linux Latest channel for your operating system and hardware.

Managing Software in Oracle Linux

3. Loginto Unbreakable Linux Network:

https://linux.oracle.com
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4. Start a terminal session and enter the following command as root:

e Oracle Linux 8 and Oracle Linux 9

# dnf install oracle-database-preinstall-23ai

< Note:

Use the -y option if you want dnf to skip the package confirmation prompt.

You should see output indicating that you have subscribed to the Oracle Linux channel,
and that packages are being installed.

The Oracle Database Preinstallation RPM automatically creates a standard (not role-
allocated) Oracle installation owner and groups, and sets up other kernel configuration
settings as required for Oracle installations.

5. Check the RPM log file to review the system configuration changes. For example:
/var/log/oracle-database-preinstall-23ai/backup/timestamp/orakernel.log

6. Repeat steps 1 through 4 on all other servers in your cluster.

If you have a premier support subscription, you can enable Ksplice to provide zero downtime
patching. Refer to the Ksplice User's Guide for installation instructions:

https://docs.oracle.com/en/operating-systems/oracle-linux/ksplice-user/

Installing Oracle Database Preinstallation RPM During an Oracle
Linux Installation

Use this procedure to install a new Oracle Linux installation and to perform system
configuration with the Oracle Preinstallation RPM:

1. Obtain Oracle Linux by downloading disk images

e Oracle yum
https://yum.oracle.com/oracle-linux-isos.html
e Oracle Software Delivery Cloud website:

https://edelivery.oracle.com/linux

# Note:

Ensure that you use the latest available update release for Oracle Linux.

2. Start the Oracle Linux installation and respond to installation screens with values
appropriate for your environment.
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3. Review the first software selection screen, which lists task-specific software options. At the

bottom of the screen, there is an option to customize now or customize later. Select
Customize now, and click Next.

4. On Oracle Linux, select Servers on the left of the screen and System administration

tools on the right of the screen (options may vary between releases).
The Packages in System Tools window opens.

5. Select the Oracle Database Preinstallation RPM package box from the package list. For
example, select a package similar to the following:

e For Oracle Linux 8:
oracle-database-preinstall-23ai-1.0-2.el8.x86 64.rpm

*  For Oracle Linux 9:
oracle-database-preinstall-23ai-1.0-2.el19.x86 64.rpm

If you do not have an Oracle Database Preinstallation RPM package option that is current
for your Oracle Database release, because you are using an Oracle Linux installation that
is previous to your Oracle Database and Oracle Grid Infrastructure release, then install the
RPM for your release manually after completing the operating system installation.

6. Close the optional package window and click Next.
7. Complete the other screens to finish the Oracle Linux installation.

Oracle Linux automatically creates a standard (not role-allocated) Oracle installation owner
and groups, and sets up other kernel configuration settings as required for Oracle
installations.

8. Repeat steps 2 through 6 on all other cluster member nodes.

Installing Oracle Oracle Database Preinstallation RPM Using the
Oracle Linux yum Server

ORACLE

Install Oracle Linux and configure your Oracle Linux installation for security errata or bug fix
updates using the Oracle Linux yum server.

1. Refer to the official Oracle Linux documentation to install Oracle Linux:

* Oracle Linux 8
Installing Oracle Linux 8

e Oracle Linux 9
Installing Oracle Linux 9

* Managing Software in Oracle Linux

2. After you have completed your Oracle Linux installation, run the command yum update
as needed to obtain the most current security errata and bug fixes for your Oracle Linux
installation.

3. Restart your system.

4. Start a terminal session and enter the following command as root:
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e Oracle Linux 8 and Oracle Linux 9

# dnf install oracle-database-preinstall-23ai

# Note:

Use the -y option if you want yum to skip the package confirmation prompt.

You should see output indicating that you have subscribed to the Oracle Linux
channel, and that packages are being installed.

The Oracle Database Preinstallation RPM automatically creates a standard (not role-
allocated) Oracle installation owner and groups and sets up other kernel configuration
settings as required for Oracle installations. If you plan to use job-role separation, then
create the extended set of database users and groups depending on your
requirements.

Configure Additional Operating System Features

ORACLE

Oracle recommends that you configure your operating system before starting installation with
additional features, such as IPMI or additional programming environments.

Review the preinstallation chapters to ensure that you have completed configuration as
needed for the features you want.
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Infrastructure on Linux

ORACLE

Complete operating system configuration requirements and checks for Linux operating
systems before you start installation.

Guidelines for Linux Operating System Installation
Operating system guidelines to be aware of before proceeding with an Oracle installation.

Reviewing Operating System and Software Upgrade Best Practices
These topics provide general planning guidelines and platform-specific information about
upgrades and migration.

Reviewing Operating System Security Common Practices
Secure operating systems are an important basis for general system security.

About Installation Fixup Scripts

Oracle Universal Installer detects when the minimum requirements for an installation are
not met, and creates shell scripts, called fixup scripts, to finish incomplete system
configuration steps.

About Automatic Self Correction

Automatic Self Correction feature provides resiliency to Oracle Grid Infrastructure by
automatically identifying and correcting without user intervention for any fixable
configuration issues found within the cluster.

About Operating System Requirements
Depending on the products that you intend to install, verify that you have the required
operating system kernel and packages installed.

Operating System Requirements for x86-64 Linux Platforms
The Linux distributions and packages listed in this section are supported for this release on
x86-64.

Additional Drivers and Software Packages for Linux
Information about optional drivers and software packages.

Checking Kernel and Package Requirements for Linux
Verify your kernel and packages to see if they meet minimum requirements for installation.

Setting Clock Source for VMs on Linux x86-64
Oracle recommends that you set the clock source to tsc for better performance in virtual
environments (VM) on Linux x86-64.

Installing the cvuqdisk RPM for Linux
If you do not use an Oracle Database Preinstallation RPM, and you want to use the
Configuration Verification Utility, then you must install the cvugdisk RPM.

Reviewing HugePages Memory Allocation
Review this information if your operating system has HugePages enabled.

Setting Transparent HugePages to madvise

Transparent HugePages memory is enabled by default with Oracle Linux. However, for
optimal performance, Oracle recommends that you set Transparent HugePages to madvise
on all Oracle Database servers UEK7 and later kernels and not disable Transparent
HugePages as was recommended in prior releases.

4-1



Chapter 4
Guidelines for Linux Operating System Installation

Enabling the Name Service Cache Daemon
To allow Oracle Clusterware to better tolerate network failures with NAS devices or NFS
mounts, enable the Name Service Cache Daemon (nscd).

Verifying the Disk 1/0O Scheduler on Linux 8 and Later Systems
Disk I/0O schedulers reorder, delay, or merge requests for disk I/O to achieve better
throughput and lower latency.

Using Automatic SSH Configuration During Installation
To install Oracle software, configure secure shell (SSH) connectivity between all cluster
member nodes.

Setting Network Time Protocol for Cluster Time Synchronization
You can use operating system configured network time protocol (NTP) such as chronyd or
ntpd for time synchronization.

Verifying Digital Signature and Integrity of Installation Archive Files

Starting with Oracle Database 23ai, Oracle digitally signs the installation archive files with
Oracle certificates to ensure the integrity of the packages before you deploy them in your
environments.

Guidelines for Linux Operating System Installation

Operating system guidelines to be aware of before proceeding with an Oracle installation.

This section provides information about installing a supported Linux distribution. Complete the
minimum hardware configuration before you install the operating system.

Completing a Minimal or Default Linux Installation
You must perform either a minimal or default Linux installation.

About Oracle Linux with the Unbreakable Enterprise Kernel
The Unbreakable Enterprise Kernel for Oracle Linux provides the latest innovations from
upstream development to customers who run Oracle Linux in the data center.

Configuring HugePages on Linux

HugePages is a feature integrated into the Linux kernel. For Oracle Database, using
HugePages reduces the operating system maintenance of page states and increases
Translation Lookaside Buffer (TLB) hit ratio.

Restrictions for HugePages and Transparent HugePages Configurations
Review the HugePages and Transparent HugePages guidelines discussed in this section.

Related Topics

Oracle Linux Operating System Documentation

About the Oracle Database Preinstallation RPM

If your Linux distribution is Oracle Linux, or Red Hat Enterprise Linux, and you are an
Oracle Linux support customer, then you can complete most preinstallation configuration
tasks by using the Oracle Database Preinstallation RPM for your release.

Completing a Minimal or Default Linux Installation

You must perform either a minimal or default Linux installation.

ORACLE

To complete a minimal Linux installation, select one of the minimal installation options.

A minimal Linux installation option is either a custom installation where you select the Minimal
option from Package Group Selection, or where you deselect all packages except for the Base
pack. A minimal Linux installation lacks many RPMs required for database installation, so you
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must use an RPM package for your Oracle Linux release to install the required packages. The
package you use depends on your Linux release, and your support status with Unbreakable
Linux Network (ULN).

If you do not install the Oracle Database Preinstallation RPM, then Oracle recommends that
you install your Linux operating system with the default software packages (RPMs).

A default Linux installation includes most of the required packages and helps you limit manual
verification of package dependencies. Oracle recommends that you do not customize the
RPMs during installation.

Refer to the official Oracle Linux documentation for more information about installing Oracle
Linux:

e Oracle Linux 8:
Installing Oracle Linux 8

e Oracle Linux 9:
Installing Oracle Linux 9

* Managing Software in Oracle Linux

About Oracle Linux with the Unbreakable Enterprise Kernel

The Unbreakable Enterprise Kernel for Oracle Linux provides the latest innovations from
upstream development to customers who run Oracle Linux in the data center.

The Unbreakable Enterprise Kernel is included and enabled by default in Oracle Linux kernels.
It is based on a recent stable mainline development Linux kernel, and also includes
optimizations developed in collaboration with Oracle Database, Oracle middleware, and Oracle
hardware engineering teams to ensure stability and optimal performance for the most
demanding enterprise workloads.

Oracle highly recommends deploying the Unbreakable Enterprise Kernel in your Oracle Linux
environment, especially if you run enterprise applications. However, using Unbreakable
Enterprise Kernel is optional. If you require strict Red Hat Enterprise Linux (RHEL) kernel
compatibility, then Oracle Linux also includes a kernel compatible with the RHEL Linux kernel,
compiled directly from the RHEL source code.

You can obtain more information about the Unbreakable Enterprise Kernel for Oracle Linux at
the following URL:

https://www.oracle.com/linux/

The Unbreakable Enterprise Kernel for Oracle Linux is the standard kernel used with Oracle
products. The build and QA systems for Oracle Database and other Oracle products use the
Unbreakable Enterprise Kernel for Oracle Linux exclusively. The Unbreakable Enterprise
Kernel for Oracle Linux is also the kernel used in Oracle Exadata systems. Unbreakable
Enterprise Kernel for Oracle Linux is used in all benchmark tests on Linux in which Oracle
participates, as well as in the Oracle Database Preinstallation RPM program for x86-64.

Oracle Ksplice, which is part of Oracle Linux, updates the Linux operating system (OS) kernel,
while it is running, without requiring restarts or any interruption. Ksplice is available only with
Oracle Linux.
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Configuring HugePages on Linux

ORACLE

HugePages is a feature integrated into the Linux kernel. For Oracle Database, using
HugePages reduces the operating system maintenance of page states and increases
Translation Lookaside Buffer (TLB) hit ratio.

# Note:

HugePages support is available in kernels built with the CONFIG HUGETLBFS and
CONFIG HUGETLB PAGE configuration options.

Oracle recommends that you reserve a minimum of 30 percent of the total memory for
standard pages and not more than 70 percent of the total memory for HugePages.

Ensure that you have created the Oracle Database software owner (oracle) user accounts and
all its groups. For more information see, Automatically Configuring Oracle Linux with Oracle
Database Preinstallation RPM or Creating an Oracle Software Owner User.

Enabling Using HugePages
Perform these steps to enable HugePages on Linux:

1. Check if the kernel supports HugePages:
$ grep Huge /proc/meminfo

2. Editthe memlock setting inthe /etc/security/limits.conf file.

Specify the memlock setting in KB. Set the maximum locked memory limit to at least 90
percent of the current RAM when you enable HugePages memory and at least to 3145728
KB (3 GB) if you disable HugePages. For example, if you have 64 GB RAM, then add the
following entries to increase the maximum locked-in-memory address space:

oracle soft memlock 60397977
oracle hard memlock 60397977

You can also set the memlock value higher than your SGA requirements.

# Note:

On Exadata systems, specify the memlock setting as unlimited.

3. Loginasthe oracle user again and runthe ulimit -1 command to verify the new
memlock setting:

$ ulimit -1
60397977

4. Run the following command to display the value of the Hugepagesize variable:

$ grep Hugepagesize /proc/meminfo
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Determine the gid or oracle user group ID value:

# id oracle

The output is similar to the following:

uid=54321 (oracle) gid=54321 (oinstall) groups=54321(oinstall), 54322 (dba),
54323 (oper), 54324 (backupdba) , 54325 (dgdba) , 54326 (kmdba) , 54327 (asmdba) , 54330 (
racdba)

Note the value of gid.

Set the vim. hugetlb shm group kernel parameter value to the gid value:

# sysctl -w vm.hugetlb shm group=gid

where gid is the oracle user group ID. For example, value of gid=54321.

To ensure that this value is available even after the system restarts, add the following entry
tothe /etc/sysctl.d/99-hugetlb-shm-group.conf file that contains this setting.

vm.hugetlb shm group=gid

Configuring the Capacity for HugePages

To configure the required number of HugePages for your databases, perform this step after
you complete the Oracle Database installation and create your databases.

1.

Complete the following procedure to create a script that computes recommended values
for HugePages configuration for the current shared memory segments:

a. Create a text file hugepages settings.sh

See My Oracle Support note 401749.1 to create the hugepages settings.sh
script.

b. Change the permission of the hugepages settings.sh file:
$ chmod +x hugepages settings.sh

Run the hugepages_settings. sh script to compute values for the HugePages
configuration.

$ ./hugepages settings.sh

< Note:

Before you run this script, ensure that all the databases that use hugepages run.

Set the following kernel parameter, where value is the HugePages value that you
determined in Step 2:

# sysctl -w vm.nr hugepages=value
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4. To ensure that HugePages is allocated after the system restarts, add the following entry to
the /etc/sysctl.d/99-nr hugepages.conf file, where value is the HugePages
value that you determined in Step 2:

vm.nr_hugepages=value

< Note:

If you cannot set your HugePages allocation using nr_hugepages, then your
available memory may be fragmented. Restart your server for the Hugepages
allocation to take effect.

5. Run the following command to check the available HugePages:
$ grep Huge /proc/meminfo

6. Restart the instances.

7. Run the following command to check the available HugePages (1 or 2 pages free):

$ grep Huge /proc/meminfo

Restrictions for HugePages and Transparent HugePages Configurations

Review the HugePages and Transparent HugePages guidelines discussed in this section.

For optimal performance, Oracle recommends that you set Transparent HugePages to madvise
on all Oracle Database servers UEK7 and later kernels and not disable Transparent
HugePages as was recommended in prior releases.

Oracle continues to recommend using standard HugePages for Linux. Transparent HugePages
memory is enabled by default.

If you install Oracle Database Preinstallation RPM, then it sets Transparent HugePages to
madvise on all Oracle Database servers UEK7 and later kernels.

Transparent Hugepages are similar to standard HugePages. However, while standard
HugePages allocate memory at startup, Transparent Hugepages memory uses the khugepaged
thread in the kernel to allocate memory dynamically during runtime, using swappable
HugePages.

HugePages allocates non-swappable memory for large page tables using memory-mapped
files. HugePages are not enabled by default. If you enable HugePages, then you should
deduct the memory allocated to HugePages from the available RAM before calculating swap
space. Refer to your distribution documentation and to Oracle Technology Network and My
Oracle Support for more information.

Reviewing Operating System and Software Upgrade Best
Practices

These topics provide general planning guidelines and platform-specific information about
upgrades and migration.
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General Upgrade Best Practices
Be aware of these guidelines as a best practice before you perform an upgrade.

New Server Operating System Upgrade Option
You can upgrade your operating system by installing a new operating system on a server,
and then migrating your database either manually, or by using Export/Import method.

Upgrading Operating System for an Oracle Grid Infrastructure Server
Complete this procedure on each Oracle Grid Infrastructure node to upgrade the operating
system for an Oracle Grid Infrastructure server.

Oracle ASM Upgrade Notifications
Understand Oracle ASM upgrade options and restrictions.

General Upgrade Best Practices

Be aware of these guidelines as a best practice before you perform an upgrade.

If you have an existing Oracle Database installation, then do the following:

Record the version numbers, patches, and other configuration information
Review upgrade procedures for your existing installation

Review Oracle Database upgrade documentation before proceeding with installation, to
decide how you want to proceed

Caution:

Always create a backup of existing databases before starting any configuration
change.

Refer to Oracle Database Upgrade Guide for more information about required software
updates, pre-upgrade tasks, post-upgrade tasks, compatibility, and interoperability between
different releases.

Related Topics

Oracle Database Upgrade Guide

New Server Operating System Upgrade Option

You can upgrade your operating system by installing a new operating system on a server, and
then migrating your database either manually, or by using Export/Import method.

ORACLE

< Note:

Confirm that the server operating system is supported, and that kernel and package
requirements for the operating system meet or exceed the minimum requirements for
the Oracle Database release to which you want to migrate.
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Manual, Command-Line Copy for Migrating Data and Upgrading Oracle Database

You can copy files to the new server and upgrade it manually. If you use this procedure, then
you cannot use Oracle Database Upgrade Assistant. However, you can revert to your existing
database if you encounter upgrade issues.

# Note:

AutoUpgrade and Replay Upgrade are the only supported method for upgrading to
Oracle Database 23ai. All other methods, including Database Upgrade Assistant
(DBUA), are desupported.

1. Copy the database files from the computer running the previous operating system to the
one running the new operating system.

2. Re-create the control files on the computer running the new operating system.

3. Manually upgrade the database using command-line scripts and utilities.

¢ See Also:

Oracle Database Upgrade Guide to review the procedure for upgrading the database
manually, and to evaluate the risks and benefits of this option

Export/import Method for Migrating Data and Upgrading Oracle Database

You can install the operating system on the new server, install the new Oracle Database
release on the new server, and then use Oracle Data Pump Export and Import utilities to
migrate a copy of data from your current database to a new database in the new release.
Oracle Data Pump Export and Import are recommended for higher performance and to ensure
support for new data types.

# See Also:

Oracle Database Upgrade Guide to review the Export/Import method for migrating
data and upgrading Oracle Database

Upgrading Operating System for an Oracle Grid Infrastructure Server

ORACLE

Complete this procedure on each Oracle Grid Infrastructure node to upgrade the operating
system for an Oracle Grid Infrastructure server.

1. Asthe root user, relocate all Oracle Database services running from the current node to
another node.

# cd Grid home/bin
# srvctl relocate service -drain timeout
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Disable the automatic startup of Oracle High Availability Services, when the server
reboots, on the first node.

# cd Grid home/bin
# ./crsctl disable crs

Shut down the Oracle Clusterware stack on the first node.
# ./crsctl stop crs

Update the operating system to a version that is supported for your Oracle Grid
Infrastructure release.

Refer to your operating system documentation for more information about upgrading the
operating system.

# Note:

For an operating system upgrade that results in a new root file system, you must
remove the node from the cluster and add it back into the cluster.

Reboot your Oracle Grid Infrastructure server after the operating system upgrade is
complete.

Update the Oracle Clusterware operating system files.
# Grid home/crs/install/rootcrs.sh -updateosfiles

As the root user, enable the automatic startup of Oracle High Availability Services, when
the server reboots, on the first node.

# cd Grid home/bin
# ./crsctl enable crs

Start the Oracle Clusterware stack on the first node.
# ./crsctl start crs

Repeat steps 1 through 8 on all the Oracle Clusterware nodes.

Related Topics

Relinking Oracle Grid Infrastructure for a Cluster Binaries

After installing Oracle Grid Infrastructure for a cluster, if you modify the Oracle Grid
Infrastructure binaries, then you must relink the binaries on Oracle Linux 8 or earlier
releases.

Oracle ASM Upgrade Notifications

Understand Oracle ASM upgrade options and restrictions.

ORACLE

You can upgrade Oracle Automatic Storage Management (Oracle ASM) without shutting
down an Oracle RAC database by performing a rolling upgrade either of individual nodes,
or of a set of nodes in the cluster. However, if you have a single-instance database on a
cluster that uses Oracle ASM, then you must shut down the single-instance database
before upgrading.
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e Oracle ASM is installed with Oracle Clusterware in the Oracle Grid Infrastructure home
(Grid home).

*  Two nodes of different releases cannot run in the cluster. If there is an outage during the
rolling upgrade, then when you restart the upgrade, ensure that you start the earlier
release of Oracle Grid Infrastructure and bring the Oracle ASM cluster back in the rolling
migration mode.

Reviewing Operating System Security Common Practices

Secure operating systems are an important basis for general system security.

Ensure that your operating system deployment is in compliance with common security
practices as described in your operating system vendor security guide.

About Installation Fixup Scripts

ORACLE

Oracle Universal Installer detects when the minimum requirements for an installation are not
met, and creates shell scripts, called fixup scripts, to finish incomplete system configuration
steps.

If Oracle Universal Installer detects an incomplete task, then it generates fixup scripts
(runfixup.sh). You can run the fixup script and click Fix and Check Again. The fixup script
modifies both persistent parameter settings and parameters in memory, so you do not have to
restart the system.

The Fixup script does the following tasks:

e Sets kernel parameters, if necessary, to values required for successful installation,
including:

— Shared memory parameters.
— Open file descriptor and UDP send/receive parameters.
e Creates and sets permissions on the Oracle Inventory (central inventory) directory.

e Creates or reconfigures primary and secondary group memberships for the installation
owner, if necessary, for the Oracle Inventory directory and the operating system privileges
groups.

e Sets shell limits, if necessary, to required values.

< Note:

Using fixup scripts does not ensure that all the prerequisites for installing Oracle
Database are met. You must still verify that all the preinstallation requirements are
met to ensure a successful installation.

Oracle Universal Installer is fully integrated with Configuration Verification Utility (CVU)
automating many prerequisite checks for your Oracle Grid Infrastructure or Oracle Real
Application Clusters (Oracle RAC) installation. You can also manually perform various CVU
verifications by running the cluvfy command.

Related Topics

e Oracle Clusterware Administration and Deployment Guide
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About Automatic Self Correction

Automatic Self Correction feature provides resiliency to Oracle Grid Infrastructure by
automatically identifying and correcting without user intervention for any fixable configuration
issues found within the cluster.

The automated fixup framework of Configuration Verification Utility (CVU) identifies and
corrects any configuration errors in your Oracle Clusterware environment without user
intervention. CVU periodically performs verification checks and runs fixup scripts on all
applicable nodes from the local node. This ensures that your environment follows the
recommended prerequisites and best practices on each cluster node. If an automated
correction requires a reboot of one or more cluster nodes, then an alert message is written to
the CRS alert log.

Select the Enable Automatic Self Correction option during Oracle Grid Infrastructure
installation to configure automatic select correction for your Oracle Grid Infrastructure
installation.

Related Topics

e Oracle Clusterware Administration and Deployment Guide

About Operating System Requirements

Depending on the products that you intend to install, verify that you have the required
operating system kernel and packages installed.

Requirements listed in this document are current as of the date listed on the title page.

Oracle Universal Installer performs checks on your system to verify that it meets the listed
operating system package requirements. To ensure that these checks complete successfully,
verify the requirements before you start OUI.

< Note:

Oracle does not support running different operating system versions on cluster
members, unless an operating system is being upgraded. You cannot run different
operating system version binaries on members of the same cluster, even if each
operating system is supported.

Operating System Requirements for x86-64 Linux Platforms

ORACLE

The Linux distributions and packages listed in this section are supported for this release on
x86-64.

Identify the requirements for your Linux distribution, and ensure that you have a supported
kernel and required packages installed before starting installation.

The platform-specific hardware and software requirements included in this guide were current
when this guide was published. However, because new platforms and operating system
software versions may be certified after this guide is published, review the certification matrix
on the My Oracle Support website for the most up-to-date list of certified hardware platforms
and operating system versions:
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https://support.oracle.com/

# Note:

Oracle Database 23ai is currently not supported on non-Oracle hardware. For
support, availability, and database offerings, see the Oracle Database Licensing
Information User Manual and My Oracle Support Note 742060.1.

* General Guidelines for Operating System Packages
Review these guidelines before you proceed with installing operating system packages.

e Supported Oracle Linux 9 Distributions for x86-64
Use the following information to check supported Oracle Linux 9 distributions:

e Supported Oracle Linux 8 Distributions for x86-64
Use the following information to check supported Oracle Linux 8 distributions:

e Supported Red Hat Enterprise Linux 9 Distributions for x86-64
Use the following information to check supported Red Hat Enterprise Linux 9 distributions:

e Supported Red Hat Enterprise Linux 8 Distributions for x86-64
Use the following information to check supported Red Hat Enterprise Linux 8 distributions:

e Supported SUSE Linux Enterprise Server 15 Distributions for x86-64
Use the following information to check supported SUSE Linux Enterprise Server 15
distributions:

* Installing Operating System Packages
Learn how to install the latest version of your Oracle Linux and SUSE Linux Enterprise
Server operating system packages listed earlier.

General Guidelines for Operating System Packages

Review these guidelines before you proceed with installing operating system packages.

e Oracle recommends that you install Oracle Linux and use Oracle Database Preinstallation
RPM to configure your operating systems for Oracle Database and Oracle Grid
Infrastructure installations.

* The Oracle Database interactive installation requires an X Window System (for example,
1ibX). The 1ibx packages are not part of a default Linux installation. If you perform an
installation on a system with a reduced set of packages, then you must ensure that 1ibx or
a similar X Window System package is installed.

e Oracle Database 12c Release 2 (12.2) and later does not require the compiler packages
gcc and gec-c++ on for Oracle Database or Oracle Grid Infrastructure installations.

* These operating system requirements do not apply to Oracle Engineered Systems, such
as Oracle Exadata Database Machine and Oracle Database Appliance. Oracle Engineered
Systems include integrated system software that contain the required version of the
operating system kernel and all software packages. Please verify that you have the
minimum required Exadata image. Refer My Oracle Support note 888828.1 and 888888.1
for more information.

Related Topics
e My Oracle Support Note 888828.1
e My Oracle Support Note 888888.1
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Supported Oracle Linux 9 Distributions for x86-64

Use the following information to check supported Oracle Linux 9 distributions:

Table 4-1 x86-64 Oracle Linux 9 Minimum Operating System Requirements
]

Item

Requirements

SSH Requirement

Ensure that OpenSSH is installed on your servers. OpenSSH is the required
SSH software.

Oracle Linux 9

Minimum supported versions:

e Oracle Linux 9.2 with the Unbreakable Enterprise Kernel 7:
5.15.0-201.135.6.el9uek.x86_64 or later

e Oracle Linux 9.2 with the Red Hat Compatible Kernel:
5.14.0-284.30.1.el9_2.x86_64 or later

Note: Oracle recommends that you update Oracle Linux to the latest available

version and release level.

ORACLE
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Table 4-1 (Cont.) x86-64 Oracle Linux 9 Minimum Operating System Requirements
]

Requirements

Packages for Oracle
Linux 9

Subscribe to the Oracle Linux 9 channel on the Unbreakable Linux Network,
or configure a yum repository from the Oracle Linux yum server website, and
then install the Oracle Database Preinstallation RPM, oracle-
database-preinstall-23ai. The Oracle Database Preinstallation
RPM, oracle-database-preinstall-23ai, automatically installs all
required packages listed in the table below, their dependencies for Oracle
Grid Infrastructure and Oracle Database installations, and also performs other
system configuration. If you install the Oracle Database Preinstallation RPM,
oracle-database-preinstall-23ai, then you do not have to install
these packages, as the Oracle Database Preinstallation RPM automatically
installs them.

bc

binutils
compat-opensslill
elfutils-libelf
fontconfig

glibc

glibc-devel
glibc-headers
ksh

libaio

libasan

liblsan

libX11

libXau

libXi

libXrender
libXtst
libxcrypt-compat
libgcc

libibverbs
librdmacm
libstdc++

libxch

libvirt-libs

make
policycoreutils
policycoreutils-python-utils
smartmontools
sysstat

Optional Packages for

Oracle Linux 9

Based on your requirement, install the latest released versions of the following
packages:

ipmiutil (for Intelligent Platform Management Interface)
libnsl2 (for Oracle Database Client only)

libnsl2-devel (for Oracle Database Client only)
net-tools (for Oracle RAC and Oracle Clusterware)
nfs-utils (for Oracle ACFS)
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Supported Oracle Linux 8 Distributions for x86-64

Use the following information to check supported Oracle Linux 8 distributions:

Table 4-2 x86-64 Oracle Linux 8 Minimum Operating System Requirements
]

Item

Requirements

SSH Requirement

Ensure that OpenSSH is installed on your servers. OpenSSH is the required
SSH software.

Oracle Linux 8

Minimum supported versions:

e Oracle Linux 8.6 with the Unbreakable Enterprise Kernel 6:
5.4.17-2136.312.3.4.el8uek.x86_64 or later

e Oracle Linux 8.6 with the Red Hat Compatible Kernel:
4.18.0-372.26.1.0.1.el8_6.x86_64 or later

Starting with Oracle Database 23ai release 23.5, the following minimum

version is supported:

e Oracle Linux 8.8 with the Unbreakable Enterprise Kernel 7:
5.15.0-202.135.2.el8uek.x86_64 or later

Note: Oracle recommends that you update Oracle Linux to the latest available
version and release level.

ORACLE
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Table 4-2 (Cont.) x86-64 Oracle Linux 8 Minimum Operating System Requirements

Item

Requirements

Packages for Oracle
Linux 8

Subscribe to the Oracle Linux 8 channel on the Unbreakable Linux Network,
or configure a yum repository from the Oracle Linux yum server website, and
then install the Oracle Database Preinstallation RPM, oracle-
database-preinstall-23ai. The Oracle Database Preinstallation
RPM, oracle-database-preinstall-23ai, automatically installs all
required packages listed in the table below, their dependencies for Oracle
Grid Infrastructure and Oracle Database installations, and also performs other
system configuration. If you install the Oracle Database Preinstallation RPM,
oracle-database-preinstall-23ai, then you do not have to install
these packages, as the Oracle Database Preinstallation RPM automatically
installs them.

bc

binutils
compat-openss|10
elfutils-libelf
fontconfig

glibc
glibc-devel

ksh

libaio
libXrender
libX11

libXau

libXi

libXtst

libgcc
libstdc++
libxch
libibverbs
libasan

liblsan
librdmacm
make
policycoreutils
policycoreutils-python-utils
smartmontools
sysstat

Optional Packages for
Oracle Linux 8

Based on your requirement, install the latest released versions of the following
packages:

ipmiutil (for Intelligent Platform Management Interface)
libnsl2 (for Oracle Database Client only)

libnsl2-devel (for Oracle Database Client only)
net-tools (for Oracle RAC and Oracle Clusterware)
nfs-utils (for Oracle ACFS)
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Supported Red Hat Enterprise Linux 9 Distributions for x86-64

Use the following information to check supported Red Hat Enterprise Linux 9 distributions:

ORACLE

Table 4-3 x86-64 Red Hat Enterprise Linux 9 Minimum Operating System Requirements

Item

Requirements

SSH Requirement

Ensure that OpenSSH is installed on your servers. OpenSSH is the required

SSH software.

Red Hat Enterprise
Linux 9

Minimum supported version:
Red Hat Enterprise Linux 9.2: 5.14.0-284.30.1.el9_2.x86_64 or later

Packages for Red Hat

Enterprise Linux 9

Install the latest released versions of the following packages:

bc

binutils
compat-openss|11
elfutils-libelf
fontconfig
glibc
glibc-devel
glibc-headers
ksh

libaio

libasan

liblsan

libX11

libXau

libXi
libXrender
libXtst
libxcrypt-compat
libgcc
libibverbs
librdmacm
libstdc++
libxch
libvirt-libs
make
policycoreutils

policycoreutils-python-utils

smartmontools
sysstat

Optional Packages for

Red Hat Enterprise
Linux 9

Based on your requirement, install the latest released versions of the following

packages:

ipmiutil (for Intelligent Platform Management Interface)
libnsl2 (for Oracle Database Client only)

libnsl2-devel (for Oracle Database Client only)
net-tools (for Oracle RAC and Oracle Clusterware)
nfs-utils (for Oracle ACFS)
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Supported Red Hat Enterprise Linux 8 Distributions for x86-64

Use the following information to check supported Red Hat Enterprise Linux 8 distributions:

Table 4-4 x86-64 Red Hat Enterprise Linux 8 Minimum Operating System Requirements
]

Item Requirements

SSH Requirement Ensure that OpenSSH is installed on your servers. OpenSSH is the required
SSH software.

Red Hat Enterprise Minimum supported version:

Linux 8 Red Hat Enterprise Linux 8.6: 4.18.0-372.26.1.0.1.el8_6.x86_64 or later

Packages for Red Hat Install the latest released versions of the following packages:
Enterprise Linux 8

bc

binutils
compat-openssl|10
elfutils-libelf
fontconfig

glibc
glibc-devel

ksh

libaio
libXrender
libX11

libXau

libXi

libXtst

libgcc
libstdc++
libxch
libibverbs
libasan

liblsan
librdmacm
make
policycoreutils
policycoreutils-python-utils
smartmontools
sysstat

Optional Packages for Based on your requirement, install the latest released versions of the following
Red Hat Enterprise packages:

Linux 8
ipmiutil (for Intelligent Platform Management Interface)

libnsl2 (for Oracle Database Client only)
libnsl2-devel (for Oracle Database Client only)
net-tools (for Oracle RAC and Oracle Clusterware)
nfs-utils (for Oracle ACFS)
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Supported SUSE Linux Enterprise Server 15 Distributions for x86-64

Use the following information to check supported SUSE Linux Enterprise Server 15

ORACLE

distributions:

Table 4-5 x86-64 SUSE Linux Enterprise Server 15 Minimum Operating System

Requirements

Item

Requirements

SSH Requirement

Ensure that OpenSSH is installed on your servers. OpenSSH is the required

SSH software.

SUSE Linux Enterprise

Minimum supported version:

Server SUSE Linux Enterprise Server 15 SP5 (x86_64): 5.14.21-150500.53-default
or later
Packages for SUSE Install the latest released versions of the following packages:

Linux Enterprise Server

15

bc

glibc

gcc8
insserv-compat
libaio-devel
libaiol
libX11-6
libXau6
libXext-devel
libXext6
libXi-devel
libXi6
libXrender-devel
libXrenderl
libXtst6
libcap-ng-utils
libcap-ng0
libcap-progs
libcapl
libcap2

libelfl
libgcc_si1
libjpeg8
libpcapl
libpcrel
libpng16
libstdc++6
libgfortran4
mksh

make

pixz
smartmontools
sysstat
xorg-x11-libs
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Table 4-5 (Cont.) x86-64 SUSE Linux Enterprise Server 15 Minimum Operating System
Requirements

. __________________________________________________________________________________|
Item Requirements

Optional Packages for Based on your requirement, install the latest released versions of the following
SUSE Linux Enterprise  packages:

Server 15 o .
ipmiutil (for Intelligent Platform Management Interface)

net-tools (for Oracle RAC and Oracle Clusterware)

Installing Operating System Packages

Learn how to install the latest version of your Oracle Linux and SUSE Linux Enterprise Server
operating system packages listed earlier.

You must install the latest version of your operating system packages from the respective
operating system vendor repository by using a package manager like DNF, YUM or YaST
depending on your operating system.

Ensure that the appropriate channel or repository is enabled to include these packages.
For example:

On Oracle Linux or Red Hat Enterprise Linux, to install the latest bc package, run one of the
following commands:

e # dnf install bc
(or)
e # yum install bc

On SUSE Linux Enterprise Server, to install the latest bc package using YasT, run the
following command:

$ yast --install bc

Additional Drivers and Software Packages for Linux

ORACLE

Information about optional drivers and software packages.

You are not required to install additional drivers and packages, but you may choose to install or
configure these drivers and packages.

e Installing PAM for Login Authentication on Linux
Pluggable Authentication Modules (PAM) is a system of libraries that handle user
authentication tasks for applications.

e Installing OCFS2
You can use Oracle Cluster File System 2 (OCFS2) with Oracle Grid Infrastructure.
However, you are not required to use OCFS2.
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* Installation Requirements for ODBC and LDAP
Review these topics to install Open Database Connectivity (ODBC) and Lightweight
Directory Access Protocol (LDAP).

« Installing Oracle Messaging Gateway
Oracle Messaging Gateway is installed with Enterprise Edition of Oracle Database.
However, you may require a CSD or Fix Packs.

* Installation Requirements for Programming Environments for Linux
Review the following section to install programming environments:

* Installation Requirements for Web Browsers
Web browsers are required only if you intend to use Oracle Enterprise Manager Cloud
Control. Web browsers must support JavaScript, and the HTML 4.0 and CSS 1.0
standards.

Installing PAM for Login Authentication on Linux

Pluggable Authentication Modules (PAM) is a system of libraries that handle user
authentication tasks for applications.

On Linux, external scheduler jobs require PAM. Oracle strongly recommends that you install
the latest Linux-PAM library for your Linux distribution.

Use a package management system (yum, up2date, YaST) for your distribution to install the
latest pam (Pluggable Authentication Modules for Linux) library.

Installing OCFS2

You can use Oracle Cluster File System 2 (OCFS2) with Oracle Grid Infrastructure. However,
you are not required to use OCFS2.

OCFS2 is a POSIX-compliant general purpose shared disk cluster file system for Linux.
OCFS2 is supported for this release only with Oracle Linux.

An OCFS2 installation consists of two parts, the kernel module and the tools module. The
supported version of the OCFS2 kernel module depends on the version of Unbreakable
Enterprise Kernel available with Oracle Linux.

1. Run the following command to install the latest version of the OCFS2 kernel module:
# dnf install kernel-uek

2. Run the following command to install the OCFS2 tools module after you install the OCFS2
kernel module:

# dnf install ocfs2-tools

# Note:

» Each cluster node should run the same version of OCFS2 modules and a
compatible version of Unbreakable Enterprise Kernel.

* OCFS2 is not supported on Linux for ARM (aarch64).

ORACLE 401



Chapter 4
Additional Drivers and Software Packages for Linux

https://oss.oracle.com/projects/ocfs2/

Installation Requirements for ODBC and LDAP

Review these topics to install Open Database Connectivity (ODBC) and Lightweight Directory
Access Protocol (LDAP).

*  About ODBC Drivers and Oracle Database
Open Database Connectivity (ODBC) is a set of database access APIs that connect to the
database, prepare, and then run SQL statements on the database.

e Installing ODBC Drivers for Linux x86-64
If you intend to install Oracle's ODBC driver, then you must also install the most recent
ODBC Driver Manager for Linux.

e About LDAP and Oracle Plug-ins
Lightweight Directory Access Protocol (LDAP) is an application protocol for accessing and
maintaining distributed directory information services over IP networks.

e Installing the LDAP Package
LDAP is included in a default Linux operating system installation.

About ODBC Drivers and Oracle Database

Open Database Connectivity (ODBC) is a set of database access APIs that connect to the
database, prepare, and then run SQL statements on the database.

An application that uses an ODBC driver can access non-uniform data sources, such as
spreadsheets and comma-delimited files.

Installing ODBC Drivers for Linux x86-64

If you intend to install Oracle's ODBC driver, then you must also install the most recent ODBC
Driver Manager for Linux.

Download and install the ODBC Driver Manager and Linux RPMs from the following website:

http://www.unixodbc.org

Review the minimum supported ODBC driver releases, and install ODBC drivers of the
following or later releases for all Linux distributions:

unixODBC-2.3.4 or later

About LDAP and Oracle Plug-ins

Lightweight Directory Access Protocol (LDAP) is an application protocol for accessing and
maintaining distributed directory information services over IP networks.

You require the LDAP package if you want to use features requiring LDAP, including the Oracle
Database scripts odisrvreg and oidca for Oracle Internet Directory, or schemasync for third-
party LDAP directories.

Installing the LDAP Package

LDAP is included in a default Linux operating system installation.
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If you did not perform a default Linux installation, and you intend to use Oracle scripts requiring
LDAP, then use a package management system (up2date, YaST) for your distribution to install
a supported LDAP package for your distribution, and install any other required packages for
that LDAP package.

Installing Oracle Messaging Gateway

Oracle Messaging Gateway is installed with Enterprise Edition of Oracle Database. However,
you may require a CSD or Fix Packs.

If you require a CSD or Fix Packs for IBM WebSphere MQ, then see the following website for
more information:

https://www.ibm.com/support/

# Note:

Oracle Messaging Gateway does not support the integration of Advanced Queuing
with TIBCO Rendezvous on IBM: Linux on System z.

Related Topics

e Oracle Database Advanced Queuing User's Guide

Installation Requirements for Programming Environments for Linux

Review the following section to install programming environments:

The Oracle JDBC Oracle Call Interface (OCI) Type 2 client driver (also known as a "thick"
driver) is deprecated in Oracle Database 23ai.

Most Java applications that use Open Database Connectivity (ODBC) with Oracle JDBC
drivers use the Thin driver. To enable Oracle to allocate resources to better address customer
requirements, Oracle is deprecating the JDBC-OCI driver.

e Installation Requirements for Programming Environments for Linux x86-64
Ensure that your system meets the requirements for the programming environment you
want to configure:

Installation Requirements for Programming Environments for Linux x86-64

ORACLE

Ensure that your system meets the requirements for the programming environment you want to
configure:

Table 4-6 Requirements for Programming Environments for Linux X86-64

|
Programming Environments Support Requirements

Java Database Connectivity (JDBC)/ JDK 11 (Java SE Development Kit) with the JNDI extension with
JDBC Oracle Call Interface (JDBC Oracle Java Database Connectivity.
OcCl)
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Table 4-6 (Cont.) Requirements for Programming Environments for Linux X86-64

Programming Environments

Support Requirements

Oracle Call Interface (OCI)
Oracle C++ Call Interface
Pro*C/C++

Intel(R) C Intel(R) 64 Compiler Classic for applications running
on Intel(R) 64, Version 2021.10.1.

Oracle C++ Call Interface (OCCI) applications can be built with
g++8 orthe 2021.10.1 Intel C++ Compiler used with the
standard template libraries of gcc8.

Oracle XML Developer's Kit (XDK)

Oracle XML Developer's Kit is supported with the same
compilers as OCCI.

Pro*COBOL

*  Micro Focus Visual COBOL for Eclipse 2.3 - Update 2
*  Micro Focus Visual COBOL v6.0

Unzip and Tar

Install the latest versions of Unzip and Tar.

Unzip and Tar utilities are required to extract the image files for
Oracle Database and Oracle Grid Infrastructure installations and
patches.

Installation Requirements for Web Browsers

Web browsers are required only if you intend to use Oracle Enterprise Manager Cloud Control.
Web browsers must support JavaScript, and the HTML 4.0 and CSS 1.0 standards.

https://support.oracle.com

Related Topics

e Oracle Enterprise Manager Cloud Control Basic Installation Guide

Checking Kernel and Package Requirements for Linux

Verify your kernel and packages to see if they meet minimum requirements for installation.

ORACLE

1. To determine the distribution and version of Linux installed, enter one of the following

commands:

cat /etc/os-release
1sb release -id

= o e e

cat /etc/oracle-release
cat /etc/redhat-release

2. To determine if the required kernel errata is installed, enter the following command:

# uname -r

The following is an example of the output this command displays on an Oracle Linux 8

system:

5.4.17-2011.1.2.el8uek.x86 64
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Review the required errata level for your distribution. If the errata level is previous to the
required minimum errata update, then obtain and install the latest kernel update from your
Linux distributor.

3. To determine whether the required packages are installed, enter commands similar to the

following:
# rpm -q package name

Alternatively, if you require specific system architecture information, then enter the
following command:

# rpm -ga --queryformat "%${NAME}-%{VERSION}-%${RELEASE} (%{ARCH})\n" | grep
package name

You can also combine a query for multiple packages, and review the output for the correct
versions. For example:

# rpm -q binutils compat-libstdc++ gcc glibc libaio libgcc libstde++ \
make sysstat unixodbc

If a package is not installed, then install it from your Linux distribution media or download
the required package version from your Linux distributor's website.

Setting Clock Source for VMs on Linux x86-64

ORACLE

Oracle recommends that you set the clock source to tsc for better performance in virtual
environments (VM) on Linux x86-64.

1. Asthe root user, check if the tsc clock source is available on your system.

# cat /sys/devices/system/clocksource/clocksourcel/available clocksource
kvm-clock tsc acpi_pm

2. Ifthe tsc clock source is available, then set tsc as the current clock source.

# echo "tsc">/sys/devices/system/clocksource/clocksource0/
current clocksource

3. Verify that the current clock source is set to tsc.

# cat /sys/devices/system/clocksource/clocksource0/current clocksource
tsc

4. Using any text editor, append the clocksource directive to the GRUB CMDLINE LINUX line in
the /etc/default/grub file to retain this clock source setting even after a reboot.

GRUB_CMDLINE LINUX="rd.lvm.lv=ol/root rd.lvm.lv=0l/swap rhgb quiet
numa=off transparent hugepage=never clocksource=tsc"

5. Run the following command to update GRUB and ensure that these settings are retained
even after a reboot:

# grub2-mkconfig -o /boot/grub2/grub.cfg
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Installing the cvugdisk RPM for Linux

If you do not use an Oracle Database Preinstallation RPM, and you want to use the
Configuration Verification Utility, then you must install the cvugdisk RPM.

Without cvugdisk, Configuration Verification Utility (CVU) cannot discover shared disks, and
you receive the error message "Package cvuqdisk not installed" when you run Configuration
Verification Utility. Use the cvugdisk RPM for your hardware (for example, x86 64).

1.

Locate the cvugdisk RPM package, which is located in the directory Grid_home/cv/rpm.
Where Grid_home is the Oracle Grid Infrastructure home directory.

Copy the cvugdisk package to each node on the cluster. You should ensure that each
node is running the same version of Linux.

Log in as root.

Use the following command to find if you have an existing version of the cvuqdisk
package:

# rpm -gi cvugdisk

If you have an existing version of cvugdisk, then enter the following command to deinstall
the existing version:

# rpm -e cvuqgdisk

Set the environment variable CVUQDISK_GRP to point to the group that owns cvuqdisk,
typically oinstall. For example:

# CVUQDISK GRP=oinstall; export CVUQDISK GRP

In the directory where you have saved the cvugdisk RPM, use the command rpm -iv
package to install the cvugdisk package. For example:

# rpom -iv cvugdisk-1.0.10-1.rpm

Reviewing HugePages Memory Allocation

Review this information if your operating system has HugePages enabled.

On Linux platform installations, Oracle recommends that you use HugePages to obtain the
best performance for Oracle Databases. When you upgrade Oracle Grid Infrastructure and
Oracle Databases on servers that have HugePages enabled, Oracle recommends that you
review your HugePages memory allocation requirements.

Setting Transparent HugePages to madvise

Transparent HugePages memory is enabled by default with Oracle Linux. However, for optimal
performance, Oracle recommends that you set Transparent HugePages to madvise on all

ORACLE
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Oracle Database servers UEK7 and later kernels and not disable Transparent HugePages as
was recommended in prior releases.

If you install Oracle Database Preinstallation RPM, then it sets Transparent HugePages to
madvise on all Oracle Database servers UEK7 and later kernels.

To set madvise on Transparent HugePages:

1.

For Oracle Linux and Red Hat Enterprise Linux, add or modify the
transparent hugepage=madvise parameterinthe /etc/default/grub file:

GRUB_TIMEOUT=5

GRUB_DISTRIBUTOR="$ (sed 's, release .*$,,g' /etc/system-release)"
GRUB_DEFAULT=saved

GRUB_DISABLE SUBMENU=true

GRUB_TERMINAL OUTPUT="console"

GRUB_CMDLINE LINUX="crashkernel=auto rhgb quiet

transparent hugepage=madvise"

GRUB_DISABLE RECOVERY="true"

# Note:

The file name may vary depending on your operating system and hardware. For
example, on Oracle Cloud Infrastructure (OCI) the grub. cfg file is located at /
boot/efi/EFI/redhat/. Check your operating system documentation for the
exact file name.

Run the grub2-mkconfig command to regenerate the grub. cfg file.

On Oracle Linux 8

# grub2-mkconfig -o /boot/grub2/grub.cfg

On Oracle Linux 9
grub2-mkconfig -o /boot/grub2/grub.cfg --update-bls-cmdline

Restart the system to make the changes permanent. If you do not want to restart your
system, then enter the following command:

# echo madvise >
/sys/kernel/mm/transparent hugepage/enabled

To check if Transparent HugePages is enabled and configured with madvise, run one of
the following commands as the root user:

Oracle Linux kernels:

# cat /sys/kernel/mm/transparent hugepage/enabled

Red Hat Enterprise Linux kernels:

# cat /sys/kernel/mm/redhat transparent hugepage/enabled
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The following is a sample output that shows Transparent HugePages is being used and set
to madvise.

always [madvise] never

Enabling the Name Service Cache Daemon

To allow Oracle Clusterware to better tolerate network failures with NAS devices or NFS
mounts, enable the Name Service Cache Daemon (nscd).

To check to see if nscd is set to load when the system is restarted, enter the command
chkconfig --list nscd. For example:

# chkconfig --list nscd
nscd O:0ff 1l:0ff 2:0ff 3:on 4:0ff 5:0ff 6:0ff

nscd is turned on for run level 3, and turned off for run level 5. The nscd should be turned on
for both run level 3 and run level 5.

To change the configuration to ensure that nscd is on for both run level 3 and run level 5, enter
the following command as root:

# chkconfig --level 35 nscd on

To start up nscd in the current session, enter the command as root:

# service nscd start

To restart nscd with the new setting, enter the following command as root:

# service nscd restart

nscd

systemctl --all |grep nscd
nscd.service loaded active running Name Service Cache Daemon

Verifying the Disk /O Scheduler on Linux 8 and Later Systems

ORACLE

Disk I/0O schedulers reorder, delay, or merge requests for disk I/O to achieve better throughput
and lower latency.

Linux has multiple disk 1/0 schedulers available, including mg-deadline, none, kyber, and bfg
on Oracle Linux 8 and later, RHEL 8 and later, and SUSE Linux Enterprise Server 15 and later
systems. You should consult with your storage vendor for the appropriate I/O scheduler
configuration to achieve best performance on Oracle Automatic Storage Management (Oracle
ASM).

In general, Oracle recommends that you set the /O Scheduler to mg-deadline for rotating
storage devices (HDDs) and to none for non-rotating storage devices such as SSDs and NVMe
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on Oracle Linux 8 and later, RHEL 8 and later, and SUSE Linux Enterprise Server 15 and later
systems.

On all cluster nodes, enter the following command as root to verify the configured disk I/O
scheduler value.

cat /sys/block/${ASM DISK}/queue/scheduler
none [mg-deadline] kyber bfqg

In this example, the default disk I/O scheduler is mg-deadline and ASM DISK is a rotational
Oracle ASM disk device.

# Note:

Contact your storage vendor for more information about how to configure 1/10
scheduler on Linux for your storage devices.

Using Automatic SSH Configuration During Installation

ORACLE

To install Oracle software, configure secure shell (SSH) connectivity between all cluster
member nodes.

Oracle Universal Installer (OUI) uses the ssh and sftp commands during installation to run
remote commands on and copy files to the other cluster nodes. You must configure SSH so
that these commands do not prompt for a password.

# Note:

Oracle configuration assistants use SSH for configuration operations from local to
remote nodes. Oracle Enterprise Manager also uses SSH. RSH is no longer
supported.

You can configure SSH from the OUI interface during installation for the user account running
the installation. The automatic configuration creates passwordless SSH connectivity between
all cluster member nodes. Oracle recommends that you use the automatic procedure if
possible.

To enable the script to run, you must remove stty commands from the profiles of any existing
Oracle software installation owners you want to use, and remove other security measures that
are triggered during a login, and that generate messages to the terminal. These messages,
mail checks, and other displays prevent Oracle software installation owners from using the
SSH configuration script that is built into OUI. If they are not disabled, then SSH must be
configured manually before an installation can be run.

In rare cases, Oracle Clusterware installation can fail during the "AttachHome" operation when
the remote node closes the SSH connection. To avoid this problem, set the timeout wait to
unlimited by setting the following parameter in the SSH daemon configuration file /etc/ssh/
sshd _config on all cluster nodes:

LoginGraceTime 0

4-29



Chapter 4
Setting Network Time Protocol for Cluster Time Synchronization

Setting Network Time Protocol for Cluster Time Synchronization

ORACLE

You can use operating system configured network time protocol (NTP) such as chronyd or
ntpd for time synchronization.

# Note:

Cluster Time Synchronization Service (CTSS) is desupported in Oracle Database
23ai.

To synchronize time between cluster member nodes, use either an operating system
configured network time protocol such as ntp or chrony. To verify that you have
network time synchronization configured, you can use the cluvfy comp clocksync -
n allnodes command.

Oracle Clusterware requires the same time zone environment variable setting on all cluster
nodes. During installation, the installation process picks up the time zone (TZ) environment
variable setting of the Grid installation owner on the node where Oracle Universal Installer
(OUI) runs, and uses that time zone value on all nodes as the default TZ environment variable
setting for all processes managed by Oracle Clusterware. The time zone default is used for
databases, Oracle ASM, and any other managed processes. You can ensure time
synchronization using an operating system configured network time protocol (NTP) such as
chronyd Or ntpd.

# Note:

Before starting the installation of Oracle Grid Infrastructure, Oracle recommends that
you ensure the clocks on all nodes are set to the same time.

Deactivating the NTP Service

To deactivate the Network Time Protocol (NTP) service, you must stop the ntpd and chronyd
services, and disable them from the initialization sequences.

Complete these steps on Oracle Linux 8 and Red Hat Enterprise Linux 8:

1. Run the following commands as the root user to stop the ntpd service:

# systemctl stop ntpd
# systemctl disable ntpd

2. Rename the NTP-related configuration files in the /etc directory.

3. Run the following commands as the root user to stop the chronyd service:

# systemctl stop chronyd
# systemctl disable chronyd

4. Remove the chronyd service configuration file.
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Verifying Digital Signature and Integrity of Installation Archive

Files

ORACLE

Starting with Oracle Database 23ai, Oracle digitally signs the installation archive files with
Oracle certificates to ensure the integrity of the packages before you deploy them in your
environments.

Use the Java utility jarsigner to verify the integrity of your Oracle Database, Oracle
Database Client, Oracle Grid Infrastructure, Oracle Examples, Oracle Gateways, or Oracle
GSM installation archive files. You can verify the integrity of the installation archive files before
you extract the installation files.

Quick Verification

To quickly verify the installation archive files, use the jarsigner command with the -verify
option:

1. Go to the directory where you have downloaded the installation archive files.

2. Run this command to check your installation archive file:

jarsigner -verify installation archive file

For example, to check the Oracle Database gold image:

jarsigner -verify db home.zip

jar verified.

Detailed Certificate Information

If you want detailed certificate information, then use the -verbose: summary and -certs
along with the -verify option.

1. Go to the directory where you have downloaded the installation archive files.

2. Run this command to check your installation archive file:

jarsigner -verify -verbose:summary -certs installation archive file

For example, to check the Oracle Database gold image:

jarsigner -verify -verbose:summary -certs db _home.zip

The output is similar to the following:
2237119 Fri Feb 17 07:02:30 UTC 2023 META-INF/MANIFEST.MF
>>> Signer
X.509, CN="Oracle America, Inc.", 0O="Oracle America, Inc.",

L=Redwood City, ST=California, C=US
[
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Signature algorithm: SHA256withRSA, 3072-bit key

[certificate is valid from 8/19/21 12:00 AM to 8/19/23 11:59 PM]

X.509, CN=DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CAI,
O="DigiCert, Inc.", C=US

[

Signature algorithm: SHA384withRSA, 4096-bit key

[certificate is valid from 4/29/21 12:00 AM to 4/28/36 11:59 PM]

X.509, CN=DigiCert Trusted Root G4, 0=DigiCert Inc, C=US

[

Signature algorithm: SHA384withRSA, 4096-bit key

[trusted certificate]

>>> TSA

X.509, CN=DigiCert Timestamp 2022 - 2, 0=DigiCert, C=US

[

Signature algorithm: SHA256withRSA, 4096-bit key

[certificate 1is valid from 9/21/22 12:00 AM to 11/21/33 11:59 PM]

X.509, CN=DigiCert Trusted G4 RSA4096 SHA256 TimeStamping CA,
O="DigiCert, Inc.", C=US

[

Signature algorithm: SHA256withRSA, 4096-bit key

[certificate is valid from 3/23/22 12:00 AM to 3/22/37 11:59 PM]

X.509, CN=DigiCert Trusted Root G4, 0=DigiCert Inc, C=US

[

Signature algorithm: SHA384withRSA, 4096-bit key

[certificate is valid from 8/1/22 12:00 AM to 11/9/31 11:59 PM]

2237281 Fri Feb 17 07:02:32 UTC 2023 META-INF/ORACLE C.SF (and 1
more)

(Signature related entries)

0 Fri Feb 17 05:41:24 UTC 2023 OPatch/ (and 1897 more)

(Directory entries)
2977 Tue Dec 20 08:02:16 UTC 2022 OPatch/README.txt (and 20199 more)

[entry was signed on 2/17/23 7:02 AM]

>>> Signer

X.509, CN="Oracle America, Inc.", 0="Oracle America, Inc.",
L=Redwood City, ST=California, C=US

[

Signature algorithm: SHA256withRSA, 3072-bit key

[certificate is valid from 8/19/21 12:00 AM to 8/19/23 11:59 PM]

X.509, CN=DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CAI,
O="DigiCert, Inc.", C=US

[

Signature algorithm: SHA384withRSA, 4096-bit key

[certificate is valid from 4/29/21 12:00 AM to 4/28/36 11:59 PM]

X.509, CN=DigiCert Trusted Root G4, 0=DigiCert Inc, C=US

[

Signature algorithm: SHA384withRSA, 4096-bit key

[trusted certificate]

>>> TSA

X.509, CN=DigiCert Timestamp 2022 - 2, 0=DigiCert, C=US

[
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Signature algorithm: SHA256withRSA, 4096-bit key

[certificate 1is valid from 9/21/22 12:00 AM to 11/21/33 11:59 PM]

X.509, CN=DigiCert Trusted G4 RSA4096 SHA256 TimeStamping CA,
O="DigiCert, Inc.", C=US

[

Signature algorithm: SHA256withRSA, 4096-bit key

[certificate is valid from 3/23/22 12:00 AM to 3/22/37 11:59 PM]

X.509, CN=DigiCert Trusted Root G4, 0=DigiCert Inc, C=US

[

Signature algorithm: SHA384withRSA, 4096-bit key

[certificate is valid from 8/1/22 12:00 AM to 11/9/31 11:59 PM]

= signature was verified

= entry is listed in manifest

at least one certificate was found in keystore

= at least one certificate was found in identity scope

[ =}
Il

- Signed by "CN="Oracle America, Inc.", 0="Oracle America, Inc.",
L=Redwood City, ST=California, C=US"

Digest algorithm: SHA-256

Signature algorithm: SHA256withRSA, 3072-bit key

Timestamped by "CN=DigiCert Timestamp 2022 - 2, O=DigiCert, C=US" on Fri

Feb 17 07:02:33 UTC 2023

Timestamp digest algorithm: SHA-256

Timestamp signature algorithm: SHA256withRSA, 4096-bit key

jar verified.

The signer certificate will expire on 2023-08-19.
The timestamp will expire on 2031-11-09.

For more jarsigner options, type jarsigner -h orreview the jarsigner documentation:

jarsigner Reference
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Configuring Networks for Oracle Grid
Infrastructure and Oracle RAC

Check that you have the networking hardware and internet protocol (IP) addresses required for

an Oracle Grid Infrastructure for a cluster installation.

ORACLE

# Note:

If you have a firewall running, ensure that all the required ports are open. See, Port
Numbers and Protocols of Oracle Components for a list of port numbers and
protocols configured for Oracle Database components.

About Oracle Grid Infrastructure Network Configuration Options
Ensure that you have the networking hardware and internet protocol (IP) addresses
required for an Oracle Grid Infrastructure for a cluster installation.

Understanding Network Addresses
During installation, you are asked to identify the planned use for each network interface
that Oracle Universal Installer (OUI) detects on your cluster node.

Network Interface Hardware Minimum Requirements
Review these requirements to ensure that you have the minimum network hardware
technology for Oracle Grid Infrastructure clusters.

Private IP Interface Configuration Requirements
Requirements for private interfaces depend on whether you are using single or multiple
Interfaces.

IPv4 and IPv6 Protocol Requirements
Oracle Grid Infrastructure and Oracle RAC support the standard IPv6 address notations
specified by RFC 2732 and global and site-local IPv6 addresses as defined by RFC 4193.

Oracle Grid Infrastructure IP Name and Address Requirements
Review this information for Oracle Grid Infrastructure IP Name and Address requirements.

Broadcast Requirements for Networks Used by Oracle Grid Infrastructure
Broadcast communications (ARP and UDP) must work properly across all the public and
private interfaces configured for use by Oracle Grid Infrastructure.

Multicast Requirements for Networks Used by Oracle Grid Infrastructure
For each cluster member node, the Oracle mDNS daemon uses multicasting on all
interfaces to communicate with other nodes in the cluster.

Domain Delegation to Grid Naming Service

If you are configuring Grid Naming Service (GNS) for a standard cluster, then before
installing Oracle Grid Infrastructure you must configure DNS to send to GNS any name
resolution requests for the subdomain served by GNS.

Configuration Requirements for Oracle Flex Clusters
Understand Oracle Flex Clusters and their configuration requirements.
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e Grid Naming Service Cluster Configuration Example
Review this example to understand Grid Naming Service configuration.

e Manual IP Address Configuration Example
If you choose not to use GNS, then before installation you must configure public, virtual,
and private IP addresses.

* Network Interface Configuration Options
During installation, you are asked to identify the planned use for each network adapter (or
network interface) that Oracle Universal Installer (OUI) detects on your cluster node.

e Multiple Private Interconnects and Oracle Linux
Review this information for settings for the rp filter parameter for Oracle RAC systems
that use multiple NICs for the private interconnect.

e Creating SCAN Client Data File
Generate a SCAN client data file and copy the file to the SCAN client cluster member node
on which you are installing Oracle Grid Infrastructure.

About Oracle Grid Infrastructure Network Configuration Options

ORACLE

Ensure that you have the networking hardware and internet protocol (IP) addresses required
for an Oracle Grid Infrastructure for a cluster installation.

Oracle Clusterware Networks
An Oracle Clusterware configuration requires at least two interfaces:

e A public network interface, on which users and application servers connect to access data
on the database server.

« A private network interface for internode communication.

You can configure a network interface to use either the IPv4 protocol, or the IPv6 protocol on a
given network. If you use redundant network interfaces (bonded or teamed interfaces), then be
aware that Oracle does not support configuring one interface to support IPv4 addresses and
the other to support IPv6 addresses. You must configure network interfaces of a redundant
interface pair with the same IP protocol.

All the nodes in the cluster must use the same IP protocol configuration. Either all the nodes
use only IPv4, or all the nodes use only IPv6. You cannot have some nodes in the cluster
configured to support only IPv6 addresses, and other nodes in the cluster configured to
support only IPv4 addresses.

The VIP agent supports the generation of IPv6 addresses using the Stateless Address
Autoconfiguration Protocol (RFC 2462), and advertises these addresses with GNS. Run the
srvctl config network command to determine if Dynamic Host Configuration Protocol
(DHCP) or stateless address autoconfiguration is being used.

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

See the Certify page on My Oracle Support for the most up-to-date information about

supported network protocols and hardware for Oracle RAC:

https://support.oracle.com
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Understanding Network Addresses

During installation, you are asked to identify the planned use for each network interface that
Oracle Universal Installer (OUI) detects on your cluster node.

Identify each interface as a public or private interface, or as an interface that you do not want
Oracle Grid Infrastructure or Oracle ASM to use. Public and virtual internet protocol (VIP)
addresses are configured on public interfaces. Private addresses are configured on private
interfaces.

e About the Public IP Address
The public IP address is assigned dynamically using Dynamic Host Configuration Protocol
(DHCP), or defined statically in a Domain Name System (DNS) or in a hosts file.

e About the Private IP Address
Oracle Clusterware uses interfaces marked as private for internode communication.

e About the Virtual IP Address
The virtual IP (VIP) address is registered in the grid naming service (GNS), the DNS, or in
a hosts file.

e About the Grid Naming Service (GNS) Virtual IP Address
The GNS virtual IP address is a static IP address configured in the Domain Name System
(DNS).

e About the SCAN
Oracle Database clients connect to the database using a Single Client Access Name
(SCAN). The SCAN is optional for most deployments.

e About Shared SCAN
Shared SCAN provides the capability to share SCAN VIPs across multiple clusters, thus
reducing the number of IP addresses that must be assigned when deploying Oracle
Clusters.

About the Public IP Address

The public IP address is assigned dynamically using Dynamic Host Configuration Protocol
(DHCP), or defined statically in a Domain Name System (DNS) or in a hosts file.

The public IP address uses the public interface (the interface with access available to clients).
The public IP address is the primary address for a cluster member node, and should be the
address that resolves to the name returned when you enter the command hostname.

If you configure IP addresses manually, then avoid changing host names after you complete
the Oracle Grid Infrastructure installation, including adding or deleting domain qualifications. A
node with a new host name is considered a new host, and must be added to the cluster. A
node under the old name appears to be down until it is removed from the cluster.

About the Private IP Address

ORACLE

Oracle Clusterware uses interfaces marked as private for internode communication.

Each cluster node must have an interface that you identify during installation as a private
interface. Private interfaces must have addresses configured for the interface itself, but no
additional configuration is required. Oracle Clusterware uses the interfaces you identify as
private for the cluster interconnect. If you identify multiple interfaces during information for the
private network, then Oracle Clusterware configures them with Redundant Interconnect Usage.
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Any interface that you identify as private must be on a subnet that connects to every node of
the cluster. Oracle Clusterware uses all the interfaces you identify for use as private interfaces.

For the private interconnects, because of Cache Fusion and other traffic between nodes,
Oracle strongly recommends using a physically separate, private network. If you configure
addresses using a DNS, then you should ensure that the private IP addresses are reachable
only by the cluster nodes.

You can choose multiple interconnects either during installation or postinstallation using the
oifcfg setif command.

After installation, if you modify the interconnect for Oracle Real Application Clusters (Oracle
RAC) with the CLUSTER INTERCONNECTS initialization parameter, then you must change the
interconnect to a private IP address, on a subnet that is not used with a public IP address, nor
marked as a public subnet by oifcfg. Oracle does not support changing the interconnect to an
interface using a subnet that you have designated as a public subnet.

You should not use a firewall on the network with the private network IP addresses, because
this can block interconnect traffic.

About the Virtual IP Address

The virtual IP (VIP) address is registered in the grid naming service (GNS), the DNS, or in a
hosts file.

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

# Note:

Starting with Oracle Grid Infrastructure 18c, using VIP is optional for Oracle
Clusterware deployments. You can specify VIPs for all or none of the cluster nodes.
However, specifying VIPs for selected cluster nodes is not supported.

Select an address for your VIP that meets the following requirements:

e The IP address and host name are currently unused (it can be registered in a DNS, but
should not be accessible by a ping command)

e The VIP is on the same subnet as your public interface

If you are not using Grid Naming Service (GNS), then determine a virtual host name for each
node. A virtual host name is a public node name that reroutes client requests sent to the node
if the node is down. Oracle Database uses VIPs for client-to-database connections, so the VIP
address must be publicly accessible. Oracle recommends that you provide a name in the
format hostname-vip. For example: myclstr2-vip.

About the Grid Naming Service (GNS) Virtual IP Address

The GNS virtual IP address is a static IP address configured in the Domain Name System
(DNS).
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# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

The highly-available GNS provides the ability to run multiple GNS instances in a
multi-cluster environment with different roles. This feature is being deprecated. There
is no replacement.

The DNS delegates queries to the GNS virtual IP address, and the GNS daemon responds to
incoming name resolution requests at that address. Within the subdomain, the GNS enables
the cluster to map host names and IP addresses dynamically as nodes are added and
removed from the cluster, without requiring additional host configuration in the DNS.

To enable GNS, you must have your network administrator provide a set of IP addresses for a
subdomain assigned to the cluster (for example, grid.example.com), and delegate DNS
requests for that subdomain to the GNS virtual IP address for the cluster, which GNS serves.
DHCP provides the set of IP addresses to the cluster. DHCP must be available on the public
network for the cluster.

Related Topics

e Oracle Clusterware Administration and Deployment Guide

About the SCAN

ORACLE

Oracle Database clients connect to the database using a Single Client Access Name (SCAN).
The SCAN is optional for most deployments.

The SCAN and its associated IP addresses provide a stable name for clients to use for
connections, independent of the nodes that make up the cluster. SCAN addresses, virtual IP
addresses, and public IP addresses must all be on the same subnet.

The SCAN is a virtual IP name, similar to the names used for virtual IP addresses, such as
nodel-vip. However, unlike a virtual IP, the SCAN is associated with the entire cluster, rather
than an individual node, and associated with multiple IP addresses, not only one address.

The SCAN resolves to multiple IP addresses reflecting multiple listeners in the cluster that
handle public client connections. When a client submits a request, the SCAN listener listening
on a SCAN IP address and the SCAN port is made available to a client. Because all services
on the cluster are registered with the SCAN listener, the SCAN listener replies with the address
of the local listener on the least-loaded node where the service is currently being offered.
Finally, the client establishes connection to the service through the listener on the node where
service is offered. All of these actions take place transparently to the client without any explicit
configuration required in the client.

During installation, listeners are created. These SCAN listeners listen on the SCAN IP
addresses. The SCAN listeners are started on nodes determined by Oracle Clusterware.
Oracle Net Services routes application requests to the least-loaded instance providing the
service. Because the SCAN addresses resolve to the cluster, rather than to a node address in
the cluster, nodes can be added to or removed from the cluster without affecting the SCAN
address configuration. The SCAN listener also supports HTTP protocol for communication with
Oracle XML Database (XDB).

The SCAN should be configured so that it is resolvable either by using Grid Naming Service
(GNS) within the cluster, or by using Domain Name Service (DNS) resolution. For high
availability and scalability, Oracle recommends that you configure the SCAN name so that it
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resolves to three IP addresses. Ensure that the SCAN resolves to at least one IP address.
However, configuring less than the recommended three IP addresses may impact the
availability to connect to the cluster.

If you specify a GNS domain, then the SCAN name defaults to clustername-

scan.cluster name.GNS domain. Otherwise, it defaults to clustername-scan.current domain.
For example, if you start Oracle Grid Infrastructure installation from the server nodel, the
cluster name is mycluster, and the GNS domain is grid.example.com, then the SCAN Name
is mycluster-scan.mycluster.grid.example.com.

The database registers with the SCAN listener through the remote listener parameter in the
init.ora file. The REMOTE LISTENER parameter must be set to SCAN: PORT. Do not set it to a
TNSNAMES alias with a single address for the SCAN, for example, using HOST= SCAN name.

Provide SCAN addresses for client access to the cluster. These addresses must be configured
as round robin addresses on the domain name service (DNS), if DNS is used. Oracle
recommends that you supply three SCAN addresses.

Identify public and private interfaces. Oracle Universal Installer configures public interfaces for
use by public and virtual IP addresses, and configures private IP addresses on private
interfaces. The private subnet that the private interfaces use must connect all the nodes you
intend to have as cluster members. The SCAN must be in the same subnet as the public
interface.

Related Topics

* Oracle Real Application Clusters Administration and Deployment Guide

About Shared SCAN

Shared SCAN provides the capability to share SCAN VIPs across multiple clusters, thus
reducing the number of IP addresses that must be assigned when deploying Oracle Clusters.

In earlier versions of the Oracle Clusterware, SCAN VIPs were configured on a per cluster
basis. With shared SCAN, the same SCAN is used among multiple clusters, so that only one of
these clusters runs SCAN listeners. The databases of all clusters use the SCAN VIPs of this
cluster, for all their database connections. Each cluster has its own set of ports, instead of
SCAN VIPs. Clusters using shared SCAN can name their database services as desired,
without naming conflicts if one or more of these clusters are configured with services of the
same name.

Network Interface Hardware Minimum Requirements

ORACLE

Review these requirements to ensure that you have the minimum network hardware
technology for Oracle Grid Infrastructure clusters.

Public Network for Each Node

Public networks provide access to clients for database services. Public networks must meet
these minimum requirements:

e Adapters: Each node must have at least one public network adapter or network interface
cards (NIC).

Oracle supports the use of link aggregations, bonded, trunked or teamed networks for
improved bandwidth and high availability.

5-6



ORACLE

Chapter 5
Network Interface Hardware Minimum Requirements

# Note:

Refer to the My Oracle Support Note 2646289.1 for a list of supported bonding
modes.

e Protocol: Each public interface must support TCP/IP.

Private Network for Each Node

Private networks (also called interconnects) are networks that only cluster member nodes can
access. They use switches for connections. Private networks must meet these minimum
requirements:

e Adapters: Each node must have at least one private network adapter or network interface
cards (NIC).

Oracle recommends that you configure interconnects using Redundant Interconnect
Usage, in which multiple network adapters are configured with addresses in the link-local
range to provide highly available IP (HAIP) addresses for the interconnect. You can
configure Redundant Interconnect Usage either during installation, or after installation by
using Oracle Interface Configuration Tool (OIFCFG), to provide improved bandwidth and
high availability.

Oracle also supports the use of link aggregations, bonded, trunked or teamed networks for
improved bandwidth and high availability.

e Protocol: User datagram protocol (UDP) using high-speed network adapters and switches
that support TCP/IP, or Reliable Datagram Sockets (RDS) with Infiniband.

Switches: You must use switches for interconnects that support TCP/IP. Oracle
recommends that you use dedicated switches. The minimum switch speed is 1 Gigabit
Ethernet.

Oracle recommends that you configure Jumbo Frames with an MTU size of 9000
(MTU=9000) on your private network.

# Note:

When configuring Jumbo Frames, ensure that all the components of the private
network including host adapters, network drivers, and switches support using
Jumbo Frames.

Local Area Network Technology

Oracle does not support token-rings or crossover cables for the interconnect. Oracle supports
Jumbo Frames and Infiniband. When you use Infiniband on the interconnect, Oracle supports
using the RDS protocol.

If you have a shared Ethernet VLAN deployment, with shared physical adapter, ensure that
you apply standard Ethernet design, deployment, and monitoring best practices to protect
against cluster outages and performance degradation due to common shared Ethernet switch
network events.

Storage Networks

Oracle Automatic Storage Management and Oracle Real Application Clusters require network-
attached storage.
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Oracle Automatic Storage Management (Oracle ASM): The network interfaces used for Oracle
Clusterware files are also used for Oracle ASM.

Third-party storage: Oracle recommends that you configure additional interfaces for storage.

Related Topics
e My Oracle Support Note 2646289.1

Private IP Interface Configuration Requirements

ORACLE

Requirements for private interfaces depend on whether you are using single or multiple
Interfaces.

Network Requirements for Single Interface Private Network Clusters

» Each node's private interface for interconnects must be on the same subnet.
e The subnet must connect to every node of the cluster.

For example, if the private interfaces have a subnet mask of 255.255.255.0, then your
private network is in the range 192.168.0.0--192.168.0.255, and your private addresses
must be in the range of 192.168.0.[0-255]. If the private interfaces have a subnet mask of
255.255.0.0, then your private addresses can be in the range of 192.168.[0-255].[0-255]

e Both IPv4 and IPv6 addresses are supported.

Network Requirements for Redundant Interconnect Usage Clusters

With Redundant Interconnect Usage, you can identify multiple interfaces to use for the cluster
private network, without the need of using bonding or other technologies.

When you define multiple interfaces, Oracle Clusterware creates from one to four highly
available IP (HAIP) addresses. Oracle RAC and Oracle Automatic Storage Management
(Oracle ASM) instances use these interface addresses to ensure highly available, load-
balanced interface communication between nodes. The installer enables Redundant
Interconnect Usage to provide a high availability private network. By default, Oracle Grid
Infrastructure software uses all of the HAIP addresses for private network communication,
providing load-balancing across the set of interfaces you identify for the private network. If a
private interconnect interface fails or become non-communicative, then Oracle Clusterware
transparently moves the corresponding HAIP address to one of the remaining functional
interfaces.

e Each private interface should be on a different subnet.

e Each cluster member node must have an interface on each private interconnect subnet,
and these subnets must connect to every node of the cluster.

For example, you can have private networks on subnets 192.168.0 and 10.0.0, but each
cluster member node must have an interface connected to the 192.168.0 and 10.0.0
subnets.

e Endpoints of all designated interconnect interfaces must be completely reachable on the
network. There should be no node that is not connected to every private network interface.

You can test if an interconnect interface is reachable using ping.

¢ You can use IPv4 and IPv6 addresses for the interfaces with Oracle Clusterware
Redundant interconnects.
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# Note:

During installation, you can define up to four interfaces for the private network. The
number of HAIP addresses created during installation is based on both physical and
logical interfaces configured for the network adapter. After installation, you can define
additional interfaces. If you define more than four interfaces as private network
interfaces, then be aware that Oracle Clusterware activates only four of the interfaces
at a time. However, if one of the four active interfaces fails, then Oracle Clusterware
transitions the HAIP addresses configured to the failed interface to one of the reserve
interfaces in the defined set of private interfaces.

Related Topics

e Oracle Clusterware Administration and Deployment Guide

IPv4 and IPv6 Protocol Requirements

ORACLE

Oracle Grid Infrastructure and Oracle RAC support the standard IPv6 address notations
specified by RFC 2732 and global and site-local IPv6 addresses as defined by RFC 4193.

Configuring Public VIPs

Cluster member node interfaces can be configured to use IPv4, IPv6, or both types of Internet
protocol addresses. During installation, you can configure VIPs for a given public network as
IPv4 or IPv6 types of addresses. You can configure an IPv6 cluster by selecting VIP and SCAN
names that resolve to addresses in an IPv6 subnet for the cluster, and selecting that subnet as
public during installation. After installation, you can also configure cluster member nodes with a
mixture of IPv4 and IPv6 addresses.

If you install using static virtual IP (VIP) addresses in an IPv4 cluster, then the VIP names you
supply during installation should resolve only to IPv4 addresses. If you install using static IPv6
addresses, then the VIP names you supply during installation should resolve only to IPv6
addresses.

During installation, you cannot configure the cluster with VIP and SCAN names that resolve to
both IPv4 and IPv6 addresses. You cannot configure VIPs and SCANS on some cluster
member nodes to resolve to IPv4 addresses, and VIPs and SCANSs on other cluster member
nodes to resolve to IPv6 addresses. Oracle does not support this configuration.

Configuring Private IP Interfaces (Interconnects)

You can configure the private network either as an IPv4 network or IPv6 network.

Redundant Network Interfaces

If you configure redundant network interfaces for a public or VIP node name, then configure
both interfaces of a redundant pair to the same address protocol. Also ensure that private IP
interfaces use the same IP protocol. Oracle does not support names using redundant interface
configurations with mixed IP protocols. You must configure both network interfaces of a
redundant pair with the same IP protocol.

GNS

Oracle Grid Infrastructure supports IPv4 DHCP addresses, and IPv6 addresses configured
with the Stateless Address Autoconfiguration protocol, as described in RFC 2462.
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# Note:

Link-local and site-local IPv6 addresses as defined in RFC 1884 are not supported.

Oracle Grid Infrastructure IP Name and Address Requirements

Review this information for Oracle Grid Infrastructure IP Name and Address requirements.

For small clusters, you can use a static configuration of IP addresses. For large clusters,
manually maintaining the large number of required IP addresses becomes too cumbersome.
Use Oracle Grid Naming Service with large clusters to ease network administration costs.

e About Oracle Grid Infrastructure Name Resolution Options
Before starting the installation, you must have at least two interfaces configured on each
node: One for the private IP address, and one for the public IP address.

e Cluster Name and SCAN Requirements
Review this information before you select the cluster name and SCAN.

e |P Name and Address Requirements For Grid Naming Service (GNS)
Review this information for IP name and address requirements for Grid Naming Service
(GNS).

e |P Name and Address Requirements for Manual Configuration of Cluster

For Oracle Flex Clusters, configure static cluster node names and addresses if you do not
enable GNS.

e Confirming the DNS Configuration for SCAN
Use the ns1ookup command to confirm that the DNS is correctly associating the SCAN

with the addresses.

About Oracle Grid Infrastructure Name Resolution Options

ORACLE

Before starting the installation, you must have at least two interfaces configured on each node:
One for the private IP address, and one for the public IP address.

During installation, you are asked to identify the planned use for each network interface that
Oracle Universal Installer (OUI) detects on your cluster node. Identify each interface as a
public or private interface, or as an interface that you do not want Oracle Grid Infrastructure or
Oracle ASM to use. Public and virtual internet protocol (VIP) addresses are configured on
public interfaces. Private addresses are configured on private interfaces.

# Note:

All name servers in the DNS configuration for a cluster must resolve to all host
names used in the cluster, such as cluster node host name, VIP host name, and
SCAN host name.

Configure IP addresses with one of the following options:

Dynamic IP address assignment using Oracle Grid Naming Service (GNS)

If you select this option, then network administrators delegate a subdomain that GNS resolves.
GNS requirements are different depending on how you configure zone delegation. If you
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configure GNS with zone delegation, then GNS is delegated a domain for which it resolves
service requests. If you configure GNS without zone delegation, then GNS has a virtual IP
address that is resolved by a DNS.

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

For GNS with zone delegation:

e For IPv4, a DHCP service running on the public network the cluster uses
e For IPv6, an autoconfiguration service running on the public network the cluster uses

e Enough addresses on the DHCP server to provide one IP address for each node, and
three IP addresses for the cluster used by the Single Client Access Name (SCAN) for the
cluster

Static IP address assignment using DNS or host file resolution

If you select this option, then network administrators assign a fixed IP address for each
physical host name in the cluster, and for IPs for VIPs managed by Oracle Clusterware. In
addition, either domain name server (DNS) based static name resolution is used for each
node, or host files for both the clusters and clients have to be updated, resulting in limited
SCAN functionality. Selecting this option requires that you request network administration
updates when you modify the cluster.

For GNS without zone delegation, configure a GNS virtual IP address (VIP) for the cluster. To
enable Oracle Flex Cluster, you must at least configure a GNS virtual IP address.

Cluster Name and SCAN Requirements

ORACLE

Review this information before you select the cluster name and SCAN.

Cluster Name and SCAN Requirements
Cluster Name must meet the following requirements:

* The cluster name is case-insensitive, must be unique across your enterprise, must be at
least one character long and no more than 15 characters in length, must be alphanumeric
and may contain hyphens (-). Underscore characters (_) are not allowed.

e The SCAN and cluster name are entered in separate fields during installation, so cluster
name requirements do not apply to the name used for the SCAN, and the SCAN can be
longer than 15 characters. If you enter a domain with the SCAN name, and you want to
use GNS with zone delegation, then the domain must be the GNS domain.

# Note:

Select your cluster name carefully. After installation, you can only change the cluster
name by reinstalling Oracle Grid Infrastructure.
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IP Name and Address Requirements For Grid Naming Service (GNS)

Review this information for IP name and address requirements for Grid Naming Service (GNS).

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

IP Name and Address Requirements For Grid Naming Service (GNS)

If you enable Grid Naming Service (GNS), then name resolution requests to the cluster are
delegated to the GNS, which is listening on the GNS virtual IP address. The domain name
server (DNS) must be configured to delegate resolution requests for cluster names (any names
in the subdomain delegated to the cluster) to the GNS. When a request comes to the domain,
GNS processes the requests and responds with the appropriate addresses for the name
requested. To use GNS, you must specify a static IP address for the GNS VIP address.

IP Name and Address Requirements for Manual Configuration of Cluster

ORACLE

For Oracle Flex Clusters, configure static cluster node names and addresses if you do not
enable GNS.

IP Address Requirements for Static Clusters

Public and virtual IP names must conform with the RFC 952 standard, which allows

alphanumeric characters and hyphens ("-"), but does not allow underscores (*_").

Oracle Clusterware manages private IP addresses in the private subnet on interfaces you
identify as private during the installation interview.

Public IP Address Requirements
The cluster must have a public IP address for each node, with the following characteristics:
e Static IP address

*  Configured before installation for each node, and resolvable to that node before installation

e Onthe same subnet as all other public IP addresses, VIP addresses, and SCAN
addresses in the cluster

Virtual IP Address Requirements
The cluster must have a virtual IP address for each node, with the following characteristics:

e Static IP address
«  Configured before installation for each node, but not currently in use

e Onthe same subnet as all other public IP addresses, VIP addresses, and SCAN
addresses in the cluster

Single Client Access Name Requirements

The cluster must have a Single Client Access Name (SCAN) for the cluster, with the following
characteristics:
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e Three static IP addresses configured on the domain name server (DNS) before installation
so that the three IP addresses are associated with the name provided as the SCAN, and
all three addresses are returned in random order by the DNS to the requestor

» Configured before installation in the DNS to resolve to addresses that are not currently in
use

e Given addresses on the same subnet as all other public IP addresses, VIP addresses, and
SCAN addresses in the cluster

« Given a name conforms with the RFC 952 standard, which allows alphanumeric characters
and hyphens ("-"), but does not allow underscores (*_")

Private IP Address Requirements
The cluster must have a private IP address for each node, with the following characteristics:

e  Static IP address

e Configured before installation, but on a separate, private network, with its own subnet, that
is not resolvable except by other cluster member nodes

The SCAN is a name used to provide service access for clients to the cluster. Because the
SCAN is associated with the cluster as a whole, rather than to a particular node, the SCAN
makes it possible to add or remove nodes from the cluster without needing to reconfigure
clients. It also adds location independence for the databases, so that client configuration does
not have to depend on which nodes are running a particular database. Clients can continue to
access the cluster in the same way as with previous releases, but Oracle recommends that
clients accessing the cluster use the SCAN.

# Note:

The SCAN and cluster name are entered in separate fields during installation, so
cluster name requirements do not apply to the SCAN name.

Oracle strongly recommends that you do not configure SCAN VIP addresses in the
hosts file. Use DNS resolution for SCAN VIPs. If you use the hosts file to resolve
SCANSs, then the SCAN can resolve to one IP address only.

Configuring SCANSs in a DNS or a hosts file is the only supported configuration.
Configuring SCANSs in a Network Information Service (NIS) is not supported.

Confirming the DNS Configuration for SCAN

ORACLE

Use the ns1ookup command to confirm that the DNS is correctly associating the SCAN with
the addresses.

< Note:

All name servers in the DNS configuration for a cluster must resolve to all host
names used in the cluster, such as cluster node host name, VIP host name, and
SCAN host name.
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The following example shows how to use the ns1ookup command to confirm that the DNS is
correctly associating the SCAN with the addresses:

root@nodel]$ nslookup mycluster-scan

Server: dns.example.com
Address: 192.0.2.001

Name: mycluster-scan.example.com
Address: 192.0.2.201

Name: mycluster-scan.example.com
Address: 192.0.2.202

Name: mycluster-scan.example.com

Address: 192.0.2.203

After installation, when a client sends a request to the cluster, the Oracle Clusterware SCAN
listeners redirect client requests to servers in the cluster.

Oracle strongly recommends that you do not configure SCAN VIP addresses in the hosts file.
Use DNS resolution for SCAN VIPs. If you use the hosts file to resolve SCANSs, then the SCAN
can resolve to one IP address only.

Configuring SCANSs in a DNS or a hosts file is the only supported configuration. Configuring
SCANSs in a Network Information Service (NIS) is not supported.

Broadcast Requirements for Networks Used by Oracle Grid
Infrastructure

Broadcast communications (ARP and UDP) must work properly across all the public and
private interfaces configured for use by Oracle Grid Infrastructure.

The broadcast must work across any configured VLANSs as used by the public or private
interfaces.

When configuring public and private network interfaces for Oracle RAC, you must enable
Address Resolution Protocol (ARP). Highly Available IP (HAIP) addresses do not require ARP
on the public network, but for VIP failover, you need to enable ARP. Do not configure NOARP.

Multicast Requirements for Networks Used by Oracle Grid
Infrastructure

ORACLE

For each cluster member node, the Oracle mDNS daemon uses multicasting on all interfaces
to communicate with other nodes in the cluster.

Multicast Requirements for Networks Used by Oracle Grid Infrastructure

Multicasting is required on the private interconnect. For this reason, at a minimum, you must
enable multicasting for the cluster:

* Across the broadcast domain as defined for the private interconnect
* Onthe IP address subnet ranges 224.0.0.0/24 and optionally 230.0.1.0/24

You do not need to enable multicast communications across routers.
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Domain Delegation to Grid Naming Service

If you are configuring Grid Naming Service (GNS) for a standard cluster, then before installing
Oracle Grid Infrastructure you must configure DNS to send to GNS any name resolution
requests for the subdomain served by GNS.

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

The highly-available GNS provides the ability to run multiple GNS instances in a
multi-cluster environment with different roles. This feature is being deprecated. There
is no replacement.

e Choosing a Subdomain Name for Use with Grid Naming Service
To implement GNS, your network administrator must configure the DNS to set up a domain
for the cluster, and delegate resolution of that domain to the GNS VIP.

Choosing a Subdomain Name for Use with Grid Naming Service

To implement GNS, your network administrator must configure the DNS to set up a domain for
the cluster, and delegate resolution of that domain to the GNS VIP.

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

Requirements for Choosing a Subdomain Name for Use with GNS

You can use a separate domain, or you can create a subdomain of an existing domain for the
cluster. The subdomain name can be any supported DNS name such as sales-
cluster.rac.com.

Oracle recommends that the subdomain name is distinct from your corporate domain. For
example, if your corporate domain is mycorp.example.com, the subdomain for GNS might be
rac-gns.mycorp.example.com.

If the subdomain is not distinct, then it should be for the exclusive use of GNS. For example, if
you delegate the subdomain mydomain.example.com to GNS, then there should be no other
domains that share it such as labl.mydomain.example.com.

Configuration Requirements for Oracle Flex Clusters

Understand Oracle Flex Clusters and their configuration requirements.

e Understanding Oracle Flex Clusters
Starting with Oracle Grid Infrastructure 12c Release 2 (12.2), Oracle Grid Infrastructure
cluster configurations are Oracle Flex Clusters deployments.
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e About Oracle Flex ASM Clusters Networks
Oracle ASM is configured as part of an Oracle Flex Cluster installation within Oracle Grid
Infrastructure to provide storage services.

*  General Requirements for Oracle Flex Cluster Configuration
Review this information about network requirements for Oracle Flex Cluster configuration.

e Oracle Flex Cluster DHCP-Assigned Virtual IP (VIP) Addresses
Configure cluster node VIP names for all the cluster nodes.

e Oracle Flex Cluster Manually-Assigned Addresses
Review this information to manually assign cluster node VIP names for the cluster nodes.

Understanding Oracle Flex Clusters

Starting with Oracle Grid Infrastructure 12c Release 2 (12.2), Oracle Grid Infrastructure cluster
configurations are Oracle Flex Clusters deployments.

Oracle Grid Infrastructure installed in an Oracle Flex Cluster configuration is a scalable,
dynamic, robust network of nodes. Oracle Flex Clusters provide a platform for Oracle Real
Application Clusters databases with large numbers of nodes, to support massive parallel query
operations. Oracle Flex Clusters also provide a platform for other service deployments that
require coordination and automation for high availability.

All nodes in an Oracle Flex Cluster belong to a single Oracle Grid Infrastructure cluster. This
architecture centralizes policy decisions for deployment of resources based on application
needs, to account for various service levels, loads, failure responses, and recovery. Nodes in
Oracle Flex Clusters are tightly connected, and have direct access to shared storage

About Oracle Flex ASM Clusters Networks

ORACLE

Oracle ASM is configured as part of an Oracle Flex Cluster installation within Oracle Grid
Infrastructure to provide storage services.

Oracle Flex ASM enables an Oracle ASM instance to run on a separate physical server from
the database servers. Many Oracle ASM instances can be clustered to support numerous
database clients. Each Oracle Flex ASM cluster has its own name that is globally unique within
the enterprise.

You can consolidate all the storage requirements into a single set of disk groups. All these disk
groups are managed by a small set of Oracle ASM instances running in a single Oracle Flex
Cluster.

Every Oracle Flex ASM cluster has one or more cluster nodes on which Oracle ASM instances
are running.

Oracle Flex ASM can use either the same private networks as Oracle Clusterware, or use its
own dedicated private networks. Each network can be classified PUBLIC, ASM & PRIVATE,
PRIVATE, OF ASM.

The Oracle ASM network can be configured during installation, or configured or modified after
installation.

About Oracle Flex ASM Cluster Configuration on Cluster Nodes
Oracle Flex ASM cluster nodes can be configured with the following characteristics:

e Are similar to prior release Oracle Grid Infrastructure cluster member nodes, as all servers
configured with the cluster node role are peers.
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* Have direct connections to the Oracle ASM disks.
* Run a Direct ASM client process.

* Run an Oracle ASM Filter Driver, part of whose function is to provide cluster fencing
security for the Oracle Flex ASM cluster.

* Respond to service requests delegated to them through the global Oracle ASM listener
configured for the Oracle Flex ASM cluster, which designates three of the Oracle Flex ASM
cluster member node listeners as remote listeners for the Oracle Flex ASM cluster.

« Can provide database clients that are running on nodes of the Oracle ASM cluster remote
access to Oracle ASM for metadata, and allow database clients to perform block 1/0
operations directly to Oracle ASM disks. The hosts running the Oracle ASM server and the
remote database client must both be cluster nodes.

Related Topics

e Oracle Automatic Storage Management Administrator's Guide

General Requirements for Oracle Flex Cluster Configuration
Review this information about network requirements for Oracle Flex Cluster configuration.

Network Requirements for Oracle Flex Cluster Configuration

e You must use Grid Naming Service (GNS) with an Oracle Flex Cluster deployment.
e You must configure the GNS VIP as a static IP address.

e All public network addresses, whether assigned manually or automatically, must be in the
same subnet range.

e All Oracle Flex Cluster addresses must be either static IP addresses, DHCP addresses
assigned through DHCP (IPv4) or autoconfiguration addresses assigned through an
autoconfiguration service (IPv6), registered in the cluster through GNS.

Oracle Flex Cluster DHCP-Assigned Virtual IP (VIP) Addresses

Configure cluster node VIP names for all the cluster nodes.

Requirements for DHCP-Assigned VIP Addresses

If you want to configure DHCP-assigned VIPs, then during installation, configure cluster node
VIP names as follows:

* Automatically Assigned Names: Select the Configure nodes Virtual IPs assigned by the
Dynamic Networks option to allow the installer to assign names to VIP addresses
generated through DHCP automatically. Addresses are assigned through DHCP, and
resolved by GNS. Oracle Clusterware sends DHCP requests with cIient ID nodename-
vip and without a MAC address. You can verify the availability of DHCP addresses using
the cluvfy comp dhcp command.
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Oracle Flex Cluster Manually-Assigned Addresses

Review this information to manually assign cluster node VIP names for the cluster nodes.

Requirements for Manually-Assigned Addresses

If you choose to configure manually-assigned VIPs, then during installation, you must configure
cluster node VIP names for all cluster nodes using one of the following options:

e Manual Names: Enter the host name and virtual IP name for each node manually. The
names you provide must resolve to addresses configured on the DNS. Names must
conform with the RFC 952 standard, which allows alphanumeric characters and hyphens
("-"), but does not allow underscores ("_").

e Automatically Assigned Names: Enter string variables for values corresponding to host
names that you have configured on the DNS. String variables allow you to assign a large
number of names rapidly during installation. Configure addresses on the DNS with the
following characteristics:

— Hostname prefix: a prefix string used in each address configured on the DNS for use
by cluster member nodes. For example: mycloud.

— Range: A range of numbers to be assigned to the cluster member nodes, consisting of
a starting node number and an ending node number, designating the end of the range.
For example: 001 and 999.

— Node name suffix: A suffix added after the end of a range number to a public node
name. For example: nd.

— VIP name suffix: A suffix added after the end of a virtual IP node name. For example: -
vip.
Syntax
You can create manual addresses using alphanumeric strings.
Example 5-1 Examples of Manually-Assighed Addresses

mycloud001nd; mycloud046nd; mycloud046-vip; mycloud348nd; mycloud784-vip

Grid Naming Service Cluster Configuration Example

ORACLE

Review this example to understand Grid Naming Service configuration.

# Note:

The Highly Available Grid Naming Service feature of Grid Naming Service (GNS) in
Oracle Grid Infrastructure is deprecated in Oracle Database 23ai.

To use GNS, you must specify a static IP address for the GNS VIP address, and you must
have a subdomain configured on your DNS to delegate resolution for that subdomain to the
static GNS IP address.

As nodes are added to the cluster, your organization's DHCP server can provide addresses for
these nodes dynamically. These addresses are then registered automatically in GNS, and GNS
provides resolution within the subdomain to cluster node addresses registered with GNS.

5-18



Table 5-1 Grid Naming Service Cluster Configuration Example

Chapter 5

Manual IP Address Configuration Example

Because allocation and configuration of addresses is performed automatically with GNS, no
further configuration is required. Oracle Clusterware provides dynamic network configuration
as nodes are added to or removed from the cluster. The following example is provided only for
information.

With IPv6 networks, the IPv6 auto configuration feature assigns IP addresses and no DHCP
server is required.

With a two node cluster where you have defined the GNS VIP, after installation you might have
a configuration similar to the following for a two-node cluster, where the cluster name is
mycluster, the GNS parent domain is gns.example.com, the subdomain is
cluster0l.example.com, the 192.0.2 portion of the IP addresses represents the cluster public
IP address subdomain, and 192.168 represents the private IP address subdomain:

Identity Home Node |Host Node Given Name | Type Address Address Resolved By
Assigned By
GNS VIP None Selected by | mycluster- virtual 192.0.2.1 Fixed by net | DNS
Oracle gns- administrator
Clusterware | vip.example.c
om
Node 1 Public | Node 1 nodel nodel public 192.0.2.101 | Fixed GNS
Node 1 VIP Node 1 Selected by | nodel-vip virtual 192.0.2.104 | DHCP GNS
Oracle
Clusterware
Node 1 Node 1 nodel nodel-priv private 192.168.0.1 | Fixed or GNS
Private DHCP
Node 2 Public | Node 2 node2 node2 public 192.0.2.102 | Fixed GNS
Node 2 VIP Node 2 Selected by | node2-vip virtual 192.0.2.105 |DHCP GNS
Oracle
Clusterware
Node 2 Node 2 node2 node2-priv private 192.168.0.2 | Fixed or GNS
Private DHCP
SCANVIP 1 |none Selected by | mycluster- virtual 192.0.2.201 |DHCP GNS
Oracle scan.myclust
Clusterware | er.clusterOl.e
xample.com
SCANVIP 2 | none Selected by | mycluster- virtual 192.0.2.202 |DHCP GNS
Oracle scan.myclust
Clusterware | er.clusterOl.e
xample.com
SCAN VIP 3 | none Selected by | mycluster- virtual 192.0.2.203 |DHCP GNS
Oracle scan.myclust

Clusterware

er.clusterOl.e
xample.com

Manual IP Address Configuration Example

If you choose not to use GNS, then before installation you must configure public, virtual, and
private IP addresses.

ORACLE
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Check that the default gateway can be accessed by a ping command. To find the default
gateway, use the route command, as described in your operating system's help utility.

For example, with a two-node cluster where each node has one public and one private
interface, and you have defined a SCAN domain address to resolve on your DNS to one of
three IP addresses, you might have the configuration shown in the following table for your
network interfaces:

Table 5-2 Manual Network Configuration Example
_______________________________________________________________________________________________|

Identity Home Node Host Node Given Name Type Address Address Resolved By
Assigned By
Node 1 Public Node 1 nodel nodel public 192.0.2.101  Fixed DNS
Node 1VIP  Node 1 Selected by  nodel-vip virtual 192.0.2.104  Fixed DNS and
Oracle hosts file
Clusterware
Node 1 Node 1 nodel nodel-priv private 192.168.0.1  Fixed DNS and
Private hosts file, or
none
Node 2 Public Node 2 node2 node2 public 192.0.2.102  Fixed DNS
Node 2 VIP Node 2 Selected by  node2-vip virtual 192.0.2.105  Fixed DNS and
Oracle hosts file
Clusterware
Node 2 Node 2 node2 node2-priv private 192.168.0.2  Fixed DNS and
Private hosts file, or
none
SCANVIP 1 none Selected by  mycluster- virtual 192.0.2.201  Fixed DNS
Oracle scan
Clusterware
SCANVIP 2 none Selected by  mycluster- virtual 192.0.2.202  Fixed DNS
Oracle scan
Clusterware
SCANVIP 3 none Selected by  mycluster- virtual 192.0.2.203  Fixed DNS
Oracle scan
Clusterware
You do not need to provide a private name for the interconnect. If you want name resolution for
the interconnect, then you can configure private IP names in the hosts file or the DNS.
However, Oracle Clusterware assigns interconnect addresses on the interface defined during
installation as the private interface (ethl, for example), and to the subnet used for the private
subnet.
The addresses to which the SCAN resolves are assigned by Oracle Clusterware, so they are
not fixed to a particular node. To enable VIP failover, the configuration shown in the preceding
table defines the SCAN addresses and the public and VIP addresses of both nodes on the
same subnet, 192.0.2.0/24.
# Note:
All host names must conform to the RFC-952 standard, which permits alphanumeric
characters, but does not allow underscores (*_").
ORACLE
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Network Interface Configuration Options

During installation, you are asked to identify the planned use for each network adapter (or
network interface) that Oracle Universal Installer (OUI) detects on your cluster node.

Each NIC can be configured to perform only one of the following roles:

e Public
¢ Private
« ASM

e ASM & Private
e Do Not Use

Network Interface Configuration Options

You must use the same private adapters for both Oracle Clusterware and Oracle RAC. The
precise configuration you choose for your network depends on the size and use of the cluster
you want to configure, and the level of availability you require. Network interfaces must be at
least 1 GbE, with 10 GbE recommended. Alternatively, use InfiniBand for the interconnect.

If certified Network-attached Storage (NAS) is used for Oracle RAC and this storage is
connected through Ethernet-based networks, then you must have a third network interface for
NAS 1/O. Failing to provide three separate interfaces in this case can cause performance and
stability problems under load.

Redundant interconnect usage cannot protect network adapters used for public
communication. If you require high availability or load balancing for public adapters, then use a
third party solution. Typically, bonding, trunking or similar technologies can be used for this
purpose.

You can enable redundant interconnect usage for the private network by selecting multiple
network adapters to use as private adapters. Redundant interconnect usage creates a
redundant interconnect when you identify more than one network adapter as private.

Multiple Private Interconnects and Oracle Linux

ORACLE

Review this information for settings for the rp filter parameter for Oracle RAC systems that
use multiple NICs for the private interconnect.

With Oracle Linux kernel 2.6.31, which also includes Oracle Unbreakable Enterprise Kernel
2.6.32, a bug has been fixed in the Reverse Path Filtering. As a consequence of this
correction, Oracle RAC systems that use multiple NICs for the private interconnect now require
specific settings for the rp filter parameter. This requirement also applies to all Exadata
systems that are running Linux kernel 2.6.32 and above. Without these rp filter parameter
settings systems, interconnect packets can be blocked or discarded.

The rp filter values set the Reverse Path filter to no filtering (0), to strict filtering (1), or to
loose filtering (2). Set the rp filter value for the private interconnects to either O or 2. Setting
the private interconnect NIC to 1 can cause connection issues on the private interconnect. It is
not considered unsafe to disable or relax this filtering, because the private interconnect should
be on a private and isolated network.
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For example, where ethl and eth2 are the private interconnect NICs, and eth0 is the public
network NIC, set the rp filter of the private address to 2 (loose filtering), the public address
to 1 (strict filtering), using the following entries in /etc/sysctl.conf:

net.ipvéd.conf.eth2.rp filter

Il
NS}

net.ipvéd.conf.ethl.rp filter = 2

net.ipvéd.conf.ethO.rp filter

Il
=

¢ See Also:

https://support.oracle.com/rs?type=doc&id=1286796.1 for more information about
rp filter for multiple private interconnects and Linux Kernel 2.6.32+

Creating SCAN Client Data File

Generate a SCAN client data file and copy the file to the SCAN client cluster member node on
which you are installing Oracle Grid Infrastructure.

1.

ORACLE

As the grid user, create a SCAN listener that is exclusive to this shared SCAN cluster.
$ srvctl add scan listener -clientcluster cluster name

As the root user, create a new Oracle Notification Service (ONS) resource that is specific
to the server cluster.

# srvctl add ons -clientcluster cluster name
The srvctl add ons command assigns an ID to the SCAN.
As the grid user, export the SCAN listener to the client cluster.

$ srvctl export scan listener -clientcluster cluster name -clientdata
file name

Export the ONS resource to the client cluster.
$ srvctl export ons -clientcluster cluster name -clientdata file name
Modify the SCAN listener configuration.

$ srvctl modify scan listener -clientcluster cluster name -invitednodes
new_cluster nodes -update

Start the SCAN listener.

$ srvctl start scan listener -clientcluster cluster name
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Configuring Users, Groups and Environments
for Oracle Grid Infrastructure and Oracle
Database

Before installation, create operating system groups and users, and configure user
environments.

Creating Groups, Users and Paths for Oracle Grid Infrastructure

Log in as root, and use the following instructions to locate or create the Oracle Inventory
group, and create a Oracle Grid Infrastructure software owner, and Oracle home
directories.

Oracle Installations with Standard and Job Role Separation Groups and Users
A job role separation configuration of Oracle Database and Oracle ASM is a configuration
with groups and users to provide separate groups for operating system authentication.

Creating Operating System Privileges Groups
The following sections describe how to create operating system groups for Oracle Grid
Infrastructure and Oracle Database:

Creating Operating System Oracle Installation User Accounts
Before starting installation, create Oracle software owner user accounts, and configure
their environments.

Configuring Grid Infrastructure Software Owner User Environments
Understand the software owner user environments to configure before installing Oracle
Grid Infrastructure.

Enabling Intelligent Platform Management Interface (IPMI)

Intelligent Platform Management Interface (IPMI) provides a set of common interfaces to
computer hardware and firmware that system administrators can use to monitor system
health and manage the system.

Creating Groups, Users and Paths for Oracle Grid Infrastructure

Log in as root, and use the following instructions to locate or create the Oracle Inventory
group, and create a Oracle Grid Infrastructure software owner, and Oracle home directories.

ORACLE

Oracle software installations require an installation owner, an Oracle Inventory group, which is
the primary group of all Oracle installation owners, and at least one group designated as a
system privileges group. Review group and user options with your system administrator.

Determining If an Oracle Inventory and Oracle Inventory Group Exist

Determine if you have an existing Oracle central inventory, and ensure that you use the
same Oracle Inventory for all Oracle software installations. Also, ensure that all Oracle
software users you intend to use for installation have permissions to write to this directory.

Creating the Oracle Inventory Group If an Oracle Inventory Does Not Exist
If the oraInst.loc file does not exist, then create the Oracle Inventory group.
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e About Oracle Installation Owner Accounts
Select or create an Oracle installation owner for your installation, depending on the group
and user management plan you want to use for your installations.

* Restrictions for Oracle Software Installation Owners
Review the following restrictions for users created to own Oracle software.

* ldentifying an Oracle Software Owner User Account
You must create at least one software owner user account the first time you install Oracle
software on the system. Either use an existing Oracle software user account, or create an
Oracle software owner user account for your installation.

*  About the Oracle Base Directory for the grid User
Review this information about creating the Oracle base directory on each cluster node.

« About the Oracle Home Directory for Oracle Grid Infrastructure Software
Review this information about creating the Oracle home directory location on each cluster
node.

*  About Creating the Oracle Home and Oracle Base Directory
Create Grid home and Oracle base home directories on each cluster node.

Determining If an Oracle Inventory and Oracle Inventory Group Exist

Determine if you have an existing Oracle central inventory, and ensure that you use the same
Oracle Inventory for all Oracle software installations. Also, ensure that all Oracle software
users you intend to use for installation have permissions to write to this directory.

When you install Oracle software on the system for the first time, OUI creates the oraInst.loc
file. This file identifies the name of the Oracle Inventory group (by default, oinstall), and the
path of the Oracle central inventory directory. If you have an existing Oracle central inventory,
then ensure that you use the same Oracle Inventory for all Oracle software installations, and
ensure that all Oracle software users you intend to use for installation have permissions to
write to this directory.

oralnst.loccentral inventory locationgroup

inventory loc=central inventory location
inst group=group

Use the more command to determine if you have an Oracle central inventory on your system.
For example:

# more /etc/oralnst.loc

inventory loc=/ull/app/oralnventory
inst group=oinstall

Use the command grep groupname /etc/group to confirm that the group specified as the
Oracle Inventory group still exists on the system. For example:

$ grep oinstall /etc/group
oinstall:x:54321:grid,oracle
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# Note:

Do not put the oraInventory directory under the Oracle base directory for a new
installation, because that can result in user permission errors for other installations.

Creating the Oracle Inventory Group If an Oracle Inventory Does Not Exist

If the oraInst.loc file does not exist, then create the Oracle Inventory group.

Members of the OINSTALL group are granted privileges to write to the Oracle central inventory
(oraInventory), and other system privileges for Oracle installation owner users.

An Oracle installation owner should always have the group you want to have designated as the
OINSTALL group (oinstall) as its primary group. Ensure that this group is available as the
primary group for all planned Oracle software installation owners. By default, if an oraInst.loc
file does not exist and an Oracle central inventory (oraInventory) is not identified, then the
installer designates the primary group of the installation owner running the installation as the
OINSTALL group.

# Note:

For installations on Oracle Clusterware, group and user IDs must be identical on all
nodes in the cluster. Ensure that the group and user IDs you want to use are
available on each cluster member node, and confirm that the primary group for each
Oracle Grid Infrastructure for a cluster installation owner has the same name and
group ID.

The following example creates the oralnventory group oinstall, with the group ID number
54321.

# /usr/sbin/groupadd -g 54321 oinstall

About Oracle Installation Owner Accounts

ORACLE

Select or create an Oracle installation owner for your installation, depending on the group and
user management plan you want to use for your installations.

You must create a software owner for your installation in the following circumstances:

e If an Oracle software owner user does not exist; for example, if this is the first installation of
Oracle software on the system.

« If an Oracle software owner user exists, but you want to use a different operating system
user, with different group membership, to separate Oracle Grid Infrastructure
administrative privileges from Oracle Database administrative privileges.

In Oracle documentation, a user created to own only Oracle Grid Infrastructure software
installations is called the Grid user (grid). This user owns both the Oracle Clusterware and
Oracle Automatic Storage Management binaries. A user created to own either all Oracle
installations, or one or more Oracle database installations, is called the Oracle user (oracle).
You can have only one Oracle Grid Infrastructure installation owner, but you can have different
Oracle users to own different installations.
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Oracle software owners must have the Oracle Inventory group as their primary group, so that
each Oracle software installation owner can write to the central inventory (oralnventory), and
so that OCR and Oracle Clusterware resource permissions are set correctly. The database
software owner must also have the OSDBA group and (if you create them) the OSOPER,
OSBACKUPDBA, OSDGDBA, OSRACDBA, and OSKMDBA groups as secondary groups.

Restrictions for Oracle Software Installation Owners

ORACLE

Review the following restrictions for users created to own Oracle software.

e If you intend to use multiple Oracle software owners for different Oracle Database homes,
then Oracle recommends that you create a separate software owner for Oracle Grid
Infrastructure software (Oracle Clusterware and Oracle ASM), and use that owner to run
the Oracle Grid Infrastructure installation.

e During installation, SSH must be set up between cluster member nodes. SSH can be set
up automatically by Oracle Universal Installer (the installer). To enable SSH to be set up
automatically, create Oracle installation owners without any stty commands in their
profiles, and remove other security measures that are triggered during a login that
generate messages to the terminal. These messages, mail checks, and other displays
prevent Oracle software installation owner accounts from using the SSH configuration
script that is built into the installer. If they are not disabled, then SSH must be configured
manually before an installation can be run.

e If you plan to install Oracle Database or Oracle RAC, then Oracle recommends that you
create separate users for the Oracle Grid Infrastructure and the Oracle Database
installations. If you use one installation owner, then when you want to perform
administration tasks, you must change the value for $ORACLE HOME to the instance you
want to administer (Oracle ASM, in the Oracle Grid Infrastructure home, or the database in
the Oracle home), using command syntax such as the following example,
where /u01/app/23.0.0/grid is the Oracle Grid Infrastructure home:

$ export ORACLE HOME=/u0l/app/23.0.0/grid

e If you try to administer an Oracle home or Grid home instance using sqlplus, 1snrctl, or
asmemd commands while the environment variable $ORACLE HOME is set to a different Oracle
home or Grid home path, then you encounter errors. For example, when you start SRVCTL
from a database home, $ORACLE HOME should be set to that database home, or SRVCTL
fails. The exception is when you are using SRVCTL in the Oracle Grid Infrastructure home.
In that case, SORACLE HOME is ignored, and the Oracle home environment variable does not
affect SRVCTL commands. In all other cases, you must change $ORACLE_HOME to the
instance that you want to administer.

» To create separate Oracle software owners and separate operating system privileges
groups for different Oracle software installations, note that each of these users must have
the Oracle central inventory group (oraInventory group) as their primary group. Members
of this group are granted the OINSTALL system privileges to write to the Oracle central
inventory (oraInventory) directory, and are also granted permissions for various Oracle
Clusterware resources, OCR keys, directories in the Oracle Clusterware home to which
DBAs need write access, and other necessary privileges. Members of this group are also
granted execute permissions to start and stop Clusterware infrastructure resources and
databases. In Oracle documentation, this group is represented as oinstall in code
examples.

e Each Oracle software owner must be a member of the same central inventory
oraInventory group, and they must have this group as their primary group, so that all
Oracle software installation owners share the same OINSTALL system privileges. Oracle
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recommends that you do not have more than one central inventory for Oracle installations.
If an Oracle software owner has a different central inventory group, then you may corrupt
the central inventory.

Identifying an Oracle Software Owner User Account

You must create at least one software owner user account the first time you install Oracle
software on the system. Either use an existing Oracle software user account, or create an
Oracle software owner user account for your installation.

To use an existing user account, obtain the name of an existing Oracle installation owner from
your system administrator. Confirm that the existing owner is a member of the Oracle Inventory

group.

For example, if you know that the name of the Oracle Inventory group is oinstall, then an
Oracle software owner should be listed as a member of oinstall:

$ grep "oinstall" /etc/group
oinstall:x:54321:grid,oracle

You can then use the ID command to verify that the Oracle installation owners you intend to
use have the Oracle Inventory group as their primary group. For example:

$ id oracle

uid=54321 (oracle) gid=54321(oinstall) groups=54321(oinstall),b 54322 (dba),

54323 (oper) , 54324 (backupdba) , 54325 (dgdba) , 54326 (kmdba) , 54327 (asmdba) , 54330 (rac
dba)

$ id grid
uid=54331 (grid) gid=54321 (oinstall) groups=54321(oinstall),
54327 (asmdba) , 54328 (asmoper) , 54329 (asmadmin), 54330 (racdba)

# Note:

For Oracle Restart installations, to successfully install Oracle Database, ensure that
the grid user is a member of the racdba group.

After you create operating system groups, create or modify Oracle user accounts in
accordance with your operating system authentication planning.

About the Oracle Base Directory for the grid User

ORACLE

Review this information about creating the Oracle base directory on each cluster node.

The Oracle base directory for the Oracle Grid Infrastructure installation is the location where
diagnostic and administrative logs, and other logs associated with Oracle ASM and Oracle
Clusterware are stored. For Oracle installations other than Oracle Grid Infrastructure for a
cluster, it is also the location under which an Oracle home is placed.

However, in the case of an Oracle Grid Infrastructure installation, you must create a different
path, so that the path for Oracle bases remains available for other Oracle installations.
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For OUI to recognize the Oracle base path, it must be in the form u[00-99] [00-99] /app, and it
must be writable by any member of the oralnventory (oinstall) group. The OFA path for the
Oracle base is u[00-99] [00-99] /app/user, where user is the name of the software installation
owner. For example:

/u0l/app/grid

# Note:

Oracle home or Oracle base cannot be symlinks, nor can any of their parent
directories, all the way to up to the root directory.

About the Oracle Home Directory for Oracle Grid Infrastructure Software

Review this information about creating the Oracle home directory location on each cluster
node.

The Oracle home for Oracle Grid Infrastructure software (Grid home) should be located in a
path that is different from the Oracle home directory paths for any other Oracle software. The
Optimal Flexible Architecture guideline for a Grid home is to create a path in the form /pm/v/u,
where p is a string constant, m is a unique fixed-length key (typically a two-digit number), v is
the version of the software, and u is the installation owner of the Oracle Grid Infrastructure
software (grid user). During Oracle Grid Infrastructure for a cluster installation, the path of the
Grid home is changed to the root user, so any other users are unable to read, write, or run
commands in that path. For example, to create a Grid home in the standard mount point path
format u[00-99] [00-99] /app/release/qgrid, where release is the release number of the
Oracle Grid Infrastructure software, create the following path:

/u01/app/23.0.0/grid

# Note:

Oracle home or Oracle base cannot be symlinks, nor can any of their parent
directories, all the way to up to the root directory.

During installation, ownership of the entire path to the Grid home is changed to root (/

u01, /u0l/app, /ull/app/23.0.0, /u0l/app/23.0.0/grid). If you do not create a unique path
to the Grid home, then after the Grid install, you can encounter permission errors for other
installations, including any existing installations under the same path. To avoid placing the
application directory in the mount point under root ownership, you can create and select paths
such as the following for the Grid home:

/u01/23.0.0/grid
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Caution:

For Oracle Grid Infrastructure for a cluster installations, note the following restrictions
for the Oracle Grid Infrastructure binary home (Grid home directory for Oracle Grid
Infrastructure):

It must not be placed under one of the Oracle base directories, including the
Oracle base directory of the Oracle Grid Infrastructure installation owner.

It must not be placed in the home directory of an installation owner. These
requirements are specific to Oracle Grid Infrastructure for a cluster installations.

Oracle Grid Infrastructure for a standalone server (Oracle Restart) can be installed
under the Oracle base for the Oracle Database installation.

About Creating the Oracle Home and Oracle Base Directory

Create Grid home and Oracle base home directories on each cluster node.

Oracle recommends that you create Oracle Grid Infrastructure Grid home and Oracle base
homes manually, particularly if you have separate Oracle Grid Infrastructure for a cluster and
Oracle Database software owners, so that you can separate log files for the Oracle Grid
Infrastructure installation owner in a separate Oracle base, and prevent accidental placement
of the Grid home under an Oracle base path. For example:

mkdir
mkdir
mkdir
chown
chown
chmod

S e S e e

-p /u0l/app/23.0.0/grid

-p /u0l/app/grid

-p /u0l/app/oracle

-R grid:oinstall /u01l
oracle:oinstall /ul0l/app/oracle
-R 775 /u01/

# Note:

Placing Oracle Grid Infrastructure for a cluster binaries on a cluster file system is not
supported.

If you plan to install an Oracle RAC home on a shared OCFS2 location, then you
must upgrade OCFS2 to at least version 1.4.1, which supports shared writable maps.

Oracle recommends that you install Oracle Grid Infrastructure locally, on each cluster
member node. Using a shared Grid home prevents rolling upgrades, and creates a
single point of failure for the cluster.

Oracle home or Oracle base cannot be symlinks, nor can any of their parent
directories, all the way to up to the root directory.

Related Topics

e Optimal Flexible Architecture
Oracle Optimal Flexible Architecture (OFA) rules are a set of configuration guidelines
created to ensure well-organized Oracle installations, which simplifies administration,
support and maintenance.

ORACLE
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Oracle Installations with Standard and Job Role Separation
Groups and Users

A job role separation configuration of Oracle Database and Oracle ASM is a configuration with
groups and users to provide separate groups for operating system authentication.

Review the following sections to understand more about a Job Role Separation deployment:

e About Oracle Installations with Job Role Separation
Job role separation requires that you create different operating system groups for each set
of system privileges that you grant through operating system authorization.

* Standard Oracle Database Groups for Database Administrators
Oracle Database has two standard administration groups: OSDBA, which is required, and
OSOPER, which is optional.

* Extended Oracle Database Groups for Job Role Separation
Oracle Database provides an extended set of database groups to grant task-specific
system privileges for database administration.

e Creating an ASMSNMP User
The AsMSNMP user is an Oracle ASM user with privileges to monitor Oracle ASM instances.
You are prompted to provide a password for this user during installation.

* Oracle Automatic Storage Management Groups for Job Role Separation
Oracle Grid Infrastructure operating system groups provide their members task-specific
system privileges to access and to administer Oracle Automatic Storage Management.

About Oracle Installations with Job Role Separation

ORACLE

Job role separation requires that you create different operating system groups for each set of
system privileges that you grant through operating system authorization.

With Oracle Grid Infrastructure job role separation, Oracle ASM has separate operating system
groups that provide operating system authorization for Oracle ASM system privileges for
storage tier administration. This operating system authorization is separated from Oracle
Database operating system authorization. In addition, the Oracle Grid Infrastructure installation
owner provides operating system user authorization for modifications to Oracle Grid
Infrastructure binaries.

With Oracle Database job role separation, each Oracle Database installation has separate
operating system groups to provide authorization for system privileges on that Oracle
Database. Multiple databases can, therefore, be installed on the cluster without sharing
operating system authorization for system privileges. In addition, each Oracle software
installation is owned by a separate installation owner, to provide operating system user
authorization for modifications to Oracle Database binaries. Note that any Oracle software
owner can start and stop all databases and shared Oracle Grid Infrastructure resources such
as Oracle ASM or Virtual IP (VIP). Job role separation configuration enables database security,
and does not restrict user roles in starting and stopping various Oracle Clusterware resources.

You can choose to create one administrative user and one group for operating system
authentication for all system privileges on the storage and database tiers. For example, you
can designate the oracle user to be the installation owner for all Oracle software, and
designate oinstall to be the group whose members are granted all system privileges for
Oracle Clusterware; all system privileges for Oracle ASM; all system privileges for all Oracle
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Databases on the servers; and all 0OINSTALL system privileges for installation owners. This
group must also be the Oracle Inventory group.

If you do not want to use role allocation groups, then Oracle strongly recommends that you use
at least two groups:

* A system privileges group whose members are granted administrative system privileges,
including OSDBA, OSASM, and other system privileges groups.

* Aninstallation owner group (the oraInventory group) whose members are granted Oracle
installation owner system privileges (the 0INSTALL system privilege).

# Note:

To configure users for installation that are on a network directory service such as
Network Information Services (NIS), refer to your directory service documentation.

Related Topics
e Oracle Database Administrator’s Guide

*  Oracle Automatic Storage Management Administrator's Guide

Standard Oracle Database Groups for Database Administrators

Oracle Database has two standard administration groups: OSDBA, which is required, and
OSOPER, which is optional.

e The OSDBA group (typically, dba)

You must create this group the first time you install Oracle Database software on the
system. This group identifies operating system user accounts that have database
administrative privileges (the SYSDBA2 privilege).

If you do not create separate OSDBA, OSOPER, and OSASM groups for the Oracle ASM
instance, then operating system user accounts that have the SYSOPER and SYSASM
privileges must be members of this group. The name used for this group in Oracle code
examples is dba. If you do not designate a separate group as the OSASM group, then the
OSDBA group you define is also by default the OSASM group.

* The OSOPER group for Oracle Database (typically, oper)

OSOPER grants the OPERATOR privilege to start up and shut down the database (the
SYSOPER privilege). By default, members of the OSDBA group have all privileges granted
by the SYSOPER privilege.

Extended Oracle Database Groups for Job Role Separation

ORACLE

Oracle Database provides an extended set of database groups to grant task-specific system
privileges for database administration.

The extended set of Oracle Database system privileges groups are task-specific and less
privileged than the OSDBA/SYSDBA system privileges. They are designed to provide
privileges to carry out everyday database operations. Users granted these system privileges
are also authorized through operating system group membership.

You do not have to create these specific group names, but during interactive and silent
installation, you must assign operating system groups whose members are granted access to
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these system privileges. You can assign the same group to provide authorization for these
privileges, but Oracle recommends that you provide a unique group to designate each
privilege.

The subset of OSDBA job role separation privileges and groups consist of the following:
* OSBACKUPDBA group for Oracle Database (typically, backupdba)

Create this group if you want a separate group of operating system users to have a limited
set of database backup and recovery related administrative privileges (the SYSBACKUP
privilege).

* OSDGDBA group for Oracle Data Guard (typically, dgdba)

Create this group if you want a separate group of operating system users to have a limited
set of privileges to administer and monitor Oracle Data Guard (the SYSDG privilege). To
use this privilege, add the Oracle Database installation owners as members of this group.

The OSKMDBA group for encryption key management (typically, kmdba)

Create this group if you want a separate group of operating system users to have a limited
set of privileges for encryption key management (the SYSKM privilege). To use this
privilege, add the Oracle Database installation owners as members of this group.

«  The OSRACDBA group for Oracle Real Application Clusters Administration (typically,
racdba)

Create this group if you want a separate group of operating system users to have a limited
set of Oracle Real Application Clusters (RAC) administrative privileges (the SYSRAC
privilege). To use this privilege:

— Add the Oracle Database installation owners as members of this group.

— For Oracle Restart configurations, if you have a separate Oracle Grid Infrastructure
installation owner user (grid), then you must also add the grid user as a member of
the OSRACDBA group of the database to enable Oracle Grid Infrastructure
components to connect to the database.

Related Topics
e Oracle Database Administrator’s Guide

e Oracle Database Security Guide

Creating an ASMSNMP User

The AsMSNMP user is an Oracle ASM user with privileges to monitor Oracle ASM instances. You
are prompted to provide a password for this user during installation.

In addition to the OSASM group, whose members are granted the SYSASM system privilege
to administer Oracle ASM, Oracle recommends that you create a less privileged user, ASMSNMP,
and grant that user SYSDBA privileges to monitor the Oracle ASM instance. Oracle Enterprise
Manager uses the ASMSNMP user to monitor Oracle ASM status.

During installation, you are prompted to provide a password for the ASMSNMP user. You can
create an operating system authenticated user, or you can create an Oracle Database user
called asmsnmp. In either case, grant the user SYSDBA privileges.

Oracle Automatic Storage Management Groups for Job Role Separation

Oracle Grid Infrastructure operating system groups provide their members task-specific system
privileges to access and to administer Oracle Automatic Storage Management.
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The OSASM group for Oracle ASM Administration (typically, asmadmin)

Create this group as a separate group to separate administration privileges groups for
Oracle ASM and Oracle Database administrators. Members of this group are granted the
SYSASM system privileges to administer Oracle ASM. In Oracle documentation, the
operating system group whose members are granted privileges is called the OSASM
group, and in code examples, where there is a group specifically created to grant this
privilege, it is referred to as asmadmin.

Oracle ASM can support multiple databases. If you have multiple databases on your
system, and use multiple OSDBA groups so that you can provide separate SYSDBA
privileges for each database, then you should create a group whose members are granted
the OSASM/SYSASM administrative privileges, and create a grid infrastructure user (grid)
that does not own a database installation, so that you separate Oracle Grid Infrastructure
SYSASM administrative privileges from a database administrative privileges group.

Members of the OSASM group can use SQL to connect to an Oracle ASM instance as
SYSASM using operating system authentication. The SYSASM privileges permit mounting
and dismounting disk groups, and other storage administration tasks. SYSASM privileges
provide no access privileges on an RDBMS instance.

If you do not designate a separate group as the OSASM group, but you do define an
OSDBA group for database administration, then by default the OSDBA group you define is
also defined as the OSASM group.

The OSOPER group for Oracle ASM (typically, asmoper)

This is an optional group. Create this group if you want a separate group of operating
system users to have a limited set of Oracle instance administrative privileges (the
SYSOPER for ASM privilege), including starting up and stopping the Oracle ASM instance.
By default, members of the OSASM group also have all privileges granted by the
SYSOPER for ASM privilege.

Creating Operating System Privileges Groups

The following sections describe how to create operating system groups for Oracle Grid
Infrastructure and Oracle Database:

ORACLE

Creating the OSASM Group
If the OSASM group does not exist, or if you require a new OSASM group, then create it.

Creating the OSDBA for ASM Group

You must designate a group as the OSDBA for ASM (asmdba) group during installation.
Members of this group are also allowed to access the Oracle Automatic Storage
Management (Oracle ASM) disk devices.

Creating the OSOPER for ASM Group

You can choose to designate a group as the OSOPER for ASM group (asmoper) during
installation. Members of this group are granted startup and shutdown privileges to Oracle
Automatic Storage Management.

Creating the OSDBA Group for Database Installations

Each Oracle Database requires an operating system group to be designated as the
OSDBA group. Members of this group are granted the SYSDBA system privileges to
administer the database.

Creating an OSOPER Group for Database Installations
Create an OSOPER group only if you want to identify a group of operating system users
with a limited set of database administrative privileges (SYSOPER operator privileges).
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e Creating the OSBACKUPDBA Group for Database Installations
You must designate a group as the OSBACKUPDBA group during installation. Members of
this group are granted the SYSBACKUP privileges to perform backup and recovery
operations using RMAN or SQL*Plus.

e Creating the OSDGDBA Group for Database Installations
You must designate a group as the OSDGDBA group during installation. Members of this
group are granted the SYSDG privileges to perform Data Guard operations.

e Creating the OSKMDBA Group for Database Installations
You must designate a group as the OSKMDBA group during installation. Members of this
group are granted the SYSKM privileges to perform Transparent Data Encryption keystore
operations.

e Creating the OSRACDBA Group for Database Installations
You must designate a group as the OSRACDBA group during database installation.
Members of this group are granted the SYSRAC privileges to perform day—to—day
administration of Oracle databases on an Oracle RAC cluster.

Creating the OSASM Group

If the OSASM group does not exist, or if you require a new OSASM group, then create it.

Use the group name asmadmin unless a group with that name already exists. For example:

# groupadd -g 54329 asmadmin

Creating the OSDBA for ASM Group

You must designate a group as the OSDBA for ASM (asmdba) group during installation.
Members of this group are also allowed to access the Oracle Automatic Storage Management
(Oracle ASM) disk devices.

The Oracle ASM disk devices should be owned by this group.

Create an OSDBA for ASM group using the group name asmdba unless a group with that name
already exists:

# /usr/sbin/groupadd -g 54327 asmdba

Creating the OSOPER for ASM Group

You can choose to designate a group as the OSOPER for ASM group (asmoper) during
installation. Members of this group are granted startup and shutdown privileges to Oracle
Automatic Storage Management.

If you want to create an OSOPER for ASM group, use the group name asmoper unless a group
with that name already exists:

# /usr/sbin/groupadd -g 54328 asmoper
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Creating the OSDBA Group for Database Installations

Each Oracle Database requires an operating system group to be designated as the OSDBA
group. Members of this group are granted the SYSDBA system privileges to administer the
database.

You must create an OSDBA group in the following circumstances:

* An OSDBA group does not exist, for example, if this is the first installation of Oracle
Database software on the system

* An OSDBA group exists, but you want to give a different group of operating system users
database administrative privileges for a new Oracle Database installation

Create the OSDBA group using the group name dba, unless a group with that name already
exists:

# /usr/sbin/groupadd -g 54322 dba

Creating an OSOPER Group for Database Installations

Create an OSOPER group only if you want to identify a group of operating system users with a
limited set of database administrative privileges (SYSOPER operator privileges).

For most installations, it is sufficient to create only the OSDBA group. However, to use an
OSOPER group, create it in the following circumstances:

« If an OSOPER group does not exist; for example, if this is the first installation of Oracle
Database software on the system

« If an OSOPER group exists, but you want to give a different group of operating system
users database operator privileges in a new Oracle installation

If the OSOPER group does not exist, or if you require a new OSOPER group, then create it.
Use the group name oper unless a group with that name already exists. For example:

# groupadd -g 54323 oper

Creating the OSBACKUPDBA Group for Database Installations

You must designate a group as the OSBACKUPDBA group during installation. Members of this
group are granted the SYSBACKUP privileges to perform backup and recovery operations
using RMAN or SQL*Plus.

Create the OSBACKUPDBA group using the group name backupdba, unless a group with that
name already exists:

# /usr/sbin/groupadd -g 54324 backupdba
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Creating the OSDGDBA Group for Database Installations

You must designate a group as the OSDGDBA group during installation. Members of this
group are granted the SYSDG privileges to perform Data Guard operations.

Create the OSDGDBA group using the group name dgdba, unless a group with that name
already exists:

# /usr/sbin/groupadd -g 54325 dgdba

Creating the OSKMDBA Group for Database Installations

You must designate a group as the OSKMDBA group during installation. Members of this
group are granted the SYSKM privileges to perform Transparent Data Encryption keystore
operations.

If you want a separate group for Transparent Data Encryption, then create the OSKMDBA
group using the group name kmdba unless a group with that name already exists:

# /usr/sbin/groupadd -g 54326 kmdba

Creating the OSRACDBA Group for Database Installations

You must designate a group as the OSRACDBA group during database installation. Members
of this group are granted the SYSRAC privileges to perform day—to—day administration of
Oracle databases on an Oracle RAC cluster.

Create the OSRACDBA group using the groups name racdba unless a group with that name
already exists:

# /usr/sbin/groupadd -g 54330 racdba

Creating Operating System Oracle Installation User Accounts

ORACLE

Before starting installation, create Oracle software owner user accounts, and configure their
environments.

Oracle software owner user accounts require resource settings and other environment
configuration. To protect against accidents, Oracle recommends that you create one software
installation owner account for each Oracle software program you install.

*  Creating an Oracle Software Owner User
If the Oracle software owner user (oracle or grid) does not exist, or if you require a new
Oracle software owner user, then create it as described in this section.

*  Modifying Oracle Owner User Groups
If you have created an Oracle software installation owner account, but it is not a member of
the groups you want to designate as the OSDBA, OSOPER, OSDBA for ASM,
ASMADMIN, or other system privileges group, then modify the group settings for that user
before installation.
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e ldentifying Existing User and Group IDs
To create identical users and groups, you must identify the user ID and group IDs assigned
them on the node where you created them, and then create the user and groups with the
same name and ID on the other cluster nodes.

* Creating Identical Database Users and Groups on Other Cluster Nodes
Oracle software owner users and the Oracle Inventory, OSDBA, and OSOPER groups
must exist and be identical on all cluster nodes.

e Example of Creating Minimal Groups, Users, and Paths
You can create a minimal operating system authentication configuration as described in
this example.

« Example of Creating Role-allocated Groups, Users, and Paths
Understand this example of how to create role-allocated groups and users that is compliant
with an Optimal Flexible Architecture (OFA) deployment.

Creating an Oracle Software Owner User

If the Oracle software owner user (oracle or grid) does not exist, or if you require a new
Oracle software owner user, then create it as described in this section.

The following example shows how to create the user oracle with the user ID 54321; with the
primary group oinstall; and with secondary groups dba, asmdba, backupdba, dgdba, kmdba,
and racdba:

# /usr/sbin/useradd -u 54321 -g oinstall -G
dba, asmdba, backupdba, dgdba, kmdba, racdba oracle

The following example shows how to create the user grid with the user ID 54331; with the
primary group oinstall; and with secondary groups asmadmin, asmdba, backupdba, dgdba,
kmdba, and racdba:

# /usr/sbin/useradd -u 54331 -g oinstall -G
asmadmin, asmdba, backupdba, dgdba, kmdba, racdba grid

You must note the user ID number for installation users, because you need it during
preinstallation.

Modifying Oracle Owner User Groups

ORACLE

If you have created an Oracle software installation owner account, but it is not a member of the
groups you want to designate as the OSDBA, OSOPER, OSDBA for ASM, ASMADMIN, or
other system privileges group, then modify the group settings for that user before installation.

¢ Warning:

Each Oracle software owner must be a member of the same central inventory group.
Do not modify the primary group of an existing Oracle software owner account, or
designate different groups as the OINSTALL group. If Oracle software owner
accounts have different groups as their primary group, then you can corrupt the
central inventory.
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During installation, the user who is installing the software should have the OINSTALL group as
its primary group, and it must be a member of the operating system groups appropriate for
your installation. For example:

# /usr/sbin/usermod -g oinstall -G
dba, asmdba, backupdba, dgdba, kmdba, racdba [, oper] oracle

Identifying Existing User and Group IDs

To create identical users and groups, you must identify the user ID and group IDs assigned
them on the node where you created them, and then create the user and groups with the same
name and ID on the other cluster nodes.

1. Enter a command similar to the following (in this case, to determine a user ID for the
oracle user):

# id oracle

The output from this command is similar to the following:

uid=54321 (oracle) gid=54421 (oinstall)
groups=54322 (dba), 54323 (oper), 54327 (asmdba)

2. From the output, identify the user ID (uid) for the user and the group identities (gids) for
the groups to which it belongs.

Ensure that these ID numbers are identical on each node of the cluster. The user's primary
group is listed after gid. Secondary groups are listed after groups.

Creating Identical Database Users and Groups on Other Cluster Nodes

ORACLE

Oracle software owner users and the Oracle Inventory, OSDBA, and OSOPER groups must
exist and be identical on all cluster nodes.

To create users and groups on the other cluster nodes, repeat the following procedure on each
node:

You must complete the following procedures only if you are using local users and groups. If
you are using users and groups defined in a directory service such as NIS, then they are
already identical on each cluster node.

1. Log into the node as root.

2. Enter commands similar to the following to create the asmadmin, asmdba, backupdba, dgdba,
kmdba, asmoper, racdba, and oper groups, and if not configured by the Oracle Database
Preinstallation RPM or prior installations, then the oinstall and dba groups.

Use the —-g option to specify the correct group ID for each group.

groupadd -g 54421 oinstall
groupadd -g 54322 dba
groupadd -g 54323 oper
groupadd -g 54324 backupdba
groupadd -g 54325 dgdba
groupadd -g 54326 kmdba
groupadd -g 54327 asmdba

= e e S e S
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# groupadd -g 54328 asmoper
# groupadd -g 54329 asmadmin
# groupadd -g 54330 racdba

# Note:

You are not required to use the UIDs and GIDs in this example. If a group already
exists, then use the groupmod command to modify it if necessary. If you cannot
use the same group ID for a particular group on a node, then view the /etc/
group file on all nodes to identify a group ID that is available on every node. You
must then change the group ID on all nodes to the same group ID.

3. To create the Oracle Grid Infrastructure (grid) user, enter a command similar to the
following:

# useradd -u 54322 -g oinstall -G asmadmin,asmdba,racdba grid

e The -u option specifies the user ID, which must be the user ID that you identified
earlier.

* The -g option specifies the primary group for the Grid user, which must be the Oracle
Inventory group (OINSTALL), which grants the OINSTALL system privileges. In this
example, the OINSTALL group is oinstall.

e The -G option specifies the secondary groups. The Grid user must be a member of the
OSASM group (asmadmin) and the OSDBA for ASM group (asmdba).

# Note:

If the user already exists, then use the usermod command to modify it if
necessary. If you cannot use the same user ID for the user on every node, then
view the /etc/passwd file on all nodes to identify a user ID that is available on
every node. You must then specify that ID for the user on all of the nodes.

4. Set the password of the user.

For example:
# passwd grid

5. Complete user environment configuration tasks for each user.

Example of Creating Minimal Groups, Users, and Paths

ORACLE

You can create a minimal operating system authentication configuration as described in this
example.

This configuration example shows the following:
e Creation of the Oracle Inventory group (oinstall)

e Creation of a single group (dba) as the only system privileges group to assign for all Oracle
Grid Infrastructure, Oracle ASM, and Oracle Database system privileges
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Creation of the Oracle Grid Infrastructure software owner (grid), and one Oracle Database
owner (oracle) with correct group memberships

Creation and configuration of an Oracle base path compliant with OFA structure with
correct permissions

Enter the following commands to create a minimal operating system authentication
configuration:

S e S S e S S S S e

groupadd -g 54421 oinstall

groupadd -g 54422 dba

useradd -u 54321 -g oinstall -G dba oracle
useradd -u 54322 -g oinstall -G dba grid

mkdir
mkdir
mkdir
chown
chown
chmod

-p /u0l/app/23.0.0/grid

-p /u0l/app/grid

-p /ull/app/oracle

-R grid:oinstall /u01l
oracle:oinstall /u0l/app/oracle
-R 775 /u01/

After running these commands, you have the following groups and users:

An Oracle central inventory group, or oralnventory group (oinstall). Members who have
the central inventory group as their primary group, are granted the OINSTALL permission
to write to the oralnventory directory.

One system privileges group, dba, for Oracle Grid Infrastructure, Oracle ASM and Oracle
Database system privileges. Members who have the dba group as their primary or
secondary group are granted operating system authentication for OSASM/SYSASM,
OSDBA/SYSDBA, OSOPER/SYSOPER, OSBACKUPDBA/SYSBACKUP, OSDGDBA/
SYSDG, OSKMDBA/SYSKM, OSDBA for ASM/SYSDBA for ASM, and OSOPER for ASM/
SYSOPER for Oracle ASM to administer Oracle Clusterware, Oracle ASM, and Oracle
Database, and are granted SYSASM and OSOPER for Oracle ASM access to the Oracle
ASM storage.

An Oracle Grid Infrastructure for a cluster owner, or Grid user (grid), with the oralnventory
group (oinstall) as its primary group, and with the OSASM group (dba) as the secondary
group, with its Oracle base directory /u01/app/grid.

An Oracle Database owner (oracle) with the oralnventory group (oinstall) as its primary
group, and the OSDBA group (dba) as its secondary group, with its Oracle base
directory /u01/app/oracle.

/u01/app owned by grid:oinstall with 775 permissions before installation, and by root
after the root.sh script is run during installation. This ownership and permissions enables
OUI to create the Oracle Inventory directory, in the path /u01/app/oralnventory.

/u01 owned by grid:oinstall before installation, and by root after the root.sh script is
run during installation.

/u01/app/23.0.0/grid owned by grid:oinstall with 775 permissions. These
permissions are required for installation, and are changed during the installation process.

/u01/app/grid owned by grid:oinstall with 775 permissions. These permissions are
required for installation, and are changed during the installation process.

/u01/app/oracle owned by oracle:oinstall with 775 permissions.
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# Note:

You can use one installation owner for both Oracle Grid Infrastructure and any other
Oracle installations. However, Oracle recommends that you use separate installation
owner accounts for each Oracle software installation.

Example of Creating Role-allocated Groups, Users, and Paths

ORACLE

Understand this example of how to create role-allocated groups and users that is compliant
with an Optimal Flexible Architecture (OFA) deployment.

Purpose
This example illustrates the following scenario:

e An Oracle Grid Infrastructure installation

* Two separate Oracle Database installations planned for the cluster, DB1 and DB2

e Separate installation owners for Oracle Grid Infrastructure, and for each Oracle Database
e Full role allocation of system privileges for Oracle ASM, and for each Oracle Database

e Oracle Database owner oraclel granted the right to start up and shut down the Oracle
ASM instance

Create groups and users for a role-allocated configuration for this scenario using the following
commands:

groupadd -g 54321 oinstall

groupadd -g 54322 dbal

groupadd -g 54332 dba2

groupadd -g 54323 operl

groupadd -g 54333 oper2

groupadd -g 54324 backupdbal

groupadd -g 54334 backupdba?2

groupadd -g 54325 dgdbal

groupadd -g 54335 dgdba2

groupadd -g 54326 kmdbal

groupadd -g 54336 kmdba2

groupadd -g 54327 asmdba

groupadd -g 54328 asmoper

groupadd -g 54329 asmadmin

groupadd -g 54330 racdbal

groupadd -g 54340 racdba2

useradd -u 54322 -g oinstall -G asmadmin,asmdba,asmoper, racdbal, racdba? grid
useradd -u 54321 -g oinstall -G
dbal,backupdbal,dgdbal, kmdbal, asmdba, racdbal,asmoper oraclel
# useradd -u 54323 -g oinstall -G
dba?,backupdba?,dgdbaz, kmdba2, asmdba, racdba? oracle?
mkdir -p /u0l/app/23.0.0/grid

mkdir -p /ul0l/app/grid

mkdir -p /ul0l/app/oraclel

mkdir -p /ul0l/app/oracle2

chown -R grid:oinstall /u0l

chmod -R 775 /u0l/

S S S S S S S e S e S S e S e S S o

= e S S e e
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# chown oraclel:oinstall /u0l/app/oraclel
# chown oracle2:oinstall /u0l/app/oracle2

After running these commands, you have a set of administrative privileges groups and users
for Oracle Grid Infrastructure, and for two separate Oracle databases (DB1 and DB2):

Example 6-1 Oracle Grid Infrastructure Groups and Users Example

The command creates the following Oracle Grid Infrastructure groups and users:

An Oracle central inventory group, or oraInventory group (oinstall), whose members
that have this group as their primary group. Members of this group are granted the
OINSTALL system privileges, which grants permissions to write to the oraInventory
directory, and other associated install binary privileges.

An OSASM group (asmadmin), associated with Oracle Grid Infrastructure during
installation, whose members are granted the SYSASM privileges to administer Oracle
ASM.

An OSDBA for ASM group (asmdba), associated with Oracle Grid Infrastructure storage
during installation. Its members include grid and any database installation owners, such as
oraclel and oracle2, who are granted access to Oracle ASM. Any additional installation
owners that use Oracle ASM for storage must also be made members of this group.

An OSOPER for ASM group for Oracle ASM (asmoper), associated with Oracle Grid
Infrastructure during installation. Members of asmoper group are granted limited Oracle
ASM administrator privileges, including the permissions to start and stop the Oracle ASM
instance.

An OSRAC for Oracle RAC administration group (racdbal and racdba?), associated with
Oracle Grid Infrastructure during installation. Members of racdbal and racdba?2 groups are
granted limited Oracle RAC administrator privileges.

An Oracle Grid Infrastructure installation owner (grid), with the oralnventory group
(oinstall) as its primary group, and with the OSASM (asmadmin) group and the OSDBA
for ASM (asmdba) group as secondary groups.

/u01/app/oraInventory. The central inventory of Oracle installations on the cluster. This
path remains owned by grid:oinstall, to enable other Oracle software owners to write to
the central inventory.

An OFA-compliant mount point /u01 owned by grid:oinstall before installation, so that
Oracle Universal Installer can write to that path.

An Oracle base for the grid installation owner /u01/app/grid owned by grid:oinstall
with 775 permissions, and changed during the installation process to 755 permissions.

A Grid home /u01/app/23.0.0/grid owned by grid:oinstall with 775 (drwxdrwxr-x)
permissions. These permissions are required for installation, and are changed during the
installation process to root:oinstall with 755 permissions (drwxr-xr-x).

Example 6-2 Oracle Database DB1 Groups and Users Example

The command creates the following Oracle Database (DB1) groups and users:

An Oracle Database software owner (oraclel), which owns the Oracle Database binaries
for DB1. The oraclel user has the oralnventory group as its primary group, and the
OSDBA group for its database (dbal) and the OSDBA for ASM group for Oracle Grid
Infrastructure (asmdba) as secondary groups. In addition, the oraclel user is a member of
asmoper, granting that user privileges to start up and shut down Oracle ASM.
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An OSDBA group (dbal). During installation, you identify the group doal as the OSDBA
group for the database installed by the user oraclel. Members of dbal are granted the
SYSDBA privileges for the Oracle Database DB1. Users who connect as SYSDBA are
identified as user SYS on DB1.

An OSBACKUPDBA group (backupdbal). During installation, you identify the group
backupdbal as the OSDBA group for the database installed by the user oraclel. Members
of backupdbal are granted the SYSBACKUP privileges for the database installed by the
user oraclel to back up the database.

An OSDGDBA group (dgdbal). During installation, you identify the group dgdbal as the
OSDGDBA group for the database installed by the user oraclel. Members of dgdbal are
granted the SYSDG privileges to administer Oracle Data Guard for the database installed
by the user oraclel.

An OSKMDBA group (kmdbal). During installation, you identify the group kmdbal as the
OSKMDBA group for the database installed by the user oraclel. Members of kmdbal are
granted the SYSKM privileges to administer encryption keys for the database installed by
the user oraclel.

An OSOPER group (operl). During installation, you identify the group oper1 as the
OSOPER group for the database installed by the user oraclel. Members of operl are
granted the SYSOPER privileges (a limited set of the SYSDBA privileges), including the
right to start up and shut down the DB1 database. Users who connect as OSOPER
privileges are identified as user PUBLIC on DB1.

An OSRAC for Oracle RAC administration group (racdbal). During installation, you identify
the group racdbal as the OSRACDBA for the database installed by the user oraclel.
Members of racdbal group are granted limited Oracle RAC administrator privileges (the
SYSRAC privilege).

An Oracle base /u01/app/oraclel owned by oraclel:oinstall with 775 permissions.
The user oraclel has permissions to install software in this directory, but in no other
directory in the /u01/app path.

Example 6-3 Oracle Database DB2 Groups and Users Example

The command creates the following Oracle Database (DB2) groups and users:

An Oracle Database software owner (oracle?), which owns the Oracle Database binaries
for DB2. The oracle2 user has the oralnventory group as its primary group, and the
OSDBA group for its database (dba2) and the OSDBA for ASM group for Oracle Grid
Infrastructure (asmdba) as secondary groups. However, the oracle2 user is not a member
of the asmoper group, so oracle2 cannot shut down or start up Oracle ASM.

An OSDBA group (dba2). During installation, you identify the group dba2 as the OSDBA
group for the database installed by the user oracle2. Members of dba2 are granted the
SYSDBA privileges for the Oracle Database DB2. Users who connect as SYSDBA are

identified as user SYS on DB2.

An OSBACKUPDBA group (backupdba?). During installation, you identify the group
backupdba?2 as the OSDBA group for the database installed by the user oracle2. Members
of backupdba?2 are granted the SYSBACKUP privileges for the database installed by the
user oracle?2 to back up the database.

An OSDGDBA group (dgdba2). During installation, you identify the group dgdba2 as the
OSDGDBA group for the database installed by the user oracle2. Members of dgdba2 are
granted the SYSDG privileges to administer Oracle Data Guard for the database installed
by the user oracle2.
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An OSKMDBA group (kmdba2). During installation, you identify the group kmdba?2 as the
OSKMDBA group for the database installed by the user oracle2. Members of kmdba2 are
granted the SYSKM privileges to administer encryption keys for the database installed by
the user oracle?.

An OSOPER group (oper2). During installation, you identify the group oper2 as the
OSOPER group for the database installed by the user oracle2. Members of oper2 are
granted the SYSOPER privileges (a limited set of the SYSDBA privileges), including the
right to start up and shut down the DB2 database. Users who connect as OSOPER
privileges are identified as user PUBLIC on DB2.

An OSRAC for Oracle RAC administration group (racdba2). During installation, you identify
the group racdba2 as the OSRACDBA for the database installed by the user oracle?2.
Members of racdba2 group are granted limited Oracle RAC administrator privileges (the
SYSRAC privilege).

An Oracle base /u01/app/oracle2 owned by oracle2:oinstall with 775 permissions.
The user oracle2 has permissions to install software in this directory, but in no other
directory in the /u01/app path.

Configuring Grid Infrastructure Software Owner User
Environments

Understand the software owner user environments to configure before installing Oracle Grid
Infrastructure.

You run the installer software with the Oracle Grid Infrastructure installation owner user
account (oracle or grid). However, before you start the installer, you must configure the
environment of the installation owner user account. If needed, you must also create other
required Oracle software owners.

Environment Requirements for Oracle Software Owners
Review these requirements for Oracle software owner environments.

Procedure for Configuring Oracle Software Owner Environments
Configure each Oracle installation owner user account environment:

Checking Resource Limits for Oracle Software Installation Users
For each installation software owner user account, check the resource limits for
installation.

Setting Remote Display and X11 Forwarding Configuration
If you are on a remote terminal, and the local system has only one visual (which is typical),
then use the following syntax to set your user account DISPLAY environment variable:

Preventing Installation Errors Caused by Terminal Output Commands

During an Oracle Grid Infrastructure installation, OUI uses SSH to run commands and
copy files to the other nodes. During the installation, hidden files on the system (for
example, .bashrc or .cshrc) can cause makefile and other installation errors if they
contain terminal output commands.

Environment Requirements for Oracle Software Owners

Review these requirements for Oracle software owner environments.

You must make the following changes to configure Oracle software owner environments:

ORACLE
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Set the installation software owner user (grid, oracle) default file mode creation mask
(umask) to 022 in the shell startup file. Setting the mask to 022 ensures that the user
performing the software installation creates files with 644 permissions.

Set ulimit settings for file descriptors and processes for the installation software owner
(grid, oracle).

Set the DISPLAY environment variable in preparation for running an Oracle Universal
Installer (OUI) installation.

Caution:

If you have existing Oracle installations that you installed with the user ID that is your
Oracle Grid Infrastructure software owner, then unset all Oracle environment variable
settings for that user.

Procedure for Configuring Oracle Software Owner Environments

Configure each Oracle installation owner user account environment:

ORACLE

1.
2

Start an X terminal session (xterm) on the server where you are running the installation.

Enter the following command to ensure that X Window applications can display on this
system, where hostname is the fully qualified name of the local host from which you are
accessing the server:

$ xhost + hostname

If you are not logged in as the software owner user, then switch to the software owner user
you are configuring. For example, with the user grid:

$ su - grid

On systems where you cannot run su commands, use sudo instead:

$ sudo -u grid -s

To determine the default shell for the user, enter the following command:
$ echo $SHELL

Open the user's shell startup file in any text editor:

e Bash shell (bash):
$ vi .bash profile
e Bourne shell (sh) or Korn shell (ksh):

$ vi .profile
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e Cshell (csh or tcsh):

[

% vi .login

Enter or edit the following line, specifying a value of 022 for the default file mode creation
mask:

umask 022

If the ORACLE SID, ORACLE HOME, Or ORACLE BASE environment variables are set in the file,
then remove these lines from the file.

Save the file, and exit from the text editor.

To run the shell startup script, enter one of the following commands:

e Bash shell:
$ . ./.bash profile
* Bourne, Bash, or Korn shell:

$ . ./.profile

e Cshell:

Q

% source ./.login
Use the following command to check the PATH environment variable:

$ echo SPATH

Remove any Oracle environment variables.
Unset any Oracle environment variables.

If you have an existing Oracle software installation, and you are using the same user to
install this installation, then unset the SORACLE_HOME, $ORA_ NLS10,
and $TNS_ADMIN environment variables.

If you have set SORA_CRS_HOME as an environment variable, then unset it before
starting an installation or upgrade. Do not use $ORA_CRS_HOME as a user environment
variable, except as directed by Oracle Support.

If you are not installing the software on the local system, then enter a command similar to
the following to direct X applications to display on the local system:

e Bourne, Bash, or Korn shell:

$ export DISPLAY=local host:0.0
* Cshell:

% setenv DISPLAY local host:0.0

In this example, local host is the host name or IP address of the system (your
workstation, or another client) on which you want to display the installer.
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13. If the /tmp directory has less than 1 GB of free space, then identify a file system with at
least 1 GB of free space and set the TMP and TMPDIR environment variables to specify a
temporary directory on this file system:

# Note:

You cannot use a shared file system as the location of the temporary file directory
(typically /tmp) for Oracle RAC installations. If you place /tmp on a shared file
system, then the installation fails.

Use the df -h command to identify a suitable file system with sufficient free space.

If necessary, enter commands similar to the following to create a temporary directory
on the file system that you identified, and set the appropriate permissions on the
directory:

sudo -s

mkdir /mount point/tmp
chmod 775 /mount point/tmp
exit

H = e

Enter commands similar to the following to set the TMP and TMPDIR environment
variables:

Bourne, Bash, or Korn shell:
$ TMP=/mount_point/tmp

$ TMPDIR=/mount point/tmp
$ export TMP TMPDIR

C shell:

o

setenv TMP /mount point/tmp
setenv TMPDIR /mount point/tmp

o

14. To verify that the environment has been set correctly, enter the following commands:

$ umask
$ env | more

Verify that the umask command displays a value of 22, 022, or 0022 and that the
environment variables you set in this section have the correct values.

Checking Resource Limits for Oracle Software Installation Users

ORACLE

For each installation software owner user account, check the resource limits for installation.

On Oracle Linux systems, Oracle recommends that you install Oracle Database Preinstallation
RPMs to meet preinstallation requirements like configuring your operating system to set the
resource limits in the 1imits. conf file.
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Use the following ranges as guidelines for resource allocation to Oracle software installation
owners for standard installations and to Oracle Grid Infrastructure software installation owners
for job role separation:

Table 6-1 Oracle Software Installation Owner and Oracle Grid Infrastructure Software
Installation Owner Resource Limit Recommended Ranges

Resource Shell Limit Resource Soft Limit Hard Limit

Open file descriptors nofile at least 1024 at least 65536

Number of processes nproc at least 2047 at least 16384

available to a single user

Size of the stack segment of stack at least 10240 KB at least 10240 KB, and at

the process most 32768 KB

Maximum locked memory memlock at least 90 percent of the at least 90 percent of the

limit current RAM when current RAM when
HugePages memory is HugePages memory is
enabled and at least enabled and at least
3145728 KB (3 GB) when 3145728 KB (3 GB) when
HugePages memory is HugePages memory is
disabled. disabled
Note: unlimited on Note: unlimited on
Exadata systems. Exadata systems.

To check resource limits:

1. Log in as an installation owner.

2. Check the soft and hard limits for the file descriptor setting. Ensure that the result is in the
recommended range. For example:

$ ulimit -Sn
1024

$ ulimit -Hn
65536

3. Check the soft and hard limits for the number of processes available to a user. Ensure that
the result is in the recommended range. For example:

$ ulimit -Su
2047
$ ulimit -Hu
16384

4. Check the soft limit for the stack setting. Ensure that the result is in the recommended
range. For example:

$ ulimit -Ss
10240
$ ulimit -Hs
32768

5. Repeat this procedure for each Oracle software installation owner.
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If necessary, update the resource limits in the /etc/security/limits.conf configuration
file for the installation owner. However, the configuration file may be distribution specific.
Contact your system administrator for distribution specific configuration file information.

# Note:

If you make changes to an Oracle installation user account and that user account is
logged in, then changes to the 1imits.conf file do not take effect until you log these
users out and log them back in. You must do this before you use these accounts for
installation.

Setting Remote Display and X11 Forwarding Configuration

ORACLE

If you are on a remote terminal, and the local system has only one visual (which is typical),
then use the following syntax to set your user account DISPLAY environment variable:

Remote Display

Bourne, Korn, and Bash shells

$ export DISPLAY=hostname:0

C shell

% setenv DISPLAY hostname:0

°

For example, if you are using the Bash shell and if your host name is 1ocal host, then enter
the following command:

$ export DISPLAY=nodel:O0

X11 Forwarding

To ensure that X11 forwarding does not cause the installation to fail, use the following
procedure to create a user-level SSH client configuration file for Oracle installation owner user
accounts:

1. Using any text editor, edit or create the software installation owner's ~/.ssh/config file.

2. Ensure that the Forwardx11 attribute in the ~/.ssh/config file is set to no. For example:

Host *
ForwardX1ll no

3. Ensure that the permissions on ~/ . ssh are secured to the Oracle installation owner user
account. For example:

$ 1s -al .ssh

total 28
drwx------ 2 grid oinstall 4096 Jun 21 2020
drwx------ 19 grid oinstall 4096 Jun 21 2020

-rw-r--r-- 1 grid oinstall 1202 Jun 21 2020 authorized keys

6-27



Chapter 6
Enabling Intelligent Platform Management Interface (IPMI)

“IWX————-- 1 grid oinstall 668 Jun 21 2020 id dsa
“IWX————-- 1 grid oinstall 601 Jun 21 2020 id dsa.pub
“IWX————-- 1 grid oinstall 1610 Jun 21 2020 known hosts

Preventing Installation Errors Caused by Terminal Output Commands

During an Oracle Grid Infrastructure installation, OUI uses SSH to run commands and copy
files to the other nodes. During the installation, hidden files on the system (for

example, .bashrc or .cshrc) can cause makefile and other installation errors if they contain
terminal output commands.

To avoid this problem, you must modify hidden files in each Oracle installation owner user
home directory to suppress all output on STDOUT or STDERR (for example, stty, xtitle, and
other such commands) as in the following examples:

Bourne, Bash, or Korn shell:
if [ -t 0 ]; then

stty intr ~C
fi

C shell:

test -t 0

if (Sstatus == 0) then
stty intr ~C

endif

# Note:

If the remote shell can load hidden files that contain stty commands, then OUI
indicates an error and stops the installation.

Enabling Intelligent Platform Management Interface (IPMI)

ORACLE

Intelligent Platform Management Interface (IPMI) provides a set of common interfaces to
computer hardware and firmware that system administrators can use to monitor system health
and manage the system.

Oracle Clusterware can integrate IPMI to provide failure isolation support and to ensure cluster
integrity. You can configure node-termination with IPMI during installation by selecting IPMI
from the Failure Isolation Support screen. You can also configure IPMI after installation with
crsctl commands.

e Requirements for Enabling IPMI
You must have the following hardware and software configured to enable cluster nodes to
be managed with IPMI:

e Configuring the IPMI Management Network
You can configure the BMC for DHCP, or for static IP addresses. Oracle recommends that
you configure the BMC for dynamic IP address assignment using DHCP. To use this
option, you must have a DHCP server configured to assign the BMC IP addresses.
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Configuring the Open IPMI Driver

On Linux systems, the OpenlPMI driver is the supported driver for Oracle Clusterware
deployments with IPMI. You can install and configure the driver dynamically by manually
loading the required modules.

Configuring the BMC
Configure BMC on each node for remote control using LAN for IPMI-based node fencing to
function properly.

Configuring BMC Using IPMItool
The following is an example of configuring BMC using ipmitool (version 1.8.6).

Related Topics

Oracle Clusterware Administration and Deployment Guide

Requirements for Enabling IPMI

You must have the following hardware and software configured to enable cluster nodes to be
managed with IPMI:

Each cluster member node requires a Baseboard Management Controller (BMC) running
firmware compatible with IPMI version 1.5 or later, which supports IPMI over LANs, and
configured for remote control using LAN.

Each cluster member node requires ipmitool or ipmiutil installed to support IPMI
version 2.0 or later.

The cluster requires a management network for IPMI. This can be a shared network, but
Oracle recommends that you configure a dedicated network.

Each cluster member node's port used by BMC must be connected to the IPMI
management network.

Each cluster member must be connected to the management network.

Some server platforms put their network interfaces into a power saving mode when they
are powered off. In this case, they may operate only at a lower link speed (for example,
100 MB, instead of 1 GB). For these platforms, the network switch port to which the BMC
is connected must be able to auto-negotiate down to the lower speed, or IPMI will not
function properly.

# Note:

IPMI operates on the physical hardware platform through the network interface of the
baseboard management controller (BMC). Depending on your system configuration,
an IPMl-initiated restart of a server can affect all virtual environments hosted on the
server. Contact your hardware and OS vendor for more information.

Configuring the IPMI Management Network

You can configure the BMC for DHCP, or for static IP addresses. Oracle recommends that you
configure the BMC for dynamic IP address assignment using DHCP. To use this option, you
must have a DHCP server configured to assign the BMC IP addresses.

ORACLE

For Oracle Clusterware to communicate with the BMC, the IPMI driver must be installed
permanently on each node, so that it is available on system restarts. The IPMI driver is
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available on the Asianux Linux, Oracle Linux, Red Hat Enterprise Linux, and SUSE Linux
Enterprise Server distributions supported with this release.

# Note:

If you configure IPMI, and you use Grid Naming Service (GNS) you still must
configure separate addresses for the IPMI interfaces. As the IPMI adapter is not seen
directly by the host, the IPMI adapter is not visible to GNS as an address on the host.

Configuring the Open IPMI Driver

On Linux systems, the OpenlIPMI driver is the supported driver for Oracle Clusterware
deployments with IPMI. You can install and configure the driver dynamically by manually
loading the required modules.

ORACLE

# Note:

You must configure the IPMI driver either on all or none of the cluster nodes.

Contact your Linux distribution vendor for information about how to configure IPMI for your
distribution. Configure the Open IPMI driver manually on Oracle Linux as follows:

1.
2

Log in as root.

Run the following commands:

# /sbin/modprobe ipmi msghandler
# /sbin/modprobe ipmi si
# /sbin/modprobe ipmi devintf

(Optional) Run the command /sbin/1lsmod |grep ipmi to confirm that the IPMI modules
are loaded. For example:

# /sbin/lsmod | grep ipmi
ipmi devintf 12617 0
ipmi si 33377 0

ipmi msghandler 33701 2
ipmi devintf,ipmi si

You can install the modules whether or not a BMC is present.

Open the /etc/rc.local file using a text editor, navigate to the end of the file, and enter
lines similar to the following, to run the modprobe commands in step 2 automatically on
system restart:

# START IPMI ON SYSTEM RESTART
/sbin/modprobe ipmi msghandler
/sbin/modprobe ipmi si
/sbin/modprobe ipmi devintf
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On SUSE Linux Enterprise Server systems, add the modprobe commands above to /etc/
init.d/boot.local.

5. Check to ensure that the Linux system is recognizing the IPMI device, using the following
command:

1s -1 /dev/ipmiO

If the IPMI device is dynamically loaded, then the output must be similar to the following:

# 1s -1 /dev/ipmi0 crw------- 1 root root 253, 0 Sep 23 06:29 /dev/ipmi0

If you do see the device file output, then the IPMI driver is configured, and you can ignore
the following step.

If you do not see the device file output, then the udevd daemon is not set up to create
device files automatically. Proceed to the next step.

6. Determine the device major number for the IPMI device using the command grep ipmi /
proc/devices. For example:

# grep ipmi /proc/devices 253 ipmidev

The device major number is 253.

7. Run the mknod command to create a directory entry and i-node for the IPMI device, using
the device major number. For example:

# mknod /dev/ipmiO ¢ 253 0x0

The permissions on /dev/ipmi0 in the example allow the device to be accessible only by
root. The device should only be accessed by root, to prevent a system vulnerability.

Configuring the BMC

ORACLE

Configure BMC on each node for remote control using LAN for IPMI-based node fencing to
function properly.

You can configure BMC from the BIOS prompt, using a distribution-specific management utility,
or you can configure BMC using publicly available utilities, such as the following:
IPMItool, which is available for Linux:

http://ipmitool.sourceforge.net
IPMlutil, which is available for Linux:
http://ipmiutil.sourceforge.net

Refer to the documentation for the configuration tool you select for details about using the tool
to configure the BMC.

When you configure the BMC on each node, you must complete the following:
1. Enable IPMI over LAN, so that the BMC can be controlled over the management network.

2. Enable dynamic IP addressing using DHCP or GNS, or configure a static IP address for
the BMC.
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Establish an administrator user account and password for the BMC.
Configure the BMC for VLAN tags, if you will use the BMC on a tagged VLAN.

The configuration tool you use does not matter, but these conditions must be met for the BMC
to function properly.

Configuring BMC Using IPMItool

The following is an example of configuring BMC using ipmitool (version 1.8.6).

1.
2

Log in as root.

Verify that ipmitool can communicate with the BMC using the IPMI driver by using the
command bmc info, and looking for a device ID in the output. For example:

# ipmitool bmc info
Device ID : 32

If ipmitool is not communicating with the BMC, then review the section Configuring the
BMC and ensure that the IPMI driver is running.

Enable IPMI over LAN using the following procedure:

a. Determine the channel number for the channel used for IPMI over LAN. Beginning with
channel 1, run the following command until you find the channel that displays LAN
attributes (for example, the IP address):

# ipmitool lan print 1

IP Address Source : 0x01
IP Address : 140.87.155.89

b. Turn on LAN access for the channel found. For example, where the channel is 1:
# ipmitool -I bmc lan set 1 access on

Configure IP address settings for IPMI using the static IP addressing procedure:

If the BMC shares a network connection with ILOM, then the IP address must be on the
same subnet. You must set not only the IP address, but also the proper values for
netmask, and the default gateway. For example, assuming the channel is 1:

# ipmitool -I bmc lan set 1 ipaddr 192.168.0.55
# ipmitool -I bmc lan set 1 netmask 255.255.255.0
# ipmitool -I bmc lan set 1 defgw ipaddr 192.168.0.1

Note that the specified address (192.168.0.55) is associated only with the BMC, and does
not respond to normal pings.

Establish an administration account with a username and password, using the following
procedure (assuming the channel is 1):
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Set BMC to require password authentication for ADMIN access over LAN. For
example:

# ipmitool -I bmc lan set 1 auth ADMIN MD5, PASSWORD

List the account slots on the BMC, and identify an unused slot less than the maximum
ID and not listed, for example, ID 4 in the following example. Note that some slots may
be reserved and not available for reuse on some hardware.

# ipmitool user summary 1

Maximum IDs : 20

Enabled User Count : 3

Fixed Name Count : 2

# ipmitool user list 1

ID Name Enabled Callin Link Auth IPMI Msg Channel Priv Lim
1 true false false true USER

2 root true false false true ADMINISTRATOR

3 sysoper true true false true OPERATOR

12 default true true false true NO ACCESS

13 true false true false CALLBACK

In the example above, there are 20 possible slots, and the first unused slot is number
4.

Assign the desired administrator user name and password and enable messaging for
the identified slot. (Note that for IPMI v1.5 the user name and password can be at most
16 characters). Also, set the privilege level for that slot when accessed over LAN
(channel 1) to ADMIN (level 4). For example, where username is the administrative
user name, and password is the password:

ipmitool user set name 4 username

ipmitool user set password 4 password
ipmitool user enable 4

ipmitool channel setaccess 1 4 privilege=4
ipmitool channel setaccess 1 4 link=on
ipmitool channel setaccess 1 4 ipmi=on

.

Verify the setup using the command lan print 1. The output should appear similar to
the following. Note that the items in bold text are the settings made in the preceding
configuration steps, and comments or alternative options are indicated within brackets

[:

# ipmitool lan print 1

Set in Progress : Set Complete
Auth Type Support : NONE MD2 MD5 PASSWORD
Auth Type Enable : Callback : MD2 MD5
: User : MD2 MD5
: Operator : MD2 MD5
: Admin : MD5 PASSWORD
: OEM : MD2 MD5
IP Address Source : DHCP Address [or Static Address]
IP Address : 192.168.0.55
Subnet Mask : 255.255.255.0
MAC Address : 00:14:22:23:fa:£9
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SNMP Community String : public

IP Header : TTL=0x40 Flags=0x40 Precedence=..
Default Gateway IP : 192.168.0.1

Default Gateway MAC : 00:00:00:00:00:00

# ipmitool channel getaccess 1 4

Maximum User IDs : 10

Enabled User IDs 2

User 1D 4

User Name : username [This is the administration user]
Fixed Name : No

Access Available : call-in / callback

Link Authentication : enabled

IPMI Messaging : enabled

Privilege Level : ADMINISTRATOR

Verify that the BMC is accessible and controllable from a remote node in your cluster using
the bmc info command. For example, if node2-ipmi is the network host name assigned the
IP address of node2's BMC, then to verify the BMC on node node2 from nodel, with the
administrator account username, enter the following command on node1l:

$ ipmitool -H node2-ipmi -U username lan print 1

You are prompted for a password. Provide the IPMI password.

If the BMC is correctly configured, then you should see information about the BMC on the
remote node. If you see an error message, such as Error: Unable to establish LAN
session, then you must check the BMC configuration on the remote node.

Repeat this process for each cluster member node. If the IPMI administrator account
credentials on each cluster member node are not identical, then IPMI will fail during
configuration.

6-34



Supported Storage Options for Oracle
Database and Oracle Grid Infrastructure

Review supported storage options as part of your installation planning process.

Supported Storage Options for Oracle Grid Infrastructure
The following table shows the storage options supported for Oracle Grid Infrastructure
binaries and files:

Oracle ACFS and Oracle ADVM
Oracle Advanced Cluster File System (Oracle ACFS) extends Oracle ASM technology to
support of all of your application data in both single instance and cluster configurations.

Storage Considerations for Oracle Grid Infrastructure and Oracle RAC

For all installations, you must choose the storage option to use for Oracle Grid
Infrastructure (Oracle Clusterware and Oracle ASM), and Oracle Real Application Clusters
(Oracle RAC) databases.

Guidelines for Using Oracle ASM Disk Groups for Storage
Plan how you want to configure Oracle ASM disk groups for deployment.

Guidelines for Configuring Oracle ASM Disk Groups on NFS
Configuration guidelines for Automatic Storage Management (Oracle ASM) on NFS file
systems.

Using Logical Volume Managers with Oracle Grid Infrastructure and Oracle RAC
Oracle Grid Infrastructure and Oracle RAC only support cluster-aware volume managers.

Using a Cluster File System for Oracle Clusterware Files

Starting with Oracle Grid Infrastructure 19¢, you can use Oracle Automatic Storage
Management (Oracle ASM) or certified shared file system to store OCR files and voting
files.

About NFS Storage for Data Files
Review this section for NFS storage configuration guidelines.

About Direct NFS Client Mounts to NFS Storage Devices

Direct NFS Client integrates the NFS client functionality directly in the Oracle software to
optimize the I/O path between Oracle and the NFS server. This integration can provide
significant performance improvements.

Supported Storage Options for Oracle Grid Infrastructure

The following table shows the storage options supported for Oracle Grid Infrastructure binaries
and files:

ORACLE
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Table 7-1 Supported Storage Options for Oracle Grid Infrastructure
- ]

Storage OCR and Oracle Oracle RAC |Oracle Oracle RAC
Option Voting Files Clusterware Database RAC Database Recovery
Binaries Binaries Database | Files
Data Files
Oracle Yes No No Yes Yes
Automatic
Storage
Management
(Oracle ASM)
Note:
Loopback

devices are not
supported for
use with
Oracle ASM

Oracle No No Yes Yes Yes
Advanced
Cluster File
System
(Oracle ACFS)

NVMe over No No No Yes Yes
Fabrics
(NVMe-oF)
storage
devices

Local file No Yes Yes No No
system

OCFS2 No No Yes Yes Yes

Network file Yes Yes Yes Yes Yes
system (NFS)
on a certified
network-
attached
storage (NAS)
filer

Note: Direct
NFS Client
does not
support Oracle
Clusterware

files

Direct-attached | No No Yes Yes Yes
storage (DAS)

Shared disk No No No No No
partitions

(block devices
or raw devices)

Guidelines for Storage Options
Use the following guidelines when choosing storage options:

* You can choose any combination of the supported storage options for each file type
provided that you satisfy all requirements listed for the chosen storage options.
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* You can use Oracle ASM or shared file system to store Oracle Clusterware files.
» Direct use of raw or block devices is not supported.

Related Topics

e Oracle Database Upgrade Guide

Oracle ACFS and Oracle ADVM

Oracle Advanced Cluster File System (Oracle ACFS) extends Oracle ASM technology to
support of all of your application data in both single instance and cluster configurations.

Oracle Automatic Storage Management Dynamic Volume Manager (Oracle ADVM) provides
volume management services and a standard disk device driver interface to clients. Oracle
ACFS communicates with Oracle ASM through the Oracle ADVM interface.

< Note:

Starting with Oracle Database 21c, the name of Oracle Automatic Storage
Management Cluster File System (Oracle ACFS) is changed to Oracle Advanced
Cluster File System (Oracle ACFS).

This change is only a change of the name. The basic function of Oracle's cluster file
system continues to be the same. Oracle continues to develop and enhance Oracle
ACFS.

e Oracle ACFS and Oracle ADVM Support on Linux x86—64
Oracle ACFS and Oracle ADVM are supported on Oracle Linux, Red Hat Enterprise Linux,
and SUSE Linux Enterprise Server.

* Restrictions and Guidelines for Oracle ACFS
Review these topics as part of your storage plan for using Oracle ACFS for single instance
and cluster configurations.

Related Topics

e Oracle Advanced Cluster File System Administrator's Guide

Oracle ACFS and Oracle ADVM Support on Linux x86-64

ORACLE

Oracle ACFS and Oracle ADVM are supported on Oracle Linux, Red Hat Enterprise Linux, and
SUSE Linux Enterprise Server.

Table 7-2 Platforms That Support Oracle ACFS and Oracle ADVM

_______________________________________________________________________________|
Platform / Operating System Kernel

Oracle Linux 9 All Oracle Linux 9.3 Unbreakable Enterprise Linux (UEK) kernels;
Red Hat Compatible Kernel (RHCK) 9.3 and later kernels.

Oracle Linux 8 All Oracle Linux 8.8 Unbreakable Enterprise Linux (UEK) kernels;
Red Hat Compatible Kernel (RHCK) 8.8 and later kernels.

Red Hat Enterprise Linux 9.2 Red Hat Enterprise Linux 9.2 and later kernels.

Red Hat Enterprise Linux 8.8 Red Hat Enterprise Linux 8.8 and later kernels.

SUSE Linux Enterprise Server 15 SUSE Linux Enterprise Server 15 SP5 and later kernels
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Table 7-2 (Cont.) Platforms That Support Oracle ACFS and Oracle ADVM

_______________________________________________________________________________|
Platform / Operating System Kernel

Linux Containers Not supported

# Note:

If you use Security Enhanced Linux (SELinux) in enforcing mode with Oracle ACFS,
then ensure that you mount the Oracle ACFS file systems with an SELinux default
context. Refer to your Linux vendor documentation for information about the context
mount option.

@ mportant:

You must apply patches to some of the Linux kernel versions for successful Oracle
Grid Infrastructure installation. Refer to the following notes for more information:

* My Oracle Support Note 1369107.1 for more information and a complete list of
platforms and releases that support Oracle ACFS and Oracle ADVM:

https://support.oracle.com/rs?type=doc&id=1369107.1

» Patch Set Updates for Oracle Products (My Oracle Support Note 854428.1) for
current release and support information:

https://support.oracle.com/rs?type=doc&id=854428.1

Restrictions and Guidelines for Oracle ACFS

ORACLE

Review these topics as part of your storage plan for using Oracle ACFS for single instance and
cluster configurations.

ACFS Restrictions for Oracle Database and Oracle Grid Infrastructure

Oracle Advanced Cluster File System (Oracle ACFS) provides a general purpose file system.
You can only use Oracle ACFS when Oracle ASM is configured.

Note the following general guidelines and restrictions for placing Oracle Database and Oracle
Grid Infrastructure files on Oracle ACFS:

* You can place Oracle Database binaries, data files, and administrative files (for example,
trace files) on Oracle ACFS.

e Oracle ACFS does not support encryption or replication with Oracle Database data files,
tablespace files, control files, redo logs, archive logs, RMAN backups, Data Pump
dumpsets, and flashback files.

e You can place Oracle Database homes on Oracle ACFS only if the database release is
Oracle Database 11g Release 2, or more recent releases. You cannot install earlier
releases of Oracle Database on Oracle ACFS.

e For installations on Oracle Clusterware, you cannot place Oracle Clusterware files on
Oracle ACFS.
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ACFS Restrictions for Oracle Restart

Oracle Restart does not support root-based Oracle Clusterware resources. For this reason, the
following restrictions apply if you run Oracle ACFS on an Oracle Restart Configuration:

e Starting with Oracle Database 18c, configuration assistants do not allow the creation of
Oracle Database homes on Oracle ACFS in an Oracle Restart configuration.

e Oracle Restart does not support Oracle ACFS resources on all platforms.

e Starting with Oracle Database 12c, Oracle Restart configurations do not support the Oracle
ACFS registry.

e On Linux, Oracle ACFS provides an automated mechanism to load and unload drivers and
mount and unmount Oracle ACFS file systems on system restart and shutdown. However,
Oracle ACFS does not provide automated recovery of mounted file systems when the
system is running. Other than Linux, Oracle ACFS does not provide this automated
mechanism on other operating systems.

e Creating Oracle data files on an Oracle ACFS file system is not supported in Oracle
Restart configurations. Creating Oracle data files on an Oracle ACFS file system is
supported on Oracle Grid Infrastructure for a cluster configurations.

Related Topics

e Oracle Advanced Cluster File System Administrator's Guide

Storage Considerations for Oracle Grid Infrastructure and Oracle

RAC

ORACLE

For all installations, you must choose the storage option to use for Oracle Grid Infrastructure
(Oracle Clusterware and Oracle ASM), and Oracle Real Application Clusters (Oracle RAC)
databases.

Storage Considerations for Oracle Clusterware

Oracle Clusterware voting files are used to monitor cluster node status, and Oracle Cluster
Registry (OCR) files contain configuration information about the cluster. You can store Oracle
Cluster Registry (OCR) and voting files on Oracle ASM disk groups or a shared file system.
You can also store a backup of the OCR file in a disk group. Storage must be shared; any node
that does not have access to an absolute majority of voting files (more than half) is restarted.

If you use Oracle ASM disk groups created on Network File System (NFS) for storage, then
ensure that you follow the recommendations for mounting NFS described in the topic
Guidelines for Configuring Oracle ASM Disk Groups on NFS.

Storage Considerations for Oracle RAC

Oracle ASM is a supported storage option for database and recovery files. For all installations,
Oracle recommends that you create at least two separate Oracle ASM disk groups: One for
Oracle Database data files, and one for recovery files. Oracle recommends that you place the
Oracle Database disk group and the recovery files disk group in separate failure groups.

e If you do not use Oracle ASM for database files, then Oracle recommends that you place
the data files and the Fast Recovery Area in shared storage located outside of the Oracle
home, in separate locations, so that a hardware failure does not affect availability.

e You can choose any combination of the supported storage options for each file type
provided that you satisfy all requirements listed for the chosen storage options.
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e If you plan to install an Oracle RAC home on a shared OCFS2 location, then you must
upgrade OCFS2 to at least version 1.4.1, which supports shared writable memory maps.

* To use Oracle ASM with Oracle RAC, and if you are configuring a new Oracle ASM
instance, then your system must meet the following conditions:

— All nodes on the cluster have Oracle Clusterware and Oracle ASM 23ai installed as
part of an Oracle Grid Infrastructure for a cluster installation.

— Any existing Oracle ASM instance on any node in the cluster is shut down.

— To provide voting file redundancy, one Oracle ASM disk group is sufficient. The Oracle
ASM disk group provides three or five copies.

You can use NFS, with or without Direct NFS, to store Oracle Database data files.

Guidelines for Using Oracle ASM Disk Groups for Storage

Plan how you want to configure Oracle ASM disk groups for deployment.

During Oracle Grid Infrastructure installation, you can create one or two Oracle ASM disk
groups. After the Oracle Grid Infrastructure installation, you can create additional disk groups
using Oracle Automatic Storage Management Configuration Assistant (ASMCA), SQL*Plus, or
Automatic Storage Management Command-Line Utility (ASMCMD).

Choose to create a second disk group during Oracle Grid Infrastructure installation. The first
disk group stores the Oracle Cluster Registry (OCR), voting files, and the Oracle ASM
password file. The second disk group stores Oracle Cluster Registry (OCR) backup files.
Oracle strongly recommends that you store the OCR backup files in a different disk group from
the disk group where you store OCR files. In addition, having a second disk group is advisable
for performance, availability, sizing, and manageability of storage.

If you install Oracle Database or Oracle RAC after you install Oracle Grid Infrastructure, then
you can either use the same disk group for database files, OCR, and voting files, or you can
use different disk groups. If you create multiple disk groups before installing Oracle RAC or
before creating a database, then you can do one of the following:

» Place the data files in the same disk group as the Oracle Clusterware files.
« Use the same Oracle ASM disk group for data files and recovery files.
« Use different disk groups for each file type.

If you create only one disk group for storage, then the OCR and voting files, database files,
and recovery files are contained in the one disk group. If you create multiple disk groups for
storage, then you can place files in different disk groups.

" See Also:

Oracle Automatic Storage Management Administrator's Guide for information about
creating disk groups

Guidelines for Configuring Oracle ASM Disk Groups on NFS

Configuration guidelines for Automatic Storage Management (Oracle ASM) on NFS file
systems.
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You can create Oracle ASM disk groups on NFS (Network File System) or block devices on a
supported Network Attached Storage (NAS) device. Understand the following guidelines for
configuring Oracle ASM disk groups on NFS:

# Note:

All storage products must be supported by both your server and storage vendors.

Guidelines for Deploying Oracle ASM Disk Groups Without Quorum Disks

To use an NFS file system, it must be on a supported NAS device. Log in to My Oracle
Support at the following URL, and click Certifications to find the most current information
about supported NAS devices:

https://support.oracle.com/

NFS file systems must be mounted and available over NFS mounts before you start
installation. Refer to your vendor documentation to complete NFS configuration and
mounting.

Direct NFS requires hard mounts. Hard mounting NFS filers prevents corruption which
could occur if the client connection were to time out. If an NFS filer stops responding on an
I/O operation to a mirrored file, then the database and Oracle ASM cannot failover to the
remaining mirror copy. Therefore, Oracle recommends that you use external redundancy
when you deploy Oracle ASM disk groups on NFS storage.

Oracle ASM Filter Driver and Oracle ACFS and Oracle ADVM are not supported with NFS.
These features are incompatible because of the nature of the operating system interface
for NFS-based storage.

# Note:

Oracle ACFS does not support NFS disks in an Oracle ASM disk group, but you
can use NFS disks with Oracle ACFS using Oracle ACFS NAS Maximum
Availability eXtensions (Oracle ACFS NAS MAX).

The performance of Oracle software and databases stored on Oracle ASM disk groups on
NFS depends on the performance of the network connection between the Oracle server
and the NAS device. Oracle recommends that you connect the server to the NAS device
using a private dedicated network connection, which should be Gigabit Ethernet or better.

You can configure Oracle ASM on NFS when you deploy Oracle Grid Infrastructure to
manage Oracle RAC databases.

You can specify separate NFS locations for Oracle ASM disk groups for Oracle
Clusterware files and OCR backup.

The user account with which you perform the installation (oracle or grid) must have write
permissions to create the files in the path that you specify.

When you choose Oracle ASM on NFS, you cannot use Oracle Advanced Cluster File
System (Oracle ACFS) for storage. This cluster configuration cannot be used as a Oracle
Fleet Patching and Provisioning Server.
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Guidelines for Deploying Oracle ASM Disk Groups With Quorum Disks

* SAN-attached storage or iISCSl-attached devices are the preferred ways to connect to
quorum disks. If your standard deployment requires NFS to be used as storage, then use
soft mounts for NFS-based Oracle ASM quorum disks and hard mounts for other Oracle
ASM disks.

* You can use Direct NFS (dNFS) for storage of Oracle Database data files. dNFS does not
support soft mounts, so you cannot use dNFS for quorum failure groups. Alternatively, use
kernel-based NFS with a soft mount for NFS storage residing in a quorum failure group.

e The quorum failure group feature in Oracle ASM enables use of NFS storage in an Oracle
ASM disk group without requiring a hard mount for NFS storage in the quorum failure
group. This capability is useful for Oracle Extended Clusters where a third site is required
for establishing quorum.

Related Topics

e Creating Files on a NAS Device for Use with Oracle Automatic Storage Management
If you have a certified NAS storage device, then you can create zero-padded files in an
NFS mounted directory and use those files as disk devices in an Oracle ASM disk group.

Using Logical Volume Managers with Oracle Grid Infrastructure
and Oracle RAC

Oracle Grid Infrastructure and Oracle RAC only support cluster-aware volume managers.

Oracle Grid Infrastructure and Oracle RAC only support cluster-aware volume managers.
Some third-party volume managers are not cluster-aware, and so are not supported. To
confirm that a volume manager you want to use is supported, click Certifications on My
Oracle Support to determine if your volume manager is certified for Oracle RAC. My Oracle
Support is available at the following URL:

https://support.oracle.com

Using a Cluster File System for Oracle Clusterware Files

Starting with Oracle Grid Infrastructure 19c, you can use Oracle Automatic Storage
Management (Oracle ASM) or certified shared file system to store OCR files and voting files.

For new Oracle Grid Infrastructure installations, you can use Oracle ASM or shared file system
to store voting files and OCR files. For Linux 86-64 (64-bit) platform, Oracle provides a cluster
file system, OCFS2. However, Oracle does not recommend using OCFS2 for Oracle
Clusterware files.

About NFS Storage for Data Files

ORACLE

Review this section for NFS storage configuration guidelines.

Network-Attached Storage and NFS Protocol

Network-attached storage (NAS) systems use the network file system (NFS) protocol to to
access files over a network, which enables client servers to access files over networks as
easily as to storage devices attached directly to the servers. You can store data files on
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supported NFS systems. NFS is a shared file system protocol, so NFS can support both single
instance and Oracle Real Application Clusters databases.

# Note:

The performance of Oracle software and databases stored on NAS devices depends
on the performance of the network connection between the servers and the network-
attached storage devices.For better performance, Oracle recommends that you
connect servers to NAS devices using private dedicated network connections. NFS
network connections should use Gigabit Ethernet or better.

Refer to your vendor documentation to complete NFS configuration and mounting.

Requirements for Using NFS Storage

Before you start installation, NFS file systems must be mounted and available to servers.

About Direct NFS Client Mounts to NFS Storage Devices

ORACLE

Direct NFS Client integrates the NFS client functionality directly in the Oracle software to
optimize the 1/0 path between Oracle and the NFS server. This integration can provide
significant performance improvements.

Direct NFS Client supports NFSv3, NFSv4, NFSv4.1, and pNFS protocols to access the NFS
server. Direct NFS Client also simplifies, and in many cases automates, the performance
optimization of the NFS client configuration for database workloads.

Starting with Oracle Database 12c¢ Release 2, when you enable Direct NFS, you can also
enable the Direct NFS dispatcher. The Direct NFS dispatcher consolidates the number of TCP
connections that are created from a database instance to the NFS server. In large database
deployments, using Direct NFS dispatcher improves scalability and network performance.
Parallel NFS deployments also require a large number of connections. Hence, the Direct NFS
dispatcher is recommended with Parallel NFS deployments too.

Direct NFS Client can obtain NFS mount points either from the operating system mount
entries, or from the oranfstab file.

Direct NFS Client Requirements

* NFS servers must have write size values (wtmax) of 32768 or greater to work with Direct
NFS Client.

e NFS mount points must be mounted both by the operating system kernel NFS client and
Direct NFS Client, even though you configure Direct NFS Client to provide file service.

If Oracle Database cannot connect to an NFS server using Direct NFS Client, then Oracle
Database connects to the NFS server using the operating system kernel NFS client. When
Oracle Database fails to connect to NAS storage though Direct NFS Client, it logs an
informational message about the Direct NFS Client connect error in the Oracle alert and
trace files.

« Follow standard guidelines for maintaining integrity of Oracle Database files mounted by
both operating system NFS and by Direct NFS Client.
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Direct NFS Mount Point Search Order

Direct NFS Client searches for mount entries in the following order:
1. ORACLE BASE HOME/dbs/oranfstab

2. ORACLE BASE CONFIG/dbs/oranfstab

3. /etc/oranfstab

4. /etc/mtab

Direct NFS Client uses the first matching entry as the mount point.

# Note:

You can have only one active NFS Client implementation for each instance. Enabling
Direct NFS Client on an instance prevents you from using another NFS Client
implementation, such as kernel NFS Client.

e To print the ORACLE_BASE_HOME path, run:

$ setenv ORACLE HOME /u0l/app/oracle/product/23.0.0/dbhome 1
$ cd $ORACLE HOME/bin
$ ./orabasehome

e To print the ORACLE_BASE_CONFIG path, run:

$ setenv ORACLE HOME /u0l/app/oracle/product/23.0.0/dbhome 1
$ cd SORACLE HOME/bin
$ ./orabaseconfig

# See Also:

e Oracle Database Reference for information about setting the
enable dnfs dispatcher parameter in the initialization parameter file to enable
Direct NFS dispatcher

e Oracle Database Performance Tuning Guide for performance benefits of enabling
Parallel NFS and Direct NFS dispatcher

e Oracle Automatic Storage Management Administrator's Guide for guidelines
about managing Oracle Database data files created with Direct NFS Client or
kernel NFS
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Complete these procedures to configure Oracle Automatic Storage Management (Oracle ASM)
for Oracle Grid Infrastructure for a cluster.

Oracle Grid Infrastructure for a cluster provides system support for Oracle Database. Oracle
ASM is a volume manager and a file system for Oracle database files that supports single-
instance Oracle Database and Oracle Real Application Clusters (Oracle RAC) configurations.
Oracle Automatic Storage Management also supports a general purpose file system for your
application needs, including Oracle Database binaries. Oracle Automatic Storage Management
is Oracle's recommended storage management solution. It provides an alternative to
conventional volume managers and file systems.

# Note:

Oracle ASM and shared file system are the supported storage management solutions
for Oracle Cluster Registry (OCR) and Oracle Clusterware voting files. The OCR is a
file that contains the configuration information and status of the cluster. The installer
automatically initializes the OCR during the Oracle Clusterware installation. Database
Configuration Assistant uses the OCR for storing the configurations for the cluster
databases that it creates.

e Configuring Storage for Oracle Automatic Storage Management
Identify storage requirements and Oracle ASM disk group options.

e Configuring Storage Device Path Persistence Using Oracle ASMFD
Oracle ASM Filter Driver (Oracle ASMFD) maintains storage file path persistence and
helps to protect files from accidental overwrites.

e Configuring NVMe Over Fabrics Storage Devices with Oracle ASM
You can use NVMe over Fabrics storage devices with Oracle Automatic Storage
Management (Oracle ASM) to create Oracle ASM disk groups.

e Using Disk Groups with Oracle Database Files on Oracle ASM
Review this information to configure Oracle Automatic Storage Management (Oracle ASM)
storage for Oracle Clusterware and Oracle Database Files.

e Configuring File System Storage for Oracle Database
Complete these procedures to use file system storage for Oracle Database.

e Creating Oracle ASM Client Data File
Generate an Oracle ASM client data file and copy the file to the Oracle ASM client cluster
member node on which you are installing Oracle Grid Infrastructure.

e Configuring Oracle Advanced Cluster File System
Review this information to configure Oracle ACFS for an Oracle RAC Oracle Database
home.

*  Checking OCFS2 Version Manually
Use the following command to check your OCFS2 version manually.
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Configuring Storage for Oracle Automatic Storage Management

Identify storage requirements and Oracle ASM disk group options.

# Note:

Oracle ASM Filter Driver (ASMFD) is deprecated on both Linux and Oracle Solaris
beginning with Oracle Database 19c. It will be desupported in a future release.

On Linux systems running kernel 5.14 or higher (including Oracle Linux, RedHat
Enterprise Linux, and SUSE Linux Enterprise Server), ASMFD filtering is already
disabled and will not be supported going forward. Oracle recommends moving to
ASMIlib v3 for those environments, as it provides equivalent functionality. For details,
see My Oracle Support Note Document 2806979.1. Migration steps are available. On
Oracle Solaris, ASMFD is deprecated, but remains fully supported. No immediate
action is required until a formal desupport notice is issued.

» ldentifying Storage Requirements for Oracle Automatic Storage Management
To identify the storage requirements for using Oracle ASM, you must determine the
number of devices and the amount of free disk space that you require.

e Oracle Clusterware Storage Space Requirements
Use this information to determine the minimum number of disks and the minimum disk
space requirements based on the redundancy type, for installing Oracle Clusterware files
for various Oracle Cluster deployments.

e Using an Existing Oracle ASM Disk Group
Use Oracle Enterprise Manager Cloud Control or the Oracle ASM command line tool
(asmemd) to identify existing disk groups, and to determine if sufficient space is available in
the disk group.

e About Upgrading Existing Oracle Automatic Storage Management Instances
Oracle Automatic Storage Management (Oracle ASM) upgrades are carried out during an
Oracle Grid Infrastructure upgrade.

e Selecting Disks to use with Oracle ASM Disk Groups
If you are sure that a suitable disk group does not exist on the system, then install or
identify appropriate disk devices to add to a new disk group.

e Specifying the Oracle ASM Disk Discovery String
When an Oracle ASM instance is initialized, Oracle ASM discovers and examines the
contents of all of the disks that are in the paths that you designated with values in the
ASM DISKSTRING initialization parameter.

e Creating Files on a NAS Device for Use with Oracle Automatic Storage Management
If you have a certified NAS storage device, then you can create zero-padded files in an
NFS mounted directory and use those files as disk devices in an Oracle ASM disk group.

Related Topics

e Oracle Automatic Storage Management Administrator's Guide
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Identifying Storage Requirements for Oracle Automatic Storage

Management

ORACLE

To identify the storage requirements for using Oracle ASM, you must determine the number of
devices and the amount of free disk space that you require.

To complete this task, follow these steps:

1.

Plan your Oracle ASM disk groups requirement, based on the cluster configuration you
want to deploy.

Determine whether you want to use Oracle ASM for Oracle Database files, recovery files,
and Oracle Database binaries. Oracle Database files include data files, control files, redo
log files, the server parameter file, and the password file.

# Note:

* You do not have to use the same storage mechanism for Oracle Database
files and recovery files. You can use a shared file system for one file type and
Oracle ASM for the other.

* There are two types of Oracle Clusterware files: OCR files and voting files.
You can use either Oracle ASM or a shared file system to store OCR and
voting files on Oracle Grid Infrastructure deployments.

» If your database files are stored on a shared file system, then you can
continue to use the same for database files, instead of moving them to
Oracle ASM storage.

Choose the Oracle ASM redundancy level to use for the Oracle ASM disk group.

Except when using external redundancy, Oracle ASM mirrors all Oracle Clusterware files in
separate failure groups within a disk group. A quorum failure group, a special type of
failure group, contains mirror copies of voting files when voting files are stored in normal or
high redundancy disk groups. The disk groups that contain Oracle Clusterware files (OCR
and voting files) have a higher minimum number of failure groups than other disk groups
because the voting files are stored in quorum failure groups in the Oracle ASM disk group.

A quorum failure group is a special type of failure group that is used to store the Oracle
Clusterware voting files. The quorum failure group is used to ensure that a quorum of the
specified failure groups are available. When Oracle ASM mounts a disk group that
contains Oracle Clusterware files, the quorum failure group is used to determine if the disk
group can be mounted in the event of the loss of one or more failure groups. Disks in the
quorum failure group do not contain user data, therefore a quorum failure group is not
considered when determining redundancy requirements in respect to storing user data.

The redundancy levels are as follows:
e High redundancy

In a high redundancy disk group, Oracle ASM uses three-way mirroring to increase
performance and provide the highest level of reliability. A high redundancy disk group
requires a minimum of three disk devices (or three failure groups). The effective disk
space in a high redundancy disk group is one-third the sum of the disk space in all of
its devices.

8-3



ORACLE

Chapter 8
Configuring Storage for Oracle Automatic Storage Management

For Oracle Clusterware files, a high redundancy disk group requires a minimum of five
disk devices and provides five voting files and one OCR (one primary and two
secondary copies). For example, your deployment may consist of three regular failure
groups and two quorum failure groups. Note that not all failure groups can be quorum
failure groups, even though voting files need all five disks. With high redundancy, the
cluster can handle the loss of two failure groups.

While high redundancy disk groups do provide a high level of data protection, you
should consider the greater cost of additional storage devices before deciding to select
high redundancy disk groups.

Normal redundancy

In a normal redundancy disk group, to increase performance and reliability, Oracle
ASM by default uses two-way mirroring. A normal redundancy disk group requires a
minimum of two disk devices (or two failure groups). The effective disk space in a
normal redundancy disk group is half the sum of the disk space in all of its devices.

For Oracle Clusterware files, a normal redundancy disk group requires a minimum of
three disk devices and provides three voting files and one OCR (one primary and one
secondary copy). For example, your deployment may consist of two regular failure
groups and one quorum failure group. With normal redundancy, the cluster can handle
the loss of one failure group.

If you are not using a storage array providing independent protection against data loss
for storage, then Oracle recommends that you select normal redundancy.

External redundancy

An external redundancy disk group requires a minimum of one disk device. The
effective disk space in an external redundancy disk group is the sum of the disk space
in all of its devices.

Because Oracle ASM does not mirror data in an external redundancy disk group,
Oracle recommends that you use external redundancy with storage devices such as
RAID, or other similar devices that provide their own data protection mechanisms.

Flex redundancy

A flex redundancy disk group is a type of redundancy disk group with features such as
flexible file redundancy, mirror splitting, and redundancy change. A flex disk group can
consolidate files with different redundancy requirements into a single disk group. It also
provides the capability for databases to change the redundancy of its files. A disk
group is a collection of file groups, each associated with one database. A quota group
defines the maximum storage space or quota limit of a group of databases within a
disk group.

In a flex redundancy disk group, Oracle ASM uses three-way mirroring of Oracle ASM
metadata to increase performance and provide reliability. For database data, you can
choose no mirroring (unprotected), two-way mirroring (mirrored), or three-way
mirroring (high). A flex redundancy disk group requires a minimum of three disk
devices (or three failure groups).

Extended redundancy

Extended redundancy disk group has similar features as the flex redundancy disk
group. Extended redundancy is available when you configure an Oracle Extended
Cluster. Extended redundancy extends Oracle ASM data protection to cover failure of
sites by placing enough copies of data in different failure groups of each site. A site is
a collection of failure groups. For extended redundancy with three sites, for example,
two data sites, and one quorum failure group, the minimum number of disks is seven
(three disks each for two data sites and one quorum failure group outside the two data
sites). The maximum number of supported sites for extended redundancy is three. In
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an extended redundancy disk group, each site maintains the user data redundancy as
specified by the file group attribute. Each site can host data failure groups and quorum
failure groups for a given disk group. For example, if the file group redundancy is
specified as 2 or 3, each site has 2 or 3 mirrors respectively, provided there are
enough failure groups to accommodate the mirrors. See About Oracle Extended
Clusters for more information about selecting redundancy levels for extended clusters.

¢ See Also:

Oracle Automatic Storage Management Administrator's Guide for more
information about file groups and quota groups for flex disk groups

# Note:

You can alter the redundancy level of the disk group after a disk group is created.
For example, you can convert a normal or high redundancy disk group to a flex
redundancy disk group. Within a flex redundancy disk group, file redundancy can
change among three possible values: unprotected, mirrored, or high.

Determine the total amount of disk space that you require for Oracle Clusterware files, and
for the database files and recovery files.

If an Oracle ASM instance is running on the system, then you can use an existing disk
group to meet these storage requirements. If necessary, you can add disks to an existing
disk group during the database installation.

See Oracle Clusterware Storage Space Requirements to determine the minimum number
of disks and the minimum disk space requirements for installing Oracle Clusterware files,
and installing the starter database, where you have voting files in a separate disk group.

Determine an allocation unit size.

Every Oracle ASM disk is divided into allocation units (AU). An allocation unit is the
fundamental unit of allocation within a disk group. You can select the AU Size value from 1,
2,4,8, 16, 32, or 64 MB, depending on the specific disk group compatibility level. For flex
disk groups, the default value for AU size is set to 4 MB. For external, normal, and high
redundancies, the default AU size is 1 MB.

For Oracle Clusterware installations, you must also add additional disk space for the
Oracle ASM metadata. You can use the following formula to calculate the disk space
requirements (in MB) for OCR and voting files, and the Oracle ASM metadata:

total = [2 * ausize * disks] + [redundancy * (ausize *
(all client instances + nodes + disks + 32) + (64 * nodes) + clients +
543) ]

redundancy = Number of mirrors: external = 1, normal = 2, high = 3, flex = 3.
ausize = Metadata AU size in megabytes

all_client_instance = Sum of all database clients and ACFS proxy instances
nodes = Number of nodes in cluster.

clients - Number of database instances for each node.

disks - Number of disks in disk group.
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Optionally, identify failure groups for the Oracle ASM disk group devices.

If you intend to use a normal or high redundancy disk group, then you can further protect
the database against hardware failure by associating a set of disk devices in a custom
failure group. By default, each device is included in its failure group. However, if two disk
devices in a normal redundancy disk group are attached to the same Host Bus Adapter
(HBA), then the disk group becomes unavailable if the adapter fails. The HBA in this
example is a single point of failure.

For instance, to avoid failures of this type, you can use two HBA fabric paths, each with
two disks, and define a failure group for the disks attached to each adapter. This
configuration would enable the disk group to tolerate the failure of one HBA fabric path.

# Note:

You can define custom failure groups during installation of Oracle Grid
Infrastructure. You can also define failure groups after installation using the GUI
tool ASMCA, the command line tool asmcmd, or SQL commands. If you define
custom failure groups, then you must specify a minimum of two failure groups for
normal redundancy disk groups and three failure groups for high redundancy disk
groups.

If you are sure that a suitable disk group does not exist on the system, then install or
identify appropriate disk devices to add to a new disk group. Use the following guidelines
when identifying appropriate disk devices:

e The disk devices must be owned by the user performing Oracle Grid Infrastructure
installation.

e All the devices in an Oracle ASM disk group must be the same size and have the
same performance characteristics.

< Do not specify multiple partitions on a single physical disk as a disk group device.
Oracle ASM expects each disk group device to be on a separate physical disk.

«  Although you can specify a logical volume as a device in an Oracle ASM disk group,
Oracle does not recommend their use because it adds a layer of complexity that is
unnecessary with Oracle ASM. Oracle recommends that if you choose to use a logical
volume manager, then use the logical volume manager to represent a single logical
unit number (LUN) without striping or mirroring, so that you can minimize the effect on
storage performance of the additional storage layer.

If you use Oracle ASM disk groups created on Network File System (NFS) for storage,
then ensure that you follow recommendations described in Guidelines for Configuring
Oracle ASM Disk Groups on NFS.

Related Topics

Storage Checklist for Oracle Grid Infrastructure
Review the checklist for storage hardware and configuration requirements for Oracle Grid
Infrastructure installation.

Oracle Clusterware Storage Space Requirements

Use this information to determine the minimum number of disks and the minimum disk
space requirements based on the redundancy type, for installing Oracle Clusterware files
for various Oracle Cluster deployments.

Configuring Storage Device Path Persistence Using Oracle ASMFD
Oracle ASM Filter Driver (Oracle ASMFD) maintains storage file path persistence and
helps to protect files from accidental overwrites.

8-6



Chapter 8
Configuring Storage for Oracle Automatic Storage Management

Oracle Clusterware Storage Space Requirements

Use this information to determine the minimum number of disks and the minimum disk space
requirements based on the redundancy type, for installing Oracle Clusterware files for various
Oracle Cluster deployments.

Total Oracle Clusterware Available Storage Space Required by Oracle Cluster
Deployment Type

Based on the cluster configuration you want to install, the Oracle Clusterware space
requirements vary for different redundancy levels. The following tables list the space
requirements for each cluster configuration and redundancy level.

# Note:

The DATA disk group stores OCR and voting files, and the RECO disk group stores
Oracle Clusterware backup files.

Table 8-1 Minimum Available Space Requirements for Oracle Grid Infrastructure
Deployment to Manage Oracle RAC Databases

Redundancy DATA Disk Group Oracle Fleet Patching Total Storage
Level and Provisioning

External 1GB 1GB 2GB

Normal 2GB 2GB 4 GB
High/Flex/ 3GB 3GB 6 GB
Extended

e Oracle recommends that you use a separate disk group, other than DATA, for Oracle
Clusterware backup files.

e The initial sizing for the Oracle Grid Infrastructure deployment to manage Oracle RAC
databases is for up to four nodes. You must add additional storage space to the disk group
containing Oracle Clusterware backup files for each new node added to the cluster.

e By default, all new Oracle Grid Infrastructure deployments to manage Oracle RAC
databases are configured with Oracle Fleet Patching and Provisioning for patching that
cluster only. This deployment requires a minimal ACFS file system that is automatically
configured.

Using an Existing Oracle ASM Disk Group

Use Oracle Enterprise Manager Cloud Control or the Oracle ASM command line tool (asmcmd)
to identify existing disk groups, and to determine if sufficient space is available in the disk
group.

1. Connect to the Oracle ASM instance and start the instance if necessary:

$ SORACLE HOME/bin/asmcmd
ASMCMD> startup
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2. Enter one of the following commands to view the existing disk groups, their redundancy
level, and the amount of free disk space in each one:

ASMCMD> 1sdg

or

SORACLE HOME/bin/asmcmd -p lsdg

The 1sdg command lists information about mounted disk groups only.

3. From the output, identify a disk group with the appropriate redundancy level and note the
free space that it contains.

4. If necessary, install or identify the additional disk devices required to meet the storage
requirements for your installation.

# Note:

If you are adding devices to an existing disk group, then Oracle recommends that you
use devices that have the same size and performance characteristics as the existing
devices in that disk group.

About Upgrading Existing Oracle Automatic Storage Management Instances

Oracle Automatic Storage Management (Oracle ASM) upgrades are carried out during an
Oracle Grid Infrastructure upgrade.

Oracle ASM is always upgraded with Oracle Grid Infrastructure as part of the upgrade, and
Oracle Automatic Storage Management Configuration Assistant (Oracle ASMCA) is started by
the root scripts during upgrade. Subsequently, you can use Oracle ASMCA (located in

Grid home/bin) to configure failure groups, Oracle ASM volumes, and Oracle Advanced
Cluster File System (Oracle ACFS).

Oracle ASMCA cannot perform a separate upgrade of Oracle ASM from a prior release to the
current release.

Related Topics
e Oracle Automatic Storage Management Administrator's Guide

e Oracle Database Upgrade Guide

Selecting Disks to use with Oracle ASM Disk Groups

ORACLE

If you are sure that a suitable disk group does not exist on the system, then install or identify
appropriate disk devices to add to a new disk group.

Use the following guidelines when identifying appropriate disk devices:

« All of the devices in an Oracle ASM disk group should be the same size and have the
same performance characteristics.

* Do not specify multiple partitions on a single physical disk as a disk group device. Oracle
ASM expects each disk group device to be on a separate physical disk.
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* Nonshared logical partitions are not supported with Oracle RAC. To use logical partitions
for your Oracle RAC database, you must use shared logical volumes created by a logical
volume manager such as fdisk.

« Although you can specify a logical volume as a device in an Oracle ASM disk group,
Oracle does not recommend their use because it adds a layer of complexity that is
unnecessary with Oracle ASM. In addition, Oracle RAC requires a cluster logical volume
manager in case you decide to use a logical volume with Oracle ASM and Oracle RAC.

Specifying the Oracle ASM Disk Discovery String

When an Oracle ASM instance is initialized, Oracle ASM discovers and examines the contents
of all of the disks that are in the paths that you designated with values in the ASM DISKSTRING
initialization parameter.

The value for the ASM DISKSTRING initialization parameter is an operating system—dependent
value that Oracle ASM uses to limit the set of paths that the discovery process uses to search
for disks. The exact syntax of a discovery string depends on the platform, ASMLib libraries,
and whether NVMe over Fabrics disks or Oracle Exadata disks are used. The path names that
an operating system accepts are always usable as discovery strings.

The default value of ASM DISKSTRING might not find all disks in all situations. In addition, if your
installation uses multipathing software, then the software might place pseudo-devices in a path
that is different from the operating system default.

# See Also:

*  Oracle Automatic Storage Management Administrator's Guide for more
information about the initialization parameter ASM DISKSTRING

* See "Oracle ASM and Multipathing" in Oracle Automatic Storage Management
Administrator's Guide for information about configuring Oracle ASM to work with
multipathing, and consult your multipathing vendor documentation for details.

Creating Files on a NAS Device for Use with Oracle Automatic Storage
Management

ORACLE

If you have a certified NAS storage device, then you can create zero-padded files in an NFS
mounted directory and use those files as disk devices in an Oracle ASM disk group.

Ensure that you specify the ASM discovery path for Oracle ASM disks.

During installation of Oracle Grid Infrastructure, Oracle Universal Installer (OUI) can create
files in the NFS mounted directory you specify. The following procedure explains how to
manually create files in an NFS mounted directory to use as disk devices in an Oracle ASM
disk group:

1. If necessary, create an exported directory for the disk group files on the NAS device.
2. Switch user to root.

3. Create a mount point directory on the local system.
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For example:
# mkdir -p /mnt/oracleasm

4. To ensure that the NFS file system is mounted when the system restarts, add an entry for
the file system in the mount file /etc/fstab.

5. Enter a command similar to the following to mount the NFS on the local system:
# mount /mnt/oracleasm

6. Choose a name for the disk group to create, and create a directory for the files on the NFS
file system, using the disk group name as the directory name.

For example, if you want to set up a disk group for a sales database:
# mkdir /mnt/oracleasm/salesl

7. Use commands similar to the following to create the required number of zero-padded files
in this directory:

# dd if=/dev/zero
of=/mnt/oracleasm/salesl/diskl bs=1024k
count=1000

This example creates 1 GB files on the NFS file system. You must create one, two, or three
files respectively to create an external, normal, or high redundancy disk group.

¢ Note:

Creating multiple zero-padded files on the same NAS device does not guard
against NAS failure. Instead, create one file for each NAS device and mirror them
using the Oracle ASM technology.

8. Enter commands similar to the following to change the owner, group, and permissions on
the directory and files that you created:

# chown -R grid:asmdba /mnt/oracleasm
# chmod -R 660 /mnt/oracleasm

In this example, the installation owner is grid and the OSDBA group for Oracle ASM is
asmdba.

9. During Oracle Database installations, edit the Oracle ASM disk discovery string to specify
a regular expression that matches the file names you created.

For example:

/mnt/oracleasm/salesl/

Related Topics
e My Oracle Support Note 359515.1
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Configuring Storage Device Path Persistence Using Oracle

ASMFD

Oracle ASM Filter Driver (Oracle ASMFD) maintains storage file path persistence and helps to
protect files from accidental overwrites.

e About Oracle ASM with Oracle ASM Filter Driver
During Oracle Grid Infrastructure installation, you can choose to install and configure
Oracle Automatic Storage Management Filter Driver (Oracle ASMFD). Oracle ASMFD
helps prevent corruption in Oracle ASM disks and files within the disk group.

e Configuring Oracle ASM Filter Driver
You can configure Oracle ASM Filter Driver (Oracle ASMFD) for device persistence during
the installation of Oracle Grid Infrastructure or after Oracle Grid Infrastructure has been
installed.

e About Migrating From Oracle ASMLib to Oracle ASM Filter Driver
If ASMLIB is installed and configured for an existing Oracle ASM installation, then you
must explicitly uninstall the existing ASMLIB configuration before installing and configuring
Oracle ASMFD.

e Determining If Oracle ASM Filter Driver Is Configured
The value of the AFD STATE parameter of SYS ASMFD PROPERTIES specifies whether Oracle
ASMFD is configured for the Oracle ASM instance.

About Oracle ASM with Oracle ASM Filter Driver

ORACLE

During Oracle Grid Infrastructure installation, you can choose to install and configure Oracle
Automatic Storage Management Filter Driver (Oracle ASMFD). Oracle ASMFD helps prevent
corruption in Oracle ASM disks and files within the disk group.

Oracle ASM Filter Driver (Oracle ASMFD) rejects write I/O requests that are not issued by
Oracle software. This write filter helps to prevent users with administrative privileges from
inadvertently overwriting Oracle ASM disks, thus preventing corruption in Oracle ASM disks
and files within the disk group. For disk partitions, the area protected is the area on the disk
managed by Oracle ASMFD, assuming the patrtition table is left untouched by the user.

Oracle ASMFD simplifies the configuration and management of disk devices by eliminating the
need to rebind disk devices used with Oracle ASM each time the system is restarted.

If Oracle ASMLIB exists on your Linux system, then deinstall Oracle ASMLIB before installing
Oracle Grid Infrastructure, so that you can choose to install and configure Oracle ASMFD
during an Oracle Grid Infrastructure installation.

Caution:

When you configure Oracle ASM, including Oracle ASMFD, do not modify or erase
the contents of the Oracle ASM disks, or modify any files, including the configuration
files.

8-11



Chapter 8
Configuring Storage Device Path Persistence Using Oracle ASMFD

Related Topics

* Deinstalling Oracle ASMLIB On Oracle Grid Infrastructure
If Oracle ASM library driver (Oracle ASMLIB) is installed but you do not use it for device
path persistence, then deinstall Oracle ASMLIB.

e Oracle Automatic Storage Management Administrator's Guide

Configuring Oracle ASM Filter Driver

You can configure Oracle ASM Filter Driver (Oracle ASMFD) for device persistence during the
installation of Oracle Grid Infrastructure or after Oracle Grid Infrastructure has been installed.

e Configuring Oracle ASM Filter Driver During Installation
You can optionally enable automated installation and configuration of Oracle ASM Filter
Driver (Oracle ASMFD) for your system during the installation of Oracle Grid Infrastructure.

e Configuring Oracle ASM Filter Driver After Installation
You can install and configure Oracle ASM Filter Driver for your system after installing
Oracle Grid Infrastructure.

Configuring Oracle ASM Filter Driver During Installation

You can optionally enable automated installation and configuration of Oracle ASM Filter Driver
(Oracle ASMFD) for your system during the installation of Oracle Grid Infrastructure.

If you do not use udev on the Oracle Grid Infrastructure server, then you can provision disks for
Oracle ASMFD before the installer is launched. This procedure must be performed after the
Oracle Grid Infrastructure installation zip files have been unzipped in the Oracle Grid
Infrastructure home, but before you enable the Configure ASM Filter Driver check box during
the installation process when the setup script is run.

1. As the root user, set the environment variable $SORACLE HOME to the location of the Grid
home and the environment variable SORACLE BASE to a temporary location.

$ su root

# export ORACLE HOME=/u0l/app/23.0.0/grid
# export ORACLE BASE=/tmp

The ORACLE BASE environment variable is set to a temporary location to avoid creating
diagnostic or trace files in the Grid home before the Oracle Grid Infrastructure installation.

2. Addthe ORACLE HOME/bin directory to the PATH environment variable.
# export PATH=$ORACLE HOME/bin:S$PATH

3. Ensure that the disk devices that you are using for Oracle ASMFD are owned by the user
performing the Oracle Grid Infrastructure installation.

# chown grid:asmdba /dev/sdal

# 1s -1 /dev/sdal
brw-rw---- 1 grid asmdba 8, 49 Dec 8 04:49 /dev/sdal

ORACLE 810



Chapter 8
Configuring Storage Device Path Persistence Using Oracle ASMFD

Alternatively, you can change disk ownership to the root user and the oinstall group,
and assign read and write permissions to the user performing the Oracle Grid
Infrastructure installation.

Use the ASMCMD afd label command to provision disk devices for use with Oracle ASM
Filter Driver.

# SORACLE HOME/bin/asmcmd afd label DATAl /dev/sdal --init

Use the ASMCMD afd 1slbl command to verify if the device has been marked for use
with Oracle ASMFD.

# SORACLE HOME/bin/asmcmd afd 1slbl /dev/sdal

Unset the ORACLE BASE environment variable after you finish provisioning disks for Oracle
ASMFD.

# unset ORACLE BASE

On the Create ASM Disk Group page during the Oracle Grid Infrastructure installation,
select the Configure ASM Filter Driver check box to enable configuration of Oracle ASM
Filter Driver, and then add your provisioned disks to the initial disk group (typically named
DATAR).

# Note:

If the disks are not listed on the Create ASM Disk Group page when you use
the default discovery string /dev/sd*, then click Change Discovery Path and
enter your specific disk discovery string.

Configuring Oracle ASM Filter Driver After Installation

ORACLE

You can install and configure Oracle ASM Filter Driver for your system after installing Oracle
Grid Infrastructure.

As the grid user, update the Oracle ASM disk discovery string to enable Oracle ASMFD to
discover devices in the future.

a. Retrieve the current value of the Oracle ASM disk discovery string.

$ SORACLE HOME/bin/asmcmd dsget

The value of disk_stringin the above command is the current Oracle ASM disk
discovery string value retrieved by dsget. If the disks are in the default location for the
operating system environment and disk discovery string has not been set, then the
disk discovery string is empty.

b. Update the Oracle ASM disk discovery string. If the string is empty, then update the
value of the disk discovery string to include the default disk location.

$ SORACLE HOME/bin/asmcmd dsset 'disk string, AFD:*'
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As the grid user, list the nodes and node roles in your cluster.

$ SORACLE HOME/bin/olsnodes -a

Perform the following steps, either in rolling or non-rolling mode, on each cluster node.

a. As the root user, stop the Oracle Clusterware stack.
# SO