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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

1-1 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Gateway Data Source

2-1
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3.1

3.2

3.2.1

3.2.2

3. Changing Passwords in Oracle WebLogic

Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
¢ Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool’ tab.

3-1 ORACLE



ORACLE Weblogic Server® Administration Console

e Eenter & Home Log Out Preferences (2] Record Help Q,

View changes and restarts o xiampnery

Configuration editing is enabled. Future Settings for FCUBDs

changes will automatically be activated as you

i
[Fh-Messaging
~Data Sources
~Persistent Stores Use this page to define the configuration for this data source's connection pool.
~Foreign JNDI Providers
rk Contexts

%ML Registries &5 URL:
~-XML Entity Caches
—jCOM

~Mail Sessions
—Fie T3

jdbcoraclethin@10.184 74 142:1521:KERDEV3

&5 Driver Class Name: oracle jdbe QracleDriver

How do L. a

« Configure testing options for a JDBC data
source

=

« Configure the statement cache for a JDBC
connection pool

« Configure credential mapping for & ID6C data

source

System Status =) System Properties:

Health of Running Servers

I Failed {0)
. Critical (0)
h—— =
I wiarning (0)
el
ol (5] Password: sesessessettetie

Confirm Password: esscssevsesenerent

modify, add or delete items in this domain, Configuration | Targets | Manitoring | Control | Security | Notes

Domain Structurs Genersl | Connection Pool | Orade | ONS | Transacton | Diagnostics | Identity Options
base_domain 1]

E-Environment RS,

~-Deployments

The connection pocl within 2 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
zre created when the connection pool is registered, usually when starting up WebLogic Server o when deploying the data source to a new target,

Welcome, weblogic ‘ Connected to: base_domain

RL of the database to connect to, The format of the URL varies by J0BC
More Info...

e passed to the IDf

More Info...

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
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ORACLE webLogic Server® Administration Console
Change Center {8 Home Log Out Preferences [2¢] Record Help Q

View changes and restarts Home »Summary of JDBC Data Sources
Messages

Configuration editing is enabled, Future

changes wil automaticaly be activated as you o Test of FCUBDs on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBDs

Domain Structure
Configuration | Targets Control | Security | Notes
base_domain =]

nvironment Statistics | Testing
eployments

rvices
i-Messaging

~Data Sources
-Persistent Stores
~-Fareign JNDI Providers
~-Wark Contexts

XML Registries

~“XML Entity Caches

Use this page to test database connections in this JDBC data source.

| Customize this table

1} Test Data Source (Filtered - More Columns Exist)

Welcome, weblogic | Connectad to; base_domair

--JCOM estData Source I Showing 1 to 10f 1 Previous | Next
~-Mall Sessions
—File T3 Z Server State

How do L. = ) | ManagedServer Running

+ Test IDBC data sources

+ Configure testing options for a JDBC data
source

Showing 1 to 1of 1 Previous | Next

System Status =]

Health of Running Servers

T Faled@
[ criteal @
[ Overoaded @
I waming@

I (%)

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help |
View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled, Future
changes will automatically be activated as you 4 Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

base domain = Configuration | Targets | Monitoring | Control | Security | Motes

BH-Environment
--Deployments

EF-Services

[-Messaging

--Data Sources
~~Persistent Stores
F--Foreign JMDI Providers
~~Work Contexts

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

~"XML Registries 1= Test Data Source (Filtered - More Columns Exist)
--¥ML Entity Caches
~-jCOM TestData 20
~-Mail Sessions
~File T3 j Server
How do L. = (O | Managedserver

« Test JDBC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

Try the above process in UAT or any other test environment before you change the password

in a production environment.
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3.3

3.3.1

3.3.2

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1.

2
3
4.
5

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server

e Go to Home > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1.
2.

Login to Oracle WebLogic application server

Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

Click the data scheduler source jdbc/fcjSchedulerDS.

Select Connection Pool tab.

3-4 ORACLE



Change Center
View changes and restarts

Configuration editing s enabled, Future

changes wil automatically be activated as you
madify, add or delete items in this domain,

Domain Structure
base_domain
Environment
Deployments
E-Services
BH-Messaging

~Data Sources
“~Persistent Stores
Foreign JHDI Providers
k Contexts
XML Registries
“-XML Entity Caches
“-COM

~Mail Sessions

H _File T3

Howdo L.

source

connection ool

source

« Configure testing options for a JDBC data
+ Configure the statement cache for a JDBC

« Configure credentisl mapping for a JDBC data

System Status
Health of Running Servers
Faled (1)
[ Critical {0}
I Overloaded (1)

ring (0}

I < 2)

ORACLE WebLagic Server® Administration Console

&) Home Log Out Preferences

Home »Summa;

Sources > FCUBS_SchedulerDS
Settings for FCUBS_SchedulerDS
Configuration | Targets | Monitorng | Control | Secunity | Motes

Genersl | Connection Pool | COracle | ONS | Transaction | Diagnostice

Save

The connection poal within & JDBC data source contains  graup of JDBC connections that applications reserve, use, and then retum to the pool. The connection paal and the connections within it
are created when the connection pool s registered, usually when starting up WebLogic Server or when deploying the data source to  new target.

Use this page to define the configuration for this data source's connection pool
o vm:

(F] Driver Class Name:

(@F] Properties:

Bl

System Properties:

Bl

i Password: seesenersnersernen

Confirm Password: SeRseRIBEIIIIRIIIIL

ccord Help Q

Identity Options

jdbe:oraclecthin:@10.164.74.142:1521-KERDEV3

oracle jdbe xa client OracleXADataSource

Welcome, weblogic | Connected to: base_domai

URL of the database to conn:
More Info...

of properties passed to the
atabase connections. For example:
pair o & separate line.  More Info...

that are used to create
1. Listeach

server=dbser

o the JDBC driver
or example: server:
More Info,

The password attribute passed to the IDEC driver when creating physical
database connections,  More Info....

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE Weblogic Server® Adminisiration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future

changes il automatically be activated a5 you

modify, add or delete items in this domain.

Domain Structure

base_domain

BlEnvironment
~-Deployments

i
BI-Messaging

~Data Sources
{~Persistent Stores
oreign JNDI Providers
rh Contexts

AML Registries

XML Entity Caches
~jcoM

Mal Sessions

Fil= T3

@ Home LogOut Preferences ecord Help ‘ Q
Homs >Summary of IDBC Data Sourcas
Messages

 Tast of FCUBS_SchedulerDS on server ManagadServar was successfil.

sSettings for FCUBS_SchedulerDs

Configuration | Targets Cantro\ Security | Notes

Statistics

Use this page o test database connections in this JDBC data source,

B Customize this table

Test Data Source (Filterad - Hore Columns Exist)

Welcome, weblogic | Connected

ase_domail

Shoning 1to 1of 1 Previous | Next

Server

State

) | Managedserver

Running

Shoning 1to 1of 1 Previous | Next

How do L.. =]

« Test JDBC data sources

« Configure testing options for a JDBC data
source

System Status =}

Health of Running Servers

[ rald®

| )
[ Overbaded @
M wemng@

| _________[de)
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3.4

3.4.1

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console
Change Center @ Home Log Out Preferences Record Help | @

View changes and restarts Home =Summary of JDBC Data Sources

Messages
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDS

Domain Structure
Configuration | Targets | Monitoring || Control | Security | Motes

base_domain = |
BH-Environment Statistics | Testing
--Deployments
EF-Services
B Messaging Use this page to test database connections in this JDBC data source,

--Data Sources
—~Persistent Stores
r--Foreign JMDI Providers [ Customize this table
-~Work Contexts
~"XML Registries L Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
--COM
~"Mail Sessions
~Fil= T3 ) Server

How do L. = (O | ManagedServer

« Test JDBC data sources

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing ELCM Data Source Password

You need to change the password of ELCM data source.

Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3-6 ORACLE



3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.

ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts oy s

changes wil automatcally be activated as you

~Data Sources

~Foreign JNDI Providers
~Wtork Contexts

XML Regitries [0 | agume
~XML Entity Caches
—jcom
Di cl: N &
~Mail Sessions @ Drwver class Name:
~File T3 =l
How do L. El
] Properties:
+ Configure testing options for a 1DBC data user=FC1131IUT
source

» Configure the statement cache for a JDBC
connection pool

» Configure credential mapping for 2 IDBC data
source

System Status = System Properties:

Health of Running Servers

&) Home Log Out Preferences [&] Record Help
tz Sources =FCUES S

Configuration editing is enabled. Future: Settings for FCUBS_ELCMDs

modify, add or delete items in this domain. Configuration | Targets | Monitoring | Contrel | Security | Notes

urcss >FCUBS_ELCHMDs

F--Persistant Stores Use this page to define the configuration for this data source's connection pool.

jdbc-oracle thin'@10.10.10.10:1010 KERDEV3

oracle jdbc OracleDriver

I Failzd (0)

F " Critical (0)

I " Overloaded (0)

I " Warning (0)

________[:4¢ 45 Password:

Confirm Password:

sssssssssssststeng

ssssssssssssseteng

to th
More Info..

Domain Structure General | Connection Pool | Oracle | ONS | Transacton & Diagnostics | Identity Options
base_domain -~
E-Environment Loy
~Deployments
rL A
b SEmicdd The connection pool within a JDBC data source contains a group of JDBC connections that applications reserve, use, and then retum to the pool. The connection pool and the connections within it
E-Messaging are created when the connection pool s registered, usually when starting up WebLogic Server or when deploying the data source to a new target.

Welcome, weblogic | Connected t: base_domain]

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

6. Specify the new password again. Click ‘Save’.

To test the data source, select Monitoring tab and select ‘Testing’ tab under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.

ORACLE



3.5

3.5.1

3.5.2

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Qut Preferences Record Help G
View changes and restarts Home =Summary of JDBC Data Sources » FCUBS_SchedulerDS =Summary of JDBC Deta Sources = FCUBS_ELCMDs =|
Messages

Configuration editing is enabled. Future
changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful
maodify, add or delete items in this domain.

Settings for FCUBS_ELCMDs

Domain Structure
Configuration | Targets | Monitoring | Control | Security | Motes

base_domain
B-Environment == =
Statistics | Tesking
---Deployments
EF-Services
H-Messaging Use this page to test database connections in this JDBC data source.
--Data Sources
~~Persistent Stores
~-Foreign JMDI Praviders [ Customize this table
~~Work Contexts
~"XML Registries L Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
~-jCOM
--Mail Sessions
~—Fil= T3 = Server
How do L. =l O | Managedserver

« Test JDEC data sources

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Universal Banking Solution Installer.

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

3-8 ORACLE



1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool tab.

TGy, 200 ST T T TOaTes T TP 2T

Domain Structure

base_domain =
Environment

~Deployments

- Messaging

~Data Sources
{—-Persistent Stores
~Foreign JNDI Providers
~Work Contexts

XML Registries

~XML Entity Caches
~jcoM

--Mail Sessions

_File I3

[«

How do L.. a

« Configure testing options for & JDBC data
source

+ Configure the statement cache for a JDBC
connection pool

« Configure eredential mapping for 2 JDBC data
souree

System Status =]
Hezlth of Running Servers
i " Failed (0}
[ "~ Critical (0)
m " Overloaded (0)
Warning (0)

5
I o2

save

[« Targets | Monitoring | Control | Security | Notes

General | Connection Pool | Oracle | ONS | Transaction | Diagnostics | Identity Options

The connection pol within 2 JDBC data source contains  group of JDBC connections that applications reserve, use, and then return to the pool, The connection pool and the connections within it
are created when the connection pal is registered, usually when starting Up WebLogic Server or when deploying the data source to & new target.

Use this page to define the configuration for this data source's connection pool.

(2 URL: jdbe-oracle:thin' @10.10.10.10-1010:KERDEV3

] Driver Class Name: oracle.jdbe xa.client. OracleXADataSource

5 Properties:

user=FC1131I0T

System Properties:

&3 : sessssenserrrieeet iver when areating physica
Confirm Password: sesesesnseseserent

Tnitial Capacity: 1 eating the connectio
Haximum Capacity: 15 at this connection por

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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ORACLE WebLogic Server® Administration Console ll

Change Center @ Home Log Out Freferences Record Help Q,
Home >Summ; =FCUBS_Schedule =>Summary of JDBC Cets Sources »FCUBS_ELCMDs =Summery of JDBC Dats Sources »=F
Jiey: cimnae dulrestarts Sources > rees >FLEXTEST.WORLD
Configuration editing is enabled. Future Messages
changes will automatically be activated as vou
modify, add or delete items in this domain, 4 Test of FLEXTEST.WORLD on server ManagedServer was successful,
Domain Structure Settings for FLEXTEST.WORLD

base_domain =1 Configuration || Targets Cnmml Security | Motes
B-Environment

--Deployments Statistics

Eh-Services

[H-Messaging

-~Data Sources
-"Persistent Stores
r--Fareign JMDI Providers

Use this page to test database connections in this JDBC data source.

-Work Cantexts [ Customize this table
~“XML Registries L

="¥ML Entity Caches Test Data Source (Filtered - More Columns Exist)

oM _I
~-Mail Sessions : el

~-File T3 j
Server State
How do L. =
O Managed3erver Running
« Test IDBC data sources

« Configure testing options for a JDBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the password
in a production environment.
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4.1

4.2

4. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

e SMTP Server
e EMS FTP Server
e DMS Server

Changing SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.

4-1 ORACLE



START

Take backup of
fecubs. properties file

l

Change the password in
fcubs. properties file

Y

through Installer

l

Using the new fcubs. properties file

create EAR through Installer and

deploy it in the application server

Mo

¥
Test Application

Testing

successful

4.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is

completed:

e« Take a backup of fcubs.properties file from the current EAR file.

4.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go

to the step where you can define the branch properties.
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| £ Oracle FLEXCUBE Universal Installer 12.5.0.0.0 X

. ORACLE
Oracle Banking Installer Aﬂ THSTALLER

Property File Creation - SMTPS/DMS

Option for Mail configuring using SMTPS Protocol

No. I Name Value
1 |Host samplename.mail.com
2 VUSF:IM infra
3 |user Password sssssee
s |UNDIName |mailF cUBSMail

Option for modifying the DMS/IPM property values

No. Name Value
1 fLogm Semice Address http://10.10.10.10:1010/imagingiws/L... | 2}
2 :Drz»cumem Semice Address -Pmp /110.10.10.10:1010/imagingiws/D g |
3 ij:»cumem Content Service Address ”rmp:.fno 10.10.10:1010fimagingiws/D... [ ‘
4 IIPM User Name Vt-;-stusw B
5 [iPm Password = =
[ Exit ] [ Log ] [ Back ] ( Next ]

2. You need to modify the following field:

User Password

Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file

e Loading and editing the property file
o Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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4.3.1 Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

4.3.2 Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Universal Banking Solution Installer, load the existing property file. Go
to the step where you can define the branch properties.

2. Change the password of the FTP server.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the password
in a production environment.

Changing DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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4.4.1 Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.
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