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Preface

The Cloud Control Database Lifecycle Management Administrator's Guide familiarizes you with
Oracle Enterprise Manager Cloud Control's database lifecycle management solutions. It
enables you to employ its services for tasks like provisioning databases, applying patches for
updates and upgrades to databases and grid infrastructure, monitoring configuration and
compliance, and ensuring database security in both on-premises data centers and the cloud.

Audience

This guide is intended for administrators seeking to address the complexities of database
lifecycle management, specifically in the realms of discovery, provisioning, patching (updates
and upgrades), and monitoring. This guide caters to administrators assuming two distinct roles:
designer and operator.

In the designer role, an administrator takes on the role of a system administrator, carrying out
pivotal database operations such as Image Creation and Image Refresh. As an operator, an
administrator executes update and upgrade of databases and grids, monitor configuration and
compliance of targets within Enterprise Manager.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=info Or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you
are hearing impaired.

Related Resources

For more information, see the documents available in the Oracle Enterprise Manager
documentation library: Enterprise Manager Documentation.

Conventions

The following conventions are used in this document;

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.
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Preface

Convention Meaning

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code in

examples, text that appears on the screen, or text that you enter.
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Discovering Hosts and Software Deployments

Discovery is the first step toward monitoring and managing the health of your software
deployments. Discovery refers to the process of identifying unmanaged hosts and their
software deployments, and adding them as manageable targets in Oracle Enterprise Manager
Cloud Control (Cloud Control).

This chapter describes how you can discover the hosts and their software deployments, and
add them to Cloud Control. In particular, this chapter describes the following:

» Discovering Hosts Automatically and Adding Targets Manually

» Discovering Hosts Manually and Adding Targets Manually

Discovering Hosts Automatically and Adding Targets Manually

Automatic discovery refers to the process of scanning hosts for Oracle software that can be
managed and monitored by Cloud Control. By default, the automatic discovery runs every 24
hours to discover targets.

In automatic discovery, you enable a Management Agent running on the host to run an
Enterprise Manager job that scans for unmanaged hosts. You then promote these unmanaged
hosts to managed hosts by deploying Management Agents on these hosts, then you search for
targets on these managed hosts, and finally you promote these targets to managed target
status.

You can configure automatic discovery to set up a schedule for discovery, the target types to
be discovered, and the hosts to scan for targets. You can then promote the discovered hosts to
managed targets in Cloud Control. You can also regularly identify targets that have been newly
added to the infrastructure, and add them to Cloud Control for monitoring.

Once automatic discovery has been configured, you can check the Auto Discovery Results
page on a regular basis to see what targets have been discovered.

For information on automatically discovering and monitoring targets, see Oracle Enterprise
Manager Cloud Control Administrator's Guide.

Discovering Hosts Manually and Adding Targets Manually

In addition to automatic discovery, Cloud Control enables you to manually add hosts as well as
a wide variety of Oracle software and components as managed targets. When you add a target
manually, you do not need to go through the process of discovery by adding the target directly.
Discovering targets in this way eliminates the need to consume resources on the Oracle
Management Agent to perform discovery when it is not needed.

For information on manually discovering and monitoring targets, see Oracle Enterprise
Manager Cloud Control Administrator's Guide.

ORACLE 1



Provisioning Bare Metal Servers

This chapter explains how you can provision Linux on bare metal servers using Oracle
Enterprise Manager Cloud Control. In particular, this chapter covers the following:

Getting Started with Provisioning Bare Metal Servers

Overview Of Bare Metal Provisioning

Supported Releases of Linux

Setting Up Infrastructure for Bare Metal Provisioning

Provisioning Operating Systems

Provisioning Oracle VM Servers

Viewing Saved Plans

Using Saved Plans for Provisioning Linux Operating System and Oracle VM Server on
Bare Metal Servers

Tip:

Before you begin provisioning of Linux on bare metal boxes, it is advisable to set
preferred credentials for the Stage Server. For more information, see Setting Up
Credentials to set up preferred credentials. If you want to use a reference host, set
credentials for the reference host also. You can also set preferred credentials when
configuring the deployment procedure for provisioning Linux.

Note:

Before starting the provisioning Linux operations, ensure that you configure sudo
privileges. For more information about configuring sudo privileges, see Setting Up
Credentials.

Getting Started with Provisioning Bare Metal Servers

This section helps you get started with this chapter by providing an overview of the steps
involved in provisioning Linux operating system. Consider this section to be a documentation
map to understand the sequence of actions you must perform to successfully provision Linux

ORACLE

operating system. Click the reference links provided against the steps to reach the relevant

sections that provide more information.
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Chapter 2
Overview Of Bare Metal Provisioning

Table 2-1 Getting Started with Provisioning Linux Operating System
|

Step Description Reference Links

Step 1 Knowing About The Supported e To learn about the releases supported for
Releases Linux Provisioning, see Supported Releases
Know what releases of Linux are of Linux.
supported for provisioning.

Step 2 Knowing the Use Case e To learn about provisioning bare metal boxes,
This chapter covers provisioning see Provisioning Operating Systems.

Linux. Understand the use case for
Linux provisioning.

Step 3 Setting Up Infrastructure e To learn about the prerequisites to be met for
Before you perform Linux provisioning bare metal boxes, see Setting
provisioning, you must meet the Up Infrastructure for Bare Metal Provisioning.

prerequisites, such as setting up of
the provisioning environment,
applying mandatory patches, and
setting up of Oracle Software Library.

Step 4 Provisioning Linux e To provision Linux on bare metal boxes,

Provision Linux on bare metal boxes. follow the steps explained in Provisioning
Operating Systems.

Overview Of Bare Metal Provisioning

Proliferation of low cost servers in our data centers has brought in a fresh set of management
challenges. The well-acknowledged problems include the difficulty in managing consistency
and compatibility across operating system and software deployments, server drifts and security
vulnerabilities that lead to lack of compliance, difficulty in deploying software, difficulty in
provisioning new servers with variety of configurations and applications, high cost of operation
and difficulty in adapting to changes in workload of the environment. These lead to system
administrators and DBAs spending significant amount of their time in software and server
provisioning operations.

Oracle's answer to software and server management challenges is its Bare Metal Provisioning
Application, an application built into Enterprise Manager Cloud Control. The application
addresses all data center and server farm challenges by provisioning software and servers
quickly and efficiently. The application uses standardized PXE (Pre Boot Execution
environment) booting process for provisioning both bare-metal and live servers. It provides a
role based User Interface, for easily creating gold images and initiating automated, unattended
installs.

This section covers the following:

* Accessing Bare Metal Provisioning Page
*  Provisioning Environment for Bare Metals

e Bare Metal Provisioning Flow

Accessing Bare Metal Provisioning Page

To access the Bare Metal Provisioning page, from Enterprise menu, select Provisioning and
Patching, then click Bare Metal Provisioning. On the Bare Metal Provisioning home page,
the following tabs are displayed:

ORACLE "5
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Overview Of Bare Metal Provisioning

Deployments tab allows you to provision Linux operating system or Oracle VM Server on bare

metal boxes. All the servers that are provisioned are displayed on this page in the Server
Image section.

Figure 2-1 Image showing Deployment tab for Bare Metal provisioning

<« C A Notsecure | slc15gin.us.oracle.com:7803/em/faces/core-bmp-dashboard?executionGUID=A24D9IDE9995E20C3E0532001FOOAEC2A

ORACLE Enterprise Manager Cloud Control 13c -l Enterprise ¥ Targets ¥ * Favorites ¥ @ History ¥

Setup ¥
Bare Metal Provisioning

Use Bare Metal Provisioning to provision bare metal boxes with Linux operating systems and Oracle VM Servers. This feature can also be used to edit, view, and delete previously created provisioning images.

Deployments | Infrastructure  Saved Plans

Server Image

Provision v View v

Name Status Categ Operating System Type Deployment Time Owner

3LF 3-0VS346 Staged MAC  Oracle VM Server 20200402 03:56:49 CLOUD_ADMIN
AF 308 Staged MAC  Oracle Enterprise Linux x86 64 bit 2020-04-02 03:55:05 CLOUD_ADMIN
UF3-0L7 Staged MAC  Oracle Enterprise Linux x86 64 bit 20200402 03:53:34 CLOUD_ADMIN

Infrastructure allows you to setup the infrastructure required to provision bare metal
machines. For information about the Stage Servers, Boot Servers, DHCP Servers, and RPM
Repositories, see Provisioning Environment for Bare Metals. For details on setting up and
configuring each of these servers, see Setting Up Infrastructure for Bare Metal Provisioning.

Figure 2-2 Infrastructure tab for Bare Metal Provisioning

< C A Notsecure | slc15gln.us.oracle.com:7803/em/faces/core-bmp-dashboard?executionGUID=A24DIDEII9I5E20C3E0532001FO0AEC2A

ORACLE Enterprise Manager Cloud Control 13¢ o Enterprise ¥ Tages ™ iy Eavories ™ (D History ¥ e Setup ¥

Bare Metal Provisioning

Use Bare Metal Provisioning to provision bare metal boxes with Linux operating systems and Oracle VM Servers. This feature can also be used to edit, view, and delete previously created provisioning images.

Deployments | Infrastructure = Saved Plans

Stage Servers

DHCP Servers
Specify the network storage used to stage Images that will be provisioned to Hardware Servers.

Specify the full host name and DHCP configuration file path for DHCP servers.
4 Add server E 4 Add  / Edit X Remove
Stage Server > Stage Base URL DHCP Server DHCP Configuration File
Directory -
LRI esoea fetcidncpldhcpd.conf
4 TEgmzoza
Iscratchistage_rws0C files) == 8 o= = =o'z = m scratchist
Boot Servers RPM Repositories
Specify the full host name and Boot configuration directory for Boot servers. Specify the name and full irectory path for RPM repositories.
4 Add E 4 Add /S Edit I Remove
Boot Server TFTP Boot Directory Name Complete URL
= e var/libittpboot 0VS-3.46-2225 ez 534
OL6US_cd

olg-rel-version

OL7U6-cd

Saved Plans tab allows you to view all the deployment procedures that were saved as a
templates with all the essential attribute values for future runs. However, note that these plans
can only be viewed from this tab, to run these saved plans see Using Saved Plans for
Provisioning Linux Operating System and Oracle VM Server on Bare Metal Servers.
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Overview Of Bare Metal Provisioning

Provisioning Environment for Bare Metals

The deployment environment in the data center needs to be setup in a certain manner in order
to support the provisioning application. Besides the Oracle Management Server (OMS) which
hosts Cloud Control and Provisioning Application, the following need to be setup and
configured before using the provisioning application.

Software Library and its Entities

Boot Server

Stage Server

For information about configuring Software Library and its entities, see Setting Up Oracle
Software Library.

One of the key requirements of application is the ability of the hardware server to boot up over
the network (rather than from a local boot device). A boot server must be set up so that it is
able to service the requests from the designated hardware servers in order for them to boot
over the network. Boot server must be an Cloud Control target and should be able to receive
the BOOTP and TFTP (Trivial File Transfer Protocol) requests over the network from the
hardware server. SeeSetting Up Boot Server and DHCP Server for setting up a boot server
with DHCP/TFTP combination. Also, see Configuring Boot Server. It is also recommended that
the users read about DHCP, PXE, and Redhat Kickstart technology before going through the
boot server setup. See Understanding PXE Booting and Kickstart Technology for a detailed
discussion on PXE.

During provisioning of an image on hardware servers, the required binaries and files are first
transferred to a stage server. This is known as Staging phase and is responsible for preparing
images to be installed over the network, and exposing installable or executable software
elements over the network to the target hardware server being provisioned.

The Provisioning application requires at least one stage server on which all the activities
related to staging can be performed. Stage server should again be an Cloud Control target.
Refer to section Setting Up Stage Server for setting up a stage server. Also, see Configuring
Stage Server.

Reference Host

A Reference Host (also called a gold machine) is the machine that the Provisioning
application uses as a reference to create the Linux operating system component. The
Provisioning application picks up the list of RPMs (along with their versions) installed on the
reference host, and fetches those RPMs from a RPM repository to create an Linux OS
component that represents the operating system installed on the reference host. The reference
host must be an Cloud Control target.

RPM Repository

ORACLE

The Provisioning application picks up the RPMs for the operating system from the RPM
repository. At least one repository needs to be setup for use by the Provisioning application.
From the networking perspective, you are advised to keep the RPM Repository as close to the
target machines as possible. It will help in bringing down the installation time drastically by
reducing the time taken to transfer RPMs from the RPM Repository to the hardware servers. If
you have multiple hardware server groups residing at physically different locations, it would be
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Supported Releases of Linux

better to have one RPM Repository for each of these locations. Refer to section Setting Up
RPM Repository for setting up a RPM repository. Also refer to section Configuring RPM
Repository.

Bare Metal Provisioning Flow

The provisioning process consists of the following two high-level tasks:

1. Setting Up Provisioning Environment (Setting Up Infrastructure for Bare Metal
Provisioning):

e Setting up and configuring Boot/DHCP server and Stage server, setting up RPM
repository and Software Library
e Optionally, creating baremetal provisioning entities
2. Provisioning Linux using Bare Metal Provisioning Application (Provisioning Operating
Systems):
e Launching the Baremetal Provisioning wizard to configure the bare metal machines
using MAC addresses, subnet, or re-imaging Cloud Control hosts.

e Powering up the bare metal machine on the network to begin the PXE-based OS boot
and install process. For information about PXE Booting and KickStart, see
Understanding PXE Booting and Kickstart Technology.

Supported Releases of Linux

Cloud Control supports bare metal provisioning of 32-bit and 64-bit variants of the following
operating systems:

e Oracle Linux 6
e Oracle Linux 7
e Oracle VM Server 3.4

e Oracle Linux 8

Setting Up Infrastructure for Bare Metal Provisioning

ORACLE

This section describes how to set up the infrastructure required to provision bare metal
machine. In particular, this section describes the following:

e Setting Up Stage Server

Setting Up Boot Server and DHCP Server

e Setting Up RPM Repository

«  Configuring Stage Server

e Configuring Boot Server

e Configuring DHCP Server

e Configuring RPM Repository

*  Checklist for Boot Server, Stage Server, RPM Repository, and Reference Host

*  Configuring Software Library Components
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Setting Up Infrastructure for Bare Metal Provisioning

Setting Up Stage Server

This section contains:

e Prerequisites to Setup a Stage Server

e Setting up a Stage Server and Accessing the Management Agent files

Prerequisites to Setup a Stage Server

Ensure that you meet the following prerequisites before setting up the stage server:

e The user or role used to create the top-level directory (stage directory) where you stage
the Agent rpms should have Sudo access to root. To ensure that you have sudo access on
the stage storage, log in to the Cloud Control console and set the sudo privileges.

# Note:

Oracle recommends that the stage server must have very limited access due to
the criticality and sensitivity of the data it hosts. The super administrator can
enforce this by creating one account on the stage server, and setting it as the
preferred credential, to be used by all the provisioning users in Cloud Control.
This preferred credential should also be a valid ORACLE_HOME credential
(belonging to ORACLE_HOME owner's group).

e The user creating the top-level directory must have write permissions on it. To ensure that
you have write access on the stage server, log in to the Cloud Control console and set the
privileged preferred credentials for the stage server host.

e The minimum space requirement for the stage directory is 100 MB.

Setting up a Stage Server and Accessing the Management Agent files

To set up a stage server, and access the Management Agent RPM files, follow these steps:

1. Setup an NFS Stage Server or a HTTP Server.
e To setup an NFS Stage Server, see Setting up an NFS Stage Server.
e To setup a HTTP Server, see Setting up a HTTP Stage Server.

2. Log in to the stage server running on the Management Agent, and create a top-level
directory to store all the Management Agent installation files. In this section, the variable
STAGE_TOP LEVEL DIRECTORY is used to refer to the top level directory on the stage server.
For example:

User: aime
Stage Server: upsgc.example.com
Stage Directory: /scratch/stage
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# Note:

In this case, the aime user should have sudo access to root, and should have
write permissions on /scratch/stage directory

To create and copy the Management Agent Files to Stage location, run the following
commands on the OMS:

For using the NFS Stage Server:
STAGE TOP LEVEL DIRECTORY=/scratch/stage

For using the HTTP based Stage Server:
STAGE _TOP LEVEL DIRECTORY=/var/www/html/stage

emcli get agentimage rpm -destination="${STAGE TOP LEVEL DIRECTORY:?}" -
platform="Linux x86-64"

[root@upgpsltl2 stagel# pwd

/scratch/stage

[root@upgpsltl2 stagel# 1s

1 10 21 6 9 oracle-agt-13.4.0.0.0-1.0.x86 64.rpm

< Note:

e If NFS is used then the staging process will automatically discover the agent rpm
and there's no requirement for you to provide a URL for the rpm.

e IfHTTP is used then a URL will be required to reference the Agent rpm. The
Agent URL is http://host.example.com/agent dir/oracle-
agt-13.4.0.0.0-1.0.x86 64.rpm. For more information on setting up HTTP
Stage Server, see Setting up a HTTP Stage Server.

Setting up an NFS Stage Server

ORACLE

During the installation, hardware servers mount the stage directory so that all the files required
for installation appear as local files. In such a scenario, the stage server functions as the NFS
server, and the hardware servers as its clients. IF the stage server is an NFS server then any
files that it NFS exports must be available to its clients; for files on NAS storage it might be
necessary to configure the NAS to allow this to happen.

Make sure that you perform the following steps on the stage server:

1.

Run the following command to install an NFS service:
rpm --quiet -q nfs || yum -y install nfs

Run the following commands to configure NFS to export the stage server's top level
directory (STAGE_TOP LEVEL DIRECTORY):

STAGE TOP_LEVEL DIRECTORY=/scratch/stage
echo "${STAGE TOP LEVEL DIRECTORY}* (ro,sync)" >>/etc/exports
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To reflect these changes on the NFS daemons, run the following command:

e Oracle Linux 6:
service nfs restart

e Oracle Linux 7 and up:
systemctl start nfs

Ensure NFS starts up on reboot, and is working now:

* Oracle Linux 6:
chkconfig nfs on

e Oracle Linux 7 and up:
systemctl enable nfs

To install a Management Agent see: Oracle Enterprise Manager Cloud Control Basic
Installation Guide .

Setting up a HTTP Stage Server

To setup a HTTP Stage Server, follow these steps:

1.

ORACLE

Run the following commands to install a stage server and start it:

*  For Oracle Linux 6:
rpm --quiet -g httpd || yum -y install httpd
service httpd restart
chkconfig httpd on

e For Oracle Linux 7 and above:
rpm --quiet -g httpd || yum -y install httpd
systemctl start httpd
systemctl enable httpd

Create a HTTP stage directory as follows:

mkdir /var/www/html/stage

The URL to access the HTTP stage server is:

http://host.example.com/stage

To install a Management Agent see: Oracle Enterprise Manager Cloud Control Basic
Installation Guide .
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# Note:

/var/www/html/stage is the stage directory, and http://host.example.com/stage iS
the base URL.

Setting Up Boot Server and DHCP Server

ORACLE

< Note:

Ensure that you have 2 GB RAM available for boot server, stage server, and RPM
repository server.

If you have the required boot server, stage server, and RPM repository already created, then
set up the preferred credentials.
Complete the following steps to setup a machine as the boot server:

1. Install DHCP and TFTP Servers if not already installed.

The two servers could be running either on the same machine, or on different machines.
Oracle recommends running the TFTP server on the same host machine as the DHCP
server. In case the two servers are installed and configured on different machines, the
machine running the TFTP server will be referred to as the boot server.

2. Configure the TFTP server:

Ensure that the pxelinux boot loader (pxelinux.0) exists in the directory that is configured
for your TFTP server (/var/lib/tftpboot in the given examples).

3. Configure DHCP Server:
Edit the /etc/dhcpd/dhepd. conf file. A sample dhcpd.conf file for PXE setup is shown
below:

allow booting;
allow bootp;

option domain-name <domain name>;

option domain-name-servers dns_servers;

option routers <default router>;

subnet <subnet-number> netmask <netmask> {
[ parameters ]
[ declarations ]

}

# Group the PXE bootable hosts together

group {

# PXE-specific configuration directives...

next-server <TFTP server IP address>;

filename "linux-install/pxelinux.0";
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host <hostname> ({
hardware ethernet <MAC address>;
fixed-address <IP address>;
}
}

The next-server option in the DHCP configuration file specifies the host name or IP
Address of the machine hosting the TFTP server. Oracle recommends running the TFTP
Server on the same host machine as the DHCP Server. Therefore, this address should be
the IP Address or host name for the local machine.

The filename option specifies the boot loader location on the TFTP server. The location of
the file is relative to the main TFTP directory.

Any standard DHCP configuration file is supported. The sample file format above shows
one entry (line 12-15) for each target host. The DHCP service must be restarted every time
you modify the configuration file.

Enable the TFTP service. Edit the /etc/xinetd.d/tftp file to change the disable flag as
no (default=no).

Restart the following services:
e For Oracle Linux 6:

service dhcpd restart
service xinetd restart

e For Oracle Linux 7 and above:

systemctl restart dhcpd
systemctl restart xinetd

Install Oracle Management Agent. This step is not necessary if the DHCP and Boot
servers are installed on the Cloud Control server. For more information see: Oracle
Enterprise Manager Cloud Control Basic Installation Guide.

Setting Up RPM Repository

< Note:

It is recommended that you use RAM of 2 GB.

Setting Up Oracle Linux RPM Repository

ORACLE

You can set up Oracle Linux Repository by using the Oracle Linux installation media as follows:

1.
2

3.

Download Oracle Linux from http://edelivery.oracle.com/linux.
Copy all the contents of the first CD to a directory, for example: Root Directory.
Add custom RPM to the repository as follows:

a. If there are custom RPM installed on the reference host that need to be provisioned on
the bare metal machine, make sure to copy them to the directory containing the RPMS
packages.
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b. Runthe createrepo <Root Directory>command on this directory.
4. Create a symbolic link in /var/www/html to <Directory> directory.

The repository should now be available through HTTP if an Apache server is running.

Exposing RPM Repository through HTTP or FTP

To expose RPM Repository through HTTP, follow these steps:

1. Ensure that Apache Web Server is installed and HTTP service is running.

2. Create a symbolic link in document root to RPM Repository directory. For
example, /var/www/html to <RPM REPOS> directory.

To expose RPM Repository through FTP, ensure that FTP server is running.

Configuring Stage Server

During provisioning of an image on hardware servers, the required binaries and files are first
transferred to a stage server. This is known as Staging phase and is responsible for preparing
images to be installed over the network, and exposing installable or executable software
elements over the network to the target hardware server being provisioned.

The Provisioning application requires at least one stage server on which all the activities
related to staging can be performed. From the networking perspective, you are advised to keep
the stage server as close to the target machines as possible. It will help in bringing down the
installation time drastically, by reducing the time taken to transfer image data from the stage
server to the hardware servers. If you have multiple hardware server groups residing at
physically different locations, it would be better to have one stage server for each of these
locations. Stage server should again be an Cloud Control target.

Follow these steps:

1. Log into Cloud Control as an administrator.

2. From the Enterprise menu, select Provisioning and Patching and then select Bare
Metal Provisioning.

3. Inthe Infrastructure tab, in the Stage Servers section, click Add Server.

4. Inthe Add Staging Server dialog, select a Stage Server, specify a Stage Directory, for
example, /scratch/stage, and Base URL, for example, file://
stgserver.example.com/scratch/stage. Click OK.

Configuring Boot Server

ORACLE

One of the key requirements of application is the ability of the hardware server to boot up over
the network (rather than from a local boot device). A boot server must be set up so that it is
able to service the requests from the designated hardware servers in order for them to boot
over the network. Boot server must be an Cloud Control target and should be able to receive
the BOOTP and TFTP (Trivial File Transfer Protocol) requests over the network from the
hardware server. Refer to Setting Up Boot Server for setting up a boot server with DHCP/TFTP
combination.

Follow these steps:

1. Make sure that you have administrator privileges.

2. From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.
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In the Infrastructure tab, in the Boot Servers section, click Add.

In the Add Boot Server dialog, select a Boot Server and specify a TFTP Boot Directory.
For example: /var/lib/tftpboot. Click OK.

Configuring DHCP Server

Follow these steps:

1.
2.

Ensure that you have administrator privileges.

From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.

In the Infrastructure tab, in the DHCP Servers section, click Add.

In the Add DHCP Server dialog, select a DHCP Server and specify a DHCP

Configuration File, for example, /etc/dhcpd. conf that has been modified to support your
target hosts. Click OK.

Configuring RPM Repository

The Provisioning application picks up the RPM for the operating system from the RPM
repository. At least one repository needs to be setup for use by the Provisioning application.

To configure the RPM repository follow these steps:

1.
2.

Ensure that you have administrator privileges.

From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.

In the Infrastructure tab, in the RPM Repositories section, click Add.

In the Add RPM Repository Server dialog, specify a Repository Name and URL, For RPM
repository either accessible by HTTP or on a local server, specify the URL in the HTTP
format, for example, http://example.com/0L7/. For NFS location, specify the URL as
file://example/OL7/.

Click OK.

Checklist for Boot Server, Stage Server, RPM Repository, and Reference

Host

Ensure that the following criteria are met before provisioning:

Table 2-2 Checklist for Boot Server, Stage Server, RPM Repository, and Reference Host
1

Resource Name

Checklist

Boot Server

ORACLE

e DHCP server is up and running.

* Thenext server entryin /etc/dhcp/dhcpd.conf file points to this boot server.

e TFTPis up and running.

*  Boot Server is present in the same Subnet where the target machines to be provisioned are
present or will be added.

*  Management Agent is installed.

- Boot server machine is visible as a managed target in Cloud Control.

e A brand new PXE-bootable box actually detects the boot server and starts to boot it, even if no
image is installed yet.
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Table 2-2 (Cont.) Checklist for Boot Server, Stage Server, RPM Repository, and Reference Host

|
Resource Name Checklist

Stage Server »  Large storage, High Memory and Sufficient Memory.
» If NAS server is used for storage then it should have NFS support.
* Management Agent is installed.
*  Boot server machine is visible as a managed target in Cloud Control.
»  The required agent rpm is staged for installing agents on targets.
*  Preferred Credentials are set.
e Stage server is reachable from the box to be provisioned, or the same Subnet.

RPM Repository * RPM Repository is as close as possible to the target servers.
» Install tree structure is as indicated in Configure RPM repository section.
*  RPM repository is available via HTTP.
*  Provide the exact URL and test the RPM repository access over HTTP.

Reference Host * Agentis installed on local disk and not on NFS mounted directory.
e Preferred Credentials are set.
Software Library »  Shared storage used for Software Library is accessible through NFS mount points to all OMS
servers.

Configuring Software Library Components

To set up and configure the Software Library, see Setting Up Oracle Software Library in Oracle
Enterprise Manager Lifecycle Management Administrator's Guide.

You can create the following Bare Metal provisioning entities and store them in Software
Library:

e Creating Operating System Component
e Creating Disk Layout Component

e Creating an Oracle Virtual Server Component

Creating Operating System Component

Follow these steps to create an operating system component:

1. From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

2. From the Software Library Home, from the Actions menu, select Create Folder.

3. Inthe Create Folder pop up, specify a Name and Description for the folder and select the
folder location. For example, create a folder BMP-0L77 to represent the components you will
use to provision a bare metal server of Oracle Linux 7 Update 7 Click Save.

4. From the Actions menu, select Create Entity and then Bare Metal Provisioning
Components.

5. Inthe Create Entity: Bare Metal Provisioning Components dialog box, select Operating
System Component and click Continue.

6. On the Describe page, enter the Name, Description, and Other Attributes that describe
the entity.
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# Note:

The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a uniqgue name, it may report a conflict, this is
because there could be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

Click +Add to attach files that describe the entity better such as readme, collateral,
licensing, and so on. Ensure that the file size is less than 2 MB.

In the Notes field, include information related to the entity such as changes being made to
the entity or modification history that you want to track.

In the Basic Operating System page, select a Time Zone and specify the Root Password.

In the Operating System Users List, add the users for the operating system by specifying
the User Name, Password, Primary Group, and Additional Groups. Specify if you want
to Enable Sudo Access for the user.

In the Fetch Configuration properties from Reference Enterprise Manager Host target
section, select Fetch Properties to apply the host properties. Select the reference host
and select the Configurations you want to fetch.

Click Next.

In the Advanced Configuration page, specify the agent properties, boot configuration, and
other configuration as explained in the tables.

The Configure Package Selection section displays the packages from the operating
component or reference host you specified in the previous screen. You can retain or
remove these packages from the component.

Click Next.

In the Review page, verify the information and click Finish.

The operating system component will be saved in Software Library with the status Ready.

Table 2-3 Agent Settings

Element Description

Install User User name for installing the agent.

Install Group Install group for agent.

Agent Registration Password Specify the password to be used to register the agent with Oracle Management
Server.

RPM URL Location where agent RPM are stored.

Table 2-4 Additional OS Configuration

Element Description
Require TTY Select this option if you want sudo user to Log in to a separate terminal.
SELinux You can choose to enable or disable SELinux.

Mount Point Settings

ORACLE

Specify entries for the /etc/fstab file. You can specify mount points on the newly
provisioned Linux machine. By default, mount point settings from the reference Linux
machine are inherited.
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Table 2-4 (Cont.) Additional OS Configuration

|
Element Description

NIS Settings Specify entries for the /etc/yp.conf file. You can specify NIS settings for the newly
provisioned Linux machine. By default, NIS settings from the reference Linux machine
are inherited.

NTP Settings Specify entries for the /etc/ntp.conf file. You can specify NTP settings for the
newly provisioned Linux machine. By default, NTP settings from the reference Linux
machine are inherited.

Kernel Parameter Settings Specify scripts for Kernel Parameters.

Initab Settings Specify settings for/etc/inittab file. All processes are started as part init
operation in boot process. Init operation decides the processes that will start on
booting of a machine or when runlevel changes.

Firewall Settings Specify firewall settings for the Linux target. Firewall settings are disabled by default
and can be configured. Make sure that the port used by Management Agent is open
for its communication with the Management Service. By default, Management Agent
uses port 3872 or a port number in the range 1830-1849, unless configured to use
some other port.

Table 2-5 Boot Configuration and Configuration Scripts

- ______________________________________________________________________________________________|]
Element Description

Advanced Configuration & Power Specify settings for boot time parameter for kernel (acpi) in the /boot/grub/
Interface grub.conf file.

Use Para-Virtualized kernel Select if you are using para-virtualized kernel.

Post Install Script Specify any set of commands that need to be executed on the newly provisioned
machine. These commands will be appended to the post section of the kickstart file.

First Boot Script Specify any set of commands that need to be executed on the newly provisioned

machine when it starts up for the first time.

Creating Disk Layout Component

Follow these steps to create a disk layout component:

1. From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

2. From the Software Library Home, from the Actions menu, select Create Folder.

3. Inthe Create Folder popup, specify a Name and Description for the folder and select the
folder location. Click Save.

4. From the Actions menu, select Create Entity and then Bare Metal Provisioning
Components.

5. Inthe Create Entity: Bare Metal Provisioning Components dialog box, select Disk Layout
Component and click Continue.

6. On the Describe page, enter the Name, Description, and Other Attributes that describe
the entity.
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# Note:

The component name must be unique to the parent folder that it resides in. On
some occasions when you enter a unique name, it may report a conflict. This is
because there may be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

» Click +Add to attach files that describe the entity better like readme,
collateral, licensing, and so on. Ensure that the file size is less than 2 MB.

* Inthe Notes field, include information related to the entity like changes being
made to the entity or modification history that you want to track.

In the Configure page, specify the hard disk, RAID, partition, and logical configurations.

*  To specify the hard disk profile, click Add. Specify the Mount Point, RAID Level,
Partitions, and File System Type.

* To specify the Partition Configuration, click Add. Specify the Mount Point, Device
Name, File System Type, and Size (MB).

» To specify RAID configuration, click Add. Specify the Device Name and Capacity.

« To specify the Logical Volume Group Configuration, click Add. Specify the Group
Name, Partitions, and RAIDs.

» To specify the Logical Volume Configuration, click Add. Specify the Mount Point,
Logical Volume Name, Logical Group Name, File System Type, and Size (MB).

# Note:

Valid characters for Logical Volume Name and Logical Group Name
names are: a-z, A-Z, 0-9, and these special characters: + _. -. See lvm(8)
for valid names.

Click Next.
In the Review page, verify the information and click Finish.

The disk layout component will be saved in Software Library with the status Ready.

Creating an Oracle Virtual Server Component

ORACLE

Follow these steps to create an operating system component:

1.

From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

From the Software Library Home, from the Actions menu, select Create Folder.

In the Create Folder popup, specify a Name and Description for the folder and select the
folder location.

From the Actions menu, select Create Entity and then Bare Metal Provisioning
Components.

In the Create Entity: Bare Metal Provisioning Components dialog box, select Oracle
Virtual Server Component and click Continue.
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6. On the Describe page, enter the Name, Description, and Other Attributes that describe
the entity.

Note: The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a unique name, it may report a conflict, this is because
there could be an entity with the same name in the folder that is not visible to you, as you
do not have view privilege on it.

Click +Add to attach files that describe the entity better like readme, collateral, licensing,
and so on. Ensure that the file size is less than 2 MB.

In the Notes field, include information related to the entity like changes being made to the
entity or modification history that you want to track.

7. In the Basic Operating System page, select a Time Zone and specify the Root Password
and the OVM Agent Password.

In the Operating System Users List, add the users for the operating system by specifying
the User Name, Password, Primary Group, and Additional Groups. Specify if you want
to Enable Sudo Access for the user.

Click Next.

8. Inthe Advanced Configuration page, specify the Dom0 Configuration, Boot Configurations,
and Additional OS Details as explained in the tables.

Click Next.
9. Inthe Review page, verify the information and click Finish.

The oracle virtual server component will be saved in the Software Library with the status
Ready.

Table 2-6 Additional OS Details

. __________________________________________________________________________|
Element Description

Mount Point Settings Specify entries for the /etc/fstab file. You can specify mount points
on the newly provisioned Linux machine. By default, mount point
settings from the reference Linux machine are inherited.

NIS Settings Specify entries for the /etc/yp.conf file. You can specify NIS settings
for the newly provisioned Linux machine. By default, NIS settings
from the reference Linux machine are inherited.

NTP Settings Specify entries for the /etc/ntp.conf file. You can specify NTP
settings for the newly provisioned Linux machine. By default, NTP
settings from the reference Linux machine are inherited.

Kernel Parameter Settings Specify scripts for Kernel Parameters.

Initab Settings Specify settings for/etc/inittab file. All processes are started as part
init operation in boot process. Init operation decides the processes
that will start on booting of a machine or when runlevel changes.

Firewall Settings Specify firewall settings for the Linux target. Firewall settings are
disabled by default and can be configured. Make sure that the port
used by Management Agent is open for its communication with the
Management Service. By default, Management Agent uses port
3872 or a port number in the range 1830-1849, unless configured to
use some other port.
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Table 2-7 Boot Configuration and Configuration Scripts

Element Description

Post Install Script Specify any set of commands that need to be executed on the
newly provisioned machine. These commands will be appended to
the post section of the kickstart file.

First Boot Script Specify any set of commands that need to be executed on the
newly provisioned machine when it starts up for the first time.

Prerequisites for Provisioning Operating Systems and Oracle VM

Servers

Ensure that you meet the prerequisites described in Setting Up Oracle Software Library in
Oracle Enterprise Manager Lifecycle Management Administrator's Guide.

Ensure that you set up the bare metal provisioning infrastructure described in Setting Up
Infrastructure for Bare Metal Provisioning.

Ensure that you have Cloud Control administrator privileges.

Provisioning Operating Systems

The following sections explain how to provision Linux on bare metal boxes:

ORACLE

Follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.

In the Server Image section, from the Provision menu, select Operating System.

In the General/Target Selection page, in the General section, specify the Deployment
Name. Select the Operating System you want to provision and provide a description.
Select the Patching Groups and Monitoring Templates you want to associate with the
system.

In the Target Selection section, select the Provisioning Category as one of the following:

« MAC Addresses if you want to provision the bare metal systems by specifying MAC
addresses. Click Add to specify the list of MAC Address. In the Add MAC dialog box,
specify the MAC addresses. Click OK.

Optionally, click Add from File to add the MAC address from a file. In the Add from
File dialog box, click Browse and select the file from the location where you have
stored it.

*  Subnet to specify the subnet for the bare metal provisioning. In the Subnet to be
Provisioned section, specify the Subnet IP, Netmask, Number of Network
Interfaces, and Bootable Network Interface.

* Re-image EM Host Targets to re-provision an existing Cloud Control host target. In
the Enterprise Manager Hosts to be Provisioned section, click Add to search and
select the host target. Click OK. Select the Bootable Network Interface.

Optionally, you can click Save As Plan and save the configuration details you have
specified. Specify a name and description and click OK to save the plan. You can later use
the saved plan to provision bare metal boxes. You can save as plan on any page of the
wizard or configure the wizard completely and save the plan on the last page of the wizard.
Click Next.
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In the Deployment page, in the Infrastructure section, specify:

a. Stage Server and select the Storage. Select Run Stage Server Pre-requisite
checks to check if the stage server is configured properly.

b. Boot Server and select Run Boot Server Pre-requisite checks to check if the Boot
server is configured properly.

c. DHCP Server and select Run DHCP Server Pre-requisite checks to check if the
DHCP server is configured properly.

d. Local RPM Repository.

In the Fetch Configuration Properties from Pre-Created Components section, select the
Operating System Component, Disk Layout Component, and Provisioning Directive
from the Software Library. Otherwise, you can specify the operating system, disk layout,
and other properties in the respective pages.

Click Next.

In the Basic OS Details page, set the Time Zone and OS Root Password. In the Add
Operating System Users list section, click Add. Specify the User Name, Password,
Primary Group, and Additional Groups to add the operating system users. Enable or
Disable sudo access. Click OK.

If you have a reference host from which you want to provision your bare metal servers,
then in the Fetch Properties from Reference Enterprise Manager Host Target section,
select Fetch Properties to select reference host properties. Select the reference host and
the configurations you want to fetch. Specify reference host credentials. The credentials
you specify must have root access or you must have sudo privileges set up for the target.

You can choose to use preferred credentials, named credentials, or enter your credentials.
If you choose to enter your credentials, specify the user name and password and select
the Run Privilege. Choose to Save Credentials to use these credentials in future
deployments.

Click Next.

In the Additional OS Details page, specify agent settings, configuration scripts, package
selection, and additional operating system configuration, and boot configuration as
explained in Table 2-8, Table 2-9, and Table 2-10.

The Configure Package Selection section displays the packages from the operating
component or reference host you specified in the previous screen. You can retain or
remove these packages for your provisioning operation.

If you have selected an OS component in step 4, these settings will be displayed here. You
can edit or retain these values.

Click Next.

In the Disk Layout page, specify hard disk profile, partition configuration, RAID
configuration, Logical Volume Group configuration, and Logical Volume configuration.

* To specify the hard disk profile, click Add. Specify the Device Name and Capacity.

» To specify the Partition Configuration, click Add. Specify the Mount Point, Device
Name, File System Type, and Size (MB).

* To specify RAID Configuration, click Add. Specify the Mount Point, RAID Level,
Partitions, and File System Type. To configure RAID, ensure that your hard disk has
two partitions at the minimum.

» To specify the Logical Volume Group Configuration, click Add. Specify the Group
Name, Partitions, and RAIDs.

» To specify the Logical Volume Configuration, click Add. Specify the Mount Point,
Logical Volume Name, Logical Group Name, File System Type, and Size (MB).
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< Note:

Valid characters for Logical Volume Name and Logical Group Name
names are: a-z, A-Z, 0-9, and these special characters: + . -. See lvm(8)
for valid names.

# Note:

If you selected a Disk Layout component in step 4, these settings will be
displayed here. You can edit, remove, or retain these values.

Click Next.

In the Network page, the network properties for the MAC Address or Subnet as specified
during target selection, is displayed.

Click Add to configure the network interfaces. In the Input Network Interface Properties
dialog box, specify the Interface name. Select the Configuration Type as:

e Static if you want to specify the IP addresses

*  DHCP if you want the DHCP server to assign a network address

* Network Profile if you want to assign network addresses from a network profile.
Select the Interface Type as bond master, slave, or non-bonding.

Click Next.

In the Schedule/Credentials page, provide a schedule for the job, either immediately or at a
later date. Specify the Stage Server and Boot Server credentials. You can choose to use
preferred credentials, named credentials, or enter your credentials. If you choose to enter
your credentials, specify the user name and password and select the Run Privilege.
Choose to Save Credentials to use these credentials in future deployments.

Click Next.

In the Review page, verify that the details you have selected are correctly displayed and
submit the job for the deployment. If you want to modify the details, click Back repeatedly
to reach the page where you want to make the changes. Click Save As Plan to save the
configuration details you have specified. Specify a name and description and click OK to
save the plan. You can later use the saved plan to provision bare metal boxes. For more
information, see Using Saved Plans for Provisioning Linux Operating System and Oracle
VM Server on Bare Metal Servers

Click Submit.

The Deployment Procedure is displayed in the Bare Metal Provisioning page with Status
Running. Click on the Status message.

In the Procedure Activity page, view the job steps and verify that Status is Success. If the
status is Failed, view the steps that have failed, and fix them and resubmit the job.

After bare metal systems have been provisioned, verify that they appear in the All Targets
page.

Table 2-8 Agent Settings
|

Element Description
Install User User name for installing the agent.
ORACLE
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Table 2-8 (Cont.) Agent Settings
|

Element

Description

Install Group
Agent Registration Password

Agent RPM URL

Install group for agent.

Specify the password to be used to register the agent with Oracle Management
Server.

Agent RPM location.

Table 2-9 Additional OS Configuration
|

Element Description
Require TTY Select this option if you want sudo user to Log in to a separate terminal.
SELinux You can choose to enable or disable SELinux.

Mount Point Settings

NIS Settings

NTP Settings

Kernel Parameter Settings
Initab Settings

Firewall Settings

Specify entries for the /etc/fstab file. You can specify mount points on the newly
provisioned Linux machine. By default, mount point settings from the reference Linux
machine are inherited.

Specify entries for the /etc/yp.conf file. You can specify NIS settings for the newly
provisioned Linux machine. By default, NIS settings from the reference Linux machine
are inherited.

Specify entries for the /etc/ntp. conf file. You can specify NTP settings for the
newly provisioned Linux machine. By default, NTP settings from the reference Linux
machine are inherited.

Specify scripts for Kernel Parameters.

Specify settings for the /etc/inittab file. All processes are started as part init
operation in boot process. Init operation decides the processes that will start on
booting of a machine or when runlevel changes.

Specify firewall settings for the Linux target. Firewall settings are disabled by default
and can be configured. Make sure that the port used by Management Agent is open
for its communication with the Management Service. By default, Management Agent
uses port 3872 or a port number in the range 1830-1849, unless configured to use
some other port.

Table 2-10 Boot Configuration and Configuration Scripts

Element

Description

Advanced Configuration & Power
Interface

Use Para-Virtualized kernel
Post Install Script

First Boot Script

Specify settings for boot time parameter for kernel (acpi) in the /boot/grub/
grub.conf file.

Select if you are using para-virtualized kernel.

Specify any set of commands that need to be executed on the newly provisioned
machine. These commands will be appended to the post section of the kickstart file.

Specify any set of commands that need to be executed on the newly provisioned
machine when it starts up for the first time.

ORACLE

# Note:

After Linux is provisioned on the bare metal system, out-of-box Deployment
Procedures can be used to provision Database and other Oracle products on the
server.
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Provisioning Oracle VM Servers

To provision an Oracle VM server on a bare metal box, follow these steps:

ORACLE

1.

From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.

In the Server Image section, from the Provision menu, select Oracle VM Server.

In the General/Target Selection page, in the General section, specify a unique
Deployment Name. In the Target Selection section, select one of the following
Provisioning Category:

< MAC Addresses: If you want to provision the bare metal systems by specifying MAC
addresses. Click Add to specify the list of MAC Address. Alternately, to add the
addresses from a file, click Add from File. In the Add from File dialog box, select the
file that contains the addresses and click OK.

e Subnet: To specify the subnet for the bare metal provisioning. In the Subnet to be
Provisioned section, specify the Subnet IP, Netmask, Number of Network
Interfaces, and Bootable Network Interface.

The Oracle VM Registration section allows you to select an OVM Manager registered in
cloud to manage the Oracle VM servers you are provisioning. To do so, click the search
icon. From the Select Target dialog box, select a target VM machine, and click Select.
Optionally, you can click Save As Plan and save the configuration details you have
specified. Specify a name and description and click OK to save the plan. You can later use
the saved plan to provision future bare metal boxes. You can Save As plan on any page of
the wizard or configure the wizard completely and save the plan on the last page.

Click Next.
In the Deployment page, in the Infrastructure section:

a. Select Stage Server, and a location on the stage server for preparing images to be
installed over the network. Select Run Stage Server Pre-requisite checks to check if
the stage server is configured properly.

b. Select Boot Server, and select Run Boot Server Pre-requisite checks to check if
the Boot server is configured properly.

c. Select DHCP Server, and select Run DHCP Server Pre-requisite checks to check if
the DHCP server is configured properly

d. Select Local RPM Repository from the available list.

In the Fetch Configuration Properties from Pre-Created Components section, select an
existing Operating System Component, Disk Layout Component, and Provisioning
Directive from the Software Library home page. By doing so, the property values of the
selected entities are fetched from Software Library, and are populated accordingly. Doing
so allows you can skip updating the remaining pages in the wizard and directly go to the
scheduling page. However, if you do not have the required entities on Software Library,
then you can specify the operating system, disk layout, and other properties in the
subsequent pages.

Click Next.

In the Basic OS Details page, set the Time Zone, OS Root Password, and the Oracle VM
Agent password. In the Operating System Users list section, click Add. Specify the User
Name, Password, Primary Group, and Additional Groups to add the operating system
users. Enable or Disable sudo access. Click OK.

Click Next.

2-22



ORACLE

Chapter 2
Provisioning Oracle VM Servers

In the Additional OS Details page, do the following:

a. Inthe DomO0 Configuration section, you can provide the memory and power
requirements for the target provisioned.

b. Inthe Additional OS details, you can click the configure icon to add certain other
configuration details such as: Mount Point Settings, NIS Settings, NTP Settings,
Kernel Parameter Settings, Inittab Settings, Firewall Settings.

c. Inthe Boot Configuration section, click First Boot to add commands/scripts that must
be run on the system when it boots for the first time after installation. Click Post Install
to provide commands to run on the system once the installation is complete.

Click Next.

In the Disk Layout page, specify Hard Disk Profile, RAID configuration, and Logical
Configuration.

a. To specify the Hard Disk Profile, click Add. Specify the Device Name and Capacity.

b. To specify the Partition Configuration, click Add. Specify the Mount Point, Device
Name, File System Type, and Size (MB).

c. To specify RAID Configuration, click Add. Specify the Mount Point, RAID Level,
Partitions, and File System Type. To configure RAID, ensure that your hard disk has
two partitions at the minimum.

d. To specify the Logical Volume Group Configuration, click Add. Specify the Group
Name, Partitions, and RAIDs.

e. To specify the Logical Volume Configuration, click Add. Specify the Mount Point,
Logical Volume Name, Logical Group Name, File System Type, and Size (MB).

# Note:

Valid characters for Logical Volume Name and Logical Group Name
names are: a-z, A-Z, 0-9, and these special characters: + _. -. See lvm(8)
for valid names.

# Note:

If you selected a Disk Layout component in step 4, these settings will be
displayed here. You can edit, remove, or retain these values.

Click Next.

In the Network page, the network properties for the MAC Address or Subnet as specified
during target selection, is displayed.

Click Add to configure the network interfaces. In the Add Network Interface dialog box,
specify the Interface name. Select the Configuration Type as:

e Static if you want to specify the IP addresses.
e DHCP if you want the DHCP server to assign a network address.
* Network Profile if you want to assign network addresses from a network profile.

Select the Interface Type as bond master, slave, or non-bonding.
Click Next.
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11.

12.

13.
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In the Schedule/Credentials page, provide a schedule for the job, either immediately or at a
later date. Specify the Stage Server and Boot Server credentials. You can choose to use
preferred credentials, named credentials, or enter your credentials. If you choose to enter
your credentials, specify the user name and password and select the Run Privilege.
Choose Save Credentials to use these credentials in future deployments.

Click Next.

In the Review page, verify that the details you have selected are correctly displayed and
submit the job for the deployment. If you want to modify the details, click Back repeatedly
to reach the page where you want to make the changes.

Click Submit.

Click Save As Plan to save the configuration details you have specified. Specify a name
and description and click OK to save the plan. You can later use the saved plan to
provision future bare metal boxes. For more information, see: Using Saved Plans for
Provisioning Linux Operating System and Oracle VM Server on Bare Metal Servers .

The Deployment Procedure is displayed in the Bare Metal Provisioning page with Status
Running. Click the Confirmation message.

In the Procedure Activity page, view the job steps and verify that Status is Success. If
the status is Failed, review the failed steps, fix and resubmit the job.

After bare metal systems have been provisioned, verify that they appear in the All Targets
page.

Table 2-11 Additional OS Configuration

. __________________________________________________________________________|
Element Description

Mount Point Settings Specify entries for the /etc/fstab file. You can specify mount
points on the newly provisioned Linux machine. By default, mount
point settings from the reference Linux machine are inherited.

NIS Settings Specify entries for the /etc/yp.conf file. You can specify NIS
settings for the newly provisioned Linux machine. By default, NIS
settings from the reference Linux machine are inherited.

NTP Settings Specify entries for the /etc/ntp.conf file. You can specify NTP
settings for the newly provisioned Linux machine. By default, NTP
settings from the reference Linux machine are inherited.

Kernel Parameter Settings Specify scripts for Kernel Parameters.

Initab Settings Specify settings for/etc/inittab file. All processes are started as
part init operation in boot process. Init operation decides the
processes that will start on booting of a machine or when
runlevel changes.

Firewall Settings Specify firewall settings for the Linux target. Firewall settings are
disabled by default and can be configured. Make sure that the port
used by Management Agent is open for its communication with the
Management Service. By default, Management Agent uses port
3872 or a port number in the range 1830-1849, unless configured to
use some other port.

Table 2-12 Boot Configuration and Configuration Scripts

. __________________________________________________________________________|
Element Description

Post Install Script Specify any set of commands that need to be executed on the
newly provisioned machine. These commands will be appended to
the post section of the kickstart file.
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Table 2-12 (Cont.) Boot Configuration and Configuration Scripts

|
Element Description

First Boot Script Specify any set of commands that need to be executed on the
newly provisioned machine when it starts up for the first time.

Viewing Saved Plans

To view saved plans, follow these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.

2. Onthe Bare Metal Provisioning page, click Saved Plans.

# Note:

To edit the saved plans, see Using Saved Plans for Provisioning Linux Operating
System and Oracle VM Server on Bare Metal Servers.

Using Saved Plans for Provisioning Linux Operating System and
Oracle VM Server on Bare Metal Servers

To edit the saved plans, follow these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select Bare Metal
Provisioning.

2. In Server Image section, from Provision menu, select Using Saved Plan.

3. From the Saved Plans dialog box, select any template to pre-populate the provisioning
wizard with the saved values, and click Continue.

4. Update the Deployment Name, the Provioning Category information in the General/Target
selection page.

5. Follow steps 4 to step 10 listed in the section Provisioning Operating Systems.

6. In the Schedule/Credentials page, provide a schedule for the job, either immediately or at a
later date. Also, update the Stage Server and Boot Server credentials.

7. Inthe Review page, verify all the details you have selected, and click Submit.
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Patching Linux Hosts

This chapter explains how you can patch Linux hosts using Oracle Enterprise Manager Cloud

Control (Cloud Control). In particular, this chapter covers the following:

e Overview of Patching Linux Hosts

e About the Deployment Procedure for Patching Linux Hosts
e Supported Linux Releases

e Setting Up Infrastructure for Linux Patching

e Patching Linux Hosts

e Additional Linux Patching Tasks You Can Perform

e Managing Linux Configuration Files

Overview of Patching Linux Hosts

Linux Host Patching is a feature in Cloud Control that keeps the hosts in an enterprise updated

ORACLE

with security fixes and critical bug fixes, especially in a data centre or a server farm. This
feature in Cloud Control enables you to:

e Set up Linux RPM Repository based on Unbreakable Linux Network (ULN) channels

* Download Advisories (Erratas) from ULN

* Set up a Linux Patching group to update a group of Linux hosts and collect compliance

information
*  Allow non-compliant packages to be patched
* Rollback/uninstall packages from a host

* Manage RPM repositories and channels (clone channels, copy packages from one
channel into another, delete channels)

« Add RPMs to custom channels

*  Manage configuration file channels (create/delete channels, upload files, copy files from

one channel into another)

The following are concepts related to Linux patching:

Type Description

the associated RPM repositories.

Network (ULN) updates for Oracle Linux.

Linux Host A host target in Cloud Control that is running the Linux operating system.

Linux Patching Group A set of managed Linux hosts that are associated with a common list of RPM
repositories. Every group is configured with an update schedule, according to
which a recurring job is triggered, that will update the hosts of the group with

Unbreakable Linux Unbreakable Linux Network (ULN) is a Web site hosted by Oracle to provide
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Type Description

ULN Channel A channel is a group of RPM packages on ULN. For example, the
0l6_latest channel contains all the packages for Oracle Linux 6.

RPM Repository RPM repository is a directory that contains RPM packages and their metadata
(extracted by running yum-arch and createrepo). The RPM repository is
accessible via http or ftp. An RPM repository can be organized to contain
packages from multiple channels.

For example, /var/www/html/yum/OracleLinux/0L6/latest might
contain packages from the 016 latest channel on ULN.

Custom Channel A channel that is created by the user to store a set of custom RPM packages.
Custom channels can be added to the RPM repository.

Configuration A channel that is created by the user to store a set of Linux configuration files.

Channel Configuration channels can be used in the Linux patching application GUI to

deploy configuration files on Linux hosts.

About the Deployment Procedure for Patching Linux Hosts

Cloud Control provides the following deployment procedures for Linux patching:

e Patch Linux Hosts
This deployment procedure enables you to patch Linux hosts.
e Linux RPM Repository server setup

This deployment procedure enables you to set up a Linux RPM repository server. To set up
the Linux RPM repository server, see Setting Up the RPM Repository for Patching.

Supported Linux Releases

The following releases are supported for Linux patching:

e Oracle Linux 6
e Oracle Linux 7

e Oracle Linux 8

Setting Up Infrastructure for Linux Patching

This section describes the setup requirements for Linux patching. In particular, this section
describes the following:

*  Prerequisites for Using the Linux Patching Feature
«  Setting Up the RPM Repository for Linux Patching
e Setting Up Linux Patching Group for Compliance Reporting

Prerequisites for Using the Linux Patching Feature

To use the Linux Patching feature, meet the following prerequisites:

1. Meet the basic prerequisites described in Setting Up Your Infrastructure
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Install yum on all your Oracle Linux 6 and above target hosts.
Enable the following commands through SUDO:

e /bin/cp

e /bin/rm

* /bin/chmod

e /sbin/chkconfig

°  yum
. sed
° rpm

Setting Up the RPM Repository for Linux Patching

This section describes how you can set up the RPM repository. In particular, this section
describes the following:

Prerequisites for Setting Up the RPM Repository
Setting Up the RPM Repository for Patching

< Note:

The RPM repository can be set up in a shared location. This configuration is
supported. The same EM repository is shared by using the symlink (symbolic link) in
the folder /var/www/html to a shared file system. In case the host target goes
down then the RPM repository also is unavailable.

The RPM repository can exist on the OMS or on a non-OMS designated host target.

Prerequisites for Setting Up the RPM Repository

ORACLE

Before setting up the RPM repository, meet the following prerequisites:

Identify a Redhat or Oracle Linux host, install a Management Agent, and point to the OMS.
This host must have the sudo package installed.

Obtain a valid Customer Support Identifier (CSI) number from your Oracle sales
representative.

After obtaining a valid CSI number, ensure that you create a ULN account. To create a
ULN account, access the following URL:

https://linux.oracle.com/register

Ensure that the /var/www/html/ directory on the host on which you plan to set up the RPM
repository has at least 60 GB of free disk space per channel.

Ensure that Apache is installed, and listening on port 80. To verify this, you can try
connecting to the URL: http://host.

For example: http://hl.example.com. If this works, then it is confirmed that Apache is
installed and listening on port 80.

Ensure that the createrepo package is installed on the RPM Repository host. To obtain
this package, subscribe to the e1* addon or the o1* addon channel.

3-3


https://linux.oracle.com/register

Chapter 3
Setting Up Infrastructure for Linux Patching

e Ensure that the uln-yum-mirror and yum-utils packages are installed on the RPM
Repository host. To obtain the yum-arch and the uln-yum-proxy/uln-yum-mirrors
packages, subscribe to the add-ons channel. To obtain the yum-utils package, subscribe
to the latest channel.

e If the RPM Repository host is not running on the same operating system as the channels,
you must import the public key manually to the channel belonging to the release. To do so,
follow these steps:

1. Download the OL 6 or above key from: http://public-yum.oracle.com/RPM-GPG-
KEY-oracle-ol6

2. Store it under the following directory on your host: /usr/share/rhn

3. Run the following command:rpm --import /usr/share/rhn/RPM-GPG-KEY-oracle-0l6

# Note:

Modify the path accordingly to the channel belonging to the release.

*  Ensure that the Enterprise Manager user has the EM LINUX PATCHING ADMIN role. If the
Enterprise Manager user does not have this role, ensure that the super user grants them.

« Ensure that the Oracle GPG keys are installed on the host on which you plan to set up the
RPM Repository.
To install the Oracle GPG keys on a host running on Oracle Linux 6 or above, run the
following command:rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY.

Setting Up the RPM Repository for Patching

ORACLE

Log in with super user privileges to set up an RPM Repository that downloads latest RPM
packages and advisories from ULN. Follow these steps:

To set up an RPM Repository that downloads the latest RPM packages and advisories from
ULN, follow these steps:

1. In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

2. Onthe Patching Setup page, click Setup RPM Repository.

3. On the Setup RPM Repository page, in the RPM Repository Server section, select the
RPM Repository server by clicking the search icon. Select the host assigned for
subscribing to ULN.

4. Inthe Credentials section, ensure that the Normal Host Credential user has write access
to the stage location, and the Privileged Host Credential user can sudo with root
privilege. Click Apply.

5. In the Deployment Procedure submission confirmation, click Linux RPM Repository
Server Setup. The deployment procedure starts a job to download latest RPM packages
and Advisories from the subscribed ULN channels.

6. (Optional) If you want to change the refresh mode to 30 seconds, then from the View Data
list, select Real Time: 30 Second Refresh.

7. Click the status of the manual step Register with ULN to verify if your host has been
registered to ULN.
If you have registered your host to ULN, then select the target and click Confirm, and then
click Done to go to the main flow.
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If you have not registered your host to ULN, then perform the following steps on your Linux
host:

a. Logintothe RPM Repository server machine.

b. Check if your host can connect to ULN. If your host cannot connect to the ULN directly,
you can configure uln_register to use a proxy server. To configure access to ULN
using a proxy server, follow these instructions: https://linux.oracle.com/
uln faq.html#9

c. Register the host to ULN by following the steps at: https://linux.oracle.com/
uln fag.html#2

# Note:

While registering, you can choose the user name and password. This
credential will be used to log in to http://linux.oracle.com

8. Click the status of the step Subscribe to ULN channels. When you register a Linux server
to ULN, it will be subscribed to a channel that has the latest Oracle Linux packages for the
appropriate architecture. If no additional channels are needed to be subscribed to your
host, then select the target and click Confirm, and then click Done to go to the main flow.
If some additional channels are needed to be subscribed to your host, then perform the
following steps:

a. Loginto ULN:http://linux.oracle.com/
b. Click on the Systems tab to manage subscriptions for each subscribed server.

c. Subscribe to all the additional channels you need.

# Note:

* Make sure to install the createrepo package from the o1* latest
channel.

* Make sure that the uln-yum-nirror and yum-utils packages are
installed on your Linux host. To obtain the uln-yun-mirror package,
subscribe to the Add On channel. To obtain the yum-utils package,
subscribe to the latest channel.

d. Verify the list of subscribed channels on ULN.

9. Once the deployment procedure ends successfully, from the Setup menu, select
Provisioning and Patching, then select Linux Patching.

10. On the Patching Setup page, click Manage RPM Repository to verify if the ULN channels
are displayed in the Cloud Control console.

11. On the Manage RPM Repository page, check if all the subscribed channels are listed and
if all the packages are downloaded.

ORACLE .


http://linux.oracle.com
http://linux.oracle.com/

Chapter 3
Setting Up Infrastructure for Linux Patching

Setting Up Linux Patching Group for Compliance Reporting

This section describes how you can set up a Linux Patching group for compliance reporting by
associating the group with the RPM Repository (each subscribed ULN channel is a repository)
created in Setting Up the RPM Repository for Linux Patching.

In particular, this section describes the following:

Prerequisites for Setting Up Linux Patching Group
Setting Up a Linux Patching Group

Prerequisites for Setting Up Linux Patching Group

Before setting up the Linux Patching Group, meet the following prerequisites:

Set up RPM Repository server or set a custom RPM Repository as a channel in Cloud
Control.

Install yum on all your Oracle Linux 6 and above target hosts.
Install sudo on the target hosts.
Ensure that the Enterprise Manager user logs in to the OMS with super user privileges.

Ensure that the Enterprise Manager user has the EM_LINUX PATCHING_ADMIN role. If the
Enterprise Manager user does not have these, make sure that the Super User grants
them.

Setting Up a Linux Patching Group

ORACLE

Log in with Super User privileges to set up a Linux patching group. Follow these steps:

1.

In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

On the Linux Patching Setup page, click Setup Patching Groups.
On the Setup Patching Groups page, click Create.

On the Create Group: Properties page, enter a unique name for the group. Select the
maturity level, Linux distribution, and Linux hosts to be added to the group. Click Next.

On the Create Group: Package Repositories page, select the RPM Repositories that must
be associated with the patching group (click the search icon to select repository).

In the Check GPG Signatures section, select Check GPG signatures to ensure that yum
performs a GPG signature check on the packages obtained from the specified repositories.
Sometimes, yum may require a public GPG key to verify the packages obtained from the
repositories. This key may not be previously imported into the RPM database. To ensure
that this key is imported, select Import GPG key, then specify the GPG Key URL.

In the Stage Location section, specify the location where you want the Linux patching
configuration and log files to be created.

In the Update Hosts section, select Automatically Update Hosts if you want to auto-
update the host, that is, to schedule an update job (schedule specified as one of the
subsequent step) to update all non-compliant packages from the selected package
repository.

In the Excluded Packages section, for Excluded Packages, specify the list of packages
that you do not want to update while patching the Linux hosts. If the list of packages that
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you do not want to update during the patching process is present in a file, click Import
From File to specify the location of the file. The wizard obtains the required packages from
the specified file.

In the Rollback Last Update Session section, select Enable 'Rollback Last Update
Session' to enable the Rollback Last Update Session feature for the group in the Undo
Patching wizard. If this feature is not enabled here, it is not visible in the Undo Patching
wizard for the group.

In the Package Compliance section, you can choose whether to include Rogue packages
in compliance reporting or not.

In the Packages Updated on Reboot section, for Packages updated on Reboot, specify
the list of packages that must be updated only when the host is rebooted.

6. Click Next.

7. Onthe Create Group: Credentials page, enter the host credentials or choose to use
preferred credentials. Click Next.

8. Onthe Create Group: Patching Script page, enter any pre/post patching operations to be
done. This is not a mandatory step. Click Next.

# Note:

Steps 8 and 9 will be skipped if Automatically Update Hosts was not selected.

9. Onthe Schedule page, set the schedule for the update job. Click Next.
10. On the Review page, validate all the parameters. Click Finish.

11. From the Enterprise menu, select Provisioning and Patching, then select Linux
Patching. Verify the compliance report generated. The group created will have at least one
out-of-date package.

Table 3-1 describes the jobs that are submitted for setting up a Linux patching group.

Table 3-1 Jobs Submitted for Setting Up Linux Patching Group

|
Job Description

Patching Configuration This job configures all the hosts for patching. It creates configuration
files to be used by the yum and up2date tools on each host.
This job is executed just once on all the hosts contained in the Linux
Patching group immediately.

Compliance Collection Compares the versions of the packages already installed in each
machine contained in the Linux Patching group with the package
versions in the selected RPM Repositories, and generates
Compliance Reports for indicating which packages are outdated.
This job is executed once every 24 hours (after the group is set up)
on all the hosts contained in the Linux Patching group.

Package Information Collects the metadata information of each package contained in the
selected RPM Repositories.
This job is executed daily.
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Table 3-1 (Cont.) Jobs Submitted for Setting Up Linux Patching Group

|
Job Description

Packages Update Updates non-compliant packages.
This job will update the packages installed on the hosts in the group
to ensure that they are up-to-date with respect to the package
repositories for that group. This job will be submitted only when the
option "Update Hosts" is selected in the step "Package
Repositories" of the Linux Patching group wizard, and its schedule
can be customized in the step "Schedule"

Patching Linux Hosts

This section describes how to patch your Linux hosts. It consists of the following:

*  Applying Patches on a Linux Patching Group Based on Compliance

*  Applying Ad Hoc or Emergency Patches on Linux Hosts

# Note:

Before patching your Linux hosts, ensure that the Enterprise Manager user has the
EM PATCH DESIGNER role and the OPERATOR ANY TARGET privilege. If the Enterprise
Manager user does not have these, ensure that the super user grants them.

Applying Patches on a Linux Patching Group Based on Compliance

If the Linux Patching Compliance Home page reports that a particular Linux patching group is
not compliant, you can choose to patch the group. To apply patches on this Linux patching
group, follow these steps:

1. In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

2. Onthe Linux Patching page, in the Compliance Report section, select the Linux patching
group that you want to patch, then click Schedule Patching.

3. On the Package Repository page, in the LINUX Distribution section, select the tool that you
want to use to update the RPM.

< Note:

If the Linux host to be patched is running on Oracle Linux 6 (OL6) or later, then
you must use the yum tool for patching. The up2date patching tool is not
supported for this Linux version. If you do not use the yum tool in this scenario,
the patching process fails on the Configure Host For Patching step with the
following error: You are not selecting 'yum' as the tool to update the
RPMs in this system. 'yum' is the only supported tool for updating
RPMs in Oracle Linux 6 operating system

a. If you have selected yum as the patching tool, make sure that you select the patching
mode that you want to use. Select Package update and new package installation if
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you plan to update the existing packages, as well as install new packages. Select
Package update only if you plan to only update the existing packages, and not install
any new packages.

b. Inthe Stage Location section, specify the location where you want the Linux patching
configuration and log files to be created.

c. Inthe Package Repository section, select the RPM repositories that you want to use.

d. Inthe Check GPG Signatures section, select Check GPG signhatures to ensure that
yum or up2date performs a GPG signature check on the packages obtained from the
specified repositories. This key may not be previously imported into the RPM
database. To ensure that this key is imported, select Import GPG key, then specify the
GPG Key URL.

e. Inthe Advanced Options section, by default, the Hide obsolete updates option is
selected. Selecting this option hides the obsolete packages on the Select Updates
page. If you want to view these packages on the Select Updates page, ensure that you
deselect this option.

f. If you have selected yum as the patching tool, in the Advanced Options section, select
one of the following patch application modes:

* Most suitable architecture, if you want yum to install the latest version of the
selected package, or update the existing version of the package to the latest
version, for the suitable RPM architectures that are installed on the Linux hosts
that you are patching.

If you select this option, Cloud Control runs the following yum command: yum
install |update packagename

* Specific architecture, if you want yum to install the latest version of the selected
package, or update the existing version of the package to the latest version, on
only those Linux hosts that have the RPM architecture of the selected package.
If you select this option, Cloud Control runs the following yum command: yum
install |update packagename.arch

e Specific version and architecture, if you want yum to install only the specific
version of the package selected on the Select Updates page, or update the
existing version of the package to this specific version, on only those Linux hosts
that have the RPM architecture of the selected package.

If you select this option, Cloud Control runs the following yum command: yum
install |update epoch:packagename-ver-rel.arch

Click Next.
4. On the Select Updates page, select the packages to be updated.

¢ Note:

If the Hide obsolete updates option was selected in the previous step, the
values for Total packages available and Total packages available in this view
may be different. This difference corresponds to the number of obsolete
packages present in the repositories.

Click Next.

5. Onthe Select Hosts page, select the Linux hosts to be updated. You can also select a
group by changing the target type to group.
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By default, every discovered Linux host is displayed on this page, and can be selected.
However, if you want only those hosts that have an older version of at least one of the
packages (that you selected for the update operation in the previous step) to be displayed
on this page, run the following command: $<OMS_HOME>/bin/emctl set property -name
'oracle.sysman.core.ospatch.filter uptodate hosts' -value 'true'

Click Next.

On the Credentials page, enter the credentials to be used for the updates.
Click Next.

On the Pre/Post script page, enter the scripts that need to be executed before/after the
patching process, if any.

Click Next.

On the Schedule page, enter the details of the patching schedule that must be used.
Click Next.

On the Review page, review the update parameters.

Click Finish. A deployment procedure is submitted to update the selected packages.
Follow all the steps of the procedure until it completes successfully.

Applying Ad Hoc or Emergency Patches on Linux Hosts

To quickly apply patches on your Linux hosts in an ad hoc manner, or in case of an emergency,
without using a Linux patching group, follow these steps:

ORACLE

1.

In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Procedure Library.

On the Deployment Procedure Manager page, in the Procedure Library tab, select Patch
Linux Hosts, then click Launch.

On the Package Repository page, in the LINUX Distribution section, select the tool that you
want to use to update the RPMs.

¢ Note:

If the Linux host to be patched is running on Oracle Linux 6 (OL6) or later, then
you must use the yum tool for patching. The up2date patching tool is not
supported for this Linux version. If you do not use the yum tool in this scenario,
the patching process fails on the Configure Host For Patching step with the
following error: You are not selecting 'yum' as the tool to update the
RPMs in this system. 'yum' is the only supported tool for updating
RPMs in Oracle Linux 6 operating system

a. If you have selected yum as the patching tool: For the tool operation mode, ensure that
you select Package update and new package installation. Since this method of
patching Linux hosts without using a Linux patching group is meant for emergencies
and is not based on a compliance report, you can only use it to install new packages,
and not update existing packages.

b. Inthe Stage Location section, specify the location where you want the Linux patching
configuration and log files to be created.

c. Inthe Package Repository section, select the RPM repositories that you want to use.
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d. Inthe Check GPG Signatures section, select Check GPG signhatures to ensure that

yum performs a GPG signature check on the packages obtained from the specified
repositories. This key may not be previously imported into the RPM database. To
ensure that this key is imported, select Import GPG key, then specify the GPG Key
URL.

e. Inthe Advanced Options section, by default, the Hide obsolete updates option is

selected. Selecting this option hides the obsolete packages on the Select Updates
page. If you want to view these packages on the Select Updates page, ensure that you
deselect this option.

f. If you have selected yum as the patching tool, in the Advanced Options section, select

one of the following patch application modes:

* Most suitable architecture, if you want yum to install the latest version of the
selected package, or update the existing version of the package to the latest
version, for the suitable RPM architectures that are installed on the Linux hosts
that you are patching.

If you select this option, Cloud Control runs the following yum command: yum
install |update packagename

*  Specific architecture, if you want yum to install the latest version of the selected
package, or update the existing version of the package to the latest version, on
only those Linux hosts that have the RPM architecture of the selected package.
If you select this option, Cloud Control runs the following yum command: yum
install |update packagename.arch

e Specific version and architecture, if you want yum to install only the specific
version of the package selected on the Select Updates page, or update the
existing version of the package to this specific version, on only those Linux hosts
that have the RPM architecture of the selected package.

If you select this option, Cloud Control runs the following yum command: yum
install |update epoch:packagename-ver-rel.arch

Click Next.

4. On the Select Updates page, select the packages to be updated.

¢ Note:

If the Hide obsolete updates option was selected in the previous step, the
values for Total packages available and Total packages available in this view
may be different. This difference corresponds to the number of obsolete
packages present in the repositories.

Click Next.

On the Select Hosts page, select the Linux hosts to be updated. You can also select a
group by changing the target type to group.

By default, every discovered Linux host is displayed on this page, and can be selected.
However, if you want only those hosts that have an older version of at least one of the
packages (that you selected for the update operation in the previous step) to be displayed
on this page, run the following command:

$<OMS HOME>/bin/emctl set property -name
'oracle.sysman.core.ospatch.filter uptodate hosts' -value 'true'

Click Next.
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6. On the Credentials page, enter the credentials to be used for the updates.
Click Next.

7. Onthe Pre/Post script page, enter the scripts that need to be executed before/after the
patching process, if any.

Click Next.

8. On the Schedule page, enter the details of the patching schedule that must be used.
Click Next.

9. Onthe Review page, review the update parameters.

Click Finish. A deployment procedure is submitted to update the selected packages.
Follow all the steps of the procedure until it completes successfully.

Managing Linux Configuration Files

This section describes how you can manage your Linux configuration files. It consists of the
following:

e Overview of Linux Configuration Files

e Prerequisites for Managing Configuration Files

e Creating a Linux Configuration File Channel

e Uploading Linux Configuration Files to a Particular Channel

e Importing Linux Configuration Files from One Channel to Another
e Deploying Linux Configuration Files From a Particular Channel

e Deleting a Linux Configuration File Channel

Overview of Linux Configuration Files

The configuration file feature enables you to manage your Linux configuration files in an
efficient and convenient manner. Using this feature (which is accessible from the Linux
Patching home page), you can create a Linux configuration file channel, upload the required
Linux configuration files present on your local host (or on a remote host that has a
Management Agent deployed on it) to the created channel, then deploy the configuration files
present in the channel to a large number of target hosts in a single operation.

This feature saves you the effort of manually copying the required Linux configuration files to
each target host. For example, if a HTTP server configuration file that you want to copy to a
large number of target hosts is present on your local host, you can use the Linux Patching
home page to create a Linux configuration file channel, upload the HTTP server configuration
file to this channel, then deploy the file from this channel to the target hosts.

Prerequisites for Managing Configuration Files

Ensure that the Software Library is already configured on the OMS.

Creating a Linux Configuration File Channel

To create a configuration file channel, follow these steps:
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In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

On the Linux Patching page, click the Configuration Files tab.
In the Configuration Files tab, click Create Config File Channel.

On the Create Configuration File Channel page, enter a unique channel name and
description for the channel, and click OK.

You will see a confirmation message mentioning that a new configuration file channel is
created.

Uploading Linux Configuration Files to a Particular Channel

This section describes how you can upload configuration files to a particular channel. In
particular, this section covers the following:

Prerequisites for Uploading Linux Configuration Files

Uploading Linux Configuration Files

Prerequisites for Uploading Linux Configuration Files

Before uploading configuration files to a particular channel, ensure that there exists at least
one configuration file on the local host or on a remote host.

Uploading Linux Configuration Files

To upload configuration files, follow these steps:

1.

In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

On the Linux Patching page, click the Configuration Files tab.

In the Configuration Files tab, select the channel that you want to upload configuration files
to, then click Upload Configuration Files.

Select an appropriate upload mode. You can either upload files from local host (where the
browser is running) or from a remote host (a Management Agent should be installed on
that host and the Management Agent must be communicating with the OMS).

In the File Upload section, enter the file name, path where the file will be deployed on the
target host, and browse for the file on the upload host.

For uploading from remote machine, click Upload from Agent Machine. Click Select
Target and select the remote machine.

Before browsing for the files on this machine, set preferred credential for this machine.
After selecting the files, click OK.

You will see a confirmation message that states that files have been uploaded.

Importing Linux Configuration Files from One Channel to Another

This section describes how you can import configuration files from one channel to another. In
particular, this section covers the following:

ORACLE

Prerequisites for Importing Linux Configuration Files

Importing Linux Configuration Files
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Prerequisites for Importing Linux Configuration Files

Before importing configuration files, ensure that there are at least two channels.

Importing Linux Configuration Files

To import configuration files from the source channel to the target channel, follow these steps:

1.

g » © Db

In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

On the Linux Patching page, click the Configuration Files tab.
In the Configuration Files tab, select the source channel, and click Import Files.
Select the target channel.

From Source channel section, select the files and copy it to the target channel section.
Click OK.

You will see a confirmation message stating that the selected files have been imported
successfully.

Deploying Linux Configuration Files From a Particular Channel

This section describes how you can deploy configuration files from a particular channel. In
particular, this section covers the following:

Prerequisites for Deploying Linux Configuration Files

Deploying Linux Configuration Files

Prerequisites for Deploying Linux Configuration Files

Before deploying configuration files, meet the following prerequisites:

Ensure that the privileged patching user has write permission on the target machine
location where each configuration file will be staged, and has SUDO privileges too.

Ensure that there is at least one channel with some files uploaded.

Deploying Linux Configuration Files

ORACLE

To deploy configuration files from a particular channel, follow these steps:

1.

@ N o g » e Db

In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

On the Linux Patching page, click the Configuration Files tab.

In the Configuration Files tab, select the source channel, and click Deploy Files.
In the wizard that appears, select the files you want to deploy, and click Next.
Click Add to select the targets where you want to deploy the files.

Enter the credentials for the selected targets.

Enter the Pre/Post scripts you want to run before or after deploying the files.

Review the deploy parameters and click Finish.
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A deploy job is submitted. Follow the job's link until it completes successfully.

Deleting a Linux Configuration File Channel

This section describes how you can delete configuration file channels. In particular, this section
covers the following:

e Prerequisites for Deleting a Linux Configuration File Channel

e Deleting Linux Configuration File Channels

Prerequisites for Deleting a Linux Configuration File Channel

Before deleting a configuration file channel, ensure that there is at least one configuration file.

Deleting Linux Configuration File Channels

To delete a configuration file channel, follow these steps:

1. In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

2. Onthe Linux Patching page, click the Configuration Files tab.
3. Inthe Configuration Files tab, select the channel, and click Delete. Click Yes.

You will see a configuration message stating that the channel was successfully deleted.

Additional Linux Patching Tasks You Can Perform

This section describes the additional tasks you can perform using the Linux Patching Home
page:

e Viewing Linux Patching Compliance History

e Patching Non-Compliant Linux Packages

* Rolling Back Linux Patch Update Sessions or Deinstalling Packages
* Registering a Custom Package Channel

e Cloning a Package Channel

e Copying Packages from One Channel to Another

e Adding Custom Packages to a Channel

» Deleting a Package Channel

Viewing Linux Patching Compliance History

This section describes how you can view the compliance history for a selected group, for a
specific time period. In particular, this section covers the following:

e Prerequisites for Viewing Linux Patching Compliance History

e Viewing Linux Patching Compliance History

Prerequisites for Viewing Linux Patching Compliance History

e Ensure that you have defined at least one Linux patching group.
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« Ensure that you have View privileges on the Linux host comprising the patching group.

Viewing Linux Patching Compliance History

To view the compliance history of a Linux patching group, follow these steps:

1. In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

2. Onthe Compliance Home page, from the Related Links section, click Compliance
History.

3. On the Compliance History page, the Groups table lists all the accessible Linux patching
groups and the number of hosts corresponding to each group.

4. If there are multiple Linux patching groups, the Compliance History page displays the
historical data (for a specific time period) for the first group that is listed in that table.

5. To view the compliance history of a Linux patching group, click the View icon
corresponding to that group.

< Note:

By default, the compliance data that is displayed is retrieved from the last seven
days. To view compliance history of a longer time period, select an appropriate value
from the View Data drop-down list. The page refreshes to show compliance data for
the selected time period.

Patching Non-Compliant Linux Packages

This section describes how you can patch non-compliant packages from the Linux Patching
home page. In particular, this section covers the following:

e Prerequisites for Patching Non-Compliant Linux Packages

* Patching Non-Compliant Linux Packages

Prerequisites for Patching Non-Compliant Linux Packages

Before patching non-compliant packages, ensure that a Linux Patching group is created and
the Compliance Collection job has succeeded.

Patching Non-Compliant Linux Packages

To patch non-compliant packages, follow these steps:

1. Inthe Patch Linux Hosts Wizard, provide the required details in the interview screens, and
click Finish on the Review page.

2. A deployment procedure is submitted to update the host. Check if all the steps finished
successfully.
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Rolling Back Linux Patch Update Sessions or Deinstalling Packages

This section describes how you can rollback a patch update session, or even uninstall the
unstable version completely in case that patch version is found unsuitable for has a bug or
security vulnerability. In particular, this section covers the following:

Prerequisites for Rolling Back Linux Patch Update Sessions or Deinstalling Packages

Rolling Back Linux Patch Update Sessions or Deinstalling Packages

< Note:

Rolling back upgrades is supported to a certain extent. When performing an upgrade
such as from OL 6.6 to OL 6.7, many RPM that are dependent on others are
upgraded. When you apply RPM, this dependency can be followed. However, when
rolling back patch update sessions, this dependency must be followed in reverse
order. This reverse operation is not supported by yum. You can use the rollback
feature to rollback a patch update session, but not to completely rollback a major
upgrade.

Prerequisites for Rolling Back Linux Patch Update Sessions or Deinstalling Packages

Before rolling back patch update sessions or deinstalling packages, meet the following
prerequisites:

Ensure that a Linux Patching group is created.

Ensure that the lower version of the packages are present in the RPM repository.

Rolling Back Linux Patch Update Sessions or Deinstalling Packages

To roll back a patch update session or uninstall packages, follow these steps:

1.

4
5.
6
7

In Cloud Control, from the Enterprise menu, select Provisioning and Patching, then
select Linux Patching.

On the Linux Patching page, in the Compliance Report section, select a group, and click
Undo Patching.

On the Undo Patching: Action page, select an appropriate option:
* Uninstall Packages, deinstalls a package.

* Rollback Last Update Session, reverts the effects of the previous patch update
session.

Click Next.
Provide the required details in the wizard, and on the Review page, click Finish.
A job is submitted to rollback the updates done in the previous session.

Examine the job submitted to see if all the steps are successful.

Registering a Custom Package Channel

This section describes how you can register a custom channel. In particular, this section covers
the following:
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Prerequisites for Registering a Custom Package Channel

Registering a Custom Package Channel

Prerequisites for Registering a Custom Package Channel

Before registering a custom channel, meet the following prerequisites:

Ensure that the RPM Repository is under /var/www/html and is accessible through HTTP
protocol.

Ensure that Apache is installed, and listening on port 80. To verify this, you can try
connecting to the URL: http://host.

For example: http://hl.example.com. If this works, then it is confirmed that Apache is
installed and listening on port 80.

Ensure that metadata files are created by running yum-arch and createrepo commands.

Ensure that a Management Agent is installed on the RPM repository host, and ensure that
Management Agent is communicating with the OMS.

Ensure that the Enterprise Manager User logs in with Super User privileges for registering
a custom channel.

Registering a Custom Package Channel

To register a custom RPM Repository, follow these steps:

1.

°© g & w

In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

On the Patching Setup page, in the Linux Patching Setup tab, click Manage RPM
Repository.

On the Manage Repository Home page, click Register Custom Channel.
On the Register Custom Channel page, enter a unique channel name.
Click Browse and select the host where the custom RPM repository was setup.

Enter the path where RPM repository resides. The directory location must start
with /var/www/html/.

Click OK.

A Package Information job is submitted. Follow the job until it completes successfully.

Cloning a Package Channel

This section describes how you can clone a channel. In particular, this section covers the
following:

Prerequisites for Cloning a Package Channel

Cloning a Package Channel

Prerequisites for Cloning a Package Channel

Before cloning a channel, meet the following prerequisites:

1.
2.
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Ensure that there is at least one channel already present.

Ensure that there is enough space on the target channel host.
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3. Ensure that the stage location of the source host does not have a directory named

createlikeSrc, and the Directory for the Target Channel does not exist.

4. Ensure that Apache is installed, and listening on port 80. To verify this, you can try

connecting to the URL: http://host.

For example: http://hl.example.com. If this works, then it is confirmed that Apache is
installed and listening on port 80.

5. Ensure that the Enterprise Manager User logs in to the OMS with Super User privileges.

Cloning a Package Channel

To clone a channel, follow these steps:

1. In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

2. Onthe Patching Setup page, in the Linux Patching Setup tab, click Manage RPM
Repository.

3. Onthe Manage RPM Repository page, select the source channel you want to clone, and
click Create Like.

4. Enter the credentials to use for the source channel. The credentials must have both read
and write access.

5. Enter a unigue target channel name.
6. Click Browse to select the target host name.

7. Enter the directory location of the target channel. This directory should be
under /var/www/html.

8. Enter the credentials to use for the target channel. This credential should have both read
and write access.

9. Click OK.

A Create-Like job is submitted. Follow the job until it completes successfully.

Copying Packages from One Channel to Another

This section describes how you can copy packages from one channel to another. In particular,
this section covers the following:

e Prerequisites for Copying Packages from One Channel to Another

e Copying Packages from One Channel to Another

Prerequisites for Copying Packages from One Channel to Another
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Before copying the packages from one channel to another, meet the following prerequisites:

1. Ensure that there are at least 2 channels.
2. Ensure that the target channel machine has adequate space.

3. Ensure that the stage location of the source host does not have a directory named
copyPkgsSrc, and the stage location of Target Host does not have a directory named

copyPkgsDest.

4. Ensure that Apache is installed, and listening on port 80. To verify this, you can try
connecting to the URL: http://host.
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For example: http://h1l.example.com. If this works, then it is confirmed that Apache is
installed and listening on port 80.

Ensure that the Enterprise Manager User logs in to the OMS with Super User privileges.

Copying Packages from One Channel to Another

To copy the packages from one channel to another, follow these steps:

1.

In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

On the Patching Setup page, in the Linux Patching Setup tab, click Manage RPM
Repository.

On the Manage RPM Repository page, select the source channel, and click Copy
Packages.

Select the target channel.

From the source channel section, select and copy the packages to the target channel
section.

Enter credentials for the source and target channels. These credentials should have read/
write access to the machines.

Click OK.

A Copy Packages job is submitted. Follow the job until it completes successfully.

Adding Custom Packages to a Channel

This section describes how you can add custom packages to a channel. In particular, this
section covers the following:

Prerequisites for Adding Custom Packages to a Channel

Adding Custom Packages to a Channel

Prerequisites for Adding Custom Packages to a Channel

Before you add custom packages to a channel, meet the following prerequisites:

1.
2.

Ensure that there is at least one channel.

Ensure that the stage location of the source host does not have a directory named
addPkgsSrc, and the stage location of the destination channel does not have a directory
named addPkgsDest.

Adding Custom Packages to a Channel

ORACLE

To add custom RPMs to a channel, follow these steps:

1.

In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

On the Patching Setup page, in the Linux Patching Setup tab, click Manage RPM
Repository.

On the Manage RPM Repository page, select the channel name where you want to add
the RPM, and click Add.
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Select the source target name and the credentials to be used for the host. The credential
you use must have write access on emd emstagedir directory present on the source host.

On the Upload Files section, click the search icon to browse for the RPM files.
Select a normal host credential that has write access on the select channel.

Select a privileged host credential that has write access on the select channel, and has
SUDO as root privilege.

Click OK.

An Add Package job is submitted. Follow the job until it completes successfully.

Deleting a Package Channel

This section describes how you can delete a channel. In particular, this section covers the
following:

Prerequisites for Deleting a Package Channel

Deleting a Package Channel

Prerequisites for Deleting a Package Channel

Before deleting a channel, meet the following prerequisites:

1.
2.

Ensure that there is at least one channel.

Ensure that the Enterprise Manager User logs in to the OMS with Super User privileges.

Deleting a Package Channel

To delete a channel, follow these steps:

1.
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In Cloud Control, from the Setup menu, select Provisioning and Patching, then select
Linux Patching.

On the Patching Setup page, in the Linux Patching Setup tab, click Manage RPM
Repository.

On the Manage RPM Repository page, select the channel name you want to delete, and
click Delete.

If you want to delete the packages from the RPM Repository machine, select the check
box and enter the credentials for the RPM Repository machine. Click Yes.

If you have not selected to delete the packages from RPM Repository machine, you will
get a confirmation message stating Package Channel <channel name> successfully
deleted. If you have selected the Delete Packages option, a job will be submitted to delete
the packages from the RPM Repository machine. Follow the job until it completes
successfully.
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Monitoring and Managing Hosts

This chapter includes the following sections:

e Overview of Host Management

e Setting Up the Environment to Monitor Hosts

e Customizing Your Host Monitoring Environment
e Monitoring Hosts

e Administering Hosts

Host Consolidation Planner

Host Consolidation Planner enables you to match managed sources you want to consolidate
with new or existing destinations. Host Consolidation Planner supports the following
combinations:

» Consolidate source servers to generic physical machines, Oracle engineered systems
(Exadata Database Machines or Exalogic Elastic Cloud systems), or Oracle Virtual
Machine (VM) servers.

» Consolidate source servers to physical machines configured in the Oracle Cloud. In a
consolidation of this type, an Oracle Compute Cloud configuration mimics a host, except
that only memory and CPU capacity are of consequence as resources to be considered.

Host Consolidation Planner leverages data collected from managed targets by Cloud Control
and factors in business and technical requirements to help you determine the optimum
scenarios.

Before you begin with Host Consolidation planning, and additional Consolidation information
see: Database and Host Consolidations in Enterprise Manager Cloud Control Database
Lifecycle Management Administrator's Guide.

The following sections describe Host Consolidation Planner:
e Overview of Host Consolidation Planner

* Creating a Host Consolidation Planner Project

* Creating a Host Consolidation Planner Scenario

e Other Host Consolidation Scenario Creation Options

* Evaluating Host Consolidation Scenarios

Overview of Host Consolidation Planner
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Over the years, the typical enterprise data center will grow steadily due to the addition of
servers required to satisfy the needs of the business. This growth typically results in excess
servers that occupy rack space, consume a lot of power for cooling, and require system
maintenance such as security and patching.
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Depending on the procurement cycle or the specific hardware vendor agreement in effect,
enterprises may acquire different types of server hardware and operating systems,
inadvertently creating a confusing array of systems that administrators need to manage,
administer, patch and upgrade. This in turn increases labor and ongoing maintenance and
support costs against IT budgets. Enterprises look at consolidation as a way to migrate their
disparate systems onto standardized operating systems and hardware, with the ultimate goal
of reducing costs.

Enterprises also are increasingly investigating virtualization technologies such as Oracle Virtual
Machine by moving from physical to virtual servers. This makes it possible to use the shared
hardware infrastructure while getting the benefits of isolation that virtualization provides.

The goal of consolidation is to identify such under-utilized servers and find a way to
consolidate them, enabling the enterprise to free up as many servers as possible while
continuing to maintain service levels. Since servers have different levels of CPU capacity, Host
Consolidation Planner uses computer benchmark data to normalize the CPU usage for a given
hardware in the consolidation process. Specifically, Host Consolidation Planner uses the
following CPU benchmarks for different classes of hardware:

* SPECInt®_base_rate2006 for database hosts, application hosts, or mixed-workload hosts
*  SPECjbb®2005 for middleware platforms

Host Consolidation Planner enables you to match managed target sources you want to
consolidate with new or existing target destinations. Consolidate source servers to generic
physical machines, Oracle engineered systems (Exadata Database Machines or Exalogic
Elastic Cloud systems), or Oracle Virtual Machine (VM) servers.

You can also consolidate source servers to physical machines configured in the Oracle Cloud.
In a consolidation of this type, an Oracle Cloud Compute configuration mimics a host, except
that only memory and CPU capacity are of consequence as resources to be considered.

By leveraging metric and configuration data collected from managed target servers by
Enterprise Manager Cloud Control, Host Consolidation Planner helps you determine the
optimum consolidation scenarios that also reflect business and technical constraints in the
consolidation process.

Creating a Host Consolidation Planner Project
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You create a host consolidation project for each consolidation effort, then add individual
consolidation scenarios within it. You can then compare consolidation scenarios to determine
which consolidation strategy makes the most sense.

After the project is defined, a Cloud Control job is submitted to collect available data for the
specified targets from the Management Repository. Once the job finishes, the project becomes
an active project. As long as the project is in an active state, data collection will continue.

Creating a project involves the following steps:

e Selecting the Host Consolidation Project Type
e Specifying Host Source Candidates

e Specifying Host Destination Candidates

e Setting Data Collection Parameters

e Choosing a Pre-configured Scenario

¢ Reviewing and Saving the Host Consolidation Project
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Selecting the Host Consolidation Project Type

Complete Step 1 of the host consolidation project creation process as follows:

1.

5.

From the Enterprise menu, select Consolidation, then select Host Consolidation
Planner.

Click the Create Project button.

Enter the consolidation project name and, optionally, a description.
Select the host consolidation type:

e From physical source servers to Oracle VM servers (P2V)

e from physical source servers to physical servers (P2P)

Click Next to specify source candidates.

Specifying Host Source Candidates

Complete Step 2 of the host consolidation project creation process as follows:

1.

4,

Select an appropriate benchmark from the drop-down menu.

* Specify SPECInt®_base_rate2006 for database hosts, application hosts, or mixed-
workload hosts

*  Specify SPECjbb®2005 for middleware platforms

Click Add Source Servers to select the source servers to be consolidated from a list of
managed server candidates. Use the filtering criteria to refine your target search. Choose
from the filtered results, then click Select.

The sources you select appear in the table. Note that you can subsequently cull the list by
removing selected source servers.

Optionally set server 1/O capacities for disk I/O request and network 1/0 volume capacities.
Click Specify Server I/O Capacity to estimate these 1/0 capacities for all source involved
in the consolidation project. Note that you can subsequently fine-tune these estimates by
clicking a row and editing the values for the various capacities.

Click Next to specify destination candidates.

Specifying Host Destination Candidates

ORACLE

Complete Step 3 of the host consolidation project creation process as follows:

1.

Optionally select one or more existing servers to consolidate the source servers to.

» If you are consolidating from physical servers to Oracle Virtual Servers (P2V), click
Add Existing Virtual Servers as Destinations to view a list of existing VM-based
Exalogic Elastic Cloud systems and Oracle Virtual Machine destination servers to
consolidate the source servers to. Use the target type filter to differentiate the two.
Select the servers you want to add, then click Select.

The destinations you select appear in the table. Note that you can subsequently cull
the list by removing selected destination servers.

« If you are consolidating from physical servers to physical servers (P2P), click Add
Existing Oracle Engineered System as Destinations to search for the Exadata
Database Machine servers or Exalogic Elastic Cloud servers to consolidate the source
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servers to. Use the target type filter to differentiate the two. Select the servers you
want to add, then click Select.

The destinations you select appear in the table. Note that you can subsequently cull
the list by removing selected destination servers.

# Note:

If you do not select existing destinations, the consolidation will be to new
(phantom) destinations. For P2P projects, if you do not select existing
destinations, the source servers you select are also considered destination
servers. This enables you to select a subset of source servers to consolidate to.

2. Optionally edit estimated CPU capacity, I/0O request, and network 1/0 volume by clicking in
a row and changing the value. You can also edit the I/O value by clicking Specify Server
110 Capacity to estimate these 1/0O capacities for all destination servers involved in the
consolidation project.

3. Click Next to set up data collection.

Setting Data Collection Parameters

Specify the duration over which data used to generate host consolidation scenarios will be
collected for the source servers specified in the project. This data will be used to determine the
resource requirements that a destination server must meet.

1. Specify the minimum number of days to collect data. The default minimum value is 21
days. To use existing historical data to run and view consolidation scenarios immediately,
set the minimum number of days to 0.

2. Specify the maximum number of days to collect data. The default maximum value is 90
days.

3. Specify when to begin the data collection process.

Note that once data collection begins, you can elect to suspend and resume collecting at
any time from the Actions menu in the Consolidation console.

4. Optionally select Continue Data Collection Over the Maximum Days to purge the oldest
day's data when data for a new day is added.

5. Click Next to choose a pre-configured scenario.

Choosing a Pre-configured Scenario

ORACLE

When creating a host consolidation project, you can optionally choose to generate pre-
configured consolidation scenarios to add to the project.

These scenarios are generated using data collected for the sources defined in the
consolidation project at the time the project is created. If insufficient data is available when the
project is created, the pre-configured scenarios will be automatically generated once the
minimum amount of data has been collected.

Host Consolidation Planner ships with three out-of-the-box scenarios that represent
aggressive, medium, and conservative consolidation schemes.

1. Choose whether to use a pre-configured scenario by clicking the appropriate radio button.
Choosing the option displays a list of the out-of-the-box consolidation scenarios available.
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By default, the scenarios are designated by the method used to aggregate source target
resource usage:

Aggressive: Aggregate data based on average daily usage per hour.

This typically results in a high consolidation (source:destination) ratio, because more
sources will “fit" into each destination. But because more sources are involved, the
odds that one or more will not meet the resource requirements are higher.

Medium: Aggregate data based on the 80 percentile usage.

This typically results in a source:destination ratio somewhere between Aggressive and
Conservative aggregations.

Conservative: Aggregate data based on maximum daily usage per hour.

This typically results in a lower source:destination ratio, because fewer sources will “fit"
into each destination.

Usage statistics are calculated based on the following criteria:

Resource Requirements: Source requirements, such as CPU, memory (GB) and disk
capacity, that must be met by destinations.

Applicable Dates: The days of the week on which resource usage metrics are
collected.

Target Server Utilization Limit: The maximum resource utilization (percentage) that can
be used on destinations. The scenario method in effect determines utilization
percentage.

2. Select the pre-configured scenario you want to use. You can select any or all scenarios.

3. Select whether to factor new (phantom) or existing destinations in the scenario.

4. Proceed as follows, based on project type and selections:

For P2V projects using new servers, specify resource requirements for CPU capacity,
memory, and disk storage. Optionally, you can enter quantities of resources to hold in
reserve for virtualization software. These reserves are deducted from system capacity
before calculating utilization percentages.

For P2V projects using existing servers, there is nothing to specify. The scenario
method determines resource requirements. Note that this option is available only if
existing virtual servers were added as destination candidates in step three of the
wizard.

For P2P projects using new servers and engineered systems, there is nothing to
specify. The system selects an appropriate Exadata configuration based on
requirements.

For P2P projects using new servers and generic servers, specify resource
requirements for CPU capacity, memory, and disk storage. You do not, however, have
the option to enter resources to hold in reserve.

For P2P projects using existing servers, there is nothing to specify. The scenario
method determines resource requirements. Note that this option is available only if
existing virtual servers were added as destination candidates in step three of the
wizard.

5. Click Next to review the consolidation project.

The pre-configured scenarios will be generated when the project is created using data
collected for the source servers defined in the consolidation project.

ORACLE
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You can also opt to create your own custom scenario once the consolidation project has been
completed.

Reviewing and Saving the Host Consolidation Project

Review the specifics of the host consolidation project. Use the Back button to return to a given
step to make changes. If satisfied, click Submit. A message confirms that the project has been
created and the job has been submitted.

Once the project is created, it will show up in the Consolidation console. Consolidation
scenarios can then be defined for this project.

Creating a Host Consolidation Planner Scenario

You can create custom host consolidation scenarios instead of or in addition to using the pre-
configured scenarios. Multiple scenarios can be created within a project, enabling you to
compare different scenarios before deciding on a solution. New consolidation scenarios are
created within an existing consolidation project. You can create host consolidation scenarios
for planning purposes only.

Creating a scenario involves the following steps:

e Setting Up the Scenario

»  Defining Constraints for Host Consolidation

* Planning the Destination for a Physical Server to Virtual Server Project

*  Planning the Destination for a Physical Server to Physical Server Project
e Mapping Host Sources to Destinations

* Reviewing and Saving the Host Consolidation Scenario

Setting Up the Scenario

ORACLE

Complete Step 1 of the host consolidation scenario creation process as follows:

1. From the Enterprise menu, select Consolidation, then select Host Consolidation
Planner.

Click the consolidation project for which the scenario is intended.
Click the Create Scenario button.

Specify the scenario details, such as scenario name.

a & 8 Db

Specify the source resources to consider. Host Consolidation Planner will aggregate the
specified resources to determine the total requirements.

e Resource Type: The server requirements, such as CPU, memory (GB), and I/O
capacity that must be considered.

e Scale Factor: Provide room for growth on the destination for each source. The
resource requirement estimate uses the scale factor to pad the estimate for
consolidation. So, for example, if the estimated requirement for a given source, based
on usage data, is 2 GB of memory, which equates to a scale factor of 1, and you
specify a scale factor of 1.1, 2.2 GB will be required to consolidate that source.

e Applicable Days: The days of the week on which resource usage metrics are collected.
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* Resource Allocation: The method used to aggregate daily server source resource
usage. Values are:

— Aggressive: Aggregate data based on average daily usage per hour.

This typically results in a high consolidation (source:destination) ratio, because
more sources will “fit" into each destination. But because more sources are
involved, the odds that one or more will not meet the resource requirements are
higher.

— Medium: Aggregate data based on the 80 percentile usage. This typically results in
a source:destination ratio somewhere between Aggressive and Conservative
aggregations.

— Conservative: Aggregate data based on maximum daily usage per hour.

This typically results in a lower source:destination ratio, because fewer sources will
“fit" into each destination.

e The date ranges should define a period of time that is typical of standard resource
requirements.

6. Click Estimated Requirements to view the estimated total resource requirements.

For server consolidations, resource requirements are shown based on the averaged hourly
requirement. The displayed requirements reflect the scale factor (if any) specified for the
resource. The 24-hour requirement pattern will be used as the minimum requirements that
must be met by consolidation destinations.

7. Optionally exclude or include sources, as appropriate.

8. Click Next to define consolidation constraints.

Defining Constraints for Host Consolidation

Specify business, corporate, or technical constraints that must be enforced. Constraints can
guide the allocation process during automatic source-to-destination mapping. For manual
mappings between sources and destinations, constraints can calculate violations.

Complete Step 2 of a host consolidation scenario as follows:

1. Select compatible server criteria.

Servers are considered compatible if they have the same specified target properties and
configurations. If you are consolidating multiple source servers to a single destination
server, only compatible servers can be consolidated together on the same destination
server.

2. Specify mutually exclusive server criteria.

Certain types of source servers are mutually exclusive and should not be consolidated
together on the same destination server due to various reasons. For example, nodes of an
Oracle cluster should not be placed in the same failure group.

3. Click Preview Effect of Constraints to view a list of source servers that are not
compatible based on the defined constraints.

4. Click Next to specify destination server candidates.

Planning the Destination for a Physical Server to Virtual Server Project

For a P2V project:

1. Choose destination server candidates using either of the following options:
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Click Use New (Phantom) Servers if you plan to use destination servers that have yet
to be provisioned or purchased, then select either of the following options:

— Use Oracle Engineered System and click the search icon to select an
appropriate configuration type for an Exalogic Elastic Cloud system.

— Use Generic Servers and provide the estimated CPU capacity if available;
otherwise, click the search icon next to the CPU capacity input field, then select a
server configuration that most closely matches your needs.

Adjust the memory and storage estimates as necessary.

In a virtual environment, you can also specify a quantity of the resource to be set
aside (reserved) for use by supervisory software in the database machine. This
guantity is subtracted from the total capacity of the destination before consolidating
source servers into the remaining resource. For example, if your estimated
memory requirement is 12 GB and you specify a reserve of 2 GB, only 10 GB is
available for consolidation.

Host Consolidation Planner will determine how many destination servers are
required as part of the consolidation results.

Click Use Existing Servers to specify a set of existing managed servers to use as
destinations.

These are the servers you specified when defining the scope for the consolidation
project. Host Consolidation Planner will determine the available hardware resources
based on collected usage data.

By default, the consolidation process will try to use as few destination servers as
possible. If you prefer, choose to balance the source load across all destinations.

2. Accept the defaults or edit the percentages for Maximum Allowed Resource Utilization
oh Destination Servers. Contrast these allowances, which provide headroom on
destination servers, with the scale factor, which provides headroom for individual source
servers.

3. Click Next to map the source servers to the destination servers.

Planning the Destination for a Physical Server to Physical Server Project

ORACLE

For a P2P project:

1. Choose destination server candidates using either of the following options:

Click Use New (Phantom) Servers if you plan to use destination servers that have yet
to be provisioned or purchased, then select one of the following options:

— Use Oracle Engineered System and select either Exadata Database Machine or
Exalogic Elastic Cloud. Click the search icon and select a configuration type
appropriate to either choice.

— Use Generic Servers and provide the estimated CPU capacity if available;
otherwise, click the search icon next to the CPU capacity input field, then select a
server configuration that most closely matches your needs.

— Use Oracle Compute Cloud and select the cloud computing configuration, or
shape, to use as the destination.

Click Use Existing Servers to specify a set of existing managed servers to use as
destinations for the project.

These are the servers you specified when defining the scope for the consolidation
project. Host Consolidation Planner will determine the available hardware resources
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based on collected usage data. If you did not explicitly specify destination candidates,
all source servers are potential destinations for consolidation.

By default, the consolidation process will try to use as few destination servers as
possible. If you prefer, choose to balance the source load across all destinations.

Accept the defaults or edit the percentages for Maximum Allowed Resource Utilization
oh Destination Servers. Contrast these allowances, which provide headroom on
destination servers, with the scale factor, which provides headroom for individual source
servers.

Click Next to map the source servers to the destination servers.

Mapping Host Sources to Destinations

Next, map the host sources to the destinations they will be consolidated to. The objective is to
fit source requirements with each destination's available resources as tightly as possible.

Oracle recommends that you allow Host Consolidation Planner to perform this mapping
automatically. This will allow the tool to maximize resource utilization of destinations based on
resource capabilities and the various consolidation constraints specified. If you use manual
mapping, the source will be mapped to the destination even if the destination lacks sufficient
capacity. In addition, manual mapping may violate previously declared constraints.

When you have chosen existing destinations, you can optionally map each source and
destination manually:

1.
2.

3.

Click a source in the list.

Click the flashlight icon to select the destination to map to the source. Note that you can
map a single source to a destination or multiple sources to a destination, but there can be
only one destination

The resulting consolidation report will show any resource and/or constraint violations due
to such manual mapping.

Click Next to review the consolidation scenario.

Reviewing and Saving the Host Consolidation Scenario

Finally, review the various parameters set in the new host scenario. Use the Back button if you
need to make changes; otherwise, proceed as follows:

Optionally, you can save the scenario as a template, which can then be shared with other
users. If you want to do this, click Save Scenario as a Template. In the dialog that opens,
browse to a location in the local file system and save the template as an XML file.

Click Submit. A message appears confirming that a job has been submitted for further
analysis of the scenario. Results appear at the bottom of the Consolidation home page
when done.

Other Host Consolidation Scenario Creation Options

You can create a host consolidation scenario based on an existing scenario. Select an
applicable scenario under a consolidation project and then select Create Like Scenario from
the Actions menu. Modify the scenario as desired, provide a meaningful name, and submit for
analysis as usual.

If you saved a scenario as a template, you can subsequently import the scenario into another
environment.

ORACLE
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1. On the Host Consolidation Planner home page, select Create Scenario from Template
from the Actions menu.

2. Browse to a saved template XML file in the local file system. Click Open.

3. Indicate the extent to which you want to replicate the saved template; that is, in terms of
the resources, constraints, and destinations planning represented by the template. Click
Update if you make any changes.

4. Click OK to import the saved template.

The imported scenario opens in the wizard where you can edit and save it in Host
Consolidation Planner.

Evaluating Host Consolidation Scenarios

You can view details for your consolidation scenarios using the Consolidation console. After
evaluating the consolidation scenario results, you can define different plans as well as rerun
existing scenarios to re-evaluate them based on the previously specified conditions with the
latest available data. The results of the previous analysis will be over-written. You can also
create a new scenario based on an existing scenario, where you tweak certain values to
customize the new scenario. This iterative process helps you obtain the optimized
consolidation scenario which is generated by compromising various factors and weighing
different trade-offs.

Compare the consolidation scenarios you create to determine which consolidation strategy
best meets your requirements.

Your objective is to:

e Match source resource requirements with destinations best able to meet those
requirements.

«  Fit source requirements with each destination's available resources as tightly as possible,
S0 you can get maximum usage of destination capacity.

*  Provide room for growth on destinations by allowing for headroom as a factor of resource
requirements.

*  Optionally balance the source workload across all available destinations.

1. From the Enterprise menu, select Consolidation, then select Host Consolidation
Planner.

2. First, examine the project containing the scenario you want to view.

*  The Status column indicates the status of data collection, based on the minimum and
maximum collection days specified for the project.

e The General tab summarizes the project in terms of type, collection details, number of
sources, and so forth.

e Click the Source Candidates tab to view various usage data collected for the sources
defined in the project. Data can include utilization rates for CPU, memory, storage, and
disk and network 1/0, depending on the project type.

»  Click the Source Workload tab to view source resource usage data collected. The
default display is a heat map, a grid of 24 hours by 30 days, showing the workload for
a given hour as a color indicating the load relative to 100% of capacity, and a number
showing the actual percentage. Alternatively, you can view the same data as a line
graph. You can filter either view by source, resource type, and month.
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* Click the Destination Candidates tab to view a breakdown of hardware details and
projected resource utilization by destination candidate, based on the sources to be
consolidated.

«  Click the Report button above the table when the project is selected to view
summarized information and more details.

3. Next, view the data for a specific scenario. The General tab summarizes the scenario in
terms of resource type and allocation, constraints, destination types, and so forth. For a
completed analysis, click any metric in the row to view details on the respective tab, as
follows:

e Sources: The list of sources to consolidate, including their projected CPU and memory
capacities and requirements.

« Destinations: The list of destinations to which the sources will be consolidated.
Resource configuration and calculated utilization are shown for each destination.

For consolidations to the cloud, resources of consequence are CPU capacity and
memory.

« Ratio: The ratio of sources to destinations. By default, Host Consolidation Planner will
try to “fit" sources into as few destinations as possible.

* Mapping: The destinations to which specific sources will be mapped. The analysis
includes estimated CPU and memory requirements and utilization, enhanced by
suggested CPU and memory allocation figures to consider. These suggestions
represent a reasonable compromise between requirements and destination server
capacity.

e Confidence: The percentage of the data collected for sources that meet the source
usage requirements defined in the scenario. This value is aggregated for all sources
defined with the project.

* Violations: The number of violations of technical or business constraints defined in the
scenario. This metric is applicable only if the scenario uses auto-mapping of sources to
destinations.

e Exclusions: The number of sources that do not have a qualified mapping to a
destination. These are sources that exceed the capacity of available destinations.

A different set of constraints may result in a different optimal scenario. Modify the constraints to
come up with different scenario results.

Overview of Host Management

ORACLE

A host is a computer where managed databases and other services reside. A host is one of
many components or targets than can be monitored and managed by Oracle Enterprise
Manager.

Monitoring refers to the process of gathering information and keeping track of activity, status,
performance, and health of targets managed by Cloud Control on your host. A Management
Agent deployed on the host in conjunction with plug-ins monitors every managed target on the
host. Once hosts are discovered and promoted within Enterprise Manager, you can monitor
these hosts.

Administration is the process of managing and maintaining the hosts on your system.

To view all the hosts monitored by Oracle Enterprise Manager, select Hosts on the Targets
menu of the Enterprise Manager Cloud Control.
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# Note:

For information on discovering and promoting hosts, discovering unmanaged hosts,
converting unmanaged hosts to managed hosts, and so on, see Oracle Enterprise
Manager Cloud Control Administrator's Guide.

Host Statistics

The host management capabilities in Enterprise Manager provide a quick glimpse of all the
hosts on your system. This includes lifecycle status and configuration changes.

Using the host Ul, you can:

- Determine whether a particular host is available and whether there are incidents and
problems associated with that host.

e View statistics (metrics) applicable to each host. You have over 40 metrics to choose from!
Examples of metrics include CPU, memory utilization, file sysmtem and network statistics.
See the Oracle Enterprise Manager Framework, Host, and Services Metric Reference
Manual for details about each of the host metrics.

e Add and configure individual hosts.

e Perform administrative operations on multiple hosts within the context of Enterprise
Manager. This is possible by running the Host Command which enables you to type
operating system commands against multiple hosts and immediately view the results.

e Analyze job activity statistics including problem job executions, suspended job executions,
and running jobs.

e Analyze compliance summary information to established standards. This enables you to
determine what the issues are for the host and then correct the compliance violations as
soon as possible.

Diagnosing Host Problems

To diagnose a host problem, consider performing the following steps:

* Investigate the incidents and problems reported for the host.

* Determine whether the statistics reported for CPU utilization, memory utilization, file
system usage, and network utilization are within acceptable levels for different periods.

* Ensure the host is compliant with the established compliance standard.

* Investigate problematic job executions and why jobs are suspended.

Viewing Targets on the Host

ORACLE

Enterprise Manager allows you to view summary information about the targets on the host
target. You can quickly determine how the individual targets are performing by analyzing the
incidents and availability information. This gives you the opportunity to make changes as
needed so the targets will function at peak performance.

Examples of targets that can reside on a host are: Database Instance, Web Cache, and Oracle
HTTP Server.

When working with targets on a host:
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e Study incident information. The message associated with a particular incident provides a
detailed description of what is wrong with the target.

* Determine whether there are any compliance violations against this target.
* If needed, remove multiple targets from the host.

This function is particularly useful when you want to eliminate, from the Management
Repository and the Management Agent, those targets that no longer need to be monitored.
This need can occur when a monitored target is deinstalled from the computer, or the
Management Agent or host is no longer in service.

When removing multiple targets:

— Ensure that the Management Agent is up when you are removing a target. If the
Management Agent is down when the target is deleted, the target will be removed from
the Management Repository only and not from the Management Agent. Therefore
when the Management Agent is brought back up, the target will be back again.

— Be aware that the Management Agent cannot be deleted unless it is the only target
remaining on the host.

Storage Statistics and History

Tracking the storage resource allocation and usage is essential to large Information
Technology departments. Unallocated and under utilized storage can be put to better use.
Historical trends at a business entity level enable you to plan for future growth.

By default the storage history feature is not activated. Enabling storage history is expensive in
regards to database resources. The amount of database resources used to calculate history
data depends on the amount of storage data associated with the host target.

Setting Up the Environment to Monitor Hosts

Before you start monitoring and administering hosts, it is recommended that you set up
credentials and install the needed software. This chapter describes:

* Required Installations

e For Linux Hosts - Installing YAST
e Setting Up Credentials

*  Setup Needed for Host Monitoring

e Target Setup Needed for Host Administration

< Note:

The installation of YaST is only for Oracle Linux 6.0 or below. For Oracle Linux 7.0
operating system, no other installation is needed.

Required Installations

These required installations are only applicable to hosts running Oracle Linux, Red Hat Linux,
and SUSE Linux Operating Systems (x86 and x64 architectures only).
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To administer a host through Enterprise Manager, you need to install scripts. To determine
which scripts you need to install for your host, follow these steps:

1. From the Targets menu, select either All Targets or Hosts.

2. Either type the name of the desired host in the Search field or scroll down to the name of
the host in the Name column.

3. Click the name of the host.
4. From the Host menu, select Administration, then select Services.

5. Oracle Enterprise Manager now supports Oracle Linux host administration features without
YAST dependency. Host agent must be running on latest Enterprise Manager Agent
Bundle Patch 13.2.0.0.0 or later.

# Note:

The credential user must have access to the Agent installation.

These scripts can be downloaded from http://oss.oracle.com/projects/yast.

For Linux Hosts - Installing YAST

ORACLE

YAST is an operating system setup and configuration tool that comes as a standard tool as
part of SUSE Linux distribution. The Linux administration feature uses YAST to run scripts,
installing YAST RPM from the following location will also install the Enterprise Manager scripts:

http://oss.oracle.com/projects/yast

For SUSE, you need to download the Enterprise Manager scripts and additional remote access
module from the following location:

http://oss.oracle.com/projects/yast/files/sles9
Before you install YAST, you need to determine the following:

1. Determine the version of Linux on your machine. For example, the uname -a command
lists the RHEL (RedHat), Oracle Linux, or SUSE versions, and if it is on a 32 or 64 bit
environment.

2. Verify that you have root privileges.

To install YAST, perform the following steps:
1. Gotohttp://oss.oracle.com/projects/yast.

2. Click the here link. The Project Downloads: YAST page appears. Click the link that
matches your Linux version.

Click the link associated with your machine, either i386 for 32 bits or x86-64 for 64 bits.
Click yast_el5_x86_64.tar to download the tar file.

Once the tar is downloaded, go to the directory where the tar file was downloaded.
Extrace the file using tar -xvf yast el5 x86 64.tar

cd to the yast el5 x86 64 directory.

® N o g M W

Type sudo ./install.sh
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9. To verify that YAST is installed, type: /sbin/yast2. This should display the YAST control
center. If it does not, the YAST installation has failed.

10. When you return to the Administration menu, the options should now display the available
Linux administration features.

For a demonstration of how to install YAST, see the YouTube video located at: http://
www . youtube.com/watch?v=7ZiwmxZVmAw.

Setting Up Credentials

Credentials are needed to manage target instances.

To set up various credentials, select the Setup menu (located at the top-right of the Ul page),
then select Security. The following options are available:

« Named Credentials are used for the Management Agent install. Named credentials
explicitly grant you privileges on the host.

* Preferred Credentials

If a target has preferred credentials set, applications that log in to that target will
automatically use the preferred credentials. Using preferred credentials simplifies access
to managed targets.

Default credentials can be set for each target type. Default credentials are used for any
targets that do not have preferred credentials explicitly set.

« Privilege Delegation Setting enables you to configure the Management Agent to use
Sudo or PowerBroker so you can run privileged scripts.

See the online help for additional information.

Setup Needed for Host Monitoring

As you begin monitoring a host, you need to know what metrics you are allowed to monitor.
You may also find that you need to set up monitoring credentials for target instances.

This section explains the required steps for these tasks.

Viewing Monitoring Configuration

ORACLE

The Monitoring Configuration page reports what monitoring you can do on the selected host.
To access the Monitoring Configuration page, perform the following steps:

1. From the Targets menu, select either All Targets or Hosts.

2. Either type the name of the desired host in the Search field or scroll down to the name of
the host in the Name column.

3. Click the name of the host.
4. From the Host menu, select Target Setup, then select Monitoring Configuration.

5. The Monitoring Configuration page appears. Details can include, for example, Disk Activity
Metrics Collection Max Rows Upload.

In addition, the Monitoring status is provided. For example, Oracle has automatically
enabled monitoring for this target's availability and performance, so no further monitoring
configuration is necessary.
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Setting Up Monitoring Credentials

Monitoring Credentials allow you to monitor and access various target functionality. You can
manage the already existing credentials for various target types using monitoring credentials.

To edit Monitoring Credentials, perform the following steps:

1. On the Enterprise Manager page, locate the Setup menu located at the top right of the
page.
2. From the Setup menu, select Security, then select Monitoring Credentials.

3. On the Monitoring Credentials page, select Host and click Manage Monitoring
Credentials.

4. On the Host Monitoring Credentials page, select a row and click Set Credentials to edit
the credentials.

By default, a host has the following credential sets defined:

* Host Credentials For Real-time Configuration Change Monitoring
* Host SNMP Credentials

* Host WBEM Credentials

*  Privileged Host Monitoring Credentials

You can add credential sets using the emcli create_credential_set verb with the -monitoring
option.

Target Setup Needed for Host Administration

Before you start administrating the host, you need administrator access.

From the Host menu on the Host home page, select Target Setup, then select Administrator
Access. Using this option enables you to determine target privileges for a user.

Monitoring Hosts

ORACLE

As a host administrator, you must have a grasp of how your host is functioning. Host
monitoring can enable you to answer such questions as:

* Is host swapping occurring?

e Is the filesystem becoming full?

* Isthe CPU reaching maximum capacity?

* Are the resources being used efficiently?

*  What is the best way to monitor multiple hosts?

* How can | proactively schedule and purchase needed resources?

The answers to these questions are key for day to day monitoring activities and are available
on the host monitoring pages explained in this chapter.

Note: This chapter explains many of the metrics available in Enterprise Manager, however it is
not an exhaustive list. See the Oracle® Enterprise Manager Framework, Host, and Services
Metric Reference Manual for a full description of all the host metrics available.
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Overall Monitoring

CPU Detalls

When monitoring your host, the prime metrics to monitor are CPU, memory, and disk usage.

Note: To access the features explained in this section, from the Host menu on a host's home
page, select Monitoring, and select the feature of interest.

Using the CPU statistics, you can determine whether CPU resources need to be added or
redistributed. In particular, you can:

* Determine the commands that are taking the most CPU resources and perform the
appropriate action on the target host to reduce contention by using an administrative tool of
your choice.

* View trends in CPU Usage over various time periods including last 24 hours, last week and
last month.

* Monitor all CPUs, that is, not an aggregate view but a view of all the CPUs in the system.

Note: You can use the Execute Host Command feature in Enterprise Manager to perform
actions on the host.

Memory Details

Disk Details

Using the Memory statistics, you can determine whether memory resources need to be added
or redistributed. In particular, you can determine the processes that are using the most memory
resources.

Using the Disk statistics, you can determine whether Disk resources need to be added or
whether you can distribute the load more effectively across existing resources. In particular,
you can determine the disks that are over utilized or experiencing longer service times.

Correlating the disk information with the response from applications that use the underlying
storage allows you to determine whether the system is properly scaled. You can then answer
the questions: Should the load on the disks be redistributed? Should additional storage be
added?

To redistribute the load, modify the applications that use the storage.

Program Resource Utilization

Using the Program Resource Utilization data, you can see the trends in resource usage for:
»  Specific program or set of programs
*  Special user or set of users

e Combination of programs and users

Log File Alerts

ORACLE

Enterprise Manager monitors log files and provides alerts. Once alerts are generated, you can:

* Clear open alerts selectively or clear every open alert.
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« Purge open alerts selectively or purge every open alert.

Note: Clearing an alert results in the particular alert being marked as cleared but the alert is
not deleted from the Management Repository. However, purging an alert permanently deletes
the alert from the system.

Metric Collection Errors

Metric Collection Errors provide details about the errors encountered while obtaining target
metrics. These details give you an idea of the metrics that may not represent the performance
of the target accurately, as errors were encountered while collecting the metrics.

Storage Detalls

Tracking the storage resource allocation and usage is essential to large Information
Technology departments. Unallocated and under utilized storage can be put to better use.
Historical trends at a business entity level enable you to plan for future growth.

Storage Details are relevant to Enterprise Manager targets that are associated with one or
more hosts. In particular:

e Summary attributes presented are rolled up for one or multiple associated hosts.
* Ahostis associated with a group either through:
—  Explicit membership, or
— Implicit hosted by association which is inherited through a group member target

Note: The shared storage is accurately counted once when the storage is accessible from
multiple systems or accessible through multiple physical paths on the same system. Globally
unigue identifiers have been instrumented for accurate counting of shared storage.

Refer to the online help to learn how the individual storage statistics are calculated.

Storage Utilization

ORACLE

Storage utilization is provided at the host level when launched in the context of a host target
and associated hosts level when launched in the context of a group.

In the context of a host, the storage items are: Disks, Volumes, ASM (Automatic Storage
Management), File Systems, Databases, and Vendor Distribution.

In the context of a group, the storage properties for the associated hosts are: Provisioning
Summary by Host, Consumption Summary by Host, and Vendor Distribution

The graphs present historical trends over a period of time. Based on this intelligence, you can
take appropriate action on the target host or group as necessary. Appropriate actions include:

e Buying and adding more storage

« Deleting underutilized application data after archiving

« Deleting unneeded application data

e Altering the storage deployment configuration for optimal use

Note: The storage information shown in a group is the aggregate of the individual host
information of the associated hosts in the group.
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Overall Utilization

Overall Utilization represents summary attributes (unallocated, overhead, used, and free) that
provide a system level view of storage resource utilization. The overall statistics enable you to
determine:

e How much storage is unallocated?

« How much space is still free among deployed applications?

Provisioning Summary

Provisioning Summary represents allocation related summary attributes (allocated,
unallocated, and overhead) for File Systems (Writeable NFS part), ASM, Volumes, and Disks
for the associated hosts.

Note that Writeable NFS is shown in Provisioning Summary to account for the storage attached
to the host over NFS. These layers are managed by IT administrators who are responsible for
provisioning space to applications.

Allocation related attributes do not change frequently, change typically results from an
administrative action taken by an IT administrator. See Provisioning Summary section in the
About Storage Computation Formula help topic for details on how this information is
calculated.

The bar chart summarizes the allocated, unallocated, and overhead for all entities present in
Disk, Volume, Oracle ASM, and Writeable Network File Systems (NFS) portion of File System
layer for the host or associated hosts of the group.

If a specific layer is not deployed, the corresponding bar is omitted from the chart. The bar
chart answers the following questions.

* How much space is available for allocation from the entities present in the given layer?
* How much space was allocated from the entities present in the given layer?

* What is the overhead of deployed Volume Management software?

* What is the overhead of deployed Oracle ASM software?

Note: When launched in the context of a group, rollup information shown in the charts
excludes NFS mounts that are based on Local File Systems present in the associated
hosts.

Consumption Summary

ORACLE

Consumption Summary provides usage related summary attributes (used and free) for
Databases, File Systems (Local File Systems and Writeable NFS parts).

Usage related attribute values tend to change more frequently relative to allocation related
attributes. See Consumption Summary section in the About Storage Computation Formula
help topic for details on how this information is calculated.

The bar chart shows used and free space summary information for all Databases, all Local File
Systems, and all Writeable Network File Systems (NFS) in the host or the associated hosts of
the group.

Note: When launched in the context of a group, rollup information shown in the charts
excludes NFS mounts that are based on Local File Systems present in the associated hosts.
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Oracle Automatic Storage Management (ASM) is a simple storage management solution that
obviates the need for using volumes layer technologies for Oracle databases.

Databases refer to Oracle databases (including Real Application Cluster (RAC) databases) on
top of which other applications may be running. Databases can consume space from disks,
volumes, file systems, and Oracle Automatic Storage Management (ASM) layers.

Disks statistics provide the allocated and unallocated storage for all the disks and disk
partitions on a host. All disks are listed including virtual disks from external storage systems
such as EMC Storage Array.

Note: Overhead information for virtual disks is not instrumented nor presented.

For a disk to be deployed for usage, the disk must first be formatted. After formatting, the disk
can be configured (using vendor-specific configuration utilities) to have one or more partitions.

A disk or disk partition can be associated (using vendor-specific configuration utilities) with
exactly one entity from one of the upper layers (volumes, Oracle ASM, databases, and file
systems) on the host. When an association exists for a disk or disk partition to an upper layer
entity, it is reported as allocated space in Enterprise Manager.

File Systems Layer contains directories (also known as folders) and files that are accessed,
managed, and updated through the use of databases, middle tier applications, and end-user
tools. They can be broadly categorized into local file systems that are disk based and remote
file systems like NFS. In Enterprise Manager, summary attributes are provided for local file
systems and the Writeable NFS part of File Systems layer.

Local File Systems

Local File Systems are based on disk storage visible to the host. Various operating systems
support different types of local file systems. The following table provides examples:

Local File System Operating System

lofs Solaris (Monitored only if NMUPM_SUPPORT_LOFS property is setto 1
for the target instance.)

nfs Solaris, Linux

tmpfs Solaris

ufs Solaris, Linux, AlX, HP

vxfs Solaris, Linux, AlX, HP

zfs Solaris, Linux, AlX

ext2 Linux, AIX

ext3 Linux, AIX

NFS

4-20



Volumes

ORACLE

Chapter 4
Monitoring Hosts

Network File Systems (NFS) are accessible over the network from the host. A remote server
(NFS Server) performs the I/O to the actual disks. There are appliances that provide dedicated
NFS Server functionality, such as Network Appliance Filer. There are also host systems, for
example, Solaris and Linux, that can act as both NFS Server and Client.

Writeable NFS refers to the NFS mounted on a host with write privilege.
Suggestions for Monitoring NFS Mounts
The following are suggestions on monitoring NFS mounts.

e Monitor the remote host if NFS exports are coming from another host supported by
Enterprise Manager. The Filesystems metric will monitor the local file systems on the
remote host.

*  Monitor the Netapp Filer if NFS exports are coming from a remote Netapp Filer. Volumes
and Qtress metrics will monitor the exports from the remote Netapp Filer.

e Use the 'File and Directory Monitoring' metric if any of the previous choices do not meet
the need. Set the threshold against the 'File or Directory Size' metric to monitor specific
remote mounts.

Various software packages are available in the industry that are either generically known as
Volume Manager technology or Software*RAID (Redundant Arrays of Independent Disks)
technology. These technologies are deployed to improve the RAS (Reliability, Availability, and
Scalability) characteristics of the underlying storage. For example, Veritas Volume Manager is
a popular product used across multiple operating systems. Such technologies are referred to
as Volumes in Enterprise Manager.

The Volumes option displays the allocated and unallocated storage space for all the entities
present in the Volumes layer, including relevant attributes for the underlying Volumes layer
technology.

Types of Entities

The Volumes layer can have entities of various types present internally. Entity type shown in
Enterprise Manager is based on the terminology as defined by the deployed Volumes layer
technology. For example, a Veritas volume manager defines and supports the following entity
types: Volume, Plex, Sub Disk, VM Disk, VM Spare Disk, and Diskgroup. Refer to the vendor
documentation for more details about the Volumes technology deployed on your system.

Top-Level Entities

Top-level Volumes layer entities provide storage space to the upper layers for usage. If a top-
level entity does not have an association to an entity from an upper layer, the top-level entity is
unallocated and it is available for further allocation related activity.

For each vendor technology, entities of specific types from their layer can be associated with
entities from the upper layers. File Systems, Databases, and ASM are examples of upper
layers. For example, entities of type 'Volume' in Veritas Volume Manager are such entities.
These entities are referred to as top-level Volumes layer entities in this documentation.

Bottom-Level Entities

For each vendor technology, entities of specific types from their layer can be associated with
entities from the disk layer. For example, VM Disk and VM Spare Disk entities in Veritas
Volume Manager are such entities. These entities are considered to be bottom-level Volumes
layer entities in this documentation.
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Bottom-level Volumes layer entities consume storage space from the disk layer and provide
storage space to the rest of the entities in the Volumes layer. Bottom-level entities of 'reserve’
or 'spare' type are always allocated and no space is available from them for allocation
purposes. Note that spare entities are utilized by the Volumes technology for handling disk
failures and they are not allocated to other entities present in the Volumes layer by way of
administrator operations.

Non-spare bottom-level entities can have an association to an intermediate or top-level entity
configured using respective vendor administration utilities. If no association exists for a non-
spare bottom-level entity, then it is unallocated. If one or more associations exist for the non-
spare bottom-level entity, then the space consumed through the existing associations is
allocated. It is possible that some space could be left in the bottom-level entity even if it has
some associations defined for it.

Storage space in non-spare bottom-level entities not associated with intermediate or top-level
entities is available for allocation and it is accounted as unallocated space in the bottom-level
entity.

Intermediate Entities

Non top-level and bottom-level entities are considered to be intermediate level entities of the
Volumes layer. For example, Volume (layered-volume case), Plex and Sub Disk entities in
Veritas Volume Manager are such entities.

If an intermediate entity has association to another intermediate or top-level entity, the storage
space consumed through the association is allocated. Space present in the intermediate entity
that is not consumed through an association is unallocated.

The following vendor products are instrumented:

Platform Product
Solaris Solaris Volume Manager
Linux mdadm, raidtool, Suse LVM

Vendor Distribution

The Vendor Distribution statistic reflects the host-visible storage for associated hosts, that is:

Sum of the size of all disks
+ Sum of the size of all Writeable NFS mounts

Storage History

Enterprise Manager provides historical trends for its storage statistics. Historical trends can be
viewed over last month, last three months, or last year. Using this historical trend, you can
predict how much storage your organization may need in the future.

In the case of a group, history is not enabled by default. The user interface allows you to
enable or disable the history for each group. Computation of history for a group consumes
resources in the Enterprise Manager Repository database. It is not anticipated that a given
deployment would find it useful to have the history for all instances of groups, so the control is
given to you to choose for which groups it is worth keeping the history.
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Storage Layers

The stack of storage management technologies is deployed on a host. Deployed technology at
any layer can provide storage resources to any layer above it and consume the storage
resources from any layer below it.

The ultimate consumer of the storage is application level software such as an Oracle database
or the end users. In Enterprise Manager, Volumes refers to Volume Management and
Software*RAID (Redundant Arrays of Independent Disks) technologies offered by various
vendors.

In Enterprise Manager, the following storage layers and their associations have been modeled.

Storage Layer Can Provide Storage To:

Disks Volumes, File Systems, Database, ASM
Volumes File Systems, Database, ASM

ASM Database

File Systems Database

Storage Refresh

Storage Refresh is performed in the context of two types of targets: host target and group
target.

Storage Refresh in Context of Host Target

Storage Refresh functionality, in the context of a host target, allows you to refresh the storage
data in your Enterprise Manager repository by:

» Forcing Enterprise Manager to perform a real-time collection of all storage attributes from
the host, and

* Uploading the storage attributes into the Enterprise Manager repository

Once the refresh operation is complete, the Storage Ul pages display the latest information
about the host.

Storage Refresh in Context of Group Target

Storage Refresh functionality, in the context of a group target, allows you to refresh the storage
data in your Enterprise Manager repository by:

» Forcing Enterprise Manager to do a real-time collection of all storage attributes from all the
member hosts of the group, and

* Uploading the storage attributes into the Enterprise Manager repository

Since this refresh could take some time, depending on the number of hosts involved, the
functionality is provided as an Enterprise Manager job submission.

Once the refresh job is complete, the Storage Ul pages display the latest information about the
group.

Ksplice for Oracle Linux

Ksplice updates the Linux operating system (OS) kernel and key user space libraries, while the
OS is running, without a reboot or any interruption. For more information, see Oracle Ksplice.
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All the Oracle Linux Hosts where Enterprise Manager Agent is installed and Ksplice software is
configured can be monitored and managed through the Oracle Linux Home Ksplice region. For
more information, see Oracle Linux Ksplice User's Guide

For more detailed reporting and use of these metrics on Oracle Linux Systems see, Oracle
Linux Home

Customizing Your Host Monitoring Environment

To facilitate your use of host monitoring, Enterprise Manager enables you to customize your
host pages and environment. This chapter describes:

e Customizing the Host Home Page

e Using Groups

Customizing the Host Home Page

ORACLE

By default, the Host home page displays the following regions:
e Summary

e Configuration

e Job Activity

e CPU and Memory

*  FileSystem and Network

e Incidents and Problems

e Compliance Standard Summary

These regions are displayed in the two column format with the left column being narrower than
the right column.

For many customers, these regions and column formats meet their needs. However, additional
or different regions may be needed.

To customize the Host Home page, click the Personalize Page icon located next to the Page
Refreshed text at the top right of the page.

You can also add or remove regions. Regions you can add include:
e Compliance Summary

e Configuration Details

e CPU and Memory Performance charts for host targets

* File system and Network Performance charts for host targets

e Incident List

* Job Activity Region

e Job Summary Region

e Performance Metric Chart

In addition, you can change the layout of the page to one column, two equally-sized columns,
two columns above a wide area, and so on.
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Using Groups

Groups are an efficient way to logically organize, manage, and monitor the targets in your
global environments. Each group has its own group home page. The group home page shows
the most important information for the group and enables you to drill down for more
information. The home page shows the overall status of the group and other information such
as current availability, incidents, and patch recommendations for members of the group.

The Managing Groups chapter of the Oracle Enterprise Manager Cloud Control Administrator's
Guide explains the different types of groups, as well as how to manage, edit, and view groups.

To create a group, follow these steps:

1. From the Enterprise Manager Console, choose Targets then choose Groups.
2. Click Create. Select Group, Dynamic Group, or Administration Group.

The Enterprise Manager Console displays a set of Create Group pages that function
similarly to a wizard. See the online help for a description of the fields on each page.

3. On the General tab of the Create Group page or the Create Dynamic Group page, enter
the Name of the Group you want to create. If you want to make this a privilege propagating
group, then enable the Privilege Propagation option by clicking Enabled. If you enable
Privilege Propagation for the group, the target privileges granted on the group to an
administrator (or a role) are propagated to the member targets.

Note: The Full any Target privilege is required to enable privilege propagation because
only targets on which the owner has Full Target privileges can be members, and any target
can potentially match the criteria and a system wide Full privilege is required. To create a
regular dynamic group, the View any Target system wide privilege is required as the group
owner must be able to view any target that can potentially match the membership criteria.

4. Configure each page, then click OK. You should configure all the pages before clicking
OK.

After you create the group, you always have immediate access to it from the Groups page.

You can edit a group to change the targets that comprise the group, or change the metrics that
you want to use to summarize a given target type. To edit a group, follow these steps:

1. From the Enterprise Manager Console, choose Targets then choose Groups.
2. Click the group Name for the group you want to edit.

3. From the Group menu, click Target Setup, then choose Edit Group.

4. Change the configuration for a page or pages, then click OK.

Alternatively, you can select the group you want to edit from the list of groups on the Groups
page and click Edit from the top of the groups table.

Administering Hosts

ORACLE

As you monitor your host, you will find that the host needs to be fine-tuned to perform at
optimum levels. This chapter explains how to administer your host to reap the best
performance. In particular, this chapter explains:

e Configuration Operations on Hosts
*  Administration Tasks

e Using Tools and Commands
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e Adding Host Targets
*  Running Host Command

*  Miscellaneous Tasks

Configuration Operations on Hosts

There are a number of configuration operations you can perform on hosts to enhance their
effectiveness. These operations include:

e Configuring File and Directory Monitoring Criteria
e Configuring Generic Log File Monitor Criteria
e Configuring Program Resource Utilization Monitoring Criteria

To access the configuration operations explained in this section, perform the following steps:

1. From the Targets menu, select either All Targets or Hosts.

2. Either type the name of the desired host in the Search field or scroll down to the name of
the host in the Name column.

3. Click the name of the host.
4. From the Host menu, select Monitoring, then Metric and Collection Settings.

Follow the instructions for each configuration explanation.

Configuring File and Directory Monitoring Criteria

ORACLE

Enterprise Manager monitors the files and directories for the operator-specified criteria on
hosts running various flavors of the UNIX operating system. The operator should configure the
criteria for monitoring the desired files and directories.

Operator should specify the criteria for file and directory monitoring using the Monitoring
Settings Page.

To configure the file and directory monitoring criteria, do the following:

1. On the Metric and Collection Settings page, select All metrics in the View menu. Locate
the File and Directory Monitoring metrics. The metrics are:

*  File or Directory Attribute Not Found

e File or Directory Permissions

* File or Directory Size (MB)

* File or Directory Size Change Rate (KB/minute)

2. After reviewing each metric, decide which metrics need to change. Click the pencil icon to
navigate to the corresponding Edit Advanced Settings page.

3. You can specify new criteria for monitoring by clicking Add on this page. Refer to Notes
about Specifying Monitored Objects for details on configuring the criteria.

4. You can edit or remove existing criteria by selecting the row from the Monitored Objects
table and clicking Edit or Remove.

Notes about Specifying Monitored Object

File or Directory Name specifies the criteria to be monitored. Each row in the Monitored Object
table specifies a unique criteria to be monitored.
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File or Directory Name is the name of the file or directory being monitored from the host
operating system. Specified value should correspond to the absolute path for the desired file or
directory.

Either exact name or name with SQL wild cards (% and _) can be specified for File or Directory
Name. SQL wild card matches 0 or more characters. SQL wild card _ matches exactly one
character.

Configuring Generic Log File Monitor Criteria

ORACLE

Enterprise Manager monitors the log files for the occurrence of operator-specified patterns that
the owner of the Management Agent software is able to read. You can use this facility for
monitoring abnormal conditions recorded in the log files present on the host.

Log files are periodically scanned for the occurrence of desired patterns and an alert is raised
when the pattern occurs during a given scan. During a scan, new content created since the last
scan is searched for the occurrence of the desired patterns.

The operator should specify the criteria for log file monitoring using the Metric and Collection
Settings Page. To configure the log file monitoring criteria, first identify the monitoring criteria
using the form <log file name, match pattern in perl, ignore pattern in perl>.

Perform the following steps using the Enterprise Manager console:

1. Search for Log File Pattern Matched Line Count in the table displayed for Metrics with
Thresholds filter. Click the pencil icon in this row to navigate to the Edit Advanced Settings:
Log File Pattern Matched Line Count page.

2. You can edit or remove existing criteria by selecting the row from the Monitored Objects
table and clicking Edit or Remove. Refer to Notes about Specifying Monitored Objects for
details on configuring the criteria.

Optionally, perform the following steps directly in the ORACLE_HOME directory of the
Management Agent present on the managed host.

1. By default, matching number of lines is reported through log file monitoring. To enable
upload of matching content for a specific file, add the absolute path for the file to
the SORACLE HOME/sysman/admin/lfm ifiles file. The $ORACLE HOME/sysman/admin/
1fm ifiles.template file is a template needed for creating the SORACLE HOME/sysman/
admin/1lfm ifiles file.

2. For security purposes, you may want to disable monitoring of sensitive files by Enterprise
Manager permanently by adding the names of the sensitive files to the SORACLE HOME/
sysman/admin/1fm efiles file. The $ORACLE HOME/sysman/admin/lfm efiles.template
file is a template needed for creating the SORACLE HOME/sysman/admin/1fm efiles file.

Notes about Specifying Monitored Object

The set of columns (Log File Name, Match Pattern In Perl, Ignore Pattern In Perl) uniquely
specifies the criteria to be monitored. Each row in the Monitored Object table specifies a
unigue criteria to be monitored. Multiple criteria can exist against the same log file.

Column Description

Log File Name In this column, specify the absolute path for the log file to be monitored. SQL
wild characters can be used for specifying multiple file names.
Examples:

(a) forahome/log/fl.log This value would monitor single log file.(b) /
orahome/log/%.log This value would monitor all files with suffix .log in /
orahome/log directory.
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Column

Description

Match Pattern in Perl

Ignore Pattern in Perl

Time Stamp

In this column, specify the pattern to be matched for. Perl expressions are
supported.

This column specifies the pattern that should be monitored in the log file.
During each scan, the file is scanned for occurrence of the specified match
pattern [with case ignored].

Example:

(a) Pattern Value = ERROR This pattern will be true for any line containing
error

(b) Pattern Value = .*fan.*error.* This pattern will be true for lines containing
fan and error

This column specifies the ignore pattern. In the given Log file, line containing
the match pattern will be ignored if the ignore pattern is contained in that line.

In this column, specify any pattern that should be ignored. Perl expressions
are supported.

If nothing needs to be ignored, specify %

If this column is present, always specify it to be %.

Configuring Program Resource Utilization Monitoring Criteria

ORACLE

Enterprise Manager monitors the CPU resources consumed by the combination of <program
name, owner> on hosts running various flavors of UNIX operating systems. The operator
should configure the criteria for monitoring the resources consumed. This facility can be used
for usage tracking of CPU resources.

The operator should specify the criteria for program resource utilization monitoring by using the
Monitoring Settings Page.

To configure the program resource utilization criteria, do the following:

1. On the Metric and Collection Settings page, select All metrics in the View menu. Locate
the Program Resource Utilization metrics. The metrics are:

e Program's Max CPU Time Accumulated (Minutes)

e Program's Max CPU Utilization (%)

 Program's Max Process Count

e Program's Max Resident Memory (MB)

e Program's Min Process Count

e Program's Total CPU Time Accumulated (Minutes)

e Program's Total CPU Utilization (%)

2. After reviewing each metric, decide which metrics need to change. Click the pencil icon to
navigate to the corresponding Edit Advanced Settings page.

3. You can edit or remove existing criteria by selecting the row from the Monitored Objects
table and clicking Edit or Remove. Refer to Notes about Specifying Monitored Objects for
details on configuring the criteria.

Notes about Specifying Monitored Object

Set of <Program Name, Owner> specifies the criteria to be monitored. Each row in the
Monitored Object table specifies an unique criteria to be monitored.
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Column Description

Program Name Program name is the name of the command being executed on the host operating
system. On UNIX systems, ps command displays the name for each process being
executed.Either exact name or name with SQL wild cards (% and _) can be
specified for program name. SQL wild card matches 0 or more characters. SQL
wild card _ matches exactly one character.

Owner Owner is the name of the user running the given process on the host operating
system. On UNIX systems, ps command displays the name for each process being
executed.Either exact name or name with SQL wild cards (% and _) can be
specified for owner. SQL wild card matches 0 or more characters. SQL wild card _
matches exactly one character.

Administration Tasks

ORACLE

The Administration tab gives you access to all the administrative tasks you can perform on this
host. With the categories listed, you can easily access the appropriate pages for system
services, network connections, and user and group settings.The tasks include starting
services, setting users, and configuring network cards.

Using the Administration tab, you can manage:

e Services
View statistics of individual service and edit their services.

Note: This feature is only available on hosts running Oracle Linux, Red Hat Linux and
SUSE Linux Operating Systems (x86 and x64 architectures only).

e Default System Run Level
*  Network Cards

Manage routing configuration, view configuration statistics, and view network file system
clients.

e Host Lookup Table

* NFS Client

e User and Group Administration
Manage user and group settings.

Note: For Oracle Linux 7 systems, to perform administration tasks on these items, your host
must have patched with latest 13.2.0.0.0 bundle release. For Oracle Linux 5 and Oracle Linux
6, in case host can not be patched then you should have YaST and EM Wrapper scripts
installed. See the Required Installations section of the Setting Up the Environment to Monitor
Hosts chapter for information.

To access the administration tasks explained in this section, perform the following steps:

1. From the Targets menu, select either All Targets or Hosts.

2. Either type the name of the desired host in the Search field or scroll down to the name of
the host in the Name column.

3. Click the name of the host.

4. From the Host menu, select Administration, then the entity on which you want to make
changes.
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Note: To see a video showing the navigation in the Administration menu option, see http://
www . youtube.com/watch?v=ROfqR2GhQ E.

Services

The Services page provides a list of all the services and their statistics for this host. This page
enables you to:

e  Start, stop, and restart services.
* Access the page that allows you to edit the properties of individual services.

*  View the current system run level. When no run level is defined for the service, the service
uses the current system run level.

* Refresh updates the services administration page with latest list of services available on
the host. This is helpful to fetch updates which are done directly on host, instead through
Enterprise Manager.

« Determine whether the service is enabled and view the service run levels:

Run Level Description
0 System halt
1 Single user mode

Only one user can be logged on at any point in time. Additional users will
not be allowed to log on until the user using the system logs off.

Basic multiuser mode without network

Full multiuser mode with network

This run level is for future Oracle use.

Full multiuser mode with network and X display manager

(o220 B &2 I I~ RGO I V]

System reboot

Note: Be aware that you must restart the system for the run level to take effect.

Default System Run Level

The Default System Run Level page allows you to change the run level that the system uses
when it reboots. The change to the system run level takes effect after the system reboots.

Run Level Description

System halted

Single user mode

Basic multiuser mode without network

Full multiuser mode with network

Unused. This run level is for future Oracle use.

Full multiuser mode with network and X display manager

o 00~ W N P O

Reboot the system.

Note the following:
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* Click Change to change the host credentials. You must have SUDOER credentials to
complete the Default System Run Level operation. If you do not have SUDOER
credentials, this button provides the opportunity to change credentials.

e Click Cancel to abandon the changes and return to the Host Administration page.

» Click Save to keep the changes made to the default system run level and return to the
Host Administration page.

* You need to install the YAST toolkit to use the Default System Run Level feature. See
Required Installations.

The run levels are not immediately affected and hence the default run level and current run
level may be different if the system has not been rebooted.

# Note:

The default run level is a powerful tool. You should only change the default system
run level if you have sufficient knowledge and experience. Changing the default
system run level inappropriately could result in improper system functionality after
rebooting.

Network Card

ORACLE

The Network Card page provides detailed information on the network cards in your enterprise.
With this information, you can decide whether edits need to be made to global domain name
system (DNS) settings and routing table configuration.

Using the Network Card page, you can:

e Configure, enable, and disable network cards.
* View the device name and IP address of the network card used by Enterprise Manager.

* View the DNS settings and click Edit to change the global DNS settings for the listed
domains.

* Edit a default gateway if it is available, or click Add to define a routing configuration.
Notes
Note the following:

« Click Done to exit the page without making any changes.
* Click Change to edit the credentials used for this page.

Configuring the Network Card

Use the Configure Network Card page to change the specifications of the network card. Using
this page, you can:

e Optto use either of the following setup methods: Static Address Setup or Automatic
Address Setup using DHCP.

e Add the IP Address
e Add Subnet Mask information
e Maximum Transfer Unit (Bytes)

Adding Routing Configuration
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Use the Add Routing Configuration page to add either a gateway or network device for routing
requests. Using this page, you can:

Specify the Gateway
Specify the network Device

When configuring routing to a network, specify the Netmask and Destination

Host Lookup Table

The Host Lookup Table page displays the mapping of IP address to a host name or its aliases.
Using this page, you can:

Edit hostname and aliases.
Delete a lookup table entry for a host.
Add a lookup table entry for a host by accessing the Add Host Configuration page.

Refresh updates the Host Lookup Table page with latest host Look up data from host.
This is helpful to fetch updates which are done directly on host, instead through Enterprise
Manager.

Note the following:

NFS Client

A host can have one or more aliases.
Click Done to exit the page without making any changes.

Click Change to edit the credentials used for this page. You do not need to reboot for
changes to take effect.

Each alias should be comma-separated.

The NFS Client page provides a list of all the network file system (NFS) clients mounted on the
current host. Using this page, you can:

Mount, unmount, and delete clients.
Access the page that allows you to edit the properties of individual clients.
Access the page that allows you to add NFS clients to the host.

Refresh updates the network file system (NFS) client page with latest list of network file
clients mounted on current host. This is helpful to fetch updates which are done directly on
host, instead through Enterprise Manager.

View the statistics of the various clients.

Client Statistic Description

Server Hostname of the remote NFS server

Remote File System Location of the remote file system

Mount Point Local mount point

Mounted Indicates whether the remote file system is mounted

Persist Over Reboot Retains mount points between reboots

Options Displays mount options

Note the following:

ORACLE
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Click Done to exit the page without making any changes and returning to the previous
page.
Click Change to edit the host credentials used for this page.

Adding and Editing an NFS Client

The Add and Edit NFS Client pages provide the ability to mount a file system on a remote NFS
server to a location on a local host. Using these pages, you can create and edit an NFS mount
by providing:

The local mount point
The name of the NFS Server host name
The location of the remote file system

Mount options

Options

ro
rsize=32768
wsize=32768
acregmin=1200
acregmax=1200
acdirmin=1200
acdirmax=1200
hard

intr

tcp

lock

rw

nosuid

nodev

Note the following:

Click Cancel to ignore all changes and return to the NFS Client page.
Click OK to accept all changes made. All changes are implemented immediately.

Check Persist Over Reboot to ensure mounts are available between reboots.

User and Group Administration (Users)

ORACLE

The User and Group Administration (Users) page provides a list of all the user accounts on this
host along with their statistics. On this page you can:

Access the page to edit user account statistics
Access the page to add a user account to the host
Delete a user account from the host

Refresh updates user administration page with latest list of user accounts available on the
host. This is helpful to fetch updates which are done directly on host, instead through
Enterprise Manager.

View the statistics of specific user accounts
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User Statistic

Description

Login

Name

uib

Groups

User account name that allows you to access the software

Full name of user account

Many logins can have the same name. For example, logins aim1, aim2,
and aim3 can all have the same name - AIM Manager.

User account identifier

This identifier is unique to the login.

Categories to which the user account belongs

User account inherits the permissions given to the group.

Adding or Editing a Local User

This option enables you to add and edit a user account to this host. The following table

describes the fields.

Group Information

Description

User's Full Name
Username

Password

Confirm Password

User ID (UID)

Home Directory

Additional User
Information

Login Shell
Default Group
Group Memberships

Full name of user account
Name used as login

In conjunction with the username, a set of characters that allows access to this
host

The password must be no shorter than 5 characters and no longer than 72
characters. If you have changed the user's password, ensure you inform the
user of this change.

The password typed in this field must be exactly as the password typed in the
Password field

If the confirm password does not match the password typed in the Password
field, either retype the password or define a new password and confirm it.

User identifier

This identifier is unique to the user account. The ID must be a whole number
greater than 499.

Ensure the home directory begins with a slash (/)

Enter any additional user information

Select the Login Shell from the list of available shells from the drop-down list
Select the default group from the drop-down list of available groups

Groups to which the user account belongs

Group names are separated by a comma. Do not include any spaces. An
example: adm,daemon,root

When editing a local user, you can:

e Change the password

e Change the profile information, for example, the default group

User and Group Administration (Groups)

The User and Group Administration (Groups) page provides a list of all the groups on the host
and their statistics. Using this page, you can:

e Access the page to edit group statistics.

ORACLE
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* Access the page to add a group to the host.

e Delete a group from the host.

» Refresh updates group administration page with latest list of groups available on the host.
This is helpful to fetch updates which are done directly on host, instead through Enterprise

Manager.

*  View the statistics of particular groups.

Group Statistic

Description

Group Name
Group ID

Group Members

Name of the group.
Group identifier. This identifier is unique to the group.

Groups that belong to the group. Group shares the permissions given to the
subordinate groups.

Note: This feature is only available on Linux.

Adding or Editing a Local Group

The Add New Local Group page provides you the opportunity to add a group to this host. On
the Add New Local Group page, you can add information for the fields listed in the following

table:

Group Information

Description

Group Name
Group ID

Group Members

Name of the group.
Group identifier. This identifier is unique to the group.

Groups that belong to this group. Group shares the permissions given to the
subordinate groups. Group names are separated by a comma. Do not include
any spaces: for example, adm,daemon,root.

When editing a local group, you can:

e Change the group ID

e Add, delete, or change group members

Using Tools and Commands

There are a number of tools and commands available to you to facilitate your administration of

hosts. This section introduces you to:

Host Command

Remote File Editor

Sudo and Power Broker

Enabling Sudo and Power Broker

ORACLE

The sudo command is a program for UNIX-like operating systems that allows users to run
programs with the security privileges of another user (normally the root user). It also provides
auditing capabilities.

PowerBroker is a tool used for restricting the type of commands that can be run by users and
maintains an audit trail of what users have done or have tried to do. PowerBroker allows for
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policy-defined authorization controls which allow administrators to define where and when their
end-users can access other accounts they are authorized to use, up to and including root.

To enable Sudo or PowerBroker, perform these steps:

1. From the Setup menu located at the top-right of the page, select Security then select
Named Credentials.

On the Named Credentials page, click Create.
On the Create Credential page, provide host credentials with root privileges.

In the Credential Properties section, select Sudo or PowerBroker from Run Privilege.

g » W Db

Provide the details for Sudo or PowerBroker and the system performs the administrative
task.

Using Sudo or Power Broker

To use Sudo or Power Broker as Linux administrator, perform the following steps:
* Navigate to the Host target page.

e View list of administration activities on Host target.

e Select an administration task.

»  Provide host credentials with root privileges. Provide information for Sudo (runas) support
or Power Broker (profile) support.

« Provide the details and the system performs the administrative task.

Executing the Host Command Using Sudo or PowerBroker

To execute Host command using Sudo or PowerBroker, perform these steps:

1. Navigate to the Host target page.

From the Targets menu, select Hosts. On the Hosts page, highlight the row containing the
name of the host in which you are interested.

2. Click the Run Host Command button.

3. Provide host target credentials. Provide information for Sudo (runas) support or
PowerBroker (profile) support.

Note: On the target host, the /etc/sudoers file needs to be present with the target user
information inserted.

4. Type the specific command to be run on the system and view the command output.

Using Remote File Editor

ORACLE

The Remote File Editor enables you to view and edit text files on the remote host. For
example, using this utility, you can update the contents of configuration files on the remote
host. In addition, you can:

*  With the appropriate privileges, view and edit any text file present on the remote host.
* Save a file that has been edited on the remote host by clicking Save.
* Save the contents to a different file on the remote host by clicking Save a Copy.

* Change to another user account or use another set of Host Preferred Credentials by
clicking Change next to User.
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After you have opened a file for editing, select a new file for editing by clicking Change
next to File Name.

Revert to text at the time of the last successful save operation by clicking Revert.

Accessing Remote File Editor

To navigate to the Remote File Editor, perform the following steps:

1.

From the Targets menu, select Hosts. On the Hosts page, click the name of the host in
which you are interested.

On the resulting Host home page, select Remote File Editor from the Host menu (located
at the top-left of the page).

If the preferred credentials are not set for the host target, the Host Credentials page
appears. Three options are available: Preferred, Named, and New.

You must have permissions to perform operations on a target host.
Once credentials are set, you can perform the following on the Remote File Editor page:

« Perform operations on files, for example, listing of files in a directory, opening a file for
reading, editing, and saving.

* Provide host target credentials.

* Provide details of the file and type of operation to be done.

Note the following:

The file must be an ASCII text file and cannot be larger than 100 KB.

In the case where the credential check is successful, the file exists and you have read
privilege on the file, the file content is loaded for editing.

If you do not have write privilege, you will not be able to save the file. Click Save a Copy
and save the file to a directory on which you have write privilege.

In the case the file does not exist but you have write privilege on the directory, a new
empty file is opened for text input.

Adding Host Targets

To add a host target, install the Oracle Management Agent on the host computer you want to
manage.

Detailed information is available in:

Installing Oracle Management Agents chapter of the Oracle Enterprise Manager Cloud
Control Basic Installation Guide. The Add Host Targets wizard is described in detail.

Discovering, Promoting, and Adding Targets chapter of the Oracle Enterprise Manager
Cloud Control Administrator's Guide.

Running Host Command

The Host Command enables you to interactively perform administrative operations on a single
host, multiple hosts, or group composed of multiple hosts. For example, using this command
the DBA can list the contents of some common directory of a set of hosts.

ORACLE
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Accessing Host Command

To access the Execute Host Command page to perform administrative operations on hosts, do
the following:

1. From the Targets menu, select either All Targets or Hosts.

2. Either type the name of the desired host in the Search field or scroll down to the name of
the host in the Name column.

Click the name of the host. Enterprise Manager displays the Home page for the host.

3

4. From the Host menu, select Execute Host Command.

5. On the Host Credentials page, type the user name and password for the host.
6

The Execute Host Command page appears.

Executing Host Command Using Sudo or Power Broker

To execute the Host Command using Sudo or Power Broker, perform the following steps:

1. Navigate to the Host target page.
2. Run the command on the host target.

3. Provide host target credentials. Provide information for Sudo (runas) support or Power
Broker (profile) support.

4. Type a specific command to be run on the system and view the command output.

Note: If the credentials (with runas Sudo/PowerBroker) are not set, then you will be prompted
to create credentials. To create credentials, select Security from the Setup menu, then select
either Named Credentials or Preferred Credentials.

Execute Host Command - Multiple Hosts

ORACLE

The Execute Host Command page enables you to type operating system commands against
multiple hosts and immediately view the results. This gives you the opportunity to perform
administrative operations on multiple hosts within the context of Enterprise Manager.

On this page, you can:

+ Refine the command, reexecute the command, and view the execution results, all on the
same page.

- Either type operating system commands, load the commands from a script on the browser
machine or on the host, or load host commands from a job defined in the job library.

e Select hosts individually or through the use of a group. You can also switch to Single
Target Mode where only one host target is acted upon.

e Interactively view command execution results or hide the results to be viewed at a later
time.

« Use preferred credentials or override preferred credentials.
e Add targets and modify the targets list.

Note the following:

* Re-execute the command by clicking Execute.
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»  Cancel execution of the command is possible when the Processing: Executing Host
Command page appears.

*  Execution history reflects the host commands that have been executed in the current
Execute Host Command session, as well as any host commands executed in previous
sessions that were executed with the 'Keep the execution history for this command' option
chosen.

«  Clicking Add launches the Target Selection page with the target type list limited to host
targets and any groups that contain host targets.

*  When saving the OS script or execution results, the saved file is located on the browser
machine.

* No more than 500 lines appear in the history list.

At most, 10 rows of command execution results data will be displayed in the targets table.
If more data is returned, click the Execution Status icon in the table or click Complete
Execution Results.

*  When switching from multiple to single target mode, the first host in the targets table will be
used.

Target Properties

The host command is executed using the Enterprise Manager job system. The job system
allows you to specify system variables called target properties. The supported target properties
are listed in the following table. Note that the available properties change according to the type
of target the job is run against.

Name Description Target Type
%emd_root% Location of Management Agent Host, Database Instance
%perlbin% Location of Perl binary used by Host, Database Instance
Management Agent
%TargetName% Target Name Host, Database Instance
%TargetType% Target Type Host, Database Instance
%orcl_gtp_comment% Comment Host, Database Instance
%orcl_gtp_contact% Contact Host, Database Instance
%orcl_gtp_deployment_ Deployment Type Host, Database Instance
type%
%orcl_gtp_line_of_bus Line of Business Host, Database Instance
%
%orcl_gtp_location% Location Host, Database Instance
%OracleHome% Oracle home path Database Instance
%Port% Port Database Instance
%SID% Database SID Database Instance
%Role% Database Role Database Instance
%MachineName% Listener Machine Name Database Instance

Note the following:

* Property names are case-sensitive.

e Properties can be used in both the Command and OS Script fields.
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* To use the % character without a target property, escape it with a second %.

e To use the Database Instance target type, launch Execute Host Command from a group
containing one or more host targets and switch the Target Type.

Examples:

To execute a Perl script, passing in the target name as an argument, enter the following in the
Command field: $perlbin%/perl myPerlScript %TargetName$

To execute a program in the directory identified by the TEMP environment variable on a
Windows host: $$TEMP%%/myProgram

Execute Host Command - Group

ORACLE

The Execute Host Command page enables you, in the context of a group, to type operating
system commands against multiple hosts and immediately view the results. This gives you the
opportunity to perform administrative operations on multiple hosts within the context of
Enterprise Manager.

On this page, you can:

* Choose the target type. You can choose hosts directly, or choose hosts by way of
database instance targets.

¢ Refine the command, re-execute the command, and view the execution results, all without
leaving the page.

»  Either type operating system commands, load the commands from a script on the browser
machine or on the host, or load host commands from a job defined in the job library.

»  Select hosts individually or through the use of a group. You can also switch to Single
Target Mode where only one host target is acted upon.

* Interactively view command execution results or hide the results to be viewed at a later
time.

* Use preferred credentials or override preferred credentials.
¢ Add targets and modify the targets list.

Note the following:

* Re-execute the command by clicking Execute.

*  Cancel execution of the command by clicking Cancel on the Processing: Executing Host
Command page.

» If the current target type is Host, clicking Add launches the Target Selection page with the
target type list limited to host targets and any groups that contain host targets.

* If the current target type is Database Instance, clicking Add launches the Target Selection
page with the target type list limited to database targets and any groups that contain
database targets.

*  Execution history reflects the host commands that have been executed in the current
Execute Host Command session, as well as any host commands executed in previous
sessions that were executed with the 'Keep the execution history for this command' option
chosen.

* Changing the target type re-initializes the host credentials, command, OS script, and
targets table.

*  When saving the OS script or execution results, the saved file is located on the browser
machine.
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At most, 10 rows of command execution results data will be displayed in the targets table.
If more data is returned, click the Execution Status icon in the table or click Complete
Execution Results.

*  When switching from multiple to single target mode, the first host in the targets table will be
used.

Execute Host Command - Single Host

The Execute Host Command page enables you to type operating system commands against
one host and immediately view the results. This gives you the opportunity to perform
administrative operations on the host within the context of Enterprise Manager.

On this page, you can:

* Refine the command, reexecute the command, and view the execution results, all without
leaving the page

*  Switch to Multiple Target Mode where multiple host targets are acted upon
* Change credentials

Note the following:

* Reexecute the command by clicking Execute.

* Cancel the execution of the command by clicking Abort.

«  Context will be preserved if you switch to Multiple Target Mode, including the host
command, host, and credentials.

Load OS Script

The Load OS Script page is used to load commands from a script into the OS Script field on
the Execute Host Command page.

On this page, you can:

* Click Browse to launch the browser's file selector window to locate and choose a script
file.

¢ Click the Host field's search icon to choose which host to search, then click the Host File
field's search icon to locate and choose a script file on that host.

Load From Job Library

The Load From Job Library page provides the mechanism by which to search the Job Library
directly for an existing job. This encourages the reuse of existing jobs.

On this page, you can click the icon in the 'Load' column of any row to return to the Execute
Host Command page loading the complete context of the library job in that row. The complete
context includes the host command, OS script, targets, and credentials.

Note: Jobs displayed in the table on this page will be host command jobs from the Job Library
that are owned by the current Enterprise Manager user.

Execution History

The Execution History page lists the host commands executed during the current Enterprise
Manager session, as well as any host commands executed in previous sessions that were
executed with the 'Keep the execution history for this command' option chosen.
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On this page, you can:

e Click the icon in the 'Load' column of any row to return to the Execute Host Command
page loading the complete execution context of the host command in that row. The
complete execution context includes the host command, OS script, targets, credentials,
and results.

e Click the icon in the 'Load Command And OS Script Only' column of any row to return to
the Execute Host Command page loading only the host command and the OS script in that
row. Any targets, credentials, and most recent results will remain.

e Click the icon in the 'Remove' column of any row to remove the host command in that row,
along with all its execution context, from the Execution History. This will delete the job that
was used to execute the host command.

Execution Results

The Execution Results page provides the full listing of the results of the executed host
command, for a specific host. This listing chronicles all the information from the run.

On this page, you can:
e Cut the text from the listing and paste it into another script.

e Study the results uninterrupted and separate from all the other executions.

Note: The extent of the editing features is dependent upon the browser displaying the results.

Miscellaneous Tasks

This section explains the following:
» Enabling Collection of WBEM Fetchlet Based Metrics
*  Enabling Hardware Monitoring for Dell PowerEdge Linux Hosts

e Adding and Editing Host Configuration

Enabling Collection of WBEM Fetchlet Based Metrics

ORACLE

To enable the Web-Based Enterprise Management (WBEM) Fetchlet based collections for the
host target, configure the WBEM Host Username and WBEM Host Password properties.

Note: Host targets running with Linux and Windows operating systems do not, by default, have
WBEM Fetchlet based metric collections. This is due to the fact that these operating systems,
by default, do not run a DMTF (Distributed Management Task Force) WBEM-compliant
Common Information Model (CIM) Object Manager. If the systems have been configured to run
a WBEM-compliant CIM Object Manager, then WBEM Fetchlet based metric collections will be
possible.

To configure the collections on systems with WBEM compliant CIM Object Managers, use the
following steps:

1. Navigate to the home page of the specific host.
2. From the Host menu, select Target Setup, then Monitoring Configuration.

3. Set the Username and Password values.
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Enabling Hardware Monitoring for Dell PowerEdge Linux Hosts

ORACLE

Hardware-specific monitoring is available for Dell PowerEdge Linux hosts with Enterprise
Manager. To enable the hardware monitoring of your Dell PowerEdge Linux hosts, perform the
following steps:

1.

7

Download the latest Dell OpenManage Server Administrator (OMSA) software certified for
your Linux OS by accessing the Dell FTP site at http://downloads.dell.com.

To identify the latest OMSA software, search for the latest om?? 1nx managed system*.gz
file on the website:http://downloads.dell.com

# Note:
At the time of writing this is the current Dell site, contact your Dell support contact
if you cannot find the latest Dell OMSA software.
Install the software using the instructions provided by Dell.
Verify that the installation was successful by performing the following steps:

e Verify that snmp daemon is up and running.
% ps -ef | grep snmpd

«  Verify that the following commands execute without errors:
% /usr/bin/omreport about

% /usr/bin/omreport system version

Verify the Dell OMSA software is functioning correctly by verifying that the Dell
OpenManage Server Administrator website is up and running.

e Using your web browser, access the URL - https://target_hostname:1311.

« Log in using an operating system account. Check that you are able to successfully log
in and navigate in the website.

If the SNMP Community String for the SNMP daemon running on the Linux host is not
public, set the SNMP Community String property in Enterprise Manager using the following
steps:

a. Logininto Enterprise Manager Cloud Control.

b. Navigate to the home page of the specific host.

c. From the Host menu, select Target Setup, then Monitoring Configuration.
d. Setthe SNMP Community String property to the correct value on this page.

Restart the Management Agent on the host.

Q

% login into host as the owner account of emagent software

Q

% emctl stop agent

Q

% emctl start agent

# Note:

The following step is not required if the Dell OMSA software was functional prior
to the previous startup of the Management Agent.
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Verify that hardware monitoring is working correctly using the following steps:

a. Log in to Enterprise Manager Cloud Control.

c

Navigate to the home page of the specific host.
c. From the Host menu, select Monitoring, then All Metrics.

d. Verify that the following metrics are present on this page: Fans, Memory Devices, PCI
Devices, Power Supplies, Processors, Remote Access Card, System BIOS, and
Temperature.

e. You can navigate to the metric data page by clicking on one of the metrics listed in the
previous step and view the data that Enterprise Manager is able to fetch.

Adding and Editing Host Configuration

The Add Host Configuration page provides you the opportunity to add a host to the /etc/hosts
file. When you add a host to the /etc/hosts file, Enterprise Manager can then translate host
names into IP addresses. In most cases, host names are much easier to remember than IP
addresses.

On the Add Host Configuration page, you can:

* Associate a host's IP address with a host name.
e Add, delete, or change the aliases associated with a host

Note: Changes take effect after you click OK.
When editing a host configuration, you can:

e Change the name of the host
e Add, delete, or change the aliases associated with the host

Note: Changes are in effect immediately after you click OK.

Managing Oracle Linux Homes

Oracle Linux Home target enables the user to access and perform complete management and
monitoring of Oracle Linux hosts.

Oracle Linux Home includes:

e Oracle Linux host administration and management
e Bare Metal Provisioning (BMP)

e Linux Patching

*  Oracle Ksplice patching to update Oracle Linux operating system kernel and key user
space libraries, while the OS is running, without a reboot or any interruption

This chapter covers the following:
e Oracle Linux Home Target
e Oracle Linux Home page

*  Ksplice for Oracle Linux

Oracle Linux Home

The Oracle Linux Main menu contains the following options:
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e Add Linux Hosts —
The Add Linux Hosts Page redirects to the add targets page.

Chapter 4
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e Linux Patching — Linux Patching contains sub-items such as,Setup and Patching.

— Setup redirects to existing setup linux patching page.

— Patching redirects to the actual linux patching page.

* Bare Metal Provisioning — Bare Metal Provisioning redirecds to the existing BMP page.

Figure 4-1 Oracle Linux Home
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Target Navigation Tree (TNT) of "Oracle Linux Home"

The TNT contains “Oracle Linux Home” as the main item. It contains different groups/folders
based on Oracle Linux Release Version, that is, Oracle Linux 6.7, Oracle Linux 6.9, and so on.
The folders contain list of hosts with same Oracle Linux Release version. When you click any
particular host name, it redirects to the existing home page of the host to perform monitoring
and administration work.

ORACLE
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Figure 4-2 Target Navigation Tree of Oracle Linux Home
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Oracle Linux Home Target

You can open the Oracle Linux Home page from Enterprise Manager by performing the
following steps:

1.

&

U Enterprise ¥ Targets ¥

*r O B O A

SYSMAN v

Page Refreshed Jan 24, 2018 8:16:14 AM GMT-08:00 4,

4 Host Flux (Last 30 Days) o)

Host (%)

2017 January 20

04 06 08 10 12 14 16 18 20 22
2018

WPy

0-25 25-50 50-75 75-100
CPU (%) -

From Enterprise Manager Cloud Control home page, click Enterprise select Cloud, and

then click Oracle Linux Home.

The Oracle Linux Home page appears.

A new system repository target “Oracle Linux Home” is created which is associated with all
the Oracle Linux Hosts (Physical or VM's). Clicking on that will redirect to the "Oracle Linux

Home" page.

Oracle Linux Home page

Oracle Linux Home Page has the following sections:

General Region

General

Overview of Incidents and Problems
Host Flux

CPU

Memory

Linux Patching Compliance/Summary

Ksplice Patching Compliance/Summary

The General Region shows the summary of added Oracle Linux Hosts like Total Hosts, Total
Up Hosts, Total Down Hosts, and so on, for each Oracle Linux Released Version.

ORACLE
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Figure 4-3 General Region

4 General o3

Total Linux Hosts 7 (4 6 3 1)

0S Version Total E B 7
Cracle Linux 6.7 1 -

Oracle Linux 6.9 1 1 -
Oracle Linux 7.3 4 4 -
Cracle Linux 7.4 1 1 -

Overview of Incidents and Problems

Overview of Incidents and Problems displays any incidents and problems occurred to any
Oracle Linux Hosts.

Figure 4-4 Overview of Incidents and Problems

4 Overview of Incidents and Problems 0

Incidents

Updated in the last 24 hours 1

Updated in last 7 days 1
Breakdown of incidents updated in the last 7 days
Category O 9 it
Availability - - 1 -
Performance - - - -
Security - - - -

Others - - - -

Problems

Total Open U

Host Flux

This region displays the number of hosts that have been newly added and retired as on a
particular date for a time period of last 30 days.
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Figure 4-5 Host Flux
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CPU

This region displays the range of CPU utilization by the Linux host machines.

Figure 4-6 CPU Graph
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For example, in Figure 45-4 six hosts have a CPU utilization of 0-25%. To view the list of
hosts along with the percentage utilization of CPU by each of them, click the bar graph. The
CPU Utilization Table displays the details. See Figure 45-5.
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Figure 4-7 CPU Utilization Table

Host(s): CPU 0-25% x

Host Name CPU (%)
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Memory
This region displays the range of memory utilization by the Linux host machines.
Figure 4-8 Memory Graph
4 Memory o3
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£
y
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Memory (%) -
For example, in Figure 45-6 five hosts have a memory utilization of 0-25% and one host is
utilizing in the range of 25-50%. To view the list of hosts along with the percentage of memory
utilization by each of them, click the bar graph. The Memory Utilization Table displays the
details. See Figure 45-7
ORACLE
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Figure 4-9 Memory Utilization Table
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Oracle Linux Patching

The Oracle Linux Patching screen contains:

Linux Patching Status Region — This region displays the total Patchable Linux Groups,
total Patchable Linux hosts, and the compliance pie chart.

Linux Patching Complaince Region — This region displays a table that lists the names of
the Patchable Linux Groups and Linux hosts.

Patchable Linux Groups
With Patchable Linux Groups, the following functions can be performed:

If you choose groups then it will display group name, group compliance status, number of
hosts present in the group, number of hosts with Out-of-Date Packages, and number of

hosts with Rogue Packages.

ORACLE 450



Chapter 4
Managing Oracle Linux Homes

A Linux Patching o3

Status

Patchable Linux Groups 1

Patchable Linux Hosts 1

100.0%

M Mon-Compliant (1)

Compliance Report

Search | Patchable Linux Groups v O\
Patchable Linux Groups i i
Patchable Linux Hosts . Hosts with Out- Hosts with
roup rame Compliant Hosts of-Date Rogue
Packages Packages
Jand b 1 1 1

< If you click Patchable Linux Groups, in the Search box, you will see the list of groups
with details such as group name, group compliance status, number of hosts present in that
group, number of compliant hosts in that group, number of non-compliant hosts in that
group, number of compliance unknown hosts in that group, number of hosts with Out-of-
Date Packages, and number of hosts with Rogue Packages.

ORACLE Enterprise Manager Cloud Control 13¢ l.l Enterprise ¥ Targets ¥ * v G)' 'ﬂ" O\ ‘v‘ SYSMAN ¥

Oracle Linux Home @
E== & Oracle Linux Home w Fage Refreshed Jan 24, 2018 10:15:18 AM GMT.08:00 )

Oracle Linux Home > Patchable Linux Groups
Patchable Linux Groups

Group Name Q,  Advanced Search

o AN OUOLgate package Is @ ost package for uhich an Updated version S avalale A TOgUE® patkage 5 a Nost package ta s 10t SUPPOSect 0 be Mstaled on the host A Nost without & singl out-of-cate or fogUe package is & complant
& host. A patching group comprising only compliant hosts is a compliant group.

View w
" Hosts with Out- Hosts with
Group Name Compliant Hosts Conplciifiercomptas i Cony isncolf ":Sf,ﬁ;m * MRogue
ackages Packages
Jan4 X 1 0 1 0 1 1
e If you click the Group you will see the details of the selected group.
ORACLE Enterprise Manager Cloud Control 13¢ l.l Enterprise ¥ lavgé's = * < G)' ﬂ" O\ ; SYSMAN ¥
Oracle Linux Home @
-—
E= & Oracle Linux Home v Fage Refreshed Jan 24, 2018 10:19:33 AM GMT.08:00 )

Cracle Linux Home > Patchable Linux Groups > Patchable Group Details: Jan4
Patchable Group Details: Jan4
Host Name Q | Agvanced Search
AN out-of-date package Is a host package for which an Updated version Is available. A 'rogue’ package is & host package that s not supposed to be installed on the host A host without a single out-of-date or rogue package Is a compliant

& host. A host needs reboot if an updated version of a package is avallable that can only be applied when the hos reboots

Out-Of.Date Rogue

Host Name Compliant Needs Reboot Packages Packages

example.us oracle com -
o * 4 1329 Total Hosts : 1

100.0%

W Non-Compliant (1)
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Patchable Linux Hosts

With Patchable Linux Hosts, the following functions can be performed:

* If you choose Hosts then it will display host name, group hame, host is compliance status,
host needs reboot status, number of Out-of-Date Packages, and number of hosts with
Rogue Packages.

4 Linux Patching o3

Status

Patchable Linux Groups 1

Patchable Linux Hosts 1

100.0%

W Non-Compliant (1)

Compliance Report

Search | Patchable Linux Hosts  » ’3\
2 Needs Out-Of-Date Rogue
Host Name Group Compliant Reboot Packages Packages
example us oracle.com Jan4 b - G 1325

e If you click Patchable Linux Hosts, in the Search box you will see the list of hosts along
with details such as the host name, group name, host is compliance status, host needs
reboot status, number of Out-of-Date Packages, and number of hosts with Rogue
Packages.

ORACLE Enterprise Manager Cloud Control 13¢ ..l Enterprise v Targets v ﬁ v (9 v ﬁ- v O\ ‘ SYSMAN v

Oracle Linux Home @
L= & Oracle Linux Home v Page Reffeshed Jan 24, 2018 10:21:18 AM GMT.08:00 %)

Oracle Linux Home > Patchable Linux Hosts
Patchable Linux Hosts

Host Name Q, Advanced Search

o An out-of-date package is a host package for which an updated version is available. A "rogue’ package is a host package tht is ot supposed to be installed on the host. A host without a single out-of-date or rogue package is a compliant
& nost. A host needs reboot if an updaled version of a package Is available that can only be applied when ihe host reboots,

Host Name Group Compliant ~ NeedsReboot ~ OutOfDate Rogue
Packages Packages
example.us.oracle com Jand x - ] 1325

Total Hosts : 1

100.0%

W Non-Compliant (1)

* If you click Host name, you will see the details of the selected host.
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ORACLE’ Enterprise Manager Cloud Control 13¢ macerisey @Tavesy v Oy £Er O A svsuan v
Oracle Linux Home &
-—
E= & omoetnucHome v age Rested Jon 26, 2015 102022 AM G500 4

Oracle Linux Home > Patchable Linux Hosts = Host Non-Compliance: example-1.us.oracle.com
Host Non-Compliance: example-1.us.oracle.com

Package Name Q, | Advanced Search

o] gnbsgi;.m-date package is a host package for which an updated version is available. A “rogue” package is a host package that is not supposed to be installed on the host. Some out-of-date packages can only be updated when the host
Package Name Version Status Needs Reboot
abrt 2.0.8-40.0.1.8l6 @ X
abri-agdon-ccpp 2.0.8-40.0.1.¢l6 @ x Total Packages : 1344
abrt-addon-kemeloops 208400166 @ x Needs Reboot : No
abrt-addon-python 20.8-40.0.1.l6 @ x Uderre
abri-cli 208-40.018l6 @ X
abri-deskiop 20.8-40.0.16l6 %] x !
abrt-gui 2.0.8-40.0.1.016 @ x
abrt-libs 208-40.0.1¢l6 @ x
abrt-python 20.8-40.0.16l6 @ x e
sbreut 20840071606 @ * M Up-to-Date (13) M Out-of-Date (§) ' Rogue (1325)
abyssinica-fonts 1051806 @ x

Ksplice for Oracle Linux

Ksplice updates the Linux operating system (OS) kernel and key user space libraries, while the
OS is running, without a reboot or any interruption. For more information, see Oracle Ksplice.
All the Oracle Linux Hosts where Enterprise Manager Agent is installed and Ksplice software is
configured can be monitored and managed through the Oracle Linux Home Ksplice region. For
more information, see Oracle Ksplice User's Guide.

# Note:

The minimum required ksplice version for Enterprise Manager is 1.0.29.

This section covers the following topics:

*  Ksplice Metrics

Ksplice Patching

Ksplice Linux Hosts Page
e Oracle Linux Home

e Target Navigation Tree (TNT) of "Oracle Linux Home"

Ksplice Metrics

# Note:

To access the Ksplice Metrics, from the Host menu on a host's home page, select
Configuration, and then click Latest. The Oracle Linux Host needs the latest Ksplice
software to be installed and configured with Oracle Premium Support before these
metrics can report data. For more information, see Oracle Ksplice User's Guide.

The following attributes are covered under Ksplice:
1. Ksplice

e Ksplice Version
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— This attribute reports the version of the Ksplice software installed on the target
host.

e Ksplice Status

— This reports if the host is configured to get updates from the Ksplice Server or if
Ksplice offline.

e Base Kernel Version
— This attribute queries the stock Kernel running in the system.

— This version does not represent the patched version, it shows only the one that
booted the system.

» Effective Kernel Version

— This attribute reports the Effective Kernel which means the Kernel version after the
live patching including security fixes and others.

— It also reports the date when the last applied patch was built.
e Kernel Status

— This attribute reports if the kernel of the host is up-to-date or out-of-date. A system
is updated if it has all the available Ksplice patches installed.

— In case Ksplice is offline, it is based on the uptrack-updates-'uname -r' package
installed on the system.

« Kernel Patches Installed
— This reports the count of Ksplice packages installed on the system.
e User Space Status

— This attribute reports if the host's User Space Ksplice aware packages are up to
date or if it is out of date.

— In case Ksplice is offline, it is based on the local repository configured on the
system.

* User Space Packages Installed

— This attribute reports the count of Ksplice User Space packages installed on the
system.

2. Kernel Installed Patches
e This attribute reports the installed Ksplice patches in the system.
3. Kernel Available Patches

e This attribute lists the available Ksplice patches for the system, in short it list the
patches that have not yet been installed.

e This information is derived based on the Ksplice configuration.

— Incase a Ksplice host is configured with a Ksplice server, it gets that information
from the server.

— In case the Ksplice is offline, it reflects the data based on the uptrack-updates-
‘uname -r' package installed on the system.

4. User Space Installed Packages

e This attribute reports the Ksplice User Space packages installed on the system.
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Ksplice Patching

Ksplice Patching region on the Oracle Linux Home Page uses the metrics collected in Ksplice
metrics to collate the Ksplice status over all the monitored Oracle Linux Hosts. For information
on metrics, see Ksplice Metrics. It contains the following two sub-regions:

ORACLE
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Ksplice Status Region

This region displays the total number of

Ksplice Patching Configured Linux Hosts: If you click this link, it opens a pop-up
window that lists the Oracle Linux Hosts which are configured with the Ksplice
software.

Ksplice Patching Non-Configured Linux Hosts: If you click this link, it opens a pop-up
window that lists the Oracle Linux Hosts which are not configured with Ksplice
software.

The Ksplice Status region also contains the following two pie charts:

Kernel Status
User Space Status

Each pie chart shows the status of all the hosts that is, how many hosts are compliant,
non compliant, or non-compliant. If you click on a particular host, it opens another
page with appropriate hosts list.

Ksplice Summary Region

This region displays the table of hosts that lists the following:

Ksplice Client (Online/Offline)
Kernel Status (Compliant/Non-Compliant/Compliance unknown)
User Space Status (Compliant/Non-Compliant/Compliance unknown)

Effective Kernel Version
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Figure 4-10 Ksplice Patching Status

4 Ksplice Patching

Status

Ksplice Patching Configured Linux Hosts

Ksplice Patching Non-Configured Linux Hosts

Summary

Host Name

Host Name

Ksplice Linux Hosts Page

Ksplice Linux Hosts page contains the following tables:

Kernel Status

W Mon-Compliant (5)

o

Ksplice
Client

Kernel
Status

*

b4
X
k4

Ksplice Enabled Hosts with Ksplice Software

Ksplice software Version
Ksplice Client (Online/Offline)
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i
User Space Status
20.00%
40.00%
40.00%
W Compliant {1) W Non-Compliant (2)

Compliance Unknown (2)

User Space
Status

W

1

Effective Kernel Version

41.12-61. 118 elTuek x86_G4
4.1.12-61.1.28.elTuelk. x86_64
4.1.12-61.1.28.elTuelk. x86_54

4.1.12-112.14.1 elTuek x36_64

Kernel Status (Compliant/Non-Compliant/Compliance unknown-in case of unconfigured/

offline systems)

Number of Kernel Installed Patches

User Space Status (Compliant/Non-Compliant/Compliance unknown-in case of

unconfigured/offline systems)
Number of User Space Installed Patches
Base Kernel Version

Effective Kernel Version

Host Ksplice Patches/Packages details

If you click the host name in the Ksplice detail table, a new page opens. This page lists the
installed Ksplice patches on that host. If this host is a Ksplice Online host, it also lists the
updates that are available on that host. These updates can be added or removed from this

page.
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If the host is a Ksplice Offline page, this page shows all the Ksplice Kernel patches available in
the local repository or user space installed packages if there is any available in the local offline
repository.

If Ksplice Enhanced Client Software is installed on the host, then it displays the list of intalled/
available user space patches. Otherwise, it shows the message “Install/Upgrade/Configure
Ksplice Enhanced Client Software”.

The Refresh button in the screen helps in pulling the latest data to the dashboard. As this
dashboard works in asynchronous mode, so in case there are some database changes or
patches updated, you should use this Refresh button to sync the system. When you click this
button, a dialog box appears asking for a confirmation.

For Install Updates, and Remove Updates you have to select/enter host root/sudo privileged
credentials.

# Note:

The Kernel Space Compliance status is based on in-memory kernel patches. It
shows “Complaint”, if all the patches are installed, otherwise it shows “Non-
Complaint”. When the patches are removed from the Ksplice Online System, it
renders the system non-compliant. User Space Compliance Status is based on on-
disk user space packages. When user installs the user space packages, in-memory
process is updated on the on-disk packages as well and hence, the status shows
“Compliant”. When user removes user space packages, it only removes the in-
memory updates. When user space updates are on disk but not in memory;, it
continues to show “Compliant”. Though it does not remove the on-disk packages, the
table still shows the user space updates to be “Compliant”.

4-57



Understanding PXE Booting and Kickstart
Technology

This appendix explains PXE booting and kickstart technology in the following section:

e About PXE Booting and Kickstart Technology

e Subnet Provisioning Usecases

About PXE Booting and Kickstart Technology

ORACLE

One of the key requirements of provisioning is the hardware server's ability to boot over the
network instead of a diskette or CD-ROM. There are several ways computers can boot over a
network, and Preboot Execution Environment (PXE) is one of them. PXE is an open industry
standard supported by a number of hardware and software vendors. PXE is part of the "Wired
for Management" (WfM) specification, which is part of a bigger PC98 specification defined by
Intel and Microsoft in 1998.

PXE works with Network Interface Card (NIC) of the system by making it function like a boot
device. The PXE-enabled NIC of the client sends out a broadcast request to DHCP server,
which returns with the IP address of the client along with the address of the TFTP server, and
the location of boot files on the TFTP server. The following steps describe how it works:

1. Target Machine (either bare metal or with boot sector removed) is booted.
2. The Network Interface Card (NIC) of the machine triggers a DHCP request.

3. DHCP server intercepts the request and responds with standard information (IP, subnet
mask, gateway, DNS etc.). In addition, it provides information about the location of a TFTP
server and boot image (pxelinux.0).

4. When the client receives this information, it contacts the TFTP server for obtaining the boot
image.

5. TFTP server sends the boot image (pxelinux.0), and the client executes it.

6. By default, the boot image searches the pxelinux.cfg directory on TFTP server for boot
configuration files on the TFTP server using the following approach:
First, it searches for the boot configuration file that is named according to the MAC address
represented in lower case hexadecimal digits with dash separators. For example, for the
MAC Address "88:99:AA:BB:CC:DD", it searches for the file 01-88-99-aa-bb-cc-dd.

Then, it searches for the configuration file using the IP address (of the machine that is
being booted) in upper case hexadecimal digits. For example, for the IP Address
"192.0.2.91", it searches for the file "C000025B".

If that file is not found, it removes one hexadecimal digit from the end and tries again.
However, if the search is still not successful, it finally looks for a file named "default” (in
lower case).

For example, if the boot file name is /tftpboot/pxelinux.0, the Ethernet MAC address is
88:99:AA:BB:CC:DD, and the IP address 192.0.2.91, the boot image looks for file names in
the following order:
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/tftpboot/pxelinux.cfg/01-88-99-aa-bb-cc-dd
/tftpboot/pxelinux.cfg/C000025B
/tftpboot/pxelinux.cfg/C000025
/tftpboot/pxelinux.cfg/C00002
/tftpboot/pxelinux.cfg/C0000
/tftpboot/pxelinux.cfg/C000
/tftpboot/pxelinux.cfg/C00
/tftpboot/pxelinux.cfg/C0
/tftpboot/pxelinux.cfg/C

7. The client downloads all the files it needs (kernel and root file system), and then loads
them.

8. Target Machine reboots.
The Provisioning application uses Redhat's Kickstart method to automate the installation of
Redhat Linux on target machines. Using kickstart, the system administrator can create a
single file containing answers to all the questions that will usually be asked during a typical
Red Hat Linux installation.

The host specific boot configuration file contains the location of the kickstart file. This
kickstart file would have been created earlier by the stage directive of the OS image based
on the input from user.

Subnet Provisioning Usecases

Following are examples of subnet provisioning usecases:

Subnet of size 256

IP Prefix: 192.168.1.0

Subnet Mask: 255.255.255.0

Covers IPs from 192.168.1.0 - 192.168.1.255

Subnet of size 16
IP Prefix: 192.168.1.0
Subnet Mask: 255.255.255.240
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Troubleshooting Issues

This appendix provides solutions to common issues you might encounter when using
provisioning and patching Deployment Procedures. In particular, this appendix covers the
following:

e Troubleshooting Linux Provisioning Issues
e Troubleshooting Linux Patching Issues

e Frequently Asked Questions on Linux Provisioning

Troubleshooting Linux Provisioning Issues

ORACLE

I cannot see my stage, boot server in the Ul to configure them with the provisioning
application?

Either Management Agents have not been installed on the Stage or Boot Server machine, or it
is not uploading data to the OMS. For more information see Troubleshooting in Oracle
Enterprise Manager Cloud Control Advanced Installation and Configuration Guide for
troubleshooting information and known issues.

Bare metal machine is not coming up since it cannot locate the Boot file.

Verify the DHCP settings /etc/dhcpd.conf and TFTP settings for the target machine. Check
whether the services (DHCPD, Xinetd, Portmap) are running. Make the necessary setting
changes if required or start the required services if they are down.

Bare Metal box is not getting booted over network, or DHCP server does not get a
DHCPDISCOVER message for the MAC address of the bare metal machine.

Edit the DHCP configuration to include the IP address of the subnet where the bare metal
machine is being booted up.

Agent Installation fails after operating system has been provisioned on the bare metal
box, or No host name is assignhed to the bare metal box after provisioning the operating
system

This might happen if the get-lease-hostnames entry in the dhcpd. conf file is set to true. Edit
the dhcpd. conf file to set get-lease-hostnames entry to false. Also, ensure that length of the
host name is compatible with length of the operating system host name.

Bare metal machine hangs after initial boot up (TFTP error/kernel error).

This may happen if the TFTP service is not running. Enable the tftp service. Go to the /etc/
xinetd.d/tftp file and change the disable flag to: disable=no. Also verify the DHCP settings.

Kernel panic occurs when the Bare Metal machine boots up.

Verify the DHCP settings and TFTP settings for the target machine and make the necessary
changes as required. In a rare case, the intird and vmlinuz copied may be corrupted. Copying
them from RPM repository again would fix the problem.
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Bare metal machine hangs after loading the initial kernel image.

This may happen if the network is half duplex. Half duplex network is not directly supported,
however a modification in the kickstart file will resolve this issue. Modify ethtool -s eth0
duplex half to ethtool -s eth0 duplex full in the kickstart file.

Bare Metal machine cannot locate the kickstart file (Redhat screen appears for manually
entering the values such as 'language’, 'keyboard' etc).

This happens if STAGE_TOP_LEVEL DIRECTORY iS not mountable or not accessible. Make sure
the stage top level is network accessible to the target machine. Though very rare but this might
also happen because of any problem in resolving the stage server hostname. Enter the IP
address of the stage or the NAS server instead of hosthame on which they are located, and
try the provisioning operation again.

Bare Metal machine does not go ahead with the silent installation (Redhat screen
appears for manually entering the network details).

Verify that DNS is configured for the stage server host name, and that DHCP is configured to
deliver correct DNS information to the target machine. If the problem persists, specify the IP
address of the stage or NAS server instead of hostname, and try the provisioning operation
again.

After provisioning, the machine is not registered in Enterprise Manager.

This happens if Enterprise Manager Agent is not placed in the STAGE TOP LEVEL DIRECTORY
before provisioning operation. Place the Enterprise Manager agent in this directory, and try the
operation again. It might also happen if the OMS registration password provided for securing
the agents is incorrect. Go to the agent oracle home on the target machine, and run the emctl
secure agent command supplying the correct OMS registration password.

Check the time zone of the OMS and the provisioned operating system. Modify the time zone
of the provisioned operating system to match with the OMS time zone.

With 64-bit OS provisioning, agent is not installed.

During OS provisioning, specify the full path of the agent RPM in the Advanced Operating
System Properties page.

Provisioning operations cannot be initiated since either one or all of Stage Server, Boot
Server, and RPM Repository have not been configured in the Infrastructure page.

Set up at least one stage server, boot server, and RPM repository to proceed with Linux
Provisioning.

Submitting the deployment operations shows error: "An unexpected error has occured.
Please check the log files for details."” Logs have the corresponding message:
"ComponentType with internal name BMPType not found"

Set up Software Library from the Software Library console.

The deployment procedure fails with directory permission error.

This error occurs because of insufficient user privileges on the stage server machine.
STAGE_TOP LEVEL DIRECTORY should have write permission for the stage server user. In case of
NAS, the NAS directory should be mounted on the staging server. If the error appears while
writing to the boot directory, then the boot server user must have the write permission.
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Troubleshooting Linux Patching Issues

Bare metal box fails to boot with "reverse hame lookup failed" error.

Verify that the DNS has the entry for the IP address and the host name.

Fetching properties from reference machine throws the error: " Credentials specified
does not have root access™

Verify if the credentials specified for the reference machine has sudo access.

Following Packagel/Package Group are not available in the RPM Repository. Either
update the Package List or select the correct RPM Repository in the Deployment page.

Verify that the RPM packages mentioned in the error message are present in the repository,
and that they are spelled correctly. If not, either copy the packages to the repository or do not
install them.

Troubleshooting Linux Patching Issues

ORACLE

My Staging Server Setup DP fails at "Channels Information Collection" step with the
error message "Could not fetch the subscribed channels properly”. How do I fix this?

This error is seen if there is any network communication error between up2date and ULN.
Check if up2date is configured with correct proxy setting by following https://
linux.oracle.com/uln fag.html - 9. You can verify if the issue is resolved or not by using
the command, up2date -nox -show-channels. If the command lists all the subscribed
channels, the issue is resolved.

My "up2date —-nox —show-channels" command does not list the subscribed channels
properly. How do | fix this?

Go to /etc/sysconfig/rhn/sources files, uncomment up2date default and comment out all
the local RPM Repositories configured.

How can | register to channels of other architectures and releases?

Refer to https://linux.oracle.com/uln_fag.html for this and more such related FAQs.

After visiting some other page, | come back to "Setup Groups" page; | do not see the
links to the jobs submitted. How can | get it back?

Click Show in the details column.

Package Information Job fails with "ERROR: No Package repository was found" or
"Unknown Host" error. How do I fix it?

Package Repository you have selected is not good. Check if metadata files are created by
running yum-arch and createrepo commands. The connectivity of the RPM Repository from
OMS might be a cause as well.

Even after the deployment procedure finished its execution successfully, the
Compliance report still shows my Group as hon-compliant, why?

Compliance Collection is a job that runs once in every 24 hour. You should wait for the next
cycle of the job for the Compliance report to update itself. Alternately, you can go to the Jobs
tab and edit the job to change its schedule.
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Package Information Job fails with "ERROR: No Package repository was found" or
"Unknown Host" error. How do I fix it?

The package repository you have selected is not good. Check if the metadata files are created
by running yum-arch and createrepo commands. The connectivity of the RPM Repository from
OMS might be a cause as well.

I see a Ul error message saying "Package list is too long". How do I fix it?

Deselect some of the selected packages. The Ul error message tells you from which package
to unselect.

Frequently Asked Questions on Linux Provisioning

ORACLE

What is PXE (Pre-boot Execution Environment)?

The Pre-boot Execution Environment (PXE, aka Pre-Execution Environment) is an
environment to bootstrap computers using a network interface card independently of available
data storage devices (like hard disks) or installed operating systems. See: Understanding PXE
Booting and Kickstart Technology for more information.

Can my boot server reside on a subnet other than the one on which the bare metal
boxes will be added?

Yes. But it is a recommended best practice to have boot server in the same subnet on which
the bare metal boxes will be added. If the network is subdivided into multiple virtual networks,
and there is a separate DHCP/PXE boot server in each network, the Assignment must specify
the boot server on the same network as the designated hardware server.

If one wants to use a boot server in a remote subnet then one of the following should be done:

-- Router should be configured to forward DHCP traffic to a DHCP server on a remote subnet.
This traffic is broadcast traffic and routers do not normally forward broadcast traffic unless
configured to do so. A network router can be a hardware-based router, such as those
manufactured by the Cisco Corporation or software-based such as Microsoft's Routing and
Remote Access Services (RRAS). In either case, you need to configure the router to relay
DHCP traffic to designated DHCP servers.

-- If routers cannot be used for DHCP/BOOTP relay, set up a DHCP/BOOTP relay agent on
one machine in each subnet. The DHCP/BOOTP relay agent relays DHCP and BOOTP
message traffic between the DHCP-enabled clients on the local network and a remote DHCP
server located on another physical network by using the IP address of the remote DHCP
server.

Why is Agent rpm staged on the Stage server?

Agent rpm is used for installing the agent on the target machine after booting over the network
using PXE. With operating system provisioning, agent bits are also pushed on the machine
from the staging location specified in the Advanced Properties.

Can | use the Agent rpm for installing Agent on Stage and Boot Server?

This is true only if the operating system of the Stage or Boot Server machine is RedHat Linux
4.0, 3.1 or 3.0 or Oracle Linux 4.0 or later.
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Frequently Asked Questions on Linux Provisioning

Can the yum repository be accessed by any protocol other than HTTP?

Though the rpm repository can be exposed via file:// or ftp:// as well, the recommended method
is to expose it via http://. The latter is faster and more secure.

What is the significance of the Status of a directive? How can one change it?

Look at the following table to know the possible Status values and what they signify.

Table B-1 Status Values

. _______________________________________________________________________________|
Status Description

Incomplete This Status signifies that some step was not completed during the
directive creation, for example uploading the actual script for the
directive, or a user saved the directive while creating it and still some
steps need to be performed to make complete the directive creation.

Ready his signifies that the directive creation was successful and the directive
is now ready to be used along with any component/image.

Active A user can manually change the status of a Ready directive to Active to
signify that it is ready for provisioning. Clicking Activate changes the
Status to Active.

What is a Maturity Level of a directive? How can one change it?

See Table B-2 to know the possible Status values and what they signify:

Table B-2 Maturity Levels

_______________________________________________________________________________|]
Maturity Level Maturity Level Description

Untested This signifies that the directive has not been tested and is the default
maturity level that is assigned to the directive when it is created.

Beta A directive can be manually promoted to Beta using the Promote
button after testing the directive.

Production A directive can be manually promoted to Production using the
Promote button after a user is satisfied that the directive can be used
for actual provisioning on production systems.

Can a same component be used in multiple deployments?

Yes. Components are reusable and a given component can be a part of multiple deployments
at the same time.

Do | need to edit scheduled deployments associated with a component, if the
component is edited?

Yes.

For creating the Linux OS component does the Reference Machine need to have a
management agent running on it?

Yes. Reference Machine has to be one of the managed targets of the Enterprise Manager.
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What is the significance of the Status of a component? How can one change it?

Status of a component is similar to that of a directive. Refer to What is the significance of the
Status of a directive? How can one change it?.

What is a Maturity Level of a component? How can one change it?

Maturity Level of a component is similar to that of a directive. Refer to What is a Maturity Level
of a directive? How can one change it?.
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