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1.2

1.2.1

1.2.2

1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e alias is used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysizeis the size of the public and private key pair generated. A key size of 2048 or more
is recommended. Consult your CA on the key size support for different types of certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be compatible
with the key algorithm. This has to be one of the values specified in the Java Cryptography
API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.

e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.
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The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle WebLogic
Server.

e Key password: Specify a password that will be used to access the private key stored in the
keystore. This password needs to be specified later, when configuring the SSL attributes of
the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access Oracle
FLEXCUBE INVESTOR SERVICING. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making the
request. For example, BPD. Use this field to identify the SSL Certificate you are creating. For
example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the official
records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

e Name of your State or Province: Specify the state/province in which your organization is
physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

keytool -genkeypair -alias cvrhp0729 -keyalg RSA -keysize 2048
-sigalg SHA256withRSA -validity 365 -keystore
D:\keystores\FCISKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>

What is your first and last name?
[Unknown]: cvrhp0729

What is the name of your organizational unit?
[Unknown]: BPD

What is the name of your organization?
[Unknown]: Oracle Financial Services

What is the name of your City or Locality?
[Unknown]: Mumbai

What is the name of your State or Province?
[Unknown]: Maharashtra

What is the two-letter country code for this unit?

[Unknown] : IN
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1.2.3

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes
Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a
password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.
Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server
location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ips0l4dor
Node02

ips0l14dorCell01 --> <ips0l1l4dor> name of the machine and < Cell01>

ips014dorNode02 --> < ips014dorNode > name of the machine and <Node02>
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Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.
1. Log in to the WAP console as the user ‘admin’.

WebSphere. EVIETC)

WebSphere Integrated
Solutions Console

User ID:

Password

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldvide. Other product and service names might be
trademarks of 1BM or other companies. A current list of IBM trademarks is

available on the Web at Copyright and trademark

2. Specify the user ID of the administrator and the password set while installing the software.
Click ‘Log In’. The following screen is displayed:

WeSere. E

View: All tasks

welcame
Guided Activities
Servers
Applications
Services
Resources
[= Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key mznagement
Security zuditing

Bus security

Environment
[# System administration
Users and Groups
Monitaring and Tuning
[# Troubleshaoting

[# Service integration
uDDI

SSL certificate and key management

S5L configurations

The Secure Sockets Layer (S5L) protocol provides secura
communications betreen remote server processes ar
endpoints. SSL security can be used for establishing
communications inbound to and outbound from an endpaint.
To establish secure communications, a3 certificate and an S5L
configuration must be specified for the endpaint.

In previous versions of this product, it was necessary to
manually cenfigure each endpoint for Secure Sockats Layar
(S5L). In this varsion, you can define a single configuration for
the entire application-serving envirenment. This capability
enables you to centrally manage secure communications. In
addition, trust zones can be established in multiple node
environments by overriding the default. cell-level SSL
configuration.

If you have migrated = secured environment to this version
using the migration utilities, the old Secure Sockets Layer [SSL)
configurations are restared for the various endpoints. However,
it is necessary for you to re-configure SSL to take advantage of
the centralized management capability.

Confi ion settings

Manage endpoint security configurations

Manage certificate expiration

Manage FIPS

=

Related Items

S5L configurations

Dynamic outbound
endpoint S5L
cenfigurations

Key stores and
certificstes

Kev sets

Kev set groups
Key managers
Trust managers

Certificate Authority
(CA) client
cenfigurations

Close page 4

Field help
For field help information,
select = field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

m

On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen
displays the details of SSL.
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3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’. The following

screen is displayed:

WehSph_e?rE.' 0

View: All tasks

Welcome
‘Guided Activities
Servers
Applicarions
Services
Resources
[l Security

Global security
Security domains

Administrative Authorization Groups
SSL certificats and kay management
Security zuditing

Bus security

Environment

SSL certificate and k

management > Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystors usages

| SSL keystores

[

Preferences

| Hew... || Delete || Change password... || Exchange signers...

SQIHt‘ Name 2

| Description

‘ Mzanagement Scope O

path

You can administer the following resources:

NodeDefaultiKeyStore

Default key store

(cell):ofss220137Hode01Cell:

${CONFIG_ROOT}/cells

for (node):ofss220137Hode0l | /ofss220137Hode01Cell
[ System administration ofss220137Node01 Jnodes
/ofs5220137Node01
Users and Groups Jkey.p12

Monitoring 2nd Tuning

Troublesheoting

NodeDefaultTrustStore

Default trust store

(cell):ofss220137Node01Cell:

${CONFIG_ROOT}/cells

for (node):ofss220137Node01 | /ofss220137Node01Cell
Service integration ofss220137Node01 /nodes
Jofss220137Node01
ueet Jtrust.p12.
Total 2
« .

| Logout

Close page

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

‘Command Assistance
¥isw sdministrative

scripting eommand for last

action

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

WebSphere. |

View: All tasks

Welcome * Name the general prope
[ Guided Activities this item are appl
saved.
[# Servers Description
Additional Prope

[ Applications
[ Services
Resources
=) Security
Global security
Security domains
Administrative Authorization Groups
S5L certificate and key management

Security zuditing
Bus sacurity

Environment Type

System administration PKCS512 -
ICEKS

Users and Groups [ emsks

Monitaring and Tuning PKCS12

Troubleshaoting
Service integration

upDI

General Properties

Logout

The additional prc

will not be availak

Management scope

‘ (cell):ofss220137Node01Cell: (node) :ofss220137Node01

# Path

# Password

# Confirm passwerd

Cryptographic Token Device (PKC511)

[TT Enable cryptographic operations on hardvare device

4 m

4

m

5. Specify the following details:

Name

Specify the key store name.
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1.4

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01l/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘'SSL certificate and key management'.

WebSphere.

View: Al tasks

welcome
Guided Activities
Servers
) Applications
Services
Resources
=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment
Systm administration
Users and Groups
Monitoring and Tuning
[# Troubleshooting
Service integration

ubpI

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (S5L) protocol provides sscure
‘communications between remote server processes or endpoints.
SSL security can be usad for establishing communications
inbound to and outbound fram an endpoint. To establish secure.
‘communications, a certificate and an SSL configuration must be
specified for the endpoint.

In previous versions of this product, it vas necessary to manually
configure each endpeint for Secure Sockets Layer (S5L). In this
version, you can define a single configuration for the entire

| This capability =nables you te
centrally manage secure communications. In sddition, trust zones
can be established in multiple node environments by overriding
the default, cell-lavel SSL configuration.

1f you have migrated a secured environment to this version using
the migration utilities, the old Secure Scckets Layer (SSL)
configurations ars restorad for the various andpoints. However, it
is necessary for you to re-configure SSL to take advantage of the
centralized management capability.

Configuration settings

Manage endpoint security configurations.
Manage certificste expiration
Manage FIPS

Dynamically update the run time when SSL configuration

Related Items

S5L configurations

Dynamic outbound
endpoint S5L
configurations

Kev stores and
certificstes

Key sets
Kev sst groups
Key managers

Trust managers

Certificate Authority
Cal clisnt
configurations

Help

Field help
For field help information,
selact 5 fiald labal or list
marker vhen the help
cursor is displayed.

Page help
More information about
thiz page

Clos= page

n
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1. Under the section ‘Related items’, click ‘SSL configurations’. The following screen is

displayed:

WebSphere. 1|

View: All tasks

welcome
Guided Activities
Servers
Applications
Services
Resources

= S=curity

Glabal security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment

Systam administration
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

upDI

4 n

S5L certificate and key management

L certi d key >SS

Defines a list of Securs Sockets Layer (S5L) configurations.

Preferences.

Select name 3 | Management sope

| Logout

Clos= pag=

Field help

For field help information,
select a field label or list
marker vhen the help
cursor is displayed.

Page help
More information sbout
this page

You can administer the folloving resources:

View

NodeDefaultSst Settings (cell):ofss220137Node01Cell:

(node):ofss220137Noda01

Total 1

scripting command for last
action

WebSphere. 1|

Welcome
Guided Activities
Servers
Applications
Services
Resources
=l Security

Glabal security

Security demains

Administrative Autharization Groups
SSL certificate and key management
Security suditing

Bus security

Environment
System administration
Users and Groups
Manitoring and Tuning
Troubleshaating
Service integration

uDDI

2. Click ‘New’ button. The following screen is displayed.

SSL certificate and key management

L carti d key > ss1 ions > New...

Dafines a list of Secura Socksts Layar (SSL) configurations.

Genaral Proparties

Help | Logout

Clos= pags

The additional propartied

# Name
Trust store name

‘ HodeDefaultKeyStore ((cell)iofss220137Hode01Calli(node)iofss220137Nod=01) El

Keystore name

‘ NodeDefaultkeyStore [(cell):ofss220137Node01Call: (node) :ofss220137Noden1) £2iGEUiiER slises

Default server certificate alias

dlient certificate alias

t scope
[ (cell):ofs5220137Nade01Cell:(node) 1ofes220137Node01 7]

Eul I

vill not be availsble unti
the general properties f
this item are apelisd or
saved.

Additional Properties

Related Items

Kev stores and
certificates

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.
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4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

1.5 Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.

Clos= pags .

S5L certificate and key management _r

||| view: Al tasks

welcome
i o 5L certificate and key management Field help
For field help information,
Servers select = field lsbel or list
marker vhen the help
Fepi=ETe SSL configurations [ cursor is displayed.
Services
The Securs Sockets Layer (SSL) protocol provides secure S5 confianrations Page help
Resources <communications batwsan ramots servar procassas or sndpoints. S5k cenfigurations More information about
SSL security can be usad for establishing communications Dynamic outbound
(IS inbound to and outbeund from an endpoint. To establish secure endpoint S5L
Global security communications, 2 certificate and an SSL configuration must be. configurations
e specified for the endpaint. ey stores and
Administrative Autharization Groups In previous versions of this product, it was nacessary to manually certificates.
SSL certificate and key management configure sach endpaint for Securs Sockets Layer (S5L). In this Key sots
Security auditing version, you can define 3 single configuration for the entire .
e application-serving environment. This capability enables you to Key z=taroups
cantrally manage sscurs communications. [n addition, trust zonss Kev managers

Environment can be in multiple node by overriding

Trust managers
the default. cell-level SSL configuration. fustmansqets
Certificate Authority
CA] client

configurations

System administration
If you have migrated a secured envirenment to this version using
the migration utilities, the old Secure Sockets Layer (S5L)
Monitoring and Tuning configurations are restored for the various endpoints. However, it
is nacessary for you to re-configurs SSL to take advantage of the
centralized managemant capability.

Users and Groups

Troubleshooting

Servica integration Configuration settings

uDDI

Manage endpoint seeurity

Manage ceificate expiration

Manage FIPS

<[ 1 | r Dynamically update the run tima whan SSL configuration -

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:

Clos= pags

View: All tasks -
welcome
T SSL certificate and key > Manage endpoint security configurations Field help
For field help information,
e Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or salect a field label or list

cluster. marker when the help

Applications cursor is displaysd.
Local Topology
Services

Page help
Resources More information about
2 Security B Inbound this p2as

O ofss220137Node0iCell

Global security
d
Security domains B[ nedss

B [y ofs5220137Node0i deDwfay ltSSLSetting

SSL certificate and key management T
Security auditing Bl ofss220137Nod=01Cell

Bus security Bl [ nodes

@ ofss220137Node0i(NodeDefaultSSLSettings

Enviranment

System administration

Users and Groups
Manitaring and Tuning

[ Troublesheoring

Service integration

uDDT
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2. Click the first link under ‘Inbound tree’. The following screen is displayed:

WebSphere. [0 (0 72

View: All tasks

welcome
Guided Activities
Servers
Applicatiens
Services
Resources
= Security

Global security
Security domains

‘Administrative Autharization Groups
SSL certificats and key management
Security auditing

Bus security

Enviranment
Systam administration
Users and Groups
Manitaring and Tuning
Troublesheoting
Service integration

uDDT

551 certificate and key management > Manage endpoint security confi tions > ofss220137Node01 Field help
For field help
Displays Securs Socksts Layer (SSL) configurations for selacted scopes, such as a call, node, server, or cluster. selact = field
marker vhen
cursor is displ
General Properties Related Items Page help
More informat)
Hame —ar= e
S5L this page
[ofsszz0137n0de=01 | configurstions
Diraction Cunamic
gutbound
[1nBound | =ndooint S5L

configurations

Specific S5L configuration for this endpoint Key stores and

certificates
SSL configuration

NodeDafaultssLsattings |« Update certificate alias list | Manage certificates Key sets

Key set groups

ate alias in key store Key managers

Trust manzgers

Certificate
Authority (CAY

client
configurations

n v

Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.

4. SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

WebSphere. 11

View: All tasks

welcome
Guidad Activities
=) Servers
[l Server Types
webSphere application servers
WebSphere MQ servers
web servers
Applications
Services
Resources
I Security
Global security

Security domains

Administrative Authorization Groups
551 cerificate and key management
Security auditing

Bus security

Envirenment

System administration
Users and Groups
Manitaring and Tuning
Troublesheoting

Service integration

< m

mn

Logout

Cell 22013 Close page

Application servers

Application servers Field help

For field help information,
Uss this page to view = list of the application servers in your environment and tha status of sach of these celact = field label or list
servers. You can also use this page to change the status of = specific application server. arler when the help

Praferences cursor is displaysd.

Page help

More information about
Name 2 | Node 0 ‘ Host Name 3 ‘Versiun o this page
*You can administer the folloving resources: Command Assistance

View sdministrative

servert | ofss220137Node01 ‘ ofss220137.in.oracle.com ‘ Base 8.5.5.0
seripting command for last
Total 1 action
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5. Click the server to which SSL configuration has to be applied. The following screen is

displayed.

Logout

View: Al tasks

welcome

Guided Activities
) Servers
=) Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications

Services

Resources

E security
Glabal security
Security domains
‘Administrative Authorization Groups
SSL certificate and key management
Security suditing
Bus security

Environment
System administration

Users and Groups

Manitoring and Tuning.
Troubleshooting
Service intsgration

upD1

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services.

required to run enterprise applicstions.

Runtime || Configuration

General Properties

Hame

serverl

Hode name
ofss220137Node0t
Run in development mode

Parallel start

Start components as needed

Access to internal server classes.

Server-specific Application Settings

Classloader policy

Class loading mode

[[Classes lo=ded vith parent class loader first

]

Contait

ettings

Session
mansgement

SIP Container
Settings
© web Container
Settings

Web container

web cont:
ransport chain:

Portlet Container
Sattings

@ EJE Container
Settings

Container Services

Business Process

Services
Applications

Installed applications
Server messaging

Messaging engines

enaine

Field help

For field help informatio
select 2 field Iabel or list
marker whan the help
cursor is displayed.

Page help
More information about
this page

el m ] v

<[

Highlight All

Match Case 2 of 2 matches

6. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.

WebSphere.

View: All tasks

welcome
Guided Activities
= Servers
[ Server Types
WebSphere application servers

WebSphers MQ servers
Web servers

Applications

Services

Resources

|=) Security
Global security
Security domains
Administrative Authorizatien Groups
SSL certificate and key management
Security auditing
Bus security

Environment

System administration

Users and Groups

Monitoring and Tuning

fs5220137 No:

Application ser

Application servers > serverl > Web coni

er transport chains

Use this page to view and manage a transport chain, Transport chains represant network protocel stacks

that are operating within & client or ssrver.

Prefarances

Logout

Close page

Field help

For fiald help information,
select a field label or list
marker when the help
curser is displayed.

Selectl Nams &

More about
this page

Enablad Host & Port & SSL Enablad Command Assistance
View i
You can administer the following resources cripting command for last
HttoQueuelnboundDefsult Enabled o 5080 Disabled zction
HttpQueuelnboundDefaultSecure | Enabled * 5443 Enabled
WCInboundAdmin Enabled = 8060 Disabled
WClInboundAdminSecure Enabled = 5043 Enabled
WClInboundpefault Enabled = s080 Disabled
WClInboundDefaultSecure Enabled * 9443 Enabled

Troubleshooting Total 6
(_ — . 3
Match Case 2 of 2 matches x

1-12

ORACLE




7. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WClInboundDefaultSecure’. The following screen is displayed:

WebSphere. Logout

Cell=0fs5220137 Node01Cell, Profile=AppSrv01 Close page .

view: All tasks -
[Application servers B ’7

Welcome
servers > serverl > b i hains > Field help
For field help informatio
Uss this paga to view and manage a transport chain. Transport chains rapresant natwork protocol stacks that coledt = fiold label or lis]
marker vhen the help
curser is displayed.

S Server Types
WebSphere application servers Configuration
Page help

WebSphere MQ servers
Web servers More information about

Guided Activities

Servers
E are opersting vithin a client or server.

Applications General Properties

Services * Name
HetpQueuslnboundDefaultSacura

Resources

B sacurity Enabled
Glabal security

Security domains
Administrative Autherization Groups T€P inbound channel (TCP 4

SSL certificate and key manzgement

Transport Channels

+

Security auditing Host
Bus security Port 9443
Thread poal WebContainer
(Erih? Maximum open connactions 20000
Inactivity timeout 60 saconds

System sdministrstion

Users and Groups

SSL inbound channel (SSL 2)
Monitoring and Tuning
SSL configuration (Centrally managed)

Troubleshooting

Service integration HTTE inbound channel (HTTE 4]

uDbDI
Use persistent keep alive connactions Enabled

Maximum persistent requests per connaction 100

Read timeout 60 saconds.
Write timeout 60 seconds.
Persistent timeout 30 seconds.

HTTP gueue inbound channel (HTTPOQ 2]

Web container inbound channel (WCC &)

I

4 1 ] |4

8. Click ‘'SSL Inbound channel (SSL 2).

WebSphere. | Logout

Closs page 4

fs=220137 Ne PPSMOL

View: All tasks -
B Cre—

[Application servers

Welcome
- Field help
Gu Actis
i crivities = Massages For field help infarmatio!
lect a field label or lis!
Bl Servars [} Transport Channel SSL_2 is shared between two or more transport chains. :Erk;w‘;n ;:h:( =
[ Tee—— Changss to SSL_2 will affact multiple network protacal stacks. caar 1 diamlayed,
WebSphere application servers
webSphere MQ servers . N . N Page help
Web servers L servers > serverl > -ontainer transport chains > HttpQs > SSL More information about
inbound channel (SSL_2) this oage
Applications Use this page to view and configure 3 channel for handling the encryption and decryption of dats over
pag s o vt et Command Assistance

inbound connections.
Sarvices

Resources Cenfiguration

=) Security
Global security
Security domains General Properties Additional
Administrative Authorization Groups -
S5L cartificata and kay managemant

m

T it ch |
# Transport channel name Custom propertiss

Security auditing sz
Bus security Discrimination veight
Enviranment [t ] Related Items
System administration SSL Configuration 5SL configuration - cell level

Users and Groups

) Cantrally managed

Monitoring and Tuning
View centrally managed 5L tree

Troubleshooting

9 specific to this endpoint

Service integration
Select S5L Configuration

upDt NodeDefsultSSLSettings ﬂ ]

n

4 [ G
9. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the
changes.
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1.6

1.7

1.7.1

Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

Certificate Exchange for Two Ways SSL

Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.

Wenh ere, [0

View: All tasks

Welcome
Guided Activities
[ Servers
[ Server Types
WebSphere application servers
WebSphere MQ servers
web servers
Applications
Services
Resources
(=] Security

Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Envirenment

[# System administration
Users and Groups
Monitering and Tuning
[#] Troubleshooting

[ Service integration

uDDI

SSL certificate and key

Nod=01Cell, Prafile=AppSrvi1

SSL certificate and key management

> Key stores and certificates > NodeDefaull

Manages perscnal certificates.

Preferences

Store > Personal certificates

Close page

| Delata || Raceive from a cartificate autharity... || Replaca... || Extract.. | Import... | Export.. | Revoke... | Renaw |

5e\e:t| | Alias

Issued To |Issued By ‘Sen'a\ Number | Expiration
You can administer the following resources:
0 default Ch=ofss220137.in.oracle.com, | CN=ofss220137.in.oracle.com, | 3446736555526576 | Valid from
OU=ofss220137Node01Cell, | OU=Root Certificate, Jun 22,
OU=ofss220137Node01, OU=ofss220137Node01Cell, 2015 to Jun
0=IBM, C=US OU=0fss220137Node01, 21, 2016,
O=1BM, C=US
Cl=ofss220137.in.oracle.com, |Cl=ofss220137.in.oracle.com, | 3446736182480725 | Valid from
OU=Root Certificate, OU=Root Certificate, Jun 22,
OU=ofss220137Node01Cell, | OU=ofss220137Node01cCell, 2015 to Jun
OU=ofss220137Node01, OU=ofss220137Node01, 18, 2030.
0=IBM, C=US O=1BM, C=US

Total 2

< m

| ]

1

3

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.7.2

2. Select the installed certificate and click ‘Extract’ button.

Wehs_ﬁ\ere.

View: All tasks

Welcome
(4 Guided Activities
[5) Servars
(=] Server Types
‘WebSphere application zervers
WebSphers MQ servars
Web servers
# Applications
[# Services
Resources
=) Security
Global szcurity
Security domains
Administrative Authorization Groups
S5L certificate 2nd key management
Security auditing
Bus security
Environment
[+ System administration
Users and Groups
Monitoring and Tuning
[# Troubleshosting
[¥ Service intagration

uDDI
4 m ]

m

Il, Profile=AppSrv0 1

ficate and key managsment

SSL certificate and key management > Key stores and certificates > NodeDef

> Extract certificate

Extracts a certificate from the key store to be added to ancther key store.

General Properties

Field help

> Personal certificates

For fizld help inform
select a field label o

marker vhen the he
cursor is displayed.

Certificate alias to extract

Page help

[defaute

More information sb

# Certificate file name

this psge

[pi\keystores\mykeysare.cer

Data type

[ec——r

<

n ] 3

3. Specify the location to save the certificate. This will be used to add in the other server.

Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.

Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.
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1.7.3

Importing Certificate into Keystore for Serverl

@ Note: The trust certificates also needs to be added in the cacerts of the Java Runtime

Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).

View: All tasks

Welcome
Guidad Activities
(=) Servers
= Server Types
‘WehSphere application servers
‘WehSphare MQ servers
Weh servers
Applicstions
Services
Resources
=) Security

Global security
Security domains
P .

1

fs5220137

IL certificate and key management

SSL certifi and key > Key stores and certificates > NodeD

General Properties

Defines keystore types, including cryptography, RACF(R). CMS, Java(TM), and all truststore types.

Help | Logout

Close page

al Properties

Name

[HodeDefaultkeyStore

Description

Personal

certificates.

[pefault key store for ofss220137NHode01

Bersonal

m

Management scope

‘(:e\l):ansZZU13?NodeUlCeII:{ncde):oFssZZUlB?cheUl

certificate
requests.
Custom
properties

Path
hori Groups
P s - [s£conFIG_ROOT}/calls/ ofss220137Hoda01Call/ nodes/ofss220137Hode01/key.p12
Security zuditing # Password
Bus security |
Environment Type
Systam administration | PRCS12 |z|
Users and Groups .
Read only
Monitoring and Tuning
Troubleshoating Initialize at startup
Service integration ] Enable cryptographic operations on hardvare device
uppt k%7
] n r il [ m

[ BN

WebSphere, [

View: All tasks

welcome
Guided Activities
) Servers
[ Server Types
webSphere application servers
WebSphere MQ servers
web servers
[ Applications
[# Services
Resources
=) Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security
Environment
[# System administration
Users and Groups
Manitering and Tuning
# Troubleshooting
[# Servics integration

uppI
< m r

n

. Click ‘Signer Certificates’. The following screen is displayed:

SSL certificate and key
certificates

Manages signer certificates in key stores.

Praferences

> Key stores and certificates > NodeDefaultKeyStore > Signer

Logeut

Clase pag

Field help
For field help information,
select a field Isbel or list
marker when the help
cursor is displayad.

| Delete || Extract | Retriave from port |

Page help

More information sbout
this page

Se\it‘ Alias & | Issued to

|Fingerprint (SHA Digest) {; | Expiration {

Command Assistance

None

View administrative
seripting command for last

Total 0

action

2. Click ‘Add’ button to add the certificate of the other server.
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The following screen is displayed:

WebSphere.

7Node01Cell, Profile=AppSrv0 1 Close page

View: All tasks

SSL certificat= and key managsment

welcome
Field help

For field help information.,
) - select = field label or list
Adds 3 signer certificate to a key store. mmarker whan the help
cursor is displayed.

SSL certificate and key > Key stores and certificates > NodeDefaultKeyStore > Signer certificates >
Add signer certificate

‘Guided Activities
[= Servars

Se 4L
B Server Types General Properties

WebSphere application servers

WebSphere MQ servers * Alizs Page help
Web servers [ELcM_keystars More information about
this oage

# File name

Applications
[or\keysares\mykeysare.cer

Services
Resources Dats type

Base64-encaded ASCII data | =]
(=) Security L

S

Security domains
Administrative Authorization Groups
SSL certificate and key management
Security zuditing

Bus security

Environment

[# System administration
Users and Groups
Monitoring and Tuning

[#] Troubleshooting

Service intzgration

upDI 2
] m r < I |

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.

Eg: \<localfolder>\<serverl.cer>

1.7.4 Importing Certificate into Keystore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.
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1.7.5

Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

WebSphere.,

View: All tasks

Welcome
‘Guided Activities
[5) Servars
[ Server Types
WebSphere application servers

WebSphere MQ servers
Web servers

Applications

Services

Resources

= Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security zuditing
Bus security

Enviranment

‘System administration

Users and Groups
Monitoring and Tuning

Troubleshssting

Service integration

ubbl
« i "

m

AppSrv01

d key

> Key stores and certificates

Defines keystore bypes, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

Keystore usages

SSL keystores ﬂ

Preferences

Logout

Help |

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

| New.. | Delete || Change password... || Exchange signers...

Command Assistance

Vigw sdministrative

seripting command for |ast

Se\m‘ Name 2 ‘ Description 2 ‘Management Scope I

Path

action

“You can administer the following resources:

(cell):ofss220137Hode01Csll:
(node):ofss220137Node01

Dafault key store for
ofs5220137Node0l

NodeDefaultKeyStore

${CONFIG_ROOT}/calls

/ofs5220137Nede01Cell

Snodes
/ofss220137Node01
key.p12

(cell):ofss220137Hode01Call:
(node):ofss220137Node01

Default trust store for
ofss220137Node01

NodeDefaultTrustStore

${CONFIG_ROOT}/cells

/ofs5220137Nede01Cell

/nodes
fofss220137Hode01
Jtrust.p12

Total 2

The following screen is displayed.

WebSphere.,

View: All tasks

Welcome

Guided Activities

[ Servers
[ Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications

Services

Resources
= Security

Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security zuditing

Bus security

Environment

System administration
Users and Groups
Monitaring and Tuning

Troubleshoating

Service integration

uDDI

Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

General Properties

Help | Logout

R |
Ni
-
[NodeDefaultkeyStare
Pearsonal
Description certificates.
Perzonal

[Default key store for ofss220137NHode0L

Management scope

\
Path

ode):ofss220137Node0 1

cell):ofss220137Node01Cel

Custom
properties.

‘${CDNFIG_RDDT}I(E\ Is/ofss220137Node01Cell/nodes/ofss220137Node01/key.p12

# Password

Type
| PKCS12

Read only

Initialize at startup

[ Enable cryptographic operations on hardvare device

1. Click ‘Signer Certificates’.
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The following screen is displayed.

WellSnl;eure. I

View: All tasks

Welcome
) Guided Activities
[l Servers
[ Server Types
WebSphere application servers
WehSphers MQ servers
Weh servers
[+ Applications
[ Services
4 Resources
|=| Security

Global security

Security demains

Administrative Autharization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Environment

|4/ System administration
[#l Users and Groups

[ Monitoring znd Tuning
[# Troubleshooting

[ Service integration

[+ UDDI
4 . r

SSL certificate and

y management

551 certificate and key

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

> Key stores and certificates > NodeDefaultKeyStore > Signer

certificates

Manages signer certificates in key stores.

[# Preferences

| Add || Delete || Extract || Retrieve from port |

.':'vele\:t‘ Alias &

| Issued to :

‘F\'ngerpn‘nt (SHA Digest) &  Expiration -

None

Help | Logout

Close page

Field help
For fiald halp information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

‘Command Assistance
View administrative
seripting command for last

Total 0

action

2. Click ‘Add’ button to add the extracted certificate of the second server. The following screen

is displayed.

Wehsuh‘e@e‘.

View: All tasks

Welcome
[# Guided Activities
(=) Servers
[ Server Types
‘WehSphere application servers
‘WehSphare MQ servers
Weh servers
# Applications
[# Services
[# Resources
=) Security

Global s=curity
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security zuditing

Bus security

[# Environment

4/ System zdministration
[# Users and Groups

[+ Monitaring and Tuning
[# Troubleshooting

[+ Service integration

M unnT

fs5220137N;

SSL certificate and key management

SSL certil and key

> Key stores and certificates > NodeD

> Signer certificates >

Add signer certificate

Adds = signer certificate to a key store,

General Properties

Help | Logout

# Alias

[Eem

# File name

[pr\Kkeysores\mykeysore.cer

Dats type

Bases4-encoded ASCII dats

Close page

Field help
For field halp information,
selact = field label or list
marksr when the help
cursor is displayed.

Page help
More information about
this osge

javascript:clearFilter('com ibm.ws.console.security.SignerCertsCollectionForm')

[

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1-19

ORACLE



1.7.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.

1.8 Manaqging Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.

WehSphere.
Close page
View: All tasks -
T ——y w— e |
welcome b
- Fiel elp
ST R SSL certificate and key management _ _
For fisld help information,
Servers selact a field label or list
| marker whan ths halp
[+ Applications . .
S5L configurations Related Tteme cursor is displayed.
Services
The Secure Socksts Layer (S5L) protocol provides secure oL confiaurations Page help
=L configurations
Resources communications between remote server processes or endpoints. S5L More information about
Sacuri security can be used for establishing communications inbeund to and Dynsmic eutbound this page
B Security outbound fram an endpoint. To establish secure communications, a =ndooint S5L
Eel ez certificate and an SSL configuration must be specified for the endpoint. configurations
Security domains In previous versions of this product, it was necessary te manually Key stores and
Administrative Authorization Groups configure each endpeint for Secure Sockets Layer (SSL). In this certificates E
S5L certificate and key management wversion, you can define a single configuration for the entire Key sets
B ectifng application-serving enviranment. This capability enablas you to
Bus security centrally manage secure communications. In sddition, trust zones can ey set arsupe
be established in multipls nods envirenmants by overriding the Key mansgers
Enviranment default, csll-laval SSL configuration.
Trust mansgers
System administration 1 yﬂuthavatr;?ti.gratf: a T:csurad ansvimaneLnt to t(hSizL\;Ersic;n us\:g the Certificate Author
migrstion utilitis, the old Sscure Sockets Layer configurations Certificate Autherlty
Users and Groups S v N 9 [Ca) client
are restored for the various endpoints. However, it is necessary for you pr——
conhgurations
e to re-configure SSL to take advantage of the centralized managemant
capability.
Troubleshsating
Configuration settings
Service integration
Manage endpoint security configurations
ubbT
Mansge certificate expiration '
Manage FIPS
Dynamically update the run time when SSL configuration changes
occur
« I D o

1. Expand ‘Security > SSL certificate and key management’
configurations’.

and click ‘Manage endpoint security

WebSphere.

Close page
View: Al tasks

welcome

SSL certificate and key > ge end i Field help

Guided Activities For fiald help information,

select a field label or list
marker when the help
cursor is displayed.

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or cluster.

Local Topology

4] Servers

Applications

‘Services Page help
Resources E Inbound More information about
) Security El ofss220137Hode01Cell this page
Global security B[ nodes
Security damains [¢/lof==220137Nod=01(Nod=D=fzultSSLS=ttings)|
B Qutbound

Administrative Authorization Groups

5L certificate and key Bl ofss220i37HodadiCell
Security auditing E {2 nodes
Bus security @ of=s220137Node01 tings)

Envirenment
[+] System administration
Users znd Groups
Monitering and Tuning
[+ Troubleshooting
Service intagration

upDL

ORACLE
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2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.
The following screen is displayed.

WebSphere. 1010

View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
[ Security

Globzl security
Security domains

Administrative Authorization Groups
S5L certificats and key management
Security auditing

Bus security

nvironment

5ystem administratien

sers and Groups

onitaring and Tuning
Troubleshooting

Service integration

management

551 certificate and key > Manage endpoint security

Displays Secure Sackets Layer (S5L) configurations for selected scopes, such as = cell, node, server, or duster,

General Properties

> ofs5220137Node01 Field help
For field help inforr
select a field label
marker when the h
cursor is displayed.

Name

‘UFEEzZUlB?NDdEUl ‘

Direction

[1nbound |

Specific S5L configuration for this endpoint
S5L

Related Items Page help
More information 3
5L this page
configurations
Dynamic
outbound

Nodenatoultss setings |+ | _Update certficate alias list | Mansge certficates

Certificate alias in key store

Help | Logout

Close page

endpoint S5L
confiqurations

Key stores snd
certificates

Key sets

Key set groups
Key managers
Trust managers

Certificate
Autharity (CA]
client
configurations

4 m I

il in

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.

You can view the settings under ‘Inbound’.

WebSphere. 11

View: Al tasks.

Welcome

Guided Activities

Servers
pplicstions
Services
Resources
= Security

Global szcurity
Security domains
Administrative Authorization Groups

551 i d key

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or duster.

Local Topology

| Logout

Close page

Field help

For fiald help information,
select a field label or list
marker when the help
cursor is displayed.

SSL certificate and key
Security auditing
Bus security

Environmant

ystem administration
sers and Groups
onitoring and Tuning
roubleshooting

Service integration

DDI

B Inbound
B ofsz220137NodeDiCell
B[ nodes
§ ofsszz0137N0de01l tings)
Bl Qutbound
B ofss220137Node01Cell
B2 nodes

[i/Jofs5220137Node01 (NodeDefaultSs!

Page help
More information sbout
this page

5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.
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1.9 Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER

CONFIG}.

WebSphere. |

| View: Al tasks

Welcome
‘Guided Activities
Servers
Applications
Services
Resources
[ Security

Globsl security
Security domains

Administrative Authorization Groups
SSL certificate and key manzgement
Security auditing

Bus security

Environment

System administration
Users and Groups
Monitering and Tuning
Troubleshooting
Service integration

upbDI

Cell=0fss220137 Nede01Cell, Profile=AppSrv01

5L certificate and key management

SSL certil d key > S5L tions >

Defines a list of Securs Sockets Layer (S5L) configurations.

General Properties

| Logout

Close page

# Name

[NodeDefaultssLsettings

Trust store name

Additional Properties

Quslity of
protaction (QoP
settings

| NodeDefaultTrustStors ((cll):ofss220137Node01Call: (nods) iofss220137Nada01) E|

Trust and key
manzgers

Keystore name

Custom

| NodeDefaultkeyStore ({cell):0fss220137Node01Cell: (node):ofss220137Node01)

properties

I Get certificate aliases

Default server certificate alias

Default dient certificate alias

Management scope

‘(:el\):ansZZU13?NodeU1Ce\|:(node):aF55220LBTNDdeUl

Related Items

Key stores and
certificates

4 [ ]

| I

2. Onthe right side,

displayed.

WebSphere.

click ‘Quiality of protection (QoP) settings’. The following screen is

View: All tasks

Welcame
‘Guided Activities
Servers
Applications
Services
Resourcas
=l Security

Global s=curity
Security domains

Administrative Authorizatien Groups
SSL certificate and key management
Security auditing

Bus security

Environment
System administration
Users and Groups
Manitaring and Tuning
Troubleshooting
‘Service integration

ubDI

ate and key management

S5L certil d key > SSL ions >

Settings > Quality of

(QoP) settings
Specifies the security level, dphers, and mutual authentication ssttings.

General Praperties

Field help
For field help information,
selact = fiald labsl or list
marker when the help

Client authentication

Provider

Predefined 1SSE providar

Select provider

Custom 1SSE provider

Cipher suite settings

uite groups

B Update selected ciphers

Cipher suites

Selacted ciphars

cursor is displayed.

Page help
More information about
this page

Command Assistance
View administrative

swripting command for last

action

m

- Add >>
SSL_RSA_WITH_AES_128_CBC_SHA

- 55L_DHE_RSA_WITH_AES_128_CBC_SHA

S5L_RSA_WITH_AES_126_CBC_SHA256

S5L_DHE_RSA_WITH_AES_128_CBC_SHA236
S5L_DHE_DSS_WITH_AES_128_CBC_SHAZS6

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
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4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making
the changes.

1.10 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS'.

SSL port information is available in the following screens.

— 1 Parallel sta

View: All tasks

welcome
Guided Activities
-] Servers
[ Server Types
WebSphere application servers
WebSphere MQ servers
Web servers
Applications
Services
Resources

Security

Environment.

System administration
Users and Groups
Monitoring and Tuning
Troubleshooting
Servics integration

[+ UDDI

[7] start components as needed
Access to internal server classes
[Rer T
Server-specific Application Settings
Classloader policy

[t ]

Class loading mede

[ lasses loaded ith parent dass loader first

Poply | [ OK ][ Reset || Cancel

EJB Container
Settings

Container Servicss
ness Process

Sen

Applications
Installed applications
Server messaging

Messaging engines

Messaging enaine
inbound transports

WebSphere MQ link
inbound transports

SIE service
Server Infrastructure

Java and Process
Management
Administration

Java SDKs

Communications

2] o}
Messaging
Communications

Enabled Applications
[CEA)

Performance
Performance

Menitoring
(PMI)

Field help

For field help information,
select a field label or list

marker vhen the help
cursor is displayed.

Page help
More information about
this page

m
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Click ‘Ports’. The details are displayed as follows.

‘WebSphere.

Help | Logout
Views Al tasks - Communications
o welcame EY o
# Guided Activities S — par | [Details
5 Servars BOOTSTRAP_ADDRESS 2809
& Sarver Types SOAP_CONNECTOR_ADDRESS 8380
¥ webSphere application servers RS LISTENER ADDRESS 3100
¥ webSphere MQ servers - =
B Web servers SAS_SSL_SERVERAUTH_LISTENER_ADDRESS | 9401
e CS1v2_SSL_SERVERAUTH_LISTENER_ADDRESS | 3403
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS | 9402
[# Services
P WC_adminhost 2060
WC_defaulthost 3080 7l
 Security LEees
. DCS_UNICAST_ADDRESS 9353
# Environment = =
— WC_adminhost_secure 9043
# System administration
WC_defaulthost_sacure 9443
# Users and Groups
SIP_DEFAULTHOST s060
# Menitoring and Tuning
SIP_DEFAULTHOST_SECURE s061
 Troubleshooting
SIE_ENDPOINT_ADDRESS 7276
# Service integration
SIE_ENDPOINT_SECURE_ADDRESS 7286
# ubpI
SIB_MQ_ENDPOINT_ADDRESS ssse
SIB_MQ_ENDPOINT_SECURE_ADDRESS 5578 L4
1PC_CONNECTOR_ADDRESS. 9633
OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004
@ Messaging
"o Ensbled (CEA)
Performance
[ omry 2
« m ] vl T J v
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2. Creating Resources on Websphere

2.1 Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

2.2 Creating Queues on Websphere MO Server

The process of creation of queues on Websphere is explained under the following headings.

2.2.1 Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

4 IBM WebSphere MQ Explorer,

EEX
Fle Window Help

‘25 M Explorer - Navigator &7 = &5 ¥ = O B Mo Explorer - Content £7
e 10

& Que
(= Queus Manager Clusters

(= M5 Administered Objects

(= Service Definttion Repositories

WebSphere. MQ

Welcome to MQ Explorer

In M6 Explarer you can administer local and remote queue managers and their
resources, such as queues, channels, and listeners.

Help on MO Explorer

Help on MG Explorer icons

MO Explorer Preferences.

Queue manager icons

The following icons are used in the Navigator view to indicate queue manager status:

Local queue manager; running and connected to MQ Explrer
B/ Local queus manager; rnning but disconnected from MQ Explorer
£ Local queue manager; stopped and discomected from MQ Explorer
Remote queus manager; connected ko MQ Explorer

Remote queue manager; disconnected from MQ Explorer

@) Local queue manager; running s standby and disconnected from MQ Explorer
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2. Onthe left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as

shown below:
1 Explorer - Content 52

File Windor Help
& v =8

5.11Q Explorer - Mavigator
= € 18M Websphere MG
= "

ShowHide Queve Managers..

(= Quete Manags
= M5 Administer Add Remate Queus Manader.
= Service Definiti|

Queue Managers

‘ Filter: Standard for Queue Managers

emanag...

Command level | Queue manager status | Platform | Queue-sharing group name | Dead-letter queue  Description  Default bind type

] I

‘ Scheme: Standard for Quaus Managers

[ Last updated: 16:47:03

Select  queus manager ko shaw its cannection detail here:
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The following screen is displayed:

r — |
4k Create Queue Manager, |-_I®

Queue Manager

Enter basic values

Queue manager name: | QM_DDHPOSZ20 |
[w]ake this the default queue manager:

Default transmission queLe; | |

Dead-letter queue: | |

Mar handle limit: | 256 —

Trigger interval: | 993939399 ~

Max uncommitked messages: | 10000 =

7 = Back. [ Next = ] [ Finish ] [ Cancel ]

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

ORACLE



4. Click ‘Next’. The following screen is displayed:

4F Create Queue Manager

Queue Manager

Enter data and log values

CIUeLe manager name: | OM_DDHPOSZ20

%) Use circular logging
) Use linear logging

Log file size: (x4KB) | 4096

Log primar Files: | 3

Log secondary files: | Z

Data and Log paths

Diata path: | | Browse, ..

Log path: | | Browse, ..,

< Back ][ Mext > H Einish H Cancel

5. Click ‘Next'.
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The following screen is displayed:

-
4P Create Queue Manager,

Queue Manager

Erter configuration aptions

Queue manager name: | OM_DDHPOSZ0

Stark queue manager after it has been created
Mulki-inskance Queue Manager:
[ ]Permit a standby instance

Select bype of queue manager startup

@ Aukornatic
() Service (manual)

) Interactive {manual)

Configures the queus manager ko skart automatically when the machine starts up.

reate server-connection channel to allow remote administration of the queue
manager over TCPYTP
[ ]create server-connection channel

Mest = [ Finish ] [ Cancel

6. Click ‘Next'.
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The following screen is displayed:

-
4P Create Queue Manager,

Queue Manager

Enter liskener apkions

Queue manager name: | OM_DDHPOSZ0

The gqueue manager needs a liskener to monitor For incoming network connections,
Faor some netwark prokocals,

Create listener configured For TCP/IP

The listener needs ta lisken on a port number nok used by any other quewe
manager, service or application on this computer

Listen on pork number: | 1414

Mest = [ Finish ] [ Cancel
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7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’. The following screen is

displayed:

4 Create Queue Manager, |:| El[z|

Queue Manager

Enter explorer options

Quele manager nanme; | OM_DDHPOSZ0

Autoreconneck

Automatic Refresh

fukomatically refresh information shown For this queus manager

Interval (seconds): | 15 — | [ Apply Default

Einish ] [ Cancel
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8. Click ‘Finish’. The following screen is displayed:

* Command: crtmgm -sa -q QM_DDHPOS20

wiebSphere MO queus manager created,

| e

Directory 'D:\Program Files\IBMWebSphere MQlgmars\QM_DOHPOSZ0' creat
The Queue Manager ended for reason 545284625 "
exibwvalue = 268455953

Ele Window Help

‘2. MG Explorer - Navigator 0

@ - =0

1) Explorer - Content: &1

9. Close the message. The following screen is displayed:

4 IBM WebSphere MQ Fxplorer |

@ - =0

= € 1BM WebSphere MO
]

(= Queue Manager Clusters

Queue Managers

‘ Filker: Standard for Queue Managers

(> M5 Administered Objects # Queue manager name
{= service Definition Repositories &) QM _DDHPOS20 701 Stopped
<

Command level  Queue manager status | Platform  Queue-sharing group name | Dead-letter queus | Description | DeFault bind by

Windows

Shared

2

Scheme: Standard For Queue Managers

[ Last updated: 16:50:26

Select a queUe manager to show its connection detals here:
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10. Right click ‘Queue Manager’ and select ‘Start’. The following screen is displayed:

4 (BM WebSphere MQ Explorer

File Window Help

5. MQ Explorer - Navigator 52

©~ =0

MQ Explorer - Content 52

= € 18M WebSphere MQ
= £ Queue Managers
LUl M _DDHROS2
(= Queue Manager €
(= M5 administered
(& Service Definition | Delete.

Tests 3
Connection Details ¥

Froperties...

Queue Manager QM_DDHP0520

Connection QuickVisy:

Connection status

Disconnected

Connection type Lacal
Connection name
Channel name
Channel definition table
Refresh inkerval 15
Autoreconneck Yes
Last updated: 16:50:53

Status Quickyiew:
Queue manager status Stopped
Command server status Stopped

11. Right click ‘Queue Manager QM_DDHP

displayed:

F

Start Queue Manager - "OM_DDHPOS520™

®s :
ID Start as service
ID Start inkeractive

Choose Start Method:

[C]Permit a standby instance

Multi-instance Queue Manager:

CEx
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12. Click ‘OK’. The following screen is displayed:

4k IBM WebSphere MQ Explorer,

File Window Help

5. MQ Exxplorer - Navigator ©2 & o = g9 T T OB meEsplorer - Content 52 # g~ =0
= & 16M webSphere MO
5 & Quous Maregers Queue Manager QM_DDHP0520
B

Connection Quickiew:
(= Queue Manager Clusters

(5 s Aciministered chierss Connection stetus Connected
Connection type Local
++(E= service Definition Repositories Connection name
Channel name
Channel defiition table:
Refresh interval 15
Autereconnect ves
| Last updated: 17:16:07
Status GuickView
Queue manager status Running
Command server status Running
Channel inikiator status Stopped
Connection count
Standby

Not permitted

| Last updated: 17:16:07

Froperties Quickiiew:

QUELS tanagsr name: QM_DDHPOSZ0
Description

Platform whindows
Command lsvel 701

Default transmission queus

Startup Automatic

Last updated: 17:16:07
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2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.

4 IBM WebSphere MQ Explorer
File MWindow Help

5. MQ Explorer - Navigator £ = 69 7 = 0| B voexplorer - Content 5

= €3 BM WebSphere MQ
5@ ueus Manzgers Queue Manager QM_DDHP0520

Connection Quick¥iew:

(= M5 Administered Chiects Connection status Connected

= saroce Dl Repestores Corneiontype tocd
hannel name

hannel definition table

Refresh interval 15
Autoreconnect Ves

Last updated: 17:16:07

Status Quickview:

Quells manager status Running
Command server status Running
Channel initiator status Stopped
Cornection count 4

Standhy Mot permitted

[ Last updated: 17:16:07

Properties Quickiisw:

QUels manager name QM_DDHPOS20
Description

Platform Windows
Cortmand lsvel 701

Default transmission queue

Startup Autoratic

Last updated: 17:16:07

2. On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.
File ‘window Help

U5 MG Explorer - Navigatar £3 6943 V=0 MG Explorer - Content £3

= £33 16M WebSphere MG
= Queue Managers
=Bl om_poHPosz0
=

Queues

| Filter: Standard for Queues

(= Topics UEUE NAME: Queus type  Openinput count  Open oukput count Current queue depth Max queue depth  Pul
(= subscrig . Alias Queue...
(= Advance Model Queue. ..
»

[ Queus Manager, 155t

(&= IMS Administere Chject Authorities  »
S bi——

(£ Service Definition Repositaries

Remake Queue Definition. ..
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The following screen is displayed:

Queue Name should be ALL CAPS, else issue will occur at listener level in WAS.

@
4P New Local Queue

Create a Local Queue

Enter the details of the object wou wish to create

Mame:
NOTIFY _QUELE

Select an existing object from which to copy the attributes for the new object.

| S¥STEM.DEFAULT LOCAL.QUELE | [setect... |

when this wizard completes, another wizard can be started automatically ko create a matching object.
[ 5tart wizard o create a matching IMS Queue

@ cpak [ mext» | [ Erish || cencel |

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

4P New Local Queue

Change properties

“hange the properties of the new Local Queus

e General

Extended

Cluster fuele name: [ oTIFY_quEsE |

Triggeting : =

Everts Queue bype: | Lacal |

Storage

Statistics Description: | woTIFY_queLe |
Put messages: | Allowed v |
Get messages: | Allowed v |
Default priarity: | 1] —

Default persistence:

Scope: |Queue manager “ |
Usage: | Normal v |
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2.3

23.1

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.

Select ‘Queues’ on the left pane.

& [BM WebSphere MQ Explorer [B[ELES
e Window Help
52 1 Explorer - Navigator & 9 ¥ = O | H) Mg Explorer - Content 51 # w gh T =0
= 3 1BM Websphere M3 Queues
== Queue Managers
50 qu_porposan NEW ‘Fﬂtar: Standard For Queues N ‘
=5l qu_DoHpos2n
(= Queues 4 Queue name Queuetype | Open input cont | Open output count | Current queue depth | Max queue d
(& Topics [=NOTIE? QUELE Local

(= subscriptions
(= advanced
(= Queue Manager Clusters
(> M5 Administered Objects
(&= service Definkion Repostories

<

‘ scheme: Standard for Queues - Distributed

[ Last updated: 18:38:00

5. You can find the new queue name in the list.

Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

Creating Queue Manager

Change the directory to ‘<Websphere_ MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2 Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue managetr.

2.3.3 Starting MQ Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

2.3.4 Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

2.3.5 Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME'’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

2.3.6 Ending MOSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the JMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_MQ_HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME'’ is the
MQ server software installation path.

In this folder, you will find the file ‘JIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/INDI

Example
PROVIDER_URL=file: /var/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA_INSTALL_PATH=/opt/mgm/java

export MQ_JAVA_DATA_PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mq.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch JMSAdmin

STOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JIMSAdmin.config’ file. Move
to the directory ‘<Websphere_MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the

figure.

Z710.180.196.51 - PuTTY

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:
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define gcf (<gcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_qcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.

@

2110.180.196.51 - PuTTY

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues

require connection to Oracle FLEXCUBE application. Please refer the document “Resource To be
Created” for queue names list.
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You need to create JMS queues for the queues mentioned in the document “Resource To be
Created”.

# Queue name Queue bype  Openinput count . Open outpok count . Current queue depth

[=IDEFFERED_DEST_QUELEE ol o oo

= EL_MOTIFY_DLG) Local i 0 0
&= EL_MOTIFY_REQ G Local 0 0 0
&=l EL_MOTIFY_RES_G Local i 0 0
|l ELMDE_DLG Local 0 0 0
= ELMDE_REC ¢ Local i 0 0
|1l ELMDE_RES_G Local 0 0 0
| EMS_E=TGQUEUE Local i 0 0
& EMS_INQUELE Local 2 0 0
= EM5_OUTGQUELE Local 1 0 0
|l MDE_QUELE Local 0 0 0
| MDE_QUELE_DLE Local i 0 0
& MDE_QUELE_RESPONSE Local 0 0 0
=l MOTIFY_DEST _QUELE Local i 0 0
|l MOTIFY _QUELE Local 1 0 0
&= MOTIFY _QUELE_DLG Local i 0 0
&= RTGES_INGUELE Local 1 0 0
| SFMS_INGUELE Local 1 0 0

2.3.9 MO Channel Authentication

2.4

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:

Install IBM MQ client in a client terminal.
Open the client MQ explorer.

Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.

1

2

3

4. Click ‘Add’ in the Show/Hide Queue Managers window.

5. Specify the name of Queue Manager which is created in the MQ server. Click ‘Next'.
6

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

4 18M WebSphere MQ = B

E

Fle Window Help
%5 Websphere MG Explorer - Navigator 2@‘ # | |69 » =0
=& 1B WebSphere MQ
(= Queue Managers uEv=
FC_QMGR on 10,180, 1%6.51(1 415 [ Fiter: standard For queves [=]
(= quewes
B Advanced 4 Queus name [ queus type [ efinition type | Open input count | open output count [ Current queus depth [ e queue depth | Put messages
(&> Channels e EMSIN_QUEUE Local Predefined 1 i i 5000 Alowed
(= dlient Connections I EMSOUT_GUELE Lacal Predefined 1 0 12 s000 Allawed
(& Listeners |l EMSOUT_QUELE_DLQ Local Predefined 0 0 0 so00 Alowed
g e i JFcamer Locel Predefined 0 0 0 E Aloped
- Process Definitions
I MDE_GLEUE Local Predefined L 0 0 999999999 Alowed
< Namelict
g ot st Information I MDE_GLELE_DLG Local Predefined 0 0 5 999999999 Alowed
: I MDB_QUELEE_RESPONSE Local predefred 0 0 12 999399999 Alowed
Bl LC_oMaR QLELE S
b SW’ET o Flehi-ap-21(1414) I NOTIFY_DEST_QUELE Local Predefired 0 0 1 5000 Alowed
b o ) Izl MOTIFY_GUELE Local Predefined 3 0 0 000 Alowed
TEST on "fichwi-ap-21{1415)
*El wing I OTIFY_GLELE_DLQ) Local Predefined 0 0 19 5000 Alowed
I RTGS_DEST_QUELE Local Predefined 0 0 0 5000 Alowed
(& Queus Manager Clusters
I RTGS_IN_QUELE Local predefred 1 0 0 5000 Alowed
) SFMS_DEST_QUEUE Local Predefired 0 0 2 5000 Alowed
Iz SFMS_IN_QUELE Local Predefined 1 0 3 S000 Alowed
I SFMSOUT_QUELE Local Predefined 1 0 3 5000 Alowed
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3.1

3.2

3.3

3. Creating JDBC Resources on Web Sphere

Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere

application server.

Prerequisite:

If OCI needs to be used in data sources, please refer the vendor specific support manual and
make the configuration changes before creating datasources.

Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.

3. Navigate to Websphere home page.

| view: All tasks

Welcome
Guided Activities
Servers
(% Applications
Services
Resources
(=] Security

Global security

Security domains

Administrative Authorization Groups
S5L certificate and key management
Security auditing

Bus security

Environment

System administration
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

uDDI

Welcome

Aoout this Intagrated Solutions Consola - 0

Integrated Solutions Console provides a commen administrative console for multiple
products. The table lists the product suites that can be administered through this

installation. Select a product suite to view mare information.

Suite Name

WebSphere Application Server

Version

8.5.5.0

Integrated Solutions Console, 8.5.5.0 &
Build Number: gm1319.01

Build Date: 5/14/13

LICENSED MATERIALS PROBERTY OF
18M

5724-108, 5724-163,
5724-H88,5724-H89, 5655-WE5 (C) T
Copyright International Business
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4. Expand ‘Security’ and select ‘Global Security’. The following screen is displayed.

WebSphere. |

| View: Al tasks

Welcome
Guided Activities
Servers

Applications

Services
Resources
=] Security

Global security
Security domains

Security auditing
Bus security

Enviranment
System administration
Users and Groups

Menitoring and Tuning

Troubleshooting
Service integration

upDI

Administrative Authorization Groups
SSL certificate and key management

Global security

=pplications.

| Security C:

Wizard

| Security C:

Report |

Administrative security

Enable administrative security

Application security

Enable application security

Java 2 security

Use Java 2 security to restrict zppl

O

User account repository

Realm name
defaultWIMFilzBasedRealm

Current realm definition
Federated repositories

Availzble realm definitions

Administrative user roles
Administrative group roles

Administrstive suthentication

lication access to local resources

Faderatad rapositories : Corfigure Set as curent

Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all
functions and is used as a default security policy for user applications. Security demains can be defined to override and customize the security poli

Authentication

Logout

Clos= page &

7

© swam (;

Authentication cache settings

[51:)

Kerberos and LTPA

Kerberos configuration

m

): No comr

Web and SIP security
RMI/TIOP security

Java Authentication and Authorization Service

Enable Java Authentication SPI (JASPI]

Broviders

Use realm-gualified user names

Security domains
External authorization providers

session cookie configuration

Custom properties

n

5. Expand ‘Java Authentication’, go to ‘Authorization Service’ and click ‘J2C authentication

data’.

The following screen is displayed.

WehSph_em.

View: All tasks.

Welcome
Guided Activities
Servers

Applications

Services

Resources

(= Security
Global security
Security domzinz
Administrative Authorization Groups

urity > JAAS - 12C icati

data

Specifies 2 list of user identities and passwords for Java(TM) 2 connector security to use.

Prafix naw alias names vith tha noda nama of tha call (for compatibility vith sarlier raleasas)

Preferences

Logout

Close page

Field help
For field help information,
salact = fisld labal or list
marker whan tha help
cursor is displayed.

Page help

More inform
this page

Command Assistance

SSL certificate and key
Security auditing
Bus s=curity

Environment

‘System administration
Users and Groups
Monitaring and Tuning
Troubleshosting
Service integration

ubDI

Se\ect‘mias bl User ID Description &
You can administer the following resources:
ofss220137Node01/FC121ASK FC121ASK FC121ASK

ofs5220137Node01/FCUBS121 DEV

FCUBS121_DEV

FCUBS121_DEV

Total 2

6. Click ‘New'.
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The following screen is displayed.

WebSphers. Help | Logout

ofss220137N P

Global security

Clase page
View: All tasks

welcome
R R Global security > JAAS - 12€ authentication data > New.., Field help
For field help infarmation,
E— Specifies 3 list of user identities and passwords for Java(TM) 2 connector security to use. select a field label or list
- General Properties marker when the help
Eopili=is cursor is display=d.
- + Alias
Services
FCITRZ Page help
Resources Mere information sbout
+ User ID
this page
Se
B Security FCITRZ.
Global security Command Assistance
Security demains # Passviord View administrative
Administrative Authorization Greups ‘""" | seripting command for last
55L centificate and key management Description action
Security auditing [Ferraa] |

Bus security

Environment

‘System administration
Users and Groups
Manitaring and Tuning
Traubleshooting
Service integration

ubDI

7. You need to define the connection properties. Specify the following details.

o Alias

e User ID of the Database

e Password of the Database
o Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link.

The following screen is displayed.

WebSphere. |

Cell=0fs5220137 Node01Cell, Prof Close page
View: All tasks

Global security

Welcome

Guided Activities lobal ity > JAAS - 12C fication data Freld help
For field help information,
o Specifies a list of user identities and passwords for Java(TM) 2 connecter security to use. salect = fisld labal or izt
- rmarker when the help

Er Prefix new alias names vith the node name of the cell (for compatibility with earlier releases) rarsor 1 dleployed.
Services
= Page help
Resources More information about
= Security Preferances this pas

Global security

Command Assistance

Security domains View sdmi
Administrative Authorization Groups scripting command for Isst
action

5L certificate and key

Security auditing Se\ect‘nh’as E User ID ¢ Description
Bus security You can administer the following resources:
Environmant ofss230127Node01/FC121ASK FC121ASK FC121ASK
System administration
ofss220137Node01/FCUBS121 DEV FCUBS121_DEV FCUBS121_DEV
Users and Groups

Monitoring and Tuning roal 2

Troubleshasting
Service integration
upDt
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3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:
1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.

WebSphere, Hele | Logout

Close page

——————————— . | Cell=0fs5220137 Node0iCell, Profile=AppSrv01
View: All tasks =i

10
welcome
5 Guided Activities IDBE providers For fisld help information,
ise this page to edit properties of a provider. The provider object encapsulates the specific .
e Use th to edit rti f a JDBC der. The JDBC der object lates thy ific JDBC selact 3 field label or list
driver implementation class for access to the specific vendor database of your environment. Learn more about mmarker vhen the help
(3l Applications t:is task in a guided activity. A guided activity provides a list of task steps and more general information about cursor is displayed.
the topic.
(3l Services
[Z Scope: Cell=ofss220137Node01Cell Page help
=l Resources Mare information about
Schedulers Scope speifies the level at which the resource definition is visible. For this page
3 o .
Object pool managers detailed information on vhat scope is and hou it works, see the scope Command ee
@ ms sattings halp. Assista
view administrative
Joec pting
= | Cell=ofss220137Nade01 Cell |z| “Et ing commsnd for last
IDBC providers sction
Data zources B Preferences
Data sources (WebSphere Applica
Server V4)
[ Resource Adapters
[ Asynchronous beans
=) C:clhe instances Scope O ption ©
[ Mail
[ URL
5] Resource Environment
(3l Security
(+] Environmant
(%] Systam administration

[# Users and Groups
[# Menitering and Tuning

[ Troubleshaoting -
<4 m »

3. Select ‘Node’ from the dropdown list.

4. Click New, The following screen is displayed:

WebSphere. Logout

Cell=ofs=220137Nodz01 Cell, Profile=AppSrv0L Close page &

a
‘ View: All tasks M r
Welcome
Field help
1] Guided Activities Create = new JDBC Provider For field help information,
lect a field label or list
B Servers S bW Create new JDBC provider AT e e
" marker when the help
[ Applications LDy curser is displayed.
= Set the basic configuration values of a JDBC provider, which encapsulates the
f] Services Step 21 Enter =pecific vendor JDEC driver implemantation classes that are required to access
RS LR the database. The vizard fills in the name and the description fields, but you
information can type different values.
Schedulers
Object pool managers Step 3: Summary Scope
B IMS cellstofss220137Node01Cell:nodes ofss220137Node 1 :servars serverl
5 IDBC

IDBC providers + Database type

n

n

Data sources

Data sources (WebSphere Applica

Server va) + Provider type

Orscle JDBC Driver -]
+# Implementation type

Cannection poal datz saurce [ ]

+ Name
[oracle 1DBC Driver

[ Resource Adapters
[ Asynchronous beans
[ Cache instances

[ Mail

[ URL

# Resource Environment

Description
Oracle JDBC Driver

7 Security
& Environment

%/ Systzm administration

%] Users and Groups

 Monitoring and Tuning

# Troubleshosting -
1 I ]
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5. Specify the following details:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | Connection pool data source

Name FCIS

Description FCIS JDBC Driver

6. Click ‘Next’. The following screen is displayed:

WebSphere.| Help

| Logout

Cell=ofss220137 Node01Cell, Profile=Ay Close page

| »

View: All tasks

Create a new JDBC Provider

Welcome
[#] Guided Activities Create a new JDBC Provider
[+ Servers - " -

... e -, Enter database class path information

[# Applications IDBC provider

= Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi
(t] Sesvices Step 2: Enter your JDBC provider. This wizard page displays = default list of jars and allovs you to set the
= R LEELEEE B BRI cnvironment variables that define the directory locations of the files. Use complete directory paths

. information when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
Schedulers

/home/dbzinst1/sqllibfjava on Linux(TM).
Object pocl managers

H Ms. Entries are separated by using the ENTER key and must not contzin path separator characters (such
= IDBC ;" or 't'). If & value is specified for you, you may dick Next to accept the value.
JDBC providers E

Diata sources Class path:

Data sources (WebSphere 4
Server 4}

${ORACLE_JDBC_DRIVER_PATH}/ ojdbc6.jar
[# Resource Adapters
[# Asynchranous beans
[# Cache instances

[+ Mail

[# URL

[+ Resource Environment

[ ovl

Directory location for "ajdbes.jar” which is saved as WebSphera variable
${ORACLE_JDBC_DRIVER_PATH}

[+ Security
‘D: Suﬁerﬁ“ﬂpplicat\un Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle\IDBCY

[+ Environment

[+ System administration

[+ Users and Groups

Pravious Next | Cancel

[+ Menitaring and Tuning

[+ Troubleshaoting -
q 11l [l 11 b

7. Provide the location of ojbc6.jar. Click ‘Next'.
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The following screen is displayed.

WebSphere.

Help |

Logout

View: All tasks

Welcome
¥ Guided Activities
il Servers
[ Applications
[ Services
5 Resources
Schedulers
Object pool managers
[#HMs.
(SR
IDBC providers
Data sources

m

Data sources (WebSphere Appli]
Server V4)

¥ Resource Adapters

&) Asynchronous beans
[ Cache instances

@ Mail

[ URL

[ Resource Environment

¢l Security

&l Environment

i+ System administration
[+ Users and Groups
& Monitaring and Tuning

® Troubleshooting

Create = new JDEC Provider

Cell=ofss220137 Node01Cell, Profile=AppSrv0 1

Close page

Step 1: Create new
IDBC provider

Step 2: Enter

Summary

Summary of actions:

databass class path

Options

Values

infarmation

Scope

o

Il 137Node01Cell:nod:

137Nade01

Step 3: Summary

IDEC provider name

Oracle JDBC Driver

Desaiption

Oracle JDBC Driver

Class path

${ORACLE_JDBC_DRIVER _PATH}/ojdbe6 jar

${ORACLE_JDBC_DRIVER_PATH}

C1\Oradle\app\sarrathi\praduct\12.1.0\dbhome_1\jdbellib\ojdbes.jar

Implementation class name

e.jdbe.pool.Or

leCt Dat:

Previous | Finish [ Cancal

< m d »

(i

m

8. Click ‘Finish’. The following screen is displayed.

WebSphere,

View: All tasks

Welcome
(¥ Guided Activities
4] Servers
# Applications
[+ Servicas

[l Resources
Schedulers
Object pool managers
[ IMS,
[=/JDBC
JDBC providers
Data sources

Data sources (WebSphere Applit
Server V4)

[l Resource Adapters
[ Asynchronous beans
[# Cache instances

fl Mail

[ URL

@ Resource Environment
[+ Security
¥ Environment

[+ System administration

#) Users and Groups
[ Monitoring and Tuning

(£l Troubleshooting
I,

IDBC providers

Cell=0fss220137NodeD1Cell, Profile=AppSrv01

[ Messages

. Changes have besn made to your local configuration. You can:

B Save directly to the master configuration.

B Review changes before saving or discarding.

N The server may need to be restarted for these changes to take effect.

JDEC providers

information about the

(= Scope: Cell=ofss220137Node01Cell,

topic.

Use this page to edit properties of a JDBC provider. The JDEC provider object encapsulates the specific
JDBC driver implementation dass for access to the specific vandor database of your environment. Learn
more about this task in a guided activity. A guided activity provides a list of task steps and more general

20137Noded1,

‘ Node=ofss220137Node01, Servar=sarvarl El

[# Preferences

Scope specifies the level at which the resource definition is visible, For
detailed information on what scope is and how it works, see the scope
settings help.

Se\act| Name %

Scope

Description %

You can administer the folloving resources:

| Logout

Close page

Field help

For field help information,
select a field label or list
marker vhen the help
cursor is displaysd.

Page help
More information about
this page

Command Assistance

View administrative

seripting command for last

action

-

7

1

9. Click ‘Save'.
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3.3.3 Creating Non XA Data Source

Follow the steps given below:

10. Login to the application server administration console.

11. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

Logout

e Close page
view: Al tas!

Data

welcome

Field help
Guided Activities Data sources
For field help information,
— Use this page to edit the settings of a datasource that is associatad vith your selected JDBC provider. The select a field labal o list
datasource object supplies your application vith connections for accessing the database. Leam more about marker vhen the help
Applications this task in = guided activity. A guided activity provides 3 list of task steps and more general information cursor is displayed.
- about the topic.
Services page hel
[= Scope: Cell=ofss220137Node01Cell ‘age help
=) Resources Mors information about
Schedulers Scope speifies the level at which the resource definition is visible. For this pzae
Object pool managers detailed information on what scope is and how it works, see the scope Command Assistance
s settings help.
- seripting command for last
81pBc ‘ Cell=ofss220137Hode01Cell |Z| zctipting command for last
action

JDBC providers
Data sources

Preferences

Data sources Applit

Server V4)

Resource Adapters

Asynchronous beans

Cache instances

5e\e:t| Hame & ‘JMDI name 5 |5cnpe & rovider 5 Description { Category &
Mail

None
URL

Total 0

Resource Environment

Security

Environment

System administration

Users and Groups
Monitoring and Tuning

Traubleshooting -
g m »

12. Select ‘Node’ from the drop-down list.

Click New, The following screen is displayed.

WebSphere. 111" Help | Logout

f55220137 Node01C: ppSHVD1 Close page
View: All tasks =l
-_—.——

Welcome
Field help

For fisld help informaticn,

Guided Activities Create 3 data source

ST .1 Enter basic data source information f:;f: ‘;"Zh: ‘;ﬁ el fist
Applications data source cursor is displayed. ’
information Set the basic values of a for vith your
FIIES JDEC provider. A datasource supplies the physical connactions between the
|5 P SR o lication server and the database.
providar
Schedulers : Use the R R) Application Sarver V4)
Object pool managers Step 3 Enter console pages if your applications are based on the Enterprise JavaBeans(TH)
s database specific (EIB) 1.0 specification or the Java[TM) Servet 2.2 specification.
properties for the
810BC data source Scope
IDEC providers

. [eelissofss220137Noden1Cell
ata sources

Data sources (WebSphers Appli
Server V4)

# Data source name
[Fcues os |

Resource Adapters
# JNDI name

[idbe/fcidevns] |

Asynchronous beans
Cache instances
Mail

oL Next | Cancel

Resource Environment

Security

Environment

System administration

Users znd Groups

Monitoring and Tuning

Troubleshooting -
< | I ] K n »
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13. Specify the data source name as ‘FCIS DS’.

14. Specify the JNDI name as ‘jdbc/fcjdevDS’.

15. Click ‘Next'’.

The following screen is displayed.

WebSphers, [

Vi All tasks

Welcome

Guided Activities Create a data source

I Elepll s Entes Daok
dats source
infarmation

Applications
Services

Step 2: Select JDBC

[ Resources .
provider

Schedulers
Object pool managers
IMS
[1JDBC
IDEC providers
Data sources

Step 3: Enter

database specific
proparties for the
F——

mn

Step 4: Setup

Data sources (WebSphere Applil security aliases
Server V4]

Step 5: Summary

esource Adapters 2 X

synchronous beans

ache instances

Help | Logout

Close page

Field help
For field help information,

Select IDBC provider

Specify a JDBC provider to support the datasource. If you choose to create
= new JDBC provider, it vill be created at the same scope as the
datasource. If you are selecting an existing JDEC provider, only thase
providers at the current scope are available from the list.

Creats new JDBC provider

Select an existing JDBC provider

Oracle JDBC Driver -
Select...

Derby JDBC Provider
Oracle JDBC Driver (XA)

Oracle JDBC D
Pravious Next Cancel

selact = field lsbel or list
marksr vhen the help
curser is displayed.

Resource Environment
Security

nvironment

ystem administration
cers and Groups
onitoring and Tuning

roubleshoating -
< 1. L3

16. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next. The following screen will be displayed:

—
WebSpl

‘ View: All tasks - ‘

Welcome
Guided Activities
Servers
Applications
Services
[= Resources

Schedulers Step 3: Enter
Object pool managers database specific
s
[lioec

JDEC providers

Dats sources

properties for the
data source

Data sources (webSphere Application Server
va)

Resource Adapters

Call=ofss22007 SNode03Cell, Profile=FCIS121_ITR2

Enter database specific properties for the data source

Set these database-specific properties, vhich are required by the database
vendor JDEC driver to support the connections that are managed through the
datasource.

Name ‘ Value ‘

# URL ‘

Data store helper class name
Oracle11g data store helper =

Use this data source in container managed persistence (CMP)

Asynchronous beans
Cache instances
Mail

URL

Resource Environment
Security
Environment
System administration
Users and Groups
Manitoring and Tuning
Troubleshooting
Service integration

[# ubpr

Close page
Help E

Field help

This property corrasponds ta the database
attribute, URL. Specifies the URL of the
database from which the datasource
obtains connections, such as
jdbcroraclesthin:@//localhost: 1521/sample.
For thin drivar and
jdbeioracleiocii@//localhost: 1521 /sample.
for thick driver.
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17. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV2
the instance name.

18. Select the data store helper class as ‘Oracle11g data store helper’.

19. Click ‘Next’.

The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.

—
WebSphere. 1111071

View: All tasks v ‘ Cell=0fs522007 SNode03Cell, Profile=FCIS121_[TR2

Close page
Welcome

Field help

[#l Guided Activities Create = data sourcs For field help information,
select = field label or list

[ Sarvers W basic Setup security aliases marker vhen the help

lata source P
&l Applications et cursor is displayed.

Services Select the authentication values for this resource.

= Resources B Companent-managed authentication alias

Schedulers ofss220075Node03/R25MS ¥
Object posl managers
Ms
Eioec
1DBC providers
Data sources

Mapping-configuration alias
(none) -

Container-managed authentication alias
ofss220075Node03/R2SMS. ¥

Dats sources (WebSphere Application Server
va) lNote: You can creste a new J2C authentication alias by accessing one of the falloving
links. Clicking on a link will cancel the wizard and your current vizard selections vill be
Resource Adapters lost.
Asynchronous beans
Global J2C authenticstion alisz
Cache instances Security domains.

[ Mil

B URL Next| Cancel

Resource Environment

[# Security

[#l Environment.

[ System administration
(¥ Users and Groups

[ Menitoring and Tuning
) Troubleshooting

[# Service integration

uop1
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20. Click ‘Next’. The following screen is displayed.

e
WebSphere. |7\

| View: Al tasks - |

Weleome

uided Activities

Servers

pplications

rices
[=] Rescurces
Schedulers
Object pool managers
ms
Eipec
JDBC providers
Data sources
Data sources (WebSphere Application Server
va)

[#l Resource Adapters
[# Asynchronous beans
[# Cache instances

[ mail

RL

esource Environment

curity.

nvironmant
‘System administration
Users znd Groups

anitoring and Tuning

roubleshosting

rvice integration

upbD1

Cell=0fs522007 5Node03Cell, Profile=FCIS121_ITRZ

Create = data source

Create a data source

security aliases

Step 5: Summary

Summary

Summary of actions:

Options Values

Scope © 73Noden3c 75Node03
Data source name FCIS DS,

INDI name jdbo/fjdevDs

Select an existing JDEC
provider

Oracle JDBC Driver

e jdbc.pool.OracleC: i Dat:

clzzs name

URL jdbeioraclesthin: @10.10.10,10:KERDEV2
Data store helper dass e P o
Use this data source in
container managad falsa
(cmP)

Component managed 0fss220075Hod=03/RZSMS.
suthentication alias

pRing alias | (none)
C“’”ts‘”y"ﬂ“”:ﬁ:: ofs5220075Node03/R25MS

Close page

Field help

For field help inform:
selact  fisld labal or list
marker when the help
cursor is displayed.

21. Click ‘Finish’. The following screen is displayed.

o soft

| Logout

—_—VF ll, Profila=AppSr01 Close page  »
View: Al tasks |
T |
Welcome
— Field he,
G Activiti
= e B Messages For field
lect
Servers 8 Changes have besn mads to your local configurstion. You can: e
Applications B szve directly to the master configuration. cursor it
Services LI h bef discarding.
aview changes before saving or discarding page he
[ Resourcas More infl=
cchadulars 8yThe server may need to be restarted for these changes to take effect. this pag
Object pool managers Comma
s Data sources View ady
= JpBC scripting]
IDBC providers L Use this page to edit the settings of 2 datasource that is associated vith your selected JDBC provider. The datasource object action
3 supplies your application with connections for accessing the datsbase, Learn more about this task in a quided sctivity. A guided
Data sources ' g ;
activity provides s list of task steps and more general information about the topic.
Data sources (WebSphere Applica
Server V) = Scope: Cell=ofss220137Node01Cell, Node=ofss220137Noded1, Server=serverl
Resource Adapters b
Scope specifies the level at which the resource definition is visible. For detailed information
Asynchronous beans .
on what scope is and how it works, zee the scope settings help.
Cache instances
Mail | Node=ofss220137Node01, Server=serveri E|
URL
Resource Enviranment Preferences
Security | Hew... || Dalate || Tast connaction || Manage stats... |
Environment
System administration
— Selgt‘ Hame & ‘JNDI name ‘Scnpe ] |prmrder & ‘Dﬂr\'pﬁnn & |G§tegnry ]
Users and Groups — :
You can administer the following resources:
Monitoring and Tuning
FCUBS DS jdbe/fcdevDs1 Node=ofss220137Node01,Server=serverl | Orade New JDBC
Troubleshaating - JDEC Datasource -
] . P m | b

22. Click ‘Save’.

23. Following steps need to be followed only for Non-XA datasources
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24. Click on the newly created Non-XA datasource, in our example “FCIS DS”. The following
screen is displayed

e 53220239N Close page &
View: All tasks - =
T |
Welcome
Guided Activities Data sources > Default Datasource
Use this page to edit the settings of a datzsource that is associated vith your selected JDBC provider, The datasource object supplies your
Servers
spplication vith connections for accessing the database.
Applications
Configuration
Services 3
[ Resources
Py =
Object pool managers
Ms -
o pac General Properties Additional Properties
1DBC provicers * Scope Connection pocl
Data sources cells:ofss220239Node01Cell:nodes:ofss220235NodeD1 iservers serverl roperties =
properties
Data sources [WebSphere Application |5
Server V4) # Provider
Resource Adapters [10EC Provider
Asynchronous beans
ot + Name
Lz
ache instances Fcues o |
Mail
URL INDI name
Resource Environment fidbcfeidevns |
Related Ttems
Security Use this data source in container managed persistence (CMP)
1845 - J2C
Enviranment Description authentication
= oo Datasource for the WebSphere Default Application dsts
Users and Groups
Manitaring and Tuning
F e —— -
[ Service integration
=g - Category -
] n v |4 I | 3

25. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”
on the right side.

WebSphe

e —————————————— 55220239 1Cell, Profile=FPCFL Close page &
‘ View: All tasks .=
Data sourcas [ r
welcome
e ArgTrees Data sources > Default Datasource > WebSphere Application Server data source properties Field help
— Use this page to set WebSphera(R) Application Server connection management-specific properties that affect s :Z{;:: :j: ‘:&T

connection poal. marker vhan the b

Agplications - cursor is displayed
Canfiguratian
Services

Page help
5l Resources T More informstion =
eneral Bropertics -
Scheculers this paae
Object pool managers Ststement cache size ]
s [10 statemants E
o IDBC
Enable multithreaded access detection
IDBC providers

Data sources

=

Enable dstabase reauthentication

n

Data sources (WebSphere Application
Serverva)

=

Enable M5 one-phase optimization support
Resaurce Adapters

Asynchronous beans Log missing transaction context
Cache instances
Non-transactional data source]

Mail

URL Error detection model W

R E e
|seures Envirenmen Use WebSphere Application Server exception checking model

Security Use WebSphere Application Server exception mapping madel
Environment

System administration Connection validation properties

Users and Groups Validate new connections

Menitoring and Tuning
100

Troubleshaoting

Service intagration

] 1 (K] I | 3
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26. Select the checkbox “Non-transactional data source”.

27. Click Apply button and Click Save link.

Note the following

e You need to create another data source for Oracle FCIS with the JNDI name ‘<Non-XA FCIS
HOST JNDI name>_ASYNC'. For example, if the Oracle FCIS HOST Non XA data source
JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for FCIS with the
JNDI name ‘jdbc/fcjdevDS_ASYNC’.

e While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC) screen, if
you have created a data source for the branch, then you need to create a corresponding
ASYNC data source with the JNDI name ‘<Non-XA FCIS BRANCH JNDI name>_ASYNC’.

3.3.4 Scheduler Data Source configuration

For all the LOB and SMS schema created for FCIS, Equivalent XA data sources are required for
Scheduler with Jndi name as “jndi name of LOB/SMS schema”+ “_XA” (Standard naming

convention)

Example

If there are three LOB schema'’s for FCIS with below jndi names

v jdbc/BR1204R1
v jdbc/EN1204R1
v jdbc/AMC1204R1

Equivalent Data source setup for scheduler will be

Data source name

Jndi Name

BR1204R1_XA

jdbc/BR1204R1_XA

EN1204R1_XA

jdbc/EN1204R1_XA

AMC1204R1_XA

jdbc/AMC1204R1_XA
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3.3.5 Testing Data Source

Follow the steps given below:
1. Select the data source as shown in the figure.

WebSpher

fs5220233No Close page &

—————|2
View: All tasks |
[ — B r
Welcome 1 hel
Field help
v Data sources
Guided Activit
v it For field help infg
p— Use this page to edit the settings of = datasource that is associated with your selected JDBC provider, The selact a field labd
datasource object supplies your application with connections for accessing the database. Learn more about this marker when the.
Applications task in a guided activity. A guided activity provides a list of task steps and more general information about the cursor is displaye
topic.
Services
2 Scope: Call=ofss220; Je01Cell, Node=ofss2202 1a01 Page help
=l Resources More information
Schedulers Scope specifies the level at which the resource definition is visible. For this page 1
Object pool managers detailed information on what scope is and how it works, see the scope Command Assist
IMS settings help.
View administrati|
JDEC ipting
= ‘ Node=ofs=220233Node01 El =tipting comma
JDBC providers action
Data sources ! Prefarencas
Data sources (WebSphere Application  |=
Server V4] ‘ Hew... ‘ ‘ Delste || Test connection H Manage state... |
Resource Adapters

Asynchronous beans

Cache instances 5e|ect| Name £ ‘JMDI name 3 |5cope & Provider ‘ Description {3 | Categary &
Mail
m You can administer the following resources:
+
Resource Environment BranchDS jdbe/fgdevDSBranch | Node=ofss220239Node0l | Oracle Nevw JDBC
JDBC Datasource
Security Driver (XA)
Environment
Systam administration DSXA jdbe/fejdevDS_XA Mode=ofss220239Node0 | Oracle New JDBC
JDBC Datasource
+# Users and Groups
e Driver [XA)

Menitaring and Tuning

Troubleshaating
. FPPATCHSTAGE | jdbe/FPPATCHSTAGE | Node=ofss220239Node01 | NONXA DS | New JDBC
Service integration s e B

< n [ m b

2. Click ‘Test connection’ button.
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On successful creation, the following message is displayed.

WebSphere, [0 Help | Logout
————————————— .| Cell=053220235Node1Cell, FRCFL Close page &
View: All tasks | =
Welcome
e Field help
Guiced Activities 5 Messages For field help infc
lect = field labs
S [ The test connection operation for data source BranchDS on server serverl at select  ield 1abg
icati node ofss220239Noda01 vas successful marker vhen the
Applications N cursor is displaye]
Services
Page help
] Resources Data sources More information| =
Schedulars Us this page to edit the settings of 2 datasource that is associated vith your selected JDBC provider. The this page
Object pool mansgers datasource object supplies your spplication with connsctions for sccessing the database. Learn more about this Command Asit
- task in & quided sctivity. A guided sctivity provides = list of task st=ps and more general information sbout the Assi
topic. View administrati|
= 10BC scripting commar,
Scope: Cell=ofss220239Node01Cell, lode=ofss220239Node01
IDBC providers B Scope: Cell=ol cas=o zction
Copom== _ L Scope specifies the level st which the resource definition is visible. For
Data sources (WebSpherz Agplication | = detailed information on what scope is and how it vorks, see the scops
Server va) L
settings halp.
Resource Adapters
# Asynchronous bezns [ Hode=otssz20235M0dz01 -]
Cache instances
Mail Preferances
URL ‘ New... H Delete H Test connection H Manage state... ‘
Resource Enviranment
Security
Crviranment _‘-'vela:t‘ Hame 3 ‘JNDI name & |5cnpe 2 |Prcwider 2 ‘ Dascription % | Catagory
T You can administer the following resources:
s et BranchDs jdbe/fdevDsBranch | Node=ofss220233Nede01 | Oracle New JDBC
1DBC Datasource
Menitaring and Tuning Driver (¥A)
Troubleshosting i
EEulEE Mz - DSXA jdbe/fidevDS_XA Node=ofss220233Node01 | Oracle Hew JDBC -
« i b i 3

3.3.6 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’. The following screen is displayed.

[ L soft Help | Logout

ell=0fs5220137 N

ppSrv01

108C providers

——————— Close page
View: All tasks Ml

Welcome
Guided Activities JDBC providers.

Servers Use this page to edit properties of a IDBC provider. The JDBC provider object ancapsulates the specific IDBC

Field help

For field help information,
select a field label or list

driver implementation class for access to the specific vendor database of your environment. Learn more about marker whan the help
[#l Applications this task in a quided activity. A guided activity provides a list of task steps and more general information sbout cursor is displayed.
- the topic.
[#l Services Page hel,
@ Scope: Cell=ofss220137Noded1Cell age help
=l Resources More information sbout
Schedulers Scope specifies the level at which the resource definition is visible. For this page
O e el aeyer datailed information on what scope is and how it works, sss ths scops Command Assictance
HiMs settings helo. Assl
View sdministrative
s stripting command for last
[ JDEC | Cell-ofas220137Node01Cel |z| scripting command for last
JDEC providers E action

D Preferences
Data sources (WebSphers Applica
Serverv4)

Resource Adapters

Asynchronous baans

Cache instances Scope Dascription
Mail

URL

Resource Environment

Security

Environment

System administration
Users and Groups
Monitoring and Tuning

Troubleshooting -
m »
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3. Select ‘Node’ from the drop-down list and click ‘New’ button. The following message is
displayed.

View: All tasks =

Welcome
[+ Guided Activities
%] Servers
(% Applications
%] Services
(= Resources

Schedulers
Object pool managers
[ IMs.
[ JpBC
IDBC providers
Datz sources

n

Data sources (WebSphere Applica
Server V4]

[# Resource Adapters
[ Asynchronous beans
[+ Cache instances

[ Mail

[ URL

[# Resource Environment

[ Security

[ Environment

[+] System administration
(% Users and Groups
[# Menitering and Tuning

# Troubleshooting -
4 . 3

I, pSrvii

Create a new DBC Provider N T |

Create a new JDBC Provider

S b, Create new JDBC provider
Set the basic configuration values of a IDBC provider, vhich encapsulates the
specific vendor JDBC driver implementation classes that are required to access
the database. The wizard fills in the name and the description fields, but you
can type different values.

database class path
infarmation

Step 2: Summary

Scope

||:E|\§:UFEEZZDlB?NDdEOlCEH:nodas:DFssZZDlB?NUdEOl:szErs:sEr\rerl

+ Database type

Oracle

# Provider type
Oracle JDEC Driver ﬂ

# Implementation type
oermme [

+ Hame
[oracle 1p8C Driver (xa)

Description
Gradle JBBC Driver (x4)

Help | Logout

Close page  »

Field help

For field help infarmation,
select = field label or list
marker when the help
cursor is displayad.

m

4. Specify the following detalils:

Database Type

Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

XA data source

Name

FCIS Oracle JDBC Driver (XA)

Description

FCIS Oracle JDBC Driver (XA)
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Click next, the following message is displayed.

WebSphere.

| Logout

Cell=0fs3220137 Node01 Call, Profile= Close page
View: All tasks —
B welcoms
Field hel)
[ Guided Activities For fisld
(] Servers . - select 2
snter s el marker
[ Applications cursor is
Set the class path for the IDBE driver class files, which WebSphere(R) Application Server uses to define
| SITES Step 2: Enter your JDBC provider. This vizard page displays a default list of jars and allows you to set the
S Resaurces e e | environment variables that define the diractory locations of the files. Use complete directory paths.
- information when you type the JDBC driver file locations. For example: Ci\SQLLIB\java on Windovs(R) or
Schedulers /home/db2inst1/sqllib/java on Linux(TM).
¥ Object pool managers
[ IMs Entries are separated by using the ENTER key and must not contain path separator characters (such as
= 10BC "' or 't"). If = value is specified for you, you may dick Next to accept the value.
¥ IDBC providers H
¥ Data sources Class path:
B Dats sources (WebSphere Applica
Server V4] £{ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar
[# Resource Adapters
[# Asynchronous beans
[# Cache instances
& Mail
[ URL
[# Resource Environment
Directory location for "ojdbch.jar” which is saved as WebSphere variable
[+ Security ${ORACLE JDBC DRIVER PATH}
m Files\IBM\\WWebSphere\AppServerioptionallibraries\Oracle\jdbe|
% Environment
[+ System administration
[# Users and Groups
Pravious | MNext | Cancel
[+ Menitering and Tuning 4 4
[# Troubleshooting =
< n 3 < m ] 3

5. Specify the location of ojbc6.jar and click next. The following screen is displayed.

Help | Logout

————————————————— | Cell=0fss220137 Node01Cell, Profile=AppSrv01 Close page
View: Al tasks -
5 welcome
[# Guided Activities Create a naw JDBC Providar For fiel
lect =
B So e ELET . Ssummary fnearksr
[ Apalications IDBC provider oo
Summary of actions:
[#] Services Step 2: Enter
5 Resources ::Il"aft:ar;a:tle::\ass path Options. Values
. Scope cellsiofss220137Node01Cell:nodes: ofss220137 Node01 iservers serverl
Schedulers
¥ Object pool managers ¥ Step 1DEC provider name Oracle JDBC Driver (¥A)
& Ims Description Oracle JDBC Drivar (XA)
[=JDBC
Class path 4{ORACLE_JDBC_DRIVER_PATH}/cjdbct.jar
¥ JDBC providers
¥ Data sources 4{ORACLE_JDBC_DRIVER_PATH} | C:\Orade\applsarathi\product\12.1.0\dbhome_1'\jdbe\lib\ojdbeé.jar
¥ Data sources (WebSphere Applica Implementation class name oracle.jdbe.xa.client.OracleXADataSource
Server V4)
[#] Resource Adapters
Pravious | Finish | Cancel
P ——— =T TN e
[+ Cache instances
[ Mail
[# URL
[# Resource Environment
[#] Security
[#l Environment
[+ System administration
[#] Users and Groups
[#] Monitoring and Tuning
[# Troubleshooting <
)
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3.3.7

6. Click ‘Finish’. The following screen is displayed.

WebSphere.

Logout

Welcame

¥ Guidsd Activities

[¥ Servers
Applications

Services

[ Resources
Schedulers
Object pool managers
s
= JoeC
JDEC providers
Data sources

Serverv4)

Resource Adaptars
[# Azynchranous beans
[#) Cache instances
Mail

URL

[# Resource Environment

Security
& Environment

System administration
¥ Users and Groups
[# Menitoring and Tuning

Troubleshaating
« 11[J

View: All tazks

Data sourcas (WebSphers Applica

01Cell, Profils

ppSrvOL

JDEC providers 4 B

= Messages
& Changes have been made to your local configuration. You can:

B Save directly to the master configuration.

B Review changes before saving or discarding.

& The server may need to be restarted for these changes to take effect.

IDBC providers

Use this page to edit properties of 2 JDBC provider. The JDBC provider object encapsulates the specific JDBC
driver implementation class for access to the spacific vendor database of your environment. Learn more about
this task in a guided activity, A guided activity provides a list of task steps and more general infarmation
about the topic.

m

E Scope: C .

Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope
sattins help.

‘ 137Node01,

Preferences

Se\ect‘ Name & |5cope o ‘ Description

You can administer the folloving resources:

‘ Derby JDBC Provider

|Nnda=u’s§22ﬂLE?NDdeﬂL,SaNar:saNarL ‘ Derby embaddad non-XA

Close page &
Field help

For field help information,
select 2 field label or list
marker when the help
cursor is displayed.

Page help

formation about

Command Assistance

View administrative

=cripting command for last
action

7. Click ‘Save'.

Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.

The following screen is displayed.

WebSphere. |

welcome
Guided Activities

Servers

Applications

Services

[ Resources
Schedulers
Object pool managers
s,
EJoBC
JDEC providers
Data sources

View: Al tasks

Data sources

Use this page to edit the settings of a datasource that is associated vith your selectad JOBC provider. The
datasource object supplies your application vith connections for accessing the database. Learn more about this
task in a guided activity. A guided activity provides a list of task steps and more general information about the
topic.

[= Scope: Cell=ofss220137Node01Cell

Scope specifies the level at vhich the resource definition is visible. For
detailed information on what scope is and how it vorks, ses the scooe
settings helo.

‘ Cell=ofss220137Node01Cell E'

Preferences

Data saurces
ServerVa)

Resource Adapters

Asynchronous beans
Cache instances
Mail

URL

Resource Environment

Security

Enviranment

System administration
Users and Groups
Monitoring and Tuning

Troubleshaoting
m

Applica

Select Mame & ‘JMDI name ‘.iupe o ‘Pruw'der & Description {  Category &

Nona

Total 0

Logout

Close page

Field help
For fild help information,
select = field label or list
marker vhen the help
cursor is displayad.

Page help
More infermation about
this page

Command Assistance

View administrative
scripting command for last
action
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3. Select ‘Node’ from the dropdown list and click ‘New’ button. The following screen is

displayed.

‘WebSphere.

welcome
¥ Guided Activities
¥ Servers
5 Applications
[ Services
5 Resources
Schedulers
Object pool managers
@ ms.
[ J0BC
JIDBC providers
Data sources

Data sources (WebSphere Application
Server V4]

(6 Resource Adapters
[ Asynchroneus beans
[ Cache instances

& Mail

[ URL

& Resource Environment

[ Security

[ Environment

& System administration
& Users and Groups

[# Monitoring and Tuning

View: Al tasks. >

AL 2

provider

Step 3: Enter
database specific
properties for the
data source

Step 4: Setup.
security aliases

Summary

Next | Cancel

Logout

Field help

For field help information,

Enter basic data source information

Set the basic values of 2

for

JDBC provider, A datasource supplies the physical connections between the

application server and the database.

Use the

consale pages if your applications are basad on the Enterprise JavaBeans(TM)
(EJB) 1.0 specification or the Java(TM) Servlet 2.2 specification.

Scope

R}

vith your

Server V4)

Il 137Node01Cellnod,

137Node01:

# Data source name

FCUBS DS

# JNDI name
I

[i

Close page

select = fiald |zbal or list
marker vhen the help
cursor is displayed.

« | . ] b

<

n

4. Specify the following details:

Data source name

FCIS Scheduler Data source

JNDI Name

jdbc/fcjSchedulerDS

Click next, the following screen is displayed.

WebSphere,

View: All tasks S

Welcome
4 Guided Activities
[ Servers
[ Applications
[ Services
= Resources
Schedulers
Object pool managers
M
[ I08C

JDBC providers
Dats sourcas

Data sources (WebSphere Application
Serverv4)

[ Resource Adapters

[ Asynchronous beans

4l Cache instances

[ Mail

[ URL

[ Resource Environment
) Security
) Environment

[f) System administration

[f] Users and Groups
) Monitoring and Tuning

# Troubleshooting 2
1 mn r

Craste 2 data source

| Logout

Close pags

Field help

For fisld help information,

ep 11 Enter basic
data source
information

= Step 2: Select IDBC
provider

Step 3+ Enter

database specific
properties for the
data sourca

Select IDBC provider

Create new JDBC provider

Select an existing JDBC provider

Oracla JDBC Drivar (XA)

Previous | MNext | Cancel

Specify a JDEC provider to support the datasource. If you choose to create
= new JDEC pravider, it vill be created at the same scope as the
datasource. If you are selacting an existing JOBC provider, only those
providers at the current scope are available from the list.

select a field label or list
marker when the help
cursor is displayed.
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5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCIS Oracle JDBC Deriver
(XA)’ from the drop-down list and click next. The following screen is displayed.

W [N softwark ——

View: Al tasks M

Welcome

Guided Activities

# Servers
# Applications
[+ Services

= Resources
Schedulers
Object pool managers
ms
B108C
IDBC providers
Data sources
Data sources (WebSphere Application Server
va)

Resource Adapters
Asynchronous beans
Cache instances
wail

URL

Resource Environment

 security

Global security

Authorization Groups
and key managament
Security auditing
Bus security
Environment
System administration

Users and Groups

ing and Tuning
ubleshosting
Service integration

uoD!

Cell=afss220075N0de03Cell, Profile=FCIS121_ITR2

Create a data source.

RN ST Enter database specific properties for the data source

data sourc
infarmatior

Set these database-specific properties, vhich are required by the database

t

security sliases

Step 5t Summary

next| _Concel

Oraclelig data store helper

[T Use this data source in container managed persistence (CMP)

vendor JDBC driver to support the connections that are managed through the
datasource.
Name. [value |
# URL ‘ fdbe:oracle: thin:@10.10.10.1] ‘
Datz store helper class name

Close page

Field help

This property corresponds to the database
attribute, URL. Specifies the URL of the
database from which the datasource
obtains connections, such s
jdbcioradlesthin: @//localhost:1521/sample
for thin driver and

jdbcioradlesod: @//localhost: 1521/sample
for thick driver.

6. Specify the URL of the Database

Uncheck “Use this data source in container managed persistence (CMP)”

Example

jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV2 is

the instance name.

7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next’. The following screen is displayed.
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Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.

WebSpher:

‘ View: All tasks - ‘ Call=cfs222007 SNode03Call, Profile=FC1S121_ITR2

Closs page

Help E
Welcome
Field help

For field help information,
selact a field label or list
marker when the help
cursor is displayed.

[#] Guided Activities

3 Servers Setup security aliases

# applications

# Services Select the authentication values for this resource.
[=I Resources Authentication alias for XA recovery
ofss220075Node03/R2SMS ¥
Schedulers

Object pool managers
[ ImMs
Bipec
JDBC providers
Dzta sources

Dats sources (WebSphers Application Ssrver Step 5: Summary Container-managed suthentication alizs
v4) ofss220075Node03/R2SMS -

Companent-managed authentication alias
ofss220075Node03/R2SMS ¥

Mapping-configuration alias
security aliases (none) -

# Resource Adapters

® Asynchronous beans Note: You can create a new J2C authentication alias by accessing one of the following

i links. Clicking on a link vill cancel the vizard and your current wizard selections will be.
ache instances Jost.

[ Mail
[ URL

tication alias

Gl
Security domains

[#l Resource Environment

T

Globsl security
Security domsins

Administrative Authorization Groups
S5L certificate and key mznagement
Security auditing

Bus security

[# Environment

[# System administration
[# Users and Groups

[# Monitering and Tuning
[# Troubleshooting

(| Service integration

[# uob1

9. Click ‘Next’.The following screen is displayed.

WehSnlw-e}é.

Help | Logout
View: All tasks | =
rm—
Welcome d hel
Field hel
. . Create = data source P
Guided Activiti
Ee s For field help i
[+ Servers ep 1: Enter basic Summary selact a field |5
data source marker when t
¢l Applications information Summary of actions: cursor is displz
Services
2 Select 1DBC SIS Values
Resources rovider
= " Scope cellsiofss220137Hode01Cellinodes: ofss220137Nodel1:servars:serverl
Schadulers
Step 3: Enter Data source
Object pool managers EElen s i, FCUBS DS =
[ IMS properties for the
5 08¢ data source INDI name jdbe/fejSchadulerdst
JDBC providers = Sien 4 ot Select an
Data sources = e P existing JDBC | Oracle JDBC Driver (XA)
security sliases
Data sources (WebSphere Application provider
Server V) T gl =
ep 3 Summary mplemantation | - ce.jdbc.xa.client.OracleXADataSource
¥ Resource Adapters dlass name
[# Asynchronous beans URL jdbcioracletoci: @10.10.10.10:1010:KERDEV2
Cache inst:
[ Cache instances ey
[ Mail helper class. com.ibi bsph dapter.Oracle11gD eHelper |
[ URL name
[ Resource Environment Use this data
source in
@ Security container
2 true
[ Environment EEEE
persistence
[+ System administration (cMP)
[ Users and Groups Authentication
lias for XA fs5220137Node01/FCUBS121_DEV
¥ Monitoring and Tuning =lias for ° == =
recovery
& Troubleshoating - - -
< i ' i 3
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Click finish, the following screen is displayed.

View: All tasks v

]

welcome
[#] Guided Activities
[#] Servers
|+ Applications
[# Servicas
=l Resources
Schedulers
Object posl managers
[ IMS.
(= J0BC
JDBC praviders
Data sources

Data sources (WebSphere Application
Serverv4)

[# Resource Adapters
[ Asynchronous beans
[ Cache instances

& Mail

[ URL

[+ Resource Environment

¥ Security
[#] Environment
[+] System zdministration

[ Users and Groups

fz5220137 Node01C

=AppSrv01

B Massages
s Changes have been made to your local configuration. You can:

B Save directly to the master configuration.

B Revisw changss bsfors saving or discarding.

5 The server may nead to be restarted for these changes to take effact.

Data sources

Use this page to edit the settings of a datasource that is associated vith your selected JDBC provider. The datasource object supplies
your application vith connections for accessing the database. Learn more about this task in a guided activity. A guided activity
pravides a list of task steps and more general information about the topic.

Bl Scope: Cell=ofss220137Node0iCell, Nlode=ofss220137Node0l, Server=serverl

Scope spacifies the level at which the resource definition is visible. For detailed infarmation
on what scope is and how it works, see the scope settings help.

‘ Node=0fs5220137Node01, Servar=servarl |z|

® Preferences

| Mew... || Delete || Testconnection || Manage state... |

Select| Name & ‘mm name |5cupe ] Provider & ‘Dam’pﬁun ] ‘Calegury S

You can administer the folloving resources:

[ m ] b

Close pags

10. Click ‘Save’.

3.3.8 Testing Data Source

Follow the steps given below:

1. Select data source as given below.

WehSph-e;e. I

| Logout
view: Al tasks —
M | Node=ofss220137Node01, Server=servert El
Welcome
[ Preferences
[+ Guided Activities
e | Mew.. || Delete || Testconnection || Manage state...
[+ Applications ol
i Services Se\e:t‘ Name & |JMDI e & |Scope & | Provider & |Dﬁcripﬁun ¢ | category & ol
= e You can administer the folloving resources: M
o
i s FLEXTEST.WORLD | FLEXTEST.WORLD |MNode=ofss220137Node01, Server=serveri | Orade Hew IDBC
Object ool managers 1DBC Datasource q
[ IMS = Driver vl
[ 1DBC 5
JDBC providers POSSTEST.WORLD | POSSTEST.WORLD | Node=ofss220137Node01, Server=servert | Oracle Hew JDBC 2
Data sources IDBC Datasourca
Dats sources (WebSphere Application Driver (XA)
Server V4)
[# Resource Adapters
FlRs Lt foSchedulerDS | jdbe/fSchedulerDS | Node=ofss220137Node0t, Server=servert | Oracle Hew JDBC £
[ Cache instances LET EeE=mes
Driver (XA)
[ Mail
B URL
[# Resource Environmant feidevDS jdbe/fidevDs. Hode=ofss220137Node01,Server=serverl | Orade Hew IDBC
= = IDBC Datasource
5 Security Driver (XA)
[ Environment
|+ Systzm administration
Total 4 L
[ Users and Groups X -
4| in Kl i »
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3.4

3.4.1

2. Click ‘Test connection’ button. The following screen is displayed on successful creation.

WebSphere,

Closs page .«

ofss220137Nodel1 was successful.

& Applications

[i} The test connection operation for data source fgSchedulerDS on server serverl at node

Help | Logout
—————————— | Cell=0fz5220137Node01Call, Profile=AppSri01
View: All tasks v =
welcome
[# Guided Activitias E
[ Servers

m

Object pocl managers
[# IMs.

m

Services
=/ Resources Data sources > fejSchedulerDS
Schedulers Use this page to edit the settings of = datasource that is associsted vith your selected JDBC provider. The datasource object supplies your

application vith connections for accessing the database.
ER:ES

Configuration
JDBC providers

Data sources | Test connection

Data sources (WebSphere Application

Server V4)

Resource Adapters General Properties

@ Asynchronous beans + Scope

Cache inst:
ccne natances [cellsiofs=220137Node01Callinodes:ofss220137Nod=01 iserversiservart

Mail
URL # Provider

Resource Enviranment [oracle 10BC priver (xA)

[# Security # Hame

Environment [fiSchedulerns

[ System administration JHBI name

idbc/feiSchedulerds

Users and Graups

] m 3 4 Tl

Additional Properties

Connection pool
properties
WebSphers
Application Server
dats source
properties
Custom
properties

Related Items

Creating JMS Resources

Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser

and enter the Websphere admin console URL.

http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

s IS

\
e
! WebSphere Integrated
Solutions Console

User ID:

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. I8M, the 1BM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Business Machines Corp., registered in
many jurisdictions worldvide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

2. Specify the Websphere administrator username and password.

3. Click ‘Log In'.
4. Navigate to Websphere home page.

WebSphere.

Welcome
View: All tasks -
Welcome ?7-0
¥ welcome
[+ Guided Activities
Integrated Solutions Console provides a comman administrative consola for
[+ Servers multiple products. The table lists the product suites that can be administered

@ Anplications through this instzllation. Select a product suite to view more infarmation.

[ Services
e Suite Name Version
@ Securiy WebGphere Application Server 2.5.5.0

(% Environment
[# System administration
[# Users and Groups

(% Monitoring and Tuning
[# Troubleshooting

(¥ Service integration

[# UDDI

1

tions Console

About this Integrated

Integrated Solutions Console, 8.5.5.0 »
Build Number: gm1313.01
Build Date: 5/14/13

LICENSED MATERIALS PROPERTY OF
18M

5724-108, 5724-163,
5724-HB8,5724-HES, 5655-WES5 (C)
Copyright Intarnational Businass

-

3-23

ORACLE



5. Expand ‘Resources’ and select ‘JMS’. Click ‘Queue Connection Factories. ‘The following
screen is displayed.

WebSphere. Help | Logout

Close page

View: All tasks *

Welcome

‘Queue connection factories Field help

i) Guided Activities
For field help information,
5 Servers A queue connection factory is used to create connections to the associated JMS provider of the IMS queue salact = field label or list
| for p " marksr when the help
Applications i
BlEee) [= Scope: Cell=0fss220239Node01Cell cursor is displayed.
¢) Services
X i i . Page help
e Scope spacifies the leval at vhich the resource definition is visible. For
detailed information on what scope is and how it works, see the scopa ormation about
Schedulers settings help. this page
Object pool managers
= ms | Cell=ofss220235Node01Cell El

IMS providers

Cannection factoriss [ Preferences

Queue connectien factories

Topic connection factories

Queues
Topics
Activation specifications Seled| Hame 3 INDI name Provider Description o Scope
[# JDEC None

[#] Resource Adapters

Total 0

[# Asynchronous beans
[# Cache instances

[ Mail

[# URL

[ Resource Environment

+) Security

& Environment
[ System administration
[¢) Users and Groups

[+ Monitoring and Tuning
o« n ] KN I

] »

6. Select ‘Node’ from the drop down list and click ‘New’ button. The following screen is
displayed.

WebSphere. Help | Logout

Close page

View: All tasks -
connaction factori
welcome

B Guided Activities Queue connection factories > Select JMS resource provider Field help
For field help information,

¥ Servers Scope |cells:ofss220239Node01Cell select 3 field label or list
marker when the help

& Applications cursor is displayed.

Remes Select the provider ith which to create the Quaue connection factory. The folloving providers support

the selected resource type and are available st the selected scope. Page help

=) Resources More about

this psge

Schedulers Detault .
Object pool managers #fault mess=ging provicer
Eims

IMS providers

WebSphere MQ messaging provider

Connection factories

Queue connection factories
Tapic connection factories
Queuss
Topics
Activation specifications
(£ JDBC
[l Resource Adapters
[§ Asynchronous beans
[f] Cache instances
& Mail
[ URL

[ Resource Environment

4 Security
[+ Environment

£ Systam administration
£ Users and Groups

£l Monitoring and Tuning
« m 3
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7. Select ‘Websphere MQ messaging provider’ and click ‘OK’. The following screen is displayed.

WebSphere.

~ WMQIMSResourc:

View: All tasks -

welcome

[+] Guided Activities

splayName

This vizard creates a WebSphere MQ IMS resource

¥ Sarvers - Step 1: Configure

5 Applications basic attributes

[# Services

Step lect
=) Resources connection method
Schedulers Step 3: Test

Object pool managers connection
E1IMs.

IMS providers

Step 4; Summary

Connection factories

Queus connection fzctories
Topic connection factories
Quaues

Topics

Activation specifications

[ 1DBC

[ Resource Adapters

Mext | Cancel

& Asynchronous beans

Configure basic attributes

Configura the basic attributes to use for the naw WebSphare MQ
messaging provider resource

# Name

Notify DestQCF

# INDI name

Moty DestQCF
Description

NotifyDestQCH

[ Cache instances
& Mail
(6 URL

[l Resource Environment

[ Security

¥ Environment
¥ System administration
[¥] Users and Groups

% Monitoring and Tuning %
« i ] r

Close page

Field help

For field help information,
select = field Isbsl or list
marker when the help
cursor is displayed.

8. Specify the following details:

Name NotifyDestQCF

JNDI Name | NotifyDestQCF

Description NotifyDestQCF

Click ‘Next'. The following screen is displayed.

WebSphere.

‘ View: All tasks * =

welcome
[# Guided Activities
4 Servers Step 1: Configure

# Applications basic attributes

# Services Step 2: Select

= s cannection method

Schedulers Step 3:

Test
Object pool managers connection
B IMS

IMS providers

Step 4: Summary

Connectien factories

Queue connection factories
Taopic cennection factaries
Queues

<playhame

This vizard creates a WebSphere MQ IMS resource

| Logout

Close page

Field help

Select connection method
Decide vhat information to enter to detarmine how to connect to

Websphere MQ

@ Enter all the required infarmation inta this wizard

O Use 2 dient channel definition table

Previous Next Cancel

For field help information,
select a field label or list
marker uhen the help
cursor is displayed.

Topics
Activation specifications
[ JDBC
[# Resource Adapters
[6) Asynchranous beans
[£] Cache instances
[ Mail
[ URL

[ Resource Enviranment

&l Security

& Environment

# System administration
¥ Users and Groups

[+ Monitoring and Tuning 2
« i r
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9. Set the options as shown in the figure. Click ‘Next’. The following screen is displayed.

View: All tasks

Welcome
¥ Guided Activities
[# Servers
[ Applications
[# Servicas
=) Resources
Schedulers
Object pool managers
BEms
IMS providers
Connection factories
Queue connection factories
Tapic connection factories
Queues
Tapics
Activation specifications
[ 10BC
] Resource Adapters
[ Asynchranous beans
[ Cache instances
[ Mail
B URL

[ Resource Environment

[# Security
[# Environment

[# Systam administration
[ Users and Groups

% Monitoring and Tuning
< LI} r

Close
Custom WebSphere MQ connection -

Custom WebSphere MQ connection

Field help
Configure

Step 1:
basic attributes

Supply queue manager details
select a fiald Izbal or list
marker when the help

Enter details sbout the queue manager or queue sharing group that
cursor is displayed.

=2 you vish to connect to.

connection method
Queus manager or queus sharing group name
[am_poHeos20

Step 2.1: Supply
queue manager
details

connaction

Step 4:

Previous | Next | Cancel

Summary

For field help information,

page

10. Specify the queue manager name ‘QM_DDHP0520’. Click ‘Next'.

WebSpher:

View: All tasks

Welcome
¥ Guided Activitias
[s) Servers
& Applications
¥ Services
=) Resources
Schedulers
Object pool managers
[ IMs.
IMS providers
Connection factories
Queue connection factaries
Tapic connection factories
Queues
Topics
Activation specifications
[ JDBC
5] Resource Adaptars
8 Asynchronous beans
[ Cache instances
) Mail
[ URL

[ Resource Environment

[# Security
& Environment

[+ System administration
¥ Users and Groups

# Menitoring and Tuning
< n r

i

MQC playNam

phere MQ connection

Custom WebSphere MQ connection

Field help

Enter connection details For field help informatian,
select = field label or list
marker vhen the help

Enter the details required to establish a connection to the quaus
curser s displayed.

manager or queue sharing grou
connection method gerers g grewe

Transport
Bindings, then dient [~

Enter host and port information in the form of separate hostname
and port values.

Step
Supply queus
manager details

Step 2.2: Enter

connes + Hostname
details [10ie0.10

Step 3: Test Port

connaction [to10

@ Enter host and port information in the form of a connection name

Step 4: Summary

list

Connection name list

channel
[svsTem.oER.5VRCONN

Pravious | Next | Cancel

Server

Close page

11. Specify the following details:

Host Name

10.10.10.10 (Host where Websphere MQ is

installed)

Port

1010 (Web sphere MQ port)

Server Connection Channel

SYSTEM.DEF.SVRCONN

12.
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13. Click ‘OK’. The following screen is displayed.

View: All tasks

= welcome
(5 Guided Activities
(5 Servers
@ Applications
§ Services
= Resources
¥ schedulers
B Objzet pool managars

M
= JMS providers

¥ Connection factories

¥ Queue connection factories

¥ Topic connection factories

¥ Queues

B Topics

B Activation specifications
[ 10BC

[ Resource Adapters

[ Asynchronous beans

[ Cache instznces

& Mail

[ URL

8 Resource Environment
& Security
& Environment
& System administration
¥ Users and Groups

[+ Monitering and Tuning
« [

CreateWMQIMSResource displayName

P figure
sic attributes
To test establishing a connection using the information provided select
the "Test Connection" button. [t may take several seconds to parform
this test. If you vish te skip this test, select the "Next" button.

- Test con

r details

Logout

Help

Field help

For fizld help information,
select a field label or list
marker when the help
curser is displayed.

Close page

14. Click ‘Test Connection’ button. The following screen is displayed:

Test connection result

Test connection result

Test connection result

Step 1:

Supply queue
connection

connection

result

-onfigura
basic attributes

Step 4: Summary

Result of testing the connecticn

4 connection was successfully made
to WebSphere MQ.
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15. Click ‘Next’. The following screen is displayed with a message in the summary field.

Wehsuhe;e.

Help | Logout

- MQIMSResource.displzyNa Close page
View: All tasks v =
Welcome
(1] Guided Activities This wizard creates a WebSphere MQ JMS resource
b Sarvars Step 1: Configure B
& Asplications basic attributas
4 Servicas 5 lact Summary

5
= Resources GETTIE T Creating = resource of type Queus connection factory- Name "NotifyDestQCF"
- JNDI name “NotifyDastQCF"

- Qusus managsr o qusus sharing group nams "QM_DDHPOS20"

- Server typs "QMGR"

- Hostname "10.10.10.10"

- Port "1010"

- Channel name "SYSTEM.DEF.SVRCONN"

Schedulers Step
Object pool managers Supply queue
=iMs manager details
IMS providers Step 2.2: Enter

Connection factories connection details

Queus connection factories

Topic connection factories Test
Queues connection
Topics

Step 3.1: Test
Activation specifications connection result

[#IDBC

—» Step 4: Summary

[# Resource Adapters

[# Asynchronous beans

e Previous | Finish | Cancel
ache instances

[ Mail

[ URL

[+ Resource Environment

¥ Security
[#| Environment

[# System administration
[ Users and Groups

[# Monitoring and Tuning -
4 m | 3 < m 3

16. Click ‘Finish’. The following screen is displayed.

WebSphere.

Close page 4

View: All tasks - =
Quaue connaction factories ? - Yuep r
Welcome
Field help
Guided Activiti
@ Gui vitiss D Messages For field help information
lact = field Iabal or list
i Servers M\ Changes have been made to your local configuration. You can: == . Ew‘: :h Ehnl' =
markear when the help
[ Applications B Save directly to the master configuration. cursor is displayed.
[ Services B Review changes before saving or discarding. page help
= Resources More information about
Schedulers \The server may need to be restarted for these changes to take effect. this page
Object pocl managers

Command Assistance
‘Queue connection factories View sdministrative
scripting command for |ag|

=IMS
IMS providers

Cannection factories A gueue connection factory is used to create connections to the associated IMS provider of the JMS queue

action
e destinations, for point-to-point messaging. =
Topic connection factories El Scope: Cell=ofss220228Node01Cell
Queues
Topics Scope specifies the level at which the resource definition is visible. For
S e R detailad information on what scopa is and how it works, see the scope
108C settings help.
[#l Resource Adapters | Cell=ofss220239Node01Call El
[ Asynchronous beans
[ Cache instances [ Preferances
e
[ URL
[ Resource Environment
[# Security BEIEt‘ Name & JNDI name & | Provider Description 5 | Scope
#] Enviranment *You can administer the folloving resources: ]
[#] System administration lotifyDestQCF | NotifyDestQCF | WebSphere | NotifyDestQCF | Cell=ofss220239Nade01Cell
[
[+) Users and Groups @
messaging
[# Monitaring and Tuning - provider -

4 n 3 1 m *

17. Click ‘Save’.

18. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”
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3.4.2 Creating Queues

Follow the steps given below:

1. Expand ‘Resources > JMS’ and click Queues.

WebSphere. Help | Logout

Cell=ofss220233Node0 1 Cell, Profile=FPCFL

View: Al tasks *

Welzoms 1d hel
Field help
— Queues
) Guided Activities For fisld help information,

 Servers A IMS queue is used as a destination for point-to-point messaging. celect = fisld label or list

[ Scope: Cell=ofss220239Noded1Cell marker vhen the help

# Applicstions curser is displayed.

4] Services Scope specifies the level at which the resource definition is visible. For Page help
detailed information on what scope is and how it werks, see the scope

settings help. Mere information about
Schedulers this page

@ s ‘ Cell=ofs5220233Node01Call E|
B M
IMS providers [ Preferances
Connection factories
Queue connection factories
Topic connection factories
Queues
Topics Se\a:t‘ Name & INDI name & Provider 3 Description Scops
Activation specifications

[ JDBC

[ Resources

m

Hone

Total 0

|4/ Resource Adapters

[ Asynchranous bezns
[ Cache instances

0 Mail

[ URL

[ Resource Environment

¢ Security

® Environment
& System administration
[+ Users and Groups

[+ Monitoring and Tuning 2
< m | ro e m ]

2. Select ‘Node’ from the drop down list. Click ‘New’. The following screen is displayed:

WebSphere. Help | Logout

Cell=0fs3220233Node01Cell, Profile=FPCFL Close page

View: Al tasks | =
Welcome
& Guided Activities Queues > Select JMS resource provider Field help
For field help information,
[+] Servars Scope [cellsiofss220235Node01Cell select 2 fisld label or list

marker vhen the help
# Applications cursor is displayed.

o Services Salact the provider vith which to creste the Queus. The folloving providers suppert the selected

resource type and are available at the selected scope. Page help
=] Resources Mare i ion about
Schedulers - this page

Default 4
Object pool managers stault messaging provicer

®
Ems @
IMS providers

WebSphere MQ messaging provider

Connection factories

m

Queue connection factories
Topic connection factaries
Queues
Topics
Activation specifications
(£ JDBC
¥ Resource Adapters
[ Asynchronous beans
#| Cache instances
[ Mail
B URL

[ Resource Environment

[ Security

[ Environment

[ System sdministration
[ Users and Groups

2 Manitarinn and Tunine -

javascriptishowHideFilter() ] B
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3. Select ‘Websphere MQ messaging provider’. Click ‘OK’. The following screen is displayed.

Wehénnere. | software

View: Al tasks

Welcome
[+ Guided Activities
[#l Sarvers
[+ Applications
4] Services
[l Resources
Schedulers
Object pool managers
B IMs
IMS providers
Cannection factories
Queue cennection facteries
Topic connection factories
Queuss
Topics
Activation specifications
[# JDBC
Resource Adapters
[ Asynchronous beans
Cache instances
Mail
URL

Resource Environment
Security

Environment

System administration
Users and Groups

Monitoring and Tuning

n

Help | Logout
General Properties The ade
vill not
Administration the gen
this iter
Scope saved.
[Cali=ofss220233N0de01Cell Additio

Provider

[WebSphere MQ messaging provider

# Name

[noTIFY_queue

# JNDI name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

WebSphere MQ Queue

# Queue name

[noT1FY_queue |

Queus manager or Queue sharing group name

[qu_poHeosz0

i

« | [}

mn

Specify the following details:

Name

NOTIFY_QUEUE

JNDI Name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

Queue Name

NOTIFY_QUEUE on Websphere MQ to which the
gueue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520
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4. Click ‘Apply’. The following screen is displayed.

1@ Inteqrated Solutions Console:

Mioc B - pser ety r Todst @ 7

Integrated Solutions Console

Welcoma admin

= |

Guided Activities
Servars

B applicstions
Sarvices

El Resourcss
Schedulers
Object pool managers
Bavs
IMS providers
tion factories

Queus connection facteries
Topic connaction factories

Topics
Activation specifications

DEC

Bwail
BurL

Resourzs Eniranment
Security

Envirenment

&ystam séministration
Usars and Groups

Monitoring zne Tuning

ting
Servics intzaration

B upot

Help | Logout

B Messages

Field help
For fisld help

& changes have been made to your local configuration. You can:
* Save dirsctly to the master configuration.
* Review changes before saving or discarding.

A The server

information,
may nesd o ba rastartad for thesa changes to taks sffact jabal

or list

Queues > WebSphere MO messaqing provider > NOTIFY_QUEUE

Page help
Queus destinations provided for point-to-point messaging by the WebSphere MQ messaging provider. Use WabSphare MQ tore information sbout
qusus destination administrative objects to manage qusus destinations for the WebSphers MQ messaging provider. this sage

Configuration

Gen.

eral Properties

Additional Properties

Administration

scosse
[rode=DoHPOSZONed=0L

Erovidar

2dvanced oroperties

shers MQ Queus Connsctien

WebSphare MQ messaging
lprovider
+ Name

noTiFY_quEvE

+ NI name
NoTIFY_QuUELE

Deseription
NOTIFY_QUELE

WebSphere MQ Quene

(o | [0 [Resst] [Caneat

Kl

Dare

& Local intranet Ga - Bl -

5. Click ‘Websphere MQ Queue Connection Properties’. The following screen is displayed.

€ ntegraend Soksices Console
Integrated Solutions Console.

Welcome admin

= =

8
B applicaviens
Bsarvices

B Rasources

s

Hoec

B Security
@ Enicenmant

B systam séminisration

B Users anc Groups

@ wonitenng an

B Trosblezhosting
B Sarvice integration

@uoot

to use

Page help

10.10.10.10

1010

7] [oK] [Resst] [Cancel

4 Localintranst #100% +

G

6. Specify the following details:

Queue manager host

10.10.10.10 (IP address of the MQ server)

Queue manger port

1010

Server Connection Channel

SYSTEM.DEF.SVRCONN

ORACLE
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7. Click ‘Save’. The following screen is displayed.

| @ imtegrared soluions Console

B8 o

Integrated Solutions Console:

Welcome admin

~ Page - Safety v Toos~ @+ |

Help | Logout
s - o e e
welzome Queues 7 - ]
Guided Activities Queues Field help
For fisld help infarmation,
ervers 45 qusus is used =5 = destination for point-to-peint messsging Zalact & fiald Iabal or st
—— e 20hod. 20N0d mzrker vhen tha hlo
pelicat B Scop=: & cel 1 curser is dizzlayed.
Services
Scoms spacifiss the level st vhich the rasoure dafinitio ible. For detailed Page help
B Resources information on what scope iz and how it works, e= the ssttings helo. More information about
o this pace
it [Node=DDHPOsZONode0L ~
Object pool mansgars
Bms Preferences
VS providers
L E S
Queue connection factories
Topic connection factories
T Select Name & | Dt name [ Provider & | Description & [5cope ¢
Topies
P AT You can sdminister the folloving reseurces:
oec 0 | weTier queue HOTIFY_QUEUE WebSphere MQ NOTIFY_QUELE Hode=DDHPO520Nod20L
mezszging provider
ssource adsprers
Total ©
synchronous beans
sche instances
AL
ssource Emvironment
scurity
nvironment
ystem administration
251 and Groups
fonitoring and Tuning
roublezhosting
<rvice integration
upp!
Dane % Local intranet Gy e Hioewm v

8. Similarly, you need to create all the queues mentioned in the document “Resource To be

Created”.
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3.5

Creating Message Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser

and enter the Websphere admin console URL.

http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

The following screen is displayed:

WebSphere. EVIETC)

WebSphere Integrated
Solutions Console

UserID:

Password:

t IBM Corp. 1997, 2011 All
d WebSphere ai
ines

ere are trademarks or

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page.

Wehsuhe;e.

| Logout

View: All tasks -
Welcome
(7 SRS Integrated Solutions Console, 8.5.5.0 4
Integrated Solutions Cansole providas a common administrative console for e b e
[ Servers multiple products. The table lists the product suites that can be administared Build Data: 5/ 1?1/13 N
5 Applications through this installation. Select  product suite to view more infarmation. :
& Senvices LICENSED MATERIALS PROPERTY OF
18M
[ Resources STHZLITE Version 5724-108, 5724-163,
& Sacuriyy WebSphere Application Server 8.5.5.0 5724-HB6,5724-HE9, 5655-W65 (C) |~

Copyright International Business
[ Environment

[ Systam administration
[ Users and Groups

[+ Monitoring and Tuning
[ Troubleshosting

[+ Service integration

[ UDDI

5. Expand ‘Servers > Server Types’ and click ‘Websphere application servers’. The following
screen is displayed.

WehSpl;e}e.

Help | Logout

——————————— Cell=ofs:220233Node01Cell, Profile=FPCFL Close page
View: Al tasks -

Ey—

Welcome
) Guided Activities Application servers Field help
For field help infarmation,
3 Sarvers Use this page to view a list of the application servers in your environment and the status of each of these

select a field label or list

servers. You can also use this page to change the status of a specific application server. marker vhen the help

[ Server Types

) Preferences cursor is displayed.
WebSphere application servers

WebSphere MQ servers Page help

Web servers More information about

Nama & ‘Nnde 2 ‘HnstNamE 2 ‘\lasinn 2 this page
i+ Applications

You can administer the following resources:

Command Assistance
[# Services

serveri ‘ fs5220235Hoda01 ‘ ofss220239.in.oracle.com ‘Easa 8.5.5.0 View administrative
scripting command for last

Total 1 action

[+ Security

[ Resources

[+] Environment

[ System administration
+) Users and Groups

[+ Monitoring and Tuning
& Troubleshaoting

# Service integration

[+ UDDI
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6. Click ‘server1’. The following screen is displayed.

Help |

Logout

View: All tasks

Welcome
[# Guided Activities
[ Servers
[5) Server Types
Websphere applicztion servers
WebSphere MQ servers
Web servers
[+ Applications
[#] Services
[# Resources
[+ Security
[# Environment
[# System administration
[+ Users and Groups
[# Monitoring znd Tuning
[ Troubleshooting
14 Service integration
[ UDDI

Application sarvers > sarverl

Use this page to configure an application server. An application server is a server that providas services

required to run enterprise applications.

Runtime || Configuration

Field help

For field help informa

General Properties

Name

Hede name
ofs5220239Node01

Run in developmant mods

Parallel start

Start components as needed

Access to internal server classes

Server-specific Application Settings

Classlozder policy

Class loading mods

Container Settings

Session
manzgement

B SIP Container
Settings

@ Web Container
Settings

[ Portlet Container
Settings

B EI8 Container
Settings

[ Container Services

[ Business Process

Services
Applications
Installed applications

Server

‘ Classes loaded with parent class laader first

]

Messaging engines

Messaging engine
inbound transparts

WebSphere MQ link

selact = fiald label or
marker when the helg
cursor is displayed.

Page help

More information abo,

4] n

4

7. Expand ‘Messaging’ and select ‘Message listener service’. The following screen is displayed.

WehSphe;e.

View: All tasks

Welcome
[+ Guided Activities
[ Servers
[l Server Typas
WehSphere application servers
WehSphere MQ servers
Web servers
[+ Applications
[# Services
(% Resources
[ Security
(% Enviranment
[# System administration
[# Users and Groups
[+l Monitoring and Tuning
[+l Troubleshosting
(¥ Service integration

[+ UDDI

Cell=ofs:220239Node01Cell, Profile=FRPCFL

Application

Application servers > serverl > Message listener service

Use this page to configure the message listener service. This service provides the message-driven bean

(MDB) listening process, in which message-driven beans are deployed against listener ports that define the
M3 destination to listen upon. These listener ports are defined vithin this service aleng with settings for its

thread pool.

Configuration

| Logout

Page help

Meore information sbout

Field help
For field help informatio
sslect = fisld label or lis
marker vhen the help
cursor is display=d.

Close page

Additional Propertias

Listener Ports
Thread Poal

Custom properties

this page

n
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8. Click ‘Listener Ports’. The following screen is displayed.

‘ {8 ntegrated Solutions Console

\ -

(] dsh - Page+ Sefety r Tooks~ @+

Integrated Solutions Consle  Welcome admin
[ view: (Al tases v
welzoms

Guided Activities
H servars
SIS
WebSphere spplication servers

WebSphere MQ servers
Web servers

pelications

ystem sdministration
zers 2nd Groups
onitering and Tuning
roubleshooting

ervice intagration

D01

Help | Legout
Cell=DDH

[EEE—
Field help
For field help information,
select a fisld abel or list

markr when the help
cursor is disalayed.

| Application servers w

Application servers > servert > Messaqe listener service > Listener Ports

Use this pags to configurs listenar ports upon which message-driven beans listen for messages. Each port specifies the
IS connection factory 2nd IMS destination that a message-driven bean, deployed against that sort, listens upon.

B Freferances

[ Corvarceo sceivasion

Detere || seare

Select| iame & Description &

Connection factory JNDI name | Destination JNDI name £ | Status &)

Nons

action

Total 0

Dore

& Local inbranet 5 - Rion -

9. Click ‘New’. The following screen is displayed.

WehSanere.

View:

All tasks -

Ce

f=5220239Node01Cell, Profi

Welcome
Guided Activities
[ Servers
[ Server Types
WebSphers application srvers
WebSphere MQ servers
Web zervers
Applications
Services
Resources
Security
Environment
‘System administration
Users and Groups
Monitoring and Tuning
Troublzashooting
‘Service integration

uDDI

applica rs

servers > serverl > Message listener service > Listener Ports > New...

Use this page to configure listener ports upon which message-driven beans listen for Each port specifies the JM5.
connection factory and JMS destination that a message-driven bean, deployed against that port, listens upon.

Configuration

General Properties

* Name
[notifyMDE_Listaner

# Initial State

Description

[MotifyMDE_Listener

+ Connection factory JNDI name
[MotifyMDE_Listaner |

+ Destination JNDI name
[naTIFY_MDE_QCF |

Maximum sessions

[ |
Maximum retries

P |
Maximum messages

[ |

Close page

= |

o [0 [

Fi
Fe
=5
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10. Specify the following details:

Name NotifyMDB_Listener

Description NotifyMDB_Listener

Connection factory JNDI name | NOTIFY_MDB_QCF

Destination JNDI name NOTIFY_ QUEUE

Maximum retries 1

11. Click ‘Apply’. The following screen is displayed.

Help | Logout
Closs pags 4
View: Al tasks -
[Applicstion
walcoms
ided o
Guided Activities e H
& senver & The sarver may nead to be restarted for thass changas to take effact. .
[ Server Types & Changes have bean made to your local configuration. You can: al
WabSphare spplication ssrvers B Sove directly to the master configuration.
WebSphere MQ servers O P - doeord Py
p— cview changes before saving or discarding. u
i
(&l Applications & The server may need to be restarted for these changes to take affect. o=
Services ui
=
FEETED Application servers > serverl > Message listener service > Listener Ports > NotifyMDB_Listener o
I Use this page to configure listaner ports upon which message-driven beans listen for messages. Each port specifies tha JMS
Environment connection factory and JMS destination that @ message-driven bean, deployed against that pert, listens upan.
‘System administration Configuration
Users and Groups
Manitering znd Tuning
Troubleshosting General Properties
[t Service integration # Name I
otifyMDB_Listanar
uppI oty
+ Initial State
Description
[motifyMDE_Listaner
+ Connsction factory JNDI name
[WotifyMDE_Listener
+ Destination NDI name i
[ —— 1
« m KN n 3
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12. Click ‘Save’. The following screen is displayed.

| @ megrated solutions Console

- B 0 & - page~ Safety~ Took+ @v

Integrated Solutions Console

Welcome admin

‘ View: [All tasks

Welcome
Guided Activities
B servers

B Sarvar Types
webSphers spplication servers
WebSphers MQ zarvers
Web servers

Applicstions

Servicas
Resources

Bl Sseuriey

Environment

Syztam sdministration

Users and Groups

Monitoring 2nd Tuning
Troublashosting
Service integration

upo!

Cell=DDHPD520Node01iCell, Profile: rvDi Close page
T —
Application servers > serverl > Message listener service > Listener Ports. Field help
Select Row 1.
Ue thi pags to comfipurs litenar perts uman unich mazsage-drivan Seans listen for meszages. Exgh port zpecfias the TS
e e L e ey R s page bl
Preferancas More informaticn about
o
L > Command Assistance
BEE

Select | Hame &

‘ Description £ ‘ Connection factory JNDI name < ‘ Destination JNDI name & ‘ status &)

YU ean sdminister the folloving resourcss:

HokifyMDE Listene:

‘ Notify MDB._

istaner ‘ NOTIFY_MDB_QCF

‘ NOTIFY_QUEUE

Total 1

View sdministrative
‘

ibm{consolefcallectionButton. do

J Local intranet.

H100%

5T

13. Select ‘NotifyMDB_ Listener’. Click ‘Start’. The following screen is displayed.

View: All tasks M

|y

Welcome
Guided Activities
& Servers
& server Types
WebSphere application servers
WebSphera MQ servers
Web servers

Applications
Services
=) Resaurces
Schedulers
Object pool managers
#ms.
= ec
JDBC providers
Data sources
Data sources (WebSphere Application Server
v4)

# Resource Adsptars
Asynchronous beans

Cache instances

Resource Environment.

=l Security
Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security
Envirenment
System administration
Users and Groups
Manitaring and Tuning
Troubleshooting
Service integration

upD!

mn

Cell=0fss220075Node03Cell, Profile=FCIS121_ITR2

Application servers > serverl > Message listener service > Listener Ports

Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the JMS connection

factory and IMS destination that s message-driven bean, deployed against that port, listens upen.

Preferences

Start || stop ||

Convert to activation |

Close page

Field help
For field help infor|
select a field labsl
markar when the hel
cursor s displayed.

Page help
More information abf
this page

Command Assistan

‘Dﬂnpﬁun I Connaction factory NI nama & ‘D&tmat\nn INDI name | Status (3 View
= Sipling command
“You can administer the folloving resources: Seon

[ | ClECreationMDAListener

CIFCreationMDBListener

CIFCREATION_DEST_QCF

CIFCREATION_DEST_QUEUE | %

[F] | Emsln Listener Emsln_Listener EmsQcf EMS_INQUEUE
[ | EmsOut Listener EmsOut_Listener EmsQcf EMS_OUTQUEUE
[F] | MDB Listaner MDB_Listener MDBQCF MDB_QUEUE

Total 4
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14. Similarly, you need to create the following listeners:

MDB_ Listener

ClIFCreationMDBListener

EmsIn_Listener

EmsOut_Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Name

Listener Name

Listener QCF

Listener QUEUE

GWMDB MDB_ Listener MDBQCF MDB_QUEUE
EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE
CIFCreationMDBLi | CIFCreationMDBListen | CIFCREATION_DEST_QCF | CIFCREATION_DE
stenerBean er ST_QUEUE

Here,

e MDB_Listener is mandatory for Gateway MDB applications

e All others are required for FCJ Applications embedded with Scheduler.
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4. Default Settings for Web Sphere

4.1 Standalone Scheduler Configuration

If standalone scheduler is enabled then below configuration should be done

1. Login to websphere admin console. Expand ‘Application > Application Types> WebSphere
enterprise applications’. The following screen is displayed:

View: All tasks

Welcome
Guided Activities
Servers
= Applications

New Application
a
WebSphere enterprise applications
Businesz-level spplications
Assets

Global deployment settings
Services
Resources
Security
Environment
System administration
Usars and Groups
Monitaring and Tuning
Troubleshooting
Service integration

upDI

| Enterprise Applications. ? - RHelp

Enterprise Applications
Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Praferances

Help | Logout

Field help
For fiald help informa
select a field label or
marker vhen the hel
curser is displayed.

Rollout Update | Remove File || Export || Export DOL

Start || Stop | Install

Uninstall | Update

Export File

Page help
ol i
e = More information abol

this page

Select ‘ Name & ‘App\irat\cm Status €3 . "

You can dminister the folloving rasourcas: View X

] Defaultapplicstion [ ] saripting command fof
action

] ECUBSADD &

Total 3

< .
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Click on the application ‘FCISApp’ below screen is displayed.

View: All tasks

® welcome
(¥ Guided Activities
i Sarvers.
i= Applications
= New Agplication
= Agplication Types
® WebSphera eatarprise spplications
® Business-leve! applications
" Avsets

* Global deployment settings
 Services
) Reseurces
) Security
s Envirsnment
[# System sdministration
# Usars and Groups
3 Moaitorieg and Tuning
& Troubleshacting
(# Sarvice integration.
& Uoor

Enterprise Applications > FCONeoWeb

its modules.
Configuration |

General Properties

+ Name

FCINeoWeb

u' tion reference validation

Detail Properties

Usa this page to configure an enterprise application. Click the links to access pages for further configuring of the application or

Walp | Logout

Field help
select a field label or list

marker whan the help
cursor is displayed.

Page help
More information sbout
this pace

Modules

* Risalay. moduls Buld Ids

Web Module Properties

* Session

Database Profiles

* 50U profiles and pyteQuery bind files

Click on ‘Manage Modules’

= Agplication Types
* WebSpharm enterzrie sophcatioms
* Burlness-lecel apphestane
* Asue
® Global desioymene sattings
¥ Services
s Resoorces
%) Gacunty
v Endirsament
sl System adminiatration
1s] Unars and Groupy
8 Mosioring and Tuning
in Trovblashosting.
4 uoot

Eaterprise > >

Manage Modules

Specify targets such
appication, Modules can be instalied on the same
a1 targets that
Based on the applications that are routed through.

ppicaton servers of custens of applcation servers where you want to install the modules that are contained in
splcation server or disparsed among several application servers
routers for recuests o this application, The plug-in conhiguration file (Shugin-eig.cmi) for aach Web server is generated,

. Alsa, specify the Wab servers

Susters and sarvers:
WabSphere:cell=ofse220137Node01 Call node=ofss220137NodeO1 sarver=serverl _mj

Remove | Update | Remove Fila || Export file

vt i ‘
S | JaMETA | £
o | BB | inodrorxmt { Uoddlad
m | FCYSMS.far, META- ee
B | ecosmsie F/ g oo Modula E
FCIBatch Jar, META~ e |
L S st | Module
" | A DB |
|| EcsackaBRA | /et Module )
= JerJarMETA- | 38 o
O | ecsceddenir | et T Sodole
| FOIRTY jar, META: | e |
ESE I Eal s i I | 2 SR
Web e
Module

Fo field help information,
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Click on ‘FlexCubeCorporate’

WobSphers, [

Entorprien Applic

Enterpeise Applications > ECINeoWeb > Manage Modules > FONeoWeb.war

+ Guided Activitinn
Use this page to configure an instance of a deployed ned module in the application. This page contains deployment-specific

o Sarvens informaticn for 8 mab module and session management settings.
= Apghcansas Configuration |

* Now Agolication

Cl A.nlnnlou Typer , Canarsl ropnrtien ksl

WebSghare entargrise applicaiony
* Susimess-level ezgicatiens o-UR * Vien Module Clasa Loadsr
" Asve (st ] Fpesgesman

2. a0l dngloymont a0 Altarnate deplayment descriptor * Tamatasenic aaslicetion status
s e —— T —
. * Senxeo Management
& Raseurces + Starting waight o
& [10000

e + Class loader order
loaded with local dlass loader first {parant last)

& System sdmnistratien -
(¥ Users ané Groups.
# Manitaring aad Tuming
v Treshleahosting
+ Senvice intagration
‘v voot

| Loguut

Field help

For fiald help iformation,
saloct & fiald Iabel oe fist
marker when the help
turscr i diaplayed.

Page help
ore information about
b 2ace

Select “Classes loaded with local class loader first (parent last)” from the dropdown ‘Class loader

order’. Click ‘Apply’ button

Help |

Logout

29Node01Cell, Profile=FPCFL

View: All tasks - |

welcome
) Guidad Activities
) Servars
() Applications

New Application

webSphers enterprise applications
Business-level applications
Assets

Global deployment settings
[*] Services
¥ Resources
[+ Securiey
% Environment
(] System administration
[ Users and Groups
& Monitoring and Tuning
% Troubleshooting
[ Service integration
[ UDDI

Enterprise Applications i

5 Messages

B Save dirsctly to the master configuration.

& Changes have been mads to your local configuration. You can:
B Review changes before saving or discarding.

N The server may need to be restarted for these changes to take effact.

Enterprise Applications > FCUBSApp2 > Manage Modules > FCINeoWeb.war

Use this page to configure an instance of 3 deployed web module in the application. This page contains deployment-
specific information for 3 web module and session management settings.

Configuration

General Properties

# URD

FCINeoWeb.var

Alternate deployment descriptor

+ Starting veight
[10000 ]

# Class loader order

[ crasses loaded vith parent class loader first

[

oply || OK || Reset || Cancel

Additional Properties

Vigw Module Class Loader
Custom properties

Target specific application status
View Deployment Descriptor
Session Management

Close page .
Field help

For field help information,
select a field label or list

marker when the help
cursor is displayed.

Page help
More information about
this page

Click ‘Save’ link and resta

rt the server.
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5.1

5.2

5. Configuring Mail Session on Websphere

Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE IS to generate and send passwords to the users via e-mail.

Creating Java Mail Session

To create Java mail session, follow the steps given below:

1. On the left pane, expand ‘Resources’ and select ‘Mail’.

Welcome
| View: All tasks -
welcome 7 - O | About this Integrated Solutions Consale - [
Welcome
Guided Activities . Integrated Solutions Console, 8.5.5.0
Integrated Solutions Console provides a commen administrative console for Build Number: gm1318.01
5 Servers multiple products. The table lists the product suites that can be administared 2 : |

(|

= Server Types through this installation. Select a product suite to view mare information. B“'IdDEtes"H“s _________________

webSphere application servers LICENSED MATERIALS PROPERTY OF
WebSpharz M 1BM
HiplEs s Suite Name Version 5724-108, 5724-163,

Web servers
5724-H88,5724-H89, 5655-W65 (C) 7

WebSphere Application Server 8.5.5.0
Copyright International Business

[# Applications
Services
Resources
Security

Environment

System administration
Users and Groups
Monitoring and Tuning
[# Troubleshooting
Service integration

uoDI

4 mn |

= = == 2]

2. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.
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WebSphere.

The following screen is displayed:

‘ View: All tasks

Welcome:
[ Guided Activities
[ Sarvers
[ Applications
[ Services
[ Resources
Schedulers
Object poal managers
[#IMs
¥ J0BC
5] Resource Adapters
& Asynchronous beans
[# Cache instances
= Mail
Mail providers

Mail sessions

[ URL

[#) Resource Environment
] Security
¥} Environment
[ System administration
[ Users and Groups
[ Monitaring and Tuning
[ Troubleshooting
5 Sarnvica intagration

[ UDDI

Cell=ofs:220233 Nodz01 Cell, Profile=FPCFL

Mail Sessions

Mail Sessions

Use this page to create mail sessions, which are collections of properties that define howyour application
sends mail and accesses the mail store. To create a useful mail session, an outgoing or incoming server
and pratocol must be provided. Configure mail sessions enly after you configure the necassary protocal
providers.

Scope spacifies the level at which the resource definition is visible. For
detsiled information on what scope is and how it works, ses the scopa
settings help.

[ Al scopes 7]

@ Preferences

Se\ect‘ Mzme ‘mm name Scope Provider Description { | Category

Hone

Total 0

Help | Logout

Close page

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

4 .

4 m

d

3. Click ‘New’ button to create a new mail session. The following screen is displayed:

WebSphere.

View: All tasks

#* Name

[FeuBsmail |

Welcome
[+ Guided Activities
(¥ Servers
[ Applications
[ Services
(2 Resources

Schedulers

[ IMs
[# JDEC
[ Resource Adapters
[ Asynchronous beans
[# Cache instances
= Mail
Mail providers
Mail seszions

[ URL

[ Security

(% Enviranment

[+ Systzm administration
[ Users and Groups

[+ Monitaring and Tuning
[ Troubleshaoting

[#] Service integration

[# UDDI

Object pool managers

[# Resource Environment

+ JNDI name
[mail/Fcugsmail |

Descrigtion

Category

Enable debug made

Enable strict Internat address parsing

Outgoing Mail Propertias

Sarver
[10.10.10.10

# Protocol

User

Password

Verify Passvord

Return e-mail address

Incoming Mail Properties

Sarver

| Logout

Field help
For field F
salect 5 fi
marker vt
cursor is ¢

Page helg
More infor
this page

m
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4. Provide the required information. Sample details are given below for your reference.

General Properties

Name

FCUBSMail

JNDI Name

mail/FCUBSMail

N.B

This has to be maintained in the file ‘fcubs.properties’ in encrypted format

Outgoing Mail

Properties

Server

< HOST_MAIL_SERVER >

Protocol

smtps

5. Click ‘Custom Properties’ link to configure the custom properties.

J | Integrated Solutions Console

=]

Integrated Solutions Console Welcome admin

Help | Logour

| wiew: [All tasks

Welcome

Guided Activicias

Services

[ Resourcas
Schadulers
Object pool managars

RIS
®JoBC
[ Resourcs Adsptars

synchranous beans

ache instances
B mail

Mail providers
Mail sessions

RL

Resource Envirsnment

Security

nwironment
System administration

Uszrs and Groups

onitoring and Tuning
raubleshaoting
ervice integration

DD

mail and accesses the mail store, To create 3 useful mail session, an outgeing or inceming server and protacel
=l rmust ba provided. Configurs mail saszions only after you configure the nacessary protacel providers. C—
Configurstion
Field help
For field help information,
N select a field lsbel or list
General Properties Additional Properties rmarker when the help
cureor 1= displayed.
Seope Custorn
[cells:cvRzZEOLZENoda01Callinodes 1 CVRZEDL G Node0Lisarvars isarvard | properties Page help
Mare information about
Provider

this page
[Buitt-in mail Providar

Command Assistance
Wiew administr

Zoripting command for last
action

# Mame
[Feuesmail

# JNDI narne
[mailfFeuBsMail

Catagar

T Enable debug mode

¥ Enable strict Internet address parsing

Outgoing Mail Properties

Server

[10.10.10.10

Dane
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The following screen is displayed.

J | '] Integrated Solutions Console

Integrated Solutions Console Welcone admin

Help | Logour

Cell=CYRZED138Nade01Cell, Profile=AppSrvil
| view: [All tasks =1 ‘

Close page

Welcome

Guided Activities

Field help
Bl Masssges For field help infarmation,
Servers sslact 2 field lsbel or list
T Ay changes have been rade to your locsl configuration. You can:
pplications

marker when the help

® Saue directly to the master configuration. curser is displayed,

Services

® Review changes before saving or discarding, Page help
B Resources More information about
Schedulers 5 The server may need to be rastartad for these changas to take sffact

Object poel managers

Mail Sessions > FCUBSM.

> Custom properties

Resource Adapters

Use this page to specify custom properties that your enterprise infarmation systemn (E18) requires for the

resource providers and resource factories that yau configure. For example, mest database venders require
additional custam proparties for dats sourcas that access the databaze.
Asynchronous beans

Cache instances
Bl Mail

Mail providers

nees

Dalete

|
Mail sessions L ?
URL Select Harme £ Value £ Required £
Resource Enwvironment
Mone
Security e ®

Environment

System administration

Users and Groups

Manitoting and Tuning

Troubleshasting
Service integration

upnI

Done

6. Click ‘New’ button to create new custom properties.

The following screen is displayed.

J | '] Integrated Solutions Console

Integrated Solutions Console Welcome admin

Help | Logout
B Messages
| view: [ all tasks =l ‘
A\ Changes have been made to your local configuration. You can:
Welcome ® Save directly to the master configuration.
Guided Activities

Field hel
® Review changes before saving or discarding, reld help

Servers

Specifies the value that
you assign to the
applications & The sarver may need to be restarted for thase changes to take effect,

property,
Page hel
Services et infasenstion sbout
Mail Sassions > FCUBSMail > Custom propertias > New ore information abou
[l Rezourcas i
Usa this pags to spacify custam that your Prise inf
Schedulers

tion systern (E1S) requiras for the
vesource providers and resource factories that you configure, For axsmple, most database usndors raquire

Object posl managers additional custam properties for data sources that access the database.

Configuration

Resource Adapters

Asynchrenous beans

G I Properti
Cache instances eneral Properties
B mail

+ Scope

Mail providers [cells: cvRzEn13aN0d=01Callinades  CVRZED1ZBN =0T isevars sarverl
Mail sessions

i

URL [Frail.zrrtps host
Resource Environment

B Security 10.10.10.10

Enuiranment

Description

Eystem administration
Users and Groups
Monitaring and Tuning

Troubleshosting

BE
Service integration

java.lang.string =
UBDI
apply |)[ 0K | [Reset | [ cancel

Dane
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7. Specify the information required for creating custom properties. Sample details are given
below:

Name mail.smtps.host

Value <HOST_SMTPS_MAIL_SERVER>

Type java.lang.String

The custom properties are given below:

Name Value Type

mail.smtp.host | <HOST_SMTPS_MAIL_SERVER> | java.lang.String

mail.smtp.port | <SMTPS_SERVER_PORT> java.lang.String

mail.host <HOST_MAIL_SERVER> java.lang.String

mail.smtps.auth | TRUE java.lang.String

| L] mntegrated Solutions Console -

Integrated Solutions Console welcome admin Help | Logour 8

| Wiew: | All tasks - ‘

Mail Sessions 7 — JlHelp
Welcame
Guided Activities Field help
B Messages For field help information,
Seruers selact a field label o list
&retrarges-have been mads to your local configuration, You can: marker when the help

Applicati
GRS # save direqtly to the master configuration, cursor is displayed

Seruices

® Eeuiey changes before saving or discarding, Page halp
[l Resources More information about
thi
Schedulers & The server may need to be restarted for these changes to take effect. ihispage
Ohbject pool managers Command Assistance
Mg View administrative

Miail Sessions > ECUBSMail > Custom properties

Zeripting command for last
LB Use this page to spedfy custom properties that your enterprise information system (EIS) requires for the action
Resource Adapters resource providers and resource factories that you configure, For example, most database vendars require

A h b additional custemn properties for data sources that access the database.
synchronous beans

N @ Preferences
Cache instances

B Mail Mew || Delere

Wil providars

Fale
Wil sessions o[ %)
R Selact| Name & value ¢ Deseription & Required &
Resource Environment
¥ou can administer the following ressurces:
H Security [~ | mailsmtps. host 10.10.10.10 false

Ensirenment
Total 1
System administration
Users and Groups

Monitaring and Tuning

[ Troublesheoting

Click ‘Save’ to complete the configuration.

& The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

e SMTP_HOST

e SMTP_USER

e SMTP_PASSWORD

e SMTP_JNDI

You can update this using Oracle FLEXCUBE Investor Servicing Installer.
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6. Annexure

Ensure the following settings before deploying the application:

6.1

6.2

6.3

IBM Websphere Server - Increasing Heap Size

e Go to ‘Server > Application Servers’ and select the ‘server_name’

e Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

* Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

e Go to’ Server > Application Servers’ and select the ‘server_name’

e Choose ‘Container Services > Transaction Service’
e Change the total transaction lifetime timeout appropriately

e Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

o Go to’ Server > Application Servers’ and select the ‘server_name’

Wehthem. 50 tware

View: Al tasks

welcome
Guided Activities
[ Servers

[ Server Types

web servers
Applications
Services
Resources
Security
Environment
System administration
Users and Groups
Manitoring and Tuning
Troubleshaoting
Service integration

upDI

1 1

contain

WebSphere applic
webSphere MQ serv

ati

3K

A |~ | Highlight ANl

Application servers > serverl

Use this page to configure an applicstion server. An application server is a server that provides services

required to run enterprise spplications.

Runtime | | Configuration

General Properties

Name

[rarvart |

Node name

‘DFE;ZZDZBQHCdeD[ ‘

[ Run in develapment made
Parallel start

[ Start components as nesded

Access to internal server classes

(e ]

Server-specific Application Settings
Classloader policy

(oot ]

Class Ioading mode

[ Classes loaded vith parent class loader first

Apply || OK || Reset || Cancel

Match Case 6 of 6 matches

m

Container Settings

Session management

SIP Container Settings

Web Contsiner
Settings

Portlet Container
Settings

EJB Container Settings
[ Container Services

Application profiling
service

Transaction service

Dynamic cache
service

Compensation
service
Internationalization
service

Default Java
Persistence APT
settings

Object pool service

ORB servicel

B

Field help

For fisld halp informa
salact = fisld labal or
marker vhan the help
cursor is displaysd. |-

Page help
More information sbo
this page

6-1
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e Expand ‘Container Services’ and click ‘ORB Service’

WebSphere.

View: All tasks

welcome
[(+] Guided Activities
[ Servers
[ Server Types
WebSphere application servers
webSphere MQ servers
Web servers
(# Applications
[# Services
[+] Resources
[# Security
[+ Envirenment
[# System administration
(+] Uz=rs and Groups
[ Monitoring and Tuning
¥ Troubleshaoting
[# Servics intagration

[ UDDI

[2pplication sarvars

Application servers > serverl > ORB service

Use this page to configure the object request broker (ORE).

Configuration

Field help

For field help informa

select = fisld labal or

marker when the helg
d

General Properties.

# Request timeout

180 | seconds

# Request retries count

1 | retries
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= Messages

& Changes have been made to your local configuration. You can:

B Ssve directly to the master configuration.

B Review changes before saving or discarding.

& The server may need to be restarted for thase changes to take effact.

Application servers > serverl > DRE service

Use this page to configurs the object requast broker (ORB).

Configuration

Logout

Close page
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General Properties
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# Request timeout

[teo | seconds
# Reguest retries count
[x | retries

# Request retries delsy

milliseconds

# Connection cache maximum
[240

connections

4 Connection cache minimum

Custom
properties.

[100 | connections
ORE tracing i
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