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Preface

«  Documentation Accessibility

« Diversity and Inclusion

e Conventions

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
* For Technical issues such as creating a new Service Request (SR), select 1.

«  For Non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New In this Guide

This section introduces the documentation updates for Release 9.2.0.0.0.

Release 9.2.0.0.0 - G44111-01, October 2025

No updates for the release.
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Acronyms

The following table provides information about the acronyms and the terminology used in the
document.

Table Acronyms

Acronym Description

GUI Graphical User Interface

AVP Attribute-Value Pair

SCEF Service Capability Exposure Function
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Introduction

Oracle's Diameter Signaling Router (DSR) Measurements Data Streaming (MDS) solution
provides DSR's statistics to remote servers communicating through Apache Kafka in the 3G
core network. It provides real-time data like CPU, memory and disk usage, incoming, and
outgoing messages, connections information, and so on. This data is collected for all the DSR
components (NOAMs, SOAMs, DAMPs, IPFEs, and so on) and is filtered, parsed, and sent to
remote Kafka clusters. This enables the users to access and understand the metrics in their
own servers.

1.1 References

e Oracle Communications Diameter Signaling Router Operations, Administration, and
Maintenance Guide

e Oracle Communications Diameter Signaling Router Feature Guide

1.2 Scope and Audience

This manual is intended for anyone responsible for activating and deactivating Measurement
Data Streaming. Users of this manual must have a working knowledge of telecommunications
and network installations.
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Understanding MDS Functionality

Oracle's DSR Measurements Data Streaming (MDS) feature provides DSR's statistics to
remote servers communicating through Apache Kafka in the 3G core network. It provides real-
time data like CPU, memory, and disk usage, incoming and outgoing messages, connections
information, and so on. This data is collected for all DSR components (NOAMs, SOAMs,
DAMPs, IPFESs) and is filtered, parsed, and sent to remote Kafka clusters. This enables the
users to access and understand the metrics in their own servers.

2.1 MDS Overview

Measurement Data Streaming feature enhances the processing of the measurements
information obtained from DSR to reduce the time taken to detect problems, reuse the existing
functionality on DSR, and introduce a new functionality that reduces the changes that are
required in the existing software components of DSR.

The usage of Kafka is introduced to pass the information from DSR to the user's infrastructure.

This feature collects statistics data of user enabled measurements using existing Measqt tool
and it parses the collected statistics data. After parsing, it converts the data into JSON format
and sends it to the Kafka Broker at user configured interval. It also stores all the pending
messages in the disk if the connection with Kafka broker fails.

2.2 Scope of MDS in DSR

When the MDS feature is activated, a process named mds comes up on Active NOAM and
Active SOAM. By default all measurements are disabled for streaming process.

Following are the steps to enable the measurements from NOAM/SOAM GUI:

1. From the Main Menu, select Measurement Streaming, click Streams.

2. Select the measurement you want to enable from the Measurement Group.
3. Click Enable/Disable streaming.

The user has to configure Kafka and DSR streaming related properties from NOAM GUI to
start the streaming process. For more information about MDS activation, see Activate MDS
feature.

Using NOAM GUI, the user can enable measurements whose scope is A and the mds process
on NOAM can only stream the statistics data of measurements whose scope is A.

Using SOAM GUI, the user can enable measurements whose scope is B or C and the mds
process on SOAM can only stream the statistics data of measurements whose scope is B or C.

2.3 DSR Architecture with MDS and Functionalities

DSR Architecture with MDS is shown in the following image:
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DSR Architecture with MDS and Functionalities

Figure 2-1 DSR Architecture with MDS
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C level servers continue to send
measurements to SOAM as today
via COMCOL merge mechanism

Functionalities of MDS feature:

« Feature Activation or Deactivation mode

» Interface for the user to enable the metrics for streaming

» Interface for the user to configure Kafka and DSR properties
e Handling of failure data

e Standard MEALs
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MDS Activation and Deactivation

3.1 Activate MDS Feature

1. Log out of any active NOAM or SOAM GUI sessions.
2. Establish the SSH session to the NOAM VIP and login as admustr.

3. Navigate to the feature activation directory by running the following command:

cd /usr/ TKLC/ dsr/ prod/ mai nt/| oaders

4. Run the feature activation script using the following command:

./ featureActivateDeactivate

a. Enter 1 at Enter your choice to Activate.

Figure 3-1 Activating the feature

You want to Activate or Deactivate the Feature
1.Activate
2.Deactivate

Enter your choice : |

b. Enter 7 at Enter your choice to Activate.

Figure 3-2  Selecting the MDS feature

List of Feature you can Activate :
-.RBAR
.FABR
.Mediation
4.DTLS
.DCA Framework
.DCA Application
.Measurement Data Streaming

Enter the choice : |}

c. Enter your choice to select the active SO server to activate the feature.
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Activate MDS Feature

Figure 3-3 Activating SO server

. MdsSoam@803-DS000
. MdsSoam@803-DS002
3. ALL SOs

Enter your choice on which SO you want to Activate or Deactivate the Feature :

Refer to Sample output of Activation on Active NOAM for output example.

Establish a GUI session on the active NOAM server by using IP address of the NOAM
server.

Open the web browser and enter the URL https://<Active_NOAM_IP_Address> and log in
as the guiadmin user.

Locate and verify the Measurements Streaming folder from the Main Menu and
subfolders under Measurements Streaming.

Repeat the steps 5, 6 for Standby NOAM, Active and Standby SOAM (SOAM a site where
feature is activated).

@ Note

Measurement Streaming tab or Measurement Streaming folder takes 5-10
minutes after activation to be visible on the GUI.

3.1.1 Sample output of Activation on Active NOAM

The following is the sample output for activation on active NOAM.

Starting Activation/Deactivation process....
Executing /usr/TKLC/ dsr/ prod/ maint/| oaders/activate/l oad. ndsActi vat eAsour ced
script on MisNoan0803- DNQOO

Add Measurements GU Configuration Permssions.

_appi d=17
group_i d=3700
group_name=Measur ements Streani ng Permi ssions

Set Measurenents Streaning entry in the MISEngOption table
=== changed 1 records ===
=== changed 1 records ===
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Starting to Execute the Loaders on Mate server

Executing /usr/TKLC/ dsr/ prod/ maint/| oaders/activate/l oad. ndsActi vat eAsour ced
script on MisNoan0803- DNQO1

Add Measurenents GUI Configuration Pernissions.

_appi d=17
group_i d=3700
group_name=Measur ements Streani ng Permi ssions

=== changed 1 records ===

1. MisSoan0803- DSQ00
2. MisSoan0803- DSC02
3. ALL SGCs

Enter your choice on which SO you want to Activate or Deactivate the
Feature :3
Activate/Deactivate nds on all SOs configured in the Topol ogy

This is a 3 Tier Setup , So run the B sourced | oaders on SO server :

Mis Soan0803- DSCQ00

Executing /usr/TKLC/ dsr/ prod/ maint/| oaders/activate/l oad. ndsActi vat eBsour ced
script on MisSoan0803- DSQ00

Current server is HA ACTI VE

Add Measurenents Streaming GU Configuration Pernissions.

_appi d=17
group_i d=3700
group_name=Measur ements Streani ng Permni ssions

=== changed 1 records ===
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Executing /usr/TKLC/ dsr/ prod/ maint/| oaders/activate/l oad. ndsActi vat eBsour ced
script on MisSoan0803- DSQ01

Add Measurenents Streaming GU Configuration Pernissions.

_appi d=17
group_i d=3700
group_name=Measur ements Streani ng Permi ssions

=== changed 1 records ===

This is a 3 Tier Setup , So run the B sourced | oaders on SO server :

Mis Soan0803- DSC02

Executing /usr/TKLC/ dsr/ prod/ maint/| oaders/activate/l oad. ndsActi vat eBsour ced
script on MisSoan0803- DSQ02

Current server is HA ACTI VE

Add Measurenents Streaming GU Configuration Pernissions.

_appi d=17
group_i d=3700
group_name=Measur ements Streani ng Permni ssions

=== changed 1 records ===

Starting to Execute the Loaders on Mate server
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Executing /usr/TKLC/ dsr/ prod/ maint/| oaders/activate/l oad. ndsActi vat eBsour ced
script on MisSoan0803- DSQ03

Add Measurenents Streaming GU Configuration Permi ssions.

_appi d=17
group_i d=3700
group_name=Measur ements Streani ng Permni ssions

=== changed 1 records ===

3.2 Deactivate MDS Feature

1. Log out of any active NOAM or SOAM GUI sessions.
2. Establish the SSH session to the NOAM VIP and login as admustr.

3. Navigate to the feature activation directory by running the following command:

cd /usr/TKLC dsr/ prod/ mai nt/| oaders

4. Run the feature activation script using the following command:

./featureActivateDeactivate

a. Enter 2 at Enter your choice to Deactivate.
Figure 3-4 Deactivating the feature

You want to Activate or Deactivate the Feature
1.Activate
2.Deactivate

Enter your choice : |

b. Enter 7 at Enter your choice to Deactivate.
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Figure 3-5 Selecting the MDS feature

Which Feature you want to DeActivate
.RBAR

.FABR

.Mediation

.DTLS

.DCA Framework

.DCA Application
.Measurement Data Streaming
.MAPIWF

OO0 0E WNH

Enter your choice : 7

c. Enter your choice to select the active SO server to deactivate the feature.

Figure 3-6 Deactivating SO server

. MdsSoam@803-DS000
. MdsSoam@803-DS002
3. ALL SOs

Enter your choice on which SO you want to Activate or Deactivate the Feature :

@® Note

As an alternative, you can deactivate the feature on all the SOAM sites by
entering the choice 3.

Refer to Sample Output of Deactivation Active NOAM for an example.

Perform steps 5 to 7 only if the feature is deactivated on all SOs.

5. Establish a GUI session on the active NOAM server by using IP address of the NOAM
server.

Open the web browser and enter the URL ht t ps:// <Active_NOAM | P_Addr ess> and log in
as the guiadmin user.

@ Note
* Repeat this step for Standby NOAM on all Active and Standby SOAM's.

e The Measurenent Stream ng folder will not be visible on the GUI under
Main Menu for 5 to 10 minutes after deactivation.

*  Perform the below steps, if the feature is deactivated on a particular SO.

Measurements Data Streaming User Guide
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6. Establish a GUI session of the active SOAM server where the feature is deactivated.

Open the web browser and enter the URL htt ps://<Active_NOAM | P_Address> and log in
as the guiadmin user.

7. Verify if the Measur enent St r eam ng folder is listed under Main Menu.

Repeat the above 2 steps for the standby SOAM.

3.2.1 Sample Output of Deactivation Active NOAM

1. MisSoan0803- DSC00
2. MisSoan0803- DSC02
3. ALL SCs

Enter your choice on which SO you want to Activate or Deactivate the
Feature :3
Verifying feature is activated or not on MisSoan0803- DSQ00

MDS i s activated on MisSoanD803- DSQ00

Verifying feature is activated or not on MisSoan0803- DSQ02

MDS is activated on MisSoanD803- DSQ02

Executing /usr/ TKLC dsr/ prod/ mai nt/ | oader s/ deacti vat e/
| oad. ndsDeact i vat eAsourced script on MisNoan0803- DNOOO

Renovi ng Measurenents Streaming GU permi ssions.

=== deleted 1 records ===
=== changed 1 records ===
=== changed 1 records ===

Executing /usr/ TKLC dsr/ prod/ mai nt/ | oaders/ deacti vat e/
| oad. ndsDeact i vat eAsourced script on MisNoan0803- DNOO1

Measurements Data Streaming User Guide
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=== deleted 1 records ===
=== changed 1 records ===
Activate/Deactivate nds on all SOs configured in the Topol ogy

This is a 3 Tier Setup , So run the B sourced | oaders on SO server :

Mis Soan0803- DSC00
Executing /usr/TKLC dsr/ prod/ maint/| oaders/ deactivate/
| oad. ndsDeact i vat eBsour ced script on MisSoan0803- DSO00

Current server is HA ACTI VE

=== del eted 1 records ===
=== changed 1 records ===

Executing /usr/TKLC dsr/ prod/ naint/| oaders/ deactivate/
| oad. ndsDeact i vat eBsour ced script on MisSoan0803- DSQ01

=== deleted 1 records ===
=== changed 1 records ===
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This is a 3 Tier Setup , So run the B sourced | oaders on SO server :

Mis Soan0803- DSC02
Executing /usr/TKLC dsr/ prod/ maint/| oaders/ deactivate/
| oad. ndsDeact i vat eBsour ced script on MisSoan0803- DSQ02

Chapter 3

Deactivate MDS Feature

Current server is HA ACTI VE

=== del eted 1 records ===
=== changed 1 records ===

Executing /usr/TKLC dsr/ prod/ maint/| oaders/ deactivate/
| oad. ndsDeact i vat eBsour ced script on MisSoan0803- DSQ03

=== deleted 1 records ===
=== changed 1 records ===
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MDS Properties

The properties of MDS feature is described in this section.

4.1 Interval

Interval is one of the most important properties and defines how often will collect, parse, and
send the statistics data of measurements to the remote Kafka server.

The user can configure Interval from NOAM GUI:

1. From the Main Menu, select Measurement Streaming.
2. Select Stream Options click DSR Properties .
3. Select the Interval size and click Apply.

Those operations must be repeated in an infinite loop and monitor if it takes longer, when this
happens, MDS reports an Event in DSR System.

The different interval options are mentioned in the following table:

Table 4-1 Supported Intervals
|

Interval Default
5 minutes Yes
15 minutes No
30 minutes No
® Note

If the DSR system's Kafka Broker connection fails, the Measurement Data Streaming
attempts to connect to the Kafka Broker based on the interval time. The alarm will
reset only if the Kafka Broker is accessible during measurement data processing.

4.2 Retention

MDS feature ensures that there is no data loss when there is a disconnection or unable to
establish a connection to primary Kafka server and backup Kafka server due to network failure.
It stores the unsent data in the MdsPendingRecordsA or MdsPendingRecordsB tables.

Data Table Name

Unsent data of A-level metrics

MdsPendingRecordsA

Unsent data of B, C —level metrics

MdsPendingRecordsB

Measurements Data Streaming User Guide
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MDS sends this unsent data to Kafka server, if connection to Kafka reestablishes before the
expiry of retention period there is No Retention option available in the GUI which disables
data retention in case of send failure.

Following are the steps to configure retention time from NOAM GUI:

1. From the Main Menu, select Measurement Streaming.
2. Select Stream Options click DSR Properties .

3. Select the Maximum retention time and click Apply.

4.3 Selection of Measurements

There are large number of measurements for DSR nodes, together they produce a great
amount of data. It takes a long time, large amounts of traffic, and a lot of CPU power to
process this information. So instead of streaming data for all measurements, MDS feature
provides an option to stream only the required measurements by enabling them.

@ Note

Selection of Measurements supports streaming of statistics data of utmost 50
measurements using NOAM and SOAM GUI:

*  From NOAM GUI users can enable A scoped measurements.

*  From SOAM GUI the user can enable measurements whose scope is B.

4.4 Statistics Data Collection

All the user enabled measurements get stored in the MeasStrm table. The Data Collector
module in MDS gets the list of user enabled measurements from the MeasStrmA or
MeasStrmB table and this module also makes use of the MeasDef/MeasRptGroup tables to
get measurement information (like Type, Dimension, group, sub-group, and so on).

Statistics Data Collection follows the following mentioned process for each measurement at a
time:

1. Get the statistics data of measurement using the Measqt tool
2. Parse the statistics data of measurement

3. Generate JSON format

4. Send JSON data to Kafka server using Kafka Producer

Refer Data Size and Data Format for sample JSON data.

4.5 Connecting to a remote Kafka server

MDS feature establishes a connection to remote Kafka server to send statistics data of the all
user enabled measurements. To establish a connection to Kafka, it takes user configured
primary Kafka server IP address and backup Kafka server IP address from the
MeasStrmConfig table. Connectivity with primary and secondary Kafka server is described in
the following table:
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Table 4-2 Kafka Server Types

Server Type Description

Primary This is the main remote server and it is the first option where statistics
data will be transferred.

Backup An additional option is given to connect to an alternative server in case
the primary is not available. At each interval, connection with both
primary and backup node will be attempted.

The process of connecting to a remote Kafka server:

a » 0w bd PR

MDS tries connecting to the primary server.

It checks if connection is established or not.

If connection establishes, send data to the primary server.

If connection does not establish, it keeps trying upto three attempts.

If connection does not establish to the primary (even after max attempts), it tries

connecting with the backup server.

© © N 9

It checks if connection is established or not.
If connection is established, send messages to the backup server.
If connection does not establish, it tries sending messages upto three attempts.

If connection does not establish with the backup server (even after max attempts), it raises

an alarm in the DSR system.

4.6 Topic Name

Apache Kafka has a dedicated and fundamental unit for event or message organization, called
Topics. By using this topic name, remote Kafka server categorizes the messages that are
received from DSR. The data is written to the configured topic name over Kafka Server.

4.7 Security Encryption

MDS feature supports user to send statistics data to remote Kafka server securely. It supports
the user to configure anyone of the following protocols:

Table 4-3 List of Protocols to connect to Kafka

Protocol Name Security
PLAINTEXT No

SSL Yes
SASL_PLAINTEXT Yes
SASL_SSL Yes

If the user configures any protocol other than PLAINTEXT, then the user has to provide
additional details which the protocol requires. Detail description of properties which are specific
to protocol is available in the MDS Managed Objects section.
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4.8 Data Size and Data Format

Data of each measurement represents only one Kafka message, but some measurements that
contains arrayed data might be larger in size. MDS provides an option, Max Record Size, in
the GUI to configure the maximum size of message size Max Record Size. MDS segments
the larger data into smaller parts based on the user configured Max Record Size value and it
adds segment information to the splitted parts.

Based on the value of user configured Batch Size kafka property, Kafka producer joins
multiple messages until that Batch size is reached and sends it through the network as one.

Each one of the full and sliced messages contains a header with the following characteristics:

Table 4-4 Format of Kafka Message

Name Description
node Contains a detailed server type, example:
«  NETWORK_OAMP
e SYSTEM_OAM
e MP
hostname It is the server name defined by client.
date Indicates when was the measurement taken
interval Indicates the interval from where the measurements are collected
metric Name of the Measurement
group Name of the group which the measurement belongs
type Indicates the measurement’s type, such as:
e Single
*  Average
e Max
e Min
dim Indicates the measurement's dimension, such as:
e Single
e Arrayed
Segmentinfo Indicates the segment number.
TOTAL It contains actual statistics data of measurement.
Sets It contains actual statistics data of measurement.
This is only used when the dim is arrayed and contains all elements and
their values.

Measurement Statistics data after converting into JSON format

Example of Single dimensioned measurement record

[{
"host nane" : " DSRTESTSO- DSC00"

"node": " SYSTEM QAM',

"date":"04/01/ 2022 20:29",
"interval ":"21:25:00-21: 29: 59",
"metric":"System RAM Util Pct _Peak",
"group":" OAM SYSTEM',

"type":"max",

Measurements Data Streaming User Guide
G44111-01 October 26, 2025
Copyright © 2025, Oracle and/or its affiliates. Page 4 of 7



ORACLE

"din:"single",
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Example of Arrayed measurement record without applying 2KB record size limit:

[{

}

"host name": " DSRTESTSO- DMP00",

"node": " MP",

"date":"04/01/2022 20:29",

"interval ":"21:25:00- 21: 29: 59",

"metric":"TxRequest SuccessAl | Conn",

"group":"Dianeter Egress Transaction",

"type":"sinple",

"dint:"arrayed",

"Segment I nfo":"LO",

"sets":|[

{ "id":"Connection_ 1", "TOTAL":"3" },

{ "id":"Connection_ 2", "TOTAL":"5" }
{ "id":"Connection_ 20", "TOTAL":"6
{ "id":"Connection_ 21", "TOTAL":"2"

}
}

{ "id":"Connection_ 30", "TOTAL":"1" },
{ "id":"Connection_31", "TOTAL":"51" }

{ "id":"Connection_n", "TOTAL":"10" }

]

Example of Arrayed measurement record after applying 2KB record size limit

Record 1

[{

"host nane" ;" DSRTESTSC- DMP00O",

"node": " MP",

"date":"04/01/2022 20:29",
“interval":"21:25:00-21: 29: 59",
"metric":"TxRequest SuccessAl | Conn",
"group":"Dianeter Egress Transaction",

"type":"sinple",

"dint:"arrayed",

"Segment I nfo":"F0",

"sets":|[
{ "id":"Connection_1", "TOTAL":"3" },
{ "id":"Connection_2", "TOTAL":"5" }

{ "id":"Connection_20", "TOTAL":"6" },

1
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Record 2

[{
"host name": " DSRTESTSO- DMP00",
"node": " MP",
"date":"04/01/2022 20:29",
"interval ":"21:25:00- 21: 29: 59",
"metric":"TxRequest SuccessAl | Conn",
"group":"Dianeter Egress Transaction",
"type":"sinple",
"dint:"arrayed",
"Segment Info":"l1"
"sets":|[
{ "id":"Connection_ 21", "TOTAL":"2" }

{ "id":"Connection_ 30", "TOTAL":"1" },

1
Record n

[{
"host name": " DSRTESTSO- DMP00",
"node": " MP",
"date":"04/01/2022 20: 29",
"interval ":"21:25:00-21: 29: 59",
"metric":"TxRequest SuccessAl | Conn",
"group":"Dianeter Egress Transaction",
"type":"sinple",
"dint:"arrayed",
"SegmentInfo":"Ln",
"sets":|[

{ "id":"Connection_n", "TOTAL":"10" }
1

4.9 Data Compression

To decrease the network’s data usage, MDS feature supports data compression. The user can
choose any one of the following compression methods. Greater compression values means
smaller outputs but larger completion time due to increasingly complex mathematical
algorithms.

Table 4-5 Compression Methods with their ranges

Compression Methods Range
None -
Gzip [0-9]
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Table 4-5 (Cont.) Compression Methods with their ranges

Compression Methods Range
Snappy 0
Lz4 [0-12]

4.10 Delivery Timeout

Every time a metric is sent to the remote server, a response is generated and returned to our
DSR system indicating that it was successfully delivered. This is very useful as it allows the
user to detect which metrics failed to arrive and they are saved as pending and dispatched
again when all messages are issued in the next interval. The disadvantage due to this Delivery
Timeout parameter is that, the DSR waits until it receives the reply. Based on this situation, the
user has the capability to select the level of delivery timeout or none at all. If none is selected,
all metrics are considered as delivered even if they never arrive.

4.11 Sending data to Kafka

Measurements Data Streaming User Guide
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Using API’s of librdkafka (C/C++ Kafka Library) the sender module creates a connection to
remote Kafka cluster and sends data to remote Kafka cluster.

Sender module in MDS gets all the user configured Kafka properties from the MeasSt r nConfi g
table and it considers all the properties while connecting and sending data to remote Kafka
server. If sender module sends all the user enabled measurements data to remote Kafka within
the user configured time interval and still if the module has some time left to complete the
interval, it tries to send the unsent data to remote Kafka server which is stored in disk.
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The following table defines the Measurement Data Streaming objects.

Table 5-1 MDS Managed Objects

Managed Object Name

Description

Measurements for Streaming

On NOAM

This Managed Object contains a table of Measurement Groups which
are applicable to NOAM level.

Each Measurement Group contains a table of Measurements, this table
also has Streaming field, to enable or disable the Measurement select
the Measurement you want to enable or disable in the Measurement
group and click Enable/disable streaming.

On SOAM

This Managed Object contains a table of Measurement Groups which
are applicable to SOAM level, and each Measurement Group contains a
table of Measurements.

This table also has Streaming field, to enable or disable the
Measurement select the Measurement you want to enable or disable in
the Measurement group and click Enable/disable streaming.

Stream Options

This Managed Object contains two screens which are Kafka Properties
and DSR Properties. These two screens support user to configure both
Kafka and DSR properties.

For more information on Stream options, refer DSR Operations,
Administration, and Maintenance guide.

5.1 Measurements of Streaming

The following table describes the attributes of Measurement Streaming.

Table 5-2 Measurements of Streaming

Attribute Description
Measurement Name of the measurement
Dimension Dimension of the measurement
For example, Single or Arrayed.
Type Type of the measurement
For example, Simple, Average, Max
Streaming This is a check box
Using this check box , user can enable/disable the particular
measurement for streaming process.
Measurement Subgroup Name of the Sub Group which the measurement belongs to
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5.2 Stream Options

The following table describes the Stream options.

Table 5-3 Stream Options

Attribute Description

Primary IP and port Bootstrap Server IP and Port of Primary Kafka Cluster

A list of host and port pairs to use for establishing the initial connection
to the Kafka cluster. Single value of hostlp: port shall be configured.
Since these servers are just used for the initial connection to discover
the full cluster membership (which may change dynamically), this list
need not contain the full set of servers (you may want more than one,
though, in case a server is down).

Backup IP and port Bootstrap Server IP and Port of Backup Kafka Cluster.

MDS will create Kafka connections using Backup IP and Port, if Primary
IP and port is not reachable.

Topic name Topic is a fundamental unit for Kafka event or Kafka message. Kafka
broker categorizes the messages which are received from DSR based
on this Topic parameter only.

Client ID An ID string to pass to the external Kafka Server when making requests.
The purpose of this is to track the source of requests beyond just IP/port
by allowing a logical application name to be included in server-side
request logging.

Compression codec Compression codec to use for compressing message sets.

Compression level Compression level parameter for algorithm selected by configuration
property Compression codec. Higher values will result in better
compression at the cost of more CPU usage.

Batch size MDS measures batch size in total bytes instead of the number of
messages. It controls how many bytes of data to collect before sending
messages to the external Kafka broker.

Linger Delay in milliseconds to wait for messages in the producer queue to
accumulate before constructing message batches (MessageSets) to
transmit to Kafka brokers.

Default value: 10

Number of acknowledgments | The number of acknowledgments the producer requires the leader to
have received before considering a request complete. This controls the
durability of records that are sent.

Default value: 12

Security protocol Protocol used to communicate with external Kafka brokers.
Default value: SSL

Connection timeout Indicates how much time (in milliseconds) should wait after a connection
to a Kafka cluster has been requested. If the timeout is over, then the
connection will be damned unsuccessful.

Default value: 1000

SSL Protocol The SSL protocol used to generate the SSLContext.
Default value: "TLSv1.3"

Record Size This parameter represents the maximum size of single record that can
be sent over Kafka Broker.

Default value: 2KB
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Table 5-3 (Cont.) Stream Options
|

Attribute

Description

Delivery Timeout

An upper bound on the time to report success or failure after a call to
send() returns. This limits the total time that a record will be delayed
prior to sending, the time to await acknowledgement from the broker,
and the time allowed for retriable send failures.

Default value: 120000

Lapse of time: 30 seconds

Request Timeout

This configuration controls the maximum amount of time the MDS will
wait for the response of a Kafka request. If the response is not received
before the timeout elapses the MDS will resend the request if necessary
or fail the request if retries are exhausted.

Default value: 30000

Lapse of time: 30 seconds

Retries

The number of retries if MDS (Producer) does not get an
acknowledgement from Kafka Broker.

"SSL™

User should configure the below mentioned Additional Parameters if Security Protocol is configured as

SSL CA location

Filename (along with path) of ca file to use in certificate verification

SSL certificate location

Filename (along with path) of file in pem format containing the client
certificate as well as any ca certificates needed to establish the
certificate's authenticity.

SSL key location

Filename (along with path ) containing the client private key.

SSL key password

Password to be used when loading the certificate chain

"SASL_Plauntext":

User should configure the below mentioned Additional Parameters if Security Protocol is configured as

SASL Mechanisms

SASL mechanism to use for authentication.
Types of SASL Mechanisms

e GSSAPI

e PLAIN

e SCRAM-SHA-256

¢ SCRAM-SHA-512

«  OAUTHBEARER

SASL Kerberos Service
Name

Kerberos principal name that Kafka runs as, not including /
hosthame @REALM

SASL Kerberos Principal

This client's Kerberos principal name. (Not supported on Windows, will
use the logon user's principal).

SASL Kerberos Kinit Cmd

Shell command to refresh or acquire the client's Kerberos ticket. This
command is executed on client creation and every
sasl.kerberos.min.time.before.relogin (O=disable).

SASL Kerberos Keytab

Path to Kerberos keytab file.

SASL Kerberos Min Time
Before Relogin

Minimum time in milliseconds between key refresh attempts. Disable
automatic key refresh by setting this property to 0.

SASL Username

SASL username for use with the PLAIN and SASL-SCRAM-..
mechanisms

SASL Password

SASL password for use with the PLAIN and SASL-SCRAM-..
mechanism
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Table 5-4 DSR Properties
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Fields Value Description
Interval size Default: 5 minutes Indicates the time it should wait to read and send the metrics. Interval

Size should be lesser than the retention time.

Range: 5 minutes, 15 minutes, 30 minutes.
Maximum retention Default: 30 minutes It is the maximum amount of time to store metrics that could not be sent
time to the Kafka cluster.

Range: No Retention, 15 minutes, 30 minutes, 1 hour.
Output format Default: JSON Output format of Kafka's messages.

@ Note
This is a read-only attribute.
® Note

For more information about Stream Options, see Operations, Administration, and
Maintainance (OAM) Guide.
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