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Preface

«  Documentation Accessibility

« Diversity and Inclusion

e Conventions

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

*  For Non-technical issues such as registration or assistance with My Oracle Support, select
2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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What's New In This Release

This section introduces the documentation updates for Release 6.2.0.0.0.

Release 6.2.0.0.0 - G42908-01, September 2025

Added MTU Support for NOAM feature in the Instantiating the Network OAM VNF section.

Added MTU Support for DR NOAM feature in the Instantiating the DR Network OAM VNF
(VNFM-V1) section.

Added MTU Support for Signaling feature in the Instantiating the Signaling VNF with
Multiple XSI (1, 2, and 4 XSI Interface) section.

Added MTU Support in Scale feature in the scale VNF to level (only scale out) section.

Added Multiple NTP Server Ip support in DSR and SDS VNFEs feature in the deploying
VNFs section.

Updated the Graceful Termination section to specify that the VNFM supports automatic
cleanup of signaling and DR NOAM data from NOAM.

Updated the Multiple XSI Support (1 - 16 XSl interfaces) - VNEM V1 section.

The following updates are made in the Discover Stack section:

— Updated Discover Stack to specify that the VNFM supports backward compatibilty from
5.4.x to 6.x using the Discover API operation.

— Updated the version details in the Sample Request for Discover Interface.

The following sample requests are added in the Instantiating the IDIH VNF (VNEM - V1)
section:

— Sample Request for IPv6 Dynamic IP Deployment Model

— Sample Request for IPv6 Fixed IP Deployment Model

— Sample Request for Dual Dynamic IP Deployment Model

— Sample Request for Dual Fixed IP_deployment model

Updated the minimum VCPUs for the following VNFC type in the Table 4-1:
— IDIH-KAFKA

— IDIH-SERVICE

— |IDIH-DB

Updated tar and image version in the following sections:

— Install and Configure VNFM

— Sample Request for FIXED IP Model
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Introduction

This document defines and describes the DSR Virtual Network Functions Manager (DSR
VNFM). DSR VNFM is an application that helps in the quick deployment of virtual DSRs by
automating the entire deployment process and making it ready to use in the shortest possible
time.

The VNFM is responsible for the lifecycle management of virtual network functions (VNFs)
under the control of the network function virtualization orchestrator (NFVO).

1.1 References

e DSR Cloud Benchmarking Guide

e Or-VNFM Interface defined by ETSI NFV-SOL 003
e Import a Swagger Specification/Swagger Ul

¢ DSR Cloud Install Guide

* DSR IP Flow Document

e DSR IPv6 Migration Guide

1.2 Acronyms and definitions

An alphabetized list of acronyms used in the document.

Table 1-1 Acronyms and definitions

Acronym Definition

DA-MP Diameter Agent Message Processor

DB Database

DR Disaster Recovery

DSR Diameter Signaling Router

ETSI European Telecommunications Standards Institute
GUI Graphical User Interface

HA High Availability

IDIH Integrated Diameter Intelligence Hub

P Internet Protocol

IPFE IP Front End

LCM Lifecycle Management

MANO Management and Orchestration

MP Message Processing or Message Processor
NFVO Network Functions Virtualization Orchestrator
NOAM Network Operations and Maintenance

OAM Operations, Administration, and Maintenance
OHC Oracle Help Center
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ORACLE Chapter 1
Terminology

Table 1-1 (Cont.) Acronyms and definitions
|

Acronym Definition

osDC Oracle Software Delivery Cloud

REST Representational State Transfer
SOAM System Operations and Maintenance
STP-MP Signaling Transfer Point Message Processor
TSA Target set Address

UDR Usage Detail Records

ul User Interface

VDSR Virtual Diameter Signaling Router

VM Virtual Manager

VNFM Virtual Network Functions Manager
VNF Virtual Network Functions

XMI External Management Interface

XSl External Signaling Interface

SNMP Simple Network Management Protocol
NTP Network Time Protocol

DNS Domain Name System

VM Virtual Machine

VIM Virtual Integration Manager

VNFC Virtual Network Function Component

1.3 Terminology

This section describes terminologies used within this document.

Table 1-2 Terminologies and Definitions
e

Term Definition

OpenStack controller OpenStack controller controls the selected
OpensStack instance.

Postman A tool for creating REST requests.

Swagger Ul Swagger Ul allows the users to interact with the

API resources.

VNF instances VNF instances are represented by the resources.
Using this resource, the client can create individual
VNF instance resources, and to query VNF
instances.

1.4 Limitations

* Data present in Primary VNFM other than in external mounted volume are not
synchronized with Secondary VNFM. For any manual process restart or configuration, data
changes made on Primary VNFM must be done on Secondary VNFM.

e Scale-In feature is not supported.

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 2 of 3



ORACLE Chapter 1
Limitations

* Terminate VNF deletes the entire stack and is not applicable for terminating a single
server.

» Discover VNF stack supports:
— Stacks that are created by using VNFM templates.
— Stacks that are created by using same VNFM release.

— The stack created by VNFM GUI, Double Failure of Active VNFM and its Persistent
volume.

* Inter version discovery is not supported. Stack can go into inconsistent state.
» Diameter Configuration is required for running the traffic.

*  VNFM upgrade is not supported.

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025
Copyright © 2019, 2025, Oracle and/or its affiliates. Page 3 of 3



Virtual Network Functions Manager Overview

VNFM automates lifecycle operations for VNFs, as each VNF is managed independently.
To deploy DSR it requires creating and instantiating minimum two VNFs:

*  Network OAM VNF

e Signaling VNF

Signaling VNFs can be instantiated any time after the network OAM has been instantiated.

The main objective of the DSR VNFM is to provide an ETSI-compliant VNFM manager. VNFM
would be beneficial in the following ways:

e Automating lifecycle management (LCM) operations for DSR VNFs. Automation of these
operations can reduce their execution time.

* Providing a standardized interface to easily integrate with automation clients, especially
ETSI-compliant NFVOs. The DSR VNFM provides a REST API that complies with ETSI
NFV-SOL 003.

The VNFM is also helpful in responding quickly to changing customer requirements and
delivers solutions for those requirements in a very short time.

The following figure illustrates the interaction between various components of DSR and VNFM:

Figure 2-1 ETSI MANO Specification

NFV Management and Orchestration

Os-Ma | s
poe 0SS BSS _— NEV
2 i | Orchestrator
i - Or-Vnim
i | o=
IV N2 3 .
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ORACLE Chapter 2
Advantage of Using VNFM

2.1 Advantage of Using VNFM

Deployment of Virtual DSR (vDSR) is performed by the following methods that requires manual
processing:

e VM creation and installation process
e HEAT Template based installation (HEAT templates require manual updates)

The manual deployment consumes multiple hours to deploy a fully operational DSR and the
HEAT template based installation needed more caution since it requires more manual work.

Using DSR VNFM, users can deploy an operational DSR on OpenStack within 20 minutes.

This application benefits both the internal and external customers by reducing operating
expenses associated with the implementation and by reducing human errors by eliminating
manual intervention.

VNFM V1:

The Current VNFM supports both VNFM v1 and v2, VNFM v1 is the existing VNFM.
Swagger URL: https://<<VNFM HOST IP>>:8443/docs/vnfm/v1/

VNFM V2:

VNFM comes with new version of VNFM i:e; VNFM - V2 which supports Cloud Service Archive
(CSAR) based VNF deployment. It is compliant with ETSI spec 003 3.6.1. This is Orchestrator
mode of deployment for both VNFM and VNFs.

@® Note

* For Instantiate VNF operation, required details need to be provided from Orchestrator and
the sample "vnfConfigurableProperties Json" are given below for all the Instantiate VNF
scenarios of VNFM - V2.

*  For other APIs like Scale, Heal, Operate and Modify, the Additional Parameter Json for
VNFM V2 is same as like VNFM V1 and these details we need to provide via Orchestrator
as VNFM V2 is Orchestrator mode of deployment.

Swagger URL: https://<<VNFM HOST IP>>:8443/docs/vnfm/v2/

vnfm_version: Based on API request on particular operation for VNFM v1 or v2, the
vnfm_version will change in URL.

Example: URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/<
VNF ID received from create request>/instantiate

VNFM v1: URL: https://<<VNFM HOST IP>>:8443/vnflcm/vl/vnf_instances/< VNF ID received
from create request>/instantiate

VNFM v2: URL: https://<<VNFM HOST IP>>:8443/vnflcm/v2/vnf_instances/< VNF ID received
from create request>/instantiate

Virtual Network Functions Manager Installation and User Guide
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VNFM Lifecycle Management Interfaces

The VNFM Lifecycle Management (LCM) interface supports the following operations:

Create VNF

Delete VNF

Modify VNF

Instantiate VNF

Query Individual / All VNF(s)

Scale VNF

— Scale VNF to Level (Scale Out C Level servers of Signaling VNF)
— Scale VNF to Arbitrary size (Scale Out C Level servers of Signaling VNF)
Query Individual / All LCM Operation(s)

Operate VNF

Heal VNF

— Query Heal VNF Requests

Terminating VNF

Discover VNF - Not part of ETSI standard

Change VNFM State

Query VNFM State

Subscription API

Virtual Network Functions Manager Installation and User Guide
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VNFM OpenStack Prerequisites

Following are the prerequisites for using the VNFM:

An OpenStack instance, WALLABY version. This OpenStack must be stable for cloud-init
completion and proper network connectivity.

Fixed IPs used for stack creation must be reachable.

Security ports must be opened from the cloud infrastructure even if the VNFM template
opens the port while deployment. However, it should not be blocked from cloud.

Network used for stack deployment must be proper and "GATEWAY IP" should be present
for each network.

One OpenStack tenant per DSR signaling VNF. The DSR network OAM VNF may share a
tenant with one of the signaling VNFs, if allowed.

@® Note

The OpensStack instance must have admin privileges for multi-tenant deployments.

A DSR VM image must be in VMDK (Virtual Machine Disk) format as per GA release,
named as: DSR-9. 2. 0. 0. 0- *. vndk

Use sections to add and organize related content if another section heading is required.
DSR-9. 2. 0. 0. 0- *. ova is the name of the OVA image delivered with the DSR build. This
image must be accessible from every tenant where VMs are deployed.

VNFM assumes that the following flavors are defined on each OpenStack tenant on which
the VMs are deployed.

For information about VNFM installation on OpenStack, see Install and Configure the DSR
VNEM.

Table 4-1 DSR Specific Flavors and Respective VNFM Types
- _________________ |

VNFC Type Image Flavor Name Minimum | Minimum | Minimum | Additiona
Name vCPUs RAM (GB) | Disk (GB) | I Info
NOAM, DSR-9.2.0 | dsr.noam (Regular Profile) 4 14 120 NA
DSR-DBSERVER, :0.0.vmdk | 4sr noam (Large Profile) 8 14 120 NA
DSR-DR-NOAM
SOAM dsr.soam (Regular Profile) 4 14 120 NA
dsr.soam (Large Profile) 8 14 120 NA
DA-MP dsr.da 12 16 120 NA
dsr.da(Large Profile)
IPFE dsr.ipfe 18 24 120 NA
STP-MP dsr.vstp 6 16 120 Only if
Note: Only if using vSTP function using
vSTP
function
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Table 4-1 (Cont.) DSR Specific Flavors and Respective VNFM Types

Chapter 4

VNFC Type Image Flavor Name Minimum | Minimum | Minimum | Additiona
Name vCPUs RAM (GB) | Disk (GB) | I Info
SERVICE-MP dsr.ServiceMp 8 12 120 Only if
Note: Only if using vSTP function using
vSTP
function
SBR dsr.sbr 12 25 120 NA
SDS-NOAM, SDS-9.2.0 | sds.noam 4 32 350 NA
SDS-QS, .0.0.vmdk
SDS-DR-NOAM,
SDS-DR-QS
SDS-SOAM sds.dpsoam 4 12 175 NA
SDS-DP sds.dp 6 10 175 NA
IDIH-KAFKA kafka-9.2. | kafka-eidih 6 16 170 Additional
0.0.0.vmd Cinder
K volume of
1GB
IDIH-SERVICE service-9. | service-eidih 6 16 120 NA
2.0.0.0.vm
dk
IDIH-DB mysql-9.2. | mysql-eidih 6 16 220 Additional
0.0.0.vmd Cinder
K volume of
1GB
UDR UDR-14.0. | EIR 18 70 400 NA
i-o-o-vmd VMNP 32 120 800 NA
ATS Master ats-9.2.0.0 | ats.master 4 16 1024 NA
.0.

Virtual Network Functions Manager Installation and User Guide
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For more information about flavor, see DSR VM Configurations or DSR Benchmarking guide
for the minimum resource requirement with respect to each VNF flavor.

@ Note

« To deploy a larger profile, the VM user needs to create the respective flavor in
OpenStack.

»  For IDIH profile, see Oracle Communications DSR Cloud Benchmarking Guide
9.2.0.0.0 release.

Table 4-2 OpenStack VIM Connection Information

Parameter

Definition

Example

vimd

The identifier of the VIM instance. This
identifier is managed by the NFVO
(Network Functions Virtualisation
Orchestrator).

"vimid"
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Chapter 4
Prerequisite for Multiqueue on IPFE

Table 4-2 (Cont.) OpenStack VIM Connection Information

Parameter Definition Example
vi nlype The value of this attribute determines "ETSINFV.OPENSTACK_KEYSTONE.V
the structure of the "interfacelnfo" and 3"
"accesslInfo" attributes, based on the
type of the VIM.
endpoi nt VIM controller Identity APl URI (Uniform | "https://mvl-
Resource Identifier) . The url devl.us.oracle.com:5000/v3"
representing the interface endpoint.
user nane The username to use for access. kot
password Password to verified credentials for kR
OpensStack controller
user Domai n The OpenStack user domain to use for | "default”
the VIM connection.
proj ect Donain | The OpenStack project domain to use | "k
for the VIM connection.
proj ect The OpenStack project to use for the kRt
VIM connection.
region The OpenStack region to use for the "RegionOne"

VIM connection.

VNFM adds a list of generic ports as a part of OpeStack Security Groups. If traffic needs to be
allowed through any other specific port, then that port must be added in OpenStack Security

Groups. For more information about adding a port in Openstack security groups, see Adding a
Port in Openstack Security Groups.

4.1 Prerequisite for Multiqgueue on IPFE

To enable the Multiqueue feature on IPFE VMs, update the IPFE image and flavor. Perform the
following procedure before creating IPFESs.

1. Run the following command to create a duplicate DSR image for IPFE with a different
name on OpenStack:

openstack imge create --file <lmage File> --disk-format vndk <l mage Name>

Example:

openstack imge create --file DSR-9.0.1.0.0.vndk --disk-format vnok
DSRI PFE-8. 5. 1. 0. 0. vk

2. Execute the following command to update the multiqgueue feature in the IPFE image:

gl ance i mage-update <I MAGE I D> --property hw vif_multiqueue_enabl ed=true

3. Execute the following command to update the multiqueue feature in IPFE flavor:

openstack flavor set <IPFE FLAVOR> --property

hw: vi f _nul ti queue_enabl ed=true
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4.2 Enabling the Multiqueue Feature on IPFES

After the deployment of DSR on IPFEs is complete, you can perform the following procedure to
enable the Multiqueue feature to increase the performance of IPFE.

@ Note
e This procedure is not applicable for DSR 8.5 and later.

e This procedure is applicable for DSR 8.5 or earlier if the prerequisites, that is,
updating the IPFE image and flavor, for the Multiqueue feature is complete.

«  Ensure that the DSR deployment on IPFEs is complete.

e Update the IPFE image and flavor as described in Prerequisite for Multiqueue on IPFE.

1. Add the following lines to the network script of the interface that you want to change:

DEVI CE=et h
TYPE=Et her net
ETHTOOL_OPTS="-L ${DEVI CE} conbi ned <no_of vCPUs>

For example, to set the number of queues to number of vCPUs, edit/ et ¢/ sysconfi g/
network-scripts/ifcfg-eth_interface to setthe multiqueue value to the number of
vCPUs.

2. Runtheservice network restart command as r oot user to restart the network.

3. Runtheethtool -1 <eth_interface>command to check the setting.
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Install and Configure VNFM

® Note
The VNFM 6.2.0.0.0 is compliant with DSR 9.2.0.0.0 release.

Perform the following procedure to install and configure VNFM:

Prerequisite

Download and install pip.

1.

Get the linux box which has installed OpenStack client. If not, install Python and PIP
(Private Internet Protocol), then install the OpenStack client in linux box to interact with
OpensStack through CLI.

Perform the following procedure to install the OpenStack client:

a.

b.

Log in as a root user and run the yum i nstal | pyt hon-devel command.

Install OpenStack client by running the pi p i nstal | python- OpenSt ackcl i ent
command.

The above command skips importing heatclient plugin, install the plugin by running the
following command: pi p install python-heatclient

Identify an OpenStack instance.

@ Note

The identified OpenStack instance must meet the VNEM OpenStack
Prerequisites.

Download the OpenStack API credential file from OpenStack.

Download the OpenStack RC file.

i. Log in to OpenStack GUI.

ii. Go to APl access section tab.

iii. Click download OpenStack RC file and download (Identity API v3) file.

Source the downloaded OpenStack API RC file in linux box where OpenStack client is
installed by running the following command:sour ce openrc. sh.
When prompted for the password, provide OpenStack controller password.

Download the HEAT templates for VNFM installation.
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@® Note

Download the DSR VNFM (Atomic release example 4.0) HEAT templates and
parameter files to run through the OpenStack CLI Client for internal use. The
HEAT templates can be downloaded from the Dev Clear Case Server.
Example: dsratsa@nclde01

[ export/hone/ eagl e/ r el eases/ TPD pr od/ DSRVNFM 6. 2/ gcow?

Go to the release folder, for example: VNFM_6.2.0.0.0_62.4.5.qcow?2
The release folder contains the following files:
*  VNFM_6.2.0.0.0_62.4.5.qcow2 (VNFM Image)

* vnfmArtifacts_VNFM_6.2.0.0.0_62.4.5.tar (tar file). Extract the tar file and find
the VNFM template and the VNFM deployment parameter file.

e dsrvnfnvmyam (VNFM Template File)
e dsrVnfnParanms. yam (VNFM Parameter File)

4. Upload the image file to OpenStack:
a. From the OpenStack GUI, navigate to Projects and Compute-Image.
b. Click Create Image.
c. Inthe Create Image dialog box, select the suggested options for the following fields:
i. Inthe Image Source field, select Image File.

ii. Inthe Image File field, select the VNFM 6.2 VM image. The VNFM Image can be
obtained from Oracle Software Delivery Cloud (OSDC) Portal.
Image name:

VNFM 6.2.0.0.0_62. 4. 5. qcow2
iii. The Minimum Disk and Minimum RAM fields can be left blank.

d. The VNFM flavors must be provided with the appropriate values. For information about
flavors, refer to the DSR Cloud Benchmarking Guide.

5. Create the VNFM Volume using:
a. The OpenStack CLI.

i. Create the VNFM volume to use as a part of the OpenStack. The VNFM supports
a volume with the following specifications:
Volume size = 8 GB

Availability-zone = nova

For example: OpenStack vol une create --size 8 --availability-zone nova
<Nane of the vol une>

The above command displays the ID assigned to the newly created volume.
b. The OpenStack GUI:
i. Navigate to Project and Volumes.
ii. Click Create Volume.

iii. In the Create Volume dialog box, perform as suggested for the following fields:
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iv. In the Size (GiB) field, provide 8 as its size.
v. In the Availability Zone field, provide nova as its value.

vi. Get the ID of the volume created above and update the dsr Vnf n\Vol unel d
parameter in the dsr Vnf nPar ans. yam file.

@® Note

e To change the images and flavors of VNFCs (Virtual Network Function
Component), configure the respective parameters in: /opt/vnfm
confi g/ Vm nfo.xm file.

e To change the default properties, configure the respective parameters
in: /opt/vnfm config/ VnfnProperties.xn file.

6. Modify the input parameters:
a. Edit the HEAT template file dsr Vnf nPar ans. yan .

@® Note

e The input parameters are given as key or value pairs. Modify only the
values (the part to the right side of the colon).

e The formatting is an important factor in YAML file. Do not remove any
leading spaces or add any lines to the file.

e While creating IPv4 setup of VNFM (VNFM network is IPv4), use DNS and
NTP of IPv4 and while creating IPv6 setup of VNFM (VNFM Network is
IPv6), use DNS and NTP of IPv6.

b. Edit the values as per the guidelines provided in the following table:

Table 5-1 Parameters and Definitions for VNFM Installation

Parameter Value

dsrVnfmVmName Enter a name for the VM (Virtual Machine). Alphanumeric
characters and "_" are allowed.

dsrVnfmimage Enter the name of the image uploaded in the previous step.

dsrVnfmFlavor Enter the name of a flavor that is loaded onto OpenStack.
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Table 5-1 (Cont.) Parameters and Definitions for VNFM Installation

Parameter

Value

vnfmNetwork

Enter the name and subnet of a network that external clients
can use to communicate with the VNFM. (The user can also
give an IP along with the network in case of fixed IP
deployment) (IPv6 or IPv4).

Format for Dynamic IP deployment:

"vnf mNet wor k": { "network" : "<Network
Name>", "subnet" : "<Subnet Name>" }

Format for Fixed IP deployment:

“vnfmNetwor k": { "network" : "<Network
Name>", "fixed_ip" : "<ip>" }

vimNetwork

Enter the name and subnet of a network that VNFM uses to
route VIM (Virtual Integration Manager) traffic. (IPv4 or IPv6).

Format for Dynamic IP deployment:

"vimNetwork": { "network" : "<Network Name>",
“subnet" : "<Subnet Nane>" }

Format for Fixed IP deployment:

"vimNetwork": { "network" : "<Network Name>",
"fixed_ip" : "<ip>" }

ntpServer

Enter the IP address of an NTP server with which the VNFM
synchronizes the time. The OpenStack controller hosts an NTP
server so the IP address of the OpenStack controller is usually
a good value.

® Note

VNFM can support any of these NTP resources:
IPv4, IPv6, or both IPv4 and IPv6 NTP entries.

dnsServer

Enter the IP address of DNS server with which VNFM resolves
the hostname. For an IPv4 setup, enter IPv4 DNS server IP
and for an IPv6, use IPv6 DNS server IP.

dsrvVnfmAZ

Enter the availability zone to place the VNFM. The "nova" can
often be an appropriate value and is the default availability
zone.

dsrVnfmVolumeld

Enter the volume name to use as persistence storage for the
VNFM.

vimRouteAddress

Enter the OpenStack network address or subnet mask. This
allows for communication between the OpenStack (VIM)
network and VNFM. User can provide the list of route address
separated by comma.
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- ___________________________________________|
Parameter Value
snmpReceiverAddressPort IP and Port of the SNMP Trap Receiver and SNMP Manager.
(Optional) Default: 127.0.0.1/162,::1/162 (Not required for IPv6 brackets).
® Note

In case of fixed IP deployment for VNFM, the network name and IP must
be given in the following syntax for vnf mNet wor k or vi mNet wor k parameter
in dsrVnf nPar ams. yam file: vnf mNetwork: {"network": "ext-

net", "fixed_ ip":"10.196.52. 175"} vinmNetwork: {"network":"ext-

net2","fixed_ip":"10.196.52. 176"}

In case of dynamic IP deployment for VNFM, the network name and
subnet must be given in the following syntax for vnf nNet wor k or
vi mNet wor k parameter in dsr Vnf nPar ans. yant file: vnf mNet wor k:

{"network":"ext-net", "subnet": "ext-net-subnet"} vinmNetwork:
{"network":"ext-net2", "subnet": "ext-net2-subnet"}

User must provide mandatory OpenStack network address

vi mRout eAddr ess parameter in VNFM parameter.

Syntax: vi mRout eAddr ess: <QpenStack Network address>/ <subnet
mask>

For example

vi nRout eAddr ess: 10.75.167.0/ 24
In case of list of OpenStack cloud:

vi mRout eAddr ess: 10. 75.167. 0/ 24, 10. 75. 185. 0/ 24

If user needs to communicate with multiple OpenStack cloud using one
VNFM then the user must provide multiple OpenStack network address
while installing VNFM.

User can also add other OpenStack cloud network after installing VNFM, by
performing the procedure provided in the Adding Route for a New VIM
section.

User must provide optional SNMP Manager IP and Port as
snnpRecei ver Addr essPort parameter in dsr Vnf nPar ans. yam file.

Syntax: snnpRecei ver Addr essPort: | P/ PORT, | P/ PORT

For

example:

In case of Dual SNMP Manager: snnpRecei ver Addr essPort :
10. 75. 189. 151/ 8900, 2606: b400: 605: b813: : 5/ 7400

In case of Single SNMP Manager: snnpRecei ver Addr essPort :
2606: b400: 605: b813: : 5/ 7400

ntpServer: Users must provide mandatory ntpServer details which can support
up to 3 ntp resources at a time in the dsr Vnf nPar ans. yam file. Examplel:
ntpServer: 10.250.32.10, example 2: ntpServer:
2606:h400:605:p912:200:5eff:fe00:1f7, Ex3: ntpServer:
10.250.32.10,2606:b400:605:0912:200:5eff:fe00:1f7,10.250.32.56

c. After editing is done, save the file.
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7. Deploy the VNFM using the OpenStack CLI by running the following command:

penSt ack stack create -t dsrVvnfnVm yam

-e dsrVnfnParans. yaml <stackName>

8. To query the VNFM release details after VNFM deployment, run the following command:

$>[ dsrvnf m@ el easevnfmvm /] $ sudo ./install _vnfmpy --info
[sudo] password for dsrvnfm

VNFM release information:

Product Nane :
Product Rel ease :

VNFM

6.2.0

DSR Supported Rel ease(s)

9.2.0.0.0

Refer to the following table while choosing the IP versions:

® Note

The naming convention for ens3, ens4, enp3s0, or enp4 may have different names
based on the interface configuration.

Table 5-2 IP Version Mapping
. ____ ___ ________ ________________________|
VNFM VNFM |OpenSt (DS |[Rou |[Rou |Dual Comments
External |VimIP [ack R te te Snmp
IP Versio |Control [IP/ |ens |ens | Manager
Version n(VIM (lerVIM |Oth |3 4 Support
(REST interfa |IP er
interface) | ce) Traf
ens3 ens4 fic
IPv6 IPv4 IPv4 IPv6 | Defa | Defa | Supported |« All the OpenStack traffic or packet
/ ult  Jult goes through VIM IP (ens4).
IPv4 «  IPv6 traffic other than VIM traffic
goes through VNFM IP (ens3).
e IPv4 traffic other than VIM traffic
goes through VIM IP (ens4).
IPv4 IPv4 IPv4 IPv4 | Defa | Limit | Supported |« Only IPv4 traffic is supported.
ult Jed ¢ MMI calls to IPv6 VNFs fails. VNFs
to are instantiated and Cloud init
VIM might be complete, but other LCM
Net operations fail.
work «  Hence, DSR (Diameter Signaling
Rout Router), SNMP (Simple Network
es

Management Protocol), NTP
(Network Time Protocol), DNS
(Domain Name System), and any
other servers communicating with
VNFM must be on IPv4 networks.
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VNFM VNFM |OpenSt (DS |[Rou | Rou |Dual Comments
External |VimIP [ack R te te Snmp
IP Versio |Control [IP/ |ens |ens | Manager
Version n(VIM (lerVIM |Oth |3 4 Support
(REST interfa |IP er
interface) | ce) Traf
ens3 ens4 fic
IPv4 IPv6 IPv6 IPv6 | Defa | Defa | Supported |+ All the OpenStack traffic or packet
/ ult ult goes through VIM IP (ens4).
IPv4 «  IPv4 traffic other than VIM traffic
goes through VNFM IP (ens3).
e IPv6 traffic other than VIM traffic
goes through VIM IP (ens4).
IPv6 IPv6 IPv6 IPv6 | Defa | Limit | Supported |« Only IPv6 traffic is supported.
ult |ed ¢ MMI calls to IPv4 VNFs fails. VNFs
to are instantiated and Cloud init is
VIM complete, but other LCM
Net operations fail.
work «  Hence DSR, SNMP, NTP, DNS,
Rout and any other servers
es communicating with VNFM must
be on IPv6 networks.
IPv6 IPv4 IPv6 Not Applicable.
IPv4 IPv4 The VIM P vers_ion and the controller
IP version are different. The
IPv4 IPv6 IPv4 communication never gets established.
IPv6 IPv6
® Note

VNFM External IP Version (REST interface) ens3: VNFM external IP interface to

support the VNFM REST API.

VNFM Vim IP Version (VIM interface) ens4: VNFM IP is used to communicate
with the VIM controller. VNFM ens4 IP and VIM controller IP should be in the
same IP version. Both of them should be in either IPv4 or IPV6.

OpenStack Controller VIM IP: OpenStack controller VIM IP that creates the VNF
through VNFM. Multiple OpenStack VIM controller IP can be provided during
VNFM installation with VIM subnet.

DSR IP: DSR IP is the VNF IP. VNFM ethO IP communicates with DSR XMl
interface for DSR Cloud init LCM operation. Hence, DSR xmi IP and VNFM ethO
IP must have the same IP version, either IPv4 or IPv6.

VNF's should be reachable from VNFM to support all VNFM operations.

Primary VNFM Installation VIA Orchestrator (VNFM - V2): Primary VNFM can
be installed using NFVD (Network Function Virtualization Director) through VIM
mode of deployment.
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5.1 Access VNFM Using the REST Interface

The VNFM is accessible using a REST interface. There is no provision to access the REST
interface through CLI, or GUI, however it can be accessed through a Swagger specification
provided for the REST interface. There are many other compatible interfaces that can be used
with popular REST testing tools. Some of the most widely used tools that can be used with the
REST testing tool are:

Swagger Ul
With the Swagger Ul, a GUI can be generated from the Swagger specification.

Swagger specifications can be found post VNFM installation at (htt ps: // <VNFM | P>: 8443/
docs/ vnf i <<vnf m ver si on>>) .

Postman

Another popular tool for creating REST requests is the Postman tool. It is available as a
standalone app and as a Chrome browser plug-in. You can import a Swagger specification to
allow Postman to understand the VNFM REST API in detail, which allows it to assist you while
creating requests and interpreting responses.

5.2 VNFM Redundancy

VNFM supports the Redundancy model. It works with two servers in Primary - Secondary
states. Data in the external mounted volume is synchronized from Primary to Secondary
VNFM.

VNFM can have two states and a transitory third state as follows:
e Primary

e Secondary

e Transient

The Transient state occurs when a CHANGE VNFM STATE request fails due to network
connectivity issues. In this case, the orchestrator must wait until the connectivity issue is
resolved and re-triggers the CHANGE VNFM request.

Secondary VNFM can be created as any other regular VNF by using CREATE and
INSTANTIATE VNF requests. It can be created only when the PRIMARY VNFM is a
standalone VNFM.

State of VNFM can be queried using the QUERY VNFM STATE INFORMATION REST
request.

VNFM state can be changed using the CHANGE VNFM STATE REST request.

@® Note

When VNFM is in Secondary or Transient state, it accepts all GET requests and only
the following POST requests: Login To VNFM and Change VNFM State.

5.3 Configurable Server Affinity Policy
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Server Affinity Policy configuration is supported during the VNF Instantiation of DSR/SDS
VNF's only. This policy can be configured on VNFc level.

Scaling uses the same affinity policy provided during VNF Instantiation and hence affinity
policy option is not required during scaling. Default Server Group affinity policy is "anti-affinity".

Allowed Polices

1.

2
3.
4

Anti Affinity: place instances on separate hosts.<Default>
Affinity: places instances on the same host.
Soft Anti Affinity: place instances on separate hosts if possible.

Soft Affinity: place instances on the same host if possible.

5.4 VNFc Nomenclature

The following table contains information about VNFc Nomenclature.

VNF Instance Name (max 22 VNFc Type Nomenclature (max | Server Name (VM
Characters) 5 characters) Hostname) (max 30
Characters)
<User Input> DSR NOAM DNO <user-input>-DNOO00
<User Input> DSR SOAM DSO <user-input>-DSO00
<User Input> DSR DAMP DMP <user-input>-DMP00
<User Input> DSR IPFE DIP <user-input>-DIP00
<User Input> STP MP STPMP <user-input>-STPMP00
<User Input> SBR (Session/Binding/ SBR <user-input>-SBR00
Universal)
<User Input> UDR UDR <user-input>-UDROO
<User Input> DSR DR NOAM DDRNO <user-input>-DDRNOQO
<User Input> SDS NOAM SNO <user-input>-SNO00O
<User Input> SDS QS SQS <user-input>-SQS00
<User Input> SDS SOAM SSO <user-input>-SS000
<User Input> SDS DP SDP <user-input>-SDP00
<User Input> SDS DR NOAM SDRNO <user-input>-SDRNOO0O
<User Input> SDS DR QS SDRQS <user-input>-SDRQS00
<User Input> atsMaster ATSMA <user-input>-ATSMAO0O

5.5 Supported VNFs by VNFM

The table below contains a list of all the VNFs supported by VNFM:

Virtual Network Functions Manager Installation and User Guide

G42908-01

October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 9 of 11



ORACLE’

Table 5-3 Supported VNFs and VMs
|

Chapter 5
Supported VNFs by VNFM

Supported Supported VNFCs Support | Support | Support | VNF Mixed Mixed
Dynamic IP ed ed ed Dual | Depend | Mode Mode
VNFs Dynami | Fixed IP | Stack IP | ency (XMl XSlI-1, 2,
clP VNF VNF (Singlel |4
VNF Dual), (4XSI-1,
IMI(Sing | 2, 3, 4)
le/Dual) | (Single/
and Dual)
XSI-1, 2,
4(Single
/Dual))
DSR NOAM | NOAM (Active/Standby) | Yes Yes Yes Yes N/A
DSR DR DR NOAM (Active/ Yes Yes Yes DSR Yes N/A
NOAM Standby) NOAM
DSR SOAM (Active/Standby), | Yes Yes Yes DSR Yes* Yes*
Signaling DA-MP, STP-MP, IPFE, (Only for | NOAM
SBR, UDR DIAMET
ER,
DIAMET
ER+SB
R flavor)
IDIH Kafka, Service, DB Yes No No No 1 XSl
Server
SDS NOAM | NAOM (Active/Standby) | Yes Yes Yes Yes N/A
and Query Server
SDS DR DR NAOM (Active/ Yes Yes Yes SDS Yes N/A
NOAM Standby) and Query NOAM
Server
SDS SOAM (Active/Standby), | Yes Yes Yes SDS Yes Yes
Signaling DP Server NOAM
ATS Master MASTER Yes Yes No No No
Yes* -

e Single Subnet (either IPv4 or IPv6) - supported for all flavors.

e Dual subnet and Single Dual Mixed subnet mode - only DIAMETER, DIAMETER+SBR
flavor supported.

The following table provides a sample combination of DSR-SOAM (for Diameter Flavor) of XSI
network interfaces:

Table 5-4 Sample Combination of DSR-SOAM (for Diameter Flavor)

VNF TYPE

XSI-1

XSI-2

XSI-3

XSlI-4

DSR Signaling
(Diameter Flavor)

Single Stack IPv4
or IPv6

Single Stack IPv4
or IPv6

Single Stack IPv4
or IPv6

Single Stack IPv4 or
IPv6

Single Stack IPv4
or IPv6

Single Stack IPv4
or IPv6

Dual Stack IPv4
and IPv6

Dual Stack IPv4 and
IPv6

Dual Stack IPv4

Dual Stack IPv4

Single Stack IPv4

Single Stack IPv4 or

and IPv6 and IPv6 or IPv6 IPv6
Dual Stack IPv4 Dual Stack IPv4 Dual Stack IPv4 Dual Stack IPv4 and
and IPv6 and IPv6 and IPv IPv6
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The following table provides a sample combination of DSR-SOAM (for Diameter+SBR Flavor)
of XSI, SBR network interfaces:

Table 5-5 Sample Combination of DSR-SOAM (for Diameter+SBR Flavor)

VNF TYPE

Xsl1

XSI2

SBR

DSR Signaling
(Diameter+SBR Flavor)

Single Stack IPv4 or

IPv6

IPv6

Single Stack IPv4 or

IPv6

Single Stack IPv4 or

IPv6

IPv6

Dual Stack IPv4 and

IPv6

Dual Stack IPv4 and

IPv6

IPv6

Dual Stack IPv4 and

IPv6

The following table provides a sample combination of SDS-SOAM:

Table 5-6 Sample Combination of SDS-SOAM

VNF TYPE

XMI

IMI

SDS Signaling

Single Stack IPv4 or IPv6

Single Stack IPv4 or IPv6

Single Stack IPv4 and IPv6

Dual Stack IPv4 and IPv6

Dual Stack IPv4 and IPv6

Single Stack IPv4 or IPv6

Dual Stack IPv4 and IPv6

Dual Stack IPv4 and IPv6

Single Stack IPv4 or
Single Stack IPv4 or

Dual Stack IPv4 and
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Uninstalling VNFM

@® Note

VNFM uninstallation requires manual intervention and impacts existing configurations.
Proceed only if you intend to completely remove the VNFM.

Following are the steps to uninstall VNFM:

1. Log in to your OpenStack cloud platform using appropriate credentials.

2. Delete the VNFM Stack: Within OpenStack, locate the management interface for managing
deployed stacks. Identify the VNFM stack and initiate its deletion process.

3. Delete Associated Volume (Optional): After removing the VNFM stack, an associated
volume containing VNFM data will remain. Deleting this volume permanently removes all
VNFM data.

@® Note

The volume cannot be restored. If you want to save data for future VNFM
deployments, don't delete the volume.

Preserving Configurations for Redeployment:

If you intend to reinstall VNFM in the future and require current data, save the associated
volume during the uninstalling procedure. This volume can then be used during a new VNFM
deployment to restore your previous settings.

Security Considerations for Redeployment:

The VNFM volume stores sensitive operational and configuration information. When
reinstalling VNFM, the administrator is responsible for attaching this volume to the new
instance. Ensure that data on the volume is only accessed through the VNFM application.
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Upgrading VNFM

The VNFM upgrade must be performed in the following sequence for both Primary and
Secondary VNFM:

1.

Change the VNFM state to secondary.

2. Delete the current VNFM stack. All the data is stored in the volume that is created during
the installation process. This acts as a persistent storage, so the stack can be safely
deleted and the volume is automatically detached from the stack.

3. Follow the steps provided in the VNFM Installation procedure with the new IMAGE
provided. Flavor, Volume need not be created again. The existing volume ID should be
given as the volume ID in the dsr Vnf nPar ans. yan file.

4. the 5.4.x Primary VNFM (transformed to Primary from step2) should be converted to Stand
alone VNFM for the VNF's which cannot be upgraded (for eg IDIH).

5. Invoke "VNF Upgrade by Vnflnstanceld" and "All VNF Upgrades" endpoint to upgrade the
VNF's.

6. Deploy the 6.2.0 secondary VNFM from 6.2.0 primary VNFM.

@® Note

*  VNFM supports both the fixed and dynamic IP support. In order to bring up the
new VNFM with the same IP as the existing one, the user can use FIXED IP
deployment model.

« If the existing volume required to be attached to other stack is full (around 7GB),
then it takes some time to boot the VNFM and load the data.

7.1 VNFM Upgrade Pre-requisites

Following are the prerequisites for the VNFM Upgrade:

VNF upgrade is enabled from 5.4.x v1 to 6.2.0 v1.
Since v2 based deployment is through NFVD the v1 to v2 is not supported.

Post VNFM upgrade 5.4.x VNF files will be available in / var/vnfm i nstances/* the
upgrade endpoint upgrades the VNF files and saves them in/ var/ vnf m i nst ances/ v1/*
path. After VNF upgrade is successful, old files from the following path / var / vnf ml
i nstances/ will be deleted.

7.2 VNF Upgrade by Vnfinstanceld

VNF Upgrade can be performed after all VNFs in the VNF are upgraded from 8.6.x version to
9.2, no LCMs are supported on partially upgraded VNF. Following endpoint can be invoked to

upgrade individual Vnf I nst ance based on Vnf I nstancel d from 5.4.x and 8.6.x to 6.2.0 and 9.2

version.
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Upgrade Endpoint:
https://<VNFM HOST | P>: 8443/ vnfl cm v1/i nst ances/ <i nst ancel d>/ upgr ade

® Note

Image parameters in the request body are optional. Latest Vnf Image versions will be
picked up from Vim nf o. yam file if image parameters are missing in the request
body.

VNF upgrade request

URL: https://<VNFM HOST | P>: 8443/ vnfl cml vl/instances/ <i nstancel d>/ upgr ade

Accept: application/json

Cont ent - Type: application/json

Exanmpl e for DSR NOAM upgr ade:

{
}

"image": "DSR-9.2.0.0.0_100.4.0"

Exanmpl e for DSR DR NOAM upgr ade:

{
}

Exampl e for DSR Signaling upgrade:

"image": "DSR-9.2.0.0.0_100.4.0"

{
"soam mage": "DSR-9.2.0.0.0_100. 4. 0",
"dal mge": "DSR-9.2.0.0.0_100.4.0",
"i pfelmge": "DSR-9.2.0.0.0_100. 4. 0",
"stplmage": "DSR-9.2.0.0.0_100.4.0",
"servi ceMpl mage": "DSR-9.2.0.0.0_100.4.0",
"sbrimage": "DSR-9.2.0.0.0_100.4.0"

}

Exanmpl e for SDS Noam upgr ade:

{
"sdsNoam nage": "SDS-9.2.0.0.0_100. 4. 0",

"sdsQslmage" : "SDS-9.2.0.0.0_100.4.0"
}

Exampl e for SDS DR Noam upgr ade:
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"sdsDr Noam nage": "SDS-9.2.0.0.0_100. 4. 0",
"sdsDr Qsl mage” : "SDS-9.2.0.0.0_100.4.0"

Exampl e for SDS Signaling upgrade:

{
"dpSoant mage": "SDS-9.2.0.0.0_100.4.0",

"dpl mage" : "SDS-9.2.0.0.0_100. 4. 0"
}

Exampl e for ATS Master upgrade:

{
}

7.3 All VNF Upgrades

All VNF Upgrades:

"atsMasterlnmage": "ats-9.2.0.0.0-1.0.28"

The endpoint can be invoked to upgrade individual Vnf I nst ance based on Vnf I nst ancel d from
5.4.6 and 8.6.x t0 6.2.0.0.0 and 9.2.0.0.0 version.

Upgrade Endpoint:
htt ps://<VNFM HOST_| P>: 8443/ vnfl cm v1/i nst ances/ upgr adeal |

@® Note

Image parameters are not enabled in upgr adeal | . Latest VNF image versions will be
picked up from Vim nf 0. yani file.

Upgrading VNF from VNFM

VNF upgrade is supported for the VNFs deployed using v1 version APIs. After VNFM is
upgraded to 6.2.0.0.0 version.

Upgrade supported for the following VNFs:

« DSR NOAM

« DSR DR NOAM
« DSR Signaling
« SDS NOAM

e SDS DR NOAM
e SDS Signaling
* ATS Master

Upgrade not Supported for the following VNFs:
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APIGW

IDIH

ATS Core and Tools
PROV GW

Secondary VNFM upgrade is not supported, it has to be deployed newly from primary
VNFM.

7.3.1 VNF State Diagram

Following are the few high level scenarios based on state diagram:

The VNF created on 5.4.x can be upgraded to 6.2.0 and all LCMs such as Vnflnstantiate,
VnfModify, VnfOperate, VnfHeal, VnfScale, VnfTerminate and VnfDelete can be performed

The VNF created and Instantiated on 5.4.x can be upgraded to 6.2.0 and all LCMs such as
VnfModify, VnfOperate, VnfHeal, VnfScale, VnfTerminate and VnfDelete can be performed.

The VNF created and Instantiated and scaled on 5.4.x can be upgraded to 6.2.0 and all
LCMs such as VnfModify, VnfOperate, VnfHeal, VnfScale, VnfTerminate and VnfDelete
can be performed.

Figure 7-1 VNF State Diagram

5.4.x

__ Nnf Instantiate

INSTANTIATED

INSTANTIATED

inf Modiiy/Vinf Seale Vinf Operate/ Vinf Heal Vil Modify/Vinf Scale/ Vif Operate/ Vnf Heal

Note: ¥Wnf Scale Operation is supported for DSR Signaling VMNF

Virtual Network Functions Manager Installation and User Guide

G42908-01

October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 4 of 4



VNFM User Management

(Required) Enter introductory text here, including the definition and purpose of the concept.
The initial build is delivered with two pre-installed users that are admin and reader. The user
must login to VNFM first using the given credentials to generate anOAuth/X-Token for the
admin using the API "Login to VNFM".

The password of the admin must be changed using the generated X-Token, and a new
password must be stored using the Change Password API.

The new users is registered using the Register to VNFM API.

Once the registration request is sent by the user, the admin has the access to view the
registration request instance with the help of the OAuth/X-Token through the Query all user
instances API.

The admin can provision the incoming requests and add the user request using the Provision
and Add API.

Upon the successful registration, the user can simply login to VNFM using the credentials to
generate an OAuth/X-Token and use it for other LCM-Operations.

8.1 Access Control in VNFM

The adni n user has access to use the available APls. However, the user with r eader
privileges, is restricted to use the following:

*  Query All VNF Instances:
https://<VNFM HOST | P>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf _i nst ances/
e Query Individual VNF Instance:

https://<VNFM HOST | P>: 8443/ vnfl cml <<vnf m ver si on>>/ vnf _i nstances/{
vnflnstancel d

e Query All LCM Operation:
https://<VNFM HOST | P>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf _| cm op_occs
e Query Individual LCM Operation:

https://<VNFM HOST | P>: 8443/ vnfl cml <<vnf m ver si on>>/ vnf | cm op_occs/{
vnfLempCecl d }

*  Query Heal VNF requests:

https://<VNFM HOST | P>: 8443/ vnf | cnf <<vnf m ver si on>>/ vi ps/ {vi p}/ heal
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*  Query VNFM State Information:

https://<VNFM HOST | P>: 8443/ vnf | cnf <<vnf m ver si on>>/ vnf nt at e

8.2 Login to VNFM

The user must provide the grant_type and the Authorization to generate an authentication
token ergo OAuth-Token. Where,

e grant_type: grant_type of the registered user. Currently, supporting only client_credentials.

e Authorization: Authorization of the registered user. Currently, supporting Basic Format
(Accepting Encrypted value of "'username':'password™).

Sample Request: Login to VNFM request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf m | ogi n/ oaut h/ t oken
Accept: application/json

Cont ent - Type: application/json

Exanpl e for Login:
{

"grant _type": "xxxx",

"Aut hori zation": "xxxx"

}

Sample Response: Login to VNFM Response
200 Created
Cont ent - Type: application/json

Request URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf m | ogi n/
oaut h/ t oken

"access_token":
"eyJhbCci O JI Uzl INi J9. eyJqdCGki G JJRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ G E2
ODcyNTQ2MDAs| nNLYi | 61 1 NLYnpl Y3Qgb2YgSl dUl i wi aXNzl j oi SXNzdW/y| GBOm FRva2VuG BPcm
Fj bGUt RFNSI i wi YXVKI j oi YXVkaW/uY2UgQ BhZGLpbi | sl mv4cCl 6MIY4ANz| 10DI wivHO. 2r 8-
JaaP2- Yf bRRpm6Zyi k3vzbKweof suHsFnQoz-g",

"token_type": "Bearer",

"expires_in": "3600000",

"refresh_token":
"eyJhbCeci O JI Uzl INi J9. eyJqdCGki G JJRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ G E2
ODcyNTQ2MDAs| nNLYi | 611 NLYnpl Y3Qgb2YgSl dUl i wi aXNzl j oi SXNzdW/y| GBOm FRva2VuG BPcm
Fj bGUt RFNSI i wi YXVKI j oi YXVkaW/uY2UgQ BhZGLpbi | sl mv4cCl 6MIY4ANz| 10DI wivHO. 2r 8-
JaaP2- Yf bRRom6Zyi k3vzbKweof suHsFnQoz- g"

The following table describes the parameters used for sending request to VNFM:
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Table 8-1 Parameters and Definitions
]

Parameter Definitions

grant_type client_credentials.

Authorization base64 decode of "username:password".
@® Note

Authorization: Basic "YWRtaW46YWRtaW4=" where "YWRtaW46YWRtaW4=" is
base64 encode of "username:password".

8.3 Register to VNFM

The new user must provide the username, the password and the access to send a successful
registration request.

@® Note

A valid password must be in range between 8 to 31 characters, with at least one digit,
at least one lowercase letter, at least one uppercase letter, at least one special
character, and should not contain white spaces.

Sample Request: Register to VNFM request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf m r egi st er
Accept: application/json

Cont ent - Type: application/json

Aut hori zation: Token generated after login
Exanpl e for Registration:

{

"username": "Xxxx",

"password": "Xxxx",

"access": "read/admn"

}

Sample Response: Register to VNFM Response
201 Created

Content - Type: application/json

Aut hori zation: Token generated after |ogin

Request URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/ vnf m regi ster
{
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"response": "Registration Request Sent"

The following table describes the parameters used for sending request to VNFM:

Table 8-2 Parameters and Definitions

Parameter Definitions

username Username of the new user.
password password Password of the new user.
access Scope of the new user.

8.4 Query All User Instances

The admin must provide the Authorization to view all the incoming registration requests.

@® Note

Only the admin has the access to use this API.

Sample Request: Querying all user instances request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnf| cni <<vnf m ver si on>>/
view registration_requests
Accept: Authorization

Cont ent - Type: Text

Exanpl e for querying all users:

eyJhbCGei O JI Uzl 1Ni J9. eyJqdGki G JJRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ G EIN
zMwW EyNDYsI nNLYi | 61 | N1Ynpl Y3Qgh2YgS! dUl i wi aXNzl j oi SXNzdW/y | GOl FRva2VuQ BPcnF
j bGUE RENSI i wi YXVKI j oi YXVkaW/uY2UgQO BhZGLpbi | sI micCl 6MIU3Mz Az OTI wnO. Ep-

| KGBZga®u_cpj 1bSN8DBpW ZoRMITOYNr 18KY8w

Sample Response: Querying all user instances Response

201 Created
Cont ent - Type: application/json

Request URL: https://<<VNFM HOST | P>>; 8443/ vnfl cnf <<vnf m ver si on>>/
view registration_requests

{

"user": |

{

“usernanme": "xx",
"password": "xx",
"access": "read"
}!

{
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"usernane": "xx",
“password": "xx",
"access": "read"

}1
{
"usernane": "xx",
“password": "xx",
"access": "admin"
}
]
}

The following table describes the parameters used for sending request to VNFM:

Table 8-3 Parameters and Definitions

Parameter Definitions

Authorization Authentication Token generated by the admin.

8.5 Change Password of the User

The user must provide the username, old password, new password and the Authorization to
change the existing credentials in the system.

@ Note

A valid password must be in range between 8 to 31 characters, with at least one digit,
at least one lowercase letter, at least one uppercase letter, at least one special
character, and should not contain white spaces.

Sample Request: Change Password request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnf| cm <<vnf m ver si on>>/ change_password

Accept: application/json

Cont ent - Type: application/json

Exampl e for changing the password for a user:
Aut hori zation :

eyJhbCei O JI Uzl 1Ni J9. eyJqdGki G JJRCBvZi BOb2t | bi A6l HRva2VuX1ZORk0i LCIpYXQ G EIN
zMwW EyNDYsI nNLYi | 61 1 N1Ynpl Y3Qgh2YgS! dUl i wi aXNzl j oi SXNzdW/y | GOl FRva2VuQ BPcnF
j bGUE RENSI i wi YXVKI j oi YXVkaW/uY2UgQO BhZGLpbi | sI micCl 6MIU3Mz Az OTI wnO. Ep-

| KGBZga®u_cpj 1bSN8DBpW ZoRMJTOYNr 18KY8w
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"usernane": "xxx",
"newPassword": "xxx",
"ol dPassword": "xxx

}

Sample Response: Change Password Response
201 Created
Cont ent - Type: application/json

Request URL: https://<<VNFM HOST | P>>: 8443/ vnfl cnf <<vnf m ver si on>>/
change_password

{

"response": "Password Updated Successfully."

}

The following table describes the parameters used for sending request to VNFM:

Table 8-4 Parameters and Definitions

Parameter Definitions

username Username of the existing user.
newPassword The new password to be set for the user.
oldPassword The already existing password for the user.

8.6 Provision and Add User to VNFM

The admin must provide the username, password, access grant and the Authorization to add
the credentials in the system.

@® Note

Only the admin has the access to use this API.

Sample Request: Provision and Adding the users request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnf | cm <<vnfm versi on>>/ provi si on_and_add

Accept: application/json

Cont ent - Type: application/json

Exampl e for provisioning and adding a user:
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Aut hori zation :

eyJhbGei O JI Uzl 1Ni J9. eyJqdGki O JIRCBVZi BOb2t | bi A6l HRva2VuX1ZORK0i LCIpYXQ G EIN
ZMw] EyNDYs| nNLYi | 61 1 NLYnpl Y3Qub2YgS! dUl i wi aXNz! j oi SXNzdWy| GOt FRva2VuOl BPenF
j bGUt RENSI i wi YXVKI j o YXVkaW/uY2UgO BhzZGLpbi | s| micCl 6MTU3MzAzOTI whnO. Ep-

| K@BZqa0ou_cpj 1bSN8DBp\W ZoRMJTOYNr 18KY8w

"usernane": "xxx",
"password": "xxx",
"access": "read/adm n"

}

Sample Response: Provision and Adding Response
201 Created
Cont ent - Type: application/json

Request URL: https://<<VNFM HOST | P>>: 8443/ vnfl cnf <<vnf m ver si on>>/
provi sion_and_add

{

"response": "User Successfully created."”
}
The following table describes the parameters used for sending request to VNFM:

Table 8-5 Parameters and Definitions

Parameter Definitions
username Username of the user.
password Password of the user.
access Scope of the user.
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VNFM State Information

VNFM State Information consists of the following:

¢ State of the VNFM

e |P address of Primary VNFM

e |P address of Secondary VNFM
e Last updated TimeStamp

Query VNFM State Information
The State of VNFM can be queried using the REST GET request.

Sample Request: Query VNFM State Info

URL: CET: https://<<VNFM HCST | P>>: 8443/ vnfl cm <<vnf m versi on>>/ vnf nt at e

Aut horization : <Token generated after |ogin>

Sample Request: Response for Query VNFM State Info
{
"state": "PRI MARY",
"primrylp": "2606: b400: 605: b813:: 7",
"secondaryl p": "2606: b400: 605: b813:: 4",

“timeStanp": "2020/07/02 20:29:08 UTC'

9.1 Change VNFM State

The VNFM state can be changed using the CHANGE VNFM STATE' POST REST request.

Sample Request: Change VNFM Request

URL: https://<<VNFM HOST | P>>; 8443/ vnfl cm <<vnf m versi on>>/ vnf nt at e
Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>

{
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"state": "SECONDARY",
“primarylp": "2606:b400: 605: b813:: 4",

"secondaryl p": "2606: b400: 605: b813:: 7"

Sample Request: Responses for Change VNFM State

201 Created
"l ocal Statelnfo": {

"state": "SECONDARY",

"primrylp": "2606:b400: 605: b813:: 4",

"secondaryl p": "2606: b400: 605: b813:: 7"
b
"renoteStatelnfo": {

"state": "PR MARY",

"primrylp": "2606:b400: 605: b813:: 7",

"secondaryl p": "2606: b400: 605: b813:: 4"
b

"tinmeStanp": "2020/07/03 10:35:29 UTC

202 Accepted

{
"l ocal Statelnfo": {
"state": "SECONDARY",
"primrylp": "2606:b400: 605: b813:: 4",
"secondaryl p": "2606: b400: 605: b813:: 7"
b
"renoteStatelnfo": null,
"tinmeStanp": "2020/07/03 10:35:29 UTC
}
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Making VNFM as a Standalone VNFM

* The 201 response indicates that the request is complete.

* The 202 response indicates that the request is accepted for processing. The VNF

retries to update the state for the configured amount of time. Use the LCM

operation ID to determine the status of the request.

— If the request is complete, then the LCM operation status changes to

COVPLETED.

— If the request fails, then the VNFM state changes to TRASI ENT and the LCM
operation status changes to FAI LED. In this case, the user must re-trigger the
CHANGE VNFM request after resolving the reason for failure.

9.1.1 VNFM State Parameter Description

Table 9-1 VNFM State Parameter Description

Parameter Description
state New VNFM state to be changed to.

Only two values are accepted: PRIMARY and SECONDARY.
primarylp The new Primary VNFM IP.

secondarylp

The new Secondary VNFM IP. It can be updated to 127. 0. 0. 1 to

make it a standalone VNFM.

9.2 Making VNFM as a Standalone VNFM

If there is a permanent loss of a VNFM, then the model can be made into a standalone system
using the CHANGE VNFM STATE REST request.
Sample Request: Request for Standalone VNFM

URL: https://<<VNFM HOST | P>>; 8443/ vnfl cm <<vnf m versi on>>/ vnf nt at e

Accept: application/json

Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

"state": "SECONDARY",

“primrylp": "2606: b400: 605: b813: : 4",

"secondarylp": "127.0.0.1"

Virtual Network Functions Manager Installation and User Guide

G42908-01
Copyright © 2019, 2025, Oracle and/or its affiliates.

October 23, 2025

Page 3 0of 6



ORACLE Chapter 9
Changing the Default Retry Configuration

Sample Request: Response for Change VNFM Request Standalone VNFM
201 Created

{

"l ocal Statelnfo": {
"state": "PR MARY",
"primrylp": "2606:b400: 605: b813:: 4",
"secondarylp": "127.0.0.1"

}1
"renoteStatelnfo": {

"message": "Renote | P does not exist or is Local Host. Renote |p:
127.0.0.1"

b

"tinmeStanp": "2020/07/03 14:43;31 UTC

Steps to Change the Default Retry Configurations

When Change VNFM State Info Request gives a 202 response, a retry mechanism occurs to
change the VNFM state. By default, the retry occurs for 10 times with a 2 min wait interval
between each retry. These configurations can be changed with the following steps.

In 'dsrvnfm' user mode:

1. Open VnfnProperties file/ opt/vnfm confi g/ Vnf nProperti es.yaml to edit the
properties.

2. Retry Count can be modified from the following property changeRenot eSt at eRet r yCount .
a. Min Value: 2
b. Max Value: 10
c. Default Value: 10

3. Retry Interval can be modified from the following property
changeRenot eSt at eRet ryl nt erval . The interval is in the form of milliseconds.

a. Min Value: 60000
b. Max Value: 300000
c. Default Value: 120000

9.3 Changing the Default Retry Configuration

When Change VNFM State Info Request gives a 202 response, a retry mechanism starts to
change the VNFM state. By default, the retry occurs 10 times with a 2 minute wait interval
between each retrial. Perform the following procedure to change this configuration:
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As a dsrvnf muser, open the / opt / vnf m confi g/ Vnf nProperties. xni
VnfmProperties file to edit the properties.

Change the retry count value using changeRenot eSt at eRet r yCount .

e Min Value: 2

¢ Max Value: 10

e Default Value: 10

Change the retry interval value using changeRenot eSt at eRetryl nt erval .
*  Min Value: 60000

e Max Value: 300000

e Default Value: 120000

The retry interval value is in the unit of milliseconds.

0.4 API Versions

VNFM supports the following dedicated URIs to enable APl consumers to retrieve

information about API versions supported.

Chapter 9
API Versions

For the VNF lifecycle management interface version as specified in the present document,
the MAJOR version field shall be 2, the MINOR version field shall be 2, and the PATCH

version field shall be 0.

API version identifiers shall consist of 3 numerical fields, following a
MAJOR.MINOR.PATCH.

For Common API Version
Sample Request:
Query Common APl Versions

URL: GET: https://<<VNFM HOST | P>>: 8443/ docs/ vnf m
Aut hori zation : <Token generated after |ogin>

Sample Response:

Response for Query Conmon APl Versions

“uriPrefix": "https://10.75.210.41:8443/vnfl cm api _versions",
"api Versions": |

{

"version": "2.2.0",

"i sDeprecated": false
¥
{

"version": "1.1.0",

"i sDeprecated": false
}

For V1 API Version
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Sample Request:

Response for Query V1 APl Version
URL: GET: https://<<VNFM HOST | P>>: 8443/ docs/ vnfm v1/
Aut hori zation : <Token generated after |ogin>

Sample Response

Response for Query V1 APl Version

{
"uriPrefix":
"https://10.75.210. 41: 8443/ vnfl cnf v1/ api _versions",
"api Versions": [
{ "version": "1.1.0", "isDeprecated": false
}
]
}

For V2 API Version

Sample Request:

Query V2 APl Version
URL: GET: https://<<VNFM HOST | P>>; 8443/ docs/ vnfniv2
Aut hori zation : <Token generated after |ogin>

Sample Response:

Response for Query V2 APl Version

{
"uriPrefix": "https://10.75.210.41: 8443/ vnfl cm v2/ api _versions",
"api Versions": |
{

"version": "2.2.0",
"i sDeprecated": false

}
]

Parameters and Definitions

Table 9-2 Parameters and Definitions

Chapter 9
API Versions

Parameters Definitions

uriPrefix Specifies the prefix of the resource URI of the "API versions" resource represented by
this data structure. Depending on the resource URI, it shall be in one of the two
following forms: {apiRoot}/{apiName}/{apiMajorVersion}/ or {apiRoot}/{apiName}/

apiVersions Versions supported for the API signalled by the uriPrefix attribute.

version Identifies a supported version.

isDeprecated If such information is available, this attribute indicates whether use of the version
signalled by the version attribute is deprecated (true) or not (false).
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Deploying VNFs

Prerequisites: A virtual infrastructure satisfying the DSR VNFM OpensStack Prerequisites.

Table 10-1 Supported VNFM Network Interfaces

Node Type IPV4 Multipl | Fixed | Fixed Fixed |IPv6 IPV6 IPV6 Cloud-
e XSl | XMmi XSIISBR | IMI XSl XMI IMI init
DSR

DSR NOAM |Y NA Y NA Y NA Y Y Y
DR DSR Y NA Y NA Y NA Y Y Y
NOAM
DSR SOAM |Y NA Y NA Y NA Y Y Y
DAMP Y Y Y Y Y Y Y Y Y
vSTP MP Y Y Y Y Y Y Y Y Y
SERVICE MP | Y NA Y NA Y NA Y Y Y
IPFE Y Y Y Y Y Y Y Y Y
IDIH Y 1XSsl (Y 1 XSl Y NA N N Y
SBR Y NA Y Y(SBR |Y NA Y Y PARTIAL

Replicatio *

n Ports)
UDR NOAM |Y Y Y Y Y Y Y Y Y
SDS
SDS NOAM |Y NA Y NA Y NA Y Y Y
Query Server|Y NA Y NA Y NA Y Y Y
DR SDS Y NA Y NA Y NA Y Y Y
NOAM
SDS SOAM  |Y NA Y NA Y NA Y Y Y
DP Server Y NA Y NA Y NA Y Y Y
ATS
ATS Y Y(2) Y Y NA Y Y NA NA
MASTER

Signaling flavors with DIAMETER+STP with multiple xsi (2 XSl interface)

Partial*: Cloud init for SBR servers are not supported completely.

The servers are added as plain SBRs ( Not as Session, Binding or Universal).

The server groups are created according to the flavor. (Check Table 4-1 for more
information)

Depending on the flavor, there will be a SBR left out from the server group.

The left out server group should be added to the mated site's server group manually.

VNFM does not perform the PDRA configuration. Users have to configure PDRA manually.
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10.1 Create a VNF Instance

1. Before a DSR VNF is instantiated, the user must first issue a request to create a VNF
instance by using the command create VNF instance.

2. Creating a VNF instance informs the VNFM that a user has requested to instantiate a VNF
at some point in the future.

3. The VNFM returns a VNF ID that must be saved for future use while performing operations
on the same VNF.

@® Note

e Each VNF has its own VNF ID, so if it is required to create a DSR with two
signaling VNFs, then issue the request to create a VNF instance three times,
once for the network OAM VNF, and once for each signaling VNFs.

e The vnflnstanceNane value is defined as per the following:

— Itis provided as the prefix of the VMName / Hostname for each VNFc in
any VNF. It is an optional parameter, if not provided, then a default value
is generated.

— The vnfl nst anceNane includes only alphanumeric characters, and special
character such as' -' (Hyphen). It must start with an alphabet. No other
special character except' -' (Hyphen) is allowed.

— Max allowed length is 22 characters.

For more information about the full list of all inputs and possible outputs of the create VNF
instance command, see ETSI NFV-SOL 003, section 5.4.2.3.1, or the DSR VNFM Swagger
specification.

VNFM Multiple VNFD ID Support

Currently, VNFM supports only fixed VNFD ID for each VNF type. The customer needs to
deploy multiple DSR projects/VNF's using a single NFVO.

VNFD ID is used as a key parameter to identify and deploy the VNF using NFVO. To deploy
multiple DSR VNF using NFVO, the customer needs the flexibility to use multiple VNFD ID.

Table 10-2 VNFM Multiple VNFD ID support (VNFM-V1)
]

Req No Description

R-33473666-100 VNFM shall continue to support existing VNFD ID
fields for backward compatibility.

R-33473666-200 VNFM shall allow suffix of underscore and max 3

characters to VNFD ID in the following format.
e.g. dsrNetworkOam_Xyz
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Table 10-2 (Cont.) VNFM Multiple VNFD ID support (VNFM-V1)

_________________________________________________________________________________|
Req No Description

R-33473666-300 Suffix shall support Alpha-numeric only. e.g
"vnfdld": "dsrNetworkOam_ABC"
"vnfdld": "dsrNetworkOam_abc"
"vnfdld": "dsrNetworkOam_Abc"
"vnfdld": "dsrNetworkOam_A1B"
"vnfdld": "dsrNetworkOam_aly"
"vnfdld": "dsrNetworkOam_123"

R-33473666-400 VNFM shall allow suffix for following VNF
deployments
1. NOAM
2. DR NOAM
3. SOAM and Signalling
4. SDS NOAM
5. SDS DR NOAM
6. SDS Signaling
R-33473666-500 Adding a suffix to VNFD ID shall not impact the

existing support LCM operations. i.e. Create,
Instantiate, scale, heal, Query, get operations
status etc.

R-33473666-600 To support this feature customers will have to
deploy the new build of VNFM. Upgrade of VNFM
will not be supported.

Query Individual VNF Package (VNFM - V2)

Precondition: The VNF package is on-boarded to the NFVO.

e This API will be triggered by VNFM internally when Orchestrator triggers Create VNF API

operation.

* The VNFM sends a GET request to the "VNFD in an individual VNF package" resource to

NFVO.

* The NFVO returns a "200 OK" response and includes a copy of the VNFD from the VNF

package in the payload body to the VNFM.

The following image illustrates the VNF instance creation:
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Figure 10-1 VNF Create Instance Request

Orchestrator | ( DSRVNFM ) [ OpenStack )

‘create VNFinstance’ request

Store VNF

instance data S
201 Created

Sample Request: Create VNF instance request generated.

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm ver si on>>/
vnf _instances

Accept: application/json

Cont ent - Type: application/json

Aut hori zation: Token generated after login

Create VNF instance request generated (VNFM - V1)

Exanpl e for VNFM Secondary:

{
"vnfdld': "vnfnSecondary",
"vnfl nstanceNane": "DenoVnf nSecondary",
"vnflnstanceDescription": "DenoVnfnBecondaryDescription"
}

Example for NOAM:

{
"vnfdld": "dsrNetworkQant,

"vnflnstanceNane": "DenoNoant,
"vnflnstanceDescription": "DenoNoam "

}
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Example for DR NOAM:

{
"vnfdld": "dsrDrNetworkGant,
"vnfl nstanceNane": " DermoDr Noan',
"vnflnstanceDescription": "DenoDr Noam "
}

Example for Signaling:

{

"vnfdld": "dsrSignaling",

"vnf | nstanceNane": "DenpSoant,

"vnfl nstanceDescription": "Description”
}

Example for SDS NOAM

{
"vnfdld": "sdsNetworkGani,

"vnfl nstanceNane": "DermoSdsNoant',
"vnfl nstanceDescription": "DempSdsNoam "

}
Example for SDS DR NOAM:

{
"vnfdld": "sdsDrNetworkGant,

"vnflnstanceName": "DenpSdsDr Noant,
"vnflnstanceDescription": "DenpSdsDr Noam "

}

Example for SDS Signaling:

{
"vnfdld": "sdsSignaling",
"vnflnstanceNanme": "DenpSdsSoant,
"vnflnstanceDescription": "DenoSdsSi gnaling"
}

Example for ATS Master:

{
"vnfdld': "atsMaster",

"vnflnstanceNane": "DenpAtsMaster",
"vnfl nstanceDescription": "DenpAtsMaster"

}
Sample Response
201 Created

Create VNF Instance Response
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Content - Type: application/jsonFull Semantic Validation Configuration
Aut hori zation: Token generated after login

Resource URL: htt ps:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf _i nst ances

Create VNF Instance Response (VNFM - V1)
{
"id":"dsrNetwor kGam b44e9a45- b575- 4b30- b580- 085d8ddd7015",
"vnfdld":"dsrNetworkCant,
"instantiationState":"NOTI_| NSTANTI ATED",
"vnfl nstanceNane": " DenoNoant',
"vnflnstanceDescription":"string",
"vnfProvider": "Oracle",
"vnf Product Narme": " DSR",
"vnf Sof t war eVer si on": "DSR-9. 2. 0. 0. 0",
"vnfdVersion":"5.x",
"onboar dedVnf Pkgl nf ol d": "N A",
"links":{
"self":{
“href":"https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf _instances/ dsr Net wor kCam 793a2420- adab- 4347- 9667- 489ae671b767""
b
"instantiate":{
“href":"https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf _instances/ dsr Net wor kCam 793a2420- adab- 4347- 9667- 489ae671b767/i nstanti at e"

}

cal eToLevel ": nul |,
"term nate": nul

@® Note

VNFM supports both the secured and the unsecured URL (HTTPS with port 8443 and
HTTP with port 8080).

The following table describes the parameters used for sending request to VNFM:

Table 10-3 Parameters and Definitions for VNF Instance V1
- - |

Parameter Definition

vnfdl d Identifier of the VNF instance deployment ID to be
created

vnf | nst anceNane (optional) Name of the VNF instance to be created (must be
unique)

vnflnstanceDescri ption (optional) Description of the VNF instance.
T
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10.2 Query VNF Instance

The diagram describes a sequence for querying/reading information about a VNF instance.

< Below Diagram and Associated Note - TBD >

Figure 10-2 Query VNF Instance

DSR VNFM

( Orchestrator { OpenStack )

Query VNF instance

Fetch VNF
instance data

VNF instance data

LE 200 OK ( Vnf Instance )

.

VNF instance query, as illustrated above, performs the following actions:

e If the NFVO intends to read information about a particular VNF instance, it sends a GET
request to the Individual VNF instance resource, addressed by the appropriate VNF
instance identifier (Vnf Id) in its resource URI.

The VNFM returns a 200 OK response to the NFVO, and includes specific data structure
of type Vnflnstance related to the VNF instance identifier (Vnf Id) in the payload body.

e If the NFVO intends to query all VNF instances, it sends a GET request to the VNF
instances resource.

e The VNFM returns a 200 OK response to the NFVO, and includes zero or more data
structures of type Vnfinstance in the payload body.

10.2.1 Query Individual VNF Instance

Sample Request for Single VNF Instance:
Querying VNF Instances

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/ vnf i nst ances/
<<VNF Instance |d>>

Aut horization : <Token generated after |ogin>
Sample Response for Query Individual VNF Instances:

URL: CET: https://<<VNFM HOST | P>>: 8443/ vnf | cmi <<vnf m ver si on>>/ vnf _i nst ances/
<<VNF I nstance |d>>

Accept: application/json

Content - Type: application/json
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Query Individual Response:

Query Individual VNF Instance (VNFM- V1)
{
"id": "dsrNetworkCam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f ",
"vnfdld": "dsrNetworkCan',
"instantiationState": "I|NSTANTI ATED',
"vnflnstanceName": "dsrvnfni,
"vnflnstanceDescription": "dsrvnfni,
"vnf Provider": "Oracle",
"vnf Product Nane": "DSR',
"vnf Sof t war eVersion": "DSR-9.2.0.0.0",
"vnfdVersion": "5.x",
"onboar dedVnf Pkgl nfol d": "N A",
"links": {
"self": {
"href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cni <<vnfm versi on>>/
vnf _i nstances/ dsr Net wor kCam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f "
¥
"instantiate": {
"href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cni <<vnfm versi on>>/
vnf _instances/ dsr Net wor kGam c689e44d- 2b93- 473f - 935a- 3bf 09957f €9f /i nst ant i at e"
¥
"scal eToLevel ": {
"href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cni <<vnfm versi on>>/
vnf _i nstances/ dsr Net wor kOam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f /
scale to_|evel"
¥
“termnate": {
"href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cni <<vnfm versi on>>/
vnf _i nstances/ dsr Net wor kOam c689e44d- 2b93- 473f - 935a- 3bf 09957f e9f / t er mi nat e"

}
¥
"instantiatedVnflnfo": {
“flavourld": "DSR NOAM',
"vnf State": "STARTED',
"ext Cplnfo": {
"id": null,
"cpdld": null
¥
"scal eStatus": [{
"aspectld": "NOAM',
"scal eLevel ": "2"

}H
}

"vi mConnectionl nfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"project"; "ExExEn
"region": "Regi onOne",
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"usernang":; "xxxxxn
"password"; trEFEEEN
"userDomai n": "Default",
“projectDomain": "default"

10.2.2 Query All VNF Instances (VNFM-V1)

Sample Request for all VNF Instances:

Querying VNF Instances

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnf | cm <<vnf m versi on>>/ vnf _i nst ances
Authorization: <Token generated after login>

Sample Response for Query All VNF Instances :

URL: CET: https://<<VNFM HOST | P>>: 8443/ vnf | cni <<vnf m versi on>>/ vnf _i nstances
Accept: application/json

Cont ent - Type: application/json

Response Body for No VNF Instances []

[]
Response Body for Query All VNF Instances:

Query Al VNF Instances (VNFM - V1)

[

{
"id": "dsrNetworkCam 38f 694dc- be36- 4747-814d- 5f ccd4f a6163",

"vnfdld": "dsrNetworkGani,
"instantiationState": "INSTANTI ATED",
"vnflnstanceNane": "string",
"vnflnstanceDescription": "dsrvnfni,
"vnfProvider": "Oracle",
"vnf Product Narme": "DSR',
"vnf Sof t war eVersion": "DSR-9.2.0.0.0",
"vnfdVersion": "5.x",
"onboar dedVnf Pkgl nfol d": "N A",
"links": {
"self": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/
vnf _i nstances/ dsr Net wor kCam 38f 694dc- be36- 4747- 814d- 5f ccd4f a6163"

}

instantiate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/
vnf _i nst ances/ dsr Net wor kOam 38f 694dc- be36- 4747- 814d- 5f ccd4f a6163/ i nstanti at e"

}

cal eToLevel ": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/
dsr Net wor kOam 38f 694dc- be36- 4747- 814d- 5f ccd4f a6163/ scal e_to_| evel "
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¥
“terminate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/
dsr Net wor kOam 38f 694dc- be36- 4747- 814d- 5f ccd4f a6163/ t er mi nat e"
}
|3
"instantiatedvnflnfo": {

"flavourld": "DSR NOAM',
"vnf State": "STARTED',

"extCplnfo": {
"id": null,
“cpdld": null
¥
"scal eStatus": [
{
"aspectld": "NOAM,
"scal eLevel ": "2"
}
]
¥
"vi mConnectionl nfo": {
"Ml Coud": {
"vimd": "vimd",
"vimType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
“interfacelnfo": {
“endpoint": "https://ml-devl. us. oracle.com 5000/ v3"
¥
"accesslnfo": {
"project”: "ErExEn
"region": "RegionOne",
"usernang": "FExEE"
"password"; "rEFEEEN
"userDonain": "Default",
“projectDomain": "default"”
}
}
3
{

"id": "dsrNetworkQam 31f d9dc5- bcce- 4df b- ae21- 46f 07cd3chas"”,
"vnfdld": "dsrNetworkQani,
"instantiationState": "NOT_| NSTANTI ATED",
"vnflnstanceNange": "demp",
"vnflnstanceDescription": "dsrvnfni,
"vnfProvider": "Oracle",
"vnf Product Name": "DSR',
"vnf Sof t wareVersion": "DSR-9.2.0.0.0",
"vnfdVersion": "5.x",
"onboar dedVnf Pkgl nfol d": "N A",
"links": {
"self": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cn <<vnfm versi on>>/
vnf _i nst ances/ dsr Net wor kGam 31f d9dc5- bcce- 4df b- ae21- 46f 07cd3chab”
¥
"instantiate": {
“href": "https:// <<VNFM HOST | P>>: 8443/ vnfl cnl <<vnfm versi on>>/
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vnf _i nst ances/ dsr Net wor kGam 31f d9dc5- bcce- 4df b- ae21- 46f 07cd3cbab/ i nstanti at e”
}

cal eToLevel ": nul I,
"termnate": null
1
}
}

10.2.3 Query all VNF Instances Using Filter

VNFM Supports query with filter option where user need to pass filter data in specific format.
We support operations like eq, in, nin, cont and ncont.

Format: (operation, field, value)
Example: (eq, vhfProductName, DSR)

Sample Request for all VNF Instances with filter:

Querying VNF I nstances

URL: GET: https://<>:8443/vnflcm <>/ vnf _instances
Aut hori zation : <Token generated after |ogin>
Filter: (eq, vnflnstanceNane, FT--da8d7130)

Sample Response for Query All VNF Instances Using Filter :
URL: GET: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances
Accept: application/json

Content-Type: application/json

Query Al Using filter
[
"id": "dsrNetworkOam DRA- 1f 57534f - 18f 7- 487f - b934- f 8298958h796",
"vnfdld": "dsrNetworkQCam DRA",
"instantiationState": "INSTANTI ATED",
"vnflnstanceNane": "FT--da8d7130",
"vnflnstanceDescription": "dsrvnfni,
"vnfProvider": "Oracle", "vnfProductNane": "DSR', "vnfdVersion":
"6.2.0",
"links": {
"href":"https://[2606: b400: 605: b818: 6e41: 6af f: fec7: 8380] : 8443/ vnfl cm v1/
vnf _instances
/ dsr Net wor kGam DRA- 1f 57534f - 18f 7- 487f - b934- f 8298958b796"
b
"instantiate": {
“"href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380]: 8443/
vnfl cm vl/vnf _instances
/ dsr Net wor kOam DRA- 1f 57534f - 18f 7- 487f - b934- f 8298958b796"
}, "scal eToLevel ": {
“"href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380]: 8443/
vnfl cm vl/vnf _instances
/ dsr Net wor kOam DRA- 1f 57534f - 18f 7- 487f - b934- f 8298958b796"
b

"operate": { “href":
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"https://[2606: b400: 605: b818: 6e41: 6af f: fec7: 8380] : 8443/ vnflcm v1/
vnf _i nstances
/ dsr Net wor kOam DRA- 1f 57534f - 18f 7- 487f - h934- f 8298958b796"
b
"terminate": { "href":
"https://[2606: b400: 605: b818: 6e41: 6af f: fec7: 8380] : 8443/ vnflcm v1/
vnf _i nstances
/ dsr Net wor kOam DRA- 1f 57534f - 18f 7- 487f - h934- f 8298958b796"
b
"heal": { "href":
"https://[2606: b400: 605: h818: 6e41: 6af f: fec7: 8380] : 8443/ vnflcm v1/
vnf _i nstances
/ dsr Net wor kOam DRA- 1f 57534f - 18f 7- 487f - b934- f 8298958b796" }
¥
"addi tional Info": {
"dsrNoant': [ { "FT--da8d7130-DNO00": { "inmge":
"DSR-9.2.0.0.0_100. 4. 0",
"status": "STARTED', "serverld": "4afchda2-1563-4bch- 8f 2f -
a3ec208ca484" }
¥
{
"FT--da8d7130- DNO01": { "inmmge": "DSR-9.2.0.0.0_100.4.0",
"status": "STARTED',
"serverld": "f31d36ba- 26a0- 400e- af 91- 2179560e7594"

1
}
]
¥
"instantiatedvnfinfo": { “flavourld": "DSR NOAM', "vnfState": "STARTED',
"extCplnfo": null, "scaleStatus": [ { "aspectld": "NOAM,
"scal eLevel ":
"2} ]

}, "vimConnectionlnfo": {
"MIdoud": { "vimd": "vimd",
"vinType": "OpenStack”,
"interfacelnfo": {
“endpoint": "https://ml-devl. us.oracle.com 5000/ v3"
}, "accessinfo": {
"usernane": "dsrvnfni,
"password": "YXV0b21hdd vbg==",
"user Domain": "default",
"projectDomain": "default",
"project": "VNFM FT1", "region": "VNFM FT1" 1},
"extra": {}

10.3 Modify VNF Information Operation

VNFM supports the API for "Modify VNF operation". So the VNF Identifier resources created
can be modified .

The modifiable fields are "vnflnstanceDescription" and "vimConnectioninfo".
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Figure 10-3 Modify VNF Instance Request

( Orchestrator

DSR VNFM

‘Modify VNF instance’ request

Update VNF

instance File S

L 202 ACCEPTED

Precondition: The resource representing the VNF instance has been created that indicates
the state must be in the | NSTANTI ATED state.

Postcondition: VNF LCM operation displays the status of this operation and updates the VNF
instance file at the end.

Sample Request for Modify VNF
Modify VNF

Request URL : PATCH. URL: https://<<VNFM HOST | P>>; 8443/ vnf ni <<vnf m versi on>>/
vnf_instances/< VNF ID received frominstantiate request>
Accept: application/json
Cont ent - Type: application/json
Aut horization : <Token generated after |ogin>
{
"vnflnstanceDescription": "Mdify VNF Information Data",
"vi mConnectionlnfo": {
"MWl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
"endpoint": "https://nml-devl. us. oracl e. com 5000/ v3"
¥
"accesslnfo": {
"project"; "rxExEn
"region": "Regi onOne",
"usernang": "*xxFExM
"password"; "rExExEn
"userDonain": "Default",
“projectDomain": "default”
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® Note

The 202 response indicates that the request is accepted for processing. Use Query
LCM operation for status.

Response of Modify VNF

202 Accepted

Headers:
{

cache-control: private

connection: keep-alive

content-length: 0

date: Mon, 06 Mar 2023 10:19:08 GV

keep-alive: tinmeout=60

l ocation: https://local host: 7777/ vnfl cm <<vnf m versi on>>/vnf | cm op_occs/
| cOp- 2b7bb209- 53ea- 422¢- b3f 7- 4d1dd4f ch155

strict-transport-security: max-age=31536000; i ncl udeSubDonai ns; prel oad
X-content-type-options: nosniff

x-franme-options: DENY

X-xss-protection: 1; node=bl ock

}

Table 10-4 Parameters and Definitions for Modify VNF
|

Parameter Definition
vnf |l nst anceDescri ption Updates vnf | nst anceDescri pti on details.
(Optional)
vi nConnect i onl nfo Updates vi mConnect i onl nf o details.
(Optional)
® Note
You must provide one of the mentioned parameters in the request body to activate
Modify VNF API.

10.4 Deleting a VNF Instance

VNFM supports the LCM function of "Delete VNF identifier". So that the VNF Identifier
resources created are deleted.
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Precondition: The resource representing the VNF instance to be deleted needs to be in
NOT_INSTANTIATED state.

Deletion of a VNF Instance happens in the following sequence:
« NFVO sends a DELETE request to the "Individual VNF Instance" resource.
* The VNFM deletes the VNF instance resource and the associated VNF instance identifier.

e The VNFM returns a"204 No Content" response with an empty payload body.

Result: The resource representing the VNF instance has been removed from the list of VNF
instance resources.

The following diagram describes the flow of deletion of a VNF Instance Resource.

Figure 10-4 Deleting a VNF Instance Resource

NFVO VNFM

[ 1

Precondition: VNF instance in NOT_INSTANTIATED state m.

\ 1. DELETE ...vnf_instances/{vnfinstanceld} !

' -
Is |
: ' > deletes VINF
)  ©"instance resource
] [ . .
i b
I |
I 3. 204 No Content '
< ;
I |
[ I
1 1
Postcondition: VNF instance resource removed. D‘.

NFVO VNFM

DELETE Operation

URL: DELETE: https://<<VNFM HOST | P>>: 8443/ vnf m <<vnf m ver si on>>/
vnf _i nst ances/ <<{vnf | nstancel d} >>
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DELETE Operation

Response Code : 204

{
cache-control: private connection: keep-alive
date: Mon, 06 Mar 2023 10: 14:37 GV
keep-alive: tineout=60
strict-transport-security: max-age=31536000; i ncl udeSubDonai ns; pr el oad
X-content-type-options: nosniff
x-frane-options: DENY
X-xss-protection; 1; node=bl ock
}

10.5 Grant Lifecycle Operation (VNFM - V2)

e This operation allows the VNFM to obtain from the NFVO permission and configuration
parameters for a VNF lifecycle operation. The NFVO can approve or reject a request
based on policies, for example, dependencies between VNFs and available capacity.

< If Grant failed, respective operation returns LCM status as FAILED.

e This APl is invoked internally form Instantiate, Scale to level, Terminate, Heal and Operate
VNF API.

10.6 Multiple NTP Server Ip support in DSR and SDS VNFs

VNFM supports multiple NTP server IP addresses, which can be specified during the
instantiation of DSR and SDS VNFs. This supports both IPv4 and IPv6 NTP server IP
addresses.

Example:

* |Pv4: "ntpServerlp": "10.75.126.123, 10.250.32.56, 10.250.32.10, 10.250.45.81"

e |Pv6: "ntpServerlp": "2606:b400:605:b818:6e41:6aff:fec7:829f,
2606:b400:605:h818:6e41:6aff.fec7:8347, 2606:b400:605:b912:200:5eff:fe00: 1f7"

10.7 Instantiating VNFM Secondary

VNFM Secondary is a Geo Redundant VNFM. Instantiating a Secondary VNFM is supported if
there is no secondary VNFM configured in the Primary VNFM. Primary VNFM must be a
standalone VNFM.

Both dynamic and fixed IP deployments are supported. Before deploying the VNFM, the
following information must be available:

e The VNF ID for a previously created VNFM Secondary VNF instance.
* Information about the OpenStack instance on which the VNF must be deployed:
— OpenStack endpoint

— User Domain Name
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— Project Domain ID
— User name

— Password

—  Project

e The name of a public network in the selected OpenStack instance that carries the VNFM
traffic.

* The name of a network in the selected OpenStack instance that carries the VIM traffic.

e The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an
NTP server.

For more information about the list of inputs and possible outputs of the command
instantiate VNF, refer to ETSI NFV-SOL 003 or the DSR VNFM Swagger.

10.7.1 Sample Request for DYNAMIC IP Model

Dynamic deployment model for VNFM Secondary
Request DYNAMIC IP Model (VNFM - V1)

{

“flavourld": "VNFM SECONDARY",

“instantiationLevel 1d": "HA",

“extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],

"vi mConnectionlnfo": |
"M/l Coud": {
"vimd': "vimd",
"vimlype": ""ETSI NFV. OPENSTACK KEYSTONE. V_3",
“interfacelnfo": {
“endpoint": "https://nmvl-devl. us. oracl e. com 5000/ v3"
¥
"accesslnfo": {
"project”; "ExExEn
"region": "Regi onOne",
"usernang"; "rrEEEn
"password"; "rEExEN
"userDonmin": "Default",
"projectDonmain": "defaul t",
}
}
]

"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {

“vnf mNet wor k": {
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nane": "ext-net-ipv6",

"i pVersion": "IPv6",

"subnet": "ext-net-ipv6-subnet"
b
"vi mNet work": {
"name": "ext-net",
"ipVersion": "IPv4",
"subnet": "ext-net-subnet"
b

“ntpServerlp": "10.250.32.10",
"secondar yVnf niol umel d": " 174c7cae- d9f 0- 4459- 9463- a0c20443ef Oc",
"vi nRout eAddr ess": " 10. 75. 167. 0/ 24, 10. 75. 185. 0/ 24, 10. 75. 171. 192/ 26",

"image": "https://gbuconfluence. oracl ecorp. conm pages/ editpage. action?

pagel d=167347102",
“flavor": "vnfnl,

"avail abilityZone": "nova"

vnfConfigurableProperties Json:
DYNAMIC IP Model (VNFM - V2)

{
"ntpServer|p" : "2606:b400: 605: b912: 200: 5ef f: f e00: 1f 7",

"vimNetwork" : {

"name" : "ext-net-|ab",
"ipVersion" : "IPV6",
"subnet" : "ext-net-|ab-subnet”

}

"vi mRout eAddr ess" : "2606: b400: 605: b83b: :/

econdar yvnf mvVol umel d" : "5490f b59- ele4- 4435- 8510- 4d22b7772d04",

64, 2606: b400: 605: b857: : / 64, 2606: b400: 605: b854: : / 64, 2606: b400: 605: b849: : / 64, f dO

d: deba: d97c: 3f:: /64, 2606: b400: 605: b83d: : / 64" }
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10.7.2 Sample Request for FIXED IP Model

Request FIXED IP Model (VNFM - V1)

{

"flavourld": "VNFM SECONDARY",

“instantiationLevel 1d": "HA",

“extVirtual Links": "extVirtual Li nks",

"ext ManagedVi rtual Li nks": [],
"vi mConnectionlnfo": {
"Ml doud": {

"vimd": "vimd",
"vimType": ""ETSI NFV. OPENSTACK_KEYSTONE. V_3", ",
"interfacelnfo": {

nn

"endpoi nt": " "https://mvi-devl.us.oracle.com:5000/v3" "

b

"accesslnfo": {
"usernane": "dsrvnfni,
"password": "xxxxx",
"user Domai n": "Default",
"project Domain": "Defaul t",

"tenant": "VNFM_FT1"

H,

"l ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
"vnf mNet wor k": {
"name": "ext6-net-4",

"ipVersion": "IPv6",

"subnet": "ext6-subnet-4",
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"fixedlps": {

“vnfmp": "2606: b400: 605: b813:: 17"

}

b

"vi mNet work": {
"name": "ext-net",
"ipVersion": "IPv4",
"subnet": "ext-net-subnet”,
“fixedl ps": {

"vinmlp": "10.75.189. 199"

}

b

“ntpServerlp": "10.250.32.10",

"secondar yVnf niol unel d": "eb66dc4d- ddf 1- 4880- 875¢- 417d245f 44d1",

"vi mRout eAddr ess": " 10. 75. 167. 0/ 24, 10. 75. 185. 0/ 24, 10. 75. 171. 192/ 26",
"image": "VNFM 6.2.0.0.0 _62.4.5",

“flavor": "vnfni,

"avail abilityZone": "nova"

vnfConfigurableProperties Json:

FIXED IP Model (VNFM - V2)

{
"ntpServerlp" : "10.250.32. 10",

"vi mNet wor k" : {
"name" : "ext-net2",
“ipVersion" : "IPV4",
"subnet" : "ext-net2-subnet",
“fixedlps":{
"vimp":"10.196. 28. 10"
}

} ’
econdar yVnf mvol umel d" : " 7e8819f 2- 1f 4f - 4e6f - a02d- 6e6763d8edc8",
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"vi mRout eAddr ess"
"10. 75. 167. 0/ 24, 10. 75. 185. 0/ 24, 10. 75. 171. 192/ 26, 10. 75. 0. 0/ 16, 10. 75. 189. 0/ 24, 10
. 75.161. 0/ 24"

}

® Note

The 202 response indicates that the request is accepted for processing. The VNF
might take up to 15 minutes to become operational. Use the LCM operation ID to
determine when the VNF is operational.

The supported VNFM flavor is VNFM Secondary.
The supported VNFM instantiation level ID is HA.

Supported for IPv6 networks - ipVersion should be IPv6 in the request. The GUI
can be accessed by the following URL: htt ps: // [ <VNFM SECONDARY | P>] : 8443/

docs/vnfm

Example: https://[fd0d: deba: d97c: 2c: 6e41: 6af f: fec7: 80bf]: 8443/ docs/

vnfm

e Primary and secondary VNFM creation can be done using the old VNFM volume.

10.7.2.1 Dynamic and Fixed IP Deployment Parameter Description

The following tables describes the parameters used for sending request to VNFM:

Table 10-5 Dynamic IP Deployment Parameters VNFM V1

Parameter Description

flavourld Identifies the VNFM Secondary deployment flavor to be
instantiated.

vnf nNet wor k Provides network details to be used to access the VNFM
(Swagger, ssh).

vi mNet wor k Provides network details to be used to access VIM.

name Provides the name of the respective network.

i pVersion Identifies the IP version of the network, such as IPv4 or IPv6.

subnet Identifies subnet of the respective network.

nt pServerlp

Identifies the IP of the NTP server.

secondar yVnf nvol unel d

Enters the volume name that can be used as a persistence
storage for the VNFM.

vi mRout eAddr ess

Enters the openstack network address or subnet mask. This
is used for communication between VNFM and Openstack
(Vim) network. Users can provide the list of route address
separated by comma.

flavor (optional)

Provides the flavor used for openstack deployment.

i mge (optional)

Provides the image used for openstack deployment.

avail abilityZone (optional)

Provides the name of logical partitioning in case of host
aggregate.
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Table 10-6 Parameters and Definitions

Parameter Definitions

vnfConfigurableProperties Data required for vnf configuration.

ntpServerlp IP of the NTP server

imiNetwork Network used for internal communication of DSR
entities.

Table 10-7 Fixed IP Deployment Parameters VNFM V1

Parameter Description

flavourld Identifies the VNFM Secondary deployment flavor to be
instantiated.

vnf m\et wor k Provides network details to be used to access the VNFM
(Swagger, ssh).

vi m\et wor k Provides network details to be used to access VIM.

name Provides the name of the respective network.

i pVersion Identifies the IP version of the network, such as IPv4 or IPv6.

subnet Identifies subnet of the respective network.

vnfm p Identifies the IP of the VNFM network interface.

vimp Identifies the IP of the VIM network interface.

nt pServerlp Identifies the IP of the NTP server.

secondar yVvnf nivol unel d Enters the volume name that can be used as a persistence
storage for the VNFM.

vi mRout eAddr ess Enters the openstack network address or subnet mask. This
is used for communication between VNFM and Openstack
(Vim) network. Users can provide the list of route address
separated by comma.

flavor (optional) Provides the flavor used for openstack deployment.

i mge (optional) Provides the image used for openstack deployment.

avail abilityZone (optional) |Provides the name of logical partitioning in case of host
aggregate.

10.8 Instantiating the Network OAM VNF

Network OAM VNF supports both dynamic and fixed IP deployment.

To start a DSR deployment, it is required to instantiate a DSR network OAM VNF. Before
deploying the VNF, make sure the following information is available:

The VNF ID for a previously created DSR Network OAM VNF instance.
Information about the OpenStack instance on which the VNF must be deployed:
e OpenStack Controller URI

*  User Domain Name

e Project Domain Id

e Username
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e Password
e Project name

The name of a Public Network in your chosen OpenStack instance that will carry the VNFM
traffic..

The name of a network in the selected OpenStack instance that will carry the VIM traffic.

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an NTP
server, and is often a good choice.

For more information about the full list of all inputs and possible outputs of the instantiate VNF
command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification.

Sample Request for DYNAMIC IP model (Dual Subnet) )

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/< VNF ID
received from create request>/instantiate

Accept: application/json
Cont ent - Type: application/json
Aut hori zation: <Token generated after |ogin>

Request JSON (VNFM - V1)

{
“flavourld": "DSR NOAM',

"instantiationLevel ld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionlnfo": {
"Ml Coud": {
"vimd"': "vimd",
"vimType": ""ETSI NFV. OPENSTACK_KEYSTONE. V_3", ",
"interfacelnfo": {
"endpoint": "https://ml-devl. us.oracle.com5000/v3
¥
"accesslnfo": {

"Project"; "xkxxxn
"region": "regionone"
"usernang": "FERxEET
"password"; "rFExEN
"userDomain": "Default",

“projectDomain": "default",

}
.

"l ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
“xm Network": {
"nanme": "ext-net3",
"vi pSubnet Nane": "ext-net-ipv6-subnet"”,

"ipVersion": "IPv6",
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nane": "ext-net-ipv6-subnet"”
¥
{
"i pVersion": "l Pv4",
"nane": "ext-net-subnet"
1
1
"im Network": {
"name": "im-net",
"subnet": [{
“ipVersion": "IPv6",
"name": "testo6"
¥
{
"ipVersion": "l Pv4",
"name": "test1l"
1
1
“ntpServerlp": "10.250.32.10",
“flavor": "dsr.noant,

"image": "DSR-9.1.0.0.0.vrmdk",
"avail abilityZone": "nova",
"noamAffinityPolicy": "anti-affinity"

vnfConfigurableProperties Json:

Request JSON (VNFM - V2)

{
"ntpServerlp" : "10.250.32. 10",
"im Network" : {
"name" : "im NetworkDual ",
"subnet" : [ {
"name" : "test1l",
“ipVersion" : "|Pv4"
boA
“name" : "test6",
“ipVersion" : "|Pv6"
}]
}
}

Sample Request for DYNAMIC IP model (Single Subnet)

@® Note

e vnfm_version is either v1 or v2.

Chapter 10
Instantiating the Network OAM VNF

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/< VNF ID

received from create request>/instantiate
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Accept: application/json
Content-Type: application/json
Authorization : <Token generated after login

Request JSON (VNFM - V1)

{
"flavourld": "DSR NOAM',
"instantiationLevel Id": "HA",
"ext Virtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Ml Coud": {
"vimd': "vimd",
"vimType": ""ETSI NFV. OPENSTACK_KEYSTONE. V_3",
“interfacelnfo": {
“endpoint": "https://nvl-devl. us. oracl e. com 5000/ v3"
¥
"accesslnfo": {
"project"; "ExExEn
"region": "Regi onOne",
"usernang": "ExrEEN
"password"; "rEExEn
"user Donai n": "Default",
"projectDonmain": "defaul t",
}
}
1,
"l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
“xm Network": {
"name": "ext-net3",
“subnet": [
{

“i pVersion": "|Pv4",
"name": "ext-net-subnet"

}
]
¥
“im Network": {
"name": "im-net",
"subnet": [
{

“i pVersion": "|Pv4",
"nanme": "test1ll"

}

]

}1
“ntpServerlp": "10.250.32. 10",

“flavor": "dsr.noant,

"image": "DSR-9.1.0.0.0.vndk",

"avail abilityZone": "nova",
“noamAffinityPolicy": "anti-affinity"
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vnfConfigurableProperties

Request JSON (VNFM - V2)

{ "ntpServerlp" : "10.250.32.10",

“im Network" :
{ "name" : "im NetworkDual ",
"subnet™ : [ { "name" : "test11l",
"ipVersion" : "IPv4"
H

}

}

Sample Request for FIXED IP deployment model

URL: https://[<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/< VNF ID
received from create request>/instantiate

Accept: application/json
Content-Type: application/json

Authorization : <Token generated login>

Request JSON (VNFM - V1)
{
"flavourld": "DSR NOAM',
"instantiationLevel ld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [1],

"vi mConnectionl nfo": {
"Ml Coud": {
"vimd": "vimd",
"vimlrype": ""ETSI NFV. OPENSTACK KEYSTONE. V_3",
“interfacelnfo": {

“endpoint": "https://nmvl-devl. us. oracl e. com 5000/ v3"
b
"accesslnfo": {
"project"; "ExExEL
"region": "RegionOne",
"usernang": "ExEEEN
"password"; "rEExEN
"user Donai n": "Default",
"projectDomain": "defaul t",
}
}
1,
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
“xm Network": {
" "ext-net3",
"subnet": [{

nane" :
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"ipVersion": "l Pv4",
"name": "ext-net-subnet",

“fixedlps": { "primaryNoam p": "10.75.189. 224",
"secondar yNoam p": "10.75.189. 236",
"noanVi p": "10.75.189. 238"

}
b "ipVersion": "IPv6",
“name": "ext-net-ipv6-subnet",
“fixedlps": {
“primaryNoanm p":"2606: b400: 605: b818: 6e41: 6af f: f ec7: 80e0",
"secondar yNoaml p": " 2606: b400: 605: b818: 6e41: 6af f: fec7: 80f 9"
}
}
]
b
b
“im Network": {
"name": "im-net",
"subnet": [{
"ipVersion": "l Pv4",
"name": "ext-net-subnet",
“fixedlps": {
“primryNoam mi | p": "10.75.189. 224",
"secondaryNoam nmi | p": "10.75.189. 236"
}
3
{ "ipVersion": "IPv6",
"name": "ext-net-ipvé-subnet"”,
“fixedl ps":

“primaryNoam ni | p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 80e0",
"secondar yNoam ni | p": "2606: b400: 605: b818: 6e41: 6af f: fec7:

80f 9"
}
}
]
b
“ntpServerlp": "10.250.32.10",
“flavor": "dsr.noant,
"image": "DSR-9.1.0.0.0.vmdk",
"avail abilityZone": "nova",
"noamAffinityPolicy": "anti-affinity"
}
}

vnfConfigurableProperties Json:

Request JSON (VNFM - V2)

{ "ntpServerlp" : "10.250.32.10",
“im Network" : {
“nanme" : "in NetworkDual ",
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"subnet" : [ {

"name" . "testl1l",

“ipVersion" : "IPv4",
“fixedlps" : {

“primaryNoam nmilp" :

"192.168.0. 66",

“secondar yNoam ni | p* :"192. 168. 0. 252"

oo
"name" . "test6",
“ipVersion" : "IPv6",
“fixedlps" : {

"primaryNoam nilp" :
"secondar yNoam nmi | p" :

]

® Note

"2001: db8: 1231

"2001: db8: 1231:: 234"

Chapter 10
Instantiating the Network OAM VNF

: User's responsibility to identify available IP addresses in the network to be used. If
the user provides a IP address which is not available the subnet, stack creation fails.

202 Accepted
Headers:

Sample Response: Instantiating NOAM Request.

location: https://local host: 8443/ vnflcm <<vnfmversi on>>/vnf | cm op_occs/

| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI
content-length: 0 content-type:

application/xn
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@® Note

The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

If the VNFM creates a VNF that is operational, but has no Signaling VNFs, then it
is required to deploy one or more Signaling VNF, and create the DIAMETER
configuration data (peers, connections, etc.) for those VNFs, to perform
DIAMETER routing.

After NOAM VNF deployment, the standby NOAM is automatically changed to
Force StandBy, purposely to avoid any switchover, while DSR Signaling VNF is
deployed. Once DSR Signaling Site is deployed and no more Life Cycle
Management operations are planned, change Force Standby NOAM to Active by
changing the Max Allowed HA Role to Active on the Status & Manage -> HA
options in the Active NOAM GUI.

The supported NOAM Flavor is DSR NOAM.
The supported NOAM instantiation level id is HA, that creates two NOAMSs.

Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body. The
GUI can be accessed by the following URL: https://[<NOAM-vIP>] .
For example: https://[fd0d: deba: d97c: 2c: 6e41: 6af f: f ec7: 80bf ]

Expected Alarms:

10073 Server Group Max Allowed HA Role Warning

Resolution: This alarm can be resolved by, Status and Manage Server tab - HA -
changing Max HA Role field of StandBy NOAM to active.

The following table describes the parameters used for sending request to VNFM.

Table 10-8 Parameters and Definitions for Network OAM VNF VNFM V1
- - |

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

xmiNetwork Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

imiNetwork Network used for internal communication of DSR
entities

ipVersion IP version of the network - "IPv4"/"IPv6"

ntpServerlp IP of the NTP server

flavor (optional) flavor used for openstack deploys

image (optional) image used for openstack deploys

vipSubnetName (In case of Dual Subnet) Name of VIP subnet to be used only in case of
Dual Subnet

availabilityZone (optional) name of logical partitioning in case of host
aggregate

noamAffinityPolicy (optional) openstack affinity policy for NOAM
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Parameters and Defintions for Dynamic and Fixed IP deployment (VNFM-V2)

Table 10-9 Parameters and Definitions
]

Parameter Definitions

vnfConfigurableProperties Data required for vnf configuration.

ntpServerlp IP of the NTP server

imiNetwork Network used for internal communication of DSR
entities.

Parameters and Definitions for FIXED IP deployment (VNFM - V1)

Table 10-10 Parameter and Defnitions
]

Parameter Definitions

flavourld Identifier of the VNF deployment flavour to be
instantiated

xmiNetwork Network used to provide access to the DSR entities
(GULI, ssh), and for inter-site communication

imiNetwork Network used for internal communication of DSR
entities

ipVersion IP version of the network - "IPv4"/"IPv6"

ntpServerlp IP of the NTP server

fixedlps Json object in network to provide IP address

primaryNoamlp IP address for primary NOAM IP

secondaryNoamip IP address for secondary NOAM IP

noamVip IP address for NOAM VIP

primaryNoamImilp IP address for primary NOAM IP of IMI

secondaryNoamImilp IP address for secondary NOAM IP of IMI

flavor (optional) flavor used for openstack deploys

image (optional) image used for openstack deploys

availabilityZone (optional) name of logical partitioning in case of host
aggregate

noamAffinityPolicy (optional) openstack affinity policy for NOAM

10.8.1 MTU Support for NOAM

Users can specify MTU values for all networks within the additional parameters in v1 and
within conf i gur abl eProperti es in v2.

If MTU values are provided, they must be specified for all networks listed. For example, if MTU
is provided for NOAM, both xmiNetwork and imiNetwork values must be included.

In v1, when using replication, users can provide replication specific MTU values using
xm Repl Net wor k and i m Repl Net wor k.

"mu": {
"xm Networ k": "7500",
"im Network": "5500",
"xm Repl Net wor k": "5500",

Virtual Network Functions Manager Installation and User Guide

G42908-01

October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 30 of 152



ORACLE’

Chapter 10
Instantiating the DR Network OAM VNF (VNFM-V1)

"im Repl Network": "6500"

® Note

MTU is an optional parameter. If not provided, the default value is 1500.

10.9 Instantiating the DR Network OAM VNF (VNFM-V1)

DR NOAM is the Disaster recovery NOAM site. The operator can make DRNOAM as the
Primary Site, in case both the Active and StandBy NOAM of Primary site fails, and can
continue the operations without any disturbance.

DRNOAM supports both dynamic and fixed deployment model.

When a setup is configured with a DR NOAM then first NOAM SG is treated as Primary NOAM
Site and second NOAM SG is treated as Secondary NOAM site.

To instantiate a DSR DR Network OAM VNF, the following information must be available:

The VNF ID for a previously created DSR DR Network OAM VNF instance.
Information about the OpenStack instance on which the VNF must be deployed:
— OpenStack endpoint URI

— User Domain Name

— Project Domain Id

— Username

— Password

— Project name

The name of a Public Network in your chosen OpenStack instance that will carry OAM
traffic.

OpenStack resource IDs for the XMI IPs from both DSR NOAM VMs.

@® Note

The resource IDs can be obtained by examining the DSR Network OAM stack to
which the identified DR NOAM VNF would be attached.

Name of Active Primary DSR NOAM VM.

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an
NTP server, and is often a good choice.

10.9.1 Determining the DR NOAM XMI Resource IDs

The following facts must be considered before proceeding with DR NOAM site creation:

DRNOAM site must be created on separate tenant.
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- DRNOAM site is referred as Secondary NOAM. Therefore, we have two sites, Primary and
Secondary.

e Secondary Site configuration is done on Primary Active NOAM.

e Inthe Primary Active NOAM, when second NOAM Server Group gets created, it
automatically becomes Secondary.

e Primary Active NOAM communicates to Secondary Active NOAM through the existing
comcol replication and merging mechanism.

« Secondary NOAM Site is optional and it does not need to be deployed at the same time as
of Primary NOAM.

From the OpenStack GUI, to change your view to the tenant on which the DSR Network OAM
VNF is deployed, perform the following steps.

1. Go to Project->Network->Network Topology. A diagram of all VMs in the tenant is
displayed.

@ Note
The diagram may take few minutes to display.

2. Click one of the NOAM VMs. A pop-up appears having information about the specific
NOAM VM.

3. Save the resource ID for the XMI port provided in the IP Addresses section of the pop-up.

@ Note
The IP Addresses section of the popup contains information about the network
ports and resource IDs, assigned to the VM.

4. Repeat the previous step for the other NOAM VM.

You can also use the following alternative:
» Instead of passing resource IDs, user can use DSR-NOAM XMl IPs.

e User can pass Active DSR-NOAM's XMI IP to resource id 1 and StandBy DSR-NOAM's
XMI IP to resource id 2.

For more information about the full list of all inputs and possible outputs of the instantiate VNF
command, seeETSI NFV-SOL 003, section 5.4.4.3.1, or theDSR VNFM Swagger
specification.

Swagger specifications can be found post VNFM installation at (htt ps: // <VNFM | P>: 8443/
docs/vnfnl).

Sample Request

Resource URL: htt ps://<<myhost - | P>>: 8443/ vnf | cml <<vnf m ver si on>>/ vnf _i nst ances/
<VUNF I D received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json

Aut hori zation: Token generated after login
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Instantiating DR NOAM Request for Dynamic IP deployment.
Request JSON (VNFM - V1)

{
“flavourld": "DSR DR NOAM,

"instantiationLevel [ d": "HA",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"id": "idl",
"virtual Li nkDescld": " Active NOAM,
"resourcel d": "156d73cf - 6e44- 456h-a661- 14bd0cc2b43c”

¥

{
"id": "id2",
"virtual Li nkDescld": " StandBy NOAM',
"resourceld": "5c638770-5585-44c7-97c7-bda52a26e5ec”

}
1,
"vi mConnect i onl nfo": {
"Ml doud": {

"vimd": "vimd",
"vinlype": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://nvl-devl. us. oracl e. com 5000/ v3"

}

ccesslnfo": {

"project": "rxExEn
"region": "Regi onOne",
"usernamg"; "rrrEEN
"password": "rEEEEN
"user Domai n": "Default",

"projectDomain": "default"”,

}
},

"l ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"vi pSubnet Nane": "ext-net-ipv6-subnet"”,

"subnet™: [{
"ipVersion": "l Pv6",
"name": "ext-net-ipv6-subnet”
1,
{
"i pVersion": "l Pv4",
"name": "ext-net-subnet"
}
]
¥
"im Network": {
"name": "im-net",
"subnet": [{

"ipVersion": "lPv6",
"name": "test6"
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}1
{
"ipVersion": "l Pv4",
} "name": "test1l"

] 1
}

“ntpServerlp": "10.250.32.10",
“primaryNoanmvmNane": " NOAMIO- ea47f 4bl",
“flavor": "dr.noant,

"image": "DSR-9.1.0.0.0.vrmdk",

"avail abilityZone": "nova",

"dr NoamAf finityPolicy":"anti-affinity"

® Note

The "vipSubnetName" field is used only in case of Dual Subnet.

vnfConfigurableProperties Json VNFM V2:

{
“ntpServerlp": "10.250.32. 10",
"im Network": {
"name": "im NetworkDual ",
"subnet": [{
"name": "test11l",
"ipVersion": "l Pv4"
oA
"name": "test6",
“i pVersion": "l Pv6"

H
},

“pri maryNoamvmName": " FT- - 453a634e- DNOOO",
"noanXm | ps": ["10.75.234.65", "10.75.234.99"]

Instantiating DR NOAM Request for Fixed IP deployment.

{

"flavour!ld":"DSR DR NOAM',
"instantiationLevel I d":"HA",

"ext Virtual Li nks": "ext Vi rtual Li nks",
"ext ManagedVi rt ual Li nks": [

{

"id"tidlt,

"virtual Li nkDescld":"Active NOAM | P' s",

"resourcel d":"38121f c6-310c-4012-9787- b5289dd620b9"
b
{

"id"tid2",
"virtual Li nkDescl d": " Secondary NOAM | P' s",
"resourcel d": "baa54c8d- 1a7a- 4b15- 8d64- 8f e9af 50b000"
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}
]

i nConnectionlnfo": {
"M d oud":
"vimd':"vinmd",
"vi nType": " ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo":{

"endpoint": "https://ml-devl. us.oracle.com 5000/ v3"
b
"accesslnfo": {
"project”: "ErExEn
"region": "RegionOne",
"usernang"; "EExkEL
"password"; "rEEEEN
"user Domai n": "Default",
"projectDomain": "default",
}

}
]

ocal i zati onLanguage": "l ocal i zat i onLanguage",
"addi tional Params": {
"ntpServerlp":"10.250. 32. 10",
“xmi Net wor k" : {

"name":"ext-net4",
"vi pSubnet Name": "ext-net-ipv6-subnet"”,

"subnet": [{
"ipVersion": "l Pv4",
“name": "ext-net-subnet"”,
“fixedlps": {
“dr PrimaryNoani p": "10.75.189. 224",
"dr Secondar yNoanl p": "10.75.189. 236",
"dr NoanmVi p": "10.75.189. 238"
}
¥
{
“ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet",
“fixedl ps": {

"dr Pri maryNoam p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 80e0",

"dr Secondar yNoam p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 80f 9"

}
1
}1
"im Network": {

"name": "im-net",

"subnet": [{
"ipVersion": "l Pv4",
"name": "ext-net-subnet",
"fixedlps": {

"drPrimaryNoam mi | p": "10.75.189. 224",
"dr Secondar yNoaml mi | p": "10.75. 189. 236"
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}
¥
{
“ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet",
“fixedl ps": {

"dr PrimaryNoam ni | p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 80e0",
"dr Secondar yNoam nmi | p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 80f 9"
}
}H
¥

" pri mar yNoamvimName" : " NOAMDO- 9ca5c 163",

"flavor": "dr.noant,

"image": "DSR-9.1.0.0.0.vndk",

"avail abilityZone": "nova",

"dr NoamAf finityPolicy":"anti-affinity"
}

vnfConfigurableProperties Json:

Request JSON (VNFM - V2)

{
“ntpServerlp": "10.250.32.10",
"im Network": {
"name": "im NetworkDual ",
"subnet": [{

“name": "test11",

"ipVersion": "l Pv4",

“fixedlps": {
"drPrimaryNoam mi | p": "10.75.189. 224",
"dr Secondar yNoam mi | p": "10. 75. 189. 236"

}
boAo
“name": "test6",
"ipVersion": "l Pv6",
“fixedlps": {
"drPrimaryNoam m | p":
"2606: b400: 605: b818: 6e41: 6aff:fec7: 80e0",
"dr Secondar yNoam mi | p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 80f9"

}
H
}

"primar yNoamvVnName": "FT--453a634e- DNQOO",
"noamXm | ps": ["10.75.234.65", "10.75.234.99"]
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Sample Response: Instantiating DR NOAM Response.

202 Accepted
Headers:

{

[ ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 21 Feb 2019 10:39:24 GV
content-length: 0 content-type:

application/xm

@® Note

e The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

e The supported NOAM Flavor is DSR NOAM Flavor.
e The supported DSR DR NOAM instantiation level id is HA.

e Support for IPv6 networks - ipVersion should be "IPv6" in the request Body.

Table below describes the parameters used for sending request to VNFM.

Table 10-11 Parameters and Definitions for dynamic IP deployment (VNFM - V1)

Parameters

Definitions

flavourld

Identifier of the VNF deployment flavor to be
instantiated

instantiationLevelld

Identifier of the instantiation level of the
deployment flavor to be instantiated. If not present,
the default instantiation level is HA.

resourceld The identifier of the resource in the scope of the
VIM or the resource provider

xmiNetwork Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

imiNetwork Network used for internal communication of DSR
entities

name Network name, for example; ext-net

ipVersion IP version IPv4 or IPv6

ntpServerlp

IP of the NTP server

primaryNoamVmName

Primary Active DSR NOAM VM name

flavor (optional)

flavor used for openstack deploys

image (optional)

image used for openstack deploys

availabilityZone (optional)

name of logical partitioning in case of host
aggregate

vipSubnetName (In case of Dual Subnet)

Name of VIP subnet to be used only in case of
Dual Subnet

drNoamAffinityPolicy (optional)

Openstack affinity policy for DR NOAM
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Parameters and Definitions for dynamic and Fixed IP deployment (VNFM - V2)

Table 10-12 Parameters and Defnitions

Parameter Definitions

vnfConfigurableProperties Data required for vnf configuration.

ntpServerlp IP of the NTP server.

imiNetwork Network used for internal communication of DSR
entities.

primaryNoamVmname Primary Active DSR NOAM VM name.

noamXmilps Primary and Secondary Noam XMl IP addresses.

10.9.2 MTU Support for DR NOAM

Users can specify MTU values for all networks within the additional parameters in V1 and
within conf i gur abl eProperties in V2.

If MTU values are provided, they must be specified for all networks. For example, if MTU is
provided for DR NOAM, both xmiNetwork and imiNetwork values must be included.

In V1, when using replication, users can provide replication-specific MTU values using
xm Repl Net wor k and i ni Repl Net wor k.

{
"mu": {
"xm Network": "7500",
"im Network": "5500",
"xm Repl Net wor k": "5500",
"im Repl Network": "6500"
}
}
® Note

MTU is an optional parameter. If not provided, the default value is 1500.

10.10 Multiple XSI Support (1 - 16 XSl interfaces) - VNFM V1

VNFM V1 supports multiple XSl interfaces, ranging from 1 to 16, with no restrictions on the
number of XSl interfaces passed during DSR Signaling setup creation.

This feature eliminates the VNFM V1 limitation of using only 1, 2, or 4 XSl interfaces.
It supports both fixed and dynamic IP deployment models for all signaling VNF flavors.

Sample request for signaling flavor DIAMETER with 5 XSl interfaces using the DYNAMIC
IP (Dual Subnet) deployment model:
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URL:

https://<<VNFM HOST | P>>: 8443/ vnfl cm v1l/vnf _instances/
<VNF_ID received_fromcreate request>/instantiate

Accept:

application/json

Content-Type:

application/json

Request JSON:

Signaling DIAMETER with nultiple xsi ( 5 xsi interfaces ) dynam c |P(Dual
Subnet) (VNFM - V1)

{
"flavourld": "D AMETER',

"instantiationLevelld": "snmall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"ido",
"virtual Li nkDescl d": "active NOAM',
"resourcel d': "8a4dlec6-367a-4bla-978d-2c4eae3daec3”

¥
{

“idtsott,

"virtual Li nkDescl d": "standby NOAM',

"resourceld": "2bed5886-8c97-4623-8da3-9c500cce7le3"
}

1,
"vi mConnectionl nfo": {
"MWl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e. com 5000/ v3"
¥
"accesslnfo": {
"project"; "ExExEn
"region": "Regi onOne",
"usernang": "xrEEFEN
"password"; "rEFEEEN
"userDonain": "Defaul t",
“projectDomain": "default"”

b
}

ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
“xm Network": {
"nanme": "ext-net3",
"vi pSubnet Nane": "ext-net-ipv6-subnet"”,
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C [
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet”

1
{
"ipVersion": "lPv4",
"name": "ext-net-ipv4-subnet”
}
]
1
“im Network": {
"name": "inm-private",
"subnet": [{
"ipVersion": "IPv6",
"name": "testo6"
1
{
"ipVersion": "lPv4",
"name": "test4"
}
]
1
"xsi Network": [{
"name": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"nane": "xsilPv6"
h
{
“ipVersion": "l Pv4",
"nane": "xsilPv4"
1
]
b
{
"nane": "xsi NetworkDual 2",
“subnet": [{
"ipVersion": "IPv6",
“nane": "xsi NetworkDual 2- 1 Pv6"
h
{
“ipVersion": "l Pv4",
“nane": "xsi NetworkDual 2-| Pv4"
1
]
h
{
"nane": "xsi NetworkDual 3",
“subnet": [{
"ipVersion": "IPv6",
"nane": "xsi NetworkDual 3-1Pv6"
h
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{
“ipVersion": "l Pv4",
“nane": "xsi NetworkDual 3-1 Pv4"
!
]
b
{
"nane": "ext-net5-dual",
“subnet": [{
"ipVersion": "IPv6",
"name": "ext-net5-1Pv6"
b
{
“ipVersion": "l Pv4",
"name": "ext-net5-1Pv4"
!
]
b
{
"name": "ext-net7",
“subnet": [{
"ipVersion": "IPv6",
"name": "ext-net7-1Pv6"
h
{
“ipVersion": "l Pv4",
"name": "ext-net7-1Pv4"
!
]
1

] il
“ntpServerlp": "10.250.32.10",

“primar yNoanVmNane": " NOAMDO- 32cd6138",
“noanSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,

"soam mage": "DSR-9.1.0.0.0_100. 4. 0. vndk",
"soamAvai l abi | i tyZone": "nova",
“ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.1.0.0.0_100. 4. 0. vidk",
"i pf eAvail abi lityZone": "nova",

"daFl avor": "dsr.da",

“dal mage": "DSR-9.1.0.0.0_100. 4. 0. vndk",
“daAvai |l abilityZone": "nova",

“stpFlavor": "dsr.stp",

"stplmge": "DSR-99.1.0.0.0_100. 4. 0. vidk",
"stpAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity"
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@® Note

"vipSubnetName" field to be used only in case of Dual Subnet.

10.11 Instantiating the Signaling VNF with Multiple XSI (1, 2, and
4 XSI Interface)

Signaling VNF supports both dynamic and fixed IP deployment

To deploy the first signaling VNF, the following must be available:

A previously instantiated DSR Network OAM VNF.

The VNF ID for a previously created DSR Signaling VNF instance.

Information about the OpenStack instance on which you want to deploy the VNF:
e OpenStack endpointURI

¢ User Domain Name

e Project Domain Id

* Username

* Password

e Project name

The name of a Public Network in your chosen OpenStack instance that will carry OAM traffic.

The name of a Public Network in your chosen OpenStack instance that will carry Signaling
traffic.

@ Note

This should be a different network than the one that carries OAM traffic.

The IP address of the NTP server accessible by VMs within the selected OpenStack instance.
The OpenStack controller that controls your chosen OpenStack instance normally hosts an
NTP server, and is often a good choice.

OpenStack resource IDs for the XMl IPs from both NOAM VMs.

@® Note

The resource IDs can be obtained by examining the network OAM stack to which the
identified signaling VNF would be attached .

Name of the active NOAM VM.
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@® Note

To avoid switchover of Active NOAM, make the StandBy NOAM as Forced Standby
by changing the Max Allowed HA Role to Standby on Status & Manage -> HA from
Active NOAM GUI.

Name of the NOAM SG.

Expected Alarms:

IPFE Alarm: 5002 An address pertaining to inter-IPFE state synchronization is configured
incorrectly.

DAMP Alarm: 19800 Communication Agent Connection Down (occurs only in the presence of
SBR servers).

The following image illustrates the VNF instantiation:

Figure 10-5 VNF installation

Orchestrator ) { DSR VNFM OpenStack

‘instantiate VNF’ request

202 Accepted

HEAT templates
Granting Exchange (v2) stack status

Update VNF

s instance data E ij

The following table contains the supported Instantiation levels to instantiate a VNF resource for
the DSR Signaling VNF.

Table 10-13 Supported Instantiation Levels for DSR Signaling VNF
e

VNFM Small Medium Large
Signalin
g DA |IPF|SE |ST |SB |UD |DA |IPF|SE |ST |SB |UD |DA |IPF|SE | ST [SB |UD
Flavors |[MP|E |RV (P |R |[R |MP|E [(RV|P |R (R |MP|E |RV|P |R |R
o] IC IC
E E E
MP MP MP

DIAMET |2 |2 |O |O |O |O |4 |2 |O |O |O |JO |32 |4 |0 (O (O |[O
ER

STP 0 [0 |2 2 |10 |O |]O |O |4 |8 |O |O |O |O [8 |32 |0 |O
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VNFM Small Medium Large
Signalin
g DA |IPF|SE |ST |SB |UD |DA |IPF|SE |ST |SB |UD |DA |IPF|SE | ST [SB |UD
Flavors |[MP|E |RV (P |R |[R |MP|E [(RV|P |R (R |MP|E |RV|P |R |R
ICc IC IC
E E E
MP MP MP
DIAMET |2 |2 |2 |2 |0 |O |4 |2 |4 |8 |O |O |24 |4 |8 (8 [0 |O
ER+STP
DIAMET |2 |2 |O [O (3 |O |4 |2 |oOo (O |6 |O |32 |4 [0 (O |9 |O
ER+SB
R
DIAMET |2 |2 |O [O [(O |2 |4 |2 |O (O |O [2 |32 |4 |O (O |O |[4
ER+UD
R
STP+UD|O (O |2 |2 |O |2 |O |O |4 |8 |O |2 [(O |O |8 |32 |0 |4
R
® Note

DSR Signaling supports "custom" instantiation level ID based on flavor.

In case of UDR flavors, VNFM supports one and two xsi interfaces for UDR.

Total number of servers allowed per signaling VNF is 48.

Total number of IPFE servers allowed per signaling VNF is 4.

Total number of SOAMs for any of the above servers is 2.

For Example: Total number of servers per signaling VNF = No. of SOAM's + No. of DAMP's +
No. of IPFE's + No. of STP's + No. of SBR's+ No. of UDR's.

For SBR flavors:

* In case of SBR flavors, it is mandatory to pass the sbr Net wor k parameter for instantiation

of signaling stack. VNFM always creates Replication port for SBRs.

*  Breakdown on the number of SBRs :

1. SMALL - 3 SBRs, 2 SBRs will be added to one server group and one is not added.
Server group will have 2 SBRs.

One SBR will be left out to be added manually in the mated site's server group.

2. MEDIUM - 6 SBRS, 2 Server Groups.
Each server group will have 2 SBRs.

One SBR from each server group will be left out to be added manually in the mated

site's server groups.

3. LARGE - 9 SBRs, 3 Server Groups.
Each server group will have 2 SBRs.

One SBR from each server group will be left out to be added manually in the mated

site's server groups.

Virtual Network Functions Manager Installation and User Guide

G42908-01

Copyright © 2019, 2025, Oracle and/or its affiliates.

October 23, 2025
Page 44 of 152



ORACLE Chapter 10
Instantiating the Signaling VNF with Multiple XSI (1, 2, and 4 XSI Interface)

* The SBRs created are plain, they have to be manually configured as Session, Binding or
Universal.

@ Note
UDR Flavors

* In case of UDR flavors, VNFM currently supports one and two xsi interfaces for
UDR

® Note
STP Flavors (Service Mp)

»  Service Mp feature is only supported for STP flavors.

10.11.1 DSR Signaling VNF with Multiple XSI Support (1, 2 and 4 xsi
interface only)

e Multiple XSI supports only DSR Signaling VNF.
DAMP vnf supports 1, 2 and 4 xsi interface.

e STPMP vnf supports 1, 2, and 4 xsi interface.

e |PFE vnf supports 1, 2, and 4 xsi interface.

e UDR vnf supports only 1 and 2 xsi interface.

While passing xsi Net wor k through the request body, add the list of network in xsi Net wor k.

For Example
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1 xsiNetwork 2 xsiNetwork 4 xsiNetwork
"xsi Network": [{ "xsi Network": [{ "xsi Network": [{
"nane": "provider- "name": "provider-
"nanme": "provi der- vl an500", vl an500",
vl an500", "subnet": [{ "subnet": [{
"nanme": "<subnet - name>",
"subnet": [{ "nanme": "<subnet - name>",
"ipVersion": "l Pv4"
"nanme": "<subnet-nane>", "ipVersion": "I Pv4"
"i pVersion": "IPv4" H
1 1 ¥
] ¥ {
{ "name": "provider-
"nane": "provider- vl an610",
vl an610", "subnet": [{
"nanme": "<subnet - name>",
"subnet": [{
"ipVersion": "l Pv4"
"name": "<subnet - name>",
1
"ipVersion": "I Pv4" Ao
"name": "provider-
H vl an500",
} "subnet": [{
] "name": " <subnet - name>",
"ipVersion": "l Pv4"
H
¥
{
“name": "provider-
vl an610",
"subnet": [{
"nanme": "<subnet - name>",
"ipVersion": "l Pv4"
H
}
]
@ Note

In case of the UDR flavor (Diameter+UDR, STP+UDR), "udrType" is an optional
parameter. So, if a user has not used it in the request message, by default, UDR of

type "EIR" is created. The other UDR type is "VMNP".
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The sample request and response provided below represents signaling flavors without SBR
such as, DIAMETER, STP and DIAMETER+STP, DIAMETER+UDR, and STP+UDR, with
multiple xsi (1, 2, 4 xsi interface) for Dynamic IP and Fixed IP deployment model.

Sample Request

Resource URL: URL: https://<<VNFM HOST | P>>: 8443/ vnf | cml <<vnf m versi on>>/
vnf _instances/ < VNF ID received fromcreate request > /instantiate

Accept: application/json
Cont ent - Type: application/json

Instantiating the first signaling VNF request for Dynamic IP (Dual Subnet) deployment model
(VNFM-V1)

{
"flavourld": "D AMETER',

"instantiationLevelld": "snmall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [{
"idvo",
"virtual Li nkDescl d": "active NOAM',
"resourcel d': "8a4dlec6-367a-4bla-978d-2c4eae3daec3d"”

b
{

"idto",

"virtual Li nkDescl d": "standby NOAM',

"resourceld": "2bed5886-8c97-4623-8da3-9c500cce7le3"
}

]

i mConnectionlnfo": {
"MWl doud": {
"vimd": "vimd",
"vimlype": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e.com 5000/ v3"

}

ccessinfo": {
"project"; "ExExEn
"region": "RegionOne",
"usernang"; "rrxEEN
"password"; "rEFEEEN
"userDonmai n": "Default",
“projectDomai n": "default"

Pl
1

ocal i zati onLanguage": "localizationLanguage",
"addi tional Params": {
“xm Network": {
"name": "ext-net3",
"vi pSubnet Name": "ext-net-ipv6-subnet"”,
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet"

b
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{
"ipVersion": "lPv4",
"name": "ext-net-ipv4-subnet”
}
]
1
“im Network": {
"name": "inm-private",
"subnet": [{
"ipVersion": "IPv6",
"name": "testo6"
1
{
"ipVersion": "lPv4",
"name": "test4"
}
]
1
"xsi Network": [{
"name": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
h
{
“ipVersion": "l Pv4",
"name": "xsilPv4"
1
]
h
{
"nane": "xsi NetworkDual 2",
“subnet": [{
"ipVersion": "IPv6",
“nane": "xsi NetworkDual 2- 1 Pv6"
h
{
“ipVersion": "l Pv4",
“nane": "xsi NetworkDual 2-| Pv4"
1
]
1
]

“ntpServerlp": "10.250.32.10",

" pri mar yNoanmVmNane": " NOAMDO- 32cd6138",
“noanfSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,

"soam mage": "DSR-9.1.0.0.0.vndk",

"soamAvai l abi | i tyZone": "nova",

“ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.1.0.0.0.vnmdk",
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"i pf eAvail abi lityZone": "nova",

“daFl avor": "dsr.da",

“dal mage": "DSR-9.1.0.0.0.vndk",

"daAvai |l abilityZone": "nova",
“stpFlavor": "dsr.stp",

“stplmage": "DSR-9.1.0.0.0.vndk",
"stpAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity"

® Note

The "vipSubnetName" field is used only in case of Dual Subnet.

vnfConfigurableProperties (VNFM-v2):

Signaling DIAMETER with nultiple xsi(4 xsi interface) for dynam c |P(Dual
Subnet) (VNFM - V2)

{
"ntpServerlp": "10.250.32. 10",
“im Network": {
"name": "im NetworkDual ",
"subnet": [{

"name": "testl1l",
"ipVersion": "I Pv4"

¥
{
"name": "test6",
"ipVersion": "IPv6"
}

]
b
"xsi Net wor kCount ": 4,
“pri mar yNoamvmNane": "csar No- DNO0O",
"noanSgName”: "csar No_DNOSG',
"noamXmi | ps": [

"10. 75. 189. 150",

"10. 75.189. 212"

Sample Request for signaling flavor DIAMETER with multiple xsi(4 xsi interface) for
FIXED IP(Dual Subnet) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
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Content-Type: application/json

vnfConfigurableProperties Json:

Signaling flavor DIAMETER with nultiple xsi(4 xsi interface) for
| P(Dual Subnet) (VNFM - V2)
{

“ntpServerlp": "10.250.32.10",

"xsi Net wor kCount": 4,

"im Network": {
"name": "im NetworkDual ",
"subnet": [{

"name": "test1l",
"ipVersion": "lPv4",
"fixedlps": {
“primrySoam nmi | p": "10.75.189.170",
"secondarySoam m | p": "10.75.189.171",
“damplmlps": [
"10. 75.189. 172",
"10. 75.189. 173"

]

"ipfelmlips": [
"10.75.189. 174",
"10.75.189. 175"

"name": "test6",
"ipVersion": "IPv6",
"fixedlps": {
“primrySoam m | p":
"2606: b400: 605: b818: 6e41: 6aff:fec7: 77d0",
"secondarySoam m | p":
"2606: b400: 605: b818: 6e41: 6aff:fec7: 76d0",
“damplmlps": [

FI XED

"2606: b400: 605: h818: 6e41: 6af f: fec7: 75d0",
"2606: b400: 605: h818: 6e41: 6af f: fec7: 74d0"

]

ipfelmlps": |

"2606: b400: 605: h818: 6e41: 6af f: fec7: 73d0",
"2606: b400: 605: b818: 6e41: 6af f: fec7: 72d0"

Sample Request for signaling flavor DIAMETER with multiple xsi(2 xsi interface) for

DYNAMIC IP(Single Subnet - Ipv6) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID

received from create request > /instantiate

Accept: application/json
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Content-Type: application/json

vnfConfigurableProperties Json:

Signaling DIAMETER with nultiple xsi(2 xsi interface) for DYNAM C I P(Singl e
Subnet - 1pv6) (VNFM - V2)
{

“nt pServerlp": "2606: b400: 605: b912: 200: 5ef f : f €00: 1f 7",
"xsi Net wor kCount": 2,

"im Network": {
"name": "im6-private",
"subnet": [{
"ipVersion": "I|Pv6",
“nane": "im 6-sub"
H

}!
“pri mar yNoamvmNane": "csar No- DNO0O",

"noangName": "csar No_DNOSG',
“noamXm | ps": ["10.75.189. 150", "10.75.189.212"]

Sample Request for signaling flavor DIAMETER with multiple xsi(2 xsi interface) for
FIXED IP(Single Subnet - Ipv6) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling DIAMETER with nultiple xsi(2 xsi interface) for FIXED I P(Single
Subnet - 1pv6) (VNFM - V2) {
"ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f €00: 1f 7",
"im Network": {
"name": "im6-private",
"subnet": [{
"ipVersion": "IPv6",
"name": "im 6-sub",
“fixedlps": {
"primarySoam nilp":
"2606: b400: 605: b818: 6e41: 6aff:fec7: 77d0",
"secondar ySoam ni | p":
" 2606: b400: 605: b818: 6e41: 6af f: fec7: 76d0",
“danplm I ps": |
" 2606: b400: 605: b818: 6e41: 6af f: fec7: 75d0",
"2606: b400: 605: b818: 6e41: 6aff: fec7: 74d0"

1,
"ipfelmlips": [
" 2606: b400: 605: b818: 6e41: 6af f: fec7: 73d0",

" 2606: b400: 605: b818: 6e41: 6af f: fec7: 72d0"

1
b
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"xsi Net wor kCount": 2,

“pri mar yNoanVnNane": " csar No- DNQOO",
"noanSgName”: "csar No_DNOSG',

"noamXmi | ps": ["10.75.189. 150", "10.75.189.212"]

Sample Request for signaling flavor DIAMETER with "custom" instantiationLevelid, 1
xsi DYNAMIC IP (Single ipv4 Subnet) deployment model.

URL: https://[<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling flavor DIAMETER with "custont instantiationLevelld, 1 xsi
DYNAM C | P (Single ipv4d Subnet) (VNFM- V2)
{

“ntpServerlp": "10.250.32. 10",
“pri mar yNoamvimNane": " vi mNO- DNCDO",
"noanSgNane": "vi "NO_DNOSG',
"xsi Net wor kCount": 1,
“noanmXmi | ps": [
"10. 75. 189. 231",
"10. 75.189. 211"
1,
“nunDa": "1",
“num pfe": "1,
"im Network": {
"name": "im NetworkDual ",
"subnet": [{
“ipVersion": "l Pv4",
"nane": "test1l"

H

Sample Request for signaling flavor DIAMETER with "custom" instantiationLevelid, 1
xsi FIXED IP (Single ipv4 Subnet) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling flavor DIAMETER with "custon instantiationLevelld, 1 xsi FIXED
IP (Single ipvd Subnet) (VNFM - V2)
{

“ntpServerlp": "10.250. 32. 10",
"primaryNoamvmNane" : " vi nNO- DNCDO",
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“noanSgNane": "vi mNO_DNOSG',
"xsi Networ kCount": 1,
“noamXmi | ps": [

"10. 75. 189. 231",

"10. 75.189. 211"

1,

"numDa": "1",
“num pfe": "1",
"im Network": {
"name": "im NetworkDual ",
"subnet": [{
“ipVersion": "l Pv4",
"name": "test11l",
“fixedlps": {
"primrySoam m|p": "10.75.189.181",
"secondarySoam mi | p": "10.75.189. 182",
“danmplm I ps": [
"10.75. 189. 185",
"10. 75. 189. 186"
1
"ipfelmlips": [
"10. 75. 189. 187",
"10. 75. 189. 188"
]
}
1
}

Sample Request for signaling flavor DIAMETER in Mixed Mode with multiple xsi(4 xsi
interface) for DYNAMIC IP (Dual Subnet) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling DIAVETER in M xed Mbde with nultiple xsi(4 xsi interface) for
dynam ¢ | P(Dual Subnet) (VNFM- V2)

"ntpServerlp": "10.250.32. 10",
"xsi Net wor kCount": 4,

“im Network": {
"name": "im NetworkDual ",
"subnet": [{

"name": "testl1l",
"ipVersion": "IPv4"

]
b
“pri mar yNoamvmName": " csar No- DNQ0O",
"noanSgName"”: "csar No_DNOSG',
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“noamXmi | ps": [
"10. 75. 189. 150",
"10. 75. 189. 212"

Sample Request for signaling flavor DIAMETER in Mixed Mode with multiple xsi(4 xsi
interface) for FIXED IP(Dual Subnet) deployment model.

URL: https://[<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling flavor DIAVETER in M xed Mdde with nultiple xsi(4 xsi interface)
for FIXED | P(Dual Subnet) (VNFM - V2)
{
"ntpServerlp": "10.250.32.10",
"xsi Net wor kCount": 4,

"im Network": {
"name": "im NetworkDual ",
"subnet": [{

"name": "test1l",
"ipVersion": "lPv4",
"fixedlps": {
“primrySoam m | p": "10.75.189.170",
"secondarySoam m | p": "10.75.189.171",
“damplm|ps": [
"10. 75.189. 172",
"10. 75.189. 173"
1,
“ipfelmlips": [
"10. 75.189. 174",
"10. 75.189. 175"

b

]
b
“pri mar yNoamvmNanme": " csar No- DNO0O",
"noanSgName”: "csar No_DNOSG',
“noanmXmi | ps": [

"10. 75. 189. 150",

"10. 75.189. 212"

vSTP Service MP deployment

*  VNFM deploys the Service MP along with vSTP-MP only.

* Service MP deployment is optional. vSTP-MP can be independently deployed without
service MP.
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* In Signaling request body we need to pass "serviceMp": "true" . Default value is "false".

e If Service Mp was not included ("serviceMp": "false") while vSTP-MP instantiation, we can
scale later Service Mp from Sizing 0 to any number (till maximum supported size). This we
can only do by scale using "scalelnfo (Arbitary Size)" operation.

® Note

Service Mp Instantiation and scale introduced from DSR version "8.5.0.1.0-91.14.0"

Sample Request for signaling flavor DIAMETER + STP without serviceMp, multiple xsi(2
xsi interface) for DYNAMIC IP(Dual Subnet) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling flavor DI AMETER + STP without serviceMp, nultiple xsi(2 xsi
interface) for DYNAM C | P(Dual Subnet) (VNFM - V2)
{

“ntpServerlp": "10.250.32.10",
"xsi Net wor kCount": 2,
"im Network": {
"nanme": "im NetworkDual ",
"subnet": [{
"name": "testl1ll",
"ipVersion": "l Pv4"
boA
"nanme":. "testo6",
"ipVersion": "l Pv6"

H
}

“pri mar yNoanmvimNane": "csar Noam DNOOO",
"noangName": " csar Noam DNOSG',
"noamXm | ps": ["10.75.189.249", "10.75.189.218"]

Sample Request for signaling flavor DIAMETER + STP without serviceMp, multiple xsi(2
xsi interface) for FIXED IP (Dual Subnet) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

Signaling flavor DI AMETER + STP without serviceMy, multiple xsi(2 xSi
interface) for FIXED | P(Dual Subnet) (VNFM - V2)
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“ntpServerlp": "10.250.32.10",
"xsi Net wor kCount": 2,

“im Network": {
"name": "im NetworkDual ",
"subnet": [{

"name": "test1l",
“ipVersion": "l Pv4",
“fixedlps": {
"primarySoam mi|p": "10.75.189. 161",
"secondarySoam nmi | p": "10.75.189. 162",
"danmplm I ps": |
"10. 75. 189. 163",
"10. 75. 189. 164"

]

"ipfelmlips": [
"10. 75. 189. 165",
"10. 75. 189. 166"

]

"stplmilps": [
"10. 75.189. 167",
"10. 75.189. 168"

}
boA

“name": "test6",
“ipVersion": "IPv6",
“fixedlps": {
"primarySoam nilp":
"2606: b400: 605: b818: 6e41: 6aff: fec7:80d0",
"secondar ySoam ni | p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 79d0",
"danmplm I ps": |

"2606: b400: 605: h818: 6e41
"2606: b400: 605: h818: 6e41

]

"ipfelmlips": [
"2606: b400: 605: b818: 6e41
"2606: b400: 605: b818: 6e41

]

"stplmilps": [
"2606: b400: 605: h818: 6e41
"2606: b400: 605: b818: 6e41

H
},

“primaryNoanmVnNanme": "csar Noam DNOOO",
"noanSgName": "csar Noam DNOSG',

c6aff:fec7: 78d0",
:6aff:fec7:81d0"

:6aff:fec7:77d0",
:6aff:fec7:81d0"

c6aff:fec7: 76d0",
:6aff: fec7: 75d0"

"noanXni | ps": ["10.75.189.249", "10.75.189.218"]

Sample Request (for signaling flavors without SBR i.e., DIAMETER,STP and
DIAMETER+STP, DIAMETER+UDR, STP+UDR) with multiple xsi (1,2,4 xsi interface) for
dynamic IP deployment model.
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URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json Authorization :

Authorization : <Token generated after login>

Request JSON (VNFM - V1)

{
"flavourld": "Dl AMETER+STP",
"instantiationLevel ld": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
“id'otty
"virtual Li nkDescl d": "active NOAM',
"resourceld": "8addlec6-367a-4bla-978d- 2c4eae3daec3”
¥
{
“id'otty
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce71le3"
}
1,
"vi mConnectionlnfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"project"; "ExExEn
“region": "Regi onOne",
"usernang": "xrEFEN
"password"; "rEREEEN
"userDomain": "Defaul t",
“projectDomain": "default"”
Pl
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"nanme": "ext-net3",
"subnet": [{
“ipVersion": "l Pv6",
“name": "ext-net-ipv6-subnet”

H
¥
“im Network": {
"name": "ini-private",
"subnet": [{
“ipVersion": "l Pv6",
"name": "test6"
H
¥
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"xsi Network": [{
"nane": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"

1
H
{
"nane": "xsi NetworkDual 2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 2- 1 Pv6"
1
!

] il
“ntpServerlp": "10.250.32. 10",

“pri mar yNoanVmNane": " NOAMDO- 32cd6138",
“noanSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,

"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
"ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.1.0.0.0.vnmdk",

"i pf eAvail abi lityZone": "nova",

"daFl avor": "dsr.da",

“dal mage": "DSR-9.1.0.0.0.vndk",

“daAvai |l abilityZone": "nova",

“stpFlavor": "dsr.stp",

“stplmage": "DSR-9.1.0.0.0.vndk",
"stpAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",
"stpAffinityPolicy": "soft-anti-affinity”

Sample Request for sighaling flavor DIAMETER + STP with serviceMp, multiple xsi(4 xsi
interface) for DYNAMIX IP(Single Subnet - ipv4) deployment model.

URL: htt ps:// <<VNFM HOST | P>>: 8443/ vnf| cm <<vnf m ver si on>>/
vnf _instances/ < VNF ID received fromcreate request > /instantiate

Accept: application or json
Content type: application or json
Instantiating the first signaling VNF request for Fixed IP deployment (VNFM-V1)

Request Json:
Signaling flavor DIAMETER + STP with serviceM, nultiple xsi(4 xsi interface)

for DYNAM X | P(Singl e Subnet - ipv4) (VNFM -
V1)

"flavourld": "Dl AMETER+STP",
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"instantiationLevelld": "small",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [{

“idtoo"",
"virtual Li nkDescld": "active
NOAM',
"resourceld":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daec3”
1
{
“idtoo"",
“virtual Li nkDescl d": "standby
NOAM',
"resourceld":
" 2bed5886- 8c97- 4623- 8da3- 9¢500cce71e3"
}
1
"vi mConnectionl nfo": {
"MWl doud": {
"vimd': "vimd",

"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslinfo": {
"projecth: "ErExEn
"region": "RegionOne",
"usernang": "*ExEE"
"password"; trEFEEEN
“userDomain": "Defaul t",
“projectDomain": "default"”
Pl
¥
“l ocal i zati onLanguage": "l ocalizationLanguage",
"additional Paranms": {
“xm Network": {
"nane": "ext-net3",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipvé-subnet”
H
¥
“im Network": {
“name": "im-private",
"subnet": [{
"ipVersion": "IPv6",
"nane": "test6"
H
¥
“xsi Network": [{
"nane": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
1
¥
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{

"name": "xsi Networ kDual 2",
"subnet": [{

"ipVersion": "IPv6",

“nane": "xsi NetworkDual 2- | Pv6"
}

H,
“ntpServerlp": "10.250.32.10",

“pri mar yNoanmVmNane": " NOAMDO- 32cd6138",
"noanSgName" :

" dsr Net wor kGam NOAM 32c¢d6138 SG',
"serviceM": "true",
"soanFl avor": "dsr.soant,
"soam mage": "DSR-9.1.0.0.0_99.8.0.vndk",
"soamAvai l abi | i tyZone": "nova",
"ipfeFlavor": "dsr.ipfe",
"ipfelmage": "DSR-9.1.0.0.0_99.8.0.vndk",
"i pf eAvail abi lityZone": "nova",
"daFl avor": "dsr.da",
"dal mage": "DSR-9.1.0.0.0_99.8.0.vndk",
“daAvai |l abilityZone": "nova",
“stpFlavor": "dsr.stp",
"stplmge": "DSR-9.1.0.0.0_99.8.0.vnmdk",
"stpAvail abilityZone": "nova",
"servi ceMpFl avor": "dsr. Servi ceM",
"serviceMpl mage": "DSR-9.1.0.0.0_99.8.0.vnmdk",
"servi ceMpAvai l abilityZone": "nova",
"soamAffinityPolicy":"anti-affinity",
"ipfeAffinityPolicy":"anti-affinity",
"daAffinityPolicy":"soft-anti-affinity",
"stpAffinityPolicy":"soft-anti-affinity"

vnfConfigurableProperties json:

Signaling flavor DIAMETER + STP with serviceMy, nultiple xsi(4 xsi interface)
for DYNAM X | P(Si ngl e Subnet - ipv4) (VNFM - V2)

{
“ntpServerlp": "10.250.32.10",

"xsi Net wor kCount": 4,

“im Network": {
"name": "inm-private",
"subnet": [{
"ipVersion": "IPv4",
“name": "im-private-sub"
H

b

“primar yNoamvmNane": " Noam - 2f a79d66- DNCOO"
"noanSgNane": "Noam 2fa79d66_ DNOSG',

"noanXm | ps": ["10.75.189.178", "10.75.189.206"],
"serviceM": "true"
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"flavourld": "Dl AVETER+SBR"',
"instantiationLevelld": "snall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"id" "idl",
"virtual Li nkDescl d": "active NOAM',
"resourceld": "d6be6053-78a9-437a-al39-4dc11792598a"

¥
{
"id": "id2",
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "d6be6053-78a9-437a-al39-4dc11792598a"
}
1, "vimConnectionlnfo": {
"MWl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"projecth: "ExExEn
"region": "RegionOne",
"usernang": "FExEE"
"password"; "rEFEEEN
“userDomai n": "Defaul t",
“projectDomain": "default"”
Pl
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net4",
"subnet": [{
“name": "ext-net4-subnet",
“ipVersion": "l Pv4",
“fixedlps": {
"primarySoanXm | p": "10.75.218. 141",
"secondarySoamXmi | p": "10.75.218. 163",
"soanVi p": "10.75.218.97",
"danmpXmi | ps": [
"10. 75. 218. 38",
"10.75.218. 137"

] ’
"ipfeXmlps": [
"10. 75. 218. 153",
"10. 75. 218. 126"

]

brXm I ps": [
"10.75.218. 67",
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"10. 75. 218. 84",
"10.75. 218. 184"

1
}

“im Network": {
"name": "inm-private",
"subnet": [{
“name": "im-private-sub",
“ipVersion": "l Pv4",
“fixedlps": {
"primrySoam m|p": "192.167.2.1",
"secondarySoam ni | p": "192.167.2.2",
"danmplmilps": [
"192.167. 2. 3",
"192.167. 2. 4"

]

“ipfelmlps": [
"192.167.2.5",
"192.167.2.6"

]

brimlps": [
"192.167.2.7
"192.167. 2. 8",
"192.167.2.9

H
},

“sbrNetwork": {
"name": "ext-net7",
"subnet": [{
"nane": "ext-net7-subnet",
“ipVersion": "l Pv4",
“fixedlps": {
"sbr Networkl ps": [
"10.196. 218. 95",
"10.196. 218. 108",
"10.196. 218. 18"

1
b,

"xsi Network": [{
"nanme": "ext-net4",
“subnet": [{
"name": "ext-net4-subnet",
"ipVersion": "lPv4",
"fixedlps": {
“dampXsilps": [
"10. 75. 218. 140",
"10. 75. 218. 155"

]

i pfeXsilps": [
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"10. 75. 218. 101",
"10. 75. 218. 22"

1

"nane": "ext-net4",
“subnet": [{
"name": "ext-net-sub",
"ipVersion": "lPv4",
"fixedlps": {
“dampXsilps": [
"10. 75. 218. 42",
"10. 75. 218. 122"

]

i pfeXsilps": [
"10. 75.218. 91",
"10. 75.218. 131"

H

}
1,
“ntpServerlp": "10.250.32.10",
“primar yNoanVmNane": " NOAMDO- f 1888e6d",
“noanfSgNane": "dsr Net wor kGam NOAM f 1888e6d_SG',
"soanFl avor": "dsr.soant,
"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
"ipfeFlavor": "dsr.ipfe",
"ipfelmage": "DSR-9.1.0.0.0.vnmdk",
"i pf eAvail abi lityZone": "nova",
"daFl avor": "dsr.da",
“dal mage": "DSR-9.1.0.0.0.vndk",
“daAvai |l abilityZone": "nova",
"sbrFlavor": "dsr.sbr",
“sbrlmage": "DSR-9.1.0.0.0.vndk",
“sbrAvail abilityZone": "nova",
"sbrAffinityPolicy": "affinity",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity"

Sample Response

202 Accepted
Headers:

{

location: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0 content-type:
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application/xm

Sample Request

Instantiating the signaling VNF request with SBR (DIAMETER+SBR) with multiple xsi (1, 2, or
4 xsi interface) generated for Single Subnet Dynamic IP deployment model.

Resource URL: htt ps://<<nyhost - | P>>: 8443/ vnf | cml <<vnf m ver si on>>/ vnf _i nst ances/
<VUNF I D received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json

Aut hori zation: Token generated after login

Request JSON (VNFM - V1)
{
"flavourld": "Dl AMETER+SBR"',
"instantiationLevel Id": "small",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [{
I
"virtual Li nkDescl d": "active NOAM',
"resourcel d": "8ad4dlec6-367a-4bla-978d-2c4eae3daec3"”

b
{

"idto",

"virtual Li nkDescl d": "standby NOAM',

"resourcel d": "2bed5886-8c97-4623-8da3-9c500cce71e3"
}

1,
"vi mConnectionl nfo": {
"Wl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://mvl-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"projecth: MExEEEn
"region": "Regi onOne",
"usernang": "FExEEN
"password": trEREEEN
"userDomain": "Default",
"projectDomain": "default”
bl
¥
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"subnet": [{
"name": "ext-net3-subnet”,
"ipVersion": "|Pv4"

H
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b
“im Network": {
"name": "inm-private",
"subnet": [{
“name": "im-private-sub",
"ipVersion": "IPv4"
H
}

“xsi Network": [{

"nane": "ext-net2",

“subnet": [{
"name": "ext-net2-subnet",
"ipVersion": "I Pv4"

1

"nane": "ext-neth",
“subnet": [{
"name": "ext-net5-subnet",
"ipVersion": "I Pv4"
3|
}
] il

“sbrNetwork": {
"nanme": "ext-net3",
"subnet": [{
"nane": "ext-net3-subnet",
"ipVersion": "IPv4"

H
}

“ntpServerlp": "10.250.32.10",

“primar yNoanVmNane": " NOAMDO- 32cd6138",
“noanSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,

"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
“ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.1.0.0.0.vmdk",

"i pf eAvail abi lityZone": "nova",

"daFl avor": "dsr.da",

“dal mage": "DSR-9.1.0.0.0.vndk",

“daAvai |l abilityZone": "nova",
"sbrFlavor": "dsr.sbr",

“sbrlimage": "DSR-9.1.0.0.0.vndk",
“sbrAvail abilityZone": "nova",
"sbrAffinityPolicy": "anti-affinity",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity"
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Instantiating the signaling VNF request with SBR (DIAMETER+SBR) with multiple xsi (1,2,4 xsi
interface) generated for Fixed IP deployment model.

{
“flavourld": "D AVETER+SBR',

"instantiationLevel Id":"small",
"ext Virtual Li nks":"ext Vi rtual Li nks",
"ext ManagedVi rtual Li nks": [
{
“id"tidlt,
"virtual Li nkDescl d": "active NOAM',
"resourcel d":"débe6053- 78a9- 437a- al39-4dc11792598a"
¥
{
“id"tid2",
"virtual Li nkDescl d":"standby NOAM',
"resourcel d":"débe6053- 78a9- 437a- al39- 4dc11792598a"
}
], "vinConnectionlnfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"project"; "ExExEn
"region": "Regi onOne",
"usernang": "xrxEFEN
"password"; "rEEEEN
"userDonmain": "Defaul t",
“projectDomain": "default"”

Pl
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
“xm Network": {
"nanme": "ext-net4",
"subnet": [{
"nane": "ext-net4-subnet",
“ipVersion": "l Pv4",
“fixedlps": {
"primrySoamXm | p": "10.75.218. 141",
"secondar ySoamXmi | p": "10.75.218. 163",
"soanVi p": "10.75.218. 97",
"danmpXmi | ps": |
"10.75. 218. 38",
"10.75. 218. 137"

] y

"ipfeXmlps": [
"10. 75. 218. 153",
"10.75.218. 126"

] y

"shrXmlps": [
"10.75.218. 67",
"10.75.218. 84",
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"10.75. 218. 184"

]
}
1
1
“im Network": {
"name": "inm-private",
"subnet": [{
“name": "im-private-sub",
“ipVersion": "l Pv4",
“fixedlps": {
"primarySoam nmilp": "192.167.2.1",
"secondarySoam ni | p": "192.167.2.2",
"danmplmilps": [
"192.167. 2. 3",
"192. 167. 2. 4"
1
“ipfelmlps": [
"192.167.2.5",
"192.167. 2. 6"
1
"sbrimlps": [
"192.167.2.7",
"192.167.2.8",
"192.167.2.9"
]
}
1
1
"sbrNetwork": {
"name": "ext-net7",
"subnet": [{
"nane": "ext-net7-subnet",
“ipVersion": "l Pv4",
“fixedlps": {
"sbr Networkl ps": [
"10.196. 218. 95",
"10.196. 218. 108",
"10.196. 218. 18"
]
}
1
¥

"xsi Network": [{

"nanme": "ext-net4",
“subnet": [{
"name": "ext-net4-subnet",
"ipVersion": "lPv4",
"fixedlps": {
“dampXsilps": [
"10. 75. 218. 140",
"10. 75. 218. 155"

1

i pfeXsilps": [
"10. 75. 218. 101",
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"10. 75. 218. 22"

1

"nane": "ext-net4",
“subnet": [{
"name": "ext-net-sub",
"ipVersion": "lPv4",
"fixedlps": {
“dampXsilps": [
"10. 75. 218. 42",
"10. 75. 218. 122"

]

i pfeXsilps": [
"10. 75.218. 91",
"10. 75.218. 131"

H

}
1,
“ntpServerlp": "10.250.32.10",
“primar yNoamVmNane": " NOAMDO- f 1888e6d",
“noanfSgNane": "dsr Net wor kGam NOAM f 1888e6d_SG',
"soanfl avor": "dsr.soant,
"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | ityZone": "nova",
“ipfeFlavor": "dsr.ipfe",
"ipfelmage": "DSR-9.1.0.0.0.vnmdk",
"i pf eAvail abi lityZone": "nova",
"daFl avor": "dsr.da",
“dal mage": "DSR-9.1.0.0.0.vndk",
"daAvai |l abilityZone": "nova",
"sbrFlavor": "dsr.sbr",
“sbrlmage": "DSR-9.1.0.0.0.vndk",
“sbrAvail abilityZone": "nova",
"sbrAffinityPolicy": "affinity",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity"

"flavourld": "D AVMETER+UDR",
"instantiationLevelld": "small",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{

"id' "idl",
"virtual Li nkDescl d": "active NOAM',
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"resourcel d': "6ba09324-0568-4489- bdb6-bcc9bb6218a3"

b
{
"id": "id2",
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "379e4fce-6la7-4323-8ee3-d548e819042f "
}
1
"vi mConnectionl nfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
b
"accesslnfo": {
"project”: "ExEEEn
“region": "Regi onOne",
"usernang": "xxxkxn
"password"; "rEFEEEN
"userDomai n": "Default",
“projectDomain": "default”
Pl
b
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net4",
"subnet": [{
"nane": "ext-net4-subnet”,
“ipVersion": "l Pv4",
“fixedlps": {
"primarySoanXnmi | p": "10.75.218. 207",
"secondarySoamXmi | p": "10.75.218. 218",
"soanVip": "10.75.218. 204",
"primaryUdr Xm | p": "10.75.218. 243",
"secondaryUdr Xmi | p": "10.75. 218. 223",
"udrVip": "10.75.218.191",
"danmpXmi | ps": [
"10. 75. 218. 196",
"10.75. 218. 213"

] ’
"ipfeXmlps": |
"10. 75. 218. 226",
"10. 75. 218. 216"

1

“im Network": {
"name": "inm-private",
"subnet": [{

name": "ini-private-sub",
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“ipVersion": "l Pv4",
“fixedlps": {
"primrySoam m|Ip": "192.167.2.1",
"secondarySoam ni | p": "192.167.2.2",
"primaryUdrimilp": "192.167.2.3",
"secondaryUdrimlp": "192.167.2.4",
"danmplmilps": [
"192.167.2.5",
"192.167. 2. 6"

]

“ipfelmlps": [
"192.167.2. 7",
"192.167.2. 8"

1
b,

"xsi Network": [{
"nane": "ext-net4",
“subnet": [{
"name": "ext-net4-subnet",
"ipVersion": "lPv4",
"fixedlps": {
“dampXsilps": [
"10. 75. 218. 214",
"10. 75. 218. 217"

] L]
“ipfeXsilps": [
"10. 75. 218. 149",
"10. 75. 218. 238"
]

rimaryUdr Xsil ps": [
"10. 75. 218. 201"
]

econdaryUdr Xsi I ps": [
"10.75.218. 215"

1

"nanme": "ext-net4",
“subnet": [{
"name": "ext-net4-subnet",
"ipVersion": "lPv4",
"fixedlps": {
“dampXsilps": [
"10. 75. 218. 235",
"10. 75.218. 178"

] L]
“ipfeXsilps": [
"10. 75. 218. 225",
"10. 75.218. 219"
]

rimaryUdr Xsil ps": [
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"10. 75.218. 175"
]

econdaryUdr Xsi I ps": [
"10. 75.218. 230"

H
}
1,
“ntpServerlp": "10.250.32.10",

"pri maryNoamVmName": " NOAMDO- a2eaba59",
“noanSgNane": "dsr Net wor kGam NOAM a2eaba59 SG',

"soanfl avor": "dsr.soanf,

"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
"ipfeFlavor": "dsr.ipfe",
"ipfelmage": "DSR-9.1.0.0.0.vndk",
"ipfeAvailabilityZone": "nova",
"daFl avor": "dsr.da",

"dal mage": "DSR-9.1.0.0.0.vrdk",
“daAvai |l abilityZone": "nova",

"udr Flavor": "udr. noant',

"udrlmge": "UDR-12.6.1.0.0_18.7.0.vndk",
“udr Type": "vMP",

“udrAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",
"udrAffinityPolicy": "anti-affinity"

Sample Response

Virtual Network Functions Manager Installation and User Guide
G42908-01
Copyright © 2019, 2025, Oracle and/or its affiliates.

October 23, 2025
Page 71 of 152



ORACLE Chapter 10
Instantiating the Signaling VNF with Multiple XSI (1, 2, and 4 XSI Interface)

Instantiating the signaling VNF with SBR response

202 Accepted

Header s:

location: https:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/
vnf _| cm op_occs/ | cmOp-f 00678f 4- ea8e- 417f - 9c5a- €126926db402

date: Wed, 13 Feb 2019 09:55:01 GVI

content-length: 0

content-type: application/xn

The following table describes the rules and required custom size values of DSR Signaling
flavor:

Table 10-14 DSR Signaling Flavor Custom Size Values
- ______________________ |

DSR Signaling Flavor Rules Values
DIAMETER numDa and numlpfe are Minimum value of numDa to be passed
mandatory fields should be 1
Minimum value of numipfe to be passed
should be 2
STP numsStp is a mandatory field | Minimum value of numStp to be passed
should be 1
DIAMETER+STP numDa and numStp are Minimum value of numDa to be passed
mandatory fields should be 1
Minimum value of numStp to be passed
should be 1
DIAMETER+SBR numsSbr is a mandatory field | Minimum value of numSbr to be passed
should be 3
DIAMETER+UDR numUdr is a mandatory field | Minimum value of numUdr to be passed
should be 2
STP+UDR numUdr is a mandatory field | Minimum value of numUdr to be passed
should be 2

e Damp can be maximum 32 and minimum 1.

e Stp can be maximum 32 and minimum 1.

e Ipfe can be maximum 4. It exists in pair and minimum is 2.

e Sbr can be maximum 9. It exists in multiple of 3 and minimum is 3.
e Udr can be maximum 4. It exists in pair and minimum is 2.

« Total C-level server count should not exceed 48.
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@® Note

* The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

» If the VNFM creates a VNF that is operational, but has nho DIAMETER
configuration data, then create the necessary configuration data (peers,
connections, etc.) to perform DIAMETER routing.

* The flavor ID must be selected based on the VMs to be deployed and the
instantiation level must be selected based on the number of VMs required.

*  Only the IPs of the required VM must be provided in the fi xedl p parameter.
For Example

"flavorld": "Dl AMETER+STP', "instantiationLevelld": "small" - This brings
up 2 SOAM, 2 DAMP, 2 IPFE, 2 STP servers.

e The user must provide pri narySoanXni | p( 1), secondar ySoanmXmi | p(1),
soanVi p( 1), dampXm | ps(2),ipfeXm I ps(2), stpXm |lps(2), danpXsilps(2),
i pfeXsilps(2),stpXsilps(2)

*  DA-MP proceeds for Cloud-init after SOAM installation is complete.

TSA configurations (for Signaling flavors DIAMETER, DIAMETER+SBR, DIAMETER+STP
with multiple XSl (1,2,3,4 xsi)

Target set Address (TSA) is actually used for load balancing of the traffic. So IPFE will route all
the incoming traffic and in return traffic will not route through IPFE but directly through gateway.

For configuring TSA, two things needs to be configured on active Soam(Soam Vip):-
Detailed explanation of XMI, IMI and XSI Network

e |IPFE optionSets
* IPFE target Sets

@® Note
Please use DSR-8.4.0.6.0-89.1.1 or higher version to enable this feature.

The detailed explanation of XMI and XSI Network for the additional parameters are provided
below:

IPFE Option Sets Configuration:-

There are four parameter for configuring OptionSets i.e IpfeAllpAddress, IpfeA2IpAddress,
IpfeBlipAddress and IpfeB2IpAddress. These options accepts the IMI Ip address of Ipfe
servers.

These are just logical names that facilitates binding with Ipfe server. "OptionSets" parameter in
request body is not mandatory. So by default VNFM configures OptionSets in following way:-

e For Single subnet IMI network and single pair of Ipfe Servers(2 ipfe servers):
IpfeAllpAddress will bind to ipfe00

IpfeA2IpAddress will bind to ipfe01
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IpfeBlipAddress and IpfeB2IpAddress will not be configured.

For Single subnet IMI network and two pair of ipfe Servers (4 ipfe servers):
IpfeAllpAddress will bind to ipfe00

IpfeA2IpAddress will bind to ipfe01
IpfeBlipAddress will bind to ipfe02
IpfeB2IpAddress will bind to ipfe03

For Dual subnet IMI network and single pair of Ipfe Servers(2 ipfe servers):
IpfeAllpAddress will bind to ipfe00 (IPv4 address)

IpfeA2IpAddress will bind to ipfe01 (IPv4 address)
IpfeBlipAddress will bind to ipfe00 (IPv6 address)
IpfeB2IpAddress will bind to ipfe01 (IPv6 address)

For Dual subnet IMI network and two pair of Ipfe Servers(4 ipfe servers)
IpfeAllpAddress will bind to ipfe00 (IPv4 address)

IpfeA2IpAddress will bind to ipfe01 (IPv4 address)
IpfeBlipAddress will bind to ipfe00 (IPv4 address)
IpfeB2IpAddress will bind to ipfe01 (IPv4 address)

So to change the default configurations, pass the "OptionSets" in request body and
configurations will be done accordingly.

IPFE Target Sets Configuration:-

Target sets can be configured for a particular XSI network. So pass the tsa parameter in xsi
network. Multiple tsa can be configured for single xsi network. "tsa" configuration has following
parameters:-

dampName (optional in tsa) - By default VNFM will add all Damp's to all TSA's. But if only
specific damp's need to be configured then it can be passed in this.

fixedlp (optional in tsa) - By default VNFM will create port with dynamic IP based on xsi
Network. If fixed ip needs to configured then it can be passed in this.

preferedActivelPFE (mandatory in tsa) - It is based on OptionSets configurations. If
IpfeAllpAddress is configured then use ipfeAl here, for IpfeA2IpAddress use ipfeA2, for
IpfeBlipAddress use ipfeB1 and for IpfeB2IpAddress use ipfeB2

preferedStandBylPFE (mandatory in tsa) - Similar to preferedActivelPFE.

. So if xsi network is on single subnet then port for tsa will be created only for single ip address
so tsa configuration will be done for single IP only.

If xsi Network is on dual subnet then port for tsa will be created with two ip address. Both ip
address will be configured in tsa.

® Note
TSA configuration is supported for different combination of DIAMETER flavor.
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- If instantiation of stack has TSA configuration and if scaling operation is done on the
same stack then scaled Damp's will be added to all the TSA present.

@® Note

If scaling is performed after discovery operations, then scaled DAMP will not be added
to the TSA. Because discovery operation will not be having information about TSA.

Sample Request for signaling flavour DIAMETER with TSA, 1 xsi for DYNAMIC IP(Single
Subnet - Ipv4) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json

Content-Type: application/json

vnfConfigurableProperties Json:

For XMI Network

Signaling DIAMETER with TSA,

{

2 xsi for DYNAMIC IP(Single Subnet - Ipv4) (VNFM - V2)

“ntpServerlp": "10.250.32.10",

"xsi Net wor kCount": 2,

"im Network": {
"name": "im-private",
"subnet": [{
"ipVersion": "l Pv4",
"name": "im-private-sub”
}H

}i
" pri mar yNoanmvimName" :

"csar Noam - 4f 613a9f - DNC00",

"noanfgNane": "csar Noam _4f 613a9f _DNOSG',
"noamXm | ps": ["10.75.234. 121", "10.75.234.61"],

"tsa": {
"i pf eXsi Net wor k1":

[{

"danpNane": ["danmpO1", "danp00"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE": "I pf eAl"

H,

"i pfeXsi Networ k2": [{
"danpNane": ["danmpOl1", "danp00"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE": "I pf eAl"

b A

"danpNane": ["danmpOl1", "danp00"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE": "I pf eAl"

1
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URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json

vnfConfigurableProperties Json:

{
“ntpServerlp": "10.250. 32. 10",

"xsi Net wor kCount": 1,

"im Network": {

“name": "im-private",
"subnet": [{

“i pVersion": "|Pv4",
“name": "im-private-sub",
“fixedlps": {

“primrySoam m|p": "10.75.189.181",
"secondarySoam m | p": "10.75.189.182",
“damplmlps": [

"10. 75. 189. 185",

"10. 75. 189. 186"

]

"ipfelmlps": [
"10. 75.189. 187",
"10. 75.189. 188"

]
}
1

}1
“primar yNoanmvVimNane": "csar Noam - 4f 613a9f - DNCOO",

"noanSgNane": "csar Noam 4f 613a9f DNOSG',
"noanXm | ps": ["10.75.234.121", "10.75.234.61"],
"tsa": {

"i pfeXsi Network1": [{

"danmpNane": ["danp00", "danp0l1"],
"preferedActivel PFE": "I pfeAl",
“preferedStandByl PFE": "I pfeAl",

"fixedlp": ["10.75.189.231"]

1

}

Sample Request for signaling flavour DIAMETER with TSA, 4 xsi for DYNAMIC IP(Dual
Subnet) deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json

Content-Type: application/json
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Request Json:

Signaling DIAMETER with TSA, 4 xsi for DYNAMIC IP(Dual Subnet) (VNFM - V1)

{
"flavourld": "D AMETER',

"instantiationLevel Id": "small",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
L
"virtual Li nkDescl d": "active NOAM',
"resourcel d": "8ad4dlec6-367a-4bla-978d-2c4eae3daec3"”

3
{
"idhotty
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce71e3"
}
], "vinmConnectionlnfo": {
"Wl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nmvl-devl. us. oracl e.com 5000/ v3"
1
"accesslnfo": {
"project": "rxExEn
"region": "Regi onOne",
"usernang": "rEFEEN
"password": trEREEEN
"userDonain": "Default",
"projectDomain": "default”
Pl
1
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"vi pSubnet Nane": "ext-net-ipv6-subnet"”,
"subnet™: [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet”

b
{
"ipVersion": "IPv4",
"name": "ext-net-ipv4-subnet”
}
]
3,
"im Network": {
"name": "im-private",
"subnet": [{

"ipVersion": "IPv6",
"name": "test6"
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b
{
"ipVersion": "lPv4",
"name": "test4"
}
]
b
"xsi Network": [{
"nane": "ext-net2",
"tsa": [{
“dampNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeA2",
"fixedlp": ["", ""]
¥
{
“dampNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeA2",
"fixedl p": ["", ""]
}
1,
“subnet": [{
"ipVersion": "IPv6",
“name": "XxsilPv6"
¥
{
“ipVersion": "l Pv4",
"nane": "xsilPv4"
}
]
¥
{
"name": "xsi Net wor kDual 2",
"tsa": [{
“dampNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeA2",
"fixedlp": ["", ""]
¥
{

“dampNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeA2",
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“fixedlp": ["", ""]
}
1,
“subnet": [{
"ipVersion": "IPv6",
"nane": "xsi NetworkDual 2-1Pv6"
¥
{
"ipVersion": "IPv4",
"nane": "xsi NetworkDual 2- | Pv4"
}
]
}
1,
"OptionSets": {
"i pf eAll pAddress": ["ipfe00", "IPv6"],
"i pf eA2l pAddress": ["ipfe0l", "IPv6"],
"i pf eBll pAddress": ["ipfe02", "IPv6"],
"i pf eB2l pAddress": ["ipfe03", "IPv6"]
}

“ntpServerlp": "10.250.32.10",

“primar yNoanVmNane": " NOAMDO- 32cd6138",
“noanfSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanfl avor": "dsr.soant,

"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | ityZone": "nova",
“ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.1.0.0.0.vnmdk",

"i pf eAvail abi lityZone": "nova",

"daFl avor": "dsr.da",

“dal mage": "DSR-9.1.0.0.0.vndk",

"daAvai |l abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity"

vnfConfigurableProperties Json:

Signaling DIAMETER with TSA, 1 xsi for FIXED IP(Single Subnet - Ipv4) (VNFM - V2)

“ntpServerlp": "10.250.32.10",
"xsi Networ kCount ": 1,
"im Network": {
"name": "im-private",
"subnet™: [{

"ipVersion": "l Pv4",

“name": "im-private-sub",

“fixedlps": {
“primrySoam m | p": "10.75.189. 181",
"secondarySoam m | p": "10.75.189. 182",
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"danmplmilps": [
"10. 75.189. 185",
"10. 75. 189. 186"

]

“ipfelmlps": [
"10. 75. 189. 187",
"10. 75. 189. 188"

1
},

“primaryNoanmVnNanme": "csar Noam - 4f 613a9f - DNCOO",
“noanfsgNane": "csar Noam _4f 613a9f DNOSG',
"noanXm | ps": ["10.75.234.121", "10.75.234.61"],
"tsa": {
"i pf eXsi Network1": [{
“dampNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeAl",
"fixedl p": ["10.75.189.231"]

1

Sample Request for signaling flavour DIAMETER with TSA, 4 xsi for FIXED IP(Dual Subnet)
deployment model.

URL: https://<<VNFM HOST IP>>:8443/vnflcm/<<vnfm_version>>/vnf_instances/ < VNF ID
received from create request > /instantiate

Accept: application/json
Content-Type: application/json
vnfConfigurableProperties Json:

Signaling DIAMETER with TSA, 4 xsi for FIXED IP(Dual Subnet) (VNFM - V2)

{
“ntpServerlp": "10.250.32. 10",

"xsi Net wor kCount": 4,

"im Network": {
“name": "im NetworkDual ",
"subnet": [{

“name": "test1l",

"ipVersion": "l Pv4",

“fixedlps": {

"primrySoanm ni | p": "10.75.189.170",
"secondarySoam m I p": "10.75.189.171",
"damplmlps": [

"10.75.189. 172",

"10.75.189. 173"

1,
"ipfelmlIps": [
"10. 75. 189. 174",
"10. 75. 189. 175"
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l

nane": "teste6",
"ipVersion": "IPv6",
“fixedlps": {

"primrySoam nilp": "2606: b400: 605: b818: 6e41: 6af f: fec7: 77d0",
"secondarySoam mi | p": "2606: b400: 605: b818: 6e41: 6aff: fec7: 76d0",

“damplmilps": [

" 2606: b400: 605: b818: 6e41: 6af f: fec7: 75d0",
"2606: b400: 605: b818: 6e41: 6af f: fec7: 74d0"

]

ipfelmlps": |

" 2606: b400: 605: b818: 6e41: 6af f: fec7: 73d0",
" 2606: b400: 605: b818: 6e41: 6af f: fec7: 72d0"

]
}
}
]
}

"noangNane": "FT__19b44716 DNOSG',

"noanXmi | ps”: ["10.75.234.51", "10.75.234.64"],

"tsa": {

"ipfeXsi Networkl": [{

"danmpNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeAl",

"fixedl p": ["10.75.189. 231", "2606: b400: 605: b818: 6e41: 6af f

}

A

ampNane": ["danp00", "danp0l1"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeAl",

"fixedl p": ["10.75.189. 231", "2606: b400: 605: b818: 6e41: 6af f

b A

"danmpNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE": "I pfeAl",

"fixedl p": ["10.75.189. 231", "2606: b400: 605: b818: 6e41: 6af f

}

A

ampNane": ["danp00", "danp0l"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeAl",

"fixedl p": ["10.75.189. 231", "2606: b400: 605: b818: 6e41: 6af f

}

A

ampNane": ["danp00", "danp0l1"],
"preferedActivel PFE": "I pfeAl",
"preferedStandByl PFE': "I pfeAl",

"fixedl p": ["10.75.189. 231", "2606: b400: 605: b818: 6e41: 6af f

1
}

Sample Response
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Instantiating the signaling VNF with TSA Configuration with DIAMETER response

202 Accepted Headers: |ocation:

https:// <>:8443/vnflcm <>/ vnf | cmop_occs/

| cnOp- f 00678f 4- ea8e- 417f - 9c5a- €126926db402
date: Wed, 13 Feb 2019 09:55:01 GMVI content-length: 0 content-type:

application/xm

@® Note

User can use the NOAM XMI IP for "ntpServerlp" field while creating the dsr Signaling
stack if and only if noam is synced with NTP. The following table describes the
parameters used for sending request to VNFM:

Parameters and Definitions for Dynamic IP deployment model

Table 10-15 Parameters and Definitions for Dynamic IP deployment model VNFM-V1

Parameter

Definitions

flavourld

Identifier of the VNF deployment flavour to be
instantiated

instantiationLevelld

Identifier of the instantiation level of the deployment
flavour to be instantiated. If not present, the default
instantiation level as declared in the VNFD is
instantiated.

resourceld The identifier of the resource - active NOAM and
then standBy NOAM (in that order) - in the scope of
the VIM or the resource provider or value of
resourceld can be provided as IP's of active NOAM
and then standby NOAM (in that order)

xmiNetwork Network used to provide access to the DSR entities
(GULI, ssh), and for inter-site communication

imiNetwork Network used to provide access to the DSR entities
(GUI, ssh), and for internal communication

name Network name, for example; ext-net

ipVersion IP version IPv4 or IPv6

xsiNetwork Network used for DSR signaling traffic

ntpServerlp

IP of the NTP server

primaryNoamVmName

Name of primary NOAM VM on which the config
XML is loaded

noamSgName

The server group of the NOAM VM

soamFlavor (optional)

flavor used for openstack deploys

soamlmage (optional)

image used for openstack deploys

soamAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

ipfeFlavor (optional)

flavor used for openstack deploys

ipfelmage (optional)

image used for openstack deploys (If using
MultiQueue feature, Please follow the Prequiste for
the IPFE image)

ipfeAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

daFlavor (optional)

flavor used for openstack deploys
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Table 10-15 (Cont.) Parameters and Definitions for Dynamic IP deployment model

VNFM-V1

Parameter

Definitions

dalmage (optional)

image used for openstack deploys

daAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

stpFlavor (optional)

flavor used for openstack deploys

stplmage (optional)

image used for openstack deploys

stpAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

sbrFlavor (optional)

name of logical partitioning in case of host
aggregate

sbrimage (optional)

image used for openstack deploys

sbrAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

udrFlavor (optional)

flavor used for openstack deploys

udrimage (optional)

image used for openstack deploys

udrAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

vipSubnetName (In case of Dual Subnet)

Name of VIP subnet to be used only in case of
Dual Subnet

soamAffinityPolicy (optional)

openstack affinity policy for SOAM

daAffinityPolicy (optional)

openstack affinity policy for DAMP

ipfeAffinityPolicy (optional)

openstack affinity policy for IPFE

sbrAffinityPolicy (optional)

openstack affinity policy for SBR

stpAffinityPolicy (optional)

openstack affinity policy for STP

udrAffinityPolicy (optional)

openstack affinity policy for UDR

udrType (optional)

Type of udr to be created

tsa (optional)

for configuring tsa

optionSets (optional)

for configuring optionSets of tsa

numbDa (Optional - Used only during "custom"
instantiation level id based on flavor)

Number of Damp Server

numlipfe (Optional - Used only during "custom”
instantiation level id based on flavor)

Number of Ipfe Server

numStp (Optional - Used only during "custom"
instantiation level id based on flavor)

Number of Stp Server

numServiceMp (Optional - Used only during
"custom"” instantiation level id based on "STP"
flavor)

Number of ServiceMp Server

numUdr (Optional - Used only during "custom"
instantiation level id based on flavor)

Number of Udr Server

numsSbr (Optional - Used only during "custom"
instantiation level id based on flavor)

Number of Sbr Server

@ Note

The flavor ID must be chosen based on the VMs to be deployed. Then the
instantiation level is to be chosen based on the number of VMs required.
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Only the IPs of the required VM are to be passed in the fixedlp parameter.

For Example: "flavorld": "DIAMETER+STP", "instantiationLevelld": "small" -> This will bring up
2 SOAM, 2 DAMP, 2 IPFE, 2 STP servers. (Please refer to the above table on flavor and
instantiation level for more info)

The user needs to pass primarySoamXmilp(1), secondarySoamXmilp(1), soamVip(1),
dampXmilps(2), ipfeXmilps(2), stpXmilps(2), dampXsilps(2), ipfeXsilps(2), stpXsilps(2)

Here is the detailed explanation of XMI Network in the additional parameters of the request

body:
Detai | ed Explantion for XM Network
“xm Network": {
"nane": "<NAME of the network of XM |PS >",
“subnet": [{

name": "<Nane of the Subnet of XM network>"
“i pVersion":"IPv4",
“fixedlps":{

"primarySoamXm | p": " <ACTI VE SOAM XM | P>",
"secondar ySoamXni | p": " <STANDBY SOAM XM | P>",
"soanVi p": " <SOAM VI P>"
"danpXm | ps": [
"<DAMP 00 XM | P>",
"<DAMP 01 XM | P>"
1,
"ipfexXmlps":|
"<|PFE 00 XM | P>",
"<|PFE 01 XM |P>"
1,
"stpXmlps":|[
"<STP 00 XM | P>",
"<STP 01 XM | P>"
]
}
H
}
For IMI Network
"xm Net wor k" : {
"nane": "<NAME of the network of XM [|PS >",
"subnet": [{
"nane": "<Name of the Subnet of XM Network>",
“ipVersion": "l Pv4",
“fixedlps":{
"primarySoam nmi | p":"<ACTIVE SOAM M | P>",
"secondar ySoam m | p": " <STANDBY SOAM I M | P>",
"damplm I ps":|
"<DAMP 00 IM [ P>",
"<DAMP 01 IM [|P>"
1
"ipfelmlips":|
"<|PFE 00 IM [P>",
"<|PFE 01 IM |P>"
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]1
"stplmlps":[
"<STP 00 IM |P>",
"<STP 01 IM | P>"

1

For XSI Network

"xsi Network": [
{
"name":"<NAME of the network of XSI 1>",
"subnet": [{
"name": "<Nane of the Subnet of XSI-1 network>",
"i pVersion": "l Pv4",
"fixedlps":{
“dampXsi | ps": [
"<DAMPOO XSI 1 IP>",
"<DAMP 01 XSI 1 |IP>"
1,
“ipfeXsilps":[
"<| PFEOO XSI 1 |P>",
"<| PFEO1 XSI 1 IP>"
1,
"stpXsilps":|[
"<STPOO XSI 1 IP>",
"<STPO1 XSI 1 |P>"

}
H
b

{
"name": "<NAME of the network of XSI 2>",

"subnet": [{
"nane": "<Name of the Subnet of XSI-2 network>",
"i pVersion":"IPv4",
"fixedlps":{
“dampXsi | ps": [
"<DAMPOO XSI 2 | P>",
"<DAMPO1 XSI 2 | P>"
1,
“ipfeXsilps":[
"<| PFEOO XSI 2 | P>",
"<| PFEO1 XSI 2 | P>"
1,
"stpXsilps":|[
"<STPOO XSI 2 IP>",
"<STPO1 XSI 2 |P>"

}
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The following describes the parameters used for sending request to VNFM.

Table 10-16 Parameters and Definitions for Signaling VNF with Multiple XSI
|

Parameters

Definitions

flavourld

Identifier of the VNF deployment flavor to be
instantiated

instantiationLevel I d

Identifier of the instantiation level of the
deployment flavor to be instantiated. If not present,
the default instantiation level as declared in the
VNFD is instantiated.

resourceld The identifier of the resource (active NOAM and
then standBy NOAM) in the scope of the VIM or
the resource provider

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

i m Net wor k Network used to provide access to the DSR
entities (GUI, ssh), and for internal communication

nane Network name, for example; ext-net

i pVersion IP version IPv4 or IPv6

xsi Net wor k Network that is used for DSR signaling traffic

nt pServer| P IP of the NTP server

pri mar yNoamvmNane

Name of primary NOAM VM on which the
configured XML is loaded

noantgName The server group of the NOAM VM

pri marySoamXm | p IP address of primary SOAM

secondar ySoamXmi | p IP address of secondary SOAM

soanVi p VIP of SOAM

danpXmi | ps List of DAMP external management IPs (only if
DAMPs are being instantiated)

i pfeXm|ps List of IPFE external management IPs (only if
IPFEs are being instantiated)

st pXm | ps List of vSTP external management IPs (only if
STPs are being instantiated)

danpXsi | ps List of DAMP signaling IPs (only if DAMPs are
being instantiated)

i pfeXsilps List of IPFE signaling IPs (only if IPFEs are being
instantiated)

st pXsi | ps List of STP signaling IPs (only if STPs are being

instantiated)

pri maryUdr Xni | p

IP address of primary UDR (only if UDRs are being
instantiated)

secondar yUdr Xmi | p

IP address of secondary UDR (only if UDRs are
being instantiated)

udr Vi p

VIP address of UDR (only if UDRs are being
instantiated)

pri maryUdr Xsi | ps

List of primary UDR signaling IPs (only if UDRs are
being instantiated)

secondar yUdr Xsi | ps

List of secondary UDR signaling IPs (only if UDRs
are being instantiated)
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Table 10-16 (Cont.) Parameters and Definitions for Signaling VNF with Multiple XSI
-

Parameters

Definitions

shrXni | ps

List of SBR external management IPs (only if
SBRs are being instantiated)

sbr Net wor kI ps

List of SBR replication port IPs (only if SBRs are
being instantiated)

primarySoam m | p

IP address of primary SOAM for IMI

secondarySoam mi | p

IP address of secondary SOAM for IMI

danpl m | ps List of DAMP internal management IPs (only if
DAMPs are being instantiated)

i pfelmlps List of IPFE internal management IPs (only if
IPFEs are being instantiated)

stplnilps List of vSTP internal management IPs (only if

STPs are being instantiated)

primaryUdrinilp

IP address of primary UDR for IMI (only if UDRs
are being instantiated)

secondaryUdrimlp

IP address of secondary UDR for IMI (only if UDRs
are being instantiated)

shrinilps

List of SBR internal management IPs (only if SBRs
are being instantiated)

soanfl avor (optional)

flavor used for OpenStack deploys

soam mage (optional)

image used for OpenStack deploys

soamAvai |l abi lityZone (optional)

name of logical partitioning in case of host
aggregate

i pf eFl avor (optional)

flavor used for OpenStack deploys

i pfel mage (optional)

image used for OpenStack deploys
If you are using the Multiqueue feature, you must
follow the prerequisite for the IPFE image.

i pfeAvail abi | ityZone (optional)

name of logical partitioning in case of host
aggregate

daFl avor (optional)

flavor used for OpenStack deploys

dal mage (optional)

image used for OpenStack deploys

daAvai |l abilityZone (optional)

name of logical partitioning in case of host
aggregate

st pFl avor (optional)

flavor used for OpenStack deploys

st pl mage (optional)

image used for OpenStack deploys

st pAvai | abi lityZone (optional)

name of logical partitioning in case of host
aggregate

sbrFlavor (optional)

flavor used for OpenStack deploys

sbrimage (optional)

image used for OpenStack deploys

sbrAvai | abilityZone (optional)

name of logical partitioning in case of host
aggregate

udr Fl avor (optional)

flavor used for OpenStack deploys

udr | mage (optional)

image used for OpenStack deploys

udr Avai | abi i tyZone (optional)

name of logical partitioning in case of host
aggregate

vi pSubnet Narre (In case of Dual Subnet)

name of VIP subnet to be used only in case of
Dual Subnet
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Table 10-16 (Cont.) Parameters and Definitions for Signaling VNF with Multiple XSI
|

Parameters Definitions
soamAffinityPolicy (optional) openstack affinity policy for SOAM
daAffinityPolicy (optional) openstack affinity policy for DAMP
i pfeAffinityPolicy (optional) openstack affinity policy for IPFE
shrAffinityPolicy (optional) openstack affinity policy for SBR
stpAffinityPolicy (optional) openstack affinity policy for STP
udr AffinityPolicy (optional) openstack affinity policy for UDR
udr Type (optional) Type of UDR to be created

tsa (optional) for configuring tsa

optionSets (optional) for configuring optionSets of tsa
numDa (Optional - Used only during Number of Damp Server
"custont instantiation level id based

on flavor)

num pfe (Optional - Used only during Number of Ipfe Server
"custont instantiation level id based

on flavor)

nunStp (Optional - Used only during Number of Stp Server
"custont instantiation level id based

on flavor)

nundr (Optional - Used only during Number of Udr Server
"custont instantiation level id based

on flavor)

nunSbr (Optional - Used only during Number of Sbr Server
"custont instantiation level id based

on flavor)

10.11.2 MTU Support for Signaling

@ Note
By default, the MTU value is set to 1500.

Users can specify MTU values for all networks within the additional parameters in v1 and
within conf i gur abl eProperti es in v2.

If the user provides an MTU value, they must specify the MTU value for all networks. For
example, if an MTU value is provided for the Signaling network, MTU values for all other
networks must also be provided.

In V1, when using replication, users can provide replication data using xm Repl Net wor k and
i m Repl Net wor k:

{
“ntut: |
"xm Net work": "7500" s
"i m Network": "5500",
"xm Repl Net work": "5500",
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"im Repl Network": "6500",
"sbrNetwork": "7500",
"xsi Networkl1": "8500",
"xsi Network2": "9500",
"xsi Network3": "9500",
"xsi Network4": "9500",
"xsi Network5": "9500",
"xsi Network6": "9500",
"xsi Network7": "9500",
"xsi Network8": "9500",
"xsi Network9": "9500",
"xsi Net wor k10": "9500",
"xsi Network11": "9500",
"xsi Network12": "9500",
"xsi Network13": "9500",
"xsi Net wor k14": "9500",
"xsi Net wor k15": "9500",
"xsi Net work16": "9500"

® Note

MTU is an optional parameter. If not provided, the default value is 1500.

10.11.3 Instantiating the Signaling VNF with Service MP deployment

VNFM deploys the Service MP along with vSTP-MP only. Service MP deployment is optional.
vSTP-MP can be independently deployed without service MP.

To enable Service MP Deployment, update "serviceMp": "true" in the Signaling request.
Default value is "false".

If Service MP is not included ("serviceMp": "false™) while vSTP-MP instantiation, the Service

MP can be scaled up from 0 to any number (till the maximum supported size) by scale using
"scalelnfo (Arbitary Size)" operation.

Sample Request for DIAMETER+STP for dynamic IP deployment model VNFM V1

This is a sample request for signaling flavors with Service MP - STP, DIAMETER+STP with
multiple xsi (1,2,4 xsi interface) for dynamic IP deployment model.

URL: https://<<VNFM HOST | P>>; 8443/ vnfl cm <<vnf m versi on>>/ vnf i nstances/ <
VNF ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>

{
"flavourld": "D AVETER+STP",
"instantiationLevelld": "small",
"extVirtual Links": "extVirtual Li nks",
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"ext ManagedVi rtual Li nks": [{
n i dll : nn ,
"virtual Li nkDescl d": "active NOAM',
"resourcel d': "8a4dlec6-367a-4bla-978d-2c4eae3daec3"”

¥
{
“id'ott,
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce71e3"
}
1,
"vi mConnectionlnfo": {
"MWl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslinfo": {
"project”: "ExEEEn
"region": "RegionOne",
"usernang": "FExEE"
"password"; "rEFEEEN
“userDomai n": "Defaul t",
“projectDomain": "default"”
Pl
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net3",
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net-ipvé-subnet”

H
¥
“im Network": {
"name": "inm-private",
"subnet": [{
"ipVersion": "IPv6",
"nane": "test6"
H
¥
“xsi Network": [{
"nanme": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
H
¥
{

"name": "xsi Net wor kDual 2",
“subnet": [{

"ipVersion": "IPv6",

"name": "xsi Net wor kDual 2- 1 Pv6"
3
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}
1,
“ntpServerlp": "10.250.32.10",
“primar yNoanVmNane": " NOAMDO- 32cd6138",
“noanfSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,
"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
"ipfeFlavor": "dsr.ipfe",
"ipfelmage": "DSR-9.1.0.0.0.vnmdk",
"i pf eAvail abi lityZone": "nova",
“daFl avor": "dsr.da",
“dal mage": "DSR-9.1.0.0.0.vndk",
“daAvai |l abilityZone": "nova",
“stpFlavor": "dsr.stp",
“stplmage": "DSR-9.1.0.0.0.vndk",
"stpAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",
"stpAffinityPolicy": "soft-anti-affinity"

Sample Request for signaling flavors without SBR. DIAMETER,STP and DIAMETER+STP,
DIAMETER+UDR, STP+UDR) with multiple xsi (1,2,4 xsi interface) for Fixed IP deployment

model.

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/ vnf _i nstances/ <

VNF ID
Accept:

Cont ent
Aut horii

{

received fromcreate request > /instantiate
application/json

- Type: application/json
zation : <Token generated after |ogin>

"flavourld":" DI AVETER+STP",

"instantiationLevel Id":"smal|",

"ext Virtual Li nks": "ext Vi rtual Li nks",

"ext

{

}
]

ManagedVi rt ual Li nks": [

"id":tidl,
"virtual Li nkDescld":"",
"resourcel d":"d6be6053- 78a9- 437a- a1l39-4dc11792598a"

"id":tid2",
"virtual Li nkDescld":"",
"resourcel d":"d6be6053- 78a9- 437a- a1l39- 4dc11792598a"

"vi mConnectionl nfo": {

"Ml doud": {

"vimd":"vimd",
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"vi mlype": " ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo":{
"endpoint": "https://ml-devl. us.oracle.com 5000/ v3"

}

ccesslnfo": {

"project”: "ErExEn

"region": "RegionOne",
"usernang"; "rrxxxn
"password"; "rEEEEN
"userDonmin": "Default",
"projectDomain": "default",

}
]

ocal i zati onLanguage": "l ocal i zat i onLanguage",
"addi ti onal Parans": {

“xmi Net wor k" {
"nane": "ext-net4",
"subnet": [{
"ipVersion": "l Pv4",
"name": "ext-net-subnet",
“fixedlps":{

"primarySoanXmi | p":"10. 75. 218. 141",
"secondar ySoamXni | p": " 10. 75. 218. 163",
"soamVi p":"10. 75. 218. 97",

"danmpXm | ps": [
"10. 75. 218. 38",
"10. 75. 218. 137"
1,
"ipfexXmlps":[
"10. 75. 218. 153",
"10. 75. 218. 126"
1,
"stpXmlps":|
"10. 75.218. 67",
"10. 75. 218. 84"
1,
"servi ceMpXm | ps": |
"10. 75. 218. 69",
"10. 75. 218. 85"
]
}
1
b
"im Network":{
“name":"im-private",
"subnet": [{
“name": "im-private-sub",
“ipVersion": "l Pv4",
"fixedlps":{

“primarySoam m|p":"192. 167. 2. 9",
"secondarySoam ni | p":"192. 167. 2. 10",
"danplm | ps": [

"192.167. 2. 11",

"192.167. 2. 12"
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1,
“ipfelmlps":[
"192.167. 2. 13",
"192.167. 2. 14"
1,
"stplmlps":|
"192.167. 2. 15",
"192.167. 2. 16"
1,
"serviceMplm|lps":|
"192. 167. 2. 18",
"192.167.2.19"
]
}
1
¥
"xsi Network": [
{

"name": "ext-net4",
"subnet": [{
"nane": "ext-net4-subnet",
"i pVersion": "l Pv4",
“fixedlps":{
“dampXsi |l ps": [
"10. 75. 218. 140",
"10. 75. 218. 155"

]

i pfeXsilps":[
"10. 75. 218. 101",
"10. 75. 218. 22"

]

tpXsilps":[
"10.75. 218. 95",
"10. 75. 218. 108"

1

"name": "ext-net",
"subnet": [{

name": "ext-net-subnet",
"ipVersion": "IPv4",
“fixedlps":{
“dampXsi |l ps": [
"10. 75. 218. 140",
"10. 75. 218. 155"

] il
"ipfeXsilps":[
"10. 75. 218. 101",

"10. 75. 218. 22"
]

tpXsilps":|[
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"10. 75. 218. 95",
"10. 75. 218. 108"
]
}
}
H.
"ntpServerlp":"10.250. 32. 10",
" pri mar yNoamvVmName" : " NOAMDO- ",
"noanSgNane": " dsr Net wor kCam NOAM__ SG',
"serviceM": "true",
"soanFl avor": "dsr.soant,
"soam mage": "DSR-9.1.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
“ipfeFlavor": "dsr.ipfe",
“ipfelmage": "DSR-9.1.0.0.0.vmdk",
"“i pfeAvail abilityZone": "nova",
“daFl avor": "dsr.da",
“dal mage": "DSR-9.1.0.0.0.vrdk",
"daAvai l abilityZone": "nova",
"stpFlavor": "dsr.stp",
"stplmage": "DSR-9.1.0.0.0.vndk",
"stpAvail abilityZone": "nova",
"soamAffinityPolicy":"anti-affinity",
“ipfeAffinityPolicy":"anti-affinity",
"daAffinityPolicy":"soft-anti-affinity",
"stpAffinityPolicy":"soft-anti-affinity"
}
}

10.12 Instantiating Multiple Signaling VNFs

To instantiate multiple Signaling VNFs, simply repeat the above procedures. You would need to
create another DSR Signaling VNF instance, and you must deploy each Signaling VNF on a
separate OpenStack instance.

@® Note

For lab installations, a separate tenant on the same OpenStack instance is
acceptable.

10.13 Instantiating the IDIH VNF (VNFM - V1)

Instantiating the IDIH VNF (VNFM - V1) supports the dynamic and fixed IP deployment model.

To initiate IDIH deployment, it is required to instantiate a Signaling VNF. Before deploying the
VNF, the following data must be accessible prior to the VNF being deployed:

e The VNF ID for a previously created IDIH VNF instance
» Data about the OpenStack instance on which the VNF must be deployed:
— OpenStack Controller URI

— User Domain Name
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— Project Domain Id
— Username

— Password

— Tenant name

* The name of a public network in the selected OpenStack instance that will carry the IDIH
traffic.

For more information about the full listing of all inputs and possible outputs of the command
instantiate VNF, see ETSI NFV-SOL 003 section 5.4.4.3.1 or the DSR VNFM Swagger
specification.

The following table provides supported instantiation levels to instantiate VNF resource for IDIH
VNF:

Table 10-17 Supported Instantiation Levels

IDIH flavors supported by VNFM Small
Kafka Service DB
IDIH 1 1 1
® Note

e To communicate with DSR for running traffic, IDIH and DSR must be on the same
network or same subnet.

e Each interface must be on different network and subnet.

e If applicable, for the IMI IPv4 network, do not use any network or subnet with
following IP Range - 169.x.x.X.

e If applicable, for the XSI IPv6 network, do not use any network or subnet with the
following IP Range - 2001.X.X.X.X.X.

10.13.1 Sample Request for IPv4 Dynamic IP Deployment Model

Instantiating IDIH Request generated

Instantiating | DIH Request generated
URL: https://<<VNFM HOST | P>>: 8443/ vnfm v1l/vnf_instances/< VNF I D received
fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

{
"flavourld": "EIDH',
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"instantiationLevelld": "snall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"MWl doud": {

"vimd": "vimd",

"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",

"interfacelnfo": {

“endpoint": "http://oortcloud.us. oracl e.com 5000/ v3"

}

ccessinfo": {
"projecth: "ExExEn
“region": "Regi onOne",
"usernang": "xxxkxn
"password"; trEREEEN
"user Domai n"; "xERExEN
“project Domai n": " LDAP"

}
}

ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-netb5-dual",
"subnet": [
{
"ipVersion": "IPv4",
"name": "ext-net5-ipv4"

}
]
b
“im Network": {
"name": "im NetworkDual ",
"subnet": [
{
"ipVersion": "lPv4",
"name": "testl1l"
}
]
b

"xsi Network": {
"name": "xsi Networ kDual ",
"subnet": [
{
"ipVersion": "lPv4",
"nane": "xsilPv4"

}
]
¥
"servicelmage": "idih_service-9.2.0.0.0.3",
"serviceFlavor": "dsr.ipfe",
"kaf kal nage": "idih_kafka-9.2.0.0.0.3",
“kaf kaFl avor": "dsr.ipfe",

"mySql I mage": "idih_nysql-9.2.0.0.0.3",
"mySql Flavor": "dsr.ipfe",
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"eidi hAffinityPolicy": "soft-anti-affinity",
"soanmVi p": "10.75.189. 34"

10.13.2 Sample Request for IPv4 Fixed IP Deployment Model

Instantiating IDIH Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfm v1l/vnf_instances/< VNF ID received
fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

{
"flavourld": "EIDH',

"instantiationLevel ld": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Wl doud": {
“vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "http://oortcloud.us. oracl e.com 5000/ v3"
1,
"accesslnfo": {
"project": "rxExEn
"region": "Regi onOne",
"usernamg": "rxxEEt
"password": trEREEEN
"userDonai n": "XEEExT
"project Domai n": " LDAP"
}
}
1,
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual ",
"subnet": |
{
"ipVersion": "lPv4",
"name": "ext-net5-ipv4",
"fixedlps": {
"kaf kaXm | P*: "10.75.234. 103",
"serviceXm | P': "10.75.234. 14",
"nysqgl Xm | P*: "10.75.234. 96"
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}
]
b
“im Network": {
"name": "im NetworkDual ",
"subnet": [
{
"ipVersion": "lPv4",
"name": "test11",
"fixedlps": {
"kaf kal m | P": "192.168. 0. 90",
"servicelm|P': "192.168.0.190",
"mysql Im | P': "192.168.0.5"
!
}
]
b
"xsi Network": {
"name": "xsi Networ kDual ",
"subnet": [
{
"ipVersion": "lPv4",
"nanme": "xsilPv4",
"fixedlps": {
"kaf kaXsi | P": "192.168.1.137"
1
}
]
b
"servicelmage": "idih_service-9.2.0.0.0.3",
“serviceFlavor": "dsr.ipfe",

"kaf kal mage": "idih_kafka-9.2.0.0.0.3",

“kaf kaFl avor": "dsr.ipfe",

"mySql I mage": "idih_nysql-9.2.0.0.0.3",
"nmySql Flavor": "dsr.ipfe",

"eidi hAffinityPolicy": "soft-anti-affinity",
"soanVi p": "10.75.189. 34"

10.13.3 Sample Request for IPv6 Dynamic IP Deployment Model

Instantiating IDIH Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfm v1l/vnf_instances/< VNF ID received
fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

Aut horization : <Token generated after |ogin>
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"flavourld": "EIDH',

"instantiationLevelld": "snall",

"extVirtual Links": "extVirtual Li nks",

"ext ManagedVi rtual Li nks": [],

"vi mConnectionl nfo": {

"MWl doud": {

"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "http://oortcloud.us. oracl e.com 5000/ v3"
¥
"accesslinfo": {
"projecth: "ExExEn
"region": "RegionOne",
"usernang": "FExEE"
"password"; "rEFEEEN
"user Donmi n"; "*xExET
"proj ect Domai n": " LDAP"
}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual ",
"subnet": [
{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”

}
]
1
“im Network": {
"name": "im NetworkDual ",
"subnet": [
{
"ipVersion": "IPv6",
"name": "testo6"
}
]
¥

"xsi Network": {
"name": "xsi Networ kDual ",
"subnet": [
{
"ipVersion": "IPv6",
"name": "xsilPv6"

}
]
¥
"servicelmage": "idih_service-9.2.0.0.0.3",
"serviceFlavor": "dsr.ipfe",
"kaf kal nage": "idih_kafka-9.2.0.0.0.3",
“kaf kaFl avor": "dsr.ipfe",

"mySql I mage": "idih_nysql-9.2.0.0.0.3",
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"mySql Flavor": "dsr.ipfe",
"eidi hAffinityPolicy": "soft-anti-affinity",
"soanVi p": "[2606: b400: 605: b84a: : 3cf]"

10.13.4 Sample Request for IPv6 Fixed IP Deployment Model

Instantiating IDIH Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfm v1l/vnf_instances/< VNF ID received
fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

{
"flavourld": "EIDH',

"instantiationLevel ld": "small",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Wl doud": {
“vimd": "vimd",
"vinlype": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "http://oortcloud.us. oracl e.com 5000/ v3"
1,
"accesslnfo": {
"project”: "rrExEN
"region": "Regi onOne",
"usernamg": "rrxEEt
"password": trEREEEN
"userDonai n": "xEEExT
"project Domai n": " LDAP"
}
}
1,
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual ",
"subnet": |
{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”,
"fixedlps": {
"kaf kaXm | P*: "2606: b400: 605: b84a: : 19b",
"serviceXm | P': "2606: b400: 605: b84a: : 3cf",
"nysqgl Xm | P*: "2606: b400: 605: b84a: : 33c"
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!
}
]
1
“im Network": {
"name": "im NetworkDual ",
"subnet": [
{
"ipVersion": "IPv6",
"nanme": "test6",
"fixedlps": {
"kaf kal mi | P": "2001: db8: 1231::19f",
"servicelmIP': "2001: db8: 1231:: 2f 7",
"mysql I mi | P": "2001: db8; 1231:: 162"
!
}
]
1
"xsi Network": {
"name": "xsi Networ kDual ",
"subnet": [
{
"ipVersion": "IPv6",
"name": "xsilPv6",
"fixedlps": {
"kaf kaXsi | P": "2001: db8: 1234: : 88"
1
}
]
1
"servicelmage": "idih_service-9.2.0.0.0.3",
“serviceFlavor": "dsr.ipfe",
"kaf kal mage": "idih_kafka-9.2.0.0.0.3",
“kaf kaFl avor": "dsr.ipfe",

"mySql I mage": "idih_nysql-9.2.0.0.0.3",
"mySql Flavor": "dsr.ipfe",

"eidi hAffinityPolicy": "soft-anti-affinity",
"soanVi p": "[2606: b400: 605: b84a: : 3cf]"

10.13.5 Sample Request for Dual Dynamic IP Deployment Model

Instantiating IDIH Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfm v1l/vnf_instances/< VNF ID received
fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

Aut horization : <Token generated after |ogin>
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"flavourld": "EIDH',
"instantiationLevelld": "snall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "http://oortcloud.us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"projecth: "ExExEn
"region": "RegionOne",
"usernang": "FExEE"
"password"; "rEFEEEN
"user Donmi n"; "*xExET
"proj ect Domai n": " LDAP"
}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual",
"subnet": [
{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”

b
{
"ipVersion": "IPv4",
"name": "ext-net5-ipv4"
}
]
b
“im Network": {
"name": "im NetworkDual ",
"subnet": [
{
"ipVersion": "IPv6",
"name": "testo6"
b
{
"ipVersion": "lPv4",
"name": "testl1l"
}
]
b

"xsi Network": {
"name": "xsi Networ kDual ",
"subnet": [

{
"ipVersion": "IPv6",
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name": "xsilPv6"

1
{
"ipVersion": "lPv4",
"name": "xsilPv4"
}
]
1
"servicelmage": "idih_service-9.2.0.0.0.3",
"serviceFlavor": "dsr.ipfe",
"kaf kal rage": "idih_kafka-9.2.0.0.0.3",
“kaf kaFl avor": "dsr.ipfe",

"mySql I mage": "idih_nysql-9.2.0.0.0.3",
"mySql Flavor": "dsr.ipfe",

"eidi hAffinityPolicy": "soft-anti-affinity",
"soanVi p": "[2606: b400: 605: b84a: : 3cf]"

10.13.6 Sample Request for Dual Fixed IP deployment model

Instantiating IDIH Request generated

URL: https://<<VNFM HOST IP>>:8443/vnfm/v1/vnf instances/< VNF I D received fromcreate
request>/instantiate
Accept: application/json
Cont ent - Type: application/jsonAuthorization : <Token generated after |ogin>{
"flavourld": "EIDH',
"instantiationLevelld": "snmall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Wl doud": {
"vimd": "vimd",
"vimlype": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
"endpoi nt": " http://oortcloud.us.oracle.com:5000/v3"

}

ccessinfo": {
"project"; "rxExEn
"region": "Regi onOne",
"usernang": "*ExEEN,
"password"; "ExExET
"userDommi n"; "ExEEET
"project Domai n": "LDAP"

}
}

ocal i zati onLanguage": "locali zationLanguage",
"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual",
"subnet": [

{
"ipVersion": "IPv4",
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"name": "ext-netb-ipv4d",

"fixedl ps": {
"kaf kaXm | P*: "10.75.234.21",
"serviceXm | P': "10.75.234.112",
"mysql Xmi | P*: "10.75.234. 65"

!
1
{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”,
"fixedlps": {
"kaf kaXmi | P": "2606: b400: 605: b84a: : 394",
"serviceXm | P': "2606: b400: 605: b84a:: 170",
“mysqgl Xmi | P": "2606: b400: 605: b84a: : 3ec"
!
}
]
1
“im Network": {
"name": "im NetworkDual ",
"subnet": [
{
"ipVersion": "lPv4",
"name": "test11",
"fixedlps": {
"kaf kal m | P": "192.168.0.27",
"servicelm|P': "192.168.0.123",
"mysql Imi|P"; "192.168.0.99"
1
1
{
"ipVersion": "IPv6",
"nane": "test6",
"fixedlps": {
"kaf kal mi | P": "2001: db8: 1231:: 240",
"servicelm|P": "2001: db8:1231::273",
"mysql I mi | P": "2001: db8; 1231:: 137"
1
}
]
¥
"xsi Network": {
"name": "xsi Networ kDual ",
"subnet": [
{
"ipVersion": "lPv4",
"name": "xsilPv4",
"fixedlps": {
"kaf kaXsi | P': "192.168.1. 164"
1
¥
{

"ipVersion": "IPv6",
"name": "xsilPv6",
"fixedlps": {
"kaf kaXsi | P*: "2001:db8: 1234:: 1f 2"
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!
}
]
1
"servicelmage": "idih_service-9.2.0.0.0.3",
"serviceFlavor": "dsr.ipfe",
"kaf kal rage": "idih_kafka-9.2.0.0.0.3",
“kaf kaFl avor": "dsr.ipfe",

"mySql I mage": "idih_nysql-9.2.0.0.0.3",
"mySql Flavor": "dsr.ipfe",

"eidi hAffinityPolicy": "soft-anti-affinity",
"soanVi p": "[2606: b400: 605: b84a: : 3cf]"

10.13.7 Sample Response

Instantiating IDIH Response

202 Accepted

Headers:
{

[ ocation: https://local host:8443/vnflcm vl/vnf_| cmop_occs/| cmDp-
f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI
content-length: 0O content-type:

application/xm

@® Note

* The 202 response means that the request was accepted for processing. The VNF
may take upto 15 minutes to become fully operational.

» Access the EIDIH Application GUI to determine whether the VNF is operational.
The supported flavor is EIDIH.

10.13.8 Parameters and Defnitions

Table 10-18 Parameters and Definitions

|
Parameter Definitions

flavourld Identifier of the VNF deployment flavour to be instantiated.
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Table 10-18 (Cont.) Parameters and Definitions

Parameter

Definitions

instantiationLevelld

Identifier of the instantiation level of the deployment flavour
to be instantiated. If not present, the default instantiation
level declared in the VNFD is instantiated.

xmiNetwork Network used to provide access to GUI, ssh, and for inter-
site communication.

imiNetwork Internal network for communication between kafka, service
and db servers.

xsiNetwork Network used for traffic.

servicelmage (optional)

Image used for OpenStack deploys.

kafkaimage (optional)

Image used for OpenStack deploys.

mysqllmage (optional)

Image used for OpenStack deploys.

serviceFlavor (optional)

Flavor used for OpenStack deploys.

kafkaFlavor (optional)

Flavor used for OpenStack deploys.

mysqlFlavor (optional)

Flavor used for OpenStack deploys.

kafkaVolumeld

Cinder volume attachment for storage.

mySglVolumeld

Cinder volume attachment for storage.

kafkaXmilp IP address for Kafka Server IP of XMl (Optional)
kafkalmilp IP address for Kafka Server IP of IMI (Optional)
kafkaXsilp IP address for Kafka Server IP of XSI (Optional)
serviceXmilp IP address for Service Server IP of XMI (Optional)
servicelmilp IP address for Service Server IP of IMI (Optional)
mysqlIXmilp IP address for Mysql Server IP of XMI (Optional)
mysqlimilp IP address for Mysql Server IP of IMI (Optional)

10.14 Instantiating the SDS Network OAM VNF

SDS NOAM is a setup of following three servers:

e Primary Noam

e Secondary Noam

e Query Server

In order to start a SDS deployment, it is required to instantiate a SDS Network OAM VNF.
Before deploying the VNF, the following information must be available:

e The VNF ID for a previously created SDS network OAM VNF instance.

* Information about the OpenStack instance on which the VNF must be deployed:

OpenStack Controller URI
User Domain Name
Project Domain Id
Username

Password

Project name
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The name of a public network in the selected OpenStack instance that will carry the OAM

traffic.

The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an

NTP server, and is often a good choice.

— Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body. The GUI

can be accessed by the following URL: htt ps: //[ <SDS- NOAM vI P>]
For example: https://[fd0d: deba: d97c: 2c: 6e4l: 6af f: fec7: 80bf]

For more information about the full list of all inputs and possible outputs of the instantiate VNF
command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification .

Expected Alarms:

31226 - HA Availability Status Degraded (Major Alarm)

10012 - Table change responder failed (Major Alarm)

14101 - No Remote Connections (Major Alarm)

10073 - Server Group Max Allowed HA Role Warning (Minor Alarm)

Sample Request: For DYNAMIC IP deployment model

Instantiating SDS NOAM Request for Dynamic IP deployment model

Resource URL: https: // <<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf _instances/<VNF ID received fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json

Aut hori zation: <Token generated after |ogin>

{

"flavourld": "SDS NOAM',

"instantiationLevel ld": "HA",

"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [1],

"vi mConnectionl nfo": {

"Ml doud": {
"vimd": "vimd",
"vimType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

""endpoint": "https://nvl-devl. us. oracle. com 5000/ v3""
b
"accesslnfo": {
||prOJ eCt" u*****u’
"region": "RegionOne",
"usernamg": "rEExE

"password": "ExExEN
"user Domain": "Default",
"projectDomain": "defaul t",
}
H,

"l ocal i zati onLanguage": "localizationLanguage",
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"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"vi pSubnet Narme": "ext 6- net 3- subnet ",
"subnet ": [{
"ipVersion": "IPv6",

"nane": " ext 6- net 3- subnet "
b
{

“i pVersion":"IPv4",

"nane" : "ext-net3-subnet”

1
}

"im Network": {
"name": "im-net3",
"subnet ": [{

"ipVersion": "IPv6",

“nane":"im 6-net3-subnet"”
b
{

“i pVersion":"IPv4",

“"nane" : "im-net3-subnet”

1
}

“ntpServerlp": "10.250.32.10",
"sdsNoanFl avor": "sds. noant,

"sdsQsFl avor": "sds. noant,

"sdsNoam mage": "SDS-9.2.0.0.0.vmdk",
"sds@sl mage": "SDS-9.2.0.0.0.vndk",
"sdsNoamAvai | abi | i tyZone": "nova",
"sds@sAvail abi lityZone": "nova",
"sdsNoamAffinityPolicy": "anti-affinity"

® Note

The "vipSubnetName" field is used only in case of Dual Subnet.

Sample Request: For Fixed IP deployment model
Instantiating SDS NOAM Request For fixed IP deployment model.

Resource URL: htt ps:// <<VNFM HOST | P>>: 8443/ vnf m <<vnf m ver si on>>/ vnf _i nst ances/ <
VNF I D received fromcreate request>/instantiate

Accept: application/json
Cont ent - Type: application/json

Aut hori zation: <Token generated after |ogin>

{
"flavourld": "SDS NOAM',

"instantiationLevel [d": "HA",
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"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [1],

"vi mConnectionl nfo": {
"M Coud": {
"vimd": "vimd",
"vinlype": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e. com 5000/ v3"

1

“"accessInfo": {

"project”: "ErExEn
"region": "RegionOne",
"usernang"; "rrxxxn
"password"; "rEEEEN
"userDonain": "Default",

"projectDomain": "default",

H,
"l ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net8",
"vi pSubnet Name": "ext 6- net 3- subnet ",
"subnet": [{
"ipVersion": "IPv6",
"nane": "ext 6- net 3- subnet ",
“fixedlps":{
"primarySdsNoam p": "2606: b400: 605: b813:: 14",
"secondar ySdsNoam p": "2606: b400: 605: b813:: 13",
"sds@sl p": "2606: b400: 605: b813: : 12",
"sdsNoanVi p": "2606: b400: 605: b813: : 11"

}
¥
{
“ipVersion":"IPv4",
“name" : "ext-net3-subnet"”,
“fixedlps": {
“primarySdsNoam p": "10.75.218. 50",
"secondarySdsNoam p": "10.75.218. 49",
"sdsQsl p": "10.75.218. 134"
}
H
¥
"im Network": {
"name": "im-net",
"subnet ": [{
"ipVersion": "IPv6",
“name":"im 6-net-subnet"”,
“fixedlps": {
"primarySdsNoam mi | p": "2606: b400: 605: b813: 12",
"secondarySdsNoam mi | p": "2606: b400: 605: b813:: 1",
"sdsQslmlp": "2606:b400: 605: b813: : 14"
}
¥
{
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“ipVersion": "l Pv4",
"name":"im-net-subnet"”,
“fixedlps": {
"primarySdsNoam mi | p": "192.167.2.5",
"secondarySdsNoam mi | p": "192.167.2. 4",

"sdsQslmlp": "192.167.2.3"

}
1
1
“ntpServerlp": "10.250.32.10",
"sdsNoanFl avor": "sds. noant,
"sdsQsFl avor": "sds. noant,

"sdsNoam mage": "SDS-9.2.0.0.0.vmdk",
"sds@sl mage": "SDS-9.2.0.0.0.vndk",
"sdsNoamAvai | abi | i tyZone": "nova",
"sds@sAvail abi lityZone": "nova",
"sdsNoamAffinityPolicy": "anti-affinity"

Sample Response

Instantiating NOAM Request

202 Accepted
Headers:

{

[ ocation: https://local host: 8443/ vnflcm <<vnfmversi on>>/vnf_| cm op_occs/
| cOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5¢c6

date: Tue, 29 Jan 2019 10:39:24 GVI

content-length: O content-type:

application/xm

@® Note

* The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the SDS GUI to
determine when the VNF is operational.

» After SDS NOAM VNF deployment, standby SDS NOAM is automatically changed
to Force StandBy, purposely to avoid any switchover while SDS Signaling VNF is
deployed. After SDS Signaling site is deployed and no more Life Cycle
Management operations are planned, make Force Standby NOAM as Active by
changing the Max Allowed HA Role to Active on Status & Manage -> HA from
Active SDS NOAM GUI.

*  The supported SDS NOAM Flavor is SDS NOAM.

* The supported SDS NOAM Flavor instantiation level id is HA that creates 2 SDS
NOAMs and 1 Query Server.

The following table describes the parameters used for sending request to VNFM:
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Parameter Definitions

flavourld Identifier of the VNF deployment flavour to be
instantiated.

xmiNetwork Network used to provide access to the DSR entities
(GUI, ssh), and for inter-site communication.

imiNetwork Network used for internal communication of DSR

entities

ntpServerlp

IP of the NTP server

sdsNoamFlavor (optional)

flavor used for openstack deploys

sdsQsFlavor (optional)

flavor used for openstack deploys

sdsNoamlImage (optional)

image used for openstack deploys

sdsQslmage (optional

image used for openstack deploys

sdsNoamAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

sdsQsAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

sdsNoamAffinityPolicy (optional)

openstack affinity policy for SDS NOAM

Table 10-20 Parameters and Definitions for Fixed IP deployment
- _________________________________________|

Parameter Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

i m Net wor k Network used for internal communication of DSR
entities

nt pServerlp IP of the NTP server

fixedl ps Json object in network to provide IP address

pri marySdsNoam p

IP address for primary SDS NOAM IP

secondar ySdsNoam p

IP address for secondary SDS NOAM IP

sds@sl p

IP address for SDS Query Server VIP

sdsNoanVi p

IP address for SDS NOAM VIP

pri marySdsNoam mi | p

IP address for primary SDS NOAM IP of IMI

secondar ySdsNoam mi | p

IP address for secondary SDS NOAM IP of IMI

sds@lInmlp

IP address for SDS Query Server IP of IMI

sdsNoanFl avor (optional)

flavor used for OpenStack deploys

sdsQsFl avor (optional)

flavor used for OpenStack deploys

sdsNoanl mage (optional)

image used for OpenStack deploys

sdsQsl mage (optional)

image used for OpenStack deploys

sdsNoamAvai | abi i tyZone (optional)

name of logical partitioning in case of host
aggregate for sdsNoam

sdsQsAvai | abi | i tyZone (optional)

name of logical partitioning in case of host
aggregate for sdsQs

sdsNoamAf finityPolicy (optional)

openstack affinity policy for SDS NOAM
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10.15 Instantiating the SDS DR Network OAM VNF

SDS DRNOAM is the Disaster Recovery SDS NOAM site. In case both the Active and Standby

SDS NOAM of Primary site fails, then the operator can make SDS DRNOAM as the Primary
Site and can continue the operations without any disturbance.

When a setup is configured with a SDS DR NOAM then the first SDS NOAM SG is treated as
the Primary NOAM Site and the second SDS NOAM SG is treated as Secondary NOAM site.

SDS DR NOAM is a setup of three servers:
e Primary Noam
e Secondary Noam

e Query Server

In order to instantiate a SDS DR Network OAM VNF, the following information must be
available:

e The VNF ID for a previously created SDS DR network OAM VNF instance.
* Information about the OpenStack instance on which the VNF must be deployed:
— OpenStack Controller URI
— User Domain Name
— Project Domain Id
— Username
— Password
— Project name

e The name of a public network in the selected OpenStack instance that will carry the OAM
traffic.

e OpenStack resource IDs for the XMI IPs from both SDS NOAM VMs.

® Note

The resource IDs can be obtain by examining the SDS Network OAM stack to which
the identified SDS DR NOAM VNF is attached.

* Name of Active Primary SDS NOAM VM.

e The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance normally hosts an
NTP server, and is often a good choice.

 DSR DR NOAM supports Dual Subnet for XMI and IMI interfaces.

10.15.1 Determining the SDS DR NOAM XMI Resource IDs

The following facts must be considered before proceeding with SDS DR NOAM site creation:

 SDS DRNOAM site must be created on separate tenant.
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« SDS DRNOAM site is referred as Secondary NOAM. Therefore, we have two sites,
Primary and Secondary. Secondary Site configuration is done on Primary Active SDS
NOAM.

e Inthe Primary Active SDS NOAM, when second SDS NOAM Server Group gets created, it
automatically becomes Secondary.

e The Primary Active SDS NOAM communicates to the Secondary Active SDS NOAM
through existing Comcol replication and merging mechanism.

e The Secondary SDS NOAM Site is optional and does not require to be deployed at the
same time as of the Primary SDS NOAM.

From the OpenStack GUI:
1. Change your view to the tenant on which the DSR Network OAM VNF was deployed.

2. Go to Project->Network->Network Topology. A diagram of all VMs in the tenant is
displayed.

@® Note

The diagram may take a few minutes to display.

3. Click on one of the NOAM VMs.
4. A pop-up appears having information about the specific NOAM VM.

5. Save the resource ID for the XMI port provided in the IP Addresses section of the pop-up.

@® Note

The IP Addresses section of the popup contains information about the network
ports and resource IDs, assigned to the VM.

6. Repeat the previous step for the other NOAM VM.

You can also use the following alternative:
» Instead of passing resource IDs, user can use SDS-NOAM XMI IPs.

e User can pass Active SDS-NOAM's XMI IP to resource id 1 and StandBy SDS-NOAM's
XMI IP to resource id 2.

For more information about the full list of all inputs and possible outputs of the instantiate VNF
command, see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification . Swagger specifications can be found post VNFM installation at (ht t ps: // <VNFM
| P>: 8443/ docs/ vnfnt).

Sample Request: Instantiating SDS DR NOAM Request for DYNAMIC IP deployment model

Resource URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf_instances/<VNF I D received fromcreate request>/instantiate

Accept: application/json

Content - Type: application/json
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Aut hori zation: Token generated after login

{
"flavourld": "SDS DR NOAM',
"instantiationLevel ld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"id" "idl",
"virtual Li nkDescld": "active SDS NOAM XM ",
"resourceld": "156d73cf-6e44-456b-a661-14bd0cc2b43c"
h
{
"id" "id2",
"virtual Li nkDescl d": "standy SDS NOAM XM ",
"resourceld": "5c638770-5585-44c7-97c7-b4ab52a26e5ec”
1
1
"vi nConnectionlnfo": {
"MWl doud": {
"vimd"': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e. com 5000/ v3"
h
"accesslnfo": {
"project"; "rExExEn
“region": "Regi onOne",
"usernang": "xxxxU
"password"; trEREEEN
"userDommi n"; "xxEE"
“projectDomain": "default"”
1
}
h
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"subnet ": [{
"ipVersion": "IPv6",

"nane": " ext 6- net 3- subnet"

h
{
“ipVersion":"IPv4",
"nane" : "ext-net3-subnet”
}]
¥
"im Network": {
"name": "im-net",
"subnet ": [{
"ipVersion": "IPv6",
"nane": " ext 6- net 3- subnet "
h
{

“ipVersion":"IPv4",
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name "ext - net 3-subnet "

1
}

“ntpServerlp": "10.250.32.10",
“primarySdsNoamVmNane": " SDS- NOAMDO- ea47f 4b1",
"sdsDr Noanfl avor": "sds. noant,

"sdsDr sFl avor": "sds. noant,

"sdsDr Noam mage": "SDS-9.2.0.0.0.vrdk",

"sdsDr sl mage": "SDS-9.2.0.0.0.vmdk",

"sdsDr NoamAvai | abi | i tyZone": "nova",

"sdsDr sAvai | abi li tyZone": "nova",
"sdsDrNoamAf finityPolicy": "anti-affinity”

® Note

The "vipSubnetName" field is used only in case of Dual Subnet.

Instantiating SDS DR NOAM Request for Fixed IP deployment model

{
“flavourld": "SDS DR NOAM',

"instantiationLevel ld": "HA",
"ext Virtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
“id': "idl",
"virtual Li nkDescl d": "active SDS NOAM XM ",
"resourcel d': "156d73cf - 6e44- 456b- a661- 14bd0cc2b43c”

1,
{
"id" "id2",
"virtual Li nkDescl d": "standy SDS NOAM XM ",
"resourceld": "5c638770-5585-44c7-97c7-b4as52a26e5ec”
1

]

"vi mConnectionlnfo": {
"MWl doud": {
"vimd": "vinmd",
"vi nlype": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

}

“endpoint": "https://ml-devl. us. oracl e. com 5000/ v3"

ccessinfo": {
"project": "xExExEn
"region": "Regi onOne",
"usernang": "FExx"
"password"; "ExExET
"userDomai n": "*FxE"
“projectDomain": "default"”

}
}

ocal i zati onLanguage": "locali zationLanguage",
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"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"subnet ": [{
"ipVersion": "IPv6",
"nane": "ext 6- net 3- subnet ",
“fixedlps":{
"sdsDr Pri maryNoam p": "2606: b400: 605: b813:: 14",
"sdsDr Secondar yNoaml p": "2606: b400: 605: b813: : 13",
"sdsDr QueryServerlp": "2606:b400: 605: b813:: 12",
"sdsDr NoanVi p": "2606: b400: 605: b813:: 11"

}
b
{
“i pVersion":"IPv4",
"nane" : "ext-net3-subnet",
“fixedlps": {
"sdsDr Pri maryNoam p": "10. 75. 218. 50",
"sdsDr Secondar yNoam p": "10.75. 218. 49",
"sdsDr QueryServerlp": "10.75.218. 134"
}
1
1
"im Network": {
"name": "im-net",
"subnet ": [{

"ipVersion": "IPv6",

"nane": "ext 6- net 3- subnet ",

“fixedlps":{
"sdsDr Pri maryNoam mi | p": "2606: b400: 605: b813:: 14",
"sdsDr Secondar yNoam mi | p": "2606: b400: 605: b813:: 13",
"sdsDr QueryServerlmlp":

"2606: b400: 605: b813: : 12"

}
¥
{
“ipVersion":"IPv4",
"nanme" : "ext-net3-subnet",
“fixedlps": {
"sdsDr Pri maryNoam mi | p": "10.75.218. 50",
"sdsDr Secondar yNoam mi | p": "10.75. 218. 49",
"sdsDrQueryServer!lmlp": "10.75.218. 134"
}
}

}1
“ntpServerlp": "10.250.32.10",

“primarySdsNoamVmNane": " SDS- NOAMDO- ea47f 4b1",
"sdsDr Noanfl avor": "sds. noant,

"sdsDr sFl avor": "sds. noant',

"sdsDr Noam mage": "SDS-9.2.0.0.0.vrdk",

"sdsDr sl mage": "SDS-9.2.0.0.0.vmdk",

"sdsDr NoamAvai | abi | i tyZone": "nova",

"sdsDr sAvai | abi lityZone": "nova",
"sdsDrNoamAf finityPolicy": "anti-affinity”
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Sample Response

202 Accepted

Header s:
{

location: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 21 Feb 2019 10:39:24 GV
content-length: 0 content-type:

application/xm

@® Note

e The 202 response means that the request was accepted for processing. The VNF
might take up to 15 minutes to become fully operational. Use the DSR GUI to
determine when the VNF is operational.

e The supported SDS DR NOAM Flavor is SDS DR NOAM.

e The supported SDS DR NOAM Flavor instantiation level id is HA, which creates 2
SDS NOAMs and 1 Query Server.

e Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body.

The following table describes the parameters used for sending request to VNFM:

Table 10-21 Parameters and Definitions SDS DR Network OAM VNF
]

Parameter Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

i nstantiationLevel I d Identifier of the instantiation level of the

deployment flavor to be instantiated. If not present,
the default instantiation level is HA.

resourceld The identifier of the resource (active and then
standby SDS NOAM XMI) in the scope of the VIM
or the resource provider.

xm Net wor k Network that is used to provide access to the DSR
entities (GUI, ssh), and for inter-site
communication

i m Net wor k Network used for internal communication of DSR
entities

name Network name, for example; ext-net

i pVersion IP version IPv4 or IPv6

nt pServerlp IP of the NTP server
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Table 10-21 (Cont.) Parameters and Definitions SDS DR Network OAM VNF
|

Parameter

Definitions

pri mar ySdsNoanmvimNane

Primary Active SDS NOAM VM name

sdsDr Pri mar yNoam p

XMI IP of the Primary SDS DR NOAM

sdsDr Secondar yNoam p

XMI IP of the Secondary SDS DR NOAM

sdsDr QueryServerlp

XMI IP of the SDS DR QUERY NOAM

sdsDr NoanVi p

VIP of the SDS DR NOAM

sdsDr Pri mar yNoam mi | p

IMI'IP of the Primary SDS DR NOAM

sdsDr Secondar yNoam mi | p

IMI IP of the Secondary SDS DR NOAM

sdsDr QueryServerlmlp

IMI IP of the Primary SDS DR NOAM

sdsDr NoanFl avor (optional)

flavor used for OpenStack deploys

sdsDr Noanl mage (optional)

image used for OpenStack deploys

sdsDr sFl avor (optional)

flavor used for OpenStack deploys

sdsDr (sl mage (optional)

image used for OpenStack deploys

sdsDr NoamAvai | abi |i tyZone (optional)

name of logical partitioning in case of host
aggregate

sdsDr QsAvai | abi | i tyZone (optional)

name of logical partitioning in case of host
aggregate

sdsDr NoamAf fi nityPolicy (optional)

openstack affinity policy for SDS DR NOAM

10.16 Instantiating the SDS Signaling VNF

In order to deploy the SDS signaling VNF, the following information must be available:

e A previously instantiated SDS network OAM VNF.

e The VNF ID for a previously created SDS signaling VNF instance.

* Information about the OpenStack instance on which the VNF must be deployed:

— OpenStack Controller URI
— User Domain Name

— Project Domain Id

— Username

— Password

— Tenant name

*  The name of the xmi public network in the selected OpenStack instance that will carry

traffic.

e The IP address of the NTP server accessible by VMs within the selected OpenStack

instance.

e The OpensStack controller that controls the selected OpenStack instance normally hosts an

NTP server, and is often a good choice.

* OpenStack resource IDs for the IMI IP from SDS Signaling and XMI IPs from both NOAM

VMs.
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@® Note

The resource IDs can be obtain by examining the SDS Network OAM stack and
DSR Signaling stack to which the identified SDS signaling VNF would be attached.

Name of the Active NOAM VM.

@® Note

To avoid switchover of Active NOAM, make the StandBy NOAM as Forced
Standby by changing the Max Allowed HA Role to Standby on Status &
Manage under HA from Active NOAM GUI.

Name of the NOAM SG

@® Note

After SDS deployment, the Max Allowed HA Role of Query Server is expected to
be Observer but it is Standby. Manually change the Max Allowed HA Role of
Query Server from Standby to Observer as follows:

Log in to Active SDS NOAM GUI and navigate to Status & Manage under HA and click
Edit to change the role of Query Server to Observer, and click OK.

e Supported for IPv6 networks - ipVersion should be "IPv6" in the request Body.
e SDS Signaling supports Dual IP

The following image illustrates the VNF instantiation:

Figure 10-6 SDS Signaling VNF Instantiate Request

( DSRVNFM ) OpenStack
‘instantiate VNF' request

202 Accepted

HEAT templates

stack status

Update VNF

instance data 6

The following table informs about the supported Instantiation levels to Instantiate VNF resource
for SDS Signaling VNF:
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Table 10-22 SDS Signaling Flavors supported by VNFM
|

Signaling Flavors supported Small Medium Large
by VNFM
DP Server DP Server DP Server
SDSSIGNALING 2 6 10
® Note

e The number of DP-SOAM is 2 for any instantiation level.

e SDS Signaling supports "custom" instantiation level id.

10.16.1 Determining the Signaling IMI Resource IDs

From the OpenStack GUI:
1. Navigate to Project -> Network -> Networks
2. Open the Network used for intra-site communication with Signaling VNF (imi).

3. The IMI resource ID is the ID of this network.

10.16.2 Determining the SDS NOAM XMI Resource IDs

From the OpenStack GUI:
* Change your view to the tenant on which the DSR Network OAM VNF is deployed.

* Go to Project->Network->Network Topology. A diagram of all VMs in the tenant is
displayed.

@ Note

The diagram may take a few minutes to display.

*  Click on one of the NOAM VMs.
* A pop-up appears having information about the specific NOAM VM.

e Save the resource ID for the XMI port provided in the IP Addresses section of the pop-up.

® Note
The IP Addresses section of the popup contains information about the network
ports and resource IDs, assigned to the VM.

e Repeat the previous step for the other NOAM VM and DSR Signaling VM.

You can also use the following alternative:

* Instead of passing resource IDs, user can use SDS-NOAM XMl IPs.
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e User can pass Active SDS-NOAM's XMI IP to resource id 1 and StandBy SDS-NOAM's
XMI IP to resource id 2.

® Note

If SDS-NOAM is created on Dual Subnet then, then use IPv4 XMl IP's of SDS-
NOAM while creating SDS-SOAM.

For more information about the full listing of all inputs and possible outputs of the command
"instantiate VNF", see ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification.

Sample Request:
Instantiating the first signaling VNF request generated

URL: https: // <<VNFM HOST | P>>: 8443/ vnf| cm <<vnf m ver si on>>/ vnf _i nstances/ < VNF
ID received fromcreate request > /instantiate

Accept: application/json
Content - Type: application/json
Aut hori zation: Token generated after login

Request JSON for Dynamic IP (VNFM - V1)

{

“flavourld": "sdssignaling",

"instantiationLevelld": "snmall",

"extVirtual Links": "extVirtual Li nks",

"ext ManagedVi rtual Li nks": [{
"ido",
"virtual Li nkDescl d": "active SDS NOAM XM ",
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce71le3"

1
{
“id'ott,
"virtual Li nkDescl d": "standby SDS NOAM XM ",
"resourceld": "8a4dlec6-367a-4bla-978d- 2c4eae3daeg3”
}
1, "vimConnectionlnfo": {
"Wl doud": {
"vimd": "vimd",
"vinmlype": "ETSI NFV. OPENSTACK _KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"prOJ ect" "7\'3\'1\'***"7
"region": "RegionOne",
"usernang": "FrFFF
"password"; "rEFEEEN
“userDomai n"; "xExE"
“projectDomain": "default"
}
}
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}

ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net3",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext6-net3-subnet",
"fixedl ps": {
"primaryDpSoamXni | p": "2606: b400: 605: 813
"dpSoamXmi | p": "2606: b400: 605: b813:: 11",
"dpSoanVi p": "2606: b400: 605: b813: : 11",
"dpXm | ps": ["2606: b400: 605: b813: : 11"]

!
1
{
"ipVersion": "lPv4",
"name": "ext-net3-subnet",
"fixedlps": {
"primaryDpSoamXni | p": "10.75.192. 5",
"dpSoamXmi | p": "10.75.192. 6",
"dpXm | ps": ["10.75.192.8"]
!
}
]
1
“im Network": {
"name": "im-net3",
"subnet": [{
"ipVersion": "IPv6",
"nanme": "im 6-net3-subnet"”,
"fixedlps": {
"primaryDpSoanm ni | p": "2606: b400: 605: h813
“dpSoam mi | p": "2606: b400: 605: b813:: 11",
“dplmlps": ["2606:b400: 605: b813::11"]
1
¥
{
"ipVersion": "lPv4",
"name": "im-net3-subnet",
"fixedlps": {
“primryDpSoam ni | p": "192.167.2.1",
"dpSoam m | p": "192.167.2.3",
“dplmlps": ["192.167.2.5"]
1
}
]
}

“ntpServerlp": "10.250.32.10",
"“primarySdsNoamvimNane": " SDS- NOAMDO- 32¢d6138",
"sdsNoanSgNane": "sdsNetwor kCam NOAM 32¢d6138 SG',
"dpSoantl avor": "sds. noant,

"dpFl avor": "sds. dpsoant,

"dpSoanl mage": "SDS-9.2.0.0.0. vrdk",
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"dpl mage": "SDS-9.2.0.0.0.vmdk",
"dpSoamAvai | abi lityZone": "nova",
"dpAvai | abi lityZone": "nova",
"dpSoamAffinityPolicy": "anti-affinity",
"dpAffinityPolicy": "anti-affinity"

® Note

The "vipSubnetName" field is used only in case of Dual Subnet.

Request JSON for Fixed IP (VNFM - V1)

{
“flavourld": "sdssignaling",
"instantiationLevelld": "small",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
L
"virtual Li nkDescl d":
SDS NOAM XM ",
"resourcel d":
"2bed5886- 8¢97- 4623- 8da3- 9¢500cce71e3"
b
{
I

"virtual Li nkDescl d":

SDS NOAM XM ",
"resourcel d":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daeg3”

}
1,

"vi mConnectionl nfo": {
"Ml Coud": {
"vimd": "vimd",
"vinlype": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

"endpoint": "https://nmvl-devl. us. oracl e. com 5000/ v3"

}i
"accesslnfo": {

"usernane": "dsrci.user",

"password": "xxxx",

"user Domai n": "Default",

"projectDomain": "default”,
}

H,

"l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Paranms": {
"xm Network": {

nanme": "ext-net3",
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"subnet": [{
“ipVersion": "IPv6",
"name": " ext 6- net 3-
subnet ",
“fixedlps":{

“primaryDpSoamXmi | p": "2606: b400: 605: b813:: 11",
"dpSoanmXmi | p": "2606: b400: 605: b813:: 11",
"dpSoanVi p": "2606: b400: 605: b813:: 11",

"dpXmi | ps": ["2606: b400: 605: b813: : 11"]

¥
{
"i pVersion":"IPv4",
"name" : "ext-net3-
subnet ",
“fixedlps":{
"primaryDpSoamXni | p": "10.75.192. 5",
"dpSoanmXmi | p": "10.75.192. 6",
“dpXm I ps": ["10.75.192.8"]
}
1
¥
“im Network": {
"name": "im-net3",
"subnet": [{
“ipVersion": "IPv6",
"nanme":"im 6-net 3-
subnet ",
“fixedlps":{
“primaryDpSoanm ni | p": "2606: b400: 605: b813:: 11",
“dpSoam mi | p": "2606: b400: 605: b813:: 11",
“dplmlps": ["2606:b400: 605: b813::11"]
}
b
{
"i pVersion":"IPv4",
"name" : "ini-net3-
subnet ",
“fixedlps":{
"primryDpSoam ni | p": "192.167.2.1",
"dpSoam mi | p": "192.167.2.3",
"dplmlps": ["192.167.2.5"]
}
1

}1
“ntpServerlp": "10.250.32.10",

" primarySdsNoamvimNane": " SDS- NOAMDO- 32¢d6138",
"sdsNoanSgNane" :
"sdsNet wor kGam NOAM 32c¢d6138 SG',
"dpSoantl avor": "sds. noant,
"dpFl avor": "sds. dpsoant,
"dpSoan mage": "SDS-9.2.0.0.0. vrdk",
"dpl mage": "SDS-9.2.0.0.0.vndk",
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"dpSoamAvai | abi lityZone": "nova",
"dpAvai | abi lityZone": "nova",
"dpSoamAf finityPolicy":"anti-affinity",

"dpAffinityPolicy":"anti-affinity"

Sample Response

202 Accepted
Headers:

{

location: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0 content-type:

application/xm

Sample Request for Dynamic IP deployment with Custom Size model

Instantiating the SDS signaling with Custom Size VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnf ml <<vnf m ver si on>>/ vnf _i nstances/ < VNF
ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

{
“flavourld": "sdssignaling",
"instantiationLevel Id": "custont,
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rt ual Li nks": [{
“idtoo"",
“virtual Li nkDescld": "active
SDS NOAM XM ",
"resourcel d":
"2bed5886- 8¢97- 4623- 8da3- 9¢500cce71e3"
1
{
“idtoo"",

“virtual Li nkDescl d": "standby
SDS NOAM XM ",

“resourcel d":
"8addlec6- 367a- 4bla- 978d- 2c4eae3daeg3”

}
1,
"vi mConnectionl nfo": {
"Ml Coud": {
"vimd": "vimd",
"vinlype": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nmvl-devl. us. oracl e. com 5000/ v3"

}

ccessinfo": {
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"project”: "ErExEn
"region": "RegionOne",
"usernang"; "rrxxxn
"password"; "rEEEEN
"userDonain": "Default",
"projectDomain": "default",

}
H,
“l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Paranms": {
“xm Network": {
"vi pSubnet Name": "ext 6- net 3-
subnet ",
"nane": "ext-net3",
"subnet":[{
“ipVersion": "IPv6",
"name": " ext 6- net 3- subnet "
¥
{
"i pVersion":"IPv4",
"name" : "ext-net3-
subnet "
H
¥
"im Network": {
"name": "im-net",
“subnet": [{
“ipVersion": "IPv6",
"name":"im 6-net-subnet”
¥
{
"i pVersion":"IPv4",
"name" : "im-net-
subnet "
H
}

“ntpServerlp": "10.250.32.10",
" primarySdsNoamvimNane": " SDS- NOAMDO- 32¢d6138",
"sdsNoanSgNane" :

"sdsNet wor kGam NOAM 32c¢d6138 SG',
"dpSoantl avor": "sds. noant,
"dpFl avor": "sds. dpsoant,
"dpSoan mage": "SDS-9.2.0.0.0. vrdk",
“dpl mage": "SDS-9.2.0.0.0.vmdk",
"dpSoamAvai | abi lityZone": "nova",
"dpAvai | abi lityZone": "nova",
"dpSoamAf finityPolicy":"anti-affinity",
"dpAffinityPolicy":"anti-affinity",
"nunDp": "2"
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Sample Response

202 Accepted
Headers:

{

[ ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0 content-type:

application/xm

The following table describes the parameters used for sending request to VNFM:

Table 10-23 Parameters and Definitions for SDS Signaling VNF
- __________________________________________|

Parameters Definitions

flavourld Identifier of the VNF deployment flavor to be
instantiated

instantiationLevel I d Identifier of the instantiation level of the

deployment flavor to be instantiated. If not present,
the default instantiation level as declared in the
VNFD is instantiated.

resourceld The identifier of the resource (imi Network ID of the
signaling VNF, active, standby SDS NOAM XMI) in
the scope of the VIM or the resource provider

xm Net wor k Network that is used to provide access to the DSR

entities (GUI, ssh), and for inter-site
communication

i m Net wor k Network used to provide access to the DSR
entities (GUI, ssh), and for internal communication

name Network name, for example; ext-net

i pVersion IP version IPv4 or IPv6

nt pServerlp IP of the NTP server

pri marySdsNoanVm\arme Name of primary SDS NOAM VM

sdsNoanSgName The server group of the SDS NOAM VM

pri mar yDpSoanmXni | p IP address for primary SDS DP SOAM IP

dpSoamXmi | p IP address for secondary SDS DP SOAM IP

dpSoanVi p IP address for SDS SOAM VIP

dpXmi | ps IP address for SDS DP IP

pri maryDpSoam ni | p IP address for primary SDS DP SOAM IP of IMI

dpSoam mi | p IP address for secondary SDS DP SOAM IP of IMI

dplm I ps IP address for primary SDS DP IP of IMI

dpSoantl avor (optional) flavor used for openstack deploys

dpFl avor (optional) flavor used for openstack deploys

dpSoam mage (optional) image used for openstack deploys

dpl mage (optional) image used for openstack deploys

dpSoamAvai | abi lityZone (optional) name of logical partitioning in case of host
aggregate
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Table 10-23 (Cont.) Parameters and Definitions for SDS Signaling VNF

Parameters

Definitions

dpAvai | abi l'ityZone (optional)

name of logical partitioning in case of host
aggregate

dpSoamAf finityPolicy (optional)

openstack affinity policy for SDS

SOAMIpAf finityPolicy (optional)

openstack affinity policy for SDS DP

numDp (Optional - Used only during
"custont instantiation |evel

i d)

Number of Dp Server. Minimum value is 1 and
maximum is 10

Parameters and Definitions for Fixed IP Deployment model (VNFM - V1)

Table 10-24 Parameters and Definitions

Parameter

Definition

flavourld

Identifier of the VNF deployment flavour to be
instantiated

instantiationLevelld

Identifier of the instantiation level of the deployment
flavour to be instantiated. If not present, the default
instantiation level as declared in the VNFD is
instantiated.

resourceld Value of resourceld can be provided as IP's of
active SDS NOAM and then standby SDS NOAM
(in that order)

xmiNetwork Network used to provide access to the DSR entities
(GULI, ssh), and for inter-site communication

imiNetwork Network used to provide access to the DSR entities
(GULI, ssh), and for internal communication

name Network name, for example; ext-net

ipVersion IP version IPv4 or IPv6

ntpServerlp

IP of the NTP server

primarySdsNoamVmName

Name of primary SDS NOAM VM

sdsNoamSgName

The server group of the SDS NOAM VM

primaryDpSoamXmilp

IP address for primary SDS DP SOAM IP

dpSoamXmilp IP address for secondary SDS DP SOAM IP
dpSoamVip IP address for SDS SOAM VIP

dpXmilps IP address for SDS DP IP

primaryDpSoamImilp IP address for primary SDS DP SOAM IP of IMI
dpSoamlImilp IP address for secondary SDS DP SOAM IP of IM
dplmilps IP address for primary SDS DP IP of IMI

dpSoamFlavor (optional)

flavor used for openstack deploys

dpFlavor (optional)

flavor used for openstack deploys

dpSoamimage (optional)

mage used for openstack deploys

dplmage (optional)

image used for openstack deploys

dpSoamAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

dpAvailabilityZone (optional)

name of logical partitioning in case of host
aggregate

dpSoamAffinityPolicy (optional)

openstack affinity policy for SDS
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Table 10-24 (Cont.) Parameters and Definitions

Parameter Definition

SOAMdpAffinityPolicy (optional) openstack affinity policy for SDS DP

numDp (Optional - Used only during "custom" Number of Dp Server. Minimum value is 1 and
instantiation level id ) maximum is 10.

10.17 Instantiating the ATS Master VNF (VNFM-V1)

The ATS Master VNF supports dynamic and fixed IP deployment models.

To deploy the ATS Master VNF, you must have the following pieces of information:
« The VNF ID for a previously created ATS Master VNF instance.
« Information about the OpenStack instance on which the VNF must be deployed:
— OpenStack Controller URI
— User Domain Name
— Project Domain Id
— Username
— Password
— Project name

*  The name of a public network in the selected OpenStack instance that will carry the ATS
master traffic.

e The IP of an NTP server accessible by VMs within the selected OpenStack instance. The
OpenStack controller that controls the selected OpenStack instance hosts an NTP server.

< If you are using DNS, it must be accessible from instance.

For more information about the list of all the inputs and possible outputs of the command
instantiate VNF, refer to ETSI NFV-SOL 003, section 5.4.4.3.1, or the DSR VNFM Swagger
specification.

® Note
»  ATS Master will always have 2 XSI while instantiating.
*  Networks in ATS = XMI, XSI.
»  Default and only instantiationLevelld is small

» Does not support Dual or mixed mode.

Sample Request for Dynamic IP Deployment Model

Request JSON for Fixed |P (VNFM - V1)

{
"flavourld": "nmaster",
"instantiationLevelld": "small",
"extVirtual Links": "extVirtual Li nks",
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"ext ManagedVi rtual Li nks": [1],
"vi mConnectionl nfo": {
"MWl doud": {
"vimd": "vimd",
"vi nType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"

}

ccessinfo": {
"project”: MExEEEEn
"region": "RegionOne",
"usernang": "xxxxM
"password"; trEREEEN
"user Dommi n"; "xxEET
“projectDomain": "default”

}
}

"l ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
"xm Network": {
"nanme": "ext-net8",
"ipVersion": "lPv4",
"xm Subnet Narme": " ext - net 8- subnet "
1
"xsi Network": [{
"name": "ext-net7",
"ipVersion": "IPv4",
"xsi Subnet Nare": " ext - net 7- subnet "

b
{

"nanme": "ext-net6",

"ipVersion": "lPv4",

"xsi Subnet Nare": " ext - net 6- subnet "
H,

“ntpServerlp": "10.250.32.10",
"dnsServerlp": "10.250.32.10",

"at sKeyNane": "atsKeypair",
"atsMasterFlavor": "ats.nmaster",
"atsMasterlmage": "ats-8.4.0.5.0-84.15.0",
"at sAvail abilityZone": "nova"

vnfConfigurableProperties Json:

Request JSON for Fixed IP (VNFM - V2)

{
“ntpServerlp": "10.250.32. 10",
“dnsServerlp": "10.250.32.10",
"at skeyNane": "at sKeypair"

}
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Sample Request for Fixed IP Deployment Model

Request JSON for Fixed IP (VNFM - V1)

URL: https://<<VNFM HOST | P>>: 8443/ vnf ml <<vnf m versi on>>/ vnf i nstances/ < VNF
ID received fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"flavourld": "master",
"instantiationLevelld": "small",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"MWl doud": {
"vimd": "vinmd",
"vi nType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://nml-devl. us. oracl e. com 5000/ v3"
¥
"accesslnfo": {
"project": "rExExEn
"region": "Regi onOne",
“usernang": "FExF"
"password": MExEEET
"userDomai n": "*ExE"
“projectDomain": "default"”
}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net8",
"ipVersion": "I Pv4",
"xm Subnet Nane": " ext - net 8- subnet ",
"fixedlps": {
"master Xm | p":"10.75.123. 16"
}
¥

"xsi Network": [{
“name". "ext-net7",

"ipVersion": "I Pv4",
"xsi Subnet Name": " ext - net 7- subnet ",
"fixedl ps":
{
"xsilp": "10.75.195. 21"
1
}s
{

"name": "ext-net6",
"ipVersion": "I Pv4",

"xsi Subnet Nane": " ext - net 6- subnet ",
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“fixedlps":

{
"xsilp": "10.75.195. 22"

}

H.
“ntpServerlp": "10.250.32.10",
"dnsServerlp": "10.250.32.10",
"at sKeyNane": "atsKeypair",
"at sMasterFlavor": "ats.nmaster",
"atsMasterlmage": "ats-8.4.0.5.0-84.15.0",
"at sAvail abi |l ityZone": "nova"

vnfConfigurableProperties Json:

Request

{

JSON for Dynamic IP (VNFM - V2)

“ntpServerlp": "10.250.32.10",
“dnsServerlp": "10.250.32.10",
"at skeyNane": "at sKeypair"

Sample Request for Fixed IP deployment model

URL: https://<>:8443/vnfm/<>/vnf_instances/< VNF ID received from create request>/
instantiate

Accept: application/json

Content-Type: application/json

Authorization : <Token generated after login>

Request JSON for Fixed IP (VNFM - V1)

“flavourld": "master",

"instantiationLevelld": "small",

"extVirtual Li nks": "extVirtual Li nks",

"ext ManagedVi rtual Li nks": [],

"vi mConnectionl nfo": {

"Wl doud": {

"vimd': "vimd",

"vi mlype": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://nmvl-devl. us. oracl e.com 5000/ v3"

}

ccessinfo": {

"project"; "ExExEEU
"region": "RegionOne",
"usernang"; "rrrE
"password"; "rERxEEN
"user Dommi n"; "xxEE"
“projectDomai n": "default"

}
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}
}

ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net8",
"ipVersion": "IPv4",

"xm Subnet Nang": " ext - net 8- subnet ",

“fixedlps": {

"master Xm | p":"10.75. 123. 16"
}

}1

"xsi Network": [{

"nane": "ext-net7",
"ipVersion": "l Pv4",

"Xxsi Subnet Nang": "ext - net 7- subnet ",

“fixedl ps":

{

"xsilp": "10.75.195. 21"
}

b

{

"nane": "ext-net6",
"ipVersion": "|Pv4",

"Xxsi Subnet Nang": " ext - net 6- subnet ",

“fixedl ps":

{

"xsilp": "10.75.195. 22"
}

H,

"ntpServerlp": "10.250.32.10",
"dnsServerlp": "10.250.32.10",
"at sKeyNane": "atsKeypair",
"at shMasterFlavor": "ats.master",
"atsMasterlmage": "ats-8.4.0.5.0-84.15.0",
"at sAvail abi | i tyZone": "nova"
}

}

vnfConfigurableProperties Json:

Request JSON for Fixed IP (VNFM - V2)

{ "ntpServerlp": "10.250.32.10", "dnsServerlp": "10.250.32.10",
"at skeyName": "atsKeypair"

}

Sample Response

{
"ntpServerlp": "10.250.32.10",

"dnsServerlp": "10.250.32.10",
"at skeyNane": "at sKeypair"

}
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Instantiating the ATS Master VNF response

202 Accepted

Header s:
{

| ocation:

https://1ocal host: 8443/ vnfl cm <<vnf m versi on>>/vnf | cm op_occs/

| cnOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0

application/xm

content -t ype:

The following table describes the parameters for ATS Master (VNFM - V1) :

Parameter

Definitions

flavourld

Identifier of the VNF deployment flavor to be instantiated.

xm Net wor k

Network used to provide access master VM communication.

nt pServerlp

IP of the NTP server.

dnsServerlp (optional)

IP of the DNS server. If not provided, NTP server IP will be
considered as DNS server IP.

at skeyNane

Key pair name for ATS. To log in to the ATS instance, use
same key pair.

master Xm | p

In case of fixed IP scenario, the IP of master will be provided.

xsi Net wor k

Network used for DSR signaling traffic.

at sMast er Fl avor (optional)

Flavor used for OpenStack deploys.

at sMast er |l mage (optional)

Image used for OpenStack deploys.

at sAvai | abi lityZone
(optional)

Name of logical partitioning in case of host aggregate.

Table 10-25 Parameters and Definitions for ATS Master (VNFM - V2)
|

Parameter Description

vnfConfigurableProperties

Data required for VNF configuration.

ntpServerlp IP of the NTP server.

imiNetwork

Network used for internal communication of DSR entities.
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@® Note

The atsKeyName pair is created dynamically through VNFM. The same public key is
put into all the ATS instances (master), and the private key is in the ATS master stack
output. Use the same private key to log in to the ATS instance (master) by running the
following command:

ssh -i <ats private key> <usernanme>@ats naster |p>

Example: ssh -i atskey. pem cl oud- user @0. 75. 189. 120

10.18 Non-ConfigDrive VNF Instantiation

By default config drive is enabled through VNFM.

While instantiating VNF through VNFM. It will use configuration drive feature of Openstack to
fetch the data from openstack.

ConfigDrive feature must be enabled from Openstack and meta data must be disabled to use.

If any user does not want to use configDrive feature of Openstack, then while instantiating VNF
through VNFM, the user must pass "confi gDrive": "false" through request body.

For example: In additional parameter

“addi tional Parans": {
"ntpServerlp": "10.250.32.10",
"xm Network": {
"name": "ext-net3",

"subnet": [{
"name": "ext-net3-subnet"”,
"ipVersion": "IPv4"
H
b
"im Network": {
“name": "im-private",
"subnet": [{
"nanme": "im-private-sub",
"ipVersion": "IPv4"
H
b

“configDrive": "fal se"

10.19 Scale VNF to Level (Only Scale Out)

The N/B LCM scale_to_level Rest I/F helps in scaling existing VNF's.

Following are the available options while scaling using "scale to VNF level" N/B Interface:
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Scale VNF to Level based on pre-defined sizes (using Instantiation level ID).
This option supports scaling of VNF from a lower instantiation level to higher, for example,
Small to Medium.

Scale VNF to Level with arbitrary sizes (using scalelnfo).

This option supports scaling of VNF to arbitrary sizes based on Scalelnfo. Scale VNF To
Level using arbitrary size means increasing the existing VNFC count within the maximum
allowed VNFC count. Note that maximum allowed VNFC count is the count from the
existing VNFs flavorld with 'large’ InstantiationLevelld. This count can be referred from
respective VNF instantiation section. If the number of VMs to be scaled are greater than
the default 'large’ instantiationLevelld configurations, then change the configuration as
described in Configure Flavor and Instantiation Levels in VNFM. After that, trigger this
REST request.

® Note
*  This feature is only supported for Scaling out C-level servers of Signaling Stack.
» The stack must have been instantiated prior to performing scale to level operation.
» Before Scaling the VNF to level, Vnf | nst ance ID of the stack must be available.
» Scale to Level Request accepts either i nstanti ati onLevel | d or scal el nf o.

e Cross deployment scaling is not supported by VNFM - if the user instantiated the
VNF in fixed IP deployment model, then he must scale to level using FIXED IP
deployment model only and vice versa.

The following image illustrates the VNF Scaling:

Figure 10-7 VNF Scaling

Orchestrator DSR VNFM OpenStack

Instantiate VNF request

202 Accepted Heat Templates with updated

Parameters

Stack Updation Status

Update VNF

instance data f

10.19.1 Scale VNF to Level using InstantiationLevelld for DSR Signaling

@® Note

SOAM Image version and scale Image (daScalelmage, ipfeScalelmage,
stpScalelmage, sbrScalelmage, serviceMpScalelmage) version must be same.

Sample Request
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Scaling VNF to Level Request for Dynamic IP model

Resource URL: https:// <<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf _instances/<VNF ID received fromcreate/instantiate request>/scale_to_|evel

Accept: application/json

Content - Type: application/json

{
"instantiationLevel 1d":"nediun',

"addi tional Paranms": {

"daScal el mage": "DSR-9.2.0.0.0.vnuk",
"i pfeScal el mage": "DSR-9.2.0.0.0.vmdk",
"stpScal el mage": "DSR-9.2.0.0.0.vndk",
"sbrScal el mage": "DSR-9.2.0.0.0.vndk",
"servi ceMpScal el mage": "DSR-9.2.0.0.0. vidk"

Scaling VNF to Level Request for Fixed IP model

Resource URL: https:// <<VNFM HOST | P>>: 8443/ vnf m <<vnf m ver si on>>/ vnf _i nstances/ <
VNF ID received fromcreate/instantiate request>/scale to_|evel

Accept: application/json
Cont ent - Type: application/json

Aut horization : <Token generated after |ogin>

{

“instantiationLevel Id": "nmediunt,

"addi tional Params": {
"daScal el mage": "DSR-9.2.0.0.0.vndk",
"i pfeScal el mage": "DSR-9.2.0.0.0.vndk",
"stpScal el mage": "DSR-9.2.0.0.0.vndk",
"servi ceMpScal el mage": "DSR-9.2.0.0.0. vndk"
"sbrScal el mage": "DSR-9.2.0.0.0.vndk",
"xm Network": {

"name": "ext-net",

"subnet": [{
"name": "ext-net-subnet",
"ipVersion": "I Pv4",
"fixedlps":{
"danpXmi | ps":
["10.75.218.123","10. 75. 218. 21"],
"ipfeXmlps":
["10.75.218.3","10.75. 218. 2"],
"stpXm | ps":

["10.75.218.42","10.75. 218. 143"],
“serviceMpXnmi | ps": ["10.75.218. 43",
"10. 75. 218. 144"],
"sbr Xm | ps":
["10.75.218.23","10. 75. 218. 19"]
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H
¥
"im Network": {
"name": "im-net",
"subnet": [{
"name": "ini-net-sub",
"ipVersion": "lPv4",
"fixedlps":{
“danmpl mi | ps":
["192.167.2.1","192. 167.2.2"],
"ipfelmlps":
["192.167.2.4","192.167.2.3"],
“stplnilps":

["192.167.2.5","192.167.2.6"],
"serviceMlmlps": ["192.167.2.9",
"192.167.2.10"],
"sbrimlps":
["192.167.2.7","192. 167.2.8"]

H
¥
"sbr Network": {
"name": "ext-net2",
"subnet": [{
"name": "ext-net2-sub",
"ipVersion": "IPv4",
“fixedlps":{
"sbr Net wor kI ps":
["10.75.219.23","10. 75. 219. 123"]

1
h
"xsi Network": [{
"name": "ext4-net2",
"subnet": [{
"name": "ext4-net2-sub",
"ipVersion": "l Pv4",

"fixedlps":{

"dampXsi | ps":
["10.75.219.23","10. 75.219. 12"],

"ipfeXsilps":
["10.75.219.1","10.75. 219. 112"],

"stpXsil ps":
["10.75.219.12","10. 75. 219. 23"]

}

1
1
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@® Note

The 202 response means that the request was accepted for processing. The VNF
might take up to 6 minutes to become fully operational. Use the DSR GUI to determine
when the VNF is operational.

Sample Response

202 Accepted
Headers:

{

[ ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cmOp- f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: O content-type:

application/xm

Detailed explanation of XMl and XSI Network

@ Note
e The instantiation level must be decided based on the number of VMs required.

e Only the IPs of the required VM are to be provided in the fixedlp parameter and
they must be of the same network in that order as used during the instantiation
process.

For Example:

"flavor|d": "DIAMETER+STP", "i nstanti ati onLevel I d": "medi unt' ( scaling from
small to medium) - This brings up 2 new DAMPs( DAMP02, DAMPO3) , 2 new STP( STP 02,
STP 03) servers.

The user needs to provide danmpXni | ps(2), st pXm | ps(2), danpXsi | ps(2),
st pXsi | ps(2)

@ Note

If TSA is present while instantiation, then the scaled DAMP is automatically added to
all the existing TSA.

The detailed explanation of XMI and XSI Network for the additional parameters is
provided below:

For XMI Network

"xm Network": {
"nane": "<Name of XM network>",
"subnet":[{
"nane": "<Name of Subnet of XM Network>",
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"ipVersion": "",
“fixedlps":{
"danpXm | ps": [
"<DAMP 02 XM | P>",
"<DAMP 03 XM | P>"
1
"stpXmilps": [

"<STP 02 XM | P>",
"<STP 03 XM | P>"

For IMI Network

“im Network":{
"name": "<Nane of IM Network>",
"subnet": [{
"name": "<Nane of subnet of IM Network>",
"i pVersion": "",
"fixedlps":{
"danplm | ps": [
"<DAMP 02 IM |P>",
"<DAMP 03 IM |IP>"
1,
"stplmlps":[
"<STP 02 IM [|P>",
"<STP 03 IM [P>"
]
}
}
}

For XSI Network

"xsi Network": [

{
"name": "<Nanme of XSI-1 Network>"
"subnet"[{
"name": "<Nanme of Subnet of XSI-1 network>",
"ipVersion": "",
"fixedlps":{
"dampXsilps": |
"<DAMP02 XSI 1 |P>",
"<DAMPO3 XSI 1 | P>"
1,
"stpXsilps":|
"<STP02 XSI 1 IP>",
"<STPO3 XSI 1 |P>"
]

)
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¥
{
"name": "<Nane of XSI-2 Network>",
"subnet": [{
"name": "<Nane of subnet of XSI-2 Network>",
"ipVersion": "",
“fixedlps":{
“dampXsi | ps": [
"<DAMPO2 XSI 2 | P>",
"<DAMPO3 XSI 2 | P>"
1
"stpXsilps":|
"<STPO2 XSl 2 | P>",
"<STP03 XSI 2 | P>"
]
}
1
}

The following table describes the parameters used for sending request to VNFM:

Table 10-26 Scaling VNF to Level using InstantiationLevelld

Parameters

Definitions

instantiationLevelld

Identifier of the instantiation level of the
deployment flavor to be scaled.

dampXmilps List of DAMP external management IPs if new
DAMP VMs are to be scaled.

ipfeXmilps List of IPFE external management IPs if new IPFE
VMs are to be scaled.

stpXmilps List of vSTP external management IPs if new vSTP
VMs are to be scaled.

sbrXmilps List of SBR external management IPs if new SBR

VMs are to be scaled.

sbrNetworklps

List of SBR replication port IPs if new SBR VMs
are to be scaled.

dampXsilps List of DAMP signaling IPs if new DAMP VMs are
to be scaled.

ipfeXsilps List of IPFE signaling IPs if new DAMP VMs are to
be scaled.

stpXsilps List of STP signaling IPs if new DAMP VMs are to
be scaled.

damplmilps List of DAMP internal management Ips if new
DAMP VMs are to be scaled.

ipfelmilps List of IPFE internal management IPs if new IPFE
VMs are to be scaled.

stplmilps List of vSTP internal management IPs if new vSTP
VMs are to be scaled.

sbrimilps List of SBR internal management Ips if new SBR
VMs are to be scaled.

subnet List of subnet name and ipVersion used. It also

contains fixed IPs if used.
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Table 10-26 (Cont.) Scaling VNF to Level using InstantiationLevelld
|

Parameters Definitions
daScalelmage (Optional) DAMP Image used during scaling.
ipfeScalelmage (Optional) IPFE Image used during scaling.

If you are using the Multiqueue feature, you must
follow the Prerequisite for the IPFE image.

stpScalelmage (Optional) STP Image used during scaling.
serviceMpScalelmage (Optional) Service Mp Image used during Scaling.
sbrScalelmage (Optional) SBR Image used during scaling.

@ Note

During Scaling of SBRs, the newly spawned SBRs are not added to any Server
Group. It needs to be added manually to the new Server Groups created by the user.
One server group can have maximum two SBRs.

10.19.2 Scale VNF to Level using Scalelnfo

This option supports Scaling of VNF to arbitrary sizes based on Scalelnfo.

Scale VNF to Level using arbitrary size means increasing existing VNFC count within the max
allowed VNFC count.

Max allowed VNFC count is the count from existing VNF's flavourld with Large
InstantiationLevel | d.

@® Note

Max allowed VNFC count can be referred from Instantiating the first signaling VNF
section.

Sample Request:

Request URL: htt ps: // <<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf_instances/< VNF ID received fromcreate/instantiate request>/scale_to |evel

Accept: application/json
Cont ent - Type: application/json
Aut hori zation: Token generated after login

Scaling VNF to Level Request for Dynamic IP deployment

{

"scal el nfo": [{
"aspectld": "DAWP",
"scal eLevel ": "3"

H,
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"addi tional Params": {

“daScal el mage": "DSR-9.2.0.0.0.vnmdk",

"i pfeScal el mage": "DSR-9.2.0.0.0.vnmdk"
"stpScal el mage": "DSR-9.2.0.0.0.vndk"
"servi ceMpScal el mage": "DSR-9.2.0.0.0. vndk",
"sbrScal el mage": "DSR-9.2.0.0.0.vnuk",

}

}

Scaling VNF to Level Request for Fixed IP deployment

{
"scalelnfo": [
{
"aspect!ld": "DAWP"
"scal eLevel ": "4"
b
{
"aspectld": "IPFE"
"scal eLevel ";: "4"
b
{
"aspectld": "STPM"
"scal eLevel ";: "4"
}s
"aspectld": "SERWP"
"scal eLevel ";: "4"
{
"aspectld": "SBR'
"scal eLevel ": "6"
}
1

"addi tional Parans": {

"daScal el mage": "DSR-9.2.0.0.0. vmdk",

“i pfeScal el mage": "DSR-9.2.0.0.0.vndk",
"stpScal el mage": "DSR-9.2.0.0.0.vnok",
"servi ceMpScal el mag": "DSR-9.2.0.0.0. vndk"
"sbrScal el mage": "DSR-9.2.0.0.0.vndk",

“xm Network": {

"name": "ext-net",

"subnet": [{

"name": "ext-net-subnet”

“ipVersion": "l Pv4",

“fixedlps":{

“danpXm | ps": ["10.75.218.123","10. 75. 218. 21"],
“ipfeXmlps": ["10.75.218.3","10.75.218.2"],
"stpXmlps": ["10.75.218.42","10.75.218. 143"],

"serviceMpXm I ps": ["10.75.218.42", "10.75.218.143"],
“sbrXm | ps": ["10.75.218.23","10.75.218. 19"]

1
},
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“im Network": {
"name": "im-net",
“subnet": [{

"name": "im-net-sub",
“ipVersion": "l Pv4",
“fixedlps":{

“danpl mi | ps": ["192.167.2.1","192.167.2.2"],
"ipfelmlps": ["192.167.2.4","192.167.2.3"],
"stplmlps": ["192.167.2.5","192.167.2.6"],

"serviceMlm I ps": ["192.167.2.5", "192.167.2.6"],
"sbrimlps": ["192.167.2.7","192.167.2.8"]

}

1

1

"sbrNetwork": {
"nane": "ext-net2",
“subnet": [{

"nane": "ext-net2-sub",

“ipVersion": "l Pv4",

“fixedlps":{

"sbrNetworkl ps": ["10.75.219.23","10.75.219. 123"]
}

1

b
“xsi Network": [{

"nanme": "ext4-net2",

“subnet": [{

"nane": "ext4-net2-sub",

“ipVersion": "l Pv4",

“fixedlps":{

"danpXsi | ps": ["10.75.219.23","10.75.219.12"],
"ipfeXsilps": ["10.75.219.1","10.75.219.112"],
"stpXsilps": ["10.75.219.12","10.75.219. 23"]

}
1
1
}
}

® Note

The 202 response means that the request was accepted for processing. The VNF
might take up to 6 minutes to become fully operational. Use the DSR GUI to determine
when the VNF is operational.

Sample Response

202 Accepted
Header s:

{

| ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cmop_occs/
| cnOp- f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV
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content-length: O content-type:
application/xm

® Note

e The aspect Id is decided based on the VM to be scaled, scale level is decided
based on the number of VMs required.

e Only the IPs of the required VM must be provided in the fi xedl p parameter and
they must be of the same network in that order as used during the instantiation
process.

For Example:

"aspect | d":"DAMP", "scal eLevel ":"4" (from scal eLevel 2 to scal eLevel 4)
('scaling from small to medium) - This brings up 2 new DAMPs ( DAMPO2, DAMPO3)
servers.

The user needs to provide danmpXmi | ps(2), danpXsilps(2), danmplnilps(2)

@® Note

If TSA is present while instantiation, then the scaled DAMP is automatically added to
all the existing TSA.

Detailed explanation of XMI, IMI and XSI Network

The detailed explanation of XMl , IMI and XSI Network for the additional parameters is
provided below:

For XMI Network

"xm Network":{
"name": "<Nane of XM network>",

"subnet": [{
"name": "<Nane of Subnet of XM networ>",
"ipVersion": "",
"fixedlps":{
"danpXm | ps": [
"<DAMP 02 XM | P>",
"<DAMP 03 XM | P>"
]
1
}
}

For IMI Network

"im Network":{
"nane": "<Name of |M network>",
"subnet": [{

"name": "<Nanme of subnet of |IM network>",

nwn

"i pVersion": ,
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“fixedlps":{
“danmplm | ps": [
"<DAMP 02 IM
"<DAMP 03 IM
]
1

1

For XSI Network

"xsi Network": [

Chapter 10
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{
"name": "<Nane of XSI-1 Network>",
"subnet": [{
"name": "<Nane of subnet of XSI-1 Network>",
"i pVersion": "",
“fixedlps":{
“dampXsi | ps": |
" <DAMP02 XSl
" <DAMPO3 XSl
]
1
}
¥
{
"name": "<Nane of XSI-2 Network>",
"subnet": [{
"name": "<Nane of Subnet of XSI-2 Network>",
"i pVersion": "",
"fixedlps":{
"dampXsi | ps": |
" <DAMP02 XSl
" <DAMPO3 XSl
]
}
}H
}

The following table describes the parameters used for sending request to VNFM:

Table 10-27 Parameters and Definitions for Scaling VNF to Level using Scalelnfo
|

Parameters Definitions

scalelnfo aspectld : VnfType
scaleLevel : Target scale level to which the VNF is
to be scaled

dampXmilps List of DAMP external management ips (if new
DAMP VMs are to be scaled)

ipfeXmilps List of IPFE external management ips (if new IPFE
VMs are to be scaled)
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Table 10-27 (Cont.) Parameters and Definitions for Scaling VNF to Level using

Scalelnfo
- __________________________|

Parameters Definitions

stpXmilps List of vSTP external management ips (if new
VvSTP VMs are to be scaled)

sbrXmilps List of SBR external management ips (if new SBR
VMs are to be scaled)

sbrNetworklps List of SBR replication port ips (if new SBR VMs
are to be scaled)

dampXsilps List of DAMP signaling ips (if new DAMP VMs are
to be scaled)

ipfeXsilps List of IPFE signaling ips (if new DAMP VMs are to
be scaled)

stpXsilps List of STP signaling ips (if new DAMP VMs are to
be scaled)

damplmilps List of DAMP internal management ips (if new
DAMP VMs are to be scaled)

ipfelmilps List of IPFE internal management ips (if new IPFE
VMs are to be scaled)

stplmilps List of vSTP internal management ips (if new vSTP
VMs are to be scaled)

sbrimilps List of SBR internal management ips (if new SBR
VMs are to be scaled)

daScalelmage (Optional) DAMP Image used during scaling

ipfeScalelmage (Optional) IPFE Image used during scaling
If you are using the Multiqueue feature, you must
follow the Prerequisite for the IPFE image.

stpScalelmage (Optional) STP Image used during scaling

serviceMpScalelmage (Optional) Service Mp Image used during Scaling

sbrScalelmage (Optional) SBR Image used during scaling

10.19.3 IPFE and Service Mp Scale from Sizing 0

This feature supports scale from sizing O for IPFE and Service Mp VMs.

* For IPFE, we can scale from size 0 by using "instantiationLevelld" and Scalelnfo (Arbitary
Size).

*  For Service Mp, we can scale from size 0 by using only Scalelnfo (Arbitary Size).

@® Note

Service Mp Instantiation and scale introduced from DSR version 8.5.0.1.0-91.14.0.

10.19.4 MTU Support in Scale

Users can specify Maximum Transmission Unit (MTU) values for all networks within additional
parameters in (V1) or within conf i gur abl eProperti es in (V2).
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If MTU values are provided, they must be specified for all networks. For example, if an MTU

value is provided for the Signaling network, MTU values must also be provided for all other
networks.

If an MTU value is not provided for a specific network, it defaults to 1500.

In V1, when using replication, users can specify replication data using xm Repl Net wor k and
i m Repl Net wor k.

{
"mu": {
"xm Network": "7500",
"im Network": "5500",
"sbr Network": "7500",
"xm Repl Net wor k": "5500",
"i m Repl Network": "6500",
"xsi Network1": "8500",
"xsi Net wor k2": "9500",
"xsi Network3": "9500",
"xsi Net work4": "9500",
"xsi Net work5": "9500",
"xsi Network6": "9500",
"xsi Network7": "9500",
"xsi Net work8": "9500",
"xsi Net work9": "9500",
"xsi Net work10": "9500",
"xsi Network11": "9500",
"xsi Network12": "9500",
"xsi Network13": "9500",
"xsi Network14": "9500",
"xsi Network15": "9500",
"xsi Net work16": "9500"
}
}
® Note

MTU is an optional parameter. If not provided, it defaults to 1500.

10.20 Operate VNF

Operate VNF enables requesting to change the operational state of a VNF instance, including
starting and stopping the VNF instance. The VNF state must be in the INSTANTIATED state.

A VNF instance can be in the following states:

* STARTED: Indicates that the VNF instance is up and running.

STOPPED: Indicates that the VNF instance has been stopped. A VNF instance is stopped
if all its VNFC instances are also stopped.

In addition to the VNF level Operate, it supports Operate VNF Stop and Start at the VNFC
(VM) level. The Operate API can take the VM Hostname in the request message when the call
is for the operation of the specific VNFCs.
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Operate VNF supports both GRACEFUL and FORCEFUL stopType. If StopType is
GRACEFUL, gracefulStopTimeout (in seconds) must be passed.

StopType is not required if chageStateTo is STARTED.

A VNF instance is STARTED/STOPPED if all of its VNFC instances are also in the STARTED/
STOPPED state. "vnfState” as STARTED/STOPPED/PARTIAL are implemented. "vnfState"
remains in the "PARTIAL" state if VNFC states are combination of "STARTED" and
"STOPPED" states. Instance file structure for "additionallnfo" is updated to specific format to
support Operate API call after Instantiate, Scale To Level and Discover of VNF. There is a retry
mechanism for all VNFCs to complete the operation. If VNFC fails to operate, LCM status
returns as FAILED updating the instance file.

@ Note

* Operate VNF is a maintenance API, which is similar to shutdown VNF. The
orchestrator decides when to call Operate after completing the impact
assessment.

» If the traffic impact is high, isolate the VM, and then run the shutdown. For
example, remove the DA_MP from the TSA group manually or remove the DP
from the DP server group, and then run shut off Instance by performing operate
VNF API call to change the VFNC state to the STOPPED state.

GRACEFUL StopType

Operate VNF supports GRACEFUL stopType.

gracefulStopTimeout: The time interval (in seconds) to wait for the VNF to be taken out
of service during graceful stop before stopping the VNF.

@® Note

You must manually perfomr the following procedure before doing GRACEFUL STOP
for a particular VNF.

Open corresponding Active NOAM GUI.

On the Status & Manage tab, under HA - edit the Max Allowed HA Role of required
instances of the vnf as OOS.

Proceed with GRACEFUL stop operate vnf operation from VNFM.

After change State to STARTED, you can manually edit the Max Allowed HA Role of
required instances of the vnf as Active state.

The following image displays the VNF Operate:
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Figure 10-8 Operate vnf

| Orchestrator i DSR WNFM OpenStack
Operate Vnf Instance/

{ changeStateTo : STARTED / STOPPED }

202 Accepted (VnfLemOpOcc)
= = START / STOP Instance

Granting Exchange (v2)

Instance Status

Update VNF

) Instance data 6
kit bt Y

Sample Request for Operate VNF

URL: htt ps: // <<VNFM HOST | P>>: 8443/ vnf ml <<vnf m ver si on>>/ vnf _i nst ances/ < VNF I D
received fromcreate/instantiate request>/operate

Accept: application/json
Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"changeSt at eTo": "STARTED',
"additional Paranms": {
"vnf cNames": [ " Opt - DNOO1"]
}
}

@® Note

The 202 response indicates that the request is accepted for processing. Use the
Query LCM operation for status.

Operate VNF Response

202 Accept ed
Headers:

{

[ ocation: https://|ocal host: 8443/ vnflcm <<vnfm version>>/vnf_| cm op_occs/
| cOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0O content-type:
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application/xm

Sample Request for Operate VNF GRACEFUL STOP

RL: https://<<VNFM HOST | P>>: 8443/ vnf ml <<vnf m versi on>>/ vnf i nst ances/ < VNF
ID received fromcreate/instantiate request>/operate

Accept: application/json

Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

{
"changeSt at eTo": " STOPPED",
"stopType": "FORCEFUL",
"addi ti onal Parans":
{ “vnf cNanes": ["dsNO DNOO1"]
}
}

@® Note

The 202 response means that the request was accepted for processing. Use Query
LCM operation for status.

Operate VNF Response

202 Accepted

Header s:
{

[ ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf_| cm op_occs/
| cOp- f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GMI
content-length: O content-type:

application/xm
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Sample Request for Operate VNF FORCEFUL STOP

Qperate VNF
URL: https://<>:8443/vnfm <>/ vnf_instances/<
VNF ID received fromcreate /instantiate request>/operate
Accept: application/json
Cont ent - Type: application/json
Aut hori zation: <Token generated | ogi n>
{
"changeStat eTo": "STOPPED',
"stopType": "FORCEFUL",
"addi tional Parans":
{ "vnfcNames": ["dsNO DNOO1"]
}
}

@® Note

The 202 response means that the request was accepted for processing. Use Query
LCM operation for status.

Operate VNF Response
202 Accepted
Header s:

{

| ocation: https://local host:8443/vnflcm <<vnfm version>>/vnf_| cmop_occs/
| cnOp- f b21f 9d3- 43ad- 46cda03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: 0 content-type:

application/xm

}

10.20.1 Operate VNF Parameter Descriptions

The following table describes Operate VNF parameters:

Table 10-28 Operate VNF Parameter Descriptions
|

Parameter Descriptions

changeSt at eTo Changes the operational state to STARTED or STOPPED.

stopType (Optional) |GRACEFUL/FORCEFUL. stopType is required if changeStateTo is
STOPPED.

gracef ul St opTi neout | gracefulStopTimeout is required if changeStateTo is STOPPED and

(Optional) stopType is GRACEFUL.

The time interval (in seconds) to wait for the VNF to be taken out of
service during graceful stop before stopping the VNF.

vnf cNames (Opti onal ) | Changes the operational state of a particular VNFCs to STARTED or
STOPPED.
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VNF Instantiation across Multi Cloud / Multi
Tenant / Multi Network

VNFM supports multi-cloud, multi-tenant, and multi network deployment for DSR and SDS

VNF.

List of VNF deployment of multi cloud/tenant:

Table 11-1 Multi cloud/tenant deployment

Tenant-1/Cloud-1 Tenant-2/Cloud-2
DSR-NOAM DSR-Signaling
DSR-NOAM DSR-DR-NOAM
SDS-NOAM SDS-Signaling
SDS-NOAM SDS-DR-NOAM

List of VNF deployment of multi network:

Table 11-2 Multi Network Deployment

Network-1 Network-2

DSR-NOAM DSR-DR-NOAM

SDS-NOAM SDS-DR-NOAM
@ Note

*  While deploying DSR Signaling/DSR DR VNF, vnflnstanceld of DSR Noam should

be passed in additional params.

*  While deploying SDS Signaling/SDS DR VNF, vnfinstanceld of SDS Noam should

be passed in additional params.

e The "vnflnstancel d"is the mandatory parameter while multi-cloud/tenant VNF
deployment only incase of passing OpenStack resource IDs for the XMI IPs from

both NOAM VMs.

Sample Request

Sample Request Body of additional parameter changes for DSR Signaling VNF in case of multi

tenant/cloud

"addi tional Params": {

“xm Network": {
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net 3- subnet ",

nI PV4||

private-sub",

nI PV4||

net 2- sub",

nI PV4||

net 5- sub",

nI PV4||

b
“im Network": {
b
“xsi Network": [{
b
{
}
]

" nan.eu "

"subnet":

"name" :
"subnet":

"name":
"subnet":

Chapter 11

"i pVersion":
}H
im-private",
[{
“name": "im-
"i pVersion":
}H
ext - net 2",
[{
"name": "ext-
"i pVersion":
1
ext -net 5",
[{
"name": "ext-
"i pVersion":
}H

“ntpServerlp": "10.250.32.10",

"pri maryNoamvmName": " NOAMDO- 32¢d6138",

"noanSgName" :

" dsr Net wor kOam NOAM 32¢d6138_SG',

"vnf | nst ancel

"dsr Net wor kCam 4e99alcd- 77b7- 478b- 9b28- 32cd6138"

d":
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Heal VNF

Using the Heal VNF operation, you can request for healing a VNFC instance. Auto-healing is
not supported by VNFM. Only Orchestrator-triggered healing is supported.

Heal VNF accepts a single VNFC name per healing request. Only one server is healed at a
certain point of time per each (DSR/SDS) NOAM topology to avoid complete state down. When
there are concurrent healing requests for multiple VNFCs from the same system topology, the
requests are arranged in a queue and are processed in the same sequence as they are
positioned in the queue.

Heal VNF Resource only supports the following VNFs with DSR/SDS version 8.5.0.1.0 or later:

* DSR Network OAM

* DSR DR Network OAM

* DSR Signaling

*  SDS Network OAM

* SDS DR Network OAM

* SDS Signaling

Heal VNF supports the following DSR/SDS alarms:

Table 12-1 DSRISDS Alarms
- ]

Alarm ID Alarm Name Healing Action
32306 Server RAM Shortage Error Server Reboot
32307 Server Swap Space Shortage Error Server Reboot
31101 DB Replication To Slave Failure Server Reboot
31283 Lost Communication with server Server Reboot
31114 DB Replication over SOAP has failed Server Reboot
31233 HA Path Down Server Reboot
31107 DB Merge From Child Failure Server Reboot
@ Note

e Server Reboot and Application Restart are the only supported healing tasks.
» Heal Operation does not support recreation of any VNF/VNFC.

When a VNFM state is changed as a part of Geo Redundancy, then all the healing
operations waiting in the queue are discarded.
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Sample Request for Heal VNF Request

URL: https: // <<VNFM HOST | P>>: 8443/ vnf Ml <<vnf m versi on>>/ vnf _i nstances/< VNF |1 D
received fromcreate request>/ heal

Accept: application/json

{
"cause": "nerging alarms",
"addi tional Params": {
"vnfcNane": "heal 1- SNQ0O",
"noanmvi p": "10.75.189. 34",
"usernane": "root",
"password": "Xxxxx"
}
}
® Note

In the heal request body username and password are optional.

Sample Response for Heal VNF Request

Response Code : 202

{

[ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf _| cm op_occs/
| cnOp- f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV

content-length: O content-type:

application/xm

12.1 Query Heal VNF Requests

Query Heal VNF requests provide the list of all the Heal VNF requests present in the Queue
corresponding to a single (DSR/SDS) NOAM VIP. The URL accepts a (DSR/SDS) NOAM VIP.

Sample Request for Query Heal VNF Requests
URL:

https://<<VNFM HOST | P>>: 8443/ vnf | cm <<vnf m ver si on>>/ vi ps/ <<Vl P>>/ heal

Sample Response for Query Heal VNF Requests

Response Code : 200

{
"10. 75. 225. 207" [

{
"host Nane": "Di sNo2- DSC01",
"level": "B",
"role": "Soant,
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"vnflnstanceld": "dsrSignaling-c0732735-chd3-4a81-8d05-4804d631ab37",
“status": " PROCESSI NG'

b
{
"host Nane": " Di sNo- DNC01",
"level": "A",
"role": "Noant,
"vnflnstancel d": "dsrNetworkCam c0732795- chd3-4a81- 8d05-4804d638aaa3",
"status": "IN QUEUE"
!

12.1.1 Heal VNF Parameter Descriptions

The following table describes Heal VNF parameters:

Table 12-2 Heal VNF Parameter Descriptions
. ____________________________________________|

Parameter Descriptions

cause The cause for issuing this healing request.

vnf cNane The name of the instance/VNFC that needs to be healed.

noanVi p DSR/SDS NOAM VIP of the topology to which the given VNFC belongs
to.

username (optional) The SSH login username of the NOAM. adnusr is the default value.

password (optional) The SSH login password of the NOAM. The default password for adnusr
is used as the default value.
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Discover Stack

Itis an N/B LCM Discover Rest Interface. The orchestrator can use this information to scale
out the stack. Before discovering the stack, ensure that you have the following information
available:

e The Stack ID of the previously created stack.
e Details about the OpenStack instance where the stack will be discovered:
— OpenStack Controller URI
— User Domain Name
—  Project Domain Id
— Username
— Password
— Project name
e The Interface discovers the stack and performs the following operations:
— Downloads the parameter file of the discovered stack.
— Creates the Instance file of the discovered stack.

— These files are saved in the / var/ vnf nl i nst ances/ <aut oDi scovery | nstancel d>/
directory.

— Generates a VNFD file in the same location for V2.

Sample Request for Discover Interface

Request URL : POST:

https://<<VNFM HOST | P>>; 8443/ vnfl cm <<vnf m ver si on>>/ di scover/ <<di scover
stack id>>

Accept: application/json
Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
Request Body:
{
"vi mConnectionlnfo": {
"MWl doud": {
"vimd": "vinmd",
"vi nlType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"

}

ccessinfo": {
"pl'OJ ect n: n*****u’
"region": "Regi onOne",
"usernang": "*xrFExM
"paSSV\Drd": u******n’
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“userDomain": "Defaul t",
“projectDomain": "default"

}
}l
"vnf Sof t war eVersion": "DSR-9.0.2.2.0_99.16.0"

Sample Response for Discover Interface

Response Code: 200

{
"vnflnstancel d": "dsrNetwor kGam 945cffal07c235bb-43d87678- 756b- 4f 8e- a59c-
d9b7d4dd95al1",
"di scover Stackl d": "7d861391-0ed2-4d0b- 9f 01- e84e186e9244"
}

@® Note

e The Discover VNF Stack feature supports stacks created by the VNFM GUI and
recovers from a double failure of the active VNFM and its persistent volume.

e The vnf Sof t war eVer si on parameter is optional. If provided with a DSR version,
the same version is displayed in the Query VNF API response.

* This feature ensures VNFM backward compatibility. Upgraded DSR versions are
supported with newly installed compatible VNFM versions.
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Query LCM Operation

This resource represents VNF lifecycle management operation occurrences. This resource can
be used to query status information about multiple VNF lifecycle management operation
occurrences.

The following image illustrates the sequence for querying/reading information about a VNF
LCM Operation.

Figure 14-1 VNF LCM Operation

Orchestrator i DSR VNFM ( OpenStack
Query LCM Operation
Fetch VNF
LCM operation data
———————
VNF
200 OK (VNF LCM Operation |CM operation data
Occurrence) r—

Query LCM Operation, using the following two ways:

e Query individual LCM Operation
e Query All LCM Operation

14.1 Query Individual LCM Operation

If the NFVO intends to read information about a particular LCM Operation, it sends a GET
request to the "Individual LCM operation" resource, addressed by the appropriate VNF LCM
Operation occurrence identifier (vnf LcmOpCccl d) in its resource URI.

The VNFM returns a 200 OK response to the NFVO, and includes specific data structure of
type " Vnf LempCec” related to the VNF LCM Operation occurrence identifier (vnf LenOpQeccl d)
in the payload body.

Sample Request
Query individual LCM Operation

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnfm versi on>>/vnf _| cm op_occs /
<<{vnf LenOpCecl d} >>

Sample Response

URL: GET: https://<<VNFM HOST | P>>: 8443/ vnf | cni <<vnf m ver si on>>/
vnf _| cm op_occs/ <<{vnfLcnpCccl d} >>
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Accept: application/json
Cont ent - Type: application/json
Aut hori zation: Token generated after login
{
"id": "lcnmOp-00301lea4- a7b2- 4334-8b93-190377700ab0"
"operationState": "COVWLETED'
"stateEnteredTime": "2019/02/08 07:33:00 UTC
"start Time": "2019/02/08 07:31:19 UTC'
"vnflnstanceld": "dsrNetworkQam cf67bff6-e9c9-4213- b6fa-b5337¢3d30b6"
"operation": "TERM NATE"
"operationParans": {
"term nationType": "FORCEFUL",
"graceful Term nationTi neout": null
"addi tional Parans": nul
b
"links": {
"self": {
“href": "https://1ocal host: 8443/ vnfl cm <<vnfm versi on>>/vnf | cm op_occs/
| cOp- 00301ead- a7h2- 4334- 8b93- 190377700ab0"
¥
"vnflnstance": {
“href": "https://1ocal host: 8443/ vnfl cm <<vnfm versi on>>/vnf _instances/
dsr Net wor kOam cf 67bf f 6- €9¢9- 4213- b6f a- b5337¢3d30b6"

}
}

i sCancel Pendi ng": fal se,
"i sAutomaticlnvocation": false

}

Sample Response for Individual LCM Operation:
Example of the LCM successful scenario:

Response Code : 200 URL: GET: https://<<VNFM HOST | P>>: 8443/ vnf m
<<vnf m versi on>>/vnf _| cm op_occs/ <<{vnf LcmOpCccl d} >>

Accept: application/json
Content-Type: application/json
Authorization : <Token generated after login>

Response Body:

{
"id" : "I cnOp-4d08edd3- 4e62- 43eb- bof 8- 7f eOcd6bbb2d",

"operationState" : "COWPLETED',
"stateEnteredTine" : "2023/03/07 07:22:59 UTC',
"startTime" : "2023/03/07 07:22:07 UTC',
"vnflnstancel d" : "2d7e5480-5e68-4a3e-bla0- c6931af c895f",
"operation" : "TERM NATE",
"grantld" : "15e2decf-7e75-4091-8b5b-2b087f 404bda",
"operationParans" : {

"term nationType" : "FORCEFUL",

"graceful Ternm nationTi neout" : null,

"addi tional Params" : nul |

b
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"resourceChanges" : {
"affectedvnfes" : [ {
"id" : "v2SO DSO0",
"vduld" : "soant,
"changeType" : "REMOVED',
"comput eResource" : {
"vi mConnectionld" : "M/Id oud",

"resourceld" : "ce851362-4f 7e-4d88-
1
boA
"id" : "v2SO DSQ01",
"vduld" : "soant,

"changeType" : "REMOVED',
"comput eResource" : {
"vi mConnectionld" : "M/Id oud",

"resourceld" : "53579d61- c45d- 4d45-
}
boA
"id" : "v2SO DMPOO",
"vduld" : "danmp",

"changeType" : "REMOVED',
"comput eResource" : {
"vi mConnectionld" : "M/Id oud",

"resourceld" : "cad6alc3-9027-4997-
}
boA
"id" . "v2SO DVPO1",
"vduld" : "danmp",

"changeType" : "REMOVED',
"comput eResource" : {
"vi mConnectionld" : "M/Id oud",

"resourceld" : "8clbc04e-7ha3- 4dce-
}
boA
"id" : "v2SO DVP02",
"vduld" : "danmp",

"changeType" : "REMOVED',
"comput eResource" : {
"vi mConnectionld" : "M/Id oud",

"resourcel d" : "4ff8818e-535b- 495f -
}
oA
"id" : "v2SO Dl POO",
“vduld" : "ipfe",

"changeType" : "REMOVED',
"comput eResource" : {
"vi mConnectionld" : "M/Id oud",

"resourceld" : "b01276ce-47ca-436a-
}
oA
"id" : "v2SO- Dl PO1",
“vduld" : "ipfe",

"changeType" : "REMOVED',

"comput eResource" : {
"vi nConnectionld" : "M/Id oud",
“resourceld" : "044caa79-f09b- 4f Oc-
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}
]

inks" @ {
"self" @ {
“href" . "https://local host:8443/vnflcm v2/vnf_| cmop_occs/

| cOp- 4d08edd3- 4e62- 43eb- bof 8- 7f eOcd6bbb2d"

¥

"vnflnstance" : {

“href" . "https://local host: 8443/ vnflcm v2/vnf _instances/

2d7e5480- 5e68- 4a3e- bla0- c6931af c895f "

1
B
"i sAutomaticlnvocation" : fal se,
"isCancel Pendi ng" : false

}

}

Example of the FAILED LCM scenario:

Response Code : 200 URL: CET: https://<<VNFM HOST | P>>: 8443/ vnf nl
<<vnf m versi on>>/vnf | cm op_occs/ <<{vnf LcnOpCQccl d} >>

Accept: application/json
Content-Type: application/json
Authorization : <Token generated after login>

Response Body:

{
"id": "lcnmOp-536b138e- 192d- 4659- 8457- h9306d4ced88",

"operationState": "FAILED',
"stateEnteredTime": "2021/07/20 07:12:00 GVI",
"start Time": "2021/07/20 06:27:45 GV,
"vnflnstanceld": "dsrNetworkQam ch8802a0- 6358- 4e78- 805d- 392f 8bc9848b",
"operation": "I NSTANTI ATE",
"operationParans": {
"flavourld": "DSR NOAM',
"instantiationLevelld": "ha",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Wl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslinfo": {

"projecth: "ExExEn

"region": "RegionOne",

"usernang": "*rxEExv

"password": tEExEEEN

"userDomain": "Defaul t",

“projectDomai n": "default"”
}
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}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
“ntpServerlp": "10.250.32.10",
“xm Network": {
"nane": "ext-net5-dual ",
“subnet": [
{
"ipVersion": "lPv4",
"name": "ext-net5-ipv4"

}
]
¥
"im Network": {
“name": "im-private",
“subnet": [
{
"ipVersion": "lPv4",
"name": "in-private-sub"
}
]
}
!
b
"error": {
"title": "DsrVnfnGenException",
"status": 500,
"detail": "There is cloud-init failure."
b

"resour ceChanges": {
"af fectedvnfcs": [

{
"id": "FT--8716b8dc- DNCOO",
"changeType": " ADDED',
"comput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "ad5bh378e-40b7-4a83-a31d-ed7bh9ddf 2501"
}
¥
{
"id": "FT--8716b8dc- DNCO1",
"changeType": " ADDED',
"comput eResource": {
"vi mConnectionld": "vimd",
"resourcel d": "dfae8cfd-94c4-4ela-9322-6fc3e583243b"
}
}
]
b
“links": {
"sel f": {

“href": "https://[2606: b400: 605: b813: : b]: 8443/ vnflcm vl/vnf | cmop_occs/

| cmOp- 536b138e- 192d- 4659- 8457- b9306d4ced88"
} ’

"vnflnstance": {
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“href": "https://[2606: b400: 605: b813: : b] : 8443/ vnfl cnf v1/vnf _i nstances/
dsr Net wor kOam ch8802a0- 6358- 4e78- 805d- 392f 8bc9848b"

!
b
"i sAutomaticlnvocation": false,
"isCancel Pendi ng": false
}

Example of LCM operation after MODIFY VNF:

Response Code : 200 URL: CET: https://<<VNFM HOST | P>>: 8443/ vnf nl
<<vnf m versi on>>/vnf | cm op_occs/ <<{vnf LcnOpCQccl d} >>

Accept: application/json
Content-Type: application/json
Authorization : <Token generated after login>

Response Body:

{
"id": "lcnOp-788ddde7- d06b- 46al- abf 5- ddb782c23889",

"operationState": "COVWLETED',
"stateEnteredTi me": "2023/03/06 09:25:03 UTC',
"startTime": "2023/03/06 09:25:02 UTC',
"vnflnstancel d": "2d7e5480-5e68-4a3e-bla0-c6931af c895f",
"operation": "MDI FY_I NFO',
"operationParans": {

“vnflnstanceDescription": "123456",

"vi mConnectionlnfo": null

}

hangedi nfo": {
“vnflnstanceDescription": "123456"
¥
"links": {
"self": {

"href": "https://1ocal host: 8443/ vnflcm v2/vnf | cmop_occs/
| cOp- 788ddde7- d06b- 46al- abf 5- ddb782c23889"

b

"vnflnstance": {

"href": "https://|ocal host: 8443/ vnflcm v2/vnf_instances/

2d7e5480- 5e68- 4a3e- b1a0- c6931af c895f "

}
¥
"i sAutomaticlnvocation": false,
"i sCancel Pending": false
oA
"id": "lcnmOp-df 76590e- 5abd- 4a85- a32f - db136600eae4",
"operationState": "STARTING',
"stateEnteredTi me": "2023/03/06 09:27:50 UTC',
"startTime": "2023/03/06 09:27:50 UTC',
"vnflnstancel d': "2d7e5480-5e68-4a3e-bla0-c6931af c895f",
"operation": "M FY_I NFO',
"operationParans": {
“vnflnstanceDescription": "test",
"vi mConnectionl nfo": {
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"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslinfo": {
"projecth: "ExExEn
"region": "RegionOne",
"usernang": "*xxEExv
"password": tEExEEEN
“userDomain": "Defaul t",
“projectDomain": "default”
}
}
¥
“links": {
"sel f": {

“href": "https://local host: 8443/ vnflcm v2/vnf_| cm op_occs/
| cmOp- df 76590e- 5abd- 4a85- a32f - db136600eae4”
} y
"vnflnstance": {
“href": "https://|ocal host:8443/vnflcm v2/vnf_instances/
2d7e5480- 5e68- 4a3e- b1la0- c6931af c895f"

1
2
"i sAutomaticlnvocation": fal se,
"i sCancel Pendi ng": fal se

14.2 Query All LCM Operation

If the NFVO intends to query all LCM Operation, it sends a GET request to the LCM operation
resource.

The VNFM returns a 200 OK response to the NFVO, and includes zero or more data structures
of type " Vnf LenOpCec” in the payload body.

Sample Request
Query All LCM Operation
URL: GET: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/vnf_| cm op_occs

Sample Response

URL: GET: https://<<VNFM HOST | P>>; 8443/ vnfl cm <<vnf m versi on>>/
vnf _| cm op_occs

Accept: application/json

Cont ent - Type: application/json

Response Body for No VNF |nstances

[]

Response Body for Query All LCM Qperation

[
{
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"id": "lcmOp-ec72c7b4- 7cea- 4201- a0ab- 5¢c0cec66¢f a6”,
"operationState": "STARTING',
"stateEnteredTime": "2019/01/16 05:53:31 UTC',
"startTime": "2019/01/16 05:53:31 UTC',
"vnflnstancel d': "dsrNetworkQam df c4dcd2- 2752- 48b4- 875d- 6¢f 703bad134",
"operation": "I NSTANTI ATE",
"operationParans": {
“flavourld": "DSR NOAM',
"instantiationLevel Id": "smalll",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [1],
"vi mConnectionl nfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslinfo": {
"project”: "ExEEEn
"region": "RegionOne",
"usernang": "FxxEExv
"password": tEExEEEN
“userDomai n": "Defaul t",
“projectDomain": "default"”
}
}
¥
"l ocal i zati onLanguage": "l ocali zationLanguage",
“addi tional Parans": {
"ntpServerlp": "10.250.32.10",
"xm Network": {
"nane": "ext-net7",
"i pVersion": "l Pv4",
"xm Subnet Nane": "ext - net 7- subnet "
}
}
¥
"links": {
"self": {

“href": "https://1ocal host: 8443/ vnflcm vl/vnf | cmop_occs/ I cnp-
ec72c7b4- 7cea- 4201- a0ab- 5¢c0cec66¢f a6"
}l
"vnflnstance": {
“href": "https://local host: 8443/ vnflcm vl/ vnf_instances/dsrNetwor kCam
df c4dcd2- 2752- 48b4- 875d- 6¢f 703ba4134"

}
h
"i sAutomaticlnvocation": false,
"i sCancel Pending": false
b

{
"id": "lcnmOp-00574f a7- 8c4a- 45ac- b7a8- 816bf af 70985",

"operationState": "STARTING',
"stateEnteredTinme": "2019/01/16 06:05:32 UTC',
"startTime": "2019/01/16 06:05:32 UTC',

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 8 of 19



ORACLE Chapter 14
Query All LCM Operation

"vnflnstancel d": "dsrSignaling-08db63da- 6cac- 495f - 8480- baf 368d21cf 7",
"operation": "I NSTANTI ATE",
"operationParans": {

"flavourld": "D AMETER',

"instantiationLevelld": "snall",

"extVirtual Links": "extVirtual Li nks",

"ext ManagedVi rtual Li nks": [

{
"id": "idl",
"resourceld": "3lae9c8b-519e-4316-9a24-45c¢619646d69"
¥
{
"id": "id2",
"resourcel d": "aa9d142d- 89d4- 40e7-a701- 559a993aa5ea"
}
1,
"vi mConnectionl nfo": {
"MWl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"projecth: "ExExEn
“region": "Regi onOne",
"usernang": "FrxEExv
"password": tEEEEEEN
“userDomain": "Defaul t",
“projectDomain": "default"”
}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net7",
"ipVersion": "l Pv4",

"xm Subnet Nane": " ext - net 7- subnet "
}l

"xsi Network": {

"name": "ext-net7",

“ipVersion": "IPv4",

"xsi Subnet Nane": "ext - net 7- subnet "

¥
"ntpServerlp": "10.250.32.10",
"pri mar yNoanVmNane": " NOAMDO- 03ba4134",
"noanSgNanme": "dsr Net wor kCam NOAM 03ba4134_SG'
1
¥
"links": {

"self": {

“href": "https://1ocal host: 8443/ vnflcm vl/vnf_| cmop_occs/
| cOp- 00574f a7- 8c4a- 45ac- b7a8- 816bf af 70985"
¥

"vnflnstance": {
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“href": "https://1ocal host: 8443/ vnflcm vl/vnf_instances/
dsr Si gnal i ng- 08db63da- 6cac- 495f - 8480- baf 368d21cf 7"
}
¥
"i sAutomati cl nvocation": false,
"i sCancel Pending": false

14.3 Query All LCM Operation Using Filter

VNFM supports query all LCM with filter option, where the user need to pass filter data in a
specific format. It support operations such as eq, in, nin, cont, ncont, gte, and Ite.

The VNFM returns a 200 OK response and includes zero or more data structures of type "
Vnf LcnOpQec™ in the payload body.

Format: (operation, field, value)
Example: (eq, operationState, COMPLETED)
Sample Request for Query All LCM Operation with Filter:

Querying All LCM Operation: URL: GET: https://<<VNFM HOST | P>>: 8443/ vnflcm
<<vnf m versi on>>/vnf_| cm op_occs.

Authorization : <Token generated after login>
Filter: (gte,stateEnteredTime,2023/07/08 10:16:00 UTC)

Sample Response:

[

{
"id": "lcnmOp-9cd65a60- 6731- 4ele- 8ecl- 8dh670d910ea",

"operationState": "FAILED',
"stateEnteredTine": "2023/07/08 12:09:51 GMI",
"startTime": "2023/07/08 10:16:52 GMI",
"vnflnstancel d': "dsrSignaling_DRA-7ecac352- 112a- 41el- 9d15- 1f 0c5b789b6f ",
"operation": "I NSTANTI ATE",
"operationParans": {
“flavourld": "D AMETER+STP",
“instantiationLevell1d": "small",

"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [
{
"resourceld": "10.75.189.241"
b
{
"resourceld": "10.75.189. 196"
}

]

i mConnectionlnfo": {

"Wl doud": {
"vimd": "vimid",
"vi nlfype": "QpenStack",
"interfacelnfo": {
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"endpoint": "https://ml-devl. us.oracle.com 5000/ v3"

}

ccessinfo": {
"usernane": "dsrvnfnt,
"password": "YXV0b21hdd vhg==",
"userDonain": "default",
"project Domain": "defaul t",
"project": "VNFM FT1",
"region": "VNFM FT1"
b
"extra": {}
}
}

ocal i zati onLanguage": "localizationLanguage",
"addi tional Params": {
“ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f e00: 1f 7",
"xm Network": {
"name": "ext-net",
"vi pSubnet Name": "ext-net-i pv6-subnet",

“subnet": [
{
"nanme": "ext-net-subnet",
“ipVersion": "IPv4"
¥
{
"name": "ext-net-ipv6-subnet"”,
“ipVersion": "IPv6"
}
]
b
“im Network": {
“name": "im NetworkDual ",
“subnet": [
{
"name": "test1l",
“ipVersion": "IPv4"
¥
{
"name": "test6",
“ipVersion": "IPv6"
}
]
}

"soamAffinityPolicy": "soft-anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",
"ipfeAffinityPolicy": "soft-anti-affinity",
"stpAffinityPolicy": "soft-anti-affinity",
"sbrAffinityPolicy": "soft-anti-affinity",
"udrAffinityPolicy": "soft-anti-affinity",
"xsi Network": [
{
"name": "xsi Networ kDual ",
"subnet": [
{
"nanme": "xsilPv4",
"ipVersion": "IPv4"
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¥
{
“name": "xsilPve",
"ipVersion": "IPv6"
}
]
b
{
"name": "xsi Networ kDual 2",
"subnet": [
{
"name": "xsi Networ kDual 2- 1 Pv4",
"ipVersion": "IPv4"
¥
{
"name": "xsi NetworkDual 2-1Pv6",
"ipVersion": "IPv6"
}
]
}

] L]
“pri maryNoamvVnNanme": " FT- - 8bedbd47- DNQOO",

"noangNane": "FT__ 8bedbd47_ DNOSG'

}
h
"error": {

"title": "DsrVnfnGenException",

"status": 500,

"detail": "There is cloud-init failure."
h

"resour ceChanges": {
"af fectedVnfcs": [
{
"id": "FT--37bfcbh2c- DSC00",
"vdul d": "soant,
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "50d32f55-cle7-46de-985c-5669269a6592"

}

"id": "FT--37bfcbh2c- DSC01",
"vdul d": "soant,
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "8c5ldb6a- 2f bl- 4bce- b457- d5e057e3ed8e"

}

"id": "FT--37bfcb2c- DVPOO",
“vdul d": "danp",
"changeType": "ADDED',
"conput eResource": {

"vi mConnectionld": "vimd",
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]
}

3
{

}

"resourcel d': "5986a9e9- 7b3c

}

"id": "FT--37bfch2c- DMPO1"
“vdul d": "danp",
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vimd"
"resourceld": "O0f822a71-0454

}

"id": "FT--37bfcb2c- D POQ"
"vdul d": "ipfe",
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vinmd"
"resourceld": "916d3f0f-ddc3

}

"id": "FT--37bfch2c- Dl PO1"
“vduld": "ipfe",
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vimd"
"resourceld": "ff1fe735-f63c

}

"id": "FT--37bfcb2c- STPMPOO"
“vduld": "stp",
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vimd"
"resourceld": "db0fa23f-d4dl

}

"id": "FT--37bfcb2c- STPMPOL1"
“vduld": "stp",
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vimd"
"resourceld": "bdce33fc-882b

}

"links": {

"self": {
“href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380] : 8443/
vnflcm vl/vnf _[ cm op_occs/| cnOp- 9cd65a60- 6731- 4ele- 8ecl- 8db670d910ea"

b

“vnflnstance": {
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“href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380] : 8443/
vnfl cm vl/vnf _instances/ dsrSignaling_DRA-7ecac352- 112a- 41el- 9d15- 1f 0c5b789b6f "
}
¥
"i sAutomati cl nvocation": false,
"i sCancel Pending": false

"id": "lcmOp-fbdb7855-db02- 418b- 8859- 1aOb4ecchf 30",
"operationState": "PROCESSING',
"stateEnteredTime": "2023/07/08 10:25:32 GVI'",
"startTime": "2023/07/08 10:22:50 GV,
"vnflnstancel d": "dsrSignaling_DRA-8572edf f - 2822- 41e0- b2a7- b82ef 18f 73d9",
"operation": "I NSTANTI ATE",
"operationParans": {

"flavourld": "D AVETER',

"instantiationLevelld": "small",

"extVirtual Li nks": "extVirtual Li nks",

"ext ManagedVi rt ual Li nks": [

{
"resourcel d": "10.75.189.241"
b
{
"resourceld": "10.75.189. 196"
}
1,
"vi mConnectionlnfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "QOpenStack",
"interfacelnfo": {
"endpoint": "https://ml-devl. us.oracle.com 5000/ v3"
b
"accesslnfo": {
"usernane": "dsrvnfnt,
"password": "YXV0b21hdd vbhg==",
"userDomain": "default",
"projectDomain": "default",
"project": "VNFM FT1",
"region": "VNFM FT1"
b
"extra": {}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f e00: 1f 7",
"xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Nane": "ext-net5-ipv6-subnet”,

“subnet": [
{
"name": "ext-net5-ipv4",
“ipVersion": "IPv4"
¥
{
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"name": "ext-net5-ipv6-subnet",

“ipVersion": "IPv6"
}
]
b
"im Network": {
“name": "xsi Networ kDual 2",
“subnet": [
{
"name": "xsi Net wor kDual 2- | Pv4",
“ipVersion": "IPv4"
¥
{
"name": "xsi Net wor kDual 2-1 Pv6",
“ipVersion": "IPv6"
}
]
}

"daAffinityPolicy": "soft-anti-affinity",

"ipfeAffinityPolicy": "soft-anti-affinity",

"stpAffinityPolicy":
"sbrAffinityPolicy":
“udrAffinityPolicy":
"xsi Network": [

"soft-anti-affinity",
"soft-anti-affinity",
"soft-anti-affinity",

{
"name": "xsi NetworkDual ",
"subnet": [
{
"nanme": "xsilPv4",
"ipVersion": "IPv4"
¥
{
“name": "xsilPve",
"ipVersion": "IPv6"
}
]
b
{
"name": "xsi Networ kDual 2",
"subnet": [
{
"name": "xsi Networ kDual 2-1 Pv4",
"ipVersion": "IPv4"
¥
{
"name": "xsi NetworkDual 2-1Pv6",
"ipVersion": "IPv6"
}
]
}

] il
“primaryNoamvVmNanme": " FT- - 8bedbd47- DNQOO",
“noangNane": "FT__ 8bedbd47_ DNOSG'

}
}
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"resour ceChanges": {
"af fectedVnfcs": [
{
"id": "FT--6a2la54c- DSC00",
"vdul d": "soant,
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "c2150a18-90c1-4c87-848e-9747d79c56f 8"

}

"id": "FT--6a2la54c- DSC01",
"vdul d": "soant,
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "926d7fd9-496f-43d9- ae46-259dc25ee074"

}

"id": "FT--6a2la54c- DMP0OO",
“vdul d": "danp",
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "748bb2f1-fe85-4736-854f-8a2ecaldbd7f"

}

"id": "FT--6a2la54c- DMPOL1",
“vdul d": "danp",
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "cb72d77f-df 03-4514- 88ed- 068c28847f 48"

}

"id": "FT--6a2la54c- Dl POQ",
“vduld": "ipfe",
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "32257af 4- 284c- 4d44- b953- d561de6cal76"

}

"id": "FT--6a2la54c- Dl PO1",
“vduld": "ipfe",
"changeType": "ADDED',
"conput eResource": {
"vi mConnectionld": "vimd",
"resourceld": "44edbf34-36a7-4dbl-9459-ce8241e45cc6"
}
}
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]
¥
"links": {
"self": {
“href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380] : 8443/
vnflcnf vl/vnf _| cm op_occs/ | cnOp- f bdb7855- db02- 418b- 8859- 1aOb4ecc5f 30"
1,
“vnflnstance": {
“href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380] : 8443/
vnflcm vl/vnf_i nstances/ dsr Si gnal i ng_DRA-8572edf f - 2822- 41e0- b2a7- b82ef 18f 73d9"

1
b
"i sAutonati cl nvocation": false,
"i sCancel Pending": false

"id": "lcnOp- 8b44df a9- 839e- 439e- baa7- 6d6bd8da247c",
"operationState": "COVWLETED',
"stateEnteredTime": "2023/07/08 10:16:13 GVI",
"startTime": "2023/07/08 09:53:14 GV,
"vnflnstancel d': "dsrNetworkOam DRA- 404255ac- a565- 4549- 9665- f de586f eac99",
"operation": "I NSTANTI ATE",
"operationParans": {
“flavourld": "DSR NOAM',
"instantiationLevel ld": "HA",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [1],
"vi mConnectionlnfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "QOpenStack",
"interfacelnfo": {
"endpoint": "https://ml-devl. us.oracle.com 5000/ v3"
¥
"accessinfo": {
"usernane": "dsrvnfnt,
"password": "YXV0b21hdd vhg==",
"userDomai n": "default",
"projectDomain": "default",
"project": "VNFM FT1",
"region": "VNFM FT1"
¥

"extra": {}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
“ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f e00: 1f 7",
"xm Network": {
"nane": "ext-net",
"vi pSubnet Name": "ext-net-ipv6-subnet",
"subnet": [
{
"nanme": "ext-net-subnet",
“ipVersion": "IPv4"

b
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{
"name": "ext-net-ipv6-subnet”
“ipVersion": "IPv6"
}
]
b
“im Network": {
“name": "im NetworkDual ",
“subnet": [
{
"name": "test1l"
“ipVersion": "IPv4"
¥
{
"name": "testo6",
“ipVersion": "IPv6"
}
]
}

}

¥

"resour ceChanges": {
“af fectedvnfcs": [

{
"id": "FT--8bedbd47- DNCOO"
“vduld": "noant,
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vimd"
"resourceld": "4e77e775-2d4d-4246-ac02-e83997217087"
}
1
{
"id": "FT--8bedbd47- DNCO1"
“vduld": "noant,
"changeType": " ADDED'
"conput eResource": {
"vi mConnectionld": "vimd"
"resourceld": "5b808545- 1bbe-4el10- beff-bce21650301f"
}
}
]
h
"links": {
"self": {

“href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380] : 8443/
vnflcm vl/vnf _I cm op_occs/ | cnOp- 8b44df a9- 839e- 439e- baa7- 6d6bd8da247¢"
b,
“vnflnstance": {
“href": "https://[2606: b400: 605: b818: 6e41: 6aff: fec7: 8380] : 8443/
vnflcm vl/ vnf_i nstances/ dsr Net wor kOam DRA- 404255ac- a565- 4549- 9665-
f de586f eac99"
}
¥
"i sAutomaticl nvocation": false
"i sCancel Pending": false
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Terminating a VNF

This procedure represents the Terminate VNF operation. The client can use this procedure to
terminate a VNF instance. The POST method terminates a VNF instance.

Following are the two types of request parameters for the Terminate VNF operation:

* FORCEFUL : The VNFM deletes the VNF and releases the resources immediately after
accepting the request.

GRACEFUL : After accepting the request, the VNFM first validates if the VNF configuration
is cleaned up. Once the validation is successful, VNFM deletes the VNF and releases the
resources.

@ Note

VNFM does not support clean-up or reverse cloud-init. The user must manually
clean the configuration before Graceful Termination.

Below table describes the parameters used for sending request to VNFM.

Table 15-1 Parameters and Definitions for Terminating VNF

Parameters Definitions
term nationType Indicates whether forceful or graceful termination is
requested.

15.1 Forceful Termination

The VNFM will delete the VNF immediately after accepting the request. The instance file is
updated with VNF Operational State set to STOPPED.

@® Note

If the VNF is still in service, requesting forceful termination can adversely impact the
network service.
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Figure 15-1 Forceful termination

| Orchestrator |: DSR VNFM OpenStack
Terminate Vnf Instance/

{ terminationType : FORCEFUL }

202 Accepted (VnfLcmOpOcc)

Terminate Stack

Granting Exchange (v2)
Stack Status

Update VNF

? Instance data 8
—

Terminating DSR and SDS VNF Instance Forcefully
Sample Request:

Request URL: POST: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/
vnf _instances/< VNF ID received fromcreate request>/termnate

Accept: application/json
Cont ent - Type: application/json

Aut hori zation: Token generated after |ogin

{
}

"termnationType": "FORCEFUL"

Sample Response

Response Code: 202

{

[ ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf_| cm op_occs/
| cOp- f b21f 9d3- 43ad- 46¢d- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GVl

content-length: O content-type:

application/xm

15.2 Graceful Termination

The VNFM first validates if the VNF configuration is cleaned up after accepting the request.
Once that configuration is cleaned, the VNFM deletes the VNF. Then the instance file is
updated with VNF Operational State set to STOPPED.
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If AppWorks configurations are not cleaned manually and the orchestrator tries to do graceful
termination for that VNF, then the termination of VNF fails.

® Note

e User must manually cleanup the AppWorks configurations before doing Graceful
Termination.

« graceful Term nati onTi neout is the sleep time given before Graceful stack
termination.

Steps for cleaning up the AppWorks Configuration for Signaling Stack of DSR and SDS:

1. Open corresponding Active NOAM GUI of the Signaling instance.

2. In Status & Manage tab, under HA, edit the Max Allowed HA Role of instances of the
Signaling stack as OOS.

3. In Configuration tab, under Server Groups, edit the corresponding server groups of the
instances and uncheck SG Inclusion for the Server, and click OK. After this step, the
excluded Servers must disappear in Status & Manage -> Server section.

4. As alast step, go to Configuration and Servers section, select the servers that needs to
be deleted and click Delete.

@® Note

For DSR / SDS Signaling VNF clean up, the user must perform the above
steps twice, first for C-level servers and then repeat the steps for B-level

Figure 15-2 Graceful termination

Orchestrator :I

Servers.

In case of re-deployment Places present at Configuartion - Places of the
existing signaling setup need to be deleted manually from DSR GUI of Active

NOAM.

DSR VNFM

Terminate Vnf Instance/
{ terminationType : GRACEFUL }

202 Accepted (VnfLemOpOcc)

Granting Exchange (v2)
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Terminating DSR and SDS VNF Instance Gracefully
Sample Request:

Request URL: POST: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/
vnf _instances/< VNF I D received fromcreate request>/terninate

Accept: application/json
Cont ent - Type: application/json

Aut hori zation : <Token generated after |ogin>

{
"term nationType": "GRACEFUL",

"graceful TernminationTi meout": 0

}

Sample Response
RResponse Code : 202

{

[ ocation: https://local host: 8443/ vnflcm <<vnfm versi on>>/vnf | cm op_occs/
| cOp- f b21f 9d3- 43ad- 46cd- a03f - 7220bb36a5c6

date: Tue, 29 Jan 2019 10:39:24 GV
content-length: O content-type:

application/xm
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Segregation of OAM and Replication Traffic
Support (VNFM - V1)

This feature supports the following:
e Separate network for OAM and Replication traffic
e Supports DSR NOAM and Signaling VNFs.

Replication traffic is optional for a user where it can be used as either Inter-NE network
(xmiRepl) or Intra-NE network (imiRepl) or Both or None. xmiRepl/imiRepl and xmi/imi
supports Single, Dual, and Mix mode subnet, where both OAM and Replication service
network can be on IPV4 or IPV6.

For Signaling VNF, it supports for all the following flavours:

- DIAMETER
- SBR
- UDR
- STP

In the scenario where both VNFM and VIM networks are in IPv6, user should ensure that both
NOAM and Signaling have same replication network.

The user can configure the new xmiRepl and imiRepl in the same or different interface based
on NOAM and Signaling VNFs.

While instantiating with xmiRepl/imiRepl, inside these the network address of the subnets are
to be provided for the networks being used.

The following details must be provided only if the replication networks are in different cloud and
not overlapping subnets or it it is applicable only for remote network addresses and not for
local network addresses:

* Noam contains - soamRepINetworkAddress/soamIimiRepINetworkAddress ,
drNoamRepINetworkAddress/drNoamImiRepINetworkAddress

*  Signaling contains - noamRepINetworkAddress/noamimiReplINetworkAddress ,
drNoamRepINetworkAddress/drNoamImiRepINetworkAddress

* DR-Noam contains - noamRepINetworkAddress/noamImiRepINetworkAddress

VNFM configures Services under Networking, based on the following user inputs:

e If user input contains both xmiRepl and imiRepl.

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 1 of 29



ORACLE’

Virtual Network Functions Manager Installation and User Guide

G42908-01

Copyright © 2019, 2025, Oracle and/or its affiliates.

Main Menu: Configuration -> Networking -> Services

Name

OAM

Replication
Signaling
HA_Secondary
HA_MP_Secondary
Replication_MP
ComAgent

If user input contains only xmiRepl.

Intra-NE Network
imi

imiRepl
Unspecified
Unspecified
Unspecified

imi

imi

Main Menu: Configuration -> Networking -> Services

Chapter 16

Fri Jul

Inter-NE Network

xmi
xmiRepl
Unspecified
Unspecified
Unspecified
Unspecified

Unspecified

Name

OAM

Raplication
Signaling
HA_Secondary
HA_MP_Secondary
Raplication_MP
ComAgent

If user input contains only imiRepl.

Intra-NE Network
imi

xmiRepl
Unspecified
Unspecified
Unspecified

imi

imi

Main Menu: Configuration -> Networking -> Services

Name

OAM

Replication
Signaling
HA_Secondary
HA_MP_Secondary
Replication_MP

ComAgent

@® Note

Intra-NE Network
imi

imiRepl
Unspecified
Unspecified
Unspecified

imi

imi

Inter-NE Network

xmi
xmiRepl
Unspacified
Unspecified
Unspecifiad
Unspacifiad

Unspacified

Inter-NE Metwork
xmi

imiRepl
Unspecified
Unspecified
Unspecified
Unspecified

Unspecified

Fri Jul

e The networks used for all the interfaces (xmi, imi, imiRepl and xmiRepl) should be

different.

e Use only Public Networks for replication interfaces (xmiRepl and imiRepl).

e The replication network address must be passed in the request body only if the
replication networks are on different cloud and not overlapping subnets or for

remote network addresses.
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16.1 Sample request for DYNAMIC IP model of NOAM VNF in
Dual Subnet

Following is the sample request for Segregation of OAM and Replication Traffic for DYNAMIC
IP model of NOAM VNF (Dual Subnet):

Instantiating NOAM Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/ vnf _i nst ances/ <
VNF ID received fromcreate request>/instantiate
Accept: application/json
Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"flavourld": "DSR NOAM',
"instantiationLevelld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Wl doud": {
"vimd"': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://nmvl-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {
"project”: "rxExEn
"region": "Regi onOne",
"usernang"; "rrEEEET
"password": tEExEEED
"userDonain": "Default",
“projectDomain": "default”
}
}
1
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual ",
"vi pSubnet Nane": "ext-net5-ipv6-subnet”,
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”

¥
{
"ipVersion": "lPv4",
"name": "ext-net5-ipv4"
}
]
¥
"im Network": {
"name": "im NetworkDual ",
"subnet": [{
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"ipVersion": "IPv6",
"name": "testo6"

1
{
"ipVersion": "lPv4",
"name": "testl1l"
}
]
1
"xm Repl Network": {
"nanme": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet”
1
{
"ipVersion": "lPv4",
"name": "ext-net-subnet"
}
]
1
"im Repl Network": {
"name": "xsi NetworkDual 3",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 3-1 Pv6"
1
{
"ipVersion": "lPv4",
"name": "xsi Networ kDual 3-1 Pv4"
}
]
1
“ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f e00: 1f 7",
“flavor": "dsr.noant,

"image": "DSR-9.2.0.0.0.vndk",

"avail abilityZone": "nova",

"noamAffinityPolicy": "anti-affinity",

"soanRepl Net wor kAddress": ["2606: b400: 605: b818: : /64",
"10.75.189. 128/ 25" ],

"soam m Repl Net wor kAddress": ["2001: db8: 1225::/64",
"192.168. 18. 0/ 24"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: : / 64",
"10.75.217.0/24"],

"dr Noam mi Repl Net wor kAddr ess": ["2001: db8: 1227: :/ 64",
"192. 168. 20. 0/ 24"]

}
}

® Note

vi pSubnet Nane field is to be used only in case of Dual Subnet.
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16.2 Sample request for DYNAMIC IP model of NOAM VNF in
Single Subnet

Following is the sample request for request for Segregation of OAM and Replication Traffic for
DYNAMIC IP model of NOAM VNF (Single Subnet)

Instantiating NOAM Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>/ vnf _i nst ances/ <
VNF ID received from
create request>/instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"flavourld": "DSR NOAM',
"instantiationLevelld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"Wl doud": {
"vimd"': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://nmvl-devl. us. oracl e. com 5000/ v3"
1
"accesslnfo": {
"project”: "rxExEN
"region": "Regi onOne",
"usernang"; "rrEEEET
"password": tEEEEEED
"userDonain": "Default",
“projectDomain": "default”
}
}
1
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Nane": "ext-net5-ipv6-subnet”,
"subnet": [{
"ipVersion": "l Pv6",
"name": "ext-net5-ipv6-subnet”

1

b

"im Network": {
"name": "im NetworkDual ",
"subnet": [{

"ipVersion": "l Pv6",
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"nane": "testo6"

1
}

"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net-ipvé-subnet”

1
}

"im Repl Network": {
"name": "xsi NetworkDual 3",
"subnet": [{

"ipVersion": "IPv6",

“nane": "xsi NetworkDual 3-1Pv6"

H
¥
“ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f e00: 1f 7",
“flavor": "dsr.noant,

"imge": "DSR-9.2.0.0.0.vndk",

"avail abilityZone": "nova",

"noamAffinityPolicy": "anti-affinity",

"soanRepl Net wor kAddress": ["2606: b400: 605: b818::/64"],
“soam m Repl Net wor kAddress": ["2001:db8:1225::/64"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: :/64"],
"dr Noam mi Repl Net wor kAddress": ["2001: db8: 1227::/64"]

16.3 Sample request for FIXED IP model of NOAM VNF in Dual
Subnet

Following is a sample for Segregation of OAM and Replication Traffic for FIXED IP model of
NOAM VNF (Dual Subnet).

Instantiating NOAM Request generated

URL: hhttps://<<VNFM HOST | P>>: 8443/ vnf| cml <<vnf m ver si on>>/ vnf _i nstances/
<VNF ID received fromcreate request > request>/instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"flavourld": "DSR NOAM',
"instantiationLevel ld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"MWl doud": {
"vimd"': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
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“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"

}

ccessinfo": {
"project": "ErExEn
"region": "RegionOne",
"usernang": "xxxkkkn
"password": tEExEEEN
"userDonmai n": "Default",
“projectDomain": "default”

}
}

ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Narme": "ext-net5-i pv6- subnet”,
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”,
"fixedl ps": {
“primryNoanm p": "2001:db8: 1221:: 341",
“secondaryNoam p": "2001:db8: 1221::193",
"noanVi p": "2001:db8: 1221::194"

}
3
{
"ipVersion": "lPv4",
"name": "ext-netb-ipv4d",
"fixedlps": {
“primryNoam p": "10.75.189. 224",
"secondar yNoam p": "10.75.189. 225"
}
}
]
b
"im Network": {
"name": "im NetworkDual ",
"subnet": [{

"ipVersion": "IPv6",

"nanme": "test6",

"fixedlps": {
"“primaryNoanm ni | p":

"2606: b400: 605: b818: 6e41: 6aff: fec7: 80e0",

"secondar yNoam ni | p":

"2606: b400: 605: b818: 6e41: 6af f: fec7: 80f 9"

}

"ipVersion": "I Pv4",
"name": "test11",
"fixedlps": {
“primryNoam m | p": "10.75.189. 224",
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"secondaryNoam mi | p": "10.75.189. 236"

}
}
]
b
"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet"”,
"fixedlps": {
"primaryNoanRepl Xni | p": "2001: db8: 1221: : 341",
"secondar yNoanRepl Xni | p": "2001: db8: 1221:: 193"
}
b
{
"ipVersion": "lPv4",
"name": "ext-net-subnet",
"fixedlps": {
“primaryNoanRepl Xmi | p": "192.168.2.1",
"secondar yNoanRepl Xmi | p": "192.168. 2. 2"
}
}
]
b
"im Repl Network": {
"name": "xsi Networ kDual 3",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 3-1Pv6",
"fixedlps": {
“primaryNoanRepl I mi|p": "2001: db8: 1244:: 1lab",
"secondar yNoanRepl I mi | p": "2001: db8: 1244:: 1cf"
}
b,
{
"ipVersion": "lPv4",
"name": "xsi Networ kDual 3-1Pv4",
"fixedlps": {
“primryNoanRepl Imilp": "10.75.23.1",
"secondar yNoanRepl I mi | p": "10.75.23.2"
}
}
]
b
“ntpServerlp": "2606:b400: 605: b912: 200: 5ef f : f e00: 1f 7",
“flavor": "dsr.noant,

"image": "DSR-9.2.0.0.0.vmdk",
"avail abilityZone": "nova",
"noamAffinityPolicy": "anti-affinity",
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"soanRepl Net wor kAddress": ["2606: b400: 605: b818: : /64",
"10. 75.189. 128/ 25" ],

"soam mi Repl Net wor kAddress": ["2001: db8: 1225::/64",
"192.168. 18. 0/ 24"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: : / 64",
"10.75.217.0/24"],

“dr Noam mi Repl Net wor kAddress": ["2001: db8: 1227::/64",
"192. 168. 20. 0/ 24"]

}

}

® Note

"vipSubnetName" field has to be used only in case of Dual Subnet.

16.4 Sample request for FIXED IP model of NOAM VNF in Single

Subnet

Following is a sample request for Segregation of OAM and Replication Traffic for FIXED IP
model of DSR NOAM VNF (Single Subnet).

Instantiating the NOAM Request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnf| cm <<vnfm ver si on>>/ vnf i nst ances/ <
VNF ID received fromcreate request>/instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"flavourld": "DSR NOAM',
"instantiationLevel ld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [],
"vi mConnectionl nfo": {
"MWl doud": {
"vimdd"': "vimd",
"vimlype": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslnfo": {

"project": "ExExEn

“region": "RegionOne",

"usernang": "FFEFEEL

“password": trExEEEL

“userDomain": "Defaul t",

“projectDomain": "default"”
}
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"l ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Narme": "ext-net5-i pv6- subnet”,
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net5-ipv6-subnet”,
“fixedlps": {
"primaryNoam p": "2606: b400: 605: b818: 6e41: 6aff: fec?
"secondar yNoam p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 80f9",
"noanVi p": "2606: b400: 605: h818: 6e41l: 6aff: fec7: 80f c"

}
1
}

"im Network": {
"name": "im NetworkDual ",
"subnet": [{
"ipVersion": "IPv6",
“name": "test6",
“fixedlps": {
"primaryNoam ni | p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 8010",
"secondar yNoam ni | p":
"2606: b400: 605: b818: 6e41: 6aff: fec7: 8019"

}
H
}

"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net-ipv6-subnet",
“fixedlps": {
"primaryNoanRepl Xmi | p": "2001: db8: 1221:: 341",
"secondar yNoanRepl Xni | p": "2001: db8: 1221:: 193"

1
}

"im Repl Network": {
"name": "xsi Networ kDual 3",
"subnet": [{
"ipVersion": "IPv6",
"nanme": "xsi NetworkDual 3-1Pv6",
“fixedlps": {
"primaryNoanRepl I mi | p": "2001: db8: 1244:: 1lab",
"secondar yNoanRepl I mi | p": "2001: db8: 1244: : 1cf"

1
}

“ntpServerlp": "2606:b400: 605: b912: 200: 5ef f : f e00: 1f 7",
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“flavor": "dsr.noant,

"image": "DSR-9.2.0.0.0.vndk",

"avail abilityZone": "nova",

"noamAffinityPolicy": "anti-affinity",

"soanRepl Net wor kAddress": ["2606: b400: 605: b818::/64"],
“soam mi Repl Net wor kAddress": ["2001:db8:1225::/64"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: :/64"],
“dr Noam mi Repl Net wor kAddress": ["2001: db8: 1227::/64"]

16.5 Sample request for Signaling flavor DIAMETER with
multiple xsi for dynamic IP in Dual Subnet deployment model

Following is a sample request for Segregation of OAM and Replication Traffic for Signaling
flavor DIAMETER with multiple xsi (1,2,4 xsi interface) for dynamic IP (Dual Subnet)
deployment model.

Instantiating the first signhaling VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cn <<vnfm versi on>>/ vnf i nstances/ <
VNF ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>

{
"flavourld": "D AMETER',

"instantiationLevelld": "snmall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
n i dll : nn ,
"virtual Li nkDescl d": "active NOAM',
"resourcel d': "8a4dlec6-367a-4bla-978d-2c4eael3daec3”

¥
{
“id'ott
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce71e3"
}
1,
"vi mConnectionl nfo": {
"MWl doud": {

"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
}1
"accesslinfo": {

nproJ eCt n: Mk kikxx

“region": "Regi onOne",
"usernang": "xxxkkkn
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"paSSV\Drd" ll******ll,
“userDomain": "Defaul t",
“projectDomain": "default”

}
}

ocal i zati onLanguage": "localizationLanguage",
"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual",

"vi pSubnet Narme": "ext-net5-i pv6- subnet”,

"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet"”

b
{
"ipVersion": "lPv4",
"name": "ext-net5-ipv4"
}
]
b
“im Network": {
"name": "im NetworkDual ",
"subnet": [{
"ipVersion": "IPv6",
"name": "testo6"
b
{
"ipVersion": "lPv4",
"name": "testl1l"
}
]
}

"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet”

}1
{
"ipVersion": "IPv4",
"name": "ext-net-subnet"
}

]
¥
"im Repl Network": {
"name": "xsi Networ kDual 3",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 3-1 Pv6"

b
{

"ipVersion": "I Pv4",

"name": "xsi Networ kDual 3-1 Pv4"
}
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1
"xsi Network": [{
"name": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
b
{
“ipVersion": "l Pv4",
"name": "xsilPv4"
!
]
b
{
"nane": "xsi NetworkDual 2",
“subnet": [{
"ipVersion": "IPv6",
“nane": "xsi NetworkDual 2- | Pv6"
b
{
“ipVersion": "l Pv4",
“nane": "xsi NetworkDual 2-| Pv4"
!
]
1
]

"ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f 00
“primar yNoanVmNane": " NOAMDO- 32cd6138",
“noanSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanfl avor": "dsr.soant,

"soam mage": "DSR-9.2.0.0.0.vndk",

"soamAvai l abi | i tyZone": "nova",

"ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.2.0.0.0.vmdk",

"i pf eAvail abi lityZone": "nova",

“daFl avor": "dsr.da",

“dal mage": "DSR-9.2.0.0.0.vndk",

“daAvai |l abilityZone": "nova",

“stpFlavor": "dsr.stp",

“stplmage": "DSR-9.2.0.0.0.vndk",

"stpAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",

Chapter 16

Sample request for Signaling flavor DIAMETER with multiple xsi for dynamic IP in Dual Subnet deployment model

C1f 7T,

“noanRepl Net wor kAddress": ["2606: b400: 605: b84a: : / 64",

"10.75.234.0/ 25"],

“noam m Repl Net wor kAddress": ["2001: db8: 1224::/64",

"192. 168. 25. 0/ 24"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849

"10.75.217.0/24"],

164",

"dr Noam mi Repl Net wor kAddr ess": ["2001: db8: 1227: :/ 64",

"192. 168. 20. 0/ 24"]
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@® Note

"vipSubnetName" field is to be used only in case of Dual Subnet.

vnfConfigurableProperties:

{
"ntpServerlp": "10.250.32.10",
“im Network": {
"name": "im NetworkDual ",
"subnet": [{
"nane":. "test1ll",
"ipVersion": "IPv4"
b
{

"nanme": "test6",
"ipVersion": "IPv6"

]
b
"xsi Net wor kCount ": 4,
“primar yNoanVnNane": " csar No- DNOOO",
"noanSgName”: "csar No_DNOSG',
“noamXmi | ps": |

"10. 75. 189. 150",

"10. 75.189. 212"

16.6 Sample request for Signaling flavor DIAMETER with
multiple xsi for dynamic IP in Single Subnet deployment model

Following is a sample request for Segregation of OAM and Replication Traffic for DSR
Signaling flavor DIAMETER with multiple xsi (1,2,4 xsi interface) for dynamic IP (Single
Subnet) deployment model.

Instantiating the first sighaling VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnf| cni <<vnf m ver si on>>
/vnf_instances/ < VNF ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>

{
"flavourld": "D AMETER',

"instantiationLevelld": "small",
"extVirtual Links": "extVirtual Li nks",
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"ext ManagedVi rtual Li nks": [{
n i dll : nn ,
"virtual Li nkDescl d": "active NOAM',
"resourcel d': "8a4dlec6-367a-4bla-978d-2c4eae3daec3"”

b
{
“id'ott,
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce71e3"
}
1,
"vi mConnectionl nfo": {
"MWl doud": {
"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
¥
"accesslinfo": {
"project”: "ExEEEn
"region": "RegionOne",
"usernang": "FxxEExv
"password": tEExEEEN
“userDomai n": "Defaul t",
“projectDomain": "default"”
}
}
¥
"l ocal i zati onLanguage": "l ocalizationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Narme": "ext-net5-i pv6- subnet”,
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net5-ipv6-subnet”

H
b
“im Network": {
"name": "im NetworkDual ",
"subnet": [{
"ipVersion": "IPv6",
"name": "test6"
H
b
"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net-ipvé-subnet”
H
}

"im Repl Network": {
"name": "xsi Networ kDual 3",
"subnet": [{

"ipVersion": "IPv6",

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 15 of 29



ORACLE Chapter 16
Sample request for Signaling flavor DIAMETER with multiple xsi for fixed IP in Dual Subnet deployment model

name": "xsi Net wor kDual 3-1 Pv6"

1
b
"xsi Network": [{
"name": "ext-net2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsilPv6"
1
b
{
"nane": "xsi NetworkDual 2",
“subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 2- | Pv6"
1
!
]

“ntpServerlp": "10.250.32.10",

“pri mar yNoanVmNane": " NOAMDO- 32cd6138",

“noanSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,

"soam mage": "DSR-9.2.0.0.0.vndk",

"soamAvai l abi | i tyZone": "nova",

“ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.2.0.0.0.vmdk",

"i pf eAvail abi lityZone": "nova",

“daFl avor": "dsr.da",

“dal mage": "DSR-9.2.0.0.0.vndk",

“daAvai |l abilityZone": "nova",

“stpFlavor": "dsr.stp",

"stplmage": "DSR-9.2.0.0.0.vndk",

"stpAvail abilityZone": "nova",

"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",
"stpAffinityPolicy": "soft-anti-affinity",

“noanRepl Net wor kAddress": ["2606: b400: 605: b84a: :/64"],
“noam mi Repl Net wor kAddress": ["2001:db8:1224.:/64"],
" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: :/64"],
“dr Noam mi Repl Net wor kAddress": ["2001: db8: 1227::/64"]

16.7 Sample request for Signaling flavor DIAMETER with
multiple xsi for fixed IP in Dual Subnet deployment model

Following is a sample request for Segregation of OAM and Replication Traffic for DSR
Signaling flavor DIAMETER with multiple xsi (1,2,4 xsi interface) for Fixed IP (Dual Subnet)
deployment model.
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Instantiating the first sighaling VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/ vnf i nstances/ <
VNF ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>

{
"flavourld": "D AMETER',

"instantiationLevelld": "snmall",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"idto",
"virtual Li nkDescl d": "active NOAM',
"resourcel d': "8a4dlec6-367a-4bla-978d-2c4eae3daec3”

¥
{
“id'otty
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623- 8da3-9c500cce71e3"
}
1,
"vi mConnectionl nfo": {
"MWl doud": {
"vimd': "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://nml-devl. us. oracl e. com 5000/ v3"
¥
"accesslnfo": {
"project"; "ExExEn
"region": "Regi onOne",
"usernang": "*xrFExM
"password"; "rExExEL
"userDonain": "Default",
“projectDomain": "default"”
}
}
¥
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Nane": "ext-net5-ipv6-subnet",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”,
"fixedlps": {
“primarySoamXm | p": "2001: db8: 1221:: 254",
"secondarySoamXm | p": "2001:db8: 1221:: 2fe",
"soanVi p": "2606: b400: 605; b813: : 3c",
“dampXmi | ps": ["2001: db8: 1221:: 255",
"2001: db8: 1221::100"],
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"ipfeXmlps": ["2001: db8: 1221:: 22a",
"2001: db8: 1221: : 2ca"]

1
¥
{
"ipVersion": "lPv4",
"name": "ext-net5-ipv4",
"fixedlps": {
“primrySoamXnmi | p": "10.75.189. 54",
"secondarySoamXm | p": "10.75.189. 55",
"danpXm | ps": ["10.75.189.56", "10.75.189.57"],
"ipfeXmlps": ["10.75.189.58", "10.75.189.59"]
1
}
]
¥
“im Network": {
"name": "im NetworkDual ",
"subnet": [{

"ipVersion": "IPv6",
"name": "testo6",
"fixedl ps": {
“primrySoam nilp": "2001: db8: 1234::2d9",
"secondarySoam mi | p": "2001:db8: 1234:: 3c5",
"danpl m | ps": ["2001: db8: 1234:: 162",
"2001: db8: 1234::27"],
"ipfelmlps": ["2001: db8: 1234::109",
"2001: db8: 1234: : 161" ]

}
¥
{
"ipVersion": "l Pv4",
"name": "test11",
"fixedlps": {
“primrySoam nilp": "10.75.189. 191",
"secondarySoam mi | p": "10.75.189.192",
“danplm | ps": ["10.75.189.193", "10.75.189.194"],
“ipfelmlps": ["10.75.189.195", "10.75.189.196"]
}
}

]
b
"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet"”,
"fixedl ps": {
"primarySoanRepl Xnmi | p": "2001: db8: 1221: : 254",
"secondar ySoanRepl Xmi | p": "2001: db8: 1221: : 2f e",
"danpRepl Xmi | ps": ["2001: db8: 1221: : 255",
"2001: db8: 1221::100"],
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"i pf eRepl Xmi I ps": ["2001: db8: 1221:: 22a",
"2001: db8: 1221: : 2ca"]

!
1
{
"ipVersion": "lPv4",
"name": "ext-net-subnet",
"fixedlps": {
"primarySoanRepl Xmi | p": "10.75.291.1",
"secondar ySoanRepl Xmi | p": "10.75.291. 2",
"danpRepl Xmi I ps": ["10.75.291.3", "10.75.291.4"],
"i pf eRepl Xmi I ps": ["10.75.291.5", "10.75.291.6"]
!
}

]
b
"im Repl Network": {
"name": "xsi NetworkDual 3",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi NetworkDual 3-1Pv6",
"fixedlps": {
“primrySoanRepl I mi|lp": "2001: db8: 1244:: 26f",
"secondarySoanRepl I mi | p": "2001: db8: 1244: :d9",
“danpRepl I mi I ps": ["2001: db8: 1244: : 2d8",
"2001: db8: 1244::7c"],
"ipfeReplImlps": ["2001: db8: 1244:: 37a",
"2001: db8: 1244: : a9"]

1
1
{
"ipVersion": "l Pv4",
"nanme": "xsi Networ kDual 3-1Pv4",
"fixedlps": {
“primarySoanRepl I m|Ip": "192.168.75.1",
"secondarySoanRepl I mi |l p": "192.168.75. 2",
"danpRepl I mi [ ps": ["192.168.75.3", "192.168. 75.
"ipfeRepl Imlps": ["192.168.75.5", "192.168. 75.
1
}
]
¥
“xsi Network": [{
"name": "ext-net2",
“subnet": [{

"ipVersion": "IPv6",
“name": "xsilPve",
“fixedlps": {
"danpXsi | ps": ["fdOd: deba: d97c: 2d: : 33c",
"fd0d: deba: d97c: 2d: : 411"],
"ipfeXsilps": ["fdOd: deba: d97c: 2d: : 253",
"fd0d: deba: d97c: 2d: : 27b"]
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}
b
{
“ipVersion": "l Pv4",
"name": "xsilPv4",
“fixedlps": {
"danpXsi | ps": ["192.163.41. 1", "192.163.41.2"],
"ipfeXsilps": ["192.163.41.3", "192.163.41.4"]
}
!
]
b
{

"name": "xsi Net wor kDual 2",

“subnet": [{
"ipVersion": "IPv6",
"nane": "xsi NetworkDual 2-1Pv6",
“fixedlps": {

"danpXsi | ps": ["fdOd: deba: d97c: 2d: : 33c",

"fd0d: deba: d97c: 3d:: 412"],

"ipfeXsilps": ["fdOd: deba: d97c: 2d: : 253",

"fd0d: deba: d97c: 3d:: 27c"]

}
h
{
“ipVersion": "l Pv4",
"name": "xsi Networ kDual 2-1 Pv4",
“fixedlps": {
"danpXsi | ps": ["192.163.42.1", "192.163.42.2"]
"ipfeXsilps": ["192.163.42.3", "192.163.42.4"]
}
1

}
]

" primar yNoanmVmNane": " NOAMDO- 32cd6138",
“noanfSgNane": "dsr Net wor kGam NOAM 32¢d6138_SG',
"soanFl avor": "dsr.soant,

"soam mage": "DSR-9.2.0.0.0.vndk",
"soamAvai l abi | i tyZone": "nova",
“ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.2.0.0.0.vmdk",

"i pfeAvail abi lityZone": "nova",

"daFl avor": "dsr.da",

“dal mage": "DSR-9.2.0.0.0.vndk",

“daAvai |l abilityZone": "nova",
“stpFlavor": "dsr.stp",

"stplmage": "DSR-9.2.0.0.0.vndk",
"stpAvail abilityZone": "nova",
"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
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"daAffinityPolicy": "soft-anti-affinity",
"noanRepl Net wor kAddress": ["2606: b400: 605: b84a: : / 64",

"10.75.234.0/ 25"],

“noam mi Repl Net wor kAddress": ["2001: db8: 1224::/64",

"192. 168. 25. 0/ 24"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: : / 64",

"10.75.217.0/24"],

“dr Noam mi Repl Net wor kAddress": ["2001: db8: 1227::/64",

"192. 168. 20. 0/ 24"]

}

}

® Note

"vipSubnetName" field is to be used only in case of Dual Subnet.

16.8 Sample request for Signaling flavor DIAMETER with
multiple xsi for fixed IP in Single Subnet deployment model

Following is a sample request for Segregation of OAM and Replication Traffic for DSR
Signaling flavor DIAMETER with multiple xsi (1,2,4 xsi interface) for Fixed IP (Single Subnet)
deployment model.

Instantiating the first sighaling VNF request generated

URL: https://<<VNFM HOST | P>>; 8443/ vnfl cm <<vnf m versi on>>
/vnf _instances/ < VNF ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>

{

"flavourld": "D AVETER',
"instantiationLevelld": "small",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
“idtsott,
"virtual Li nkDescl d": "active NOAM',
“resourcel d": "8addlec6- 367a-4bla- 978d- 2c4eae3daec3”

¥
{
“idhott,
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "2bed5886-8c97-4623-8da3-9c500cce7le3"
}
1,
"vi mConnectionlnfo": {
"MWl doud": {

"vimd": "vinmd",
"vi nType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
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“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"

}

ccessinfo": {
"project": "ErExEn
"region": "RegionOne",
"usernang": "xxxkkkn
"password": tEExEEEN
"userDonmai n": "Default",
“projectDomain": "default”

}
}

ocal i zati onLanguage": "l ocalizationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Narme": "ext-net5-i pv6- subnet”,
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net5-ipv6-subnet”,
“fixedlps": {
"primarySoanXnmi | p": "2001:db8: 1221:: 254",
"secondarySoanXnmi | p": "2001: db8: 1221:: 2fe",
"soanmVi p": "2606: b400: 605: b813:: 3c",
"danpXm | ps": ["2001: db8: 1221:: 255",
"2001: db8: 1221::100"],

"i pfeXm Ips": ["2001:db8: 1221::22a", "2001:db8:1221::2ca"]
}
}
b
"im Network": {
"name": "im NetworkDual ",
"subnet": [{
"ipVersion": "IPv6",
“name": "test6",
“fixedlps": {
"primarySoam nilp": "2001:db8: 1234::2d9",
"secondarySoam ni | p": "2001: db8: 1234: : 3c5",
"danplm I ps": ["2001:db8: 1234::162", "2001:db8:1234::27"],
"ipfelmlps": ["2001:db8: 1234::109", "2001:db8:1234::161"]
}
}
b
"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net-ipv6-subnet",
“fixedlps": {
"primarySoanRepl Xmi | p": "2001: db8: 1221:: 254",
"secondar ySoanRepl Xni | p": "2001: db8: 1221:: 2fe",
"danpRepl Xmi | ps": ["2001: db8: 1221: : 255",
"2001: db8: 1221::100"],
"i pf eRepl Xmi | ps": ["2001: db8: 1221: : 22a",
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"2001: db8: 1221: : 2ca"]

}
1
}

"im Repl Network": {
"name": "xsi NetworkDual 3"
"subnet": [{
"ipVersion": "IPv6"
"nane": "xsi NetworkDual 3-1Pv6"
“fixedlps": {
“primrySoanRepl I mi|p": "2001: db8: 1244: : 26f"
"secondarySoanRepl I mi | p": "2001: db8: 1244:: d9",
"danpRepl I mi | ps": ["2001: db8: 1244: : 2d8"
"2001: db8: 1244::7c"],
"i pfeRepl I'milps": ["2001: db8: 1244:: 37a"
"2001: db8: 1244:: a9"]

}
1
1
"xsi Network": [{
"nane": "ext-net2",
“subnet": [{

"ipVersion": "IPv6"
"name": "xsilPv6"
"fixedlps": {
“dapXsi |l ps": ["fdOd: deba: d97c: 2d: : 33c"
"fd0d: deba: d97c: 2d: : 411"],
"ipfeXsilps": ["fdOd: deba: d97c: 2d: : 253"
"fd0d: deba: d97c: 2d: : 27b"]
}

1

"name": "xsi Net wor kDual 2",
“subnet": [{

"ipVersion": "IPv6"

"name": "xsi Networ kDual 2- 1 Pv6",

"fixedlps": {
“danmpXsi | ps": ["fdOd: deba: d97c: 2d: : 33c"
"fd0d: deba: d97c: 3d:: 412"],
"ipfeXsilps": ["fdOd: deba: d97c: 2d: : 253"
"fd0d: deba: d97c: 3d:: 27c"]
}

H
}
1,
“ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f €00: 1f 7"
"pri mar yNoanVmNane": " NOAMDO- 32cd6138"
“noantgNane": "dsr Net wor kGam NOAM 32c¢d6138_SG'

"soanfl avor": "dsr.soam
"soam mage": "DSR-9.2.0.0.0.vndk",
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"soamAvai l abi | i tyZone": "nova",

"ipfeFlavor": "dsr.ipfe",

"ipfelmage": "DSR-9.2.0.0.0.vmdk",

"i pf eAvail abi lityZone": "nova",

“daFl avor": "dsr.da",

“dal mage": "DSR-9.2.0.0.0.vndk",

“daAvai |l abilityZone": "nova",

“stpFlavor": "dsr.stp",

"stplmage": "DSR-9.2.0.0.0.vndk",

"stpAvail abilityZone": "nova",

"soamAffinityPolicy": "anti-affinity",
"ipfeAffinityPolicy": "anti-affinity",
"daAffinityPolicy": "soft-anti-affinity",
"stpAffinityPolicy": "soft-anti-affinity",

“noanRepl Net wor kAddress": ["2606: b400: 605: b84a: :/64"],
“noam mi Repl Net wor kAddress": ["2001:db8:1224.:/64"],

" dr NoanRepl Net wor kAddr ess": ["2606: b400: 605: b849: :/64"],
"dr Noam mi Repl Net wor kAddress": ["2001: db8: 1227::/64"]

16.9 Sample request for DSR DR NOAM for Dynamic IP in Mix
Mode Subnet deployment model

Following is a sample request for Segregation of OAM and Replication Traffic for DSR DR
NOAM for Dynamic IP (Mix Mode Subnet) deployment model.

Instantiating the DSR DR NOAM VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m ver si on>>
/vnf _instances/ < VNF ID received fromcreate request > /instantiate
Accept: application/json
Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>{
"flavourld": "DSR DR NOAM',
"instantiationLevel ld": "HA",
"extVirtual Links": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
“id'ott
"virtual LinkDescl d": "active NOAM',
"resourceld": "10.75.234.33"

b
{
“id'ott
"virtual Li nkDescl d": "standby NOAM',
"resourceld": "10.75.234.63"
}
1,
"vi mConnectionl nfo": {
"Wl doud": {

"vimd": "vimd",
"vinType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {

“endpoint": "https://ml-devl. us. oracl e.com 5000/ v3"
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b
"accesslnfo": {
"project": "ErExEn
"region": "RegionOne",
"usernang": "xxxkkkn
"password": tEExEEEN
"userDomai n": "Default",
“projectDomain": "default”
!
}
b
"l ocal i zati onLanguage": "l ocali zationLanguage",

"addi tional Params": {
“xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Narme": "ext-net5-i pv6- subnet”,
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet"”

1
{
"ipVersion": "lPv4",
"name": "ext-net5-ipv4"
}
]
1
“im Network": {
"name": "inm-private",
"subnet": [
{
"ipVersion": "lPv4",
"name": "in-private-sub"
}
]
}

"xm Repl Network": {
"name": "ext-net",

"subnet": [{
"ipVersion": "IPv6",
“name": "ext-net-ipvé-subnet”

1
¥
"im Repl Network": {
"name": "im NetworkDual ",
"subnet": [{
"ipVersion": "IPv6",
"name": "testo6"
¥
{
"ipVersion": "I Pv4",
"name": "testl1l"
}
]
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}
¥
"ntpServerlp": "2606: b400: 605: b912: 200: 5ef f : f e00: 1f 7",
"“pri mar yNoamvmName" : " No852- DNODO",
"noanRepl Net wor kAddress": ["2606: b400: 605: b84a: :/64"],
"noam mi Repl Net wor kAddress": ["2001:db8: 1224::/64", "192.168. 25.0/24"]

® Note

"vipSubnetName" field is to be used only in case of Dual Subnet.

16.10 Sample request for DSR DR NOAM for Fixed IP in Dual
Subnet deployment model

Following is a sample request for Segregation of OAM and Replication Traffic for DSR DR
NOAM for Fixed IP (Dual Subnet) deployment model.

Instantiating the DSR DR NOAM VNF request generated

URL: https://<<VNFM HOST | P>>: 8443/ vnfl cm <<vnf m versi on>>/ vnf i nstances/ <
VNF ID received fromcreate request > /instantiate

Accept: application/json

Cont ent - Type: application/json
Aut hori zation : <Token generated after |ogin>
{
"flavourld": "DSR DR NOAM',
"instantiationLevel Id": "HA",
"extVirtual Li nks": "extVirtual Li nks",
"ext ManagedVi rtual Li nks": [{
"id' "idlt,
"virtual Li nkDescld": "Active NOAM | P' s",
"resourceld": "10.75.234. 33"

¥

{
"id": "id2",
"virtual Li nkDescl d": "Secondary NOAM I P's",
"resourceld": "10.75.234.63"

}

]

"vi mConnectionl nfo": {

"MWl doud": {
"vimd": "vinmd",
"vi nType": "ETSI NFV. OPENSTACK_KEYSTONE. V_3",
"interfacelnfo": {
“endpoint": "https://ml-devl. us. oracl e. com 5000/ v3"

}

ccessinfo": {
uprOJ ectu n*****u’
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"region": "RegionOne",
"usernang": "xxxxkkn
"password": tEExEEEN
"userDonmmi n": "Default",
“projectDomain": "default”

b

"l ocal i zati onLanguage": "l ocali zationLanguage",
"addi tional Params": {
"xm Network": {
"name": "ext-net5-dual",
"vi pSubnet Narme": "ext-net5-i pv6- subnet”,
"subnet": [{

"ipVersion": "lPv4",

"name": "ext-net5-ipv4",

"fixedlps": {
“dr PrimaryNoani p": "10.75.234. 107",
"dr Secondar yNoanl p": "10. 75. 234. 105"

"ipVersion": "IPv6",
"name": "ext-net5-ipv6-subnet”,
"fixedlps": {
“dr Pri mar yNoanm p":
"2606: b400: 605: b84a: 6e41: 6aff:fec7:8101",
" dr Secondar yNoanl p":
"2606: b400: 605: b84a: 6e4l: 6aff: fec7: 83aa",

“dr NoanVi p": "2606: b400: 605: b84a: 6e41: 6aff:fec7: 818b"
1
}
]
¥
“im Network": {
"name": "im NetworkDual ",
"subnet": [{
"ipVersion": "IPv6",
"name": "test6",
"fixedlps": {
“drPri maryNoam ni | p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 80e0",
"dr Secondar yNoam mi | p":
"2606: b400: 605: b818: 6e41: 6af f: fec7: 80f 9"
1
¥
{
"ipVersion": "lPv4",
"name": "test11",
"fixedlps": {
“dr PrimaryNoanml m | p": "10.75.189. 224",
"dr Secondar yNoami ni | p": "10. 75. 189. 236"
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]
b
"xm Repl Network": {
"name": "ext-net",
"subnet": [{
"ipVersion": "IPv6",
"name": "ext-net-ipv6-subnet"”,
"fixedl ps": {
“primaryDr NoanRepl Xmi | p": "2001: db8: 1221: : 341",
"secondar yDr NoanRepl Xni | p": "2001: db8: 1221:: 193"

!
1
{
"ipVersion": "lPv4",
"name": "ext-net-subnet",
"fixedlps": {
“primaryDr NoanRepl Xnmi | p": "192.168. 2. 1",
"secondar yDr NoanRep! Xmi | p": "192.168. 2. 2"
!
}

]
b
"im Repl Network": {
"name": "xsi Networ kDual 3",
"subnet": [{
"ipVersion": "IPv6",
"name": "xsi Networ kDual 3-1Pv6",
"fixedl ps": {
“primaryDr NoanRepl I mi | p": "2001: db8: 1244: : 1ab",
"secondar yDr NoanRepl I mi | p": "2001: db8: 1244:: 1cf"

}
¥
{
"ipVersion": "lPv4",
"name": "xsi Networ kDual 3-1Pv4",
"fixedlps": {
“primaryDr NoanRepl I 'mi | p": "10.75.23.1",
“secondar yDr NoanRepl I 'mi | p": "10.75.23.2"
}
}

b

"primaryNoanmVmNanme": " Fi xNo852- DNQOQ",
“ntpServerlp": "10.250.32.10",
“noanRepl Net wor kAddr ess": ["2606: b400: 605: b84a: : / 64",
"10.75.234.0/ 25"],
“noam mi Repl Net wor kAddress": ["2001:db8:1224.:/64", "192.168. 25.0/24"]
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Changing the Default Configurations

This section includes information about changing the default configurations through the
following files:

e Vmnfo.yan
e VnfnProperties.yan

Images, Availability Zone, and Flavors in VNFM can be configured through rest request of each
individual VNF. These are the optional parameters of the rest request. If these optional
parameters are not provided in the request body, then VNFM considers the default
configurations present in the Vim nf o. yani file.

To change default configurations of OAM Network Name for Intra-Ne and Inter-Ne (XMI and
IMI) in DSR/SDS:

1. Navigate to/ opt/ vnf ni confi g path.

2. Edit the below network names in Vnf nProperti es. yan file.
<oaminter>xmi</oaminter>

<oamlntra>imi</oamintra>

@ Note

Network name should be same for NOAM and signaling VNFs.

To change default configurations of Replication Network Name for Intra-Ne and Inter-Ne
(XMIRepl and IMIRepl ) in DSR:

1. Navigate to/ opt/ vnf nf confi g path.

2. Edit the below network names in Vnf nProperti es. yan file.
<replicationIntra>imiRepl</replicationintra>

<replicationinter>xmiRepl</replicationinter>

® Note

Network name should be same for NOAM and signaling VNFs.
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® Note
To change default Image, Flavor, Availability zone configurations of VNFM:

* Images, Availability Zone and Flavors in VNFM can be configured through rest
request of each individual VNF.

* Flavor, Image and Availability zone are the optional parameter of the rest request.

» If these optional parameters are not given in the request body then VNFM takes
the default configurations present in Vm nf o. yam file.

17.1 Changing Profile Name

Log into the VNFM VM.
Change to / opt / vnf nf confi g/ folder.

1

2

3. Edit Vnf nProperties.yanl.

4. Find the tag <dsr Har dwar ePr of i | eName>.
5

Change the default name to user defined name.

@® Note

The user defined image name should be a valid profile name.

Profile/Hardware name
dsr Har dwar ePr of i | eNanme: DSR Guest
sdsHar dwar ePr of i | eName: SDS Cloud Guest

17.2 Enable VNFM Logs with Different Log Levels (DEBUG,
TRACE, WARN, ERROR)

e Open the file log4j2.xml located in /opt/vnfm/config/

* Replace level="INFO" with level="DEBUG" (or TRACE or WARN or ERROR) in <Logger>
tag and save

@® Note

Default value of level is "INFO"

17.3 Changing the Full Semantic Validation Configuration

Full Semantic Validation includes validation of the following entities passed as a part of the
request body:

* Image Names
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*  Flavor Names

These additional validations delay the processing time of a request and returning a response.
The default value for this property is "false".

® Change the value of the property <f ul | Semanti cVal i dati on>in the / opt/ vnf ni
confi g/ Vnf nProperties. yanl file.

Allowed values can be: true or f al se.
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Subscription Operation (VNFM - V2)

Create Subscription

The following is a sample request for a Create New Subscription Resource:

Subscriptions APl consumer can use this API to subscribe to notifications related to VNF
lifecycle management. The data structure contains filtering criteria and a callback URI to
which the VNFM subsequently sends notifications about events that match the filter.

To test the natification endpoint that has been registered by the NFVO as part of the
subscription, the VNFM sends a GET request to the notification endpoint URI.

The NFVO returns a "204 No Content" response to indicate success.

The VNFM creates a new subscription to naotifications related to VNF lifecycle changes,
and an "Individual subscription” resource that represents this subscription.

The VNFM returns "201 Created" response to the NFVO when the subscription has been
created.

The Subscription response contains data representing the "Individual subscription” details
created by the VNFM and provides the URI of the newly created resource in the "Location”
HTTP header.

@® Note

*  When users delete the VNF instance, it is possible that users might create the new
instance with the same instance name. The previous subscription becomes active
and starts sending the notification for the same instance if all the filters are
matching.

e The attributes "vnfdlds" and "vnfProductsFromProviders" are alternatives to
reference to VNF instances that are based on certain VNFDs in a filter. They
should not be used both in the same filter instance, but one alternative should be
chosen.

e The attributes "vnflnstancelds" and "vnflnstanceNames" are alternatives to
reference to particular VNF instances in a filter. They should not be used both in
the same filter instance, but one alternative should be chosen.

Query Individual Subscription

The following is a sample request for a Query Individual Subscription resource:

GET operation to obtain the individual Subscription information by passing the subscription
ID.

The VNFM returns "200 OK" response to the NFVO when the individual subscriptions has
been queried.

The response body contains a representation of the "Individual subscription" resource.
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Query All Subscription
The following is a sample request for a Query All Subscription resource:

e GET operation to obtain all Subscription information.
*  VNFM returns a "200 OK" response to the NFVO when the list of subscriptions has been
queried.

Delete Subscription

Delete operation deletes the individual subscription information, by passing the Subscription
ID.

» If the NFVO does not need the subscription anymore, it terminates the subscription by
sending a DELETE request to the resource that represents the individual subscription to
remove.

e The VNFM returns a "204 No Content" response to the NFVO when the "Individual
subscription" resource has been deleted and returns empty response body.

Notification

Precondition: The NFVO has subscribed previously to notifications related to VNF lifecycle
management.

* VNFM sends notifications related to VNF lifecycle changes to a subscribed API consumer
(NFVO), which has provided the URI of this resource during the subscription process.

e If an event occurs that matches the filtering criteria which are part of the subscription, the

VNFM generates a notification that includes information about the event and sends it in the

body of a POST request to the URI that the NFVO has registered as part of the
subscription request.

* The NFVO acknowledges the successful delivery of the notification by returning a "204 No
Content" response.

e If the VNFM does not receive the "204 No Content" response from the NFVO, it can retry
sending the natification.
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VNFM SNMP ALERTS

VNFM supports both Single and Dual SNMP Manager for SNMP alerts.

VNFM acts as a SNMP Agent that generates traps such as system health traps, exception
traps, and success notifications.

VNFM MIB (or acl eVnf m ni b) and Top level MIB (t ekel ec-t opl evel -reg. m b) are placed
in the "/ usr/ shar e/ snnp/ m bs" directory.

VNFM generates traps in the following SNMP versions:
— System health traps - SNMP v2c version

— VNFM exception and success natifications - SNMP v3 version

Table 19-1 VNFM IP
e

VNFM IP (ens3) VNFM IP (ens4) SNMP Manager 1 SNMP Manager 2 Supported
IPV4 IPV4 IPV4 IPV4 Yes

IPV6 IPV6 NA

IPV6 IPV4 NA

IPV4 IPV6 NA
IPV6 IPV4 IPV4 IPV4 Yes

IPV4 IPV6 Yes

IPV6 IPV4 Yes

IPV6 IPV6 Yes

For more information on Alerts and MIB files, see VNFM Alarms and VNFM MIB for more
information.

@ Note

The SNMP receiver IP address should always be reachable from the VNFM
server.

Steps to change the SNMP Trap Receiver or Manager

To change the SNMP Trap Receiver or Manager:

1.

Edit the IP and port of SNMP Trap Receiver or Manager by changing the property
<address>i p/ port </ addr ess> inside the SnnpRecei ver | Ps node of the

Vnf nProperti es. yan file located in the / opt / vnf ml confi g/ Vnf nProperti es. yam
folder.

For new ports other than 162, add rule for the specific port in Security Group of VNFM
stack. See Steps to change from Single to Dual SNMP Manager:

EX
SnnpRecei ver | Ps:
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Chapter 19

addr ess:
- 2606: b400: 605: b813: : 5/ 7400

Run the following script in dsr vnf muser mode:

[var/vnfm pronet heus/ snnp_notifier/restart_SnnpNotifier.sh <VNFMIP
Addr ess>

The output reflects that the SNMP notifier successfully stopped and started again with the
given SNMP Trap Receiver or Manager.

Steps to change from Single to Dual SNMP Manager

To convert from Single to Dual SNMP Manager: For second SNMP Manager receiver port
other than 162, add rule in Security group in the following format of VNFM stack.

1.

Add second address inside SnnpRecei ver | Ps property as <addr ess>i p/ port </ addr ess>
in/opt/vnfm config/VnfnProperties.yan .
For example:
EX:
SnnpRecei ver | Ps:
address: [10.75.189.151/8900, 2606: b400: 605: b813: : 5/ 7400]

For second SNMP Manager receiver port other than 162, add rule in Security group in the
following format of VNFM stack.

Figure 19-1 SNMP Manager

0O Egress IPv6 UDP 8900 =0 - Delete Rule
O Egress IPv4 upP 8900 0.0.0.0/0 - Delete Rule

In dsrvnf muser mode, run the following script:

[var/vnfm pronet heus/ snnp_notifier/restart_SnnpNotifier.sh <VNFMIP
Addr ess>

The output reflects that the SNMP notifier successfully stopped and started again with the
given SNMP Trap Receiver or Manager.

SNMP System Traps Configurations

SNMP System traps have some default configurations specified in the file:

/var/vnfni promet heus/ al ert manager/ al ert nanager . yani

Default configurations

# The label s by which inconming alerts are grouped together.

rout e:
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VNFM Alarms
group_by: ['alertnane']
group_wait: 10s
group_interval: 5m
repeat _interval: 30m
receiver: 'web. hook'
In order to change the wait time or repeat interval, follow these steps:
In dsrvnf muser mode:
e Editthe group_i nterval orrepeat_interval time configuration in this file:
[var/vnfm pronet heus/ al ert manager/ al ert manager . yan
* Run the following script:
[var/vnfm pronet heus/ snnp_notifier/restart _SnnpNotifier.sh <VNFM I P
Addr ess>
This section includes information about VNFM alarms.
Example OID: 1.3.6.1.4.1.323.5.3.33.1.2.1. 3001
Table 19-2 General Exception Alert Summary
OID | Alert Alert Name Alert Message Severit
ID y
3001 | GEN_O | vnfmlllegalArgumentGenAlertNotificatio | Exception for lllegal argument Minor
01 n
3002 | GEN_O | vnfmNullPointerAlertNotification Exception for a Null Pointer Minor
02
3003 | GEN_O | vnfmWorkingDirectoryErrorAlertNotifica | Error while creating the NSA Minor
03 tion Directory Fails
3004 | GEN_O | vnfmHttpClientHandlingErrorAlertNotific | Error when there is a failure in Minor
04 ation processing HTTP request or
response
3005 | GEN_O | vnfmUnexpectedHttpResponseStatusC | Error when there is a unexpected Minor
05 odeAlertNotification response status code
3006 | GEN_O | vnfmJsonParseErrorAlertNotification Error when the JSON object parsing | Minor
06 fails
3007 | GEN_O | vnfmNoSuchAlgorithmAlertNotification | Error when the requested the Minor
07 algorithm for SSL context is not
found
3008 | GEN_O | vnfmKeyManagementAlertNotification | Error if there is a key management | Minor
08 issue while initializing
3009 | GEN_O | vnfmTimeoutAlertNotification Error if the server is taking too long | Minor
09 to respond
3010 | GEN_O | vnfmMissingMMIResponseParameterAl | Error when an expect MMI response | Minor
10 ertNotification parameter is missing
3011 [ GEN_O | vnfmInputOutputErrorAlertNotification | An I/O error has occurred Minor
11
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VNFM Alarms

Table 19-2 (Cont.) General Exception Alert Summary

OID | Alert Alert Name Alert Message Severit
ID y

3012 | GEN_O | vnfminterruptedErrorAlertNotification An interrupted error has occurred Minor
12

3013 | GEN_O | vnfmFileNotFoundAlertNotification Error if the specified file is not found | Minor
13

3014 | GEN_O | vnfmUnexpectedParseErrorAlertNotific | An unexpected error has occurred Minor
14 ation while parsing an object or file

3015 | GEN_O | vnfmMissingConfigParamAlertNotificati | Error occurred when a configuration | Minor
15 on file is missing a mandatory

parameter

3016 | GEN_O | vnfmUnsupportedConfigParamAlertNoti | Error when a configuration file Minor
16 fication contains an unsupported parameter

3017 | GEN_O | vnfmValueOutOfBoundsAlertNotificatio | Error when a value/index is out of Minor
17 n range

3018 | GEN_O | vnfmSessionldErrorAlertNotification Failed to fetch the session ID Minor
18

3019 | GEN_O | vnfmlOExceptionErrorAlertNotification | Detected an IOException during Minor
19 processing

3020 | GEN_O | vnfmHttpResourceNotFoundAlertNoatific | The requested Http Resource Not Minor
20 ation Found

3021 | GEN_O | vnfmMMIStatusExceptionErrorAlertNoti | MMI Exception status response Minor
21 fication

3022 | GEN_O | vnfmNotActiveNodeErrorAlertNotificatio | Error when the node is not active Minor
22 n

3023 | GEN_O | vnfmSoftwareVersioninfoNotFoundAlert | MMI Exception if the Software Minor
23 Notification Version is not found

3024 | GEN_O | vnfmParameterAdditionFailedAlertNotifi | MMI Exception if the addition of Minor
24 cation Parameter failed

3025 | GEN_O | vnfmOperationFailureAlertNotification | Unexpected Operation Failure Minor
25

3026 | GEN_O | vnfmTemporaryConditionFailureAlertNo | Temporary Condition Failure Minor
26 tification

3027 | GEN_O | vnfmJaxbMarshallingErrorAlertNotificati | Jaxb Marshalling Error found Minor
27 on

3028 | GEN_O | vnfmNoamServerGroupCountErrorAlert | Noam Server group count Error Minor
28 Notification

3029 | GEN_O | vnfmSecureRemoteOperationFailedAle | Secure Remote Operation Failed Minor
29 rtNotification

3030 | GEN_O | vnfmXmlParseErrorAlertNotification XML Parse Error Minor
30

3031 | GEN_O [ vnfmXmIXPathExpressionFailureAlertN | The XPath Expression Failed Minor
31 otification

3032 | GEN_O | vnfmXmlTransformXmIToStringFailureAl | Converting DOM Xml to String Minor
32 ertNotification Failure

3033 | GEN_O | vnfmXmilpAddressisNotAssignedAlert | Xmi Ip address not assigned to Minor
33 Notification device

3034 | GEN_O | vnfmLoadConfigOperationFailedErrorAl | Load config operation failure Minor
34 ertNotification
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VNFM Alarms

Table 19-2 (Cont.) General Exception Alert Summary

OID | Alert Alert Name Alert Message Severit
ID y

3035 | GEN_O | vnfmFileSystemEntityActionFailureAlert | File system entity action failure Minor
35 Notification

3036 | GEN_O | vnfmServerNotReachableAlertNotificati | Server not accessible Minor
36 on

3037 [ GEN_O | vnfmUnsupportedDsrReleaseVersionAl | DSR Release Invalid Minor
37 ertNotification

3038 | GEN_O | vnfmCannotDetermineDefaultValueAler | Default value cannot be determined | Minor
38 tNotification

3039 | GEN_O | vnfmDsrimagesNotConfiguredAlertNotif | DSR images are not configured for | Minor
39 ication the release

3040 | GEN_O | vnfmDsrimageNotConfiguredVmTypeAl | DSR image for VM type not Minor
40 ertNotification configured

3041 | GEN_O | vnfmBulkConfigXmlICreationFailureAlert | Bulk Config XML creation failure Minor
41 Notification

3046 | GEN_O0 | vnfmUnsupportedVnfTypeAlertNotificati | Unsupported VNFM type Minor
46 on

3049 | GEN_O | vnfmFileCreationFailureAlertNotification | File creation failed Minor
49

3050 | GEN_O | vnfmValueNotConfiguredinPropertyFile | Value not configured in property file | Minor
50 AlertNotification

3051 | GEN_O | vnfmHeatTemplateStackObjectinstantia | HeatTemplateStack instantiation Minor
51 tionFailureAlertNotification failure

3052 | GEN_O | vnfmConfigurationExceptionAlertNotific | Exception while initializing Minor
52 ation configuration exception

3053 | GEN_O | vnfmWatchDogTimerExceptionAlertNoti | Failed to create Watch Dog Timer Minor
53 fication

3054 | GEN_O | vnfminvalidOpenStackResourceAlertNo | Openstack resource id is not valid Minor
54 tification

3055 | GEN_O | vnfmUnsopportedFlavorldAlertNotificati | Unsupported VNFM type. Minor
55 on

3056 | GEN_0 | vnfmReadVnflnstanceAlertNotification | Incorrect VNF Instance Id Minor
56

3057 | GEN_O | vnfmlllegalinstantiationLevelAlertNotific | Incorrect VNF Instance Id Minor
57 ation

3058 | GEN_O | vnfmFileNotFoundExceptionAlertNotific | Incorrect VNFM persistent file Minor
58 ation

3059 | GEN_O | vnfmlinvalidFileAlertNatification Invalid file Error Minor
59

3060 | GEN_O | vnfmScaledConfigXmlCreationFailureAl | Bulk Config XML creation failure Minor
60 ertNotification

3061 [ GEN_O | vnfmReadVnfLcmOperationExceptionAl | Incorrect VNF LCM Operation Id Minor
61 ertNotification

3062 | GEN_O | vnfminvalidinstanceNameAlertNotificati | vnfinstance Name is already in use | Minor
62 on

3063 | GEN_O | vnfmInvalidNetworkAlertNotification Invalid network name. Minor
63

3064 | GEN_O | vnfmUnsupportedEncodingAlertNotifica | Unsupported Encoding Found Minor
64 tion
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VNFM Alarms

Table 19-2 (Cont.) General Exception Alert Summary

OID | Alert Alert Name Alert Message Severit
ID y

3065 | GEN_O | vnfmReachedMaxAllowedServersPerSi | Reached Max allowed servers per | Minor
65 gnalingVnfAlertNotification signaling VNF

3066 | GEN_O | vnfmReachedMaxAllowedlpfePerSignal | Reached Max allowed IPFE servers | Minor
66 ingVnfAlertNotification per signaling VNF

3067 | GEN_O | vnfmTerminationFailureAlertNotification | Failed Terminating Stack Major
67

3068 | GEN_O | vnfmInvalidResourceldAlertNotification | Exception for invalid resource id Minor
68

3069 | GEN_O | vnfmRetrieveBulkXmlPersistentFailureA | Retrieval of bulk xml from persistent | Minor
69 lertNotification storage failed.

3070 | GEN_O | vnfmRetrievePasswordFailureAlertNotifi | Password retrieval failure Minor
70 cation

3071 | GEN_O | vnfmCloudinitFailureAlertNotification Cloud Init failed Major
71

3073 | GEN_O | vnfmInvalidNetworkNameAlertNotificati | Network name invalid Minor
73 on

3074 | GEN_O | vnfmSSLExceptionAlertNatification SSL Exception Minor
74

3075 | GEN_O | vnfminvalidIPFETargetSetAlertNotificati | Invalid IPFE Target Sets for IPFE Minor
75 on

3076 | GEN_O | vnfmTsaVipJsonCreationFailureAlertNo | Tsa Vip json creation failed Minor
76 tification

3077 | GEN_O | vnfmStateOperationExceptionAlertNotif | VNFM State Operation Exception Minor
77 ication

3078 | GEN_O | vnfmClientProtocolExceptionAlertNotifi | Client Protocol Exception Minor
78 cation

3079 | GEN_O | vnfmRetrieveLocallpFailureAlertNatifica | Retrieval of Local IP failed Minor
79 tion

3080 | GEN_O | remoteVnfmChangeStateFailureAlertN | Exception occured while updating Minor
80 otification the Remote VNFM State Info.

3081 [ GEN_O [ healVnfFailureAlertNotification Heal VNF operation Failure. Major
81

3082 | GEN_O | operateVnfFailureAlertNotification Operate VNF operation Failure. Major
82

3083 | GEN_O | modifyVnfFailureAlertNotification Modify VNF operation Failure. Major
83

3084 | GEN_O | unknownHostExceptionAlertNotification | Unknown Host Exception while Major
84 mapping the IP and hostName.

3085 | GEN_O | unableToReadAndUpdateFileAlertNotifi | Unable to perform file read or Major
85 cation update operations.

3086 | GEN_O [ vnfmReadHostFileAlertNotification Exception occurred while readin or | Major
86 updating hosts file.

3087 | GEN_O | malformedUrlExceptionAlertNotification | Exception occurred while Url is not | Major
87 proper.

3088 | GEN_O | vnfmincorrectVnfdidAlertNotification Exception occurred while vndld is Major
88 incorrect.

3089 | GEN_O | vnfmVnfNotSupportingMultipleVnfdIldAl | Exception occurred while vnf type is | Major
89 ertNotification not supporting multiple vnfdid.
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Table 19-2 (Cont.) General Exception Alert Summary

OID | Alert Alert Name Alert Message Severit
ID y
3090 | GEN_O | vnfmVnfdldContainsinvalidValueAlertN | Exception occurred while vnfdld Major
90 otification field contains invalid value.
3091 | GEN_O | vnfmCloudInitConfigFileTransferFailedA | Exception occurred while cloud Major
91 lertNotification config files transfer failed via sftp
3092 [ GEN_O | vnfmCloudConfigRetryFileTransferFaile | Exception occurred while cloud Major
92 dAlertNotification config file transfer failed via sftp
after specific retry
3093 | GEN_O | vnfmConvertCsarlnstantiateVnfV2ToV1 | Exception occurred while converting | Major
93 FailureAlertNotification CSAR instantiate vnf V2 to V1
request Json
3094 | GEN_O | sendingNotificationForSubscriptionFailu | Exception occurred while sending Major
94 reAlertNotification notification
3095 | GEN_O | vnfmVnfmApiOperationExceptionAlertN | VNFM Api Version file reading Major
95 otification Operation Exception
3096 | GEN_O | vnfmDecryptionFailureExceptionAlertN | Exception occurred while decrypting | Major
96 otification the string
3097 | GEN_O | vnfmNoamCleanupTerminateFailureAle | Exception occurred while DSR / Major
97 rtNotification SDS Noam cleanup for GRACEFUL
termination of Signaling and DR
setups

Example OID: . 1.3.6.1.4.1.323.5.3.33.1.2.2.4001

Table 19-3 Semantic Exception Alert Summary

oID Alert ID Alert Name Alert Message Severity

4001 SEMANTIC | vnfmSemanticErrorAlertNotificati | Semantic Error Found Minor
001 on

4002 SEMANTIC [ vnfminvalidFieldValueParameter | Invalid Field Value Found Minor
_002 AlertNotification

4003 SEMANTIC | vnfmInvalidVimConnectionlnfoLis | Invalid Connection Details in the | Minor
_003 tSizeAlertNotification Vim Connection Information

4004 SEMANTIC | vnfmRequiredParameterMissing | Required Parameters Missing Minor
004 AlertNotification

4005 SEMANTIC | vnfmUnsupportedinputParamete | Unsupported Input Parameters | Minor
_005 rAlertNotification

4006 SEMANTIC | vnfmDatatypeMismatchAlertNotif | Datatype Mismatch Found Minor
006 ication

4007 SEMANTIC [ vnfmValueTooShortParameterAl | The value of the parameters are | Minor
_007 ertNotification too short

4008 SEMANTIC | vnfmValueTooLongAlertNotificati | The value of the parameters are | Minor
_008 on too long

4009 SEMANTIC | vnfmlllegalValueAlertNotification | lllegal Value Found Minor
_009

4010 SEMANTIC [ vnfmlllegalArgumentAlertNotifica | lllegal Argument Found Minor
_010 tion

4011 SEMANTIC [ vnfmMissingFixedlpsAlertNotific | Fixed IP addresses are Missing | Minor
011 ation
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Table 19-3 (Cont.) Semantic Exception Alert Summary

Chapter 19
VNFM Alarms

oID Alert ID Alert Name Alert Message Severity
4012 SEMANTIC | vnfmValueLengthMismatchAlert | The length the value has been | Minor
012 Notification mismatched
4013 SEMANTIC | vnfmlpNotinRangeAlertNotificati | The IP address is out of bounds | Minor
_013 on
4014 SEMANTIC | vnfminvalidKeyAlertNotification | Invalid Key Found Minor
_014
4015 SEMANTIC [ vnfmMismatchedlpVersionAlertN | The IP Version has been Minor
_015 otification mismatched
4016 SEMANTIC | vnfmInvalidPasswordAlertNotific | Invalid Password is provided Minor
_016 ation
4017 SEMANTIC | vnfmInvalidSubnetNameAlertNot | lllegal Value Found Minor
017 ification
4018 SEMANTIC | vnfmNotSupportedDuallpAlertNo | Dual Stack not supported Minor
_018 tification
4019 SEMANTIC | vnfmMultipleOccurenceOfParam | Multiple occurrence of VIP Minor
_019 eterAlertNotification
4020 SEMANTIC | vnfminvalidipfeOptionsAlertNatifi | Invalid IPFE Options Minor
_020 cation
4021 SEMANTIC [ vnfmInvalidipfeOptionsFortarget | Invalid IPFE options for Target | Minor
_021 SetsAlertNotification Sets.
4022 SEMANTIC | vnfmNotSupportedTsaConfigAle | Invalid Flavor Id for TSA config | Minor
022 rtNotification
4023 SEMANTIC [ vnfmInvalidVnfcNamesAlertNotifi | Invalid VNFC Names for Minor
_023 cation specific VNF
4024 SEMANTIC | vnfmoperateNoStateChangeAler | Unable to change instance Minor
_024 tNotification state while Operate VNF
operation
4025 SEMANTIC | vnfmServersNotSupportedAlertN | C-level servers not supported Minor
_025 otification for Custom instantiation level id
based on flavor
4026 SEMANTIC [ vnfmServerCountNotSupportedA | C- level server count not Minor
_026 lertNotification supported
4027 SEMANTIC [ vnfminvalidGatewayAlertNotificat | Gateway IP is invalid for the Minor
027 ion subnet
4028 SEMANTIC [ vnfmInvalidSegNetworkCombina | Request body of Signaling VNF | Minor
_028 tionAlertNotification does not contains same
xmiRepl and imiRepl
combination as like NOAM VNF
4029 SEMANTIC | vnfminvalidSgNameAlertNotificat | Request body of Signaling VNF | Minor
_029 ion does not contain proper SG
name based on IP used in the
resource ID field.
4030 SEMANTIC [ vnfmInvalidNtplpAlertNotification | Request body contains invalid | Minor
_030 ntplp.
SEMANTIC | createForDiscoverOperationFaile | Incorrect Discover stack Id Minor
_031 dvlv2AlertNotification

Example OID: . 1.3.6.1.4.1.323.5.3.33.1.2.3.5001
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Table 19-4 OpenStack Exception Alert Summary

Chapter 19
VNFM Alarms

OID |AlertID Alert Name Alert Message Severity

5001 | OPENSTACK | vnfmClientCreateFailureAlertNo | Failed to create Openstack Client. | Minor
_ 001 tification

5002 | OPENSTACK | vnfmHeatFileMissingParameter | Mandatory Yaml file for deployment| Minor
_002 AlertNotification not found

5003 | OPENSTACK [ vnfmParamMapConvertErrorAle | Unable to convert parameter Yaml | Minor
_003 rtNotification file to parameter list

5004 | OPENSTACK [ vnfmStackCreateClientErrorAler | Failed to perform stack create Major
_004 tNotification operation due to error on client

5005 | OPENSTACK [ vnfmStackDeleteClientErrorAler | Failed to delete the stack Major
_005 tNotification

5006 | OPENSTACK | vnfmStackNotFoundErrorAlertN | Failed to find the stack by the Minor
_ 006 otification name

5007 | OPENSTACK [ vnfmStackCreateServerErrorAle | Failed to perform stack create Major
_007 rtNotification operation due to error on server

5008 | OPENSTACK | vnfmStackGetOutputsTimeoutE | Failed to retrieve a stack Minor
_008 rrorAlertNotification infrastructure

5009 | OPENSTACK | vnfmStackGetOutputsConfigErr | Failed to open NsaOsProperties Minor
_009 orAlertNotification file

5010 | OPENSTACK [ vnfmStackGetOutputsMissingD | Required data missing from Minor
_010 ataErrorAlertNotification getOutputs response

5011 | OPENSTACK [ vnfmStackGetOutputsNullValue | Failed to retrieve IPs from stack Minor
_ 011 ErrorAlertNotification

5012 | OPENSTACK [ vnfminvalidJsonFormatErrorAler | The generated JSON String has Minor
_012 tNotification errors

5013 | OPENSTACK | vnfmOpenstackCliCommandEx | OpenStack command execution Minor
013 ecutionFailureAlertNotification | failure

5014 | OPENSTACK | vnfmStackServiceConfigErrorAl | Error just before stack creation Minor
_014 ertNotification

5015 | OPENSTACK [ vnfmStackUpdateClientErrorAle | Failed to perform stack update Major
_015 rtNotification operation due to error on client

5016 | OPENSTACK [ vnfmStackUpdateServerErrorAl | Failed to perform stack update Major
_016 ertNotification operation due to error on server

5017 | OPENSTACK [ vnfmStackDeleteServerErrorAle | Failed to perform stack delete Major
_017 rtNotification operation due to error on server

5018 | OPENSTACK | vnfmNetworkDetailsNotFoundAl | Failed to fetch the network details | Minor
_018 ertNotification from the provided network

5019 | OPENSTACK [ vnfmipDetailsNotFoundAlertNot | Failed while fetching IP details for | Minor
_019 ification the provided resource ID

5020 | OPENSTACK | vnfmPortCreationErrorAlertNotif | Failed while creating port from Minor
_020 ication network ID.

5021 | OPENSTACK | vnfmNetworkNameFromldAlert | Failed while fetching network name | Minor
_021 Notification from network ID.

5022 | OPENSTACK [ vnfmStackDetailsNotFoundAlert | Failed while fetching stack output | Minor
_022 Notification from stack.

5023 | OPENSTACK | vnfmStackUnknownOperationEr | Unknown Operation on Open Minor
_023 rorAlertNotification Stack is performed.

5024 | OPENSTACK [ vnfmOperateVnfStateChangeEr | vnfmOperateVnfStateChangeError | Minor
_024 rorAlertNotification AlertNotification

Virtual Network Functions Manager Installation and User Guide

G42908-01

Copyright © 2019, 2025, Oracle and/or its affiliates.

October 23, 2025

Page 9 of 50



ORACLE’

Table 19-4 (Cont.) OpenStack Exception Alert Summary

Chapter 19
VNFM Alarms

OID |AlertID Alert Name Alert Message Severity

5025 | OPENSTACK | vnfmFetchFlavorListErrorAlertN | Fetch Openstack Flavor List Minor
_ 025 otification Failure

5026 | OPENSTACK | vnfmFetchimageListErrorAlertN | Fetch Openstack Image List Minor
_026 otification Failure

5027 | OPENSTACK [ vnfmFetchlpFromHostnameAler | Fecth IP from Hostname Failure Minor
_027 tNotification

5028 | OPENSTACK [ vnfmFetchHostnameFromlpAler | Fecth Hostname from IP Failure Minor
028 tNotification

5029 | OPENSTACK [ vnfmFetchHostnameFromIpAler | TSA port deletion Failure Minor
_029 tNotification

5030 | OPENSTACK | vnfmNetwrokNameFromlIdError | Failure in fetching Network name | Minor
030 AlertNotification From Id

5031 | OPENSTACK [ vnfmSubnetNameFromIdErrorAl | Failure in fetching Subnet name Minor
_031 ertNotification from Id

Example OID:. 1.3.6.1.4.1.323.5.3.33. 1. 2. 46001

Table 19-5 Invalid Gen Exception Alert Summary
. _____________________________ _________________________ |
Ol |AlertID Alert Name Alert Message Severity
D

600 | Invalid_GE [ vnfmIncorectVnfinstanceldAlert | Incorrect Vnf Instance ID Minor

1 N_001 Notification

600 | Invalid_GE [ vnfmIncorrectrStackldOrNameA | Incorrect Stack Id or Name Minor

2 N_002 lertNotification

600 | Invalid_GE [ vnfmDiscoverStackldOrNameAl | Discovery stack Id or Name already Minor

3 N_003 ertNotification discover by VNFM

600 | Invalid_GE | vnfmDiscoverStackldOrNameCr | Creation of Stack by the provided stack | Minor

4 N_004 eateFailedAlertNotification Id or Name failed

600 | Invalid_GE [ vnfmIncorrectVnfLcmOpOddIdA | Incorrect VNF LCM Operation Minor

5 N_005 lertNotification Occurrence Id

600 [ Invalid_GE [ vnfmNetworkConfigFileNotExist | Incorrect VNF LCM Operation Minor

6 N_006 sAlertNotification Occurrence ID.

600 | Invalid_GE [ vnfmIncorectVnfSubscriptionld | Incorrect VNF Subscription Operation Minor

7 N_007 AlertNotification Occurrence Id

600 [ Invalid_GE [ vnfmIncorectVnfldAlertNotificati | Incorrect VNF Id Operation Occurrence | Minor

8 N_008 on Id

Example OID:. 1.3.6.1.4.1.323.5.3.33.1.2.5.7001

Table 19-6 VNFM State Conflict Exception Alert Summary

OID |AlertID Alert Name Alert Message Severity
7001 | STATE_CONFLIC | vnfmVnfAlreadylnstantiatedAl | The Vnf Instance has already Minor
T_001 ertNotification been instantiated
7002 | STATE_CONFLIC | vnfmVnfNotInstantiatedAlert | The Vnf Instance has not been Minor
T 002 Notification instantiated
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VNFM Alarms

Table 19-6 (Cont.) VNFM State Conflict Exception Alert Summary

OID |AlertID Alert Name Alert Message Severity
7003 | STATE_CONFLIC | timeStampTooOldAlertNotific | Request too old Minor
T 003 ation
7004 | STATE_CONFLIC | vnfcAlreadylnQueueAlertNoti | VNFC already present in priority | Minor
T_004 fication queue.

Example OID:. 1. 3. 6. 1. 4. 1. 323. 5. 3. 33. 1. 2. 6. 8001

Table 19-7 VNFM Success Alert
]

OID |Succe | Operation |Success Alert Message Alert Name Severit
ss y
Alert
ID
8001 |01 STACK The vnfm Operation Stack vnfmStackCreateSucessAl | Info
CREATE Creation is successful ertNotification
8002 | 02 STACK The vnfm Operation Stack Update | vnfmStackUpdateSucessAl | Info
UPDATE is successful ertNotification
8003 | 03 STACK The vnfm Operation Stack vnfmStackDeleteSucessAl | Info
DELETE Terminate is successful ertNotification
8004 | 04 STACK The vnfm Operation Stack vnfmStackDiscoverSucess | Info
Discovery Discover is successful AlertNotification
8005 | 05 CLOUD INIT | The vnfm Operation Cloud-Initis | vnfmCloudInitSucessAlert | Info
successful Notification
8006 | 06 Remote Remote Synchronization is vhfmRemoteSynchronizati | Info
Synchronizat | successful. onSuccessAlertNotification
ion
8007 | 07 Change Change VNFM State is successful | changeVnfmStatelnfoSucc | Info
VNFM State essAlertNotification
8008 | 08 MODIFY Modify VNF is successful vnfmModifyVnfSucessAlert | Info
VNF Notification
8009 | 09 OPERATE The Operate VNF operation is vnfmOperateVnfSucessAle | Info
VNF successful. rtNotification
8010 | 10 HEAL VNF | The Heal VNF operation is healVnfSuccessAlertNotific | Info
successful. ation

Example OID:. 1. 3.6.1.4.1.323.5.3.33.1.2.7.2001

oID Success Alert Message Alert Name Severity
2001 One of VNFM Job is Down | vnfminstanceDownAlertNotification Critical
2002 Out of Memory vnfmMemoryUsageAlertNotification Critical
2003 High CPU Load in the server | vnfmLoadAlertNotification Critical
2004 Out of disk space vnfmDiskUageAlertNotification Warning

Example OID:. 1. 3. 6. 1. 4. 1. 323.5.3.33. 1. 2. 8. 9001
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Table 19-8 VNFM Auth Exception Summary
|

Chapter 19
VNFM Alarms

oID Success Alert | Alert Name Alert Message Severity
ID

9001 |[AUTH_001 vnfminvalidUserScopeAlertNotification | The Cloud Init is successful Minor

9002 |AUTH_002 vnfmUserAlreadyPresentAlertNatificati | User Already Present Minor
on

9003 | AUTH_003 vnfminvalidCredentialsEnteredAlertNo | Invalid username or password entered Minor
tification

9004 |[AUTH_004 vnfmSessionExpiredAlertNotification | Session Expired, please login again to Minor

continue

9005 |AUTH_005 vnfminvalidTokenAlertNotification Invalid Token Minor

9006 |AUTH_006 vnfmNullTokenAlertNotification Token Field must be present Minor

9007 |AUTH_007 vnfminvalidStateAlertNotification VNFM State is invalid Minor

9008 | AUTH_008 vnfmUnauthorizedAccessAlertNotificat | Unauthorized Access Minor
ion

VNFM Constraint Violation Exception Summary

Example OID: .1.3.6.1.4.1.323.5.3.33.1.2.9.1101

Table 19-9 Exception Summary
. ____________________________ |

OoID Success Alert ID Alert Name Alert Message Aler | Sev
t erit
tim |y
e
Sta
mp

1101 CONSTRAINT_VIOLATION_001 vnfmConstraintViolationAlertNotific | Constraint Violation in Min

ation request or

1102 CONSTRAINT_VIOLATION_002 vnfmConstraintNullAlertNotification | Constraint Violation for Min

null for field in request or

1103 CONSTRAINT_VIOLATION_003 vnfminvalidConstraintSizeAlertNotifi | Constraint Violation for Min

cation size for field in request or

1104 CONSTRAINT_VIOLATION_004 vnfminvalidConstraintPatternAlertN | Constraint Violation for Min

otification pattern for field in or
request

Table 19-10 Exception Summary
- __________________ |

oID Success Alert ID Alert Name Alert Message Aler | Sev
t erit
tim |y
e
Sta
mp
1201 AUTH_001 vnfminvalidGrantAlertNotification Invalid or Missing value Maj
for fetching auth token or
1202 AUTH_002 vnfminvalidRequestAlertNotification | Invalid or Missing value Maj
for fetching auth token or
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Table 19-10 (Cont.) Exception Summary

oID Success Alert ID Alert Name Alert Message Aler | Sev
t erit
tim |y

Sta
mp

1203 AUTH_003 vnfminvalidCredentialsAlertNotificat | Invalid or Missing value Maj
ion for fetching auth token or

19.2 VNFM MIB File
Oracle VNFM MIB file for exceptions:

-- VWNFM 6.2.0
-- Copyright (C) 2023, Oracle and/or its affiliates. Al rights reserved.

ORACLEVNFM M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, Counter32, TineTicks,
I nteger32, Unsigned32
FROM SNVPv2- SM
NOTI FI CATI ON- GROUP FROMV SNMPv2- CONF
or acl eVNFM FROM TEKELEC- TOPLEVEL- REG,
oracl eVnf v B MODULE- | DENTI TY
LAST- UPDATED "201908300000Z"
ORGANI ZATION "Oracle, Inc."
CONTACT- | NFO
"Tekel ec, Inc.
5200 Paranount Par kway
Morrisville, NC 27560
USA

http://ww. oracl e. conl support/
US and Canada: 888.367. 8552
I ndia: +91.124.436. 8552
Chi na: +65.6248. 4510
UK and Europe: +44.1784.467.804"
DESCRI PTI ON
"The M B nodul e for managi ng oracl eVnfm inpl enentati ons.
Copyright (C) Oracle Corp."

-- REVI SI ON HI STORY

-- There should be one REVI SI ON DESCRI PTI ON pair for each revision of the
-- file. Revisions should appear in reverse chronol ogical order (the newest
-- revision at the top).

REVI SI ON "201910250000Z"

DESCRI PTI ON
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"Addi ng VNFM System Al erts."
c:={ oracleVNFM 1 }

-- MB tables and variables definition

oracl evnf nM BChj ects  OBJECT IDENTIFIER ::= { oraclevnfrMB 1 }
oracl evnf mM BNot i fications OBJECT IDENTIFIER ::= { oracleVnfnrMB 2 }
vnfmil erts OBJECT I DENTIFIER ::= { oracl evnf mM BObj ects 1 }

vnf mExcepti onAl ert Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF VnfnExceptionAl ertEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This is the data structure associated to
exception alerts triggered by the Oracle VNFM "
= { vnfmAlerts 1}

vnf mExcepti onAl ert Entry OBJECT- TYPE

SYNTAX Vnf mExcepti onAl ertEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data structure associated to
alerts triggered by Oracle VNFM "

INDEX { vnfnExceptionAlertiD}

c:= { vnfnExceptionAlertTable 1}

Vnf nExceptionAl ertEntry ::=

SEQUENCE  {

vnf mExceptionAlert! D I nt eger 32,
vnf mExcepti onAl ert Message  OCTET STRI NG
vnf mExcept i onAl ert Nane OCTET STRI NG
vnf mExcepti onAl ert Ti meSt anp Ti nmeTi cks,
vnf nExceptionSeverity I nt eger 32

}

vnf mExcepti onAl ert| D OBJECT- TYPE

SYNTAX I nteger32(0..127)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert ID of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

c:= { vnfnExceptionAlertEntry 1}

vnf mExcepti onAl ert Name OBJECT- TYPE
SYNTAX CCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
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with raised ones."
c:= { vnfnExceptionAlertEntry 2}

vnf mExcept i onAl ert Message OBJECT- TYPE

SYNTAX CCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

c:= { vnfnExceptionAlertEntry 3}

vnf nExcepti onAl ert Ti meSt anp OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The last tine any telemetry information was updated. "
::= { vnfnExceptionAlertEntry 4}

vnf nExcepti onSeverity OBJECT- TYPE
SYNTAX | NTEGER {
crtical (3),
maj or (2),
m nor (1),
info(0)}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."
::= { vnfnExceptionAlertEntry 5}

vnf nSucessAl ert Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VnfnSucessAl ertEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data structure associated to
success alerts triggered by the Oacle VNFM "

= { vnfmAlerts 2 }

vnf nBucessAl ertEntry OBJECT- TYPE

SYNTAX Vnf nBucessAl ert Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data structure associated to
success alerts triggered by Oracle VNFM"

INDEX { vnfnBuccessAlertID}

::={ vnfnBucessAlertTable 1 }

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 15 of 50



ORACLE Chapter 19
VNFM MIB File

Vnf nBucessAl ertEntry ::=

SEQUENCE  {
vnf nBuccessAl ert| D I nt eger 32,
vnf mOper ati on OCTET STRI NG

vnf nBucessAl ert Message  OCTET STRI NG,
vnf nBucessAl ert Ti meSt anp Ti neTi cks,
vnf nBuccessSeverity I nt eger 32

}

vnf mSuccessAl ert | D OBJECT- TYPE

SYNTAX I nteger32(0..127)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert ID of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfnBucessAlertEntry 1}

vnf mOperati on OBJECT- TYPE

SYNTAX CCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::= { vnfnBucessAlertEntry 2 }

vnf nBucessAl ert Message OBJECT- TYPE

SYNTAX COCTET STRING

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

c:={ vnfnBucessAlertEntry 3}

vnf nBucessAl ert Ti meSt anp  OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The last tine any telemetry information was updated. "
::={ vnfnBucessAlertEntry 4 }

vnf nBuccessSeverity OBJECT- TYPE
SYNTAX | NTEGER {
crtical (3),
maj or (2),
m nor (1),
info(0)}
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

.:={ vnfnBucessAl ertEntry 5}

vnf mGenExceptionAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnfm nval i dl nstanceNameAl ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications.”
::={ oracl evnfrM BNotifications 1 }

vnf nBemant i cExcepti onAl ert Notificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Paranet er Al ert Noti fication }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications.”
::={ oracl evnfrM BNoti fications 2 }

vnf mOpenst ackExceptionAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Paranet er Al ert Noti fication }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications.”
::={ oracl evnfrM BNoti fications 3 }

vnfm nval i dGenExcepti onAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Paranet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications.”
::={ oracl evnfrM BNoti fications 4 }

vnf it at eConfl i ct Excepti onAl ert Notificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Paranet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications."”
::={ oracl evnfrM BNoti fications 5 }

vnf mBucessAl ert Noti fi cationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnfm nval i dl nstanceNameAl ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting conmand responder applications."”
::={ oracl evnfrM BNoti fications 6 }

vnf nBystemAl ert Noti ficati onsG oup NOTI FI CATI ON GROUP
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NOTI FI CATI ONS { vnfm nval i dl nstanceNameAl ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNWP entity
supporting conmand responder applications."”
::={ oracl evnfrM BNotifications 7 }

vnf mAut hExcepti onAl ert Noti fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mUnsupport edl nput Par anet er Al ert Notification }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications.”
::={ oracl evnfrM BNoti fications 8 }

vnf nConst rai nt Vi ol ati onExcepti onAl ert NotificationsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Paranet er Al ert Noti fication }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications.”
::={ oracl evnfrM BNoti fications 9 }

vnf mAut hTokenExcepti onAl ert Notificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { vnf mnsupport edl nput Paranet er Al ert Noti fi cation }
STATUS current
DESCRI PTI ON
"The basic notifications inplemented by an SNVP entity
supporting conmand responder applications."”
::={ oracl evnfrM BNoti fications 10 }

-- Start of System Monitoring Alerts
vnf m nst anceDownAl ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnm nstanceDownAl ert Name, vnfm nstanceDownAl ert Severity,
vnf m nst anceDownAl ert Descri ption }

STATUS current

DESCRI PTI ON

"Alert for Instance Down."
::={ vnfnBystemAl ert NotificationsG oup 2001 }

vnf m nst anceDownAl ert Name OBJECT- TYPE

SYNTAX OCTET STRING

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::={ vnfm nstanceDownAl ertNotification 1 }

vnf m nst anceDownAl ert Severity OBJECT- TYPE
SYNTAX COCTET STRING
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The severity of the alert being sent."
::={ vnfm nstanceDownAl ertNotification 2 }

vnf m nst anceDownAl ert Descri pti on OBJECT- TYPE

SYNTAX CCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::={ vnfm nstanceDownAl ertNotification 3 }

vnf mvenor yUsageAl ert Not i fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfmvenoryUsageAl ert Narme, vnf mvenoryUsageAl ert Severity,
vnf mvenor yUsageAl ert Descri ption }
STATUS current
DESCRI PTI ON
"Alert for H gh Menory Usage.”
::={ vnfnBystemAl ert NotificationsG oup 2002 }

vnf mvenor yUsageAl ert Nane OBJECT- TYPE

SYNTAX COCTET STRING

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

c:= { vnfmvenoryUsageAl ertNotification 1}

vnf mvenor yUsageAl ert Severity OBJECT- TYPE
SYNTAX CCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
c:= { vnfmvenoryUsageAl ertNotification 2 }

vnf mvenor yUsageAl ert Descri pti on OBJECT- TYPE

SYNTAX CCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

c:= { vnfmvenoryUsageAl ertNotification 3}

vnf mLoadAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnLoadAl ertName, vnfnlLoadAl ertSeverity,
vnf mLoadAl ert Description }
STATUS current
DESCRI PTI ON
"Alert for high Load."
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::={ vnfnBystemAl ert NotificationsG oup 2003 }

vnf nLoadAl ert Nanme OBJECT- TYPE

SYNTAX COCTET STRING

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfrLoadAl ertNotification 1 }

vnf mLoadAl ert Severity OBJECT- TYPE
SYNTAX CCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
::={ vnfrmLoadAl ertNotification 2 }

vnf mLoadAl ert Descri pti on OBJECT- TYPE

SYNTAX CCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::={ vnfrmLoadAl ertNotification 3}

vnf nDi skUageAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnDi skUageAl ert Name, vnfnDi skUageAl ert Severity,
vnf nDi skUageAl ert Description }
STATUS current
DESCRI PTI ON
"Alert for high Disk Usage."
c:={ vnfnBystemAl ertNotificationsGoup 2004 }

vnf nDi skUageAl ert Nane OBJECT- TYPE

SYNTAX COCTET STRING

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert Name of the alert being sent; this
nunber can be used to correlate cleared alerts
with raised ones."

::= { vnfnDi skUageAl ertNotification 1 }

vnf nDi skUageAl ert Severity OBJECT- TYPE
SYNTAX CCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The severity of the alert being sent."
::= { vnfnDi skUageAl ertNotification 2 }
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vnf nDi skUageAl ert Descri pti on OBJECT- TYPE

SYNTAX CCTET STRI NG

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The alert nessage of the alert being sent; this
message can be used to correlate cleared alerts
with raised ones."

::= { vnfnDi skUageAl ertNotification 3 }

-- End of System Monitoring Alerts

vnfm || egal Argunent GenAl ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Exception for Illegal argument."”
::={ vnfnGenExceptionA ertNotificationsGoup 3001 }

vnf mNul | Poi nter Al ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Exception for a Null Pointer."
::={ vnfnGenExceptionAl ertNotificationsGoup 3002 }

vnf mAdr ki ngDi rectoryError Al ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error while creating the NSA Directory Fails."
::= { vnfnGenExceptionA ertNotificationsGoup 3003 }

vnfrHt t pd i ent Handl i ngError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON

"Error when there is a failure in processing HTTP request or

response. "
::={ vnfnGenExceptionAl ertNotificationsGoup 3004 }

Chapter 19
VNFM MIB File

vnf mnexpect edHt t pResponseSt at usCodeAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current
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DESCRI PTI ON
"Error when there is a unexpected response status code."”
::= { vnfnGenExceptionAl ertNotificationsGoup 3005 }

vnf mJsonPar seError Al ert Notificati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error when the JSON object parsing fails."
::={ vnfnGenExceptionAl ertNotificationsGoup 3006 }

vnf mNoSuchAl gorit hmAl ert Notification NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON

Chapter 19
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"Error when the requested the algorithmfor SSL context is not

found."
::={ vnfnGenExceptionA ertNotificationsGoup 3007 }

vnf mKeyManagenent Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON

"Error if there is a key managenent issue while initializing."

::={ vnfnGenExceptionAl ertNotificationsGoup 3008 }

vnf nTi meout Al ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error if the server is taking too long to respond.”
::= { vnfnGenExceptionAl ertNotificationsGoup 3009 }

vnf mM ssi ngMM ResponsePar anet er Al ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when an expect MM response paraneter is nissing."
::={ vnfnGenExceptionA ertNotificationsGoup 3010 }

vnf m nput Qut put Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
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"An |/O error has occurred."
::= { vnfnGenExceptionA ertNotificationsGoup 3011 }

vnfm nterruptedErrorAlertNotification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“An interrupted error has occurred.”
::={ vnfmGenExceptionAl ertNotificationsGoup 3012 }

vnf i | eNot FoundAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error if the specified file is not found."

::= { vnfnGenExceptionA ertNotificationsG oup

3013 }

vnf mnexpect edPar seError Al ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"An unexpected error has occurred while parsing an object or file."
::={ vnfmGenExceptionAl ertNotificationsGoup 3014 }

vnf mM ssi ngConfi gParamAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error occurred when a configuration file is mssing a nmandatory

parameter."”

::={ vnfnGenExceptionA ertNotificationsGoup 3015 }

vnf mnsuppor t edConf i gParamAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Error when a configuration file contains an unsupported paraneter."
::={ vnfnGenExceptionAl ertNotificationsGoup 3016 }

vnf nval ueQut OF BoundsAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
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"Error when a value/index is out of range."
::={ vnfmGenExceptionAl ertNotificationsGoup 3017 }

vnf nBessi onl dError Al ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failed to fetch the session ID."
::= { vnfnGenExceptionAl ertNotificationsGoup 3018 }

vnf m OExcepti onError Al ertNotification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Detected an | CException during processing."
::= { vnfnGenExceptionAl ertNotificationsGoup 3019 }

vnf mHt t pResour ceNot FoundAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"The requested Htp Resource Not Found."
::= { vnfnGenExceptionAl ertNotificationsGoup 3020 }

vnf mvM St at usExcepti onError Al ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"MM Exception status response.”
::={ vnfmGenExceptionAl ertNotificationsGoup 3021 }

vnf mNot Act i veNodeError Al ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error when the node is not active."
::={ vnfmGenExceptionAl ertNotificationsGoup 3022 }

vnf nBSof t war eVer si onl nf oNot FoundAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"MM Exception if the Software Version is not found."
::= { vnfnGenExceptionAl ertNotificationsGoup 3023 }
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vnf nPar anet er Addi ti onFai | edAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"MM Exception if the addition of Paraneter failed. "
::={ vnfmGenExceptionAl ertNotificationsGoup 3024 }

vnf mOper ati onFai | ureAl ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Unexpect ed Cperation Failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3025 }

vnf nifenpor aryCondi ti onFai | ureAl ert Notification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Tenporary Condition Failure."
::={ vnfnGenExceptionA ertNotificationsGoup 3026 }

vnf mJaxbMar shal i ngError Al ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Jaxb Marshalling Error found."
::={ vnfmGenExceptionAl ertNotificationsGoup 3027 }

vnf mNoanBer ver G oupCount Error Al ert Noti fi cation NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp, vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Noam Server group count Error."
::= { vnfnGenExceptionAl ertNotificationsGoup 3028 }

vnf nBecur eRenot eOper ati onFai | edAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Secure Rermote Qperation Failed."
::= { vnfnGenExceptionA ertNotificationsGoup 3029 }

vnf mXm Par seError Al ert Noti fication NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
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vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"XM. Parse Error."
::={ vnfnGenExceptionAl ertNotificationsGoup 3030 }

vnf mXm XPat hExpr essi onFai | ureAl ert Notification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"The XPath Expression Failed."
::={ vnfnGenExceptionAl ertNotificationsGoup 3031 }

vnf mXm Transf or nXnl ToSt ri ngFai | ureAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Converting DOM Xml to String Failure."”
::={ vnfnGenExceptionAl ertNotificationsGoup 3032 }

vnf mXmi | pAddr essl sNot Assi gnedAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Xm |p address not assigned to device."
::= { vnfnGenExceptionAl ertNotificationsGoup 3033 }

vnf mLoadConfi gOperati onFai | edError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Load config operation failure."
::={ vnfnGenExceptionAl ertNotificationsGoup 3034 }

vnf i | eSyst enEntityActi onFail ureAl ertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"File systementity action failure."
::={ vnfnGenExceptionAl ertNotificationsGoup 3035 }

vnf nBer ver Not Reachabl eAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,

vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,

vnf nExceptionSeverity }
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STATUS current
DESCRI PTI ON
"Server not accessible."
::= { vnfnGenExceptionAl ertNotificationsGoup 3036 }

vnf mnsupport edDsr Rel easeVer si onAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"DSR Rel ease Invalid."
::= { vnfnGenExceptionAl ertNotificationsGoup 3037 }

vnf nCannot Det er mi neDef aul t Val ueAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Default val ue cannot be deternined."”
::= { vnfnGenExceptionA ertNotificationsGoup 3038 }

vnf nDsr | magesNot Confi guredAl ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"DSR images are not configured for the release.”
::= { vnfnGenExceptionA ertNotificationsGoup 3039 }

vnf nDsr | mageNot Conf i gur edVnTypeAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"DSR image for VMtype not configured."”
::={ vnfnGenExceptionAl ertNotificationsGoup 3040 }

vnf nBul kConfi gXnl Creati onFai | ureAl ertNotification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Bulk Config XM. creation failure."
::={ vnfmGenExceptionAl ertNotificationsGoup 3041 }

vnf mnsuppor t edVnf TypeAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
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"Unsupported VNFM type."
::= { vnfnGenExceptionAl ertNotificationsGoup 3046 }

vnfnFil eCreationFailureAl ertNotification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"File creation failed."
::= { vnfnGenExceptionAl ertNotificationsGoup 3049 }

vnf mval ueNot Conf i gur edl nPropertyFil eAl ertNotification NOTIFl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Val ue not configured in property file."
::= { vnfnGenExceptionA ertNotificationsGoup 3050 }

vnf mHeat Tenpl at eSt ackChj ect I nstanti ati onFai | ureAl ertNotification NOTI FI CATI ON-
TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Heat Tenpl ateStack instantiation failure."
::={ vnfnGenExceptionAl ertNotificationsGoup 3051 }

vnf nConfi gurati onExcepti onAl ertNotification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception while initializing configuration exception."
::={ vnfnGenExceptionA ertNotificationsGoup 3052 }

vnf mAat chDogTi mer Excepti onAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current
DESCRI PTI ON
"Failed to create Watch Dog Tinmer."
::= { vnfnGenExceptionA ertNotificationsGoup 3053 }

vnf m nval i dOpenSt ackResour ceAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Openstack resource id is not valid."
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::= { vnfnGenExceptionAl ertNotificationsGoup 3054 }

vnf mnsopport edFl avor | dAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Unsupported VNFM type."
::= { vnfnGenExceptionAl ertNotificationsGoup 3055 }

vnf nReadVnf I nst anceAl ert Noti fication NOTI Fl CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Incorrect VNF Instance Id."
::={ vnfnGenExceptionAl ertNotificationsGoup 3056 }

vnfm || egal InstantiationLevel AlertNotification NOTIFI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Incorrect VNF Instance Id."
::={ vnfnGenExceptionA ertNotificationsGoup 3057 }

vnf i | eNot FoundExcepti onAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Incorrect VNFM persistent file."
::={ vnfnGenExceptionAl ertNotificationsGoup 3058 }

vnfm nval i dFi | eAl ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

“Invalid file Error."
::= { vnfnGenExceptionAl ertNotificationsGoup 3059 }

vnf nScal edConfi gXnl Creati onFai | ureAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionA ertlD, vnfnExceptionAl ert Nane,

vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Bulk Config XML creation failure."
::= { vnfnGenExceptionAl ertNotificationsGoup 3060 }
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vnf mReadVnf LcnOper at i onExcepti onAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Incorrect VNF LCM Operation Id."
::={ vnfnGenExceptionAl ertNotificationsGoup 3061 }

vnfm nval i dl nst anceNameAl ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"vnflnstance Name is already in use."
::= { vnfnGenExceptionAl ertNotificationsGoup 3062 }

vnfm nval i dNet wor kAl ert Noti ficati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'nvalid network name."
::={ vnfnGenExceptionAl ertNotificationsGoup 3063 }

vnf mnsuppor t edEncodi ngAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Unsupported Encodi ng Found."
::= { vnfnGenExceptionA ertNotificationsGoup 3064 }

vnf nReachedMaxAl | owedSer ver sPer Si gnal i ngVnf Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Reached Max all owed servers per signaling VNF. "
::={ vnfnGenExceptionAl ertNotificationsGoup 3065 }

vnf mReachedMaxAl | owed| pf ePer Si gnal i ngVnf Al ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON
"Reached Max allowed | PFE servers per signaling VNF."
::= { vnfnGenExceptionAl ertNotificationsGoup 3066 }

vnf nTer m nati onFai | ureAl ertNotification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
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vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed Termnating Stack."
::= { vnfnGenExceptionAl ertNotificationsGoup 3067 }

vnfm nval i dResour cel dAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp, vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed Terminating Stack."
::={ vnfmGenExceptionAl ertNotificationsGoup 3068 }

vnf nRet ri eveBul kXm Per si st ent Fai | ureAl ert Notification NOTI Fl CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed Termnating Stack."
::={ vnfnGenExceptionA ertNotificationsGoup 3069 }

vnf Ret ri evePasswor dFai | ureAl ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Unable to retrieve password.”
::={ vnfnGenExceptionAl ertNotificationsGoup 3070 }

vnf nC oudl ni t Fai | ureAl ertNotification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Cloud Init failed"
::={ vnfnGenExceptionAl ertNotificationsGoup 3071 }

vnfm nval i dNet wor kNaneAl ert Not i fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Network name invalid."
::={ vnfnGenExceptionA ertNotificationsGoup 3073 }

vnf nSSLExcepti onAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current
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DESCRI PTI ON
"SSL Exception.”
::= { vnfnGenExceptionAl ertNotificationsGoup 3074 }

vnfm nval i dl PFETar get Set Al ert Not i fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“Invalid | PFE Target Sets for |PFE"
::={ vnfnGenExceptionAl ertNotificationsGoup 3075 }

vnfnirsaVi pJsonCreationFail ureAl ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
“Invalid | PFE Target Sets for |PFE"
::={ vnfnGenExceptionAl ertNotificationsGoup 3076 }

vnf nBt at eOper at i onExceptionAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"VNFM St ate Cperation Exception.”
::={ vnfmGenExceptionAl ertNotificationsGoup 3077 }

vnf Qi ent Prot ocol ExceptionAl ertNotification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Cient Protocol Exception."”
::={ vnfnGenExceptionA ertNotificationsGoup 3078 }

vnfrRetri evelLocal | pFai | ureAl ertNotification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Retrieve Local |P Failure Exception."
::={ vnfnGenExceptionAl ertNotificationsGoup 3079 }

r enot eVnf nChangeSt at eFai [ ureAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,

vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,

vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
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"Rermot e VNFM Change State Exception.”
::={ vnfnGenExceptionAl ertNotificationsGoup 3080 }

heal Vnf Fai | ureAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Heal VNF operation Failure."
::={ vnfnGenExceptionAl ertNotificationsGoup 3081 }

operat eVnf Fai | ureAl ertNotification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Operate VNF operation Failure.”
::= { vnfnGenExceptionAl ertNotificationsGoup 3082 }

modi f yVnf Fai | ureAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Modify VNF operation Failure."
::={ vnfnGenExceptionAl ertNotificationsGoup 3083 }

unknownHost Except i onAl ert Noti fication NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unknown Host Exception while mapping the IP and host Nane.
::= { vnfnGenExceptionAl ertNotificationsGoup 3084 }

unabl eToReadAndUpdat eFi | eAl ert Noti fi cation NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
“"Unable to performfile read and/or update operations"
::={ vnfnGenExceptionA ertNotificationsGoup 3085 }

vnf nReadHost Fi | eAl ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Exception occurred while reading/updating hosts file"
::={ vnfnGenExceptionAl ertNotificationsGoup 3086 }
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mal f or medUr | ExceptionAl ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Exception occurred while Ul is not proper"
::= { vnfnGenExceptionAl ertNotificationsGoup 3087 }

vnfm ncorrect Vnfdl dAl ert Notification NOTIFl CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Exception occurred while vndld is incorrect”
::={ vnfnGenExceptionAl ertNotificationsGoup 3088 }

vnf mnf Not SupportingMil tipl eVnfdl dAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception occurred while vnf type not supporting nultiple vnfdld"
::={ vnfnGenExceptionA ertNotificationsGoup 3089 }

vnf mvnf dl dCont ai nsl nval i dVal ueAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception occurred while vnfdld field contains invalid val ue"
::= { vnfnGenExceptionA ertNotificationsGoup 3090 }

vnf n oud! ni t Confi gFi | eTransf er Fai | edAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception occurred while cloud config files transfer failed via
sftp."”
::= { vnfnGenExceptionA ertNotificationsGoup 3091 }

vnf nC oudConfi gRetryFi | eTransferFail edAl ert Notification NOTIFl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Exception occurred while cloud config file transfer failed via sftp
after specific retry"
::= { vnfnGenExceptionAl ertNotificationsGoup 3092 }
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vnf mBemant i cError Al ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Sematic Error Found."
::={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4001 }

vnfm nval i dFi el dVal uePar amet er Al ert Noti ficati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
“Invalid Field Val ue Found."
::={ vnfnBenmanti cExceptionAl ertNotificationsG oup 4002 }

vnf m nval i dVi mConnecti onl nf oLi st Si zeAl ert Notification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid Connection Details in the VimConnection Information."
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4003 }

vnf mRequi r edPar amet er M ssi ngAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Required Parameters Mssing."
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4004 }

vnf mnsupport edl nput Par amet er Al ert Not i fi cation NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unsupported Input Paranters.”
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4005 }

vnf nDat at ypeM snat chAl ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Dat at ype M smatch Found."
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4006 }

vnf nVal ueTooShor t Par anmet er Al ert Noti fi cati on NOTI FI CATI ON- TYPE
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OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"The val ue of the paraneters are too short."
::={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4007 }

vnf mval ueTooLongAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"The val ue of the parameters are too |ong."
::={ vnfnBenmanti cExceptionAl ertNotificationsG oup 4008 }

vnfm || egal Val ueAl ertNotification NOTIFI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“Il'l egal Val ue Found."
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4009 }

vnfm || egal Argunent Al ert Notification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'l'legal Argunment Found."
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4010 }

vnf mM ssi ngFi xedl psAl ert Noti fication NOTI Fl CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Fi xed Ips Mssing."
::={ vnfnBenmanti cExceptionAl ertNotificationsGoup 4011 }

vnf nval ueLengt hM smat chAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"The length the value has been m smatched."
::={ vnfnSenmanti cExceptionAl ertNotificationsGoup 4012 }

vnf m pNot | nRangeAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
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vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"The Ip is out of bounds."
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4013 }

vnfm nval i dKeyAl ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'nvalid Key Found."
::={ vnfnBenmanti cExceptionAl ertNotificationsGoup 4014 }

vnf mM smat chedl pVer si onAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"The | P Version has been mismatched. "
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4015 }

vnfm nval i dPasswor dAl ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'nvalid Password is provided."
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4016 }

vnfm nval i dSubnet NaneAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"I'nvalid Subnet Nane Found."
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4017 }

vnf mNot Suppor t edDual | pAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“Dual Ip Not Supported Exception."
::={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4018 }

vnf mMul ti pl eCccurenceOf Paranet er Al ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current
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DESCRI PTI ON
"Ml tiple occurence of VIP"
::={ vnfnBenmanti cExceptionAl ertNotificationsGoup 4019 }

vnfm nval i dl pfeOpti onsAl ertNotification NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"I'nvalid | PFE Options"
c:={ vnfnBemanti cExceptionAl ertNotificationsGoup 4020 }

vnfm nval i dl pf eOpti onsFort arget Set sAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
“Invalid I PFE Options for Target Sets"
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4021 }

vnf mNot Support edTsaConfi gAl ertNotificati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“Invalid Flavor Id for tsa config"
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4022 }

vnfm nval i dVnf cNanesAl ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'nvalid VNFC Nanmes for specific VNF
.:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4023 }

vnf noper at eNoSt at eChangeAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unabl e to change instance state while Cperate VNF operation”
c:={ vnfnBemanti cExceptionAl ertNotificationsGoup 4024 }

vnf nBSer ver sNot Support edAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"C-level servers not supported for Custominstantiation level id

Virtual Network Functions Manager Installation and User Guide
G42908-01 October 23, 2025

Copyright © 2019, 2025, Oracle and/or its affiliates. Page 38 of 50



ORACLE Chapter 19
VNFM MIB File

based on flavor"
::={ vnfnBenmanti cExceptionAl ertNotificationsGoup 4025 }

vnf nBSer ver Count Not Support edAl ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"C- level server count not supported.”
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4026 }

vnfm nval i dGat ewayAl ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Gateway IP is invalid for the subnet"
.:={ vnfnBemanti cExceptionAl ertNotificationsGoup 4027 }

vnf m nval i dSegNet wor kConbi nati onAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Request body of Signaling VNF does not contains same xm Repl and
i m Repl conbination as |ike NOAM VNF"
c:={ vnfnBemanti cExceptionAl ertNotificati onsGoup 4028 }

vnf m nval i dSgNaneAl ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Request body of Signaling VNF does not contain proper SG nane based

on | P used in resource Id field."

.:={ vnfnBemanti cExceptionAl ertNotificationsGoup 4029 }

vnf m nval i dNt pl pAl ertNotification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Request body contains invalid ntplp."

::={ vnfnBemanti cExceptionAl ertNotificationsG oup

4030 }

vnf Qi ent Creat eFai l ureAl ert Notification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
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DESCRI PTI ON
"Failed to create Openstack Client."
;1= { vnfnOpenstackExceptionAl ertNotificationsGoup 5001 }

vnf mHeat Fi | eM ssi ngParanet er Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Mandatory Yam file for deploynent not found. "
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5002 }

vnf nPar amvapConvert Error Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unabl e to convert parameter Yam file to parameter list."
.= { vnfmOpenstackExceptionAl ertNotificationsG oup 5003 }

vnfnBt ackCreateClientError Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack create operation due to error on client."
.= { vnfmOpenstackExceptionAl ertNotificationsG oup 5004 }

vnf Bt ackDel eteCl ientError Al ertNotification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failed to delete the stack."
::={ vnfmOpenstackExceptionAl ertNotificationsG oup 5005 }

vnf mBt ackNot FoundError Al ert Noti fi cation NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failed to find the stack by the nane."
.= { vnfmOpenstackExceptionAl ertNotificationsG oup 5006 }

vnf nBt ackCreat eServerError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack create operation due to error on server."
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::={ vnfmOpenstackExceptionAl ertNotificationsG oup 5007 }

vnf Bt ackGet Qut put sTi meout Error Al ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to retrieve a stack infrastructure."
.= { vnfmOpenstackExceptionAl ertNotificationsG oup 5008 }

vnf Bt ackGet Qut put sConfi gError Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionA ertlD, vnfnExceptionAl ertNane,

vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failed to open NsaGsProperties file."
.= { vnfmOpenst ackExceptionAl ertNotificationsG oup 5009 }

vnf Bt ackGet Qut put sM ssi ngDat aError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Required data missing fromgetQutputs response."”
.= { vnfmOpenst ackExceptionAl ertNotificationsGoup 5010 }

vnf mBt ackGet Qut put sNul | Val ueError Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to retrieve IPs from stack"
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5011 }

vnfm nval i dJsonFormat Error Al ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"The generated JSON String has errors.”
.= { vnfmOpenst ackExceptionAl ertNotificationsGoup 5012 }

vnf mOpenst ackC i CommandExecut i onFai | ureAl ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"OpenStack command execution failure."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5013 }
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vnf Bt ackSer vi ceConfi gError Al ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Error just before stack creation."”
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5014 }

vnf St ackUpdat eCl i ent Error Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack update operation due to error on client."
.= { vnfmOpenst ackExceptionAl ertNotificationsGoup 5015 }

vnf St ackUpdat eServer Error Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack update operation due to error on server."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5016 }

vnf nBt ackDel et eServerError Al ert Notification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp, vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to performstack delete operation due to error on server."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5017 }

vnf mNet wor kDet ai | sNot FoundAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed to fetch the network details fromthe provided network."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5018 }

vnf m pDet ai | sNot FoundAl ert Noti fi cation NOTI Fl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed while fetching |P details for the provided resource ID."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5019 }

vnfrPort CreationError Al ertNotification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
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vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed while creating port fromnetwork ID."
.= { vnfmOpenstackExceptionAl ertNotificationsG oup 5020 }

vnf mNet wor kNameFr oml dAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Failed while fetching network name fromnetwork ID."
.= { vnfmOpenst ackExceptionAl ertNotificationsGoup 5021 }

vnf nBt ackDet ai | sNot FoundAl ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failed while fetching stack output from stack."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5022 }

vnf St ackUnknownOper ati onError Al ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Unknown Operation on Qpen Stack is performed. "
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5023 }

vnf mOper at eVnf St at eChangeError Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Server state change failed in operate VNr."
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5024 }

vnf nFet chFl avor Li st Error Al ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Fecth Openstack Flavor List Failure"
::={ vnfmOpenstackExceptionAl ertNotificationsGoup 5025 }

vnf nFet chl mageLi st Error Al ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
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DESCRI PTI ON
"Fecth Openstack Image List Failure"
;1= { vnfnOpenstackExceptionAl ertNotificationsGoup 5026 }

vnf nFet chl pFronmHost nameAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Fecth Ip from Hostnane Failure"
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5027 }

vnf nFet chHost naneFr om pAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Fecth Hostname fromlIp Failure"
.= { vnfmOpenstackExceptionAl ertNotificationsGoup 5028 }

vnfnPort Del eti onError Al ert Notification NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"TSA port deletion Failure"
::={ vnfmOpenstackExceptionAl ertNotificationsGoup 5029 }

vnf mNet wr okNanmeFr om dError Al ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failure in fetching Network name From |d"
.= { vnfmOpenstackExceptionAl ertNotificationsG oup 5030 }

vnf nBubnet NameFrom dError Al ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Failure in fetching Subnet name from|d"

::= { vnfnOpenstackExceptionAl ertNotificationsG oup

5031 }

vnfm ncorect Vnfl nstancel dAl ertNotification NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
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"Incorrect Vnf Instance ID."
;1= { vnfm nvalidGenExceptionAl ertNotificationsG oup 6001 }

vnfm ncorrectrStackl dOr NaneAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"I'ncorrect Stack Id or Name."
::={ vnfmnval i dGenExcepti onAl ert Notificati onsGoup 6002 }

vnf nDi scover St ackl dOr NareAl ert Not i fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Discovery stack 1d or Name already discover by VNFM"
::={ vnfm nvalidGenExceptionAl ertNotificationsG oup 6003 }

Chapter 19
VNFM MIB File

vnf nDi scover St ackl dOr NameCr eat eFai | edAl ert Noti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Creation of Stack by the provided stack Id or Name failed."

::={ vnfm nvalidGenExceptionAl ertNotificationsG oup 6004 }

vnf m ncorrect Vnf LcnOpQddl dAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'ncorrect VNF LCM Qperation Cccurrence Id."
;1= { vnfm nvalidGenExceptionAl ertNotificationsG oup 6005 }

vnf mNet wor kConf i gFi | eNot Exi st sAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"I'ncorrect VNF LCM Qperation Cccurrence Id."
;1= { vnfm nvalidGenExceptionAl ertNotificationsG oup 6006 }

vnf mnf Al readyl nstant i at edAl ert Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"The Vnf Instance has already been instantiated."”
c:={ vnfnttateConflictExceptionAl ertNotificationsGoup 7001 }
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vnf nWnf Not I nst ant i at edAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"The Vnf Instance has not been instantiated. "
c:={ vnfnttateConflictExceptionAl ertNotificationsGoup 7002 }

ti meStanpTood dAl ert Notification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"The TineStanp is too Ad."
c:={ vnfnttateConflictExceptionAl ertNotificationsGoup 7003 }

vnf cAl readyl nQueueAl ert Notification NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"VNFC al ready present in priority queue."
c:={ vnfnttateConflictExceptionAl ertNotificationsGoup 7004 }

vnf nBt ackCr eat eSucessAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack creation is successful."”
;.= { vnfnBucessAl ertNotificationsGoup 8001 }

vnf nBt ackUpdat eSucessAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack update is successful."
;.= { vnfnBucessAl ertNotificationsGoup 8002 }

vnf nBt ackDel et eSucessAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Stack deletion is successful."”
::={ vnfnBucessAl ertNotificationsGoup 8003 }

vnf Bt ackDi scover SucessAl ert Noti fication NOTIFI CATI ON- TYPE

OBJECTS { vnfnBuccessAlert|D, vnfmOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }

STATUS current
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DESCRI PTI ON
"The Stack discovery is successful."
;.= { vnfnBucessAl ertNotificationsGoup 8004 }

vnf mC oudl ni t SucessAl ert Noti fication NOTI Fl CATI ON- TYPE
OBJECTS { vnfnBuccessAlert!|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Coud Init is successful.”
;.= { vnfnBucessAl ertNotificationsGoup 8005 }

vnf mRenot eSynchr oni zat i onSuccessAl ert Noti fi cation NOTI FI CATI ON- TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"Rerot e Synchronization is successful."”
;.= { vnfnBucessAl ertNotificationsGoup 8006 }

changeVnf nt at el nf oSuccessAl ert Noti fi cation NOTI FI CATI ON TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"Change VNFM State is successful."
;.= { vnfnBucessAl ertNotificationsGoup 8007 }

vnf mvbdi f yVnf SucessAl ert Noti fi cation NOTI Fl CATI ON- TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Modify VNF instance operation is successful."
::={ vnfnBucessAl ertNotificationsGoup 8008 }

vnf mOper at eVnf SucessAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Cperate VNF operation is successful."”
;.= { vnfnBucessAl ertNotificationsGoup 8009 }

heal Vnf SuccessAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnBuccessAlert|D, vnfnOperation, vnfnBucessAl ertMessage,
vnf nBucessAl ert Ti neSt anp, vnf nBuccessSeverity }
STATUS current
DESCRI PTI ON
"The Heal VNF operation is successful."”
;.= { vnfnBucessAl ertNotificationsGoup 8010 }

vnf m nval i dUser ScopeAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
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vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Scope not allowed for this user."
::={ vnfmAut hExceptionAl ertNotificationsGoup 9001 }

vnf mser Al r eadyPresent Al ert Noti fication NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"User Already Present.”
::={ vnfrmAut hExcepti onAl ertNotificationsG oup 9002 }

vnfm nval i dCredenti al sEnt eredAl ert Noti fication NOTI FI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid username or password entered."”
::={ vnfrmAut hExcepti onAl ertNotificationsG oup 9003 }

vnf nBessi onExpi redAl ert Noti fication NOTI FI CATI ON TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Session Expired, please login again to continue."
::={ vnfrmAut hExceptionAl ertNotificationsG oup 9004 }

vnfm nval i dTokenAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf mExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'nvalid Token."
::={ vnfrmAut hExceptionAl ertNotificati onsG oup 9005 }

vnf m\ul | TokenAl ert Noti fication NOTIFI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Token Field must be present.”
::={ vnfrmAut hExceptionAl ertNotificati onsG oup 9006 }

vnfm nval i dSt at eAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current
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DESCRI PTI ON
"VNFM State is invalid."
::={ vnfmAut hExceptionAl ertNotificationsG oup 9007 }

vnf mnaut hori zedAccessAl ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

"Unaut hori zed Access."
::={ vnfmAut hExceptionAl ertNotificationsG oup 9008 }

vnf mConstraint Vi ol ati onAl ertNotification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Constraint Violation in request."
::={ vnfmConstraintViolati onExceptionA ertNotificationsGoup 1101 }

vnf mConstraint Nul | AlertNotification NOTIFlI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Constraint Violation for null for field in request."
::={ vnfmConstraintViolati onExceptionAl ertNotificationsG oup
1102 }

vnfm nval i dConstraint Si zeA ertNotification NOTIFl CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf mExceptionSeverity }
STATUS current
DESCRI PTI ON
"Constraint Violation for size for field in request."
::={ vnfmConstraintViolati onExceptionAl ertNotificationsG oup
1103 }

vnfm nval i dConstrai nt PatternAl ertNotification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf mExcepti onAl ert Message, vnfnExcepti onAl ert Ti meSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
"Constraint Violation for pattern for field in request."”
::={ vnfmConstraintViolati onExceptionA ertNotificationsGoup 1104 }

vnfm nval i dGant Al ert Notification NOTI FI CATI ON- TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current
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DESCRI PTI ON
“I'nvalid or Mssing value for fetching auth token."
::= { vnfmAut hTokenExceptionAl ertNotificationsGoup 1201 }

vnf m nval i dRequest Al ert Noti fication NOTI FI CATI ON TYPE

OBJECTS { vnfnExceptionAl ertlD, vnfnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }

STATUS current

DESCRI PTI ON

“I'nvalid or Mssing value for fetching auth token."
::={ vnfmAut hTokenExceptionAl ertNotificationsGoup 1202 }

vnfm nval i dCredenti al sAl ert Notification NOTIFI CATI ON- TYPE
OBJECTS { vnfnExceptionAl ertlD, vnfmnExceptionAl ertNane,
vnf nExcept i onAl ert Message, vnfnExceptionAl ert Ti neSt anp,
vnf nExceptionSeverity }
STATUS current
DESCRI PTI ON
“I'nvalid or Mssing value for fetching auth token."
::={ vnfmAut hTokenExceptionAl ert NotificationsG oup
1203 }
END
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Import HTTPS/SSL Certificate into VNFM

@ Note

Diameter must be configured for running the traffic.

20.1 Recombine Existing PEM Keys and Certificates into VNFM

If you have an existing private key and certificates for your server's domain in PEM format,
combine them into a PKCS keystore, then convert the PKCS keystore into a Java keystore.

Run the following command:
cat <midfile.l.cert.pen> <midfile.2. cert.pen> > intermediates.cert.pem

Where <ni dfile. 1. cert.pen>and <m dfile. 2. cert. penr are the names of intermediate
certificate files.

@® Note

If you have multiple intermediate certificates, combine them in any order.

e openssl pkcsl2 -export -in <dsrVnfm penr -inkey <dsrVnfmkey> -certfile
<intermedi ate.cert.pen> -passin pass: <existingpassword> -passout pass: XXXX -
out vnfmdefault.pl2 -name "<yourDonai nNane>"

For example:

openssl pkcsl2 -export -in dsrVnfm pem -inkey dsrVnfmkey -passin pass: XXXX -
passout pass:xxxx -out vnfmdefault.pl2 -name dsrvnfm

e keytool -inportkeystore -srckeystore vnfmdefault.pl2 -srcstorepass xXxx -
srcstoretype PKCS12 -destkeystore vnfmdefault.jks -deststorepass xxxx -alias
dsrvnfm
For example:

keytool -inportkeystore -srckeystore vnfmdefault.pl2 -srcstorepass Xxxx -
srcstoretype PKCS12 -destkeystore vnfmdefault.jks -deststorepass xxxx -alias
dsrVnfm
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@® Note

keytool is the java key and certificate management utility provided by Java. It exist in
j rel bin/keytool .
Where,

e <dsrVnfm penp: The existing signed certificate file that matches your existing
private key.

e <dsrVnfm key>: The existing private key file.

e <internediate.cert.penp: The existing intermediate certificates that complete
the chain from your certificate to a root CA.

e <your Domai nNane>: The complete domain name of your server.
* <exi stingpassword>: The password that allows access to the existing key file.

e <your passwor d>: The password that allows access to your new keystore. Provide
at least six characters.

» destkeyst ore file name should be same as mention in the command
(vnfmdefaul t.jks).

» srcstorepass is the password that is given in first command (- passout pass:
xxxx) and it should also be same as mention in the command (xxxx)

» deststorepass is the password that is used to open the certificate file
(vnfm def aul t. j ks) and should also be same as mention in the command (xxxx),
because the same file name and password is used in Tomcat Apache to access
the SSL certificate.

20.2 Copy Created Certificate (vnfm_default.jks) into VNFM

When the vnfm box is installed, a self-signed certificate is created by VNFM and is placed in
the /var/vnfmi certificate/vnfmdefault.jks directory by default. This certificate is valid for
365 days.

The client must copy the created certificate with the same name as vnf m defaul t. j ks into
the /var/vnfnicertificate/ directory and override the existing vnfm_default.jks certificate.

@® Note

After making the certificate changes, client must restart the apache tomcat server to
reflect the updated certificate in VNFM. To restart the apache tomcat server, see
Reboot Tomcat.

20.3 VNFM Self Signed Certificate Generation

1. Create avnfntCert. conf configuration file as shown in the example below (provide your
own details in the respective fields):

[ req ]
default _bits = 2048
default _nmd = sha256
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di stingui shed_name = req_di stingui shed_nane
reg_extensions = req_ext

[ reg_distingui shed nane ]

countryNane = Country Nane (2-letter code)
stateOrProvinceNane = State or Province Name (full nane)
ocal ityName = Locality (e.g. city name)

organi zati onNane = Organi zation (e.g. conpany nane)
conmmonNarme = Cormmon Nare (your. donai n. conm

[ reg_ext ]

subj ect Alt Nane = @lt _nanes
[al t _nanes]

DNS.1 = *.| ocal host

DNS.2 = 127.0.0.1

DNS.3 = *.oracle.com

DNS. 4

* . oracl ecorp.com
Generate a key pair and a signing request by running the following command:

openssl req -new -keyout dsrVnfmkey -out dsrVnfmcsr -newkey rsa: 2048 -
config vnfnCert. conf

It will request for password to create private key file.

@® Note

To skip passphrase in private key, add -nodes (read: "No DES encryption")
parameter from the command.

Check if CSR contains the SAN by running the following command:

openssl req -noout -text -in sslcert.csr | grep DNS

Generating a self-signed certificate:
Run the following code to generate a temporary certificate, which is acceptable for 365
days:

openssl x509 -req -days 365 -in dsrVnfmcsr -signkey dsrVnfmkey -sha256 -out
dsrVnfmert -extfile ca.cnf -extensions req_ext

Enter pass phrase for dsr Vnf m key: <type pass phrase of private key>

Check if CSR contains the SAN by running the following command:

openssl req -noout -text -in sslcert.csr | grep DNS

Convert the CRT to PEM format:

Use the openssl tool to convert the CRT to a PEM format that is readable by the reporter:
openssl x509 -in dsrVnfmcrt -out dsrVnfm pem -outform PEM

To convert the PEM-format keys to Java KeyStores:
openssl pkcsl2 -export -in dsrVnfm pem -inkey dsrVnfmkey -passin pass:4sr VN6M
- passout pass: 4srVN6M -out vnfm defaul t.pl2 -nanme dsrvnfm
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Convert the vnfm_default.p12 to a Java keystore vnfm_default.jks, by running the following
command:

keytool -inportkeystore -srckeystore vnfmdefault.pl2 -srcstorepass
4sr VN6M - srcst oretype PKCS12 -destkeystore vnfmdefault.jks -deststorepass
4sr VN6M -al i as dsrVnfm

@® Note

After importing certificate into java keystore, it is a good practice to check if the
certificate information is correct or not. Keytool is the java jdk tool, which exists in
jdk/bin.

keytool -list -v -keystore [enter keystore name] -storepass [enter keystore
passwor d]

Run the following command to delete existing alias from the keystore file (optional):

keytool -delete -alias <aliasname> -keystore vnfmdefault.jks

@® Note

The vnf m def aul t. j ks is the ssl certification file which is being used in VNFM
https to establish the ssl connection.

While importing certificate into java keystore, provide - al i as dsr Vnf m If it prompts to
override, type YES.

Use the password " xxxx".

@® Note

Certificate file name (vnf m def aul t. j ks) and alias name (dsr Vnf m) must be the
same as mentioned above.
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Multiple HTTPS/SSL Certificate Support

VNFM supports multiple SSL Certificate handling automatically. During SSL handshake with a
cloud, the certificate is automatically added to the keystore, which is further used to make
subsequent openstack calls.

To check if the certificate has been added successfully to the keystore, the following steps can
be performed.

1. Run the following command to check if the certificate has been added into the keystore file
successfully:

keytool -v -list -keystore <NAME OF THE KEYSTORE FILE > -storepass
<PASSWORD OF THE KEYSTORE>

For example: keyt ool -v -keystore vnfmdefault.jks -storepass password
This command returns all the certificates present inside the keystore and the
corresponding information such as the Alias, Date Of Expiry, Public Keys etc.

2. Run the following code to delete certificates manually from the keystore:

keytool -delete -keystore <NAVE OF THE KEYSTORE FI LE> -store pass
<PASSWORD OF THE KEYSTORE> -alias <keyAlias>

@® Note

* The keystore has a format for saving the certificates/keys, therefore while
removing certificates, only the keytool should be used. Manual deletion within the
file can lead to keystore corruption. If the user wants to remove all the certificates
from the keystore, it should be done properly by removing the all the certificates
with the help of the above command. Simply truncating the data may disrupt the
format of the encrypted data and therefore can corrupt the keystore.

» If the following message is displayed on swagger after certificate is imported into
vnf m def aul t. j ks, then follow the procedure Reboot Tomcat:

"Reason: sun.security.validator.ValidatorException: PKIX path

bui I ding failed:

sun. security. provi der. certpath. SunCert Pat hBui | der Excepti on: unabl e
to find valid certification path to requested target”

VNFM supports openstack vim HTTP and HTTPS client both. To add that in the VNFM,
perform the following steps:

1. In VNFM deployed system, add the Openstack certificate in/ var/vnfni certificate
path to support the Openstack HTTPS client.

/var/vnfnicertificate/<certificate name>. pem
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Example:

[var/vnfmcertificate/os-client-certificate-keystore.pem

@® Note

The certificate must be in pem format only.

2. To get the Openstack client certificate, run the command:

echo -n | openssl s_client -connect <openstack stack ip>:5000 | \sed -ne
"/ -BEG N CERTI FI CATE-/, /- END CERTI FI CATE-/p' > os-client-certificate-
keyst ore. pem

Example:

echo -n | openssl s _client -connect 10.10.20.137:5000 | \sed -ne '/-BEG N
CERTI FI CATE-/, /- END CERTI FI CATE-/p' > os-client-certificate-keystore.pem

echo -n | openssl s_client connect mvl-devl.us.oracle.com5000 | \sed -ne
"/ -BEG N CERTI FI CATE-/,/-END CERTI FI CATE-/p' > os-client-certificate-
keyst ore. pem

The https certificate from Openstack is retrieved and saved in os-cl i ent-certificate-
keyst or e. pemfile.

21.1 Configurable Keystore

There is a script named conf i gkeyst or e. py, which is present in the project directory at

conf i gKeyst or e. py. We are using this script to update keyst or eFi | e and keyst or ePass
attributes in the apache tomcat server.xml file. The keystore file name and password must be
sent as command-line arguments to the script. For example, pyt hon confi gKeyst or e. py
keyst or eFi | eName keyst or ePasswor d.

This keystore file and password are used for making openstack calls.
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NOAM IPv6 Migration

Prerequisite: The xmi and imi network should have two subnet network each, where 15t will be
on IPv4 subnet and 2" will be on IPv6 subnet.

For example:

Network name: ext - net

Table 22-1 Subnets
- ]

Name Network Address IP Version Gateway IP
ext - net - 10.75.189. 128/ 25 | Pv4 10. 75. 189. 129
subnet
ext - net - 2606: b400: 605: b818::/6 || Pv6 2606: b400: 605: b818: 6e4
i pv6- 4 1: 6af f: f ec7: 80bf
subnet
® Note

The VNFM supports dual subnet, in case a subnet migrate is required, then perform
the following steps.

Steps to migrate DSR NOAM on IPv6:

1. Create DSR Noam through VNFM. Provide dual subnet network (xmi and imi) to creating
the DSR Noam set up. DSR NOAM will be up and running with IPv4 network interface
through VNFM and will create the IPv6 IP address in Openstack for both xmi/imi.

2. Add the allowed address for IPv6 manually through Openstack cli command for both
active/standby NOAM.

@® Note

User should have permission to add the allowed address to port through
OpenStack CLI.

Run the following command to add the allowed address pair in port:

openstack port set --allowed-address ip-address=<vip ipv6 address> <active
noam port id>

openstack port set --allowed-address ip-address=<vip ipv6 address> <standby
noam port id>

For example:
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openstack port set --allowed-address ip-
addr ess=2606: b400: 605: b818: 6e41: 6af f: fec7: 80cf a2d4fel9- d5e8-4al8-
b08c- 0057e68d2hde

3. Follow the Dual IP Stack migration document to add the IPv6 interface for active or
standby NOAM xmi, imi, and VIP.

4. While adding IPv6 interface, use the same IPv6 IP address for active/standby xmi and imi
which is created through VNFM for DSR NOAM.

a. Go to Openstack GUI.
b. Navigate to Network -> <network name> and locate the active/standby and vip port.

c. Open the port to obtain the created IPv4 and IPv6 address.
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Troubleshooting VNFM

23.1 Debug VNFM

To debug issues during VNFM deployment, check the following log files:

* VNFM logs are located in " /var/vnfm/logs/vnfm.log "

VNFM boot logs are located in "/var/log/messages".

e Tomcat logs are located in " /usr/share/vnfm/apache-tomcat-9.x.x/logs/catalina.out ".
e SNMP notifier logs are located in "/var/vnfm/logs/snmp_notifier.log"

e Alert Manager logs are located in "/var/vnfm/logs/alertmanager.log"

e Prometheus server logs are located in "/var/vnfm/logs/prometheus.log"

* Node Exporter logs are located in "/var/vnfm/logs/node_exporter.log"

* RSync logs are location in "/var/log/rsync.log"

e Reboot logs are location in "/var/vnfm/logs/reboot.log"

e Cloud-init logs of the DSR/SDS VNFs are located in "/var/TKLC/log/cloud-init/cloud-init.log"

23.2 Adding Route for a New VIM

To add route for a new VIM, run the following commands in r oot user mode:

1. Openroute-network. sh, and append the new VIM route address to the data list.
For example: Dat alLi st =10. 75. 167. 0/ 24, 10. 75. 185. 0/ 24

2. Runthe/route-network. sh

3. Runthe command nncli devi ce showfrom the output, get the value of "General
Connection" for the device which is attached for VIM interface.

4. Run the following command by passing the vim interface name retrieved from previous
step:

e nntli con up '<viminterface nanme>'

e example:nncli con up 'Wred connection 1'

23.3 Reboot Tomcat

To reboot Tomcat, perform the following procedure in the dsrvnf muser mode:

1. Gothe/ path.
The ./ dsrvnf nfSt art up. py script is present.
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2. Run this command:

.ldsrvnfnStartup. py <option for tontat to start,stop,restart> <i pAddress
of vnfm Don't use [] incase of |Pv6>

Examples:

.ldsrvnfnftartup. py restart 2606: b400: 605: b84a: 6e41: 6aff: fec7: 8100

.ldsrvnfnftartup. py start 10.75.189. 201

23.4 Resolve HA Alarms on VNF through VNFM Deployed Setup

Perform the following steps to resolve the HA alarms:

1. Check the ping request and response packets from Server-A and Server-B for which alarm
has been raised, by running the following command:

tcpdunp -i ethl -n "host <server-A>-im or <server-B>-im and port 17401
and udp"

For example:t cpdump -i ethl -n "host noanD0- 17badf 67-im or noanD1-17badf 67-
im and port 17401 and udp"

2. If ping request or response packets are not coming from any server, then add security
group rule ingress (response) or egress (request) to that instance.
The following image shows Ingress response:

Figure 23-1 Ingress Response

O  Direction Ether Type IP Protocol Port Range Remote IP Prefix Remote Security Group Actions

O Ingress IPv4 UDP 17401 0.0.0.0/0

3. Check the ping packets again after adding the rule and ensure that i ni request and
response packets are received from each servers, by running the following command:

tcpdunp -i ethl -n "<server-A>-inm or <server-B>-im and port 17401 and
udp”

4. Now restart the cmha process on the node where the alarms are present, by running the
following command:

pmset off crmha &% sleep 5 & pmset on crha

@® Note

If the Node is HA Active, then restarting cmha will cause switch over.
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23.5 Adding a Port in Openstack Security Groups

The Security Group Rules define the traffic that is allowed through instances assigned to the
security group.

Following are the steps to allow traffic through ports other than the default ports added by
VNFM:

1. Open Security Groups tab on the Openstack Horizon.
A list of available Security Groups appear.

2. From the list, click Manage Rules for the required Security Group.

3. Select Add Rule, provide all the required details in the dialog box.

® Note
In the CIDR field, the values for zero address are:
e ForIPv4 -0.0.0.0/0
e ForlIPv6 -::/0

4, Click Add Rule.

23.6 Debug SNMP System Alerts

Steps to debug SNMP system alerts:

e Check the log files for any errors. For information about list of log files, see How to debug
VNEM.

e If default configurations needs to be changed, perform SNMP System Traps
Configurations.

23.7 Configure Flavor and Instantiation Levels in VNFM

Steps to configure Flavor and Instantiation Levels in VNFM:

The number of VMs to be allocated to each VNF Flavor and Instantiation Levels are present in
the file: / usr/ shar e/ vnf nf openst ack/ Vnf Si zi ng. yan

A sample of the file is provided below:

dsrSignal i ng:
smal | :
di ameter:
danp: 2
ipfe: 2
stp: O
shr: 0
udr: 0
| arge:
di ameter:
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danp: 32
ipfe: 4
stp: O
sbr: 0
udr: 0

In order to change the default configurations:

In' dsrvnfm user mode, edit this file: / usr/ shar e/ vnf ml openst ack/ Vnf Si zi ng. yam

Change the number of VMs under the required VNF Type - Instantiation Level Id -
Flavor Id and save the file.

For example: In DSR Signaling, under Diameter Flavor Id, small Instantiation Level Id, the user
needs 16 DAMPs, 4 IPFEs, the sample of file would be as below:

Edited Sanple File

dsr Si gnal i ng:

smal | :

di ameter:
danp: 16
ipfe: 4
stp: O
sbhr: 0
udr: 0

| ar ge:

di ameter:
danp: 32
ipfe: 4
stp: O
sbr: 0
udr: 0

23.8 Configuring DNS IP in VNFM

Perform the following procedure if DNS IP is not configured.
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2.

Log in to the VNFM GUI.

Inthe /et c/ resol v. conf VNFM parameter file, add the nameserver <DNS | p> DNS IP if
it is unavailable.

Example:
e For the IPv6 setup: naneserver 2606: b400: 605: b912: 200: 5ef f: f e00: 1f 7
e For the IPv4 setup: naneserver 10.250. 32. 10

Add the <I P> cl oudnane controller IP in the IPv4 section of the / et ¢/ host s file if the
DNS IP is not working.

Example: 10. 190. 219. 195 control | er
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23.9 Disable SSH Weak Key Exchange Algorithms

To display the list of key exchange algorithms, use the following command:

sudo sshd -T |grep -i "“kexal gorithns"

Output - Example

kexal gorithns curve25519-sha256, curve25519- sha256@ 1 i bssh. or g, ecdh- sha2-

ni st p256, ecdh- sha2- ni st p384, ecdh- sha2- ni st p521, di f fi e- hel | man- gr oup- exchange-
sha256, di ffi e-hel | man- groupl6- sha512, di ffi e- hel | man-group18-sha512, diffie-
hel | man- gr oup- exchange- shal, di ffi e- hel | man- gr oupl4- sha256, di ffi e- hel | man-
groupl4-shal, diffie-hell man-groupl-shal

The following two algorithms are considered as weak algorithm based on the Nessus scan
result and they should be disabled for key exchange:

e diffie-hellmn-group-exchange-shal - weak key algorithm

e diffie-hellmn-groupl-shal - weak key algorithm

To skip the weak key exchange algorithms, add the below line in the / et ¢/ ssh/
sshd_configand/etc/ssh/ssh_confi g files and on all the servers:

KexAl gorithns diffie-hellmn-group-exchange-sha256, ecdh-sha2- ni st p384

@® Note

The di f fi e- hel | man- gr oup- exchange- sha256 and ecdh- sha2- ni st p384
are added as they are not reported as Weak key algorithms. This result is overridden if
ssh_confi g and sshd_confi g contains KexAlgorithms diffie-hellman-group-
exchange-sha256,ecdh-sha2-nistp384 line.

Post execution of ssh_confi g and sshd_confi g update, run the following command:

sudo sshd -T |grep -i "“kexal gorithms"

Output - Example

di ffie-hel | man- group- exchange- sha256, ecdh- sha2- ni st p384

For GSSAPI Key exchange algorithms, use the following commands to check
GSSAPI Aut hent i cat i on and GSSAPI Key Exchange parameters:

sudo sshd -T | grep -i "gssapi aut hentication”
sudo sshd -T | grep -i "gssapi keyexchange"
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To disable user authentication and key exchange based on GSSAPI, set the parameters
GSSAPI Aut hent i cat i on and GSSAPI KeyExchange to nointhe /et ¢/ ssh/ sshd_confi g
and / et c/ ssh/ ssh_confi g files, on all the servers.

sudo sed -i 's/.*GSSAPI Aut henti cation. */ #GSSAPI Aut hentication no/i' [etc/ssh/
sshd _config && sudo sed -i

"/ . *GSSAPI Aut henti cation. */{x;/.*GSSAPI Aut henti cation.*/!

{x;h;b;};x;d}" /etc/ssh/sshd config

sudo sed -i 's/.*GSSAPI Aut hentication.*/# GSSAPI Aut henti cation
no/i' [etc/ssh/issh config & sudo sed -i

"/ . *GSSAPI Aut henti cation. */{x;/.*GSSAPI Aut henti cation.*/!
{x;h;b;};x;d}" letc/ssh/ssh config

@® Note

If there is a line with the GSSAPI KexAl gori t hrs or gssapi kexal gorit hns
parameter (case-insensitive), remove that line.

Verify GSSAPI Aut hent i cati on and GSSAPI KeyExchange parameters:

sudo sshd -T | grep -i "gssapi aut hentication”

sudo sshd -T | grep -i "gssapi keyexchange"

After making the changes in the / et ¢/ ssh/ sshd_confi gand/etc/ssh/ssh _config
files, validate the / et ¢/ ssh/ sshd_confi g file for errors.

sudo sshd -T

Then, restart the sshd service.

sudo service sshd restart

23.10 Add or Update Certification

@® Note

It is recommended to get a SSL certificate certified from a trusted authority, as Nessus
scan results in SSL Certificate Cannot Be Trusted, SSL Self-Signed
Certificate issues.

To add or update certification, perform the following steps:

1. Runstep 1 and 2 from VNEM Self Signed Certificate Generation procedure to produce
dsrVnf m key and dsr Vnf m csr files.
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@® Note

For information on self signed certificate, refer to VNEM Self Signed Certificate
Generation section.

2. Send these 2 files to a trusted CA authority for CA signature.

3. Perform step 4 from VNEM Self Signed Certificate Generation procedure using the
dsrvVnf m crt file shared back by the trusted CA authority.

@® Note

Run the remaining steps in the VNEM Self Signed Certificate Generation section
to generate the vnf m def aul t . j ks file.

4. After creating vnf m def aul t . j ks certificate, before copying itinto / var / vnf ml
certificatel/, move the created certificate to backup, if it exists in / var/ vnf m
certificate/ path.

23.11 Changing VNF CLI and DSR GUI Login Credentials

This section provides information to change VNF CLI and DSR GUI login username and
password.

Prerequisites

e The new credentials are supported by the DSR Image.
e The updated username must be a plain text.

*  The updated password must be encrypted using the utility function which is /
confi gPwor d. py' passwor dToBeEncrypt ed' .
Following is an example showing the usage of the script:

Figure 23-2 Usage of Script

[root@o18-vnfm-runner-server2 DSR:Sony]# ./configPword.py 'Welcome@l23'
b'Welcome@l23'

Jek7ztHM3n07z4ATejR6mrY1lhjWv8eQt5mIPOPY197¢ jwfuB+Lg+IBQU5ILw3abHVuIynC461IuVutwtTQaNRdmKHtsCsvNmJ]

bxZK5ZY6aY5nuIwouANGIQ1inEyxalOnomKBm73+0ml+sIVSQsM37cZuVdFUF1Y1h4k1z3wzYX444hP1kRkWZbxTRAzFCuQTER
Z7fCSzY+g/G9QeH55N3nMR4ptbeTgvxLbXLOI1EUyx+VvFS42SeDw06+xp10Wb1IswXCg961sORYNTGxaySHB8 ] qcZw==
[root@18-vnfm-runner-server2 DSR_Sonyl# [|

e The encrypted password must be updated in Vnf nPropeti es. yan file.

Procedure
In the 'dsrvnfm' user mode:

e Openthe Vnf nProperties.yam file-/opt/vnfm confi g/ Vnf mProperties. yan
to edit the properties.

e To change VNF CLI login username and password, update adnsr User nane and
adnisr Pwor d fields.

e To change the DSR GUI username and password, update dsr Noanlser nane and
dsr NoanPwor d fields.
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