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Preface

Audience

This IBM Tivoli Netcool/OMNIbus Connector Installation and Configuration Guide
provides the information that you require to install and configure the IBM Tivoli
Netcool/lOMNIbus Connector that integrates Oracle Enterprise Manager with IBM
Tivoli Netcool/OMNIbus management tools.

This guide is written for Oracle Enterprise Manager system administrators who want to
install and configure the IBM Tivoli Netcool/OMNIbus Connector to enable integration
between Oracle Enterprise Manager and IBM Tivoli Netcool/OMNIbus.

You should already be familiar with Oracle Enterprise Manager.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at htt p: / / www. or acl e. conl pl s/t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. com pl s/t opi c/
| ookup?ct x=accé&i d=i nf o or visit htt p: // www. or acl e. conm pl s/t opi ¢/ | ookup?
ctx=acc&i d=trs if you are hearing impaired.

Related Documents

ORACLE

For more information, see the following books in the Oracle Enterprise Manager
documentation set:

*  Oracle Enterprise Manager Cloud Control Basic Installation Guide

*  Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration
Guide

*  Oracle Enterprise Manager Cloud Control Administrator's Guide
*  Oracle Enterprise Manager Cloud Control Upgrade Guide

*  Oracle Enterprise Manager Framework, Host, and Services Metric Reference
Manual

e Oracle Enterprise Manager Command Line Interface
*  Oracle Enterprise Manager Cloud Control Extensibility Programmer’s Guide
e Oracle Database 2 Day DBA
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Preface

The latest versions of this and other Oracle Enterprise Manager documentation can be
found at:

http://ww. oracl e. con t echnol ogy/ docunent ati on/ oem ht m

Oracle Enterprise Manager also provides extensive online help. Click Help on any
Oracle Enterprise Manager page to display the online Help system.

Printed documentation is available for sale in the Oracle Store at
http://oracl estore. oracl e. con

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register online
before using OTN; registration is free and can be done at

http://otn.oracl e. com menber shi p/

If you already have a user name and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://otn.oracle. com docunment ati on/

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

viii


http://www.oracle.com/technology/documentation/oem.html
http://oraclestore.oracle.com/
http://otn.oracle.com/membership/
http://otn.oracle.com/documentation/

Introduction to the Connector

The IBM Tivoli Netcool/OMNIbus Connector integrates Oracle Enterprise Manager
with IBM Tivoli Netcool/lOMNIbus through web services, enabling the sharing of event
information from Oracle Enterprise Manager to IBM Tivoli Netcool/OMNIbus.

The connector monitors all events sent from Oracle Enterprise Manager and
automatically updates alert information in Netcool/OMNIbus. The connector supports
the following features:

»  Sharing of event information from Oracle Enterprise Manager to IBM Tivoli
Netcool/OMNIbus.

»  Customization of event to alert mappings between Oracle Enterprise Manager and
IBM Tivoli Netcool/OMNIbus.

*  Synchronization of event changes in Oracle Enterprise Manager with the alerts in
IBM Tivoli Netcool/OMNIbus.

1.1 Versions Supported

This connector supports the following versions of Oracle Enterprise Manager and IBM
Tivoli Netcool/OMNIbus:

*  Oracle Enterprise Manager Cloud Control 12c Release 1 (12.1.0.1) and higher
versions.

e |BM Tivoli Netcool/OMNIbus 7.2, 7.2.1, 7.3, 7.3.1, 7.4, and 8.1.

The base Enterprise Manager version number for IBM Tivoli Netcool/OMNIbus
Connector Release 12.1.0.2 is Enterprise Manager 12¢ Release 1 (12.1.0.1) and
higher versions.

1.2 Retry

The “Retry" section, available on the connector configuration page, enables you to
specify whether a failed ticketing request needs to be retried within a configurable
expiration time.

Enabling the Retry option gives you the option of specifying whether you want to
resend a ticketing request if the request fails the first time, and specifying the time
period after which you want to abandon the retry. Enterprise Manager retries every 2
minutes until the request is successful or the retry interval expires.

ORACLE 1-1



Installing the Connector

The Oracle Enterprise Manager Connector Framework requires a web service
interface for forwarding event information to IBM Tivoli Netcool/OMNIbus (Netcool/
OMNIbus). Since Netcool/lOMNIbus does not provide a web services interface, you
must install a third-party web service for Netcool/OMNIbus front-end, which is included
in the Oracle Enterprise Manager Netcool/OMNIbus installation package.

You can install the web service on a Windows or Unix system that has connectivity to
the Netcool/OMNIbus server. In addition to the web service for Netcool/OMNIbus front-
end, you must also install a back-end Oracle Agent for Netcool/OMNIbus on the same
physical system as the Netcool/OMNIbus server. The Oracle Agent for Netcool/
OMNIbus is preconfigured and is also included in the Oracle Enterprise Manager IBM
Tivoli Netcool/OMNIbus installation package.

Figure 2-1 shows the communication between the various components of the Netcool/
OMNIbus Connector.

Figure 2-1 Connector Communication Between Components

Oracle Agent
for
MNetcool/OMNIbus

Oracle

Enterprise Manager - | Web Service for  p—— EIF Probe i M etcool/OMNIbus

Oracle IBM TEC 1BM

MNetcool/OMMIbus Object Server

ORACLE

The following sections in this chapter discuss these topics:

* Installation Platforms

*  Prerequisites

* Installing the Connector in Enterprise Manager

* Installing the Web Service for Netcool/OMNIbus Front-End
*  Web Service for Netcool/OMNIbus on Unix

*  Web Service for Netcool/lOMNIbus on Windows

* Installing the Oracle Agent for Netcool/OMNIbus

*  Modifying Netcool/OMNIbus

e Uninstalling the Connector
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Chapter 2
Installation Platforms

2.1 Installation Platforms

You can install the web service for IBM Tivoli Netcool/lOMNIbus on the following
platforms that support Java Development Kit (JDK):

e Microsoft Windows
e Oracle Solaris
e Linux

You can install the Oracle Agent for IBM Tivoli Netcool/OMNIbus on the following
platforms:

e Microsoft Windows (2000, 2003, 2008, XP)

* IBM AIX (RS/6000 OS version 5.2+, 5.3, 6.x, and 7.x)
e Linux RHEL (64-bit) 5.3, 5.4, 5.6

e Oracle Solaris (8, 9, and 10)

«  SUSE 12 (64-bit)*

*Enterprise Manager version 13.2.0.0.0 and above supports SUSE 12 with IBM Tivoli
Netcool/lOMNIbus Connector Release 12.1.0.3.0 and above.

2.2 Prerequisites

ORACLE

Ensure that the following prerequisites have been met before proceeding to the next
section.

* My Oracle Support Preferred Credentials must be set to enable you to download
the Connector from the Self Update page of the Enterprise Manager Cloud
Control.

To set the credentials:

1. From the Setup menu of Enterprise Manager Cloud Control, select My Oracle
Support, then select Set Credentials.

2. Enter the user name and password information, then click Apply.
3. From Setup menu, select Extensibilty, then Self Update.

4. From the Self Update page, click Check Updates to schedule a job to collect
the metadata for the connector.

" See Also:

"Using Self Update to Download Oracle Products" section of the
Enterprise Manager Cloud Administration Guide for more details.

* An IBM Tivoli Netcool/OMNIbus user account must be set up that the web service
for Netcool/lOMNIbus can use to access the Object Server database. The account
must have read permission to the al erts. status, al erts. details, and
alerts.journal database tables.
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Chapter 2
Installing the Connector in Enterprise Manager

* Anunzip utility must be available on the system where the Oracle Agent for
Netcool/lOMNIbus is to be installed.

* A Netcool/OMNIbus Process Agent must be installed on the system where the
Oracle Agent for Netcool/OMNIbus is to be installed. Oracle recommends
installing the Oracle Agent for Netcool/OMNIbus on the Object Server system.

*  The Netcool/OMNIbus connector requires a Netcool/OMNIbus TEC EIF Probe to
insert events into IBM Tivoli Netcool/lOMNIbus. This probe can be a single
standalone master or a master/slave pair. At a minimum, a master Netcool/
OMNIbus TEC EIF Probe must be installed on a system that has connectivity to
the Object Server system.

2.3 Installing the Connector in Enterprise Manager

ORACLE

The Netcool/OMNIbus connector is not included out-of-box, so you need to download
it from the Oracle Enterprise Manager store. All connectors in the store are available
for download via the Self Update page of Enterprise Manager Cloud Control.

# Note:

e There are no special privileges needed to download a connector.
However, you need the Super Administrator privilege to apply a
connector.

e If Enterprise Manager is not connected to My Oracle Support, then refer
to Installing the Connector if Enterprise Manager is in "Offline" Mode.

To download and install (apply) the connector:

1. From the Setup menu, select Extensibility, then select Self Update.
2. Click the Management Connector link in the Type column.

The IBM Tivoli Netcool/OMNIbus connector appears in the list with a status of
Available.

3. Click on IBM Tivoli Netcool/lOMNIbus connector to select it, then click
Download.

The Schedule Download window appears, where you can determine when the
download should be performed.

4. Click Select to download immediately.

If you want to schedule the download for a later time, specify the date and time
when the download should occur, and click Select. You will need to return and
finish the remainder of this procedure after the scheduled download date and time.

5. If necessary, refresh the screen until the status of the connector changes to
Downloaded.

6. Click on the IBM Tivoli Netcool/lOMNIbus connector to select it, and then click
Apply.

After you respond to the prompt to confirm the operation, a page appears that
indicates the request has been submitted.
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Chapter 2
Installing the Connector in Enterprise Manager

Refresh the screen until the status of the connector changes from Apply
Scheduled to Applied.

" See Also:

"Using Self Update to Download Oracle Products" section of the Enterprise
Manager Cloud Administration Guide for detailed information and diagnostic
procedures.

2.3.1 Installing the Connector if Enterprise Manager is in "Offline"

Mode

Under certain circumstances, such as in high security environments, an active Internet
connection between Enterprise Manager and the Enterprise Manager Update Store
may not be available. In such situations, Enterprise Manager can be set to install the
connector in an "offline" mode.

The installation process still requires that a computer exist at your site that has Internet
access, as a connection to the Enterprise Manager Update Store is still required to
obtain the necessary files. The files that you download to this computer can then be
transferred to a computer behind your firewall.

To install the connector if Enterprise Manager is in "offline" mode:

1.

ORACLE

From the system that you will ultimately deploy the connector, set Enterprise
Manager Cloud Control to Offline Mode:

a. From the Setup menu, select Provisioning and Patching, then select Offline
Patching.

b. Inthe Online and Offline Settings page, select Offline.
From the Setup menu, select Extensibility, then select Self Update.

On the Self Update page, click Check Updates. A message appears with the
following URL to an Oracle site from where the updates catalog file can be
downloaded:

https://updates. oracl e. com O i on/ Downl oad/ downl oad_pat ch/
p9348486_112000_Generic. zip

From an Internet-enabled computer, download the catalog file using the
aforementioned URL.

Copy the downloaded catalog file to the OMS host or the Management Agent host
where you plan to import the connector.

Import the catalog file to Enterprise Manager:
* If the catalog file is on the OMS host:

entli inport_update catalog -file="file" -onslocal

Where:

— -file:isthe direct path to the connector archive (*.zip).
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Chapter 2
Installing the Connector in Enterprise Manager

— -onsl ocal : indicates that the path mentioned in the - fi | e option is directly
accessible to the Enterprise Manager server

« If the catalog file is on a different host:

encli inport_update catalog -file="file" -host="hostname" [-
credential _set_name="setnane"] | -credential _name="nane" -
credential _owner="owner"

Example 2-1 shows a sample for importing the catalog archive.
7. On the Self Update page, in the table, click Management Connectors.

8. On the Connector Updates page, select the imported update that is available for
download. Click Download.

A message appears with a URL to an Oracle site from where the update can be
downloaded.

9. From a computer that is connected to the internet, download the update using the
aforementioned URL.

10. Copy the downloaded file to the OMS host or the Management Agent host where
you plan to deploy the connector.

11. To import the downloaded connector archive into Enterprise Manager, run the
following command:

encli inport_update -file="<path to *.zip file>" -onsloca

Where:
e -file:isthe direct path to the connector archive (*.zip).

* -onsl ocal : indicates that the path mentioned in the - fi | e option is directly
accessible to the Enterprise Manager server

Example 2-1 Sample for Importing Catalog Archive

entli inport_update_catalog -file="/u0l/comon/p9348486_112000_Generi c. zi p"
onsl ocal

Imports the master catalog file p9348486_112000_Generic.zip. The file must exist
on the OMS host. In a nultiple OV setup, the request can be processed by any
OVS, so the file should be accessible fromthe OVS processing the request. This
means that the file nust be kept on a shared location that is accessible fromall
the OMS instances.

entli inport_update_catalog -file="/u0l/comon/p9348486_112000_Generic. zi p" -
host ="host 1. exanpl e. com' -credential _set_name="Host Cr edsNor nal "

Imports the master catalog file p9348486_112000_Generic.zip that is present on
the host host 1. exanpl e.com The host nmust be a nmanaged host target in Enterprise
Manager, and the Management Agent on this host nust be up and running. The

preferred unprivileged credentials for host hostl.exanple.comare used to retrieve
the remote file.

2.3.2 Exporting the Installation Files

The agent and web service installation files are included in the Self Update archive
that was installed in Installing the Connector in Enterprise Manager.

To export the installation files:
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Chapter 2
Installing the Web Service for Netcool/OMNIbus Front-End

Determine the command required to export the adapter installation file. To do this,
perform the following steps:

a. From the Setup menu, select Extensibility, then Self Update.
b. Click on the Management Connector link in the Type column.

c. Click on the IBM Tivoli Netcool/lOMNIbus connector to select it, then select
Export from the Actions list.

A pop-up window similar to the example shown in Figure 2-2 appears with the
command required to export the file.

Figure 2-2 Export Command Example

Jor e e N ——

| @ Export Steps =
¢ There are two ways to export the archive

! Use the following command to export the selected archive to one of the Management Server host
! emdli export_update -id= ACAFFCTFCSAE1031495440281F08C48D -omslocal -dir=<dirname>

OR

. Use the following command to export the selected archive to any Managed Host in your environment
emcli export_update -id=AC4EECTFCSAE1031495440281F0BCABD -host= <hostname> -dir=<dirname> <host credential options>

1 OK:

SR T T T T TR T A I T I T b = 1 T

Open a command window on the Enterprise Manager host system and navigate to
a temporary directory where you can copy the file.

Log into EM CLI using the following command:

entli login -usernanme=<Enterprise Manager Super Administrator log in>

You will be asked to provide the password information.

You must execute EM CLI from the OMS server system. See the Oracle
Enterprise Manager Command Line Interface for information about setting up EM
CLL.

Run the EM CLI export _updat e command from your system, changing <di r name>
to the full path of the temporary directory.

This action creates a zip file. The file name is comprised of the ID value you
specify in the export _updat e command with a .zip extension. In the example
command in Figure 2-2, the zip file name would be:

1208A700D8913455B18D12F65ABCA8AQ. zi p
Extract the installation files from the zip file using the following command:

unzip *.zip archives/*

2.4 Installing the Web Service for Netcool/OMNIbus Front-

End

ORACLE

The web service for Netcool/OMNIbus acts as a front-end for all data flowing into and
out of Netcool/OMNIbus. Oracle Enterprise Manager posts calls to the web service
whenever it needs to create or update an alert or get new or updated alerts from
Netcool/OMNIbus.
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Chapter 2
Web Service for Netcool/OMNIbus on Unix

You can install the web service for Netcool/OMNIbus on any Unix or Windows system
that runs the Oracle JDK and has connectivity to the Netcool/OMNIbus server and the
Oracle Enterprise Manager OMS (Oracle Management Service).

2.5 Web Service for Netcool/OMNIbus on Unix

The following sections explain how to install and then subsequently run the Web
Service on a Unix platform:

Prerequisites

Installing the Web Service on Unix
Running the Web Service on Unix
Testing the Web Service on Unix
Copying the Required .jar Files

Uninstalling the Web Service on Unix

2.5.1 Prerequisites

The following prerequisites must be met before proceeding to the next section:

IBM Tivoli Netcool/OMNIbus Connector Release 13.2.1.0.0 and 13.2.2.0.0
requires JDK 8 Update 5 and later or JDK 11 (any version) installed on the UNIX
platform.

IBM Tivoli Netcool/OMNIbus Connector Release 12.1.0.x.0 supports only JDK 6
and requires JDK 6 Update 11 and later.

JAVA HOME environment variable is set to the JDK installation directory.

" Note:

IBM Tivoli Netcool/OMNIbus Connector does not support JDK 7, JDK 9, and
JDK 10.

2.5.2 Installing the Web Service on Unix

To install the web service on a Unix platform, perform the following steps:

ORACLE

1.
2.

Create a directory where you want to install the web service.

Copy the OWI bus_webser vi ces_adapter. j ar file from the Management Server
host system to the web service installation directory. The file is located in the
archives directory that was extracted in Exporting the Installation Files.

Open a command prompt window and change the working directory to the web
service installation directory.

Enter the following command to extract the web services components from the
web services .jar file:

jar xvf OWN bus_webservices_adapter.jar
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10.

11.

12.

13.

14.

Chapter 2
Web Service for Netcool/OMNIbus on Unix

# Note:

If the system where the web service for Netcool/OMNIbus is being
installed does not have the JDK installed, you cannot extract the jar file
contents. You need to copy the .jar file to a system that has the installed
JDK and transfer the files after they have been extracted.

This creates the adapters directory that contains the installation files.
Enter the following command to change the working directory:

cd adapt er s/ endpoi nt s/ ommi bus

Enter the following command to run the installation script:

sh ./install.sh

When the script prompts whether you want to use HTTPS:

» If you specify Y, then the web service is set up to use HTTPS port number
8443.

» If you specify N, then the web service is set up to use HTTP port number
8080.

When the script prompts for the user name of the web service, enter a user name
that must be provided to access the web service for Netcool/OMNIbus.

The user name can be any value and is not associated with any specific OS or
Netcool/lOMNIbus account. Make a note of this value and supply it when
configuring the Netcool/OMNIbus connector in Enterprise Manager.

When the script prompts for the password of the web service, enter the password
that must be provided to access the web service for Netcool/OMNIbus.

The password can be any value and is not associated with any specific OS or
Netcool/lOMNIbus account. Note this value and supply it when configuring the
Netcool/lOMNIbus connector in Enterprise Manager.

When the script prompts for the username to access the Object Server database,
enter the username of an account that has read access to the al ert s. st at us,
alerts.details,andalerts.journal s database tables.

When the script prompts for the password to access the Object Server database,
enter the password for the account specified in the previous step.

When the script prompts for the host name of the Object Server system, enter the
host name or IP address of the system where the Object Server is installed. You
will not be allowed to specify a host name of localhost, because the web service
will fail when attempting to connect to the Object Server database.

When the script prompts for the Object Server database port number, enter the
port number to use when connecting to the Object Server database. The default
port number is 4100. To determine the port number used by your system, start the
Netcool/lOMNIbus Administrator and open the Object Servers window. The port
number for the Object Server is listed on this window.

The web service can be configured to attempt to connect to a backup Object
Server database if there are problems connecting to the primary Object Server
database. You are prompted to specify whether you want to configure the web
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service to connect to a backup Object Server instance. If you answer N to the
prompt, skip to step 17.

When the script prompts for the host name of the backup Object Server system,
enter the host name or IP address of the system where the backup Object Server
is installed. You are not allowed to specify a host name of localhost, because the
web service will fail when attempting to connect to the Object Server database.

When the script prompts for the backup Object Server database port number,
enter the port number to use when connecting to the backup Object Server
database. The default port number is 4100. To determine the port number used by
your system, start the Netcool/OMNIbus Administrator and open the Object
Servers window. The port number for the Object Server is listed on this window.

When the script prompts for the master EIF probe host name, enter the host name
or IP address of the system where the master TEC EIF probe is installed.

When the script prompts for the master EIF probe port number, enter the port
number to use when connecting to the master TEC EIF probe. The port number is
defined in the Por t Nunber property in the tivol i _eif. props file. The file is located
in the EIF probe installation directory.

The web service can be configured to also send events to a slave EIF probe when
sending events to the master EIF probe. You will be prompted to specify whether
you want to configure the web service to send events to a slave EIF probe. If you
answer N to the prompt, skip to step 22.

When the script prompts for the slave EIF probe host name, enter the host name
or IP address of the system where the slave TEC EIF probe is installed.

When the script prompts for the slave EIF probe port number, enter the port
number to use when connecting to the slave TEC EIF probe. The port number is
defined in the Por t Nunber property inthe tivoli _eif. props file. The file is located
in the EIF probe installation directory.

After the script displays the message "Netcool/OMNIbus Adapter Install
Complete," press Enter to complete the installation.

Copy additional required jar files as specified in Copying the Required .jar Files

If the web service was configured to run using the HTTPS protocol, you must set
up SSL as specified in Configure Oracle Enterprise Manager to Use SSL.

Delete the OWI bus_webservi ces_adapter. j ar file from the installation directory.

The web service framework is now installed and ready to start.

2.5.3 Running the Web Service on Unix

To run the web service for Netcool/OMNIbus framework commands listed with the
following tasks, first change the working directory to ...

ORACLE

adapt ers/ bin

... in the installation directory.

Start: . / service.sh start
Shut Down: . / servi ce. sh stop
Restart: ./ service.sh restart

Check Status: . /service. sh status

2-9



Chapter 2
Web Service for Netcool/OMNIbus on Unix

2.5.4 Testing the Web Service on Unix

Perform the following steps to verify that the web service for Netcool/OMNIbus is

functional.

1. Open a terminal and change the working directory to the adapt er s/ bi n directory in
the installation directory.

2. Run the test script:
.Itest Adapter. sh

3. When the utility prompts for the web service password, enter the password you

specified for the web service for Netcool/OMNIbus in step 9 of Installing the Web
Service on Unix.

If the test completes successfully, the last line the utility displays is "Test completed
successfully.”

# Note:

Starting with IBM Tivoli Netcool/OMNIbus Connector Release 13.2.1.0.0, the
t est Adapt er script is no longer available.

2.5.5 Copying the Required .jar Files

The web service for Netcool/OMNIbus requires you to copy the following .jar files in
the Web Services installation directory to the lib/adapters directory::

| 0g. j ar — Used by the EIF probe
evd. j ar — Used by the EIF probe
jconn3. jar — Sybase JDBC driver file

To copy the appropriate .jar files, complete the following steps:

1.

ORACLE

From the Object Server system, access the following directory:
$OWI HOWE/ j aval j ars

Copy the 1 0g.jar,jconn3.jar andevd. | ar files to the |ib/adapters directory in
the web service installation directory.
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# Note:

Periodically, new versions of the JDBC file are released. When a major
release occurs, the name of the j conn. j ar file changes.

Whenever the jar file name changes, a configuration change must be made
to the OMNIbus web service. Listed below are the steps required to make
the configuration change to the web service:

1. Navigate to the conf directory of the Web Service installation directory.
2. Open the framework. properti es file in a text editor.

3. Change the omi bus. sqgl . dri ver property to the path of the SybDriver
class in the jconn jar file that was downloaded. For example:

If the jar file is named j connb. j ar, then the path should be:
com sybase. j dbc5. j dbc. SybDri ver
If the jar file is named j conné. j ar, then the path should be:
com sybase. j dbc6. j dbc. SybDri ver

If there are any problems using those paths, you can use the jar utility to
determine the correct path to the SybDriver class as shown below

jar tvf [path/to/jconnx.jar | grep SybDriver

1. Save the update to the framewor k. properti es file.

2. Restart the OMNIbus web service.

2.5.6 Uninstalling the Web Service on Unix

To uninstall the web service on Unix:

1.

Run the servi ce. sh st at us command to determine whether the web service is
running.

If the web service is running, run the servi ce. sh st op command to stop the web
service and verify it completes successfully.

Delete all files in the installation directory.

2.6 Web Service for Netcool/lOMNIbus on Windows

The following sections explain how to install and then subsequently run the web
service for Netcool/OMNIbus on a Windows platform:

ORACLE

Prerequisites

Installing the Web Service on Windows
Running the Web Service on Windows
Testing the Web Service on Windows
Copying the Required .jar Files

Uninstalling the Web Service on Windows
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2.6.1 Prerequisites

The following prerequisites must be met before proceeding to the next section.

IBM Tivoli Netcool/OMNIbus Connector Release 13.2.1.0.0 and 13.2.2.0.0
requires JDK 8 Update 5 and later or JDK 11 (any version) installed on the
Windows platform.

IBM Tivoli Netcool/OMNIbus Connector Release 12.1.0.x.0 supports only JDK 6
and requires JDK 6 Update 11 and later.

JAVA_HOME environment variable is set to the JDK installation directory.

Zip utility, such as WinZip, is installed for unzipping a zip file.

# Note:

IBM Tivoli Netcool/OMNIbus Connector does not support JDK 7, JDK 9, and
JDK 10.

2.6.2 Installing the Web Service on Windows

To install the web service on a Windows platform, perform the following steps:

ORACLE

1.
2.

Create a directory where you want to install the web service.

Copy the OWI bus_webservi ces_adapter. j ar file from the Management Server
host system to the web service installation directory. The file is located in the
archives directory that was extracted in Exporting the Installation Files

Open a command prompt window and change the working directory to the web
service installation directory.

Enter the following command to extract the web services components from the
web services .jar file:

jar xvf OWN bus_webservices_adapter.jar

¢ Note:

If the system where the web service for Netcool/OMNIbus is being
installed does not have the JDK installed, you cannot extract the jar file
contents. You need to copy the jar file to a system that has the installed
JDK and transfer the files after they have been extracted.

This creates the adapters directory that contains the installation files.
Enter the following command to change the working directory as follows:
cd adapt er s\ endpoi nt s\ omi bus

Enter the following command to run the installation script:

install.bat

2-12



ORACLE

10.

11.

12.

13.

14.

15.

16.

17.

18.

Chapter 2
Web Service for Netcool/OMNIbus on Windows

When the script prompts whether you want to use HTTPS:

» If you specify Y, then the web service is set up to use HTTPS port number
8443.

» If you specify N, then the web service is set up to use HTTP port number
8080.

When the script prompts for the user name of the web service, enter a user name
that must be provided to access the web service for Netcool/OMNIbus.

The user name can be any value and is not associated with any specific OS or
Netcool/lOMNIbus account. Note this value and supply it when configuring the
Netcool/lOMNIbus connector in Enterprise Manager.

When the script prompts for the password of the web service, enter the password
that must be provided to access the web service for Netcool/OMNIbus.

The password can be any value and is not associated with any specific OS or
Netcool/lOMNIbus account. Note this value and supply it when configuring the
Netcool/lOMNIbus connector in Enterprise Manager.

When the script prompts for the username to access the Object Server database,
enter the username of an account that has read access to the al ert s. st at us,
alerts.details,andal erts.journal s database tables.

When the script prompts for the password to access the Object Server database,
enter the password for the account specified in the previous step.

When the script prompts for the host name of the Object Server system, enter the
host name or IP address of the system where the Object Server is installed. You
will not be allowed to specify a host name of localhost, because the web service
will fail when attempting to connect to the Object Server database.

When the script prompts for the Object Server database port number, enter the
port number to use when connecting to the Object Server database. The default
port number is 4100. To determine the port number used by your system, start the
Netcool/lOMNIbus Administrator and open the Object Servers window. The port
number for the Object Server is listed on this window.

The web service can be configured to attempt to connect to a backup Object
Server database if there are problems connecting to the primary Object Server
database. You will be prompted to specify whether you want to configure the web
service to connect to a backup Object Server instance. If you answer N to the
prompt, skip to step 17.

When the script prompts for the host name of the backup Object Server system,
enter the host name or IP address of the system where the backup Object Server
is installed. You will not be allowed to specify a hostname of localhost, because
the web service will fail when attempting to connect to the Object Server database.

When the script prompts for the backup Object Server database port number,
enter the port number to use when connecting to the backup Object Server
database. The default port number is 4100. To determine the port number used by
your system, start the Netcool/OMNIbus Administrator and open the Object
Servers window. The port number for the Object Server is listed on this window.

When the script prompts for the master EIF probe hostname, enter the host name
or IP address of the system where the master TEC EIF probe is installed.

When the script prompts for the master EIF probe port number, enter the port
number to use when connecting to the master TEC EIF probe. The port number is
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defined in the Por t Nunber property in the tivol i _eif. props file. The file is located
in the EIF probe installation directory.

You can also configure the web service to also send events to a slave EIF probe
when sending events to the master EIF probe. You will be prompted to specify
whether you want to configure the web service to send events to a slave EIF
probe. If you answer N to the prompt, skip to step 22.

When the script prompts for the slave EIF probe hostname, enter the host name or
IP address of the system where the slave TEC EIF probe is installed.

When the script prompts for the slave EIF probe port number, enter the port
number to use when connecting to the slave TEC EIF probe. The port number is
defined in the Por t Nunber property inthe tivoli _eif. props file. The file is located
in the EIF probe installation directory.

After the script displays the message "Netcool/OMNIbus Adapter Install
Complete," click Enter to complete the installation.

Copy additional required jar files as specified in Copying the Required .jar Files

If the web service was configured to run using the HTTPS protocol, you must set
up SSL as specified in Configure Oracle Enterprise Manager to Use SSL.

Delete the OWI bus_webservi ces_adapter. j ar file from the installation directory.

The web service framework is now installed and ready to start.

2.6.2.1 Running the Web Service as a Windows Service (Optional)

Optionally, if you want the web service to run as a Windows service, perform the
following steps:

1.

Change the working directory to the adapt er s\ bi n directory in the installation
directory.

Enter the following command to install the web service as a Windows service:

service.bat install

2.6.3 Running the Web Service on Windows

You can run the web service either as a standalone service or Windows service.

ORACLE

Running as a Standalone Service

To start the web service for Netcool/OMNIbus framework when set up as a standalone
application (not set up to run as a Windows service):

1.

Change the working directory to the adapt er s\ bi n directory in the installation
directory.

Run the following command:

start Adapt ers. bat

To shut down the web service Netcool/OMNIbus framework, close the window where
you started the web service.
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Running as a Windows Service

To start the web service for Netcool/lOMNIbus framework when set up to run as a
Windows service, enter the following command:

net start iVWaveAdapters

To shut down the web service Netcool/OMNIbus framework, enter the following
command:

net stop i WaveAdapters

2.6.4 Testing the Web Service on Windows

Perform the following steps to verify that the web service for Netcool/OMNIbus is
functional.

1. Open a terminal and change the working directory to the adapt er s\ bi n directory in
the installation directory.

2. Enter the following command to run the test script:
.\test Adapt er . bat

3.  When the utility prompts for the web service password, enter the password you
specified for the web service for Netcool/OMNIbus in step 9 of Installing the Web
Service on Windows.

If the test completes successfully, the last line the utility displays is "Test completed
successfully."

# Note:

Starting with IBM Tivoli Netcool/OMNIbus Connector Release 13.2.1.0.0, the
t est Adapt er script is no longer available.

2.6.5 Copying the Required .jar Files

ORACLE

The web service for Netcool/OMNIbus requires you to copy the following .jar files in
the Web Services installation directory to the lib/adapters directory:

* log.jar — Used by the EIF probe

e evd.jar — Used by the EIF probe

e jconn3.jar — Sybase JDBC driver file

To copy the appropriate .jar files, complete the following steps:

1. From the Object Server system, access the following directory:
%0WNI HOVE% j avalj ars

2. Copythelog.jar,jconn3.jar andevd.|jar files to the | i b\ adapt ers directory in
the web service installation directory.
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# Note:

Periodically, new versions of the JDBC file are released. When a major
release occurs, the name of the j conn. j ar file changes.

Whenever the jar file name changes, a configuration change must be made
to the OMNIbus web service. Listed below are the steps required to make
the configuration change to the web service:

1. Navigate to the conf directory of the web service installation directory.
2. Openthe framework. properties filein a text editor.

3. Change the omi bus. sql . dri ver property to the path of the SybDriver
class inthe jconn jar file that was downloaded. For example:

If the jar file is named j conn3. j ar, then the path should be:
com sybase. j dbc3. j dbc. SybDri ver

If the jar file is named j conn4. | ar, then the path should be:
com sybase. j dbc4. j dbc. SybDri ver

1. Save the update to the framewor k. properti es file.

2. Restart the OMNIbus web service.

2.6.6 Uninstalling the Web Service on Windows

To uninstall the web service on Windows:

1. Determine if the web service is installed as a Windows service:

» If the web service is installed as a Windows service, perform the following
steps:

a. Determine if the web service is running.

b. If the web service is running, run the servi ce. bat stop command to stop
the web service and verify it completes successfully.

c. Runthe service. bat uninstall command to remove it as a Windows
service and verify it completes successfully.

« If the web service is not installed as a Windows service, perform the following
steps:

a. Determine if the web service is running.

b. If the web service is running, stop the web service by closing the Java
window.

2. Delete all files in the installation directory.
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2.7 Installing the Oracle Agent for Netcool/OMNIbus

Starting with IBM Tivoli Netcool/lOMNIbus Connector Release 13.2.1.0.0, there is no
longer a requirement to install the Oracle Agent. This section only applies for IBM
Tivoli Netcool/OMNIbus Connector Release 12.1.0.x.0.

ORACLE

If you are upgrading the connector from 12.1.0.x.0 to 13.2.x.0.0, see Uninstalling the
Oracle Agent for Netcool/OMNIbus.

The Oracle Agent for Netcool/OMNIbus is invoked by an Object Server external
procedure to send event information to the web service for Netcool/OMNIbus.

# Note:

The IBM Tivoli Netcool/OMNIbus Process Control/Process Agent must first
be installed on the system where the Agent is to be installed. Oracle
recommends installing the Oracle Agent for Netcool/OMNIbus on the Object
Server system.

To install the Oracle Agent for Netcool/OMNIbus, perform the following steps:

1.

Create a directory where you want to install the Oracle Agent for Netcool/
OMNIbus.

Determine the name of the installation file based on the OS platform where the
agent is being installed.

The platforms and associated installation files are as follows:
*  Windows — OWN busAgent W ndows. zi p

e AIX— OW busAgent Al X. tar. gz

e Linux — OWNI busAgent Li nux. tar. gz

e Oracle Solaris — OWNI busAgent Sol ari s.tar. gz

Transfer the appropriate installation file from the Management Server host system
to the Agent installation directory. The file is located in the archives directory that
was extracted in Exporting the Installation Files.

Extract the files from the zip archive. This creates the agent directory that contains
the installation files.

Change the working directory to the agent directory.
Run the setup script to configure the agent.

The file name depends on the platform. If the platform is Windows, the setup script
is named Set up. cnd. For all other platforms, the setup script is named set up. sh
and should be called using the following command:

sh ./setup. sh

When the script prompts for the web service host name, enter the host name or IP
address where the web service for Netcool/OMNIbus is installed.
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8. When the script prompts for the web service port, enter the port number the web
service for Netcool/OMNIbus uses to receive transactions from the Agent.

The default port number of 8080 will be used most of the time and will even be
used if the adapter is configured to use HTTPS. The only time the default port
number will not be used is when the default port is changed as specified in the
Changing the Web Service Port (8080) section in Web Service for Netcool/
OMNIbus Details . If you are unsure of what port number to use, perform the
following steps to determine the port number to use:

a. Atthe system where the web service is installed, navigate to the adapt er s/
conf directory.

b. Open the franmewor k. properti es file in a text editor and search for the
notification.url property.

c. Whatever port number is specified in the noti fi cati on. url property is the
port number you should specify.

9. When the script prompts for the user ID to specify when creating event journal
entries in Netcool/OMNIbus, enter the user ID of a user that has permission to add
journal entries. If no value is specified, the user ID will default to 0 (r oot ). The
value specified must be an integer value and will not work properly if a different
value is entered.

The script generates the necessary configuration files and places them in the
Agent directory. The Agent is now installed, but you need to make some
modifications in Netcool/OMNIbus for everything to function properly.

10. Perform the steps in Modifying Netcool/OMNIbus to complete the setup.

2.7.1 Uninstalling the Oracle Agent for Netcool/OMNIbus

To uninstall the Oracle Agent for Netcool/OMNIbus:

1. If the agent is being permanently deleted, the OMNIbus server modifications must
be backed out as specified in Uninstalling Modifications to Netcool/OMNIbus.

2. Delete all files in the installation directory.

# Note:

If the Oracle Agent for Netcool/OMNIbus is being replaced, the database
external procedures that call the agent will fail until the replacement agent
has been installed in the same location.

2.8 Modifying Netcool/OMNIbus

The procedures in the following sections enable you to configure Netcool/OMNIbus to
work with the installed Oracle Agent and web service components:

e Configuring the Object Server Database to create a custom database table and
the triggers/procedures the Oracle Agent and web service require.
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Configuring the TEC EIF Probe to change the configuration of the TEC EIF probe
to populate the custom database table when creating/updating events in Netcool/
OMNIbus.

Change Deduplication Trigger Priority to change the configuration of the TEC EIF
probe to populate the custom database table when creating/updating events in
Netcool/OMNIbus.

2.8.1 Configuring the Object Server Database

Perform the following steps to run the configuration script that sets up the Netcool/
OMNIbus Object Server database to work with the installed Oracle Agent and web
service components.

1.

If the Oracle Agent for Netcool/OMNIbus was NOT installed on the primary Object
Server system, copy the confi gure_oracl e_webservi ce. sql file from the system
where the Oracle Agent for Netcool/OMNIbus was installed to the system where
the primary Object Server is installed.

Run the SQL script using the appropriate command listed below based on the
applicable platform:

Unix:

$OWNI BUSHOME/ bi n/ nco_sql -S <obj server> -U <username> - P <passwor d>
< <script_directory>/configure_oracl e_webservi ce. sql

Windows:

" UQOWNI BUSHOVE% bi n\isgl" -S <obj server> -U <username> -P <passwor d>
-i <script_directory>\configure_oracl e_webservice.sql

When entering the commands, provide the following information:
* objserver — Object Server name

e usernanme — User name that will be used when connecting to the database.
The account must have permission to create tables, triggers, and procedures
in the Object Server database.

* password — Password associated with the user name

e script_directory — Directory where the confi gure_oracl e_webservi ce. sql
file is located. If the Oracle Agent for Netcool/OMNIbus was installed on the
primary Object Server system, this will be the Oracle Agent for Netcool/
OMNIbus installation directory. Otherwise, it will be the directory where the file
was copied.

2.8.2 Configuring the TEC EIF Probe

You need to manually change the set up of the TEC EIF probe configuration to accept
alerts from the web service for Netcool/OMNIbus. You must modify the existing EIF
probe rules file to include an Oracle-supplied rules file.

ORACLE
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# Note:

If the probes are configured to operate in a master/slave pair, these changes
are required for each probe.

To install the new rules file, perform the following steps:

1
2
3.
4

Shut down the EIF probe.

Access the EIF probe installation directory.

Make a back-up copy of the existing tivoli _eif.rul es file.

Copy the oracl e_ei f. rul es file from the system where the Oracle Agent for
Netcool/lOMNIbus was installed to the EIF probe install directory.

Modify the tivol i _eif.rul es file as follows:

a.

e.

Insert the following statements before any other executable statements:

defaul tAlerts = registertarget ("<PR MARY>", "<BACKUP>", "alerts.status")
OacleAlerts = registertarget ("<PRI MARY>", "<BACKUP>",
"custom oracl e_status")

Replace <PRI MARY> with the name of the primary object server.

Replace <BACKUP> with the name of the back-up server. If a back-up is not

configured, replace it with an empty string so that the back-up server is ™.

In the location where the tivoli_eif_tpc.rulesandtivoli _eif_tsmrules
files are included, add an include statement for the oracl e_ei f. rul es file.

Save thetivoli _eif.rules file.

Make sure the Inactivity parameter for the tivol i _eif. props file is set to 0.

Restart the EIF probe.

2-20



Chapter 2
Modifying Netcool/OMNIbus

# Note:

After installing the EIF Probe, at a minimum, you need to edit the
tivoli_eif.props file and set the correct Netcool/lOMNIbus server name.
The file can be found in the following locations:

For UNIX:
%OWNI HOVEYS pr obes/ <pl at fornme/ tivol i _eif. prop

For Windows:

%OWNI HOVE% pr obes\ <pl atfornp\tivol i _eif. prop

Where:
<pl at f or n» is the actual platform name (such as wi n32).

Refer to the IBM Netcool/OMNIbus Installation and Deployment Guide for
more information on configuring the EIF Probe:

http://publib. boul der.ibm coniinfocenter/tivihelp/v8rl/index.jsp?
t opi c=9%2Fcom i bm ti vol i . nanomi bus. doc%2Fwel come_ob. ht m

2.8.3 Change Deduplication Trigger Priority

The oracl e_al ert _reinserted trigger in the pri mary_onl y group must run first in
order to function properly. To ensure the trigger runs first, the priority of the
deduplication trigger in the def aul t _tri ggers group must be changed from 1 to 2.The
trigger priority can modified using the Netcool/OMNIbus Administrator application.

# Note:

On some older versions of Netcool/OMNIbus, this trigger does not exist. If
the trigger does not exist in your system, then no changes are required in
this section.

2.8.4 Uninstalling Modifications to Netcool/OMNIbus

ORACLE

To uninstall modification made to Netcool/OMNIbus:

Revert Deduplication Trigger Priority

Change the priority of the deduplication trigger in the defaul t _tri ggers group back to
1. The trigger priority can modified using the Netcool/lOMNIbus Administrator
application.

Revert TEC EIF Probe Configuration

Perform the following to revert the TEC EIF probe configuration back to its original
settings:
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4.

5.
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Shut down the EIF probe.
Access the EIF probe installation directory.

Replace the tivol i _eif.rul es file with the backup copy of the file that was
created during installation.

Delete the oracl e_ei f. rul es file from the EIF probe install directory.

Restart the EIF probe.

Revert the Object Server Database Configuration

Perform the following steps to uninstall the customizations made to the Netcool/
OMNIbus Object Server database during installation:

1.

If the Oracle Agent for Netcool/OMNIbus was NOT installed on the primary Object
Server system, copy the uni nstal | _oracl e_webservi ce. sql file from the system
where the Oracle Agent for Netcool/lOMNIbus was installed to the system where
the primary Object Server is installed.

Run the SQL script using the appropriate command listed below based on the
applicable platform:

e Unix:

$OWNI BUSHOMVE/ bi n/ nco_sql - S <obj server> -U <usernane> - P <passwor d>
<script_directory>/uninstall _oracle_webservice. sql

Windows:

" OQOWNI BUSHOVE% bi n\isql " -S <objserver> -U <username> -P <password> -i
<script_directory>\uninstall _oracle_webservice. sql

When entering the commands, provide the following information:
» objserver — Object Server name

e usernane — User name that will be used when connecting to the database.
The account must have permission to delete tables, triggers, and procedures
from the Object Server database.

* password — Password associated with the user name

e script_directory — Directory where the uni nstal | _oracl e_webservi ce. sql
file is located. If the Oracle Agent for Netcool/OMNIbus was installed on the
primary Object Server system, this will be the Oracle Agent for Netcool/
OMNIbus installation directory. Otherwise it will be the directory where the file
was copied.

2.9 Uninstalling the Connector

To uninstall the connector, you must first delete all defined instances of the connector,
then you must delete the connector from the Self Update page.

ORACLE
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From the Setup menu, select Extensibility, then Management Connectors.
Select an instance of the connector you want to delete, then click Delete.

On the Confirmation page, click Yes.

Repeat steps 2 and 3 until all instances of the connector have been deleted.

From the Setup menu, select Extensibility, then Self Update.
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6. Click on the Management Connector link in the Type column. A list of updates
appears for Management Connectors.

7. Click on the connector you want to delete, select Actions, then select Delete. The
Delete Update window appears.

8. Click Delete to delete the connector. A pop-up confirmation window appears.

9. Click OK to confirm and delete the connector.
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OMNIbus Connector

This chapter provides procedures to configure the two sub-pages of the main
Configure Management Connector page, then explains how to perform other tasks to
complete the configuration process.

This chapter covers the following topics:

* Creating a Connector Instance

*  Configuring the Connector

* Enabling and Disabling the Connector
*  Providing General Settings

e Testing the IBM Tivoli Netcool/OMNIbus Connector

3.1 Creating a Connector Instance

After the IBM Tivoli Netcool/OMNIbus Connector is installed in Oracle Enterprise
Manager, you need to create one or more instances of this connector type. A
connector instance refers to the configured instance of the connector with specific
details, such as connector name, web-service end-points, username/password, and so
forth of the Netcool/OMNIbus system. Multiple connector instances for the same
connector type are supported, which provides the flexibility to configure multiple
Netcool/lOMNIbus systems with Enterprise Manager.

For example, Enterprise Manager is monitoring both test and production targets. You
could create two different connector instances that point to two different Netcool/
OMNIbus systems such that events from production targets are forwarded to one
Netcool/lOMNIbus system and events from test targets are forwarded to the second
Netcool/lOMNIbus system.

To create a connector instance:

1. From the Setup menu of Enterprise Manager Cloud Control, select Extensibility,
then Management Connectors.

2. Select a connector type of IBM Tivoli Netcool/lOMNIbus Connector 12.1.0.2.0
from the Create Connector drop-down list, then click Go.

3. Enter the connector name and description on the next page and click OK.

The connector instance appears as unconfigured in the Connector Setup page.
Figure 3-1 shows an unconfigured IBM Tivoli Netcool/OMNIbus connector
instance.
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Figure 3-1 Unconfigured IBM Netcool/lOMNIbus Connector

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Help = | 24 svsman | Legout O

g Enterprise v (@) Targets v o Favorites v (&) History v

Management Connectors

A Management Connector is a component that integrates different enterprise frameworks into O
the Enterprise Manager Console. This page lists the available connectors. In order to use them Page Refreshed Jul 27, 2012 1:06:35 PM CDT

an your system, they must be configured.

Configure | Enahle | Dizahle | Delete | | Create Connector | Select connector type E| Go Previous 1-1of 1 Next
Select | Status i MName |Type i Version i Category i Description
&?2 Metcool [OMNIbus IBM Tivoli Metcool {OMNIbus Connector 12.1.0.2.0  Event Connector Metoool [OMNIbus Connector

3.2 Configuring the Connector

To configure the connector:

1. From the Setup menu of Enterprise Manager Cloud Control as Super
Administrator, select Extensibility, then Management Connectors.

The Management Connectors page appears, which lists all created connector
instances.

¢ Note:

The connector is already configured if a green checkmark appears in the
Status column.

2. Click on the name of the Netcool/OMNIbus Connector.

The General tab of the Configure Management Connector page appears, as
shown in Figure 3-2.
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Figure 3-2 Configure Management Connector Page

ORACLE Enterprise Manager Cloud Control 12¢ setup + Help ~ | 1% svsman | Logout ©
< d
Management Connectors
Management Connectors > Con & Ma ent Connector: Net Tbus
Configure Management Connector: Netcool/ OMNIbus
Cancel | OK
General = Template  Targets
In order to configure this connector, the pre-requisite steps must already have been completed on the external system,
Connection Settings
Enter a set of administrator credentials and the webservice end points for relevant operations of the ticketing system. These are required for communications.
*Web Service End Points  operation | Web Service End Point (URL)
createEvent |htips://[Hostiname]: 8443 services fomnibus EventService
updateEvent |htips://[Hostname]: 8443 services fomnibus EventService
* Netcool [OMNIbus Web Service
Username
* Netcool /[OMNIbus Web Service
Password
Retry
Specify whether or not you want to retry this mn[kcmr operations if they fall, as well as the expiration time after which retry is aborted.
[l enable Retry
Expiration {Hours) 1]
Cancel | OK

3. Provide the required settings. See Providing General Settings for details.
4. Click OK.

The Management Connectors page reappears. The row for the Netcool/OMNIbus
Connector should have a check mark in the Configured column.

" Note:

If you chose HTTPS as the protocol to establish a connection between
Netcool/OMNIbus and Enterprise Manager, make sure you have
performed the steps specified in Configure Oracle Enterprise Manager to
Use SSL.

3.3 Enabling and Disabling the Connector

You can enable or disable a connector instance without needing to reconfigure or
remove the connector from the system.

You can enable or disable a connector from the Management Connector page by
selecting the connector and clicking either the Enable or Disable button. After a
connector is disabled, the ¥ icon appears under the Status column. By default, the
connector instance is enabled as soon as it is configured.

" Note:

Only enabled connectors are available to forward events.
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3.4 Providing General Settings

The following sections explain how to provide various configuration details:

Connection Settings

Retry

3.4.1 Connection Settings

The IBM Tivoli Netcool/lOMNIbus Connector communicates with Netcool/OMNIbus
through the web service for Netcool/lOMNIbus installed in Installing the Web Service
for Netcool/OMNIbus Front-End. All of the following fields are mandatory:

ORACLE

Web Service End Points: URL to use when creating and updating alerts in
Netcool/lOMNIbus. The web service for Netcool/OMNIbus uses the same URL for
the creat eEvent and updat eEvent operations. The default format for both
operations is as follows:

https://[Host nane] : 8443/ servi ces/ ormi bus/ Event Servi ce

Modify the URL for both operations based on whether the web service for Netcool/
OMNIbus was set up using HTTP or HTTPS.

For HTTP:
— Change the protocol from ht t ps to htt p.

— Replace [ Host nane] in the URL with the host name or IP address of the
system where the web service for Netcool/OMNIbus was installed.

— Change the port number from 8443 to 8080.
For HTTPS:

— Replace [ Host nane] in the URL with the hostname or IP address of the
system where the web service for Netcool/OMNIbus was installed.

For example:

If the web service for Netcool/OMNIbus was installed on a system with a host
name of ommi busws, the following URLs would be configured for the different
protocols:

— ForHTTP: http://omi busws: 8080/ servi ces/ omi bus/ Event Servi ce
— For HTTPS: https: //omi busws: 8443/ servi ces/ ormi bus/ Event Ser vi ce

Netcool/lOMNIbus Web Service Username: User name that was configured for
accessing the web service for Netcool/OMNIbus in step 8 of the appropriate web
service installation section:

— Installing the Web Service on Unix.
— Installing the Web Service on Windows.

Netcool/lOMNIbus Web Service Password: Password that was configured for
accessing the web service for Netcool/OMNIbus in step 9 of the appropriate web
service installation section:

— Installing the Web Service on Unix.
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— Installing the Web Service on Windows.

3.4.2 Retry

The Retry section, available on the connector configuration page, enables you to
specify whether failed operations need to be retried within a configurable expiration
time.

When you enable the Retry option, you can specify whether you want to resend a
Create or Update request if the request fails the first time, and specify the time period
after which you want to abandon the retry. Enterprise Manager retries every five
minutes until the request is successful or the retry interval expires.

By default, the Retry is disabled. This setting applies to all events the Netcool/
OMNIbus Connector processes. The retry period interval accepts the number of hours
as any integer value; for example, 1 or 2.

3.5 Testing the IBM Tivoli Netcool/OMNIbus Connector

To verify that the connector is configured correctly:

1. Log in to Oracle Enterprise Manager Cloud Control with an account that has Super
Administrator permissions.

2. From the Setup menu, select Extensibility, then Management Connectors.
The Management Connectors page appears.

3. Click on the name of the Netcool/OMNIbus Connector.
The General tab of the Configure Management Connector page appears.

4. Select and copy the URL specified for the cr eat eEvent or updat eEvent operation.

5. Open an internet browser on the system where the Oracle Enterprise Manager
server is installed.

6. Inthe address window, enter the URL that was copied in step 4 above. Add ?wsdl
to the end of the URL. The URL should appear similar to the following example:

https://[Host nane] : 8443/ servi ces/ ommi bus/ Event Ser vi ce?wsdl

[ Host nane] is the actual host name or IP address where the web service for
Netcool/lOMNIbus is installed.

If the WSDL is loaded, this confirms that the connector is configured correctly for
sending event information to Netcool/OMNIbus.
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OMNIbus

Events generated or updated in Oracle Enterprise Manager are not transferred to
Netcool/lOMNIbus unless you create rules to invoke the IBM Tivoli Netcool/OMNIbus
Connector. A rule identifies the conditions that must be met before the connector is
invoked.

The following sections provide procedures that explain how to create and update rules:

Setting Event Rules
Viewing Events in the IBM Netcool/lOMNIbus Console

4.1 Setting Event Rules

This section explains how to create new rules in Enterprise Manager that invoke the
Netcool/lOMNIbus connector.

ORACLE

To set events rules:

1.

Log in to Enterprise Manager Cloud Control with a user account that has the
Create Enterprise Rule Set resource privilege and at least View privileges on the
targets where events are to be forward to Netcool/OMNIbus.

From the Setup menu, click Incidents, then Incident Rules.

Identify an existing rule set where the new rule can be added, or create a new rule
set as follows:

a. Click Create Rule Set to invoke the Create Rule Set page.
b. Enter a name and description, then click Save.

The Incident Rules page appears again, and lists the new rule set.
Click the rule set for which you want to add the rule, then click Edit.
Click the Rules tab then click Create.

The Select Type of Rule to Create pop-up appears. As you proceed below, the
wizard interface explains various rules and their usage. For detailed information,
see the "Incident Management" chapter in the Oracle Enterprise Manager Cloud
Control Administrator's Guide.

Select Incoming events and updates to events, then click Continue.
The Select Events page appears.

Select the criteria for events that you want to forward to Netcool/lOMNIbus. If any
new event matches the criteria specified, then the rule will be invoked to send the
event to Netcool/OMNIbus. Click Next.

The Add Actions page will be displayed as shown in Figure 4-1.
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Figure 4-1 Add Actions Page

ORACI_E Enterprise Manager Cloud Control 12¢ Help »

Edit rule set - OMNIbus
[ ™

Select Events  Add Actions Specify Name and Description Re siew
Create New Rule : Add Actions Back |Step2of4  Mext | Cancel

Spedify actions to be taken by the rule; Multiple conditional actions can be spedified and evaluated sequentially {top down] in the order listed below. For example, for
a rule applying to events, if an event occurs and matches the rule conditions (as spedified in the Select Events page), Enterprise Manager verifies whether this event
satisfies the conditions for the first conditional action, and if so, applies the action, Enterprise Manager then evaluates the remaining actions in order, The order can
be changed using the move buttons provided below. Same applies to rules created for inddents and problems.

View ~ | o Add # Edit.. 3§ Remove . Moveup < Movedown ZE Movetotop XZ Move to bottom

 Jorder ~ |condition Summary T Jactonsummary I
Mo data found

8. Click Add.

The Add Conditional Actions page appears, as shown in Figure 4-2.

Figure 4-2 Add Conditional Actions Page

| ORACILE Enterprise Manager Cloud Control 12¢ help ~ O

Add Actions

Add Conditional Actions Continue | Cancel |

Define actions to be taken when an event matches this rule.
*|Conditions for actions
*|Create Incident
»|Notifications
*|Clear events

~|Forward to Event Connectors

Events can be forwarded to third party event management systems.
Available Connectors Selected Connectors

Netcool (OMNIbus(IEM Tivoli Metcool /[OMNIbus Connector)

e
&

»|

<

4

9. Select one or more connector instances listed in the Forward to Event Connectors
section and, click the > button, then click Continue.

The Add Actions page appears again, and lists the new action.

10. Click Next.
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The Specify Name and Description page appears.

11. Enter a name and description for the rule, then click Next.
The Review page appears.

12. Click Continue if everything appears correct.

An information pop-up appears that states, "Rule has been successfully added to
the current rule set. Newly added rules are not saved until the Save button is
clicked."

You can click Back and make corrections to the rule if necessary.
13. Click Save to save the changes to the rule set.

The following process occurs after the event rule has been created successfully:

1. Arequestis sent to the Netcool/OMNIbus Connector when an event is created per
the criteria mentioned in the rule.

2. The alertis created or updated on the Netcool/OMNIbus console.

3. In Enterprise Manager, the event is annotated with a comment on the Updates tab
to indicate that an event is created or updated, as shown in Figure 4-3.

Figure 4-3 Event Annotations

ORACILE’ Enterprise Manager Cloud Contral 12¢ setup + Help~ | 1 svsman | Logout O
‘ Enterprise @\ Targets v oy Eavorites v (@) History Search Target Name
Incident Manager Page Refreshed Jun 6, 2012 12:48:36 PM CDT
Incident Manager > Event Details
/& Memory Utilization is 81.669%, crossed warning (50) or critical (95) threshold. (5 Add Comment ...
General My Orade Support Knowledge Updates History
Wiew +
iTlme |Type |User iMessagE

Jun 6, 2012 12:47:10 PM CDT  System update SYSMAN  External alert C 1452600 1ED7D341E0400204780113C 1 is updated successfully on external system through connector Netcool/OMNIbus.
Jun 6, 2012 12:47:09 PM CDT  Notification - The following notifications will be sent: 1 event connector(s)

Jun 6, 2012 12:47:08 PM COT  System update - Memory Utilization is 81.669%:, crossed warning (50) or critical {35) threshold,

Jun &, 2012 12:44:04 PM COT  System update SYSMAM  Alert C145260D IED7D341E040020A780113C 1is created successfully on external system through connector Metcool /OMNIbus,

Jun 6, 2012 12:4%:02PM COT  Notification - The following notifications will be sent: 1 event connector(s)

Jun &, 2012 12:44:02PM CDT  Rule update - Inddent created by rule (Name = Indident management Ruleset for all targets, Inddent creation Rule for metric alerts. ; Owner = ).

Jun &, 2012 124401 PM COT  System update - Memory Utilization is 81,765%, crossed warning (50 or critical {75} threshold.

4.2 Viewing Events in the IBM Netcool/OMNIbus Console

After the event has been sent to IBM Netcool/OMNIbus, you can view it in the IBM
Netcool/lOMNIbus console, as shown in Figure 4-4. Full details of the event are sent to
IBM Netcool/OMNIbus, including:

e Event class and name.
* Target type and name.
 Message.

e Severity.

* URL to the Enterprise Manager event details page.
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Figure 4-4 Event Details in the IBM Netcool/OMNIbus Console

Event Information: Alert Status for Serial Number 8381
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To view the event in Enterprise Manager, copy the URL listed in the event and paste in
the address bar of a browser. You will be asked to log in to Oracle Enterprise
Manager. After logging in, the Oracle Enterprise Manager event information is
displayed, as shown in Figure 4-5.

Figure 4-5 Event Details in Oracle Enterprise Manager
ORACLE Enterprise Manager Cloud Control 12¢ setup v Help = | 34 svsman | Logout ©O

Target Name + ->I

Page Refreshed Jun 6, 2012 12:53:36 PM CDT O
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Last Updated Jun 6, 2012 12:47:10 PM COT WView recent configuration changes
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Last Comment (External alert C145260D1ED7D341E040020A780113C 1 is updated successfully on @ This event wil be automatically deared when the underlying issue is resolved.
external system through connector Netcool OMNTbus.) SYSMAN on Jun 5, 2012
12:47:10 PM CDT
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You can change the event information sent to IBM Netcool/OMNIbus, or you can
change the mappings between the Enterprise Manager event and IBM Netcool/
OMNIbus event by modifying the event templates.

See Working with Event Templates , for details.
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This chapter provides information about the default event templates shipped with the
IBM Tivoli Netcool/OMNIbus Connector.

Event templates are XML transformation style sheets that map Enterprise Manager
event attributes to Netcool/lOMNIbus alert attributes.

The Netcool/OMNIbus event connector contains predefined event templates for Create
and Update event operations on the Netcool/OMNIbus system. You can customize
these templates to fulfill your particular requirements. Oracle recommends that you
back up these factory-built templates before customizing them.

This chapter discusses the following topics:

e Default Templates
e Severity Mappings

*  Customizing Event Mappings

5.1 Default Templates

ORACLE

This section describes the default mappings between the Enterprise Manager event
data fields and the Netcool/OMNIbus alert data fields.

XML Style Sheet (XSL) files contain the mappings between the two systems. These
files are located in the Self Update archive that was installed in Installing the
Connector in Enterprise Manager.

To obtain copies of the XSL files, perform the steps in Exporting the Template Files.

Table 5-1 lists the XSL files that perform the mappings and provides a summary of
each.

Table 5-1 XSL Files That Perform Mappings

______________________________________________________________________________|
File Description

creat eEvent _request. xs Transforms the Oracle Enterprise Manager event data to the
| IBM Netcool/OMNIbus alert format for the createEvent operation.

updat eEvent request.xs Transforms the Oracle Enterprise Manager event data to the
| IBM Netcool/OMNIbus alert format for the updateEvent
operation.

The following sections provide details about the default mappings in each of the files:

* Create Event Template
e Update Event Template
e Details Mapping - Create
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5.1.1 Create Event Template

5.1.2 Update Event Template
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*  Details Mapping - Update

The Oracle Enterprise Manager Connector Framework invokes the cr eat eEvent
operation whenever an event is generated in Oracle Enterprise Manager and there is a
rule configured to invoke the Netcool/OMNIbus connector. cr eat eEvent _request . xsl
is invoked during the process to transform the data from Oracle Enterprise Manager
format to Netcool/OMNIbus alert format. Table 5-2 lists the default field mappings
between the IBM Tivoli Netcool/OMNIbus alert and the Oracle Enterprise Manager

event.

Table 5-2 Netcool/OMNIbus Field Name
]

Netcool/OMNIbus Field Value

Name

Identifier Set to the event Event | d field.

Node Set to the event Tar get Nane field.

NodeAlias Set to the event Tar get Nane field followed by the Tar get _Host
property information.

Manager Hard coded to "Oracle Enterprise Manager."

Agent Set to the event Not i fi cati onRul eNane field.

Summary Set to the event Message field.

Severity Set the severity based on the event severity as specified in
Severity Mappings.

AlertGroup Set to the event Event Cat egor y field.

AlertKey Set to the Event C ass field followed by the event Event Nane
field.

LastOccurrence Set to the event Repor t edDat e field.

URL Set to the event Event URL field.

Details Set to the formatted contents of the event as specified in Details
Mapping - Create.

Type Problem

Journal Set to the formatted contents of the event as specified in Journal

Mapping.

The Oracle Enterprise Manager Connector Framework invokes the updat eEvent
operation whenever an event is updated in Oracle Enterprise Manager and there is a
rule configured to invoke the Netcool/OMNIbus connector. updat eEvent _request . xsl
is invoked during the process to transform the data from Oracle Enterprise Manager
format to Netcool/OMNIbus alert format. Table 5-3 lists the default field mappings
between the IBM Netcool/lOMNIbus alert and the Oracle Enterprise Manager event.
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Netcool/OMNIbus Field
Name

Value

Identifier

Severity

Summary
LastOccurrence

Details

Journal

Set to the event Ext er nal Event | Dfield.

Set the severity based on the event severity as specified in

Severity Mappings.
Set to the event Message field.

Set to the event Repor t edDat e field.

Set to the formatted contents of the event as specified in Details

Mapping - Update.

Set to the formatted contents of the event as specified in Journal

Mapping.

5.1.3 Details Mapping - Create

This section identifies the format of the information that will be placed in the details
table whenever an alert is created in Netcool/OMNIbus. The format the template uses
for the details table is shown below. Text delimited by angle brackets (< and >)
designates an Enterprise Manager Event field name that will be replaced by the actual
field contents. Lines marked with double-asterisks indicate they will only be present if
the designated event field contains data. The Notes section below the format contains
information about some of the fields.

ORACLE

Cccurred Date: <CccurredDat e>
Report edDat e: <Report edDat e>

Event O ass: <Eventd ass>
Event Nane: <Event Nane>

Target Type: <Sourcel nfo/ Target | nf o/ Tar get TypeLabel >
Target Nanme: <Sourcel nfo/ Tar get | nf o/ Tar get Nane>

Severity: <Severity>
Message: <Message>

URL: <Event URL>

<Tar get Property/ Name[ 1] >:
<Tar get Property/ Nane[ 2] >:
<Tar get Property/ Nane[ 3] >:
<Tar get Property/ Nane[ 4] >:
<Tar get Property/ Name[ 5] >:
<Tar get Property/ Nane[ 6] >:
<Tar get Property/ Name[ 7] >:
<Tar get Property/ Nane[ 8] >:
<Tar get Property/ Name[ 9] >:

<Tar get Proper ty/ Name[ 10] >:
<Tar get Property/ Name[ 11] >:
<Tar get Property/ Name[ 12] >:
<Tar get Property/ Name[ 13] >:
<Tar get Property/ Name[ 14] >:
<Tar get Proper ty/ Name[ 15] >:
<Tar get Proper ty/ Name[ 16] >:
<Tar get Property/ Name[ 17] >:
<Tar get Property/ Name[ 18] >:
<Tar get Property/ Name[ 19] >:
<Tar get Proper ty/ Name[ 20] >:

<Tar get Property/ Val ue[ 1] >**
<Tar get Property/ Val ue[ 2] >**
<Tar get Property/ Val ue[ 3] >**
<Tar get Property/ Val ue[ 4] >**
<Tar get Property/ Val ue[ 5] >**
<Tar get Property/ Val ue[ 6] >**
<Tar get Property/ Val ue[ 7] >**
<Tar get Property/ Val ue[ 8] >**
<Tar get Property/ Val ue[ 9] >**
<Tar get Property/ Val ue[ 10] >**
<Tar get Property/ Val ue[ 11] >**
<Tar get Property/ Val ue[ 12] >**
<Tar get Property/ Val ue[ 13] >**
<Tar get Property/ Val ue[ 14] >**
<Tar get Property/ Val ue[ 15] >**
<Tar get Property/ Val ue[ 16] >**
<Tar get Property/ Val ue[ 17] >**
<Tar get Property/ Val ue[ 18] >**
<Tar get Property/ Val ue[ 19] >**
<Tar get Property/ Val ue[ 20] >**

5-3



Chapter 5
Severity Mappings

Notes

1. The Target Properties information is only present if the event contains target
property values. Listed below are a couple of sample target property name/value
pairs:

Li ne of business: Finance
Owner: Finance-DB Team

2. URL is set to the URL of the Event Details page in Enterprise Manager. The URL
must be copied into a browser to view the event in Enterprise Manager.

5.1.4 Details Mapping - Update

This section identifies the format of the information that will be updated in the details
table whenever an alert is updated in Netcool/OMNIbus. Text delimited by angle
brackets (< and >) designates an Enterprise Manager Event field name that will be
replaced by the actual field contents.

Severity: <Severity>
Message: <Message>

5.1.5 Journal Mapping

This section identifies the format of journal entries that are added whenever an alert is
created or update in Netcool/OMNIbus. Text delimited by angle brackets (< and >)
designates an Enterprise Manager Event field name that will be replaced by the actual
field contents.

Severity: <SeverityCode>
Reported Date: <ReportedDate>
<Message>

5.2 Severity Mappings

ORACLE

The Netcool/OMNIbus alert severity is set based on the Enterprise Manager event
severity value. Table 5-4 shows the values used when creating the alert in Netcool/
OMNIbus.

Table 5-4 Netcool/OMNIbus Alert Severity Mappings

When the event severity is ... Set the alert severity to ...

Clear
Informational
Minor Warning
Warning
Critical

g o0 N N B O

Fatal
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5.3 Customizing Event Mappings

Although the default mappings are sufficient for most implementations, you can
change them as needed. The following sections discuss:

XML Format of Oracle Enterprise Manager Events

* Managing Templates in Oracle Enterprise Manager 12¢ (recommended)
* Manually Changing a Mapping

It is assumed that you already have a good understanding of XSL.

For reference information on the Netcool/OMNIbus mappings, see Web Service for
Netcool/lOMNIbus Details .

5.3.1 XML Format of Oracle Enterprise Manager Events

ORACLE

Example 5-1 shows the format that the Oracle Enterprise Manager Connector
Framework provides when an event is created or updated in Oracle Enterprise
Manager.

For more information about Oracle Enterprise Manager events, see the Using Incident
Management chapter of the Oracle Enterprise Manager Cloud Control Administrator's
Guide.

Example 5-1 XML Format of Events

<EMEvent xm ns="http://xm ns. oracl e. com sysman/ connect or">
<Ext ernal Event | D/ >
<SystemAttributes>
<Event d ass/ >
<QccurredDat e/ >
<Report edDat e/ >
<Event Name/ >
<Severity/>
<SeverityCode/ >
<Sour cel nf 0>
<Tar get | nf 0>
<Tar get Nane/ >
<Tar get TypeLabel / >
<Tar get Property>
<Name/ >
<Val ue/ >
</ Tar get Property>
</ Tar get I nf 0>
</ Sour cel nf 0>
<Message/ >
<Event URL/ >
</ SystemAttri but es>
<Event Cont ext Attri but es>
<Number At tri but e>
<Narme/ >
<Val ue/ >
</ Nunber At t ri but e>
<StringAttribute>
<Name/ >
<Val ue/ >
</ StringAttribute>
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</ Event Cont ext Attri but es>
</ EMEvent >

Table 5-5 provides a description of the fields shown in Example 5-1.

Table 5-5 Field Descriptions for XML Format
|

Field Description

ExternalEventID Unique identifier of the alert in IBM Netcool/OMNIbus. This will
only be set for updates.

EventClass Identifies the type of event.

OccurredDate In cases where the event information is mined from a log, this

field contains the date and time when the event occurred based
on the entry in the log.

ReportedDate Date/time the event was reported by Enterprise Manager.

EventName Descriptive name of the event.

Severity Severity of the event: Fatal, Critical, Warning, Minor_Warning,
Informational, or Clear.

SeverityCode Severity code for the event: FATAL, CRITICAL, WARNING,
MINOR_WARNING, INFORMATIONAL, or CLEAR.

TargetName Target name that is a unique instance of the target type.

TargetTypeLabel Display name of the target type for which the event was
generated.

TargetProperty Additional target properties that do not have a specific field in the
event model (name:value pair).

Message Description of the event.

EventURL Link to the web page for the event.

EventContextAttributes Additional event properties that do not have a specific field in the

event model (name:value pair).

5.3.2 Managing Templates in Oracle Enterprise Manager 12¢c

ORACLE

Oracle Enterprise Manager 12c¢ (Release 12.1.0.2 and later) includes the functionality
to allow you to manage templates within Cloud Control. Templates, which are included
as part of the connector installation, are automatically registered and are shown within
Enterprise Manager.

If you need to use new a template that is not included as part of the connector
installation, then you will need to register it using the entt| command. See Manually
Changing a Mapping for more information. Once you have registered the template,
you will be able to manage it through Enterprise Manager.

Using Enterprise Manager, you can edit a template, view the XML code, delete a
template, and restore a deleted template.

To begin:
1. Log into Enterprise Manager Cloud Control.
2. From the Setup menu, select Extensibility, then Management Connectors.

3. Onthe Management Connectors page, select the IBM Tivoli Netcool/lOMNIbus
Connector. Click Configure.
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On the Configure Management Connector page, click the Template tab.

# Note:

This feature is available on Oracle Enterprise Manager Release 12.1.0.2.0 or
later only. To verify your installed release version:

1. Log in to Enterprise Manager.
2. From the Help menu, select About Cloud Control.

3. The pop-up window displays the installed version of Oracle Enterprise
Manager.

5.3.2.1 Edit a Template with Enterprise Manager

To edit an existing template:

1.
2.
3.

Log in to Enterprise Manager Cloud Control.
From the Setup menu, select Extensibility, then Management Connectors.

On the Management Connectors page, select the IBM Tivoli Netcool/lOMNIbus
Connector. Click Configure.

On the Configure Management Connector page, click the Template tab.
Select a template and click Edit.

After you edit the Description or Template Contents fields, click Save. On the
confirmation page, click Yes to complete the template save.

5.3.2.2 View Template Code in Enterprise Manager

To view template code:

1.
2.
3.

4.
5.

Log in to Enterprise Manager Cloud Control.
From the Setup menu, select Extensibility, then Management Connectors.

On the Management Connectors page, select the IBM Tivoli Netcool/lOMNIbus
Connector. Click Configure.

On the Configure Management Connector page, click the Template tab.

Select a template and click View.

The event templates are in XSLT format. A basic knowledge of XSLT is required to
understand the code.

5.3.2.3 Delete a Template with Enterprise Manager

ORACLE

To delete a template:

1.
2.
3.

Log in to Enterprise Manager Cloud Control.
From the Setup menu, select Extensibility, then Management Connectors.

On the Management Connectors page, select the IBM Tivoli Netcool/lOMNIbus
Connector. Click Configure.
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On the Configure Management Connector page, click the Template tab.
Select a template and click Delete.

Click Yes to confirm the delete operation.

5.3.2.4 Restore a Deleted Template with Enterprise Manager

To restore a deleted template:

1.
2.
3.

Log in to Enterprise Manager Cloud Control.
From the Setup menu, select Extensibility, then Management Connectors.

On the Management Connectors page, select the IBM Tivoli Netcool/lOMNIbus
Connector. Click Configure.

On the Configure Management Connector page, click the Template tab.
Select a template and click Restore.

Click Yes in the confirmation page that appears in order to restore.

# Note:

You can restore out-of-box templates that you have may edited or
customized to their default values. You cannot restore new templates that
you have created (using the emctl register_template command) described in
Manually Changing a Mapping.

5.3.3 Manually Changing a Mapping

The following procedure provides the steps required to change a mapping.

Export the default template XSLT files from Enterprise Manager to use as a
baseline. Follow the instructions in Exporting the Template Files to obtain copies
of the default template files.

Create a custom template file by copying the XSL file you want to change to a new
file with a uniqgue name.

Make the desired mapping changes to the template file. See Modifying Templates
for guidance on mapping changes.

Register the new template with Enterprise Manager as specified in Registering
Templates.

See Template Customization Example for an example of how to customize
templates.

5.3.3.1 Exporting the Template Files

The connector installation jar file is included in the Self Update archive that was
installed in Installing the Connector in Enterprise Manager.

To extract the installation file:

ORACLE
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1. Copy the omi bus_connector. j ar file from the Management Server host system
to a temporary directory. The file is located in the archives directory that was
extracted in Exporting the Installation Files.

2. Extract the templates from the connector jar file using the following command:

$JAVA_HOVE bi n/jar xf omnibus_connector.jar createEvent_request. xsl
updat eEvent _request . xsl

# Note:

If the system where the connector file is located does not have the JDK
installed, you cannot extract the jar file contents. You must copy the jar

file to a system that has the JDK installed and transfer the template files
after they have been extracted.

5.3.3.2 Modifying Templates

ORACLE

A template is an XSLT file that transforms an input XML format to an output XML
format. To make the mapping changes, you need to understand the input XML format
being transformed and the output XML the template generates. The input document is
the XML document that contains the Enterprise Manager event information. The output
document is the request being sent to the web service for Netcool/OMNIbus. The
output XML document must conform to the data format specified in the Netcool/
OMNIbus EventService WSDL as shown in Web Service for Netcool/OMNIbus
EventService WSDL Format.

Enterprise Manager Event Format contains details on the format of the event data
generated by Enterprise Manager. Web Service for Netcool/OMNIbus EventService
WSDL Format contains details on the XML format required by the web service for
Netcool/lOMNIbus EventService. Mappings Between XML Format and Message Field
Names in Web Service for Netcool/OMNIbus Details provides the mapping between
the web service for Netcool/OMNIbus EventService fields and the field names in
Netcool/lOMNIbus. Listed below are the steps you should follow to modify the template
file.

To modify a template:

1. Review Mappings Between XML Format and Message Field Names in Web
Service for Netcool/OMNIbus Details and Web Service for Netcool/OMNIbus
EventService WSDL Format to identify the names of the fields in the web service
for Netcool/OMNIbus that you are planning to modify. For example, if you want to
populate the Node field in Netcool/OMNIbus, look up the field in Web Service for
Netcool/lOMNIbus Details and observe that the web service for Netcool/OMNIbus
expects the data in the / cr eat e/ event / sour ce/ di spl ayName XML path.

2. If you are planning on using data from the event, review Enterprise Manager Event
Format to identify the field(s) you want to use in the mapping. Enterprise Manager
Event Examples provides sample transactions that could be very helpful in
identifying what data is present in the XML document from Enterprise Manager.

3. Open the custom template file in a text editor or a utility that can be used to build
XSLT files.

4. Make the necessary changes to the custom template file and save it.
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5. Unless the change is very basic, you should test the changes that you have made
using the sample data from Enterprise Manager Event Examples . This requires a
utility that performs XSLT translations.

5.3.3.3 Registering Templates

You need to reregister your customized templates before they are recognized in
Enterprise Manager.

For each customized template, run the following entt| register_tenplate
connect or command. The command must be run as a user that has execute privileges
on emctl and read privileges on the template:

$ORACLE_HOME/ bi n/ entt| register_tenplate connector
-t <tenplate.xsl> -repos_pwd <reposPassword>
-cnhame <connect or Name> -inane <i nternal Name>
-tname <tenpl ateNane> -ttype 2 [-d <description>]

Where:
<t enpl at e. xsl > is the full path name of the custom template file.
<r eposPasswor d> is the Enterprise Manager r oot password.

<connect or Name> is the name of the connector instance installed in step 5 of Creating
a Connector Instance.

<i nt er nal Name> is the internal name to use for the template.
<t enpl at eNane> is the name to display for the template.
<descri ption> is the description of the template.

For example, the following command updates the createEvent template for the
connector instance with the name of "Netcool/OMNIbus:"

entt| register_tenplate connector

-t /hone/ oracl e/ tenpl at es/ cr eat eEvent _cust om r equest . xsl
-repos_pwd sysmanpass

-chane "Net cool / OWI bus"

-iname "createEvent"

-tname "Create Event Request”

-ttype 2

-d "Denp tenpl ate"

5.3.3.4 Template Customization Example

In this scenario, the customer has determined that the default mapping does not work
for their environment. Instead of placing target name information in the Node field, the
customer would like to place target type information in the Node field. The customer
would also like to set the Locat i on field if the target properties have location
information specified. They have created a temporary directory on the OMS server
system at / hone/ or acl e/ cust om zed_t enpl at es to contain the templates.

The following steps explain how the customer would customize the templates to meet
their requirements.

1. Open a command window on the OMS server system and change the working
directory to the temporary directory:
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cd /hone/ oracl e/ cust om zed_t enpl at es

Copy the omi bus_connect or . j ar file from the archives directory from Exporting
the Installation Files to the temporary directory:

cp $exported_dir/archives/ omibus_connector.jar .

Extract the template files from the jar file. This command extracts the cr eat eEvent
and updat eEvent template files:

$JAVA_HOVE bi n/jar xf omnibus_connector.jar createEvent_request. xsl
updat eEvent _request . xsl

Make a working copy of the template files for modification:

cp createEvent_request.xsl createEvent_request_custom xsl

Open the creat eEvent _request _cust om xsl file in a text editor.

Change the mapping for the Node field as shown below.

Before Changes

The following code shows the Node mapping in the file before the changes:

<source>
<nane>
<lI-- Sets the Netcool/OWN bus NodeAlias field -->
<xsl:val ue-of select="a:SystemAttributes/a: Sourcel nfol/ a: Tar get I nf o/
a: Target Nane"/ >: <xsl : val ue- of sel ect="a: SystemAttri butes/a: Sourcel nf o/
a: Target I nfo/ a: Target Property[ a: Name=' Target _Host']/a: Val ue"/>
</ nane>
<di spl ayNane>
<l-- Sets the Netcool /OWN bus Node field -->
<xsl:val ue-of select="a:SystemAttributes/a: Sourcel nfol/ a: Tar get I nf o/
a: Target Nane"/ >
</ di spl ayName>
</ source>

After Changes

The following code shows the Node mapping after the changes. The changes are
shown in bold:

<source>
<nanme>
<l-- Sets the Netcool/OWN bus NodeAlias field -->
<xsl :val ue-of select="a: SystemAttributes/a: Sourcel nfol/ a: Tar get I nf o/
a: Target Nane"/ >; <xsl : val ue- of sel ect="a: SystemAttri butes/a: Sourcel nfo/
a: Target I nfol a: Target Property[ a: Name=' Target _Host']/a: Val ue"/>
</ nane>
<di spl ayNane>
<l-- Sets the Netcool/OWN bus Node field -->
<xsl:val ue-of select="a:SystemAttributes/a: Sourcel nfol/ a: Tar get I nf o/
a:TargetTypelLabel"/ >
</ di spl ayNanme>
</ source>

Add logic to populate the Locat i on field if the target properties contain location
information.

Before Changes

The following code shows the ext ended fi el ds mapping in the file before the
changes:
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<ext ended-fi el ds>
<l-- Sets the Netcool/OWN bus Manager field -->
<string-field name="Manager">Oracle Enterprise Manager</string-field>

</ ext ended-fi el ds>

After Changes

The following code shows the ext ended fi el ds mapping after the changes. The
changes are shown in bold:

<extended-fiel ds>
<xsl:variable name="location">
<xsl:for-each select="a:SystemAttributes/a:Sourcelnfo/a:Targetinfo/
a:TargetProperty'>
<xsl:if test="a:Name = "Location®">
<xsl:value-of select="a:Value"/>
</xsl:if>
</xsl:for-each>
</xsl:variable>
<I-- Sets the Netcool/OMNIbus Location field if specified in the target
properties -->
<xsl:if test="$location = """>
<string-field name="Location"><xsl:value-of select="$location"/> </string-
field>
</xsl:if>
<l-- Sets the Netcool /OWN bus Manager field -->
<string-field name="Mnager">0Oracle Enterprise Manager</string-field>

</ ext ended-fi el ds>
8. Save your changes after making the updates.
9. To set up for testing, create an empty creat e. xn file and open in a text editor.

10. Copy the contents of the XML document in the Create Example section of
Enterprise Manager Event Examples into the create.xml file and save it.

11. Test the new templates using a utility that performs XSLT translations using the
create. xnl file as the input XML document.

¢ Note:

There are a variety of off-the-shelf testing utilities that are available. Use
the utility that works best for your environment.

12. Examine the output XML document and verify that the results are correct.

" Note:

You can also use an XML client to send the XML output document to the
web service for Netcool/OMNIbus to verify that it is a format accepted by
the web service.

13. If the XML document has problems, make any necessary corrections and repeat
steps 11 and 12.
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At the OMS server system, run the following command to re-register your
customized createEvent template:

entt| register_tenplate connector

-t /hone/ oracl e/ cust om zed_t enpl at es/ cr eat eEvent _request _cust om xsl|
-repos_pwd sysmanpass

-cnane "Net cool / OWI bus"

-iname "createEvent"

-tname "Create Event Request”

-ttype 2

-d "This is the custom zed request xsl file for the createEvent nethod"
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Enabling SSL for HTTPS

This chapter provides the following procedures for configuring the IBM Tivoli Netcool/
OMNIbus Connector to use the HTTPS protocol:

Configure Oracle Enterprise Manager to Use SSL
Installing a Self-Signed Certificate
Installing a Certificate from a Certified Authority

Importing the Web Service Certificate into Enterprise Manager

6.1 Configure Oracle Enterprise Manager to Use SSL

If the web service for Netcool/OMNIbus was configured to run using the HTTPS
protocol, you must perform the following steps to set up SSL:

1.

Install an SSL certificate in the web service for Netcool/OMNIbus keystore. You
must either install a self-signed certificate or install a certificate obtained from a
Certificate Authority (CA).

* Toinstall a self-signed certificate, perform the steps specified in Installing a
Self-Signed Certificate.

* Toinstall a certificate from a CA, perform the steps specified in Installing a
Certificate from a Certified Authority.

Restart the web service for Netcool/OMNIbus for the changes to take effect.

Import the SSL certificate from the web service for Netcool/OMNIbus keystore into

the Enterprise Manager keystore as specified in Importing the Web Service
Certificate into Enterprise Manager.

6.2 Installing a Self-Signed Certificate

To generate and install a self-signed SSL certificate for the Netcool/OMNIbus adapter
web service:

ORACLE

1.

Open a command prompt window and change the working directory to the
adapt er s/ conf directory in the web service for Netcool/OMNIbus installation
directory.

Enter the following command to delete the default SSL entry from the web servi
Netcool/lOMNIbus keystore:

e Unix

$JAVA HOVE bi n/ keyt ool -delete -alias iwave -keypass iwavepw -storepass
i wavepw - keystore keystore.jks

« Windows

"%JAVA_HOVE% bi n\ keyt ool " -del ete -alias iwave -keypass iwavepw -storepass
i wavepw - keystore keystore. ks

ce
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3. Enter the following command to generate a new certificate and place it in the web
service for Netcool/OMNIbus keystore. You will need to replace <host name> with
the host name or IP address of the system where the web service for Netcool/
OMNIbus is installed.

# Note:

The host name in the certificate must match the host name or IP address
the web service uses. If they do not match, a failure occurs when
Enterprise Manager attempts to invoke the web service.

e Unix

$JAVA_HOVE bi n/ keyt ool -genkey -alias iwave -keyal g RSA -keysize 1024 -dnane
" CN=<host nane>, OU=Devel opment, O=i Wave Software, L=Frisco, ST=TX, C=US" -
keypass iwavepw - storepass iwavepw - keystore keystore.|ks

«  Windows

"9 AVA_HOVE% bi n\ keyt ool " -genkey -alias iwave -keyal g RSA -keysize 1024 -
dnanme "CN=<hostname>, OU=Devel opnment, O-iWave Software, L=Frisco, ST=TX
C=US' -keypass iwavepw - storepass iwavepw - keystore keystore.jks

6.3 Installing a Certificate from a Certified Authority

To request and install a signed SSL certificate for the web service for Netcool/
OMNIbus:

1. Request a certificate for the web service for Netcool/OMNIbus from a Certificate
Authority, such as VeriSign.

< Note:

In the certificate request, make sure to specify the host name or IP
address of the system where the web service for Netcool/OMNIbus is
installed. The host name in the certificate must match the host name or
IP address the web service uses. If they do not match, a failure occurs
when Enterprise Manager attempts to invoke the web service.

2. After you obtain the certificate from the Certificate Authority, open a command
prompt window and change the working directory to the adapt er s/ conf directory
in the web service for Netcool/OMNIbus installation directory.

3. Enter the following command to delete the default SSL entry from the web service
for Netcool/OMNIbus keystore:

e Unix

$JAVA_HOWE bi n/ keyt ool -delete -alias iwave -keypass iwavepw -storepass
i wavepw - keystore keystore.jks

Windows

"I AVA_HOVE% bi n\ keyt ool " -del ete -alias iwave -keypass iwavepw - storepass
i wavepw - keystore keystore.jks
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Enter the following command to install the certificate, where <certificateFil e>is
the full path name of the file provided by the Certificate Authority:

e Unix

$JAVA HOVE bi n/ keyt ool -inportcert -alias iwave -file <certificateFile> -
keypass iwavepw -storepass iwavepw -keystore keystore.jks

Windows

"9JAVA_HOVE% bi n\ keyt ool " -inportcert -alias iwave -file <certificateFile> -
keypass iwavepw - st orepass iwavepw -keystore keystore.jks

6.4 Importing the Web Service Certificate into Enterprise

Manager

ORACLE

To import the web service for Netcool/OMNIbus SSL certificate into the Enterprise
Manager keystore:

1.

Open a command prompt window and change the working directory to the
adapt er s/ conf directory in the web service for Netcool/OMNIbus installation
directory.

Issue the following command to extract the SSL certificate from the web service
Netcool/lOMNIbus keystore and place it in the OWNI busws. cer certificate file:

e Unix

$JAVA_HOVE bi n/ keyt ool -exportcert -rfc -alias iwave -file OWI busws. cer -
keystore keystore.jks -storepass iwavepw

«  Windows

"9%JAVA _HOVE% bi n\ keyt ool " -exportcert -rfc -alias iwave -file OWN busws.cer -
keystore keystore.jks -storepass iwavepw

Transfer the certificate file OMNI busws. cer to the system where Enterprise
Manager is installed.

Append the contents of the OWI busws. cer file to:
$I NSTANCE_HOME/ sysman/ conf i g/ b64Local Certificate. txt

Ensure that only the following lines are appended to the
b64Local Certificate.txt file (thatis, do not include blank lines, comments, or
any other special characters):

----- BEG N CERTI FI CATE- - - - -
<<<Certificate in Base64 format>>>
----- END CERTI FI CATE- - - - -

Restart OMS by running the following commands:

enct! stop ons
enct| start oms
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¢ Note:

Do not run the entt| secure oms/agent command after adding the
external certificate to the b64Local Certificate. txt file. If you run the
enct| secure command later, then repeat steps 4 through 6 to make
sure the external certificate exists in the b64Local Certificate. txt file.
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Troubleshooting

The Oracle Enterprise Manager Connector Framework requires a web service
interface for exchanging event information with Netcool/OMNIbus. Since Netcool/
OMNIbus does not come with a web services front end, an Oracle-provided web
service front end must be installed before Oracle Enterprise Manager can exchange
event information with Netcool/OMNIbus. Additionally, an Oracle Agent for Netcool/
OMNIbus must also be installed.

This chapter provides information to assist in troubleshooting integration issues with
IBM Netcool/OMNIbus. The chapter focuses on troubleshooting issues in the web
service front-end and the Oracle Agent.

This chapter discusses the following topics:

» Diagnosing the Problem

e Troubleshooting Web Service Startup Errors

* JVM Errors

e Using the Correct URL for Web Service Operations
*  Troubleshooting Web Service Operations Errors

* Resolving Errors from Oracle Enterprise Manager

Before you start the troubleshooting process, ensure that you have done the following:

» Installed the IBM Tivoli Netcool/OMNIbus Connector as specified in Installing the
Connector in Enterprise Manager.

» Installed and started the Oracle Agent for Netcool/OMNIbus as specified in
Installing the Oracle Agent for Netcool/OMNIbus.

e Installed, started, and tested the web service for Netcool/OMNIbus service as
specified in Installing the Web Service for Netcool/OMNIbus Front-End.

* Made the necessary modifications to Netcool/lOMNIbus as specified in Modifying
Netcool/OMNIbus.

» Created a connector instance as specified in Creating a Connector Instance.
*  Configured the connector instance as specified in Configuring the Connector.

» Set up one or more rules as specified in Setting Event Rules to forward events to
the connector instance.

If all the actions above have been completed and the connector is not working,
perform the steps in Diagnosing the Problem.

7.1 Diagnosing the Problem

To diagnose the problem:
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Verify that the web service for Netcool/OMNIbus has been successfully started
and the WSDL for the web service can be accessed from the system where the
web service for Netcool/OMNIbus is installed:

a.

Perform the steps in Determining the URL Used by the Web Service to
determine the URL used by the web service for Netcool/OMNIbus.

Open a browser and paste the URL from the previous step in the address
window. Append ?WSDL to the end of the URL and attempt to load the URL.

The WSDL should be loaded if the Adapter is operational.

# Note:
A WSDL is an XML file that describes the web service.
If the WSDL cannot be loaded, this indicates the web service had startup

issues. See Troubleshooting Web Service Startup Errors to diagnose the
problem.

Verify that the WSDL for the web service for Netcool/OMNIbus can be accessed
from the system where the Enterprise Manager server is installed:

a.

Open a browser at the Enterprise Manager server and copy the URL from step
1-b above to the address window. The host name for the URL will be

| ocal host. Change | ocal host to the actual host name or IP address of the
system where the web service for Netcool/OMNIbus is installed. If you specify
a host name, make sure that the host name is recognized at the Enterprise
Manager server system. This can be done using the pi ng command.

For example, if the web service for Netcool/OMNIbus is installed on the server
with a host name of SDSer ver 01 and the URL listed in f ramewor k. | og is:

https://local host: 8443/ servi ces/ omi bus/ Event Servi ce

The URL used at the Enterprise Manager server system would be:
https://OvServer01: 8443/ servi ces/ ommi bus/ Event Servi ce

Attempt to load the WSDL by appending ?WSDL at the end of the URL. If the
WSDL cannot be loaded, either the host name is not recognized at the
Enterprise Manager system, or there is a connectivity issue between the two
systems. If you specified a host name, try using the IP address instead of the
host name in the URL. If it still does not load, you have a connectivity problem.
You will need to consult with your IT department to resolve this issue.

Verify that the Netcool/lOMNIbus Connector specifies the correct URL for the
creat eEvent and updat eEvent operations:

a.

Log in to Oracle Enterprise Manager Cloud Control with an account that has
Super Administrator permissions.

From the Setup menu, select Extensibility, then Management Connectors.

The Management Connectors page appears, which shows the installed
connectors.

Click the Configure icon associated with the Netcool/OMNIbus Connector.
This invokes edit mode, enabling you to configure the connector.
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d. Verify that the modified URL from step 2-a is specified for both operations
(creat eEvent and updat eEvent). If any of the operations are incorrect, change
to the correct URL.

# Note:

Do not append the WSDL to the end of the URL that is specified
here.

e. Click OK.

If no errors were found in the previous steps, this rules out connectivity issues
between the connector and the web service for Netcool/OMNIbus. The problem must
originate in the web service or the Oracle Agent. See Troubleshooting Web Service
Operations Errors for information on diagnosing errors.

7.2 Troubleshooting Web Service Startup Errors
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To identify the cause of a startup failure, navigate to the adapt er s/ | og directory in the
web service for Netcool/OMNIbus installation directory and open the f ranewor k. | og
file in a text editor. Search for Exception to find any errors in the file. If the file does
not exist, it indicates that there is a problem locating or executing the JVM. See JVM
Errors for information about resolving JVM issues.

Listed below are some possible Exceptions, an explanation of the root cause, and a
description of the solution.

java.net.BindException: Address already in use: bind

This error indicates that the web service could not start because of a port conflict.
There are two possible causes for this error:

* Another application is using a port that the web service is configured to use. If the
web service is configured to use SSL, the port number is 8443. If it is not
configured to use SSL, the port number is 8080.

There are two possible solutions to this. You can change the other application to
use a different port or you can change the web service for Netcool/OMNIbus to
use a different port. To change the web service to use a different port, see
Changing Default Port Numbers in Web Service for Netcool/OMNIbus Details .

* Aninstance of the web service is already running. If this is the case, no change is
required. You should only run one instance of the web service at a time.

org.springframework.beans.factory.BeanlnitializationException: Could not load
properties; nested exception is java.io.FileNotFoundException: ...
framework.properties (Permission denied)

This error indicates that the web service could not start because the permissions on
the f ramewor k. properti es file in the conf directory were not set correctly.

To solve the problem, change the permissions to give the account or group under
which the web service for Netcool/lOMNIbus runs read and execute permissions.

org.springframework.beans.factory.BeanCreationException: Error creating bean
with name 'com.iwave.mapping.MappingGroovyAdapter#1' defined in class path
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resource [comliwaveladapters/omnibus/event-adapter-synchronous.xml]:
Initialization of bean failed; nested exception is
org.springframework.beans.TypeMismatchException: Failed to convert property
value of type [java.lang.String] to required type [java.lang.Class] for property
'toType'; nested exception is java.lang.lllegalArgumentException: Cannot find
class [com.tivoli.tec.event_delivery. TECEvent]

This error indicates that the evd. j ar file is missing.

To solve the problem, perform the steps in Copying the Required .jar Files and then
attempt to start the web service for Netcool/OMNIbus.

org.springframework.beans.factory.BeanCreationException: Error creating bean
with name 'omnibusAdapterConfig' defined in class path resource [com/iwave/
adapters/omnibus/event-adapter-synchronous.xml]: Invocation of init method
failed; nested exception is
com.iwave.adapters.omnibus.InvalidAdapterConfigurationException: Error
loading the JDBC driver (com.sybase.jdbc2.jdbc.SybDriver) specified in the
properties file: com.sybase.jdbc2.jdbc.SybDriver

This error indicates that the j conn2. j ar file is missing.

To solve the problem, perform the steps in Copying the Required .jar Files and then
attempt to start the web service.

# Note:

For any other startup errors, consult with Oracle Support.

7.3 JVM Errors

ORACLE

The web service for Netcool/OMNIbus requires version 1.6 of the JVM. If multiple
versions of the JVM are installed on the system, it is possible that an older version of
the JVM is being executed whenever the web service starts.

On Unix systems, the JAVA HOME environment variable must be set to the directory
where Java Development Kit (JDK) 1.6 is installed in the shell where the web service
is started. To properly start the web service on a Unix platform:

1. Setthe JAVA HOME environment variable to the JDK 1.6 installation directory.

2. Navigate to the adapt er s/ bi n sub-directory in the web service installation
directory.

3. Execute the ./service.sh start command.

On Windows systems, perform the following to ensure that JDK 1.6 is used when
starting the web service:

1. Navigate to the adapt er s/ bi n sub-directory in the web service installation
directory.

2. Run the i WaveAdapt er sw. exe executable.

3. Click the Java tab.
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4. Make sure that the Use Default check box is not checked.

5. In the Java Virtual system box, specify the path to the jvm dl | file in the JDK 1.6
installation directory.

6. Click OK.

7.4 Using the Correct URL for Web Service Operations

Perform the following steps to identify and configure the connector to use the correct
URL for web service for Netcool/OMNIbus operations:

1. Perform the steps in section Determining the URL Used by the Web Service to
obtain the URL used by the web service.

2. Replace localhost in the URL with the hostname or IP address of the system
where the web service is installed.

3. Login to Oracle Enterprise Manager Cloud Control with an account that has Super
Administrator permissions.

4. From the Setup menu, select Extensibility, then Management Connectors.
The General tab of the Configure Management Connector page appears.
5. Click on the name of the Netcool/OMNIbus connector.

6. Verify that the URL identified in step 2 is specified for the cr eat eEvent and
updat eEvent operations.

7. If any of the operations are incorrect, change to the correct URL and click OK.

7.5 Determining the URL Used by the Web Service

Perform the following steps to identify the correct URL for web service for Netcool/
OMNIbus operations:

1. Open a command terminal on the system where the web service is installed.

2. Change the working directory to the adapt er s/ | og directory in the web service
installation directory.

3. Openthe framework. | og file in a text editor.

4. Go to the bottom of the file and search backwards for the string Setting the
server's publish address to be. Continue searching backwards until you find
the URL that contains Event Servi ce. The URL listed here is the URL that the web
service uses to handle create and update operations.

7.6 Troubleshooting Web Service Operations Errors

ORACLE

Perform the following diagnostic steps if messages are not being generated or
updated as expected in Netcool/OMNIbus:

1. Verify that the event that was triggered is referenced in a rule that forwards events
to the IBM Tivoli Netcool/OMNIbus Connector.

2. Determine the error that Oracle Enterprise Manager has reported by examining
the log file for errors. Perform the following steps to locate errors in the log file:
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a. Openthe emons_pbs. trc file in a text editor. The file is located in the | og
directory at the following location:

<EM | NSTANCE_BASE>/ enf <OMS_NAME>/ sysman/ | og/

... where <EM | NSTANCE BASE> is the OMS Instance Base directory. By default,
the OMS Instance Base directory is gc_i nst, which is present under the
parent directory of the Oracle Middleware Home.

For example, if the Oracle Middleware Home is / u01/ app/ Or acl e/

M ddl ewar e, then the instance base directory is / u01/ app/ Or acl e/

M ddl ewar e/ gc_i nst, and the log and trace files are available in

the / u01/ app/ Oracl e/ M ddl ewar e/ gc_i nst/ em EM3SC_OVB1/ sysman/ | og/
directory path.

b. Go to the bottom of the file and search backwards for Caused by.

Lines that start with Caused by contain error information. The error information
appears after the text in the line that reads:

oracl e. sysman. enSDK. webser vi ces. out bound. WSl nvokeExcept i on: caught
VebSer vi ceExcepti on:

3. Diagnose the problem based on the error information. See Resolving Errors from
Oracle Enterprise Manager for information on troubleshooting common error
events.

7.7 Resolving Errors from Oracle Enterprise Manager

ORACLE

This section provides cause and solution information on troubleshooting common error
messages. Find the error message in Table 7-1 that matches your error message,
then refer to the corresponding section(s) indicated under Possible Cause for
instructions on diagnosing and correcting the problem.

Table 7-1 Oracle Enterprise Manager Error Messages

Error Message Possible Cause

j avax. xnl . soap. SOAPExcept i on: Invalid Web Service Credentials

j avax. xnl . soap. SOAPException: Bad response:
403 Forbi dden fromurl

SSL Not Configured in Enterprise

jjavax. xnl . soap. SOAPExcepti on: Manager

j avax. xm . soap. SOAPExcepti on: Message send
failed:

sun.security.validator. ValidatorException: PKIX
path building failed:

sun. security. provider. certpath. SunCert Pat hBui | der
Exception: unable to find valid certification
path to requested target

j avax. xm . soap. SOAPExcepti on: Web Service is Down

j avax. xm . soap. SOAPExcepti on: Message send
failed:
Connection refused
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Table 7-1 (Cont.) Oracle Enterprise Manager Error Messages

Error Message

Possible Cause

j avax. xn . soap. SOAPExcepti on:
j avax. xn . soap. SOAPExcepti on:

failed:
No route to host

j avax. xm . soap. SOAPExcepti on:
j avax. xn . soap. SOAPExcepti on:

404 Not Found fromurl

j avax. xn . soap. SOAPExcepti on:
j avax. xn . soap. SOAPExcepti on:

failed:
Connection tined out

j avax. xn . soap. SOAPExcepti on:
j avax. xn . soap. SOAPExcepti on:

failed:
<host name>

javax. xm . transf orm Transf or mer Conf i gur ati onExcep

Message send

Bad response:

Message send

Message send

tion: Could not conpile stylesheet

con i bnt | oggi ng/ | Logger

Ti meout occurred waiting for synchronous
response from OW bus after inserting an event.

Attenpt to insert the event into the master

probe failed.

Invalid IP Address

Invalid URL Path

Firewall Blocking Access or Invalid
Port Number

Unknown Host

Invalid XML Format

Missing Log Jar

Timeout

Cannot Connect to the Probe

7.7.1 Invalid Web Service Credentials

ORACLE

Cause

The user name or password for accessing the web service for Netcool/OMNIbus is

incorrect.

Solution

1. Log into Oracle Enterprise Manager Cloud Control with an account that has Super

Administrator privileges.

2. From the Setup menu, select Extensibility, then Management Connectors.

The Management Connectors page appears.

3. Click the name of the Netcool/OMNIbus Connector.

This action invokes Edit mode, enabling you to configure the connector.
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4, Correct the Netcool/lOMNIbus Web Service Username and Netcool/OMNIbus
Web Service Password fields and click OK.

5. If the credentials supplied appear to have been entered correctly but still do not
work, a typographical error might have been made during the setup of the web
service. The recommended option is to reset the web service credentials and
attempt this again. Refer to Changing Web Service Credentials in Web Service for
Netcool/lOMNIbus Details for the steps required to reset the credentials.

7.7.2 SSL Not Configured in Enterprise Manager

Cause

The SSL handshake between the Oracle Enterprise Manager Connector Framework
and the web service for Netcool/lOMNIbus has failed. This failure occurs because
Oracle Enterprise Manager is not configured correctly with the SSL certificate for the
web service. The SSL certificate that the web service uses must be imported into the
Enterprise Manager key store. The certificate is either missing from the key store or
does not match the SSL certificate provided by the web service for Netcool/OMNIbus.

Solution

Import the SSL certificate from the web service into the Enterprise Manager key store.
See Configure Oracle Enterprise Manager to Use SSL for details on setting up Oracle
Enterprise Manager with the Netcool/OMNIbus SSL certificate.

7.7.3 Web Service is Down

ORACLE

Cause

The web service for Netcool/OMNIbus is down.

Solution

Perform the following steps to check the status of the web service and start it if
necessary.

If the web service is installed on a Unix system:

1. Open a command terminal on the system where the web service is installed.

2. Change the working directory to the adapt er s/ bi n directory in the web service
installation directory.

3. Enter the following command:
.Iservice.sh status

4. If the command indicates that the service is not running, restart the web service as
specified in Running the Web Service on Unix.

If the web service is installed on a Windows system:

1. Open a command terminal on the system where the web service is installed.

2. Change the working directory to the adapt er s\ | og directory in the web service
installation directory.

3. Openthe framework. | og file in a text editor.
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4. Go to the bottom of the file and search backwards for the string i Wave Adapt er
Franewor k. If the last occurrence found is i Wave Adapter Franework Started,
this indicates that the web service is started.

5. If the web service is not started, restart the web service as specified in Running
the Web Service on Windows.

7.7.4 Invalid IP Address

Cause

The IP address specified in the URL is invalid, or the network is down.

Solution
Verify that the hostname/IP address configured for the connector is correct:

1. Log into Oracle Enterprise Manager Cloud Control with an account that has Super
Administrator privileges.

2. From the Setup menu, select Extensibility, then Management Connectors.

The Management Connectors page appears, which shows the installed
connectors.

3. Click on the name of the Netcool/OMNIbus Connector. This invokes edit mode,
enabling you to configure the connector.

4. Verify that the hostname/IP address specified in the URL for the cr eat eEvent and
updat eEvent operations are correct.

5. If the hostname/IP address is incorrect, provide the correct values and click OK.

If the URLs specify a host name, make sure that the host name resolves to the correct
IP address. To determine the IP address of the host name, issue the pi ng <host name>
command, where <host name> is the actual host name. This lists the IP address that
was resolved for the host name. If this is incorrect, the system administrator needs to
investigate why it is incorrect.

If the hostname/IP address appears to be correct, try to ping the system where the
web service is installed using the hostname/IP address. If the ping fails, the system
administrator needs to investigate why there is no connectivity.

7.7.5 Invalid URL Path

ORACLE

Cause

The web service received the request and rejected it because an invalid path was
specified in the URL.

Solution
Perform the following steps to test the URL the connector is using:

1. Loginto Oracle Enterprise Manager Cloud Control with an account that has Super
Administrator privileges.

2. From the Setup menu, select Extensibility, then Management Connectors.
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The Management Connectors page appears, which shows the installed
connectors.

3. Click on the name of the Netcool/OMNIbus Connector. This invokes edit mode,
enabling you to configure the connector.

4. Select and copy the URL specified for the createEvent operation.

5. Open an internet browser on the system where the Oracle Enterprise Manager
server is installed.

6. Inthe address window, enter the URL that was copied in step 6 above. Add ?wsdl
to the end of the URL. The URL should appear similar to the following example:

http://[Hostnane]: 8080/ servi ces/ hpovou/ Event Servi ce?wsdl
[ Host nane] is the actual host name or IP address where the web service is
installed.

If the WSDL is loaded, this confirms that the URL is correct. If it fails to load, there is a
problem with the URL. Perform the steps specified in Using the Correct URL for Web
Service Operations to configure the connector to use the correct URL.

7.7.6 Firewall Blocking Access

Cause

A firewall is blocking access to the system where the web service for Netcool/
OMNIbus is installed.

Solution

Contact your IT department to give Enterprise Manager access to the port the web
service uses. Perform the steps specified in Using the Correct URL for Web Service
Operations to determine the URL used by the Web Service. The port number specified
in the URL is the port number the IT department should open in the firewall.

7.7.7 Invalid Port Number

ORACLE

Cause

The port number specified in the URL is invalid.

Solution
Verify that the hostname/IP address configured for the connector is correct:

1. Log into Oracle Enterprise Manager Cloud Control with an account that has Super
Administrator privileges.

2. From the Setup menu, select Extensibility, then Management Connectors.

The Management Connectors page appears, which shows the installed
connectors.

3. Click on the name of the Netcool/OMNIbus Connector. This invokes edit mode,
enabling you to configure the connector.

4. Verify that the port number specified in the URL for the cr eat eEvent and
updat eEvent operations are correct.
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If the web service is configured to use SSL, the port number should be 8443.
Otherwise, the port number should be 8080 unless the port number has been
reconfigured as specified in Changing Default Port Numbers in Web Service for
Netcool/lOMNIbus Details .

If the port number is incorrect, provide the correct value and click OK.

7.7.8 Unknown Host

Cause

The system does not recognize the host name specified in the URL.

Solution

You have the following options for addressing this issue:

Coordinate with the system administrator to change the system configuration to
recognize the host name.

Change the host name if it is listed incorrectly.

Specify the IP address in the URL instead of the host name. To do this, perform
the following steps:

1. Determine the IP address of the system where the web service is installed.

2. Log in to Oracle Enterprise Manager Cloud Control with an account that has
Super Administrator privileges.

3. From the Setup menu, select Extensibility, then Management Connectors.

The Management Connectors page appears, which shows the installed
connectors.

4. Click on the name of the Netcool/OMNIbus Connector. This invokes edit
mode, enabling you to configure the connector.

5. Change the host name to the IP address in the URL specified for the
creat eEvent and updat eEvent operations.

6. Click OK.

Make sure that the host name resolves to the correct IP address. To determine the
IP address of the host name, issue the pi ng <host name> command, where

<host nane> is the actual host name. This lists the IP address that was resolved for
the host name. If this is incorrect, the system administrator needs to investigate
why it is incorrect.

If the hostname/IP address appears to be correct, try to ping the system where the
web service is installed using the hostname/IP address. If the ping fails, the
system administrator needs to investigate why there is no connectivity.

7.7.9 Invalid XML Format

Cause

ORACLE

The connector framework could not process the request because the XSL file was
formatted incorrectly. This problem should not occur unless the connector has been
customized.
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Solution

Examine any changes made to the XSL template files for mistakes that could have
caused the problem. If you cannot find the problem manually, load the XSL in a utility
that performs XML validation.

7.7.10 Missing Log Jar

Cause

The error indicates that the web service cannot locate the | og. j ar file.

Solution

To solve the problem, perform the steps in Copying the Required .jar Files and then
restart the web service for Netcool/OMNIbus.

7.7.11 Timeout

ORACLE

Cause

The web service received the request and successfully sent the request to the TEC
EIF probe. The web service timed out waiting for Netcool/OMNIbus to send a
notification that the requested alert that was created/updated. This error occurs
because Netcool/lOMNIbus is not properly configured to send the response to the web
service.

Listed below is a summary of the sequence of events that occur whenever an event is
created/updated in Netcool/OMNIbus.

1. Enterprise Manager makes a web service call for a create/update operation.
2. The web service makes an API call to the EIF probe to insert an event.

3. The EIF Probe inserts a row in the cust om or acl e_st at us table for the event.
4

The oracl e_insert _al ert trigger fires and creates/updates the appropriate alert
inthe al erts.status, alerts.details,andal erts.journal database tables.

5. Theoracle alert _created,oracle alert reinserted, or
oracl e_al ert _updat ed trigger fires calling the or acl e_send external procedure.

6. The oracl e_send external procedure calls the oracl e_send. cmd (Windows) or
oracl e_send. sh (Unix) script to send a naotification to the web service.

7. The oracl e_send. cnd/or acl e_send. sh script calls the universal agent utility
(uni agt . exe) to send the natification to the web service.

8. Upon receipt of the notification, the web service makes a JDBC call to retrieve field
information for the alert.

9. The web service sends a response to Enterprise Manager with the alert
information.

A failure in steps 3 through 8 results in a timeout being reported by the web service for
Netcool/lOMNIbus.
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Solution

Perform the following steps to identify the location of the failure:

1.

Verify that Netcool/OMNIbus has been customized as specified in Modifying
Netcool/lOMNIbus and that the Object Server and EIF Probe are operational.
Correct any issues that are found and retry.

Open the Netcool/lOMNIbus console and determine whether an alert was created/
updated.

If the alert was NOT created/updated, the failure occurred in Cause step 3 or 4.
Perform the following steps to determine the reason for the failure:

a.

e.

Check the EIF Probe log file for errors. If there are errors, you will need to
determine the cause of the error and fix the problem. Most likely the error will
be caused by a lack of connectivity between the probe system and the object
server system.

If there are no errors in the EIF Probe log file, verify that a row was added to
the cust om oracl e_st at us table for the event. If a row was not added, there
must be a problem with the configuration of the EIF probe. Enable debug in
the EIF Probe and run another test. Look in the EIF Probe log file to see if
there is any information about what the probe did with the event.

If a row was added to the cust om or acl e_st at us table, examine the
Er r or Message column for any error information.

Examine the object server log file to verify that the oracl e_i nsert _al ert
trigger fired. If the trigger did not fire, open the definition for the trigger and
verify it is enabled.

If the trigger fired, look for any errors that occurred while running the trigger.

If the alert was created/updated, the failure occurred somewhere in Cause steps 5
through 8. Perform the following steps to determine the reason for the failure:

a.

Examine the object server log file to verify that one of the

oracle alert created,oracle_alert _reinserted, ororacle_al ert_updat ed
triggers fired. If none of the triggers fired, open the definition for the triggers
and look for anything that might prevent the trigger from firing. One possibility
is that the trigger has been disabled.

If one of the triggers fired, look for any errors that occurred while running the
trigger. If there are no errors in the object server log, you will need to enable
debug in the script to see if it is being called. Step c below gives instructions
for enabling debug in a Windows environment and step d gives instructions for
enabling debug in a Unix environment.

For Windows environments, perform the following steps to enable debug in the
notification script.

Open the oracl e_send. cnd script with a text editor.

Uncomment the following lines by removing the REM at the beginning of the
line:

echo YDATEY % ME% % >> "%AGENT_DI R% oracl e_send. out "

"OACENT_DI R% bi n\uni agt" -r %W BUS_W5_URL% -v 1 -0 "%AGENT_DI R% agent
%. | og"
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Comment the following line by prepending REM to the beginning of the line:
"OAGENT DI RYA bi n\ uni agt” -r %OWNI BUS_Ws_URL%

Save the file and exit.

For Unix environments, perform the following steps to enable debug in the
notification script:

Open the or acl e_send. sh script with a text editor.
Uncomment the following lines by removing the # at the beginning of the line:

echo “date’ $* >> ${AGENT_DI R}/ oracl e_send. out

${AGENT_DI R}/ bin/uniagt -r ${OWMNIBUS_ WS URL} -v 1 -O ${AGENT_DI R}/ agent/
{1}.10g

Comment the following line by prepending # to the beginning of the line:

${AGENT DI R}/bi n/uniagt -r ${OVNI BUS WS URL}

Save the file and exit.

After enabling debug, run another test and determine whether the

oracl e_send. out log file was created. If the file was created, open it with a
text editor and look at the last line in the file to get the serial number. The line
starts with the date/time the script was called followed by the serial number
and the name of the trigger that fired.

Verify that an agent log was created for the serial number. The agent log
should be named agent <seri al no>. | og where <seri al no> is the serial
number from the or acl e_send. out log file.

If the file exists, open it with a text editor and look for errors sending to the web
service. If errors occur, it will likely be caused by a connectivity issue or an
invalid URL specified in the OVNI BUS_W5_URL environment variable. Check the
hostname/IP address and port number in the URL. Unless specifically
changed, the port number should be 8080. If the notification was sent
successfully, you will see something similar to the following in the log.

2012/ 06/ 13 11:20: 52 response headers: <HTTP/1.1 200 OK
Content-Type: text/xmn

Content-Length: 0

Server: Jetty(6.1.14)

If the agent log indicates the notification was successfully sent to the web
service, look in the web service log for errors. The web service log is located in
the adapt er s/ | og directory of the web service installation directory and is
named framework.log. Most likely the error will be caused by a failure to
connect to the database to retrieve the alert information.

7.7.12 Cannot Connect to the Probe

ORACLE

The web service for Netcool/OMNIbus cannot connect to the TEC EIF probe and send
alert information. Listed below are some of the possible issues that could cause a
connection failure.

The probe is down.
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The hostname/IP address or the port number for the probe is configured
incorrectly in the web service.

A firewall is preventing the connection from completing.

Solution

Perform the following steps to resolve the issue:

1.
2.

Verify that the TEC EIF probe is up and operational.

Verify that the web service is configured to use the correct hostname/IP address
and port number.

To verify:

a.

Open the f ramewor k. properti es file using a text editor. The file is located in
the adapt er s/ conf directory of the web service installation directory.

Verify that the ommi bus. probe. master.t _ServerLocati on property is set to
the hostname or IP address where the master EIF probe is installed.

Verify that the omi bus. probe. master.t _Port property is set to the port
number on which the master probe is listening.

If configured to send to a slave probe, verify that the
omi bus. probe. sl ave.t _ServerLocati on property is set to the hostname or
IP address where the slave EIF probe is installed.

If configured to send to a slave probe, verify that the
omi bus. probe. sl ave.t _Port property is set to the port number on which the
slave probe is listening.

Make any required changes and save the file.

If any changes were made, restart the web service as specified in the
appropriate section (Running the Web Service on Unix or Running the Web
Service on Windows).

If the problem still is not resolved, contact your IT department to check for a
firewall that might be preventing the web service from calling the EIF probe.
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ORACLE

This appendix describes the Netcool/OMNIbus mappings and various other
configuration defaults in the following sections:

e XML Format of Netcool/OMNIbus Alerts

e Changing Default Port Numbers

e Changing Web Service Credentials

A.1 XML Format of Netcool/OMNIbus Alerts

Example A-1 represents the format that the web service for Netcool/OMNIbus expects

for creating new alerts in Netcool/OMNIbus. The format for update requests is the

same, except that the root node would be update instead of create.

Example A-1 Sample Create Format for the Web Service for Netcool/OMNIbus

<iwaveaf:create xmns:iwaveaf ="http://iwavesoftware. conl servi ces/ adapt er - framewor k">

<event >

<identifier></identifier>

<sour ce>
<nane></ nanme>

<di spl ayNane></ di spl ayName>

</ source>
<metric>

<cat egory></ cat egor y>

</metric>
<obj ect >

<identifier></identifier>

</ obj ect >
<severity></sever

ity>

<descri ption></description>

<type></type>
<l ogs>
<l og>

<ext ended-fi el ds>

<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-
<string-

field
field
field
field
field
field
field
field
field
field
field
field
field
field
field
field

name="
name="
name="
name="
name="
name="
name="
name="
name="
name="
name="
name="
name="
name="
name="
name="

0 ~NOoO O WNPE

10"
11"
12"
13"
14"
15"
16"

" ></ xsl
"></ xsl
" ></ xsl
"></ xsl
"></ xsl
"></ xsl
"></ xsl
"></ xsl
" ></ xsl
></ xsl :
></ xsl :
></ xsl :
></ xsl :
></ xsl:
></ xsl:
></ xsl :

ctext></string-field>
ctext></string-field>
ctext></string-field>
ctext></string-field>
ctext></string-field>
ctext></string-field>
ctext></string-field>
ctext></string-field>
ctext></string-field>

text></string-field>
text></string-field>
text></string-field>
text></string-field>
text></string-field>
text></string-field>
text></string-field>
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</ ext ended-fiel ds>

</l og>
</l ogs>

<ext ended-fi el ds>

<string-field name=
<string-field name=
<date-field name="Last Qccurrence"></date-fiel d>

<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string
<string

</ ext ended-fi el ds>

</ event >
</iwaveaf: create>

-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field
-field

nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="

"Manager"> </string-field>
"Agent"></string-field>

URL"></string-field>

Detail _1_Name"> </string-field>
Detail _1_Value"> </string-field>
Detail _2_Name"></string-field>
Detail _2_Val ue"></string-field>
Detai | _3_Name"></string-field>
Detail _3_Value"> </string-field>
Detail _4_Name"></string-field>
Detail _4_Value"> </string-field>
Detai |l _5_Name"></string-field>
Detail _5_Val ue"></string-field>
Detai |l _6_Name"></string-field>
Detai | _6_Val ue"></string-field>
Detai | _7_Name"></string-field>
Detail _7_Value"> </string-field>
Detai | _8_Name"></string-field>
Detai |l _8_Val ue"></string-field>
Detail _9_Name"></string-field>
Detail _9_Val ue"></string-field>
Detai | _10_Name"></string-fiel d>
Detail _10_Val ue"></string-fiel d>
Detail _11_Name"></string-fiel d>
Detail _11 Val ue"></string-field>
Detail _12_Name"></string-fiel d>
Detail _12_Val ue"></string-fiel d>
Detai | _13_Name"></string-fiel d>
Detail _13_Val ue"></string-fiel d>
Detail _14_Name"></string-fiel d>
Detail _14_Val ue"></string-field>
Detai | _15_Name"></string-fiel d>
Detail _15_Val ue"></string-fiel d>
Detai | _16_Name"></string-fiel d>
Detail _16_Val ue"></string-fiel d>
Detail _17_Name"></string-fiel d>
Detail _17_Val ue"></string-fiel d>
Detai | _18_Name"></string-fiel d>
Detail _18_Val ue"></string-fiel d>
Detail _19_Name"></string-fiel d>
Detail _19 Val ue"></string-field>
Detai | _20_Name"></string-fiel d>
Detai |l _20_Val ue"></string-field>

A.1.1 Mappings Between XML Format and Message Field Names

Table A-1 identifies the mappings between the IBM Tivoli Netcool/OMNIbus alert field
names (from the al ert s. st at us table) and the XML format that the web service uses.
To set the IBM Tivoli Netcool/OMNIbus alert fields, the XML document presented to
the web service must have the corresponding fields set. This must be handled in the
appropriate translation file identified in Table 5-1.

ORACLE
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# Note:

The XML paths specified in this table are for create requests. To determine
the XML path for update requests, replace the create node in the path with
update.

For example, the XML path for the | denti fi er field on an update operation
would be:

l'updat e/ event/identifier

Table A-1 Event Fields and XML Path Mappings

]
Netcool/OMNIbus Event Field Web Service XML Path

Identifier /create/event/identifier
NodeAlias / creat el event/ source/ name

Node / creat el event/ source/ di spl ayNane
AlertGroup /createlevent/netric/category
AlertKey /createlevent/object/identifier
Severity /createlevent/severity

Summary /createlevent/description

Type /createlevent/type

Journal See Log Entries below

Manager See Extended Fields below

Agent See Extended Fields below
LastOccurrence See Extended Fields below

URL See Extended Fields below

A.1.2 Log Entries

The al erts. journal table is populated from data passed in the <l ogs> element. An
entry is added to the journal table for each <l og> element that is a child of the <I ogs>
element. The text for the journal entry is passed in <string-fi el d/ > elements that are
children of <ext ended- fi el ds> elements within the <I og> element.

The name attribute in the <string-fi el d/ > element must be set to an integer from 1
to 16. A journal entry has 16 columns that can contain text, and the name attribute
determines what column in the journal table to populate. The column is 255 characters
in length; so, strings longer than 255 characters will be truncated.

A.1.3 Extended Fields

ORACLE

An extended field is defined as a <string-fiel d/ > or <date-fi el d/ > element that is a
child of the <ext ended- fi el ds> node. Fields that contain date information are passed
as a date-field element and all other fields are passed as a string-field element. The
name of the extended field is specified in the name attribute, and the value of this field
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is specified as the element value. The name must be the name of a database column
in the al erts. st at us table or a special reserved name used to populate the
alert.details table.

The web service allows up to 20 entries to be populated in the alerts.details table. To
populate an entry, you must specify 2 elements. The Detai | _n_Name element
populates the Nane field of the al erts. det ai | s table and the Detai | _n_Val ue element
populates the Det ai | field. For both elements, the n would be replaced by an integer
between 1 and 20. The number identifies the position where the information would
appear on the Alert Details tab of the Event Information window.

Listed below is an example that shows how to populate fields in the al ert s. st at us,
alerts.details,andal erts.journal database tables. In the example, the Manager
and Last Cccur rence fields would be populated in the al ert s. st at us table for the row
with an identifier of TESTYA3F17890220E040020A78012524. The lines that start with
Detail would cause the first two rows of the al ert s. det ai | s table to be populated for
the alert with an identifier of TESTYA3F17890220E040020A78012524. The log entry will
cause a journal entry to be added to the al ert s. j our nal table for the alert with an ID
of TESTYA3F17890220E040020A78012524.

Example A-2 How to Populate Fields

<event >
<identifier>TESTYA3F17890220E040020A78012524</ i denti fi er >
<l ogs>
<l og>
<extended-fiel ds>
<string-field name="1">This creates an entry in the journal </
xsl:text></string-field>
</ extended-fi el ds>
</l og>
</l ogs>
<extended-fiel ds>
<string-field name="Mnager">0racle Enterprise Manager</string-field>
<date-field name="Last Cccurrence">2012- 01- 13T16: 08: 45. 000- 06: 00</ date-fi el d>
<string-field name="Detail _1_Nane">Reported Date:</string-field>
<date-field name="Detail _1 Val ue">2012-05-03T00: 00: 00. 0- 00: 00</ dat e- fi el d>
<string-field name="Detail_2_Nanme"> Event O ass:</string-field>
<string-field name="Detail _2_Value">metric_alert</string-field>
</ extended-fi el ds>
</ event >

A.2 Changing Default Port Numbers

In most cases, you can use the default port numbers that the web service uses.
However, if there are any conflicts with existing applications, you need to change the
port numbers.

The following sections provide procedures on how to change these default port
numbers:

e Changing the Web Service Port (8080)
e Changing the Web Service Port (8443)
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A.2.1 Changing the Web Service Port (8080)

ORACLE

The web service for Netcool/OMNIbus uses port 8080 as the default port for
communication when the web service is configured at installation to use HTTP (no
SSL). To change the port number to a different value:

1. Identify a new port number to use for the web service. You must verify that the
new port number is not in use on the system where the web service is installed.

2. Change the web service to use the new port number:

a. Atthe system where the web service is installed, navigate to the adapt er s/
conf directory and open the f ramewor k. properti es file in a text editor.

b. Change the port number from 8080 to the new port number for the following
properties:

services. url
client.url
notification.url
acqui sitionevent.url
c. Save and close the framework.properties file.

d. Stop and then start the web service as instructed in Running the Web Service
on Unix and Running the Web Service on Windows.

3. Change the configuration of the IBM Tivoli Netcool/OMNIbus Connector to use the
new port number:

a. From the Setup menu of Oracle Enterprise Manager Cloud Control, select
Extensibility, then Management Connectors.

b. Click on the name of the Netcool/lOMNIbus Connector.
The General tab of the Configure Management Connector page appears.

c. Change the URLs listed in the Web Service End Points section to use the
new port number.

d. Click OK to save your changes.
4. Change the agent scripts to send alert information to the new port number:

a. Navigate to the directory where the Oracle Agent for Netcool/OMNIbus is
installed.

b. Openthe oracl e_error.cnd (Windows) or oracl e_error. sh (Unix) script file
in a text editor.

c. Change the port number in the OWI BUS_ADAPTER_URL variable from 8080 to
the new port number and save.

d. Open the oracl e_send. cnd (Windows) or or acl e_send. sh (Unix) script file in
a text editor.

e. Change the port number in the OWI BUS_ADAPTER_URL variable from 8080 to
the new port number and save.
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A.2.2 Changing the Web Service Port (8443)

Contact Oracle Support for assistance in switching the default SSL port 8443 to a
different port.

A.3 Changing Web Service Credentials

Occasionally, problems occur when accessing the web service for Netcool/OMNIbus,
because the credentials provided are incorrect. Whenever this happens, you receive
an HTTP 403 error from the web service. You first want to check the specified
credentials and verify that you entered the correct information. If the credentials you
have specified appear to be correct, but you still receive the 403 error, the best option
is to reset the web service credentials.

ORACLE

To reset the web service credentials:

1.

Open a command prompt window and change the working directory to the web
service adapt er s/ conf directory using the following command:

cd <OWNI WE_I| NSTALL>/ adapt er s/ conf

Replace <OW W5 _I NSTALL> with the directory where the web service is installed.

Enter the following command to change the user name and password for
accessing the web service:

..IbinlpropertiesEditor.sh -e
framewor k. user name="<user nane>" -h
framewor k. passwor d="<passwor d>" franework. properties

... where <user nanme> is the user name to specify for the web service, and
<passwor d> is the password.

The propertiesEditor. sh script is specifically for the Unix platform. The
equivalent script for Windows platforms is properti esEdit or. bat .

Stop and then start the web service as instructed in Running the Web Service on
Unix and Running the Web Service on Windows.
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Templates translate the XML format of Enterprise Manager events to the XML format
required for the endpoint application's web service. To customize your templates, you
need to understand the format of both ends so that you know how to map the data.
This appendix provides detailed information on the format of the XML document that
contains event information from Enterprise Manager.

A schema file defines the structure of an XML document. The EMEvent.xsd schema
file defines the main structure of the event data. This file also imports structure
information from other schema files.

The following sections provide information from the schema files that define the
EMEvent XML format:

e EMEvent.xsd
e connectorCommon.xsd

» externalEvent.xsd

B.1 EMEvent.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema xnm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_.Schena"
xm ns="http://xn ns. oracl e. coml sysman/ connect or "
target Nanespace="http://xnl ns. or acl e. com sysman/ connect or"
el ement For nDef aul t ="qual i fi ed"
xnmi ns: jaxb="http://java.sun.conf xm /ns/j axb"
j axb: version="2.0"
xm ns: xj c="http://java.sun.conf xm /ns/jaxb/ xj c"
j axb: ext ensi onBi ndi ngPrefi xes="xj ¢">

<xsd: annot at i on>
<xsd: appi nf 0>
<j axb: gl obal Bi ndi ngs>
<xjc:sinple />
</ j axh: gl obal Bi ndi ngs>
</ xsd: appi nf 0>
</ xsd: annot ati on>
<xsd:include schemaLocati on="connect or Conmon. xsd"/ >
<xsd: el ement nanme="EMEvent" type="EMEvent Type" />
<xsd: conpl exType nane="EMEvent Type" >
<xsd: sequence>
<xsd: el ement nanme="Connect or GU D' type="xsd:string"/>
<xsd: el ement nanme="External Event| D' type="xsd:string"
m nCccurs="0"/ >
<xsd: el ement nanme="NotificationRul eOmer" type="xsd:string"/>
<xsd: el ement name="NotificationRul eName" type="xsd:string"/>
<xsd: el ement name="Connect or Vari abl e" type="Vari abl eType"
m nQccur s="0" maxCccur s="50"/>
<xsd: el ement nanme="Property" type="PropertyType" m nCccurs="0"
maxQccur s="50"/ >
<xsd: el ement nanme="SystemAttributes"
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type="Event SystemAttri but esType"/ >
<xsd: el ement nanme="Event O assSpeci fi cAttributes">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce mi nCccurs="0" maxCccurs="200">
<xsd: el ement name="StringAttribute" type="StringVal ueType"/>
<xsd: el ement name="Number Attribute" type="StringVal ueType"/>
<xsd: el ement name="RawAttribute" type="StringVal ueType"/>
<xsd: el ement nanme="Dat eAttribute" type="DateVal ueType"/>
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement name="Event Cont ext Attri butes">
<xsd: conpl exType>
<xsd: sequence>
<xsd: choi ce mi nCccurs="0" maxCccurs="200">
<xsd: el ement name="StringAttribute" type="StringVal ueType"/>
<xsd: el ement name="Number Attribute" type="StringVal ueType"/>
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="Event SystemAttributesType">
<xsd: sequence>
<xsd: el ement name="Event O ass" type="xsd:string"/>
<xsd: el ement name="Event|D' type="xsd:string"/>
<xsd: el ement name="Sequencel D' type="xsd:string"/>
<xsd: el ement name="CccurredDate" type="xsd:dateTime" mnCccurs="0"/>
<xsd: el ement nanme="ReportedDate" type="xsd: dateTine"/>
<xsd: el ement nanme="Di spl ayTZ" type="xsd:string"/>
<xsd: el ement nanme="Event Name" type="xsd:string"/>
<xsd: el ement nanme="Severity" type="xsd:string"/>
<xsd: el ement name="SeverityCode" type="xsd:string"/>
<xsd: el ement name="Sour cel nfo" type="Sourcel nfoType"/>
<xsd: el ement nanme="Message" type="xsd:string" mnCccurs="0"/>
<xsd: el ement nanme="ActionMessage" type="xsd:string" minCccurs="0"/>
<xsd: el ement nanme="Event URL" type="xsd:string"/>
<xsd: el ement nanme="Aut o0 ose" type="xsd: bool ean"/>
<xsd: el ement nanme="Event Cat egory" type="xsd:string" m nCccurs="0"
maxQccur s="50"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="StringVal ueType" >
<xsd: sequence>
<xsd: el ement nanme="Nane" type="xsd:string"/>
<xsd: el ement name="Val ue" type="xsd:string"/>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Dat eVal ueType">
<xsd: sequence>
<xsd: el ement nanme="Nane" type="xsd:string"/>
<xsd: el ement nanme="Val ue" type="xsd: dateTi me"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: schema>
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B.2 connectorCommon.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema xnm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schena"
xm ns="http://xn ns. oracl e. conl sysman/ connect or "
target Nanespace="http://xnl ns. or acl e. com sysnman/ connect or"
el ement For nDef aul t ="qual i fied">
<xsd:include schemaLocation="external Event.xsd"/>
<xsd: conpl exType nane="Sour cel nf oType" >
<xsd: annot at i on>
<xsd: document at i on>
This section defines a conplext type for Source Information
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: sequence>
<xsd: el ement nanme="Sour ceQbj I nfo" type="Sour ceChj | nf oType"
m nCccur s="0">
<xsd: annot at i on>
<xsd: document at i on>
This el enent defines the data structure for the source object, the
EM subsystem or conponent, that raises an EMevent or an incident
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el ement >
<xsd: el ement name="Target | nfo" type="Target!|nfoType"
m nCccur s="0">
<xsd: annot at i on>
<xsd: document at i on>
The el ement defines the data structure for an EMtarget as related
to the connector franmework
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="Sour ceQbj | nfoType">
<xsd: annot at i on>
<xsd: document at i on>
This section defines a conplex type for Source Object Information
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: sequence>
<xsd: el ement name="Cbj | D' type="xsd:string">
<xsd: annot at i on>
<xsd: document at i on>
The unique ID to identify the source object.
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el ement >
<xsd: el ement name="Cbj Nane" type="xsd:string">
<xsd: annot at i on>
<xsd: document at i on>
The nanme of the source object
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el ement >
<xsd: el ement name="Cbj Owner" type="xsd:string"
m nCccur s="0">
<xsd: annot at i on>
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<xsd: docunent ati on>
The owner of the source object
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Sour ceCbj Type" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
The type of the source object
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Sour ceChj SubType" type="xsd: string"
m nQccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
The subtype of the source object
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Target | nf oType">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a conplex type for target information
</ xsd: document at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement nanme="Target GU D' type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
A unique QUID for the target
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Tar get Name" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
Name of the target
</ xsd: document at i on>
</ xsd: annot at i on>
</ xsd: el enent >
<xsd: el ement nanme="Target Type" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
Type of the target
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Tar get TypeLabel " type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
The display |abel of the target type
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Target URL" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
The URL of the target
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</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Tar get Property" type="PropertyType" ninCccurs="0"
maxCccur s="50" >
<xsd: annot ati on>
<xsd: docunent ati on>
An optional list of properties for the target
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="PropertyType">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a conplex type for a property attribute
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement name="Nane" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
A string name defining a property attribute
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="Val ue" type="xsd:string"
nillable="true">
<xsd: annot ati on>
<xsd: docunent ati on>
A non-nul |l string val ue
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Vari abl eType" >
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a conplex type for a general variable
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement nanme="Vari abl eNane" type="StringStrictT32">
<xsd: annot ati on>
<xsd: docunent ati on>
Name of the variable. It has to be a string containing 1 or upto
32 upper case or |ower case letters or nunbers
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement name="Vari abl eVal ue" type="StringT2048">
<xsd: annot ati on>
<xsd: docunent ati on>
Val ue of the variable. It has to be a string containing 1 or upto
2048 characters
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
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</ xsd: conpl exType>
<xsd: conpl exType nane="Cet Al ert sResponse">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a conplex type for responses to a getAlerts request
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement name="Alert" m nCccurs="0" maxCccurs="200">
<xsd: annot ati on>
<xsd: docunent ati on>
The individual alerts contained in the response. A response may
have up to 200 alerts
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement ref="External Event">
<xsd: annot ati on>
<xsd: docunent ati on>
Details of the external event in the alert, as defined in
Ext er nal Event . xsd
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement name="InstanceVariabl e" type="Variabl eType"
m nCccurs="0" maxCccurs="50">
<xsd: annot ati on>
<xsd: docunent ati on>
A list of instance variables for the alert
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="Connect or Vari abl esType" >
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a conplex type for connector variables. An el ement
of type ConnectorVariabl esType may have up to 50 connector variables, as
defined next
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement name="Connect or Vari abl e" type="Variabl eType" mi nCccurs="0"
maxCccur s="50" >
<xsd: annot ati on>
<xsd: docunent ati on>
A connector varialbe as a nane/val ue pair.
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: si npl eType nane="StringT64">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple type for a String with maxi mum|length of
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64 bytes
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="64"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringT128">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple
128 bytes.
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="128"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringT256">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple
256 bytes
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringT512">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple
512 bytes
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="512"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringT2048">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple
2048 hytes.
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="2048"/>
</xsd:restriction>
</ xsd: si npl eType>

Appendix B
connectorCommon.xsd

type for a String with maxi mum|ength of

type for a String with maxi mum|ength of

type for a String with maxi mum|ength of

type for a String with maxi num|ength of

<xsd: si npl eType name="StringStrictT16">

<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple
16 bytes. The String can only

ORACLE

type for a String with nmaxi num|length of
contain | ower or upper case letters
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nunbers, and the underscore characters
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="16"/>
<xsd: pattern val ue="([a-zA-Z0-9_])*"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringStrictT32">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple type for a String with maxi mum|ength of
32 bytes. The String can only contain | ower or upper case letters
nunbers,
and the underscore characters
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="32"/>
<xsd: pattern val ue="([a-zA-Z0-9_])*"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringStrictT64">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple type for a String with maxi mum|ength of
64 bytes. The String can only contain | ower or upper case letters
nunbers, and the underscore characters.]
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="64"/>
<xsd: pattern val ue="([a-zA-Z0-9_])*"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType name="StringStrictT128">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple type for a String with maxi mum|ength of
128 bytes. The String can only contain |ower or upper case letters
nunbers, and the underscore characters
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLength val ue="128"/>
<xsd: pattern val ue="([a-zA-Z0-9_])*"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nanme="StringStrictT256" >
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a sinple type for a String with maxi mum|ength of
256 bytes. The String can only contain | ower or upper case letters
nunbers, and the underscore characters
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
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<xsd: mi nLength val ue="1"/>
<xsd: maxLengt h val ue="256"/>
<xsd: pattern val ue="([a-zA-Z0-9_])*"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="VersionT">
<xsd: annot at i on>
<xsd: document at i on>
This section defines a sinple type for a String with maxi mum|length of
20 bytes. The String can only contain nunbers and the period characters
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd:restriction base="xsd:string">
<xsd: minLength val ue="1"/>
<xsd: maxLengt h val ue="20"/>
<xsd:pattern value="([0-9.1)*"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: schema>

B.3 externalEvent.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema xnm ns: xsd="http://ww. w3. or g/ 2001/ XM.Schena"
xm ns="http://xn ns. oracl e. conl sysman/ connect or "
target Nanespace="http://xnl ns. or acl e. com sysnman/ connect or"
el ement For mDef aul t ="qual i fied">
<xsd: el ement nanme="Ext er nal Event">
<xsd: annot at i on>
<xsd: document at i on>
This section defines the attribute requirenment of an extenral event
for the connector framework to process it
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="SystemAttributes"
type="Ext ernal Event SystemAttri but esType">
<xsd: annot ati on>
<xsd: docurent at i on>
Attributes to capture general information about the external event
system These attributes are systemspecific, with all events from
the same external systemsharing the same systemattributes
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement name="Event Cl assAttributes"
type="Ext ernal Event Gl assAttri but esType">
<xsd: annot at i on>
<xsd: document at i on>
Attributes to capture specific information required for the event
as defined in the event class
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: conpl exType nane="Ext ernal Event SystemAttri but esType">
<xsd: annot at i on>
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<xsd: docunent ati on>
This section defines a conplext type for systemattributes required for
all external events
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement nanme="event Name" type="xsd: string"
m nCccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
Nane of the event
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="category" type="xsd:string" minCccurs="0"
maxQccur s="50" >
<xsd: annot ati on>
<xsd: docunent ati on>
The event category to which the event bel ongs
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="t arget Name" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
Name of the target on which event was generated. It refers
to an entity in external systens sinmillar to an EMtarget
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="t arget Type" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
The type of the target. Target types defined for event connectors
are used. See connect or Depl oy. xsd
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="occurrenceDate" type="xsd: dateTi me">
<xsd: annot ati on>
<xsd: docunent ati on>
Date when the event occurred
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="det ect edDat e" type="xsd: dateTi ne">
<xsd: annot ati on>
<xsd: docunent ati on>
Date when the event was |ast detected
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement name="aut o0 ose" type="xsd: bool ean" >
<xsd: annot ati on>
<xsd: docunent ati on>
A flag indicating if an event is auto closed by the system or it
has to be manual |y closed by users
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="nmessage" type="xsd:string">
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<xsd: annot ati on>
<xsd: docunent ati on>
A description of the event
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="severity" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
Severity level of the event.
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="External Event O assAttri but esType">
<xsd: annot ati on>
<xsd: docunent ati on>
This section defines a conplext type for class specific attributes
required for all external events in the class
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement name="external _event _id" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
ID used in external systemto identify the event
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="external _rule_id" type="xsd:string"
m nCccur s="0">
<xsd: annot ati on>
<xsd: docunent ati on>
Optional rule IDthat delivered the event in the external system
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="external _host" type="xsd:string"
m nCccur s="0">
<xsd: annot ati on>
<xsd: docunent ati on>
Optional host information fromexternal systemwhere event was
gener at ed
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="external _source" type="xsd:string"
m nCccur s="0">
<xsd: annot ati on>
<xsd: docunent ati on>
Optional source information fromthe external system
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="external _severity" type="xsd:string">
<xsd: annot ati on>
<xsd: docunent ati on>
Severity level of the event on external system
</ xsd: docunent at i on>
</ xsd: annot ati on>
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</ xsd: el enent >
<xsd: el ement nanme="external _status" type="xsd:string"
m nQccur s="0">
<xsd: annot ati on>
<xsd: docunent ati on>
Status of the event on extenral system
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="custom fiel d1" type="xsd:string"
m nQccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
An optional field
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="custom fiel d2" type="xsd:string"
m nQccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
An optional field
</ xsd: document at i on>
</ xsd: annot at i on>
</ xsd: el enent >
<xsd: el ement name="custom fiel d3" type="xsd:string"
m nQccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
An optional field
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="custom fiel d4" type="xsd:string"
m nQccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
An optional field
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: el ement nanme="custom fiel d5" type="xsd:string"
m nQccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>
An optional field
</ xsd: document at i on>
</ xsd: annot ati on>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: schema>

Appendix B
externalEvent.xsd
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Templates translate the XML format of Enterprise Manager events to the XML format
required for the endpoint application's web service. To customize your templates, you

need to understand the format of both ends so that you know how to map the data.

This appendix provides detailed information on the format of the XML document that
the web service for Netcool/OMNIbus requires.

A WSDL file defines the interface that must be used to call a web service. The WSDL
defines the structure of the XML document that it accepts and how the web service is
to be called. The contents of the WSDL file are listed in Example C-1.

Example C-1 EventService WSDL

<wsdl : definitions nane="Event Service"

target Nanespace="http://i wavesoft ware. conl servi ces/ adapt er - f r amewor k"
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:

target Nanespace="http://i wavesoftware. con servi ces/ adapt er - f r amewor k"

xm ns: xs="
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<XS:
<Xs:
<Xs:

ns1="http://schemas. xn soap. or g/ soap/ htt p"

soap="http://schemas. xm soap. or g/ wsdl / soap/ "

tns="http://iwavesoftware. conl services/adapt er-framework"

wsdl ="http://schenas. xn soap. or g/ wsdl /"

xsd="http://www. w3. or g/ 2001/ XM_Schema" >

<wsdl : types>
<xs:schema attributeFornDef aul t="unqualified"

el ement For nDef aul t ="unqual i fi ed"

el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent

http: //ww. w3. or g/ 2001/ XM.Schema" >

nane=
nane=

nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="
nane="

"COass" type="tns:eventd ass"/>

"1 TChj ect" type="tns:itChject"/>

oj ect" type="tns:eventChject"/>
acknow edge" type="tns:acknow edge"/>

assignnent" type="tns:assignnent"/>
categori zation" type="tns:categorization"/>
change" type="tns: change"/>

ci" type="tns:ci"/>

ci Ref" type="tns:ciRef"/>

ci Rel ationshi p" type="tns:ci Rel ationshi p"/>
classification" type="tns:classification"/>
clear" type="tns:clear"/>

cl ear Response" type="tns: cl ear Response"/>
client-object" type="tns:clientDefinedject"/>
conpl ex-field" type="tns:conpl exField"/>
conpl i ance" type="tns:conpliance"/>
contact" type="tns:contact"/>

container" type="tns:container"/>

create" type="tns:create"/>

creat eResponse" type="tns: creat eResponse"/ >
data" type="tns:data"/>
date-fiel d" type="tns:dateField"/>
diary-list-field" type="tns:diaryListField"/>
diary-val ue" type="tns:diaryVal ue"/>

escal ation" type="tns:escal ation"/>

acknow edgeResponse" type="tns: acknow edgeResponse"/ >
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<xs: el ement nane="event" type="tns:event"/>
<xs: el ement nanme="find" type="tns:find"/>
<xs: el ement nane="fi ndResponse" type="tns:findResponse"/>
<xs: el ement nane="get" type="tns:get"/>
<xs: el ement name="get Response" type="tns: get Response"/>
<xs: el ement nane="group" type="tns:group"/>
<xs: el ement nane="incident" type="tns:incident"/>
<xs: el ement nane="know edge" type="tns:know edge"/>
<xs: el ement nane="log" type="tns:log"/>
<xs: el ement nane="netric" type="tns:netric"/>
<xs: el ement nanme="nunber-field" type="tns:nunberField"/>
<xs: el ement nane="obj ect Ref erence" type="tns: object Reference"/>
<xs: el ement nane="probl enf' type="tns: problenl'/>
<xs: el ement nane="product" type="tns: product"/>
<xs: el ement nane="resol ution" type="tns:resolution"/>
<xs: el ement nane="source" type="tns:source"/>
<xs: el ement nane="string-field" type="tns:stringField"/>
<xs: el ement nane="update" type="tns:update"/>
<xs: el ement nane="updat eResponse" type="tns: updat eResponse"/ >
<xs: el ement nane="vendor" type="tns:vendor"/>
<xs: conpl exType nane="cl ear">
<XSs: sequence>
<xs: el ement mnCccurs="0" name="event" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="event">
<xs: conpl exCont ent >
<xs: extension base="tns:itChject">
<XSs: sequence>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="createDate" type="xs:dateTine"/>
<xs: el ement m nCccurs="0" nane="description" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="escal ati on" type="tns:escalation"/>
<xs: el ement m nCccurs="0" nanme="eventd ass" type="tns:eventd ass"/>
<xs: el ement m nCccurs="0" name="external Event|dentifier"
type="xs:string"/>
<xs: el ement m nCccurs="0" name="external I nci dentldentifier"
type="xs:string"/>
<xs: el ement m nCccurs="0" name="group" type="tns:group"/>
<xs: el ement m nCccurs="0" name="inpact" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="know edgeRoot ">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="know edge"
type="tns: know edge"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="| ast Modi fi ed" type="xs:dateTime"/>
<xs: el ement m nCccurs="0" nanme="| ast Modi fi edBy" type="xs:string"/>
<xs: el enment defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="1 ast Modi f i edNonConnect or" type="xs: dat eTi me"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="| ast Repeat Dat e" type="xs:dateTine"/>
<xs: el ement m nCccurs="0" name="| ogs">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="|0g"
type="tns:log"/>
</ xs: sequence>

ORACLE C-2



Appendix C

</ xs: conpl exType>
</ xs: el ement >
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="nai nt enanceMbdelLast Modi fi ed" type="xs:dateTime"/>
<xs: el ement mnCccurs="0" name="netric" type="tns:netric"/>
<xs: el ement nane="nonitor Event" type="xs: bool ean"/>
<xs: el ement m nCccurs="0" nanme="object" type="tns:eventChject"/>
<xs: el ement m nCccurs="0" name="owner" type="xs:string"/>
<xs: el ement mnCccurs="0" name="priority" type="xs:string"/>
<xs: el ement defaul t="-2147483648" m nCccurs="0" nanme="repeat Count"
type="xs:int"/>
<xs: el ement m nCccurs="0" nanme="resol vedBy" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="resol vedDat e" type="xs: dateTime"/>
<xs: el ement mnCccurs="0" nanme="severity" type="xs:string"/>
<xs: el ement m nCccurs="0" name="source" type="tns:source"/>
<xs: el ement m nCccurs="0" name="status" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="st at usLast Modi fi ed" type="xs:dateTine"/>
<xs: el ement m nCccurs="0" name="sumary" type="xs:string"/>
<xs: el ement mnCccurs="0" name="type" type="xs:string"/>
<xs: el ement m nCccurs="0" name="urgency" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="it Chject">
<XSs: sequence>
<xs: el ement m nCccurs="0" nanme="ext ended-fiel ds">
<xs: conpl exType>
<XS: sequence>
<xs: choi ce maxCccur s="unbounded" m nCccurs="0">
<xs: el ement nane="string-field" type="tns:stringField"/>
<xs: el ement nane="date-field" type="tns:dateField"/>
<xs: el ement nane="nunber-field" type="tns:nunberField"/>
<xs: el ement nane="diary-list-field" type="tns:diaryListField"/>
<xs: el ement nane="conpl ex-field" type="tns:conpl exField"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement mnCccurs="0" nanme="identifier" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="escal ation">
<XSs: sequence>
<xs: el ement nane="escal ated" type="xs: bool ean"/>
<xs: el ement mnCccurs="0" nane="escal at edBy" type="xs:string"/>
<xs: el ement m nCccurs="0" name="server" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="event Cl ass">
<XSs: sequence>
<xs: el ement m nCccurs="0" nanme="container" type="tns:container"/>
<xs: el ement m nCccurs="0" nane="description" type="xs:string"/>
<xs: el ement mnCccurs="0" nane="di spl ayNane" type="xs:string"/>
<xs: el ement mnCccurs="0" name="identifier" type="xs:string"/>
<xs: el ement m nCccurs="0" name="name" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="cont ai ner">
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<Xs: sequence>
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="group" >
<Xs: sequence>
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
</ xs: sequence>
</ xs: conpl exType>

Appendix C

nane="description" type="xs:string"/>
nane="di spl ayNane" type="xs:string"/>
nane="identifier" type="xs:string"/>
nane="name" type="xs:string"/>

name="i dentifier" type="xs:string"/>
nane="name" type="xs:string"/>
nane="version" type="xs:string"/>

<xs: conpl exType name="know edge" >

<Xs: sequence>
<xs: el ement mnCccurs="0'
<xs: el ement defaul t="1970-

name="content" type="xs:string"/>
01-01T00: 00: 00. 0- 00: 00" mi nCccurs="0"

nane="dat eCreated" type="xs:dateTim"/>

m nQccur s="0"
m nQccur s="0"
m nQccur s="0"
m nQccur s="0"
def aul t =" 1970-

<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement

nane="description" type="xs:string"/>
nane="di spl ayNane" type="xs:string"/>
nane="identifier" type="xs:string"/>
nane="| anguageCode" type="xs:string"/>
01-01T00: 00: 00. 0- 00: 00" mi nQccurs="0"

nane="1 ast Modi fi ed" type="xs:dateTime"/>

<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'

nane="name" type="xs:string"/>
nane="status" type="xs:string"/>
nane="summary" type="xs:string"/>

<xs: el ement m nCccurs="0'
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="|o0g" >
<Xs: sequence>
<xs: el ement m nCccurs="0'
<xs: conpl exType>
<xS: sequence>
<xs: choi ce maxCccur s="unbounded" m nCccurs="0">
<xs: el ement nane="string-field" type="tns:stringField"/>
<xs: el ement nane="date-field" type="tns:dateField"/>
<xs: el ement nane="nunber-field" type="tns:nunberField"/>
<xs: el ement nane="diary-list-field" type="tns:diaryListField"/>
<xs: el ement nane="conpl ex-field" type="tns:conpl exField"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement mnCccurs="0" nanme="description" type="xs:string"/>
<xs: el ement mnCccurs="0" nanme="identifier" type="xs:string"/>
<xs: el ement m nCccurs="0" name="source" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="subm t Date" type="xs:dateTine"/>
<xs: el ement mnCccurs="0" name="subnitter" type="xs:string"/>
<xs: el ement m nCccurs="0" name="sumary" type="xs:string"/>
<xs: el ement m nCccurs="0" name="type" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="stringFiel d">
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="nane" type="xs:string" use="required"/>
</ xs: ext ensi on>

nane="type" type="xs:string"/>

name="ext ended-fi el ds">
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</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="dat eFi el d">
<xs: si npl eCont ent >
<xs: extensi on base="xs: dat eTi me">
<xs:attribute name="nane" type="xs:string" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="nunber Fi el d">
<xs: si npl eCont ent >
<xs: extensi on base="xs: deci nmal ">
<xs:attribute name="nane" type="xs:string" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType name="di aryLi stField">
<XSs: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" nanme="di ary-val ue"
type="tns: di aryVal ue"/>
</ xs: sequence>
<xs:attribute name="nane" type="xs:string" use="required"/>
</ xs: conpl exType>
<xs: conpl exType nane="di aryVal ue">
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="author" type="xs:string"/>
<xs:attribute name="tinestanp" type="xs:dateTime"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="conpl exFi el d">
<Xs: sequence>
<xs: choi ce maxCccur s="unbounded" m nQccurs="0">
<xs: el ement nanme="string-field" type="tns:stringField"/>
<xs: el ement nane="date-fiel d" type="tns:dateField"/>
<xs: el ement nanme="nunber-field" type="tns:nunberField"/>
<xs: el ement name="diary-list-field" type="tns:diaryListField"/>
<xs: el ement name="conpl ex-field" type="tns:conpl exField"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute name="nane" type="xs:string" use="required"/>
</ xs: conpl exType>
<xs: conpl exType nane="netric">
<XSs: sequence>
<xs: el ement m nCccurs="0" nanme="category" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="keyVal ues">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="string"
type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0" nanme="subCategory" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="event Obj ect">
<Xs: sequence>
<xs: el ement m nCccurs="0" nanme="conput er Name" type="xs:string"/>
<xs: el ement m nCccurs="0" nane="di spl ayNane" type="xs:string"/>
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<xs: el ement mnCccurs="0" name="identifier" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="i nMai nt enanceMbde" type="xs: bool ean"/ >
<xs: el ement m nCccurs="0" name="name" type="xs:string"/>
<xs: el ement mnCccurs="0" nanme="state" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="source">
<XSs: sequence>
<xs: el ement m nCccurs="0" nanme="conput er Name" type="xs:string"/>
<xs: el ement m nCccurs="0" nane="container" type="tns:container"/>
<xs: el ement m nCccurs="0" nanme="description" type="xs:string"/>
<xs: el ement m nCccurs="0" nane="di spl ayNane" type="xs:string"/>
<xs: el ement m nCccurs="0" name="domai n" type="xs:string"/>
<xs: el ement mnCccurs="0" name="identifier" type="xs:string"/>
<xs: el ement m nCccurs="0" name="name" type="xs:string"/>
<xs: el ement mnCccurs="0" name="type" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="cl ear Response" >
<xs: sequence/ >
</ xs: conpl exType>
<xs: conpl exType name="update">
<XSs: sequence>
<xs: el ement mnCccurs="0" name="event" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nanme="updat eResponse">
<XSs: sequence>
<xs: el ement mnCccurs="0" name="return" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="acknow edge" >
<Xs: sequence>
<xs: el ement m nCccurs="0" name="event" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="acknow edgeResponse" >
<XSs: sequence>
<xs: el ement mnCccurs="0" name="return" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="get">
<XSs: sequence>
<xs: el ement mnCccurs="0" nanme="identifier" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="get Response" >
<XSs: sequence>
<xs: el ement mnCccurs="0" name="return" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="find">
<XSs: sequence>
<xs: el ement m nCccurs="0" name="query" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="findResponse" >
<XSs: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="return"
type="tns:event"/>
</ xs: sequence>
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</ xs: conpl exType>
<xs: conpl exType nane="create">
<XSs: sequence>
<xs: el ement mnCccurs="0" name="event" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="cr eat eResponse" >
<XSs: sequence>
<xs: el ement mnCccurs="0" name="return" type="tns:event"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType mi xed="true" nanme="cl i ent Defi ned(hj ect">
<XSs: sequence>
<xs:any maxCccurs="unbounded" ninCccurs="0" nanespace="##ot her"
processCont ent s="ski p"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="inci dent">
<xs: conpl exCont ent >
<xs: extension base="tns:itChject">
<XSs: sequence>
<xs: el ement m nCccurs="0" nane="assi gnee" type="tns:assignnent"/>
<xs: el ement m nCccurs="0" name="cis">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" mi nCccurs="0" name="ci"
type="tns:ci Ref"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0" nanme="cl assification"
type="tns:classification"/>
<xs: el ement m nCccurs="0" name="custoner" type="tns:contact"/>
<xs: el ement m nCccurs="0" nanme="description" type="xs:string"/>
<xs: el ement m nCccurs="0" name="direct" type="tns:contact"/>
<xs: el ement m nCccurs="0" name="inpact" type="xs:string"/>
<xs: el ement m nCccurs="0" name="| og-data">
<xs: conpl exType>
<xS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="|o0g"
type="tns:log"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="| ogs">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="|o0g"
type="tns: obj ect Ref erence"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0" nanme="owner" type="tns:assignment"/>
<xs: el ement mnCccurs="0" name="priority" type="xs:string"/>
<xs: el ement minCccurs="0" nane="rel ationshi ps">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0"
nane="rel ati onshi p" type="tns: obj ect Ref erence"/ >
</ xs: sequence>
</ xs: conpl exType>
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</ xs: el ement >

<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="assi gnment">

<XSs: sequence>
<XS:
<XS:
<XS:
<XS:
<XS:
</ xs: sequence>
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m nCccurs="0" name="resol uti on" type="tns:resolution"/>
m nCccurs="0" nanme="severity" type="xs:string"/>

m nCccurs="0" nanme="status" type="xs:string"/>

m nCccurs="0" nanme="sumary" type="xs:string"/>

m nCccurs="0" name="urgency" type="xs:string"/>

m nCccurs="0" name="vendor" type="tns:vendor"/>

m nCccurs="0" nanme="wei ght" type="xs:string"/>

el ement mnCccurs="0" name="conpany" type="xs:string"/>

el ement minCccurs="0" name="organi zati on" type="xs:string"/>
el ement minCccurs="0" name="owner" type="xs:string"/>

el ement minCccurs="0" name="primaryG oup" type="xs:string"/>
el ement mnCccurs="0" name="secondaryG oup" type="xs:string"/>

</ xs: conpl exType>
<xs: conpl exType name="ci Ref ">

<XS:.sequence>

<xs: el ement minCccurs="0" nanme="extended-fields">
<xs: conpl exType>
<XS: sequence>
<xs: choi ce maxCQccur s="unbounded" m nQccurs="0">

<XS:
<XS:
<XS:
<XS:
<XS:
</ xs: sequence>

<XS:
<XS:
<XS:
<XS:
<XS:

el enent
el enent
el enent
el enent
el enent

</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
el ement minCccurs="0" nanme="description" type="xs:string"/>
el ement minQccurs="0" nanme="identifier" type="xs:string"/>
el ement mnCccurs="0" name="nane" type="xs:string"/>
el ement minCccurs="0" nanme="status" type="xs:string"/>
el ement mnCccurs="0" name="type" type="xs:string"/>

</ xs: conpl exType>
<xs: conpl exType nane="cl assi fication">

<XS:.sequence>

name="string-field" type="tns:stringField"/>
nane="date-fiel d" type="tns:dateField"/>
nanme="nunber-fiel d" type="tns:nunberField"/>
nane="diary-list-field" type="tns:diaryListField"/>
nane="conpl ex-fiel d" type="tns: conpl exFiel d"/>

<xs: el ement m nCccurs="0" name="conpany" type="xs:string"/>

<xs: el ement mnCccurs="0'

<xs: el ement m nCccurs="0" name="product" type="tns: product"/>

<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="reportedDate" type="xs:dateTime"/>

<xs: el ement m nCccurs="0" nanme="reportedSource" type="xs:string"/>

<xs: el ement m nCccurs="0" nanme="serviceType" type="xs:string"/>

</ xs: sequence>

</ xs: conpl exType>
<xs: conpl exType nane="cat egori zation">

<XS:.sequence>

<xs: el ement mnCccurs="0" name="tierl" type="xs:string"/>
<xs: el ement mnCccurs="0" name="tier2" type="xs:string"/>
<xs: el ement mnCccurs="0" name="tier3" type="xs:string"/>

</ xs: sequence>

</ xs: conpl exType>
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<xs: conpl exType name="product ">
<xs: conpl exCont ent >
<xs: extensi on base="tns: categorization">
<XSs: sequence>
<xs: el ement mnCccurs="0" nanme="manufacturer" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="nodel Version" type="xs:string"/>
<xs: el ement m nCccurs="0" name="name" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="contact">
<XSs: sequence>
<xs: el ement m nCccurs="0" nanme="conpany" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="department" type="xs:string"/>
<xs: el ement m nCccurs="0" nane="enmi | Address" type="xs:string"/>
<xs: el ement mnCccurs="0" name="firstName" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="| ast Name" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="mi ddl eNane" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="organi zation" type="xs:string"/>
<xs: el ement m nCccurs="0" nane="phoneNunber" type="xs:string"/>
<xs: el ement mnCccurs="0" name="site" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="obj ect Ref erence" >
<XSs: sequence>
<xs: el ement mnCccurs="0" name="identifier" type="xs:string"/>
<xs: el ement m nCccurs="0" name="name" type="xs:string"/>
<xs: el ement mnCccurs="0" name="rol e" type="xs:string"/>
<xs: el ement mnCccurs="0" name="type" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nanme="resol ution">
<xs: conpl exCont ent >
<xs: extensi on base="tns: categorization">
<XSs: sequence>
<xs: el ement m nCccurs="0" nanme="cause" type="xs:string"/>
<xs: el ement m nCccurs="0" nanme="cl osureSource" type="xs:string"/>
<xs: el ement mnCccurs="0" name="detail" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="f or ecast Resol uti onDate" type="xs:dateTine"/>
<xs: el ement m nCccurs="0" name="net hod" type="xs:string"/>
<xs: el ement m nCccurs="0" name="product" type="tns: product"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="requi redDate" type="xs: dateTime"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="resol uti onDate" type="xs:dateTine"/>
<xs: el ement mnCccurs="0" nanme="satisfactionRating" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="vendor" >
<XSs: sequence>
<xs: el ement mnCccurs="0" nane="assi gnment Status" type="xs:string"/>
<xs: el ement mnCccurs="0" name="contact" type="tns:contact"/>
<xs: el ement mnCccurs="0" name="identifier" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="r eport edToVendor Dat e" type="xs: dat eTi me"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="resol vedDat e" type="xs: dateTime"/>
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<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="r espondedToVendor Dat e" type="xs: dateTi ne"/>

</ xs: sequence>

</ xs: conpl exType>
<xs: conpl exType nane="ci">

<xs: conpl exCont ent >

<xs: extension base="tns:itChject">
<XSs: sequence>

<XS
<XS
<XS
<XS
<XS
<Xs

name="cr eat eDat "

<XS
<XS
<Xs
<Xs
<XS

<Xs
<Xs
<Xs
<Xs
<Xs

el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"

el ement defaul t="1970-

type="xs: dateTi me"/>
el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"

el ement defaul t="1970-
nane="| ast Modi fi ed" type="xs:dateTime"/>

el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"
el ement mnCccurs="0"

<xs: conpl exType>

<XS:.sequence>

nane="assi gnee" type="xs:string"/>
nane="cat egory" type="xs:string"/>
nane="cl assName" type="xs:string"/>
nane="cl assNamespace" type="xs:string"/>
nane="conpl i ance" type="tns: conpliance"/>
01- 01T00: 00: 00. 0- 00: 00" m nCccur s="0"

nane="dat aset | d" type="xs:string"/>
nane="description" type="xs:string"/>
nane="host Nane" type="xs:string"/>
nane="item' type="xs:string"/>
01-01700: 00: 00. 0- 00: 00" mi nQccurs="0"

nane="1 ast Modi fi edBy" type="xs:string"/>
name="rmanuf acturer" type="xs:string"/>
nane="nodel " type="xs:string"/>
name="name" type="xs:string"/>
nane="rel ati onshi ps">

<xs: el ement maxCccur s="unbounded" m nOccurs="0"
name="rel ati onshi p" type="tns:ci Rel ationship"/>

</ xs: sequence>

</ xs: conpl exType>

</ x

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

s: el ement >

el ement m nQccurs="0"
el ement m nQccurs="0"
el ement m nQccurs="0"
el ement m nQccurs="0"
el ement m nQccurs="0"
el ement m nQccurs="0"

</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="conpl i ance">

<XS:.sequence>

<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'
<xs: el ement mnCccurs="0'

</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="ci Rel ati onshi p">
<xs: sequence>
ment ninCccurs="0" name="cl assNane" type="xs:string"/>
ment ninCccurs="0" name="cl assNanespace" type="xs:string"/>
ment ninCccurs="0" name="dataset|d" type="xs:string"/>
ment nminCccurs="0" name="identifier" type="xs:string"/>
ment ninCccurs="0" name="nanme" type="xs:string"/>
ment ninCccurs="0" name="sourceRol " type="xs:string"/>
ment m nGccurs="0" name="targets">
<xs: conpl exType>

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

ele
ele
ele
ele
ele
ele
ele

<Xs

. sequence>

nane="seri al Nunber" type="xs:string"/>
nane="status" type="xs:string"/>
nane="subm tter" type="xs:string"/>
nane="sunmmary" type="xs:string"/>
nane="type" type="xs:string"/>
nane="versi on" type="xs:string"/>

nanme="pol i cyl dentifier" type="xs:string"/>
nane="pol i cyName" type="xs:string"/>
nane="status" type="xs:string"/>
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<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="target"

type="tns: obj ect Ref erence"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="change">
<xs: conpl exCont ent >
<xs: extension base="tns:ith
<Xs: sequence>
<xs: el ement defaul t="1970
nane="act ual End" type="xs: dateTi ne"/>
<xs: el ement defaul t="1970
nane="actual Start" type="xs:dateTim"/>
<xs: el ement m nCccurs="0'
type="xs:string"/>
<xs: el ement m nCccurs="0'
type="tns: categorization"/>
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: el enent
nane="| ast Modi fi ed" type="xs:dateTine"/
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccu
type="tns: obj ect Ref erence"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'
<xs: conpl exType>
<XS: sequence>

<xs: el ement maxCccur s="unbounded”

nane="rel ati onshi p" type="tns: obj ect Ref
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0'
<xs: el ement m nCccurs="0'

<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00"

nane="schedul edEnd" type="xs: dateTi ne"/

<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00"

def aul t =" 1970-

ect">

-01- 01700: 00: 00. 0- 00: 00" i nQccur s="0"

-01- 01700: 00: 00. 0- 00: 00" i nQccur s="0"

name="busi nessJustification"
nane="cat egori zation"

name="conpany" type="xs:string"/>
name="createDate" type="xs:dateTi me"/>
nane="description" type="xs:string"/>
nane="i npact" type="xs:string"/>
01-01T00: 00: 00. 0- 00: 00" mi nQccurs="0"

>

nane="1 ast Modi fi edBy" type="xs:string"/>
nane="1 ogs">

rs="unbounded" m nQccurs="0" name="1|o0g"

name="priority" type="xs:string"/>
nane="product" type="tns: product"/>
name="reason" type="xs:string"/>
name="rel ati onshi ps" >

m nQccur s="0"
erence"/>

nane="requester" type="tns:contact"/>
nane="riskLevel " type="xs:string"/>
m nCccur s="0"
>

m nCccur s="0"

nane="schedul edStart" type="xs:dateTine"/>

m nQccur s="0"
m nQccur s="0"
m nQccur s="0"
m nQccur s="0"
m nQccur s="0"

el ement
el ement
el ement
<xs: el enent
<xs: el enent
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="probl eni' >

<XS:
<XS:
<XS:

nane="status" type="xs:string"/>
nane="summary" type="xs:string"/>
nane="timng" type="xs:string"/>
nane="type" type="xs:string"/>

nanme="urgency" type="xs:string"/>
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<xs: conpl exCont ent >
<xs: extension base="tns:itChject">
<XSs: sequence>
<xs: el ement m nCccurs="0" nane="cat egori zati on"
type="tns: categorization"/>
<xs: el ement m nCccurs="0" name="conpany" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="createDate" type="xs:dateTine"/>
<xs: el ement m nCccurs="0" nanme="description" type="xs:string"/>
<xs: el ement m nCccurs="0" name="external Probl em dentifier"
type="xs:string"/>
<xs: el ement m nCccurs="0" name="inpact" type="xs:string"/>
<xs: el ement m nCccurs="0" name="investigationDriver" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="| ast Modi fi ed" type="xs:dateTime"/>
<xs: el ement m nCccurs="0" nanme="|ast Modi fi edBy" type="xs:string"/>
<xs: el ement m nCccurs="0" name="| ogs">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0" name="|o0g"
type="tns: obj ect Ref erence"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement mnCccurs="0" name="priority" type="xs:string"/>
<xs: el ement m nCccurs="0" name="product" type="tns: product"/>
<xs: el ement m nCccurs="0" nane="rel ationshi ps">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="0"
nane="rel ati onshi p" type="tns: obj ect Ref erence"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement mnCccurs="0" nane="requester" type="tns:contact"/>
<xs: el ement m nCccurs="0" name="root Cause" type="xs:string"/>
<xs: el ement mnCccurs="0" nanme="severity" type="xs:string"/>
<xs: el ement mnCccurs="0" name="status" type="xs:string"/>
<xs: el ement m nCccurs="0" name="sumary" type="xs:string"/>
<xs: el ement defaul t="1970-01-01T00: 00: 00. 0- 00: 00" m nCccurs="0"
nane="t ar get Resol uti on" type="xs: dateTi me"/>
<xs: el ement m nCccurs="0" name="urgency" type="xs:string"/>
<xs: el ement m nCccurs="0" name="wei ght" type="xs:string"/>
<xs: el ement m nCccurs="0" name="workaround" type="xs:string"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="data">
<XSs: sequence>
<xs: choi ce maxCccur s="unbounded" mi nCccurs="0">
<xs: el ement nanme="string-field" type="tns:stringField"/>
<xs: el ement nane="date-field" type="tns:dateField"/>
<xs: el ement name="nunber-field" type="tns:nunberField"/>
<xs: el ement name="diary-list-field" type="tns:diaryListField"/>
<xs: el ement nanme="conpl ex-field" type="tns:conpl exField"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
<xs: el ement nanme="Unsupport edCper ati onExcepti on"
type="tns: Unsupport edOper at i onException"/>
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<xs: conpl exType nane="Unsupport edQperati onException">
<xs: sequence/ >
</ xs: conpl exType>
<xs: el ement nane="(QperationsException" type="tns: QperationsException"/>
<xs: conpl exType nane="(perationsException">
<xs: sequence/ >
</ xs: conpl exType>
<xs: el ement nane="(bj ect Not FoundException" type="tns: Obj ect Not FoundException"/>
<xs: conpl exType nane="(bj ect Not FoundException">
<xs: sequence/ >
</ xs: conpl exType>
<xs: el ement nane="NonRecover abl eQper ati onsExcepti on"
type="t ns: NonRecover abl eQper at i onsException"/>
<xs: conpl exType name="NonRecover abl eQper ati onsException">
<xs: sequence/ >
</ xs: conpl exType>
</ xs: schema>
</wsdl : types>
<wsdl : nessage name="get Response">
<wsdl : part el ement="tns: get Response" nane="paranet ers"></wsdl : part>
</wsdl : message>
<wsdl : nessage name="create">
<wsdl : part el enment="tns:create" name="parameters"></wsdl:part>
</wsdl : message>
<wsdl : nessage name="cl ear Response" >
<wsdl : part el ement="tns:cl ear Response" name="paranet ers"></wsdl : part >
</wsdl : message>
<wsdl : nessage name="NonRecover abl eQper ati onsException">
<wsdl : part el ement ="t ns: NonRecover abl eOper ati onsException”
nane="NonRecover abl eCper ati onsExcepti on"></wsdl : part >
</wsdl : message>
<wsdl : nessage name="acknow edgeResponse" >
<wsdl : part el enent="tns: acknow edgeResponse" name="paramet ers"></wsdl : part >
</wsdl : message>
<wsdl : nessage name="update">
<wsdl : part el ement="tns:update" name="parameters"></wsdl:part>
</wsdl : message>
<wsdl : nessage name="Chj ect Not FoundExcepti on" >
<wsdl : part el ement ="t ns: Obj ect Not FoundExcepti on"
nane="(bj ect Not FoundExcept i on" ></ wsdl : part >
</wsdl : message>
<wsdl : nessage name="acknow edge">
<wsdl : part el ement="tns:acknow edge" nane="paraneters"></wsdl: part>
</wsdl : message>
<wsdl : nessage name="get">
<wsdl : part el enment="tns:get" nane="paraneters"></wsdl: part>
</wsdl : message>
<wsdl : nessage name="creat eResponse" >
<wsdl : part el enent="tns: createResponse" name="paranet ers"></wsdl : part >
</wsdl : message>
<wsdl : message name="fi ndResponse">
<wsdl : part el ement="tns:findResponse" name="paraneters"></wsdl : part>
</wsdl : message>
<wsdl : nessage name="Cperati onsException">
<wsdl : part el ement="tns: OperationsException" name="CperationsException"></
wsdl : part>
</wsdl : message>
<wsdl : nessage name="find">
<wsdl : part elenment="tns:find" name="paraneters"></wsdl:part>
</wsdl : message>
<wsdl : nessage name="cl ear" >
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<wsdl : part elenment="tns:clear" name="paraneters"></wsdl:part>
</wsdl : message>
<wsdl : nessage name="Unsupport edCper ati onException">
<wsdl : part el ement ="t ns: Unsupport edCper ati onException”
nane="Unsuppor t edQper at i onExcepti on"></wsdl : part >
</wsdl : message>
<wsdl : nessage name="updat eResponse" >
<wsdl : part el enent ="t ns: updat eResponse" name="paranet ers" ></wsdl : part >
</wsdl : message>
<wsdl : port Type name="| Event Servi ce">
<wsdl : operation name="cl ear">
<wsdl :input message="tns:clear" name="cl ear"></wsdl :i nput>
<wsdl : out put message="tns: cl ear Response" name="cl ear Response" ></wsdl : out put >
<wsdl : fault message="t ns: Obj ect Not FoundExcepti on"
nane="(bj ect Not FoundExcept i on"></ wsdl : faul t >
<wsdl : fault message="tns: UnsupportedCperati onException”
nanme="Unsupport edQper ati onException"></wsdl : faul t >
<wsdl: fault message="tns: QperationsException" name="QperationsException"></
wsdl : faul t>
<wsdl : faul t message="tns: NonRecover abl eQper ati onsException”
nane="NonRecover abl eQper at i onsExcepti on"></wsdl : faul t >
</wsdl : operati on>
<wsdl : operation name="update">
<wsdl :input message="tns: update" nanme="update"></wsdl :input>
<wsdl : out put message="t ns: updat eResponse" nane="updat eResponse" ></wsdl : out put >
<wsdl : fault message="t ns: Obj ect Not FoundExcept i on"
nane="(bj ect Not FoundExcept i on"></ wsdl : faul t >
<wsdl : fault message="tns: QperationsException" name="(CperationsException"></
wsdl : faul t>
<wsdl : faul t message="tns: NonRecover abl eQper ati onsException”
nane="NonRecover abl eQper at i onsExcepti on"></wsdl : faul t >
</ wsdl : operati on>
<wsdl : operation name="acknow edge" >
<wsdl :input message="tns: acknow edge" nanme="acknow edge" ></wsdl : i nput >
<wsdl : out put nmessage="tns: acknow edgeResponse" nane="acknow edgeResponse" ></
wsdl : out put >
<wsdl : fault message="t ns: Qbj ect Not FoundExcepti on"
nane="(bj ect Not FoundExcepti on"></ wsdl : faul t >
<wsdl : fault message="tns: UnsupportedQCperati onException”
nane="Unsupport edQOper ati onExcepti on"></wsdl : faul t >
<wsdl: fault message="tns: QperationsException" name="QperationsException"></
wsdl : faul t>
<wsdl : faul t message="tns: NonRecover abl eOper ati onsException”
nane="NonRecover abl eQper at i onsExcepti on"></wsdl : faul t >
</ wsdl : operati on>
<wsdl : operation name="get">
<wsdl :input message="tns:get" nanme="get"></wsdl :i nput>
<wsdl : out put message="tns: get Response" nane="get Response" ></wsdl : out put >
<wsdl : fault message="t ns: Qbj ect Not FoundExcept i on"
nane="(bj ect Not FoundExcepti on"></ wsdl : faul t >
<wsdl : fault message="tns: UnsupportedQperati onException”
nane="Unsupport edQOper ati onException"></wsdl : faul t >
<wsdl: fault message="tns: QperationsException" name="QperationsException"></
wsdl : faul t>
<wsdl : faul t message="tns: NonRecover abl eOper ati onsException”
nane="NonRecover abl eQper at i onsExcepti on"></wsdl : faul t >
</wsdl : operati on>
<wsdl : operation name="find">
<wsdl :input nessage="tns:find" name="find"></wsdl:input>
<wsdl : out put message="tns: findResponse" nanme="fi ndResponse"></wsdl : out put >
<wsdl : fault message="tns: UnsupportedQperati onException”
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nanme="Unsupport edQOper ati onException"></wsdl : faul t >
<wsdl : fault message="tns: QperationsException" name="(QperationsException"></
wsdl : faul t>
<wsdl : faul t message="tns: NonRecover abl eOper ati onsException”
nane="NonRecover abl eQper at i onsExcepti on"></wsdl : faul t >
</wsdl : operati on>
<wsdl : operation name="create">
<wsdl :input message="tns:create" name="create"></wsdl:input>
<wsdl : out put message="tns: creat eResponse" nane="creat eResponse” ></wsdl : out put >
<wsdl: fault message="tns: QperationsException" name="QperationsException"></
wsdl : faul t>
<wsdl : faul t message="tns: NonRecover abl eQper ati onsException”
nane="NonRecover abl eQper at i onsExcepti on"></wsdl : faul t >
</ wsdl : operati on>
</wsdl : port Type>
<wsdl : bi ndi ng name="Event Servi ceSoapBi ndi ng" type="tns: | Event Servi ce">
<soap: bi ndi ng styl e="document" transport="http://schemas. xn soap. org/ soap/ http"/>
<wsdl : operation nanme="cl ear">
<soap: operation soapAction="" style="docunent"/>
<wsdl :input nanme="clear">
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put nanme="cl ear Response" >
<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : faul t nane="(bj ect Not FoundException">
<soap: fault name="(bj ect Not FoundException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t name="UnsupportedQperati onException">
<soap: fault name="UnsupportedQperationException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t nane="QperationsException">
<soap: fault name="CperationsException" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="NonRecover abl eQperati onsException">
<soap: fault name="NonRecover abl eCperati onsException" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
<wsdl : operation name="update">
<soap: operation soapAction="" style="docunent"/>
<wsdl :input nanme="update">
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put name="updat eResponse" >
<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : faul t nane="(bj ect Not FoundException">
<soap: fault name="(bj ect Not FoundException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t nanme="QperationsException">
<soap: fault name="CperationsException" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="NonRecover abl eQperati onsException">
<soap: fault name="NonRecover abl eCperati onsException" use="literal"/>
</wsdl : faul t>
</wsdl : operati on>
<wsdl : operation name="acknow edge" >
<soap: operation soapAction="" style="docunent"/>
<wsdl :input nanme="acknow edge" >
<soap: body use="literal"/>
</wsdl : i nput >
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<wsdl : out put name="acknow edgeResponse" >
<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : faul t nane="(bj ect Not FoundException">
<soap: fault name="(bj ect Not FoundException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t nanme="UnsupportedQperati onException">
<soap: fault name="UnsupportedQperationException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t nanme="QperationsException">
<soap: fault name="CperationsException" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="NonRecover abl eQperati onsException">
<soap: fault name="NonRecover abl eCperati onsException" use="literal"/>
</wsdl : faul t>
</wsdl : operati on>
<wsdl : operation name="get">
<soap: operation soapAction="" style="docunent"/>
<wsdl ;i nput nane="get">
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put name="get Response">
<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : faul t nanme="(bj ect Not FoundException">
<soap: fault name="(bj ect Not FoundException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t name="UnsupportedQperati onException">
<soap: fault name="UnsupportedQperationException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t nanme="QperationsException">
<soap: fault name="CperationsException" use="literal"/>
</wsdl : faul t>
<wsdl : fault name="NonRecover abl eQperati onsException">
<soap: fault name="NonRecover abl eCperati onsException" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
<wsdl : operation name="find">
<soap: operation soapAction="" style="docunent"/>
<wsdl :input name="find">
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put name="fi ndResponse" >
<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : faul t nanme="UnsupportedQperati onException">
<soap: fault name="UnsupportedQperationException" use="literal"/>
</wsdl : faul t>
<wsdl : faul t nanme="QperationsException">
<soap: fault name="CperationsException" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="NonRecover abl eQperati onsException">
<soap: fault name="NonRecover abl eCperati onsException" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
<wsdl : operation name="create">
<soap: operation soapAction="" style="docunent"/>
<wsdl :input nanme="create">
<soap: body use="literal"/>
</wsdl : i nput >
<wsdl : out put nanme="cr eat eResponse" >
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<soap: body use="literal"/>
</ wsdl : out put >
<wsdl : faul t nanme="QperationsException">
<soap: fault name="CperationsException" use="literal"/>
</wsdl : faul t>
<wsdl : fault nanme="NonRecover abl eQperati onsException">
<soap: fault name="NonRecover abl eCperati onsException" use="literal"/>
</wsdl : faul t>
</ wsdl : operati on>
</ wsdl : bi ndi ng>
<wsdl : servi ce name="Event Service">
<wsdl : port binding="t ns: Event Servi ceSoapBi ndi ng" name="Event Servi cePort" >
<soap: address | ocation="https://|ocal host: 8443/ servi ces/ omi bus/ Event Servi ce"/ >
</wsdl : port >
</wsdl : service>
</ wsdl : definitions>
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Enterprise Manager Event Examples

This appendix contains examples that show the XML format of events from Enterprise
Manager that conform to the schemas defined in Enterprise Manager Event Format.
You can use these examples to help identify the fields to map when customizing the
event templates. You can also use them to test your customizations after they have
been built.

The following examples are presented:

* Create Example
e Update Example

e Clear Example

D.1 Create Example

The following example shows the XML format Enterprise Manager generates for
Netcool/lOMNIbus create operations.

<EMEvent xm ns="http://xm ns.oracl e. com sysman/ connect or">
<Connect or GUI D>F4666F4BE15F464995749B6984DD276D</ Connect or GUI D>
<Noti fi cati onRul eOmner >SYSMAN</ Not i fi cati onRul eOaner >
<Noti fi cati onRul eName>Net cool / OWNI bus Rul e</Noti fi cati onRul eName>
<Property>
<Name>Not i fi cation_Met hod_Nane</ Name>
<Val ue>Net cool / OWI bus</ Val ue>
</ Property>
<Property>
<Name>Aut henti cati onType</ Name>
<Val ue>HTTPBasi cAut henti cat i on</ Val ue>
</ Property>
<Property>
<Name>| sNewTar get Type</ Name>
<Val ue>yes</ Val ue>
</ Property>
<SystemAttribut es>
<Event O ass>metric_al ert</Event O ass>
<Event | D>C14525FD49067F04E040020A780113B0</ Event | D>
<Sequencel D>C14525FD49077F04E040020A780113B0</ Sequencel D>
<Repor t edDat >2012- 06- 07T14: 48: 55. 000- 05: 00</ Repor t edDat e>
<Di spl ayTZ>Aner i ca/ Chi cago</ Di spl ayTZ>
<Event Name>Load: memJsedPct </ Event Name>
<Severity>Critical </ Severity>
<SeverityCode>CRI Tl CAL</ SeverityCode>
<Sour cel nf 0>
<Sour ceQj | nf 0>
<(bj | D>D93A2E4E1622013D74D9534ECB090944</ Qhj | D>
<(bj Nane>or csvr 1. i wavesof t war e. conx/ Cbj Name>
<Cbj Owner >SYSMANK/ Cbj Owner >
<Sour ceChj Type>TARCGET</ Sour ceChj Type>
<Sour ceQbj SubType>host </ Sour ceChj SubType>
</ Sour ceQvj I nf 0>
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<Target I nf 0>
<Tar get GUI D>D93A2E4E1622013D74D9534ECB090944</ Tar get GUI D>
<Tar get Nane>or csvr 1. i wavesof t war e. conx/ Tar get Name>
<Tar get Type>host </ Tar get Type>
<Tar get TypeLabel >Host </ Tar get TypeLabel >
<Target URL>htt ps://orcsvrl.iwavesoftware.com 7801/ en redirect?
pageType=TARGET_HOMEPAGE&anp; t ar get Nane=or csvr 1. i wavesof t war e. comganp; t ar get Type=host
</ Tar get URL>
<Tar get Property>
<Name>Tar get _Host </ Name>
<Val ue>orcsvr 1. i wavesof t war e. conx/ Val ue>
</ Tar get Property>
<Tar get Property>
<Name>Tar get Versi on</ Name>
<Val ue>5. 5. 0. 0. 0</ Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Line of Business</ Name>
<Val ue>Sof t war e</ Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Locat i on</ Name>
<Val ue>Frisco, TX</Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Conmment </ Name>
<Val ue>Testing target properties</Val ue>
</ Tar get Property>
</ Tar get | nf 0>
</ Sour cel nf 0>
<Message>Menory Utilization is 84.294% crossed warning (50) or critical (70)
t hreshol d. </ Message>
<Event URL>htt ps://orcsvrl.iwavesoftware. com 7801/ em redi rect ?pageType=sdk- cor e-
event - consol e- det ai | Event &np; i ssuel D=C14525FD49077F04E040020A780113B0</ Event URL>
<Aut oC ose>t rue</ Aut oCl ose>
<Event Cat egor y>Capaci t y</ Event Cat egor y>
</ SystemAttributes>
<Event O assSpeci fi cAttribut es>
<StringAttribute>
<Name>i s_t hr eshol dabl e</ Nane>
<Val ue>1</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>col | _name</ Nane>
<Val ue>LoadLi nux</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>i s_netri c_ext ensi on</ Name>
<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>net ri ¢c_col urm_r esbundl e</ Nane>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>netri c_description_resbundl e</ Name>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>uni t _r esbundl e</ Name>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
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</ StringAttribute>
<StringAttribute>

<Name>cycl e_gui d</ Name>

<Val ue>Cl14525FD49037F04E040020A780113B0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>i s_r enot e</ Nane>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netri c_t ype</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_gui d</ Name>

<Val ue>86821B5FOCE858D6E4A7F7390E88B73C</ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>num keys</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>key_val ue</ Nane>

<Val ue></ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netri c_description_nl si d</ Name>
</ StringAttribute>
<StringAttribute>

<Nane>val ue</ Nane>

<Val ue>84. 294</ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>i s_| ong_r unni ng</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri c_group</ Nanme>

<Val ue>Load</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>i s_udnx/ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netri c_descri pti on</ Nanme>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_col unm_nl si d</ Name>

<Val ue>host _| oad_mensedPct </ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_col urm</ Nane>

<Val ue>nenisedPct </ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>uni t _nl si d</ Nane>

<Val ue>em _sys__standar d_per cent </ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>uni t </ Nane>
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<Val ue>%/ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>net ri ¢c_group_nl si d</ Name>
<Val ue>host _| oad</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>net ri ¢c_group_reshund| e</ Nane>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>severity_gui d</ Nane>
<Val ue>Cl14525FD49037F04E040020A780113B0</ Val ue>
</ StringAttribute>
</ Event C assSpeci fi cAttributes>

</ EMEvent >

D.2 Update Example

ORACLE

The following example shows the XML format Enterprise Manager generates for
Netcool/lOMNIbus update operations.

<EMEvent xm ns="http://xm ns.oracl e. con sysman/ connector">

<Connect or GUI D>F4666F4BE15F464995749B6984DD276D</ Connect or GUI D>
<Ext er nal Event | D>C14525FD49067F04E040020A780113B0</ Ext er nal Event | D>
<Noti fi cati onRul eOmer >SYSMAN</ Not i fi cati onRul eOaner >
<Noti fi cati onRul eName>Net cool / OWNI bus Rul e</Noti fi cati onRul eName>
<Property>
<Nane>Noti fi cation_Met hod_Nane</ Nane>
<Val ue>Net cool / OWI bus</ Val ue>
</ Property>
<Property>
<Name>Aut hent i cat i onType</ Name>
<Val ue>HTTPBasi cAut henti cat i on</ Val ue>
</ Property>
<Property>
<Name>| sNewTar get Type</ Name>
<Val ue>yes</ Val ue>
</ Property>
<SystemAttri but es>
<Event O ass>netric_al ert </ Event d ass>
<Event | D>C14525FB87803EB3E040020A780113A7</ Event | D>
<Sequencel D>C14525FD49077F04E040020A780113B0</ Sequencel D>
<Repor t edDat €>2012- 06- 07T14: 50: 03. 000- 05: 00</ Repor t edDat e>
<Di spl ayTZ>Aner i cal Chi cago</ Di spl ayTz>
<Event Name>Load: menisedPct </ Event Name>
<Severity>Warni ng</ Severity>
<SeverityCode>WARNI NG</ Sever it yCode>
<Sour cel nf 0>
<Sour ceQj | nf 0>
<Chj | D>D93A2E4E1622013D74D9534ECB090944</ Cbj | D>
<Cbj Nanme>or csvr 1. i wavesof t war e. conx/ Cbj Name>
<Chj Owner >SYSMANK/ Cbj Owner >
<Sour ceObj Type>TARGET</ Sour ceChj Type>
<Sour ceCbj SubType>host </ Sour ceChj SubType>
</ Sour ceQvj | nf 0>
<Tar get I nf 0>
<Tar get GUl D>D93A2E4E1622013D74D9534ECB090944</ Tar get GUI D>
<Tar get Name>or csvr 1. i wavesof t war e. conk/ Tar get Nane>
<Tar get Type>host </ Tar get Type>
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<Tar get TypeLabel >Host </ Tar get TypeLabel >
<Target URL>htt ps://orcsvrl.iwavesof tware.com 7801/ en redirect?
pageType=TARGET_HOMEPAGE&anp; t ar get Nane=or csvr 1. i wavesof t war e. comganp; t ar get Type=host
</ Tar get URL>
<Tar get Property>
<Name>Tar get _Host </ Name>
<Val ue>orcsvr 1. i wavesof t war e. conx/ Val ue>
</ Tar get Property>
<Tar get Property>
<Name>Tar get Versi on</ Name>
<Val ue>5. 5. 0. 0. 0</ Val ue>
</ Tar get Property>
<Tar get Property>
<Name>Li ne of Busi ness</ Nane>
<Val ue>Sof t war e</ Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Locat i on</ Name>
<Val ue>Frisco, TX</Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Conmment </ Narme>
<Val ue>Testing target properties</Val ue>
</ Tar get Property>
</ Tar get | nf 0>
</ Sour cel nf 0>
<Message>Menory Utilization is 84.572% crossed warning (50) or critical (95)
t hreshol d. </ Message>
<Event URL>htt ps://orcsvrl.iwavesoftware. com 7801/ em redi rect ?pageType=sdk- cor e-
event - consol e- det ai | Event &np; i ssuel D=C14525FD49077F04E040020A780113B0</ Event URL>
<Aut 0oC ose>t rue</ Aut oCl ose>
<Event Cat egor y>Capaci t y</ Event Cat egor y>
</ SystemAttributes>
<Event O assSpeci fi cAttribut es>
<StringAttribute>
<Name>i s_t hr eshol dabl e</ Nane>
<Val ue>1</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>col | _name</ Nane>
<Val ue>LoadLi nux</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>i s_netri c_ext ensi on</ Name>
<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>net ri ¢_col urm_r esbundl e</ Nanme>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>netri c_description_resbundl e</ Name>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>uni t _r esbundl e</ Name>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>cycl e_gui d</ Name>
<Val ue>Cl14525FD49037F04E040020A780113B0</ Val ue>
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</ StringAttribute>
<StringAttribute>

<Name>i s_r enot e</ Nane>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netri c_t ype</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_gui d</ Name>

<Val ue>86821B5FOCE858D6E4A7F7390E88B73C</ Val ue>
</ StringAttribute>
<StringAttribute>

<Nanme>num keys</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>key_val ue</ Nane>

<Val ue></ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netri c_description_nl si d</ Name>
</ StringAttribute>
<StringAttribute>

<Nane>val ue</ Nanme>

<Val ue>84. 572</ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>i s_| ong_r unni ng</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_group</ Nanme>

<Val ue>Load</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>i s_udnx/ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri c_descri pti on</ Nanme>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢_col unm_nl si d</ Name>

<Val ue>host _| oad_mensedPct </ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_col urm</ Nane>

<Val ue>nenisedPct </ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>uni t _nl si d</ Nane>

<Val ue>em _sys__standar d_per cent </ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>uni t </ Nane>

<Val ue>%/ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_group_nl si d</ Name>

Appendix D
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<Val ue>host _| oad</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>net ri ¢c_group_reshund| e</ Nane>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>severity_gui d</ Nane>
<Val ue>Cl14525FB877D3EB3E040020A780113A7</ Val ue>
</ StringAttribute>
</ Event C assSpeci fi cAttribut es>
</ EMEvent >

D.3 Clear Example

The following example shows the XML format Enterprise Manager generates for
Netcool/lOMNIbus clear operations.

<EMEvent xm ns="http://xm ns. oracl e. com sysman/ connect or">
<Connect or GUI D>F4666F4BE15F464995749B6984DD276D</ Connect or GUI D>
<Ext er nal Event | D>C14525FD49067F04E040020A780113B0</ Ext er nal Event | D>
<Noti fi cati onRul eOmer >SYSMAN</ Not i fi cati onRul eOaner >
<Not i fi cati onRul eName>Net cool / OWN bus Rul e</Noti fi cati onRul eName>
<Property>
<Nane>Noti fi cation_Met hod_Nane</ Nane>
<Val ue>Net cool / OWI bus</ Val ue>
</ Property>
<Property>
<Nanme>Aut hent i cat i onType</ Name>
<Val ue>HTTPBasi cAut henti cat i on</ Val ue>
</ Property>
<Property>
<Name>| sNewTar get Type</ Name>
<Val ue>yes</ Val ue>
</ Property>
<SystemAttri but es>
<Event O ass>netric_al ert </ Event d ass>
<Event | D>C14525FD490B7F04E040020A780113B0</ Event | D>
<Sequencel D>C14525FD49077F04E040020A780113B0</ Sequencel D>
<Repor t edDat €>2012- 06- 07T14: 50: 35. 000- 05: 00</ Repor t edDat e>
<Di spl ayTZ>Aner i cal Chi cago</ Di spl ayTzZ>
<Event Name>Load: menisedPct </ Event Name>
<Severity>C ear </ Severity>
<SeverityCode>CLEAR</ SeverityCode>
<Sour cel nf 0>
<Sour ceQj | nf 0>
<Chj | D>D93A2E4E1622013D74D9534ECB090944</ Cbj | D>
<Cbj Nanme>or csvr 1. i wavesof t war e. conx/ Cbj Name>
<Chj Owner >SYSMANK/ Cbj Owner >
<Sour ceObj Type>TARGET</ Sour ceChj Type>
<Sour ceCbj SubType>host </ Sour ceChj SubType>
</ Sour ceQvj | nf 0>
<Tar get I nf 0>
<Tar get GUl D>D93A2E4E1622013D74D9534ECB090944</ Tar get GUI D>
<Tar get Name>or csvr 1. i wavesof t war e. conk/ Tar get Nane>
<Tar get Type>host </ Tar get Type>
<Tar get TypeLabel >Host </ Tar get TypeLabel >
<Target URL>ht t ps://orcsvrl.iwavesoftware.com 7801/ enl redirect?
pageType=TARGET_HOMEPAGE&anp; t ar get Nane=or csvr 1. i wavesof t war e. com&anp; t ar get Type=host
</ Tar get URL>
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<Tar get Property>
<Name>Tar get _Host </ Name>
<Val ue>orcsvr 1. i wavesof t war e. conx/ Val ue>
</ Tar get Property>
<Tar get Property>
<Name>Tar get Versi on</ Name>
<Val ue>5. 5. 0. 0. 0</ Val ue>
</ Tar get Property>
<Tar get Property>
<Name>Li ne of Busi ness</ Nane>
<Val ue>Sof t war e</ Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Locat i on</ Name>
<Val ue>Frisco, TX</Val ue>
</ Tar get Property>
<Tar get Property>
<Nane>Conmment </ Narme>
<Val ue>Testing target properties</Val ue>
</ Tar get Property>
</ Tar get | nf 0>
</ Sour cel nf 0>
<Message>Menory Utilization is 84.763% fallen bel ow warning (98) and critical
(99) threshol ds. </ Message>
<Event URL>htt ps://orcsvrl.iwavesoftware. com 7801/ em redi rect ?pageType=sdk- cor e-
event - consol e- det ai | Event &np; i ssuel D=C14525FD49077F04E040020A780113B0</ Event URL>
<Aut 0oC ose>t rue</ Aut oCl ose>
<Event Cat egor y>Capaci t y</ Event Cat egor y>
</ SystemAttributes>
<Event O assSpeci fi cAttribut es>
<StringAttribute>
<Name>i s_t hr eshol dabl e</ Nane>
<Val ue>1</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>col | _name</ Nane>
<Val ue>LoadLi nux</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>i s_netri c_ext ensi on</ Name>
<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>net ri ¢_col urm_r esbundl e</ Nane>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>netric_description_resbundl e</ Name>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>uni t _r esbundl e</ Nanme>
<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>cycl e_gui d</ Name>
<Val ue>Cl14525FD49037F04E040020A780113B0</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>i s_r enot e</ Nane>
<Val ue>0</ Val ue>
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</ StringAttribute>
<StringAttribute>

<Name>netri c_t ype</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_gui d</ Name>

<Val ue>86821B5FOCE858D6E4A7F7390E88B73C</ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>num keys</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>key_val ue</ Nane>

<Val ue></ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netric_description_nl si d</ Name>
</ StringAttribute>
<StringAttribute>

<Nane>val ue</ Nanme>

<Val ue>84. 763</ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>i s_| ong_r unni ng</ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri c_group</ Nanme>

<Val ue>Load</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>i s_udnx/ Name>

<Val ue>0</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>netri c_descri pti on</ Name>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_col unm_nl si d</ Name>

<Val ue>host _| oad_mensedPct </ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_col urm</ Nane>

<Val ue>nenisedPct </ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>uni t _nl si d</ Nane>

<Val ue>em _sys__standar d_per cent </ Val ue>
</ StringAttribute>
<StringAttribute>

<Nane>uni t </ Nane>

<Val ue>%/ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_group_nl si d</ Name>

<Val ue>host _| oad</ Val ue>
</ StringAttribute>
<StringAttribute>

<Name>net ri ¢c_group_reshund| e</ Nane>

Appendix D
Clear Example
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<Val ue>oracl e. sysman. enl . rsc. gen. host Msg</ Val ue>
</ StringAttribute>
<StringAttribute>
<Name>severity_gui d</ Nane>
<Val ue>Cl14525FD49097F04E040020A780113B0</ Val ue>
</ StringAttribute>
</ Event C assSpeci fi cAttributes>
</ EMEvent >
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