Oracle® Enterprise Manager Ops Center

Use Service Requests

12c Release 3 (12.3.0.0.0)

E59995-01
June 2015

ORACLE

This guide provides an end-to-end example for how to use Oracle Enterprise Manager
Ops Center.

Introduction to Service Requests

This guide describes how to use service requests in your environment. Service requests
communicate information about incidents to Oracle, including details about the asset
and the problem.

To file and view service requests, you must provide My Oracle Support (MOS)
credentials, which must be associated with a Customer Service Identifier (CSI) for your
assets. Oracle Enterprise Manager Ops Center uses these credentials to check the
contract status of your assets.

Once you have provided MOS credentials, you can view contract and warranty
information for your assets, and create new service requests for them. You can also
view service requests and check their status.

The Auto Service Request (ASR) feature automatically creates a service request
whenever a critical incident occurs. You can enable ASR to simplify service request
creation.

You will complete the following tasks:

s Add MOS credentials to your environment’s authentications
= View contract and warranty information

»  File a Service Request

m  View Service Requests

= Enable and Test ASR

See Related Articles and Resources for links to related information and articles about
ASR and service requests.

What You Will Need

You will need the following:
= A configured and registered Enterprise Controller in Connected Mode
= Access to the Enterprise Controller system

= One or more managed assets




s At least one set of MOS credentials, which must be associated with the Customer
Service Identifier (CSI) for the target assets

= A user with the Ops Center Admin role

Adding MOS Credentials

My Oracle Support (MOS) credentials are used to create service requests. When you
provide MOS credentials, Oracle Enterprise Manager Ops Center verifies these
credentials with My Oracle Support. Any asset that matches a Customer Service
Identifier (CSI) associated with the MOS credentials can be the subject of a service
request.

1. Select the Enterprise Controller in the Administration section of the Navigation
pane.

2. Click Edit Authentications in the Actions pane. The Edit Authentications window
is displayed.

Oracle Enterprise Manager Dps Center - Edit Authentications <]

Knowledge Base Service is currently nob accessible
Edit Authentications

Description Username Password Confirm Pazsword | Yalic

Wy Oracle Support [ WMOS ) QENEric-employee..,  thwsasaas FRaRARARER V]

My Oracle Support Users
a8

Uszername Pazsword Confirm Pazsword alicl

r
generic-employee@oracle com

Apply | Cloze |

3. Add one or more sets of MOS credentials by clicking the Add MOS User icon and
entering the username and password.

4. Click Apply.

A job is launched to update the authentications. When this job is successfully
completed, the authentications window indicates that the Knowledge Base is
accessible.

Viewing Contract and Warranty Information

Once you have provided MOS credentials, you can display contract and warranty
information for assets. Contract and warranty information is available for managed
servers that have a serial number associated with a contract in the My Oracle Support
database.

The contract and warranty information in Oracle Enterprise Manager Ops Center is
updated each week, so contract changes or new contracts might take up to seven days
to appear in the user interface.

1. Select a hardware asset in the Navigation pane.




2. C(lick the Dashboard tab. If the asset’s serial number is associated with a contract,
a Support row is displayed in the summary. The Support field contains the
contract ID and expiration date.

M ocsca-demo

Dashboard Sumnary Hardware Connectivity Incidents Service Requests Monitoring
| Summary - ocsca-demo 169.254.182.77 Unassigned Incidents: €30 a1
Mame: ocsca-demo Current Alert 0K Management IP: 10,010 e s
Status:
UUID: bb30b1Se-0230-4chd- MAC Address: 00;21:28:F3;CD:iF6
BRaG-0dBZE53TTOEN Model: Sun Fire #4170 M2 Server
Memory: 144 GB
Description: Enterprise Controller Server Serial Number: 1Z15FMMOOH

Locator Lights: OFF
Tags: B Power: On

Processor: X568, 3.07 GHz, 2 socket(s), -
care(s)

Suppork: C51 17782697 expires
014312014

= If the contract is within 90 days of expiration, the information is displayed in
an orange font, and an alert is displayed as an Incident in the Message Center.

= If the contract has expired, the information is displayed in a red font.

About Filing a Service Request

When your assets are associated with a contract and registered in the Oracle database,
you can create service requests for them.

You can create a service request from an incident or from an asset. A service request
created from an incident includes information about the incident. If you have enabled
ASR, service requests are automatically created from incidents.

Filing a Service Request from an Incident

To file a service request from an incident, perform the following steps:
1. Click Message Center in the Navigation pane.
2. Click My Incidents or Unassigned Incidents.

3. Select an incident, then click the Open Service Request icon in the center pane.




l Oracle Enterprise Manager Ops Center - Open Service Request ﬂ

| Open Service Request ORACLE

Model: Sun Fire X4170 M2 Server Serial Humber:  1215FMMOOH Power:  COn Details
Severity: | sigrificant 25

Incident
Summary:

Incident
Description:

Incident My - Auto Service Request (ASR) Installation and Configuration Issues
Category:

Address: Change Address

Shipping Address: Change Address
* Contact Name: Yaur Mame
* il

Contact Email: yourname@yoursite.com

o Callback | 7205551436
number:

Associated Incidents

= -
Severtty | ID Description Crwuner | Creation Date

17 Some firmware image(s) could not be imported during the execution of job - 0812602013 T:07:20 am EDT

< Previous et = Cancel

Filing a Service Request from an Asset
To file a service request from an asset, perform the following steps:
1. Click the hardware in the Assets section of the Navigation pane.

2. Click Open Service Request in the Actions pane.

Viewing Service Requests

You can view all the current and completed service requests, and view details
including their severity, summary, and current status.

1. Select Message Center in the Navigation pane.

2. Click a category of service requests: Open Service Requests, My Service
Requests, or Service Requests Opened by Others. The service requests in the
selected category are displayed.

3. To view details of a particular service request, highlight a row, then click the View
Service Request icon.




Oracle Enterprise Manager Ops Center - View Service Request <]

M
x| Information
Request Number  3-1863062401
Severity 1-Critical
Summary Problem detected on: hs-x4100-2 - 172.20.28.190
Last Updated Tue Oct 19 2010 15:13:34 GMT-0600 (MST)
Contact MOSPatchOCMCollector Test
Status Open
Sub Stalus New
SR Email mospatchtest! 4@sleepycat.com
SR Telephone 415-899-0000
Support ID 17251035 L
Address Oracle UK Headquarters Oracle Parkway CA Reading RG6 1RA United Kingdom
| Deseription

Problem detected by Ops Center instance: https://hs-x4100-2.central.sun.com:9443/emoc/:
* Ops Center Problem ID: 432 Problem Severity: CRITICAL
* Problem Description: hs-x4100-2 - 55.775578% of space is used on / filesystem.

| Fri Oct 01 2010 22:37:10 GMT-0600 (MST)

Problems reported by Ops Center:
Current Problem:
Severity: CRITICAL
ID: 432
State: UNASSIGNED
Description: hs-x4100-2 - 55.775578% of space is used on / filesystem.
Creation Date: Fri Oct 01 16:36:02 MDT 2010

Associated Alerts:
Alert Type | Alert Source | Attribute | current status | Highest Statu
Thresheld | hs-x4100-2 FileSystemUsages.name=/.usedSpacePercentage | CRITICAL CRITICAL

Close

i

4. C(Click Close.

If you need additional information about the service request, contact Oracle
Support.

Using Auto Service Request

Auto Service Request (ASR) is a feature that automatically files service requests for
specific assets when a critical incident occurs.

Provide Contact Information

An asset must have contact information for a service request to be filed for it. This
information is used to locate the asset and provide a point of contact for it. Contact
information includes the following:

First name

Last name

Phone

Email

Country

Address - Two address fields are provided, but only the first is required.
City

State or Province

(Optional) Zip or Postal Code

Time Zone




Before you enable ASR, you must provide default contact information for all assets.
You can also provide separate contact information for specific assets or groups.

In this example, you will provide default credentials for your environment, then
provide separate credentials for a group of assets.

Providing Default Contact Information

The default contact information is used when a new service request is created, unless
you have specified separate contact information for an asset or group. You must
provide default contact information before enabling ASR.

1. Select the Enterprise Controller in the Administration section of the Navigation
pane.

2. Click Edit ASR Contact Information in the Actions pane.
The Default ASR Contact Information page is displayed.

- S Y — —

| oracle Enterprise Manager Ops Center - Default ASR Contact Information 2
Default ASR Contact Information ORACLE
* Indicates Required Field
The Following &SR contact information will be used For ALL ASRs from assets and groups that do not have a
specific ASR contact set,
* First Name:
* Last Name:
* Phone:
* Email:
* Country: w
* Address 1:
Address 2:
* City:
* State/Province: »
Zip/Postal Code:

* Time Zone: w

Save Cancel

3. Enter the contact information, then click Save.

Providing Contact Information for a Group

If you have assets in multiple locations, you must provide the correct contact
information for these assets. If the assets in a separate location are in a group, use this
procedure to provide contact information for that group.

1. Select a group in the Assets section of the Navigation pane.
2. Click Edit ASR Contact Information in the Actions pane.
The ASR Contact Information page is displayed.




Oracle Enterprise Manager Dps Center - ASR Contact Information - HA Assets <]

ASR Contact Information - HA Assets @ ORACLE’

* Indicates Required Field
* First Name:

* Last Name:

* Phone:
* Email:
* Country: w
* Address 1:
Address 2:
* City:
* State/Province: w

Zip/Postal Code:

* Time Zone: v

Cancel

3. Enter the contact information, then click Save.

Enabling ASR

When ASR is enabled, service requests are automatically generated for your assets
when a qualified incident occurs.

1. Select the Enterprise Controller in the Administration section of the Navigation
pane.

2. Click Enable ASR.
A confirmation window is displayed.
3. Click OK.
A job is launched to enable the ASR feature.

Testing ASR

You can create a test fault on a managed asset to verify that ASR is working correctly.
1. Login to a managed ILOM asset using the web console.

2. Navigate to Notification in the Administration section of the UL

3. Add or edit a test rule to include an snmp test trap, then test this new rule.

4. Log in to the Oracle Enterprise Manager Ops Center UL
5

Click the Incidents section and verify that an incident for the test trap is
displayed.

6. Click the Jobs section and verify that an ASR creation job has been created.




Related Articles and Resources

See Oracle Enterprise Manager Ops Center Administration for information about
registering the Enterprise Controller, managing authentications, and managing Auto
Service Request.

See the Incidents chapter of the Oracle Enterprise Manager Ops Center Operate Reference
for information about service requests and incidents.

These documents are available in the Oracle Enterprise Manager Ops Center
Documentation Library at http: //docs.oracle.com/cd/E59957_01/index.htm.

For more information on Enterprise Manager Ops Center, see the Ops Center blog at
https://blogs.oracle.com/opscenter/.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.
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