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Preface

This preface describes the document accessibility features and conventions used in this guide—Administering Security for Oracle WebLogic Server 12.2.1.


Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.


Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.





Conventions

The following text conventions are used in this document:


	Convention	Meaning
	boldface	Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary.
	italic	Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values.
	monospace	Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter.











Part I


Overview of WebLogic Server Security Administration

This part provides an overview of WebLogic Server security administration and its concepts related to configuring security in the WebLogic Server environment.

Part I contains the following chapters:

	
Chapter 1, "Introduction and Roadmap"


	
Chapter 2, "Security Management Concepts"


	
Chapter 3, "WebLogic Server Security Standards"


	
Chapter 4, "Configuring Security for a WebLogic Domain"


	
Chapter 5, "Customizing the Default Security Configuration"







1 Introduction and Roadmap


This chapter describes the contents and organization of this guide, Administering Security for Oracle WebLogic Server 12c (12.2.1), as well as new and changed security features in this release. This guide explains how to configure WebLogic Server security, including settings for security realms, providers, identity and trust, and SSL. See Related Information for a description of other WebLogic security documentation.

This chapter includes the following sections:

	
Document Scope and Audience


	
Guide to This Document


	
Related Information


	
Security Samples and Tutorials


	
What's New in This Guide






Document Scope and Audience

This document is intended for the following audiences:

	
Application Architects—Architects who, in addition to setting security goals and designing the overall security architecture for their organizations, evaluate WebLogic Server security features and determine how to best implement them. Application Architects have in-depth knowledge of Java programming, Java security, and network security, as well as knowledge of security systems and leading-edge, security technologies and tools.


	
Security Developers—Developers who define the system architecture and infrastructure for security products that integrate with WebLogic Server and who develop custom security providers for use with WebLogic Server. They work with Application Architects to ensure that the security architecture is implemented according to design and that no security holes are introduced, and work with Server Administrators to ensure that security is properly configured. Security Developers have a solid understanding of security concepts, including authentication, authorization, auditing (AAA), in-depth knowledge of Java (including Java Management eXtensions (JMX)), and working knowledge of WebLogic Server and security provider functionality.


	
Application Developers—Java programmers who focus on developing client applications, adding security to Web applications and Enterprise JavaBeans (EJBs), and working with other engineering, quality assurance (QA), and database teams to implement security features. Application Developers have in-depth/working knowledge of Java (including Java EE components such as servlets/JSPs and JSEE) and Java security.


	
Server Administrators—Administrators work closely with Application Architects to design a security scheme for the server and the applications running on the server; to identify potential security risks; and to propose configurations that prevent security problems. Related responsibilities may include maintaining critical production systems; configuring and managing security realms, implementing authentication and authorization schemes for server and application resources; upgrading security features; and maintaining security provider databases. Server Administrators have in-depth knowledge of the Java security architecture, including Web services, Web application and EJB security, Public Key security, SSL, and Security Assertion Markup Language (SAML).


	
Application Administrators—Administrators who work with Server Administrators to implement and maintain security configurations and authentication and authorization schemes, and to set up and maintain access to deployed application resources in defined security realms. Application Administrators have general knowledge of security concepts and the Java Security architecture. They understand Java, XML, deployment descriptors, and can identify security events in server and audit logs.









Guide to This Document

This document is organized as follows:

	
Part I, "Overview of WebLogic Server Security Administration":

	
Describes the audience, organization, and related information for this guide.


	
Describes basic features of the WebLogic Server security system.


	
Describes the security standards supported by WebLogic Server, including FIPS versions and cipher suites.


	
Describes the default security configuration in WebLogic Server, and lists the configuration steps for security.


	
Explains when to customize the default security configuration, the configuration requirements for a new security realm, and how to set a security realm as the default security realm.





	
Part I, "Configuring Security Providers" describes the available configuration options for the security providers supplied by WebLogic Server and how to configure a custom security provider.


	
Part I, "Configuring Authentication Providers" describes the Authentication and Identity Assertion providers supplied by WebLogic Server, including information about how to configure them.


	
Part I, "Configuring Single Sign-On" describes how to configure the following:

	
Authentication between a WebLogic domain and .NET Web service clients or browser clients (for example, Internet Explorer) in a Microsoft domain, using Windows authentication based on the Simple and Protected Negotiate (SPNEGO) mechanism.


	
How to configure authentication between a WebLogic domain and Web browsers or other HTTP clients, using authentication based on the Security Assertion Markup Language (SAML) 1.1 and 2.0.





	
Part I, "Managing Security Information":

	
Provides information about exporting and importing security data between security realms and security providers.


	
Describes the management tasks associated with the embedded LDAP server used by the WebLogic security providers.


	
describes the steps required to configure the RDBMS security store, which enables you to store the security data managed by several security providers in an external RDBMS system rather than in the embedded LDAP server. The use of the RDBMS security store is required for SAML 2.0 services when configured on multiple servers in a domain, such as in a cluster.





	
Part I, "Configuring SSL" explains:

	
The SSL configuration features in WebLogic Server, including details about the JSSE-based SSL implementation provided in WebLogic Server.


	
How to configure keystores in WebLogic Server, including separate keystores for identity and trust.


	
How to configure the Oracle Platform Security Services (OPSS) Keystore Service for use with WebLogic Server.


	
How to use host name verification, which ensures the host name in the URL to which the client connects matches the host name in the digital certificate that the server sends back as part of the SSL connection.


	
How to specify a client certificate when making an outbound two-way SSL connection.


	
How to configure certificate revocation (CR) status checking and other certificate validation features.


	
The cipher suites and cryptographic libraries supported in WebLogic Server.


	
How WebLogic Server supports the use of the RSA, JDK, and nCipher Java Cryptography Extension (JCE) providers.


	
How to configure FIPS 140-2 mode in WebLogic Server.





	
Part I, "Advanced Security Topics" describes:

	
How to set security configuration options for a WebLogic domain, such as Cross-Domain Security.


	
How to configure the Java Authentication Service Provider Interface for Containers (JASPIC).


	
The WebLogic Security MBeans and MBean attributes that are dynamic (can be changed without restarting the server) and non-dynamic (changes require a server restart).












Related Information

The following Oracle Oracle Fusion Middleware documents contain information that is relevant to the WebLogic Security Service:

	
Understanding Security for Oracle WebLogic Server—Summarizes the features of the WebLogic Security Service, including an overview of its architecture and capabilities. It is the starting point for understanding WebLogic security.


	
Developing Security Providers for Oracle WebLogic Server—Provides security vendors and application developers with the information needed to develop custom security providers that can be used with WebLogic Server.


	
Securing a Production Environment for Oracle WebLogic Server—Highlights essential security hardening and lockdown measures for you to consider before you deploy WebLogic Server in a production environment.


	
Securing Resources Using Roles and Policies for Oracle WebLogic Server—Introduces the various types of WebLogic resources, and provides information about how to secure these resources using WebLogic Server. This document focuses primarily on securing URL (Web) and Enterprise JavaBean (EJB) resources.


	
Developing Applications with the WebLogic Security Service—Describes how to develop secure Web applications.


	
Securing WebLogic Web Services for Oracle WebLogic Server—Describes how to develop and configure secure Web services.


	
Oracle WebLogic Server Administration Console Online Help—Many security configuration tasks can be performed using the WebLogic Server Administration Console. The console's online help describes configuration procedures and provides a reference for configurable attributes.


	
Upgrading Oracle WebLogic Server—Provides procedures and other information you need to upgrade from earlier versions of WebLogic Server to this release. It also provides information about moving applications from an earlier version of WebLogic Server to this release.


	
Java API Reference for Oracle WebLogic Server—Provides reference documentation for the WebLogic security packages that are provided with and supported by this release of WebLogic Server.









Security Samples and Tutorials

In addition to the documents listed in Related Information, Oracle provides a variety of code samples for developers, some packaged with WebLogic Server and others available at the Oracle Technology Network (OTN) at http://www.oracle.com/technetwork/indexes/samplecode/weblogic-sample-522121.html.


Security Examples in the WebLogic Server Distribution

WebLogic Server optionally installs API code examples in EXAMPLES_HOME/examples/src/examples/security, where EXAMPLES_HOME represents the directory in which the WebLogic Server code examples are configured. By default, this location is ORACLE_HOME/wlserver/samples/server. For more information about the WebLogic Server code examples, see "Sample Applications and Code Examples" in Understanding Oracle WebLogic Server.

The following examples are included to illustrate WebLogic security features:

	
Java Authentication and Authorization Service


	
Outbound and Two-way SSL








Additional Examples Available for Download

Additional WebLogic Server security examples are available for download at the Oracle Technology Network (OTN) at http://www.oracle.com/technetwork/indexes/samplecode/weblogic-sample-522121.html. These examples are distributed as .zip files that you can unzip into an existing WebLogic Server samples directory structure.

You build and run the downloadable examples in the same manner as you would an installed WebLogic Server example. See the download pages of individual examples for more information.








What's New in This Guide

WebLogic Server 12.2.1 includes the following new and changed security features, which are described in this guide:

	
Support for multiple active security realms. See Security Realms in WebLogic Server.


	
Support for Java EE 7 security, including:

	
Java Authorization Contract for Containers 1.5 (JSR 115)


	
Java Authentication Service Provider Interface for Containers (JASPIC) 1.1 (JSR 196)


	
Packaged Permissions (Java EE 7 Platform Specification)


	
Uncovered HTTP methods for Servlet 3.1 (JSR 340)





	
LDAP Authentication provider manageability enhancements. See Analyzing the Generic LDAP Authenticator Cache Statistics.


	
The default minimum version of the Transport Layer Security (TLS) protocol configured in WebLogic Server 12.2.1 is Version 1.1.




For a comprehensive listing of the new WebLogic Server features introduced in this release, see What's New in Oracle WebLogic Server 12.2.1.







 
2 Security Management Concepts


This chapter describes the basic features of the WebLogic Server security system. For a broader overview, see Understanding Security for Oracle WebLogic Server.

This chapter includes the following sections:

	
Security Realms in WebLogic Server


	
Security Providers


	
Security Policies and WebLogic Resources


	
The Default Security Configuration in WebLogic Server


	
Configuring WebLogic Security: Main Steps


	
Methods of Configuring Security


	
How Passwords Are Protected in WebLogic Server






	
Note:

Throughout this document, the term 6.x refers to WebLogic Server 6.0 and 6.1 and their associated service packs.








Security Realms in WebLogic Server

The security service in WebLogic Server simplifies the configuration and management of security while offering robust capabilities for securing your WebLogic Server deployment. Security realms act as a scoping mechanism. Each security realm consists of a set of configured security providers, users, groups, security roles, and security policies. You can configure and activate multiple security realms in a domain; however, only one can be the default administrative realm.

WebLogic Server provides a default security realm, myrealm, which has the WebLogic Adjudication, Authentication, Identity Assertion, Authorization, Role Mapping, and Credential Mapping providers configured by default.

You can customize authentication and authorization functions by configuring a new security realm to provide the security services you want and then set the new security realm as the default security realm.

For information about the default security configuration in WebLogic Server, see The Default Security Configuration in WebLogic Server.

For information about configuring a security realm and setting it as the default security realm, see Chapter 5, "Customizing the Default Security Configuration".






Security Providers

Security providers are modular components that handle specific aspects of security, such as authentication and authorization. Although applications can leverage the services offered by the default WebLogic security providers, the WebLogic Security Service's flexible infrastructure also allows security vendors to write their own custom security providers for use with WebLogic Server. WebLogic security providers and custom security providers can be mixed and matched to create unique security solutions, allowing organizations to take advantage of new technology advances in some areas while retaining proven methods in others. The WebLogic Server Administration Console allows you to administer and manage all your security providers through one unified management interface.

The WebLogic Security Service supports the following types of security providers:

	
Authentication—Authentication is the process whereby the identity of users or system processes are proved or verified. Authentication also involves remembering, transporting, and making identity information available to various components of a system when that information is needed. Authentication providers supported by the WebLogic Security Service supply the following types of authentication:

	
Username and password authentication


	
Certificate-based authentication directly with WebLogic Server


	
HTTP certificate-based authentication proxied through an external Web server





	
Identity Assertion—An Authentication provider that performs perimeter authentication—a special type of authentication using tokens—is called an Identity Assertion provider. Identity assertion involves establishing a client's identity through the use of client-supplied tokens that may exist outside of the request. Thus, the function of an Identity Assertion provider is to validate and map a token to a username. Once this mapping is complete, an Authentication provider's LoginModule can be used to convert the username to a principal (an authenticated user, group, or system process).


	
Authorization—Authorization is the process whereby the interactions between users and WebLogic resources are limited to ensure integrity, confidentiality, and availability. In other words, once a user's identity has been established by an authentication provider, authorization is responsible for determining whether access to WebLogic resources should be permitted for that user. An Authorization provider supplies these services.


	
Role Mapping—You can assign one or more roles to multiple users and then specify access rights for users who hold particular roles. A Role Mapping provider obtains a computed set of roles granted to a requestor for a given resource. Role Mapping providers supply Authorization providers with this information so that the Authorization provider can answer the "is access allowed?" question for WebLogic resources that use role-based security (for example, Web applications and Enterprise JavaBeans (EJBs)).


	
Adjudication—When multiple Authorization providers are configured in a security realm, each may return a different answer to the "is access allowed" question for a given resource. Determining what to do if multiple Authorization providers do not agree is the primary function of an Adjudication provider. Adjudication providers resolve authorization conflicts by weighing each Authorization provider's answer and returning a final access decision.


	
Credential Mapping—A credential map is a mapping of credentials used by WebLogic Server to credentials used in a legacy or remote system, which tell WebLogic Server how to connect to a given resource in that system. In other words, credential maps allow WebLogic Server to log into a remote system on behalf of a subject that has already been authenticated. Credential Mapping providers map credentials in this way.


	
Keystore—A keystore is a mechanism for creating and managing password-protected stores of private keys and certificates for trusted certificate authorities. The keystore is available to applications that may need it for authentication or signing purposes. In the WebLogic Server security architecture, the WebLogic Keystore provider is used to access keystores.



	
Note:

The WebLogic Server Keystore provider is removed and is only supported for backward compatibility. Use JDK keystore instead. For more information about configuring keystores, see Creating a Keystore.






	
Certificate Lookup and Validation (CLV)—X.509 certificates need to be located and validated for purposes of identity and trust. CLV providers receive certificates, certificate chains, or certificate references, complete the certificate path (if necessary), and validate all the certificates in the path. There are two types of CLV providers:

	
A CertPath Builder looks up and optionally completes the certificate path and validates the certificates.


	
A CertPath Validator looks up and optionally completes the certificate path, validates the certificates, and performs extra validation (for example, revocation checking).





	
Certificate Registry—A certificate registry is a mechanism for adding certificate revocation checking to a security realm. The registry stores a list of valid certificates. Only registered certificates are valid. A certificate is revoked by removing it from the certificate registry. The registry is stored in the embedded LDAP server. The Certificate Registry is both a CertPath Builder and a CertPath Validator.


	
Auditing—Auditing is the process whereby information about security requests and the outcome of those security requests is collected, stored, and distributed for the purpose of non-repudiation. In other words, auditing provides an electronic trail of computer activity. An Auditing provider supplies these services.




For information about the functionality provided by the WebLogic security providers, see Chapter 6, "About Configuring WebLogic Security Providers" and Chapter 11, "About Configuring the Authentication Providers in WebLogic Server".

For information about the default security configuration, see The Default Security Configuration in WebLogic Server.

For information about writing custom security providers, see Developing Security Providers for Oracle WebLogic Server.






Security Policies and WebLogic Resources

WebLogic Server uses security policies (which replace the ACLs and permissions used in WebLogic Server 6.x) to protect WebLogic resources. Security policies answer the question "who has access" to a WebLogic resource. A security policy is created when you define an association between a WebLogic resource and a user, group, or security role. You can also optionally associate a time constraint with a security policy. A WebLogic resource has no protection until you assign it a security policy.

Creating security policies is a multi-step process with many options. To fully understand this process, read Securing Resources Using Roles and Policies for Oracle WebLogic Server. That document should be used in conjunction with Securing WebLogic Security to ensure security is completely configured for a WebLogic Server deployment.


WebLogic Resources

A WebLogic resource is a structured object used to represent an underlying WebLogic Server entity, which can be protected from unauthorized access. WebLogic Server defines the following resources:

	
Administrative resources such as the WebLogic Server Administration Console and WebLogic Scripting Tool.


	
Application resources that represent Enterprise applications. This type of resource includes individual EAR (Enterprise Application aRchive) files and individual components, such as EJB JAR files contained within the EAR.


	
Component Object Model (COM) resources that are designed as program component objects according to Microsoft's framework. This type of resource includes COM components accessed through the Oracle bidirectional COM-Java (jCOM) bridging tool.


	
Enterprise Information System (EIS) resources that are designed as resource adapters, which allow the integration of Java applications with existing enterprise information systems. These resource adapters are also known as connectors.


	
Enterprise JavaBean (EJB) resources including EJB JAR files, individual EJBs within an EJB JAR, and individual methods on an EJB.


	
Java DataBase Connectivity (JDBC) resources including groups of connection pools, individual connection pools, and multipools.


	
Java Naming and Directory Interface (JNDI) resources.


	
Java Messaging Service (JMS) resources.


	
Server resources related to WebLogic Server instances, or servers. This type of resource includes operations that start, shut down, lock, or unlock servers.


	
URL resources related to Web applications. This type of resource can be a Web Application aRchive (WAR) file or individual components of a Web application (such as servlets and JSPs).



	
Note:

Web resources are deprecated. Use the URL resource instead.






	
Web services resources related to services that can be shared by and used as components of distributed, Web-based applications. This type of resource can be an entire Web service or individual components of a Web service (such as a stateless session EJB, particular methods in that EJB, the Web application that contains the web-services.xml file, and so on).


	
Remote resources.








Deployment Descriptors and the WebLogic Server Administration Console

WebLogic Server offers a choice of models for configuring security roles and policies. Under the standard Java Enterprise Edition model, you define role mappings and policies in the Web application or EJB deployment descriptors. The WebLogic Security Service can use information defined in deployment descriptors to grant security roles and define security policies for Web applications and EJBs. When WebLogic Server is booted for the first time, security role and security policy information stored in web.xml, weblogic.xml, ejb-jar.xml, or weblogic-ejb-jar.xml deployment descriptors is loaded into the Authorization and Role Mapping providers configured in the default security realm. You can then view the role and policy information from the WebLogic Server Administration Console. (Optionally, you may configure the security realm to use a different security model that allows you to make changes to that information via the WebLogic Server Administration Console as well.)

To use information in deployment descriptors, at least one Authorization and Role Mapping provider in the security realm must implement the DeployableAuthorizationProvider and DeployableRoleProvider Security Service Provider Interface (SSPI). This SSPI allows the providers to store (rather than retrieve) information from deployment descriptors. By default, the WebLogic Authorization and Role Mapping providers implement this SSPI.

If you change security role and security policy in deployment descriptors through the WebLogic Server Administration Console and want to continue to modify this information through the WebLogic Server Administration Console, you can set configuration options on the security realm to ensure changes made through the Console are not overwritten by old information in the deployment descriptors when WebLogic Server is rebooted.

For more information, see "Options for Securing Web Application and EJB Resources" in Securing Resources Using Roles and Policies for Oracle WebLogic Server.








The Default Security Configuration in WebLogic Server

To simplify the configuration and management of security, WebLogic Server provides a default security configuration. In the default security configuration, myrealm is set as the default security realm and the WebLogic Adjudication, Authentication, Identity Assertion, XACML Authorization, Credential Mapping, XACML Role Mapping, and CertPath providers are defined as the security providers. WebLogic Server's embedded LDAP server is used as the data store for these default security providers. To use the default security configuration, you need to define users, groups, and security roles for the security realm, and create security policies to protect the WebLogic resources in the domain.




	
Note:

WebLogic Server includes the WebLogic Authorization provider, which is referred to in the WebLogic Server Administration Console and elsewhere as the Default Authorizer, and the WebLogic Role Mapping provider, which is referred to in the WebLogic Server Administration Console and elsewhere as the Default RoleMapper. Beginning with WebLogic Server 9.1, these providers are no longer the default providers in newly-created security realms. Instead, the XACML Authorization provider and the XACML Role Mapping provider are the default providers.







For a description of the functionality provided by the WebLogic Security providers, see Understanding Security for Oracle WebLogic Server. If the WebLogic security providers do not fully meet your security requirements, you can supplement or replace them. See Developing Security Providers for Oracle WebLogic Server.

If the default security configuration does not meet your requirements, you can create a new security realm with any combination of WebLogic and custom security providers and then set the new security realm as the default security realm. See Chapter 5, "Customizing the Default Security Configuration".






Configuring WebLogic Security: Main Steps

Because WebLogic Server's security features are closely related, it is difficult to determine where to start when configuring security. In fact, configuring security for your WebLogic Server deployment may be an iterative process. Although more than one sequence of steps may work, Oracle recommends the following procedure:

	
If you plan to use WebLogic Server in a production environment, make sure you do the following:

	
Secure the host environment prior to installing WebLogic Server, as explained in Performing a Secure Installation of WebLogic Server


	
When creating the WebLogic domain, configure the domain to run in production mode, as explained in Creating a WebLogic Domain for Production Use


	
Immediately after starting the domain for the first time, complete the tasks described in Securing the Domain After You Have Created It.





	
Determine whether or not to use the default security configuration by reading Why Customize the Default Security Configuration?

	
If you are using the default security configuration, begin at step 3.


	
If you are not using the default security configuration, begin at step 2.





	
Configure additional security providers (for example, configure an LDAP Authentication provider instead of using the WebLogic Authentication provider) or configure custom security providers in the default security realm. This step is optional. By default, WebLogic Server configures the WebLogic security providers in the default security realm (myrealm). For information about the circumstances that require you to customize the default security configuration, see Why Customize the Default Security Configuration? For information about creating custom security providers, see Developing Security Providers for Oracle WebLogic Server.



	
Note:

You can also create a new security realm, configure security providers (either WebLogic or custom) in the security realm and set the new security realm as the default security realm. See Chapter 5, "Customizing the Default Security Configuration".






	
Optionally, configure the embedded LDAP server. WebLogic Server's embedded LDAP server is configured with default options. However, you may want to change those options to optimize the use of the embedded LDAP server in your environment. See Chapter 27, "Managing the Embedded LDAP Server".


	
Ensure that user accounts are properly secured. WebLogic Server provides a set of configuration options for protecting user accounts. By default, they are set for maximum security. However, during the development and deployment of WebLogic Server, you may need to weaken the restrictions on user accounts. Before moving to production, check that the options on user accounts are set for maximum protection. If you are creating a new security realm, you need to set the user lockout options. See How Passwords Are Protected in WebLogic Server and Protecting User Accounts.


	
Protect WebLogic resources with security policies. Creating security policies is a multi-step process with many options. To fully understand this process, read Securing Resources Using Roles and Policies for Oracle WebLogic Server. Administering Security for Oracle WebLogic Server 12c (12.2.1) should be used in conjunction with Securing Resources Using Roles and Policies for Oracle WebLogic Server to ensure security is completely configured for a WebLogic Server deployment.


	
Configure identity and trust for WebLogic Server. (This step is optional but strongly recommended, especially for production environments.) See Chapter 29, "Configuring Keystores".


	
Enable SSL for WebLogic Server. (This step is also optional, but strongly recommended for all production environments.) See Part I, "Configuring SSL".


	
When you have moved to production, review and implement the additional security options described in Securing a Production Environment for Oracle WebLogic Server.




In addition, you can:

	
Configure a connection filter. See Using Connection Filters.


	
Enable interoperability between WebLogic domains. See Chapter 43, "Configuring Cross-Domain Security".









Methods of Configuring Security

In many cases, this document describes how to configure WebLogic security by using the WebLogic Server Administration Console. Generally, any configuration task you can accomplish through the Console you can also accomplish by using the WebLogic Scripting Tool or the Java Management Extensions (JMX) APIs. The following table shows where you can get information about using either tool as an alternative to the WebLogic Server Administration Console for configuring security:


	For information about using . . .	. . . see the following topics
	WLST	"Managing Security Data (WLST Online)" in Understanding the WebLogic Scripting Tool
	JMX APIs	"Choosing an MBean Server to Manage Security Realms" in Developing Custom Management Utilities Using JMX for Oracle WebLogic Server






When you manage security realms, you must use two different MBean servers depending on your task:

	
To set the value of a security MBean attribute, you must use the Edit MBean Server.


	
To add users, groups, roles, and policies, or to invoke other operations in a security provider MBean, you must use a Runtime MBean Server or the Domain Runtime MBean Server.




In addition, to prevent the possibility of incompatible changes, you cannot invoke operations in security provider MBeans if your client or another JMX client has an edit session currently active. The WebLogic Server Administration Console automatically enforces this limitation and automatically accesses the proper MBean server. When you use the WebLogic Server Administration Console, you can override this limitation by selecting the Domain > Security > General page and enabling Allow Security Management Operations if Non-dynamic Changes have been Made. Setting this attribute to true permits users to perform security management operations without restarting the server. Note that this attribute is reset to false when a new MBean edit session begins.

For example, the value of the MinimumPasswordLength attribute in DefaultAuthenticatorMBean is stored in the domain's configuration document. Because all modifications to this document are controlled by WebLogic Server, to change the value of this attribute you must use the Edit MBean Server and acquire a lock on the domain's configuration. The createUser operation in DefaultAuthenticatorMBean adds data to an LDAP server, which is not controlled by WebLogic Server. To prevent incompatible changes between the DefaultAuthenticatorMBean's configuration and the data that it uses in the LDAP server, you cannot invoke the createUser operation if you or other users are in the process of modifying the MinimumPasswordLength attribute. In addition, because changing this attribute requires you to restart WebLogic Server, you cannot invoke the createUser operation until you have restarted the server.






How Passwords Are Protected in WebLogic Server

It is important to protect passwords that are used to access resources in a WebLogic domain. In the past, usernames and passwords were stored in clear text in a WebLogic security realm. Now the user account passwords in a WebLogic domain are stored in the embedded LDAP and use a one-way hash that cannot be decrypted.




	
Note:

The password digest feature does not use hashed passwords. Instead, reversible encryption is used so that password digests can be computed at runtime. For information on the Enable Password Digests attribute, see "Default Authentication Provider: Provider Specific" in Oracle WebLogic Server Administration Console Online Help.







The SerializedSystemIni.dat file contains the master encryption key for the domain. It is associated with a specific WebLogic domain so it cannot be moved from domain to domain.

Sensitive configuration data, including such items as JDBC passwords, is encrypted with the master encryption key. This encrypted data is kept in config.xml, or in the security metadata/policy store in the embedded LDAP. (RDBMS is used if configured.)

If the SerializedSystemIni.dat file is destroyed or corrupted, you must reconfigure the WebLogic domain. Therefore, you should take the following precautions:

	
Make a backup copy of the SerializedSystemIni.dat file and put it in a safe location.


	
Set permissions on the SerializedSystemIni.dat file such that the system administrator of a WebLogic Server deployment has write and read privileges and no other users have any privileges.











3 WebLogic Server Security Standards


This chapter describes the security standards supported by WebLogic Server.

This chapter includes the following topics:

	
Supported Security Standards


	
Supported FIPS Standards and Cipher Suites






Supported Security Standards

WebLogic Server supports the security standards shown in Table 3-1.


Table 3-1 WebLogic Server Security Standards Support

	Standard	Version	Additional Considerations
	
JAAS

	
JAAS version depends on the Java SE version.

See http://docs.oracle.com/javase/8/docs/technotes/guides/security/jgss/tutorials/AcnOnly.html.

	
See Configuring a Domain to Use JAAS Authorization.


	
JASPIC

	
1.1

	
See Chapter 44, "Configuring JASPIC Security".


	
JACC

	
1.5

	
See Using the Java Authorization Contract for Containers.


	
Java EE application packaged permissions

	
Java EE 7 Platform Specification

	

	
JCE

	
1.4

RSA JCE: Crypto-J V6.1.1

JDK 8 JCE provider (SunJCE) is also supported.

nCipher JCE is also supported.

	
See Chapter 35, "Using JCE Providers with WebLogic Server".

See http://www.ncipher.com for nCipher JCE information.


	
JSSE

	
Default SSL implementation based on JDK 8 Java Secure Socket Extension (JSSE).

RSA JSSE is also supported

	

See Chapter 38, "Using the JSSE-Based SSL Implementation".

See Using the RSA JSSE Provider in WebLogic Server.
Note: Although JSSE supports Server Name Indication (SNI) in its SSL implementation, WebLogic Server does not support SNI.


	
Kerberos

	
Version 5

	
See Chapter 20, "Configuring Single Sign-On with Microsoft Clients".


	
LDAP

	
v3

	

See Chapter 13, "Configuring LDAP Authentication Providers".

Also see Chapter 27, "Managing the Embedded LDAP Server".
	
SAML

	
1.1, 2.0

	

See Chapter 22, "Configuring SAML 1.1 Services".

See Chapter 23, "Configuring SAML 2.0 Services".
	
SPNEGO

	
Specified by http://tools.ietf.org/html/rfc4178.

	
See Chapter 20, "Configuring Single Sign-On with Microsoft Clients".


	
SSL

	
v3. (WebLogic Server does not support SSL 2.0.)

	
See Chapter 37, "Specifying the SSL Protocol Version" for version-specific information.


	
SSO

	
Via Microsoft Clients

Via SAML

	
See Chapter 20, "Configuring Single Sign-On with Microsoft Clients".

See Chapter 21, "Configuring Single Sign-On with Web Browsers and HTTP Clients Using SAML".


	
TLS

	
v1.0, v1.1, v1.2

	
Note: TLS V1.1 is the default minimum protocol version configured in WebLogic Server. Oracle recommends the use of TLS V1.1 or later in a production environment.

See Chapter 37, "Specifying the SSL Protocol Version" for version-specific information.


	
Uncovered HTTP methods

	
Servlet 3.1

	

	
X.509

	
v3

	
WebLogic Server supports 4096-bit keys. (4096-bit keys may require substantially more compute time for some operations.)

Certificates generated with CertGen have a default 2048-bit key size. You specify the key size with the -strength option.

The WebLogic Server demo CA has a 2048-bit key length.

As of JDK 8, the use of x.509 certificates with RSA keys less than 1024 bits in length are blocked.


	
xTensible Access Control Markup Language (XACML)

	
2.0

	
See Chapter 7, "Configuring Authorization and Role Mapping Providers".


	
Partial implementation of Core and Hierarchical Role Based Access Control (RBAC) Profile of XACML

	
2.0

Specified by http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-rbac-profile1-spec-os.pdf.

	











Supported FIPS Standards and Cipher Suites

Table 3-2 lists the supported FIPS versions and cipher suites.


Table 3-2 Cipher Suites and FIPS 140-2 Supported Versions

	Standard	Version	Additional Considerations
	
FIPS 140-2

	
RSA Crypto-J V6.1.1

RSA SSL-J V6.1.2

RSA Cert-J V6.1.1

	
See Chapter 36, "Enabling FIPS Mode".

You can also use the RSA JSSE and JCE providers in non-FIPS mode:

See Using the RSA JCE Provider

See Using the RSA JSSE Provider in WebLogic Server


	
Cipher Suites for JSSE JDK 8

	
The preferred negotiated cipher combination is AES + SHA2.

	
The set of cipher suites supported by the JDK 8 SunJSSE is listed here: http://docs.oracle.com/javase/8/docs/technotes/guides/security/SunProviders.html#SunJSSEProvider.


	
Cipher Suites for RSA JSSE

	
Product Dependent

	
See http://www.emc.com/security/rsa-bsafe.htm


	
Cipher suites supported in the (removed) WebLogic Server Certicom SSL implementation and the SunJSSE equivalent.

	
Product Dependent

	
Documented for backward compatibility. See Table 38-2.

When using Certicom, WebLogic Server does not support SHA256 hashing, or signature algorithms that include SHA256.














4 Configuring Security for a WebLogic Domain


This chapter summarizes the steps to configure security for a WebLogic Server environment, with emphasis on tasks to perform before, during, and after creating the WebLogic domains that operate in that environment.

This chapter includes the following sections:

	
Performing a Secure Installation of WebLogic Server


	
Creating a WebLogic Domain for Production Use


	
Securing the Domain After You Have Created It


	
Obtaining Private Keys, Digital Certificates, and Trusted Certificate Authority Certificates


	
Storing Private Keys, Digital Certificates, and Trusted Certificate Authority Certificates


	
Protecting User Accounts


	
Using Connection Filters




For a complete checklist of all components in the WebLogic Server that should be secured in a production environment, including specific tasks recommended for securing the WebLogic Server host, the WebLogic Security Service, files and databases used by WebLogic Server, see Securing a Production Environment for Oracle WebLogic Server.



Performing a Secure Installation of WebLogic Server

If you are installing WebLogic Server in a production environment, Oracle strongly recommends the guidelines described in the following sections:

	
Before Installing WebLogic Server


	
While Running the Installation Program


	
Immediately After Installation is Complete






Before Installing WebLogic Server

Before you start the WebLogic Server installation program, complete the following tasks:

	
Create a My Oracle Support account so that you can register your WebLogic Server installation with Oracle and receive security updates automatically. For more information, visit http://www.oracle.com/support/index.html.


	
Secure the host machine, operating system, and file system to ensure that access is restricted only to authorized users. For example:

	
Keep your hardware in a secured area to prevent unauthorized operating system users from gaining access to the machine and its network connections.


	
Make sure the host machine has the latest operating system patches and security updates.




	
Note:

As new patches become available, you should download and install them promptly.











	
Secure networking services and the file system that the operating system provides to prevent unauthorized access. For example, make sure that any file system sharing is secured.


	
Set operating system file access permissions to restrict access to data stored on disk that will be used or managed by WebLogic Server, such as the security LDAP database and directories into which keystores are created and managed.


	
Limit the number of user accounts on the host machine. Create a group to contain only the following user accounts:

	
The user who installs WebLogic Server only.


	
The user who creates the WebLogic domain and uses Node Manager to start the Administration Server and each Managed Server instance in the domain.




Restrict the privileges of these user accounts to only the following directories:

	
Oracle home — Root directory created for all Oracle Fusion Middleware products on a host computer


	
WebLogic home — Root directory of the WebLogic Server installation


	
Domain home — Root directory of the WebLogic domain







	
Note:

Some processes also need access to temporary directories by default, such as /tmp on Unix platforms. If the privileges of a user account are restricted to only the Oracle home, WebLogic home, and WebLogic domain directories, the user must change environment variables, such as TEMP or TMP, to point to a directory to which that user does have access.








	
Ensure that any Web servers on the host machine run only as an unprivileged user, never as root. See also "Security Practices & Evaluations" information available from the CERT Coordination Center at http://www.cert.org/.


	
Ensure no software development tools or sample software is installed.


	
Consider using additional software to secure your operating system, such as a reputable intrusion detection system (IDS).




See "Securing the WebLogic Server Host" in Securing a Production Environment for Oracle WebLogic Server for more information.






While Running the Installation Program

During installation, make sure you do the following:

	
Do not install the sample applications component.


	
On the Specify Security Updates installer screen, select I wish to receive security updates via My Oracle Support.




For more information, see "Read Security Publications" and "Install WebLogic Server in a Secure Manner" in Securing a Production Environment for Oracle WebLogic Server.






Immediately After Installation is Complete

	
Remove the Derby DBMS database, which is bundled with WebLogic Server for use by the sample applications and code examples as a demonstration database. Derby DBMS is located in the WL_HOME/common/derby directory.


	
Visit the Critical Patch Updates and Security Alerts page at the following location to review WebLogic Server security advisories:

http://www.oracle.com/technetwork/topics/security/alerts-086861.html











Creating a WebLogic Domain for Production Use

When configuring a WebLogic domain for use in a production environment, using tools such as the Configuration Wizard, the pack/unpack commands, or WLST:

	
Configure the domain to run in production mode. The domain mode determines default settings regarding security and logging. In production mode, the security configuration is relatively stringent, such as requiring a user name and password to deploy applications and start the Administration Server.

If you are using the unpack command to create a full WebLogic domain, or a subset of a domain that is used for a Managed Server domain directory on a remote machine, use the -server_start_mode=prod parameter to configure production mode.

Note that it is possible to change the domain mode from development to production, and vice versa. However, for production environments with more stringent security requirements, Oracle recommends setting the production domain mode at the time you create the domain (as opposed to changing a development mode domain to production mode).

For more information, see "Development and Production Modes" in Understanding Domain Configuration for Oracle WebLogic Server.


	
If the domain will interoperate with other WebLogic domains, or has the potential for that use at some future point, choose resource names carefully. Many resource names are fixed at the time a domain is created, and stringent requirements must be observed for resource names when using Cross-Domain Security, transactions, and messaging.

For more information, see "Requirements for Transaction Communication" in Developing JTA Applications for Oracle WebLogic Server.


	
When creating domains using WLST, do not enter unencrypted passwords in commands for configuring entities that require them, such as passwords for:

	
Domain administrator


	
Node Manager user


	
Database user


	
JKS keystores (both when creating the keystores and again when configuring them with WebLogic Server)


	
Wallet




Specifying unencrypted passwords in WLST commands is a security risk: they can be easily viewed from the monitor screen by others, and they are displayed in process listings that log the execution of those commands. Instead, omit the password from the command. When the command is executed, WLST automatically prompts you for any passwords needed to complete the domain configuration.









Securing the Domain After You Have Created It

After you have created your domain and have started it, perform the following tasks to optimize the domain's security:

	
Configure the Password Validation provider to manage and enforce password composition rules. The Password Validation provider is configured out-of-the-box to work with several WebLogic authentication providers.

For more information, see Chapter 17, "Configuring the Password Validation Provider".


	
As you create or add users to the security realm, check that the User Lockout options on user accounts are set for maximum protection. Note that the configuration of User Lockout is defined on a per realm basis. Therefore, if the default User Lockout settings are not suitable for your needs, you might need to customize these settings whenever you create a new security realm.

For more information, see Protecting User Accounts and How Passwords Are Protected in WebLogic Server.


	
If you have configured Node Manager to start, shut down, and restart the Administration Server and Managed Server instances distributed across multiple machines, make sure that Node Manager security is properly configured.

If you are using Java Node Manager (recommended for production environments), see "Configuring Java-based Node Manager Security" in Administering Node Manager for Oracle WebLogic Server.

If you are using Script Node Manager, which may be suitable for environments that have less stringent security requirements, see "Step 2: Configure Node Manager Security" in Administering Node Manager for Oracle WebLogic Server.


	
Enable auditing, which provides an automated way of collecting and storing information about events and other activity occurring in the system. Auditing is available through either of the following means:

	
Configuration auditing — When this is enabled, the Administration Server emits log messages and generates audit events when a user changes the configuration of any resource within a domain or invokes management operations on any resource within a domain.


	
WebLogic Auditing provider — Optional security provider that collects, stores, and distributes information about operating requests and the outcome of those requests for the purposes of non-repudiation. When configuration auditing is enabled, the WebLogic Auditing provider also logs configuration auditing events.




Note that auditing may impose a performance overhead that should be taken into consideration. However, by adjusting how auditing is configured, this additional overhead can be minimized. When enabling auditing, make sure that sufficient disk space is available for the audit log. For more information, see Chapter 8, "Configuring the WebLogic Auditing Provider".


	
Make sure that the JVM platform MBean server cannot be accessed remotely. For more information, see "Monitoring and Management Using JMX Technology" at http://docs.oracle.com/javase/8/docs/technotes/guides/management/agent.html.


	
If you have a requirement to comply with Federal Information Processing Standards (FIPS) 140-2, complete the appropriate procedures described in Chapter 36, "Enabling FIPS Mode".


	
Make sure configuration settings for complete message time out are sized appropriately for your system. For more information, see "Configuring Network Resources" in Administering Server Environments for Oracle WebLogic Server.


	
Create and configure the keystores used for holding identity and trust; that is, the keystores containing identity certificates and the keystore containing trusted Certificate Authority (CA) certificates. See Chapter 29, "Configuring Keystores".

If you are using the Oracle OPSS Keystore Service (KSS) for use with WebLogic Server, see Chapter 30, "Configuring Oracle OPSS Keystore Service".

Configure certificate validation and revocation checking to ensure that:

	
Each certificate in a certificate chain was issued by a certificate authority, as explained in Chapter 34, "SSL Certificate Validation".


	
The revocation status of each certificate WebLogic Server validates is current. See Chapter 39, "X.509 Certificate Revocation Checking".





	
Configure a host name verifier. When making an SSL connection, the host name verifier ensures that the host name in the URL to which the client connects matches the host name in the digital certificate that the server sends back. For information, see Chapter 31, "Using Host Name Verification".


	
Configure SSL for the administration port, network channels, database connections, LDAP server connections, and other resources handling communication that must be secured. In particular, make sure that connections to remote server instances in the domain are secured with SSL. The specific components for which either one- or two-way SSL needs to be configured depends on the overall topology of the production environment. For details, see the following topics:


Table 4-1 SSL Configuration Topics

	For information about . . .	. . . see the following topic
	
An overview of using SSL to secure communications in a basic WebLogic domain

	
"Secure Sockets Layer (SSL)" in Understanding Security for Oracle WebLogic Server


	
Where to use one-way and two-way SSL in a basic WebLogic domain

	
"One-way/Two-way SSL Authentication" in Understanding Security for Oracle WebLogic Server


	
Steps to configure SSL in a basic WebLogic domain

	
Setting Up SSL: Main Steps



	
Configuring an administration port for secure communication with the domain Administration Server

	
"Administration Port and Administrative Channel" in Administering Server Environments for Oracle WebLogic Server


	
Securing database connections

	
"Understanding Data Source Security" in Administering JDBC Data Sources for Oracle WebLogic Server


	
An overview of using SSL in Oracle Fusion Middleware to secure components in web, middle, and data tiers

	
"About SSL in Oracle Fusion Middleware" in Administering Oracle Fusion Middleware


	
Best practices for configuring SSL in WebLogic Server

	
"Section 2. Security Best Practices" in Document ID 1074055.1, available from My Oracle Support at https://support.oracle.com/











	
Notes:

Note the following:
	
By default, WebLogic Server is configured for one-way SSL authentication; however, the SSL port is disabled. Oracle strongly recommends enabling the SSL port in all server instances in a production domain.


	
The demonstration digital certificates, private keys, and trusted CA certificates provided in WebLogic Server should never be used in a production environment.













	
Restrict the size and the time limit of requests on external channels to prevent Denial of Service attacks. For information, see "Reducing the Potential for Denial of Service Attacks" in Tuning Performance of Oracle WebLogic Server.


	
If you use multiple Authentication providers, be sure to set the JAAS control flag correctly. For information, see Using More Than One Authentication Provider.


	
Ensure that you have correctly assigned users and groups to the default WebLogic Server security roles. For information, see "Users, Groups, And Security Roles" in Securing Resources Using Roles and Policies for Oracle WebLogic Server.









Obtaining Private Keys, Digital Certificates, and Trusted Certificate

Authority Certificates

You have multiple choices for obtaining private keys, digital certificates, and trusted CA certificates for your WebLogic Server environment. When choosing, note the following considerations:

	
For production environments, Oracle strongly recommends obtaining private keys and digital certificates only from a reputable certificate authority such as Entrust or Symantec Corporation. For information, see Obtaining and Storing Certificates for Production Environments.


	
For development environments only, you can use the digital certificates, private keys, and trusted CA certificates provided by WebLogic Server. You can also use keytool or the CertGen utility to generate self-signed certificates. For information, see Using Keystores and Certificates in a Development Environment.









Storing Private Keys, Digital Certificates, and Trusted Certificate

Authority Certificates

Once you have obtained private keys, digital certificates, and trusted CA certificates, you need to store them so that WebLogic Server can use them to find and verify identity. Private keys, their associated digital certificates, and trusted CA certificates are stored in keystores. Then you need to configure those keystores with WebLogic Server.


	For information about . . .	. . . see the following topic
	Creating a keystore	Creating a Keystore

	Configuring a keystore to be used with WebLogic Server	Configuring Keystores with WebLogic Server

	A step-by-step example of using the keytool utility to create a keystore and store keys and certificates in it	Creating a Keystore: An Example

	Displaying the certificates contained in a keystore	Viewing Keystore Contents

	Updating certificates that are due to expire	Replacing Expiring Certificates











Protecting User Accounts

WebLogic Server defines a set of configuration options to protect user accounts from intruders. In the default security configuration, these options are set for maximum protection. You can use the WebLogic Server Administration Console to modify these options using the Configuration > User Lockout page, which is available for each security realm.

As a system administrator, you have the option of turning off all the configuration options, increasing the number of login attempts before a user account is locked, increasing the time period in which invalid login attempts are made before locking the user account, and changing the amount of time a user account is locked. Remember that changing the configuration options lessens security and leaves user accounts vulnerable to security attacks. See "Set user lockout attributes" in the Oracle WebLogic Server Administration Console Online Help.




	
Notes:

The User Lockout options apply to the default security realm and all its security providers. User Lockout works in all security realms, is layered on top of all configured providers, including custom ones, and is enabled by default.
If you are using an Authentication provider that has its own mechanism for protecting user accounts, consider if disabling User Lockout on the security realm is appropriate because other Authentication providers might be configured in the security realm.

If a user account becomes locked and you delete the user account and add another user account with the same name and password, the User Lockout configuration options will not be reset.









For information about unlocking a locked user account, see "Unlock user accounts" in the Oracle WebLogic Server Administration Console Online Help. Unlocking a locked user account can be done through either the WebLogic Server Administration Console or the clearLockout attribute on the UserLockoutManagerRuntimeMBean.






Using Connection Filters

Connection filters allow you to deny access at the network level. They can be used to protect server resources on individual servers, server clusters, or an entire internal network or intranet. For example, you can deny any non-SSL connections originating outside of your corporate network. Network connection filters are a type of firewall in that they can be configured to filter on protocols, IP addresses, and DNS node names.

Connection filters are particularly useful when using the Administration port. Depending on your network firewall configuration, you may be able to use a connection filter to further restrict administration access. A typical use might be to restrict access to the Administration port to only the servers and machines in the WebLogic domain. An attacker who gets access to a machine inside the firewall, still cannot perform administration operations unless the attacker is on one of the permitted machines.

WebLogic Server provides a default connection filter called weblogic.security.net.ConnectionFilterImpl. This connection filter accepts all incoming connections and also provides static factory methods that allow the server to obtain the current connection filter. To configure this connection filter to deny access, simply enter the connection filters rules in the WebLogic Server Administration Console.

You can also use a custom connection filter by implementing the classes in the weblogic.security.net package. For information about writing a connection filter, see "Using Network Connection Filters" in Developing Applications with the WebLogic Security Service. Like the default connection filter, custom connection filters are configured in the WebLogic Server Administration Console.

To configure a connection filter:

	
Enable the logging of accepted messages. This Connection Logger Enabled option logs successful connections and connection data in the server. This information can be used to debug problems relating to server connections.


	
Choose which connection filter is to be used in the domain.

	
To configure the default connection filter, specify weblogic.security.net.ConnectionFilterImpl in Connection Filter.


	
To configure a custom connection filter, specify the class that implements the network connection filter in Connection Filter. This class must also be specified in the CLASSPATH for WebLogic Server.





	
Enter the syntax for the connection filter rules.




For more information:

	
See "Configure connection filtering" in the Oracle WebLogic Server Administration Console Online Help.


	
For information about connection filter rules and writing a custom connection filter, see "Using Network Connection Filters" and "Developing Custom Connection Filters" in Developing Applications with the WebLogic Security Service.


	
You can also use the WebLogic Scripting Tool or Java Management Extensions (JMX) APIs to create a new security configuration.










 
5 Customizing the Default Security Configuration


This chapter describes how you can customize the default security configuration by creating a new security realm.

This chapter includes the following sections:

	
Why Customize the Default Security Configuration?


	
Using Automatic Realm Restart


	
Before You Create a New Security Realm


	
Creating and Configuring a New Security Realm: Main Steps




For information about configuring security providers, see Chapter 6, "About Configuring WebLogic Security Providers" and Chapter 11, "About Configuring the Authentication Providers in WebLogic Server".

For information about migrating security data to a new security realm, see Chapter 25, "Migrating Security Data".



Why Customize the Default Security Configuration?

To simplify the configuration and management of security, WebLogic Server provides a default security configuration. In the default security configuration, myrealm is set as the default (active) security realm, and the WebLogic Adjudication, Authentication, Identity Assertion, Credential Mapping, CertPath, XACML Authorization and XACML Role Mapping providers are defined as the security providers in the security realm.

Customize the default security configuration if you want to do any of the following:

	
Replace one of the security providers in the default realm with a different security provider.


	
Configure additional security providers in the default security realm. (For example, if you want to use two Authentication providers, one that uses the embedded LDAP server and one that uses a Windows NT store of users and groups.)


	
Use an Authentication provider that accesses an LDAP server other than WebLogic Server's embedded LDAP server.


	
Use an existing store of users and groups (for example, a DBMS database) instead of defining users and groups in the WebLogic Authentication provider (also known as the DefaultAuthenticator).


	
When performing authentication, use the GUID or DN attributes of principals, in addition to user names, specify that principal matching is case-insensitive.


	
Add an Auditing provider to the default security realm.


	
Use an Identity Assertion provider that handles SAML assertions or Kerberos tokens.


	
Use the Certificate Registry to add certificate revocation to the security realm.


	
Change the default configuration settings of the security providers.


	
Use a custom Authorization or Role Mapping provider that does not support parallel security policy and role modification, respectively, in the security provider database.




For information about configuring different types of security providers in a security realm, see Chapter 6, "About Configuring WebLogic Security Providers" and Chapter 11, "About Configuring the Authentication Providers in WebLogic Server".

The easiest way to customize the default security configuration is to add the security providers you want to the default security realm (myrealm). However, Oracle recommends instead that you customize the default security configuration by creating an entirely new security realm. This preserves your ability to revert more easily to the default security configuration. You configure security providers for the new realm; migrate any security data, such as users as groups, from the existing default realm; and then set the new security realm as the default realm. See Creating and Configuring a New Security Realm: Main Steps.






Using Automatic Realm Restart

This section is TBD.






Before You Create a New Security Realm

Before creating a new security realm, you need to decide:

	
Which security providers you want to use. WebLogic Server includes a wide variety of security providers and, in addition, allows you to create or obtain custom security providers. A valid security realm requires an Authentication provider, an Authorization provider, an Adjudication provider, a Credential Mapping provider, a Role Mapping provider, and a CertPathBuilder. In addition, a security realm can optionally include Identity Assertion, Auditing, and Certificate Registry providers. If your new security realm includes two or more providers of the same type (for example, more than one Authentication provider or more than one Authorization provider), you need to determine how these providers should interact with each other. See Using More Than One Authentication Provider.

In addition, custom Authorization and Role Mapping providers may or may not support parallel security policy and role modification, respectively, in the security provider database. If your custom Authorization and Role Mapping security providers do not support parallel modification, the WebLogic Security framework can enforce a synchronization mechanism that results in each application and module being placed in a queue and deployed sequentially. To do this, set the Deployable Provider Synchronization Enabled and Deployable Provider Synchronization Timeout controls for the realm.


	
What model to use to set security roles and security policies for Web application and EJB resources. These security roles and policies can be set through deployment descriptors or through the WebLogic Server Administration Console. See "Options for Securing Web Application and EJB Resources" in Securing Resources Using Roles and Policies for Oracle WebLogic Server.


	
Whether or not to use the Web resource.

The Web resource is deprecated. If you are configuring a custom Authorization provider that uses the Web resource (instead of the URL resource) in the new security realm, enable Use Deprecated Web Resource on the new security realm. This option changes the runtime behavior of the Servlet container to use a Web resource rather than a URL resource when performing authorization.



	
Note:

When you create a new security realm, you must configure at least one of the Authentication providers to return asserted LoginModules. Otherwise, run-as tags defined in deployment descriptors will not work.








For more information, see "Configure new security realms" in the Oracle WebLogic Server Administration Console Online Help.






Creating and Configuring a New Security Realm: Main Steps

To create a new security realm:

	
Define a name and set the configuration options for the security realm. See Before You Create a New Security Realm and "Configure new security realms" in the Oracle WebLogic Server Administration Console Online Help.


	
Configure the required security providers for the security realm. A valid security realm requires an Authentication provider, an Authorization provider, an Adjudication provider, a Credential Mapping provider, a Role Mapping provider, and a CertPathBuilder. See Chapter 6, "About Configuring WebLogic Security Providers" and Chapter 11, "About Configuring the Authentication Providers in WebLogic Server".


	
Optionally, define Identity Assertion, Auditing, and Certificate Registry providers. See Chapter 6, "About Configuring WebLogic Security Providers" and Chapter 11, "About Configuring the Authentication Providers in WebLogic Server".


	
If you configured the Default Authentication, Authorization, Credential Mapping or Role Mapping provider or the Certificate Registry in the new security realm, verify that the settings of the embedded LDAP server are appropriate. See Chapter 27, "Managing the Embedded LDAP Server".


	
Optionally, configure caches to improve the performance of the WebLogic or LDAP Authentication providers in the security realm. See Improving the Performance of LDAP Authentication Providers.


	
Protect WebLogic resources in the new security realm with security policies. Creating security policies is a multi-step process with many options. To fully understand this process, read Securing Resources Using Roles and Policies for Oracle WebLogic Server in conjunction with Administering Security for Oracle WebLogic Server 12c (12.2.1) to ensure security is completely configured for a WebLogic Server deployment.


	
If the security data (users and groups, roles and policies, and credential maps) defined in the existing security realm will also be valid in the new security realm, you can export the security data from the existing realm and import it into the new security realm. See Chapter 25, "Migrating Security Data".


	
Protect user accounts in the new security realm from dictionary attacks by setting lockout attributes. See Protecting User Accounts.


	
Optionally, set the new realm as the default administrative realm for the WebLogic domain. See "Change the default security realm" in the Oracle WebLogic Server Administration Console Online Help.



	
Note:

You can also use the WebLogic Scripting Tool or Java Management Extensions (JMX) APIs to create a new security configuration. See Understanding the WebLogic Scripting Tool.














Part II


Configuring Security Providers

This part explains how to configure the security providers provided by WebLogic Server.

Part II contains the following chapters:

	
Chapter 6, "About Configuring WebLogic Security Providers"


	
Chapter 7, "Configuring Authorization and Role Mapping Providers"


	
Chapter 8, "Configuring the WebLogic Auditing Provider"


	
Chapter 9, "Configuring Credential Mapping Providers"


	
Chapter 10, "Configuring the Certificate Lookup and Validation Framework"







	
Note:

WebLogic Server includes so many Authentication providers and Identity Assertion providers that they are presented in a separate section. See Part II, "Configuring Authentication Providers".









 
6 About Configuring WebLogic Security Providers


This chapter provides general information about configuring the security providers supplied by WebLogic Server.

This chapter includes the following sections:

	
When Do You Need to Configure a Security Provider?


	
Reordering Security Providers


	
Enabling Synchronization in Security Policy and Role Modification at Deployment






When Do You Need to Configure a Security Provider?

By default, most WebLogic security providers are generally configured to run after you install WebLogic Server. However, the following circumstances require you to supply configuration information:

	
Before using the WebLogic Identity Assertion provider, define the active token type. See Chapter 18, "Configuring Identity Assertion Providers".


	
To map tokens to a user in a security realm, configure the user name mapper in the WebLogic Identity Assertion provider. See Configuring a WebLogic Credential Mapping Provider.


	
To use auditing in the default (active) security realm, configure either the WebLogic Auditing provider or a custom Auditing provider. See Chapter 8, "Configuring the WebLogic Auditing Provider".


	
To use HTTP and Kerberos-based authentication in conjunction with WebLogic Server. See Chapter 20, "Configuring Single Sign-On with Microsoft Clients".


	
To use identity assertion based on SAML assertions. See Chapter 21, "Configuring Single Sign-On with Web Browsers and HTTP Clients Using SAML".


	
To use certificate revocation. See Chapter 10, "Configuring the Certificate Lookup and Validation Framework".


	
To use an LDAP server other than the embedded LDAP server, configure one of the LDAP Authentication providers. An LDAP authentication provider can be used instead of or in addition to the WebLogic Authentication provider. See Chapter 13, "Configuring LDAP Authentication Providers".


	
To access user, password, group, and group membership information stored in databases for authentication purposes. See Chapter 14, "Configuring RDBMS Authentication Providers". The RDBMS Authentication providers can be used to upgrade from the RDBMS security realm.


	
To use Windows NT users and groups for authentication purposes. See Chapter 15, "Configuring the Windows NT Authentication Provider". The Windows NT Authentication provider is the upgrade path for the Window NT security realm.


	
When you create a new security realm, configure security providers for that realm. See Creating and Configuring a New Security Realm: Main Steps.


	
When you add a custom security provider to a security realm or replace a WebLogic security provider with a custom security provider, configure options for the custom security provider.




You can use either the WebLogic-supplied security providers or a custom security provider in a security realm. To configure a custom security provider, see "Configure custom security providers" in the Oracle WebLogic Server Administration Console Online Help.






Reordering Security Providers

You can configure more than one security provider of a given type in a security realm. For example, you might use two or more different Role Mapping providers or Authorization providers. If you have more than one security provider of the same type in a security realm, the order in which these providers are called can affect the overall outcome of the security processes. By default, security providers are called in the order that they were added to the realm. You can use the WebLogic Server Administration Console to change the order of the providers. See "Re-order security providers" in the Oracle WebLogic Server Administration Console Online Help.






Enabling Synchronization in Security Policy and Role Modification at Deployment

For the best performance, and by default, Weblogic Server supports parallel modification to security policy and roles during application and module deployment. For this reason, deployable Authorization and Role Mapping providers configured in the security realm should support parallel calls. The WebLogic deployable XACML Authorization and Role Mapping providers meet this requirement.

However, custom deployable Authorization and Role Mapping providers may or may not support parallel calls. If your custom deployable Authorization or Role Mapping providers do not support parallel calls, you need to disable the parallel security policy and role modification and instead enforce a synchronization mechanism that results in each application and module being placed in a queue and deployed sequentially. Otherwise, if a provider does not support parallel calls, it generates a java.util.ConcurrentModificationException exception.

You can turn on this synchronization enforcement mechanism on in two ways:




	
Note:

Enabling the synchronization mechanism affects every deployable provider configured in the realm, including the WebLogic Server XACML providers. Enabling the synchronization mechanism may negatively impact the performance of these providers.







	
From the WebLogic Server Administration Console. Set the Deployable Provider Synchronization Enabled and Deployable Provider Synchronization Timeout controls for the realm.

The Deployable Provider Synchronization Enabled control enforces a synchronization mechanism that results in each application and module being placed in a queue and deployed sequentially.

The Deployable Provider Synchronization Timeout control sets or returns the timeout value, in milliseconds, for the deployable security provider synchronization operation. This is the maximum time a deployment cycle wants to wait in the queue when the previous cycle is stuck.


	
From the DeployableProviderSynchronizationEnabled and DeployableProviderSynchronizationTimeout attributes of the RealmMBean. From WLST, set the DeployableProviderSynchronizationEnabled and DeployableProviderSynchronizationTimeout attributes of the RealmMBean.

See RealmMBean in MBean Reference for Oracle WebLogic Server.











7 Configuring Authorization and Role Mapping Providers


This chapter explains how to configure an Authorization provider, a Role Mapping provider, and the WebLogic Adjudication provider, which resolves conflicts when multiple Authorization providers are configured in the realm.

This chapter includes the following sections:

	
Configuring an Authorization Provider


	
Configuring the WebLogic Adjudication Provider


	
Configuring a Role Mapping Provider






Configuring an Authorization Provider

Authorization is the process whereby the interactions between users and resources are limited to ensure integrity, confidentiality, and availability. In other words, authorization is responsible for controlling access to resources based on user identity or other information. You should only need to configure an Authorization provider when you create a new security realm.

By default, security realms in newly created domains include the XACML Authorization provider. The XACML Authorization provider uses XACML, the eXtensible Access Control Markup Language. For information about using the XACML Authorization provider, see "Using XACML Documents to Secure WebLogic Resources" in Securing Resources Using Roles and Policies for Oracle WebLogic Server. WebLogic Server also includes the WebLogic Authorization provider, which uses a proprietary policy language. This provider is named DefaultAuthorizer, but is no longer the default authorization provider.

See Enabling Synchronization in Security Policy and Role Modification at Deployment for information about how Authorization providers support parallel modification to security policy during application and module deployment.

See "Configure Authorization providers" in the Oracle WebLogic Server Administration Console Online Help.




	
Note:

The WebLogic Authorization provider improves performance by caching the roles, predicates, and resource data that it looks up. For information on configuring these caches, see "Best Practices: Configure Entitlements Caching When Using WebLogic Providers" in Securing Resources Using Roles and Policies for Oracle WebLogic Server. The XACML Authorization uses its own cache, but this cache is not configurable.












Configuring the WebLogic Adjudication Provider

When multiple Authorization providers are configured in a security realm, each may return a different answer to the "is access allowed" question for a given resource. This answer may be PERMIT, DENY, or ABSTAIN. Determining what to do if multiple Authorization providers do not agree on the answer is the primary function of the Adjudication provider. Adjudication providers resolve authorization conflicts by weighting each Authorization provider's answer and returning a final decision.

Each security realm requires an Adjudication provider, and can have no more than one active Adjudication provider. By default, a WebLogic security realm is configured with the WebLogic Adjudication provider. You can use either the WebLogic Adjudication provider or a custom Adjudication provider in a security realm.




	
Note:

In the WebLogic Server Administration Console, the WebLogic Adjudication provider is referred to as the Default Adjudicator.







By default, most configuration options for the WebLogic Adjudication provider are defined. However, you can set the Require Unanimous Permit option to determine how the WebLogic Adjudication provider handles a combination of PERMIT and ABSTAIN votes from the configured Authorization providers.

	
If the option is enabled (the default), all Authorization providers must vote PERMIT in order for the Adjudication provider to vote true.


	
If the option is disabled, ABSTAIN votes are counted as PERMIT votes.









Configuring a Role Mapping Provider

Role Mapping providers compute the set of roles granted to a subject for a given resource. Role Mapping providers supply Authorization providers with this role information so that the Authorization provider can answer the "is access allowed?" question for WebLogic resources. By default, a WebLogic security realm is configured with the XACML Role Mapping provider. The XACML Role Mapping provider uses XACML, the eXtensible Access Control Markup Language. For information about using the XACML Role Mapping provider, see "Using XACML Documents to Secure WebLogic Resources" in Securing Resources Using Roles and Policies for Oracle WebLogic Server.

WebLogic Server also includes the WebLogic Role Mapping provider, which uses a proprietary policy language. This provider is named DefaultRoleMapper, but is no longer the default role mapping provider in newly-created security realms. You can also use a custom Role Mapping provider in your security realm.

By default, most configuration options for the XACML Role Mapping provider are already defined. However, you can set Role Mapping Deployment Enabled, which specifies whether or not this Role Mapping provider imports information from deployment descriptors for Web applications and EJBs into the security realm. This setting is enabled by default.

In order to support Role Mapping Deployment Enabled, a Role Mapping provider must implement the DeployableRoleProvider SSPI. Roles are stored by the XACML Role Mapping provider in the embedded LDAP server.

See Enabling Synchronization in Security Policy and Role Modification at Deployment for information about how Role Mapping providers support parallel modification to roles during application and module deployment.

For information about using, developing, and configuring Role Mapping providers, see:

	
"Users, Groups, And Security Roles" in Securing Resources Using Roles and Policies for Oracle WebLogic Server


	
"Role Mapping Providers" in Developing Security Providers for Oracle WebLogic Server


	
"Configure Role Mapping providers" in the Oracle WebLogic Server Administration Console Online Help



	
Note:

The WebLogic Role Mapping provider improves performance by caching the roles, predicates, and resource data that it looks up. For information on configuring these caches, see "Best Practices: Configure Entitlements Caching When Using WebLogic Providers" in Securing Resources Using Roles and Policies for Oracle WebLogic Server. The XACML Role Mapping provider uses its own cache, but this cache is not configurable.















8 Configuring the WebLogic Auditing Provider


This chapter explains how to configure the WebLogic Auditing provider, an optional security provider that collects, stores, and distributes information about operating requests and the outcome of those requests for the purposes of non-repudiation.

This chapter contains the following sections:

	
Auditing Provider Overview


	
Events Logged by the WebLogic Auditing Provider


	
Configuration Options


	
Auditing ContextHandler Elements


	
Configuration Auditing


	
Configuration Auditing Messages


	
Audit Events and Auditing Providers






Auditing Provider Overview

Auditing is the process whereby information about operating requests and the outcome of those requests are collected, stored, and distributed for the purposes of non-repudiation. In other words, Auditing providers produce an electronic trail of computer activity.

Configuring an Auditing provider is optional. The default security realm (myrealm) does not have an Auditing provider configured. WebLogic Server includes a provider named the WebLogic Auditing provider (referred to as DefaultAuditor in the WebLogic Server Administration Console). You can also develop custom Auditing providers, as described in "Auditing Providers" in Developing Security Providers for Oracle WebLogic Server.






Events Logged by the WebLogic Auditing Provider

The WebLogic Auditing provider can log the events described in Table 8-1. In addition, if you enable configuration auditing (as described in Configuration Auditing), the WebLogic Auditing provider can log the events described in Table 8-1.


Table 8-1 WebLogic Auditing Provider Events

	The following audit event . . .	. . . indicates
	

AUTHENTICATE

	
A simple authentication (username and password) occurred.


	

ASSERTIDENTITY

	
A perimeter authentication (based on tokens) occurred.


	

USERLOCKED

	
A user account is locked because of invalid login attempts.


	

USERUNLOCKED

	
The lock on a user account is cleared.


	

USERLOCKOUTEXPIRED

	
The lock on a user account expired.


	

ISAUTHORIZED

	
An authorization attempt occurred.


	

ROLEEVENT

	
A getRoles event occurred.


	

ROLEDEPLOY

	
A deployRole event occurred.


	

ROLEUNDEPLOY

	
An undeployRole event occurred.


	

POLICYDEPLOY

	
A deployPolicy event occurred.


	

POLICYUNDEPLOY

	
An undeployPolicy event occurred.


	

START_AUDIT

	
An Auditing provider has been started.


	

STOP_AUDIT

	
An Auditing provider has been stopped.












Configuration Options

By default, most configuration options for the WebLogic Auditing provider are already defined and, once it is added to the active security realm, the WebLogic Auditing provider will begin to record audit events. However, you need to define the following settings, which you can do in the WebLogic Server Administration Console by selecting the Configuration > Provider Specific page for the provider. You can also use WebLogic Scripting tool or the Java Management Extensions (JMX) APIs to configure the Auditing provider:

	
Rotation Minutes—Specifies how many minutes to wait before creating a new DefaultAuditRecorder.log file. At the specified time, the audit file is closed and a new one is created. A backup file named DefaultAuditRecorder.YYYYMMDDHHMM.log (for example, DefaultAuditRecorder.200405130110.log) is created in the same directory.


	
Severity—Severity level appropriate for your WebLogic Server deployment. The WebLogic Auditing provider audits security events of the specified severity, as well as all events with a higher numeric severity rank. For example, if you set the severity level to ERROR, the WebLogic Auditing provider audits security events of severity level ERROR, SUCCESS, and FAILURE. You can also set the severity level to CUSTOM, and then enable the specific severity levels you want to audit, such as ERROR and FAILURE events only. Audit events include both the severity name and numeric rank; therefore, a custom Auditing provider can filter events by either the name or the numeric rank. Auditing can be initiated when the following levels of security events occur.


	Event Severity	Rank
	INFORMATION	1
	WARNING	2
	ERROR	3
	SUCCESS	4
	FAILURE	5








All auditing information recorded by the WebLogic Auditing provider is saved in WL_HOME\yourdomain\yourserver\logs\DefaultAuditRecorder.log by default. Although an Auditing provider is configured per security realm, each server writes auditing data to its own log file in the server directory. You can specify a new directory location for the DefaultAuditRecorder.log file on the command line with the following Java startup option:


-Dweblogic.security.audit.auditLogDir=c:\foo


The new file location will be c:\foo\yourserver\logs\DefaultAuditRecorder.log.

For more information, see "Security" in the Command Reference for Oracle WebLogic Server.




	
Note:

Using an Auditing provider affects the performance of WebLogic Server even if only a few events are logged.







For more information, see "Configure Auditing providers" in the Oracle WebLogic Server Administration Console Online Help.






Auditing ContextHandler Elements

An Audit Event includes a ContextHandler that can hold a variety of information or objects. Set the WebLogic Auditing provider's Active ContextHandler Entries attribute to specify which ContextElement entries in the ContextHandler are recorded by the Auditing provider. By default, none of the ContextElements are audited. Objects in the ContextHandler are in most cases logged using the toString method. Table 8-2 lists the available ContextHandler entries.


Table 8-2 Context Handler Entries for Auditing

	Context Element Name	Description and Type
	

com.bea.contextelement.
servlet.HttpServletRequest

	
A servlet access request or SOAP message via HTTP


javax.http.servlet.HttpServletRequest


	

com.bea.contextelement.
servlet.HttpServletResponse

	
A servlet access response or SOAP message via HTTP


javax.http.servlet.HttpServletResponse


	

com.bea.contextelement.
wli.Message

	
An Oracle WebLogic Integration message. The message is streamed to the audit log.


java.io.InputStream


	

com.bea.contextelement.
channel.Port

	
Internal listen port of the network channel accepting or processing the request


java.lang.Integer


	

com.bea.contextelement.
channel.PublicPort

	
External listen port of the network channel accepting or processing the request


java.lang.Integer


	

com.bea.contextelement.
channel.RemotePort

	
Port of the remote end of the TCP/IP connection of the network channel accepting or processing the request


java.lang.Integer


	

com.bea.contextelement.
channel.Protocol

	
Protocol used to make the request of the network channel accepting or processing the request


java.lang.String


	

com.bea.contextelement.
channel.Address

	
The internal listen address of the network channel accepting or processing the request


java.lang.String


	

com.bea.contextelement.
channel.PublicAddress

	
The external listen address of the network channel accepting or processing the request


java.lang.String


	

com.bea.contextelement.
channel.RemoteAddress

	
Remote address of the TCP/IP connection of the network channel accepting or processing the request


java.lang.String


	

com.bea.contextelement.
channel.ChannelName 

	
Name of the network channel accepting or processing the request


java.lang.String


	

com.bea.contextelement.
channel.Secure

	
Whether the network channel is accepting or processing the request using SSL


java.lang.Boolean


	

com.bea.contextelement.
ejb20.Parameter[1-N] 

	
Object based on parameter


	

com.bea.contextelement.
wsee.SOAPMessage

	

javax.xml.rpc.handler.MessageContext


	

com.bea.contextelement.
entitlement.EAuxiliaryID

	
Used by a WebLogic Server internal process.


weblogic.entitlement.expression.EAuxiliary


	

com.bea.contextelement.
security.ChainPrevalidatedBySSL

	
SSL framework has validated the certificate chain, meaning that the certificates in the chain have signed each other properly; the chain terminates in a certificate that is one of the server's trusted CAs; the chain honors the basic constraints rules; and the certificates in the chain have not expired.


java.lang.Boolean


	

com.bea.contextelement.
xml.SecurityToken

	
Not used in this release of WebLogic Server.


weblogic.xml.crypto.wss.provider.SecurityToken


	

com.bea.contextelement.
xml.SecurityTokenAssertion

	
Not used in this release of WebLogic Server.


java.util.Map


	

com.bea.contextelement.
webservice.Integrity{id:XXXXX}

	

javax.security.auth.Subject


	

com.bea.contextelement.
saml.SSLClientCertificateChain

	
SSL client certificate chain obtained from the SSL connection over which a sender-vouches SAML assertion was received.


java.security.cert.X509Certificate[]


	

com.bea.contextelement.
saml.MessageSignerCertificate

	
Certificate used to sign a Web services message.


java.security.cert.X509Certificate


	

com.bea.contextelement.
saml.subject.ConfirmationMethod

	
Type of SAML assertion: bearer, artifact, sender-vouches, or holder-of-key.


java.lang.String


	

com.bea.contextelement.
saml.subject.dom.KeyInfo

	
<ds:KeyInfo> element to be used for subject confirmation with holder-of-key SAML assertions.


org.w3c.dom.Element












Configuration Auditing

You can configure the Administration Server to emit log messages and generate audit events when a user changes the configuration of any resource within a domain or invokes management operations on any resource within a domain. For example, if a user disables SSL on a Managed Server in a domain, the Administration Server emits log messages. If you have enabled the WebLogic Auditing provider, it writes the audit events to an additional security log. These messages and audit events provide an audit trail of changes within a domain's configuration (configuration auditing).

The Administration Server writes configuration auditing messages to its local log file. They are not written to the domain-wide message log by default.

Note that configuration audit information is contained in Authorization Events. As a result, another approach to configuration auditing is to consume Authorization Events. Note, however, that the information in an Authorization Event tells you whether access was allowed to perform a configuration change; it does not tell you whether the configuration change actually succeeded (for instance, it might have failed because it was invalid).



Enabling Configuration Auditing

Enable configuration auditing by one of these methods:

	
Use the WebLogic Server Administration Console. Select the Configuration > General page for your domain and set the Configuration Audit Type. See "Enable configuration auditing" in the Oracle WebLogic Server Administration Console Online Help.


	
When you start the Administration Server, include one of the following Java options in the weblogic.Server command:

	
-Dweblogic.domain.ConfigurationAuditType="audit"

Causes the domain to emit Audit Events only.


	
-Dweblogic.domain.ConfigurationAuditType="log"

Causes the domain to write configuration auditing messages to the Administration Server log file only.


	
-Dweblogic.domain.ConfigurationAuditType="logaudit"

Causes the domain to emit Audit Events and write configuration auditing messages to the Administration Server log file.




See "weblogic.Server Command-Line Reference" in Command Reference for Oracle WebLogic Server.


	
Use the WebLogic Scripting Tool to change the value of the ConfigurationAuditType attribute of the DomainMBean. See Understanding the WebLogic Scripting Tool.











Configuration Auditing Messages

Configuration auditing messages are of the following severities:


Table 8-3 Configuration Auditing Message Severities

	Severity	Description
	
SUCCESS

	
A successful configuration change occurred.


	
FAILURE

	
An attempt to modify the configuration failed due to insufficient user credentials.


	
ERROR

	
An attempt to modify the configuration failed due to an internal error.








Configuration auditing messages are identified by message IDs that fall within the range of 159900-159910.

The messages use MBean object names to identify resources. Object names for WebLogic Server MBeans reflect the location of the MBean within the hierarchical data model. To reflect the location, object names contain name/value pairs from the parent MBean. For example, the object name for a server's LogMBean is: mydomain:Name=myserverlog,Type=Log,Server=myserver. See "WebLogic Server MBean Data Model" in Developing Custom Management Utilities Using JMX for Oracle WebLogic Server.

Table 8-4 summarizes the messages.


Table 8-4 Summary of Configuration Auditing Messages

	When This Event Occurs...	WebLogic Server Generates a Message With This ID...	And This Message Text...
	
Authorized user creates a resource.

	

159900 

	

USER username CREATED MBean-name 


where username identifies the WebLogic Server user who logged in and created a resource.


	
Unauthorized user attempts to create a resource.

	

159901 

	

USER username CREATED MBean-name 
FAILED weblogic.management.
NoAccessRuntimeException: 
exception-text stack-trace 


where username identifies the unauthorized WebLogic Server user.


	
Authorized user deletes a resource.

	

159902

	

USER username REMOVED MBean-name 
where username identifies the WebLogic Server user who logged in and deleted a resource. 


	
Unauthorized user attempts to delete a resource.

	

159903

	

USER username REMOVE MBean-name 
FAILED weblogic.management.
NoAccessRuntimeException: 
exception-text stack-trace 
where username identifies the unauthorized WebLogic Server user. 


	
Authorized user changes a resource's configuration.

	

159904

	

USER username MODIFIED MBean-name 
ATTRIBUTE attribute-name 
FROM old-value TO new-value 


where username identifies the WebLogic Server user who logged in and changed the resource's configuration.


	
Unauthorized user attempts to change a resource's configuration.

	

159905 

	

USER username MODIFY MBean-name 
ATTRIBUTE attribute-name 
FROM old-value TO new-value 
FAILED weblogic.management.
NoAccessRuntimeException:
exception-text stack-trace 


where username identifies the unauthorized WebLogic Server user.


	
Authorized user invokes an operation on a resource.

For example, a user deploys an application or starts a server instance.

	

159907

	

USER username INVOKED ON
MBean-name 
METHOD operation-name 
PARAMS specified-parameters 


where username identifies the WebLogic Server user who logged in and invoked a resource operation.


	
Unauthorized user attempts to invoke an operation on a resource.

	

159908 

	

USER username INVOKED ON
MBean-name 
METHOD operation-name 
PARAMS specified-parameters  
FAILED weblogic.management.
NoAccessRuntimeException:
exception-text stack-trace 


where username identifies the unauthorized WebLogic Server user.


	
Authorized user enables configuration auditing.

	

159909 

	

USER username, Configuration Auditing is enabled 


where username identifies the WebLogic Server user who enabled configuration auditing.


	
Authorized user disables configuration auditing.

	

159910 

	

USER username, Configuration Auditing is disabled 


where username identifies the WebLogic Server user who disabled configuration auditing.











	
Note:

Each time an authorized user adds, modifies, or deletes a resource, the Management subsystem also generates an Info message with the ID 140009 regardless of whether configuration auditing is enabled. For example:

<Sep 15, 2005 11:54:47 AM EDT> <Info> <Management> <140009> <Configuration changes for domain saved to the repository.> 


While the message informs you that the domain's configuration has changed, it does not provide the detailed information that configuration auditing messages provide. Nor does the Management subsystem generate this message when you invoke operations on resources.









Table 8-5 lists additional message attributes for configuration auditing messages. All configuration auditing messages specify the same values for these attributes.


Table 8-5 Common Message Attributes and Values

	Message Attribute	Attribute Value
	
Severity

	

Info


	
Subsystem

	

Configuration Audit 


	
User ID

	

kernel identity 


This value is always kernel identity, regardless of which user modified the resource or invoked the resource operation.


	
Server Name

	

AdminServerName 


Because the Administration Server maintains the configuration data for all resources in a domain, this value is always the name of the Administration Server.


	
Machine Name

	

AdminServerHostName 


Because the Administration Server maintains the configuration data for all resources in a domain, this value is always the name of the Administration Server's host machine.


	
Thread ID

	

execute-thread 


The value depends on the number of execute threads that are currently running on the Administration Server.


	
Timestamp

	
timeStamp at which the message is generated.












Audit Events and Auditing Providers

An audit event is an object that Auditing providers can read and process in specific ways. An Auditing provider is a pluggable component that the security realm uses to collect, store, and distribute information about operating requests and the outcome of those requests for the purposes of non-repudiation.

If you enable a domain to emit Audit Events, the domain emits the events described in Table 8-6. All Auditing providers that are configured for the domain can handle these events.

All of the events are of severity level SUCCESS and describe the security principal who initiated the action, whether permission was granted, and the object (MBean or MBean attribute) of the requested action.


Table 8-6 Summary of Audit Events for Configuration Auditing

	When This Event Occurs...	WebLogic Server Generates This Audit Event Object...
	
A request to create a new configuration artifact has been allowed or prevented.

	

weblogic.security.spi.AuditCreateConfigurationEvent


	
A request to delete an existing configuration artifact has been allowed or prevented.

	

weblogic.security.spi.AuditDeleteConfigurationEvent


	
A request to modify an existing configuration artifact has been allowed or prevented.

	

weblogic.security.spi.AuditInvokeConfigurationEvent


	
A invoke an operation on an existing configuration artifact has been allowed or prevented.

	

weblogic.security.spi.AuditSetAttributeConfigurationEvent








If you enable the default WebLogic Server Auditing provider, it writes all Audit Events as log messages in its own log file.

Other Auditing providers that you create or purchase can filter these events and write them to output repositories such as an LDAP server, database, or a simple file. In addition, other types of security providers can request audit services from an Auditing provider. See "Auditing Providers" in Developing Security Providers for Oracle WebLogic Server.








9 Configuring Credential Mapping Providers


This chapter describes how to configure the Credential Mapping providers supplied by WebLogic Server.

The following topics are included:

	
Configuring a WebLogic Credential Mapping Provider


	
Configuring a PKI Credential Mapping Provider


	
Configuring a SAML Credential Mapping Provider for SAML 1.1


	
Configuring a SAML 2.0 Credential Mapping Provider for SAML 2.0






Configuring a WebLogic Credential Mapping Provider

Credential mapping is the process whereby the authentication and authorization mechanisms of a remote system (for example, a legacy system or application) obtain an appropriate set of credentials to authenticate remote users to a target WebLogic resource. The WebLogic Credential Mapping provider maps WebLogic Server subjects to the username/password pairs to be used when accessing such resources.

By default, most configuration options for the WebLogic Credential Mapping provider are defined. You do have the option of adjusting the expiration interval of the weblogic-jwt-token token type, which is used internally to propagate identity for REST invocations of other applications running in the domain. By default, the expiration interval is set to 3 minutes. However, you can adjust the interval from the Provider Specific configuration page for this security provider.




	
Note:

WebLogic Server provides the option of setting Credential Mapping Deployment Enabled, which specifies whether or not the Credential Mapping provider imports credential maps from a resource adapter's deployment descriptor (weblogic-ra.xml file) into the security realm. However, this option is now deprecated. Deploying credential maps from a weblogic-ra.xml file is no longer supported by WebLogic Server.







In order to support Credential Mapping Deployment Enabled, a Credential Mapping provider must implement the DeployableCredentialProvider SSPI. The credential mapping information is stored in the embedded LDAP server.

For more information:

	
See "Credential Mapping Providers" in Developing Security Providers for Oracle WebLogic Server.


	
See "Configure Credential Mapping Providers" and "Create outbound credential mappings" in the Oracle WebLogic Server Administration Console Online Help.


	
For information about using credential maps, see Developing Resource Adapters for Oracle WebLogic Server.


	
You can also use the WebLogic Scripting Tool or Java Management Extensions (JMX) APIs to create a new security configuration.


	
For information about other credential mapping providers, see Configuring a PKI Credential Mapping Provider and Configuring a SAML Credential Mapping Provider for SAML 1.1.









Configuring a PKI Credential Mapping Provider

The PKI (Public Key Infrastructure) Credential Mapping provider included in WebLogic Server maps (a) a WebLogic Server subject (the initiator) and target resource (and an optional credential action) to (b) a key pair or public certificate that can be used by applications when accessing the targeted resource. The PKI Credential Mapping provider uses the subject and resource name to retrieve the corresponding credential from the keystore.

To use the PKI Credential Mapping provider, you need to:

	
Configure keystores with appropriate keys and distribute the keystores on all machines in a WebLogic Server cluster. Setting up keystores is not a WebLogic Server function. For information about setting up keystores, see the help for the Java keytool utility at the following locations:

UNIX:


http://docs.oracle.com/javase/8/docs/technotes/tools/unix/keytool.html


Windows:


http://docs.oracle.com/javase/8/docs/technotes/tools/windows/keytool.html


See also Chapter 29, "Configuring Keystores" for information about keystores and keys in WebLogic Server.


	
Configure a PKI Credential Mapping provider. A PKI Credential Mapping provider is not already configured in the default security realm (myrealm). See PKI Credential Mapper Attributes and "Configure Credential Mapping providers" in the Oracle WebLogic Server Administration Console Online Help.


	
Create credential mappings. See "Create PKI Credential Mappings" in the Oracle WebLogic Server Administration Console Online Help.






PKI Credential Mapper Attributes

To configure the PKI Credential Mapping provider, set values for these attributes. See "Configure Credential Mapping Providers" in the Oracle WebLogic Server Administration Console Online Help.

	
Keystore Provider—A keystore provider for the Java Security API. If no value is specified, the default provider class is used.


	
Keystore Type— JKS (the default) or PKCS12.


	
Keystore Pass Phrase—Password used to access the keystore


	
Keystore File Name—Location of the keystore relative to the directory where the server was started.




In addition, two optional attributes determine how the PKI Credential Mapping provider locates credential mappings in cases where the exact resource or subject may not be available:

	
Use Resource Hierarchy—A credential is located by traversing up the resource hierarchy for each type of resource. The search for all possible PKI credentials will start from the specific resource and will walk up the resource hierarchy to find all possible matches. This attribute is enabled by default.


	
Use Initiator Group Names—When a subject is passed to the PKI Credential Mapper provider, a credential is located by examining the groups of which the initiator is a member. This is enabled by default.









Credential Actions

Optionally, you can label a credential mapping with a credential action. You can do this in the WebLogic Server Administration Console when you create the credential mapping. The credential action is an arbitrary string that distinguishes credential mappings used in different circumstances. For example, one credential mapping could decrypt a message from a remote resource and another credential mapping could sign messages to be sent to the same resource. The subject initiator and the target resource are not sufficient to distinguish these two credential mappings. You can use the credential action to label one of these credential mappings something like decrypt and the other one sign. Then, the container calling the PKI Credential Mapping provider can provide the desired credential action value in the ContextHandler that is passed to the provider.

For information about adding credential actions to PKI credential mappings, see "Create PKI Credential Mappings" in the Oracle WebLogic Server Administration Console Online Help.








Configuring a SAML Credential Mapping Provider for SAML 1.1

This release of WebLogic Server includes two SAML Credential Mapping providers. SAML Credential Mapping Provider Version 2 provides greatly enhanced configuration options and is recommended for new deployments. SAML Credential Mapping Provider Version 1 is deprecated in WebLogic Server 9.1. A security realm can have not more than one SAML Credential Mapping provider, and if the security realm has both a SAML Credential Mapping provider and a SAML Identity Assertion provider, both must be of the same version. Do not use a Version 1 SAML provider in the same security realm as a Version 2 SAML provider. For information about configuring the SAML Credential Mapping Provider Version 1, see "Configuring a SAML Credential Mapping Provider" in Securing WebLogic Server in the WebLogic Server 9.0 documentation at http://docs.oracle.com/docs/cd/E13222_01/wls/docs90/secmanage/providers.html#SAML_cred.

For general information about WebLogic Server's support for SAML, see "Security Assertion Markup Language (SAML)" and "Single Sign-On with the WebLogic Security Framework" in Understanding Security for Oracle WebLogic Server. For information about how to use the SAML Credential Mapping provider in a SAML single sign-on configuration, see Chapter 21, "Configuring Single Sign-On with Web Browsers and HTTP Clients Using SAML".


Configuring Assertion Lifetime

A SAML Assertion's validity is typically time-limited. The default time-to-live for assertions generated by the SAML Credential Mapping provider is specified by the DefaultTimeToLive attribute. You can override the default time-to-live for assertions generated for different SAML Relying Parties.

Normally, an assertion is valid from the NotBefore time, which defaults to (roughly) the time the assertion was generated, until the NotOnOrAfter time, which is calculated as (NotBefore + TimeToLive). To allow the Credential Mapper to compensate for clock differences between the source and destination sites, you can configure the SAML Credential Mapping provider's DefaultTimeToLiveDelta attribute. This time-to-live offset value is a positive or negative integer indicating how many seconds before or after "now" the assertion's NotBefore value should be set to. If you set a value for DefaultTimeToLiveDelta, then the assertion lifetime is still calculated as (NotBefore + TimeToLive), but the NotBefore value is set to (now + TimeToLiveDelta). For example, given the following settings:


DefaultTimeToLive = 120
DefaultTimeToLiveDelta = -30


an assertion when generated would have a lifetime of two minutes (120 seconds), starting 30 seconds before it is generated.





Relying Party Registry

When you configure WebLogic Server to act as a source of SAML security assertions, you need to register the parties that may request SAML assertions to be generated. For each SAML Relying Party, you can specify the SAML profile used, details about the Relying Party, and the attributes expected in assertions for the Relying Party. For information, see:

	
Configure Relying Parties


	
"Configure a SAML 1.1 Relying Party" in the Oracle WebLogic Server Administration Console Online Help











Configuring a SAML 2.0 Credential Mapping Provider for SAML 2.0

The SAML 2.0 Credential Mapping provider included with WebLogic Server generates SAML 2.0 assertions that can be used to assert identity in the following use cases:

	
SAML 2.0 Web SSO Profile


	
WS-Security SAML Token Profile version 1.1




The SAML 2.0 Credential Mapping provider generates the assertion types listed and described in Table 9-1.


Table 9-1 Assertion Types Supported by the SAML 2.0 Credential Mapping Provider

	Assertion Type	Description
	

bearer

	
The subject of the assertion is the bearer of the assertion, subject to optional constraints on confirmation using attributes that may be included in the <SubjectConfirmationData> element of the assertion.

Used for all assertions generated for the SAML 2.0 Web Browser SSO Profile and with the Web Service Security SAML Token Profile 1.1.


	

sender-vouches

	
The Identity Provider (different from the subject) vouches for the verification of the subject. The receiver must have a trust relationship with the Identity Provider.

Used with the Web Service Security SAML Token Profile 1.1 only.


	

holder-of-key

	
The subject represented in the assertion uses an X.509 certificate that may not be trusted by the receiver to protect the integrity of the request messages.

Used with the Web Service Security SAML Token Profile 1.1 only.








For general information about WebLogic Server's support for SAML 2.0, see "Security Assertion Markup Language (SAML)" and "Single Sign-On with the WebLogic Security Framework" in Understanding Security for Oracle WebLogic Server. For information about how to use the SAML 2.0 Credential Mapping provider in a SAML 2.0 single sign-on configuration, see Chapter 21, "Configuring Single Sign-On with Web Browsers and HTTP Clients Using SAML". For information about specifying the confirmation method for assertions generated for web service Service provider partners, see "Using Security Assertion Markup Language (SAML) Tokens For Identity" in Securing WebLogic Web Services for Oracle WebLogic Server.


SAML 2.0 Credential Mapping Provider Attributes

Configuration of the SAML 2.0 Credential Mapping provider is controlled by setting attributes on the SAML2CredentialMapperMBean. You can access the SAML2CredentialMapperMBean using the WebLogic Scripting Tool (WLST), or through the WebLogic Server Administration Console by selecting the Security Realms > RealmName > Providers > Credential Mapping page and creating or selecting SAML2CredentialMapper. For details about these attributes, see the description of the "SAML2CredentialMapperMBean" in the MBean Reference for Oracle WebLogic Server.

To configure the SAML 2.0 Credential Mapping provider, set the following attributes:

	
Issuer URI

Name of this security provider. The value that you specify should match the Entity ID specified in the SAML 2.0 General page that configures the per-server SAML 2.0 properties.


	
Name Qualifier

Used by the Name Mapper class as the security or administrative domain that qualifies the name of the subject. This provides a means to federate names from disparate user stores while avoiding the possibility of subject name collision.


	
Assertion life time

Values that limit the life time of generated assertions during which they may be used. Expired assertions cannot be made available for use.


	
Web service assertion signing key alias and passphrase

Used for signing generated assertions.


	
Custom name mapper class

The custom Java class that overrides the default SAML 2.0 Credential Mapping provider name mapper class, which maps Subjects to identity information contained in the assertion.


	
Generate attributes

Specifies whether group membership information associated with the authenticated Subject is included in generated assertions.








Service Provider Partners

When you configure WebLogic Server to act as an Identity Provider, you need to create and configure the Service Provider partners for whom SAML 2.0 assertions are generated. When an Identity Provider site needs to generate an assertion, the SAML 2.0 Credential Mapping provider determines the Service Provider partner for whom the assertion must be generated, and generates it according to the configuration of that Service Provider partner.

The way in which you configure a Service Provider partner, and the specific information you configure for that partner, depends upon whether the partner is used for web single sign-on or web services. Configuring a web single sign-on Service Provider partner consists of importing that partner's metadata file and establishing additional basic information about that partner, such as the following:

	
Determining whether SAML documents, such as authentication responses, SAML artifacts, and artifact requests, must be signed


	
Certificates used for validating signed documents received from this partner


	
The binding to be used for sending SAML artifacts to this partner


	
The client user name and password used by this partner when connecting to the local site's binding




For details about configuring a Service Provider partner for web single sign-on, see:

	
Create and Configure Web Single Sign-On Service Provider Partners


	
"Create a SAML 2.0 Web Single Sign-on Service Provider partner" in the Oracle WebLogic Server Administration Console Online Help




Configuring a Web service Service Provider partner does not use a metadata file, but does consist of establishing the following information about that partner:

	
Audience URIs, which specify an audience restriction to be included in assertions generated for this partner

In WebLogic Server, the Audience URI attribute is overloaded to also include the partner lookup string, which is required by the web service run time to discover the partner. See Partner Lookup Strings Required for Web Service Partners.


	
Custom name mapper class that overrides the default name mapper and that is to be used specifically with this partner


	
Values that specify the life span attributes of assertions generated for this partner


	
Confirmation method for assertions received from this partner




For more information about configuring web service Service Provider partners, see "Create a SAML 2.0 Web service Service Provider partner" in the Oracle WebLogic Server Administration Console Online Help.



Partner Lookup Strings Required for Web Service Partners

For web service Service Provider partners, you also configure Audience URIs. In WebLogic Server, the Audience URI attribute is overloaded to perform two distinct functions:

	
Specify an audience restriction that consists of the target service URL, per the OASIS SAML 2.0 specification.


	
Contain a partner lookup string, which is required at run time by WebLogic Server to discover the Service Provider partner for which a SAML 2.0 assertion needs to be generated.




The partner lookup string specifies an endpoint URL, which is used for partner lookup and can optionally also serve as an Audience URI restriction that is included in the generated assertion. The ability to specify a partner lookup string that is also an Audience URI eliminates the need to specify a given target URL twice: once for lookup, and again for audience restriction.




	
Note:

You must configure a partner lookup string for a Service Provider partner so that partner can be discovered at run time by the web service run time.








Lookup String Syntax

The partner lookup string has the following syntax:


[target:char:]<endpoint-url>


In this syntax, target:char: is a prefix that designates the partner lookup string, where char represents one of three special characters: a hyphen, plus sign, or asterisk (-, +, or *). This prefix determines how partner lookup is performed, as described in Table 9-2.


Table 9-2 Service Provider Partner Lookup String Syntax

	Lookup String	Description
	

target:-:<endpoint-url>

	
Specifies that partner lookup is conducted for an exact match of the URL, <endpoint-url>. For example, target:-:http://www.avitek.com:7001/myserver/myservicecontext/myservice-endpoint specifies the endpoint that can be matched to this Service Provider, for which an assertion should be generated.

This form of partner lookup string excludes the endpoint URL from being added as an Audience URI in the generated assertion.


	

target:+:<endpoint-url>

	
Specifies that partner lookup is conducted for an exact match of the URL, <endpoint-url>.

Using the plus sign (+) in the lookup string results in the endpoint URL being added as an Audience URI in the assertion generated for this Service Provider partner.


	

target:*:<endpoint-url>

	
Specifies that partner lookup is conducted for an initial-string pattern match of the URL, <endpoint-url>. For example, target:*:http://www.avitek.com:7001/myserver specifies that any endpoint URL beginning with http://www.avitek.com:7001/myserver can be matched to this Service Provider, such as: http://www.avitek.com:7001/myserver/contextA/endpointA and http://www.avitek.com:7001/myserver/contextB/endpointB.

If more than one Service Provider partner is discovered that is a match for the initial string, the partner with the longest initial string match is selected.

This form of partner lookup string excludes the endpoint URL from being added as an Audience URI in the generated assertion.











	
Note:

Configuring one or more partner lookup strings for a Service Provider partner is required in order for that partner to be discovered at run time. If this partner cannot be discovered, no assertions for this partner can be generated.
If you configure an endpoint URL without using the target lookup prefix, it will be handled as a conventional Audience URI that must be contained in assertions generated for this Service Provider partner. (This also enables backwards-compatibility with existing Audience URIs that may be configured for this partner.)













Specifying Default Partners

To support the need for a default Service Provider partner entry, one or more of the default partner's Audience URI entries may contain a wildcard match that works for all targets. The actual wildcard URI may depend on the specific format used by the web service run time. For example:

	
target:*:http://


	
target:*:https://










Management of Partner Certificates

The SAML 2.0 Credential Mapping provider manages a set of trusted certificates for each partner configured for web single sign-on. Whenever a signed authentication or artifact request is received during a message exchange with a partner, the trusted certificate is used to verify the partner's signature. Partner certificates are used for the following purposes:

	
To validate trust when the SAML 2.0 Credential Mapping provider receives a signed authentication request or artifact request.


	
To validate trust in a Service Provider partner that is retrieving a SAML artifact from the Artifact Resolution Service (ARS) via an SSL connection.




From the WebLogic Server Administration Console, you can view a web single sign-on Service Provider partner's signing certificate and transport layer client certificate in the partner management pages of the configured SAML 2.0 Credential Mapping provider.





Java Interface for Configuring Service Provider Partner Attributes

For details about the available operations on web service partners, see the "com.bea.security.saml2.providers.registry.Partner Java" interface in the Java API Reference for Oracle WebLogic Server.












10 Configuring the Certificate Lookup and Validation Framework


This chapter explains how to configure the Certificate Lookup and Validation framework (CLV), which looks up and validates X.509 certificate chains.

This chapter includes the following sections:

	
Overview of the Certificate Lookup and Validation Framework


	
CLV Security Providers Provided by WebLogic Server






Overview of the Certificate Lookup and Validation Framework

WebLogic Server may receive digital certificates as part of Web services requests, two-way SSL, or other secure interactions. To validate these certificates, WebLogic Server includes a Certificate Lookup and Validation (CLV) framework. The key elements of the CLV framework are the CertPathBuilder and the CertPathValidators. The CLV framework requires one and only active CertPathBuilder which, given a reference to a certificate chain, finds the chain and validates it, and zero or more CertPathValidators which, given a certificate chain, validates it.

When WebLogic Server receives a certificate, the CLV framework uses the security provider configured as the CertPathBuilder to look up and validate the certificate chain. If the certificate chain is found and valid, the framework then calls each configured CertPathValidator, in the order the administrator configured them, to perform extra validation on the chain. The chain is only valid if the builder and all the validators successfully validate it.

A chain is valid only if all of the following are true:

	
The certificates in the chain have signed each other properly.


	
The chain terminates in a certificate that is one of the server's trusted CAs.


	
The chain honors the basic constraints rules (for example, no certificate in the chain has been issued by a certificate that is not allowed to issue certificates).


	
The certificates in the chain have not expired.




WebLogic Server includes two CLV security providers: the WebLogic CertPath provider (which acts as both a CertPathBuilder and a CertPathValidator), described in CertPath Provider. and the Certificate Registry, described in Certificate Registry. Use just the WebLogic CertPath provider if you want to use trusted CA-based validation of the full certificate chain. Use just the Certificate Registry if you want only to validate that certificates are registered. Use both, designating the Certificate Registry as the current builder, if you want to use both types of validation.

For more information about certificate lookup and validation, see Chapter 29, "Configuring Keystores".






CLV Security Providers Provided by WebLogic Server

WebLogic Server includes the following CLV security providers:

	
CertPath Provider


	
Certificate Registry






CertPath Provider

The default security realm in WebLogic Server is configured with the WebLogic CertPath provider. The CertPath provider serves two functions: CertPathBuilder and CertPathValidator. The CertPath provider receives an end certificate or a certificate chain. It uses the server's list of trusted CAs to complete the certificate chain, if necessary. After building the chain, the CertPath provider validates the chain, checking the signatures in the chain, ensuring that the chain has not expired, checking the chain's basic constraints, and verifying that the chain terminates in a certificate issued by one of the server's trusted CAs.

The WebLogic CertPath provider requires no configuration, other than its Current Builder attribute, which indicates whether the CertPath provider should be used as the active certificate chain builder.






Certificate Registry

The Certificate Registry is a security provider that allows you to explicitly register the list of trusted certificates that are allowed to access WebLogic Server. If you configure a Certificate Registry as part of your security realm, then only certificates that are registered in the Certificate Registry will be considered valid. The Certificate Registry provides an inexpensive mechanism for performing revocation checking. By removing a certificate from the Certificate Registry, you can invalidate a certificate immediately. The registry is stored in the embedded LDAP server.

The Certificate Registry is both a CertPath Builder and a CertPath Validator. In either case, the Certificate Registry ensures that the chain's end certificate is stored in the registry, but does no other validation. If you use the Certificate Registry as your security realm's CertPath Builder and you also want to use the WebLogic CertPath provider or another security provider to perform full chain validation, make sure that you register the intermediate and root CAs in each server's trust keystore, and the end certificates in the Certificate Registry.

The default security realm in WebLogic Server does not include a Certificate Registry. Once you configure a Certificate Registry, you can use the WebLogic Server Administration Console to add, remove, and view certificates in the registry. You can export a certificate from a keystore to a file, using the Java keytool utility. You can import a certificate that is a PEM or DER file in the file system into the Certificate Registry using the console. You can also use the Console to view the contents of a certificate, including its subject DN, issuer DN, serial number, valid dates, fingerprints, etc.

See "Configure Certification Path providers" in the Oracle WebLogic Server Administration Console Online Help.









Part III


Configuring Authentication Providers

This part explains how to configure the Authentication providers included in WebLogic Server.

Part III contains the following chapters:

	
Chapter 11, "About Configuring the Authentication Providers in WebLogic Server"


	
Chapter 12, "Configuring the WebLogic Authentication Provider"


	
Chapter 13, "Configuring LDAP Authentication Providers"


	
Chapter 14, "Configuring RDBMS Authentication Providers"


	
Chapter 15, "Configuring the Windows NT Authentication Provider"


	
Chapter 16, "Configuring the SAML Authentication Provider"


	
Chapter 17, "Configuring the Password Validation Provider"


	
Chapter 18, "Configuring Identity Assertion Providers"


	
Chapter 19, "Configuring the Virtual User Authentication Provider"






 
11 About Configuring the Authentication Providers in WebLogic Server


This chapter provides general information about choosing and configuring an Authentication provider in a security realm. Most of them work in similar fashion: given a username and password credential pair, the provider attempts to find a corresponding user in the provider's data store. These Authentication providers differ primarily in what they use as a data store: one of many available LDAP servers, a SQL database, or other data store. In addition to these username/password based security providers, WebLogic Server includes identity assertion Authentication providers, which use certificates or security tokens, rather than username/password pairs, as credentials.

This chapter includes the following sections:

	
Choosing an Authentication Provider


	
Using More Than One Authentication Provider






Choosing an Authentication Provider

Authentication is the process whereby the identity of users and system processes are proved or verified. Authentication also involves remembering, transporting, and making identity information available to various components of a system when that information is needed.

The WebLogic Server security architecture supports: password-based and certificate-based authentication directly with WebLogic Server; HTTP certificate-based authentication proxied through an external Web server; perimeter-based authentication (Web server, firewall, VPN); and authentication based on multiple security token types and protocols.

WebLogic Server offers the following types of Authentication providers:

	
The WebLogic Authentication provider, also known as the DefaultAuthenticator, accesses user and group information in WebLogic Server's embedded LDAP server.


	
The Oracle Internet Directory Authentication provider accesses users and groups in Oracle Internet Directory, an LDAP version 3 directory.


	
The Oracle Virtual Directory Authentication provider accesses users and groups in Oracle Virtual Directory, an LDAP version 3 enabled service.


	
LDAP Authentication providers access external LDAP stores. You can use an LDAP Authentication provider to access any LDAP server. WebLogic Server provides LDAP Authentication providers already configured for Open LDAP, Oracle Directory Server Enterprise Edition (ODSEE), Microsoft Active Directory, and Novell NDS LDAP servers.


	
RDBMS Authentication providers access external relational databases. WebLogic Server provides three RDBMS Authentication providers: SQL Authenticator, Read-only SQL Authenticator, and Custom RDBMS Authenticator.


	
The WebLogic Identity Assertion provider validates X.509 and IIOP-CSIv2 tokens and optionally can use a user name mapper to map that token to a user in a WebLogic Server security realm.


	
The SAML Authentication provider, which authenticates users based on Security Assertion Markup Language 1.1 (SAML) assertions.


	
The Negotiate Identity Assertion provider, which uses Simple and Protected Negotiate (SPNEGO) tokens to obtain Kerberos tokens, validates the Kerberos tokens, and maps Kerberos tokens to WebLogic users.


	
The SAML Identity Assertion provider, which acts as a consumer of SAML security assertions. This enables WebLogic Server to act as a SAML destination site and supports using SAML for single sign-on.




In addition, you can use:

	
Custom (non-WebLogic) Authentication providers, which offer different types of authentication technologies.


	
Custom (non-WebLogic) Identity Assertion providers, which support different types of tokens.









Using More Than One Authentication Provider

Each security realm must have at least one Authentication provider configured. The WebLogic Security Framework supports multiple Authentication providers (and thus multiple LoginModules) for multipart authentication. Therefore, you can use multiple Authentication providers as well as multiple types of Authentication providers in a security realm. For example, if you want to use both a retina-scan and a username/password-based form of authentication to access a system, you configure two Authentication providers.

How you configure multiple Authentication providers can affect the overall outcome of the authentication process. Configure the JAAS Control Flag for each Authentication provider to set up login dependencies between Authentication providers and allow single-sign on between providers. See Setting the JAAS Control Flag Option.

Authentication providers are called in the order in which they were configured in the security realm. Therefore, use caution when configuring Authentication providers. You can use the WebLogic Server Administration Console to re-order the configured Authentication providers, thus changing the order in which they are called. See Changing the Order of Authentication Providers.



Setting the JAAS Control Flag Option

When you configure multiple Authentication providers, use the JAAS Control Flag for each provider to control how the Authentication providers are used in the login sequence. You can set the JAAS Control Flag in the WebLogic Server Administration Console. See "Set the JAAS control flag" in the Oracle WebLogic Server Administration Console Online Help. You can also use the WebLogic Scripting Tool or Java Management Extensions (JMX) APIs to set the JAAS Control Flag for an Authentication provider.

JAAS Control Flag values are:

	
REQUIRED—The Authentication provider is always called, and the user must pass its authentication test. However, regardless of whether authentication succeeds or fails, authentication still continues down the list of providers.


	
REQUISITE—The Authentication provider is always called, and the user is required to pass its authentication test.

	
If authentication succeeds, subsequent providers are executed but can fail (except for REQUIRED Authentication providers).


	
If authentication fails, control is returned to the caller and no subsequent Authentication provider down the list is executed.





	
SUFFICIENT—The user is not required to pass the authentication test of the Authentication provider.

	
If authentication succeeds, control is returned to the caller and no subsequent Authentication provider down the list is executed.


	
If authentication fails, authentication continues down the list of providers.




Any REQUIRED or REQUISITE Authentication provider in the list must pass its own authentication test. If no REQUIRED or REQUISITE Authentication provider is in the list, then the authentication test of at least one OPTIONAL or SUFFICIENT Authentication provider must pass.


	
OPTIONAL—The user is not required to pass the authentication test of the Authentication provider. Regardless of whether authentication succeeds or fails, authentication continues down the list of providers.




The overall authentication of the user succeeds only if all REQUIRED and REQUISITE Authentication providers configured in the realm succeed. Note also:

	
If a SUFFICIENT Authentication provider is configured and succeeds, then only the REQUIRED and REQUISITE Authentication providers prior to that SUFFICIENT Authentication provider need to have succeeded for the overall authentication to succeed.


	
If no REQUIRED or REQUISITE Authentication providers are configured in the security realm, then at least one SUFFICIENT or OPTIONAL Authentication provider must succeed.




When additional Authentication providers are added to an existing security realm, by default the Control Flag is set to OPTIONAL. If necessary, change the setting of the Control Flag and the order of Authentication providers so that each Authentication provider works properly in the authentication sequence.




	
Note:

As part of the startup process, WebLogic Server must be able to initialize all security providers that are configured in the security realm, including any Authentication providers that have a JAAS Control Flag set to OPTIONAL. If the initialization process for any security provider cannot be completed, WebLogic Server fails to boot, and an error message similar to the following is displayed:

<BEA-090870> <The realm "myrealm" failed to be loaded:














Changing the Order of Authentication Providers

The order in which WebLogic Server calls multiple Authentication providers can affect the overall outcome of the authentication process. The Authentication Providers table lists the authentication providers in the order in which they will be called. By default, Authentication providers are called in the order in which they were configured. You can use the WebLogic Server Administration Console to change the order of Authentication providers. Select the Reorder button on the Security Realms > RealmName > Providers > Authentication page in the WebLogic Server Administration Console to change the order in which Authentication providers are called by WebLogic Server and listed in the console.

See "Re-order Authentication Providers" in the Oracle WebLogic Server Administration Console Online Help.










12 Configuring the WebLogic Authentication Provider


This chapter explains how to configure the WebLogic Authentication provider, also known as the DefaultAuthenticator.

This chapter includes the following sections:

	
About the WebLogic Authentication Provider


	
Setting User Attributes






About the WebLogic Authentication Provider

The WebLogic Authentication provider (also called the DefaultAuthenticator) uses WebLogic Server's embedded LDAP server to store user and group membership information and, optionally, a set of user attributes such as phone number, email address, and so on. This provider allows you to create, modify, list, and manage users and group membership in the WebLogic Server Administration Console. By default, most configuration options for the WebLogic Authentication provider are already defined. You should need to configure a WebLogic Authentication provider only when creating a new security realm. However, note the following:

	
The WebLogic Authentication provider is configured in the default security realm with the name DefaultAuthenticator.


	
User and group names in the WebLogic Authentication provider are case insensitive. For information about creating and managing users and groups in the WebLogic Server Administration Console, see "Manage users and groups" in the Oracle WebLogic Server Administration Console Online Help.


	
Ensure that all user names are unique.


	
Specify the minimum length of passwords defined for users that are stored in the embedded LDAP server, which you can by means of the Minimum Password Length option that is available on the Configuration > Provider Specific page for the WebLogic Authentication provider.


	
Users in the WebLogic Authentication provider can be modified to include a set of attributes. See Setting User Attributes.


	
If you are using multiple Authentication providers, set the JAAS Control Flag to determine how the WebLogic Authentication provider is used in the authentication process. See Using More Than One Authentication Provider.









Setting User Attributes

After you have defined a user in the WebLogic Authentication provider, you can set or modify for that user one more of the attributes listed in Table 12-1. These attributes conform to the user schema for representing individuals in the inetOrgPerson LDAP object