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Chapter 1: About This Help Text

Overview

The Oracle® Communications Performance Intelligence Center system monitors a network to collect
PDUs for correlation and storage.

The Centralized Configuration is a management application for configuring the system so that these
PDUs can be utilized in different ways by the Management Applications such as KPI, Dashboard,
Alarm, Troubleshooting, SS7 Surveillance and Mediation DataFeed Export.

A typical Performance Intelligence Center system consists of many computer servers and data storage
systems that are connected to each other over an IP network. The computer systems that collect, process
and store data are located in the premises of the service provider that contains the switching, signaling
and routing equipment. These provider locations are referred to as sites. A large system consists of
many such sites with each site containing multiple servers performing the functions of data collection
and storage, xXDR generation and storage as well as KPI generation and storage. A site may also contain
a data storage unit storing terabytes of data.

Performance Intelligence Center web-based applications, such as Centralized Configuration, are hosted
by a cluster of application servers located at the customer's Network Operations Center (NOC). It is
quite common for a system to consist of over 100 computer servers located across a wide geographical
area. Centralized Configuration enables system administrators to configure the system using the
following principles:

e Administration from a single point - all system administration tasks are performed from the
system administration console.

e Administration utilizing a global view - the system administrator provisions the system as a single
logical entity. The centralized configuration is automatically propagated to the appropriate servers
where applications share common data.

e Multi-user access - the system allows multiple users to provision simultaneously.

Scope and Audience

This guide is designed to assist the nspManager and nspAdmin in working with the Centralized
Configuration administration application. Users should find the information they need to cover
important activities required to manage data feed export.

General Information

You can find general information about Performance Intelligence Center, such as product overview,
list of other guides, workstation requirements, login and logout procedures, user preference settings,
in the Quick Start Guide. This document is available from the Portal menu or can be downloaded from
Oracle Help Center (OHC).
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Chapter 2: Key Concepts

About Oracle® Performance Intelligence Center

The Performance Intelligence Center, functionality is based on the following general flow. The
Integrated Acquisition server is used to capture SS7 and SigTran traffic. The Probed Acquisition srver
is used to capture both SS7 and IP traffic. Both products forward the PDUs to the Mediation server. The
Mediation server stores this traffic data and correlates the data into detailed records (CDRs, IPDRs,
TDRs, etc.). The Mediation server then stores the data on the system for future analysis. The
Management Application provides applications that mine the detailed records to provide value-added
services such as network performance analysis, call tracing and reporting.

The centralized configuration tasks fall into one of two categories:

e Data Acquisition and Processing - the configuration of the probes, routing of PDUs to the
Mediation Protocol setup, KPI generation, Mediation DataFeeds, etc.

e System Administration - the configuration of monitoring sites, configuring the servers, setting up
permissions, etc.

Centralized Configuration Overview

Centralized Configuration is developed to consolidate all configuration data (Integarted Acquisition,
Probed Acquisition and Mediation) into a single database. The common network-wide configuration is
used to enhance the capabilities of Management applications.

About Data Acquisition and Processing

Data acquisition and processing refers to collecting PDUs from monitored networks, generating xDRs
and KPIs from the collected PDUs and storing/forwarding the data for use by applications.
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Integrated Acquisition Data Acquisition

Integrated Acquisition data acquisition comprises three general steps. They are:

1. Eagle timestamps and delivers MSUs to an Integarted Acquisition
2. Integarted Acquisition processes the MSUs and filters it for delivery to an Mediation
3. The Mediation processes the MSUs for storage, xDR correlation and KPIs

Customer WAN
LM —
LM —
LM — IMF-1a
LIM =
=
g IMF-1b
5P Sarvar
MSU MSU
(Step 2) _ (Step 3)

Figure 1: Integrated Acquisition Sequence

Probed Acquisition E1/T1 Data Acquisition

Probed Acquisition E1/T1 data acquisition comprises three general steps. They are:

1. Probed Acquisition acquires MSUs from SS7 tap and timestamps them
2. Probed Acquisition processes the MSUs and filters them for delivery to an Mediation
3. The Mediation processes the MSUs for storage, xDR correlation and KPIs

Customer WAN
')
. v ] 11307 . PMF-1a

1-1-1 IEIE

B IXP Server
1-1-2

MsU 7 o ' MSU " OMSU
(Step 1) / (Step2) /  (Step3) /

Figure 2: Probed Acquisition E1/T1 Data Acquisition Sequence
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Probed Acquisition IP Data Acquisition

Probed Acquisition IP data acquisition comprises three general steps. They are:

1. Probed Acquisition acquires MSUs that match a filter from the IP tap and timestamps them
2. Probed Acquisition processes the MSUs and filters them for delivery to an Mediation
3. The Mediation processes the MSUs for storage, xXDR correlation and KPIs

Customer WAN
e a1 13} | PMF-1a
NIC
IXP Server
1-1-2
Msu / MSU / / msu
(Step 1) / (Step 2) / / (Step3)

Figure 3: Probed Acquistition IP Data Acquisition Sequence

NTP Sources for Accurate Time Stamping

The figure shows the Performance Intelligence Center NTP timestamping process and an example of a
valid NTP configuration. In this example, an NTP server provided by the customer is referenced as the
NTP source for the Management Application server. The Mediation servers use the Management
Application server as their NTP source. The Integrated Acquisition servers also use the Management
Application server as their NTP source, and then also the “IMF-1a” and “IMF-1b” servers broadcast
NTP to the Eagle for it to use to timestamp MSUs. The Probed Acquisition servers, not shown, also use
the Management Application server as their NTP source, and then timestamps MSU’s internally.

Note: Some MSUs that need to be correlated into an XDR happen with 5 milliseconds between them,
therefore the NTP server that is provided by the customer must meet the specification of a stratum 3
(+/- 4.6 microseconds) to insure accurate correlation of xDRs.

Customer WAN
Yeliaw IF Natwork NTP

v o | L3011 IMF-1a -
.l é R
o s =[] [1[11] MF-1b *+«f—-=- NSP Sarver bz

{ NTP I
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EAGLE IMF Frame
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Figure 4: Performance Intelligence Center NTP Example
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Overall Performance Intelligence Center Configuration

This figure illustrates the three major data acquisition processes described above and shows the
components at each level of functionality that have access to the acquired and correlated data.

Customers
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Indicators

Data
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Figure 5: Performance Intelligence Center System

Configuration is required at each level of the system, up to and including the storage of the data. The
configuration concepts related to the various components shown in the figure.

These concepts are:

e  Monitored Network Elements
e PDU Collection
e PDU Filtering and Routing
e Input Stream
e Dataflow
e Destination (Datasource)
¢ Routing
¢ RID Groups
e Q.752 Processing
e xDR Generation
e Sessions and Dictionaries
o KPI Generation
e Network Views

Monitored Network Elements

The term, Network Elements, refers to customer network SS7, GPRS and IP elements. These elements
are divided into:

e Node Elements - elements, linksets and links that are contained in SS7, GPRS and IP nodes.
e Non-node Elements - SS7, GPRS and IP elements. Non-node elements are divided into three main
categories
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e 557 elements:
e Linksets
e Associations
e Links
e Signaling Points (SPs)
e GPRS elements:
e Gblinks
e Signaling Points (SPs)
e IP elements:
e Signaling Points (SPs)
e [P Cards
e Application Servers (AS)
e Associations
e Application Server Process (ASP)

Examples of network elements include: SS7 service switching points (SSP), SS7 linksets, GPRS service
switching gateway node (SGSN), Voice over IP (VoIP), etc. The system monitors some of these elements
and collects the messages transported between the elements. The messages are referred to as PDUs.

The differentiation between nodes and non-node network elements enables greater flexibility in
working with linksets, links and associations.

In Centralized Configuration, network elements are added to the centralized database in one of the
following two ways:

e Through discovery from associated Integrated Acquisition data collectors - you can select a specific
data collector and issue the command to discover or synchronize network elements. The data
collector reports to Centralized Configuration all of the network elements it discovers and
Centralized Configuration adds them to the centralized database.

¢ Through manual creation - for configuring Probed Acquisition you can define each individual
network element using the user interface.

Because network elements are so fundamental to the rest of the provisioning process, it is
recommended that they be setup right after a site has been created.

About PDU Collection

Data collectors monitor and collect PDUs exchanged between nodes. The data collectors include the
Integrated Acquisition and Probed Acquisition.

PDU Collection on SS7 Networks (Integrated Acquisition)

In order for the PDUs to be collected by Integrated Acquisition for SS7 networks, you must complete
these actions in the following order:

1. Create monitoring group(s) which are assigned automatically to an Integrated Acquisition server.
2. Assign linksets, (network elements), to the monitoring group(s)
Note: In the case of utilizing SigTran Fast Copy you assign an association to a monitoring group.

3. Create PDU dataflows
4. Route the assigned PDU dataflows to input streams on Mediation.

PDU Collection on SS7 Networks (Probed Acquisition) and GPRS

In order for the PDUs to be collected by Probed Acquisition for SS7 networks, following steps must be
completed:

1. Selectan E1/T1 card
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Note: For PDUs from SS7-GPRS networks, you can select a SPAN (E1/T1) card on a specific Probed
Acquisition server.

AL I

Configure the required ports on the E1/T1 card

Create an SS7 or Gb link for each E1/T1 card port

Assign links to ports on the E1/T1 card

Create PDU dataflows

Route the assigned PDU dataflows to input streams on Mediation

PDU Collection on IP Networks (Integrated Acquisition or Probed Acquisition)

For collecting PDUs from IP networks perform the following actions:

S

Select a NIC card on a specific Probed Acquisition server

Create IP link(s) to be monitored by each NIC port

Assign these links to a monitoring port on a specific Probed Acquisition server
Create a link network view and choose an IP link

Create an IP dataflow

For Probed Acquisition, assign the link network view to the IP dataflow

For Integrated Acquisition, assign an association to the IP dataflow

Route the assigned PDU dataflows to input streams on Mediation

PDU Routing and Filtering

The PDUs collected by the data collectors must be routed to one or more Mediation Protocol for creating
xDR records. These routes are configured using Centralized Configuration.

There are some important considerations in configuring PDU routes.

Not all PDUs need to be sent to an Mediation Protocol, therefore, a data collector allows filters to
be applied to the PDUs it receives. (See Centralized Configuration step 2 in Integrated Acquisition
Sequence, Probed Acquisition E1/T1 Data Acquisition Sequence, Probed Acquisition IP Data
Acquisition Sequence.)

A PDU can be routed to multiple Mediation Protocol for building different types of xDR records.
(See Centralized Configuration step 2 in in Integrated Acquisition Sequence, Probed Acquisition
E1/T1 Data Acquisition Sequence, Probed Acquisition IP Data Acquisition Sequence.)

An Mediation Protocol needs to receive related PDUs that can be converted into an xDR record.
For example, in order for the Mediation Protocol to create an ISUP CDR, it needs to receive all the
PDUs associated with a call (IAM, ACM, ANM, REL, RLC). (See Centralized Configuration in
Integrated Acquisition Sequence, Probed Acquisition E1/T1 Data Acquisition Sequence, Probed
Acquisition IP Data Acquisition Sequence.) At the same time, the xXDR processing can be
distributed across multiple Mediation Protocol for load sharing (see Centralized Configuration
About Distributions). The routing must be configured to support such grouping. This is often the
most complex configuration task.

An 557 Medjiation Protocol needs to “know” when to handle multi-legged PDUs it receives from
a data collector. Duplicate PDUs can result when multiple points in the customer network are
being monitored by the same data collector and the same PDU passes through these points.
Reference ID groups (see Centralized Configuration topic About RID Groups) provide a
mechanism for handling duplicate PDUs. If this area is not properly planned and configured, then
xDR correlation problems can occur.

There is a resource “cost” to routing PDUs to the Mediation Protocol if the data collectors and the
Mediation Protocol are at different geographical locations and WAN resources have to be used.
While routing, consider minimizing WAN traffic by routing PDUs to local Mediation Protocol or
routing over a least-cost route.

Note: The resource cost is bandwidth usage and therefore to conserve bandwidth you can use filtering.
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For more details on these important considerations, see Centralized Configuration About the xDR
Dataflow Assistant. For details on data flow procedures see Centralized Configuration topic
Configuring Dataflow Processings.

The following sections describe the logical constructs you use to configure the routes between the data
collector and Mediation Protocol for generating the xDRs required for Management Applications.

About Traffic Classification Filtering

Input Streams enable IP traffic to be classified, (using filtering), from one or more NIC ports into streams
of data. A stream is created on a group of NIC ports by defining an IP Filter. After input streams are
configured, if a received PDU does not match any of the filtering criteria, it is discarded.

Note: Because of the large volume of IP traffic, it is a common practice to discard unnecessary PDUs at
the data collector level for IP networks.

About IP Dataflows

An IP Dataflow routes PDUs from an IP stream to Mediations.

About Dataflows

A Dataflow provides a way to filter and route MSUs.

Dataflows Versus IP Streams

A Dataflow is similar to an IP stream because it allows SS57 and Gb traffic to be filtered. A Dataflow has
a filter that is applied to a group of SS7 linksets or Gb links (instead of NIC ports in case of input
streams). In the case of IP traffic, an IP dataflow is basically a "pass through" in terms of filtering.
Dataflows are also used to configure additional routing information.

An [P stream is very similar, in concept, to a dataflow because applies filters to classify traffic. The
difference is that for input streams, the classification is performed as soon as a PDU is received by a
Probed Acquisition. For Dataflows, the classification is done after the data has been received by
Integrated Acquisition / Probed Acquisition and then stored. The reason for this difference is that the
volume of IP traffic is much larger and it is more efficient to discard unnecessary PDUs rather than
storing them and discarding them later. One limitation of input filters, like input streams, is that Q.752
or similar processing cannot be done on discarded traffic since the Q.752 processing is done on cached
PDUs.

About Data Transport Service (DTS)

Routing data from Integrated Acquisition or Probed Acquisition to Mediation uses Data Transport
Service (DTS) exclusively. Input Streams are created on Mediation to route the dataflow from the
Integrated Acquisition or Probed Acquisition.

All the Streams created on the Mediation subsystems can be viewed in the PDU Dataflow routing screen.

PDU Dataflows are also routed to one or more input streams. The PDU Dataflow defines the criteria
(linkset/links and filters) for PDUs to be sent for correlation. The input Streams provide the interface
for the Mediation to receive the flow of PDUs.

About Input Streams

Input streams, (for more information, see topics About Dataflows and About Streams, are constructs
for grouping Dataflows for the purpose of routing to one or more Mediation Protocol. The grouping is
done so that PDUs belonging to a Dataflow are routed over a single communication stream to an xXDR
generator, resulting in optimized data collection resources.

Centralized Configuration supports both Message Feeder Protocol (legacy applications only) and Data
Transport Service.
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When using DTS, the Mediation pulls data from a Datasource (an IP address and port on the Integrated
Acquisition or Probed Acquisition).

Note: An Mediation subsystem has a limit of 255 input Streams. Mediation also uses four input Streams
for monitoring purposes, so the functional limit is 251. If this limit is exceeded, then Centralized
Configuration produces an error message stating that the limit has been exceeded. If this happens,
streams will have to be routed differently to keep within the limit.

About Routing

Is the process of routing Dataflows to Mediation input Streams.

About RID Groups

An RID group enables differentiation of multi-legged PDUs. For example, an SS7 Mediation Protocol
needs to know how to differentiate multi-legged PDUs it receives so that it does not discard the original
and multi-legged PDUs as erroneous during error checking, resulting in loss of xDR records. A multi-
legged PDU occurs when two points (linksets) in the customer's network are being monitored and the
same PDU passes through both points (it is collected twice) and the PDU traffic from both linksets is
routed to the same Mediation Protocol. To handle this situation, the SS7 linksets must be grouped
carefully into RID groups, (see About Resource ID Groups (RID)), and the Mediation Protocol informed
of the associated RID group for each PDU so that a multi-legged PDU that has already been reported
from a different RID group can be processed separately by the Mediation Protocol. This prevents the
first PDU from being discarded as well, and the xDR record for it can be generated and stored.

About Auto RID

Auto RID is used for Integrated Acquisition servers where links are monitored at the Eagle side. This
feature is also used where "edge" devices, devices that do origin-based routing, are involved. In
addition, Auto RID can be used for network elements (ssp/scp) with one point code. Auto RID Reverse
is used when probes are linked near the network elements (scp/ssp).

About Q752 Processing

Performance Intelligence Center supports a subset of the ITU Q.752 standards. Q.752 defines a standard
set of measurements and alarms for monitoring the health of SS7 networks. Both Integrated Acquisition
and Probed Acquisition perform the low-level processing required for Q.752. That is, Integrated
Acquisition and Probed Acquisition apply processing on received PDUs to record key performance
indicators (see KPI Generation) and generate alarms if thresholds are exceeded. The KPI counters are
sent over special Dataflows to Mediation Protocol for consolidation and further processing. One of the
tasks of a Centralized Configuration user is to configure the Q.752 Dataflows as well as the Q.752 alarms
thresholds (see About Q.752 Counters).

About xDR Generation

Mediation Protocol configurations are managed by Centralized Configuration in the Mediation
perspective. The details of the Mediation Protocol use and configuration are outlined in the Mediation
perspective.

About Sessions and Dictionaries

Once xDR generation is configured for a Mediation Protocol, xXDR records are stored in a session. A
session is associated with a dictionary. The dictionary mechanism is a way of describing the content of
the xDR fields. Management Application, such as Troubleshooting use the dictionary to access and
display the data making the applications independent of the xDR record format.
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The Mediation and Data Server (legacy) applications provide a mechanism for Centralized
Configuration to discover sessions and dictionaries. Once discovered, the sessions can be accessed by
Management Applications such as Troubleshooting.

Note: A session name must be unique for each Mediation Subsystem or Dataserver, but sessions can
have identical names if they reside on separate Mediation subsystems.

KPI Generation

Performance Intelligence Center system enables you to configure KPIs using the Management
Application KPI Configuration. KPI defines the rules for generating KPIs from the xDR records that
have been configured.

KPI data is stored in KPI sessions in a dictionary format like xDR records. Similarly, KPI sessions are
discovered by Centralized Configuration. Once discovered, the sessions can be accessed by
Management Applications like Mediation DataFeed Export or Dashboard.

About xXDR Mediation DataFeeds

Performance Intelligence Center supports exporting of xXDRs to third-party applications. This function
is referred to as a data feed export. All data feeds are configured by using the Mediation DataFeed
Export application. For more information on data feeds, see the Data Feed Configuration Guide.

About Network Views

Network views are logical, user-defined groupings of elements in a Performance Intelligence Center
system. The term network view is used to denote some aspect, or perspective, of a customer network.
For example, it could be the physical elements comprising a network, or a sub-network, or another
carrier’s network or a certain type of traffic on the network.

Network views can be nested in hierarchical order and contain other network views (children) that
themselves may contain network views and so on depending on how large or complex the network is.

Grouping elements together into network views enables you to divide up the network into more
manageable units, not only for convenience, (elements in a network view can be referred to from other
parts of the system as a single unit, by referring to the network view), but also for authorization
purposes. For example, you can create a network view that only shows certain application users a
subset of the total data and this is managed by assigning users rights (privacy settings) to specific
network views. Network views are designed to be the primary mechanism in the system to select a
dataset. Applications like Troubleshooting and SS7 Surveillance use network views.

The types of elements that can be grouped together into a network view include PDU sources such as
SS7 linksets, Gb links, Input streams or XDR sessions. There are two types of network views:

e Session-based network views - XDR sessions can be grouped together to create a view of the
network. The Troubleshooting application uses session-based network views for filtering and call
tracing.

¢ Link-based network views - links (SS7, Gb, IP) can be grouped together to create a view of the
network. This type of network view is used for associating linksets, links, and Input streams to
PDU Dataflows. The Troubleshooting also uses link-based network views for filtering and call
tracing.
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About Security and Permissions

Management Application comes with a security and privacy module, (see Security Guide for more
information), that enables objects, such as network views, that are a part of the Management
Application system to be protected. Each of these objects has an owner and the owner can set the
privacy level so that users who belong to specified user groups can have read, write and/or execute
privileges on an object(s).

Centralized Configuration enables an owner to create and modify objects. It also allows the owner of
an object to set the privacy of that object. When an object is created or discovered, the user who created
or discovered the object becomes the owner of that object and can assign privacy privileges for that
object and can set the level of access for other users, or groups of users using that object.

About Equipment Registry

Performance Intelligence Center system is comprised of many applications that are running in a
distributed environment. These applications need to be configured for them to perform their functions.
Applications are created, discovered and configured using the Equipment Registry perspective.

The principle elements in equipment registry are:

e Sites

e Subsystems

e Hosts
About Sites

Sites represent logical locations where an application is located. An application either runs on a single
server or it may be distributed over a group of servers (referred to as a subsystem). Using Centralized
Configuration, you define sites.

When you create a site, follow this guideline:

e There can be, at most, one Acquisition subsystem (Integrated Acquisition or Probed Acquisition)
for a given site. For example, you can have one Integrated Acquisition or Probed Acquisition
subsystem along with multiple Mediation subsystems. For this reason, a physical location where
there are multiple Acquisition subsystems needs to be represented in Centralized Configuration by
multiple sites.

Note: An Integrated Acquisition subsystem can monitor only one Eagle STP.

About Hosts
A host refers to a server that runs a Performance Intelligence Center application. For each server in a
site, there is a host in Centralized Configuration, therefore, allowing one site to contain multiple hosts.

About Subsystems

Some Performance Intelligence Center applications are stand-alone and some are clustered. A stand-
alone application has only one instance running on one host. Examples of stand-alone applications
include Mediation and Data Record Server (legacy systems). Some of the applications run in more than
one server or cluster, but to the outside world they behave as a single entity. A cluster of application
instances is referred to as a subsystem. Examples of applications that run as subsystems include:

e Acquisition (Integrated Acquisition or Probed Acquisition)
¢ Mediation
e Data Records Storage

About Server Roles

Primary and secondary roles are not assigned to the servers in the Acquisition subsystems anymore.
Server roles are made transparent to the user and server role changes are also automatic. For an
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Mediation subsystem, the Centralized Configuration assigns the primary role to server la and
secondary role to server 1b. The rest of the servers are assigned ancillary roles.

When you discover the first application that belongs to the subsystem, that application is automatically
designated as the primary application, and a subsystem entry is automatically created in the system.
When subsequent applications are discovered, the applications are designated as backup and ancillary
respectively.

About Report Configuration

Centralized Configuration provides a means of configuring a configuration report using MS Excel
spreadsheet. When you have run the report, each page is dedicated to a specific aspect of the system
(Network Views, Network Elements, Role Profils, Acquisition, etc). The configuration report is created
from the Home Page.
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Chapter 3: Using Centralized Configuration

About Centralized Configuration

This chapter provides a general overview of Centralized Configuration. The topics covered are:
¢ Logging into Centralized Configuration
e Understanding the Centralized Configuration user interface
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Opening Centralized Configuration

To open an application, click the Centralized Configuration icon located in the Configuration Section
of the Portal Screen.

The Centralized Configuration Home screen opens.

MNetwork Elements

S57 Nodes
GPRS MNodes
IP Modes i
. ) MNetwork Views
387 S.lgnallng Paints Session Views
357 Lfnl{sets Link Views
357 Links
GPRS Signaling Points
GPRS Gb Links
IP Signaling Points
¥DR-Related Elements
xDR Sessions Bulk Load Configurations
Dictionaries Bulk Import Configurations
Dictionaries with Deprecated Field(s) Bulk Export Configurations
FDU Hiding
Reporis Acquisition DataFeed Export
Create Configuration Report Acquisition DataFeed Export

Auta Synchronization

Conflaure Alarm Seventy Auto Synch Parameters

View/Configure Severity Offset o
*MF Synchronization Reports

Figure 6: Centralized Configuration Home Screen

The screen is divided into two main sections:

a. Menu Tree - located on the left-hand section shows the three main perspectives and enables you
to navigate through the data (not shown).

The six perspectives are:

Equipment Registry
Network Elements
Network Views
Acquisition
Mediation
Monitoring Policies

b. Screen Body - on the Home screen provides links for Network Elements, Network Views and xDR-
Related Elements, Bulk Load Configurations, Reports, Thirdparty applications and Alarm Severity
Configuration.

On other screens it allows you to create, modify, delete, or list configured data. Each of these objects is
discussed as specific subjects.
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Understanding the Centralized Configuration Screen

This section provides a brief overview of the screen elements for Centralized Configuration. For more
detailed information Management Application screen elements such as the toolbar and function
buttons.

Note: Do not use the Function Keys (F1 through F12) when using the Management Application.
Function keys work in unexpected ways. For example, the F1 key will not open Management
Application help but will open help for the browser in use. The F5 key will not refresh a specific screen,
but will refresh the entire session and will result in a loss of any entered information.

About Tool bar and Right-click Menu Functions

The section describes the list screen and pop-up menu that have similar toolbar functionality. The
functionality is divided into three sections:

e Buttons
e  Column functions
e Right-click menu options from the element list

Buttons and Pop-up Menus

Buttons are located either on a List screen toolbar or on the right click pop-up menu in the element
section. They are:

Note: Not all tool bar button functions appear in the pop-up menus. Pop-up menu is specifically for
the element. The tool bar buttons are general functions for that screen such as first record, next record,
previous record, etc.

e First record - enables you to move to the first record

¢ Nextrecord - enables you to move to the next record

e Previous record - enables you to move to the previous record

e Lastrecord - enables you to move to the last record

e Add - enables you to add a record

e Modify - enables you to modify the selected record

¢ Delete - enables you to delete the selected record

e Search - enables you to search for a specific record

e Synchronize/Discover - enables you to either discover new applications or Synchronize the
Subsystem after any changes

Note: Do not use the Function Keys (F1 through F12) when using the Management Application.
Function keys work in unexpected ways. For example, the F1 key will not open Management
Application help but will open help for the browser in use. The F5 key will not refresh a specific screen,
but will refresh the entire session and will result in a loss of any entered information.

Right Click Pop-up Menus

Right clicking on an element opens the pop-up menu for that specific element. For example, right
clicking on the Sites element in the Equipment Registry perspective opens the pop-up menu that has
options such as: Add, Modify, Delete, List and Refresh. Right clicking on the Sites element in the
Mediation perspective opens the pop-up menu just shows Refresh.

Column Functions

The column functions enable you to perform the following actions:
Each column can be sorted by ascending or descending order

Each column can be moved to a different order within the screen to facilitate reading and searching for
specific records. This action is accomplished through the Select Columns button.

Note: The Select Columns button also enables you to view or hide columns on a screen.
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Chapter 4: Home Screen Operations

About Centralized Configuration Home Page Operations

One of the perspectives that Centralized Configuration provides is a global listing functionality on its
Home screen. These links enable you to view the objects listed below as you would view them using
the Management Application legacy application system configuration. In addition to these views, there
are also Bulk Load and Reports functionalities. The areas covered in this chapter are:

e Network Elements

e Network Views

e xDR-Related Elements

¢ Bulk Load (Import and Export)

¢ Reports (Creating a Configuration Report)

e Thirdparty (Linking with external applications)
e Alarm Severity Configuration

Network Elements

The Centralized Configuration Home screen provides links for a global listing of the following SS7,
GPRS and IP network elements:

e SS57 Nodes
e GPRS Nodes
e IP Nodes

e S57 Signaling Points

e S57 Linksets

e SS7Links

e GPRS Signaling Points
e GPRSGb Links

e [P Signaling Points

Nodes

The Home page lists each type of node separately to make searches easier and quicker. Clicking a
specific link provides a list of the specific node configured in your system along with their associated
signaling points. Clicking the link opens the specific Node(s) List screen (557 Nodes list page is shown).

Note: The Home screen section shows the list of Nodes independently of the Object Tree on the left-
hand section of the screen.
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[ MNode Name Description of Node State Created
o 1 5571 TS M 16/06/2015 01:50:43
O 2 Test2 TkIcSm M 26/06/2015 03:23:31

) 357 signalling points listfor node S87_1

Description | Node Name | Code | Flavour Country | Flavour Format | OID

[ |1 | Test 8871 0-1-4 | DENMK-S37 3-8-3 1.3.6.1.4.1.4404.2.1.4.1.1.335¢

Figure 7: SS7 Node(s) List Screen

From this screen you can: add, modify, delete and show details of any selected Node as well as
refreshing the screen to view any changes that have occurred to the Node records.

Signaling Points List Screen

Each type of signaling point is located under the network element category (SS7, GPRS or IP). The
signaling points link provides a list of ALL the signaling points configured in your system. Clicking the
link opens the Signaling Point(s) List screen (SS7 Signaling Points screen shown).

Note: The Home screen section shows the list of Signaling Points independently of the Object Tree on
the left-hand section of the screen.

E:l Z xl zl Ll 25 7 | Page: 111 Records: 2

] SP |Description |NodeMame | Code |Flavour Country |Flavour Format | OID Owner |State | Created

[ |1 |Test 557_1 0-1-4 | DENMK-557 3-8-3 1.3.6.1.4.1.4404.2.1.41.1.33554444 | TRlcSrv | N 26/06/2015 03:22:44
[ |2 |Test2 557_1 0-0-78 | ANSI-587 8-8-8 A.36.1.41.4404.21.41116777294 | TRIcSrv | M 26/06/2015 03:24.53

Figure 8: SS7 Signaling Points List Screen

SS7 Linksets List Screen

The linksets link provides a list of all the SS7 linksets configured in your system. Clicking on S57
Linksets in the Home page opens the SS7LinksetList screen shown below that has two tables. Selecting
a linkset in the top (linkset) table shows the links that belong to that set. From this screen you can
modify, delete, search, override custom name, assign RID groups and see details of a linkset. You can
also: add, modify, delete, search, override custom name and see details of a linkset's associated links.
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= AR AR I = S | Page: 111 Records: 1

Far End Point Code | Ol

Mear End Point Code

RID Groupld | Linkset Type

Custom Name Override Description

Dizabled

Linkset Custom Name Eagle Name

S57_Linkset

4| I

@ SS7 link listfor linkset S57_LinkSet

= z| XN gla e o= | Page 11 Recors: 1
I # | LinkCustomMName |EagleMame |Descripion |SLC |Interface Mame |Protocol Name |Ermor Correcion |Removed | OID
[ |1 S57_Link1 a DS0A_56K GB_FR MNOME .1.3.6.1.4.1.4404.2.1.6.1.1.3355444¢
Figure 9: Selected SS7 Linkset List Showing Associated Links
SS7 Links List Screen

The links link provides a list of all the SS7 links configured in your system. Clicking the link opens the
Link List screen. From this screen you can: modify, delete, search, set the custom name override or see
the details of a particular link.

Note: The Home screen section shows the list of Link independently of the Object Tree on the left-hand
section of the screen.

EI il & il &I EI 25 zl Page: 1/1 Records: 0

M| # |LinkCustomName | Custom Name Override | Eagle Name | Description | Linkset Custom Name | SLC | Interface Name | Protocol Name | Error Correction

Figure 10: SS7 Links List Screen

GPRS Signaling Point List Screen

The GPRS signaling point list screen provides a list of GPRS linksets configured in your system. The
GPRS linkset screen is shown below.

il ﬁl!l il &l 25 ﬂPage:‘l.“l Records: 1

Description |Node Name |3GSNId |0OID Owner |State |Created
[ |1 |GPRS_1_Node GPRS_1 10 1.36.1.41.440421.41.210 | TRIcSv | N 26/06/2015 04:10:31

Figure 11: Gprs Signaling Point List Screen
GPRS Gb Link List Screen

The GPRS Gb links list screen provides a list of the GPRS Gb links configured in your system. The GPRS
Gb link list screen is shown below.

EI il 5' EI &I 25 il Page: 1/1 Records: 1

| E Link Custom MName Description PCM Id Link Interface
| |1 GPRS_Gb_Link1 10 7 GPRS_1_MNode |.1.3.6.1.4.1.4404.2.1.6.1.1.10.10

Figure 12: Gprs Gb Link List Screen

IP Signaling Point List Screen

The IP signaling point list screen provides a list of IP signaling points configured in your system. The
IP signaling point list screen is shown below.
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= aaa|m| i e .-

Description Mode Mame alln] State Created

Figure 13: IP Signaling Point List Screen

Network View Lists

The Centralized Configuration Home screen provides links for a global listing of the following network
views:

e  Session Views
e Link Views

These links provide a complete list of these elements.
Session Views

The Network Session Views link provides a list of ALL the session views configured in your system.
Clicking the link opens the Network Session View(s) List screen.

Note: In the Home screen, the Network Sessions View section shows the list of Network Views
independently of the Object Tree on the left-hand section of the screen.

o= 1 B 2 R B 4 " | Page: 11 Records: 1

Desonplion

1 Tuat sassionnetwariodaw

Figure 14: Network Sessions View(s) List Screen

Link Views

The Link Views link provides a list of all the link network views configured in your system. Clicking
the link opens the Link Network View(s) List screen.

Note: In the Home screen, the Link Views section shows the list of Link Views independently of the
Object Tree on the left-hand section of the screen.

= Bl Al | B 4 " | Page: 11 Records: 1

D criplion

1 ki1 linkn etworiodew

Figure 15: Link Network View(s) List Screen

xDR-Related Elements

The Centralized Configuration Home screen provides links for a global listing of the following xDR-
related elements:

e xDR Sessions
e Dictionaries
o PDU Hiding

These links provide a complete list of these elements. Each element is discussed separately.
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xDR Sessions

The xDR sessions link provides a list of ALL the xDR sessions configured in your system. Clicking the
link opens the Sessions present.

Note: The Home screen section shows the list of Sessions independently of the Object Tree on the left-
hand section of the screen.

Note: xDR field reduction session is not available in list of session list.

EI gl & - All records - =

: Eﬂ 110 ﬂﬁlﬁlﬂ& Lastrefresh: 04:53:35

= Al = Al R x| A = Al = Al x| A ] R ~
CapacityManagement 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE Generic FlowMonitor Stats_1.1.2 | DWH_Pool
ixp1002StreamMonitor 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE StreamMonitor DWH_Pool
ixp1002BuildMonitor 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE BuildMaonitor DWH_Pool
ixp10020perateMonitor 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE OperateMonitor DWH_Pool
ixp1002PoolMonitor 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE PoolMonitor DWH_Pool
ixp1002BuildThreadMonitor | 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE BuildThreadMonitor DWH_Pool
ixp1002ItfStreamMonitor 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE ItfStreamMonitor DWH_Pool
ixp1002AggSessionMonitor | 18/01/2038 19:14:07 | - 0 0 STATISTICS SINGLE AggSessionMonitor DWH_Pool
Test_DFP_Nit_Session 18/01/2038 19:14:07 | - 0 0 RECOMNSTITUTION | SINGLE 557 MAP SM TDR_7.2.1 DWH_Pool

Dictionaries

Figure 16: xDR Sessions List Screen

The Dictionaries link provides a list of all the dictionaries discovered in your system. Clicking the link
opens the Dictionaries list screen.

Note: The Home screen section shows the list of dictionaries independently of the Object Tree on the
left-hand section of the screen.

= AN =&l et | .:1 Al R | b | Al
AggZessinhla  STATERTICE Ll s i VERRMN ]
Buitdhionior STATISTICS Hi#, A . VERSION T
BuildTheéadMonitos | STANSNCS [ | e VERSION | Y
GPRS GO TOR_7.1.0 |RECONSTITUTION |GPREGE | GEMERIC 710 Ik
GPRS Gb TOR_CAPTURE_7.10 CAFTURE GPRSGE | GENERIC 710 [¥
GPRS GG COR_7.3 1 RECOMSTITUTION GPRS Gn Gp GEMERIC 731 L
GPRS GniGp TOR_T 20 RECONSTITUTION GPRS Gn Gp | GEMERIC 720 k4
GPRS Gadtp TOR_CAPTURE_72.0 | CAPTURE ' | GPRS Ga Gp | GENERIC 720 kG
Ganonic Flowhanitor Stats_1,1.2 | STATIETICS ™ | nam 112 K]
Gananc Mobile Azsoriadons TOR_1.10 | SUDR Al | GEMERIC 1.0 ¥
Genenic ProTrace SUDR_7.0.1 SUDR Al GEMERIC 70.1 [¥
Generic SUDR_10.0 SLUDR All ETSI 300 ¥
IMS DIAMETER CC COR_7.12 RECONSTITUTION BSDIMETER | GEMERIC 712 ¥
iMS (AMETER ©C TDR_7.1.2 | RECONSTITUTION S DLMETER | GENERIC . 712 %
M5 DIMETER COMPACT TOR_7 80 | RECONETITUTION | IS DUMETER |GENERIC |- 750 ¥
M5 DAMETER Cc TDR_CAPTURE_7.1.2 CAFTURE WS DEUETER |GEMERIC - T2 |
M35 HAMETER, Cx TOR_7.04 RECONSTITUTION NS DAMETER GEMERIC 704 ¥
IMS DIAMETER Cx TDR_CAPTURE_7.0.4 CAPTURE WIS DALETER GEMERIC 704 ¥
IMS DIAMETER GqTDR_7.0.2 RECONSTITUTION IMS DIALETER | GEMERIC 702 ¥
M3 DIAMETER Gg TDR_CAPTURE_70.2 | CAPTURE | IS DUAMIETER | GENERIC 702 |

PDU Hiding

Figure 17: Dictionaries Present Screen

The Stacks link provides a list of all the stacks in your system. Clicking the link opens the Stacks list

screen.

Note: The Home screen section shows the PDU Hiding option. This option provides the ability to enable
or disable the PDU decode hiding and PDU summary hiding for a specific protocol. Enabling PDU
hiding will take away the ability to view the hexadecimal values (header of the decoding) and columns
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1, 3 and 4 in the decode screen in Troubleshooting.
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Enabling or Disabling PDU Hiding

FDU Hiding is currently Enabled

ProTrace PDOU Hiding
@ Enable POU Hiding

Disable POU Hiding

Figure 18: PDU Hiding

Complete these steps to enable or disable PDU hiding in Troubleshooting.

Note: This operation can only be performed by users with the role NSPAdministrator or
NSPConfigManager.

1. From the Home Page, click PDU Hiding. The PDU Hiding screen opens. The default setting is
"enabled."

2. Select either Enable PDU Hiding or Disable PDU Hiding depending on the need.

3. Click Apply at the bottom of the screen. The heading will signify what state the PDU hiding is in
(enabled or disabled).

4. Click Close.

Bulk Load

Centralized Configuration’s Bulk Load process enables you to load both Integrated Acquisition and
Probed Acquisition configurations offline without requiring Acquisition to be up and running. For
Integrated Acquisition configurations this process includes the capability to import sites, hosts,
applications, signaling points (both SS7 and Gb), linksets, links (both SS7 and Gb), SS7 filters, IP filters,
probe assignment configurations and monitoring groups.

After importing the configuration for the first time, you can also update the same configurations again.
You take the export of the existing configuration and make the changes to this configuration in the CSV
files generated. Re-importing the files updates the changes made to the files.

Note: To create a new object, the ObjectIDs will be “NA”. This will signify whether it is a new insert or
not. To update an object, the ObjectID should be NSP_ID (this can be generated through CSV export).

The bulk loading process supports the following file types:

e SSN filters

e SS7 combination filters
o GT filters

e DLCI filters

e [P Combination Filters
e P filters

e Port filters

e VLAN filters

e PC filters

e Raw filters

e Sites

e Hosts
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e Nodes

e S57Signaling Points

e Linksets

e S57 Links

¢ GbSignaling Points

e Monitoring Groups

e Probed Acquisition cards

e Probed Acquisition ports

e Probed Acquisition Port Assignments

These file types can be uploaded in any order.

Bulk Loading Process

The separate files should be prepared for the file forma