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About This Guide

This chapter contains an overview of this guide, describes how to obtain help, where to find
related documentation, and provides other general information.

Introduction

This guide describes the Operation Support System Interface (OSSI) Definitions Interface .
This interface enables an operator or third-party system to programmatically push
configuration information to and retrieve operational statistics from the policy server
deployment using XML queries.

Scope and Audience

This guide is intended for operators or third-party systems who are responsible for pushing
configuration information to and retrieving operational statistics from a policy server
deployment.

How This Guide is Organized

The information in this guide is divided into the following major sections:

e The first part, Introductory Information, includes:

About This Guide, which contains general information about this guide, the
organization of this guide, and how to get technical assistance.

e The second part, Functionality Used in Both Wireless and Cable Modes, includes:

ORACLE

Schema Definitions and Request Specifications, which describes the schema
definitions and request specifications used within the OSSI XML interface for both
wireless and cable modes.

Common Responses and Commands, which describes the generic response format
for many of the commands, used and the commands that are common to the various
OSSl interfaces.

About the Operational Measurements Interface, which describes the interface used to
retrieve operational counters from the system.

Identity Management, which describes the interface that enables the CMP to
configure user names, passwords and roles using the OSSI interface.

Policy Table Interface, which describes an interface that enables you to generalize
multiple similar policies into a single policy, simplifying processes such as adding new
policies, modifying existing policies, and checking consistency among policies.

Topology Interfaces , which enables you to manage and query topology-related
objects, such as applications and traffic profiles.

Xiii



About This Guide

* The third part, Wireless Mode, describes all the functionality used in the wireless
mode, which includes:

— Topology Interface for Wireless Mode, which describes the interface that
allows wireless users to manage and query network elements, paths, and
other topology-related objects within the system.

— Subscriber Interface for Wireless Mode, which describes the interface that
enables wireless users to manage and query quota profiles and quota
conventions within their system.

— Operational Measurement Interface for Wireless Mode describes the various
operational measurements, (OM) groups, and the individual OM statistics
specific to the wireless mode.

»  The fourth part, Cable Mode, describes all the functionality used in the cable
mode, which includes:

— Topology Interface for Cable Mode, which describes the interface that enables
cable users to manage and query network elements within the system.

— Subscriber Interface for Cable Mode, which describes the interface that
enables cable users to manage and query accounts and tiers within their
system.

— Operational Measurement Interface for Cable Mode, which describes the
various operational measurements (OM) groups and the individual OM
statistics specific to the cable mode.

Related Publications

For information about additional publications related to this document, refer to the
Oracle Help Center site. See Locate Product Documentation on the Oracle Help
Center Site for more information on related product publications.

Policy and Protocol Specifications

The following specifications provide information on protocols:
* Internet Engineering Task Force (IETF) specifications:
— RADIUS RFCs:
*  RFC 2865: RADIUS
*  RFC 2866: RADIUS Accounting
*  RFC 3576: Dynamic Authorization Extensions to RADIUS
— Diameter RFCs:

*  RFC 3539: Authentication, Authorization and Accounting (AAA) Transport
Profile

*  RFC 3588: Diameter Base Protocol
— RFC 3164: The BSD syslog Protocol
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Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help
Center (OHC) site, http://docs.oracle.com. You do not have to register to access these
documents. Viewing these files requires Adobe Acrobat Reader, which can be downloaded at
http://www.adobe.com.

1. Access the Oracle Help Center site at http://docs.oracle.com.
2. Click Industries

3. Under the Oracle Communications subheading, click the Oracle Communications
documentation link.

The Communications Documentation page appears. Most products covered by these
documentation sets will appear under the headings "Network Session Delivery and
Control Infrastructure" or "Platforms."

4. Click on your Product and then the Release Number.
A list of the entire documentation set for the selected product and release appears.

5. To download a file to your location, right-click the PDF link, select Save target as (or
similar command based on your browser), and save to a local folder.

Customer Training

Oracle University offers training for service providers and enterprises. Visit our web site to
view, and register for, Oracle Communications training:

http://education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University
Education web site:

www.oracle.com/education/contacts

My Oracle Support

ORACLE

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or
call the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

* For Technical issues such as creating a new Service Request (SR), select 1.

»  For Non-technical issues such as registration or assistance with My Oracle Support,
select 2.

*  For Hardware, Networking and Solaris Operating System Support, select 3.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Emergency Response

ORACLE

In the event of a critical service situation, emergency response is offered by the
Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or by
calling the Oracle Support hotline for your local country from the list at http://
www.oracle.com/us/support/contact/index.html. The emergency response provides
immediate coverage, automatic escalation, and other features to ensure that the
critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely
affects service, traffic, or maintenance capabilities, and requires immediate corrective
action. Critical situations affect service and/or system operation resulting in one or
several of these situations:

» A total system failure that results in loss of all transaction processing capability

»  Significant reduction in system capacity or traffic handling capability

* Loss of the system’s ability to perform automatic system reconfiguration

* Inability to restart a processor or the system

»  Corruption of system databases that requires service affecting corrective actions
* Loss of access for maintenance or recovery operations

* Loss of the system ability to provide any required critical or major trouble
notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance
capabilities may be defined as critical by prior discussion and agreement with Oracle.
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Schema Definitions and Request
Specifications

This chapter provides detailed information on schema definitions and request specifications
used within the OSSI XML interface.

Schema Definitions

To enable message validation and to accurately specify the syntax of each of the messages,
the following XML schema definitions are provided.

*  OssiXmlRequestResponse.xsd: defines the XmlinterfaceRequest tag and the associated
sub-element type definition. This XSD file is used to validate add/update requests.

*  OssiXmlCommon.xsd defines the schema for global types and requests used in all
interfaces.

*  OssiXmlTopology.xsd defines the schema for the topology interface.

*  OssiXmlISubscriber.xsd defines the schema for the subscriber interface such as
AddAccount and UpdateAccount.

e OssiXmlOm.xsd defines the schema for the OM interface and the OSSI OM stats query
and response type defintion.

*  OssiXmlRuntimeResponse.xsd defines the runtime response type such as:
SubscriberLog, SubscriberRealtimeStats, and ResponseType.

*  OssiXmlUserMgr.xsd defines the user, role-related type (such as: AddRole and
AddSysAdminUser).

»  Export.xsd is generated according to the data model (dal.xml) during the build phase and
includes miscellaneous types.

Request Specifications

ORACLE

Each of the requests and responses defined within the previous schema definitions are sent
to and received from the Oracle Communications Policy Management Configuration
Management Platform (CMP) using HTTPS messages. Specifically, an HTTP POST
message is sent containing the specific request message. The HTTP response contains a
response message indicating status and returning any data as required.

For an application desiring to use the OSSI, the only requirement is the ability to send an
HTTP POST and to process any response. This guide contains examples that use the
command line utility wget to send an HTTP POST request that contains data specified in an
XML file as input and returns an output XML file. The example that follows demonstrates the
basic wget options; additional options are available but are not described here. Please note
that the request URL is case sensitive and must be entered as seen here.
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> wget --post-file=input.xml --output-document=output.xml
"http://1.2.3.4/mi/xmlInterfaceRequest.do?user=testspwd=test"

< Note:

The CMP system has a global setting that controls how often statistics are
available to the OSSI. Therefore, the availability of statistics is dependent

Chapter 1
Request Specifications

upon when the statistics are available to OSSI. For more information, see the

CMP User's Guide appropriate for your mode of operation.

--timeout=0 --progress=dot <

Where the following describes each parameter:

Since the request must include authentication credentials, you must specify a user
with the necessary privileges to perform the desired operations. The default CMP
Administrator and Operator roles have the appropriate privileges for all OSSI
operations. You can create a custom role if it includes the necessary privileges. For
more information on roles and privileges, see the CMP User's Guide appropriate for

--post-file=input.xml (Required)
Indicates the request input XML file.

--output-document=output.xml (Optional)

Names the output file. If unspecified, the default filename is the URL string

indicated in the wget request.

http://1.2.3.4/mi/xmlInterfaceRequest.do?user=testspwd=test (Required)

The HTTP request URL, including the authentication credentials.

--timeout=0 (Optional)

Sets the network timeout to seconds. The default for this value is 900 (15min). A

value of O disables timeout checking completely.

--progress=dot (Optional)
Display the progress bar on the request.

your mode of operation.
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Common Responses and Commands

This chapter describes the generic response format for many of the commands used and the
commands that are common to theOSSI.

Common Responses

This section describes the generic response format to many of the commands. The response
format follows the generic response tag defined in the XSD files. The following are examples
of successful and failed operations.

Example XML Response for a Successful Operation

The following is an example of an XML response for a successful operation.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="2">Successfully imported 2 network elements.</
Success>
<Failure count="0"></Failure>
</Command>
</Response>

Example XML Response for an Operation that Fails at the System Level

The following is an example of an XML response for an operation that fails at the system
level (for example, a malformed request).

<?xml version="1.0" ?>
<Response>
<Result>103</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Incorrectly formatted XML. The element type
"NetworkElementStats" must be terminated by the matching end-tag
"</NetworkElementStats>".</Failure>
</Command>
</Response>

ORACLE 2-1



Chapter 2
Result and Failure Codes

Example XML Response for an Operation that Includes an
Application-level Failure

The following is an example of an XML response for an operation that includes an
application-level failure.

<?xml version="1.0" ?>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 network elements.
Network Element includes an invalid NetworkElementType.
Network Element: RouterA</Failure>
</Command>
</Response>

The following is an example of an XML response for a policy deployment operation
that includes an application-level failure.

<?xml version="1.0" 2>
<Response>
<Result>103</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1" code="240001">
Incorrectly formatted XML. The element type "AddPolicy" must
be terminated by the matching end-tag"AddPolicy".
Failed to import Policy: ‘3G APN(3G UE) QoS-UL-HighLimit V1’.
</Failure>
</Command>
</Response>

Result and Failure Codes

Many of the OSSI commands can return a numeric result code in the response
message. This code represents the status of the operation at the system level and
shows whether the command itself could be executed or not. Table 2-1 describes the
possible result codes.

Table 2-1 Result Codes

Code Description
0 The command was valid at a system level.
100 There was a general failure due to an internal server error.
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Common Commands

Table 2-1 (Cont.) Result Codes

_______________________________________________________________________|
Code Description

101

102

103

104

105

The command failed authentication; the account or password does not match
between the OSSI and the URL.

An input stream error occurred (for example, the requested data exceeds
maximum size). The maximum size for a single request is 20,000,000 bytes. An
example of the error message is:
errors.importExport.variableMessageMaxFileSize=Import
file exceeds max size of 20M.

The request is malformed; for example, the XML tags may be invalid. Refer to

the XSD of the OSSI query and ensure that no characters appear before the
XML header (<?xml version="1.0" encoding="UTF-8"?>).

The policies or policy server configuration could not be pushed to an off-line
Policy Management device. Re-apply after the Policy Management device is
ready.

The Policy Management OSSI interface is not supported by the current mode.

The

policy and policy group commands described in Policies and Policy Groups can return a

six-digit failure code in the response message. This code represents the root cause of the
failed operation. Policy/Policy Group Failure Codes describes the possible failure codes.

Table 2-2 Policy/Policy Group Failure Codes

Code Description

0 Successful operation.
000001 Message length is incorrect.
000006 Database error.

000007 Internal error.

240001 Operational file format error.

Common Commands

This section describes commands that are common to the various OSSI interfaces. These
include:

ORACLE

Get Version:

Enables you to request the OSSI API version number, as a string (for example, 2.0.3).
This enables you to verify that the OSSI interface being used is the version expected,
ensuring that the commands operate as specified for that version.

Distribute Updates:

Enables you to trigger an immediate distribution of any pending data changes to the
policy servers. This enables you to queue up many changes in the Oracle
Communications Policy Management Configuration Management Platform (CMP) before
sending them all at one time to the policy servers in the deployment. Alternatively,
changes can be distributed one-by-one on a per-command basis. The following types of
data are pushed down to the policy servers as part of this request:

— Topology data, which includes network elements and paths.

— Tiers
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—  Subscriber accounts

* Serving Gateway/MCC-MNC Mapping:
Enables you to verify input XML files.

*  Query Absolute Values for Statistics:
Enables you to retrieve absolute values when Stats.Interval.Enabled. is set to
false.

The following examples show both the request and response that are defined in the
XSD files for the GetVersion tag.

The following is an example of the request that follows the GetVersion tag.

<?xml version="1.0" encoding="UTF-8" ?>

<XmlInterfaceRequest>
<GetVersion></GetVersion>

</XmlInterfaceRequest>

The following example response to the previous request follows the generic Response
tag.

<?xml version="1.0" ?>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">2.2.14</Success>
<Failure count="0"></Failure>
</Command>
</Response>

pdates

The following examples show the requests and responses that are defined in the XSD
files for the DistributeUpdates tag.

The following is an example of the request that follows the DistributeUpdates tag.

<?xml version="1.0" encoding="UTF-8" ?>

<XmlInterfaceRequest>
<DistributeUpdates></DistributeUpdates>

</XmlInterfaceRequest>

The optional ForceSynchronization attribute can be used to force a complete
resynchronization of the CMP and Multimedia Policy Engine (MPE) databases. The
default value for this attribute is false.

Typically, using this attribute should not be necessary because the system should
always be kept in-sync automatically; it is provided as a fail-safe measure for
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unforeseen circumstances. Performance is impacted from using this attribute, so it should not
be used unless deemed necessary by Policy Management support personnel. The following
is an example of this attribute:

<?xml version="1.0" encoding="UTF-8" ?>
<XmlInterfaceRequest>

<DistributeUpdates ForceSynchronization="true"></DistributeUpdates>
</XmlInterfaceRequest>

The following example response to the previous request follows the generic Response tag.

<?xml version="1.0" ?>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="3">Topology updates successful. Tier updates
successful. Account updates successful.</Success>
<Failure count="0"></Failure>
</Command>
</Response>

Serving Gateway/MCC-MNC Mapping

ORACLE

The following example shows the request and response defined in the XSD files for the
SgwMapping tag.

The following is an example of the request that follows the SgwMapping tag.

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<XmlInterfaceRequest>
<AddSgwMapping>
<SgwMapping>
<Name>test</Name>
<Description>description for the mcc-mnc
mapping</Description>
<MccMnc>111111</MccMnc>
<SgwIpAddress>
<IpAddress>10.0.0.129</IpAddress>
</SgwIpAddress>
</SgwMapping>
</AddSgwMapping>
</XmlInterfaceRequest>

The following example response to the previous request follows the generic Response tag.

<?xml version="1.0" ?>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">Successfully imported 1
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Serving Gateway/MCC-MNC Mappings.</Success>
<Failure count="0"></Failure>
</Command>
</Response>

Query Absolute Values for Statistics

ORACLE

The following example shows the request and response that is defined in the XSD files
for the Statistics tag.

" Note:

If Stats.Interval.Enabled is set to true (meaning that Persistent Interval
Statistics is in use), then the CMP does not collect absolute counter values.

The following is an example of the request that follows the Statistics tag.

<?xml version="1.0" encoding="UTF-8" ?>
<XmlInterfaceRequest>

<Statistics/>
</XmlInterfaceRequest>

The following example response to the previous request follows the generic Response
tag.

<?xml version="1.0" 2>
<Statistics>
<DiameterAfPeerLatencyStats>
Absolute statistics values are not available.
</DiameterAfPeerLatencyStats>
</Statstics>
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About the Operational Measurements
Interface

The Operational Measurements (OM) XML interface is used to retrieve operational counters
from the system. This chapter describes the interface and how it should be used.

Time Zones and Start/End Times

OM responses include sample buckets, each with a specified start and end time. These
values are returned in UTC (Coordinated Universal Time) format, which is the international
time standard. The CMP system has no information about the time zone of the originating
request and is therefore unable to return a localized time zone to the user.

The XSD files define request/responses with the following:

<!-- Time Range -->

<xsd:element name="StartTime" type="xsd:dateTime" minOccurs="1"
maxOccurs="1"/>

<xsd:element name="EndTime" type="xsd:dateTime" minOccurs="1" maxOccurs="1"/>

The type is defined as “xsd:dateTime”. This is a UTC format. This data type describes
instances identified by the combination of a date and a time.

Its lexical space is the extended format:
[-]CCYY-MM-DDThh:mm:ss[Z]| (+|-) hh:mm]

The time zone may be specified as Z (UTC) or (+|-)hh:mm. Time zones that are not specified
are considered localized to the CMP system.

The following are examples of valid format values for xsd:dateTime:

e 2007-03-26T21:32:52Z
UTC format. This is the default response format for all timestamps. It is also the
recommended format for user requests.

e 2007-03-26T21:32:52+02:00
This format is localized time with 2 hour offset to UTC time.

e 2007-03-26T19:32:52
This format is localized time interpreted as localized to the CMP system.

e 2007-03-26T19:32:52+00:00
This format is localized time with no offset.
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< Note:

All date and time numbers are two digits. For example, 3:00am, April 5th,
2008, is written as 2008-04-05T03:00:00.

A request to retrieve statistics can be made either in UTC or as a time that is localized
to the CMP system. Oracle recommends that users make their requests in UTC format
to remain consistent with the UTC output. UTC is also recommended because end
users may not be aware they are making requests from a different time zone from the
CMP system and therefore may not be accounting for that difference when analyzing
results. If the MPE systems, CMP, system and end user are all in different time zones,
the user would be attempting to correlate values and draw conclusions from the
reported statistics across all of those time zones.

Counter Reset and Failover

ORACLE

MPE and MRA systems write historical data to a distributed COMCOL database and
save it for 24 hours.

# Note:

The CMP system stores cluster-level interval statistics to its own database.
Data is available for an external OSS system to retrieve after the end of the
next interval period.

You can reset statistics by selecting a specific Stats Collection Period value on the
Stats Settings page of the CMP GUI. Any pre-set intervals are reset to regular
intervals of every 5, 10, 15, 20, 30, or 60 minutes afterwards. (See the CMP User's
Guide for details.) When the statistics collection period is changed, the database is
purged. All memory counters are reset to 0. This means that the delta values
calculated for the time period during which the reset occurred are not accurate.

For example, if at the StartTime the SuccessSessionCount value is 100 minutes, and a
reset occurred that reset the count to 0, then the next reported delta would be -100. If
the SuccessSessionCount started at 100, and during the sample time period five
successful sessions completed, then a reset occurred after which 10 more sessions
completed successfully, then the resulting delta for that time period would be -90. This
example shows that some information is lost; the response will indicate this with the
IsComplete flag set to false. In either case, the value could not be seen as an accurate
representation of activity for that time and should be ignored. For this reason, negative
delta values are always returned as 0.

The CMP system will get incomplete interval stats from MPE or MRA systems in the
following conditions:

* The active MPEor MRA system switches over one or more times within an interval
period.

*  MPE or MRA system has initially started up.

* Under high-load conditions, the MPEor MRA system cannot store data to the
database at the end of an interval cycle (within a margin of a few seconds).
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Comparisons Between the CMP GUI and OM Statistics

Relationships between the OM XML responses and the CMP reports GUI can be drawn and
used for comparison.

The OM XML interface persists statistic values over time. This tool is intended for historical
analysis of statistics and can be used to track usage. The interface enables you to request
data over a user-defined time range and returns data for that period. The default behavior for
this interface is to return data as delta values. The delta is calculated as the positive change
in value between the start and end times returned in Sample buckets. Certain non-cumulative
statistics are always reported as absolutes, and those individual statistics are explicitly
documented. This behavior can also be changed to return absolute values for all statistics;
even those that are cumulative in nature (see OM Statistics Requests).

The Reports page in the Policy Server section of the CMP GUI displays statistics in real time
(see the CMP User’s Guide for details). The intent of this page is for monitoring current
statistics. The page dynamically updates the displayed statistics every 10 seconds. These
statistics are categorized by protocol. The default behavior of this page displays statistics as
absolute values. There is a Show Deltas button at the top of the pages can be used to switch
the display to calculated delta values. The delta value shown is the difference between the
current value and the last refresh of the page (approximately 10 seconds).

The top section on any statistics page, contained within the CMP GUI, usually correlates with
the Message Processing Stats of the OM XML interface. The individual statistics for each
Network Element can be found in the section at the bottom of the reporting page. These
statistics correlate with the Network Element Stats of the OM XML interface.

Labels for specific statistics may differ between the CMP GUI and the OM XML interface
responses. The specific types of statistics displayed may also differ by protocol. While the
CMP GUI can use labels and statistics specific to a certain protocol, the OM XML interface
requests must use generic language across protocols in order to remain consistent with
published XSD definitions.

For deployments that collect statistics across multiple protocols, for example PCMM and
Dynamic Quality of Service, the CMP GUI displays statistics for each protocol individually.
However, in the XML interface, the statistics for available protocols are summarized in the
response. For example, session count statistics for Packet Cable Multi-media and DQoS
would be added together to display with each network element.

# Note:

Statistics for individual protocols cannot be displayed separately.

For additional details for the Reports/Statistics section of the CMP GUI, see the CMP User’s
Guide.

OM Statistics Requests

These are the two OM statistic requests used in the OSSI.
e Attributes and Child Tags

* Recorded Timestamp and Request Time Range
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Attributes and Child Tags

The following attributes can be used with any of the OM Statistics requests as part of
the QueryOMStats tag:

DeltaCount

Cumulative values that list the positive change in that value since the last recorded
time period. By setting the DeltaCount attribute to false, you can request that all
statistics be returned as absolute values instead.

# Note:

Absolute values are the total values since the beginning of time.

Some statistics are always returned as absolute values. These non-cumulative
statistics have values that can increase or decrease over time; for example
Upstream and Downstream Bandwidth or active Session Counts. These statistics
are explicitly called out in this guide as always returning absolute values.

The following is an example of the DeltaCount attribute:

<?xml version="1.0" encoding="UTF-8"?>
<QueryOmStats DeltaCount="false">
<StartTime>2006-10-12T11:15:00Z</StartTime>
<EndTime>2006-10-12T11:25:00Z</EndTime>
<NetworkElementStats></NetworkElementStats>
</QueryOmStats>

AggregateTimeSamples

An attribute that enables you to request that all sample buckets in the response be
aggregated into a single sample bucket. This attribute enables you to request data
for a time period and see a summary of all recorded data for that specific time
period, rather than all the individual samples that make up the requested time
period.

The following is an example of the AggregateTimeSamples attribute:

<?xml version="1.0" encoding="UTF-8"?>

<QueryOmStats AggregateTimeSamples="true">
<StartTime>2006-10-12T11:15:00Z</StartTime>
<EndTime>2006-10-12T11:25:00Z</EndTime>
<NetworkElementStats/>

</QueryOmStats>

The following child tags are available for OM XML commands.

ORACLE

StartTime/EndTime
These tags define the time range in which all statistical data recorded is returned.
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< Note:

The EndTime tag is an optional tag. If an EndTime tag is not specified, the time
range extends from StartTime and continues until the current time. This
provides a means to capture the most up-to-date data.

The following is an example of the StartTime/EndTime child tags:

<?xml version="1.0" encoding="UTF-8" ?>
<QueryOmStats>
<StartTime>2006-10-26T14:30:00Z</StartTime>
<EndTime>2006-10-26T14:35:00%</EndTime>
<PolicyServerStats/>
<IsComplete>true</IsComplete>
</QueryOmStats>

e PolicyServer

This optional tag is specified as a child tag of some individual statistic groups. This tag
enables you to request statistics specific to an individual MPE or a set of MPE servers.
The default behavior displays statistics for all MPE servers.

The following is an example of the PolicyServer child tag:

<?xml version="1.0" encoding="UTF-8" ?>

<QueryOmStats>
<StartTime>2006-10-26T14:30:00Z</StartTime>
<EndTime>2006-10-26T14:35:00Z</EndTime>
<PolicyServerStats>

<PolicyServer>Atlantal05</PolicyServer>

</PolicyServerStats>

</QueryOmStats>

Recorded Timestamp and Request Time Range

The OM Statistics task runs on a scheduled interval and is time stamped, for increased
accuracy, as information is received from the MPE servers. For example, if the OM Statistics
task starts at 12:00:00, the statistics recorded for MPE1 do not have to be time stamped until
12:00:01, and MPE2 at 12:00:02, and so on.

This detail impacts the way the captured data is requested through the XML interface. It
ensures that all the desired data is returned as part of the response. To ensure correct
results, if the intent is to retrieve data for a full 24-hour period, the start and end times should
extend beyond the intended 24-hour period to ensure that any delayed results returned for an
MPE are included in the response.
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For example, to retrieve statistics recorded for the entire day of March 10, the following
request time range is recommended (note that the EndTime is 15 minutes past
midnight) to extend beyond the 24-hour period:

<StartTime>2008-03-10T00:00:00Z</StartTime>
<EndTime>2008-03-11T00:15:00Z2</EndTime>
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Identity Management (IDM) allows the CMP to configure user names, passwords, and roles
using OSSI. It also enables queries of user scopes and roles.

About Identity Management

The Identity Management system connects to a CMP through an HTTP or HTTPS interface.
The user must specify idm for the operation parameter in the requested URL, similar to
http://127.0.x.x/mi/xmlInterfaceRequest.do?

user=supervisor&pwd=password&operation=idm.

The account used for connecting the OSSI to the CMP is a regular CMP user account, with
the default global scope and the following privileges:
e Show privilege for OSSI Import/Export

e Read-Write privilege for user management

The Identity Management feature enables you to perform the following tasks:

* Add a User
Create one or more users, or update the parameters for a current user overwriting them
with new parameters.

* Update a User
Update parameters for one or more users.

*  Query a User
Query one user if the Name element occurs, or all users if the Name element does not
exist.

 Delete a User
Delete one or more users.

Add a User

ORACLE

< Note:

This query is not available to Policy servers in NW-CMP mode.

The following examples show the request and response that are defined in the XSD files for
the AddSysAdminUser tag.
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Successful Request

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<AddSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>The default administrator user with all privileges</
Description>
<Password>camiant</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
</SysAdminUser>
</AddSysAdminUser>
</XmlInterfaceRequest>

The AddSysAdminUser operation parameters are:

* Name (Required):
250 characters (string); can only contain the characters A-Z, a—z, 0-9, period (.),
hyphen (-), and underline ()

» Description (Optional):
250 characters (string)

* Password (Required):
A clear text

* LockedStatus (Required):
0 = unlocked; 1 = locked

* RoleRef (Required):
Can specify only one role

*  ScopeRef (Required):
Can specify multiple scopes

Successful Response

This response follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">Successfully imported 1 User(s).</Success>
<Failure count="0"></Failure>
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</Command>

</Response>

The AddSysAdminUser errors that a user may receive are:

ERROR_USER_INVALID NAME
Invalid User Name for: '{S$UserName}'

UserName is an empty string.

ERROR_USER_INVALID ROLE_NAME
Invalid Role Name for: '{SRoleName}'

RoleName is an empty string, or RoleName exceeds max length (250 characters), or
there is more than one Role defined.

ERROR_USER_INVALID_SCOPE_NAME
Invalid Scope Name for: '{$ScopeName}'

ScopeName is an empty string, or ScopeName is exceeds max length (250 characters).

ERROR_USER_ROLE_LINK
The user: {S$UserName}'s associated role does not exist. Please
create it first.

RoleName is not defined in CMP.

ERROR_USER_NOROLE_OR_NOSCOPE
User: '{SUsername}' must have an associated Role and Scope.

Non-Role or non-Scope is defined in OSSI command.

ERROR_USER_NAME_TOO_LONG
User Name exceeds max length for: '{S$UserName}'

UserName exceeds max length (250 characters).

ERROR_USER_DESCRIPTION_TOO_LONG
User Description exceeds max length. User: '{$UserName}'

Description exceeds max length (250 characters).

ERROR_USER_SCOPE_LINK
The user: {$UserName}'s associated scope does not exist. Please
create it first.

ScopeName is not defined in CMP.

ERROR_SCHEMA_INVALID

If the input OSSI command cannot match the schema specification, there is an error-
message response to the operator. For example, if you define a LockStatus with a string,
the following message is reported:

Error parsing import file: Error parsing import file: cvc-
datatype-valid.1l.2.1: 'ABC' is not a valid value for 'integer'.

ERROR_USER_INVALID_NAME Request

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
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<AddSysAdminUser>
<SysAdminUser>
<Name></Name>
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<Description>The default administrator user with all privileges</

Description>
<Password>oracle</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>

<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
</SysAdminUser>
</AddSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_INVALID_NAME Response

The following error response occurs when the user name is invalid.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 User(s).

Invalid User Name for: ""</Failure>

</Command>
</Response>

ERROR_USER _INVALID ROLE_NAME Request

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<AddSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>

<Description>The default administrator user with all privileges</

Description>
<Password>oracle</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>

<Name></Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
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</SysAdminUser>
</AddSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_INVALID_ROLE_NAME Response

The following error response occurs when the role name is invalid.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 User(s).
<Invalid Role Name for: "adminl"</Failure>
</Command>
</Response>

ERROR_USER _INVALID_SCOPE_NAME Request

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<AddSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>The default administrator user with all privileges</
Description>
<Password>oracle</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name></Name>
</ScopeRef>
</SysAdminUser>
</AddSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_INVALID_SCOPE_NAME Response

The following error response occurs when the scope name is invalid.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 User(s).
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Invalid Scope Name for: "adminl"</Failure>
</Command>
</Response>

ERROR_USER_ROLE_LINK Request

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<AddSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>The default administrator user with all privileges</
Description>
<Password>oracle</Password>
<LockedStatus>0</LockedStatus>
<ScopeRef>
<Name>Not Exist Global</Name>
</ScopeRef>
</SysAdminUser>
</AddSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_ROLE_LINK Response

The following error response occurs when the associated role does not exist for the
user.

<?xml version="1.0" ?>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 User(s).

User: "adminl" must have an associated Role and Scope.</Failure>

</Command>
</Response>

ERROR_USER_NOROLE_OR_NOSCOPE Request (Scope: Global)

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<AddSysAdminUser>
<SysAdminUser>
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<Name>adminl</Name>
<Description>The default administrator user with all privileges</
Description>
<Password>oracle</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Not Exits Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
</SysAdminUser>
</AddSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_NOROLE_OR_NOSCOPE Response (Scope: Global)

The following error response occurs when the role does not exist for the user.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 User(s).

The user: adminl's associated role does not exist. Please create it
first.</Failure>
</Command>
</Response>

ERROR_USER_NOROLE_OR_NOSCOPE Request (Scope: Not Exist Global)

This request follows the AddSysAdminUser tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<AddSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>The default administrator user with all privileges</
Description>
<Password>oracle</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Not Exist Global</Name>
</ScopeRef>
</SysAdminUser>
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</AddSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_NOROLE_OR_NOSCOPE Response (Scope: Not Exist Global)

The following error response occurs when the scope does not exist for the user.

<?xml version="1.0" 2>
<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to import 1 User(s).

The user: adminl's associated scope does not exist. Please create it
first.</Failure>
</Command>
</Response>

Update a User

¢ Note:

This query is not available to Policy servers in NW-CMP mode.

The following examples show the requests and responses that are defined in the XSD
files for the UpdateSysAdminUser tag.

Request

This request follows the UpdateSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<UpdateSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>New The default administrator user with all
privileges</Description>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
</SysAdminUser>
</UpdateSysAdminUser>
</XmlInterfaceRequest>
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The UpdateSysAdminUser operation parameters are:

Name (Required)
250 characters (string); can only contain the characters A—-Z, a—z, 0-9, period (.), hyphen
(-), and underline ().

Description (Optional)
250 characters (string)

Password (Optional)
A clear text

LockedStatus (Optional)
0 = unlocked; 1 = locked

RoleRef (Optional)
Can specify only one role

ScopeRef (Optional)
Can specify multiple scopes

The probable errors a user may receive are as follows:

ERROR_USER_NAME_NOT_EXIST
Specified User does not exist: '{S$UserName}'

The specified user is not in system.

ERROR_USER_INVALID _NAME
Invalid User Name for: '{S$UserName}'

User Name is an empty string.

ERROR_USER_NAME_TOO_LONG
User Name exceeds max length for: '{S$UserName}'

UserName exceeds max length (250 characters).

ERROR_USER_DESCRIPTION_TOO_LONG
User Description exceeds max length. User: '{$UserName}'

Description exceeds max length (250 characters)

ERROR_USER_NOROLE_OR_NOSCOPE
User: '{S$SUsername}' must have an associated Role and Scope.

Non-Role or non-Scope is defined in OSSI command.

ERROR_USER_INVALID_ROLE_NAME
Invalid Role Name for: '{SRoleName}'

RoleName exceeds max length (250 characters), or There is more than one Role
defined.

ERROR_USER_INVALID_SCOPE_NAME
Invalid Scope Name for: '{$ScopeName}'

ScopeName exceeds max length (250 characters).

ERROR_USER_ROLE_LINK
The user: {$UserName}'s associated role does not exist. Please
create it first.

RoleName is an empty string, or RoleName is not defined in CMP.
ERROR_USER_SCOPE_LINK
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The user: {$UserName}'s associated scope does not exist.
Please create it first.

ScopeName is an empty string, or ScopeName is not defined in CMP.

+  ERROR_SCHEMA_INVALID
If the input OSSI command cannot match the schema specification, thereis an
error-message response to the operator. For example, if you define a LockStatus
with a string, the following message is reported:

Error parsing import file: Error parsing import file: cvc-
datatype-valid.1l.2.1: 'ABC' is not a valid value for
'integer'.

Response

The response to this request follows the generic Response tag defined in the XSD
files.

<Response>

<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">Successfully updated 1 User(s).</Success>
<Failure count="0"></Failure>

</Command>

</Response>

ERROR_USER_NAME_NOT_EXIST Request

This request follows the UpdateSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<UpdateSysAdminUser>
<SysAdminUser>
<Name>NotExistadminl</Name>
<Description>New The default administrator user with all
privileges</Description>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
</SysAdminUser>
</UpdateSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_NAME_NOT_EXIST Response

The following error response occurs when the user name does not exist.

<Response>
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<Result>0</Result>

<Command type="XmlInterfaceResponse">
<Success count="0"></Success>

<Failure count="1">Failed to update 1 User(s).

Specified User does not exist: "NotExistadminl"</Failure>
</Command>
</Response>

ERROR_USER_NOROLE_OR_NOSCOPE Request

This request follows the UpdateSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<UpdateSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>New The default administrator user with all
privileges</Description>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>not exist Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
</SysAdminUser>
</UpdateSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER _NOROLE_OR_NOSCOPE Response

The following error response occurs when the role specified for the user does not exist.

<Response>

<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to update 1 User(s).

The user: adminl's associated role does not exist. Please create it
first.</Failure>

</Command>
</Response>

ERROR_USER_NOROLE_OR_NOSCOPE Request

This request follows the UpdateSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<UpdateSysAdminUser>
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<SysAdminUser>
<Name>adminl</Name>
<Description>New The default administrator user with all
privileges</Description>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Not exist Global</Name>
</ScopeRef>
</SysAdminUser>
</UpdateSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_NOROLE_OR_NOSCOPE Response

The following error response occurs when the specified scope does not exist for the
user.

<Response>

<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to update 1 User(s).

The user: adminl's associated scope does not exist. Please create
it first.</Failure>
</Command>
</Response>

ERROR_USER _INVALID ROLE_NAME Request

This request follows the UpdateSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<UpdateSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
<Description>New The default administrator user with all
privileges</Description>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>123</Name>
</RoleRef>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>123</Name>
</ScopeRef>
</SysAdminUser>
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</UpdateSysAdminUser>
</XmlInterfaceRequest>

ERROR_USER_INVALID_ROLE_NAME Response

The following error response occurs when the role name either exceeds the maximum length
of 250 characters, or there is more than one Role defined.

<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="0"></Success>
<Failure count="1">Failed to update 1 User(s).

Invalid Role Name for: "adminl"</Failure>
</Command>
</Response>

Delete a User

ORACLE

¢ Note:

This query is not available to Policy servers in NW-CMP mode.

The following examples show the requests and responses that are defined in the XSD files
for the DeleteSysAdminUser tag.

Request

This request follows the DeleteSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<DeleteSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
</SysAdminUser>
</DeleteSysAdminUser>
</XmlInterfaceRequest>

The DeleteSysAdminUser operation parameters are as follows:

*  Name (Required):
250 characters (string); can only contain the characters A-Z, a—z, 0-9, period (.), hyphen
(-), and underline ().

The probable DeleteSysAdminUser errors a user may receive are as follows:

e ERROR_DELETE_FAILURE:
Error deleting User Name: {$UserName}.

The specified user does not exist, or Admin user is specified.
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If deletion is successful, the number of deleted users will be reported.

Response

The response to this request:

<Response>

<Result>0</Result>

<Command type="XmlInterfaceResponse">
<Success count="1">Deleted 1 users.</Success>
<Failure count="0"></Failure>

</Command>

</Response>

ERROR_DELETE_FAILURE Request

This request follows the DeleteSysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<DeleteSysAdminUser>
<SysAdminUser>
<Name>adminl</Name>
</SysAdminUser>
</DeleteSysAdminUser>
</XmlInterfaceRequest>

ERROR_DELETE_ FAILURE Response

The response to this request when the specified user name does not exist:

<Response>

<Result>0</Result>

<Command type="XmlInterfaceResponse">
<Success count="0"></Success>

<Failure count="1">Failed to delete 1 user.
Error deleting User Name: adminl</Failure>
</Command>

</Response>

Query a User

The following example shows the request and response that is defined in the XSD files
for the QuerySysAdminUser tag. If the Name element occurs, the CMP queries only
the corresponding user; otherwise, all users are queried.
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Request

This request follows the QuerySysAdminUser tag defined in the XSD files.

<XmlInterfaceRequest>
<QuerySysAdminUser>
<Name>admin</Name>
</QuerySysAdminUser>
</XmlInterfaceRequest>

The QuerySysAdminUser operation parameters are as follows:

*  Name (Optional
250 characters (string); can only contain the characters A-Z, a—z, 0-9, period (.), hyphen
(), and underline ()

If the query is successful, the list of users is returned in XML as a response with the following
fields for each user.

The output fields for the QuerySysAdminUser operation are as follows:

« Name
The name of the user

*  Description
The description of the user

* Password
The password fo the user, encrypted

e LockedStatus
0 = locked, 1 = unlocked

* RoleRef
The associated role

* ScopeRef
The associated scope; there can be multiple scopes.

Response

The response to this request:

<ConfigurationData version="7.5.0">
<SysAdminUser>
<Name>admin</Name>
<Description>The default administrator user with all privileges</
Description>
<Password>835154D6D3FA2C3575AA7T00A54ABIF6492E7ABB7</Password>
<LockedStatus>0</LockedStatus>
<RoleRef>
<Name>Administrator</Name>
</RoleRef>
<ScopeRef>
<Name>Global</Name>
</ScopeRef>
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</SysAdminUser>
</ConfigurationData>

Query User Role

The following example shows the request and response that is defined in the XSD files
for the QueryRole tag. If the Name element occurs, the CMP queries the
corresponding role with the name; otherwise, it queries all roles.

Request

This request follows the QueryRole tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<QueryRole>
<Name>Administrator</Name>
</QueryRole>
</XmlInterfaceRequest>

The QueryRole operation parameters are as follows:

e Name (Optional)
250 characters (string); can only contain the characters A—Z, a-z, 0-9, period (.),
hyphen (-), and underline ()

If the query is successful, the list of users is returned in XML as a response with the
following fields for each user.

The output fields for the QueryRole operation are as follows:

¢ Name
The name of the role

o Description
The description of the role

* RolePrivilege
The privilege with privilege name and access level assigned to the Role. There
can be multiple privileges.

Response

The response to this request:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ConfigurationData version="7.5.0">
<Role>
<Name>Administrator</Name>
<Description>The default role with all privileges</Description>
<RolePrivilege>
<Privilege>policy server</Privilege>
<Level>40</Level>
<RolePrivilege>
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<Privilege>Network Element</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Application</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Policy Library</Privilege>
<Level>Read, Deploy, and Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Template Library</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>User Management</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Manager Event and Audit Logs</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Tasks</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>License Management</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Traffic Profiles</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>XML Import / Export</Privilege>
<Level>Show</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Operational Measurements</Privilege>
<Level>Read-Only</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Charging Server</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Time Period</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Policy Import / Export</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
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<RolePrivilege>
<Privilege>Alarms</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Audit Log User Info</Privilege>
<Level>Show</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Password Strength</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Event Log</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
<RolePrivilege>
<Privilege>Audit Log</Privilege>
<Level>Read-Write</Level>
</RolePrivilege>
</Role>
</ConfigurationData>

A subset of the RolePrivilege element will be outputted in XML based on the mode
selected by the operator. The output XML cannot be imported to the CMP again.

Query User Scope

ORACLE

The following example shows the request and response that is defined in the XSD files
for the QueryScope tag. If the Name element occurs, the CMP queries only the
corresponding scope, otherwise all scopes are queried.

Request

This request follows the QueryScope tag defined in the XSD files.

<XmlInterfaceRequest>
<QueryScope>
<Name>Global</Name>
</QueryScope>
</XmlInterfaceRequest>

If query is successful, the list of the scopes are returned in XML as a response. If no
Ref element occurs, it means the scope is a global scope in system.

The QueryScope operation parameters are as follows:

¢ Name (Optional)
250 characters (string); can only contain the characters A—Z, a-z, 0-9, period (.),
hyphen (-), and underline ()

If the query is successful, the list of the roles will be returned in XML as a response.

The output fields for the QueryScope operation are as follows:
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*  Name
The name of the scope.

*  Description
The description of the scope.

* ResourceControllerGroupRef
The name set for the manageable MPE server.

*  MRAGroupRef:
The name set for the manageable MRA server.

*  NetworkElementGroupRef:
The name set for the manageable Network Elements.

Response

The response to this request:

<ConfigurationData version="7.5.0">
<Scope>
<Name>Global</Name>
<Description>The default scope that automatically contains all items
in the system</Description>
</Scope>
</ConfigurationData>

A subset of the Ref element is in the XML file based on the mode selected. The output XML
cannot be imported to the CMP again.
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Table-driven policies allow you to generalize multiple similar policies into a single policy that
represents the policy structure, plus a policy tables that capture the differences. These tables
make processes such as adding, modifying, deleting policies, and checking consistency
among policies much simpler and less error prone.

" Note:

For information on working with policies and policy groups in Wireless mode, see
Policies and Policy Groups.

About Policy Tables

Policy tables can be imported or exported to OSSI using the CMP. See the section about
importing and exporting from the CMP database in the CMP Wireless User Guide for details
on using OSSI.

Policy tables can be exported to OSSI and then edited or replaced. Tables can also be
imported from the OSSI back to the CMP with changes, as new tables, or to delete an
existing table.

The format for both export and import must be the same and must include:
*  The name of the policy table

*  The description of the policy table

*  The names of the columns

e The data types of the columns

*  The designation of which columns are keys

* The policy context variables for key columns

¢ The values in the cells

Exported Policy Table XML

ORACLE

The exported policy table is an XML file. Descriptions of the fields are given after the table.
To receive correct results, the XML for a policy table must maintain the integrity of that table.

This is an example of a policy table in XML format.

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<XmlInterfaceRequest>
<AddPolicyTableData>
<PolicyTableData>
<Name>T</Name>
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<Description>ABC</Description>
<Table>
<Header>
<Field Type="smartString255" Key="true" Field="TA">TA</Field>
</Header>
<Record Name="1330657994893">
<Field Field="TA">TA</Field>
</Record>
<Record Name="1330657994894">
<Field Field="TA">TAsssss</Field>
</Record>
</Table>
</PolicyTableData>
<PolicyTableData>
<Name>T2</Name>
<Description>TABLE1111111111111111111111111</Description>
<Table>
<Header>
<Field Type="smartString255" Key="true" Field="TA">TA</Field>
</Header>
<Record Name="1330657994893">
<Field Field="TA">TA</Field>
</Record>\
<Record Name="1330657994894">
<Field Field="TA">TAsssss</Field>
</Record>
</Table>
</PolicyTableData>
</AddPolicyTableData>
</XmlInterfaceRequest>

The fields are:

*  Name:
The name of the policy table that was exported.

»  Description:
This description is copied from the CMP.

Add a Policy Table

ORACLE

< Note:

This query is not available to Policy servers in NW-CMP mode.

You can use OSSI to add a policy table, or if the policy-table name does not exist in
the CMP, you can use the interface to modify a table.

When naming a new table, the length limitation for the name is 255 characters; it can
only contain the characters A—Z, a—z, 0-9, period (.), hyphen (-), and underline ().
The description field is a free-form text that identifies the policy table and has a limit of
250 characters.
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< Note:

If the length of either the name or description is exceeded, of it the name contains
invalid characters, the import fails.

The following example shows the code to import a policy table named Samplel.

<?xml version="1.0" encoding="UTF-8" ?>
<XmlInterfaceRequest>
<AddPolicyTableData>

<Name>Sample 1</Name>

<Description>Sample 1</Description>
<Table>

<Header>

<Field Type="smartString255" Key="true" Field="TA">TA</Field>
</Header>

<Record Name="1330657994893">

<Field Field="TA">TA</Field>
</Record>
<Record Name="1330657994894">

<Field Field="TA">TAsssss</Field>
</Record>
</Table>
</AddPolicyTableData>
<</¥mlInterfaceRequest>

Modify a Policy Table

ORACLE

¢ Note:

This query is not available to Policy servers in NW-CMP mode.

You can use OSSI to change a policy table that is already in the CMP.
If the table name does not exist in the CMP, the import will fail.

A column cannot be changed or removed if it is being used in a policy or policy template. If
the XML in a column is changed or removed, the import will fail.

The modify function supports these types of edits:

e Editing the name and description of policy tables

e Adding, removing, and reordering columns

e Editing a column's name, data type, and key status
e Adding, removing, and reordering rows

e Changing the data within the cells
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The following example import shows the XML command to modify for a Policy Table
named Sample 1.

<?xml version="1.0" encoding="UTF-8" ?>
<XmlInterfaceRequest>
<UpdatePolicyTableData>
<Name>Sample 1</Name>
<Table>
<Header>
<Field Type="smartString255" Key="true" Field="TA">TA</Field>
</Header>
<Record Name="1330657994893">
<Field Field="TA">TA</Field>
</Record>
<Record Name="1330657994894">
<Field Field="TA">TAsssss</Field>
</Record>
</Table>
</UpdatePolicyTableData>
</XmlInterfaceRequest>

Delete a Policy Table

ORACLE

# Note:

This query is not available to Policy servers in NW-CMP mode.

You can use OSSI to delete a policy table that is already in CMP.

# Note:

If the policy table is currently used in a policy or policy template, the import
fails.

The following example shows the XML command to a policy table named Sample 1.

<?xml version="1.0" encoding="UTF-8" ?>
<XmlInterfaceRequest>
<DeletePolicyTableData>

<Name>Sample 1</Name>
</DeletePolicyTableData>
</XmlInterfaceRequest>
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The Topology interface enables you to manage and query topology-related objects such as
applications and traffic profiles.

» Applications: These are services in the network (for example, VolP) where Quality of
Service (Qo0S) is managed.

« Traffic profiles: Are a set of parameters and values that are used in protocol messages to
define QoS for sessions.

Applications

An application is a service in the network (for example, VoIP) for which Quality of Service
(QoS) is managed.

Add Application

ORACLE

" Note:

This query is not available to Policy servers in NW-CMP mode.

The following examples show the request and response that are defined in the XSD files for
the AddApplication tag.

Request

This request follows the AddApplication tag defined in the XSD files.

<XmlInterfaceRequest>
<AddApplication>
<Application>
<Name>VoD</Name>
<Description>Video on Demand</Description>
<LatencySensitive>true</LatencySensitive>
<Tracked>true</Tracked>
<UpGatesPerSession>1</UpGatesPerSession>
<DownGatesPerSession>1</DownGatesPerSession>
<TrackingTimeoutTime>240</TrackingTimeoutTime>
<TrackingTimeoutUnit>1</TrackingTimeoutUnit>
</Application>
</AddApplication>
</XmlInterfaceRequest>
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Response

The response to this request follows the generic Response tag defined in the XSD
files.

<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">Successfully imported 1 applications.</
Success>
<Failure count="0"></Failure>
</Command>
</Response>

Update Application

ORACLE

" Note:

This query is not available to Policy servers in NW-CMP mode.

The following examples show the request and response that are defined in the XSD
files for the UpdateApplication tag.

Request

This request follows the UpdateApplication tag defined in the XSD files.

<XmlInterfaceRequest>
<UpdateApplication>
<Application>
<Name>VoD</Name>
<Description>Video on Demand</Description>
<LatencySensitive>false</LatencySensitive>
<UpGatesPerSession>3</UpGatesPerSession>
</Application>
</UpdateApplication>
</XmlInterfaceRequest>

Response

The response to this request follows the generic Response tag defined in the XSD
files.

<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">Successfully updated 1 applications.</
Success>
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<Failure count="0"></Failure>
</Command>
</Response>

Delete Application

# Note:

This query is not available to Policy servers in NW-CMP mode.

The following examples show the request and response that are defined in the XSD files for
the DeleteApplication tag.

Request

This request follows the DeleteApplication tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
<Deletelpplication>
<Name>VoD</Name>
</DeletehApplication>
</XmlInterfaceRequest>

Response

The response to this request follows the generic Response tag defined in the XSD files.

<Response>
<Result>0</Result>
<Command type="XmlInterfaceResponse">
<Success count="1">Deleted 1 applications.</Success>
<Failure count="0"></Failure>
</Command>
</Response>

Query Application

ORACLE

The following examples show the request and response that are defined in the XSD files for
the QueryApplication tag.

Request

This request follows the QueryApplication tag defined in the XSD files.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<XmlInterfaceRequest>
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<QueryApplication/>
</XmlInterfaceRequest>

Response

The response to this request follows the Application tag defined in the
ConfigurationData section in the XSD files.

<ConfigurationData version="2.1.6">
<Application>
<Name>VoD</Name>
<Description>Video on Demand</Description>
<LatencySensitive>true</LatencySensitive>
<Tracked>true<