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Preface

Welcome to the JD Edwards EnterpriseOne documentation.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at rttp://

www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc .

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle Support. For
information, Visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info O ViSit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=trs if you are hearing impaired.

Related Information

For additional information about JD Edwards EnterpriseOne applications, features, content, and training, visit the JD
Edwards EnterpriseOne pages on the JD Edwards Resource Library located at:

http://learnjde.com

Conventions

The following text conventions are used in this document:

Convention Meaning

Bold Boldface type indicates graphical user interface elements associated with an action or terms defined in
text or the glossary.

Italics Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular
values.
Monospace Monospace type indicates commands within a paragraph, URLs, code examples, text that appears on a

screen, or text that you enter.

> Oracle by Example Indicates a link to an Oracle by Example (OBE). OBEs provide hands-on, step- by-step instructions,
including screen captures that guide you through a process using your own environment. Access to
OBEs requires a valid Oracle account.
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1 Introduction

Overview

This learning path describes the automated processes for deploying JD Edwards EnterpriseOne Release 9.2 on Oracle
Cloud Infrastructure on Linux with Database Cloud Service (DB Systems) using JD Edwards Infrastructure Provisioning
and JD Edwards One-Click Provisioning. It is important to note that this document is primarily concerned with the basic
requirements for an installation of JD Edwards EnterpriseOne into the Oracle Cloud Infrastructure.

Upon completion of this learning path, you will have a working deployment of a JD Edwards EnterpriseOne on Linux in
Oracle Cloud Infrastructure with Database Cloud Service (DB Systems). This process includes post installation tasks and
the administration of your deployment.

Oracle Support

You can accelerate your provisioning to Oracle Cloud Infrastructure and streamline your process with Oracle Support by
entering a planning Service Request (SR) before you start the provisioning process on Oracle Cloud Infrastructure (OClI).
Details on how to open the Service Request are on My Oracle Support, E1: OCl: How to Open A Service Request (SR) For
An Oracle Cloud Infrastructure Planning Session (Doc ID 2348382.1).

Oracle Cloud Infrastructure User Interface

The user interface for the Oracle Cloud Infrastructure is constantly evolving. As a result the screens depicted in this
tutorial may not exactly coincide with the current release. This tutorial is routinely updated for functional changes to the
JD Edwards EnterpriseOne implementation for the Oracle Cloud Infrastructure, at which time any differences in the user
interface will be reconciled.

Before You Begin

Provides information and resource requirements critical to understand prior to using Infrastructure Provisioning on
Oracle Cloud Infrastructure.

Key Concepts of Reference Architecture

This section describes these key concepts of reference architecture:

NAT Gateway

Bastion Hosts

Private Load Balancer (LBaaS)
Production Environments
Non-Production Environments
Disaster Recovery Environments
POD Architecture

NoUuhAUWUNRA
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NAT Gateway

Key characteristics of a NAT gateway include:

- The gateway gives cloud resources without public IP addresses access to the internet without exposing those
resources to incoming internet connections.

- The gateway is a networking technique commonly used to give an entire private network access to the internet
without assigning each host a public IPv4 address. The hosts can initiate connections to the internet and
receive responses, but not cannot receive inbound connections initiated from the internet.

When a host in the private network initiates an internet-bound connection, the NAT device's public IP address becomes
the source IP address for the outbound traffic. The response traffic from the internet therefore uses that public IP
address as the destination IP address. The NAT device then routes the response to the host in the private network that
initiated the connection.

For additional information on NAT gateways, refer to Oracle Cloud Infrastructure Documentation:

https://docs.cloud.oracle.com/iaas/Content/Network/ Tasks/NATgateway.htm

Bastion Hosts

Bastion hosts are an important part of the network security layer for both cloud and data center deployments.
Combined with firewall policies, bastion hosts can protect your environment by blocking access to external
management interfaces.

Because most of the infrastructure denies remote access, you need a method to log in to the servers located in the
private subnets. You can establish a point-to-network VPN, but this method increases the complexity of and the
management necessary for the setup. A secure and convenient method that you can use, is to connect to the bastion
hosts by using the SSH protocol.

Private Load Balancer (LBaaS)

To isolate your load balancer (LBaaS) from the internet and simplify your security posture, you can create a private load
balancer. The load balancing service assigns it to a private IP address that serves as the entry point for incoming traffic.

When you create a private load balancer, the service requires only one subnet to host both the primary and standby
load balancers. The load balancer can be regional or AD-specific, depending on the scope of the host subnet. The load
balancer is accessible only from within the VCN that contains the host subnet, or from any other network based on your
security list rules.

The assigned floating private IP address is local to the host subnet. The primary and standby load balancers each
require an additional private IP address from the host subnet.

If there is an availability domain outage, a private load balancer created in a regional subnet within a multi-AD region
provides failover capability. A private load balancer created in an AD-specific subnet, or in a regional subnet within a
single-AD region, has no failover capability in response to an availability domain outage.

Production Environment

Production environments include a set of resources that provides high availability and scalability in terms of resources
and services. The production environment can be deployed in a single AD only.

Resources include:

« NAT Service

ORACLE
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« One-Click Provisioning Server
RAC database servers (DBS only)
Enterprise Servers
- Web Servers (HTML and AIS)
LBaaS for Web Servers

Microsoft Windows-based Deployment Server

Non-Production Environments

Non-production environments include a set of resources that provides JD Edwards EnterpriseOne servers that are not
deployed in high availability abilities. The non-production environment can be deployed in a single AD only.

Resources include:

- One-Click Provisioning Server
RAC Database Servers (DBS only)
Enterprise Servers

- Web Servers (HTML and AIS)

Microsoft Windows-based Deployment Server

Disaster Recovery Environments

Disaster Recovery (DR) environments include the same set of resources as Production environments with high
availability and scalability in terms of resources and services. The Production environment can be deployed in a single
AD only.

Resources in the DR environment include:

NAT Service
Bastion Servers
RAC Database Servers (DBS created after enabling Oracle Data Guard for the PD environment)
Enterprise Servers
- Web Servers (HTML and AIS)
LBaaS for Web Servers (HTML and AIS)

POD Architecture

The JD Edwards EnterpriseOne One-Click architecture for HTML and AIS Servers introduces the concept of pods,
which matches the deployment concept of JD Edwards EnterpriseOne Infrastructure Provisioning for Reference
Architecture. You can use pods to scale JD Edwards EnterpriseOne, or to separate by pathcodes such as Development
and Production. The POD architecture is recommended for high performance environments such as Production.

For purposes of this discussion regarding the definition of HTML and AIS Servers, a pod consists of a Logic Server, a
Batch Server, a Standard HTML Server, a Dedicated HTML Server and an AlS Server. Pods are generally associated by a
common pathcode. To scale by pathcode, multiple pods can be configured.

ORACLE
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Fundamentals

You can use the Oracle Cloud Infrastructure (also called "laaS" - Infrastructure as a Service) to deploy JD Edwards
EnterpriseOne. This process features a web-based JD Edwards Infrastructure Provisioning Console interface that
enables the provisioning of a fully functional suite of interconnected Linux-based servers and a Microsoft Windows
machine based on JD Edwards Reference Architecture that is optimized for deployments in Oracle Cloud Infrastructure.
Linux-based servers are required to deploy core JD Edwards EnterpriseOne servers are the Enterprise Server(s), the
HTML Server(s), the Application Interface Service (AIS) Server, and the One-Click Provisioning Server that also includes
the JD Edwards Server Manager Console (SMC). The database is provided by Oracle Cloud Infrastructure DB Systems
(DBS) also called DBaaS (Database as a Service). A Microsoft Windows-based machine is required for Deployment
server. On successful completion of Infrastructure provisioning, JD Edwards One-Click Provisioning will be used to
deploy JD Edwards EnterpriseOne components.

All servers running in the Oracle Cloud Infrastructure are virtual machines that are functionally equivalent to their non-
VM physical on-premises machine counterparts.

Deploying JD Edwards EnterpriseOne Using Reference
Architecture

JD Edwards provides you a reference architecture optimized for Oracle Cloud Infrastructure, configured with out-of-
the-box security and high availability. Deploying JD Edwards EnterpriseOne using reference architecture is completely
automated for Linux with DB systems.

Deploying JD Edwards EnterpriseOne Using Reference Architecture

Process Flow for One-Click Provisioning

The following is a process flow diagram for One-Click Provisioning on Oracle Cloud Infrastructure.

ORACLE
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Minimum Resource Requirements

The table below specifies the minimum resource requirements to install and run JD Edwards On-Premises using

an Oracle database (Linux and Microsoft Windows) or a Microsoft SQL Server database (Microsoft Windows). Your
environment may require additional resources based on transaction volumes, number of users, availability requirement,
integrations, and business requirements.

Note: For implementation of JD Edwards EnterpriseOne on Oracle Cloud Infrastructure, users can choose any Shape
Series that provides:
- x86-compatible processors (such as Intel and AMD). Support for RISC (reduced instruction set) processors
(such as ARM) is specifically excluded.

« Minimum of 2 OCPUs
« Minimum of 30 GB memory per OCPU

Note: Within the Specialty and previous generation shape series, only these shapes are supported:
- VM.Standard2.2

- VM.Standard2.4
- VM.Standard2.8
- VM.Standard2.16
- VM.Standard2.24

JD Edwards EnterpriseOne Minimum Recommended Notes
Server Type
CPU Memory (GB) Storage Volume (GB)

Required JD Edwards Components

One-Click Provisioning 2 30 100 Includes Server Manager

Server

Deployment Server 2 30 210 GB* for all four (4) Using One-Click, customers
pathcodes must install all four (4)

path codes. There is no
automated way to add
additional path codes post
deployment.

* Storage volume space is
in addition to that required
by the Windows OS itself,
which can be up to 45 GB.
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Therefore, the minimum
recommended storage
volume size is 256 GB.

Database Server 2 30 50 GB for a single pathcode 20 GB is required for each
and shared data additional pathcode.
These numbers are for
demo data only and should
be adjusted for expected
required business data

space.
Enterprise Server 2 30 75
WebLogic Server - - 30 For the OS and WebLogic
- HTML Server for Web Server
Client
2 30 20 Per Web Instance
- HTML Server for AIS
Server 2 30 20 Per Web Instance
- Al
> Server 2 30 20 Per Web Instance
Optional JD Edwards Components
Business Services Server 2 30 50 Per Web Instance
(BSSV)
Transaction Server for Real 2 30 50 Per Web Instance
Time Events (RTE)
Application Development 2 30 50 Per Web Instance
Framework Server (ADF)
One View Reporting (OVR) 2 30 50 GB is required for a 10 GB is required for each
Server / Bl Publisher Server single pathcode additional pathcode
(BIP)
Development Client 2 30 100 Per each Development

Client installation

Note: Optional components are not deployed by One-Click. However the Web Components can be manually added
through Server Manager and the Development Client can be added in a new Microsoft Windows instance using the
traditional on-premise methodology.

Supported Software Versions

The following table lists the supported software versions for Oracle and Microsoft components running on Oracle Cloud
Infrastructure:

Supported Software Versions
Operating System

- Provisioning Server Oracle Enterprise Linux 9.6

ORACLE
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- Oracle Database Server in Compute

- Oracle Database Server in DB Systems

- Oracle Autonomous Database

- Enterprise Server
- Oracle WebLogic Server
- Deployment Server

Oracle Database

Oracle WebLogic Server

Oracle WebLogic Server Patches for 14.1.1.0

Java Development Kit (JDK) (Required for
Oracle WebLogic Server)

Load Balancer (Optional)

JD Edwards EnterpriseOne One-Click
System

ORACLE

Oracle Enterprise Linux 9.6

Oracle Enterprise Linux 810 (Oracle 26ai: current, subject to change)

Autonomous Transaction Processing on Dedicated Exadata Infrastructure - Version 26ai

Oracle Enterprise Linux 9.6
Oracle Enterprise Linux 9.6
Microsoft Windows Server 2022

Oracle 19C (Compute Database)

Oracle 26ai (Database System, Oracle Autonomous Database)

1411.0

p28186730, p38412913

Tip: You can verify your patch level running this command from the <0H>/0Patch location on your
WebLogic Server:

./opatch lspatches

Version 1.8.0 up to Update 471

OCl Load Balancer

Tools Release 9.2.26.1 64-bit

ESU up to JN21495

UDO up to UDO_9.2_10719 + UN26_UDO_Bundle

Planner JN21409

Data Pack is DP0289201



JD Edwards EnterpriseOne Chapter 1
Deploying JD Edwards EnterpriseOne on Oracle Cloud Introduction
Infrastructure on Linux with DB Systems using Reference

Architecture Learning Path

Prerequisite Knowledge and Skills

You must have a fundamental understanding of the Oracle Cloud Infrastructure. It is highly recommended that you
review the extensive collateral information, including training, at the sites:

« Oracle Cloud Infrastructure

Prerequisite Tools and Resources

You must obtain the PuTTY tool (http://www.putty.org) for generating SSH key pairs on the client machine that you will
use to connect to any Linux server deployed by One-Click Provisioning.

You must also obtain a VNC viewer such as TigerVNC (https://tigervnc.org). This product, or functional equivalent, is
required in order to access the Infrastructure Provisioning Server that is part of the automated deployment of One-Click
using reference architecture (OpenTofu).

ORACLE
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2 Planning Your Deployment

Understanding Port Restrictions

This section provides an overview of the restricted ports that cannot be defined or used while creating any web
component or server, or both. You should be aware of the restricted ports that cannot be defined or used while creating
any web component or server, or both.

The specific port restrictions for any One-Click Provisioning deployment of JD Edwards EnterpriseOne are grouped as
follows:

« One-Click Provisioning Console for JD Edwards

« AllInternet Browsers

- Google Chrome and Mozilla Firefox Browsers
One-Click Provisioning Console for JD Edwards

- Any port below 1024 is restricted.

All Internet Browsers

The following are restricted ports enforced by the rules of any internet browser:
- 2049
- 4045
- 6000

Google Chrome and Mozilla Firefox Browsers

In addition to the above mentioned restricted ports for any internet browser, the Google Chrome and Mozilla Firefox
browsers block specific ports which they deem as unsafe to use on HTTP/HTTPS protocol. These restricted ports are:

- 3659, // apple-sasl / PasswordServer

- 6665, // Alternate IRC [Apple addition]
. 6666, // Alternate IRC [Apple addition]
- 6667, // Standard IRC [Apple addition]
. 6668, // Alternate IRC [Apple addition]
. 6669, // Alternate IRC [Apple addition]

Note: It may be possible to configure Chrome and/or Firefox to change these restrictions.

Generating Instance Key Pairs in openssh Format

This section shows you how to generate instance SSH key pairs in openssh format on your local system, which can be
UNIX or Windows. Key pairs in this format are required if you need to connect directly to any Linux instance.

n
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MBS tHEth6aY EaR balised to securely connect to Oracle Cloud Infrastructure for JD Edwards EnterpriseOne
infrastructure provisioning. This connection is made using a key pair that consists of a public key and a private key. The
following are the key pairs that are used for connecting to Oracle Cloud Infrastructure:

- Instance Key Pair. Secure Shell (SSH), which provides an encrypted login method, is a more secure
replacement for Telnet for logging on to Oracle Cloud Infrastructure. Before you can use Infrastructure
Provisioning <infrastructure provisioning> to create instances, you must generate instance key pairs and
upload the SSH public key to Oracle Cloud Infrastructure. This SSH public key is used for authentication for any
Oracle Cloud Infrastructure instance except the Bastion Server.

- Bastion Host Key Pair. This key pair is similar to an instance key pair and is strongly recommended to be used
as a best practice for ensuring the highest level of security. That is, you should the same procedure to create a
different set of Bastion Host Key Pairs for public production access to the Bastion host, while keeping access
to other host instances securely separated.

- Infrastructure Provisioning User Key Pair. Instead of SSH key format, this key pair must be generated in
Privacy Enhanced Mail (PEM) container format. The public key of this key pair must be added to the account
for the infrastructure provisioning user. When this public key is uploaded, the system automatically creates
a fingerprint that is displayed in the console of Oracle Cloud Infrastructure and is required for input into the
Infrastructure Provisioning Console. To enable provisioning in Oracle Cloud Infrastructure, the private key of
this key pair is required as an input in the Infrastructure Provisioning Console.

- CA Certificates. You must generate CA certificates to support Load Balancing as a Service (LBaaS), which is a
core functionality that is deployed and configured by JD Edwards EnterpriseOne Infrastructure Provisioning.
These certificates are used to configure LBaaS with SSL. The procedure is described in the section "Generating
CA Certificates for Load Balancing as a Service (LBaaS)" of this Learning Path.

Tip: The best practice is to create at least two SSH key pairs for each purpose, because if for any reason a single SSH
key is no longer valid, access to the server would be lost permanently with no means to recover. You cannot access the
server without using an SSH Key. Additional keys can be added manually after the instance is started.

Note: Use caution if prompted to overwrite a previously generated SSH key. If you overwrite a key previously used to
connect to a prior Oracle Cloud Infrastructure instance, you may permanently lose access to (that is, the ability to log
in to) any prior Oracle Cloud Infrastructure instance that used that key.

The following diagram illustrates the security key architecture used by JD Edwards Infrastructure Provisioning.

12
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Generating Schre SHell (SSH) Key Pairs on Your Local System

Secure Shell (SSH), which provides an encrypted login method, is a more secure replacement for Telnet for logging

on to Oracle Cloud Infrastructure. Before you create your Oracle Cloud Infrastructure instance, you must generate

SSH key pairs and upload the SSH public keys to Oracle Cloud Infrastructure. These SSH public keys will be used for
authentication when you log in to the instance. You must also create pairs of private keys, one pair for use by the One-
Click Provisioning Server to create instances for JD Edwards EnterpriseOne servers and another pair to enable access to
the instances. Below is a summary of the required SSH keys and their formats:

Private Key in .ppk Microsoft Windows Format

Required to connect from a Microsoft Windows machine to an Oracle Cloud Service instance including the
Provisioning Server itself and also to connect to any provisioned server such as DBCS, Enterprise Server, and
JCS servers (such as HTML and AIS servers).

See Step 3 in the following procedure.

Public Key in .pub FormatSee Step 4 in the following procedure.

Note: Do not set a passphrase for any SSH key.

Use this procedure to generate a Secure SHell (SSH) key on your local system and save the key on a file for uploading to
Oracle Cloud Infrastructure.

1. Locate and run puttygen.exe in the PUTTY folder of your local Microsoft Windows computer.

14
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ArchipecGenérite the ke using the following steps:
a. Onthe PUTTY Key Generator window, accept the default key type, SSH-2 RSA, and in the Number of bits
in a generated key: field, ensure that the value is set to 2048.
b. Click the Generate button.

EF PUTTY Key Generator 7 £
File Eey Conversiorns Help
Fey
N by
AChons
Generale 3 publc prvine key par [ Generate |
Load an existing prvate key fils Load
Save the genemted key Zorwd pobdes ey Cave [Frie ke
Florgreters
Typn of key to gererste
éﬁsa ] (CIECOSA (EDEIS (D) S5H-1 (RSA)
Masmber of bits in a generated key |78

c. After you click the Generate button, move your mouse around the blank area to generate randomness for
the SSH key pair you generate.

? PuTTY Key Generator 7 =
File Key Conversions Help

L
Please generate some randomness by meing the mouse cver the blank area

Actions

(Gerarmie & public fprivate key par Gererain
Load an exisling private key fie Losa

Sarve the generated ey Savvm pubic kmy Sarve cetve ey

Paramaters

Type of key bo generse:
REA (i ECDGA ED25515 SEH.1 (REA)

Mumber of bits in & genersted key: 2048
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Archieciyse thig'stépptdreate a private key in .ppk Microsoft Windows format.

Chapter 2
Planning Your Deployment

a. Inthe PUTTY Key Generator dialog box, click the Save private key button to save your private key to the
system.

ER PuTTY Key Generator

Eile Key Conversions Help

Key
Publbc key for pasting into OpenS5H awthonzed_keys file:
ssh+sa

AARARINzAC lyc2EARAAEIOAAMDE Ao 25 VKLUCy RKEWQ AINESCwmdr 2Wnva
kb HNXOgVE 1dh Livg LS Z20C G268, VageNoLat Js HE oMb Sahn S RN B4
Bgm5DG b Zohe PZXY 3T TNDaknhOSCEUMTD4 RhemHOBq T0xHaWLnyeNaDO
bykkvkJJLXB0 Y 3d 7RG NimvunO EXs By SxZew B U Daolg SWEhEvaN 30 ZYMKLNPaK /v

[ »

4

Key fingerprint: sshrza 2048 c8:27. W be X TdocicB.ebid 40 0. 7c:B3:29:38
Kery commant: rzaiey-1

Kay passphrase:

Confirn passphrase:

Actons

Generate a public/private key pair | Generals
Load an exdsting private key fie [ Load
Save the generated key l Saupm_h_cfe:.r J I Save privale key I

Paremeters

Type of key to generate:

() 55H-1 (RSA) @ 55H-2 RSA "1 55H-205A
Mumber of bits in a generated key: 2048

==

b. On the PuTTYgen Warning dialog box, click the Yes button to confirm that you want to create the private
key without a passphrase.

PuTTYgen Waming _ o . l&

|

Are you sure you want to save this key
£ "i without a passphrase to protect it?

[ Yes ] | Mo

Note: When you save this key to the local file system, you should give it a significant name such as like
jdessHKey .ppk. It is also important that you ensure that this key has a . ppk extension.

ORACLE
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L » ThsPC 3 Deskiop » S5HEKeys v earch ST ey y -
DOrganuze + Mew falder -
I This PC " Heme Date modified Type
B 3D Objects
J : Mo dems match your search
B Desltop
5| Documents
J Downdoads
Jl Mliusic
= Pictures
. Wideos
i Symtemill) v ¢ »
Fibe name[:pdeﬁHKq I |
Save a5 type:  PuTTY Private Key Files (* ppk) v
— ==

Note: Keep a record of the file name and location which you will need when you upload this key from

a Microsoft Windows machine that is accessing the JD Edwards Reference Architecture Infrastructure
Provisioning Server.
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Arch{eclyse thissteiptdéreate a public key in .pub format.

a. Onthe PUTTY Key Generator dialog box, select all the characters in the Public key for pasting into
OpenSSH authorized_keys file field.

Note: Be sure you select all the characters, not just the ones you can see in the narrow window. If a
scroll bar appears next to the characters, scroll through the entire window to select all the characters.

b. On the selected text, right-click to see the context menu and select Copy.

g PulTY Key Generatior s b4
File Eey Convernonts Help

Hamy
Buble key for pasting into Open 55H authorined_ieys fie

AFITHANEF

| s HTF 30 v
Key fngemnr b:35c2- 73 534
Key gommen E::_
Confrm pass
Select Al
Actions
Ganamiann Right to left Reading ceder v—
Show Unicode contred characters
LSS gl inzert Unicode controd character » o
Savve thes gererlied VEy SEEDRRCEEY | Save private key
Farametemn
Tyeee of ke i gerserabe
@ ESA OEsA (JECD3A [ EDgS513 ) 55H-] ASA)
hummber of bits in a generated ey 2048

c. Open a plain text editor (such as vi on UNIX or Notepad on Microsoft Windows) and paste the characters
you just copied. Ensure that you paste the text at the first character in the text editor, and do not insert
any line breaks.

d. Save the plain text file as a file name with a .pub extension and keep a record of the file name.

Tip: You should give this key a significant name such as jdeSSHKey.pub.

Note: You should not use the Putty Key Generator function to save the public key as a file, which is invoked
by the Save Public Key button. Using this function introduces extraneous characters and strings to the key
that are not compatible with Oracle Cloud Infrastructure.

Note: As a backup, in case the primary public key is lost or damaged, you should also generate a secondary
key using this same procedure. Again you may use any file extension, but .pubbak is a useful convention to
indicate that this file is a backup of the primary public key.Keep a record of the primary and secondary public
key file names and their location. You will need to upload these public keys when you create an instance.
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Architeciui§atar" 981 anbt access an instance in Oracle Cloud Infrastructure without a valid public key which you have
successfully uploaded to Oracle Cloud Infrastructure during instance creation. Therefore you must upload the
primary public key whenever you are creating an instance. Optionally, you can upload the backup secondary
public key in the same step.

Generating Self-Signed Certificates for Load Balancing
as a Service (LBaaS)

This section shows you how to generate the public, private, and device self-signed certificates that are required as input
into the JD Edwards EnterpriseOne Infrastructure Provisioning Console for Oracle Cloud Infrastructure in support of
Load Balancing as a Service (LBaaS), which is a core functionality for infrastructure provisioning.

Prerequisite

- Access to a machine running Oracle Enterprise Linux. For example, this can be the Linux instance that you
created for the OpenTofu staging server in Oracle Cloud Infrastructure.

Generating Self-Signed Certificates

On any machine running Oracle Enterprise Linux, use this procedure to generate self-signed root and device
certificates. You will be prompted for these certificates by the Infrastructure Provisioning Console, which runs on the
OpenTofu staging server. Therefore, the OpenTofu staging server is a logical choice of a server on which to perform this
procedure.

1. Generate a rootCA private key using this command:

openssl genrsa -out rootCA.key 2048 -days 365
2. Generate rootCA public key using this command:

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 365 -out rootCA.pem -subj "/C=<country>/
ST=<state>/L=<location>/0O=<company>/OU=<organization unit>/CN=localhost"

where C=<country> is the country where you will be submitting the CA Certificates Service Request (CSR), and
where ST=<state> is the state within the country you specified in c=, and

where L=<location> is the location or city within the state, and

where O=<organization> is the organization for which the CSR will be issued, and

where OU = <organization unit> is the originzational unit of the organization

For example, if the CSR is being requested for Oracle Corporation, for the JD Edwards EnterpriseOne division, in
Denver, Colorado, United States, the command would be:

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 365 -out rootCA.pem -subj "/C=US/ST=CO/
L=Denver/O=Oracle Corporation/OU=EnterpriseOne/CN=localhost"
3. Create a configuration file named device-csr.conf that includes these sections and settings:
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distinguished name = req_distinguished name
req_extensions = v3_req

prompt = no

[req_distinguished name]

C = <country>

ST = <state>

L <location>

o

<organization>

OU = <organization unit>

CN localhost

[v3_req]

keyUsage = keyEncipherment, dataEncipherment

extendedKeyUsage = serverAuth

subjectAltName = @alt_names

[alt_names]

DNS.1 = localhost

DNS.2 = <logic Enterprise Server>

DNS.3 = <batch Enterprise Server>

DNS.4 = <HTML web server>

where C=<country> is the country where you will be submitting the CA Certificates Service Request (CSR), and
where ST=<state> is the state within the country you specified in c=, and

where L=<location> is the location or city within the state, and

where O=<organization> is the organization for which the CSR will be issued, and
where OU = <organization unit> is the unit of the organization, and

where <logic Enterprise Server> is the name of your JD Edwards Enterprise Server running application logic,
which must be limited to 15 alphanumeric characters, and

where <batch Enterprise Server> is the name of your JD Edwards Enterprise Server running UBE batch
processes, which must be limited to 15 alphanumeric characters, and
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Architeciyheree2HMTL Web Server> is the name of your JD Edwards Web Server running HTML application logic,
which must be limited to 15 alphanumeric characters

For example, a properly configured device-csr. cont file might look like this:
[req]

distinguished name = req_distinguished name

req_extensions = v3_req

prompt = no

[req_distinguished name]

C = Us

ST = CO

L Denver

o

Oracle Corporation

ou

EnterpriseOne

CN localhost

[v3_req]

keyUsage = keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth

subjectAltName = @alt_ names

[alt names]

DNS.1 = localhost

DNS.2

logiclb
DNS.3 = batchlb

DNS.4 = weblb
4. Generate a device key using this command:

openssl genrsa -out device.key 2048 -days 365
5. Generate a device CSR using this command:

openssl req -new -key device.key -out device.csr -subj "/C=<country>/ST=<state>/L=<location>/

O=<organization>/OU=<organization_unit>/CN=localhost"
For example:

openssl req -new -key device.key -out device.csr -subj "/C=US/ST=CO/L=Denver/O=Oracle Corporation/
OU=EnterpriseOne/CN=localhost"
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ArchgecGenerite s dievice certificate using this command, where you have created and configured the input file
device-csr.conf file as described in the previous step in this procedure:

openssl x509 -req -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
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5 Performing Setup Tasks in Oracle Cloud
Infrastructure

Logging In To Oracle Cloud

Supported Browsers

Oracle Cloud Infrastructure supports the latest desktop versions of Google Chrome, Microsoft Edge, Internet Explorer 11,
Safari, Firefox, and Firefox ESR. Note that private browsing mode is not supported for Firefox, Internet Explorer, or Edge.
Mobile browsers are not supported.

To sign in to Oracle Cloud at https://cloud.oracle.com, you need:

User name and password
- Your cloud account name

When your tenancy is provisioned, Oracle sends an email to the default administrator at your company with the sign-
in credentials and URL. This administrator can then create a user account for each person who needs access to Oracle
Cloud Infrastructure. Check your email or contact your administrator for your credentials and account name.

Signing In for the First Time
Links for signing in are also provided in your welcome email.

Open a supported browser and go to https://cloud.oracle.com.

Click Sign In.

Enter your Cloud Account Name and click Next.

Enter your user name and temporary password from your welcome email. You will be prompted to change your
temporary password.

After you sign in, the Console Home page is displayed.

PWNA

About the Console URL

Alternatively, you can sign in directly to Oracle Cloud Infrastructure using the Console URL. When you sign up to use
Oracle Cloud Infrastructure, you receive a customized URL for your organization. For example:

https://console.us-ashburn-1.oraclecloud.com/?tenant=CompanyABC

If you instead use the base URL (https://console.us-ashburn-1.oraclecloud.com), you are prompted to specify your
tenant (or cloud account name) on the sign-in page, along with your user name and password.

Creating a Compartment for Reference Architecture

This section shows you how to create a compartment in Oracle Cloud Infrastructure.

On the Oracle Cloud Infrastructure Welcome page, you can click the About Compartments link for additional
information.
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- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Using the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site:

o Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and and an administrator account in the platform.
For more information, refer to this site:

o Getting Started with Oracle Cloud

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser.

Creating a Compartment

To create a compartment for JD Edwards EnterpriseOne on Oracle Cloud Infrastructure:

1. Asthe user for which you will create a public key to access the OpenTofu staging server, log in to Oracle
Cloud Infrastructure using the following URL, which leads to the tenancy for which you want to provision
infrastructure using the JD Edwards EnterpriseOne Infrastructure Provisioning Console:

https://console.<your_region-ad>.oraclecloud.com/#/a/
For this tutorial, we will use this URL:

https://console.us-ashburn-1.oraclecloud.com/#/a/
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Archipecopetheoracie /tbud Infrastructure Console Home page, click the navigation menu in the upper-left corner.

Home

Compute
Storage
Networking
Oracle Database
Databases
Analytics & Al

Developer Services

Observability & Management

Hybrid

Migration

Governance & Administration

Marketplace

ORACLE

Identity

Users

Groups

Dynamic Groups
Network Sources
Pnliriac
Compartments
Federation

Authentication Settings

Cloud Guard
Overview

Problems
Recommendations
Targets

Responder Activity
Detector Recipes
Responder Recipes
Managed Lists
Data Masking

@ Identity & Security

Compartments

3. Click the Identity & Security section in the left pane, and select the Compartments service.
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ArchieciritheCompartments section, click the Create Compartment button.

O‘R ACLes TENANCY REGION

Oracle Cloud Infrastructure

|dentity Compartments
()
Groups

Dynamic Groups
Policies

Service Limits
Compartments
Federation

Tag Namespaces

5. On the Create Compartment dialog box, complete these fields:
o Name

Enter a name for the compartment.
o Description

Enter a description for the compartment.
o Tags

Optionally you can enter tag information in these fields. For more information, click the link Learn more
about tagging in the dialog box.
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Archigectliek e 'Create Compartment button.

5
=]

Create Compartment

Name

JDEE1

Description

JD Edwards EnterpriseOne One-Click Deployment]

Parent Compartment

jde (root) e

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags
are composed of keys and values that can be attached to resources.

Leam more about tagging

TAG NAMESPACE TAG KEY VALUE

None (add a free-form tag) 2 X

+ Additional Tag

Create Comparlrnent Cancel

Creating a Virtual Cloud Network

This section shows you how to create a Virtual Cloud Network (VCN) in Oracle Cloud Infrastructure using the Start VCN
Wizard.
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- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Get to Know the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site: Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and an Administrator account in the platform. For
more information, refer to Getting Started with Oracle Cloud.

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser. See Supported
Browsers in Troubleshooting Signing In to the Console.

Before you can launch an instance, you must have a Virtual Cloud Network (VCN) in Oracle Cloud Infrastructure. For
more information refer to this topic: Creating the VCN and Subnets to Use with Oracle Functions, if they don't exist
already.

Oracle JD Edwards recommends using the Start VCN Wizard to create a complete set of networking resources using
the concept of regional networking, which includes route tables with private and public subnets across all Availability
Domains (ADs) in your region.

On Virtual Cloud Networks in <your_compartment>, click the Start VCN Wizard button.

On Create a VCN with Internet Connectivity - Configuration, complete these fields in the Basic Information and
Configure VCN and Subnets sections:

Basic Information

- VCN NAME

- COMPARTMENT
Configure VCN and Subnets

- VCN CIDR BLOCK (see below Note)
PUBLIC SUBNET CIDR BLOCK (see below Note)
PRIVATE SUBNET CIDR BLOCK (see below Note)

Note: For CIDR block values, you can either use the example values or obtain the values from your network engineer.
DNS RESOLUTION
In this section, ensure the following check box is selected:

USE DNS HOSTNAMES IN THIS VCN

To create a VCN, see Creating a VCN in the Orcale Cloud Infrastructure Documentation.

Creating Rules for a VCN Security List for Infrastructure
Provisioning

This section shows you how to create rules for a virtual cloud network (VCN) security list in Oracle Cloud Infrastructure
to use the VCN for JD Edwards EnterpriseOne infrastructure provisioning.
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- You must have created a virtual cloud network by following the steps described in the preceding section
"Creating a Virtual Cloud Network" of this Learning Path.

- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Get to Know the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site: Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and and an administrator account in the platform.
For more information, refer to this site: Getting Started with Oracle Cloud

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser. See Browser Issues.

Creating Rules for a VCN Security List

You must create rules for the public subnet that was automatically created by the workflow wizard when you created the
VCN.

1. Navigate to Networking, Virtual Cloud Networks.
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ORACLE Cloud

Networking Virtual Cloud Networks /n JI

Virtual Cloud Networks Networking Quickstart Create Virtual Cloud Network

Dynamic Routing Gateways i State CIDR Block De

Customer-Premises Equipment _
- JODE_VCN @ Available 10.0.0.0M16 De

IPSec Connections
Load Balancers
FastConnect

Public IPs

DNS Zone Management

Traffic Management Steering
Policies

HTTP Redirects

List Scope

COMPARTMENT

JDE

jde (root)JDE

<

3. Click the link for the VCN you created.

30
ORACLE



JD Edwards EnterpriseOne

Chapter 3
Deploying JD Edwards EnterpriseOne on Oracle Cloud Performing Setup Tasks in Oracle Cloud Infrastructure
Infrastructure on Linux with DB Systems using Reference

ArchiecirrehesStibhetd i IDE_ Compartment, section, click the Public-subnet-<vcn_name> link.
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— ORACLE Cloud Applications >

MNetworking » Virtual Cloud Networks » Virtual Cloud Network Details

regionvcn

Move Resource Add Tags

VCN Information Tags

CIDR Block: 10.0.0.0/16

Compartment: JDE

AVAILABLE

Created: Mon, Dec 9, 2019, 21:05:34 UTC

Resources Subnets /n JD E_Cl
Subnets (2)

Route Tables (2)

Name State
Internet Gateways (1)

Private Subnet-regionvcn @® Awvailab
Dynamic Routing Gateways (0)

Public Subnet-regionvcn @ Availab
Network security Groups (0) 27

ORACLE
Security Lists (2)
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= ORACLE C | Ou d Applications >

Public Subnet-regio

Edit Move Resource Add Tags

Subnet Information | Tags

OCID: .. gadksa Show Copy

CIDR Block: 10.0.0.0/24

AVAILABLE

Virtual Router Mac Address:

Subnet Type: Regional

Resources Security Lists

Security Lists (1) Add Secunty List

Name Stz
Tag Filters

Default Security List for regionven o
so-taptitarsgooliag

]
=8
=i
£
]
ja]
=
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Ingress Rule button.

Because this VCN is only for the infrastructure staging server, you only need to open port 5901 with a source
CIDR of 0.0.0.0/0. This is the listen port of the VNC Server.

7. Use these values to define the new rule for the listen port of the VNC server:
Source CIDR: 0.0.0.0/0

Destination Port Range: 5901

Click the Save Security List Rules button to complete the setup for Ingress Rules.

9. You can accept the default Egress Stateful rule that allows Egress to all destinations, all protocols, and all traffic
for all ports.

o

Resources Egress Rules

Ingress Rules (13)

Stateles=s Rules
Egress Rules (1)

Stateful Rules

Destination: 0.0.0.0/0 IP Protocol: All Protocols

Creating a Group

This section shows you how to create a Group in Oracle Cloud Infrastructure.

For additional information on using Groups in Oracle Cloud Infrastructure, refer to the section entitled: Add a New
Group in the Oracle Cloud Infrastructure Console in Adding Groups and Users for Tenancies Federated with Oracle
Identity Cloud Service.

35
ORACLE


https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/addingidcsusersandgroups.htm
https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/addingidcsusersandgroups.htm

JD Edwards EnterpriseOne Chapter 3
Deploying JD Edwards EnterpriseOne on Oracle Cloud Performing Setup Tasks in Oracle Cloud Infrastructure
Infrastructure on Linux with DB Systems using Reference

6{@?&&ﬁ‘ig{€eLeaming Path

- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Get to Know the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site: Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and an Administrator account in the platform. For
more information, refer to Getting Started with Oracle Cloud.

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser. See Supported
Browsers in Troubleshooting Signing In to the Console.

To create a group using the Oracle Cloud Infrastructure Console, follow the steps in the Creating a Group section of the
Oracle Cloud Infrastructure Documentation.

Creating a User

This section shows you how to create users in Oracle Cloud Infrastructure. For additional information on creating users
in Oracle Cloud Infrastructure, refer to the topic Create a User in Adding Users.

Prerequisite

- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Get to Know the Console.

« You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site: Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and an Administrator account in the platform. For
more information, refer to Getting Started with Oracle Cloud.

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser. See Supported
Browsers in Troubleshooting Signing In to the Console.

Note: You must perform this task as an Oracle Cloud Infrastructure user who has sufficient permissions to create
and update resources within Oracle Cloud Infrastructure. For more information, refer to Adding Users in Oracle Cloud
Infrastructure Documentation.

Note: You must create a Domain before creating a User. Refer to Creating an Identity Domain in Oracle Cloud
Infrastructure Documentation.

To create a User, see Creating a User in Oracle Cloud Infrastructure Documentation.

Adding Users to Groups

This section tutorial shows you how to add users to groups in Oracle Cloud Infrastructure.

For additional information on using Groups in the Oracle Cloud Infrastructure, refer to the section entitled: Managing
“Managing Oracle Identity Cloud Service Users and Groups in the Oracle Cloud Infrastructure Console" in Oracle Cloud
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nfrasertictiiré Docuntentation. For additional information on creating users in Oracle Cloud Infrastructure, refer to
Adding Users.

Prerequisite

- You must have already created a user by following the process described in the preceding module "Creating a
User" in this Learning Path.

- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Get to Know the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site: Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and an Administrator account in the platform. For
more information, refer to Getting Started with Oracle Cloud.

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser. See Supported
Browsers in Troubleshooting Signing In to the Console.

To add users to the respective groups, see Adding a User to a Group in Oracle Cloud Infrastructure Documentation.

Creating a Policy

This section describes the minimum setup IAM policies required to use JD Edwards EnterpriseOne Infrastructure
Provisioning for Reference Architecture. The user who is running the Infrastructure Provisioning must have these policy
settings for the group to which they belong. The tenancy administrator for Oracle Cloud Infrastructure is responsible
for creating and assigning these requisite policies. If you are unsure of your policy settings you should check with the
tenancy administrator.

Note: As described above, this procedure may only be necessary in certain regions or for certain classes of
subscribers or users in Oracle Cloud Infrastructure.

For additional information on using policies in Oracle Cloud Infrastructure, refer to the documentation for Oracle Cloud
Infrastructure in the Managing Policies.

Prerequisite

- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Get to Know the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site: Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and an Administrator account in the platform. For
more information, refer to Getting Started with Oracle Cloud.

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser. See Supported
Browsers in Troubleshooting Signing In to the Console.

To create a policy using the Oracle Cloud Infrastructure Console, refer to Creating a Policy in Oracle Cloud Infrastructure
Documentation.

In the Policy Builder section, click the Customize/Advanced button.
In the Policy Builder dialog, enter the following statements:
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where <group_name> is the name of group that you specified as described in the section of this Learning Path entitled
"Creating a Group".
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4 Creating a Linux VM

Obtaining the Image and Creating an Instance for the
OpenTofu Staging Server

This section shows you how to obtain the image for the requisite Linux system and create a Linux instance for the One-
Click Provisioning Server for use by JD Edwards EnterpriseOne on Oracle Cloud Infrastructure.
Oracle Cloud Infrastructure Compute lets you provision and manage compute hosts, known as instances.

Note: While Oracle Cloud Infrastructure offers both bare metal and virtual machine instances, the current version of
One-Click Provisioning for Oracle Cloud Infrastructure supports only virtual machine instances.

For additional information refer to Creating an Instance in the OCl documentation.
Prerequisites

For instructions on using the different types of credentials while working with Oracle Cloud Infrastructure, refer
to Security Credentials in the Oracle Cloud Infrastructure documentation.

- You must complete the steps described in the section Required Keys and OCIDs in the Oracle Cloud
Infrastructure documentation.

- The user interface for the Oracle Cloud Infrastructure Console is constantly evolving. For the most up-to-date
descriptions and navigation, refer to Using the Console.

- You should have a fundamental understanding of Oracle Cloud Infrastructure. It is highly recommended that
you review the extensive collateral information, including training, at this site:

o Oracle Cloud Infrastructure

- You must have a subscription to Oracle Cloud Infrastructure and an administrator account in the platform. For
more information, refer to this site:

o Getting Started with Oracle Cloud

- To access the Oracle Cloud Infrastructure Console, you must use a supported browser.

Obtaining the Image for a OpenTofu Staging Server

Use this procedure to obtain the image and create a Linux instance for the OpenTofu staging server.

1. On Oracle Cloud Infrastructure Console, click the navigation menu in the upper-left corner.
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ArchBecirrtheMarkétplace page, under All Applications, locate the listing for the JD Edwards EnterpriseOne JD
Edwards EnterpriseOne Reference Architecture image.

Chapter 4
Creating a Linux VM

Tip: To more easily locate this image, in the browser page, search for the entire or part of the listing title,
which is "JD Edwards EnterpriseOne Reference Architecture (OpenTofu)".

ORACLE
JD Edwards

JD Edwards EnterpriseOne
Reference Architecture...

Accelerate JD Edwards
EnterpriseOne deployment in...

Type: Image | Price: BYOL

4. C(Click the Marketplace listing for the JD Edwards EnterpriseOne Reference Architecture image.

5. On the Marketplace listing for JD Edwards EnterpriseOne Reference Architecture, in the Compartment

field, use the drop-down list to select the compartment that you previously created in the OBE "Creating a
Compartment” of this Learning Path.

6. Onthe Launch Instance page, review the Terms of Use and click the check box to accept the terms.
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Archifec@lie e Launeh Instance button to continue.

Marketplace » JD Edwards EnterpriseOne Reference Architecture (Opentofu)

... JD Edwards EnterpriseOne
T Reference Architecture (Opentofu)

Accelerate JD Edwards EnterpriseOne deployment in Oracle Cloud Infrastructure

JD Edwards EnterpriseOne is a comprehensive suite of integrated
global business applications. This machine image provided by Oracle
allows your organization to create a Opentofu staging server for JD
Edwards EnterpriseOne Reference Architecture for Release 9.2 in the
Oracle Compute Cloud.

Categories: Business Applications
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ArchgecortheCréate €ompute Instance page, complete these fields:
o Name

Note: The system automatically populates this field. It is recommended that you change this name

to a value that you might more easily recognize.You can change the name again later.The name does
not need to be unique because an Oracle Cloud Identifier (OCID) uniquely identifies the instance.The
name you enter here is the display name of the instance. This will be the host name of the JD Edwards
EnterpriseOne Reference Architecture image server. For example, the staging server for reference
architecture might be called jderefarch.

Note: Ensure that the host name of the JD Edwards EnterpriseOne Reference Architecture image
instance contains only alphabetic characters and numbers. You cannot use special characters such

as the dollar sign ($), exclamation point (1), underscore (_), vertical pipe (|), at sign (@), and so on,

in the host name.Machine names must be alphanumeric with only lowercase letters and should not
exceed 15 characters. This is the character count supported by the JD Edwards EnterpriseOne database
table and application design. Do not use a fully qualified domain name for a host name. You should
only specify the first node of the domain name. If the existing host name does not conform to these
requirements, the runtime of JD Edwards EnterpriseOne will fail. If a host name does not conform to
these requirements, you should permanently change the host name for your system.

o Create in Compartment

Enter the name of the compartment in which you want to create the instance. By default, the currently
selected Compartment is displayed.

Create Compute Instance

Name

jde_ref arch

Create in compartment
JDE_REFERENCE_ARCH
jde (root).JDE_REFERENCE_ARCH

o Configure placement and hardware

Click an availability domain (AD) to select it. You can only specify a single AD.
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Select an availability domain for your instance

AD 1 AD 2 AD 3

IAUF-PHX-AD-1 IAUF:-PHX-AD-2 IAUF:-PHX-AD-3

o Image

Because you already selected the image from Marketplace, the following image is automatically shown
here. You should accept this value.

Image

JD Edwards Enterprise

(Opentofu)
ORACLE

JD Edwards

0 O

o Shape
- Click the Change Shape button.

VM.Standard.E4 .Flex
AMD

Virtual machine, 1 core DCPU, 8 GB memory, 1 Gbps network bandwidth

On Browse All Shapes, make the following selections:
- Instance type
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Architecture Learning/ifelial Machine
- Shape series

Specialty and previous generation
- Shape Name

VM.Standard2.2

This is the recommended shape for the OpenTofu Staging Server, which minimally includes 2
OCPUs and 30 GB memory.

Click the Select Shape button to save your selections.
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Browse all shapes

A shape is a template that determines the number of CPUs, amount of memory, and other resourc

Instance type

Virtual machine Bare metal me
A virtual machine is an independent computing environment that A bare metal compul
runs on top of physical bare metal hardware. v access for highest p

Shape series

AMD Intel Ampe
Flexible OCPU Flexible OCPU Arm-ba:

AMpAl count. Current gen- {iF.E-D count. Current gen- /7/‘\ process
eration AMD eration Intel AMPERE
pProcessors. processors.

VM.Standard2.2

Local disk: Block storage only

Processor: 2.0 GHz Intel® Xeon® Platinum 8167M (Skylake)

o Configure networking

Verify, and if necessary, set your network settings for the instance of the JD Edwards EnterpriseOne
Reference Architecture image. These settings include:

Virtual cloud network compartment
Virtual cloud network

Subnet compartment

Subnet

ORACLE
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Architecture Learninlg Fﬁm - Vi t sel I tion Assi blic IP Address

Networking

Metworking 1s how your instance connects to the internet and other resources in the Console
assign a public IP address to the instance.

Primary network

Select existing virtual cloud network @ Create new virtual cloud network Enter sub
Mew virtual cloud network name Create in comg
Subnet

Select existing subnet @) Create new public subnet

Mew subnet name Create in comg

CIDR block
10.0.0.0/24

Fublic IP address

© Assign a public IPv4 address Do not assign a public IPv4 address

@ Assigning a public IP address makes this instance accessible from the internet. If yi
you can always assign one later.

;—E show advanced options

- Save as stack Cancel

o Add SSH Keys
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Architecture LeggimuSEadd the SSH keys that you previously created for use with the JD Edwards EnterpriseOne
Reference Architecture image.

You can either click the Upload public key files (.pub) option to select a file with your public (.pub) key
from your computer, or choose the Paste public keys option to paste the key.

Note: If you followed the recommendation in the previous section "Generating Instance Key Pairs in
openssh Format", this file is named jdeSSHKey.pub.

o Configure Boot volume
Click the Specify a custom boot volume size check box.

Enter a numeric value in the size field. For the JD Edwards EnterpriseOne Reference Architecture
image, the minimum recommended value is 100.

Optionally you can choose to enable encryption using the checkbox for Use In-Transit Encryption.
Do not select any other check boxes.

Boot volume

A boot volume is a detachable device that contains the image used to boot the compute instar

Specify a custom boot volume size
Volume performance varies with volume sizg

Default boot volume size: 46.6 GB. When you specify a custom boot

Boot volume size (GB)

100

Integer between 50 GB and 32,768 GE (32 TB). Must be larger than the default boot volume size for the selected image

D Use in-transit encryption
Encrypts data in transit between the instance, the boot volume, and the block volumes.

Encrypt this volume with a key that you manage
By default, Oracle manages the keys that encrypt this volume, but you can choose a key from a vault that you haw
used. How do | manage my own encryption keys?

o Show Advanced Options

You do not need to set any Advanced Options.
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Archigecitlier-gve Create Button to create the Oracle Cloud Infrastructure instance for the JD Edwards EnterpriseOne
Reference Architecture image.

Note: After the instance is created, the system assigns a public IP address. Make a note of this address
because you will need it to connect to the instance using the SSH keys to complete the first-time
configuration of the Reference Architecture image for JD Edwards EnterpriseOne as described in the
following section.

oRACLE
Cloud Infrastructure

= MENU

Compute » Instances » Instance Details

Instance_name

Instance Information | Tags

Create Custom Image Start Stop Reboot m

Instance Information

Availability Domain: | Image: Trial3z
b Fault Domain: OCID:
Region: phx Launched:
Shape: VM. Standard2 2 Compartment
Virtual Cloud Network: Launch Mode:

Maintenance Reboot:

Primary VNIC Information

Public IP Address: 0003000300030 Subnet:
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5 Setting Up the OpenTofu Staging Server

Logging in to the Linux Instance for the OpenTofu
Staging Server

This section describes how to log in to the Linux instance that you created for the OpenTofu staging server for JD
Edwards EnterpriseOne One-Click Provisioning on Oracle Cloud Infrastructure.

You must log in to the OpenTofu staging server to perform the subsequent setup at the Linux operating system level.
Prerequisite

- You must have previously created a Linux instance for the OpenTofu staging server by following the steps
described in the section "Obtaining the Image and Creating an Instance for the OpenTofu Staging Server" of
this Learning Path.

- You must have the open source Putty terminal emulator program installed on the client machine that you will
use to connect to the OpenTofu staging server.

Logging in from a Microsoft Windows System

Use this procedure to log in to the Linux instance that you created for the OpenTofu staging server.

1. Onyour local machine, launch the PuTTY terminal emulator application.
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ArchBecpiT Tysin the SeSsions category, complete these fields:
o Host Name (or IP Address)

Use the public IP address that was assigned by Oracle Cloud Infrastructure when you created the
Compute instance for the OpenTofu staging server.

o Port

Use Port 22. <Use port 22.>
o Connection Type

Ensure that the SSH option is selected.

#2 PuTTY Configuration ? d

Cateqory:

=~ Session ~ | Basic options for your PuTTY session |
P L_ogging Specify the destination you want to connect to

=) Teminal Host Mame (or IP address) Port

- Keyboard
Bl [123.456.78.90 | |22 |

- Features Connection type:
=- Window (JRaw (O Telnet () Rlogin @ 55H () Sedal

- Appearance
gﬁﬁaviour Load, save or delete a stored session

.. Translation Saved Sessions

- Selection | |
- Colours
[=- Connection =

- Data Save

- Proxy
- Telnet Delete

- Rlogin

Close window on exit:
El_oit keys () Aways  ()Never (8 Only on clean exit
i Cipher

[ Auth “

About Help Open Cancel
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ArchBeciHPUTR Wavigate to Connection, SSH, Auth category, and browse to the location of your local private key for
authentication.

Note: If you followed the recommendation in the previous section "Generating
Instance Key Pairs in openssh Format", this file is named jdessukey . ppk.

&% PUTTY Configuration 7
Cateqaory:
= Sfessinn " | Options controling 55H authentication
H Logging
=) Terminal Display pre-authertication banner (S5H-2 only)
- Keyboard [] Bypass authentication entirely (S5H-2 only)
E:gtums Authentication methods
- Window Attempt authentication using Pageant
- Appearance [] Attempt TIS or CryptoCard auth (SSH-1)
- Behaviour Attempt "keyboardirteractive” auth (SSH-2)
- Translati
S:I‘zztio:n Puthertication parameters
. Colours [] Allow agert forwarding
= Connection [] Mlow attempted changes of usemame in S5H-2
- Data Private ey file for authentication:
Proxy | path to pour j[deSSHEep. ppk. Browse...
Telnet
- Rlogin
- 5SH
- Host keys
- Cipher
[ Auth v
About Help Cpen Cancel

ORACLE
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ArChK?quPLFE‘P;V,Wﬁ&iEQfE to Connection, Data, and in the Login details section enter opc as the value for Auto-login
,D'_'\ PuTTY Configuration 7 %

Category:

: . Features - Data to send to the server
= Window
: - Appearance

- Behaviour Auto-login usemame ||OpC
- Translation i :

. Whep username is not specified:
& Selection ® Prompt O Use system usemame (jjiles)
: - Colours P ¥ !
= Connection

- Data
- Proxy Terminaltype string |xlerm |

Login details

Terminal details

- Telnet

- Rlogin

E-SSH

- Kex

Hostkeys Variable | | Add

- Cipher

= Auth LEIE |
i GSSAPI

- TTY

- K11

- Tunnels

- Bugs

- More bugs

- Serial ™

username.

5. Click the Open button to establish a connection between your local machine and the Linux instance in Oracle
Cloud Infrastructure for the OpenTofu staging server.

Terminal speeds |384I}D.3E~4EID |

Environment variables

‘ Remove

Logging in from a UNIX or UNIX-Like Host

Use this procedure to log in to the Linux instance that you created for the OpenTofu staging server.

1. The format of this command can vary depending upon your UNIX server. Enter one of the following commands:
ssh -1 opc <public_ip address_of_the_ instance>
-or-
ssh -i /path to_private key opc@<public_ip address of the instance>

Note: To determine the public IP address of your instance, go to Instance Information for the instance that
you created for the OpenTofu staging server. This is illustrated in an example in the previous section in this
Learning Path.

2. If the message Are you sure you want to continue connecting (yes/no)? is displayed, select yes.
3. When prompted, enter the passphrase you had provided for your SSH key pair.
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ArchRecOrefirsBIogig, Yailiwill be prompted for the public IP address. Enter the IP address used in Step 2 to connect to
this server. This step is only done once on the first login.

Note: If you are not prompted for the public IP address on the first login, log out and log back in after a few
minutes.

Enabling the Custom Boot Volume Size

If you followed the recommendation in this Learning Path and specified a Custom Boot Volume Size when you created
the Linux instance for the OpenTofu Staging Server, you must run the following commands to complete the resize
functionality.

I Note: It is good practice to ensure that the latest utilities are installed on your operating system image.

Note: The utility oci-growfs expands the root filesystem of the instance to its configured size. This command must be
run as root.

I Note: Be sure to issue the commands in this order:

sudo /usr/libexec/oci-growfs

sudo yum install python3-oci-sdk python3-oci-cli
sudo yum update oci-utils

sudo systemctl start ocid.service

For additional information, refer to this Oracle documentation:

https://docs.oracle.com/en-us/iaas/Content/Compute/References/oci-growfs.htm

Performing First-Time Configuration of the OpenTofu
Staging Server

This section shows you how to perform the first-time configuration of JD Edwards EnterpriseOne OpenTofu Staging
Server that is deployed as an image into Oracle Cloud Infrastructure. Before you can use the OpenTofu staging server,
you need to perform the first-time configuration to specify certain port and password values.

Prerequisite

You must have logged in to the staging server by following the steps described in the section "Logging in to the Linux
Instance for the OpenTofu Staging Server" of this Learning Path.
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Performing First—Time Configuration of the OpenTofu Staging Server

When you log in to the OpenTofu Staging Server instance for the first time, or at any time thereafter without previously
entering all the values into the first-time configuration script, the system automatically invokes a mandatory first-time
configuration script. You must enter and confirm password values as described in this procedure.

Note: If you only want to view contents on the OpenTofu Staging Server, there is no requirement to enter password
information.

1. You must manually launch the first-time configuration script using this command:

sudo ./createStage.sh

g‘ opc@|deterra:~ — O

2. As the first-time configuration script of the OpenTofu staging server runs, the system displays the following
prompt. At this prompt, you must set and confirm a password for the VNC server that this first-time
configuration script installs and configures on the OpenTofu staging server.

The password values you enter are masked. As with all password values, you should keep a record of the
values that you enter because these values are encrypted and cannot subsequently be retrieved or decrypted.

P opc@jdeterns:~ - o *
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Archigeciyest-ghe firsE-time configuration scripts prompts you to enter the password for the opc user. This password will
be used by the system to authenticate the opc user that is created by the script.

The password values you enter are masked. As with all password values, you should keep a record because the
values that you enter because these values are encrypted and cannot subsequently be retrieved or decrypted.

After the script completes running, the system reboots the instance for the OpenTofu staging server and starts the
Infrastructure Provisioning Console.

To access the console, you must log back in to the OpenTofu staging server using a VNC viewer as detailed in the next
section: Accessing the OpenTofu Staging Server Through the Virtual Network Computing (VNC) Viewer.

Accessing the OpenTofu Staging Server Through the
Virtual Network Computer (VNC) Viewer

This section shows you how to access the OpenTofu staging server using a virtual network computer (VNC) viewer. This
method of connection is required to perform subsequent tasks in this Learning Path.

Prerequisite

You must have run the Linux commands to install and set up the VNC server by following the steps described in the
previous section "Running Linux Commands to Set Up the OpenTofu Staging Server" of this Learning Path.
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Accessing the OpenTofu Staging Server Through the Virtual Network
Computing (VNC) Viewer

To use the JD Edwards EnterpriseOne Infrastructure Provisioning Console, you must be able to access the OpenTofu
staging server using the VNC server that you previously installed. In this Learning Path, the VNC server that was
installed is the open source application TigerVNC. In this case, you must use TigerVNC Viewer to connect to that server
on the OpenTofu staging server.

1. Start the TigerVNC Viewer to connect to the VNC server. For example, for TigerVNC, the following dialog box is
VMC Viewer: Connection Details

VINC server: | 124.456.78.90:5901] |

optore.. | [ et | [ severs.. |

o | [_comea |

Note: If the system displays the following pop-up message, click the Cancel button to proceed.

displayed:

Authentication Re quire d

Authenti 1 is required to refresh the system

reposi

Authenticate

2. Enter the IP address and port of your OpenTofu staging server.
3. Click the Connect button.

YMC authentication

Password:
* |

Cancel l [ 0K f”"’l
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ArchiecortheyNOabEHentication dialog box, enter the VNC server password that you created in the section
"Performing First-Time Configuration of the OpenTofu Staging Server".

Note: After you are connected to the console, the first time you connect to the VNG, you will see GNOME
prompts that you must answer before using the servers. These prompts are described in steps 5 through 10
below.

5. In the Welcome section, select the preferred language and click the Next button. In the following example,

[T — S — i ATFL S
—

Bienvenue |

......

English is selected. -t
6. Inthe Typing section, select the keyboard layout that you want to use as the input method and click the Next
button.

In the following example, English (US) is selected.

Y R ——

B Mgpiamins Plages s el b Tim 30N D
,,,,, - [ l

B st s g
| .

L, appeis pmesrn, i chrbeyriree prs pesgraie o b e

i L oo S . |

8. Inthe Online Accounts section, because for this use you do not need to import Online Accounts, click the Skip
button.

& Pt | Pt il g e AL
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ArchigecirtheREAVE6 TB section, click the Start Using Oracle Linux Server button to complete the GNOME initial
setup.

B et t ) - o [=] " |
T T ——— Vi B a

You're ready to gol

10. In the section Getting Started—GNOME Help, click the X icon to close the window.

et Facen (s Per 18 0% o 3

.......... - .q.m:

B s s Tt o = |
= apw |

Getting Started

o © ©

&

Common Tasks

GMOME Help

At this point, you are connected to the VNC server on the OpenTofu staging machine.

Note: The above steps 5-10 apply to the first-time connection to the VNC. For subsequent connections, you will be
prompted to enter the password for the opc user before you can proceed.

Gathering Essential Information from Oracle Cloud
Infrastructure for Infrastructure Provisioning

This section shows you how to gather essential Oracle Cloud Infrastructure information for the infrastructure
provisioning user that will be running the JD Edwards EnterpriseOne Infrastructure Provisioning Console.

Worksheet Table - Details to Gather

This worksheet table lists the details you need to gather. For reference you can enter the details in the value column.

60
ORACLE



JD Edwards EnterpriseOne Chapter 5
Deploying JD Edwards EnterpriseOne on Oracle Cloud Setting Up the OpenTofu Staging Server
Infrastructure on Linux with DB Systems using Reference

Detail Item Detail Value

User OCID

User SSH Key (PEM)
User API Key Fingerprint
Tenancy OCID

Region Name

Compartment OCID

Prerequisite
To perform the steps in this tutorial, you must have:

- Created a Linux instance for the OpenTofu staging console by following the steps described in the previous
section "Creating a Linux Instance for the OpenTofu Staging Server" in this Learning Path.

Refer to Oracle Cloud Infrastructure documentation for additional details on: Managing User Credentials.

Locating the Generated Public Key for the Infrastructure Provisioning User

From the OpenTofu staging server, use this procedure to locate the generated public key (also called a PEM key) for
the user that will be running the JD Edwards EnterpriseOne Infrastructure Provisioning Console. This user can be the
current user or any user that you want. If the user does not exist, create a user by following the standard procedure
described in Oracle Cloud Infrastructure documentation for Create a User in Adding Users. Also refer to Oracle Cloud
Infrastructure documentation for additional details on: Managing User Credentials.

1. Using PUTTY, connect to the OpenTofu staging server and run this command to generate the content of the
key:

cat /home/opc/keys/ociApiKeyPublic.pem
2. Make a record of the output of the above command for use in a task in the next section "Adding the Public Key
as an API Key for the Infrastructure Provisioning User".

Note: From Tools Release 9.2.41, the Infrastructure Provisioning Console does not prompt for any key.
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Adding the Public Key as an API Key for the Infrastructure Provisioning
User

Use this procedure to add the public key as an API key to Oracle Cloud Infrastructure for the user that will be running the
Infrastructure Provisioning Console.

1. As the user for which you generated a public key in the preceding step, log in to Oracle Cloud Infrastructure
using the following URL for the tenancy in which you want to provisioning infrastructure:

https://console. .oraclecloud.com/#/a/" format="html

For example:

https://console.us-ashburn-1.oraclecloud.com/#/a/
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Archiecopetheoracie '@oud Infrastructure console, click the navigation menu in the upper-left corner.

— ORACLE
— LB Cloud Infrastructure

CORE INFRASTRUCTURE

Coam uick Launch

Block Storage > Create an instance Create a databas

Autonomous Trans
. i @ Processing
Object Storage
File Storage
Networking : Create a virtual cloud network Store data

Networking

@ Object Storage

DATABASE

Bare Metal, VM, and Exadata

Autonomous Data Warehouse
Autonomous Transaction Processing

SOLUTIONS, PLATFOR

Resource Manager

Email Delivery

Ansible Modules fo

ump Start

Edge Services
preconfigured solutions running Automate the configurati
Developer Services p Oracle Cloud Infrastructure, for provisioning of your clou

=1=3 infrastructure with Ansibl

GOVERNANCE AND ADMINISTRATION 28 more Leam maore
Identity Users
Groups
Security
Dynamic Groups
Govermnance :
Policies
E
Administration :: Compartments El
Infrastructur
Federation :
Understanding com|
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ArchBec g BRéMagigation menu, go to the Identity section and select Users.
4. Click the link for the user which you have designated as the infrastructure provisioning user.

— CORACLE
el Cloud Infrastructure

Identity » Users » User Details

user.name@company.com

Description: user.name@company.com

Create/Reset Password Unblock Delete Apply Tag(s)

User Information | Tags

ACTIVE OCID: ...7gedug Show Copy
Created:

Resources API Keys

| APl H.E}'S [ﬂ] Add Public I{E'_lf

Auth Tokens (0)

SMTP Credentials (0) There are no AP

Customer Secret Keys (0)

Add P
Groups (1)

Terms of Use and Privacy  Cookie Preferences

5. Inthe API Keys section, click the Add Public Key button.
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ArchéecirthePUBLIC KEY section, copy and paste the public key that you received in the previous
section "Adding the Public Key as an API Key for the Infrastructure Provisioning User".

Add Public Key

Note: Public Keys must be in the PEM format.

PUBLIC KEY

7. Click the Add button.

Note: Ensure that you copy the complete contents of the key including the BEGIN PUBLIC KEY and END PUBLIC KEY
text.
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CORE INFRASTRUCTURE
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Block Storage Create a databas

Create an instance

Autonomous Trans
. b e (r;\) Processing
Object Storage
File Storage
Networking : Create a virtual cloud network Store data

Networking

@ Object Storage

DATABASE

Bare Metal, VM, and Exadata
Autonomous Data Warehouse
Autonomous Transaction Processing
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Edge Services
preconfigured solutions running Automate the configurati
Developer Services p Oracle Cloud Infrastructure, for provisioning of your clou

=1=3 infrastructure with Ansibl

GOVERNANCE AND ADMINISTRATION 28 more Leam maore
Identity Users
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E
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Archipeciigm BRERagiBation menu, go to the Identity section, and select Users.

3. Click the link for the user which you have designated as the infrastructure provisioning user.
4. Under Resources, in the API Keys section, locate the Fingerprint field.

ldentity » Users » User Details

user.name@company.com

Description: user.name@company.com

| Create/Reset Password || Unblock Apply Tag(s)

User Information Tags |

ACTIVE ociD: .. show Copy

Created:

Resources API| KeyS

API Keys (1)

Add Public Key

Auth Tokens (0)

SMTPF Credentials (0) @

Customer Secret Keys (0)

Fingerprint: 1a:11:15:11:11:11:15:a3a:1a:1a::

Groups (3)

5. Make a record of the fingerprint for use as an input for a subsequent task in the section "Using the
Infrastructure Provisioning Console" in this Learning Path.
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Object Storage
File Storage
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@ Object Storage

DATABASE

Bare Metal, VM, and Exadata
Autonomous Data Warehouse
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Archipecrigm e RagiBation menu, go to the Identity section and select Users.

3. Click the link for the user that you have designated as the infrastructure provisioning user.

= ORACLE
= MENU Clowd Infrastructure

|dentity Users

Groups

User.named company.com

Description:

Dynamic Groups OCID: ---':IE'EEFE'.&{W@E}:

Palicies
Compartments

Federation

4. Click the Show link to see the OCID of the selected user.

5. Make a record of the OCID for use as an input for a subsequent task in the section "Using the Infrastructure
Provisioning Console" in this Learning Path.

Locating the Tenancy OCID and Region for the Infrastructure Provisioning
Compartment

Use this procedure to locate the tenancy OCID and region for the infrastructure provisioning compartment:

1. Logged in as the infrastructure provisioning user, on the Oracle Cloud Infrastructure console, click the
navigation menu in the upper-left corner.
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Archipecrigm e RagiBation menu, go to the Administration section, and select Tenancy Information.

Chapter 5
Setting Up the OpenTofu Staging Server

= ORACLE

jde

Edit Audit Retention Policy  Edit Object Storage Settings [Tl ERTE]

Tenancy Information | Tags

Tenancy Information

OCID: ..kamcjd '_:ﬂ_.ﬂ._. Home Region: US West (Phoe

Name: jde (3) CSl Number: -
Audit Retention

Object Storage Settings

Amazon 53 Compatibility APl Designated Compartment: jde (root) SWIFT AP| Designated Compa
Object Storage Namespace: |de

W

Click the Show link to see the OCID of the selected tenancy.

4. Make a record of the OCID for use as an input for a subsequent task in the section "Using the Infrastructure
Provisioning Console" in this Learning Path.
5. Inthe Tenancy Information section, also locate the region that will host the instances to be provisioned. Make a

note of the region for use as an input for a subsequent task in the section "Using the Infrastructure Provisioning
Console" in this Learning Path.
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Locating the Compartment OCID for Infrastructure Provisioning

Use this procedure to locate the compartment OCID for infrastructure provisioning:

1. Logged in as the infrastructure provisioning user, on the Oracle Cloud
Infrastructure console, click the navigation menu in the upper-left corner.

ORACLE

Cloud Infrastructure

CORE INFRASTRUCTURE

Compute

Block Storage
ute Instance Ji

Object Storage hnce on Cracle Cloud Infrastructure. Dep

~——— free

File Storage

Create an Instance

Networking

DATABASE

Bare Metal, VM, and Exadata b aSh boa rd

health updates for Oracle Cloud Infrastructure New
Autonomous Data Warehouse
Autonomous Transaction Processing Eeruiee ol e
SOLUTIONS, PLATFORM AND EDGE
Resource Manager

irtments vee Vi
Email Delivery :

bartments work in Oracle Cloud Infrastructure. Lea

Edge Services

Compartments
Developer Services Users

Groups
ICE AND ADMINISTRATION

Identity Dynamic Groups

Policies

Governance
Compartments

Administration Federation
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Archipeciigm BRERagiBation menu, go to the Identity section, and select the Compartments service.

Chapter 5
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= ORACLE Cloud

Identity Compartments
Users Create Compariment
Groups Name Status ociD Authorized Subcompartr
Dynamee Groups
o0t) @ Acte kamcid Yes 39

Palicies
Compartments
Federation

Authentication Se:'.lngs

Tag Filters

Bod | cleas

3. Click the link for the compartment that you have designated as the infrastructure provisioning compartment.

ORACLE Cloud

ldentity » Compartments » Compartment Details
jde (root)
The root Compartment of the tenancy

Add Tags

Compartment Information | Tags

ACTIVE QCID: .. kamcj] Show

Authorized: Yes

Created: -

4. Click the Show link to see the OCID of the selected compartment.
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Archiecimieke erécord ot the OCID for use as an input for a subsequent task in the section "Using the Infrastructure
Provisioning Console" in this Learning Path.
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Architecture Learning Path

6 Using the Infrastructure Provisioning
Console

Completing Configuration in the JD Edwards
Infrastructure Provisioning Console

This section shows you how to use the JD Edwards Infrastructure Provisioning Console to configure details for these
functional components for JD Edwards EnterpriseOne as delivered by OpenTofu for Linux instances in Oracle Cloud
Infrastructure:

Network

Bastion Server

Provisioning Server

- Shared Database

Deployment Server

Production Environment

Non-Production Environment

Disaster Recovery Environments
Prerequisites

Details for the Oracle Cloud Infrastructure User, Tenancy, Region, and Compartment — see "Gathering Essential
OCl Information for Infrastructure Provisioning" in this Learning Path.

Logged into the JD Edwards Infrastructure Provisioning Console. For more information, see "Logging into the
JD Edwards Infrastructure Provisioning Console" in this Learning Path.

Completing Configuration in the JD Edwards Infrastructure Provisioning
Console

Use this procedure to complete configuration in the JD Edwards Infrastructure Provisioning Console on the Staging
Server, which you must access through VNC viewer:

1. Access the JD Edwards Infrastructure Provisioning Console using a browser and the following URL: https://
localhost:3000

Note: Because you are using localhost, the system prompts you to accept an insecure connection.
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ArchipecorihsecareCBanection, Your connection is not secure, click the Advanced button and then click the Add
Exception button.

|y Insecure En_x'm-e-::m #|| 4 Problem loadngpage x| +
- =2 0@ @ https:/ocalhost 300

fz Your connection is not secure

The awner of localhost has configured their website impropedy, To protect your informatian from being stoten, Firefox
has not conmected to this website,

Leam mafe

Repart errors like this 1o help Mogila identify and block maliciows sies

I o

locathost: 3000 uses an invalid security certificate.

Thie cerificate is not tnested because it is self-signed
The cequficate is not valid for the name localhost.

Eevor codhe: SEC_ERROR_LNEKNOWN_ISSLER

3. On Add Security Exception, click the Confirm Security Exception button.
Add Seosrnity Enception =

You are sbout to ewrmride: how Feelos idenidlies tha ske
‘“ Legitimabs banks, viores, and othar peblic dtes will not stk you o da this.
Server

Latatian [ Pedtpa ile sl T 3000

| |t Chrican
Certificate Hatin
Thin wite attempts 10 ently Buell with evesbd nformation Woew
‘Wreng Site

Thee cerificats Belongs 10 4 Gifteren e, whith Co0ld Saesn At SOmeche i INying 10 IMperione T e
Urdarscwm ksentity

The CEFIficAtE b5 ot TUSRG Decause A BOAn'S Deen verfied 36 A3ued iy & NAieq honty ULnG 4 LECATE Lgrne

wPrr=anently tlote Iha eeleplon

Lontvm Seonky Excepton

I Note: After you add the Security Exception, the Infrastructure Provisioning Console is displayed.

76
ORACLE



JD Edwards EnterpriseOne Chapter 6

Deploying JD Edwards EnterpriseOne on Oracle Cloud Using the Infrastructure Provisioning Console
Infrastructure on Linux with DB Systems using Reference

ArchiecorN&wWoBRAntatation, enter valid values as illustrated in the following example:

ORACL.E" JD Edwards Infrastructure Provisioning Console

MNetwork Bastion Provisioning Sharec
Serve Database
Network Information
Tenancy OCID: VCM DNS Label:
Region Mame: VCM CIDR Block: 10.0.0.0/1&
Compartment QCID: Environment(s): [ Production
] Non-Production
User OCID:
Fingerprint:

o Tenancy OCID

This is the Oracle-assigned unique ID called an Oracle Cloud Identifier (OCID). It is included as part of the
resource's information in both the Console and the API. You can find your tenancy's OCID in the Console
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Architecture Lestitheddpright user icon. The tenancy OCID looks something like this (notice the word "tenancy" in it):
ocidl. tenancy.ocl. .aaaaaaaaba3pvéwkcr4jgae5£f44n2b2m2yt2j6rx32uzrdh25vgstifsfdsqg
o Region Name

Enter the Region Identifier of the Region Name where the resource is located. In the user interface this
value is labeled as Region Identifier as shown below. For example, for the Region Name US West Phoenix,
the Region Identifier that you would enter here would is us-phoenix-1.

o Compartment OCID

Enter the OCID of the Compartment. On OCI, access the Identity tab, and then click Compartments to
view the Compartment OCID.

o User OCID

Enter the user OCID. This is the OCID in the User Information tab of the api.user window. See the section
Oracle Cloud Identifiers (OCIDs) in this document.

o Fingerprint

Enter the Fingerprint of the Infrastructure Provisioning user. See "Gathering Essential OCl Information for
Infrastructure Provisioning" in this Learning Path.

o VCN DNS Label

Enter the value of the DNS Label for your VCN.

Note: Length of the field cannot exceed 15 characters. The name must start with a letter and must
contain only alphanumeric characters. The value should only specify the globally unique domain name;
do not include the prefix "www" or "local".

Note: You cannot specify duplicate VCN names. You should not use the same name that was given
when creating the VCN previously described in this Learning Path in the task entitled "Performing
Setup Tasks in Oracle Cloud Infrastructure: Creating a Virtual Cloud Network".

o VCN CIDR Block:

Enter the VCN CIDR address. The VCN CIDR blocks indicates the network addresses that can be allocated
to the resources.

Note: Ensure that the CIDR block represents the correct private IP Address range.
o Environment for this Plan:

Select the environment for this plan. The available options are: Production with Disaster Recovery and
Non-Production.
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9 1j4te:"Bihly the following scenarios are supported: Supported Scenarios:
- Production and Non-Production together in the same run
- Production alone, not followed by any other run
- Production on one run, followed by a second Non-Production run
- Non-Production alone, not followed by any other run
- Non-Production run, followed by a second Production run
- Production with Disaster Recovery together in the same run

Note: Non-Supported Scenarios:

- Production in Single Run and Disaster Recovery in second Run

5. Click Next.

Note: If a blank screen displays, it is because there might be a slight delay until the fields on this form are
populated.

6. On Bastion Information, once the screen is populated, enter valid values as illustrated in the following example:

[e]

Host Name Prefix
Enter the Bastion host name prefix.

The Bastion instance is created using the prefix value entered in this field. The length of the prefix must
not exceed 6 characters.

For example, if the prefix value is entered as pdjde, the server names will be created as follows:
Bastion Host: pajdebas [first three character of domain][1-N]
where [xxx] is the first three character of domain, and

where [N] is the number of servers, which can be 1-N.

I Note: The value for this label cannot be the same as you have given on Bastion Details page.

Shape

Select the Bastion instance shape. For use with Infrastructure Provisioning, the minimum recommended
shape for the instance for the Bastion Server is any x86-compatible shape series that supports 1 OCPU
and 30 GB of memory.

Number of OCPUs

Specify the number of OCPUs. For this Bastion server the recommended value is 1.
Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory allowed is either 1 GB or a value matching the number of OCPUs,
whichever is greater.
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Architecture, Legygpdegbi@th
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

o Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

ORACL €’ 1D Edwards Infrastructure Provisioning Console

‘ Previous ‘
Network Bastion

Bastion Information

Host Name Prefix: jan22

Shape: VM.Standard.E4.Flex
2.55 GHz AMD EPYC™ 7J13 (Milan)

Number of OCPUs:
Amount of Memory(GB): &

Burstable

7. Click Next.
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ArchBecOrProvisioing Server Information, enter valid values as illustrated in the following example:

o

Shape

The minimum recommended shape is any x86-compatible shape series that supports 2 OCPUs and 32
GB of memory.

Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for the Provisioning
Server is 2.

Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for Provisioning Server is 32 GB.

Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

Block Volume (GB)

Select the block storage size. It is recommended to use at least 80 GB of storage size.

Note: Additional block storage size is attached to the /uO1 mount point.
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ORACL € D Edwards Infrastructure Provisioning Console

‘ Previous ‘

Network Bastion Pro

Provisioning Server Information

Shape: VM.Standard.E4.Flex
2.55 GHz AMD EPYC™ 7J13 (Milan)

Number of OCPUs: 2
Amount of Memory(GB): 32

Burstable

Block Volume (GB): 100

9. Click Next.
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ArchideCORSHrEd Database Information, select valid values as illustrated in the following example:
o Create Separate Database Server for Shared DB

Select this option to create an additional Database Server for the Shared DB. The number of additional
Database Server will be same as the number of Database Servers entered for the selected pathcode.
o Create Shared Database along with Pathcode

If you select this option, an additional Database Server will not be created for the shared DB.

ORACLE" /D Edwards Infrastructure Provisioning Console

Network Bastion Provisio
Serve

‘ Previous ‘

Shared Database Information

Create Separate Database Server for Shared DB

Create Shared Database along with Pathcode

Production
Non-Production

11. Click Next.
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ArchipecoreDéployentServer Information, enter valid values as illustrated in the following example:

o

o

Create Deployment Server

Choose from the options as required. The available options are: Yes and No.
Deployment Server Instance Shape List

The recommended shape is any 86x-compatible shape series that supports 2 OCPUs and 32 GB of
memory.

Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for Deployment Server is
2

Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for the Deployment Server is 32 GB.

Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

Deployment Server Instance Password
Enter the Password for Deployment Server Instance.

The password value must contain a minimum of twelve (12) characters which must contain any three (3)
of these characteristics:

i. Upper case letters
ii. Lower case letters
iii. Numeric digits
iv. Special characters_ @ ~!#%*+)(}{]1[.?

Note: You should make a note of this password because this same password will be required in order
to log into this Deployment Server instance.

Size (DB)

Enter the size for the disk space for the Deployment Server. The minimum recommended value is 250 GB.
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Architec '~ T

ORACL € D Edwards Infrastructure Provisioning Console

‘ Previous ‘
Network Bastion Provisio
Serve
Deployment Server Information
Create Deployment Server: @ yesg No
Shape: VM.Standard.E4.Flex v

2.55 GHz AMD EPYC™ 7J13 (Milan)

Number of OCPUs: 2

Amount of Memory(GB): 32

Burstable
Password:
Size (GB): 250

13. Click Next.

Note: The following step is only applicable if you are provisioning a Production environment. Otherwise, you
can skip this step.
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ArchiectThislstepi86riy Bpplicable if you are configuring a Production environment (see Note above).
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ArchitecOrePredlictiBr’ ERvironment Information, enter valid values as illustrated in the following example:

ORACLE" /D Edwards Infrastructure Provisioning Console

Network Bastion Provisioning
Server

‘ Previous ‘

Production Environment Information

Availability Domain: AD1 v

Host Name Prefix: feb19

Database Server Configuration

Database Name: ORCL
PDB Name: JDEPDB
Database Admin Password:
Shape: VM.Standard.E4.Flex v

Number of OCPUs: 2

<

Total Node Count:

' iti 87
ORACLE Oracle Database Software Enterprise Edition Extreme Performance v
Edition:

Available Starane S 7e ((GBRY 256 N
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Architecture, Leavailability Domain

Select the required availability Domain for the production servers. The available domains are: AD1, AD2,
and AD3.

Host Name Prefix
Enter the host name prefix for the production servers.

All the instances will be created with the prefix value entered in this field. The length of the prefix must
not exceed 6 characters.

For example, if the Prefix value is entered as pdjde,the instances are created with the following names:
Database System: pdjdedb[1-N]

Logic Server: pdjdelogic[1-N]

Batch Server: pdjdebatch[1-N]

Weblogic Server: pdjdewls[1-N]

Deployment Server: pdjdedep[1-N]

Database Server Configuration

o

Database Name

The value in this field is pre-populated.
PDB Name

The value in this field is pre-populated.
Database Admin Password

Enter the password for the Database Administrator. The password must be 9 to 30 characters long, must
contain at least two upper case letters, two lower case letters, two numbers, and two special characters.

Note: You must remember to enter this same password if you want to edit the information on this
page in case of an error during the provisioning. You can enter a new password or use this same
password if you want edit the information or to increase the server count after the provisioning is
successful. The new password will apply only to the newly added servers.

Shape

Select a supported shape from the pull-down list.

Note: Do not select a non-supported shape, such as Exadata, or else you will experience downstream
run-time errors.

Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for the Database Server is
2

Total Node Count
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Architecture Lesglaetaie ¥equired DB node count from the drop-down list. The available options are 1and 2.
o Oracle Database Software Edition

Select the Database software edition from the drop-down list.

Your selection depends on the value you have entered for the field Total Node Count. If you have
selected a value of Total Node Count=1, you can select any edition. However, for JD Edwards
EnterpriseOne, the recommended value is Enterprise Edition Extreme Performance. If you selected
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Architecture Lep{al08 for Total Node Count=2, the value Enterprise Edition Extreme Performance is automatically

selected and other values are disabled.
Available Storage Size (GB)

Select the DB block storage size from the drop-down list.
License Type

This option is pre-selected. The available options are License Included and Bring your Own License
(BYOL).
Database Version

Select the Database version from the drop-down list.
Database Workload

The value in this field is pre-populated.

POD Configuration

o

POD Count

A single POD count includes one Logic Server instance, one Batch Server instance, and one WebLogic
Server instance. The minimum value for POD count is 2.

Enterprise Server Configuration

Logic ES Information

o

Shape

Select the shape list for the instance.
Block Volume (GB)

Enter the logic block storage size.

Note: Additional storage is available at /uo01.
Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for the Logic Enterprise
Server is 2.

Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for the Logic Enterprise Server is 32 GB.

Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

Load Balancer Virtual Host Name

Enter the load balancer virtual host name for the logic Enterprise Server.
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Architecture LT

21{4te:"THe virtual host name must be same as the name entered while creating the LBaaS certificate.
For example, logiclb.

Batch ES Information

[e]

Shape

Select the shape list for the instance.
Block Volume (GB)

Enter the batch storage size.

Note: Additional storage is available at /uo01.
Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPU recommended for the Batch Enterprise
Server is 2.

Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for the Batch Enterprise Server is 32 GB.

Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

Load Balancer Virtual Host Name

Enter the load balancer virtual host name for the Batch Enterprise Server.

Note: The virtual host name must be same as the name entered while creating the LBaaS certificate.
For example, batchlb.

WebLogic Server Configuration

o

WebLogic Installation
Use the radio buttons to select the installation type for WebLogic Server. The options are:
- WebLogic Server Image

This option deploys and configures sufficient volume storage for the supported version of
WebLogic Server image from the Marketplace of Oracle Cloud Infrastructure.

Note: Based on the POD count, one WebLogic Server instance will be orchestrated to deploy one
HTML server, one AlS server, and one HTML server for the AlS server. The ochestration.json Will
be generated with these 3 sets of servers for one POD.

- Standard Installation (manual)
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Architecture Learning g option deploys and configures the supported version of WebLogic Server. Included in this
deployment is the creation of the supported Linux Compute instance as well as the required
minimum storage.

o WebLogic Admin Password
Enter the password for the WebLogic Administrator.

The password must be 8 to 30 characters long, must contain at least one number, and optionally any
number of either the Pound Sign (#) or Underscore (_) special characters.

Note: The password for any WebLogic Server user cannot contain these special characters:

- Dollar Sign (3$)

- Exclamation Mark (1)

- Ampersand
Using any of the above special characters violates the Oracle Cloud password policy and will result in
denied access.

Note: You must remember to enter this same password if you want to edit the information on this
page in case of an error during the provisioning. You can enter a new password or use this same
password if you want edit the information or to increase the server count after the provisioning is
successful. The new password will apply only to the newly added servers.

o WebLogic Server Version

The value in this field is pre-populated based on the WebLogic Server version that is supported by this
release of Infrastructure Provisioning. This value is for informational purposes only; it cannot be changed.

o WebLogic Server License Type

Use the pull-down menu to select your WebLogic Server license type.
o Shape

Select the WebLogic Server instance shape list.
o Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPU recommended for the WebLogic Server is
2

o Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for the WebLogic Server is 32 GB.

o Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

o Burst Size
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Architecture LesgFIexshapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

o Block Volume (GB)

Enter the WebLogic Server block storage size.
o Load Balancer Virtual Host Name for Web Servers

Enter the Load Balancer virtual host name for web servers (HTML and AIS).

Note: The virtual host name must be same as the name entered while creating the LBaaS certificate.
For example, weblb.

o HTTPS Listen Port Range for Web Servers
Select the HTTPS listen port range for the Web Server.

This port range is used to orchestrate the HTML Server, AlIS Server, and HTML for AIS Server in the
generated orchestration. json file for the PD pathcode.

Note: Both the http and the https ports will be assigned for this range. It is recommended to enter
minimum of 6 ports need to be added for HTML, AIS and HTML for AIS server respectively for the http
and https ports. There is no requirement to add any other ports. For example, if you enter 8000 to
8005, then all these servers will use one port for each http and https ports of HTML, AlS, and HTML
for AIS servers.

o LBaaSs Listen Port for HTML

Enter the LBaaS https port number for the HTML Server.

Note: You can access the HTML Server through the Load Balancer using the IP address of the Load
Balancer and this port number.

o LBaas Listen Port for AIS

Enter the LBaaS https port number for the AIS Server.

Note: You can access the AIS Server through the Load Balancer using the IP address of the Load
Balancer and this port number.

o LBaas Listen Port for HTML for AlS

Enter the LBaaS listen port number for the HTML Server associated with the AIS Server.

Note: You can access the HTML Server associated with the AIS Server through the Load Balancer using
the IP address of the Load Balancer and this port number.

LBaaS Configuration
o Flex Shape Min Bandwidth

Use the numeric input field or the slider to specify the minimum bandwidth of the LBaaS Flex shape. In
the range of allowable values, the lowest minimum value is 10 Mbps.

o Flex Shape Max Bandwidth
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Architecture Lagggithefititheric input field or the slider to specify the maximum bandwidth of the LBaaS Flex shape. In
the range of allowable values, the highest maximum value is 8000 Mbps.

o Certificate Name

Enter the load balancer certificate name. This is the name of the Load Balancer Certificate created on OCI
console.

o Public Certificate

Enter the content in the Load Balancer Public Certificate. To enter the content, you should use an ASCII
editor to cut and paste the value from the generated certificate into this field.

Note: To enter the content in this field, you should use an ASCII editor to cut and paste the value from
the generated certificate. For example, device.crt that is created in the section entitled: Generating CA
Certificates for Load Balancing as a Service (LBaaS).

o CA Certificate

Enter the content in the Load Balancer CA certificate.

Note: To enter the content in this field, you should use an ASCII editor to cut and paste the value from
the generated certificate.

I Note: Be sure to include the BEGIN and END statements in the cut and paste content.

For example, rootCA.pem that is created in the section entitled: Generating CA Certificates for Load
Balancing as a Service (LBaas).

o Certificate Private Key

Enter the content in the Load Balancer Certificate Private Key.

Note: To enter the content in this field, you should use an ASCII editor to cut and paste the value from
the generated key.

I Note: Be sure to include the BEGIN and END statements in the cut and paste content.

For example, device.key that is created in the section entitled: Generating CA Certificates for Load
Balancing as a Service (LBaas).

o Certificate Passphrase

This is an optional field. Enter the passphrase for the LBaaS certificate.
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ArcHBectiek-Nextns Path

If you have selected WebLogic Server Image option for the deployment of WLS, the following dialog for
License Agreement is displayed:

License Agreement %

Your agreement with Oracle applicable to the Services and the related Service Specifications for

Your use of the Oracle WebLogic Server Enterprise Edition for Oracle Cloud Infrastructure Part
#B91346 (collectively, these "Terms"). By selecting the "1 accept” button or box (or the

equivalent), acknowledge these Terms and Your agreement, as an authorized representative of

Your company or organization (if being acquired for use by an entity) or as an individual, to

comply with these Terms with respect to the Program(s) that You wish to download and access. If
You are not willing to be bound by these Terms with respect to the Program(s), do not select the

"l accept” button or box (or the equivalent) and do not download or access the Program(s).If You
have existing licenses for Oracle Programs and You would like to use those licenses with the -

| agree to license agreement|

Note: You must review and agree to the terms of the License Agreement by clicking the "l agree to license
agreement" checkbox before you can proceed with Infrastructure Provisioning. Click the OK button to
proceed.

Note: The following step is only applicable if you are provisioning a Non-Production environment. Otherwise,
you can skip this step.
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ArchisectThislstepi86riy Bpplicable if you are configuring a Non-Production environment (see Note above).
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ArchitecORENSRLPIBEUE BN Environment Information, enter valid values as illustrated in the following example:

ORACLE" /D Edwards Infrastructure Provisioning Console

Network Bastion Provisior
Serve

‘ Previous ‘

Non-Production Environment Information

Availability Domain: AD1 v

Host Name Prefix: Jan22

Database Server Configuration
DB Count: 1
Database Name: ORCL
PDB Name: JDEPDB

Database Admin Password:

Shape: VM.Standard.E4.Flex v
Number of OCPUs: 2
: 97
ORACLE Total Node Count: 1 v
Qracle Database Software Enterprise Edition Extreme Performance v
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Architecture, Leavailability Domain

Select the required availability Domain for the non- production servers. The available domains are: AD1,
AD2, and AD3.

Note: Note: You can select only one availability domain for the non-production server.
o Host Name Prefix

Enter the host name prefix for the non-production servers.

Note: All of the non-production instances are created using the prefix value entered in this field.

Database Server Configuration
o Database Name

The value in this field is pre-populated.
Database Server Configuration

o Database Name

The value in this field is pre-populated.
o DB Count

Select the DB count from the drop-down list.
o PDB Name

The value in this field is pre-populated.
o Database Admin Password

Enter the password for the Database Administrator. The password must be 9 to 30 characters long, must
contain at least two upper case letters, two lower case letters, two numbers, and two special characters.

Note: You must remember to enter this same password if you want to edit the information on this
page in case of an error during the provisioning. You can enter a new password or use this same
password if you want to edit the information or to increase the server count after the provisioning is
successful. The new password will apply only to the newly added servers.

o Shape

Select a supported shape from the pull-down list.

Note: Do not select a non-supported shape, such as Exadata, or else you will experience downstream
run-time errors.

o Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for the Database Server is
2

o Total Node Count

Select the required DB node count from the drop-down list.
o Oracle Database Software Edition
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Architecture Lesgla¢tdie Database software edition from the drop-down list.

o

Available Storage Size

Select the DB block storage size from the drop-down list.
License Type

This option is pre-selected. The available options are License Included and Bring your Own License
(BYOL).
Database Version

Select the Database version from the drop-down list.
Database Workload

This option is pre-selected.
Character Set

The value in this field is pre-populated.
National Character Set

The value in this field is pre-populated.

Enterprise Server Configuration

o

Total Logic ES Count

Enter the total number of Enterprise Server count for the non-production environment as required.
Shape

Select the Logic Instance shape list.
Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for the Enterprise Server
is 2.
Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for the Enterprise Server is 32 GB.

Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.

Block Volume (GB)

Enter the Logic Block Storage size.

Note: Additional storage is available at /uO1.

WebLogic Server Configuration

99

ORACLE



JD Edwards EnterpriseOne Chapter 6
Deploying JD Edwards EnterpriseOne on Oracle Cloud Using the Infrastructure Provisioning Console
Infrastructure on Linux with DB Systems using Reference

Architecture, LawegbLégic Server Count

Enter the WebLogic Server count for Non-Production.
o WebLogic Server Version

The value in this field is pre-populated based on the WebLogic Server version that is supported by this
release of Infrastructure Provisioning. This value is for informational purposes only; it cannot be changed.

o WebLogic Server License Type

Use the pull-down menu to select your WebLogic Server license type.
o WebLogic Admin Password

Enter the password for the WebLogic Administrator.

The password must be 8 to 30 characters long, must contain at least one number or a special character.

Note: The password for any WebLogic Server user cannot contain these special characters:
- Dollar Sign ($)
- Exclamation Mark (1)

- Ampersand
Using any of the above special characters violates the Oracle Cloud password policy and will result in
denied access.

Note: You must remember to enter this same password if you want to edit the information on this
page in case of an error during the provisioning. You can enter a new password or use this same
password if you want edit the information or to increase the server count after the provisioning is
successful. The new password will apply only to the newly added servers.

o Shape

Enter the WebLogic Server Instance shape list.
o Number of OCPUs

Specify the number of OCPUs. The minimum number of OCPUs recommended for the WebLogic Server
is 2.
o Amount of Memory (GB)

For each OCPU you can select from 1to 64 GB of memory with a maximum of 1024 GB total. The
minimum amount of memory recommended for the WebLogic Server is 32 GB.

o Burstable
For Flex shapes, you can enable the checkbox if you want to specify a burstable instance.

If you enable a burstable instance, you can choose this option to provide a baseline level of CPU
performance with the ability to burst to a higher level when required by your workload.

o Burst Size

For Flex shapes, if you chose to create a burstable instance, you can also specify a Burst Size which you
can adjust based on your requirements.
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Architecture, L Blgék ¥Teirhe (GB)

Enter the WebLogic Server Block storage size.

| Note: Additional storage is available at /uO1.
o HTTPS Listen Port Range for Web Servers
Select the HTTPS listen port range required for all Non-Production HTML and AIS Servers.

This port range is used to orchestrate the HTML Servers and the AIS Servers for the non-production
pathcode.

Note: Both the http and the https ports will be assigned for this range. It is recommended to enter long
ranges. For example, if you enter 8030 to 8050 (range of 20 ports), a maximum number of 15 HTML
Servers or AIS Servers can be provisioned.

17. Click Next.

If you have selected WebLogic Server Image option for the deployment of WLS, the following dialog for
License Agreement is displayed:

License Agreement X

Your agreement with Oracle applicable to the Services and the related Service Specifications for

Your use of the Oracle WebLogic Server Enterprise Edition for Oracle Cloud Infrastructure Part
#B91346 (collectively, these "Terms"). By selecting the "1 accept” button or box (or the

equivalent), acknowledge these Terms and Your agreement, as an authorized representative of

Your company or organization (if being acquired for use by an entity) or as an individual, to

comply with these Terms with respect to the Program(s) that You wish to download and access. If
You are not willing to be bound by these Terms with respect to the Program(s), do not select the

"l accept" button or box (or the equivalent) and do not download or access the Program(s).If You
have existing licenses for Oracle Programs and You would like to use those licenses with the -

| agree to license agreement|

Note: You must review and agree to the terms of the License Agreement by clicking the "l agree to license
agreement" checkbox before you can proceed with Infrastructure Provisioning. Click the OK button to
proceed.

Note: The next step for Disaster Recovery is only applicable and supported for Production environments
that are created with a single run (Production Environment + Disaster Recovery). This functionality is not
supported in a separate run to only implement Disaster Recovery. Further, Disaster Recovery is not supported
for non-Production environments. If none of these scenarios apply to your run of One-Click Infrastructure
Provisioning, you can skip this step.
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ArchBeCtThfs lstap g8l @pplicable if you want to implement Disaster Recovery (see Note above). On Disaster Recovery
Environment Information, enter valid values as illustrated in the following example:

ORACLE’ D Edwards Infrastructure Provisioning Console

Previous

DR Information

o Region

Disaster Recovery
Environment

Region:

VCN DNS Label:

Bastion Host Name Prefix;

POD Count:

Logic Server Shape:

Web Server Shape:

Network

us-phoenix-1

feb19dr

feb19d

VM .Standard.E4.Flex

VM.Standard.E4.Flex

Bastion

Provisioning
Server

Chapter 6

Using the Infrastructure Provisioning Console

Shared Deployi
Database Serv

Production

LB:

LBa

Enter the Region Identifier of the region where disaster recovery resources need to be created.

For example, for the Region Name US West Phoenix, the Region Identifier is us-phoenix-1.

ORACLE
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Architecture L¢ayigie."Blfacle recommends the Disaster Recovery Region Identifier should not be

same as the Region specified in the Network section (step 4 above). Therefore, in
this example, if you specified the region as us-phoenix-1in the network section
in step 4, you should specified a different region here for Disaster Recovery.

OrRACLE Cloud Search for resources, services, and documentation

Manage Regions Infrastructure Regions

For a complete list of services available by region, see Daf
Infrastructure Regions

@ Tenancy Details

To see more information about your tenancy, go t

Region

US West (Phoenix) - Home Region
Region Identifier: us-phoenix-1

erms of Use and Privacy ~ Cookie Preferences

o VCN DNS Label

Enter the value of the DNS Label for your VCN of Disaster Recovery environment.

Note: The length of the field cannot exceed 15 characters. The name must start with a letter and must

contain only alphanumeric characters. The value should only specify the globally unique domain name;
do not include the prefix "www" or "local".

Note: The value for this label cannot be the same as you have given on Network Details page.

o Bastion Host Name Prefix

Enter the Bastion host name prefix for Disaster Recovery environment. The Bastion instance is created
using the prefix value entered in this field. The length of the prefix must not exceed 6 characters. For
example, if the prefix value is entered as pdDR, the server names will be created as follows:

Bastion Host: pdDRbas[xxx][N]

where [xxx] is the first three character of domain, and
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Architecture LeghayeSfN]1is the number of servers, which can be 1-N.

I Note: The value for this label cannot be the same as you have given on Bastion Details page.
o POD Count

The system populates this field with the value you have provided when you configured the Production
Environment. You cannot update this field on this screen.

Note: A single POD count includes one Logic Server instance, one Batch Server instance, and one
WebLogic Server instance. The minimum value for POD count is 2.

o Logic Server Shape

The system populates this field with the shape of the Logic Server instance that you defined for the
Disaster Recovery environment for the Production Environment. You cannot update this field on this
screen.

o Web Server Shape

The system populates this field with the shape of the Web Server instance that you defined for the
Disaster Recovery environment for the Production Environment. You cannot update this field on this
screen.

o Availability Domain

Select the required availability domain for the Disaster Recovery environment. For most regions, the
available domains are: AD1, AD2, and AD3.

o VCN CIDR Block

The value for the VCN CIDR blocks indicates the network addresses that can be allocated to the resources
of Disaster Recovery environment. The system calculates this value based on the VCN CIDR of the
Production Environment. You cannot manually adjust this value.

o Production Host Name Prefix

You should specify the host name prefix for the Disaster Recovery environment that you defined for the
Production Environment.

Note: The value for this label cannot be the same as you have given for the production environment.
o Database Server Shape

The system populates this field with the shape of the Database Server instance that you defined for the
Disaster Recovery environment for the Production Environment. You cannot update this field on this
screen.

o Batch Server Shape

The system populates this field with the shape of the Batch Server instance that you defined for the
Disaster Recovery environment for the Production Environment. You cannot update this field on this
screen.

o LBaa$S Shape

The system populates this field with the shape of the LBaa$S that you defined for the Disaster Recovery
environment for the Production Environment. You cannot update this field on this screen.
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Archigectliek Finishg Path
The OpenTofu scripts are automatically initiated. The following message is displayed if the provisioning is
successful.

Note: You can click Edit to go back and increase the server count.

Infrastructure Provisioning Completed Successf

o

20. Verify that the files pdOrch.json, nonpdOrch.json and infraOutput.json are created in this path:
J'DERefArch_InfraProvisioning/ElInfraProvisionConsole/outputhon

o infraOutput.json contains details about the production and non-production pathcodes, as well as the
disaster recovery environment, if it was selected during Infrastructure Provisioning. This file also contains
information such as the host name and Private IP of Logic Server Load Balancer, Batch Server Load
Balancer, and WebLogic Server Load Balancer.

o pdorch.json contains details of all the instances in the production environment, as well as the disaster
recovery environment, if it was selected during Infrastructure Provisioning.

o nonpdorch.json contains details of all the instances in the non-production environment. It is not possible
to import this json file into the JD Edwards One-Click Provisioning Console. You can use the details in this
file to orchestrate the components manually in the JD Edwards One-Click Provisioning Console.

Note: You can review the log messages on the Infrastructure Provisioning Logs window. You can also find the
log files in the following location. JDERefArch InfraProvisioning\\ElInfraProvisionConsole\logs
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Archpfectliek e Edit Batfon on the Infrastructure Provisioning Log window to correct the information provided in case
of an error.

[E] JD Edwards Infrastructure X | 4

< C o (@ & https://localhost: 3000
ORACLE’ |D Edwards Infrastructure Provisioning Console

Infractrycture Provisioning Logs

Edit

Applying Patches to the Oracle Database

Note: This purpose of this section is to emphasize the required sequence to apply patches to the Oracle database
that you just deployed by JD Edwards EnterpriseOne Infrastructure Provisioning. You must not patch the Oracle
database until after you have run JD Edwards EnterpriseOne One-Click Provisioning to populate the database, which
is described in the next task in this tutorial. If you apply patches to the Oracle Database prior to running One-Click
Provisioning, it may fail if the database is not as expected.

Copying Files from the OpenTofu Staging Server

This section shows you how to copy files from the OpenTofu Staging Sever.

After you have completed first-time configuration, you will need to copy files from the OpenTofu Staging Server to your
local workstation by performing these steps:

1. Establishing a Secure FTP (SFTP) Connection

2. Copying Your Private SSH Keys from the OpenTofu Staging Server

3. Copying JSON Files from the OpenTofu Staging Server
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prebiiggisigkearning Path

- Your OpenTofu Staging Server must be created and configured as described in the preceding OBEs in this
Learning Path.

- You must have previously created key pairs in openssh format as described in the preceding OBE "Generating
Instance Key Pairs in openssh Format" of this Learning Path.

I Tip: The best practice is to use separate key pairs for accessing the Bastion host and all other servers.

- You must have an FTP program to copy your local private SSH keys to the OpenTofu Staging Server.

Tip: If you followed the recommendation in the referenced section above, you have given this file a
significant name such as jdeSSHKey.openssh.

Establishing a Secure FTP (SFTP) Connection

Use this procedure to create a secure FTP (SFTP) connection from your Microsoft Windows workstation to the JD
Edwards EnterpriseOne Reference Architecture OpenTofu Staging Server.

Note: This example in this procedure uses a program for Microsoft Windows called WinSCP. However, you can use
any SFTP program to make the connection.

1. Start your SFTP program, such as WinSCP.

B Login

D e Site Sesgion

Hiost nases: Pogt number:
222

\Jser name: Bassword:

sae v Advanced... |

Lo v Mansge v Bloon 7] | Cose
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ArchBecOrthed6gis page, complete these fields:
o File protocolFTP

o Host name

Enter the public IP address of the Linux instance you created in Oracle Cloud Infrastructure for the
OpenTofu Staging Server.

o PortEnter the value 22.
o User nameEnter the value opc.

o PasswordAt this point, you cannot enter a password in the FTP program to complete the connection.
Instead you must use the Advanced option and wait until prompted to enter a private key password by
following the procedure described in Step 3 below.

o Advanced
Select Advanced Site Settings from the drop-down menu.
In the tree structure in the left pane, navigate to SSH, Authentication.

In the Private key file field, use the browse button to locate the private key file. If you followed the
recommendation provided earlier, this file is named jdeSSHKey.ppk.

Click the OK button to save the setting and return to the Login screen.
3. After completing all the above fields, click the Login option on the Login screen.

After the SFTP program establishes a connection to the OpenTofu Staging Server, a warning is displayed.

Waening T o
! Continue connecting to an unknown server and add its
host ke to a cache

The server's hot bey wad not found = the cache. You huve no guissntes Thet
that sbner o 1he Comgrtes you think A

The server's Ed2 5519 ey detads sre:

Algorthm: wih-ed25519 156
SHA-PHE S sdostHOT 0GR D THMigehine W1 PryW TezpnE =
MO Do T LB bt 130 24 R TReh Tl

i you trust this host, press ¥es. To connect without sdding host bey to the
cacha, pesds Mo, To sbindon the connectacn press Cancel

Cooy ey Frperornts in dobord
| Yer v Mo Cancel FHelp

4. Unknown Server - Click Yes

5. Onthe Warning dialog box, click the Yes button to accept the connection to the “unknown server” and to add
the host key of this server to the cache.

After the connection is made, the SFTP program is ready to be used for file transfers from your workstation to
the JD Edwards EnterpriseOne Reference Architecture OpenTofu Staging Server.

Copying Your Private SSH Keys from the OpenTofu Staging Server

Use this procedure to copy your SSH keys from the OpenTofu Staging Server. These keys were created by the
createStage.sh script run on the server and enable you to access all provisioned hosts, except the Bastion server. As a
best practice, this key pair should be different than the one used to create and access the OpenTofu Staging Server.

1. Using an SFTP program (a secure connection to which can be created by following the preceding procedure),
open a connection to the JD Edwards EnterpriseOne Reference Architecture OpenTofu Staging Server.
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Archipecisedte e Bastioh.openssh file that was generated on the OpenTofu Staging Server when you ran the

configuration. The file is located in this directory: /home/opc/keys
3. Copy the Bastion.openssh file to your local workstation as shown in the following example.

“ Documents

Local Mark Files Commands Session Options Remote Help

E]EE Synchronize > | ﬁ =d % @1 Queue v - Transfer Settings Default

= i New Session

¥ C: System ~E-F =~ - A& 5
: Upload ~ " Edit + K LS Properties ﬁ New v -

Name h Size Type

| Parent directory

keys - E‘ -

B Download ~ Edit
/home/opc/keys/

Name

n .-

ﬂ ociApiKeyPublic.pem
H ociApiKeyPrivate.pem
ﬂi]OCI_Instance.pub

| ] OCl_Instance.openssh

| ] Bastion.openssh

4. Locate the OCI_Instance.openssh file that was generated on the OpenTofu Staging Server when you ran the

configuration. The file is also located in: /home/opc/keys
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Archiectepy-Hie0C_TRStance.openssh file to your local workstation as shown in the following example.

"&, Documents

Local Mark Files Commands Session Options Remote Help

[P & £3 synchronize Bl @ & @ E7 Queue v  Transfer Settings Default

= X [ New Session
& . C System A =RdviRET B EQ% ':.f keys - <
=5 New ~ ”
C\Users\Public\Documents\ /home/opc/keys/
Name ) Size Type Name
3 Parent directory L.

Copying JSON Files from the OpenTofu Staging Server

H’ ociApiKeyPublic.pem
L/ ociApiKeyPrivate.pem
4 0Cl Instance.pub

| | OCl_Instance.openssh

4 Bastion.pub
| | Bastion.openssh

Use this procedure to copy the generated JSON files from the JD Edwards EnterpriseOne Reference Architecture
OpenTofu Staging Server to your local workstation. These JSON files will be used to quickly configure the JD Edwards
One-Click Provisioning Server to automatically define the servers on the infrastructure provisioned by OpenTofu.

1. Using an SFTP program (which can be created by following the preceding procedure), open a connection to the

JD Edwards EnterpriseOne Reference Architecture OpenTofu Staging Server.

2. Locate the JSON files generated on the OpenTofu Staging Server when you ran the configuration. The files are

located in:

/home/opc/JDERefArch InfraProvisioning/ElInfroProvisionConsole/outputJdson
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Archiecitspy-ail TSONTES to your local workstation as shown in the following example.

& outputison - jde ref arch - WinSCP
Local Mark Files Commands Session Options Remote Help

M & (3 synchicnize B P B @ P Queue - Transfer Settings Default S -
& jderefarch X I Mew Session
B Dasktop » (F e[~ . =l e outputlse = [ v [F] = o=
- X EF New- |[# - [
Cih\Users\ Desktop) SSHK eys, _ ol
MName - Size  Type (| heame
- Parert directory [
_.'Bastlmpqns:h 2KB  OPEMSSH File | m!'ral:lulpul.pnn
|| jdeSSHKey - TRE Tile | nonpdOrchasen
1 jdeSsHK ey openssh 1KB OPEMSSH File |
| jeSSHKey.ppk 2KB  PPK File
G ﬁeSSHKq.puh TKB Microsoft Publish...
T OCI_Instance.openssh KB OPEMSSH File

Converting Your Private SSH Keys to .ppk Format

This procedure describes how to convert the private key to .ppk format, which is the format required to connect to the
Provisioning Server.

Prerequisite

You must have created a private SSH key by following the procedure described in the preceding OBE "Generating
Instance Key Pairs in openssh Format" of this Learning Path.

Converting Your Private SSH Keys to .ppk Format

Use this procedure to convert your private SSH keys to .ppk format.

1. Run the puTTygen program.
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Archipeciigm tRe ToRVarsions menu item, select Import key.

Chapter 6
Using the Infrastructure Provisioning Console

B PuTTY Key Generator 7 %
File Key | Conversions Help
Key In
Mo key. Export OpenSSH key
Export OpenSSH key (force new file format)
Export ssh.com key
Actions
Generate a public/private key pair Generate |
Load an existing private key file Load |
Save the generated key | Save public key Save private key |
Parameters
Type of key to generate:
@ RSA () DsA ()ECDSA (_)ED25519 {C)SSH-1 (RSA)
Mumber of bits in a generated kay:

3. Browse to select the private key, which should be named: Bastion.openssh.
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Archijecture Learning Path
P PuTTY Key Generator 7 xoo-
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys fila:
ssh-rsa S
AAAABINZACTye2ZEAAAADAQABAAABAQCToCOHIayJTVAWABMZY 2 CJKEKVEW YK Ox3+X/
NMTeygingX/2K2IL3040ven9HDeNslanfygjzk 1 HLyZbRFjr2CohUuXOSRmVE+BdRZGL10SHT
Torhtuy YkYXVm7R/0j26ly8cNOLEnZ7iT kOKcm
+iHDelTestZoSYW1 Gk 1HTITZNMIaBCdnKIpubCRRDP e QxmC2vs CTCDE+X0AHfe b
Key fingerprint 'ssh-rsa 2048 62 2c7a ad cfaa4457.0£98:c5.00-86 7e-f:aa |
Key comment |impoﬂ:ed-0|:|e nssh-key |
Key passphrase: | |
Caonfirm passphrasa: | |
Actions
Generate a public/private key pair . Generate
Load an existing private key file . Load
Save the generated key . Save public key ' | Save private key |
Parameters
Type of key to generate:
@ RSA ) Dsa () ECDSA () ED25519 () 8SH-1(RSA)
Mumber of bits in a generated key:

Click the Save private key button.
5. PuTTYgen Warning

Are you sure you want to save this key
! without a passphrase to protect it?

e ][

In the PuTTYgen Warning dialog box, click the Yes button.
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Architecture Learning Path

7 Using the One-Click Provisioning Console

Accessing the JD Edwards One-Click Provisioning
Console

This section shows you how to access the JD Edwards One-Click Provisioning Console.

As described in the subsequent sections in this Learning Path, you will access and use the JD Edwards One-Click
Provisioning Console to set up a completely functional EnterpriseOne environment by performing these three steps:

1. Configure — Provide the Server Manager details.

2. Orchestrate — Create the deployment plan.

3. Deploy - Initiate the scripts for the automated provisioning of the JD Edwards EnterpriseOne system.
Prerequisite

- You should have a fundamental understanding of the Oracle Cloud Infrastructure. It is highly recommended
that you review the extensive collateral information, including training, at this site:
Oracle Cloud Infrastructure

« You must have a subscription to Oracle Cloud Infrastructure and and an administrator account in the platform.
For more information, refer to this site:
Getting Started with Oracle Cloud Applications

- You must have installed PUTTY on your Microsoft Windows machine. By default, this installation includes the
requisite software component called Pageant (Putty authentication agent). The program provides a Secure
SHell (SSH) tunneling method for connecting to Unix or Linux machines through PuTTY.

- To access the JD Edwards One-Click Provisioning Console, you must use a supported browser. See Supported
Browsers under Browser Issues.

Obtaining IP Addresses

You will need these IP addresses to complete this task:
Public IP address of the bastion host
Private IP address of the Provisioning Server (which also includes Server Manager)

These are the servers that were created by the Reference Architecture (OpenTofu) user interface using the Infrastructure
Provisioning Console. The bastion host is the server to use as a gateway to the other servers. It is the only created server
that has an external facing public IP address. The Provisioning Server (which includes Server Manager) is used to run
the One-Click Provisioning Console, and it contains a pre-deployed Server Manager for JD Edwards EnterpriseOne.

Obtaining the Public IP Address of the Bastion Host

The name of the instance for the bastion host is formed by the value you enter in the Infrastructure Provisioning
Console plus the system appended value basxxxn

where bas is a constant

where xxx is the 3 letter abbreviation for your region
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&H@é%ﬂé*{ﬂééafﬂii‘&fptﬂg{ region name.

For example, the abbreviated value for the region us-ashburn-1 is ash1.

Therefore, if you entered a value of jdeprov in the Infrastructure Provisioning Console as the name of the bastion server,
the instance created by the OpenTofu scripts would be jdeprovbasashi.

You can determine and obtain the public IP address of the bastion host using these steps to navigate the user interface
of Oracle Cloud Infrastructure.

1. Using the information above as criteria for the instance name, locate and click the instance for your bastion
server for JD Edwards EnterpriseOne infrastructure provisioning.

2. Obtain and record the value from the Public IP Address field.

You will need this value to access this instance.

us-ashbum-1 .~

Compute = Instances = Instance Details
jdeprovbasash

Stop Reboot Mowe Resource Apply Tag(s) Actions -

Instance Information Tags

Instance Information

Availability Domain: [AUFUS-ASHEURM-AD-2 Image: Oracle-Linue-7.6-2019.05.14-0
Iz Fault Domain: FALULT-DOMAIN-3 OCID: _idtgdq Show Copy
Region: iad Launched: Tue, 05 Aug 2019 20:15:13 UTC
Shape: “Wh.5tandard2.1 Compartment:
Virtual Cloud Metwork: jdevcnnonprod Launch Mode: MATIVE

Maintenance Reboot: -

Primary VNIC Information

i - Internal FQDM: [deprovbaszashl... Show Cooy
l Public IP Address: 123.456.733.01 I Subnet: baszubad?

Network Security Groups: Mone Edic

Tesms of Use and Priva Coakie Preferances Copyright & 2018, Oracle and/for its af

Obtaining the Private IP Address of the Provisioning Server (which also includes Server Manager)

The name of the instance for the Provisioning Server (also contains the Server Manager Console) is formed by the value
you enter in the Infrastructure Provisioning Console plus the system appended value smc.

For example, if you entered a value of jde in the Infrastructure Provisioning Console as the name of the Provisioning
Server, the instance created by the OpenTofu scripts would be jdesmc.
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Infrastructure.

1. Using the information above as criteria for the instance name, in the region and compartment in which you
ran the first-time setup scripts, locate and click the instance for your Provisioning Server for JD Edwards

EnterpriseOne infrastructure provisioning.
2. Obtain and record the value from the Private IP Address field.

You will need this value to access this instance.

— ORACLE Cloud

Compute » Instances = Instance Details

Jjdesmc1

Stop Reboot Mowve Resource Apply Tag(s) Actions -

Instance Information | Tags

Instance Information

Availability Domain: Y)c5:U5-ASHBURMN-AD-1

RUNNING

Fault Domain: FAULT-DOMAIN-1
Region: iad

Shape: VM.5tandard.E2.1

Virtual Cloud Networl: [devncnonprod

Maintenance Reboot: -

Primary VNIC Information

Erivate IP Address: 11.1 .11.1]

Public IP Address: Unaovailable

Metwork Security Groups: Mone Cdit
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Connecting to a Provisioning Server in a Private Network Through the
Bastion Host

To connect to a Provisioning Server in a private network, you must provide a private key. This key was converted from
openssh format to ppk format in a preceding task in this Learning Path.

This procedure describes how to connect from a Microsoft Windows client to a Microsoft Windows host in a
private network in Oracle Cloud Infrastructure through the bastion host that has been deployed during JD Edwards
EnterpriseOne infrastructure provisioning.

1. On your Microsoft Windows client, search for the Pageant application (pageant.exe).

Note: As mentioned in the What Do You Need? section above, this program is a standard component of
PuTTY for Microsoft Windows.

0 503 Filters ~v
Best match

Pageant
Desktop app

Apps

® Pageant

L pageant
2. Start the pageant <Pageant> application to see the Pageant Key List window.

Pageant Key List 7 x

Add Key Remove Key

e
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Archiecitliek e 'Nad Key button and browse and select the private key named OCI_Instance.ppk. This is the key that

you converted to ppk format in your local workstation in the preceding task "Converting Your Private SSH Keys
to .ppk Format" of this Learning Path.

The following image shows an example of a private key in .ppk format.

e |
ssh-rsa 2048 000000000 DO XKIXK rsa-key-nnnnnnnrlj
Add Key Remove Key
l Help | Close
4. Open PuTTY and in the Host Name field, enter the public IP address of the bastion server.
- —
e
Categorny:
[]- Session | Basic options for your PuTTY session |
Specify the destination you want to connect to
Host Mame (or IP address) Port
. <BASTION_IP:| 22
Features Connection type:
= Window (1 Raw () Telnet ) Rlogin @ SSH ) Serial

ORACLE
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Archiectry fdegsin £ thE @Bhnection, you need to log in as the opc user. Expand the Connection node and in the Data

Chapter 7

Using the One-Click Provisioning Console

section, enter the value opc in the Auto-login username field.

ﬁ PuTTY Configuration

Category:

- Session

... Logging

= Terminal

- Keyboard

- Bell

- Features

=-Window

- Appearance

- Behaviour

- Translation

- Selection

- Colours
= Connecton |

- Data

- Proxy

- Telnet

- Rlogin

- S5H

- Senal

Data to send to the server

Login details

Auto-login usermname opg| ‘

About

Help

When usemame is not specified:
(® Prompt (0 Use system username (rjiles)

Terminal details

Terminaltype string |xterm ‘

Terminal speeds |384ﬂ0384ﬂl} ‘

Environment variables

Variable | || Add

Value |

‘ Remove

6. To create an SSH tunnel to the local host, in the Connection node, click SSH, and then click Auth.
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ArchiecidrehesPUTTe Eahfiguration—Options controlling SSH authentication window, in the Authentication parameters
section, ensure that the Allow agent forwarding option is selected.

St g DRI L

Category:
- Session -] Options controlling SSH authentication l
= Terminal | |Bypass authentication entirely (SSH-2 only)
. ~Keyboard Display pre-authentication banner (SSH-2 only)
- Bell
_ .. Features Authentication methods
@--window Attempt authentication using Pageant
0 ‘;‘;E:;‘:';ce | Attempt TIS or CryptoCard auth (SSH-1)
Translation Attempt "keyboard-interactive” auth (SSH-2)
eSS ON Authentication parameters
. - Colours = - .
=) Connection Allow agent forwarding
Data || Allow attempted changes of username in SSH-2
- Proxy Private key file for authentication:
- Telnet B
Rlogin rowse...
=-SSH
| -TTY

H-X11 r

- Tunnels

..... Bugs -

[ About l Help ] i Open ] ’ Cancel ]
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ArchgecirrehePrivate Keyffile for authentication section, click the Browse button to select the Bastion.ppk key that you

Chapter 7
Using the One-Click Provisioning Console

converted to ppk format in your local workstation by following the steps in the preceding OBE "Converting Your
Private SSH Keys to .ppk Format" of this Learning Path.

153

Catagory-

' Keyboard
Bell
Features

E Window

Appearance

Behaviour
Translation
+ Selection
L Colours
[=} Connection
Data
Prooty
Telnet
Riogin
= S5H
Kex

Hostkeys

Ciphar
+- Auth
L TTY
X1
Tunnels
Bugs

More bugs

About

L

Help

Options controlling SSH authentication

Display pre-authentication banner (S5H-2 anly)
[]Bypass authentication entirely (SSH-2 only)

Authentication methads

Afternpt authentication using Pageant
Dﬁ.mrnpt TIS or CryptoCard auth (SSH-1)
Afternpt "keyboard-interactive” auth (SSH-2)

Authentication parameters
[«] Allow agent forwarding

changes of usemame in S5H-2

rivate key file for authentication:

|E|asljo n.ppk

Qpen Cancel

9. To create an SSH tunnel to the local host, in the Category section, in the Connections node, click SSH, and then

click Tunnels.

10. In the Options controlling SSH port forwarding section, enter a port number in the Source Port field. This can be
any port <You can enter the number of any port that is free on your local machine.
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Archi{ecirrtheDéstitiatiaifield, enter the private IP address of the Provisioning Server followed by the port number
3000.

| Options controling SSH port forwarding

Port forwarding
|¥] Local ports accept connections from other hosts
| ] Remote pods do the same (SSH-2 only)

i

Add new forwarded pod:
Soceot 30
inati <PP_MACHINE_|P>:3000/

) Remote () Dymamic
) IPv4 ) IPvE

12. Click the Add button to add the port.
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Archgecinfter-98UnenektHe Add button, confirm that the IP address and port are added as shown below.

#® PuTTY Configuration ? x
Category:
EI Windo - | Options controling S5H port forwarding |
Lo ‘;';h rance Port forwarding
Tranaslv.:i:; Local ports accept connections from other hosts
- Selection [] Remoate ports do the same (55H-2 only)
. “-Colours Forwarded ports: B
= Connection .
- Data l L3000 11.1.11.1:3000 |
- Proxy !
- Telnet
F!Jcl;in Add new forwarded port:
=-55H Source port I:I Add
- Host keys Destination | |
- Cipher (®) Local () Remate () Dynamic
[ Auth (®) Auto () 1Pvd (J1PvE
- X1
- Bugs
- More bugs
- Seral W

ot || e =

14. Ensure that these options are selected:
Local ports accept connections from other hosts
Local

Auto
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ArcHEectty aecass)tha Safver Manager Console running on the Provisioning Server, you must repeat this procedure to

ﬂ PuTTY Configuration

Category:

- Bell "
- Features

= Window

- Appearance

- Behawviour

- Translation

?

Options controlling SSH port forwarding
Port forwarding

Local poris accept connections from other hosts
[]Remote ports do the same (SSH-2 anly)

Forwarded ports: Remove

- Selection
- Colours
= Connection

i |

X

L8993 <PP_MACHINE_IP>:SS‘S‘H

- Data

- Proxy

- Telnet
--Rlagin
=-SSH

- Kex

- Hostkeys
- Cipher

[ Auth
~TTY

X117

- Tunnels
Bugs

- More bugs
- Serial v

About Help

add port 8998.

Add new forwarded port:

Source port 8998 - Add
Destination |<PP_MACHINE_IP>:8998 |
@ Local ) Remote (O Dynamic
® Auto O IPva O IPve

Open Cancel

Note: Before you proceed, as a best practice you should save this PUTTY session for future use when logging
into machines in the private network known to this Bastion Host.

16. You can click the Open button to verify your settings. This step should result a successful connection to the
Provisioning Server in a private network through the bastion host.

Accessing the JD Edwards One-Click Provisioning Console Using a Browser

The recommended browsers for accessing the JD Edwards One-Click Provisioning Console and the Server Manager
Console, both of which are running on the Provisioning Server, are:

- Google Chrome

- Mozilla Firefox

Open the browser and connect to the URL for the Provisioning Server using this syntax:

https://localhost:3000

Where:

- https is the only supported browser protocol.

+ localhost is Used to access the Provisioning Server with a private IP address using tunneling. The Provisioning

Server will not have a public IP address.
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Architeclgg is Bhelpsrt ¥ which the One-Click Provisioning Server is running, and which you must include as part of
the address.

Note: Should you exit the JD Edwards One-Click Provisioning Console or experience a timeout, the next time you
enter the JD Edwards One-Click Provisioning Console, it displays the point where you left off. When you click the
Configure icon, you will be prompted for the same credentials that you entered during your first access to the JD
Edwards One-Click Provisioning Console.

Accessing the JD Edwards Server Manager Console Using a Browser

You can access the Server Manager Console that is running on the Provisioning Server using this URL:
https://localhost:8998/manage
Note: To access the Server Manager Console, you must have opened port 8998 in the PUTTY session as described

in the preceding section "Connecting to a Provisioning Server in a Private Network Through the Bastion Host" of this
OBE.

Configuring the Server Manager Account

This tutorial shows how to configure the Server Manager account in JD Edwards One-Click Provisioning Console.

Configuring the Server Manager Account

Configuring the Server Manager Account

This section shows how to configure the Server Manager account in JD Edwards One-Click Provisioning Console.

If you are a new user, you are required to change the administrator passwords for WebLogic Server and Server Manager
Console. Remember the Server Manager password you entered in the Change Password window for future logins.

Prerequisite

Downloaded the One-Click archive files from the Oracle Software Delivery Cloud (also called OSDC or E-Delivery). For
more information see the section entitled: Setting Up the Provisioning Server .
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Configure the Server Manager Account

Use this procedure to provide the account information.

1. On Welcome to the JD Edwards Provisioning Console, click the Configure icon.

ORACL E’ JD Edwards Provisioning Console

Welcome to JD Edwards One-Click Provisioning

2e

Configure Orchestrate Deploy

Configure your Oracle Cloud account details such Create or medify your orchestration. Start your deployment plan. Depending on the
as user name, demain, and REST endpoint te size of your plan, the deployment might take a
create your deployment plan. Learn more about best practices of Orchestrating considerable amount of time.

JD Edwards on Cloud

Configuration status : Not configured [x] Qrchestration status : Not configured [x] Deployment status :
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Archiecifiip e d weWPtser, as prompted by the JD Edwards Provisioning Console, you are also required to change the
administrator passwords for WebLogic Server and Server Manager Console.

On Change Password, enter the passwords for the Server Manager Administrator. The password must only have
numbers, alphabets, and special characters (@,!,$,_,#), and is between 8 and 30 characters long.

Also, enter the password for the WebLogic Server. The password must start with a letter, is between 8 and
30 characters long, contains at least one number, and optionally, any number of special characters (#,_). For
example, Ach1zO#d

Note: The password for any WebLogic Server user cannot contain the $ or ! character. Using either of these
characters violates the Oracle password policy and will result in denied access.

I Tip: Valid values for the passwords are displayed in the tooltip when you click the field.

Click the OK button.

Note: The system displays a message indicating that is changing default passwords; this may take a few
minutes to complete before the next screen is displayed.

Change Default Password

@E» Server Manager Admin Password Ci; Weblogic Server Password

* password | * Password

* Confirm Password * Confirm Password
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Archiecorthestuecadsvindow, click the OK button.

Success

Successfully changed user credentials.

4. On Oracle JD Edwards Server Manager Details, reenter the Admin password for the Server Manager Console.
The SMC Endpoint is pre-populated automatically.

Note: It is recommended that you record this value on the Pre-Install Worksheet, which you created

as described in the companion document to this tutorial in the section entitled: Create the Pre-Install
Worksheet.

ORACLE b Edwards Provisioning Console

Cancel

Oracle JD Edwards Server Manager Details

Enter your Server Manager User Name, Password, and REST endpoint details to start creating your orchestration.

(s D Edwards Server Manager Details
* User Name jde_admin
" Password  reeseeese

* SMC Endpoint https://prov4akshya:8998/manage/maqt

5. Click the Save Configuration button.

The system will take some time to authenticate the Server Manager Endpoint and Credentials. When the
authentication is verified, click the OK button on the Congratulations box.
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Architecture Learning Path

Congratulations

You have successfully configured your
account.
You can now orchestrate your servers.

Automated Deployment of WebLogic Server as an Image

This quick tour explains how to use One-Click Infrastructure Provisioning to automate the deployment of WebLogic
Server as an image.

Automated Deployment of WebLogic Server as an Image

Orchestrating Servers with the One-Click Provisioning
Console

This section shows you how to orchestrate servers with the JD Edwards One-Click Provisioning Console.

After the infrastructure provisioning is completed, the JD Edwards Infrastructure Provisioning Console creates json files
in this path:
/home/opc/JDERefArch InfraProvisioning/ElInfraProvisionConsole/outputJson

- The infraoutput. json file contains details about the production and non-production pathcodes as well as
disaster recovery environment, if it was selected during infrastructure provisioning. This file also contains
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Architecixfermation abolt the public and private IP addresses and host name of the bastion and other provisioned
instances.

- The pdozrch. json file contains details of all the instances in the production environment, as well as disaster
recovery environment, if it was selected during infrastructure provisioning. This file can be imported into the
One-Click Provisioning Console.

« The nonpdorch. json file contains details of all the instances in the non-production environment. It is not
possible to import this json file into the One-Click Provisioning Console. You can use the details in this file to
orchestrate <import> the components manually in the One-Click Provisioning Console.

Prerequisite

- You must have configured the administrator passwords for the WebLogic Server and the Server Manager
Console in the Configure section of the JD Edwards One-Click Provisioning Console.

Orchestrating Servers with the One-Click Provisioning Console

Note: Instances for non-production environment are not automatically orchestrated on the One-Click Provisioning
Console. Instead, you must manually orchestrate instances for non-production environments that were created
through the Infrastructure Provisioning Console. For instructions, refer to the OBE "Orchestrating Using Advanced
Mode" in this Learning Path.You can get details of non-production environments that require manual orchestration
at this location on the OpenTofu Staging Server: /home/opc/JIDERefArch_InfraProvisioning/ElInfraProvisionConsole/
outputJson/nonpdOrch. json Use this procedure to edit orchestrated servers for production environments with the
One-Click Provisioning Console:
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Architecture Learning Path S )

ORACL.E’ /D Edwards Provisioning Console

Welcome to JD Edwards One-Click Provisioning Console

/g

Configure

Configure your Oracle Cloud account details such
as user name, domain, and REST endpoint to
create your deployment plan.

Configuration status : Successful (V)

Orchestrate

Create or modify your orchestr:

Learn more about best practice
JD Edwards on Cloud

Orchestration status : Not confi
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ArchiecifitRis 45 tRe first Pass through a JD Edwards One-Click Provisioning orchestration, the following Global
Settings screen will appear first. In the SSH Private Key section, click the View/Edit Private Key button.

Global Settings

Configure Global Settings

¢ SSH Private Key

tol
SSH Private Key QRIS S Qe L CY

Enter the SSH Private key without the
passphrase.

([%D Windows Administrator Details

User Name

Password
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ArchBecOrrthesopap wihdow Private Key input for VM access, you must specify the values for either the SSH

private key text, or browse and select the file that contains the SSH private key contents for accessing all the
instances that are provisioned using this tool.

Select the SSH Private Key File option and then click the Choose File button. For more information regarding
SSH keys, refer to the OBE "Generate Secure SHell (SSH) Key Pairs on Your Local System" of this Learning Path.

Note: Ensure that the SSH Private Key field is not empty. The One-Click Provisioning Console validates the
private keys and it is not possible to save the Global Settings if this field is empty.

'Private Key input for VM access

Select and then provide the values for either the Private Key text, or the file that contains the Private Key contents for
accessing all Cloud VM's provisioned through this tool

SSH Private Key Text

® SSH Private Key File Choose File | No file chosen

OK
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ArchijecBrswseand séleét the appropriate file, and then click OK. For example: OCI_Instance.openssh.

Note: If you click the View/Edit Private Key button again, you can see the Public
Key for VM access window with the SSH Public key value in the SSH Public Key text
field. To change the private key, click the Change button and provide the new value.

Private Key input for VM access

A private key has been attached to this tool with the following public key. To change the key, click on the change butto
and provide a new private key.

S$5H Public Key

5. C(lick the Close button.

6. Inthe Windows Administrator Details section, enter the Windows user name and password. Ensure that the
user name is entered as opc and that this user has the Administrator privileges.

Note: You must enter the same password for this Windows Server that you previously specified for the
Deployment Server in the section of this OBE entitled: "Completing Configuration in the JD Edwards
Infrastructure Provisioning Console" of this Learning Path.

7. In the Set EnterpriseOne Passwords section, enter and then confirm these passwords:

o JDE User Password Create the password for JD Edwards EnterpriseOne. In support of the long password
functionality provided by JD Edwards Tools Release 9.2.4.5, the password must be between 12 and 30
characters. It can contain only alphanumeric characters, and can only include this special character: _
(underscore).

o Site Key Passphrase Enter the Passphrase for generating the Site Key. The Passphrase must start with a
letter, end with an alphanumeric character, must be between 8 and 40 characters, and contain at least 2
uppercase letters, 2 lowercase letters, 2 numbers, and 2 underscore characters.

I Tip: The conditions to set the passwords appear in the tooltip window when you click the fields.

Note: It is highly recommended that you keep a record of these critical passwords. If you have not already
done so, you should ensure these values are recorded on the Pre-Install Worksheet .

8. C(lick the Save button to exit the Global Settings screen.
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Archigecoredoese our Orchestration Template, click Advanced.

B Choose your Orchestration Template

- 4 oA

Quick Start Advanced Import

10. Click on Orchestrate to modify the JD Edwards Deployment Plan.
CORAICLE 10 dwards Provisioning Comole &' [Export Orchevtation C Optio

1D Edwards Servers

L
B
& wes
Mew Server
¥ Clatshase Server Instances £ l o
Frestane
b Entivgre Siverr bitances 1 6 o
Fuitanei
b Wk Server Irstances 83 g
it
¥ Deployresnt Sefver Irtances i
1

[

11.  As shown above, the system displays a list of orchestrated servers with an error (red X icon) if any user input is

required. To remedy, you must edit the instance.
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Archpectlien-6a tHe Brchiestrated instance and click the Edit function.

Chapter 7
Using the One-Click Provisioning Console

ORACLE" 10 bdwards Previsioning Conssle ¥ i et O Oprins
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ArcHecrgpddc orehastrated server enter the required inputs:
Database Server

o DB Admin Password

Note: This password must be the same as the password you entered for the Database Server in the
section of this Learning Path entitled: "Completing Configuration in the JD Edwards Infrastructure
Provisioning Console".

o JDE DB Install Directory (for example, /u01/DataDB)

o JDE DB Table Directory (for example, /uO1/ORATABLE)

o JDE DB Index Directory (for example, /u01/ORAINDEX)

Note: These are example paths for when Use ASM feature is disabled. If Use ASM feature is enabled
see the following document: E1: OCI: What Significance Does The 'Use ASM Feature' Option Have In
One-click Provisioning? (Doc ID 2880000.1)

Enterprise Server
To configure the Enterprise Server, complete the following sections:

Server Configuration
o Platform

This field is disabled and is automatically populated as Linux.
o Instance Name

Create an instance name for the Enterprise Server. The conditions to set the instance name are displayed
in the tooltip when you click the field.

o Host Name

Enter the host name.
Enterprise Server Preferences

o Server Type
Select one or both of the available server types for this Enterprise Server.

Single Enterprise Server. If you are deploying only a single Enterprise Server, select both Logic and
Batch as the server types.

Multiple Enterprise Servers. If you are deploying multiple Enterprise Servers, at least one server must
be specified as a Logic server for each pathcode. The other servers can be specified as Batch servers.

o Pathcodes

Click the Available Pathcodes field and select the pathcodes required from the auto-suggest text. The
four available pathcodes are: Development, Prototype, Pristine, and Production.

138
ORACLE



JD Edwards EnterpriseOne Chapter 7
Deploying JD Edwards EnterpriseOne on Oracle Cloud Using the One-Click Provisioning Console
Infrastructure on Linux with DB Systems using Reference

Architecture L

14.

9Nj4te: /14 good practice to select pathcodes here that correlate to the schemas you selected for the
Database Server. The Provisioning Console programmatically enforce this correlation. If you select
pathcodes on the Enterprise Server that are a superset of the database schemas you selected, the
Enterprise Server will not be able to access the data required to function correctly. In the Provisioning
Console, the pathcodes that you specify at this point for installation on the Enterprise Server can be
deployed only once. You can use the Provisioning Console to programmatically add additional schemas
after deploying the orchestration.

o Oracle JDBC Driver Details
This driver is required for connectivity between the Enterprise Server and the Oracle database server.

Click the Browse button to select each of the required components for the Oracle JDBC driver. For
example:

- odbc8.jar
- ons.jar
- ucp.jar

Note: Refer to Oracle Certifications for the version of the supported driver and associated
components.

- HA enabled

Turn on this toggle button if you want to provision multiple Enterprise Servers on same pathcode
using a virtual hostname.
Web Server

o WebLogic Password

Note: This password must be the same as the password you entered for the WebLogic Server in the
section of this Learning Path entitled: "Completing Configuration in the JD Edwards Infrastructure
Provisioning Console".

o HA enabled Turn on this toggle button if you want to provision multiple Enterprise Servers on same
pathcode using a virtual hostname.

Add correct dependencies while orchestrating servers:

- for htm4alinstance, dependent server is logic1
- for aislinstance, dependent server is htm4a1

- for htm1instance, as it is standalone JAS server, you need to toggle button for standalone JAS and
set dependent AlS server with ais1
Deployment Server

o Location

Note: This value is the base location for your JD Edwards EnterpriseOne machines. For example,
typical values might be a city name (such as Denver or Austin), a geographical region name (such as US
or India), or a general location name (such as Corporate).

For each orchestrated server that you edit, save the instance details.
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ArceciaftergeliHave filished editing and saving the instance details, click on the Back button at the top right
of the form. Then you can proceed to the following section entitled: "Deploying an Orchestration".

ORACLE" /0 Edwards | - e + Expert Orcheqteation £ Opsioen
.
1D Edwards Servers | £ Back I
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Orchestrating Using Advanced Mode

This section section shows how to orchestrate a deployment plan using the advanced mode on Linux using the JD
Edwards One-Click Provisioning Console.

You can orchestrate a Deployment Plan using Advanced mode, which allows you to:

Modify and add servers to an existing Orchestration that was created using the Quick Start wizard.

- Create a new Orchestration with no guidance from a wizard. Unlike using the Quick Start wizard, the Advanced
mode will not guide you through the required sequence of machines to satisfy dependencies of the
configuration. For example, the allowable pathcodes for an Enterprise Server are dependent on the schemas
previously selected for the Database Server.

Prerequisite

- You must have configured the administrator passwords for WebLogic Server and Server Manager Console in
the Configure section of the JD Edwards One-Click Provisioning Console.

Before orchestrating an Advanced Deployment Plan, the recommended practice is to first orchestrate a basic
Deployment Plan using the Quick Start mode. The Quick Start procedure is documented in the section of this
document entitled: Orchestrate Using Quick Start Mode. After this Quick Start orchestration is created, you can
use the Advanced mode to modify, delete, or add on additional server instances.

- Alternately, experienced users can use Advanced Mode to create an orchestration without assistance from
a structured wizard, which assumes they are aware of the required sequence of creation and the inter
dependencies.
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Orchestrating ah Advanced Deployment Plan

Note: The following procedure explains how to modify and add servers to an existing orchestration that was created
using the Quick Start mode.

The required sequence of adding instances to an orchestration and the rules related to the machines and pathcodes is
as follows:

1.

Database Server

You can create five database instances if you select one schema per instance.
Enterprise Server

One to many Enterprise Servers can be created. At least one Enterprise Server must be created with selected
pathcodes available from the available schemas that were selected for the Database Server. An Enterprise
Server must be configured before you can add HTML Servers. If multiple Enterprise Servers are deployed, at
least one must be configured as a Logic Server per pathcode. Additional Enterprise Servers can be added to an
Orchestration and they can be deployed after your initial plan is deployed.

Web Servers

HTML Server. Web Servers include the JD Edwards EnterpriseOne HTML Server. There are two types of HTML
Servers: Standard JAS and Dedicated HTML for AIS.

One to many HTML Server instances can be created and each will be associated with one specific pathcode that
is available on the Enterprise Server. Additional HTML Servers can be added to an Orchestration and they can
be deployed after your initial plan is deployed.

Refer to the Fundamentals section of this Learning Path for a description of each type of HTML Server.

AIS Server. Another type of Web Server for JD Edwards EnterpriseOne is the AIS Server, which must be
installed and configured along with a Dedicated HTML Server for AlS.

Zero to many AIS Server instances can be created and each will be associated with a specific HTML Server
instance. Additional AIS Server instances can be added on to your plan and deployed after your initial plan is
deployed.

Note: If you do not specify at least one AIS Server, the full functionality of certain JD Edwards EnterpriseOne
applications will not be available. If you used the Quick Start mode to configure a basic environment, the
workflow required the inclusion of this server.

Note: You cannot specify a single HTML Server instance to also support an AIS Server; that is, you cannot
combine two servers in the same instance. You must create a separate instance for each AIS Server.

Deployment Server

A single Deployment Server can be created and all pathcodes can be selected regardless of pathcodes selected
for your runtime servers.

Note: For any orchestration created or modified using the Advanced Mode Deployment Plan, you can click
the Options function from the menu bar to change your Global Settings or to Reset your settings (that is, to
delete your configuration details, global settings, and orchestration data)
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Chapter 7

Using the One-Click Provisioning Console

To use the JD Edwards Provisioning Console to orchestrate an Advanced Deployment Plan:

1. On the JD Edwards Provisioning Console, click the Orchestrate icon.

OIRACLE’ 1D Edwards Provisioning Console

Welcome to JD Edwards One-Click Provisioning Console

/it

Configure

Configure your Oracle JD Edwards Server
Manager details such as username, password and
REST endpoint to create your deployment plan.

Configuration status : Successful (]

Orchestrate

Create or modify your orchestration.

Learn more about best practices of Orchestrating
D Edwards.

Qrchestration status : Successful (]

Deploy

Start your deployme
size of your plan, the
considerable amoun

Deployment status :
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ArchiecoreIDeEaWaFd<SErvers, click on the instance of an existing server, or click the New Server icon to add a new JD

Edwards service. Alternately you can select the desired server from Service Types on the left tab, and then click
New Server to add a New Server.

Chapter 7
Using the One-Click Provisioning Console

ORACLE’ /D Edwards Provisioning Console

Service Types
JD Edwards Servers

W Servers
e
5 Database Server

Enterprise Server

& m

Web Server

New Server

o)

Deployment Server

P Database Server Instances

P Enterprise Server Instances

P Web Server Instances

P Deployment Server Instances
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Architeciui§ater Fiieremdinder of this procedure includes steps to either add (where allowed) or modify (existing)
these instances:

o Database Server
o Enterprise Server
o Web Server (for example, HTML Server and AlIS Server)

o Deployment Server*

* The Provisioning Console will not allow you to add more than one of these server types because only one
server of this type is supported per deployment.

Database Server

You can create five database instances if you select one schema per instance. For example, if you select Development
and Shared schemas for an instance, you can create three more database instances. For one deployment instance, you
can have a maximum number of five schemas distributed across one or many database instances.

You can provision the Database Server instance with the available schemas as required. The following schemas are
available for the database instance:

- Development

- Shared (required)

- Prototype

+ Production

« Pristine
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TR 5 Dt 45558 S var

1. Click the New Server icon and select Database Server from the Select a Server Component window.

Select a Server Component

(&)
@& &

Database Server Enterprise Server Web Server Deployment Server

by

2. On Database Server Instance page, complete the following fields to create and configure the Database Server
instance.

The below sections and supported screens are separated for Standard Oracle Database and Oracle
Autonomous Database.

Standard Oracle Database
Server Configuration
o Database Server Type

The Database Server Type is populated by default as Oracle Database.
o ATP-D

You should only enable the ATP-D option if you are using an Oracle Autonomous Database Dedicated;
this database is only supported in Oracle Cloud Infrastructure. This functionality is described in the
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Architecture LqagginimBPath "Deploying IJD Edwards EnterpriseOne on Oracle Cloud Infrastructure on Linux with
Autonomous Database."

A description of the fields specific to Autonomous Database are presented below the first figure below.
o Platform

This field is disabled and it is automatically populated as Linux.
o Instance Name

Create an instance name for your database instance.
o Host Name

Enter the host name.
Database Configuration
o DB Install Path

Enter the DB installation path.
o DB Admin Password

Enter the password of the database administrator.
o Net Service Name

Enter the net service name.
JD Edwards Database Configuration
o Use ASM feature
Enable this option if you are using RAC DB as your Database Server.

If you disable ASM in your Orchestration, you must enter valid values for the install, table, and index
directories for your Oracle database. For example:

= /u0l/DataDB
= /u0l1/ORATABLE
= /u01/ORAINDEX

If you enable ASM in your Orchestration, you must enter valid values for your DISK group. By default the
values for are assumed to be DATA. Otherwise, you can enter any other name that you have created. An
example screen is shown below as Database Server Instance - ASM Enabled.

o JDE DB Install Directory
Enter the installation path.

Path Rules. All directories in the specified path must preexist, except the last directory in the path.
Therefore you must manually create the directory structure except for the last directory, which the
Provisioning Server deployment process creates. For example, if you specify /u01/ORCL/INSTALL,
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Architecture Lep@ i@ TZORCL directory must preexist and the Provisioning Server deployment creates the /INSTALL
directory.

o JDE DB Table Directory
Enter the path to install the table data.

Path Rules: All directories in the specified path must preexist, except the last directory in the path.
Therefore you must manually create the directory structure except for the last directory, which the
Provisioning Server deployment process creates. For example, if you specify /u02/0ORCL/TABLE, the /
u02/0ORCL directory must preexist and the Provisioning Server deployment creates the /TABLE directory.

o JDE DB Index Directory
Enter the path to install the indexes.

Path Rules: All directories in the specified path must preexist, except the last directory in the path.
Therefore you must manually create the directory structure except for the last directory, which the
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Architecture Lepygijisionifg Server deployment process creates. For example, if you specify /u03/ORCL/INDEX, the /
u03/0ORCL directory must preexist and the Provisioning Server deployment creates the /INDEX directory.

o Schemas

Click the Schemas field and select the schemas you want from the auto-suggest text. The schemas
available are: Shared, Development, Prototype, Production, and Pristine with Demo data.

Note: Note: It is mandatory to add the Shared schema.

Note: At this point, you should ensure that you specify all the schemas you might plan to use. The
schemas you choose to install on the Database Server can only be deployed once, which is specified at
this point in the Provisioning Console. You can use the Provisioning Console to programmatically add
additional schemas after deploying the orchestration.

o Demo Data

Click the Demo Data field and select the demo data from the auto-suggest text. Demo data is available
depending on the schema selected. For example, if you select the schema as Development, the
Development demo data will be available.

Database Server Instance

Enter the details to configure your database server instance.

CE) Server Configuration @ JD Edwards Database Configuration
* Database Server Type = Oracle Database Use ASM feature
ATP-D * JDE DB Install D rectory fu01/DataDB
* Platform  Linu * |DE DB Table Directory /ul1/ORATABLE
* Instance Name DemoDb * JDE DB Index D rectory fuO1/ORAINDEX
* Host Name * Schemas Shared X || Prodi
Demo Data

Production *

@ Database Configuration

* DB Install Path  fu01/app/oracle/product/12.1.0.2/dbhe

" DB Admin Password | sessessees

*

Net Service Name JDEORCL

Oracle Autonomous Database

Server Configuration
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Architecture,LepatabaseServer Type

The Database Server Type is displayed as Oracle Database.
o ATP-D

Enable this selector button for Oracle Autonomous Database ATP-D.
o Platform

This field is disabled and it is automatically populated as Linux.
o Instance Name

Create an instance name for your database instance.
o Host Name

Enter the host name.
Database Configuration
o DB Admin Password

Enter the password of the database administrator.
o DB Wallet

Click the Browse button to locate and select the DB Wallet that you created by following the steps in
the section "Downloading a Database Wallet for Autonomous Transaction Processing on Dedicated
Infrastructure” of this Learning Path.

JD Edwards Database Configuration
o JDE DB Install Directory
Enter the installation path.

Path Rules. All directories in the specified path must preexist, except the last directory. Therefore you
must manually create the directory structure except for the last directory, which the Provisioning Server
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Architecture Ledéployment process creates. For example, if you specify /u01/ORCL/INSTALL, the /u01/ORCL directory

o

o

must preexist and the Provisioning Server deployment creates the /INSTALL directory.
Schemas

Click the Schemas field and select the schemas from the auto-suggest text. The schemas available are:
Shared, Development, Prototype, Production, and Pristine with Demo Data.

Note: Note: It is mandatory to add the Shared schema.

Note: point, you should ensure that you specify all the schemas you plan to use. The schemas you
choose to install on the Database Server can only be deployed once, which is specified at this point in
the Provisioning Console. You can use the Provisioning Console to programmatically add additional
schemas after deploying the orchestration.

Demo Data

Click the Demo Data field and select the demo data available from the auto-suggest text. Demo data will
be available depending on the schema selected. For example, if you select the schema as Development,
the Development demo data will be available.

OCI Object Storage Details

[e]

Tenancy

Enter the tenancy where you have access to the Object Storage Service in Oracle Cloud Infrastructure.
User Name

Enter the user name with which you can access the Object Storage Service in Oracle Cloud Infrastructure.
Auth Token

Enter the Auth Token for the given user. This token is used to upload the JD Edwards database dump files
into the Object Storage Service in Oracle Cloud Infrastructure.

For additional details, see the section Getting an Auth Token
Region

OCl Region
Bucket

Enter the bucket name that you have previously created for use with Oracle Cloud Infrastructure Object
Storage Service.

For additional details, see the section "Managing Buckets" in this Learning Path.
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3. You should now be able to view multiple instances of the Database Server.

ORACLE’ D Edwards Provisioning Console

Service Types
1D Edwards Servers

ﬂ‘ Servers
?; Database Server

Enterprise Server

& mm

Web Server
New Server

[]

Deployment Server

¢33 JD Edwards Database Configuration

T 01 Oibject Storage Details

4 Export Orchestration

4 Database Server Instances

2

ORACLE
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9 dbdem0 9 DBdemo2
Database Server Instance Database Server Instance
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Archiecif srDatabase Server exists, click View from the Application Options tab to view the existing configuration for
the Database Server. To modify the instance configuration use the Application Options tab and choose the Edit

option.
ORACLE’ 1D Edwards Provisioning Console + Export Orchestration
JD Edwards Servers
Servers
?_ Database Server
E Enterprise Server
@ Web Server

New Server

Bl

Deployment Server

4 Database Server Instances

2

Instances

e dbdem0 9 DBdemo2

Database Server Instance Database Server Instance

DATABASE SERVER

DATABASE SERVER -
L view

= Edit@
7 Delete 1

Instances

P Enterprise Server Instances

5. To delete the instance, use the Application Options tab to select Delete.

Enterprise Server

You can define any number of Enterprise Server instances. If you only want one Enterprise Server, you should define it
to run both Logic and Batch. If you want to define multiple Enterprise Servers, at least one must be a Logic Server per
pathcode.
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RS heasniaaRalh,.

1. Click the New Server icon and select Enterprise Server from the Select a Server Component window.

Select a Server Component

Database Server

Enterprise Server

by
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ArchecopeErtarprise/Sefver Instance page, complete these fields to create and configure the Enterprise Server
instance.

Server Configuration
o Platform

This field is disabled and it is automatically populated as Linux.
o Instance Name

Create an instance name for the Enterprise Server. The conditions to set the instance name is displayed
in the tooltip when you click the field.

o Host Name

Enter the host name.
Enterprise Server Preferences

o Server Type
Select one or both of the available server types for this Enterprise Server.

Single Enterprise Server. If you are deploying only a single Enterprise Server, select both Logic and
Batch as the server types.

Multiple Enterprise Servers. If you are deploying multiple Enterprise Servers, at least one server must
be specified as a Logic server for each pathcode. The other servers can be specified as Batch servers.

o Pathcodes

Click the Available Pathcodes field and select the pathcodes required from the auto-suggest text. The
four available pathcodes are: Development, Prototype, Pristine, and Production.

Note: Important: It is good practice to select pathcodes here that correlate to the schemas you
selected for the Database Server. The Provisioning Console programmatically enforce this correlation.
If you select pathcodes on the Enterprise Server that are a superset of the database schemas you
selected, the Enterprise Server will not be able to access the data required to function correctly. In the
Provisioning Console, the pathcodes that you specify at this point for installation on the Enterprise
Server can be deployed only once. You can use the Provisioning Console to programmatically add
additional schemas after deploying the orchestration.

o Oracle JDBC Driver Details
This driver is required for connectivity between the Enterprise Server and the Oracle database server.

Click the Browse button to select each of the required components for the Oracle JDBC driver. For
example:

- odbc8.jar
- ons.jar
- ucp.jar
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Architecture L4 a'i{I‘HiE-Pﬁm Oracle Certificati for il . f 1} | dri I .

components.

Enterprise Server Instance

Enter the details to install and configure your enterprise server instance.

@ Server Configuration

*p atform  Linu
* Instance Name DemoEnt
* Host Name  dec2pdbatchZ privatregsub.dec22 orac
HA& Enabled

“ay Oracle JDBC Driver Details

* Select Oracle JDEC Driver [sieereey
(opdbcB jar)

* Select Oracle JDBC Driver =TGRS
(ons.jar)

* Select Oracle JOBEC Driver LGS

lucp.jarl

Chapter 7
Using the One-Click Provisioning Console

C-% Enterprise Server Preferences

Ed

Server Type  Bawh X || Logic X
* Database Instance declpddbl
*
Fathcodes  proguction X
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Archieciygig sR8UTH Wow' Be able to view multiple instances of the Enterprise Server.

ORACLE’ D Edwards Provisioning Console 4 Export Orchestration

Service Types
1D Edwards Servers

ﬂ‘ Servers
_% Database Server
. Enterprise Server
@ Web Server
New Server
Deployment Server
» Database Server Instances l
Instances
|4  Enterprise Server Instances 2
Instances
= =]
| EntDemo B EntDemo2
Enterprise Server Enterprise Server
ENTERPRISE SERVER INSTANCE = ENTERPRISE SERVER INSTANCE =
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ArchRecif gn ErteipiiseServer exists, click View from the Application Options tab to view the existing configuration for
the Enterprise Server. To modify the instance configuration use the Application Option tab and choose the Edit
option. Use the Clone option to clone the Enterprise Server instance.

ORACLE’ 1D Edwards Provisioning Console + Export Orchestration £} options

JD Edwards Servers < Back

Servers

Database Server

[ -

Enterprise Server

Web Server

®

New Server

P Database Server Instances l 9

Instances

4 Enterprise Server Instances 2 o
Instances
EntDemo EntDemo2

Enterprise Server Enterprise Server

{7

Deployment Server

ENTERPRISE SERVER INSTANCE = ENTERPRISE SERVER INSTANCE é @ view
[# Edit
e e e 9 ey
:
7 Delete
Instances

F Deployment Server Instances
1

Instances

5. To delete the instance, use the Application option tab to select Delete.

Web Server

The Instance Type for Web Servers can be any of the available servers types that are selectable from the drop-down
list; however, you must have at least one configured Dedicated HTML Server saved prior to creating an associated AlS
instance.

You can define any number of Web Server instances.

To add or modify a Web Server instance:

1. Select the Service Type for Web Server.
o To create a new Web Server, click the New Server icon and then the Web Server icon and complete the
required fields.
o To modify an existing Web Server, click View from the Application Actions tab to view the existing
configuration for the Web Server. To modify the instance configuration use the action tab and choose the
Edit option.
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ArchecorrtheaWelh 8&r/ér Instance, you can configure each of these Web Server types:
o HTML Server (Dedicated HTML Server for AIS)

At least one of these servers must be specified in a pair with an AIS Server.
o Application Interface Services (AlS) Server

At least one of these servers must be specified in a pair with a Dedicated HTML Server for AIS.
o Standard JAS Server

This is a traditional JAS Server, which is optional and can be none to many.

Note: For Oracle Cloud Infrastructure only, you can select the HA Enabled option if required, and when
prompted, should enter the Virtual Host Name, and then click OK.

Note: For a description of each HTML server type (Dedicated for AIS or Standard), refer to the Fundamentals
section of this Learning Path.

Note: Because multiple Web Servers instances can run on the same WebLogic Server running in Oracle
Cloud Infrastructure, you MUST specify different ports for each instance.

3. Onthe HTML Server Instance page, complete these fields to create and configure the HTML Server instance.
Server Configuration
o Platform

This field is disabled and it is automatically populated as Linux.
o Instance Name

Create the instance name of the HTML Server instance.
o Host Name

Enter the host name.
o Port

Enter a unique (available) port number for this server that will use an SSL connection. This port number
must be between 1024 and 65535. This port number is used by HTTPS to create a container and deploy
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Architecture Lep@wéb@bmponent. Ensure the availability of a port that is one less than the port number that you enter
here. That is, if you specify port 8081, you must also ensure that port 8080 is available.

Note: For each SSL port that you open in the firewall, you must also open a companion port for non-SSL
access required for Server Manager. The numeric value for the companion port must be one less than the
value specified for the SSL port. For example, if you specify a port value of 8081 for SSL, in the firewall you
must also open a port one less than that value; in this case you must open port 8080. Refer to the section
"Enable Inbound Ports in the Firewall for Compute Instances" in the OBE "Performing Common Setup for All
Linux Servers" of this Learning Path.

Web Server Preferences
o Pathcode

Select the required pathcode from the drop-down menu.

Note: Using the Quick Start mode, you can specify only a dedicated HTML Server for AlS. If you want
to create a standard HTML Server, which is strongly recommended for Production environments, you
must use the Advanced Deployment mode. For a description of each HTML Server type, refer to the
section "Fundamentals" of this Learning Path.

Note: Each dedicated HTML Server and AIS Server pair can support only one pathcode. If you want
additional HTML instances to support additional pathcodes, you must configure additional HTML
Server pairs using the Advanced deployment mode of the Provisioning Console. For more information,
refer to the OBE "Orchestrating Using Advanced Mode" of this Learning Path.

WebLogic Details
o User Name

Enter the user name.
o Password

Enter the WebLogic Server password.
o Admin Port

Enter the port number to access the WebLogic Administration Console.
o Install Path

Enter the installation path of the WebLogic instance.
o JDK Install Path

Enter the JDK installation path.
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Web Server Instance

Enter the details to configure your web server instance.

CED Server Configuration

* Platform

*
Instance Name
* Host Name

* Port

{5 Web Server Preferences

* Type
¥ Enterprise Server Instance
* PathCode

Standard JAS

Web Server Instance

Linux

DedicateHTML

jan7pdwls1.privatregsub.jan07.oraclevc

8003

HTML Server *
jan7pdlogict X
Production A

Enter the details te configure your web server instance,

CED Server Configuration

»
Platform
®
Instance Name
*
Host Name

* Port

{3 Web Server Preferences

* Type

* HTML Server Instance

Linux

jan7pd1aisl

8005

AlS Server

DedicatedHTML v

&p Weblogic Details

*
User Name

weblogic

*
Password | ssessses

* Admin Port
* Install Path
* JDK Install Path

HA Enabled

&p Weblogic Details

* User Name

* Password

* Admin Port

* Install Path

* JDK Install Path

HA Enabled

&a Load Balancer Details

* Virtual Host Name

7001

/u01/oracle)DE/app/middieware

Ju01/oracle)DE/fjdk_path

weblogic

7001

Jul1/oracle)DE/app/middleware

Ju01/oracle)DE/jdk_path

weblb
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Using the One-Click Provisioning Console

Web Server Instance

Enter the details to configure your web server instance.

@ Server Configuration

* Platform | Linux
* Instance Name | StandardHTML
* Host Name

* Port | 8001

{3 Web Server Preferences

* Type | HTML Server
3 Enterprise Server Instance | jan7pdiegic]
* PathCode Production

Standard JAS ()

* AIS Server Instance jan7pdlais?

4. Click the OK button.

&p Weblogic Details

* User Name

* Password
* Admin Port
* Install Path

* JDK Install Path

weblogic

7001

ful1/oracle] DE/app/middleware

ful1/oracle) DE/jdk_path

HA Enabled

& Load Balancer Details

* Virtual Host Name

weblb

ORACLE
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ArchBeciygfifysthie Web SEfver instances you modified or added is displayed in the JD Edwards Servers window.

ORACLE D Edwards Provisioning Console

Service Types

A

& mn e

Servers

Database Server

Enterprise Server

Web Server

Deployment Server

1D Edwards Servers

New Server

P Database Server Instances

W Enterprise Server Instances

Chapter 7

Using the One-Click Provisioning Console

3+ Export Orchestration £} options

< Back

4 Web Server Instances

HTMLDemo

WebLogic Instance

HTML SERVER

. AISDemo

WebLogic Instance

AIS SERVER

HTMLDemo2

WebLogic Instance

HTML SERVER

Instances
Instances

Instances

AlsDemo2

WebLogic Instance

HTML SERVER

6. To delete any web instance, use the Application Options tab to select Delete.

Deployment Server

You can use only one Deployment Server per deployment. If you attempt to add more than one Deployment Server, the
Provisioning Console displays an error.

ORACLE
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Create Instance Error

Cannot Provision more than one
Deployment server.

Chapter 7
Using the One-Click Provisioning Console
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%%‘6@5?\9 E%J:‘E%HI‘H\%REW Server instance:

1. On JD Edwards Servers, click the existing Deployment Server instance, click the Applications Options icon, and
then click Edit.

ORACLE 1D tdwards Provisioning Console % Export Orchestration £ options

Service Types
" JD Edwards Servers < Back

A senvers
i Database Server

Enterprise Server

& o

Web Server
New Server

Deployment Server

P Database Server Instances 1 e
Instances

b Enterprise Server Instances 2 o
Instances

P Web Server Instances 4 .
Instances

|4 Deployment Server Instances

1

Instances

&> DeployDemo

Deployment Server Instance

MICROSOFT WINDOWS SERVER

@ view

[ Edit

&)

o Delete
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ArchecOreIBREEWardsDeployment Server page, complete these fields to create and configure your Deployment Server
instance.

Server Configuration

[e]

Instance Name

Create a name for the Deployment Server instance. The conditions to set the instance name is displayed
in the tooltip when you click the field.

Host Name

Enter the host name.
Windows User

Enter the name of the Windows user.
Windows Password

Enter the password of the Windows user.

Deployment Server Preferences

o

Location
Enter the location.
This value is the base location for your JD Edwards EnterpriseOne machines. For example, typical values

might be a city name (such as Denver or Austin), a geographical region name (such as US or India), or a
general location name (such as Corporate).

Installation Drive

Enter the drive for the installation.
Pathcodes

This field is automatically populated.
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JD Edwards Basic Plan Details

£ Previous Cancel o

Deployment Server Instance

Enter the details to install and configure your deployment server instance.

(?T) Server Configuration AN

(g

* Instance Name DemoDEP

* Host Name

3. Verify that the Deployment Server instance you modified is displayed in the JD Edwards Servers window.

4. You can choose the Delete option in the action tab to delete the Deployment Server instance. After you delete
the existing Deployment Server instance, you can click the New Server icon, and then select Deployment
Server from the Select a Component page to add a new Deployment Server instance.

| Note: To deploy an orchestration, refer to the section of this tutorial entitled: Deploying an Orchestration.

Deploying an Orchestration

This tutorial shows how to deploy an orchestration on Oracle Cloud Infrastructure on Linux using the JD Edwards One-
Click Provisioning Console.

Deploying an Orchestration

Deploying an Orchestration

This section shows you how to deploy an Orchestration.
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Provrsronmg Console When you start your deployment, the system initiates the scripts for the automated provrsronmg
of the EnterpriseOne system.

Prerequisite

A completed Quick Start or an Advanced Deployment Plan created using the JD Edwards One-Click Provisioning
Console.

Deploying an Orchestration

This procedure describes how to deploy an orchestration, whether it is a Quick Start or an Advanced mode Deployment
Plan.

1. After you create a Deployment Plan, from the JD Edwards Provisioning Console, click the Deploy icon.

ORACLE’ JD Edwards Provisioning Console

Welcome to JD Edwards One-Click Provisioning Console

/

Configure Orchestrate

Configure your Oracle JD Edwards Server Create or modify your orchest

Manager details such as username, password and

REST endpoint to create your deployment plan. Learn more about best practic
JD Edwards.

Configuration status : Successful () Orchestration status : Success
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Archipectrg wiew tREAdEdilint details and Global Settings Summary, in the Deployment Details tab click the ">" icon for

each server in the Deployment Details to see the details of the servers you provisioned.

ORACLE’ JD Edwards Provisioning Console

Oracle JD Edwards Deployment

Release Summary

JD Edwards Application Release: 0.2
JD Edwards Tools Release: 9.25.2

3. Click the Back button if required to make additional changes to the server instances.
4. To start the deployment, click the Start Deployment button.

& Deployment Details

B

+((0

DeployDemo

Instance: Deploy
Platform: Windo

DBDemo

Instance: Databa
Platform: Linux

EntDemo

Instance: Enterpr
Platform: Linux

EntDemo2

Instance: Enterpi

ORACLE
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ArchBecOrD&ployrentStatus, you can see all the instances and task details and their progress. You can also view the
log or summary of each of the tasks. The time taken to deploy the servers depends on your customization.

ORACLE’ 1D Edwards Provisioning Console

Oracle JD Edwards Deployment

Deployment Status

Task Name Status [

o

4 DatabaseBMCS

& Install JDK @
& Install Server Manager Agent &
& Distribute JDE Database Component to Server Manager Agent &
& (reate Database Server Instance in Server Manager &
4 EnterpriseDemo @
& [nstall JIDK <
8 Install Database Client @
& Install Server Manager Agent C
& Configure Database Client &
& Distribute Tools Component to Server Manager Agent &
& Distribute Apps Component to Server Manager Agent <
& (reate Enterprise Server Instance in Server Manager <
& Configure INI <
& Register Enterprise Server Instance as OS Service & Encrypt INIs @, .
6. Click the Back button if you want to go back to the Deployment Summary window.
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Adding Additional Pathcodes Post Deployment

You can add additional pathcodes to the Database Server instance after the deployment is successful.

To add additional pathcodes:

1. On Welcome to the JD Edwards Provisioning Console, click the Orchestrate icon.
2. On JD Edwards Servers, click on Database Server Instances.
3. Select the Database Server instance, and then use the action tab to choose Edit Schema option.

4 Database Server Instances

e JDESRCDE1L

Database Instance

DEPLOYMENT : SUCCESS & = @ View

[# Edit Sc@na

b Enterprise Server Instances

4. On Existing Database Instance Details, select the available pathcodes. An error message window appears if you
attempt to delete the previously installed schema or the demo data.

5. Click the OK button.
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ArchigecNgwlhysli'€ar $6€ the Deployment status as MODIFIED.

A Database Server Instances

6 JDESRCDE1

Database Instance

DEPLOYMENT : MODIFIED £}

7. Click the Back button, and then click Deploy icon to start your modified deployment.
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8 Configuring JD Edwards Components Post
Deployment

Connecting to a Host in a Private Network Through the
Bastion Host

This section shows you how to connect from a Microsoft Windows machine to a Linux host and Microsoft Windows host
that have been deployed by JD Edwards EnterpriseOne Infrastructure Provisioning in Oracle Cloud Infrastructure. Such
hosts are deployed in a private network and can only be accessed through the Bastion host as described in this section.

Prerequisite
- You must have installed PUTTY on your Microsoft Windows machine. By default, this installation includes the
requisite software component called Pageant (Putty Authentication Agent). The program provides a Secure
Shell (SSH) tunneling method for connecting to Unix or Linux machines through PuTTY.

Connecting to a Linux Host in a Private Network Through the Bastion Host

This procedure describes how to connect from a Microsoft Windows machine to a Linux host in a private network
in Oracle Cloud Infrastructure through the Bastion host that has been deployed using JD Edwards EnterpriseOne
infrastructure provisioning.

1. On your Microsoft Windows machine, search for the Pageant application (pageant.exe).

Note: As mentioned in the "prerequisite” above, this program is a standard component of PUTTY for
0 £03 Filters ~
Best match

Pageant
Deskiop app

Apps

= Pageant

0 pageant

Microsoft Windows.
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Archipecsigi{ e Pageant application to access the Pageant Key List window.

Chapter 8
Configuring JD Edwards Components Post Deployment

3. Click Add Key and browse to the private key you copied and converted to ppk format
in your local workstation as described in the preceding task "Converting Your Private
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Architecsgp lkeystosppk Format” of this Learning Path. For example: OCI_Instance.ppk.

. |
ssh-rsa 2048 000000000 DO XKIXK rsa-key-nnnnnnnrlj
Add Key Remove Key
Help Close

4. Open PuTTY and in the Host Name field, enter the public IP address of the Bastion server (also includes the
NAT server and Server Manager Console).

Note: As a best practice, you can save this PUTTY session for future use when
logging in to machines in the private network known to this Bastion host.

B PuTTY Confi X
Category:
=-Session Basic options for your PuTTY session
| -legqeng Specify the destination you want to connectto
=) Terminal
.- Keyboard HostName (or IP address) Port
. . Bell XXX XXX XXX XXX J 22
\
El wi:deoa‘::nes Connection type:
; % 5 .'_“1 — — . (- .
I PR (JRaw () Telnet ()Rlogin @ SSH () Serial
-~ Behaviour Load, save or delete a stored session
- Translation .
. Saved Sessions

5. From the Connection type options, select SSH, and then click Auth.
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Archéectrs fdgi fo the @Bhnection, you need to log in as the opc user. Expand the Connection

node and in the Data section, enter the value opc in the Auto-login username field.

g PuTTY Configuration ? x
Category:
- Session Data to send to the server |
.. Logging . .
& Terminal Login details
- Keyboard Auto-login usermname opc| ‘
E:!tures When usermame is not specified:
& Window (® Prompt (O Use system username (rjiles)
- Appearance Terminal details
- Behaviour
- Translation Terminaltype string |Iterm ‘
- Selection Terminal speeds |3ﬁ4ﬂﬂ3ﬂ4ﬂﬂ ‘
- Colours
_F
lD or;ett;hon Environment variables
- Proxy Varnable | ‘ Add
- Telnet
- Rlogin Value | ‘ Remove
- SSH
- Serial
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parameters subsection, ensure that the Allow agent forwarding option is selected.

Category:
- Session - Options controlling SSH authentication
~ ~Logging F
Bl Terminal ] Bypass authentication entirely (SSH-2 only)
~ ~Keyboard Display pre-authentication banner (SSH-2 only)
- Bell
: - Features Authentication methods
@"‘?i“dow Attempt authentication using Pageant
i gzﬁzfir:;ce ] Attempt TIS or CryptoCard auth (SSH-1)
ki Attempt "keyboard-interactive” auth (SSH-2)
SRR _ || Authentication parameters
. - Colours =
(=-Connection (V] Allow agent forwarding
Data __| Allow attempted changes of username in SSH-2
?’{:’W Private key file for authentication:
- lelnet
Rlogin | Browse...
£-SSH
- ~Kex
Yo
L-TTY
X1 B
- Tunnels
About | ‘ Help Open Cancel

_—$§$§$—$—$§—§—€—€— ————
8. Under Private key file for authentication, click the Browse button to select the Bastion.ppk
key that you converted to ppk format in your local workstation as described in the
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)

Category

Keyboard
Bell
Features
- Window
Appearance
Behaviour
Translation
- Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
S5H
Kex
Hostkeys
Cipher
+-Auth
TTY
X1
Tunnels
Bugs

More bugs

About

Options controlling 35H authentication

[#] Display pre-authentication banner (SSH-2 only)
|:| Bypass authenticabion entirely (SSH-2 only)

Authentication methods

Aftempt authentication using Pageant
[[] amempt TIS or CryptoCard auth (SSH-1)
Attermnpt “keyboard-interactive” auth (S5H-2)

Authentication parameters

Allow agent forwarding
[ ]Alow atempted changes of usemame in SSH-2

nvate key file for authentication:

Bastion.ppk

9. Go back to Session, click the Save button.
10. Click the Open button to open a console on the Bastion Server.
@cpc@nnidewebl:

Chapter 8
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11. As this point you can use the below command to access the required JD Edwards EnterpriseOne Server using

its private IP address.

ssh opc@<private_ip of any instance>

For example: ssh opc@10.0.0.0

Connecting to a Windows Host in a Private Network Through the Bastion Host
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?‘ﬁq?iﬁ%&%{fulrg%féggﬁﬂ)e%thow to connect from a Microsoft Windows machine to a Windows host in a private network
in Oracle Cloud Infrastructure through the Bastion host that has been deployed using JD Edwards EnterpriseOne
infrastructure provisioning.

1. On your Microsoft Windows machine, search for the Pageant application (pageant.exe).

Note: As mentioned in the section "prerequisite" above this program is a standard component of PUTTY for

[ £ Filters
Best match
Pageant

Desktop app

Apps

® Pageant

L2 pageant

Microsoft Windows.

2. Start the pageant application to access the Pageant Key List window.

Pageant Key List i *

Add Key Bemove Key

=

3. Click Add Key and browse to the private key you converted to ppk format in your
local workstation as described in the preceding task "Converting Your Private
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Architecsgp lkeystosppk Format" of this Learning Path. For example: ocI Instance.ppk.

. |
ssh-rsa 2048 000000000 DO XKIXK rsa-key-nnnnnnnrlj
Add Key Remove Key
Help Close

4. Open PuTTY and in the Host Name field, enter the public IP address of the Bastion server (also includes the
NAT server and Server Manager Console).

Note: As a best practice, you can save this PUTTY session for future use when
logging in to machines in the private network known to this Bastion Host.

B PuTTY Confi X
Category:
=-Session Basic options for your PuTTY session
| -legqeng Specify the destination you want to connectto
=) Terminal
.- Keyboard HostName (or IP address) Port
. . Bell XXX XXX XXX XXX J 22
\
El wi:deoa‘::nes Connection type:
; % 5 .'_“1 — — . (- .
I PR (JRaw () Telnet ()Rlogin @ SSH () Serial
-~ Behaviour Load, save or delete a stored session
- Translation .
. Saved Sessions

5. To create an SSH tunnel to the local host, in the Connection node, click SSH, and then click Tunnels.
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parameters subsection, ensure that the Allow agent forwarding option is selected.

B PUTTY Confi L
Category:
=-Session - Options controlling SSH authentication |
| e LD ggmg il
= Terminal || Bypass authentication entirely (SSH-2 only)
- Keyboard Display pre-authentication banner (SSH-2 only)
- Bell
. Features Authentication methods
@"Wi"dw Attempt authentication using Pageant
0 g‘;::;‘:‘;ce ] Attempt TIS or CryptoCard auth (SSH-1)
[ Attempt "keyboard-interactive” auth (SSH-2)
Ssgchon _ || Authentication parameters
.~ Colours = : .
=} Connection Allow agent forwarding
Data || Allow attempted changes of username in SSH-2
- Proxy Private key file for authentication:
- Telnet B
Hlogln rnowse...
=-SSH
| Kex
| |-TTY
X117 P
— Tunnels
- Bugs hd
[ About I l Help ] I Open I [ Cancel ]

7. Under Private key file for authentication, click the Browse button to select the Bastion.ppk

key that you converted to ppk format in your local workstation as described in the
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Category-
Keyboard ~ Options controlling 55H authentication
Bell
Features Display pre-authentication banner (SSH-2 only)
- Window []Bypass authentication entirely (SSH-2 only)
Appearance
Behaviour Authentication methods
[ Tra“EI?'""‘” [+] Atempt authentication using Pageant
¥ 22:231‘:“ (] Attempt TIS of CryptoCard auth (SSH-1)
= Connection [+] Atempt "keyboard-interactive” auth (SSH-2)
Uan Authentication parameters
Proxy
Telnet [+] Allow agent forwarding
Rlegin Allow attempted changes of usemame in SSH-2
= SSE nvate key file for authentication:
e -
Hostkeys |E|aslm n.ppk
Ciphar
+ Auth
TTY
X1
Tunnels
Bugs
More bugs w
About Help Qpen Cancel

8. To create an SSH tunnel to the local host, in the Category section, expand the Connection node, expand the
SSH node, and click Tunnels.

9. Inthe Options controlling SSH port forwarding section, enter the port number in the Source Port field. You can
choose any port that is free on your local machine. For example, 33389.

10. In the Destination field, enter the private IP address of the server you want to connect to and port 3389.
11. Click the Add button to add the port.
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Archeciafter- 98l éeliek tHE Add button, confirm that the IP address and the port are added as shown below.
Qe Pl X
Category:

—J-Session - Options controlling SSH port forwarding

- Logging
—J- Terminal .
' Keyboard ¥ |Local ports accept connections from other hosts

- Bell | |Remote ports do the same (SSH-2 only)
- Features

i Mo Forwarded ports:
- Appearance 1
- Behaviour
- Translation
i Selection
. ~Colours
=]-Connection Source port 33389 Add
Data
Proxy Destination <private ip address>:3389

- Telnet @) Local () Remote (") Dynamic
Rlogin

=-SSH @ Auto ©IPv4 C)IPve
' - Kex

+-Auth

LITY

- X11

- Tunnels

- Bugs v

Port forwarding

Add new forwarded port

1]

About | | Help | Open ] ‘ Cancel

13. Ensure that these options are selected:
o Local ports accept connections from other hosts
o Local

o Auto

Note: Before you proceed, as a best practice you should save this PUTTY session for future use when logging
in to machines in the private network known to this Bastion host.
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Archiecigandr Remdte Desktop Connection and connect to localhost: 3389.

| Note: You will lose access to this local host if the PUTTY session becomes inactive.

| Remote Desktop
»¢ Connection

Computer: localhost:3389 v

Username: NNJDEDEP\opc

You will be asked for credentials when you connect.

> Options | Connect ][ Help |

Performing Post Infrastructure Provisioning Tasks

This section shows you how to perform the post infrastructure provisioning tasks.
This section describes these tasks:

Re-enabling SELINUX
- Updating the Microsoft Windows Host File for JD Edwards Enterprise Servers with Load Balancer
- Starting the Database in the Secondary Node in RAC

Prerequisite

- You must have successfully completed the deployment of an orchestration using the JD Edwards One-Click
Provisioning Console.

1. Re-enabling SELINUX

Use this command to check the status of Security Enhanced Linux (SELINUX) on each instance that was
creating by Infrastructure Provisioning in support of JD Edwards EnterpriseOne servers for logic, batch and
Oracle WebLogic servers.

sudo getenforce

If the returned status is Disabled, you can re-enable the extra security restriction provided by SELINUX by
modifying this file:

/etc/selinux/config

Edit the /etc/selinux/config file to change the SELINUX=setting to either of these values:
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or
SELINUX=Permissive

You must reboot the machine for the change to take affect any time you change the /etc/hostname file or
when you change security settings.

After the reboot is complete, run sudo getenforce to confirm that the status of SELINUX is Enforcing or
Permissive, whichever you set.

2. Updating the Microsoft Windows Host File for JD Edwards Enterprise Servers with Load Balancer

You must update the host file of the Microsoft Windows with the following entry if the JD Edwards Enterprise
Servers are configured with the load balancer:

<ip address of actual logic server> <virtual hostname of logic server>
<ip address of actual batch server> <virtual hostname of batch server>

For example, if the private IP address of the logic server is 10.0.0.10, the private IP address of the batch server
is 10.0.0.11, the virtual host name of the logic server is logiclb and the virtual host name of the batch server is
batchlb, then update the host file with the following entry:

10.0.0.10 logiclb
10.0.0.11 batchlb

Note: You must make these entries in both the Deployment Server and the Development Client.

If there are multiple logic and batch servers, when you do package builds on the Deployment Server, you must
further modify the /hosts file to include the private IP address of each logic and batch server. For example, if
you want to deploy a package on a specific private IP address, you must modify the /hosts file to include that
private IP address. For example, if you have a logic server with an IP address of 10.0.0.12 and a batch server with
an IP address of 10.0.0.13, you would change the above entries (10.0.0.10 and 10.0.0.11) so that only the below
entries are in the /hosts file:

10.0.0.12 logiclb
10.0.0.13 batchlb

Similarly, you will need to add entries for each additional logic and batch server for which you want to build
packages.

3. Starting the Database in the Secondary Node in RAC

This section is only applicable for the Production environment, which is the only environment where RAC is
enabled. By following the recommendation in this Learning Path you have previously stopped the database
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recommended procedure is to use a line command as shown below.

srvctl start instance -d <DB _UNIQUE NAME> -i <DB NAME>

where <DB_UNIQUE_NAME> is the name you determined in the preceding OBE in this Learning Path entitled:
Setting Up the Secondary Node .

where <DB_NAME> is name you have given the database and which is appended with a 2. For example, if you
gave the database name as ORCL, then the database name in the Secondary Node is named ORCL2.

a.

Note: At this point, both nodes of the RAC in DB Systems are running. Therefore, when transactions

are submitted to the database by any JD Edwards EnterpriseOne server, the transaction can go to either
node (primary or secondary). If for any reason either node goes down, the transactions from JD Edwards
EnterpriseOne will be served by the node that is running. However, if a node goes down while processing

a transaction resulting in the failure of the database connection, then there is a lag of operation while the
system switches the transactions to the node that is running. Further, if the database is down on both nodes,
and if in start up of the nodes there is a delay of more than 75 seconds, then you must manually restart both
the HTML Server and the Enterprise Server after the database is properly started.

Note: Disaster Recovery. If you are pointing virtual hostname of enterprise servers in hosts file to the
instance in Disaster Recovery (DR) region then you may have to make additional changes described below:

Edit this file:
C:\JDE\oraclel9\product\19.0\client_l\network\admin\tnsnames.ora

Update the below bolded values for HOST= and SERVICE NAME = based on what you have in the DR

region:

JDEORCL = (DESCRIPTION = (ADDRESS = (PROTOCOL = TCP) (HOST =
jdepddbldr.privatregsub.vcndr.oracleven.com) (PORT = 1521)) (CONNECT DATA =
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Architecture Lea(sErvER 3/ DEDICATED) (SERVICE NAME

jdepdb.privatregsub.vendr.oracleven.com) ) )

c. Add the host entry of the standby database host in the hosts file of your instance of Microsoft Windows.
For example:
d.

jdepddbldr.privatregsub.vendr.oracleven. com

To view details of the secondary node in RAC:
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corner.
ORACLE

Cloud Infrastructure

CORE INFRASTRUCTURE

Compute

Block Storage ute Instance

Object Storage hnce on Oracle Cloud Infrastructure.

File Storage
Create an Instance

Networking

DAT: SE

Dashboard

Bare Metal, VM, and Exadata

health updates for Oracle Cloud Infrastructure

Autonomous Data Warehouse

Autonomous Transaction Processing Service Health Status

SOLUTIONS, PLATFORM AND EDGE

Resource Manager ; r‘tm entS

Email Delivery artments wark in Oracle Cloud Infrastructure.

Edge Services

About Compartments

Developer Services

/ERNANCE AND ADMINISTRATION

Identity

Governance

b. From the Navigation Menu, in the Database section, select Bare Metal, VM, and Exadata.

c. Intheleft panel ensure that DB Systems is selected, and also ensure that under List Scope the applicable
COMPARTMENT is selected which contains the DB System with RAC that you created.
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e. Inthe Resources section in the left pane, click Nodes.

The system displays the details of the two nodes as shown below:

—_ ORACLE
= HEND Cloud Infrastructure

£ Y

AVAILABLE

Resources

dbsZ2rac

| Scale Storage Up | | Add 85H Keys | Apply Tag(s)

DB System Information | Tags ‘

Availability Domain: IAUFPHX-AD-2
Shape: VM Standard2.2
Compartment: EnterpriseOne_BM

Available Data Storage: 512 GB
Total Storage Size: 1168 GB
Port:

Host Domain Name:

Scan IP Addresses:

Oracle Database Software Edition: Enterprise Edition Extreme Performance

Nodes

Nodes (2)
Databases (1)
Patches (1)

Patch History (0)

Host Name: dbsZrac2

Private IP Address & DNS Name:

AVAILABLE

OCID: ...cgidéq Show Copy Public IP Address:

AVAILABLE
Host Name: dbsZract Private IP Address & DNS Name:
OCID: ... 466pja Show Copy Public IP Address:
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Setting up Additional Security Configurations

As part of meeting the CIS Benchmarks for secure Linux Machines, you can further secure your One-Click Provisioned
Linux environments by performing the below steps:

These settings in the sshd config file are located at /etc/ssh.

- Disable TCP Forwarding
Edit the /etc/ssh/sshd_config file to set the parameter as follows:
AllowTcpForwarding=no

- Disable Root Login
Edit the /etc/ssh/sshd _config file to set the parameter as follows:
PermitRootLogin=no

Ensure that there are no other entries that might override the above settings. For the settings to reflect, restart
the SSH Service using the below command:

sudo systemctl restart sshd

Closing Port 22 on Public IP for Enhanced Security

For enhanced security, it is highly recommended to close Port 22 (SSH) in both the Security List (VCN/Subnet level) and
the Network Security Group (NSG) after provisioning is complete. This minimizes potential vulnerabilities and aligns
with a stronger security posture.

Follow the below steps to close Port 22 in Security List and NSG:
+ Security List:
a. Navigate to the OCI Console > Networking > Virtual Cloud Networks (VCN)
. Select the VCN associated with your instance.

b
c. Open the Security List attached to the subnet.
d. Locate the ingress rule for Port 22 (TCP) and delete it.

Network Security Group (NSG):
a. Navigate to the OCI Console > Networking > Network Security Groups
b. Select the NSG attached to your instance.
c. Locate the ingress rule allowing Port 22 (TCP) and delete it.

Enabling Oracle Data Guard on Oracle Cloud
Infrastructure

This section describes how to enable Oracle Data Guard on Oracle Cloud Infrastructure by performing these tasks:

- Enabling Oracle Data Guard in Oracle Cloud Infrastructure
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Architec pgstirstaliatiorrdf JD Edwards EnterpriseOne Servers
- Switch Over to the Disaster Recovery (DR) Region
Limitations of Switch Over

Note: It is your responsibility to synchronize and maintain the primary and DR region. For example, such activities
would include such functions as applying security patches, and JD Edwards EnterpriseOne package build and deploy.

Refer to these Oracle web sites for additional details:

« Plan Disaster Recovery for Databases

Using Oracle Data Guard

Enabling Oracle Data Guard in Oracle Cloud Infrastructure

Use this procedure to enable Oracle Data Guard in Oracle Cloud Infrastructure.

Go to the DB system for which you want to enable Oracle Data Guard.
Click Databases on the left panel.
Click on an existing database (for example, ORCL).
Click on Data Guard Associations on the left panel.
Click the Enable Data Guard button.
On the popup screen to enter details, complete these fields:
o Display name

cCUupPUNDA

Enter any name that is different than the primary instance.
o Region

Select the same Disaster Recovery region you have previously chosen.
o Availability domain

Select the same availability domain that is specified for the primary instance.
o Select a shape

Select shape is based on your requirement.

Note: Initially only shapes with a 1 Node Count RAC are supported for use with JD Edwards
EnterpriseOne using Oracle Data Guard on Oracle Cloud Infrastructure.

o Virtual Cloud Network

Select the VCN in the Disaster Recovery region in which you want to provision the standby database
system.
o Subnet

Select the private subnet for use by this Oracle Data Guard.
o Configure network security groups (NSGs)

Leave this checkbox unchecked.
o Hostname prefix

Provide hostname prefix of your choice. Ensure this value is different than that specified for the primary
instance.
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Provide the database password. The standby database admin

password must be the same as the primary database admin password.

Display name @

dbidr
Region

US West (Phoenix) -
Primary dalabass 1§ in négion US Easl jAshburm]
Availabiity domain

LAUF:PHX-AD-1 -
Primary datatre 5 in avalabity domain AU LS-ASHBURN-AD.1
Sedect a shape (7)

VM.Standard2.2 s

2 Awailable Core Count, 1 Node Count
The D system of the prmany databarse has shape Vi Standands 2
Awallabiity domain

IALF-PHX-AD-1 =
Prmary Gataluss 1 in avalabaty domam WUF US-ASHBURN-AD- 1
Select a shape (1)

WM Standard2.2 Change Shape

2 Awallable Core Count, 1 Mode Count
Tree D sysiem of i abase has shags Vi Standan 2
Spacily the network information

Virtual cloud network In JDE_12CDBS  (CHANGE COMPARTMENT)

dec3dr -
o ol ATy ONIADASE'S VCM (5 i ANOINGT Negion, e DA Guaed BS0diaton requings Thal e WK Selgied Dink Puies WON Dasning enabked. LEamm moe
Subnet in JOE_12CDBS (CHANGE COMPARTMENT)
PrivalRegSublreglonal) <

Configure network security groups (NSGs) (7)

Hostname prefix
dbldr

Host domain name:

Host and domain URL Read only

This value i debermined by B hostname prefix and the hos! doman name.

Configure standby database

Database password

Thie Standby databass Aman Dassword must o B Same a5 the: prmary database Momn P

Enabie Data Guard Cancel
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Postinstallation of JD Edwards EnterpriseOne Servers

After you have enabled Oracle Data Guard as described in the preceding procedure, use this procedure to perform
postinstallation for these JD Edwards EnterpriseOne servers:

- Enterprise Server
. HTML Server
- AIS Server

Note: For Deployment Server related additional configuration, refer to the section in this Learning Path entitled:
Performing Post Infrastructure Provisioning Tasks.

Enterprise Server

1. Determine the DB system server name. For example, jdepddb1 or jdepddb1-scan.
2. Login to Enterprise server instance using Putty.
3. Edit the tnsnames.ora file at below location:
/u01/oracle19/product/19.0/client_1/network/admin/tnsnames.ora
4. Update the below bolded values for HOST= and SERVICE= using valid values for your DR region:
JDEORCL =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)
(HOST = jdepddbldr.privatregsub.vcndr.oraclevcn.com)
(PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE _NAME = jdepdb.privatregsub.vcndr.oracleven.com)
)
)

5. From the JD Edwards EnterpriseOne Server Manager Console, navigate to the Enterprise Server instance.
6. Inthe Enterprise Server instance, navigate to Advance Configuration > Database > Database Server Name.
7. For Database Server Name, enter the DB system name for the DR region.
8. If multiple Enterprise Server are in the same DR region, repeat this process for each.
9. Restart each Enterprise Server instance that you modified.
HTML Server
1. Determine the DB system server name. For example, jdepddb1 or jdepddb1-scan.
2. From the JD Edwards EnterpriseOne Server Manager Console, navigate to the HTML Server instance.
3. Inthe HTML Server instance, navigate to Advance Configuration > Database > Database Server Name.
4. For Database Server Name, enter the DB system name for the DR region.
5. On the same screen, update the TNSNAMES.ora file with the below bolded values for HOST= and SERVICE=
using valid values the DR region for your DR region:
JDEORCL =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)

(HOST = jdepddbldr.privatregsub.vendr.oraclevcn.com)
(PORT = 1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE NAME = jdepdb.privatregsub.vcndr.oraclevcn.com)
)
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6. If multiple HTML Servers are in the same DR region, repeat this process for each.
7. Restart each HTML Server instance that you modified.

AIS Server
1. Determine the DB system server name. For example, jdepddb1 or jdepddb1-scan.
2. From the JD Edwards EnterpriseOne Server Manager Console, navigate to the AIS Server instance.
3. Inthe AIS Server instance, navigate to Advance Configuration > Miscellaneous > JDBC URL.
4. Update the below setting with values using valid values for your DR region:

jdbc:oracle:thin:@jdepddbl:1521/jdepdbl.privatregsub.vendr.oracleven. com
5. If multiple AIS Servers are in the same DR region, repeat this process for each.
6. Restart each AIS Server instance that you modified.

Switch Over to the Disaster Recovery (DR) Region

Use this procedure to manually initiate a switch over (also called switchover or failover) to the DR region when the
primary region is malfunctioning or is down.

1. Ensure all servers in DR region are up and running.
2. Go to the DB system instance in the active primary region.
3. Intheleft panel, click Databases to display the list of all of your databases in the region.
4. Click on the database you want to switch over to the DR region. For example, your database might be named
ORCL.
5. In the left panel, click Data Guard Associations.
6. On the right side, click the ellipses and select Switchover.
Resources Data Guard Associations
Backups (0)
RN < () Peer Database  Peer DB System  PeerRole  Shape Availability D
Update History (0) )
- ORCL (7) cr'f_fbdr Standby VM.Standard24  IAUF:PHX-AD
Data Guard Associations (1) (&)

Work Requests (0)

7. The system will take a few minutes to change the DB system that was in the Standby state in the DR region to
the Active state.

At this point users can access the HTML and AIS server instances using the ip/port of the load balancer in the DR
region.
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Limitations of Switch Over

The only instance that was running in primary region and the instance running in DR region that is in sync is the DB
System, which is using Data Guard. When the switch over occurs:

- Any active session of web components at the time of the switch over are lost. Users must login again to the
switch over instances of in the DR region,

- Any currently running JD Edwards EnterpriseOne business function (BSFN) or batch processes (UBE) at the
time of the switch over will fail. To recover, a failed BSFN or UBE must be resubmitted in an instance of DR
region.

Performing Post Installation for the Deployment Server

This section shows you how to perform post installation for the Deployment Server.

After you successfully provision all the Servers using the One-Click Provisioning Console, you must build packages on
your Deployment Server.

Prerequisite

The complete Visual Studio product (which includes the runtime, the compiler, and associated tools) must be purchased
and licensed from Microsoft.

- JD Edwards EnterpriseOne Applications Release 9.2 requires runtime libraries and the full product for Visual
Studio.

General

The Deployment Server that is deployed by the Provisioning Server includes all the required third-party products
including a JDK, E1Local Oracle database, and the EnterpriseOne database client. If you will be performing package
builds, refer to the subsection entitled: Package Build Considerations.

Accessing the Deployment Server

You can access your Deployment Server using Microsoft Windows Remote Desktop Protocol (RDP).
For One-Click Provisioning, you will need the Public IP address of the Deployment Server and the password.

For Infrastructure Provisioning, you will need to connect as described in the section entitled "Connecting to a
Windows Host in a Private Network Through the Bastion Host".

For information regarding the Public IP address, refer to the section of this Learning Path entitled: Accessing the JD
Edwards EnterpriseOne Servers Using Their Public IP Addresses.

The password for the Deployment Server was assigned when you input values in the Deployment Server Instance
screen in the preceding sections of this Learning Path that are titled: Orchestrate a Quick Start Deployment Plan . If
you followed the recommendation, this password should be recorded on the Pre-Install Worksheet .
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Package Build Considerations

In order to build packages on your Deployment Server, you will need to:

Install Microsoft Windows Visual Studio and Windows SDK
Update Visual Studio Version in the jde.ini File

Refresh CNC Data in JDEPLAN

Build a New Client Package

Build a New Server Package
Install Microsoft Windows Visual Studio and Windows SDK

The One-Click Provisioning Server delivers a Deployment Server to Windows 2022 Standard with most of the software
already installed with the exception of Microsoft Windows Visual Studio and Microsoft Windows Software Development
Kit (SDK). Refer to the JD Edwards Deployment Server Certification page for current updates on supported software
versions and software prerequisites. The Certification page can be accessed through the Oracle Support Portal:

https://www.oracle.com/support/index.html

The Visual Studio runtime libraries (which are partial products with no development tools) for each supported release
of Visual Studio are freely available from the Microsoft Download Center. The complete Visual Studio product (which
includes the runtime and the compiler and associated tools) must be purchased and licensed from Microsoft.

As of the general availability of JD Edwards EnterpriseOne One-Click Provisioning for Tools Release 9.2, the following
versions and associated links and navigation are valid.

- Visual Studio 2022 Full Product

Note: You need Visual Studio 2022, which is a licensed product from Microsoft, if you plan on building
packages on the Deployment Server. https://visualstudio.microsoft.com/downloads/

Microsoft Software Development Kit (SDK) for Windows 11

Note: Although the SDK download is labelled as Microsoft Windows 11, the same download is applicable

to both Windows Client 11 and Windows Server 2022. This SDK is specifically required for any Microsoft
Windows-based machine that is building JD Edwards EnterpriseOne packages.Windows Software
Development Kit Version 10.0.22621.0 https://msdn.microsoft.com/en-us/windows/downloads/sdk-archive

Update Visual Studio Version in the jde.ini File

Ensure that you set the correct version of Visual Studio in the [gpE_ce} section of the jde. ini file on the Deployment
Server. For details, refer to this document on Oracle Technology Network (OTN) for instructions:

JD Edwards EnterpriseOne Development Client Installation Guide for Oracle WebLogic Server (WLS) and WebSphere
Application Server (WAS) Express.

Understanding the Development Client Installation

Installing Compiler, Linker, and Software Development Kit (SDK)

Updating the jde.ini File
Refresh CNC Data in JDEPLAN
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THe ESO Proded hikechaibked to include automatic generation of OCM mappings and tables for tables that are not in
Business Data. In order for this process to work correctly, you must update the CNC information in JDEPLAN before
applying any Tools-related ESUs. Also if you have multiple Enterprise Servers, Database Servers, or both, you must
perform this procedure in order to synchronize data between the System and Planner pathcodes before you proceed
further.

1. Signinto JDEPLAN.
Run R9840C, and copy system/planner information

from: System - 920
to: Planner — 920

I Note: R9840C will copy any missing CNC from System to Planner.

3. Run R98403A, choosing version XJDEOOO4, for syncing the data from System — 920 to Planner — 920 database.
4. Change the Data Selection to F98611.
5. Change the Processing Options as follows:

o Source Data Source = System - 920
o Target Data Source = Planner — 920
o Proof Mode =1

o Replace Duplicates =Y

o Clear Table=N

Using these processing options, running the R98403A will add any missing data source definitions in JDEPLAN with the
correct definitions from System - 920.

Build a New Client Package

You must build a new Client package in order to obtain source files for the path code and to build future update
packages against.

Note: Update packages against the delivered FA packages (PS920FA, PY920FA, PD920FA, and DV920FA) is not
supported.

Due to space considerations on the p:\ drive, you will need to move the p:\software directory and all of its contents to
the c:\ drive or another computer. For example:

1. Add a new directory under the c:\ drive labeled:

C:\SoftwareBKUP
2. Copy the p:\software directory (and all its contents) to the c:\softwareBrup directory.
3. Delete the o:\Software directory.

Complete the following steps to build a full package by following the standard procedure to build a full package with the
following important distinctions.

Note: The creation of update packages against the delivered FA packages (PS920FA, PY920FA, PD920FA, and
DV920FA) is not supported. In order to build update packages in the future, you must build and deploy a new full
package.
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1. On thelast screen of the Build Definition, on Package Assembly — [Package Build Revisions], select the

Compression Options tab.

2. Ensure the Compress Foundation check box is selected. This is required to recompress the system folder on
the Deployment Server to create a new systemcomp directory that includes a JRE. This JRE is required for use

by the Development Client.
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Note: If you encounter NER failures during your full package build (server side only), to resolve these failures refer

to the My Oracle Support Doc Id 1950295.1 at this link: https://support.oracle.com/epmos/faces/DocumentDisplay?

id=1950295.1

Build a New Server Package

As a best practice it is strongly recommended that you build a new server package. For multiple Enterprise Server

environments, the procedures in this section are mandatory.
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Considerations for Development Client

This section explains the required considerations before you create the Development Clients.

Prerequisites

- If you want to install a JD Edwards EnterpriseOne Development Client that will work with JD Edwards
EnterpriseOne One-Click Provisioning, you must manually provision an additional Microsoft Windows machine.
After the Microsoft Windows machine is provisioned, the process to set up and install a Development Client is

the same regardless of where the client is installed.

- You must also install all the required third-party software and build a full client package on the Deployment

Server.

- Refer to the JD Edwards EnterpriseOne Development Client Installation Guide for detailed instructions.
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Considerations for Development Client

Consider the following requirements before you create the Development Clients:

Microsoft Windows machines must be on the same private network on which the JD Edwards EnterpriseOne
Database Server and Enterprise Server exist, and the machines must be able to communicate with those
servers.

Ensure that a full package build is completed on the Deployment Server. This package build creates the
Development Client package installation. The delivered FA package will technically install a Development Client,
but such a Development Client is not suitable for most developer activities.

Ensure that IPv6 is disabled on the Microsoft Windows machine on which you will install the JD Edwards
EnterpriseOne Development Client.

Run this command to disable IPvé:

reg add hklm\system\currentcontrolset\services\tcpipé6\parameters /v DisabledComponents /t REG_DWORD /d
OXFFFFFFFF

Use ipconfig to verify that the status of IPv6 is set to disabled.

Obtaining and Installing CA Certificates in the Oracle
WebLogic Servers and the Deployment Server

This section shows you how to obtain and install CA Certificates in the Oracle WebLogic Servers and the Deployment
Server.

The deployment of JD Edwards EnterpriseOne One-Click Provisioning includes temporary Certificate Authority (CA)
certificates. Because these certificates are set to expire at preset and non-extendable times, you must obtain and install
your own CA certificates. These must be certificates that are verified by a verified CA authority such as Entrust and
Symantec Corporation.

Prerequisite
Installed Java Keystore.

The following outlines the general procedure to create a Keystore and to generate a Certificate Signing Request (CSR).

1. Inyour local environment, obtain and install a Java Keystore. This is a repository for security certificates — either

authorization certificates or public key certificates — plus corresponding private keys. These keys are used for

SSL encryption by the Oracle WebLogic Server. A file with extension jks serves as keystore.

From the Keystore, generate a Certificate Signing Request (CSR).

Export the Certificate Signing Request (CSR).

Validate the CSR. For example, you could use the validation tools provided by Symantec such as "checker".

Submit the CSR to the Certificate Authority such as Entrust or Symantec Corporation.

Upon return receipt, import the validated certificates to the Keystore for each server. That is, each server that

must communicate with another must have its own certificate plus that of the target server. In this case, the

HTML Server must have its own certificate plus that of the AIS Server, and vice versa.

7. Logged in as the WebLogic Adminstrator, you must manually modify each of these instance of Oracle
WebLogic Server within your One-Click deployment to use the new Keystore:

ocuhWUN
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o Each instance of a JD Edwards EnterpriseOne HTML Server (JAS)
o Each instance of a JD Edwards EnterpriseOne AIS Server

8. You should also modify the parameters using Server Manager to use the https connection for communication
between the HTML Server and the AlS Server.

a. Inthe HTML instance, modify the following Web Runtime parameters to use https, a fully qualified
domain name, and https port:

AIS Protocol [i) https j i
AlSHost [il  <Fully Qualified Domain Name:> 8]
AISPort (i) | <HTTPS Port> g

b. Inthe AIS instance, modify the following HTML Server parameters to use https, a fully qualified domain
name, and https port:

HTML Server End Point Host HName

il <Fully Qualified Domain Name> i
HTML Server End Point Port  [i] | «HTIPS Port> ]
HTML Server End Point Protocol [i) https j |

I Tip: After you have SSL configured and tested, it is recommended that you disable all the non-SSL ports.

For additional details on working with CA certificates on your Oracle WebLogic Server, refer to this guide: Administering
Security for Oracle WebLogic Server..

Accessing the HTML Server and AIS Server Through the
Bastion Host

This section shows you how to access the HTML Server and the AIS Server through the Bastion host. This procedure
includes two separate subtasks:

- Accessing the HTML Server Without Using the Load Balancer
« Accessing the HTML Server Using the Load Balancer
Prerequisite

« You must have installed PUTTY on your Microsoft Windows machine. By default, this installation includes the
requisite software component called Pageant (Putty Authentication Agent). The program provides a Secure
Shell (SSH) tunneling method for connecting to Unix or Linux machines through PuTTY.
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ACCHLEIAG T HTVE AAd'AIS Server

This procedure describes how to connect from a Microsoft Windows machine to the JD Edwards EnterpriseOne HTML
or AIS Server in a private network in Oracle Cloud Infrastructure through the Bastion host that has been deployed using
JD Edwards EnterpriseOne Infrastructure Provisioning.

1. On your Microsoft Windows machine, search for the Pageant application (pageant.exe).

Note: As mentioned in the section "prerequisite" this program is a standard component of PuTTY for
Microsoft Windows.

[ £03 Filters .
Best match
Pageant

Desktop app

Apps

= Pageant

L pageant
2. Start the Pageant application for the Pageant Key List window to be displayed.

Pageant Key List i *

Add Key Bemove Key

=
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Archiectliek-Add'Keéyrahd browse to the private key you provided to the Infrastructure Provisioning Console, which is

used to create Compute instances in Oracle Cloud Infrastructure. For example:
OCI_Instance.ppk

. |
ssh-rsa 2048 000000000 DO XKIXK rsa-key-nnnnnnnrlj
Add Key Remove Key
Help Close
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ArchiecoperhPUTTEERd N the Host Name field, enter the public IP address of the Bastion server (also includes the
NAT server and Server Manager Console).

Note: As a best practice, you can save this PUTTY session for future use when logging in to machines in the
private network known to this Bastion Host.

Category:
=-Session | Basic options for your PuTTY session
. ‘~Logging =
; : the destination vou wantto connectto
=) Terminal
: --Keyboard Host Name (or IP address) Port
- Bell XXX XXX XX XXX J 22
E:E]“V;-i-:de;zl.lres Connection type: i ) i
e (JRaw () Telnet ()Rlogin @ SSH () Serial
-~ Appearance
- Behaviour Load, save or delete a stored session
-~ Translation 7
Bt Saved Sessions

5. To create an SSH tunnel to the local host, in the Category section, expand the Connections node, expand the
SSH node, and click Tunnels.

6. On the window for the Options controlling SSH port forwarding, enter the port number in the Source Port field.
You can use any port that is free on your local machine.
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ArchifeciThe sabseguent brocedure differs based on whether you want to access these servers using or without using a
load balancer.
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Accessing an HTML or AIS Server Without Using a Load Balancer

a. Onthe PUTTY Configuration window, in the Destination field, enter the private IP address of the HTML
or AIS Server and the port on which the JD Edwards EnterpriseOne HTML or AIS Server is listening.
b. Click the Add button to add the port.

c. Similarly, one by one you can add ports to as many HTML and AIS servers as you need to access.

Options controling S5H port fonwarding
Port forwarding
[¥] Local perts accept connections from cther hasts
|| Remete ports do the same (SSH-2 anly)

Forwarded porls: Gamaal

Add new forwarded port

Soucepot 8000 [ #ad
Dheestination <WEB_PVT_IP>:<HTML_PORT=>

) Local Remate Dynamic:
@ At IPud IPvE

Accessing an HTML or AIS Server using Load Balancer
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Architecturg L9artHeDestination field, enter the private IP address of the WebLogic load balancer and the port
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on which the load balancer is listening for the JD Edwards EnterpriseOne HTML or AIS Server.

i R’
T
Category:
‘... Features - Options controling S5H port forwarding
B m"izw Port forwarding
- E Be%l::::fs::e Local ports accept connections from other hosts
.. Trandstion | [7] Remote ports do the same (SSH-2 only)
- Selection Forwarded ports:
. - Colours
= Connection
- Data
- Proogy
- Tednek Add new forwarded_ !::.ort." ]
- Rlogin Source port 8000
B-55H E
Eir- Destination <LOGIC_LB_PVT_IP=:<LB| PORT:
- Host keys @ Local () Remote () Dynamic
- Cipher @ Auto ) 1Pvd ) IPvG
[+~ Auth
TTY
¥
- Tunnels
- Bugs
- More bugs  ~

[ Mot || Hep

LOGIC_LB_PVT_IP

You can obtain this private IP address value from this file on the Infrastructure Staging machine:

<JDERefArch_InfraProvisioning>/ElInfraProvisionConsole/outputdson/infraOutput.json

LB_PORT

This value of this port was set when entered it in the Infrastructure Provisioning Console as the LBaaS
Listen Port for HTML. You can obtain this port value from the Oracle Cloud Infrastructure user interface

as shown below:
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Architecture Le = @ e ) L] e

10.

N

PREVIOLIS

Production Environment Information

Database Server Configuration

DL

b. Onthe PUTTY Configuration window, click the Add button to add the port (if you are not using the load
balancer) or the IP address and the port (if you are using the load balancer).

c. Similarly, one by one you can add ports to as many HTML and AIS Servers or load balancers as needed.
Ensure that these options are selected:
o Local ports accept connections from other hosts

o Local
o Auto

After adding all the entries, save these changes and open a new PUTTY session, which will be using the
previously saved changes from the preceding steps.

On your local machine, you can enter the following URL to open a Putty session.
For example, the below URL is for an HTML or AIS Server:
https://localhost:8000/jde

In the above URL, 8000 is the source port that is configured in the PUTTY tunnel.
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9 Performing Optional Tasks

Starting and Stopping the Infrastructure Provisioning
Console

This section shows you how to start and stop the service for the Infrastructure Provisioning Console.
Prerequisite

You must have already created a Linux instance and set up the OpenTofu staging server on it.

Starting the Infrastructure Provisioning Console

On the OpenTofu staging machine on which you have completed all the setup, use this command to start the service for
the Infrastructure Provisioning Console:

sudo systemctl start ElInfraProvisionConsole.service

Stopping the Infrastructure Provisioning Console

On the OpenTofu staging machine on which you have completed all the setup, use this command to stop the service for
the Infrastructure Provisioning Console:

sudo systemctl stop ElInfraProvisionConsole.service

Using Reentrant Mode

This section shows you how to use the reentrant mode of the Infrastructure Provisioning Console for these use cases:

1. Infrastructure Provisioning Failed
2. Scaling Up (Adding) Servers
Prerequisite

- You must have already created a Linux instance and set up the OpenTofu staging server on it.
Using Re-entrant Mode
Two scenarios are supported for the reentrant mode of the Infrastructure Provisioning Console:
Infrastructure Provisioning Failed
- Scaling Up (Adding) Servers
Infrastructure Provisioning Failed

In this case, the user has previously started the infrastructure provisioning process by clicking the Finish button
in the Infrastructure Provisioning Console, and upon execution, the infrastructure provisioning process failed at
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Some peintaePdid ot eédimplete as expected. An example of a failed process is shown in the screenshot below:

L o A Mot secure | htps)ilocalhost:2000
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W
DRAELE 10 Edwards Infrastructure Frowvisioning Conscle Help
Infrastructure Provisioning Lags Fraviin IRROR
= suz NOT STARTED
Edit [ Provizoning Stasus NOT SELECTED

About Oracle )0 Edwards Legal Terrns Contact Us Legal Motices Terms Of Lse Your Privacy Righits
Copyright £ 2018, Gracle andforits affilistes. &l rights reserved. Oracke and lava are regi

trademarks cf Srade ang/or its affiliates. Other r may be tracemarks of their respective g

Int=l and [ntel Xeon are tragemarks or registered trademarks of

To invoke the reentrant mode, click the Edit button to return to the input screen of the Infrastructure Provisioning
Console. At this point you can navigate to the final screen in the Provisioning Console and again click the Finish button.
The infrastructure provisioning process will resume from the point where it previously stopped.

Scaling Up (Adding) Servers

If you have completed infrastructure provisioning successfully, you can reenter the Infrastructure Provisioning Console
to scale up (add) servers.

1. Start the Infrastructure Provisioning Console on the OpenTofu staging server. For this tutorial the server is
located here:

https://localhost:3000

2. After the Infrastructure Provisioning Console is running, if required you can increase the server count in the
input screen. When all the counts are set, click the Finish button to provision additional servers.

Note: When you are adding Enterprise Servers or HTML Web Servers, you should expect downtime for the
existing servers that are running until the infrastructure provisioning is complete.
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Creating an Oracle Web Application Firewall (WAF) Policy

This section shows you how to configure an Oracle Cloud Infrastructure service for a Web Application Firewall (WAF)
policy for use with Oracle JD Edwards EnterpriseOne.

WAF is designed to protect applications from malicious and unwanted internet traffic with a cloud-based, PCI-
compliant, global web application firewall service. By combining threat intelligence with consistent rule enforcement on
Oracle Flexible Load Balancer, Oracle Cloud Infrastructure Web Application Firewall strengthens defenses and protects
internet-facing application servers and internal applications. For additional information, refer to this Oracle Cloud
Infrastructure documentation: Web Application Firewall Policies.

This section describes how to create a WAF policy with these characteristics:

Basic Information
Access Control
Rate Limiting
Protections
Select Enforcement Point
6. Review and Create the WAF Policy
Creating an Oracle Web Application Firewall (WAF) Policy

A WN

In Oracle Cloud Infrastructure, search for "Web Application Firewall".

1. Click "Create WAF Policy”.
2. On Basic information complete fields for name and compartment.
3. You also need to define the Actions as per your requirement.
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Archijeclied g Nextbitton.

= ORACLE Cloud  web application firewall

Create WAF policy

Basic information Basic information

Access control . . .
WAF policies encompass the overall configuration of your WAF service.

Rate limiting
Name

Protections |

Select enforcement point i

Review and create WAF policy compartment
jde {root)

v Actions (3)

You can define commaon actions here that can be reused between different WAF mo

Add action Delete

Name Action type

Pre-configured Check Action Check

Pre-configured Allow Action Allow

Pre-configured 401 Response Code Action Return HTTF
0 Selected

-0— -
52 Show tagging

MNext Cancel
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ArchBecOreA&RSs Tontrd] (optional), if you want to add access rules, click the Add access rule button.

Note: Since access control requirements vary based on organizational security policies, Oracle recommends
that customers configure rules based on their specific requirements.

6. Click the Next button.

Create WAF policy

Basic information ACCESS Contrﬂl Optional

Access control

WAF access control consists of creating and managing access rules for requests and respc

Rate limiting
: | bdl Enable access controll
Protections
nable 1o specily achons Tor requests and responses that meet various conditions.

Select enforcement point

Review and create Request control

Access rules

Add access rule Change action Delete

Order Rule name Action name

Mo rules.

0 Selected

Default action

You indicate how access rules should handle requests that don't match any rule group
whether you define rule groups for the policy.

Action name

Pre-configured Allow Action

Action type: Allow (i)

7. On Rate Limiting, if you want to allow inspection of HTTP connection properties and limit the frequency of
requests for a given key., click the Add rate limiting rule button.

Note: Since rate limiting requirements vary based on organizational security policies, Oracle recommends
that customers configure rules based on their specific requirements.
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Create WAF policy

Basic information Rate IImItlng Optional

Access control - : : i i .
- Rate limiting allows inspection of HTTP connection properties and limits the frequency of ri

Rate limiting
Protections [ Enable to configure rate limiting rulea

Select enforcement point

Rate limiting rules

Add rate limiting rule Change action Delete

Rule name Configurations

Review and create

Mo items four

0 Selected
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ArchideCOreProtéctiohs3Jou can create rules to determine if a network request is allowed but logged, or is blocked
entirely.

For use with JD Edwards EnterpriseOne, Oracle recommends that you configure Protection Capabilities as
follows:

o Click the Enable to configure protection rules button.

o Select the Condition type for the protection rules you are adding.
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Architecture, L qpéfingalPthe rules you want to set for incoming requests by clicking the Choose Protection Capabilities
button.

= ORACLE Cloud Web Application Firewall

Add protection rule

Name

JDE_WAF_Rules

Conditions (optional)

When the following Conditions are met...

Condition type Operator
Path >ls
Rule action

Then perform the following action.

Action name

Pre-configured 401 Response Code Action

Select Check for testing when setting up for the first time.

Action type: Return HTTP response (i)

Response code: 401 Unauthorized

»  Show header details

»  Show response page body details

Body inspection

Body inspection improves protection capabilities by enabling the inspection of the HTTP request body. Note that enabling b
capabilities that have reguest body inspection conditions can apply this feature. Learn more about body inspection.

Enable body inspection
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Architecture, L & 5EGWIIA the screen shot above, the recommended set of Protection Capability IDs for JD Edwards
EnterpriseOne includes:

- 9420000
- 9410000
- 9330000
- 9320001
- 9320000
- 930120

- 9300000
- 920390

- 920320

- 91100

Note: Since protection requirements vary based on organizational security policies, Oracle recommends
that customers configure rules based on their specific requirements. For any rules that you create, Oracle
recommends that you follow all the system-suggested actions for a triggered rule based on the condition you
are setting.

10. Click the Next button.

Create WAF policy

Basic information Protections Optional

Access control . L : . .
Protection rules determine if a network request is allowed but logged, or is blocked entirely.

Rate limiting
Protections | Enable to configure protection rules I
Select enforcement point
Review and create Request protection rules
Add request protection rule Actions
Rule name Protection capabilities Default a
No items foun
0 Selected

11.  On Select Enforcement Point, you can configure your Load balancer with an HTTP listener. Additionally, you
can add firewalls by selecting the specific in-region application delivery resources to secure.

Note: Since enforcement requirements vary based on organizational security policies, Oracle recommends
that customers configure this functionality based on their specific requirements.
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Archipeclie e Nextbitton.
Create WAF policy

Basic information Select enforcement point Optional

Access control . . .
Use this to enforce web application firewall security on your load balancer.

Rate limiting
Protections @ Configure your Load balancer with an HTTP Iistener.
Select enforcement point You can generate security logs for your firewalls after you create your WAF policy. |

insight into your WAF performance. See Firewall Management for maore informatior

Review and create

Add firewalls

Select in-region application delivery resources to secure.

Load balancer in jde (root) (Change Compartment)

Ensure your load balancer can communicate with your origin.

13. On Review and Create, review your settings and when approved, click the Create WAF policy button to
complete the process.
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10 Troubleshooting Your Infrastructure
Provisioning Deployment

Troubleshooting Your Infrastructure Provisioning
Deployment

This section lists the troubleshooting topics and resolutions.

Finding the Infrastructure Provisioning Logs
The infrastructure provisioning log files on the OpenTofu staging server are located in this directory:

/home/opc/JDERefArch InfraProvisioning/ElInfraProvisionConsole/logs

Viewing the One-Click Provisioning Console Logs

To view the logs for the One-Click Provisioning Console:

1. You must use a private IP address to connect to the Provisioning Console running on the One-Click
provisioning server.

2. To connect to the provisioning server, use the procedure explained in the section “Connecting to a Linux Host
in a Private Network Through the Bastion Host” which is located in the OBE "Connecting to a Host in a Private
Network Through the Bastion Host."

3. After a connection is established with the provisioning server, run the following command in the shell to view
the logs for the One-Click Provisioning Console:

$ sudo journalctl -u E1CloudConsole
4. Press Page-Down to scroll through the logs.
5. Enter Shift + G to scroll to the end of the log.

I Note: The One-Click Provisioning Console logs are completely regenerated each time the console is run.

Finding the One-Click Provisioning Deployment Logs

Use this procedure to create a secure FTP (SFTP) connection from your Microsoft Windows workstation to the JD
Edwards EnterpriseOne Reference Architecture OpenTofu Staging Server.
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ArchBecorthed6gis window, complete these fields:

o File protocol

SFTP
o Host name

Enter the private IP address of the provisioning server.

o Port

Enter the value 22.

o User name

Enter the value opc.

o Password

Chapter 10
Troubleshooting Your Infrastructure Provisioning
Deployment

At this point you cannot enter a password in the FTP program to complete the connection. Instead you
must use the Advanced option and wait until prompted to enter a private key password as described in

Step 3 below.

Erndirgnment
Directories
Recycle bin
Encryption
SFTP
Shell

Connection
Prosy
Tunnal

SEH
Key exchange
Authentication
Bugs

Note

Color -

o Advanced

No changes are required in this section for this purpose.

[CIBypass authentication entirely

Authentication options

E Atternpt authentication using Pageant

[-] Attempt "keyboard-interactive' authentication
Respond with password to the first prompt

of CryptoCard authenticaton (SSH-

Authentication paramaters
| [+] Allows agent forwarding I

Private key file:

[OCI_Instance.ppk
Display Public Key Tools -

GSSAFT
[] Attempt GSSAPI authentication

[] Allowe G5SAPI credential delegation

Help

3. Inthe tree structure in the left pane, navigate to SSH and then Authentication.

4. Inthe Private key file field, use the browse button to locate the private key file. If you followed the
recommendation in the OBE "Connecting to a Host in a Private Network Through the Bastion Host", this file is
named OCI_Instance.ppk.

Note: Ensure that you have checked the option Allow agent forwarding under Authentication parameters.

5. Inthe tree structure in the left pane, navigate to Connection and then Tunnel.

ORACLE
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Archiectomptetethe following fields:

o Host name

Enter the Public IP address of the Bastion Host.<Enter the public IP address of the Bastion host.>
o User name

Enter the value opc.
o Private key file

Use the Browse button to locate the Private <private> key file. If you followed the recommendation
in the OBE "Connecting to a Host in a Private Network Through the Bastion Host", this file is named
Bastion.ppk.

Environment Connect through SSH tunnel
Directories
Recycle bin Host to setup tunnel on
Encryption Host name: Port number:
SFTP <Bastion_Public_IP> 2=
Shell
Connection User name: Password:
Proxy - - =
Tunnel |oPC
S5H
Key exchange Tunnel options
Authentication 1
o Autoselect ~
Bugs Local tunnel port: ]
Hobe
Tunnel authentication parameters
Private key file:
Bastion.ppk

Color = Cancel Help

7. Click the OK button to save the setting and return to the Login screen.

8. Onthe Login screen with all the above fields completed, click the Login button. After the SFTP
program establishes a connection to the OpenTofu staging server, the following warning is displayed:
Warning P

|
j.  Continue connecting to an unknown server and add i
C I host key to a ;'.l-ft:né". : W

The server's hoet key wad not feund = the cache. You Fuve no guissntes that
the server il The computer yoo thek A s

The server's Ed29519 ey detads are:
Algorthms wh-edZ5519 156
SHA-TSE  rSWindestHOT ICHRg Ja TRMg rhine 1 Py W 3nzpnE =
MO% ORI LR b e ek 1 ERE el

 you trust this host, press Ye: To connect without sdding host key to the
cache, preds Mo, T abandon the connection press Cancel.

ooy bey frgerprnits o dipboasrd

I Cancel || Weip

9. On the Warning dialog box, click the Yes button to accept the connection to the “unknown server” to add the
host key of this server to the cache.
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Archidecipfter-fRéEoRiEEtion is made, the SFTP program is ready to be used for file transfers from your workstation
to the JD Edwards EnterpriseOne Reference Architecture OpenTofu Staging Server. For example:

11.  You can locate logs in this directory:

/u01/ElProvisionPrime/log
12. Toinspect the logs, you can copy the directory to your local workstation.

Orchestrating JD Edwards EnterpriseOne Servers Returns IPV6 |s Not
Disabled

Use this procedure if One-Click Provisioning returns this message for any Linux server that you are provisioning:

- |IPV6 Is Not Disabled
a. Ensurethat /ete/sysctl.cont file contains below list of entries:

net.ipvé6.conf.default.disable ipv6 =1

net.ipvé6.conf.all.disable ipv6 =1
b. If the above settings do not exist, you must update the /etc/sysctl.conf file to include the above settings.

Note: A mandatory reboot is necessary in order for the settings to take affect. and reboot the machine.

c. Verify the output of below command to ensure there is no entry for the string "ineté6"

sudo ifconfig | grep ineté6

d. If the string "inet6" continues to occur in the output of the above command output, verify your settings
and ensure that the machine has been rebooted.
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Cleaning Up a Deployment of Infrastructure Provisioning

This section shows you how to clean up your Oracle Cloud Infrastructure environment after a successful or failed
deployment of JD Edwards EnterpriseOne infrastructure provisioning.

Removing All Instance Resources for a Production Environment

Use this procedure to remove all the instance resources in Oracle Cloud Infrastructure that were provisioned by the
deployment of JD Edwards infrastructure provisioning for a production environment in a single availability domain (AD).

1. Navigate to this directory on your OpenTofu staging server:
JDERefArch InfraProvisioning/TerraformScripts/pd
2. Run this command as a single contiguous line command (line breaks below added for clarity):
tofu destroy
-var-file=../inputJson/common. json
-var-file=../inputJdson/pdsubnet. json
-var-file=../inputJson/pd.json
-var db_admin_password='<dbpwd>'
-var dep_ password='<depPwd>'
-var dep_subname='depSubName'

Note: In the above command, the values do_admin password, dep password, and dep_subname do not have to be the
literal values. That is, you use any syntactically valid string such as abc. You must provide a value here, otherwise the
cleanup script will stop at this point and prompt for values. It is not necessary to provide the actual list of subnets to
destroy, although you can provide a list of those subnets if you prefer. The list of subnets includes the admin subnet,
db subnet , mid subnet, and pdDNSZoneName.

Removing All Instance Resources for a Non-Production Environment

Use this procedure to remove all the instance resources in Oracle Cloud Infrastructure that were provisioned by the
deployment of JD Edwards EnterpriseOne infrastructure provisioning for a non-production environment in a single AD.

1. Navigate to this directory on your OpenTofu staging server:
JDERefArch InfraProvisioning/TerraformScripts/nonpd

2. Run this command as a single contiguous line command (line breaks below added for clarity):
tofu destroy

-var-file=../inputJson/common. json
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ArChiteCWaerLPﬂ@_iU g’E@gbthon/pdsubnet .json

-var-file=../inputJson/nonpd. json
-var db_admin_password='<dbPwd>'
-var dep password='<depPwd>'

-var dep_subname='depSubName'

Note: In the above command, the values do_admin password, dep password, and dep_subname do not have to be the
literal values. That is, you use any syntactically valid string such as abc. You must provide a value here, otherwise the
cleanup script will stop at this point and prompt for values. It is not necessary to provide the actual list of subnets to
destroy, although you can provide a list of those subnets if you prefer. The list of subnets includes the admin subnet,
db subnet, mid subnet, and pdDNSZoneName.

Removing a WebLogic Subscription

After you have removed all resources for Production and Non-Production environments, you must run these
commands to remove WebLogic subscription information.

Production Environment
1. Navigate to this directory on your OpenTofu staging server:

cd <root>/JDERefArch InfraProvisioning/TerraformScripts/wlsImageSubscription/pd Subscription
2. Run this command as a single contiguous line command:

tofu destroy -var-file=/home/opc/JDERefArch_ InfraProvisioning/TerraformScripts/inputJson/common. json

Non-Production Environment

1. Navigate to this directory on your OpenTofu staging server:

cd <root>/JDERefArch InfraProvisioning/TerraformScripts/wlsImageSubscription/nonpd Subscription

2. Run this command as a single contiguous line command:

tofu destroy-var-file=/home/opc/JDERefArch InfraProvisioning/TerraformScripts/inputJson/common.json

Removing All Instance Resources for a Disaster Recovery Environment

Use this procedure to remove all instance resources for a disaster recovery environment that was provisioned by the
deployment of JD Edwards EnterpriseOne infrastructure provisioning.

1. Navigate to this directory on your OpenTofu staging server:

JDERefArch_InfraProvisioning/TerraformScripts/pdDR
2. Run this command as a single contiguous line command:

tofu destroy -var-file=../inputJdson/drpd.json -var-file=../inputJson/drcommon.json -var- file=../
inputJson/drpdsubnet. json
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Removing Virtu‘al Cloud Network (VCN) Resources for a Primary Site

Use this procedure to remove all the Virtual Cloud Network (VCN) resources in Oracle Cloud Infrastructure that were
provisioned by the deployment of JD Edwards EnterpriseOne infrastructure provisioning.

1. Navigate to this directory on your OpenTofu staging server:

JDERefArch InfraProvisioning/TerraformScripts/global
2. Run this command as a single contiguous line command:

tofu destroy -var-file=../inputJson/common.json -var-file=../inputJson/vcn.json

Removing Virtual Cloud Network (VCN) Resources for a Disaster Recovery
Site

Use this procedure to remove all the Virtual Cloud Network (VCN) resources in Oracle Cloud Infrastructure that were
provisioned by the deployment of JD Edwards EnterpriseOne infrastructure provisioning.

1. Navigate to this directory on your OpenTofu staging server:

JDERefArch InfraProvisioning/TerraformScripts/globalDR
2. Run this command as a single contiguous line command:

tofu destroy -var-file=../inputJdson/drpd.json -var-file=../inputJson/drcommon.json -var-file=../

inputJson/drpdsubnet. json

Use Case Examples

You may need to clean up infrastructure provisioning in the following cases:

- You want to destroy an existing provisioned infrastructure that you no longer require and want to start a fresh
deployment of infrastructure provisioning.

- You have tried multiple times to rerun a deployment of infrastructure provisioning but the deployment has
failed every time. In this case you may want to start a fresh deployment of infrastructure provisioning.

To remove environments that were provisioned in a single AD, execute these commands in the given order. In these
commands, each paragraph is a single contiguous line.

Non-Production
cd JDERefArch InfraProvisioning/TerraformScripts/nonpd

tofu destroy -var-file=../inputJson/common.json -var-file=../inputJson/pdsubnet.json -var-file=../inputJson/
nonpd. json -var db_admin password='<dbPwd>' -var dep password='<depPwd>' -var dep subname='depSubName'

Production
cd JDERefArch InfraProvisioning/TerraformScripts/pd

tofu destroy -var-file=../inputJson/common.json -var-file=../inputJson/pdsubnet.json -var-file=../inputJson/

pd.json -var db_admin_password='<dbPwd>' -var dep_ password='<depPwd>' -var dep_subname='depSubName'
Global (Virtual Cloud Network Resources - Primary site )

cd JDERefArch InfraProvisioning/TerraformScripts/global
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@orgbigeecsg:%%ey L—egarp—] Q&EQ'( h/ inputJson/common.json -var-file=../inputJson/vcn.json
Production Disaster Recovery

cd JDERefArch InfraProvisioning/TerraformScripts/pdDR

tofu destroy -var-file=../inputJson/drcommon.json -var-file=../inputJson/drvcn.json
Global Disaster Recovery (Virtual Cloud Network Resources — Disaster Recovery site)
cd JDERefArch InfraProvisioning/TerraformScripts/globalDR

tofu destroy -var-file=../inputJson/drcommon.json -var-file=../inputJson/drvcn.json
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11 Considering Optional Administrative Tasks

Understanding JD Edwards EnterpriseOne Security

This section provides an overview of the JD Edwards EnterpriseOne security.
A minimal JD Edwards EnterpriseOne security definition has been shipped with your Database Server.
Prerequisite

A deployment of JD Edwards EnterpriseOne.

JD Edwards EnterpriseOne Security

Follow the instructions in the JD Edwards EnterpriseOne Applications Release 9.2 Installation Guide for Oracle on UNIX
(in the chapter entitled: Performing Post Installation Tasks, in the section entitled: Working With Signon Security and
Table Creation Security to change the passwords within EnterpriseOne for JDE and PS920 so they match any changes
you make to the passwords for the Oracle Database users.

Additionally, for table creation security you should use the Datasource Master application using the Database Privilege
row exit. For further details refer to the JD Edwards EnterpriseOne Tools Security Administration Guide Release 9.2.

JD Edwards One-Click Provisioning provides a preconfigured environment with sample data, user-defined content,
roles, and security permissions. The JDE user id you used to sign on is associated with the SYSADMIN role, which has a
very broad set of permissions. As such, the JDE user will have access to a large number of applications, EnterpriseOne
pages, and other content. UDO View Security has been enabled for 9.2.1.0. It may be necessary to adjust security
accordingly. To modify or set up the permissions for the JDE user or other users that you add to this environment, refer
to Provisioning User and Role Profiles in the JD Edwards EnterpriseOne Tools Security Administration Guide Release 9.2.

Configuring AlS Server Depending on How You Manage
Users

This section shows you how to configure the AIS Server depending on how you manage users.

REST services on the JD Edwards EnterpriseOne AlS Server can use HTTP Basic Authentication for access. Support for
HTTP Basic Authentication is enabled out of the box and is required to run the EnterpriseOne Orchestrator Client, create
custom Java calls from orchestrations, and use the AIS client Java API (versions 1.2.1.x and higher).

Prerequisite

A deployment of JD Edwards EnterpriseOne.
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Configuring AIS Server

When the AIS Server is deployed on Oracle WebLogic Server, the Oracle WebLogic Server may require the following
additional configuration depending on how you manage users:

- If you are maintaining a user registry in Oracle WebLogic Server that matches the user registry in
EnterpriseOne, with identical sets of user names and passwords in each system, you do NOT need to modify
your configuration.

- If you are NOT maintaining identical sets of users in Oracle WebLogic Server and EnterpriseOne, then you need
to perform the following steps to modify your Oracle WebLogic Server configuration. This ensures that Oracle
WebLogic Server will not intercept HTTP Basic Authentication credentials passed from the REST service.

1. In the WebLogic Server domain for your AIS Server, in the Config directory, find the config. xml file.
2. Add this configuration as the last line within the <security-configuration> element, just before the </security-
configuration>tag:

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>

3. Restart the AIS Server for the changes to take effect.

The following is an example of this configuration in the <security-configuration> element:

<node-manager-password-encrypted>{AES}tzAocokzTHACTNNmkuutLPQEpP8bfk7Ble24vmoycooic=</node-manager-password-
encrypted>

<enforce-valid-basic-auth-credentials>false</enforce-valid-basic-auth-credentials>
</security-configuration>

<server>
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12 Upgrading your One-Click Provisioned
Environment

Upgrade Learning Path

The following learning path will guide you through the upgrade process for your One-Click provisioned environment:

Upgrading JD Edwards EnterpriseOne on a One-Click Provisioned Target Environment on Linux
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