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Audience

Preface

Oracle ® Cloud Administering Oracle Cloud Identity Management explains how to
provision Oracle Single Sign-On (SSO)and configure various OAuth resources and
clients using the self-service user interface.

Topics:
e Audience

e Scope of the Guide

Related Resources

e Conventions

This guide is intended for Oracle Cloud account administrators and customers buying
Oracle Cloud services, who want to configure SSO and Identity Federation using
Security Assertion Markup Language (SAML), and manage various OAuth resources
and clients..

Scope of the Guide

The tasks explained in the guide include:
* Single Sign-On (SSO)
*  OAuth resource management

¢ OAuth client management

Shared Identity Management (SIM) uses SAML to function as a SAML service
provider to Oracle Fusion Applications SAML identity provider. This is done through
Oracle Public Cloud support. In addition, SIM operates as a SAML service provider to
federate with a SAML identity provider, such as Oracle Fusion Applications, Oracle
Access Management, Microsoft Active Directory Federation Services (ADFS), and
Shibboleth.

Related Resources

For additional documentation related to your Oracle Cloud service, visit the Oracle
Cloud website at:

http://cloud. oracl e. com


http://cloud.oracle.com

Vi

Open the Support menu at the top of the page and select Documentation to access the
Oracle Cloud Documentation home page. Search or browse the library for

documentation specific to your application, infrastructure, or platform cloud service.

Conventions

The following text conventions are used in this guide:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.
italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.
nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Managing Oracle Single Sign-On

By implementing Oracle Single Sign-On, your users can access multiple Oracle Cloud
services using one set of credentials. Also, logging out of one service logs a user out of
all other services.

As administrator, you configure SSO because you want to use identity federation
between Oracle Cloud as service provider and an external identity provider. This task
requires you to configure Oracle Cloud as service provider, prepare your identity
provider, test your SSO configuration, and finally, enable SSO.

Topics:

*  Overview of SSO Configuration Tasks

e  Exploring the SSO Configuration Page in My Services
* Configuring Oracle Cloud as the Service Provider

¢ Configuring an Identity Provider

¢ Testing SSO

e Problems Identified by Testing SSO

* Enabling SSO

* Enabling Sign In With Identity Domain Credentials
¢ Removing Users

e Updating SSO Metadata

* Troubleshooting SSO

Note: To learn more about the concepts of Oracle Single Sign-On, see About
SSO in Understanding Identity Concepts.

Overview of SSO Configuration Tasks

As administrator, you enable SSO so your users can use their company credentials to
log in to all applications, including Oracle Cloud applications. This requires you to
configure SAML 2.0 between Oracle Cloud and the identity provider.

The following table shows you the steps that you must follow when configuring SSO
on the SSO Configuration page from My Services in Oracle Cloud:

Managing Oracle Single Sign-On 1-1



Exploring the SSO Configuration Page in My Services

Task

Description

Additional Information

Configure Oracle Cloud as a service
provider.

Go to the Users page and then
click the SSO Configuration tab to
configure Oracle Cloud as the
service provider.

Configuring Oracle Cloud as the
Service Provider

Configure an identity provider.

After you configure Oracle Cloud
as a service provider, you
configure your identity provider.

Configuring an Identity Provider

Test Single Sign-On.

Test your SSO configuration before
enabling SSO.

Testing Single Sign-On

Identify problems by testing SSO.

Testing SSO can identify a number
of problems that you must fix
before you can enable SSO.

Problems Identified by Testing SSO

Enable SSO.

You must enable SSO before you
can use it.

Enabling SSO

Enable sign in with identity domain
credentials.

If you want users (such as identity
domain administrators) to log in
using their identity domain
credentials, you must enable this
option,

Enabling Sign In With Identity
Domain Credentials

Remove users.

After you enable SSO, ensure that
users do not have credentials in
Oracle Cloud.

Removing Users

Update SSO metadata. At some point, after you've Updating SSO Metadata
enabled SSO in production, you
might need to update the SSO
metadata.

Troubleshoot SSO. If you can’t resolve a configuration ~Troubleshooting SSO

problem by testing SSO, then you
must troubleshoot the
configuration.

Exploring the SSO Configuration Page in My Services
The SSO Configuration page in My Services helps Oracle Cloud account
administrators and customers buying Oracle Cloud services to configure SSO between
your identity provider and with Oracle Cloud as the service provider.

What You Can Do from the SSO Configuration Page

The following table describes what you can do from the SSO Configuration page:
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Configuring Oracle Cloud as the Service Provider

Tool

Description

Remove Users

Click Remove Users to remove users that you added in
Oracle Cloud before enabling SSO. To learn more about

why you should remove these users, see Removing Users.

Configure 550

Click Configure SSO to start a set of tasks to configure an
identity provider, service provider, and SSO.

To learn more about the configuration steps and the tasks

that you must perform, see Managing Oracle Single Sign-
On.

The Configure an Identity Provider with Oracle Cloud -
Tutorial Series guides you through the configuration steps
for different identity providers.

What You Can See from the SSO Configuration Page
The SSO Configuration page displays the following information:

Field

Description

You can see the status of the SSO configuration when you

/A Not Configured access the SSO Configuration page. Before configuring SSO,

[k

it shows that SSO is Not Configured.

Configure S50

You can start configuring SSO between Oracle Cloud and
your identity provider.

Configuring

Oracle Cloud as the Service Provider

To configure SSO, start with configuring Oracle Cloud as service provider.

To configure SAML 2.0 SSO between Oracle Cloud as service provider and the identity
provider:

1. Go to the My Services dashboard page and click Users. Then click the SSO
Configuration tab.

2. Click Configure SSO.
The Configure SSO page is displayed.

3. Select whether to import identity provider metadata or enter provider the metadata
manually. Your choice depends on whether your identity provider can export
metadata.

4. The next step depends on the selection that you made in Step 3.

a. If your Identity Provider can export metadata, then you can import the
metadata into Oracle Cloud. Select Import Identity Provider metadata. Click
Choose File and upload the identity provider metadata file (such as
idp_metadata.xml).

Managing Oracle Single Sign-On 1-3
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Configuring Oracle Cloud as the Service Provider

b. For the SSO Protocol field, HTTP POST is recommended and is the default.
The SSO Protocol field value refers to the SAML binding that’s used. SAML
bindings define how the SAML protocols map to the type of transport used.
Oracle Cloud supports HTTP POST and HTTP Artifact. The HTTP POST
binding defines how SAML protocol messages can be transported with the
base64-encoded content of a form control within an HTML form. The HTTP
Artifact binding defines how a reference (or artifact) to a SAML request or
response is transported over HTTP; the artifact (a small representation of a
complete SAML assertion) can be embedded in a URL as a query string
parameter, or it can be placed in a hidden form control.

c. Select the User Identifier field. The user identifier is the Oracle LDAP directory
attribute that’s used to map the user information contained in the incoming SSO
SAML assertion to an Oracle Cloud user. It’s either the user's email address or
the user ID. Select User's Email Address.

d. Select the contained in field. If the User Identifier is the user's email address,
then the contained in field must be NamelD.

Note:

If the User Identifier value is the user ID, then the contained in field must be
the SAML attribute and you must specify the name of the SAML attribute for
the contained in field such as SamAccountName in the case of Microsoft
Active Directory Federation Services.

e. Click Save.

L\Edit Federation Configuration

If your identity provider supports metadata export, use the Import identity provider metadata option; Otherwis:
provider metadata manually option to configure Single Sign-on.

@) |mport identity provider metadata

* Load Provider Metadata Browse.. | idp_metadata.xml ﬂ
S50 Protocol  HTTP POST E| 9
Userldentifier Users Email Address E| containedin - MamelD E| (7]

) Enter identity provider metadata manually

f. If your identity provider can’t export metadata, then you must enter metadata
information manually, which means you must also provide the Issuer ID and
SSO Service URL (this is the SAML assertion consumer URL), and indicate
whether Global logout should be enabled. You must also load your identity
provider’s signing certificate and encryption certificate.
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Configuring an Identity Provider

Edit Singhlé\}Sign-On Configuration

If your identity provider supports metadata expornt, use the Impont identity provider metadata option; O
pravider metadata manually option to configure Single Sign-0n.

) Import identity provider metadata
i@ Enter identity provider metadata manually

*lssuerld Mycompany

* Load Signing Cerlificate myCer cer P
Load Encryption Cerificate Mo file selected. ﬂ

* 550 Senvice URL  hitpiserver mycompany.com

Global LogoutEnabled [ @

* 5350 Protocol  HTTF POST E| (7]

*User [dentifier UserlD E| containedin - MamelD E| ﬂ

Configuring an Identity Provider

After you configure Oracle Cloud as a service provider, configure your identity
provider in the Configure your Identity Provider Information section of the SSO
Configuration page.

1. Go to the Users page and click the SSO Configuration tab. Then scroll down to the
Configure your Identity Provider Information section.

2. What you need to configure the identity provider depends on one of the following:

e If your identity provider can import metadata, export the metadata from the
Service Provider to import into the Identity Provider by doing the following;:

a. In the Configure your Identity Provider Information section click Export
Metadata, then select Provider Metadata.

b. Save the metadata to a local file as SP_metadat.xml.

e If your identity provider can’t import metadata, then copy and paste the
provider ID and URLs into a SAML 2.0 file to be used by the identity provider.
Download the certificates from the service provider.

3. Configure your identity provider, using its configuration interface. The
configuration steps are specific to each identity provider.

Managing Oracle Single Sign-On 1-5



Testing SSO

Testing SSO

Test SSO to identify any SSO configuration problems.

Go to the Users page and then click the SSO Configuration tab.

1. On the SSO Configuration page in the Test your SSO section, click Test.
The Initiate Federation SSO page appears.
2. Click Start SSO.

Clicking Start SSO triggers a Federation SSO workflow. You're redirected to the
identity provider’s login page and challenged for authentication.

3. Login as an administrator. After the Federation SSO is performed, the result is
displayed in the Test SSO page.

4. The next step depends on whether the test is successful:
e If the test is successful, then proceed to Enabling SSO.

e If the test is unsuccessful, then view the test results to determine the cause. See
Problems Identified by Testing SSO

Problems Identified by Testing SSO

The Test SSO feature can identify various problems.

The Assertion Couldn’t be Mapped to an Oracle Cloud User

This may occur for the following reasons:
¢ The SIM user corresponding to the identity provider user doesn't exist.

®  Oracle Cloud was incorrectly configured to map the incoming SSO assertion.

An Error Occurs When Oracle Cloud Consumes the SAML Assertion

To resolve this problem:

* Ensure that the Oracle Cloud federation server has the latest identity provider
metadata and signing certificate.

e If the identity provider encrypts the assertion, ensure that the identity provider
has the correct Oracle Cloud encryption certificate.

After Logging Out, the User is Automatically Logged in Again

This typically occurs when Oracle Cloud is wired with the identity provider using
HTTP basic authentication or with Microsoft Active Directory Federation Services
identity provider using Windows Integrated Authentication as the challenge
mechanism. Upon logging out and performing the SAML 2.0 logout protocol, the user
is automatically logged in again. The identity provider can’t log the user out because:

e The browser caches the HTTP basic authentication credentials and thus the
identity provider can’t log the browser out.
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Enabling SSO

* The Windows Desktop machine where the user is signed in automatically signs in
the browser with Microsoft Active Directory Federation Services identity
provider, so the identity provider can’t log the browser out.

To resolve this problem, change the authentication mechanism at the identity
provider.

The Identity Metadata Fails to Be Uploaded from the Console.

To resolve this problem:
e  Ensure that the metadata wasn’t modified.

¢  When downloading the metadata from the identity provider, save it using the File
—> Save As command. That is, don’t copy and paste the contents of the browser,
because this action modifies the contents of the metadata.

SSO Fails Because the Assertion Isn’t Sighed.

The Oracle Cloud federation server requires the SAML assertion to be signed. Ensure
that the assertion is signed and contains a digital signature element, even if the SSO
response is signed.

Problems that Can’t Be Resolved

If you can’t resolve the problem using the Test feature, proceed to Troubleshooting
SSO.

Enabling SSO

Until you specifically enable SSO, you can’t use it. After SSO is enabled, you should be
able to authenticate through the identity provider, after selecting Sign in using your
company ID on the Sign In to Oracle Cloud page.

Go to the Users page and then click the SSO Configuration tab. If the status in the
Enable SSO section is SSO is Not Enabled, and you tested SSO successfully, and you
want to enable SSO, then click Enable SSO to enable SSO for all Oracle Cloud
services. Until you do this, SSO isn’t enabled.

After you enabled SSO, you can disable it from the Enable SSO section of the SSO
Configuration page.

Enabling Sign In With Identity Domain Credentials

After SSO is enabled, users typically sign in using their identity provider credentials. If
you want your users to be able to sign in with their identity domain (Oracle Cloud)
credentials, you need to enable this option.

After you enable SSO, you have the option to allow users to sign in with their identity
domain credentials as well. This option is disabled by default because typically, as
administrator you want to force users to log in using their identity provider
credentials.

To enable the option for users to sign in with their identity domain credentials:
1. Go to the Users page and then click the SSO Configuration tab.

2. Go to the Enable Sign In to Oracle Cloud Services with Identity Domain
credentials section. Click Enable.

Managing Oracle Single Sign-On 1-7



Removing Users

3. A confirmation window appears informing you that after enabling, users that do
have credentials in their identity domains (for example identity domain
administrators), will be able to sign in to Oracle Cloud services using either their
identity provider or identity domain credentials.

Note: You can’t enable signing in with identity domain credentials, if SSO
was auto-configured for your system. The Enable Sign In to Oracle Cloud
Services with Identity Domain credentials button is disabled in this case.

After you enabled sign in to Oracle Cloud with identity domain credentials, you can
disable it from the Enable Sign In to Oracle Cloud Services with Identity Domain
credentials section of the page. This is necessary, if you want to force users to sign in
only with their identity provider credentials.

Removing Users

Remove all users without the identity domain administrator role after you enable SSO.

After you enable SSO, only users that have the identity domain administrator role or
were created before SSO was enabled, have credentials in Oracle Cloud. To avoid
maintaining credentials in two places after enabling SSO, you typically delete the
existing users and then reimport them. This step ensures that the users don’t have
credentials in Oracle Cloud and can access Oracle Cloud applications only with their
company credentials.

To delete all users that don’t have the identity domain administrator role assigned:
1. Go to the Users page and then click the SSO Configuration tab.
2. Click Remove Users.

3. A window appears confirming that all users without the identity domain
administrator role will be removed, and that this operation can’t be undone.

4. Click Remove Users to remove all users who don’t have the identity domain
administrator role assigned.

5. A window displays the progress of the removal process, and then the number of
users removed.

Updating SSO Metadata
After you've enabled SSO in production, you might want to update the SSO metadata.
Reasons for updating the metadata include:
e The identity provider or service provider certificate has expired.
¢ The identity provider or provider key has been compromised.
¢ The identity provider URL endpoints need to be updated.

If any of these reasons applies, then:

1. Schedule an update of the SSO metadata in advance, because it requires an outage.

2. Disable SSO using Disable SSO.
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Troubleshooting SSO

Update the identity provider or service provider metadata as needed.
Test the configuration, as described in Testing SSO.

After testing shows that SSO is working correctly, reenable SSO by clicking Enable
S$S0 as described in Enabling SSO.

Troubleshooting SSO

If you can’t resolve a configuration problem by using the Test feature, then
troubleshoot the configuration by following these steps.

1.

2.

Review the Known Issues guide for any similar problem.

Review any changes made on the identity provider and Oracle Cloud service
provider before the problem in the SSO workflow.

Capture an HTTP trace of the SSO workflow, using a tool such as Fiddler Web
Debugging Tool.

Review the workflow to determine the point where the SSO workflow terminated
and which identity-related components are involved: identity provider, service
provider, web tier, gateways, proxies, and firewalls.

Review the protocol messages and component logs to identify exceptions.

Go to MyOracle Support to review known issues and find out if your problem
exists there.

If you've performed all troubleshooting steps and you're confident that the
problem is due to Oracle Cloud, then contact Oracle Support Services. Be ready to
provide all your information, including a Fiddler trace, identity provider metadata,
and identity provider logs.

Managing Oracle Single Sign-On 1-9



Troubleshooting SSO
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Managing OAuth Resources and Clients

OAuth 2.0 is an authorization framework that enables an application or service to

obtain limited access to a protected HTTP resource. In OAuth, the applications are
called clients; they access protected resources by presenting an access token to the
HTTP resource. As an administrator, you configure OAuth resources and clients and
administer them.

Topics:

Exploring the OAuth Administration Page
How Do I Set Up OAuth in Oracle Cloud?
How Do I Administer OAuth in Oracle Cloud?
Registering New Resources in Oracle Cloud
Overview of Managing OAuth Resources
Viewing OAuth Resources

Updating OAuth Resources

Deleting OAuth Resources

Overview of OAuth Configuration Tasks
Overview of Registering OAuth Clients
Registering Client Information In OAuth
Registering an Untrusted OAuth Client
Registering a Trusted OAuth Client

Importing an OAuth Certificate from a Key Pair
Extracting a Certificate by Using openssl

Extracting a Certificate by Using the Certificate Import and Certificate Export
Wizards

Overview of Managing OAuth Clients
Viewing OAuth Clients

Updating OAuth Clients

Deleting OAuth Clients
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Exploring the OAuth Administration Page in My Services

* Managing Client Certificates

¢ Troubleshooting OAuth

Exploring the OAuth Administration Page in My Services

The OAuth Administration page in My Services helps Oracle Cloud account
administrators and customers buying Oracle Cloud services to configure OAuth
clients and resources. You can register new OAuth clients and resources, grant/revoke
API access, and manage the settings of resources and clients

What You Can Do from the OAuth Administration Page

The following table describes what you can do from the OAuth Administration page.

Description

Register a new OAuth resource.

e Register Resource Register
Register resources by importing data from a file.
e Register Resource | Import
Enter the name of a resource (or a part of the
Find Res o 0O name), and then search for OAuth resources.
LY
Register a new OAuth client.
Register
Show all registered OAuth clients.
Showe: All Clients -
Enter the name of a client (or a part of the name),
Find Clie C-'\ and then search for OAuth clients.

Create Key Pair

Crpate a key pair for the OAuth client certificate.

Manage C

rtificates

Download «

wnload OAuth client certificates.
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Exploring the OAuth Administration Page in My Services

What You Can See from the OAuth Administration Page

The OAuth Administration page displays the following information:

Field Description
Register a new OAuth resource.
e Register Resource Register
Register resources by importing data from a file.
e Register Resource | Import
View the various options to edit an existing OAuth
= resource:
— - *  Select Modify to change the properties of the

Madify resource.

e  Select Remove to delete the OAuth resource.
Remove

Enter the name of a resource (or a part of the name),
Find Res o 0O and then search for OAuth resources.

b
Register a new OAuth client.
Register

Show all registered OAuth clients.
Show: All Clients -

Show all OAuth clients that are trusted.
Show: Trusted Clients -

Show all OAuth clients that are untrusted.
Show: Untrusted Clients hd

Show all OAuth clients that are user-defined
Show: User Defined Clie...

Show all OAuth Clients that are created by the
Show: Infrastructure Cli... = infrastructure.
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How Do | Set Up OAuth in Oracle Cloud?

Field Description
Enter the name of a client (or a part of the name), and
F Clie ":-'\ then search for OAuth clients.
Shows the secret of the OAuth client.
Show Secret
o View the various options to edit an existing OAuth
Maodify client:
*  Select Modify to change the client properties.
Import Certificate .

Select Import Certificate to import a new
certificate for the OAuth client.

*  Select Export Certificate to export the existing
client certificate.

Export Cerificate

Remove e Select Remove to delete the client.

Create d key pair for the OAuth client certificate.
Manage Certificates Create Key Pair

View a list of the various client certificate that you can
download. Select the appropriate option to save the
certificate locally.

Download =

OAuth Signing Cerificate

Raot CA Certificate

How Do | Set Up OAuth in Oracle Cloud?

You're an administrator at a company that has purchased some Oracle Cloud services.
You want to configure OAuth to secure access to those services. As an administrator,

you are responsible for setting up OAuth. During set up, you need to configure OAuth
clients and resources in Oracle Cloud.

You have the following responsibilities as an administrator:
¢ Configure and manage OAuth resources.
* Configure and manage OAuth clients.

* Ensure that the communication between different services (on-premises and
cloud) is secure.

The following table describes the steps to follow when setting up OAuth using the
OAuth Administration page from My Services in Oracle Cloud:
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How Do | Administer OAuth in Oracle Cloud?

Task

Description Additional Information

Register an OAuth resource. Go to the OAuth Administration ~ Registering New Resources in Oracle

page to register a new OAuth Cloud
resource.

Register a trusted OAuth client. After you register an OAuth Registering a Trusted OAuth Client

resource, configure and register an
OAuth client.

Decide whether you want the
OAuth client to be trusted or
untrusted.

To register a new trusted OAuth
client, go to the OAuth
Administration page.

Register an untrusted OAuth client.  After you register an OAuth Registering an Untrusted OAuth

resource, you can configure and Client
register either a trusted or an
untrusted OAuth client.

To register a new untrusted OAuth
client, go to the OAuth
Administration page.

Note: To learn the difference between trusted and untrusted OAuth clients,
see OAuth Client Types and Digital Signatures in Understanding Identity
Concepts.

How Do | Administer OAuth in Oracle Cloud?

As an administrator, you're responsible for managing OAuth clients and resources in
Oracle Cloud.

Administering OAuth in Oracle Cloud: Task Flow

An OAuth client and an OAuth resource can be managed in different ways. You may
need to get information about an existing client or resource. You can search for an
OAuth client or a resource to get this information. As an administrator, you're
required to modify the configuration of an OAuth client or a resource. If security is
compromised, then you may even need to remove the OAuth client. Similarly, a
protected OAuth resource can also be removed from Oracle Cloud.

This section describes the high-level tasks for administering OAuth in Oracle Cloud.
Both OAuth clients and resources can be administered in Oracle Cloud.

OAuth clients and resources can be managed by using the OAuth Administration
page.

To manage existing OAuth resources:
® Search: See Viewing OAuth Resources.
¢ Update: See Updating OAuth Resources.

®  Delete (Remove): See Deleting OAuth Resources
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Registering New Resources in Oracle Cloud

To manage existing OAuth clients (both trusted and untrusted):
¢ Search: See Viewing OAuth Clients.
e Update: See Updating OAuth Clients

*  Delete (Remove): See Deleting OAuth Clients

To modify the certificates of both trusted and untrusted OAuth clients, see Managing
Client Certificates

Registering New Resources in Oracle Cloud

From the OAuth Administration page, you can register a new resource in Oracle
Cloud. A resource is a protected service in Oracle Cloud. When you register a new
resource, you define some parameters and these parameters are used in authorizing
the client request to those services,

To register new resources in Oracle Cloud using the UL

1. Login to the user’s identity domain in Oracle Cloud and click Users.
2. Click the OAuth Administration tab.
You can see the list of existing resources.

3. To register multiple resources at one time by using the data from a comma-
separated values (CSV) file, click Import.

Import Resource
Import GAuth resources using C3Vfile.

Load CSV File = Fesources.csy

[omen | i

4. To register a new resource, click Register. To register the resource (the * indicates
mandatory fields), enter the following information in these fields :

a. Name: Enter the name of the OAuth resource. If another resource in the same
application already uses this name, then an error is thrown.

b. Application: Enter the name of the application, which is the service name. The
resource is part of the application.

c. Description: Enter a description of the OAuth resource. A description is
optional. If this field is left blank, the description value defaults to the name of
the resource.
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Overview of Managing OAuth Resources

d. API Path: Enter a valid path for the APL. The API path should be an absolute
path that points to the URL of the resource. When registering a resource from
the UI, you can provide only one API path for the resource.

Register Resource
Register OAuth resources you want to share with your clients.

*Mame test_rest 9
Description  sample resource
* Application  jcs 9

* APl Path  www.example.com 9

Comee | o

5. Click Register.

Populating the Audience Attribute for the New OAuth Resource:

When a resource is registered with OAuth, information about the API path is stored in
the Audi ence attribute for the resource. When a client application requests an access
token to access a protected service, OAuth uses this audience information to validate
the API information provided in the access token request.

Overview of Managing OAuth Resources

You can search for an existing OAuth resource, modify its properties, and remove an
OAuth resource, if necessary.

Task Description Additional Information
View OAuth resources. View an existing OAuth resource Viewing OAuth Resources
from the OAuth Administration
page.
Modify OAuth resources. Change the properties of an OAuth Updating OAuth Resources

resource by using the OAuth
Administration page.

Delete OAuth Resources. Remove OAuth resources by using  Deleting OAuth Resources
the OAuth Administration page.

Viewing OAuth Resources

An existing OAuth resource can be viewed at any time from the OAuth
Administration page.

1. Log in to the user’s identity domain and click Users.
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Updating OAuth Resources

2. Click the OAuth Administration tab.

A list of all resources appears, including the resource name, application name,
resource description, resource identifier, and API path.

Sample resource Application: JCS-App

e REgIStEI‘ Resource Register
Find Resource Q
b
Page: 1 Next
test_res?2 id: c307bed5-0133-4f4a-ac85-e62 05654558

API Path: woww.test.com
test_res1 Id: 32b2731c-858d-4159-3455-15a4fa7eB278
Sample resource Application: JC5-App

AP Path: www.example.com

Import

il

I

3. To search for a resource, entering the name (partial name or full name) in the
Search field.

All resources whose names match the pattern text that you enter in the Search field
appear. The following example uses, res2 as search pattern in the Search field. As a
result, only one resource appears (test_res2) because only one resource has res2 in
its name.

Register

e Register Resource
rez2 Q

id: c307bed5-0133-4f4a-acB5-e62c56574558
Application; JCS-App
AP Path: www test.com

test_res?
Sample resource

Import

1

Updating OAuth Resources

The properties of an existing OAuth resource can be modified.

To change properties of an existing OAuth resource using the Ul

1. Login to the user’s identity domain in Oracle Cloud and click Users.
2. Click the OAuth Administration tab. The list of resources appears.

3. Click the Action menu icon to the right of the resource that you want to update. A
menu is displayed with two options: Modify and Remove.
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Deleting OAuth Resources

test_res2 id: c307bed5-0133-4f43-ac65-e52056514559 _E
Sample resource  Application: JCS-App )
API Path: wrw e test.com Modify
move

ld: 3202731 c-8958d-41959-a455-16a4faTed278
Application: JCS-App
APl Path: www example.com

test_res1
Sample resource

4. To change the properties of the resource such as the resource’s description and the
API path, click Modify. The name of the resource and the name of the application
can’t be modified.

Modify Resource

Modify existing OAuth resources.

*Mame test resi o
Description  Sample resource
* Application  JCS-App
*APIPath  www.example.com

Cancel m

5. Click Save.

Deleting OAuth Resources

An existing OAuth resource can be removed at any time.

To delete a resource using the OAuth Administration page:
1. Login to the user’s identity domain in Oracle Cloud and click Users.
2. Click the OAuth Administration tab. The list of resources appears.

3. Click the Action menu icon to the right of the resource that you want to delete.

Select Remove.

test_res?
Sample resource

test_res1
Sample resource

id: c307bedd-0133-414a-ach3-e52 056514550
Application: JCS-App

API Path: www.test.com Modify

Remove
d: 3262731 c-308d-4190-a495-16a4faTed2Ta
Application: JCS-App
AP Path: www.example.com
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Overview of OAuth Client Configuration Tasks

4. The Remove Resource confirmation window appears. Click Remove to delete the
resource.

0 Resource test_res2? will be removed. Do you want to

continue?

Overview of OAuth Client Configuration Tasks

As an administrator, you configure and administer OAuth clients for Oracle Cloud.

These configuration and administration tasks consist of the following:

1. Registering trusted and untrusted OAuth clients using the OAuth administration
UL

2. Importing an OAuth certificate for an OAuth client.

3. Testing the OAuth client registration to ensure that the client is registered
successfully.

4. Viewing OAuth clients from the OAuth administration UI in My Services.

5. Updating OAuth configuration settings and properties by using the OAuth
administration UL

6. Managing client certificates by using the OAuth Administration UL
7. Testing the OAuth configuration.

8. Troubleshooting problems that may occur if OAuth isn’t working properly.

Overview of Registering OAuth Clients

An OAuth client can be confidential or public. A confidential client is an application
that’s capable of keeping a client password confidential to the world, whereas a public
client doesn’t keep a client password confidential. A confidential client can be trusted
or untrusted. OAuth clients, either trusted or untrusted, can be registered using the
OAuth Administration page.

Task Description Additional Information
Register an untrusted Register a new untrusted clientin = Registering an Untrusted OAuth Client
OAuth client. the Register Client section of the

OAuth Administration page in

My Services.
Register a trusted OAuth ~ Register a new trusted client in Registering a Trusted OAuth Client
client. the Register Client section of the

OAuth Administration page in

My Services.
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Registering Client Information in OAuth

Task Description Additional Information
Import an OAuth Associate a certificate with an Importing an OAuth Certificate from a Key
certificate from a key pair.  OAuth client. The OAuth Pair
Administration page provides a
helper function to generate and
download a key pair.
Extract a certificate by On a Linux or UNIX system, use ~ Extracting a Certificate by Using openssl

using openssl| .

the openssl command to extract
the certificate from the key pair
that you downloaded from the
OAuth Administration page.

Extract a certificate by Use the Windows Certificate Extracting a Certificate by Using the Certificate
using the Certificate Import and Certificate Export Import and Certificate Export Wizards
Import and Certificate wizards to extract a certificate

Export wizards.

from the generated key pair that
you downloaded from the OAuth
Administration page.

Registering Client Information in OAuth

When an OAuth client is registered in OAuth, the client information is stored in the
client profile.

The client information includes the client name and its attributes. An OAuth client
created by an identity domain administrator is a user-managed OAuth client. If Oracle
Cloud (Service Deployment Integration team) creates the OAuth client using a script,
then it is a tenant-managed OAuth client. The attributes of the client stored in the
client profile include whether it is tenant-managed or user-managed. The client profile
also includes whether the OAuth client is trusted or untrusted. In addition to these
attributes, the API path information of the client is stored in the Audi ence attribute.

Registering an Untrusted OAuth Client

To register a new client, from My Service, go to the OAuth Administration page, and
then to the Register Client section.

An OAuth client can be trusted or untrusted. By default, any new OAuth client
created in Oracle Cloud is a confidential client (that is, the OAuth client’s credentials
are never exposed directly). To create an untrusted client:

1. Click Register. The Register Client dialog box appears. The * indicates mandatory
fields.

2. In the Name field, specify the name of the client.
3. In the Description field, provide explanatory information about the OAuth client.

4. In the Accessible Resources field, select the API resources to which this client
should have access. This corresponds with the registered resources at the bottom of
the OAuth Configuration page. This is a mandatory field. Select at least one of the
listed APIs. If a single API path has more than one scope defined, the scopes are
listed below the API path. One or more scopes can be selected for a given API path.

5. Leave the Trusted check box empty because this client is an untrusted client.
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Registering a Trusted OAuth Client

6. To upload a client certificate for an untrusted client, click Browse next to Load
Certificate. This isn’t mandatory.

7. To register the untrusted OAuth client, click Register.

Register Client
Register OAuth clients you want to share your resource with.

*Name test client 1 7]
Description Sample untrusted client

* Accessible Resources |:| www test.com/

wWww. example. comy

Trusted? [

Load Certificate No file selected.

el

To learn more about the different fields in a client profile for an OAuth client, see
Registering Client Information in OAuth.

A portion of the client profile for the untrusted client previously registered is in the
following example. The i sTr ust ed flag has a value of FALSE.

<t enant >doml</ t enant >

<nanme>t est _client_ 1</ nane>

<descri ption>Sanpl e untrusted client</description>
<i sDi sabl ed>f al se</i sDi sabl ed>

<appl d>948bb730- a101- 43b9- 9497- d3ca33eb8d7f </ appl d>
<appSecr et >948bb730- a101- 43b9- 9497- d3ca33eh8d7f </ appSecr et >
<cl i ent Type>CONFI DENTI AL_CLI ENT</ cl i ent Type>

<cl i ent Met adat a>

<i sTrust ed>FALSE</ i sTr ust ed>

<i sTenant Managed>t r ue</i sTenant Managed>

</ cl i ent Met adat a>

<activityDat a> <creat edOn>06/ 05/ 2015 02: 23: 18 </createdOn> </
activityDat a>

<audi ences>htt p: // ww. exanpl e. conx/ audi ences>

Registering a Trusted OAuth Client

To register a new trusted client from My Services, go to the OAuth Administration
page, and then to the Register Client section.

2-12 Oracle Cloud Administering Oracle Cloud Identity Management



Registering a Trusted OAuth Client

An OAuth client can be trusted or untrusted. To create a trusted OAuth client:

1. Click Register. The Register Client dialog box appears. The * indicates mandatory
fields.

2. In the Name field, specify the name of the client.
3. In the Description field, provide explanatory information about the OAuth client.

4. In the Accessible Resources field, select the API resources to which this client
should have access. This corresponds with the registered resources at the bottom of
the OAuth Configuration page. This is a mandatory field. Select at least one of the
listed APIs. If a single API path has more than one scope defined, then the scopes
are listed below the API path. You can select one or more scopes for a given API
path.

5. To indicate that the client is trusted, select the Trusted check box. For a trusted
client, you must generate and upload a client certificate, as described in Importing
an OAuth Certificate from a Key Pair. The signing algorithm must be RS256:
RSASSA- PKCS- v1_5 using the SHA-256 hash algorithm.

6. Click Register.

Register Client
Register QAuth clients you want to share your resource with.

*Hame test client 2 7]
Description  Sample trusted client

* Accessible Resources wiww test. com/
wWww. example. com/

Mote: ¥ou must upload a certificate to the client. You can generate a key pair
Manage Certificates, or by other meansg, and vou must extract the certificate
from the key pair. "ou can upload the certificate now or later using the client
action menu.

* Lpad Certificate MyCer.cer

Trusted?

oo |

To learn more about the different fields in a client profile for an OAuth client, see
Registering Client Information in OAuth.

A portion of the prior client profile for the trusted client registered follows. The
i sTrust ed flag has a value of TRUE.

<t enant >doni</ t enant >
<nanme>t est _client_2</ nane>
<descri ption>Sanpl e trusted client</description>

<i sDi sabl ed>f al se</i sDi sabl ed>
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Importing an OAuth Certificate from a Key Pair

<appl d>948bb730- c201- 43b9- 9497-r 54a33eb8d7f </ appl d>
<appSecr et >948bb730- a101- 43b9- 9497- d3ca33eb8d7f </ appSecr et >
<cl i ent Type>CONFI DENTI AL_CLI ENT</ cl i ent Type>

<cl i ent Met adat a>

<i sTrust ed>TRUE</ i sTrust ed>

<i sTenant Managed>t r ue</ i sTenant Managed>

</ cli ent Met adat a>

<activityData> <creat edOn>06/05/2015 02: 23: 18 </createdOn> </
activityDat a>

<audi ences>http://ww. test.com, http://ww. exanpl e.conl </
audi ences>

Importing an OAuth Certificate from a Key Pair

Import and associate an OAuth certificate with an OAuth client. This is mandatory for
trusted clients and optional for untrusted clients.

The OAuth Administration page provides a helper function to generate and download
a key pair, which contains a private key and the corresponding certificate. The key
pair file is in the PKCS#12 format. PKCS #12 is one of the standards called Public-Key
Cryptography Standards (PKCS) published by RSA Laboratories. The file name
extension is usually . p12, but may have the older . pf x extension. You don’t have to
use the helper function. You can generate the key pair by other means. (Some
applications and operating systems include key pair generators.) If you've a certificate
from another signing authority, there is no need to generate a key pair.

1. From the OAuth Administration page, go to the Manage Certificates section, and
then click Create Key Pair.

The Generate Key Pair dialog box appears.

2. Enter the appropriate information in the Subject DN and Key Store Password
fields.

3. Click Generate.

4. After downloading the generated key pair, extract the private key and the
corresponding certificate by using a tool such as the openssl command-line tool
on Linux or UNIX, or the Certificate Import and Certificate Export wizards on
Windows. For more information, see Extracting a Certificate by Using openssl and
Extracting a Certificate by Using the Certificate Import and Certificate Export
Wizards. The extracted file is a DER-encoded certificate. Distinguished Encoding
Rules (DER) define a set of rules for encoding. The certificate file has the
extension . cer.

5. Extract the certificate from the key pair.
The Import Certificate dialog box appears.

6. To associate the certificate with a specific client, see Associating a Certificate with
an OAuth Client.
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Extracting a Certificate by Using openssl

Store the PKCS#12 format key pair securely and don’t share it. The OAuth client uses

this key pair to sign OAuth protocol messages sent to the OAuth service in Oracle
Cloud.

Extracting a Certificate by Using openssl

On a Linux or UNIX system, you can use the openss| command to extract the
certificate from a key pair that you downloaded from the OAuth Configuration page.

To extract the certificate, use these commands, where cer is the file name that you
want to use:

1. openssl pkcsl2 -in store.pl2 -out cer.pem
This extracts the certificate in a . pemformat.

2. openssl x509 -outformder -in cer.pem-out cer.der
This formats the certificate in a . der format.

You can then associate cer . der with a client.

You can also extract the private key by using the command:

openssl pkcsl2 -in store.pl2 -out pKey.pem -nodes -nocerts

For more information, see the OpenSSL documentation.

Extracting a Certificate by Using the Certificate Import and Certificate
Export Wizards

You can use the Windows Certificate Import and Certificate Export wizards to extract
a certificate from the generated key pair that you downloaded from the OAuth
Administration page.

To import the key pair and export the certificate, follow these steps:

1. Open the Certificate Import Wizard on your computer. You might be able to open
it by double-clicking the key pair file. If not, follow these steps:

a. In Internet Explorer, click Tools, and then select Internet Options.
b. Click the Content tab. Click Certificates.
c. Click Import. The Certificate Import Wizard opens.

2. Enter or browse to the file path and click Next. When prompted, enter the
password for the private key. This was specified while generating the key pair
earlier.

3. Select the Automatically select the certificate store based on the type of certificate
check box.

4. Click Next.

5. Click Finish. A dialog box appears indicating that the key pair was imported into
Internet Explorer successfully.

6. In Internet Explorer, click Tools, and then select Internet Options.
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Associating a Certificate with an OAuth Client

7. Click the Content tab, and then click Certificates.

8. Click the Personal tab, and then select the certificate that you just imported.
9. Click Export. The Certificate Export Wizard opens.

10. Click Next.

11. Select the No, do not export the private key check box.

12. Click Next.

13. Select the DER encoded binary X.509 (CER) check box.

14.Click Next.

15. Specify a file path, and then click Save.

16. Click Next.

17. To export the file to your local file system, click Finish. A dialog box appears
indicating that the export was successful.

After completing all steps, you can associate the DER-encoded file with an OAuth
client. For more information, see Associating a Certificate with an OAuth Client.

Associating a Certificate with an OAuth Client

Associate an OAuth certificate with an OAuth client. This is mandatory for trusted
clients and optional for untrusted clients

To associate an OAuth certificate with a specific OAuth client:

1. From the My Services page, go to the OAuth Administration page, and then to the
Register Client section.

2. To associate the certificate with a specific client, click the Action menu for that
client, and then select Import Certificate.

3. To select the certificate file, click Browse, and then click Import.

A success message is displayed.

Overview of Managing OAuth Clients

An existing OAuth client (trusted or untrusted) can be viewed, the properties of the
client can be modified, certificates associated with the client can be managed, and the
client can be removed.

Task Description Additional Information
View OAuth clients. An existing OAuth client can be Viewing OAuth Clients
viewed from the OAuth
Administration page.
Modify OAuth clients. The properties of an OAuth client ~ Updating OAuth Clients

can be changed using the OAuth
Administration page.
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Viewing OAuth Clients

Task

Description

Additional Information

Manage client certificates.

Client certificates can be managed
from the OAuth Administration
page. You can access the root
certificate and the OAuth
certificate.

Managing Client Certificates

Delete an OAuth client.

An OAuth client can be removed
by using the OAuth
Administration page.

Deleting OAuth Clients

Viewing OAuth Clients

View OAuth clients on the OAuth Administration page in My Services.

The OAuth Administration page in My Services lists registered clients. You can view
information about clients in the Register Client section of the page.

e Trusted clients are indicated with the label Trusted.

e The first column of the list indicates the client name.

® The second column lists the ID, type (confidential trusted or untrusted), and
modification information.

¢ Clicking Show Secret displays the client secret string. The client secret is used to
authenticate the identity of the client to the service API when the client requests to
access a user's account, and must be kept private between the client and the APL
Think of the secret string as a passphrase that proves to the authentication server
that the client is authorized to make a request on behalf of the user.

test_client_1
Sample untrusted client

test_client_2
Sample trusted client

Showe: All Clis

id: Sdde1bdé-333e-4adc-Salb-61e571596207

{Type: Confidential

Show Secret

Last Modified On: 03/03/2016 06:44:35

id: a@5ch8d3-61d1-47eb-9988-d7 7a95a04db0

Show Secret

[“yp&: Confidential (Trusted) ]

Last Modified On: 030372016 063712

Show Secret

Secret: EGyWwmOphKHIgBkidPUS
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Viewing OAuth Clients

Search for a Specific OAuth Client Type

e View All Trusted Clients: From the drop-down menu, select Show: Trusted
Clients. All trusted clients (which are confidential by default) are listed. A trusted
client has the Conf i denti al (Trusted) client type.

d Client O Show: Trusted Clie

test_client_2 id: a85ch9d5-5fd1-47eb-9588-d77a95a04dbl
Sample trusted client  Type: Confidential (Trusted)
Last Modified On; 03/03/2016 06:37.12

Show Secret

e View All Untrusted Clients: From the drop-down menu, select Show: Untrusted
Clients. All untrusted clients (which are confidential by default) are listed below
An untrusted client has the Conf i denti al client type.

d Client Q Show: Untrusted C

test_client_1 d: Sdde1bd5-333e-4adc-5a0b-51e57 1586207
Sample untrusted client Type: Confidential
Last Modified On: 03/0342016 06:44:35

Show Secret

e View All User-Defined Clients: From the drop-down menu, select Show: User
Defined Clients. A user-defined client is one that’s created by an identity domain
administrator. All user-defined clients, trusted and untrusted, appear.

d Clignt Q Show: User Define

test_client_1 id: Sdde1bd5-333e-4adc-S5alb-51e57 1556207
Sample untrusted client Type: Confidential
Last Modified On: 03/03/2016 06:44:35

Show Secret

test_client_2 ld: a85ch9d5-5fd1-47eb-9588-d7Ta95a04dbl
Sample trusted client Type. Confidential (Trusted)
Last Modified On: 03032016 06:37:12

Show Secret

¢ View All Infrastructure Clients: From the drop-down menu, select Show:
Infrastructure Clients. An infrastructure client is one that’s automatically created
by the Service Deployment Integration (SDI) team (using a script). No
infrastructure clients are available in the example.

Register

d Client o Show: Infragtructure C... «

[ No clients available. |
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Updating OAuth Clients

Updating OAuth Clients

Modify the properties of an OAuth client on the Modify Clients page.

The properties of an OAuth client such as the description, can be modified. A
previously untrusted OAuth client can be changed to be a trusted OAuth client, so
that the client can now obtain a user token and propagate an end-user identity. APIs
can be granted to or revoked from existing clients. The client certificates can be
reloaded.

Modifying Properties of an Untrusted OAuth Client

You can modify the following client properties of an existing untrusted client:
¢ Edit the description. The client name can’t be changed.
¢ Add new resources or remove existing resources.

*  Change the untrusted client to a trusted client by selecting the Trusted check box.
To change the client from untrusted to trusted, you must upload a certificate.

¢ Upload a new certificate or use an existing certificate.

Modify Client
Modify existing OAuth clients.

* Mame test client_1 |2
Description  Sample untrusted client

* Accessible Resources weiw test.com

Resources can be
added or removed.

WhW WL ExXample.com

res1/path

Ire=/path

new/path161601 If vou select Trusted, you

S —— need to upload a certifeate.

OoOoOoOE

fdafad

Trusted? [

An untrusted client Load Certifizate Mo file selected.

can be made trusted.

Modifying Properties of a Trusted OAuth Client

You can modify the following properties of an existing trusted client:
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Managing Client Certificates

¢ Edit the description. The client name cannot be changed.

* Add new resources or remove existing resources.

e Update the client's public key (reload the client certificate).

* Change the trusted client to an untrusted client by clearing the Trusted check box.

e Upload a new certificate.

Modify Client
Modify existing OAuth clients.

*Name test client_2 a
Description Sample trusted client

* Accessible Resources www test. com

W WL example. com

Resources can he res1/path1

added or removed.
Ires/path

new/path161601

new/path

OOoOOoO0OOO

fdafad

MNote: vou must upload a certificate to the client. You can generate a key pair in
Manage Certificates, or by other means, and vou must extract the cerificate
from the key pair. You can upload the cerificate now or later using the client

Trusted?

Clear the Trusted check action menu.
box to make a trusted
client untrusted. * Load Certificate MyCer.cer

You can reload a

i EIED

Overwriting the Client Profile:

The existing client profile is overwritten based on the changes made to the client. If the
api _pat h is changed (added or removed), then the corresponding Audi ence
attribute of the client changes.

Managing Client Certificates
Trusted and untrusted OAuth clients can use certificates. Client certificates can be
managed from the Ul console.

You can fetch a root certificate authority or an OAuth signing certificate from the
OAuth Administration page.

Download Existing Certificates

To download an OAuth signing certificate or a root certificate authority:
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1. Login to the user’s identity domain in Oracle Cloud, and then click Users.
2. Go to the OAuth Administration page.

3. In the Manage Certificates section, click Download.

Manage Certificates Create Key Pair Download

Manage Cerificates that the Cauth Serder

vill use to sign the token issued 1o the client CwLth Signing Cerificate

Root CA Cerificate

4. To save the OAuth signing certificate to a local folder, click OAuth Signing
Certificate.

5. To save the root certificate authority to a local folder, click Root CA Certificate.

Deleting OAuth Clients

An OAuth client can be deleted at any time.

If either of the following is true, then you must delete an OAuth client and register a
new one :

¢ The client's credentials (password) have been compromised.

*  You want to change certain attributes of the client that can’t be edited through the
UL Examples of such attributes include the client identifier and the client
password.

When an OAuth client is removed, the tokens supplied earlier for the client can no
longer be validated. Also, no new access tokens are provided for the client. Persistent
expired tokens are removed from the database periodically.

1. To delete a client, click the Action menu icon to the right of the client that you want
to remove. Select Remove.

test_client_3 I
Sample client

Modify

Import Cerificate
test client 2 .
sample trusted client Export Certificate

Remave

2. The Remove Client confirmation dialog box appears. To delete the client, click
Remove.
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Remove Client X

0‘ Client test_client_3 will be removed. Do you want to continue?

Remove Cancel

Troubleshooting OAuth

If OAuth isn’t working properly, you must troubleshoot it.

Before contacting Oracle Support:

1. Capture the protocol message requests and responses by using a proxy or logging
the messages.

2. To identify exceptions or deviations, review the protocol messages .

3. Ensure that the credentials being used are valid and that the OAuth client hasn’t
been disabled.

4. Access the MyOracle Support knowledge base to review known problems and
determine whether the problem that you're having has been experienced by
others.

5. If you've performed all these troubleshooting steps and you believe that the
problem is because of Oracle Cloud, then contact Oracle Support Services. Be
ready to provide all your information, including diagnostic data such as protocol
message logs.
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Securing Authorizations in Oracle Cloud

This chapter describes when and how to use authorization grants. An authorization
grant is a credential representing the resource owner's authorization (to access its
protected resources) used by the client to obtain an access token. The OAuth 2.0 core
specification describes different authorization grants. Oracle Cloud supports the
following grant types: resource owner password credentials, client credentials, and
user assertion.

OAuth Endpoints

OAuth endpoints are the URLs you use to make OAuth authentication requests. The
OAuth server exposes a token endpoint that you use to obtain an access token. The
format of the OAuth token endpoint URL is https:/ /<idm-domain>.identity.<data-
center>.oraclecloud.com/oauth/tokens. For example, if the tenant is tenantl, the data
center is Chicago, and the data center code is us2, then the OAuth token endpoint URL
is: https:/ /tenantl.identity.us2.oraclecloud.com/oauth/tokens.

Topics:

e How Do I Use Authorization Grants

* Resource Owner Password Credentials Workflow

e Step by Step Workflow of the Resource Owner Password Credentials Grant
* Using REST API Calls for the Resource Owner Password Credentials Grant
¢ C(lient Credentials Workflow

e Step by Step Workflow of the Client Credentials Grant

e Using REST API Calls for the Client Credentials Grant

*  User Assertion Workflow

e Using REST API Calls for the User Assertion Grant

®  Successful Authorization

e Authorization Error

How Do | Use Authorization Grants?

In Oracle Cloud, an OAuth client makes a Representational State Transfer (REST) API
call to access a protected service. As an administrator, when you secure cloud services,
follow the guidelines to decide which type of authorization grant is suitable. An
authorization grant is a credential representing the resource owner's authorization to
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access its protected resource. The authorization grant is used by the OAuth client to
obtain an access token.

Oracle Cloud supports the following grant types:
* Resource owner password credentials grant
* C(lient credentials grant

*  User assertion grant

Guidelines to Choose an OAuth Workflow
Use the following guidelines to determine which workflow or grant type to use:

Use the resource owner password credentials workflow when:
e The OAuth clients are confidential clients.
® The resource owner has a trust relationship with the client.

* The client application doesn’t need to store the credentials of the resource owner
within the application or on the device.

Using the resource owner password credentials workflow, there are two ways to
request an access token:

* By sending a simple client header in the token request in addition to the user’s
credentials. If you don’t want to use a client assertion, but just the user’s
credentials with a basic client header, then see Obtain an Access Token by Using
the User Credentials Without a Client Assertion.

¢ By using a client assertion in addition to the user’s credentials. To use the client
token and the user’s credentials to request an access token, see Obtain an Access
Token by Using the User Credentials and a JWT Client Assertion.

Using the client credential workflow, there are two ways to request an access token:

¢ By using a simple client header. If you want to use a simple client header, then see
Obtain an Access Token by Using the Client Authorization Header.

* By using a client assertion. After you've a self-assigned client assertion, see Obtain
an Access Token by Using a Self-Signed Client Assertion to request an access
token.

Use the user assertion workflow when:

e The OAuth clients are confidential clients.

e The user’s credentials should never be accessible to the client application.

* The OAuth clients are trusted to assert a user identity on behalf of the user.

Using the user assertion workflow, there are two ways to request an access token:

* By using a user assertion with a simple client header. If you want to use a simple
client header with a self-signed user assertion, then see Obtain an Access Token
by Using a Self-Signed User Assertion and the Client Credentials to request an
access token.

* By using a user assertion with a client assertion. If you do not have a user token,
you first need to build one. If you want to use a client assertion, but don’t have a
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client token yet, then build your own assertion. After you have a client token and
a self-assigned user assertion, see Obtain an Access Token by Using a Self-Signed
User Assertion and a Client Assertion to request an access token.

Resource Owner Password Credentials Workflow

When using the resource owner password credentials grant, the user provides the
credentials (user name and password) directly to the application. The application then
uses the credentials to obtain an access token from the OAuth token service.

The resource owner password credentials grant is a grant workflow where the client
application, together with its client identifier and secret, sends the user name and
password in exchange for an access token. Instead of the user having to log in and
approve the authorization request in a web interface, the user can enter the user name
and password in the client application Ul directly. This workflow has different
security properties than other OAuth workflows. The primary difference is that the
user’s password is accessible to the application. This requires a strong trust of the
application by the user.

Security Properties

If the resource owner password credentials workflow is used, the application needs
access to the user’s credentials only once, on first use, when the credentials are
exchanged for an access token. This means that there is no requirement for the
application to store these credentials within the application or on the device, and
revoking access is easy as well.

Key Characteristics of the Resource Owner Password Credentials Grant
The resource owner password credentials grant:
e Is used with confidential clients.

®  Uses the user name and password of the resource owner.

¢ Isn’t redirection-based; it takes a request only from the client application to the
authorization server, and the user isn’t redirected between interfaces to authorize
the request.

Step-by-Step Workflow of the Resource Owner Password Credentials

Grant

The resource owner password credentials grant workflow allows for the exchanging of
the user name and password of a user for an access token.

When using the resource owner password credentials grant, the user provides the
credentials (user name and password) directly to the application. The application then
uses the credentials to obtain an access token from the service.

Workflow of Resource Owner Password Credentials Grant

1. Obtain user credentials: The user provides the credentials to the application. The
user credentials are the resource owner’s user name and password.

2. Request an access token: The user credentials are exchanged for an access token.
The client application makes a request to the authorization server and includes the
user's credentials and either the client credentials or a client assertion. The client
application can use an already-generated client assertion or build a new assertion.
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Obtain an access token by using different scenarios in the resource owner
password credentials workflow:

¢ Obtaining an Access Token by Using the User Credentials Without a Client
Assertion

*  Obtaining an Access Token by Using User Credentials and JWT Client
Assertion

3. Receive an access token from the authorization server: The authorization server
authenticates the client based on the client identifier and secret, determines
whether it’s authorized for making this request, and verifies that the resource
owner credentials and other parameters are supplied. If everything is verified
successfully, then the authorization server returns an access token in the response.
This is described in Successful Authorization.

If the authorization request fails for any reason, then the authorization server
returns a response containing the information about the error. This is described in
Authorization Error.

4. Use the access token to make a service request: The OAuth client makes a REST
API call to the resource server using the access token to access the protected
resource.

5. Send aresponse: The resource server sends a response to the service request.

6. Grant access to the resource: The enduser or service gets access to the protected
resource.

Using REST API Calls for the Resource Owner Password Credentials
Grant

Get an access token by using different scenarios in the resource owner password
credentials workflow. These scenarios include using the user’s credentials with either
the client credentials or a client assertion.

Task Description Additional Information

Obtain an access token by ~ Get the access token by providing Obtaining an Access Token by Using the User
using the user’s the resource owner’s user name Credentials Without a Client Assertion
credentials and the client ~ and password and the client

credentials. credentials.

Obtain an access token by  Get the access token by providing Obtaining an Access Token by Using the User

using the user’s the resource owner’s user name Credentials and a JWT Client Assertion
credentials and a client and password and a client
assertion. assertion.

Obtaining an Access Token by Using the User Credentials Without a Client Assertion

Using the resource owner password credentials workflow, the OAuth client can obtain
an access token by providing the user’s credentials (that is the user name and
password).

This workflow has a resource owner request that uses the user identifier and
password of the resource owner.
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Obtaining an Access Token by Using the User Credentials

The resource owner password credentials grant workflow, allows you to obtain an
access token by using the user’s credentials.

Parameters used in the access token request:
e X-USER-IDENTITY-DOMAIN-NAME: The name of the identity domain.

* Authorization: Basic: The basic authorization header. The client identifier and
client secret of the client application is base64-encoded and sent in the header. For
example, the Authorization header has the value of
base64encoded(client id:client_secret).

* Content-Type: The type of content that’s sent in the request. It's a URL-encoded
application.

* Request: The type of request that’s sent. Here, it's a POST request to obtain an
access token. This is followed by the authorization server URL which provides
tokens.

e grant_type: The grant type used to obtain the token. In the example that follows,
it’s resource owner password credentials grant. The value of passwor d is given
for this grant type.

¢ username: The name of the user.
¢ password: The name of the password.

* scope: The limit of a particular scope for an access token.

The client identifier and client secret of the client application is base64—encoded and
sent in the header. This is sent along with the user’s credentials to obtain an access
token.

To obtain an access token that contains the user and client credentials, use the
following cURL command:

curl -i -H'X-USER-I DENTI TY- DOVAI N- NAVE:  QAut hTest Tenant 125'

-H "Authorization: Basic

MzAzYTI OOTI t ZDYOZi 00ZTAOLW 30GYt Yj Qz Mz AwNDczMIJi O | 5Sk5NSkdFc0ZqUkxWEVZsdVve!

-H ' Content-Type: application/x-wwformurlencoded; char set =UTF- 8'

--request POST https://<idmdomain>.identity.<data-center>.oraclecl oud. conf oaut h/
t okens

-d 'grant_type=password

&user name=t enant Adm nUser

&passwor d=Fusi onappsl

&scope=http: // www. exanpl e. com

The output of the cURL command is:

{

"expires_in":3600,

"token_type":"Bearer",

"access_t oken": "eyJhbCGei G JSUzI INi | sl nR5¢Cl 61 kpXVCl sl ng1dCl 61 | d3cmwd TIk YXNhSXBHUI 1Bb
FZWSG VQ ZKZyl sl m

t pZCl 61 k9BdXRoVGVzdFR bnFudDEyNS5j ZXJ01 n0. eyJzdW i O JOZWshbnRBZGLpbl VzZXI i LCvenFj bQU
ub2F1dGgudXNl cl 9v

cn naVbf aWRf dH wZSI 61 kx EQVBf VUl El i wi b3JhY2xI LmPhdXRoLnVzZXJf b3JpZ2l uX2l k1 j oi dGVUYW50Q
WRt aWBVe2Wyl i wi aX

Nzl j 0i TOF1dChUZXNOVGVUYWSOMTI 11 wi b3JhY2x! LmPhdXRoLnN2Y19wX24i O JPQXV0aFR! ¢3RUZWshbnQ
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XM VTZXJ2aWNl UHJv

Zm sZSI sl m hdCl 6MITQyNTQy Mz Yx OTAWMOW h3JhY2x| LnmPhdXRoLnBybi 5pZF90eXBI | j oi TERBUF9VSUQ L
ClvenFj bGUUb2F1dG

gud& f Y29udGv4dCl 61 nJl c291cmNl X2Fj Y2Vzc190ay! s| mv4cCl 6MIQyNTQyNz I x OTAWMCW YXVKI j pbl mh
0dHA6Ly93d3cuzxhh

bXBsZS5j b20i XSwi cHJul j oi dGVUYWS0QARt aVBVc2Vyl i wi anRpl j oi ZmEONMNj Nzkt OTFhYi 00NTUzLTk2Z
DQ YTRhZWYxYZhmZm

M3l i wi b3JhY2xI LmdhdXRoLmNsaWudF9venl naWbf awQ O | zMDNhM Q6M 1kNj RhLTRI MDQX Y] c4Zi 1i NDM
zZMDAONz kM i LCIv

cnfj bGUub2F1dGguc2NveGUi G JodHRWG 8vd3d3LmvAYWLwbGUuY29t | wi dXN ci 50ZWshbnQubnt ZS! 61

k9BdXRoVGVzdFRI bm

FudDEYNSI sI nBy YWNs ZS5v YXV0aC5pZF9k X2l kI j oi MTNDN MNzUxMzgzMDI INj Yi f Q. XP4cpr A98Zx_k2Ua
Gx5bYn_GDVJkzf vYo

BnXLZ\WYdMB_Sgkf 8sS2i - | CHFuMygwrvpYudEccpp@nWZYoM J_ZBnA3kvwosnlj -

_DGYr 2aukuBr | M63nf kQ Qokwd_zr Vi INVH

j aawdgr sOr X52NCRwWhxgE3000ahj j 4Er WEG4L9t DEOkz 7YyKFACcPp6t PgQFOBei kVnl hgJAgexq5vABXa_QS
FyRhcsmkOkyN 9Ft X

AKu4CGEh_eOwa@KG eqzgwCsf Rzr i J9ot Zj of bXcabdZpCxEWhf LO6VHFI W 33GQpenpYCA-

Xx8XWrt UR6C_j KE6TI MPp7AzR32Qud

nAA"}

The JavaScript Object Notation web token (JWT) obtained can be decoded and the
claims in the access token can be viewed as follows:

Access Token:

{
alg: "RS256",

typ: "JwWr,
x5t: "Ww epu2dasal pGR- Al VpHkUB6Jg",
kid: "QAut hTest Tenant 125. cert"”

}.

{
sub: "tenant Admi nUser",
oracle.oauth.user_origin_id_type: "LDAP_U D',
oracl e.oauth. user_origin_id: "tenantAdn nUser",
i ss: "OQAut hTest Tenant 125",
oracle.oauth.svc_p_n: "QAut hTest Tenant 125Servi ceProfile",
iat: 1425423619000,
oracle.oauth.prn.id_type: "LDAP_U D',
oracl e.oauth.tk_context: "resource_access_tk",
exp: 1425427219000,
aud: |

"http://ww. exanpl e. conf

]

prn: "tenant Admi nUser",

jti: "fadbcc79-9lab- 4553- 96d4- adaef 1c8f fc7",
oracle.oauth.client_origin_id: "303a2492- d64f - 4e04- b78f - b4330047312b",
oracl e. oauth. scope: "http://ww.exanple.cont,

user.tenant.name: "QAut hTest Tenant 125",

oracle.oauth.id d id: "13463675138302566"

}.

[signature]

Audience and scope claims in the output:

The audience claim in an access token always contains the API path of the resource.

The or acl e. oaut h. scope claim contains the valid API path with the scope in the
response. In the example above, the incoming request has a scope of ht t p: / /

www. exanpl e. com The client audience configuration also has a value of ht t p: //

www, exanpl e. com The OAuth token service validates the incoming request scope
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with the value in the client audience configuration values. If this is a valid request,
then the OAuth token service sends a valid access token response. In this case, both
the audience claim and scope have the same value of ht t p: / / www. exanpl e. com

Obtaining an Access Token by Using the User Credentials and a JWT Client Assertion

The OAuth client can request an access token by providing the user’s credentials (that
is, the user name and password) and a JSON web token (JWT) client assertion.

This workflow has a resource owner request that uses the user identifier and
password of the resource owner, and a JWT client assertion generated by a third party.
When using the resource owner password credentials grant workflow, you can obtain
an access token by providing the user’s credentials and a client assertion. See Step-by-
Step Workflow of the Client Credentials Grant to identify the claims that need to be
part of the client assertion.

Parameters used in the access token request:
¢  X-USER-IDENTITY-DOMAIN-NAME: The name of the identity domain.

¢ Content-Type: The type of content that’s sent in the request. It's a URL-encoded
application.

e Request: The type of request that’s sent. The example uses a POST request to
obtain an access token. This is followed by the authorization server URL, which
provides tokens.

e grant_type: The grant type used to obtain the token. In the example that follows,
the grant type is resource owner password credentials grant. The value of
passwor d is given for this grant type.

¢ username: The name of the user.
¢ password: The name of the password.

e client_assertion_type: The type of client assertion. In Oracle Cloud, it is
jwt _bearer.

e client_assertion: The value of the client token obtained.

* scope: The limit of a particular scope for an access token.

The client credentials are available in the form of an already-generated JWT client
assertion. This is sent along with the user’s credentials to obtain an access token.

To obtain an access token, use the following ¢ URL command:

curl -i -H'X- USER-I DENTI TY- DOVAI N- NAVE: QAut hTest Tenant 125

-H " Authori zation: Basic

MzAzYTI 0OTI t ZDYOZi 00ZTAOLW 30GYt Yj zMe AMNDczMTJi O | 5Sk5NSkdFc0ZqUkxWEVZsdVMVe'

-H ' Content-Type: application/x-wwwformurl encoded; char set =UTF- &'

--request POST https://<idm domain>. identity.<data-center>. oraclecl oud. con oaut h/

t okens

-d 'grant_type=password

&user name=t enant Adm nUser

&passwor d=Fusi onapps1

&client _assertion_type=urn9BAi et f ¥8Apar ans%BAoaut h%3Acl i ent - assertion-typedBA w -
bearer

&client _assertion=eyJhbGei O JSUzI INi I sl nR5¢cCl 61 kpXVCl sl ng1dCl 61 | d3cmvwdTIk YXNhSXBHUI 1
BOFZwSG VI ZK

Zyl sl nt pZCl 61 k9BdXRoVGVzdFR brFudDEyNS5j ZXJOI n0. eyJvenFj bGUUb2F1dGgudGt f Y29udGv4dCl 61
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msaW/udF9hc3N ¢

nRpb24i LCII eHAi O EOM YwMzl 4MzgwVDAS| nNLYi | 61 | MvVREy NDky LWQ2NGYt NGUWNCLi NzhmL W 0Mz MMD
@BMEyYilslmzcy

| 61 k9BdXRoVGVzdFR! bnFudDEYNSI s| nBybi | 61 j MvREy NDky LWQRNGYt NGUWNCLi NzhmLW 0Nz MWDQBMz E
yYi | sl mpOaSl 61 Y

yNzZhYTI OLTUXN Q@ NGEWZCLi YzQxLTI mviVj MGULZj gxZi | sI mBy YWNs ZS5v YXV0aC5zdrmNf cF9ul j oi TOF1
dGhUZXNOVGVUYWE0

MTI 1U2Vydnd j ZVByb2ZpbGUi LCIpYXQ G EOM UOM gwivz gwvDAS | mdy YWNsZS5v YXV0aC5pZF9kX2l ki j oi M
TMON) M2NzUxMzgz M

DI 1IN Yi LCJ1c2WLnR bnFudC5uYWLI | j oi TOFLdGhUZXNOVGVUYWsOMTT 11§ wi b3JhY2x| LnPhdXRoLnByhi

5pZF90eXBl | j oi Q@

XxpZW50SUQ f Q OCHSOFhKIEXp! g31 vE6qWITZ 3t RY449LZ0oBAcc3yDoaMyj S4CZx DDuKx 6MUBpHTkmVoHRZSm
krlLCQzel 51sT_kj E

Hf Nt zwMCl s2r e_Jc Sf Gkvnzv0aCV1ir _Vsdvmmizul hGaOUTu9nkEFz Cq- JNa23eO_dEq8j f P7-

Y7H2KGW uCsl HEEQVi wlega- 4nfu

ZBJ| SvzEqDcY!l PdeOmBgSUF- - | Fui ovgGTKCe97- 0MF34za6SZ0H]v9p3Wesy CS8YV1hcWWTGEXCZ3gALmA-

| OKvaMZNOxM Dot T

5KVICub- i - H6r OuHpkovOCzunf f cuL4cOg5pt r Fv- abn- JP47eNag

&scope=http: // www. exanpl e. com

The output of the cURL command is:

{

"expires_in":3600,

"token_type":"Bearer",

"access_t oken": "eyJhbCGei G JSUzI 1N | sl nR5¢Cl 61 kpXVCl sl ng1dCl 61 | d3cmMwd TIk YXNhSXBHUI 1Bb
FZWSG VQ ZKZyl s

I mt pZCl 61 k9BdXRoVGVzdFR bnFudDEyNS5j ZXJ0I n0. eyJzdWi G JOZWshbnRBZGLpbl VzZXI i LCIvenFj b
GUub2F1dGgudXN

cl 9vem navibf aWrf dH wZS! 61 kxEQVBf VU El i wi b3JhY2x| LmBhdXRoLnVzZXJf b3JpZ2l uX2l ki j oi dGVuY
WB0QNRt aVbVe2Vy

I'iwi aXNzl j oi TOF1dGhUZXNOVGVUYWBOMTI 111 wi b3JhY2x| LmBhdXRoLnN2Y19wix24i O JPQXV0aFR ¢3RUZ
WshbnxM VTZXJ2

aWNl UHJvZm sZSI sl m hdCl 6MTQyNTQy ODA2 CDAWMOW b3JhY2x| LBhdXRoLnBybi 5pZF90eXBl | j oi TERBU
FOVSUQ LCIvenF

bGUUb2F1dGgudG f Y29udGv4dCl 61 ndl c291cmN X2Fj Y2Vzc190ay! sl mv4cCl 6MTQy NTQz MTY2ODAWMOW Y
XVKI j pbl mh0dHA6

Ly93d3cuzXhhbXBsZS5j b20i XSwi cHJul j oi dGVuYWS0QARt aWsVe2Vyl i wi anRpl j of MZnNTMANz ¢ ZTJhY
S000TYWLTgONTU

t ZWJzZj 2N2Zj NDEz! i wi b3JhY2x| LPhdXRoLmNsaWudF9ver navibf awg O | zZVDNhM GBM 1kN RTLTRI

MDQ Y] c4Zi 1i NDM

zIMDAONz Mk i LCIvenFj bGUUb2F1dCguc2NveGUi G JodHRWG 8vd3d3LmvAYWwbGUuY29t | i wi dXNI ci 50
Z\WBhbnQubnFt ZS|

61 k9BdXRoVGVzdFR brFudDEYNSI sI mBy YWNs ZS5v YXV0aC5pZF9k X2! ki j oi MIMONj MeNzUxMzgzMDI 1N Yi

fQ q9yLvZ9RTX1d

f J- B8bcR6s QHKy | SuXol 02t OThCuRKgh9Ej 5Qxj Pea35_YObM O RaUPk-

el EOt px7mib7t LsCHDY02Yt RAKOr KhSPW Vul PsXA

r Tvt i y3qz5UX4nmLhXXoWRwx Uf NuUnlUTen7hhqi gJzxk_V3_BOB50T57a@BCp4QYBI 7HOCeVj RAMcyuf TZESR
L8v_DICP85I xF9G

M xZzLD8-

VTpr nti r gAQ wdDU WRMUX BwAnui 5j f MJIKOKOt k C8ABaUgPAS8Af _H UCT8wn0gY_b1mJHOt qOI s5i _n9t J3f

Dj xcQB

5y0AGVBp2CQyb4b1Hh7BW5TY8HNeA"

}

The JSON web token (JWT) obtained can be decoded and the claims in the access
token can be viewed as follows:

Access token:
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{
alg: "RS256",

typ: "JW,
x5t "Ww epu2dasal pGR- Al VpHkUB6Jg",
ki d: "QAuthTest Tenant 125. cert"

}.

{

sub: "tenant Admi nUser",
oracle.oauth.user_origin_id_type: "LDAP_U D',
oracl e.oauth. user_origin_id: "tenantAdn nUser",
i ss: "QAut hTest Tenant 125",
oracl e.oauth.svc_p_n: "QAuthTest Tenant 125Servi ceProfile",
iat: 1425423619000,
oracle.oauth.prn.id_type: "LDAP_U D',
oracl e.oauth.tk_context: "resource_access_tk",
exp: 1425427219000,
aud: [

"http://ww. exanpl e. cont

1,

prn: "tenant Adm nUser",

jti: "fadbece79-91ab- 4553- 96d4- adaef 1c8ffc7",

oracle.oauth.client _origin_id: "303a2492-d64f-4e04-b78f-0b4330047312b",
oracl e. oaut h. scope: "http://ww. exanpl e. cont',

user.tenant.nanme: "QAut hTest Tenant 125",

oracle.oauth.id d_id: "13463675138302566"

}.

[signature]

Audience and scope claims in the output:

The audience claim in an access token contains the API path of the resource. The

or acl e. oaut h. scope claim contains the valid API path with the scope in the
response. In the prior example, the incoming request has a scope of ht t p: //

www. exanpl e. com The client audience configuration also has a value of ht t p: //
www. exanpl e. com : *. The OAuth token service validates the incoming request
scope with the value in the client audience configuration values. Because this is a valid
request, the OAuth token service sends a valid access token in the response. In this
case, the audience claim has a value of ht t p: / / www. exanpl e. comand the scope
has a value of ht t p: / / www. exanpl e. com

Client Credentials Grant Workflow

Use the client credentials grant when the client itself owns the data and doesn’t need
delegated access from a resource owner, or the delegated access has already been
granted to the application outside of a typical OAuth workflow.

The client credentials grant provides a specific grant flow in which the resource owner
(that is, the user) is not involved. When using this grant, the client application requests
an access token only with its own credentials (the identifier and secret) or an assertion,
and uses the access token on behalf of the client application itself. This grant flow is
best-suited when a service provider wants to provide some API methods that are to be
used by the client application in general, instead of methods that apply to a certain
resource owner, for example, API methods for maintenance. This way of using an API
is also referred to as userless access.

Security Properties

Depending on the use case for which you want to use the client credentials grant flow,
a single set of credentials for a client could provide access to a large amount of data.
The more data a single set of credentials has access to, the greater the risk if the
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credentials become compromised. It’s critical that the credentials used to authenticate
the client are kept confidential. Ideally, these credentials would also be rotated
regularly.

Key Characteristics of the Client Credentials Grant Type
* It’s used by confidential clients.
e  The flow is not redirection-based.

¢ It's useful in cases where the client application communicates with the service
provider directly and not on behalf of a resource owner.

®  The resource owner isn’t part of the flow.

Step-by-Step Workflow of the Client Credentials Grant

The client credentials grant workflow relies on the client being able to properly
authenticate with the authorization server and the client’s authentication credentials
remaining confidential.

When using the client credentials grant workflow, only the client details are used for
authentication and there is no resource owner.

Workflow of the Client Credentials Grant

1. Request an access token: The client credentials are exchanged for an access token.
The client application makes a request to the authorization server, including the
HTTP basic authentication header and optionally a client assertion. The client
application can use an already-generated client assertion or build a new assertion.
The client assertion is a standard JSON web token (JWT), to be signed by a trusted
or confidential client using its private key. Verify that the following claims are
part of the client assertion:

Header

{

"alg": "RS256",

"typ": "JW",

"x5t": "<X5t of the certificate>"
!

Body

{

"exp": <Expiry Time in seconds>,

"sub": "<clientld>",

"aud": [ "oauth.idmoracle.cont ],

"iss": "<clientld>",

"oracle.oauth.sub.id_type": "CientlD",

“prn": "<clientld>",

"jti": "<Gdobally Unique Id representing the token>",
“fat": <lssued at Tine in seconds>,
"user.tenant.name": "<tenantname>",
"oracle.oauth.prn.id_type": "CientlD'

}

Obtain an access token by using different scenarios in the client credentials
workflow:

* Obtaining an Access Token Using the Client Authorization Header
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*  Obtaining an Access Token Using a Self-Signed Client Assertion

Receive an access token from the authorization server: The authorization server
authenticates the client based on the authorization header or assertion sent and
makes a response. If the client is authenticated and the parameters supplied are
valid, then the client gets an access token as the response. This is described in
Successful Authorization

If the authorization request fails for any reason, then the authorization server
returns a response containing information about the error. This is described in
Authorization Error

Use the access token to make a service request: The OAuth client makes a REST
API call to the resource server using the access token to access the protected
resource.

Send a response: The OAuth resource server sends a response to the service
request.

Grant access to the resource: The client (enduser) or service gets access to the
protected resource.

Using REST API Calls for the Client Credentials Grant

Get an access token by using the client authorization header, or a self-signed client

assertion.
Task Description Additional Information
Obtain an access token by  The client application sends an Obtaining an Access Token by Using a Client
using a client authorization basic header to Authorization Header

authorization header.

obtain the access token.

Obtain an access token by  The client application uses a self- ~ Obtaining an Access Token by Using a Self-
using a self-signed client signed client assertion as part of Signed Client Assertion

assertion.

the request to obtain the access
token.

Obtaining an Access Token by Using a Client Authorization Header

The client credentials workflow allows the client application to obtain an access token
by using the basic authorization header.

In Oracle Cloud, all OAuth clients are confidential by default and so their credentials
(cl'i ent_i dand passwor d) are never exposed. The cl i ent _i d and passwor d
credentials are encoded and sent in the basic authorization header. The format used to
obtain the header value is base64encoded(cl i ent _i d: password).

Parameters used in the access token request:

X-USER-IDENTITY-DOMAIN-NAME: The name of the identity domain.

Authorization: Basic: The basic authorization header. The client identifier and
client secret of the client application are base64—encoded and sent in the header.
For example, the authorization header has the value of
base64encoded(client i d: password).

Content-Type: The type of content that’s sent in the request. It is a URL-encoded
application.
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* Request: The type of request that’s sent. In the example that follows, a POST
request is used to obtain an access token. This is followed by the authorization
server URL, which provides tokens.

e grant_type: The grant type used to obtain the token. In the example that follows,
the grant type is client credentials. The value of cl i ent _cr edenti al s is given
for this grant type.

* scope: The limit of a particular scope for an access token.

The client identifier and password are encoded and sent in the basic authorization
header. This is sent to obtain an access token.

To obtain an access token by providing the client credentials, use the following c URL
command :

curl -i -H'X-USER-I DENTI TY- DOVAI N- NAVE:  QAut hTest Tenant 125'

-H "Authorization: Basic

MzAzYTI 0OTI t ZDYOZi 00ZTAOLW 30GYt Yj zMz AMNDczMTJi O | 5Sk5NSkdFc0ZqUkxWevVZsdVve'

-H ' Content-Type: application/x-wwformurl encoded; char set =UTF- 8'

--request POST https://<i dmdomain>.identity.<data-center>. oracl ecl oud. conf oaut h/
t okens

-d 'grant _type=client_credentials

&scope=ht t p: // www. exanpl e. com

The output of the cURL command is:

{

"expires_in": 3600,

"token_type": "Bearer",

"access_t oken": "eyJhbCGei G JSUzI N | sl nR5¢Cl 61 kpXVCl sl ng1dCl 61 | d3cmMwd TIk YXNhSXBHUI 1Bb
FZWSGt VQ ZKZyl sl it p

ZCl 61 k9BdXRoVGVzdFR brFudDEYNS5j ZXJO0I n0. eyJzdW i O | zZMDNhM QBM 1kN RnLTRI MDQX Vj c4Zi 1i N
Dz MDAONz Mk Ml i LCIp

¢3M O JPQXV0aFR ¢3RUZWshbnQxM Ui LCIvenfj bGUub2F1dGguc3Zj X3Bf bi | 61 k9BdXRoVGVzdFR brfud
DEyNVN cnZpY2VQendm

awWkl i wi aWFOI j oxNDI 1NDI y MDk OMDAWLCIvenfj bGUub2F1dGgucHIuLm kX3R5cGUi G JDbG | bnRIRC sl

mv4cCl 6MTQyNTQYNTY5

NDAWMOW b3JhY2x| LmPhdXRoLnRr X2NvbnRl eHQ G JyZXNvdXJj ZVOhY2N ¢3Nf dGsi LCIhdWQ O si aHROc
DovL3d3dy5I eGFt cGxl

Lm\vbSJdLCIwecri O | zZMDNhM QBM 1kN RrLTRI MDQ Y] ¢4Zi 1i NDMz MDAONz MkM i LCIgdGki Oi JI ODEON
j gyOCLKNW yLTQXN kt

ODU3Ny03MTImODMRY] cyNDEi LCIvenfj bGUub2F1dGguY2xpZWs0X29yaWipbl 9pZCl 61 j MMVREYNDky LWQRN
GYt NGUMNCLi NzhnmLW 0

Mz MMVDQBMzEY Yi | sI mBy YWNs ZS5v YXV0aChz Y29wZSI 61 mh0dHAGLY93d3cuzXhhbXBsZS5j h20i LCI1c2VyL
nR bnFudC5uYWLI | | oi

TOF1dGhUZXNOVGVUYWSOMTI 11 i wi b3JhY2x| LmBhdXRoLm kX2Rf aWQi O | x Mz Q2Me Y3NTEz DM U2Ni J9.

hMenwuhj 8h7L7vK60zc

mm xcyVoFbCkLI n80ZZPPI | pf 70- Bahj 3J5vegqTuBl 89pVGR- | y6n2AH

vOyQdVD2Q 08pnU14B3001Z7U_vkxu_pc_3qz5P5Jk0r Dm

xNT3i VeNK2r ht 41aXdQBi XJk GOAk UXpl 6_Mz KSkk YOz Hn7 Pnybki pTf my8j EyRhwYvBGFsW TGp5nl UP6zr m
Tf xAb2g- hgFFV1IH Ggm

TUGKZALc7svXt t kwEuaj V3bWaaFUe8YCQui okR-

nraoOvs18WY08eSoi BPu8eTdp_f f 6VW\pj mvRe4YHv YNWrkbVxP3XD1sRt O Lsgh6

eSqViM K4HFQ'

}

The JSON web token (JWT) obtained can be decoded and the claims in the access
token can be viewed as follows:

Access token:

3-12 Oracle Cloud Administering Oracle Cloud Identity Management



Using REST API Calls for the Client Credentials Grant

{
alg: "RS256",

typ: "JW,
x5t "Ww epu2dasal pGR- Al VpHkUB6Jg",
ki d: "QAuthTest Tenant 125. cert"
}.
{
sub: "303a2492- d64f - 4e04- b78f - b4330047312b",

i ss: "QAut hTest Tenant 125",
oracl e.oauth.svc_p_n: "QAut hTest Tenant 125Servi ceProfile",
iat: 1425422094000,
oracle.oauth.prn.id_type: "CientlD",
exp: 1425425694000,
oracl e.oauth.tk_context: "resource_access_tk",
aud: [
"http://ww. exanpl e. cont
]

prn: "303a2492- d64f - 4e04- b78f - b4330047312b",

jti: "e8146828-d5b2-4169-8577-712f 836h7241",
oracle.oauth.client_origin_id: "303a2492-d64f-4e04-b78f-0b4330047312b",
oracl e. oaut h. scope: "http://ww. exanpl e. cont',

user.tenant.nanme: "QAut hTest Tenant 125",

oracle.oauth.id d_id: "13463675138302566"

}.

[signature]

Audience and scope claims in the output:

The audience claim in an access token always contains the API path of the resource.
The or acl e. oaut h. scope claim contains the valid API path with the scope in the
response. In the prior example, the incoming request has a scope of ht t p: //

www. exanpl e. com The client audience configuration also has a value of ht t p: //
www. exanpl e. com The OAuth token service validates the incoming request scope
with the value found in the client audience configuration. Because this is a valid
request, the OAuth token service sends a valid access token in the response. In this
case, the audience claim and the scope have the same value of ht t p: //

www. exanpl e. com

Obtaining an Access Token by Using a Self-Signed Client Assertion

The client application uses a self-signed client assertion as part of the request to obtain
the access token.

Instead of sending the client credentials, send the client assertion as part of the request
for greater security. In Oracle Cloud, all OAuth clients are confidential by default and
so their credentials (cl i ent _i d and passwor d) are never exposed directly. A client
assertion is generated before requesting an access token. See Step-by-Step Workflow of
the Client Credentials Grant to identify the claims that need to be part of the client
assertion.

In the client credentials workflow, you obtain an access token by using a client
assertion.

Parameters used in the access token request:
¢ X-USER-IDENTITY-DOMAIN-NAME: The name of the identity domain.

*  Content-Type: The type of content that’s sent in the request. It is a URL-encoded
application.
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* Request: The type of request that’s sent. In the example that follows, a POST
request is used to obtain an access token. This is followed by the authorization
server URL, which provides tokens.

e grant_type: The grant type used to obtain the token. In the example that follows,
the grant type is client credentials. The value of cl i ent _cr edenti al s is given
for this grant type.

* scope: The limit of a particular scope for an access token.

¢ client_assertion_type: This specifies the type of client assertion that’s passed. In
Oracle Cloud, it's j wt _bear er.

e client_assertion: The value of the client token obtained.

The client credentials are available in the form of a self-signed JSON web token (JWT)
client assertion. This is sent to obtain an access token.

To obtain an access token by using a client assertion, use the following ¢ URL
command:

curl -i -H'X-USER-| DENTI TY- DOVAI N- NAME:  QAut hTest Tenant 150

-H ' Content-Type: application/x-wwformurlencoded; char set =UTF- 8'

--request POST https://<idmdomain>.identity.<data-center>. oraclecloud. conf oaut h/
t okens

-d 'grant _type=client_credentials

&client _assertion_type=urn9%Ai et f %8Apar ans%BAoaut h%Acl i ent - assertion-typed3A wt -

gslairz:]t _assertion=eyJANXQ O Jyb2NFQ@NaVDl he G5FdWQWVPQVo3ZGNy TmM LCIr aWg O JIXOFNX0d
(ZTEFZJOEXAi O JKV1Q LCIhbCeci G JSUzUxM J9. eyJzdWi G JhNWQLMzI | YyO5MDZmLTQz ZDYt OGQBNy 1hCD
\k(ﬁl\t({ithTQ LCIpc3M G JIXOFNXOdPTOQ LCIvenfj bGUub2l j LnRva2VuLnR5¢GUi O JDTE! FTI RUTOt FTi | s
ICIngiI(I:DUSOTI 2N A3Nywi cHJul j oi YTVKNTMVGZWM OTA2Zi 00M2Q@LThkNzct YTg2M2l 4ZDMVBY2WOI i wi aWFOI j
(ZE)IiIJN\I?IZNDCSLCJvanj bGUub2l j LnRva2VuLnVzzXJf Z&4i O J1aWQPYTVKNTMZWM OTA2Zi 00M2Q2LThkNzct
gg;gvevzwmsj bj 10ZXNOZXI gdGVzdGVyLCBvdT10ZXNOLCBY Py YW ZSwgc 3QY2Fs aVZv cnbpYSwg Yz
1lcyd

9. MHCICof 6uaZzGvbr KAbmdn36b-

nHk| 6HW7A%y gba3VA3hsHRMB_hqZY_gXMLA9H585SVhi pmi ORRITNTI NVét j 2h
H6ZOVWATX6qJynShyv8K7vh35dK2- awaGONdoTi 2aPdApFkTi aX9r 0- | vZSwWibwx6ZPSI HSux FMA/r pL58
&scope=http: // www. exanpl e. com

The output of the cURL command is:

{

"expires_in":3600,

"token_type": "Bearer",

"access_t oken": "eyJhbCGeci G JSUzI 1N | sI nR5cCl 61 kpXVCl sl ng1dCl 61 mt oNl hyVE42V2p6dmhl OExr N
nNLaW/pUD

Vody! sl nt pZCl 61 k9BdXRoVGVzdFRI bnFudDEIMC5j ZXJ0I n0. eyJzdW i O JhNAQLMzI | YyO5MDZnLTQz ZDY
t OGQBNy1h

ODYzY]j hkMedj ZTQ LCIpc3M G JIPQXV0aFR ¢3RUZWhbnQxNTAi LCIvenFj bGUub2F1dGguc3Zzj X3Bf bi | 61
k9BdXRoVG

VzdFR bnFudDEIMFN cnZpY2VQemOmaWkl | i wi aWFOI j oxNDI 1Nj Y2NTk4MDAWLCIvenFj bGUub2F1dGgucHI
uLm kX3R5

cCUi G JDbG | bnRIRC sI mv4cCl 6MIQyNTY3MDESCDAWMOW h3JhY2x| LmBhdXRoLnRr X2NvbnRl eHQ O JyZ
XNvdXdj zv

9hY2Nl ¢3Nf dCsi LCIhdWQ O si aHROcDovL3d3dy5I eGrt c&xl LmivbSIdLCIwendi O JThNWQLMzI | Yy 05MDZ
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m.TQzZDVt

OGBNy1hODYzY] hkMzdj ZTQ LCIqdGki O JmOTA3MIFI OSOXOTgxLTQ4Yz| t OGMNOS1KOTEINZR) MGRI Y2Ei L
Clvenfj bG

Uub2F1dGguY2xpZVB0X29yaWipbl 9pZCl 61 mE1ZDUz OWj L Tkwiimt NDNKNi 04ZDc 3LVEAN Ni OGQZN2NI NCI
sl mly YWNs

ZS5vYXV0aC5szY29wZS! 61 mh0dHA6LY93d3cuZXhhbXBsZS5j b20i LC)1c2VyLnR bnFudCouYWL | j oi TOF1d
GhUZXNOVG

VUYVBOMIUM i wi b3JhY2x! LmBhdXRoLni kX2Rf aWQ Of | zMDE2Nz QLNTK 1Mz QONz A4MBI9. | 8u207Vivt 3gi P
| 8t BeU2- t

I'i Ggyi XHLzJJ1sY_j vv-8B_irYj kMBj yC12RzLb2-

SOf pcZwuycCEj | 4TCf kvf e6gBWIyEJHBxF1i 0aKUhOs 70XgNx Ycmo

8Zkkcwj dAg9nRAhRZ9I FZcYZQuHe SXxP2gsbnodr Txa6DLi hj 7cbyTql 0i 0d3wzj PMjOMPU3Cy Mot PDgl t NT
KVUS6r - X9

w23- MDguQGLSLFbbxpv6XgEo3eS6j 1sf Xf ZZ9kPLWW r SI TQugnmdq90! UsSh8Y4_wAg-

Ird ft A9i RZ6D7z46t 5- kKOXSY

U_oh6FwHIJAONhU- wt 1z4UnD3HB60XKhEX8F8A"

}

The JWT obtained can be decoded, and the claims in the access token can be viewed as
follows:

Access token:

{
alg: "RS256",
typ: "JWM,

x5t "kh6Xr TN6W zvhHBLk6sKi ei PShw',
ki d: "QAut hTest Tenant 150. cert"

sub: "abd539ec- 906f - 43d6- 8d77- a863b8d37ce4",
i ss: "OQAut hTest Tenant 150",
oracle.oauth.svc_p_n: "QAut hTest Tenant 150Ser vi ceProfile",
iat: 1425666598000,
oracle.oauth.prn.id_type: "CientlD",
exp: 1425670198000,
oracl e.oauth.tk_context: "resource_access_tk",
aud: [
"http://ww. exanpl e. conf
]

prn: "abd539ec- 906f - 43d6- 8d77- a863b8d37ce4",
jti: "f90711e9- 1981- 48c2- 8c09-d91534c0dbca”,
oracle.oauth.client_origin_id: "a5d539ec- 906f - 43d6- 8d77- a863b8d37ced",
oracl e. oauth. scope: "http://ww.exanple.cont,
user. tenant.name: " QAut hTest Tenant 150",
oracle.oauth.id d id: "30167455953447081"

}.

[signature]

Audience and scope claims in the output:

The audience claim in an access token contains the API path of the resource. The

or acl e. oaut h. scope claim contains the valid API path with the scope in the
response. In the prior example, the incoming request has a scope of ht t p: //

www. exanpl e. com The client audience configuration has a value of ht t p: / /

www, exanpl e. com : *. The OAuth token service validates the incoming request
scope with the value found in the client audience configuration. Because this is a valid
request, the OAuth token service sends a valid access token in the response. In this
case, the audience claim has a value of ht t p: / / www. exanpl e. com and the scope
has a value of ht t p: / / ww. exanpl e. com
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User Assertion Workflow

In this workflow the user provides the user assertion to obtain an access token from
the OAuth token service.

The user assertion grant describes a flow where the client application, together with its
client identifier and password, sends the user assertion in exchange for an access
token. This flow has different security properties than the other OAuth flows. The
primary difference is that the user’s credentials are never accessible to the application.

Key Characteristics of the User Assertion Workflow

The user assertion workflow:
e [It's used with confidential clients.
e It uses the assertion of the Resource Owner.

¢ Itisn’t redirection-based; it takes a request only from the client application to the
authorization server, and the user is not redirected between interfaces to authorize
the request.

Workflow of the User Assertion Grant

1. Obtain user assertion: The user provides the assertion. The client application can
use an already-generated user assertion or build a new assertion. The user
assertion is a standard JSON web token (JWT), to be signed by a trusted client
using its private key. Verify that the following claims are part of the user

assertion:

Header

{

"alg": "RS256",

"typ": "JWM,

"x5t": "<X5t of the certificate>"
}

Body

{

"exp": <Expiry Time in seconds>,

"sub": "<usernane |ike john.doe@xanple. com",

"aud": [ "oauth.idmoracle.con ],

"iss": "<clientid>",

"oracle.oauth.sub.id_type": "LDAP_UD',

“prn": "<usernane |ike john.doe@xanple.com",

"jti": "<Gobally Unique Id representing the token>",
"ifat": <lssued at Tinme in seconds>,

"user.tenant. name": "<tenantname>",
"oracle.oauth.prn.id_type": "LDAP_UD"

}

2. Request an access token: The user assertion is exchanged for an access token. The
client application makes a request to the authorization server, including the user’s
assertion and either the client’s credentials or the client assertion. The client
application can use an already generated client assertion or build a new assertion.
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Note:

In the regular flow the access token's expiry claim is obtained from the
configuration and the expiry time of the access token is by default 1 hour.
However, in case of using the self-signed user assertion and client credentials
flow, the expiry time of the access token can be modified to a value up to 90
days. The OAuth Server looks for the exp claim in the user assertion to
determine the expiry claim of the resulting access token.

Obtain an access token by using different scenarios in the user assertion
workflow:

*  Obtaining an Access Token by Using a Self-Signed User Assertion and the
Client Credentials

*  Obtaining an Access Token by Using a Self-Signed User Assertion and a
Client Assertion

3. Receive an access token from the authorization server: The authorization server
authenticates the client based on the client identifier and secret, determines
whether it is authorized for making this request, and verifies the user’s assertion
and other parameters that are supplied. If everything is verified successfully, then
the authorization server returns an access token in response. This is described in
Successful Authorization.

If the authorization request fails for any reason, then the authorization server
returns a response containing information about the error. This is described in
Authorization Error.

4. Use the access token to make a service request: The OAuth client makes a REST
API call to the resource server using the access token to access the protected
resource.

5. Send a response: The OAuth resource server sends a response to the client
application that made the request.

6. Grant access to the resource: The enduser or service gets access to the protected
resource.

Using REST API Calls for the User Assertion Grant

In the user assertion flow, the user provides the user assertion to obtain an access
token from the OAuth Service. In addition to the user assertion, the client provides an
Authorization header, a self-signed client assertion, or a third-party generated client
assertion in the access token request.

The table displays the different options to obtain an access token.

Task Description Additional Information

Obtain an access token by ~ The OAuth client can requestan ~ Obtaining an Access Token by Using a Self-
using a self-signed user access token by providing a self-  Signed User Assertion and the Client
assertion and the client signed user assertion and the Credentials

credentials. client credentials.
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Task Description Additional Information

Obtain an access token by ~ The OAuth client can request an Obtaining an Access Token by Using a Self-
using a self-signed user access token by providing a self-  Signed User Assertion and a Client Assertion
assertion and a client signed user assertion and a client

assertion. assertion.

Obtaining an Access Token by Using a Self-Signed User Assertion and the Client
Credentials

The OAuth client can request an access token by providing the user assertion and
client credentials.

This workflow describes an access token request that uses the self-signed user
assertion and a basic client authorization header. This is a more secure workflow than
when the resource owner’s credentials (user name and password) are exposed.

The user assertion grant workflow allows you to obtain an access token by using a
user assertion and the client credentials that are supplied in the form of a basic
authorization header. See User Assertion Workflow to identify the claims that need to
be part of the user assertion.

The client application makes a request to the authorization server that includes the
HTTP basic authorization header. The basic authorization header is
base64encoded(client_id:client_password).

Parameters used in the access token request:
¢ X-USER-IDENTITY-DOMAIN-NAME: The name of the identity domain.

* Content-Type: The type of content that’s sent in the request. It's a URL-encoded
application.

e Authorization: Basic: The basic authorization header. The client id and client
secret of the client application are base64—encoded and sent in the header. For
example, the authorization header has a value of
base64encoded(client _id:client_password).

* Request: The type of request that’s sent. In the example that follows, a POST
request is used to obtain an access token. This is followed by the authorization
server URL which provides tokens.

e grant_type: The grant type used to obtain the token. In the example that follows,
the grant type is user assertion grant. The value of j wt - bear er is given for this
grant type.

* scope: The limit of a particular scope for an access token.

e assertion: The value of the user token obtained.

The client identifier and password are encoded and sent in the basic authorization
header. This is sent along with the self-signed user assertion to obtain an access token.

To obtain an access token by using the user assertion and the client credentials, use the
following cURL command:

curl -i -H"Content-Type: application/x-ww-formurlencoded; charset=UTF-8"
-H ' X- USER- | DENTI TY- DOVAI N- NAVE:  QAut hTest Tenant 125'
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-H "Authori zation: Basic
YTVKNTM6ZWM OTA2Zi 00M2Q2LThkNzct YTg2Ml 4ZDMBY2U0A ZkTOdVSGZI VHpFUFFNcHh Vb Hkx'!
--request POST https://<idmdomain>.identity.<data-center>. oracl ecl oud. conf oaut h/
t okens
-d 'grant_type=urn93Ai et f ¥B8Apar ans%BAoaut h9%BAgr ant - t ype%BAj wt - bear er
&client _assertion_type=urn9%BAi et f %8Apar ans%BAoaut h%Acl i ent - assertion-typedBA wt -
bearer
&assertion=eyJraWd G JPQXV0aFR ¢3RUZVWBhbnQxNTAuant 0aGVuLWNsaW/udDEWL.mMNI cnQ LCI0eXAi O
JKV1Q LCIhbGei G JSUzUxM
i J9. eyJpc3M G JIXOFNXOdPTOQ LCIvenFj bGUub2l j LnRva2VuLnR5¢GUi G JVUOVSVEILRUAI LCII eHAI O
j QLNzk2Mrewe 2MTks| nBybi
| 61 nRI bnFudEFKbW uVXNI ci | sl nd hdCl 6MTQyN AxNzAzNDYxQSwi b3JhY2x| Ln9pYy50b2t | bi 51c2VyX2R
ul j oi dW kPXRI brFudEFkbW u
VXN ci wgY249dGvzdGvy | HR ¢3R! ci wgb3U9dGvzdCwgbz 1ventj bGUs| HNOPWAhbGA nb3JuaVEs| GVBAXM f
Q el cNdSL6r | 7Rj nBPnSOUVNS
n7bJP7TMILUGLNBI 4LXY3- mPSv1l P- Mh8r 4G M7qCSycCVL6LmBkBeXl 9j -
YUYg1j 208Z1AnmxzQx_P30vnRok UOv 1Sl OvWBZ560vr X301bhdf n
i FQJYef 5pJr gTvri 9WINSTV] cYj JFRAxr 7Ysfw
&scope=http: // www. exanpl e. com

The output of the cURL command is:

{

"expires_in":3600,

"token_type":"Bearer",

"access_t oken": "eyJhbCGei G JSUzI AN | sl nR5¢Cl 61 kpXVCl sl ng1dCl 61 | d3cmMwd TIk YXNhSXBHUI 1Bb
FZwSG VQ ZKZy! s| nt pZCl 6l

k9BdXRoVGVzdFR bnFudDEyNS5j ZXJ0I n0. eyJzdW i G JOZWshbnRBZGLpbl VzZXI i LCIvenF) bGUub2F1dG
gudXN cl 9vem naVbsf aWRf dH

WZSI 61 kx EQVBf VU El i wi b3JhY2x| LmPhdXRoLnVzZXJf b3JpZ2l uX2l ki j oi dGVuUYVMBOQWRt aVBVC2Vy | i wi

aXNzl j oi TOF1dGhUZXNOVGVUY

VBOMTI 111 wi b3JhY2x| LnPhdXRoLnN2Y19wiX24i O JPQXV0aFR ¢3RUZVWBhbnQxM VTZXJ2aWNl UHIvZm sZS
I'sl m hdCl 6 MIQy NTQy NDvk ODA

wMOw b3JhY2x! LmdhdXRoLnBybi 5pZF90eXBlI | j oi TERBUF9VSUQ LCIventj bGUUb2F1dGgudG f Y29udGv4
dCl 61 nJl c291cmN X2Fj Y2Vzc

190ay! sl mv4cCl 6MIQyNTQyNzkx ODAWMOWI YXVKI | pbl mhOdHABLY93d3cuZXhhbXBsZS5j b20i XSwi cHIul |

oi dGVUYWs0QARt aWbVe2Vyl i w

i anRpl j oi ZDMVANWN] Nz Et OGYx OCOONTELLTI hZTQt NrFi NmywCDVi YWRI |1 wi b3JhY2x!| LnBhdXRoLmNsaWu
dF9vcm naVbf aWQ O | zZMDNnM

j @M 1kN RhLTRI MDQX Yj c4Zi 1i NDMz MDAONz Mk i LCJvenfj bGQUUDb2F1dGguc2Nve GUi O JodHRwO! 8vd3
d3LmVAYWLwbGUUY29t | i wi dXN

| ci 50ZVBhbnQubnFt ZSI 61 k9BdXRoVGVzdFR brFudDEYNSI s| mBy YWKs ZS5v YXV0aC5pZFak X2l ki j oi MTVD
N M2NzUxMzgzNDI 1N Yi f Q. DC

20 ybsETGIXJr i aVQ@BhMobxubqG.-

r 51X6WCUer ep9WQyAsG Q dt FPr Fj qDRIEf hgZqPDH5Ge CZql J9ck Fk1W DVBRs YudRW gmvKPYwaz Ul

VUbwt f NkSDWiRJg_pE4ndMb_| oi _D2LeP4PROyOCRHUUI ht gyuKAKZK8f 4Vx| t 04i VUUTXEy- OLUSvV54Wicl t

K24LaUwWkqTBa2Myqgr MISdpJ2

91S2-

geyYOcy9VcaxPyqZAbMRS5Ch\WA _y45i qPPoUgAURcZ9MIOnhzn_f ewnf 2nsJqoLTan4r uB0l Lx7DuLs7Zf P
77UCULckkxr f cYBAhmx_

H BLGuzQ'

}

The JSON web token (JWT) obtained can be decoded, and the claims in the access
token can be viewed as follows:

Access Token:

alg: "RS256",
typ: "JWM,
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x5t "Ww epu2dasal pGR- Al VpHkUB6Jg",
kid: "QAuthTest Tenant 125. cert"

}.

{
sub: "tenant Admi nUser",
oracle. oauth.user_origin_id_type: "LDAP_U D',
oracl e.oauth. user_origin_id: "tenantAdn nUser",
i ss: "QAut hTest Tenant 125",
oracl e.oauth.svc_p_n: "QAut hTest Tenant 125Servi ceProfile",
iat: 1425424318000,
oracle.oauth.prn.id_type: "LDAP_U D',
oracle.oauth.tk_context: "resource_access_tk",
exp: 1425427918000,
aud: [

“http://ww. exanpl e. conf

1,
prn: "tenant Adm nUser",
jti: "d385cc71-8f 18- 46a5- 9ae4- 6ab6f 085badh”,
oracle.oauth.client _origin_id: "303a2492-d64f-4e04-b78f-0b4330047312b",
oracl e. oaut h. scope: "http://ww. exanpl e. cont',
user.tenant.nanme: "QAut hTest Tenant 125",
oracle.oauth.id d_id: "13463675138302566"

}.

[signature]

Note:

In the regular flow the access token's expiry claim is obtained from the
configuration and the expiry time of the access token is by default 1 hour.
However for this use case the expiry time of the access token can be modified
to a value up to 90 days. The OAuth Server looks for the exp claim in the user
assertion to determine the expiry claim of the resulting access token. See User
Assertion Workflow to determine the claims a self-signed user assertion
should have.

Audience and scope claims in the output:

The audience claim in an access token contains the API path of the resource. The

or acl e. oaut h. scope claim contains the valid API path with the scope in the
response. In the prior example, the incoming request has a scope of ht t p: //

www, exanpl e. com The client audience configuration has a value of ht t p: / /

www, exanpl e. com : *. The OAuth token service validates the incoming request
scope with the value found in the client audience configuration. Because this is a valid
request, the OAuth token service sends a valid access token in the response. In this
case, the audience claim has a value of ht t p: / / www. exanpl e. com and the scope
has a value of ht t p: / / wwww. exanpl e. com

Obtaining an Access Token by Using a Self-Signed User Assertion and a Client

Assertion

The OAuth client can request an access token by providing the user assertion and the
client assertion.

This workflow has an access token request that uses a user assertion and a JSON web
token (JWT) client assertion that is generated by a third party. This is a more secure
workflow than when the resource owner’s credentials (user name and password) are
exposed.
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The user assertion grant workflow allows you to obtain an access token by using a
user assertion and a client assertion. See User Assertion Workflow to identify the
claims that need to be part of the user assertion. See Step-by-Step Workflow of the
Client Credentials Grant to identify the claims that need to be part of the client
assertion.

Parameters used in the access token request:
e X-USER-IDENTITY-DOMAIN-NAME: The name of the identity domain.

* Content-Type: The type of content that’s sent in the request. It is a URL-encoded
application.

* Request: The type of request that’s sent. In the example that follows, a POST
request is used to obtain an access token. This is followed by the URL of the
authorization server, which provides tokens.

e grant_type: The grant type used to obtain the token. In the example that follows,
the grant type is a user assertion. The value of ] wt - bear er is given for this grant

type.

* scope: The limit of a particular scope for an access token.

e client_assertion_type: The type of client assertion that’s passed. In Oracle Cloud,
it'sj wt _bearer.

e client_assertion: The value of the client token obtained.

e assertion: The value of the user token obtained.

The client credentials are available in the form of a third-party generated client
assertion. This is sent along with a self-signed user assertion to obtain an access token.

To obtain an access token by using a self-signed user assertion and a client assertion,
use the following cURL command:

curl -i -H"Content-Type: application/x-ww-formurlencoded; charset=UTF- 8"

-H ' X- USER- | DENTI TY- DOVAI N- NAVE:  QAut hTest Tenant 125'

--request POST https://<idmdomain>.identity.<data-center>.oraclecl oud. conf oaut h/

t okens

-d 'grant _type=urn93Ai et f ¥8Apar ans%BAoaut h9%BAgr ant -t ype%BAj wt - bear er

&client _assertion_type=urn9%BAi et f %8Apar ans%BAoaut h%3Acl i ent - assertion-typedBA wt -
bearer

&assertion=eyJraWd G JPQXV0aFR ¢3RUZWBhbnQxNTAuant 0aGVuLWNsaW/udDEWL.MNI cnQ LCI0eXAi O
JKV1Q LCIhbGei O

JSUzUxM J9. eyJpc3M G JIXOFNXOdPTOQ LCIvenj bGUub2l j LnRva2VuLnR5cGUi G JVUOVSVEILRUAI LC
JI eHAi § QLNzk2MTcw

M @Mrks | nBybi | 61 nR brFudEFKbW uVXN ci | sl m hdCl 6MTQyN; AxNz Az NDYxOSwi b3JhY2x! LnBpYy50h
2t bi 51c2VWyX2Rul j o

i dW kPXRI brFudEFkbW uVXN ci wgY249dGvzdGvyl HRI c3RI ci wgh3U9dGvzdOaghz 1venj bGUs| HNOPWAh
bd nb3JuaVEs| GVBdX

M fQ el cNdSL6r | 7Rj mBPnSOUVNBni7bJP7M7 LUGLBI 4LXY3- nPSv1l P-

Mh8r 4G Mk7qCSgcCv16LnBkBeX! 9j - YUYglj 208Z1AmxzQ

x_P30vmRokUOv 1Sl CvW8Z560vr X3o1bhdf ni FQJYef 5pJrgTvri QWANSTV] cY] JFRAXr 7Ysfw

&client _assertion=eyJ4ANXQ O Jyb2NFQ@NaVDl he GFdWQAWVPQV03ZG\y TV LCIr aWQi Of JIXOFNXOd
PTOQ LCJ0eXAi O J

KV1Q LCIhbGei O JSUzUxM J9. eyJzdWi O JhNWQLMzI | Yy05MDZnL TQzZDYt OGQBNy LhODYz Y] hkMedj ZTQ
i LCIpc3M O JIXOFNX

0dPTOQ LCJvenFj bGUub2l j LnRva2VuLnR5cGUi O JDTE! FTI RUTOt FTi | s mv4cCl 6NDU3OTUz OTAAM wi cH
Julj oi YTVKNTMBZWM

OTA2Zi 00M2Q@LThkNzct YTg2MRIl 4ZDVBY2UOI i wi aWFOI j oxNDI 10TVBMDgy LCIvenFj bGUub2l j LnRva2Vul
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nVzZxJf ZG4i G J1aWQ

9YTVKNTMBZWM OTA2Zi 00M2QLThkNzct YTg2M2I 4ZDMBY2UOLCBj bj 10ZXN0ZXI gdGvzdGvyLCBvdT10ZXNO
LCBvPV®Y YWNsZSwgc3

QY2FsaWzvenbpYSwgYz11cyJ9. VnFBDNzxyL8pPAj Ue20gCYeqRFI Wk3_JVTBREI JnOdY79t SEf 78r YDef M2
ZnABSBW EVow2f | gl S

F_aNrvSs| L9NedeanmRIOEELNDK5M/LI JOZQbnt 1Z0Dh2L8f Ybt 1nl uj x YOE6qr r RNzkr ase3wLv2Ce8| Tsf gL
89Fzbnbp9A

&scope=http: // www. exanpl e. com

The output of the cURL command is:

{

"expires_in":3600,

"token_type":"Bearer",

"access_t oken": "eyJhbCGei G JSUzI INi | sI nR5¢Cl 61 kpXVCl sl ng1dCl 61 mt oNl hy VE42V2p6dmhl CExr N
nNLaW/pUDVody! sl nt p

ZCl 61 k9BdXRoVGVzdFR brFudDEIMCS) ZXJO0I n0. eyJzdW i G JOZWshbnRBZGLpbl VzZXI i LCIvenFj bGUub
2F1dGgudXN cl 9vend n

aVbf aWQ O J0ZWbhbnRBZGLpbl VzZXI i LCIpc3M O JPQXV0aFR ¢3RUZVWBhbnQxNTAI LCIventj bGUub2F1d
Gguc3Zj X3Bf bi | 61 k9B

dXRoVGVzdFR brrFudDEIMFNI cnZpY2VQemdmaVikl | i wi aWFOI j oxNDI 2MDI xNj YIMDAWLCJI eHAi O EOM YwM
i WN UmMVDAS| By YWNs

ZS5vYXV0aC50a19j b250ZXh0l j oi cmvzb3Vy Y2VE YWNj ZXNz X3Rr |i wi YXVKI j pbl mh0dHA6LY93d3cuzZXhhb
XBsZS5j b20i XSwi cHJu

I j oi dGVUYWBOQARt aVbVe2Vyl i wi anRpl j oi Zj Mz MDQAWNMUE ZmiYz Ny OOMTUWL TgON2Et Y2Q4Mzdj YzMBNDI 11

i wi b3JhY2x! LmBhdXRo

LmNsaW/udF9vem naWsf awQ O JhNWQLMzI | Yy05MDZ TQz ZDYt OG8Ny 1hODYz Y] hkMedj ZTQ LCIvenfj b
GQUub2F1dGguc2Nvc GUi

QO JodHRWQ 8vd3d3LmvAYWLwbGUuY29t | i wi XN ci 50ZWshbnQubntt ZSI 61 k9BdXRoVGVzdFR! brFudDELIM
Cl sl mDy YWNsZS5v YXVO

aC5pZF9k X2 kI j oi McAXNj cONTUSNTMONDCWODE f Q ZMsXI fj E3PUE_j A-j JXaSj Qt XqQZUQ

nl NQLSVOTOVK8Yhx9ARpt k4oYhZ6cQ

p_Wjg9Lw_hxEi Onl JY9bl IJBPO3f 3r _SHUvNhKwPy Hs QOW qAgOz Jkj eUM D2Z90N3ndRIqFKP7NLr phJbU6r r

DOKo_nKenwBRe X0- nPj

V_- qC4IxvdVsnLH LFQMM FKUTNMG2Naf A- t 14R063hCxKa09gj | xgWCHNBAD- -

YDvLsr 3n6l Znkhl Zg51 kKHAt 21 R7wnl | NCanAsvFI

RN36_pAVNGSf V7xAnr ybVkyRPK13I t Of dUcvhKSvwgJaTt M.8vVOF | 09qUUFj Ff b_FkJFol dA"

}

The JWT obtained can be decoded, and the claims in the access token can be viewed as
follows:

Access token:

{
alg: "RS256",

typ: "JwWr,
x5t: "Ww epu2dasal pGR- Al VpHkUB6Jg",
kid: "QAuthTest Tenant 125. cert"”

}.

{
sub: "tenant Admi nUser",
oracle.oauth.user_origin_id_type: "LDAP_U D',
oracl e.oauth. user_origin_id: "tenantAdn nUser",
i ss: "OQAut hTest Tenant 125",
oracle.oauth.svc_p_n: "QAut hTest Tenant 125Servi ceProfile",
iat: 1425424318000,
oracle.oauth.prn.id_type: "LDAP_U D',
oracl e.oauth.tk_context: "resource_access_tk",
exp: 1425427918000,
aud: [
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“http://ww. exanpl e. conf
1,
prn: "tenant Adm nUser",
jti: "d385cc71-8f 18- 46a5- 9ae4- 6ab6f 085badh”,
oracle.oauth.client _origin_id: "303a2492-d64f-4e04-b78f-0b4330047312b",
oracl e. oaut h. scope: "http://ww. exanpl e. cont',
user.tenant.nanme: "QAut hTest Tenant 125",
oracle.oauth.id d_id: "13463675138302566"
}.

[signature]

Note:

In the regular flow the access token's expiry claim is obtained from the
configuration and the expiry time of the access token is by default 1 hour. The
OAuth Server looks for the exp claim in the user assertion to determine the
expiry claim of the resulting access token. However, only if you are using a
the self-signed user assertion and client credentials flow, the expiry time of the
access token can be modified to a value up to 90 days.

Audience and scope claims in the output:

The audience claim in an access token contains the API path of the resource. The

or acl e. oaut h. scope claim contains the valid API path with the scope in the
response. In the prior example, the incoming request has a scope of ht t p: //

www, exanpl e. com The client audience configuration has a value of ht t p: / /

www, exanpl e. com : *. The OAuth token service validates the incoming request
scope with the value found in the client audience configuration. Because this is a valid
request, the OAuth token service sends a valid access token in the response. In this
case, the audience claim has a value of ht t p: / / www. exanpl e. comand the scope
has a value of ht t p: / / wwww. exanpl e. com

Successful Authorization

During an authorization request, if the validations pass successfully, then the
authorization server sends a response with an access token.

When the authorization server handles the request from the client, the following
occur:

¢ Validation of the client assertion, also ensuring that the client is authorized to
make the request. This is done by using the client certificate that was imported
when the client was registered with the authorization server.

* Validation of the user, also ensuring that the user is authorized to make the
request. Either the user’s credentials or the user assertion is validated.

e Validation of the audience claim in the client profile in the OAuth service
(information stored when the client is registered) against the scope in the
incoming access token request.

If the validations pass successfully, the authorization server sends a response with an
access token.

Access Token in the Response

In the body of the response, a JSON (or XML or other) object is included, representing
the response, as shown in the following example:
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{"expires_in":3600,

"token_type":"Bearer",

"access_t oken": "eyJhbCGei G JSUzI INi | sl nR5¢Cl 61 kpXVCl sl ng1dCl 61 | d3cmMwd TIk YXNhSXBHUI 1Bb
FZwSG VQ ZKZy! s| nt pZCl 6l

k9BdXRoVGVzdFR bnFudDEyNS5j ZXJ0I n0. eyJzdW i G JOZWshbnRBZGLpbl VzZXI i LCIvenFj bGUub2F1dG
gudXN cl 9vend naVibf aVWRf dH

I wZSI 61 kx EQVBf VUl El i wi b3JhY2xI LnDhdXRoLnVzZXJf b3JpZ2| uX2l ki j oi dGVuYVBOQARt aVbVe2Vyl i w
i aXNz! j oi TOF1dGhUZXNOVGY

uYVBOMTI 111 wi b3JhY2xI LmBhdXRoLnN2Y19wiX24i O JPQXV0aFR ¢3RUZWshbnQxM VTZXJ2aWN UHIvZm s
ZS! sl m hdCl 6MIQYNTQyNzc 1

N AwMOwi b3JhY2x| LndhdXRoLnBybi 5pZF90eXBl | j oi TERBUF9VSUQI LCIvenFj bGUUb2F1dGyud@G f Y29ud
Gv4dCl 61 nJl c291cmN X2Fj Y

2Vzc190ay! sl mvacCl 6MIQyNTQzMIMLN] AwMOwi YXVKI j pbl mhOdHABLY93d3cuzXhhbXBsZS5j b20i XSwi cH
Jul j oi dGVUYWB0QARt aViBVc2

Wyl i wi anRpl j oi ZWVBZWRhOAUt MMy MSOOMAY OL Tg1MTYt MDQzNDRhMDY4M E4l i wi b3JhY2x! LnBhdXRoLmN
saWudF9venm naVibf awQ O |

zMDNhM @BM 1kN RrLTR MDQ Yj c4Zi 1i NDMz MDAONz MkMr i LCIventj bGUub2F1dGguc2NveGUi G JodHRw
Q 8vd3d3Lmv4YWLwbGUu Y29t

I'i wi dXNI ci 50ZVWhbnQubnFt ZSI 61 k9BdXRoVGVzdFR bnFudDEYNSI s| mBy YWNs ZS5v YXV0aC5pZFok X2I kI

j 0i MTMONj MeNz Ux Mz gzMDI N

j Yi f Q maEht ShONVKZP] _Wh6vezEcusmBSHLLBr dqKRj h3aKyga4_vY8cYi ug59gF7t 9xeVY_wps2nm0 6uaAm
8J0Fw0j Zo2_NzpS5nXg- Pi UN

CTHW UQkb8GFv8Gd6qGc2M7 Y3 BLGow

WRCt RVBUt pTkaTg_ WS i ygsSI BJj p6Ks| gKRt E_Dj G p_E3AaBnf nB19r 754NJ| 3_R8BQLWbj

EL- 8zFZzBa- 4bTCODQB8WAsSOOLT3aZW9UhJOOk_pT- ZDc Fx FLUGONhTD-

ps9h4nb8mEDt r Ri 5VWBPC8n3RuOr nZBJj zOWA] CCOTh- ZdR65q

7ewaxX_V6PccCHel oFPng"

}
The fields that are a part of the response are:

® expires_in: An optional and recommended parameter that specifies the lifetime of
the access token in seconds. In the prior example, the access token is valid for 1
hour (or 3600 seconds).

* token_type: A mandatory parameter that specifies the type of token that’s
returned in the response. In the prior example, the t oken_t ype is Bear er

* access_token: A mandatory parameter that has the actual access token as its
value. This is the access token, in JSON web token (JWT) format, that the client
application may store and use later. The token can be decoded to see the various
claims in the access token response.

An example of a decoded JWT:

{
alg: "RS256",
typ: "JW",
x5t: "W epu2dasal pGR- Al VpHkUB6Jg",
kid: "QAuthTest Tenant 125. cert”
}.
{
sub: "tenant Adm nUser",
oracle. oauth.user_origin_id_type: "LDAP_U D',
oracle. oauth. user_origin_id: "tenantAdni nUser",
i ss: "QAuthTest Tenant 125",
oracle. oauth.svc_p_n: "QAut hTest Tenant 125Servi ceProfile",
iat: 1425424318000,
oracle.oauth.prn.id_type: "LDAP_U D',
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oracle.oauth.tk_context: "resource_access_tk",
exp: 1425427918000,
aud: [
“http://ww. exanpl e. conf

1,
prn: "tenant Adm nUser",
jti: "d385cc71-8f 18- 46a5- 9ae4- 6ab6f 085badh”,
oracle.oauth.client_origin_id: "303a2492-d64f-4e04-b78f-0b4330047312b",
oracl e. oaut h. scope: "http://ww.exanpl e. cont',
user.tenant.nanme: "QAut hTest Tenant 125",
oracle.oauth.id d_id: "13463675138302566"

}.

[signature]

Claims in the Access Token

An access token has a header, and standard and custom claims.

Claim Name Type Description Sample
alg Header The algorithm used to sign the token. RS256
typ Header The classification type of the token. The JWr
default value is JWI. This indicates that
this is a JSON web token (JWT).
x5t Header The X.509 certificate thumbprint (x5t ) _hVvX9pXq7pUxkk5ry- 8vK8
header parameter provides a base64url- qb8L8
encoded SHA-256 thumbprint of the DER
encoding of an X.509 certificate that can
be used to match a certificate.
kid Header The key ID (ki d) header parameter is a oaut h_psrtenant x3. cert
hint indicating which specific key owned
by the signer should be used to validate
the signature. This allows signers to
signal a change of the key to recipients
explicitly. Omitting this parameter is
equivalent to setting it to an empty
string. The interpretation of the contents
of the ki d parameter is unspecified.
sub Standard The subject (sub) claim identifies the MyAdni n@r acl el. com
Claim principal that’s the subject of the JWT.
prn Standard The principal (pr n) claim identifies the MyAdni n@r acl el. com
Claim principal that is the subject of the JWT.
iss Standard The issuer (i sS) claim identifies the oaut h_psrt enant x3
Claim principal that supplied the JWT.
i at Standard The issued at (i at ) claim identifies the 1429128747000
Claim time at which the JWT was supplied.
exp Standard The expiration time (exp) claim identifies 1429128747000
Claim the expiration time on or after which the
JWT must not be accepted for processing.
aud Standard The audience (aud) claim identifies the (a list of audiences)
Claim recipients for which the JWT is intended.
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jti Standard The JWTID (j ti ) claim provides a 0565e04e- 3823- 404f -

Claim unique identifier for the JWT. b950- e970eal7f 41f
oracle.oauth.s Custom Claim IDM OAuth service profile name. oaut h_psrt enant x3Ser vi
vc_p_n ceProfile

oracle.oauth.p Custom Claim Principal ID type. For user assertion, the ~ LDAP_UI D

rn.id_type

value is always LDAP_UI D.

oracle.oauth.s Custom Claim Subject ID type. For user assertion, the LDAP_UID

ub.id_type value is always LDAP_UI D.

oracle.oauth.i  Custom Claim IDM OAuth server domain ID. 20625897169639935
d_d_id

oracle. oauth.c Custom Claim Subject ID for client used when user 4457b326- f 88- 4851-
lient_origin_i assertion is generated. baad- b9488895e808

d

user.tenant.na Custom Claim User tenancy for the OAuth token oaut h_psrt enant x3

e

generated by IDM OAuth server.

Authorization Error

If the access code request fails for any reason, or if one of the request parameters is
invalid, then an error occurs.

The authorization server may return a response containing information about the
error. This might be in JSON format (or XML or other) and may have the following
format:

{
"error":"invalid_request",
"error_description":"Usernane paranmeter nissing"

}

Possible Error Values

The er r or parameter can contain a number of values that describe the nature of the
problem that occurred. These values and descriptions are as follows:

e invalid_request: The request is missing a parameter or value, a parameter is
included multiple times, or a parameter has a malformed name.

e invalid_client: The authentication of the client fails. This can happen if
authentication parameters are missing (for example, the client identifier and
secret) or if the client tries to authenticate using an unsupported method.

e invalid_grant: The grant specified is invalid, expired, or revoked, or supplied to
another client. For example, some services don't allow a new access token to be
requested until the currently issued token expires.

¢ unauthorized_client: The client was authenticated by the authorization server,
but has no authorization to use the requested grant.

e unsupported_grant_type: The grant that was requested isn’t supported by the
authorization server.
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e server_error: The Authorization Server encountered an unexpected condition that
prevented it from fulfilling the request.

* temporarily_unavailable: The authorization server is currently unable to handle
the request because of a temporary overloading or maintenance of the server.

e invalid_scope: The scope specified in the request isn’t valid, is unknown, or is
malformed. If this occurs, then read the developer documentation associated with
the service provider to see which scopes are available and which can be used.

Error Description

Only the er r or parameter is mandatory. But the optional er r or _descri pti on
parameter may contain a short message explaining the error, for example, indicating a
missing user name.
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