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Preface

Audience

Topics:

* Audience

e Documentation Accessibility
* Related Resources

* Conventions

Consuming APIs with the Oracle API Platform Cloud Service Developer Portal
describes how you discover, evaluate, and register applications to APIs published with
Oracle API Platform Cloud Service.

Consuming APIs with the Oracle API Platform Cloud Service Developer Portal is
intended for application developers who want to use APIs managed with Oracle API
Platform Cloud Service in their applications.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at htt p: / / www. or acl e. com pl s/t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. cont pl s/ t opi c/
| ookup?ct x=acc& d=i nf o or visit htt p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?

ct x=accé&i d=trs if you are hearing impaired.

Related Resources

ORACLE

See these Oracle resources:
e Oracle Public Cloud
http://cloud. oracl e.com
e Using Oracle API Platform Cloud Service
* REST API for the Consumer Service in Oracle API Platform Cloud Service


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://cloud.oracle.com

Preface

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code
in examples, text that appears on the screen, or text that you enter.

ORACLE vi



Get Started with the Developer Portal

Learn about the Oracle API Platform Cloud Service - Classic Developer Portal, how to
sign in and out of the Developer Portal, and how to consume APIs using a typical
workflow.

Topics

*  About the Oracle API Platform Cloud Service - Classic Developer Portal

* Sign In to the Developer Portal

e Sign Out of the Developer Portal

*  Typical Workflow for Consuming APIs in the Developer Portal

About the Oracle API Platform Cloud Service - Classic
Developer Portal

The Oracle API Platform Cloud Service - Classic enables you to discover, evaluate,
register, and consume APIs.

API Managers publish APIs to the Developer Portal. The Developer Portal is a simple
catalog that collects and provides information about published APIs. You use this
catalog to find and evaluate APIs to use with your applications. After you find APls that
interest you, learn how to access and use them with detailed documentation provided
by APl Managers.

After you've discovered APIs you want to use, register them to your applications.
Registering your applications enables you to send requests and gives you advanced
analytics metrics you use to evaluate APIs performance, review errors, and monitor
data trends.

See these topics to get started:

e Sign In to the Developer Portal

e Typical Workflow for Consuming APIs in the Developer Portal

Sign In to the Developer Portal

ORACLE

Sign in to the Developer Portal to begin creating applications, discovering available
APIs, and registering APIs to your applications.

1. Contact your administrator to receive the Developer Portal URL, then open this
URL in a browser.

2. Enter your user name and password.
3. Click Sign In.

1-1



Chapter 1
Sign Out of the Developer Portal

Sign Out of the Developer Portal

Sign out of the Developer Portal from the User menu.

1. Click the User Menu icon to expand the user menu.

My Applications : APls e Help :. -

2. Click Sign Out.

[&] My Appiications  JF APIs @) Help & v

John Smith

Q, Alphabetic. About

Sign Dutl

Typical Workflow for Consuming APIs in the Developer
Portal

To start consuming APIs with the Oracle API Platform Cloud Service - Classic
Developer Portal, refer to the typical task workflow.

Task Description More Information
Create applications Create entries for your How Do | Create an
applications in the Developer  Application?
Portal.
Find APIs Use the Developer Portal to Find APIs

discover and evaluate APIs.

Learn how to use an API Review detailed View API Documentation
documentation provided with
an API to learn how to use it
with your applications.

Subscribe your applications to  After you've found an APl you Subscribe to a Plan to Use an
plans that provide accessto ~ want to use, evaluate the API
APIs plans that provide access to

the API. Then subscribe to a

plan to enable your application

to begin using the API.

ORACLE 1-2
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Chapter 1
Typical Workflow for Consuming APIs in the Developer Portal

Task Description More Information
Review analytics for your Use analytics metrics to View Analytics for an
applications determine how an Application

application’s registered APls
are performing, review how
often and why requests are
rejected, and monitor data
trends.

About Plans Subscriptions

To access an API, applications need to subscribe to a plan that provides entitlement to
the API. A plan can provide access to several APIs, and an application can subscribe
to multiple plans to get access to different APIs. However, an application cannot
subscribe to different plans that provide entitlement to the same API. For example,
suppose Plan A provides access to API1, API2, and API3, whereas Plan B provides
access to API1 and API4. Suppose your application has subscribed to Plan A to get
access to API1. Now your application requires access to API4 as well. To access
API4, your application cannot subscribe to Plan B because Plan B has a common
entitlement with Plan A for API1. Your application needs to unsubscribe to Plan A and
then subscribe to Plan B to get access to API1 and API4.

Applications can unsubscribe to a plan if they no longer need access to its APIs.
Unsubscribing from a plan removes access to all the APIs entitled by the plan. You
cannot unsubscribe from individual APIs.

> API 1
]
Plan A
> AP 2
Application
» APL 3
-
Plan B » AP 4
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Creating and Managing Applications

Learn how to create and manage applications using the Oracle API Platform Cloud
Service - Classic Developer Portal.

Topics

* How Do | Create an Application?

* How Do | View Application Details?

* How Do | Edit Application Details?

* How Do | View API Plans My Applications Subscribe to?

* Reissue an Application Key

»  Control Who Can Manage or View an Application

* Delete an Application

How Do | Create an Application?

Create new applications from the My Applications page.

You create applications in the Developer Portal to manage which of your applications
can send requests to APIs. You can view analytics metrics for each application that
subscribes to an API.

1. Click the My Applications tab.

Pars @Hep &+

New Application

My Applications

2. Click New Application.
The Create Application page appears.
3. Enter the application name and an optional description.
4. Select the Application Types that apply to your application.

5. Inthe Contact Information section, enter your first name, last name, and emalil
address. Optionally enter your phone number and company name.

6. Click Save.

ORACLE 2-1



Chapter 2
How Do | View Application Details?

You've created the application. You can now subscribe it to APIs, as described in
Subscribe to a Plan to Use an API. You can also create applications while subscribing
to an API.

How Do | View Application Details?

View the application type (like web application or mobile application), the application
key, and contact information for an application on its Overview page.

1. Click My Applications.

APs @ Hep &~

2. Click the application you want to learn about.

My Applications

The application details page appears. The Overview tab is selected by default.

< My Applications

1I0S App

ﬁ -
Overview

|
Ill Application Types Iobile - Android, Mobile - I0S v

Application Key

". Application Key c3fe0bcs-bBd0-47c8-89017-fb692c176ad

Contact Information
* First Name John
* Last Name Smith
* Email  john smith@example com
Phone 555-555-5555

Company Your Company

ORACLE" 2-2



Chapter 2
How Do | Edit Application Details?

The Overview tab displays the application type, application key, and contact
information. You can copy an application key by hovering the mouse over it, and then

clicking the Copy to Clipboard icon.

Application Key

Application Key 04c1e921-5bf6-447d-b880-090500725061 Re-issue

How Do | Edit Application Details?

Edit an application’s name, description, type, and contact information from its
Overview page.

1. Click My Applications.

APis @ Hep &~

2. Click the application you want to edit.

E My Applications

The application details page appears. The Overview tab is selected by default.

3. To edit application details:

a. Click the application name to edit it.

< My Applications

10S App

o) .
Overview

“ Application Types Mobile - Android, Mobile - i0S ¥

L]
M application Key

lll Application Key c3fe0bc3-b6d0-47c8-9017-fb692c176a5

b. Click the description to edit it.

ORACLE' 2.3



Chapter 2
How Do | View API Plans My Applications Subscribe to?

c. Click the Application Types list to select or remove values.
d. Click a field in the Contact Information section to edit it.
4. Click Save.

Your changes are saved.

How Do | View API Plans My Applications Subscribe to?

ORACLE

View the plans to which your applications have subscribed to for accessing APIs.

To send requests to an API, your application must subscribe to a plan that provides
access to that API. A plan can provide access to several APIs, and an application can
subscribe to multiple plans to get access to different APIs. However, an application
cannot subscribe to different plans that provide entitlements to the same API.

On the My Applications page, the Subscriptions section for each application lists
the plans that the application has subscribed to and the APIs available under each
plan. Valid subscriptions to plans are shown as Active; subscriptions awaiting
approval are shown as Pending; rejected subscriptions are shown as Rejected. If a
subscription was approved, but later suspended for whatever reason, the status is
shown as Suspended. APIs within a plan are shown as either active or inactive,
depending on their availability in the plan.

ORACLE’ Ar| Platform Cloud - Developer Portal

My Applications

Western Real Estate

Description
Wiew Real Estate Trends, Analysis and Statistics

Subscriptions

Energy Supreme o Active

Energy 1.0 O

Real Estate Gold J) Suspended

E My Applicatiol

Allied Mortgage Calculator 1.0 o Concur Real Estate Price Comparision 1.0 Ge

1. Click My Applications.
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Chapter 2

How Do | View API Plans My Applications Subscribe to?

My Applications |:ﬁ| APis @ Hep & v

New Application

2. Click the application for which you want to view subscribed plans.

3. Click the Subscriptions icon on the application details page.

The Subscriptions tab displays all the plans that the application has subscribed

to.

4. Click a plan to view its details.

The plan displays details such as names of all applications that have subscribed to

the plan, APIs entitled by the plan, and the endpoint URL.
ORACLE’ Ar| Platform Cloud - Developer Portal

< My Applications

Western Real Estate

View Real Estate Trends, Analysis and Statistics

#  Subscriptions

0 Flan Energy Supreme Q Active

",'5 f 45K requests/hour | 1500 requests/minute
ih Plan Real Estate Gold )\ Suspended

100K requestsiday | 1K requests/minute

ORACLE"

My

f Enerc

A plan for interm

Subscribed Appl
Western Real Est:

View APls Entitle

Energy 1.0 o

Endpoint URL/s

Production Gatew
hitp:/fexample.com:
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Control Who Can Manage or View an Application

Control Who Can Manage or View an Application

Grants determine the actions a user can perform on an application in the Developer

Portal.

Topics

* About Application Grants

* Issue an Application Grant to a User or Group

About Application Grants

Grants enable users to view the details of or manage applications.

Users issued grants for a specific application have the privileges to perform the
associated actions on that application.

Grant Name

Description

Can be Issued To

Associated Actions

Manage Application

People issued this
grant can view, modify
and delete this
application. API
Manager users issued
this grant can also
issue grants for this
application to others.

API Managers,
Application
Developers, Plan
Managers

ApplicationEdit
ApplicationDelete
ApplicationView

ApplicationGrantMana
geApplication

View All Details

People issued this
grant can see all
details about this
application in the
Developer Portal.

APl Managers,
Application
Developers, Plan
Managers

ApplicationViewAllDet
ails

Issue an Application Grant to a User or Group

Issue users or groups grants to an application on its User Management page.

Grants are issued per application; repeat this task if you want to issue grants for

multiple applications.

1. Click the My Applications tab.

2. Click the name of the application for which you want to manage grants.

The Application Details page appears.

3. Click the User Management tab.

ORACLE
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Chapter 2
Control Who Can Manage or View an Application

o .
Overview
]

Application Types Mobile - Android, Mobile - I0S v

[ ]
W Application Key

“. Application Key c3fe0bc5-b6d0-47c8-8017-fbE92c176a5

4. Click the tab that corresponds to the grant you want to issue to users or groups:

* Manage Application: users issued this grant can modify and delete this
application. Users issued this grant can also issue grants for this application to
other users.

e View All Details: users issued this grant can see all details about this

application.
#  Grants
el
Manage Application(1} View all details(0)
Grantee
I

M Jane Smith

Click Add Grantee.
The Choose Grantee dialog appears.

From the Select Grantee section, click Group if you want to issue this grant to
groups. User is selected by default; ensure that it is selected if you want to issue
the grant to individual user accounts.

In the Grantee Name/Email field, enter the name or email addresses of the user
or group you want to add.

Click Add.

The user or group is issued the grant if they exist in the identity management
system. If the user or group does not exist, you receive an error like this: G- ant ee
user was not added. The user with ID "user" does not exist.

Repeat Step 6 through Step 8 to issue the grant to additional users or groups.
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Chapter 2
Reissue an Application Key

The user(s) or group(s) are issued the application grant you chose.

Reissue an Application Key

Reissue a key for an application from its Overview page.

A unique application key is created for each application. This key can be passed in a
header or as a query parameter with the request for APIs that require it. Analytics
metrics are aggregated for requests sent with an application key. Reissue an
application key when the existing key is compromised. When you reissue a key,
requests to APIs the application is subscribed to may fail until they are sent using the
new key. Analytics are also not aggregated for requests sent with the old key.

You must be issued the Manage Application grant for an application to reissue its key.

Management Portal administrators can choose to hide application keys in the
Developer Portal. You cannot reissue an application key if it is not displayed in the
Developer Portal.

1. Click the My Applications tab.
2. Click the application for which you want to reissue the key.

3. Hover the mouse over the existing key, and then click Re-issue.

Customer Mobile App

-] .
Overview
ll Application Types Iobile - Android, Mobile - iI0S »

[ ]
(7Y Application Key

icati c3felbcs-bed0-47ca-9017-fbe92c17685 -

4. Click Yes.
Warning 4
Are you sure you want to re-issue the app key? You will lose the

current key.

ORACLE 2-8



Chapter 2
Delete an Application

You've reissued the application key. The new key is displayed in the Application Key
field. Update your requests to use the new key.

Delete an Application

ORACLE

Delete an application you're not using from its Overview page.

You lose analytics metrics when you delete an application. Your requests to registered
APIs might also fail. Make sure you're OK with this before you delete an application.

1. Click My Applications.

2. Click the name of the application you want to delete.
3. Click the Delete icon.

4. Click Yes on the dialog that appears.

2-9



Discover and Subscribe to APIs

Find APIs

ORACLE

Learn how to discover and subscribe to APIs for your applications in the Developer
Portal.

Topics

* Find APIs

* View API Details

*  Subscribe to a Plan to Use an API

*  View Applications Subscribed to an API

* Unsubscribe an Application from a Plan

*  View API Documentation

Use the APIs page to find APIs published to the Developer Portal. You can filter the list
to quickly find APIs you're interested in.

1. Click the APIs tab.

E My Applications ; APls 9 Help . v

Q, Alphabetical |+

2. To filter the APIs displayed on the APIs page:

» Enter text into the search field and press Enter. This displays APIs whose
name, description, or version includes your query.

»  Click the +Filters link, and select an option to display APIs of a state (Alpha,
Beta, Deprecated, Released, or Retired) or APIs your applications have
subscribed to (Subscriptions)

» Select an option in the Sort By list to sort APIs by alphabetical order, by
publication date (Newest), by number of registrations (Usage), or by
relevance to the filter criteria you specified.

3. Click the Remove icon (x) for a filter in the bar under the search field to remove a
filter, or click Clear all to clear all filters.
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Chapter 3
View API Details

APlS energy \ Relevance v

®  Energy Released
(CaRO)
Description

Energy consumption services

Subscribed Applications

Western Real Estate o

View API Detalls

View details of an API, including an overview of its functionality and intended use,
details of plans through which the APl is available, and applications that have
subscribed to the API.

ORACLE

The API details page includes three tabs: Overview, Documentation, and Plans. You
can click the Open New Tab icon to open the Overview and Documentation tabs in a
new browser tab.

1.
2.

Clicking the Overview icon displays the API's subscribed applications, a short
description of what the API does, and a summary of its functionality and intended
use.

Clicking the Documentation icon displays the detailed usage instructions for the
API.

Clicking the Plans icon displays details of the plans through which the APl is
available.

(('L). Customer Data API Released
(CRO]

Interface with backend services to build mobile apps for your customers

Subscribed Applications Android App (2 105 App (2

E‘ This APl allows you to interface with our energy company's billing system. Specifically, the API receives a customer number and returns that
customer's usage and billing details for the most recent billing cycle. You can also retrieve a usage and billing estimate for the upcoming billing
cycle.

1] .

Using the API
3
«# Note:

The Overview, Documentation, and Plans tabs are visible only if that
information is published for an API.

Click the APIs tab.
(Optional) Filter the APIs displayed, as desired.
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Chapter 3
Subscribe to a Plan to Use an API

3. Click the API you want to view details for.

Subscribe to a Plan to Use an API

ORACLE

Subscribe to a plan to enable your applications to use an API.

Oracle API Platform Cloud Service - Classic manages API access and analytics
through plans. For an application to access an API, the application must subscribe to a
plan that provides entitlement to the API.

A plan can provide access to several APls, and an application can subscribe to
multiple plans to get access to different APIs. However, an application cannot
subscribe to multiple plans that provide entitlement to the same API. For example,
suppose Plan A provides access to API1, API2, and API3, whereas Plan B provides
access to API1 and API4. Suppose your application has subscribed to Plan A to get
access to API1. Now your application requires access to API4 as well. To access
API4, your application cannot subscribe to Plan B because Plan B has a common
entitlement with Plan A for API1. Your application will need to unsubscribe to Plan A
and then subscribe to Plan B to get access to API1 and API4.

1. Click the APIs tab.

2. Click the API you want to subscribe to.

3. Click the Plans icon on the API details page.

4. Evaluate the plans that provide access to the API.

The Plans page of an API lists all the plans that provide access to the API. A plan
shows the name of the plan, description, rate limits for using the plan, and the
number of APIs entitled by the plan. Clicking the View Plan Details link shows
additional details such as names of all the APIs entitled by the plan.

5. Click Subscribe.

You can click the Subscribe button on the top-right corner of the page. If you are
sure about the plan you want to select, you can click the Subscribe link displayed
above View Plan Details on the plan.
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Chapter 3
Subscribe to a Plan to Use an API

ORACLE’ AP Platform Cloud - Developer Portal "

® Energy ‘ 1 0 + | Released
(;_;L.é) Energy consumption services

Subscribed Applications \Vestemn Real Estate 0

s  Plans

/

Real Estate Gold Energy Supreme

Allows for high usage. A plan for intermediate usage.

100K 1K 45K 1500

requestsiday requests/iminute requesiz/hour requesiz/minute

* additional limit per API

4 aPis Entiied 1 apPis Entitled
— —
View Plan Details View Plan Details

6. Click the plan you want to use and click Select Plan.

If you clicked the Subscribe link for a particular plan in the previous step, the
plan’s details are already displayed.

7. Click the application subscribing to the plan to access the API.

When you select an application, application details appear in the right pane. To
edit application details, select an application and click Edit this Application. You
can choose to create a new application while subscribing to a plan. To create an
application, click Create New Application. After you create an application from
this page, you're returned to the registration page and the application is selected
for you.

ORACLE" 3-4



8. Click Subscribe.

Chapter 3

View Applications Subscribed to an API

Your application now has subscription to a plan that provides access to the API.

View Applications Subscribed to an API

View the applications that have subscribed to an API through a plan.

1. Click the APIs tab.

My Applications

I ~ris

@ -=r

Alphabetical

o

v

2. Optionally, filter the APIs displayed, as described in Find APIs.

The applications that have subscribed to a plan providing access to an API are
listed in the Subscribed Applications section of that API. An approved
subscription to a plan for this API is shown as Active, a subscription awaiting
approval to the plan is shown as Pending; a rejected subscription is shown as
Rejected; and a subscription that was active but has been suspended appears as

Suspended.

ORACLE
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Chapter 3
Unsubscribe an Application from a Plan

APls

@® Energy 1.0 | Released
@L@

Description

Energy consumption services
Subscribed Applications
World Weather e Pending
GeoServices A Rejectad
Allied Mortgage Calculator A Suspended

Westemn Real Estate o Active

Unsubscribe an Application from a Plan

Unsubscribe an application from a plan. Unsubscribing from a plan removes access to
all the APIs entitled by the plan. You cannot unsubscribe from individual APIs.

1. Click My Applications.

My Applications

APis @ Hep &~

Click the name of the application you want to unsubscribe.

Click the Subscriptions icon.

Click the API plan from which you want to unsubscribe.

g o w D

Click Unsubscribe.

ORACLE" 3-6



Chapter 3
View API Documentation

ORACLE’ AP Platform Cloud - Developer Portal E' My

< My Applications

Western Real Estate

View Real Estate Trends, Analysis and Statistics

#  Subscriptions

0 Flan Energy Supreme o

ﬁj, i 45K requestsihour | 1500 requests.n‘mmute i Enerc
ih Plan Real Estate Gold )\ Suspended A plan for interm
100K requests/day | 1K requests/minute

Subscribed Appl
Western Real Est:
View APls Entitle
Energy 1.0 o

Endpoint URL/s

Production Gatew
hitp:/fexample.com:

6. Click Yes.

After unsubscribing to a plan, all requests from an application to the entitled APIs
are rejected. You need to re-subscribe to a plan to access its APIs.

View APl Documentation

ORACLE

View detailed usage instructions for an API on its Documentation page.

The Documentation page contains information about an API's security schemes,
methods, resources, and other details to aid you in its use. Documentation references
are provided by API Managers when an APl is published to the Developer Portal. If an
API Manager has enabled it, the Documentation page can display interactive
documentation, a mock console, and other features on Oracle Apiary.

1. Onthe APIs page, click an API.

2. Click the Documentation icon.
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Chapter 3

View APl Documentation

® Energy | 1~ | Apna

o O Gas and Electricity usage API

This API allows vou to calculate your monthly energy bill.

E

Documentation for the API appears. You can click

to open the documentation in a new tab.

&
o
INTRODUCTION
e REFERENCE

/] REFERENCE

Current Month 4859634

Last Month 4859634 Current Month
Current Month 5845241 4859634

Last Month 5845241

Returns, the gas and electricity
usage of current month for the

account number: 4859634.

Q)

[ GET

| Switch to Example

Current Month 4859634

http://example.com/api/usage
/current/month/4859634

Parameters

Reset Values

Production

Body

v

ORACLE"
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Using Application Analytics

Learn how to use advanced analytics metrics for APIs registered to your applications.

Topics

View Analytics for an Application

Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?

Analytics Charts Available on the General PageWhich Analytics Charts Are
Available on the General Page?

Analytics Charts Available on the Errors and Rejections Page

View Analytics for an Application

View an application’s analytics metrics on its Analytics page.

ORACLE

Use analytics to determine how an application’s registered APIs are performing,
review how often and why requests are rejected, and monitor data trends.

1.
2.
3.

On the My Applications page, click an application.

Click the Analytics tab.

In the API list, select an API this application is subscribed to.

Analytics data for this APl appears. The General page appears by default.

Click the General or Errors and Rejections pages to view the available charts.

+  Analytics
“I API Customer Data API | 1 - Today Last 24 Hours  Other -
Mon Jan 29 2013 3:48:00 PM - Tue Jan 30 2018 3:48:00 PM
v
0 General
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Chapter 4
Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time Period?

Working with Analytics Time ControlsHow Do | View
Analytics for a Specific Time Period?

ORACLE

Time controls enable you to retrieve analytics data for specific time periods.

By default, data from today (from 12:00AM, expressed in the default time zone set for
the platform, to the current time) appears. To change the displayed analytics data time
period:

Click Last 24 Hours to display data for that period, stretching back 24 hours from the
current time. If you want to display data over a different period, you can either:

e Select a pre-defined time period (current hour or week, specific month or year, last
15 minutes, etc.) from the Other list, or

Today Last 24H0urs| Other v I

Mon Jan 29 2018 3:56:00 PM - Tu{ Other
Current Hour
Current Week
Month
Current Month
January
February
March
April
May
June

»  Click the time interval below the Other list to manually specify a start and end time
and date.

Today Last 24 Hours  Other A4
Sun Jan 25 2018 12:00:00 AM - Wed Jan 31 2018 2:00:00 AM

Start X
Sun Jan 28 2018 12:00:00 AM

End

Wed Jan 31 2018 2:00:00 AM
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Analytics Charts Available on the General PageWhich Analytics Charts Are Available on the General Page?

Analytics data for the time period you selected appears.

Analytics Charts Available on the General PageWhich
Analytics Charts Are Available on the General Page?

View the request volume, response time, and other metrics about requests sent tofrom
your APIsgatewaysapplications on the General page.

Topics

Request Volume Chart
Response Time Chart
Payload Size Chart
Requests by API Chart

Requests by Resource Chart

Request Volume Chart

Use the Request Volume chart to view request traffic volume, request trends, and
request success or failure rates.

The Request Volume chart displays the number of requests sent to an APIsent to all
APIs deployed to a gatewaysent by an application.

To view Request Volume chart data:

Select All to display all requests.

Select Successful to display successful requests.
Select Rejected to display rejected requests.

Select Errored to display requests that generated errors.

Select Failed to display requests that failed.

4 Request Volume

Number of Requests

. All D Successful D Rejectad D Failed

450K

400K

350K

300K

250K

200K

150K

100K

50K

]
1 3 ] 7 ] 1 13 18 17 19 21 23 25 27 29 31
Dec 2016
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Analytics Charts Available on the General PageWhich Analytics Charts Are Available on the General Page?

Request Volume

m Successful Failed

Number of Requests

0
02:01 02:02 02:03 02:04 02:05 02:06 0z:07 02:08 02:09 02:10 02:11 02:12 02:13 02:14 02:15
Time
M successful [ Failed

To view summary information for a specific period, hover your mouse over a vertical
bar in the Request Volume chart.

By default, data for the current day is displayed. To display data for a different period,
see Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?.

By default, data for the last 24 hours is displayed. To display data for a different
period, see Working with Analytics Time ControlsHow Do | View Analytics for a
Specific Time Period?.

Response Time Chart

Use the Response Time chart to view the response times for requests, response time
trends, and the time requests spend in the APl and service layers.

The Response Time chart displays round-trip request and response times (in
milliseconds) for the selected APlgatewayapplication. The shortest and longest
response times for the period are represented by vertical bars. A horizontal bar
indicates the median round-trip time for the period.

To view Response Time chart data:

» Select Round Trip to display the median round-trip request and response times
for the period.

» Select API Layer to display the time round-trip time request and response times
were active in the API layer.

» Select Service Layer to display the time round-trip time request and response
times were active in the service layer.
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4 Response Time

. Round Trip API Layer Service Layer
100K
80K

G0K

40K

Response Time (Milliseconds)

20K

Response Time

55007
5,000
4,500
4.000-
3,500
3,000
2,500
2,000
1,500

1.000+
500 l 1 l 1
0 + -
02:01 02:‘[]2 02903 02;04 02;05 UZ;UE UE;U? UZ:IUB U2:IUEI 02:‘10 02‘:11 U2:‘12 02;13 02;14 02;15
Time

Response Time (milliseconds)

To view summary information for a specific period, hover your mouse over a vertical or
horizontal bar in the Response Time chart.

By default, data for the current day is displayed. To display data for a different period,
see Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?.

By default, data for the last 24 hours is displayed. To display data for a different
period, see Working with Analytics Time ControlsHow Do | View Analytics for a
Specific Time Period?.

Payload Size Chart

The Payload Size chart displays the size of the payload sent with each request. The
largest and smallest payload sizes for the period are represented by vertical bars. A
horizontal bar indicates the median payload size during the period.

To view Payload Size chart data:

» Select Request to view request payload sizes for the period.

» Select Response to view response payload sizes for the period.
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4 Payload Size

Request Response

Payload Size (Bytes)

4 & [ 7 g 9 10 1 12 13 14 16 18 7 18 19 20 21 22 23 24 26 26 27 28 20 30 A

To view summary information for a specific period, hover your mouse over a vertical
bar in the Payload Size chart.

By default, data for the current day is displayed. To display data for a different period,
see Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?.

Requests by API Chart

The Requests by API chart displays requests, rejections, and errors for each API
deployed to the gateway.

The Requests by API chart displays this data:

*  The volume of requests sent to each API.

*  The percentage of requests sent to each API.

*  The volume of rejected requests for each API.

* The percentage of rejected requests for each API.
*  The error volume for each API.

*  The error percentage for each API.

Requests by Resource Chart

The Requests by Resource chart displays the volume and distribution of requests (as
a percentage) to resources for an API.

The Requests by Resource chart displays this data:

e The volume of requests sent to each resource.

e The percentage of requests sent to each resource.

e The volume of rejected requests for each resource.

e The percentage of rejected requests for each resource.
e The volume of errors processed by each resource.

e The percentage of errors processed by each resource.
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4 Requests By Resource

Request Path Requests Rejections Errors
Volume Distribution Volume Distribution Volume Distribution
/test 13 0.0% 13 0.2%
/customer/1 1590929 20.0% 103967 100.0% 4237 53.7%
/webpost/posts/1 1590764 20.0% 1156 14.6%
ftime 1590666 20.0% 1222 15.5%

Analytics Charts Available on the Errors and Rejections

Page

View rejection and error metrics about requests sent to or from APIs, gateways, or
applications on theErrors and Rejections page. Available charts and options vary
based on the rights you have.

Topics

Rejection Rate Chart

Rejection Distribution Chart
Application Error Rate Chart
Application Error Distribution Chart

Rejection Rate Chart

The Rejection Rate chart displays the number of rejected requests sent to an APIsent
to all APIs deployed to a gateway.

To view Rejection Rate chart data:

ORACLE

Select All to view all rejections for the period.

Select Request Policies to view requests that were rejected by request policies
for the period.

Select Response Policies to view responses that were rejected by response
policies for the period.

Select Service to view requests that were rejected by the backend service.

Select an option in the no policy filter list to view data for a specific policy type.
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4 Rejection Rate

All Request Policies Response Policies Service v
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To view summary information for a specific period, hover your mouse over a vertical
bar in the Rejection Rate chart.

By default, data for the current day is displayed. To display data for a different period,
see Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?.

Rejection Distribution Chart

The Rejection Distribution chart displays the number of rejections by specific policies
or services.

To view Rejection Distribution chart data:

» Select All to view all rejections per policy or service.

» Select Request Policies to view the number of rejections per request policy.

» Select Response Policies to view the number of rejections per response policy.
» Select Service to view the number of rejections per service.

» Select Show Policy Types to view rejections for each policy type. For example, if
you have multiple header validation policies, selecting Show Policy Types
displays all header validation policy rejections as a single data point.

» Select Show Policy Instances to view rejections for each instance of a policy. For
example, if you have multiple header validation policies, selecting Show Policy
Instances displays rejections from each of the header validation policies as
separate data points.

4 Rejection Distribution
All Request Palicies Response Policies Service Show Policy Types v
Service Request- HTTP 404
oKeyValidation - INVALID_APPKEY
API Deployment State - INACTIVE

Header Validation - REJECT_CN_CONDITION

Rejection Code

Basic Auth - REJECT_ON_CONDITION

Service Request- HTTP 405

) 20K 40K 60K 80K 100K 120K

Number of Reiections
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To view summary information for a specific policy, hover your mouse over a horizontal
bar in the Rejection Distribution chart.

By default, data for the current day is displayed. To display data for a different period,
see Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?.

Application Error Rate Chart

The Error Rate chart displays the number of errors as a percentage of all errors for the
defined period.The Application Error rate chart displays the number of errors produced
by requests from an application.

To view Error Rate chart data:

»  Select All to view all errors for the period.
» Select Request Policies to view errors caused by request policies for the period.

* Select Response Policies to view errors caused by response policies for the
period.

* Select Service to view errors caused by requests rejected by the backend service.
» Select Show Policy Types to view errors for each policy type.

» Select Show Policy Instances to view errors for each instance of a policy.

Application Error Rate
60+
50
40

304

Number of Errors

204

104

04
02:02 02:03 02:04 02:05 02:06 02:07 02:08 02:09 02:10 021 02:12 02:13 02:14 02:15 02:16
Time

To view summary information for a specific period, hover your mouse over a vertical
bar in the Application Error Rate chart.

By default, data for the current day is displayed. To display data for a different period,
see Working with Analytics Time ControlsHow Do | View Analytics for a Specific Time
Period?.

By default, data for the last 24 hours is displayed. To display data for a different
period, see Working with Analytics Time ControlsHow Do | View Analytics for a
Specific Time Period?.
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Application Error Distribution Chart

ORACLE

The Application Error Distribution chart displays the number of API request errors for
specific policiesoccurrences of each error as a percentage of all errors for the defined
period..

To view Application Error Distribution chart data:

» Select All to view all errors.

e Select Request Policies to view errors caused by request policies.

e Select Response Policies to view errors caused by response policies.
e Select Service to view errors caused by the backend service.

e Select Show Policy Types to view errors for each policy type. For example, if you
have multiple header validation policies, selecting Show Policy Types displays all
header validation policy rejections as a single data point.

e Select Show Policy Instances to view errors for each instance of a policy. For
example, if you have multiple header validation policies, selecting Show Policy
Instances displays rejections from each of the header validation policies as
separate data points.

Application Error Distribution

Error Code Number of Errors Percent of Total Errors
sve - HTTP 404 62 50%

sve - HTTP 429 62 50%

To view summary information for a specific policy, hover your mouse over an entry in
the Error Distribution chart.

4-10



	Contents
	Preface
	Audience
	Documentation Accessibility
	Related Resources
	Conventions

	1 Get Started with the Developer Portal
	About the Oracle API Platform Cloud Service - Classic Developer Portal
	Sign In to the Developer Portal
	Sign Out of the Developer Portal
	Typical Workflow for Consuming APIs in the Developer Portal

	2 Creating and Managing Applications
	How Do I Create an Application?
	How Do I View Application Details?
	How Do I Edit Application Details?
	How Do I View API Plans My Applications Subscribe to?
	Control Who Can Manage or View an Application
	About Application Grants
	Issue an Application Grant to a User or Group

	Reissue an Application Key
	Delete an Application

	3 Discover and Subscribe to APIs
	Find APIs
	View API Details
	Subscribe to a Plan to Use an API
	View Applications Subscribed to an API
	Unsubscribe an Application from a Plan
	View API Documentation

	4 Using Application Analytics
	View Analytics for an Application
	Working with Analytics Time ControlsHow Do I View Analytics for a Specific Time Period?
	Analytics Charts Available on the General PageWhich Analytics Charts Are Available on the General Page?
	Request Volume Chart
	Response Time Chart
	Payload Size Chart
	Requests by API Chart
	Requests by Resource Chart

	Analytics Charts Available on the Errors and Rejections Page
	Rejection Rate Chart
	Rejection Distribution Chart
	Application Error Rate Chart
	Application Error Distribution Chart



