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About This Content

Oracle Blockchain Platform includes all the dependencies required to support a permissioned
blockchain network.

Audience

This guide is intended for anyone who uses Oracle Blockchain Platform.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.
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What's Oracle Blockchain Platform?

This topic contains information to help you understand what Oracle Blockchain Platform is.

Topics:
What's a Blockchain?

e Why Should | Use Blockchain?

«  What Are the Advantages of Oracle Blockchain Platform?

« What Do | Get with Oracle Blockchain Platform?

What's a Blockchain?

A blockchain is a system for maintaining distributed ledgers of facts and the history of the
ledger’s updates. A blockchain is a continuously growing list of records, called blocks, that are
linked and secured using cryptography.

This allows organizations that don't fully trust each other to agree on the updates submitted to
a shared ledger by using peer to peer protocols rather than a central third party or manual
offline reconciliation process. Blockchain enables real-time transactions and securely shares
tamper-proof data across a trusted business network.

A blockchain network has a founder that creates and maintains the network, and participants
that join the network. All organizations included in the network are called members.

Oracle Blockchain Platform is a permissioned blockchain, which provides a closed ecosystem
where only invited organizations (or participants) can join the network and keep a copy of the
ledger. Permissioned blockchains use an access control layer to enforce which organizations
have access to the network. The founding organization, or blockchain network owner,
determines the participants that can join the network. All nodes in the network are known and
use consensus protocol to ensure that the next block is the only version of truth. There are
three steps to consensus protocol:

« Endorsement — This step determines whether to accept or reject a transaction.
e Ordering — This step sorts all transactions within a time period into a sequence or block.

e Validation — This step verifies that the required endorsement are gotten in compliance
with the endorsement policy and organization permissions.

Blockchain's key properties

Shared, transparent, and decentralized— The network maintains a distributed ledger of
facts and update history. All network participants see consistent data. Data is distributed and
replicated across the network’s organizations. Any authorized organizations can access data.

Immutable and irreversible — Each new block contains a reference to the previous block,
which creates a chain of data. Data is distributed among the network organizations. Blockchain
records can only be appended and can't be undetectably altered or deleted. Consensus is
required before blocks or transactions are written to the ledger. Therefore, the existence and
validity of a data record can't be denied. After endorsement policies are satisfied and
consensus is reached, data is grouped into blocks and blocks are appended to the ledger with

Using Oracle Blockchain Platform
F26726-41 December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 1 of 6



ORACLE

Chapter 1
Why Should | Use Blockchain?

cryptographically secured hashes that provide immutability. Only those members authorized to
have the corresponding encryption keys can view data.

Encryption — All records are encrypted.

Closed ecosystem — Joined organizations can have a copy of the ledger. Organizations are
known in the real world. Consensus protocols depend on knowing who the organizations are.

Speed — Transactions are verified in minutes. Network members interact directly.

Blockchain example

An example of an organization that benefits from using blockchain is a supply chain contract
manufacturing company. Suppose this company is located in the United States and uses a
third-party company in Mexico to source materials for and produce electronic components.
With a blockchain network, the manufacturing company can quickly know the answers to the
following questions:

e Where is the product in the production cycle?

e Where is the product being produced?

e Does the product contain ethically sourced materials?

« Does the product meet specifications and exporting compliance rules?
e When is ownership transferred?

« Does the invoice match and should the organization pay it?

«  How should the organization handle any exceptions to the manufacturing, shipping, or
receiving process?

Why Should | Use Blockchain?

Implementing blockchain can help you manage and bring efficiency to many aspects of your
business practices.

The key benefits of using a blockchain are:

Increase Business Velocity — You can create a trusted network for business-to-business
transactions and extend and automate your operations beyond the enterprise. With blockchain,
you can optimize business decisions by providing real-time information visibility across your
company's ecosystem.

Reduce Operation Costs — Use blockchain to accelerate transactions and eliminate
cumbersome offline reconciliations by using a trusted shared fabric of common information.
Blockchains help you eliminate intermediaries and related costs, possible single points of
failure, and time delay by using a peer to peer business network.

Reduce the cost of fraud and regulatory compliance — Blockchain enables you to gain the
security of knowing that business critical records are made tamper-proof with securely
replicated, cryptographically linked blocks that protect against single point of failure and insider
tampering.
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What Are the Advantages of Oracle Blockchain Platform?

Using Oracle Blockchain Platform to create and manage your blockchain network has many
advantages over other available blockchain products.

As a preassembled PaasS, Oracle Blockchain Platform includes all the dependencies required
to support a blockchain network: compute, storage, containers, identity services, event
services, and management services. Oracle Blockchain Platform includes the blockchain
network console to support integrated operations. This helps you start developing applications
within minutes, and enables you to complete a proof of concept in days or weeks rather than
months.

How Oracle Blockchain Platform Adds Value to Hyperledger Fabric

Oracle Blockchain Platform is based on the Hyperledger Fabric project from the Linux
Foundation, and it extends the open source version of Hyperledger Fabric in many ways.

Provisioning and Integration in Oracle Cloud Infrastructure

e Includes preassembled PaaS with template-based provisioning. See Before You Create
Your Instance.

e Uses Oracle Cloud Infrastructure to incorporate infrastructure dependencies (managed
containers, virtual machines, identity management, block and object storage).

e Supports multi-cloud, hybrid blockchain network topology that spans multiple Oracle Cloud
Infrastructure data centers, on-premises deployments of Hyperledger Fabric, and third-
party clouds to link blockchain nodes across organizations, data centers, and continents.

Operates as an Oracle Managed Service

e Includes Oracle operations monitoring.
e Has zero-downtime managed patching and updates.

e Includes embedded ledger and configuration backups.

Enhances Security

e Uses data in-transit encryption based on TLS 1.3 or TLS 1.2, prioritizing forward-secrecy
ciphers in the TLS cipher-suite.

e Uses data at-rest encryption for all configuration and ledger data.
« Isolates customers from other tenants and from Oracle staff.

* Includes a web application firewall to protect blockchain components against cyberattacks,
including predefined Open Web Access Security Project (OWASP) rules, aggregated
threat intelligence from multiple sources, and layer 7 distributed denial-of-service (DDoS)
attacks.

*  Provides audit logging of all API calls to the blockchain resources, with records available
through an authenticated, filterable query API or as batched files from Oracle Cloud
Infrastructure Object Storage.

Leverages Built-In Oracle Identity Cloud Service Integration

* Provides user and role management. See Set Up Users and Application Roles.

* Provides authentication for the Oracle Blockchain Platform console, REST Proxy, and
certificate authority (CA).
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Supports identity federation and third-party client certificates to enable consortia formation
and simplify member onboarding.

Adds REST Proxy

Supports a rich set of Fabric APIs through REST calls for simpler transaction integration.
See REST API for Oracle Blockchain Platform.

Enables synchronous and asynchronous invocations. Enables events and callbacks and
DevOps operations.

Simplifies integration and insulates applications from underlying changes in transaction
flow.

Accelerates Integration

Provides plug-and-play enterprise adapters using Oracle Integration Cloud Service to
integrate Oracle SaaS, PaaS, and on-premises applications with blockchain transactions,
gueries, and events. See Oracle Integration.

Blockchain-enabled Oracle Flexcube, Open Banking API Platform, and other Oracle
applications with embedded blockchain APIs.

Enables ERP, EPM, GL, SCM, and HCM business processes in Oracle SaaS, on-
premises, and non-Oracle systems to rapidly integrate with blockchain to streamline data
exchange and conduct trusted transactions with other organizations.

Provides the Management and Operations Console

Provides a comprehensive, intuitive web user interface and wizards to automate many
administration tasks. For example, adding organizations to the network, adding new nodes,
creating channels, deploying chaincodes, browsing the ledger, and more. See Oracle
Blockchain documentation library.

Enables DevOps through REST APIs for administration and monitoring of the blockchain.
Dynamically handles configuration updates without a node restart.

Includes dashboards, a ledger browser, and log viewers for monitoring and
troubleshooting.

Replaces Ledger DB World State Store With Oracle Berkeley DB

Provides Couch DB rich query support at Level DB performance.

Provides SQL-based rich query support. See What's the State Database?

Validates query results at commit time to ensure ledger integrity and avoid phantom reads.

Integrates Rich History Database

Enables transparent shadowing of transaction history and private data collections to
Autonomous Al Lakehouse or Database as a Service and the use of Analytics or Business
Intelligence (for example, Oracle Analytics Cloud or third-party tools) on blockchain
transaction history and world state data. See Create the Rich History Database.

Supports standard tables and blockchain tables for storing rich history. Blockchain tables
are tamperproof append-only tables, which can be used as a secure ledger while also
being available for transactions and queries with other tables.
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Includes Low-Code Blockchain App Builder

Blockchain App Builder assists with rapid development, testing, debugging, and deployment of
chaincode on Oracle Blockchain Platform networks. Blockchain App Builder generates
complex chaincodes in TypeScript (for Node.js chaincode) and Go (for Go chaincode) from a
simple specification file. Blockchain App Builder supports the full development life cycle either
from a command-line interface or as an extension for Visual Studio Code.

Blockchain App Builder also includes tokenization support for both fungible and non-fungible
tokens. Token classes and methods are automatically generated, and additional token
methods are provided so that developers can create complex business logic for tokens.

For more information, see Blockchain App Builder for Oracle Blockchain Platform.

Supports Hybrid State Database Model

Peer nodes can configure Oracle Database as a fallback state database. The hybrid state
database model avoids service interruptions by storing the state information in both the
embedded Berkeley DB (primary) and also in Oracle Database (fallback). If an issue arises
with the primary state database, Oracle Blockchain Platform automatically switches to the
fallback state database while the primary state database recovers.

Highly Available Architecture and Resilient Infrastructure

Built for business-critical enterprise applications, Oracle Blockchain Platform is designed for
continuous operation as a highly secure, resilient, scalable platform. This platform provides
continuous monitoring and autonomous recovery of all network components based on
continuous backup of the ledger blocks and configuration information.

Each customer instance uses a framework of multiple managed VMs and containers to ensure
high availability. This framework includes:

e Peer node containers distributed across multiple VMs to ensure resiliency if one of the
VMs is unavailable or is being patched.

e Orderers, Fabric CA, console, and REST proxy nodes are replicated in all VMs for
transparent takeover to avoid outages.

e Isolated VM environments for customer chaincode execution containers for greater
security and stability.

Built-in integration with Oracle Identity Cloud Service for user authentication, roles
management, and identity federation immediately leverages Oracle Identity Cloud Service
accounts and enables onboarding of consortium members who prefer using SAML-based
federation for authentication against their own identity providers.

Oracle Blockchain Platform is an Oracle managed service in which provisioning, running, and
maintaining all of the infrastructure is transparent to customers. The entire framework can be
provisioned with only a few clicks and user inputs, such as which shape to use, the initial
number of peers, and if the instance type is Founder or Participant. The rest of the instance is
automatically defined by the QuickStart shape that you select. See Before You Create an
Oracle Blockchain Platform Instance.

The platform is integrated with Oracle Cloud operations management and monitoring service
for continuous DevOps. Full stack zero-downtime patching and upgrades are provided with the
platform. These are transparently performed by Oracle operations with no customer downtime
required. If any security vulnerabilities are discovered, emergency security patching is enabled
for the operating system and all of the components that the service comprises. Ongoing
adaptive intelligent cyber-threat detection, mitigation, and remediation are provided as part of
the Oracle Cloud Infrastructure security-in-depth approach. This leverages machine learning-
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based adaptive intelligence for quick detection of intrusions and abnormal behaviors, and
automated patching as one of the tools for faster remediation. See Oracle Cloud Infrastructure
Documentation.

Oracle Blockchain Platform supported by Oracle Cloud Infrastructure and Oracle Cloud
Operations delivers the best-in-class levels of availability, performance, and security. For
availability SLAs, see Oracle PaaS and laaS Public Cloud Services - Pillar Document.

What Do | Get with Oracle Blockchain Platform?

Your instance includes everything you need to build, run, and monitor a complete production-
ready blockchain network based on Hyperledger Fabric.

Your Oracle Blockchain Platform instance is defined by the shape and the underlying platform
version of Hyperledger Fabric that you selected when you created your instance. See Before
You Create Your Instance. Your instance includes validating peer nodes, a membership
services provider (MSP), and an ordering service.

For more information about chaincode lifecycle management, see Typical Workflow to Deploy
Chaincodes.

In addition, REST proxy nodes are provided and a default channel is created. Use the console
user interface to further configure, administer, and monitor the network, as well as install,
deploy, and upgrade smart contracts (also known as chaincodes). The Developer Tools tab
contains sample chaincodes that you can deploy and run to help you quickly understand how
the blockchain network works.

Because Oracle Blockchain Platform is part of the Oracle Cloud platform, it's pre-assembled
with the underlying cloud services, including containers, compute, storage, identity cloud
services for authentication, object store for embedded archiving, and management and log
analytics for operations and troubleshooting. You can configure multiple peer nodes and
channels for availability, scalability, and confidentiality, and Oracle Cloud will automatically
handle the underlying dependencies.

Additional instances can be created for other organizations and joined into your blockchain
network. As an Oracle Cloud service, each instance includes replicated resources, monitoring
and recovery agents, embedded archiving of configuration data and ledger blocks, and
integration with management and log analytics services to help Oracle operations monitor and
troubleshoot any issues. It also includes zero-downtime managed patching to resolve any
issues and upgrade the service components without interrupting your operations.
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Get Started Using Samples

This topic contains information about the samples included in your instance. Using samples is
the fastest way for you to get familiar with Oracle Blockchain Platform.

Topics

What Are Chaincode Samples?

»  Explore Oracle Blockchain Platform Using Samples

What Are Chaincode Samples?

Oracle Blockchain Platform includes chaincode samples written in Go, Node.js, and Java to
help you learn how to implement and manage your network’s chaincodes.

To get to the Chaincode Samples page in the Oracle Blockchain Platform console, open the
Developer Tools tab and select Samples.

The Chaincode Samples page contains:

e The Balance Transfer sample is a simple chaincode representing two parties with account
balances and operations to query the balances and transfer funds between parties.

e The Marbles sample includes a chaincode to create marbles where each marble has a
color and size attribute. You can assign a marble to an owner and enable operations to
query status and trade marbles by name or color between owners.

e The Car Dealer sample includes a chaincode to manage the production, transfer, and
guerying of vehicle parts; the vehicles assembled from these parts; and transfer of the
vehicles.

In this sample, a large auto maker and its dealers and buyers have created a blockchain
network to streamline its supply chain activities. Blockchain helps them reduce the time
required to reconcile issues with the vehicle and parts audit trail.

e The Fiat Money Token sample includes a chaincode to manage the complete life cycle of a
fractional fungible token that represents fiat money. After you initialize the token, create
token user accounts, and assign the minter role, you can issue, transfer, and burn tokens.
You can also track token account balances and transaction history. For more information
about the token samples, see Working With the Sample Token Specification Files.

Use the Download sample here links under each sample to download the sample chaincode.
The download contains the Go, Node.js, and Java versions of the chaincode.

Explore Oracle Blockchain Platform Using Samples

You can install, deploy, and invoke the sample chaincodes that are included in Oracle
Blockchain Platform.

You must be an administrator to install and deploy sample chaincodes. If you've got user
permissions, then you can invoke sample chaincodes.

1. Go to the console and select the Developer Tools tab.
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Click the Samples pane.
The Chaincode Samples page is displayed.
Locate the sample chaincode and install it.

a. Choose the sample chaincode that you want to use and click the corresponding Install
button.

b. In the Install Chaincode dialog, specify one or more peers to install the chaincode on,
and select which chaincode language you want to use (Go, Node.js, or Java). Click
Install.

Deploy the chaincode.
a. Click the chaincode’s Deploy button.

b. Inthe Deploy Chaincode dialog select the channel you want to deploy the chaincode
on. Click Deploy.

Go to the Channels tab and click the name of the channel that you deployed the sample
chaincode on.

a. Inthe Channel Information page, click the Deployed Chaincodes pane to confirm the
chaincode's deployment on the channel.

b. You can use the Ledger pane to locate information about individual transactions on the
channel.

Click the Ledger pane and confirm the following.

e The Ledger Summary indicates one deployment occurred. A deployment consists of
an approval and a commit.

* Inthe Ledger table, locate the two blocks with a Type of dat a.

»  Click the first block and in the Transactions table, click the arrow icon to display more
information about the block. Confirm that the Function Name field displays
Appr oveChai ncodeDef i ni ti onFor MyOr g.

e Click the second block and confirm that the Function Name field displays
Conmmi t Chai ncodeDef i nition.

If needed, go to the Chaincodes tab and deploy the chaincode on other channels.

If you're working on a network that contains multiple members and have deployed the
chaincode on the founder, then you don'’t have to deploy the chaincode on the participants
where you installed the same chaincode. In such cases, the chaincode is already deployed
on the participants.

a. Locate the package ID of the chaincode you want to deploy in the table and click it.
The Installed Peers Summary page is displayed.

b. Click Deployed on Channels.

c. Onthe Deployed Channels Summary page, click the Deploy button.

d. Inthe Deploy Chaincode dialog specify the required information, and then click
Deploy.

Invoke the chaincode.

a. Go to the Chaincode Samples page, locate the chaincode you're working with, and
click its Invoke button.

b. Inthe Invoke Chaincode dialog, select a channel to run the transaction on.

c. Inthe Action field, specify an action to complete using the chaincode.
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d. Click Execute.
9. Confirm whether the chaincode invoked successfully.

a. Go to the Channels tab, and locate and click the channel the chaincode was installed
on.

b. Inthe Ledger Summary table, locate the block number that indicates an invocation
occurred.

c. Click the block and confirm that in the Transactions table you see Success in the
Status column.

10. If needed, go to the Samples page and invoke any other operations on the chaincode.
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Manage the Organization and Network

This topic contains information to help you understand the console and how you can use it to
manage the channels and nodes that make up your organization and the blockchain network.

Topics

What's the Console?

*  Modify the Console Timeout Setting

e Monitor the Network

e Manage Nodes
«  Manage Channels

« Manage Certificates

« Manage Ordering Service

What's the Console?

The Oracle Blockchain Platform console helps you monitor the blockchain network and
perform day-to-day administrative tasks.

When you provisioned your Oracle Blockchain Platform instance, all of the capabilities you
need to begin work on your blockchain network were added to the console.

You can use the console to perform tasks such as managing nodes, configuring network
channels and policies, and deploying chaincodes. You can also monitor and troubleshoot the
network, view node status, view ledger blocks, and find and view log files.

In most cases, each member of your network has its own console that they use to manage
their organization and monitor the blockchain network. Your role in the network (founder or
participant) determines the tasks you can perform in your console. For example, if you're a
participant, you can’t add another participant to the network. Only the founder can add a
participant to the network.

Also, what you can do in the console is determined by your access privileges (either
Administrator or User). For example, only an Administrator can set an anchor peer or create a
channel.

Your instance includes sample chaincodes that you can use to get started. See Explore Oracle
Blockchain Platform Using Samples.

If the Oracle Blockchain Platform console isn't behaving as expected, then check that you're
using the latest version of a supported browser. Oracle Blockchain Platform supports the
following browsers:

e Mozilla Firefox
e Google Chrome
e Safari

e Microsoft Edge / Internet Explorer
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The console is divided into pages.

Dashboard Page

Use the Dashboard page for an overview of the network’s performance. See What Type of
Information Is on the Dashboard?

On the Dashboard page, you'll find:

* A banner showing you how many different components are on your network. For example,
how many channels and chaincodes.

e The number of user transactions on a channel during a specific time range.
*  The number of nodes that are running or stopped.

e The number of endorsements and commits by peers.

Network Page

The Network page is where you view a list of the members in your network. The first time you
use the Network page after setting up your instance, you’ll see the nodes you created during
set up.

You can use the Network page to:

* Find the organization IDs of the members in your network, their Membership Service
Provider (MSP) IDs, and roles.

e Add a participant to the network.

e See a graphical representation of the network’s structure.
e Configure, view, or import the orderer settings.

e Manage certificates.

e Add new orderering service node into network.

e Export the network config block.

Nodes Page

Go to the Nodes page to view a list of the nodes in your network. The first time you use the
Nodes page after setting up your instance, you'll see:

e The console node.
e The number of peer nodes you requested when provisioning.

e The number of orderer nodes associated with your instance type. Standard has three
orderer nodes and cannot be scaled up, while Enterprise has three and additional can be
added.

e One Fabric certificate authority (CA) node representing the membership service.
e One REST proxy hode.

During the founder instance provisioning a default channel was created and all peers were
added to it.

Use the Nodes page to:

* View and set node configurations.
e Export and import peers.

e  Start, stop, and restart nodes.
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» Configure and start a new orderer node.
e See a graphical representation of which peer nodes are using which channels.

* Click a node's name to find more information about it.

Channels Page

The Channels page shows you the channels in your network, the peers using the channels,
and the chaincodes deployed on the channels. The first time you use the Channels page after
setting up your instance, you'll see the default channel that was created and all of the peers in
your network added to it.

Use the Channels page to:

* Add new channels.
* See the number of chaincodes deployed on a channel.

e Click a channel's name to find more information about it, such as its ledger summary, the
peers and OSNSs joined to the channel, and the channel's policies and ACLs.

e Join peers to the channel.

e Manage the ordering service of the channel.

e Add or remove an ordering service node (OSN) for a channel.
* View and update the ordering service’s settings.

«  Configure rich history for the channel.

e Check the rich history status for the channel.

* Run and analyze rich queries on chaincodes in the channel.

* Upgrade a chaincode.

Chaincodes Page
Note that Oracle Blockchain Platform refers to smart contracts as chaincodes.

Go to the Chaincodes page to view a list of the chaincode packages installed on the instance.
The first time you use the Chaincodes page after setting up your instance, no chaincodes are
displayed in the list because no chaincodes were included during set up. You must add the
needed chaincodes. You can add chaincodes written in Go, Node.js, and Java. You can also
an external chaincode (chaincode as a service).

You can use the Chaincodes page to:

* Install and deploy a chaincode using the Quick or Advanced deploy option.
* See how many peers have a chaincode installed.

*  Find out how many channels a chaincode was deployed on.

Developer Tools Page

The Developer Tools page is designed to help you learn blockchain fundamentals like how to
write chaincodes and create blockchain applications.

You can use the Developer Tools page to:

«  Download Blockchain App Builder for Oracle Blockchain Platform - a set of tools and
samples to help you create, test, and debug chaincode projects using a command line
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interface or a Visual Studio Code extension. For more information, see Blockchain App
Builder for Oracle Blockchain Platform.

* Find templates and the Hyperledger Fabric mock shim to help you create chaincodes.
e Link to the SDKs and APlIs that you need to write blockchain applications.

* Use the sample chaincodes to learn about chaincodes. Install, deploy, and invoke the
sample chaincodes.

Modify the Console Timeout Setting

The Oracle Blockchain Platform console attempts to contact the nodes on the network for 600
seconds before it times out.

In most cases you won't have to adjust this setting, but if the console is frequently not
responding, then consider increasing the timeout value. Oracle doesn’t recommend decreasing
the timeout value.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab go to the nodes table and locate the console node. Use the nodes table’s
type column to find the Console node.

3. Click the node’s More Actions menu and then click Edit Configuration.
The Configure dialog is displayed.

4. Inthe Request Timeout (s) field, type or use the arrow buttons to indicate the timeout
length in seconds.

5. Click Submit.

The timeout length changes immediately, and you don'’t have to restart the console.

Monitor the Network

The console provides several ways for you to monitor the activity and health of your blockchain
network. For example, you can find summary information about the total number of blocks
submitted to the ledger, or you can search for and locate information about specific chaincode
transactions that happened on a specific channel.

How Can | Monitor the Blockchain Network?

You can use the console to locate the following sources of information to help you understand
what's happening on your network.

Network Overview Information

Use the Dashboard tab if you need at-a-glance information about how well the whole network
is working and to spot any general issues such as a high rate of failing transactions. See View
Network Activity .

Ledger Summary

For information about the runtime statistics for transactions on a specific channel, go to the
channel's Ledger Summary area. You can drill into a specific transaction for more information
about it, such as which member initiated the transaction and which peer endorsed it. See View
a Channel's Ledger Activity.
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What Type of Information Is on the Dashboard?

The console’s Dashboard pane provides an overview of how well your network is functioning.
You can use this information to identify any issue and to navigate to other panes in the console
where you can learn more about and resolve any issues.

Summary Bar

This section shows the components in your network (for example, how many nodes and
chaincodes). You can click a component number to go to the console tab for more information
or to complete tasks related to the component.

The console displays the type of instance that you're working with. If you're a network founder,
then you'll see ( Founder) . If you're a participant in a network, then the console displays the
name of the network that you're joined to. For example, (Parti ci pant of

<f ounder nane>) .

Health

This section shows how many nodes are running and how many are stopped in the network.
Click the node numbers to go to the Nodes pane to investigate why a node might be stopped,
or for more information about the nodes in the network.

Channel Activity

This area shows how many blocks have been created and how many transactions have been
completed based on the number of blocks created. You might see more blocks created than
user transactions. For example, if you create a channel or you deploy a chaincode, those
operations are classified as system-level transactions and are included in blocks, but not
classified as user transactions. This area shows the top four channels that have handled the
most transactions, and for each channel shows the number of transactions that have
succeeded and failed.

e User transactions are transactions that were invoked as part of the chaincode’s execution,
and not underlying actions such as setting up the network, creating channels, and installing
and deploying chaincodes.

e A block can contain multiple user transactions.

You can filter the amount of activity information that is displayed. You can select a set time
range (for example, last hour or last week), or you can select Custom and pick the dates that
you want activity information for.

Peer Activity

This area shows the number of endorsement and commits completed by the network’s peer

nodes. This area shows the top four peer nodes that have endorsed and committed the most
transactions, and for each of those four peers, this area shows the number of endorsements
and commits that have succeeded and failed.

« A transaction is an endorsement, and a commit is when a transaction is written to the
block.

e Commits can be either user transactions or system transactions.

« Commits are the number of transactions that have been committed to the block. Commits
aren’t blocks.

*  Only specific peers must do endorsements, but all peers must do commits.
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You can filter the amount of activity information that is displayed. You can select a set time
range (for example, last hour or last week), or you can select Custom and pick the dates that
you want activity information for.

View Network Activity

Use the console’s Dashboard tab to find information about your blockchain network’s activities,
such as percentage of nodes that are running or stopped, and how successfully the network is
executing chaincode transactions.

You can use this information as a starting place and then use the other tabs in the console to
drill into any issues that you discover. For information about what displays in the Dashboard
tab, see What Type of Information Is on the Dashboard?

1. Go to the console and select the Dashboard tab.

2. To see channel and peer activity information that occurred at a specific time such as for the
last week or month, go to the filter dropdown menu and select the time range you want.
Select Custom to enter specific begin and end dates and click Apply.

Manage Nodes

This topic contains general information about managing the nodes in your network, such as
describing the types of nodes in your blockchain network, how to view your nodes and their
topology, how to stop and start them, and how to set logging levels for a node.

What Types of Nodes Are in a Network?

A blockchain network contain console, peer, orderer, certification authority (CA), and REST
proxy nodes. The nodes that display in your console depend upon if you're the founder of or a
participant in a network.

For example, if you're a participant in a network, your console won't display an orderer node for
that network. If you're a founder, your console displays all node types.

What nodes are included in a hew instance?
After you provision your instance and access the Nodes tab for the first time, you'll see:

*  One console node.

e The number of peers you requested during set up. These peers display with the
Peer(Member) type. The maximum number of peer nodes that can be included with an
instance is 16.

e An orderer node, or ordering service node (OSN), representing an ordering service.
e A Fabric certificate authority (CA) representing the membership service.
A REST proxy node.

I need more information about the different node types

Use this table to find more information about nodes.
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Node Type What Does This Node Do? Displays In Number of Can | Add
Founder or Nodes per Another Node
Participant Instance After
Instance Provisioning My
Instance?
CA This node provides and Founder 1 No
manages peer node Participant
credentials and member
credentials.
Console This node is the console Founder 1 No
component. Participant
Orderer This node provides Founder 3 Digital Assets
communication between Participant Edition: Yes
nodes. It guarantees the Enterprise
delivery of transactions into Edition: Yes
blocks and blocks into the .
blockchain. ﬁltjmdard Edition:
If you're a participant, then you
must import the founder’s
ordering service setting into
your instance so that all peer
nodes can communicate.
Peer This node contains a copy of  Founder 21016 Yes
the ledger and writes Participant The number of
transactions to the ledger. This peer nodes you
node can also endorse can add was
transactions. specified when
Your network can contain your instance
member or remote peers. was created.
REST Proxy  This node maps an application Founder 1 No
identity to a blockchain Participant

member, which allows users
and applications to call the
Oracle Blockchain Platform
REST APIs.

Find Information About Nodes

This section contains information about where in the console you can find information about
the nodes in your instance and network.

View General Information About Nodes

Use the Nodes tab to view general information about all of the nodes in your network. For
example, Name, Route, Type, and Status.

You can also use the Nodes tab to drill into details about a specific node. For more information
about node types, see What Types of Nodes Are in a Network?

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab confirm that the List View (and not the Topology View) is displaying.
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Column Description

Route Oracle Blockchain Platform generated the URLs when you provisioned your
instance or when you create nodes.
If you use the Hyperledger Fabric SDK, you need these URLS to specify which
peers you want the SDK to interact with.

Type Indicates the node type.
MSP ID Membership Service Provider ID.
Status Indicates if the node is running or down. Also indicates if there's an unapplied

configuration change for the node. Note the following statuses:
e Up — The node is running and working normally.

e Down — The node is stopped.

«  N/A — This status displays for remote peers because your instance doesn’t
have the permissions required to get the peer’s status.

IsConfigured If the node’s configuration was updated you need to restart the node for the

updates to take effect. Nodes with the yes status are running (and not stopped).
More Actions Your permissions determine the options available from the More Actions menu. If
Menu you're an administrator, this button provides links to modify the node’s

configuration. Administrators and users can stop, start, and restart nodes.

Access Information About a Specific Node

Use the Nodes tab to access information about a specific node, such as health information or
log files.

1. Go to the console and select the Nodes tab.

2. Click a node’s name to go to the Node Information page. The panes that are displayed in
the Node Information page depend on the node type that you select.

Pane Available for What can | do in this pane?
which node
types?
Health All For a peer node, this pane displays information about endorsed and
committed transactions.
Logs All View and download log files to discover and troubleshoot issues with
a node.
Channels Peer View a list of channels that the selected peer node is using for

communication with other nodes. Join the peer node to other existing
channels as needed. Go to the Channel page to create a channel
and specify which peer nodes can join it.

Chaincodes  Peer View the chaincodes that are installed on the peer node. Go to the
Chaincode page to install a new chaincode or upgrade an existing
chaincode.

Transaction  REST proxy View the total queries, failed queries, total invocations, and failed

Statistics invocations handled by the REST proxy.

View a Diagram of the Peers and Channels in the Network

Use the Topology view to access an interactive diagram that shows which network peers are
using which channels.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, click Topology View to see a diagram showing the peer nodes in your
network and which channels they're using.
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3. Hover over a peer to highlight it and the channels it's using.

Find Node Configuration Settings

Use the Nodes tab to find a specific node’s configuration settings. If you're an administrator,
then you can update a node’s configuration settings. If you're a user, then you can view a
node’s configuration settings.

1. Go to the console and select the Nodes tab.

2. Go to the Nodes table, locate the node that you want configuration setting information for,
and click the node’s More Actions button.

3. The configuration option is determined by your permissions. If you're an administrator,
locate and click Edit Configuration. If you're a user, locate and click View.

The Configure dialog is displayed, showing the attributes specific to the node type you
selected. See Node Configuration.

Start and Stop Nodes

You can start or stop CA, peer, and REST proxy nodes in your network. You can start or restart
orderer nodes. You can't start or stop the console node or remote peer nodes.

You can start and stop nodes depending upon the traffic in your network. For example, if
network traffic is light, then you can stop unneeded peer nodes.

You can also restart a node. See Restart a Node.

When you stop a peer node, Oracle Blockchain Platform removes the peer’s listing on the
Channel page and Chaincodes page. If you stop all peers that have the chaincode installed,
the Chaincodes page doesn't list the chaincode. If you stop all peers joined to a channel, the
Channels page lists the channel, but its information isn't available to view.

Before stopping a node for an extended period of time, transfer all this peer's responsibilities to
other running peers, and then remove all the responsibilities this peer has.

*  Check all other peers' gossip bootstrap address lists, remove the peer address, and add
another running peer's address if needed. After peer configuration change, restart the
peer.

* Check all channels' anchor peer lists, remove the peer from the anchor peer lists, and add
another running peer to the anchor peer list if needed.

e If achannel is joined only to this peer, or if chaincode is deployed only on this peer,
consider using another running peer to join the same channel and deploy the same
chaincode.

You must be an administrator to complete this task.
1. Go to the console and click the Nodes tab.

2. Onthe Nodes page, go to the Nodes table, locate the node that you want to start or stop,
and click the node’s More Actions button.

3. Click either the Start or Stop option. The node’s status changes to either up or down and
information is written to the node’s log file.

Using Oracle Blockchain Platform
F26726-41 December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 9 of 28



ORACLE Chapter 3
Manage Channels

Restart a Node

You can restart the CA, orderer, peer, and REST proxy nodes in your network. You can't restart
the console node or remote peer nodes.

Restart a node if it's not responding or running properly, or if you've updated a node’s
configuration. You can also start or stop a node. See Start and Stop Nodes.

You must be an administrator to complete this task.
1. Go to the console and click the Nodes tab.

2. Onthe Nodes page, go to the Nodes table, locate the node that you want to restart, and
click the node’s More Actions button.

3. Click Restart.

The node’s status changes to r est ar t i ng and information is written to the log file.

Set the Log Level for a Node

If you're an administrator, then you can specify the type of information you want to include in a
node’s log files. For example, ERROR, WARNING, INFO, or DEBUG.

By default, every node’s log level is set to INFO. When developing and testing your network,
Oracle suggests that you set the logging level to DEBUG. If you're working in a production
environment, then use ERROR.

Only an administrator can change a node’s log level setting. If you're a user, then you can view
a node’s log level settings.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, go to the nodes table, locate the node you want to update, click its More
Actions menu, and click Edit Configuration.

If you have user permissions, then your console will have the View option that you click to
see the node’s log level setting and other configuration settings.

The Configure dialog is displayed.
3. Inthe Log Level field, select the log level you want to use.
4. Click Submit.

Manage Channels

This topic contains information about managing the channels in your network, such as how to
create and view channels, how to join peers and designate and anchor peer, how to work with
policies and access control lists, and how to associate orderers with a channel.

What Are Channels?

Channels partition and isolate peers and ledger data to provide private and confidential
transactions on the blockchain network.

Members define and structure channels to allow specific peers to conduct private and
confidential transactions that other members on the same blockchain network can't see or
access. Each channel includes:
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Chaincodes deployed on the channel

One or more ordering service nodes

Channel policy definitions and ACLs where the definitions are applied

Each peer that joins a channel has its own identity that authenticates it to the channel peers
and services. Although peers can belong to multiple channels, the information on transactions,
ledger state, and channel membership is restricted to peers within each channel.

You can use the Oracle Blockchain Platform console or the Hyperledger Fabric SDK to create
channels on your blockchain network. See View Channels.

View Channels

Members in your network use channels to privately communicate blockchain transactions
information.

Use the Channel page to view a list of the channels in your network, create and monitor
channels, specify anchor peers, and upgrade the deployed chaincodes used on your channels.

1.

3.

Go to the console and click the Channels tab.

The Channels page is displayed. The channel table contains a list of all of the channels on

your network.

In the channel table, click the channel name that you want information about. If all peers
joined to the channel are stopped, the channel is listed but its information isn't available to

view.

The Channel Information page is displayed.

Click through the Channel Information page's panes to find information about the channel.

Section

What can I do in this pane?

Ledger

Get information about the channel’s ledger activity such as block
number and the number of user transactions in the block. Click a
block number to drill into information about its transactions. You can
use the filter field to specify the summary information that you want to
see (for example, information from the last day or last month), or use
the custom option to enter start and end times. See View a Channel's

Ledger Activity.

Deployed Chaincodes

View the list of chaincodes that have been deployed on the channel.

Orderers

View a list of the orderers currently active, and add a new OSN to join
the channel.

Peers

View the list of peers that are joined to the channel. Use this section
to set anchor peers for the channel.

Organizations

View the list of network members whose peers are using the channel
to communicate.

Channel Policies

View the list of the standard policies and any policies that you created
for the channel. Use this section to add, modify, and delete policies.

ACLs

View the access control lists (ACLs) and the policies used to manage
which organizations and roles can access the channel's resources.
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Create a Channel

You can add channels to the network and specify which members can use the channel, and
which peers can join the channel. You can’t delete channels.

You must be an administrator to complete this task.

1. Go to the console and select the Channels tab.
2. Inthe Channels tab, click Create a New Channel.

3. Inthe Channel Name field, enter a unique name for the channel. The channel's name can
be up to 128 characters long.

4. In the Organizations section, select any additional members that you want to communicate
on the channel.

If you're working in a participant instance, you need to add the founder to your instance
before the founder’s MSP ID displays in the Organization section. To add the founder
organization, go to the Network tab and click the Add Organization button to upload the
founder’s certificates.

5. Inthe MSP ID ACL section, specify the organizations that have access to the channel and
permissions for each selected organization. Note that you can add more organizations to
or delete them from the channel later, as needed.

Your organization’s permissions are set to write (ReaderWriter) and you can't modify this
setting. By default, other member’s permissions are set to write (ReaderWriter), but you
can change them to read (ReaderOnly) if you don't want the members to invoke
chaincodes and to only read channel information and blocks on the channel.

6. (Optional) In the Peers to Join Channel field, select one or more peers. Note the following
information:

* If your network contains participants, the participants’ peers don't display in this list.
Participants must use their consoles to join peers to the channel. A participant can’t
join its peers to the channel unless its organization was added to the channel's MSP ID
ACL section.

* If you want to create the channel only, then don’t select any peers. You can add peers
to the channel later.

7. Click Submit.
The channel table displays the new channel.
After you create the channel, you can complete the following tasks:

* Deploy a chaincode on the channel. See Deploy a Chaincode.

* If the network contains participants, then those participants use their consoles to join
member peers to the channel. See Join a Peer to a Channel.

View a Channel's Ledger Activity

Use the ledger to find summary information and runtime statistics for transactions on a specific
channel.

1. Go to the console and select the Channels tab.

2. Inthe channel table, click the channel hame that you want transaction information about. In
the Channel Information page, confirm that the Ledger pane is selected.

Using Oracle Blockchain Platform
F26726-41 December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 12 of 28



ORACLE

Chapter 3
Manage Channels

Use the Ledger Summary area to find basic information about the channel’s activity, such
as the total number of blocks in the ledger’s chain and the total number of user
transactions on the channel.

To see blockchain activity that occurred at a specific time such as the last day or week, use
the filter drop-down list to select the time range that you want. To locate and drill down into
a specific set of transactions, select Custom and enter search criteria in the Start Time
and End Time fields, or click the calendar icon and pick the dates that you want. Click
Apply.

If you select a specific time period (for example, Last day) and then select it again to re-
run the query, the query doesn’t run again. To get the latest information, click the Refresh
button.

The following transaction types can be displayed for a block:
e genesis — The transaction that runs the configuration block to initialize the channel.

e data (sys) — The transaction that starts the chaincode’s container to make the
chaincode available for use.

» data — A chaincode transaction called for execution on the channel.

To find more information about a specific transaction, locate the transaction in the query
ledger table and click it. The transactions table displays the transaction’s details.

For any given block, the transactions in the table are listed in the order of the transaction
number, which is assigned by the ordering service when the block is created. Because of
this, the transactions listed in the table might have time stamps (which are from the peer's
endorsement of the chaincode) that are before or after other transactions in the same
block. The time range of transactions in a single block is governed by ordering service
settings including the batch timeout parameter (the time that the ordering service waits for
additional transactions after an initial transaction before cutting a block).

Transaction Detail Description

TXID The unique alphanumeric ID assigned to the transaction. The TxID is
constructed as a hash of a nonce concatenated with the signing
identity's serialized bytes.

Time The transaction’s time stamp (date and time that the transaction
occurred).
Chaincode The name of the chaincode that ran the transaction. This field can

show the name of a chaincode that you wrote, installed, and
deployed, but can also show a system chaincode.
System chaincode options are:

- _lifecycle — For lifecycle requests, such as install, deploy, and
upgrade.
*  QSCC — For querying. This chaincode includes APIs for ledger
query.
Status Status that indicates whether the transaction succeeded or failed.

Click the triangle icon next to the TxID to view in-depth information about the transaction,
such as function name, arguments, validation results, response status, the initiator, and the
endorser.

If a transaction failed, you can use the TxID to search the error logs on the peer node or
orderer nodes for more information.
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View or Update a Channel’s Organizations List

You can view the list of the organizations that have access to the channel. If you created the
channel, then you can change an organization’s permissions on the channel, and you can add
organizations to or remove them from the channel

1.

4,

Go to the console and click the Channels tab.

The Channels page is displayed. The channel table contains a list of all of the channels in
your network.

In the channels table, locate the channel that you want information about, click the
channel's More Actions button, and then click Edit Channel Organizations.

The Edit Organizations page is displayed.
In the MSP ID ACL section, you can complete the following tasks:

*  Modify an organization’s permissions. The organization that created the channel is set
to write (Reader Wi t er). You can't change this setting.

» If you're the network founder, you can clear an organization’s checkbox to delete it
from the channel. If you're a network participant, click the Delete button to delete an
organization from the channel. If you delete an organization from a channel, the
organization and its peers can no longer query, call, or deploy a chaincode on the
channel. The removed organization’s peers can't join the channel.

*  Click an organization’s checkbox to add the organization to the channel and set its
permissions. By default, each member’s permissions is set to write (Reader Wit er),
but you can change it to read (Reader Onl y) if you don’t want the member to call
chaincodes and to only read channel information and blocks on the channel.

Click Submit to save the changes.

Join a Peer to a Channel

You can add a peer node to a channel so that the node can use it to exchange private
transaction information with other peer nodes on the channel.

Note the following information:

When you create a channel, you specify which local peer nodes can join the channel.

If you're creating a network containing a participant, then you can select the participant as
a member on the channel. Or you can add the participant after the channel is created.

Your instance has multiple availability domains or fault domains, and Oracle recommends
that you join one peer from each partition to the channel. This is because if one worker
node is unavailable that the channel is still available for endorsements and commits. To
determine which domain a peer is located in, in the More Actions menu select Show AD
Info to see the availability domain information.

You can join a maximum of seven peers from each domain.

See Create a Channel.

You must be an administrator to perform this task.

1.
2.

Go to the console and select the Nodes tab.

In the Nodes tab, click the peer node that you want to add to a channel.
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3. Inthe Node Information page, click the Channels pane to view the list of channels the peer
is already using.

4. Click Join New Channels.
The Join New Channels dialog is displayed.

5. Click the Channel Name field and from the list select the name of the channel to join. Click
the field again to select another channel. Click Join.

Add an Anchor Peer

Each member using a channel must designate at least one anchor peer. Anchor peers are
primary network contact points, and are used to discover and communicate with other network
peers on the channel.

You can designate one or more peers in your organization as an anchor peer on a channel. For
a high availability network, you can specify two or more anchor peers. All members using the
network channel must use their console to designate one or more of their peer nodes as
anchor peers.

You must be an administrator to perform this task.

1. Go to the console and select the Channels tab.

The Channels tab is displayed and the channel table contains a list of all of the channels
on your network.

2. Inthe channels table, click the channel name you want to add anchor peers to.
The Channel Information page is displayed.
3. In the Channel Information page, click the Peers pane.

4. Locate the peer or peers that you want to designate as anchor peers and click their
Anchor Peer checkboxes to select them.

5. Click the Apply button.

Change or Remove an Anchor Peer

You can change or remove a channel's anchor peers. Anchor peers are primary network
contact points, and are used to discover and communicate with other network peers on the
channel.

Before you change or remove the channel's anchor peers, note the following information:

* To communicate on the channel, you must designate one or more peers in your
organization as an anchor peer.

*  For a high availability network, you can specify two or more anchor peers.

* All members using the network channel must use their console to designate one or more of
their peer nodes as anchor peers.

You must be an administrator to perform this task.

1. Go to the console and select the Channels tab.

The Channels tab is displayed and the channel table contains a list of all of the channels
on your network.

2. Inthe channels table, click the channel name you want to remove anchor peers from.

The Channel Information page is displayed.
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In the Channel Information page, click the Peers pane.

Locate the peer or peers that you want to remove as anchor peers and clear their Anchor
Peer checkboxes. Alternatively, to add another peer as an anchor peer, click its Anchor
Peer checkbox to select it.

Click the Apply button.

View Information About Deployed Chaincodes

You can view information about the chaincodes that are deployed on the different channels in
your network.

You might need information about deployed chaincodes to determine if you need to upgrade
the chaincode, or to find out which channels the chaincode was deployed on.

1.
2.

Go to the console and select the Channels tab.

In the channels table, click the channel name with the chaincode that you want to view
information for.

In the Channel Information page, confirm that the Deployed Chaincodes pane is selected
In the chaincode table, you can:

e Click the chaincode package ID to go to the Chaincodes tab to learn more information
about it. For example, the peers that the chaincode is installed on and the channels
that the chaincode is deployed on.

* |n achaincode’s More Actions menu, click View Chaincode Definition to find details
about the chaincode’s definition, including the endorsement policy.

(Optional) If you see a channel listing without a chaincode, then you can go to the
Chaincodes tab and deploy a chaincode to the channel. See Deploy a Chaincode.

Work With Channel Policies and ACLs

This topic contains information about a channel's policies and access control lists (ACLS). It
provides an overview of what policies are, policy types, and how to modify them, as well as
how to use ACLs to manage which organizations and roles can access a channel's resources.

What Are Channel Policies?

A policy defines a set of conditions. The required parties must meet the policy's conditions
before their signatures are considered valid and the corresponding request happens on the
network.

The blockchain network is managed by these policies. Policies check the identity associated
with a request against the policy associated with the resource needed to fulfill the request.
Policies are located in the channel's configuration.

After you configure the channel's policies, you assign them to the channel's ACLs resources to
determine which members are required to sign before a change or action can happen on the
channel. For example, suppose you modified the Writers policy to include members from
Organization A or Organization B. Then you assigned the Writers policy to the channel's cscc/
CGet Confi gBl ock ACL resource. Now only a member from Organization A or Organization B
can call Get Confi gBl ock on the cscc component.

What Are the Policy Types?

There are two policy types: Signature and ImplicitMeta.
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* Signature — Specifies a combination of evaluation rules. It supports combinations of
AND, OR, and NOutOf. For example, you could define something like “An admin of org A
and 2 other admins" or "11 of 20 org admins.”

Any new policies you create will be Signature policies.

* ImplicitMeta — This policy type is only valid in the context of configuration. It aggregates
the result of evaluating policies deeper in the configuration hierarchy, which are defined by
Signature policies. It supports default rules, for example “A majority of the organization
admin policies.”

When Are Policies Created?

When you add a channel to the network, Oracle Blockchain Platform creates default policies.
The default policies are: Admins, Writers, Readers, Endorsement, LifecycleEndorsement
(ImplicitMeta policies), and Creator (Signature policy). You can modify these policies as
needed or create policies.

Note the following important issue about channel policies:

* You can use the console to create a channel and set your organization's ACL to
ReaderOnly. After you save the new channel, you can't update this ACL setting from the
channel's Edit Organization option.

However, you can use the console's Manage Channel Policies functionality to add your
organization to the Writers policy, which overwrites the channel's ReaderOnly ACL setting.

Add or Modify a Channel's Policies

You can add or modify a channel's policy to specify which members are required to perform a
specific action on the channel. After you define policies, you assign them to the channel's
ACLs.

Before you add or update policies, you need to understand how Oracle Blockchain Platform
creates default channel policies. See What Are Channel Palicies?.

You must be an administrator to perform this task.

1. Go to the console and select the Channels tab.
The Channels tab is displayed and the channel table contains a list of all of the channels
on your network.

2. Inthe channels table, click the channel name that you want to add policies to or modify
policies for.
The Channel Information page is displayed.

3. Inthe Channel Information page, click the Channel Policies pane.
4. Do one of the following:

* To add a new policy, click the Create a New Policy button. The Create Policy dialog
is displayed. Enter a name in the Policy Name field and select Signature in the Policy
Type field. Expand the Signature Policy section.

* To modify an existing policy, click a policy's name. The Update Policy dialog is
displayed.

5. Click the Add Identity button to add an organization. Or modify an existing signature
policy as needed. Note the following information:
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Field Description

MSP ID From the dropdown menu, select the
organization that must sign the policy.

Role Select the corresponding peer role required by
the policy. Usually this will be member. You can
find a peer’s role by viewing its configuration
information.

Policy Expression Mode In most cases, you'll use Basic. Select
Advanced to write an expression string using
AND, OR, and NOutOf. For information about
how to write a valid policy expression string, see
Endorsement policies in the Hyperledger Fabric
documentation.

Signed By Select how many members must sign the policy
to fulfill the request.

If you're adding a new policy, then click Create. If you're modifying a policy, then click
Update.

Delete a Channel's Policies

You can delete channel policies that you have created.

You can't delete the default policies: Admins, Creator, Readers, Writers, Endorsement, and
LifecycleEndorsement. Also, you can't delete a channel policy if it is assigned to an ACL.
Before you try to delete a channel policy, confirm that the policy isn't assigned.

You must be an administrator to perform this task.

1.

Go to the console and select the Channels tab.
The Channels tab is displayed and the channel table contains a list of all of the channels
on your network.

In the channels table, click the channel that you want to delete a policy from.
The Channel Information page is displayed.

In the Channel Information page, click the Channel Policies pane.
Locate the policy that you want to delete and click its More Options button.

Click Remove and confirm the deletion.

What Are Channel ACLS?

Access control lists (ACLs) use policies to manage which organizations and roles can access a
channel's resources.

Users interact with the blockchain network by targeting components such as the query system
chaincode (gscc), lifecycle system chaincode (_I i f ecycl e), configuration system chaincode
(cscc), peer, and event. These components are associated with specific resources (for
example, Get Confi gBl ock or Get Chai ncodeDat a) that you can assign policies to at the channel
level. These policies are a part of the channel's configuration.

A policy defines which organizations and roles can request a resource. When a request is
made, the policy tells the system to check the requester's identity and determine if it's
authorized to make the request. When you create a channel, Oracle Blockchain Platform
includes the default Hyperledger Fabric ACLs with the channel. Oracle Blockchain Platform
also creates default policies (Admin, Creator, Writers, Readers, Endorsement, and
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LifecycleEndorsement) for the channel. You can modify these policies or create policies as
needed. See What Are Channel Policies?.

Update Channel ACLs

You can update the channel's ACLs by assigning policies to the channel's resources. A policy
defines which organizations and roles can request a resource

You must understand what policies and ACLs are before you update a channel's ACLs. For
more information, see What Are Channel ACLs?.

1. Go to the console and click the Channels tab.
The Channels page is displayed and the channel table contains a list of all of the channels
on your network.

2. Inthe channels table, click the name of the channel that you want to update ACLs for.
The Channel Information page is displayed.

3. Inthe Channel Information page, click the ACLs pane.

4. Inthe Resources table, locate the resource that you want to update. Click the resource's
Expand button and select the policy that you want to assign to the resource.

5. Modify the other resource's policies as needed.
6. Click Update ACLs.

Add or Remove Orderers To or From a Channel

The orderer admin organization can add or remove orderers from a channel.

To add orderers to a channel:

1. In the founder console, open the Channels tab and select the channel to see its details
view.

2. Open the Orderers subtab. All orderer nodes currently joined to the channel are listed.

3. Click Join Channel. Select an OSN not yet in this channel and click Join.

To remove orderers from a channel:

1. Inthe founder console, open the Channels tab and select the channel to see its details
view.

2. Open the Orderers subtab. All orderer nodes currently joined to the channel are listed.

3. Select the orderer you want to remove from the channel and from its More Actions menu
select Remove.

Set the Orderer Administrator Organization

You can assign the administration of OSNs in a channel to any organization. Normally either
the founder or the channel creator would be assigned.

1. Inthe founder console, open the Channels tab.

2. Select the channel for which you want to set the orderer administrator organization, and
from the Action menu select Manage OSNs Admin.

3. Select from the list of available organizations, and click Submit.
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Edit Ordering Service Settings for a Channel

You can update the ordering service settings for a particular channel.

e You can update the ordering service settings for the entire network as described in Edit
Ordering Service Settings for the Network.

e If you change the ordering service settings and there are applications running against the
network, then those applications must be manually updated to use the revised ordering
service settings.

e Itisn't common, but in some situations, you might expose a different ordering service to
some of the network participants. In this case, you'll export the updated network
configuration block and the required participants will import the revised settings. See Join
the Participant or Scaled-Out OSNs to the Founder's Ordering Service.

You must be an administrator to complete this task.
1. Go to the founder’s console and click the Channels tab.

2. Locate the channel, click the More Actions menu, and select Update Ordering Service
Settings.

The Ordering Service Settings dialog box is displayed.

3. Update the settings as needed.

Field Description

Batch Timeout (ms) Specify the amount of time in milliseconds that
the system will wait before creating a batch.
Enter a number between 1 and 3600000.

Max Message Count Specify the maximum number of messages to
include in a batch. Enter a number between 1
and 4294967295.

Absolute Message Bytes Specify the maximum number of bytes allowed

for the serialized messages in a batch.
This number must be larger than the value you
enter in the Preferred Message Bytes field.

Preferred Message Bytes Specify the preferred number of bytes allowed for
the serialized messages in a batch. A message
larger than this size results in a larger batch, but
the batch size will be equal to or less than the
number of bytes you specified in the Absolute
Message Bytes field.

Typically you set this value to 1 MB or less.

The value that you enter in this field must be
smaller than the value you enter in the Absolute
Message Bytes field.

Snapshot Interval Size Defines number of MB at which a snapshot is
taken.

4. Click Update.

The updated settings are saved.
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This topic contains information about how to manage your network’s certificates, including how
to import and export certificates to set up your blockchain network, and how to manage and

revoke certificates.

Typical Workflows to Manage Certificates

Here are the common tasks for managing your network’s certificates.

Adding Organizations to the Network

You must be an administrator to perform these tasks.

Task

Description

More Information

Export or prepare an
organization's certificates

The organization that wants to
join the network either outputs or
writes its certificates file and
gives it to the founder.

Export Certificates

Create an Organization's Third-
Party Certificates File

Import member certificates

The founder imports the
organization's certificates file to
add the organization to the
network.

Import Certificates to Add
Organizations to the Network

View certificates

The founder can view and
manage the network’s
certificates.

View and Manage Certificates

Revoking Certificates

You must be an administrator to perform these tasks.

Task

Description

More Information

Decide which certificates to
revoke

View the certificates on your
system to determine which ones
to revoke to keep the network
secure.

View and Manage Certificates

Select the certificates to revoke

Revoke the certificates in your
CA.

Revoke Certificates

Apply CRL Generates and applies an Apply the CRL
updated CRL to ensure that
clients with revoked certificates
can’t access channels.
Export Certificates

Founders and participant organizations must import and export certificate JSON files to create

the network.

Note the following information:

«  For the founder to add a participant organization to the blockchain network, the participant
must export its certificates file and make it available to the founder. The founder then
uploads the certificates file to add the participant organization to the network.

Using Oracle Blockchain Platform
F26726-41
Copyright © 2020, 2025, Oracle and/or its affiliates.

December 19, 2025
Page 21 of 28



ORACLE

Chapter 3
Manage Certificates

The certificate export file contains admincerts, cacerts, and tlscacerts.

You might need to export certificates for blockchain or application developers. For
example, a client application needs the TLS certificate to interact with peers or orderers.

For information about writing certificate files required to add Hyperledger Fabric or Third-Party
organizations to the network, see Extend the Network.

1.
2.

Go to the console and select the Network tab.

In the Network tab, go to the Organizations table, locate the member that you want to
export certificates for, and click its More Actions button.

Click Export Certificates.

Note that files exported by the console and REST APIs are only compatible for import with
the same component. That is you can't successfully use the REST API to import an export
file created with the console. Likewise, you can't successfully use the console to import an
export file created with the REST API.

Specify where to save the file. Click OK to save the certificates file.

Send the certificates JSON file to the founder for import. See Import Certificates to Add
Organizations to the Network.

Import Certificates to Add Organizations to the Network

To add an organization to the network, the founder must import a certificates file that was
exported or prepared by the organization that wants to join the network.

You can import certificates for the following organization types.

Type

Description

Oracle Blockchain Platform Participant Organization You can import a participant organization into a Oracle

Blockchain Platform network. You upload the certificates that
the participant organization exported from the console and
sent to you.

For information about creating certificates for upload and a
list of the other steps that you need to perform to
successfully set up a participant organization on the network,
see Join the Participant or Scaled-Out OSNSs to the
Founder's Ordering Service.

You must be an administrator to import certificates.

1.
2.

Go to the console and select the Network tab.
In the Network tab, click Add Organizations. The Add Organizations page is displayed.

Note that files exported by the console and REST APIs are only compatible for import with
the same component. That is you can't successfully use the REST API to import an export
file created with the console. Likewise, you can't successfully use the console to import an
export file created with the REST API.

Click Upload Organization Certificates. The File Upload dialog is displayed.

Browse for and select the JSON file containing the certificate information for the
organization you want to add to the network. Usually this file is named cert s. j son. Click
Open.

(Optional) Click the plus (+) icon to locate and upload another organization’s certificate
information.
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Click Add. The organizations that you added are displayed in the Organization table.

Note the following information for Oracle Blockchain Platform participant and Hyperledger
Fabric organizations. Even though the founder uploaded the certificate information, the
added organization can’t use the ordering service to communicate on the network until it
imports the founder’s ordering service settings. The founder must export its ordering
service settings and give the resulting file to the joining organizations for import. See one
of the following:

* For Oracle Blockchain Platform participants, see Join the Participant or Scaled-Out
OSNs to the Founder's Ordering Service.

What's a Certificate Revocation List?

You use a certificate revocation list (CRL) to help manage the certificates throughout your
network.

A CRL is a list of digital certificates that the issuing Certificate Authority (CA) has revoked
before their scheduled expiration date and must no longer be trusted and used on the network.
For example, you use a CRL to revoke any certificates that have been lost, stolen, or
compromised.

After you use the Manage Certificates functionality to revoke certificates for users, Oracle
Blockchain Platform creates the CRL. To ensure that the certificates are revoked throughout
the network, you’ll need to complete the following task:

Apply the CRL after you join peers to a channel created by another network member.
Applying a CRL prevents clients with revoked certificates from accessing the channel. See

Apply the CRL.

View and Manage Certificates

Use the console to view and manage the user certificates in your instance and any of the
certificates you imported when building the network.

1.
2.

Go to the console and select the Network tab.

In the Network tab, locate your organization’s ID and click its More Actions button. Select
Manage Client Certificates.

Note that the Certificate Summary table will be empty until you add users to your instance.
Also, the administrator’s certificate doesn't display in this table. This is to prevent you from
accidentally revoking the administrator’s certificate.

Organizations with third-party certificates with revoked certificates won't display in this
table. In such cases, you must use the native Hyperledger Fabric CLI or SDK to import the
organization's certificate revocation list (CRL) file.

The Certificates Summary dialog is displayed and shows a list of the certificates in your
instance.

As needed, perform any of the following tasks:

* Revoke certificates. See Revoke Certificates.

e If you've revoked certificates and are working in a network with multiple members, then
use Apply CRL after you join peers to a channel created by another network member.
Apply CRL prevents clients with revoked certificates from accessing the channel. See

Apply the CRL.
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Revoke Certificates

An organization can revoke certificates for any of its users. To ensure that the network remains
secure, revoke certificates if they're lost, stolen, or compromised.

You must be an administrator to complete this task.
1. Go to the console and click the Network tab.

2. Onthe Network page, locate your organization’s ID and click its More Actions button.
Select Manage Client Certificates.

The Certificates Summary dialog is displayed.

3. Inthe Certificates Summary dialog box, locate and select the IDs of the users that you
want to revoke certificates for.

4. Click Revoke and confirm that you want to permanently revoke certificates for the selected
users.

The users with revoked certificate display in the table and are added to the CRL.

5. If you're working in a network with other members, then to ensure that their revoked
certificates are cleaned up across the network, you must do the following:

e If you're working in a network with multiple members, then apply the CRL after you join
peers to a channel created by another network member. Applying the CRL prevents
clients with revoked certificates from accessing the channel. See Apply the CRL.

Apply the CRL

If you're working in a network, then you must apply the CRL after you join peers to a channel
created by another network member. Apply CRL prevents members with revoked certificates
from accessing the channel.

You must do the following tasks before applying the CRL:

* Revoke certificates. See Revoke Certificates

You must be an administrator to perform this task.
1. Go to the console and select the Network tab.

2. Inthe Network tab, locate your organization’s ID and click its More Actions button. Select
Manage Client Certificates.

The Certificates Summary dialog is displayed.

3. Click the Apply CRL button and confirm that you want to apply the CRL.

Manage Ordering Service

This topic contains information about how founders and participants manage the ordering
service.

In addition to the content covered in this topic, several channel-specific tasks for the orderer
nodes can be performed on the Channels page of the console. See:

 Add or Remove Orderers To or From a Channel

* Set the Orderer Administrator Organization

» Edit Ordering Service Settings for a Channel
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What is the Ordering Service?

Oracle Blockchain Platform supports Raft as the consensus type.

For more information on the Hyperledger Fabric implementation of the Raft protocol, see: The
Ordering Service - Raft.

With the older Kafka consensus type, the whole network can have at most two orderer nodes,
and they have to join all channels. In some cases, they may be overloaded, and cannot be
scaled out. With the Raft consensus type, the network can have an arbitrary number of orderer
nodes, and each channel can define its own orderer node set. Different channels can use
different orderer nodes, and orderer nodes will no longer be the bottleneck.

However, the Raft consensus type can be complicated to configure properly. There are rules

about what can or can't be done, and if these rules are not followed the channel and even the
network may not work. The following guidelines can reduce the number of problems that you

encounter:

Keep the Majority of the Ordering Service Nodes (OSN) Alive

The Raft consensus algorithm requires that the majority of ordering service nodes (OSNs) are
working; otherwise no consensus can be made. Majority means greater than 50%. For
example, for five OSNSs, there must be at least three OSNs working; for six OSNs, there must
be at least four OSNs working.

e If there are 50% or fewer OSNs working in the network, network management will no
longer be functional. No channels can be created, no new orderer nodes can be added into
network, no orderer can be removed from network, and so on.

« If there are 50% or fewer OSNs working in the application channel, no transaction can be
submitted to this application channel. Queries may still function correctly, however
administrative operations such as adding a new organization, changing the access control
list, or deploying chaincodes will fail.

Be cautious when adding a new OSN to the network or an application channel. Ensure the
owner is trustworthy and the OSN is robust.

When removing OSNSs or an organization, ensure that more than 50% of the OSNs will remain
working. For example, if you had two organizations with three OSNs each, if you removed one
organization, during the removal it would be interpreted as only 50% of the OSNs being
functional. Add an OSN to the remaining organization before deleting the extraneous
organization to ensure that you always exceed 50% of the OSNs working.

Do Not Add or Remove Orderers Frequently

Every time a new OSN is added into a network or channel, or an existing OSN is removed from
a channel, the current Raft OSN cluster will briefly become unstable. During this period, no
transactions can be handled, and an error message similar to the following may indicate such
a status:

UNKNOMN: St ream renpved
SERVI CE UNAVAI LABLE
BAD REQUEST

This might last a few minutes. If you have removed the previous Raft leader OSN from the
channel, this might last as long as 20 minutes.
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Ensure that you aren't adding or removing orderers frequently. If multiple orderers must be
added or removed, do one at a time and ensure that the network has returned to operational
status before making the next change.

Ensure the New Orderer is Started As Soon As Possible

When adding a new orderer into the network, usually two organizations will be involved: the
founder and the owner of the new orderer. Both parties must follow the instructions in Join the
Patrticipant or Scaled-Out OSNs to the Founder's Ordering Service all the way to completion or
the founder won't be able to manage the network.

Join the Participant or Scaled-Out OSNs to the Founder's Ordering Service

When you provision a participant instance, it is created with 3 orderers. The orderers are
inactive until they are joined to a network. When you scale out a founder, the new orderers are
also inactive until they are joined to a network.

To add or remove multiple orderers, add or remove one at a time and ensure that the network
has returned to operational status before making the next change. See What is the Ordering
Service? for additional important details about adding, removing, starting, and stopping Raft
orderers.

Export the OSN Settings From the Participant or Scaled-Out Orderers

To join the participant or scaled-out orderers to a network, export their settings and import them
into the founder.

1. In the participant console (or the founder console for scaled-out orderers), on the Node tab
find the orderer node (or the first orderer node if multiple nodes exist). Select the Action
menu for this node and select Export OSN Settings.

This generates a JSON file with the settings and saves the file. The file contains the
organization's certificate and the selected orderer service node (OSN) settings signed by
the private key of the administrator of the participant organization. Send this file to the
administrator of the founder instance.

Applications that are run on channels that use this OSN also require this exported TLS
certificate.

2. Inthe founder console, open the Network tab. Click Add OSN. A window opens prompting
you for the location of the JSON file that was provided by the participant. Select to upload
the file and click Add.

The participant organization or newly scaled-out orderer is added to the orderer
organization section of the system channel list.

Export the Founder's Configuration Settings

After the participant or scaled-out orderers have been added to the founder, you must export
the founder's settings and import them into the participant or scaled-out orderer.

1. Inthe founder console, open the Network tab. Click Export Network Config Block.

The network configuration block contains the latest system channel configuration block.
This can be saved and sent to the participant administrator.

2. In the participant console (or the founder console for scaled-out orderers), on the Node tab
find the orderer node (or the first orderer node if multiple nodes exist). Select the Action
menu for this node and select Import Network Config Block.

You are prompted for the file that was sent by the founder instance administrator.
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3. In the participant console, refresh the Node tab. The orderer node status will be listed as
down. From the Action menu select Start.

Each orderer node that is started will be added to the Raft cluster in the founder.

Each time a new OSN is added by scaling out the orderer (as described in Scale Your
Instance) these steps must be repeated to add the new OSN to the Raft cluster.

@® Note

You can't add multiple OSNs to a network in a single batch. Ensure that only one OSN
is added at a time.

Edit Ordering Service Settings for the Network

You can update the ordering service settings for the founder instance.

e The updated settings are used when you create channels and are not applied to existing
channels.

e You can update the ordering service settings for an individual existing channels as
described in Edit Ordering Service Settings for a Channel.

e If you change the ordering service settings and there are applications running against the
network, those applications must be manually updated to use the revised ordering service
settings.

e Itisn't common, but in some situations, you might expose a different ordering service to
some of the network participants. In this case, you'll export the updated network config
block and the required participants will import the revised settings. See Join the Participant
or Scaled-Out OSNs to the Founder's Ordering Service.

You must be an administrator to complete this task.
1. Go to the founder’s console and click the Network tab.
2. Click the Ordering Service Settings button.

The Ordering Service Settings dialog box is displayed.

3. Update the settings as needed.

Field Description

Batch Timeout (ms) Specify the amount of time in milliseconds that
the system will wait before creating a batch.
Enter a number between 1 and 3600000.

Max Message Count Specify the maximum number of message to
include in a batch. Enter a number between 1
and 4294967295.

Absolute Message Bytes Specify the maximum number of bytes allowed

for the serialized messages in a batch.
This number must be larger than the value you
enter in the Preferred Message Bytes field.
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Field Description

Preferred Message Bytes Specify the preferred number of bytes allowed for
the serialized messages in a batch. A message
larger than this size results in a larger batch, but
the batch size will be equal to or less than the
number of bytes you specified in the Absolute
Message Bytes field.

Typically you set this value to 1 MB or less.

The value that you enter in this field must be
smaller than the value you enter in the Absolute
Message Bytes field.

Snapshot Interval Size Defines number of MB per which a snapshot is
taken.

4. Click Update.

The updated settings are saved.

View Ordering Service Settings

You can view the founder's ordering service settings that were imported into a participant’s
Oracle Blockchain Platform instance.

If the founder changes the ordering service settings the new settings must be ported to the
participant as described in Join the Participant or Scaled-Out OSNs to the Founder's Ordering
Service. If there are applications running against the network, then those applications must be
manually updated to use the revised ordering service settings.

1. Go to the participant’'s console and select the Network tab.
2. Click Ordering Service Settings and click View.

The Ordering Settings dialog is displayed.
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Understand and Manage Nodes by Type

This topic contains information to help you understand the different node types and where you
can get more information about how the nodes are performing in the network.

Topics:

 Manage CA Nodes

 Manage the Console Node

 Manage Orderer Nodes

« Manage Peer Nodes
« Manage REST Proxy Nodes

Manage CA Nodes

This topic contains information about certificate authority (CA) nodes, including how to view
and edit the CA node configuration.

View and Edit the CA Node Configuration

A certificate authority (CA) node’s configuration determines how the node performs and
behaves on the network.

Only administrators can change a node’s configuration. If you've got user permissions, then
you can view a node’s configuration settings. See CA Node Attributes.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, go to the Nodes table, locate the CA node that you want configuration
information for, and click the node’s More Actions button.

3. The configuration option is determined by your permissions. If you're an administrator,
locate and click Edit Configuration. If you're a user, locate and click View.

The Configure dialog is displayed.
4. If you're an administrator, then modify the node’s settings as needed.
5. Click Submit to save the configuration changes, or click X to close the Configure dialog.

6. Restart the node to apply any changes that you made.

Manage the Console Node

This topic contains information about the console node, including how to view and edit the
console node configuration.
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View and Edit the Console Node Configuration

The console node’s configuration determines how it performs and behaves on the network.

Only administrators can change a node’s configuration. If you've got user permissions, then
you can view a node’s configuration settings. See Console Node Attributes.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, go to the Nodes table, locate the console node and click its More
Actions button.

3. The configuration option is determined by your permissions. If you're an administrator,
locate and click Edit Configuration. If you're a user, locate and click View.

The Configure dialog is displayed.
4. If you're an administrator, then modify the node’s settings as needed.
5. Click Submit to save the configuration changes, or click X to close the Configure dialog.

6. Restart the node to apply any changes that you made.

Manage Orderer Nodes

This topic contains information about ordering service nodes (OSNSs), including how to view
and edit OSNs and how to add an additional OSN.

View and Edit the Orderer Node Configuration

An orderer node’s configuration determines how the node performs and behaves on the
network.

Only administrators can change a node’s configuration. If you've got user permissions, then
you can view a node’s configuration settings. See Orderer Node Attributes.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, go to the Nodes table, locate the orderer node that you want
configuration information for, and click the node’s More Actions button.

3. The configuration option is determined by your permissions. If you're an administrator,
locate and click Edit Configuration. If you're a user, locate and click View.

The Configure dialog is displayed.
4. If you're an administrator, then modify the node’s settings as needed.
5. Click Submit to save the configuration changes, or click X to close the Configure dialog.

6. Restart the node to apply any changes that you made.

Add an Orderer Node

Founder instances are provisioned with 3 OSNs, all of which are active after instance creation.
Additional OSNs can be scaled out as described in Scale Your Instance. These OSNs will not
be started automatically. You must start them and export the updated network configuration
block to the partipant instances as described in Join the Participant or Scaled-Out OSNSs to the
Founder's Ordering Service.
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Participant instances are created with 3 OSNs, but none of these OSNs are joined to the
network or started when the instance is provisioned. You must follow the instructions in Join
the Participant or Scaled-Out OSNSs to the Founder's Ordering Service in order to join them to
the network and start the nodes. If you want to scale out the participant OSNs these steps
must be repeated.

Manage Peer Nodes

This topic contains information about peer nodes, including how to view and edit peer nodes
and how to get a list of chaincodes that are installed on a peer.

View and Edit the Peer Node Configuration

A peer node’s configuration determines how the node performs and behaves on the network.

Only administrators can change a node’s configuration. If you've got user permissions, then
you can view a node’s configuration settings. See Peer Node Attributes.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, go to the Nodes table, locate the peer node that you want configuration
information for, and click the node’s More Actions button.

3. The configuration option is determined by your permissions. If you're an administrator,
locate and click Edit Configuration. If you're a user, locate and click View.

The Configure dialog is displayed.
4. If you're an administrator, then modify the node’s settings as needed.
5. Click Submit to save the configuration changes, or click X to close the Configure dialog.

6. Restart the node to apply any changes that you made.

List Chaincodes Installed on a Peer Node

You can view a list of the chaincodes and their versions installed on a specific peer node in
your network.

If you don't see the chaincode or the chaincode version you were expecting, then you can
install a chaincode or upgrade a chaincode to the peer node. You must be an administrator to
install or upgrade a chaincode.

1. Go to the console and select the Nodes tab.
2. Inthe Nodes tab, click the name of the peer node you want to see information for.
The Node Information page is displayed.

3. Click the Chaincodes pane to view a list of chaincodes installed on the selected peer
node.

Manage REST Proxy Nodes

This topic contains information to help you understand how the REST proxy is used, add
enroliments to the REST proxy, and view and edit the REST proxy nodes.
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How's the REST Proxy Used?

The REST proxy maps an application identity to a blockchain member, which enables users
and applications to call the Oracle Blockchain Platform REST APIs.

Instead of using the native Hyperledger Fabric APIs, Oracle Blockchain Platform can use the
REST proxy to interact with the Hyperledger Fabric network. When you use the native
Hyperledger Fabric APls, you connect to the peers and orderer directly. However, the REST
proxy lets you query or call a Hyperledger Fabric chaincode via the RESTful protocol.

Add Enrollments to the REST Proxy

You can add Hyperledger Fabric enroliments to the REST proxy. Enrollments allow users to
call the REST proxy without an enrollment certificate.

If you want to add a user to an enrollment, they must already exist in IDCS, and be assigned to
the REST_USER role.

Use the Blockchain Platform console to add new enroliments and associate IDCS users with
these enrolliments. The enroliments are managed entirely within Blockchain Platform, not within
IDCS.

For information about how users access the REST resources, see REST API for Oracle
Blockchain Platform.

1. Go to the console and select the Nodes tab.

2. Inthe Nodes tab, find the REST proxy node you want to add an enrollment to, and click the
Action menu for this node.

3. Click View or Manage Enrollments to see a list of the node’s current enroliments.

A list of the current enrollments is displayed. You can delete existing enroliments as well as
adding new ones from this page.

4. Expand Create New Enrollment.
5. In the Enrollment ID field, enter the name of the enrollment to add.

The enrollment ID can include only alphanumeric characters, hyphens (-), and underscores
Q).

6. Optionally, in the User ID field, enter the ID of a user with the REST_USER role to
associate with the enroliment. Click Enroll.
After you click Enroll:
e The enroliment is created and displays in the Enroliments table.
e The new enrollment is copied to each REST Proxy node in the network.

e If you specified a user ID, that ID is associated with the enroliment, and cannot be
removed from the associated REST users list. If the user ID is not a valid REST user,
an error is returned.

» If you specified a user ID, the generated enrollment certificate includes the ID as the
user name attribute.

* User IDs that contain a colon () are not supported for REST API calls that use basic
authentication. You can use basic authentication for testing and internal development
purposes. Do not use basic authentication in production environments.
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In the Associated REST Client Users pane you can view and manage any users
associated with a current enrollment, including deleting a user from an enrollment.

Add another user to the enroliment by expanding Associate New Users. Enter the email
or ID of a user that is already assigned the REST_USER role. Click Associate.

After you've created an enrollment and associated a user with it, when you use REST to run
transactions on the blockchain the initiator listed in the details of the block will be listed as the
new enrollment rather that the original default user.

View and Edit the REST Proxy Node Configuration

A REST proxy node’s configuration determines how the node performs and behaves on the
network.

Only administrators can change a node’s configuration. If you've got user permissions, then
you can view a node’s configuration settings. See REST Proxy Node Attributes.

1.
2.

Go to the console and select the Nodes tab.

In the Nodes tab, go to the Nodes table, locate the REST proxy node that you want
configuration information for, and click the node’s More Actions button.

The configuration option is determined by your permissions. If you're an administrator,
locate and click Edit Configuration. If you're a user, locate and click View.

The Configure dialog is displayed.

If you're an administrator, then modify the node’s Proposal Wait Time (ms), Transaction
Wait Time (ms), Log Level, and Transaction Event Logging attributes as needed.

Click Submit to save the configuration changes, or click X to close the Configure dialog.
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Extend the Network

This topic contains information to help founders add organizations to the blockchain network.
This topic also contains information to help organizations join a network.

Topics

e Add Oracle Blockchain Platform Participant Organizations to the Network

Add Oracle Blockchain Platform Participant Organizations to the

Network

This topic contains information about joining an Oracle Blockchain Platform participant
organization to an Oracle Blockchain Platform network.

Typical Workflow to Join a Participant Organization to an Oracle Blockchain

Platform Network

Here are the tasks the founder and participants organizations need to perform to set up a
blockchain network.

Adding Participant Organizations to a Blockchain Network

Task

Who Does This?

Description

More Information

Export the participant
organization's certificates and
import them into the network

Participant organization
outputs certificates

Founder organization uploads
certificates

In the participant
organization's instance, use
the wizard to output the
certificates into a JSON file
and send them to the founder
organization.

The founder uploads the
certificates to add the
participant to the network.

Import Certificates to Add
Organizations to the Network

Export the participant
organization's ordering
service node (OSN) settings
and send to the founder
administrator

Participant organization
outputs a settings file

Founder organization uploads
the settings

In the participant
organization's instance,
export the settings into a
JSON file and sends them to
the founder organization.

The founder uploads the
settings to add the ordering
service.

Join the Participant or
Scaled-Out OSNSs to the
Founder's Ordering Service
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Task Who Does This? Description More Information
Export the founder Founder organization exports In the founder’s instance, Join the Participant or
organization's network network configuration block  download the network Scaled-Out OSN_s to the _
configuration block and information configuration block Founder's Ordering Service
upload it to the participant Participant organization information (JSON file).
organization uploads network configuration Then in the participant’'s

block information instance, upload the network

configuration block.

Join Participant Organizations to the Channel and Set Anchor Peers

Task Who Does This? Description More Information

Create a channel Founder organization In the founder’s instance, Create a Channel
create a channel that the
founder and participants use
to communicate. Add the
founder’s peers to the
channel.

You must select any newly
added participants and
assign them permissions on
the channel.

Note that instead of creating
a new channel, you can add
participants to an existing

channel.
Join participants to the Participant organization In the participant’s instance, Join a Peer to a Channel
channel join the channel that was

created in the founder’s

instance.
Set anchor peers on the Founder organization In the founder and participant Add an Anchor Peer
founder and participants Participant organization instances, specify which

peers you want to use as
anchor peers. You must
select at least one anchor
peer for each member.

Deploy the Chaincode Across the Blockchain Network

Task Who Does This? Description More Information
Install the chaincode onthe  Founder organization In the founder’s instance, Use Quick Deployment
founder upload and install the

chaincode. Choose the peers
to install the chaincode on.

Deploy the chaincode and Founder organization In the founder’s instance, e Deploy a Chaincode
specify an endorsement deploy the chaincode to . Specify an Endorsement
policy on the founder activate it on the network. Policy

An endorsement policy is
required to specify the
number of members that
must approve chaincode
transactions before they're
submitted to the ledger.
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Task Who Does This?

Description More Information

Install the chaincode on the
participant

Participant organization

In the participant’s instance, Use Quick Deployment
install the chaincode that your
network will use.

Because you'll install the
same chaincode that you
installed and deployed on the
founder, you don't need to
deploy the chaincode on the
participant. When the
participant installs the
chaincode, it's already
deployed.

Run Transactions

Task Who Does This?

Description More Information

Invoke the chaincode and Founder organization
monitor network activity and  pgrticipant organization
ledger updates

Begin using your network’s e Find Information About
chaincode for transactions. Nodes

Both the founder and the +  View a Channel's Ledger
participants can use their Activity

consoles to find out

information about the activity

on the network. Specifically,

you can use the console’s

Channels tab to locate

information about specific

ledger transactions

Add Fabric Organizations to the Network

This topic contains information about joining Hyperledger Fabric organizations to an Oracle

Blockchain Platform network.

Typical Workflow to Join a Fabric Organization to an Oracle Blockchain

Platform Network

A Fabric organization and the Oracle Blockchain Platform founder organization must complete
the following tasks to join the Fabric organization to the Oracle Blockchain Platform network.

Task Who Does This?

Description More Information

Create the certificate file for ~ Fabric organization
the Fabric organization

Find the Fabric organization’s Create a Fabric

Admin, CA, and TLS Organization's Certificates
certificate information and File

use it to compose a JSON

certificates file.

Upload Fabric organization's Founder organization
certificate file to the Oracle
Blockchain Platform network

Import Certificates to Add
Organizations to the Network

Use the console to upload
and import the Fabric
organization's certificate file
to add the Fabric organization
to the network.
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Task Who Does This?

Description

More Information

Create a channel Founder organization

Create a channel and add the
Fabric organization to it.

Create a Channel

Export the ordering service
settings from founder

Founder organization

Wrote the founder’s ordering
services settings to a JSON
file and send the file to the
Fabric organization.

Join the Participant or
Scaled-Out OSNSs to the
Founder's Ordering Service

Compose an orderer
certificate file

Fabric organization

Create a file named

or der er . pemthat includes
the t| scacert information.
Go to the exported ordering
service settings file and copy
the t | scacert information.
After you paste the
tlscacert information into
the or der er . pemfile, you
must replace all instances of
\n with the newline character.

The or der er . pemfile
must have the following
format:

Create a Fabric
Organization's Certificates
Eile

Provide ordering service
settings

Founder organization

Open the ordering service
settings file and find the
ordering service’s address
and port and give them to the
Fabric organization, as shown
in the following example:

"orderingServi ceNodes
II: [
{

"address": "grpcs://
exanpl e_addr ess: 7443"

Hn

NA

Add the Fabric organization
to the network

Fabric organization

The Fabric organization
copies certificates into its
environment, sets
environment variables,
fetches the genesis block,
joins the channel, and installs
the chaincode.

Prepare the Fabric
Environment to Use the
Oracle Blockchain Platform
Network
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Create a Fabric Organization's Certificates File

For a Fabric organization to join an Oracle Blockchain Platform network, it must write a
certificates file containing its admincerts, cacerts, and tlscacerts information. The Oracle
Blockchain Platform founder organization imports this file to add the Fabric organization to the
network.

The Fabric certificates information is stored in PEM files located in the Fabric organization’s
MSP folder. For example, net wor k_nane_exanpl e/ crypt o- confi g/
peer Organi zat i ons/ exanpl e_org. coni nsp/ .

The certificates file must be in written in JSON and must contain the following fields. For all
certificates, when you copy the certificate information into the JSON file, you must replace
each new line with \ n, so that the information is all on one line with no spaces, as shown in the
following example.

* mspid — Specifies the name of the Fabric organization.

* type — Indicates that the organization is a network participant. This value must be
Parti ci pant.

« admincert — Contains the contents of the organization’s Admin certificates file:
Adm n@xanpl e_org. comcert. pem

» cacert — Contains the contents of the organization’s CA certificates file:
ca. exanpl e_org-cert. pem

e tlscacert — Contains the contents of the organization’s TLS certificate file:
tl sca. exanpl e_org-cert. pem

* intermediatecerts— This optional element contains the contents of an intermediate CA
certificates file. Do not specify this element unless there is an intermediate CA certificates
file.

* nodeouidentifiercert— This section contains certificates that identify Node OU roles.

- adminouidentifiercert— Contains the contents of the organization’s certificate file that is
used to identify Node OU admin roles. If you do not need the admin role, you can use the
cacert file contents, or intermediate certificate file contents, as the adminouidentifier
contents.

« clientouidentifiercert— Contains the contents of the organization’s certificate file that is
used to identify Node OU client roles.

» ordererouidentifiercert— Contains the contents of the organization’s certificate file that is
used to identify Node OU orderer roles. If you do not need the orderer role, you can use
the cacert file contents, or intermediate certificate file contents, as the ordererouidentifier
contents.

« peerouidentifiercert— Contains the contents of the organization’s certificate file used to
identify Node OU peer roles.

Structure the file similar to the following example:

{
"mepl D': "exanpl emspl D',
"type": "Participant",
"certs": {
"admi ncert": "----- BEG N CERTI FI CATE- - - - -
\nexanmpl e_certificate\nexanple certificate==\n----- END CERTI FI CATE- - - - - \n",
"cacert": "----- BEG N CERTI FI CATE- - - - -
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\nexanpl e_certificate\nexample certificate==\n----- END CERTI FI CATE- - - - - \n",
"tlscacert": "----- BEGA N CERTI FI CATE- - - - -

\nexanmpl e_certificate\nexanple_certificate==\n----- END CERTI FI CATE- - - - - \n"
"nodeoui dentifiercert": {

"adm noui dentifiercert": "----- BEG N CERTI FI CATE- - - - -

\nexanpl e_certificate\nexample certificate==\n----- END CERTI FI CATE- - - - - \n",
“clientouidentifiercert": "----- BEGA N CERTI FI CATE- - - - -

\nexanpl e_certificate\nexample certificate==\n----- END CERTI FI CATE- - - - - \n",
"ordererouidentifiercert": "----- BEGA N CERTI FI CATE- - - - -

\nexanpl e_certificate\nexample certificate==\n----- END CERTI FI CATE- - - - - \n",
"peeroui dentifiercert": "----- BEG N CERTI FI CATE- - - - -

\nexanmpl e_certificate\nexanmple_certificate==\n----- END CERTI FI CATE- - - - - \n"

}
}
}

Prepare the Fabric Environment to Use the Oracle Blockchain Platform

Network

You must modify the Fabric organization’s environment before it can use the Oracle Blockchain
Platform network.

Confirm that the following prerequisite tasks were completed. For more information, see
Typical Workflow to Join a Fabric Organization to an Oracle Blockchain Platform Network.

* The Fabric organization’s certificate file was created and sent to the Oracle Blockchain
Platform network founder.

* The network founder uploaded the certificates file to add the Fabric organization to the
network.

* The network founder created a new channel and added the Fabric organization to it.

*  The network founder downloaded its ordering service settings and sent them to the Fabric
organization.

*  The Fabric organization created the orderer certificate file.

e The network founder gave the ordering service address and port to the Fabric
organization.

You must add the Fabric organization and install and test the chaincode.
1. Navigate to the Fabric network directory and launch the peer container.
2. Fetch the channel’s genesis block with this command:

peer channel fetch 0 nychannel.block -0 ${orderer_addr}: ${orderer_port} -c
mychannel --tls --cafile orderer.pem--|o0gging-|evel debug

Where:
e {orderer_addr} isthe Founder’s orderer address.
e {orderer_port} isthe Founder's port number.

« -c nychannel isthe name of the channel that the Founder created. This is the
channel where the Fabric organization will send and receive transactions on the
Oracle Blockchain Platform network.
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e orderer. pemis the Founder’s orderer certificate file.

3. Join the channel with this command:

peer channel join -b nychannel.block -o ${orderer_addr}: ${orderer_port} --
tls --cafile orderer.pem --1o0gging-Ievel debug

4, Install the chaincode with this command:

peer chaincode install -n mycc -v 1.0 -1 "golang" -p ${CC SRC PATH}

Where CC_SRC _PATH s the folder that contains the chaincode.

5. Instantiate the chaincode with this command:

peer chaincode instantiate -o ${orderer_addr}: ${orderer port} --tls --
cafile orderer.pem-C nychannel -n nycc -1 golang -v 1.0 -c '{"Args":
["init", "a","100","b","200"]}" -P <policy_string> --1o0gging-level debug

6. Invoke the chaincode with this command:

peer chaincode invoke -0 ${orderer _addr}: ${orderer port} --tls true --
cafile orderer.pem-C nychannel -n nycc -c '{"Args":
["invoke","a","b","10"]}"' --1o0gging-level debug

7. Query the chaincode with this command:

peer chai ncode query -C mychannel -n nycc -c¢ '{"Args":["query","a"]}'
| oggi ng- 1 evel debug

Add Organizations with Third-Party Certificates to the Network

This topic contains information about joining organizations using third-party certificates to an
Oracle Blockchain Platform network.

Typical Workflow to Join an Organization With Third-Party Certificates to an
Oracle Blockchain Platform Network

Organizations with certificates issued by a third-party certificate authority (CA) can join the
Oracle Blockchain Platform network as participants.

Client-only Organizations

These patrticipants are client-only organizations and have no peers or orderers. They cannot
create channels, join peers or install chaincode.

After joining the network, these organizations can use an SDK or a Hyperledger Fabric CLI to
complete the following tasks:

«  Deploy, invoke, and query chaincode if they're a client organization administrator.
e Invoke and query chaincode if they're a client organization non-administrator.

The following users can take steps to control who can deploy and invoke chaincode when
client-only organizations are part of the network:

Using Oracle Blockchain Platform

F26726-41

December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 7 of 17



ORACLE Chapter 5
Add Organizations with Third-Party Certificates to the Network
e The chaincode owner who installs the chaincode onto peers can decide who can deploy
the chaincode by using the Hyperledger Fabric peer chai ncode package -i instantiation
policy command to set the instantiation policy for the chaincode.
* The chaincode instantiator can use the Hyperledger Fabric peer chai ncode instantiate
- P endorsement policy command to set the endorsement policy controlling who can invoke
the chaincode.
e The channel owner can decide who can call or query a chaincode by setting the channel
proposal and query access control list. For more information, see Hyperledger Fabric
Access Control Lists.
Workflow
The organization with third-party certificates and the Oracle Blockchain Platform founder must
complete the following tasks to join the organization to an Oracle Blockchain Platform network.
Task Who Does This? Description More Information

Get the third-party certificates Third-party certificates
(participant) organization

Third-Party Certificate
Requirements

Go to the third-party CA
server and generate the
required certificates files.
Format the files as needed to
import them into the network.

Create the certificates file for Third-party certificates
import (participant) organization

Create an Organization's
Third-Party Certificates File

Find the participant’s
Administrator and CA
certificate information and
use it to compose a JSON
certificates file.

Upload a certificate file for the Founder organization
third-party (participant)
organization

Import Certificates to Add
Organizations to the Network

Use the console to upload
and import the participant’s
certificate file to add the
participant to the network.

Export the ordering service
settings from network founder
and provide them to the third-
party (participant)
organization

Founder organization

Join the Participant or
Scaled-Out OSNSs to the
Founder's Ordering Service

Write the founder’s ordering
services settings to a JSON
file and send the file to the
participant.

Open the ordering service
settings file and find the
ordering service’s address
and port and give them to the
participant, as shown in the
following example:

"orderingServi ceNodes
II: [

{

“address": "grpcs://
exanpl e_address: 7443"

H

Create the channel Founder organization

Create a channel and add the Create a Channel
participant to it.
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Task

Who Does This?

Description

More Information

Install and deploy the
chaincode

Founder organization

In the founder’s instance,
upload, install, and deploy the
chaincode. Choose the
network peers to install the
chaincode on.

Use Quick Deployment

Set up the third-party
(participant) organization's
environment

Third-party certificates
(participant) organization

To query or call chaincodes,
the participant must complete
the following steps:

e Add the founder's
ordering service's
address and port to the
participant's
environment.

e Configure the
environment to use
Hyperledger Fabric CLI
or SDKs.

e Install the chaincode on
peers.

Prepare the Third-Party
Environment to Use the
Oracle Blockchain Platform
Network

Third-Party Certificate Requirements

To successfully join the network, an organization must generate the required third-party
certificates. The information in these certificates is used to create the organization's certificates
file, which is then imported into the founder's instance.

Which Certificates Do Organizations Need to Provide?

You must generate the following certificates from your certificate authority (CA) server:

¢ Client Public Certificate

¢ CA Root Certificate

What Are the Requirements for These Certificates?

The certificates must meet the following requirements:

* When generating the private key, you must use the Elliptic Curve Digital Signature
Algorithm (ECDSA). ECDSA is the only accepted algorithm for Hyperledger Fabric
membership service provider (MSP) keys.

e The Subject Key Identifier (SKI) is mandatory and you must indicate it as X509 extensions
in the extension file.

e You must convert the key files from the .key to the .pem format.

e You must convert the certificates from the .crt to the .pem format.

Creating the Certificates

The following examples show how to use OpenSSL or the Hyperledger Fabric crypt ogen utility
to generate your certificates. For more information on the commands used, see the following

websites:

e OpenSSL documentation

e cryptogen utility documentation

Complete the following steps to create your certificates using OpenSSL.
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Run the following commands to create a self-signed CA certificate and key:

openssl ecparam -nane prime256vl -genkey -out ca. key

openssl pkcs8 -topk8 -informPEM -in ca. key -outformpem-nocrypt -out ca-
key. pem

openssl req -new -key ca-key.pem -out ca.csr

openssl x509 -req -days 365 -in ca.csr -signkey ca-key.pem-out ca.crt -
extensi ons x509 ext -extfile opensslca. conf

openssl x509 -in ca.crt -out ca.pem -outform PEM

The following text shows an example openssl ca. conf file.

[ req ]

default _bits = 2048

di stingui shed_name = subject
req_ext ensi ons = req_ext
x509_ext ensi ons = x509_ext
string_mask = utf8only

[ subject ]

count r yName = CN

#count ryNane_def aul t = US

st at eOr Provi nceNane = Beijing

#st at eOr Provi nceNane_default = NY

| ocal i t yName = Beijing

#l ocal i t yNane_def aul t = New York

or gani zat i onNane = thirdpartyca, LLC
#or gani zat i onNane_def aul t = Exanple, LLC

# Use a friendly name here because its presented to the user. The server's
DNS

# nanes are placed in Subject Alternate Nanes. Plus, DNS nanes here is
deprecated

# by both IETF and CA/Browser Forums. If you place a DNS nane here, then
you

# rmust include the DNS nane in the SAN too (otherw se, Chrone and others
t hat

# strictly follow the CA/ Browser Baseline Requirenents will fail).

conmonNare = thirdpartyca
#comonName_def aul t = Exanpl e Conpany
emai | Addr ess = ca@hirdpartyca. com

# Section x509 ext is used when generating a self-signed certificate.
|.e., openssl req -x509 ...
[ x509 ext ]
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subj ect Keyl denti fi er = hash
authorityKeyldentifier = keyid,issuer

# You only need digital Signature below. *If* you don't allow
# RSA Key transport (i.e., you use ephemeral cipher suites), then
# onmit keyEnci phernment because that's key transport.

basi cConstraints = CA TRUE

keyUsage = Certificate Sign, CRL Sign, digital Signature,
keyEnci pher nent

subj ect Al t Nane = @l ternate_nanes

nsComrent = "(penSSL Generated Certificate"

# RFC 5280, Section 4.2.1.12 makes EKU opti onal

# CA/Browser Baseline Requirenents, Appendix (B)(3)(G makes me confused
# In either case, you probably only need serverAuth.

# extendedKeyUsage = serverAuth, clientAuth

# Section reg_ext is used when generating a certificate signing request.
|.e., openssl req ...
[ reg_ext ]

subj ect Keyl denti fi er = hash

basi cConstraints = CA FALSE

keyUsage = digital Signature, keyEnciphernent

subj ect Al t Nane = @l ternate_nanes

nsComrent = "(penSSL Generated Certificate"

# RFC 5280, Section 4.2.1.12 makes EKU opti onal

# CA/Browser Baseline Requirenments, Appendix (B)(3)(G makes me confused
# In either case, you probably only need serverAuth.

# extendedKeyUsage = serverAuth, clientAuth

[ alternate_nanes ]

DNS. 1 = | ocal host

DNS. 2 = thirdpartyca.com
#DNS. 3 = mai |l . exanpl e. com
#DNS. 4 = ftp. exanpl e. com

# Add these if you need them But usually you don't want them or
# need themin production. You may need them for devel opnent.

# DNS. 5 = | ocal host
# DNS. 6 = | ocal host . | ocal domai n
# DNS. 7 = 127.0.0.1

Run the following commands to create a user certificate and key using the previous CA
key.

openssl ecparam -nane prime256vl -genkey -out user.key

openssl pkcs8 -topk8 -inform PEM -in user.key -outformpem-nocrypt -out
user - key. pem

openssl req -new -key user-key.pem -out user.csr

openssl x509 -req -days 365 -sha256 -CA ca. pem - CAkey ca- key. pem - CAseri al
ca.srl -CAcreateserial -in user.csr -out user.crt -extensions x509 ext -
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extfile openssl. conf
openssl x509 -in user.crt -out user.pem -outform PEM

The following text shows an example openssl . conf file.

[ req ]

default bits = 2048

defaul t _keyfile = tls-key. pem
di stingui shed_name = subj ect
req_ext ensi ons = req_ext
x509_ext ensi ons = x509_ext
string_mask = utf8only

# The Subject DN can be formed using X501 or RFC 4514 (see RFC 4519 for a
description).

# Its sort of a mashup. For exanple, RFC 4514 does not provide

emai | Addr ess.

[ subject ]

count r yName = CN

#count ryNane_def aul t = US
st at eOr Provi nceNane = Beijing

#st at eOr Provi nceNane_default = NY

| ocal i t yName = Beijing

#l ocal i t yNane_def aul t = New York

or gani zat i onName = thirdpartyca, LLC
#or gani zat i onNane_def aul t = Exanple, LLC

# Use a friendly name here because its presented to the user. The server's
DNS

# nanes are placed in Subject Alternate Nanes. Plus, DNS nanes here is
deprecat ed

# by both IETF and CA/ Browser Forums. If you place a DNS nane here, then
you

# must include the DNS nane in the SAN too (otherw se, Chrone and others
t hat

# strictly follow the CA/ Browser Baseline Requirenments will fail).

conmonNare = adni n@ hi rdpartyca. com
#comonName_def aul t = Exanpl e Conpany

emai | Addr ess = admi n@ hi rdpartyca. com
#emai | Addr ess_def aul t = test @xanpl e. com

# Section x509_ext is used when generating a self-signed certificate.
|.e., openssl req -x509 ...

[ x509 ext ]

subj ect Keyl denti fi er = hash

authorityKeyldentifier = keyid,issuer

# You only need digital Signature below. *If* you don't allow

# RSA Key transport (i.e., you use ephemeral cipher suites), then
# onmit keyEnciphernment because that's key transport.

basi cConstraints = CA: FALSE
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keyUsage = digital Signature, keyEncipherment
subj ect Al t Nane = @l ternate_nanes
nsComrent = "(penSSL Generated Certificate"

# RFC 5280, Section 4.2.1.12 makes EKU opti onal

# CA/Browser Baseline Requirenments, Appendix (B)(3)(G makes me confused
# In either case, you probably only need serverAuth.

#ext endedKeyUsage = Any Extended Key Usage

#ext endedKeyUsage = serverAuth, clientAuth

# Section reg_ext is used when generating a certificate signing request.
|.e., openssl req ...

[ x509 ca_ext ]

subj ect Keyl denti fi er = hash

authorityKeyldentifier = keyid,issuer

# You only need digital Signature below. *If* you don't allow

# RSA Key transport (i.e., you use ephemeral cipher suites), then
# onmit keyEnciphernment because that's key transport.

basi cConstraints = CA TRUE

keyUsage = Certificate Sign, CRL Sign, digital Signature,
keyEnci pher nent

subj ect Al t Nane = @l ternate_nanes

nsComrent = "(penSSL Generated Certificate"

# RFC 5280, Section 4.2.1.12 makes EKU opti onal

# CA/Browser Baseline Requirenents, Appendix (B)(3)(G makes me confused
# In either case, you probably only need serverAuth.

#ext endedKeyUsage = Any Extended Key Usage

ext endedKeyUsage = serverAuth, clientAuth

# Section reg_ext is used when generating a certificate signing request.
|.e., openssl req ...

[ reg_ext ]

subj ect Keyl denti fi er = hash

basi cConstraints = CA FALSE

keyUsage = digital Signature, keyEnciphernment
subj ect Al t Nane = @l ternate_nanes

nsComrent = "(penSSL Generated Certificate"

# RFC 5280, Section 4.2.1.12 makes EKU opti onal

# CA/Browser Baseline Requirenments, Appendix (B)(3)(G makes me confused
# In either case, you probably only need serverAuth.

#ext endedKeyUsage = Any Extended Key Usage

#ext endedKeyUsage = serverAuth, clientAuth

[ alternate_nanes ]

DNS. 1 = | ocal host
DNS. 3 = 127.0.0.1
DNS. 4 =0.0.0.0
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# Add these if you need them But usually you don't want them or
# need themin production. You may need them for devel opnent.
# DNS. 5 = | ocal host

# DNS. 6 = | ocal host . | ocal domai n

# DNS. 7 = 127.0.0.1

# 1 Pv6 | ocal host

# DNS. 8 =::1

To create your certificates using the Hyperledger Fabric crypt ogen utility, run the following
command.

cryptogen generate --config=./crypto-config.yam

The following text shows an example crypt o- confi g. yanl file.

# Copyright 1BM Corp. All Rights Reserved.
#
# SPDX-License-ldentifier: Apache-2.0

- Nane: Orgl
Domai n: orgl. exanpl e. com
Enabl eNodeQUs: true

# Unconment this section to enable the explicit definition of hosts in
your

# configuration. NMbst users will want to use Tenpl ate, bel ow

#

# Specs is an array of Spec entries. Each Spec entry consists of two
fields:

# - Hostnane: (Required) The desired hostname, sans the domain.

# - CommonName: (Optional) Specifies the tenplate or explicit override
for

# the CN. By default, this is the tenplate:

#

# "{{. Hostname}}. {{. Domain}}"

#

# whi ch obtains its values fromthe Spec. Host name and

# Org. Domai n, respectively.

#

Using Oracle Blockchain Platform

F26726-41

December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 14 of 17



ORACLE Chapter 5
Add Organizations with Third-Party Certificates to the Network

# Specs:

# - Hostname: foo # inplicitly "foo.orgl. exanpl e. cont

# CommonName: fo0027. or g5. exanpl e. com # overrides Host name- based FQDN
set above

# - Hostnane: bar

# - Hostnane: baz

#

# "Tenpl ate”

#

# Allows for the definition of 1 or more hosts that are created
sequentially
# froma tenplate. By default, this looks like "peer%" fromO to Count-1.

# You may override the nunber of nodes (Count), the starting index (Start)
# or the tenplate used to construct the nane (Hostnane).
#
# Note: Tenplate and Specs are not nutually exclusive. You may define
bot h
# sections and the aggregate nodes will be created for you. Take care
with
# name col l'isions
#
Tenpl at e:
Count: 2
# Start: 5
# Hostname: {{.Prefix}}{{.Index}} # default
#
# "Users"
#

# Org2: See "Orgl" for full specification

- Name: Org2
Domai n: org2. exanpl e. com
Enabl eNodeQUs: true

Tenpl at e:
Count: 2

Users:
Count: 1

What's Next?

After confirming that you have generated and updated the proper files, you can then create the
certificates file to import into the Oracle Blockchain Platform network. See Create an
Organization's Third-Party Certificates File.
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Create an Organization's Third-Party Certificates File

To join an Oracle Blockchain Platform network, the organization must write a certificates file
containing its admincert and cacert information. The network founder imports this file to add
the organization to the network.

Go to the certificates files that you generated from the CA server to find the information that
you need to create the certificates file. See Third-Party Certificate Requirements.

The certificates file must be in written in JSON and contain the following fields:

* mspid — Specifies the name of the organization.

* type — Indicates that the organization is a network participant. This value must be
Parti ci pant.

« admincert — Contains the contents of the organization’s Admin certificates file. When you
copy the certificates information into the JSON file, you must replace each new line with
\n.

* cacert — Contains the contents of the organization’s CA certificates file. When you copy
the certificates information into the JSON file, you must replace each new line with \ n.

This is how the file needs to be structured:

{
"mepl D': "exanpl enspl D',
"type": "Participant",
"certs": {
"admincert": "----- BEG N CERTI FI CATE-- - - -
\nexanpl e_certificate\nexample certificate==\n----- END CERTI FI CATE- ---- \n",
"cacert": "----- BEG N CERTI FI CATE- - - - -
\nexanpl e_certificate\nexanple_certificate==\n----- END CERTI FI CATE- - - - - \n"
}
}

Prepare the Third-Party Environment to Use the Oracle Blockchain Platform
Network

You must set up the third-party organization's environment before it can use the Oracle
Blockchain Platform network.

Confirm that the following prerequisite tasks were completed. For information, see Typical
Workflow to Join an Organization With Third-Party Certificates to an Oracle Blockchain
Platform Network.

e The third-party organization’s certificate file was created and sent to the Oracle Blockchain
Platform network founder.

* The network founder uploaded the certificates file to add the third-party organization to the
network.

e The network founder exported the orderer service's settings and gave the service's
address and port to the third-party organization and the organization added them to the
environment.

e The network founder created a new channel and added the third-party organization to it.
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*  The network founder installed and instantiated the chaincode.

Setup organization's Environment

Before the third-party organization can successfully use the Oracle Blockchain Platform
network, it must set up its environment to use Hyperledger Fabric CLI or SDKs. See the
Hyperledger Fabric documentation.

Install the Chaincode

The third-party organization must install the chaincode on the peers. These peers must then be
joined to the channel so that the chaincode can be invoked.

Deploy the Chaincode

If needed, the third-party organizations can deploy the chaincode on the channel. For example:

export CORE_PEER TLS ENABLED=true

export CORE_PEER TLS ROOTCERT FI LE=$PWD/ t| s-ca. pem

export CORE_PEER MSPCONFI GPATH=$PWDI cr ypt o- confi g/ peer Or gani zat i ons/
cust oneror gl. conf user s/ Adm n@ust omrer or g1. com nsp

export CORE_PEER _LOCALMSPI D="cust onmer or g1"

### gets channel name frominput ###
CHANNEL _NAME=$1

echo "####H##### going to instantiate chaincode on channel ${CHANNEL_NAME}
HHHHHH AR

CORE_PEER_ADDRESS=${peer _host}: ${port} peer chaincode instantiate

-0 ${peer_host}: ${port} --tls $CORE_PEER TLS ENABLED --cafile
./tls-ca.pem-C ${CHANNEL_NAME} -n obcs-exanple02 -v vO -c '{"Args":
["init","a","100","b","200"] }'

Invoke the Chaincode

Third-party organizations use the Hyperledger Fabric CLI or SDKs to invoke the chaincode.
For example:

export CORE_PEER TLS _ENABLED=t rue

export CORE_PEER TLS ROOTCERT FI LE=$PWD t|s-ca. pem

export CORE_PEER_MSPCONFI GPATH=$PWD cr ypt o- confi g/ peer Or gani zat i ons/
cust onerorgl. con user s/ User 1@ust ormer or g1. conl nmsp

export CORE_PEER _LOCALMSPI D="cust omerorgl"

### gets channel name frominput ###
CHANNEL _NAME=$1

#### do query or invoke on chai ncode ####

CORE_PEER_ADDRESS=${ peer _host}: ${port} peer chaincode query -C
${ CHANNEL_NAME} -n $2 -¢ '{"Args":["query","a"]}"

CORE_PEER_ADDRESS=${ peer _host}: ${port} peer chaincode invoke -0
${peer_host}: ${port} --tls $CORE_PEER TLS ENABLED --cafile ./tls-
ca.pem - C ${ CHANNEL_NAME} -n $2 -c '{"Args":["invoke","a","b","10"]}"
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Develop Chaincodes

This topic contains information to help you understand how to write and test chaincodes for
use in Oracle Blockchain Platform.

For information on developing chaincodes using low-code Blockchain App Builder, see
Blockchain App Builder for Oracle Blockchain Platform.

Topics

Write a Chaincode

¢ Use a Mock Shim to Test a Chaincode

 Deploy a Chaincode on a Peer to Test the Chaincode

Write a Chaincode

A chaincode is written in Go, Node.js, or Java and then packaged into a . zi p file that is
installed on the Oracle Blockchain Platform network.

Chaincodes define the data schema in the ledger, initialize it, complete updates when triggered
by applications, and respond to queries. Chaincodes can also post events that allow
applications to be notified and complete downstream operations. For example, after purchase
orders, invoices, and delivery records have been matched by a chaincode, it can post an event
so that a subscribing application can process related payments and update an internal ERP
system.

Resources for Chaincode Development

Oracle Blockchain Platform uses Hyperledger Fabric as its foundation. Use the Hyperledger
Fabric documentation to help you write valid chaincodes.

«  Welcome to Hyperledger Fabric. Read the Key Concepts and Tutorials sections before you
write you own chaincode.

e Go Programming Language. The Go compilers, tools, and libraries provide a variety of
resources that simplify writing chaincodes.

« Package shim. The package shim provides APIs for the chaincode to access its state
variables, get transaction context, and call other chaincodes. The package shim
documentation describes the actual syntax that is required for your chaincode.

Oracle Blockchain Platform provides downloadable samples that help you understand how to
write chaincodes and applications. See What Are Chaincode Samples?

You can add rich-query syntax to your chaincodes to query the state database. See SQL Rich
Query Syntax and CouchDB Rich Query Syntax.

Package a Go Chaincode

After you've written your chaincode, compress it to a file in . zi p format. You don't need to
create a package for the Go chaincode or sign it — the Oracle Blockchain Platform installation
and deployment process does this for you as described in Typical Workflow to Deploy
Chaincodes.
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If your chaincode has any external dependencies, you can place them in the vendor directory
of your . zi p file.

Vendor the Shim for Go Chaincodes

The Go chaincode shim dependency is no longer included with Hyperledger Fabric. The shim
must now be vendored (imported) to Go chaincodes before they are installed on a peer.

You can use Go modules or a third-party tool such as govendor to vendor the chaincode shim
and update it to the version that works with Hyperledger Fabric.

For more information, see Chaincode shim changes (Go chaincode only) and Upgrade
Chaincodes with vendored shim in the Hyperledger Fabric documentation. For more
information about Go modules, see Go Modules Reference.

Package a Node.js Chaincode

If you're writing a Node.js chaincode, you must create a package. j son file with two sections:
e The scripts section declares how to launch the chaincode.

e The dependenci es section specifies the dependencies.

The following is a sample package. j son for a Node.js chaincode:

{
"name": "chai ncode_exanpl e02",
"version": "1.0.0",
"description": "chaincode_exanpl e02 chai ncode inplenented in Node.js",
"engi nes": {
"node": ">=8.4.0",
"npnt'; ">=5.3.0"
¥
"scripts": { "start" : "node chai ncode_exanpl e02.s" },
"engine-strict": true,
"l'icense": "Apache-2.0",
"dependenci es": {
“fabric-shinf: "~1.3.0"
}
}

The following packaging rules apply to Node.js chaincodes.
e The package. j son file must be in the root directory.
*  The entry JavaScript file can be located anywhere in the package.

« If"start" : "node <start>.js" isn't specified in the package. j son file, the
server. j s file must be in the root directory.

Compress the chaincode and package file in . zi p format to install it on Oracle Blockchain
Platform.

Package a Java Chaincode
If you're writing a Java chaincode, you can choose Gradle or Maven to build the chaincode.

If you're using Gradle, compress the chaincode, build.gradle, and settings.gradle to a file
in . zi p format to install it on Oracle Blockchain Platform. The following list shows sample files
in a chaincode package:

Using Oracle Blockchain Platform

F26726-41

December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 2 of 5


http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=hlf-docs-2.2-shim-changes
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=hlf-docs-2.2-shim-upgrade
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=hlf-docs-2.2-shim-upgrade
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=go-docs-modules

ORACLE Chapter 6
Use a Mock Shim to Test a Chaincode

Archive: exanple_gradle.zip
Length Dat e Tine Narre

610 02-14-2019 01:36 build.gradle
54 02-14-2019 01:28 settings.gradle
0 02-14-2019 01:28 src/
0 02-14-2019 01:28  src/main/
0 02-14-2019 01:28 src/main/javal
0 02-14-2019 01:28 src/main/javalorg/
0 02-14-2019 01:28 src/main/javalorg/ hyperl edger/
0 02-14-2019 01:28 src/main/javalorg/ hyperledger/fabric/
0 02-14-2019 01:28 src/main/javalorg/ hyperl edger/fabric/exanmpl e/

5357 02-14-2019 01:28 src/main/javalorg/ hyperledger/fabric/exanple/

6021 10 files

If you're using Maven, compress the chaincode and pom.xml to a file in . zi p format to install it
on Oracle Blockchain Platform. The following list shows sample files in a chaincode package:

Archive: exanpl e_maven. zi p
Length Date Ti me Name
3313 02-14-2019 01:52  pom xni
0 02-14-2019 01:28 src/
0 02-14-2019 01:28 src/chaincode/
0 02-14-2019 01:28 src/chaincode/ exanpl e/
4281 02-14-2019 01:28 src/chai ncode/ exanpl e/ Si npl eChai ncode. j ava

7594 5 files

Testing a Chaincode
Test your chaincode after you write it. See the following topics:

e Use a Mock Shim to Test a Chaincode

*  Deploy a Chaincode on a Peer to Test the Chaincode

Installing and Deploying a Chaincode

After you've tested your chaincode, you can deploy it by following the information in Typical
Workflow to Deploy Chaincodes.

Upgrading a Chaincode

Upgrade a deployed chaincode by following the steps in Upgrade a Chaincode.

Use a Mock Shim to Test a Chaincode

This method of testing uses a mock version of the shi m Chai ncodeSt ubl nt er f ace stub. With
this you can simulate some functionality of your chaincode before deploying it to Oracle
Blockchain Platform. You can also use this library to build unit tests for your chaincode.

1. Create a test file that matches the name of the chaincode file.

For example, if car _deal er. go is the actual implementation code for you smart contract,
you would create a test suite called car _deal er _t est. go containing all the tests for
car _deal er. go. Use the *_t est. go format for the test suite file name.
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2. Create your package and import statements.
package main

i nport (
"fm"
"testing"

"github. cont hyper| edger/fabric/ core/ chai ncode/ shi nf
)

3. Create your unit test.

/*
* Test | nvokel nit Vehicl ePart sinmulates an initVehiclePart transaction on
the CarDenp cahi ncode
*/
func TestlnvokelnitVehiclePart(t *testing. T) {
fmt.Println("Entering TestlnvokelnitVehiclePart")

/1 Depl oy nockStub using CarDeno as the target chaincode to unit test
stub := shi m NewMbckSt ub(" nmockSt ub™, new( Car Denp))
if stub == nil {
t.Fatal f("MckStub creation failed")
}

var serial Nunber = "ser1234"

/1 Here we performa "nock invoke" to invoke the function
"initVehiclePart" method with associ ated paranmeters
/1 The first parameter is the function we are invoking
result := stub. Mocklnvoke("001",
[1[]byte{[]byte("initVehiclePart"),

[1byte(serial Number),

[]byte("tata"),

[]byte("1502688979"),

[]byte("airbag 2020"),

[]byte("aaimer ag / nercedes")})

—_—~ =~~~

/1 W expect a shimok if all goes well
if result.Status !'= shim X {
t.Fatal f("Expected unauthorized user error to be returned")

}

Il here we validate we can retrieve the vehiclePart object we just
conm tted by serianNunber
val Asbytes, err := stub. GetState(serial Nunber)
if err 1=nil {
t.Errorf("Failed to get state for
} else if val Asbytes == nil {
t.Errorf("Vehicle part does not exist: " + serial Nunber)

+ serial Nunber)

}
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@® Note

Not all interfaces of the stub are implemented. The following stub functions are not
supported.

°  CetQueryResult
e CetHistoryForKey

Attempting to call either of these functions will result in an error.

Deploy a Chaincode on a Peer to Test the Chaincode

After you create a chaincode, you can install, deploy, and call it to test that it works correctly.

To learn more about writing a chaincode, see Write a Chaincode.

Complete these steps to deploy and test your chaincode.

1. Identify the channel or create a channel and add peers to it. See Join a Peer to a Channel.

2. Install the chaincode on the peers and deploy it on the channel. See Use Quick
Deployment.
3. Usethe I nvoke and query REST APIs to test the chaincode with cURL through the REST

proxy. See REST API for Oracle Blockchain Platform for descriptions of each endpoint and
correct cURL syntax to start each operation.

4. Go to the Channels tab in the console and locate and click the name of the channel
running the chaincode.

5. Inthe channel's Ledger pane, view the chaincode’s ledger summary.
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Deploy and Manage Chaincodes

This topic contains information to help you deploy, monitor, and upgrade chaincodes on the
network.

Typical Workflow to Deploy Chaincodes

Complete the following tasks to deploy or upgrade chaincodes.

You must be an administrator to complete these tasks.

Task Description More Information
Use the wizard to fully or partially For testing, use Quick Use Quick Deployment
deploy a chaincode Deployment to perform the Use Advanced Deployment

deployment in one step, using
default settings.

For production, use Advanced
Deployment to specify the
deployment settings such as
which peers to install the
chaincode on and the
endorsement policy you want to
use.

Deploy a chaincode Deploying a chaincode consists  Deploy a Chaincode

of approving and committing the  cpaincode Life Cycle
chaincode definition.

Upgrade a chaincode Upload a newer version of a Upgrade a Chaincode
chaincode package, or update a
chaincode definition.

Use Quick Deployment

Use the quick deployment option to complete a one-step chaincode deployment. This option is
recommended for chaincode testing.

The quick deployment uses default settings, installs the chaincode on all peers in the channel,
deploys the chaincode using the default endorsement policy, and enables the chaincode in the
REST proxy.

Note the following information:

* The process to deploy sample chaincodes is different than the process described in this
topic. See Explore Oracle Blockchain Platform Using Samples.

* You can use the advanced deployment option to put your chaincode into production on the
network. See Use Advanced Deployment.

You must be an administrator to complete this task.
1. Go to the console and select the Chaincodes tab.

2. Inthe Chaincodes tab, click Deploy a New Chaincode.
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The Deploy Chaincode page is displayed.

Click Quick Deployment.

The Deploy Chaincode (Quick) page is displayed.

In the Package Label field, enter a description of the chaincode package.
Use the following guidelines when labeling the chaincode:

* Use ASCII alphanumeric characters, dashes (-), and underscores ().

e The label must start and end only with ASCII alphanumeric characters. For example,
you can't use labels such as _nychai ncode or mychai ncode_.

* Dashes (-) and underscores (_) must be followed by ASCII alphanumeric characters.
For example, you can't use names like ny- - chai ncode or my- _chai ncode.

e The package label can be up to 50 characters long.

In the Chaincode Type list, select the language that the chaincode is written in. To deploy
an external chaincode (chaincode as a service), select External. For more information
about deploying chaincode as a service, see Deploy Chaincode from an External Service.

In the Chaincode Name field, enter a unique name for the chaincode. In the Version field
enter a string value to specify the chaincode’s version number.

Use these guidelines when naming the chaincode:

e Use ASCII alphanumeric characters, dashes (-), and underscores ().

e The name must start and end only with ASCII alphanumeric characters.

» Dashes (-) and underscores (_) must be followed with ASCII alphanumeric characters.
e The name and version can each be up to 64 characters long.

e The chaincode version can also contain periods (.) and plus signs (+).

If the chaincode requires initialization, select Init-required.

If Init-required is selected, the client application must invoke the | nit function explicitly,
by specifying the i sl ni t flag, before calling any other function.

Review the other default settings and modify them as needed.

If you are deploying chaincode source in a . zi p file, leave Is Packaged Chaincode
deselected. If you are deploying a chaincode package in a . t ar. gz file, select Is
Packaged Chaincode.

Click Upload Chaincode File and browse for the chaincode file to upload and deploy.
Click Submit.

The chaincode is installed on the channel’s peers and deployed.

On the Channels tab, click the name of the channel that you deployed the chaincode to, and
then click Deployed Chaincodes. The deployed chaincode's name, version, sequence
number, and package ID are displayed in the summary table, as well as the approved and
committed statuses.
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Use Advanced Deployment

Use the advanced deployment option to specify the parameters required to deploy a chaincode
into a production environment. For example, you'll specify which peers to install the chaincode
on and the endorsement policy to use.

Note the following information:

The process to deploy sample chaincodes is different than the process described in this
topic. See Explore Oracle Blockchain Platform Using Samples.

You can use the quick deployment option for chaincode testing. Quick deployment is a
one-step deployment that uses default settings, installs the chaincode on all peers in the
channel, and deploys the chaincode using a default endorsement policy. See Use Quick

Deployment.

You must be an administrator to perform this task.

1.
2.

Go to the console and select the Chaincodes tab.

In the Chaincodes tab, click Deploy a New Chaincode.

The Deploy Chaincode page is displayed.

Click Advanced Deployment.

The Deploy Chaincode (Advanced) Step 1 of 2: Install page is displayed.
In the Package Label field, enter a description of the chaincode package.
Use the following guidelines when labeling the chaincode:

e Use ASCII alphanumeric characters, dashes (-), and underscores ().

e The label must start and end only with ASCII alphanumeric characters. For example,
you can't use labels such as _nychai ncode or mychai ncode_.

* Dashes (-) and underscores (_) must be followed by ASCII alphanumeric characters.
For example, you can't use names like ny- - chai ncode or my- _chai ncode.

e The package label can be up to 50 characters long.

In the Chaincode Type list, select the language that the chaincode is written in. To deploy
an external chaincode (chaincode as a service), select External. For more information
about deploying chaincode as a service, see Deploy Chaincode from an External Service.

In the Target Peers field, select one or more network peers to install the chaincode onto.
To provide high availability, choose the appropriate number of peers from each partition.
The peers you choose must be joined to the channel that you deploy the chaincode on.

If you are deploying chaincode source in a . zi p file, leave Is Packaged Chaincode
deselected. If you are deploying a chaincode package ina . t ar. gz file, select Is
Packaged Chaincode.

Click Upload Chaincode File and browse for the chaincode file to upload and deploy.
Click Next.

The chaincode is installed and the Deploy Chaincode (Advanced) Step 2 of 2: Deploy page
is displayed.

Decide if you want to deploy the chaincode now or later.
* Click Close to close the wizard and deploy later.

* To deploy now, select the channel to deploy the chaincode on.
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In the Chaincode Name field, enter a unique name for the chaincode. In the Version field
enter a string value to specify the chaincode’s version number.

Use these guidelines when naming the chaincode:

* Use ASCII alphanumeric characters, dashes (-), and underscores ().

e The name must start and end only with ASCII alphanumeric characters.

» Dashes (-) and underscores (_) must be followed with ASCII alphanumeric characters.
e The name and version can each be up to 64 characters long.

e The chaincode version can also contain periods (.) and plus signs (+).

If the chaincode requires initialization, select Init-required.

If Init-required is selected, the client application must invoke the | nit function explicitly,
by specifying the i sl ni t flag, before calling any other function.

If required, enter an endorsement policy and private data collections, and then click Next.
For more information about endorsement policies, see Specify an Endorsement Policy. For
more information about private data collections, see Add Private Data Collections.

Note the following information:
« Deployment approves, commits, and initializes the chaincode on the channel.

e If you do not change the endorsement policy, Oracle Blockchain Platform uses the
default endorsement policy. The default endorsement policy is defined in the /Channel/
Application/Endorsement policy of the channel where you are deploying the
chaincode. The default endorsement policy gets an endorsement from any peer from
any organization on the network.

*  When deployment is complete, the peers are able to accept chaincode invocations and
can endorse transactions.

The chaincode is deployed.

Deploy a Chaincode

To deploy a chaincode, it must be approved by organizations and then committed to a channel.
After a chaincode is deployed, peers are able to accept chaincode invocations and can
endorse transactions.

Note the following information:

You must install the chaincode on the required peers before you can deploy it.
You can deploy more than one chaincode on a channel.

The process to deploy the sample chaincodes is different than the deployment process
described in this topic. See Explore Oracle Blockchain Platform Using Samples.

You must be an administrator to complete this task.

1.
2.

Go to the console and click the Chaincodes tab.

On the Chaincodes page, locate the chaincode package and click its More Actions menu,
and then select Deploy.

The Deploy Chaincode dialog is displayed.

Enter information about where and how to deploy the chaincode.
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Field Description

Channel Select the channel for the chaincode to run on.

Chaincode Type Select the language that the chaincode is written in. For external chaincodes
(chaincode as a service), select External.

Chaincode Enter a unique name, up to 64 characters long, for the deployed chaincode.
Name *  Use ASCII alphanumeric characters, dashes (-), and underscores ().

*  The name must start and end only with ASCII alphanumeric characters.

»  Dashes (-) and underscores (_) must be followed with ASCII alphanumeric
characters.

Version Enter a string value, up to 64 characters long, to specify the chaincode’s version
number.
*  Use ASCII alphanumeric characters, dashes (-), underscores (_), periods (.)
and plus signs (+).

Init-required Select if the chaincode requires initialization. If selected, the client application
must invoke the | ni t function explicitly, by specifying the i sl ni t flag, before
calling any other function.

Endorsement In this section, specify the policy required to endorse the chaincode.

Policy If you don’t specify an endorsement policy, then the default endorsement policy is
used. The default endorsement policy gets an endorsement from any peer on the
network.

Private Data In this section, add one or more private data collections. Private data collections

Collection specify subsets of organizations that endorse, commit, or query private data on

the channel you deploy the chaincode on.

4. Click Deploy.
The chaincode is deployed.

5. To confirm that the chaincode was deployed, go to the Channels page and click the name
of the channel that you deployed the chaincode on. Go to the Deployed Chaincodes page
and confirm that the chaincode is listed in the summary table.

Deploy Chaincode from an External Service

You can run external chaincode, or chaincode as a service, on Oracle Blockchain Platform.

You can run chaincode as a service that is managed externally instead of being built and
launched on a peer node. This functionality decouples creating the chaincode from deploying it
to the Hyperledger Fabric network. Instead, the chaincode can be managed by an
administrator independently of the peer node.

1. Create aconnecti on. j son file with the address information of the external host, and
then compress the file in . zi p format. The following text shows a sample
connecti on. j son file.

{

"address": "exanple.com 9999",
“dial _timeout": "10s",
"tls_required": false

}

Use the public IP address or host name and the public port for the address when you
specify the remote host or VM where the chaincode is managed.

2.  When you deploy chaincode, select External for the Chaincode Type. For Chaincode
Source, upload the . zi p file that you created in the previous step.
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Chaincode Life Cycle

The chaincode life cycle describes the process of installing chaincode on peers and deploying
it on a channel.

The chaincode life cycle is based on the capabilities of the Hyperledger Fabric platform, which
allows for the decentralized governance of chaincodes. Multiple organizations can agree on
chaincode parameters, including the chaincode endorsement policy, before a chaincode can
interact with the ledger. These functions are implemented in the new quick deployment and
advanced deployment options, as well as in the REST API. For more information about the life
cycle, see Fabric chaincode lifecycle in the Hyperledger Fabric documentation.

Typically, to deploy an installed chaincode, you use quick deployment or advanced deployment
in the console. The deployment process includes packaging and installing the chaincode as
well as approving and committing the chaincode definition. You can also use the REST API to
complete the approval and commitment operations separately.

Package and Install a Chaincode

When you install chaincode in Oracle Blockchain Platform, the chaincode is packaged,
installed, and a package ID is generated automatically. The package ID is displayed on the
Chaincodes tab of the console.

Approve a Chaincode Definition

Before a chaincode can be deployed to a channel, the chaincode definition must be approved
by enough organizations to satisfy the LifecycleEndorsement policy of the channel. The default
LifecycleEndorsement policy in Oracle Blockchain Platform lets any organization approve the
chaincode definition (as opposed to a majority of organizations). The chaincode definition
includes the following parameters, which must be the same for all organizations: Chai ncode
Nane, Ver si on, Sequence, Endor senmrent Pol icy,Private Data Col | ecti on, and

I nit-required. Achaincode definition can also include a Package | D, which does not
have to be the same for all organizations.

After a chaincode definition is approved, one organization can collect endorsements from
peers of the approving organizations and then commit the chaincode definition to the channel.

To approve a chaincode definition by using the REST API, see Approve a Chaincode Definition
in a Channel.

In the console, when you use quick deployment or advanced deployment the approval and
commitment steps are both attempted.

Commit a Chaincode Definition

To commit an approved chaincode definition by using the REST API, see Commit a Chaincode
Definition in a Channel.

In the console, you can see chaincode definitions that are approved but not committed on the
Deployed Chaincodes page for the channel. You can use the More Actions menu to commit
the approved chaincode.

Using Oracle Blockchain Platform
F26726-41 December 19, 2025
Copyright © 2020, 2025, Oracle and/or its affiliates. Page 6 of 13


http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=hlf-docs-2.2-lifecycle
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=blockchain-rest-approve
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=blockchain-rest-approve
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=blockchain-rest-commit
http://www.oracle.com/pls/topic/lookup?ctx=en/cloud/paas/blockchain-cloud&id=blockchain-rest-commit

ORACLE Chapter 7

Chaincode Life Cycle
Chaincode Life Cycle Scenarios
Scenario Description
Join a channel Typically in the console you do not approve a

chaincode definition without then committing it. If
you join a shared channel where a chaincode
definition was committed by another organization,
you will see the chaincode definition listed as
committed but not approved on the Deployed
Chaincodes page for the channel. You can use the
More Actions menu to approve the chaincode
definition and also to associate a package ID. You
do not need to commit the package definition
again.

Update an endorsement policy You can update the endorsement policy in the
chaincode definition without reinstalling the
chaincode. On the Deployed Chaincodes page for
the channel, use the More Actions menu to
upgrade the chaincode definition. Expand
Endorsement Policy and specify a new policy,
then click Upgrade.

Approve a definition without installing In a multiple organization scenario, to approve a
chaincode definition without installing the
chaincode package, do not specify a package ID.
You endorse the definition of the chaincode that is
committed to the channel, but the chaincode is not
installed on peers in your organization. You will not
be able to use the chaincode to endorse
transactions or query the ledger.

Disagreement on definitions In a multiple organization scenario, an organization
that doesn't approve a chaincode definition or
approves a different chaincode definition is not able
to run the chaincode on their peers. If other
organizations get enough endorsements to commit
the definition to the channel, those organizations
can use the chaincode. Transactions are still added
to the ledger on the peers of all organizations.

If organizations do not agree on a chaincode
definition and no organizations get enough
endorsements to commit the definition to the
channel, the definition cannot be committed and
therefore the chaincode cannot run.

Multiple organizations install different packages You can specify a different package ID when you
approve a chaincode definition for a channel with
multiple organizations. If the definition name and
endorsement policy are the same, then channel
members can install chaincode that is specific to
their organization, but which reads and writes data
to the same chaincode namespace.

Create multiple chaincodes from one package Similarly, you can approve and commit the same
chaincode package multiple times, specifying a
different name for each definition. Multiple
instances of the chaincode run on the channel. If
you also specify a different endorsement policy for
each definition, then each chaincode instance is
subject to a different endorsement policy.
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Specify an Endorsement Policy

You can add an endorsement policy when you deploy a chaincode. An endorsement policy
specifies the members with peers that must approve, or properly endorse, a chaincode
transaction before it's added to a block and submitted to the ledger.

Endorsement guarantees the legitimacy of a transaction. When you deploy a chaincode on a
channel, you can specify an endorsement policy. If you don't specify an endorsement policy,
then the default endorsement policy is used. The default endorsement policy gets an
endorsement from any peer on the network.

A member’s endorsing peers must have ReaderWriter permissions on the channel. When a
transaction is processed, each endorsing peer returns a signed read-write set. After the client
has enough endorsements to meet the endorsement policy requirements, then the client
bundles the common read-write set with the signature from the endorsing peers and sends
everything to the ordering service, which orders and commits the transactions into blocks and
then to the ledger.

You can go to the Channels page to view a deployed chaincode’s endorsement policy. See
View an Endorsement Policy. You can’t modify a deployed chaincode's endorsement policy. If
you heed to change an endorsement policy, then you must redeploy the chaincode or upgrade
it to another version and specify a different endorsement policy.

You must be an administrator to complete this task.
1. Go to the console and click the Chaincodes tab.

2. Locate the chaincode package that you want to deploy and use the More Actions menu to
begin the deployment process.

3. On the Deploy Chaincode window, expand Endorsement Policy.

4. Select Default, Signature Policy or Channel Config Policy, and then specify an
expression for the endorsement policy.

For more information about endorsement policies, see Endorsement palicies in the
Hyperledger Fabric documentation.

5. Complete the other fields on the Deploy Chaincode page as needed.

6. Click Deploy.

View an Endorsement Policy

You can view a deployed chaincode's endorsement policy.

You might need to view a deployed chaincode's endorsement policy to see how it was set up,
how you need to choose transaction endorsers based on the policy, or to help resolve an
endorsement failure.

You can’t modify the endorsement policy for a deployed chaincode. If you need to change an
endorsement policy, then you must redeploy the chaincode or upgrade it to another version
and specify a different endorsement policy.

1. Go to the console and click the Channels tab.

2. Click the name of the channel where the chaincode is deployed, and then click Deployed
Chaincodes.

3. Inthe table, click the More Actions menu icon for the chaincode, and then click View
Chaincode Definition.
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The Chaincode Definition window is displayed.
Expand Endorsement Policy.

The chaincode endorsement policy is displayed.

Find Information About Chaincodes

You can find information about the chaincodes in your network, including how many peers the
chaincode is installed on and if the chaincode has been deployed. You can view information
about chaincode packages and chaincode definitions.

1.

Go to the console and click the Chaincodes tab.

The Chaincodes page is displayed. The chaincode table lists the chaincode packages that
are available on the network, with information about how many peers a package is
installed on and how many channels a package is deployed on.

In the table, click a chaincode package to see more information about which peers it's
installed on, and its names and versions for the channels it's deployed on.

* When you stop a peer node, Oracle Blockchain Platform removes the peer’s listing on
the Chaincodes page.

e If you stop all peers that have the chaincode installed, then the Chaincodes page
doesn't list the chaincode. To list the chaincode, start at least one peer node that has
the chaincode installed on it.

e Use the More Actions menu icon to deploy the chaincode package to a different
channel, or to the same channel but with a different chaincode definition. You can also
download the chaincode package and delete the chaincode package. You might delete
a chaincode package to free up space for installing other chaincodes. When you
delete a chaincode package, it is not recoverable.

To see the definitions of deployed chaincodes, click the Channels tab.

Click the name of the channel where the chaincode is deployed, and then click Deployed
Chaincodes.

In the table, you can use the More Actions menu to get information about a chaincode
definition or to upgrade a chaincode.

Delete a Chaincode

You can delete obsolete or unused chaincode packages to free up disk space.

You might delete a chaincode package to free up space for installing other chaincodes. When
you delete a chaincode package, it is not recoverable.

1.

Go to the console and select the Chaincodes tab.

The Chaincodes page is displayed. The chaincode table lists the chaincode packages that
are available on the network, with information about how many peers a package is
installed on and how many channels a package is deployed on.

In the table, click the More Actions menu item for the chaincode to delete, and then click
Delete.

Click Yes to confirm the chaincode deletion.
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Manage Chaincode Versions

Each chaincode that you deploy or upgrade consists of a chaincode package and a chaincode
definition.

1.
2.

Go to the console and click the Channels tab.
Select the channel that you want to inspect and then click Deployed Chaincodes.

The deployed chaincodes summary table lists the names and versions of the chaincodes
deployed to the channel.

Click the More Actions menu icon for a chaincode and then click View Chaincode
Definition to see the chaincode definition, including the endorsement policy and private
data collections.

Click a package ID. The Installed Peers Summary page is displayed, showing which peers
the package is installed on. You can click the peer to view more information about it.

Click the Deployed on Channels pane to see all of the channels the chaincode is deployed
on. You can click a channel to view more information about it.

From this pane, you can click Deploy on a New Channel to deploy the chaincode package
to a different channel, or to the same channel using a different chaincode definition.

Upgrade a Chaincode

If a developer modifies a chaincode’s source, then you'll need to deploy it to a new version of
the chaincode.

You can deploy different versions of the same chaincode on different channels.

You must be an administrator to perform this task. If you use the console, the upgrade process
includes both approving and committing the upgraded chaincode. You can also use the REST
API to upgrade a deployed chaincode by using the same calls that you use to install, approve,
and commit a chaincode. For more information, see REST API for Oracle Blockchain Platform
on Oracle Cloud Infrastructure (Gen 2).

1.

Go to the console and click the Channels tab.
The Channels page is displayed and the table lists all of the channels on the network.

Click the channel where the chaincode that you want to upgrade is deployed, and then
click Deployed Chaincodes.

Locate the chaincode that you want to upgrade, click More Actions, and select Upgrade.
The Upgrade Chaincode page is displayed.

Specify a Chaincode Version and select a Package ID to use in the chaincode definition.
If the chaincode requires initialization, select Init-required.

If Init-required is selected, the client application must invoke the | ni t function explicitly,
by specifying the i sl ni t flag, before calling any other function.

If required, enter an endorsement policy and private data collections, and then click
Upgrade.

The chaincode is upgraded and deployed.
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What Are Private Data Collections?

Private data collections specify subsets of organizations that endorse, commit, or query private
data on the channel.

Use private data collections in cases where you want a group of organizations on the channel
to share data and to prevent the other organizations on the channel from seeing the data.
Private data is distributed peer to peer and not by blocks, so the transaction data is kept
confidential from the ordering service. Collections help you reduce the number of channels and
their required maintenance on your network.

The primary components in a private data collection are:

* The private data that you specify in your private data collection definition. Private data is
sent with the gossip protocol from peer to peer within the organizations that you specify in
your policy. Private data is stored in a private database on the peer. The ordering service
isn't used and can't see the private data.

* A hash of the data, which is endorsed, ordered, and written to each peer on the channel.
This hash is evidence of the transaction and can be used for audit purposes.

When you deploy a chaincode, you can associate it with one or more private data collections.

Add Private Data Collections

You can add private data collections to channels. Private data collections specify subsets of
organizations that endorse, commit, or query private data on the channel.

Use private data collections in cases where you want a group of organizations on the channel
to share data within a transaction and to prevent the other organizations on the channel from
seeing the data.

If you're going to use private data collections across the organizations in your network, you
must configure anchor peers. Anchor peers facilitate private data gossip among the
organizations. See Add an Anchor Peer.

You specify the private data collections when you deploy the chaincode.

1. Go to the console and click the Chaincodes tab.
2. Locate the chaincode that you want to deploy and begin the deployment process.

3. Expand the Private Data Collections section and add the collection definition as needed.

Field Description

Collection Name Enter the collection's name. You'll reference this
name in the chaincode.
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Field

Description

Policy

Create the policy to specify which organizations
are included in the collection and which peers
can store the private data.

Each member listed in the policy must be
included in an OR signature policy list.

To support read/write transactions, the private
data distribution policy must contain more
organizations than the chaincode endorsement
policy because peers must have the private data
to endorse transactions. For example, in a
channel with ten organizations, five of the
organizations are included in a private data
collection policy, but the endorsement policy
requires three organizations to endorse a
transaction.

Peers Required

Enter the number of peers that each endorsing
peer must distribute private data to before the
peer signs the endorsement and returns the
proposal response.

Set this value to 1 or more peers to ensure the

following:

*  Redundancy of the private data on multiple
peers in the network.

e Availability of the private data if the
endorsing peers become unavailable.

Note that setting this value to 0 means that
distribution isn't required. However, if the Max
Peer Count field is set to greater than 0, private
data distribution might still occur.

Max Peer Count

Enter the maximum number of peers that the
current endorsing peer attempts to distribute the
data to. This is to ensure redundancy so that
peers are available between endorsement time
and commit time to pull the private data if an
endorsing peer isn't available.

If you set this value to 0, the private data isn't
distributed at the time of endorsement. This
causes private data pulls against the endorsing
peers on all authorized peers at commit time.

Block to Live

Enter the length in number of blocks that you
want data to reside on the private database. The
data is purged when the number of blocks is
reached.

Set this value to 0O if you never want to purge the
data.

Note that a peer can fail to pull private data from
another peer if a private data collection's

bl ockt ol i ve value is less than 10, and its
requi r edPeer Count and maxPeer Count
values are less than the total number of peers in
the channel. This is a known Hyperledger Fabric
issue.

Using Oracle Blockchain Platform
F26726-41
Copyright © 2020, 2025, Oracle and/or its affiliates.

December 19, 2025
Page 12 of 13



ORACLE’

Chapter 7
View Private Data Collections

Field Description

Endorsement Policy Optionally, specify an endorsement policy for the
collection that overrides the chaincode's
endorsement policy.

Choose a Policy Type of either Signature
Policy or Channel Config policy to use a
signature policy or an existing channel
configuration policy.

For Policy, specify an expression that represents
the endorsement policy. For more information,
see Endorsement policies in the Hyperledger
Fabric documentation.

Member Only Read Select to automatically prevent members of
organizations that are not part of the collection
from reading private data.

Member Only Write Select to automatically prevent members of
organizations that are not part of the collection
from writing private data.

Click Add New Collection. Your collection's information is displayed in the private data
collection table.

If needed, specify other collections.
Complete the other fields on the Deploy Chaincode page as needed.

Click Deploy.

View Private Data Collections

You can view information about a chaincode's private data collections.

After you deploy a chaincode, you might need to view its private data collections to see how
they were defined.

You can’t modify the private data collections for a deployed chaincode. To change the private
data collections, upgrade the chaincode and specify new private data collections.

1.
2.

Go to the console and select the Channels tab.

Click the name of the channel where the chaincode is deployed, and then click Deployed
Chaincodes to open the Deployed Chaincodes Summary page.

Click the More Actions menu icon for the deployed chaincode.
Click View Chaincode Definition.

On the Chaincode Definition window, expand Private Data Collection, and then locate the
collection that you want to view.
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Develop Blockchain Applications

Blockchains require smart contracts (chaincode) to update the ledger. In addition, you will also
require a client application that utilizes either the Oracle Blockchain Platform REST API or
native Hyperledger Fabric SDK to interact with the blockchain directly. There are other
operational and administrative tasks to consider, namely the creation of peers and channels
and installation of chaincode.

Topics

» Before You Develop an Application

* Use the Hyperledger Fabric SDKs to Develop Applications

e Use the REST APIs to Develop Applications

 Make Atomic Updates Across Chaincodes and Channels

e Include Oracle Blockchain Platform in Global Distributed Transactions

Before You Develop an Application

Before you write an application, download and use the sample applications, and ensure that
you've the correct certificates and privileges to run an application.

Oracle Blockchain Platform provides downloadable samples that help you understand how to
write chaincodes and applications. See:

«  What Are Chaincode Samples?

* Explore Oracle Blockchain Platform Using Samples

Oracle Blockchain Platform uses Hyperledger Fabric as its foundation. Use the Hyperledger
Fabric documentation to help you write applications. Read the Key Concepts and Tutorials
sections before you write your own application: Hyperledger Fabric documentation.

Prerequisites for Application Development

A user ID and password for the application user must exist in Oracle Identity Cloud Service.
Depending on the functions in the application, this user must have the following prerequisites:

e Toinstall and deploy chaincode:
— You must have administrative access in order to install or deploy chaincode.

— You must export the admincerts, cacerts, and tlscacerts certificates as described in
Export Certificates so that they can be placed in your application in the peer and
orderer nodes crypto folders.

— You must export the admin credentials similarly to how you exported the certificates
(from the action menu, select Export Admin Credential). This will download a ZIP file
containing the signed certificate and keystore files that need to be placed in your
application in the peer and orderer nodes crypto folders.

e To run operations against an installed and deployed chaincode:
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— You must export the admincerts, cacerts, and tlscacerts certificates as described in
Export Certificates so that they can be placed in your application in the peer node
crypto folders.

— You must export the tlscacerts certificate for the orderer node as described in Join the
Participant or Scaled-Out OSNs to the Founder's Ordering Service so that it can be
placed in your application.

— The chaincode you're invoking must be installed and deployed to a channel and node
that your user ID has access to.

— A REST proxy node must be configured and the chaincode enabled for REST proxy
access. The user ID and password for the node must be provided.

e To run functions against a REST API endpoint:

— The chaincode you're invoking must be installed and deployed to a channel and node
that your user ID has access to.

— A REST proxy node must be configured and the chaincode enabled for REST proxy
access. The user ID and password for the node must be provided.

Use the Fabric Gateway to Develop Applications

Applications can use the Fabric Gateway client API to run queries and updates on the ledger.

You can install and use the Fabric Gateway client API to develop applications for Oracle
Blockchain Platform. Fabric Gateway is available for Go, Node.js, and Java.

The REST APIs provided by Oracle Blockchain Platform have been created with maximum
flexibility in mind; you can invoke a transaction, invoke a query, or view the status of a
transaction. See REST API for Oracle Blockchain Platform.

However, this flexibility means that you'll likely want to wrap the existing API endpoints in an
application to provide object-level control. Applications can contain much more fine-grained
operations.

Previous versions of Hyperledger Fabric supported the Hyperledger Fabric SDK. Hyperledger
Fabric SDK is now deprecated. To learn more about Fabric Gateway, including information on
migrating existing applications from Hyperledger Fabric client SDKs to the Fabric Gateway
client API, see Fabric Gateway.

Use the Hyperledger Fabric SDKs to Develop Applications

The Hyperledger Fabric SDKs are now deprecated. However, you can install and use the
Hyperledger Fabric SDKs to develop applications for Oracle Blockchain Platform.

The REST APIs provided by Oracle Blockchain Platform have been created with maximum
flexibility in mind; you can invoke a transaction, invoke a query, or view the status of a
transaction. See REST API for Oracle Blockchain Platform.

However, this flexibility means that you'll likely want to wrap the existing API endpoints in an
application to provide object-level control. Applications can contain much more fine-grained
operations.

SDK Versions

Multiple versions of the Hyperledger Fabric SDKs are available. Use the version of the SDK
that matches the version of Hyperledger Fabric that your instance is based on.

Installing the Hyperledger Fabric SDK for Node.js
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Information about how to use the Fabric SDK for Node.js can be found here: Hyperledger
Fabric SDK for Node.js documentation

On the Developer Tools tab, open the Application Development pane. You can install the
Hyperledger Fabric Node.js SDK by using the link on this tab.

Installing the Hyperledger Fabric SDK for Java

Information about how to use the Fabric SDK for Java can be found here: Hyperledger Fabric
SDK for Java documentation

On the Developer Tools tab, open the Application Development pane.
* You can install the Hyperledger Fabric Java SDK by using the link on this tab.

e (Hyperledger Fabric v2.x) You must modify the SDK to work with Oracle Blockchain
Platform by following the instructions in Update the Hyperledger Fabric Java SDK to Work
with Oracle Blockchain Platform.

Install a build tool such as Apache Maven.
Structuring your Application

Structure your Java application similar to the following example:

[ Application
Jartifacts
/cypto
[ orderer
Contains the certificates required for the application to act on the
orderer node
In participant instances only contains TLS certificates

| peer
Contains the certificates required for the application to act on the
peer node
Isrc
chaincode.go if installing and depl oyi ng chaincode to the bl ockchain
/java

pom xm or other build configuration files
/ resources
Any resources used by the Java code, including artifacts such as the
endorsenent policy yam file and bl ockchain configuration properties
Isrc
Java source files

Structure your Node.js application similar to the following example:

[ Application
lartifacts
/cypto
[ orderer
Contains the certificates required for the application to act on the
orderer node
In participant instances only contains TLS certificates
| peer
Contains the certificates required for the application to act on the
peer node
Isrc
chaincode.go if installing and depl oyi ng chaincode to the bl ockchain
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/ node
package.json file
application.js

lapp
Any javascript files called by the application
/tools

Running the application

You're now ready to run and test the application. In addition to any status messages returned
by your application, you can check the ledger in the Oracle Blockchain Platform console to see
your changes:

1. Go to the Channels tab in the console, and then locate and click the name of the channel
running the chaincode.

2. Inthe channel's Ledger pane, view the chaincode’s ledger summary.

Update the Hyperledger Fabric Go SDK to Work with Oracle Blockchain
Platform

You must update the Nor mal i zeURL function in the Hyperledger Fabric Go SDK to use it with
the Kubernetes-based version of Oracle Blockchain Platform.

1. Opentheclient. go file in the Hyperledger Fabric Go SDK for editing: vendor /
gi t hub. com hyper| edger/ fabri c-sdk-go/internal/github. conf
hyper | edger/fabric-ca/lib/client.go

2. Update the Nor nal i zeURL function as shown in the following code.
Nor mal i zeURL function before editing:

/1 NormalizeURL normalizes a URL (fromcfssl)
func NormalizeURL(addr string) (*url.URL, error) {
addr = strings. Tri nSpace(addr)

u, err := url.Parse(addr)
if err 1=nil {
return nil, err
}
if u. Opaque !'="" {
u. Host = net. Joi nHost Port (u. Scheme, u. Qpaque)
u. Opaque = ""
} elseif u.Path I="" & Istrings.Contains(u.Path, ":") {
u. Host = net.Joi nHost Port (u. Path, "")
u.Path = ""
} else if u.Scheme == "" {
u.Host = u.Path
u.Path = ""
}
if u. Scheme I'= "https" {
u. Scheme = "http"
}
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Nor mal i zeURL function after editing:

/1 NornalizeURL normalizes a URL (from cfssl)
func NormalizeURL(addr string) (*url.URL, error) {

addr = strings. Tri nSpace(addr)

u, err := url.Parse(addr)
if err I=nil {
return nil, err
}
if u. Opaque !'="" {
u. Host = net. Joi nHost Port (u. Scheme, u. Qpaque)
u. Opaque = ""
} elseif u.Host !'="" && !I'strings.Contains(u.Host, ":") {
u. Host = net. Joi nHost Port (u. Host, "")
u.Path = ""
} else if u.Scheme == "" {
u. Host = u.Path
u.Path = ""

Save the cli ent. go file.

Update the Hyperledger Fabric Java SDK to Work with Oracle Blockchain

Platform

There's an incompatibility between an OCI infrastructure component and the Java SDK
provided with Hyperledger Fabric v2.x. You must update the SDK to use it with Oracle
Blockchain Platform.

Methods of updating the Hyperledger Fabric SDK
There are two ways of updating the SDK:

Download the modified package from the console. We've created an updated gr pc- netty-
shaded- 1. 38. 0. j ar file, which is the module referenced by the Java SDK that requires
modifications.

Build the package manually, as described in the following steps.

To download the gr pc- netty-shaded- 1. 38. 0. ar file, click the console’s Developer Tools
tab, and then select the Application Development pane.

Manually building the package

For the fabri c- sdk-j ava project, complete the following steps to rebuild the gr pc- netty-
shaded package to connect the peers and orderers with the gr pcs client (via TLS). The gr pc-
netty- shaded package is a sub-project of gr pc-j ava.

Install project dependencies:

mvn install
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Download the gr pc-j ava source code:
git clone https://github.com grpc/grpc-java.git

Find the gr pc version that your f abri c- sdk-j ava project uses and check out the code.
In the gr pc-|j ava directory, check out the version of gr pc that the fabri c- sdk-j ava project
uses:

cd grpc-java & git checkout v1.38.0

Change the code to avoid an al pn error from the server side. Create a gr pc-j ava-
pat ch patch file with the following contents:

diff --git a/netty/src/min/javaliolgrpc/netty/Protocol Negotiators.java b/
netty/src/ main/javaliol grpc/netty/ Protocol Negotiators.java

i ndex 19d3e01b7..ebc4786a3 100644

—al netty/src/main/javaliol grpc/netty/ Protocol Negotiators.java

+++ b/ netty/src/ main/javaliolgrpc/netty/Protocol Negotiators.java
@-611,7 +611,8 @final class Protocol Negotiators {

Ssl HandshakeConpl eti onEvent handshakeEvent = (Ssl HandshakeConpl eti onEvent)
evt;

i f (handshakeEvent.isSuccess()) {

Ssl Handl er handl er = ctx. pi peline().get(SslHandler.class);

i f (sslContext.applicationProtocol Negotiator().protocols()

+ if (handler.applicationProtocol () == null

+ || sslContext.applicationProtocol Negotiator().protocols()

.contains(handl er. applicationProtocol ())) {

/1 Successfully negotiated the protocol.

| ogSsl Engi neDet ai | s(Level . FINER, ctx, "TLS negotiation succeeded. ",
null);

Apply the patch:
git apply grpc-java. patch

Build the project to generate the target patched package. Use gradle to build the gr pc-
j ava- shaded project:

cd netty/shaded
gradl e build -PskipAndroi d=true -Pski pCodegen=true

After the build completes, the target patched . j ar package is available at gr pc-j ava/
netty/build/libs/grpc-netty-shaded-1.38.0.jar.

Add the patched package into your Maven local repository.

Replace the original gr pc- netty- shaded . j ar package with the patched package in either
of the following two ways:

e Use Maven to install the package by local file:
mvn install:install-file -Dfile=grpc-netty-shaded-build/grpc-netty-

shaded-1.38.0.jar -Dgroupld=io.grpc -Dartifactld=grpc-netty-shaded -
Dversi on=1.38.0 - Dpackagi ng=j ar
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You must keep the target groupi d, artifactid, and versi on the same as the package
you want to replace.

* Manually replace your package. Go to the local Maven repository, find the directory
where the target package is located, and replace the package with patched package.

8. Run the project.

Use the REST APIs to Develop Applications

The REST APIs provided by Oracle Blockchain Platform have been created with maximum
flexibility in mind; you can call a transaction, run a query, or view the status of a transaction.
However, this means that you'll likely want to wrap the existing API endpoints in an application
to provide object-level control. Applications can support much more fine-grained operations.

Any application that uses the REST APIs requires the following information:

e The chaincode name and version.
e The REST server URL and port, and the user ID and password for the REST node.
« Functions to call transactions against or query the ledger.

See REST API for Oracle Blockchain Platform for information on the existing operations,
including examples and usage syntax.

Structuring your Application

Structure your REST API application similar to the following example:

[ Application
lartifacts
/crypto
[ orderer
Contains the certificates required for the application to act on the
orderer node
In participant instances only contains TLS certificates
| peer
Contains the certificates required for the application to act on the
peer node
Isrc
| REST
Application script containing REST APl calls

Make Atomic Updates Across Chaincodes and Channels

You can use atomic transactions to complete multiple transactions across channels and
chaincodes in an atomic manner.

An atomic transaction is an indivisible series of data operations that either all succeed, or none
succeed.

Atomic transactions can be useful in complex situations where multiple chaincodes are
deployed to separate channels. You can use atomic transactions to maintain data consistency
while running multiple blockchain transactions, even if a network or system failure occurs.
Oracle Blockchain Platform supports atomic transactions by using the two-phase commit
protocol, where an initial phase where each data operation is prepared is followed by a phase
where each data operation is actually committed.
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Atomic transactions work at the application level. Typically you do not need to change existing
chaincode logic to support atomic transactions. Because one or more additional arguments are
added by the atomic transactions framework, make sure that any existing chaincode does not
perform strict checks on the number of arguments passed in the chaincode method. Atomic
transactions are supported by the following REST API endpoint:

e restproxy/api/v2/aton cTransactions

The REST API endpoint prepares the transactions as defined by your chaincode, and then
uses built-in chaincode functions to either to commit all of the transactions, or to roll back all of
the transactions if there are any errors during the prepare phase. For more information about
the REST endpoints to use to implement atomic transactions, see Atomic Transactions REST

Endpoints.

Each atomic transaction is composed of two or more blockchain transactions. The result (the
r et ur nCode value) of the atomic transaction is either Success or Fai | ure. In an atomic
transaction, each requested blockchain transaction is split into two distinct operations: a
prepare phase and then either a commit or a rollback phase.

* Inthe prepare phase, each transaction is endorsed as usual, but instead of being finalized,
the changes are staged and the values are locked to prevent other transactions from
modifying the staged values.

* If the prepare phase is successful for each blockchain transaction, then the transactions
are endorsed and committed by using built-in chaincode. The previously locked values are
unlocked, and the result of the atomic transaction is Success.

e If the prepare phase fails for any blockchain transaction, then all other transactions where
the prepare phase succeeded are rolled back, again by using built-in chaincode. The
staged changes are removed and the previously locked values are unlocked. The result of
the atomic transaction is Fai | ure.

Because the atomic transactions works by locking keys, you might receive a
Two_Phase_Commi t _Lock error if a different transactions attempts to modify a key that is
locked by a currently active atomic transaction that is prepared. This can occur in one of the
following two scenarios:

« An atomic transaction is still in the prepared phase, and a different transaction attempts to
modify a key that was locked by the prepared transaction. In this case, the system is
working as designed. If you encounter this error, retry the second transaction. This is
analogous to how applications handle phantom read errors or multi-version concurrency
control (MVCC) errors.

e The d obal St at us value returned by the atomic transaction is Heur i sti cQut cone. In this
case, an atomic transaction operation was canceled because one of the commit operations
failed. This is a rare occurrence and might need to be resolved manually. One side effect
of a heuristic outcome is that some keys may be left locked by transactions which failed to
be committed or rolled back. In this case, use the following REST API endpoint to unlock
the atomic transaction:

— restproxy/api/v2/ atom cTransactions/{gl obal Transacti onl d}

For more information about the REST endpoint to use to unlock atomic transactions, see
Unlock Atomic Transaction.

Scenario: Explore Atomic Transactions Using Samples

Consider the following example, which uses two of the sample chaincodes that are included
with Oracle Blockchain Platform, Balance Transfer and Marbles. The Balance Transfer sample
represents two parties with the ability to transfer funds between account balances. The
Marbles sample lets you create marbles and exchange them between owners. You could use
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individual (non-atomic) transactions to buy a marble by exchanging funds in the Balance
Transfer chaincode and changing the ownership of the marble in the Marbles chaincode.
However, if an error occurs with one of those transactions, the ledger might be left in an
inconsistent state: either the funds were transferred but not the marble or the marble is
transferred but not paid for.

In this scenario, you can use the existing chaincode with the REST API endpoints that support
atomic transactions. The exchange of funds and the transfer of ownership of the marble must
both succeed or both fail. If either transaction encounters an error, then neither transaction is
committed. To explore this scenario, complete the following steps:

1. Install the Balance Transfer and Marbles samples on different channels. For more
information on installing the samples, see Explore Oracle Blockchain Platform Using
Samples.

2. Inthe Marbles sample, invoke the Create a new mar bl e action to create a number of
marbles for various marble owners.

3. Usethelnvoke Atomc Transaction REST endpoint to complete atomic transactions that
invoke both the Marbles and the Balance Transfer samples.

For example, the following transaction transfers a marble named mar bl el to Tom, and sends
50 coins from account a to account b.

{

"transactions": [

{"chai ncode": "obcs-marbl es","args":["transferMarbl e", "marblel",

“tom'],"timeout":0, "channel":"goods"},

{"chai ncode": "obcs-exanpl e02", "args":["invoke", "a", "b",

"50"],"tinmeout":; 0, "channel":"wallet"}

]

i solationLevel": "serializable",

"prepareTi meout”: 10000,
"sync": true

}

In the previous transaction, if both transactions succeed in the prepare phase, then both
transactions are committed to the ledger. If there is an error with either transaction, then
neither transaction is committed during the second phase. Instead, both transactions are rolled
back. For example, if there are less than 50 coins in account a, then no money is taken from
the account and no marble is transferred to Tom.

Ethereum Interoperability

You can include Ethereum-based transactions in an atomic transaction workflow.

Growing use of public blockchains and tokenization capabilities across both public and
permissioned blockchains drives the need for their interoperability. Common scenarios include
asset exchange across different ledgers, business transactions on permissioned blockchains
that are linked to cryptocurrency payments on public chains, publishing proof of a
permissioned blockchain transaction on a public blockchain, and so on. To enable
interoperability for these and other scenarios, Oracle Blockchain Platform provides
interoperability with Ethereum and with any EVM-based networks that support standard web3
protocols. The interoperability function works by incorporating the Geth Ethereum client in the
REST proxy and enabling it to orchestrate an optimized two-phase commit protocol that
includes both Oracle Blockchain Platform and Ethereum/EVM transactions through a single
REST API called at oni cTransact i ons. You can use the at oni cTransacti ons API to send
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multiple chaincode transactions for multiple Oracle Blockchain Platform channels, and can
optionally add an Ethereum transaction that will run atomically with the Oracle Blockchain
Platform transactions.

Unlike Oracle Blockchain Platform transactions, Ethereum transactions cannot be broken down
into the prepare and commit phases of the two-phase commit protocol. To include Ethereum
transactions as part of an atomic workflow, Oracle Blockchain Platform uses a last resource
commit (LRC) optimization. After all of the Oracle Blockchain Platform transactions are in the
prepared state, the Ethereum transaction is started. If the Ethereum transaction succeeds,
then the Oracle Blockchain Platform transactions are committed. If the Ethereum transaction
fails, then the Oracle Blockchain Platform transactions are rolled back.

Ethereum transactions have a concept of finality. An Ethereum transaction can run
successfully but it does not achieve finality until it's part of a block that can't change. You can
use the final i t yPar ans parameters to control whether to check for finality and how long to
wait for it, either in blocks or in seconds. Typically, if you wait for six blocks to be generated on
the public Ethereum blockchain network (Mainnet), you can assume that transaction finality
was achieved. In private Ethereum networks, typically you do not need to wait as long for
finality.

Transferring an NFT to an Ethereum network

The at oni cTransact i ons API also supports interactions with smart contracts that are deployed
on Ethereum networks. You can use this functionality to transfer non-fungible tokens (NFTs)
that were minted in Hyperledger Fabric chaincode on Oracle Blockchain Platform to an
Ethereum or Polygon network, by invoking two transactions atomically. NFT attributes such as
the token ID, price, and token history can also be passed from Oracle Blockchain Platform to
Ethereum atomically. After you transfer an NFT from Oracle Blockchain Platform to Ethereum,
the NFT can be listed on a public NFT marketplace.

To transfer an NFT from Oracle Blockchain Platform to Ethereum, you use two basic steps in
one atomic transaction:

1. Burnthe NFT on Oracle Blockchain Platform. Call the bur nNFT method, to burn (delete) the
NFT from the Hyperledger Fabric chaincode on Oracle Blockchain Platform. Oracle
Blockchain Platform supports NFTs in enhanced versions of two standards, ERC-721 and
ERC-1155, with the Blockchain App Builder tool. For more information on the burnNFT
method, see the relevant topic in Blockchain App Builder for Oracle Blockchain Platform:

» Scaffolded TypeScript NFT Project for ERC-721
* Scaffolded Go NFT Project for ERC-721

» Scaffolded TypeScript NFT Project for ERC-1155
» Scaffolded Go NFT Project for ERC-1155

2.  Mint the NFT on Ethereum. Call a smart contract on the Ethereum or Polygon network to
mint the NFT on that network, using the parameters returned by the bur nNFT method.
Sample versions of smart contracts written in the Solidity language for NFTs are available
in the following archive file: solidity-smartcontracts-fab253.zip. The smart contracts, one for
each of the enhanced token standards ERC-721 and ERC-1155, include a m nt NFT
method, which creates NFTs with custom properties such as price and token history, which
can be fetched from the output of the bur nNFT method in the previous step.

For unsigned requests, if the custom properties are in the Par anKeys parameter and
corresponding dynamic parameters are passed in the par ans parameter, the atomic
transactions API can fetch the parameters from the bur nNFT method and send them to the
Ethereum smart contract. The m nt NFT method takes the following arguments:

 to-—The Ethereum address for the account where the NFT will be minted.
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e id—The token ID of the NFT.
e price—The price of the NFT.

e tokenHi story — The history of the NFT from the Oracle Blockchain Platform
chaincode.

The smart contract requires that the token ID of the NFT must be a numeric string (a string
that can be converted to an integer). For example a token ID can be 2 but not t oken2.

The token URI of the NFT in the chaincode deployed on Oracle Blockchain Platform must
follow a certain format to make it compatible with Solidity smart contracts:

« ERC-1155: A URI for all token types that relies on ID substitution, such as ht t ps: //
t oken- cdn-domai n/ {i d}.json.

e ERC-721: A URI where all tokens share a prefix (a base URI) followed by a token URI,
suchas http://api.myproject.exanpl e. conltoken/ <t okenURI >,

You can use the Remix IDE to generate an application binary interface (ABI) for the smart
contract. The ABI can then be used with the at oni cTransacti ons API. If you change any
method in the smart contract, you must recompile the contract and generate the ABI again.

For more information about the parameters to use for Ethereum transactions in an atomic
workflow, including an example of transferring an NFT to an Ethereum network, see Atomic
Transactions REST Endpoints.

Include Oracle Blockchain Platform in Global Distributed
Transactions

Your application might need to make updates across the Oracle Blockchain Platform ledger
and other repositories such as databases or other blockchain ledgers in an atomic fashion,
where either all updates succeed or none do.

To enable atomic updates across multiple databases, developers use global transactions that
are coordinated by distributed transaction coordinators such as Oracle WebLogic Server,
Oracle Tuxedo, Oracle Transaction Manager for Microservices, JBoss Enterprise Application
Platform, IBM WebSphere, and other systems. All of these systems rely on the X/Open XA
protocol to orchestrate a two-phase commit process by using standard APIs that are provided
by XA Resource Managers (RMs) for each database or other resource. Oracle Blockchain
Platform supports two-phase commits and provides its own XA RM library, which external
transaction coordinators can use to invoke XA-compliant APIs. These global transactions can
also include a single non-XA resource (for example, a non-Oracle blockchain ledger or non-XA
compliant database) by using a last resource commit optimization.

The XA specification is part of the X/Open Distributed Transaction Processing architecture,
which defines a standard architecture that enables multiple application programs to share
resources provided by multiple resource managers. The Java XA interface itself is defined as
part of the Java platform. For more information on the Java XA interface, see Interface
XAResource in the Java documentation.

Oracle Blockchain Platform provides a library that conforms to the XA specification and
implements the standard Java interface for an XA resource manager. The library enables a
client-side transaction manager to coordinate global transactions. A global transaction is a
single unit of work that might include operations such as database updates and blockchain
transactions, all of which must be committed atomically. In other words, all of the operations
must succeed to be committed. If any operation that is part of the global transaction fails, then
all operations are rolled back. The XA interface relies on the two-phase commit protocol,
similar to the protocol supported by the atomic transactions REST endpoints. For more
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information about atomic transactions in Oracle Blockchain Platform, see Make Atomic
Updates Across Chaincodes and Channels.

The XA implementation for Oracle Blockchain Platform is supplied as a Java library,
downloadable from the Developer Tools tab on the Application Development pane of the
Oracle Blockchain Platform console.

Full details on the library are included in the Javadoc information supplied in the downloadable
file. The three key objects supported by the library are OBPXAResour ce, OBPXADat aSour ce, and
OBPXAConnect i on.

Object Purpose

OBPXAResour ce This class implements the required APlIs for a
transaction manager to coordinate with Oracle
Blockchain Platform as a resource manager for XA
transactions.

OBPXADat aSour ce Use this object to get an instance of the
OBPXAConnect i on and to specify the
authentication and authorization credentials.

OBPXAConnect i on Use this object to get an instance of the
OBPXAResour ce object and to define the
blockchain transactions to run as part of an XA
transaction.

To use the XA library with Oracle Blockchain Platform, the application must provide credentials
for authentication and authorization of the requested operations. The library supports both
basic authentication (user/password) and OAuth 2.0 access tokens, which you can configure
when you create the OBPXADat aSour ce instance. The two authentication methods are
consistent with the authentication methods that you use with the Oracle Blockchain Platform
REST proxy. You can use basic authentication for testing and internal development purposes.
Do not use basic authentication in production environments. For more information, see
Authentication in the REST API documentation.

After you create an OBPXADat aSour ce instance, you can use the

obpxaDat aSour ce. get XAConnect i on() method to get the xaConnect i on instance. To update
authentication when using OAuth 2.0 access tokens, you can use the get XAConnect i on
method, as shown in the following code:

OBPXAConnect i on xaConnection =
obpxaDat aSour ce. get XAConnect i on(accessToken); /1 get an XA connection
using an QAuth 2.0 access token

You can also use the get XAConnect i on method to update basic authentication.

OBPXAConnect i on xaConnection = obpxaDat aSour ce. get XAConnecti on(user,
password); /1 get an XA connection using usernanme and password for basic
aut hentication

To define a blockchain transaction to be run as part of a global XA transaction, you use the
following method:

public void createXAl nvokeTransaction(Xi d xi d, OBPXAl nvokeTxRequest
i nvokeTxRequest)
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In this method, xi d is a global transaction identifier and i nvokeTxRequest is the blockchain
transaction to be run as part of the global XA transaction. To create an XA invoke transaction
request, you use the following constructor method:

OBPXAI nvokeTxRequest i nvokeTxRequest = new OBPXAI nvokeTxRequest ( channel
chai ncode, args);

In this constructor method, channel is the channel where the blockchain transaction will run,
chai ncode is the chaincode to use, and ar gs includes the chaincode function and any
arguments to use for the transaction.

The following snippet of code demonstrates creating an OBPXADat aSour ce object, getting the
OBPXAConnect i on instance, and then creating the transaction request and calling the
creat eXAl nvokeTr ansact i on method.

OBPXADat aSour ce obpxaDat aSource = OBPXADat aSour ce. bui | der ()
. Wi t hHost (host)
.WithPort(port)
. Wi t hBasi cAut h(user name, password)
.WithRol e(rol e)
Cbui ld();

OBPXAConnect i on obpxaConnection = obpxaDat aSour ce. get XAConnection();

OBPXAl nvokeTxRequest invokeTxRequest = new OBPXAI nvokeTxRequest ( channel

chai ncode, args);

i nvokeTxRequest . set Endor sers(endorsersArray); // optional blockchain
transaction request attributes

i nvokeTxRequest . set Transi ent Map(transi ent Map); // optional bl ockchain
transaction request attributes

i nvokeTxRequest . set Ti neout (60000); // optional bl ockchain transaction request
attributes

obpxaConnecti on. cr eat eXAl nvokeTransacti on(xi d, invokeTxRequest);

Scenario: Explore XA Transactions Using Samples

The following scenario is similar to the one described for atomic transactions: Scenario:
Explore Atomic Transactions Using Samples, which uses the Balance Transfer and Marbles
samples that are included with Oracle Blockchain Platform.

In this scenario, you install the Balance Transfer and Marbles samples on two different
instances of Oracle Blockchain Platform. Each instance then corresponds to an XA data
source:

e XA resource OBP-1, with the Marbles chaincode installed on the goods channel
XA resource OBP-2, with the Balance Transfer chaincode installed on the wal | et channel

In this scenario, you can use an XA transaction that spans multiple data sources to ensure that
the exchange of funds and the marble transfer occur in an atomic manner, where either all
operations succeed or none succeed. The following code illustrates this scenario:

OBPXADat aSour ce obpxaDS1 = ... // create an XA data source, supplying details
about the OBP-1 instance
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OBPXADat aSour ce obpxaDS2 = ... // create an XA data source, supplying details
about the OBP-2 instance

/] start a global transaction in the client application

/1 invoke marble transfer on OBP-1

OBPXAConnect i on obpxaConnl = ( OBPXAConnection) obpxaDS1. get XAConnection();
OBPXAI nvokeTxRequest i nvokeMar bl eTransferReq = new

OBPXAI nvokeTxRequest (" goods", "obcs-nmarbles", new String[]{"transferMarble",
“marblel", "ton'});

obpxaConnl. cr eat eXAl nvokeTransaction(xi d1, invokeMarbl eTransferReq);

/1 invoke fund transfer on OBP-2

OBPXAConnect i on obpxaConn2 = ( OBPXAConnection) obpxaDS2. get XAConnection();
OBPXAI nvokeTxRequest i nvokeBal anceTransferReq = new

OBPXAI nvokeTxRequest (“wal | et", "obcs-exanpl e02", new String[]{"i nvoke",
n bll , n 50n }) 7

obpxaConn2. cr eat eXAl nvokeTransaction(xi d2, invokeBal anceTransferReq);

a,

/1 end the global transaction in the client application
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Work With Databases

This topic contains information to help you understand how to query the state database and
how to create and configure a rich history database.

Topics:

e Query the State Database

e Create the Fallback State Database

* Create the Rich History Database

Query the State Database

This topic contains information to help you understand how to query the state database where
the blockchain ledger’s current state data is stored.

What's the State Database?

The blockchain ledger’s current state data is stored in the state database.

When you develop Oracle Blockchain Platform chaincodes, you can extract data from the state
database by executing rich queries. Oracle Blockchain Platform supports rich queries by using
the SQL rich query syntax and the CouchDB find expressions. See SQL Rich Query Syntax
and CouchDB Rich Query Syntax.

Hyperledger Fabric doesn’t support SQL rich queries. If your Oracle Blockchain Platform
network contains Hyperledger Fabric participants, then you need to make sure to do the
following:

e If your chaincodes contain SQL rich query syntax, then those chaincodes are installed only
on member peers using Oracle Blockchain Platform.

« If a chaincode needs to be installed on Oracle Blockchain Platform and Hyperledger Fabric
peers, then use CouchDB syntax in the chaincodes and confirm that the Hyperledger
Fabric peers are set up to use CouchDB as their state database repository. Oracle
Blockchain Platform can process CouchDB.

How Does Oracle Blockchain Platform Work with Berkeley DB?

Oracle Blockchain Platform uses Oracle Berkeley DB as the state database. Oracle Blockchain
Platform creates relational tables in Berkeley DB based on the SQLite extension. This
architecture provides a robust and performant way to validate SQL rich queries.

For each channel chaincode, Oracle Blockchain Platform creates a Berkeley DB table. This
table stores state information data, and contains at least a key column named key, and a value
column named val ue or val ueJson, depending on whether you're using JSON format data.

Column Name Type Description
key TEXT Key column of the state table.
val ue TEXT Value column of the state table.
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Column Name

Description

val ueJson

JSON format value column of the state
table.

Note that the val ueJson and val ue columns are mutually-exclusive. So, if the chaincode
assigns a JSON value to a key, then the val ueJson column will hold that value, and the value
column will be set to null. If the chaincode assigns a non-JSON value to a key, then the

val ueJson column will be set to null, and the value column will hold the value.

Example of a State Database

These are examples of keys and their values from the Car Dealer sample’s state database:

key

value

valueJson

abg1234

null

{"docType": "vehiclePart", "serialNumber":
"abgl1234", "assembler": "panama-parts",
"assemblyDate": 1502688979, "name": "airbag
2020", "owner": "Detroit Auto", "recall": false,
"recallDate": 1502688979}

abg1235

null

{"docType": "vehiclePart", "serialNumber":
"abg1235", "assembler": "panama-parts",
"assemblyDate": 1502688979, "name": "airbag
4050", "owner": "Detroit Auto", "recall": false,
"recallDate": 1502688979}

serl236

null

{"docType": "vehiclePart", "serialNumber":
"ser1236", "assembler": "panama-parts",
"assemblyDate": 1502688979, "name": "seatbelt
10020", "owner": "Detroit Auto", "recall": false,
"recallDate": 1502688979}

bral238

null

{"docType": "vehiclePart", "serialNumber":
"bral238", "assembler": "bobs-bits",
"assemblyDate": 1502688979, "name": "brakepad
4200", "owner": "Detroit Auto", "recall": false,
"recallDate": 1502688979}

dtrt10001

null

{"docType": "vehicle", "chassisNumber":
"dtrt10001", "manufacturer": "Detroit Auto”, "'model":
"a coupe", "assemblyDate": 1502688979,
"airbagSerialNumber": "abg1235", "owner": "Sam
Dealer", "recall": false, "recallDate": 1502688979

Rich Queries in the Console

Administrators can run and analyze rich queries from the console.

1. Go to the console and select the Channels tab.

2. Inthe channels table, locate the channel where you want to run a query, click the channels
More Actions button, and then click Analyze Rich Queries. The Analyze Rich Queries

dialog box is displayed.

3. To run arich query against the state database, select Query Execution.

a. For Chaincode, select the chaincode that is deployed to the channel that you want to

query.

b. For Peer, select the peer to query.
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Only peers in the current organization that are running the selected chaincode are
available.

c. For Rich Query, enter the rich query to run and analyze.

The query format must follow the rich query syntax. For more information about rich
guery syntax, see Supported Rich Query Syntax.

d. For Result Rows Limit, move the slider to the maximum number of result rows to
fetch. You can fetch up to 50 rows of results.

To get the execution plan for a query, select Query Plan Explain. A query execution plan
is the sequence of operations that was performed to run the query.

a. For Chaincode, select the chaincode that is deployed to the channel that you want to
query.

b. For Peer, select the peer to query.

c. For Collection, select the state database or private data collection.

d. For Rich Query, enter the rich query.
The expl ai n keyword is not needed for this query.
For example: sel ect * from <state>

Click Execute. The Results field shows the query result table or the execution plan. To
export the results table as a . csv file, click Export.

The results table size is limited to 1 MB. You might need to refine your query to avoid
exceeding this limit.

Supported Rich Query Syntax

Oracle Blockchain Platform supports two types of rich query syntax that you can use to query
the state database: SQL rich query and CouchDB rich query.

SQL Rich Query Syntax

The Berkeley DB JSON extensions are in the form of SQL functions.

Before You Begin

Note the following information:

You can only access the channel chaincode (<STATE>) that you're executing your query
from.

Only the SELECT statement is supported.
You can’'t modify the state database table.
A rich query expression can have only one SELECT statement.

The examples in this topic are just a few ways that you can write your rich query. You've
access to the usual full SQL syntax to query a SQL database.

You've access to the JSON1 Extension (SQLite extension). See JSON1 Extension and
SQL As Understood by SQLite.

If you need more information about writing and testing chaincodes, see Develop Chaincodes.

How to Refer to the State Database in Queries
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The state database table name is internally managed by Oracle Blockchain Platform, so you
don't need to know the state database’s physical name when you write a chaincode.

Instead, you must use the <STATE> alias to refer to the table name. For example: sel ect key,
val ue from <STATE>.

Note that the <STATE> alias is hot case-sensitive, so you can use either <st at e>, <STATE>, or
something like <St At E>.

Retrieve All Keys

Use this syntax:

SELECT key FROM <STATE>

For example, if you use this syntax to query the Car Dealer sample, then you'll get the
following list of keys:

key

abg1234

abg1235

serl236

bral238

dtrt10001

Retrieve All Keys and Values Ordered Alphabetically by Key

Use this syntax:

SELECT key AS serial Nunber, valueJson AS details FROM <state> ORDER BY key

For example, if you use this syntax to query the Car Dealer sample, then you'll get the
following results:

serialNum details
ber

abgl1234 {"docType": "vehiclePart", "serialNumber": "abg1234", "assembler": "panama-parts"”,
"assemblyDate": 1502688979, "name": "airbag 2020", "owner": "Detroit Auto", "recall":
false, "recallDate": 1502688979}

abg1235 {"docType": "vehiclePart", "serialNumber": "abg1235", "assembler": "panama-parts",
"assemblyDate": 1502688979, "name": "airbag 4050", "owner": "Detroit Auto", "recall":
false, "recallDate": 1502688979}

bral238 {"docType": "vehiclePart", "serialNumber": "bra1238", "assembler": "bobs-bits",
"assemblyDate": 1502688979, "name": "brakepad 4200", "owner": "Detroit Auto", "recall":
false, "recallDate": 1502688979}

dtrt10001  {"docType": "vehicle", "chassisNumber": "dtrt10001", "manufacturer": "Detroit Auto",
"model"; "a coupe”, "assemblyDate": 1502688979, "airbagSerialNumber": "abg1235",
"owner": "Sam Dealer", "recall": false, "recallDate": 1502688979

serl236 {"docType": "vehiclePart", "serialNumber": "ser1236", "assembler": "panama-parts",
"assemblyDate": 1502688979, "name": "seatbelt 10020", "owner": "Detroit Auto", "recall":
false, "recallDate": 1502688979}

Retrieve All Keys and Values Starting with “abg”
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Use this syntax:

SELECT key AS serial Nunber, val ueJson AS details FROM <state> WHERE key LIKE
"abg% SELECT key, val ue FROM <STATE>

For example, if you use this syntax to query the Car Dealer sample, then you'll get the
following results:

serialNum details
ber

abg1234 {"docType": "vehiclePart", "serialNumber": "abg1234", "assembler": "panama-parts",
"assemblyDate": "1502688979", "name": "airbag 2020", "owner": "Detroit Auto", "recall":
"false”, "recallDate": "1502688979"}

abg1235 {"docType": "vehiclePart", "serialNumber": "abg1235", "assembler": "panama-parts",
"assemblyDate": "1502688979", "name": "airbag 4050", "owner": "Detroit Auto", "recall":
"false", "recallDate"; "1502688979"}

Retrieve All Keys with Values Containing a Vehicle Part Owned by "Detroit Auto"
Use this syntax:

SELECT key FROM <state> WHERE j son_extract (val ueJson, '$.docType') =
"vehiclePart' AND json_extract(valueldson, '$.owner') = 'Detroit Auto'

For example, if you use this syntax to query the Car Dealer sample, then you'll get the
following list of keys:

key

abg1234

abg1235

serl236

bral238

Retrieve Model and Manufacturer for all Cars Owned by "Sam Dealer"
Use this syntax:

SELECT json_extract (val ueJson, '$.nodel') AS nodel, json_extract(val uelson,
"$. manuf acturer') AS manufacturer FROM <state> WHERE j son_extract (val ueJson,
"$.docType') = 'vehicle' AND json_extract(valueldson, '$.owner') = 'Sam Deal er'

For example, if you use this syntax to query the Car Dealer sample, then you’ll get the
following results:

model manufacturer

a coupe Detroit Auto

If the state value is JSON array, you may use this syntax to retrieve model and manufacturer
for all cars owned by "Sam Dealer":

SELECT json_extract(j.value, '$.nodel') AS nodel, json_extract(j.val ue,
"$. manufacturer') AS manufacturer FROM <state> s,
json_each(json_extract(s.valueJson,'$')) j WHERE json_valid(j.value) AND
json_extract(j.value, '$.owner') = 'Sam Deal er'
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CouchDB Rich Query Syntax

Use the information in this topic if you're migrating your chaincodes containing CouchDB
syntax to Oracle Blockchain Platform, or if you need to write chaincodes to install on
Hyperledger Fabric peers participating in an Oracle Blockchain Platform network.

If you're writing a new chaincode, then Oracle recommends that you use SQL rich queries to
take advantage of the performance benefits that Oracle Blockchain Platform with Berkeley DB
provides.

If you need more information about writing and testing chaincodes, see Develop Chaincodes.

Unsupported Query Parameters and Selector Syntax

Oracle Blockchain Platform doesn’t support the use_i ndex parameter. If used, Oracle
Blockchain Platform ignores this parameter, and it will automatically pick the indexes defined
on the StateDB in question.

Parameter Type Description

use_index json Instructs a query to use a specific index.

Retrieve All Models, Manufacturers, and Owners of Cars, and Order Them by Owner

Use this expression:

{
"fields": ["nodel", "manufacturer", "owner"],
"sort": [
"owner"
]
}

Retrieve Model and Manufacturer for All Cars Owned by “Sam Dealer”

Use this expression:

{
“fields": ["nodel", "manufacturer"],
"selector": {
"docType" : "vehicle",
“owner" : "Sam Deal er"
}
}

State Database Indexes

The state database can contain a large amount of data. In such cases Oracle Blockchain
Platform uses indexes to improve data access.

Default Indexes
When a chaincode is deployed, Oracle Blockchain Platform creates two indexes.

* Key index: Created on the key column.
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*  Value index: Created on the value column.

Custom Indexes

In some cases, you might need to create custom indexes. You define these indexes by using
any expression that can be resolved in the context of the state table. Custom indexes created
against Berkeley DB rely on the SQLite syntax, but they otherwise follow the same CouchDB
implementation provided by Hyperledger Fabric.

You can use custom indexes to dramatically improve the performance of WHERE and ORDER
BY statements on large data sets. Because using custom indexes slows down data insertions,
use them judiciously.

Each custom index is defined as an array of expressions, which support compound indexes,
expressed as a JSON document inside one file. There is one index per file. You must package
this file with the chaincode in a folder named i ndexes in the following directory structure:

st at edb/ rel ati onal db/i ndexes. For more information, see How to add CouchDB
indexes during chaincode installation.

Example Custom Indexes
The custom index examples in this section use the Car Dealer sample.

Example 1: This example indexes the use of the j son_extract expression in the context of
WHERE and ORDER BY expressions.

{"i ndexExpressions": ["json_extract(valueldson, '$.owner')"]}
For example:
SELECT ... FROM ... ORDER BY json_extract (val ueJson, '$. owner')

Example 2: This example indexes the compound use of the two j son_ext ract expressions in
the context of WHERE and ORDER BY expressions.

{"indexExpressions": ["json_extract(valueJson, '$.docType')",
"json_extract(val ueJson, '$.owner')"]}

For example:

SELECT ... FROM ... WHERE j son_extract (val ueJson, '$.docType') = 'vehiclePart' AND
json_extract(val ueJson, '$.owner') = 'Detroit Auto'

Example 3: This example creates both the index described in Example 1 and the index
described in Example 2. Each JSON structure must be included in a separate file. Each file
describes a single index: a simple index like Example 1, or a compound index like Example 2.

Index 1: {"i ndexExpressions": ["json_extract(valueJson, '$. owner')"]}

Index 2: {"i ndexExpressions": ["]json_extract(val uelJson, '$owner')",
"json_extract(val ueJson, '$.docType')"]}

In the following example, Index 2 is applied to the AND expression in the WHERE portion of the
query, while Index 1 is applied to the ORDER BY expression:

SELECT ... FROM ... WHERE j son_extract (val ueJson, '$.docType') = 'vehiclePart' AND
json_extract(valuelson, '$.owner') = 'Detroit Auto' ORDER BY
json_extract(val ueJson, '$.owner')

JSON Document Format

The JSON document must be in the following format:
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{"i ndexExpressions": [exprl, ..., exprN}
For example:
{"indexExpressions": ["json_extract(valueJson, '$. owner')"]}

Differences in the Validation of Rich Queries

In some cases, the standard Hyperledger Fabric with CouchDB rich query and the Oracle
Berkeley DB rich query behave differently.

In standard Hyperledger Fabric with CouchDB, each key and value pair returned by the query
is added to the transaction's read-set and is validated at validation time and without re-
executing the query. In Berkeley DB, the returned key and value pair isn’'t added to the read-
set, but the rich query's result is hashed in a Merkle tree and validated against the re-execution
of the query at validation time.

Native Hyperledger Fabric doesn'’t provide data protection for rich query. However, Berkeley
DB contains functionality that protects and validates the rich query by adding the Merkle tree
hash value into the read-set, re-executing the rich query, and at the validation stage re-
calculating the Merkle tree value. Note that because validation is more accurate in Oracle
Blockchain Platform with Berkeley DB, chaincode invocations are sometimes flagged for more
frequent phantom reads.

Create the Fallback State Database

You can connect to Oracle Database to create a fallback state database. The hybrid state
database model uses a fallback state database, which can become the primary state database
if there are any issues with the embedded state database on the peer.

What's the Fallback State Database?

The fallback state database maintains a secondary copy of the state database in Oracle
Database, while the primary state database is stored on the embedded Berkeley DB.

The state database is stored on each peer for all channels that the peer is joined to. Oracle
Blockchain Platform uses Berkeley DB as the embedded database on peer nodes. If a peer
crashes or restarts, the state database can get corrupted. Oracle Blockchain Platform
automatically detects and rebuilds a corrupted state database from the ledger, but this can take
a significant amount of time depending on the ledger size and number of blocks. The peer
node is not available for endorsing or committing transactions during the rebuild process.

The hybrid state database model adds an external Oracle Database as a fallback. In normal
operation, peers complete synchronous block commits to the Berkeley DB state database and
asynchronous commits to the fallback database. If the embedded state database fails, the peer
automatically switches to use Oracle Database for synchronous commits while the Berkeley
DB state database is asynchronously rebuilt. After the rebuild process completes, the peer
switches back to normal operation.

You must use Oracle Autonomous Al Transaction Processing as the fallback database.

Enable the Fallback State Database

Use the console to provide database connection information and select the peers where you
want to configure a fallback state database.
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Go to the console and click the More Actions icon in the title bar, where the name of the
instance is also displayed.

Click Configure Fallback State Database.
The Configure Fallback State Database window is displayed.
Specify the connection information for Oracle Autonomous Transaction Processing.

a. If you have already configured the rich history database and you want to use the same
connection information for the fallback state database, click Use Rich History
Database Configuration to use the same instance of Oracle Database as the fallback
state database. Otherwise, specify a User Name, Password, and Connection String,
and optionally upload a wallet file. For more information on connection strings, see
Create the Oracle Base Database Service Connection String.

b. To configure the fallback database for every peer in the network, click Enable for all
peers.

c. To configure the fallback database for any newly added (scaled) peer, click Enable for
newly scaled peers.

d. Click Save.
All selected peers restart when you apply the configuration.

To enable or disable the fallback state database on a specific peer, edit the peer
configuration.

a. Click the Nodes tab.

b. Inthe nodes table, for the peer that you want to modify click the More Actions icon
and then click Edit Configuration.

c. Under Fallback State Database, select ENABLE or DI SABLE, and then click Submit.

Monitor the State Database

After you configure a fallback state database on a peer node, you can monitor the state
database status.

You must configure a fallback state database to monitor the state database status.

1.
2.

Go to the console and click the Nodes tab.
In the nodes table, click the More Actions icon for the peer node that you want to monitor,
and then click Monitor State Database.

A table is displayed that contains the following information about the state database status.

Channel Name
The channel that the peer is joined to.

Active Database
The database that is currently accepting synchronous block commits, either the primary
database (Berkeley DB) or the fallback database (Oracle Database).

Ledger Block Height
The number of blocks currently stored in the ledger.

Primary Database State

e SYNC _COW TS: The database is operating normally in synchronous mode.
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e ASYNC_RECOVERY: The database is processing commits in asynchronous mode and
attempting to catch up to the ledger block height.

*  ASYNC_ABCRTED: A persistent error occurred while the database was processing
commits in asynchronous mode, or the asynchronous block queue is full. In either
case, the underlying issue must be corrected and the peer must be restarted.

Primary Database Block Height
The number of blocks currently stored in the primary state database.

Fallback Database State

e ASYNC COW TS: The database is operating normally as a fallback, in asynchronous
mode.

e SYNC_COW TS: The database is operating in synchronous mode, because there was a
problem with the primary database or because the primary database block height was
below the ledger block height while the fallback database ledger height was equal to
the ledger block height.

e ASYNC RECOVERY: The database is processing commits in asynchronous mode and
attempting to catch up to the ledger block height.

*  ASYNC_ABORTED: A persistent error occurred while the database was processing
commits in asynchronous mode, or the asynchronous block queue is full. In either
case, the underlying issue must be corrected and the peer must be restarted.

Fallback Database Block Height
The number of blocks currently stored in Oracle Database (the fallback database).

Async Queue Length
The number of blocks in the queue awaiting asynchronous processing by the current
asynchronous database.

Last Async Error
The most recent error related to the asynchronous database, which can include
connection or credentials issues or problems with the asynchronous queue or key sizes.

Create the Rich History Database

This topic contains information to help you specify an Oracle Database connection and choose
channels to create the rich history database. You'll use this database to make analytics reports
and visualizations of your ledger’s activities.

What's the Rich History Database?

The rich history database is external to Oracle Blockchain Platform and contains data about
the blockchain ledger’s transactions on the channels you select. You use this database to
create analytics reports and visualization about your ledger’s activities.

For example, using the rich history database, you could create analytics to learn the average
balance of all of the customers in your bank over some time interval, or how long it took to ship
merchandise from a wholesaler to a retailer.

Internally, Oracle Blockchain Platform uses the Hyperledger Fabric history database to manage
the ledger and present ledger transaction information to you in the console. Only the
chaincodes can access this history database, and you can't expose the Hyperledger Fabric
history database as a data source for analytical queries. The rich history database uses an
external copy of Oracle Database and contains many details about every transaction
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committed on a channel. This level of data collection makes the rich history database an
excellent data source for analytics. For information about the data that the rich history
database collects, see Rich History Database Tables and Columns.

You can only use a database such as Oracle Autonomous Al Lakehouse or Oracle Base
Database Service with Oracle Cloud Infrastructure to create your rich history database. You
use the Oracle Blockchain Platform console to provide the connection string and credentials to
access and write to the database. Note that the credentials you provide are the database’s
credentials and Oracle Blockchain Platform doesn’t manage them. After you create the
connection, you'll select the channels that contain the ledger data that you want to include in
the rich history database. See Enable and Configure the Rich History Database.

You can use standard tables or blockchain tables to store the rich history database. Blockchain
tables are tamperproof append-only tables, which can be used as a secure ledger while also
being available for transactions and queries with other tables.

You can use any analytics tool, such as Oracle Analytics Cloud or Oracle Data Visualization
Cloud Service, to access the rich history database and create analytics reports or data
visualizations.

Create the Oracle Base Database Service Connection String

You must collect information from the Oracle Base Database Service deployed on Oracle
Cloud Infrastructure to build the connection string required by the rich history database. You
must also enable access to the database through port 1521.

Find and Record Oracle Base Database Service Information

The information you need to create a connection to the Oracle Base Database Service is
available in the Oracle Cloud Infrastructure Console.

1. From the Infrastructure Console, select Database from the navigation menu.
2. Locate the database that you want to connect to and record the Public IP address.

3. Select the name of the database that you want to connect to and record the values in
these fields:

- Database Unique Name
* Host Domain Name
*  Port
4. Find a user name and password of a database user (for example, user SYSTEM) with
permissions to read from this database, and make a note of these.

Enable Database Access Through Port 1521

Add an ingress rule that enables the rich history database to access the database through port
1521.

1. Inthe Oracle Cloud Infrastructure home page, select the navigation icon and then under
Databases select DB Systems.

2. Select the database that you want to connect to.
3. Select the Virtual Cloud Network link.

4. Navigate to the appropriate subnet, and then under Security Lists, select Default
Security List For <Target Database>.
The Security List page is displayed.
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5. Select Edit All Rules.

6. Add an ingress rule to allow any incoming traffic from the public internet to reach port 1521
on this database node, with the following settings:

* SOURCE CIDR: 0.0.0.0/0

« IPPROTOCOL: TCP

* SOURCE PORT RANGE: All

+ DESTINATION PORT RANGE: 1521
e Allows: TCP traffic for ports: 1521

Build the Connection String

After enabling access to Oracle Database, use the information that you collected previously to
build the connection string in the Configure Rich History dialog box.

Construct the connection string using the following syntax: <publiclP>:<portNumber>/
<database unique name>.<host domain name>

The following connection string is an example: 192. 0. 2. 0: 1521/
Cust DB i adlvm sub05031027070. cust omervenwi t h. or acl even. exanpl e. com

Check Database User Privileges

In order for the rich history functionality to be able to manage its database sessions and to
recover from temporary database or network downtime, ensure that the database user
registered with Oracle Blockchain Platform has the following two privileges:

grant select on v_$session to <user>;
grant alter systemto <user>;

Additionally, if the rich history database uses Oracle Autonomous Al Lakehouse, the database
user must have the following privilege:

grant unlinited tablespace to <user>;

If the database user doesn't have those privileges already, they must be granted by the system
database administrator.

Without these privileges, Oracle Blockchain Platform can replicate to the database but it
cannot recover from situations leading to a damaged database session, which prevents the
rich history from catching up with recent transactions for an extended period. Without these
privileges on Oracle Autonomous Al Lakehouse, no rich history data is saved.

Enable and Configure the Rich History Database

Use the console to provide database connection information and select the channels with the
chaincode ledger data that you want to write to the rich history database. By default, channels
aren’t enabled to write data to the rich history database.

e Each blockchain network member configures its own rich history database.
* You must use Oracle Database. No other database types are supported.

« Each channel that writes to the rich history database must contain at least one peer node.
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1. Enter connection and credential information for the instance of Oracle Database to use to
store rich history information.

a. Go to the console and select Options, and then select Configure Rich History.
The Configure Rich History dialog box is displayed.
b. Enter the user name and password required to access Oracle Database.

c. Inthe Connection String field, enter the connection string for the database that you'll
use to store rich history data. What you enter here depends on the database you're
using.

e If you're using Oracle Autonomous Al Lakehouse, then you'll enter something
similar to <username>adw_high. To find Oracle Autonomous Al Lakehouse’s
connection information, go to its credential wallet ZIP file and open the TNS file.

« If you're using Oracle Base Database Service with Oracle Cloud Infrastructure
(OCI), see Create the Oracle Base Database Service Connection String.

* If you're using a non-autonomous database (a database that doesn't use a
credential wallet) and want to use the sys user to connect to the database, then
you must append ?as=sys[ dba| asnj oper] to the connection string. For example,
203. 0. 113. 0: 1521/ or acl evcn. exanpl e. conRPas=sysdba

d. If you're using an OCI autonomous database instance (for example, Oracle
Autonomous Al Lakehouse or Oracle Autonomous Al Transaction Processing), then
use the Wallet Package File field to upload the required credential wallet . zi p file.
This file contains client credentials and is generated by the database.

@® Note

When you open the Configure Rich History dialog box again after you
configure rich history, the wallet file name is not displayed. If you update other
settings, you must upload the wallet . zi p file again before selecting Save. If
you select Save while no wallet file name is displayed, the configuration is
updated not to use a wallet file.

e. To use blockchain tables to store the rich history database, select Use Database
Blockchain Table.

The underlying database must support blockchain tables.

*  To specify the number of days to retain tables and rows, select Basic
Configuration, and then enter the number of days to retain tables and rows. Enter
0 to retain tables or rows permanently. To prevent further changes to the retention
values, select Locked.

e To specify table and row retention by using a data definition language (DDL)
statement, select Advanced Configuration Query and then enter the DDL
statement.

f. Select Save.

2. Enable rich history on the channels that contain the chaincode data that you want to write
to the rich history database.

a. Go to the console and select the Channels tab.

b. Locate the channel that contains the chaincode data that you want to write to the rich
history database. Select More Options and then select Configure Rich History.

The Configure Rich History dialog is displayed.
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c. Select Enable Rich History. To store private data collections in the rich history
database, enter a list of private data collection names, separated by commas. For
more information about private data collections, see What Are Private Data
Collections?. To add transaction details to the rich history database, select the details
that you want added. Select Save.

The rich history database is configured, but tables are not created in the database immediately.
When the next relevant transaction or ledger change happens, the tables are created in the
rich history database.

Modify the Connection to the Rich History Database

You can change the rich history database’s connection information.

After tables are created in the database for a channel, modifying the rich history configuration
for the channel has no effect, even after you select Save, unless you change the user name
and password or the connection string. If you change the user name and password, tables are
created in the same database. If you change the connection string and credentials, a different
database is configured, and tables are created after the next relevant transaction or ledger
change. You cannot change a rich history database from standard tables to blockchain tables,
and you cannot change retention times, unless you also change the credentials or connection
string.

1. Go to the console and select Options, and then select Configure Rich History.
2. Update the user name and password as needed to access the database.

3. If needed, in the Connection String field, modify the connection string for the database
that you'll use to store rich history data. What you enter here depends on the database
you're using.

e If you're using Oracle Autonomous Al Lakehouse, then you'll enter something similar
to <username>adw_high. To find Oracle Autonomous Al Lakehouse’s connection
information, go to its credential wallet . zi p file and open the TNS file.

e If you're using Oracle Base Database Service with Oracle Cloud Infrastructure (OCI),
see Create the Oracle Base Database Service Connection String.

e If you're using a non-autonomous database (a database that doesn't use a credential
wallet) and want to use the sys user to connect to the database, then you must
append ?as=sys[ dba| asnj oper] to the connection string. For example,

203. 0. 113. 0: 1521/ or acl evcn. exanpl e. conPas=sysdba

4. If you're using an OCI autonomous database instance (for example, Oracle Autonomous
Al Lakehouse or Oracle Autonomous Al Transaction Processing), then use the Wallet
Package File field to upload or re-upload the required credential wallet file. This file
contains client credentials and is generated by the database.

@ Note

When you open the Configure Rich History dialog box again after you configure
rich history, the wallet file name is not displayed. If you update other settings, you
must upload the wallet . zi p file again before selecting Save. If you select Save
while no wallet file name is displayed, the configuration is updated not to use a
wallet file.

5. To use blockchain tables to store the rich history database, select Use Database
Blockchain Table.
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The underlying database must support blockchain tables.

» To specify the number of days to retain tables and rows, select Basic Configuration,
and then enter the number of days to retain tables and rows. Enter O to retain tables or
rows permanently. To prevent further changes to the retention values, select Locked.

* To specify table and row retention by using a data definition language (DDL)
statement, select Advanced Configuration Query and then enter the DDL statement.

Select Save.

Configure the Channels that Write Data to the Rich History Database

You can enable channels to write chaincode ledger data to the rich history database, and you
can stop channels from writing data to the rich history database. You can also configure an
individual channel to use a different rich history database configuration than the global setting.

You must specify the global information to connect to the rich history database before you can
select channels that write to the rich history database. See Enable and Configure the Rich
History Database.

After tables are created in the database for a channel, modifying the rich history configuration
for the channel has no effect, even after you click Save, unless you change the user name and
password or the connection string. If you change the user name and password, tables are
created in the same database. If you change the connection string and credentials, a different
database is configured, and tables are created after the next relevant transaction or ledger
change. You cannot change a rich history database from standard tables to blockchain tables,
and you cannot change retention times, unless you also change the credentials or connection

string.

1. Go to the console and select the Channels tab.

2. Locate the channel that you want to modify access for. Click its More Options button and
select Configure Rich History.

The Configure Rich History dialog is displayed.

3. To enable collection of rich history data for the channel, select the Enable Rich History
checkbox. To disable collection of rich history data for the channel, clear the Enable Rich
History checkbox.

4. To configure the channel to collect rich history data using a different database or different
settings, select Use channel level configuration, and then specify the settings to use.
For more information about the rich history settings, see Enable and Configure the Rich
History Database.

5. Click Save.

Monitor the Rich History Status

After configuring the rich history database, you can use the console to monitor the rich history
replication status.

1.
2.

Go to the console and select the Channels tab.

In the channels table, click the More Actions button for the channel that you want to
monitor, and then click Rich History Status.

The Rich History Status dialog box is displayed, which includes details about replication
and configuration status.

Click Refresh to display the latest status.
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Limit Access to Rich History

You can use channel policies and access control lists (ACLS) to limit the organizations that can
configure the rich history database and retrieve rich history status or configuration information.

By default, all organizations that have administrative access to a channel can configure rich
history collection and can retrieve rich history status and configuration details. To limit this
access to, for example, the founder organization, you create a channel policy and apply the
policy to the resources that control access.

1. Go to the console and select the Channels tab.

The Channels tab is displayed. The channel table contains a list of all of the channels on
your network.

2. Inthe channel table, click the name of the channel where you want to limit access.

3. Click Channel Policies, and then create a signature policy that includes the organization
members that will access the rich history functions.

For more information about channel policies, see Work With Channel Policies and ACLs.

For example, create a policy that includes only the identity of the founder organization, not
the identity of any participant organizations.

4. Click ACLs.

5. Inthe Resources table, locate the resource that you want to update to use the new policy.
Click Expand for the resource and then select the policy to assign to the resource

The following table shows the resources that control access to rich history.

Resource Access control

obpadmi n/ Controls configuring, enabling, and disabling rich
Conf i gur eRi chHi st or yChannel history for a channel.

obpadmi n/ Controls retrieving rich history replication status
Get Ri chHi st or yChannel St at us for a channel.

obpadmi n/ Controls retrieving the current rich history

Get Ri chHi st or yChannel Confi g configuration for a channel.

6. Click Update ACLs.

The rich history access is now controlled by the new policy. Organization members that are not
included in the new policy will receive an error message when they attempt to access a
resource that is controlled by the policy.

Rich History Database Tables and Columns

The rich history database contains three tables for each channel: history, state, and latest
height. You'll query the history and state tables when you create analytics about your
chaincodes’ ledger transactions. If you've chosen to select any of the transaction details when
enabling the rich history, an additional table will be created with the transaction details.

History Table

The <instanceName><channelName>_hist table contains ledger history. The data in this table
tells you the chaincode ID, key used, if the transaction was valid, the value assigned to the key,
and so on.
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Note that the value and valueJson columns are used in a mutually exclusive way. That is
when a key value is valid json, then the value is set into the valueJson column. Otherwise the
value is set in the value column. The valueJson column is set up as a json column in the
database, which means users can query that column using the usual Oracle JSON specific
extensions.

If configured, private data is also stored in this table. For private data, the chaincode ID uses
the following format: <chaincodeName>$$<collectionName>.

Column Datatype
chaincodeld VARCHAR2 (256)
key VARCHAR2 (1024)
txnlsValid NUMBER (1)
value VARCHAR2 (4000)
valueJson CLOB

blockNo NUMBER NOT NULL
txnNo NUMBER NOT NULL

txnld VARCHAR2 (128)
txnTimestamp TIMESTAMP
txnlsDelete NUMBER (1)
State Table

The <instanceName><channelName>_state table contains data values replicated from the
state database. You'll query the state table when you create analytics about the state of the
ledger.

Note that the value and valueJson columns are used in a mutually exclusive way. That is
when a key value is valid json, then the value is set into the valueJdson column. Otherwise the
value is set in the value column. The valueJson column is set up as a json column in the
database, which means users can query that column using the usual Oracle JSON specific
extensions.

Column Datatype
chaincodeld VARCHAR?2 (256)
key VARCHAR2 (1024)
value VARCHAR?2 (4000)
valueJson CLOB

blockNo NUMBER

txnNo NUMBER

Latest Height Table

The <instanceName><channelName>_last table is used internally by Oracle Blockchain
Platform to track the block height recorded in the rich history database. It determines how
current the rich history database is and if all of the chaincode transactions were recorded in the
rich history database. You can’t query this database for analytics.

Transaction Details Table

The <instanceName><channelName>_more table contains attributes related to committed
transactions. When enabling the rich history database, you can select which of these attributes
you want to record in this table. The transaction details table only captures information about
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endorser transactions - not configuration transactions or any other kind of Hyperledger Fabric

transactions.
Column Datatype
CHAINCODEID VARCHAR2 (256)
BLOCKNO NUMBER
TXNNO NUMBER
TXNID VARCHAR2(128)
TXNTIMESTAMP TIMESTAMP
SUBMITTERCN VARCHAR2(512)
SUBMITTERORG VARCHAR2(512)
SUBMITTEROU VARCHAR2(512)
CHAINCODETYPE VARCHAR2(32)
VALIDATIONCODENAME VARCHAR2(32)
ENDORSEMENTS CLOB
INPUTS CLOB
EVENTS CLOB
RESPONSESTATUS NUMBER(0)
RESPONSEPAYLOAD VARCHAR2(1024)
RWSET CLOB
BLOCKCREATORCN VARCHAR2(512)
BLOCKCREATORORG VARCHAR2(512)
BLOCKCREATOROU VARCHAR2(512)
CONFIGBLOCKNUMBER NUMBER(0)
CONFIGBLOCKCREATORCN VARCHAR2(512)
CONFIGBLOCKCREATORORG VARCHAR2(512)
CONFIGBLOCKCREATOROU VARCHAR2(512)
@ Note

e Organization (ORG) and organization unit (OU) are driven by identity certificates,
which implies that they may be assigned to multiple values. They are captured as
a comma separated list in the table's values.

e For identities, the table includes information only about the "Subject” portion of the

certificates, not the "Issuer" one.

e The RWBET column contains operations on all chaincodes (in the same ledger)
performed during endorsement. As such, you will typically see both Iscc read
operations and the actual chaincode namespace operations.
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Node Configuration

This topic contains information to help you understand and configure your nodes. Each node
type has different configuration options.

Topics:

 CA Node Attributes

* Console Node Attributes

*  Orderer Node Attributes

*  Peer Node Attributes

* REST Proxy Node Attributes

CA Node Attributes

A certificate authority (CA) node keeps track of identities and certificates on the blockchain
network.

Only Administrators can change a node’s attributes. If you've got User privileges, then you can
view a node’s attributes.

Table A-1 CA Node Attributes

Attribute Description Default Value

Fabric CA ID This is the identifier or name that ca
Oracle Blockchain Platform
assigned the node when it
created it. You can’t modify this
ID.

Listen Port This is the listening port that Specific to your organization.
Oracle Blockchain Platform
assigned to the node. You can't
change the port number.

Max Enrollments Use this field to determine how -1
many times the CA server allows

a password to be used for

enrollment on the network.

Consider the following options:

e -1 —The server allows a
password to be used an
unlimited number of times for
enroliment.

Log Level Specify the log level that you INFO
want to use for the node. Oracle
suggests that for development or
testing, you use DEBUG. And
that for production, you use INFO.
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Console Node Attributes

The console node manages the performance of the console.

Only Administrators can change a node’s attributes. If you've got User privileges, then you can
view a node’s attributes.

Table A-2 Console Node Attributes

Attribute

Description

Default Value

Console ID

This is the identifier or name that
Oracle Blockchain Platform
assigned the node when it
created it.

console

Local MSP ID

This is the assigned MSP ID for
your organization. You can’t
modify this ID.

NA

Listen Port

This is the listening port that
Oracle Blockchain Platform
assigned to the node. You can't
change the port number.

Specific to your organization.

Log Level

Specify the log level that you
want to use for the node. Oracle
suggests that for development or
testing, you use DEBUG. And
that for production, you use
ERROR.

INFO

Request Timeout (s)

Specify the maximum amount of
time in seconds that you want the
console to attempt to contact the
nodes before timing out.

600

Orderer Node Attributes

An orderer node collects transactions from peer nodes, bundles them, and submits them to the
blockchain ledger. The node’s attributes determine how the node performs and behaves on the
network.

Only Administrators can change a node’s attributes. If you've got User privileges, then you can
view a node’s attributes.

Table A-3 Orderer Node — General Attributes

Attribute Description Default Value

Orderer ID This is the identifier or name that orderer<number-partition>
Oracle Blockchain Platform
assigned the node when it
created it.

Local MSP ID This is the assigned MSP ID for  NA

your organization. You can't
modify this ID.
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Table A-3 (Cont.) Orderer Node — General Attributes
]

Appendix A
Orderer Node Attributes

Attribute Description Default Value

Listen Port This is the listening port that Specific to your organization.
Oracle Blockchain Platform
assigned to the node. You can't
change the port number.

Log Level Specify the log level that you INFO

want to use for the node. Oracle
suggests that for development or
testing, you use DEBUG. And
that for production, you use
ERROR.

Table A-4 Orderer Node — Advanced Attributes — Raft/Cluster tab
]

Attribute

Description

Default Value

SendBufferSize

The maximum number of
messages in the egress buffer.
Consensus messages are
dropped if the buffer is full, and
the transaction messages are
waiting for space to be freed.

10

DialTimeout in seconds

The maximum duration of time
after which connection attempts
are considered as failed.

RPCTimeout in seconds

The maximum duration of time
after which RPC attempts are
considered as failed.

Replication/BufferSize in bytes

The maximum number of bytes
that can be allocated for each in-
memory buffer used for block
replication from other cluster
nodes.

20971520

Replication/
BackgroundRefreshinterval in
minutes

The time between two
consecutive attempts to replicate
existing channels that this node
was added to, or channels that
this node failed to replicate in the
past.

Replication/RetryTimeout in
seconds

The maximum duration the
ordering node will wait between
two consecutive attempts.

Replication/PullTimeout in
seconds

The maximum duration the
ordering node will wait for a block
to be received before it aborts.

Consensus/EvictionSuspicion in
minutes

The threshold that a node will
start suspecting its own eviction if
it has been leaderless for this
period of time.
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Peer Node Attributes

A peer node reads, endorses, and writes transactions to the blockchain ledger. The node’s
attributes determine how the node performs and behaves on the network.

Only Administrators can change a node’s attributes. If you've got User privileges, then you can
view a node’s attributes.

Table A-5 Peer Node — General Attributes

|
Attribute Description Default Value

Peer ID This is the identifier or name that peer0
Oracle Blockchain Platform
assigned the node when it

created it.

Local MSP ID This is the assigned MSP ID for ~ Specific to your organization.
your organization. You can’t
modify this ID.

Role Specifies if the peer's role is Member

Member or Admin. In most cases
this field displays Member.

This role is used by the
chaincode’s endorsement policy.
The endorsement policy specifies
the MSP that must validate the
identity of the signer peer and the
signer peer’s role. The Admin role
is normally assigned in situations
where you want to further protect
sensitive operations and make
sure that those operations are
endorsed by specific peers.

The peers created with your

instance were assigned the
Member role.

Listen Port This is the listening port that Specific to your organization.
Oracle Blockchain Platform
assigned to the node. You can't
change the port number.

Log Level Specify the log level that you INFO
want to use for the node. Oracle
suggests that for development or
testing, you use DEBUG. And
that for production, you use
ERROR.

Alias Optionally, enter text to further NA
identify the peer beyond the peer
ID.
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]

Appendix A
Peer Node Attributes

Attribute Description Default Value

Bootstrap Peers Provide the service name NA
address and port that the peer
uses to contact other peers
during startup. This endpoint
must match the endpoints of the
peers in the same organization.

Max Block Count to Store Enter the maximum number of 10
blocks to store in memory.

Max Propagation Burst Latency in Enter how many milliseconds 10

milliseconds between message pushes.

Max Propagation Burst Size Enter the number of messagesto 10
be stored until a push remote
peer is triggered.

Propagate lterations Enter the number of times a 1
message is pushed to the peers.

Max Connection Attempts Enter the maximum number of 120
attempts to make when
connecting to a peer.

Message Expiration Factor Enter the message expiration 20
factor for alive messages.

Propagate Peer Number Enter how many peers to send 3
messages to.

Pull Interval in seconds Enter how many seconds 4
between pull phases.

Pull Peer Number Enter the number of peers to pull 3
from.

Request State Info Interval in Enter how often to pull state 4

seconds information messages from the
peers.

Publish State Info Interval in Enter how often to send state 4

seconds information messages to the
peers.

Publish Cert Period in seconds Enter how many seconds from 10
startup that certificates are
included in alive messages.

Dial Timeout in seconds Enter how many seconds before 3
dial times out.

Connect Timeout in seconds Enter how many seconds until the 2
connection times out.

Receive Buffer Size Enter the size of the buffer for 20
received messages.

Send Buffer Size Enter the size of the buffer for 200
sending messages.

Digest Wait Time in seconds Enter how many seconds to wait 1
before the pull engine processes
incoming digests.

Request Wait Time in seconds Enter how many seconds to wait 1,500

before the pull engine removes
incoming nonce.
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Table A-6 (Cont.) Peer Node — Advanced Attributes — Gossip tab
]

Attribute Description Default Value
Response Wait Time in seconds  Enter how many seconds that the 2
pull engine waits before it
terminates the pull.
Alive Time Interval in seconds Enter how often to check alive 5
time.
Alive Expiration Timeout in Enter how many seconds to wait 25
seconds before the alive expiration times
out.
Reconnect Interval in seconds Enter how many seconds to wait 25

before reconnecting.

Skip Block Verification

Click to skip block verification.

Not selected

Table A-7 Peer Node — Advanced Attributes — Gossip/Election tab
]

Attribute Description Default Value
Membership Sample Interval in How often in seconds the peer 1
seconds checks its stability on the
network.
Leader Alive Threshold in The number of seconds to elapse 10
seconds before the last declaration
message is sent and before the
peer determines leader election.
Leader Election Duration in The number of seconds to elapse 5
seconds after the peer sends the propose
message and declares itself
leader.
Leader A channel’s leader peer receives OrglLeader

blocks and distributes them to the

other peers within the cluster.

Specify the mode that you want

the peer to use to determine a

leader.

*  OrglLeader — Select this
option to use static leader
mode and make the peer the
organization leader. If you
select this option and then
add more peers to the
channel, then you must set
all peers to OrglLeader.

* UselLeaderElection —
Select this option to use
dynamic leader election on

the channel. Before an active

leader is selected for the
organization, the system
must run the configuration
transaction to add the
organization to the channel,
and then the system updates
the new peers with the
configuration transaction.
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Table A-8 Peer Node — Advanced Attributes — Event Service tab
]

Attribute

Description Default Value

Buffer Size

Enter the maximum number of 100
events that the buffer can contain.

The system won't send the

events that exceed this number.

Timeout in milliseconds

Enter in milliseconds the 10
maximum time allowed for the
business network to send an

event.

Table A-9 Peer Node — Advanced Attributes — Chaincode tab
]

Attribute

Description Default Value

Startup timeout in seconds

Enter in seconds the maximum 300
time to wait between when the
container starts and the registry
responds.

Install timeout in seconds

Enter in the seconds the 300
maximum time to wait for a

chaincode to complete the

installation process before timing

out.

Execute timeout in seconds

Enter in seconds the maximum 30
time that a chaincode attempts to
execute before timing out.

Mode Displays how the system runs the net
chaincode. This value is always
net.

Keepalive in seconds If you're using a proxy for 0

communication, then enter in
seconds the maximum amount of
time to keep the connection
between a peer and the
chaincode alive.

Log Level

Specify the log level that you INFO
want to use for all loggers in the
chaincode container. Oracle

suggests that for development or
testing, you use DEBUG. And

that for production, you use

ERROR.

Shim Level

Specify the log level that you WARNING

want to use for the shim logger.

REST Proxy Node Attributes

A REST proxy node lets you query or call a chaincode via the RESTful protocol. The node’s
attributes determine how the node performs on the network and which channel, chaincode,
and peers are used in the transactions performed by the node.

Only Administrators can change a node’s attributes. If you've got User privileges, then you can

view a node’s attributes.
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Table A-10 REST Proxy Node Attributes

. _________________________________________________________________________________|
Attribute Description Default Value

REST Proxy Name This is the identifier or name that restproxy
Oracle Blockchain Platform
assigned the node when it
created it. You can’t modify this
ID.

Proposal Wait Time (ms) Enter the number of milliseconds 60,000
that the node waits for completion
of the proposal process. If this
number is exceeded, then the
transaction times out.

Transaction Wait Time (ms) Enter the number of milliseconds 300,000
that the node waits for execution
after the transaction is submitted.
If this number is exceeded, then
the transaction times out.

Log Level Specify the log level that you INFO
want to use for the node. Oracle
suggests that for development or
testing, you use DEBUG. And
that for production, you use
WARNING or ERROR.

Transaction Event Logging If you specify a log level of INFO, Disabled
you can also enable or disable
transactional event logging.

Transaction events are not logged
when the log level is WARNING
or ERROR, and they are always
logged when the log level is
DEBUG.
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Using the Fine-Grained Access Control Library
Included in the Marbles Sample

Hyperledger Fabric provides fine-grained access control to many of the management
functions. Oracle Blockchain Platform provides a marbles sample package on the Developer
Tools tab of the console, implementing a library of functions that chaincode developers can use
to create access control lists for chaincode functions. It currently supports only the Go
language.

Background
The goal of this sample access control library is to provide the following functions:

e Provides a mechanism to allow you to control which users can access particular chaincode
functions. The list of users and their entitlements is dynamic and shared across
chaincodes.

*  Provides access control checks so that a chaincode can check the access control list
easily.

e At chaincode deployment time, lets you to populate the list of resources and access control
lists with your initial members. An access control list must be provided to authorize users to
perform access control list operations.

Download the Sample

On the Developer Tools tab, open the Samples pane. Click the download link under Marbles
with Fine-Grained ACLs. This package contains three sub-packages:

* Fine-Gai nedAccessControl Li brary. zi p:
The fine-grained access control library. It contains functions in Go which can be used by
chaincode developers to create access control lists for chaincode functions.

o fgACL_Mar bl eSanpl eCC. zi p:
The marbles sample with access control lists implemented. It includes a variety of
functions to let you examine how to work with fine-grained access control lists, groups and
resources to restrict functions to certain users/identities.

 fgACL- NodeJSCode. zi p:
Node.js scripts which use the Node.js SDK to run the sample. regi sterEnrol | User.js
can be used to register new users with the Blockchain Platform. i nvokeQuer yCC. j s can
be used to run transactions against a Blockchain Platform instance.

Terminology and Acronyms

Term Description

Identity An X509 certificate representing the identity of
either the caller or the specific identity the
chaincode wants to check.

Using Oracle Blockchain Platform

F26726-41

December 19, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Appendix B-1 of B-18



ORACLE’

Appendix B

Term

Description

Identity Pattern

Resource

Group
ACL

A pattern that matches one or more identities. The
following patterns are suggested:

»  X.509 Subject Common Name — CN

e X.509 Subject Organizational Unit — OU

*  X.509 Subject Organization — O

*  Group as defined in this library — GRP

*  Attribute — ATTR

The format for a pattern is essentially just a string

with a prefix. For example, to define a pattern that
matches any identity in organization

"example.com"”, the pattern would be
"%0%example.com".

The name of anything the chaincode wants to
control access to. To this library it is just a named
arbitrary string contained in a flat namespace. The
semantics of the name are completely up to the
chaincode.

A group of identity patterns.

Access Control List: a named entity that has a list
of identity patterns, a list of types of access such as
"READ", "CREATE", "INVOKE", "FORWARD", or
anything the chaincode wants to use. This library
will use access types of CREATE, READ, UPDATE,
and DELETE (standard CRUD operations) to
maintain its information. Other than those four as
they relate to the items in this library, they are just
strings with no implied semantics. An application
may decide to use accesses of "A", "B", and
"CUSTOM".
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Fine-Grained Access Control Library Functions

The library package provides the following functions for resources, groups and ACLs as well as

global functions.

Global Functions

Function

Description

Initialization(identity

*x509. Certificate, stub

shi m Chai ncodeSt ubl nterface) (error)
(error)

NewG oupManager (i dentity
*x509. Certificate, stub

shi m Chai ncodeSt ubl nt erf ace)
(*G oupManager, error)

NewACLManager (i dentity
*x509. Certificate, stub

shi m Chai ncodeSt ubl nt erf ace)
(*ACLManager, error)

NewResour ceManager (i dentity
*x509. Certificate, stub

shi m Chai ncodeSt ubl nt erf ace)
(*Resour ceManager, error)

When the chaincode is deployed, the
Initialization function is called. This function
initializes the world state with some built-in access
control lists. These built-in lists are used to
bootstrap the environment. There must be access
control on who can create resources, groups, and
ACLs. If the identity is nil, then the function uses
the caller's identity.

After the bootstrap process is done, the following
entities are created:

e Aresource named . Resour ces. A
corresponding ACL named . Resour ces. ACL
will be created with a single identity pattern in
it of the form "%CN%bob.smith@oracle.com",
using the actual common name, and the
access will be CREATE, READ, UPDATE, and
DELETE access.

e Agroup named . G oups. A corresponding
ACL named . G oups. ACL will be created with
a single identity pattern in it of the form
"%CN%bob.smith@oracle.com”, using the
actual common name, and the access will be
CREATE, READ, UPDATE, and DELETE
access.

e An ACL named . ACLs. A corresponding ACL
control list named . ACLs. ACL will be created
with a single identity pattern in it of the form
"%CN%bob.smith@oracle.com”, using the
actual common name, and the access will be
CREATE, READ, UPDATE, and DELETE
access.

Gets the group manager that's used for all group
related operations.

Identity: the default identity for related operation. If
it's nil, then the function uses the caller's identity.
Gets the ACL manager that's used for all ACL
related operations.

Identity: the default identity for related operation. If
it's nil, then the function uses the caller's identity.
Gets the resource manager that's used for all
resource related operations.

Identity: the default identity for related operation. If
it's nil, then the function uses the caller's identity.
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Access Control List (ACL) Functions

Definition of ACL structure:

type ACL struct {

Name string

Description string

Accesses []string // CREATE, READ, UPDATE, and DELETE, or whatever the end-
user defined

Patterns []string Il identities

Al | owed bool /1 true neans allows access.

Bi ndACLs []string // The list of ACL , control who can call the APIs of
this struct

}

* Accesses: The Accesses string is a list of comma-separated arbitrary access hames and
is completely up to the application except for four: CREATE, READ, UPDATE, and
DELETE. These access values are used in maintaining the fine-grained access control.

Applications can use their own access strings such as "regi ster", "i nvoke", or "query",

or even such things as access to field names such as "owner", "quantity", and so on.

« Allowed: Allowed determines whether identities that match a pattern are allowed access
(true) or prohibited access (false). You can have an access control list that indicates Bob
has access to "CREATE", and another one that indicates group Oracle (of which Bob is a
member) is prohibited from " CREATE" . Whether Bob has access or not depends upon the
order of the access control lists that are associated with the entity in question.

e BindACLs: The BindACLs parameter forms the initial access control list.

ACL functions:

Function Description

Create(acl ACL, identity Creates an ACL. Duplicate named ACLs are not

*x509. Certificate) (error) allowed.

To create an ACL, the identity must have CREATE
access to the bootstrap resource named ".ACLs". If
identity is nil, the default identity specified in
newACLManager () is used.

CGet (acl Name string, identity Gets a named ACL.

*x509. Certificate) (ACL, error) The identity must have READ access to the named
ACL. If identity is nil, the default identity specified in
newACLManager () is used.

Del et e(acl Name string, identity Deletes a specified ACL.

*x509. Certificate) (error) The identity must have DELETE access to the
named ACL. If identity is nil, the default identity
specified in newACLManager () is used.

Update(acl ACL, identity Updates an ACL.

*x509. Certificate) (error) The identity must have UPDATE access to the

named resource, and the named ACL must exist. If
identity is nil, the default identity specified in
NewACLManager () is used.
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Function

Description

AddPat tern(acl Nane string, pattern
string, identity *x509. Certificate)
(error)

RenmovePatt ern(acl Name string, pattern
string, identity *X509Certificate)
(error)

AddAccess(acl name string, access
string, identity *X509Certificate)
(error)

RemoveAccess(acl Name string, access
string, identity *X509Certificate)
(error)

Updat eDescri ption(acl Nane string,
newDescription string, identity
*X509Certificate) (error)

AddBef or eACL( acl Name string, beforeNane
string, newBi ndACL string, identity
*X509Certificate) (error)

AddAft er ACL(acl Name string, afterName
string, newBindACL string, identity
*X509Certificate) (error)

RenoveBi ndACL( acl Name string,
removeName string, identity
*X509Certificate) (error)

CetAll (identity *x509. Certificate)
([TACL, error)

Adds a new identity pattern to the named ACL. The
identity must have UPDATE access to the named
ACL.

If identity is nil, the default identity specified in
newACLManager () is used.

Removes the identity pattern from the ACL. The
identity must have UPDATE access to the named
ACL.

If identity is nil, the default identity specified in
newACLManager () is used.

Adds a new access to the named ACL. The identity
must have UPDATE access to the named ACL.

If identity is nil, the default identity specified in
newACLManager () is used.

Removes the access from the ACL. The identity
must have UPDATE access to the named ACL.

If identity is nil, the default identity specified in
newACLManager () is used.

Updates the description.

The identity must have UPDATE access to the
named ACL. If identity is nil, the default identity
specified in newACLManager () is used.

Adds a bind ACL before the existing named ACL. If
the named ACL is empty or not found, the ACL is
added to the beginning of the bind ACL list.

The identity must have UPDATE access to the
named ACL. If the identity is nil, the default identity
specified in newACLManager () is used.

Adds a bind ACL after the existing named ACL. If
the named ACL is empty or not found, the ACL is
added to the end of the bind ACL list.

The identity must have UPDATE access to the
named ACL. If the identity is nil, the default identity
specified in newACLManager () is used.

Removes the r enbveNanme ACL from the bind ACL
list.
The identity must have UPDATE access to the

named ACL. If the identity is nil, the default identity
specified in newACLManager () is used.

Get all the ACLs.

The identity must have READ access to the named
ACL. If the identity is nil, the default identity
specified in newACLManager () is used.

Group Functions

Definition of G- oup structure:

type Group struct {
Name string
Description string
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Members []string /] identity patterns, except GRP.

Bi ndACLs []string /1 The list of ACLs, controls who can access this
group.
}

Definition of G- oupManager functions:

Function Description
Create(group Goup, identity Creates a group.
*x509. Certificate) (error) The identity must have CREATE access to

bootstrap group . G oup. If identity is nil, the default
identity specified in NewG oupManager () is used.

Get (groupNanme string, identity Gets a specified group.

*x509. Certificate) (Goup, error) The identity must have READ access to this group.
If identity is nil, the default identity specified in
NewG oupManager () is used.

Del et e(groupName string, identity Deletes a specified group.

*x509. Certificate) (error) The identity must have DELETE access to this
group. If identity is nil, the default identity specified
in NewGr oupManager () is used.

AddMember s(groupNane string, nmenber Adds one or more members to the group.
[Istring, identity *x509. Certificate) The identity must have UPDATE access to this
(error) group. If identity is nil, the default identity specified

in NewG oupManager () is used.

RemoveMenber s(groupName string, nenber  Removes one or more member from a group.
[Istring, identity *x509.Certificate) The identity must have UPDATE access to this

(error) group. If identity is nil, the default identity specified
in NewGr oupManager () is used.

Updat eDescri ption(groupNane string, Updates the description.

newbes string, identity The identity must have UPDATE access to this

*x509. Certificate) (error) group. If identity is nil, the default identity specified
in NewGr oupManager () is used.

AddBef or eACL( gr oupNane string, Adds a bind ACL to the group before the existing

bef oreName string, aclName string, named ACL. If the named ACL is empty or not

identity *x509. Certificate) (error) found, the ACL is added to the beginning of the list

of bind ACL for the resource.

The identity must have UPDATE access to the
named group. If identity is nil, the default identity
specified in NewG oupManager () is used.

AddAft er ACL(groupName string, afterName Adds a bind ACL to the group after the existing

string, acl Name string, identity named ACL. If the named ACL is empty or not

*x509. Certificate) (error) found, the ACL is added to the end of the list of
bind ACLs for the group.

The identity must have UPDATE access to the
named group. If the identity is nil, the default
identity specified in New& oupManager () is used.

RermoveBi ndACL( gr oupName string, acl Name Removes the named ACL from the bind ACL list of

string, identity *x509. Certificate) the named group.

(error) The identity must have UPDATE access to the
named group. If the identity is nil, the default
identity specified in New& oupManager () is used.
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Function

Description

CetAll (identity *x509. Certificate)
([1Goup, error)

Gets all groups.

The identity must have READ access to these
groups. If identity is nil, the default identity specified
in NewG oupManager () is used.

Resource Functions

Definition of Resour ce structure:

type Resource struct {
Name string
Description string
Bi ndACLs []string
this resource

}

Resource Functions:

/] The name list of ACL, controls who can access

Fuction

Description

Create(resource Resource, identity
*x509. Certificate) (error)

Get (resName string, identity

*x509. Certificate) (Resource, error)

Del ete(resName string, identity
*x509. Certificate) (error)

Updat eDescri ption(resourceName string,

newDes string, identity
*x509. Certificate) (error)

AddBef or eACL(resour ceName string,
bef oreName string, acl Name string,
identity *x509. Certificate) (error)
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Creates a resource. Duplicate named resources
are not allowed.

The identity must have CREATE access to

the . Resour ces bootstrap resource. If identity is
null, the default identity specified in

NewResour ceManager () is used.

Gets a specified resource.

The identity must have READ access to the
resource. If identity is null, the default identity
specified in NewResour ceManager () is used.

Deletes a named resource.

The identity must have DELETE access to the
named resource. If identity is null, the default
identity specified in NewResour ceManager () is
used.

Updates the description.

The identity must have UPDATE access to this
resource. If identity is nil, the default identity
specified in NewResour ceManager () is used.

Adds a bind ACL to the resource before the existing
named ACL. If the named ACL is empty or not
found, the ACL is added to the beginning of the list
of bind ACL for the resource.

The identity must have UPDATE access to the
named resource. If identity is nil, the default identity
specified in NewResour ceManager () is used.
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Fuction Description

AddAft er ACL(resourceNane string, Adds a bind ACL to the resource after the existing
afterName string, aclName string, named ACL. If the named ACL is empty or not
identity *x509.Certificate) (error) found, the ACL is added to the end of the list of

bind ACL for the resource.
The identity must have UPDATE access to the

named resource. If the identity is nil, the default
identity specified in NewResour ceManager () is

used.
RermoveBi ndACL(resour ceNane string, Removes the named ACL from the bind ACL list of
acl Name string, identity the named resource.
*x509. Certificate) (error) The identity must have UPDATE access to the

named resource. If the identity is nil, the default
identity specified in NewResour ceManager () is

used.
CheckAccess(resNane string, access Checks whether the current user has the specified
string, identity *x509. Certificate) access to the named resource.
(bool, error) I the identity is nil, the default identity specified in
NewResour ceManager () is used.
CGet Al l (identity *x509. Certificate) Gets all resources.
([]1Resource, error) The identity must have READ access to these

resources. If identity is nil, the default identity
specified in NewResour ceManager () is used.

Example Walkthough Using the Fine-Grained Access Control

Library

This topic provides some examples of how the library and chaincode can be used. These
examples all assume that the I nit () function has been called to create the bootstrap entities
and the caller of I nit() andinvoke() is " %CN% r ank. t homas@xanpl e. cont'. The normal flow
in an application is to create some initial access control lists that will be used to grant or deny
access to the other entities.

Initialization

Callthe Initialization() function to create bootstrap entities when deploying chaincodes.
For example:

i nport "chai ncodeACL"
func (t \*SinpleChaincode) Init(nil, stub shim ChaincodeStublnterface)
pb. Response

{
}

err := chaincodeACL. I nitialization(stub)

Create an ACL

i nport "chai ncodeACL"
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** ACLMyr** .= chai ncodeACL. NewACLManager (nil, stub) // Not specify identity,
use caller's identity as default.

/1 Define a new ACL
**newACL** .= chai ncodeACL. ACL{

"Al'| owAdni ns", Il ACL name

"Allow administrators full access", [/ Description

[]string{"CREATE", "READ", " UPDATE", "DELETE"}, Il Accesses allowed or not

true, // Al owed

[Istring{"%Nobob. dol e@xanpl e. cont', " %OU%exanpl e. com " %GRPYadmi ns"}, //
Initial identity patterns

".ACLs.acl", /] Start with bootstrap ACL

}

/1 Add this ACL with default identity (caller's identify here)
err 1= **ACLMyr**.Create( **newACL** |, nil)

}

You can use the new ACL to modify who can perform certain operations. First, add this new
ACL to the bootstrap group . G oups to allow any administrator to create a group.

Add an ACL to a group

i nport "chai ncodeACL"

{
**groupMgr** := chai ncodeACL. NewG oupManager (nil, stub) // Not specify
identity, use caller's identity as default.
err = **groupMyr**. AddAft er ACL(
". G oups", /1 Bootstrap group name
".Goups. ACL", // Wiich ACL to add after
"Al'l owAdmi ns", // The new ACL to add
ni | /1 with default identity that's frank.thomas
)
}

This adds the Al | owAdm ns ACL to the bootstrap group . G- oups after the initial bootstrap ACL.
Thus this ensures that Frank Thomas can still complete operations on the . G oups group
because the ACL that grants Frank permission is first in the list. Now, anyone who matches the
Al | owAdni ns ACL can complete CREATE, READ, UPDATE, or DELETE operations (they can
now create groups).

Create a group

Administrators can now create a group.

i nport "chai ncodeACL"
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/1 Define a new group.
**new® oup** := chai ncodeACL. G oup{

"Adm nG p", /1 Name of the group
"Admi nistrators of the app", /1 Description of the group

{"YCN% i ll.muller@xanple.cont', " %UCN% van. novak@xanpl e. cont', " %ATTRY% ol e=admi n"

}1
[1string{"Al I owAdmi ns"}, /1 The ACL for the group

}

**groupMgr** .= chai ncodeACL. NewGr oupManager (nil, stub) // Not specify
identity, use caller's identity as default.

err := **groupMyr**.Create( **new&oup** , bob\ _ garcia\ certificate) [/
Using a specific certificate

This call is using an explicit identity (Bob Garcia, by using his certificate) to attempt to create a
group. Because Bob Garcia matches a pattern in the Al | owAdni ns ACL and members of that
ACL can perform CREATE operations on the bootstrap group . G oups, this call will succeed.
Had Jim Silva, who was not in organization unit exanpl e. comnor in the group Admi nG p (which
still doesn't exist), had his certificate passed as the last argument, the call would fail as he
doesn’t have the appropriate permissions. This call creates a group called "Admi nG p" with
initial members of the group being jill. muller@example.com and ivan.novak@example.com or
anyone with the attribute (ABAC) role=admin.

Create a resource

i nport "chai ncodeACL"

{
**newResource** := **chai ncodeACL**. Resour ce{
“transferMarble", // Name of resource to create
"The transferMarbl e chaincode function", // Description of the resource
[Istring{"Al Il owAdm ns"}, // Single ACL for now allow ng adm nistrators
}
**resourceMyr** := **chai ncodeACL**. NewResour ceManager (ni |, stub) // Not
specify identity, use caller's identity as default.
err := **resourceMyr**. Create(resourceMyr, nil) // Using caller's
certificate
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This creates a resource named t r ansf er Mar bl e that the application might use to control
access to the t ransf er Mar bl e chaincode function. The access is currently limited by the
Al'l owAdmi ns access control list.

Check access for a resource

You can use this new resource in your chaincode to allow only administators to transfer a
marble, by modifying the i nvoke() method of the Marbles chaincode as shown in the following
code:

i nport "chai ncodeACL"

func (t \*Sinpl eChai ncode) |nvoke(stub shim Chai ncodeSt ubl nterface)
pb. Response {

**resourceMgr** := **chai ncodeACL**. NewResour ceManager (nil, stub) //
Not specify identity, use caller's identity as default.

function, args := stub. Get Functi onAndParaneters()

fm.PrintIn("invoke is running " + function) /1 Handl e different
functions
if function == "initMarble" { //create a marble

return t.initMrble(stub, args)}

else if function == " **transferMarble**" { //change owner of a specific
mar bl e
**al |l owed** |, err : = **resourceMyr**. **CheckAccess**
("transferMarble", "UPDATE", nil)
if **allowed** == true {

return t.transferMarbl e(stub, args)
el se {
return NOACCESS

}

} else if function == "transferMarbl esBasedOnCol or" { //transfer all
marbl es of a certain color
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Fine-Grained Access Control Marbles Sample

The marbles chaincode application lets you create assets (marbles) with unique attributes
(name, size, color and owner) and trade these assets with fellow participants in a blockchain
network.

This sample application includes a variety of functions to let you examine how to work with
access control lists and groups to restrict functions to certain users.

Overview of the Sample

Pre-requisites and Setup

Implement the Fine-Grained Access Control Marble Sample

Testing the Access Control

Sample Files Reference

Overview of the Sample

The test scenario included in the sample contains the following restrictions in order to manage

assets:

Bulk transfer of red marbles is only allowed by identities having the
"redMar bl esTransf er Per mi ssi on" Fabric attribute.

Bulk transfer of blue marbles is only allowed by identities having the
" bl ueMar bl esTr ansf er Per ni ssi on" Fabric attribute.

Deletion of marbles is only allowed to identities with " del et eMar bl ePer i ssi on" Fabric
attribute.

These restrictions are enforced by implementing the following library methods in the
f gMar bl es_chai ncode. go chaincode:

Create a fine-grained ACL group named bul kMar bl esTr ansf er G oup. This group will
define all the identities which can transfer marbles based on color (bulk transfers):

createG oup(stub, []string{" bul kMarbl esTransferG oup”,
"List of Identities allowed to Transfer Marbles in Bul k",
" %ATTRY edMar bl esTr ansf er Per mi ssi on=t r ue,

YATTRY®I ueMar bl esTransf er Permi ssi on=true", ".ACLs"})

Create a fine-grained ACL named r edMar bl esAcl which provides bulk transfer of red
marbles access to bul kMar bl esTr ansf er G oup:

creat eACL(stub, []string{"redMarblesAcl",

"ACL to control who can transfer red nmarbles in bul k",

“redMar bl esTransf er Permi ssion", "%GRP%ul kMar bl esTransfer G oup", "true",
".ACLs"})

Create a fine-grained ACL named bl ueMar bl esAcl which provides bulk transfer of blue
marbles access to bul kMar bl esTr ansf er G oup:

creat eACL(stub, []string{"blueMrblesAcl",
"ACL to control who can transfer blue narbles in bul k",
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“bl ueMar bl esTransf er Permi ssi on", "%ERPY%ul kMar bl esTr ansf er G oup”, "true",
n i AG_SII})

Create a fine-grained ACL named del et eMar bl eAcl to restrict marble deletion based on
"canDel et eMar bl e=t r ue” Fabric attribute:

creat eACL(stub, []string{"del eteMarbleAcl",

"ACL to control who can Delete a Marble",

"del et eMar bl ePer m ssion", "%ATTRYgel et eMar bl ePer m ssi on=true", "true",
".ACLs"})

Create a fine-grained ACL resource named nar bl e, operations on which are controlled
using the various ACLs we created:

creat eResource(stub, []string{"narble",
"System marbl e resource”,
"del et eMar bl eAcl , bl ueMar bl esAcl , redVar bl esAcl, . ACLs"})

Pre-requisites and Setup

To run the fine-grained access control version of the marbles sample, complete these steps:

1.

Download the fine-grained access control version of the marbles sample. On the
Developer Tools page, open the Samples pane, and then click the download link under
Marbles with Fine-Grained ACLs. Extract this package, which contains . zi p files of the
marbles sample (f gACL_Mar bl eSanpl eCC. zi p), Node.js files to run the sample

(f gACL- NodeJSCode. zi p), and the fine-grained access control library (Fi ne-

Gr ai nedAccessControl Li brary. zi p).

Generate the chaincode package that will be deployed to Oracle Blockchain Platform:

» Extract the contents of the f gACL_Mar bl eSanpl eCC. zi p file to the
f gACL_Mar bl eSanpl eCC directory. The contents of the f gACL_Mar bl eSanpl eCC
directory will be the f gACL_Oper ati ons. go, f gG oups_Oper ati ons. go,
f gMar bl es_chai ncode. go ,f gResour ce_Qper ati ons. go, and go. nod files and
the or acl e. comdirectory.

e From the command line, go to the f gACL_ Mar bl eSanpl eCC directory, and run
GOL11MODULE=0on go mod vendor . This command downloads the required
dependencies and adds them to the vendor directory.

* Compress all the contents (the four Go files, the go. nod file, and the vendor and
or acl e. comdirectories) of the f gACL_Mar bl eSanpl eCCdirectory in ZIP format.
Your chaincode is ready to be deployed to Oracle Blockchain Platform.

Install and deploy the updated sample chaincode package
(f gACL_Mar bl eSanpl eCC. zi p) as described in Use Quick Deployment.

On the Developer Tools page, open the Application Development pane, and then follow
the instructions to download the Node.js SDK.

On the Developer Tools page, open the Application Development pane, and then click
Download the development package.

a. Extract the development package into the same folder with the Node.js files
downloaded with the sample.

b. Inthe networ k. yam file, look for the certificat eAuthorities entry and its
regi strar entry. The administrator's password is masked (converted to ***) in the
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net wor k. yanm when downloaded. Replace this password with the administrator's
clear text password when running this sample.

Register a new identity with your Oracle Blockchain Platform instance:

a. Create a user in IDCS (referred to as <New dent i t y> in the following steps) in the
IDCS mapped to your tenancy.

b. Give this user the CA User application role for your instance.

Implement the Fine-Grained Access Control Marble Sample

Complete the following steps to enroll your new user and implement the ACL restrictions using
the provided Node.js scripts.

1.

Enroll the new user:
node regi sterEnrol | User.js <New dentity> <Password>
Initialization: Initialize the access control lists.

node i nvokeQueryCC.js <New dentity> <Password> <Channel Nane>
<Chai ncodeNanme> ACLInitialization

Create the access control lists, groups, and resources: This creates the ACL
resources described in the overview.

node i nvokeQueryCC.js <New dentity> <Password> <Channel Nane>
<Chai ncodeNane> creat eFi neG ai nedAcl Sanpl eResour ces

Create your test marble resources: This creates several test marble assets - bluel and
blue2 owned by tom, red1 and red2 owned by jerry, and greenl and green2 owned by
spike.

node i nvokeQueryCC.js <Newl dentity> <Password> <Channel Nane>
<Chai ncodeNane> creat eTest Mar bl es

Testing the Access Control

To test that our access control lists are allowing only the correct users to perform each
function, run through some sample scenarios.

1.

Transfer a marble: Transfer marble bl uel from tom to jerry. Because there are no
restrictions on who can transfer a single marble, this completes successfully.

node i nvokeQueryCC.js <New dentity> <Password> <Channel Nane>
<Chai ncodeNane> transferMarble bluel jerry

Transfer a marble as the administrative user: Transfer marble bl uel from jerry to spike.
Because there are no restrictions on who can transfer a single marble, this also completes
successfully.

node invokeQueryCC.js <Adm nldentity> <Password> <Channel Nane>
<Chai ncodeNane> transferMrbl e bl uel spike
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Get history: Query the history of the marble named bl uel. It returns that it was transferred
first to jerry then to spike.

node i nvokeQueryCC.js <Admi nldentity> <Password> <Channel Nane>
<Chai ncodeName> get Hi st or yFor Mar bl e bl uel

Transfer all red marbles: The r edMar bl esAcl ACL allows this transfer because the newly
registered identity has the required "r edMar bl esTr ansf er Per ni ssi on=t r ue" Fabric
attribute, so the two red marbles will be transferred to tom.

node i nvokeQueryCC. js <Newl dentity> <Password> <Channel Nane>
<Chai ncodeNane> transf er Mar bl esBasedOnCol or red tom

Transfer all red marbles as the administrative user: The administrative identity doesn't
have the "r edMar bl esTr ansf er Per m ssi on=t rue" Fabric attribute, so the r edVar bl esAcl
ACL blocks this transfer.

node i nvokeQueryCC.js <Adm nldentity> <Password> <Channel Nane>
<Chai ncodeNane> transfer Marbl esBasedOnCol or red jerry

Transfer all green marbles: By default, only explicitly defined access is allowed. Because
there isn't an ACL which allows for bulk transfer of green marbles, this fails.

node invokeQueryCC.js <New dentity> <Password> <Channel Nane>
<Chai ncodeNane> transfer Mar bl esBasedOnCol or green tom

Delete a marble: The del et eMar bl eAcl ACL allows this deletion because the newly
registered identity has the required " del et eMar bl ePer ni ssi on=t r ue" Fabric attribute.

node i nvokeQueryCC.js <New dentity> <Password> <Channel Nane>
<Chai ncodeName> del ete greenl

Delete a marble as the administrative user: The del et eMar bl eAcl ACL prevents this
deletion because the administrative identity doesn't have the required
"del et eMar bl ePer mi ssi on=t rue" Fabric attribute.

node i nvokeQueryCC.js < Adnminldentity > <Password> <Channel Name>
<Chai ncodeNane> del ete green2

Sample Files Reference

These tables list the methods available in the chaincode and application files included with the
sample.

fgMarbles_chaincode.go

Function Description

initMarble Create a marble

transferMarbl e Transfer a marble from one owner to another based
on name

creat eTest Mar bl es Callsi ni t Mar bl e to create sample marbles for

testing purposes
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Function

Description

creat eFi neG ai nedAcl Sanpl eResour ces

t ransf er Mar bl esBasedOnCol or

del ete
readMar bl e
get Hi st oryFor Mar bl e

Creates the fine-grained access control list (ACL),

groups, and resources required by our test

scenario

Transfers multiple marbles of a certain color to

another owner
Delete a marble

Returns all attributes of a marble based on name

Returns a history of values for a marble

fgACL_Operations.go

Methods Parameters Description
get ACL e name Get a named ACL or read all
ACLs. The user calling the
method must have READ access
to the named ACL.
creat eACL e nane To create an ACL, the user calling
« description the method must have CREATE
. accesses access to the bootstrap resource
. atterns named ". ACLS". Duplicate
pI | d named ACLs are not allowed
« allowe
« BindACLs
« ldentity Certificate
del et eACL e nanme The user calling the method must
have DELETE access to the
named ACL.
updat eACL e nane The user calling the method must
« description have UPDATE access to the
. accesses named resource, and the named
. patterns ACL must exist.
« allowed
« BindACLs
addAft er ACL « acl Name The user calling the method must
«  existingBi ndAcl Name have UPDATE access to the
< newsi ndAcl Nane named resource, and the named
ACL must exist.
addBef or eACL e acl Name The user calling the method must
«  existingBi ndAcl Name have UPDATE access to the
. newBi ndAcl Name named resource, and the named
ACL must exist.
addPat t er nTOACL - acl Name The user calling the method must

Bi ndPat t ern

have UPDATE access to the
named resource, and the named
ACL must exist.

removePat t er nFr omACL

acl Name
Bi ndPatt ern

The user calling the method must
have UPDATE access to the
named resource, and the named
ACL must exist.
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Methods Parameters Description
updat eDescription e acl Name The user calling the method must
o newDesc have UPDATE access to the
named resource, and the named
ACL must exist.
removeBi ndACL - acl Name The user calling the method must

«  bi ndAcl NaneToRenpve

have UPDATE access to the
named resource, and the named
ACL must exist.

addAccess

« acl Name
« accessNane

The user calling the method must
have UPDATE access to the
named resource, and the named
ACL must exist.

renoveAccess

« acl Nane
e accessNane

The user calling the method must
have UPDATE access to the
named resource, and the named
ACL must exist.

ACLInitialization *  none This function is used to initialize
the fine-grained ACL support.

fgGroups_Operations.go

Methods Parameters Description

get Group * nane If name="Get Al | ", it returns all
the groups the identity has
access to. Otherwise, it returns
the individual group details (if
accessible) based on name.
The user calling the method must
have READ access to this group.

createG oup * name Returns success orerror.

e description
e patterns

The user calling the method must
have CREATE access to

«  bi ndACLs bootstrap group". G oup”
del et eG oup e nane The user calling the method must
have DELETE access to this
group.
addAfter G oup e groupName The user calling the method must
«  existingBi ndAcl Name have UPDATE access to this
«  newBi ndAcl Name group.
addBef oreGroup e groupName The user calling the method must

e existingBi ndAcl Nane
«  newBi ndAcl Nane

have UPDATE access to this
group.

updat eDescriptionForGoup =+ groupName The user calling the method must
. newDesc have UPDATE access to this
group.
r emoveBi ndAcl FronGr oup e groupNane The user calling the method must
o bi ndAcl NameToRenove have UPDATE access to this
group.
addMenber sToG oup e groupName The user calling the method must
- pattern have UPDATE access to this

group.
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Methods Parameters Description
r emoveMenber sFrom& oup e groupName The user calling the method must
< pattern have UPDATE access to this
group.
fgResource_Operations.go
Methods Parameters Description
creat eResource ° nane The user calling the method must
« description have CREATE access to the
< bindACLs bootstrap resource named ".
Resour ces". Duplicate named
resources are not allowed.
get Resource ° nane The user calling the method must
have READ access to the
resource
del et eResour ce e nane The user calling the method must

have DELETE access to the
named resource

addAf t er ACLI nResour ce

*  ResourceNane
e existingBi ndAcl Nane
«  newBi ndAcl Narme

The user calling the method must
have UPDATE access to this
resource

addBef or eACLI nResour ce

e ResourceNane
e existingBi ndAcl Nane
«  newBi ndAcl Narme

The user calling the method must
have UPDATE access to this
resource

updat eDescri pti onl nResour c
e

* ResourceNane
«  newDesc

The user calling the method must
have UPDATE access to this
resource

r emoveBi ndACLI nResour ce

e ResourceNane
«  bi ndAcl NameToRenove

The user calling the method must
have UPDATE access to this
resource

checkResour ceAccess

»  ResourceNane
e access

Checks whether the current user
calling the method has the
specified access to the named
resource.
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Run Solidity Smart Contracts with EVM on
Oracle Blockchain Platform

You can run Solidity smart contracts with an Ethereum Virtual Machine (EVM) deployed as a
chaincode on Oracle Blockchain Platform.

The EVM runs Solidity smart contracts in Ethereum networks. The EVM was created through
the Hyperledger Burrow project and integrated into Hyperledger Fabric. This project enables
you to use a Hyperledger Fabric permissioned blockchain platform to interact with Ethereum
smart contracts written in an EVM-compatible language such as Solidity. See: Hyperledger
Fabric EVM chaincode.

The following steps outline the process of running a Solidity smart contract on a provisioned
instance of Oracle Blockchain Platform:

1. Upload the EVM chaincode package into Oracle Blockchain Platform.

2. Deploy the EVM chaincode on a channel.

3. Generate bytecode for a Solidity smart contract by using the Remix IDE.
4

Deploy the smart contract bytecode into the deployed EVM chaincode. Use the address
returned from the deployment to send transactions.

Steps in this topic have been tested with f abri c- chai ncode- evm r el ease- 0. 4 and may not
work with other releases.

Set Up the EVM Chaincode Package

Before you can deploy the smart contract, you must set up the EVM chaincode package.
Complete the following steps to create the chaincode package folder.

1. Download the EVM chaincode package (. zi p file) from the following GitHub repository:
Hyperledger Fabric EVM chaincode.

2. Extract the downloaded file f abri c- chai ncode- evm r el ease-0. 4. zi p.

3. Inthe extracted files, navigate to the f abri c- chai ncode- evm r el ease- 0. 4/ evntc
directory.

4. Delete the go. sumfile and the vendor directory.
5. Vendor all of the dependent Go modules by using the go nod command:

go mod tidy
go mod vendor

6. Navigate to the f abri c- chai ncode-evm r el ease- 0. 4/ emvcc/ vendor/
gi t hub. cont hyper | edger directory.

7. Create the directory f abri c- chai ncode- evni evirecce in the / hyper | edger directory.

8. Move the following folders from the f abri c- chai ncode- evm r el ease- 0. 4/ evntc
directory to the f abri c- chai ncode- evm r el ease- 0. 4/ evntc/ vendor/
gi t hub. coml hyper| edger/ f abri c- chai ncode- evim evntc directory:
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 [address

« /event

e [event manager
/[ nocks

e [/ stat enanager

The directory structure looks similar to the following screen capture when complete:

9. Compress the top-level f abri c- chai ncode- evm r el ease- 0. 4/ evntc folderin . zi p
format and rename it. The following steps use evntc. zi p as the example name.

Deploy EVM Chaincode on Oracle Blockchain Platform
After you create the EVM chaincode package, you deploy it on Oracle Blockchain Platform.

1. Log into the Oracle Blockchain Platform console.
2. Onthe Chaincodes tab, select Deploy a New Chaincode.
3. Select Quick Deployment, and enter the following information:
» Package Label: enter a description of the chaincode package.
* Chaincode Language: GolLang.
* Chaincode Name: enter the name of the chaincode. For example, enter sol i di t ycc.
* Version: vl.
* Init-required: leave this unselected.
* Channel: select the channels where you want to install the chaincode.

* Chaincode source: upload the evirce. zi p package that you created in the previous
steps.

For more details on the Quick Deployment wizard and restrictions on fields such as
Package Label and Chaincode Name, see: Use Quick Deployment.

After you submit your information, the EVM chaincode is visible on the Chaincodes page and
is listed as a deployed chaincode on each channel that you selected to install it on.

Create and Compile Your Solidity Smart Contract

1. Open the browser-based Remix IDE: https://remix.ethereum.org/.

2. If you already have a Solidity smart contract written, import it into Remix.
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If you don't have a Solidity smart contract written, create a Solidity file (. sol file) in Remix
and take one of the following steps:

* If you're familiar with Solidity, create your own smart contract file.

* Use the Si npl eSt or age sample code provided in the Solidity documentation: Solidity:
Introduction to Smart Contracts

« Use the sample code that is being used for this example, which takes the stri ng nane
value as an input and prints the same value as an output string using the set ( nane)
and get () functions.

pragnma solidity ~0.4.0;
contract Myname {
string public yourNare;

function set(string name) public {
your Name = nane;

}

function get() public viewreturns (string) {
return your Name;

}
}

You might see an error message about the default compiler version not matching the
version that you've specified in your smart contract.

Compile your smart contract. Open the Solidity Compiler panel in Remix, ensure that your
smart contract tab is open to select it as the file being compiled, set the compiler version to
the most recent 4.X version, and then select Compile.

& Compile TestOBP sol

After the file is compiled, select the Bytecode icon to copy the bytecode as a JSON
document to your clipboard.

Paste the copied bytecode into a text editor and save it.

Deploy the Smart Contract

In the copied bytecode, the section you need is the "obj ect " field. This is the EVM bytecode of
a sample smart contract.

"object": "608060405234801561001057600080f d5b50610410806100206000396000f 30060
8060405260043610610057576000357¢0100000000000000000000000000000000000000000000
000000000000900463
ffffffff1680634ed3885e1461005c5780636d4ce63c146100c5578063d97d663014610155575b
600080f d5b34801561
006857600080f d5h506100c3600480360381019080803590602001908201803590602001908080
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601f 01602080910402
602001604051908101604052809392919081815260200183838082843782019150505050505091
929192905050506101
€5565h005b3480156100d157600080f d5h506100da6101f f 565b60405180806020018281038252
838181518152602001
91508051906020019080838360005h8381101561011a5780820151818401526020810190506100
f f 5650505050509050

90810190601 1680156101475780820380516001836020036101000a031916815260200191505b
509250505060405180

910390f 35b34801561016157600080f d5h5061016a6102a1565b60405180806020018281038252
838181518152602001
91508051906020019080838360005h838110156101aa5780820151818401526020810190506101
8f 565b505050509050

90810190601 1680156101d75780820380516001836020036101000a031916815260200191505b
509250505060405180

910390f 35b80600090805190602001906101f b92919061033f 565b5050565b6060600080546001
816001161561010002

03166002900480601f 016020809104026020016040519081016040528092919081815260200182
805460018160011615

6101000203166002900480156102975780601f 1061026¢57610100808354040283529160200191
610297565b82019190
6000526020600020905bh81548152906001019060200180831161027a57829003601f 168201915b
505050505090509056

5b60008054600181600116156101000203166002900480601f 0160208091040260200160405190
810160405280929190
818152602001828054600181600116156101000203166002900480156103375780601f 1061030c
576101008083540402
83529160200191610337565b820191906000526020600020905b81548152906001019060200180
831161031a57829003

601f 168201915b505050505081565h828054600181600116156101000203166002900490600052
602060002090601f 01
6020900481019282601f 1061038057805160f f 19168380011785556103ae565b82800160010185
5582156103ae579182
015b828111156103ad578251825591602001919060010190610392565h5b5090506103bb919061
03bf 565b5090565h61
03e191905b808211156103dd5760008160009055506001016103¢5565h5090565b905600a16562
7a7a72305820a990d4
0b57c66329a32a18e847b3¢c18d6c911487f f adf ed2098e71e8caf a0c980029"

In general, the EVM expects two arguments:
e Theto address.

e Theinput bytecode that's necessary in Ethereum transactions.

To deploy smart contracts, the t o field is the zero address, and the i nput is the compiled EVM
bytecode of the contract. Thus, there are two arguments provided to the i nvoke command. The
first one, which was traditionally supposed to be a function name inside the chaincode, is now
0000000000000000000000000000000000000000, and the second argument is the Solidity smart
contract bytecode.

1. To deploy the Solidity smart contract on Oracle Blockchain Platform, you can make the
following REST proxy call to send the two arguments to the EVM.

{

"chai ncode": "<evntc-ccid>",
"args": [
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" 0000000000000000000000000000000000000000" ,
"<byt ecode- of -t he-smart - contract >"

] )

"timeout": O,

"sync": true

The following example uses cURL to deploy the Solidity smart contract to Oracle
Blockchain Platform with the name sol i di tycc.

curl -L -X POST 'https://<hostname>: 443/ r est proxy/ api / v2/ channel s/
<channel name>/transactions' \

-H "Authori zation: Basic dXN cnbhbWJ6cGFzc3dvenx' \

-H ' Content-Type: application/json" \

--data-raw ' {"chai ncode": " <evntc-ccid>","args":
["0000000000000000000000000000000000000000", " <byt ecode- of -t he- snart -

contract>"],"timeout":0,"sync":true}’

2. The response payl oad of the transaction is the contract address for your deployed
contract. Copy this address and save it. The contract address is used when you run smart
contract functions.

In this example, the smart contract address is
66h92979bb66d645371b3247177e4b2513¢ch9834.

There are two ways to interact with a deployed smart contract.
1. Interact by using a hash value of the method and input parameters.

2. Interact by using the method name and input parameters directly.

Interacting With the Smart Contract by Using Hash Values

After you have the smart contract address, you can use the following calls to interact with the
deployed smart contract via the REST proxy.

To run functions, you use invoke and query transactions but with different parameters. The
sample contract contains two functions: get and set .

In these transactions, the t o field is the contract address and the i nput field is the function
execution hash concatenated with any of the required arguments.

You must acquire the hash of the function execution to run a transaction. A simple way to do
this is to run the functions in the Remix IDE and to then copy the hash from the transaction
logs:

1. Inthe Remix IDE, open the Deploy and Run Transactions panel. Ensure that your
contract is selected in the Contract field, and select Deploy.
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DEPLOY &RUNTRANSACTIONS & % @

JavaScript VM

0x5B3._eddC4 (100 ether)

3000000

0 wei

Myname - browser/TestOBPsol % i

Deploy.

After the deployment completes, the contract will be listed in the Deployed Contracts list.

Expand the contract in the Deployed Contracts list. The smart contract functions are
listed.

Run a transaction. For the provided example, enter or acl e and then select set.

The Terminal window shows the transaction logs. If the transaction logs are minimized,
expand them by selecting the log. Copy the value of the i nput field (which is the function
execution hash) by selecting the icon next to it. Save this value to the same location as
your contract address, removing the leading 0x.

Deployed Contracts

After you have the function execution hash and the contract address, you can run the set
transaction on Oracle Blockchain Platform using the hash and address as the raw data
arguments.

--data-raw ' {"chai ncode": " <chai ncodenane>", "args":

["<contractaddress>", "<setfunctionexecutionhash>"]}"

The following example shows how to run the transaction by using cURL.:

curl -L -X POST 'https://<hostname>: 443/ r est proxy/ api /v2/ channel s/
<channel name>/ transactions' \

-H "Authori zation: Basic dXN cnmbhbWJ6cGFzc3dvenx' \

-H ' Content-Type: application/json" \

--data-raw ' {"chai ncode":"soliditycc", "args"
["66092979bb66d645371b3247177e4b2513ch9834", " 4ed3885e0000000000000000000000
000000000000000000000000000000000000000020000000000000000000000000000000000
00000000000000000000000000000066f 7261636c6500000000000000000000000000000000

00000000000000000000"] }"

Open the Oracle Blockchain Platform console and check that the transaction is listed in the
ledger.

To run another transaction such as a query by using the smart contract's get function, you can
generate the function execution hash in Remix and then combine it with the contract address:
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1. In Remix on the Deploy and Run Transactions panel, ensure that your contract is still
listed under Deployed Contracts. If not, redeploy it.

2. Select get. Retrieve and save the input from the transaction as you did with the set
transaction, removing the leading 0x.

Deployed Contracts

3. Use this transaction hash and the contract address to run a query transaction against the
chaincode deployed on Oracle Blockchain Platform.

--data-raw ' {"chai ncode": " <chai ncodenane>", "args":
["<contractaddress>", "<getfunctionexecutionhash>"]}"

The following example shows how to run the transaction by using cURL:

curl -L -X POST 'https://<hostname>: 443/ r est proxy/ api / v2/ channel s/
<channel name>/ chai ncode- queries' \

-H "Authori zation: Basic dXN cnbhbWJ6cGFzc3dvenE=" \

-H 'Content-Type: application/json' \

--data-raw ' {"chai ncode":"soliditycc", "args":
["66092979bb66d645371b3247177e4b2513ch9834", "6d4ce63c"] }'

The returned payload will contain the asset being queried, which in the example case is
the string or acl e.
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