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Using Oracle CASB Cloud Service is comprehensive documentation that supports the
monitoring and the remediation of security threats to cloud applications using Oracle CASB
Cloud Service.
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Documentation Accessibility
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Oracle customers that have purchased support have access to electronic support through My
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Certified Browsers
For the best user experience, and highest security protections, access Oracle CASB Cloud
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Related Resources
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Conventions
The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Part I
Getting Started

Learn about the first things you need or want to do with Oracle CASB Cloud Service.

Chapters:

• Oracle CASB Cloud Service



1
Oracle CASB Cloud Service

Learn about the basic components of Oracle CASB Cloud Service and how they monitor
cloud services to identify suspicious activity early.

Topics:

• Typical Workflow for Oracle CASB Cloud Service

• How to Begin with Oracle CASB Cloud Service

• Setting Up a Primary Tenant Administrator

• Accessing Oracle CASB Cloud Service Using Universal Credits

• About Cloud Security Monitoring

• About Risk Detection in the Oracle CASB Cloud Service Console

• A Tour of the Oracle CASB Cloud Service Console

• Task Overview: Starting to Monitor Cloud Applications

Typical Workflow for Oracle CASB Cloud Service
With Oracle CASB Cloud Service, you can perform tasks such as learning about cloud
security monitoring, risk detection, and the Oracle CASB Cloud Service console, and using
Oracle CASB Cloud Service.

Task Description Additional Information

Start using Oracle CASB Cloud
Service

You can learn what you need to
do to begin using Oracle CASB
Cloud Service.

How to Begin with Oracle CASB
Cloud Service

Learn how to create a primary
tenant administrator.

You can create another primary
tenant administrator for your
Oracle CASB Cloud Service
tenant.

Setting Up a Primary Tenant
Administrator

Use universal credits to access
Oracle CASB Cloud Service

You can learn how to access
Oracle CASB Cloud Service
using universal credits.

Accessing Oracle CASB Cloud
Service Using Universal Credits

Understand cloud security
monitoring.

You can learn how Oracle CASB
Cloud Service gives you visibility
into the security of your cloud
applications and services to help
ensure that your critical data is
secure.

About Cloud Security Monitoring

Understand managing risks You can learn the different types
of risks that Oracle CASB Cloud
Service detects and how to
manage them.

About Risk Detection in the
Oracle CASB Cloud Service
Console

1-1



Task Description Additional Information

Understand the Oracle CASB
Cloud Service Console.

You can learn about the major
screens and the functions they
provide in the Oracle CASB
Cloud Service console.

A Tour of the Oracle CASB
Cloud Service Console

Start monitoring cloud
applications..

You can get started with using
Oracle CASB Cloud Service to
monitor your cloud applications.

Task Overview: Starting to
Monitor Cloud Applications

How to Begin with Oracle CASB Cloud Service
To get started with Oracle CASB Cloud Service, you must request a trial or paid
subscription.

To begin using Oracle CASB Cloud Service:

1. Sign up for a free credit promotion or purchase a subscription.

See Request and Manage Free Oracle Cloud Promotions or Buy an Oracle Cloud
Subscription in Getting Started with Oracle Cloud.

2. Access Oracle CASB Cloud service.

See Accessing Oracle CASB Cloud Service Using Universal Credits

3. Set up the primary tenant administrator for Oracle CASB Cloud Service user.

See Setting Up a Primary Tenant Administrator.

4. Learn more about user accounts and roles.

After you have set up the primary tenant administrator, you can set up additional
administrators with limited privileges - or you can hand off that task to the primary
tenant administrator you created.

See Managing Oracle CASB Cloud Service Administrators.

Oracle CASB Cloud Service can also be requested in non-metered model. See Buying
a Nonmetered Subscription to an Oracle Cloud Service in Getting Started with Oracle
Cloud.

Setting Up a Primary Tenant Administrator
One of the very first tasks to perform in Oracle CASB Cloud Service is to set up the
person who will have primary long-term responsible for managing the service as a
tenant administrator.

Note:

A primary tenant administrator can be set up automatically, by having that
person be the first to log in to Oracle CASB Cloud Service after the person
who receives the welcome email logs in.
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The first person who receives the initial email with the first login information for Oracle CASB
Cloud Service is designated as the root tenant administrator. Typically, this person is not the
same person who will have primary long-term responsibility for administering the service. If
that is the case in your organization, it is important for the first person who works with Oracle
CASB Cloud Service to correctly set up that second person - the primary long-term
administrator - as a tenant administrator.

Note:

The tenant administrator role has full permissions to view and change everything in
the service. See About Administrator Roles.

1. Identify the person who will have long-term responsibility for managing Oracle CASB
Cloud Service and gather this information:

• First name.

• Last name.

• Email address.

Note:

This email address must not contain the percent sign character (“%”).

2. Add the new tenant administrator as a user in Oracle Cloud My Services portal.

See Adding an Administrator through Oracle Cloud MyServices Dashboard.

3. Create an administrator in Oracle CASB Cloud Service, with the tenant administrator role.

See Adding an Administrator through the Oracle CASB Cloud Service Console.

Performing this task causes a "welcome" email to be sent to the new tenant
administrator, with the login URL and the login user name (the user's email address).

Note:

The user's login credentials will be the same for Oracle CASB Cloud Service
and for Oracle Cloud My Services dashboard. The password does not appear
in the "welcome" email.

4. Verify that the new tenant administrator is able to successfully log in to the Oracle CASB
Cloud Service console:

• Directly, using the login URL provided in the "welcome" email.

• Indirectly, through the Oracle Cloud My Services dashboard.
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Accessing Oracle CASB Cloud Service Using Universal
Credits

Follow the directions in the “Welcome to Oracle Cloud” emails, then access Oracle
CASB Cloud Service by setting up an Oracle CASB account.

Although integrating Oracle CASB Cloud Service with Oracle Identity Cloud Service is
not required in order to access Oracle CASB Cloud Service using universal credits, it
is recommended:

• If you need to integrate Oracle CASB Cloud Service with Oracle Identity Cloud
Service, log in to  My Oracle Support to log your service requests and get help.

• For information on other ways of contacting Oracle Support, see Contact Oracle
Support.

If you are the initial identity domain administrator or service administrator, Oracle
Cloud sends you a “Welcome to Oracle Cloud” email that lets you activate your
services. After your services are activated, Oracle Cloud sends you a second
“Welcome to Oracle Cloud” email that contains your user name, your temporary
password, the cloud account (identity domain), and the URL for the My Services
application. The first email is optional and you may receive the second email with your
credentials directly as well without any activation.

Through the cloud account (identity domain), you control the accounts of users who
need access to service instances, as well as the features that authorized users can
access.

1. When you receive your first “Welcome to Oracle Cloud” email (“Welcome to Oracle
Cloud. Setup your account.”), click the Activate My Services button.

This causes the second email to be sent.

Note:

If you have just recently signed up on Oracle Cloud, you may not receive
the first “Welcome to Oracle Cloud” email, but only receive the second
email with access credentials.

2. When you receive your “Welcome to Oracle Cloud!” email (“Welcome to Oracle
Cloud. Your Oracle Public Cloud Services are ready for use…”):

a. Under Access Details, note the values of Username, Temporary Password,
and Cloud Account.

You will need these values to log in to Oracle Public Cloud (My Services
Dashboard) and access Oracle CASB Cloud Service.

b. Click the Get Started with Oracle Cloud button.

3. In the Oracle Cloud Account Sign In dialog box, enter the User Name and
Password values from the email and click Sign In.

4. On your first login, you are prompted to change your password:

a. Enter your Old Password (the one you just used from the email).
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b. Review the Password Criteria to the right.

c. Enter your New Password, then enter the same password in the Confirm New
Password field, and click Submit.

5. After logging in, on the Dashboard for Oracle Cloud My Services, click the Customize
Dashboard tile.

6. In the Customize Dashboard dialog box:

a. Scroll down to the Security section.

b. Next to Oracle CASB, click Show.

c. Close the Customize Dashboard dialog box.

The Oracle CASB tile now appears on the Dashboard.

7. In the Oracle CASB tile, click the Menu icon  and select Open Service Console to
access the Oracle CASB Cloud Service Console.

This logs you in to the Oracle CASB Cloud Service and takes you to the Dashboard in
the console.

8. If you are not logged in to the Oracle CASB Cloud Service console after the previous
step, but the Oracle CASB login screen appears, it means that Oracle CASB Cloud
Service is not integrated with Oracle Identity Cloud Service:

a. Do not click the Sign in with Oracle Cloud Account link.

b. Enter the Username from the second “Welcome...” email and click Next.

c. Enter the temporary Password from the second “Welcome...” email and click Sign
in.

You can now create administrator accounts for Oracle CASB Cloud Service, add users, and
set permissions. See Adding an Administrator through the Oracle CASB Cloud Service
Console.

For instructions on logging in routinely to Oracle CASB Cloud Service, see Signing In.

Applications Available through Universal Credit Model (UCM)
Learn which applications can be monitored in Oracle CASB Cloud Service through UCM.

The applications listed below can be monitored by Oracle CASB Cloud Service through a
UCM subscription.

Category Applications

Infrastructure as a Service
(IaaS)

• Amazon Web Services (AWS)
• Azure
• Oracle Cloud Infrastructure (OCI)

Software as a Service
(SaaS)

• Office 365

Oracle Software as a
Service (OSaaS)

• Oracle ERP Cloud
• Oracle HCM Cloud
• Oracle Sales Cloud
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When CASB Cloud Service Is Integrated with Oracle Identity Cloud
Service

Understand how users must be added, and how the user login experience is different,
once CASB Cloud Service is integrated with Oracle Identity Cloud Service.

Adding Users and Assigning the Oracle CASB Application to the User

An Oracle Cloud Account administrator can add users and assign roles on the My
Services Dashboard. See Create a Cloud Account User and Assign Roles to a User.
Please ensure you have assigned the CASB Administrator role to the user. To assign
the CASB Administrator role, while assigning roles to the user, filter the service list for
CASB, click the box under CASB, and select the CASB_Adminstrator role. Follow the
steps below to add the CASB Application to the newly added User.

1. Log in to Oracle Identity Cloud Service.

• To log in from the Oracle CASB Cloud Services administrative console:

a. Click My Services from the Navigation menu. If the Navigation Menu is
not displayed, click the Navigation Menu icon  to display it.

If you don't see the My Services menu option, you are not subscribed to
Oracle CASB Cloud Service through universal credit model (UCM). To
start subscribing, see Accessing Oracle CASB Cloud Service Using
Universal Credits.

Note:

To open MyServices console in a new browser window or tab,
right-click My Services and select Open Link in a New Window
or Open Link in a New Tab.

b. If you were not already logged in to Oracle Identity Cloud Service, enter
your login credentials when prompted.

• To login directly through your browser:

a. Navigate to https://cloud.oracle.com.

b. Click Sign In.

c. On the Cloud Account page, enter your cloud account name and click
My Services.

d. At the Oracle Cloud Account Signin prompt, enter your User Name and
Password, then click Sign In.

• If you are not logged in to Oracle Identity Cloud Service, you are taken to the
Oracle Identity Cloud Service Sign In page. Enter your cloud account details
from the "Welcome..." email. The Oracle Cloud My Services Dashboard is
displayed.

2. On the Oracle Cloud My Services Dashboard, click  Users, and then Identity
Console.

3. On the Identity console, the Users page is displayed.
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The newly added user appears in the list.

4. Click the row for the newly added user.

5. Click the Access tab, and then click +Assign .

6. In the Assign Applications tab, select the application with the name the begins with
casb_sso, and then click Assign.

The new user added on the My Services Dashboard will receive a “You've been granted
access to Oracle Cloud services” email with access credentials to My Services
Dashboard.

Any user added on the My Services Dashboard must also be added as an administrator in
the Oracle CASB Cloud Service console with the same email address as the one used in My
Services Dashboard. For information on adding Oracle CASB Cloud Service administrators,
see Adding an Administrator through the Oracle CASB Cloud Service Console.

Note:

The role assigned to a user in Oracle Identity Cloud Service is independent of the
role assigned to the user as an administrator in Oracle CASB Cloud Service. The
role assigned in Oracle CASB Cloud Service determines the functions that the user
is authorized to perform.

Any new user added through the Oracle CASB Cloud Service also console receives a
“Welcome to Oracle CASB Cloud Service” email, with a user name and a link to access
Oracle CASB Cloud Service. Clicking the link takes the user to the Oracle Cloud Account
Sign In dialog box, where the user enters the My Services credentials received in the “You've
been granted access to Oracle Cloud services” email. The user is then logged in to the CASB
Cloud Service Console.

Accessing Oracle CASB Cloud Service

If you access Oracle CASB Cloud Service through bookmarks, or directly through the Oracle
CASB Cloud Service page link, you go through one of these actions:

• If you are already logged into Oracle Cloud My Services, then you are taken directly to
the Dashboard page in the Oracle CASB Cloud Service console.

• If you are not logged in to Oracle Cloud My Services, then you are taken to Oracle Cloud
sign in. At this point, enter your Oracle Cloud Account Username and password and click
Sign In. You are now taken to the Dashboard page in the Oracle CASB Cloud Service
console.

• If you access Oracle CASB Cloud Service using links like https://loric.palerra.net
or https://loriceu.palerra.net, then you will see the Oracle CASB Cloud Service
login page.

At this point, click Sign in with Oracle Cloud Account. You are taken to the Oracle
Cloud Sign In page. Then set the Account Type to Cloud Account with Identity Cloud
Service and enter your cloud account details from the “Welcome...” email.

This takes you to the Oracle Cloud My Services login. Enter your My Services
credentials. You are now taken to the Dashboard page in the Oracle CASB Cloud
Service console.

If you have not integrated Oracle CASB Cloud Service with Oracle Identity Cloud Service,
then login to Oracle CASB Cloud Service through bookmarks can only be done by entering
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your Username and Password on the login screen. Do not click the Sign in with
Oracle Cloud Account link.

About Cloud Security Monitoring
Understand key concepts in security monitoring, and how Oracle CASB Cloud Service
processes different types of risks.

Oracle CASB Cloud Service gives you visibility into the security of your cloud
applications and services to help ensure that your critical data (for example, financial
data, communications, and personal information) is secure.

Oracle CASB Cloud Service classifies the risks that it detects into one of these
categories:

Risk Description

Weak or noncompliant
Security control

These are security-related settings in the application.
Examples: Short passwords, long idle session timeouts,
permissions that need to be more restrictive, insecure Amazon
Web Services (AWS) S3 bucket encryption settings, weak
AWS network ACLs, and AWS security groups with sensitive
ports exposed to the internet.

Oracle CASB Cloud Service identifies security control values
based on either Oracle CASB Cloud Service's built-in
recommended values or baseline values that you control by
pushing your preferred values to the application instance.

Note:

Monitoring for weak security
settings is only supported for
Amazon Web Services.

For more information, see Weak Security Control Values in
Your Cloud Applications.
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Risk Description

Policy alert A policy is a rule or a guideline (for example, "only people in
Finance can view files in the Finance folder", or "any change
to network access rules must be reviewed"). In Oracle CASB
Cloud Service, you define policies based on particular cloud
services (for example, AWS), resources in the service (for
example, a file or folder), actions (for example, share,
download, or collaborate), and optionally items such as actors,
recipients, whole groups of users, domains, and IP addresses.

Oracle CASB Cloud Service generates an alert when events
that match the policy occur. The console displays a description
of the policy violation and can provide recommendations for
responding to it. You can also configure the alert to be sent to
you through email or SMS.

Examples of conditions that generate an alert:

• Terminating critical servers or services
• Sharing files tagged as "Confidential" with someone

outside of your organization's domain
• Making changes to administrator profiles, access controls,

or network routing
• Changing data loss prevention (DLP) policies or mail

routing
• Assigning system administrator profiles
For more information, see Policy Alerts (Rule-Based Alerting).

Anomalous behavior Oracle CASB Cloud Service identifies behavior that deviates
from the usual patterns for each user, and assigns a risk score
to the user based on how significant the deviations are and the
type of activities the user is performing.

For example, a user who appears to be traveling larger
distances than normal and accessing their applications from a
large number of new IP addresses will have a higher risk score
than a user who stays within the user’s usual locations and
access IPs.

For more information, see Finding and Analyzing Users at
Risk.

Suspicious behavior Oracle CASB Cloud Service identifies unusual activity that it
classifies as suspicious, regardless of the user's normal
activity.

Oracle CASB Cloud Service also identifies suspicious IP
addresses where activity originates using third-party IP
reputation and network information feeds, as well as your own
IP whitelist and blacklist data. Identifying suspicious IP
addresses can be a key element in discovering threats.

For more information, see Managing Behavioral Anomalies
and Threats

Weak Security Control Values in Your Cloud Applications
Understand the options available in Oracle CASB Cloud Service for detecting and
remediating weak security controls.

Enterprise cloud applications have security-related settings, such as password complexity
requirements and idle session timeouts. Oracle CASB Cloud Service can detect settings that
aren’t strong enough.
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Security settings protect both data and users. For example, when users are allowed to
keep sessions idle for hours at a time, it increases the risk of their accounts being
compromised.

Oracle CASB Cloud Service looks at cloud service configurations and identifies
weaknesses in security both up front (at registration time) and on an ongoing basis to
identify drift, or gradually increasing deviation, from the ideal configuration. There are
two ways you can configure Oracle CASB Cloud Service to monitor for weak security
controls:

• Monitor-only. Oracle CASB Cloud Service reports on these security control
values, but doesn’t change them in the cloud application.

• Monitor and push preferred values to the cloud application. At registration
time, Oracle CASB Cloud Service ensures that your cloud application has your
preferred security configuration values. After registration, Oracle CASB Cloud
Service reports on changes to these values.

Here are a few common settings:

Security
Configuration
Category

Related Setting Types

User passwords • Required number of characters
• Require one or more numbers
• Require one or more special characters
• Require users to reset passwords after a particular number of days

Links to files and
folders, sharing,
collaboration

• Limit the ability of users to invite collaborators
• Limit external user collaboration on folders and files
• Limit use of external links
• Automatically disable shared links after a particular amount of time

Infrastructure • Amazon Web Services (AWS) storage (bucket) encryption settings
• Network access control lists (ACLs)
• Secure ports for security groups (ports not exposed to the internet)

How Oracle CASB Cloud Service Helps with the Security Configuration of Your
Cloud Applications

By default, Oracle CASB Cloud Service alerts you when your applications' security
configurations deviate from a set of stringent values that Oracle CASB Cloud Service
maintains for each supported cloud application.

As an alternative to using the default security configuration, you also can select the
security configuration values that you want to standardize on, and have Oracle CASB
Cloud Service set these values in the application. Oracle CASB Cloud Service
subsequently monitors for changes to these values.

Security configuration monitoring can be especially important if you have many
instances of an application. Oracle CASB Cloud Service can help you be sure that
each application instance has the correct security controls in place.
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Policy Alerts (Rule-Based Alerting)
Understand how you can use policy alerts to identify known risks to critical resources in the
cloud.

Each cloud application you register to be monitored by Oracle CASB Cloud Service has
predefined policies that alert you to the most common types of suspicious activity, specific to
that application type. You can also define policies to alert you to any type of activity that you
consider to be suspicious in your particular environment.

Application Known Risk Characteristics of the Risk

Amazon Web
Services

Changes to highly
privileged identity and
access management
(IAM) user groups

Amazon Web Services is a platform for mission-critical
operations. Proliferation of highly privileged
administrators puts your organization at risk because it
increases the chances that the wrong people can
access your critical infrastructure.

Alerts Based on Policy Definitions

Oracle CASB Cloud Service can monitor for well-understood risks by comparing user activity
in the cloud with policies (sets of rules) that you define.

When Oracle CASB Cloud Service detects behaviors that correspond to these rules, it
produces alerts that describe the policy violation and can provide recommendations for
responding to them.

Policy alerts are important because extremely sensitive operations should be watched
closely. For example, you need to know immediately if someone performs any of the following
actions:

• Modifying AWS identity and access management (IAM) security groups, roles, SAML
identity providers, and assets tagged as "production"

• Modifying Office 365 data loss prevention policies or email routing configurations

Anomalous Behaviors and IP Addresses
Understand what behavioral risks are and how Oracle CASB Cloud Service detects them.

Because your employee base, business partners, and vendors change continuously, and
because attack patterns can be complex, Oracle CASB Cloud Service automatically detects
behavioral risks.

Oracle CASB Cloud Service monitors what every user is doing in and across your cloud
applications. By doing this, it builds a behavioral baseline or profile of what’s normal for each
user (end users, privileged users, and API identities) that connect to the clouds. Oracle CASB
Cloud Service alerts you when it detects any user who performs actions that deviate from the
baseline of what is normal for that user.

Even when Oracle CASB Cloud Service doesn’t have a baseline for a user (for example,
when it starts to monitor a new user), it can compare the user's behavior with a set of initial
baselines.

Examples of anomalous behavior and other user behavior risks:
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• A user logs in from multiple or unusual IP addresses and geographical locations
within a short time. When a user or program accesses an application from
unexpected geographical locations, this is an indicator that an attacker is moving
(hopping) around to different locations. Typically, this type of hopping is done as a
masquerade; the attacker is actually stationary.

• The user has an unusual number of logins within a limited amount of time. When
you combine access from diverse geographical locations with rapid successive
logins to your cloud application, this could be a sign of trouble.

• An administrator makes an excessively large number of changes to an
application's settings.

• A user logs in from an IP address that is on a public blacklist. It is known to be a
source of malicious activity.

• A user logs in from a network that protects the user's actual location through use
of anonymizing proxies.

• Users access your applications from locations where you know you don’t have any
users.

• There’s a dramatic rise in the rate of administrative changes within an application.

• There’s a dramatic rise in the rate of access attempts by a user across
geographically dispersed locations.

Oracle CASB Cloud Service notifies you of these behaviors, with supporting data,
content, and graphics to enable you to further investigate these activities. In addition,
Oracle CASB Cloud Service automatically detects when a blacklisted IP address
accesses a monitored application. You also can define new IP address black- and
whitelists in Oracle CASB Cloud Service. For more information, see Putting IP
Addresses on Blacklists or Whitelists.

Finally, Oracle CASB Cloud Service can use directory metadata to track users across
their different cloud applications as well as within a particular application.

Threat Categories

Oracle CASB Cloud Service threat categories include:

IP hopping. People and programs can make use of anonymizers that attempt to
disguise the client computer that’s accessing a cloud application. Oracle CASB Cloud
Service generates a threat event when it detects evidence of IP hopping, which is an
indicator of anonymized access.

Brute force attacks. Failed logins are a common occurrence. However, a change in
rate of failed logins or a very high number of them can indicate a common attack
known as a brute force attempt to guess a user's password.

User behavior risk. A combination of factors can draw suspicion, including the
apparent geographical distance traveled, number of accessing IP addresses, and
failed logins in a particular time frame.

Administrator behavior risk. An unusual number of administrative changes can be
indicative of an insider threat or a hijacked account.

About Reports
Understand how reports in Oracle CASB Cloud Service provide information on usage
trends, independent of risk detection.
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In addition to giving you insight into risks to your cloud applications, Oracle CASB Cloud
Service provides visibility into general usage patterns, regardless of whether an actual risk is
detected. This insight helps you understand how your applications are being used.

You can run predefined global reports, plus reports on multiple indicators for registered
applications. You can also create and run custom reports to analyze trends that aren’t
provided in the built-in reports.

For more information on reports, see Creating and Running Reports.

About Data Retention
Understand the time period covered for data displayed in Oracle CASB Cloud Service, and
what happens to older data.

Oracle CASB Cloud Service continuously ingests new data for all the cloud applications that
you have registered. The time period for which you are viewing data in the console depends
on how long ago you registered the application.

• Initially you may see no data at all for an application, because events are being ingested
only as they occur.

• After a while you see data from the time at which you registered the application, up to
the present.

• After 90 days you see data from the past 90 days. Data older than 90 days is
automatically purged.

About Risk Detection in the Oracle CASB Cloud Service
Console

Understand the different types of risks that Oracle CASB Cloud Service detects, and how you
can search for and manage them.

All risks detected appear in Risk Events. Oracle CASB Cloud Service generates a risk event
for every type of security problem that it detects. It displays details about these events in the
Risk Events page.

Related Topics:

• Risk Summaries: The Dashboard Summary Tab

• Risks Specific to Each Application: The Applications Page

• Risks to Users

• Risks for Access IPs and Clients

• Searching For and Viewing Risks

• Managing Different Types of Risks

A Tour of the Oracle CASB Cloud Service Console
Get familiar with the major screens and the functions they provide in the Oracle CASB Cloud
Service console.
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Dashboard
Get familiar with the layout of the Dashboard, the Oracle CASB Cloud Service landing
page.

Accessing the Dashboard

After your first login to Oracle CASB Cloud Service, the Dashboard is the first thing
you see in the Oracle CASB Cloud Service in later logins. If the Dashboard is not
displayed, select Dashboard from the Navigation menu. If the Navigation Menu is
not displayed, click the Navigation Menu icon  to display it.

Working with the Dashboard

In the row of tiles at the top of the Dashboard, the Add/Modify App tile takes you to
the Register an app instance wizard on the Applications page. There you can add,
or register a new application instance to be monitored, or select an application
instance to be updated.

The rest of the tiles in the row at the top of the Dashboard provide counts of the total
number of registered application instances in each risk level or status. Click a tile with
a non-zero entry to go to the Applications page, showing only registered applications
in that risk level or status:

•  — Status: Application instance is unreachable.

•  — High risk level. A threat has been detected.

•  — Medium risk level. Some items require investigation, but no behavioral
threats or malicious IP address accesses.

•  — Low risk level. Few or no issues require attention.

•  — Status: You or another administrator recently added this application
instance. Oracle CASB Cloud Service is collecting initial data.

The Access Map displays symbols that indicate points of origin for events:

•  — Indicates a cluster of normal events. Click this symbol to see individual
normal events.

•  — Indicates an individual normal event.

•  — Indicates a cluster of suspicious events. Click this symbol to see
individual suspicious events.
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•  — Indicates an individual suspicious event.

Click links in the summary information to see more details.

• Click a large circle symbol to zoom in until you can see smaller circle representing
individual events.

• Click a smaller circle symbol to see summary information about the access.

• Click links in the summary information to see more details.

• Select the type of events - all events, normal events, or suspicious events from the
Filter drop-down list.

Note:

Oracle CASB Cloud Service remembers this selection for the current session.

• Click the Help icon  in the upper-right corner to see online help about the suspicious
and normal IP addresses that are represented by the dots on the Access Map.

The Health Summary: All Application Instances card summarizes potential threat
information across all registered application instances.

• Click any non-zero entry in that Health Summary: All Application Instances card to
see a detailed report.

• Click the Help icon  in the upper-right corner to see online help about the suspicious
and normal IP addresses that are represented by the dots on the Access Map.

The other summary cards on the Dashboard, such as Suspicious and normal IP
addresses, display statistics for specific types of activity that may or may not be suspicious.
For each summary card, you can:

• View the summary statistics displayed.

• Hover over parts of the card to see additional information in pop-ups, and to identify links.

• Click any link in the card to see more detailed information.

• Click the Help icon  in the upper-right corner to see online help about the type of
information displayed in the card.

Note:

If you total up the number users in the User risk levels tile, you will get the total
number of users currently being monitored in all of the cloud applications that are
registered in Oracle CASB Cloud Service. This number may be much smaller than
the total number of users in your organization, especially if your organization has
just started using Oracle CASB Cloud Service.

You never have to create users in Oracle CASB Cloud Service, or import users from
some other source. Users automatically enter the system when they are detected in
actions that they take in cloud applications that are being monitored. Typically the
total number of users that appear in Oracle CASB Cloud Service is a lot less than
the total number of users in your organization.
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Threats
Learn how to filter threats that are displayed in Risk Events, and how to view details
for a threat.

Accessing the Threats Display for an Application Instance

To quickly display threats for a particular application instance:

1. To display the Health Summary card for an application instance, go
to Applications and click the application instance tile.

2. Click the nonzero entry for Threats.

If the Threats entry is zero, there aren’t any threats that were detected for that
application instance at this time.

Working with the Threats Display for an Application Instance

The App Details page displays risk events for an application instance which Oracle
CASB Cloud Service has identified as threats.

• Filter the risk events that are displayed:

1. Click the Filter icon  at the upper right.

2. Set any combination of filters to focus on specific groups of risk events.

– Risk Level — high-, medium-, or low-risk events.

– Category — a single risk event category.

– Date Range — risk events logged in a specific date range.

Note:

Date ranges labeled “Last # days” all start at midnight on the first
date, and end at the present moment. “Last 1 day” includes all of
yesterday.

– Status — open or resolved risk events.

3. Click Search.

The search results now display all risk events matching your filter settings.

Note:

The filter icon is highlighted to indicate that you are viewing a subset
of the risk events. If you return to the Risk Events page in the same
session, or later in another session, the events remain filtered.

• Hover over icons in the RISK LEVEL column to see a description of the risk level.

• Click a column heading that has up and down arrows next to it to sort the table on
that column.
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• Drop down the Action list in the ACTION column to see available actions for the risk
event. Actions you will see:

– Dismiss — This option dismisses the risk event, when you do not view it as a threat.

– View threat — This option details the reasons that the event appears to be a threat
and shows charts and a map to help you analyze the threat.

• In the Top Risk Activities area at the top left:

– View summary statistics for the top risk activities.

– Filter the list of risk events by clicking Security controls, Threats, or Policy alerts.

• In the Risks by Category chart at the top:

– View the counts of different types of threats.

– Hover over a number to see the percentage value.

– Click a number to filter the list of risk events to show only that type of threat.

• View summary statistics for Data Processed in the Last 90 Days at the upper right.

For more information about threats, see Finding and Analyzing Users at Risk, and 
Remediating and Dismissing a Suspicious Activity Threat.

For definitions of the different risk types in Oracle CASB Cloud Service, see Different Types
of Risk That Oracle CASB Cloud Service Monitors.

Applications
Learn how the Applications page is used.

Accessing the Applications Page

If the Applications page is not displayed, select Applications from the Navigation menu. If
the Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

Working with the Applications Page

The Applicationspage is where you register and update the cloud applications that Oracle
CASB Cloud Service monitors. Applications lets you register application instances, modify
the settings on an application instance that's already registered, and view the Health
Summary for an application instance.

• Use the icons at the top to filter the list of application instances by risk level or status —
click any icon with a non-zero number beside to show only:

–  — Status: You or another administrator recently added this application instance.
Oracle CASB Cloud Service is collecting initial data.

–  — Status: Application instance is unreachable.

–  — High risk level. A threat has been detected.

–  — Medium risk level. Some items require investigation, but no behavioral threats
or malicious IP address accesses.

–  — Low risk level. Few or no issues require attention.
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If you return to the Applications page in the same session, or later in another
session, the application instances remain filtered.

• Use the Search icon  to display only application instances with names that
contain the text that you enter.

For example, enter aws to display only application instances with “aws” in their
names. Depending on how you name your application instances, these may or
may not be AWS application instances.

• Explore the two different views available for the Applications page.

– The very first time you access the Applications page, it opens in card view,
with each application displayed in a square card.

– In card view, you click the card for an application instance to view the Health
Summary information, which contains a menu that lets you modify settings for
the application instance.

– Use the view switcher tool  to switch to grid view, with each
application instance displayed in a separate row.

– In grid view, the Health Summary information is displayed in the row for the
application instance, and a drop-down Action  menu lets you modify settings
for the application instance.

– Use the view switcher tool  again to switch back to card view.

When you return to the Applications page in the same session, or later in
another session, the last selected view is retained.

• In card view:

– View summary statistics at the top, indicating counts of new and unreachable
application instances, and application instances with high, medium, and good
threat levels.

– Click the Search icon  to search for specific application instances.

– Hover over the risk indicator icon in the top left of an application instance card
to see a description of the risk level.

– Click the card for an application instance to display the Health Summary card
for that instance.

From the Health Summary card:

* Click View Details to see a summary of all activity on that application
instance.

* Click one of the non-zero Top Risk Activities to see detailed information
for that activity.

– To add or register a new application instance, click the Add/Modify App card.

– To modify settings for an existing application instance, click the card for the
instance to open its Health Summary card, and then click Modify to display a
list of settings that you can select to modify.

– To delete an application instance, click the card for the instance to open its
Health Summary card, and then click Remove.
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• In grid view:

– View summary statistics at the top, indicating counts of new and unreachable
application instances, and application instances with high, medium, and good threat
levels.

– Click the Search icon  to search for specific application instances.

– Click a column heading that has up and down arrows next to it to sort the table on
that column.

– Hover over the risk indicator icon in the Risk column for an application instance to
see a description of the risk level.

– Drop down the Action menu and select View details to see a summary of all activity
on that application instance.

– View the Health Summary information for that instance in the four columns to the
right of the Instance column.

Click a non-zero number in one of these columns to see detailed information for that
activity.

– To add or register a new application instance, click Add/Modify App at the top left.

– To modify settings for an existing application instance, drop down the Action menu
and select an Update ... option.

– To delete an application instance, drop down the Action menu and select Remove
app instance.

Risk Events
Learn what information is available for each risk in Risk Events.

Accessing Risk Events Page

If the Risk Events page is not displayed, select Risk Events from the Navigation menu. If
the Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

Working with the Risk Events Page

Risk Events displays a risk level icon for every user that Oracle CASB Cloud Service
detects. To view a breakdown of risk-related activity for an individual user, click the user’s
name.

• Set the type of name displayed in the SUMMARY column for risk events that are
triggered by a policy alert.

By default, an internally generated name is displayed. Choosing to display the policy alert
name instead of the internally generated name lets you control what you see in the
SUMMARY column for risk events that are triggered by a policy alert. See Setting Your
Preferences.

• Filter the risk events that are displayed:

1. Click the Filter icon  at the upper right.

2. Set any combination of filters to focus on specific groups of risk events.

– Risk Level — high-, medium-, or low-risk events.

– Category — a single risk event category.
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– Date Range — risk events logged in a specific date range.

Note:

Date ranges labeled “Last # days” all start at midnight on the first
date, and end at the present moment. “Last 1 day” includes all of
yesterday.

– Status — open or resolved risk events.

3. Click Search.

The search results now display all risk events matching your filter settings.

Note:

The filter icon is highlighted to indicate that you are viewing a subset
of the risk events. If you return to the Risk Events page in the same
session, or later in another session, the events remain filtered.

• Hover over icons in the RISK LEVEL column to see a description of the risk level.

• Click a column heading that has up and down arrows next to it to sort the table on
that column.

• Click any row to expand the row to show a detailed breakdown of the risk event,
including a recommendation on what to do about it.

• Drop down the Action list in the Action column to see available actions for the
risk event. Some of the actions you may see:

– Dismiss — available if an incident has not yet been created for the risk event.
This option dismisses the risk event, when you do not view it as a threat.

– View threat — available when Oracle CASB Cloud Service has identified the
risk event as a threat. This option details the reasons that the event appears to
be a threat and shows charts and a map to help you analyze the threat.

Reports
Understand what’s available on the Reports page.

Accessing the Reports Page

If the Reports page is not displayed, select Reports from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

Working with the Reports Page

Oracle CASB Cloud Service supplies predefined reports for auditing activity within
Oracle CASB Cloud Service (an audit trail), risks shown in Risk Events. The Reports
page is where you access these reports.

• Click a column heading that has up and down arrows next to it to sort the table on
that column.
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• Click the Run icon in the Action column to run the report.

• Click New Report at the top left to create a custom report that is saved in the reports list.

• Click Report Builder at the top left to create and run an ad hoc query. Ad hoc queries
are not saved in the reports list.

Users
Learn what information is available for each user on the Users page.

Accessing the Users Page

If the Users page is not displayed, select Users from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

Working with the Users Page

The Users area displays a risk score for every user that Oracle CASB Cloud Service
monitors. To view a breakdown of risk-related activity for an individual user.

• Click a column heading that has up and down arrows next to it to sort the table on that
column.

• Click a user’s name to view a breakdown of risk-related activity for that user.

• Click a link in the Reasons column to view detailed information about the reason.

Note:

You never have to create users in Oracle CASB Cloud Service, or import users from
some other source. Users automatically enter the system when they are detected in
actions that they take in cloud applications that are being monitored. Typically the
total number of users that appear in Oracle CASB Cloud Service is a lot less than
the total number of users in your organization.

Jobs
Learn how the Jobs page is used.

Accessing the Jobs Page

If the Jobs page is not displayed, select Jobs from the Navigation menu. If the Navigation
Menu is not displayed, click the Navigation Menu icon  to display it.

Working with the Jobs Page

Exports of more than 1,000 rows of report data to CSV files are processed in the background,
through a job that’s listed in Jobs page. Bulk dismissals of more than 100 risk events are also
processed in the background through the Jobs page.

If there have been no recent large reports exported or bulk dismissals of risk events, the
Jobs page is empty.

• Use the icons at the top to filter the list of jobs by the status — click any icon with a non-
zero number beside to show only:
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– — Status: New jobs that were created.

– — Status: Jobs that failed.

– — Status: Completed jobs.

• Use the Search icon  for a text-based search.

For example, to search for jobs by a particular requestor, enter the email ID of the
requestor.

• Hover over icons in the Status column to see a description of the status.

• Click a column heading that has up and down arrows next to it to sort the table on
that column.

• If the Results column displays a CSV icon  for a job, click it to download the
comma-separated values file that you can open in a spreadsheet program.

For information about exporting large amounts of report data, see Exporting a Report.

Configuration
Learn what functions are available in the Configuration menu.

The Configuration section lets you configure different components that support
Oracle CASB Cloud Service:

• Admin Management: Add Oracle CASB Cloud Service administrators, and
update their admin information or remove them.

• Policy Management: Create policy (rule-based) alerts that, when triggered, add
entries in Risk Events, and optionally send email notifications.

• Import Enterprise Users: Upload directory information to populate user and
group-related widgets, and enable cross-application threat analytics.

• Manage IP Addresses: Add to the suspicious IP addresses that Oracle CASB
Cloud Service ingests from third-party threat feeds, and whitelist IP addresses that
are trusted.

• Threat Intelligence Providers: View third-party threat intelligence providers that
contribute to Oracle CASB Cloud Service's threat analytics (particularly in the area
of suspicious IP addresses).

• Identity Management Providers: View identity providers that are available to
support single sign-on (SSO) that’s implemented in your application instances.

• SIEM Providers: View security information and event management (SIEM)
providers that are supported to receive Oracle CASB Cloud Service data for
further analysis and consolidation with other systems.

• Threat Management: View thresholds that determine when alerts are triggered to
be displayed in Risk Events.

Administrator Management
Learn how to add an administrative users and assign roles to the user.
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This page lists the uses who have administrator privileges in Oracle CASB Cloud Service.

Accessing the Administrator Management Page

If the Administrator Managementpage is not visible, select Configuration, Administrator
Managementfrom the Navigation menu. If the Navigation menu is not displayed, click the
Navigation menu icon to display it

Working with the Administrator Management Page

The Administrator Management displays the list of all the administrative users. Here, you
can view the details of an administrator user, edit the users’ details, reset the users’ password
and delete the user.

To add new administrators, click New Administrator. See Adding an Administrator through
the Oracle CASB Cloud Service Console.

To make changes to existing administrators, click an icon in the ACTION column for that
administrator:

•  - to view detailed information for the administrator.

•  - to reset the administrator's password.

•  - to edit information for the administrator.

•  - to delete the administrator.

Policy Management
Learn about using the Policy Management page to create policy-based alerts.

The Policy Management page displays the existing policies. You can also create new
policies.

Accessing the Policy Management Page

If the Policy Management page is not visible, select Configuration, Policy
Management from the Navigation menu. If the Navigationmenu is not displayed, click
the Navigation menu icon to display it.

Custom policies and Managed policies

The Policy Management page has separate tabs for Custom and Managed policies. The
Custom tab is selected when you open the page.

• Custom policies are completely under your control - you can modify any custom policy
listed and you can create new custom policies.

• Managed policies are maintained by Oracle CASB Cloud Service. You can't create or
modify a custom policy. If you want to modify a managed policy, copy it as a custom
policy and modify the copy.

Working with Custom Policies on the Policy Management Page

Click the Custom tab if it is not already selected.

• Search for custom policies within the list of custom policies displayed:
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1. Click the Search icon  at the upper right to bring up the Search field.

2. Enter a search text and then, press Enter.

The list of policies that match the search text is displayed.

• Toggle the switch in the ENABLED column to enable or disable a policy.

• The ACTION column lists the actions you can take on a policy:

– View: View the selected policy details

– Dismisses all risk events: Dismisses all risk events generated as a result of
this policy.

– Edit: Edit the selected policy

– Delete: Delete the selected policy.

• Click New Policy to create a new policy definition. See Creating Policies and
Managing Policy Alerts

Working with Managed Policies on the Policy Management Page

Click the Managed tab if it is not already selected.

• Search for managed policies within the list of policies displayed:

1. Click the Search icon  at the upper right to bring up the Search field.

2. Enter a search text and then, press Enter.

The list of policies that match the search text is displayed.

• Toggle the switch in the SUBSCRIBED column to enable or disable a policy.

• In the ACTION column, drop down the Action list for a policy to see the actions
you can take on it:

– View: View the selected policy details

– Dismiss all risk events: Dismisses all risk events generated as a result of this
policy

– Copy to Custom: Delete the selected policy

For more information on managed policies, see Working with Managed Policies.

Manage IP Addresses
Learn how to add to the suspicious IP addresses that Oracle CASB Cloud Service
ingests from third-party threat feeds, and whitelist IP addresses that are trusted.

When an IP addresses is blacklisted, an alert is automatically generated when that IP
addresses is detected. For IP addresses that are whitelisted, alerts are suppressed.

Accessing the Policy Management Page

If the Manage IP Addresses page is not visible, select Configuration, Manage IP
Addresses from the Navigation menu. If the Navigationmenu is not displayed, click
the Navigation menu icon to display it.
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Working with the Manage IP Addresses Page

The two tabs on the Manage IP Addresses page — Blacklist and Whitelist lets you add IP
addresses to the respective lists.

• Blacklist tab: Displays all the blacklisted IP addresses, IP address type, the applications
that the IP address applies to, and the date the IP address was added to the list.

• Whitelist tab: Displays all the whitelisted IP addresses, IP address type, the applications
that the IP address applies to, and the date the IP address was added to the list.

For detailed instructions on blacklisting or whitelisting IP addresses, see Putting IP
Addresses on Blacklists or Whitelists.

Threat Intelligence Providers
Learn how the Threat Intelligence Providers page is used.

Accessing the Threat Intelligence Providers Page

If the Threat Intelligence Providers page is not displayed, select Configuration, Threat
Intelligence Providers from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

Working with the Threat Intelligence Providers Page

The Threat Intelligence Providers page subscribes your Oracle CASB Cloud Service tenant
to three of the most up-to-date threat intelligence services, provided out-of-the-box, at no
additional cost.

The data provided by these threat intelligence services gives security administrators and
system and organization control (SOC) analysts additional visibility about threat alerts that
are generated in their respective environments.

Three primary threat intelligence providers are enabled by default:

• Digital Element allows Oracle CASB Cloud Service to better resolve IP addresses to
physical locations, as well as providing information about the relationship between an IP
address and the underlying domain name.

• Tor gives Oracle CASB Cloud Service insight into anonymous proxy usage.

• abuse.ch provides Oracle CASB Cloud Service with detailed information about URL
classification, domain classification, and IP reputation.

It is recommended best practice to keep these threat intelligence services enabled, in order
to provide more details about the threats that are generated in the Oracle CASB console.

SIEM Providers
Learn how the SIEM Providers (Security Information and Event Management) page is used.

Accessing the SIEM Providers Page

If the SIEM Providers page is not displayed, select Configuration, SIEM Providers from the
Navigation menu. If the Navigation Menu is not displayed, click the Navigation Menu icon

 to display it.
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Threat Management
Learn how the Threat Management page is used.

Accessing the Threat Management Page

If the Threat Management page is not displayed, select Configuration, Threat
Management from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

Working with the Threat Management Page

The Threat Management page lists the threat thresholds configured for your Oracle
CASB Cloud Service tenant.

You can't change threat thresholds directly on the Threat Management page. To
request changes in any of the threat thresholds for your Oracle CASB Cloud Service
tenant, contact Oracle Support (http://support.oracle.com).  If you have not registered
yet, you will need your Customer Support Identifier (CSI) in order to register to submit
service request tickets.  As an alternative, you can also contact your Oracle CASB
Customer Success Manager.

Task Overview: Starting to Monitor Cloud Applications
Follow these steps to get started with monitoring your cloud application:

1. Create an Oracle CASB Cloud Service user within your cloud application.

2. Log in to Oracle CASB Cloud Service.

3. Register your cloud services with Oracle CASB Cloud Service.

4. After Oracle CASB Cloud Service completes the initial data collection, check the 
Dashboard and Risk Events for visibility into security-related activity.

5. Take a tour of the Oracle CASB Cloud Service console for a quick overview of
what else you can do.

6. Add a backup tenant administrator.
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Part II
Administrative Tasks

Learn how to perform important administrative functions that you must do right away, and
others that you will return to later.

Chapters:

• Signing In and Managing Your Account

• Managing Oracle CASB Cloud Service Administrators

• Performing Miscellaneous Administrative Tasks



2
Signing In and Managing Your Account

Learn how to sign in to Oracle CASB Cloud Service, how to get help with sign-in problems,
and how to change you’re your user settings, including password.

Topics:

• Typical Workflow for Signing In and Managing Your Account

• Signing In

• Lost Your Password?

• Need Help with Signing In?

• Viewing Your Role

• Setting Your Preferences

Typical Workflow for Signing In and Managing Your Account
You must sign in to access Oracle CASB Cloud Service. If you have problems signing in, then
you can get help. After signing in successfully, you can configure settings for your Oracle
CASB Cloud Service account.

Task Description Additional Information

Sign in to Oracle CASB Cloud
Service.

You can learn how to sign in to
Oracle CASB Cloud Service for
the first time and for subsequent
logins.

Signing In

Recover your password. You can recover your password if
you forget it by requesting a new
one.

Lost Your Password?

Get help with signing in. You can learn about what to do if
you can’t sign in to Oracle CASB
Cloud Service.

Need Help with Signing In?

View your Oracle CASB Cloud
Service role

You can learn how to view your
role after logging into Oracle
CASB Cloud Service.

Viewing Your Role

Manage your account. You can change your password,
choose the time zone that Oracle
CASB Cloud Service uses for
time-stamped information, and
activate or deactivate email
notifications from Oracle CASB
Cloud Service.

Setting Your Preferences
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Signing In
Learn how to sign in to Oracle CASB Cloud Service.

If your organization is using Oracle CASB Cloud Service for the first time, contact a
Support representative or an authorized reseller for a login URL, credentials, and one-
time login code. You will be the root tenant administrator.

If your organization is using Oracle CASB Cloud Service through Oracle Cloud , see 
Accessing Oracle CASB Cloud Service Using Universal Credits.

If your organization is already using Oracle CASB Cloud Service, contact your local
Oracle CASB Cloud Service root tenant administrator for the login URL and
credentials.

Signing In for the First Time
Learn how to sign in to Oracle CASB Cloud Service for the first time.

Note:

If you are accessing Oracle CASB Cloud Service for the first time by signing
up on Oracle Cloud, then follow the instructions in Accessing Oracle CASB
Cloud Service Using Universal Credits for your first time signing in.

If single sign-on is not enabled, then the first time that you sign in, you must provide a
confirmation code. You will receive an email that contains a confirmation code and a
first-time access URL.

1. Click the link for first-time access, enter your email address at the prompt and click
Next.

2. What you see next depends on whether single sign-on (SSO) has been enabled
for Oracle CASB Cloud Service by your root tenant administrator, and what your
role is in Oracle CASB Cloud Service. After SSO is enabled, the root tenant
administrator always has the option of logging in with email and password, or
logging in through SSO.

If you see:

• A Welcome message with a password prompt, but no Sign-in with SSO
button, enter your password and click Sign-In.

When your password is accepted, you next see the Dashboard in the Oracle
CASB Cloud Service console.

• A Welcome message with a password prompt and a Sign-in with SSO
button:

– You may enter your password and click the Sign-In button.

When your password is accepted you next see the Dashboard in
the Oracle CASB Cloud Service console.

– You may also click the Sign-in with SSO button, to go to the single sign-
on identity provider login page. Log in to that identity provider.
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When your login credentials are accepted, you next see the Dashboard in
the Oracle CASB Cloud Service console.

• A single sign-on identity provider login page. Log in to that identity provider.

When your login credentials are accepted, you next see the Dashboard in the Oracle
CASB Cloud Service console.

3. If you see a prompt to Register an App or Run App Discovery when you reach the
Oracle CASB Cloud Service console:

• Select Register an App to go to the Register an App Instance page.

4. When you reach the Oracle CASB Cloud Service console, if you see a prompt
to Register an App or Run App Discovery:

• Select Run App Discovery to go to the Dashboard, App Discovery tab.

Go here if you want to use only Oracle CASB Cloud Service - Discovery.

• Select Register an App to go to the Register an App Instance page.

This is the normal first task for new users of the full functionality of Oracle CASB
Cloud Service. For instructions on preparing and registering an application instance,
see Setting Up Cloud Applications for Monitoring.

Whether or not you are ready to add an application instance, if you are the first
person in your organization to access this console you should add a backup tenant
administrator. See  Adding Oracle CASB Cloud Service Administrators.

5. If you do not see a prompt to Register an App or Run App Discovery when you reach
the Oracle CASB Cloud Service console, here are some tasks you may want to perform:

• View the  Dashboard to see data that Oracle CASB Cloud Service has collected.

• Set your notification preferences. See Setting Your Preferences.

• Take a tour of the Oracle CASB Cloud Service console.

Related Topics:

• Preparing Cloud Applications for Monitoring

• Registering Cloud Applications with Oracle CASB Cloud Service

• Dashboard

• Adding Oracle CASB Cloud Service Administrators

• A Tour of the Oracle CASB Cloud Service Console

Subsequent Logins
Learn how to sign in to Oracle CASB Cloud Service every time after your first login.

After the first time that you log in, you access Oracle CASB Cloud Service in much the same
way as you did on your first login. However, the details of your login steps may change if:

• Your Organization starts using Oracle CASB Cloud Service through Oracle Cloud.

• Your Oracle CASB Cloud Service role changes.

• Single sign-on (SSO) has been enabled since your last login.

• The first application was registered since your last login.

• Your company uses two-factor authentication.
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The steps in Signing In for the First Time should always work, but your path through
those steps might be different.

If SSO is not enabled and your company uses two-factor authentication, at some point
you will be prompted for a confirmation code. See the steps below

Note:

If you are using only Oracle CASB Cloud Service - Discovery, as long as you
never register an application instance in Oracle CASB Cloud Service, you
will always see the prompt to Register an App or Run App Discovery.

To supplement the security offered by your email and password credentials, if SSO is
not enabled, your organization has the option of requiring two-factor authentication.
This means that during a login you’ll sometimes be prompted for a new authentication
code in addition to your email and password. Oracle CASB Cloud Service sends that
authentication code to your email address and it’s valid one time only.

Note:

Even if SSO is enabled, if you are the root tenant administrator and you can
still log in using your email and password. If you do this, you will sometimes
be prompted for a new authentication code during login, if your company
uses two-factor authentication.

1. Follow the steps in Signing In for the First Time.

2. If at any point you receive a prompt to enter a confirmation code:

a. Check the email account you use to log in — look for an email with a
confirmation code.

b. Copy the confirmation code from the email and paste it into the confirmation
page.

c. If you’re sure that no one else can access the computer that you’re using to
log in, select the Trust this computer check box to store the authentication
code, which will remain valid for 30 days.

If you are working from a shared computer, do not select this check box.

d. Click Confirm.

Lost Your Password?
Learn what to do when you lose, or forget your password.

If you forget your password, you can request a new one.

1. Go to the Oracle CASB Cloud Service login page (typically, this URL is
loric.palerra.net)

2. Click Forgot password, enter your email address in the Forgot Password page,
and then click Continue.
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3. Check the email account that you provided to Oracle CASB Cloud Service, and look for a
Oracle CASB Cloud Service password reset message.

Important: If you don’t see this message, contact your local Oracle CASB Cloud Service
tenant administrator or Oracle Support (http://support.oracle.com).  If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order to register to
submit service request tickets.  As an alternative, you can also contact your Oracle CASB
Customer Success Manager..

4. Open the email message, copy the confirmation code in the message body, and then
click the link for your unique password reset URL.

5. In the confirmation page, paste your confirmation code.

6. Create your new password.

7. Log in to Oracle CASB Cloud Service.

Need Help with Signing In?
Learn how to get help if you have trouble signing in.

Help is available, if you need it.

Some common problems with signing in include:

• You must add a rule to your corporate firewall that allows access from *.palerra.net.

• You need similar permission changes to your corporate proxies, VPNs, and load
balancers.

Important: If you continue to have problems with signing in, contact your local Oracle CASB
Cloud Service tenant administrator or Oracle Support (http://support.oracle.com).  If you have
not registered yet, you will need your Customer Support Identifier (CSI) in order to register to
submit service request tickets.  As an alternative, you can also contact your Oracle CASB
Customer Success Manager.

If you send email to Oracle Support, include “Need Help Signing In” in the subject line.

Viewing Your Role
Learn how to view your role after logging into Oracle CASB Cloud Service.

Different administrator roles let you access different features and perform different functions
in Oracle CASB Cloud Service. For more information on the different administrator roles and
their associated privileges, see About Administrator Roles.

To see the administrator role for your login:

1. Log in to the Oracle CASB Cloud Service console.

2. Drop down the menu from the user icon on the top right.

Your administrator role is displayed below your name and login email address.
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Setting Your Preferences
Learn how to change your password and set preferences for notifications, risk events,
and time format.

Note:

Previously these different preferences were separate items in the menu that
you drop down from your user name in the upper-right corner of the Oracle
CASB Cloud Service console. These options are now consolidated into a
single menu item, with no change in functionality of the individual
preferences.

1. Click your user name in the upper-right corner of the Oracle CASB Cloud Service
console and select Preferences from the drop-down menu.

The Preferences page opens.

2. To change your password:

a. Click Change Password in the row of options at the top.

b. Enter your New Password.

c. Enter your new password again in the Confirm Password box.

d. Click Change password.

3. To change your preference on notifications:

a. Click Notifications in the row of options at the top.

b. Change the High risk events setting.

When this setting is on, you receive email notifications for all high risk events.
When it is off, you do not receive these notifications.

c. Click Confirm.

4. To change your preference for the summary displayed for a risk event generated
by a policy alert:

a. Click Risk Preference in the row of options at the top.

b. Select or deselect the For "Policy Alerts" in the Risk Events view, use the
policy name as the Risk Event Summary check box.

When this option is selected, for policy alerts that generate alerts on the Risk
Events page, the policy name (which you can control) is displayed as the risk
event Summary. When it is deselected, risk events generated by policy alerts
display an internal name (which you can’t control) for the risk event Summary.

c. Click Confirm.

5. To change your preference on time format:

a. Click Time Format in the row of options at the top.

b. Select the format you want used:

• UTC — Universal time coordinates, also known as Greenwich mean time.
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• Local time from my browser — the local time your browser uses, which is set in
your computer or network.

c. Click Confirm.

6. To generate API credentials so that you can use the Oracle CASB Cloud Service APIs:

a. Click API Credentials in the row of options at the top.

b. Click Generate Keys.

c. Click Download Keys.

Download the generated keys to a secure location where you will be able to access
them when you need to use the Oracle CASB Cloud Service APIs.

Note:

You can also copy and paste the keys to a secure location.

d. Click Done.
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3
Managing Oracle CASB Cloud Service
Administrators

Add Oracle CASB Cloud Service administrators, reset their passwords as needed, and set
their notification preferences.

Topics:

• Typical Workflow for Managing Oracle CASB Cloud Service Administrators

• About Administrator Roles

• Adding Oracle CASB Cloud Service Administrators

• Resetting the Password for an Administrator

• Modifying an Administrator's Privileges

• Deleting an Administrator

Typical Workflow for Managing Oracle CASB Cloud Service
Administrators

With the administrator management feature in Oracle CASB Cloud Service, you can perform
tasks such as adding and managing administrators.

Task Description Additional Information

Understand the functions that
different administrator roles can
perform.

The administrator role you
assigned determines the
functions that can be performed.

About Administrator Roles

Add Oracle CASB Cloud Service
administrators.

You can add administrators to
Oracle CASB Cloud Service.

Adding Oracle CASB Cloud
Service Administrators

Reset the password for an
administrator.

You can reset the password for
an administrator which forces the
administrator to set a new
password.

Resetting the Password for an
Administrator

Modify privileges of an
administrator

You can modify the privileges of
an administrator through the
Oracle CASB Cloud Service
console.

Modifying an Administrator's
Privileges

Delete administrator accounts You can delete an administrator
through the Oracle CASB Cloud
Service console.

See Deleting an Administrator.
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About Administrator Roles
Understand the functions that different administrator roles can perform in Oracle CASB
Cloud Service.

Oracle CASB Cloud Service provides different roles to make it possible to limit a new
administrator to particular cloud applications and functions in the Oracle CASB Cloud
Service console.

If you are the first Oracle CASB Cloud Service user in your organization, you should
add a backup administrator as soon as possible.

Every Oracle CASB Cloud Service administrator is assigned one of these defined
roles:

• Tenant Administrator: Has all administrator privileges, and adds and manages
other administrators. Only a Tenant Administrator can add and remove
other Oracle CASB Cloud Service users, so it is important to always have at least
one back-up tenant administrator.

The first Tenant Administrator in your organization is known as the root tenant
administrator. This special tenant administrator:

– Can’t be deleted. 

– Is the only tenant administrator that can access Configuration, SSO Settings
to enable single sign-on for Oracle CASB Cloud Service.

• Security Analyst: Creates policies, reviews threat analytics, and monitors the
health of your enterprise. A Tenant Administrator can limit a Security Analyst's
view to particular application instances. This also limits the Security Analyst's
ability to view policies to only those that apply to these application instances. 

• Compliance Manager: Reviews threat analytics, and monitors the health and
compliance of your enterprise.  Compliance Managers cannot view policies.

• SOC Operator: Performs functions required for system and organization control
(SOC) compliance, with limited capabilities.

– Can only access Summary on Dashboard, Apps, Risk Events, Reports
sections of Oracle CASB Cloud Service.

– Can’t drill down from Access Map in Dashboard to see details of mapped
activity.

– Can view details of mapped activity in Risk Events.

– Can’t view any personally identifiable information, including user names or
IDs, IP addresses. resource names, and some activity identifiers. Exception:
can view resource names in Risk Events.

– Can view details for incidents and threats, but any personally identifiable
information, except for object names, is masked, represented by a string of
asterisks (“*****”).

– Can view on the Reports page only reports for Office 365, and for those
reports that are generic for the system (not application-specific).

In addition, all administrators have the option to automatically receive email notification
for high risk events by setting a preference for notifications. See Setting Your
Preferences.
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Adding Oracle CASB Cloud Service Administrators
Add an administrator, with an assigned role and application instances.

Note:

A primary tenant administrator can be set up automatically, by having that person
be the first to log in to Oracle CASB Cloud Service after that person receives the
welcome email:

1. Create the user in MyServices by following steps 1-13 in Adding an
Administrator through Oracle Cloud MyServices Dashboard.

2. Send email to that user with instructions to log in to the Oracle Cloud
MyServices dashboard.

On the first login, the user may be prompted to change the password.

3. While logged in to Oracle Cloud MyServices, on the dashboard, click the
Customize Dashboard tile.

4. In the Customize Dashboard dialog box:

a. Scroll down to the Security section.

b. Next to Oracle CASB, click Show.

c. Close the Customize Dashboard dialog box.

An Oracle CASB tile now appears on the dashboard.

5. In the Oracle CASB tile, click the menu icon and select Open Service
Console to access the Oracle CASB Cloud Service console.

That user is now created as a tenant administrator in both the Oracle CASB
Cloud Service console and in the MyServices dashboard.

In all other cases, all types of administrators must be created manually in both
environments. See:

• Adding an Administrator through Oracle Cloud MyServices Dashboard

•

Only a tenant administrator role can add and remove other Oracle CASB Cloud Service
administrators. A tenant administrator can add other administrators, by using both the Oracle
Cloud MyServices dashboard and the Oracle CASB Cloud Service console.

Note:

Always have at least one backup tenant administrator role assigned, in addition to
the original (root) tenant administrator.
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Caution:

You must add an administrator through both the Oracle Cloud MyServices
dashboard and the Oracle CASB Cloud Service console. If you skip either
task, the new administrator will not be able to log in to Oracle CASB Cloud
Service.

Adding an Administrator through Oracle Cloud MyServices Dashboard
Add an administrator, with an assigned role, through Oracle Cloud MyServices
dashboard.

1. Log in to the Oracle Cloud MyServices dashboard.

a. To log in from Oracle CASB Cloud Services administrative console:

i. Click MyServices from the Navigation menu. If the Navigation Menu is
not displayed, click the Navigation Menu icon  to display it.

If you don't see the MyServices menu option, you are not subscribed to
Oracle CASB Cloud Service through universal credit model (UCM). To
start subscribing, see Accessing Oracle CASB Cloud Service Using
Universal Credits

Note:

To open MyServices console in a new browser window or tab,
right-click My Services and select Open Link in a New Window
or Open Link in a New Tab.

ii. If you were not already logged into Oracle Identity Cloud Service, enter
your credentials when prompted.

b. To log in to directly through your browser:

i. Navigate to https://cloud.oracle.com.

ii. Click Sign In.

iii. On the Cloud Account page, enter your cloud account name and click
MyServices.

iv. At the Oracle Cloud Account Signin prompt, enter your User Name and
Password, then click Sign In.

2. Log in to your Oracle Cloud MyServices dashboard.

a. Navigate to https://cloud.oracle.com.

b. Click Sign In.

c. On the Cloud Account page, enter your cloud account name and click
MyServices.

d. At the Oracle Cloud Account Signin prompt, enter your User Name and
Password, then click Sign In.

3. On the Dashboard, click Users at the top right.
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4. On the User Management page, click Add at the top right.

5. On the Add User page, (User Details section):

a. Enter First Name, Last Name, and Email.

b. Leave Use Email as User Name selected.

c. Click Next.

6. In the Service Accounts section of the Add User page:

a. Enter Oracle CASB in the search box, to the left of the Search icon  .

b. Click in the empty box below to show search results.

c. In the search results, select CASB_Administrator.

d. Click Finish at the top right.

Your Oracle Cloud user is now created. Next, you will use the Oracle Identity Cloud
Service console to add the CASB application to this new user.

7. On the User Management page, click Dashboard at the top right.

8. On the Dashboard, click the Identity Cloud link.

9. On the Service: Oracle Identity Cloud Service page, in the Service Instances section,
click Open Service Console.

10. In the Identity Cloud Service console, locate the Users tile and click its icon.

11. On the Users page, click the row for the Oracle Cloud user you just added to display
Details for that user.

12. Click the Access tab, and then click Assign.

13. In the Assign Applications dialog box, select casb-sso-idcs-app and then click OK.

14. To return to the Dashboard, select MyServices from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

15. On the Dashboard, locate the Oracle CASB tile, click the menu icon in the lower right
corner, and select Open Service Console.

This takes you to the Oracle CASB Cloud Service console.

16. If you see a "Welcome to Oracle CASB Cloud Service" page, click Skip This.

This page only appears if you have never registered an application or accessed Oracle
CASB Cloud Service — Discovery.

17. Continue with Adding an Administrator through the Oracle CASB Cloud Service Console.

Next you will configure this OCI user as an administrator in the Oracle CASB Cloud
Service console.

Adding an Administrator through the Oracle CASB Cloud Service Console
Add an administrator, with an assigned role, through the Oracle CASB Cloud Service
administrative console.

1. Select Configuration, Admin Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Admin.
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3. In the New Admin dialog box, enter the administrator's first name, last name, and
email address.

Note:

The email address must not contain the percent sign character (“%”).

4. Select a Role for the administrator.

For descriptions of the roles available, see Managing Oracle CASB Cloud Service
Administrators.

For information on what policy alert features are accessible by different
administrator roles, see Oracle CASB Cloud Service Administrator Roles and
Policies.

5. If you didn’t select the tenant administrator role, in the Application instance box,
select the instances this administrator is permitted to monitor:

• Any (the default): Lets the administrator monitor all application instances

• One or more individual instances: Lets the administrator monitor just those
instances

6. Click Save.

The new administrator receives email with login instructions.

Resetting the Password for an Administrator
Make an administrator change his or her password.

Resetting the administrator's password forces the administrator to set a new
password.

If an administrator's password may have been compromised, or it just needs to be
changed to comply with your organization's policy on frequency of password changes,
then reset the password for that administrator. This forces that administrator to set a
new password.

1. Select Configuration, Admin Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. In the row for the administrator whose password you want to reset, click the Reset
Password icon in the ACTION column.

3. To confirm that you want to reset the current password, click OK in the message
box.

4. In the next message box, click OK.

The message box says that the reset message was sent. The reset message
provides a link for the administrator to use to create a new password.
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Modifying an Administrator's Privileges
Assign or revoke privileges from an administrator through the Oracle CASB Cloud Service
console.

1. Select Configuration, Administrator Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. In the row for the administrator whose privileges you want to modify, click the Edit icon

 in the ACTION column.

3. In the Edit Administrator dialog box, drop down the Role menu, and then select the role
for the administrator.

For descriptions of the roles available, see Managing Oracle CASB Cloud Service
Administrators.

For information on what policy alert features are accessible by different administrator
roles, see Oracle CASB Cloud Service Administrator Roles and Policies.

4. If you didn’t select the tenant administrator role, in the Application instance box, select
the instances this administrator is permitted to monitor:

• Any (the default): Lets the administrator monitor all application instances

• One or more individual instances: Lets the administrator monitor just those
instances

5. Click Save.

The new administrator receives email with login instructions.

Deleting an Administrator
Delete an administrator through the Oracle CASB Cloud Service console.

Note:

It is best practice to always have at least two tenant administrators. If you have only
two tenant administrators, you should not delete one before adding another.

1. Select Configuration, Administrator Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. In the row for the administrator whom you want to delete, click the Delete icon in the
ACTION column.

3. In the Delete Administrator dialog box, click OK.
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4
Performing Miscellaneous Administrative
Tasks

Upload directory information for your users and set up Oracle Identity Cloud Service as an
identity provider (IDP).

Perform these tasks if your environment requires the functionality.

Topics:

• Typical Workflow for Miscellaneous Administrative Tasks

• Setting Up Single Sign-on for Oracle CASB Cloud Service

• Setting Up an Identity Provider Instance

• Excluding Users from Data Reporting

Typical Workflow for Miscellaneous Administrative Tasks
With Oracle CASB Cloud Service, set up Oracle Identity Cloud Service as an identity
provider.

Task Description Additional Information

Set up single sign-on You can enable single sign-on for
your Oracle CASB Cloud Service
users, through Oracle Identity
Cloud Service.

Setting Up Single Sign-on for
Oracle CASB Cloud Service

Set up an identity provider
instance

You can set up Oracle Identity
Cloud Service to be used as an
identity provider (IDP) by Oracle
CASB Cloud Service. Oracle
Identity Cloud Service can then
use that IDP to authenticate
users to access applications that
you register on Oracle Identity
Cloud Service.

Setting Up an Identity Provider
Instance

Setup specific users to be
excluded from data reporting

You can exclude certain users,
such as trusted automated
processes, from Oracle CASB
Cloud Service data reporting.

Excluding Users from Data
Reporting

Setting Up Single Sign-on for Oracle CASB Cloud Service
If you use SAML 2.0-based single sign-on (SSO) in your company, then you can enable this
option for logging in to Oracle CASB Cloud Service.

Prerequisite: You must be the root tenant administrator (RTA) in order to set up SSO.
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Oracle CASB Cloud Service supports single sign-on through Oracle Identity Cloud
Service. To enable single sign-on, you must:

1. Copy Oracle CASB Cloud Service metadata that you will need to create a single
sign-on application in your identity provider.

2. To use Oracle Identity Cloud Service, create a SAML application in Oracle Identity
Cloud.

3. Configure SSO settings in Oracle CASB Cloud Service.

Copying Oracle CASB Cloud Service Metadata
Copy the metadata from Oracle CASB Cloud Service that you will need to create a
single sign-on application in an identity provider.

1. Log in to Oracle CASB Cloud Service.

2. Select Configuration, SSO Settings from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

3. Go to the ORACLE CASB SERVICE PROVIDER METADATA section at the top.

4. Copy these values somewhere that will be easily accessible when you need the
information:

• Assertion Consumer URL

• Logout URL (if you want to enable single logout)

• Entity ID

• Tenant name: In the Entity ID value, this is the final portion after the equals
sign.

For example, if the Entity ID value is https://mycompany.com?t=Saml2Sso,
then the tenant name is Saml2Sso.

5. Click the Download icon next to the Oracle CASB Certificate heading.

Copy this file (CASBSSOCertificate.pem) somewhere that will be easily
accessible when you need the information.

What to Do Next

Set up Oracle CASB Cloud Service single sign-on in Oracle Identity Cloud Service.
See Creating a SAML Application in Oracle Identity Cloud Service.

Creating a SAML Application in Oracle Identity Cloud Service
Create and configure a SAML application in Oracle Identity Cloud Service to support
single sign-on for Oracle CASB Cloud Service.

Prerequisite:

Ensure that you have completed the steps in Copying Oracle CASB Cloud Service
Metadata.

1. Log in to Oracle Identity Cloud Service as a user with privileges to create a new
application. account.

2. Select the Applications tab, and then click + Add.
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3. In the Add Application dialog box, select SAML Application.

4. On the Details part of the Add SAML Application page:

a. In the Name field, enter a name for this application.

For example, casb-sso-idcs-app.

b. (Optional) Enter a Description for this application.

c. (Optional) Under Application Icon, click Upload to upload an image to use as the
icon for this application.

If you do not supply your own icon, a generic application icon will be used by default.

d. For Application URL / Relay State, enter the Tenant name from the Oracle CASB
Cloud Service metadata.

e. If you want this application to appear in the applications list, ensure that Display in
My Apps is selected.

f. Click Next.

5. On the SSO Configuration part of the Add SAML Application page:

a. In the Entity ID field, enter the Entity ID value from Oracle CASB Cloud Service
metadata.

b. In the Assertion Consumer URL field, enter the Assertion Consumer URL from
Oracle CASB Cloud Service metadata.

c. For the Signing Certificate field, enter the path to the Oracle CASB Cloud Service
Certificate you downloaded and click Upload to upload the certificate here.

d. For Email Address, select NameID Format.

e. For Primary Email, select NameID Value.

f. Click Advanced Settings.

6. On the Advanced Settings part of the of the Add SAML Application page:

a. Set Signed SSO to Assertion.

b. Select Include Signing Certificate in Signature.

c. Set Signature Hashing Algorithm to SHA-256.

7. At the top of the Add SAML Application page:

a. Click Download Signing Certificate.

Save this certificate where it will be accessible to upload as the IDP Certificate in the
next task.

b. Click Download Identity Provider Metadata.

You will need this metadata later to complete the single sign-on setup process.

c. Click Finish.

8. Click Activate in the upper-right corner.

9. Assign users and groups.

• To assign users, click the Users tab for your application, and then click Assign
Users.

• To assign groups, click the Groups tab for your application, and then click Assign
Groups.
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What to Do Next

Continue with Configuring Single Sign-on in Oracle CASB Cloud Service.

Configuring Single Sign-on in Oracle CASB Cloud Service
Connect the applications you created in Oracle Identity Cloud Service to Oracle CASB
Cloud Service to finish setting up single sign-on.

1. Log in to Oracle CASB Cloud Service, and select Configuration, SSO Settings
from the Navigation menu. If the Navigation Menu is not displayed, click the
Navigation Menu icon  to display it.

2. If you are using Oracle Identity Cloud Service, specify these settings in the YOUR
SAML IDENTITY PROVIDER CONFIGURATION section:

• Service Provider Issuer: Enter the Entity ID from the ORACLE CASB
SERVICE PROVIDER METADATA section.

• Single Sign-On URL: Copy this from the Oracle Identity Cloud Service
Identity Provider Metadata XML file.

Note:

The correct URL contains /idp/sso.

• Logout URL: If you are enabling single logout, copy this from the Oracle
Identity Cloud Service Identity Provider Metadata XML file.

Note:

The correct URL contains /idp/slo.

• idP Certificate: Click the Upload icon and navigate to your Oracle Identity
Cloud Service signing certificate.

3. Click Save.

4. At the top of the page, drag the slider to the right to enable SSO.

Setting Up an Identity Provider Instance
To accommodate single sign-on (SSO) for a cloud service you are registering in Oracle
CASB Cloud Service, configure an identity provider instance as the SSO provider.

Managing Identity Providers (IDPs)

Oracle CASB Cloud Service provides two strategic options for setting up identity
providers (IDPs). These two options are mutually exclusive. You get one by default,
and you can switch to the other by request.

1. Standalone IDP

• Oracle Identity Cloud Service (IDCS) is supported as an IDP.
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• IDP is set up through the Configuration submenu, Identity Management Providers
page.

• Oracle CASB Cloud Service tracks login events for registered applications thru the
IDP's API.

• This is the recommended IDP option, but it is not the default.

To enable this feature, contact Oracle Support (http://support.oracle.com). If you have
not registered yet, you will need your Customer Support Identifier (CSI) in order to
register to submit service request tickets. As an alternative, you can also contact your
Oracle CASB Cloud Service Customer Success Manager.

2. IDP as a Managed Application

• Only IDCS is supported as IDP.

• IDCS is set up as an IDP is by registering an IDCS instance as a managed
application, through the Add/Update Apps option on the Applications page.

• Oracle CASB Cloud Service tracks login events for registered applications thru the
IDP's API, as with the Standalone IDP option, and the service also tracks security
controls, policy alerts, and other features deployed with the monitoring IDP.

• This is the default option that is enabled when your Oracle CASB Cloud Service
tenant is first deployed.

Configuring the Recommended Standalone IDP Option

1. To enable the Standalone IDP option, contact Oracle Support (http://support.oracle.com).
 If you have not registered yet, you will need your Customer Support Identifier (CSI) in
order to register to submit service request tickets.  As an alternative, you can also contact
your Oracle CASB Customer Success Manager.

2. Specify the IDCS IDP when you add a new application instance, or update an existing
application instance.

Configuring the IDP as a Managed Application Opeion

1. Perform the setup steps required in the SSO provider.

2. Configure an IDP through the Configuration submenu, Identity Management
Providers page.

See Setting Up an Oracle Identity Cloud Service (IDCS) IDP Instance.

3. Specify the IDP instance you configured when you add a new application instance, or
update an existing application instance.

Setting Up an Oracle Identity Cloud Service (IDCS) IDP Instance
Create a trusted application in Oracle Identity Cloud Service, then configure an identity
provider (IDP) instance in Oracle CASB Cloud Service.

An Oracle Identity Cloud Service IDP instance enables communication between Oracle
CASB Cloud Service and Oracle Identity Cloud Service.

Prerequisite: We recommend that you prepare and register your cloud application before
setting up Oracle Identity Cloud Service as an IDP. See Preparing Cloud Applications for
Monitoring and Registering Cloud Applications with Oracle CASB Cloud Service.
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1. Log in to the Oracle Identity Cloud Service console and select Applications from
the Navigation menu. If the Navigation Menu is not displayed, click the
Navigation Menu icon  to display it.

2. Click Add.

3. On the Add Application page, select Confidential Application.

4. In the Add Confidential Application wizard's Detail page, in the App
Details section, enter a Name for the application.

5. Click Next.

A confirmation message indicates that the application has been added in a
deactivated state.

6. On the Add Confidential Application wizard’s Client page, click Configure this
application as a client now.

7. In the Authorization section that opens, select these two Allowed Grant Types:

• Client Credentials

• JWT Assertion

8. In the Grant the client access to Identity Cloud Service Admin APIs section at
the bottom, click Add.

9. In the Add App Role dialog box, select these roles:

• Identity Domain Administrator

• Me

10. Click Add to close the Add App Role dialog box.

11. At the top of the Add Confidential Application wizard’s Client page, click Next.

12. On the Add Confidential Application wizard’s  Resources page, click Configure
this application as a resource server now.

13. In the Configure application APIs that need to be OAuth protected section that
opens, enter a Primary Audience description that indicates this is for use
by Oracle CASB Cloud Service.

For example, you could enter OCCS here.

14. Click Next.

15. On the Add Confidential Application wizard’s  Web Tier Policy page, click Next.

16. On the Add Confidential Application wizard’s  Authorization page, click Finish.

You should see an Application Added message that contains values for a Client
ID and a Client Secret.

17. Copy and paste the Client ID and Client Secret values somewhere for later use.

18. Copy the URL for the Oracle Identity Cloud Service console to the same location
for later use.

Copy the first part of the URL, from https: through the port number. For example,
this bolded portion:

https://myoracleidentitycloudservice.com:8943/ul/v1/adminconsole/?
root=732

19. Click Close.
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The new application’s details page is displayed.

20. At the top of the page, to the right of the application name, click Activate.

21. In the Activate Application? dialog box, click Activate Application.

You have now created and configured a confidential application in Oracle Identity Cloud
Service. Next you must configure an identity provider (IDP) instance in Oracle CASB
Cloud Service.

22. Ensure that you have activated the trusted application that you set up in the Oracle
Identity Cloud Service console.

23. In the Oracle CASB Cloud Service console, select Configuration, Manage Identity
Providers, then click Add IDP.

24. In the Add and IDP instance dialog box, from the Provider drop-down list, select Oracle
Identity Cloud Service.

25. Copy and paste the three pieces of information you recorded when you set up the
application in Oracle Identity Cloud Service: the Client ID, the Client Secret, and the
URL to the provider.

26. Enter descriptive labels in the Instance Name and Description fields, and then
click Save.

For the IDP instance to be created:

• Both the client ID and client secret values must match the values from the trusted
application setup in Oracle Identity Cloud Service.

• The URL to the provider must access the Oracle Identity Cloud Service console.

• The server for the URL to the Oracle Identity Cloud Service console must be
available.

Excluding Users from Data Reporting
Specify users, such as trusted automated processes, to be excluded from Oracle CASB
Cloud Service data reporting.

To enable this feature, contact Oracle Support (http://support.oracle.com). If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order to register to
submit service request tickets. As an alternative, you can also contact your Oracle CASB
Cloud Service Customer Success Manager.

Among the users that appear in the activity that Oracle CASB Cloud Service monitors for
your registered applications are many trusted automated processes. By default, the activities
of these users appear in Users, Risk Events, Reports, and elsewhere as if they were real
human users. For purposes of assessing your security, you may not want to consider these
automated processes as regular users.

As you identify users in this category, you can exclude them from all data reporting. Data for
these users is still collected and stored, but it does not appear anywhere in the Oracle CASB
Cloud Service console and it is not included in any calculations.

1. Identify a trusted automated software process that Oracle CASB Cloud Service treats as
a user, or any other user that you wish to exclude from data reporting.

User IDs appear in:

• Risk Events: in the Actor entry when you show the detailed information for a row.
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• Reports: in the USER ID column, if it is present.

• Users: in the USER NAME column.

2. Copy the user ID to the clipboard.

3. In the Oracle CASB Cloud Service console, select Configuration, User
Exclusion List from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it..

4. Click New Exclusion at the top right.

5. To exclude a single user:

a. Select Text.

b. Paste the user ID that you just copied into the text box.

c. Click Save.

6. To exclude multiple users whose IDs match a regular expression:

a. Select Regular Expression.

b. Paste the user ID that you just copied into the text box, or enter text that will
be the basis of a regular expression.

c. Edit the text in the text box to form a regular expression that matches multiple
user IDs that you wish to exclude.

For example:

• *@ABCservice.com excludes all users with an ID that is an email
address at ABCservice.com.

• user9??@ABCservice.com excludes all users with an ID that is an
email address at ABCservice.com that consists of “user9” followed by two
characters.

• *admin*@ABCservice.com excludes all users with an ID that is an
email address at ABCservice.com which contains “admin” before the
ampersand.

Note:

You may use the full functionality supported by regular expressions.
Only simple examples are listed above.

d. Click Save.

Activity for the user or users that you specified will no longer appear in the Oracle
CASB Cloud Service console and will not be included in any calculations.

Chapter 4
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Part III
Setting Up Cloud Applications for Monitoring

To monitor a cloud application in Oracle CASB Cloud Service, you must first prepare the
application by setting up a dedicated user. Then, you must register an application instance in
Oracle CASB Cloud Service.

The first two chapters in this section provide a generic overview of the tasks involved. The
rest of the chapters provide detailed instructions for each application type.

Chapters:

• Preparing Cloud Applications for Monitoring

• Registering Cloud Applications with Oracle CASB Cloud Service

• Setting Up Amazon Web Services (AWS)

• Setting Up Azure

• Setting Up Custom Apps for AWS

• Setting Up Microsoft Office 365

• Setting Up Oracle Cloud Infrastructure (OCI)

• Setting Up Oracle Enterprise Resource Planning (ERP) Cloud

• Setting Up Oracle Human Capital Management (HCM) Cloud

• Setting Up Oracle Identity Cloud Service (IDCS)

• Setting Up Oracle Sales Cloud



5
Preparing Cloud Applications for Monitoring

Understand the general steps for preparing cloud applications, and then perform the
application-specific steps for a supported application.

To use Oracle CASB Cloud Service, you must create a user in each cloud application or
service that you want to monitor. For accountability purposes, this user must be dedicated for
use only by the Oracle CASB Cloud Service.

Topics:

• Typical Workflow for Preparing Cloud Applications for Monitoring

• Setting Up a Dedicated User Account

Typical Workflow for Preparing Cloud Applications for Monitoring
With Oracle CASB Cloud Service, you can prepare cloud applications so that you can
monitor them.

Task Description Additional Information

Prepare cloud applications. You can set up an account for
each cloud application that you
want to monitor, and then
register an instance for that
application in Oracle CASB
Cloud Service.

Setting Up a Dedicated User
Account

Setup single sign-on (SSO) for
user accounts.

You can configure user accounts
so that users can use their SSO
credentials to access cloud
applications.

Single Sign-On for the Oracle
CASB Cloud Service User

Setting Up a Dedicated User Account
In the cloud application that you want to monitor, set up a user account that is dedicated for
Oracle CASB Cloud Service use.

Before you begin adding cloud applications to Oracle CASB Cloud Service, you must prepare
each application to permit Oracle CASB Cloud Service to analyze user behavior and the
application's security configuration settings. Preparing the application lets Oracle CASB
Cloud Service analyze activity and security configuration settings.
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To prepare the application, you create a user in the application that is dedicated to
communication with Oracle CASB Cloud Service. Do not log in as this user yourself or
let anyone else access this user's credentials.

Each application has unique requirements for the dedicated Oracle CASB Cloud
Service service user.

Chapter 5
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6
Registering Cloud Applications with Oracle
CASB Cloud Service

.

Before you register a cloud application instance, you must create a dedicated Oracle CASB
Cloud Service user in the cloud application.

You add or register an application instance from Applications or from the Dashboard,
Summary tab

Topics:

• Typical Workflow for Registering Cloud Services

• Verifying Your Application Registration

• Resuming Monitoring that Has Stopped

• Updating an Application Instance

• Removing an Application Instance

Typical Workflow for Registering Cloud Services
With the registration feature in Oracle CASB Cloud Service, you can register cloud services.

Task Description Additional Information

Verify the registration of an
application instance.

You can verify that an application
instance is registered in Oracle
CASB Cloud Service
successfully.

Verifying Your Application
Registration

Troubleshoot monitoring. You can troubleshoot issues that
may arise when monitoring an
application in Oracle CASB
Cloud Service so that you can
resume monitoring the
application.

Resuming Monitoring that Has
Stopped

Modify credentials and the
security control baseline.

You can update login credentials
and the security control baseline
for an application instance in
Oracle CASB Cloud Service.

Updating an Application Instance

Remove an application instance. You can remove a registered
application instance from Oracle
CASB Cloud Service.

Removing an Application
Instance
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Verifying Your Application Registration
After you finish registering an application, wait a few minutes, and then verify that
Oracle CASB Cloud Service is monitoring data for your application.

After you add an application instance, the initial data sweep can take a few minutes,
after which Oracle CASB Cloud Service should start to display information about
account activity.

After successful registration of an Amazon Web Services instance, if CloudTrail isn’t
enabled for one or more regions, then Oracle CASB Cloud Service issues an alert in
Risk Events. Oracle CASB Cloud Service depends on CloudTrail to be able to collect
log information from the region.

1. Select the Dashboard from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Select or hover over the icon for the new application instance.

3. In the Health Summary card, check whether or not Oracle CASB Cloud Service
appears to be collecting data.

If there’s any number other than zero (0) for Monitoring Failed, then click the
number to view the alerts related to monitoring the application instance. Often,
monitoring fails if the Oracle CASB Cloud Service user's password or access keys
need to be updated. Credentials may need to be updated in Oracle CASB Cloud
Service, in the application instance, or both places.

4. If numbers appear for any risks in the Health Summary card, then you can click
the numbers for details about the risks.

Resuming Monitoring that Has Stopped
Understand how to tell that monitoring has stopped, and how to troubleshoot the
problem so that monitoring can resume.

Oracle CASB Cloud Service can, at times, be unable to monitor an application
instance after you register it, or monitoring can stop after working for some time.

Often, this is due to the Oracle CASB Cloud Service user's credentials expiring or
being replaced in the application instance. At other times, this can be due to a
transitory or more pervasive network issue.

When monitoring stops, Oracle CASB Cloud Service displays a “no” symbol  below
the application instance icon in the Dashboard. You or another administrator receive
an email notification.

1. Select the Dashboard from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Hover over the tile for the application that is no longer being monitored.

This icon has a “no” symbol  below it. The Health Summary card for the
application appears.

3. For additional information about the inability to access the application instance,
click the More > link in the monitoring failure message in the Health Summary
card .

Chapter 6
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The common issues include:

• Someone updated the credentials (for example, the password) for the Oracle CASB
Cloud Service user in the cloud service, but not in the Oracle CASB Cloud Service
console.

• The credentials for the Oracle CASB Cloud Service user expired in the cloud service,
and they need to be updated there and in the Oracle CASB Cloud Service console.

• The Oracle CASB Cloud Service user needs administrator privileges. See Preparing
Cloud Applications for Monitoring.

Updating an Application Instance
After an application instance is registered, change the credentials for the dedicated user, or
the security control baseline, or other settings for the application.

For all application types, periodically you must update the credentials for the Oracle CASB
Cloud Service user. Also, if you registered the application in Monitor Only mode, may want to
change the baseline values for the application's security controls. This changes Oracle CASB
Cloud Service's alerting threshold for the modified values.

Certain application types allow you to change other settings that you specified when you
registered the application instance. See the application-specific topics with titles that begin
with “Updating...”

Updating Login Credentials for an Application Instance
After an application instance is registered, update the login credentials whenever necessary.

You should regularly update the login credentials for the Oracle CASB Cloud Service user in
your cloud applications. When this happens, you must also update the credentials in the
Oracle CASB Cloud Service console so that monitoring can continue.

Note:

Not all applications take a user name and password. For example, Amazon Web
Services credentials consist of a key pair (an access key and a secret key).

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update credentials, and then
select the application instance you want to modify and click Next.

Chapter 6
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2. Enter the credentials for the dedicated service account for Oracle CASB Cloud
Service.

These can be a user name and password, access keys, or other credentials
depending on the application. For some applications, you are directed to the
application's login service. You return to the Oracle CASB Cloud Service console
after entering your credentials. For additional information about the Oracle CASB
Cloud Service user's credentials, see Preparing Cloud Applications for Monitoring.

3. If you see a Test Credential button, click it.

Some application types require you to test the credentials at this point, while
others don’t.

It can take a minute to test your credentials.

4. When you see a success message for the test of your credentials, click Submit.

Updating the Security Control Baseline for an Application Instance
After an application instance is registered, update the security control baseline settings
as needed.

Oracle CASB Cloud Service generates alerts in the Risk Events page if the
corresponding security control value in the application differs from the Oracle CASB
Cloud Service baseline. To change these baseline values, you modify the application
instance.

Security controls (for example, minimum password and session length) are one of
three primary types of risk that Oracle CASB Cloud Service monitors for. When you
register an application instance, you let Oracle CASB Cloud Service use its built-in
defaults as a baseline, or you let Oracle CASB Cloud Service set various security
control values in the application, after which Oracle CASB Cloud Service monitors for
drift from the new baseline.

Note:

You can’t change from monitor-only mode to "push-and-monitor" mode
(having Oracle CASB Cloud Service set the baseline values in the cloud
application). To switch monitoring modes, you must delete the instance in the
Oracle CASB Cloud Service console and re-register it.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.
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Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update credentials, and then
select the application instance you want to modify and click Next.

2. Select the baseline level that you want:

• Standard: Use the application's built-in defaults.

• Stringent: Use Oracle CASB Cloud Service's suggested defaults.

• Custom: Set the values that you want for each security control.

See Security Control Values for AWS (Push Controls/Read-Write).

3. When you are done, select the Confirmation check box, and then click Submit.

A confirmation message appears

Removing an Application Instance
After an application instance is registered, remove it if it is no longer needed.

You can remove an application instance that you have registered at any time.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click the tile for the application instance to open the Health Summary.

3. Click Remove on the Health Summary card.

4. Click OK when prompted to confirm the removal;
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7
Setting Up Amazon Web Services (AWS)

Prepare Amazon Web Services (AWS) for security monitoring and register your application
instance with Oracle CASB Cloud Service.

Security risks that Oracle CASB Cloud Service detects include noncompliant security control
values within the administration console, activity within AWS that violates your policies, and
user behavior patterns that appear to be suspicious. Oracle CASB Cloud Service can monitor
AWS within these AWS regions:

• AP: ap-northeast-1 and -2; ap-southeast-1 and -2

• CA: ca-central-1

• EU: eu-central-1; eu-west-1, -2, and -3

• SA: sa-east-1

• US: us-east-1 and -2; us-west-1 and -2

For more information on AWS regions, see the AWS documentation..

Topics:

• Typical Workflow for Amazon Web Services Security Monitoring

• Preparing and Registering AWS

• Updating an AWS Instance

Typical Workflow for Amazon Web Services Security Monitoring
With Oracle CASB Cloud Service, you can monitor Amazon Web Services (AWS) to detect
potential risks.

Task Description Additional Information

Prepare and register Amazon
Web Services (AWS).

You can set up an Oracle CASB
Cloud Service account in your
AWS application instance and
register an AWS application
instance in monitoring-only
mode, or push security controls
mode.

Preparing and Registering AWS

Update an AWS instance. You can update the credentials,
IDP instance, and security
control baseline for an AWS
instance.

Updating an AWS Instance
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Preparing and Registering AWS
Configure AWS for authentication using an IAM User or an IAM role, using within-
account or cross-account logging. Configure an identity provider (IDP) for single sign-
on if users log in to AWS through an IDP.

The steps to connect your AWS accounts to Oracle CASB Cloud Service are different,
depending on several parameters of your AWS architecture.

• Monitoring can be configured in two ways:

– By using an IAM User as the dedicated service account.

– By using an IAM Role in lieu of the dedicated service account.

• Logging can also be configured in two ways:

– Within-account logging, in which each AWS account maintains CloudTrail
logs within that same account.

– Cross-account logging, in which some or all AWS source accounts (source
accounts) send their CloudTrail logs to a single target account’s S3 bucket.

To set up AWS for monitoring by Oracle CASB Cloud Service

If you prefer that Oracle CASB Cloud Service uses IAM Users to monitor your AWS
instances:

• If users log in to AWS using a supported IDP for single sign-on, start with Setting
Up an Identity Provider Instance.

Note:

You can register your AWS instance without an IDP configured and add
the IDP at a future time. See Updating the IDP Instance for an AWS
Instance.

• Then go to Using an IAM User: Creating and Registering a Dedicated Service
User.

• Then, if you use cross-account logging, continue with Using an IAM User: Adding
Source Dedicated Service Users for Cross-Account Logging.

If your AWS architecture uses an IAM Role to monitor your AWS instances:

• If users log in to AWS using a supported IDP for single sign-on, start with Setting
Up an Identity Provider Instance

Note:

You can register your AWS instance without an IDP configured and add
the IDP at a future time. See Updating the IDP Instance for an AWS
Instance.

• Then go to Using an IAM Role: Creating a Dedicated Service Role.
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• Then, if you use cross-account logging, continue with Using an IAM Role: Adding Source
Dedicated Service Roles for Cross-Account Logging.

Using an IAM Role: Creating a Dedicated Service Role
Enable CloudTrail, and then create and register a dedicated account.

Using an IAM Role: Enabling CloudTrail
In order for CASB Cloud Service to monitor your AWS account, you must first enable both
CloudTrail and S3 services.

Enabling CloudTrail and S3 allows the IAM account to read the AWS service and the
CloudTrail logs in S3.

1. Log into your AWS console.

2. Select Services, and under Management Tools, click CloudTrail.

3. If CloudTrail is not enabled, then on the AWS CloudTrail screen you see a blue Get
Started Now button.

If you do not see the blue Get Started Now button, CloudTrail is enabled — go to step 4.

If you do see the blue Get Started Now button, CloudTrail is not enabled — continue
with the substeps below:

a. Click the blue Get Started Now button to begin the process of enabling CloudTrail.

b. On the Turn on CloudTrail page, enter a Trail name.

Note:

Ensure that you note the region in the top right corner of the page.

This name can be anything you like, as long as it is unique within your AWS account.

c. Leave the default setting of Apply trail to all regions set to Yes, and Read/Write
events set to All.

d. Scroll to the Storage location section at the bottom of the page.

e. To create a new bucket (note that your S3 bucket will be created in the region in step
4b above):

i. Leave the default setting of Apply trail to all regions set to Yes, enter a name
for the bucket in the S3 bucket field, and then click Advanced.

ii. If you want to use a log file prefix to change the default location of the CloudTrail
logs, enter the prefix in the Log file prefix field.

This will change the path to the S3 bucket policy to include the prefix.

iii. If you want to encrypt CloudTrail, set Encrypt log files to Yes and select Yes to
Create a new KMS key or No to use an existing key.
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Note:

Your KMS (Key Management Service) must be in the same AWS
region as your S3 bucket (noted in step 4b above) where your
encrypted CloudTrail logs are stored.

iv. Click Create.

v. If you chose to encrypt your CloudTrail in step 4.e.ii above, validate your
KMS settings: The policy must contain the following statements. You can
find the KMS policy by going to Services, IAM, Encryption Keys,
changing the region to where you created your S3 bucket (step 4.b above)
and clicking on the Key Name in the Alias column and reviewing the Key
Policy:

{
  "Version": "2012-10-17",
  "Id": "key-consolepolicy-3",
  "Statement": [
    {
      "Sid": "Enable IAM User Permissions",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:root"
      },
      "Action": "kms:*",
      "Resource": "*"
    },
    {
      "Sid": "Allow access for Key Administrators",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/
testLocalUser"
      },
      "Action": [
        "kms:Create*",
        "kms:Describe*",
        "kms:Enable*",
        "kms:List*",
        "kms:Put*",
        "kms:Update*",
        "kms:Revoke*",
        "kms:Disable*",
        "kms:Get*",
        "kms:Delete*",
        "kms:TagResource",
        "kms:UntagResource",
        "kms:ScheduleKeyDeletion",
        "kms:CancelKeyDeletion"
      ],
      "Resource": "*"
    },
    {
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      "Sid": "Allow use of the key",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::965634374182:user/testLocalUser"
      },
      "Action": [
        "kms:Encrypt",
        "kms:Decrypt",
        "kms:ReEncrypt*",
        "kms:GenerateDataKey*",
        "kms:DescribeKey"
      ],
      "Resource": "*"
    },
    {
      "Sid": "Enable CloudTrail Encrypt Permissions",
      "Effect": "Allow",
      "Principal": {
        "Service": "cloudtrail.amazonaws.com"
      },
      "Action": "kms:GenerateDataKey*",
      "Resource": "*",
      "Condition": {
        "StringLike": {
          "kms:EncryptionContext:aws:cloudtrail:arn": 
"arn:aws:cloudtrail:*:<AWSaccountnumber>:trail/*"
        }
      }
    },
    {
      "Sid": "Allow attachment of persistent resources",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/testLocalUser"
      },
      "Action": [
        "kms:CreateGrant",
        "kms:ListGrants",
        "kms:RevokeGrant"
      ],
      "Resource": "*",
      "Condition": {
        "Bool": {
          "kms:GrantIsForAWSResource": "true"
        }
      }
    }
  ]
}

vi. Validate your CloudTrail settings:

i. On the Trails page, click the CloudTrail name.

ii. On the Configuration page, verify that the CloudTrail you just created has
the settings specified in the previous steps.
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iii. Ensure that the CloudTrail is enabled for all regions in Trail Settings,
and is capturing all events in Management events.

vii. Validate your S3 settings:

i. Select Services, and under Storage, select S3.

ii. Click the bucket name to display four tabs across the top.

iii. Click the Permissions tab, and then click the Bucket Policy button.

The Bucket policy editor displays the policy in JSON format that was
automatically created for your S3 bucket.

Ensure that the policy contains GetBucketAcl and PutObject, shown
in bold below:

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": 
"AWSCloudTrailAclCheck<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:GetBucketAcl",
            "Resource": "arn:aws:s3:::<bucket_name>"
        },
        {
            "Sid": "AWSCloudTrailWrite<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::<bucket_name>/LORIC/
AWSLogs/<AWSaccountnumber>/*",
            "Condition": {
                "StringEquals": {
                    "s3:x-amz-acl": "bucket-owner-full-
control"
                }
            }
        }
    ]
}

f. To use an existing bucket:

i. Change the default setting of Create a new S3 bucket to No and enter a
name for the bucket in the S3 bucket field and click Advanced.

ii. If you want to encrypt CloudTrail, set Encrypt log files to Yes.

i. Select Yes to Create a new KMS key or No to use an existing key.
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Note:

Your KMS key must be in the same AWS region as your S3 bucket
where your encrypted CloudTrail logs are stored.

ii. Verify that your KMS policy contains the following statements by going to
Services, IAM, Encryption Keys and changing the region to where you are
creating your S3 bucket (step 4b above):

{
  "Version": "2012-10-17",
  "Id": "key-consolepolicy-3",
  "Statement": [
    {
      "Sid": "Enable IAM User Permissions",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:root"
      },
      "Action": "kms:*",
      "Resource": "*"
    },
    {
      "Sid": "Allow access for Key Administrators",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/
testLocalUser"
      },
      "Action": [
        "kms:Create*",
        "kms:Describe*",
        "kms:Enable*",
        "kms:List*",
        "kms:Put*",
        "kms:Update*",
        "kms:Revoke*",
        "kms:Disable*",
        "kms:Get*",
        "kms:Delete*",
        "kms:TagResource",
        "kms:UntagResource",
        "kms:ScheduleKeyDeletion",
        "kms:CancelKeyDeletion"
      ],
      "Resource": "*"
    },
    {
      "Sid": "Allow use of the key",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::965634374182:user/testLocalUser"
      },
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      "Action": [
        "kms:Encrypt",
        "kms:Decrypt",
        "kms:ReEncrypt*",
        "kms:GenerateDataKey*",
        "kms:DescribeKey"
      ],
      "Resource": "*"
    },
    {
      "Sid": "Enable CloudTrail Encrypt Permissions",
      "Effect": "Allow",
      "Principal": {
        "Service": "cloudtrail.amazonaws.com"
      },
      "Action": "kms:GenerateDataKey*",
      "Resource": "*",
      "Condition": {
        "StringLike": {
          "kms:EncryptionContext:aws:cloudtrail:arn": 
"arn:aws:cloudtrail:*:<AWSaccountnumber>:trail/*"
        }
      }
    },
    {
      "Sid": "Allow attachment of persistent resources",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/
testLocalUser"
      },
      "Action": [
        "kms:CreateGrant",
        "kms:ListGrants",
        "kms:RevokeGrant"
      ],
      "Resource": "*",
      "Condition": {
        "Bool": {
          "kms:GrantIsForAWSResource": "true"
        }
      }
    }
  ]
}

iii. If you want to use a log file prefix to change the default location of the
CloudTrail logs, enter the prefix in the Log File Prefix field.

This will change the path in the S3 bucket policy to include the prefix.

iv. To review the S3 bucket policy, select Services, and under Storage,
select S3.

v. Click the bucket name, then click the Permissions tab, and click the
Bucket Policy button.
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Ensure that the policy contains GetBucketAcl and PutObject, shown in bold
below:

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "AWSCloudTrailAclCheck<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:GetBucketAcl",
            "Resource": "arn:aws:s3:::<bucket_name>"
        },
        {
            "Sid": "AWSCloudTrailWrite<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::<bucket_name>/LORIC/AWSLogs/
<AWSaccountnumber>/*",
            "Condition": {
                "StringEquals": {
                    "s3:x-amz-acl": "bucket-owner-full-control"
                }
            }
        }
    ]
}

4. If CloudTrail is already enabled, follow the substeps below.

It is recommended that you enable CloudTrail for all regions.

Ensure that all events are being logged.

a. From the Dashboard page, select Trails on the left.

b. On the Trails page, in the Name column, click the name of the CloudTrail.

c. Ensure that Apply trail to all regions is set to Yes.

To change the setting, click the Edit icon  to the right of Trail settings.

d. Ensure that Read/Write events is set to All.

To change the setting, click the Edit icon  to the right of Management events.

e. Ensure that the S3 bucket name is what you want to use.

To create a new bucket to use, click the Edit icon  to the right of Storage
location.

f. If you want to encrypt CloudTrail, click the Edit icon  to the right of Storage
location, set Encrypt log files to Yes, and then set Create a new KMS key to:
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• Yes to create a new key.

• No to use the existing key that you specify in the KMS key field.

Note:

Your KMS (Key Management Service) key must be in the same AWS
region as your S3 bucket (noted in step 4b above) where your
encrypted CloudTrail logs are stored.

5. Ensure that you have clicked Save at the bottom of each section where you made
a change before you leave this page.

What to Do Next

Continue with Using an IAM Role: Creating and Registering a Dedicated Service Role.

Using an IAM Role: Creating and Registering a Dedicated Service Role
Create a dedicated AWS account and add or register the account with Oracle CASB
Cloud Service for monitoring.

To watch a video that provides an overview of the steps in this task, see Creating and
Registering a Target AWS Account Using an IAM Role.

Prerequisites:

• You have successfully completed the steps in Using an IAM Role: Enabling
CloudTrail.

• If users log in to AWS through an identity provider, you have already created an
identity provider instance in Oracle CASB Cloud Service. See Setting Up an
Identity Provider Instance.

1. Log in to the AWS account that you will be registering in Oracle CASB Cloud
Service.

2. In the AWS console, select Services, then under Security, Identity and
Compliance select IAM.

3. On the Welcome to Identity and Access Management page, select Roles in the
left navigation panel.

Here you will create the monitoring role for a stand-alone account, or the target
account in cross-account logging.

4. Click the Create role button above the list of roles.

5. On the Select type of trusted entity page, select Another AWS account.

The Oracle CASB Cloud Service can assume this role to monitor the AWS
account.

Caution:

You must keep this AWS page open and active until you can return from
Oracle CASB Cloud Service with the External ID and Account ID that
you will paste here.
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6. Open a new browser tab and log in to your Oracle CASB Cloud Service tenant.

7. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

8. Click Add/Modify App.

9. On the Select an app type page, click Amazon Web Services, and then click Next.

10. On the Select an instance page:

a. Enter a name for this AWS instance.

Names of any existing instances are listed below your input.

b. If users log in to AWS through an identity provider, select The users of this app
instance log in using single sign-on through an identity provider and select the
identity provider instance from the drop-down list.

Note:

The identity provider instance must already be defined. See Setting Up an
Identity Provider Instance.

11. On the Select monitoring type page, select:

• Monitor only — if you want Oracle CASB Cloud Service to read data from AWS, but
not write security control settings back to AWS. For a description of the security
control settings that Oracle CASB Cloud Service automatically enforces when you
select Monitor only, see Security Control Values for AWS (Monitor Only/Read Only).

• Push controls and monitor — if you want Oracle CASB Cloud Service to write
security control settings back to AWS, in addition to reading AWS data. When you
selectPush controls and monitor, you specify the security control settings that you
want Oracle CASB Cloud Service to enforce in the next step.

Note:

Do not select Push controls and monitor if you selected only the
ReadAccessOnly policy in Using an IAM Role: Enabling CloudTrail.

After you make your selection, click Next.

12. If you selected Monitor only, skip this step — you will go directly to the Enter
credentials page.

Make your selections on the Select security controls page:

a. Select Standard, Stringent, or Custom.

Each of these options provides a different set of security settings. For a description of
all the options, see Security Control Values for AWS (Push Controls/Read-Write).

b. Examine the settings under Password Policies, Settings, and Access Controls,
and make any changes you want to in those settings.

c. Click Next when you are done.

13. On the Enter credentials page, set Authentication type to IAM user role.
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Note:

The read-only values for External ID and Account ID are automatically
generated when you select IAM user role.

Caution:

A different External ID value generated each time that you select IAM
user role. You must keep this Oracle CASB Cloud Service Page open
and active until you can return and paste the User role ARN value into
the User role ARN field.

14. Copy the External ID and Account ID to a temporary location from which you can
copy and paste into the AWS console.

15. Switch back to the browser tab with your AWS account.

16. Paste the Account ID from the temporary location into the Account ID field in
AWS.

17. Select Require external ID… and paste the External ID from the temporary
location into the External ID field in AWS and click Next: Permissions.

18. On the Attach Policy page, select the policy that matches the Monitoring type
you selected in the Oracle CASB Cloud Service registration process:

• If you selected Monitor only in Oracle CASB Cloud Service, select
ReadOnlyAccess. (Scroll to the bottom of the list.)

• If you selected Push controls and monitor in Oracle CASB Cloud Service,
you must select AdministratorAccess.

19. Click Next: Review.

20. On the Set role name and review page, enter a Role name, an optional Role
description, and then click Create role.

21. Click the name of the role you just created.

22. On the Summary page, copy the Role ARN value.

23. Switch back to the Oracle CASB Cloud Service tab.

24. Paste the value from AWS into the User role ARN field.

25. If you want Oracle CASB Cloud Service to collect logs from an external account,
slide the Collect logs from an external account switch to the right, then enter
the Name of the Cross-Account role and Account Number.

26. Click Test Credentials.

If all configurations are correct, you see a “Credentials are valid” message.

27. Click Submit.

You see a notification that is going through its first data ingestion on your Oracle
CASB Cloud Service tenant.

28. Click Done.
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29. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

You see the AWS application tile displaying a gear icon. This indicates that the
application is going through its first data ingestion.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

You have successfully registered your AWS account with Oracle CASB Cloud Service, using
an IAM user role to authenticate.

Next Steps

• If you are setting up cross-account logging, you have completed setup of your target
account. Continue with Using an IAM Role: Adding Source Dedicated Service Roles for
Cross-Account Logging.

• If you do not want to set up cross-account logging, you are done.

Using an IAM Role: Adding Source Dedicated Service Roles for Cross-
Account Logging

For cross-account logging, add more AWS instances as source accounts and direct their logs
to the S3 bucket created for the first account, which now becomes the target account.

The steps to add the first source account for cross-account logging are unique. The steps to
add any number of additional source accounts for cross-account logging are all the same.

Using an IAM Role: Setting Up the First Source Dedicated Service Role
The steps to add the first source account for cross-account logging are unique. You perform
these steps only once.

To watch a video that provides an overview of the steps in this task, see Creating and
Registering a Source AWS Account using an IAM Role.

Cross-account logging is a configuration in Amazon Web Services that allows users to pipe
CloudTrail log data from one account to another account’s S3 bucket.

The account that you set up in Using an IAM Role: Creating a Dedicated Service Role
becomes the target account — all logs from the source accounts, the additional AWS
accounts you create and register with Oracle CASB Cloud Service, are piped into the S3
bucket of this target account.

Prerequisites: Before proceeding, you must:

• Complete all the tasks in Using an IAM Role: Creating a Dedicated Service Role.

• Create the source account in AWS.

• Get the Oracle CASB Cloud Service Account ID for the AWS source account for which
you want logging to be consolidated into the S3 bucket in the hub account through cross-
account logging.
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Note:

To complete this procedure, you will need to open the AWS console in two
different browsers. For example, Chrome and Firefox. You can’t access two
different accounts at the same time in the AWS account using the same
browser in two different windows or tabs.

1. Open a browser window and log in to the target AWS account.

This is the account which has the S3 bucket that all other AWS accounts will use
for logging.

We will refer to this as the target account browser.

2. Open a window in a different browser and log into the source AWS account.

This is one of the other AWS accounts, which will use the S3 bucket from the
target account for logging.

We will refer to this as the source account browser.

Note:

This must be a window in a different browser, not just a separate window
in the same browser. For example, if you the target account in Chrome,
you might open the source account in Firefox.

3. Switch to the target account browser.

4. Select Services, and under Storage, select S3.

The policy on the target account must be modified to allow the source accounts to
write to it. If this is not done, the CloudTrail creation process in the source account
will fail when it does not recognize the S3 bucket in the target account.

5. Click the bucket name to display four tabs across the top.

6. Click the Permissions tab, and then click the Bucket Policy button.

The Bucket policy editor displays the policy in JSON format that this S3 bucket is
using.

7. Make a copy of this policy before you modify it, in case you need to restore it later.

8. Look closely at the Resource statement near the bottom.

This is how that Resource statement looks before any source accounts have been
added:

            ...
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::<target_bucket_name>/LORIC/
AWSLogs/<target_account_number>/*",
            "Condition": {
                ...
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9. In the Resource statement, add a left square bracket (“[“) after the colon, press Enter,
and press Tab several times:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>
/LORIC/AWSLogs/<target_account_number>/*",
            "Condition": {
                ...

10. Press Enter at the end of the arn statement, then copy the entire arn statement and
paste the copy directly below the original:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
                "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
            "Condition": {
                ...

11. At the end of the copied arn statement, delete the comma, press Enter, and then type a
right square bracket (“]”) and a comma:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
                "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*"
            ],
            "Condition": {
                ...

12. In the copied arn statement, replace the <target_account_number> with the
<source_account_number> for the AWS source account:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
                "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<source_account_number>/*"
                ],
            "Condition": {
                ...

13. Click Save.
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If there are any syntax errors in your changes, you will see a message saying that
the policy contains invalid JSON.

If this happens, try to find and correct the error, or click Cancel, restore the original
policy that you saved, and start over with these instructions.

14. Select Services, and under Security, Identity & Compliance, select IAM.

You must now have the source account assume the IAM cross-account role that
allows it to read the S3 bucket.

15. On the Welcome to Identity and Access Management page, select Roles from
the list on the left.

16. Click the Create role button above the list of roles.

17. On the Select type of trusted entity page, select Another AWS account.

This option allows IAM users or roles that you own to assume this cross-account
role.

18. In the Account ID field, enter the source account number and click Next:
Permissions.

19. On the Attach Policy page, select the AmazonS3ReadOnly policy and click
Next: Review.

20. On the Set role name and review page, in the Role name field, enter a name for
the role, an optional Role Description, and then click Create role.

21. Click the role name to display the Summary page for the role.

22. Click the Trust relationships tab.

This tab displays the information on the relationship you have established between
the target account and this source account.

23. Click the Edit trust relationship button.

On the Edit trust relationship page, you see the policy document for the trust
relationship between the target and source accounts:

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": "arn:aws:iam::<source_account>:root" 
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

24. In the Principal statement, change root to the Amazon resource name (ARN) of
the IAM user in the target account that will be used to monitor the source AWS
account in Oracle CASB Cloud Service.

            ...
            "Principal": {
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            "AWS": "arn:aws:iam::<source_account>:role/<IAM_role>" 
            }
            "Action": "sts:AssumeRole"
            ...

25. Click Save.

If there are any syntax errors in your changes, you will see a message saying that the
policy contains invalid JSON.

If this happens, try to find and correct the error, or click Cancel, restore the original policy
that you saved, and start over with these instructions.

What to Do Next

Continue with Using an IAM Role: Creating and Registering a Source Dedicated Service
Role.

Using an IAM Role: Setting Up an Additional Source Dedicated Service Role
After you set up the first source account for cross-account logging, the steps to set up
additional source accounts are the same. Repeat these steps for each additional source
account.

To watch videos that provide an overview of the steps in this task, see:

• IAM Role: Turn on Cross-Account Logging in AWS

• Creating and Registering a Target AWS Account using an IAM Role

Prerequisites:

• Complete all the tasks in Using an IAM Role: Creating a Dedicated Service Role.

• Complete all the steps in Using an IAM Role: Setting Up the First Source Dedicated
Service Role.

• Create the source account in AWS.

• Get the Oracle CASB Cloud Service Account ID for the AWS source account for which
you want logging to be consolidated into the S3 bucket in the hub account through cross-
account logging.

Note:

To complete this procedure, you will need to open the AWS console in two different
browsers. For example, Chrome and Firefox. You can’t access two different
accounts at the same time in the AWS account using the same browser in two
different windows or tabs.

1. Open a browser window and log in to the target AWS account.

This is the account which has the S3 bucket that all other AWS accounts will use for
logging.

We will refer to this as the target account browser.

2. Open a window in a different browser and log into the source AWS account.
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This is one of the other AWS accounts, which will use the S3 bucket from the
target account for logging.

We will refer to this as the source account browser.

Note:

This must be a window in a different browser, not just a separate window
in the same browser. For example, if you the target account in Chrome,
you might open the source account in Firefox.

3. Switch to the target account browser.

4. Select Services, and under Storage, select S3.

The policy on the target account must be modified to allow the source accounts to
write to it. If this is not done, the CloudTrail creation process in the source account
will fail when it does not recognize the S3 bucket in the target account.

5. Click the bucket name to display four tabs across the top.

6. Click the Permissions tab, and then click the Bucket Policy button.

The Bucket policy editor displays the policy in JSON format that this S3 bucket is
using.

7. Make a copy of this policy before you modify it, in case you need to restore it later.

8. Look closely at the Resource statement near the bottom.

This is how that Resource statement looks if one source account has been added:

            ...
            "Action": "s3:PutObject",
            "Resource":[
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<source1_account_number>/*"
            ],

            "Condition": {
                ...

For each additional source account that is added, you see another arn statement
in the “Resource”: statement list.

To keep things simple, our example will show a policy with two arn statements.
The steps are exactly the same for any higher number of arn statements.

9. Copy the entire first arn statement and paste the copy directly under the original:

            ...
            "Action": "s3:PutObject",
            "Resource":[
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
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<target_account_number>/*",
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<source1_account_number>/*"
            ],

            "Condition": {
                ...

10. In the copy of the arn statement, replace the <target_account_number> with the
<source_account_number> that you are adding, in this example,
<source_account2_number>:

            ...
            "Action": "s3:PutObject",
            "Resource":[
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<target_account_number>/*",
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<source2_account_number>/*",
                 "arn:aws:s3:::<target_bucket_name>/LORIC/AWSLogs/
<source1_account_number>/*"
                 ],

            "Condition": {
                ...

11. Click Save.

If there are any syntax errors in your changes, you will see a message saying that the
policy contains invalid JSON.

If this happens, try to find and correct the error, or click Cancel, restore the original policy
that you saved, and start over with these instructions.

12. Select Services, and under Security, Identity & Compliance, select IAM.

You must now have the source account assume the IAM cross-account role that allows it
to read the S3 bucket.

13. On the Welcome to Identity and Access Management page, select Roles from the list
on the left.

14. Click the Create role button above the list of roles.

15. On the Select type of trusted entity page, select Another AWS account.

This option allows IAM users or roles that you own to assume this cross-account role.

16. In the Account ID field, enter the source account number and click Next Step.

17. On the Attach Policy page, select the AmazonS3ReadOnly policy and click Next Step.

18. On the Set role name and review page, in the Role name field, enter a name for the
role, an optional Role Description, and then click Create Role.

19. Click the role name to display the Summary page for the role.

20. Click the Trust relationships tab.

This tab displays the information on the relationship you have established between the
target account and this source account.
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21. Click the Edit trust relationship button.

On the Edit trust relationship page, you see the policy document for the trust
relationship between the target and source accounts.

22. Look closely at the arn statements in the Principal statement in this policy
document.

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": "arn:aws:iam::<source1_account>:role/<IAM_role>" 
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

23. If the Principal statement has only one arn statement, as shown above:

a. After the "AWS":, enter a left square bracket (“]”), press Enter, and then press
Tab several times:

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
                "arn:aws:iam::<source1_account>:role/<IAM_role>" 
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

b. Enter a comma at the end of the arn statement line, then press Enter:

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                 
            }
            "Action": "sts:AssumeRole"
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        }
    ]
}

c. Copy the entire arn statement and paste it directly below the original, then enter a
comma at the end of the original arn statement:

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                "arn:aws:iam::<source1_account>:role/<IAM_role>"
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

d. In the copied arn statement, replace the original source account number
(<source1_account>) with the new source account you are adding
(<source2_account>):

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                "arn:aws:iam::<source2_account>:role/<IAM_role>"
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

e. At the end of the copied arn statement, press Enter and enter a right square bracket
(“]”):

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
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                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                "arn:aws:iam::<source2_account>:role/<IAM_role>"
                ]
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

24. If the Principal statement has more than one arn statement:

a. At the end of the first arn statement, press Enter, and then copy the entire first
arn statement directly below itself:

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                "arn:aws:iam::<source2_account>:role/<IAM_role>"
                ]
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

b. In the copied arn statement, replace the first source account number
(<source1_account>) with the account number of the new account you are
adding (<source_new_account>):

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": [
                "arn:aws:iam::<source1_account>:role/<IAM_role>",
                "arn:aws:iam::<source_new_account>:role/
<IAM_role>",
                "arn:aws:iam::<source2_account>:role/<IAM_role>"
                ]
            }
            "Action": "sts:AssumeRole"
        }
    ]
}
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25. Click Save.

If there are any syntax errors in your changes, you will see a message saying that the
policy contains invalid JSON.

If this happens, try to find and correct the error, or click Cancel, restore the original policy
that you saved, and start over with these instructions.

What to Do Next

Continue with Using an IAM Role: Creating and Registering a Source Dedicated Service
Role.

Using an IAM Role: Creating and Registering a Source Dedicated Service Role
Create a role for the source account in AWS, begin registering the account in Oracle CASB
Cloud Service to get the External ID, return to AWS to enter the External ID and set
necessary permissions, and then complete the registration.

To watch a video that provides an overview of the steps in this task, see Creating and
Registering a Source AWS Account using an IAM Role.

1. Log in to the AWS account that you will be registering in Oracle CASB Cloud Service.

2. In the AWS console, select Services, then under Security Identity and Compliance
select IAM.

3. On the Welcome to Identity and Access Management page, select Roles in the left
navigation panel.

Here you will create the monitoring role for this AWS source account.

4. Click the Create role button above the list of roles.

5. On the Select type of trusted entity page, select Another AWS account.

The Oracle CASB Cloud Service can assume this role to monitor the AWS account.

Caution:

You must keep this AWS page open and active until you can return form Oracle
CASB Cloud Service with the External ID and Account ID that you will paste
here.

6. Open a new browser tab and log in to your Oracle CASB Cloud Service tenant.

7. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

8. Click Add an App.

9. On the Select an app type page, click Amazon Web Services, and then click Next.

10. On the Select an instance page:

a. Enter a name for this AWS instance.

Names of any existing instances are listed below your input.

b. If users log in to AWS through an identity provider, select The users of this app
instance log in using single sign-on through an identity provider and select the
identity provider instance from the drop-down list.
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Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

11. On the Select monitoring type page, select:

• Monitor only — if you want Oracle CASB Cloud Service to read data from
AWS, but not write security control settings back to AWS. For a description of
the security control settings that Oracle CASB Cloud Service automatically
enforces when you select Monitor only, see Security Control Values for AWS
(Monitor Only/Read Only).

• Push controls and monitor — if you want Oracle CASB Cloud Service to
write security control settings back to AWS, in addition to reading AWS data.
When you selectPush controls and monitor, you specify the security control
settings that you want Oracle CASB Cloud Service to enforce in the next step.

Note:

Do not select Push controls and monitor if you selected only the
ReadAccessOnly policy in Using an IAM Role: Enabling CloudTrail.

After you make your selection, click Next.

12. If you selected Monitor only, skip this step — you will go directly to the Enter
credentials page.

Make your selections on the Select security controls page:

a. Select Standard, Stringent, or Custom.

Each of these options provides a different set of security settings. For a
description of all the options, see Security Control Values for AWS (Push
Controls/Read-Write).

b. Examine the settings under Password Policies, Settings, and Access
Controls, and make any changes you want to in those settings.

c. Click Next when you are done.

13. On the Enter credentials page, set Authentication type to IAM user role.

Note:

The read-only values for External ID and Account ID are automatically
generated when you select IAM user role.
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Caution:

A different External ID value generated each time that you select IAM user
role. You must keep this Oracle CASB Cloud Service Page open and active
until you can return and paste the User role ARN value into the User role ARN
field.

14. Copy the External ID and Account ID to a temporary location from which you can copy
and paste into the AWS console.

15. Switch back to the browser tab with your AWS account.

16. Paste the Account ID from the temporary location into the Account ID field in AWS.

17. Select Require external ID… and paste the External ID from the temporary location into
the External ID field in AWS and click Next: Permissions.

18. On the Attach Policy page, select the policy that matches the Monitoring type you
selected in the Oracle CASB Cloud Service registration process:

• If you selected Monitor only in Oracle CASB Cloud Service, select
ReadOnlyAccess. (Scroll to the bottom of the list.)

• If you selected Push controls and monitor in Oracle CASB Cloud Service, you
must select AdministratorAcess.

19. Click Next: Review.

20. On the Set role name and review page, enter a Role name, an optional Role
description, and then click Create role.

21. Click the name of the role you just created.

22. On the Summary page, copy the Role ARN value.

23. Switch back to the Oracle CASB Cloud Service tab.

24. Paste the value from AWS into the User role ARN field.

25. Slide the Collect logs from an external account switch to the right.

26. In the Name of Cross-Account role field, enter the name of your cross-account role.

27. In the Account number field, enter the account number of the target account.

This is the AWS account with the S3 bucket that is used for logging by all the AWS
accounts.

28. Switch back to the AWS browser tab.

You need to create an inline policy to allow the AWS role to assume the cross-account
role in the target account.

Caution:

You must keep this Oracle CASB Cloud Service page open and active until you
can return and complete the registration process.

29. On the AWS Summary page, click the Permissions tab.

30. On the Permissions tab, click Inline Policies, and then click the click here link to create
one.
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31. On the Set Permissions page, expand Custom Policy, and then click the Select
button to the right of Use the policy editor to customize your own set of
permissions.

32. On the Review Policy page, enter a Policy Name, and then copy and paste the
text below into the Policy Document window:

{
    "Version": "2012-10-17",
    "Statement": [
      {
        "Effect": "Allow",
        "Action": [
            "sts:AssumeRole"
        ],
        "Resource": "*"
      }
    ]
}

33. Click the Validate Policy button at the bottom.

34. Click Apply Policy.

35. Switch back to the Oracle CASB Cloud Service tab where you are registering this
AWS instance.

36. Click Test Credentials.

If all configurations are correct, you see a “Credentials are valid” message.

37. Click Submit.

You see a notification that is going through its first data ingestion on your Oracle
CASB Cloud Service tenant.

38. Click Done.

39. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

You see the AWS application tile displaying a gear icon. This indicates that the
application is going through its first data ingestion.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in
some cases. For status, check the Dashboard. If no data appears within 24 hours,
contact Oracle Support.

You have successfully registered your AWS account with Oracle CASB Cloud Service,
using an IAM user role to authenticate.

Next Steps

• If you need to set up another AWS source account, continue with Using an IAM
Role: Setting Up an Additional Source Dedicated Service Role.

• If you do not need to set up another AWS source account, you are done.
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Using an IAM User: Creating and Registering a Dedicated Service User
This IAM User is the only account that you configure for within-account logging. In cross-
account logging, this IAM User is the first, or target, AWS account that you configure.

Using an IAM User: Enabling CloudTrail
In order for CASB Cloud Service to monitor your AWS account, you must first enable
CloudTrail.

Enabling CloudTrail allows the IAM account to monitor the AWS services from the CloudTrail
logs stored in S3.

To watch a video that provides an overview of the steps in this task, see Enabling CloudTrail
and S3.

1. Log into your AWS console.

2. Select Services, and under Management Tools, click CloudTrail.

3. If CloudTrail is not enabled, then on the AWS CloudTrail screen you see a blue Get
Started Now button.

If you do not see the blue Get Started Now button, CloudTrail is enabled — go to step 4.

If you do see the blue Get Started Now button, CloudTrail is not enabled — continue
with the substeps below:

a. Click the blue Get Started Now button to begin the process of enabling CloudTrail.

b. On the Turn on CloudTrail page, enter a Trail name.

Note:

Ensure that you note the region in the top right corner of the page.

This name can be anything you like, as long as it is unique within your AWS account.

c. Leave the default setting of Apply trail to all regions set to Yes, and Read/Write
events set to All.

d. Scroll to the Storage location section at the bottom of the page.

e. To create a new bucket (note that your S3 bucket will be created in the region in step
4b above):

i. Leave the default setting of Apply trail to all regions set to Yes, enter a name
for the bucket in the S3 bucket field, and then click Advanced.

ii. If you want to use a log file prefix to change the default location of the CloudTrail
logs, enter the prefix in the Log file prefix field.

This will change the path to the S3 bucket policy to include the prefix.

iii. If you want to encrypt CloudTrail, set Encrypt log files to Yes and select Yes to
Create a new KMS key or No to use an existing key.
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Note:

Your KMS (Key Management Service) key must be in the same
AWS region as your S3 bucket (noted in step 4b above) where
your encrypted CloudTrail logs are stored.

iv. Click Create.

v. If you chose to encrypt your CloudTrail in step 4.e.ii above, validate your
KMS settings: The policy must contain the following statements. You can
find the KMS policy by going to Services, IAM, Encryption Keys,
changing the region to where you created your S3 bucket (step 4.b above)
and clicking on the Key Name in the Alias column and reviewing the Key
Policy:

{
  "Version": "2012-10-17",
  "Id": "key-consolepolicy-3",
  "Statement": [
    {
      "Sid": "Enable IAM User Permissions",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:root"
      },
      "Action": "kms:*",
      "Resource": "*"
    },
    {
      "Sid": "Allow access for Key Administrators",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/
testLocalUser"
      },
      "Action": [
        "kms:Create*",
        "kms:Describe*",
        "kms:Enable*",
        "kms:List*",
        "kms:Put*",
        "kms:Update*",
        "kms:Revoke*",
        "kms:Disable*",
        "kms:Get*",
        "kms:Delete*",
        "kms:TagResource",
        "kms:UntagResource",
        "kms:ScheduleKeyDeletion",
        "kms:CancelKeyDeletion"
      ],
      "Resource": "*"
    },
    {
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      "Sid": "Allow use of the key",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::965634374182:user/testLocalUser"
      },
      "Action": [
        "kms:Encrypt",
        "kms:Decrypt",
        "kms:ReEncrypt*",
        "kms:GenerateDataKey*",
        "kms:DescribeKey"
      ],
      "Resource": "*"
    },
    {
      "Sid": "Enable CloudTrail Encrypt Permissions",
      "Effect": "Allow",
      "Principal": {
        "Service": "cloudtrail.amazonaws.com"
      },
      "Action": "kms:GenerateDataKey*",
      "Resource": "*",
      "Condition": {
        "StringLike": {
          "kms:EncryptionContext:aws:cloudtrail:arn": 
"arn:aws:cloudtrail:*:<AWSaccountnumber>:trail/*"
        }
      }
    },
    {
      "Sid": "Allow attachment of persistent resources",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/testLocalUser"
      },
      "Action": [
        "kms:CreateGrant",
        "kms:ListGrants",
        "kms:RevokeGrant"
      ],
      "Resource": "*",
      "Condition": {
        "Bool": {
          "kms:GrantIsForAWSResource": "true"
        }
      }
    }
  ]
}

vi. Validate your CloudTrail settings:

i. On the Trails page, click the CloudTrail name.

ii. On the Configuration page, verify that the CloudTrail you just created has
the settings specified in the previous steps.
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iii. Ensure that the CloudTrail is enabled for all regions in Trail Settings,
and is capturing all events in Management events.

vii. Validate your S3 settings:

i. Select Services, and under Storage, select S3.

ii. Click the bucket name to display four tabs across the top.

iii. Click the Permissions tab, and then click the Bucket Policy button.

The Bucket policy editor displays the policy in JSON format that was
automatically created for your S3 bucket.

Ensure that the policy contains GetBucketAcl and PutObject, shown
in bold below:

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": 
"AWSCloudTrailAclCheck<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:GetBucketAcl",
            "Resource": "arn:aws:s3:::<bucket_name>"
        },
        {
            "Sid": "AWSCloudTrailWrite<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::<bucket_name>/LORIC/
AWSLogs/<AWSaccountnumber>/*",
            "Condition": {
                "StringEquals": {
                    "s3:x-amz-acl": "bucket-owner-full-
control"
                }
            }
        }
    ]
}

f. To use an existing bucket:

i. Change the default setting of Create a new S3 bucket to No and enter a
name for the bucket in the S3 bucket field and click Advanced.

ii. If you want to encrypt CloudTrail, set Encrypt log files to Yes.

i. Select Yes to Create a new KMS key or No to use an existing key.
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Note:

Your KMS (Key Management Service) key must be in the same
AWS region as your S3 bucket where your encrypted CloudTrail
logs are stored.

ii. Verify that your KMS policy contains the following statements by going to
Services, IAM, Encryption Keys and changing the region to where you are
creating your S3 bucket (step 4b above):

{
  "Version": "2012-10-17",
  "Id": "key-consolepolicy-3",
  "Statement": [
    {
      "Sid": "Enable IAM User Permissions",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:root"
      },
      "Action": "kms:*",
      "Resource": "*"
    },
    {
      "Sid": "Allow access for Key Administrators",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/
testLocalUser"
      },
      "Action": [
        "kms:Create*",
        "kms:Describe*",
        "kms:Enable*",
        "kms:List*",
        "kms:Put*",
        "kms:Update*",
        "kms:Revoke*",
        "kms:Disable*",
        "kms:Get*",
        "kms:Delete*",
        "kms:TagResource",
        "kms:UntagResource",
        "kms:ScheduleKeyDeletion",
        "kms:CancelKeyDeletion"
      ],
      "Resource": "*"
    },
    {
      "Sid": "Allow use of the key",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::965634374182:user/testLocalUser"
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      },
      "Action": [
        "kms:Encrypt",
        "kms:Decrypt",
        "kms:ReEncrypt*",
        "kms:GenerateDataKey*",
        "kms:DescribeKey"
      ],
      "Resource": "*"
    },
    {
      "Sid": "Enable CloudTrail Encrypt Permissions",
      "Effect": "Allow",
      "Principal": {
        "Service": "cloudtrail.amazonaws.com"
      },
      "Action": "kms:GenerateDataKey*",
      "Resource": "*",
      "Condition": {
        "StringLike": {
          "kms:EncryptionContext:aws:cloudtrail:arn": 
"arn:aws:cloudtrail:*:<AWSaccountnumber>:trail/*"
        }
      }
    },
    {
      "Sid": "Allow attachment of persistent resources",
      "Effect": "Allow",
      "Principal": {
        "AWS": "arn:aws:iam::<AWSaccountnumber>:user/
testLocalUser"
      },
      "Action": [
        "kms:CreateGrant",
        "kms:ListGrants",
        "kms:RevokeGrant"
      ],
      "Resource": "*",
      "Condition": {
        "Bool": {
          "kms:GrantIsForAWSResource": "true"
        }
      }
    }
  ]
}

iii. If you want to use a log file prefix to change the default location of the
CloudTrail logs, enter the prefix in the Log File Prefix field.

This will change the path in the S3 bucket policy to include the prefix.

iv. To review the S3 bucket policy, select Services, and under Storage,
select S3.

v. Click the bucket name, then click the Permissions tab, and click the
Bucket Policy button.
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Ensure that the policy contains GetBucketAcl and PutObject, shown in bold
below:

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "AWSCloudTrailAclCheck<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:GetBucketAcl",
            "Resource": "arn:aws:s3:::<bucket_name>"
        },
        {
            "Sid": "AWSCloudTrailWrite<AWSaccountnumber>",
            "Effect": "Allow",
            "Principal": {
                "Service": "cloudtrail.amazonaws.com"
            },
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::<bucket_name>/LORIC/AWSLogs/
<AWSaccountnumber>/*",
            "Condition": {
                "StringEquals": {
                    "s3:x-amz-acl": "bucket-owner-full-control"
                }
            }
        }
    ]
}

4. If CloudTrail is already enabled, follow the substeps below.

It is recommended that you enable CloudTrail for all regions.

Ensure that all events are being logged.

a. From the API activity history page, select Trails on the left.

b. On the Trails page, in the Name column, click the name of the CloudTrail.

c. Ensure that Apply trail to all regions is set to Yes.

To change the setting, click the Edit icon  to the right of Trail settings.

d. Ensure that Read/Write events is set to All.

To change the setting, click the Edit icon  to the right of Management events.

e. Ensure that S3 bucket name is what you want to use.

To create a new bucket to use, click the Edit icon  to the right of Storage
location.

f. If you want to encrypt CloudTrail, set Encrypt log files to Yes and select Yes to
Create a new KMS key or No to use an existing key.
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Note:

Your KMS (Key Management Service) key must be in the same AWS
region as your S3 bucket (noted in step 4b above) where your
encrypted CloudTrail logs are stored.

5. Click Save at the bottom of the page.

What to Do Next

Continue with Using an IAM User: Creating a Dedicated Service User.

Using an IAM User: Creating a Dedicated Service User
Create the IAM user for Oracle CASB Cloud Service to monitor a standalone or target
AWS account.

To watch a video that provides an overview of the steps in this task, see Creating a
Dedicated Service Account for monitoring AWS (Target).

The IAM user account you create is called a dedicated service account because it
should be reserved exclusively for use by Oracle CASB Cloud Service. No human, or
other automated process should ever log into this account.

Prerequisites:

• You have successfully completed the steps in Using an IAM User: Enabling
CloudTrail.

• If users log in to AWS through an identity provider, you have already created an
identity provider instance in Oracle CASB Cloud Service. See Setting Up an
Identity Provider Instance.

Note:

You can register your AWS instance without an IDP configured and add
the IDP at a future time. See Updating the IDP Instance for an AWS
Instance.

1. Log in to the AWS account that you will be registering in Oracle CASB Cloud
Service.

2. In the AWS console, select Services, then under Security Identity and
Compliance select IAM.

3. Select Users from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

4. Click the Add user button at the top.

5. On the Add user page, in the User name field, enter a name for the user

6. Under Access type, select Programmatic access, and then click Next

7. On the Set permissions… page, click Attach existing policies directly.

8. Select the policy based on how you plan to register this AWS account with Oracle
CASB Cloud Service:
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• Monitor only (read only) – select the ReadOnlyAccess policy. (Scroll to the bottom of
the list.)

• Push controls and monitor (read/write) – select the AdministratorAccess policy.

9. Click Next.

10. On the Review page, verify:

• User name of the IAM user.

• AWS access type is set to Programmatic access – with an access key.

• Under Permissions summary, in the Name column, the correct policy that you
selected appears – either ReadOnlyAccess or AdministratorAccess.

11. Click Create user.

12. On the Success page, click the Download .csv button.

This is the only time you will be able to do this. Best practice is to rotate these keys every
90 days by regenerating them and update the keys in Oracle CASB Cloud Service. If you
lose these keys, you will have to do that in order to have Oracle CASB Cloud Service
continue monitoring this AWS account.

13. After keys are downloaded, click Close.

The user you just created should now appear in the AWS list of users.

What to Do Next

Continue with Using an IAM User: Registering the Dedicated Service User.

Using an IAM User: Registering the Dedicated Service User
Register the AWS account for the dedicated service user, that you just created, in Oracle
CASB Cloud Service.

To watch a video that provides an overview of the steps in this task, see Registering an AWS
Account using a Dedicated Service Account (Target).

Prerequisites:

You have successfully completed the steps in Using an IAM User: Creating a Dedicated
Service User.

1. Open a new browser tab and log in to your Oracle CASB Cloud Service.

2. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

3. Click Add/Modify App to display the Application Management page.

Note:

If this is the first application that you are registering, the Application
Management page is displayed automatically.

4. On the Select an app type page, click Amazon Web Services and then click Next.

5. On the Select an instance page:

a. Enter a name for this AWS instance.
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Names of any existing instances are listed below your input.

b. If users log in to AWS through an identity provider, select The users of this
app instance log in using single sign-on through an identity provider and
select the identity provider instance from the drop-down list.

Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

c. Click Next.

6. On the Select monitoring type page, select:

• Monitor only (read only) — if you want Oracle CASB Cloud Service to read
data from AWS, but not write security control settings back to AWS. For a
description of the security control settings that Oracle CASB Cloud Service
automatically enforces when you select Monitor only, see Security Control
Values for AWS (Monitor Only/Read Only).

• Push controls and monitor (read–write) — if you want Oracle CASB Cloud
Service to write security control settings back to AWS, in addition to reading
AWS data. When you selectPush controls and monitor, you specify the
security control settings that you want Oracle CASB Cloud Service to enforce
in the next step.

Note:

Do not select Push controls and monitor if you selected only the
ReadAccessOnly policy in Using an IAM Role: Enabling CloudTrail.

After you make your selection, click Next.

7. If you selected Monitor only, skip this step — you will go directly to the Enter
credentials page.

Make your selections on the Select security controls page:

a. Select Standard, Stringent, or Custom.

Each of these options provides a different set of security settings. For a
description of all the options, see Security Control Values for AWS (Push
Controls/Read-Write).

b. Examine the settings under Password Policies, Settings, and Access
Controls, and make any changes you want to in those settings.

c. Click Next when you are done.

8. On the Enter credentials page, in the Access key and Secret key fields, enter
the access key and secret key for the Oracle CASB Cloud Service user in the
AWS account being registered.

You can get these keys from the CSV file that you downloaded when you created
the IAM user.
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9. If you want Oracle CASB Cloud Service to collect logs from an external source, then slide
the Collect logs from an external account switch to the right. Then, enter the Name of
the Cross-Account role and the Account Number.

10. Click Test Credentials.

If all configurations are correct, you see a “Credentials are Valid” message.

11. Click Submit.

You see a notification that is going through its first data ingestion on your Oracle CASB
Cloud Service tenant.

12. Click Done.

13. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

You see the AWS application tile displaying a gear icon. This indicates that the
application is going through its first data ingestion.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

You have successfully registered your AWS account with Oracle CASB Cloud Service, using
an IAM user role to authenticate.

Next Steps

• If you are setting up cross-account logging, you have completed setup of your target
account. Continue with Using an IAM User: Adding Source Dedicated Service Users for
Cross-Account Logging

• If you do not want to set up cross-account logging, you are done.

Using an IAM User: Adding Source Dedicated Service Users for Cross-
Account Logging

For cross-account logging, add more AWS accounts as source accounts and direct their logs
to the S3 bucket created for the target account.

Using an IAM User: Setting Up the First Source Dedicated Service User
Create the IAM user for Oracle CASB Cloud Service to monitor of source AWS accounts.

The account you create is called a dedicated service account because it should be reserved
exclusively for use by Oracle CASB Cloud Service. No human, or other automated process
should ever log into this account.

The steps to add the first source account for cross-account logging are unique. You perform
these steps only once.

Cross Account logging is a configuration in AWS that allows users to log CloudTrail data from
one AWS account to another AWS account’s S3 bucket.

The account that you set up in Using an IAM User: Creating a Dedicated Service User
becomes the target account — all logs from the source accounts, the additional AWS
accounts you create and register with Oracle CASB Cloud Service, are sent to the S3 bucket
of this target account.
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Prerequisites:

• Complete all the tasks in Using an IAM User: Creating and Registering a
Dedicated Service User.

• Get the Oracle CASB Cloud Service Account ID for the AWS source account for
which you want logging to be consolidated into the S3 bucket in the target account
through cross-account logging.

Note:

To complete this procedure, you may want to open the AWS console in two
different browsers. For example, Chrome and Firefox. You can’t access two
different AWS accounts at the same time in the AWS account using the
same browser.

Using an IAM User: Setting Up Cross-Account Logging
Set up cross-account logging, often referred to as x-acct logging.

To watch a video that provides an overview of the steps in this task, see DSA: Turn on
Cross-Account Logging in AWS.

1. Open a browser window and log in to the target AWS account.

This is the account which has the S3 bucket that all other AWS accounts will use
for logging.

We will refer to this browser window as the “target account browser.”

2. Open a window in a different browser and log into the source AWS account.

This is an AWS account that which will use the S3 bucket from the target account
for logging.

We will refer to this browser window as the “source account browser.”

Note:

This must be a window in a different browser, not just a separate window
in the same browser. For example, if you open the target account in
Chrome, you might open the source account in Firefox.

3. Switch to the target account browser.

4. Select Services, and under Storage, select S3.

The policy on the target account must be modified to allow the source accounts to
write to it. If this is not done, the CloudTrail creation process in the source account
will fail when it does not recognize the S3 bucket in the target account.

5. Click the bucket name to display four tabs across the top.

6. Click the Permissions tab, and then click the Bucket Policy button.

The Bucket policy editor displays the policy in JSON format that this S3 bucket is
using.

7. Make a copy of this policy before you modify it, in case you need to restore it later.
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8. Look closely at the Resource statement near the bottom.

This is how that Resource statement looks before any source accounts have been
added:

            ...
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
            "Condition": {
                ...

9. In the Resource statement, add a left square bracket ([) after the colon, press Enter, and
press Tab several times:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
            "Condition": {
                ...

10. Press Enter at the end of the arn statement, then copy the entire arn statement and
paste the copy directly below the original:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
            "Condition": {
                ...

11. At the end of the copied arn statement, delete the comma, press Enter, and then type a
right square bracket (]”) and a comma:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
            ],
            "Condition": {
                ...
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12. In the copied arn statement, replace the <target_account_number> with the
<source_account_number> for the AWS source account:

            ...
            "Action": "s3:PutObject",
            "Resource": [
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<target_account_number>/*",
                "arn:aws:s3:::<target_bucket_name>/
[<optional_prefix>/]AWSLogs/<source_account_number>/*",
            ],
            "Condition": {
                ...

13. Click Save.

If there are any syntax errors in your changes, you will see a message saying that
the policy contains invalid JSON.

If this happens, try to find and correct the error, or click Cancel, restore the original
policy that you saved, and start over with these instructions.

What to Do Next

Continue with Using an IAM User: Creating the First Source Dedicated Service User.

Using an IAM User: Creating the First Source Dedicated Service User
Set up the IAM User dedicated service account for cross-account logging, often
referred to as x-acct logging.

To watch a video that provides an overview of the steps in this task, see Registering
an AWS Account using a Dedicated Service Account (Source).

1. Select Services, and under Security, Identity & Compliance, select IAM.

You must now have the source account assume the IAM cross-account role that
allows it to read the S3 bucket.

2. On the Welcome to Identity and Access Management page, select Roles from
the list on the left.

3. Click the Create new role button at the top left.

4. On the Select role type page, drop down the Role for cross-account access list
and click the Select button for Provide access between AWS accounts you
own.

This option allows IAM users or roles that you own to assume this cross-account
role.

5. In the Account ID field, enter the source account number and click Next Step.

6. On the Attach Policy page, select the AmazonS3ReadOnly policy and click Next
Step.

7. On the Set role name and review page, in the Role name field, enter a name for
the role, an optional Role Description, and then click Create Role.

8. Click the role name to display the Summary page for the role.

9. Click the Trust relationships tab.
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This tab displays the information on the relationship you have established between the
target account and this source account.

10. Click the Edit trust relationship button.

11. On the Edit trust relationship page, you see the policy document for the trust
relationship between the target and source accounts:

{
"Version": "2012-10-17",
"Statement": [
        {
            "Sid": "",
            "Effect": "Allow",
            "Principal": {
            "AWS": "arn:aws:iam::<source_account>:root"
            }
            "Action": "sts:AssumeRole"
        }
    ]
}

12. In the Principal statement, change root to the Amazon resource name (ARN) of the
IAM user in the target account that will be used to monitor the source AWS account in
Oracle CASB Cloud Service:

            ...
            "Principal": {
            "AWS": "arn:aws:iam::<source_account>:<IAM_role_ARN>"
            }
            "Action": "sts:AssumeRole"
            ...

13. Click Save.

If there are any syntax errors in your changes, you will see a message saying that the
policy contains invalid JSON.

If this happens, try to find and correct the error, or click Cancel, restore the original policy
that you saved, and start over with these instructions.

What to Do Next

Continue with Using an IAM User: Registering an Additional Source Dedicated Service User.

Using an IAM User: Setting Up an Additional Source Dedicated Service User
Set up another source account to be used in cross-account logging.

The account you create is called a dedicated service account because it should be reserved
exclusively for use by Oracle CASB Cloud Service. No human, or other automated process
should ever log into this account.

To watch a video that provides an overview of the steps in this task, see Registering an AWS
Account using a Dedicated Service Account (Source).

Prerequisites: Create and register the first source account, by completing the steps in:

1. Using an IAM User: Setting Up the First Source Dedicated Service User
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2. Using an IAM User: Registering an Additional Source Dedicated Service User

Set Up an Additional Source Dedicated Service User

1. Log in to your source AWS account.

2. Select Services, and under Security, Identity & Compliance, select IAM.

3. On the Welcome to Identity and Access Management page, select Users on
the left side, and then click the Add user button at the top.

4. On the Add user page, enter a User name.

5. Under Access type, select Programmatic access, and click Next.

6. On the Set permissions… page, click Attach existing policies directly.

7. Select the policy based on how you plan to register this AWS account with Oracle
CASB Cloud Service:

• Monitor only (read only) — select the ReadOnlyAccess policy. (Scroll to the
bottom of the list.)

• Push controls and monitor (read-write) — select the AdministratorAccess
policy.

8. Click Next.

9. On the Review page, verify:

• User name of the IAM user.

• AWS access type is set to Programmatic access – with an access key.

• Under Permissions summary, in the Name column, the correct policy that
you selected appears – either ReadOnlyAccess or AdministratorAccess.

10. Click Create user.

11. On the Success page, click the Download .csv button.

This is the only time you will be able to do this. Best practice is to rotate these
keys every 90 days by regenerating them and update the keys in Oracle CASB
Cloud Service. If you lose these keys, you will have to do that in order to have
Oracle CASB Cloud Service continue monitoring this AWS account.

12. After keys are downloaded, click Close.

The user you just created should now appear in the AWS list of users.

13. If you selected the ReadOnlyAccess policy in step 7 above:

a. In the User name column, click the user you just created.

b. On the Summary page, on the Permissions tab, click the Add inline policy
link in the lower right corner.

c. On the Set Permissions page, select Custom Policy., and then click Select
to the right of Use the policy editor to customize your own set of
permissions.

d. On the Review Policy page, enter a Policy Name, and then copy and paste
the text below into the Policy Document window:

{
   "Version": "2012-10-17",
   "Statement": [
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     {
        "Effect": "Allow",
        "Action": [
          "sts:AssumeRole"
        ],
        "Resource": "*"
      }
   ]
}

e. Click the Validate Policy button at the bottom.

f. Click Apply Policy.

The policy now appears on the Summary page, Permissions tab, in the list of
policies that are Attached directly.

What to Do Next

Continue with Using an IAM User: Registering an Additional Source Dedicated Service User.

Using an IAM User: Registering an Additional Source Dedicated Service User
Register the source account, that you just created, for monitoring by Oracle CASB Cloud
Service.

To watch a video that provides an overview of the steps in this task, see Registering an AWS
Account using a Dedicated Service Account (Source).

Prerequisites: You should have just completed the steps in either Using an IAM User:
Setting Up the First Source Dedicated Service User, or Using an IAM User: Setting Up an
Additional Source Dedicated Service User.

1. Open a new browser tab and log in to your Oracle CASB Cloud Service tenant.

2. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

3. Click Add/Modify App to display the Application Management page.

Note:

If this is the first application that you are registering, the Application
Management page is displayed automatically.

4. On the Select an app type page, click Amazon Web Services and then click Next.

5. On the Select an instance page:

a. Enter a name for this AWS instance.

Names of any existing instances are listed below your input.

b. If users log in to AWS through an identity provider, select The users of this app
instance log in using single sign-on through an identity provider and select the
identity provider instance from the drop-down list.
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Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

c. Click Next.

6. On the Select monitoring type page, select:

• Monitor only (read only) — if you want Oracle CASB Cloud Service to read
data from AWS, but not write security control settings back to AWS. For a
description of the security control settings that Oracle CASB Cloud Service
automatically enforces when you select Monitor only, see Security Control
Values for AWS (Monitor Only/Read Only).

• Push controls and monitor (read–write) — if you want Oracle CASB Cloud
Service to write security control settings back to AWS, in addition to reading
AWS data. When you selectPush controls and monitor, you specify the
security control settings that you want Oracle CASB Cloud Service to enforce
in the next step.

Note:

Do not select Push controls and monitor if you selected only the
ReadAccessOnly policy in Using an IAM User: Enabling CloudTrail .

After you make your selection, click Next.

7. If you selected Monitor only, skip this step — you will go directly to the Enter
credentials page.

Make your selections on the Select security controls page:

a. Select Standard, Stringent, or Custom.

Each of these options provides a different set of security settings. For a
description of all the options, see Security Control Values for AWS (Push
Controls/Read-Write).

b. Examine the settings under Password Policies, Settings, and Access
Controls, and make any changes you want to in those settings.

c. Click Next when you are done.

8. On the Enter credentials page, in the Access key and Secret key fields, enter
the access key and secret key for the Oracle CASB Cloud Service user in the
AWS account being registered.

You can get these keys from the CSV file that you downloaded when you created
the IAM user.

9. Slide the Collect logs from an external account selector to the right.

10. In the Name of Cross-Account role field, enter the name of the cross-account
role that you created in the target account.

11. In the Account number field, enter the account number of the target account.
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12. Click Test Credentials.

If all configurations are correct, you see a “Credentials are Valid” message.

13. Click Submit.

You see a notification that this AWS instance is going through its first data ingestion on
your Oracle CASB Cloud Service tenant.

14. Click Done.

15. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

You see the new AWS application tile displaying a gear icon. This indicates that the
application is going through its first data ingestion.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

You have successfully registered your AWS account with Oracle CASB Cloud Service, using
an IAM user role to authenticate.

Next Steps

• If you need to set up another AWS source account, continue with Using an IAM User:
Setting Up an Additional Source Dedicated Service User.

• If you do not need to set up another AWS source account, you are done.

Security Control Values for AWS (Monitor Only/Read Only)
Review the AWS security controls that Oracle CASB Cloud Service monitors in monitor-only
mode, together with the values for their stringent settings.

After registering the AWS instance in monitor-only mode, Oracle CASB Cloud Service
displays security control alerts if the security control values in AWS deviate from the Oracle
CASB Cloud Service baseline values for these controls.

These settings appear in the following locations in AWS:

• Password policies: The IAM, Account settings section of the AWS administration
console.

• SSH and user keys: Oracle CASB Cloud Service checks the age of all user and EC2
SSH keys.

• Multifactor authentication: The IAM, Users section of the AWS administration console.

• Encryption and secure ports: Oracle CASB Cloud Service checks the encryption and port
settings in network access control lists (ACLs) for all EC2 instances in an account.

The following describes Oracle CASB Cloud Service's default settings. In general, these
settings are more stringent than the default settings within AWS.
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Security
Control Type

Security
Control Name

Stringent
Settings:
Alert When
This Value Is
Changed

Description

Password
policy

Minimum
password
length

10 characters The longer a password is, the harder it is to
crack.

Password
policy

Require at
least one
uppercase
letter

On The more complex a password is, the harder it
is to crack.

Password
policy

Require at
least one
lowercase letter

On The more complex a password is, the harder it
is to crack.

Password
policy

Require at
least one
number

On The more complex a password is, the harder it
is to crack.

Password
policy

Require at
least one non-
alphanumeric
character

On The more complex a password is, the harder it
is to crack.

Password
policy

Allow users to
change their
own password

On Users are more likely to update passwords
when this activity is under their control.

Password
policy

Password
expiration
period (in days)

30 The more frequently a password is updated,
the harder it is to crack.

Password
policy

Number of
passwords to
remember

10 Reused passwords open a window for an
attacker to make use of an old password.

Password
policy

Password
expiration
requires
administrator
reset

On When passwords expire, this indicates an
unused account. It’s a best practice to not let
accounts sit idle.

Setting Number of
days for an
SSH key to be
considered old

30 SSH keys authenticate AWS EC2 instances.
The more frequently these keys are updated,
the harder they are to crack.

Setting Number of
days for an IAM
key to be
considered old

90 IAM keys authenticate AWS administrative
users. The more frequently these keys are
updated, the harder they are to crack.
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Security
Control Type

Security
Control Name

Stringent
Settings:
Alert When
This Value Is
Changed

Description

Access
controls

Require the
root user to use
multi-factor
authentication

On Multifactor authentication requires a user to
enter more than one credential when logging
in (for example, a password and a one-time
code).

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Access
controls

Require the
admin users to
use multi-factor
authentication

Off The setting above applies only to the root
user. This setting applies to all other admin
users.

Access
controls

Make sure that
all S3 server
buckets are
encrypted

On It’s a best practice to keep data at rest in
encrypted form.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Access
controls

Check public
access acl
enabled s3
buckets

On This setting enables monitoring of S3 buckets
with public access enabled through an ACL.

Access
controls

Check cloud
trails those
stores logs less
than two weeks

On This setting requires at least two weeks of
data to be retained in CloudTrail logs. There
are two ways to retain data: through
CloudTrail's configured S3 bucket, and
through CloudTrail's configured CloudWatch
logs.

Access
controls

Require multi-
factor
authentication
when deleting
an S3 bucket

On Deleting an S3 bucket means removing a data
store. This is a sensitive operation and should
require the extra security that multifactor
authentication provides.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Access
controls

VPCs whose
flow logs are
not stored as
per standard

On This setting causes Oracle CASB Cloud
Service to flag VPCs whose flow logs are not
stored according to standard guidelines.
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Security
Control Type

Security
Control Name

Stringent
Settings:
Alert When
This Value Is
Changed

Description

Access
controls

Check ec2
instances
termination
protection

On This setting enables monitoring of termination
protection for EC2 instances.

Access
controls

Require
security group
checking for
unsecured
ports

Off AWS manages critical organizational
infrastructure. Security group checking
provides an additional layer of security in the
event that a port was left open to the internet.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Access
controls

Require
network ACLs
to use secure
open ports

Off AWS services listen for traffic on ports. These
ports should require secure (encrypted)
communication so that sensitive information
isn’t transmitted in the clear.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

This setting can only be enabled when the
security control baseline for the application
instance is set to Custom.

Access
controls

Do not let
network ACLs
have Allow All
set as the
default

On Allow All means that the access control list
(ACL) provides access to anyone on the
internet.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.
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Security
Control Type

Security
Control Name

Stringent
Settings:
Alert When
This Value Is
Changed

Description

Access
controls

Check use of
Route 53
hosted zones

On Amazon's Route 53 service maps domain
name system (DNS) queries to numeric IP
addresses. It routes end users to Internet
applications by translating domain names (for
example, www.example.com) into numeric IP
addresses (for example, 192.0.2.1) that
computers use to connect to each other.
Route 53 works with external domain names.
It also works with Amazon Virtual Private
Clouds (VPCs), which allows custom domain
names for your internal AWS resources
without exposing them to the public internet.
Consider using Route 53 service as a cost-
effective solution for DNS routing that also can
be extended to your VPCs.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Access
controls

Check use of
Route 53
health checks

On Amazon Route 53 maps domain name system
(DNS) queries to numeric IP addresses.
Route 53 health checks ensure that your web
resources that reside at these IP addresses
are functional before directing traffic to them.

Oracle CASB Cloud Service doesn’t monitor
for Route 53 health checks in private hosted
zones.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Access
controls

Check EBS
volume
encryption
status

On Amazon Elastic Block Store (EBS) volumes
provide incremental backup for Amazon
Elastic Compute Cloud (EC2) instances.
Encryption of these volumes prevents
unauthorized access to the data on them.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.
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Security
Control Type

Security
Control Name

Stringent
Settings:
Alert When
This Value Is
Changed

Description

Access
controls

Check RDS
encryption
status

On Amazon Relational Database Service (RDS)
is a relational database in the cloud. Ensure
that RDS encryption is enabled to prevent
unauthorized access to the information stored
in the database. Amazon RDS handles
authentication, access, and decryption of data
transparently with minimal impact on
performance. Amazon RDS encryption also
helps to fulfill compliance requirements for
data-at-rest encryption.

This setting and the other access controls on
this page aren’t available as a security setting
in the AWS administration console. However,
when enabled, Oracle CASB Cloud Service
monitors this resource and generates an alert
when the feature isn’t enabled.

Security Control Values for AWS (Push Controls/Read-Write)
Review the AWS security controls that Oracle CASB Cloud Service monitors for push-
controls mode, together with the values for their stringent settings.

After you register the AWS instance in push controls mode, Oracle CASB Cloud
Service pushes your selected security control values to the related AWS account.
Later, it displays security control alerts if anyone changes these values.

These settings appear in the following locations in AWS:

• Password policies: The IAM, Account settings section of the AWS administration
console.

• SSH and user keys: Oracle CASB Cloud Service checks the age of all user and
EC2 SSH keys.

• Multifactor authentication: The IAM, Users section of the AWS administration
console.

• Encryption and secure ports: Oracle CASB Cloud Service checks the encryption
and port settings in network access control lists (ACLs) for all EC2 instances in an
account.

After registration, if anyone lowers these values in the application, Oracle CASB Cloud
Service generates a risk event in Risk Events.

The following describes Oracle CASB Cloud Service's default settings. In general
these are more stringent than the default settings within AWS. You also can define
custom settings for these controls.
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Security
Control Type

Security Control
Name

Stringent
Settings: Alert
when this Value Is
Changed

Description

Password
policy

Minimum password
length

10 characters The longer a password is, the harder it is to
crack.

Password
policy

Require at least
one uppercase
letter

On The more complex a password is, the harder
it is to crack.

Password
policy

Require at least
one lowercase
letter

On The more complex a password is, the harder
it is to crack.

Password
policy

Require at least
one number

On The more complex a password is, the harder
it is to crack.

Password
policy

Require at least
one non-
alphanumeric
character

On The more complex a password is, the harder
it is to crack.

Password
policy

Allow users to
change their own
password

On Users are more likely to update passwords
when this activity is under their control.

Password
policy

Password
expiration period (in
days)

30 The more frequently a password is updated,
the harder it is to crack.

Password
policy

Number of
passwords to
remember

10 Reused passwords open a window for an
attacker to make use of an old password.

Password
policy

Password
expiration requires
administrator reset

On When passwords expire, this indicates an
unused account. It’s a best practice to not
let accounts sit idle.

Setting Number of days for
an SSH key to be
considered old

30 SSH keys authenticate AWS EC2 instances.
The more frequently these keys are
updated, the harder they are to crack.

Setting Number of days for
an IAM key to be
considered old

90 IAM keys authenticate AWS administrative
users. The more frequently these keys are
updated, the harder they are to crack.

Access
controls

Require the root
user to use multi-
factor
authentication

On Multifactor authentication requires a user to
more than one credential when logging in
(for example, a password and a one-time
code).

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.
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Security
Control Type

Security Control
Name

Stringent
Settings: Alert
when this Value Is
Changed

Description

Access
controls

Require the admin
users to use multi-
factor
authentication

Off The setting above applies only to the root
user. This setting applies to all other admin
users.

When the security control baseline for the
application instance is set to Custom, you
can specify IAM groups to which this setting
applies. Expand IAM group name(s)
allowed and enter one or more admin group
names in the IAM admin groups which
need to be considered field.

Access
controls

Make sure all S3
server buckets are
encrypted

On It’s a best practice to keep data at rest in
encrypted form.

Access
controls

Check public
access acl enabled
s3 buckets

On This setting enables monitoring of S3
buckets with public access enabled through
an ACL.

Access
controls

Check cloud trails
those stores logs
less than two
weeks

On This setting requires at least two weeks of
data to be retained in CloudTrail logs. There
are two ways to retain data: through
CloudTrail's configured S3 bucket, and
through CloudTrail's configured CloudWatch
logs.

Access
controls

Require multi-factor
authentication
when deleting an
S3 bucket

On Deleting an S3 bucket means removing a
data store. This is a sensitive operation and
should require the extra security that
multifactor authentication provides.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

VPCs whose flow
logs are not stored
as per standard

On This setting causes Oracle CASB Cloud
Service to flag VPCs whose flow logs are
not stored according to standard guidelines.

Access
controls

Check EC2
instance
termination
protection

On This setting enables monitoring of
termination protection for EC2 instances.
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Security
Control Type

Security Control
Name

Stringent
Settings: Alert
when this Value Is
Changed

Description

Access
controls

Require security
group checking for
unsecured ports

On AWS manages critical organizational
infrastructure. Security group checking
provides an additional layer of security in the
event that a port was left open to the
internet.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Require network
ACLs to use secure
open ports

On AWS services listen for traffic on ports.
These ports should require secure
(encrypted) communication so that sensitive
information is not transmitted in the clear.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

This setting can only be enabled when the
security control baseline for the application
instance is set to Custom.

Access
controls

Do not let network
ACLs have Allow All
set as the default

On Allow All means that the access control list
(ACL) provides access to anyone on the
internet.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.
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Security
Control Type

Security Control
Name

Stringent
Settings: Alert
when this Value Is
Changed

Description

Access
controls

Check use of Route
53 hosted zones

On Amazon's Route 53 service maps domain
name system (DNS) queries to numeric IP
addresses. It routes end users to internet
applications by translating domain names
(for example, www.example.com) into
numeric IP addresses (for example,
192.0.2.1) that computers use to connect to
each other. Route 53 works with external
domain names. It also works with Amazon
Virtual Private Clouds (VPCs), which allows
custom domain names for your internal
AWS resources without exposing them to
the public internet. Consider using Route 53
service as a cost-effective solution for DNS
routing that also can be extended to your
VPCs.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Check use of Route
53 health checks

On Amazon Route 53 maps domain name
system (DNS) queries to numeric IP
addresses. Route 53 health checks ensure
that your web resources that reside at these
IP addresses are functional before directing
traffic to them.

Oracle CASB Cloud Service doesn’t monitor
for Route 53 health checks in private hosted
zones.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.
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Security
Control Type

Security Control
Name

Stringent
Settings: Alert
when this Value Is
Changed

Description

Access
controls

Check EBS volume
encryption status

On Alert if Elastic Block Store (EBS) is not
encrypted.

Exceptions for Instances: Enter volume ID
of AWS instance. Separate multiple volume
IDs with commas.

Exceptions for Tags: Enter <tag-key-
name>:[<value>]. Separate multiple
values with commas. Separate multiple tag
key names and value lists with commas:
<tag-key-name1>:[<key1-
value1>, <key1-value2>, ...],
<tag-key-name1>:[<key1-
value1>, <key1-value2>, ...]
Background Information: Amazon Elastic
Block Store (EBS) volumes provide
incremental backup for Amazon Elastic
Compute Cloud (EC2) instances. Encryption
of these volumes prevents unauthorized
access to the data on them.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.
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Security
Control Type

Security Control
Name

Stringent
Settings: Alert
when this Value Is
Changed

Description

Access
controls

Check RDS
encryption status

On Alert if Relational Database Service (RDS)
is not encrypted.

Exceptions for Instances: Enter volume ID
of AWS instance. Separate multiple volume
IDs with commas.

Exceptions for Tags: Enter <tag-key-
name>:[<value>]. Separate multiple
values with commas. Separate multiple tag
key names and value lists with commas:
<tag-key-name1>:[<key1-
value1>, <key1-value2>, ...],
<tag-key-name1>:[<key1-
value1>, <key1-value2>, ...]
Background Information: Amazon
Relational Database Service (RDS) is a
relational database in the cloud. Ensure that
RDS encryption is enabled to prevent
unauthorized access to the information
stored in the database. Amazon RDS
handles authentication, access, and
decryption of data transparently with
minimal impact on performance. Amazon
RDS encryption also helps to fulfill
compliance requirements for data-at-rest
encryption.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

AWS Registration Errors
Learn how to troubleshoot the errors you may receive when you add or register an
AWS instance.

Validation Failed: Credentials or Permissions Issues
Troubleshoot errors about invalid keys, inadequate permissions, or a cross-account
logging problem.

Message text: Validation failed for one of these reasons:

• Invalid access key or secret key.

• This user needs additional permissions to access the AWS logs.

• If you set up cross-account logging, ensure that this user has a cross-account role
in the target account.
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Description: To successfully register this application instance, ensure that all of the following
are done:

• In each AWS account that you want Oracle CASB Cloud Service to monitor, you need to
create a dedicated identity and access management (IAM) user. You supply this user's
access key and secret key when you register the account with Oracle CASB Cloud
Service. If you received this message, this user's keys may have expired, or you may
have supplied incorrect keys for this user.

For more information about creating the Oracle CASB Cloud Service user and the user's
access keys, see Using an IAM User: Creating a Dedicated Service User if you are using
IAM users to monitor your AWS instances, or Using an IAM Role: Creating and
Registering a Dedicated Service Role if you are using IAM users to monitor your AWS
instances.

• User must have permissions to access the logs from a single account. Ensure that this
user has the correct privileges for accessing logs in this single AWS account. See Using
an IAM User: Creating a Dedicated Service User if you are using IAM users to monitor
your AWS instances, or Using an IAM Role: Creating and Registering a Dedicated
Service Role if you are using IAM users to monitor your AWS instances.

• User must have permissions to access cross-account logs. Make sure that this user has
the correct privileges for cross-account logging. See Using an IAM User: Adding Source
Dedicated Service Users for Cross-Account Logging if you are using IAM users to
monitor your AWS instances, or Using an IAM Role: Adding Source Dedicated Service
Roles for Cross-Account Logging if you are using IAM users to monitor your AWS
instances.

Validation Failed: Permissions Issues
Troubleshoot errors about user needing additional AWS permissions.

Message text: This user needs additional permissions to access the AWS logs.

Description: Ensure that this user has the correct privileges according to the user’s role. See
the topic referenced below for the way Oracle CASB Cloud Service is monitoring your AWS
instances, and the context for the account you are trying to register (standalone or first cross-
account instance vs. additional cross-account instances).

AWS
Monitored
by

Standalone AWS Instance or First
Instance in Cross-Account Logging

Additional AWS Instances in Cross-
Account Logging

User Using an IAM User: Creating a Dedicated
Service User

Using an IAM User: Adding Source
Dedicated Service Users for Cross-Account
Logging

Role Using an IAM Role: Creating and
Registering a Dedicated Service Role

Using an IAM Role: Adding Source
Dedicated Service Roles for Cross-Account
Logging

Validation Failed: Logging Configuration Issues
Troubleshoot errors about CloudTrail or S3 bucket.

Message text: Validation failed for one of these reasons:

• CloudTrail is off.
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• You set up cross-account logging but not every region is sending its logs to the
same target S3 bucket.

Description: Ensure that CloudTrail is turned on. See Using an IAM User: Enabling
CloudTrail if you are using IAM users to monitor your AWS instances, or Using an IAM
Role: Enabling CloudTrail if you are using IAM roles. If you are doing cross-account
logging, ensure every that region's logs are going to the same bucket.

Validation Failed: Other Issues
Troubleshoot errors that refer you to the AWS documentation.

This an error that appears when a more precise diagnosis isn’t possible. You will
probably need help to troubleshoot the problem.

Message text: AWS error {0}. Refer to the AWS documentation for more information
or contact Oracle CASB Cloud Service support for help.

Description: Some registration errors are generated directly from AWS. In this case,
you can either consult the AWS documentation to diagnose the error, or contact Oracle
CASB Cloud Service support to have a support representative help investigate the
issue.

Warning: Enable CloudTrail
Your registration completed successfully, but CloudTrail is not enabled for all S3
buckets..

Message text: Warning: Credentials are valid for this user and you can complete app
registration. However, you need to enable CloudTrail for one or more S3 buckets in
this account.

Description: Oracle CASB Cloud Service ingests AWS CloudTrail log data and uses
the information in the logs to analyze different types of risk. To provide
Oracle CASB Cloud Service with this data, you must ensure that CloudTrail is enabled
for each S3 bucket in the monitored AWS account.

See Using an IAM User: Enabling CloudTrail if Oracle CASB Cloud Service is using
IAM users to monitor your AWS instances, or Using an IAM Role: Enabling CloudTrail
if IAM roles are used..

Updating an AWS Instance
Modify settings for an existing AWS instance.

Updating the Credentials for an AWS Instance
Change the credentials for an AWS instance.

If you need to change the credentials for an AWS instance, then you must change
them in both AWS and in Oracle CASB Cloud Service.

When the authentication information that you used to register an AWS instance
changes, you must also update it in the Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

Chapter 7
Updating an AWS Instance

7-58



• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update credentials, and then
select the application instance you want to modify and click Next.

2. In the Update Credentials page, select the authentication type:

• If your AWS instance uses an IAM user to authenticate, drop down the
Authentication type list, select Access key and secret key and then, enter the
Access Key and Secret Key.

• If your AWS instance users an IAM role to authenticate, drop down the
Authentication type list, select IAM user role and then enter the User role ARN,
External ID, and Account ID.

3. If you want Oracle CASB Cloud Service to collect logs from an external account, slide the
Collect logs from an external account switch to the right. Then, enter the Name of
Cross-Account role and Account Number.

4. Click Test Credentials.

5. If the test is successful, click Next to view the confirmation page.

Updating the Security Control Baseline for an AWS Instance
Change security control baseline settings for an AWS instance that was added in either
monitor-only mode or push controls mode.

When you register an AWS account in push controls mode, Oracle CASB Cloud Service sets
the specified values in your account. You can change these values later if you need to.

When you register an AWS account in default, monitor-only mode, Oracle CASB Cloud
Service automatically monitors for security-related configurations and generates an alert
when a security control value doesn’t match the Oracle CASB Cloud Service stringent
setting. For example, if an AWS administrator permits users to have 5-character passwords,
then Oracle CASB Cloud Service generates an alert. For more information, see Security
Control Values for AWS (Monitor Only/Read Only).

You also can register an AWS account in push controls mode, in which case Oracle CASB
Cloud Service sets the desired values in your account and then generates alerts when these
values are changed. For more information, see Security Control Values for AWS (Push
Controls/Read-Write).

After you register your application, you can modify the alerting baseline that Oracle CASB
Cloud Service uses. For example, you can change the baseline for minimum password length
from 10 to 12 characters.
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Note:

You can enforce the configuration of AWS IAM role definitions using a policy.
See Creating Alerts for Setting AWS Roles.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update security
control baseline, and then select the application instance you want to
modify and click Next.

2. Click the baseline type that you want: Standard, Stringent, or Custom.

• Standard: Oracle CASB Cloud Service uses the AWS defaults.

• Stringent: Oracle CASB Cloud Service uses its own stringent values, which
are more stringent than the AWS defaults.

• Custom: You set the exact values that you want Oracle CASB Cloud Service
to enforce, and you can specify additional options that are not available under
Standard or Stringent settings.

Note:

Only the Custom baseline option’s Access Controls section allows you
to specify exceptions, and offers the following settings can only be
specified if you select the Custom baseline type:

• Require security group checking for unsecured ports.

• Require network ACLs to use secure open ports.

• Specify IAM admin groups to which the setting applies, when you
enable Require the admin users to use multi-factor authentication.

You must select the Custom baseline type if you want these features.

For descriptions of the AWS security controls that you can configure, see Security
Control Values for AWS (Push Controls/Read-Write).

Oracle CASB Cloud Service generates a security control alert in Risk Events
whenever it detects a mismatch of any kind between the selections that you make on
this page and the actual settings in the AWS instance.
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Updating the IDP Instance for an AWS Instance
Change the way an AWS instance communicates with an identity provider (IDP).

You can update the way that an AWS instance communicates with an identity provider
(IDP) in several ways:

• You can change an existing AWS instance that is authenticating to an IDP instance, so
that it authenticates to a different IDP instance.

• You can switch an AWS instance from authenticating directly with the IDP to
authenticating with the IDP through an IDP instance.

• You can’t switch an AWS instance that is authenticating with the IDP through an IDP
instance to directly authenticating to the IDP.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update IDP Instance.

• In grid view, drop down the Action list for the instance you want to
modify and select Update IDP Instance.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update IDP Instance, and then
select the application instance you want to modify and click Next.

2. In the Update IDP instance page, change the different IDP instance, the active
application defined in the identity provider, or both, and then click Next.

3. In the Success page, click Done.

Next Steps for AWS
Now that you have finished setting up your AWS instance for monitoring, you can take
additional steps to enhance its security, or you can start viewing and analyzing the monitored
data right away.

Follow one of the links below to start working with your new AWS instance:

• Creating Policy Alerts for AWS — to create custom customized alerts for situations that
you specify, make your configuration settings more secure, and enable monitoring of
shadow applications that are operating in the same environment as your application
instance.

See the opening sections of the Creating Policies and Managing Policy Alerts chapter for
general information about creating and managing policy alerts.

• Viewing Reports for AWS — to view predefined reports for AWS.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.
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• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies
and Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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8
Setting Up Azure

Prepare Azure and register your application instance with Oracle CASB Cloud Service for
security monitoring.

Topics:

• Typical Workflow for Azure Monitoring

• Preparing Azure

• Adding an Azure Instance

• Updating the Credentials for an Azure Instance

Typical Workflow for Azure Monitoring
With Oracle CASB Cloud Service, you can monitor Azure to detect potential risks.

Task Description Additional Information

Prepare an Azure account. You can ensure that your Azure
account is ready to monitor in
Oracle CASB Cloud.

Preparing Azure

Add an Azure instance. You can register an Azure
application instance in
monitoring-only mode.

Adding an Azure Instance

Update credentials for an Azure
instance.

You can update the credentials
for an Azure instance.

Updating the Credentials for an
Azure Instance

Preparing Azure
Before registering your Azure application instance with Oracle CASB Cloud Service, ensure
that you have an Azure account that is properly configured.

Prerequisite: In order to be monitored by Oracle CASB Cloud Service, your Azure instance
must be running under an E5 license if you want to monitor Azure AD events. If you are not
monitoring Azure AD events, your Azure instance only needs to have an S3 .license.

1. Log in to the Azure portal with Global Administrative privileges.

2. Enter app in the search box and select App registration from the search results.

3. On the App registrations page, after Still want to use App registration (Legacy)?,
click the Go back and tell us why link.

4. (Optional) Enter a reason in the Could you let us know why… box. You could enter
something like, “Following 3rd party instructions that tell me to use the legacy steps.”

You could enter something like, Following 3rd party instructions that tell
me to use the legacy steps.
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5. Click Continue.

6. In the App registrations (Legacy) panel, click New application registration at
the top.

7. In the Create panel on the right:

a. In the Name box, enter the name for your application.

b. Leave Application type as Web app / API.

c. For Sign-on URL, enter the URL where the user signs on.

This is the base URL of the Oracle CASB Cloud Service where you plan to
register the application: https://loric.palerra.net, https://loric-
eu.palerra.net, https://loric-ca.palerra.net, or https://
trial.palerra.net.

d. Click Create at the bottom.

Your application is created and an information panel for it replaces the Create
panel.

e. In the information panel for your application, copy the Application ID value (to
right of Display Name) and save it somewhere safe, where you can easily
retrieve it later when you register your Azure instance in Oracle CASB Cloud
Service.

8. Click Settings at the top of the information panel.

9. In the Settings panel that opens, under API ACCESS, click Keys.

10. In the Keys panel that opens:

a. Click under Description and enter a description for this key.

b. Under EXPIRES, select Never expires.

The VALUE field remains empty until you click Save.

c. Click Save.

d. Copy the VALUE generated for the key and save it somewhere safe, where
you can easily retrieve it later when you register your Azure instance in Oracle
CASB Cloud Service.

Caution:

Verify that the value that you paste matches exactly what is in the
VALUE field.

Once you close this panel, you will not be able to retrieve this value
later from the Azure portal. If you can’t match this value later, you will
have to create a new key and rotate keys to replace the old one.

11. In the Settings panel, click Required permissions.

12. In the Required permissions panel that opens, click Add at the top.

13. In the Add API access panel that opens, click Select an API.

14. In the Select an API panel that opens:

a. Scroll down.
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b. Select Microsoft Graph.

c. Click Select at the bottom.

15. In the Add API access panel, click Select permissions .

16. In the Enable Access panel that opens:

a. Scroll down.

b. Select Read all audit log data.

c. Click Select at the bottom.

The Required permissions panel now lists Microsoft Graph, in addition to
Windows Azure Active Directory, which is always there by default.

17. In the Add API access panel, click Done at the bottom.

18. In the Required permissions panel, click on Windows Azure Active Directory.

19. Under Application Permission, select Read directory data, then click Save.

20. In the Required permissions panel:

a. Click Grant permissions at the top.

b. Click Yes when prompted to grant permissions.

21. In the left navigation panel, select All services, then:

a. Enter subs in the search box.

b. Select Subscriptions from the list.

22. In the Subscriptions panel, select the subscription to use with Oracle CASB Cloud
Service.

a. Copy the Subscription ID value for the selected subscription and save it somewhere
safe, where you can easily retrieve it later when you register your Azure instance in
Oracle CASB Cloud Service.

b. Select the domain name after “default directory” under the Directory heading.

c. Hover over the user name at the top right.

The last line of text displayed contains the domain name.

d. Verify that the domain name after “default directory” under the Directory heading
matches the domain name displayed when you hover over the user name at the top
right.

e. If the domain names match, copy the domain name after “default directory” under the
Directory heading and save it somewhere safe, where you can easily retrieve it later
when you register your Azure instance in Oracle CASB Cloud Service.

23. In the information panel that opens for the subscription, select Access control (IAM) on
the left.

24. Click +Add.

25. In the Add permissions panel that opens:

a. In the Role box, enter read.

b. Select Reader from the list.

c. In the Select box, start typing the name of the application you created above.

d. When your application appears below, select it.
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e. Click Save at the bottom.

Your application now appears in the READER section.

You are ready to register your Azure instance with Oracle CASB Cloud Service.

Adding an Azure Instance
After completing the necessary configurations in Azure, add or register the Azure
instance in Oracle CASB Cloud Service.

Prerequisites: Complete the steps in Preparing Azure.

Note:

You can only register Azure in monitor-only mode.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Azure icon, and then click Next.

4. In the Select an instance page, enter a unique name for your application
instance.

Any existing names appear below the name field.

5. Click Next.

6. On the Enter credentials page:

a. For Client ID, copy into this box the Application ID that you saved
somewhere safe when you prepared this Azure instance.

b. For Client Secret, copy into this box the key value that you saved somewhere
safe when you prepared this Azure instance.

c. For Client Domaincopy into this box the key value that you saved somewhere
safe when you prepared this Azure instance.

d. For Subscription ID, copy into this box the Subscription ID value that you
saved somewhere safe when you prepared this Azure instance.

e. Leave Azure Environment set to Azure.

f. Set the Monitor Azure AD option:

• Leave this option selected to enable monitoring of Azure AD events.

Note:

Monitoring Azure AD events requires an Azure E5 license.

• Deselect this option to skip monitoring of AzureAD events.

This requires only an E3 license for Azure.
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g. Click Test Credentials.

h. When you see the “Credentials are valid” message, click Submit.

7. On the Success page, click Done.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

Updating the Credentials for an Azure Instance
Change the login credentials for an Azure instance.

When the login credentials that you used to register an Azure instance expire or are updated,
you must update these credentials both in Oracle Cloud Infrastructure and in the
Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update credentials, and then
select the application instance you want to modify and click Next.

2. In the Update Credentials page, enter the current values for all the fields:

• Client ID

• Client Secret

• Client Domain

• Subscription ID

For information on where to get current values for these credentials, see Adding an Azure
Instance.

3. Click Test Credentials.

4. After the credentials are verified, click Submit to view a verification page.

Next Steps for Azure
Now that you have finished setting up your Azure instance for monitoring, you can take
additional steps to enhance its security, or you can start viewing and analyzing the monitored
data right away.

Follow one of the links below to start working with your new Azure instance:
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• Creating Policy Alerts for Azure — to create custom customized alerts for
situations that you specify, make your configuration settings more secure, and
enable monitoring of shadow applications that are operating in the same
environment as your application instance.

See the opening sections of the Creating Policies and Managing Policy Alerts
chapter for general information about creating and managing policy alerts.

• Viewing Reports for Azure — to view predefined reports for Azure.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.

• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies
and Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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9
Setting Up Custom Apps for AWS

Prepare Custom Apps for AWS and register your application instance with Oracle CASB
Cloud Service for security monitoring.

Oracle CASB Cloud Service detects potential risks in your Custom Apps for AWS account.

To enable this feature, contact Oracle Support (http://support.oracle.com). If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order to register to
submit service request tickets. As an alternative, you can also contact your Oracle CASB
Cloud Service Customer Success Manager.

Topics:

• Typical Workflow for Custom Apps for AWS Monitoring

• Preparing Custom Apps for AWS

• Adding a Custom Apps for AWS Instance

• Updating the Credentials for a Custom Apps for AWS Instance

Typical Workflow for Custom Apps for AWS Monitoring
With Oracle CASB Cloud Service, you can monitor Custom Apps for AWS to detect potential
risks.

Task Description Additional Information

Prepare a Custom Apps for AWS
account.

You can set up an Oracle CASB
Cloud Service account in
Custom Apps for AWS.

Preparing Custom Apps for AWS

Add a Custom Apps for AWS
instance.

You can register a Custom Apps
for AWS application instance in
monitoring-only mode.

Adding a Custom Apps for AWS
Instance

Update credentials for a Custom
Apps for AWS instance.

You can update the credentials
for a Custom Apps for AWS
instance.

Updating the Credentials for a
Custom Apps for AWS Instance

Preparing Custom Apps for AWS
Create a dedicated AWS account and set up logging.

1. Depending on whether you want Oracle CASB Cloud Service to use IAM users or IAM
roles to monitor your AWS instances, set up a dedicated AWS account for use with your
AWS CustomApp by perform the steps in:

• Using an IAM User: Creating and Registering a Dedicated Service User — if you
want Oracle CASB Cloud Service to use IAM users.

• Using an IAM Role: Creating a Dedicated Service Role — if you want Oracle CASB
Cloud Service to use IAM roles.
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2. In the AWS console, select Services, Cloudwatch, Logs.

3. Create a log group named CASB_customapp_group

Formatting Logs for Cloudwatch
Ensure that Cloudwatch logs are formatted properly for Oracle CASB Cloud Service to
process.

The logs from Cloudwatch cannot be processed if they are not properly formatted. The
sample log listing below illustrates the expected format – bolded items indicate the
information that Oracle CASB Cloud Service extracts. For information on formatting
logs, see the AWS documentation.

{
   "urlIn": "/api/v2/users/user/b00d8543-3fbf-414a-9dfe-58dcadfe9ce3",
   "timeIn": 1467547359746,
   "timeOut": 1467547359750,
   "userAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_0) AppleWebKit/
537.36 (KHTML, like Gecko) Chrome/45.0.2454.101 Safari/537.36",
   "ipAddress": "198.179.137.241",
   "filterTracers": [
     {
       "filterName": "frontendPreFilter",
       "timeIn": 1467547359746,
       "timeOut": 0,
       "status": -1
     },
     {
       "filterName": "userProfilev2Service",
       "timeIn": 1467547359746,
       "timeOut": 1467547359749,
       "status": -1
     },
     {
       "filterName": "sendErrorFilter",
       "timeIn": 1467547359746,
       "timeOut": 1467547359749,
       "status": 401,
       "url": "/api/v2/users/user/b00d8543-3fbf-414a-9dfe-58dcadfe9ce3"
     }
   ]
 }

Adding a Custom Apps for AWS Instance
After completing the necessary configurations in AWS, add or register the Custom
Apps for AWS instance in Oracle CASB Cloud Service.

Prerequisites: Ensure that you have completed all the required tasks in Preparing
Custom Apps for AWS.

To register Custom Apps for AWS with Oracle CASB Cloud Service, you need the user
ID and password that belongs to the member with admin or owner privileges that you
specified when you prepared Custom Apps for AWS.
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Note:

You should not add, or register, the same application instance more than once. An
additional registration seriously impacts performance and doesn’t provide any
additional information.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the CustomApp icon, then click Next.

4. In the Select an instance page, type a unique name for your application instance.

Any existing names appear below the name field.

5. Click Next.

6. In the Enter credentials page, in the Access key and Secret key fields, enter
the access key and secret key for the Oracle CASB Cloud Service user in the AWS
account being registered.

This user must have access to the “CASB_customapp_group” log group you created
in Preparing a Custom Apps for AWS account.

7. Click Test Credentials.

8. When testing is done you see a success message. Click Submit.

9. When you are done, click Save and complete registration.

10. Go to the Applications page and locate your CustomApp to verify that it is properly
registered.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in
some cases. For status, check the Dashboard. If no data appears within 24 hours,
contact Oracle Support.

a. If you see “Working” in your CustomApp’s icon, then your CustomApp is properly
registered – you have successfully completed this task.

b. If you see “Failed” in your CustomApp’s icon, then click the icon to display the
application’s Health Summary card:

• Click the More > link to see additional information.

• Review the “Possible causes” listed.

• Carefully repeat the steps in Preparing Custom Apps for AWS to correct the
problem.

Updating the Credentials for a Custom Apps for AWS Instance
Change the login credentials for a Custom Apps for AWS instance.

When the login credentials that you used to register a Custom Apps for AWS instance expire
or are updated, you must update these credentials both in Custom Apps for AWS and in the
Oracle CASB Cloud Service console. The Custom Apps for AWS user should never be
demoted to a role lower than admin.
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1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update credentials,
and then select the application instance you want to modify and click
Next.

2. In the Update credentials page, enter the new Access key and Secret key, and
then click Test Credentials.

3. If the test is successful, click Next to view the confirmation page.

Next Steps for Custom Apps for AWS
Now that you have finished setting up your Custom Apps for AWS instance for
monitoring, you can take additional steps to enhance its security, or you can start
viewing and analyzing the monitored data right away.

Follow one of the links below to start working with your new Custom Apps for AWS
instance:

• Enhancing Security — to create custom customized alerts for situations that you
specify, make your configuration settings more secure, and enable monitoring of
shadow applications that are operating in the same environment as your
application instance. The Creating Policies and Managing Policy Alerts chapter
has application-specific sections on creating custom alerts for particular situations
that you define.

• Monitoring Cloud Applications — to start running predefined reports and custom
reports and analyze potential threats and risky user behavior. The Managing
Behavioral Anomalies and Threats chapter has application-specific sections on
detecting threats, and the Creating and Running Reports chapter has application-
specific sections on viewing predefined reports.
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10
Setting Up Microsoft Office 365

Prepare Microsoft Office 365 and register your application instance with Oracle CASB Cloud
Service for security monitoring.

Note:

As of 1 October 2022, Microsoft no longer supports basic authentication. See Basic
Authentication and Exchange Online – September 2021 Update.

Starting in early 2022, Microsoft will temporarily disable basic authentication for
0365 accounts for 24-48 hours. Office 365 account holders will be notified one or
two weeks in advance of this dry run, and will have the option not to disable basic
authentication.

The Oracle CASB Cloud Service team is in process of replacing basic
authentication with alternate authentication. Watch the What's New page for details.

Oracle CASB Cloud Service’s monitoring of Office 365 focuses on these applications:

• Exchange

• SharePoint and OneDrive

• Azure Active Directory (AD)

Note:

Oracle CASB Cloud Service monitors all Exchange users, including any who are
using Exchange under a limited functionality Exchange online plan. If your
organization has people who are using Office 365 under an Exchange online plan,
there is no way to exclude those users from monitoring.

Topics:

• Typical Workflow for Microsoft Office 365 Security Monitoring

• Preparing Microsoft Office 365

• Adding an Office 365 Instance

• Updating an Office 365 Instance

Typical Workflow for Microsoft Office 365 Security Monitoring
With Oracle CASB Cloud Service, you can monitor Microsoft Office 365 to detect potential
risks.
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Task Description Additional Information

Prepare Microsoft Office 365. You can set up a dedicated
Oracle CASB Cloud Service
user in the Microsoft Office
365 account.

Preparing Microsoft Office 365

Add an Office 365 instance. You can register an Office 365
instance with Oracle CASB
Cloud Service.

Adding an Office 365 Instance

Update an Office 365
instance.

You can update the credentials
and IDP instance for an Office
365 instance.

Updating an Office 365
Instance

Preparing Microsoft Office 365
Create a dedicated Office 365 account that is reserved for communication with Oracle
CASB Cloud Service.

Prerequisite:

In order to be monitored by Oracle CASB Cloud Service, your Office 365 instance
must be running under at least an E3 license.

Creating the Dedicated Oracle CASB Cloud Service User
Create and configure a dedicated Office 365 user that is reserved for communication
with Oracle CASB Cloud Service.

This login is reserved for Oracle CASB Cloud Service. To maintain accurate activity
records, the Oracle CASB Cloud Service user's login must never be shared.

Note:

It can be helpful to create an email alias for the Oracle CASB Cloud Service
user, and forward email from this alias to your own email so that you can
receive notifications that are sent to Oracle CASB Cloud Service.

1. Log in to Office 365, click the Apps icon, then click Admin to access the Admin
center.

Note:

If you log in to Office 365 as a global administrator, the Office 365
application that Oracle CASB Cloud Service creates in Office 365 during
integration is validated automatically. If you log in with less that global
administrator privileges, a global administrator will have to validate the
application manually to enable the connection to Oracle CASB Cloud
Service.

2. In the left navigation panel, expand Users and select Active users.
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3. On the Active users page, click + Add a user.

4. In the Set up the basics page:

• Enter a Display name.

• For User name, enter the first part of the email address for this user (omit the "@"
and domain).

• Do not change the email domain default value.

This domain will be combined with the User name entry to create the full email
address.

5. Under Password settings:

• Select Let me create the password.

• Enter and confirm a strong password for this user, and then copy this password for
later use.

The account password should be complex (for example, at least 12 characters, with a
combination of letters and numbers). As a result, you should log in one time on behalf
of this account to set an appropriate password before registering it with Oracle CASB
Cloud Service. Oracle CASB Cloud Service will monitor the activity of all users in the
account that this administrator belongs to. Have this user's login credentials on hand
when you register the account in the Oracle CASB Cloud Service console

• Disable the check box (ensure that it is not selected): Require this user to change
their password when they first sign in.

6. Click Next.

7. On the Assign product licenses page:

• Drop down the Select location list and select the country of your license.

• Ensure that Assign user a product license is selected, and then select the
appropriate licensing option.

• Click Next.

8. On the Assign product licenses page:

• Select User (no administrator access).

Note:

If you prefer, a user with additional privileges that Oracle CASB Cloud
Service doesn't require can be used instead. Security best practice is to
provide only the minimal privileges that are required.

• Click Next.

9. On the You’re almost done… page:

• Review the settings you’ve assigned to this user.

• Click Edit below any item to change the setting.

10. Click Finish adding.

11. Click Close.

Next Steps
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If you didn't log in to Office 365 as a global administrator before you performed the
steps above, the Office 365 application that Oracle CASB Cloud Service creates in
Office 365 during integration must be validated manually by an Office 365 global
administrator.

Verifying That Credentials Propagate to Office 365 Logs and Reports
Ensure that the new user's credentials are propagated throughout Office 365.

1. Go to this URL: https://reports.office365.com
2. When you are prompted, enter the credentials for the Oracle CASB Cloud Service

user.

3. If you receive an HTTP 401 error, wait for an hour and retry the login.

If you see a screen with plain text data (which can include actual report data,
depending on the amount of time elapsed between creating the Oracle CASB Cloud
Service user and logging in), the Oracle CASB Cloud Service user is now able to
collect log data.

What To Do Next
What you do next depends on how users log in to Office 365.

• If users log in to Office 365 through a single sign-on identity provider, see Setting
Up Single Sign-on for Oracle CASB Cloud Service.

• If users log in directly to Office 365, then go to Adding an Office 365 Instance.

Adding an Office 365 Instance
After completing the necessary configurations in Office 365, add or register the Office
365 instance in Oracle CASB Cloud Service.

Prerequisite: You have completed the steps in Creating the Dedicated Oracle CASB
Cloud Service User. You have now:

• Created an Office 365 user with minimum privileges for dedicated use with Oracle
CASB Cloud Service

• Obtained the credentials for an Office 365 user with global administrator privileges
that you can use to register the Office 365 instance.

Currently, Oracle CASB Cloud Service notifies you when various security configuration
settings in Office 365 fall below Oracle CASB Cloud Service's preferred defaults.

Note:

You should not add, or register, the same application instance more than
once. An additional registration seriously impacts performance and doesn’t
provide any additional information.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.
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2. Click Add/Modify App.

3. In the Select an app type page, click the Office 365 icon and then click Next.

4. In the Select an app instance page:

a. Enter a name for the instance in the Type a unique name... box.

Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of this
app instance log in using single sign-on... and select the IDP instance from the
Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting Up an
Identity Provider Instance.

c. Click Next.

5. In the Enter credentials page, enter the user name and password for the Oracle CASB
Cloud Service administrator that you set up in Office 365, and then click Test
Credentials.

6. When testing is done, you see a success message. Click Submit.

After a brief wait, you are directed to the Office 365 site and prompted to verify your
credentials. After completing the Office 365 authentication, you are automatically sent
back to the Oracle CASB Cloud Service console.

Note:

If you don’t complete this step, registration will complete with only limited
functionality. Oracle CASB Cloud Service will only be able to monitor Office 365
Exchange messaging.

7. When you see the Please Wait... message, click Continue.

8. In the Pick an account dialog box, select the global administrator account for which you
have login credentials.

9. When the list of permissions is displayed, click Accept.

10. When you return to the Oracle CASB Cloud Service console, click Done.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

Next Steps

If you are implementing smart configuration for this Office 365 instance, then perform the
steps in Updating Smart Configuration for Office 365.

Updating an Office 365 Instance
Modify application settings for an existing Office 365 instance.
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Updating the Credentials for an Office 365 Instance
Change the login credentials for an Office 365 instance.

When the login credentials that you used to register an Office 365 instance are no
longer valid (for example, the password expired), you must also update the credentials
in the Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update credentials,
and then select the application instance you want to modify and click
Next.

2. In the Update credentials page, enter the user name and password in the text
fields, and then click Test Credentials.

3. When testing is done you see a success message. Click Submit. After a brief
wait, you are directed to the Office 365 site and prompted to verify your
credentials. After completing Office 365 authentication, you are automatically sent
back to the Oracle CASB Cloud Service console.

4. Click Next to view the confirmation page.

Updating the IDP Instance for an Office 365 Instance
Change the way an Office 365 instance communicates with an identity provider (IDP).

You can update the way that an Office 365 instance communicates with an identity
provider (IDP):

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update IDP Instance.

• In grid view, drop down the Action list for the instance you want to
modify and select Update IDP Instance.
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Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update IDP Instance, and then
select the application instance you want to modify and click Next.

2. In the Update IDP instance page, change the different identity provider (IDP) instance,
the active application defined in the identity provider, or both, and then click Next.

3. In the Success page, click Done.

Updating Smart Configuration for Office 365
Disable or enable categories of security control baseline settings for which Oracle CASB
Cloud Service generates security control alerts in Risk Events.

Prerequisite: Register the Office 365 instance. See Adding an Office 365 Instance.

By default, all configuration monitoring settings are on after you enable configuration
monitoring. Follow the steps below to disable, or later reenable, particular settings.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update config monitoring.

• In grid view, drop down the Action list for the instance you want to
modify and select Update config monitoring.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update config monitoring, and
then select the application instance you want to modify and click Next.

2. On the Update config monitoring page, disable or enable any of the categories by
changing the New setting threshold setting.

If you disable a category, risk events for that category will no longer be generated in Risk
Events.

3. When you have finished making changes, select Use the new threshold values in the
lower left corner, and then click Next.

Next Steps for Office 365
Now that you have finished setting up your Office 365 instance for monitoring, you can take
additional steps to enhance its security, or you can start viewing and analyzing the monitored
data right away.

Follow one of the links below to start working with your new Office 365 instance:
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• Creating Policy Alerts for Office 365, Creating Policy Alerts for Office 365
Exchange Online, Creating Policy Alerts for Office 365 SharePoint and OneDrive,
and Creating Policy Alerts for Office 365 Azure Active Directory — to create
custom customized alerts for situations that you specify, make your configuration
settings more secure, and enable monitoring of shadow applications that are
operating in the same environment as your application instance.

See the opening sections of the Creating Policies and Managing Policy Alerts
chapter for general information about creating and managing policy alerts.

• Viewing Reports for Microsoft Office 365 — to view predefined reports for Office
365.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.

• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies
and Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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11
Setting Up Oracle Cloud Infrastructure (OCI)

Prepare Oracle Cloud Infrastructure (OCI) and register your application instance with Oracle
CASB Cloud Service for security monitoring.

Oracle CASB Cloud Service detects potential risks in your Oracle Cloud
Infrastructure account, including activity within Oracle Cloud Infrastructure that violates your
policies and user behavior patterns that appear to be suspicious.

Note:

If you already have an OCI account that you have created through Signing Up for
Oracle Cloud Infrastructure using either the "Pay as You Go" or the "Bring Your
Own License" option, you can access the Oracle CASB Cloud Service console from
the Oracle Cloud My Services dashboard by following steps 5-7 in 
Accessing Oracle CASB Cloud Service Using Universal Credits.

Topics:

• Typical Workflow for OCI Monitoring

• Preparing OCI

• Adding an OCI Instance

• Updating an OCI Instance

• Working with OCI Security Control Baseline Settings and Templates

Typical Workflow for OCI Monitoring
With Oracle CASB Cloud Service, you can monitor Oracle Cloud Infrastructure to detect
potential risks.

Task Description Additional Information

Prepare a public/private key pair. You need to have a public/private
key pair available to work with
OCI.

Preparing a Public/Private Key
Pair

Prepare an OCI account. You can ensure that your Oracle
Cloud Infrastructure account is
ready to monitor in Oracle CASB
Cloud.

Preparing OCI

Add an OCI instance. You can register an Oracle Cloud
Infrastructure application
instance in monitoring-only
mode.

Adding an OCI Instance
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Task Description Additional Information

Update credentials for an Oracle
Cloud Infrastructure instance.

You can update the credentials
for an Oracle Cloud
Infrastructure instance.

Updating the Credentials for an
OCI Instance

Update security control baseline
settings for groups of OCI
instances and for templates.

You can update security control
baseline settings for groups of
OCI instances directly, and
templates that control these
settings for multiple OCI
instances.

Working with OCI Security
Control Baseline Settings and
Templates

Preparing OCI
Before registering your Oracle Cloud Infrastructure (OCI) application instance
with Oracle CASB Cloud Service, create and configure a dedicated OCI user account.

Prerequisite: Ensure that you have a public/private key pair available to use with OCI.

The steps below guide you through performing four tasks in OCI:

1. Creating an identity account, or user.

2. Getting the public key for the user from Oracle CASB Cloud Service.

3. Creating an identity group.

4. Assigning the identity account, or user to the identity group.

5. Creating an identity policy to grant access privileges to the group that includes the
user.

a. This is the simplest policy, very convenient for non-production environments:

Allow group YourGroupNameGoesHere to read all-resources in tenancy
b. These are the entries for the tightest policy, with the minimal set of privileges

required for production:

Allow group YourGroupNameGoesHere to inspect all-resources in
tenancy
Allow group YourGroupNameGoesHere to read audit-events in tenancy
Allow group YourGroupNameGoesHere to read object-family in tenancy
where request. operation='GetBucket'
Allow group YourGroupNameGoesHere to read instance-family in
tenancy where any { request.operation-'ListInstances',
request.operation='GetInstance }

Allow group YourGroupNameGoesHere to read users in tenancy where
any { request.operation-'ListApiKeys',
request.operation=ListSwiftPasswords }
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Note:

Oracle CASB Cloud Service uses OCI SDK 1.2.28 to monitor the us-ashburn-1, us-
phoenix-1, and eu-frankfurt-1 regions.

1. Log in to your OCI account as an administrator, with privileges to create a user and
assign privileges.

2. From the Navigation Drawer, select Identity, Users.

3. On the Users page, click the Create User button.

4. In the Create User dialog box:

a. Enter MY_CASB_ACCOUNT for the Name.

If you wish to use a different name, ensure that you select that user name in the next
step below.

b. Enter something like Oracle CASB Service Account for the Description.

You may enter whatever you like here.

c. Click Create.

5. On the Users page, locate the user you just created and click the user name link.

6. On the user details page, in the Resources panel on the left, click API Keys.

7. Click Add Public Key, below the API Keys header.

Now, you need to get the public key from Oracle CASB Cloud Service.

8. Open the Oracle CASB Cloud Service admin console in a separate browser window.

9. Click the Navigation Menu icon , then select Configuration, and then CASB Key-
Pair Management.

10. Click the Copy to Clipboard icon  to copy the key.

11. Switch back to the browser window with the OCI admin console.

12. Paste the public key in the Public Key field, and then click Add.

13. From the Navigation Drawer, select Identity, Groups.

14. Click the Create Group button.

15. In the Create Group dialog box:

a. Enter MY_CASB_GROUP for the Name.

If you wish to use a different name, you must match what you enter here for Name in
the Create Policy dialog box step below.

b. Enter something like Oracle CASB Service Account Group for the
Description.

You may enter whatever you like here.

c. Click Submit.

16. From the Navigation Drawer, select Identity, Users.

17. Click the name link for the user you just created.
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MY_CASB_ACCOUNT, or the user name you used in place of this.

18. From the Navigation Drawer, select Identity, Groups.

19. Click the Add User to Group button.

20. Select MY_CASB_GROUP from the drop-down list to add the user to this group.

If you gave your group a different name when you created the group in the step
above, ensure that you select that name here.

21. From the Navigation Drawer, select Identity, Policies.

22. Click the Create Policy button.

23. In the Create Policy dialog box:

a. Enter MY_CASB_POLICY for the Name.

b. Enter something like Oracle CASB Service Account Group Policy for
the Description.

You may enter whatever you like here.

c. Switch back to the browser window with the Oracle CASB Cloud Service
console.

d. In the informational message at the bottom of the CASB Key-Pair
Management page, click the "here" link.

The Creating a functional OCI Service Account dialog box opens.

e. In line 3, enter the name of the identity group you just created in OCI.

24. If this is a production environment:

a. Click the Copy to Clipboard icon  to the right of the first/next statement in
section 5-b.

b. Switch back to the browser window with the OCI console where the Create
Policy dialog box is still open.

c. In the Policy Statements section, paste the copied statement into the
STATEMENT box.

d. If you didn't name your group MY_CASB_GROUP, replace MY_CASB_GROUP in the
pasted statement with the group name you created.

e. If this wasn't the last of the 5 statements under 5-b in the Oracle CASB Cloud
Service Creating a functional OCI Service Account dialog box:

i. Click the plus sign below the statement you just pasted to open another
text box.

ii. Switch back to the browser window with the Oracle CASB Cloud Service
console.

iii. Repeat the production environment sub-steps above.

25. If this is not a production environment:

a. Click the Copy to Clipboard icon  to the right of the statement in section
5-a.

b. In the Policy Statements section, paste the copied statement into the
STATEMENT box.
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c. If you didn't name your group MY_CASB_GROUP, replace MY_CASB_GROUP in the pasted
statement with the group name you created.

26. Click Create.

Preparing a Public/Private Key Pair
Ensure that you have a public/private key pair available for use by Oracle Cloud
Infrastructure (OCI) before you prepare and register an OCI instance to be monitored by
Oracle CASB Cloud Service.

1. Select Configuration from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. From the Configuration submenu, select CASB Key-Pair Management.

3. If the Key generation date is not new enough, according to your organization's security
policies, click Create new keys.

4. Click Generate new keys.

The User public key field is updated with a new key value.

5. Click the Copy to Clipboard icon  to copy the User public key value to the
clipboard.

You can also use the Download icon  to download the public key to a file.

6. Log in to the OCI console using the credentials for the dedicated Oracle CASB Cloud
Service account user.

7. Drop down the menu from the user icon in the top right corner and select the user ID.

8. On the User Details page, under API Keys, click Add Public Key.

Note:

OCI allows a maximum of three public keys to be added. If the OCI console
displays an error message indicating that the maximum number has already
been reached, delete one of the keys listed under API Keys, and then add the
new key.

9. In the Add Public Key dialog box, paste the public key you just copied from the CASB
Key-Pair Management page into the PUBLIC KEY box.

If you downloaded the key to a file, open the oci_api_key_public.pem file, copy the
entire contents, and then paste into the PUBLIC KEY box.

10. When you have completed the steps above in the OCI console, return to the CASB Key-
Pair Management page and click Install new keys.
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Caution:

If another person, such as an admin, performs the steps above in the
OCI console, ensure that those steps have been completed before you
click Install new keys. Clicking Install new keys before the new public
key has been added in the OCI console will disable all currently
registered OCI application instances.

Adding an OCI Instance
After completing the necessary configurations in Oracle Cloud Infrastructure, add or
register the OCI instance in Oracle CASB Cloud Service.

Prerequisites: Complete the steps in Preparing a Public/Private Key Pair and 
Preparing OCI.

Note:

• Only OCI administrator users should register an OCI instance with
Oracle CASB Cloud Service.

• You should not add, or register, the same application instance more than
once. An additional registration seriously impacts performance and
doesn’t provide any additional information.

• You can only register Oracle Cloud Infrastructure in monitor-only mode.

You have several options when you add an OCI instance in Oracle CASB Cloud
Service, based on the type of OCI compartment that is monitored - in each instance, a
single compartment is monitored:

• OCI Tenancy - the root compartment that contains all of your organization's
compartments and other Oracle Cloud Infrastructure cloud resources.

See Adding an OCI Tenancy.

• Compartment under a registered Tenancy - a specified compartment under a
registered OCI tenancy. Only the collection of related resources within the
specified compartment, which are accessible only by certain groups that have
been given permission by an administrator in your organization, are monitored.
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Note:

If bulk registration of OCI compartments is enabled on your Oracle CASB Cloud
Service tenant, this option of registering one component at a time is no longer
available. Instead, after you register the OCI tenancy (Adding an OCI Tenancy),
you register multiple compartments that you want Oracle CASB Cloud Service
to monitor in that tenancy (Updating Registered Compartments for an OCI
Instance).

To enable bulk registration of OCI compartments, contact Oracle Support
(http://support.oracle.com).  If you have not registered yet, you will need your
Customer Support Identifier (CSI) in order to register to submit service request
tickets.  As an alternative, you can also contact your Oracle CASB Customer
Success Manager.

When you register a compartment inside a tenancy that is already registered in Oracle
CASB Cloud Service, the compartment inherits access credentials from the parent
tenancy, so you only have to specify the compartment name.

See Adding an OCI Compartment under a Registered Tenancy.

Note:

If the OCI instance for the parent tenancy is ever deleted from Oracle CASB
Cloud Service, the Compartment under a registered Tenancy automatically
becomes a Standalone Compartment that retains the credentials from the
parent tenancy.

• A Standalone Compartment – an OCI compartment that is accessed directly, without
first registering the OCI tenancy in Oracle CASB Cloud Service. As with a compartment
under a registered tenancy, only the collection of related resources within the specified
compartment, which are accessible only by certain groups that have been given
permission by an administrator in your organization, are monitored.

When you register a standalone compartment, you have to specify all the credentials
required to access the parent tenancy.

See Adding an OCI Standalone Compartment.

Adding an OCI Tenancy
Add an OCI instance with tenancy as the type of OCI compartment that Oracle CASB Cloud
Service monitors.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle Cloud Infrastructure icon, and then
click Next.

4. On the Select an instance page:

a. Enter a name for the instance in the Type a unique name... box.
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Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of
this app instance log in using single sign-on... and select the IDP instance
from the Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

c. Click Next.

5. In the Enter credentials page, under Select the type of OCI Compartment that
Oracle CASB Cloud will monitor, select Tenancy.

If bulk registration of compartments is enabled, the label for this option is Tenancy
(modify OCI Tenancy Instance to register Compartments).

6. To see the list of regions that will be monitored for this OCI instance, click the
number to the right of Regions monitored.

7. In a separate browser window, log in to your OCI account.

8. In the OCI console, drop down the menu from the User icon in the top right corner
and select Tenancy: <tenancy_name>.

9. On the tenancy details page, on the Tenancy Information tab, click the Copy link
for the OCID value.

10. Switch back to the Oracle CASB Cloud Service console, Enter credentials page.

11. Paste the tenancy OCID value from the OCI console into the Tenancy OCID box.

12. Switch back to the OCI console.

13. Drop down the menu from the User icon in the top right corner and select the user
login name.

14. On the User Details page, on the User Information tab, click the Copy link for
the user OCID value.

15. Switch back to the Oracle CASB Cloud Service console, Enter credentials page.

16. Paste the user OCID value from the OCI console into the User OCID box.

17. Click Test Credentials.

18. When you see the “Successfully initiated direct connection” message, click
Submit.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in
some cases. For status, check the Dashboard. If no data appears within 24 hours,
contact Oracle Support.

Next Steps

If you want to customize the security control baseline settings for this OCI instance,
perform the steps in Updating the Security Control Baseline for an OCI Instance.

If bulk registration of compartments is enabled, you can specify the exact combination
of compartments you want Oracle CASB Cloud Service to Monitor for this OCI
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instance. Perform the steps in Updating Registered Compartments for an OCI Instance.

Adding an OCI Compartment under a Registered Tenancy
Add an OCI instance with compartment as the type of OCI compartment that Oracle CASB
Cloud Service monitors.

Note:

If bulk registration of OCI compartments is enabled on your Oracle CASB Cloud
Service tenant, this option of registering one component at a time is no longer
available. Instead, after you register the OCI tenancy (Adding an OCI Tenancy), you
register multiple compartments that you want Oracle CASB Cloud Service to
monitor in that tenancy (Updating Registered Compartments for an OCI Instance).

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle Cloud Infrastructure icon, and then
click Next.

4. On the Select an instance page:

a. Enter a name for the instance in the Type a unique name... box.

Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of this
app instance log in using single sign-on... and select the IDP instance from the
Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting Up an
Identity Provider Instance.

c. Click Next.

5. In the Enter credentials page, under Select the type of OCI Compartment that Oracle
CASB Cloud will monitor, select Compartment under a registered Tenancy.

6. Drop down the OCI Application instance list and select the parent tenancy.

The Tenancy and Tenancy OCID values from the parent tenancy are automatically
populated.

7. Click Test Credentials.

When the “Successfully initiated direct connection” message appears, two new fields,
Compartment and Compartment OCID are displayed.

8. Drop down the Compartment list and select the compartment that you want Oracle
CASB Cloud Service to monitor.

The Compartment OCID is automatically populated.
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Note:

• You can register a compartment under a tenancy only once.

• However, you can register a multiple tenancy instances with the
same Tenancy OCID.

9. Click Test Credentials.

10. When you see the “Successfully initiated direct connection” message, click
Submit.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in
some cases. For status, check the Dashboard. If no data appears within 24 hours,
contact Oracle Support.

Next Steps

If you want to customize the security control baseline settings for this OCI instance,
perform the steps in Updating the Security Control Baseline for an OCI Instance.

Adding an OCI Standalone Compartment
Add an OCI instance with standalone compartment as the type of OCI compartment
that Oracle CASB Cloud Service monitors.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle Cloud Infrastructure icon, and
then click Next.

4. On the Select an instance page:

a. Enter a name for the instance in the Type a unique name... box.

Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of
this app instance log in using single sign-on... and select the IDP instance
from the Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

c. Click Next.

5. In the Enter credentials page, under Select the type of OCI Compartment that
Oracle CASB Cloud will monitor, select Standalone Compartment
(Advanced).

6. To see the list of regions that will be monitored for this OCI instance, click the
number to the right of Regions monitored.
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7. In a separate browser window, log in to your OCI account with credentials for the
dedicated Oracle CASB Cloud Service user account.

8. In the OCI console, drop down the menu from the User icon in the top left corner and
select Tenancy: <tenancy_name>.

9. On the tenancy details page, on the Tenancy Information tab, click the Copy link for the
OCID value.

10. Switch back to the Oracle CASB Cloud Service console, Enter credentials page.

11. Paste the Tenancy OCID value from the OCI console into the Tenancy OCID box.

12. Switch back to the OCI console.

13. Select the Compartment OCID value and click the Copy link.

14. Switch back to the Oracle CASB Cloud Service console, Enter credentials page.

15. Paste the Compartment OCID value from the OCI console into the Compartment OCID
box.

16. Switch back to the OCI console.

17. On the User Information tab, click the Copy link for the user OCID value.

18. Switch back to the Oracle CASB Cloud Service console, Enter credentials page.

19. Paste the user OCID value from the OCI console into the User OCID box.

20. Click Test Credentials.

21. When you see the “Successfully initiated direct connection” message, click Submit.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

Next Steps

If you want to customize the security control baseline settings for this OCI instance, perform
the steps in Updating the Security Control Baseline for an OCI Instance.

If bulk registration of compartments is enabled, you can specify the exact combination of
compartments you want Oracle CASB Cloud Service to Monitor for this OCI instance.
Perform the steps in Updating Registered Compartments for an OCI Instance.

Updating an OCI Instance
Modify settings for an existing OCI instance.

Updating the Credentials for an OCI Instance
Change the login credentials for an Oracle Cloud Infrastructure instance.

When the login credentials that you used to register an Oracle Cloud Infrastructure instance
expire or are updated, you must update these credentials both in Oracle Cloud Infrastructure
and in the Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.
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• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update credentials,
and then select the application instance you want to modify and click
Next.

2. In the Update Credentials page, enter the current values for all the fields.

The combination of fields required depends on the selection made under Select
the type of OCI Compartment that Oracle CASB Cloud Service will monitor.

For instructions on where to get the current values for the required fields, see the
topic linked below for adding an OCI instance that corresponds to the Select the
type of OCI Compartment that Oracle CASB Cloud Service will monitor
setting.

Note:

You can't change the Select the type of OCI Compartment that Oracle
CASB Cloud Service will monitor selection when you update
credentials. To change the type of OCI compartment with which this OCI
instance is registered, remove the OCI instance.

• Adding an OCI Tenancy

• Adding an OCI Compartment under a Registered Tenancy (option not
available if your Oracle CASB Cloud Service tenant has bulk registration of
OCI components enabled)

Note:

An OCI compartment under a registered tenancy inherits credentials
from the parent tenancy. So you can test the credentials here, but
you can't update them on this page. If the credentials test fails, or if
you want to update the credentials, repeat the instructions on this
page for the parent OCI tenancy.

• Adding an OCI Standalone Compartment

3. To see the list of regions that will be monitored for this OCI instance, click the
number to the right of Regions monitored.

4. When you have finished filling in current values for all required fields, click Test
Credentials.
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5. When you see the “Successfully initiated direct connection” message, click Submit.

Updating the Security Control Baseline for an OCI Instance
Change security control baseline settings for an OCI instance.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update security control
baseline, and then select the application instance you want to modify and click
Next.

2. Make changes as needed in the security control settings.

Note:

The OCI security control templates feature must be enabled by request. To
enable this feature, contact Oracle Support (http://support.oracle.com).  If you
have not registered yet, you will need your Customer Support Identifier (CSI) in
order to register to submit service request tickets.  As an alternative, you can
also contact your Oracle CASB Customer Success Manager.

• If one or more OCI security control templates have been defined in your Oracle
CASB Cloud Service tenant, you can drop down the Template list and select a
template to attach to this OCI instance.

When you attach a template, all the security control settings (except for Exception)
are loaded into the Update security control baseline page.

If you need to create a template, see Creating a Template.

• To understand how each security control behaves, and to how to enter exceptions or

configurations where those are supported, click the Help icon  to the right of the
security control name.

• To enable editing of a security control, click the Edit icon  in the ACTION column
for the security control.
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Note:

If there is an Exception section for the security control, that is
always editable. All other settings for a security control require you to

click the Edit icon  before you can make changes.

• To enable or disable a security control, click the selector tool in the Monitoring
status column.

• To change the risk level for a security control, click the icon in the Risk Level

column  and make a different selection.

• To update templates or OCI instances with the current settings for a security
control, click the Bulk Update icon  to the right of the selector tool, and
follow the prompts.

For more information on updating multiple templates or OCI instances with the
current settings for a security control, see Updating a Security Control's
Settings in Multiple Templates or Application Instances.

• To update OCI instances that you select with the current Exception setting for
a security control, click the Bulk Update icon  to the right of the Do not
alert for box for the Exception, and follow the prompts.

For more information on updating multiple OCI instances with the current
Exception setting for a security control, see Updating an Exception Setting in
Multiple Application Instances.

3. When you are ready to save your changes:

a. Scroll to the bottom of the page and look at the prompt under the
Confirmation heading.

• If the prompt just says only, "Use the new threshold values," your changes
will only update only the current OCI instance.

• If the prompt says, "Use the new threshold values and update template
<template_name>," your changes will also update the settings in the
attached template.

Updating the settings in the attached template will update the settings in
all the OCI instances that have that template attached.

b. When you are sure that your changes will update exactly what you want to
update (just the OCI instance, or the OCI instance plus the attached template),
select Use the new threshold values....

This enables the Submit button.

c. Click Submit.

Updating Registered Compartments for an OCI Instance
If bulk registration of compartments is enabled, you can specify the exact combination
of compartments you want Oracle CASB Cloud Service to Monitor.
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1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Register compartments.

• In grid view, drop down the Action list for the instance you want to
modify and select Register compartments.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Register compartments, and
then select the application instance you want to modify and click Next.

2. To see the list of regions that will be monitored for this OCI instance, click the number to
the right of Regions monitored.

3. Click Test Credentials.

After the credentials are confirmed, a Compartment list appears.

4. Drop down the Compartment list and select the combination of compartments you want
Oracle CASB Cloud Service to monitor.

Selecting a compartment at a higher level in the hierarchy selects all the compartments
below it.

5. After compartments are selected, click Next.

6. (Optional) On the Map Instances page, change display names of any compartments that
you want to display a different, more meaningful name when will be displayed.

You can give any compartment a different name, to be used in pace of the actual name
when Oracle CASB Cloud Service displays information about the compartment:

a. Click the Edit icon  in the Action column for the compartment name.

b. Edit the name in the Instance name column.

Your Instance name entry can be up to 30 characters long.

7. Click Submit when you are ready to go on from the Map Instances page.

8. On the Complete page, click Done.

You will not be able to register additional compartments on the same OCI instance until
processing has been completed for all the compartments specified in the previous request. To
check the status of your request, see Checking Status of Compartments Being Registered.

Checking Status of Compartments Being Registered
If you are registering a large number of compartments at one time, you can check on the
progress of the registration process to determine when it has completed.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Register compartments.
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• In grid view, drop down the Action list for the instance you want to
modify and select Register compartments.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Register
compartments, and then select the application instance you want to
modify and click Next.

2. On the Register compartments page, click the View icon  to the right of
Existing bulk registration request.

3. In the Bulk Registration request... dialog box, check the STATUS column.

• Check mark: registration has completed.

• "X": registration failed.

• Ellipsis ("…"): registration is still in process.

4. Click OK to close the Bulk Registration request... dialog box.

Working with OCI Security Control Baseline Settings and
Templates

Learn about the different ways you can use OCI security templates to manage security
control settings across OCI instances.

Note:

The OCI security control templates feature must be enabled by request. To
enable this feature, contact Oracle Support (http://support.oracle.com).  If
you have not registered yet, you will need your Customer Support Identifier
(CSI) in order to register to submit service request tickets.  As an alternative,
you can also contact your Oracle CASB Customer Success Manager.

Topics:

• About Security Control Templates and Application Instances

Review this topic first to get oriented to the available features.

• Creating a Template

If you want to use templates, the first thing to do is to create a template one.

• Attaching a Template to an OCI Application Instance

To use a template, you attach it to OCI instances.

• Using a Template as the Base for Custom Settings
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You can use the security control settings from a template as the starting point for an OCI
instance's security control settings, without permanently attaching the template.

• Editing a Template

Make changes in a template's security control settings whenever you need to.

• Updating a Security Control's Settings in Multiple Templates or Application Instances

Use the settings for a security control in one OCI instance to update, in one process, the
same security control in multiple templates or multiple OCI instances.

• Updating an Exception Setting in Multiple Application Instances

Use the Exceptions settings for a security control in one OCI instance to update, in one
process, the same security control's Exceptions settings in multiple OCI instances.

• Viewing an Inventory of Template Usage

See which security control templates are attached to which OCI instances.

• Duplicating a Template

Create a new security control template from an existing template. This is useful if you
want to create a new template that will have similar settings.

• Deleting a Template

If you no longer need a template, you can delete it.

About Security Control Templates and Application Instances
Understand the security control template features that are available to make it easier to
manage security control baseline settings across multiple OCI application instances.

When you are monitoring a lot of OCI instances in Oracle CASB Cloud Service, security
control templates make it easy to manage the security control baseline settings for groups of
instances that should have the same settings, in order to comply with your security policies.
Even if you do not create security control templates, you can use the related bulk update
feature to copy a security control setting from one OCI instance to multiple instances at once.

Security Control Templates

A security control template contains settings for all the security controls for an OCI application
instance that is registered in Oracle CASB Cloud Service.

• No predefined security control templates are provided in Oracle CASB Cloud Service -
you have to create them. See Creating a Template.

• A security control template contains settings for all the security controls for an OCI
application instance that is registered in Oracle CASB Cloud Service.

• Attaching a template to an OCI instance causes all the security control settings from
the template to be copied into the OCI instance, where they become read-only. The
template settings are in control, as long as the OCI instance has the template attached.
See Attaching a Template to an OCI Application Instance.

• Exceptions settings are an exception. Some security controls have an Exceptions
section. Any settings in these Exceptions sections are only stored for the individual OCI
instances. Exceptions settings are not affected when you attach a template to an OCI
instance - they remain editable.

Whether or not you use security control templates, you can copy the Exceptions settings
from a single security control in an OCI instance to multiple OCI instances.
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Bulk Updates of Security Control Settings

You can use the current settings for a security control from one OCI instance to update
the same security control in multiple templates or multiple OCI instances. See 
Updating a Security Control's Settings in Multiple Templates or Application Instances.

• Open the source OCI instance, from which you wish to update multiple
templates or OCI instances, on the Update security contol baseline page.

• Select the individual templates or OCI instances to be updated. You can
update the same security control setting in multiple templates or OCI instances at
the same time.

• Exceptions settings are an exception. Bulk updates of security
controlExceptions settings must be done separately - see the next section below.

Bulk Updates of Exceptions Settings

You can use the current Exceptions settings for a security control from one OCI
instance to update the Exceptions settings for the same security control in multiple
OCI instances. See Updating an Exception Setting in Multiple Application Instances.

• Open the source OCI instance, from which you wish to update multiple OCI
instances, on the Update security contol baseline page.

• Select the individual OCI instances to be updated. You can update the same
security control Exceptions settings in multiple OCI instances at the same time.

• The Exceptions settings only are updated. Bulk updates of other security
control settings must be done separately - see the section above.

Creating a Template
Create a template from the security control baseline settings for an OCI instance.

Prerequisite: You must have an OCI instance registered in Oracle CASB Cloud
Service. See Adding an OCI Instance.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update security
control baseline, and then select the application instance you want to
modify and click Next.

2. To the right of the Template box at the top of the page, click the Plus Sign icon

.
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3. Enter a name for the new template in the box that appears.

Note:

After you press Enter on the new template's name, no changes are apparent at
the top of the page. If you scroll to the bottom of the page, you'll see the new
template's name in the Confirmation prompt.

4. Make any changes needed in the security control settings in the OCI instance, so that
they are exactly what you want the template to have.

Click the Edit icon  to make the setttings editable for the security control.

The new template will pick up all the settings from the OCI instance except those in
Exception sections.

5. When you are ready to create the new template, using the current security control
settings for the OCI instance:

a. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

The prompt should say, "Use the new threshold values and update template
<template_name>," where <template_name> is the name you entered at the top of
the page.

b. When you have verified the confirmation prompt, select Use the new threshold
values and update template <template_name>..

This enables the Submit button.

c. Click Submit.

The name of the template you just created now appears in the Template box at the
top of the page. This indicates that the new template is now attached to this OCI
instance.

6. If you do not want the new template to be attached to the OCI instance:

a. Reopen the OCI instance in the Update security control baseline page.

b. Drop down the Template list at the top of the page.

c. Select:

• Custom to detach the OCI instance from all templates, or

• Another template name, to attach that template to the OCI instance.

d. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

e. When you are sure that the prompt indicates that you will be making the change that
you want to for this OCI instance, select Use the new threshold values....

This enables the Submit button.

f. Click Submit.

The Template box at the top of the page now shows either "Custom" or the name of
the newly attached template.
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Attaching a Template to an OCI Application Instance
Attach an existing template to an OCI instance.

Prerequisites:

• You must have an OCI instance registered in Oracle CASB Cloud Service. See 
Adding an OCI Instance.

• You must have created an OCI security control template in Oracle CASB Cloud
Service. See Creating a Template.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update security
control baseline, and then select the application instance you want to
modify and click Next.

2. Drop down the Template list at the top of the page.

3. Select the template you wish to attach.

The security control settings from the selected template now appear in all the
security controls for the OCI instance. All settings are read-only, except for settings
in Exception sections.

4. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

The prompt should say, "Use the new threshold values."

5. When you have verified the confirmation prompt, select Use the new threshold
values and click Submit.

The OCI instance now will always use the current security control settings from the
template. Any changes made in the template's security control settings are
automatically reflected in the settings for all OCI instances to which the template is
attached.

Using a Template as the Base for Custom Settings
You can attach a template to an OCI instance, then modify the settings from the
template as a quick way to create custom settings that are similar to the template
settings.

Prerequisites:
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• You must have an OCI instance registered in Oracle CASB Cloud Service. See Adding
an OCI Instance.

• You must have created an OCI security control template in Oracle CASB Cloud Service.
See Creating a Template.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update security control
baseline, and then select the application instance you want to modify and click
Next.

2. Drop down the Template list at the top of the page.

3. Select the template you wish to use as the basis for custom settings.

The security control settings from the selected template now appear in all the security
controls for the OCI instance, except for those in the Exception sections.

4. Drop down the Template list at the top of the page and select Custom.

5. Make any changes you wish to in the security control settings from the template, to get
exactly what you want in the custom settings for the OCI instance .

See Updating the Security Control Baseline for an OCI Instance.

6. Scroll to the bottom of the page and look at the prompt under the Confirmation heading.

The prompt should say, "Use the new threshold values."

7. When you have verified the confirmation prompt, select Use the new threshold values
and click Submit.

The OCI instance now will always use the custom security control settings that you created
from the template, with whatever modifications you made.

Editing a Template
You can edit a security control template by clicking the edit icon for a security control in an
OCI instance that has the template attached.

Prerequisites:

• You must have an OCI instance registered in Oracle CASB Cloud Service. See Adding
an OCI Instance.

• You must have created an OCI security control template in Oracle CASB Cloud Service.
See Creating a Template.
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• The security control template that you want to edit must be attached to the OCI
instance that you open on the Update security control baseline page. See 
Attaching a Template to an OCI Application Instance.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update security
control baseline, and then select the application instance you want to
modify and click Next.

2. Locate a security control that you want to change in the template, and:

a. Click the Edit icon  to make the security control editable.

b. Make change in the settings for the security control.

Remember that settings in Exception sections are not stored in templates.

See Updating the Security Control Baseline for an OCI Instance.

3. Repeat the previous step until you have made all the changes you wish to in the
attached template's settings.

4. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

The prompt should say, "Use the new threshold values and update template
<template_name>."

5. When you have verified the confirmation prompt, select Use the new threshold
values and update template <template_name> and click Submit.

You have edited the settings in the attached template, and those changes will
automatically be picked up by all other OCI instances that have the template attached.
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Updating a Security Control's Settings in Multiple Templates or Application
Instances

You can update multiple templates or OCI instance at once, with the settings from a security
control in one OCI instance.

Note:

All the settings for the security control, except for those in an Exception section,
update the same security control in the templates or application instances that you
select. To update multiple OCI instances with the Exception settings for a security
control, see Updating an Exception Setting in Multiple Application Instances.

Prerequisites:

• To update multiple OCI instances you must have multiple OCI instance registered in
Oracle CASB Cloud Service. See Adding an OCI Instance.

• To update multiple security control templates, you must have created multiple OCI
security control template in Oracle CASB Cloud Service. See Creating a Template.

• The security control setting that you want to use to update multiple templates or OCI
instances must be set in the OCI instance that you open on the Update security control
baseline page (before or after you open it).

Note:

When you update multiple templates or OCI instances with the settings from a
specific security control from the Update security control baseline page, all the
settings for the security control - except those in Exception sections - are copied
into the same security control in the target templates or OCI instances.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update security control
baseline, and then select the application instance you want to modify and click
Next.
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2. Locate the security control whose settings you wish to use to update multiple
templates or OCI instances.

Remember that any Exception settings will not be updated by this process.

3. Click the Bulk Update icon  at the right end of the line with the security control
label, to open the Push Security Control Settings dialog box.

4. To update multiple templates with this security control's settings:

a. On the Templates tab, select one or more templates to update.

b. Verify and select the Confirmation prompt at the bottom of the dialog box.

c. Click Submit.

The selected templates are updated with the settings from the security control
in the OCI instance on the Update security control baseline page.

5. To update multiple OCI instances with this security control's settings:

a. On the Instances tab, select one or more OCI instances to update.

b. Verify and select the Confirmation prompt at the bottom of the dialog box.

c. Click Submit.

The selected OCI instances are updated with the settings from the security
control in the OCI instance on the Update security control baseline page.

6. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

If you made any changes in security control settings before you updated multiple
templates or OCI instances, you can now select the Confirmation prompt and
click Submit to save those changes.

Updating an Exception Setting in Multiple Application Instances
You can use the Exception portion of a specific security control for one OCI instance
to update the same setting in multiple OCI instances at once.

Prerequisites:

• To update multiple OCI instances you must have multiple OCI instance registered
in Oracle CASB Cloud Service. See Adding an OCI Instance.

• The security control setting that you want to use to update multiple templates or
OCI instances must have an Exception section.

• The security control setting that you want to use to update multiple OCI instances
must be set in the OCI instance that you open on the Update security control
baseline page (before or after you open it).

When you update multiple OCI instances with the exceptions settings from a specific
security control from the Update security control baseline page, settings in the
Exception section are copied into the same security control in the target OCI
instances. Other settings for the security control are not copied.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.
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• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update security control
baseline, and then select the application instance you want to modify and click
Next.

2. Locate the security control whose Exception settings you wish to use to update multiple
OCI instances.

3. Click the Bulk Update icon  on the right side of the Exception section.

4. In the Push Security Control Settings dialog box, select one or more OCI instances to
update.

5. Verify and select the Confirmation prompt at the bottom of the dialog box.

6. Click Submit.

The selected OCI instances are updated with the settings from the Exception section of
the security control in the OCI instance on the Update security control baseline page.

7. Scroll to the bottom of the page and look at the prompt under the Confirmation heading.

If you made any changes in security control settings before you updated multiple
templates or OCI instances, you can now select the Confirmation prompt and click
Submit to save those changes.

Viewing an Inventory of Template Usage
The Security Control Templates page lists all security control templates that have been
created, and shows the OCI instances to which are currently using them.

As you define more security control templates, and attach them to OCI application instances,
you will want to see how your security templates are being used. The Security Control
Templates page lists all the templates that have been defined, along with any OCI instances
to which they are currently attached.

1. Select Configuration, Security Control Templates from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Locate a template in the TEMPLATE NAME column.

3. Look in the INSTANCE(S) column to see the OCI application instances to which this
template is currently attached.
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Duplicating a Template
You can duplicate a template that's attached to an OCI instance by "detaching" the
template, then saving the settings with a new template name.

Tip:

Duplicating an existing template is a quickly way to create a new template
with similar settings. You only have to change settings that will be different in
the new template.

Prerequisites:

• You must have an OCI instance registered in Oracle CASB Cloud Service. See 
Adding an OCI Instance.

• You must have created an OCI security control template in Oracle CASB Cloud
Service. See Creating a Template.

• The template that you want to duplicate must be attached to an OCI instance that
you open in the Update security control baseline page (before or after you open
it).

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.

• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update security
control baseline, and then select the application instance you want to
modify and click Next.

2. Verify that the Template box at the top of the page displays the name of the
template that you want to duplicate.

3. Drop down the Template list and select Custom.

4. To the right of the Template box at the top of the page, click the Plus Sign icon

.

5. Enter a name for the new template.

6. Make any changes needed in the security control settings in the OCI instance, so
that those settings are exactly what you want the new template to have.

See Editing a Template. The new template will pick up all the settings from the OCI
instance except Exceptions.
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7. When you are ready to create the new template with the current security control settings:

a. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

The prompt should say, "Use the new threshold values and update template
<template_name>," where <template_name> is the name you entered at the top of
the page.

b. When you have verified the confirmation prompt, select Use the new threshold
values and update template <template_name>..

This enables the Submit button.

c. Click Submit.

The name of the template you just created now appears in the Template box at the
top of the page. This indicates that the new template is now attached to this OCI
instance.

8. If you do not want the new template to be attached to the OCI instance:

a. Reopen the OCI instance in the Update security control baseline page.

b. Drop down the Template list at the top of the page.

c. Select:

• Custom to detach the OCI instance from all templates, or

• Another template name, to attach that template to the OCI instance.

d. Scroll to the bottom of the page and look at the prompt under the Confirmation
heading.

e. When you are sure that the prompt indicates that you will be making the change that
you want to for this OCI instance, select Use the new threshold values....

This enables the Submit button.

f. Click Submit.

The Template box at the top of the page now shows either "Custom" or the name of
the newly attached template.

Deleting a Template
If you no longer need a security control template, you can delete it from the Security Control
Templates page.

Note:

If a security control template is currently attached to one or more OCI instances,
you can still delete it. When you delete the template, for each OCI instance where
the template was attached:

• The OCI instance retains all the security control settings from the template.

• The Template setting for each OCI instance changes to Custom.

1. Select Configuration, Security Control Templates from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.
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2. Locate the template you want to delete in the TEMPLATE NAME column.

3. In the ACTION column for the template, drop down the Action list and select
Delete.

4. Confirm the deletion when prompted.

The security control template is deleted. Any application instances that had it attached
retain the security control settings from the template, but now have the Template value
on the Update security control baseline page set to Custom.

Next Steps for OCI
Now that you have finished setting up your Oracle Cloud Infrastructure instance for
monitoring, you can take additional steps to enhance its security, or you can start
viewing and analyzing the monitored data right away.

Follow one of the links below to start working with your new OCI instance:

• Creating Policy Alerts for Oracle Cloud Infrastructure (OCI) — to create custom
customized alerts for situations that you specify, make your configuration settings
more secure, and enable monitoring of shadow applications that are operating in
the same environment as your application instance.

See the opening sections of the Creating Policies and Managing Policy Alerts
chapter for general information about creating and managing policy alerts.

• Viewing Reports for Oracle Cloud Infrastructure (OCI) — to view predefined
reports for OCI.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.

• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies
and Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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12
Setting Up Oracle Enterprise Resource
Planning (ERP) Cloud

Prepare Oracle ERP Cloud and register your application instance with Oracle CASB Cloud
Service for security monitoring.

Oracle CASB Cloud Service detects potential risks in your Oracle ERP Cloud account,
including activity within Oracle ERP Cloud that violates your policies and user behavior
patterns that appear to be suspicious.

Note:

In order to be monitored by Oracle CASB Cloud Service, Oracle ERP Cloud must
be version R12 BP7.

Topics:

• Typical Workflow for Oracle ERP Cloud Monitoring

• Preparing Oracle ERP Cloud

• Adding an Oracle ERP Cloud Instance

• Updating an Oracle ERP Cloud Instance

Typical Workflow for Oracle ERP Cloud Monitoring
With Oracle CASB Cloud Service, you can monitor Oracle ERP Cloud to detect potential
risks.

Task Description Additional Information

Prepare an Oracle ERP Cloud
account.

You can set up an Oracle CASB
Cloud Service account in Oracle
ERP Cloud.

Preparing Oracle ERP Cloud

Add an Oracle ERP Cloud
instance.

You can register an Oracle ERP
Cloud application instance in
monitoring-only mode.

Adding an Oracle ERP Cloud
Instance

Update credentials for an Oracle
ERP Cloud instance.

You can update the credentials
for an Oracle ERP Cloud
instance.

Updating the Credentials for an
Oracle ERP Cloud Instance

Preparing Oracle ERP Cloud
Before registering your Oracle ERP Cloud application instance with Oracle CASB Cloud
Service, you need to create a dedicated administrative user within Oracle ERP Cloud and
ensure that Oracle ERP Cloud auditing is enabled.
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Creating a Dedicated Oracle CASB Cloud Service User in Oracle ERP
Cloud

Create a dedicated user account for Oracle CASB Cloud Service in the Oracle ERP
Cloud account that you want to monitor.

The user cannot use multifactor or federated authentication (for example, through a
single sign-on service). You will use the login credentials for this user to allow Oracle
CASB Cloud Service to connect to Oracle ERP Cloud and retrieve system events.

Note:

If you have already created a dedicated Oracle CASB Cloud Service
administrative user account for another application within Oracle Applications
Cloud, it is not necessary to create another user now.

• You can use that existing user for all Oracle Applications Cloud services
to communicate with Oracle CASB Cloud Service.

• Or you can create a new user for individual Oracle Applications Cloud
services, if you prefer.

1. Log into the Oracle Fusion Applications console as an administrator with
permission to create other administrators.

2. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll to the bottom.

c. Click More.

d. In the left panel, click Security Console.

3. In the left navigation panel, click Users.

4. On the User Accounts page, click Add User Account in the upper-right corner.

5. On the Add User Account page:

a. Set the Person Type field to None.

b. Enter a First Name for the user (for example, CASB).

c. Enter a Last Name to describe the account (for example, Oracle CASB
Service Account).

d. Enter a User Name to identify the account (for example, CASB).

You will use this name when you register the application instance in Oracle
CASB Cloud Service.

e. Enter a Password, and then re-enter it in Confirm Password.

f. Click Add Role.

6. In the Add Role Membership dialog box:

a. Paste this role code into the Search box.
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ORA_FND_CASB_AUDIT_ACCESS_DISCRETIONARY

b. Click the Search icon .

c. Select the ORA_FND_CASB_AUDIT_ACCESS_DISCRETIONARY_ DISCRETIONARY code
returned in the search results.

d. Click Add Role Membership.

This assigns the Audit Access for Cloud Access Security Broker role.

e. Click OK on the confirmation message.

f. Click Done in the Add Role Membership dialog box.

7. On the Add User Account page, click Save and Close.

8. In the left navigation panel, click Roles.

9. On the Roles page, click Create Role in the upper-right corner.

10. On the Create Role : Basic Information page:

a. Enter a Role Name (for example, CASB_MANAGE_AUDIT_ROLE).

b. Copy that entry into the Role Code box.

c. Set Role Category to Setup - Job Roles.

d. Click Next.

11. On the Function Security page, Privileges tab, click Add Function Security Policy.

12. In the Add Function Security Policy dialog box:

a. Paste FND_MANAGE_AUDIT_POLICIES_PRIV into the Search box.

b. Click the Search icon .

c. Select the Manage Audit Policies privilege returned in the search results.

d. Click Add Privilege to Role.

e. Click OK on the confirmation message.

f. Click Done in the Add Function Security Policy dialog box.

13. Click Next until you reach the Summary page, then click Save and Close, and OK the
confirmation message.

14. In the left navigation panel, click Users.

15. On the User Accounts page:

a. Enter the name of the CASB service user you created in the Search box.

b. Click the Search icon .

c. In the search results, locate the user you created and click the link next to User
Name.

16. On the User Account Details page, click Edit.

17. On the Edit User Account page, click Add Role.

18. In the Add Role Membership dialog box:

a. Enter the name of the role you created (CASB_MANAGE_AUDIT_ROLE) in the Search
box.
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b. Click the Search icon .

c. Select the role in the search results.

d. Click Add Role Membership.

e. Click OK on the confirmation message.

f. Click Done in the Add Role Membership dialog box.

19. On the Edit User Account page, click Save and Close in the upper-right corner.

Note:

It takes up to 10 minutes for the changes to take effect. Please wait for a
minimum of 10 minutes before you try to register an application instance,
or update credentials for an existing application instance, in the CASB
Cloud Service console.

Enabling Business Object Auditing for Oracle ERP Cloud
Configure auditing on business objects.

This task is necessary to enable business object auditing, so that you can customize
the list of business objects that you want to monitor Oracle CASB Cloud Service to
monitor for each Fusion Application instance that you register.

Note:

You must perform this task for each Fusion Application instance that you
register. If you do not perform this task for a Fusion Application instance,
Oracle CASB Cloud Service can't monitor business objects for that instance.

1. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll down.

c. Click Setup and Maintenance in the lower-right corner.

2. On the Setup: Compensation Management page:

a. Enter manage audit policies in the Search Tasks box.

b. Click the Search icon 

c. In the search results, click Manage Audit Policies.

3. On the Manage Audit Policies page:

a. At the right end of the Oracle Fusion Applications row, set Audit
Level to Auditing.

b. Click Save and Close at the top right.
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Note:

The required business objects will be enabled for monitoring, based on the
options you select when you register a new application instance, or update the
credentials for an existing application instance. There is no need to enable
individual business objects for auditing, within Oracle Fusion Applications.

Enabling Role Auditing for Oracle ERP Cloud
Set the security level for Oracle Platform Security Services (OPSS) auditing to capture all of
the security events for the role changes that you want Oracle CASB Cloud Service to audit.

The default OPSS audit level for Oracle Fusion Applications is “none” — you must change
this setting to Low - Critical Events Only, in order to fully enable role auditing.

Note:

You only need to set the OPSS audit level once, to support role auditing for all the
application instances from the same Fusion Applications POD that are registered in
the same Oracle CASB Cloud Service tenant.

1. Log in to the Oracle Fusion Applications console.

2. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll down.

c. Click Setup and Maintenance in the lower-right corner.

3. On the Setup: Compensation Management page:

a. In the Search Tasks box, enter manage audit policies.

b. Click the Search icon .

c. In the search results, select Manage Audit Policies.

4. On the Manage Audit Policies page:

a. At the right end of the Oracle Platform Security Services row, set Audit Level to
Low - Critical Events Only.

b. Click Save and Close.

Enabling Association of Oracle CASB Cloud Service with Oracle Access
Manager (OAM) for ERP Cloud

If you want to enable OAM association Oracle CASB Cloud Service, submit an Oracle
Service Request.

This task is necessary to ensure that auditing is enabled for login and logout events for
Fusion Application instances that Oracle ERP Cloud monitors.
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Note:

You only need to enable OAM association once for the same Fusion
Applications POD in the same Oracle CASB Cloud Service tenant. The OAM
association option is then available to all instances of Oracle Fusion
Applications (such as Oracle ERP Cloud, Oracle HCM Cloud, or Oracle
Sales Cloud) in that Fusion Applications POD on that Oracle CASB Cloud
Service tenant.

Enabling OAM association with Oracle CASB Cloud Service is a two-step process:

1. First, you must submit an Oracle Service Request, as described in the next section
below.

2. After that request is fulfilled, you must enable OAM once for a Fusion Application
in Oracle CASB Cloud Service.

You can do this when you register your Oracle ERP Cloud instance (see Adding
an Oracle ERP Cloud Instance), or after registration (see Updating the Credentials
for an Oracle ERP Cloud Instance).

Submitting an Oracle Support Service Request to enable OAM

Note:

In order to associate with OAM, you must be using Oracle Access Manager
version R13 18.02 and you must request that your Oracle CASB Cloud
Service tenant be enabled. To enable association with Oracle Access
Manager, contact Oracle Support (http://support.oracle.com).  If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order
to register to submit service request tickets.  As an alternative, you can also
contact your Oracle CASB Customer Success Manager.

1. Log in to the Oracle Support Portal.

2. On the Dashboard, under the Technical Service Requests section, click Create
Technical SR.

3. Enter a Problem Summary and a Problem Description.

4. Enter the Service Type Ex: Oracle Fusion Global Human Resource Cloud
Service.

5. For Problem Type, select Cloud Hosting Service (Outage,P2T/T2T,Enable
SSO,Resize,CloudPortal,MyServices,User/Password,Network,Schedule
Maintenance).

6. Specify your Support Identifier.

7. Select the appropriate Severity.

8. Click Next.
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9. For Question 1, select Service Entitlements (Includes Federated SSO, Language
Pack Installs, Data Masking, Break Glass etc.) as the area of concern.

10. From Question 2, select Configure Oracle Cloud Access Security Broker (CASB).

11. For Question Set 3, provide the following information:

• The POD name and the Fusion home page URL for which you want to enable Oracle
CASB Cloud Service

For example, https://<POD_Name>.fs.ap1.oraclecloud.com/homePage/
faces/AtkHomePageWelcome

• The Service User ID that you created in Creating a Dedicated Oracle CASB Cloud
Service User in Oracle ERP Cloud.

• If you are using a Fusion Applications version earlier than R-13.18.05, provide the
start time and the time zone for a 90 minute window during which your Fusion
Application will not be available. Configuring this change requires a downtime of up
to 90 minutes in versions earlier than R-13.18.05.

12. Click Continue.

13. Review your Support Request for completeness, and then click Submit.

Whitelisting Oracle CASB Cloud Service if Oracle ERP Cloud Fusion POD
is Whitelisted

If Oracle ERP Cloud Fusion POD is whitelisted, you must whitelist some IP addresses for
Oracle CASB Cloud Service.

Note:

You must perform this task for each Fusion Application instance that you register, if
the Fusion Application POC is whitelisted. If you do not perform this task for a
Fusion Application instance, Oracle CASB Cloud Service can't monitor that
instance.

1. Browse to the Oracle Knowledge Base article, How To Integrate Oracle Fusion Cloud
With Oracle CASB.

2. Scroll down to the section titled, Deployment Considerations If Fusion POD is whitelisted.

3. Whitelist the IP address listed there for the URL where your Oracle CASB Cloud Service
tenant is hosted.

Adding an Oracle ERP Cloud Instance
After completing the necessary configurations in Oracle ERP Cloud, add or register the
Oracle ERP Cloud instance in Oracle CASB Cloud Service.

Prerequisites: Complete the steps in Preparing Oracle ERP Cloud. You need the user
ID and password that belongs to the dedicated user account that you created.
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Note:

You should not add, or register, the same application instance more than
once. An additional registration seriously impacts performance and doesn’t
provide any additional information.

You can only register Oracle ERP Cloud in monitor-only mode.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle Enterprise Resource Planning
Cloud icon, and then click Next.

4. On the Select an instance page:

a. Enter a name for the instance in the Type a unique name... box.

Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of
this app instance log in using single sign-on... and select the IDP instance
from the Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

c. Click Next.

5. In the Select monitoring type page:

a. Select the Monitor ERP cloud role, role memberships and privileges
check box.

b. Select the objects to be monitored.

c. Select the I understand and explicitly approve enabling auditing... check
box and then, click Next.

6. In the Enter credentials page, enter the information you specified when you
created the dedicated Oracle ERP Cloud user:

a. In the Host name field, enter the host name of the Oracle ERP Cloud service
host.

For example, myerphost.com.

b. In the Username field, enter the name you entered in the User Name field
when you created the dedicated user (Service User).

c. In the Password field, enter the password you entered when you created the
dedicated user.

Do not share these credentials with another user or service.
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d. If Oracle Access Manager (OAM) integration is enabled, there is an Associate with
Oracle Access Manager Integration option:

• Select this option if you want this application instance to associate with OAM
integration.

Note:

Ensure that you do not select this option for more than one instance of
an Oracle Fusion Application (such as Oracle ERP Cloud, Oracle HCM
Cloud, or Oracle Sales Cloud) in the same Oracle CASB Cloud Service
tenant. Selecting this option once covers all instances of Oracle Fusion
Applications on the tenant. If you select this option more than once, you
will receive multiple OAM notifications for the same event.

• Otherwise, deselect this option.

Note:

You must be using Oracle Access Manager version R13 18.02 and you
must request that your Oracle CASB Cloud Service tenant be enabled to
associate with OAM. To enable association with Oracle Access Manager,
contact Oracle Support (http://support.oracle.com).  If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order
to register to submit service request tickets.  As an alternative, you can also
contact your Oracle CASB Customer Success Manager.

e. Click Test Credentials.

• If you see a message indicating that OAM integration has not been enabled,
deselect the Associate with Oracle Access Manager Integration option. You
can add OAM integration later, after it has been enabled.

• If you selected Associate with Oracle Access Manager Integration, and
Oracle CASB Cloud Service can’t resolve the OAM host name from the Host
name you entered, an OAM Host name box appears with an explanatory
message. enter the OAM Host name from the Service Request message
response that you received in reply to the Service Request you submitted to
enable OAM integration.

• Click Test Credentials again when you are ready to proceed.

f. After credentials are successfully validated you see a success message. Click Next.

g. Click Done.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

Next Steps

By default, all business objects available for monitoring by Oracle CASB Cloud Service are
selected to be monitored. If you want to modify the list of business objects to be monitored for
this Oracle ERP Cloud instance, perform the steps in Updating Monitoring Properties for an
Oracle ERP Cloud Instance.
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Updating an Oracle ERP Cloud Instance
Modify application settings for an existing Oracle ERP Cloud instance.

Updating the Credentials for an Oracle ERP Cloud Instance
Change the login credentials for an Oracle ERP Cloud instance.

When the login credentials that you used to register an Oracle ERP Cloud instance
expire or are updated, you must update these credentials both in Oracle ERP
Cloud and in the Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update credentials,
and then select the application instance you want to modify and click
Next.

2. In the Update Credentials page, ensure that the values for all the fields are
current:

• Host name at for the ERP Cloud service host.

• Username and new Password for the Oracle CASB Cloud
Service administrative user in Oracle ERP Cloud.

3. Click Test Credentials.

4. After the credentials are verified, click Submit to view a verification page.

Updating Monitoring Properties for an Oracle ERP Cloud Instance
Change the combination of business objects that are monitored for Oracle ERP Cloud.

By default, when you add an Oracle ERP Cloud instance, all available business
objects are monitored.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update monitoring properties.

• In grid view, drop down the Action list for the instance you want to
modify and select Update monitoring properties.
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Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update monitoring properties,
and then select the application instance you want to modify and click Next.

2. In the Update monitoring properties page:

a. Expand the hierarchy as needed so you can see all the options.

b. Select or deselect options until you have selected the combination of monitoring
options that you want.

Selecting or deselecting a parent option in the hierarchy selects or deselects all the
subordinate options.

3. When you have finished selecting the desired combination of options, select the
Approval check box and click Next.

Next Steps for Oracle ERP Cloud
Now that you have finished setting up your Oracle ERP Cloud instance for monitoring, you
can take additional steps to enhance its security, or you can start viewing and analyzing the
monitored data right away.

Follow one of the links below to start working with your new Oracle ERP Cloud instance:

• Creating Policy Alerts for Oracle ERP Cloud — to create custom customized alerts for
situations that you specify, make your configuration settings more secure, and enable
monitoring of shadow applications that are operating in the same environment as your
application instance.

See the opening sections of the Creating Policies and Managing Policy Alerts chapter for
general information about creating and managing policy alerts.

• Viewing Reports for Oracle ERP Cloud — to view predefined reports for Oracle ERP
Cloud.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.

• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies and
Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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13
Setting Up Oracle Human Capital
Management (HCM) Cloud

Prepare Oracle HCM Cloud and register your application instance with Oracle CASB Cloud
Service for monitoring.

Oracle CASB Cloud Service detects potential risks in your Oracle HCM Cloud account,
including activity within  that violates your policies and user behavior patterns that appear to
be suspicious.

Note:

In order to be monitored by Oracle CASB Cloud Service, Oracle HCM Cloud must
be version R12 BP7.

Topics:

• Typical Workflow for Oracle HCM Cloud Monitoring

• Preparing Oracle HCM Cloud

• Adding an Oracle HCM Cloud Instance

• Updating an Oracle HCM Cloud Instance

Typical Workflow for Oracle HCM Cloud Monitoring
With Oracle CASB Cloud Service, you can monitor Oracle HCM Cloud to detect potential
risks.

Task Description Additional Information

Prepare an Oracle HCM Cloud
account.

You can set up an Oracle CASB
Cloud Service account in Oracle
HCM Cloud.

Preparing Oracle HCM Cloud

Add an Oracle HCM Cloud
instance.

You can register an Oracle HCM
Cloud application instance in
monitoring-only mode.

Adding an Oracle HCM Cloud
Instance

Update credentials for an Oracle
HCM Cloud instance.

You can update the credentials
for an Oracle HCM Cloud
instance.

Updating the Credentials for an
Oracle HCM Cloud Instance

Preparing Oracle HCM Cloud
Before registering your Oracle HCM Cloud application instance with Oracle CASB Cloud
Service, you need to create a dedicated administrative user within Oracle HCM Cloud and
ensure that Oracle HCM Cloud auditing is enabled.
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Creating a Dedicated Oracle CASB Cloud Service User in Oracle
HCM Cloud

Create a dedicated user account for Oracle CASB Cloud Service in the Oracle HCM
Cloud account that you want to monitor.

The user cannot use multifactor or federated authentication (for example, through a
single sign-on service). You will use the login credentials for this user to allow Oracle
CASB Cloud Service to connect to Oracle ERP Cloud and retrieve system events.

Note:

If you have already created a dedicated Oracle CASB Cloud Service
administrative user account for another application within Oracle Applications
Cloud, it is not necessary to create another user now.

• You can use that existing user for all Oracle Applications Cloud services
to communicate with Oracle CASB Cloud Service.

• Or you can create a new user for individual Oracle Applications Cloud
services, if you prefer.

1. Log into the Oracle Fusion Applications console as an administrator with
permission to create other administrators.

2. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll to the bottom.

c. Click More.

d. In the left panel, click Security Console.

3. In the left navigation panel, click Users.

4. On the User Accounts page, click Add User Account in the upper-right corner.

5. On the Add User Account page:

a. Set the Person Type field to None.

b. Enter a First Name for the user (for example, CASB).

c. Enter a Last Name to describe the account (for example, Oracle CASB
Service Account).

d. Enter a User Name to identify the account (for example, CASB).

You will use this name when you register the application instance in Oracle
CASB Cloud Service.

e. Enter a Password, and then re-enter it in Confirm Password.

f. Click Add Role.

6. In the Add Role Membership dialog box:

a. Paste this role code into the Search box.
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ORA_FND_CASB_AUDIT_ACCESS_DISCRETIONARY

b. Click the Search icon .

c. Select the ORA_FND_CASB_AUDIT_ACCESS_DISCRETIONARY_ DISCRETIONARY code
returned in the search results.

d. Click Add Role Membership.

This assigns the Audit Access for Cloud Access Security Broker role.

e. Click OK on the confirmation message.

f. Click Done in the Add Role Membership dialog box.

7. On the Add User Account page, click Save and Close.

8. In the left navigation panel, click Roles.

9. On the Roles page, click Create Role in the upper-right corner.

10. On the Create Role : Basic Information page:

a. Enter a Role Name (for example, CASB_MANAGE_AUDIT_ROLE).

b. Copy that entry into the Role Code box.

c. Set Role Category to Setup - Job Roles.

d. Click Next.

11. On the Function Security page, Privileges tab, click Add Function Security Policy.

12. In the Add Function Security Policy dialog box:

a. Paste FND_MANAGE_AUDIT_POLICIES_PRIV into the Search box.

b. Click the Search icon .

c. Select the Manage Audit Policies privilege returned in the search results.

d. Click Add Privilege to Role.

e. Click OK on the confirmation message.

f. Click Done in the Add Function Security Policy dialog box.

13. Click Next until you reach the Summary page, then click Save and Close, and OK the
confirmation message.

14. In the left navigation panel, click Users.

15. On the User Accounts page:

a. Enter the name of the CASB service user you created in the Search box.

b. Click the Search icon .

c. In the search results, locate the user you created and click the link next to User
Name.

16. On the User Account Details page, click Edit.

17. On the Edit User Account page, click Add Role.

18. In the Add Role Membership dialog box:

a. Enter the name of the role you created (CASB_MANAGE_AUDIT_ROLE) in the Search
box.
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b. Click the Search icon .

c. Select the role in the search results.

d. Click Add Role Membership.

e. Click OK on the confirmation message.

f. Click Done in the Add Role Membership dialog box.

19. On the Edit User Account page, click Save and Close in the upper-right corner.

Note:

It takes up to 10 minutes for the changes to take effect. Please wait for a
minimum of 10 minutes before you try to register an application instance,
or update credentials for an existing application instance, in the CASB
Cloud Service console.

Enabling Business Object Auditing for Oracle HCM Cloud
Configure auditing on business objects.

This task is necessary to enable business object auditing, so that you can customize
the list of business objects that you want to monitor Oracle CASB Cloud Service to
monitor for each Fusion Application instance that you register.

Note:

You must perform this task for each Fusion Application instance that you
register. If you do not perform this task for a Fusion Application instance,
Oracle CASB Cloud Service can't monitor business objects for that instance.

1. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll down.

c. Click Setup and Maintenance in the lower-right corner.

2. On the Setup: Compensation Management page:

a. Enter manage audit policies in the Search Tasks box.

b. Click the Search icon 

c. In the search results, click Manage Audit Policies.

3. On the Manage Audit Policies page:

a. At the right end of the Oracle Fusion Applications row, set Audit
Level to Auditing.

b. Click Save and Close at the top right.
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Note:

The required business objects will be enabled for monitoring, based on the
options you select when you register a new application instance, or update the
credentials for an existing application instance. There is no need to enable
individual business objects for auditing, within Oracle Fusion Applications.

Enabling Role Auditing for Oracle HCM Cloud
Set the security level for Oracle Platform Security Services (OPSS) auditing to capture all of
the security events for the role changes that you want Oracle CASB Cloud Service to audit.

The default OPSS audit level for Oracle Fusion Applications is “none” — you must change
this setting to Low - Critical Events Only, in order to fully enable role auditing.

Note:

You only need to set the OPSS audit level once, to support role auditing for all the
application instances from the same Fusion Applications POD that are registered in
the same Oracle CASB Cloud Service tenant.

1. Log in to the Oracle Fusion Applications console.

2. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll down.

c. Click Setup and Maintenance in the lower-right corner.

3. On the Setup: Compensation Management page:

a. In the Search Tasks box, enter manage audit policies.

b. Click the Search icon .

c. In the search results, select Manage Audit Policies.

4. On the Manage Audit Policies page:

a. At the right end of the Oracle Platform Security Services row, set Audit Level to
Low - Critical Events Only.

b. Click Save and Close.

Enabling Association of Oracle CASB Cloud Service with Oracle Access
Manager (OAM) for HCM Cloud

If you want to enable OAM association Oracle CASB Cloud Service, submit an Oracle
Service Request.

This task is necessary to ensure that auditing is enabled for login and logout events for
Fusion Application instances that Oracle CASB Cloud Service monitors.
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Note:

You only need to enable OAM association once for the same Fusion
Applications POD in the same Oracle CASB Cloud Service tenant. The OAM
association option is then available to all instances of Oracle Fusion
Applications (such as Oracle ERP Cloud, Oracle HCM Cloud, or Oracle
Sales Cloud) in that Fusion Applications POD on that Oracle CASB Cloud
Service tenant.

Enabling OAM association with Oracle CASB Cloud Service is a two-step process:

1. First, you must submit an Oracle Service Request, as described in the next section
below.

2. After that request is fulfilled, you must enable OAM once for a Fusion Application
in Oracle CASB Cloud Service.

You can do this when you register your Oracle HCM Cloud instance (see Adding
an Oracle ERP Cloud Instance), or after registration (see Updating the Credentials
for an Oracle ERP Cloud Instance).

Submitting an Oracle Support Service Request to enable OAM

Note:

In order to associate with OAM, you must be using Oracle Access Manager
version R13 18.02 and you must request that your Oracle CASB Cloud
Service tenant be enabled. To enable association with Oracle Access
Manager, contact Oracle Support (http://support.oracle.com).  If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order
to register to submit service request tickets.  As an alternative, you can also
contact your Oracle CASB Customer Success Manager.

1. Log in to the Oracle Support Portal.

2. On the Dashboard, under the Technical Service Requests section, click Create
Technical SR.

3. Enter a Problem Summary and a Problem Description.

4. Enter the Service Type Ex: Oracle Fusion Global Human Resource Cloud
Service.

5. For Problem Type, select Cloud Hosting Service (Outage,P2T/T2T,Enable
SSO,Resize,CloudPortal,MyServices,User/Password,Network,Schedule
Maintenance).

6. Specify your Support Identifier.

7. Select the appropriate Severity.

8. Click Next.
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9. For Question 1, select Service Entitlements (Includes Federated SSO, Language
Pack Installs, Data Masking, Break Glass etc.) as the area of concern.

10. From Question 2, select Configure Oracle Cloud Access Security Broker (CASB).

11. For Question Set 3, provide the following information:

• The POD name and the Fusion home page URL for which you want to enable Oracle
CASB Cloud Service

For example, https://<POD_Name>.fs.ap1.oraclecloud.com/homePage/
faces/AtkHomePageWelcome

• The Service User ID that you created in Creating a Dedicated Oracle CASB Cloud
Service User in Oracle ERP Cloud.

• If you are using a Fusion Applications version earlier than R-13.18.05, provide the
start time and the time zone for a 90 minute window during which your Fusion
Application will not be available. Configuring this change requires a downtime of up
to 90 minutes in versions earlier than R-13.18.05.

12. Click Continue.

13. Review your Support Request for completeness, and then click Submit.

Whitelisting Oracle CASB Cloud Service if Oracle HCM Cloud Fusion POD
is Whitelisted

If Oracle HCM Cloud Fusion POD is whitelisted, you must whitelist some IP addresses for
Oracle CASB Cloud Service.

1. Browse to the Oracle Knowledge Base article, How To Integrate Oracle Fusion Cloud
With Oracle CASB.

2. Scroll down to the section titled, Deployment Considerations If Fusion POD is whitelisted.

3. Whitelist the IP address listed there for the URL where your Oracle CASB Cloud Service
tenant is hosted.

Adding an Oracle HCM Cloud Instance
After completing the necessary configurations in Oracle HCM Cloud, add or register the
Oracle HCM Cloud instance in Oracle CASB Cloud Service.

Prerequisites: Complete the steps in Preparing Oracle HCM Cloud. You need the user
ID and password that belongs to the dedicated user account that you created.

Note:

You should not add, or register, the same application instance more than once. An
additional registration seriously impacts performance and doesn’t provide any
additional information.

You can only register Oracle HCM Cloud in monitor-only mode.
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1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle HCM Cloud icon, and then
click Next.

4. On the Select an instance page:

a. Enter a name for the instance in the Type a unique name... box.

Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of
this app instance log in using single sign-on... and select the IDP instance
from the Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting
Up an Identity Provider Instance.

c. Click Next.

5. In the Select monitoring type page:

a. Select the Monitor ERP cloud role, role memberships and privileges
check box.

b. Select the objects to be monitored.

c. Select the I understand and explicitly approve enabling auditing... check
box and then, click Next.

6. In the Enter credentials page, enter the information you specified when you
created the dedicated Oracle HCM Cloud user:

a. In the Host name field, enter the host name of the Oracle HCM Cloud service
host.

For example, myhcmhost.com.

b. In the Username field, enter the name you entered in the User Name field
when you created the dedicated user (Service User).

c. In the Password field, enter the password you entered when you created the
dedicated user.

Do not share these credentials with another user or service.

d. If Oracle Access Manager (OAM) integration is enabled, there is an Associate
with Oracle Access Manager Integration option:

• Select this option if you want this application instance to associate with
OAM integration.
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Note:

Ensure that you do not select this option for more than one instance of
an Oracle Fusion Application (such as Oracle ERP Cloud, Oracle HCM
Cloud, or Oracle Sales Cloud) in the same Oracle CASB Cloud Service
tenant. Selecting this option once covers all instances of Oracle Fusion
Applications on the tenant. If you select this option more than once, you
will receive multiple OAM notifications for the same event.

• Otherwise, deselect this option.

Note:

You must be using Oracle Access Manager version R13 18.02 and you
must request that your Oracle CASB Cloud Service tenant be enabled to
associate with OAM. To enable association with Oracle Access Manager,
contact Oracle Support (http://support.oracle.com).  If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order
to register to submit service request tickets.  As an alternative, you can also
contact your Oracle CASB Customer Success Manager.

e. Click Test Credentials.

• If you see a message indicating that OAM integration has not been enabled,
deselect the Associate with Oracle Access Manager Integration option. You
can add OAM integration later, after it has been enabled.

• If you selected Associate with Oracle Access Manager Integration, and
Oracle CASB Cloud Service can’t resolve the OAM host name from the Host
name you entered, an OAM Host name box appears with an explanatory
message. enter the OAM Host name from the Service Request message
response that you received in reply to the Service Request you submitted to
enable OAM integration.

• Click Test Credentials again when you are ready to proceed.

f. When testing is done you see a success message. Click Next.

g. Click Done.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in some
cases. For status, check the Dashboard. If no data appears within 24 hours, contact Oracle
Support.

Next Steps

By default, all business objects available for monitoring by Oracle CASB Cloud Service are
selected to be monitored. If you want to modify the list of business objects to be monitored for
this Oracle ERP Cloud instance, perform the steps in Updating Monitoring Properties for an
Oracle HCM Cloud Instance.

Updating an Oracle HCM Cloud Instance
Modify application settings for an existing Oracle HCM Cloud instance.
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Updating the Credentials for an Oracle HCM Cloud Instance
Change the login credentials for an Oracle HCM Cloud instance.

When the login credentials that you used to register an Oracle HCM Cloud instance
expire or are updated, you must update these credentials both in Oracle HCM
Cloud and in the Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update credentials,
and then select the application instance you want to modify and click
Next.

2. In the Update Credentials page, ensure that the values for all the fields are
current:

• Host name at for the Oracle HCM Cloud service host.

• Username and new Password for the Oracle CASB Cloud
Service administrative user in Oracle HCM Cloud.

3. Click Test Credentials.

4. After the credentials are verified, click Submit to view a verification page.

Updating Monitoring Properties for an Oracle HCM Cloud Instance
Change the combination of business objects that are monitored for Oracle HCM
Cloud.

By default, when you add an Oracle ERP Cloud instance, all available business
objects are monitored.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update monitoring properties.

• In grid view, drop down the Action list for the instance you want to
modify and select Update monitoring properties.
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Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update monitoring properties,
and then select the application instance you want to modify and click Next.

2. In the Update monitoring properties page:

a. Expand the hierarchy as needed so you can see all the options.

b. Select or deselect options until you have selected the combination of monitoring
options that you want.

Selecting or deselecting a parent option in the hierarchy selects or deselects all the
subordinate options.

3. When you have finished selecting the desired combination of options, select the
Approval check box and click Next.

Next Steps for Oracle HCM Cloud
Now that you have finished setting up your Oracle HCM Cloud instance for monitoring, you
can take additional steps to enhance its security, or you can start viewing and analyzing the
monitored data right away.

Follow one of the links below to start working with your new Oracle HCM Cloud instance:

• Creating Policy Alerts for Oracle HCM Cloud — to create custom customized alerts for
situations that you specify, make your configuration settings more secure, and enable
monitoring of shadow applications that are operating in the same environment as your
application instance.

See the opening sections of the Creating Policies and Managing Policy Alerts chapter for
general information about creating and managing policy alerts.

• Viewing Reports for Oracle HCM Cloud — to view predefined reports for Oracle HCM
Cloud.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.

• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies and
Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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14
Setting Up Oracle Identity Cloud Service
(IDCS)

Prepare Oracle Identity Cloud Service and register your application instance with Oracle
CASB Cloud Service for monitoring.

To enable this feature, contact Oracle Support (http://support.oracle.com). If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order to register to
submit service request tickets. As an alternative, you can also contact your Oracle CASB
Cloud Service Customer Success Manager.

Note:

If IDCS does not appear as an option when you start to add an application instance,
this indicates that your Oracle CASB Cloud Service tenant is configured with the
"Standalone IDP" option for setting up identity providers (IDPs). To set up IDCS as
your IDP with this configuration, see Setting Up an Identity Provider Instance.

If users log in through IDCS to application instances that are monitored by Oracle CASB
Cloud Service, you should register IDCS as an application in Oracle CASB Cloud Service.
After registering an Oracle IDCS instance, IDCS appears in the list of identity providers that
are available when you are registering other application instances for monitoring. Oracle
CASB Cloud Service can then connect login activity in IDCS with the application instances
that your users are attempting to access.

Topics:

• Typical Workflow for IDCS Monitoring

• Preparing IDCSPreparing IDCS

• Adding an IDCS Instance

• Updating an IDCS Instance

Typical Workflow for IDCS Monitoring
With Oracle CASB Cloud Service, you can monitor Oracle Cloud Infrastructure to detect
potential risks.

Task Description Additional Information

Prepare an IDCS account. You can ensure that your Oracle
IDCS account is ready to monitor
in Oracle CASB Cloud Service.

Preparing IDCS
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Task Description Additional Information

Add an IDCS instance. You can register an Oracle IDCS
application instance in
monitoring-only mode.

Adding an IDCS Instance

Update credentials and security
control baseline for an IDCS
instance.

You can update the credentials
and the security control baseline
values for an Oracle IDCS
instance.

Updating an IDCS Instance

Preparing IDCS
Before registering your Oracle Cloud Infrastructure (IDCS) application instance
with Oracle CASB Cloud Service, ensure that you have a private and public key pair
configured in IDCS.

Prerequisites:

• Enable IDCS in your Oracle CASB Cloud Service tenant.

To enable this feature, contact Oracle Support (http://support.oracle.com). If you
have not registered yet, you will need your Customer Support Identifier (CSI) in
order to register to submit service request tickets. As an alternative, you can also
contact your Oracle CASB Cloud Service Customer Success Manager.

• Administrative access to an IDCS account.

• An existing application in that account that provides single sign-on access to users
logging in to other applications.

For information on setting up applications in IDCS, see Oracle Identity Cloud
Service - Application Catalog. Go to the chapter for the application for which you
want to create an SSO IDCS application.

• Full administrator privileges assigned to that account (Identity Domain
Administrator, Security Administrator, Application Administrator, User
Administrator, Audit Administrator). If any of these administrator roles are omitted,
the information provided to Oracle CASB Cloud Service will be incomplete.

Prepare IDCS for Monitoring

1. Log in to your Oracle Cloud account as an administrator.

2. Navigate to the IDCS console:

a. From the menu, select Users.

b. From the User Management page, click Identity Console in the upper right
corner.

3. Drop down the menu from your initials in the upper right corner and select Admin
Console.
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Note:

If you do not see Admin Console in the drop-down menu, you are not logged
in as an administrator. Log out and log back in as a different user with
administrator privileges.

4. In the Admin Console, open Applications.

5. On the Applications page, click the application that you want to use with Oracle CASB
Cloud Service.

The details page for the application opens.

This must be an application that provides single sign-on (SSO) access to users logging in
to one or more other applications that Oracle CASB Cloud Service is monitoring. Later
you will connect this IDCS SSO application to those other applications in Oracle CASB
Cloud Service, so that logins through IDCS are correctly counted as logins to the other
applications.

6. On the Details tab, record the Name of the application.

You will need to provide this later, to connect the IDCS SSO application to other
applications that Oracle CASB Cloud Service is monitoring.

7. Click the Configuration tab.

8. Record information that you will need to register this IDCS instance in Oracle CASB
Cloud Service.

You will need to provide this information later, to connect the IDCS SSO application to
other applications that Oracle CASB Cloud Service is monitoring.

a. Record the first part of the IDCS console URL.

From the browser’s address bar, select everything from the start of the URL through
the .com:

https://idcs-...identy.oraclecloud.com
This is the value for the Customer Login URL when you register this IDCS instance.

b. Expand the General Information section and record the Client ID.

c. Click the Show Secret button and record the Client Secret.

d. Close the Client Secret message box.

9. Log out of your IDCS account.

Adding an IDCS Instance
After completing the necessary configurations in Oracle Cloud Infrastructure, add or register
the IDCS instance in Oracle CASB Cloud Service.

Prerequisites: Complete the steps in Preparing IDCS.
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Note:

• Only IDCS administrator users should register an IDCS instance with
Oracle CASB Cloud Service.

• If you use more than one IDCS application to provide users with single
sign-on (SSO) login to other applications, you must register an IDCS
instance in Oracle CASB Cloud Service for each IDCS application that is
used.

• You can only register Oracle Cloud Infrastructure in monitor-only mode.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle Identity Cloud Service icon,
and then click Next.

4. In the Select an instance page, enter a unique name for your application
instance.

Any existing names appear below the name field.

Note:

Although this name does not have to match the Name defined for the
IDCS SSO application, it is recommended that you use that name here,
or a similar name that you can easily identify as referring to that
application.

5. Click Next.

6. On the Enter credentials page, where you enter three of the four values that you
recorded in Preparing IDCS:

• Customer Login URL — the first part of the IDCS console URL that you were
logged into when you recorded the IDCS SSO application information in 
Preparing IDCS.

• Client ID — the Client ID value that you recorded from the IDCS SSO
application information in Preparing IDCS.

• Client Secret — the Client Secret value that you recorded from the IDCS
SSO application information in Preparing IDCS.

7. Click Test Credentials.

8. When you see the “Credentials are valid” message, click Next.

9. On the Success page, click Done.

When the registration process is complete, your application instance appears on the
Applications page, and the IDCS SSO application is available to be connected to the
applications that Oracle CASB Cloud Service monitors, for which that IDCS application
is used to log in.
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Next Steps

If you want to customize the security control baseline settings for this IDCS instance, perform
the steps in Updating the Security Control Baseline for an IDCS Instance.

Updating an IDCS Instance
Modify settings for an existing IDCS instance.

Updating the Credentials for an IDCS Instance
Change the login credentials for an Oracle Identity Cloud Service (IDCS) instance.

When the login credentials that you used to register an IDCS instance expire or are updated,
you must update these credentials both in Oracle Cloud Infrastructure and in the
Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update credentials, and then
select the application instance you want to modify and click Next.

2. In the Update Credentials page, enter the current values for all the fields:

• Customer Login URL

• Client ID

• Client Secret

For information on where to get current values for these credentials, see Adding an IDCS
Instance.

3. Click Test Credentials.

4. After the credentials are verified, click Submit to view a verification page.

Updating the Security Control Baseline for an IDCS Instance
Change security control baseline settings for an Oracle Identity Cloud Service (IDCS)
instance.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update security control baseline.
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• In grid view, drop down the Action list for the instance you want to
modify and select Update security control baseline.

Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update security
control baseline, and then select the application instance you want to
modify and click Next.

2. Make changes as needed in the security control settings.

You can change the risk level for any security control by clicking the icon in the

Risk Level column  and making a different
selection.

Refer to the tables below to understand how each security control behaves, and to
how to customize the settings.

Password Policy

Security Control
Name

Description

Minimum Password
Length

Alert when required password length is less than this value.

Maximum Password
Length

Alert when required password length is greater than this value.

Minimum Numerals
Required

Alert when the minimum number of numeric characters required in a
password is less than this value.

Number of previous
passwords
disallowed to be
used when setting
new Password

Alert when number of previous passwords that are disallowed when
user is setting a new password is less than this value.

Number of days
after which
Password gets
expired

Alert when the number of days after which a password automatically
expires is less than this value.

Maximum incorrect
Attempts Allowed
before User Account
Locked

Alert when the maximum number of incorrect attempts that are
allowed before the user account is locked is greater than this value.

Minimum Uppercase
Characters
Required

Alert when the minimum number of uppercase characters required
in a password is less than this value.

Minimum Lowercase
Characters
Required

Alert when the minimum number of lowercase characters required in
a password is less than this value.

Minimum Alphabetic
Characters
Required

Alert when the minimum number of alphabetic characters required in
a password is less than this value.
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Security Control
Name

Description

Disallow these
characters to use in
Password

Alert when any of the characters listed are allowed in a password..

Disallow users to
use Last Name in
Password

Alert when user’s last name is allowed in a password.

Disallow users to
use First Name in
Password

Alert when user’s first name is allowed in a password.

Disallow users to
use Username in
Password

Alert when user’s user name is allowed in a password.

Access Control

Security Control
Name

Description

Require all users to
have Multi Factor
Authentication (MFA)
Enabled

Alert when multi-factor authentication is not enabled for a user. Multi-factor
authentication sends a code to the user in email or text, after the user has
entered valid ID and password pair, and then requires the user to enter
that code before granting access.

IAM Password older
than 90 days

Alert when a password is found that was created more than 90 days ago.

3. When you are ready to save your changes, select Use the new threshold values and
then click Submit.

Updating the IDP Instance for an IDCS Instance
Add or change the identity provider (IDP) for an IDCS instance.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update IDP Instance.

• In grid view, drop down the Action list for the instance you want to
modify and select Update IDP Instance.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update IDP Instance, and then
select the application instance you want to modify and click Next.

2. In the Update IDP instance page, drop down the list of identity providers and select the
IDCS SSO application that you want to use with this IDCS instance.

Look for the Name you recorded from the IDCS SSO application information in Preparing
IDCS.
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3. Click Next.

4. In the Success page, click Done.

Next Steps for IDCS
Now that you have finished setting up your Oracle IDCS instance, you can connect its
IDCS application to monitored application instances which use it for SSO login.

To connect a monitored application instance to the IDCS SSO application:

1. Go to Setting Up Cloud Applications for Monitoring.

2. Locate the chapter for the application type which you want to connect to the IDCS
application defined in the IDCS instance that you just registered.

3. Under that chapter, locate the appropriate topic for what you want to do:

• “Updating the IDP Instance for a(n) <application_type> Instance” — to connect
the IDCS application to an application instance that has already been
registered.

• “Adding a(n) <application_type> Instance” — to connect the IDCS application
to an new application instance when you register it.

Note:

For Amazon Web Services (AWS), see the Preparing and
Registering AWS topic.
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15
Setting Up Oracle Sales Cloud

Prepare Oracle Sales Cloud and register your application instance with Oracle CASB Cloud
Service for monitoring.

Oracle CASB Cloud Service detects potential risks in your Oracle Sales Cloud account,
including activity within  that violates your policies and user behavior patterns that appear to
be suspicious.

Note:

In order to be monitored by Oracle CASB Cloud Service, Oracle Sales Cloud must
be version R12 BP7.

Topics

• Typical Workflow for Oracle Sales Cloud Monitoring

• Preparing Oracle Sales Cloud

• Adding an Oracle Sales Cloud Instance

• Updating an Oracle Sales Cloud Instance

Typical Workflow for Oracle Sales Cloud Monitoring
With Oracle CASB Cloud Service, you can monitor Oracle Sales Cloud to detect potential
risks.

Task Description Additional Information

Prepare an Oracle Sales Cloud
account.

You can set up an Oracle CASB
Cloud Service account in Oracle
Sales Cloud.

Preparing Oracle Sales Cloud

Add an Oracle Sales Cloud
instance.

You can register an Oracle Sales
Cloud application instance in
monitoring-only mode.

Adding an Oracle Sales Cloud
Instance

Update credentials for an Oracle
Sales Cloud instance.

You can update the credentials
for an Oracle Sales Cloud
instance.

Updating the Credentials for an
Oracle Sales Cloud Instance

Preparing Oracle Sales Cloud
Before registering your Oracle Sales Cloud application instance with Oracle CASB Cloud
Service, you need to create a dedicated administrative user within Oracle Sales Cloud and
ensure that Oracle Sales Cloud auditing is enabled.
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Creating a Dedicated Oracle CASB Cloud Service User in Oracle
Sales Cloud

Create a dedicated user account for Oracle CASB Cloud Service in the Oracle Sales
Cloud account that you want to monitor.

The user cannot use multifactor or federated authentication (for example, through a
single sign-on service). You will use the login credentials for this user to allow Oracle
CASB Cloud Service to connect to Oracle ERP Cloud and retrieve system events.

Note:

If you have already created a dedicated Oracle CASB Cloud Service
administrative user account for another application within Oracle Applications
Cloud, it is not necessary to create another user now.

• You can use that existing user for all Oracle Applications Cloud services
to communicate with Oracle CASB Cloud Service.

• Or you can create a new user for individual Oracle Applications Cloud
services, if you prefer.

1. Log into the Oracle Fusion Applications console as an administrator with
permission to create other administrators.

2. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll to the bottom.

c. Click More.

d. In the left panel, click Security Console.

3. In the left navigation panel, click Users.

4. On the User Accounts page, click Add User Account in the upper-right corner.

5. On the Add User Account page:

a. Set the Person Type field to None.

b. Enter a First Name for the user (for example, CASB).

c. Enter a Last Name to describe the account (for example, Oracle CASB
Service Account).

d. Enter a User Name to identify the account (for example, CASB).

You will use this name when you register the application instance in Oracle
CASB Cloud Service.

e. Enter a Password, and then re-enter it in Confirm Password.

f. Click Add Role.

6. In the Add Role Membership dialog box:

a. Paste this role code into the Search box.
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ORA_FND_CASB_AUDIT_ACCESS_DISCRETIONARY

b. Click the Search icon .

c. Select the ORA_FND_CASB_AUDIT_ACCESS_DISCRETIONARY_ DISCRETIONARY code
returned in the search results.

d. Click Add Role Membership.

This assigns the Audit Access for Cloud Access Security Broker role.

e. Click OK on the confirmation message.

f. Click Done in the Add Role Membership dialog box.

7. On the Add User Account page, click Save and Close.

8. In the left navigation panel, click Roles.

9. On the Roles page, click Create Role in the upper-right corner.

10. On the Create Role : Basic Information page:

a. Enter a Role Name (for example, CASB_MANAGE_AUDIT_ROLE).

b. Copy that entry into the Role Code box.

c. Set Role Category to Setup - Job Roles.

d. Click Next.

11. On the Function Security page, Privileges tab, click Add Function Security Policy.

12. In the Add Function Security Policy dialog box:

a. Paste FND_MANAGE_AUDIT_POLICIES_PRIV into the Search box.

b. Click the Search icon .

c. Select the Manage Audit Policies privilege returned in the search results.

d. Click Add Privilege to Role.

e. Click OK on the confirmation message.

f. Click Done in the Add Function Security Policy dialog box.

13. Click Next until you reach the Summary page, then click Save and Close, and OK the
confirmation message.

14. In the left navigation panel, click Users.

15. On the User Accounts page:

a. Enter the name of the CASB service user you created in the Search box.

b. Click the Search icon .

c. In the search results, locate the user you created and click the link next to User
Name.

16. On the User Account Details page, click Edit.

17. On the Edit User Account page, click Add Role.

18. In the Add Role Membership dialog box:

a. Enter the name of the role you created (CASB_MANAGE_AUDIT_ROLE) in the Search
box.

Chapter 15
Preparing Oracle Sales Cloud

15-3



b. Click the Search icon .

c. Select the role in the search results.

d. Click Add Role Membership.

e. Click OK on the confirmation message.

f. Click Done in the Add Role Membership dialog box.

19. On the Edit User Account page, click Save and Close in the upper-right corner.

Note:

It takes up to 10 minutes for the changes to take effect. Please wait for a
minimum of 10 minutes before you try to register an application instance,
or update credentials for an existing application instance, in the CASB
Cloud Service console.

Enabling Role Auditing for Oracle Sales Cloud
Set the security level for Oracle Platform Security Services (OPSS) auditing to capture
all of the security events for the role changes that you want Oracle CASB Cloud
Service to audit.

The default OPSS audit level for Oracle Fusion Applications is “none” — you must
change this setting to Low - Critical Events Only, in order to fully enable role
auditing.

Note:

You only need to set the OPSS audit level once, to support role auditing for
all the application instances from the same Fusion Applications POD that are
registered in the same Oracle CASB Cloud Service tenant.

1. Log in to the Oracle Fusion Applications console.

2. In the Oracle Fusion Applications console home page:

a. Open the Navigator.

b. Scroll down.

c. Click Setup and Maintenance in the lower-right corner.

3. On the Setup: Compensation Management page:

a. In the Search Tasks box, enter manage audit policies.

b. Click the Search icon .

c. In the search results, select Manage Audit Policies.

4. On the Manage Audit Policies page:

a. At the right end of the Oracle Platform Security Services row, set Audit
Level to Low - Critical Events Only.
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b. Click Save and Close.

Enabling Association of Oracle CASB Cloud Service with Oracle Access
Manager (OAM) for Sales Cloud

If you want to enable OAM association Oracle CASB Cloud Service, submit an Oracle
Service Request.

This task is necessary to ensure that auditing is enabled for login and logout for Fusion
Application instances that Oracle Sales Cloud monitors.

Note:

You only need to enable OAM association once for the same Fusion Applications
pod in the same Oracle CASB Cloud Service tenant. The OAM association option is
then available to all instances of Oracle Fusion Applications (such as Oracle ERP
Cloud, Oracle HCM Cloud, or Oracle Sales Cloud) in that Fusion Applications pod
on that Oracle CASB Cloud Service tenant.

Enabling OAM association is a two-step process:

1. First, you must submit an Oracle Service Request.

2. After that request is fulfilled, you must enable OAM once for a Fusion Application in
Oracle CASB Cloud Service.

You can do this when you register your Oracle Sales Cloud instance (see Adding an
Oracle ERP Cloud Instance), or after registration (see Updating the Credentials for an
Oracle ERP Cloud Instance).

Submitting an Oracle Support Service Request to enable OAM

Note:

In order to associate with OAM, you must be using Oracle Access Manager version
R13 18.02 and you must request that your Oracle CASB Cloud Service tenant be
enabled. To enable association with Oracle Access Manager, contact Oracle
Support (http://support.oracle.com).  If you have not registered yet, you will need
your Customer Support Identifier (CSI) in order to register to submit service request
tickets.  As an alternative, you can also contact your Oracle CASB Customer
Success Manager.

1. Log in to the Oracle Support Portal.

2. On the Dashboard, under the Technical Service Requests section, click Create
Technical SR.

3. Enter a Problem Summary and a Problem Description.

4. Enter the Service Type Ex: Oracle Fusion Global Human Resource Cloud Service.
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5. For Problem Type, select Cloud Hosting Service (Outage,P2T/T2T,Enable
SSO,Resize,CloudPortal,MyServices,User/Password,Network,Schedule
Maintenance).

6. Specify your Support Identifier.

7. Select the appropriate Severity.

8. Click Next.

9. For Question 1, select Service Entitlements (Includes Federated SSO,
Language Pack Installs, Data Masking, Break Glass etc.) as the area of
concern.

10. From Question 2, select Configure Oracle Cloud Access Security Broker
(CASB).

11. For Question Set 3, provide the following information:

• The POD name and the Fusion home page URL for which you want to enable
Oracle CASB Cloud Service

For example, https://<POD_Name>.fs.ap1.oraclecloud.com/
homePage/faces/AtkHomePageWelcome

• The Service User ID that you created in Creating a Dedicated Oracle CASB
Cloud Service User in Oracle ERP Cloud.

• If you are using a Fusion Applications version earlier than R-13.18.05, provide
the start time and the time zone for a 90 minute window during which your
Fusion Application will not be available. Configuring this change requires a
downtime of up to 90 minutes in versions earlier than R-13.18.05.

12. Click Continue.

13. Review your Support Request for completeness, and then click Submit.

Whitelisting Oracle CASB Cloud Service if Oracle Sales Cloud Fusion
POD is Whitelisted

If Oracle Sales Cloud Fusion POD is whitelisted, you must whitelist some IP
addresses for Oracle CASB Cloud Service.

1. Browse to the Oracle Knowledge Base article, How To Integrate Oracle Fusion
Cloud With Oracle CASB.

2. Scroll down to the section titled, Deployment Considerations If Fusion POD is
whitelisted.

3. Whitelist the IP address listed there for the URL where your Oracle CASB Cloud
Service tenant is hosted.

Adding an Oracle Sales Cloud Instance
After completing the necessary configurations in Oracle Sales Cloud, add or register
the Oracle Sales Cloud instance in Oracle CASB Cloud Service.

Prerequisites: Complete the steps in Preparing Oracle Sales Cloud. You need
the user ID and password that belongs to the dedicated user account that you created.
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Note:

You should not add, or register, the same application instance more than once. An
additional registration seriously impacts performance and doesn’t provide any
additional information.

You can only register Oracle Sales Cloud in monitor-only mode.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click Add/Modify App.

3. In the Select an app type page, click the Oracle Sales Cloud icon, and then click Next.

4. On the Select an instance page:

a. Enter a name for the instance in the Type a unique name... box.

Any existing names appear below the name field.

b. If users of this instance use an identity provider to log in, select The users of this
app instance log in using single sign-on... and select the IDP instance from the
Select an Identity Provider (IDP) instance list.

Note:

The identity provider instance must already be defined. See Setting Up an
Identity Provider Instance.

c. Click Next.

5. In the Select monitoring type page:

a. Select the Monitor ERP cloud role, role memberships and privileges check box.

b. Select the objects to be monitored.

c. Select the I understand and explicitly approve enabling auditing... check box and
then, click Next.

6. In the Enter credentials page, enter the information you specified when you created the
dedicated Oracle Sales Cloud user:

a. In the Host name field, enter the host name of the Sales Cloud service host.

For example, mysaleshost.com.

b. In the Username field, enter the name you entered in the User Name field when you
created the dedicated user (Service User).

c. In the Password field, enter the password you entered when you created the
dedicated user.

Do not share these credentials with another user or service.

d. If Oracle Access Manager (OAM) integration is enabled, there is an Associate with
Oracle Access Manager Integration option:
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• Select this option if you want this application instance to associate with
OAM integration.

Note:

Ensure that you do not select this option for more than one
instance of an Oracle Fusion Application (such as Oracle ERP
Cloud, Oracle HCM Cloud, or Oracle Sales Cloud) in the same
Oracle CASB Cloud Service tenant. Selecting this option once
covers all instances of Oracle Fusion Applications on the tenant.
If you select this option more than once, you will receive multiple
OAM notifications for the same event.

• Otherwise, deselect this option.

Note:

You must be using Oracle Access Manager version R13 18.02 and
you must request that your Oracle CASB Cloud Service tenant be
enabled to associate with OAM. To enable association with Oracle
Access Manager, contact Oracle Support (http://support.oracle.com).
 If you have not registered yet, you will need your Customer Support
Identifier (CSI) in order to register to submit service request tickets.
 As an alternative, you can also contact your Oracle CASB Customer
Success Manager.

e. Click Test Credentials.

• If you see a message indicating that OAM integration has not been
enabled, deselect the Associate with Oracle Access Manager
Integration option. You can add OAM integration later, after it has been
enabled.

• If you selected Associate with Oracle Access Manager Integration, and
Oracle CASB Cloud Service can’t resolve the OAM host name from the
Host name you entered, an OAM Host name box appears with an
explanatory message. enter the OAM Host name from the Service
Request message response that you received in reply to the Service
Request you submitted to enable OAM integration.

• Click Test Credentials again when you are ready to proceed.

f. When testing is done you see a success message. Click Next.

g. Click Done.

Initial data typically begins to appear in 30 minutes to 2 hours, but can take longer in
some cases. For status, check the Dashboard. If no data appears within 24 hours,
contact Oracle Support.

Next Steps

By default, all business objects available for monitoring by Oracle CASB Cloud Service
are selected to be monitored. If you want to modify the list of business objects to be
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monitored for this Oracle ERP Cloud instance, perform the steps in Updating Monitoring
Properties for an Oracle Sales Cloud Instance.

Updating an Oracle Sales Cloud Instance
Modify application settings for an existing Oracle Sales Cloud instance.

Updating the Credentials for an Oracle Sales Cloud Instance
Change the login credentials for an Oracle Sales Cloud instance.

When the login credentials that you used to register an Oracle Sales Cloud instance expire or
are updated, you must update these credentials both in Oracle Sales Cloud and in the
Oracle CASB Cloud Service console.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to
modify and select Update credentials.

Tip:

Alternatively, from the Dashboard or the Applications page, you can select
Add/Modify App, Modify an app instance, Update credentials, and then
select the application instance you want to modify and click Next.

2. In the Update Credentials page, ensure that the values for all the fields are current:

• Host name at for the Sales Cloud service host.

• Username and new Password for the Oracle CASB Cloud Service administrative
user in Oracle Sales Cloud.

3. Click Test Credentials.

4. After the credentials are verified, click Submit to view a verification page.

Updating Monitoring Properties for an Oracle Sales Cloud Instance
Change the combination of business objects that are monitored for Oracle Sales Cloud.

By default, when you add an Oracle ERP Cloud instance, all available business objects are
monitored.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• In card view, click the icon for the instance that you want to modify, and then
in the Health Summary, select Modify, Update monitoring properties.

• In grid view, drop down the Action list for the instance you want to
modify and select Update monitoring properties.
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Tip:

Alternatively, from the Dashboard or the Applications page, you can
select Add/Modify App, Modify an app instance, Update monitoring
properties, and then select the application instance you want to modify
and click Next.

2. In the Update monitoring properties page:

a. Expand the hierarchy as needed so you can see all the options.

b. Select or deselect options until you have selected the combination of
monitoring options that you want.

Selecting or deselecting a parent option in the hierarchy selects or deselects
all the subordinate options.

3. When you have finished selecting the desired combination of options, select the
Approval check box and click Next.

Next Steps for Oracle Sales Cloud
Now that you have finished setting up your Oracle Sales Cloud instance for
monitoring, you can take additional steps to enhance its security, or you can start
viewing and analyzing the monitored data right away.

Follow one of the links below to start working with your new Oracle Sales Cloud
instance:

• Creating Policy Alerts for Oracle Sales Cloud — to create custom customized
alerts for situations that you specify, make your configuration settings more
secure, and enable monitoring of shadow applications that are operating in the
same environment as your application instance.

See the opening sections of the Creating Policies and Managing Policy Alerts
chapter for general information about creating and managing policy alerts.

• Viewing Reports for Oracle Sales Cloud — to view predefined reports for Oracle
Sales Cloud.

See the opening sections of the Creating and Running Reports chapter for general
information about creating and running reports.

• Analyzing User Activity Risks and Trends and Managing Behavioral Anomalies
and Threats chapters — for general information about analyzing and managing the
information on security threats that Oracle CASB Cloud Service provides.
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Part IV
Enhancing Security

Implement additional security screening for an application after you set up the application for
monitoring in Oracle CASB Cloud Service.

Chapters:

• Creating Policies and Managing Policy Alerts

• Maintaining Secure Configuration Settings

• Discovering Shadow Applications



16
Creating Policies and Managing Policy Alerts

Create custom policies for alerts to supplement the predefined policies provided with each
application that you add.

A policy is a rule or a guideline, such as, "only people in Finance can view files in the Finance
folder" or "any change to network access rules must be reviewed." You can define policies
based on particular cloud services, resources in the service, actions on the resource, and
optionally items such as actors, recipients, whole groups of users, domains, and IP
addresses. In Oracle CASB Cloud Service, you define policies based on:

• Particular cloud services, such as AWS, Office 365, or Oracle Cloud Infrastructure

• Particular resources in the service, such as a file or folder, or any resource in the service

• Particular actions on the resource or resources, such as share, download, or collaborate

• Optionally, items such as actors, recipients, whole groups of users, domains, and IP
addresses

Oracle CASB Cloud Service generates an alert whenever an event that matches the policy
occurs. The console displays a description of the policy violation and can provide
recommendations for responding to it. You can also configure the alert to be sent to you over
email or SMS.

Topics:

• Typical Workflow for Creating Policies and Managing Policy Alerts

• About Policy Alerts

• Getting Started with Policies

• Oracle CASB Cloud Service Administrator Roles and Policies

• Working with Managed Policies

• Managing Policy Alerts in Risk Events

• Creating a Policy

• Modifying a Custom Policy

• Example Alert: Changes to a Sensitive File

Application-Specific Topics:

• Creating Policy Alerts for AWS

• Creating Policy Alerts for Azure

• Creating Policy Alerts for Discovered Applications

• Creating Policy Alerts for Office 365

• Creating Policy Alerts for Office 365 Exchange Online

• Creating Policy Alerts for Office 365 SharePoint and OneDrive

• Creating Policy Alerts for Office 365 Azure Active Directory
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• Creating Policy Alerts for Oracle Cloud Infrastructure (OCI)

• Creating Policy Alerts for Oracle ERP Cloud

• Creating Policy Alerts for Oracle HCM Cloud

• Creating Policy Alerts for Oracle Identity Cloud Service (IDCS)

• Creating Policy Alerts for Oracle Sales Cloud

Typical Workflow for Creating Policies and Managing Policy
Alerts

With Oracle CASB Cloud Service, you can create policies and manage policy alerts.

Task Description Additional Information

Understand policy alerts. You can learn about how
Oracle CASB Cloud Service
can compare activity in the
cloud with policies that you
define, and generate an alert
any time a policy it detects a
policy violation.

About Policy Alerts

Understand managed policies
and custom policies

You can learn about managed
policies that are available and
any custom policies already
created.

Getting Started with Policies

Understand administrator roles
and policies.

You can learn about different
administrator roles in Oracle
CASB Cloud Service and the
administrative rights they have
with policies.

Oracle CASB Cloud Service
Administrator Roles and
Policies

Understand managed policies. You can learn how managed
policy alerts are updated, and
how to change subscription
status and create modifiable
copies.

Working with Managed
Policies

Manage policy alerts. You can view the log data for
events to determine how
serious they are, or, if you feel
that an incident does not need
further attention, then you can
dismiss it.

Managing Policy Alerts in Risk
Events

Create a policy. You can create a policy for any
application instances, or all
instances of the same
application type.

Creating a Policy

Modify a policy. You can change the rules of a
policy so that it is more
inclusive or restrictive in terms
of the alerts that it generates.

Modifying a Custom Policy

See how to create a sample
policy alert.

You can review steps for
creating a specific policy to
generate an alert when a
particular file is shared.

Example Alert: Changes to a
Sensitive File
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Task Description Additional Information

Create custom policy alerts for
specific application types.

See how you can create
custom policy alerts for a
variety of situations that are
specific to different application
types.

• Creating Policy Alerts for
AWS

• Creating Policy Alerts for
Office 365 Exchange
Online

• Creating Policy Alerts for
Office 365 SharePoint
and OneDrive

• Creating Policy Alerts for
Office 365 Azure Active
Directory

About Policy Alerts
Learn about the different types of policies you can use to generate alerts for suspicious
activity.

Managed Policies

Oracle CASB Cloud Service provides a predefined set of policies, called "managed policies,"
for most application types.

Managed policies are a new generation of policies that are refined to provide:

• Better, higher value alerts — configured for real vulnerabilities

• Actionable outcomes — clear guidance on actions to take

• Reduced “noise” — fewer alerts that are “false positives”

• “Expertise out-of-the-box” — you don’t have to be a security expert in order to set up
useful alerts

Some managed policies require you to provide environment-specific information in order for
them to operate properly.

For more information on managing managed policies, see Working with Managed Policies.

Custom Policies

To supplement the alerts provided by managed policies, you can create custom policies that
will generate alerts whenever the exact conditions that you specify are met. These include
specific actions on specific resources, and optionally you may specify users or groups taking
the actions, or other specific conditions under which the actions are taken. Policies are
defined for a single application type, but they can be set to apply to one instance, all
instances, or a specific list of instances of the application that are registered in your Oracle
CASB Cloud Service tenant.

For more information on creating custom policies, see Creating a Policy.

Policy Alerts in Risk Score Computations

To have policy alert violations included in the computation of the risk score for individual
users, when you create or modify a policy, on the policy wizard's Name page
select the Include in user risk score check box when you create a custom policy.
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Policy Names on the Risk Events Page

By default, when a policy alert generates a risk event, an internally generated name is
displayed in the SUMMARY column on the Risk Events page. You can set a
preference to display the policy name instead of the internally generated name. This
lets you control what you see in the SUMMARY column for risk events that are
triggered by a policy alert. See Setting Your Preferences.

Components of Policies

As described in Policy Alerts (Rule-Based Alerting), Oracle CASB Cloud Service can
compare activity in the cloud with policies, or sets of rules, that you define, and
generate an alert any time it detects a policy violation.

When Oracle CASB Cloud Service detects behaviors that correspond to these rules, it
produces alerts that describe the policy violation and can provide recommendations for
responding to them.

Each policy has these components:.

Resources

Every cloud application has resources that people use in some way. As a security
precaution, you might want to monitor particular types of resources. For example, in
Amazon Web Services: S3 (storage) containers, EC2 (web server) instances, IAM
(identity and access) users, access controls.

Actions on the Resources

Every cloud application allows its users and administrators to do things with the
resources. Here are some examples:

• Sharing, sending, or permitting collaboration with other people (inside or outside
the organization).

• Creating, modifying, and deleting resources (servers, user accounts, access
control lists)

• Starting or stopping services

Options for Narrowing the Policy Definition

You might be interested in particular events no matter where or when they take place.
However, if needed you can qualify a policy according to these criteria:

• People or groups who perform the action (for example, someone who shares a
sensitive file)

• Domains that shouldn't receive a shared resource

• IP addresses that aren't sanctioned by your organization

• Unusual times of day (after-hours events)

Notifications When a Policy Violation Is Detected

You might be interested in particular events no matter where or when they take place.
However, if needed, you can qualify a policy according to these criteria:

• By default, Oracle CASB Cloud Service displays a total count of policy alerts in the
Health Summary widget on the Dashboard, and a count of policy alerts for each
application on the Applications page: (when you click an application icon).
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– In card view on the Applications page, click an application tile to see the Health
Summary card for that application.

– In grid view on the Applications page, a count of policy alerts for each application
appears in the POLICY ALERTS column for the application.

Details for policy alerts display on the Risk Events page. Sort on the CATEGORIES
column and locate the “Policy alert” entries.

• Optionally, Oracle CASB Cloud Service also can send policy violation alerts through
email.

Oracle CASB Cloud Service Administrator Roles and Policies
Understand permissions granted to different administrator roles in viewing, creating, and
modifying policies to generate alerts.

Your ability to view and work with policy alerts depends on your assigned role. The different
administrator roles are allowed to perform different combinations of tasks in Oracle CASB
Cloud Service:

• Tenant Administrators. If you have this role, you can create, view, modify, and delete all
policies. You also can optionally receive email notifications of new policy violation alerts.

• Security Administrators. If you have this role, you can create, view, modify, and delete
all policies for application instances that you have access to . You also have read-only
access to policies that are assigned to "any" application instance if you have permission
to view at least one instance of that type (for example, AWS).

• Compliance Administrators. If you have this role, you can't view policies.

• SOC Operator: If you have this role, you can't view policies.

To enable this feature, contact Oracle Support (http://support.oracle.com). If you have not
registered yet, you will need your Customer Support Identifier (CSI) in order to register to
submit service request tickets. As an alternative, you can also contact your Oracle CASB
Cloud Service Customer Success Manager.

Getting Started with Policies
Review both the managed policies that are available and any custom policies already created
before creating custom policies.

Oracle CASB Cloud Service provides a predefined set of managed policies for each
application type. It is also possible that others have already added custom policies to the
predefined set. You should examine the existing policies for your application type, and ensure
that relevant managed policies are enabled, before creating your own custom policy alerts.

Reviewing Your Predefined Managed Policies (Smart Policies)

To review the current configuration of managed policies for a particular application type in
your Oracle CASB Cloud Service tenant:

1. From the Oracle CASB Cloud Service console, select Configuration, Policy
Management.

2. Click the Managed tab.

3. Click the Filter icon  next to the APPLICATION column header and select the
application type, then click Filter.
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If no managed policies are listed, it means that managed policies are not yet
available for this application type. Continue with the next section below,
"Reviewing Existing Custom Policies."

4. To see how a particular managed policy is defined, drop down the ACTION menu
in the row for that policy and select View.

The Policy Details page displays the details about the selected managed policy.

Before you start to create custom policies:

• Ensure that managed policies have been configured for your Oracle CASB Cloud
Service tenant.

In a new Oracle CASB Cloud Service tenant, all managed policies are enabled by
default, except for those that need additional, tenant-specific information in order
to operate properly.

• Review the details of the managed policies that are available to see if any of those
are already generating the type of alert you need, or can be easily modified to
meet your needs.

Although you can’t modify managed policies directly, you can copy a managed
policy into a custom policy and then make changes in the copy.

For instructions on configuring managed policies, see Working with Managed Policies.

Reviewing Existing Custom Policies

To supplement the alerts provided by managed policies, you can create custom
policies that will generate alerts whenever the exact conditions that you specify are
met. These include specific actions on specific resources, and optionally you may
specify users or groups taking the actions, or other specific conditions under which the
actions are taken. And the alert can apply to one instance, all instances, or a specific
list of instances of the same application type.

To review the current list of custom policies for a particular application type in your
Oracle CASB Cloud Service tenant:

1. From the Oracle CASB Cloud Service console, select Configuration, Policy
Management.

2. Click the Custom tab.

If no custom policies are listed, it means that no custom policies have been
created for any application type.

3. Click the Filter icon  next to the APPLICATION column header and select the
application type, then click Filter.

If no custom policies are listed, it means that no custom policies have been
created for this application type.

4. To see how a particular custom policy is defined, drop down the ACTION menu in
the row for that policy and select View.

The Policy Details page displays the details about the selected custom policy.

Creating New Custom Policies

If none of the available managed policies or existing custom policies meet your needs,
create a new custom policy that precisely targets the combination of resources,
actions, and other conditions for which you want to be alerted. For detailed
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instructions, see the "Creating Policy Alerts for..." topic for the application type involved,
linked from the first page of the Creating Policies and Managing Policy Alerts chapter.

Note:

You can create custom policies by supplying all the details yourself, or you can copy
an existing custom or managed policy that is similar, and then just make a few
changes. See:

• Working with Managed Policies — to start with a managed policy.

• Duplicating a Policy — to start with another custom or predefined policy.

Working with Managed Policies
Understand how managed policies are updated, and how to change subscription status and
create modifiable copies.

Managed policies come in two types:

• Tier 1 policies

– Focus on information security-related events or changes

– Are unsubscribed (disabled) by default for every instance of an application type

– Provide administrator instructions on actions that should be taken

• Tier 2 policies

– Include information technology (IT)-related events, and information security events
that may require context in order to be valuable. For example, a domain name that is
unique to your organization may be needed.

1. Click the Name of the policy

2. Check the Description for instructions for what context needs to be added in
order for the managed policy to generate alerts

3. Then copy the managed policy to a custom policy where you can make the
changes

– Are subscribed (enabled) by default

– Generally need to be customized to provide context before enabling

To view details, configure, and copy managed policies:

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click the Managed tab.

3. To enable a managed policy:

• Ensure that the SUBSCRIBED column setting is ON.

By default, tier 1 smart policies are ON, and tier 2 smart policies are OFF.
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Note:

If you turn the SUBSCRIBED setting is ON for a tier 2 smart policy,
you may still have to supply some context information in order to
generate alerts:

i. Click the row for the policy.

ii. Check the text in the Description.

iii. If additional information is required in order for the policy to
generate alerts, make a copy of the policy and modify the copy
in the Custom tab. See next step below, “To make a copy of a
managed policy...”

4. To make a copy of a managed policy that you can modify as a custom policy alert:

a. Ensure that the SUBSCRIBED status for the managed policy you are copying
is set to OFF.

Caution:

If the managed policy is left with SUBSCRIBED status ON, it
continues to generate alerts. This is usually undesirable. Ensure that
you really do want both versions of the policy to generate alerts if
you leave managed policy SUBSCRIBED status ON.

b. In the row for the managed policy that you want to copy, drop down the Action
menu and select Copy to Custom.

c. Click the Custom tab and locate the copied policy.

The copied policy:

• Has the same NAME as the managed policy, with a time stamp appended.

• Is not enabled, even if the managed policy SUBSCRIBED setting is ON.

d. In the row for the copied policy, drop down Action menu and select Edit to
make changes.

e. In the New Policy wizard, navigate to the settings that you want to change for
this version, and make the changes.

• Click Next to work your way through the pages in sequence.

• Click a page name, such as Condition or Action, in the column on the
left, to go directly to that page.

• Click Review and Submit whenever you have made all the changes you
want to, then click Submit on that page to save your changes.

For information on the different global settings in the New Policy wizard, see 
Creating a Policy. For information on Resource and Action settings that are
specific to an application type, see the Creating Policy Alerts for... topic for that
application type, in the Creating Policies and Managing Policy Alerts chapter.
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Managing Policy Alerts in Risk Events
Understand how to view and resolve the alerts that both managed and custom policies
generate.

As you monitor the alerts generated by both managed policies and by custom policies you set
up, you can view the log data for events to determine how serious they are.

Managed policies automatically generate alerts, if they are enabled by being subscribed. See 
Working with Managed Policies.

After you configure a custom policy, as described in Creating a Policy, Oracle CASB Cloud
Service generates alerts when conditions in the application match the policy conditions. For
example, you can create policies to detect when users share restricted information or when
administrators modify a cloud service's access controls, and Oracle CASB Cloud Service will
generate an alert when it detects these activities.

Both types of policy alerts produce risk events that appear on the Risk Events page.

1. From the Dashboard, click the policy alerts number in the Health Summary card to view
policy alerts for all applications on the Risk Events page.

2. From the Applications page, to view all policy alerts for a single application on the Risk
Events page:

a. In grid view, click the count of policy alerts for an application that appears in the
POLICY ALERTS column for the application.

b. In card view, click an application tile to see the Health Summary card for that
application, then click the “Policy alerts” number.

3. Click an entry in the Risk Events list to view details about the alert:

• The actor is usually the user whose actions triggered the alert. Click the email
address for the Actor to view an Activity report for that user.

• Click the link for the related policy name to view the rules that triggered the alert.

• Click View log data to see the event information that triggered the alert.

Note:

Policy alerts for some application types have additional information on details
that appear in Risk Events. Look for a topic titled "Risk Event Details Specific
to <application_type>" in the "Creating Policy Alerts for <application_type>"
section for that application type.

4. To manage the alert, click the Actions drop-down menu and do one of the following:

• If you feel the risk doesn't merit attention at this time, click Dismiss. If the rules that
triggered the alert are too inclusive, modify the related policy so that it only picks up
events that you are interested in (for example, change the resource definition in the
policy to include only one or two actions of interest, or make the resource name more
specific).

• You can also dismiss all risk events for a policy alert at the same time:

Chapter 16
Managing Policy Alerts in Risk Events

16-9



– On the Risk Events page, click the drop-down menu in the ACTION
column for the event, select Dismiss, and then select Dismiss all ... open
risk events created by the policy ....

– On the Policy Management page (select Policy Management from the
Navigation menu. If the Navigation Menu is not displayed, click the
Navigation Menu icon  to display it.), for any policy that has a non-
zero entry in the RISK EVENTS column, drop down the Action menu for
the policy, select Dismiss, and then select Dismiss all risk events.

Note:

If the number of risk events dismissed at one time is 100 or more, a
job is created on the Jobs page. See Jobs.

Creating a Policy
Understand the general procedure for creating a custom policy to generate an alert.

Note:

The steps in this topic create a completely new custom policy. You can also
create a new custom policy by copying an existing custom, predefined, or
managed policy that is similar, and then just making a few changes. See:

• Working with Managed Policies — to start with a managed policy.

• Duplicating a Policy — to start with another custom or predefined policy.

For any application (for example, OCI or AWS) or an application instance, you can
create a policy that causes Oracle CASB Cloud Service to issue alerts. A policy
consist of these components:

• Actions that users or administrators perform (for example, creating or deleting).

• Resources that these users act upon (for example, files, folders, or EC2
instances).

• Optionally, you can identify additional filters such as people or groups who
perform the action, the IP address of the actor, and the recipient of the action (for
actions such as sharing and collaboration).

• You can also add instructions for the person who reads the alert. For example, if
you create an alert related to deleting access control lists, then you can add
instructions to inform the group that is responsible for managing the access control
lists.

• You can set up email notifications when the alert is triggered. This supplements
the ability of users to request notifications for all high-risk events through Setting
Your Preferences.

Alerts appear in Risk Events. Oracle CASB Cloud Service can also send email
notifications for an alert.
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1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click the Custom tab.

Note:

You can’t create managed policies.

3. Click New Policy.

4. In the Name page:

a. Enter a name for the policy.

Policy names can only contain the characters a-z, A-Z, 0-9, underscore (_), space ( )
and dash (-). Oracle CASB Cloud Service automatically removes any characters that
can't be used in a policy name.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to included in user risk score computations, select
Include in user risk score.

e. Click Next.

Note:

As you complete each page in the policy wizard, the highlight moves through
the numbered tasks at the top. Before you complete a task, the icon displays a

number .

After a task is completed, a check mark icon  replaces the task number.

Use the Next and Previous buttons at the bottom to move through the tasks in
sequence. You can also click a check mark icon to go directly to that task.  

5. In the Resource page, provide the following information, and then click Next.  

Field Description

Application type The application type to be monitored

Application instance The application instances. Select Any if you
want the alert to apply to every registered
instance of the selected application type.
Otherwise, select one or more individual
instances.

Resource Select the resource for the application type and
instance. Different application types have
different resources that you can monitor. For
example, an EC2 instance in AWS or a compute
instance in OCI. 

Chapter 16
Creating a Policy

16-11



Field Description

Resource name or tag A filter to identify particular instances of the
resource type. For example, for a resource type
of File, you can enter a full or partial file name,
or a tag name.

The Tag option is only available for AWS. 

Select Text or Regular expression, and then
enter all or part of the name. If you're entering
only part of the name, select Contains, Begins
with, or Ends with to specify the part of the
name entered. 

If you choose Resource name In the Resource name section, you can filter
the resource in one of two ways:

• The Text option lets you enter the exact
name (Equal to) or part of the name
(Contains, Begins with, or Ends with).
For example, to match all OCI compute
instances that begin with "Finance," you
select Begins with and then
enter Finance in the text entry field.

• A Regular expression can be an efficient
way to match multiple names. You enter
type .* to match everything. However, this
can generate too many alerts.

Note:

For AWS resources that use IDs
instead of names (for
example, VPCs, VPNs, routes,
and subnets), use the
resource ID as the name.

If you choose Tag Enter a tag name as follows:

• For AWS, enter an AWS EC2 instance tag
key. (Although you specify the tag as a key/
value pair in AWS, you only specify
the key on the Resource page.)

Note:

Don't use the Tag option with
a Delete action. This is because the
tag is deleted along with the
resource, and there are no log
entries.
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Field Description

Action on this resource An action that someone takes on the resource.

For a policy to be useful, it shouldn't generate
too many alerts.  If you select a frequently
performed action (for example, viewing a
resource), then this can generate many alerts,
so specify additional filters in the next pages of
the policy wizard as described in the following
steps.

If you select Any, this may produce more alerts
than is practical. You can reduce the number of
alerts by setting filters in later pages of this
wizard.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

Exception: If the resource action is Login, you identify the user who is logging in the
previous step (the Resources page) and skip this step.   

7. (Optional) On the Conditions page, specify conditions to limit when the alert is triggered.
Use either one or both of these options, and then click Next.

You can specify a condition using either of these types of conditions multiple times, and
you can specify either type of condition in any order, freely mixing the two types.

Note:

When you specify multiple conditions, the conditions are ANDed. The alert is
triggered only if all of the conditions are met. If you need to OR multiple
conditions, create a separate policy for each condition.

• Click Add condition and select parameters from a list. Use the following table as a
guide.

Note:

If a particular parameter doesn't appear on the Conditions page, it is
because the parameter doesn't apply to the resource and actions that you
selected previously.

 

Parameter Operator Description

IP address v4 Trigger the alert if the IP
address appears (In  or Equal
to) or if the IP address doesn't
match the value (Not in
or Not equal to).  

A comma-separated list of
IPv4 addresses.
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Parameter Operator Description

SSH Key Used The drop-down list
determines whether you are
setting a minimum, maximum,
or exact value.

Applies to Amazon Web
Services application
instances only.

The number of days SSH
keys may be kept before
rotating them.

Timestamp The drop-down list
determines whether the time
is exact, later than the time
you entered, or earlier (given
a 24-hour time frame).

Oracle CASB Cloud
Service evaluates the
timestamp using Greenwich
Mean Time (GMT). 

A value as a time in 24-hour
HH:MM:SS format.

CASB threat intelligence IP
reputation

Equal to is the only option. To flag events from IP
addresses with bad or good
reputations, select:
– Suspicious for bad

reputations.
– Regular for good

reputations.

City, State, or Country – Equal to requires
matching the name you
enter in Value.

– Not Equal to requires
not matching the name
you enter in Value.

– In requires matching any
one of several names you
enter in Value.

– Not in requires matching
none of several names
you enter in Value.

The name of the city, or the
state or province, in the
physical address that’s
associated with the IP
address.

Tag Trigger the alert based on the
appearance or non-
appearance of this tag (Equal
to or Not equal to).

Select In or Not in if you want
to enter a list of tags.

You don't need to repeat a
selection of Tag if you already
entered tags in an earlier
step.

This applies only to Amazon
Web Services (AWS).

A complete key/value pair for
the AWS tag, a single key
name, or a comma-separated
list of key names or key/value
pairs. The list is treated as a
logical OR.
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Parameter Operator Description

Recipients Trigger the alert if this user or
users  are the recipient
(Contains) or are not the
recipient (Does not contain).

Available for collaborative
actions (for example, sending
email or sharing a file). Takes
a string that matches one or
more users.

The following resource type
and action combinations
apply to the Recipient
parameter:

– AWS: Applies to sharing
EC2 resources (the EC2
resource type). Requires
a key/value pair.

– Office 365: Applies to
ExchangeMailFlow
resources.

• Click Add Free-form condition, and then:

– Using View Log Data information from an item in Risk Events that reflects the
details you want to filter, enter the name of a Parameter. To ensure the exact,
case-sensitive match that's required, copy and paste the parameter from a Risk
Event item to the View Log Data display, where this information appears.

– Select an Operator from the list.

– Enter a Value to compare against from the same View Log Data information. To
ensure the exact, case-sensitive match that's required, copy and paste the value
from a Risk Event item to the View Log Data display, where this information
appears.

Note:

Comparisons are made on string data, regardless of the original data
type. Comparison of string conversions of date and numeric values may
not produce the same results as the original data types.

Note:

The easiest way to add a free-form condition is to first create the alert with
no conditions, or with only conditions that you add using the Add
condition option, and then:

a. Wait until you get an alert that you don't want from the policy.

b. In Reports, locate the unwanted policy alert, and click View Log
Data for the alert.

c. Carefully copy the parameter and the value from that view to paste into
the Parameter and Value fields. Note: If the text you copy for the
parameter or value contains a comma, enclose it within quotation
marks after pasting. This isn't necessary for text that contains spaces.

8. On the Actions page, set your notifications and click Next: 
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• Show a risk event in Risk Events. When an event matches the policy,
Oracle CASB Cloud Service creates a risk event in Risk Events.    

• Display a recommendation in the risk event. Select this option to add
instructions for the person who reads an alert related to this policy.
The recommendation can help speed up issue resolution.

• Send email to this address. Send email to the designated address.

9. When you are done, click Next, review your settings, and then click Submit.

Duplicating a Policy
If you want to create a policy that is very similar to an existing policy, you can save
time by duplicating the existing policy, then making a few changes.

Note:

The instructions below are for duplicating a custom policy as the template for
creating a new custom policy. If you want to use a managed policy as the
template for your new custom policy, see Working with Managed Policies.

Sometimes you may need to create several versions of the same policy that differ from
each other in only a few details. Whenever this happens, you can simply duplicate the
first policy and use it as a template for the next one. Duplicating a policy makes an
exact copy, and then you only have to make the few changes that are needed for the
new version.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Locate the policy that you want to use as a template for another policy.

3. In the row for that policy, drop down the Action list and select Duplicate.

The New Policy wizard opens to the Name page, with all the settings copied from
the selected policy. Only the policy Name is changed, adding the word “copy” to
the end.

Tip:

Name related policies so that they list together in a sequence when you
sort your policies on the Name column.

4. In the New Policy wizard, navigate to the settings that you want to change for this
version, and make the changes.

• Click Next to work your way through the pages in sequence.

• Click a page name, such as Condition or Action, in the column on the left, to
go directly to that page.

• Click Review and Submit whenever you have made all the changes you want
to, then click Submit on that page to save your changes.
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For information on the different global settings in the New Policy wizard, see Creating a
Policy. For information on Resource and Action settings that are specific to an
application type, see the Creating Policy Alerts for... topic for that application type, in the 
Creating Policies and Managing Policy Alerts chapter.

Examples of Parameters in Free-Form Conditions
Learn how to use more complex free-form conditions, based on information in View Log Data
for an event.

Here are more examples, increasing in complexity, for determining the free-form condition
parameters to enter, based on information in View Log Data for an event.

Any parameter displayed in View Log Data parameters for an incident can be used to filter
policy alerts so that unwanted false alarms aren't triggered. If you determine that an incident
that was triggered by a policy alert didn't, in reality, need to be brought to your attention and
you do not want to see future alerts for this same situation, then locate the alert in Risk
Events and examine the View Log Data information for the incident to locate parameters
that you can use to filter out future alerts.

Simple Example

Some parameters and values are easy to see in the View Log Data information. In simple
cases like this, it's easy to locate the parameter and value information, and copy it directly
from View Log Data tabular view into your free-form condition:

• Parameter - Application 

• Operator - Equal to, to include this application as an alert trigger; Not Equal to,
to exclude this application from triggering the alert  

• Value - Workbench

Do you want to combine several applications in this condition, to either include or exclude
both as alert triggers? Just separate the additional applications with commas in the Value
field. For example, to specify that Workbench, XXX, or YYY should trigger (or not trigger) the
alert:

• Parameter - Application 

• Operator - In, to include these applications as alert triggers; Not in, to exclude these
applications from triggering the alert 

• Value - Workbench, XXX, YYY The space after the comma is optional. If multiple entries
are listed in the Value field, the OR operator is applied to the values - a match on any
one or more value tells the Operator to either trigger the alert (In operator) or not trigger
the alert (Not in operator).

Note:

Remember that all comparisons are made on string data, regardless of the original
data type. A comparison of the string conversions of date and numeric values may
not produce the same results as the original data types.
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Modifying a Custom Policy
Modify an existing custom policy.

You can change the rules of a policy so that it's more inclusive or more restrictive in
terms of the alerts that it generates.

Note:

If you wish to modify a managed policy, you must make a copy of it as a
custom policy. See Working with Managed Policies.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click the Custom tab.

3. Locate the policy you want to modify, and then click the Edit icon (right end of row,
under ACTION).

4. Follow the policy wizard as described in Creating a Policy.

Note:

When modifying a policy, the navigation labels on the left (for example, 2.
Resource) are also buttons. You can click these buttons to navigate the
wizard if you want to skip pages. The Next and Previous buttons are
also available for page-at-a-time navigation.

Example Alert: Changes to a Sensitive File
Review the steps for creating a specific policy, to generate an alert when a particular
file is shared.

In this hypothetical scenario, the files being monitored contain data that should be
modified only by authorized people. The example illustrates some of the ways in which
you can use all four components of a policy.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, type a name for the policy (for example, Modify sensitive files
alert), a description, and then click Next.

4. In the Resource page, set the following:
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Field Description

Application type Select OCI.

Application instance Select an instance from the drop-down list. If you select Any, then ensure
that you set additional filters on the policy to prevent generating too many
alerts.

Resource Select File.

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or partial
rule name.

• Regular expression, enter .* to match all email retention rules.

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or partial
rule name.

• Regular expression, enter .* to match all email retention rules.

5. Specify the Action on the resource as ExportImage.
When you are done, click Next.

6. When you are ready to complete the policy, click Next; After reviewing your settings, click
Done.

Creating Policy Alerts for AWS
Create custom policies to generate alerts for actions on resources that are specific to your
AWS environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with Policies
to review available managed policies, and any custom policies that already exist, before
creating a new custom policy.

Types of AWS Alerts
Understand the most common types of alerts you can generate.

This table summarizes the types of policy alerts available for actions that users and services
can take on sensitive AWS resources.

Note:

This table omits Describe actions. These are requests to view a resource. These
actions can trigger too many alerts to be practical, unless they’re restricted to
particular addresses or users. Similarly, Any action is omitted. Any means that
Oracle CASB Cloud Service is to monitor all of the actions that can be taken on a
resource, which can be too broad to be practical.
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Resource
Type

Actions That Can Be Taken Description

EC2
addresses

• AllocateAddress. Acquire an elastic
IP address.

• AssignPrivateIPAddresses. Allow
AWS to automatically assign an EC2
VPC address.

• AssociateAddress. Assign one or
more secondary private IP addresses to
a network interface.

• DescribeAddresses. Display the
configuration information for the
address.

• DissociateAddress. Disconnect the
address from the instance or network
interface.

• ReleaseAddress. Dissociate the
address and releases it to a public pool,
potentially making it unavailable to you.

• UnassignPrivateIPAddress.
Unassign the IP address. 

EC2 addresses are used in the
EC2 Classic platform or in a
virtual private cloud
(VPC). They are secondary
private IP addresses in a network
interface.

Use these policies when you need
to ensure that only
authorized users perform
these actions.

EC2 image • CopyImage. Initiate the copy of an
Amazon Machine Image (AMI) from a
source region to the current region.

• DeregisterImage. After deregistration,
you can no longer use the AMI to start
new instances. This doesn't affect the
instances. If you no longer need them,
then you should terminate them.

• DescribeImageAttribute. Show the
attribute value, for example, its
description, start permissions (who is
permitted to start it), or kernel ID.

• ModifyImageAttribute. Updates the
attribute value, for example, its
description, start permissions (who is
permitted to start it), or kernel ID.

• RegisterImage. Register a new AMI.

• ResetImageAttribute. Restores the
default value of the attribute.

These are Amazon Machine
Images (AMIs). These provide the
information needed to start an
EC2 instance.

You can monitor when users
assign or remove the permission
to start the image, add or
remove products from the image,
and make the image private or
public.

You can user policies of this type
to ensure that only authorized
people are managing your
images.
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Resource
Type

Actions That Can Be Taken Description

EC2
instance

• BundleInstance. Prepare a
customized instance for uploading to an
S3 bucket in preparation for starting a
new AMI.

• DescribeInstanceAttribute. View
attributes of an instance, for example,
the security groups attached to it.

• DescribeInstances. View basic
properties of an instance, for example,
the public DNS name, the security group
assigned to it, and its profile.

• ImportInstance. Imports a virtual
machine (VM) into an EC2 instance.

• ModifyInstanceAttribute. Modify
attributes of an instance, for example,
the security groups attached to it.

• MonitorInstances. Initiates instance
monitoring.

• RebootInstances. Shuts down and
restarts the instance.

• ReportInstanceStatus. Returns the
status of a running instance (for
example, whether it's stuck or
unresponsive).

• ResetInstanceAttribute. Return
attributes of an instance to their default
states.

• RunInstances. Start instances using
an AMI.

• StartInstance. Restart a stopped
instance.

• StartInstance. Shut down an
instance, but doesn't shut down its root
device and other attached devices.

• TerminateInstances. Shut down an
instance, its root device, and other
attached devices.

• UnmonitorInstances. Stop instance
monitoring.

These are Amazon virtual servers
in the EC2. These servers let you
run applications in the Amazon
cloud. 

You can monitor when users
create or modify these virtual
servers.

You can use policies of this type
to ensure that only authorized
people are managing your
images.

EC2 key pair • CreateKeyPair. Generate a key pair
that allows a user to log in to an EC2
instance.

• DeleteKeyPair. Delete the key pair.

• ImportKeyPair. Import keys that you
generate using a third-party tool.

These policies let you monitor
activity related to keys for
authenticating EC2 instances.
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Resource
Type

Actions That Can Be Taken Description

EC2
network

• AttachNetworkInterface. Attach a
network interface in an EC2 instance
subnet with a primary private IP address
and secondary private IP addresses.

• CreateNetworkACL. Create an access
control list (ACL) for an EC2 network.

• CreateNetworkACLEntry. Create an
entry in an ACL for an EC2 network.

• CreateNetworkInterface. Create a
network interface to an EC2 instance.

• DeleteNetworkACL. Delete a network
interface to an EC2 instance.

• DeleteNetworkACLEntry. Delete a
network inbound or outbound rule from a
network ACL.

• DeleteNetworkInterface. Delete a
network interface to an EC2 instance.

• DetachNetworkInterface. Detache a
network interface from an EC2 instance.

• ModifyNetworkInterfaceAttribute.
Modify an attribute of a network
interface, for example, whether source or
destination checking is turned on for the
associated security groups.

• ReplaceNetworkACLAssociation.
Change the network ACL associated
with a subnet.

• ReplaceNetworkACLEntry. Replace a
network ACL rule.

• ResetNetworkInterfaceAttribute.
Replace an attribute such as the
connection timeout value or the access
keys.

These policies let you monitor
activity related to creating the
network on which EC2 instances
run and policies (interfaces and
access control lists) that control
the traffic into and out of the
network.
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Resource
Type

Actions That Can Be Taken Description

EC2
reserved
instance 

• CancelReservedInstancesListing.
Cancel a listing in the Reserved
Instance Marketplace.

• CreateReservedInstancesListing.
Create a listing in the Reserved Instance
Marketplace.

• DescribeReservedInstances. Show
the attributes of a purchased reserved
instance.

• DescribeReservedInstancesListin
gs. Describe your accounts listings in
the Reserved Instance Marketplace.

• DescribeReservedInstancesOfferi
ngs. Describe listings available in the
Reserved Instance Marketplace.

• ModifyReservedInstances. Changes
the zone, EC2 type (VPC or Classic), or
instance type of a reserved instance.

• PurchaseReservedInstancesOfferi
ngs. Purchase a listing in the Reserved
Instance Marketplace.

The reserved instance
Marketplace matches buyers who
want additional capacity with
people who have excess capacity.

 

All reserved instances must be
identical with the exception of
Availability Zone, network
platform, and instance type.

Use these policies to monitor
reserved instances, including the
Availability Zone, instance count,
instance type, or network platform
(EC2-Classic or EC2-VPC) of
your reserved instances.

 

EC2 route • AssociateRouteTable. Associate a
subnet with a route table in the
same VPC.

• CreateRoute. Create a route in a route
table. The route directs traffic to a
destination (for example, an internet
gateway or a virtual private gateway)

• CreateRouteTable. Create a route
table for a VPC. The table contains
routes and is associated with a subnet.

• DeleteRoute. Delete a route in a route
table. The route directs traffic to a
destination (for example, an internet
gateway or a virtual private gateway)

• DeleteRouteTable. Delete a route
table for a VPC. The table contains
routes and is associated with a subnet.

• DisableVgwRoutePropagation.
Disable a virtual private gateway from
sending routes to a VPC's route table.

• DissociateRouteTable. Disconnect a
route table for a VPC.

• EnableWgwRoutePropagation. Allow
a virtual private gateway to send routes
to a VPC's route table.

• ReplaceRoute. Change a route in a
route table.

• ReplaceRouteTableAssociation.
Change the route table for a subnet in a
VPC or the main route table for the VPC.

Use these policies to monitor
routing in a VPC.

EC2 routes control the flow of
traffic on your network. You may
want to ensure that only
authorized people manage EC2
routes, and that these routes are
only open to authorized subnets.
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Resource
Type

Actions That Can Be Taken Description

EC2 security
group

• AuthorizeSecurityGroupEgress.
Permit EC2 instances to send traffic to
one or more destination CIDR IP
address ranges. Not applicable to EC2-
Classic.

• AuthorizeSecurityGroupIngress.
Permit one or more CIDR IP address
ranges to access a security group in an
EC2-Classic account. For an EC2-VPC,
this permits one or more CIDR IP
address ranges or other security groups
(also called source groups) permission
to access a security group for  your
VPC.

• CreateSecurityGroup. Create a
security group.

• DeleteSecurityGroup. Delete a
security group.

• RevokeSecurityGroupEgress.
Revoke a security group.

A security group is a virtual
firewall.

These resources control egress
(outbound) and ingress (inbound)
traffic to EC2 VPCs.

You may want to monitor any
tightening or loosening
of restrictions on traffic to and
from an EC2 instance
and make sure that changes are
necessary. Also, if a security
group isn’t actively being used,
then it's best to remove it.

EC2
snapshot

• CopySnapshot. Duplicate a snapshot.

• CreateSnapshot. Create a snapshot.

•  DeleteSnapshot. Delete a snapshot.

• ModifySnapshotAttribute. Add or
remove permissions for a snapshot.

• ResetSnapshotAttribute. Restore
default permissions for a snapshot.

You use snapshots for backups, to
make copies of EBS volumes, and
to save data before shutting down
an instance.

Use policies of this type to be sure
that these actions are authorized.

Also, your EBS volumes should
have snapshots taken at least
every few weeks to ensure that
systems can be restored easily.

EC2 subnet • CreateSubnet. Create a subnet for a
VPC.

• DeleteSubnet. Administrators
must terminate all running instances in a
subnet before deleting the subnet.

An Amazon VPC is an isolated
area where you can start AWS
resources in a virtual network. A
subnet directs traffic in the VPC.

Use this type of policy to ensure
that this action is authorized and
doesn't create issues with access.

EC2 tags • CreateTags. Create a tag for an EC2
resource.

• DeleteTags. Delete a tag for an EC2
resource.

Tags identify EC2 resources such
as Amazon Machine Images
(AMIs) and EC2 instances. If your
organization uses tags for
particularly important resources,
then you may want policies that
specifically modify changes to
these tags.
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Resource
Type

Actions That Can Be Taken Description

EC2 Tasks • CancelBundleTask. Cancel bundling
for a Windows-based instance.

• CancelConversionTask. Cancel
importing an EC2 instance or volume.

• CancelExportTask. Cancel an export
task, along with partially created S3
objects.

• CancelInstanceExportTask. Cancel
export of an EC2 instance to an S3
bucket.

• CreateInstanceExportTask. Export
an EC2 instance to an S3 bucket.

Tasks allow you to run Docker
containers in an Amazon EC2
Container Service (ECS).

Some tasks are particularly
sensitive. For example, you may
want to keep track of people who
are exporting your Amazon
resources, including S3 objects
and buckets. (These are included
in an EC2 export.)

EC2 VPC • CreateVPC. Create a VPC.

• DeleteVPC. Delete a VPC.

• ModifyVPCAttribute. Modify a VPC
attribute, for example, the connection
timeout, your access keys, or the URL
for the web service entry point.

An Amazon VPC is an isolated
area where you can start AWS
resources in a virtual network.

These actions are highly
sensitive. For example, to delete a
VPC a user will have also
detached or deleted all gateways,
terminated all instances running in
the VPC, deleted all security
groups associated with the VPC
(except the default one), and
deleted all routing tables
associated with the VPC (except
the default one).

Ensure that these actions are
authorized, particularly if this alert
appears for different VPCs.

EC2 VPN • AttachVPNGateway
• CreateVPNConnection
• CreateVPNConnectionRoute
• CreateVPNGateway
• DeleteVPNConnection
• DeleteVPNConnectionRoute
• DetachVPNGateway

A VPN controls access to your
resources. A virtual private
gateway is the endpoint on the
side of your VPN connection.
These gateways control access to
your resources.

These policies help you ensure
that these actions are necessary
and authorized.

 

EC2 volume • AttachVolume. Attach an Elastic Block
Store (EBS) volume to an EC2 instance.

• CreateVolume. Create a volume.

• DeleteVolume. Delete a volume.

• DetachVolume. Detach a volume.

• ImportVolume. Import a volume.

• ModifyVolumeAttributes. Modify a
volume's attributes, for example, its
region, access URL, or the connection
timeout.

You can use these policies to
ensure that this EBS volume was
set to use data at rest encryption
at creation time.

EBS volumes that are created
without encryption can’t be
encrypted later.

Ensure that snapshots are taken
of this volume at least every few
weeks.
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Resource
Type

Actions That Can Be Taken Description

IAM account • CreateAccountAlias. Create a
customized URL to your sign-in page for
your AWS account.

• DeleteAccountAlias. Remove the
alias.

• GetAccountSummary. Get information
about IAM entity use and IAM quotas in
the account.

• ListAccountAliases. List the account
aliases.

Use this type of policy to be
notified whenever this action
occurs. Ensure that only
authorized people have
permission to perform these
functions.

IAM
certificate

• DeleteServerCertificate. Delete
the server certificate. Deleting the
certificate can cause elastic load
balancing to stop accepting traffic.

• GetServerCertificate. List server
certificates (Windows).

• ListServerCertificate. List server
certificates.

• ListSigningCertificates. List
signing certificates.

• UpdateServerCertificate. Replace
server certificates.

• UpdateSigningCertificate. Replace
signing certificates.

• UploadServerCertificate. Upload
server certificates.

• UploadSigningCertificate. Upload
a signing certificate and associate it with
a user.

X.509 signing
certificates permit the user to use
the EC2 command line and AMI
tools.

Server certificates permit the EC2
server to authenticate and use
encrypted transmission.

Use this type of policy to be
notified whenever this action
occurs. Ensure that only
authorized people have
permission to perform these
functions.

IAM group • AddUserToGroup. Add a user to a
group. The group's policies
(permissions) apply to all users in the
group.

• CreateGroup. Add a group.

• DeleteGroup. Delete a group.

• DeleteGroupPolicy. Delete a policy (a
set of permissions) from the group.

• GetGroup. Describe a group.

• GetGroupPolicy. Describe a policy (a
set of permissions) associated with a
group.

• PutGroupPolicy. Add a policy (a set of
permissions) to a group.

• RemoveUserFromGroup. Delete a user
from a group.

• UpdateGroup.Modify the group name or
path.

IAM groups are collections of
privileges that you can assign to
users.

Use this type of policy to ensure
that this action is authorized, and
the group has only the privileges
that its members need.
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Resource
Type

Actions That Can Be Taken Description

IAM ID
provider

• CreateSAMLProvider. Create an
identity that you can use in a role's trust
policy to create trust between AWS and
the provider. 

• DeleteSAMLProvider. Delete the
provider's definition.

• GetSAMLProvider. Get information
about a provider.

• ListSAMLProvider. List providers.

• UpdateSAMLProvider. Modify a
provider.

Someone deleted an identity
provider that was set up using the
Security Access Markup
Language (SAML). SAML access
permits users from external
domains (federated users) access
to your resources.

You use these policies to be
notified about creating SAML
providers. Deleting them can also
be problematic. For example,
when deleted, the AWS
administrator must also delete
the identity provider manually
from any IAM user roles that
reference it. (The provider
remains in policies that are
attached to a role.) Users can’t
assume any role that references
this provider. 

IAM MFA
device

• CreateVirtualMFADevice. Create a
virtual multi-factor authentication (MFA)
device.

• DeactivateMFADevice. Deactivate an
MFA device.

• EnableMFADevice. Enable an MFA
device.

Multifactor authentication (MFA)
provides an extra layer of security,
protecting against a single lost or
stolen authentication credential.

Use this policy when you want to
monitor MFA, for example, to be
aware of deactivation of an MFA
device for sensitive users and
roles.

IAM
password
policy

• DeletePasswordPolicy. Delete the
password rules (policy) for the account.

• GetPasswordPolicy. Show the
password rules (policy) for the account.

• UpdatePasswordPolicy. Modify the
password rules (policy) for the account. 

Use this type of policy to monitor
the password policy for the AWS
account.

Your password policies help users
keep their accounts secure.
Ensure that these changes
conform to your security
requirements.

IAM role • AttachRolePolicy. Add access
privileges (a policy) for a role.

• CreateRole. Create an IAM role that
can be assigned to a user or group
(along with the role's policies).

• DeleteRole. Delete an IAM role.

• DeleteRolePolicy. Delete an inline
policy.

• DetachRolePolicy. Remove a policy
from a role.

• PutRolePolicy. Add an inline policy to
a role.

• UpdateAssumeRolePolicy. Modify a
policy that allows an entity to use a
particular role.

Identity and access management
(IAM) roles provide users with
access to sensitive resources
in your AWS account. Assumed
roles give users permission to
temporarily acquire privileges that
they don’t ordinarily have.

Ensure that new roles and
assumed roles are necessary.
Also ensure that the user is
authorized to perform this action.
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Resource
Type

Actions That Can Be Taken Description

IAM user • ChangePassword. Update a user's
password.

• ConsoleLoginFailure. A failed login
to the AWS administration console.

• ConsoleLoginSuccess. A login to the
AWS administration console.

• CreateAccessKey. Generate
authentication keys for a user. 

• CreateUser. Add an IAM user.

• CreateUserPolicy. Create a set
of permissions that can be assigned to a
user.

• DeleteAccessKey. Remove the user's
access keys. 

• DeleteUser. Remove the user.

• GetUserPolicy. Show the user's
permissions.

• PutUserPolicy. Assign a policy to a
user.

• UpdateAccessKey. Replace a user's
keys.

• UpdateUser. Update the user's name or
path.

Identity and access management
(IAM) users are the people who
are authorized to access your
AWS account. User policies
control what users are allowed to
do in AWS.

Use this type of policy to monitor
user creation. Typically, only a
limited number of people should
have access to AWS resources.

S3 bucket • Get, put bucket, bucket ACL, or bucket
CORS

• Get, put bucket location, logging,
notification, policy, or website

• Get, put bucket request payment

AWS simple storage solution (S3)
saves information in containers
known as buckets.

Use these policies to monitor
activity related to creating and
deleting these buckets. 

For example cross-origin resource
sharing (CORS) for an S3
bucket opens the bucket to
requests from identified locations.
For example, this type of sharing
can open a bucket at
my.example.bucket.com to
requests from
www.example.com. A policy that
monitors for this action can help
you identify the recipient of a
shared resource and verify both
the recipients and the user who is
permitting sharing.

S3 object Delete, get, put object or object ACL This type of policy lets you
monitor sensitive objects that you
store in S3 buckets (for example,
a document with personally
identifiable information in it).

Note that for delete actions, the
AWS administrator can restore the
object if versioning was enabled
for it.
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Creating an AWS Policy
Follow these general steps for any policy you create to generate an alert for actions in AWS.

Oracle CASB Cloud Service displays an alert in Risk Events whenever an event occurs that
matches the policy conditions.

The following are general steps for creating a AWS policy that generates an alert whenever
an event occurs that matches the policy conditions. Oracle CASB Cloud Service displays all
alerts in Risk Events. Optionally, you can also choose to receive an email notification.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page:

a. Enter a name for the policy.

Policy names can only contain the characters a-z, A-Z, 0-9, underscore (_), space ( )
and dash (-). Oracle CASB Cloud Service automatically removes any characters that
can't be used in a policy name.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations included in user risk score computations, select  Include
in user risk score.

e. Click Next.

4. In the Resource page, make these selections:

Field Value(s)

Application type Select AWS.

Application instance The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

Resource The type of resource you want to monitor. 

Identify resource by name or
tag

To identify the resource by its name, select Name, then select
one of these options:
• Text — then select a comparison from the drop-down list,

and enter text in the box below.
• Regular expression — then enter the regular expression in

the box below.

To identify the resource by a tag, select Tag, then enter the full
tag name in the box below.

Note:

Some resources do not have a tag option.
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Go to a topic that follows in this section, which has instructions for the specific
actions available on your selected resource, and select the Action on this
resource there.

Continue with the next step below after you have selected the action and clicked
Next to proceed to the Username page.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. (Optional) On the Conditions page, filter your policy so it is triggered only under
the conditions that you specify.

The table below lists the parameters you can configure in the Conditions page of
an AWS policy alert.

Note:

Some parameters may not be available, depending on your Resource
and Action on this resource selections.

Parameter Operator Value

IP address v4 Include this list of addresses (In
or Equal to) or exclude them
(Not in or Not equal to).

A comma-separated list of IPv4
addresses.

SSH Key Used The drop-down list determines
whether you are setting a
minimum, maximum, or exact
value.

The number of days SSH keys may
be kept before rotating them.

Timestamp The drop-down list determines
whether the time is exact, later
than the time you entered, or
earlier (given a 24-hour time
frame).

A value as a time in 24-hour
HH:MM:SS format.

CASB threat
intelligence IP
reputation

Equal to is the only option. To flag events from IP addresses with
bad or good reputations, select:
• Suspicious for bad reputations.
• Regular for good reputations.

City, State, or
Country

• Equal to requires matching
the name you enter in
Value.

• Not Equal to requires not
matching the name you
enter in Value.

• In requires matching any
one of several names you
enter in Value.

• Not in requires matching
none of several names you
enter in Value.

The name of the city, or the state or
province, in the physical address
that’s associated with the IP address.
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Parameter Operator Value

Tag Include or exclude this tag
(Equal to or Not equal to).

Select In or Not in if you want
to enter a list of tags.

You do not need to repeat a
selection of Tag if you already
entered tags in an earlier step.

There are a few ways to specify an
AWS tag:

• As a complete key:value pair for
the AWS tag.

• As a single key name.
• As a comma-separated list of key

names or key:value pairs. The
list is treated as a logical OR.

Recipient (or
Audience)

Include or exclude this user
(Contains or Does not
contain).

Available for AWS if on the
Resources page of the policy wizard
you selected S3 resources and the
Share action. Takes a string that
matches one or more users.

When you are done, click Next.

7. Set your notifications:

• Show a risk event in the Monitor. When an event matches the policy, Oracle CASB
Cloud Service creates a risk event in the Risk Events page.

• Display a recommendation in the risk event. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

• Show a risk event in the Monitor. When an event matches the policy, Oracle CASB
Cloud Service creates a risk event in the Risk Events page.

• Display a recommendation in the risk event. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

When you are done, click Next.

8. After reviewing your settings, click Next to submit the policy.

9. Click Done.

Creating Alerts for IAM Users
Create alerts for operations performed on or by IAM users, and actions for IAM user policies.

AWS administrators add and manage users and other administrators in the Identity and
Access Management (IAM) Users section of the administration console.

You can create policy alerts for actions taken on IAM users (for example, adding or deleting
users), and actions performed by users (for example logins or failed logins).

Note:

In the following procedures, if you select the action of Any, or a common action
such as GetUser or GetUserPolicy, then you can trigger more alerts than you
intended. However, this can be manageable if you filter the alert by user or group,
or add other conditions in later pages of this wizard.
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Creating Alerts for Changes to IAM Instance Profiles
Create policy alerts that flag changes to IAM instance profiles.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource IAM InstanceProfile

Resource name Select Name, then select one of these options:
• Text — then select a comparison from the drop-down list, and

enter text in the box below.
• Regular expression — then enter the regular expression in the

box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified Direct
Connect.

AddRoleToInstanceProfile A role has been added to the IAM instance profile.

For additional information about Direct Connect actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for Operations Performed on IAM Users
Create alerts for operations performed on IAM users, such as deleting a user or
administrator.

You may want to create alerts if people perform sensitive operations on users, for
example, deleting users or user policies. You can also restrict these alerts to particular
users (for example, to be alerted if someone deletes an AWS administrator).
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1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the resource page, select AWS as the application type, select an instance, and then
specify a resource. For operations on particular users, specify the resource:

Field Value

Resource IAM User (a user created in the Identity and Access Management (IAM)
section of AWS.

Resource name or tag IAM users can only be identified by their names.

Select Text, select Contains from the drop-down list, and enter a partial
string to match a set of users. If you select Regular expression, then
enter a regular expression to match one or more users.

Action Select an action. For example, if you are concerned about modifications to
your administrative users, then you could select UpdateUser. For a
description of available actions, see Actions for IAM User Policies.

An action of Any, or a common action such as GetUser or
GetUserPolicy, may trigger more alerts than you intended. However, this
can be manageable if you filter the alert by user or group, or add other
conditions in later pages of this wizard.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Next. For a description of the additional policy filters
(parameters), see Condition Parameters for AWS Alerts.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to the Risk Events page.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next , and after reviewing your settings, click Next to submit
the policy.

9. Click Done.

Actions for IAM User Policies
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is IAM user.

For additional documentation about IAM user actions, see Amazon's online documentation.

The table below lists the actions that are available when the Resource is IAM user.
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Action Description

ChangePassword Triggers an alert when the password is updated for the
IAM users. You supply a full user name, a partial name to
match one or more users, or enter the .* regular
expression to match all users.

ConsoleLoginFailure |
ConsoleLoginSuccess

Triggers an alert when an IAM user logs in successfully or
the login fails. You supply a full user name, a partial name
to match one or more users, or enter the .* regular
expression to match all users.

CreateAccessKey |
DeleteAccessKey |
UpdateAccessKey

Triggers an alert when someone generates, deletes, or
updates access keys for an IAM user. You supply a full
user name, a partial name to match one or more users, or
enter the .* regular expression to match all users.

The default status for new keys is Active. Depending on
this user's role, these keys provide access to important
resources, including EC2 instances and S3 servers.

CreateUser | DeleteUser |
UpdateUser

Triggers an alert when someone creates, deletes, or
updates an IAM user. You supply a full user name, a
partial name to match one or more users, or type the .*
regular expression to match all users.

CreateUserPolicy |
DeleteUserPolicy |
UpdateUserPolicy |
PutUserPolicy

Triggers an alert when someone creates, deletes, or
updates an inline policy document for an IAM user. You
supply a full policy name, a partial name to match one or
more users, or enter the .* regular expression to match all
users.

An inline policy document for a user sets the user's
permissions to access important resources, including EC2
instances and S3 servers.

Note: You can configure Oracle CASB Cloud Service to 
automatically reset modified IAM user policies to your
preferred definition.

ListUsers |
ListUserPolicies

Triggers an alert when someone views users and user
policies. This action can be too commonplace to be used
on its own in a policy. If you select this action, then further
limit the alert by adding more actions and filters, or
restricting the action to particular users.

Creating Alerts for Operations Performed by AWS Users
Create alerts for operations performed on IAM users on any resource.

Use the Username page of the policy wizard to filter any policy according to AWS
users or group members who perform an action on any resource.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.
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4. In the Resource page, select AWS as the application type, select an instance, select a
resource, action, and the resource name.

For EC2 resources, you can also identify the resource by its tag.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Next.

The Conditions page is optional. For a description of available parameters, see 
Condition Parameters for AWS Alerts.

7. Click Next, and in the Actions page, set one or more notifications.

8. When you are done, click Next, and after reviewing your settings, click Next to submit the
policy.

9. Click Done.

Creating Alerts for IAM Groups

You can create policy alerts for the Resource type Identity and Access Management (IAM)
group. For example, you can create an after-hours alert related to the addition and deletion
of IAM groups.

Also, you can filter any policy alert according to group members who perform an action.

Note:

In the following procedure, if you select the action of Any, or a common action such
as GetGroup or GetGroupPolicy, then you can trigger more alerts than you
intended. However, this can be manageable if you filter the alert by user or group,
or add other conditions in later pages of this wizard.

Creating Alerts for Operations on IAM Groups
Create alerts for operations performed on IAM groups, such as deleting a group.

AWS administrators add AWS groups in the IAM groups section of the AWS administration
console. You can create policy alerts for actions taken on IAM groups.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, select AWS as the application type, select an instance, and then
specify a resource.

For operations on IAM groups, specify the resource:
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Field Value

Resource IAM Group

Action Select an action. For a description of available actions, see Actions
for IAM User Policies.

Match. . .Name If you select Text, then select Contains from the drop-down list and
enter a partial string to match a set of users. If you select Regular
expression, then enter a regular expression to match one or more
IAM groups.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

When you are done, click Next.

6. (Optional) On the Conditions page, filter your policy so it is triggered only under
the conditions that you specify.

For a description of the additional policy conditions (parameters), see Condition
Parameters for AWS Alerts.

When you are done, click Next.

7. Set your notifications:

• Show a risk event in the Monitor. When an event matches the policy, Oracle
CASB Cloud Service creates a risk event in the Risk Events page.

• Display a recommendation in the risk event. Select this option to add
instructions for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

When you are done, click Next.

8. After reviewing your settings, click Next to submit the policy.

9. Click Done.

Actions for IAM Group Policies
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is IAM group.

For additional documentation about IAM goup actions, see Amazon's online
documentation.

The table below lists the that actions are available in the Resources page of the policy
creation wizard when the Resource is IAM group.

Action Description

AddUserToGroup |
RemoveUserFromGrou
p

Triggers an alert when an IAM user is added to or deleted from a
group. You supply a full group name, a partial name to match one or
more groups, or enter the .* regular expression to match all groups.

CreateGroup |
DeleteGroup

Triggers an alert when someone creates or deletes a group. You
supply a full group name, a partial name to match one or more
groups, or enter the .* regular expression to match all groups.
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Action Description

AttachGroupPolicy 
|
CreateGroupPolicy
|
DeleteGroupPolicy
|
UpdateGroupPolicy
| PutGroupPolicy

Triggers an alert when someone attaches, creates, deletes, or
updates an inline policy document for an IAM group. You supply a full
group name, a partial name to match one or more groups, or enter
the .* regular expression to match all groups.

You can configure Oracle CASB Cloud Service to automatically reset
modified IAM user policies, but it can’t currently reset group policies.
You must do that manually

GetGroup |
ListGroup |
GetGroupPolicy |
ListGroupPolicy

These actions display the group and its policies. They are performed
too frequently to be useful on their own. Use these actions for only
particular groups or policies, or in conjunction with additional actions
on this resource type.

Creating Alerts for Operations Performed by Users
Use the Username page of the wizard to filter a policy according to users who perform an
action on the resource.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. On the Resource page, select AWS as the application type, select an instance, specify a
resource, enter a text string to match the name or names of a selected resource (for
example, an EC2 instance name), select an action on this resource, and then click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Next.

The conditions page is optional. For a description of available parameters, see Condition
Parameters for AWS Alerts.

7. Click Next, and in the actions page, select and set one or more notifications.

8. When you are done, click Next, and after reviewing your settings, click Next to submit the
policy.

9. Click Done.

Creating Alerts for the AWS Root User
If your organization uses an alias for your AWS account, create policies that specifically
identify this user by the alias instead of root.

Having the root user not show up as root can create confusion in the policy alerts that you
see in Risk Events, because alerts against the root user will show the account alias in the
Actor field.
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To make it easier to identify actions taken by the root user, you can create one or more
policies that specifically identify this user. This policy is identical to any other AWS
policy; however, in the Username page of the policy wizard, you can select the option
Select by username, the Contains operator, and the account alias (case-sensitive).

Creating Alerts for Access and Federated Access
Create policy alerts for resources related to access privileges in AWS, including
authentication keys and identity service providers.

For example, you can create a policy for adding and deleting federated access groups,
known as Security Assertion Markup Language (SAML) providers.

You can filter these policies according to who performs an action and who is affected
by it.

Creating Alerts for IAM User Access Key Changes
Create a policy alert for changes in IAM user access keys.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resources page, set the following:

• Application type: AWS.

• Application instance: Select Any if you want the alert to apply to every
registered instance of the selected application type. Otherwise, select one or
more individual instances.

• Resource: IAM User

• Resource name: Select Text, select Contains, and then enter the full or
partial user name (example: OCCSAdministrator). To match all users, select
Regular expression and then enter .* in the input field.

• Action on the resource: DeleteAccessKey. For an explanation of this and
other actions for IAM users, see Types of AWS Alerts.

• When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. Click Next. Conditions are optional. For a description of available parameters, see 
Condition Parameters for AWS Alerts.

7. Click Next, and set your Action notifications:

• Show an alert in the Risk Events page. When an event matches the policy,
Oracle CASB Cloud Service creates a risk event in Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.
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• Send email to this address (one address only). Select this option to send an email
to the designated address, with the message that you enter.

8. Click Next, review your settings, and then click Next to submit your policy.

9. Click Done.

Creating Alerts for Changes to Federated Access
Create policy alerts for various changes to federated access.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resources page, set the following:

Select the plus sign to create additional resource entries. For example, you can add an
entry for the same resource paired with an UpdateSAMLProvider or
DeleteSAMLProvider action.

• Application type: AWS

• Application instance: Select the name of your AWS application instance or Any.

• Resource: IAM IdProvider

• Resource name: Select Text, select Contains, and enter the full or partial provider
name. To match all providers, use a regular expression with the value .*.

• Action on this resource: CreateSAMLProvider. For a description of actions for
SAML providers, see Condition Parameters for AWS Alerts.

• When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. Click Next and optionally select condition parameters such as IP addresses. For a
description of the additional policy conditions (parameters), see Creating Alerts for
Access and Federated Access.

7. Click Next, and set your Action notifications:

• Show an alert in the Risk Events page. When an event matches the policy, Oracle
CASB Cloud Service creates a risk event in Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address (one address only). Select this option to send an email
to the designated address, with the message that you enter.

8. When you are done, click Next, review your settings, and then click Next to submit the
policy.

9. Click Done.
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Actions for IdProvider Policies
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is IAM IdProvider.

The table below lists the actions that are available in the Resource page of the policy
creation wizard when the Resource type is IAM IdProvider.

Action Description

CreateSAMLProvider |
DeleteSAMLProvider |
UpdateSAMLProvider

Triggers an alert when someone creates, deletes, or modifies
an identity provider. You supply a full provider name, a partial
name to match one or more providers, or enter the .* regular
expression to match all providers.

GetSAMLProvider |
ListSAMLProvider |

These actions display the provider. They are performed too
frequently to be useful on their own. Use these actions for only
particular providers, or in conjunction with additional actions on
this resource type.

Creating Alerts for EC2 Instances and Networks
Create policy alerts for EC2 (Elastic Compute Cloud) starts and terminations, EC2
ACL network changes, and changes to EC2 instances and networks.

You can configure alerts for such activities as startup of EC2 instances. This can
indicate unwanted extra expense or unwanted exposure of AWS network resources.
Similarly, terminations of EC2 instances should be done seldom, and network updates
can be sensitive.

An action of Any, or a common action such as DescribeInstance, can trigger more
alerts than you intended. However, this can be manageable if you filter the alert by
user or group, or add other conditions in later pages of this wizard.

Note:

When creating an alert for an AWS EC2 route, subnet, VPC, or VPN, you
need to specify an ID instead of a resource name.

Creating Alerts for EC2 Starts and Terminations
Create policy alerts that flag both EC2 starts and EC2 terminations.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the resource page, specify the resource as follows:
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Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to every
registered instance of the selected application type. Otherwise, select one or
more individual instances.

Resource EC2 Instance

Identify resource
by name or tag

Select Name if you want to match (filter the policy by) an EC2 instance name.

Select Tag if you want to match the EC2 instance tag. In this case, the tag
refers only to the key (in AWS, a tag can be a key: value pair).

Resource name If you chose to identify the EC2 instance by its name, select Text, select
Contains from the drop-down, and enter a full or partial string to match an
EC2 instance name.

If you select Regular expression, type a regular expression to match one or
more EC2 instances.

Action on this
resource

Select StartInstances. An action of Any, or a common action such as
DescribeInstance, can trigger more alerts than you intended. However, this
can be manageable if you filter the alert by user or group, or add other
conditions in later pages of this wizard.

For a complete list of actions, see Actions for EC2 Instances and Networks.

Click the plus sign and create another resource entry, this time selecting
TerminateInstances as the action.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. Click Next. The condition settings are optional.

For a description of the additional policy conditions (parameters), see Condition
Parameters for AWS Alerts.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is always selected.

When an event matches the policy, Oracle CASB Cloud Service always adds an alert
to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, click Next to submit your policy.

9. Click Done.

Creating Alerts for EC2 Network ACL Modifications
Configure policy alerts for any type of modifications to the EC2 ACL network.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.
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3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next..

4. In the resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance Select an instance name, or select Any to match all
instances.

Resource EC2 Network

Identify resource by name or
tag

Select Name if you want to match (filter the policy by) an
EC2 network name. Select Tag if you want to match the EC2
network tag (key only).

Resource name If you chose to match the EC2 network's name, select Text,
select Contains from the drop-down, and enter a full or
partial string to match an EC2 network name.

If you select Regular expression, type a regular expression
to match one or more EC2 instances.

Action on this resource Select CreateNetworkAcl.

Note: The following actions may generate too many alerts to
be useful: DescribeNetworkAcls,
DescribeNetworkInterfaceAttribute.

For a complete list of actions, see Actions for EC2 Instances
and Networks.

Click the plus sign and create additional resource entries for these
actions:DeleteNetworkAcl, CreateNetworkInterface,
ResetNetworkInterfaceAttribute, DeleteNetworkInterface,
DetachNetworkInterface, ReplaceNetworkInterface.

5. When you are done, click Next. The Username settings are optional.

6. Click Condition and optionally set conditional filters (for example, a time of day) or
skip them. When you are done, click Next.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is always selected. When an event
matches the policy, Oracle CASB Cloud Service always adds an alert to Risk
Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Review & Submit, and after reviewing your settings,
click Submit.
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Creating Alerts for Creating or Deleting EC2 Network ACL Entries
Create policy alerts that will flag both creating and deleting of EC2 network ACL entries.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance Select an instance name, or select Any to match all instances.

Resource EC2 Network

Identify resource by
name or tag

Select Name if you want to match (filter the policy by) an EC2 network
name. Select Tag if you want to match the EC2 network tag (key only).

Resource name If you chose to match the resource name, select Text, select Contains
from the drop-down, and enter a full or partial string to match an EC2
network name.

If you select Regular expression, type a regular expression to match one
or more EC2 networks.

To match a tag, type the exact tag key (not the whole key:value pair).

Action on this
resource

Select CreateNetworkAclEntry.

Note: the following actions can generate too many alerts:
DescribeNetworkAcls, DescribeNetworkInterfaceAttribute.

For a complete list of actions, see Actions for EC2 Instances and Networks.

5. Click the plus sign and add the DeleteNetworkAclEntry action for this resource.

6. Complete the policy as shown in the previous procedures.

Creating Alerts for EC2 Network ACL Changes
Create policy alerts that will flag any changes to the EC2 network ACL entries.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the resource page, select AWS as the application type, select an instance (or All), and
then select the resource type EC2 Network.

5. In the resources page, Action field, select CreateNetworkAcl.

For a complete list of actions, see Actions for EC2 Instances and Networks.

6. Enter a full or partial network ACL name as described in the procedure above.
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7. Click the plus sign to configure these actions for the resource: DeleteNetworkAcl,
CreateNetworkInterface, DeleteNetworkInterface, DetachNetworkInterface,
ResetNetworkInterfaceAttribute.

8. Complete the alert as shown in the previous procedures.

Creating Alerts for EC2 Network ACL Rule Changes
Create policy alerts that will flag both creating and replacing EC2 network ACL entries.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the resource page, follow the steps for other EC2 network changes above, but
select this resource type EC2 Network and actions CreateNetworkAclEntry.

For a complete list of actions, see Actions for EC2 Instances and Networks.

5. Click the plus sign to create an entry for the same resource with the action
ReplaceNetworkAclEntry.

6. Complete the alert as shown in the previous procedures.

Creating Alerts for EC2 Network Routing Changes
Create policy alerts that will flag any change in EC2 network routing.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, enter the following:

Field Value

Application Type AWS

Instance Select an instance name, or select Any to match all instances.

Resource EC2 Route

Identify resource by
name or tag

Select Name if you want to match (filter the policy by) an EC2 route
ID. For AWS resources that use IDs instead of names (for example,
routes, VPNs, VPCs, and subnets), you use the resource's ID in
this field.)

Select Tag if you want to match the EC2 route tag (key only).
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Field Value

Resource name If you chose to match the EC2 route ID, select Text, select
Contains from the drop-down, and enter a full or partial string to
match a route ID.

If you select Regular expression, type a regular expression to
match one or more EC2 route IDs.

Action on this
resource

Select AssociateRouteTable.

For a complete list of actions, see Actions for EC2 Instances and
Networks.

5. To add actions for this resource, click the plus sign and set one or more additional actions
for the EC2 route: CreateRoute, DisableVgwRoutePropagation, CreateRouteTable,
DeleteRoute, DeleteRouteTable, DisassociateRouteTable, ReplaceRoute,
ReplaceRouteTableAssociation.

Actions for EC2 Instances and Networks
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is EC2 instance.

For additional information about EC2 actions, see Amazon's online documentation.

The table below lists the actions that are available in the Resources page of the policy
creation wizard when the Resource type is EC2 instance.

Action Description

BundleInstance This action is related to bundling (compressing, encrypting, and
otherwise prepareing a storgage-enabled) a Windows Amazon
Machine Image (AMI). It is important to be sure that only
authorized people perform these actions.

You supply a full instance name, a partial name to match one or
more instances, or type the .* regular expression to match all
instances.

ImportInstance This action refers to creating an import instance task using
metadata from the disk image. It is important to be sure that
only authorized people perform these actions.

You supply a full instance name, a partial name to match one or
more instances, or type the .* regular expression to match all
instances.

ModifyInstanceAttribute |
ResetInstanceAttribute

This action refers to modifying or reversing an instance
characteristic (attribute). Some modify actions require stopping
the image.

Image definitions should be relatively stable; multiple changes
to an image can indicate a security risk.

RebootInstances | RunInstances |
StartInstances | StopInstances |
TerminateInstances

These actions refer to starting up and stopping EC2 instances.
These are critical actions on critical resources. Multiple
instance starts or stops may indicate a security risk, an
unstable environment, or an unwise use of resources.

UnmonitorInstances This refers to turning off monitoring for an instance. All running
instances should be monitored.
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Action Description

DescribeInstanceAttribute |
DescribeInstances | MonitorInstances
| ReportInstanceStatus

These actions display the instance. They are performed too
frequently to be useful on their own. Use these actions for only
particular instances, or in conjunction with additional actions on
this resource type.

These actions are available in the resources page of the policy creation wizard when
the resource type is EC2 network.

Action Description

AttachNetworkInterface |
CreateNetworkInterface |
DeleteNetworkInterface |
DetachNetworkInterface |
ModifyNetworkInterfaceAttribute |
ResetNetworkInterfaceAttribute

Network interfaces are a set of private IP addresses. You
should make sure that anyone who performs these actions
is authorized to do so and the action does not create issues
with access.

You supply a full interface name, a partial name to match
one or more interfaces, or type the .* regular expression to
match all interfaces.

CreateNetworkACL |
CreateNetworkACLEntry |
DeleteNetworkACL |
DeleteNetworkACLEntry |
ReplaceNetworkACLAssociation |
ReplaceNetworkACLEntry

Network ACLs provide an optional layer of security (in
addition to security groups) for the instances in your Virtual
Private Cloud (VPC). You should make sure that anyone
who performs these actions is authorized and the action
does not create issues with access to your VPCs. ACLs
generally are stable and seldom modified.

DescribeNetworkACLs |
DescribeNetworkInterfaceAttribut
e

These actions display the ACL or interface or its attributes.
They are performed too frequently to be useful on their
own. Use these actions for only particular interfaces, or in
conjunction with additional actions on this resource type.

Creating Alerts for EC2 Security Groups
Create policy alerts for specified actions on EC2 security groups.

AWS EC2 security groups control access to networks and resources in your Virtual
Private Clouds (VPCs). Security groups should be closed to all but required traffic.

A security group definition describes IP addresses, address ranges, ports, and
protocols that are permitted to send traffic to and from a VPC.

You should know when people create ingress (inbound) and egress (outbound) rules
for a security group, particularly as they relate to clouds with mission-critical or
sensitive data.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:
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Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource EC2 SecurityGroup

Identify resource by
name or tag

To match by security group name, select Name, and then select
Contains.

Resource name To match the security group name, select Text, select Contains from the
drop-down, and enter a full or partial string to match an EC2 Security
Group name.

If you select Regular expression, type a regular expression to match one
or more EC2 Security Group names.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified EC2
security group.

Associate IAM instance profile An IAM instance profile has been associated with the
specified EC2 security group.

Authorize security group egress An egress rule has been added to the specified EC2 security
group for use with a VPC.

Authorize security group ingress An ingress rule has been added to the specified EC2 security
group for use with a VPC.

Create security group An EC2 security group has been created.

Delete security group An EC2 security group has been deleted.

Describe security groups An EC2 security group has been described.

Disassociate IAM instance profile An IAM instance profile has been disassociated from the
specified EC2 security group.

Replace IAM instance profile
association

An IAM instance profile associated from the specified EC2
security group has been replaced.

Revoke security group egress An egress rule has been revoked from the specified EC2
security group for use with a VPC.

Revoke security group ingress An ingress rule has been revoked from the specified EC2
security group for use with a VPC.

For additional information about EC2 actions, see Amazon's online documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional actions for
this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for EC2 VPCs and VPNs
Create policy alerts for changes to EC2 VPS and EC2 VPNs.

You can configure alerts for such activities as changes to EC2 Virtual Private Clouds (VPCs)
and EC2 Virtual Private Networks (VPNs).
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EC2 VPNs are similar to network access control lists (ACLs). They control traffic into
and out of AWS subnets (equivalent to access rules with a firewall). These updates
can produce service interruptions and enable data breaches.

Note:

When creating an alert for an AWS EC2 route, subnet, VPC, or VPN, you
need to specify an ID instead of a resource name.

Creating Alerts for EC2 VPN Changes
Configure policy alerts for specified changes to EC2 VPNs.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the resource page, set the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances

Resource EC2 VPN

Identify resource by
name or tag

To match by security VPN ID, select Name, select Contains, and
then type the VPN ID. (VPNs have IDs instead of names.)

Resource name If you chose Name, select Text, select Contains from the drop-
down, and enter a full or partial string to match an EC2 VPN ID.
(When creating an alert for an AWS EC2 route, subnet, VPC, or
VPN, you need to specify an ID instead of a resource name.)

If you select Regular expression, type a regular expression to
match one or more EC2 VPN IDs.

Action on this resource Select AttachVpnGateway.

For additional information about EC2 actions, see Amazon's
online documentation.

5. Click the plus sign to configure additional actions for the resource:
CreateVpnConnection, DetachVpnGateway, CreateVpnConnectionRoute,
CreateVpnGateway, DeleteVpnConnection, DeleteVpnConnectionRoute,
DeleteVpnGateway.

6. Complete the policy as shown in other AWS policy topics.

Creating Alerts for EC2 VPC Changes
Configure policy alerts for specified changes to EC2 VPCs.
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1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, set the following:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource EC2 VPC

Identify resource by name
or tag

To match by security VPC ID, select Name, and then select
Contains and then type the VPC ID. (When creating an alert for an
AWS EC2 route, subnet, VPC, or VPN, you need to specify an ID
instead of a resource name.)

Resource name To match the ID, select Text, select Contains from the drop-down,
and enter a full or partial string to match an EC2 VPC ID. To match
the tag, enter the exact tag key (key only, not the value).

If you select Regular expression, type a regular expression to
match one or more EC2 VPC IDs.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified E2C
security group.

Create VPC An E2C VPC was created.

Create VPC peering connection A VPC peering connection has been created between the
specified EC2 VPC and another VPC.

Delete VPC An E2C VPC was deleted.

Describe VPC attribute An attribute of the specified EC2 VPC was described.

Describe VPCs The specified EC2 VPC was described.

Modify VPC attribute An attribute of the specified EC2 VPC was modified.

For additional information about EC2 actions, see Amazon's online documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional actions for
this resource.

7. Complete the policy as shown in the help for configuring other AWS policies.

Creating Alerts for EC2 Internet Gateways
Configure policy alerts for specified changes to EC2 Internet gateways.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.
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2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, set the following:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

Resource EC2 InternetGateway

Resource name To specify the resource name, select Text, select Contains
from the drop-down, and enter a full or partial string to match a
resource name.

If you select Regular expression, type a regular expression to
match one or more resource names.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the resource.

CreateInternetGateway The Internet gateway was created.

AttachInternetGateway The Internet gateway was attached to an AWS virtual
private cloud.

DetachInternetGateway The Internet gateway was detached from an AWS virtual
private cloud.

For additional information about EC2 actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the policy as shown in the help for configuring other AWS policies.

Creating Alerts Based on EC2 Tags
Use EC2 tags to identify resources when you configure policy alerts.

AWS provides tagging to help you with managing instances, images, and other
Amazon EC2 resources.

A general description of tagging is available on the AWS blog site. An AWS tag is a
key:value pair. If you use AWS tags, you can create alerts based on either the full
key:value pair or just the key in these tags. For example, you can create an alert to
generate a risk event whenever someone modifies an EC2 instance with the key
"production" or the key-value pair "production:server1".

You can apply a tag to specific resources in a policy (in the Resources page of the
wizard) or to all of the items that you configure on the Resources page. In the latter
case, you define the tag in the Condition page of the wizard.
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Note:

In the following procedure, if you select an action of Any, or a common action such
as DescribeInstance, you can trigger more alerts than you intended. However, this
can be manageable if you filter the alert by user or group, or add other conditions in
later pages of this wizard.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the resource page, do the following:

• Application type: AWS

• Application instance: {{snipt.Pol-AppInstance-Multi}}

• Resource: Select an EC2 resource type, for example, EC2 Instance.

• Identify by Name or Tag: Select Name or Tag.

If you select Name, you still can specify a tag on a later page of this wizard. This
permits filtering a resource of a particular name according to whether or not it also
has a particular tag.

If you select Tag, type the exact tag key, for example, Production. If you input a tag
key on this page, the policy matches any instance with this tag key. (Although you
specify the tag as a key:value pair in AWS, you only specify the key here.)Note: Do
not use the Tag option with "delete" actions because AWS does not record the
deleted tag in its logs.

• Action: Select an action of interest, for example, StartInstances.

Note:

An action of Any, or a common action such as DescribeInstance, can
trigger more alerts than you intended, unless you filter the alert by user or
group, or add other conditions in later pages of this wizard. For additional
information about EC2 actions, see Amazon's online documentation.

5. Repeat step 3, but this time select the action TerminateInstances.

When you are done, click Next.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

Click Next and in the condition step:

• If you selected Tag in step 3, you would probably not specify a tag in this step.

• If you selected Name in step 3, click + Add condition. In the Parameter drop-down
select Tag, in the Operator drop-down, select Equal to, and in the Value drop-down
type a complete key:value pair for the AWS tag, or a single key name.
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If you want Oracle CASB Cloud Service to create an alert based on any of several
tags, select an Operator of In and then type a comma-separated list of values.
(This is a logical OR.)

To generate the alert only when the resource contains more than one type of tag
(for example, an instance with both Production and Deployment tags), click the
plus sign and then add a second parameter-operator-value triplet. (This is a logical
AND.)

Note:

If you set a tag on the resource page, do not also set a tag on this page.
The Tag condition on this page allows you to select a resource type by
name (for example, EC2 instances named LatAm) and further filter them
by tag (for example, Production).

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is always selected. When an event
matches the policy, Oracle CASB Cloud Service always adds an alert to Risk
Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, and after reviewing your settings, click Next to
submit your policy.

9. Click Done.

Creating Alerts for CloudTrail Changes
Review the actions and conditions that are available in the Resources page of the
policy creation wizard when the Resource selected is CloudTrail.

Prerequisites:

• You have started creating an AWS policy alert in Creating an AWS Policy.

• On the Resource page in the policy creation wizard, you have set the Resource
type to CloudTrail.

• You are ready to select the Action on this resource.

1. In the policy creation Resource page, after you have selected CloudTrail as the
Resource type, select one of the options below from the Action on this resource
drop-down list:

Action on this Resource Description

Any Any of the available actions taken on the specified
CloudTrail.

Add Tags A tag has been added to the specified CloudTrail.

Create Trail A trail has been created in the specified CloudTrail.

Delete Trail A trail has been created in the specified CloudTrail.
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Action on this Resource Description

Put Event Selectors An event selector has been put to the specified
CloudTrail.

Remove Tags A tag has been removed from the specified CloudTrail.

Start Logging Logging has been started for the specified CloudTrail.

Stop Logging Logging has been started for the specified CloudTrail.

Update Trail A trail has been updated in the specified CloudTrail.

2. Click Next to proceed to the Username page.

3. Return to Creating an AWS Policy and continue with step 4 there.

Creating Alerts for S3 Resources
Configure policy alerts for activities that affect AWS Simple Storage Service (S3) resources.

All Amazon S3 resources, such as buckets, are by default only available to the AWS account
owners who created them. Because S3 resources can contain mission-critical information, it
is important to monitor operations such as creating and deleting S3 resources, and changes
regarding who has permission to access these resources through changes to access control
lists (ACLs).

Creating General S3 Bucket Policies
Create policies to alert for actions taken on S3 bucket objects and on the buckets
themselves.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, do the following:

• Application type: AWS

• Application instance: The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application type. Otherwise, select
one or more individual instances.

• Resource: Select S3 Bucket or S3 Object.

• Identify by Name or Tag: Lets you specify a full or partial name, or an entire tag
name, expressed as the key part of an S3 key:value pair. Note that if you type a
name on this page, you can refine the filter by a tag in a later page of this wizard.

• Action: Select a Get (read) or Put (write) action of interest. For additional information
about actions, see Amazon's reference documentation for bucket operations and S3
operations.
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Note:

An action of Any can trigger more alerts than you intended, unless
you filter the alert by user or group, or add other conditions in later
pages of this wizard. These are the specific actions.

Action Description

Any Get Bucket or
Get Object action

Get (view) actions can be performed very often, so to make this
policy meaningful you should restrict it to only buckets with highly
sensitive resources, to watch users of interest, or use the
equivalent Put action in the policy.

Put Bucket | Put
Object

This action can alert you when someone creates a new S3 cloud
storage bucket. This type of policy can help you be sure that this
operation is authorized and is worth incurring additional storage
costs. Also, it can help you verify that encryption and multi-factor
authentication are enabled for this bucket.

This action can also alert you when someone creates a new type
of S3 object. This type of policy can be useful for a particularly
sensitive object (for example, a document with personally
identifiable information) because you may want to investigate the
user named in alerts that this type of policy generates.

Put Bucket ACL |
Put Object ACL

This action can alert you when someone adds access control list
(ACL) permissions for an S3 bucket or object. This type of policy
can help you be sure that the ACL conforms to your
organization's policies. In general, ACLs should be stable and
rarely modified.

Put Bucket CORS This action can alert you when someone enables cross-origin
resource sharing (CORS) for an S3 bucket. This opens the
bucket to requests from identified locations. For example, this
type of sharing can open a bucket at my.example.bucket.com to
requests from www.example.com. If a CORS configuration
exists, this operations replaces it.

An alert based on this policy can make sure that you verify the
recipient of the shared resource. If an alert based on this policy
appears multiple times for different S3 buckets, you should verify
both the recipients and the user who is permitting sharing.

Put Bucket Policy
| Put Object Policy

This action can alert you when someone adds to or replaces a
policy (a set of rules that control who can access resources) for
an S3 bucket or object. If the bucket or object already has a
policy, the one in this request completely replaces it. In general,
S3 policies should be stable and rarely modified.

Put Bucket
Request Payment

This action can alert you when an owner of an S3 storage bucket
modifies the payment process and is sending charges for
downloads to the person who requests the download. By default,
the owner of an S3 bucket pays for downloads from the bucket.

Delete Object This action can alert you when someone deletes an object (for
example, a document) or a type of object from an S3 cloud
storage bucket. The AWS administrator can restore the object if
versioning was enabled for it.

When you enable this policy for a particularly sensitive objects
(for example, a document with personally identifiable information
in it), you can then investigate users named in any alerts that this
type of policy generates.
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Action Description

Create Bucket This action can alert you when someone creates a bucket.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. Click Next and in the conditions page, Parameter drop-down, select any additional filter
that you want to apply, an operator, and a value for the filter.

For example, to filter the policy according to an S3 tag, select Tag, in the Operator drop-
down, select an operator (for example, Equal to), and in the Value drop-down type a
completekey:value pair for the AWS tag, or a single key name.

If you want Oracle CASB Cloud Service to create an alert based on any of several tags,
select an Operator of In and then type a comma-separated list of values. (This is a
logical OR.)

To generate the alert only when the resource contains more than one type of tag (for
example, an instance with both Production and Deployment tags), click the plus sign
and then add a second parameter-operator-value triplet. (This is a logical AND.)

Note:

If you set a tag on the resource page, do not also set a tag on this page. The
Tag condition on this page allows you to select a resource type by name (for
example, EC2 instances named LatAm) and further filter them by tag (for
example, Production). For additional information about filters, see Creating a
Policy

.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service always adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, and after reviewing your settings, click Next to submit
your policy.

9. Click Done.

Detecting when an S3 Bucket Grants Access to Users in Nonsanctioned Accounts
Understand how to configure policy alerts for S3 bucket policy changes that grant access to
users in non-sanctioned AWS accounts.

In AWS, S3 bucket access is controlled by policies.

In Oracle CASB Cloud Service, you can create a policy that generates an alert when an S3
bucket policy grants access to users in non-sanctioned AWS accounts. You configure these
alerts in the Oracle CASB Cloud Service console, policy Conditions page. In this page, to
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generate an alert when an S3 bucket policy grants access to a non-sanctioned
account, you configure the condition as follows:

• Parameter: AWS account

• ID Operator: Not Equals

• Value: account ID1, account ID2

Where account ID1 and account ID2 are sanctioned (permissible) accounts (for
example, 113122223861,133122223862). This is a logical OR, so that Oracle CASB
Cloud Service generates an alert when it detects S3 bucket policies that contain any
account ID other than the ones mentioned in the Oracle CASB Cloud Service policy.

Currently, you can select the AWS account ID parameter for resources other than S3
buckets. However, this parameter applies only to S3 buckets.

Creating Alerts for Setting AWS Roles
Create a policy alert to maintain control over role definitions, which in turn control user
permissions.

For this type of policy to take effect, you must register the AWS application instance in
"push controls" mode. See Using an IAM User: Creating a Dedicated Service User, or 
Using an IAM Role: Creating a Dedicated Service Role.

Every user defined in the Identity and Access Management (IAM) component of AWS
has a role with a set of permissions.

Within the policy definition, you can set Oracle CASB Cloud Service to automatically
reset the IAM role to a set of permissions that you define.

1. Get a text file with the policy definition that you want to enforce:

In the AWS command line, type:

aws iam get-account-authorization-details --filter Role

Note:

This is based on command line version 1.7.31. Earlier versions might not
support this command.

Here is an example of an AWS role and corresponding policy document. Note that
the details for the role must be specific to your environment; reusing this example
will not match anything in your account.

{
  "RoleDetailList": [
    {
      "AssumeRolePolicyDocument": {
        "Version": "2012-10-17",
        "Statement": [
          {
            "Action": "sts:AssumeRole",
            "Principal": {
              "Service": "ec2.amazonaws.com"
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            },
            "Effect": "Allow",
            "Sid": ""
          }
        ]
      },
      "RoleId": "AROAIQ7QZ3VGHPLAGAEE6A",
      "CreateDate": "2015-06-30T21:11:12Z",
      "InstanceProfileList": [
        {
          "InstanceProfileId": "AIPAISYI4XOL4IQAGJIRW",
          "Roles": [
            {
              "AssumeRolePolicyDocument": {
                "Version": "2012-10-17",
                "Statement": [
                  {
                    "Action": "sts:AssumeRole",
                    "Principal": {
                      "Service": "ec2.amazonaws.com"
                    },
                    "Effect": "Allow",
                    "Sid": ""
                  }
                ]
              },
              "RoleId": "AROAIQ7QZ4VGHPLGAEE6A",
              "CreateDate": "2015-06-30T21:11:12Z",
              "RoleName": "auditorRole",
              "Path": "/",
              "Arn": "arn:aws:iam::012345678901:role/auditorRole"
            }
          ],
          "CreateDate": "2015-06-30T21:11:12Z",
          "InstanceProfileName": "auditorRole",
          "Path": "/",
          "Arn": "arn:aws:iam::012345678901:instance-profile/auditorRole"
        }
      ],
      "RoleName": "auditorRole",
      "Path": "/",
      "AttachedManagedPolicies": [
        {
          "PolicyName": "SecurityAudit",
          "PolicyArn": "arn:aws:iam::aws:policy/SecurityAudit"
        }
      ],
      "RolePolicyList": [],
      "Arn": "arn:aws:iam::012345678901:role/auditorRole"
    }
  ],
  "GroupDetailList": [],
  "UserDetailList": [],
  "Policies": [],
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  "IsTruncated": false
}

2. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

3. Click New Policy.

4. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

5. In the Resources page, do the following:

• Application type:AWS

• Application instance: The application instance(s). Select Any if you want the
alert to apply to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

• Resource: Select IAM role.

• Identify the name of the role (for example, auditorRole).

• Action: Select UpdateAssumeRolePolicy, DeleteRole, DeleteRolePolicy,
DetachRolePolicy, AttachRolePolicy, or PutRolePolicy.

These actions trigger the alert when someone updates an IAM role's definition
(its associated policy). This is the complete result returned from this AWS
command:

aws iam get-account-authorization-details --filter Role

Note:

To be able to reset the role definition in addition to generating the
alert, do not configure any other actions in this policy

• When you are done, click Next.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

7. Click Next and in the conditions page, Parameter drop-down, select any
additional filter that you want to apply, an operator, and a value for the filter.

You probably want to skip this step so that this policy applies to all IAM users with
this role. For additional information about filters, see Creating a Policy.

8. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is always selected. When an event
matches the policy, Oracle CASB Cloud Service always adds an alert to Risk
Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

9. To reset the role, in the actions page, select the Reset the role checkbox and then
paste the AWS IAM role policy that you want to enforce.
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10. When you are done, click Next, and after reviewing your settings, click Next.

11. Click Done. Oracle CASB Cloud Service now monitors for changes to the role.

When it detects a change, Oracle CASB Cloud Service attempts to reset the role
definition. It also creates a risk event in Risk Events.

12. To find alerts that this policy has triggered:

a. In the Oracle CASB Cloud Service console, select Risk Events.

b. Drop down the Status list and select:

• Resolved - to view role updates that Oracle CASB Cloud Service resolved
automatically.

• Open - to view role updates that Oracle CASB Cloud Service was unable to
resolve.

c. If you need additional filtering for the list of events, type the policy name or action in
the search field.

Creating Alerts for Cloud HSM
Create policy alerts for specified actions on Cloud Hardware Security Module (HSM).

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Cloud HSM

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and enter

text in the box below.
• Regular expression — then enter the regular expression in the box

below.

To identify the resource by a tag, select Tag, then enter the full tag name
in the box below.

Note:

Some resources do not have a tag option.
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5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified Cloud
HSM.

Create HSM An HSM has been created.

Create cluster An HSM cluster has been created.

Delete HSM An HSM has been deleted.

Delete cluster An HSM cluster has been deleted.

Describe backups HSM backups have been described.

Describe clusters HSM clusters have been described.

Initialize cluster An HSM cluster has been created.

List tags HSM tags have been listed.

Tag resource An HSM resource has been tagged.

Untag resource An HSM resource has been untagged.

For additional information about HSM actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for RDS
Create policy alerts for specified actions on Relational Database Service (RDS).

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource Relational Database Service
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Field Value

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and

enter text in the box below.
• Regular expression — then enter the regular expression in the

box below.

To identify the resource by a tag, select Tag, then enter the full tag
name in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified RDS.

Delete DB cluster An RDS cluster has been deleted.

Delete DB snapshot An RDS snapshot has been deleted.

Modify DB cluster An RDS cluster has been modified.

Modify DB instance An RDS instance has been modified.

For additional information about RDS actions, see Amazon's online documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional actions for
this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for ACM
Create policy alerts for specified actions on AWS Certificate Manager (ACS).

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource AWS Certificate Manager
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Field Value

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and enter

text in the box below.
• Regular expression — then enter the regular expression in the box

below.

To identify the resource by a tag, select Tag, then enter the full tag name
in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified ACM.

Delete certificate A certificate has been deleted.

For additional information about ACM actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for Auto Scaling
Create policy alerts for specified actions on AWS Auto Scaling.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource Auto Scaling
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Field Value

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and

enter text in the box below.
• Regular expression — then enter the regular expression in the

box below.

To identify the resource by a tag, select Tag, then enter the full tag
name in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified Auto
Scaling.

Delete auto scaling group An Delete auto scaling group has been deleted.

For additional information about AWS Auto Scaling actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional actions for
this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for ELB
Create policy alerts for specified actions on AWS Elastic Load Balancing (ELB).

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Elastic Load Balancing

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and enter

text in the box below.
• Regular expression — then enter the regular expression in the box

below.

To identify the resource by a tag, select Tag, then enter the full tag name
in the box below.
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5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified ELB.

Apply security groups to load
balancer

One or more security groups have been applied to the
ELB.

Create listener A listener has been created on the ELB.

Delete listener A listener has been deleted from the ELB.

Modify listener A listener has been modified on the ELB.

Register instances with load
balancer

One or more instances have been registered with the
ELB.

For additional information about ELB actions, see Amazon's online documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for KMS
Create policy alerts for specified actions on AWS Key Management Service (KMS).

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource Key Management Service

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and

enter text in the box below.
• Regular expression — then enter the regular expression in the

box below.

To identify the resource by a tag, select Tag, then enter the full tag
name in the box below.

5. Drop down the Action on this resource list and select an action:
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Action on this Resource Description

Any Any of the available actions taken on the specified RDS.

Create key A key has been created.

Import key material Key material has been imported.

Put key policy A key policy has been attached.

For additional information about KMS actions, see Amazon's online documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional actions for
this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for Redshift
Create policy alerts for specified actions on Redshift.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Redshift

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and enter

text in the box below.
• Regular expression — then enter the regular expression in the box

below.

To identify the resource by a tag, select Tag, then enter the full tag name
in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified Redshift.

Delete cluster A Redshift cluster has been deleted.

For additional information about RDS actions, see Amazon's online documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional actions for
this resource.
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7. Complete the alert as shown in the previous procedures.

Creating Alerts for Route 53
Create policy alerts for specified actions on Route 53.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource Route 53

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and

enter text in the box below.
• Regular expression — then enter the regular expression in the

box below.

To identify the resource by a tag, select Tag, then enter the full tag
name in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified RDS.

Delete health check A health check has been deleted.

Delete hosted zone A hosted zone has been deleted.

Delete traffic policy A traffic policy has been deleted.

Delete traffic policy instance A traffic policy instance has been deleted.

Disassociate VPC from hosted
zone

A VPC has been disassociated from a hosted zone.

For additional information about Route 53 actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.
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Creating Alerts for Direct Connect
Create policy alerts for specified actions on Direct Connect.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Direct Connect

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and enter

text in the box below.
• Regular expression — then enter the regular expression in the box

below.

To identify the resource by a tag, select Tag, then enter the full tag name
in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified Direct
Connect.

Confirm connection A connection has been confirmed.

Create BGP peer A BGP peer has been created.

Create connection A connection has been created.

Create direct connect gateway A Direct Connect gateway has been created.

Delete BGP peer A BGP peer has been deleted.

Create interconnect An interconect has been created.

Delete connection A connection has been deleted.

Delete direct connect gateway A Direct Connect gateway has been deleted.

Delete interconnect An interconect has been deleted.

Describe connections One or more connections have been described.

Describe direct connect gateways One or more Direct Connect gateways have been described.

Describe interconnects One or more interconnects have been described.
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For additional information about Direct Connect actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.

Creating Alerts for Elastic Search
Create policy alerts for specified actions on Elastic Search.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, specify the resource as follows:

Field Value

Application Type AWS

Instance The application instance(s). Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource Elastic Search

Identify resource by
name or tag

To identify the resource by its name, select Name, then select one of
these options:
• Text — then select a comparison from the drop-down list, and

enter text in the box below.
• Regular expression — then enter the regular expression in the

box below.

To identify the resource by a tag, select Tag, then enter the full tag
name in the box below.

5. Drop down the Action on this resource list and select an action:

Action on this Resource Description

Any Any of the available actions taken on the specified Cloud
HSM.

Update elastic search domain
config

An Elastic Search domain configuration has been
updated.

For additional information about Elastic Search actions, see Amazon's online
documentation.

6. (Optional) Click the plus sign and repeat the step above to configure additional
actions for this resource.

7. Complete the alert as shown in the previous procedures.
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Condition Parameters for AWS Alerts

The table below lists the parameters you can configure in the Conditions page of an AWS
policy alert.

Parameter Operator Value

IP address v4 Include this list of addresses (In or
Equal to) or exclude them (Not in or
Not equal to).

A comma-separated list of IPv4
addresses.

SSH Key Used The drop-down list determines
whether you are setting a minimum,
maximum, or exact value.

The number of days SSH keys may be
kept before rotating them.

Timestamp The drop-down list determines
whether the time is exact, later than
the time you entered, or earlier
(given a 24-hour time frame).

A value as a time in 24-hour HH:MM:SS
format.

City, State, or
Country

• Equal to requires matching the
name you enter in Value.

• Not Equal to requires not
matching the name you enter in
Value.

• In requires matching any one of
several names you enter in
Value.

• Not in requires matching none
of several names you enter in
Value.

The name of the city, or the state or
province, in the physical address that’s
associated with the IP address.

Tag Include or exclude this tag (Equal to
or Not equal to).

Select In or Not in if you want to
enter a list of tags.

You do not need to repeat a
selection of Tag if you already
entered tags in an earlier step.

There are a few ways to specify an AWS
tag:

• As a complete key:value pair for the
AWS tag.

• As a single key name.
• As a comma-separated list of key

names or key:value pairs. The list is
treated as a logical OR.

Recipient (or
Audience)

Include or exclude this user
(Contains or Does not contain).

Available for AWS if on the Resources
page of the policy wizard you selected S3
resources and the Share action. Takes a
string that matches one or more users.

Sample AWS Alerts
View sample alert data as templates for your own alerts.
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Name Description Resource User or
Group

Condition Action (Risk
Events Are
Mandatory;
Email Is
Optional)

AWS: Track
EC2 after
hours instance
termination

Track any after
hours (after
8:00 p.m.)
termination of
an EC2
instance

Type: EC2
Instance
Action:
TerminateInst
ances

Select: Name
Regular
expression:
i-.*

(leave blank) Parameter:
Timestamp
Operator:
Greater than
Value: 20:00

Create a risk
event Send
email

AWS: Track
SSH key
rotations

Monitor
rotation of
AWS SSH
keys

Type: EC2
Instance
Action: Any

Select: Name
Regular
expression: .*

(leave blank) Parameter:
SSH Key
Used
Operator:
Greater than
Value: 14

Create a risk
event

AWS: Track
after hours
access S3

Track after
hours (after
8:00 p.m.)
access to S3
resources

Type: S3
Object Action:
Any

Select: Name
Regular
expression: .*

(leave blank) Parameter:
Timestamp
Operator:
Greater than
Value: 20:00

Create a risk
event

AWS: Firewall
- change to
inbound
configuration

Track any
change to a
security group
(an EC2
firewall)
ingress
(allowed
incoming
ports/
protocols)

Type: EC2
Security
Group
Resource
action:
AuthorizeSecu
rityGroupIngre
ss

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

AWS: Firewall
- Change to
outbound
configuration

Track any
change to a
security group
(an EC2
firewall)
egress
(allowed
outgoing
ports/
protocols)

Type: EC2
Security
Group
Resource
action:
AuthorizeSecu
rityGroupEgre
ss

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event
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Name Description Resource User or
Group

Condition Action (Risk
Events Are
Mandatory;
Email Is
Optional)

AWS: New
firewall

Track creation
of any new
security group
(an EC2
firewall)

Type: EC2
Security
Group Action:
CreateSecurit
yGroup

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

AWS: New
network ACL

Track creation
of a network
ACL (VPC
firewall)

Type: EC2
Network
Action:
CreateNetwor
kAcl

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

AWS: New
network ACL
rule

Track addition
of a rule to
network ACL
(VPC firewall)

Type: EC2
Network
Action:
CreateNetwor
kAclEntry

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

Send email

AWS: Delete
network ACL

Track deletion
of a network
ACL (VPC
firewall)

Type: EC2
Network
Action:
DeleteNetwor
kAcl

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

Send email

AWS: Create
SAML IdP

Track creation
of any SAML
Identity
Provider
(reminder to
confirm that
IdP has
authorized
access)

Type: IAM
IdProvider
Action:
CreateSAMLP
rovider

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

Send email

AWS: Delete
SSH key

Track deletion
of any SSH
keypair
(possible loss
of access to
system
resources)

Type: EC2
KeyPair
Action:
DeleteKeyPair

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

Send email
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Name Description Resource User or
Group

Condition Action (Risk
Events Are
Mandatory;
Email Is
Optional)

AWS: Delete
VPC

Track deletion
of virtual
private cloud
(VPC)
because VPS
are isolated
and typically
low-change
configurations.

Type: EC2
VPC Action:
DeleteVpc

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

Send email

AWS: Create
VPC

Track creation
of virtual
private cloud
(VPC)
because VPS
are isolated
and typically
low-change
configurations.

Type: EC2
VPC Action:
CreateVpc

Select: Name
Regular
expression: .*

(leave blank) (leave blank) Create a risk
event

Send email

Creating Policy Alerts for Azure
Create custom policies to generate alerts for actions on resources that are specific to
your Azure environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with
Policies to review available managed policies, and any custom policies that already
exist, before creating a new custom policy.

Creating an Azure Policy
Follow these general steps for any policy you create to generate an alert for actions in
Azure.

The following are general steps for creating an Azure policy. Once created, when the
policy conditions are met, Oracle CASB Cloud Service displays an alert in Risk
Events and optionally can send the alert through email.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.
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d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.

e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select Azure.

Application instance The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

5. To complete the selections on the Resource page, follow a link below to locate the topic
for the particular resource type on which you want to trigger this alert.

• Creating Alerts for Virtual Networks

• Creating Alerts for Virtual Machines

• Creating Alerts for Storage Account Disks

• Creating Alerts for Storage Accounts

• Creating Alerts for Storage

• Creating Alerts for Key Vault

• Creating Alerts for Disks

• Creating Alerts for Classic Virtual Networks

• Creating Alerts for Classic Virtual Machines

• Creating Alerts for Classic Storage Accounts

• Creating Alerts for Azure Users

When you finish making the rest of the selections on the Resource page, follow the link
at the end of that topic to return to this page and continue with the next step below.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not contain.

b. In the text box to the right, enter one or more text strings that the user name must
contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry is
contained, or not contained, in the name of the user who took the action, the alert is
triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only if the
specified conditions are met.

For information on condition parameters available for use in policy alerts for Azure, see 
Condition Parameters for Azure Alerts. For information on free-form conditions, see 
Examples of Parameters in Free-Form Conditions.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.
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In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed.
The alert is triggered only if all of the conditions are met. If you need
to OR multiple conditions, create a separate policy for each
condition.

d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event
matches the policy, Oracle CASB Cloud Service always adds an alert to Risk
Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Azure Alerts
Review the parameters and operators that are available in the Conditions page of the
policy creation wizard for Azure.

These parameters and operators are available on the Conditions page of the New
Policy wizard to fine tune your alerts for Azure.

Note:

The exact list of parameters that you see on the Conditions page depends
on the resource details that you specify on the Resource page. Not all
parameters are available with all resources.

Parameter Operator Value

IP address v4 Include this list of addresses (In or Equal
to) or exclude them (Not in or Not equal
to).

A comma-separated list of
IPv4 addresses.

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.

Timestamp The drop-down list determines whether the
time is exact, later than the time you
entered, or earlier (given a 24-hour time
frame). Oracle CASB Cloud Service
evaluates the timestamp using Greenwich
Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.
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Parameter Operator Value

CASB threat
intelligence IP
reputation

Equal to is the only option. To flag events from IP
addresses with bad or good
reputations, select:
• Suspicious for bad

reputations.
• Regular for good

reputations.

City, State, or
Country

• Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of
several names you enter in Value.

The name of the city, or the
state or province, in the
physical address that’s
associated with the IP
address.

Creating Alerts for Virtual Networks
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Virtual Networks.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Virtual Networks

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in the Criteria
field of the Resource page.

Delete The virtual network has been deleted.

Delete virtual network subnet A subnet for the virtual network has been deleted.

Delete virtual network peering Peering for the virtual network has been deleted.

Join The virtual network has been joined.

Join subnet via service tunnel A subnet for the virtual network has been joined through a
service tunnel.

Peer The virtual network has been peered.
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Action on this Resource Description

Write The virtual network has been written to.

Write virtual network peering Peering for the virtual network has been written to.

Write virtual network subnet A subnet for the virtual network has been written to.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy
alert, resuming at step 6.

Creating Alerts for Virtual Machines
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is Virtual Machines.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Virtual Machines

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in
the Criteria field of the Resource page.

Capture The virtual machine has been captured.

Convert to managed disks The virtual machine has been converted to managed
disks.
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Action on this Resource Description

Deallocate The virtual machine has been deallocated.

Delete The virtual machine has been deleted.

Delete extensions One or more extensions for the virtual machine have
been deleted.

Power off The virtual machine was powered off.

Redeploy The virtual machine has been redeployed.

Restart The virtual machine has been restarted.

Start The virtual machine has been started.

Write The virtual machine has been written to.

Write extensions One or more extensions for the virtual machine have
been written to.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Storage Account Disks
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Storage Account Disks.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Storage Account Disks

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:
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Action on this Resource Description

Any Any action taken on this resource, as identified in
the Criteria field of the Resource page.

Delete The storage account disk has been deleted.

Write The storage account disk has been written to.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy
alert, resuming at step 6.

Creating Alerts for Storage Accounts
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is Storage Account.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Storage Account

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in
the Criteria field of the Resource page.

Delete storage The storage account has been deleted.

List keys Keys have been listed for the storage account.
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Action on this Resource Description

List SAS accounts SAS accounts for the storage account have been listed.

List Service SAS The service SAS for the storage account has been listed.

Regenerate key A key has been regenerated for the storage account.

Register The storage account has been registered.

Write diagnostic settings Diagnostic settings have been written for the storage
account.

Write storage Storage has been written for the storage account.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Storage
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Storage.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Storage

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in the Criteria
field of the Resource page.

Chapter 16
Creating Policy Alerts for Azure

16-79



Action on this Resource Description

Delete virtual network or subnets One or more virtual networks or subnets for storage have
been deleted.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy
alert, resuming at step 6.

Creating Alerts for Key Vault
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is Key Vault.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Key Vault

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in
the Criteria field of the Resource page.

Delete The key vault has been deleted.

Read secrets One or more secrets from the key vault have been read.

Regenerate key A key from the key vault has been regenerated.

Write The key vault has been written to.
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Action on this Resource Description

Write access policy An access policy from the key vault has been written to.

Write secrets One or more secrets from the key vault has been written
to.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Disks
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Disks.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Disks

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in the Criteria
field of the Resource page.

Delete The disk has been deleted.

Get SAS URI An SAS URI for the disk has been obtained.

Revoke SAS URI An SAS URI for the disk has been revoked.

Write The disk has been written to.
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3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy
alert, resuming at step 6.

Creating Alerts for Classic Virtual Networks
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is Classic Storage Accounts.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Classic Storage Accounts

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in
the Criteria field of the Resource page.

Delete The classic virtual network has been deleted.

Join The classic virtual network has been joined.

Peer The classic virtual network has been peered.

Write The classic virtual network has been written.

3. (Optional) Add more Resource name-Action pairs to refine your policy.
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You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Classic Virtual Machines
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Classic Virtual Machines.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Classic Virtual Machines

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in the Criteria
field of the Resource page.

Attach disk A disk has been attached to the classic virtual machine.

Associate NSG to a network
interface

A network security group for the classic virtual machine has
been associated to a network interface.

Delete The classic virtual machine has been deleted.

Delete network security group A network security group for the classic virtual machine has
been deleted.

Delete NSG from network
interface

A network security group for the classic virtual machine has
been deleted from a network interface.

Detach disk A disk has been detached from the classic virtual machine.

Download
RemoteDesktopConnectionFile

A remote desktop connection file for the classic virtual
machine has been downloaded.
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Action on this Resource Description

Redeploy The classic virtual machine has been redeployed.

Restart The classic virtual machine has been restarted.

Start The classic virtual machine has been started.

Write extensions One or more extensions for the classic virtual machine have
been written.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy
alert, resuming at step 6.

Creating Alerts for Classic Storage Accounts
Review the actions that are available in the Resources page of the policy creation
wizard when the Resource is Classic Storage Accounts.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Classic Storage Accounts

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in
the Criteria field of the Resource page.

Delete The classic storage account has been deleted.
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Action on this Resource Description

List keys Keys have been listed for the classic storage account.

Regenerate key Keys have been regenerated for the classic storage
account.

Register The classic storage account has been registered.

Write storage Storage has been written for the classic storage account.

Write diagnostic settings Diagnostic settings have been written for the classic
storage account.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Azure Users
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Azure AD User.

Prerequisite: You must start creating your new policy in Creating an Azure Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Azure AD User

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this Resource Description

Any Any action taken on this resource, as identified in the Criteria
field of the Resource page.

Failed login The Azure AD User has attempted to log in and failed.
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Action on this Resource Description

Login The Azure AD User has successfully logged in.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Azure Policy and finish the steps to complete your policy
alert, resuming at step 6.

Creating Policy Alerts for Discovered Applications
Create custom policies to generate alerts for actions on resources that are specific to
discovered applications.

Prerequisite: Ensure that you have followed the instructions in Getting Started with
Policies to review available managed policies, and any custom policies that already
exist, before creating a new custom policy.

Creating a Policy for Discovered Applications
Follow these general steps for any policy you create to generate an alert for actions in
discovered applications.

Oracle CASB Cloud Service displays an alert in Risk Events whenever an event
occurs that matches the policy conditions.

The following are the general steps for creating a policy for discovered applications
that generates an alert whenever an event occurs that matches the policy conditions.
Oracle CASB Cloud Service displays all alerts in Risk Events. Optionally, you can
also choose to receive an email notification.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.
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e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select Discovery.

Application instance Leave the selection as Any. There can only be one instance of
App Discovery in an Oracle CASB Cloud Service tenant.

5. Specify resource details and actions.

a. Specify Resource details, using the information in the table below:

Field Value(s)

Resource The tag for the type of discovered application you want to
monitor:
• Sanctioned — applications like this are officially

sanctioned and should be available to all users.
• Permitted — applications like this are not officially

sanctioned, but are permitted when a user or group has
asked to use the application and the request has been
approved.

• Restricted — applications like this are restricted to use
by only specific individuals.

• Prohibited — applications like this should never be used
by anyone in the organization.

• Irrelevant — applications like common websites or an
advertisement that can be excluded from a security
analysis.

Resource name You must provide a name for the selected resource type. If
you select:
• Text, select an operator from the drop-down list (Equal

to, Contains), Begins with or Ends with and enter type
a full or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

b. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Tag The only option available. Selecting this has same effect as
selecting Any.

c. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert
will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert,
or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you
just added as the basis for the resource name-action pair you want to add.
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d. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not
contain.

b. In the text box to the right, enter one or more text strings that the user name
must contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry
is contained, or not contained, in the name of the user who took the action, the
alert is triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only
if the specified conditions are met.

For information on condition parameters available for use in policy alerts for
discovered applications, see Condition Parameters for Discovered Applications.
For information on free-form conditions, see Examples of Parameters in Free-
Form Conditions.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.

In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed.
The alert is triggered only if all of the conditions are met. If you need
to OR multiple conditions, create a separate policy for each
condition.

d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event
matches the policy, Oracle CASB Cloud Service always adds an alert to Risk
Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Discovered Applications
Review the parameters and operators that are available in the Conditions page of the
policy creation wizard for applications discovered in Oracle CASB Cloud Service –
Discovery.
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These parameters and operators are available on the Conditions page of the New Policy
wizard to fine tune your alerts for discovered applications.

Field Value(s)

Resource The type of object you want to monitor. 

Resource name In this field, you restrict Oracle CASB Cloud Service's alerts
to resources with a particular name or partial name.

Action on this resource Leave the selection as Any. The alert will be triggered if the
resource is discovered.

Creating Policy Alerts for Office 365
Create custom policies to generate alerts for actions on resources that are specific to your
Office 365 environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with Policies
to review available managed policies, and any custom policies that already exist, before
creating a new custom policy.

Policies let you identify user behaviors that you want to be alerted for. In addition to
automatically detecting suspicious behaviors within Office 365, you can configure Oracle
CASB Cloud Service to generate alerts for particular resources and actions in Office 365.

• Creating an Office 365 Policy provides general instructions for creating a policy alert for
any Office 365 component. Start creating your Office 365 policy here.

• Condition Parameters for Office 365 describes the condition parameters that are shared
by alerts for all of the Office 365 components.

Exchange, SharePoint and OneDrive, and Active Directory each have their own specific
configurations, based on the resource you select to monitor for actions that should trigger an
alert.

Creating an Office 365 Policy
Follow these general steps for any policy you create to generate an alert for actions in Office
365.

The following are general steps for creating an Office 365 Exchange Online policy. Once
created, when the policy conditions are met, Oracle CASB Cloud Service displays an alert
in Risk Events and optionally can send the alert through email.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.
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e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select Office365.

Application instance The application instance(s). Select Any if you want the alert
to apply to every registered instance of the selected
application type. Otherwise, select one or more individual
instances.

5. To complete the selections on the Resource page, follow a link below to locate the
topic for the particular resource type on which you want to trigger this alert.

• Creating Policy Alerts for Office 365 Exchange Online

• Creating Policy Alerts for Office 365 SharePoint and OneDrive

• Creating Policy Alerts for Office 365 Azure Active Directory

When you finish making the rest of the selections on the Resource page, follow
the link at the end of that topic to return to this page and continue with the next
step below.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not
contain.

b. In the text box to the right, enter one or more text strings that the user name
must contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry
is contained, or not contained, in the name of the user who took the action, the
alert is triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only
if the specified conditions are met.

For information on condition parameters available for use in policy alerts for Office
365, see Condition Parameters for Office 365. For information on free-form
conditions, see Examples of Parameters in Free-Form Conditions.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.

In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed.
The alert is triggered only if all of the conditions are met. If you need
to OR multiple conditions, create a separate policy for each
condition.
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d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service always adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Office 365
Review the parameters and operators that are available in the Conditions page of the policy
creation wizard for Office 365.

These parameters and operators are available on the Conditions page of the New Policy
wizard to fine tune your alerts for Office 365.

Note:

The exact list of parameters that you see on the Conditions page depends on the
resource details that you specify on the Resource page. Not all parameters are
available with all resources.

Parameter Operator Value

IP address v4 Include this list of addresses (In or Equal to) or
exclude them (Not in or Not equal to).

A comma-separated list of IPv4
addresses.

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.

Timestamp The drop-down list determines whether the time
is exact, later than the time you entered, or
earlier (given a 24-hour time frame). Oracle
CASB Cloud Service evaluates the timestamp
using Greenwich Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.

CASB threat
intelligence IP
reputation

Equal to is the only option. To flag events from IP
addresses with bad or good
reputations, select:
• Suspicious for bad

reputations.
• Regular for good

reputations.

City, State, or
Country

• Equal to requires matching the name you
enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of several
names you enter in Value.

The name of the city, or the
state or province, in the physical
address that’s associated with
the IP address.
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Creating Policy Alerts for Office 365 Exchange Online
Learn how to create policies to identify Exchange Online events that you want to be
notified of ,for example, sending email to competitor email domains or adding users to
Exchange Online administrative groups.

Prerequisite: Ensure that you have followed the instructions in Getting Started with
Policies to review available managed policies, and any custom policies that already
exist, before creating a new custom policy.

For background about the different Office 365 resource types and that you can detect
with policy alerts, see Exchange Online knowledge base.

Creating Alerts for Sending and Receiving Email Using Exchange
Online

Create policy alerts for email that is sent through the Exchange Online server.

You can create policy alerts for email that is sent through the Exchange Online server,
either through the Outlook application or through an external application such as
Thunderbird. For example, you can be notified when:

• Email recipients belong to external or competitor organizations.

• Users send email from or to IP addresses that are identified as suspicious.

• An administrator removes a protection rule related to sending email.

Note:

Alerts can't be triggered based on content in that appears in email subject
line.

To create an alert for sending or receiving email:

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, make these selections:

Field Values

Application type Select Office365.

Application
instance

The application instances. Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.
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Field Values

Resource Select Exchange Mail.

Resource name Oracle CASB Cloud Service currently defaults the Exchange Mail
resource type to "all sent or received email."

You can define email senders in the next step of the wizard. You also
can define recipients and other filters (for example, destination
domains) in the Conditions page of the wizard.

Action on this
resource

Send. Identifies email sent from this Exchange Online account.

Received. Identifies email sent to this Exchange Online account.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Next. The Conditions page is optional. For a description of
condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches the
policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Outlook Protection Rule Resources
Understand how to use the Resource type Exchange Admin: Outlook Protection Rule.

In addition to policies for sending and receiving email, you can configure the resource type
Exchange Admin: Outlook Protection Rule to detect when an administrator modifies any
rule that’s applied before a user sends a message (Action: Set), disabled the rule (Action:
Disable), enabled one (Action: Enable), created a rule (Action: New), or deleted one (Action:
Remove).

Creating Alerts for Exchange Users, Admins, Roles, Contacts, and Groups
Create policies to identify actions taken on roles, and memberships to role groups.

Office 365 Exchange lets administrators define the tasks that groups of users and
administrators can perform using role groups.

Creating Alerts for Actions Taken on Administrators
Create alerts to track changes to administrative roles and the users given these roles.

This information can be useful to people who are responsible for Office 365 administration
and want to ensure that they know everyone who has access to sensitive resources in
Exchange Online.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.
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2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.

Resource Select Exchange Admin: Admin Role Member

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial role group name.

Regular expression. Enter .* to match all roles or a regular
expression to identify a subset of all role groups.

Action on this
resource

Trigger an alert when a member of an administrative role group is
added (Action: Add), deleted (Action: Remove), or modified (Action:
Update).

5. Click Add and then add the resource type Exchange Admin: Admin Role
Member, and identify one or more members and actions.

When you are done, click Next.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

7. When you are done, click Condition. In this page, you can filter the policy. For a
description of condition parameters, see Condition Parameters for Office 365.

8. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

9. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Changes to Administrative Groups
Create a policy that generates an alert when an administrative group is added,
deleted, or modified.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.
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3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Exchange Admin: Admin Role

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial role group name.

Regular expression. Enter .* to match all roles or a regular
expression to identify a subset of all roles.

Action on this resource Trigger an alert when an administrative role group is added (Action:
Add), deleted (Action: Remove), or modified (Action: Update).

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Condition. In this page, you can filter the policy. For a
description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches the
policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Changes to User Role Assignments
Create a policy that generates an alert when a user role is added, deleted, or modified.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.
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Field Value

Application instance The application instances. Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Exchange Admin: User Role

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and enter type a full or partial role group name.

Regular expression. Enter .* to match all roles or a regular
expression to identify a subset of all roles.

Action on this resource Any. Matches any action on the role or roles.â

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. When you are done, click Condition. In this page, you can filter the policy. For a
description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Other User, Group, Admin, Role, and Contact Resources
Create a policy that generates an alert for other actions on Exchange Online users,
administrators, contacts, and groups.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to apply
to every registered instance of the selected application type.
Otherwise, select one or more individual instances.
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Field Value

Resource Select a resource:

• Exchange Admin: Address List Paging : Detects when
address list paging is enabled (Action: Enable-
AddressListPaging).

• Exchange Admin: Contact List : Detects importing a list of
contacts using a .csv file (Action: Import).

• Exchange Admin: Distribution Group : Detects distribution
group modifications (Actions: Set), new groups (Action: New),
and deletions (Action: Remove).

• Exchange Admin: Distribution Group Member : Detects
distribution group member modifications (Actions: Set), new
group members (Action: New), and deletions (Action:
Remove).

• Exchange Admin: Dynamic Distribution Group : Detects
dynamic distribution group modifications (Actions: Set), new
contacts (Action: New), and deletions (Action: Remove). The
membership for these groups is based on filters and
conditions, and is recalculated each time a user sends a
message to the group.

• Exchange Admin: Mail Contact : Detects contact list user
modifications (Actions: Set), new contacts (Action: New), and
deletions (Action: Remove).

• Exchange Admin: Mail User : Detects email user
modifications (Actions: Set), new groups (Action: New), and
deletions (Action: Remove).

• Exchange Admin: Management Role : Detects changes to
role-based permission sets (Actions: Set), new roles (Action:
New), and deletions (Action: Remove).

• Exchange Admin: Management Role Assignment : Detects
when someone assigns a management role to a group, policy,
user or security group (Action: New), deletes the role (Action:
Remove), or modifies it (Action: Set).

• Exchange Admin: Management Role Entry : Detects
changes to the permissions assigned to a management role
(Actions: Set), permissions added to the role (Action: New),
and permissions deleted (Action: Remove).

• Exchange Admin: Management Scope : Detects changes to
the scope of a management role (Actions: Set), new scope
definitions (Action: New), and deletions (Action: Remove).
These are servers, mailboxes, and other objects that a
management role applies to.

• Exchange Admin: Unified Group : Detects creation of a
unified group (Action: Set-UnifiedGroup).

• User Photo (UserPhoto) : Detects addition (Action: Set-
UserPhoto) and removal (Action: Remove-UserPhoto) of a
user photo.

• Exchange Admin: User Role : Detects changes to role
assignment policies. These alerts detect new, deleted, and
updated policies, which are collections of user roles.

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial role group name.

Regular expression. Enter .* to match all roles or a regular
expression to identify a subset of all roles.
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Field Value

Action on this
resource

Any. Matches any action on the role or roles.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. When you are done, click Condition. In this page, you can filter the policy. For a
description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for DLP, Malware, and Filtering
Create a policy that generates an alert for actions on policies for data loss prevention
(DLP), or malware and content.

Office 365 Exchange lets administrators configure data loss prevention (DLP) policies
to filter email messages and attachments (for example, to prevent transmission of
personally identifiable information). Malware and content (spam) filtering policies
prevent distribution of unwanted information and potentially destructive programs.

You can create policies to identify actions taken on DLP, malware, and content filtering
policies.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

Resource Exchange Admin: Data Loss Prevention Policy
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Field Value

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and enter type a full or partial DLP or malware filter
policy name.

Regular expression. Enter .* to match all DLP or malware filter
policies or a regular expression to identify a subset of all of
these policies.

Action on this resource These alerts detect when one of these resource types has been
added (Action: New), deleted (Action: Remove), or modified
(Action: Set), or when a malware filter rule has been enabled or
disabled.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Condition. In this page, you can filter the policy. For a
description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches the
policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Additional DLP, Malware, and Filtering Resources
Learn about additional resources you can use in alerts for DLP, and malware and content
filtering.

Malware and content (spam) filtering policies prevent distribution of unwanted information
and potentially destructive programs. These fields or field types are available for use in
creating alerts:

Field or Field Type Description

Exchange Admin: Hosted
Connection Filter Policy

Detects modifications to connection filter policies (Action: Set).

These policies create safe sender and blocked sender lists.

Exchange Admin: Hosted
Content Filter Policy

Detects modifications to spam filter policies (Action: Set) and deleted
policies (Action: Remove).

Exchange Admin: Hosted
Content Filter Rule

Detects modifications to spam filter rules, which define when and how to
apply spam filter policies (Action: Set), deleted rules (Action: Remove),
enabled rules (Action: Enable), and disabled ones (Action: Disable).

Creating Alerts for Exchange Information Rights Management
Create a policy that generates an alert when information rights management (IRM) rules are
disabled, modified, or deleted.
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Office 365 Exchange lets administrators create Information Rights Management (IRM)
rules. These rules protect online and offline email messages and attachments. You
can create policies to identify changes to your IRM rules, for example, to be notified
when these rules are disabled, modified, or deleted.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

Resource Exchange Admin: IRM Configuration

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial rule name.

Regular expression. If you select this option, enter .* to match
all IRM rules or a regular expression to match one or more
rules.

Action on this resource One of the following:

• Any. Matches any action on an IRM rule.
• Set. Generates an alert when someone modifies a rule.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. When you are done, click Condition. In this page, you can filter the policy. For a
description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Exchange Online Access Rules
Create a policy that generates an alert when online access rules are created, deleted,
or modified.
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Office 365 Exchange lets administrators define access controls within and across forests. You
can create policies to identify changes to your access rules, for example, to be notified when
these rules are disabled, modified, or deleted.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Exchange Admin: Availability Config

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial rule name.

Regular expression. If you select this option, enter .* to match all
rules or a regular expression to match one or more rules.

Action on this resource One of the following:

• New. Matches creation of a new rule.
• Remove. Generates an alert when someone deletes a rule.
• Set. Generates an alert when someone modifies a rule.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Condition. In the Conditions page, you can filter the policy.
For a description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches the
policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Other Exchange Online Access Resources
Learn about additional resources you can use in alerts for online access rules.

These Resource types are available for use when creating alerts.
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Resource Type Description

Exchange Admin:
Availability Address
Space

This resource type identifies rules for creating availability address
space objects for sharing free/busy data. Available actions in the
policy: Create a new availability address space (Action: Add), or
delete (Action: Remove).

Exchange Admin: Default
Sharing Policy

This resource type identifies installation of a default sharing policy
(Action: Install-DefaultSharingPolicy).

Exchange Admin:
Federated Organization
Identifier

This resource type identifies the federated organization identifier for
the Exchange organization. Available actions in the policy: modify
the identifier (Action: Set).

Exchange Admin:
Organization Relationship

Identifies when an administrator defines a new relationship with an
external Exchange organization (Action: New), deletes one (Action:
Remove), modifies one (Action: Set), or tests the configuration for
an organization relationship (Action: Test).

Exchange Admin: Outlook
Web App Policy

Identifies creation of new policies to control access to web
mailboxes and calendars (Action: New), deleted policies (Action:
Remove), and modified policies (Action: Set).

Exchange Admin:
Recipient Enforcement
Provisioning Policy

Identifies when a recipient enforcement policy is created (Action:
Set-RecipientEnforcementProvisioningPolicy).

Creating Alerts for Exchange Mailboxes and Folders
Create a policy that generates an alert for changes to public and user mailboxes.

Office 365 Exchange lets administrators create, update, enable, disable, and delete
public folder mailboxes and user mailboxes. You can create policies to identify
changes to public and user mailboxes (for example, to track any changes to the
mailbox audit or diagnostic logs or to global mailbox settings).

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

Resource Exchange Admin: Mailbox
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Field Value

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial mailbox name.

Regular expression. Enter .* to match all mailboxes or a
regular expression to identify a subset of all mailboxes.

Note: If you match all mailboxes, consider narrowing the policy
in later pages of this wizard. Otherwise, the policy can generate
too many alerts to be practical.

Action on this resource Identifies when a mailbox is created (Action: New), removed,
searched, modified (Action: Set), disabled, or enabled.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Condition. In the conditions page, you can filter the policy. For
a description of condition parameters, see Condition Parameters for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches the
policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Other Exchange Mailbox Actions
Create a policy that generates an alert for the full range of actions on public and user
mailboxes.

1. Follow steps 1 and 2 in the previous procedure.

2. In step 3, configure a resource and action as follows:

Resource Type Description

Exchange Admin: Client
Access Settings on a
mailbox

Detects when any change is made to client access policies for the
named mailbox (for example, setting the mailbox email protocol and
ActiveSync mailbox policy).

Exchange Admin:
FolderBind

Detects when a mailbox folder is accessed (Action: FolderBind).

Exchange Admin:
InboxRule

Detects enabled inbox rules, which define inbound message handling, for
example, by moving particular messages to a specified folder (Action:
Enable), changes to the rules (Action: Set), disabled rules (Action:
Disable), new rules (Action: New), and deleted rules (Action: Remove).

Exchange Admin: Mail
Public Folder

Detects when someone email-enables a public folder (allows users to
post to it) (Action: Enable) or disables posting (Action: Disable).

Exchange Admin: Mailbox
Audit Log

Detects when the audit log is searched.
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Resource Type Description

Exchange Admin: Mailbox
Calendar Folder

Detects when someone configures access and sharing permissions for a
folder.

Exchange Admin: Mailbox
Diagnostic Logs

Detects when someone exports the diagnostic logs.

Exchange Admin: Mailbox
Folder

Detects when someone exports a folder.

Exchange Admin: Mailbox
Folder Permissions

Detects when someone creates, deletes, or modifies folder permissions.

Exchange Admin: Mailbox
Permission

Detects when someone adds or removes access permission to a
mailbox. This can be the mailbox owner or another user.

Exchange Admin: Mailbox
Relocation Request

Detects when someone submits a mailbox relocation request (Action:
New-MailboxRelocationRequest).

Exchange Admin: Managed
Folder Assistant

Detects when someone starts message records management (MRM)
processing for one or more mailboxes.

Exchange Admin: Public
Folder

Detects when a public folder is created (Action: New), its attributes are
modified (Action: Set), or it’s deleted (Action: Remove).

Exchange Admin: Public
Folder Client Permission

Detects when user access rights to a folder are created (Action: Add) or
deleted (Action: Remove).

Exchange Admin: Public
Folder Mailbox

Detects when settings for a public folder mailbox are modified (Action:
Update).

Exchange Admin: Public
Folder Migration Request

Detects when migration from Exchange Server 2010 is created (Action:
New), deleted (Action: Remove), resumed (Action: Resume), modified
(Action: Set), or suspended (Action: Suspend).

Exchange Admin: Site
Mailbox

Detects when someone modifies or tests a site mailbox (which
consolidates SharePoint and Exchange Online email).

Exchange Admin: Site
Mailbox Provisioning Policy

Detects when someone modifies the storage quotas for a site mailbox.

Exchange Admin: Soft
Deleted Mailbox

Detects when someone restores a soft-deleted mailbox to an Active
Directory account.

Creating Alerts for Exchange Email Retention Rule Changes
Create a policy that generates an alert for changes to email retention rules.

Office 365 Exchange lets administrators create, update, and delete policies for how
long different types of email must be kept. In general, these policies help an
organization comply with internal, governmental, and legal requirements.
Administrators also create, enable, disable, and delete journal rules. This controls
storage of sent and received messages, again often to comply with various
requirements.

Exchange Online administrators can extend retention periods by putting a mailbox on
In-Place Hold or Litigation Hold.

You can create policies to identify changes to your email retention rules, for example,
to be notified when these rules are disabled, modified, or deleted.

Prerequisite: You must start creating your new policy in Creating an Office 365 Policy
in order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.
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Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Exchange Admin: Retention Policy

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

New-RetentionPolicy A new retention policy is created.

Remove-RetentionPolicy A retention policy is removed.

Set-RetentionPolicy A retention policy is set.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Office 365 Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Journal Rule Changes
Create a policy that generates an alert for changes to journal rules.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Locate the policy you want to modify, and then click the Edit icon (right end of row, under
ACTION).

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, make these selections:
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Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

Resource Exchange Admin: Journal Rule

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and then enter a full or partial rule name.

Regular expression. Enter .* to match all email retention rules.

Action on this resource Any. Matches any action on a journal rule.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. When you are done, click Condition.

In the Conditions page, you can filter the policy. For example, to exclude
everyone in a particular domain, click Add new condition, in the Parameter drop-
down list select Recipient, and in the Operator field, select Contains or Does not
contain, then enter the user name or a partial name.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Mailbox Retention Rule Changes
Create a policy that generates an alert for changes to mailbox retention rules.

1. Follow steps 1 and 2 in the previous procedure.

2. In step 3, configure a resource and action as follows

Resource Type Description

Exchange Admin:
Retention Policy

Detects when someone creates a mailbox or folder retention
policy (Action: New), deletes one (Action: Remove), or modifies
one (Action: Set).

Exchange Admin:
Retention Policy Tag

Detects when someone creates a mailbox or folder retention tag
(Action: New), deletes one (Action: Remove), or modifies one
(Action: Set).

The tags contain particular retention settings. Retention policies
contain one or more tags.
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Creating Alerts for Exchange Mobile Devices and ActiveSync
Create a policy that generates an alert for actions taken on ActiveSync devices.

An administrator can configure and remove mobile devices that can synchronize with Office
365 Exchange mailboxes. The administrator can also create rules for an Exchange
ActiveSync device that define conditions under which a mobile device can access Office 365
Exchange. These conditions, or access rules, define when devices are allowed, blocked, or
quarantined (for example, if they are believed to be infected with malware).

You can create policies to identify actions taken on ActiveSync devices, including removing or
wiping the devices clean, creating or modifying the access rules and mailbox policies for
them, and setting organizations for the devices.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, make these selections:

Field Value

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to apply to
every registered instance of the selected application type. Otherwise,
select one or more individual instances.

Resource Exchange Admin: ActiveSyncDevice. Returns mobile devices that
have been configured for synchronization (ActiveSync) with your
Exchange Online account.

Resource name If you select:

Text. Select an operator from the drop-down menu (for example,
Contains), and enter type a full or user name.

Regular expression. Enter .* to match all devices.

Action on this resource Any. Matches any action on an ActiveSync device.

Clear. Matches a clear (wipe) action on an ActiveSync device.

Remove. Matches remove (delete) action on an ActiveSync device.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set in the previous step.

6. When you are done, click Condition. In the Conditions page, you can filter the policy,
for example, according to the client's IP address or time of day. For example, to limit the
alert to only a particular set of users, or to everyone except a particular set of users, click
Add new condition, in the Parameter drop-down list, select Recipient, and then do the
following:

• To monitor for particular users, in the Operator field select Contains and then enter
the user name or a partial name.
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• To monitor for changes to anyone except a particular user or users, in the
Operator field select Does not contain and then enter the name or partial
name.

For more information on conditions in Office 365 alerts, see Condition Parameters
for Office 365.

7. Click Next and set your Action notifications:

• Show an alert in the Risk Events page is selected. When an event matches
the policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Creating Alerts for Other ActiveSync Device Actions
Create a policy that generates an alert for actions taken on other ActiveSync
resources.

There are several more resource types for which you can configure Exchange alerts
for ActiveSync device actions.

1. Follow steps 1 and 2 in the previous topic to configure the policy.

2. When you set the action, set one the following resource types and actions:

Resource Type Description

Exchange Admin:
ActiveSync Device
Access Rule

Triggers an alert when someone adds a device (Action: New),
deletes one (Action: Remove), or modifies one (Action: Set).

Exchange Admin:
ActiveSync Mailbox
Policy

Triggers an alert when someone adds a mailbox policy (Action:
New), deletes one (Action: Remove), or modifies one (Action:
Set). Mailbox policies include tranport rules and security
configuration settings (for example, S/MIME rules and password
requirements).

Exchange Admin:
ActiveSync Access
Settings

Triggers an alert when someone modifies a global setting for an
organization, such the email addresses of administrators who
receive reports (Action: Set).

Other Alerts for Mobile Services and ActiveSync
Learn about additional resources you can use in alerts for mobile services and
ActiveSync.

Oracle CASB Cloud Service policies support these Resource types:

Resource Type Description

Device Exchange Admin: Mobile  Triggers an alert when someone deletes a mobile device
with an ActiveSync partnership (Action: Remove) or
wipes one clean (Action: Clear).                                        
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Resource Type Description

Exchange Admin: Mobile Device
Mailbox Policy 

Triggers an alert when someone creates a policy (for
example, password rules) for a mobile device (Action:
New), deletes a mobile device policy (Action: Remove), or
modifies one (Action: Set).                             

Creating Alerts for Unified Messaging
Create a policy that generates an alert for actions taken on the Unified Messaging (UM)
system that controls voice mail and the auto-attendant.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select a Priority,
select  Include in user risk score if you want policy violations included in user risk score
computations, and then click Next.

4. In the Resource page, make these selections:

Field Value(s)

Application type Select Office365.

Application instance The application instances. Select Any if you want the alert to apply to every
registered instance of the selected application type. Otherwise, select one
or more individual instances.
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Field Value(s)

Resource Select a resource:

• Exchange Admin: UM Auto Attendant : Detects when an auto-
attendant is enabled (Action: Enable), disabled (Action: Disable),
created (Action: New), deleted (Action: Remove), or modified (Action:
Set).

• Exchange Admin: UM Call Answering Rule : Detects when a UM call
answering rule is enabled (Action: Enable), disabled (Action: Disable),
created (Action: New), deleted (Action: Remove), or modified (Action:
Set).

• Exchange Admin: UM Call Data Record : Detects when a UM call is
exported (Action: Export).

• Exchange Admin: UM Dial Plan : Detects when a dial plan that
connects a user's telephone number and voice mail to their mailbox is
created (Action: New), deleted (Action: Remove), or modified (Action:
Set).

• Exchange Admin: UM Hunt Group : Detects when a hunt group is
added (Action: New) or deleted (Action: Remove). A hunt group is a
logical representation of a private branch exchange (PBX) or IP PBX
hunt group, and connects a UM IP gateway with a UM dial plan.

• Exchange Admin: UM IP Gateway : Detects when someone creates a
Unified Messaging (UM) gateway to connect a hunt group to other
gateways, PBXes or controllers (Action: New), disables the gateway
(Action: Disable), enables one (Action: Enable), deletes one (Action:
Remove) or modifies one (Action: Set).

• Exchange Admin: UM Mailbox : Detects when someone enables a
mailbox for UM (Action: Enable), disables UM for a mailbox (Action:
Disable), or modifies a mailbox's UM settings (Action: Set).

• Exchange Admin: UM Mailbox PIN : Detects when someone resets
the PIN for a UM-enabled mailbox (Action: Set).

• Exchange Admin: UM Mailbox Policy : Detects when someone
creates a UM mailbox policy (Action: New), deletes one (Action:
Remove), or modifies one (Action: Set). UM mailbox policies define the
configuration of the mailbox (for example, whether speech recognition
is enabled and whether the the user is required to enter a PIN to
access voice mail).

• Exchange Admin: UM Prompt : Detects when someone exports the
audio file for UM dial plans and auto-attendants.

Resource name Oracle CASB Cloud Service sets the default for the Exchange Mail resource
type to "all sent or received email."

You can define email senders in the next step of the wizard. You also can
define recipients and other filters (for example, destination domains) in the
Conditions page of the wizard.

Action on this
resource

Send. Identifies email sent from this Exchange Online account.

Received. Identifies email sent to this Exchange Online account.

When you are done, click Next.

5. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set in the previous step.

6. When you are done, click Next. The Conditions page is optional. For more
information on conditions in Office 365 alerts, see Condition Parameters for Office
365.

7. Click Next and set your Action notifications:
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• Show an alert in the Risk Events page is selected. When an event matches the
policy, Oracle CASB Cloud Service adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

• Send email to this address. Send email to the designated address.

8. When you are done, click Next, review your settings, and then click Submit.

Alerts for Other Exchange Online Resources
Learn about additional Resource types you can use in alerts for Exchange Online.

Almost every administrative action that affects Exchange Online triggers an underlying
function known as a cmdlet. Oracle CASB Cloud Service generates alerts when a cmdlet
matches a policy action, and the objects that the cmdlet acts on match the resources in the
policy (and optionally other conditions). As a result, Oracle CASB Cloud Service detects
actions performed in the UI, at the command line, and using any other method that triggers
an Exchange Online action.

Consult the online help for Exchange Online cmdlets for details about each cmdlet. You can
create policy alerts for all available actions on these cmdlets.

Subscriptions
Learn about additional resources you can use in alerts for subscriptions in Exchange.

Exchange subscription fields and descriptions.

Field Description

Exchange Admin: Connect
Subscription

Detects a new service integration (for example, with Facebook) (Action:
New) or a modified one (Action: Set).

Exchange Admin: IMAP
Subscription

Detects when a user creates IMAP subscriptions in their cloud-based
mailbox (Action: New) or deletes one (Action: Remove).

Exchange Admin: Hotmail
Subscription

Detects when a user creates Hotmail subscriptions in their cloud-based
mailbox (Action: New) or modifies one (Action: Set).

Exchange Admin: POP
Subscription

Detects when a user creates POP subscriptions in their cloud-based
mailbox (Action: New) or modifies one (Action: Set).

Exchange Admin:
Subscription

Detects when a user creates a new Hotmail, POP or IMAP subscription
in their cloud-based mailbox (Action: New) or deletes one (Action:
Remove).

Admin Audit Log
Learn about additional resources you can use in alerts for admin audit logs in Exchange.

This table lists the fields on the Resource page in the policy creation wizard, with the values
you would use in an alert for Admin Audit Log.

Field or field type Description

Exchange Admin: Admin
Audit Log

Detects when someone writes a comment in the admin audit log (Action:
Write).

Chapter 16
Creating Policy Alerts for Office 365 Exchange Online

16-111

https://technet.microsoft.com/en-us/library/jj200780(v=exchg.160).aspx


Field or field type Description

Exchange Admin: Admin
AuditLog Config
(AdminAuditLog)

Detects when someone writes a configuration entry in the audit log
(Action: Write-AdminAuditLog).

Exchange Admin: Admin
Audit Log Search

Detects when someone searches the admin audit log (Action: Search).

System Configuration
Learn about additional resources you can use in alerts for system configuration in
Exchange.

Exchange system configurations fields and descriptions.

Field or Field Type Description

Exchange Admin:
Availability Address
Space

Detects when someone creates address space objects for creating
free/busy information across organizations (Action: Add) or deleting
them (Action: Remove).

Exchange Admin:
Availability Config

Detects when someone creates an access level for free/busy
information (Action: Add), deletes one (Action: Remove), or
modifies one (Action: Set).

Exchange Admin: Data
Classification Config

Detects when someone installs a data classification configuration
(Action: Install-DataClassification).

Exchange Admin:
Exchange Assistance
Config

Detects when someone creates (Action: New-
ExchangeAssistanceConfig) or sets (Action: Set-
ExchangeAssistanceConfig) an Exchange assistance configuration.

Exchange Admin:
Resource Config

Detects when someone installs a resource configuration (Action:
Install-ResourceConfig).

Exchange Admin: Tenant
Object Version

Detects when someone sets a tenant object version (Action: Set-
TenantObjectVersion).

Migration and Move Requests
Learn about additional resources you can use in alerts for migration and move
requests in Exchange.

This table lists the fields on the Resource page in the policy creation wizard, with the
values you would use in an alert for migration and move requests.

Field or Field Type Description

Exchange Admin:
Migration Batch

Detects when someone concludes the process to move mailboxes
from on-premises to Exchange Online, or from Exchange Online to
on-premises (Action: Complete), submits a migration request
(Action: New), deletes the request (Action: Remove), updates the
request (Action: Set), starts the process (Action: Start), or stops an
in-flight migration (Action: Stop).

Exchange Admin:
Migration Report

Detects when someone exports a migration report (Action: Export).

Chapter 16
Creating Policy Alerts for Office 365 Exchange Online

16-112



Field or Field Type Description

Exchange Admin:
Migration Server
Availability

Detects when someone tests migration server availability (Action:
Test).

Exchange Admin:
Migration User

Detects when someone deletes a user from a migration task
(Action: Remove).

Exchange Admin: Move
Request

Detects when someone creates a request to move an
asynchronous mailbox or personal archive (Action: New), deletes
the request (Action: Remove), restarts a move (Action: Resume),
modifies a request (Action: Set), or suspends an in-flight move
(Action: Suspend).

Organizations
Learn about additional resources you can use in alerts for organizations in Exchange.

This table lists the fields on the Resource page in the policy creation wizard, with the values
you would use in an alert for organizations.

Field Description

Exchange Admin:
Organization Config

Detects when an administrator has modified settings for an Exchange
organization (Action: Set), for example, changing distribution group
settings and the address book root.

Exchange Admin:
Organization Customization

Detects when an administrator enables organization customization
(Action: Enable). This permits the administration center to perform
actions such as creating role groups, role assignment policies, and
sharing policies.

Creating Policy Alerts for Office 365 SharePoint and OneDrive
Create custom policies to generate alerts for actions on resources that are specific to your
Office 365 SharePoint and OneDrive environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with Policies
to review available managed policies, and any custom policies that already exist, before
creating a new custom policy.

You can create policies for actions and resources in SharePoint and OneDrive.

Note:

If you registered your Office 365 instance before April 2016, to enable the features
for SharePoint and OneDrive and for Azure AD, you must re-enter the Oracle CASB
Cloud Service user's credentials for your registered application instance in the
credentials update page: select Applications, click the icon for the instance to
display the Health Summary, and then Modify, Update Credentials.
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Creating Alerts for SharePoint and OneDrive User and Group
Management

Create a policy that generates an alert for actions taken on users and groups.

For instructions about how to create a policy alert for Office 365, see the topics for 
Creating Policy Alerts for Office 365 Exchange Online.

Here are the resources and actions for user and group management. Except where
noted otherwise, these resource types and actions apply to both SharePoint and
OneDrive.

Resource Action/Event Name Trigger for Policies with This Resource and
Action

List of user agents
exempted from
indexing

Modify
(CustomizeExemptU
sers)

A global administrator customizes the list of
exempt user agents in the SharePoint
administrator center.

When exempt user agents encounter an InfoPath
form, the form is returned as an XML file instead
of an entire web page. This speeds up indexing of
InfoPath forms.

Add to list
(ExemptUserAgentS
et)

A global administrator adds a user agent to the list
of exempt user agents in the SharePoint
administrator center.

Group Add group
(GroupAdded)

A site administrator or owner creates a group for a
site, or performs another task that results in a
group being created. (For example, when a user
creates a link with edit permissions to a shared
file, a system group is added to the user's site.)

Remove group
(GroupRemoved)

A user deletes a group from a site.

Modify
(GroupUpdated)

A site administrator or owner changes the settings
for a group (for example, the group name or who
can edit the group membership).

Grant permission to
create groups
(AllowGroupCreation
Set)

A site administrator or owner adds a permission
level that allows users to create a group for the
site.

Add user
(UserAddedToGroup
)

A site administrator or owner adds a person to a
group on a site. This grants the group's
permissions to the user.

Remove user
(UserRemovedFrom
Group)

A site administrator or owner removes a person
from a group on a site. This removes the group's
permissions from the user.

Add group SSO
credentials
(SSOGroupCredenti
alsSet)

An administrator sets group credentials in the
Secure Store service.

User Add User SSO
credentials
(SSOUserCredential
sSet)

An administrator sets user credentials in the
Secure Store service.
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Creating Alerts for SharePoint and OneDrive Files and Folders
Create a policy that generates an alert for actions taken on files and folders.

Note:

For instructions about how to create a policy alert, see the topics for Creating Policy
Alerts for Office 365 Exchange Online.

.

This table lists the fields on the Resource page in the policy creation wizard, with the values
you would use in an alert for SharePoint and OneDrive files and folders.

Note:

The Folder... options may only be available if you have set up targeted release
options (also commonly referred to as "preview mode") for the Office 365 service
account. See the Microsoft documentation, Set up the Standard or Targeted release
options in Office 365.

Resource Action/Event Name Trigger for
Policies with
This Resource
and Action

SharePoint/OneDrive SharingInvitation SharingInvitationAccepted A recipient of an
invitation to view or
edit a shared file
or folder clicks the
link in the
invitation.

SharingInvitationCreated A user sends an
invitation to view or
edit a shared file
or folder on a site.
The invitation goes
to a person inside
or outside his or
her organization.

AccessInvitationExpired An invitation sent
to an external user
expires.

By default, an
invitation sent to a
user outside of
your organization
expires after 7
days if the
invitation isn't
accepted.
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Resource Action/Event Name Trigger for
Policies with
This Resource
and Action

SharingInvitationRevoked The site
administrator or
owner of a site or
document
withdraws an
invitation that was
sent to a user
outside your
organization.

An invitation can
be withdrawn only
before it's
accepted.

AccessInvitationUpdated The sender of an
invitation to view or
edit a shared file
or folder on a site
resends the
invitation.

SharePoint/OneDrive Sharing SharingRevoke Someone removes
a sharing
permission.

SharingSet Someone modifies
a sharing
permission.

SharePoint/OneDrive SharedLink AnonymousLinkCreated Someone creates
a link that allows
external users to
view documents
anonymously.

AnonymousLinkUsed Someone views
documents
anonymously.

CompanyLinkCreated Someone creates
a link that can be
used company-
wide.

CompanyLinkRemoved Someone deletes
a link that can be
used company-
wide.

SharePoint/OneDrive File AnonymousLinkCreated Someone creates
a link that allows
external users to
view documents
anonymously.
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Resource Action/Event Name Trigger for
Policies with
This Resource
and Action

AnonymousLinkRemoved Someone deletes
a link that allows
external users to
view documents
anonymously.

AnonymousLinkUpdated Someone updates
a link that allows
external users to
view documents
anonymously.

AnonymousLinkUsed Someone views
documents
anonymously.

CompanyLinkCreated Someone creates
a link that can be
used company-
wide.

CompanyLinkRemoved Someone deletes
a link that can be
used company-
wide.

FileAccessed Someone views a
file on a site.

FileCheckOutDiscarded A user discards (or
undoes) a checked
out file. This
discards any
changes made
when it was
checked out.

FileCheckedIn A user checks in a
document to a
document library.

FileCheckedOut A user checks out
a document in a
library.

Users can check
out and edit
documents that
were shared with
them.

FileCopied A user copies a
document from a
site. The user can
save the copy to
another folder on
the site.

FileDeleted A user deletes a
document from a
site.
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Resource Action/Event Name Trigger for
Policies with
This Resource
and Action

FileDownloaded A user downloads
a document from a
site.

FileModified A user or system
account modifies
the content or the
properties of a
document on a
site.

FileMoved A user moves a
document on a site
to a new location.

FileRenamed A user renames a
document on a
site.

FileRestored A user restores a
document from the
recycle bin of a
site.

FileUpdated A user modifies a
file on a site.

FileUploaded A user uploads a
document to a
folder on a site.

SharePoint/OneDrive Folder FolderCreated A user creates a
folder on a site.

FolderDeleted A user
permanently
deletes a folder on
a site.

FolderDeletedFirstStageRecycleBin A user deletes a
folder to the first
stage recycle bin
on a site.

FolderDeletedSecondStageRecycleBi
n

A user deletes a
folder to the
second stage
recycle bin on a
site.

FolderModified A user modifies a
folder on a site.

FolderMoved A user moves a
folder on a site.

FolderRenamed A user renames a
folder on a site.
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Resource Action/Event Name Trigger for
Policies with
This Resource
and Action

SharePoint/OneDrive Activation (browser-
enabled basic form templates)

ActivationEnabled Users can
browser-enable
form templates
that don't contain
form code, require
full trust, enable
rendering on a
mobile device, or
use a data
connection
managed by a
server
administrator.

SharePoint/OneDrive CollaborationType CollaborationTypeModified The type of
collaboration
allowed on sites
(for example,
intranet, extranet,
or public) was
modified.

After you have finished specifying Resource and Action options, complete your policy by
continuing where you left off in Creating Policy Alerts for Office 365 Exchange Online.

Creating Alerts for SharePoint Application Management
Create a policy that generates an alert for application management actions.

For instructions about how to create a policy alert for Office 365, see any of the topics for 
Creating Policy Alerts for Office 365 Exchange Online.

Here are the resources and actions for SharePoint-connected applications that you can make
the target of a policy.

Resource Type Description

SharePoint/OneDrive:
AppCatalog

Detects a new app catalog for SharePoint (Action:
AppCatalogCreated), or removing or updating the audit policy for the
catalog (Action: AuditPolicyRemoved, AuditPolicyUpdate).

SharePoint/OneDrive:
SSOApplication

Detects when an administrator creates a single sign-on application
(Action: CreateSSOApplication), deletes one (Action:
DeleteSSOApplication, or updates one (Action:
UpdateSSOApplication).

Creating Alerts for SharePoint and OneDrive Site Management
Create a policy that generates an alert for site management actions.

For information about creating a policy alert for Office 365, see the topics for Creating Policy
Alerts for Office 365 Exchange Online.
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Note:

The SharePoint/OneDrive Site options may only be available if you have set
up targeted release options (also commonly referred to as "preview mode")
for the Office 365 service account. See the Microsoft documentation, Set up
the Standard or Targeted release options in Office 365.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Click New Policy.

3. In the Name page, enter a name for the policy, enter a description, select
a Priority, select  Include in user risk score if you want policy violations included
in user risk score computations, and then click Next.

4. In the Resource page, select Office365 as the application type, select an
application instance, and then set the resource:

Resource Action/Event
Name

Trigger for Policies with This Resource and
Action

SharePoint/OneDrive
LegacyWorkflowEnable
d

LegacyWorkflowEn
abledSet

A site administrator or owner adds the
SharePoint Workflow Task content type to the
site.

SharePoint/OneDrive
OfficeOnDemand

OfficeOnDemandS
et

A site administrator enables Office on Demand,
which lets users access the latest version of
Office desktop applications. Office on Demand
is enabled in the SharePoint administrator
center and requires an Office 365 subscription
that includes full, installed Office applications.

SharePoint/OneDrive
MaxQuota

MaxQuotaModified The maximum quota for a site is modified.

SharePoint/OneDrive
MaxResourceUsage

MaxResourceUsag
eModified

The maximum allowable resource usage for a
site is modified.

SharePoint/OneDrive
NewsFeedEnabled

NewsFeedEnabled
Set

A site administrator or owner enables RSS
feeds for a SharePoint or OneDrive for Business
site.

SharePoint/OneDrive
ResourceWarningEnabl
ed

ResourceWarningE
nabledModified

An administrator modifies the resource quota
warning.

SharePoint/OneDrive
SearchCenterURL

SearchCenterUrlSe
t

An administrator sets a search center URL. A
Search Center lets users to submit search
queries and view search results.

A Search Center site is the top-level site of a
site collection that a farm administrator creates.

SharePoint/OneDrive
SecondaryMySiteOwne
r

SecondaryMySiteO
wnerSet

A user modifies the secondary owners of their
MySite site.

SharePoint/OneDrive
SendToConnection

SendToConnection
Added

A global administrator creates a new Send To
connection on the Records management page
in the SharePoint admin center.
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Resource Action/Event
Name

Trigger for Policies with This Resource and
Action

SendToConnection
Removed

A global administrator deletes a Send To
connection from the Records management
page in the SharePoint admin center.

SharePoint/OneDrive
Site

SiteCollectionAdmi
nAdded

A site administrator or owner adds a SharePoint
or OneDrive for Business collection
administrator.

SiteCollectionAdmi
nRemoved

A site administrator or owner removes a
SharePoint or OneDrive for Business collection
administrator.

SiteCollectionCreat
ed

A site administrator or owner creates a
SharePoint or OneDrive for Business collection
administrator.

SiteRenamed A site administrator or owner renames a
SharePoint or OneDrive for Business site.

SharePoint/OneDrive
SiteAdminChange

SiteAdminChangeR
equest

Someone submits a request to change the site
administrator.

SharePoint/OneDrive
SiteCollection

SiteCollectionAdmi
nAdded

Someone adds a site collection administrator.

SiteCollectionCreat
ed

Someone creates a site collection.

SharePoint/OneDrive
SitePermissions

SitePermissionsMo
dified

Someone modifies site permissions.

Creating Alerts for SharePoint Evidence Management
Create a policy that generates an alert for unwarranted actions related to evidence
management.

You can create policies for unwarranted actions related to evidence management in
SharePoint. For example, a policy can alert you when someone performs an eDiscovery hold.
The hold maintains a copy of the content, while letting users continue to work with their
content.

For instructions about how to create a policy alert for Office 365, see any of the topics for 
Creating Policy Alerts for Office 365 Exchange Online.

Here are the resources and actions for SharePoint eDiscovery that you can make the target
of a policy.

Resource type Description

SharePoint/OneDrive:
eDiscovery

Detects when a new In-Place Hold was placed on a content source
(Action: eDiscoveryHoldApplied, or removed (Action:
eDiscoveryHoldRemoved), or someone performed an eDiscovery
search of an eDiscovery site collection
(Action:eDiscoverySearchPerformed).
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Creating Policy Alerts for Office 365 Azure Active Directory
Create custom policies to generate alerts for actions on resources that are specific to
your Office 365 Azure AD (Active Directory) environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with
Policies to review available managed policies, and any custom policies that already
exist, before creating a new custom policy.

You can create policies for actions and resources in Azure AD.

Note:

If you registered your Office 365 instance before April 2016, to enable the
features for SharePoint and OneDrive and for Azure AD, you must reenter
the Oracle CASB Cloud Service user's credentials for your registered
application instance in the credentials update page. Select Applications,
click the icon for the instance to display the Health Summary, and then
Modify, Update Credentials.

Creating Alerts for Azure AD User, Group, and Role Management
Create a policy that generates an alert for unwarranted actions related to sensitive files
and folders.

You can create policies for unwarranted actions related to sensitive files and folders in
Office 365 Azure Active Directory (AD). For example, a policy can be triggered and
generate an alert you when someone creates a self-service tenant from a domain that
you want to exclude from membership.

For instructions about how to create a policy alert for Office 365, see any of the topics
for Creating Policy Alerts for Office 365 Exchange Online.

Here are the resources and actions for Azure AD that you can make the target of a
policy.

Resource Action/Event Name Trigger for Policies with This Resource and
Action

AzureAD User Add An administrator adds a user to the directory. This
can be a new user in your organization, a user
with an existing Microsoft account, or a user in
another Azure AD directory that this administrator
manages.

Delete An administrator deletes a user from the directory.

Update An administrator updates a user in the directory.
The Azure AD logs should show the attributes
that were updated.

Reset user password An administrator resets the password for a user in
the directory.

Change user
password

An administrator changes the password for a user
in the directory.

Chapter 16
Creating Policy Alerts for Office 365 Azure Active Directory

16-122



Resource Action/Event Name Trigger for Policies with This Resource and
Action

Set force change
user password

An administrator sets the property that forces a
user to change his or her password on login.

Set license
properties

An administrator sets the license properties for a
user in the directory.

Change user license An administrator changes the license assigned to
a user in the directory. To see what licenses were
updated, look in the Azure AD logs for an "Update
user" event immediately before or after this event.

AzureAD
Authentication

Failed login User login failed.

Login User logged in successfully.

AzureAD Group Add group An administrator creates a group in the directory.
This event is of interest for groups with special
privileges.

Update group An administrator updates a group in the directory.
This event is of interest for groups with special
privileges.

Delete group An administrator deletes a group from the
directory. This event is of interest for groups with
special privileges.

Add member to
group

An administrator adds a member to a group in the
directory. This event is of interest for groups with
special privileges.

Remove member
from group

An administrator removes a member from a group
in the directory. This event is of interest for groups
with special privileges.

AzureAD Role
Events

Add role member An administrator adds a user to a directory role (a
set of permissions). This can be a sensitive
operation if the role is highly privileged.

Remove role
member

An administrator removes a user from a directory
role (a set of permissions). This can be a
sensitive operation if the role is highly privileged.

Set company contact
information

An administrator sets company-level contact
preferences, including email addresses for
marketing and technical notifications about
Microsoft Online Services.

Directory Set federation
settings on domain

Update the federation settings for a domain.

Verify domain Verify a domain in the directory.

Verify email domain Do email verification of a domain in the directory.

Set DirSyncEnabled
flag on company

Set the property that enables a directory for Azure
AD Sync.

Set Password Policy Set length and character constraints for user
passwords.

Set Company
Information

Update company-level information. See the Get-
MsolCompanyInformation PowerShell cmdlet for
more information.
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Creating Alerts for Azure AD Application and Directory Management
Create a policy that generates an alert for unwarranted actions related to sensitive files
and folders.

You can create policies for actions related to application and directory management in
Office 365 Azure AD (for example, when someone creates a self-service tenant from a
domain that you want to exclude from membership).

For instructions about how to create a policy alert, see the topics for Creating Policy
Alerts for Office 365 Exchange Online.

Here are the resources and actions for Azure AD that you can make the target of a
policy.

Resource Action/Event Name Trigger for Policies with This Resource and
Action

AzureAD Application
Events

Add service principal An administrator adds a service principal to the
directory.

A Service Principal can be tied to an application
(often, the application is single sign on). A Service
Principal grants the application access to
resources in the directory.

Remove service
principal

An administrator removes a service principal from
the directory.

Add service principal
credentials

An administrator adds authentication credentials
to a service principal. After adding an application,
an administrator can add a Service Principal that
is tied to the application. Often, the purpose of the
application is single sign-on. Adding a Service
Principal grants the application access to
resources in the directory.

Remove service
principal credentials

An administrator removes authentication
credentials for a service principal.

Add delegation entry An administrator creates an
OAuth2PermissionGrant in the directory to show
the resources that each client may access and the
permission level for each resource.

Set delegation entry An administrator updates an
OAuth2PermissionGrant in the directory.

Remove delegation
entry

An administrator deletes an
OAuth2PermissionGrant in the directory. The
oauth2PermissionGrants show the resources that
each client may access and the permission level
for each resource.

AzureAD Directory
Events

Add application An application has been added to the directory.

Add partner to
company

Add a partner to the directory.

Remove partner
from company

Remove a partner from the directory.

Remove domain
from company

Remove a domain from the directory.
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Resource Action/Event Name Trigger for Policies with This Resource and
Action

Update domain Update a domain in the directory.

Set domain
authentication

Change the default domain setting for the
company.

Set federation
settings on domain

Update the federation settings for a domain.

Verify domain Verify a domain in the directory.

Verify email domain Do email verification of a domain in the directory.

Set DirSyncEnabled
flag on company

Set the property that enables a directory for Azure
AD Sync.

Set Password Policy Set length and character constraints for user
passwords.

Set Company
Information

Update company-level information.

Creating Policy Alerts for Oracle Cloud Infrastructure (OCI)
Create custom policies to generate alerts for actions on resources that are specific to OCI
environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with Policies
to review available managed policies, and any custom policies that already exist, before
creating a new custom policy.

You can configure policies for any changes in roles or objects.

Creating an OCI Policy
Follow these general steps for any policy you create to generate an alert for actions in OCI.

Oracle CASB Cloud Service displays an alert in Risk Events whenever an event occurs that
matches the policy conditions.

The following are general steps for creating an OCI policy that generates an alert whenever
an event occurs that matches the policy conditions. Oracle CASB Cloud Service displays all
alerts in Risk Events. Optionally, you can also choose to receive an email notification.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.
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e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select OCI.

Application instance The application instance(s). Select Any if you want the alert
to apply to every registered instance of the selected
application type. Otherwise, select one or more individual
instances.

5. To complete the selections on the Resource page, follow a link below to locate the
topic for the particular resource type on which you want to trigger this alert.

• Creating Alerts for Compute Images

• Creating Alerts for Compute Instances

• Creating Alerts for Database Systems

• Creating Alerts for Identity Groups

• Creating Alerts for Identity Policies

• Creating Alerts for Identity Users

• Creating Alerts for Identity Compartments

• Creating Alerts for Identity Federations

• Creating Alerts for Networking Load Balancers

• Creating Alerts for Networking Security Lists

• Creating Alerts for Networking Virtual Cloud Networks

• Creating Alerts for Object Storage

• Creating Alerts for Storage Block Volumes

When you finish making the rest of the selections on the Resource page, follow
the link at the end of that topic to return to this page and continue with the next
step below.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not
contain.

b. In the text box to the right, enter one or more text strings that the user name
must contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry
is contained, or not contained, in the name of the user who took the action, the
alert is triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only
if the specified conditions are met.

For information on condition parameters available for use in policy alerts for OCI,
see Condition Parameters for Oracle Cloud Infrastructure.

a. Click Add condition or Add Free-From Condition.
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b. Select a Parameter, an Operator, and a Value from the drop-down lists.

In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed. The alert
is triggered only if all of the conditions are met. If you need to OR multiple
conditions, create a separate policy for each condition.

d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service always adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Oracle Cloud Infrastructure
Review the parameters and operators that are available in the Conditions page of the policy
creation wizard for OCI.

These parameters and operators are available on the Conditions page of the New Policy
wizard to fine tune your alerts for OCI.

Note:

The exact list of parameters that you see on the Conditions page depends on the
resource details that you specify on the Resource page. Not all parameters are
available with all resources.

Parameter Operator Value

IP address v4 Include this list of addresses (In or Equal to) or
exclude them (Not in or Not equal to).

A comma-separated list of IPv4
addresses.

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.

Timestamp The drop-down list determines whether the time
is exact, later than the time you entered, or
earlier (given a 24-hour time frame). Oracle
CASB Cloud Service evaluates the timestamp
using Greenwich Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.

Compartment
Name (not
available if
resource is a user
or a group)

Specify Equal to, Not Equal to, In, or Not in Comma-separated list of
Compartment Names.
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Parameter Operator Value

CASB threat
intelligence IP
reputation

Equal to is the only option. To flag events from IP
addresses with bad or good
reputations, select:
• Suspicious for bad

reputations.
• Regular for good

reputations.

City, State, or
Country

• Equal to requires matching the name you
enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of several
names you enter in Value.

The name of the city, or the
state or province, in the physical
address that’s associated with
the IP address.

Creating Alerts for Compute Images
Create a policy that generates an alert for changes to Compute Images.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Compute Images

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

DeleteImage The compute image has been deleted.

ExportImage The compute image has been exported.

ImportImage The compute image has been imported.

UpdateImage The compute image has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.
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You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Compute Instances
Create a policy that generates an alert for changes to Compute Instances.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Compute Instances

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Attach VNIC A VNIC has been attached to the compute instance.

Detach VNIC A VNIC has been detached from the compute instance.

Get VNIC Information about a VNIC attached to the compute instance was
queried.

Launch Instance The compute instance has been launched.

Terminate Instance The compute instance has been terminated.

Update Instance The compute instance has been updated.

Update VNIC Information about a VNIC attached to the compute instance has
been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.
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You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Database Systems
Create a policy that generates an alert for changes to Database Systems.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Database Systems

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

GetDbSystem The database system has been accessed.

LaunchDbSystem The database system has been launched.

TerminateDbSystem The database system has been terminated.

UpdateDbSystem The database system has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.
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• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Dynamic Routing Gateways
Create a policy that generates an alert for changes to Dynamic Routing Gateways.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Dynamic Routing Gateways

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create routing gateway The networking routing gateway has been created.

Delete routing gateway The networking routing gateway has been deleted.

Update routing gateway The networking routing gateway has been detached.

Detach routing gateway The networking routing gateway has been detached.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.
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Creating Alerts for Identity Groups
Create a policy that generates an alert for changes to Identity Groups.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Identity Groups

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Add user to group A user has been added to the identity group.

Create Group The identity group has been created.

Delete Group The identity group has been deleted.

Get Group The identity group has been accessed.

GetUserGroupMembership The identity group membership has been accessed.

List groups The identity group has appeared in a listing of identity
groups.

ListUserGroupMemberships The identity group membership has has appeared in a
listing of identity group memberships.

Remove user from group A user has been removed from the identity group.

Update group The identity group has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.
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You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Identity Policies
Create a policy that generates an alert for changes to Identity Policies.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Identity Policies

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

CreatePolicy The identity policy has been created.

CreatePolicy The identity policy has been deleted.

GetPolicy The identity policy has been accessed.

ListPolcies The identity policy appeared in a listing of identity policies.

UpdatePolicy The identity policy has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.
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Creating Alerts for Identity Users
Create a policy that generates an alert for changes to Identity Users.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Identity Users

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create User The identity user has been created.

CreateCustomerSecretKey A customer secret key for the identity user has been
created.

CreateOrResetUIPassword A UI password for the identity user has been created.

CreateSwiftPassword A customer swift password for the identity user has been
created.

Delete user The identity user has been deleted.

DeleteApiKey An API key for the identity user has been deleted.

DeleteCustomerSecretKey A customer secret key for the identity user has been
deleted.

DeleteSwiftPassword A swift password for the identity user has been deleted.

Get user The identity user has been accessed.

List users The identity user appeared in a listing of identity users.

ListApiKeys An API key for the identity user appeared in a listing of
identity user API keys.

ListCustomerSecretKeys A customer secret key for the identity user appeared in a
listing of identity user customer secret keys.

ListSwiftPasswords A swift password for the identity user appeared in a listing
of identity user swift passwords.

Login_Fail A login failed for the identity user.

Login_Success A login succeeded for the identity user.
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Action on this resource Description

Update user The identity user has been updated.

UpdateCustomerSecretKey A customer secret key for the identity user has been
updated.

UpdateSwiftPassword A customer swift password for the identity user has been
updated.

UpdateUserState The user state for the identity user has been updated.

UploadApiKey An API key for the identity user has been uploaded.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Identity Compartments
Review the actions that are available in the Resources page of the policy creation wizard
when the Resource is Identity Compartments.

Follow the steps in Creating an OCI Policy to complete the steps in the policy creation
wizard leading up to selecting a Resource type on the Resource page.

After you select a Resource type of Identity Compartments, you choose one of
these options from the Action on this resource drop-down list:

Action on this Resource Description

Any Any action taken on this file, as identified in the Criteria field of
the Resource page.

Create compartment An identity compartment has been created.

Delete compartment An identity compartment has been deleted.

Get compartment Details of an identity compartment has been accessed.

List compartments The list of identity compartments has been accessed.

Update compartment Details of an identity compartment has been updated.

For steps to complete the alert, after selecting an Action on this resource, see Creating an
OCI Policy.
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Creating Alerts for Identity Federations
Create a policy that generates an alert for changes to Identity Federations.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Identity Federations

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create identity provider An identity provider has been created.

Delete identity provider An identity provider has been deleted.

Get identity provider Details of an identity provider has been accessed.

List identity providers The list of identity providers has been accessed.

Update identity provider Details of an identity provider has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.
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Creating Alerts for Networking Internet Gateways
Create a policy that generates an alert for changes to Networking Internet Gateways.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Networking Internet Gateways

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create Internet gateway The networking Internet gateway has been created.

Delete Internet gateway The networking Internet gateway has been deleted (detached).

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Networking Load Balancers
Create a policy that generates an alert for changes to Networking Load Balancers.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.
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Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Networking Load Balancers

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create listener A listener for the networking load balancer has been
created.

CreateLoadBalancer The networking load balancer has been created.

Delete listener A listener for the networking load balancer has been
deleted.

DeleteLoadBalancer The networking load balancer has been deleted.

GetLoadBalancer The networking load balancer has been accessed.

ListLoadBalancers The networking load balancer has appeared in a listing of
networking load balancers.

UpdateListener The networking load balancer has appeared in a listing of
networking load balancers.

UpdateLoadBalancer The networking load balancer has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.
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Creating Alerts for Networking Network Security Groups
Create a policy that generates an alert for changes to Networking Network Security Groups.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Networking Network Security Groups

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create network security group The networking network security group has been created.

Delete network security group The networking network security group has been deleted
(detached).

Update network security group The networking network security group has been updated (name
changed).

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Networking Security Lists
Create a policy that generates an alert for changes to Networking Security Lists.
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Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Networking Security Lists

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create security list A networking security list has been created.

Delete security list A networking security list has been deleted.

Get security list A networking security list has been read.

List security list A networking security list has been listed.

Update security list A networking security list has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Networking Virtual Cloud Networks
Create a policy that generates an alert for changes to Networking Virtual Cloud
Networks.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:
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Field Value

Resource Networking Virtual Cloud Networks

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

CreateVcn The networking virtual cloud network has been created.

DeleteVcn The networking virtual cloud network has been deleted.

ListVcns The networking virtual cloud network has appeared in a listing of
networking virtual cloud networks.

UpdateVcn The networking virtual cloud network has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Object Storage
Create a policy that generates an alert for changes to Object Storage.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in order to
be ready to be ready to follow the steps below to specify the resource and action that should
trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Object Storage
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Field Value

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Create bucket A bucket for the object storage has been created.

Create pre-authenticated
request

A preauthenticated request for the object storage has been
created.

Delete bucket A bucket for the object storage has been deleted.

Delete pre-authenticated
request

A preauthenticated request for the object storage has been
deleted.

Get bucket A bucket for the object storage has been accessed.

Update bucket A bucket for the object storage has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Alerts for Storage Block Volumes
Create a policy that generates an alert for changes to Storage Block Volumes.

Prerequisite: You must start creating your new policy in Creating an OCI Policy in
order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Storage Block Volumes
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Field Value

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

AttachBlockVolume The storage block volume has been attached.

ExportImage An image of the storage block volume has been exported.

ImportImage An image of the storage block volume has been imported.

UpdateImage An image of the storage block volume has been updated.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an OCI Policy and finish the steps to complete your policy alert,
resuming at step 6.

Creating Policy Alerts for Oracle ERP Cloud
Create custom policies to generate alerts for actions on resources that are specific to your
Oracle ERP Cloud environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with Policies
to review available managed policies, and any custom policies that already exist, before
creating a new custom policy.

You can configure policies for any changes in roles or objects.

Creating an Oracle ERP Cloud Policy
Follow these general steps for any policy you create to generate an alert for actions in Oracle
ERP Cloud.

The following are general steps for creating an Oracle ERP Cloud policy. Once created,
when the policy conditions are met, Oracle CASB Cloud Service displays an alert in Risk
Events and optionally can send the alert through email.
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1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.

e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select ERPCloud.

Application instance The application instance(s). Select Any if you want the alert
to apply to every registered instance of the selected
application type. Otherwise, select one or more individual
instances.

5. To complete the selections on the Resource page, follow a link below to locate the
topic for the particular resource type on which you want to trigger this alert.

• Creating Alerts for Oracle ERP Cloud Roles

• Creating Alerts for ERP Cloud Business Objects

• Creating Alerts for Oracle ERP Cloud Login Events

When you finish making the rest of the selections on the Resource page, follow
the link at the end of that topic to return to this page and continue with the next
step below.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not
contain.

b. In the text box to the right, enter one or more text strings that the user name
must contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry
is contained, or not contained, in the name of the user who took the action, the
alert is triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only
if the specified conditions are met.

For information on condition parameters available for use in policy alerts for Office
365, see Condition Parameters for Oracle ERP Cloud.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.
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In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed. The alert
is triggered only if all of the conditions are met. If you need to OR multiple
conditions, create a separate policy for each condition.

d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service always adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Oracle ERP Cloud
Review the parameters and operators that are available in the Conditions page of the policy
creation wizard for Oracle ERP Cloud.

These parameters and operators are available on the Conditions page of the New Policy
wizard to fine tune your alerts for ERP.

Note:

The exact list of parameters that you see on the Conditions page depends on the
resource details that you specify on the Resource page. Not all parameters are
available with all resources.

Parameter Operator Value

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.

Timestamp The drop-down list determines whether the time
is exact, later than the time you entered, or
earlier (given a 24-hour time frame). Oracle
CASB Cloud Service evaluates the timestamp
using Greenwich Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.

City, State, or
Country

• Equal to requires matching the name you
enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of several
names you enter in Value.

The name of the city, or the
state or province, in the physical
address that’s associated with
the IP address.
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Parameter Operator Value

Target Type • Equal to requires matching the name you
enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

Values: User, Group, or Role.
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Parameter Operator Value

Target Value • Equal to requires matching the name you
enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of several
names you enter in Value.

• Contains requires having the text you enter
in Value to be present

• Not Contains requires not having the text
you enter in Value to be present

Name of the user, group, or
role.

N

ot

e:

Th
is
co
nd
iti
on
pa
ra
m
et
er
is
on
ly
av
ail
ab
le
for
th
e
R
es
ou
rc
e
Ty
pe
Jo
b
R
ol
e.

Creating Alerts for Oracle ERP Cloud Roles
Create alerts for activity related to Oracle ERP Cloud roles. For example, administrators who
are creating too many privileged roles, or users who are performing impersonation.

Prerequisite: You must start creating your new policy in Creating an Oracle ERP Cloud
Policy in order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.
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Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Job Role

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Privileges added Privileges were added to this job role.

Privileges removed Privileges were removed from this job role.

Role created A job role was created.

Role membership added A user, group, or role was assigned this job role.

Role membership removed A user, group, or role was removed from this job role.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle ERP Cloud Policy and finish the steps to complete
your policy alert, resuming at step 6.
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Creating Alerts for ERP Cloud Business Objects
Create alerts for activity related to Oracle ERP Cloud business objects. For example,
administrators who are creating too many bank accounts or bank account users.

Note:

The Oracle ERP Cloud business objects described in this section must be enabled
on your Oracle CASB Cloud Service tenant. To enable this feature, contact Oracle
Support (http://support.oracle.com). If you have not registered yet, you will need
your Customer Support Identifier (CSI) in order to register to submit service request
tickets. As an alternative, you can also contact your Oracle CASB Cloud Service
Customer Success Manager.

Prerequisite: You must start creating your new policy in Creating an Oracle ERP Cloud
Policy in order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:
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Field Value

Resource • Bank Account
• Bank Account - Checkbook
• Bank Account - General Ledger Account
• Bank Account - Payment Document
• Bank Account - Use
• Disbursement Business Unit Wise Option
• Disbursement Enterprise Unit Wise Option
• External Bank Account
• External Bank Account Owner
• Financial Option
• Payment System Format
• Payment System Info Audit
• Payment System Transmission
• Supplier
• Supplier - Address Contacts
• Supplier - Address Tax Classifications
• Supplier - Address Tax Registrations
• Supplier - Address Tax Reporting Codes
• Supplier - Addresses
• Supplier - Bank Accounts
• Supplier - Business Classifications
• Supplier - Contacts
• Supplier - Payment Attributes
• Supplier - Payment Methods
• Supplier - Products and Services
• Supplier - Site Assignments
• Supplier - Sites
• Supplier - Tax Classifications
• Supplier - Tax Registrations
• Supplier - Tax Reporting Codes
• System Option
• System Security Options

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Add The selected business object was added.

Delete The selected business object was deleted.

Modify The selected business object was modified.

3. (Optional) Add more Resource name-Action pairs to refine your policy.
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You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle ERP Cloud Policy and finish the steps to complete your
policy alert, resuming at step 6.

Creating Alerts for Oracle ERP Cloud Login Events
Create alerts for activity related to Oracle ERP Cloud log in events. For example, successful
and unsuccessful logins.

In the policy creation wizard Resource page, after you select a Resource type of Login
Event, you can choose one of these options from the Action on this resource drop-down
list:

Prerequisite: You must start creating your new policy in Creating an Oracle ERP Cloud
Policy in order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Login Event

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Failed Login A failed login event occurred.

Login A successful login event occurred.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.
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• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle ERP Cloud Policy and finish the steps to complete
your policy alert, resuming at step 6.

Creating Policy Alerts for Oracle HCM Cloud
Create custom policies to generate alerts for actions on resources that are specific to
your HCM Cloud environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with
Policies to review available managed policies, and any custom policies that already
exist, before creating a new custom policy.

You can configure policies for any changes in roles or objects.

Creating an Oracle HCM Cloud Policy
Follow these general steps for any policy you create to generate an alert for actions in
Oracle HCM Cloud.

The following are general steps for creating an Oracle HCM Cloud policy. Once
created, when the policy conditions are met, Oracle CASB Cloud Service displays an
alert in Risk Events and optionally can send the alert through email.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.

e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select HCMCloud.

Application instance The application instance(s). Select Any if you want the alert
to apply to every registered instance of the selected
application type. Otherwise, select one or more individual
instances.

5. To complete the selections on the Resource page, follow a link below to locate the
topic for the particular resource type on which you want to trigger this alert.
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• Creating Alerts for Oracle HCM Cloud Roles

• Creating Alerts for Oracle HCM Cloud Objects

• Creating Alerts for Oracle HCM Cloud Login Events

When you finish making the rest of the selections on the Resource page, follow the link
at the end of that topic to return to this page and continue with the next step below.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not contain.

b. In the text box to the right, enter one or more text strings that the user name must
contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry is
contained, or not contained, in the name of the user who took the action, the alert is
triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only if the
specified conditions are met.

For information on condition parameters available for use in policy alerts for HCM, see 
Condition Parameters for Oracle HCM Cloud.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.

In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed. The alert
is triggered only if all of the conditions are met. If you need to OR multiple
conditions, create a separate policy for each condition.

d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service always adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Oracle HCM Cloud
Review the parameters and operators that are available in the Conditions page of the policy
creation wizard for Oracle HCM Cloud.

These parameters and operators are available on the Conditions page of the New Policy
wizard to fine tune your alerts for HCM.
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Note:

The exact list of parameters that you see on the Conditions page depends
on the resource details that you specify on the Resource page. Not all
parameters are available with all resources.

Parameter Operator Value

IP address v4 Include this list of addresses (In or Equal
to) or exclude them (Not in or Not equal
to).

A comma-separated list of
IPv4 addresses.

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.

Timestamp The drop-down list determines whether the
time is exact, later than the time you
entered, or earlier (given a 24-hour time
frame). Oracle CASB Cloud Service
evaluates the timestamp using Greenwich
Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.

CASB threat
intelligence IP
reputation

Equal to is the only option. To flag events from IP
addresses with bad or good
reputations, select:
• Suspicious for bad

reputations.
• Regular for good

reputations.

City, State, or
Country

• Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of
several names you enter in Value.

The name of the city, or the
state or province, in the
physical address that’s
associated with the IP
address.
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Parameter Operator Value

Target Type • Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

Values: User, Group, or
Role.
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Parameter Operator Value

Target Value • Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of
several names you enter in Value.

• Contains requires having the text you
enter in Value to be present

• Not Contains requires not having the
text you enter in Value to be present

Name of the user, group, or
role.
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Creating Alerts for Oracle HCM Cloud Roles
Create alerts for activity related to Oracle HCM Cloud roles. For example,
administrators who are creating too many privileged roles, or users who are
performing impersonation.

Prerequisite: You must start creating your new policy in Creating an Oracle HCM
Cloud Policy in order to be ready to be ready to follow the steps below to specify the
resource and action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Job Role

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.
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Action on this resource Description

Privileges added Privileges were added to this job role.

Privileges removed Privileges were removed from this job role.

Role created A job role was created.

Role membership added A user, group, or role was assigned this job role.

Role membership removed A user, group, or role was removed from this job role.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle HCM Cloud Policy and finish the steps to complete your
policy alert, resuming at step 6.

Creating Alerts for Oracle HCM Cloud Objects
Create alerts for activity related to Oracle HCM Cloud objects. For example, changes in
salary or a salary component, or users who are adding users and then assigning particular
roles to them.

Prerequisite: You must start creating your new policy in Creating an Oracle HCM Cloud
Policy in order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Any resource other than Job Role

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Add The resource was added.

Modify The resource was modified.
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Action on this resource Description

Delete The resource was deleted..

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle HCM Cloud Policy and finish the steps to complete
your policy alert, resuming at step 6.

Creating Alerts for Oracle HCM Cloud Login Events
Create alerts for activity related to Oracle HCM Cloud log in events. For example,
successful and unsuccessful log ins.

Prerequisite: You must start creating your new policy in Creating an Oracle HCM
Cloud Policy in order to be ready to be ready to follow the steps below to specify the
resource and action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Login Event

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Failed Login A failed login event occurred.

Login A successful login event occurred.

3. (Optional) Add more Resource name-Action pairs to refine your policy.
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You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle HCM Cloud Policy and finish the steps to complete your
policy alert, resuming at step 6.

Creating Policy Alerts for Oracle Identity Cloud Service (IDCS)
Create custom policies to generate alerts for actions on resources that are specific to your
IDCS environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with Policies
to review available managed policies, and any custom policies that already exist, before
creating a new custom policy.

You can configure policies for any changes in roles or objects.

Creating an IDCS Policy
Follow these general steps for any policy you create to generate an alert for actions in IDCS.

The following are general steps for creating an IDCS policy. Once created, when the policy
conditions are met, Oracle CASB Cloud Service displays an alert in Risk Events and
optionally can send the alert through email.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.

c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.

e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select IDCS.
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Field Value(s)

Application instance The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

5. Specify resource details and actions.

a. Specify Resource details, using the information in the table below:

Field Value(s)

Resource The type of object you want to monitor. Currently, the
only object you can monitor is Identity.

Resource name You must provide a name for the selected resource type.
If you select:
• Text, select an operator from the drop-down list

(Equal to, Contains), Begins with or Ends with
and enter type a full or partial rule name.

• Regular expression, enter .* to match all email
retention rules.

b. Specify an Action on the resource using the table below:

Action on this resource Description

Failed login A failed login occurred.

Login A successful login occurred.

c. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same
resource type (Resource field) selection. When you add more resource name-
action pairs, the alert will be triggered when any one resource name-action
pair is matched.

• Click Add resource and action to add another resource name to the
policy alert, or to add the same resource name again with a different
action.

• Click Duplicate resource and action to copy the resource name-action
pair you just added as the basis for the resource name-action pair you
want to add.

d. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the
named user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not
contain.

b. In the text box to the right, enter one or more text strings that the user name
must contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry
is contained, or not contained, in the name of the user who took the action, the
alert is triggered.

c. Click Next to go on to the next page.
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7. (Optional) On the Conditions page, set conditions so that an alert is triggered only if the
specified conditions are met.

For information on condition parameters available for use in policy alerts for discovered
applications, see Condition Parameters for IDCS.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.

In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed. The alert
is triggered only if all of the conditions are met. If you need to OR multiple
conditions, create a separate policy for each condition.

d. Click Next to go on to the next page.

8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event matches
the policy, Oracle CASB Cloud Service always adds an alert to Risk Events.

• Show these instructions in the alert. Select this option to add instructions for the
person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for IDCS
Review the parameters and operators that are available in the Conditions page of the policy
creation wizard for IDCS.

These parameters and operators are available on the Conditions page of the New Policy
wizard to fine tune your alerts for IDCS.

Note:

The exact list of parameters that you see on the Conditions page depends on the
resource details that you specify on the Resource page. Not all parameters are
available with all resources.

Parameter Operator Value

IP address v4 Include this list of addresses (In or Equal to) or
exclude them (Not in or Not equal to).

A comma-separated list of IPv4
addresses.

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.
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Parameter Operator Value

Timestamp The drop-down list determines whether the time
is exact, later than the time you entered, or
earlier (given a 24-hour time frame). Oracle
CASB Cloud Service evaluates the timestamp
using Greenwich Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.

CASB threat
intelligence IP
reputation

Equal to is the only option. To flag events from IP
addresses with bad or good
reputations, select:
• Suspicious for bad

reputations.
• Regular for good

reputations.

Group Include this list of groups (In) or exclude them
(Not in).

Comma-separated list of group
names.

City, State, or
Country

• Equal to requires matching the name you
enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of several
names you enter in Value.

The name of the city, or the
state or province, in the physical
address that’s associated with
the IP address.

Creating Policy Alerts for Oracle Sales Cloud
Create custom policies to generate alerts for actions on resources that are specific to
your Oracle Sales Cloud environment.

Prerequisite: Ensure that you have followed the instructions in Getting Started with
Policies to review available managed policies, and any custom policies that already
exist, before creating a new custom policy.

You can configure policies for any changes in roles or objects.

Creating an Oracle Sales Cloud Policy
Follow these general steps for any policy you create to generate an alert for actions in
Oracle Sales Cloud.

The following are general steps for creating an Oracle Sales Cloud policy. Once
created, when the policy conditions are met, Oracle CASB Cloud Service displays an
alert in Risk Events and optionally can send the alert through email.

1. Select Configuration, Policy Management from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. On the Custom tab, click New Policy.

3. In the Name page:

a. Enter a name for the policy.

b. (Optional) Enter a description.
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c. Select a Priority.

d. If you want policy violations to be included in user risk score computations,
select Include in user risk score.

e. Click Next.

4. On the Resource page, make these selections.

Field Value(s)

Application type Select SalesCloud.

Application instance The application instance(s). Select Any if you want the alert to
apply to every registered instance of the selected application
type. Otherwise, select one or more individual instances.

5. To complete the selections on the Resource page, follow a link below to locate the topic
for the particular resource type on which you want to trigger this alert.

• Creating Alerts for Oracle Sales Cloud Roles

• Creating Alerts for Oracle Sales Cloud Login Events

When you finish making the rest of the selections on the Resource page, follow the link
at the end of that topic to return to this page and continue with the next step below.

6. (Optional) On the Username page, filter the alert so that it is triggered only if the named
user performs the action that you set on the Resource page.

a. In the drop-down list, select Username contains or Username does not contain.

b. In the text box to the right, enter one or more text strings that the user name must
contain, or not contain, in order to trigger the alert.

Separate multiple entries with commas. With multiple entries, if any one entry is
contained, or not contained, in the name of the user who took the action, the alert is
triggered.

c. Click Next to go on to the next page.

7. (Optional) On the Conditions page, set conditions so that an alert is triggered only if the
specified conditions are met.

For information on condition parameters available for use in policy alerts for Office 365,
see Condition Parameters for Office 365. For information on free-form conditions, see 
Examples of Parameters in Free-Form Conditions.

a. Click Add condition or Add Free-From Condition.

b. Select a Parameter, an Operator, and a Value from the drop-down lists.

In free-form conditions, you enter values for Parameter and Value.

c. To add another condition or free-form condition, repeat the 3 steps above.

Note:

When you specify multiple conditions, the conditions are ANDed. The alert
is triggered only if all of the conditions are met. If you need to OR multiple
conditions, create a separate policy for each condition.

d. Click Next to go on to the next page.
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8. On the Action page, set your  notifications:

• Show an alert in the Risk Events page is always selected. When an event
matches the policy, Oracle CASB Cloud Service always adds an alert to Risk
Events.

• Show these instructions in the alert. Select this option to add instructions
for the person who might read an alert related to this policy.

9. When you are done, click Next, review your settings, then click Submit.

Condition Parameters for Oracle Sales Cloud
Review the parameters and operators that are available in the Conditions page of the
policy creation wizard for Oracle Sales Cloud.

These parameters and operators are available on the Conditions page of the New
Policy wizard to fine tune your alerts for SalesCloud.

Note:

The exact list of parameters that you see on the Conditions page depends
on the resource details that you specify on the Resource page. Not all
parameters are available with all resources.

Parameter Operator Value

Device Include or exclude the selected device type. Select Desktop, Mobile, API
Call, or Other.

Timestamp The drop-down list determines whether the
time is exact, later than the time you
entered, or earlier (given a 24-hour time
frame). Oracle CASB Cloud Service
evaluates the timestamp using Greenwich
Mean Time (GMT).

A value as a time in 24-hour
HH:MM:SS format.

City, State, or
Country

• Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of
several names you enter in Value.

The name of the city, or the
state or province, in the
physical address that’s
associated with the IP
address.
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Parameter Operator Value

Target Type • Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

Values: User, Group, or
Role.
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Parameter Operator Value

Target Value • Equal to requires matching the name
you enter in Value.

• Not Equal to requires not matching the
name you enter in Value.

• In requires matching any one of several
names you enter in Value.

• Not in requires matching none of
several names you enter in Value.

• Contains requires having the text you
enter in Value to be present

• Not Contains requires not having the
text you enter in Value to be present

Name of the user, group, or
role.
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Creating Alerts for Oracle Sales Cloud Roles
Create alerts for activity related to Oracle Sales Cloud roles. For example,
administrators who are creating too many privileged roles, or users who are
performing impersonation.

Prerequisite: You must start creating your new policy in Creating an Oracle Sales
Cloud Policy in order to be ready to be ready to follow the steps below to specify the
resource and action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Any resource other than Job Role

Resource name You must provide a name for the selected resource type. If you
select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full
or partial rule name.

• Regular expression, enter .* to match all email retention
rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.
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Action on this resource Description

Privileges added Privileges were added to this job role.

Privileges removed Privileges were removed from this job role.

Role created A job role was created.

Role membership added A user, group, or role was assigned this job role.

Role membership removed A user, group, or role was removed from this job role.

3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource type
(Resource field) selection. When you add more resource name-action pairs, the alert will
be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy alert, or
to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair you just
added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle Sales Cloud Policy and finish the steps to complete your
policy alert, resuming at step 6.

Creating Alerts for Oracle Sales Cloud Login Events
Create alerts for activity related to Oracle Sales Cloud log in events. For example, successful
and unsuccessful log ins.

Prerequisite: You must start creating your new policy in Creating an Oracle Sales Cloud
Policy in order to be ready to be ready to follow the steps below to specify the resource and
action that should trigger the alert.

Specifying Resources and Actions to Trigger the Alert

1. Specify Resource details, using the information in the table below:

Field Value

Resource Any resource other than Login Event

Resource name You must provide a name for the selected resource type. If you select:
• Text, select an operator from the drop-down list (Equal to,

Contains), Begins with or Ends with and enter type a full or
partial rule name.

• Regular expression, enter .* to match all email retention rules.

2. Specify an Action on the resource using the table below:

Action on this resource Description

Any Matches any action.

Failed Login A failed login event occurred.

Login A successful login event occurred.
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3. (Optional) Add more Resource name-Action pairs to refine your policy.

You can specify more than one resource name-action pair for the same resource
type (Resource field) selection. When you add more resource name-action pairs,
the alert will be triggered when any one resource name-action pair is matched.

• Click Add resource and action to add another resource name to the policy
alert, or to add the same resource name again with a different action.

• Click Duplicate resource and action to copy the resource name-action pair
you just added as the basis for the resource name-action pair you want to add.

4. Click Next when you have finished specifying resource name-action pairs.

You are now on the Username page.

5. Return to Creating an Oracle Sales Cloud Policy and finish the steps to complete
your policy alert, resuming at step 6.
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17
Maintaining Secure Configuration Settings

Take steps as needed to ensure that your security configuration settings provide optimal
protection.

Oracle CASB Cloud Service monitors most cloud services for weak or non compliant security
configurations.

Topics:

• Typical Workflow for Maintaining Secure Configuration Settings

• About Security Configuration Monitoring

• Managing Weak or Noncompliant Security Controls

• Putting IP Addresses on Blacklists or Whitelists

• Pushing Security Control Values to an Application Instance

Typical Workflow for Maintaining Secure Configuration Settings
With Oracle CASB Cloud Service, you can monitor most cloud services for weak or non-
compliant security configurations.

Task Description Additional Information

Understand security
configuration monitoring.

You can learn about how Oracle
CASB Cloud Service can help
maintain security configurations
for a cloud app or service.

About Security Configuration
Monitoring

Manage security controls. You can manage alerts that
Oracle CASB Cloud Service
generates when it detects non-
conforming security configuration
values.

Managing Weak or Noncompliant
Security Controls

Manage suspicious IP
addresses.

You can use Oracle CASB Cloud
Service to monitor for suspicious
IP addresses and address
ranges, and whitelist or blacklist
them.

Putting IP Addresses on
Blacklists or Whitelists

Push security control values. You can have Oracle CASB
Cloud Service set configuration
values in an AWS.

Pushing Security Control Values
to an Application Instance

About Security Configuration Monitoring
Understand how Oracle CASB Cloud Service can help maintain security configurations for a
cloud application or service.

All enterprise cloud applications have security-related settings, such as requirements for
password complexity and automatic timeouts for sessions that are idle, that are your first line
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of defense for protecting your data and users. For example, when users are permitted
to keep idle sessions for hours at a time, it greatly increases the risk of their accounts
being compromised.

When an Oracle CASB Cloud Service administrator registers a cloud application or
service, Oracle CASB Cloud Service establishes a baseline for various security
controls in the instance, and generates risk events when the instance's settings
deviate from the baseline.

Some of the security settings that Oracle CASB Cloud Service monitors are generic,
for example, password complexity requirements. Many of the settings are specific to
the cloud application or service, and without Oracle CASB Cloud Service these would
require expertise in the service to configure correctly. For example, Oracle CASB
Cloud Service automatically monitors Amazon Web Services (AWS) for insecure S3
bucket encryption settings, weak network ACLs, and security groups with sensitive
ports that are exposed to the internet.

There are a few ways that Oracle CASB Cloud Service can help maintain security
configurations for a cloud application or service:

• When you add or register a cloud application, as described in Registering Cloud
Applications with Oracle CASB Cloud Service in Monitor-only mode, Oracle
CASB Cloud Service automatically alerts you when it detects security
configuration settings in the application that diverge from Oracle CASB Cloud
Service's internal benchmarks.

• When you register a cloud application or service in Monitor and push controls
mode, you select the settings that you want to configure in the application or
service. When registration is complete, Oracle CASB Cloud Service automatically
updates the security configuration settings in the application or service, and then
subsequently alerts you when it detects any modifications to these settings.

• You can create incident tickets for non compliant security controls, and export the
tickets to a central system.

Note:

Monitoring for weak security settings isn't supported for Office 365.

Managing Weak or Noncompliant Security Controls
Locate and resolve security controls issues in Risk Events.

Some of the risks that Oracle CASB Cloud Service detects are related to non
conforming security configuration values. Oracle CASB Cloud Service alerts you when
it detects non conforming security configuration values, for example, the minimum
password length or the length of time a user's session can be idle before an automatic
timeout occurs.

To respond to a security control alert, you can either update the setting in the cloud
application manually, or in some cases, you can have Oracle CASB Cloud Service
perform the update on your behalf.

1. From the Dashboard, click the “Non-compliant security controls” number in the
Health Summary card to view non-compliant security alerts for all applications on
the Risk Events page (CATEGORY column lists only “Security control” entries).
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2. From the Applications page, to view all non compliant security alerts for a single
application on the Risk Events page:

a. In grid view, click the count of non compliant security control alerts for an application
that appears in the SECURITY ALERTS column for the application.

b. In card view, click an application tile to see the Health Summary card for that
application, then click the “Security controls” number.

3. On the Risk Events page, view the description of the non compliant security control that
triggered the alert in the SUMMARY column for the alert.

The SUMMARY column displays the label for the security control as it appears in the
related application or service.

4. Click any row in the risk events list to view details about the security control risk, including
its current value and Oracle CASB Cloud Service's recommended value.

For example, if a cloud application only requires 5 characters in a password, then the
recommended value might be 10 characters. The recommended value is the Oracle
CASB Cloud Service baseline:

• If you register a cloud application instance in monitor-only mode, then Oracle CASB
Cloud Service uses its own stringent settings as the baseline.

• If you register a application in push controls mode, then Oracle CASB Cloud Service
sets your preferred values in the cloud application, and then generates an alert if
anyone modifies that value in the cloud application.

5. If you feel the risk doesn't merit attention at this time, click the Actions drop-down menu
and click Dismiss.

To prevent Oracle CASB Cloud Service from generating additional alerts about this risk,
you can update the security control baseline for this application instance. See Updating
the Security Control Baseline for an Application Instance.

Putting IP Addresses on Blacklists or Whitelists
Add an IP address to a blacklist to automatically generate an alert when the IP address is
detected, or add an IP address to a whitelist to suppress alerts when it is detected.

Oracle CASB Cloud Service ingests information about suspicious IP addresses from external
threat feeds. These are listed in the Configuration section of the console, Manage IP
Addresses page. In addition to discovering suspicious IP addresses from third parties,
Oracle CASB Cloud Service can monitor for specific IP addresses and address ranges, and
either whitelist or blacklist them.

• Blacklisting: Oracle CASB Cloud Service creates threat alerts when it detects access
from these IP addresses or address ranges.

• Whitelisting: Oracle CASB Cloud Service never creates threat alerts when it detects one
of these IP addresses or address ranges.

You can apply blacklisting and whitelisting universally or restrict it to particular application
instances.

Exceptions to this functionality:

• Office 365. You currently can't whitelist IP addresses that access Office 365 Exchange.
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You can also designate trusted IP addresses and users that are to be excluded from
consideration by the threat engine and user behavior analytics. For this functionality,
you provide the information about the trusted entities directly to Oracle CASB Cloud
Service.

Note:

You can control automatic whitelisting of trusted network addresses by
selecting or deselecting the Allow Oracle CASB to automatically whitelist
trusted network addresses check box - above the Blacklist and Whitelist
tabs.

If the Allow Oracle CASB to automatically whitelist trusted network
addresses check box is selected, trusted network addresses are
automatically whitelisted. A "trusted network address" meets the example
criteria below:

• The IP address is not associated with any Tor network, botnet command
and control server, or terrorist organization or state sponsor of terrorism
as defined by the United States Department of State.

• The top level domain linked to an IP Address and or CIDR block is
owned or leased from a known cloud services or infrastructure provider
(for example, AWS, Office 365, or Oracle Cloud Infrastructure).

• The networking address is owned or leased by your organization.

• The entry and exit ASN (autonomous system number) in the traceroute
are owned by a reputable company.

1. Select Configuration, Manage IP addresses from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display
it.

2. Select the tab for the action you want to take:

• Blacklist: to blacklist IP addresses. If a user or web service accesses a
monitored application from this address, then generate a threat and update
the Access Map in the Dashboard with a red pin.

• Whitelist: to whitelist IP addresses. If a user or web service accesses a
monitored application from this address, then classify this as a normal access.

3. Click Add IP Address.

4. From the Address format list, select any of the following:

• IPV4: provide an IP address in the IPv4 format in the corresponding field.

• IPV4 CIDR: provide an IP address in the IPv4 CIDR format in the
corresponding field.

• IPV4 Range: provide a range of IPv4 addresses in the corresponding fields.

• IPV6: provide an IP address in the IPv6 format in the corresponding field.
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Note:

Compact formats are not accepted for IPv6 addresses.

• IPV6 CIDR: provide an IP address in the IPv6 CIDR format in the corresponding field.

Note:

You can also specify IPv6 CIDR addresses in the compact format.

• IPV6 Range: provide a range of IPv6 addresses in the corresponding fields.

Note:

Compact formats are not accepted for IPv6 addresses.

Note:

For IPv6 CIDR addresses, IP address combinations starting with "fe" (for
example, fexx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/<subnet>) with the
subnet range 0 - 8, are not accepted.

5. Enter a description (for example, what's being blacklisted and why).

6. Select the cloud applications and instances that these IP addresses apply to.

In general, whitelists should be restricted to particular instances because Oracle CASB
Cloud Service will flag access attempts from all IP addresses outside of the whitelist.

7. Click Save.

You can search for IP addresses that you’ve added to your whitelist or blacklist:

1. Select Configuration, Manage IP addresses from the Navigation menu. If the
Navigation Menu is not displayed, click the Navigation Menu icon  to display it.

2. Select the tab for in which you want to search for IP addresses.

3. Click the Search icon  and enter text to search for.

Note:

Text can appear in any field in the IP address record.
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Pushing Security Control Values to an Application Instance
Understand how Oracle CASB Cloud Service can push security control values to
applications that support this feature.

You can have Oracle CASB Cloud Service set configuration values in an AWS
application instance.

By default, Oracle CASB Cloud Service automatically notifies you if a registered cloud
application or service has security control settings that should be strengthened to
comply with best practices. For example, it automatically sets the password minimum
length control in the application to ensure that this value meets a baseline value.

Related Topics:

• Security Control Values for AWS (Push Controls/Read-Write)
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18
Discovering Shadow Applications

Use Oracle CASB Cloud Service – Discovery to find applications that are not explicitly
authorized, but are running in your environment and may present a security threat.

Oracle CASB Cloud Service Discovery allows you to uncover any applications or plug-ins that
don't have explicit organizational approval.

Topics:

• Typical Workflow for Discovering Shadow Applications

• About Discovering Shadow Applications

• Subscribing to Oracle CASB Cloud Service — Discovery

• Manually Uploading a Log File

• Setting Up Automatic Upload of Log Files

• Viewing Discovered Applications and Understanding the Results

• App Discovery Reference

Typical Workflow for Discovering Shadow Applications
With Oracle CASB Cloud Service, you can uncover any apps or plug-ins that do not have
explicit organizational approval.

Task Description Additional Information

Understand shadow applications. You can learn about shadow
applications and how Oracle
CASB Cloud Service - Discovery
discovers them.

About Discovering Shadow
Applications

Manually upload a single log file
from your firewall.

You can upload a sample log file
from your firewall to test the
settings before you set up
automatic upload.

Manually Uploading a Log File

Set up ongoing automatic upload
of log files from your firewall.

You can set up your syslog
server to automatically upload
log files from your firewall.

Setting Up Automatic Upload of
Log Files

View information discovered
about shadow applications.

You can learn how to view and
interpret the information that
Oracle CASB Cloud Service -
Discovery discovers.

Viewing Discovered Applications
and Understanding the Results

Understand required fields of a
log file.

You can learn about the fields of
a log file that are required to
upload the file into Oracle CASB
Cloud Service - Discovery.

Required Log Fields
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About Discovering Shadow Applications
Learn about options for discovering and viewing shadow, or stealth applications.

What Are Shadow Applications?

Applications or plug-ins that don't have explicit organizational approval are known as
shadow or stealth applications.

Oracle CASB Cloud Service — Discovery monitors application usage in cloud
applications it's monitoring and displays information about the risks for each
application. You can also download a list of the application's users for further analysis.

How Do I Enable Oracle CASB Cloud Service — Discovery?

If there is no Discovery option on the Navigation menu you log in to the Oracle CASB
Cloud Service console, you will have to request that it be enabled for your tenant.
Contact Oracle Support (http://support.oracle.com).  If you have not registered yet, you
will need your Customer Support Identifier (CSI) in order to register to submit service
request tickets.  As an alternative, you can also contact your Oracle CASB Customer
Success Manager.

What Firewalls Are Supported?

With the Discovery option on the Navigation menu in the Oracle CASB Cloud
Service console:

1. Select Discovery from the Navigation menu.

2. Click the Import from Logs button.

The Upload log file for analysis dialog box lists the firewalls that are currently
supported.

If your firewall is not enabled, contact Oracle Support (http://support.oracle.com).  If
you have not registered yet, you will need your Customer Support Identifier (CSI) in
order to register to submit service request tickets.  As an alternative, you can also
contact your Oracle CASB Customer Success Manager.

You must provide a sample log file from your firewall to Oracle Support.

The sample log file should contain a representative sample of the traffic through your
firewall that involves applications or plug-ins that do not have explicit organizational
approval. For a list of the fields that are required for processing by Oracle CASB Cloud
Service — Discovery, see Required Log Fields.

Why Upload a Single Log File?

Although it is not required, it is highly recommended that you manually upload a
sample log file from your firewall before attempting to set up automatic upload of log
files. The manual log file upload:

• Is easy to execute — all you need is a sample log file from your firewall.

• Provides an opportunity to quickly detect and correct problems that you would
otherwise encounter in the automatic upload.

For more information on manually uploading a single firewall log file, see Manually
Uploading a Log File.
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What Is Involved in Setting Up Automatic Upload of Log Files?

For more information on setting up ongoing, automatic upload of firewall log files, see Setting
Up Automatic Upload of Log Files.

Subscribing to Oracle CASB Cloud Service — Discovery
Understand how to enable the Discovery option on the Navigation menu in an Oracle CASB
Cloud Service tenant.

Prerequisites:

• If your Oracle CASB Cloud Service tenant is not a metered tenant, running under the
universal credit model, you must purchase access to Oracle CASB Cloud Service —
Discovery.

• You must be a tenant administrator in order to enable or disable Oracle CASB Cloud
Service — Discovery, or change the number of users that are subscribed.

1. Log in to your Oracle CASB Cloud Service tenant as a tenant administrator.

2. Select Discovery from the Navigation menu.

3. Click the App Discovery tab.

4. Click Enable in the banner at the top of the tab.

5. In the Discovery User Count dialog box, enter the Expected User Count Per Month
and click Confirm.

Enter an expected number of users on a monthly basis that may be discovered in your
firewall logs uploaded for Oracle CASB Cloud Service — Discovery.

If this expected number of users is exceded in a particular month, you will see a notice
above the detailed information for discovered applications, with a link to update your
subscription. See Updating an App Discovery Subscription.

6. To verify the number of subscribed users, click the App Discovery Settings icon  at
the top right.

In the App Discovery Settings dialog box, in the Subscription section at the bottom,
you see “<count> of <subscribed> subscribers identified”:

• <count> is the actual count of users defined in your Oracle CASB Cloud Service
tenant.

• <subscribed> is the number of users subscribed, set by the Expected User Count
Per Month value you entered in the Discovery User Count dialog box.

What to Do Next

With your subscription to Oracle CASB Cloud Service — Discovery enabled, proceed with 
Manually Uploading a Log Fileto run a test on a sample firewall log.

Updating an App Discovery Subscription
Learn how to change the Expected User Count Per Month for an existing App Discovery
subscription.

Prerequisite: The Oracle CASB Cloud Service tenant must already be subscribed. See 
Subscribing to Oracle CASB Cloud Service — Discovery.
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1. Log in to your Oracle CASB Cloud Service tenant as a tenant administrator.

2. Click the App Discovery tab.

3. Click the Settings icon  at the top right.

4. In the App Discovery Settings dialog box, in the Subscription section at the
bottom, click Update Subscription.

5. In the Discovery User Count dialog box, enter a new value for Expected User
Count Per Month and click Confirm.

Ending an App Discovery Subscription
Learn how to terminate an existing App Discovery subscription.

Prerequisite: The Oracle CASB Cloud Service tenant must already be subscribed.
See Subscribing to Oracle CASB Cloud Service — Discovery.

1. Log in to your Oracle CASB Cloud Service tenant as a tenant administrator.

2. Click the App Discovery tab.

3. Click the Settings icon  at the top right.

4. In the App Discovery Settings dialog box, in the Subscription section at the
bottom, click End Subscription.

5. In the App Discovery End Subscription dialog box, click Confirm.

Manually Uploading a Log File
Learn how to manually upload a log file to Oracle CASB Cloud Service — Discovery
as a test.

Objective: Manually uploading a firewall log file is a one-time task that it’s
recommended that you perform as a test, so that you can catch and resolve any
issues that you encounter before you attempt to set up an ongoing, automated upload
of log files from your firewall.

Prerequisites:

1. Oracle CASB Cloud Service — Discovery must be enabled on your Oracle CASB
Cloud Service tenant.

If the Discovery option does not appear on the Navigation menu, Oracle CASB
Cloud Service — Discovery is not enabled. To enable it, see Subscribing to Oracle
CASB Cloud Service — Discovery.

2. Your firewall must be one of those listed in the Upload log file for analysis dialog
box, opened from the Discovery page by clicking the Import from Logs button.

To enable your firewall in the list, see About Discovering Shadow Applications.

3. You must have a sample log file from your firewall available for you to upload.

The sample log file should contain a representative sample of the traffic through
your firewall that involves applications or plug-ins that do not have explicit
organizational approval. For a list of the fields that are required for processing by
Oracle CASB Cloud Service — Discovery, see Required Log Fields.
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Note:

The maximum size for log file to be uploaded manually is 1 GB.

To manually upload a log file:

1. Select Discovery from the Navigation menu in the Oracle CASB Cloud Service console.

If the Discovery option does not appear on the Navigation menu, Oracle CASB Cloud
Service — Discovery is not enabled on your Oracle CASB Cloud Service tenant. See
Prerequisites above.

2. Click the Import from Logs button on the right side of the page.

If there is a summary of a previous manual log file upload, or ongoing automated
uploads, scroll down below the summary information to locate the Import from Logs
button.

3. Select the firewall brand from which you are uploading the sample log file and click
Browse.

4. Navigate to the location of the sample log file, select it, and click Open.

5. In the Upload firewall log for analysis dialog box, click Import.

A progress bar appears.

• At first the progress bar shows that the file is being uploaded, then that the file is
being processed, and finally that the analysis is being performed. After that, the
information about stealth applications or plug-ins appears.

• If the log file is very large, it may take up to 30 minutes or more before the
information appears.

• If with the log file, an error message displays, indicating what the problem is, for
example:

– Domain mapping not present for given log file: No valid domain or destination
IP address is present in the log file, or the support added for the firewall had
incorrect values for indexes.

– Unable to process your log file. Either the uploaded file does not contain
valid data, or LORIC does not yet support this vendor's logs: Either the
format of the log file being uploaded does not match the firewall selected, or
there is a failure in the analytics phase.

– Unable to process your log file. Please contact CASB support: Uploading of
the log file has failed, due to network or other issues.

If you encounter an error that you are unable to resolve, contact Oracle Support (http://
support.oracle.com).  If you have not registered yet, you will need your Customer Support
Identifier (CSI) in order to register to submit service request tickets.  As an alternative,
you can also contact your Oracle CASB Customer Success Manager..

What to Do Next

• If the log file uploads correctly, you are ready to proceed with Setting Up Automatic
Upload of Log Files.

If you would first like to examine the information discovered in the sample log file, see 
Viewing Discovered Applications and Understanding the Results.
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• If the log file does not progress through the processing stages, or if you see error
messages that you can’t resolve, contact Oracle Support (http://
support.oracle.com).  If you have not registered yet, you will need your Customer
Support Identifier (CSI) in order to register to submit service request tickets.  As an
alternative, you can also contact your Oracle CASB Customer Success Manager..

Setting Up Automatic Upload of Log Files
Learn how to set up automatic, ongoing uploading of log files from your firewall to
Oracle CASB Cloud Service — Discovery.

Objective: Setting up ongoing, automatic upload of log files from your firewall ensures
that use of applications or plug-ins that do not have explicit organizational approval is
monitored continuously.

Prerequisites:

1. Oracle CASB Cloud Service — Discovery must be enabled on your Oracle CASB
Cloud Service tenant.

If the Discovery option does not appear on the Navigation menu, Oracle CASB
Cloud Service — Discovery is not enabled. To enable it, see Subscribing to Oracle
CASB Cloud Service — Discovery.

2. Your firewall must be one of those listed in the Upload log file for analysis dialog
box, opened from the Discovery page by clicking the Import from Logs button.

To enable your firewall in the list, see About Discovering Shadow Applications.

3. It is strongly recommended that you perform a test on a sample firewall log file
before attempting to set up automatic uploading of log files from that firewall. See 
Manually Uploading a Log File.

To set up automatic upload of log files:

Note:

The maximum volume of log file data that can be automatically uploaded in a
single day is 10 GB. Once that limit is reached, automatic uploading stops for
that day, then resumes the next day.

1. Request a syslog-ng.conf file that is customized to forward logs from your
firewall to Oracle CASB Cloud Service — Discovery.

Contact Oracle Support (http://support.oracle.com).  If you have not registered yet,
you will need your Customer Support Identifier (CSI) in order to register to submit
service request tickets.  As an alternative, you can also contact your Oracle CASB
Customer Success Manager.

You must provide a sample log file from your firewall to Oracle Support.

The sample log file should contain a representative sample of the traffic through
your firewall that involves applications or plug-ins that do not have explicit
organizational approval. For a list of the fields that are required for processing by
Oracle CASB Cloud Service — Discovery, see Required Log Fields.

2. Configure your firewall to push log files to your syslog server.
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See the documentation for your firewall for instructions.

Note:

Ensure that when configuring the program that will push data to Oracle CASB
Cloud Service — Discovery, you specify the IP address for the endpoint that is
specific to your Oracle CASB Cloud Service tenant:

• OCI US uses 147.154.109.206

• OCI EU uses 138.1.40.53

3. When you receive the syslog-ng.conf file, copy it to the /etc/syslog-ng directory
on your syslog server, replacing the syslog-ng.conf file at that location.

4. Download the log collector certificate.

a. Click the App Discovery Settings icon  to the right of the Import from Logs
button.

b. In the App Discovery Settings dialog box, click the Download button at the bottom,
to the right of “Oracle CASB Cloud Service log collector certificate.”

c. In the Opening logs-dev.palerra.net.zip dialog box, select Save File.

The file is automatically saved to your Downloads directory.

d. Unzip the logs-dev.palerra.net.zip file and copy the .crt files to the /etc/
syslog-ng/cs/ directory on your syslog-ng server:

• On Windows, copy the files from the top level of the .zip file.

• On Mac OS X, copy the files from the __MACOSX folder in the .zip file.

5. Restart the syslog-ng service.

6. In the Oracle CASB Cloud Service console, select Discovery from the Navigation menu.

Within 2-3 hours, you should start to see information about stealth applications or plug-
ins.

• Before that happens, there are no visible changes on the Discovery page.

• You can check the System Audit Trail report to see how the auto-upload is
progressing. Look for entries where the EVENT is PushAutoLogStatus and
DESCRIPTION is Auto log status updated. See Log File Processing Stages.

Viewing Discovered Applications and Understanding the Results
View and process information on discovered applications.

Users utilize IaaS, PaaS, or SaaS applications. Oracle CASB Cloud Service - Discovery
examines these applications to determine their risk profile and customer's exposure.

The results of the analysis of IaaS, PaaS, and SaaS applications are displayed in a grid view
in the Discovery page. The specific applications accessed varies among customers, so the
details of the discovered applications will vary. The grid offers a consistent view. Oracle
CASB Cloud Service console users can view the following:

1. Select Discovery from the Navigation menu.
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2. If you see Key Security Indicators and App Discovery tabs below the
Discovery: App Discovery heading, click the App Discovery tab.

These two tabs appear only when key security indicators (KSIs) are enabled for
Oracle CASB Cloud Service - Discovery. This feature must be enabled in addition
to enabling the basic Oracle CASB Cloud Service - Discovery functionality. To
enable KSIs for App Discovery, contact Oracle Support (http://support.oracle.com).
 If you have not registered yet, you will need your Customer Support Identifier
(CSI) in order to register to submit service request tickets.  As an alternative, you
can also contact your Oracle CASB Customer Success Manager.

3. Set the month slider to the month for which you want data to be displayed.

Data is available for the past 3 months. The date and time of the last log data
ingestion is displayed to the right of the month slider.

4. To display a different set of data for the month:

• To search for applications, click the Search icon  and start entering the
application name.

As you type, the applications list is filtered to show only those application
names that contain a text string that matches what you entered.

• To filter the application rows, click the Filter icon  to the right of the headers
for the application rows.

Then, in the panel of filtering options that's displayed:

– To filter applications by source, under Source select
either Perimeter (source is log files), or a listed application. If you select a
listed application, then you may also be able to select a specific instance
of that application.

– To filter applications by category, select one or
more options under Category. Applications matching any category are
displayed.

– To filter applications by a user, start entering the user name under Users,
and then select the best match that appears as you type.

– To filter applications by tags, select one or more tag values under Tags.
Applications matching any one tag will be displayed.

– To save the current filter settings, click Set as Default on the right side.
These filter settings will then be automatically set next time you open
the App Discovery tab.

• To get back the entire list of discovered applications:

– In the filter options panel, click Clear Filter.

– Ensure there is no text in the Search box.

5. To control the order in which the items are listed, click the Sort icon  next to the
heading for a sortable column.

For individual items, in the ACTION column for the item:

• To see more detailed information about a discovered application, click
anywhere in the row for that application.

• To assign a tag, or change the assigned tag, for the discovered application,

click the Edit Tags icon .
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In the Tag Selected App dialog box, select one of the other predefined tags:

– Sanctioned — applications like this are officially sanctioned and should be
available to all users.

– Permitted — applications like this are not officially sanctioned, but are permitted
when a user or group has asked to use the application and the request has been
approved.

– Restricted — applications like this are restricted to use by only specific
individuals.

– Prohibited — applications like this should never be used by anyone in the
organization.

– Irrelevant — applications like common websites or an advertisement that can be
excluded from a security analysis.

By default, newly discovered applications are assigned the “Discovered” tag. You
should change this to a more meaningful tag, in terms of your organization’s security
policies for applications that users install on their own.

Note:

When you assign a tag to a discovered application:

– That same tag then will be automatically assigned to applications
discovered in the future that originate from the same domain, as listed
in the APP/DOMAIN column.

– You can define custom policy alerts to generate risk events based on
the tag.
See Creating Policy Alerts for Discovered Applications.

6. For the entire month’s data:

• To export the list of discovered applications to a comma-separated values (CSV) file,

click the Export to CVS icon .

• To delete the data for the entire list of discovered applications displayed for the

current month, click the Delete icon .

Caution:

The Delete icon  on the App Discovery tab always deletes all
discovered application data for the selected month, not just the subset you
may see listed.

7. If KSIs are enabled for Oracle CASB Cloud Service - Discovery:

a. Ensure that the month slider is set to the month for which you want to view the KSI
summary data.

The month slider on the App Discovery tab also controls the data displayed on the
Key Security Indicators tab.
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b. Click the Key Security Indicators tab.

c. Continue with the next topic, Working with the Key Security Indicators Tab.

Working with the Key Security Indicators Tab
Understand how use the App Discovery Key Security Indicators tab to view
summary information on discovered shadow applications, and to list the discovered
applications behind each summary on the App Discovery tab.

The table below lists the key security indicators (KSIs) provided by Oracle CASB
Cloud Center - Discovery, with a description of the information summarized in each.

Key Security
Indicator

Description

Top 10 App
Categories Traffic

Summarizes traffic in MB for different application categories, for the
selected month's discovered applications.

Top 10 App
Categories (User
Count)

Summarizes user counts for different application categories, for the
selected month's discovered applications.

Traffic Distribution by
Risk

Summarizes, in a pie chart, the distribution of traffic (in megabytes) by
risk level (normal, low, medium, high), for the selected month's
discovered applications.

User Distribution by
Risk

Summarizes, in a pie chart, the distribution of user counts by risk level
(normal, low, medium, high), for the selected month's discovered
applications.

App Distribution by
Risk

Summarizes, in a pie chart, the distribution of applications by risk level
(normal, low, medium, high), for the selected month's discovered
applications.

Users with most apps Lists the top 10 users with the most applications, in the selected
month's discovered applications.

Top 10 most used
apps

Lists the top 10 applications that appear most frequently, in the selected
month's discovered applications.

To manipulate the KSI information that's displayed and drill down into the
details:

1. Move your mouse around the information displayed on the Key Security
Indicators tab and notice:

• Some items always have a number displayed.

• Some items display a number only when you move the mouse pointer over
them.

• The mouse pointer changes to indicate that it's over a link in both cases.

Note:

Whenever the mouse pointer changes to indicate a link:

• The number displayed is the number of discovered applications involved in the
item you are pointing to in that KSI.
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• You can click to display the all those discovered applications on the App Discovery
tab.

2. Control what’s displayed in App Categories Traffic (in MB) and App Categories (User
Count) KSIs.

Note:

Color code for tags (Discovered, Sanctioned, Permitted, Restricted,
Prohibited) appears on right side of each of these KSIs.

Horizontal bars to right of each category listed for each of these KSIs
indicate the proportion of the total number of discovered applications that each
tag is contributing to that total.

a. Click a tag color code to remove it from the horizontal bars for each category.

b. Click the same tag color code again to restore it in the horizontal bars for each
category.

3. Control what's displayed in pie charts.

Note:

Three KSIs (Traffic Distribution by Risk (in MB), User Distribution by Risk,
and App Distribution by Risk) display their summary information in pie charts,
with color code at the bottom

a. Color codes are displayed below each pie chart.

b. Color codes indicate risk level: Normal, Low, Medium, High.

a. Click a color code to remove that risk level from the pie chart.

b. Click the same color code again to restore that risk level to the pie chart.

4. View the list of discovered applications summarized in a KSI.

a. Locate an item, outside of the tag color codes, that changes the mouse pointer to
indicate a link.

b. Click the item.

The App Discovery tab is brought forward, listing all the discovered applications that
were summarized by the item you clicked. Notice that either Filter or Search options
were automatically set to produce this list.

5. View and process the list.

You can process this list of discovered applications in the same way that you can process
the entire list for the selected month. See Viewing Discovered Applications
and Understanding the Results.
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Caution:

The Delete icon  on the App Discovery tab always deletes all
discovered application data for the selected month, not just the subset
you may see listed.

6. Click the Key Security Indicators tab to view more summary information there.

Ensure that the month slider is set to the correct month for which you wish to view
summary date before you switch tabs.

App Discovery Reference
Learn about the fields that are required in uploaded log files and the processing that
occurs in the different stages upload stages.

Required Log Fields
Review the general and firewall-specific requirements for log files you plan to upload to
Oracle CASB Cloud Service – Discovery.

Any log file you want to upload into Oracle CASB Cloud Service - Discovery must
contain the following fields in order to upload and process correctly. It may still be
possible to process a log file with some of these fields missing, but that information will
be missing in the resulting list of discovered applications and plug-ins.

Description of Basic Fields Required

Generic Field
Name

Generic Field Description Result If Field Is Missing

Time stamp Date and time when the event
was logged

"Unknown" appears in
Dashboard, App Discovery tab.

Source IP IP address from which the
logged event originated

"Unknown" appears in
Dashboard, App Discovery tab.

Source user
name

User name that originated the
logged event

"Anonymous" appears in
Dashboard, App Discovery tab.

Action Action taken on the logged
event

Oracle CASB Cloud Service - Discovery
assumes the record is an ALLOWED
action. The entry is logged in the Oracle
CASB Cloud Service Audit trail to record
this.

Destination FQD
N

Fully qualified domain name of
the destination of the logged
event

If both the Destination FQDN and
Destination IP are missing, then
INGESTION FAILS  with "Domain mapping
not present for given log file" error.

If only the Destination FQDN is missing, the
Destination IP is used to do reverse DNS
lookup. If the reverse DNS lookup fails,
then IP address is displayed in the Oracle
CASB Cloud Service console.
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Generic Field
Name

Generic Field Description Result If Field Is Missing

Destination IP IP address of the destination
of the logged event

If both the Destination FQDN and
Destination IP are missing, then
INGESTION FAILS with "Domain mapping
not present for given log file" error.

If only the Destination FQDN is missing, the
Destination IP is used to do reverse DNS
lookup. If the reverse DNS lookup fails,
then IP address is displayed in the Oracle
CASB Cloud Service console.

Destination IP is NOT used if the
Destination FQDN is in the record.

Protocol The internet protocol
associated with the logged
event

Oracle CASB Cloud Service -
 Discovery assumes all records are HTTP/
HTTPS protocol. The entry is logged in
the system audit trail to record this. Only
HTTP/HTTPS records are used; others
are discarded.

Data sent Number of bytes of data sent
from Source IP in the logged
event.

A zero value
displays in Dashboard, App Discovery
tab.

Data received Number of bytes of data
received by the Destination IP
in the logged event.

A zero value
displays in Dashboard, App Discovery
tab.

Log File Processing Stages
Understand the processing that occurs in stages when a firewall log file is uploaded.

The table below shows the System Audit Trail report entries for an upload of a firewall log file.

Auto-Upload Stage Keyword in DETAILS Column

File Upload Started PROCESSING_STARTED

File Upload Completed,
Analytics Started

PROCESSING_COMPLETED

Analytics Completed ANALYTICS_COMPLETED
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Part V
Monitoring Cloud Applications

View, analyze, track, and manage the potential security threats that Oracle CASB Cloud
Service collects.

After you have set up a cloud application in Oracle CASB Cloud Service, you can start
monitoring security for that application.

Chapters:

• Creating and Running Reports

• Analyzing User Activity Risks and Trends

• Managing Behavioral Anomalies and Threats
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Creating and Running Reports

Locate and run predefined reports, and create your own custom reports.

The Reports page displays the reports that you run from the Dashboard, and lets you run
detailed activity reports on each user of your cloud applications. You can also create custom
reports.

Topics:

• Typical Workflow for Creating and Running Reports

• What's in Reports

• Running Predefined Reports

• User Activity Reports

• System Audit Trail Report

• Analyzing a Report

• Creating a Custom New Report

• Running an Ad Hoc Report: Report Builder

• Viewing Predefined Application-Specific Reports

Application-Specific Topics

• Viewing Reports for AWS

• Viewing Reports for Azure

• Viewing Reports for Custom Apps for AWS

• Viewing Reports for Microsoft Office 365

• Viewing Reports for Oracle Cloud Infrastructure (OCI)

• Viewing Reports for Oracle ERP Cloud

• Viewing Reports for Oracle HCM Cloud

• Viewing Reports for Oracle Sales Cloud

Typical Workflow for Creating and Running Reports
With Oracle CASB Cloud Service, you can run predifined reports, and create and run custom
reports.

Task Description Additional Information

Understand reports. You can learn about how Oracle
CASB Cloud Service's reports
offer a detailed view of potential
security risks.

What's in Reports
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Task Description Additional Information

Run predefined reports. You can generate predefined
reports in Oracle CASB Cloud
Service.

Running Predefined Reports

Run user activity reports. You can generate reports to
monitor activity for a single user
or for all users combined in
Oracle CASB Cloud Service.

User Activity Reports

Run the system audit trial report. You can generate a report to
monitor administrator actions and
automated system events in
Oracle CASB Cloud Service.

System Audit Trail Report

Analyze reports. You can filter or export reports in
Oracle CASB Cloud Service.

Analyzing a Report

Create custom reports. You can create custom reports in
Oracle CASB Cloud Service.

Creating a Custom New Report

Run ad hoc reports. You can construct ad hoc query
reports when you don't see the
report you want to generate in
Oracle CASB Cloud Service.

Running an Ad Hoc Report:
Report Builder

View predefined application-
specific reports.

You can view predefined reports
and summary statistics for each
application type.

Viewing Predefined Application-
Specific Reports

What's in Reports
Understand what information reports provide, and how to access them.

A variety of report types are available, for specific application types and for general
coverage.

Oracle CASB Cloud Service's predefined reports offer a detailed view of potential
security risks. Unless noted otherwise, reports by default display three days of data,
with up to 90 days of data available. In addition to the reports on potential security
risks, Oracle CASB Cloud Service provides a user activity report, an audit trail report,
and custom reports.

Some reports are general, covering all application types. Each application type also
has its own application-specific reports.

General Reports

Report Name Description

File downloads This report shows the user ID, IP address, app instance, and date of
each download.

You can use the report to get detailed information about users with an
unusual amount of downloads.

IP addresses
analyzed

This report is a breakdown of specific addresses flagged as suspicious
by a threat feed or in the IP address page in the Oracle CASB Cloud
Service console.

system audit trail This report is record of all administrator activity in the Oracle CASB
Cloud Service console.
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Report Name Description

Users with file
deletes

An abundance of deletes can indicate malicious activity.

This report provides details of each deletion, including the user, the file,
the user's IP address, application instance, and date.

Users with no activity Orphaned accounts are a security risk.

If there are a large number of orphaned accounts, the this report
provides a complete list along with the last date that the account was
accessed.

Users with failed
logins

This report provides the IP address and instance being accessed for
each failed login.

Users with an exceptional number of failed logins usually also appear in
various threats.

Users with file
downloads

Users with an exceptional number of failed downloads can also appear
in various threats.

User logins Users with an exceptional number of logins can also appear in various
threats.

Application-Specific Reports:

• Viewing Reports for AWS

• Viewing Reports for Azure

• Viewing Reports for Custom Apps for AWS

• Viewing Key Security Indicators and Reports for Microsoft Office 365

• Viewing Reports for Oracle Cloud Infrastructure (OCI)

• Viewing Reports for Oracle ERP Cloud

• Viewing Reports for Oracle HCM Cloud

• Viewing Reports for Oracle Sales Cloud

Custom Reports:

• Creating a Custom New Report

• Running an Ad Hoc Report: Report Builder

Running Predefined Reports
Run, filter, and sort predefined reports from the Reports page.

Report data always displays in the Reports page. You can filter the information displayed by
setting filters on the Reports page. In addition to predefined general reports, you can also
run predefined comprehensive user activity reports, an Oracle CASB Cloud Service audit trail
report, and you can create and run new types of reports.

You can export the results of any of these reports to a comma-separated value (CSV) file and
import this file to most standard spreadsheets.

Running a Predefined Report

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.
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2. In the Reports page, click the View Report icon  for the report that you want to
run.

3. To sort the report, click the column header that you want to use as the sort key.

4. To filter the report, click the Filters panel at the top of the report page to open it.

Select a date range or an instance name, or enter one or more user names
separated with commas.

5. To save the report by exporting the data to a CSV file, continue with Exporting a
Report

User Activity Reports
View details of user activity for a single user or for all users combined.

If you want to see what a particular user has been doing, just locate that user on the
Users page and view the details, complete with charts.

If you want to see what all users, or a specific list of users have been doing, run the
User activity report from the Reports page.

User Details: Activity for One User
View reports of all the activity for a single user.

When you select a particular user on the Users page, two user activity reports appear.
The reports are filtered to show parameters that Oracle CASB Cloud Service uses
when assessing the user's overall risk score.

1. Select Users from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. On the Users page, click a user name of interest, for example, a user with a high-
risk score.

The user details page for that user opens, with the "speedometer" on the left
indicating the user's average risk score, with the user's maximum risk score
displayed below. The USER RISK SCORE TRENDING chart on the
right displays the user's risk score as it has changed over the past 30 days:

Hover over any point on the graph to see the user’s precise score on that date.

3. To switch to the interactive USER ACTIVITIES chart, click the User Activities icon

 in the upper-right corner.

Click a section of a chart bar to display information for that activity in the detail
area at the bottom of the page.

Click the User Risk Score Trending icon  in the upper-right corner again to
switch back to the USER RISK SCORE TRENDING chart.
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Note:

If the application involved is using an Oracle Identity Cloud Service IDP
instance to authenticate, then you can suspend the user by clicking
the ACTIONS link, above the RISK FACTORS label and clicking the Suspend
user link in the ACTIONS dialog box.

4. To focus on various activities of interest in the ISSUES BY ACTIVITIES chart:

• Click the colored box next to an item in the list of activities (Actions in Network Acl,
Network Prefix, ...) to remove the activity from the chart. Click the same box again to
restore the item.

• Click the Single Selection button to turn off all of the colored boxes except the top
one, and then you can easily select just a few.

• Click the Multi Selection button to turn on all of the colored boxes, and then you can
easily deselect just a few.

5. With either chart displayed, scroll down the page to see all activity data for the user.

Click the links to the right of the RISK FACTORS box on the left, just below the charts, to
scroll quickly to those sections.

User Activity Report: Activity for All Users
View a report of all the activity for all users or select users, or a specific list of users.

The Reports page contains a User activity report that shows activity for all users in all of
your registered cloud applications and services. The report shows three days of activity by
default, which can be expanded up to 90 days. You can filter this report by date range, user
name, access (source) IP address, and client device type. This report is useful when you
want details about a particular user.

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. On the Reports page, click anywhere in the row for the User activity  report.

The report opens showing all activity for all users over the last three days.

3. Filter the report to focus on parameters of interest:

Caution:

If you set filter values that return too much data, the retrieval process may time
out before it can complete. Except for the date range, all other parameters are
set to all by default. Avoid extending the date range without limiting some of the
other parameters.

• From and To — set a different date range

• User — limit one or more specific users

• Client type — limit to specific client types

• Instance — limit to a specific application instance
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• Source IP address — limit to a specific IP address

Click Search to filter the list with your current settings.

4. To save the report by exporting the data to a CSV file, continue with Exporting a
Report.

System Audit Trail Report
View the system audit trail report to see information on all actions taken by Oracle
CASB Cloud Service administrators and the Oracle CASB Cloud Service scheduler.

The system audit trail report collects activity data from your registered cloud
applications and services. Use this report to monitor administrator actions and
automated system events.

1. Select Reports from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. In the reports page, click the Run icon for the Oracle CASB Cloud Service audit
trail report.

3. In the report details page, click Filters to restrict the amount of data being
displayed. You can filter the audit report by date range and user.

4. To save the report, click Export to CSV.

You can open the saved file in a spreadsheet.

Analyzing a Report
Filter the report on the Reports page, or export the report to a spreadsheet.

There are several ways to analyze a report run in Oracle CASB Cloud Service:

• Use filters in the report details page. Most reports provide filtering by date range,
user name, and instance.

• Export the report to a spreadsheet for additional analysis. For example, if you want
to analyze the Oracle CASB Cloud Service audit trail to see all of the risk events
that were dismissed, then you can click Export to CSV, open the resulting .csv file
in Excel, and sorting the report by the Description column to isolate all of the
"dismiss" actions. Exporting the report can also be helpful if you are interested in
the log data. You can view logs for individual events in the report details page, but
you need to export the report to view multiple event logs simultaneously.

Creating a Custom New Report
Create a customized report, with content controlled by the parameters that you specify,
and store it in the Reports list to be run as needed.

1. Select Reports from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Examine the report names listed.

• Note how the reports are grouped. Typically, you view this list in alphabetic
order.
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• System-generated, application-specific reports have a common prefix that groups
them together.

• The name for your custom report doesn't have to follow this scheme. You might
choose an application-independent prefix to group related reports, but you should
choose a name that will be easy to locate in this list.

• You can't change the custom report name after you create it.

3. Click New Report in the upper right.

4. In the New Report dialog box, on the Name and description page, enter a Report
name and optional description, select an Application and an Instance of that
application, and then click Next.

5. On the Parameters page, select parameters that define the basic data the report will
cover:

• Time Interval: Except for Date range, all time interval settings are relative to the
date the report is run.

• Event - Select the event to be reported. Different applications have different event
lists.

• When you are done, click Next.

6. Optionally, on the Users and groups page, you can:

• Select either User or Group, to limit your report to covering only the users or groups
you specify.

• Enter search text that will match the names of one or more users or groups. For
example, if you selected Group and then enter "fin" for the search text, then the
report will cover all users in all groups with "fin" in the group name. This would cover
the entire Finance department, if all of its groups have "fin" in the group name.

• When you are done, click Next.

7. Optionally, on the Filters page, you can enter parameters that restrict your report to only
the access types and IP addresses that you specify.

• For Parameter, then select either Access Type or IP Address.

– If you selected Access Type, then select any combination of the device types
listed.

– If you selected IP Address, specify the IP address or range of addresses to be
included in, or excluded from your report.

• Click New Filter if you want to specify additional parameters to restrict your report's
coverage. You can specify the combination of access types to be covered in your
report in a single filter; you may need to set additional filters on IP addresses in order
to get the exact combination you want to include and exclude.

• Click the Trash icon  to remove a parameter.

• When you are done, click Next.

8. On the Review & Submit page, review your report settings.

• To change settings, click the heading in the left panel to go directly to those settings,
or click Previous to back one page at a time.

• Click Create to save your report.
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9. To delete your custom report, locate it in the Reports list, and click the Delete icon
on the right.

Running an Ad Hoc Report: Report Builder
Use the Report Builder to create an ad hoc query report using many of the variables
available in the predefined reports.

If you don't see the report you want in the Reports page, and the New Report wizard
doesn't provide enough flexibility, then try the Report Builder

As an example of using Report Builder, if the Users page shows a high risk score for
a particular user, then you might want to create a unique report to focus on actions that
this user has performed in a particular cloud service in a particular time frame.

1. Select Reports from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. In the Reports page click the Report Builder button at the top of the page.

3. In the Report Builder page, a filter on Date is displayed by default. The date in
the From field is set to two days before the current date and the date in the To
field is set to the current date. You can change the dates in these fields to display
data over a maximum period of 90 days.

4. In the Report Builder page, click the Add Filter  icon, select the first variable
of interest in the report (for example, User), and then enter selection criteria for the
variable (for example, a username or partial username).

Tip: For many reports, it's practical to start with the most general variable
(Application or User) before selecting a more specific one (for example, an
action).

Filter Name Description

Action: App Native The name of an action taken in the cloud application or service.
Example: LOGIN_SUCCESS.

This list includes all actions, sorted by cloud service type. The
name of the related service is shown in a green bar at the top of
the drop-down list of actions.

If you select this action type and the report applies to more than
one cloud application or service type, then it can be helpful to
display both the Action: App Native and Action: Normalized
as report columns (see Step 4).

Action: Normalized A common name for an action that can be taken in multiple
cloud services. Example: Console login.

If you select this action type and the report applies to more than
one cloud application or service type, then it can be helpful to
display both the Action: App Native and Action: Normalized
as report columns (see Step 4).

Application The name of a cloud application or service.

Application Sub-type For services that have sub types, this is the name of a sub type.

Classification An IP address classification: Normal or Suspicious.

Country The country in which an action is detected.

Date The date range for the information in the report.
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Filter Name Description

Device Type The access device (a physical device, such as a desktop
computer, or a program).

IP Address Typically, this is the source IP address (the location of the user
or agent performing an action).

Instance The name of the registered application instance.

Resource The name of the item being acted upon, for example, a file
name, a folder name, or a repository name.

Resource Type A resource classification, for example, a token (for user
authorization).

User A user identifier (for example, a full or partial user name).

5. To further restrict the amount of data being displayed, click the Add Filter  icon and
then select an additional filter.

For example, you can select Date and then set a date range filter.

6. Click Search to apply the filters selected.

7. In the Display/Hide Columns drop-down list, select the report columns that you want to
view.

8. Click Reset to remove the filters and set the date fields to the default value.

Viewing Predefined Application-Specific Reports
View the predefined reports that are available for each application type.

The preceding sections cover general predefined reports that summarize information across
all of your registered application instances. Each application type has its own set of
predefined reports that are specific to that application type. The following topics describe the
information that is available for each application type and provide instructions for viewing it.

Viewing Reports for AWS
Locate and view AWS reports on the Reports page.

AWS predefined reports have an AWS: prefix in the name.

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with AWS:, and click anywhere in the row
for the report you want to run.

3. To see the raw log data for the issue, click View log data.

AWS Report Types
Understand what information is available in each of the AWS predefined reports.

You can run predefined reports for AWS reports from the Reports page.

You can create a report from scratch. See Creating a Custom New Report and Running an
Ad Hoc Report: Report Builder.
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The following table shows what information is available in each of the AWS predefined
reports.

Report Name Description

AWS: CIS benchmark
for IAM and logging

This report monitors requirements for section 1, Identity and Access
Management, and section 2, Logging, from the AWS and Center for
Internet Security Web Services Foundations document.

The report provides recommendations for actions to take, for each item
that fails the checks or requires your review.

AWS: IAM users who
performed a Switch
Role

This report lists all user Switch Role actions with details about the
session in which they used the roles.

You may want to investigate the activity of users who request an
unusual number of cross-account roles, or users who perform a Switch
Role action and assume highly privileged roles.

AWS: User actions
performed after a
Switch Role

This report shows the actions performed after a user assumed the new
role.

AWS: EC2 key pair
rotation

This report lists each key name, its status, its fingerprint, creation
region, the instance in which it was generated, and its creation date.

Both unused and nonrotated keys offer opportunities for the system to
be compromised.

AWS: Failed change
password attempts

An unusual number of failed change password attempts can indicate an
attempt to hijack a user's credentials.

AWS: IAM access
key rotation

This report lists each key name, its status, its owner, creation date, and
the instance in which it was generated.

Both unused and nonrotated keys offer opportunities for the system to
be compromised.

AWS: IAM user roles
that Oracle CASB
Cloud Service reset

After you define a policy that allows Oracle CASB Cloud Service to 
revert changes to role definitions in AWS, this report shows the
occasions when Oracle CASB Cloud Service performed a reset action.

AWS: S3 Buckets
ACL

This report lists assigned permissions on S3 bucket access control lists
(ACLs) and access control policies (ACPs).

Viewing Reports for Azure
View Azure-specific information in predefined general reports.

Currently no Azure-specific KSIs or reports are provided.

To view Azure-specific information within a global report:

1. Select Reports from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it..

2. Locate any report that does not have an application type prefix.

Examples of an application prefix: "AWS:”.

Examples of global reports, without prefixes: “Device Type events.” “IP addresses
analyzed,” “System audit trail.”

3. Click anywhere in the row for that report.

4. On the report page, click the Filter icon  in the top right corner.
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5. Drop down the Instance list and select an Azure instance, then click Search at the far
right.

Repeat this step for any additional Azure instances.

Viewing Reports for Custom Apps for AWS
Locate and view Custom Apps for AWS reports on the Reports page.

Oracle CASB Cloud Service offers predefined reports for Custom Apps for AWS. You can run
these reports from the Reports page.

You also can create a report from scratch using the report builder.

If any report shows unusual activity for a user, you can check the Users section to see
whether the user has also been flagged as being high risk. You also can search the Risk
Events page for additional events in which the user or administrator is implicated..

Reports for Custom Apps for AWS

Report Description

CustomApp: Actions performed Lists actions performed by users, in order of
frequency

CustomApp: Browsers used by users Lists browsers used, in order of frequency

CustomApp: Most operating systems used by
users

Lists operating systems used, in order of
frequency

To view reports for Custom Apps for AWS

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with "CustomApp:" and click anywhere
in the row for the report you want to run.

Viewing Reports for Microsoft Office 365
Locate and view Microsoft Office 365 reports on the Reports page.

Note:

If you registered your Office 365 instance before April 2016, to enable the features
for SharePoint and OneDrive and for Azure AD, you must to reenter the Oracle
CASB Cloud Service user's credentials for your registered application instance in
the credentials update page. From the Oracle CASB Cloud Service console, select
Applications, and then:

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, select Modify, Update credentials.

• In grid view, drop down the Action list for the instance you want to modify, and
then select Update credentials.
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Exchange Reports

Report Name Description

Office 365: Exchange
administrator activity

Helps to detect Exchange administrators who have an unusually high
amount of activity.

You can also check the Users page to see whether any
administrators listed in this indicator are flagged as being high risk.

Office 365: Cmdlets run You can track almost any type of Exchange Online activity through its
corresponding cmdlet.

Azure AD Reports

Report Name Description

Office 365: Azure Active
Directory audit report

Helps to detect Azure AD administrators who have an unusually high
amount of activity.

You can also check the Users page to see whether users listed in
this indicator are flagged as being high risk.

Office 365: Azure Active
Directory audit report

You can track almost any type of Azure AD activity through its
corresponding audit report.

SharePoint/OneDrive Reports

Report Name Description

Office 365: SharePoint/
OneDrive files accessed

Helps to identify suspicious trends regarding file access.

Office 365: SharePoint/
OneDrive audit report

Helps to detect users who have an unusually high amount of activity.

You can also check the Users page to see whether users listed in
this indicator are flagged as being high risk.

Office 365: SharePoint/
OneDrive invitations
created

Helps to detect unwanted sharing of data, particularly files with
sensitive information and sharing with users outside the
organization's domain.

You can also define a policy in Configuration, Policy Management
to track sharing activity outside of your organization's domain.

Office 365: SharePoint/
OneDrive files deleted

Helps to detect users who have an unusually high amount of file
deletions.

You can also check the Users page to see whether users listed in
this indicator are flagged as being high risk.

Office 365: SharePoint/
OneDrive shared links
created

Helps to detect unwanted sharing of data, particularly files with
sensitive information and sharing with users outside the
organization's domain.

You can also define a policy in Configuration, Policy Management
to track sharing activity outside of your organization's domain.

Office 365: SharePoint/
OneDrive files modified

Helps to identify suspicious trends regarding file access and use.

Office 365: SharePoint/
OneDrive files
downloaded

Helps to identify suspicious trends regarding data exfiltration.

You can also define a policy in Configuration, Policy Management
to track download activity for particular files or downloads by
particular users.
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To view Office 365 reports

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with Office 365: and click anywhere in the
row for the report you want to run.

3. Click View log data to see the raw log data for the issue.

Viewing Reports for Oracle Cloud Infrastructure (OCI)
Locate and view OCI reports on the Reports page.

Oracle CASB Cloud Service offers predefined reports for Oracle Cloud Infrastructure. You
can run these reports from the Reports page.

You also can create a custom report from scratch using the report builder.

If any report shows unusual activity for a user, you can check the Users page to see whether
the user has also been flagged as being high risk. You also can search the Risk Events page
for additional events in which the user or administrator is implicated.

Report Name Description

CASB Security
Controls exceptions

Shows information on CASB Security Control exceptions that prevent certain
OCI objects from being monitored.

CASB Security
Control template
attachment

Shows information on the template each OCI compartments uses.

IAM User API Keys
age report

Shows key state and rollover status for API keys

KMS key rotation Shows a list of KMS keys and the key age for compartments under a
registered tenancy.

Objects encrypted
using KMS key

Shows the list of OCI objects and the keys that are using

Privileged IAM
changes - Group
membership

Shows information on users added to, or removed from groups

Privileged IAM
changes - Users and
Groups

Shows information on actions targeting users and groups

Public buckets Shows information on public buckets

Swift passwords
report

Shows information on swift passwords

User activity report This automates the report that you could generate in Report Builder, by
filtering for Application = OCI.

To view reports for OCI

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with "Oracle Cloud Infrastructure:" and
click anywhere in the row for the report you want to run.
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3. Click View log data to see the raw log data for the issue.

Viewing Reports for Oracle ERP Cloud
Locate and view Oracle ERP Cloud reports on the Reports page.

Oracle CASB Cloud Service offers predefined reports for Oracle ERP Cloud. You can
run these reports from the Reports page.

You also can create a report from scratch using the report builder.

If any report shows unusual activity for a user, you can check the Users page to see
whether the user has also been flagged as being high risk. You also can search
the Risk Events page for additional events in which the user or administrator is
implicated.

Report Name Description

Oracle ERP Cloud: Payables Bank Account
and External Bank Account Changes Report*

Users who have made the most changes to
Bank Account and External Bank Account
business objects

Oracle ERP Cloud: Payables Disbursement
Payment System Security and Financial
System Changes Report*

Users who have made the most changes to
Payables options business objects

Oracle ERP Cloud: Procurement Supplier
Changes Report*

Users who have made the most changes to
Suppliers business objects

Oracle ERP Cloud: Role management
changes

Users who have had the most role changes

Note:

Reports listed above with an asterisk ("*") do not appear unless you have
enabled Oracle ERP Cloud business objects in your Oracle CASB Cloud
Service tenant. To enable this feature, contact Oracle Support (http://
support.oracle.com). If you have not registered yet, you will need your
Customer Support Identifier (CSI) in order to register to submit service
request tickets. As an alternative, you can also contact your Oracle CASB
Cloud Service Customer Success Manager.

To view reports for Oracle ERP Cloud

1. Select Reports from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with "Oracle ERPCloud:" and click
anywhere in the row for the report you want to run.

3. Run a detailed report from Reports.

4. Click View log data to see the raw log data for the issue.
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Viewing Reports for Oracle HCM Cloud
Locate and view Oracle HCM Cloud reports on the Reports page.

Oracle CASB Cloud Service offers predefined reports for Oracle HCM Cloud. You can run
these reports from the Reports page.

You also can create a report from scratch using the report builder.

If any report unusual activity for a user, you can check the Users page to see whether the
user has also been flagged as being high risk. You also can search the Risk Events page for
additional events in which the user or administrator is implicated.

Report Name Description

Oracle HCM Cloud: Compensation changes Users who have had the most compensation
changes

Oracle HCM Cloud: Personally Identifiable
Information (PII) changes

Personally identifiable information (PII) changes
that have been most frequent

Oracle HCM Cloud: Role management changes Roles most frequently affected by changes

To view reports for Oracle HCM Cloud

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with "Oracle HCMCloud:" and click
anywhere in the row for the report you want to run.

3. Click View log data to see the raw log data for the issue.

Viewing Reports for Oracle Sales Cloud
Locate and view Oracle Sales Cloud reports on the Reports page.

Oracle CASB Cloud Service offers predefined reports for Oracle Sales Cloud. You can run
these reports from the Reports page.

You also can create a report from scratch using the report builder.

If any report shows unusual activity for a user, you can check the Users page to see whether
the user has also been flagged as being high risk. You also can search the Risk Events page
for additional events in which the user or administrator is implicated.

Report Name Description

Oracle Sales Cloud: Role management changes Roles and users most frequently affected by
changes

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Scroll to the section of report names that start with "Oracle SalesCloud:" and click
anywhere in the row for the report you want to run.

3. Click View log data to see the raw log data for the issue.

Chapter 19
Viewing Reports for Oracle HCM Cloud

19-15



20
Analyzing User Activity Risks and Trends

Find and analyze the different types of user activity risks that Oracle CASB Cloud Service
detects.

After you add your first application instance and Oracle CASB Cloud Service completes initial
data collection, Oracle CASB Cloud Service generates a risk event for every type of security
issue that it detects.

Topics:

• Typical Workflow for Analyzing User Activity Risks and Trends

• Different Types of Risk That Oracle CASB Cloud Service Monitors

• Risk Summaries: The Dashboard Summary Tab

• Overall Health of All Registered Services: The Health Summary Card

• Risks Specific to Each Application: The Applications Page

• Risks to Users

• Risks for Access IPs and Clients

• Managing Different Types of Risks

• Searching For and Viewing Risks

• Dismissing Risk Events

Typical Workflow for Analyzing User Activity Risks and Trends
With Oracle CASB Cloud Service, you can generate risk events for security issues that are
detected based on user activity.

Task Description Additional Information

Understand risk types. You can learn about the different
types of risk that Oracle CASB
Cloud Service monitors.

Different Types of Risk That
Oracle CASB Cloud Service
Monitors

Understand risk summaries. You can learn about high-level
information associated with the
types of risk that Oracle CASB
Cloud Service monitors.

Risk Summaries: The Dashboard
Summary Tab

Understand the health of
application instances.

You can learn about the open
issues for all application
instances monitored by Oracle
CASB Cloud Service.

Overall Health of All Registered
Services: The Health Summary
Card

Monitor risk for applications. You can monitor for several
different types of risk for
applications.

Risks Specific to Each
Application: The Applications
Page

Monitor risk for users. You can monitor for several
different types of risk for users.

Risks to Users
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Task Description Additional Information

Monitor risk for access identity
providers and clients.

You can monitor for several
different types of risk for access
identity providers and clients.

Risks for Access IPs and Clients

Manage risk types. You can manage different risk
types in Oracle CASB Cloud
Service.

Managing Different Types of
Risks

View risk events. You can search for and view risk
events in Oracle CASB Cloud
Service.

Searching For and Viewing Risks

Dismiss risk events. You can dismiss risk events from
Oracle CASB Cloud Service.

Dismissing Risk Events

Different Types of Risk That Oracle CASB Cloud Service
Monitors

Oracle CASB Cloud Service monitors four different categories of risk. Data for different
types of risk is displayed in different parts of the Oracle CASB Cloud Service console.

Risks Where to find them

User behavior risks The Oracle CASB Cloud Service Users page. Oracle CASB Cloud
Service provides a risk score for each user based on the user's activity
history. The risk score is based on hundreds of behavioral parameters
(for example, logins, failed logins, and file downloads). When the user's
amount of activity for a particular parameter spikes from their normal
usage history, Oracle CASB Cloud Service increases the user's risk
score and provides details of the user's actions as it relates to the
parameter.

Suspicious activity,
indicative of a threat

These are specific behavior patterns that appear to be suspicious.
Examples: Possible account compromise for an administrator based on
an unusual amount of administrative changes, a user who is hopping
between IP addresses and geographical locations.

Oracle CASB Cloud Service displays the number of threats found in the
Dashboard section of the console, and displays a description of each
threat in the Risk Events page (with an option to drill down into details
for the alert).

Oracle CASB Cloud Service also displays a risk score based on
anomalous activity in the Users page.
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Risks Where to find them

Security control This is a non conforming security configuration value that can leave your
users or data at a higher risk of compromise. Examples include settings
that permit users to create a five-character password or leave sessions
idle for 12 hours before a timeout.

Oracle CASB Cloud Service displays the number of security control
alerts in the Dashboard. You can read the complete alert in the Risk
Events page.

Note:

Monitoring for weak security settings isn't
currently supported for Office 365.

Policy alert A policy is a rule (for example, "if anyone shares a file tagged
Confidential, generate an alert." When Oracle CASB Cloud Service
detects an event that matches a policy, it generates an alert in the
console, and it can also send the alert over email. Examples of actions
that are often the subject of policies include changes to access control
lists, creating or deleting privileged roles and users, and downloading or
sharing sensitive files.

Oracle CASB Cloud Service displays the number of policy violations
found in the Dashboard. You can find a complete description of each
policy alert in the Risk Events page.

Finally, you can can configure policies and optionally direct policy alerts
to an email recipient in Configuration, Policy Management.

Risk Summaries: The Dashboard Summary Tab
Understand how to view summary information on risks in the Dashboard.

What to Look at First

After your first login to a new account, each time you log in to Oracle CASB Cloud Service,
the landing page shows the Summary tab in the Dashboard.

Unless there are particular issues that you want to concentrate on, you can view the Health
Summary card to see if there are any current risks. If any of the following items has a value
higher than zero, you can click the number to immediately view details of the risk in the
Monitor:

• Non compliant security controls. One or more of your registered cloud services has
security configuration settings that don't match your preferences.

• Policy alerts. An action was taken in one or more of your registered cloud services that
doesn't comply with rules that you or another administrator defined in Oracle CASB Cloud
Service.

• Threats. Oracle CASB Cloud Service identified potentially suspicious actions in one or
more of your registered cloud services. The Oracle CASB Cloud Service threat engine
tracks user behavior and flags both anomalies and behaviors that appear to exceed a
normal threshold.
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Cards in the Summary Tab

• Health Summary: A rollup of all risks for all monitored services. Click any number
to view the details for the risk type.

• Access map: Locations of normal and suspicious IP addresses that have
accessed the monitored services.

• IP addresses analyzed. A count of normal and suspicious IP addresses. IP
addresses that are flagged as suspicious have been identified either by a Oracle
CASB Cloud Service administrator or a third-party IP reputation feed.

• User risk levels: Shows users with risky behavioral profiles. A high risk score
indicates a user account that might be subject to misuse (account sharing, account
compromise, or another issue).

• Users with the most failed login attempts: Shows the top 5 users with failed logins.
An exceptional number suggests a brute force attack. Click the report icon to drill
down to a report of all failed logins.

• Users with the highest login activity: Shows trends related to user logins. Click the
report icon to drill down to a report of all login activity.

• Client type and activity: The clients (including web services) and devices that are
accessing your applications.

Overall Health of All Registered Services: The Health
Summary Card

Understand how to view summary information on risks in the Health Summary Card.

The Health Summary card summarizes the open issues for all monitored application
instances. A breakdown by application instance is available from the Applications
page, as described in Risks Specific to Each Application: The Applications Page. By
default, this card shows three days of data, with up to 90 days of data available.

Click a non-zero number in this card to view the related items. For example, click the
Threats number to view all open threats.

Related Topics:

• Managing Weak or Noncompliant Security Controls

• Creating Policies and Managing Policy Alerts

• Managing Behavioral Anomalies and Threats

Risks Specific to Each Application: The Applications Page
Understand how to view summary information on risks for a single application instance
in the Applications page.

Information on the risks that are specific to each application instance is available from
the Applications page, where an icon indicates the risk level or status for each
application instance:

•  — High risk level. A threat was detected.
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•  — Medium risk level. Some items require investigation, but no behavioral threats or
malicious IP address accesses.

•  — Low risk level. Few or no issues require attention.

•  — Status: You or another administrator recently added this application instance.
Oracle CASB Cloud Service is collecting initial data.

•  — Status: Application instance is unreachable.

These icons also appear at the top of the Applications page, with a count indicating how
many registered application instances are in risk level or each status. Click a non-zero
number next to an icon to display only application instances in that risk level or status.

From the Applications page, to view all alerts for a single application on the Risk Events
page:

• In grid view, in the row for an application instance, click the number under the column
heading for the type of incident you want to view.

• In card view, click an application tile to see the Health Summary card for that application,
then click the number next to the type of incident you want to view.

Below are the types of events for which you can get a filtered list of incidents in a link in Risk
Events. The labels appear as shown below on the Health Summary card in card view. In
grid view as column headers, they are all completely capitalized:

• Security Controls. The number of weak security configuration settings in the application
instance (for example, weak requirements for password length and complexity).

• Threats. The number of suspicious behaviors or IP addresses currently detected.

• Policy Alerts. All open alerts triggered by a manually configured policy.

• Most recent data analyzed. A summary of new items reviewed during the last data
collection run.

A value of 0 means that there are no related risk events.

Risks to Users
Understand how to identify and analyze user risks.

Users pose a variety of different security risks that Oracle CASB Cloud Service can detect.

Identifying High Risk Users: User Risk Levels Card
Understand how to use the User risk levels card to identify high risk users.

In the Dashboard, the User risk levels card provides an overview of whether any users of
your cloud services have an elevated risk score.

Oracle CASB Cloud Service typically collects 10 days of data before creating a risk profile for
a user. It then generates a risk score for the user. This score is based on the degree to which
the user's actions over the past day (24 hours) has deviated from their typical usage pattern.
Oracle CASB Cloud Service doesn't analyze every action when calculating this risk score.
Instead, it looks at actions that are often implicated in malicious insider or external hacker
activity.
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Typically, the longer Oracle CASB Cloud Service monitors a user's behavior, the more
accurate the risk score will be.

Examples of behaviors that can generate a high risk score:

• Downloading an unusual number of files, or deleting an unusual number of files,
from IP addresses that the user hadn't used.

• Traversing an unusually long geographical distance in a relatively short amount of
time, particularly when benchmarked against the user's typical behavior.

• Accessing a cloud service from new IP addresses and locations outside of typical
work hours for that user.

• Unusual application-specific activities for the user that might involve sensitive data.

This Dashboard card provides a summary of users and highlights which users are
showing normal activity and which users have shown behaviors that put their account
at risk.

Click the report icon in this card (the grid) to view a detailed report of users who are at
risk (also accessible from the Users page).

Click any area of the chart to view details for the users at the corresponding risk level.

Related Topics:

• Users with the Most Failed Logins Card

• Users with the Most Logins Card

• Finding and Analyzing Users at Risk

Analyzing User Risks: The Users Page
Understand how to use the Users page to analyze high risk users.

The Users page provides a risk profile for all users who access the cloud applications
or services that Oracle CASB Cloud Service monitors.

Each risk profile is based on activity that Oracle CASB Cloud Service considers
atypical. These activities can be generic (for example, an unusually high number of
login attempts or access IP addresses) or specific to an application type (for example,
sensitive administrative operations that are specific to Amazon Web Services).

For the first 10 days that Oracle CASB Cloud Service monitors a user, it bases its risk
score on internal benchmarks. After 10 days of monitoring a particular user, Oracle
CASB Cloud Service bases the risk score on significant changes in the user's
behavior, relative to that user's previous behavior. The longer Oracle CASB Cloud
Service monitors a user, the more stable Oracle CASB Cloud Service's model of the
user becomes. Oracle CASB Cloud Service recalculates its risk score daily based on
new input, and raises or lowers the risk score relative to the new risk factors detected:

• Generic factors include the user's locations and IP addresses, file download
activity, and number of operating systems used.

• Service-specific factors include sharing content with external users; creating,
updating, and deleting content; and administrative activity, such as creating,
modifying, and deleting users.
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These are the risk ratings in the Users page:

• High. A risk score of 90 and above is categorized as high risk.

• Medium. 80-89.

• Low (some) risk. 60-79.

• Normal activity. Below 60.

To View Users at Risk

1. Select Users from the Navigation menu. If the Navigation Menu is not displayed, click
the Navigation Menu icon  to display it.

This page displays all monitored users, sorted by default according to their risk scores.

Note:

Some AWS users can have the key HIDDEN_DUE_TO_SECURITY_REASONS instead
of a user name. This is because AWS hides the names of users who have
errors during login that could expose potentially sensitive information (for
example, accidentally entering a password in the user name field).

2. To view details related to an individual risk factor for a user, click the risk factor name (for
example, Failed login IP addresses).

3. To view all details related to a user's risk score, click the user name.

4. In the user details page, click a link in the Risk Factors section to view the details related
to specific risk factors for a user.

Note:

For risk factors related to new items (for example, new IP addresses), you must
manually compare the recently detected items with the items listed as
previously seen.

5. If there are more than ten lines of data for a particular risk factor:

• Click the See More link at the bottom of the table, and in the risk factor details dialog
box, page through all of the events related to the risk factor.

• To view the raw event data for a particular risk in this table, click the View log data
button in each table row.

6. To close the risk factor details dialog box, click the close icon in the upper right corner.

7. To close the user risks details page, click the close icon in the upper right corner.

Note:

You can do additional investigation of this user by generating an activity report,
and by searching for risk events related to this user in the Risk Events page.

8. To view a report of all activity related to a user:
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a. Select Users from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

b. Locate a user and then click the user name.

c. In the user details page, click the link for All Activities Report.

d. To save the data in this report, cick the Export to CSV button.

Users with the Most Failed Logins Card
Understand how to use the Users with the most failed logins card to identify high
risk users.

The Dashboard card for most failed user logins can give you insight into users who
may need help with password creation and retrieval, and it can also indicate possible
account hijacking attempts when the failure numbers are extreme.

To get more information about potential security issues, click the View Report icon 
and explore the overall pattern. If Oracle Identity Cloud Service (IDCS) is enabled in
your Oracle CASB Cloud Service tenant, the report shows two additional columns:

• ASSOCIATED CASB APP — the application instance registered in Oracle CASB
Cloud Service that user accessed.

• ASSOCIATED IDP APP — the name of the single sign-on application that was
used to access the registered application instance.

To enable IDCS, Oracle Support (http://support.oracle.com).  If you have not registered
yet, you will need your Customer Support Identifier (CSI) in order to register to submit
service request tickets.  As an alternative, you can also contact your Oracle CASB
Customer Success Manager.

You can also run a user activity report and filter the report for the user in question to
see if the multiple login failures are associated with other unusual activity (for example,
login success, followed by a high number of file downloads or sensitive administrative
operations).

In addition, you can click the Users page to see if this user appears to have a high-risk
level, or search for the user name in the Risk Events section of the console to see if
this user is an actor in any risk events.

Related Topics

• Identifying High Risk Users: User Risk Levels Card

• Users with the Most Logins Card

• Finding and Analyzing Users at Risk

Users with the Most Logins Card
Understand how to use the Users with the most logins card to identify high risk
users.

The Dashboard card for most user logins can give you insight into user activity.
Excessive numbers of logins on the part of a particular user can be an indicator of a
compromised account.
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To get more information about potential security issues, click the View Report icon  and
explore the overall pattern. If Oracle Identity Cloud Service (IDCS) is enabled in your Oracle
CASB Cloud Service tenant, the report shows two additional columns:

• ASSOCIATED CASB APP — the application instance registered in Oracle CASB Cloud
Service that user accessed.

• ASSOCIATED IDP APP — the name of the single sign-on application that was used to
access the registered application instance.

To enable IDCS, Oracle Support (http://support.oracle.com).  If you have not registered yet,
you will need your Customer Support Identifier (CSI) in order to register to submit service
request tickets.  As an alternative, you can also contact your Oracle CASB Customer
Success Manager.

You can also run a user activity report, and filter the report for the user in question to see if
the multiple logins are associated with other unusual activity (for example, a high number of
file downloads or sensitive administrative operations).

In addition, you can select the Users page in the Oracle CASB Cloud Service console to see
if this user appears to have a high-risk level, or search for the user name in the Risk Events
page of the console to see if this user is an actor in any risk events.

Related Topics:

• Identifying High Risk Users: User Risk Levels Card

• Analyzing User Risks: The Users Page

• Users with the Most Failed Logins Card

Risks for Access IPs and Clients
Understand how to identify and analyze risks related to IP addresses and clients.

Oracle CASB Cloud Service monitors for several different types of risk for access IPs and
clients.

Suspicious and Normal Access IP Addresses: The Dashboard Access Map
Understand how to interpret the IP address information displayed in the Access Map in the
Dashboard.

Threat feeds and Oracle CASB Cloud Service administrators can flag IP addresses as
suspicious. The Access Map on the Dashboard shows geographical locations with user
activity from both trusted IP addresses and IP addresses that were flagged as suspicious.

• Green pins or radial icons on the map indicate geographical locations with activity that
appears to be normal.

• Red pins on this map indicate geographical locations with events that are a threat or a
Oracle CASB Cloud Service administrator has tagged as suspicious. Red radial icons
indicate a cluster in which at least one pin is red.
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Note:

When Oracle CASB Cloud Service detects a threat, it doesn't
automatically change the pin color in the Access Map to red. You can
investigate threats and determine whether the IP addresses included in a
threat by manually adding them to a blacklist. See Putting IP Addresses
on Blacklists or Whitelists.

• Radial icons indicate a cluster of access locations. If the icon is red, then this
indicates at least one suspicious location is included in the cluster. Click these
points to view the individual access points.

To investigate pins on the Access Map

1. Select Dashboard from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. In the Access Map, click a pin, or click a radial icon to expose its underlying pins.

3. Click the link for the number of events in the pin location.

4. A corresponding report appears in the Reports page.

5. To sort the report, click the column header that you want to use as the sort key.

6. To filter the report, ensure that the filters widget is exposed, set a filter (for
example, select a date range), and then click Search.

7. To save the report by exporting the data to a CSV file, continue with Exporting a
report.

Related Topics

• The IP Addresses Analyzed Card

• The Client and Device Access Card

The IP Addresses Analyzed Card
Understand how to interpret the IP information displayed in the IP Addresses
Analyzed card.

Oracle CASB Cloud Service ingests information about suspicious IP addresses from
several third-party providers and lists normal and suspicious IP addresses in this card.
You can also add blacklisted or whitelisted IP addresses to be monitored. To add
blacklisted or whitelisted IP addresses for monitoring, see Putting IP Addresses on
Blacklists or Whitelists.

To view details of the IP addresses analyzed, click the report icon (the grid).

Any IP addresses that are flagged as suspicious should be investigated. Copy and
paste the IP address in the risk event viewer in the Risk Events section of the Oracle
CASB Cloud Service console to see if the suspicious IP address is implicated in any
policy alerts and threats that Oracle CASB Cloud Service detected.

Related Topics

• Suspicious and Normal Access IP Addresses: The Dashboard Access Map
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• The Client and Device Access Card

The Client and Device Access Card
Understand how to interpret the information displayed in the Client and Device Access
card.

The Client and Device Access card summarizes the device types and services that
accessed your applications. The API Call label identifies access by a program or application.
A device type of Other means the client type couldn't be identified.

Click the report icon (the grid) to see a detailed report about client and device access. Click a
bar in the chart to see a detailed report about access from that client or device type.

Related Topics

• Suspicious and Normal Access IP Addresses: The Dashboard Access Map

• The IP Addresses Analyzed Card

Managing Different Types of Risks
Understand how to manage the different types of risks that Oracle CASB Cloud Service
detects.

The way in which you manage a detected risk depends on the risk type.

Related Topics:

• Managing Weak or Noncompliant Security Controls

• Managing Policy Alerts in Risk Events

• Managing Behavioral Anomalies and Threats

Searching For and Viewing Risks
Find and view risks from the Dashboard and from the Risk Events page.

The Risk Events page in the Oracle CASB Cloud Service console shows a risk event for
each weak or non-compliant security control setting, policy violation, and behavioral anomaly
or potential threat. By default, the page shows different types of risk for up to 90 days of data.

You can view risk events several different ways:

• To view risk events for all application instances, drill down from the Health Summary tile
in the Dashboard.

• To view risk events for a single application instance, drill down from health summary
information in Applications.

• To view risk events for all or selected application instances, go directly to Risk Events.

Viewing Risk Events from the Risk Events Page
On the Risk Events page, filter the list or search for risk events containing specified text, sort
the list, and view detailed information for individual events.
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1. Select Risk Events from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. To search for risk events:

a. Click the Search icon  at the upper right.

b. Enter the text that you want to find.

c. Press Enter.

The search results display all risk events that contain the text you entered
anywhere in the Summary, Category, and Status columns.

• Click any column heading that has a sort icon (arrows) to sort the table
alphabetically by the information in the column.

• To filter by application instance, click Filter App Instances at the top of the
page.

3. To filter risk events:

a. Click the Filter icon  at the upper right.

b. Set any combination of filters to focus on specific groups of risk events.

• Risk Level — high-, medium-, or low-risk events.

• Category — a single risk event category.

• App Instance — one or more application instances.

Deselect All, then select individual application instances.

• Status — open or resolved risk events.

• Date Range — risk events logged in a specific date range.

Note:

Date ranges labeled “Last # days” all start at midnight on the first
date, and end at the present moment. “Last 1 day” includes all of
yesterday.

c. Click Search.

The search results now display all risk events matching your filter settings.

Note:

The filter icon is highlighted to indicate that you are viewing a subset
of the risk events. If you return to the Risk Events page in the same
session, or later in another session, the events remain filtered.

4. To sort risk events, click any column header that has the up and down arrows
beside it.

5. To view details for a risk event, click the event.

The row for the risk even expands to show additional information.
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• For a weak or non compliant security setting in the application, the event is a
security control alert, and the details will show which setting should be updated and
the recommended value for the new setting.

• For a policy violation, the event is a policy alert, and the event details will show the
user who triggered the alert and the affected resource.

• For a behavioral threat, the event can fall into several categories. The event details
will show the variables that triggered the alert (for example, unusually high failed
logins or administrative changes), the user who performed the actions, and other
details.

6. To view the settings that are causing security control alerts and behavioral threats to
appear in Risk Events, select Configuration, Threat Management from the Navigation
menu. If the Navigation Menu is not displayed, click the Navigation Menu icon  to
display it.

A risk events entry is triggered whenever THRESHOLD values on the Threat
Management page are exceeded.

Viewing Risk Events from the Dashboard
From the Dashboard, go directly to the risk events behind the summary information for all
registered application instances.

1. Select Dashboard from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. In the Health Summary card, click the number beside a risk event type (policy alerts,
security controls, or threats).

The Risk Events page displays, showing the risk event type you selected in the
Dashboard, for all registered application instances.

3. Sort or filter the list, and view details for individual events..

See Viewing Risk Events from the Risk Events Page.

Viewing Risk Events from the Applications Page
From the Applications page, go directly to the risk events behind the summary information
for a specific application instance.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Locate the application instance for which you want to see risk events, and:

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, click a non-zero number beside one of the four risk event categories.

• In grid view, click a non-zero number in one of the four risk event category columns.

3. Sort or filter the list, and view details for individual events..

See Viewing Risk Events from the Risk Events Page.
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Dismissing Risk Events
After you fix the cause of a reported risk or decide that a reported risk doesn't require
action, you dismiss the risk event from the Oracle CASB Cloud Service console.

You can later retrieve risk events that were dismissed. Oracle CASB Cloud Service
creates an entry in its audit trail for each dismiss action.

1. Select Risk Events from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Locate the events that you want to dismiss.

3. Dismiss one or more events:

• To dismiss an individual event, click the drop-down menu in the ACTION
column for the event and then select Dismiss.

• To dismiss multiple events at a time, click the selection check box to the left of
the events that you want to dismiss, and then click the Dismiss button at the
top of the page.

• If an event was triggered by a policy alert, you can dismiss all events for the
same policy alert at the same time. Click the drop-down menu in the ACTION
column for the event, select Dismiss, and then select Dismiss all ... open
risk events created by the policy ....

Note:

If the number of events dismissed is 100 or more, a job is created on
the Jobs page. See Jobs.

The risk events are dismissed.

4. To find dismissed events on the Risk Events page:

a. Select Risk Events from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

b. In the Status drop-down menu, select Resolved.

5. To run a report of dismissed events:

a. Select Reports from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

b. Select Oracle CASB Cloud Service audit trail.

c. In the audit trail report, do one of the following:

• Search the Description column in the report.

• Export the audit trail to a .csv file, open the .csv file in a spreadsheet, and
then search for dismissed events.
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21
Managing Behavioral Anomalies and Threats

Understand how to manage behavioral anomalies and threats that Oracle CASB Cloud
Service detects.

Oracle CASB Cloud Service monitors user and agent behavior and automatically generates
risk scores and alerts based on their activity patterns. To take advantage of this data, you
must find and analyze users at risk, suspicious activity patterns, and activity from suspicious
IP addresses.

As described in Anomalous Behaviors and IP Addresses, Oracle CASB Cloud Service
monitors user and agent behavior and automatically generates risk scores and alerts based
on their activity patterns.

Topics:

• Typical Workflow for Managing Behavioral Anomalies and Threats

• Dashboard View of User Risks and Threats

• Finding and Analyzing Users at Risk

• User Risk Factors

• Viewing Suspicious Activity Threats

• Monitoring Suspicious IP Addresses

• Detecting Application-Specific Threats

Typical Workflow for Managing Behavioral Anomalies and
Threats

With Oracle CASB Cloud Service, you can find and analyze users at risk, suspicious activity
patterns, and activity from suspicious IP addresses.

Task Description Additional Information

Understand the Dashboard. You can learn about how the
Summary tab in the Oracle
CASB Cloud Service Dashboard
provides high-level summaries of
users at risk.

Dashboard View of User Risks
and Threats

Analyze high-risk users. You can use Oracle CASB Cloud
Service to find and analyze users
at risk, and process users with
high-risk scores.

Finding and Analyzing Users at
Risk

Understand risk types. You can learn about high-level
information associated with risk
factors for users in each
application type.

User Risk Factors
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Task Description Additional Information

View suspicious activity threats. You can use Oracle CASB Cloud
Service to view suspicious
activity.

Viewing Suspicious Activity
Threats

Monitor suspicious IP Addresses. You can monitor for suspicious IP
addresses in Oracle CASB Cloud
Service.

Monitoring Suspicious IP
Addresses

Monitor application-specific
threats.

In addition to global threats that
apply to all application types, you
can monitor threats that are
specific to each application type.

Detecting Application-Specific
Threats

Dashboard View of User Risks and Threats
Understand how to find and interpret information on user risks and threats that is
available in the Dashboard.

The Dashboard provides quick access to summaries of risks and threats. From the
Dashboard summary information you can click through to the full details from the log
data:

• Suspicious activity threats

• User behavior anomalies

• Activity from suspicious IP addresses

Suspicious activity threats. Oracle CASB Cloud Service identifies activity patterns
that appear to be suspicious and marks them as Threats in the Health Summary
card. Click the number in the card to view the details for these threats in Risk Events.
By default the Risk Events page shows events for all application instances. You can
filter the list to show events for any one or more application instances that you select.
See Viewing Suspicious Activity Threats.

You can also view a single type of risk event for a single application instance by drilling
down from the Applications page. See Risks Specific to Each Application: The
Applications Page.

User behavior anomalies. Oracle CASB Cloud Service assigns a risk score to the
user based on significant deviations from the user's typical activities. These are shown
in the User risk levels card. Click anywhere in the chart to view details for each user's
risk score. See Finding Users at Risk.

Activity from suspicious IP addresses. Oracle CASB Cloud Service also identifies
suspicious IP addresses using third-party IP reputation and network information feeds,
as well as your own IP whitelist and blacklist data. These appear as red pins in the
Access Map. If a red pin shares a geographical region with other pins (red or green),
the map shows a red radial icon. Click a pin and then click the event link in the related
pop-up to view suspicious IP address details. See Monitoring Suspicious IP
Addresses.
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Finding and Analyzing Users at Risk
View the data that Oracle CASB Cloud Service provides on users flagged as possible risks,
and analyze that data to determine if you need to take action.

After you have uploaded your directory information, Oracle CASB Cloud Service generates a
risk score for each user and agent that accesses one of your registered cloud apps or
services. The risk score is based on how much a user's actions in a 24-hour period deviate
from the norm for that user's activity history.

Initially, Oracle CASB Cloud Service compares each individual's activity against a set of
internal benchmarks. After ten days, Oracle CASB Cloud Service compares each individual's
activity in a 24-hour period with that individual's past behavior. The longer Oracle CASB
Cloud Service monitors a particular individual, the more accurate its assessments become.

Oracle CASB Cloud Service monitors common risk factors such as failed logins and the total
number of access IP addresses as well as factors that are specific to the cloud service being
monitored.

Finding Users at Risk
Find users at risk, and information about their recent activities summarized on the
Dashboard, with additional details available in the Risk Events and Users pages.

The Dashboard displays summary information regarding users at risk. For users with a high
risk score, Oracle CASB Cloud Service also generates entries in the Risk Events page. Full
details on each user’s recent activity is available on the Users page.

1. Select Dashboard from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Click the Summary tab.

The User risk levels card shows tallies of users and risk levels (normal activity or low,
medium, and high risks assessments).

3. To view risk levels for all users, from the Oracle CASB Cloud Service console, select the
Users page from the Navigation menu. If the Navigation Menu is not displayed, click
the Navigation Menu icon  to display it.

The users with the highest risk scores are shown at the top of the table by default. You
can also click a segment of the User risk levels card to filter the Users page by risk
level.

4. In the Users page, click a user name to view the details of risk factors for that user.

Processing Users with High Risk Scores
Take a few simple actions when you find a user with a high risk score.

In general, when you find a user with a high risk score, there are a few simple actions you
can take in Oracle CASB Cloud Service to do additional investigation:

1. Run a full activity report on the user (a link to the full report is available on the risk details
page).

2. Check whether the user shared their credentials. If not, consider the possibility of account
compromise or an insider threat.

Chapter 21
Finding and Analyzing Users at Risk

21-3



3. Check the Risk Events page for any other risk events related to this user.

4. Consider configuring a new Oracle CASB Cloud Service policy to generate alerts
related to this user.

5. Consider implementing safeguards for user accounts, including multi-factor
authentication and VPN access with endpoint verification and protection.

6. If you suspect the account has been compromised, force a password reset and
consider blocking the account's access IP address.

Analyzing Users at Risk
Analyze the factors for a user with a high risk score and correlate that user with other
risk events.

You can assess user risks from the user details view in the Oracle CASB Cloud
Service console Users section and user activity reports. You can also find other risky
events that involve a particular user in the Risk Events section of the console.

1. Select Users from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Click the user name for a user with a high risk score.

3. In the user details page, click the links under Risk Factors (below the spedometer
icon).

4. Determine whether any factors are of immediate importance:

Risk Factor What You Can Do

IP address or proxy IP
address

Use an IP reputation service to determine the trustworthiness of
the user's access points.

Failed logins Check the login frequency, elapsed time for the failed login
attempts, and login locations to see if there may be an attempt
to hijack the user's account.

Locations Check whether the access locations match hubs on your
corporate network.

Access devices If multiple devices are being used simultaneously, make sure
they all belong to the user who owns the account (the account is
not being shared).

Operating systems If multiple operating systems are being used simultaneously,
make sure they all belong to the user who owns the account (the
account is not being shared).

File and folder activity
(views, deletes)

If there is excessive activity related to corporate data, and other
risk factors appear suspicious, this can be an indicator of
account compromise or misuse.

Role, password, access
key, and access control
updates

If there is excessive activity related to access privileges, and
other risk factors appear suspicious, this can be an indicator of
account compromise or misuse.

5. Click View log data for any item in the activity tables to get additional details
related to each event.

For example, HTTP request parameters, request URL, and user identity details.

6. To view all of this user's actions in for up to 30 days, click the link, Go to 30-day
activity report.
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7. Correlate a user with a high risk score with other risk events in Oracle CASB Cloud
Service:

a. From the Oracle CASB Cloud Service console, select the Users page, and copy the
user name.

b. Select Risk Events, and in the risk events page, Filter text field, paste the user
name.

If there are any additional risk events related to this user, the table will be filtered to
only show the events related to them.

c. Repeat these steps for other risk factors, such as this user's access IP addresses.

User Risk Factors
Review summaries of each risk factor for users in different application types.

Select Users in the Oracle CASB Cloud Service console, then select the username to display
a user profile page for the user's risk score. Depending on the application type, you see
different risk factors.

General Risk Factors
Learn about risk factors that apply to all application types.

Login count per day. In the past 24 hours the account for a user had a large number of
logins relative to his or her typical behavior.

If this is a legitimate user, determine whether network outages caused the need to log in
multiple times. If you can't find an obvious reason for the login count, check whether the user
is sharing their login credentials (this should be discouraged).

IP addresses per day. In the past 24 hours the account for a user had logins from a large
number of IP addresses relative to past behavior. This can indicate an account hijacking
attempt, sharing of account credentials, or other issues related to account access.

Check whether the user is traveling, or is has another legitimate reason for logging in from
these locations. If the user associated with this account is not traveling, determine whether
the user account or the system was compromised, the user shared his or her login
credentials, or the user poses an insider threat.

Geo locations per day. This user account had logins in from a large number of locations in
the past 24 hours, relative to past behavior. This can indicate account hijacking attempt,
sharing of account credentials, or other suspicious access.

Check whether the user is traveling, or is has another legitimate reason for logging in from
these locations. If the user associated with this account is not traveling, determine whether
the user account or the system was compromised, the user shared his or her login
credentials, or the user poses an insider threat.

Failed logins per day. The account for a user had a large number of failed logins in the past
24 hours, relative to past behavior. This can indicate an account hijacking attempt.

Check whether the user is having login issues and needs help with selecting a strong
passphrase that can also be remembered. If the user associated with this account does not
recall having issues with login, determine whether this was an attempt to compromise the
account.

Chapter 21
User Risk Factors

21-5



Failed login IP addresses per day. The account for a user had failed logins from a
large number of IP addresses in the past 24 hours, relative to past behavior. This can
indicate an account hijacking attempt, sharing of account credentials, or other
suspicious access.

Check whether the user is traveling, or is has another legitimate reason for logging in
from these locations. If the user associated with this account is not traveling,
determine whether the user account or the system was compromised, the user shared
his or her login credentials, or the user poses an insider threat. You also can run a
report in Oracle CASB Cloud Service to see if the IP address has been flagged as
suspicious. If you find suspicious activity, block the IP addresses performing the failed
logins.

Geo locations for failed logins per day. The account for a user had failed logins
from a large number of geographical locations in the past 24 hours, relative to past
behavior. This can indicate an account hijacking attempt, sharing of account
credentials, or other suspicious access.

Check whether the user is traveling, or has another legitimate need to log in from
varying locations. If the user associated with this account is not traveling, determine
whether the user account or the system was compromised, or the user shared his or
her login credentials.

Distance traveled per day. In the past 24 hours, the account for a user had logins
that spanned unusually large geographical distances between IP addresses. This can
indicate an account hijacking attempt, sharing of account credentials, or other
suspicious access.

Check whether the user is traveling, or has another need to log in from different (and
distant) locations. If the user associated with this account is not traveling, determine
whether the user account or the system was compromised, or the user shared his or
her login credentials.

After-hours access. The account for a user had activity at an unusual time of day
relative to his or her normal behavior.

Check whether the user is traveling, working against a deadline, or has other
operational or business needs. If more investigation is needed, determine whether the
user account or the system was compromised, the user shared his or her login
credentials, or the user poses an insider threat.

Failed logins after hours. The account for a user had failed logins at an unusual time
of day relative to his or her normal behavior.

Check whether the user is traveling or needs assistance with password retrieval. If
more investigation is needed, determine whether the user account or the system was
compromised, the user shared his or her login credentials, or the user poses an insider
threat.

Platforms per day. In the past 24 hours the account for a user had logins from a large
number of operating systems relative to his or her normal behavior.

Check whether this user has been issued a new device or has brought in a new device
of their own, the operating systems were upgraded or changed, and if the devices and
upgrades were authorized.

Browsers per day. In the past 24 hours the account for a user had logins from a large
number of browsers relative to his or her normal behavior.
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Check whether this user has been issued a new device or has brought in a new device of
their own, or the operating systems were upgraded or changed, and if the devices and
upgrades are authorized.

Suspicious IPs per day. In the past 24 hours the account for a user had logins from one or
more IP addresses that a threat feed or a Oracle CASB Cloud Service administrator tagged
as suspicious.

Because at least one source has flagged an IP addresses as suspicious, check the Oracle
CASB Cloud Service console, Reports section, and search for additional information about
the IP address. Also check the Configuration section, Manage IP addresses page to see if
a Oracle CASB Cloud Service administrator is responsible for flagging this IP address. If you
find suspicious activity, block the IP addresses performing the activity and intiate your incident
response plan.

Proxy IP addresses per day. In the past 24 hours the account for a user had logins using a
large number of proxy IP addresses relative to his or her normal behavior. A proxy substitutes
(disguises) the real IP address being used to access a cloud service with a set of substitute
(proxy) IP addresses.

Check whether the user is traveling or has another need to log in from different locations. If
the user associated with this account is not traveling, determine whether the user account or
the system was compromised, or the user shared his or her login credentials. .

Access IP addresses per day. In the past 24 hours the account for a user had activity from
a large number of IP addresses relative to his or her normal behavior. This includes logins
and additional activities.

Check whether the user is traveling, or has another need to log in from different locations. If
the user associated with this account is not traveling, determine whether the user account or
the system was compromised, or the user shared his or her login credentials.

Network prefixes per day. In the past 24 hours, there has been a large change in the
pattern of networks that this account has connected from.

Check whether the user is traveling, or has another need to log in from different locations. If
the user associated with this account is not traveling, determine whether the user account or
the system was compromised, or the user shared his or her login credentials.

Activity and geo locations per day. In the past 24 hours the account for a user had activity
from a large number of geographical locations relative to his or her normal behavior.

Check whether the user is traveling, or has another need to log in from different (and distant)
locations. If the user associated with this account is not traveling, determine whether the user
account or the system was compromised, or the user shared his or her login credentials.

New access IP addressesper day. In the past 24 hours the account for a user had activity
from an IP address that had not been used previously.

Check whether the user is traveling, or has another need to log in from different (and distant)
locations. If the user associated with this account is not traveling, determine whether the user
account or the system was compromised, or the user shared his or her login credentials.

New subnet masks per day. In the past 24 hours the account for a user had activity from an
IP address with a new subnet mask (the final three octets).

New network prefixes per day. In the past 24 hours the account for a user had activity from
an IP address with a new network prefix (the final two octets).
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New access countries per day. In the past 24 hours the account for a user had
activity from a country that that had not been used previously.

Check whether the user is traveling, or has another need to log in from different (and
distant) locations. If the user associated with this account is not traveling, determine
whether the user account or the system was compromised, or the user shared his or
her login credentials.

New browsers per day. In the past 24 hours the account for a user had activity using
a browser that that had not been used previously.

Check whether this user has been issued a new device or has brought in a new device
of their own, the operating systems were upgraded or changed, additional web
browsers installed, and if the devices and upgrades were authorized.

New operating systems per day. In the past 24 hours the account for a user had
activity using an operating system that that had not been used previously.

Check whether this user has been issued a new device or has brought in a new device
of their own, the operating systems were upgraded or changed, and if the devices and
upgrades were authorized.

New devices per day. In the past 24 hours, the account for a user had activity using a
device that that had not been used previously.

Check whether this user has been issued a new device or has brought in a new device
of their own and if the devices and upgrades were authorized.

AWS Risk Factors
Learn about risk factors that are specific to Amazon Web Services (AWS).

EC2 instance starts per day. In the past 24 hours, this administrative account has
issued a large number of start or run EC2 instance commands relative to past
behavior. EC2 instances are virtual servers that use a defined amount of CPU,
memory, and so on as defined in an Amazon Machine Image (AMI). Each time you
transition an instance from stopped to started, Amazon EC2 charges a full instance
hour, even if transitions happen multiple times within a single hour.

Check whether this administrator is authorized to start these EC2 instances and
recalls performing these actions.

Stop EC2 instance monitoring, occurrences per day. In the past 24 hours this
administrative account stopped monitoring a large number of EC2 instances relative to
past behavior. EC2 instances are virtual servers that use CPU, memory, and so on as
defined in an Amazon Machine Image (AMI). They are a part of your critical
infrastructure.

Check whether this administrator is authorized to stop monitoring of your EC2
instances and recalls performing these actions.

EC2 instance ACLs, actions per day. In the past 24 hours, this user performed a
large number of actions on EC2 network ACLs or ACL entries relative to past behavior.
EC2 instances are virtual servers that use CPU, memory, and so on as defined in an
Amazon Machine Image (AMI). They are a part of your critical infrastructure. EC2
Access Control Lists (ACLs) determine which users can access and manage EC2
instances.
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Check whether this administrator has configured sufficiently restrictive EC2 network ACLs
and recalls performing these actions.

EC2 security groups, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to EC2 security groups or inbound/outbound
traffic rules for these groups relative to past behavior. EC2 instances are virtual servers that
use CPU, memory, and so on as defined in an Amazon Machine Image (AMI). They are a
part of your critical infrastructure. security groups determine the privileges for users who
access and manage EC2 instances.

Check whether this administrator has added a large number of users to the security groups
because this can increase your exposure to threats. Also check whether the administrator
recalls performing these actions.

EC2 key pairs, actions per day. In the past 24 hours this administrative account performed
a large number of actions related to EC2 key pairs relative to past behavior. These key pairs
permit access to an Elastic Compute Cloud (EC2) instance, which is part of your critical
infrastructure.

Check whether these are authorized actions, and that these actions support a legitimate
business need with an approved change control for your organization. Determine whether the
administrative account or the system was compromised, the user shared his or her login
credentials, or the user poses an insider threat.

IAM policies, actions per day. In the past 24 hours, this user performed a large number of
actions related to IAM policies relative to past behavior. Policies grant permissions to IAM
users and groups, defining the resources that the user or group can access, and the actions
they can perform.

Check whether the administrator updated administrative or highly privileged user policies,
because this can increase your exposure to threats. Also check whether the administrator
recalls performing these actions.

IAM groups, actions per day. In the past 24 hours this administrative account performed a
large number of actions related to Identity and Access Management (IAM) groups or group
policies relative to past behavior. IAM groups provides sets of permissions to IAM users. An
IAM user is an account for a person or a service that can perform administrative actions in
AWS. For a service or application running on an EC2 instance, the IAM user credentials
permit the service to access S3 storage buckets and other important resources.

Check whether the administrator updated administrative or highly privileged user groups,
because this can increase your exposure to threats. Also check whether the administrator
recalls performing these actions.

IAM roles, actions per day. In the past 24 hours this administrative account performed a
large number of actions related to Identity and Access Management (IAM) roles or role
policies relative to past behavior. Roles provides sets of permissions to IAM users. An IAM
user is an account for a person or a service that can perform administrative actions in AWS.
For a service or application running on an EC2 instance, the IAM user credentials permit the
service to access S3 storage buckets and other important resources.

Check whether the administrator updated administrative or highly privileged user roles,
because this can increase your exposure to threats. Also check whether the administrator
recalls performing these actions.

IAM users, actions per day. In the past 24 hours this administrative account performed a
large number of actions related to Identity and Access Management (IAM) users or user
policies relative to past behavior. An IAM user is an account for a person or a service that can
perform administrative actions in AWS. For a service or application running on an EC2
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instance, the IAM user credentials permit the service to access S3 storage buckets
and other important resources.

Check whether the administrator updated administrative or highly privileged users,
because this can increase your exposure to threats. Also check whether the
administrator recalls performing these actions.

IAM certificates, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Identity and Access Management (IAM)
signing certificates or server certificates relative to past behavior. An IAM signing
certificate permits the user or agent who has the certificate to use the EC2 command
line and AMI tools. Server certificates enable SSL between servers and the clients that
access them. AWS uses SSL certificates for various types of servers, including Elastic
Load Balancing servers.

Check whether the administrator is authorized to manage IAM user certificates or
server certificates, the certificates use valid ciphers (not depreciated) with appropriate
key lengths and bit lengths, and that you are tracking expiration dates for timely
replacement.

OpenID, actions per day. AWS supports federated authentication based on OpenID
Connect (OIDC). This allows users to sign in to AWS using their credentials from
another service.

Check whether this administrator is authorized to establish cross-domain trust,
because this can increase your exposure to threats. Also check whether the
administrator recalls performing these actions.

IAM access keys, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Identity and Access Management (IAM)
access keys relative to past behavior. AWS uses cryptographic keys to authenticate
Identity and Access Management (IAM) users.

Check whether this administrator issued these IAM access keys to authorized users,
because this can increase your exposure to threats. Also check whether the
administrator recalls performing these actions.

IAM login profiles, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Identity and Access Management (IAM)
login profiles relative to past behavior. Login profiles allow users to access the AWS
Management Console.

Check whether this administrator is authorized to update login profiles, because this
can increase your exposure to threats. Also check whether the administrator recalls
performing these actions.

IAM instance profiles, actions per day. In the past 24 hours this administrative
account performed a large number of actions related to Identity and Access
Management (IAM) instance profiles relative to past behavior. IAM instance profiles
can pass a role (a set of permissions) to an EC2 instance.

Check whether the administrator is authorized actions, because this can increase your
exposure to threats. Also check whether the administrator recalls performing these
actions.

SAML providers, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Identity and Access Management (IAM)
SAML providers relative to past behavior. SAML refers to the Security Access Markup
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Language. It provides federated access to your systems, which means it permits single sign-
on across security domains.

Check whether the administrator is authorized actions, because this can increase your
exposure to threats. Also check whether the administrator recalls performing these actions.

IAM password changes per day. In the past 24 hours this administrative account performed
a large number of Identity and Access Management (IAM) password changes relative to past
behavior.

Check whether the administrator is authorized actions, because this can increase your
exposure to threats. Also check whether the administrator recalls performing these actions.

Password policy changes per day. In the past 24 hours this administrative account
changed a large number of Identity and Access Management (IAM) password policies
relative to past behavior.

Check whether the administrator is authorized actions, because this can increase your
exposure to threats. Also check whether the administrator recalls performing these actions.

RDS DB snapshots per day. In the past 24 hours this administrative account performed a
large number of actions related to Relational Database Service (RDS) DB snapshots in AWS
relative to past behavior.

Check whether the administrator is authorized to take RDS databases snapshots. Also check
whether the administrator recalls performing these actions.

RDS cluster snapshots per day. In the past 24 hours this administrative account performed
a large number of actions related to Relational Database Service (RDS) cluster snapshots in
AWS relative to past behavior.

Check whether the administrator is authorized to take RDS cluster snapshots, and recalls
performing these actions.

RDS clusters, actions per day. In the past 24 hours this administrative account performed a
large number of actions related to Relational Database Service (RDS) clusters in AWS
relative to past behavior.

Check whether the administrator is authorized to update RDS cluster snapshots, and recalls
performing these actions.

RDS security groups, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Relational Database Service (RDS) security
groups in AWS relative to past behavior.

Check whether the administrator is authorized to perform these actions, because this can
increase your exposure to threats. Also check whether the administrator recalls performing
these actions.

RDS instances, actions per day. In the past 24 hours this administrative account performed
a large number of actions related to Relational Database Service (RDS) instances in AWS
relative to past behavior.

Check whether the administrator is authorized to update RDS instances, and recalls
performing these actions.

EC2 IP addresses, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to EC2 IP addresses in AWS relative to past
behavior. AWS administrators work with both private (internal network) and public (public
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Domain Name System, or DNS) IP addresses. The administrators also configure
routing among EC2 instances using their private IP addresses.

Check whether the administrator is authorized to manage EC2 IP addresses, and
recalls performing these actions.

IAM IP addresses, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Identity and Access Management IP
addresses relative to past behavior. These IP addresses identify which IP addresses
requests are allowed to come from.

Check whether the administrator is authorized to manage IAM IP addresses, and
recalls performing these actions.

RDS IP addresses, actions per day. In the past 24 hours this administrative account
performed a large number of actions related to Relational Database Service (RDS) IP
addresses relative to past behavior.

Check whether the administrator is authorized to manage RDS IP addresses, and
recalls performing these actions.

Office 365 Risk Factors
Learn about risk factors that are specific to Office 365.

Administrative actions per day. In the past 24 hours the account for a user
performed a large number of administrative changes in Office 365 relative to past
behavior.

Check whether the administrator is authorized to perform these actions, because this
can increase your exposure to threats. Also check whether the administrator recalls
performing these actions.

Downloads per day. In the past 24 hours the account for a user downloaded a large
amount of data from Office 365 relative to past behavior.

Check whether the downloaded files contained sensitive information.

Deletes per day. In the past 24 hours the account for a user deleted a large amount of
data from Office 365 relative to past behavior.

Check the quantity of information that the user deleted, whether this information still
has value to the organization, and that these actions support a legitimate business
need with an approved change control for your organization.

Files modified per day. In the past 24 hours the account for a user modified an
unusual number of files in Office 365 relative to past behavior.

Check whether these files contain sensitive content.

Files shared externally per day. In the past 24 hours the account for a user shared a
large number of files with users in external domains relative to past behavior.

Check whether this user has shared sensitive files, whether the external users are
from sanctioned domains and business partners, and that these actions support a
legitimate business need with appropriate approvals to do so.

Email sent externally per day. In the past 24 hours the account for a user sent a
large amount of email to users in external domains relative to past behavior.
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Check whether this user has sent sensitive files, whether the external users are from
sanctioned domains and business partners, and that these actions support a legitimate
business need with appropriate approvals to do so.

Emails received from external domains per day. In the past 24 hours the account for a
user received a large amount of email from external domains relative to past behavior.

Check whether this activity was supporting a legitimate business need.

IP addresses used to access SharePoint/OneDrive per day. In the past 24 hours the
account for a user accessed SharePoint and OneDrive from a large number of IP addresses
relative to past behavior.

Check whether the user is traveling, or is has another legitimate reason for logging in from
these locations. If the user associated with this account is not traveling, determine whether
the user account or the system was compromised, the user shared his or her login
credentials, or the user poses an insider threat.

IP addresses used to access Azure AD per day. In the past 24 hours the account for a
user accessed Azure AD using a large number of IP addresses relative to past behavior.

Check whether the user is traveling, or is has another legitimate reason for logging in from
these locations. If the user associated with this account is not traveling, determine whether
the user account or the system was compromised, the user shared his or her login
credentials, or the user poses an insider threat.

Viewing Suspicious Activity Threats
View summaries of anomalous activity and cross-application activity in the Dashboard, and
jump to details in Risk Events.

When you select a Threats link in the Dashboard, Summary tab, you jump to the Risk
Events page, with the events filtered to display open threats (either across the system or for
a particular cloud service, depending on which link you selected). Oracle CASB Cloud
Service detects anomalous or suspicious activity within a particular cloud service instance.

To view details for suspicious activity

1. Select Risk Events from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Click the CATEGORY column header to sort the events by category.

3. Click in a row where CATEGORY is Anomalous activity or Cross-application activity
and you want more information on the threat.

The row expands to show basic information for the threat.

4. In the ACTION column, drop down the Action menu and select View threat.

The threat details pop-up shows either an area chart with the threat triggers (for example,
the number of logins, failed logins, and IP addresses for the user) or a map showing the
user's access points.

If the pop-up contains the area chart, you can click items in the key to show or hide them.
To view other actions the user has taken during the threat reporting period, click the
details icon (the bar chart) in the upper right corner of the pop-up.

Click the chart switcher tool in the upper right corner to see another view - here you can
deselect the Show All checkbox and then check individual items to be displayed.
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5. If the threat contains a map, you can hover over different parts of the map.

The events related to that point on the map appear below the map (between the
map and the table).

6. If the threat contains activity data, the threat details table contains an Issue Count
column. Click any row of this column to view details of each occurrence of the
event type. For example, if the Category column shows Failed Logins, and the
issue count is 4, clicking this row displays a pop-up with details for all four failed
logins.

7. Click View log data to view any additional information that the cloud service's logs
provided about this event.

8. Diagnosing this threat involves doing additional research (if needed) to determine
whether any action is required, and if so, what the action should be, as described
in Office 365 Risk Factors.

Related Topics:

• Dashboard View of User Risks and Threats

• Finding and Analyzing Users at Risk

• User Risk Factors

• Monitoring Suspicious IP Addresses

Remediating and Dismissing a Suspicious Activity Threat
To complete the processing of a suspicious activity threat, process the associated
incident, resolve the threat, and then dismiss it.

Oracle CASB Cloud Service automatically generates an incident ticket for each
detected anomaly marked as a threat. You can manually create incident tickets to track
a user with a high risk score. See Finding and Analyzing Users at Risk.

1. After you find a threat in the Risk Events page (see Finding Users at Risk), drop
down the Action menu and select View incident.

2. In the View incident page for this threat, you can manage and resolve the
incident.

3. Once resolved, the threat and its related risk event and incident ticket are
dismissed.

Monitoring Suspicious IP Addresses
View information about activity from suspicious IP addresses that Oracle CASB Cloud
Service detects.

Oracle CASB Cloud Service uses data feeds that report on suspicious IP addresses,
and matches these with the IP addresses of users who access registered application
instances. If Oracle CASB Cloud Service finds a match, it updates the Access Map
and the IP address card in the Dashboard, generates a risk event in Risk Events.

1. Select Dashboard from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Click the Summary tab.
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The Access Map shows red pins in locations that have experienced activity from
suspicious IP addresses.

3. To view the events from the IP address for a red-pin location, click the pin and then click
the "number of events" link in the pop-up that appears over the pin.

If the first click simply zooms in on the map, click the pin again.

Note:

You can control automatic whitelisting of trusted network addresses by setting a
preference. See Setting Your Preferences.

You can also control this preference from the Manage IP Addresses page. See 
Putting IP Addresses on Blacklists or Whitelists.

Detecting Application-Specific Threats
Learn how to detect threats that are specific to each application type. These threats are In
addition to the threats that are common to all application types.

Note:

Ensure that you become familiar with the global threats that are common to all
application types, which are documented in the previous sections, in addition to the
application-specific threats that are covered in the following sections.

Detecting Threats in AWS
Understand Oracle CASB Cloud Service threat detection features for AWS.

As described in Managing Behavioral Anomalies and Threats, Oracle CASB Cloud Service
detects behaviors that indicate an insider or external threat. For example, access from a
suspicious IP address, excessive mass transfers and deletes of sales data, or a user hopping
between IP addresses and geographical locations are all detected.

Threat detection can alert you, for example, when an AWS user has a suspicious number of
failed logins (suggesting a brute force attack) or appears to be accessing their AWS account
from an anonymizing proxy.

Viewing Security Controls Monitored for AWS
Filter and sort the Reports page to see security controls monitored for AWS.

Oracle CASB Cloud Service monitors password, session, and access control settings for
AWS, and generates alerts when the values for these controls don’t match the baseline.

1. In the Risk Events page, filter the events so that only AWS events appear.

2. Sort the Category column so that Security Control risks appear.

3. Click a risk to view its details.
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The following table describes the controls that Oracle CASB Cloud Service monitors.
By default, Oracle CASB Cloud Service generates an alert if the value for the control
deviates from the value shown in the table.

In general, Oracle CASB Cloud Service's default preferred values are more stringent
than the default settings within AWS. If you want to change the baseline for Oracle
CASB Cloud Service's security control alerts, then you can define custom settings for
these controls.

Security
Control Type

Security
Control Name

Stringent
(Default)
Setting

Description

Password
policy

Minimum
password
length

10 characters The longer a password is, the harder it is to
crack.

Password
policy

Require at least
one uppercase
letter

On The more complex a password is, the
harder it is to crack.

Password
policy

Require at least
one lowercase
letter

On The more complex a password is, the
harder it is to crack.

Password
policy

Require at least
one number

On The more complex a password is, the
harder it is to crack.

Password
policy

Require at least
one non-
alphanumeric
character

On The more complex a password is, the
harder it is to crack.

Password
policy

Allow users to
change their
own password

On Users are more likely to update passwords
when this activity is under their control.

Password
policy

Password
expiration
period (in days)

30 The more frequently a password is updated,
the harder it is to crack.

Password
policy

Number of
passwords to
remember

10 Reused passwords open a window for an
attacker to make use of an old password.

Password
policy

Password
expiration
requires
administrator
reset

On When passwords expire, this indicates an
unused account. It’s a best practice to not
let accounts sit idle.

Setting Number of days
for an SSH key
to be
considered old

30 SSH keys authenticate AWS EC2 instances.
The more frequently these keys are
updated, the harder they are to crack.

Setting Number of days
for an IAM key
to be
considered old

90 IAM keys authenticate AWS administrative
users. The more frequently these keys are
updated, the harder they are to crack.

Chapter 21
Detecting Application-Specific Threats

21-16



Security
Control Type

Security
Control Name

Stringent
(Default)
Setting

Description

Access
controls

Require the root
user to use
multifactor
authentication

On Multifactor authentication requires a user to
more than one credential when logging in
(for example, a password and a one-time
code).

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Make sure all
S3 server
buckets are
encrypted

On It’s a best practice to keep data at rest in
encrypted form.

Access
controls

Require
multifactor
authentication
when deleting
an S3 bucket

On Deleting an S3 bucket means removing a
data store. This is a sensitive operation and
should require the extra security that
multifactor authentication provides.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Require
security group
checking for
unsecured ports

On AWS manages critical organizational
infrastructure. Security group checking
provides an additional layer of security in the
event that a port was left open to the
internet.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Require
network ACLs
to use secure
open ports

On AWS services listen for traffic on ports.
These ports should require secure
(encrypted) communication so that sensitive
information isn’t transmitted in the clear.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.
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Security
Control Type

Security
Control Name

Stringent
(Default)
Setting

Description

Access
controls

Do not let
network ACLs
have Allow All
set as the
default

On Allow All means that the access control list
(ACL) provides access to anyone on the
internet.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Check use of
Route 53
hosted zones

On Amazon's Route 53 service maps domain
name system (DNS) queries to numeric IP
addresses. It routes end users to Internet
applications by translating domain names
(for example, www.example.com) into
numeric IP addresses (for example,
192.0.2.1) that computers use to connect to
each other. Route 53 works with external
domain names. It also works with Amazon
Virtual Private Clouds (VPCs), which allows
custom domain names for your internal
AWS resources without exposing them to
the public internet. Consider using Route 53
service as a cost-effective solution for DNS
routing that also can be extended to your
VPCs.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.

Access
controls

Check use of
Route 53 health
checks

On Amazon Route 53 maps domain name
system (DNS) queries to numeric IP
addresses. Route 53 health checks ensure
that your web resources that reside at these
IP addresses are functional before directing
traffic to them.

Oracle CASB Cloud Service doesn’t monitor
for Route 53 health checks in private hosted
zones.

This setting and the other access controls
on this page aren’t available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn’t
enabled.
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Security
Control Type

Security
Control Name

Stringent
(Default)
Setting

Description

Access
controls

Check EBS
volume
encryption
status

On Amazon Elastic Block Storage (EBS)
volumes provide incremental backup for
Amazon elastic compute cloud (EC2)
instances. Encryption of these volumes
prevents unauthorized access to the data on
them.

This setting and the other access controls
on this page aren't available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn't
enabled.

Access
controls

Check RDS
encryption
status

On Amazon Relational Database Service
(Amazon RDS) is a relational database in
the cloud. Ensure that RDS encryption is
enabled to prevent unauthorized access to
the information stored in the database.
Amazon RDS handles authentication,
access, and decryption of data transparently
with minimal impact on performance.
Amazon RDS encryption also helps to fulfill
compliance requirements for data-at-rest
encryption.

This setting and the other access controls
on this page aren't available as a security
setting in the AWS administration console.
However, when enabled, Oracle CASB
Cloud Service monitors this resource and
generates an alert when the feature isn't
enabled.

Detecting Threats in Azure AD
View threats to an Azure AD instance.

Oracle CASB Cloud Service automatically detects anomalous user behavior in Azure AD as
well as any behavior associated with suspicious or blacklisted IP addresses.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. On the Applications page:

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, click the non-zero number for Threats to view those threats in Risk
Events.

• In grid view, click the non-zero number in the THREATS column to view those threats
in Risk Events.

3. To view additional information related to the threat, including recommended remediation
actions, drop down the Actions list and select View Incident.
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Detecting threats in Custom Apps for AWS
Understand Oracle CASB Cloud Service threat detection features for Custom Apps for
AWS.

As described in Managing Behavioral Anomalies and Threats, Oracle CASB Cloud
Service detects behaviors that indicate an insider or external threat (for example, one
user who is performing many more actions than any other user). To view threats
detected for Custom Apps for AWS:

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. On the Applications page:

• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, click the non-zero number for Threats to view those
threats in Risk Events.

• In grid view, click the non-zero number in the THREATS column to view those
threats in Risk Events.

Detecting Threats in Office 365
Understand how Oracle CASB Cloud Service detects threats for Office 365.

Oracle CASB Cloud Service detects behaviors that indicate an insider or external
threat (for example, access from a suspicious IP address, excessive mass transfers
and deletes of sales data, or a user hopping between IP addresses and geographical
locations). For more information, see Managing Behavioral Anomalies and Threats.

Threat detection can alert you, for example, when a user is sending an unusual
amount of email, has a suspicious number of failed logins (suggesting a brute-force
attack), or appears to be accessing their Office 365 account from an anonymizing
proxy.

Oracle CASB Cloud Service currently generates behavioral threats for the following:

• Exchange Online

• SharePoint/OneDrive

• Azure AD

Detecting Threats in Oracle Cloud Infrastructure (OCI)
View threats to an Oracle Cloud Infrastructure (OCI) instance.

Oracle CASB Cloud Service automatically detects anomalous user behavior in Oracle
Cloud Infrastructure as well as any behavior associated with suspicious or blacklisted
IP addresses.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. On the Applications page:
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• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, click the non-zero number for Threats to view those threats in Risk
Events.

• In grid view, click the non-zero number in the THREATS column to view those threats
in Risk Events.

Detecting Threats in Oracle ERP Cloud
View threats to an Oracle ERP Cloud instance.

Oracle CASB Cloud Service automatically detects anomalous user behavior in Oracle ERP
Cloud as well as any behavior associated with suspicious or blacklisted IP addresses.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. On the Applications page:

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, click the non-zero number for Threats to view those threats in Risk
Events.

• In grid view, click the non-zero number in the THREATS column to view those threats
in Risk Events.

Detecting Threats in Oracle HCM Cloud
View threats to an Oracle HCM Cloud instance.

Oracle CASB Cloud Service automatically detects anomalous user behavior in Oracle Human
Capital Management as well as any behavior associated with suspicious or blacklisted IP
addresses.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. On the Applications page:

• In card view, click the icon for the instance you want to modify, and then in the Health
Summary, click the non-zero number for Threats to view those threats in Risk
Events.

• In grid view, click the non-zero number in the THREATS column to view those threats
in Risk Events.

Detecting Threats in Oracle Sales Cloud
View threats to an Oracle Sales Cloud instance.

Oracle CASB Cloud Service automatically detects anomalous user behavior in Oracle Sales
Cloud as well as any behavior associated with suspicious or blacklisted IP addresses.

1. Select Applications from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. On the Applications page:
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• In card view, click the icon for the instance you want to modify, and then
in the Health Summary, click the non-zero number for Threats to view those
threats in Risk Events.

• In grid view, click the non-zero number in the THREATS column to view those
threats in Risk Events.
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Part VI
Exporting Data

Learn about the options available exporting threat information from Oracle CASB Cloud
Service.

At some point it is likely that you will want to export some threat information from Oracle
CASB Cloud Service.

Chapters:

• Exporting Data from Oracle CASB Cloud Service
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Exporting Data from Oracle CASB Cloud
Service

Understand the options available for exporting data from Oracle CASB Cloud Service.

Several different options are available for exporting Oracle CASB Cloud Service data to a
comma-separated values (CSV) file, or to an incident management system.

Topics:

• Typical Workflow for Data Export Options

• Exporting a Report

• Exporting Risk Events to a CSV File

• About Data Retention

Typical Workflow for Data Export Options
With Oracle CASB Cloud Service, you can export data associated with reports or risk events.

Task Description Additional Information

Export reports. You can export reports from
Oracle CASB Cloud Service into
a CSV file.

Exporting a Report

Export risk events to a CSV file. You can export risk events from
Oracle CASB Cloud Service into
a CSV file.

Exporting Risk Events to a CSV
File

Exporting a Report
Export a report by saving it to a comma-separated value (CSV) file that you can open in a
spreadsheet program.

1. Select Reports from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

2. Do one of the following:

• Click the Run icon  for the report that you want to run.

• Click Report Builder and follow the instructions in Running an Ad Hoc Report:
Report Builder.

• Click New Report, follow the instructions in Creating a Custom New Report, then on

the Reports page, click the Run icon 

3. Set filters to display only the records you want to export.

4. Click Export to CSV.
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5. If your export exceeds the 500k limit:

a. Click OK on the message about the limited number of records you can export.

b. Set filters to reduce the number of records below the limit.

c. Click Export to CSV again.

6. If your export does not exceed 1000 records:

a. In the Opening... dialog, click Save File.

b. Click the Download icon  at the top right, and select your CSV file from the
list.

c. In the Text Import... dialog, change selections as needed to make the preview
at the bottom look right.

d. Click OK to open the CSV file in the spreadsheet program that is associated
with the .csv extension.

7. If your export exceeds 1000 records, but is under 50k:

a. Click OK on the message that saying the data export process has begun.

b. Select Jobs from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

• Your export to CSV is now listed, with an icon in the STATUS column
indicating the job's status.

• Use the icons at the top to filter the list to show only jobs of one status.

• Click your job's entry in the DESCRIPTION column to view job details.

c. When your job's status changes to completed (  in STATUS column), click

the icon  in the RESULTS column for your job.

Note:

An email is also sent to alert you when your job completes.

Exporting Risk Events to a CSV File
Export risk events from Oracle CASB Cloud Service into a comma-separated values
(CSV) file, for easy import into a spreadsheet or database.

1. Select Risk Events from the Navigation menu. If the Navigation Menu is not
displayed, click the Navigation Menu icon  to display it.

2. Filter events as needed to reduce the number listed to 1000 or fewer.

See Searching For and Viewing Risks.

3. With your filtered report displayed, click Export to CSV.

4. In the Export to CSV dialog:

a. Select the level of detail you wish to export:

• Leave Include all details of the risk events deselected if you want
to export only the summary information that is displayed. Information will
be downloaded in a single CSV file.
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• Select Include all details of the risk events if you want to export all available
details. Information will be downloaded in multiple CSV files, one for each event
type, inside a single ZIP file:

– One Threats file

– One Security Controls file

– One Policy Alerts file for each application type

Note:

If there are no events for an event type, no CSV file for that event type
is downloaded.

If you are exporting risk events for Oracle Cloud Infrastructure (OCI)
only, you also get a CSV file that contains both Security Controls and
Policy Alerts, but has only column data from headers that are common
to both policy alerts and security control alerts.

b. Click OK.

5. If your export exceeds the 500k limit:

a. Click OK on the message about the limited number of records you can export.

b. Set filters to reduce the number of records below the limit.

c. Click Export to CSV again.

6. If your export does not exceed 1000 records:

a. In the Opening... dialog, click Save File.

b. Click the Download icon  at the top right, and select your CSV file from the list.

c. In the Text Import... dialog, change selections as needed to make the preview at the
bottom look right.

d. Click OK to open the CSV file in the spreadsheet program that is associated with
the .csv extension.

7. If your export exceeds 1000 records, but is under 500k:

a. Click OK on the message that saying the data export process has begun.

b. Select Jobs from the Navigation menu. If the Navigation Menu is not displayed,
click the Navigation Menu icon  to display it.

• Your export to CSV is now listed, with an icon in the STATUS column indicating
the job's status.

• Use the icons at the top to filter the list to show only jobs of one status.

• Click your job's entry in the DESCRIPTION column to view job details.

c. When your job's status changes to completed (  in STATUS column), click the icon

 in the LINKS column for your job
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About Data Retention
Data that Oracle CASB Cloud Service collects is available in the UI for 90 days. After
that it is purged.

Raw Data and Derived Data

Oracle CASB Cloud Service ingests raw data on application instances that it monitors.
This raw data includes security configurations, user groups and roles, and user activity
metadata, such as logins, logouts, sharing of content, and creating and terminating
compute instances.

From this raw data, Oracle CASB Cloud Service derives the security intelligence data
that it displays in the UI, such as policy alerts, threat alerts, user risk scores, security
configuration drifts, and activity reports.

Data Retention

For monitored services:

• Activity data, plus all data derived from the raw activity data, is retained in the UI
for 90 days. After 90 days, that data is removed from the UI.

While data is available in the UI, you can export it for permanent storage in your
systems. See Exporting Data.

• Configuration data is never stored in the UI.

• Discovery data is only available in the UI in summary form. Raw activity data that
was not used in the derived data is deleted from Oracle CASB Cloud Service as
soon as the raw data is analyzed and processed.

• Services that have been in failed operational status for more than 120 days
will be purged as well to remove any stored credentials related to the inactive
service. Inactive instances that have no stored credentials or data are removed
when the credentials are purged.

Chapter 22
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Part VII
Appendixes

Supplemental information on Oracle CASB Cloud Service.

Topics:

• Troubleshooting Registration of Fusion Applications

• Objects Monitored by Application Type

• Third-Party and Open Source Software Attributions



A
Troubleshooting Registration of Fusion
Applications

Learn how to troubleshoot error messages you may receive when you are trying to register
an instance of an Oracle Fusion Application.

Topics:

• An error occurred while connecting to the Oracle ERP Cloud instance

• Auditing is not enabled for OPSS

• Auditing is not enabled for these business objects...

• Authorization has failed

• Failed to get Audit API version

• Invalid hostname

• Invalid login credentials

• Invalid OAM hostname

• Oracle <Fusion Application type> instance you are trying to connect to is not available

• Unable to determine the OAM server hostname

• Unable to reach Oracle ERP Cloud instance, as CASB IPs are not whitelisted

• You have selected to associate CASB instance with OAM but OAM integration is not
enabled

An error occurred while connecting to the Oracle ERP Cloud
instance

Remediation: Check the connection and try again.

Auditing is not enabled for OPSS
OPSS auditing must be enabled in order to register an Oracle ERP Cloud instance.

Remediation: Enable auditing for OPSS in the Oracle ERP Cloud instance console.

Auditing is not enabled for these business objects...
Remediation: Enable auditing for the mentioned business objects from Oracle ERP Cloud
instance console. See Enabling Business Object Auditing for Oracle ERP Cloud.
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Authorization has failed
Remediation: Please assign the SOC Operator role to the Oracle CASB Cloud
Service user account that accesses the Oracle ERP Cloud instance you are
registering. See Adding Oracle CASB Cloud Service Administrators.

Failed to get Audit API version
Could not connect with Oracle ERP Cloud instance.

Remediation: Try again after some time has passed. If the problem persists, please
contact Oracle Support.

Invalid hostname
The host name that you entered is not valid.

Remediation: Enter the host name of the Oracle ERP Cloud service host. For
example, myoraclesaas.com.

Invalid login credentials
The credentials you entered for logging in to Oracle ERP Cloud were rejected.

Remediation: Verify your login credentials by logging in to the dedicated Oracle CASB
Cloud Service user account created in Oracle ERP Cloud in a separate browser
window. Then carefully enter the valid login credentials to register your Oracle ERP
Cloud instance.

Invalid OAM hostname
The host name you entered is not valid.

Remediation: Please enter the OAM host name carefully from the service request.

Oracle <Fusion Application type> instance you are trying to
connect to is not available

Remediation: Try again after some time has passed.

Unable to determine the OAM server hostname
You have selected the Associate with Oracle Access Manager Integration option, but
the OAM server host name can’t be determined.

Remediation: Please enter the OAM host name manually from the service request.

Appendix A
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Unable to reach Oracle ERP Cloud instance, as CASB IPs are
not whitelisted

Remediation: Please whitelist the Oracle CASB Cloud Service IP addresses in your Oracle
ERP Cloud instance. See XXX.

You have selected to associate CASB instance with OAM but
OAM integration is not enabled

Remediation: Please contact Oracle Support or your Oracle CASB Cloud Service Customer
Success Manager to request that OAM integration with Oracle CASB Cloud Service be
enabled. Try again after OAM integration has been enabled. See the Enabling Association of
Oracle CASB Cloud Service with Oracle Access Manager (OAM)... topic for the Fusion
Application that you are trying to register.
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B
Objects Monitored by Application Type

Look up the list of objects that Oracle CASB Cloud Service monitors for each supported
application type.

Topics:

• Amazon Web Services (AWS) Objects

• Azure Objects

• Microsoft Office 365 Objects

• Oracle Cloud Infrastructure (OCI) Objects

• Oracle Enterprise Resource Planning (ERP) Cloud Objects

• Oracle Human Capital Management (HCM) Cloud Objects

• Oracle Sales Cloud Objects

Amazon Web Services (AWS) Objects
Objects that Oracle CASB Cloud Service monitors for AWS.

• AWS Certificate Manager

• Auto Scaling

• Cloud HSM

• Cloud Trail

• Direct Connect

• EC2 Address

• EC2 Image

• EC2 Instance

• EC2 InternetGateway

• EC2 KeyPair

• EC2 Network

• EC3 ReservedInstance

• EC2 Route

• EC2 SecurityGroup

• EC2 Snapshot

• EC2 Subnet

• EC2 Tags

• EC2 Tasks
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• EC2 VPC

• EC2 VPN

• EC2 Volume

• Elastic Load Balancing

• Elastic Search

• IAM Account

• IAM Certificate

• IAM Group

• IAM IdProvider

• IAM InstanceProfile

• IAM MFADevice

• IAM PasswordPolicy

• IAM Role

• IAM User

• Key Management Service

• Redshift

• Relational Database Service

• Route 53

• S3 Bucket

• S3 Object

Azure Objects
Objects that Oracle CASB Cloud Service monitors for Azure.

• Azure AD User

• Classic Storage Account

• Classic Virtual Machines

• Classic Virtual Networks

• Disks

• Key Vault

• Storage

• Storage Account

• Storage Account Disks

• Virtual Machines

• Virtual Networks
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Custom Apps for AWS Objects
Objects that Oracle CASB Cloud Service monitors for Custom Apps for AWS.

The list of objects that Oracle CASB Cloud Service monitors for Custom Apps for AWS is the
same as that for Amazon Web Services (AWS) Objects.

Microsoft Office 365 Objects
Objects that Oracle CASB Cloud Service monitors for Office 365.

• AzureAD Application Events

• AzureAD Authentication

• AzureAD Group

• AzureAD Role Events

• AzureAD User

• Exchange Admin: Accepted Domain (AcceptedDomain)

• Exchange Admin: ActiveSync Access Settings (ActiveSyncOrganizationSettings)

• Exchange Admin: ActiveSync Device (ActiveSyncDevice)

• Exchange Admin: ActiveSync Device Access Rule (ActiveSyncDeviceAccessRule)

• Exchange Admin: ActiveSync Mailbox Policy (ActiveSyncMailboxPolicy)

• Exchange Admin: Admin Audit Log (AmdinAuditLog)

• Exchange Admin: Admin Audit Log Search (AmdinAuditLogSearch)

• Exchange Admin: Admin Role (RoleGroup)

• Exchange Admin: Admin Role Member (RoleGroupMember)

• Exchange Admin: Apps (App)

• Exchange Admin: Availability Address Space (AvailabilityAddressSpace)

• Exchange Admin: Availability Config (AvailabilityConfig)

• Exchange Admin: Calendar Notification (CalendarNotification)

• Exchange Admin: Calendar Processing (CalendarProcessing)

• Exchange Admin: Classification Rule Collection (ClassificationRuleCollection)

• Exchange Admin: Client Access Settings on a Mailbox (CSAMailbox)

• Exchange Admin: Connect Subscription (ConnectSubscription)

• Exchange Admin: Connection Filter Policy (HostedConnectionFilterPolicy)

• Exchange Admin: Contact (Contact)

• Exchange Admin: Contact List (ContactList)

• Exchange Admin: Content Filter Policy (HostedContentFilterPolicy)

• Exchange Admin: Content Filter Rule (HostedContentFilterRule)

• Exchange Admin: Data Classification (DataClassification)
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• Exchange Admin: Data Classification Config

• Exchange Admin: Data Loss Prevention Policy (DlpPolicy)

• Exchange Admin: Default Sharing Policy

• Exchange Admin: Distribution Group (DistributionGroup)

• Exchange Admin: Distribution Group Member (DistributionGroupMember)

• Exchange Admin: Dynamic Distribution Group (DynamicDistributionGroup)

• Exchange Admin: Exchange Assistance Config

• Exchange Admin: Federated Organization Identifier
(FederatedOrganizationIdentifier)

• Exchange Admin: FolderBind

• Exchange Admin: Group (Group)

• Exchange Admin: Hotmail Subscription (HotmailSubscription)

• Exchange Admin: Hybrid Mailflow (HybridMailflow)

• Exchange Admin: IMAP Subscription (ImapSubscription)

• Exchange Admin: IRM Configuration (IRMConfiguration)

• Exchange Admin: In-Place eDiscovery and Hold (MailboxSearch)

• Exchange Admin: Inbound Connector (InboundConnector)

• Exchange Admin: Inbox Rule (InboxRule)

• Exchange Admin: Intra Organization Connector (IntraOrganizationConnector)

• Exchange Admin: Journal Rule (JournalRule)

• Exchange Admin: Linked User (LinkedUser)

• Exchange Admin: Mail Contact (MailContact)

• Exchange Admin: Mail Message (MailMessage)

• Exchange Admin: Mail Public Folder (MailPublicFolder)

• Exchange Admin: Mailbox (Mailbox)

• Exchange Admin: Mailbox Audit Log (MailboxAuditLog)

• Exchange Admin: Mailbox Audit Log Search (MailboxAuditLogSearch)

• Exchange Admin: Mailbox Calendar Folder (MailboxCalendarFolder)

• Exchange Admin: Mailbox Diagnostic Logs(MailboxDiagnosticLogs)

• Exchange Admin: Mailbox Folder (MailboxFolder)

• Exchange Admin: Mailbox Folder Permission (MailboxFolderPermission)

• Exchange Admin: Mailbox Permission (MailboxPermission)

• Exchange Admin: Mailbox Relocation Request

• Exchange Admin: Mailbox Spelling Configuration (MailboxSpellingConfiguration)

• Exchange Admin: Malware Filter Policy (MalwareFilterPolicy)

• Exchange Admin: MalwareFilterRule (MalwareFilterRule)

• Exchange Admin: Managed Folder Assistant (ManagedFolderAssistant)
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• Exchange Admin: Management Role (ManagementRole)

• Exchange Admin: Management Role Entry (ManagementRoleEntry)

• Exchange Admin: Management Scope (ManagementScope)

• Exchange Admin: Message Classification (MessageClassification)

• Exchange Admin: Migration Batch (MigrationBatch)

• Exchange Admin: Migration Report (MigrationReport)

• Exchange Admin: Migration Server Availability (MigrationServerAvailability)

• Exchange Admin: Migration User (MigrationUser)

• Exchange Admin: Mobile Device (MobileDevice)

• Exchange Admin: Mobile Device Mailbox Policy (MobileDeviceMailboxPolicy)

• Exchange Admin: Move Request (MoveRequest)

• Exchange Admin: OAuth Connectivity (OAuthConnectivity)

• Exchange Admin: OME Configuration (OMEConfiguration)

• Exchange Admin: On Premises Organization (OnPremisesOrganization)

• Exchange Admin: Organization Config (OrganizationConfig)

• Exchange Admin: Organization Customization (OrganizationCustomization)

• Exchange Admin: Organization Relationship (OrganizationRelationship)

• Exchange Admin: Outbound Connector (OutboundConnector)

• Exchange Admin: Outbound Spam Filter Policy (HostedOutboundSpamFilterPolicy)

• Exchange Admin: Outlook Protection Rule (OutlookProtectionRule)

• Exchange Admin: Outlook Web App Policy (OwaMailboxPolicy)

• Exchange Admin: POP Subscription (PopSuubscription)

• Exchange Admin: Partner Application (PartnerApplication)

• Exchange Admin: Policy Tip Config (PolicyTipConfig)

• Exchange Admin: Public Folder (PublicFolder)

• Exchange Admin: Public Folder Client Permission (PublicFolderClientPermission)

• Exchange Admin: Public Folder Mailbox (PublicFolderMailbox)

• Exchange Admin: Public Folder Migration Request (PublicFolderMigrationRequest)

• Exchange Admin: RMS Template (RMSTemplate)

• Exchange Admin: RMS Trusted Public Domain (RMSTrustedPublicDomain)

• Exchange Admin: Recipient Enforcement Provisioning Policy

• Exchange Admin: Remote Domain (RemoteDomain)

• Exchange Admin: Resource Config

• Exchange Admin: Retention Policy (RetentionPolicy)

• Exchange Admin: Retention Policy Tag (RetentionPolicyTag)

• Exchange Admin: Role Assignment (ManagementRoleAssignment)

• Exchange Admin: Sharing Policy (SharingPolicy)
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• Exchange Admin: Site Mailbox (SiteMailbox)

• Exchange Admin: Site Mailbox Provisioning Policy (SiteMailboxProvisioningPolicy)

• Exchange Admin: Smime Config (SmimeConfig)

• Exchange Admin: Soft Deleted Mailbox (SoftDeletedMailbox)

• Exchange Admin: Subscription (Subscription)

• Exchange Admin: Tenant Object Version

• Exchange Admin: Text Messaging Account (TextMessagingAccount)

• Exchange Admin: Text Messaging Verification Code
(TextMessagingVerificationCode)

• Exchange Admin: Transport Config (TransportConfig)

• Exchange Admin: Transport Rule (TransportRule)

• Exchange Admin: Transport Rule Collection (TransportRuleCollection)

• Exchange Admin: UM Auto Attendant (UMAutoAttendant)

• Exchange Admin: UM Call Data Record (UMCallDataRecord)

• Exchange Admin: UM Dial Plan (UMDialPlan)

• Exchange Admin: UM Hunt Group (UMHuntGroup)

• Exchange Admin: UM IP Gateway (UMIPGateway)

• Exchange Admin: UM Mailbox (UMMailbox)

• Exchange Admin: UM Mailbox PIN (UMMailboxPIN)

• Exchange Admin: UM Mailbox Policy (UMMailboxPolicy)

• Exchange Admin: UM Prompt (UMPrompt)

• Exchange Admin: UM Unified Group

• Exchange Admin: User (User)

• Exchange Admin: User Photo (UserPhoto)

• Exchange Admin: User Role (RoleAssignmentPolicy)

• Exchange Mail

• Sharepoint/OneDrive Access Delegation on My Site Cleanup

• Sharepoint/OneDrive Access Request

• Sharepoint/OneDrive Activation

• Sharepoint/OneDrive AllowGroupCreation

• Sharepoint/OneDrive AzureStreamingEnabled

• Sharepoint/OneDrive CollaborationType

• Sharepoint/OneDrive Comment

• Sharepoint/OneDrive DefaultLanguageInTermStore

• Sharepoint/OneDrive DocumentsResultsScope

• Sharepoint/OneDrive ExemptUserAgent

• Sharepoint/OneDrive ExemptUsers
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• Sharepoint/OneDrive File

• Sharepoint/OneDrive Folder

• Sharepoint/OneDrive GlobalExpSetting

• Sharepoint/OneDrive Group

• Sharepoint/OneDrive HostSite

• Sharepoint/OneDrive IRMEnabled

• Sharepoint/OneDrive LanguageTermStore

• Sharepoint/OneDrive LegacyWorkflowEnabled

• Sharepoint/OneDrive MaxQuota

• Sharepoint/OneDrive MaxResourceUsage

• Sharepoint/OneDrive MigrateO14ActivitiesEnabled

• Sharepoint/OneDrive MySiteMicroBlogEmailsEnabled

• Sharepoint/OneDrive MySitePublicEnabled

• Sharepoint/OneDrive NewsFeedEnabled

• Sharepoint/OneDrive OfficeOnDemand

• Sharepoint/OneDrive PeopleResultsScope

• Sharepoint/OneDrive PreviewModeEnabled

• Sharepoint/OneDrive QuotaWarningEnabled

• Sharepoint/OneDrive Rendering

• Sharepoint/OneDrive ResourceWarningEnabled

• Sharepoint/OneDrive SSOApplication

• Sharepoint/OneDrive SSOGroupCredentials

• Sharepoint/OneDrive SSOUserCredentials

• Sharepoint/OneDrive SearchCenterUrl

• Sharepoint/OneDrive SecondaryMySiteOwner

• Sharepoint/OneDrive SendToConnection

• Sharepoint/OneDrive SharedLink

• Sharepoint/OneDrive Sharing

• Sharepoint/OneDrive SharingInvitation

• Sharepoint/OneDrive SignIn

• Sharepoint/OneDrive Site

• Sharepoint/OneDrive SiteAdminChange

• Sharepoint/OneDrive SitePermissions

• Sharepoint/OneDrive Sync

• Sharepoint/OneDrive SyncClient

• Sharepoint/OneDrive Term Store Administrator

• Sharepoint/OneDrive User
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• Sharepoint/OneDrive eDiscovery

• Sharepoint/OneDrive Data Loss Prevention Policy (DlpPolicy)

Oracle Cloud Infrastructure (OCI) Objects
Objects that Oracle CASB Cloud Service monitors for OCI.

• Compute Images

• Compute Instance

• Database Systems

• Identity Groups

• Identity Policies

• Identity Users

• Networking Load Balancers

• Networking Security Lists

• Networking Virtual Cloud Networks

• Object Storage

• Storage Block Volumes

Oracle Enterprise Resource Planning (ERP) Cloud Objects
Objects that Oracle CASB Cloud Service monitors for Oracle ERP Cloud.

• Bank Account

• Bank Account - Checkbook

• Bank Account - General Ledger Account

• Bank Account - Payment Document

• Bank Account - Use

• Disbursement Business Unit Wise Option

• Disbursement Enterprise Wise Option

• External Bank Account External Bank Account Owner

• Job Role

• Payment System

• Payment System Formats

• Payment System Transmission Protocols

• Supplier

• Supplier - Address Contacts

• Supplier - Address Tax Classifications

• Supplier - Address Tax Reporting Codes

• Supplier - Bank Accounts
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• Supplier - Business Classifications

• Supplier - Contacts

• Supplier - Payment Attributes

• Supplier - Payment Methods

• Supplier - Products and Services

• Supplier - Site Assignments

• Supplier - Sites

• Supplier - Tax Classifications

• Supplier - Tax Reporting Codes

• System Option

• System Security Options

• Supplier - Addresses

Oracle Human Capital Management (HCM) Cloud Objects
Objects that Oracle CASB Cloud Service monitors for Oracle HCM Cloud.

• Job Role

• PayCoreAuditAM - Personal Payment Method

• Person - Address

• Person - Citizenship

• Person - Disability

• Person - Driving License

• Person - Email

• Person - Ethnicity

• Person - Legislative Info

• Person - Name

• Person - National Identifier

• Person - Passport

• Person - Phone

• Person - Religion

• Person - Visa Permit

• Role Delegated by Delegator

• Role Delegated to Proxy

• Salary

• Salary Component
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Oracle Sales Cloud Objects
Objects that Oracle CASB Cloud Service monitors for Oracle Sales Cloud.

• Job Role
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C
Third-Party and Open Source Software
Attributions

Review specific licenses for third-party and open source software components incorporated
into Oracle CASB Cloud Service.

Oracle acknowledges that the following open source software are included in Oracle CASB
Cloud Service Enterprise and Discovery products.

Topics:

• MIT License

• Apache 2.0 License

• BSD License

• Jquery Serialize Object License

MIT License
Review the license for software originating from the Massachusetts Institute of Technology
(MIT.)

Copyright © 2016

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright Holder/s Component Site/License

Three Dub Media Jquery-Event-Drag http://threedubmedia.com/code/
license

Rico Sta. Cruz NProgress JS https://github.com/rstacruz/
nprogress/blob/master/
License.md
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Copyright Holder/s Component Site/License

Jquery Foundation Jquery JS https://jquery.org/license/

Twitter, inc. Bootstrap JS http://getbootstrap.com/
javascript/

M. Alsup Jquery-BlockUI-Plugin JS https://github.com/malsup/
blockui/

Jan Sorgalla, JQuery Foundation Jquery-Carousel-Plugin JS https://plugins.jquery.com/
jcarousel/

Klaus Hartl Jquery-Cookie-Plugin JS https://github.com/js-cookie/js-
cookie/blob/master/MIT-
LICENSE.txt

John Culviner Jquery-FileDownload-Plugin JS https://github.com/johnculviner/
jquery.fileDownload/blob/master/
LICENSE

Remy Sharp, http://jsbin.com Jquery-Extra JS https://github.com/jsbin/jsbin/
blob/master/MIT-LICENSE.TXT

ducksboard Jquery-Gridster-Plugin https://github.com/ducksboard/
gridster.js/blob/master/LICENSE

Paul Irish Jquery-IdleTimer-Plugin https://github.com/thorst/jquery-
idletimer

Jeremy Ashkenas,
DocumentCloud

Backbone JS http://backbonejs.org/

Jeremy Ashkenas,
DocumentCloud

Underscore JS http://underscorejs.org/

Michael Leibman SlickGrid JS https://github.com/mleibman/
SlickGrid

Dustin Diaz Bowser JS https://github.com/ded/bowser

Nando Vieira I18N JS https://github.com/fnando/i18n-js

Felipe Volpatto IP Address Control JS https://github.com/felipevolpatto/
jquery-input-ip-address-control

Apache 2.0 License
Review the license for software originating from the Apache Software Foundation.

Apache License Version 2.0, January 2004

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution
as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner
that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that
control, are controlled by, or are under common control with that entity. For the
purposes of this definition, "control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or otherwise, or (ii)

Appendix C
Apache 2.0 License

C-2



ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by
this License.

"Source" form shall mean the preferred form for making modifications, including but not
limited to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of
a Source form, including but not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the
work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on
(or derived from) the Work and for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of authorship. For the purposes of
this License, Derivative Works shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work
and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an
individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and
distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in
this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such
Contributor that are necessarily infringed by their Contribution(s) alone or by combination of
their Contribution(s) with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a cross-claim or counterclaim in a
lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this
License for that Work shall terminate as of the date such litigation is filed.

4. Redistribution.
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You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that
You meet the following conditions:

1. You must give any other recipients of the Work or Derivative Works a copy of this
License; and

2. You must cause any modified files to carry prominent notices stating that You
changed the files; and

3. You must retain, in the Source form of any Derivative Works that You distribute, all
copyright, patent, trademark, and attribution notices from the Source form of the
Work, excluding those notices that do not pertain to any part of the Derivative
Works; and

4. If the Work includes a "NOTICE" text file as part of its distribution, then any
Derivative Works that You distribute must include a readable copy of the attribution
notices contained within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one of the following places:
within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-
party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your
own attribution notices within Derivative Works that You distribute, alongside or as
an addendum to the NOTICE text from the Work, provided that such additional
attribution notices cannot be construed as modifying the License. You may add
Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your
modifications, or for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with the conditions
stated in this License.

5. Submission of Contributions.

Unless You explicitly state otherwise, any Contribution intentionally submitted for
inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions. Notwithstanding the above,
nothing herein shall supersede or modify the terms of any separate license agreement
you may have executed with Licensor regarding such Contributions.

6. Trademarks.

This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and
customary use in describing the origin of the Work and reproducing the content of the
NOTICE file.

7. Disclaimer of Warranty.

Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely
responsible for determining the appropriateness of using or redistributing the Work and
assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability.
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In no event and under no legal theory, whether in tort (including negligence), contract, or
otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any
direct, indirect, special, incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the Work (including but not limited to
damages for loss of goodwill, work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor has been advised of the
possibility of such damages.

9. Accepting Warranty or Additional Liability.

While redistributing the Work or Derivative Works thereof, You may choose to offer, and
charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations
and/or rights consistent with this License. However, in accepting such obligations, You may
act only on Your own behalf and on Your sole responsibility, not on behalf of any other
Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless
for any liability incurred by, or claims asserted against, such Contributor by reason of your
accepting any such warranty or additional liability.

Copyright Holder/s Component Site/License

Anthony Trinh Named-Regexp https://github.com/tony19/
named-regexp

Alexis Sellier and the Less Core
Team

Less CSS JS http://lesscss.org/#license-faqs

BSD License
Review the license for software originating from the University of California, Berkeley.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement: This product includes software developed by the
<organization>.

4. Neither the name of the <organization> nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY <COPYRIGHT HOLDER> ''AS IS'' AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
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IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright Holder/s Component Site/License

OWASP Foundation OWASP ES API https://www.owasp.org/
index.php/
Category:OWASP_Enterprise
_Security_API#tab=Project_D
etails

Jquery Serialize Object License
Review the license for software originating from Paul Macek through GitHub.

Copyright (c) 2014, Paul Macek

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

• Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

• Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

• The names of its contributors will not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE

Copyright Holder/s Component Site/License

Paul Macek Jquery-Serialize-Object JS https://github.com/macek/
jquery-serialize-object/blob/
master/LICENSE
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D
Managing Oracle CASB Cloud Service's Data
Center Migration

Learn about what you may need to do when Oracle CASB Cloud Services migrates to new
data centers.

Overview

Oracle CASB Cloud Service (CASB) is migrating its operation from its current data centers to
Oracle Cloud Infrastructure (OCI). The start dates for each region are listed below.

• US operations (https://loric.palerra.net) migration from Virginia to Phoenix, the operation
will begin on Nov 16, 2019 at 03:00 GMT / Nov 15, 2019 at 23:00 EST / 20:00 PST

• EU operations (https://loric-eu.palerra.net) migration from Dublin, Ireland to Frankfurt,
Germany on Nov 23, 2019 at 03:00 GMT / Nov 22, 2019 at 23:00 EST / 20:00 PST

The migration of services is expected to take approximately 72 hours to complete. During this
time, the Oracle CASB Cloud Service will not be available.

Frequently Asked Questions

The FAQ below provides additional details on possible impacts of data center migration.

What do I need to do?

Probably nothing. Only customers using URL/IP-centric integrations (like whitelisting the
CASB service) may need to update their references to the new environments.

The whitelist data contained within the CASB service will not be impacted by the migration to
the new data center.

What if I whitelisted the current CASB service IPs for my SaaS services (such as
Oracle HCM)?

Only if you have whitelisted CASB IP addresses, you will need to adjust for the new CASB IP
address ranges to the services. Most customers will NOT be impacted by the change.

• Loric US (https://loric.palerra.net)

Old IP Addresses NEW IP Address

52.2.237.43

52.3.87.235

52.3.108.162

52.3.205.150

54.173.172.197

147.154.100.76

• Loric EU (https://loric-eu.palerra.net)
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Old IP Addresses NEW IP Address

52.51.18.195

52.214.65.92

147.154.158.84

What will be impacted?

CASB event ingestion and processing will be suspended during the migration. After
the migration completes, the service will operation and process any backlog of data
that accumulates during the downtime.

Will my login change?

No. The service URLs will change; however, login data will not change. Most
customers are authenticating to CASB via the OCI console. These users should see
no changes to login or how to access the service.

If you are currently using bookmarks or direct URLs (not via OCI), you will need to use
the following URLs.

Region Old URL New URL

US https://loric.palerra.net https://loric.casb.ocp.oraclecloud.com

EU https://loric-eu.palerra.net https://loric-eu.casb.ocp.oraclecloud.com

Will the CASB API endpoints change?

Yes, but the current URLs will continue to work with the new data centers as well.

Region Old URL New URL

US https://api-loric.palerra.net https://loric.casb.ocp.oraclecloud.com

EU https://api-loric-eu.palerra.net https://loric-eu.casb.ocp.oraclecloud.com

Will there be any impact on the email alerts sent by CASB (such as change of
sender or sender IP)?

No. Email alerts will not be affected.

What do I need to do if I do not want my data moved to the new data center?

Customers that do not wish to have their Oracle CASB Cloud Services data reside in
the new data center regions may remove (unregister) their application services in
Oracle CASB prior to the migration. See Removing an Application Instance

No option for retaining CASB operations in the current data center regions will be
available after migration.

What about my Discovery data?

Discovery data, which includes only summary event information, will not be migrated.
After the migration and the service restarts, new data will be handled normally.
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