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Overview of Oracle Operator Access Control

Learn how to control, audit, and revoke access of Oracle service staff to your infrastructure by
using Oracle Operator Access Control.

What is Oracle Operator Access Control?

Oracle Operator Access Control enables you to grant, audit, and revoke the access
Oracle has to your Exadata Infrastructure, Exadata Infrastructure hosting an Oracle
Autonomous Database on Exadata Cloud@Customer, and Autonomous Exadata VM
Cluster (client virtual machines deployed on Oracle Autonomous Database on Exadata
Cloud@Customer) administered by Oracle, and to obtain audit reports of all actions taken
by a human operator, in a near real-time manner.

Terms Associated with Operator Access Control
Learn about what terms are used with Operator Access Control.

What Control Options Does Oracle Operator Access Control Provide?
You create policies that specify which set of Actions operators can perform on your
infrastructure.

Enforcement of Actions in Operator Access Control
Learn about enforcing controls on the operations an Oracle operator can perform in your
environment.

Limits for Operator Access Control
Operator Access Control is a solution designed for auditing and compliance of Oracle
access, not a general purpose compliance solution.

Customer Tenancy Job Roles for Operator Access Control
To establish operator access control, you set up access control policies, and establish user
groups responsible for managing and monitoring access to your infrastructure.

Forwarding Operator Access Control Audit Logs to SIEM Systems

You can choose to forward Operator Access Control audit logs directly from Exadata
Cloud@Customer to the security information and event management (SIEM) systems in
your data center.

What is Oracle Operator Access Control?

Oracle Operator Access Control enables you to grant, audit, and revoke the access Oracle
has to your Exadata Infrastructure, Exadata Infrastructure hosting an Oracle Autonomous
Database on Exadata Cloud@ Customer, and Autonomous Exadata VM Cluster (client virtual
machines deployed on Oracle Autonomous Database on Exadata Cloud@Customer)
administered by Oracle, and to obtain audit reports of all actions taken by a human operator, in
a near real-time manner.

Oracle Operator Access Control for Exadata Cloud@Customer

Oracle Exadata Cloud@Customer service is a shared responsibility system:

You are responsible for actions in your virtual machines, and day-to-day management of
databases and applications that run on your virtual machines.
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Chapter 1
What is Oracle Operator Access Control?

* Oracle is responsible for the infrastructure components: power, bare-metal operating
system, hypervisors, Exadata Storage Servers, and other aspects of the infrastructure
environment.

However, if you have regulatory requirements to audit and control all aspects of your system
management, then the shared responsibility model creates a problem. You have to prove to
your regulators that you are in complete control of your systems, and you are operating your
systems in compliance with those compliance regulations.

How can you control and audit all actions performed on infrastructure components by any
operator or any software on your systems? How can you maintain the same level of audits and
access control to your systems, and provide the audit records required for internal or external
regulatory audits across your systems? To solve this problem, Oracle provides Oracle Operator
Access Control as the solution to restrain Oracle operators' unfettered access to your systems.

Operator Access Control for Oracle Autonomous Database on Exadata
Cloud@Customer

Operator Access Control has been expanded to provide controls for client virtual machines
deployed on Oracle Autonomous Database on Exadata Cloud@Customer. Similar to Operator
access control for Exadata Cloud@Customer Infrastructure, customers may now impose
Oracle operator access controls on their Autonomous Virtual Machine clusters deployed on
Exadata Cloud@Customer.

The delivery of the Autonomous Database on dedicated infrastructure (both in OCI and
Cloud@Customer) is based on the tenet that the customer is the "user" of the database and
Oracle is the "manager"”. By "manage" we mean the typical database admin or DBA tasks such
as the following:

*  Provisioning Autonomous Database resources
e Backing up databases

* Recovering a database

» Patching and upgrading

e Scaling

*  Monitoring service health

*  Auditing

*  Alerts and Notifications

The customer has no access to the client operating system, sys/system access to their
container databases, or access to system logs. And, the customer is limited to monitoring
application health and performance and security of applications at all levels. Oracle operators,
on the other hand, being the manager has complete, unrestrained access to all components
including root access to hypervisor and client VMs.

The shared responsibility model for Autonomous database poses several operational
challenges to regulated customers who are required to retain control of all data and
infrastructure regardless of vendor and deployment model ( on-premise, hosted, or cloud).
Regulated customers undergo their own compliance scrutiny and formulate their own security
guidelines that may take years to harden and put into practice.

This is especially true of Oracle's enterprise customers that are highly regulated and run their
most critical systems, their most security-sensitive applications on Oracle. To solve this
problem, Oracle provides Oracle Operator Access Control as the solution to restrain Oracle
operators' unfettered access to your systems.
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Chapter 1
Terms Associated with Operator Access Control

Oracle Operator Access Control for Oracle Cloud Infrastructure

Oracle Operator Access Control is a compliance audit system that enables you to maintain
close management and audit trails of all actions that an Oracle operator performs on the
infrastructure.

Oracle Operator Access Control enables you to do the following:

e Grant access to your infrastructure, including who can access the infrastructure, when the
system can be accessed, and how long Oracle personnel can access the system.

« View and save a near real-time report of all actions an Oracle operator performs on your
system.

e Limit access, including limiting what actions an Oracle operator can perform on your
system.

* Revoke access, including the access that you have granted previously.

Operator Access Control for Compute Cloud@Customer

The Compute Cloud@Customer infrastructure is based on the tenet that the customer is the
'user' of VMs and services they create and run on the infrastructure and Oracle is the
'manager’ of the infrastructure itself. By 'manage’ we mean typical tasks such as upgrading,
patching, and monitoring for the infrastructure components.

The customer has no access to infrastructure virtual or bare-metal OS instances on
infrastructure components nor management software that runs on these instances. Oracle
Ops, on the other hand, being the manager, has complete, unrestrained access to all
components including root access to hypervisor and Control Plane Servers.

This model poses several operational challenges to regulated customers who are required to
retain control of all data and infrastructure regardless of vendor and deployment model (on-
premises, hosted, or cloud) Regulated customers undergo their own compliance scrutiny and
formulate their own security guidelines that may take years to harden and put into practice.
This is especially true of Oracle's enterprise customers that are highly regulated and run their
most critical systems, their most security-sensitive applications on Oracle.

Operator Access Control has been extended to support these customer compliance objectives
and enable them to bring their mission-critical databases to Oracle Cloud such that customers
are ultimately in control of access to their dedicated systems.

Terms Associated with Operator Access Control

Learn about what terms are used with Operator Access Control.

Operator: An Oracle employee that is a member of an operators group (Ops group) tenancy in
Oracle Cloud Infrastructure (OCI). For example, an operator can be an Oracle employee in the
Exadat a C oud@ust oner _ops group or the ExaCS_ops group. The Ops group tenancy is a set
of tenancies in OCI that are permitted to administer operation controls. The Ops groups, and
the operators that are members of these groups, do not have any default privilege other than
the ability to request access to infrastructure. The groups and membership in the operator
groups is strictly controlled by Oracle.

User: An OCI user of the tenancy on whose Exadata Cloud@Customer system the controls
are placed.
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Chapter 1
What Control Options Does Oracle Operator Access Control Provide?

Exadata Infrastructure Layer: Multiple physical or operating system layers of the Exadata
system. Currently, defined as Control Plane Server, Host, Guest VM, cell servers, switches,
and | LOM

Action: A named, predefined set of commands, files, or networks that can be accessed on a
given layer. Oracle defines actions.

Operator Control: A customer-defined entity, which contains a grouping of pre-approved
actions, and actions that require explicit approval from the approval-group to allow access. The
approver group is a standard IAM user group that lists the set of users who have permissions
to approve or revoke access.

Operator Attributes: In certain cases, the operator control can define criteria for the operators
that are permitted to access the infrastructure.

Assighment of Operator Control: This is the process by which an Exadata Cloud@ Customer
system is attached to a named operator control. At any given point in time, only one operator
control can be enforced on an Exadata Cloud@Customer system. The assignment can be
permanent or for a specific duration. If an operator control is not assigned to an Exadata
Cloud@Customer system, then the Exadata Cloud@Customer system runs with a default
operator control that permits all access required for diagnostics and maintenance.

Access Request: Access request is the process by which an operator requests permission to
access an identified Exadata infrastructure. The Exadata infrastructure is identified by OCID.
The request identifies the action that the operator requires.

Access Request ApprovelReject: Access approve/reject is the process by which a
competent user as determined by the operator control deployed on the Exadata infrastructure
can grant or reject an access request.

Access Request Revoke: A competent user can revoke an access request at any given point
in time. This removes the sessions of the operator connected to the Exadata infrastructure
based on this access request immediately.

Access Request In Review: Acknowledge a Raised Oracle Operator Access Request and tell
the requester that the access request is being reviewed.

What Control Options Does Oracle Operator Access Control

Provide?

You create policies that specify which set of Actions operators can perform on your
infrastructure.

An Action places constraints on what an Oracle operator is permitted to do on infrastructure
managed by Oracle. These constraints include control over running operating system shell
commands, running and Oracle scripts. Actions also place constraints on the ability of Oracle
operators to run binaries, shell scripts, and Perl or Python scripts that are beyond the scope of
the function defined by the Action. When you grant permissions through an Action, every
action an Oracle operator performs is logged. You can audit the logs as part of your MAC
constraint requirements policy.

A policy is a set of actions that you specify to implement mandatory access control (MAC)
constraints on the ability of Oracle operators to perform maintenance on your systems. To
define your policies, these are a list of specific access controls that you can enforce through
Actions:

1. Configure operator controls for management of Oracle operators:
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Chapter 1
Enforcement of Actions in Operator Access Control

Operator controls to restrict access profiles on a given resource type in your tenancy.
For example, you can set up separate policies for resources such as your virtual
machine (VM), the Oracle infrastructure database server, the control plane server, or
the InfiniBand network. In addition, you can configure polices to associate access
controls to a group of resources in your tenancy.

Configure an administrator group of users associated with each operator control.
Members of these groups can approve, change, or deny access requests on a
resource where you have deployed an operator control.

Configure Actions for access to resources that you define as preapproved, without
requiring either configuring a group of administrative users to control access.

Specify mandatory request authorization before permitting any access to resources. For
example:

When a set of actions are marked as pre-approved, any access request specifying
only a subset of such actions will be automatically approved, and Oracle staff can
access infrastructure components.

When an access policy is not set to pre-approved, Oracle staff are denied access to
compartments until you explicitly grant access requests.

Revoke access to your infrastructure that you have previously granted:

Automatic time limits revoke any access that you grant on a resource. When you grant
an access request, an Oracle operator is granted a unique user ID for the access you
grant for a limited time. When that time limit is reached, all Oracle access to your
system related to the approved access request is revoked. If more time is needed,
then an Oracle operator can submit an extension request.

Revoke access manually that was already granted to a resource before the access
you previously granted has expired.

Audit all actions a human operator performs on your resources:

All keyboard entries and commands run by the human actor are audited. You obtain
full access to all Linux audit logs.

You can request an audit of a specific Oracle human operator on your system.

@® Note

The human operator's identity is not available to you as an Oracle customer.
However, the Oracle Operator Access Control system maintains service
records of the human operator, so that Oracle can correlate the human
operator with a specific access request that you have granted for service on
your tenancy. If you suspect malicious action, and require an audit, then
Oracle can use that request to review all actions of the specific human
operator who performed the actions permitted by an access request.

Enforcement of Actions in Operator Access Control

Learn about enforcing controls on the operations an Oracle operator can perform in your
environment.

What is Action Enforcement?

Operator Access Control, Actions limit the privileges the operator has in running
commands, accessing resources, and changing the state of the system.
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Chapter 1
Enforcement of Actions in Operator Access Control

e Operator Access Control Actions: Exadata Infrastructure
Actions define the operations an operator can perform on Exadata Cloud@Customer
infrastructure that are limited to host, cell server, and Control Plane Servers.

e Operator Access Control Actions: Autonomous VM Cluster
Besides Full System Access, use the limited access cages, Diagnostics and Maintenance,
to view logs and perform service-related tasks.

e Operator Access Control Actions: Compute Cloud@Customer
Occasionally, authorized operators need to access resources to upgrade Compute
Cloud@Customer, troubleshoot or help resolve an issue.

What is Action Enforcement?

Operator Access Control, Actions limit the privileges the operator has in running commands,
accessing resources, and changing the state of the system.

An Action defines the permissions, resource, and system change access an Oracle operator is
granted to perform a given range of tasks for specific administrative functions on a Exadata
infrastructure in an environment managed using Operator Access Control. The commands an
Action permits can be Oracle Linux commands, or cell server commands.

Resources for which an Action grants access are files and network. System changes
correspond to a state change in the operating system, or to a state change in the software
running on those systems. The state change is a consequence of restarts or configuration
modifications.

Action enforcement is based on approved Access Requests, which set up a time-limited
policy of which changes you want to enable an Oracle operator to implement, as defined by a
set of Actions granted to operators. Every access request creates a temporary user credential
in the Exadata infrastructure. The policy of access that you define is based on the Actions you
approve in the Access Request, which is attached to the temporary user created.

The Action enforcements are typically a function of the operating system. An Action
enforcement policy is created for an instance of the operating system, such as in all hosts, cell
servers, and Control Plane Servers. The Actions granted with a policy are removed after the
Access Request becomes invalid, either because the Access Request is closed, because the
administration task is completed, revoked, or expired.

Action enforcement can be applied to different infrastructure, such as an operating system, to
other software, such as cel l cli .

Operator Access Control Actions: Exadata Infrastructure

Actions define the operations an operator can perform on Exadata Cloud@Customer
infrastructure that are limited to host, cell server, and Control Plane Servers.

Actions are applicable to the Exadata Cloud@ Customer infrastructure as a whole. Actions
control the Oracle operator actions on multiple layers of Exadata Cloud@ Customer. The layers
controlled in the current version are cell servers, Management Domain (host), and the Control
Plane Servers. The actions are organized by the requirements, which leads to the request of
actions and the critical impact these actions potentially generate.

The actions translate Oracle Linux permissions on the target Exadata Cloud@ Customer
system. The permissions are categorized into file system privileges, command execution
privileges, and su or sudo privileges. The actions are categorized by the nature of the change
that can be effected by the operator on the Exadata Cloud@Customer system.
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Chapter 1
Enforcement of Actions in Operator Access Control

Action: Control Plane Server (CPS) Only

Control Plane Server (CPS) Only, which is identified as | NFRA_CPS_ONLY is intended to be
used for diagnosing and resolving CPS issues only. Oracle staff are prevented from
accessing components beyond the CPS, including cell servers and host operating system
(DomO).

Action: System Diagnostics
System Diagnostics, which is identified as | NFRA_DI AGis intended to be used for
diagnosing any issue in the Exadata Cloud@ Customer infrastructure layer.

Action: System Maintenance with Restart Privileges

System Maintenance with Restart Privileges, which is identified as | NFRA_UPDATE_RESTART
is intended to be used for operator access scenarios that require a system configuration
change, or a restart of the system.

Action: System Maintenance with Data access / VM Control Privileges

System Maintenance with Data access / VM control Privileges, which is identified as
I NFRA_HYPERVI SOR is intended to be used for diagnostics and maintenance scenarios
where VM management on the host is required.

Action: Full System Access
Full System Access, which is identified as | NFRA_FULL permits access to the root accounts
on the infrastructure components.

Action: Control Plane Server (CPS) Only

Control Plane Server (CPS) Only, which is identified as | NFRA_CPS_ONLY is intended to be used
for diagnosing and resolving CPS issues only. Oracle staff are prevented from accessing
components beyond the CPS, including cell servers and host operating system (DomO).

Table 1-1 Actions Enabled with INFRA_CPS_ ONLY

. __________________________________________________________________________________|
Action Name Control Plane Server (CPS) Only

Action Identifier I NFRA_CPS_ONLY
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Enforcement of Actions in Operator Access Control

Table 1-1 (Cont.) Actions Enabled with INFRA_CPS_ONLY
Operator Privileges Linux User Privilege: Non-root
Can su to root : No
chroot jail: Yes
Can su into: None
sudo user + command list: Limited to the list provided above
Cell server privileges: No
Host operating system (Dom0): No
Network Privileges: No
List of executable commands:
These commands can be run directly from the Bash prompt.

 Alias:
— sudol s

— sudocp

— sudocat

— sudotail

— sudohead

— sudovi

— sudorm

— systenttl
— reboot

- ifconfig

— | sof

— docker

— ipmtool

— dbntli

— traceroute
— tcptraceroute
— journalctl
— exacl oud

— du

— immgeinfo
— inmmgehistory
— arping

— curl

— tcpdunp

— crontab

— sundi ag. sh
— sosreport
— ethtool

*  Special commands supported:
— rootexec /root/alarmdetail.sh

— rootexec /root/alerthistory.sh

— rootexec /root/bl ackout.sh

— rootexec /root/quarantine_ack.sh

— rootexec /root/statel ess_ack.sh

— rootexec /root/stateless _alert.sh

— rootexec /etc/keepalived/ manual - switchover. sh
Directories and files with explicit Read and Write access:
* Read and Write:

Oracle Operator Access Control Configuration and Administration Guide
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Enforcement of Actions in Operator Access Control

Table 1-1 (Cont.) Actions Enabled with INFRA_CPS_ONLY
]
- [u01/
— lopt/oci/exacc/
* Read-Only:
- [var/log/
— Jopt/oracle.cellos/
— lusr/local /nessus/results/
— [opt/nessus/var/ nessus/| ogs/
Special Operator Access Control commands:

Cage commands to view or modify (read, read/write) files or directories
mentioned above:

- sudols

e sudocp

« sudocat
e sudotail
« sudohead
e sudovi

e sudorm

Action: System Diagnostics

System Diagnostics, which is identified as | NFRA_DI AGis intended to be used for diagnosing
any issue in the Exadata Cloud@Customer infrastructure layer.

The diagnosis involves reading logs, running diagnostics, and monitoring commands. This
action is also intended to fix issues with diagnostics agents in the Exadata Cloud@Customer
system. The fix involves restarting diagnostic daemons with potentially modified parameters.

@ Note

System Diagnostics action poses no customer data exposure risks and low availability
risks.

System Diagnostics action allows:

e The operator to use cat, grep, and so on to read log files of the operating system,
infrastructure software, and cloud orchestration software.

e The operator to run Oracle Linux diagnostic commands such as t op and net st at .

e On cell servers, it additionally allows the operator to run cel | ¢l i commands to obtain
diagnostic information.

e The operator to access the manage the cloud orchestration infrastructure on the Control
Plane Server with the capability to restart all daemons on the Control Plane Server.

Table 1-2 Actions Enabled with INFRA_DIAG

|
Action Name System Diagnostics

Action Identifier | NFRA_DI AG
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Chapter 1
Enforcement of Actions in Operator Access Control

Table 1-2 (Cont.) Actions Enabled with INFRA_DIAG
]

Operator Privileges

Oracle Linux user privilege: Non-root.
Can su to root: No
chroot jail: Yes

Can su into:
e Cell: cel | noni tor

*  Host: dbnmoni t or
. Control Plane Server:

- ecra
— exawat cher
— dbnsvce

Execute as root:

- cat

*  head

- tail

e cp forfiles inside / var / | og/ *
e [CPS]:systenttl
Cell Server Privileges: Act as cell monitor.

Network Privileges: Can SSH into all hosts, cell servers, and Control Plane
Servers. The user name is the same across all of these.

List of executable commands:

e Control Plane Server (Alias): These commands can be run directly
from the Bash prompt.
— systenttl

— reboot

- ifconfig

— | sof

— docker

— ipmtool

— dbneli

— traceroute

— tcptraceroute
— journalctl

— exacl oud

— du

— immgeinfo

— inmmgehistory
— arping

- curl

— tcpdunp

— crontab

— sundi ag. sh

— sosreport

— ethtool

*  Cell server (Alias): These commands can be run directly from the Bash
prompt.
— cellcli -read-only commands

— sundi ag. sh
— sosreport

— | spci

— imgeinfo
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Chapter 1
Enforcement of Actions in Operator Access Control

Table 1-2 (Cont.) Actions Enabled with INFRA_DIAG
. _____________________________________________________________________________________________________________________________|

i magehi story

*  Host (Alias): These commands can be run directly from the Bash
prompt.

dbntli - read-only commands
sundi ag. sh

sosreport

vi rsh - only list options

Xm- only list options

docker

podnan

i magei nfo

i magehi story

Directories and files with explicit Read and Write access:
*  Control Plane Server:

Read and Write: / u01/

Read-Only:

* [var/log/

* [ opt/oci/exacc/exacl oud/ | og/
* [opt/oracle.cellos/

* Jusr/local /nessus/results/

* [ opt/nessus/var/ nessus/| ogs/

Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned
above.

* sudol s

*  sudocp

*  sudocat
* sudotail
*  sudohead
*  sudovi

*  sudorm

. Host:

Read and Write: None

Read-Only: / var/ | og/

Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned
above.

* sudol s
*  sudocp
*  sudocat
*  sudotail

*  sudohead

The following directories are mapped in a read-write mode for the tools to
run; however, Oracle operators are not granted direct access to them.

[ var
/opt/oracle

e Cell server:

Read and Write: None

Read Only: / var/ | og/

Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned
above.

Oracle Operator Access Control Configuration and Administration Guide

F32988-23
Copyright © 2020, 2025, Oracle and/or its affiliates.

November 17, 2025
Page 11 of 37



ORACLE Chapter 1
Enforcement of Actions in Operator Access Control

Table 1-2 (Cont.) Actions Enabled with INFRA_DIAG
. _____________________________________________________________________________________________________________________________|

* sudol s
*  sudocp
*  sudocat
* sudotail

*  sudohead

The following directories are mapped in a read-write mode for the tools to
run; however, Oracle operators are not granted direct access to them.

- lvar
— Jopt/oracle

Action: System Maintenance with Restart Privileges

System Maintenance with Restart Privileges, which is identified as | NFRA_UPDATE_RESTART is
intended to be used for operator access scenarios that require a system configuration change,
or a restart of the system.

The | NFRA_UPDATE_RESTART scenarios are typically for maintenance. However, there can be
diagnostics scenarios where this action is also required. System configuration changes involve
network configuration changes, hardware configuration changes, operating system
configuration changes such as mounts, inodes, ulimits, or cloud orchestration software
configuration changes. System restart entitles the Oracle operator to restart the operating
system (host, cell server), to restart specific sub-systems, such as the network, and to restart
cell disks.

/\ Caution

Be aware that System Maintenance with Restart Privileges action permits restarts of
infrastructure components (database servers, storage servers, and control plane
servers) and prevents access to customer VMs, customer data, and the infrastructure
audit service.

System Maintenance with Restart Privileges action:

* Permits the Oracle operator to perform system maintenance activities with r oot privileges.
The operator cannot become r oot , but can run maintenance commands as r oot .

* Does not allow the operator to change the audit parameters, or access the audit logs.
However, the action allows the operator to take the whole Exadata Cloud@Customer
system offline.

« Allows the operators to change the configuration of the operating system through
permanent changes. For example, the Oracle operator is permitted to change / et ¢/
paraneters.

« Permits the Oracle operator to start daemon processes, and to manage the cell disks using
the cell admin privilege of cel | ¢l i on cell servers.

«  Permits the Oracle operator to access the manage the cloud orchestration infrastructure on
the Control Plane Server, with the capability to restart all daemons on the Control Plane
Server.

Inheritance: All privileges of System Diagnostics
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Table 1-3 Actions Enabled with INFRA_UPDATE_RESTART

|
Action Name System Maintenance with Restart Privileges

Action Identifier | NFRA_UPDATE_RESTART
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Enforcement of Actions in Operator Access Control

Table 1-3 (Cont.) Actions Enabled with INFRA_UPDATE_RESTART

. _______________________________________________________________________________________|]
Operator Privileges Same as System Diagnostics privilege + the following:
Can su to root: No

chroot jail: Yes

Can su into:
e exawat cher
« dbmsvc

« dbmadm n
e dbmmoni t or on the host

Execute as root:

e restart
. |p

« ifconfig
« |spci

Cell server privileges: cel | adm n in cell server

Network Privileges: Can SSH into all hosts, cell servers, and Control Plane
Servers. The user name is the same across all of these layers

List of executable commands:

*  Control Plane Server (Alias): These commands can be run directly
from the Bash prompt.
— systenct!

— reboot

- ifconfig

- | sof

— docker

— ipmtool

— dbncl i

— traceroute

— tcptraceroute
— journalctl

- exacl oud

- du

— imageinfo

— inmmgehistory
— arping

- curl

— tcpdunp

— crontab

— sundi ag. sh

— sosreport

— ethtool

*  Cell server (Alias): These commands can be run directly from the Bash
prompt.
— reboot

— sundi ag. sh

— cellcli -allcommands
— | spci

— immgeinfo

— imgehistory

— ethtool

Oracle Operator Access Control Configuration and Administration Guide
F32988-23 November 17, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 14 of 37



ORACLE

Chapter 1
Enforcement of Actions in Operator Access Control

Table 1-3 (Cont.) Actions Enabled with INFRA_UPDATE_RESTART
. _____________________________________________________________________________________________________________________________|

i pmit ool
i pmitool interactive (sameasipnitool,can be used when
tty is required)

* Host (Alias): These commands can be run directly from the Bash

prompt.

— reboot

— dbntli - all commands
— sundi ag. sh

vi rsh - only list options
Xm- only list options
docker

podnan

i magei nfo

i magehi story

et ht oo

sosreport

Directories and files with explicit Read and Write access:
*  Control Plane Server:

Read and Write: / uO1/

Read-Only:
* [var/log/

* [ opt/oci/exacc/exacl oud/ | og/
* [opt/oracle.cellos/

* Jusr/local /nessus/results/

* [ opt/ nessus/var/ nessus/| ogs/

Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned
above.

* sudol s

*  sudocp

*  sudocat
* sudotail
*  sudohead
*  sudovi

*  sudorm

. Host:

Read and Write: None

Read-Only: / var/ | og/

Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned
above.

* sudol s
*  sudocp
*  sudocat
*  sudotail

*  sudohead

The following directories are mapped in a read-write mode for the tools to
run; however, Oracle operators are not granted direct access to them.

[ var
[opt/oracle
/ horre/ dbmadmi n

e Cell Server:
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Table 1-3 (Cont.) Actions Enabled with INFRA_UPDATE_RESTART
]
— Read and Write: None
— Read Only: /var /1 og/

—  Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned

above.

* sudol s

*  sudocp
*  sudocat
* sudotail

*  sudohead

The following directories are mapped in a read-write mode for the tools to
run; however, Oracle operators are not granted direct access to them.
- [var

— Jopt/oracle
— [/hone/cel | adm n/

Action: System Maintenance with Data access / VM Control Privileges

System Maintenance with Data access / VM control Privileges, which is identified as
I NFRA_HYPERVI SCR is intended to be used for diagnostics and maintenance scenarios where
VM management on the host is required.

System Maintenance with Data access / VM Control Privileges action is intended to be used
for diagnostics and maintenance scenarios where VM management on the host is required.
Any data on the Guest VM is treated as customer data. As VM management involves the
ability to access the VM data, this action potentially exposes data risk. However, this action
does not give any access to the TDE keys of the data stored in cell servers. VM management
is required in cases where there are problems with the VM software infrastructure or where a
VM configuration needs to be modified. Configuration involves the external aspect of the VMs
such as the networks attached, disks attached, or resources (CPU, Mem) allocated.

@® Note

System Maintenance with Data access/ VM control privileges prevents access to the
infrastructure audit subsystem.

System Maintenance with Data Access / VM Control Privileges action:

e Allows the operator to perform Xen/KVM management commands with r oot privileges.
The operator cannot become r oot . This action is applicable only to the host.

e Inherits the privileges from the "System Maintenance with Restart Privileges" action.

« Does not allow the operator to change the operating system parameters of the host or cell
servers. However, this allows the operator to shut down the Guest VM and significantly
change the configuration of the Guest VM.

Inheritance: All privileges of System Maintenance with Restart.

Table 1-4 Actions Enabled with INFRA_HYPERVISOR

|
Action Name System Maintenance with Data access / VM control Privileges
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Enforcement of Actions in Operator Access Control

Table 1-4 (Cont.) Actions Enabled with INFRA_HYPERVISOR

- ________________________________________________________________________________|
Action Identifier | NFRA_HYPERVI SOR
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Enforcement of Actions in Operator Access Control

Table 1-4 (Cont.) Actions Enabled with INFRA_HYPERVISOR
Operator Privileges Same as "System Maintenance with Restart" privileges + the following:
Oracle Linux user privilege: Non-root.
Can su to root: No
chroot jail: Yes
Can su into: cel | adni n in cell server
Execute as root:
e [usr/sbhin/xm
e [usr/shin/xentop
e [lusr/sbin/virsh
Cell Server Privileges: cel | adnin
Network Privileges: Can SSH into all hosts, cell servers, and Control Plane
Servers. The user name is the same across all of these.
List of executable commands:

*  Control Plane Server (Alias): These commands can be run directly
from the Bash prompt.
— systenctl

— reboot

- ifconfig

- | sof

— docker

— ipmtool

— dbncl i

— traceroute

— tcptraceroute
— journalctl

- exacl oud

- du

— imageinfo

— inmmgehistory
— arping

- curl

— tcpdunp

— crontab

— sundi ag. sh

— sosreport

— ethtool

*  Cell server (Alias): These commands can be run directly from the Bash
prompt.
— cellcli -all commands

- |spci

— imageinfo

— imgehistory

— ethtool

— sosreport

— reboot

— sundi ag. sh

— ipmtool

— ipmtool _interactive (sameasipnitool, can be used when
tty is required)
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Table 1-4 (Cont.) Actions Enabled with INFRA_HYPERVISOR

. _____________________________________________________________________________________|
* Host (Alias): These commands can be run directly from the Bash

prompt.
— dbntli -all commands
— sundi ag. sh

— virsh - all options

—  Xm- all options

— virsh_interactive - all options (same as Vi r sh, can be used
when tty is required)

— Xm.interactive - all options (same as Xxm can be used when tty is
required)

— Xentop - all options

— vm maker - all options

— docker

— docker _interactive (same as docker, can be used when tty is
required)

— podman

— podnman_i nteractive (same as podnman, can be used when tty is
required)

— imageinfo

— inmmgehistory

— ethtool

— sosreport

— ipmtool

— ipmtool _interactive (sameasipnitool, can be used when
tty is required)

— ops_consol e. sh

Directories and files with explicit Read and Write access:

e Control Plane Server:
— Read and Write: / u01/

— Read-Only:
* [var/log/
* [opt/oci/exacc/ exacl oud/ | og/
* [opt/oracle.cellos/
* Jusr/local /nessus/results/
* [ opt/nessus/var/ nessus/| ogs/

—  Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned

above.
* sudol s
*  sudocp
*  sudocat
* sudotai l
*  sudohead
*  sudovi
*  sudorm

. Host:

— Read and Write: None
— Read-Only: / var/ | og/
— Special Operator Access Control Commands: Cage commands

to view or modify (read, read/write) files or directories mentioned
above.
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Table 1-4 (Cont.) Actions Enabled with INFRA_HYPERVISOR
. _____________________________________________________________________________________________________________________________|

* sudol s
*  sudocp
*  sudocat
* sudotail

*  sudohead
The following directories are mapped in a read-write mode for the tools to
run; however, Oracle operators are not granted direct access to them.
- lvar
— Jopt/oracle
— [/ hone/ dbmadmi n

* Cell server:
— Read and Write: None

— Read Only: /var/ | og/
—  Special Operator Access Control commands: Cage commands to
view or modify (read, read/write) files or directories mentioned

above.

* sudol s

*  sudocp
*  sudocat
* sudotail

*  sudohead
The following directories are mapped in a read-write mode for the tools to
run; however, Oracle operators are not granted direct access to them.
- lvar
- Jopt/oracle
— [ home/ cel | admi n/

Action: Full System Access

Full System Access, which is identified as | NFRA_FULL permits access to the root accounts on
the infrastructure components.

Full System Access action is intended to be used when full access to the Exadata
Cloud@Customer infrastructure is required. Access is always limited to non-Guest VM layers.
Full access here means the root privileges on every operating system instance in the Exadata
Cloud@Customer system, other than Guest VMs.

@® Note

Full System Access action permits the operator to become the root user on the
infrastructure. This allows the operator to access and modify any memory register, any
file, any device, and the audit subsystem.

Table 1-5 Actions Enabled with INFRA_FULL

|
Action Name Full System Access

Action Identifier | NFRA_FULL
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Table 1-5 (Cont.) Actions Enabled with INFRA_FULL

. __________________________________________________________________________________|
Operator Privileges Linux User Privilege: Non-root

Can su to r oot : yes

chroot jail: No

Directories Readable: All

Files Readable: All

Directories Writeable: All

Files Writeable: All

List of commands executable: All

Can su into: r oot through sudo

sudo user + command list: No restriction
Cell server privileges: root and cel | adni n

Network Privileges: Can SSH into all hosts, cell servers, and Control Plane
Servers. The user name is the same across all of these. Also, connect to
r oot directly on the host, cell server to using exassh

Operator Access Control Actions: Autonomous VM Cluster

Besides Full System Access, use the limited access cages, Diagnostics and Maintenance, to
view logs and perform service-related tasks.

e Action: Autonomous Exadata VM Cluster Full System Access
Autonomous Exadata VM Cluster Full System Access, which is identified as AVM FULL is to
be used rarely if none of the lower access privileges can solve the issue.

* Action: Autonomous Exadata VM Cluster System Diagnostics
Autonomous Exadata VM Cluster System Diagnostics, which is identified as AVYM SYS DI AG
is to be used to view logs.

e Action: Autonomous Exadata VM Cluster System Maintenance
Autonomous Exadata VM Cluster System Maintenance, which is identified as
AVM SYS_MAI NT is to be used to do service related changes.

Action: Autonomous Exadata VM Cluster Full System Access

Autonomous Exadata VM Cluster Full System Access, which is identified as AYM FULL is to be
used rarely if none of the lower access privileges can solve the issue.

Autonomous Exadata VM Cluster Full System Access action is intended to be used when full
access to the Guest VMs is required. Full access here means the r oot privileges to the Guest
VMs.

@® Note

Full System Access action poses extreme availability and data exposure risks, which
can be persistent. The action also provides ability to bar export of audit logs from the
system.
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Table 1-6 Actions Enabled with AVM_FULL
]

Action Name

Full System Access

Action Identifier

AVM FULL

Operator Privileges

Linux User Privilege: Non-root

Can sutoroot:yes

Chroot caged: No

Directories Readable: All

Files Readable: All

Directories Writeable: All

Files Writeable: All

List of commands executable: All

Can su into: r oot through sudo

sudo user + command list: No restriction

Action: Autonomous Exadata VM Cluster System Diagnostics

Autonomous Exadata VM Cluster System Diagnostics, which is identified as AYM SYS DI AGis

to be used to view logs.

Autonomous Exadata VM Cluster System Diagnostics action is intended to be used to view
logs. A read-only profile, which allows non-privileged read-only access to the system. This
action is used to determine possible issues with the operating system and the software running
on it. Most of the non-root commands would be available in this mode. No privileged
commands are available in this action. Operators are not allowed to sudo as or acl e, opc, or
gri d but will have a white-listed set of commands they can run as that dynamic operator user.

Table 1-7 Actions Enabled with AVM_SYS DIAG
]

Action Name

Autonomous Exadata VM Cluster System Diagnostics

Action Identifier

AVM SYS DI AG

Scope

Guest VM
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Table 1-7 (Cont.) Actions Enabled with AVM_SYS_DIAG

. __________________________________________________________________________________|
Operator Privileges Linux User Privilege: Non-root

Can su to root, oracle, opc, grid: No
Chroot caged: Yes
Directories Readable:

- [proc
 [sys
e /tnp

« Jusr/lib64

e Jusr/bin

« Jusr/etc

« Jusr/include
e Jusr/lib

« Jusr/libexec
e Jusr/loca

- Jusr/share

« [opt/nessus
e Jusr/java

- [var
- /u01
« [u02
- JacfsO1

- [opt/oracle/dcs/l|og

« /opt/oracl e. Exavat cher/ archi ve

Directories Writable: / t mp

Restricted application log readable locations:

- Jetcl/oratab

« Jopt/oracle/dcs/I og

« [opt/oracl e/ dcs/idenpotencytoken_ jobid db
e [u02/oracl e. ahf

e [/ u02/ app/ or acl e/ di ag/ r dbrs

- [opt/oracl e. ExaWat cher/archi ve

Config files readable:
e Jetc/oratab

« [opt/oracl e/ dcs/idenpotencytoken_ jobid db
- Jetc/hosts

Egress network access: None

Blacklisted operating system commands:

- dd

e kdunpct|
e ipcrm

e ipcmk

List of commands executable: | s, cat, andtai | commands are supported
in the locations where opct | dynamic user does not have read access

Limit Operator's Access to a Specific Customer-Approved Autonomous Container
Database (ACD)

Restrict access to a specific ACD in an autonomous VM cluster in the diagnostics and
maintenance cages.
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Operators can specify if they need:

e SSH-only access to the autonomous VM cluster without SQL access to the ACDs. In this
case, all SQL access to the ACDs will be blocked.

e SSH access to the autonomous VM cluster and SQL access to the ACDs. If they select
both, they must select one or more ACDs.

The customer receives an approval request with the details that the operators are requesting
access to. That way, the customer can be assured that the operators will have access to the
right ACD. Once the customer approves the access request, the operators will get SQL access
to only the ACDs they have been approved for.

The Request Reason attribute will display which ACDs the operators are requesting access to.

Action: Autonomous Exadata VM Cluster System Maintenance

Autonomous Exadata VM Cluster System Maintenance, which is identified as AVYM SYS_MAI NT
is to be used to do service related changes.

Autonomous Exadata VM Cluster System Maintenance action is intended to be used to do
service related changes. This action is used to start and stop services, and run service health
checks. Most of the service related commands are available in this mode. Operator will have
access to the logs, but not allowed to su to oracl e, opc, or gri d.

Table 1-8 Actions Enabled with AVM_SYS MAINT
]

Action Name Autonomous Exadata VM Cluster System Maintenance
Action Identifier AVM SYS_NMAI NT
Scope Guest VM
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Table 1-8 (Cont.) Actions Enabled with AVM_SYS_MAINT

. __________________________________________________________________________________|
Operator Privileges Linux User Privilege: Non-root

Can su to root, oracle, opc, grid: No
Chroot caged: Yes
Directories readable:

- [proc
 [sys
e /tnp

« Jusr/lib64

e Jusr/bin

« Jusr/etc

« Jusr/include
e Jusr/lib

« Jusr/libexec
e Jusr/loca

- Jusr/share

« [opt/nessus
« Jusr/java

- [var
- /u01
« [u02
- JacfsO1

- [opt/oracle/dcs/l|og
« /opt/oracl e. Exavat cher/ archi ve
Directories writable: None

Restricted application log readable locations:

- Jetcl/oratab

- [Jopt/oracle/dcs/log

« [opt/oracl e/ dcs/idenpotencytoken_ jobid db
« /u02/oracl e. ahf

e [/ u02/ app/ or acl e/ di ag/ r dbrrs

- /opt/oracl e. ExaWat cher/archive

Config files readable:

e Jetc/oratab

- Jetc/crontab

« [opt/oracl e/ dcs/idenpotencytoken_jobid_db
- Jetc/hosts

Egress network access: None

Blacklisted operating system commands:

e dd

e kdunpct|

e ipcrm

e ipcrk

Command aliases: {"j ob_manager" : "/var/opt/oracl e/ adbd/ apps/
j ob_manager/j ob_nanager. py", "backup_api" : "/var/opt/

oracl e/ bkup_api / bkup_api ", "service_ driver" : "/var/opt/

oracl e/ pyl i b/ DBAAS/ service_driver. py"}

List of commands executable: Execution of service related commands are
available as is but without switching to or acl e or gri d user. Execution of
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Table 1-8 (Cont.) Actions Enabled with AVM_SYS_MAINT

____________________________________________________________________________
scripts are supported through aliases without switching to or acl e or gri d
user.

Refer to the examples provided below.

e crsctl status resource adbd_archive_log_ilkzdarl

o crsctl check cluster -al

e crsctl stat res -t

e crsctl stat res ora.asm-t

e srvctl status service -db ilkzdarl_cdglhw

e srvctl status database -d hr5zxn5l cdglhg

e srvctl status instance -i hr5zxn5l1 -d hr5zxn5l _cdglbg

- tfactl blackout add -targettype host -timeout 2h -reason
"Testing maint cage" -c

o dgnyrl

e asncnd |sdsk -p
(Not allowed due to possible access to system console)

s Sysresv
(Not allowed due to options to remove ipc resources)

e SQL*Plus is restricted to selected queries. Switching to oracl e orgrid
is not supported.
opct| _avm mai nt _user 01@t pd- exa- suzznil: ~$ execsq
ORACLE_UNQNAME is required. Check /etc/oratab
opct| _avm mai nt _user 01@t pd- exa- suzzntl: ~$
opct| _avm nmai nt _user 01@t pd- exa- suzznl: ~$ cat /etc/
oratab | grep -v 'Ms*S\ | MsH\#
ownwdhci _i ad2pn: / u02/ app/ or acl e/ product/ 19. 0. 0. 0/
db1916 0 wc139 cl _atksxzha_096_0105:Y +ASML: /u02/ app/
19.0.0.0/gri d1916_0 w140 cl _atksxzha 096 _1334:Y
ay5sqlqf i ad2bp:/u02/ app/ oracl e/ product/19. 0. 0. 0/
db1916 0 wcl141l cl atksxzha 096 0214:Y
dhb2br 6k _i ad22z: / u02/ app/ or acl e/ product/ 19. 0. 0. 0/
db1916_0 wcl142_cl _atksxzha_096_0416:Y
v001zhgm i ad2zs: /u02/ app/ oracl e/ product/19.0.0. 0/
db1916 0 wc143 cl atksxzha 096 _0419:Y
drngi yo6_i ad277: / u02/ app/ or acl e/ product/ 19. 0. 0. 0/
dbh1916 0 wec138 cl atksxzha 096 _0033:Y
fflilzax_iad2km /u02/ app/ oracl e/ product/19.0.0. 0/
db1916 0 wc145 cl atksxzha 096 0411:Y
gytj hr9o_iad2tt:/u02/ app/ oracl e/ product/19. 0. 0. 0/
db1916_0_wcl44 cl _atksxzha_096_0411:Y
dgk29pr h_i ad2hc: / u02/ app/ or acl e/ product/19. 0. 0. 0/
db1916_0_wcl146_cl _atksxzha_096_0416:Y
ut ynogge_i ad2p8: / u02/ app/ or acl e/ product/ 19. 0. 0. 0/
dbh1916 0 wc147 cl atksxzha 096 _1213:Y
my06yvoe_i ad2km / u02/ app/ or acl e/ product/ 19. 0. 0. 0/
db1916 0 wc149 cl atksxzha 096 _1218:Y
nfcteuzf iad2j9:/u02/ app/oracl e/ product/19.0.0. 0/
db1916 0 wc148 cl atksxzha 096 1216:Y
opct| _avm nmai nt _user 01@t pd- exa- suzznl: ~$
opct| _avm mai nt _user 01@t pd- exa- suzznil: ~$ execsq
ut ynogge_i ad2p8
SQL.*Plus: Release 19.0.0.0.0 - Production on Thu Cct 6
06:32: 11 2022 Version 19.16.0.1.0 Copyright (c) 1982,
2020, Oracle. Al rights reserved. Last Successful login
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Table 1-8 (Cont.) Actions Enabled with AVM_SYS_MAINT

]
time: Thu Oct 06 2022 06:29:09 +00: 00 Connected to:

Oracl e Database 19c EE Extrene Perf Release 19.0.0.0.0 -
Production Version 19.16.0.1.0 SQ.> SELECT
| NSTANCE_NAME, STATUS, DATABASE STATUS FROM V$I NSTANCE;
| NSTANCE_NAME STATUS DATABASE STATUS ----------------
----------------------------- ut ynoggel OPEN ACTI VE
SQ.> SELECT sys_context (' userenv','instance_name') FROM
dual ; SYS_CONTEXT(' USERENV', ' | NSTANCE_NAME' )
------------------------ utynoggel SQL> !whoami
SP2-0738: Restricted command "! (HCST)" not avail able
SQ> !I's -Itr SP2-0738: Restricted command "! (HOST)"
not avail able SQL>

Scripts to be run as below with aliases.

e [var/opt/oracl e/ adbd/ apps/j ob_manager/j ob_manager. py --
get _status adbd_archive | og_ilkzdarl
To be run as: j ob_nanager --get_status
adbd_archive_| og_i | kzdar 1

e Jvar/opt/oracl el pylib/DBAAS/ service_driver.py --
dbname=hr 5zxn5l _cdglbg
To be run as: service_driver --dbname=hr5zxn5l cdglbg

e [var/opt/oracl e/ bkup_api/bkup_api --dbname ilkzdarl |ist
| obs
To be run as: backup_api --dbname ilkzdarl list jobs

Limit Operator's Access to a Specific Customer-Approved Autonomous Container
Database (ACD)

Restrict access to a specific ACD in an autonomous VM cluster in the diagnostics and
maintenance cages.

Operators can specify if they need:

e SSH-only access to the autonomous VM cluster without SQL access to the ACDs. In this
case, all SQL access to the ACDs will be blocked.

*  SSH access to the autonomous VM cluster and SQL access to the ACDs. If they select
both, they must select one or more ACDs.

The customer receives an approval request with the details that the operators are requesting
access to. That way, the customer can be assured that the operators will have access to the
right ACD. Once the customer approves the access request, the operators will get SQL access
to only the ACDs they have been approved for.

The Request Reason attribute will display which ACDs the operators are requesting access to.

Operator Access Control Actions: Compute Cloud@Customer

Occasionally, authorized operators need to access resources to upgrade Compute
Cloud@Customer, troubleshoot or help resolve an issue.

e Action: Compute Cloud@Customer Infrastructure Full Access
Compute Cloud@Customer Infrastructure Full Access is identified as
CCC_SYS_ADM N_FULL_ACCESS.
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Action: Compute Cloud@Customer Infrastructure Full Access

Compute Cloud@Customer Infrastructure Full Access is identified as
CCC_SYS_ADM N_FULL_ACCESS.

Table 1-9 Actions Enabled with CCC_SYS ADMIN_FULL_ACCESS

Action Name Full System Access
Action Identifier CCC_SYS _ADM N_FULL_ACCESS
Operator Privileges Linux User Privilege: Non-root

Can su toroot:yes

Chroot caged: No

Directories Readable: All

Files Readable: All

Directories Writeable: All

Files Writeable: All

List of commands executable: All

Can su into: r oot through sudo and execute all commands as the r 0ot
user

Limits for Operator Access Control

Operator Access Control is a solution designed for auditing and compliance of Oracle access,
not a general purpose compliance solution.

Operator Access Control only audits authorized users created in the context of an access
request associated with an Oracle Operator Access control. The following is a list of examples
of compliance audit and control actions that Operator Access Control does not address.

Operator Access Control controls only the layers that Oracle owns. For example, Operator
Access Control controls access to the physical Exadata Database Server and Exadata
Storage Server.

Operator Access Control does not control automation actions, including the actions that
are run as r oot , or other high privileged automation users, including proxy-based
automation access.

Operator Access Control only offers controls at the level of defined Actions. The Actions
themselves control access to an application at the operating system level.

Operator Access Control is not a general auditing service. It only audits authorized users
created in the context of an access request associated with an Operator Control.

Operator Access Control only controls different layers in the Exadata Cloud@Customer
systems. It doesn't offer controls on external entities of Oracle Cloud Infrastructure, such
as switches, or other control plane software.

Customer Tenancy Job Roles for Operator Access Control

To establish operator access control, you set up access control policies, and establish user
groups responsible for managing and monitoring access to your infrastructure.
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e Operator Control Creation for Policy Administrators
Policy administrators are the users who have permissions to set up operator control
policies (called Operator Control).

e How Operator Access Requests Are Approved
See how you can manage operator control approvals by setting up an Identity and Access
Management (IAM) regime using Oracle Operator Access Control policies.

* How Operator Access is Audited
Learn how logs are captured and how you can audit operator activities.

Operator Control Creation for Policy Administrators

Policy administrators are the users who have permissions to set up operator control policies
(called Operator Control).

To create operator access control over your infrastructure, the first step is to create Operator
Control policy administrators that develop and create the set of operator controls that you want
to use for your tenancy fleet administrators.

Typically, when you create operator controls, you divide the Exadata infrastructure into access
control groups based on multiple dimensions:

* Business Critical: Critical systems, less critical systems, development systems
e Security or Compliance: Systems with specific compliance needs and others

* User Groups: Which user groups (usually with fleet administrator role) you want to make
responsible for a set of Exadata systems

Some examples of the user groups responsible for a set of Exadata systems:

e Vertical departments, whose applications depend on a set of Exadata systems.

e Systems shared across several departments, for which an IT department is responsible for
administration.

Typically, you create compartments on your infrastructure based on criteria of criticality,
regulatory compliance, and user group management, because compartments form the logical
administrative boundaries in Oracle Cloud Infrastructure. Usually, each compartment has a
user group that is granted management privileges on the compartment. For this reason, your
Policy Administrator should create as many operator controls as there are compartments
holding Exadata infrastructures.

In addition to specific operator controls for compartments, you must also create an additional
policy, called DEFAULT_OPERATOR _CONTRQOL, that you can use to create new sets of Exadata
systems in new compartments, for which you can create a different set of administrative users.

Related Topics

¢ Understanding Compartments

How Operator Access Requests Are Approved

See how you can manage operator control approvals by setting up an Identity and Access
Management (IAM) regime using Oracle Operator Access Control policies.

Tenancy administrators for Operator Controls for an Oracle Cloud system are members of the
operator control administrator group for Operator Controls. You receive operator control
requests for access to Oracle Cloud Infrastructure. To support your regulatory compliance
requirements, you can govern access to your infrastructure. You can specify that some actions
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are always in the status auto-approved, and specify that other actions must receive approval
before Oracle can perform system maintenance operations in your tenancy. When you grant
access to your system, that access is automatically limited to a standard time duration. You
can also specify that operations must take place within a specific timeframe that you specify.

Example 1-1 Operator Controls for an Oracle Cloud Infrastructure IAM policy
You can set fine-grained controls on the permissions that you grant on your system.

For example, suppose you have two groups of Exadata Cloud systems in a compartment for
which you are the tenancy administrator. As part of your IAM policy, you have created two
separate sets of Exadata systems: The first group of systems has all Operator Policy
configurations set to pre-approved, and the second group of systems has no Operator Policy
configured to pre-approved.

You have also created two groups of users: PRE_APPROVED_POLI CY_USERS, and

EXPLI CI T_APPROVED PCLI CY_USERS. The Operator Control groups are identified by the tagging
you provide: Namespace opt ct| has two Operator Control groups. One is identified by the tag
pr e- approved- exacc. The second group is identified by the tag expl i ci t - appr oved- exacc. So,
broadly, you have a set of servers where all actions are pre-approved, and a set of servers
where no actions are pre-approved.

Next, In your compartment, suppose you have established a set of Exadata Cloud resources,
each of which represents a level of actions permitted:

« system di ag specifies permissions for actions to diagnose any issue in the Exadata
Cloud@Customer infrastructure layer, such as reading logs, running diagnostic and
monitoring commands. You grant members of this policy the | NFRA DI AG action.

e system nai n specifies permissions for actions to perform system diagnostics and
maintenance, but also the option to restart the system. You grant members of this policy
the | NFRA_UPDATE_RESTART action, but the authorization is set specify authorization.

e systemall grants full system administration privileges permissions on the system,
including unrestricted use of sudo. You grant members of this policy the | NFRA FULL action.
You have no policy group created with this Action.

For the resources where you have set up the syst em di ag policy, you have marked as pre-
approved all administration activities permitted by that action. You have specified that
members of the group PRE_APPROVED POLI CY_USERS is granted access to use syst em di ag with
pre-approved status in the tenancy

Next, suppose an Oracle operator with PRE_APPROVED POLI CY_USERS group membership
requests access to a server, but requests the action | NFRA_UPDATE_RESTART because a
maintenance action requires a restart. The Oracle operator must still request access for the
Action that permits an operator to restart the system as part of a maintenance action. You grant
access to the syst em nai n policy, but all actions that require this policy access require
approval.

Note that at any point in time, as an administrator, regardless of existing group memberships or
approval, you can revoke the access to the operator. If you remove an Oracle operator from
the group membership, then the operator will have no access to the system.

How Operator Access is Audited

Learn how logs are captured and how you can audit operator activities.
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@® Note

The audit logs are collected using the audi t d subsystem in the Linux kernel. To add
Operator Access Control rules to collect the logs, you must reboot the Exadata system
after assigning an Operator Control the first time. You need not reboot the Exadata
system for the subsequent assignments.

Extent of Audit Logs Captured

Operator Access Control service logs the actions performed by the operator on a controlled
system. The logs are captured for two broad categories.

» Lifecycle event logs

e Command logs

The first being lifecycle events and the second being commands run by the operator on the
target hosts.

Lifecycle Event Logs

Operator Access Control service captures login and logout events only for the Operator Access
Control service authorized users and it does not capture automation login events.

Command Logs

Operator Access Control service captures all commands run by the authorized users on a
shell. It captures the command input without any redaction and it does not capture the
command output. It also captures all shell commands run using shell scripts.

For example, Operator Access Control service captures the following command:

netstat -an | grep 8080

Additionally, the commands run using the shell script sear chl og. sh in this case are also
captured.

.I'searchl og. sh —process "cel | service"

The command logs include commands run by a user even after an su has been done. For
example, after logging in, if the authorized user aut h_user 123 runs the following commands,
then Operator Access Control service captures all of these commands.

su - celladmn
tail -n 10 /var/l og/ nessages

Keyboard Logging

Additionally, the command logs can also be captured in the keyboard log format. Keyboard
logging captures every keystroke the operators type on their computers. It does not serve a lot
of practical purposes to capture keyboard logging, however, there are cases where regulatory
requirements need to capture keystroke logging.
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Items Not Logged

Operator Access Control service does not log automation commands or lifecycle events. While
this service logs all commands issued to the shell either directly or through invocation of shell
scripts, it does not log actions performed by the binary executables. Hence if an operator logs
into the cell server and then gets into a cel | ¢l i shell, the logs will be limited to capturing the
cell cli shell commands alone. Operator Access Control service does not log commands run
inside the cel I cl i .

Format of Audit Logs

The audit logs are formatted as JSON text. Audit logs are categorized into two parts — the raw
data and the interpreted data. The raw data is not comprehensible outside the context of a
Linux machine where the log was captured. For example, the raw data does not refer to Linux
user names, rather it refers to internal identifiers instead. Mapping the identifier to user can
only be done on the Linux machine where the log was captured.

In addition to the interpretation, the format also sets the context by providing the "access
request ID" in the logs.

Lifecycle Event Logs

The following two examples give the format of the audit log for lifecycle events. The examples
show a login and a logout event. The username used for this login is "USERNAME".

Example 1-2 Login Event Log

{

Ill a),er.ll: " CPSIIl

"req_auth_id": "1",

"srchost”: "dhcp-10-191- 235-63. vpn. exanpl e. cont',

"res": "success'",
"desthost": "10.191.235. 63",
"pid': "89736",

"tty": "/dev/pts/2",

"host": "scagae08dv0605m',

"time": "Thu Cct 29 03:20:22 2020",

"raw_data": "type=USER_LOG N nmsg=audit (10/29/2020 03: 20:22. 091: 10777414) :

pi d=89736 ui d=root aui d=USERNAME ses=75141 msg='op=| ogi n i d=USERNAMVE exe=/usr/
shi n/sshd host name=dhcp- 10- 191- 235- 63. vpn. exanpl e. com addr =10. 191. 235. 63

term nal =/ dev/ pts/ 2 res=success' \n",

"event": "login",

"l oginid": "USERNAME"

}

Example 1-3 Logout Event Log

{

“layer": "CPS',

“req_auth_id": "1",

"srchost": "dhcp-10-191-235-63. vpn. exanpl e. cont',

“res": "success'",
"desthost": "10.191.235.63",
“pid": "90456",

"tty": "ssh",

“host": "scaqae08dv0605ni',
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"time": "Thu Cct 29 03:20:35 2020",

“raw data": "type=USER LOGOUT msg=audit (10/29/2020 03:20: 35. 855: 10777438)

pi d=90456 ui d=root aui d=USERNAME ses=75142 nmsg='op=l ogi n i d=USERNAME exe=/ usr/
sbi n/ sshd host name=dhcp- 10- 191- 235- 63. vpn. exanpl e. com addr =10. 191. 235. 63

t erni nal =ssh res=success' \n",

"event": "logout",

"l ogi ni d": "USERNAME"

}

Command Logs

The command logs are more elaborate. They provide information about the command, the
parameters of the command the effective user executing the command. The commands also
have a hierarchy in the sense that a shell script execution will first have a bash - ¢ logged and
then the script commands.

Example 1-4 Command Execution

{

“layer": "CPS'

"req_auth_id": "1",

"title": "ls\u0000/",

"raw_data": "type=PROCTI TLE msg=audit (10/29/2020 03:20:29. 418: 10777424)
proctitle=ls / \ntype=PATH nsg=audit (10/29/2020 03: 20: 29. 418: 10777424)
itemel name=/lib64/1d-1inux-x86-64.s0.2 inode=1182648 dev=f9: 00 node=file, 755
oui d=root ogi d=root rdev=00: 00 nanetype=NORVAL \ nt ype=PATH
meg=audi t (10/ 29/ 2020 03: 20: 29. 418: 10777424) : item0 nane=/usr/bin/ls

i node=1189225 dev=f9: 00 node=file, 755 oui d=r oot ogi d=root rdev=00: 00
nanet ype=NORMAL \ nt ype=CWD nsg=audi t ( 10/ 29/ 2020 03: 20: 29. 418: 10777424)
cwd=/ \ntype=EXECVE nsg=audit (10/29/2020 03: 20: 29. 418; 10777424) : argc=2
a0=I's al=/ \ntype=SYSCALL nsg=audit(10/29/2020 03:20: 29. 418: 10777424)
arch=x86_64 syscal | =execve success=yes exit=0 a0=0xfff6d0 al=0xff42d0
a2=0xfff960 a3=0x7ffcldd337e0 itens=2 ppi d=90474 pi d=90764 aui d=USERNAMVE
ui d=USERNAME gi d=USERNAMy eui d=USERNAME sui d=USERNAME f sui d=USERNAMVE

egi d=USERNAMy sgi d=USERNAMy f sgi d=USERNAMy tty=pts2 ses=75141 com¥ls
exe=/usr/bin/ls key=(null) \n",

"args™: [,
"rec_id": "10777424",
"tty": "pts2",

"host": "scaqae08dv0605ni,

"time": "Thu Cct 29 03:20:29 2020",
"l oginid: "USERNAME"

}

The field title provides the command that was executed. The raw data provides much more
information.

Frequency of Collection

Operator Access Control service collects the logs as and when the events happen,
timestamps, and pushes the logs to the logging service periodically. It attempts to push the
logs in every 30 second intervals.
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Accessing Audit Logs

You can access audit logs through the logging service. For more information, see Logging
Overview.

The JSON shown in section 2 is available in the logging service. Use your tenancy to access
the logging service. The logs are posted to the compartment on which the Operator Control
was created. The logs are tagged to the Operator Control.

Retention Policies of Audit Logs

The audit logs are retained in the user tenancy and therefore Operator Access Control service
does not control the lifetime of audit logs. You can control control the duration of retention
period. However, if this service could not push the logs to user tenancy, then it will try to retain
the logs to the extent allowed by Exadata configurations. The retention period is considerable,
that is, running into days or longer.

Forwarding Operator Access Control Audit Logs to SIEM

Systems

You can choose to forward Operator Access Control audit logs directly from Exadata
Cloud@Customer to the security information and event management (SIEM) systems in your
data center.

To improve your security management, you can transmit audit logs to the OCI Logging service
and to the SIEM systems in your data centers. To transmit these audit logs to SIEM systems,
syslog over TCP is used.

» Deploying a Syslog Server in Your Data Center
To receive audit logs from Exadata Cloud@Customer, deploy a Syslog server in your data
center. The Syslog server can be of your choice. Most Linux systems ship with r sysl og.

»  Example Syslog Server Configuration
To see how you can configure a Syslog server of your choice, use this example.

» Testing Connectivity Between CPS and the Syslog Server
Ensure that you have provided a valid IP address or host name for the Syslog server.

*  Example of Audit Logs
As an administrator, see examples of the audit logs received securely from the Control
Plane Server.

Deploying a Syslog Server in Your Data Center

To receive audit logs from Exadata Cloud@Customer, deploy a Syslog server in your data
center. The Syslog server can be of your choice. Most Linux systems ship with r sysl og.

You can forward audit logs to only one Syslog server for each target Exadata
Cloud@Customer system. Oracle supports secure communication only, and uses TLS for
transmission security. The Control Plane Server connects with the Syslog server, and delivers
all audit logs over secure TCP. To establish trust between the Control Plane Server and the
Syslog server, use a PEM format Syslog server CA certificate file. The file extension must

be . pem . cer, or. crt. For more information about configuration, see Example Syslog
Server Configuration.
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The log contains elements already described in the chapter Managing and Searching Logs
with Operator Access Control. The format is ensured to be compatible with sysl og and audi t -
d log parsers. See the example audit log.

Sending audit logs to SIEM systems is on a best effort basis. While the Control Plane Server
retries sending logs on network failures, packets can drop silently on thresholds. In such
cases, the logs surfacing through the OCI Logging service are the reference.

@® Note

To forward audit logs, you must assign at least one Operator Control to the Exadata
Cloud@Customer system indefinitely (ALWAYS ASSIGNED).

Related Topics

*  Assign Operator Control
To assign policies to control human access to infrastructures and databases, complete this
procedure.

Example Syslog Server Configuration

To see how you can configure a Syslog server of your choice, use this example.

Before you attempt to configure the Syslog server, you must be prepared to do the following:

1. Open a network port for receiving remote logs.

® Note

Egress rules for the Syslog server should be open for Syslog Port. For Example, if
the 6514 port is used for Syslog, then the Egress Security rule should be in place
to allow traffic to reach Syslog from Autonomous VM Cluster.

2. Enable encryption on the Syslog server for remote communication.

3. (Optional) Generate and transfer a root certificate for secure communication.

@® Note

The example given below is for configuring a r sysl og server (v 8.24) on a machine
with Oracle Linux 7. The configuration is generally available at / et ¢/ r sysl og. conf .
Only the relevant sections are covered in this example.

For this example, the listening port is 10514. There are multiple sources available on the
Internet to assist you with encrypting Syslog traffic. A good reference is Encrypting Syslog
Traffic with TLS (SSL) [short version] — rsyslog 8.18.0.master documentation.

# rsyslog configuration file (8.24.0 - /etc/rsyslog.conf - Oracle Linux 7)
# For nore information see /usr/share/doc/rsyslog-*/rsyslog_conf.htn

# |f you experience problenms, then see http://wm.rsyslog.con doc/

t roubl eshoot . ht m

#### MODULES $ModLoad i nuxsock # provides support for |ocal system | ogging
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(e.g. via logger comrand)# Provides TCP syslog reception
$MbdLoad intcp
$I nput TCPSer ver Run 10514

...# certificate files

$Def aul t Net st reanDri ver CAFi l e /var/gnutlsl/ca. pem

$Def aul t Net streanDriverCertFile /var/gnutlsl/cert.pem

$Def aul t Net st reanDri ver KeyFi l e /var/gnutlsl/key. penModLoad intcp # |oad TCP
l'i st ener $I nput TCPSer ver StreanDriverMde 1 # run driver in TLS-only node

$I nput TCPSer ver St reanDr i ver Aut hMode anon # client is NOT authenticated

#$1 nput TCPSer ver StreanDri ver Aut hMbde x509/ nane # client is NOT authenticated
$I nput TCPServer Run 10514 # start up listener at port 10514

Testing Connectivity Between CPS and the Syslog Server

Ensure that you have provided a valid IP address or host name for the Syslog server.

The Syslog server must be able to receive logs from a Syslog client, and it must be reachable
from Exadata Cloud@Customer. To confirm your configuration, use this procedure.

1. To validate that the Syslog server can receive logs, run the nc command towards the
Syslog server and Syslog port from any host in your network having access to the Syslog
server.

nc syslog server host syslog port

2. To ensure the path between Exadata Cloud@Customer and the Syslog server is valid, ping
the Exadata Cloud@Customer Control Plane Server IP address. To obtain the Control
Plane Server (CPS) IP address, contact your network administrator.

Related Topics

e Assign Operator Control
To assign policies to control human access to infrastructures and databases, complete this
procedure.

Example of Audit Logs

As an administrator, see examples of the audit logs received securely from the Control Plane
Server.

When you transmit logs to the Syslog server, many headers and the JSON formatting are
omitted. The following examples show the nature of data shipped through Syslog.

Example 1-5 1

Apr 12 07:38:22 scagar 05dv0511m opctl: type=USER LOG N nsg=audit (04/12/ 2021
07:38: 05. 752: 1742859)

pi d=65327

ui d=r oot

aui d=830916abh78e4157h9%e45b641e34f cf 6 ses=32770

meg="op=l ogi n i d=830916abb78e4157h9e45h641e34f cf 6

exe=/usr/ shi n/sshd

host nane=I ocal host . | ocal domai n
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addr=127.0.0.1
t erminal =/ dev/ pts/ 3 res=success’

Example 1-6 2

Apr 12 07:38:22 scagar05dv0511m opctl: type=USER LOGOUT nsg=audit (04/12/2021
07:38:08.802: 1742867)

pi d=65327

ui d=r oot

aui d=830916abb78e4157h9e45h641e34f cf 6

ses=32770

msg='op=l ogi n

i d=830916abh78e4157b9e45b641e34f cf 6 exe=/ usr/ shin/sshd
host nane=?

addr =?

t ermi nal =/ dev/ pts/ 3 res=success’

Related Topics

* Managing and Searching Logs with Operator Access Control
Learn to enable logs to view the list of Operator Controls created and in use in a
compartment. Also, to monitor operator activities in a cage.
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Managing Infrastructure Access with Operator
Access Control

Learn how to create, assign, approve, revoke, and control other infrastructure access
operations on Oracle Cloud@Customer Exadata infrastructure and Compute
Cloud@Customer infrastructure.

Create Operator Control

To create an Operator Control using the Oracle Cloud Console, you open the console in a
browser, select Create Operator Control, and specify the compartment, user, and
permissions that you want to grant.

View Operator Control Details
To view the details of an Operator Control, use this procedure.

Run Assignment Validation
To validate the Operator Control assignment, use this procedure.

Assign Operator Control
To assign policies to control human access to infrastructures and databases, complete this
procedure.

Enable Notifications
Learn to enable natifications for approvers when an access request is raised.

Edit Operator Control
To change the compartment, user, permissions, and other control settings for an Operator
Control, you can use the Edit Operator Control option.

Remove Operator Control
The contents of the Operator Controls are visible even after you remove them. However,
you cannot edit or assign them again.

Add Tags to Operator Control
If you want to make an Operator Control easier to find, or to track resources used for
specific purposes, you can add tags.

Update Operator Control Assignment
To change the duration of an Operator Control assignment, edit the Operator Control
configuration.

Remove Operator Control Assignment
To remove an Operator Control assignment, complete this procedure on the system where
you want to remove the assignment.

Filter Operator Control Assignments by State
To review the assignment states, you can filter the Assignments based on the workflow
state of the request.

Filter Operator Control by Compartment
To find Operator Controls specific to an individual compartment, use this procedure.

Filter Operator Control by State
Filter Operator Controls by selecting a state from the list of states of the operator control
action.
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Create Operator Control

«  Filter Operator Control by Resource Type
To filter Operator Controls by resource types, complete this procedure.

e Move Operator Control to Another Compartment
To relocate an Operator Control to another compartment, use this procedure.

* Move Operator Control Assignment to Another Compartment
To relocate an Operator Control Assignment to another compartment, use this procedure.

Create Operator Control

To create an Operator Control using the Oracle Cloud Console, you open the console in a
browser, select Create Operator Control, and specify the compartment, user, and
permissions that you want to grant.

You specify operator controls to define operator attributes of Oracle operators who can access
your Oracle Cloud Infrastructure system, what access privileges they are granted, and which
users and groups on your compartment are empowered to grant or revoke Oracle operator
access to the infrastructure on which the compartment resides.

Before you can create an Operator Control, you must have an operator attribute account that
grants you privileges to create Operator Controls on the tenancy and compartment that you
want to manage, and you must have created administrative users and groups on your
compartment that have the privilege to grant or revoke access requests for infrastructure
maintenance.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4

Click Create Operator Control.
The Create Operator Control window opens.

5. In the Compartment field, select a compartment where you want to create the Operator
Control.
To find the compartment in the tenancy, you can search for a string in the compartment
name. For example, if there are three compartments in the tenancy with Dbaas-r egi on in
the compartment name, then entering the search phrase "DBaaS- r egi on" returns all three
of those compartments.

6. Inthe Operator Control Name field, enter an Operator Control name to which you want to
grant access to your compartment. For the Description field that is associated with that
Operator Control name, provide information that explains the purpose of this control, and
other access information that you require for regulatory compliance.

7. Inthe Resource Type section, choose resource type: Exadata Infrastructure,
Autonomous Exadata VM Cluster, or Compute Infrastructure.

8. Inthe Deployment Platform section, you can select either Cloud@Customer or Oracle
Cloud if you have chosen the resource type Autonomous Exadata VM Cluster. If you
have chosen Exadata Infrastructure or Compute Infrastructure as the resource type,
then Cloud@Customer is the only option available.

9. Inthe Approval Requirements section, provide information regarding the access control
that you want to grant to the operator:

e Choose Pre-Approval Mode: Select one of the following:

— Pre-Approve All Actions Select this mode to auto-approve access requests to
Oracle operators to perform system maintenance operations. You can revoke this
approval mode at any time.
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11.

12.
13.

Chapter 2
Create Operator Control

— Select Actions to Pre-Approve Select this mode to choose particular actions that
you want to grant automatically. If you select this option, then the Pre-Approved
Actions list appears. To view and select actions from the Pre-Approved Actions list,
click the arrow keys on the right side of the field, and select the actions that you
want to approve. Note that each operator action has a risk profile associated with
it, which informs you if your system can encounter a performance impact during a
maintenance operation.

* Inthe field Groups allowed to approve access to resources governed by this
Operator Control, click the arrow keys on the right side of the field to add groups
whose members you want to be able to approve or revoke Oracle operator
maintenance requests on your system. Approval groups are not compatible with
Identity Domains.

Select Use IAM Policy to permit the Operator Access Control service to authorize
users based on IAM Policy rules to approve any access requests. You must select
USE IAM Policy to support Identity Domains.

Prior to choosing the Use IAM Policy option, you must have written a policy to grant
approval permissions to access requests for the groups in different identity domains.

For more information, see Managing Access to Resources.

* Requires second approval: Enable this option to add a second level of approval to
access requests. An access request is considered fully approved only after it receives
two approvals.

@® Note

— A banner is displayed on the Access Request details page indicating that
this Access Request requires 2 approvals to move to the Approved state.

— A banner is displayed if there are any pending approvals.

— If any of the two users reject the Access Request, then the Access
Request is moved to the Rejected state.

— If one user approves the Access Request now (Approve Now) and the
other user approves it for later (Approve Later), then Approve Later
takes precedence.

(Optional) In the field Message to Operator, you can choose to enter a message that is
displayed to the Oracle operator at the time of an access request. Use this option to
provide information to the Oracle operator. For example, you can specify that an Oracle
operator must perform an action before an access request is approved, or perform an
action before beginning a pre-approved operation.

(Optional) To specify additional features, select Advanced options. In the Tag
Namespace field, consider adding a tag namespace (an identifying text string applied to a
set of compartments), or tagging the control with an existing tag namespace.

For more information, see Overview of Tagging.

When you have completed and reviewed your selections, click Create.

Save as Stack

Stack is a collection of Oracle Cloud Infrastructure resources corresponding to a given
Terraform configuration. Each stack resides in the compartment you specify, in a single
region; however, resources on a given stack can be deployed across multiple regions. For
more information, see stack.
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View Operator Control Details

While creating Operator Control, you can save resource configuration as a stack. Use the
stack to configure and manage the resource through the Resource Manager service. For
requirements and recommendations for Terraform configurations used with Resource
Manager, see Resource Manager.

View Operator Control Detalils

To view the details of an Operator Control, use this procedure.

1.
2.
3.
4

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Operator Controls.

From the list of Operator Controls, click the name of the Operator Control that you want to
view details.

On the Operator Control Information tab, review the details in the General Information
and Approval Information sections to verify the configuration.

On the Assignments tab, use the filters to narrow down the list of resources associated
with this Operator Control. You can filter by Tags, Assignment ID, State, Resource
name, or Created date.

On the Logs tab, use the filters to narrow down the logs captures to monitor the operator
activity as part of access request. You can filter by Category, Status, Log Name, or Log
Group.

For more information, see Managing and Searching Logs with Operator Access Control.

On the Tags tab, you can add additional metadata to organize resources with free-form
and defined tags.

Run Assignment Validation

To validate the Operator Control assignment, use this procedure.

Assignment validation performs the following actions:

Validates Syslog connectivity if Syslog is configured.
Checks for the maintenance window.

Creates a test access request for the assigned resource and runs a set of test commands
on it. Additionally, you will be able to validate the approval workflow. Also, you can verify if
you received a notification when the test access request was created. This helps you verify
the Notifications setup.

Closes the test access request created earlier upon the successful run of the test
commands. And, you will be able to download the audit log report for the test access
request.

Displays whether the assignment validation has succeeded or failed with an appropriate
message

During this process, a test access request is created with a default action based on the
resource type. You can also have an option to choose a different action.

1.
2.
3.

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

Click Assignments.
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Assign Operator Control

In the list of Assignments, find the assignment you want to run assignment validation.
You can filter assignments by Tags, Assignment ID, State, Operator Control, Resource
Name, Resource Type, or Created date.

Click the Assignment ID.

On the Assignment details page, click the Assignment Health Check tab.
The Health check status and Stages Completed sections include details of the
assignment validation run.

Click Actions, and then select Run health check.

On the Run health check panel, select an action.
Operator Access Control creates a cage for the action selected.

Click Run assignment health check.

Upon clicking Run assignment validation, Operator Access Control will prompt you to
approve the access request.

Click the link on the banner and approve the access request.
Upon completing assignment validation, Operator Access Control displays an appropriate
message indicating whether the assignment validation has succeeded or failed.

Assign Operator Control

To assign policies to control human access to infrastructures and databases, complete this
procedure.

N A

a

@® Note

Ensure that the person or entity doing the assignment has the privilege to use the
Exadata infrastructures. If not, then create the following IAM policy:

use exadata-infrastructures in tenancy or conpartnent

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Operator Controls.

From the list of Operator Controls, click the name of the Operator Control that you want to
assign.

In the Operator Control details page, click Assign.
Select the compartment where you want the assignment resource to reside.

Based on the Resource Type and Deployment Platform for which the Operator Control was
created, the corresponding resources are displayed for selection in the Assignment
Information section.

a. Select an Exadata Infrastructure in the compartment. If the selected resource is not in
the current compartment, choose the compartment where the resource resides.

b. Auto-approve access requests during the maintenance window: Enable this
option to auto-approve access requests to Oracle operators to perform system
maintenance operations.
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While Exadata Cloud@Customer infrastructure is being patched, there may be a delay
in approving your access request. Selecting this option helps you get automatic
approval during Exadata Cloud@Customer scheduled maintenance window.

When Oracle Cloud Operations raise an access request, Operator Access Control
needs to check if the infrastructure is in maintenance mode or not to auto-approve the
request.

To fetch the current lifecycle state of the infrastructure, create the following policy:

al | ow any-user to inspect exadata-infrastructures in tenancy where ALL
{ request.principal.type="opctloperatorcontrol' }

To fetch the current lifecycle state of Autonomous VM Clusters for Cloud@Customer,
create the following policies:

al | ow any-user to inspect autonomous-vntlusters in tenancy where ALL
{ request.principal.type="opctloperatorcontrol' }

al | ow any-user to inspect autonomous-contai ner-databases in tenancy
where ALL { request.principal.type="opctloperatorcontrol' }

To fetch the current lifecycle state of Autonomous VM Cluster for Public Cloud, create
the following policies:

al l ow any-user to inspect cloud-autononous-vnclusters in tenancy where
ALL { request.principal.type="opctloperatorcontrol' }

al | ow any-user to inspect autononous-container-databases in tenancy
where ALL { request.principal.type="opctloperatorcontrol' }

To fetch the current lifecycle state of the Compute Cloud@Customer infrastructure,
create the following policy:

al | ow any-user to inspect ccc-infrastructures in tenancy where ALL
{ request.principal.type="opctloperatorcontrol' }

c. Choose assighment duration: Choose the duration for which you want to assign the
operator control access:

i. (Default) Always Assigned: Operator Control is assigned to the system
indefinitely.

@® Note

You must assign at least one Operator Control to the Exadata
Cloud@Customer system indefinitely.

ii. Assigned for a specified duration: Operator Control is assigned to the system
for a specific period.
From the calendar controls, select the time period in which you want to assign the
access.
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@ Note

You can assign an Operator Control for a specific duration only when you
have assigned at least one Operator Control to the Exadata
Cloud@Customer system indefinitely (Always Assigned).

d. (Optional) In the Description field, enter a description of the operator control access.

(Optional) In the Audit Log Forwarding section enter the following details.

@® Note

Audit Log forwarding is available only when you choose the Always Assigned
option.

a. Select the Forward audit logs check box.

b. Slide the toggle button Include hypervisor logs to enable forwarding hypervisor logs
to the Syslog server. This option is applicable only if you have created the Operator
Access Control with the resource type set to Exadata Infrastructure.

c. Slide the toggle button Include Autonomous VM cluster Syslog to enable forwarding
logs from the / var/ | og/ nessages and/ var/| og/ audi t/ audi t . | og files to the
Syslog server. This option is applicable only if you have created the Operator Access
Control with the resource type set to Autonomous Exadata VM Cluster.

d. Enter the IP address or hosthname of the Syslog server in the Syslog server address
(IP or host) field.

e. Enter the port number in the Syslog server port field.

f. (Optional) Choose a certificate authority (CA) certificate file, or paste the content of the
certificate file.

@® Note

If the certificate is not provided, then the Syslog server should offer a well-known
certificate for communication.

Click Assign.
The assignment is listed on the compartment assignment list.

While the assignment is pending, the console displays the state of the assignment as
Updating. When the operator is assigned to the access request, the state changes to
Accepted, or Assigned Failed. If there is an issue with the access request, then a circle
with an exclamation point (!) is displayed next to the assignment state. Click the icon to
display details about the issue, and contact Oracle Support.

Enable Notifications

Learn to enable naotifications for approvers when an access request is raised.

Log in to your Oracle Cloud Infrastructure tenancy.

Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
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3. Click Operator Controls.

4. From the list of Operator Controls, click the name of the Operator Control that you want to
edit.

5. In the Notification Information section, click Configure.

6. Inthe Configure Notifications page, enter valid email IDs and then click Create.
Operator Access Control service initiates a call to Notifications Service and Events Service
to create Topic, Subscriptions, and Events. When they are being created, you will see an
intermittent state of the notification creation process. When the configuration is complete,
you will see a message stating that the notification has been created.

By default, the Operator Access Control system sets up event notifications for the following
events:

* Access Request Created
* Access Request Approved

* Access Request Expired

You can manually update events or notifications settings any time later. Follow the steps
outlined in the following topics to manually configure notifications.

For more information about managing rules, see Managing Rules for Events.

For more information about notification tasks, see Managing Topics and Subscriptions

Edit Operator Control

To change the compartment, user, permissions, and other control settings for an Operator
Control, you can use the Edit Operator Control option.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4

From the list of Operator Controls, click the name of the Operator Control that you want to
edit.

a

In the Operator Control details page, click Actions, and then select Edit.
6. In the Edit Operator Control page, you can edit the following:

a. Enter a name in the Operator Control Name field.

b. Enter descriptive text in the Description field.

c. You cannot change the Resource Type and Deployment Platform after creating an
Operator Control.

d. Choose Pre-Approval Mode: Select one of the following:

« Pre-Approve All Actions: Select this mode to automatically approve all access
requests from Oracle operators to perform system maintenance operations.
You can revoke this approval mode at any time.

e Select Actions to Pre-Approve: Select this mode to choose particular actions for
which you want to grant operator access automatically.
If you select this option, then the Pre-Approved Actions list appears. To view and
select actions from the Pre-Approved Actions list, click the arrow keys on the right
side of the field, and select the actions that you want to approve.
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@ Note

Each operator action has a risk profile associated with it, which informs
you if your system can encounter a performance impact during a
maintenance operation.

* Inthe field Groups allowed to approve access to resources governed by this
Operator Control, click the arrow keys on the right side of the field to add groups
whose members you want to be able to approve or revoke Oracle operator
maintenance requests on your system.

e. (Optional) In the field Message to Operator, you can choose to enter a message that
is displayed to the Oracle operator at the time that the operator is engaged with an
access request.

Use this option to provide information to the Oracle operator. For example, you can
specify that an Oracle operator must perform an action before an access request is
approved, or perform an action before beginning a pre-approved operation.

f. Click Save.

Remove Operator Control

The contents of the Operator Controls are visible even after you remove them. However, you
cannot edit or assign them again.

@® Note

You cannot remove an indefinite assignment (Always Assigned) if there exist one or
more windowed assignments (Assigned For a Specified Duration).

1. Loginto your Oracle Cloud Infrastructure tenancy.
2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4. From the list of Operator Controls, select the one that you want to remove.
You can also select more than one Operator Control.
5. Click Actions, and then select Remove.

6. On the Remove Operator Control dialog, click Remove

Add Tags to Operator Control

If you want to make an Operator Control easier to find, or to track resources used for specific
purposes, you can add tags.

Applying tags to resources is optional. If you have permissions to create a resource, then you
also have permissions to apply free-form tags to that resource. To apply a defined tag, you
must have permissions to use the tag namespace. For more information about tagging, see
Resource Tags. If you are not sure if you should apply tags, then skip this option (you can
apply tags later), or ask your administrator.

1. Log in to your Oracle Cloud Infrastructure tenancy.
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Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Operator Controls.

From the list of Operator Controls, select the operator control for which you want to add
tags.

On the Operator Control details page, click the Tags tab, and then click Add to add tags.

Update Operator Control Assignment

To change the duration of an Operator Control assignment, edit the Operator Control
configuration.

1
2
3.
4

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Operator Controls.

From the list of Operator Controls, click the name of the Operator Control for which you
want to update the assignment.

In the Operator Control details page, click the Assignments tab. Find the assignment that
you want to update, click the Assignment ID of the assignment, and then click Update
Assignment.

In the Update Operator Control Assignment page, you can choose an assignment from
one of the following options:

a. Auto-approve access requests during the maintenance window: Enable this
option to auto-approve access requests to Oracle operators to perform system
maintenance operations.

b. (Optional) In the Description field, enter a description describing the purpose for the
access control, or reason for changing it.

c. (Optional) In the Audit Log Forwarding section enter the following details.

@® Note

Audit logs and Hypervisor logs can be forwarded only when Always
Assigned is selected.

i. Select the Forward audit logs check box to forward audit logs.

ii. Select the Hypervisor logs check box to forward hypervisor logs.
Hypervisor logs provide you the information about the activity that is happening on
your hypervisor hosts.

iii. Enter the IP address or hostname of the Syslog server in the Syslog server
address (IP or host) field.

iv. Enter the port number in the Syslog server port field.

v. (Optional) Choose a certificate authority (CA) certificate file, or paste the content of
the certificate file.
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@® Note

If the certificate is not provided, then the Syslog server should offer a well-
known certificate for communication.

d. Click Save.

Remove Operator Control Assignment

To remove an Operator Control assignment, complete this procedure on the system where you
want to remove the assignment.

/\ Caution

After you remove an Operator Control assignment, the system may be fully accessible
to Oracle operators. If you want to continue to maintain more direct control, then
consider updating operator controls.

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

Click Operator Controls.

A\

From the list of Operator Controls, click the name of the Operator Control for which you
want to remove the assignment.

5. In the Operator Control details page, click the Assignments tab. Find the assignment that
you want to update, click the Assignment ID of the assignment.

6. Click Actions, and then select Remove Assignment.

7. Inthe Remove Assignment dialog, click Remove.

Filter Operator Control Assignments by State

To review the assignment states, you can filter the Assignments based on the workflow state of
the request.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Assignments.
4.

In the Search and Filter field, select an Assignment state from the list, and then click
Apply filter.
You can perform actions based on the state of the Assignment.

Table 2-1 Actions on Assighments
___________________________________________________________________________________|

Assignments Allowed Action
Assignment in progress No actions.
Assigned Update, Move, or Remove.
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Table 2-1 (Cont.) Actions on Assignments
|

Assignments Allowed Action

Failed to assign Update, Move, or Remove.
Update in progress No actions.

Delete in progress No actions.

Failed to delete Update, Move, or Remove.
Deleted Update, Move, or Remove.

Filter Operator Control by Compartment

To find Operator Controls specific to an individual compartment, use this procedure.

1. Log into your Oracle Cloud Infrastructure tenancy.
2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

3. Select a compartment from the Compartment list.

Filter Operator Control by State

Filter Operator Controls by selecting a state from the list of states of the operator control
action.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4.

In the Search and Filter field, select a state from the list, and then click Apply filter.
You can select one or more states.

Filter Operator Control by Resource Type

To filter Operator Controls by resource types, complete this procedure.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4.

In the Search and Filter field, select a Resource Type from the list, and then click Apply
filter.
You can select one or more resource types to filter.

Resource Type:

* Exadata Infrastructure

* Exadata Cloud Infrastructure

e Autonomous Exadata VM Cluster

e Cloud Autonomous Exadata VM Cluster

e Compute Cloud@Customer
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Move Operator Control to Another Compartment

To relocate an Operator Control to another compartment, use this procedure.

Moving an Operator Control to a different compartment will not affect associated resources.
They remain in their current compartments.

1.

2
3.
4

o

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Operator Controls.

In the list of Operator Controls, click the name of the Operator Control that you want to
move.

In the Operator Control details page, click Actions, and then select Move Resource.

In the Move Resource to a Different Compartment dialog, choose a new compartment, and
then click Move Resource.

Move Operator Control Assignment to Another Compartment

To relocate an Operator Control Assignment to another compartment, use this procedure.

Moving an Operator Control Assignment to a different compartment will not affect associated
resources. They remain in their current compartments.

1.

2
3.
4

o

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Assignments.

In the list of Operator Control Assignments, click the Assignment ID of the assignment
that you want to move.

Click Actions and then select Move Resource.

In the Move Resource to a Different Compartment dialog, choose a new compartment, and
then click Move Resource.
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Managing Access Requests with Operator
Access Control

Learn how to manage Oracle operator access requests to your Oracle Cloud@ Customer
Infrastructure and Compute Cloud@ Customer dedicated infrastructure using Operator Access
Control.

State of an Access Request
Review the list of states in which an Oracle operator access request can be listed in a
status check.

View the List of Access Requests
When you receive a notice of an operator access request, you can view the list of all
access requests by compartment, and accept or reject an access request.

View the Details of an Access Request
To view the details of an access request, use this procedure.

Filter Access Requests by State
To review, approve, update, or revoke Access Requests, you can filter the Access
Requests based on the workflow state of the request.

Filter Access Requests by Resource Name or Resource Type
To review, approve, update, or revoke Access Requests, you can filter the Access
Requests based on the resource name or type of the request.

Approve Access Request
When you approve an access request, you permit access, enable or disable keyboard
logging, and provide comments for the action as needed.

Review Access Request
To review and acknowledge a Raised Oracle Operator Access Request, use this
procedure.

Request Access for a Future Date and Time
When you submit an Access Request, you can schedule a future date and time for
accessing resources.

Gather More Information About an Access Request

If you need clarification of the information in the Access Request for you to approve the
Access Request, you can use Operator Access Control to send questions to the Oracle
operators working on the Access Request.

Download Operator Activity Audit Log Report
To download audit log reports in HTML format, which contains Operator Activity including
the commands and keystrokes entered by the operators, use this procedure.

Reject Access Request
To reject an Oracle Operator Access Request that you have previously granted, use this
procedure.

Revoke Access Request
To revoke access to your tenancy after you have granted access, complete this procedure.
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*  Approve Extension Request

When you receive an extension request, you approve an extended duration for the system

access.

* Reject Extension Request

If you receive an Oracle Operator access extension request that you want to reject, then

use this procedure.

State of an Access Request

Review the list of states in which an Oracle operator access request can be listed in a status

check.

Table 3-1 States of an Access Request

State Description

RAI SED Operator has submitted an access request, and the approver or the system
has not taken any action on the request.

I N REVI EW The approver is reviewing the details of the access request before taking an

approval action. The request is awaiting the approver’s decision.

MORE | NFO- REQUESTED

The approver has requested additional information or clarification from the
operator before proceeding with the approval. The request remains pending
until the operator provides the required details.

APPROVED FCR FUTURE

The access request has been approved in advance for a future start time. The
request will move to Approved status automatically when the scheduled
access period begins.

I N- PROCESS The system is processing the last action taken on the access request.
APPROVED Approver has approved the access request.
PRE- APPROVED The system has automatically approved the access request.

EXTENSI ON REQUESTED

Operator requests an extension of the period of the access request to have
sufficient additional time for one or more operators to complete the task.

REJECTED Approver has rejected the access request.

REVOKED Approver has revoked the approval on a request. Any operator that may have
been accessing the system have been disconnected from the system. No new
actions can be taken on the request.

COVPLETED The maintenance work for which the system access was requested is
completed.

EXPI RED Access request approval time period has expired. The operator cannot

access the system without raising and obtaining approval for a new access
request.

FAI LED TO CLOSE

The system could not close an open access request. The close could have
been triggered by REVOKE / COVPLETE / EXPI RE. Contact Oracle support.

View the List of Access Requests

When you receive a notice of an operator access request, you can view the list of all access
requests by compartment, and accept or reject an access request.

You can Approve, Reject, Approve Extension, Reject Extension, and Revoke access

requests.
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1. Loginto your Oracle Cloud Infrastructure tenancy.
2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Access Requests.

Requests are listed by their Request IDs. The Resource Name column displays the name of
the resource for which the request was raised, while the Resource Type column indicates the
type of resource (for example, Autonomous Exadata VM Cluster or Exadata Infrastructure).
The State column shows the current status of each request. The Access Duration column
specifies the duration of access in hours. The Requested column displays the date and time
when the request was submitted.

The Severity column displays the severity level set by the operator.

e Severity 1 — Critical
Complete loss of service for mission-critical operations, where work cannot reasonably
continue until the issue is resolved. Immediate attention is required.

e Severity 2 — High
Significant or degraded loss of service or resources that impacts business operations. The
issue needs prompt attention to restore normal functionality.

e Severity 3 — Medium
Minor loss or degradation of services or resources with limited operational impact. Work
can continue with minimal disruption.

e Severity 4 — Low
No work is being impeded at the time. The report is informational in nature, or assistance is
requested for a non-urgent matter.

The Access Request Reason column displays the reason provided by the operator for
requesting system access. To view details of an individual request, click the corresponding
Request ID.

View the Details of an Access Request

To view the details of an access request, use this procedure.

1. Loginto your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Access Requests.
4.

In the Search and Filter field, you can filter Action Requests by Request ID, State,
Resource Name, Resource Type, Requested, Severity, Access Duration (hours), or
Access Request Reason.

5. From the list of Access Requests, click the request ID of the request that you want to view
details.
The Access Request Information tab includes details such as access request
information, resource information, reason for the request, and other information.

The Approval Information tab displays details such as the last user who processed the
request, the date and time it was processed, and the latest comments.

The Operator Interaction tab provides the history of interactions between operators and
approvers. You can filter the interaction history by user, time, or message.
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Chapter 3
Filter Access Requests by State

To review, approve, update, or revoke Access Requests, you can filter the Access Requests

based on the workflow state of the request.

1
2
3.
4

Log in to your Oracle Cloud Infrastructure tenancy.

Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

Click Access Requests.

In the Search and Filter field, select an Action Request from the list.
You can perform actions based on the state of the Access Request.

Table 3-2 Actions on Access Requests

Access Request State

Allowed Action

Raised

Approve, In-Review, or Reject.

In Review

Approve or Reject.

Approved for future

Approve or Reject.

Approved Revoke
In-Process No actions.
Pre-Approved Revoke

Extension Requested

Approve Extension, Reject Extension, or
Revoke.

Rejected No actions.
Revoked No actions.
Completed No actions.
Expired No actions.
Failed to Close No actions.

Filter Access Requests by Resource Name or Resource Type

To review, approve, update, or revoke Access Requests, you can filter the Access Requests
based on the resource name or type of the request.

1
2
3.
4
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Approve Access Request

When you approve an access request, you permit access, enable or disable keyboard logging,
and provide comments for the action as needed.

g » 0 b PR

® Note

If the user reviewing access requests is not a member of the Administrator User Group
for a compartment, or a member of an identity and access management (IAM) user
group specifically granted permissions to approve or revoke access on that
compartment, then that user must be granted the privileges i nspect identity-

provi ders,inspect groups, andinspect users onthe compartment before that user
can approve or reject access requests.

Log in to your Oracle Cloud Infrastructure tenancy.

Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Access Requests.

In the Search and Filter field, select Raised from the list.

From the list of Access Requests, click the request ID of the request that you want to
approve.

® Note
If you have not configured notifications, then a warning banner is displayed.

a. Click Configure.
Configure notifications dialog is displayed.

b. Inthe Configure notifications dialog, enter valid email addresses, and then
click Create.

In the Request ID page, click Approve.

In the Approve Access Request page, do the following:

a. Under Approval Time, select either Approve Now or Approve Later.
b. Enter an approval comment.

Click Approve.

In the Approval information section of the Access Request details page, you will find
information regarding the number of approvals required, the number of approvals received,
and the approvers who approved or rejected, as well as when they took action.

Review Access Request

To review and acknowledge a Raised Oracle Operator Access Request, use this procedure.

1.
2.
3.

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

Click Access Requests.
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4. In the Search and Filter field, select Raised from the list.

5. From the list of Access Requests, click the request ID of the request that you want to
review.

6. Inthe Request ID page, click Actions, and then select In Review.
7. Inthe Review Access Request dialog, enter a comment.

8. Click In Review.

Request Access for a Future Date and Time

When you submit an Access Request, you can schedule a future date and time for accessing
resources.

The Access Request details page shows the scheduled date and time. Even if your request
moves to the Approved state, you can access resources only at the scheduled date and time.

Gather More Information About an Access Request

If you need clarification of the information in the Access Request for you to approve the Access
Request, you can use Operator Access Control to send questions to the Oracle operators
working on the Access Request.

Oracle operators will answer your question through Operator Access Control interfaces, and
you can ask further clarifying questions to get the details you need. To ask for further
clarification of details in the Access Request, use the following procedure:

Log in to your Oracle Cloud Infrastructure tenancy.
Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Access Requests.

In the Search and Filter field, for example, select Raised from the list.

g  w dh PR

From the list of Access Requests, click the request ID of the request that you want to get
clarified.

In the Request ID page, click the Operator Interaction tab.
In the Search and Filter field, filter by User, Time, or Message.

Click Ask service provider.

© ®» N 9

Post your message and click Create.

Download Operator Activity Audit Log Report

To download audit log reports in HTML format, which contains Operator Activity including the
commands and keystrokes entered by the operators, use this procedure.

@® Note

Audit reports are generated automatically or updated periodically.

Audit log reports contain information about the commands and keystrokes entered by
operators per session in human-decipherable HTML format. You can download the audit log
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report for any access that an operator has utilized to access your Exadata infrastructure. The
audit log report will be available only if the operator has utilized it to log in to the infrastructure.
After the audit log report is generated, it will be available for one year for the customers to

download.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Access Requests.

4. From the list of access requests, identify the Access Request for which you want the audit

log report, then click it.

On the access request details page, click Actions, and then select Download Audit
Report.

Reject Access Request

To reject an Oracle Operator Access Request that you have previously granted, use this

procedure.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

3. Click Access Requests.

4. In the Search and Filter field, select Raised from the list.

5. From the list of Access Requests, click the request ID of the request that you want to
reject.

6. Inthe Request ID page, click Actions, and then select Reject.

7. Inthe Reject Access Request dialog, enter a reason for rejecting the request.

8. Click Reject.

Revoke Access Request

To revoke access to your tenancy after you have granted access, complete this procedure.

g & W dh PR

o

Log in to your Oracle Cloud Infrastructure tenancy.

Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Access Requests.

In the Search and Filter field, select Pre-Approved from the list.

From the list of Access Requests, click the request ID of the request that you want to
revoke.

In the Request ID page, click Actions, and then select Revoke.

In the Revoke Access Request dialog, enter the explanation for revoking access in the
comment field.

Click Revoke.
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Approve Extension Request

When you receive an extension request, you approve an extended duration for the system

access.
1. Log in to your Oracle Cloud Infrastructure tenancy.
2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Access Requests.
4. Inthe Search and Filter field, select Extension Requested from the list.
5. From the list of Access Requests, click the request ID of the request that you want to
extend duration.
6. Inthe Request ID page, click Actions, and then select Approve Extension.
7. Inthe Approve Extension Request page, do the following:
a. Enter an approval comment.
8. Click Approve Extension.

In the Approval information section of the Access Request details page, you will find
information regarding the number of approvals required, the number of approvals received,
and the approvers who approved or rejected, as well as when they took action.

Reject Extension Request

If you receive an Oracle Operator access extension request that you want to reject, then use
this procedure.

Operator Control access expires when an already approved duration elapses. If the Oracle
Operator requests an extension to the duration you approved for access to your infrastructure,
and this request is not acceptable, based on your service commitments, or for any other
reason, then you can reject that access request.

1.

2
3
4.
5

o

Log in to your Oracle Cloud Infrastructure tenancy.

Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
Click Access Requests.

In the Search and Filter field, select Extension Requested from the list.

From the list of Access Requests, click the request ID of the request for which you want to
reject the extension.

In the Request ID page, click Actions, and then select Reject Extension.

In the Reject Extension Request page, in the comment field, enter your reason for rejecting
the extension request.

Click Reject Extension.
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Using the API to Manage Operator Access
Control Resources

Operator Access Control application programming interfaces (APIs) assist with managing and
auditng access control to your Oracle Cloud Infrastructure compartments.

For information about using the APl and signing requests, see REST APIs and Security
Credentials. For information about SDKs, see Software Development Kits and Command Line
Interface.

e Using the API to Manage Operator Control
Review the list of REST API endpoints to manage Operator Control.

« Using the API to Manage Operator Control Assignment
Review the list of REST API endpoints to manage Operator Control Assignment.

» Using the API to Manage Access Request
Review the list of REST API endpoints to manage Accees Request.

e Using the API to Manage Operator Action
Review the list of REST API endpoints to manage operator actions.

* Using the API to Manage Operator Control Compartment
Review the list of REST API endpoints to manage the Operator Control compartment.

Using the API to Manage Operator Control

Review the list of REST API endpoints to manage Operator Control.

e Create Operator Control: CreateOperatorControl

* Delete Operator Control: DeleteOperatorControl

*  View the details of an Operator Control: GetOperatorControl

*  View the list of Operator Controls: ListOperatorControls

*  Modify an Operator Control: UpdateOperatorControl

Using the API to Manage Operator Control Assignment

Review the list of REST API endpoints to manage Operator Control Assignment.

e Assign Operator Control: CreateOperatorControlAssignment

e View the details of an Operator Control assignment: GetOperatorControlAssignment

*  Modify Operator Control assignment: UpdateOperatorControlAssignment

« Remove Operator Control assignment: DeleteOperatorControlAssignment

e View the list of Operator Control assignments: ListOperatorControlAssignments
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Using the API to Manage Access Request

Using the API to Manage Access Request

Review the list of REST API endpoints to manage Accees Request.

View the details of an access request: GetAccessRequest

View the history of all statuses associated with a specific access request:

ListAccessRequestHistories

View the list of access requests: ListAccessRequests

Approve access request: ApproveAccessRequest

Reject access request: RejectAccessRequest

Revoke access request: RevokeAccessRequest

Using the API to Manage Operator Action

Review the list of REST API endpoints to manage operator actions.

View the details of an operator actions: GetOperatorAction

View the list of operator actions: ListOperatorActions

Using the API to Manage Operator Control Compartment

Review the list of REST API endpoints to manage the Operator Control compartment.

Change the compartment for the specified Operator Control ID:
ChangeOperatorControlCompartment

Change the compartment for the specified Operator Control assignment ID:

ChangeOperatorControlAssignmentCompartment
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Creating Policies to Control Operator Access
with Operator Access Control

Learn to develop your own policies that use Actions to control access to Operator Access
Control resources.

@® Note

For an example policy, see Let database admins manage Exadata Cloud@ Customer
instances.

e About Resource-Types and Operator Access Control Policies
Learn about resource-types that you can use in your policies.

* Resource-Types for Operator Access Control
Review the list of resource-types specific to Operator Access Control.

e Supported Variables for Operator Access Control
Use variables when adding conditions to a policy.

* Details for Verb + Resource-Type Combinations
Review the list of permissions and API operations covered by each verb for Operator
Access Control.

*  Permissions Required for Each API Operation
Review the list of APl operations for Operator Control Access resources in a logical order,
grouped by resource type.

Related Topics

¢ How Policies Work

About Resource-Types and Operator Access Control Policies

Learn about resource-types that you can use in your policies.

An aggregate resource-type covers the list of individual resource-types that directly follow. For
example, writing one policy to allow a group to have access to the operator-control -famly
is equivalent to writing three separate policies for the group that would grant access to the
operator-control, operator-control -assi gnment, operator-control -accessrequest, and
the rest of the individual resource-types. For more information, see Resource-Types.

Resource-Types for Operator Access Control

Review the list of resource-types specific to Operator Access Control.

Aggregate Resource-Type

operator-control -famly
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Supported Variables for Operator Access Control

Individual Resource-Types

oper at or-contr ol
oper at or - control - assi gnnent
operator-control -accessrequest

Supported Variables for Operator Access Control

Use variables when adding conditions to a policy.

Operator Access Control supports only the general variables. For more information, see
General Variables for All Requests.

Details for Verb + Resource-Type Combinations

Review the list of permissions and API operations covered by each verb for Operator Access
Control.

For more information, see Permissions, Verbs, and Resource-Types.

*  Operator-Control-Family Resource Types
Each Operator Access Control resource-type verb grants different levels of access.

*  operator-control-family
Review the list of permissions and API operations for oper at or - control - f am | y resource-

type.

operator-control
Review the list of permissions and API operations for oper at or - control resource-type.

*  operator-control-assignment
Review the list of permissions and API operations for oper at or - cont r ol - assi gnment
resource-type.

e operator-control-accessrequest
Review the list of permissions and API operations for oper at or - cont r ol - accessr equest
resource-type.

Operator-Control-Family Resource Types

Each Operator Access Control resource-type verb grants different levels of access.

The level of access is cumulative as you go from inspect to read, to use, and to manage. A
plus sign (+) in a table cell indicates incremental access compared to the cell directly above it,
whereas "no extra" indicates no incremental access.

For example, the r ead verb for the oper at or - cont r ol resource-type covers no extra
permissions or API operations compared to the i nspect verb. However, the use verb includes
one more permission, fully covers one more operation, and partially covers another additional
operation.
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Details for Verb + Resource-Type Combinations

Review the list of permissions and API operations for oper at or - control - f ani | y resource-

type.

Table 5-1 operator-control-family

Verbs

Permissions

APIs Fully Covered

APIs Partially Covered

INSPECT

OPERATOR_CONTROL_| N
SPECT

OPERATOR_CONTROL_AS
SI GNVENT_| NSPECT

OPERATOR_CONTROL_AC
CESSREQUEST | NSPECT

Li st Oper at or Cont r ol
S

Li st Operat or Contr ol
Assi gnnent s

Li st AccessRequest s

none

READ

INSPECT +

OPERATOR_CONTROL_RE
AD
OPERATOR_CONTROL_AS
SI GNVENT_READ

OPERATOR_CONTROL_AC
CESSREQUEST_READ

Cet Qper at or Cont r ol

Cet Oper at or Control A

ssi gnment
CGet AccessRequest

none

USE

READ +
OPERATOR_CONTROL_UP
DATE
OPERATOR_CONTROL_AS
S| GAVENT_UPDATE

OPERATOR_CONTROL_AC
CESSREQUEST UPDATE

Updat eQper at or Cont r
ol

Updat eQper at or Cont r
ol Assi gnnent

RevokeAccessRequest

none

MANAGE

USE +
OPERATOR_CONTROL_CR
EATE
OPERATOR_CONTROL_DE
LETE
OPERATOR_CONTROL_MO
VE
OPERATOR_CONTROL_AS
SI GNVENT_CREATE
OPERATOR_CONTROL_AS
SI GNMVENT_DELETE

OPERATOR_CONTROL_AS
SI GNVENT_MOVE

Creat eQperat or Cont r
ol

Del et eOper at or Cont r
ol

ChangeQper at or Cont r
ol Conpart ment

Creat eQper at or Cont r
ol Assi gnnent

Del et eOper at or Cont r
ol Assi gnnent
ChangeQper at or Cont r

ol Assi gnnent Conpart
ment

none
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operator-control

Review the list of permissions and API operations for oper at or - control resource-type.

Table 5-2 operator-control
]

Verbs Permissions APIs Fully Covered APIs Partially Covered

INSPECT OPERATOR CONTROL_I N Li st QperatorControl none
SPECT S

READ INSPECT + CGet Qperat or Control  none
OPERATOR_CONTROL_RE
AD

USE READ + Updat eQper at or Contr none
OPERATOR _CONTROL_UP Ol
DATE

MANAGE USE + Creat eOper at or Contr none
OPERATOR _CONTROL_CR Ol
EATE Del et eQper at or Cont r
OPERATOR_CONTROL_DE Ol
LETE ChangeQper at or Cont r
OPERATOR CONTROL_Mo ol Conpar t ment
VE

operator-control-assignment

Review the list of permissions and API operations for oper at or - cont r ol - assi gnnent
resource-type.

Table 5-3 operator-control-assignment
]

Verbs Permissions APIs Fully Covered APIs Partially Covered
INSPECT OPERATOR _CONTROL_AS Li st Qperat orControl none
SI GNVENT _I NSPECT Assi gnnent s
READ INSPECT + Get Operat or Control A none
OPERATOR_CONTROL_AS SSi gnnent
SI GNVENT_READ
USE READ + Updat eQper at or Contr none

OPERATOR CONTROL_AS Ol Assi gnnent
S| GNVENT_UPDATE

MANAGE USE + Creat eQperat or Contr none
OPERATOR CONTROL_AS Ol Assi gnnent
S| GNVENT_CREATE Del et eOper at or Cont r
OPERATOR CONTROL_AS 0l Assi gnnent
SI GNMVENT_DELETE ChangeQper at or Cont r

OPERATOR_CONTROL_AS 0l Assi gnment Conpart
SI GNVENT_MOVE ment
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operator-control-accessrequest

Review the list of permissions and API operations for oper at or - cont r ol - accessr equest
resource-type.

Table 5-4 operator-control-accessrequest

Verbs Permissions APIs Fully Covered APIs Partially Covered
INSPECT OPERATOR_CONTROL_AC none none

CESSREQUEST_| NSPECT
READ INSPECT + CGet AccessRequest none

OPERATOR_CONTROL_AC
CESSREQUEST_READ

USE READ + none none

MANAGE USE + Appr oveAccessReques none

OPERATOR_CONTROL_AC 't
CESSREQUEST_UPDATE  Rej ect AccessRequest

RevokeAccessRequest

Permissions Required for Each API Operation

Review the list of API operations for Operator Control Access resources in a logical order,
grouped by resource type.

For information about permissions, see Permissions.

@ Note

oper ator-control -accessrequest is special kind of resource. You cannot create it.
Oracle operators create it and you will have ability to approve or reject the requests.
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Table 5-5 Resource-Type and Permissions

. ___________________________________________________________________________________|]

Resource Type Permissions

operator-control -famly OPERATOR _CONTROL_| NSPECT
OPERATOR_CONTROL_READ
OPERATOR_CONTROL_CREATE
OPERATOR_CONTROL_UPDATE
OPERATOR_CONTROL_DELETE
OPERATOR_CONTROL_ASSI GNMVENT _I NSPECT
OPERATOR_CONTROL_ASSI GNVENT_READ
OPERATOR_CONTROL_ASSI GNVENT _CREATE
OPERATOR_CONTROL_ASSI GNVENT _UPDATE
OPERATOR_CONTROL_ASSI GNVENT_DELETE
OPERATOR_CONTROL_ACCESSREQUEST _| NSPECT
OPERATOR_CONTROL_ACCESSREQUEST _READ
OPERATOR_CONTROL_ACCESSREQUEST UPDATE

oper at or-control OPERATOR_CONTROL_| NSPECT
OPERATOR_CONTROL_READ
OPERATOR _CONTROL_CREATE
OPERATOR_CONTROL_UPDATE
OPERATOR_CONTROL_DELETE
OPERATOR_CONTROL_MOVE

oper ator-control -assi gnnent OPERATOR_CONTROL_ASSI GNVENT _| NSPECT
OPERATOR_CONTROL_ASSI GNVENT _READ
OPERATOR_CONTROL_ASSI GNVENT _CREATE
OPERATOR_CONTROL_ASSI GNVENT _UPDATE
OPERATOR_CONTROL_ASSI GNVENT_DELETE
OPERATOR_CONTROL_ASSI GNVENT_MOVE

operator-control -accessrequest OPERATOR_CONTROL_ACCESSREQUEST _I NSPECT
OPERATOR_CONTROL_ACCESSREQUEST_READ
OPERATOR_CONTROL_ACCESSREQUEST_UPDATE

Table 5-6 Operator Access Control APl Operations
|

API Operation Permissions Required to Use the Operation
Cr eat eQper at or Cont r ol OPERATOR_CONTROL_CREATE

Del et eOper at or Cont r ol OPERATOR_CONTROL_DELETE

Get Qper at or Cont r ol OPERATOR_CONTROL_READ

Li st Operat orControl s OPERATOR_CONTROL_I NSPECT

Updat eQper at or Cont r ol OPERATOR_CONTROL_UPDATE

Cr eat eQper at or Cont r ol Assi gnnent OPERATOR_CONTROL_ASSI GNVENT_CREATE
Get Qper at or Cont r ol Assi gnrrent OPERATOR_CONTROL_ASSI GNMVENT _READ
Updat eQper at or Cont r ol Assi gnnent OPERATOR_CONTROL_ASSI GNMVENT_UPDATE
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Table 5-6 (Cont.) Operator Access Control APl Operations
]

API Operation Permissions Required to Use the Operation
Del et eOper at or Cont r ol Assi gnment OPERATOR_CONTROL_ASSI GNVENT_DELETE

Li st Oper at or Cont r ol Assi gnment s OPERATOR_CONTROL_ASSI GNVENT _| NSPECT
Cet AccessRequest OPERATOR _CONTROL_ACCESSREQUEST _READ

Li st AccessRequest Hi stori es OPERATOR _CONTROL_ACCESSREQUEST LI ST

Li st AccessRequest's OPERATOR_CONTROL_ACCESSREQUEST _LI ST
Appr oveAccessRequest OPERATOR_CONTROL_ACCESSREQUEST _UPDATE
RevokeAccessRequest OPERATOR_CONTROL_ACCESSREQUEST _UPDATE
CGet Qperat or Acti on OPERATOR _CONTROL_READ

Li st Operat or Acti ons OPERATOR_CONTROL_I NSPECT

ChangeQper at or Cont r ol Conpart ment OPERATOR_CONTROL_MOVE

ChangeQper at or Cont r ol Assi gnnent Conpartm OPERATOR_CONTROL_ASSI GNVENT _MOVE

ent
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Managing and Searching Logs with Operator
Access Control

Learn to enable logs to view the list of Operator Controls created and in use in a compartment.
Also, to monitor operator activities in a cage.

Enabling Logs and Creating Log Groups with Operator Access Control
To track Oracle operator activities on your system, learn how to enable logs, and how to
create log groups to manage logs.

Viewing the Enabled Logs in Active State
Learn how to view the enabled logs in active state.

Disabling the Enabled Logs
Learn how to disable the enabled logs.

Deleting the Enabled Logs
Learn how to delete the enabled logs.

Log Format for Operator Access Control
Learn about the fields that an audit log published in the logging service contains.

Searching Logs
To perform a search on logs, use this procedure to specify the fields, time range, and text

strings for logs that you want to search.

Enabling Logs and Creating Log Groups with Operator Access

Control

To track Oracle operator activities on your system, learn how to enable logs, and how to create
log groups to manage logs.

To audit the actions that an Oracle operator performs on your system, you can create an audit
log for a compartment and a particular service where you want to monitor Oracle operator

actions.

1. Loginto your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.

3. Click Operator Controls.

4. From the list of Operator Controls, click the name of the Operator Control that you want to
enable logs.

5. Click the Logs tab.

You can enable Access Logs and Hypervisor Logs.
For example, to enable Access Logs, do the following:
»  Click the Actions menu (three dots), and select the Enable log option

* Compartment: Select the compartment where you want to create the log.
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* Log Group: Select a log group to which you want to add the log. A log group is a
logical container for logs that helps streamline log management, such as applying
policies or analyzing related logs.

If you want to create a new log group, the click Create new group, and provide
information for the following fields:

— Compartment Select the compartment where you want to place the log group.
— Name: Provide a name for the log group.
— Description: Provide a description for the purpose of the log group.
— Tags: Optionally, add tags to the log group.
* Log Name: Provide a name for the log that you want to create.
* Enable legacy archival logs: Enable this option to retain and manage archival logs.

« (Optional) Click Show Advanced options. Set the Log retention period. Default: 30
days.

*  When you have completed and reviewed your selections, click Enable Log. The log
pertaining to the operator control is enabled.

Related Topics

e Tagging Overview

Viewing the Enabled Logs in Active State

Learn how to view the enabled logs in active state.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4

From the list of Operator Controls, click the name of the Operator Control that you want to
enable logs.

5. Click the Logs tab.
Related Topics

e Tagging Overview

Disabling the Enabled Logs

Learn how to disable the enabled logs.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4

From the list of Operator Controls, click the name of the Operator Control that you want to
enable logs.

5. Click the Logs tab.
You can disable Access Logs and Hypervisor Logs.

For example, to disable Access Logs, click the Actions menu (three dots), and select the
Disable log option.
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Related Topics

e Tagging Overview

Deleting the Enabled Logs

Learn how to delete the enabled logs.

1. Log in to your Oracle Cloud Infrastructure tenancy.

2. Open the navigation menu. Under Oracle Al Database, click Operator Access Control.
3. Click Operator Controls.
4

From the list of Operator Controls, click the name of the Operator Control that you want to
enable logs.

5. Click the Logs tab.
You can delete Access Logs and Hypervisor Logs.

For example, to delete Access Logs, click the Actions menu (three dots), and select the
Delete option.

Related Topics

¢ Tagging Overview

Log Format for Operator Access Control

Learn about the fields that an audit log published in the logging service contains.

Table 6-1 Audit Log Fields

Field Description

dat a Contains all the data obtained from the Exadata audit logs.

dat a. accessRequest| Contains the Oracle Cloud Identifier (OCID) of the access request. This

d identifier is obtained from the access request listing page in the Console.
dat a. message Contains audit log in the raw format. The audit log format follows the audit

logging format as output by the ausear ch command.
For more information, see the ausear ch(8) manual pages.

dat a. syst enCxi d The Oracle Cloud Identifier (OCID) of the Exadata system from which the log
was collected.

data.timestanp The time stamp, usually in the Universal Time Coordinated (UTC) time zone
(TZ) at which point the action that the log represents was performed.

source The service that is publishing the log. The source of the log is the
Oper at or AccessContr ol for this service.

@® Note

There are a few additional fields, which are primarily for accounting purposes of the
service.
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Example 6-1 Operator Access Control Audit Log

{
"l ogContent": {

"data": {
"accessRequest|d": "ocidl. opctlaccessrequest.ocl. ap-
chuncheon- 1. aaaaaaaagk67npzb74nsssg4ppwk7cyg46dwoxegt vhopdp7! xbkt pynk4kq"
"message”: "type=PROCTI TLE nsg=audit (09/ 08/ 2021
09: 01: 24. 335: 34495595) : proctitle=ps -ef \ntype=PATH nsg=audit (09/08/2021
09: 01: 24. 335: 34495595) : iteml nane=/1ib64/Id-|inux-x86-64.so.2
i node=2546207 dev=fc:00 node=file, 755 oui d=root ogi d=root rdev=00: 00
nanet ype=NORMAL cap_f p=none cap_fi=none cap _fe=0 cap_fver=0 \ntype=PATH
meg=audi t (09/ 08/ 2021 09: 01: 24. 335: 34495595) : item=0 nane=/usr/bin/ps
i node=33619160 dev=fc: 00 node=file, 755 oui d=root ogi d=root rdev=00: 00
nanet ype=NORMAL cap_f p=none cap_fi=none cap _fe=0 cap_fver=0 \ntype=C\D
meg=audi t (09/ 08/ 2021 09: 01: 24. 335: 34495595) : cwd=/ hore/
b9dc42d68f 6ed4e26a1d843a4c5e70187 \ nt ype=EXECVE nsg=audit (09/ 08/ 2021
09: 01: 24. 335: 34495595) : argc=2 al=ps al=-ef \ntype=SYSCALL
meg=audi t (09/ 08/ 2021 09: 01: 24. 335: 34495595) : arch=x86_64 syscal | =execve
success=yes exit=0 a0=0x1848d50 al=0x184c360 a2=0x184c040 a3=0x7ffeec95b760
i tems=2 ppi d=94699 pi d=95635 aui d=bh9dc42d68f 6ed4e26a1d843a4c5e70187
ui d=b9dc42d68f 6ed4e26ald843a4c5e70187 gi d=opct| faccl
eui d=b9dc42d68f 6ede26ald843a4c5e70187 sui d=b9dc42d68f 6ede26a1d843a4c5e70187
fsui d=b9dc42d68f 6ed4e26a1d843a4c5e70187 egi d=opct| faccl sgi d=opct!| faccl
fsgi d=opct| faccl tty=ptsO ses=813000 com¥ps exe=/usr/bin/ps key=(null) \n"
"status": "",
"systenCcid": "ocidl. exadatai nfrastructure.ocl. ap-
chuncheon- 1. ab4w4l j r 46t yyt i hm ndr bshch3jj hr xxpct q4ei aksakp4kgan! uuwkzdga"

"target": "",

“timestanmp": "2021-09-08T09: 01: 24. 000Z"
} ’
"id": "b3bl02aa- daee-4861- 8e2c- 9014f aac9de2"
"oracle": {

"compartmentid"
"oci dl.tenancy. ocl.. aaaaaaaazxdnf fivtoe32kvi o5e2dcgz24r e5r gbki s3452yi 2e7t c3x2e
rqe,
"ingestedtim": "2021-09-08T16: 02: 26. 182Z"
"l oggroupi d": "ocidl.loggroup.ocl. ap-
chuncheon- 1. anmaaaaaaj obt c3i a3i ypuri 32bhvr gnmoszt obwi 72wgdof kpf dbyf gdyxlrq",
"l ogid": "ocidl.log.ocl.ap-
chuncheon- 1. amaaaaaaj obt c3i ahnkkwi zgpoakdaf nrtti kohparj | 7i cncf j zkechekf g,
“tenantid":
"oci dl.tenancy. ocl.. aaaaaaaazxdnf fivtoe32kvi o5e2dcgz24r e5r gbki s3452yi 2e7t c3x2e
rq
¥
"source": "QOperatorAccessControl"
"specversion": "1.0",
"time": "2021-09-08T16: 01: 52. 9892"
"type": "com oraclecloud. opct!.audit"

} il
"datetine": 1631116912989
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Searching Logs

To perform a search on logs, use this procedure to specify the fields, time range, and text
strings for logs that you want to search.

The log is enabled based on specific Operator Controls. Hence these form the top level filter
for the log searches. Additionally, you can also search logs for the Access Request IDs,
Exadata systems where the operator action occurred, or the time when the action occurred.

The following examples help you understand how to search for specific field.

1.
2.
3.

Log in to the Observability & Management console.
On the left navigation menu, select Logging, and then select Logs.

Choose the compartment where the logs are stored.
This will provide a list of logs which were enabled.

Click the log that you are interested in.
The log detail page is displayed.

These logs are always related to a single operator control.
Click the Explore log tab.
Click Explore with log search to search for specific logs.

Case 1: Searching for actions performed using the approval for a specific access request,
ocid.opctlaccessrequest.x during a period T-start to T-end pertaining to an Operator
Control, ocid.opctl.x.

a. Choose Custom from the Filter By Time field.
b. Select Start Date and End Date.

c. Click Search.
After choosing you would be able to see a set of logs.

d. Now, for example, add the following search criteria into the Custom filters field.

dat a. accessRequest | d=" oci d. opct | accessrequest . x'

This will list the logs matching the search criteria.

Case 2: Searching for actions on an Exadata systems, ocid.exadata.x during a period T-
start to T-end pertaining to an Operator Control, ocid.opctl.x.

a. Choose Custom from the Filter By Time field.

b. Click Search.
After choosing you would be able to see a set of logs.

c. Now, for example, add the following search criteria into the Custom filters field.

dat a. systenCcid =' oci d. exadat a. x'

This will list the logs matching the search criteria.

You can also search the logs by the content. Use the log-content field. For more
information, see Searching Logs.

10. To search for specific Linux commands executed, use the Advanced Mode.
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a. Create a basic search using the examples given above (case 1 or case 2), and then
switch to Advanced Mode.
For example, to search for all the logs with the action vi add the following criteria:

and text _contains(data. message, 'proctitle=vi ', true)

11. When performing a search on the Logging Search page, you can click Show Advanced
Mode to enter your own custom log search queries.
For example:

search "oci dl. conpartment.ocl..x/ocidl. | oggroup.ocl.iad.|oggroup x/
ocidl.log.ocl.iad.log_x"

| data.systenCcid="ocidl. exadata.x' and text_contains(data. nessage,
"proctitle=vi ', true)

| sort by datetine desc
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Auditing Operator Access Control Lifecycle

Events

Learn how to audit Operator Access Control lifecycle events and critical activities of operators
(log in and log out) on Exadata Cloud@ Customer machine events.

For more information about auditing generally, see Overview of Audit.

Operator Access Control Event Types

The Operator Access Control resources emit events, which are structured messages that
indicate changes in resources.

Viewing Audit Log Events

Audit provides records of API operations performed against supported services as a list of

log events.

Related Topics

Overview of Audit

Operator Access Control Event Types

The Operator Access Control resources emit events, which are structured messages that
indicate changes in resources.

Table 7-1 Operator Access Control Event Types

Friendly Name

Event Type

Operator Control -
Create

Operator Control -
Update

Operator Control -
Delete

Assign Operator Control
- Create

Assign Operator Control
- Update

Assign Operator Control
- Delete

Access Request -
Approve

Access Request -
AutoApprove

Access Request - Create
AddSharedOperator

Access Request - Reject

com or acl ecl oud.

com or acl ecl oud.

com or acl ecl oud.

com or acl ecl oud.

ent

com or acl ecl oud.

ent

com or acl ecl oud.

ent

com or acl ecl oud.

com or acl ecl oud.

com or acl ecl oud.
com or acl ecl oud.
com or acl ecl oud.
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Table 7-1 (Cont.) Operator Access Control Event Types
]

Friendly Name Event Type

Access Request - com or acl ecl oud. oper at or cont r ol . RevokeAccessRequest
Revoke

Access Request - com or acl ecl oud. oper at orcontrol . Expi r edAccessRequest
Expired

Access Request - com or acl ecl oud. oper at orcontrol . Cl osedAccessRequest
Closed

Access Request - com oracl ecl oud. operat orcontrol . Ext endAccessRequest
Extend

Operator - Login com or acl ecl oud. oper at orcontrol . Operat orLogi n
Operator - Logout com or acl ecl oud. oper at or contr ol . Oper at or Logout

Example 7-1 Reference Event for Operator Control - Create

{

"event Type": "com oracl ecl oud. operatorcontrol.createoperatorcontrol ",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "OperatorAccessControl ",
"event|d": "356eeecc-4cd9-4bcd-90c2-478937¢52681",
"event Ti me": "2020-09-11T10: 07: 11. 464Z",
"content Type": "application/json”,
"data": {
"event G oupi ngld": null,
"event Name": " CreateCperatorControl”,
"conpartmentld":
"oci d1. conpartnment.ocl. . aaaaaaaadf boeygkh2h4nf t 34qgdavsxnd7wgb2er bt vaks5f 477qt
n2qcb5a",
"conpart ment Nane": "ccavcn",
"resour ceName": "QperatorControl ",
"resourceld":
"oci dl. opctloperatorcontrol.ocl..aaaaaaaabeyhyf ocwewepjiacgoi hjrjxnpb4sqt 3hdzq
owsknof 7yr dj hpqg",
"avail abilityDomain": "ADl",
"freefornlags": null,
"definedTags": null,
"identity": {
“principal Name": "test.user@racle.conf,
“principalld":
"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3sstigrj ac4z5t vvndzkt 2khof zf umawohaynba"
"aut hType": "natv",
“call erNane": null,
“callerld": null,
"tenant!ld":
"oci dl.tenancy. ocl.. aaaaaaaavrj gbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
39",
"i pAddress": "172.23.128.3",
“credential s":
"oci dl.tenancy. ocl.. aaaaaaaavrj gbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
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3q/
oci d1. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76"

"userAgent": "Oracl e-JavaSDK/ 1. 15. 0 (Li nux/
4.1.12-124.28. 6. el 7Tuek. x86_64; Java/l.8.0_212; OpenJDK 64-Bit Server VM
25.212-b04)",

"consol eSessi onl d": nul

¥
"request": {

"id": "request-policy-12345/5902EC63E925318838B62A66E57528FD/
4EOEBF1295A02B7FFFB1B8DDBE41A759" ,

"path": "/20200630/ operatorControl s",

"action": "POST"

"paraneters": {},

"headers": {

"Accept": [
"application/json"
1,
"Aut horization": [
"Si gnature headers=\"date (request-target) host content-length
content-type x-content-
sha256\ ", keyl d=\"oci d1. t enancy. ocl. . aaaaaaaavrj qbg24t ohoi xn¥bj u6ot f n5au73at pa7
d6at xf 36zw2espdu3q/
oci d1. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76\ ", al gori t hme\ "rsa-
sha256\ ", si gnature=\"*****\" 'yersion=\"1\""
1,
“Connection": [
"keep-alive"
1,
"Content-Length": [
" 827"
]

ntent - Type": |
"application/json"
] il
"Date": |

"Fri, 11 Sep 2020 10:07:11 GvI"
]

"User-Agent": [
"Oracl e-JavaSDK/ 1. 15. 0 (Linux/4.1.12-124. 28. 6. el 7uek. x86_64; Java/
1.8.0_212; OpenJDK 64-Bit Server VM 25.212-b04)"
]

- Forwar ded- For": [
"209.17.43.241,0.0.0.0"
] il
"X-Real -1P": [
"209. 17. 43. 241"
]

"X-Real -Port": |
"26413"
1,
“oci-original-url": [
"https://operator-access-control -dev. us-ashburn-1. oci.oc-test.conf
20200630/ oper at or Cont r ol s"

1,
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"opc-client-info": [
"Oracl e-JavaSDK/ 1. 15. 0"

]1

"opc-request-id": |
"request - policy-12345"

]1

“opc-retry-token": [
"5378a205- f 978- 41b1- bbc4- 8a9032a02d3a"

]

"x-content-sha256": [
" Hxwr Sen2PgnZEW 0mweOBszNTi R2nxyk 1ZVGQyKGVe ="
]
}
b
"response": {
"status": "200",
"responseTi me": "2020-09-11T10: 07: 13. 216Z"

"headers": {
"Content-Length": [
n 1222"
]

ntent - Type": |
"application/json"
]1
Ilm.tell: [
"Fri, 11 Sep 2020 10:07:11 GvI"
]1
"opc-request-id": |
"request - pol i cy-12345/ 5902EC63E925318838B62A66E57528FD/
4EOEBF1295A02B7FFFB1B8DD8E41A759"
]
}

ayload": null,

"message": "QperatorControl for
oci d1. opctl operatorcontrol . ocl..aaaaaaaa5eyhyfocwewepj i acgoi hj rj xnpb4sqt 3hdzqo
wsknof 7yr dj hpg has been executed "

"stateChange": {
“previous": null
“current": {
"QperatorControl": {
"approver GoupsList": [

"oci d1. group. ocl..aaaaaaaaszj 62swosn4dxbz3xgkungj nvi 2hbrrxx3d70j t zul ukvyewygdva

"
l

“oci d1. group. ocl..aaaaaaaaj W f 3b5sl sl j crei x3ki 53i vk56ew7m kkxnbhdzyu7eyi j gnbsq

]

pproversList": [

"oci d1. user.ocl..aaaaaaaanf y5pvezsopj dzs26sor ubsn i dvf 7nB2r aoi e6dt whyyxw zgda"

"oci dl1. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba"

1,
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“conpartment!d":

"oci d1. conpartnment. ocl. . aaaaaaaadf boeygkh2h4nf t 34qgdavsxnd7wgb2er bt vaks5f 477qt
n2qcb5a",

"description": "Creating an demp CpControl where all accessrequests
are preapproved”,

n i dll :

"oci dl. opctloperatorcontrol.ocl..aaaaaaaabeyhyf ocwewepjiacgoi hjrjxnpb4sqt 3hdzq
owsknof 7yr dj hpqg",

"i sFul I yPreApproved": true,

"lifecycleState": "CREATED',

] il
"operatorControl Name": "All Preapproved OpControl Policy",
"syst emvessage": "Preapproved OpControl Policy disclaimr",
"timeCf Creation": "2020-09-11T10: 07: 12. 750Z",

"timeCf Modification": "2020-09-11T10: 07: 12. 750Z"

}
}
¥
"addi tional Details": {
“operatorcontrol _nane": "Al Preapproved QpControl Policy",
"“operat orcontrol _ocid":
"oci dl. opctloperatorcontrol.ocl..aaaaaaaabeyhyf ocwewepj i acgoi hjrjxnpb4sqt 3hdzq
owsknof 7yr dj hpg"
}

}
}

Example 7-2 Reference Event for Assign Operator Control - Create

{

"event Type":
"com or acl ecl oud. operat orcontrol . creat eoper at or control assi gnnent ",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QperatorAccessControl ",
"eventld": "f0041577-76fd-4d51-9275- 38812e4d62c6",
"event Ti me": "2020-09-11T10: 20: 15. 7592",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Name": " CreateQperat or Control Assi gnnent ",
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcbha",
"conpartment Nane": "ccavcn",
"resour ceName": "OperatorControl Assi gnment ",
"resourcel d":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnonexc
pd6j udr 5ecqi j avkj yq",
"avail abilityDonain": "ADL",
"freefornlags": null,
"definedTags": null,
"identity": {
“principal Nane": "test.user@racle.conl,
“principalld":

Oracle Operator Access Control Configuration and Administration Guide
F32988-23 November 17, 2025

Copyright © 2020, 2025, Oracle and/or its affiliates. Page 5 of 22



ORACLE

Chapter 7
Operator Access Control Event Types

"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba"

"aut hType": "natv"

"cal | erNarme": nul |

"callerld": null

"tenant!ld":

"oci d1.tenancy. ocl. . aaaaaaaavrj qbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
30",

"i pAddress": "172.23.128.3",

"credential s"

"oci d1.tenancy. ocl. . aaaaaaaavrj qgbg24t ohoi xn7bj u6ot f n5au73at pa7déat xf 36zw2espdu
3q/

oci d1. user. ocl..aaaaaaaaaazh2gydnf | nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76"

"userAgent": "Oracl e-JavaSDK/ 1. 15.0 (Li nux/
4.1.12-124.28. 6. el 7Tuek. x86_64; Java/l1l.8.0 212; OpenJDK 64-Bit Server VM
25.212-b04)",

"consol eSessi onl d": nul

¥
"request": {

"id": "request-policy-12345/ 4AEAD1E067FC21B2D07384FD54F35728C/
515F40CDO1EEDOC6135D399009A88A2C"

"path": "/20200630/ oper at or Cont r ol Assi gnnment s"

"action": "POST"

"paraneters": {},

"headers": {

“Accept": [
"application/json"

]

ut horization": [

"Si gnature headers=\"date (request-target) host content-length
content-type x-content-

sha256\ ", keyl d=\"oci d1. t enancy. ocl. . aaaaaaaavrj qbg24t ohoi xn¥bj u6ot f n5au73at pa7
d6at xf 36zw2espdu3q/

oci d1. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76\ ", al gori t hme\ "rsa-

sha256\ ", si gnature=\"*****\" 'yersion=\"1\""

]

nnection": [
"keep-alive"

]

ntent-Length": [
" 619“
]

ntent - Type": |
"application/json"
] il
"Date": [

"Fri, 11 Sep 2020 10:20:15 GvI"
]

"User-Agent": [
"Oracl e-JavaSDK/ 1. 15. 0 (Linux/4.1.12-124. 28. 6. el 7uek. x86_64; Java/
1.8.0_212; OpenJDK 64-Bit Server VM 25.212-b04)"

1

- Forwar ded- For": [
"209.17.43.241,0.0.0.0"
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] il

"X-Real -1P": [
"209. 17. 43. 241"

]

"X-Real -Port": |
"26635"
1,
“oci-original-url": [
"https://operator-access-control -dev. us-ashburn-1. oci.oc-test.conf
20200630/ oper at or Cont r ol Assi gnnent s"

]

pc-client-info": [

"Oracl e-JavaSDK/ 1. 15. 0"

]1

"opc-request-id": |
"request - policy-12345"

]1

“opc-retry-token": |
"22131e35- 9494- 4102- a3h9- 9f 86de408e46"

]

"x-content-sha256": [
" GgU7gwghhf 5Bu/ 3HWQAD7I yy GKYPbFIY51z S+j 8nZw="
]

}
¥
"response": {
"status": "200",
"responseTi me": "2020-09-11T10: 20: 17. 358Z"
"headers": {
"Content-Length": [
"1093"
1,
"Content-Type": [
"application/json"
1,
"Date": |

"Fri, 11 Sep 2020 10:20:15 GvI"
] il
"opc-request-id": |
"request - pol i cy- 12345/ 4E4D1E067FC21B2D07384FD54F35728C/
515F40CDO1EEDOC6135D399009A88A2C"

]
¥
"payl oad": null,

"message”: "QperatorControl Assignnment for
oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexcp
d6j udr 5ecqi j avkj yq has been executed "

}

t at eChange": {
“previous": null
“current": {
" Qper at or Cont rol Assi gnment": {
"assi gner | d"
"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba"

"coment": "depl oyi ng on scagak0ladnd304 jyq"
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“conpartment!d":
"oci d1. conpart nent. ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qcb5a",

"det achnent Description": "",

"id"
“oci d1. opct | operatorcontrol assi gnnent. ocl..aaaaaaaabt xbcgkpi casbmvkmbf unj deaq
wgv3xp5sn7g7v2babnenl ga2a”,

"i sEnf or cedAl ways": true,

"lifecycleState": "CREATED',

"operatorControl | d":
“oci dl.opctloperatorcontrol.ocl..aaaaaaaa52eqysdkogsv2qdéapw3i af srq5r xrhquénin
anpd3dwnt5ns4ca”,

"resour ceConpartnent | d":
"oci d1. conpart nent. ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qcb5a",

"resourcel d":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnonexc
pd6j udr 5ecqi j avkj yq",

"resourceNanme": "scagqak0ladm0304_jyq",

"timedf Assi gnment": "2020-09-11T10: 20: 15. 9312",

"unassignerld": ""

}
}
¥
"addi tional Details": {
"exadat ai nfrastructure_ocid":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",
“operatorcontrol _nane": "Al Preapproved QpControl Policy",
"“operat orcontrol _ocid":
“oci d1. opctloperatorcontrol.ocl..aaaaaaaa52eqysdkogsv2qdéapw3i af srq5r xrhquénin
anpd3dwnt5ns4ca”
}

}
}

Example 7-3 Reference Event for Access Request - AutoApprove

{
"event Type": "com oracl ecl oud. operatorcontrol . aut oapproveaccessrequest”,
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QOperatorAccessControl ",
"eventld": "00dlalf7-ablb-4810- 8f 94- 41b4328cf 75d",
"event Ti me": "2021-08-04T16: 40: 19. 4282",
"content Type": "application/json",
"data": {
"event Groupi ngl d": null,
"event Nane": " Aut oApproveAccessRequest",
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcbha",
"conpart ment Nane": "ccavcen",
"resourceName": "OpCtl Dev AWM,
"resourcel d":
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"oci d1. aut ononousvntl ust er. ocl. sea. abzwkl j spg36g7vt 2i uze7xpbt 7zzi vxeeyesngdt or
k3nscagar 05adn0102cl ull- avnb",

"availabilityDomain": "ad2"

"freefornilags": null,

"definedTags": null

"identity": null,

"request": null,

"response": null,

"st at eChange": nul |

"additional Details": {

"accessRequest | d":

"oci d1. opctl accessrequest. ocl.iad. aaaaaaaaeut 2ul 7yzz437g3axvxszj geevabgej 6t wr
qmb5ocr yt e24hbpa”

}

}

}

Example 7-4 Reference Event for Access Request - Create

{
"event Type": "com oracl ecl oud. operat orcontrol.createaccessrequest”,
"cl oudEvent sVersion": "0.1"
"event TypeVersion": "2.0"
"source": "QperatorAccessControl"
"eventld": "cfa7a0f0-579c-4bc4-bld7-e403d9597eh8"
"event Ti me": "2021-08-04T16: 40: 19. 4557"
"content Type": "application/json"
"data": {
"event Groupi ngl d": nul |
"event Name": "CreateAccessRequest”
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcb5a”
"conpartnment Nane": "ccavcn”
"resourceNanme": "AccessRequest",
"resourcel d":
"oci d1. aut ononmousvnel ust er. ocl. sea. abzwkl j spg36g7vt 2i uze7xpbt 7zzi vxeeyesngdt or
k3nscagar 05adm0102cl ull-avnb",
"avail abilityDonmain": "ad2"
"freeforniags": null,
"definedTags": null
"identity": null,
"request”: null,
"response": {
"status": "200"
"responseTi me": "2021-08-04T16: 40: 19. 455Z"
“headers": nul |
"payl oad": {
"responsePayl oad":
“{\"id\":\"ocidl. opctlaccessrequest.ocl.iad. aaaaaaaaeut 2ul 7yzz437g3axvxszj geev
abgej 6t wr qmb5ocr yt e24hbpa\ ", \"request | d\ ":\ " REQ20210804164018662\",\ "accessRe
asonSummary\":\"testing avmnotification
N", \"resourceld\":\"oci dl. aut ononousvntl ust er.ocl. sea. abzwkl j spg36g7vt 2i uze7x
pbt 7zzi vxeeyesngdt or k3nscaqgar 05adn0102c| ull-avnb\",\ "resour ceName\":\"QpCt |
Dev
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AVM " \"conpartnmentld\":\"ocidl. conpartnment.ocl..aaaaaaaadf boeygkh2h4nft 34qgda
vsxmd7wgb2er bt vaks5f 477qt n2gc5a\ ", \ "resour ceType\ ": \ " AUTONOMOUSVMCLUSTER ", \ " a
ctionRequestsList\":[\"Autononous Exadata VM O uster Full
Access\"],\"severity\":\"SA\" \"duration\":24,\"extendDuration\":0,\"i sAut oApp
roved\":true,\"lifecycleState\":\"PREAPPROVED\",\"ti meCf Creation\": 16280952190
06,\"tineCf Modification\":1628095219222,\ "userld\":\"System ", \"approver Cormen
t\":\"Auto
Approving\ ", \"opctlId\":\"ocidl. opct|operatorcontrol.ocl.iad. aaaaaaaa73dyogj dv
h4dgkyocwpoi i 2s7t or mrokvl 31 bdi 76kr 4f pxvebsag\ ", \ "opct | Name\ " : \ "hp_aut ononous_al
| _approve 1\",6\"systenmvessage\":\"Test msg\",\"auditType\":[\"comrand-
audi t\"]}"
b
"message”: "com oracl ecl oud. operat orcontrol . createaccessrequest”
¥
"stateChange": null,
"additional Details": {

"accessRequest|d":
"oci dl. opct | accessrequest.ocl. i ad. aaaaaaaaeut 2ul 7yzz437g3axvxszj qeevabgej 6t wr
qmb5ocr yt e24hbpa”,

"exadat ai nfrastructure_name": "CpCtl Dev AVM',

"exadat ai nfrastructure_ocid":
"oci d1. aut ononousvntl ust er. ocl. sea. abzwkl j spg36g7vt 2i uze7xpbt 7zzi vxeeyesngdt or
k3nscagar 05adn0102cl ull- avnb",

“opCtlld":
"oci dl. opctloperatorcontrol.ocl.iad. aaaaaaaa73dyogj dvh4gkyocwpoi i 2s7t or nmokvl 3
| bdi 76kr 4f pxvebsaq",

"opCt| Narme": "hp_aut onormous_al | _approve_1",

“operatorld":
"oci dl. user.ocl..aaaaaaaayt hel nxpc775wp6t j wwe3kki pzi | regyl 4i y4pi cbyvpsk3ol 50a"

"reason": "testing avmnotification 1"

Example 7-5 Reference Event for add Shared Operator

{

"event Type": "com oracl ecl oud. Qper at or AccessCont r ol . AddShar edQper at or ",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QOperatorAccessControl ",
"eventld": "f68balf 3-e58c-44da- 8820- 76dcf d2ba5dd",
"event Ti me": "2020-09-11T11: 36: 14. 870Z",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Name": " AddShar edQperator",
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcbha",
"conpartment Nane": "ccavcn",
"resourceNanme": "AccessRequest",
"resourcel d":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnonexc
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pd6j udr 5ecqi j avkj yq",
"availabilityDomain": "adl",
"freefornilags": null,
"definedTags": null,

"identity": null,

"request": {
"id": "request-policy-12345",
"path": "",

"action": "POST",
"paraneters": {
“requestData": |
“{\"publicKey\":\"ssh-rsa
AAAAB3Nz aCly c 2 EAAAADAQABAAABAQCWpc 33l a70wAMIbXxur 2EB53HBFy pX3ZscYw8r LDDOBPTF
knVdUBsDdj t gsDLOr KVt yJPj cV/
0Tx5I gqqAn0J3A5YD2Hr Ypi ec25MCLkAglupr Xvf z5KOQJaz FgSWZecgD4e CSv5FwWSCOcqr mt Zxc+03Q
bPFGedkr 306 TRRaheMI9L7eOZGZpDKQol awnZDPf 1f ej f b7uyj | Sf/
6yLnn6WI8qUBTCd1gx| | OLi xC7Dsr 3ni7unj e3auxqCvzr 6Kkggr koTf CaFbd2uonEPL+DZgd p9q/
a30Chcwdl a5C95Bu3l UzV/
hcBvKQAsqZBj UUr 5nbJ73DR5Ff gFCsj wwgvf\ ™, \"emai [ | d\":\"hprabhakar a@mai | . com ", \
“reason\":\"addi ng new user for anal yzing some issue in
scagqak0ladnD304\",\"national ity\":\"USA\",\"soil Location\":\"USA "}"
]
b
“headers": nul |
¥
"response": {
"status": "202",
"responseTime": "2020-09-11T11: 36: 14. 870Z",
"headers": null,
“payl oad": null,
"message”: "com oracl ecl oud. operat orcontrol . addshar edoper at or "
¥
"stat eChange": null,
"addi tional Details": {
"accessRequest | d":
"oci d1. opct | accessrequest. ocl. . aaaaaaaal ovaxbsvnbzl| f 4t weds5ynghgwedaog4kco2skd
c3el gn5t spkpa",
"exadat ai nfrastructure_name": "scaqak0ladn0304 jyq",
"exadat ai nfrastructure_ocid":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",
"operatorcontrol _nane":
"“operat orcontrol _ocid":
“oci d1. opctloperatorcontrol.ocl..aaaaaaaa52eqysdkogsv2qdéapw3i af srq5r xrhquénin
anpd3dwnt5ns4ca”

}
}
}

all preapproved opcontrol policy",

Example 7-6 Reference Event for Access Request - Reject

{

"event Type": "com oracl ecl oud. operatorcontrol.rejectaccessrequest”,
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
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"source": "OperatorAccessControl"
"event|d": "49ebdela-9a95-4a55- bebf - 4aa347f 19c0e"
"event Ti me": "2020-09- 11T13: 34: 50. 980Z"
"content Type": "application/json"
"data": {
"event G oupi ngl d": null
"event Name": "Reject AccessRequest”
"conpartment!ld":
"oci d1. conpartnment. ocl. . aaaaaaaadf boeygkh2h4nf t 34qgdavsxnd7wgb2er bt vaks5f 477qt
n2qcb5a",
"conpart ment Nane": "ccavcn'
"resourceNanme": "AccessRequest"
"resourceld":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr S5ecqi j avkj yq"
"avail abilityDomain": "ADL"
"freefornlags": null
"definedTags": null
"identity": {

“principal Name": "kail ash. vi mal @r acl e. conf

“principalld":

"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvndzkt 2khof zf umawohaynba"

"aut hType": "natv"

"cal | erNare": nul |

"callerld": null

“tenantld":

"oci d1.tenancy. ocl. . aaaaaaaavrj qgbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
30",

"i pAddress": "172.23.128.3",

“credential s"

"oci d1.tenancy. ocl. . aaaaaaaavrj qbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
3q/

oci d1. user.ocl..aaaaaaaaaazh2gydnf | nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76"

"userAgent": "Oracl e-JavaSDK/ 1. 15.0 (Li nux/
4.1.12-124.28. 6. el 7Tuek. x86_64; Java/1l.8.0 212; OpenJDK 64-Bit Server VM
25.212-b04)",

"consol eSessionl d": nul

¥
"request": {

"id": "request-policy-12345/ 773E1E920A98D3E2FC2AF46C7E248007/
F5F1D88A5AB2B30E9FDEE3AATFFCAB4A"

"path": "/20200630/ accessRequest s/
oci d1. opct | accessrequest. ocl. . aaaaaaaaj 3n6z3nvndxj 2f 5qi 7gj dgnoj oj axbs5ol f ekkj 2
xxzt ddsbwrba/ action/reject"”,

“action": "POST"

"paraneters": {},

"headers": {

“Accept": [
"application/json"
]

"Aut horization": [

"Si gnature headers=\"date (request-target) host content-length
content-type x-content-
sha256\ ", keyl d=\"oci d1. t enancy. ocl. . aaaaaaaavrj qbg24t ohoi xn¥bj u6ot f n5au73at pa7
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d6at xf 36zw2espdu3q/

oci d1. user.ocl..aaaaaaaaaazh2gydnf | nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76\ ", al gori t hme\ "rsa-

sha256\ ", si gnature=\"*****\" 'yersion=\"1\""

]

nnection": [
"keep-alive"

]

ntent-Length": [
" 55"
]

ntent - Type": |
"application/json"
] il
"Date": |

"Fri, 11 Sep 2020 13:34:50 GvI"
]

"User-Agent": [
"Oracl e-JavaSDK/ 1. 15. 0 (Linux/4.1.12-124. 28. 6. el 7uek. x86_64; Java/
1.8.0_212; OpenJDK 64-Bit Server VM 25.212-b04)"
]

- Forwar ded- For": [
"209.17.43.241,0.0.0.0"
]1
"X-Real -1P": [
"209. 17. 43. 241"
]1
"X-Real -Port": [
"29932"
]1
“oci-original-url": [
"https://operator-access-control -dev. us-ashburn-1. oci.oc-test.conf
20200630/ accessRequest s/
oci d1. opct | accessrequest. ocl. . aaaaaaaaj 3n6z3nvndxj 2f 5qi 7qj dgnoj oj axbs5ol f ekkj 2
xxzt ddsbwrba/ acti on/ reject”
]1
"opc-client-info": [
"Oracl e-JavaSDK/ 1. 15. 0"
]1
"opc-request-id": |
"request - policy-12345"
]1
“opc-retry-token": [
"aa8c3689-b129- 4749- 9e09- 9692af e9c7b4"
]

"x-content-sha256": [
" Rgy YB+BnP9UxhdhWZ6VRTcJt NaFct HYMBY6! x QOc DPU="
]

}
h
"response": {
"status": "204",
"responseTi me": "2020-09-11T13: 34: 51. 612Z"
"headers": {

"Date": |
"Fri, 11 Sep 2020 13:34:50 GMI"
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] 1
"opc-request-id": |
"request-policy-12345/ 773E1E920A98D3E2FC2AF46C7E248007/
F5F1D88A5AB2B30E9FDEE3AALFFCABAA"

]
}

ayload": null,

"message”: "AccessRequest for
oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexcp
d6j udr 5ecqi j avkj yq has been executed "

}

t at eChange": {
“previous": null,

“current": {
"AccessRequest": {
n i dll :
"oci d1. opct | accessrequest. ocl. . aaaaaaaaj 3n6z3nvndxj 2f 5gi 7qj dgnoj oj axbs5ol f ekkj
2xxzt ddshwrba",
"principalld":

"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba"
"request Map": {
"action": "POST",
"path": "",
"requeset Params": "{\"approverComment\":\"rejected as this need
not be done\"}",
"request!d": "request-policy-12345"
b
"responseMap": {
"status": "202"
}
}
}
¥
"addi tional Details": {
"accessRequest | d":
"oci dl1. opct | accessrequest. ocl. . aaaaaaaaj 3n6z3nvndxj 2f 5gi 7qj dgnoj oj axbs5ol f ekkj
2xxzt ddshwrba",
"exadat ai nfrastructure_name": "scaqak0ladn0304 jyq",
"exadat ai nfrastructure_ocid":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",
"operatorcontrol _nane": "restricted preapproved opcontrol policy",
"“operat orcontrol _ocid":
"oci d1. opctl operatorcontrol.ocl..aaaaaaaa2rf pch6s5kt vi bi wdkzwhwj ngj e5j vhkj i gsi
ci kevpyu77xdt ca"
}

}
}

Example 7-7 Reference Event for Access Request - Revoke

{

"event Type": "com oracl ecl oud. operat orcontrol . revokeaccessrequest",
"cl oudEvent sVersion": "0.1",
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"event TypeVersion": "2.0"
"source": "OperatorAccessControl"
"event|ld": "c437d6f6-f378-4736-8ca9- 4ebf 9f 5cab8c"
"event Ti me": "2020-09-11T13: 34: 51. 689Z"
"content Type": "application/json"
"data": {
"event G oupi ngl d": null
"event Name": "RevokeAccessRequest"
"conpartment!ld":
"oci d1. conpartnment. ocl. . aaaaaaaadf boeygkh2h4nf t 34qgdavsxnd7wgb2er bt vaks5f 477qt
n2qcb5a",
"conpart ment Nane": "ccavcn'
"resourceNanme": "AccessRequest"
"resourceld":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr S5ecqi j avkj yq"
"avail abilityDomain": "ADL"
"freefornlags": null
"definedTags": null
"identity": {
“principal Name": "kail ash. vi mal @r acl e. conf
“principalld":
"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba"
"aut hType": "natv"
"cal l erNarme": nul |
"callerld": null

"tenant!ld":
"oci d1.tenancy. ocl. . aaaaaaaavrj qbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
3qu7

"i pAddress": "172.23.128.3",

“credential s"
"oci d1.tenancy. ocl. . aaaaaaaavrj qbg24t ohoi xnbj u6ot f n5au73at pa7déat xf 36zw2espdu
3q/

oci d1. user.ocl. . aaaaaaaaaazh2gydnf | nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba/
b3:39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76"

"userAgent": "Oracl e-JavaSDK/ 1. 15. 0 (Li nux/
4.1.12-124.28. 6. el 7Tuek. x86_64; Java/l1l.8.0 212; OpenJDK 64-Bit Server VM
25.212-b04)",

"consol eSessionl d": nul

¥
"request": {

"id": "request-policy-12345/ EA53EABICO8AAAB77993E80FBBDIGSES/
FE3768C7135F41A65981F9B1950D1B21"

"path": "/20200630/ accessRequest s/
oci d1. opctl accessrequest. ocl..aaaaaaaau5r 3vhpgdudk5svowj qydkhéqugynwyoeb3egep4
qdi 4f vuoi dl a/ acti on/ r evoke"

“action": "POST"

"paraneters": {},

"headers": {

“Accept": [
"application/json"

]

ut horization": [
"Si gnature headers=\"date (request-target) host content-length
content-type x-content-
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sha256\ ", keyl d=\"oci d1. t enancy. ocl. . aaaaaaaavrj qbg24t ohoi xn¥bj u6ot f n5au73at pa7
d6at xf 36zw2espdu3q/
oci d1. user.ocl..aaaaaaaaaazh2gydnf | nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba/
b3: 39: 8d: 75: 85: 1a: 01: b0: f 8: cd: 68: 0a: 23: 05: 7b: 76\ ", al gori t hme\ "rsa-
sha256\ ", si gnature=\"*****\" 'yersion=\"1\""

1,

"Connection": |

"keep-alive"

1,

"Content-Length": [
a1
]

ntent - Type": |
"application/json"
]1
"Date": |

"Fri, 11 Sep 2020 13:34:51 GMI"
]1
"User-Agent": [

"Oracl e-JavaSDK/ 1. 15. 0 (Linux/4.1.12-124. 28. 6. el 7uek. x86_64; Java/
1.8.0_212; OpenJDK 64-Bit Server VM 25.212-b04)"

]

" X- Forwar ded- For": [
"209.17.43.241,0.0.0.0"
1,
"X-Real -1P": [
"209. 17. 43. 241"
1,
"X-Real -Port": |
"29932"
1,
“oci-original-url": [
"https://operator-access-control -dev. us-ashburn-1. oci.oc-test.cont
20200630/ accessRequest s/
oci d1. opctl accessrequest. ocl..aaaaaaaau5r 3vhpgdudk5svowj qydkhéqugynwyoeb3egep4
qdi 4f vuoi dl a/ acti on/ r evoke"

]

pc-client-info": [

"Oracl e-JavaSDK/ 1. 15. 0"

]1

“opc-request-id": |
"request - policy-12345"

]1

“opc-retry-token": [
" 7c6dbdf f - 419b- 4275- be3a- db16bba9c239"

]

"x-content-sha256": [
" DI Rn1f Pko/ 9JuYnwL5vzFQ0I 7kuOp+coAzeY8by4Txk="
]

}
h
"response": {
"status": "204",
"responseTi me": "2020-09-11T13: 34: 53. 463Z"
"headers": {

"Date": |
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"Fri, 11 Sep 2020 13:34:51 GvI"
1
"opc-request-id": |
"request - pol i cy- 12345/ EA53EABICO8AAAB77993E80FBBDIG5SEI/
FE3768C7135F41A65981F9B1950D1B21"
]
1

ayload": null,

"message”: "AccessRequest for
oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexcp
d6j udr 5ecqi j avkj yq has been executed "

}

t at eChange": {
“previous": null,
“current": {
"AccessRequest": {
"id":
“oci d1. opctl accessrequest. ocl..aaaaaaaau5r 3vhpgdudk5svowj gydkh6qugynwyoeb3egep
4qdi 4f vuoi dl a",
"principalld":
"oci dl. user.ocl..aaaaaaaaaazh2gydnfj nl 3ssti grj ac4z5t vvn4zkt 2khof zf umawohaynba"
"request Map": {
"action": "POST",
"path": "",
"requeset Params": "{\"approver Comment\":\"revoked by Custoner\"}",
"request!d": "request-policy-12345"
b
"responseMap": {
"status": "202"
}
}
}
¥
"addi tional Details": {
"accessRequest | d":
"oci d1. opctl accessrequest. ocl..aaaaaaaau5r 3vhpgdudk5svowj gydkh6qugynwyoeb3egep
4qdi 4f vuoi dl a",
"exadat ai nfrastructure_name": "scaqak0ladn0304 jyq",
"exadat ai nfrastructure_ocid":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",
"operatorcontrol _nane": "restricted preapproved opcontrol policy",
"“operat orcontrol _ocid":
"oci d1. opctl operatorcontrol.ocl..aaaaaaaa2rf pch6s5kt vi bi wdkzwhwj ngj e5j vhkj i gsi
ci kevpyu77xdt ca"
}
}
}

Example 7-8 Reference Event for Access Request - Expired

{
"event Type": "com oracl ecl oud. Qper at or AccessCont rol . Expi reAccessRequest ",
"cl oudEvent sVersion": "0.1",
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"event TypeVersion": "2.0",
"source": "OperatorAccessControl ",
"event | d": "0739bacf-7c3a-4ff5-a477-9c9f c7482bal",
"event Time": "2020-09-11T12:11:37.964Z",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Name": "ExpireAccessRequest”,
"conpartment!ld":
"oci d1. conpartnment. ocl. . aaaaaaaadf boeygkh2h4nf t 34qgdavsxnd7wgb2er bt vaks5f 477qt
n2qcb5a",
"conpart ment Nane": "ccavcn",
"resourceName": "OpCtl SAR ExaCC (scagae08adnmD304cl u5) ",
"resourceld":
"oci d1. exadat ai nfrastructure.ocl. sea. abzwkl jrjlvi ymbwek52ccc67yoqzbf 37kyz7rsq4
3nyb6an2phny57gho7q”,
"availabilityDomain": "ad2",
"freefornilags": null,
"definedTags": null,
"identity": null,
"request": null,
"response": null,
"stateChange": null,
"addi tional Details": {
"accessRequest | d":
"oci dl. opctl accessrequest.ocl. . aaaaaaaaii | wp3pudki z62d5k4qj emxoer zr psdgbk67kx
q64yusef sfcsa"

}
}
}

Example 7-9 Reference Event for Access Request - Closed

{

"event Type": "com oracl ecl oud. Qper at or AccessControl . Cl oseAccessRequest ",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QperatorAccessControl ",
"eventld": "e2a56a89- bebc-47c0-b223- 4c6dd8adbec6”,
"event Ti me": "2020-09-11T13: 34: 59. 2482",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Name": " O oseAccessRequest”,
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcbha",
"conpartment Nane": "ccavcn",
"resourceNanme": "AccessRequest",
"resourcel d":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnonexc
pd6j udr 5ecqi j avkj yq",
"avail abilityDonmain": "adl",
"freefornlags": null,
"definedTags": null,
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"identity": null,

"request": {
"id": "request-policy-12345",
"path": "",

"action": "POST",
"paraneters": {
"requestData": |
"{\"description\":\"closing acessrequest by USER OCID ALL as the
work is finished\"}"
]

)
¥
"response": {

"status": "202",

"responseTi me": "2020-09-11T13: 34: 59. 2487",

"headers": null,

“payl oad": null,

"message”: "com oracl ecl oud. operatorcontrol . cl osedaccessrequest”
¥
"stateChange": null,

"addi tional Details": {

"accessRequest | d":

"oci d1. opctl accessrequest. ocl..aaaaaaaanbvqf gt b76dvas566k4rw 3yev73abd675wyvx34
rwi7t yodsséva",

"exadat ai nfrastructure_name": "scaqak0ladn0304 jyq",

"exadat ai nfrastructure_ocid":

"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",

"operatorcontrol _nane": "restricted preapproved opcontrol policy",

"“operat orcontrol _ocid":

"oci d1. opctl operatorcontrol.ocl..aaaaaaaa2rf pch6s5kt vi bi wdkzwhwj ngj e5j vhkj i gsi
ci kevpyu77xdt ca"

}
}
}

eaders": null

Example 7-10 Reference Event for Access Request - Extend

{

"event Type": "com oracl ecl oud. Qper at or AccessCont r ol . Ext endAccessRequest ",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QOperatorAccessControl ",
"event|d": "282f6c6b-alc2-4e63-b0e4- b3ec211bb3a7",
"event Ti me": "2020-09-11T14: 25: 08. 8712",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Name": "ExtendAccessRequest”,
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcbha",
"conpartment Nane": "ccavcn",
"resourceNanme": "AccessRequest",
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"resourceld":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",

"availabilityDomain": "adl",

"freefornilags": null,

"definedTags": null,

"identity": null,

"request": {
"id": "request-policy-12345",
"path": "",

"action": "POST",
"paraneters": {
“requestData": |
“{\"description\":\"request for extension\",\"duration\":2}"
]

)
¥
"response": {

"status": "202",

"responseTi me": "2020-09-11T14: 25: 08. 871Z",

"headers": null,

“payl oad": null,

"message”: "com oracl ecl oud. operatorcontrol . extendaccessrequest”
¥
"stateChange": null,

"addi tional Details": {

"accessRequest | d":

"oci d1. opctl accessrequest. ocl..aaaaaaaakabn5u3nb4c5xwxvpa6ewn7padwt uzngpnvugps
pmazr 3zz75vq",

"exadat ai nfrastructure_name": "scaqak0ladn0304 jyq",

"exadat ai nfrastructure_ocid":

"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",

"operatorcontrol _nane": "restricted preapproved opcontrol policy",

"“operat orcontrol _ocid":

"oci d1. opctl operatorcontrol.ocl..aaaaaaaa2rf pch6s5kt vi bi wdkzwhwj ngj e5j vhkj i gsi
ci kevpyu77xdt ca"

}
}
}

eaders": null

Example 7-11 Reference Event for Operator - Login

{

"event Type": "com oracl ecl oud. Oper at or AccessControl . operatorlogin",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QperatorAccessControl ",
"eventld": "1184e9a9- 236d-41de- a7ab- 6448ed4849bd",
"event Ti me": "2020-09-04T18: 27: 00. 000Z",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Name": "operatorlogin",
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"conpartment!ld":
"oci d1. conpartnment. ocl. . aaaaaaaadf boeygkh2h4nf t 34qgdavsxnd7wgb2er bt vaks5f 477qt
n2qcb5a",
"conpart ment Nane": "ccavcn",
"resour ceName": "scagak0ladn0304",
"resourceld":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",
"availabilityDomain": "adl",
"freefornilags": null,
"definedTags": null,
"identity": null,
"request": null,
"response": {
"status": "200",
"responseTi me": "2020-09-04T18: 27: 00. 000Z",
"headers": null,
“payl oad": null,
"message”: "com oracl ecl oud. Oper at or AccessControl . operat orl ogi n"

}

t at eChange": {
“previous": null,
“current": {
" Qper at or AccessControl ":
“{\"Event Name\":\"cca_audtil og_ocidl. opctlaccessrequest.ocl..aaaaaaaanbj h226h7
nhf ewx34sf dkoj sqapnu3dof 6¢cnkzoypxy27j k2f 55q\ ", \ " Di spl ayNane\ ":\ " oper at or | ogi n\
"y
}
¥
"addi tional Details": {
"desthost": "10.31.18. 82",
"l oginld": "9c649bdaf af a4e54bcd3d95698346ceb”,
"accessRequest | d":
"oci dl. opctlaccessrequest. ocl..aaaaaaaanbj h226h7nhf ewx34sf dkoj sgapnu3dof 6¢cnkzo
ypxy27j k2f 55q"
}
}
}

Example 7-12 Reference Event for Operator - Logout

{

"event Type": "com oracl ecl oud. Qper at or AccessCont rol . operat orl ogout ",
"cl oudEvent sVersion": "0.1",
"event TypeVersion": "2.0",
"source": "QOperatorAccessControl ",
"eventld": "9a0783f b-66cc-470e-al24- 5a0bd0e80857",
"event Ti me": "2020-09-04T18: 27: 28. 000Z",
"content Type": "application/json",
"data": {
"event Groupi ngld": null,
"event Narme": "operatorlogout",
"conpartmentld":
"oci d1. conpartnent.ocl..aaaaaaaadf boeygkh2h4nft 34qgdavsxmd7wgb2er bt vaks5sf 477qt
n2qgcbha",
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"conpart ment Nane": "ccavcn",
"resour ceName": "scagak0ladn0304",
"resourcel d":
"oci d1. exadat ai nfrastructure. ocl. sea. abzwkl j s5syf 3f 2pbypg5hn3zi bypi gedccnomexc
pd6j udr 5ecqi j avkj yq",
"availabilityDomain": "adl",
"freefornilags": null,
"definedTags": null,
"identity": null,
"request": null,
"response": {
"status": "200",
"responseTi me": "2020-09-04T18: 27: 28. 000Z",
"headers": null,
“payl oad": null,
"message”: "com oracl ecl oud. Oper at or AccessControl . operatorl ogout”

}

t at eChange": {
“previous": null
“current": {
" Qper at or AccessControl "
“{\"Event Name\":\"cca_audtil og_ocidl. opctlaccessrequest.ocl..aaaaaaaanbj h226h7
nhf ewx34sf dkoj sqapnu3dof 6¢cnkzoypxy27j k2f 55q\ ", \ " Di spl ayNane\ ":\ " oper at or | ogout
\"3
}
¥
"addi tional Details": {
"desthost": "?",
"l oginld": "9c649bdaf af a4e54bcd3d95698346cebh”
"accessRequest | d"
"oci dl. opctl accessrequest. ocl..aaaaaaaanbj h226h7nhf ewx34sf dkoj sgapnu3dof 6¢cnkzo
ypxy27j k2f 55q"
}
}
}

Viewing Audit Log Events

Audit provides records of AP| operations performed against supported services as a list of log
events.

For more information on searching logs, see Using the Console.

Related Topics

e Overview of Audit

*  Viewing Audit Log Events

e Setting Audit Log Retention Period
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Operator Access Control Reference

To find out more about Operator Access Control, refer to these topics.

*  Example of Using Operator Access Control
As an administrator, see how you can set up operator access controls that define the
actions an Oracle operator can perform on a set of resources on your Exadata systems.

Example of Using Operator Access Control

As an administrator, see how you can set up operator access controls that define the actions
an Oracle operator can perform on a set of resources on your Exadata systems.

Suppose an administrator has completed a review of administrative policy requirements and
divided the Exadata systems into the following Operator Controls:

Example A-1 Creating Operator Policies for Containers on Exadata Cloud

Table A-1 Example of Operator Controls Configuration
|

Exadata Systems Compartment Compliance Administrator Operator Control
Regime User Group User Group

Exadata Systems  pr od- pci PCI pci _adni n, top-security-

E1-E10 pci _adm n_2 users

Exadata Systems  prod- hi paa HIPAA hi paa_admin t op-security-

E11-E15 users

Exadata Systems  prod- soc SOC-2 soc_adnmin t op-security-

E16-E20 users

Exadata Systems  devops None devops_adnin devops_admin

E21-E25

Exadata Systems  func-qga None ga_admn ga_admin

E26-E30

Exadata Systems  perf-qa None perf _adnin psr-adnin

E31-40

In this hypothetical case, there are six compartments, and five user groups that administer the
compartments.

Since the Payment Card Industry (PCI), Service Organization Control 2 (SOC-2), and Health
Insurance Portability and Accountability Act (HIPAA) compliance systems are governed by
different compliance regimes, there are two ways to create Operator Controls governing them.
One way is to create a distinct Operator Control for each compliance regime. The other way is
to create the strictest Operator Control required, and have all three compliance categories of
systems be governed by the same Operator Control. In this scenario, since the Functional-QA
(f unc- ga) and Performance-QA (per f - ga) compartments are not under the governance of any
compliance regime, and the compartments are administered by the same user group, we can
have a single Operator Control governing both of them.
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Suppose you are the policy administrator for these systems. To create the Operator Policy
controls for this configuration, you create one policy to govern all systems under compliance
regimes, one policy for development operations (devops) deployment, and one option for
quality assurance (QA) systems. The controls themselves are placed in a compartment named
"policies”, which is manageable only by the "top-security-users" group. The following CLI
commands are indicative and adjusted for readability, for examples names are used in place of
OCIDs. For more information, refer to the CLI guide.

/* Ensure only the top_security group has perm ssion on the policies
conpartnent */
all ow group top_security to manage operator-control in compartnent policies

/* create operator controls */

oci opctl operator-control create --operator-control-nane "prod-opctl-policy"
--pre-approved-op-action-list '[“INFRA_DIAG']' --approver-groups-1list
"["top_security group"]' --is-fully-pre-approved false --description
“Production Cperator Control” --conpartment-id “policies"”

oci opctl operator-control create --operator-control-nanme "devops-opct! -
policy" --pre-approved-op-action-list ‘[“INFRA DIAG, "INFRA UPDATE RESTART"]
--approver-groups-list '["devops-adm n"]"' --is-fully-pre-approved fal se --
description “Devops Operator Control” --compartment-id “policies"

oci opctl operator-control create --operator-control-nane "ga-opctl-policy" --
is-fully-pre-approved true --approver-groups-list '["qa-admin, psr-admin"]' --
description “QA Test Operator Control” --conpartnent-id “policies"

/* Ensure users have assignment permissions on the target Exadata. They al so
need read privileges on the policies. An exanple for pci-admn is given

bel ow*/

al l ow group pci-admin to manage operator-control -assignnent in conpartment

pr od- pci ;

/* Ensure the user groups have manage operator control request privileges in
there respective conpartnents */

al l ow group pci-sec-controller to manage operator-control -access-request in
conpartnent prod-pc

al | ow group hi paa-sec-controller to manage operator-control -access-request in
conpar t nent prod- hi paa

al l ow group soc-sec-controller to manage operator-control -access-request in
conpart ment prod- soc

al l ow group devops-sec-controller to nanage operator-control -access-request
in conpartnent devops

al l ow group ga-sec-controller to manage operator-control-access-request in
conpartnent func-qa

al l ow group perf-sec-controller to manage operator-control -access-request in
conpartnent perf-qa

al low group pci-admin to read operator-control in conpartment policies

Now that we have created the relevant user groups and given permissions. Users from these
user groups can go ahead and bring the respective Exadata systems under control. The
exadata systems should be assigned with the respective controls. The assignments
themselves reside on the same compartments as the exadata systems. As mentioned earlier
the following commands are indicative and adapted for readability. For more information, refer
to the CLI guide.
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Appendix A
Example of Using Operator Access Control

Next, you create the relevant Operator Control policy user groups, and grant them read access
to the compartments containing the operator controls that these group members administer:

oci opct| operator-control-assignnent create --operator-control-id "prod-
opctl-policy" --compartment-id "prod-pci" --resource-conpartnent-id "prod-
pci" --resource-id "exadata-OCID..El. .EL0" --resource-name "Exadata E1-E10" --
i s-enforced-al ways true

oci opctl operator-control-assignnent create --operator-control-id "prod-
opctl-policy" --compartment-id "prod-hipaa" --resource-conpartnent-id "prod-
hi paa" --resource-id "exadata-OClI D..Ell..EL5" --resource-nane "Exadata E11-
E15" --is-enforced-al ways true

oci opctl operator-control-assignnent create --operator-control-id "prod-
opctl-policy" --compartment-id "prod-soc" --resource-conpartnent-id "prod-
soc" --resource-id "exadata-OC D..E16..E20" --resource-nane "Exadata E16-E20"
--is-enforced-al ways true

oci opctl operator-control-assignnent create --operator-control-id "devops-
opctl-policy" --conmpartment-id "devops" --resource-conpartnent-id "devops" --
resource-id "exadata-OClI D..E21..E25" --resource-nane "Exadata E21-E25" --is-
enforced- al ways true

oci opctl operator-control-assignnent create --operator-control-id "qa-opctl -
policy" --compartment-id "func-ga" --resource-conpartment-id "func-ga" --
resource-id "exadata-OClI D..E26..E30" --resource-nane "Exadata E26-E30" --is-
enforced- al ways true

oci opctl operator-control-assignnent create --operator-control-id "qa-opctl -
policy" --compartment-id "perf-qga" --resource-conpartnment-id "perf-ga" --
resource-id "exadata-OClI D..E31..E40" --resource-nane "Exadata E31-E40" --is-
enforced- al ways true

You then approve, reject, or revoke the access request permissions for each Operator Control
with the groups created above.

Example A-2 Granting an Operator DBA Privileges to Approve Access Requests

Suppose you have granted the group t op- securi ty-user s the Operator Control User Group
on several systems, but you decide you want to grant a subset of users in your tenancy to
approve or revoke operator access control requests, without making that subset of users
members of the t op- securi ty-users group, which would grant privileges to other tenancy, and
other management privileges. To achieve that goal, complete the following steps

1. Create an IAM group, opct | - prod- pci - operators.

2. Grant members of that group privileges to grant or revoke access requests on the pr od-
pci compartment.

3. Add the users to whom you want to have these privileges to the opct | - pr od- pci -
oper at or s group.

For example, the following is a list of IAM Policies required for the group to grant or revoke
access requests:

Al l ow group opctl-prod-pci-operators to use operator-control-accessrequest in
conpar t nent prod- pci

Al l ow group opctl-prod-pci-operators to inspect identity-providers in tenancy
Al l ow group opctl-prod-pci-operators to inspect groups in tenancy

Al l ow group opctl-prod-pci-operators to inspect users in tenancy
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