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Preface

Audience

Administering Oracle SOA Cloud Service describes how to use Oracle SOA Cloud Service to

manage and monitor your SOA composite applications in the cloud.

This guide is intended for users who want to manage and monitor SOA composite
applications in the cloud.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at https://www.oracle.com/corporate/accessibility/.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit https://support.oracle.com/portal/ Or Visit Oracle
Accessibility Learning and Support if you are hearing impaired.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and
partners, we are working to remove insensitive terms from our products and documentation.
We are also mindful of the necessity to maintain compatibility with our customers' existing
technologies and the need to ensure continuity of service as Oracle's offerings and industry
standards evolve. Because of these technical constraints, our effort to remove insensitive
terms is ongoing and will take time and external cooperation.

Related Resources

ORACLE

See these related Oracle resources:

* Oracle SOA Cloud Service documentation in the Oracle Cloud Library on the Oracle Help
Center.

*  Oracle Cloud information at http://www.oracle.com/.
»  Getting Started with Oracle Cloud

e Using Oracle Managed File Transfer Cloud Service

Xi


https://www.oracle.com/corporate/accessibility/
https://support.oracle.com/portal/
https://www.oracle.com/corporate/accessibility/learning-support.html#support-tab
https://www.oracle.com/corporate/accessibility/learning-support.html#support-tab
https://docs.oracle.com/en/cloud/paas/soa-cloud/index.html
https://docs.oracle.com/en/cloud/paas/soa-cloud/index.html
http://www.oracle.com/
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Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

ORACLE Xii



What's New In Oracle SOA Cloud Service

For an overview of new and changed features in Oracle SOA Cloud Service, see What's New
in Oracle SOA Cloud Service.
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Get Started with Oracle SOA Cloud Service

Review the following topics to learn about how Oracle SOA Cloud Service works. These
topics provide information about Oracle SOA Cloud Service concepts and components to
help you get started with creating your own integrations.

Topics:

About Oracle SOA Cloud Service

About Platform Differences Between the On-Premises and Cloud Environments
About Oracle SOA Cloud Service Subscriptions and Licenses

About the Components of Oracle SOA Cloud Service

About Life Cycle Management of Oracle SOA Cloud Service Instances

About Oracle SOA Cloud Service Roles and User Accounts

About Adapters for Oracle SOA Cloud Service

About the Oracle SOA Cloud Service User Interface

About Oracle SOA Cloud Service Instances in Oracle Cloud Infrastructure and Oracle
Cloud Infrastructure Classic

About Managing Oracle SOA Cloud Service Instances
About Security
About Managing Patches for Instances Provisioned With Earlier Releases

About Oracle SOA Cloud Service Roles and Responsibilities between Oracle and
Customer

About the Infrastructure Resources Used by Oracle SOA Cloud Service

About Oracle SOA Cloud Service

Oracle SOA Cloud Service provides a PaaS (Platform as a Service) computing platform
solution for designing, deploying, and managing composite applications in the cloud.

ORACLE

" Note:

Oracle SOA Cloud Service is no longer available for new accounts. Instead, use our
newer Oracle Cloud Infrastructure offering, Oracle SOA Suite on Marketplace.

If you're looking for our newest integration functionality and adapters, go to Oracle
Integration 3 on the Oracle Help Center.

See About the Components of Oracle SOA Cloud Service.
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About Platform Differences Between the On-Premises and Cloud Environments

Oracle SOA Cloud Service uses the Active high availability (HA) policy when it
provisions instance compute nodes. Using the Active policy causes the virtual machine
(VM) to automatically fail over to another physical compute node in the same compute
zone in case the primary compute node fails.

The rich variety of features of Oracle SOA Cloud Service enable you to save time and
money in the following ways:

* Reduce costs. You can reduce IT maintenance and administrative costs. Oracle
handles all platform provisioning, installation, and domain configuration. Oracle
SOA Cloud Service is subscription-based, meaning you only pay when using the
service. No large investment in hardware and IT expertise is required. This lets
you fully concentrate on design, test, and deployment of integration solutions.

e Create test environments in the cloud. You can quickly subscribe to Oracle
SOA Cloud Service to create application test environments in the cloud. There is
no need to provision and configure your own servers. Move workloads to the
cloud, from cloud to cloud, and from cloud to on-premises environments. When
testing is done, you can release your subscription.

e Monitor and manage your environment. You can initiate backups, patching,
scaling, and recoveries with minimal configuration from the cloud. These tasks are
handled for you by Oracle.

In addition, you can extend your enterprise to the cloud and deploy Oracle SOA Suite
projects where you need them. For example, you can integrate an Oracle CX Sales
new customer account with a Siebel application. This enables a customer that
purchases a product through Oracle CX Sales to receive support for that product
through the Siebel system. For this same Oracle CX Sales event, you can also
synchronize the customer account information to an on-premises finance application to
ensure that the billing and accounts receivable modules receive payment from the
customer.

You can connect to on-premises applications through Oracle Messaging Cloud Service
for asynchronous messaging, with web services to an on-premises Oracle Service Bus
or Oracle SOA Suite infrastructure through a web proxy in the DMZ, or through a
virtual private network.

About Platform Differences Between the On-Premises and
Cloud Environments

ORACLE

This table describes high-level differences between running Oracle SOA on-premises
and in the cloud.

Oracle SOA Suite On-Premises Oracle SOA Cloud Service

You install Oracle SOA Suite on your own  Available by subscription.

hardware.

You create the complete domain. Provisioning of Oracle SOA Cloud Service
automatically includes Oracle Java Cloud Service,
which provides an Oracle WebLogic Server
domain.

You must develop your own archival Oracle SOA Cloud Service provides OPC-based

infrastructure. backup services.
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Chapter 2
About Platform Differences Between the On-Premises and Cloud Environments

Oracle SOA Suite On-Premises Oracle SOA Cloud Service

You must install a database. During Oracle SOA Cloud Service provisioning,
you select the database to use.

Note: You must provision the database prior to
provisioning Oracle SOA Cloud Service.

You must set up an environment based on High availability functionality is provided by default
your high availability requirements. using a virtual machine restart.

Oracle HTTP Server serves as the load Supports the Oracle Traffic Director (OTD) load

balancer. balancer during provisioning. Also supports Oracle
Cloud Infrastructure load balancer, which must be
configured manually post-provisioning.

You typically use shared storage. Shared storage is available through Database File
System (DBFS) or OCI File Storage Service (FSS)
in the cloud:

*  You can use a combination of database direct
configuration for IMS and JTA logs and use
DBFS for other shared file use cases.

*  Any custom software or “one-off” patches
must be installed on each virtual machine in
the cloud.

e Log files are local to each virtual machine.

e Managed Servers by default will write to a file
on their own local disks. Optionally, you can
configure adapters to read/write files from
shared storage (DBFS/FSS).

*  Ephemeral storage vs. block storage vs.
Oracle Cloud Infrastructure Object Storage
Classic:

—  Ephemeral storage is built every time the
virtual machine is started — nothing is
saved (stateless).

—  Block storage is similar to regular file
storage. The Oracle SOA code and your
data is written from your virtual machine
(stateful) to file storage.

—  The Oracle Cloud Infrastructure Object
Storage Classic is used for long term
storage and backups. This service is
accessible through the Oracle Cloud
Infrastructure Object Storage Classic
Console.

Note: You must provision Oracle Cloud
Infrastructure Object Storage Classic
prior to provisioning Oracle SOA Cloud
Service. During Oracle SOA Cloud
Service provisioning, you select the
storage container (Oracle Cloud
Infrastructure Object Storage Classic) to

use.
Network access for on-premises networks ¢  External network access must be configured
varies from site to site, as well as logic at the virtual machine level and the Oracle
processes. Usually it is completely open to Traffic Director level.
employees, as long as they have the right <«  Logins to the virtual machine can be done
credentials. through an SSH tunnel.
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Chapter 2

About Oracle SOA Cloud Service Subscriptions and Licenses

Oracle SOA Suite On-Premises

Oracle SOA Cloud Service

There should not be any connectivity
issues blocking Oracle SOA Cloud Service
and your on-premises applications.

When using the File Adapter, each
Managed Server can read from a shared
directory.

The SOA debugger and automatic SOA
composite application tester (unit tester) in
Oracle JDeveloper are supported when
connecting to on-premises SOA Server.

JMS store and JTA transaction logs can
use either Oracle database or file stores.

Supports Oracle SOA for Healthcare.
After installing Oracle SOA Suite, you can

install Oracle Business Process
Management Suite on top of it.

Connectivity between Oracle SOA Cloud Service
adapters and on-premises applications may be
blocked by your corporate firewall. Connections
can be established by using an SSH tunnel from
the application server to which the adapter
connects.

When using the File Adapter, each Managed
Server should be configured to read files from File
Storage Server (FSS).

The SOA debugger and automatic SOA composite
application tester (unit tester) in Oracle JDeveloper
are not supported when connecting to SOA Server
in the cloud.

JMS store and JTA transaction logs will use Oracle
database instead of file stores.

Oracle SOA for Healthcare is not available.

Oracle Business Process Management Suite is
not available with Oracle SOA Cloud Service.
Instead, you can subscribe to Oracle Process
Cloud Service or run Oracle Business Process
Management Suite on Oracle Java Cloud Service.

= Tutorial

About Oracle SOA Cloud Service Subscriptions and

Licenses

Oracle SOA Cloud Service is no longer available for new accounts. Instead, use our
newer Oracle Cloud Infrastructure offering, Oracle SOA Suite on Marketplace.

If you're looking for our newest integration functionality and adapters, go to Oracle

Integration 3 on the Oracle Help Center.

About the Components of Oracle SOA Cloud Service

Oracle SOA Cloud Service supports releases 12.2.1.4,12.2.1.3, 12.2.1.2
(deprecated), and 12.1.3 (deprecated) of Oracle SOA Suite and its constituent
components. Only releases 12.2.1.4 and 12.2.1.3 can be provisioned for new

ORACLE

instances.

e Oracle SOA Suite. Oracle SOA Suite is a comprehensive, hot-pluggable software
suite that enables you to build, deploy, and manage integrations using service-
oriented architecture (SOA). Oracle SOA Suite provides the following capabilities:

— Consistent tooling

— A single deployment and management model

— End-to-end security

— Unified metadata management

Oracle SOA Suite enables you to transform complex application integrations into
agile and reusable service-based applications to shorten the time to market,
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About the Components of Oracle SOA Cloud Service

respond faster to business requirements, and lower costs. Critical business services,
such as customer, financial, ordering information, and others that were previously
accessible only in packaged application user interfaces can be rapidly modeled for
mobile devices such as smart phones and tablets with Oracle SOA Suite.

Oracle SOA Suite includes the following core components:

— BPEL (Business Process Execution Language) — Orchestrates integration
processes.

— Human Workflow — Creates interactions that require human input, like approvals or
manual routing decisions.

— Business Rules — Defines flexible business rules to direct actions in an integration
process, such as approval routing decisions.

— Mediator — Mediates messages and provides routing and the capability to transform
simple message flows.

See:

— "Overview of Oracle SOA Suite" in Understanding Oracle SOA Suite (12.2.1.4 |
12.2.1.3|12.2.1.2 | 12.1.3)

— "Introduction to Building Applications with Oracle SOA Suite" in Developing SOA
Applications with Oracle SOA Suite (12.2.1.4]12.2.1.3|12.2.1.2| 12.1.3)

Oracle WebLogic Suite. Oracle WebLogic Suite is the flagship Oracle WebLogic Server
edition. It is included with Oracle SOA Cloud Service.

For details about the components of Oracle WebLogic Suite, see Oracle WebLogic
Server in Oracle Fusion Middleware Licensing Information User Manual.

Oracle Service Bus. Oracle Service Bus provides standards-based integration for high-
volume SOA environments. Oracle Service Bus is a core component in Oracle SOA
Cloud Service, acting as a back-bone for SOA messaging. Oracle Service Bus connects,
mediates, and manages interactions between heterogeneous services, legacy
applications, packaged applications, and multiple enterprise service bus (ESB) instances
across an enterprise-wide service network. Oracle Service Bus adheres to the SOA
principles of building coarse-grained, loosely coupled, and standards-based services,
creating a neutral container in which business functions can connect service consumers
and back-end business services, regardless of underlying infrastructure.

Oracle Service Bus management features are deployed on the Administration Server,
and Oracle Service Bus runtime is deployed to all Managed Servers.

You can provision Oracle Service Bus with the SOA with SB & B2B Cluster service
type.
See:

— "About Oracle Service Bus Administration" in Administering Oracle Service Bus
(12.2.1.4]12.2.1.3]12.2.1.2] 12.1.3)

— "About Oracle Service Bus" in Developing Services with Oracle Service Bus (12.2.1.4
| 12.2.1.3]12.2.1.2|12.1.3)

Oracle B2B. Oracle B2B is an e-commerce gateway that enables the secure and reliable
exchange of business documents between an enterprise and its trading partners. Oracle
B2B supports business-to-business document standards, security, transports, messaging
services, and trading partner management. With Oracle B2B used as a binding
component within an Oracle SOA Suite composite application, end-to-end business
processes can be implemented. Note that Oracle B2B with Oracle SOA Cloud Service
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does not support Health Level 7, which enables health care systems to
communicate with each other.

You can provision Oracle B2B with the SOA with SB & B2B Cluster service type.

See "Introduction to Oracle B2B" in Using Oracle B2B (12.2.1.4 | 12.2.1.3 |
12.2.1.2| 12.1.3).

Oracle Managed File Transfer Cloud Service. Oracle MFT Cloud Service is a
high performance, standards-based, end-to-end managed file gateway. It features
design, deployment, and monitoring of file transfers using a lightweight web-based
design-time console that includes transfer prioritization, file encryption, scheduling,
and embedded FTP and sFTP servers.

You can provision Oracle MFT Cloud Service with the MFT Cluster service type.
See Using Oracle Managed File Transfer Cloud Service.

Oracle Business Activity Monitoring (BAM). Oracle BAM is used to monitor
business processes for making tactical and strategic decisions. You can create
dashboards that contain graphical views of data updated either in real time as
streams or on a scheduled basis. Oracle BAM also supports alerting capabilities
for business users to monitor business events, manage business exceptions, and
continuously optimize their processes.

Beginning with 12¢ (12.2.1.3), you can provision Oracle BAM with the Business
Activity Monitoring service type.

# Note:

In the current release of Oracle SOA Cloud Service, only single-node
Oracle BAM 12.2.1.4 can be provisioned. For 12.2.1.3, both single-node
and multi-node Oracle BAM can be provisioned.

See "Understanding Oracle Business Activity Monitoring" in Monitoring Business
Activity with Oracle BAM (12.2.1.4 | 12.2.1.3).

Oracle Technology Adapters. Oracle JCA-compliant adapters enable you to
integrate your business applications, and provide a robust, lightweight, highly-
scalable and standards-based integration framework for disparate applications to
communicate with each other.

With the growing need for business process optimization, efficient integration with
existing back-end applications has become the key to success. To optimize
business processes, you can integrate applications by using JCA 1.5 compliant
resource adapters. Adapters support a robust, light weight, highly scalable, and
standards-based integration framework, which enables disparate applications to
communicate with each other. For example, adapters enable you to integrate
packaged applications, legacy applications, databases, and Web services. Using
Oracle JCA adapters, you can ensure interoperability by integrating applications
that are heterogeneous, provided by different vendors, based on different
technologies, and run on different platforms.

You can provision Oracle technology adapters with the SOA with SB & B2B
Cluster service type.

See "Introduction to Oracle JCA Adapters" in Understanding Technology Adapters
(12.2.1.4]12.2.1.3]12.2.1.2]12.1.3)
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Oracle Cloud Adapters. Cloud adapters simplify and accelerate integration with your
SaaS applications. These adapters provide value to your SaasS integrations. Specifically,
they provide lower costs of implementation and maintenance, ease of use, improved
developer productivity and faster time-to-market for SaaS application integrations.

You can provision Oracle cloud adapters with the SOA with SB & B2B Cluster service
type.

See About Adapters for Oracle SOA Cloud Service.

Oracle Enterprise Scheduler. Oracle Enterprise Scheduler is installed with Oracle SOA
Cloud Service. Oracle Enterprise Scheduler enables you to define, schedule, and run
jobs. A job is a unit of work done on an application's behalf. For example, you might
define a job that runs a particular PL/SQL function or command-line process.

See:

— "Introduction to Oracle Enterprise Scheduler" in Administering Oracle Enterprise
Scheduler (12.2.1.4]12.2.1.3| 12.2.1.2 | 12.1.3)

— "Introduction to Oracle Enterprise Scheduler" in Developing Applications for Oracle
Enterprise Scheduler (12.2.1.412.2.1.3|12.2.1.2|12.1.3)

Oracle Web Services Manager (OWSM). OWSM provides the policy manager for
securing web services, including authentication and authorization. OWSM is installed by
default when you install Oracle Fusion Middleware Infrastructure. It is licensed only
through Oracle SOA Suite; a standalone license is not available.

See:

— "Enabling Security with Policies and Message Encryption" in Developing SOA
Applications with Oracle SOA Suite (12.2.1.4]12.2.1.3|12.2.1.2| 12.1.3)

— Administering Web Services (12.2.1.4|12.2.1.3|12.2.1.2 | 12.1.3)

— Securing Web Services and Managing Policies with Oracle Web Services Manager
(12.2.1.4]12.2.1.3]12.2.1.2]| 12.1.3)

About Life Cycle Management of Oracle SOA Cloud Service

Instances

With a few clicks of the mouse, you can create an Oracle WebLogic Server production
environment in the cloud that is based on best practices, optimized for high performance and
reliability, and is integrated with your Oracle SOA Cloud Service instances.

When you create an Oracle SOA Cloud Service instance, you create and configure an Oracle
Fusion Middleware Infrastructure domain with the resources defined in the following table.

Resources

Description

Administration Server

Operates as the central control entity for the configuration of the entire domain.
It maintains the domain's configuration documents and distributes changes in
the configuration documents to managed servers.

Each Oracle SOA Cloud Service instance has one server instance that hosts
the Administration Server.

ORACLE
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Resources Description

Managed Servers Host business applications, application components, Web services, and their
associated resources.

When creating an Oracle SOA Cloud Service instance, you can configure up to
four Managed Servers, then scale out, as needed.

By default, the Managed Servers are named as follows:
first8charsOfDomainName server n(where n starts with 1 and is
incremented by 1 for each additional Managed Server to guarantee unique
names).

Cluster Consists of multiple Oracle WebLogic Server instances running simultaneously
and working together to provide increased scalability and reliability. In a cluster,
most resources and services are deployed identically to each Managed Server
(as opposed to a single Managed Server), enabling failover and load balancing.

A cluster is configured automatically for a production-level Oracle SOA Cloud
Service instance.

By default, the cluster name is generated from the first eight characters of the
Oracle SOA Cloud Service instance name using the following format:
first8charsOfInstanceName cluster.

Load Balancer Employs Oracle Traffic Director for load balancing to manage routing requests
across all Managed Servers and provide failover and replication.

It is recommended that you enable the load balancer when you configure more
than one Oracle SOA Cloud Service in your environment. Enabling the load
balancer is optional.

If you want more information about Oracle WebLogic Server domains, see "WebLogic
Server Domains" in Understanding Oracle WebLogic Server (12.2.1.4 ] 12.2.1.3).

After the Oracle SOA Cloud Service instance is created, the Administration Server in
the domain is started automatically. You can deploy applications and manage the
domain resources using the standard administration tools, including Enterprise
Manager Fusion Middleware Control, Oracle WebLogic Server Administration Console,
Oracle WebLogic Scripting Tool (WLST), Node Manager, and Oracle Traffic Director
Console.

" Note:

If you extend your domain using the administration tools (for example, to add
an additional cluster), you are responsible for maintaining those additional
resources.

Typical Workflow for Managing the Life Cycle of Oracle SOA Cloud
Service Instances

To manage the life cycle of Oracle SOA Cloud Service instances, follow the typical
workflow shown in the following table.
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< Note:

The table provides links to information about how to perform each task using the
web browser-based Oracle SOA Cloud Service Console. For information about
using the REST API to manage the life cycle of Oracle SOA Cloud Service
instances, see REST API for Oracle SOA Cloud Service.

Task More Information

Access the Oracle SOA Cloud Service Console after you have See Access the Oracle SOA Cloud Service
signed in. Console

Create a new Oracle SOA Cloud Service instance by stepping For Oracle Cloud Infrastructure, see Provision a
through the Oracle SOA Cloud Service provisioning wizard. Custom Oracle SOA Cloud Service Instance on
Oracle Cloud Infrastructure

For Oracle Cloud Infrastructure Classic, see
Provision a Custom Oracle SOA Cloud Service
Instance on Oracle Cloud Infrastructure Classic

View status, resource allocation, and other details for all Oracle  Explore the Oracle SOA Cloud Service Console
SOA Cloud Service instances.

View status, resource allocation, and other details for an About the Oracle SOA Cloud Service User
individual Oracle SOA Cloud Service instance. Interface
Deploy and undeploy applications to an Oracle SOA Cloud Deploy and Undeploy Applications to an Oracle

Service instance using JDeveloper, Fusion Middleware Control, ~ SOA Cloud Service Instance
the WebLogic Server Administration Console, and WLST

commands. You cannot deploy and undeploy applications directly

through the Oracle SOA Cloud Service Console.

Stop Oracle SOA Cloud Service instances or individual Managed Stop or Start an Oracle SOA Cloud Service
Servers. Restart the Administration Server or individual Instance and Individual VMs
Managed Servers if reboot is needed.

Disable the load balancer to block any new traffic to an Oracle Disable Load Balancer Traffic to Suspend an
SOA Cloud Service instance temporarily while maintenance is Oracle SOA Cloud Service Instance
performed.

Scale an Oracle SOA Cloud Service instance by scaling a cluster Scale an Oracle SOA Cloud Service Instance
or a node.

Add storage to a node that is running out of space. An Oracle Add Storage to a Node
Compute Cloud Service storage volume is created and attached
to the node’s VM.

Change the license type of an Oracle SOA Cloud Service Change the License Type for an Oracle SOA
instance from BYOL to Cloud License or vice versa after the Cloud Service Instance
instance is created.

Back up your Oracle SOA Cloud Service instances to preserve  Back Up and Restore an Oracle SOA Cloud
them in a particular state. If necessary, undo changes by Service Instance

restoring the instance’s configuration data from a backup. You

can also restore the software to its current official patch set

update (PSU) level.

Manage access to an Oracle SOA Cloud Service instance by Delete an Oracle SOA Cloud Service Instance
deleting the instance.

Use tags to organize and categorize your Oracle SOA Cloud Manage Tags for a Service Instance
Service instances, and to search for them.
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About Oracle SOA Cloud Service Roles and User Accounts

Oracle SOA Cloud Service uses roles to control access to tasks and resources. A role
assigned to a user gives certain privileges to the user.

The following role is created for Oracle SOA Cloud Service: SOA Administrator.

When the Oracle SOA Cloud Service account is first set up, the service administrator
is given the SOA Administrator role. User accounts with the role must be added before
anyone can access and use Oracle SOA Cloud Service.

The identity domain administrator can create more SOA administrators by creating
user accounts and assigning the role to users. For information about how to add user

accounts in Oracle Cloud, see:

»  For Oracle Cloud Infrastructure: Managing Oracle Identity Cloud Service Users
and Groups in the Oracle Cloud Infrastructure Console in the Oracle Cloud

Infrastructure documentation.

* For Oracle Cloud Infrastructure Classic: Managing Users, User Accounts, and
Roles in Managing and Monitoring Oracle Cloud

Topics:

*  SOA Administrator

* Related Service Administrators
* Service Instance Users

e Oracle Cloud Infrastructure Policies

SOA Administrator

The primary role in Oracle SOA Cloud Service is SOA Administrator.

ORACLE

The following table summarizes the privileges given to the SOA Administrator role.

Description of Privilege

More Information

Can create and delete service instances

Provision an Oracle SOA Cloud Service
Instance

Delete an Oracle SOA Cloud Service Instance

Can stop and start service instances, and VMs

Stop or Start an Oracle SOA Cloud Service
Instance and Individual VMs

Can suspend and enable service instances by
disabling and enabling the load balancer

Disable Load Balancer Traffic to Suspend an
Oracle SOA Cloud Service Instance

Can scale, patch, and back up or restore
service instances

Scale an Oracle SOA Cloud Service Instance

About Managing Patches for Instances
Provisioned With Earlier Releases

Back Up and Restore an Oracle SOA Cloud
Service Instance

Can administer load balancers for service
instances

Administer the Load Balancer for an Oracle
SOA Cloud Service Instance
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Description of Privilege

More Information

Can monitor and manage service usage in

Oracle Cloud

For Oracle Cloud Infrastructure: See the
Oracle Cloud Infrastructure
documentation.

For Oracle Cloud Infrastructure Classic:
Performing Service-Specific Tasks in
Managing and Monitoring Oracle Cloud

Can grant the SOA Administrator role to

existing users

For Oracle Cloud Infrastructure: Managing
Oracle Identity Cloud Service Users and
Groups in the Oracle Cloud Infrastructure
Console in the Oracle Cloud Infrastructure
documentation.

For Oracle Cloud Infrastructure Classic:
Managing Users, User Accounts, and
Roles in Managing and Monitoring Oracle
Cloud

Related Service Administrators

The following table summarizes the privileges given to other related service administrator

roles in Oracle Cloud.

Role

Privileges

Compute Operations

DBaaS_Administrator

Storage ReadWriteGroup

Storage Administrator

Create Oracle SOA Cloud Service instances on
Oracle Cloud Infrastructure Classic regions.

Create and manage Oracle Database Classic
Cloud Service deployments.

A database deployment must exist prior to
creating an Oracle SOA Cloud Service instance,
unless you create the service instance by using a
QuickStart template. See Quickly Try Out an
Instance in Oracle Cloud Infrastructure Classic.

Enable backups for an Oracle SOA Cloud Service
instance, and store the backups in an existing
Oracle Cloud Infrastructure Object Storage Classic
container.

Create Oracle Cloud Infrastructure Object Storage
Classic containers to use as backup storage
locations for Oracle SOA Cloud Service instances.

Service Instance Users

Learn about the operating system and Oracle WebLogic Server administrative user accounts
that are created when you create an Oracle SOA Cloud Service instance.

ORACLE
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Account

Description More Information

VM OS User

The opc user has root privileges Access a VM Through a Secure Shell
on the OS running on a VM: (SSH)

¢ CanconnecttoaVM
through SSH for direct VM-
level access to an Oracle
SOA Cloud Service
instance.

¢ Can create other OS
accounts on a VM using the
appropriate OS tool through
the SSH interface.

The oracle user cannot be

used to log into a host:

e Only has regular user
permissions to start and
stop Oracle products that
have been installed on the
host.

Note that there are no default

passwords for either the opc or

oracle user.

NOTE: Do not update the
oracle user password or
password expiration policy. The
PaaS Service Manager uses the
oracle user for administrative
access and counts on the
password being stable.

SSH access to the VM by the
opc user is based on the public
key provided at the time the
Oracle SOA Cloud Service
instance was provisioned.

You provide the private key
when you log in to the VM as
opc. Once logged in, as a root
user you can switch to the
oracle user with:

sudo su - oracle

WebLogic
Administrator

Can manage Oracle WebLogic Access an Administration Console for

Server in Oracle SOA Cloud Software that a Service Instance Is
Service. Running

Can access and use the Use the WebLogic Server

WebLogic Server Administration Administration Console to Deploy and
Console. Undeploy an Application

Can manage users and groups
in the embedded LDAP.

Can configure other identity
providers.

Can deploy and undeploy
applications using the WebLogic
Server Administration Console.
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< Note:

The Oracle WebLogic Server administrator account and VM OS User accounts are
not stored or managed in Oracle Cloud.

You provide the user name and password for the WebLogic Administrator when you
create an Oracle SOA Cloud Service instance.

The credentials and permissions for the WebLogic Administrator and all end user
accounts that the administrator creates are stored and managed in Oracle
WebLogic Server.

Oracle Cloud Infrastructure Policies

Learn about how to create and manage resources in Oracle Cloud Infrastructure,
administrators define policies that grant privileges to users and groups.

To create and manage resources in Oracle Cloud Infrastructure, administrators define
policies that grant privileges to users and groups. For example, to create a database for use
with Oracle SOA Cloud Service in either an Oracle Autonomous Transaction Processing or
Oracle Cloud Infrastructure database, an administrator must create policies that grant you
access to these services. See Securing IAM in the Oracle Cloud Infrastructure
documentation.

In order to create Oracle SOA Cloud Service instances in an Oracle Cloud Infrastructure
region, an administrator must create policies that grant specific privileges to Oracle SOA
Cloud Service.

For example, the administrator must specify the following policy to grant Oracle SOA Cloud
Service access to the Autonomous Transaction Processing or Oracle Cloud Infrastructure
database:

e Autonomous Transaction Processing database
Allow service PSM to inspect autonomous-database in compartment Autonomous
Transaction Processing database compartment

*  Oracle Oracle Cloud Infrastructure database
Allow service PSM to inspect database-family in compartment Oracle Cloud
Infrastructure database compartment

See Prerequisites for Oracle Platform Services on Oracle Cloud Infrastructure in the Oracle
Cloud Infrastructure documentation.

About Adapters for Oracle SOA Cloud Service

ORACLE

Oracle SOA Cloud Service includes a number of adapters.

All of the adapters delivered with Oracle SOA Suite are available for Oracle SOA Cloud
Service, Oracle Service Bus, and Oracle SOA Suite domain types. Connectivity to on-
premises applications should be verified, and either SSH tunnels or VPN service should be
used for connectivity to on-premises applications.

See the Oracle Integration Adapters Certification Matrix for certification information about the
various integration adapters.
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Oracle Technology Adapters
See Understanding Technology Adapters (12.2.1.4| 12.2.1.312.2.1.2 | 12.1.3)

Oracle Cloud Adapters

Oracle Cloud Adapters are automatically installed and available as part of the Oracle
SOA Cloud Service provisioned environment.

See the Oracle SOA Cloud Service supports the following cloud adapters for the SOA
and OSB service types:

12.2.1.4:

e Ariba Adapter

*  Oracle Eloqua Cloud Adapter (outbound from Oracle SOA Suite on Marketplace to
Eloqua only)

e Oracle ERP Cloud Adapter

*  Oracle NetSuite Adapter (outbound from Oracle SOA Suite on Marketplace to
NetSuite only)

*  Oracle RightNow Adapter

e Oracle Sales Cloud Adapter
»  Salesforce Adapter

*  ServiceNow Adapter

e SuccessFactors Adapter

12.2.1.3:

e Oracle Sales Cloud Adapter
e Oracle RightNow Cloud Adapter

e Oracle Eloqua Cloud Adapter (outbound from Oracle SOA Cloud Service to
Eloqua only)

»  Salesforce Adapter
* Oracle ERP Cloud Adapter

e Oracle NetSuite Cloud Adapter (outbound from Oracle SOA Cloud Service to
NetSuite only)

e Ariba Adapter

*  SuccessFactors Adapter
*  ServiceNow Adapter
12.2.1.2:

e Oracle Sales Cloud Adapter
e Oracle RightNow Cloud Adapter

e Oracle Eloqua Cloud Adapter (outbound from Oracle SOA Cloud Service to
Eloqua only)

e Salesforce Adapter
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e Oracle ERP Cloud Adapter

*  Oracle NetSuite Cloud Adapter (outbound from Oracle SOA Cloud Service to NetSuite
only)

e Ariba Adapter
e SuccessFactors Adapter

12.1.3:

e Oracle Sales Cloud Adapter

e Oracle RightNow Cloud Adapter

*  Oracle Eloqua Cloud Adapter

e Salesforce Cloud Adapter

e Oracle HCM connectivity (For integration with HCM, please refer to the following blogs.)
— Integrating with HCM using MFT
— HCM File integration using Oracle SOA Cloud Service

Certified Application Adapters
The following enterprise application adapters are available:

* Oracle E-Business Suite Adapter (12.2.1.4]12.2.1.3|12.2.1.2)

* Integration Adapter for SAP R/3 (12.2.1.4] 12.2.1.3| 12.2.1.2)

» JD Edwards World Adapter (12.2.1.4| 12.2.1.3| 12.2.1.2 | 12.1.3)
Siebel Adapter (12.2.1.4 | 12.2.1.3| 12.2.1.2)

B2B Adapter for EDI

The B2B Adapter for EDI provides a comprehensive platform for the implementation and
management of business processes utilizing EDI and its related standards.

The B2B Adapter for EDI is only available for use with the Universal Credits billing model and
is billed as an additionally metered amount on the Oracle SOA Cloud Service OCPUs at the
instance level during provisioning or scaling. After provisioning, the B2B Adapter for EDI
cannot be disabled from an existing Oracle SOA Cloud Service instance. The adapter can
only be set during the initial provisioning process and can only be removed by deleting the
instance. Billing can be paused by stopping the instance, which stops the entire Oracle SOA
Cloud Service VM. Another option is to create a new Oracle SOA Cloud Service instance
without the B2B Adapter for EDI and migrate Oracle SOA Cloud Service projects and artifacts
to the new instance. To migrate from an old Oracle SOA Cloud Service instance to a new
Oracle SOA Cloud Service instance, see Migrating to the Cloud and Side-by-Side Upgrade in
the Cloud for SOA on Marketplace, SOA Cloud Service, and MFT Cloud Service

It is recommended that B2B processing be done in an instance separate from your SOA
processing so that you can dedicate resources to CPU intensive tasks like the batch
processing of EDI transactions and not impact your real-time SOA transaction processing.
For existing Oracle SOA Cloud Service customers that have metered or non-metered Oracle
SOA Cloud Service instances, the recommended path forward for using the B2B Adapter for
EDI, is to provision a new Oracle SOA Cloud Service instance in the Universal Credits
account, and then use that instance exclusively for B2B processing. This allows you to run
an existing SOA instance in parallel with your B2B instance.
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You can download the B2B Document Editor to use with Oracle B2B from the Oracle
SOA Suite Download page.

To download the B2B Document Editor:

1.
2.

Accept the license agreements.

Expand Free Oracle SOA Suite 12c Installations and then expand
Recommended Install Process.

Under Additional Components, click Download next to the B2B Document
Editor components.

About the Oracle SOA Cloud Service User Interface

Explore the Oracle SOA Cloud Service user interface pages.

Topics:

Explore the Oracle SOA Cloud Service Welcome Page

Explore the Oracle SOA Cloud Service Console

About the Oracle SOA Cloud Service User Interface

Explore the Oracle SOA Cloud Service Administration Page for Backups
Explore the Oracle SOA Cloud Service Administration Page for Patching
Explore the Oracle SOA Cloud Service Activity Page

(Oracle Cloud Infrastructure Classic only) Explore the Oracle SOA Cloud Service
IP Reservations Page

Explore the Oracle SOA Cloud Service Welcome Page

You can use the Oracle SOA Cloud Service Welcome page to get started using Oracle
SOA Cloud Service.

ORACLE

When you access Oracle SOA Cloud Service the first time for an account, you will see
the Welcome page, where you can explore videos and tutorials about Oracle SOA
Cloud Service.
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¢ SOA Cloud Service Weicomal =

Instances  Activity = SSH Access

Welcome to Oracle SOA Cloud Service!

Watch Video Follow Tutorial Go to Console

See what's new and noteworthy in this release

Discover Learn
a z—./ﬁ\ “ .. Qverview of Oracle SOA Cloud Service Select the role that best describes you, and we'll suggest the best way 1o learn about
S~ ' Oracle SOACS Cloud Ser
= (@5} = oveview of features and capavilties of Oracle SOA Cloud racle oua senviee
o 5 Service Service Administrator
238 "| create service instances and keep them updated.”

C - Provisioning Oracle SOA Cloud Service
s Detailed walkthrough of sieps o provision Oracle SOA Cloud
== Service
= e
248

Deploying a Service Bus Application to Oracle SOA
- __/ Cloud Service

| © Leam how to deploy a Service Bus application from your local
maching to the Oracle SOA Suite Cloud Service

1:54

Use the Oracle SOA Cloud Service Welcome page to perform the following tasks:

e Get started by stepping through the tutorials.
e Discover Oracle SOA Cloud Service by watching video demonstrations of key tasks.
e Learn what's new and noteworthy in the current release of Oracle SOA Cloud Service.

e Learn about Oracle SOA Cloud Service by selecting your role to customize your learning
path.

e Navigate to the Oracle SOA Cloud Service Console.

The following table describes the key information shown on the Oracle SOA Cloud Service
Welcome page.

Element Description

Instances Click to navigate to the Oracle SOA Cloud Service Console. See Explore the
Oracle SOA Cloud Service Console.

Welcome! Click to redisplay this page.

Watch Video Click to see a video about how to get started with Oracle SOA Cloud
Service.

Follow Tutorial Click to complete tutorials about how to get started with Oracle SOA Cloud
Service.

Go to Console Click to navigate to the Oracle SOA Cloud Service Console. See Explore the

Oracle SOA Cloud Service Console.
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Element Description

See what’s new and noteworthy in Click to read What's New for Oracle SOA Cloud Service.
this release

Discover Watch videos that demonstrate how to perform key tasks.
Learn Click your role to customize your learning path.

Explore the Oracle SOA Cloud Service Console

You can use the Oracle SOA Cloud Service Console to view all existing Oracle SOA
Cloud Service instances and to create new instances.

= ORACLECloud infrastructure >

SOA Cloud Service

Instances  Activity

R 2 2 30e 888 4

Instances OCPUs Memory Storage Public IPs

Instances

Instance Name | | Search by instance name ortags o |e Gk lnn

&
2
8
8
2
ml

Version: 122141941 Nodes: 2 ocPUs: 2
Edition: ~ Suite Edition Created On:  Jun 27, 2020 4:00:41 AM UTC Memory: 30 GB
Storage: 444 GB

Nodes: 2 OCPUs: 5°
Submitted On:  Apr 16, 2020 4:46:25 PM UTC. Memory: 75 GB"
Storage: 444 GB

¢ soAcso™
=A atus:

The following table describes the key information shown on the Oracle SOA Cloud
Service Console.

Element

Description

Instances tab

Click to navigate to the Oracle SOA Cloud Service Console (this page).

Activity tab

Click to navigate to the Oracle SOA Cloud Service Console Activity page.

QuickStarts

(Oracle Cloud Infrastructure Classic only) Click to create a QuickStart instance.
See Quickly Try Out an Instance in Oracle Cloud Infrastructure Classic.

Welcome!

Click to display the Welcome page.

Summary panel

Shows the following information:

* Instances: Number of Oracle SOA Cloud Service instances in the identity
domain.

*  OCPUs: Total number of Oracle Compute Units (OCPUSs) allocated across
all Oracle SOA Cloud Service instances.

*  Memory: Total amount of memory in GBs allocated across all Oracle SOA
Cloud Service instances.

e Storage: Total amount of block storage in GBs allocated across all Oracle
SOA Cloud Service instances.

*  Public IPs: Total number of IP reservations allocated across all Oracle
SOA Cloud Service instances.

Instances

All Oracle SOA Cloud Service instances in the identity domain, with search
fields to filter the list of instances.

ORACLE
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Element Description

Create Instance Create a new Oracle SOA Cloud Service instance. See Provision an Oracle
SOA Cloud Service Instance.
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Element

Description

instance name

Name of an Oracle SOA Cloud Service instance with the following summary
details:

An icon indicating current instance status:

>

- E The instance is being created.

The instance is up and running.

2% The instance is undergoing maintenance or terminating.

- A The instance has failed to be created. This icon can also mean
that the service instance has stopped. See the Activity page.

The instance name. Click the instance name to access more details about

the instance and administration tasks, such as backup and restore.

Status: Current status of the instance.

Version: Version of Oracle WebLogic Server configured for the instance.

Valid values are: 12.2.1.4.0, 12.2.1.3.0, 12.2.1.2.0 (deprecated), and

12.1.3.0 (deprecated).

Edition: Edition configured for the instance, which is always Suite Edition.

For more information about this edition, see Explore WebLogic Server and

click WebLogic Suite.

Nodes: Number of nodes allocated for the instance.

Created On: When provisioning is complete, date and time in UTC that the

instance was created.

OCPUs: Number of OCPUs allocated for the instance.

Memory: Amount of memory in GBs allocated for the instance.

Storage: Amount of storage in GBs allocated for the instance.

Click = to select the following actions (the actions shown are dependent

on the instance configuration):

— Open WebLogic Server Administration Console to open the Oracle
WebLogic Server Administration Console.

— Open Service Bus Console to open the Oracle Service Bus Console.

— Open SOA Composer to open Oracle SOA Composer.

— Open B2B Console to open the Oracle B2B Console.

— Open Load Balancer Console to open the console to administer the
load balancer, if a load balancer has been configured for the instance.
See Administer the Load Balancer for an Oracle SOA Cloud Service
Instance.

— Open MFT Console to open the Oracle Managed File Transfer
Console.

— Open Fusion Middleware Control Console to open the Oracle
Fusion Middleware Control Console to administer your application
environment.

—  Open Worklist Application to open the Oracle Worklist Application.

— Open BAM Composer to open the Oracle BAM Composer.

— Start | Stop | Restart. See Stop, Start, or Restart an Oracle SOA
Cloud Service Instance.

— Access Rules (for Oracle Cloud Infrastructure Classic only). See
Manage Access Rules for an Oracle SOA Cloud Service Instance.

— Add SSH Access to add a new SSH public key to the instance if
needed. See Add an SSH Public Key.

— Add Tags or Manage Tags to create or manage tags for the instance.
See Create, Assign, and Unassign Tags.

ORACLE
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Element Description

Change License Type to change the license type of the instance
(BYOL or Cloud License). See Change the License Type for an Oracle
SOA Cloud Service Instance.

Delete to delete the service instance. In the Delete Instance dialog, set
the following options and click Delete:

*

Force service deletion: (Optional) Select this check box if you
want the service instance to be deleted even if the database
deployment cannot be reached to delete the database schemas. If
enabled, you may need to delete the associated database
schemas manually on the database deployment if they are not
deleted as part of the service instance delete operation.
Administration User Name: Enter the name of the database
administrator user that was specified when the database
deployment was created. This user owns the instance’s repository
and schemas. If you have specified two databases, specify the
name of the administrator for the database deployment for the
Oracle required schema.

Password: Enter the Database Administrator user password for
the database deployment that contains the Oracle required
schema

See Delete an Oracle SOA Cloud Service Instance.

Instance Create and Delete Shows details about created or deleted instances.

History

»  Select the time period for which you are interested in viewing created and

failed service instances.

*  Show only failed attempts: Select this check box if you want to see failed
attempts only.

* Details: Displays system messages logged during the creation or deletion
process. Messages include information about auto-retry attempts.

Explore the Oracle SOA Cloud Service Administration Page for Backups

You can use the Backups tab on the Administration page to back up and restore an Oracle
SOA Cloud Service instance.

ORACLE
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& sobl2soacs

SOA Cloud Service / sobl2soacs

Overview Backup  Paiching

3 A Last activity BACKUP Apr 14, 2021 8:10:04 AM UTC failed. See the activity log for Details
Nodes
»
Daily at 8:10:00 AM UTC Wednesday at 8:10:00 AM UTC
Incremental Backups Full Backups
oMB 0
Backups on Cloud Storage Backup Volume Used (MB)

Administration

0
Patches Available

Most Recent Backup A Apr 14, 2021 8:10:07 AM UTC

Available Backups | E
Apr 14, 2021 8:10:07

AM UTC
Most recent backup
failed

4/8/20211201AM g to | Search End Date Y Q,

As 0fApr 15,2021 12:01:02 AMUTC (3
NiA
Last Successful Backup

0.00
Backup Volume Used (%)

NiA )
Ut S ce=aTil No backups available.
Backup
4 Restore History
4/8/202112:01 AM E‘g to Search End Date E‘a O\ [ iInclude unsuccessful restoration attempts.
No backups restored.
Element Description

Click to view the following
information about the
instance:

Service Level
Region

Created By

Created On
Description
License

Identity Domain
Metering Frequency
Subscription id

Click the Overview tile to access the Oracle SOA Cloud Service

Overview Instance Overview page at any time.
3
MNodes

| 3
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Element

Description

Summary Table

The blue summary table at the top of the tab lists the following
information:

e Status of incremental backups, including:

—  The scheduled time for incremental backups

—  The total amount of space, in MB or GB, that backups
occupy in the Oracle Cloud Infrastructure Object Storage
Classic container for storing backups. This amount
includes space that is occupied by backups that have
been manually uploaded to the container, if any, in
addition to the space occupied by backups that Oracle
SOA Cloud Service has moved there.

e Status of full backups, including how much data has been
used. The total amount of space, in MB or GB, that local
copies of backups occupy in the backup volume on the block
storage of the virtual machine where the Administration
Server is running.

*  The size of the last successful backup as a percentage of the
available space that backups occupy in the backup volume on
the block storage of the virtual machine where the
Administration Server is running.
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Element

Description

Available Backups

List of available backups. By default, only backups for the last 7
days are listed.
Use the search fields to specify a range of dates for which you

]

want backups returned, then click

Click to select the following actions:

*  Backup Now to create an on-demand backup of the
instance. See Initiate an On-Demand Backup of an Oracle
SOA Cloud Service Instance.

e Configure Backups to set when scheduled backups occur
and to specify how backups are stored. See:

— Update Backup and Recovery Credentials
—  Configure Automated Backups for an Oracle SOA Cloud
Service Instance

« Disable Backups to disable backups for the instance. This

includes both automated and on-demand backups.

*  Enable Backups to reenable backups for the instance.

In the list of backups, the icons for each backup indicate status,
with a timestamp indicating when the backup was started. Click
the icon for additional information:

"2 The backup is in progress. It will not be available for use
in restoring the service instance until it is completed.

“e The backup completed. It is available for use in restoring
the instance if needed.

. L

The scheduled backup completed, after which Oracle SOA
Cloud Service tried but failed to move or delete one or more
older backups. For information about when and why Oracle
SOA Cloud Service moves or deletes older backups, see
Where Backups Are Stored. The backup is still available for
use in restoring the service instance.

To find out why Oracle SOA Cloud Service could not move or
remove the older backup, place the cursor over the icon.

The presence of the older backup may cause future backups
to fail because of insufficient space. For information about
how to prevent future backups from failing in this way see
Problems with Backup and Restoration.

Each backup includes the following information:

*  Type: A comma-separated pair of words that describes the
type of the backup. The first word in the pair describes the
extent of the backup:

— Incremental—The backup contains only the runtime
artifacts of each managed virtual machine in the service
instance.

—  Full—The backup contains runtime artifacts and files
that change infrequently or do not change.

The second word in the pair indicates how the backup was

initiated:

—  If the backup was initiated automatically at the scheduled
time, Scheduled is displayed.
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Element Description

—  If the backup was initiated by a user, the name of the
user is displayed.

—  If the backup was initiated in response to another
management operation by a user, the name of the user
is displayed.

See How Backups Are Initiated.

e Available Until: The date and time until which the backup will
be retained.

e Click Notes to display the notes that were provided when the
backup was created or the restoration was performed.

Click = to select the following actions:

— Restore to restore the instance from the backup. See
Restore an Oracle SOA Cloud Service Instance from a
Backup.

— Delete to delete the backup. See Delete a Backup.

Restore History Expand to display a list of all the restoration operations on this
service instance. By default, only restoration operations for the
last 7 days are listed. Use the search fields to specify a range of

O
dates for which you want restore history, then click

Select Include unsuccessful restore attempts to include the
unsuccessful restoration operations in the list.

In the list of restoration operations, the icons for each restoration
indicate status, with a timestamp indicating when the restoration
was started. Click the icon for additional information:

@ The restoration operation completed.

Z The restoration operation is in progress.

A The restoration attempt was unsuccessful.

Each restoration operation includes the following information:

e From Backup: The date and time when the backup from
which the service instance was restored was created.

e Status: The status of the restoration operation (Completed,
In Progress, or Failed). Click the status to see detailed
status messages for the operation.

e Click Notes to display the notes that were provided when the
backup was created or the restoration was performed.

Explore the Oracle SOA Cloud Service Administration Page for Patching

The Patching tab on the Administration page of the Oracle SOA Cloud Service Console is not
supported by Oracle SOA Cloud Service.

This page is not used for patching Oracle SOA Cloud Service instances. Instead, refer to
About Managing Patches for Instances Provisioned With Earlier Releases.
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& sobl2soacs

SOA Cloud Service / sobl2soacs b B o 4+ 2
Qverview Backup Patching
3 A Last activity BACKUP Apr 14, 2021 8:10:04 AM UTC failed. See the activity log for Details
Nodes Available Patches As of Apr 14, 2021 10:43:20 PMUTC (3

No patches available.

4 Patch and Rollback History
Administration

0
Paiches Available

No patches applied.

Apr 14, 2021 8:10:07
AM UTC

Most recent backup
failed

N/A
Last Successful
Backup

Explore the Oracle SOA Cloud Service Activity Page

You can use the Activity page to search for and review Oracle SOA Cloud Service
activities that have occurred in your identity domain. To access this page, click the
Activity tab in the Oracle SOA Cloud Service Console.

SOA Cloud Service

Instances

Activity
Use this page to search and review activities of cloud senvice instances in your identity domain.

Search Activity Log

ORACLE

StartTime  4/14/2021 1218 AM  [ig Search to Time Y Service TYDe:  SOA Cloud Senice v
Range:
" Operation | 4y = " Operation: =
Status
Instance Name
Search Reset
Results per page: | 10 | ¥ 9 result(s) as of Apr 15, 2021 12:18:29 AW UTC (3
Operation Instance Name Service Type (S)ralion Start Time 4 ¥ End Time jnizaed
atus By
b Delete Senice sob12213Mtest S0A Cloud Service  Succeeded Apr 14, 2021 5:42:28 PM UTC Apr 14,2021 55912 PMUTC OCLOUDS.
¥ Scale Application 50b12213I1test S0A Cloud Service  Succeeded Apr 14, 2021 5:19:22 PM UTC Apr 14, 2021 5:24:04 PMUTC OCLOUD9...
P Scale Application 50b12213I1test S0A Cloud Service  Succeeded Apr 14, 2021 4:56:17 PM UTC Apr 14, 2021 5:01:37 PMUTC OCLOUD9...
¥ Scaleln s0b122121test S0A Cloud Service  Succeeded Apr 14,2021 4.07:58 PMUTC Apr 14,2021 44243 PMUTC QcLouDa...
P Start Senice s0b12213I1test S0A Cloud Service  Succeeded Apr 14, 2021 3:28:59 PM UTC Apr 14, 2021 34729 PMUTC OCLOUDS9...
P Stop Senice 50b12213I1test S0A Cloud Service  Succeeded Apr 14, 2021 3:25:57 PMUTC Apr 14, 2021 328118 PMUTC OCLOUD?9...
b Scale Out 50012213 1test S0A Cloud Service  Succeeded Apr 14,2021 2:13:41 PMUTC Apr 14,2021 32544 PMUTC OcLouDg...
P Create Senice s0b122131test SOA Cloud Senvice  Succeeded Apr 14, 2021 10:39:53 AM UTC Apr 14,2021 1:53:38 PMUTC 0OCcLouUDa.
P BackUp sobl2soacs SOA Cloud Service  Failed Apr 14, 2021 8:10:04 AM UTC Apr 14, 2021 8:24:29 AM UTC System
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Element

Description

Search Activity Log

Details about search activity:

Start Time Range: Set date values to list only
operations started within a specified time range.
The range defaults to the previous 24 hours.
Operation Status: Select one or more status
types to list operations of only the selected

status types:

Instance Name: Enter an instance name to list
operations only for that instance. You can enter
a full or partial service instance name.

Service Type: Select a service type to list
operations only for instances of that service
type. The default value is the current cloud

All (default)
Scheduled
Running
Succeeded
Failed

service type.

Operation: Select one or more to list only those
operations. You can select any subset of the
given operations. Default: All.

Search Searches for activities by applying the filters
specified by the fields abvoe, and displays matching
operations in the list.

Reset Clears the Start Time Range and Instance Name

fields, and returns the Operation Status and
Operation fields to their default values.

Results per page

Select the number of results you want to view per
page. The default value is 10.

Click next to an operation to show and hide status
messages for the operation.

Explore the Oracle SOA Cloud Service IP Reservations Page

@ This topic applies only to Oracle Cloud Infrastructure Classic.

You can use the IP Reservations page to search for and view the existing IP reservations. To
access this page, click the IP Reservations tab in the Oracle SOA Cloud Service Console.

Element

Description

Search IP Reservations by
name or region

Enter a full or partial IP reservation name or region name and click the search

icon to search for a particular IP reservation.

Create

Create a new IP reservation. See Create an IP Reservation.

ORACLE
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About the Oracle SOA Cloud Service User Interface

Explore the Oracle SOA Cloud Service user interface pages.

Topics:

*  Explore the Oracle SOA Cloud Service Welcome Page

* Explore the Oracle SOA Cloud Service Console

*  About the Oracle SOA Cloud Service User Interface

»  Explore the Oracle SOA Cloud Service Administration Page for Backups
»  Explore the Oracle SOA Cloud Service Administration Page for Patching
» Explore the Oracle SOA Cloud Service Activity Page

* (Oracle Cloud Infrastructure Classic only) Explore the Oracle SOA Cloud Service
IP Reservations Page

Explore the Oracle SOA Cloud Service Welcome Page

You can use the Oracle SOA Cloud Service Welcome page to get started using Oracle
SOA Cloud Service.

When you access Oracle SOA Cloud Service the first time for an account, you will see
the Welcome page, where you can explore videos and tutorials about Oracle SOA
Cloud Service.

¢ SOA Cloud Service Wokomol =

Instances  Activity = SSH Access

Welcome to Oracle SOA Cloud Service!

Watch Video Follow Tutorial Go to Console

See what's new and noteworthy in this release

Discover Learn
L — Overview of Oracle SOA Cloud Service Select the role that best describes you, and we'll suggest the best way to learn about
F ~ Oracle SOACS Cloud Service
= L‘&J == Overview of features and capabilities of Oracle SOA Cloud
- \j/= 5 Service Service Administrator
238 " create service instances and Keep them updated.”
= - Provisioning Oracle SOA Cloud Service
= Detailed walkthrough of steps to provision Oracle SOA Cloud
= o Service
2:46
= Deploying a Service Bus Application to Oracle SOA
= / Cloud Service
o o Learn how to deploy a Service Bus application from your local
machine to the Oracle SOA Suite Cloud Service
154
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Use the Oracle SOA Cloud Service Welcome page to perform the following tasks:

»  Get started by stepping through the tutorials.
» Discover Oracle SOA Cloud Service by watching video demonstrations of key tasks.
* Learn what's new and noteworthy in the current release of Oracle SOA Cloud Service.

» Learn about Oracle SOA Cloud Service by selecting your role to customize your learning
path.

* Navigate to the Oracle SOA Cloud Service Console.

The following table describes the key information shown on the Oracle SOA Cloud Service
Welcome page.

Element Description

Instances Click to navigate to the Oracle SOA Cloud Service Console. See Explore the
Oracle SOA Cloud Service Console.

Welcome! Click to redisplay this page.

Watch Video Click to see a video about how to get started with Oracle SOA Cloud

Service.

Follow Tutorial

Click to complete tutorials about how to get started with Oracle SOA Cloud
Service.

Go to Console

Click to navigate to the Oracle SOA Cloud Service Console. See Explore the
Oracle SOA Cloud Service Console.

See what’s new and noteworthy in

Click to read What's New for Oracle SOA Cloud Service.

this release
Discover Watch videos that demonstrate how to perform key tasks.
Learn Click your role to customize your learning path.

Explore the Oracle SOA Cloud Service Console

ORACLE

You can use the Oracle SOA Cloud Service Console to view all existing Oracle SOA Cloud
Service instances and to create new instances.

= ORACLE Cloud

Infrastructure

SOA Cloud Service

Instances  Activity
As of Jul 13,2020 7:46:54 PM UTC. G
Summary
2 2 306 888 4
Instances OCPUs Memory Storage Public IPs
Instances
Instance Name v | Search by instance name o tags ) Croate Instance
m soacsyny =
=5 Version:  122.1.4.1941 Nodes: 2 ocPUs: 2
Edition:  Suite Edition Created On:  Jun 27, 2020 4:00:41 AM UTC Memory: 30 GB
Storage: 444 GB
(\ SOACSOTD =
iA Status: Nodes: 2 OCPUs: 5°

Version:  122.1.3.1241
Edition:  Suite Edition

Submitted On:  Apr 16, 2020 4:46:25 PM UTC Memory: 75 GB*

Storage: 444 GB
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The following table describes the key information shown on the Oracle SOA Cloud

Service Console.

Element

Description

Instances tab

Click to navigate to the Oracle SOA Cloud Service Console (this page).

Activity tab

Click to navigate to the Oracle SOA Cloud Service Console Activity page.

QuickStarts

(Oracle Cloud Infrastructure Classic only) Click to create a QuickStart instance.
See Quickly Try Out an Instance in Oracle Cloud Infrastructure Classic.

Welcome!

Click to display the Welcome page.

Summary panel

Shows the following information:

Instances: Number of Oracle SOA Cloud Service instances in the identity
domain.

OCPUs: Total number of Oracle Compute Units (OCPUSs) allocated across
all Oracle SOA Cloud Service instances.

Memory: Total amount of memory in GBs allocated across all Oracle SOA
Cloud Service instances.

Storage: Total amount of block storage in GBs allocated across all Oracle
SOA Cloud Service instances.

Public IPs: Total number of IP reservations allocated across all Oracle
SOA Cloud Service instances.

Instances

All Oracle SOA Cloud Service instances in the identity domain, with search
fields to filter the list of instances.

Create Instance

Create a new Oracle SOA Cloud Service instance. See Provision an Oracle
SOA Cloud Service Instance.

ORACLE
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Element

Description

instance name

Name of an Oracle SOA Cloud Service instance with the following summary
details:

An icon indicating current instance status:

>

- E The instance is being created.

The instance is up and running.

2% The instance is undergoing maintenance or terminating.

- A The instance has failed to be created. This icon can also mean
that the service instance has stopped. See the Activity page.

The instance name. Click the instance name to access more details about

the instance and administration tasks, such as backup and restore.

Status: Current status of the instance.

Version: Version of Oracle WebLogic Server configured for the instance.

Valid values are: 12.2.1.4.0, 12.2.1.3.0, 12.2.1.2.0 (deprecated), and

12.1.3.0 (deprecated).

Edition: Edition configured for the instance, which is always Suite Edition.

For more information about this edition, see Explore WebLogic Server and

click WebLogic Suite.

Nodes: Number of nodes allocated for the instance.

Created On: When provisioning is complete, date and time in UTC that the

instance was created.

OCPUs: Number of OCPUs allocated for the instance.

Memory: Amount of memory in GBs allocated for the instance.

Storage: Amount of storage in GBs allocated for the instance.

Click = to select the following actions (the actions shown are dependent

on the instance configuration):

— Open WebLogic Server Administration Console to open the Oracle
WebLogic Server Administration Console.

— Open Service Bus Console to open the Oracle Service Bus Console.

— Open SOA Composer to open Oracle SOA Composer.

— Open B2B Console to open the Oracle B2B Console.

— Open Load Balancer Console to open the console to administer the
load balancer, if a load balancer has been configured for the instance.
See Administer the Load Balancer for an Oracle SOA Cloud Service
Instance.

— Open MFT Console to open the Oracle Managed File Transfer
Console.

— Open Fusion Middleware Control Console to open the Oracle
Fusion Middleware Control Console to administer your application
environment.

—  Open Worklist Application to open the Oracle Worklist Application.

— Open BAM Composer to open the Oracle BAM Composer.

— Start | Stop | Restart. See Stop, Start, or Restart an Oracle SOA
Cloud Service Instance.

— Access Rules (for Oracle Cloud Infrastructure Classic only). See
Manage Access Rules for an Oracle SOA Cloud Service Instance.

— Add SSH Access to add a new SSH public key to the instance if
needed. See Add an SSH Public Key.

— Add Tags or Manage Tags to create or manage tags for the instance.
See Create, Assign, and Unassign Tags.

ORACLE

2-31


https://www.oracle.com/java/weblogic/editions/

Chapter 2
About the Oracle SOA Cloud Service User Interface

Element Description

Change License Type to change the license type of the instance
(BYOL or Cloud License). See Change the License Type for an Oracle
SOA Cloud Service Instance.

Delete to delete the service instance. In the Delete Instance dialog, set
the following options and click Delete:

*

Force service deletion: (Optional) Select this check box if you
want the service instance to be deleted even if the database
deployment cannot be reached to delete the database schemas. If
enabled, you may need to delete the associated database
schemas manually on the database deployment if they are not
deleted as part of the service instance delete operation.
Administration User Name: Enter the name of the database
administrator user that was specified when the database
deployment was created. This user owns the instance’s repository
and schemas. If you have specified two databases, specify the
name of the administrator for the database deployment for the
Oracle required schema.

Password: Enter the Database Administrator user password for
the database deployment that contains the Oracle required
schema

See Delete an Oracle SOA Cloud Service Instance.

Instance Create and Delete Shows details about created or deleted instances.

History

»  Select the time period for which you are interested in viewing created and

failed service instances.

*  Show only failed attempts: Select this check box if you want to see failed
attempts only.

* Details: Displays system messages logged during the creation or deletion
process. Messages include information about auto-retry attempts.

Explore the Oracle SOA Cloud Service Administration Page for Backups

You can use the Backups tab on the Administration page to back up and restore an
Oracle SOA Cloud Service instance.

ORACLE
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& sobl2soacs

SOA Cloud Service ] sobl2soacs > B © + T
Overview Backup Patching
3 A Last activity BACKUP Apr 14, 2021 8:10:04 AM UTC failed. See the activity log for Details
Nodes As of Apr 15, 2021 12:01:02 AMUTC Q3

Administration

0
Patches Available

Apr 14, 2021 8:10:07
AM UTC

Most recent backup
failed

N/A
Last Successful
Backup

Daily at 8:10:00 AM UTC ‘Wednesday at 8:10:00 AM UTC N/A
Incremental Backups Full Backups Last Successful Backup
0MB 0 0.00
Backups on Cloud Storage Backup Volume Used (MB) Backup Volume Used (%)

Most Recent Backup A Apr 14, 2021 8:10:07 AMUTC

Available Backups | =

=3

41812021 1201 AM (g Search End Date [y O,

No backups available.

4 Restore History

41812021 1201 AM g to  Search End Date [ O\ [1include unsuccessful restoration attempts.

No backups restored.

Element

Description

Click to view the following
information about the
instance:

Service Level

Region

Created By
Created On
Description

License

Identity Domain
Metering Frequency
Subscription id

Overview

3
MNodes

Click the Overview tile to access the Oracle SOA Cloud Service
Instance Overview page at any time.
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Element Description
Summary Table The blue summary table at the top of the tab lists the following
information:

e Status of incremental backups, including:

—  The scheduled time for incremental backups

—  The total amount of space, in MB or GB, that backups occupy
in the Oracle Cloud Infrastructure Object Storage Classic
container for storing backups. This amount includes space
that is occupied by backups that have been manually
uploaded to the container, if any, in addition to the space
occupied by backups that Oracle SOA Cloud Service has
moved there.

»  Status of full backups, including how much data has been used.
The total amount of space, in MB or GB, that local copies of
backups occupy in the backup volume on the block storage of the
virtual machine where the Administration Server is running.

»  The size of the last successful backup as a percentage of the
available space that backups occupy in the backup volume on the
block storage of the virtual machine where the Administration
Server is running.
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Element

Description

Available Backups

List of available backups. By default, only backups for the last 7 days
are listed.
Use the search fields to specify a range of dates for which you want

)

backups returned, then click

Click to select the following actions:

*  Backup Now to create an on-demand backup of the instance. See
Initiate an On-Demand Backup of an Oracle SOA Cloud Service
Instance.

»  Configure Backups to set when scheduled backups occur and to
specify how backups are stored. See:

— Update Backup and Recovery Credentials
—  Configure Automated Backups for an Oracle SOA Cloud
Service Instance

» Disable Backups to disable backups for the instance. This

includes both automated and on-demand backups.

*  Enable Backups to reenable backups for the instance.

In the list of backups, the icons for each backup indicate status, with a
timestamp indicating when the backup was started. Click the icon for
additional information:

"2 The backup is in progress. It will not be available for use in
restoring the service instance until it is completed.

"% The backup completed. It is available for use in restoring the
instance if needed.

L L

The scheduled backup completed, after which Oracle SOA Cloud
Service tried but failed to move or delete one or more older
backups. For information about when and why Oracle SOA Cloud
Service moves or deletes older backups, see Where Backups Are
Stored. The backup is still available for use in restoring the service
instance.

To find out why Oracle SOA Cloud Service could not move or
remove the older backup, place the cursor over the icon.

The presence of the older backup may cause future backups to fail
because of insufficient space. For information about how to prevent
future backups from failing in this way see Problems with Backup
and Restoration.

Each backup includes the following information:

*  Type: A comma-separated pair of words that describes the type of
the backup. The first word in the pair describes the extent of the
backup:

— Incremental—The backup contains only the runtime artifacts
of each managed virtual machine in the service instance.

—  Full—The backup contains runtime artifacts and files that
change infrequently or do not change.

The second word in the pair indicates how the backup was

initiated:

—  If the backup was initiated automatically at the scheduled time,
Scheduled is displayed.

—  If the backup was initiated by a user, the name of the user is
displayed.
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Element Description

—  If the backup was initiated in response to another
management operation by a user, the name of the user is
displayed.

See How Backups Are Initiated.

* Available Until: The date and time until which the backup will be
retained.

*  Click Notes to display the notes that were provided when the
backup was created or the restoration was performed.

Click = to select the following actions:
— Restore to restore the instance from the backup. See Restore
an Oracle SOA Cloud Service Instance from a Backup.

— Delete to delete the backup. See Delete a Backup.

Restore History Expand to display a list of all the restoration operations on this service
instance. By default, only restoration operations for the last 7 days are
listed. Use the search fields to specify a range of dates for which you

O
want restore history, then click

Select Include unsuccessful restore attempts to include the
unsuccessful restoration operations in the list.

In the list of restoration operations, the icons for each restoration
indicate status, with a timestamp indicating when the restoration was
started. Click the icon for additional information:

¢ The restoration operation completed.

Z The restoration operation is in progress.

A The restoration attempt was unsuccessful.

Each restoration operation includes the following information:

*  From Backup: The date and time when the backup from which the
service instance was restored was created.

»  Status: The status of the restoration operation (Completed, In
Progress, or Failed). Click the status to see detailed status
messages for the operation.

*  Click Notes to display the notes that were provided when the
backup was created or the restoration was performed.

Explore the Oracle SOA Cloud Service Administration Page for Patching

The Patching tab on the Administration page of the Oracle SOA Cloud Service
Console is not supported by Oracle SOA Cloud Service.

This page is not used for patching Oracle SOA Cloud Service instances. Instead, refer
to About Managing Patches for Instances Provisioned With Earlier Releases.
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{» sobl2soacs

SOA Cloud Service / sobl2soacs » [ | o &= &
Qverview Backup Patching
3 A Last activity BACKUP Apr 14, 2021 8:10:04 AM UTC failed. See the activity log for Details
Nodes Available Patches As of Apr 14, 2021 10:43:29 PMUTC &3

No patches available.

4 Patch and Rollback History
Administration

0
Patches Available

No patches applied.

Apr 14, 2021 8:10:07
AM UTC

Most recent backup
failed

NI
Last Successful
Backup

Explore the Oracle SOA Cloud Service Activity Page

You can use the Activity page to search for and review Oracle SOA Cloud Service activities
that have occurred in your identity domain. To access this page, click the Activity tab in the
Oracle SOA Cloud Service Console.

SOA Cloud Service

Instances

Activity

Use this page to search and review activities of cloud service instances in your identity domain.

ORACLE

Search Activity Log
StartTime  4/14/2021 1218 AN [ig Search to Time [y Service Type:  SOA Cloud Service ~
Range
" Operation | = " Operation: =
Status
Instance Name
Search Reset
Results per page: 10 ¥ 9 result(s) as of Apr 15, 2021 12:18:29 AM UTC (3.
Operation Instance Name Service Type {;:)eration Start Time 4. ¥ End Time fuitiated
atus By
b Delete Service 50012213/1test S0A Cloud Service  Succeeded Apr 14,2021 5:42:28 PMUTC Apr14, 2021 5:59:12 PM UTC OCLOUDS.
¥ Scale Application sob12213[1test S0OA Cloud Service Succeeded Apr 14, 2021 5:19:22 PMUTC Apr 14, 2021 5:24:04 PM UTC OCLOUDY.
P Scale Application sob12213[1test S0A Cloud Service Succeeded Apr 14, 2021 4:56:17 PMUTC Apr 14, 2021 5:01:37 PM UTC OCLOUDY.
P Scaleln s0b122131test S0A Cloud Service Succeeded Apr 14, 2021 4:07:58 PMUTC Apr 14, 2021 44243 PMUTC OCLOUDY...
P Start Senvice s0b12213[1test S0A Cloud Service Succeeded Apr 14, 2021 3:28:59 PMUTC Apr 14, 2021 3:47:29 PM UTC QCcLouDS. ..
P Stop Senice 5001221311test S0ACloud Service Succeeded Apr 14,2021 3:25:57 PMUTC Apr14,2021 32818 PMUTC 0OCLOUDS...
P Scale Out 5001221311test S0A Cloud Service Succeeded Apr 14,2021 213:41 PMUTC Apr 14,2021 3:25:44 FMUTC 0OCLOUDS...
P Create Senice 5001221311test S0A Cloud Service  Succeeded Apr14, 2021 10:39:53 AMUTC  Apr 14, 2021 1:53:38 PMUTC OCLOUDY9...
b BackUp sobl2soacs S0A Cloud Service  Failed Apr 14,2021 8:10:04 AMUTC Apr14, 2021 8:24:29 AMUTC System
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Element Description

Search Activity Log Details about search activity:

e Start Time Range: Set date values to list only
operations started within a specified time range.
The range defaults to the previous 24 hours.

*  Operation Status: Select one or more status
types to list operations of only the selected
status types:

—  All (default)
— Scheduled
—  Running

—  Succeeded
—  Failed

* Instance Name: Enter an instance name to list
operations only for that instance. You can enter
a full or partial service instance name.

*  Service Type: Select a service type to list
operations only for instances of that service
type. The default value is the current cloud
service type.

*  Operation: Select one or more to list only those
operations. You can select any subset of the
given operations. Default: All.

Search Searches for activities by applying the filters
specified by the fields abvoe, and displays matching
operations in the list.

Reset Clears the Start Time Range and Instance Name
fields, and returns the Operation Status and
Operation fields to their default values.

Results per page Select the number of results you want to view per
page. The default value is 10.

3 Click next to an operation to show and hide status
messages for the operation.

Explore the Oracle SOA Cloud Service IP Reservations Page

@ This topic applies only to Oracle Cloud Infrastructure Classic.

You can use the IP Reservations page to search for and view the existing IP
reservations. To access this page, click the IP Reservations tab in the Oracle SOA
Cloud Service Console.

Element Description

Search IP Reservations by Enter a full or partial IP reservation name or region name and click the search
name or region icon to search for a particular IP reservation.

Create Create a new IP reservation. See Create an IP Reservation.
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About Oracle SOA Cloud Service Instances in Oracle Cloud
Infrastructure and Oracle Cloud Infrastructure Classic

You can create Oracle SOA Cloud Service instances in Oracle Cloud Infrastructure and in
Oracle Cloud Infrastructure Classic.

Topics:
e Oracle Cloud Infrastructure

e Oracle Cloud Infrastructure Classic

» Differences Between Instances in Oracle Cloud Infrastructure and Oracle Cloud
Infrastructure Classic

» Differences Between Instances in Oracle Cloud at Customer and Oracle Cloud
Infrastructure

*  Workflow for Creating an Instance in Oracle Cloud Infrastructure

Oracle Cloud Infrastructure

Oracle Cloud Infrastructure combines the elasticity and utility of public cloud with the granular
control, security, and predictability of on-premises infrastructure to deliver high-performance,
high availability, and cost-effective infrastructure services.

Depending on the shape you select for the Oracle SOA Cloud Service region during instance
provisioning, Oracle Cloud Infrastructure provides you with dedicated physical server access
for the highest performance and strongest isolation.

Oracle Cloud Infrastructure Classic

Oracle Cloud Infrastructure Classic is an enterprise-grade service that provides a rapidly
provisioned virtual compute environment to easily migrate Oracle workloads and run them at
scale with deployment options and predictable performance.

The underlying compute environment is a virtual machine (VM). A virtual machine is an
independent computing environment that runs on top of physical bare metal hardware. The
virtualization makes it possible to run multiple VMs that are isolated from each other. VMs are
ideal for running applications that do not require the performance and resources (CPU,
memory, network bandwidth, storage) of an entire physical machine.

Differences Between Instances in Oracle Cloud Infrastructure and Oracle Cloud
Infrastructure Classic

The Oracle WebLogic Server environment that your Oracle SOA Cloud Service instance
provides in either type of infrastructure is substantially the same. A few differences exist in
the underlying infrastructure components and in the supported capabilities. Awareness of
these differences will help you choose an appropriate region while creating the instance.
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Feature Oracle Cloud Infrastructure Oracle Cloud Infrastructure Classic

Availability Each region has multiple isolated Not applicable.

domains availability domains, with separate
power and cooling. The availability
domains within a region are
interconnected using a low-latency
network. When creating an instance,
you can select the availability domain
in which the instance should be
placed.

Compute VM.Standard.* and BM.Standard.* Standard and high memory shapes.

shapes shapes. Note: The list of available shapes may
Note: The list of available shapes may vary by region.
vary by region.

Networking You must attach each instance to a You can attach instances to IP
subnet, in a virtual cloud network networks defined in Oracle Cloud
created in Oracle Cloud Infrastructure. Infrastructure Compute Classic.

Reserving Not supported. Supported.

public IP

addresses

Scaling the Not supported. Supported.

shape of a

node

Adding block  The minimum size and scaling The minimum size and scaling

storage increment of block storage volumes is  increment for block storage volumes is
in multiples of 50 GB. 1 GB.

Managing Configure security rules in the Oracle  Use the Oracle SOA Cloud Service

access rules  Cloud Infrastructure interfaces. Console to configure access rules.

Object You must create the object storage You can create the object storage

storage for bucket in Oracle Cloud Infrastructure  container either before or during

backups before creating the instance. instance creation.

Billing Oracle Cloud Infrastructure services You can buy Oracle SOA Cloud

can only be billed through Universal
Credit Service accounts. Existing
Universal Credit Service accounts can
be used.

Service on a metered or non-metered
basis.

Differences Between Instances in Oracle Cloud at Customer and Oracle Cloud

Infrastructure

- External database: External database support is not available on Oracle Cloud at

Customer.

* Public access network and database network: Option to specify the public
access network and database network while provisioning is not available on
Oracle Cloud at Customer.

* NFS remote backup: Option to specify NFS remote backup is not available on
Oracle Cloud at Customer.

 Domain and database backup: Both domain and database backup are supported
on Oracle Cloud at Customer.
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Workflow for Creating an Instance in Oracle Cloud Infrastructure

Task More Information
Create the required network, ¢  To learn about these resources, see Prerequisites for Oracle
storage, and security Platform Services in the Oracle Cloud Infrastructure documentation.
Irsfsroutrrces; 'rr' Oracle Cloud °  For step-by-step instructions to create these resources, see =
astructure. Creating the Infrastructure Resources Required for Oracle Platform
Services.
Create the Oracle SOA See Provision an Oracle SOA Cloud Service Instance

Cloud Service instance.

About Managing Oracle SOA Cloud Service Instances

ORACLE

Following best practices ensures that your Oracle SOA Cloud Service instances are
manageable.

Reliable management of Oracle SOA Cloud Service instances requires a specific software
environment that includes service instances of Oracle Database Classic Cloud Service and
Oracle Cloud Infrastructure Object Storage Classic, and a secure shell (SSH) public key. For
details on these features, see Prerequisites.

To keep your service instances manageable by Oracle SOA Cloud Service, follow these
guidelines:

* To ensure that you can restore the database for an Oracle SOA Cloud Service instance
without risking data loss for other service instances, do not use the same Oracle
Database Classic Cloud Service as a Service instance with multiple Oracle SOA Cloud
Service instances. Backups of an Oracle Database Cloud Service instance that are used
with multiple Oracle SOA Cloud Service instances contain data for all the Oracle SOA
Cloud Service instances. If you restore the database while restoring an Oracle SOA
Cloud Service instance, data for all the Oracle SOA Cloud Service instances is restored.

* Do not use an Oracle Cloud Infrastructure Object Storage Classic container that you use
for backups of Oracle SOA Cloud Service instances for any other purpose. For example,
do not use it to back up Oracle Database Classic Cloud Service instances. Using the
container for multiple purposes can result in billing errors.

*  Apply only patches that are applicable for Oracle SOA Cloud Service. This includes
Patch Set Updates (PSUs) and Oracle SOA Cloud Service bundle patches.

* Use only the default domain that was provisioned when a service instance was created.
Do not add any Oracle WebLogic Server domains to the service instance.

* If you plan to integrate multi-domain environments, ensure that the first eight characters
of your Oracle SOA Cloud Service instance name are unique so that all domains and
associated resources have unique names.

By default, the names of the domain and cluster in the Oracle SOA Cloud Service
instance are generated from the first eight characters of the Oracle SOA Cloud Service
instance name, and will use the following formats, respectively:

— first8charsOfServiceInstanceName domain
— first8charsOfServiceInstanceName cluster

See Administering JMS Resources for Oracle WebLogic Server (12.2.1.4]12.2.1.3 |
12.2.1.2|12.1.3).
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* Add Managed Servers to a service instance only by scaling out the Oracle
WebLogic Server cluster in the service instance. Do not use Oracle WebLogic
Server administrative interfaces for this purpose.

For information about how to scale out the cluster in a service instance, see Scale
Out an Oracle SOA Cloud Service Cluster.

* Add Oracle WebLogic Server clusters to a service instance only by using the
Oracle SOA Cloud Service REST API for scaling out a service instance. Do not
use Oracle WebLogic Server administrative interfaces for this purpose.

For information about the REST API for scaling out a service instance, see REST
API for Oracle SOA Cloud Service.

* Do not attach custom storage volumes to a service instance's VMs.

Any custom storage volumes that you attach are detached if the service instance
is restarted.

If a service instance requires additional storage, add storage by scaling the service
instance’s cluster as explained in Scale Out an Oracle SOA Cloud Service Cluster.

* For any disk volume that Oracle SOA Cloud Service attaches to an service
instance VMs during creation of the service instance:

— Do not detach, change file access permissions for, or change the mount point
of a disk volume

— Except for the DOMAIN HOME volume, do not change the content of a disk
volume.

For details about these volumes, see About the Storage Volumes Attached to the
WebLogic Server Nodes in Administering Oracle Java Cloud Service.

* Do not change the egress and ingress network and security settings of any
infrastructure resources that the service instance uses.

» If you close any ports or protocols post-provisioning, you may end up in blocking
your server endpoint URLS. You must ensure that you have valid ingress rules
allowing traffic from known sources only.

You can open new ports and protocols, but closing existing ports and protocols
may impair the functioning of a service instance.

See About the Default Access Ports.
* Do not detach NAT IP addresses from any of a service instance's VMs.

* Do not change the Oracle Fusion Middleware component schemas with which a
service instance was provisioned.

* Do not change the ports for the Oracle WebLogic Server administration server and
the Oracle Traffic Director administration server.

* Do not change OS users and SSH key settings that Oracle SOA Cloud Service
configured during creation of a service instance.

About Security

Security in the cloud is a shared responsibility between you and Oracle. In a shared,
multitenant compute environment, Oracle is responsible for the security of the
underlying cloud infrastructure (such as data center facilities, hardware, and software)
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and you are responsible for securing your workloads and configuring your services (such as
compute, network, storage, and database) securely.

(responsible for

Customer Data
User Credentials and Other Account Information

Account Access and Application Management

Customer Strong IAM Policies, OS, and Application Patching

Network and Firewall Configuration

security in the cloud) VCN Configuration, Security Lists, and Route Tables

Client-Side Encryption

Key Management

s ™\
Other Infra Services (LB, WAF)
Oracle
(responsible for Compute, Network, Storage Isolation, IAM Framework
security of the cloud)
Physical Security

o

S/

The following principles are fundamental to using any application securely:

Keep patches up-to-date. This includes all product patches that are applicable. For more
information, see About Managing Patches for Instances Provisioned With Earlier
Releases and Patches Installed By Release.

Limit privileges as much as possible. Users should be given only the access necessary to
perform their work. User privileges should be reviewed periodically to determine
relevance to current work requirements.

Monitor system activity. Establish who should access which system components, and
how often, and monitor those components.

Learn about and use the Oracle Cloud Infrastructure and Oracle Cloud Infrastructure
Classic security features.

Use secure best practices. For more information, see Security Best Practices in the
Oracle Cloud Infrastructure documentation.

Keep up-to-date on security information. Oracle regularly issues security-related patch
updates and security alerts. Install all security patches as soon as possible. See the
Critical Patch Updates and Security Alerts website.

If you're creating a Linux instance, then try to determine how many users you expect to
access the instance and plan for a separate SSH key pair for each user.

Keep your SSH keys secure. Lay down policies to ensure that the keys aren't lost or
compromised when employees leave the organization or move to other departments. If
you lose your private key, then you can't access your instances. For business continuity,
ensure that the SSH keys of at least two IT system administrators are added to your
instances.

If you need to edit the ~/.ssh/authorized keys file of a user on your instance, then
before you make any changes to the file, start a second ssh session and ensure that it
remains connected while you edit the authorized keys file. This second ssh session
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serves as a backup. If the authorized keys file gets corrupted or you
inadvertently make changes that result in your getting locked out of the instance,
then you can use the backup ssh session to fix or revert the changes. Before
closing the backup ssh session, test the changes you made in the

authorized keys file by logging in with the new or updated SSH key.

e Ensure instance isolation by creating security lists and adding instances to the
appropriate security lists. Instances within a security list can inter-communicate
freely over any protocol.

»  For Oracle Cloud Infrastructure Classic instances:

— To allow incoming traffic to all the instances in a security list, set up a security
rule with the security list as the destination and with the required source and
protocol settings.

— Use security rules carefully and open only a minimal and essential set of ports.
Keep in mind your business needs and the IT security policies of your
organization.

— When you add an instance to a security list, all the security rules that use that
security list—as either the source or destination—are applicable to the
instance. Consider a security list that is the destination in two security rules,
one rule that allows SSH access from the public Internet and another rule
permitting HTTPS traffic from the public Internet. When you add an instance to
this security list, the instance is accessible from the public Internet over both
SSH and HTTPS. Keep this in mind when you decide the security lists that you
want to add an instance to.

e To monitor network traffic on Oracle Cloud Infrastructure, enable VCN flow logs.
For more information, see VCN Flow Logs in the Oracle Cloud Infrastructure
documentation.

e WebLogic Server includes a set of demonstration private keys, digital certificates,
and trusted certificate authorities that are for development only. Oracle highly
recommends that you use third-party Certificate Authority (CA) signed certificates
in a production environment.

About Managing Patches for Instances Provisioned With
Earlier Releases

ORACLE

It is your responsibility to keep your Oracle SOA Cloud Service instances up-to-date
with the latest software bundle patches.

The following types of patches apply to your Oracle SOA Cloud Service instances:

*  SOA Bundle Patches
e Quarterly Security Patches

e Operating System Patches

SOA Bundle Patches

When you provision a new Oracle SOA Cloud Service instance, it contains all of the
latest patches associated with the product. However, once instances are created, they
are not automatically updated with the latest bundle patches from subsequent
releases. You are responsible for keeping the instance patch levels current.
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Apply only patches that are applicable for Oracle SOA Cloud Service. This includes Patch
Set Updates (PSUs) and Oracle SOA Cloud Service bundle patches.

To retrieve a list of SOA bundle patches that have been applied to your Oracle SOA Cloud
Service instance:

1. Use the ssh command to connect to the Administration Server (as the opc user):
ssh -1 private key opc@VM IP address

2. Change to the oracle user:
sudo su - oracle

3. Enter the following command:

cat /ull/app/oracle/tools/downloadBinaries/soacs/
toponame version patches.txt

For example:

cat /ull/app/oracle/tools/downloadBinaries/soacs/
20.3.1.0.0 soaosbb2b 12.2.1.4 patches.txt

Example Output:
["p30549478 122140 Generic.zip","p31396632 122140 Generic.zip"]

Applying bundle patches to existing instances may involve multiple Oracle SOA Cloud
Service instances that were provisioned at different times that may include different bundle
patches. Contact Oracle Support for information about the latest Oracle SOA Cloud Service
certified patches and instructions on how to apply the patches.

¢ Note:

You can find the current list of Oracle SOA Cloud Service bundle patches in
Patches Installed By Release.

Quarterly Security Patches

Oracle recommends that you subscribe to security updates and apply quarterly security
patches that are available for your release. For more information, see Stepl: Apply the Latest
Patch Set Update for WebLogic Server.

Operating System Patches

Oracle SOA Cloud Service does not provide cloud tooling to patch the operating system for
the nodes in a service instance. You are responsible for installing any operating system
patches. Refer to your operating system patching documentation for information.

Recommendations:

- Before applying an operating system patch, stop the SOA servers from the command
line. After the patch is applied, start the SOA servers.

e For major version patching (for example, OEL6 to OELS8), consult the Linux upgrade
documentation if your operating system version has a supported upgrade path.

e Always test the patch on a non-production environment before applying it to a production
environment.
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» If you need help with issues in applying Linux patches, file a service request (SR)
at My Oracle Support (click the Service Requests tab, and click Create Technical
SR) on the Oracle Linux product.

About Oracle SOA Cloud Service Roles and Responsibilities
between Oracle and Customer

This table summarizes the division of roles and responsibilities for Oracle SOA Cloud

Service.

R=Responsible, A=Accountable, C=Consulted, I=Informed

Task

Oracle's Role

Customer's Role

Comments

All lifecycle operations:

e Instance provisioning
and deprovisioning

e Backup and restore

. Scale out, scale in,
scale up, scale down

e  Start and stop

e Patching

A

R, A

Customer provisions the
Oracle SOA Cloud Service
instance and is responsible
for all lifecycle operations.

Customer manually applies
operating system, Oracle
SOA Cloud Service, and
MFT patches.

High availability

Oracle provides necessary
capabilities for HA/DR/
replication. Customer is
responsible for
incorporating them into
their solution.

Disaster recovery

Oracle provides necessary
capabilities for HA/DR/
replication. Customer is
responsible for
incorporating them into
their solution.

Security and compliance

R, A

Oracle is responsible for
security and compliance of
the underlying shared
infrastructure.

Customer is responsible for
securing the service
endpoints and console
URLSs exposed by the
individual services.

VPN configuration

R, A

VPN monitoring

R, A

Service monitoring

R, A

User setup, roles and

[eRISRESRES)

R, A

Customer is responsible for

permissions user credentials.
Applications are
maintained and managed
by the customer.
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Task Oracle's Role

Customer's Role

Comments

Maintenance notifications R, A

Customer must subscribe
to Oracle security
notifications.

Oracle publishes security
notifications to subscribed

customers.
Source control and C R, A
continuous delivery
Customer compositesand C R, A
projects
Overage tracking and C R, A
management

About the Infrastructure Resources Used by Oracle SOA Cloud

Service

When you create an Oracle SOA Cloud Service instance, the required virtual machines
(VMs), block storage volumes, and most of the network settings are provisioned and

configured for you.

Topics:

* About the Deployment Topology of Virtual Machines
»  About the Compute Nodes
e About the Disk Volumes

About the Deployment Topology of Virtual Machines

Using Oracle SOA Cloud Service simplifies the work you've to do in order to provision and
configure an Oracle WebLogic Server domain and cluster, and Oracle Traffic Director as the

software load balancer.

The following illustration shows an example of the Oracle SOA Cloud Service virtual machine
(VM) deployment topology that is set up and configured for you when you provision an Oracle
SOA Cloud Service instance with two Managed Servers and also enable a load balancer:

ORACLE
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< Note:

For information about the network protocols and default ports that can be
used from within Oracle Cloud and from outside Oracle Cloud, see About the
Default Access Ports. Note that the HTTP port is disabled if you created the
Oracle SOA Cloud Service instance by using the service instance creation
wizard available through the Oracle SOA Cloud Service Console.

As shown in the illustration, an Oracle SOA Cloud Service instance is a single Oracle
WebLogic Server domain that consists of one WebLogic Administration Server and
one WebLogic Server cluster of Managed Servers for hosting applications. The
example in the topology illustration shows a cluster of two Managed Servers.
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About the Compute Nodes
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The compute nodes in an Oracle SOA Cloud Service instance run Oracle Linux 6. These
virtual machines are highly available and the underlying infrastructure contains built-in
capabilities to migrate an unhealthy node to a separate hardware cluster.

Each Oracle SOA Cloud Service instance that you create can contain one or more nodes.
The first node always contains the WebLogic Administration Server and the first Managed
Server. Each remaining Managed Server runs in its own node. When the service instance is
scaled out, each additional Managed Server is also on its own node.

If a local load balancer is enabled for a service instance, the Oracle Traffic Director
administration server is in a separate node.

When using the Oracle SOA Cloud Service web console to create an instance, you can
create up to four Managed Servers in the cluster. The following table summarizes the number
of Managed Servers you can have in the WebLogic Server cluster, and the corresponding
nodes:

Compute Node 1-Node Cluster 2-Node Cluster 4-Node Cluster

1st node Contains WebLogic Contains WebLogic Contains WebLogic
Administration Server ~ Administration Server  Administration Server
and Managed Server 1 and Managed Server 1 and Managed Server 1

2nd node Contains Managed Contains Managed
Server 2 Server 2
3rd node Contains Managed
Server 3
4th node Contains Managed
Server 4
5th node If present, this node If present, this node If present, this node
contains the load contains the load contains the load
balancer’'s balancer’'s balancer’'s

administration server administration server administration server

# Note:

By default a load balancer is not enabled for a service instance that has a single-
node cluster in the WebLogic Server domain, so the Oracle Traffic Director node
won't be present. When you create a service instance that consists of a multinode
cluster in the domain, Oracle recommends that you enable a load balancer for the
service instance. If enabled, the Oracle Traffic Director node would be present.

Appropriate security rules are configured on the Oracle SOA Cloud Service nodes to enable
communication among the different nodes hosting the WebLogic managed servers, and also
with the Oracle Traffic Director nodes and the Oracle Database Classic Cloud Service nodes.

You have access to all the compute nodes, including the node on which the WebLogic
Administration Server is running. You can use a Secure Shell (SSH) client to log into a node,
as described in Access a VM Through a Secure Shell (SSH).
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You have access to all the virtual machine instances created for Oracle SOA Cloud
Service, including the virtual machine on which the WebLogic Administration Server is

ORACLE

running.

Chapter 2

About the Infrastructure Resources Used by Oracle SOA Cloud Service

The following table lists the disk volumes that are attached to Oracle SOA Cloud
Service virtual machines and the mount points:

Disk Volume

Purpose

Mount Point

Boot/OS volume

The boot volume as provided by the

machine image. Contains the OS
binaries.

Local disk, no mount point

Backup volume Contains a copy of backups up to /u0l/data/backup
seven days old.

DOMAIN HOME Contains data for the domain /u0l/data/domains
corresponding to the Oracle SOA
Cloud Service instance.

APPLICATION HOME Contains deployed applications and /u0l/data/domains
application configuration files.

MW_HOME Contains Oracle WebLogic Server /u0l/app/oracle/
binaries and Oracle Traffic Director middleware

binaries.

JCS_RESERVED

Contains files required by Oracle
SOA Cloud Service, that is, any
binaries and related metadata that
are required by the Oracle SOA
Cloud Service management layer.

/u0l/app/oracle/tools

Caution: Do not modify any
scripts in the /u01/app/
oracle/tools directory.

JDK_HOME

Contains JDK binaries.

/u01/jdk

2-50



ORACLE

Chapter 2
About the Infrastructure Resources Used by Oracle SOA Cloud Service

< Note:

All volumes under /u01, except DOMAIN HOME and APPLICATION HOME, should be
treated as read-only volumes.

The Backup volume is writable by the oracle user; the opc user has read-only
access.

The Boot/OS volume of any service instance provisioned before the mid-August
2015 update to Oracle SOA Cloud Service is an ephemeral disk volume.
Content added to an ephemeral Boot/OS volume does not persist if the service
instance is restarted. If the Boot/OS volume is ephemeral, the entire Boot/OS
volume, including the home directory of the opc user, might be recreated from
the machine image (for example, when an infrastructure patch is applied or the
service instance is restarted).

The Boot/OS volume of any service instance provisioned before the mid-August
2015 update to Oracle SOA Cloud Service is persistent. Content added to a
persistent Boot/OS volume is retained if the service instance is restarted.
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Before You Begin

Before provisioning an Oracle SOA Cloud Service instance, learn about the Oracle SOA
Cloud Service architecture, understand the prerequisites, sign in to the Oracle SOA Cloud
Service Console, and generate an SSH key pair.

Topics:

*  About Oracle SOA Cloud Service Architecture
*  Prerequisites

* Access the Oracle SOA Cloud Service Console

* Generate a Secure Shell (SSH) Public/Private Key Pair

About Oracle SOA Cloud Service Architecture

Before creating an Oracle SOA Cloud Service instance, there are architecture details you
should consider in order to create the service instance that best meets your requirements.

Topics:
e About Oracle SOA Cloud Service Architecture in Oracle Cloud Infrastructure

e About Oracle SOA Cloud Service Architecture in Oracle Cloud Infrastructure Classic

About Oracle SOA Cloud Service Architecture in Oracle Cloud
Infrastructure

The following figure illustrates the components that make up a typical Oracle SOA Cloud
Service service instance on Oracle Cloud Infrastructure.

ORACLE
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Topics:
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» Backup Location

* Load Balancer

If your identity domain is enabled for regions, you can select a region in which your
Oracle SOA Cloud Service instance will reside.

For a list of available regions, see Data Regions for Platform and Infrastructure
Services.

When you select an Oracle Cloud Infrastructure region for a service instance, you
must also select an Availability Domain. See Regions and Availability Domains in the
Oracle Cloud Infrastructure documentation.

Availability Domain

ORACLE

An availability domain consists of a set of data centers within an Oracle Cloud
Infrastructure region.

A region can have multiple isolated availability domains with separate power and
cooling, for example. The availability domains within a region are interconnected via a
low-latency network. See Regions and Availability Domains in the Oracle Cloud
Infrastructure documentation.
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A subnet is a subdivision of a cloud network. Each subnet exists in a single availability
domain and consists of a contiguous range of IP addresses that do not overlap with other
subnets in the cloud network.

You can create your own subnet before you provision an Oracle SOA Cloud Service instance.
See VCNs and Subnets in the Oracle Cloud Infrastructure documentation.

For convenience, if you do not explicitly select a subnet (No Preference), then the service
instance is assigned to a subnet in the predefined Virtual Cloud Network (VCN) named svc-
ven, which is found in the compartment named ManagedCompartmentForPaaS. You cannot
modify these predefined subnets, such as assigning a custom security list. If you prefer more
control over the network configuration for your service instance, then create a custom subnet.

You must satisfy certain subnet and policy prerequisites when you create a subnet for use
with Oracle SOA Cloud Service instances. See Prerequisites for Oracle Platform Services in
the Oracle Cloud Infrastructure documentation.

Software Release

Database

ORACLE

You can select the following Oracle WebLogic Server releases.

e Oracle WebLogic Server 12c¢ (12.2.1.4.0)

See Understanding Oracle WebLogic Server and Documentation Update History in
What's New in Oracle WebLogic Server for 12¢ (12.2.1.4.0).

e Oracle WebLogic Server 12¢ (12.2.1.3.0)

See Understanding Oracle WebLogic Server and Documentation Update History in
What's New in Oracle WebLogic Server for 12¢ (12.2.1.3.0).

With Oracle SOA Cloud Service, you can easily apply patches to an existing service instance.

Oracle has simplified the cloud provisioning policy to align with the WebLogic Server error
correction support policy. Service instance provisioning will now end on the same day as the
error correction end date for the corresponding WebLogic release.

This is specific to the provisioning of WebLogic instances through Oracle SOA Cloud Service
and that this change has no impact on the use of these WebLogic releases within on-
premises environments or within Oracle Cloud laaS environments.

More information about this change can be found in the Oracle Fusion Middleware Lifetime
Support Policy document and Error Correction Support Dates for Oracle Webl ogic Server
Support Note.

Every service instance must be associated with an existing relational database in Oracle
Cloud. Oracle SOA Cloud Service provisions the required infrastructure schema on the
selected database.

The supported database services in Oracle Cloud vary by region. For an Oracle Cloud
Infrastructure region, the infrastructure schema database options are shown in the following
table.
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< Note:

If you specify No Preference for your region, or if you have an older Oracle
Cloud account that doesn't include regions, then you can choose from the
same database options as Oracle Cloud Infrastructure Classic.

Database Supported Versions Additional Information

Oracle Cloud Infrastructure e Oracle Database 19c See Oracle Cloud Infrastructure
database, with or without Oracle e  Oracle Database 18c Database Limitations and Usage
Real Application Clusters (RAC) «  Oracle Database 12¢c release 2  Notes, below.

If you want to use RAC, you will need (12.2.0.1) and release 1

to create an Oracle Cloud (12.1.0.2)

Infrastructure database instance

Oracle Database 11g Release 2

using the standard service level and
Enterprise Edition Extreme
Performance for the Oracle
Database software edition.

Note: Exadata Cloud Service on
Oracle Cloud Infrastructure is not

supported.
Oracle Autonomous Transaction *  Oracle Database 19c See Oracle Autonomous
Processing (ATP) database e Oracle Database 18¢ Transaction Processing (ATP)

Database Limitations and Usage
Notes, below.
More Information:

. Provision Autonomous
Database in Using Oracle
Autonomous Database on
Shared Exadata Infrastructure

ORACLE

General Usage Notes

All databases must be in an active state and not currently in the process of being
provisioned. The WebLogic Server domain in a service instance uses Java
Database Connectivity (JDBC) to access the databases.

To ensure that you can restore the database for an Oracle SOA Cloud Service
instance without risking data loss for other service instances, Oracle recommends
that you do not associate the same infrastructure schema database (or the same
pluggable database) with multiple service instances. Backups of a database that is
used with multiple Oracle SOA Cloud Service instances contain data for all the
instances. Therefore, if you restore the database from a backup, data for all the
service instances is restored, which might not be the intended result.

General Limitations

Database instances in Oracle Database Classic Cloud Service and Oracle Cloud
Infrastructure database must be in the same region and virtual cloud network
(VCN) as the Oracle SOA Cloud Service instance. The database and service
instance do not need to be in the same subnet or availability domain, but it might
be necessary to create and assign security rules to the subnets in order to enable
communication between them. The database and service instance can be on
different VCNs only if you configure VCN peering. See VCNs and Subnets in the
Oracle Cloud Infrastructure Documentation.
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When creating a service instance with the Oracle SOA Cloud Service Console, database
instances in Oracle Cloud Infrastructure database and Oracle Autonomous Transaction
Processing (ATP) database must be in a compartment that is directly under the root
compartment. This restriction does not apply to service instances created with the REST

API or CLI.

Oracle Cloud Infrastructure Database Limitations and Usage Notes

Oracle SOA Cloud Service uses an Oracle Cloud Infrastructure database to host the
Oracle Fusion Middleware component schemas required by Oracle Java Required Files
(JRF). Make sure you have quota to create an Oracle Cloud Infrastructure database.

Oracle SOA Cloud Service provisioned with the Oracle Cloud Infrastructure database
supports only Oracle Grid Infrastructure storage management software. Oracle SOA
Cloud Service is not supported with an Oracle Cloud Infrastructure database using
Logical Volume Manager (LVM) storage management software.

To use Oracle Cloud Infrastructure database, you must assign a custom subnet to your
service instance. The default subnet is not supported.

If you are using Oracle Real Application Clusters (RAC) with the Oracle Cloud
Infrastructure database:

— When you configure the compute shape during provisioning or scaling up a node, be
sure to stay within the bounds of your available memory.

— Note that Oracle SOA Cloud Service uses the GridLink data source to point to the

RAC database.

The following example shows a connect string used to connect to a RAC database:

jdbc:oracle:thin:@ (DESCRIPTION=(ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP)
(HOST=vgad c0ljjfracl) (PORT=1522)) (ADDRESS=(PROTOCOL=TCP) (HOST=DBHostRAC1)
(PORT=1522)) (LOAD BALANCE=ON) (FAILOVER=ON))

(CONNECT DATA=(SERVICE NAME=PDBl.sbcs.cloud.internal)))

Name Type JNDI Name Targets
EDNDataSource GridLink jdbc/EDNDataSource soaRACNo cluster
EDNLocalTxDataSour GridLink jdbc/ soaRACNo_cluster
ce EDNLocalTxDataSour
ce
LocalSvcTblDataSou GridlLink jdbc/ soaRACNo_adminserv
rce LocalSvcTblDataSou er
rce
mds-owsm GridLink jdbc/mds/owsm soaRACNo_cluster,
soaRACNo_adminserv
er
mds-soa GridLink jdbc/mds/ soaRACNo_cluster,
MDS LocalTxDataSou soaRACNo adminserv
rce er
opss-audit-DBDS GridLink jdbc/ soaRACNo_cluster,
AuditAppendDataSou soaRACNo adminserv
rce er
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Name Type JNDI Name Targets

opss-audit-viewDS GridLink jdbc/ soaRACNo_cluster,
AuditViewDataSourc soaRACNo adminserv
e er

opss-data-source GridLink jdbc/ soaRACNo_cluster,
OpssDataSource soaRACNo_adminserv

er

OraSDPMDataSource  GridLink jdbc/ soaRACNo cluster
OraSDPMDataSource

SOADataSource GridLink jdbc/SOADataSource soaRACNo cluster

Oracle Autonomous Transaction Processing (ATP) Database Limitations and
Usage Notes

* To use an Oracle Autonomous Transaction Processing (ATP) database, the
service instance must be running WebLogic Server 12.2.1.3 or later.

* Oracle SOA Cloud Service supports the Database Adapter for the ATP database.
See "Oracle JCA Adapter for Database" in Understanding Technology Adapters
(12.2.1.4]12.2.1.3).

A minimum of two OCPU ATP databases is recommended.

* Oracle SOA Cloud Service supports only serverless deployments of the ATP
database. It does not support dedicated deployments.

* DBFS is not configured when using ATP-D.

* The Oracle Autonomous Transaction Processing database is not supported with
the MFT Cluster or Business Activity Monitoring service types.

*  Oracle Enterprise Scheduler (ESS) is not included in the provisioned Oracle SOA
Cloud Service instance with the Oracle Autonomous Transaction Processing
database.

*  DBFS mount points are not created during provisioning for large Oracle B2B
payloads.

» Coordinated database backups with the Oracle SOA Cloud Service instance are
not supported.

Backup Location

Backups are recorded to a specified object storage location in Oracle Cloud.

For a service instance in an Oracle Cloud Infrastructure region, you must create this
storage bucket manually.

See Create an Object Storage Container.

Load Balancer

A load balancer routes requests it receives from clients to the WebLogic Servers
configured in a service instance.

Using a load balancer within your service instance is recommended if you are
configuring more than one Managed Server or more than one cluster. A load balancer
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also gives you the ability to suspend access to a service instance temporarily to perform
routine maintenance.

Oracle SOA Cloud Service in Oracle Cloud Infrastructure supports two load balancer options:

e Auser-managed load balancer that runs within your service instance. You can access,
patch, and administer this type of load balancer like other nodes in your service instance.
This load balancer is an instance of Oracle Traffic Director (OTD) and is administered
through the Load Balancer Console. A service instance can include zero or one nodes
running OTD. Each load balancer node is assigned a separate public IP address.

e An Oracle-managed load balancer that is automatically patched and maintained by
Oracle. This load balancer can be configured after provisioning your Oracle SOA Cloud
Service instance in the region where the service instance is created. See Configure an
Oracle Cloud Infrastructure Load Balancer Post-Provisioning.

The Oracle-managed Oracle Cloud Infrastructure load balancer is automatically deployed
on multiple nodes to provide high availability and is accessed by clients using a single
public IP address. The configuration options vary by region:

— You can assign a subnet to each load balancer node. For high availability, Oracle
recommends that each subnet be associated with a different availability domain in
the selected region. If the selected region has one availability domain, you can
specify only one subnet, which is assigned to both load balancer nodes.

— You can choose to create a public or private Oracle-managed load balancer. A
private load balancer cannot be accessed from the public Internet. It is for use cases
where you only intend to access your service instance from within your private cloud
network or from your on-premises data center over a VPN network.

About Oracle SOA Cloud Service Architecture in Oracle Cloud
Infrastructure Classic

ORACLE

The following figure illustrates an Oracle SOA Cloud Service instance on Oracle Cloud
Infrastructure Classic.
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Topics:

* Region

* IP Network

* Software Release

*  User Authentication
* Database

» Backup Location

e Load Balancer

If your identity domain is enabled for regions, you can select a region in which your
Oracle SOA Cloud Service instance will reside.

For a list of available regions, see Data Regions for Platform and Infrastructure
Services.

When you select an Oracle Cloud Infrastructure Classic region for a service instance,

you can also select an IP Network and assign reserved IP addresses to your nodes. If
you don't explicitly select a region (No Preference), you cannot select an IP network

or use reserved IPs.

If you select a specific Oracle Cloud Infrastructure Classic region for your service
instance, then you can also select an IP network in that region. Using an IP network
gives you more control over the configuration of the network in which your service
instance is placed.
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By default, if you select an IP network, each underlying node is auto-assigned a public and
private IP address. As a result, the IP address might change each time a service instance is
started. To assign fixed public IP addresses to instances attached to the IP network, you can
create and use IP reservations.

When you select an IP network during provisioning, you must also select a Oracle Database
Classic Cloud Service instance that is on an IP network. If the Oracle SOA Cloud Service and
Oracle Database Classic Cloud Service are attached to different IP networks, then the two IP
networks must be connected to the same IP network exchange. The required access rules for
the Oracle SOA Cloud Service instance and Oracle Database Classic Cloud Service
database deployment to communicate are created automatically.

If you want to create a service instance that uses an IP network and also includes an Oracle-
managed load balancer running on Oracle Cloud Infrastructure Load Balancing Classic, you
must first attach an Internet-facing load balancer to the IP network. A service instance uses
an Oracle-managed load balancer when you enable authentication with Oracle Identity Cloud
Service.

See Creating an IP Network in Using Oracle Cloud Infrastructure Compute Classic (ignore
information in this topic about the Compute APl and orchestrations).

Software Release

You can select the following Oracle WebLogic Server releases.

*  Oracle WebLogic Server 12¢ (12.2.1.4.0)

See Understanding Oracle WebLogic Server and Documentation Update History in
What's New in Oracle WebLogic Server for 12c (12.2.1.4.0).

e Oracle WebLogic Server 12¢ (12.2.1.3.0)

See Understanding Oracle WebLogic Server and Documentation Update History in
What's New in Oracle WebLogic Server for 12¢ (12.2.1.3.0).

With Oracle SOA Cloud Service, you can easily apply patches to an existing service instance.

Oracle has simplified the cloud provisioning policy to align with the WebLogic Server error
correction support policy. Service instance provisioning will now end on the same day as the
error correction end date for the corresponding WebLogic release.

This is specific to the provisioning of WebLogic instances through Oracle SOA Cloud Service
and that this change has no impact on the use of these WebLogic releases within on-
premises environments or within Oracle Cloud laaS environments.

More information about this change can be found in the Oracle Fusion Middleware Lifetime
Support Policy document and Error Correction Support Dates for Oracle Webl ogic Server
Support Note.

User Authentication

By default, the WebLogic Server domain in a service instance is configured to use the local
WebLogic identity store to maintain administrators, application users, groups, and roles.
These security elements are used to authenticate users and also to authorize access to tools
like the WebLogic Server Administration Console.
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Database
Every service instance must be associated with an existing relational database in
Oracle Cloud. Oracle SOA Cloud Service provisions the required infrastructure
schema on the selected database.
The supported database services in Oracle Cloud vary by region. For an Oracle Cloud
Infrastructure Classic region, the infrastructure schema database options are shown in
the following table.
# Note:
If you specify No Preference for region, or if you have an older Oracle Cloud
account that doesn't include regions, then you can also choose these same
database options.
Database Supported Versions Additional Information
Oracle Database Classic Cloud e Oracle Database 12c release 1  See Oracle Database Classic
Service, with or without Oracle Real (12.1.0.2) Cloud Service Limitations and
Application Clusters (RAC) . Oracle Database 12c release 2 Usage Notes, below.
Note: If you want to use RAC, you (12.2.0.1) More Information:

will need to create an Oracle
Database Classic Cloud Service
instance using the standard service
level and Enterprise Edition
Extreme Performance for the
Oracle Database software edition.

e Administering Oracle Database
Classic Cloud Service for
information about subscribing to
Oracle Database Classic Cloud
Service, provisioning Oracle
Database Classic Cloud Service
instances, and using Oracle
RAC in Database as a Service.

Oracle Database Exadata Cloud e Oracle Database 12c Release 2 See Oracle Database Exadata
Service «  Oracle Database 12c Release 1 Cloud Service Limitations and

. Oracle Database 11g Release 2 Usage Notes, below.
More Information:

«  Managing Exadata DB Systems
in the Oracle Cloud
Infrastructure documentation

e Creating a Customized
Database Deployment in
Administering Oracle Database
Exadata Cloud Service

General Usage Notes

» All databases must be in an active state and not currently in the process of being
provisioned. The WebLogic Server domain in a service instance uses Java
Database Connectivity (JDBC) to access the databases.

* To ensure that you can restore the database for an Oracle SOA Cloud Service
instance without risking data loss for other service instances, Oracle recommends
that you do not associate the same infrastructure schema database (or the same
pluggable database) with multiple service instances. Backups of a database that is
used with multiple Oracle SOA Cloud Service instances contain data for all the
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instances. Therefore, if you restore the database from a backup, data for all the service
instances is restored, which might not be the intended result.

General Limitations

If you specify an IP network for a service instance, the infrastructure schema database
for the Oracle SOA Cloud Service instance must also be attached to an IP network. If the
service instance and the database are attached to different IP Networks, the two IP
networks must be connected to the same IP network exchange. See Create an IP
Network in Using Oracle Cloud Infrastructure Compute Classic.

Oracle Database Classic Cloud Service Limitations and Usage Notes

Oracle SOA Cloud Service uses Oracle Database Classic Cloud Service to host the
Oracle Fusion Middleware component schemas required by Oracle Java Required Files
(JRF). Make sure you have a subscription to Oracle Database Classic Cloud Service
(Database as a Service).

You cannot use an Oracle Database Classic Cloud Service deployment running Oracle
Database 18c.

You can use an Oracle Database Classic Cloud Service deployment running Oracle
Database 12.2, but only for service instances running Oracle WebLogic Server 12.2.1 or
later.

For information about subscribing to Oracle Database Classic Cloud Service and
provisioning an Oracle Database Classic Cloud Service instance (standard service level),
see Administering Oracle Database Classic Cloud Service.

When provisioning an Oracle Database with the Oracle Database Classic Cloud Service
provisioning wizard, you must select an object storage container in Oracle Cloud
Infrastructure Object Storage Classic even though this field is optional. If you do not
select a storage container in Oracle Cloud Infrastructure Object Storage Classic, when
you run the Oracle SOA Cloud Service provisioning wizard and select this Oracle
Database Classic Cloud Service, instance provisioning fails. Always select an Oracle
Database Classic Cloud Service that has a storage container in Oracle Cloud
Infrastructure Object Storage Classic associated with it.

Create Oracle Database Classic Cloud Service deployments with a backup option other
than NONE. This configuration enables Oracle SOA Cloud Service to coordinate backups
across your service instance and the database. Coordinated backups are not supported
for other database services.

Do not use the Virtual Image service level for Oracle Database Classic Cloud Service as
it does not work correctly during backup and restore.

When creating an Oracle Database Classic Cloud Service instance (standard service
level) to use with Oracle SOA Cloud Service, make sure you select either Cloud Storage
Only or Both Cloud Storage and Local Storage as the backup option for the database.
If you select None, the Oracle SOA Cloud Service provisioning wizard will not present
that Oracle Database Classic Cloud Service instance as an available database in the
Oracle SOA Cloud Service provisioning wizard.

If you are using Oracle Real Application Clusters (RAC) with Oracle Database Classic
Cloud Service Enterprise Edition - Extreme Performance:

— When you configure the compute shape during provisioning or scaling up a node, be
sure to stay within the bounds of your available memory.

— Note that Oracle SOA Cloud Service uses the GridLink data source to point to the
RAC database.
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The following example shows a connect string used to connect to a RAC

database:

jdbc:oracle:thin:@ (DESCRIPTION=(ADDRESS LIST=(ADDRESS=(PROTOCOL=TCP)
(HOST=vgad c0ljjfracl) (PORT=1522)) (ADDRESS=(PROTOCOL=TCP)
(HOST=DBHOStRACI1) (PORT=1522)) (LOAD BALANCE=ON) (FAILOVER=ON) )
(CONNECT DATA=(SERVICE NAME=PDBl.sbcs.cloud.internal)))

Name Type JNDI Name Targets
EDNDataSource GridLink jdbc/ soaRACNo cluster
EDNDataSource
EDNLocalTxDataSo GridLink jdbc/ soaRACNo cluster
urce EDNLocalTxDataSo
urce
LocalSvcTblDataS GridLink jdbe/ soaRACNo_adminse
ource LocalSvcTblDataS rver
ource
mds-owsm GridLink jdbc/mds/owsm soaRACNo_cluster
soaRACNo_adminse
rver
mds-soa GridLink jdbc/mds/ soaRACNo cluster
MDS LocalTxDataS soaRACNo adminse
ource rver
opss-audit-DBDS  GridLink jdbc/ soaRACNo cluster
AuditAppendDataS soaRACNo adminse
ource rver
opss-audit- GridLink jdbc/ soaRACNo cluster
viewDS AuditViewDataSou soaRACNo adminse
rce rver
opss-data-source GridLink jdbc/ soaRACNo cluster
OpssDataSource soaRACNo_adminse
rver
OraSDPMDataSourc GridLink jdbc/ soaRACNo cluster
e OraSDPMDataSourc
e
SOADataSource GridLink jdbc/ soaRACNo cluster
SOADataSource

Oracle Database Exadata Cloud Service Limitations and Usage Notes

Oracle SOA Cloud Service supports Exadata database as a backend database to
create SOAINFRA schemas. If you are not familiar with Oracle Database Exadata
Cloud Service, see Creating a Database Deployment in Using Oracle Database

Exadata Cloud Service.

An IP reservation is required for using Oracle Database Exadata Cloud Service as
your database with Oracle SOA Cloud Service. See Create and Manage IP
Reservations. Oracle Database Exadata Cloud Service requires the selection of
an IP network during provisioning. You must then provision Oracle SOA Cloud
Service in that same IP network. See Managing IP Networks in Using Oracle

Cloud Infrastructure Compute Classic.
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» If you are provisioning the service instance in an identity domain that does not have
regions enabled, a manual IP reservation procedure is required before you can create an
Oracle SOA Cloud Service instance that uses an Oracle Database Exadata Cloud
Service database deployment. See Reserve IP Addresses for Oracle Database Exadata
Cloud Service When Region Not Enabled.

*  Your Oracle SOA Cloud Service instance can use an Oracle Database Exadata Cloud
Service database deployment for either the Oracle Required Schema or Application
Schema databases.

Backup Location

Backups are recorded to a specified object storage location in Oracle Cloud.

For a service instance in an Oracle Cloud Infrastructure Classic region, you can create this
storage container manually, or Oracle SOA Cloud Service can create one automatically while
you are provisioning the service instance.

See Create an Object Storage Container.

Load Balancer

A load balancer routes requests it receives from clients to the WebLogic Servers configured
in a service instance.

Using a load balancer within your service instance is recommended if you are configuring
more than one Managed Server or more than one cluster. A load balancer also gives you the
ability to suspend access to a service instance temporarily to perform routine maintenance.

Oracle SOA Cloud Service in Oracle Cloud Infrastructure Classic supports a user-managed
load balancer that runs within your service instance. This load balancer is an instance of
Oracle Traffic Director (OTD) and is administered through the Load Balancer Console. A
service instance can include zero or one nodes running OTD. Each load balancer node is
assigned a separate public IP address.

Prerequisites

Before creating an Oracle SOA Cloud Service instance, there are several prerequisites that
must be completed.

Topics:
e Prerequisites for Oracle Cloud Infrastructure

»  Prerequisites for Oracle Cloud Infrastructure Classic

Prerequisites for Oracle Cloud Infrastructure

Before creating an Oracle SOA Cloud Service instance in Oracle Cloud Infrastructure, you
must complete several prerequisites.

Topics:
* Create Infrastructure Resources

e Configure Security Lists

ORACLE 3-13


https://www.oracle.com/pls/topic/lookup?ctx=cloud&id=JCSUG-GUID-086A6E32-6F81-4BAC-A5D9-146E11D06681

Chapter 3
Prerequisites

Generate a Secure Shell (SSH) Public/Private Key Pair

Create an Oracle Database for Oracle SOA Cloud Service in Oracle Cloud
Infrastructure

Additional Resources

Prior to using Oracle SOA Cloud Service, ensure also you're familiar with the
following:

Oracle Cloud

Create and configure your account on Oracle Cloud. See About Oracle SOA Cloud
Service Subscriptions and Licenses.

Oracle Compute VMs

Oracle SOA Cloud Service runs on Oracle Compute VMs. See Using Oracle
Compute Cloud Service for information about disk images, compute shapes,
storage volumes, public IP addresses, network groups, access rules, and SSH
public/private key pairs.

Oracle WebLogic Server

Applications are deployed to Oracle WebLogic Server. Oracle SOA Cloud Service
supports Oracle WebLogic Server 12c.

Oracle Traffic Director

To provide load balancing for applications, Oracle SOA Cloud Service uses Oracle
Traffic Director Release 12c. Starting with Release 12¢, Oracle Traffic Director
administration tasks are performed from Oracle Enterprise Manager Fusion
Middleware Control. When accessing Oracle Traffic Director from the Oracle SOA
Cloud Service Console, you are directed to Oracle Enterprise Manager Fusion
Middleware Control:

https://hostname/em

To use and configure Oracle Traffic Director, see Administering Oracle Traffic
Director.

JDeveloper

Oracle SOA Cloud Service works with the corresponding release of Oracle
JDeveloper (for example, 12.2.1.4.0). You can download Oracle JDeveloper from
the Oracle JDeveloper Software page.

Create Infrastructure Resources

ORACLE

Oracle SOA Cloud Service instances created in Oracle Cloud Infrastructure require
certain networking and storage resources that you must create in Oracle Cloud
Infrastructure.

To learn about these resources, see Prerequisites for Oracle Platform Services in the
Oracle Cloud Infrastructure documentation.

For step-by-step instructions to create these resources, see =l Creating the
Infrastructure Resources Required for Oracle Platform Services.
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< Note:

Make a note of the region, tenancy, and storage bucket from the Oracle Cloud
Infrastructure Console. Construct the backup storage URL in the following format:

https://swiftobjectstorage.region.oraclecloud.com/vl/namespace/
containerName

where:

namespace is the namespace of the storage bucket. You find this name in the Oracle
Cloud Infrastructure Console under Object Storage. Click the name of the bucket
on the Bucket Details Page.

containerName is the storage bucket name. Enter the URL above in the Storage
Container Name field during provisioning of the Oracle SOA Cloud Service
instance in Oracle Cloud Infrastructure.

Configure Security Lists

If you plan to provision your Oracle SOA Cloud Service instance in an existing subnet, note
that the provisioning process will not create any security lists to open ports in the subnets.
You must open the ports explicitly before provisioning.

Open required ports as shown in the following table:

Private Subnet (OCI only) Public Subnet (OCI or OCI Classic)
with LB without LB with LB without LB
Bastion instance Port 22 to public Port 22 to public N/A N/A
subnet
Oracle SOA Cloud  Port 22 to Bastion Port 22 to Bastion Port 22 to public Port 22 to public
Service instance subnet CIDR subnet CIDR Port 9073 to load Port 9074 to public
subnet Port 9073 to load Al ports to within the  balancer subnet's All ports to within the
balancer subnet's same subnet CIDR  CIDR same subnet CIDR
CIDR All ports to within the
All ports to within the same subnet CIDR
same subnet CIDR
Load balancer Port 443 to public N/A Port 443 to public N/A
subnet
DB connectivity Port 1521 to public N/A Port 1521 to public N/A
OTD Console Port 8989 to known  N/A Port 8989 to known  N/A
access CIDR CIDR
WebLogic Admin Port 7002 to known  Port 7002 to known  Port 7002 to known  Port 7002 to known
Server Console CIDR CIDR CIDR CIDR

access

The following screen shows an example security list for a public subnet:

ORACLE
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Ingress Rules

For more information, see Security Lists in the Oracle Cloud Infrastructure
Documentation.

Generate a Secure Shell (SSH) Public/Private Key Pair

Several tools exist to generate SSH public/private key pairs. The topics in this section
explain SSH keys and show how to generate an SSH key pair on UNIX, UNIX-like,
and Windows platforms.

After generating an SSH key pair, you can use it to add a new key to an instance if
needed. See Add an SSH Public Key

Topics:

e About SSH Keys

e Generate an SSH Key Pair on UNIX and UNIX-Like Platforms Using the ssh-
keygen Utility

e Generate an SSH Key Pair on Windows Using the PuTTYgen Program

About SSH Keys

ORACLE

In order to access an Oracle SOA Cloud Service virtual machine (VM) with a secure
shell (SSH) client, you must create a public/private key pair and configure the service
instance with the public key.

When you create an Oracle SOA Cloud Service instance, you are prompted to supply
the public key. To connect to a VM in an Oracle SOA Cloud Service instance, you
supply the paired private key when logging in to the machine using an SSH client.

You can provide an existing public key that you previously created with an external
tool, or Oracle SOA Cloud Service can create a new key pair for you.

You may also use the same SSH public/private key pair that you used for creating an
Oracle Database Classic Cloud Service database deployment.

< Note:

Do not change the key that is added by Oracle SOA Cloud Service instance.
If you change the key that is added by Oracle SOA Cloud Service instance,
you might run into backup related issues. If you modify keys, run an on-
demand full backup including DBaaS backup and ensure that it completes
fine.

3-16


https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm

Chapter 3
Prerequisites

Generate an SSH Key Pair on UNIX and UNIX-Like Platforms Using the ssh-keygen Utility

UNIX and UNIX-like platforms (including Solaris and Linux) include the ssh-keygen utility to
generate SSH key pairs.

To generate an SSH key pair on UNIX and UNIX-like platforms using the ssh-keygen utility:
1. Navigate to your home directory:
$ cd $HOME

2. Run the ssh-keygen utility, providing as filename your choice of file name for the private
key:

$ ssh-keygen -b 2048 -t rsa -f filename

The ssh-keygen utility prompts you for a passphrase for the private key.

3. Enter a passphrase for the private key, or press Enter to create a private key without a
passphrase:

Enter passphrase (empty for no passphrase): passphrase

# Note:

While a passphrase is not required, you should specify one as a security
measure to protect the private key from unauthorized use. When you specify a
passphrase, a user must enter the passphrase every time the private key is
used.

The ssh-keygen utility prompts you to enter the passphrase again.

4. Enter the passphrase again, or press Enter again to continue creating a private key
without a passphrase:

Enter the same passphrase again: passphrase

5. The ssh-keygen utility displays a message indicating that the private key has been saved
as filename and the public key has been saved as filename.pub. It also displays
information about the key fingerprint and randomart image.

Generate an SSH Key Pair on Windows Using the PuTTYgen Program

ORACLE

The PuTTYgen program is part of PUTTY, an open source networking client for the Windows
platform.

To generate an SSH key pair on Windows using the PuTTYgen program:
1. Download and install PUTTY or PuTTYgen.

To download PuTTY or PuTTYgen, go to http://www.putty.org/ and click the You can
download PuTTY here link.

2. Run the PuTTYgen program.
The PUTTY Key Generator window is displayed.
3. Setthe Type of key to generate option to SSH-2 RSA.

4. In the Number of bits in a generated key box, enter 2048.
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5. Click Generate to generate a public/private key pair.
As the key is being generated, move the mouse around the blank area as directed.

6. (Optional) Enter a passphrase for the private key in the Key passphrase box and
reenter it in the Confirm passphrase box.

# Note:

While a passphrase is not required, you should specify one as a security
measure to protect the private key from unauthorized use. When you
specify a passphrase, a user must enter the passphrase every time the
private key is used.

7. Click Save private key to save the private key to a file. To adhere to file-naming
conventions, you should give the private key file an extension of .ppk (PUTTY
private key).

# Note:

The .ppk file extension indicates that the private key is in PuTTY's
proprietary format. You must use a key of this format when using PUuTTY
as your SSH client. It cannot be used with other SSH client tools. Refer
to the PUTTY documentation to convert a private key in this format to a
different format.

8. Select all of the characters in the Public key for pasting into OpenSSH
authorized_keys file box.

Make sure you select all the characters, not just the ones you can see in the
narrow window. If a scroll bar is next to the characters, you aren't seeing all the
characters.

9. Right-click somewhere in the selected text and select Copy from the menu.

10. Open a text editor and paste the characters, just as you copied them. Start at the
first character in the text editor, and do not insert any line breaks.

11. Save the text file in the same folder where you saved the private key, using
the .pub extension to indicate that the file contains a public key.

12. If you or others are going to use an SSH client that requires the OpenSSH format
for private keys (such as the ssh utility on Linux), export the private key:

a. On the Conversions menu, choose Export OpenSSH key.

b. Save the private key in OpenSSH format in the same folder where you saved
the private key in .ppk format, using an extension such as .openssh to
indicate the file's content.
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Create an Oracle Database for Oracle SOA Cloud Service in Oracle Cloud

Infrastructure

© Important:

For details about the databases supported by Oracle SOA Cloud Service in Oracle
Cloud Infrastructure, see Database.

Topics:

Create an Oracle Cloud Infrastructure Database for Oracle SOA Cloud Service
Create a Policy for the Oracle Cloud Infrastructure Database

Create an Oracle Autonomous Transaction Processing Database for Oracle SOA Cloud
Service

Create a Policy for the Oracle Autonomous Transaction Processing Database

Create an Oracle Cloud Infrastructure Database for Oracle SOA Cloud Service

ORACLE

You can create an Oracle Cloud Infrastructure database for use with Oracle SOA Cloud
Service.

For information about the databases supported by Oracle SOA Cloud Service in Oracle
Cloud Infrastructure, see Database.

To create an Oracle Cloud Infrastructure database:

1.

Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

Open the navigation menu, click Oracle Database, and then click Bare Metal, VM, and
Exadata.

Choose your Compartment, and then click Launch DB System.

In the Launch DB System dialog, enter the following:

Field Description

Compartment By default, the DB system launches in your
current compartment and you can use the
network resources in that compartment. Click
the click here link in the dialog box if you want
to enable compartment selection for the DB
system, network, and subnet resources.

Display Name A friendly, display name for the DB system. The
name doesn't need to be unique. An Oracle
Cloud Identifier (OCID) will uniquely identify the
DB system.

Availability Domain The availability domain in which the DB system
resides.
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Field Description
Shape Type Select the Virtual Machine option.
Shape The shape type to use to launch the DB system.

The shape type determines the type of DB
system and the resources allocated to the
system. Select VM: Standard 2.1.

Oracle Database Software Edition

The database edition supported by the DB
system. You can mix supported database
versions on the DB system, but not editions.
(The database edition cannot be changed and
applies to all the databases in this DB system.)
Select Standard Edition.

# Note:

To provision an RAC database select
Enterprise Extreme Edition.
This will create a two node database.

Available Storage Size

Select the storage size in GB.

License Type

The type of license you want to use for the DB
system. Your choice affects metering for billing.

. License included means the cost of the
cloud service includes a license for the
Database service.

e Bring Your Own License (BYOL) means
you are an Oracle Database customer with
an Unlimited License Agreement or Non-
Unlimited License Agreement and want to
use your license with Oracle Cloud
Infrastructure. This removes the need for
separate on-premises licenses and cloud
licenses.

SSH Public Key:

The public key portion of the key pair you want
to use for SSH access to the DB system. To
provide multiple keys, paste each key on a new
line. Make sure each key is on a single,
continuous line. The length of the combined
keys cannot exceed 10,000 characters.

Virtual Cloud Network

The VCN in which to launch the DB system.

Client Subnet

The subnet to which the DB system should
attach.

Database Name

The name for the database. The database name
must begin with an alphabetic character and can
contain a maximum of eight alphanumeric
characters. Special characters are not
permitted.

Database Version

The version of the initial database created on
the DB system when it is launched. After the DB
system is active, you can create additional
databases on it. You can mix database versions
on the DB system, but not editions.

ORACLE
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Field Description

Database Admin Password A strong password for SYS, SYSTEM, TDE
wallet, and PDB Admin. The password must be
9 to 30 characters and contain at least 2
uppercase, 2 lowercase, 2 numeric, and 2
special characters. The special characters must
be _, #, or -. The password must not contain the
username (SYS, SYSTEM, and so on) or the
word "oracle" either in forward or reversed order
and regardless of casing.

Automatic Backup Check the check box to enable automatic
incremental backups for this database.

5. Click Launch DB System. The DB system appears in the list with a status of
Provisioning. The DB system's icon changes from yellow to green (or red to indicate
errors).

6. Wait for the DB system's icon to turn green, with a status of Available, and then click the
highlighted DB system name.

Details about the DB system are displayed.

7. Note the IP addresses; you'll need the private or public IP address, depending on
network configuration, to connect to the DB system.

" Note:

For an RAC database, note the Host Domain Name, Port, and Scan DNS
Name. You'll need this information to connect to the RAC DB system.

Create a Policy for the Oracle Cloud Infrastructure Database

ORACLE

For the Oracle Cloud Infrastructure database to show up in the Oracle SOA Cloud Service
Console, you need to create a policy in the same compartment on which the database is
provisioned by using the Oracle Cloud Infrastructure Console.

1. Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.
Open the navigation menu and click Identity & Security. Under Identity, click Policies.
Select the root compartment for your tenancy, and then click Create Policy.

Enter a name and description for the policy.

g o w D

In the Statement field, enter the following policy statement:

Allow service PSM to inspect database-family in compartment
compartmentName

where compartmentName name of the compartment on which the Oracle Cloud
Infrastructure database is provisioned.
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Create an Oracle Autonomous Transaction Processing Database for Oracle SOA Cloud

Service

ORACLE

To create an Oracle Autonomous Transaction Processing (ATP) database for Oracle
SOA Cloud Service:

1.

Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

Open the navigation menu and click Oracle Database. Under Autonomous
Database, click Autonomous Transaction Processing.

Choose your Compartment, and then click Create Autonomous Database.

= ORACLE Cloud

Create Autonomous Database

Provide basic informatien for the Autonomous Datsbase

Choose a workload type

Transaction Processing

Configures the database for a transactional workload, with a bias towards high volumes of random data acoess.

Choose a deployment typs

Shared Infrastructure Dedicated Infrastructure

Run Autonomeous Database on dedicated Exadata infrastructure.

tonomous Gontainer Datsbase

Storage (T8}

In the Create Autonomous Database wizard, provide the information for the
database. See the Oracle Cloud Infrastructure documentation for field
descriptions.

# Note:

Choose a deployment type of Shared Infrastructure.

Click Create Autonomous Database. The ATP database appears in the list with a
status of Provisioning. The icon changes from yellow to green (or red to indicate
errors).

Wait for the ATP database's icon to turn green, with a status of Available, and
then click the highlighted ATP database name.
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Details about the ATP database are displayed.

7. Note the IP addresses; you'll need the private or public IP address, depending on
network configuration, to connect to the ATP database.

Create a Policy for the Oracle Autonomous Transaction Processing Database

For the Autonomous Transaction Processing (ATP) database to show up in the Oracle SOA
Cloud Service console, you need to create a policy in the same compartment on which the
ATP database is provisioned by using the Oracle Cloud Infrastructure console.

1. Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.
Open the navigation menu and click Identity & Security. Under Identity, click Policies.
Select the root compartment for your tenancy, and then click Create Policy.

Enter a name and description for the policy.

o > w0 Db

In the Statement field, enter the following policy statement:

Allow service PSM to inspect autonomous-database in compartment
compartment name

where compartmentName is the name of the compartment on which the ATP database is
provisioned.

Prerequisites for Oracle Cloud Infrastructure Classic

ORACLE

Before creating an Oracle SOA Cloud Service instance in Oracle Cloud Infrastructure
Classic, there are several prerequisites that must be completed.

Before you begin using Oracle SOA Cloud Service in Oracle Cloud Infrastructure Classic, you
must have:

e A subscription to Oracle Database.
e A subscription to Oracle Cloud Infrastructure Object Storage Classic.

e A secure shell (SSH) public/private key pair.

Oracle Database

Oracle SOA Cloud Service in Oracle Cloud Infrastructure Classic supports the following
databases:

* Oracle Database Classic Cloud Service, with or without Oracle Real Application
Clusters (RAC)

¢ Note:

If you use RAC, you will need to create an Oracle Database Classic Cloud
Service instance using the standard service level and the database edition
called Enterprise Edition - Extreme Performance.
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* Oracle Database Exadata Cloud Service
For details about the database options supported by Oracle SOA Cloud Service in
Oracle Cloud Infrastructure Classic, see Database.

Oracle Cloud Infrastructure Object Storage Classic

You need to have subscription to Oracle Cloud Infrastructure Object Storage Classic to
store your instance backups.

Additional Resources

Prior to using Oracle SOA Cloud Service, ensure also you're familiar with the
following:

e Oracle Cloud

Create and configure your account on Oracle Cloud. See About Oracle SOA Cloud
Service Subscriptions and Licenses.

e Oracle Compute VMs

Oracle SOA Cloud Service runs on Oracle Compute VMs. See Using Oracle
Compute Cloud Service for information about disk images, compute shapes,
storage volumes, public IP addresses, network groups, access rules, and SSH
public/private key pairs.

*  Oracle WebLogic Server

Applications are deployed to Oracle WebLogic Server. Oracle SOA Cloud Service
supports Oracle WebLogic Server 12c.

*  Oracle Traffic Director

To provide load balancing for applications, Oracle SOA Cloud Service uses Oracle
Traffic Director Release 12c. Starting with Release 12¢, Oracle Traffic Director
administration tasks are performed from Oracle Enterprise Manager Fusion
Middleware Control. When accessing Oracle Traffic Director from the Oracle SOA
Cloud Service Console, you are directed to Oracle Enterprise Manager Fusion
Middleware Control:

https://hostname/emn

To use and configure Oracle Traffic Director, see Administering Oracle Traffic
Director.

» JDeveloper

Oracle SOA Cloud Service works with the corresponding release of Oracle
JDeveloper (for example, 12.2.1.4.0). You can download Oracle JDeveloper from
the Oracle JDeveloper Software page.

Access the Oracle SOA Cloud Service Console

ORACLE

You access Oracle SOA Cloud Service through a service web console or the REST
API.

For information about using the REST API to access Oracle SOA Cloud Service, see
REST API for Oracle SOA Cloud Service.

To access Oracle SOA Cloud Service through a web console, you can do one of the
following:
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Use the service URL given to you either in an email or by your administrator to access
Oracle SOA Cloud Service directly, then provide your user name, password, and identity
domain to sign in.

Sign in to your Oracle Cloud Service account and navigate to the Oracle SOA Cloud
Service Console, as described here.

To access the Oracle SOA Cloud Service Console:

1.

4.
5.

Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

Open the navigation menu and click OCI Classic Services. Under Platform Services,
click SOA.

When you access Oracle SOA Cloud Service the first time for an account, you will see
the Welcome page, where you can explore videos and tutorials about Oracle SOA Cloud
Service.

On the Welcome page, click Go to Console to open the Oracle SOA Cloud Service
Console.

For details about the information and actions on this page, see Explore the Oracle SOA
Cloud Service Console.

= ORACLE Cloud

Infrastructure »

SOA Cloud Service

Instances  Activity

As of Jul 13, 2020 7:46:54 PM UTC Q

Summary
2 2. 30s 888 4
Instances OCPUs Memory Storage Public IPs
Instances
tance Name v | |~ Search by instance name or tags ) (TRl e
{\) soacsyny =
= Version: 122141941 Nodes: OCPUs: 2
Edition:  Suite Edifion Created On:  Jun 27,2020 4:00:41 AM UTC Memory: 30 GB
Storage: 444 GB
(\ SOACSOTD =
LA Status: Nodes: 2 ocpus: 5

Submitted On:  Apr 16, 2020 4:46:25 PM UTC. Memory: 75 GB*
Storage: 444 GB

To create a new instance, click Create Instance.

To manage a service instance, click the instance name to open the Instance Overview
page.

For information about accessing a VM to run WebLogic Scripting Tool (WLST)
commands, see Access a Node with a Secure Shell (SSH) and Using WLST to

Administer an Oracle Java Cloud Service Instance in Administering Oracle Java Cloud
Service.
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Provision an Oracle SOA Cloud Service
Instance

You can provision an Oracle SOA Cloud Service instance on either Oracle Cloud
Infrastructure or Oracle Cloud Infrastructure Classic.

" Note:

The information in these topics applies only to existing Oracle SOA Cloud Service
accounts.

Topics:

*  About Provisioning an Oracle SOA Cloud Service Instance

»  Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure

* Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure Classic

»  Post-Provisioning Tasks in Oracle Cloud Infrastructure

About Provisioning an Oracle SOA Cloud Service Instance

ORACLE

You can provision an Oracle SOA Cloud Service instance on either Oracle Cloud
Infrastructure or Oracle Cloud Infrastructure Classic.

" Note:

The information in this topic applies only to existing Oracle SOA Cloud Service
accounts.

Using a simple wizard that guides you through the provisioning process, you specify
information about your instance including:

* Instance name

e SSH public key

e Cluster size

*  Software release

*  Service type

*  WebLogic Server shape

»  Backup and recovery configuration

» Database configuration
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* Load balancer configuration

The Oracle SOA Cloud Service environment provides Oracle SOA Suite (12.2.1.4.0 or
12.2.1.3.0) on a single virtual machine, Oracle WebLogic Server default configurations,
simplified provisioning for a single node instance, self-management tools, and secure
shell (SSH) access to the virtual machine. The environment also provides simplified
node cluster provisioning; simplified configuration to preexisting DBaaS and SaaS
environments; and cloud self-management tools for automated backup/recovery and
scaling, local and central monitoring and management, centralized provisioning, and
comprehensive APIs.

Oracle handles all node provisioning, installation, and domain configuration after you
make your selections.

Topics:
*  Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure

*  Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure
Classic

Provision an Oracle SOA Cloud Service Instance in Oracle
Cloud Infrastructure

ORACLE

You can provision an Oracle SOA Cloud Service instance in a selected compartment
in Oracle Cloud Infrastructure.

< Note:

The information in this topic applies only to existing Oracle SOA Cloud
Service accounts.

¢ Notes:

- Before you begin these steps, make sure that you have met the
necessary Prerequisites for Oracle Cloud Infrastructure.

e To access the Oracle SOA Cloud Service Console and run the Oracle
SOA Cloud Service provisioning wizard, you must have the SOA
Administrator role. Users with the SOA Administrator role are created on
the My Account/Oracle Cloud Infrastructure Console pages by the tenant
administrator. When an account is created, the tenant administrator for
that account receives information about how to access these pages
through an activation email.

Topics:

e Provision a Custom Oracle SOA Cloud Service Instance on Oracle Cloud
Infrastructure

*  Provision an Oracle SOA Cloud Service Instance Using the REST API
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e Create an Oracle SOA Cloud Service Instance Attached to a Private Subnet on Oracle
Cloud Infrastructure

* Post-Provisioning Tasks in Oracle Cloud Infrastructure

Provision a Custom Oracle SOA Cloud Service Instance on Oracle Cloud
Infrastructure

You use the Oracle Cloud Infrastructure provisioning wizard to provision a custom Oracle
SOA Cloud Service instance.

Topics:
e  Start the Provisioning Wizard

»  Specify Basic Service Instance Information

»  Specify the Service Instance Details

Start the Provisioning Wizard

@ This topic does not apply to Oracle Cloud Infrastructure Classic.
Start the provisioning process by creating a new service instance:

® |n the Oracle SOA Cloud Service Console, click Create Instance.

= ORACLE Cloud infrastructure >

SOA Cloud Service

Instances  Activity

Si
umman 2 2 30s 888 4
Instances OCPUs Memory Storage Public IPs
Instances
Name v arch by ]
m soacsyny =

Version: 122141941 Nodes: 2
Edition:  Suite Edition Created On:  Jun 27,2020 4:0041 AM UTC. Memory: 30 GB

(\5 SOACSOTD
A Ve

Nodes: 2 ocpus: 5
Submitted On:  Apr 16, 2020 4:46:25 PM UTC Memory: 75 GB*

The Create Instance page is displayed.

Specify Basic Service Instance Information

@ This topic does not apply to Oracle Cloud Infrastructure Classic.
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On the Create Instance page of the provisioning wizard, enter basic information for
your service instance, including service name, service level, license type, software
release, and software edition. Then click Next.

Create Instance

Cancel

Instance

Create SOA Cloud Service Instance
Provide basic instance information

* Service Name

Service Description

L Email

SOA1 o

* Region

* Availability Domain

Subnet

Tags

.com 7]
eu-frankfurt-1 -l @
|
EJoM EUrFRANKFURT—T—ADr1j (7]
No Preference ‘l Q

-

o

Next )
Confirm

* SSH Public Key

ssh-rsa AAAAB3NzaC1yc2E? | Edit (7]

License Type My organization already owns
Oracle middleware software
licenses. Bring my existing
middleware software license to the
SOA Cloud Service

© Subscribe to a new SOA Cloud
Service software license and the
SO0A Cloud Service.

.
Software Release  oracie 12¢, 12.2.1.4.0 [Recomr =| @

Service Type

Components Installed

Service Name

Service Description

Notification Email

Region

ORACLE

Specify a name that you will use to identify the
new service instance. The name must be
unique within the identity domain and must
meet the following conditions:

e Must start with a letter
e Cannot be longer than 30 characters

e Cannot contain non-alphanumeric
characters, including spaces.

You may add an optional description that can
be used to help identify this new service. The
description is only used during service list
display and is not used internally.

(Optional) Specify an email address where you
would like to receive a notification when the
service instance provisioning has succeeded
or failed.

Select the region where you want to create
your instance. See Data Regions for Platform
and Infrastructure Services for regions where
Oracle SOA Cloud Service is available.

The database deployment that you intend to
associate with your Oracle SOA Cloud Service
instance must be in the same region that you
select in this field.
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Service Type Components Installed

Availability Domain Select an availability domain. A region can
have multiple isolated availability domains,
each with separate power and cooling. The
availability domains within a region are
interconnected using a low-latency network.

Note that the database deployment that you
intend to associate with your Oracle SOA
Cloud Service instance can be in a different
availability domain within the region.

Note: You cannot distribute an Oracle SOA
Cloud Service cluster within a region among
multiple availability domains in that region.

Subnet Select a subnet from a virtual cloud network
(VCN) that you had created previously in
Oracle Cloud Infrastructure. See Prerequisites
for PaaS Services on Oracle Cloud
Infrastructure in the Oracle Cloud
Infrastructure Documentation.

The database deployment that you intend to
associate with your Oracle SOA Cloud Service
instance can be on a different subnet, but it
must be in the same region and VCN.

Tags (Optional) Select existing tags or add tags to
associate with the service instance.

To select existing tags, select one or more
check boxes from the list of tags that are
displayed on the pull-down menu.

To create tags, click Click to create a tag to
display the Create Tags dialog box. In the
New Tags field, enter one or more comma-
separated tags that can be a key or a
key:value pair.

If you do not assign tags during provisioning,
you can create and manage tags after the
service instance is created. See Create,
Assign, and Unassign Tags.

4-5


http://www.oracle.com/pls/topic/lookup?ctx=cloud&id=oci_general_paasprereqs
http://www.oracle.com/pls/topic/lookup?ctx=cloud&id=oci_general_paasprereqs
http://www.oracle.com/pls/topic/lookup?ctx=cloud&id=oci_general_paasprereqs

ORACLE

Chapter 4

Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure

Service Type

Components Installed

SSH Public Key

License Type

Specify the value of the VM Public Key, or the
name of the file that contains the public key
value.

Define the public key for the secure shell
(SSH). This key is used for authentication
when connecting to the Oracle SOA Cloud
Service instance using an SSH client.

Click Edit to display the public key input for VM
access and specify the public key using one of
the following methods:

e Select Key File Name and click Browse
to select a file that contains the public key
for the secure shell (SSH).

e Select Key Value and paste or type a key
value in the text box.

e Select Create a New Key and click Enter.
The Provisioning Wizard generates a key
for you. When prompted, save it as a file
on your hard drive. Select Key File Name
and click Browse to select the file.

Choose whether you want to leverage the
Bring Your Own License (BYOL) option or use
your Oracle SOA Cloud Service license.

e The first option enables you to bring your
on-premises Oracle WebLogic Server
licenses to Oracle Cloud. Bring Your Own
License (BYOL) instances are billed at a
lower rate than other instances. See
Frequently Asked Questions: Oracle
BYOL to PaaS.

You must own a Universal Credits
subscription or Government subscription
in order to use BYOL.

Before you scale out a BYOL instance,
you must have enough WebLogic Server
licenses for the additional OCPUs that will
be allocated to the instance after it is
scaled.

e The second option subscribes to a new
Oracle SOA Cloud Service license. In this
case, your account will be charged for the
new service instance according to your
Oracle SOA Cloud Service agreement.

If you have both BYOL and Oracle SOA Cloud

Service entitlements, BYOL is selected by

default, but you can change the license type. If

you have BYOL entitlements only, BYOL is
selected and you cannot change the license
type. If you do not have BYOL entitlements, the

Oracle SOA Cloud Service license option is

selected and you cannot change the license

type.

See Overview of Oracle Cloud Subscriptions.

4-6



Chapter 4
Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure

Service Type Components Installed

Software Release WebLogic Server and Fusion Middleware
12.2.1.4.0 and 12.2.1.3.0 are supported.

Note: You cannot upgrade Oracle SOA Cloud
Service instances from earlier releases (such
as 12.2.1.3.0) to the latest release
(12.2.1.4.0). Instead, provision a new
12.2.1.4.0 instance.

Specify the Service Instance Details

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

In the Instance Details page, you can configure the service type, shape, size, database, and
other important details for your instance.

b
€ Previous  Cancel O L Next )
Instance Details Confirm
Create SOA Cloud Service Instance Details
Some settings are dependent on current region,eu-frankfurt-1.Go back to select a different region. [E Selection Summary
Select Service Type Database Configuration
* Service Type SOA with SB & B2B Cluster j Database Type © Oracle Autonomous Transaction
L7] Processing
Enable B2B adapter for Oracle Cloud Infrastructure
EDI o Database

Oracle Database Cloud Service
. (Classic)
Weblogic
[\, SOACS recommends minimum 2 OCPU Oracle Autonomous

Transaction Processing Database. Refer to the documentation for
* Compute Shape 1 Standard2.1 - 1.0 OCPU. 1 .| o scaling up your ATP instance.

* Compariment Name

* Cluster Size 4 ManagedCompartmentForPaa’ * | @

“le
* Database Instance =
* User Name weblogic @ [ <Select an instance> :I [
No Database instance exists for the selected
* Password .. Py compartment.
* Confirm Password ... @ Load Balancer Configuration

* Load Balancer Oracle Traffic Director | (7]

Load Balancer Policy Least Connection Count " @

Compute Shape  y\ Standard2.1- 1.0 OCPU, 1 ~| @

Backup and Recovery Configuration
* Storage Container Name )
* Storage User Name

usemame [ 2]

* Cloud Storage Password

Topics:
» Select Service Type

e Configure WebLogic Server Access
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»  Configure the Database
»  Configure the Load Balancer
»  Configure Backup and Recovery

e Confirm Your Selections

Select Service Type

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

Select one of the available service types for your Oracle SOA Cloud Service instance.

Item

Description

Business Activity Monitoring

MFT Cluster

SOA with SB & B2B Cluster

Install and configure Business Activity
Monitoring (Oracle BAM). See "Understanding
Oracle Business Activity Monitoring" in
Monitoring Business Activity with Oracle BAM
(12.2.1.4]112.2.1.3|12.2.1.2| 12.1.3).

Install and configure only Oracle Managed File
Transfer Cloud Service. See Using Oracle
Managed File Transfer Cloud Service.

Install and configure Oracle SOA Suite, Oracle
Service Bus, Oracle B2B, Oracle Technology
Adapters, and Oracle Cloud Adapters.

When you select this service type, the Enable
B2B Adapter for EDI checkbox is presented
below the dropdown list. You can choose to
enable the B2B Adapter for EDI. See B2B
Adapter for EDI.

Configure WebLogic Server Access

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

Specify information about your Oracle WebLogic Server compute shape and

administrator details.

Item

Description

Cluster Size

User Name

ORACLE

Oracle SOA Cloud Service always creates a
domain with one or more servers in a cluster.

Choose the cluster size. Choose between 1, 2,
4 or 8 virtual machines (nodes).

Note: If you configure more than one node, it
is highly recommended that you enable the
load balancer on the next page of the
Provisioning Wizard.

The user name of the Oracle WebLogic Server
administrator.

Note that you can change the user name
through the WebLogic Server Administration
Console after you have created the instance.
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Item Description

Password Specify an Oracle WebLogic Server
administrator password that meets the
following criteria:

e It must begin with a letter.

e It must contain between 8 and 30
characters.

e It must contain at least one number.

e Optionally, it can contain any number of
the following special characters: $ # .
For example: Achlz0#d.

Configure the Database

@ This topic does not apply to Oracle Cloud Infrastructure Classic.
Specify information about your database.

For details about the databases supported by Oracle SOA Cloud Service in Oracle Cloud
Infrastructure, see Database.

Item Description

Database Type *  Oracle Autonomous Transaction
Processing: Select to provision an Oracle
Autonomous Transaction Processing (ATP)
database to use with the SOA with SB &
B2B Cluster service type. See Create an
Oracle Autonomous Transaction Processing
Database for Oracle SOA Cloud Service.

*  Oracle Cloud Infrastructure Database:
Select to provision an Oracle Cloud
Infrastructure native database with your
Oracle SOA Cloud Service instance. See
Create an Oracle Cloud Infrastructure
Database for Oracle SOA Cloud Service.
Note that only native databases belonging to
the same region, availability domain, and
subnet selected during provisioning of the
Oracle SOA Cloud Service instance are
available for selection. Therefore, make sure
that you choose the same region, availability
domain, and subnet in which the native
database was provisioned.

Compartment Name Select the same compartment on which the native
database is provisioned from the drop-down list.
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Item

Description

Database Instance or Name

PDB Name

Administrator User Name

Password

Select an existing Oracle Cloud Infrastructure
database or Oracle Autonomous Transaction
Processing database instance name.

Note: Oracle SOA Cloud Service supports only
serverless deployments of the Oracle Autonomous
Transaction Processing database. It does not
support dedicated deployments.

If you selected the Oracle Cloud Infrastructure
database, select a native database from the drop-
down list. Note that only native databases
belonging to the same region, availability domain,
and subnet selected during provisioning of the
Oracle SOA Cloud Service instance are available
for selection.

Enter an optional pluggable database (PDB)
name.

Note: Oracle SOA Cloud Service supports the use
of only a single pluggable database.

Your database user name. This value must be set
to a database user with SYSDBA system
privileges. You can use the default user SYS or
any user that has been granted the SYSDBA
privilege.

The database administrator password specified
when the database instance was created.

Configure the Load Balancer

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

Specify whether or not you want to use the Oracle Traffic Director (OTD) load

balancer.

" Notes:

address.

ORACLE

e If you do not select a load balancer, then the Managed Server URLs
(b2bconsole, worklistapp) are not accessible using the load balancer IP

e To provision the Oracle-managed load balancer, do not provision OTD.
Instead, manually set up and configure the Oracle Cloud Infrastructure
load balancer as a post-provisioning task (see Configure an Oracle
Cloud Infrastructure Load Balancer Post-Provisioning).
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Item Description

Load Balancer .

None: Select if you do not need a load
balancer or want to add an Oracle Cloud
Infrastructure load balancer post-provisioning
(see Configure an Oracle Cloud Infrastructure
Load Balancer Post-Provisioning).

Oracle Traffic Director: Select if you want to
manage the load balancer.

Load Balancer Policy (if Oracle Traffic Director Select the load balancer mechanism for routing
is selected) traffic to servers.

Least Connection Count. Passes each new
request to the managed server with the least
number of connections. This policy is useful
for smoothing distribution when managed
servers slow down. managed servers with
greater processing power receive more
connections over time.

Least Response Time. Passes each new
request to the managed server with the
fastest response time. This policy is useful
when managed servers are distributed across
networks.

Round Robin. Passes each new request to
the next managed server in line, evenly
distributing requests across all managed
servers regardless of the number of
connections or response time.
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Item

Description

Compute Shape (if Oracle Traffic Director is
selected)

Select the number of Oracle Compute Units
(OCPUs) and amount of RAM memory that you
want to allocate to the VM for the load balancer.
The larger the compute shape, the greater the
processing power.

The valid compute shapes for Oracle Cloud
Infrastructure are:

VM.Standard2.1 — 1.0 OCPU, 15.0GB RAM
VM.Standard1.2 — 2.0 OCPU, 14.0GB RAM
VM.Standard2.2 — 2.0 OCPU, 30.0GB RAM
VM.Standard1.4 — 4.0 OCPU, 28.0GB RAM
VM.Standard2.4 — 4.0 OCPU, 60.0GB RAM
VM.Standard1.8 — 8.0 OCPU, 56.0GB RAM
VM.Standard2.8 — 8.0 OCPU, 120.0GB RAM
VM.Standard1.16 — 16.0 OCPU, 112.0GB

VM.Standard2.16 — 16.0 OCPU, 240.0GB

VM.Standard2.24 — 24.0 OCPU, 320.0GB

# Note:

If you select a VM.
Standardl.X shape,
verify that your
account has
entitlement for it
before proceeding
with the provisioning.
Note that you cannot
change the compute
shape after you have
created the Oracle
SOA Cloud Service
instance.

Configure Backup and Recovery

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

ORACLE
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Specify information about the storage container that will be used to store backups. It's a good
idea to create a separate container for each instance you create.

# Note:

You must have a current subscription to Oracle Cloud Infrastructure Object Storage.

Item Description

Storage Container Name Enter the URL of an existing bucket in Oracle
Cloud Infrastructure Object Storage. See
Prerequisites for Oracle Platform Services in the
Oracle Cloud Infrastructure documentation.
Format: https://
swiftobjectstorage.region.oraclecloud.c
om/v1/account/bucket

Example: https://swiftobjectstorage.us-

phoenix-1.oraclecloud.com/v1l/myCompany/
myBucket

Storage User Name The name of the Oracle Cloud Infrastructure
administrator.
Note: The Oracle Identity Cloud Service (IDCS)
Federated user name is not supported.

Cloud Storage Password Enter the auth token generated in Oracle Cloud
Infrastructure for the specified user.

Confirm Your Selections

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

The confirmation page displays the configuration values you choose in the provisioning
wizard.

Review the service details. If you need to change the service details, use the navigation bar
or Previous button at the top of the wizard to step back through the pages in the wizard.
Click Cancel to cancel out of the wizard without creating a new service instance. If you are
satisfied with your choices on the Confirmation page, click Create. Click the download icon
provided in the top-right of the page to download the REST API used to provision the pod.

" Note:

It takes about an hour and a half to create the instance. You are notified by email
when it has been created.
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Provision an Oracle SOA Cloud Service Instance Using the REST API

To provision an Oracle SOA Cloud Service instance on Oracle Cloud Infrastructure
using the REST API instead of the provisioning wizard, see "Provision a New Instance"
in REST API for Oracle SOA Cloud Service.

To provision an Oracle SOA Cloud Service instance on Oracle Cloud Infrastructure
using the provisioning wizard, see Provision a Custom Oracle SOA Cloud Service
Instance on Oracle Cloud Infrastructure.

" Notes:

e Associations do not show up in the Oracle SOA Cloud Service Console.
The REST API Response also does not show the associations.

e Coordinated backups are not supported with the Oracle Cloud
Infrastructure database or Autonomous Transaction Processing (ATP)
database.

Do not delete a database after creating it. There is no check while
deleting an Oracle Cloud Infrastructure database or Autonomous
Transaction Processing (ATP) database that is associated with an Oracle
SOA Cloud Service instance.

e Make sure that the database is up and running when using it to provision
an Oracle SOA Cloud Service instance.

e In REST API, when using a connect string, you must connect to an
Oracle Cloud Infrastructure database created under the same region and
availability domain. If not, there are performance issues. The connect
string is not validated while provisioning the Oracle SOA Cloud Service
instance. Provisioning fails if the connect string provided is incorrect.

e Make sure that the database port is open to the SOA subnet before
using REST API to provision a new Oracle SOA Cloud Service instance.
For an Oracle Cloud Infrastructure database, the port is 1521; for
Autonomous Transaction Processing (ATP) database, the port is 1522.

*  When updating database password credentials, make sure that the
database password adheres to the following standards:

— Password must contain at least 2 uppercase characters
— Password length should be greater than 9 characters

— Password must contain at least 2 special characters

Create an Oracle SOA Cloud Service Instance Attached to a Private
Subnet on Oracle Cloud Infrastructure

@ This topic does not apply to Oracle Cloud Infrastructure Classic.
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When you create an Oracle SOA Cloud Service instance in an Oracle Cloud Infrastructure
region, you can attach the instance to either a private subnet or a public subnet. If you attach
the instance to a private subnet, then the nodes of the instance can’t have public IP
addresses. They are isolated from the public Internet.

Topics:

Create the Required Resources in Oracle Cloud Infrastructure

Create an Oracle SOA Cloud Service Instance Attached to a Private Subnet

Create the Required Resources in Oracle Cloud Infrastructure

ORACLE

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

Before creating an Oracle SOA Cloud Service instance attached to a private subnet, you
must fulfill certain prerequisites, including creating the required identity, networking, and
storage resources in Oracle Cloud Infrastructure.

1.

Generate an SSH key pair.

See Generate a Secure Shell (SSH) Public/Private Key Pair.

Note the path and name of the files that contain the private and public keys. You'll need
the keys later.

Complete the following steps from the tutorial =l Creating the Infrastructure Resources
Required for Oracle Platform Services:

a.

Create a compartment.

If you want to create the Oracle Cloud Infrastructure resources in an existing
compartment, then skip this step.

Create a virtual cloud network (VCN) in the compartment you created or identified.
If you want to use an existing VCN, then skip this step.

Create a policy to allow Oracle Cloud platform services to use the networking
resources in the compartment that you created or identified.

If the required policy exists for the compartment that you want to use, then skip this
step.

Create a bucket in the Object Storage service to store backup of your Oracle SOA
Cloud Service instance.

< Note:

The user creating the bucket must be a user in Oracle Cloud Infrastructure
Identity and Access Management (IAM), not a federated user.

If you'd like to use a bucket that were created previously, then skip this step.

Note the name of the bucket. You'll need them later while creating the service
instance.

Generate authentication tokens for the users who created the bucket.
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If you have the required token already, then skip this step.

Note the authentication token value. You'll need it later while creating the
service instance.

In the VCN that you created or identified earlier, create the required networking
resources:

a.

Create a service gateway.

The service gateway is required for the Oracle SOA Cloud Service instance to
access the Object Storage service.

See Setting Up a Service Gateway in the Oracle Cloud Infrastructure
documentation.

Create an internet gateway.

The internet gateway enables communication between the public Internet and
the Bastion node.

See Working with Internet Gateways in the Oracle Cloud Infrastructure
documentation.

(Optional) Create a NAT gateway.

The NAT gateway is required for the node of the Oracle SOA Cloud Service
instance to access the public Internet. Such access would be useful when (for
example) you want to allow the nodes to access the Oracle Yum server to
download additional packages or OS patches.

See Setting Up a NAT Gateway in the Oracle Cloud Infrastructure
documentation.

Create the following route table:

See Working with Route Tables in the Oracle Cloud Infrastructure
documentation.

Route Table route.private for the Private Subnet

Route Rule Destination Target

To route traffic bound for the Object Service: OCI Service gateway
Storage service through the service region Object

gateway Storage

(Optional) To route traffic bound for the CIDR: 0.0.0.0/0 NAT gateway
public Internet through the NAT gateway

Create the following security lists:

See Working with Security Lists in the Oracle Cloud Infrastructure
documentation.

Security List seclist.bastion for the Bastion Subnet

Security Rule Source | IP Protocol / Port
Destination

(Ingress) To allow SSH connections to the  Source CIDR: SSH /22

Bastion node 0.0.0.0/0

(Egress) To allow all outbound traffic Destination CIDR: All protocols / ports
0.0.0.0/0
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Security List seclist.private for the Private Subnet

Security Rule Source | IP Protocol / Port
Destination

(Ingress) To allow traffic from the other Source CIDR: All Protocols

compute nodes in the VCN 10.0.0.0/16

(Egress) To allow all outbound traffic Destination CIDR:  All Protocols
0.0.0.0/0

f. Create the following subnets:

See Working with VCNs and Subnets in the Oracle Cloud Infrastructure
documentation.

Subnet Purpose Availab Attributes
(Suggested Name) ility
Domai
n
For the Bastion host AD1 Example CIDR®: 10.0.1.0/24
(subnet.bastion) Route table: route.public

Subnet access: Public

Security list: seclist.bastion
For the service instances AD1 Example CIDR: 10.0.4.0/24
(subnet.private) Route table: route.private

Subnet access: Private

Security list: seclist.private

1 Assuming the VCN's CIDR is 10.0.0.0/16

< Note:

Make a note of the OCIDs of the subnets. You'll need them later while
creating the Bastion host and the service instance.

4. Create a compute instance and attach it to the public subnet that you created for the
Bastion host.

Through this node, administrators can access the administration console of the Oracle
SOA Cloud Service instance, and they connect using ssh to the compute nodes of the
service instance.

See Creating an Instance in the Oracle Cloud Infrastructure documentation.
After creating the Bastion compute instance, note its public IP address.

You've created the required resources in Oracle Cloud Infrastructure. You can now create the
Oracle SOA Cloud Service instance.

Create an Oracle SOA Cloud Service Instance Attached to a Private Subnet

@ This topic does not apply to Oracle Cloud Infrastructure Classic.
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Use the REST API to create an Oracle SOA Cloud Service instance attached to a
private subnet.

# Note:

You cannot create an Oracle SOA Cloud Service instance on a private
subnet using the Oracle SOA Cloud Service Console.

Prerequisite: Before creating an Oracle SOA Cloud Service instance, create an
Oracle Cloud Infrastructure native database in the same private subnet. See Create an
Oracle Cloud Infrastructure Database for Oracle SOA Cloud Service.

To create an Oracle SOA Cloud Service instance attached to a private subnet:

1. Create arequest body in JSON format by using the following template, and save it
in a plain-text file (for example, create-soacs-instance-on-oci.json):

¢ Notes:

e This template includes only the minimum set of parameters required
to create an instance of Oracle SOA Cloud Service running Oracle
WebLogic Server Enterprise Edition.

e This template creates an Oracle SOA Cloud Service instance with
Oracle Traffic Director (OTD). If you do not want OTD to be
provisioned along with the Oracle SOA Cloud Service instance, then
set:

"provisionOTD":"false",

and remove the following under "components":

"OTD": {
"loadBalancingPolicy":"LEAST CONNECTION COUNT",
"shape":"VM.Standard2.1"

b

"region":"us-phoenix-1",

"edition":"SUITE",

"purchasePack":"soaosbb2b or mft",

"vmPublicKeyText":"ssh-rsa vm public key text value",

"availabilityDomain":"bcaH:PHX-AD-1",

"provisionOTD":"true",

"enableNotification":"false",

"cloudStorageContainer":"https://swiftobjectstorage.us-
ashburn-1.oraclecloud.com/vl/ocitenancey/soabackup”,

"cloudStorageUser":"user@example.com",

"cloudStoragePassword":"authtoken",
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"serviceVersion":"12cRelease213 or 12cRelease214",
"serviceLevel":"PAAS",
"serviceName":"soacsInstanceName",

"subnet":"ocidl.subnet.ocl.phx.aaaaaaaacukvw55crhp2ekd2f36vitcpsccx43igo3d
lezejc3dgwft7dgga",
"isBYOL":"false",
"components": {
"OTD" : {
"loadBalancingPolicy":"LEAST CONNECTION COUNT",
"shape":"VM.Standard2.1"
}I
"WLS" : {
"adminUserName":"weblogic",
"adminPassword":"webLogicPassword", (min 8 chars, at least 1
uppercase, 1 number, and special char  or #)
"dbaName": "sys",
"dbaPassword": "sysPassword", (min 8 chars, at least 1
uppercase, 1 number, and special char  or #)
"managedServerCount":"1",
"connectString": "dbhost:1521/PDB.subnet.vcn.oracleven.com",
(use the correct PDB name)
"shape":"VM.Standard2.1"

b
"enableAdminConsole":"true",
"meteringFrequency":"HOURLY"

where vm_public key text value is the SSH key pair value.

For information about the REST API payload, see REST API for Oracle SOA Cloud
Service.

2. Send the REST API request.

To determine the REST endpoint URL, see "REST API Endpoints for Platform Services"
in Getting Started with Oracle Platform Services in the Oracle Cloud Infrastructure
documentation.

The following is an example of a REST API request to create an Oracle SOA Cloud
Service instance:

curl -X POST https://psm.us.oraclecloud.com/paas/api/vl.1/instancemgmt/
identityServicelID/services/soa/instances \

-u user:password \

-H '"X-ID-TENANT-NAME: identityServiceID' \

-H 'Content-Type: application/
vnd.com.oracle.oracloud.provisioning.Service+json' \

-d @create-soacs-instance-on-oci.json

where:
e identityServiceID: The identity service ID of your Oracle Cloud account.

You can find this information on the service details page for any service in the Oracle
Cloud Infrastructure Console.
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* user: Your Oracle Cloud user name.

* password: Your Oracle Cloud password.

A message similar to the following is displayed, indicating that the request was
accepted:

{

"details": {
"message": "Submitted job to create service [mySOACS] in domain
[identityServiceID].",

"jobId": "50572730"
}
}

Wait for the instance to be created.

¢ Notes:

« If you followed all prerequisites and the instance creation fails, make
sure that you don't have firewall settings blocking your request.

e If you want to scale out or scale in the instance, you must use the
corresponding REST API. These operations will not succeed using the
Oracle SOA Cloud Service Console.

e The compute nodes of Oracle SOA Cloud Service instances that are
attached to private subnets in Oracle Cloud Infrastructure have private IP
addresses, so you can't ssh to the nodes or access the administration
consoles of such instances from the public Internet.

* You can access the administration consoles and connect to the nodes of
such instances through a Bastion host attached to a public subnet or
through your on-premises network by using IPSec VPN connectivity. See
Extend Your On-Premises Network with a VCN on Oracle Cloud
Infrastructure.

1. Connect to the Oracle SOA Cloud Service instance through SSH
using the Bastion node. Note that the Bastion VM is in same VCN
but in a different public subnet.
ssh -i opc_key opc@publicBastionIP

2. Inside the Bastion node, run the following command to copy the
private key to the Bastion node, and connect to the Oracle SOA
Cloud Service instance through SSH:

ssh -1 /tmp/opc_key opc@privateIP

where privateIPisthe WeblLogic Server private IP address or the
OTD private IP address.
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Post-Provisioning Tasks in Oracle Cloud Infrastructure

Review the following topics to learn about additional post-provisioning tasks you must
complete for the service to work correctly in Oracle Cloud Infrastructure.
Topics:

* Access WebLogic Server Administration and OTD Consoles in Oracle Cloud
Infrastructure

* Extend Your On-Premises Network with a VCN on Oracle Cloud Infrastructure
* Register a Custom Domain Name with a Third-Party Registration Vendor

*  Move a Customized plan.xml File from the Oracle Fusion Middleware Home Installation
Directory

Access WebLogic Server Administration and OTD Consoles in Oracle Cloud
Infrastructure

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

If you provision an Oracle SOA Cloud Service instance after 1 August 2020 and you are not
able to access the WebLogic Server Administration or OTD Console URLs from your browser
after provisioning, then you must create rules to allow traffic into your Administration Server
VM.

¢ Note:

Before performing these steps, be aware that this means that WebLogic Server
allows inbound traffic to the known public IPs or CIDRs that you configure. Oracle
recommends that you do not allow inbound traffic to be visible to unknown public
IPs.

To add ingress rules to allow access to the WebLogic Server Administration or OTD Console
URLs:

Open the navigation menu, click Networking, and then click Virtual Cloud Networks.
Select the compartment where you created the new instance.

In the list of VCNSs, select your VCN.

On the Virtual Cloud Network Details page, click Security Lists in the left pane.

Click the security list that the Administration Server VM is using.

@ g » 8w d PR

Click Add Ingress Rules to open the Add Ingress Rules dialog.
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Add Ingress Rules

Ingress Rule 1

Allows TCP traffic for ports: all

sTateLess (7)

SOURCE TYPE

CIDR

<>

SOURCE PORT RANGE  OPTIONAL @

Examples: 80, 20-22

DESCRIPTION OPTIONAL

Maximum 255 characters

Add Ingress Rules Cancel

SOURCE CIDR

Cancel

IP PROTOCOL @

TCP

<>

DESTINATION PORT RANGE  OPTIONAL ()

Examples: 80, 20-22

+ Additional Ingress Rule

7. Inthe Add Ingress Rules dialog, create an ingress rule to access the WebLogic
Server Administration Console:

Leave the STATELESS checkbox deselected.

In the SOURCE CIDR field, enter the public IP address of the machine where the

Administration Server URL is opened from a browser (for example, if your
public IP address is 123.123.456.456 then enter 123.123.456.456/32).

a.
b. For SOURCE TYPE, select CIDR.
C.
Alternatively, you can enter a CIDR.
d. Inthe 1P PROTOCOL field, select TCP.
e. Inthe SOURCE PORT RANGE field, enter A11.
f. Inthe DESTINATION PORT RANGE field, enter 7002.
g. Click Add Ingress Rules.

ORACLE

SOABYOL-wls-ms-security-list

Security List Information | Tags

Move Resource

OCID: _sigpia Show Copy

Created: Wed, May 20, 2020, 03:27:24 UTC

Resources Ingress Rules

Ingress Rules (2)

Egress Rulss (0)

o 0.0.0.00

on each Instance n addtion tothis Securty List

Compartment: SOACompartment

Destination Port Range TypeandCode | Allows Descriptior

7008 TCP traffic for ports: 7004

Mo 6214214215232

7002 TCP traffic for ports: 7002
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8. Repeat the steps above to add another ingress rule to access the OTD Console,
specifying a DESTINATION PORT RANGE of 8989.

Extend Your On-Premises Network with a VCN on Oracle Cloud Infrastructure

ORACLE

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

A Virtual Cloud Network (VCN) is a customizable private network in Oracle Cloud
Infrastructure. Just like a traditional data center network, a VCN provides you with control
over your network environment. This includes assigning your own private IP address space,
creating subnets, creating route tables and configuring stateful firewalls. A single tenant can
have multiple VCNs, thereby providing grouping and isolation of related resources.

One way to connect your on-premises network and your VCN is to use an Internet Protocol
Security (IPSec) VPN. IPSec is a protocol suite that encrypts the entire IP traffic before the
packets are transferred from the source to the destination. This topic provides instructions for
setting up and managing an IPSec VPN for your VCN for PaaS services. This topic applies to
all PAAS services.

In summary, the process for creating an IPSec VPN comprises the following steps:
Create your VCN.

Create a subnet in the VCN.

Create a Dynamic Routing Gateway (DRG).

Attach the DRG to your VCN.

A S

Create a Customer Premises Equipment (CPE) object and provide your router's public IP
address.

6. From your DRG, create an IPSec connection to the CPE object and provide your static
routes.

7. Get the IPSec tunnel information

8. Configure the IPSec connection on the remote end.
9. Create a route table and route rule for the DRG.
10. Create a security list and required rules.

11. Create PaaS Policies.
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Route Table
Destination CIDR Route Target
0.0.0.0/0 DRG
Your
existing
network IPSec VPN
10.0.0.0/16 CEs==22s = @
R = DRG
&= Customer- Dynamic
Premises Routing
Equipment Gateway
(CPE) IPSec
connection
with multiple
tunnels
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Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud

Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

Create a VCN.

a. Open the navigation menu, click Networking, and then click Virtual Cloud

Networks.
b. Click Create VCN.

c. Inthe Create a Virtual Cloud Network dialog, enter a name for your VCN and

select a compartment.
d. Click Create VCN.

Your VCN is created with some default components (default route table,
default security list, default set of DHCP options).

Next, you'll create subnets in separate Availability Domains. This allows
distributing your instances across the subnets for high availability.

a. Inthe Virtual Cloud Network details page, in the navigation pane, under

Resources, select Subnets.
b. Click Create Subnet.

Enter the following details:

Field

Description

Name

Name of the subnet
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Field Description

Availability Domain Select an availability domain for your
subnet.

CIDR Block Specify a CIDR block to indicate the

network address that can be allocated to
the resources.

Route Table Select a route table to provide mapping for
the traffic from the subnet to destinations
outside the VCN.

SUBNET ACCESS PRIVATE SUBNET: Select this option to
prohibit public IP addresses for instances
in the subnet.

PUBLIC SUBNET: Select this option to
allow public IP addresses for instances in
the subnet.

DNS HOSTNAMES IN THIS SUBNET Select this option to allow assignment of
DNS hostname when launching an

instance.
DNS LABEL Auto-generated if no name is specified.
DNS DOMAIN NAME Read-only field
DHCP OPTIONS Select the DHCP option for the VCN.
Security Lists Specify security list/s for the VCN.

c. Click Create.

Create a Dynamic Routing Gateway (DRG) to provide a path for private network traffic
between your VCN and on-premises network.

a. Open the navigation menu and click Networking. Under Customer Connectivity,
click Dynamic Routing Gateway.

b. Click Create Dynamic Routing Gateway.

c. Specify a compartment, enter a name for the Dynamic Routing Gateway and click
Create.

Once the Dynamic Routing Gateway is created, you can attach it to your VCN.

a. Open the navigation menu, click Networking, and then click Virtual Cloud
Networks.

b. Click your VCN to open its details.

c. Inthe Virtual Cloud Network Details page, in the navigation pane, under Resources,
click Dynamic Routing Gateways.

d. Click Attach Dynamic Routing Gateway.
e. Select the dynamic routing gateway that you created and click Create.

After attaching the Dynamic Routing Gateway to your VCN, create a Customer Premises
Equipment (CPE) to logically represent the on-premises VPN device within Oracle Cloud
Infrastructure networking configuration.

a. Open the navigation menu, and click Networking. Under Customer Connectivity,
click Customer-Premises Equipment.

b. Click Create Customer-Premises Equipment.

c. Select the compartment, enter a name and IP address for the customer-premises
equipment, and click Create.
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Next, create an IPSec connection to the customer-premises equipment.

a. Open the navigation menu and click Networking. Under Customer
Connectivity, click Dynamic Routing Gateway.

b. Click the dynamic routing gateway that you created.

c. Inthe Dynamic Routing Gateway details page, in the navigation pane, under
Resources, click IPSec Connections.

d. Enter a name and public (external) IP address of the VPN device to be used to
establish IPSec VPN and click Create.

Once the IPSec connection is created , Oracle Cloud Infrastructure creates IPSec
tunnel endpoints in each availability domain. You can use the tunnel information to
configure the on-premises VPN device.

Get the IPSec tunnel information. Select the IPSec Connection and click Tunnel
Information. The tunnel information contains the IP addresses of the tunnel
endpoints and the shared secret to be used to initiate the IPSec connection. It also
shows the status of the IPSec connection.

Configure the IPSec connection on the remote end. Your network administrator
can configure your on-premises VPN device(s) to initiate an IPSec connection to
the tunnels created on Oracle Cloud Infrastructure.

¢ Note:

It is recommended to establish at least two IPSec tunnels, from the on-
premises VPN device.

Configure routing for subnets to go through Dynamic Routing Gateway for on-
premises traffic. The default routing table created for a VCN has no rules by
default. All instances in VCN have a route to other instances in the VCN only.

a. Open the navigation menu, click Networking, and then click Virtual Cloud
Networks.

b. Click the VCN to open its details.

c. Inthe Virtual Cloud Network details page, in the navigation pane, under
Resources, select Route Tables and then click Edit Route Rules.

d. Modify the default route table to add a default route and set the Dynamic
Routing Gateway as the route target. This routes any non-VCN traffic through
the Dynamic Routing Gateway into the on-premises network.

Configure security rules to allow valid traffic infout of your subnets.

a. Open the navigation menu, click Networking, and then click Virtual Cloud
Networks.

b. Inthe Virtual Cloud Network details page, in the navigation pane, under
Resources, select Security Lists.

c. Select the security list for your VCN and click Security List Details.

d. The default security list has only three ingress rules and one egress rule to
allow all outgoing traffic. Click Edit All Rules to modify the rules to allow SSH
as required and to open up specific ports for the application running on your
compute instances within the subnets.

4-26



Chapter 4
Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure

12. Create a policy the first time you create an Oracle PaaS instance on Oracle Cloud
Infrastructure. For subsequent PaaS instances, you can use the same or a new policy.

a.

Open the navigation menu and click Identity & Security. Under Identity, click
Policies.

Click Create Policy.

On the Create Policy page, select the root compartment for your tenancy, and then
click Create Policy.

In the Create Policy dialog box, enter a name and a description for the policy.

In the Policy Versioning field, specify the definitions of the verbs and resources that
the policy must use.

»  To specify that the policy must reflect future changes to the definitions of the
policy verbs and resources, select KEEP POLICY CURRENT.

» To specify that the policy must use the definitions in effect on a specific date,
select USE VERSION DATE, and then enter the date in the YYYY-MM-DD
format.

In the Policy Statements field, enter the following policy statement.

# Note:

Replace <compartment name> with the name of your compartment. Don't
change anything else in the policy statement.

Allow service PSM to inspect vcns in compartment <compartment name>

Click plus to add the next policy.
Add the following policy.

Allow service PSM to manage security-lists in compartment
<compartment name>

After you add all the policies, click Create.

Register a Custom Domain Name with a Third-Party Registration Vendor

ORACLE

Third-party vendors enable you to register custom domain names.

To register your custom domain and resolve it to the Oracle SOA Cloud Service load
balancer:

1. Register your domain name through a third-party domain registration vendor, such as
verisign.com, register.com and namecheap.com.

2. Resolve your domain name to the IP address of the Oracle SOA Cloud Service load
balancer, using the third-party domain registration vendor console.
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< Note:

e For more information, refer to the third-party domain registration
documentation.

e Configure all clients that invoke Oracle SOA Cloud Service with the DNS
name, and not the IP address of the load balancer.

« Don't get a self-signed certificate. Get a CA (certificate authority)-issued
certificate.

e See Import a CA-Issued SSL Certificate to the Load Balancer and
Associate the SSL Certificate With the Load Balancer.

Move a Customized plan.xml File from the Oracle Fusion Middleware Home
Installation Directory

Oracle SOA Cloud Service uses image-based patching, which means that the Oracle
Fusion Middleware home installation directory is replaced with a new image when a
patch upgrade occurs. Any post-installation configuration changes you make to the
plan.xml file in the installation subdirectory ($MW _HOME/soa/soa/plan.xml) are
overridden when upgrade patching occurs:

If you need to customize the plan.xml file after installation, ensure that you place this
file outside the installation directory. Otherwise, patching overrides your changes.

Provision an Oracle SOA Cloud Service Instance in Oracle
Cloud Infrastructure Classic

You can provision an Oracle SOA Cloud Service instance in Oracle Cloud
Infrastructure Classic.

# Note:

The information in this topic applies only to existing Oracle SOA Cloud
Service accounts.
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¢ Notes:

*  Before you begin these steps, make sure that you have met the necessary
Prerequisites for Oracle Cloud Infrastructure Classic.

e To access the Oracle SOA Cloud Service Console and run the Oracle SOA
Cloud Service provisioning wizard, you must have the SOA Administrator role.
Users with the SOA Administrator role are created on the My Account/Oracle
Cloud Infrastructure Console pages by the tenant administrator. When an
account is created, the tenant administrator for that account receives
information about how to access these pages through an activation email.

Topics:

Reserve IP Addresses for Oracle Database Exadata Cloud Service When Region Not
Enabled

Create and Manage IP Reservations

Quickly Try Out an Instance in Oracle Cloud Infrastructure Classic
Provision Oracle SOA Cloud Service on an IP Network

Provision an Oracle SOA Cloud Service Instance with Stack Manager

Provision a Custom Oracle SOA Cloud Service Instance on Oracle Cloud Infrastructure
Classic

Post-Provisioning Tasks in Oracle Cloud Infrastructure Classic

Reserve |IP Addresses for Oracle Database Exadata Cloud Service When
Region Not Enabled

ORACLE

@ This topic applies only to Oracle Cloud Infrastructure Classic.

If regions are enabled for your account and you select a region name in the service instance
creation wizard, you can use reserved IP addresses for your VMs without using this
procedure. If regions are not enabled, you must follow this procedure to reserve IP
addresses:

1.

Create an Oracle Database Exadata Cloud Service database deployment if you have not
done so already.

Determine the initial size for the Oracle WebLogic Server cluster you will define when you
create your Oracle SOA Cloud Service instance.

Log in to support.oracle.com (My Oracle Support).

File a Service Request to obtain authorized IP addresses for your Oracle SOA Cloud
Service instance.

Oracle will provide IP addresses and open up the firewall at these addresses on the
Oracle Database Exadata Cloud Service.

In the Service Request, specify the following information:

e Your identity domain.
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» Oracle Required Schema database name, which must be the name of the
Oracle Database Exadata Cloud Service database deployment if you are not
specifying a database deployment for the Application Schema.

» (Optional) Application Schema database deployment name.

» Desired number of servers in your WebLogic Server cluster.

Create and Manage IP Reservations

@ This topic applies only to Oracle Cloud Infrastructure Classic.

IP reservations created using Compute Classic Console are not available for use while
provisioning Oracle SOA Cloud Service. Instead, you can pre-allocate IP addresses to
be used for Oracle SOA Cloud Service using the IP reservations feature. Note that
these reservations are only available for Oracle SOA Cloud Service.

IP reservations are useful when you want to maintain an IP address across the
creation and deletion of instances. This may occur because you have web services or
endpoints configured to use a specific IP address. When you delete and provision a
new instance (for example, move your instance from a test to a production
environment), you can continue to use the same IP address.

While reserving IP addresses using this feature, if you select IP reservations from a
pool of public IP addresses, then your instance can communicate with external hosts
over the public internet. On the other hand, if you select IP reservations from a pool of
cloud IP addresses, then your instance can communicate with other Oracle Cloud
services, such as the REST endpoint of an Oracle Cloud Infrastructure Object Storage
Classic account in the same region, without sending traffic over the public internet.

When provisioning multi-node instances in Oracle SOA Cloud Service, you need to
have same number of IP reservations available for use. In order to release IP
reservations, delete or scale in a Oracle SOA Cloud Service instance. Note that IP
reservations can be used with or without IP networks.

@© Important:

You cannot attach an IP reservation to an already created Oracle SOA Cloud
Service instance. If you choose to detach an IP reservation, you cannot
restore from an existing backup.

# Note:

A scale out operation either auto-assigns IP reservations or uses reserved |IP
addresses.

The tasks for creating and managing IP reservations are:

* Create an IP Reservation

* Delete an IP Reservation

ORACLE 4-30



Chapter 4
Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure Classic

Create an IP Reservation

ORACLE

@ This topic applies only to Oracle Cloud Infrastructure Classic.

You can preallocate IP addresses to be used for Oracle SOA Cloud Service using the IP
reservations feature.

To create an IP reservation:

1. Inthe Oracle SOA Cloud Service Console, click IP Reservations.

# Note:

The IP Reservations tab shows up only if at least one IP reservation has been
created.

2. Click Create.
The Create IP Reservation window displays.

3. Enter a name for the IP reservation and choose the region where the reservation will be
available from.

4. If you intend to use this reservation for an instance that you attach to an IP network,
select the On IP Network check box. If you leave this check box deselected, the IP
reservation can be assigned to only an instance that you attach to the shared network.

5. Click OK.

# Note:

The IP reservation creation process takes a couple of minutes. The created IP
reservation shows in the IP Reservation page list with "UNUSED" status. Once
the IP reservation is created successfully, you can go back to Create a Service
page and use the newly created IP reservation in your service.

Creating the First IP Reservation
To create the first IP Reservation, use the Create Service wizard.

1. Inthe Oracle SOA Cloud Service Console, click Create Service.

2. Enter the text “temp” in the Service Name field, select a region in the Region list, and
click Next.

3. In the Weblogic section, click the gear icon beside the IP Reservations field.
The Confirmation window displays.

4. Click OK to continue.
The Create Service wizard closes and the IP Reservations page displays.

5. Click Create.
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The Create IP Reservation window displays.

6. Enter a name for the IP reservation and choose the region where the reservation
will be available from.

7. If you intend to use this reservation for an instance that you attach to an IP
network, select the On IP Network check box. If you leave this check box
deselected, the IP reservation can be assigned to only an instance that you attach
to the shared network.

8. Click OK.

Delete an IP Reservation

@ This topic applies only to Oracle Cloud Infrastructure Classic.

When you no longer require an unused IP reservation, you can delete it.

# Note:

You can only delete an unused IP reservation.

To delete an IP reservation:

1. Inthe Oracle SOA Cloud Service Console, click IP Reservations.

2. Locate the unused IP reservation you want to delete and then click the X icon in
the row for that reservation.

You are prompted to confirm the deletion.

3. Click OK to confirm deletion of the IP reservation.

Quickly Try Out an Instance in Oracle Cloud Infrastructure Classic

ORACLE

@ This topic applies only to Oracle Cloud Infrastructure Classic.

You can create a quick start instance of Oracle SOA Cloud Service with a single click.

Capabilities of a Quick Start Instance

The QuickStarts option automatically provisions Oracle SOA Cloud Service with an
Oracle Database Classic Cloud Service instance, but does not provision or provide
support for an Oracle Cloud Infrastructure Object Storage Classic container instance.
Without a container, database backups are not possible. The quick start instance is
useful for testing integrations. After testing is complete, you can import integrations
into a different Oracle SOA Cloud Service instance.
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¢ Note:
Note the following details:

e This instance does not include or support the use of an Oracle Cloud
Infrastructure Object Storage Classic container.

* No load balancer

e A Backup tab on the overview page for the provisioned Oracle SOA Cloud
Service instance is not available.

Prerequisites

None.

Creating an Instance
To create a quick start instance:

1. Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

2. Open the navigation menu and click OCI Classic Services. Under Platform Services,
click SOA.

3. Inthe header, click QuickStarts.

The QuickStarts page is displayed showing the details of the instance that will be
created.
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Create Instance Concel [ _custom |

QuickStarts

QuickStart instances use Oracle's Bring Your Own License (BYOL) terms. Click here if you do not want to use an existing license.

*Instance Name  S0A20210414172208 [

SOA Cloud Service 12.2.1.3 - Single Node

Creates a stack composed of SOA Cloud Service and Database Cloud Service instances. This is a user-
managed service, including scaling, starting and stopping

Includes

Service Type: SOA, Service Bus, B2B
SOA Shape: 1 OCPU

Cracle Database 121, Standard Edition
DB Shape: 1 OCPU

Total Block Storage: 395 GB

No Load Balancer

4. Review the quick start instance details.

¢ Notes:

*  Quick start instances use Bring Your Own License (BYOL) terms.
Click the link Click here if you do not want to use BYOL. For more
information, see About Oracle SOA Cloud Service Subscriptions and
Licenses.

e Click Custom in the upper right corner of the page to launch the
provisioning wizard instead of creating a quick start instance.

In the Instance Name field, enter a name.
Click Create below the template you want to provision.

Download the SSH key when prompted, then click Create.

® N o o

When Oracle SOA Cloud Service and Oracle Database Classic Cloud Service
instance creation completes, change the password for the SYS username.

See Altering User Accounts in the Oracle Database Security Guide.
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< Note:

If you created a service instance using a QuickStart template, you cannot delete the
service instance from the Oracle SOA Cloud Service Console. Using a QuickStart
template creates an entire stack for you, so you must delete the entire stack from
the Stack console. See Deleting an Oracle Cloud Stack in Using Oracle Cloud
Stack Manager.

Provision Oracle SOA Cloud Service on an IP Network

@ This topic applies only to Oracle Cloud Infrastructure Classic.

If you want to provision Oracle SOA Cloud Service on an IP network, follow the steps
described in this section.

Create an IP Network

To complete this task, you must have the Compute Operations role. If you do not have this
role, ask your system administrator to assign you this role. See Modifying User Roles in
Managing and Monitoring Oracle Cloud.

1. Open the navigation menu and click OCI Classic Services. Under Classic
Infrastructure Services, click Compute Classic.
The Compute Classic Console is displayed.

2. If your domain spans multiple sites, select the appropriate site. To change the site, click
the Site menu near the top of the page.

3. Click the Network tab.
4. In the Network drop-down list, expand IP Network, then click IP Networks.

Instances Network !

IP Network v

IP Metworks L}

5. Click Create IP Network.
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Update your IP network as required. You can change the IP address prefix, add or remove an IP network exchange
update the description, or enable or disable the network. Learn more

© Name™
© IP Address Prefix’  172.16.0.0/1§]
© P Exchange Not Set v
escription

© Tags

*Required

Update Cancel

6. Select or enter the required information:

Element Description
Name Enter a name for the IP network.
IP Address Prefix Enter the IP address prefix for this IP

network, in CIDR format. When you create
instances, you can associate a vNIC on the
instance with an IP network. That vNIC on
the instance is then allocated an IP address
from the specified IP network.

Select the IP address prefix for your IP
networks carefully. Consider the number of
instances that you may want to add to the
network. This helps determine the size of
the subnet required.

If you create multiple IP networks and you
may want to add these IP networks to the
same IP network exchange, then ensure
that you do not allocate overlapping address
ranges to these IP networks.

Similarly, if you plan to connect to your IP
networks using VPN, ensure that the
addresses you specify for your IP networks
do not overlap with each other or the IP
addresses used in your on-premises
network.

Note: RFC 6598 addresses are not
supported.
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Element Description

IP Exchange Specify the IP network exchange to which
you want to add this IP network. An IP
network can belong to only one IP network
exchange. Before you specify an IP network
exchange for an IP network, ensure that the
IP addresses in this IP network do not
overlap with the IP addresses in any other
network in the same IP network exchange. If
you do not specify an IP network exchange
while creating an IP network, you can do so
later by updating an IP network.

If you want to connect IP networks using an
IP network exchange, do this before creating
instances with an interface on those IP
networks. This ensures that routes are
appropriately configured on instances by the
DHCP client during instance initialization.

Description Enter a meaningful description for your IP
network, if required.

Tags Enter a list of the tags that you want to
associate with your IP network, if required.

7. Click Create
The IP network is created and added to the specified IP network exchange.
Provision Oracle Cloud Infrastructure Classic

You must provision Oracle Cloud Infrastructure Classic before using the provisioning wizard
to create an Oracle SOA Cloud Service instance.

# Note:

When you provision Oracle Cloud Infrastructure Classic, specify the same IP
network value that you created.

Provision an Instance

1. Follow the steps in Provision a Custom Oracle SOA Cloud Service Instance on Oracle
Cloud Infrastructure Classic to invoke the Oracle SOA Cloud Service provisioning wizard.

2. Inthe IP Network field, specify the IP network you created.

Provision an Oracle SOA Cloud Service Instance with Stack Manager

ORACLE

@ This topic applies only to Oracle Cloud Infrastructure Classic.

Use Oracle Cloud Stack to provision instances of both Oracle SOA Cloud Service and Oracle
Database Classic Cloud Service as a single operation.

Oracle Cloud Stack is a component of Oracle Cloud that enables you to create multiple cloud
resources as a single unit called a stack. You create, delete and manage these resources
together as a unit, but you can also access, configure, and manage them through their
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service-specific interfaces. Stacks also define the dependencies between your stack
resources, so that Oracle Cloud Stack creates and destroys the resources in a logical
sequence.

Stacks are created from templates. The Quick Start feature of Oracle SOA Cloud
Service uses stack templates so that you can quickly create service instances based
on standard configurations.

Oracle Cloud Stack also includes a certified Oracle stack template named Oracle-
SOACS-DBCS-Template. This template creates a stack that's comprised of these
resources:

* A database deployment in Oracle Database Classic Cloud Service

* A service instance in Oracle SOA Cloud Service that is connected to the database
deployment

» A storage container in Oracle Cloud Infrastructure Object Storage Classic to
support cloud backups for the Oracle SOA Cloud Service instance and the
database deployment

Topics:

* Get Started

*  Template Parameters

» Create a Stack with the CLI

e Customize the Template

Get Started

Create a stack using the Oracle-SOACS-DBCS-Template template. Refer to these topics
in Using Oracle Cloud Stack Manager:

* Accessing Oracle Cloud Stack Manager
e Creating a Cloud Stack

A video and a tutorial are also available.

@ Video
=) Tutorial

Template Parameters

In the Oracle-SOACS-DBCS-Template template, the values of these input parameters
can be customized for each stack creation:

» Oracle WebLogic Server and Oracle Database versions

* Oracle WebLogic Server and Oracle Database VM compute shapes (CPU,
memory, storage)

» Oracle WebLogic Server user name
»  Oracle WebLogic Server and Oracle Database system passwords
* Oracle Database name (SID)

* Oracle Database usable storage in Gigabytes

4-38


https://www.oracle.com/pls/topic/lookup?ctx=cloud&id=CSMUG-GUID-B88BDFB8-4381-4743-8942-EDC678E4AD8E
https://www.oracle.com/pls/topic/lookup?ctx=cloud&id=CSMUG-GUID-16FD2C79-0341-4878-8BFB-368E15498D78
http://apexapps.oracle.com/pls/apex/f?p=44785:265:0::::P265_CONTENT_ID:17476
http://apexapps.oracle.com/pls/apex/f?p=44785:112:0::::P112_CONTENT_ID:17477

ORACLE

Chapter 4
Provision an Oracle SOA Cloud Service Instance in Oracle Cloud Infrastructure Classic

e SSH public key for all nodes

* Name of the Oracle Cloud Infrastructure Object Storage Classic container to create

e Storage user name and password

The stack name (the predefined parameter serviceName) is used to name the new services.

This stack name is joined with the text SOACS and DBCS.

Create a Stack with the CLI

In addition to the web console, Oracle Cloud Stack supports the same command line
interface (CLI) that you can use to create and manage an Oracle SOA Cloud Service
instance. Execute the stack create command and specify the template’s name, Oracle-
SOACS-DBCS-Template. Provide values for the template parameters, and be sure to properly
enclose any values that contain white space or other special characters. For example:

psm stack create -n MyStack -t Oracle-SOACS-DBCS-Template -p

commonPwd: "password" backupDestination:"BOTH"
backupStorageContainer:"https://acme.storage.oraclecloud.com/vl/MyService-
acme/MyContainer" backupStorageUser:"john@example.com"
backupStoragePassword:"password" publicKeyText:"key text"

To identify the parameter names to use with the CLI, view or export the template. See
Viewing a Template in Using Oracle Cloud Stack Manager.

Customize the Template

Use Oracle Cloud Stack to copy and update the Oracle-SOACS-DBCS-Template template in
order to customize your stack’s behavior. Modify the template’s name and contents, such as
adding a template parameter or changing the parameters used to provision the Oracle SOA
Cloud Service instance. Refer to these topics in Using Oracle Cloud Stack Manager:

e Cloning an Oracle Template
¢ Creating Resources

e Creating Template Parameters

Tip:

While editing a resource in a stack template, place you mouse over a parameter
name to view its description.

See below for some examples of customizing this stack template.
Enable Access to the Administration Console

By default, network access to the WebLogic Server Administration Console in an Oracle SOA
Cloud Service instance is disabled for security reasons. To enable access to the console after
creating a stack, see Access WebLogic Server Administration and OTD Consoles in Oracle
Cloud Infrastructure Classic. Alternatively, you can update the template and enable access to
the console at the time the service instance is provisioned. Edit the Oracle SOA Cloud
Service resource and set enableAdminConsole tO true.

Set the WebLogic Server Cluster Size
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By default, the Oracle WebLogic Server domain in an Oracle SOA Cloud Service
instance contains a single Managed Server to host your Java Enterprise applications.
This is appropriate for a development environment, but test or production systems may
require a larger cluster of Managed Servers. Oracle SOA Cloud Service allows users
to scale out an existing service instance after creating it, but alternatively you can
update the stack template. Edit the Oracle SOA Cloud Service resource, expand
components and WLS, and then set managedServerCount.

components:
WLS:

managedServerCount: 3

Create a Separate Application Database

An Oracle SOA Cloud Service instance requires at least one Oracle Database Classic
Cloud Service deployment in order to host the required Oracle schemas. But a new
Oracle SOA Cloud Service instance can also connect to a second database
deployment (or a second Pluggable Database in the same database deployment) to
separate the Oracle schemas from your application schemas. Create a second
database resource in your template and associate it with the Oracle SOA Cloud
Service instance.

1. Add a second Oracle Database Classic Cloud Service resource to your template
named dbcs2. See Creating Resources in Using Oracle Cloud Stack Manager.

2. For the database deployment’s serviceName parameter, use the Join function to
give the resource a unique name. For example:

'Fn::Join':

- - 'Fn::GetParam': serviceName
- DBCSAPP

3. Edit the Oracle SOA Cloud Service resource, expand components and WLS, and
then set appDBs to the following value:

- dbServiceName:
'Fn::GetAtt':
- dbcs?2
- serviceName
dbaName: sys
dbaPassword:
'Fn::GetParam': commonPwd
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Provision a Custom Oracle SOA Cloud Service Instance on Oracle Cloud
Infrastructure Classic

You use the Oracle Cloud Infrastructure Classic provisioning wizard to provision a custom
Oracle SOA Cloud Service instance.

Topics:
e Start the Provisioning Wizard
»  Specify Basic Service Instance Information

»  Specify the Service Instance Details

e Confirm Your Selections

Start the Provisioning Wizard

@ This topic applies only to Oracle Cloud Infrastructure Classic.

Start the provisioning process by creating a new service instance:

® |n the Oracle SOA Cloud Service Console, click Create Instance.
&> SOA Cloud Service Welcomel =

Instances  Activity SSH Access

> | As ol Jan 5, 2018 508:16 AM UTC (3

10 112.56 722 10

Instances OCPUs Memory Storage N Public IPs

Summary 5

Instances

| Create Instance I

(\) SOAOSBB2BipResv0103
B Version: 122120 Nodes: 2 OCPUs: 2
Created On: Jan 3, 2018 10:33:26 PM UTC Memory: 225GB
Storage: 146 GB

ml

((\\) SOAOSBB2B1213
= Version: 12.1.3.06 Nodes: 2 ocPus: 2

Created On:  Jan 3, 2018 10:11:52 PM UTC Memory: 225GB
Storage: 138 GB

The Create Instance page is displayed.

Specify Basic Service Instance Information

@ This topic applies only to Oracle Cloud Infrastructure Classic.

On the Create Instance page, enter basic information for your service instance, including
service name, service level, metering frequency, software release, and software edition.
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Create Instance

instance

Cancel
Create SOA Cloud Service Instance
Provide basic instance information
*
Service Name a4 P
Service Description F)
Notification Email email@company com Q
* Region |
eucom-north-1 @
IPNetwork Gompute-6008a7741/detautt ~| @
Tags o

L]

Details Confirm

" SSHPublic Key oo, roa AAAABINZECTYC2EZ | Edit @

License Type My organization already owns
Oracle middieware software
licenses. Bring my existing
middieware software license 1o the
SOA Cloud Service.

© Subscribe to a new SOA Cloud
Service software license and the
SOA Cloud Service.

* Software Release

s

Oracle 12c, 12.2.1.4.0 [Recomr * (7]

Service Type

Components Installed

Service Name

Service Description

Notification Email

ORACLE

Specify a name that you will use to identify the

new service instance. The name must be

unique within the identity domain and must

meet the following conditions:

e Must start with a letter

e Cannot be longer than 50 characters

e Cannot contain non-alphanumeric
characters other than the hyphen
character.

You may add an optional description that can
be used to help identify this new service. The
description is only used during service list
display and is not used internally.

(Optional) Specify an email address where you
would like to receive a notification when the
service instance provisioning has succeeded
or failed.
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Service Type

Components Installed

Region

(Available only if your account has regions)
Select a region if you want to create the
service instance in a specific region, or if you
want to use a custom IP network. You must
also select a region if you intend to assign
reserved IP addresses to your service
instance nodes.

Do not select Oracle Cloud Infrastructure
regions such as us-phoenix-1, us-ashburn-1,
or eu-frankfurt-1. For a complete list of Oracle
Cloud Infrastructure regions that should not be
selected, see Data Regions for Platform and
Infrastructure Services.

The Oracle Database Classic Cloud Service
deployment that you intend to associate with
your Oracle SOA Cloud Service instance must
be in the same region that you select in this
field.

If you select No Preference, Oracle SOA
Cloud Service will select one of the available
Oracle Cloud Infrastructure Classic regions.
However, you will not be able to use an IP
network or reserved IP addresses for your
service instance.
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Service Type

Components Installed

IP Network

If the regions and IP networks features are
supported for your account, during
provisioning you can attach the service
instance to an IP network that is already
created in Oracle Compute Cloud Service. A
region name must be explicitly specified when
you use an IP network. When you specify an
IP network during provisioning, you must also
specify a database deployment on Oracle
Database Classic Cloud Service or Oracle
Database Exadata Cloud Service that is on an
IP network. If your Oracle SOA Cloud Service
and Oracle Database Classic Cloud Service or
Oracle Database Exadata Cloud Service are
attached to different IP networks, then the two
IP networks must be connected to the same IP
network exchange. Access rules required for
communication between the Oracle SOA
Cloud Service instance and Oracle Database
Classic Cloud Service or Oracle Database
Exadata Cloud Service deployment are
created automatically when connected with IP
exchange. See Creating an IP Network in
Using Oracle Cloud Infrastructure Compute
Classic.

Creating IP Networks

* If the IP Network field is not visible in the
wizard for your account, IP network
functionality is probably not enabled in
your data center. Contact Oracle Support
if you want to use the IP network feature
for your account.

e Oracle Database Classic Cloud Service
Behavior:

— When you do not choose a Region/IP
Network in the provisioning screens,
Oracle SOA Cloud Service
provisioning screens allow you to
choose Oracle Database Classic
Cloud Service not in an IP network.
This is equivalent to non-IP network
functionality.

—  When you choose a Region/IP
Network in the provisioning screens:

*  The Oracle SOA Cloud Service
provisioning screens list all
Oracle Database Classic Cloud
Service entries from all IP
networks.

*  The Oracle SOA Cloud Service
provisioning screens list Oracle
Database Classic Cloud Service
entries from the same subnet.

*  The provisioning screens do not
list Oracle Database Classic
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Service Type Components Installed

Cloud Service entries from non-
IP networks.

*  You must ensure that you use a
Oracle Database Classic Cloud
Service from an IP network with
which your Oracle SOA Cloud
Service instance can exchange
packets. In other words, Oracle
SOA Cloud Service and Oracle
Database Classic Cloud Service
should be in the same IP
network or in IP networks that
are connected with an IP
exchange.

*  Internal IP addresses from the IP
network subnet are assigned to
VMs when provisioning
completes.

Updating IP Networks
*  When you update IP networks:

—  Make sure you do not change the IP
address of a subnet, only change the
IP prefix.

—  The IP prefix should be changed to
expand the current IP network. For
example, to change the prefix
from /27 to /8 to expand the
network.

— Restart VMs from the Oracle SOA
Cloud Service Console as soon as
you update an IP network prefix.
Failing to restart the VMs causes
Console URLs not to work properly
during backup.

Deleting IP Networks

e If you plan to delete the IP network/IP
exchange, make sure all VMs and
instances are deleted.

e Instances are no longer functional when
the IP networks are deleted. Therefore,
the Enterprise Manager, WebLogic
Server, and other Oracle SOA Cloud
Service Consoles are not accessible.

«  To re-enable instances, you can recreate
the IP networks/IP exchange with the
exact same name and IP subnet (with a
similar prefix).

- Every time an instance is deleted, the
private IP address is reclaimed by the
subnet.
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Service Type

Components Installed

Tags

SSH Public Key

(Not available on Oracle Cloud at Customer)

(Optional) Select existing tags or add tags to
associate with the service instance.

To select existing tags, select one or more
check boxes from the list of tags that are
displayed on the pull-down menu.

To create tags, click Click to create a tag to
display the Create Tags dialog box. In the
New Tags field, enter one or more comma-
separated tags that can be a key or a
key:value pair.

If you do not assign tags during provisioning,
you can create and manage tags after the
service instance is created. See Create,
Assign, and Unassign Tags.

Specify the value of the VM Public Key, or the
name of the file that contains the public key
value.

Define the public key for the secure shell
(SSH). This key is used for authentication
when connecting to the Oracle SOA Cloud
Service instance using an SSH client.

Click Edit to display the public key input for VM
access and specify the public key using one of
the following methods:

e Select Key File Name and click Browse
to select a file that contains the public key
for the secure shell (SSH).

e Select Key Value and paste or type a key
value in the text box.

e Select Create a New Key and click Enter.
The Provisioning Wizard generates a key
for you. When prompted, save it as a file
on your hard drive. Select Key File Name
and click Browse to select the file.
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Service Type

Components Installed

License Type

Software Release

Metering Frequency

Choose whether you want to leverage the
Bring Your Own License (BYOL) option or use
your Oracle SOA Cloud Service license.

e The first option enables you to bring your
on-premises Oracle WebLogic Server
licenses to Oracle Cloud. Bring Your Own
License (BYOL) instances are billed at a
lower rate than other instances. See
Frequently Asked Questions: Oracle
BYOL to PaaS.

You must own a Universal Credits
subscription or Government subscription
in order to use BYOL.

Before you scale out a BYOL instance,
you must have enough WebLogic Server
licenses for the additional OCPUs that will
be allocated to the instance after it is
scaled.

e The second option subscribes to a new
Oracle SOA Cloud Service license. In this
case, your account will be charged for the
new service instance according to your
Oracle SOA Cloud Service agreement.

WebLogic Server and Fusion Middleware
12.2.1.4.0 and 12.2.1.3.0 are supported.

Note: You cannot upgrade Oracle SOA Cloud
Service instances from earlier releases (such
as 12.2.1.3.0) to the latest release
(12.2.1.4.0). Instead, provision a new
12.2.1.4.0 instance.

You will see the Metering Frequency field if
you are using a metered account. The default
metering frequency is Monthly.

Note: Hourly metering is not currently
supported. If you choose the Hourly option
you will receive a validation error stating that
the service type and hourly metering
frequency combination is not a valid
entitlement.

Specify the Service Instance Details

@ This topic applies only to Oracle Cloud Infrastructure Classic.

In the Instance Details page, you can configure the service type, shape, size, database, and

other important details for your instance.

ORACLE
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Topics:

* Select Service Type

» Configure WebLogic Server Access
»  Configure the Database

»  Configure the Load Balancer

»  Configure Backup and Recovery

Select Service Type

@ This topic applies only to Oracle Cloud Infrastructure Classic.

Select one of the available service types for your Oracle SOA Cloud Service instance.

Table 4-1 Service Types

Item Description

Install and configure Business Activity
Monitoring (Oracle BAM). See "Understanding
Oracle Business Activity Monitoring" in
Monitoring Business Activity with Oracle BAM
(12.2.1.4]12.2.1.3|12.2.1.2| 12.1.3).

Install and configure Oracle SOA Suite, Oracle
Service Bus, Oracle B2B, Oracle Technology
Adapters, and Oracle Cloud Adapters.

When you select this service type, the Enable
B2B Adapter for EDI checkbox is presented
below the dropdown list. You can choose to
enable the B2B Adapter for EDI. See B2B
Adapter for EDI.

Business Activity Monitoring

SOA with SB & B2B Cluster
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@ This topic applies only to Oracle Cloud Infrastructure Classic.

Specify information about your Oracle WebLogic Server compute shape and administrator

details.

Item

Description

Cluster Size

Reserved IPs

ORACLE

Oracle SOA Cloud Service always creates a
domain with one or more servers in a cluster.

Choose the cluster size. Choose between 1, 2, 4
or 8 virtual machines (nodes).

Note: If you configure more than one node, it is
highly recommended that you enable the load
balancer on the next page of the Provisioning
Wizard.

Select reserved IP addresses for the nodes in your
cluster, or leave the default value as Assign
Automatically if you want Oracle to automatically
assign IP addresses to these nodes. The number
of IP addresses that you select must equal the
number of nodes in the cluster.

If using Oracle Database Exadata Cloud Service,
you must deselect Assign Automatically and
explicitly select an IP address.

This option is displayed only if you selected a
specific Region for this service instance.

This field is mandatory if you are using Oracle
Database Exadata Cloud Service as your
database and optional if you are using Oracle
Database Classic Cloud Service.

You create IP reservations by using the IP
Reservations tab in the Oracle SOA Cloud
Service Console or by clicking the + sign to the
right of this field. If you do not see this tab on the
console, click the gear icon next to this field and
follow the instructions to create your first IP
reservation. After creating IP reservations, you
need to restart the instance creation wizard. See
Create and Manage |IP Reservations.
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Item Description

Assign IP Reservations If you are provisioning an Oracle SOA Cloud
Service instance and you associate your service
instance with an Oracle Database Exadata Cloud
Service database deployment, you must assign
the previously reserved IP addresses for your
instance nodes.

This task is only required if you plan to use an
Oracle Database Exadata Cloud Service database
deployment for either the Oracle Required
Schema or Application Schema databases.

For information on reserving IP addresses, see
Reserve IP Addresses for Oracle Database
Exadata Cloud Service When Region Not
Enabled.

1. Click the Assign IP Reservations button to
open the IP Reservations for WebLogic
dialog.

Note that the Assign IP Reservations button is
inactive until you specify an Oracle Database

Exadata Cloud Service database deployment

in the Database Configuration:Name field.

2. On the dialog, move the IP addresses from
the Available list to the Selected list.

The number of IP addresses you select must
be equal to the requested Cluster Size. The
first IP address you select is used for the
Administration Server node. Subsequent IP
addresses are assigned to the remaining
Managed Sever nodes.

3. Click the checkbox adjacent to the text Check
this box to confirm that selected IP are
opened up on the Exadata firewall.

4. Click Assign.

You will receive an error message if you click Next
and have neglected to specify the reserved IP
addresses.

If you need to scale out your service at a later
time, you will first need to request another IP
reservation.

User Name The user name of the Oracle WebLogic Server
administrator.

Note that you can change the user name through
the WebLogic Server Administration Console after
you have created the instance.
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Item

Description

Password

Specify an Oracle WebLogic Server administrator
password that meets the following criteria:
e It must begin with a letter.

e It must contain between 8 and 30 characters.

e It must contain at least one number.

*  Optionally, it can contain any number of the
following special characters:

S #

. For example: Ach1z0#d.

Configure the Database

@ This topic applies only to Oracle Cloud Infrastructure Classic.

Specify information about your database.

For details about the databases supported by Oracle SOA Cloud Service in Oracle Cloud

Infrastructure Classic, see Database.

In the Provisioning Wizard, specify the following information:

Item

Description

Name

PDB Name

Administrator User Name

Password

Select an existing Oracle Database Classic Cloud
Service or Oracle Database Exadata Cloud
Service instance name. Note that only the Oracle
Database Classic Cloud Service in the selected
region are available for selection.

Enter an optional pluggable database (PDB)
name. If a pluggable database name is not
specified, the pluggable database name specified
during Oracle Database Classic Cloud Service
provisioning is used as the default.

Note:

*  This field is mandatory if using an Oracle
Database Exadata Cloud Service instance.

»  Oracle SOA Cloud Service supports the use
of only a single pluggable database.

Your Oracle Database Classic Cloud Service user
name. This value must be set to a database user
with SYSDBA system privileges. You can use the
default user SYS or any user that has been
granted the SYSDBA privilege.

The database administrator password specified
when the Oracle Database Classic Cloud Service
instance was created.

ORACLE
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< Note:

Configure the Load Balancer

Oracle SOA Suite automatically creates SOA schemas in this database,
such as SOAINFRA and MDS. The SOA schemas take the same password
that you specified in the WebLogic section of this wizard.

@ This topic applies only to Oracle Cloud Infrastructure Classic.

Specify whether or not you want to use the OTD load balancer.

¢ Notes:

address.

e If you do not select a load balancer, then the Managed Server URLs
(b2bconsole, worklistapp) are not accessible using the load balancer IP

e You can add a load balancer later if you do not configure a load balancer
while provisioning your Oracle SOA Cloud Service instance. See Add an
Oracle Traffic Director Load Balancer to an Oracle SOA Cloud Service
Instance Post-Provisioning.

Item

Description

Provision Load Balancer

ORACLE

Select the check box to provision a load
balancer. A load balancer delivers the following
benefits:

e Manages the routing of requests across
all Managed Servers.

*  Enables you to configure the routing
policy.

*  Enables you to suspend an Oracle SOA
Cloud Service instance temporarily to
perform routine maintenance, as
described in Suspending an Oracle SOA
Suite Cloud Service Instance.

If you have more than one node in your cluster

and do not choose a load balancer during

provisioning, then only one server receives all
of the work requests, while the other server(s)
in the cluster are idle. The server that receives
all of the HTTP requests might become
overloaded, while the other servers are under
utilized.

To add an OTD load balancer later, see Add

an Oracle Traffic Director Load Balancer to an

Oracle SOA Cloud Service Instance Post-

Provisioning.
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Item Description
Load Balancer Policy If the Provision Load Balancer check box is
selected:

* Least Connection Count. Passes each
new request to the Managed Server with
the least number of connections. This
policy is useful for smoothing distribution
when Managed Servers slow down.
Managed Servers with greater processing
power receive more connections over
time.

* Least Response Time. Passes each new
request to the Managed Server with the
fastest response time. This policy is useful
when Managed Servers are distributed
across networks.

* Round Robin. Passes each new request
to the next Managed Server in line, evenly
distributing requests across all Managed
Servers regardless of the number of
connections or response time.

Compute Shape If the Provision Load Balancer check box is
selected:
Select the number of Oracle Compute Units
(OCPUSs) and amount of RAM memory that
you want to allocate to the VM for the load
balancer. The larger the compute shape, the
greater the processing power.

The valid compute shapes for Oracle Cloud
Infrastructure Classic are:

¢ OC3M:10CPU, 7.5GB RAM

e 0OC4M: 2 OCPU, 15.0GB RAM

e OC5M: 4 OCPU, 30.0GB RAM

¢ OC6M: 8 OCPU, 60.0GB RAM

Note that you cannot change the compute
shape after you have created the Oracle SOA
Cloud Service instance.

Reserved IPs If the Provision Load Balancer check box is
selected:
Select a reserved IP address.

If using Oracle Database Exadata Cloud
Service, you must deselect Assign
Automatically and select an IP address. You
must select a different IP address from what
you selected in the WebLogic section of the
wizard. That IP address is disabled from
selection in this list.
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Configure Backup and Recovery

Specify information about your Oracle WebLogic Server compute shape and
administrator details. Specify information about the storage container that will be used
to store backups. It's a good idea to create a separate container for each instance you
create.

# Note:

You must have a current subscription to Oracle Cloud Infrastructure Object
Storage Classic.

Item Description

Storage Container Name Enter the name of the Oracle Cloud
Infrastructure Object Storage Classic container
used to provide storage for your service
instance backups using the following format:

Storage-storage_identitydomain/
containername

For example:
Storage-us4112opcsoall/InsightBackup

Note: If the storage is used to back up the
database, the name cannot include more than
one “-" character in the name. If the name
contains more than one “-” character the
backup will fail.

By default, all backups that are more than
seven days old are moved to the storage
service at this URL.

Storage User Name The name of the Oracle Cloud Infrastructure
Classic administrator.

Cloud Storage Password The password, generated in Oracle Cloud
Infrastructure Classic, for the user who created
the specified container.

Create Cloud Storage Container Select this check box to use the information
you specified to automatically create the
storage container for you.

Confirm Your Selections

ORACLE

@ This topic applies only to Oracle Cloud Infrastructure Classic.

The confirmation page displays the configuration values you choose in the
provisioning wizard.

Review the service details. If you need to change the service details, use the
navigation bar or Previous button at the top of the wizard to step back through the
pages in the wizard. Click Cancel to cancel out of the wizard without creating a new
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service instance. If you are satisfied with your choices on the Confirmation page, click
Create.

# Note:

It takes about an hour and a half to create the instance. You are notified by email
when it has been created.

Post-Provisioning Tasks in Oracle Cloud Infrastructure Classic

Review the following topics to learn about additional post-provisioning tasks you must
complete for the service to work correctly in Oracle Cloud Infrastructure Classic.

" Note:

The information in this topic applies only to existing Oracle SOA Cloud Service
accounts.

Topics:

* Access WebLogic Server Administration and OTD Consoles in Oracle Cloud
Infrastructure Classic

e Configure VPN as a Service on Oracle Cloud Infrastructure Classic
* Register a Custom Domain Name with a Third-Party Registration Vendor

*  Move a Customized plan.xml File from the Oracle Fusion Middleware Home Installation
Directory

Access WebLogic Server Administration and OTD Consoles in Oracle Cloud
Infrastructure Classic

ORACLE

@ This topic applies only to Oracle Cloud Infrastructure Classic.

If you provision an Oracle SOA Cloud Service instance after 1 August 2020 and you are not
able to access the WebLogic Server Administration or OTD Console URLs from your browser
after provisioning, then you must create rules to allow traffic into your Administration Server
VM.

< Note:

Before performing these steps, be aware that this means that WebLogic Server
allows inbound traffic to the known public IPs or CIDRs that you configure. Oracle
recommends that you do not allow inbound traffic to be visible to unknown public
IPs.
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To add a rule to allow access to the WebLogic Server Admininistration or OTD
Console URLs:

1. Inthe Oracle SOA Cloud Service Console, click E for the desired service instance
and select Manage Access Rules.

2. Click Create Rule to open the Create Access Rule dialog.

Create Access Rule

* Rule Name (7] * Source v @

Description: (7] * Destination: v @
“ * Destination Port(s) (7]

* Protocol:  TCP v @

o This operation may take some time.

Create Cancel

3. Inthe Create Access Rule dialog, create a rule to access the WebLogic Server
Administration Console:

a. Inthe Rule Name field, enter a name for the access rule.

b. Inthe Source list, select <custom>, then enter the public IP address of the
machine where the Administration Server URL is opened from a browser (for
example, if your public IP address is x.x.X.x then enter x.x.x.x/32).

c. Inthe Destination list, select WLS_ADMIN_HOST.

d. Inthe Destination Port field, enter 7002.

e. Inthe Protocol list, select TCP.

f. Click Create.

Access Rules Create Rule
DU CBN USE BCCEss rules to control network access to service componeénts. On this page, you Can manage your 8CCEss rules.

Results per page. 50 | 17 resullis) as of Apr 30, 2020 11:10-10 PM UTC 3,
Status Rule Name Source Destination Ports Protocol Description Rule Type Actions
.ﬁ’ ora_pZotd_ssh PUBLICINTERMET  OTD_OTD_SERVER 2 TCP Permil SSH access to nodes  DEFAULT =

."3” ofa_p2otd_antps PUBLICANTERNET  OTD_OTD_SERVER 8989 TCP Permit public access tothe ... DEFAULT E

.,@ ora_pZotd_chitps PUBLICINTERNET ~ OTD_OTD_SERVER 443 TCP Permit public access to the DEFAULT B

_.‘6‘ ora_pZotd_chttp PUBLICIINTERNET  OTD_OTD_SERVER 80 TCP Permit public access to the DEFAULT =

-g?‘“ sys_infra2otd_admin_ PAAS.INFRA OTD_ADMMN_HOST n TCP DO NOT MODIFY: Permit PS. SYETEM =
_{é' ora_sdminZotd_ssh WLS_ADMIN OTD_OTD_SERVER 2 TCP S5H connections fromthe . DEFAULT

_,Q“ ora_pidZms_chitp OTD_OTD_SERVER WLS_MS 2073 TCP Permit HTTP connections fro... SYSTEM E

.;3‘ ora_oidZ?ms_chitps OTD_OTD_SERVER WLS_MS 9074 TcP Permit HTTPS connections f._.  SYSTEM B

..d" 2vS_wis2otd 2:- WLS_ADMIN HOST 07D ADMN HOST 22 TCP DO NOT MODIFY: Pe m\ WL SYSTEM

.'“?' accessToConsole 160.34 88 49/32 WLS_ADMIN T002 TCP USER k| I

..4“ ora_pZadmin_ssh PUBLIC-INTERNET  WLS_ADMIN 2 TCR Permit S5H access tonodes  DEFAULT =

4. Repeat the steps above to add another access rule to access the OTD Console,
specifying a Destination Port of 8989 and a Destination of OTD_OTD_SERVER.

ORACLE
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Configure VPN as a Service on Oracle Cloud Infrastructure Classic

@ This topic applies only to Oracle Cloud Infrastructure Classic.

You can set up a VPN connection between your data center and IP networks using VPN as a
Service on Oracle Cloud Infrastructure Classic. This provides a secure communication
channel between your data center and Oracle SOA Cloud Service instances that are added
to your IP networks. For example, from a Oracle SOA Cloud Service instance configured with
VPN as a Service, you can connect through FTP or invoke a database at your data center.

Before configuring VPN as a Service with Oracle SOA Cloud Service, you must satisfy the
following prerequisites.

* Create an IP network. See Provision Oracle SOA Cloud Service on an IP Network.
*  Provision a database to use the same IP network.

After satisfying these prerequisites, VPN as a Service configuration is a several step process:

*  You create a virtual network interface card set (VNICset) in which to group all virtual
network interface cards (vVNICs) that you want to access over the VPN connection. This
task is a prerequisite for creating a VPN as a Service instance.

* You create a VPN as a Service instance. This action creates a new VM host on which the
VPN as a Service software is installed and an instance is started.

*  You configure a tunnel between the VPN as a Service instance and your company’s data
center. This establishes a secure channel for accessing the data center as if it were
inside your Oracle SOA Cloud Service environment.

Topics:
e Create a Virtual NIC Set

e Create a VPN Connection Using VPN as a Service

Create a Virtual NIC Set

ORACLE

You must create a virtual network interface card set (VNICset) in which to group all virtual
network interface cards (VNICs) that you want to access over the VPN connection. Each
instance (Oracle SOA Cloud Service and Oracle Database Cloud Service) has an associated
VNIC. This task is a prerequisite for creating a VPN connection using VPN as a Service.

1. Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

2. Open the navigation menu and click OCI Classic Services. Under Classic
Infrastructure Services, click Compute Classic.

Click the Network tab.
In the left navigation pane, select IP Network, then Virtual NIC Sets.
Click Create vNICset.

© o »

Select or enter the required information:
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Element Description
Name Enter a name for the vNICset.
VNICs Select the required vNICs (for example,

Applied Access Control Lists

Oracle Database Cloud Service and Oracle
SOA Cloud Service). Without a vNIC, traffic
through your company’s gateway is not
allowed. vNICs are created automatically
when you provision Oracle SOA Cloud
Service and Oracle Database Cloud
Service.

Select the access control lists (ACLs) that
you want to apply to this vNICset, including
the default ACL. When you apply an ACL to
a VNICset, all security rules in that ACL are
applied to traffic to or from each of the
VNICs in the vNICset. ACLs are created
automatically when you provision Oracle
SOA Cloud Service and Oracle Database
Cloud Service.

Description Enter a meaningful description for the
VNICset.
Tags Enter a list of the search tags that you want
to associate with this vNICset.
Click Create.

The vNICset is created. You can use this vNICset as the next hop in any routes
that you create, or as the source or destination in a security rule. ACLs are also

applied to vNICsets.

You can manage your VNICsets. See Managing vNICsets in Using Oracle Cloud
Infrastructure Compute Classic.

After creating the VNICset, you can create a VPN instance and configure a tunnel
between Oracle SOA Cloud Service and your data center using VPN as a Service.

1.

In the left navigation pane, select VPN > VPNaaS > VPN Connections.

This page shows details about the created VPN as a Service instances.

« Name: The name of the VPN as a Service instance.

* TunnellLife Cycle: The status of the tunnel (up or down) and the instance. If
the tunnel is up and the instance is ready, you can use VPN as a Service to

connect to your data center.

* Public IP/Private IP: The public and private IP addresses. Nothing needs to
be manually entered. These are automatically created.

» |P Network: The IP network on which the Oracle SOA Cloud Service was

created.

e Customer Gateway: The gateway of your company.

e Customer Reachable Route: The reachable route of your company.

Click Create VPN Connection.

Select or enter the required information:
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Element Description
Name Enter a name for the VPN connection.
IP Network Select the IP network that you want to access

Connected IP Networks

VNICsets

Customer Gateway

Customer Reachable Routes

Pre-shared Key

IKE ID

ORACLE

over this VPN connection. This is the same IP
network you configured for your database and
Oracle SOA Cloud Service instance or another
IP network that is in the same IP exchange with
the IP network you configured for your
database.

This field displays the IP networks reachable
over this VPN connection. The VPN connection
enables you to access all IP networks that are
added to the same IP network exchange as the
specified IP networks.

Select the vNICsets that contain the vNICs that
you want to access over this VPN connection. A
vNIC must belong to one of the specified
vNICsets and be part of one of the connected IP
networks to be reachable over this VPN
connection. The vNICsets determine which
instances can communicate over the VPN as a
Service instance. You must first click Create to
display the available vNICsets.

Enter the public IP address of the VPN device in
your data center to which you want to connect.

Enter (in CIDR format) a comma-separated list
of subnets in your data center that should be
reachable using this VPN connection.

The pre-shared key (PSK), is used while setting
up the VPN connection to establish the
authenticity of the gateway that is requesting the
connection. You must enter the same key here
and on the gateway in your data center. The
PSK must contain only alphanumeric
characters.

The Internet Key Exchange (IKE) ID identifies
the cloud gateway on the gateway in your data
center. Only IKE v1 in Main Mode is supported.
The IKE ID can be the name or IP address of
your cloud gateway. If you do not specify the IKE
ID, then the IP address of your cloud gateway is
used by default. Alternatively, you can specify a
text string that to use as the IKE ID. The IKE ID
is case sensitive and can contain a maximum of
255 ASCII alphanumeric characters including
special characters, period (.), hyphen (-), and
underscore (). The IKE ID cannot contain
embedded space characters.

Note: If you specify the IKE ID, ensure that you
specify the Peer ID type as Domain Name on
the gateway in your data center. Other Peer ID
types, such as email address, firewall identifier
or key identifier, are not supported.
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Element

Description

Specify Phase 1 IKE Proposal

Specify Phase 2 ESP Proposal:

Require Perfect Forward Secrecy

Description
Tags

Select this option to specify Phase 1 IKE v1
options, if required. You can specify the
following values:

* |IKE Encryption: Select the IKE encryption
algorithm.

e IKE Hash: Select the IKE hash algorithm.

* IKE DH group: Select the Diffie Hellman
(DH) group.

* IKE Lifetime: Specify a value between 600
seconds to 9999999 seconds. The default
value is 28800 seconds.

If no values are specified, all possible values are

permitted.

Select this option to specify Phase 2

Encapsulating Security Payload (ESP) options,

if required. You can specify the following values:

e ESP Encryption: Select the ESP
encryption algorithm.

e ESP Hash: Select the ESP hash algorithm.

* IPSEC Lifetime: Specify a value between
600 seconds to 9999999 seconds. The
default value is 3600 seconds.

If no values are specified, all possible values are

permitted.

Deselect this check box, which is selected by
default. If the gateway in your data center
supports Perfect Forward Secrecy (PFS), retain
this setting to require PFS.

Enter a description.

Specify one or more tags to help you identify
and categorize the VPN connection.

4. Click Create.

After the VPN connection is created successfully (the status of the Life Cycle is
displayed as Ready, but the status of Tunnel is Down), you see the public IP
address appear for the VPN connection created. The public IP address is created
automatically with the VPN connection creation.

5. Note the public IP address of the created VPN as a Service and add the public IP

address in your on-premises data center.

The status of tunnel changes to Up after several minutes.

You can manage your VPN as a Service connections. See Setting Up a VPN
Connection Using VPNaas in Using Oracle Cloud Infrastructure Compute Classic.

Register a Custom Domain Name with a Third-Party Registration Vendor

Third-party vendors enable you to register custom domain names.

To register your custom domain and resolve it to the Oracle SOA Cloud Service load

balancer:

1. Register your domain name through a third-party domain registration vendor, such
as verisign.com, register.comand namecheap.com.

ORACLE
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2. Resolve your domain name to the IP address of the Oracle SOA Cloud Service load
balancer, using the third-party domain registration vendor console.

# Note:

e For more information, refer to the third-party domain registration
documentation.

e Configure all clients that invoke Oracle SOA Cloud Service with the DNS name,
and not the IP address of the load balancer.

< Don't get a self-signed certificate. Get a CA (certificate authority)-issued
certificate.

e See Import a CA-Issued SSL Certificate to the Load Balancer and Associate
the SSL Certificate With the Load Balancer.

Move a Customized plan.xml File from the Oracle Fusion Middleware Home
Installation Directory

Oracle SOA Cloud Service uses image-based patching, which means that the Oracle Fusion
Middleware home installation directory is replaced with a new image when a patch upgrade
occurs. Any post-installation configuration changes you make to the plan.xml file in the
installation subdirectory ($MW_HOME/soa/soa/plan.xml) are overridden when upgrade
patching occurs:

If you need to customize the plan.xnl file after installation, ensure that you place this file
outside the installation directory. Otherwise, patching overrides your changes.
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Deploy Applications to an Oracle SOA Cloud
Service Instance

Learn about the tasks related to deploying applications to an Oracle SOA Cloud Service
instance.

Topics:

* Deploy and Undeploy Applications to an Oracle SOA Cloud Service Instance

* Use a Shared File System

* Use an OTD Host Name with an Oracle Service Bus Business Service

e Connect to MFT Embedded Servers Using Oracle Traffic Director

* Access the WSDL of a Composite Deployed to a SOA Server

e Use the Frontend Host and HTTPS Port Values in the WSDL URL for Inbound Cloud
Adapters

Deploy and Undeploy Applications to an Oracle SOA Cloud
Service Instance

You can deploy and undeploy applications to an Oracle SOA Cloud Service instance using
JDeveloper, Fusion Middleware Control, the WebLogic Server Administration Console, and
WLST commands. You cannot deploy and undeploy applications directly through the Oracle
SOA Cloud Service Console.

Topics:

» Use Oracle JDeveloper to Deploy an Application

* Use Oracle Enterprise Manager Fusion Middleware Control to Deploy an Application

* Use the WebLogic Server Administration Console to Deploy and Undeploy an Application
* Use WLST Commands to Deploy and Undeploy an Application

e Access an Application Deployed to an Oracle SOA Cloud Service Instance

Use Oracle JDeveloper to Deploy an Application

ORACLE

You can use Oracle JDeveloper to deploy a SOA composite application or Oracle Service
Bus application to an Oracle SOA Cloud Service instance.

Topics:
* Add an Ingress/Access Rule to Allow the JDeveloper Connection
e Create an Application Server Connection in JDeveloper

*  Deploy a SOA Composite Application to Oracle SOA Cloud Service from JDeveloper
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* Deploy an Oracle Service Bus Application to Oracle SOA Cloud Service from
JDeveloper

Add an Ingress/Access Rule to Allow the JDeveloper Connection

After provisioning the Oracle SOA Cloud Service instance, you must set up your
JDeveloper environment before you can use it to deploy applications.

To set up JDeveloper for deploying to Oracle SOA Cloud Service:

1. On the Instance Overview page of the provisioned Oracle SOA Cloud Service
instance, make a note of the public IP address (or addresses in the case of a
multinode cluster) associated with each SOA server.

4 Resources

I Host Name: sob1221311test-wis-1 OCPUs: 1 E
Public IP:  129.146.136.141 Memory: 15 GB
Shape: VM.Standard2.1 Storage: 247 GB

Fault Domain: FAULT-DOMAIN-3
Instance: Runs sob12213_server_1

Avallability Domain: trTP:PHX-AD-1

HostName: sob12213I1test-wis-3 OCPUs: 1 =
Public IP:  158.101.23.141 Memory: 15GB
Shape: VM.Standard2.1 Storage: 187GB

Fault Domain: FAULT-DOMAIN-2
Instance: Runs sob12213_server 3

Availability Domain: trTP:PHX-AD-1

2. Inthe Oracle SOA Cloud Service Console, click E for the instance and select
Open WebLogic Server Administration Console.

3. Onthe Summary of Servers page, click each Managed Server name and make a
note of the Listen Address value:
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Settings for N server_1

Configuration Protocols Logging Debug Monitoring Control  Deployments  Services

General Cluster Services Keystores SS5L  Federation Services Deployment  Migration

Save

Use this page to configure general features of this server such as default network communications.

View INDI Tree &

Name: B scrver 1

Template: _clusl:er_TemplatE Change
i7] Machine: B achine 1

i-| Cluster: B ciuster

{*| Listen Address: I coac:

Listen Port Enabled

Be sure to capture the listen addresses for all Managed Servers.

On the host on which JDeveloper is running, map the listen address of each Managed
Server to the associated SOA server public IP address in the hosts file. For Windows,
the hosts file is typically located at C: \Windows\System32\Drivers\etc\hosts. For
example:

129.146.136.141 sobl221311test-
wls-1.soacsp2pubsubne.soacsp2vcn.oracleven.com
158.101.23.141 sobl221311test-
wls-3.soacsp2pubsubne.soacsp2vcn.oracleven.com
129.146.136.141 sobl221311test-wls-1
158.101.23.141 sobl221311test-wls-3

(Does not apply to Oracle Cloud Infrastructure Classic) Add the ingress rule to permit
traffic from JDeveloper to the SSL listener port of the Managed Server:

a. Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.

See Sign In to Your Cloud Account in Getting Started with Oracle Cloud.

b. Open the navigation menu, click Networking, and then click Virtual Cloud
Networks.

c. Select the compartment where you created the new instance.

d. Inthe list of VCNSs, select your VCN.

5-3



Chapter 5
Deploy and Undeploy Applications to an Oracle SOA Cloud Service Instance

e. On the Virtual Cloud Network Details page, click Security Lists in the left
pane.

f. Select a security list, and click Add Ingress Rules to open the Add Ingress
Rules dialog.

g. Inthe Add Ingress Rules dialog, create an ingress rule for port 9074 to access
JDeveloper as shown in the following screenshot:

Add Ingress Rules

Ingress Rule 1

STATELESS (7)
SOURCE TYPE SOURCE CIDR 1P PROTOGOL @
CIDR - 129.158.24.56/32 l TGP 2
S— e e :
SOURCE PORT RANGE  OPTIONAL @ DESTINATION PORT RANGE  OFTIONA @

8074

Examples: 80, 20-2 Exampias: B0, 20-2
DESCRIPTION OFTIONAL

Allow traffic from JDeveloper GIDR
Maxirmum 255 characters

+ Additional Ingress Rule

Add Ingress Rules [JReENIE

" Note:

The source CIDR is the CIDR of the machine where JDeveloper is
running.

h. Add another ingress rule for port 9072, with the same source CIDR as port
9074.

" Important:

By adding this ingress rule, be aware that you are allowing traffic
from the internet (known CIDRS) into WebLogic Server. You must be
extra cautious and open traffic to known CIDRs only.

6. (For Oracle Cloud Infrastructure Classic only) Add the access rule to permit traffic
from JDeveloper to the SSL listener port of the Managed Server:

a. Inthe Oracle SOA Cloud Service Console, click E for the service instance
and select Access Rules.

b. Inthe Create Access Rule dialog, create an access rule for port 9074 to
access JDeveloper as shown in the following screenshot. The value in the
Destination Port(s) field is the SSL listener port of the Managed Server.
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Create Access Rule

" Rule Name it devTram (7] u PUBLIC-INTERNET | @
Descnphion (2] Destination _ - =
" Destination Port(s):  9074| (7]
Protocol: T vl @

@ Tis operation may take some i

Create Cancel

c. Add another access rule for port 9072, with the same source as port 9074.

" Important:

By adding this access rule, be aware that you are allowing traffic from the
internet (known CIDRS) into WebLogic Server. You must be extra cautious
and open traffic to known CIDRs only.

Next step: Create an application server connection.

Create an Application Server Connection in JDeveloper

To create a new application server connection in JDeveloper:

1. Before you test the connection, clear your JDeveloper cache:
a. In JDeveloper, click the Help menu and select About.

b. In the About dialog, on the Properties tab, find ide.user.dir and note its value,
which is the name of the cache directory.

c. Back up the cache directory, then delete it.

" Note:

All JDeveloper database connections and integrated WebLogic Server
settings are lost when you delete the cache.

2. Restart JDeveloper.

3. Onthe Name and Type page, in the Connection Name field, enter a name for the
connection, and select a Connection Type of WebLogic 12.x.
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sage Specify a unigue name and type for the connection. The name must be a valid Java identifier.
el Name and TyPe| (reate connection in: IDE Connections
Authentication
T 5 ~ Connection Name:
Configuration
T SOACS2
T Test
« Finish Connection Type:
WeblLogic 12.x -
Help < Back Next > Einish Cancel

4. On the Authentication page, enter your WebLogic Server credentials.
5. On the Configuration page:

* Inthe WebLogic Hostname (Administration Server) field, enter the public IP
address of the Administration Server that you noted down for the provisioned
Oracle SOA Cloud Service instance.

e Enter a Port value of 9001 and an SSL port value of 9072.

e Select Always use SSL when the instance is using a public IP address. For
instances with a private IP address only, leave this unchecked.

*  Enter the name of your WebLogic Domain.

ORACLE 5-6



Chapter 5

Deploy and Undeploy Applications to an Oracle SOA Cloud Service Instance

© Create Application Server Connection - Step 4 of 6 X
Configuration
)r Usane ‘WehLogic Server connections use a host name and port to establish a connection. The Domain of the target will be verified
)T\ Mame and Type WebLogic Hostname (Administration Server):
¥ Authentic ation |129' 146.98.254 |
T N Port: S5L Port:
) Configuration = =
H [s001 | [s072 |
Test
T Always use S5L
© Finish WebLogic Domain:
[soaCs122_domain |
Help < Back | Mext = | Finish Cancel

On the Test page, click Test Connection. If the instance is using a public IP address,

then click Accept This Session to accept the certificates in the dialog that is displayed.

" Note:

If the Certificate Chain Not Trusted dialog does not display, you must clear your
JDeveloper cache as described in step 1 and try again.

ORACLE"
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Test
Click Test Connection to determine if the Information specified successfully establishes a connection with the application server.
"
17 Name and Type
i Authentication | status:
T P = At e e Certificate Chain Not Trusted
L Einisn The host 129.146.136.141 does not match the common name in the keychain, nor does it match
the common exceptions (localhost etc). Please examine the key chain and decide whether to
accept this certificate for the current JDeveloper session.
Certificate Chain
JaglDemocertFor sob12213 domain]
Certificate Details
[
[
Version: V3
Subject: CN=DemoCertFor_sob12213_domain
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11
Key: Sun RSA public key, 2048 bits
params: null
modulus: 18950595945669892532103975413300137316922138653293668975276568524
public exponent: 65537
Validity: [From: Mon Oct 05 07:02:19 MDT 2020,
To: Sat Oct 04 07:02:19 MDT 2025]
Help Accept This Session Cancel
Help < Back Next > Einish Cancel
-5 m
}T* sage Click Test Connection to determine if the information specified successfully establishes a connection with the application server.
/Tx Name and Type Test Connection
i Authentication | sgatys:
Configuration | Testing HTTP Authentication .. success
( Test Testing JSR-16@ Runtime +. SUCCESS
4 | Testing JNDI ee SUCCESS
Rt |Testing JSR-16@ DomainRuntime «s. SUCCESS
< Finish |Testing JSR-16@ Edit .. Success
|Testing HTTP .. SUCCESS
| Testing JSR-88 o Success
Testing JSR-88-LOCAL +.. SUCCESS
Testing Server MBeans Model «e. SUCCESS
|Testing App Controller «e. SUCCESS
| Testing JSR-B8-DEP-MGR .. suceess
|Testing JSR-88-DEP-MGR-LOCAL +s SuCCess
12 of 12 tests successful.
Help < Back Next > Finish Cancel

¢ Notes:

< If Test Connection has failures, then ensure that /etc/hosts has
the required entries and ports 9072/9074 allow inbound traffic from
the JDeveloper host.

Do not proceed without accepting the certificates when using
instances with a public IP address.

7. In JDeveloper, on the Application Servers tab, expand the connection name, then

SOA (or Service Bus), and confirm that the names of the Managed Servers are
listed, indicating that the connection is established from JDeveloper to the servers.
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If servers are not displayed, then check the /etc/hosts file has both host name and fully
qualified domain hame entries.

Applications Application Servers
WX

= =i Application Servers

# =il IntegratedWebLogicServer (domain unconfigured)
<4 SOACS2
[ Clusters
| # ] Deployments
# 1 Log Files
# [ Servers
| # (%3 Service Bus

= (3 SOA

| @ %2 sob12213_server_1
# 3% sob12213_server_3
] Web Services

|

H

&

Next step: Deploy a SOA composite application or Deploy an Oracle Service Bus
application.

Deploy a SOA Composite Application to Oracle SOA Cloud Service from JDeveloper
SOA composite applications are deployed to Managed Servers.
To deploy a SOA composite application to Oracle SOA Cloud Service from JDeveloper:

1. In JDeveloper, right-click the SOA project you want to deploy and select Deploy, then the
name of the project.
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Oracle JDeveloper 12¢c

Applications Edit Project Source Paths... _]’.’-3":- tart Page  °I2 SOAProj
SOMDNX Delete Project | vP@dx® Q9D =
=l Projects S0A ’ EXpOSed Services
= I SOAPro gy £ing project Files
= [350A
= Gl Show Classpath
Show Overview
@ [ g ‘@ Eind in Files... ®+-F
= [ (@ Replace in Files... —
| | s ——
@l Doy | soapro.
=-Elte -
[  Find Usages... ®+0-U New Deployment Profile...
— B B0 || |t cum— 1]

The deployment wizard is displayed.

2. On the Select Server page, select the application server connection that you
created.

If the server is configured correctly, the deployment wizard looks up the SOA
servers and shows the SOA servers to which to deploy the SOA composite

application.
SOA Servers
.| Choose the target SOA server(s) and corresponding partitions to which you want to deploy
G Deployment Actit 1pis archive.
Deploy Configur;
SOA Server: Folder: Status: Server URL:
. Select Server
)T\ SOA Servers
< Summary
[ ] SOA Server Lookup
Looking up SOA servers ...
f—
Cancel
T —-
1€ ]
Help < Back Next > Einish Cancel
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Deployment Acti¢
A
+ Deploy Configurs
A SelectServer |
« SOA Servers |
v Summary

Help

Choose the target SOA server(s) and corresponding partitions to which you want to deploy
this archive.

SOA Server: Folder: Status: Server URL:
vl M cluster|default -
E . scrvidefault RUNNING htrps:/ /I ...
I scvdefault RUNNING https:/ /I .
< Back Next > Einish Cancel

" Note:

host.

If the SOA Server lookup has failures, then ensure that /etc/hosts has the
required entries and ports 9072/9074 allow inbound traffic from the JDeveloper

Click Finish and verify that the deployment completes successfully as shown in the
following screenshot.

Applications Application Serv... |

=l soAApplication ] i
= Projects @7 E
& (5] SOAProj
= [ SOoA
= I BPEL
& BPELProcess1.bpel
# [ Events
= (3 Schemas
&4 BPELProcess1.xsd
= [ testsuites
[ fileList.xml
# [ Transformations
= [ WSDLs
[@] BPELProcess1.wsdl
3 SOAProj

= Application Resources

< Data Controls @Y E-
< Recent Files

=+ Working Sets

(2) Start Page  ©lff SOAProj ¥
PdXY Q9B HRAW SOAProj
EXPOSEN SErvices Components EXYErnaT Kerérences

(@ @ > &
bpelprocess1_clie.. t ..

| Design| Source History
Deployment - Log
Q [ ] Actions ~
[05:02:03 PM] Building...
[05:02:07 PM] Deploying profile...
[05:02:07 PM] Updating revision id for the SOA Project 'SOAProj.jpr' to '1.0"..
[05:02:07 PM] Wrote Archive Module to i
[05:02:07 PM] Deploying sca_SOAProj.jar to partition "default” on server IR server_3 [https:/
[05:02:07 PM] Processing sar=/Users /Il jdeveloper/mywork /SOAApplication/SOAProj/deploy/sca_SOAProj jar
[05:02:07 PM] Adding sar file - /Users,/ i/ jdeveloper/mywork/SOAApplication/SOAProj/deploy/sca_SOAProj jar
[05:02:07 PM] Preparing to send HTTP request for deployment
[05:02:07 PM] Creating HTTPS connection to host: |, 010074
[05:02:07 PM] Sending internal deployment descriptor
[05:02:07 PM] Sending archive - sca_SOAProj.jar
[05:02:12 PM] Received HTTP response from the server, response code=200
[05:02:12 PM] Successfully deployed archive sca_SOAProj.jar with 0 warning/severe messages to partition "default” on server NN
[05:02:12 PM] Elapsed time for deployment: 9 seconds
[05:02:12 PM] ---- Deployment finished. ===~
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The JDeveloper Console logs indicate that the composite application was
deployed successfully.

Deploy an Oracle Service Bus Application to Oracle SOA Cloud Service from
JDeveloper

Oracle Service Bus applications are deployed to the Administration Server.

To deploy an Oracle Service Bus application to Oracle SOA Cloud Service from
JDeveloper:

1. In JDeveloper, right-click the Oracle Service Bus application you want to deploy
and select Deploy, then the name of the application.

i Projects Bl - T oF -

@ Re  Dew .
I M Edit Project Sousce Baths..
E P4 3 Dafete Project
o : Warsion Project ..

Sarvies Bus -
peProcySesvicos
8 Find Project Files

Show Classpath

&
1 Sy Dverdise
i 1 L& Eand i Files,, CussSnifF
|
i

W@ Replgce in Files..,
o, e Tee——
Findt wsages.. crenee

™ | bimes Dmployrmant Profils... ]uk | Documaniaton |

The deployment wizard is displayed.

2. On the Deployment Action page, select Deploy to Service Bus Server.

bephyasummspraja:tmaweﬂug:mummﬂunmmnnm.

3. Onthe Select Server page, select the application server connection that you
created.
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8 Deploy SBProject |2 |

Select Server

;Tl\ Deployment Action Application Servers: * h a

wi) Select Server IntegratediWebl ogicServer (doman unconfigured)
anprem

W Summary i
s0acs 1
soacs chster |
] Owerwrite modules of the same name
|| Deploy to Cloud Server

Help < Back Mext > Einigh Cancel

4. Click Finish and verify that the deployment completes successfully as shown in the

following screenshot.

= [Cl SBProject

PipelineProxyService

Deployment - Log :
Q "B
[12:00:55 PH] ---- Deploymant stasted. -—--

[12:00:55% DH] Tasgar plavfsess ig Seandasd Java EE.
[12:01:1F PM] Deplayed: SEREaject/Pipalinag (cype: Plpalira)

[1Z2:01:1E PM] Elapsed Time oI deployment: 19 secaonds
[12:01:18 PH] =--— Deployment finished. -—==-=

[12:01:18 ] Deployed: SERroject/PipalinalProwyService |(cype: FrowyServical
[1Z2:01:1E PM] Deployed: SEFroject/Rescurcaes/Aastfervice (cypa: WADL)

The JDeveloper Console logs indicate that the application was deployed successfully.

ORACLE"
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Use Oracle Enterprise Manager Fusion Middleware Control to Deploy
an Application

You can use Oracle Enterprise Manager Fusion Middleware Control to deploy and
undeploy an application to an Oracle SOA Cloud Service instance, just as you would
deploy and undeploy the application to an on-premises service instance.

# Note:

Before you can use Oracle Enterprise Manager Fusion Middleware Control
to deploy an application, you must add a managed server IP as described in
Add a Managed Server IP in a Non-Proxy Host to Enable Deployment from
Fusion Middleware Control.

Oracle Enterprise Manager Fusion Middleware Control is one of the consoles available
through the Oracle SOA Cloud Service Console. For information about opening Oracle
Enterprise Manager Fusion Middleware Control, see Access an Administration
Console for Software that a Service Instance Is Running.

For additional resources, see "Deploying, Undeploying, and Redeploying SOA
Composite Applications" in Administering Oracle Fusion Middleware (12.2.1.4 |
12.2.1.3|12.2.1.2|12.1.3).

Add a Managed Server IP in a Non-Proxy Host to Enable Deployment from
Fusion Middleware Control

Before you can use Fusion Middleware Control to deploy applications, you must add a
Managed Server IP in to a non-proxy host.

To add a Managed Server IP to a non-proxy host:
1. Log in to Fusion Middleware Control.
2. Find the server in the Target Navigation pane.

3. Right-click the server and select Administration > System MBean Browser.
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Target Navigation

View -

> [ Application Deployments
£3 soa
i E% service-bus (vaadc01j_admi
b E% soa-nfra (vgadcl1j_server_

[ weblL:e  Monitoring
ﬁE e Logs
g S04 Deployment
-
> 3 Metad
= [ User I

Manage Partitions

Wark Manager Groups
Resequencng Groups
Service Engines

Services and References
Business Events

SOA Administration
Security

Administration

Target Information

System MBean Browser
é v 3
Find Operations IE' getlURL
3MBeans found =) 1of 3

» @ \wgadcdlj_admi

> [ ServerTemplate

, > [ Server
> 3 ShutdownClass

* > [ StartupClass

¥ > [ UnixMachine

b [ WLDFSystemResource
> [ WebAppContainer
= [0 WebserviceSecurity
> [ WebserviceTestpage
> [ com.bea.alsb.alert.loc

L4 » [ com.bea.alsb. flow.ma
3 com.bea.alsb.flow.ma
» [ com.bea.wli.sb.manac
3 com.bea.wli.sb.manac

’ > [ com.bea.wli.sh.manac

* = 3 com.bea,wli.sb.manac

L4 MDS Configuration
Toplink Sessions

4. Search for the getURL operation.
a. Click the binocular icon.
b. Select Operations.

c. Enter getURL.

System MBean Browser

™ P e haz wili ch o manae

d. Click the arrow button to start the search.
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5.

# soa-infra @
2= S0A Infrastructure ~

mrﬂean Br r
-

Find Qperations IE' getlRL
3 MBeans found =) 1of 309

/@

[» ‘Iv_gadtﬂlj_alhimﬂ'uer -

* [ ServerTemplate

= [ Server

3 TR E R P

Click getURL.

System MBean Browser

g v

Frnd  Operations E|gen.RL

&
-

JMBeans found ) 1of 3

¢ ®|vgadcdlj_adminserver *

[ ServerTemplote
[ O Server
[ ShutdevwnOass

- 3 StartupCless

b 3 UnixMaching
i 2 WLDFSystemResource
b 23 WebAppContsiner

+ 20 wWebserviceSecurity

[+ ZB WebserviceTestpage

i [ com bep.alsh, dert.og.marage

n

3 com.bea.zlsh, Baw. managemer

2 com bez.alsb, ow, managemer

2 com.bea.wl.eb.management. o

+ [ com bea.wi.cb.management.a
+ 3 com beaswl.cbomanagement.o
- [ com bea.wl.sb.management.o
+ 23 com bez.wlh shomanagement.o
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6. Type http in the Value field and then click Invoke.
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7. Follow the instructions in "Configuring the Proxy Server for Runtime" in Oracle Cloud
Adapters Postinstallation Configuration Guide (12.2.1.4]12.2.1.3|12.2.1.2 | 12.1.3) to
update the setDomainEnv.sh file.

You must invoke getURL operation for all the MBeans found (each MBean maps to a
Managed Server in the cluster). Note all the IPs and update the non proxy hosts in
setDomainEnv.sh and you can include the host IP address explicitly as shown in the
following:

-Dhttp.proxyHost=www-proxy.my.url.com -Dhttp.proxyPort=80 -
Dhttp.nonProxyHosts=localhost|*.my.url.com|*.internal| 127.0.0.1]|
10.196.75.214110.*.* . *|* , foo.com|etc -Dhttps.proxyHost=www-
proxy.my.url.com -Dhttps.proxyPort=80

8. Restart the servers (both Administration Server and Managed Servers) for the settings to
take effect.

Use the WebLogic Server Administration Console to Deploy and Undeploy
an Application

You can use the Oracle WebLogic Server Administration Console to deploy and undeploy an
application to an Oracle SOA Cloud Service instance, just as you would deploy and undeploy
the application to an on-premises service instance.

The Oracle WebLogic Server Administration Console is one of the consoles available through
the Oracle SOA Cloud Service Console. For information about opening the Oracle WebLogic
Server Administration Console, see Access an Administration Console for Software that a
Service Instance Is Running.

Topics:

*  Use the WebLogic Server Administration Console to Deploy an Application

* Use the WebLogic Server Administration Console to Undeploy an Application

Use the WebLogic Server Administration Console to Deploy an Application

To deploy an application using the WebLogic Server Administration Console:
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1. Inthe Oracle SOA Cloud Service Console, click = for the service instance you
want to start and select Open WebLogic Server Administration Console.

2. In the Change Center, click Lock & Edit.

3. Inthe left pane of the WebLogic Server Administration Console, select
Deployments.

4. In the right pane, click the application.
5. Click Start, then Servicing all requests.
6. On the Start Deployments dialog, click Yes to confirm the deployment.

The application is now in the Active state and is ready to accept requests.

Use the WebLogic Server Administration Console to Undeploy an Application

To undeploy undeploy an application using the WebLogic Server Administration
Console:

1. Inthe Oracle SOA Cloud Service Console, click E for the desired service instance
and select Open WebLogic Server Administration Console.

2. In the Change Center, click Lock & Edit.

3. Inthe left pane of the WebLogic Server Administration Console, select
Deployments.

4. In the right pane, select the check boxes next to the applications you want to
remove, then click Delete.

5. Click Yes to confirm the delete request.

6. To activate your changes, click Activate Changes in the Change Center of the
WebLogic Server Administration Console.

Use WLST Commands to Deploy and Undeploy an Application

ORACLE

You can use WLST commands to deploy and undeploy an application to and from an
Oracle SOA Cloud Service instance. All WLST commands are supported.

You can use a secure shell (SSH) to connect to the virtual machine (VM) that hosts the
Administration Server and run WLST commands locally. For information, see Create
an SSH Tunnel. When running WLST commands locally on the VM, you can use
WLST online and offline. You can only undeploy an application online. Alternatively, if
you are not connected to the VM that hosts the Administration Server, you can connect
to the Administration Server using WLST commands online and run WLST commands
remotely, for example, from a command shell in your local environment. When running
WLST commands remotely; you can use WLST commands for deployment and
undeployment online only. For more information, see Use WLST to Administer a
Service Instance in Administering Oracle Java Cloud Service.

For additional information about using WLST commands, see:

e "Using WLST Online to Deploy Applications" in Understanding the WebLogic
Scripting Tool (12.2.1.4112.2.1.3]12.2.1.2] 12.1.3)

*  WLST Command Reference for SOA Suite (12.2.1.4]12.2.1.3| 12.2.1.2 | 12.1.3)
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Access an Application Deployed to an Oracle SOA Cloud Service Instance

You can access an application deployed to an Oracle SOA Cloud Service instance through a
URL in a browser.

ORACLE

To access a deployed application:

1.

In the Oracle SOA Cloud Service Console, click E for the desired service instance and
select Open Service Bus Console.

Sign in to the Oracle Server Bus Console

Copy the Host IP Address of the load balancer or Managed Server, depending on
whether your Oracle SOA Cloud Service instance has a load balancer.

Find the context-root of the application.

The context-root is defined in the service project as a project property, or in the
weblogic.xml file. The context-root may or may not be the same as the internal
application name.

a. Inthe Oracle SOA Cloud Service Console, click E for the desired service instance
and select Open WebLogic Server Administration Console.

b. Sign in to the WebLogic Server Administration Console.

c. Select domain > Deployments, where domain is the domain where the application
is deployed.

d. Inthe Deployments table, click on the name of your service.
The Settings dialog is displayed.
e. Inthe Overview tab, locate the context-root.
Open a browser and in the address bar, enter the URL of the application:

https://public IP of load balancer or managed server:port/
application context root

or

http://public IP of load balancer or managed server:port/
application context root

a. Paste the Host IP Address of the load balancer or managed server into the URL.
b. Specify the port number.

The default ports differ according to whether you created the service instance on
which the application by using the service instance creation wizard accessible in the
Oracle SOA Cloud Service Console REST API for Oracle SOA Cloud Service. The
HTTP port is disabled if you created the service instance by using the service
instance creation wizard.

See About the Default Access Ports.
c. Specify the context-root for the application.

If you do not want to specify the IP address and port when you access the
application, you can create a custom URL. To do this, you must acquire and
configure a third-party DNS provider to map the custom URL. See Configure a
Custom URL for an Application Deployed to a Service Instance in Administering
Oracle Java Cloud Setrvice.
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If you receive a warning, accept the signed certificate.

The application opens in your browser.

Use a Shared File System

By default, SOA Servers save adapter deployment plans on your local file system. Any
changes made to adapter configuration generates a new deployment plan. In a
multinode cluster, the deployment plan must be copied to all nodes of the cluster. To
avoid this copy operation, you can save deployment plans in shared folders that are
accessible to all nodes in a cluster. Similarly, it is recommended to use shared folders
for other features such as File Adapter read/write. This can be achieved in either of the
following ways:

ORACLE

Database File System (DBFS). Available on both Oracle Cloud Infrastructure and
Oracle Cloud Infrastructure Classic. A standard Oracle SOA Cloud Service or
Managed File Transfer (MFT) Cloud Service instance in Oracle Public Cloud has
the following DBFS-based shared file system mount points, configured by default
during provisioning and scale out operations:

— /u0l/soacs/dbfs
— /u0l/soacs/dbfs _directio

Store deployment configuration plans (and other shared files) in one or more
DBFS folders to make them available across all nodes in a cluster.

File Storage Service (FSS). Available on Oracle Cloud Infrastructure only. It can
be used with Oracle SOA Cloud Service only, not with Managed File Transfer
(MFT) Cloud Service. To use FSS, you must complete the following manual
configuration tasks post-provisioning:

1. (If not already done) Create File Storage Service (FSS):

a. Open the navigation menu and click Storage. Under File Storage, click
File Systems.
A list of the file systems in your tenancy is displayed.

b. Click Create File System.

c. Inthe Create File System dialog, click the File System Information Edit
Details link, and enter a name for the file system.
For example: FileSystem-SOAShare

2. Configure security rules to allow network traffic to and from the mount target.
You can set up security rules in subnet security lists, network security groups,
or by using a combination of both.

For more information, see Overview of File Storage in the Oracle Cloud
Infrastructure Documentation.

3. Mount FSS on each node of the cluster and subsequently on newly added
nodes after a scale out operation.
For example:

sudo mkdir -p /mnt/FileSystem-SOAShare

sudo yum install nfs-utils

sudo mount -v 10.0.0.69:/FileSystem-SOAShare /mnt/FileSystem-
SOAShare

sudo chmod 777 /mnt/FileSystem-SOAShare
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To see the new mount point, enter: df -h

" Note:

Optionally, you can add an entry in /etc/fstab to mount FSS during node
restarts. Enter the mount point entry for FSS using the following syntax:

FSmount location mount point nfs defaults,proto=tcp,port=2049
00

For example:

10.0.0.69:/FileSystem-SOAShare /mnt/FileSystem-SOAShare nfs
defaults,proto=tcp,port=2049 0 0

After configuring FSS mount points, store deployment configuration plans (and other
shared files) in one or more FSS folders to make them available across all nodes in a
cluster. FSS mounts are accessible across availability domains in an Oracle Cloud
Infrastructure region.

Use an OTD Host Name with an Oracle Service Bus Business
Service

When configuring a business service URI in Oracle Service Bus, you must use the Oracle
Traffic Director (OTD) host name, rather than the public IP address, if its metadata points to a
service deployed on Oracle Weblogic Server in the same Oracle SOA Cloud Service
environment.

For example:

*  When using a proxy server in the Oracle Service Bus configuration, use the real host
name and use port 80.

e Thenthe OTD host hame is http://xz-osbxy-drop5-1vm-20-jcs-1b-1:8080

Connect to MFT Embedded Servers Using Oracle Traffic
Director

To allow sFTP traffic from the public internet to MFT embedded sFTP servers, open the
required port(s) using the PaaS Service Manager (PSM) user interface and configure the
TCP proxy and origin-server pool in the load balancer, Oracle Traffic Director (OTD). For
details, refer to "Managing TCP Proxies" in Administering Oracle Traffic Director (12.2.1.4 |
12.2.1.3|12.2.1.2).

To connect to MFT embedded servers through OTD:

1. Inthe Oracle SOA Cloud Service Console, click "= for the desired service instance and
select Open Load Balancer Console. Log in to Console using your credentials .

2. On the upper left corner of the page, click the OTD Domain configurations button.
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Click Traffic Director, and then select the opc-config option.

From the Traffic Director Configuration drop-down list, click Administration,
and select TCP Proxies.

Click Create to create new TCP proxy.
In the New TCP Proxy Wizard, enter the following details:
a. General — Name: Enter a name for the proxy. Click Next.

b. Listener — Name: Name is entered by default. Enter port number 7522 for
the listener. Enter a valid IP address for the listener. Click Next.

c. Origin Server Pool — Select the Create a hew pool of origin servers radio
button and enter the following information:

* Name: Enter a name for the origin-server pool.
*  Type: TCP value is entered by default.

* Address Family: Select the address family that the server in the origin-
server pool uses to listen for requests.

* Add Server: Click the + icon to add the server.
* Host: Enter the WebLogic server host name in the origin-server pool.
*  Port: Enter the port number for the server in the origin-server pool.
Click Next. Review the information and then click Create TCP Proxy.
The TCP Proxy is created and automatically deployed.
Click Close to close the wizard.
Enter the following command to verify that you can connect to MFT embedded

servers through OTD: balancer:

sftp -oPort=7522 weblogic@OTDloadbalancerIP

Access the WSDL of a Composite Deployed to a SOA

Server

ORACLE

You can use a browser or SOAP client to access the WSDL of a composite that is
deployed to a SOA Server.

To access the WSDL:

1.

In the Oracle SOA Cloud Service Console, click "= for the instance in which the
composite is running and select Open WebLogic Server Console

Get the IP address of the WebLogic Server Console from the browser URL field.
For example: 12.251.267.111

Copy the WSDL URL from the Test Web Service page WSDL field to your browser
or SOAP client’'s URL field.

For more information about the Test Web Service page, see Administering Web
Services (12.2.1.4 | 12.2.1.3 | 12.2.1.2] 12.1.3).

Replace the host name portion of the WSDL URL with the IP address of the
WebLogic Server Administration Console.
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http://ws console IP address/services/default/HelloWorld/
helloworlddprocess client ep?WSDL

For example:

http://12.251.267.111/services/default/HelloWorld/
helloworlddprocess client ep?WSDL

Use the Frontend Host and HTTPS Port Values in the WSDL
URL for Inbound Cloud Adapters

If you use the cloud adapters in the inbound direction, you must specify the frontend host and
HTTPS port values found in the Oracle WebLogic Server Administration Console in your
WSDL URL.

Use a WSDL URL in the following format:

https://frontend hostname:frontend HTTPS port/integration/flowsvc/adapter/
partition name/composite name/service name/version?wsdl

For example:

https://host.mycompany.com:8080/integration/flowsvc/osc/default/oscinbound/
OscService/v1.0?wsdl

To obtain the frontend host and HTTP port values:

1.

o A @ b

ORACLE

Log in to the Oracle WebLogic Server Administration Console:
https://hostname:7002/console

Expand Environment, then select Clusters.

Click the cluster name.

Click the HTTP tab.

Update the following values as shown in the table.

Field Value

Frontend Host The admin host

Frontend HTTP Port HTTP port (typically, the default value is 80)
Frontend HTTPS Port HTTPS port (typically, default value is 443)

Restart the servers to have the values take effect.
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Review the tasks for administering Oracle SOA Cloud Service.

Topics:

* Administer the Load Balancer for an Oracle SOA Cloud Service Instance
* Access an Oracle SOA Cloud Service Instance After Provisioning

*  Run WLST Commands on a VM

» Perform Lifecycle Operations on an Oracle SOA Cloud Service Instance
e Perform a JNDI Lookup of JIMS Resources Deployed on the Administration Server
e Change JVM Heap Size Settings

» Perform Database Operations for an Oracle SOA Cloud Service Instance
* Change JVM Heap Size Settings

*  Unmount and Mount DBFS

» Configure User Messaging Service on a Cluster

»  Configure Mail Sessions

Administer the Load Balancer for an Oracle SOA Cloud Service
Instance

Oracle recommends configuring a load balancer when using a multinode cluster (such as
production use cases). You can configure a load balancer during provisioning (see Load
Balancer Configuration) or post-provisioning, as described in these topics.

Topics:

* (Oracle Cloud Infrastructure only) Configure an Oracle Cloud Infrastructure Load
Balancer Post-Provisioning

*  (Oracle Cloud Infrastructure or Oracle Cloud Infrastructure Classic) Configure an Oracle
Traffic Director Load Balancer During Provisioning or Post-Provisioning

" Note:

You can disable the load balancer to suspend the Oracle SOA Cloud Service
instance temporarily, to block any new traffic from being delivered to the service
instance. This is useful when you want to perform routine maintenance on an
Oracle SOA Cloud Service instance, but do not want to stop the service instance.
Once the maintenance activities have been completed, you can re-enable the load
balancer to allow traffic to be delivered. See Disable Load Balancer Traffic to
Suspend an Oracle SOA Cloud Service Instance
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Configure an Oracle Cloud Infrastructure Load Balancer Post-
Provisioning

ORACLE

@ This topic does not apply to Oracle Cloud Infrastructure Classic.

You can configure an Oracle Cloud Infrastructure load balancer for an Oracle SOA
Cloud Service instance after provisioning the instance.

Usage Notes:

* You can configure an Oracle Cloud Infrastructure load balancer post-provisioning
for an Oracle SOA Cloud Service instance of service types SOA with SB & B2B
Cluster and MFT Cluster.

* If you are provisioning a new Oracle SOA Cloud Service instance, then select
None for Load Balancer in the Create Instance Wizard.

*  You can configure only one Oracle Cloud Infrastructure load balancer for one
Oracle SOA Cloud Service instance.

*  The Oracle Cloud Infrastructure load balancer should be created in custom
compartment, not within ManagedCompartmentForPaaS.

» The Oracle Cloud Infrastructure load balancer has high availability (HA) features,
spanned across different Availability Domains.

» Unlike OTD, the Oracle SOA Cloud Service Console does not show the Oracle
Cloud Infrastructure load balancer on the instance details page.

»  For existing Oracle SOA Cloud Service instances that use OTD:

— If you have manually imported any certificates into Oracle Traffic Director
(OTD), you must reimport these certificates into the new load balancer after it
is created.

— If provisioned with OTD, then ensure that OTD is in running state and then
remove the OTD instance using REST API.

»  After completing the steps to add an Oracle Cloud Infrastructure load balancer:

— If you are not using a DNS name and using an IP address (see Register a
Custom Domain Name with a Third-Party Registration Vendor), and you
replaced the OTD load balancer with the Oracle Cloud Infrastructure load
balancer, make sure your runtime URLs use the Oracle Cloud Infrastructure
load balancer IP address instead of the OTD public IP address.

— URLs for all Managed Servers such as b2bconsole, mftconsole, and composer
are accessible using the Oracle Cloud Infrastructure load balancer URL using
https.

— You must manually add or delete backends in the Oracle Cloud Infrastructure
load balancer after scale out and scale in operations.

— Deprovisioning of the Oracle SOA Cloud Service instance will not delete the
Oracle Cloud Infrastructure load balancer. You must manually delete the load
balancer from the Oracle Cloud Infrastructure Console.
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— Do not invoke the Add OTD component operation from Oracle SOA Cloud Service
Console. If you do so, OTD will override the Oracle Cloud Infrastructure load
balancer configuration.

# Note:

e WebLogic Server Public IP: 129.146.200.44

This procedure uses the following example IP addresses:

* Oracle Cloud Infrastructure load balancer Public IP: 129.146.91.95

To configure an Oracle Cloud Infrastructure load balancer post-provisioning:

e« OTD Public IP if available: 129.213.147.163 (the steps below replace this OTD
load balancer with the Oracle Cloud Infrastructure load balancer)

1. As a prerequisite, create a database and create an Oracle SOA Cloud Service instance

(without OTD) in Oracle Cloud Infrastructure regions.

< & SOA12212AddLBR

SOA Cloud Service | SOA12212AddLBR

Overview

1

Node

Administration

0
Patches Available

Apr 22, 2020 10:13:02 i

AMUTC
Last Successfu
Backup

Instance Overview

> B © +

As of Apr 23, 2020

Status:
Backup Destination:
JDK:

Open Sample Application:

License:

Ready

Both Remote and Disk Storage
18.0_241
hitps://129.146.200.44/sample-app.

BYOL Change

19

Memory

247

Storage

4 Resources

Host Name:

Public IP:

Shape:

Fault Domain

Instance:

Availability Domain:

s0a12212addlbr-wis-1
129.146.200 44
VM.Standard2.1
FAULT-DOMAIN-2

Runs SOA12212_server_1
bcaH:PHX-AD-1

Version: 12.2.1.3.1841
Enable B2B adapter for EDI: false
Object Storage Container: hitps //swiftobjectstorage.us-ph..

Service Type: SOA with SB & B2B Cluster

ocPus: 1
Memory: 15GB

Storage: 247 GB

12920 AMUTC 3

2. Remove the OTD load balancer. See Remove the Oracle Traffic Director Load Balancer
from an Oracle SOA Cloud Service Instance.

3. Create the MyCert certificate. This is a self-signed certificate and uses a private key
that you generate. It is used for external clients to connect to the Oracle Cloud
Infrastructure load balancer using port 443.

a. Asthe oracle user, run the following command to generate the self-signed

certificate:

openssl req -newkey rsa:2048 -nodes -keyout mycert.key -x509 -days
365 -out mycert.crt
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b. Provide requested input as shown in the following screenshot:

; E /cygdrive/d/soacs/linux

c. Save the output to your local drive as mycert.key.

E feygdrive/d/soacs/linux

IptWjI
+14FYcYI

4. In the Oracle Cloud Infrastructure Console, create a load balancer:

a. Sign in to your Oracle Cloud Service account and navigate to the Oracle Cloud
Infrastructure Console.
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See Signing in to Your Cloud Account in Getting Started with Oracle Cloud.

Open the navigation menu, click Networking, and then click Virtual Cloud
Networks.

In the left pane, click Load Balancers.

Scroll down in the left pane and select the same compartment as your Oracle SOA
Cloud Service instance uses.

Click Create Load Balancer.

In the Select Load Balancer Type dialog, click Create Load Balancer.
In the Create Load Balancer wizard, on the Add Details page:

* Load Balancer Name: Enter a name for the load balancer.

* Virtual Cloud Network in compartment: Select the same VCN used by your
Oracle SOA Cloud Service instance.

* Subnet in compartment: Select subnet(s).

» Click Show Advanced Options, and on the Management tab, select the same
compartment used by your Oracle SOA Cloud Service instance.

Create Load Balancer

© Ada Dens

Small Medium Large

Click Next.

On the Choose Backends page:
e Port: Enter 9073.

e Status Code: Enter 404.

* Click Show Advanced Options, and set BACKEND SET NAME tO httpBackend.
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within 3 backend set. A backend sst is 3 kogicsl entity defined by 3 losd balancing polcy, = hesith check palicy, 3nd 3 it of bat

Ereate Load Balancer

IP Hash Least Connections
.

SELECT BAGRDO SERVERS. e TOHAL

o biokend servers salected. Cick Add Baokends to select rescurces from s st of svailsble Compute istances. You can choose nstances from one compariment st & time. Ater you sdd instances from one.
compariment. you can choose Add More Backends (0 304 Instances from another COTDrmEnt You Can 8150 304 backend servers affer you Creste the losd balancer

'e availabiity of backend servers. A health check can be a request or a connection atiempt, Based on 3 time interval you specify, the load balancer sppies the health check
vers

] 000 =
3 204 B
s nessonas soovmsonx

S—
BackendSetName | SecurtyList  Session Persistence

om0 sETNE

btipBackend

Click Next.
On the Configure Listener page:
e Listener Name: Enter httpsListener.
* Specify the type of traffic your listener handles: Select HTTPS.
» Specify the port your listener monitors for ingress traffic: Enter 443.
* Import the mycert certificate and key as follows:
— Select Choose SSL Certificate File, and add mycert.crt.

— Select Specify Private Key, and add mycert.key.

Create Load Balancer

Alistener s a logical entity that checis for ncaming Iraffic on the load baiancers P address. To handie TCP, HTTP and HTTPS raffc, you must configure at least one istener per raffic type. You can configure
addtional Isteners after you create your load balancer
e

hitpsListoner

SRR TS TR OF TRARRS YOUR LSTENER SR

HTTPS HTTP ToP

SPESY T PORT TOUR LSTENER MONTONS FOR AGRESS TIAPTC

" -

@ Croose s CeRTACHE PE | PaTE s CERTRCRE
e

> Dropa fle or ssie
Cuthae et 2 0 PE ettt s P

mycertcrt

@ CrossECACETRCHE s | STECACERTRICATE
e

CertGenCA pem

8 vezronucra

Qooosemezis e msTEemATaE
ey
6> Drop a fie or
P ey e e e P
mycert key

ENTER PRAATE KEY FSEPASE P TIONAL
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Once the Oracle Cloud Infrastructure load balancer is created, note that the Overall
Health and Backend Sets Health shows a status of Unknown. To resolve this, continue
with the steps below.

Resources

Metrics

Backend Sets (1

Rule Sets (0
Listeners (1
Hostnames (0)

Certificates (1)

Note:

Work Requests (1

Path Route Sets (0

Networking » Load Balancers » Load Balancer Detais

SOACSVGLB
e
Load Balancer Information |  Tags

Load Balancer Information

OCID: _tocaba Show Copy

Created: Sat, May 2, 2020, 24:14:17 UTC
Shape: 100Mbps.

IP Address: 129,145.91.85 (Public)
Virtual Cloud Network: &
Subnet (1 of 2); Fub

Subnet (2 of 2): P
Hetwork Security Groups:

Traffic between this load balancer and its backend servers is subject o the governing security lists and network secunity groups:

Learn more about load balancers and securty ists,

10 Metrics

sTaRT TME BoTME

2020-05-0123:14 B 2020-05-0200:14 8

Inbound Requests @

el | imnm v sume | ven v

oz s e range

Add backends:

Options ~

Overall Health

Unknown

Backend Sets Health
0 | Critical
0 | Warning

Unknown

0 | 0K

Active Connections @

el [ imhe v s | vem v

a. Inthe left pane of the Load Balancer Details page, click Backend Sets, then click the
link to the httpBackend backend set.

b. In the left pane of the Backend Set Details page, click Backends, then click Add
Backends.

c. Inthe Add Backends dialog, click CHANGE COMPARTMENT to select the compartment for
your Oracle SOA Cloud Service instance if not already displayed, then select the
checkbox next to the instance name, and enter a Port value of 9073.

Add Backends

Choose how to add backend servers by selecting Compute instances or by entering IP addresses.

(© COMPUTE INSTANCES

P ADDRESSES

Specify the Compute instances to include in your set of backend servers.

INSTANCES IN MOCKMANAGEDCOMPARTMENTSOA  (CHANGE COMPARTMENT)

Name IP Address = OCID Availability Domain

500104469|dbaas|dbaasOCI0308/db_1jvm-1  10.0.0.48 sdekiq Show Copy beaH PHX-AD-1
SOA|SOA12214AddLBRVG|wis|vm-1 10.0.0.150 7sww2a Show Copy  bcaHPHX-AD-1
SOA|SOA12214AddLBRVG|WIs|vm-2 10.0.0.152 ynmpha Show Copy  bcaH:PHX-AD-1
SOA|SOA12214AtpStress10]ibvm-1 10.00.147 s3pdvq Show Copy  bcaH:PHX-AD-1

Weight
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< Note:

If you have a multinode cluster, then choose all the instances in the
cluster and enter the same Port value of 9073.

Scroll down to view the security list rules that will be created.

(© AUTOMATICALLY ADD SECURTY LIST RULES

Select a security list for each load balancer subnet, and then check the egress security rules you want to apply.

Security List Subnet Egress Rules (Allow Sending Traffic To)
Default Security List for testvcn | Public Subnet bcaH:PHX- SUBNET. 10.0.0.0/24 PORT. 9073
AD-1
Default Security List for testven C| Public Subnet becaH:PHX- SUBNET. 10.0.0.0/24 PORT. 9073
AD-2

Showing 2 Items

Select a security list for each load balancer subnet, and then check the ingress security rules you want to apply.

Security List Subnet Ingress Rules (Allow Receiving Traffic From)

SUBNET: 10.0.0.0724 TO PORT: 9073
[ Default Security List for testven C| Public Subnet bcaH:PHX- SUBNET: 10.0.1.0/24 TO PORT: 9073

Showing 1 ltem

7. Add arule set:

a. Inthe left pane of the Load Balancer Details page, click Rule Sets, then click
Create Rule Set.

b. Inthe Create Rule Set dialog, enter a name for the rule set, then select
Specify Request Header Rules and enter the following information:

e Name: SSLHeader.
* Action: Select Add Request Header.
* Header: Enter WL-Proxy-SSL.

* Value: Enter true.

Create Rule Set Help

Specify the rules that control traffic flow through the listener.

HAME

S8SLHeader

SPECIFY ACCESS CONTROL RULES
SPECFY ACCESS METHOD RULES
SPECIFY URL REDRECT RULES

SPECIFY REQUEST HEADER RULES

Request Header Rules

ORDER ACTION HEADER VALUE

T + Add Request Header 2] WL-Proxy-SSL true X

+ Another Request Header Rule

SPECIFY RESPONSE HEADER RULES
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Edit the listener:

In the left pane of the Load Balancer Details page, click Listeners, then click the *
icon at the far right of the row for the listener you created, and select Edit.

In the Edit Listener dialog, select the rule set you created.

Help

USE SSL

Edit Listener
To allow your load balancer to accept ingress traffic. specify the protocol and port for your public IP address.
NAME
There are no hostnames for this load balancer.Create a hosiname
PROTOCOL PORT
HTTP = 443
CERTFICATE NAME VERFY PEER CERTIFICATE

<>

cert_lb_2020-0501-1654

BACKEND SET

httpBackend

IDLE TIMEOUT IN SECONDS  OFTIONAL

60

There are no path route sets for this load balancer Create a path route set

Rule Sets

ORDER RULE SET

T 4 SSLHeader

There are no more rule sets associated with this load balancer.

Save Changes [Eeils=]

Click Save Changes.

Update session persistence for the backend set:

[r————————

In the left pane of the Load Balancer Details page, click Backend Sets, then click the

* icon at the far right of the row for the httpBackend backend set you created, and

select Edit.

In the Edit Backend Set dialog, select Enable application cookie persistence.

In the Cookie Name field, enter *.
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Edit Backend Set

T
&
o

USE SSL
Session Persistence

To enable cookie-based session persistence, specify whether the cookie is generated by your application server or by the load balancer. Learn
more about session persistence.

DISABLE SESSION PERSISTENCE
(© ENABLE APPLICATION COOKIE PERSISTENCE
ENABLE LOAD BALANCER COOKIE PERSISTENCE
COOKIE NAME

Specify ™ to match any cookie name.

DISABLE FALLBACK
Disable fallback to other servers when the original server is unavailable.

Update Backend Set Cancel

Click Update Backend Set.

10. Import required certificates into the Oracle Cloud Infrastructure load
balancer. If there are any inbound requests to Oracle SOA Cloud Service that
require you to import SSL certificates into the Oracle Cloud Infrastructure load
balancer, import them now.

11. Update front end hosts:

a.

b.

Sign in to the WebLogic Server Administration Console.

Set the Frontend Host to the DNS server name. If the DNS server is not
configured, then enter the IP address of the Oracle Cloud Infrastructure load
balancer.

DNS (domain name system) translates host and domain names into the
corresponding numeric Internet Protocol (IP) addresses, and also identifies
and locates resources on the Internet.

Set Frontend HTTP Port to 0.

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home LogOut Preferences Help Q

Home
Messages

View changes and restarts

Click the Lock & Edit button to modify, add or )
delete items in this domain. & All changes have been activated, However 1 items must be restarted for the changes to take effect,

settings for SN cluster

C Monitoring | Control | Deployments | Services | Notes

Lock &Edit

Release Configuration

Domain Structure
S o
BH-Domain Partitions
B-Environment
Deployments Save
Bl-Services
Seaurity Realms

General | JTA | Messaging | Servers | Replication | Migration = Singleton Services = Scheduling | Overload = Health Monitoring | HTTP | Coherence:

Click the Lock & Edit button in the Change Center to madify the settings on this page.

y This page alows you to define the HTTP settngs for this custer. These sattings can be overridden by explitly setting the member servers of this duster.
E-Interoperability

E-Diagnostics

(] Frontend Host: 129.146.91.95

(] Frontend HTTP Port:

How do I... =

(] Frontend HTTPS Port:
+ Configure dusters

'+ Configure cross-cluster replication

System Status =l
¥ Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Health of Running Servers as of 12:41 AM
| Failed (0)
| Critical (0)

Overloaded (0)
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12. Enable the WebLogic Plug-In at the cluster level:

a.
click the cluster name.
C.
expand it.
d. Click Lock & Edit, then set WebLogic Plug-In Enabled to Yes.
—
iORACI_E WebLogic Server Administration Console 12¢
| Chamge center @ Home Log Out Preferences [ Help
| View changes and restarts -
| Click the Lock & Editbutton to mody, add or settings for [ Custer
| delete items in this domain
| Configuration | Monitoring | Control | Deployments | Services | Notes
| Lock & Edit
slease Configuratio
Domain Struchure Click the Lock & Editbutton in the Change Center to modify the settings on this page,
I doman
i 5 “Domamn Partitons
| _"E"i'i';:rf'::' This page allows you bo define the general settings for this duster,
B-Chusters
Coherence Clusters Name:
Resource Groups
—Resource Group Templates
~Machines 45 Default Load Algorithn:
Virtual Hosts.
Virtual Targets
Waork Managers
~-Concurrent Templates ‘
—Res) rre Manansment #7] Cluster Address:
l How do I..
|
| = Configure dusters
= Assign server instances to dusters aF] Humber Of Servers In Cluster Address:
« Configure server migration in a duster
 Configure cross-cluster repheation 4] Enable Transaction Affinity
isvsl.em Shals (5] Enable Concurrent Single Activation
| Health of Rumning Servers as of 12:10 AM
I I —p < Advanced
| I Critical (0) WebLogic Plug-In Enabled:
Overloaded (0)
| I Warring (@) Service Age Threshold:
| I (2) :
Service Activation Request Response Timeout:
e. Click Save, then click Activate Changes.

Chapter 6
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Sign in to the WebLogic Server Administration Console

In the Domain Structure pane, expand the Environment node, then Clusters, and

On the Configuration: General tab, scroll down to the Advanced section and

13. Restart the servers:
From the Oracle SOA Cloud Service Console, restart the Administration Server and

Managed Servers. See Stop or Start an Oracle SOA Cloud Service Instance and

Individual VMs.

General JTA Messagng Servers Replication | Migration | Singleton Services  Scheduing = Overdoad | Health Monitoring | HTTP | Coherence

14. Verify your configuration:

Verify the health of the Oracle Cloud Infrastructure load balancer: the Overall Health
and Backend Sets Health should show a status of OK.
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SOACSVGLB
Move Resaurce | | Add Tags

Load Balancer Information

Load Balancer Information Overall Health
0CID: jocsSs Siow Cony @ ok
Created: sat, lay 2, 2020, 241417 UTC
shape: 100M5
ey Backend Sets Health
IP Address: 129.146.91.85 (Public)
Virtual Cloud Network: lestven ) | Critical
Subnet (1 of 2): Fut ) | warning
Subnet (2 of 2): Put ut
Network Security Groups: ons £41 ) Unknown
Traffic botween and its back is securiy lists and nework securty groups n oK
Resources 10 Metrics

oot

Metrics
5-0123:14 B | 2020-05-020014 8
Backend Sets (1)

Path Route Sets (0 Inbound Requests ¢ Options = || | Active Connections @

Rule Sets (0 rerct [T | saman [ wen v oo | Tmne v s | vem v

e

»  Verify the URLS: you should be able to access the following Managed Server
URLSs using the Oracle Cloud Infrastructure load balancer IP address
(129.146.91.95).

— https://129.146.91.95/s0a/composer

— https://129.146.91.95/mftconsole

— https://129.146.91.95/b2bconsole
Troubleshooting Tips

If any steps in the configuration are missed or incorrectly implemented, the Oracle
Cloud Infrastructure load balancer will not generate any error messages to alert you to
issues. You can navigate to Oracle Cloud Infrastructure load balancer work requests
and make sure the work requests have succeeded to confirm that the load balancer is
working.

Use the following checklist to troubleshoot an Oracle Cloud Infrastructure load
balancer that is not in Ready state:

* Inthe Oracle Cloud Infrastructure Console, verify:
— Healthcheck: port number is 9073 and status code is 404.
— Https Listener: listen port is 443.
— Security lists has rule defined with 0.0.0.0/0 for 443.
— Backends are configured to use port 9073.
— The WL-Proxy-SSL header is added to httpslistener.
* Inthe WebLogic Server Administration Console, verify:
— Frontendhost and port are configured for the cluster.

— The WebLogic Plug-In is enabled.
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Configure an Oracle Traffic Director Load Balancer During Provisioning or
Post-Provisioning

You can add, delete, or modify Oracle Traffic Director (OTD) as a load balancer for an Oracle
SOA Cloud Service instance during provisioning or after provisioning the instance.

Topics:

»  About Oracle Traffic Director Load Balancer Virtual Machines

e Add an Oracle Traffic Director Load Balancer to an Oracle SOA Cloud Service Instance
Post-Provisioning

»  Control and Configure an Oracle Traffic Director Load Balancer for an Oracle SOA Cloud
Service Instance

« Remove the Oracle Traffic Director Load Balancer from an Oracle SOA Cloud Service
Instance

About Oracle Traffic Director Load Balancer Virtual Machines

If an Oracle Traffic Director (OTD) load balancer is enabled for an Oracle SOA Cloud Service
instance, the OTD Administration Server is hosted on one virtual machine (VM).

The following table lists the file paths found on the OTD load balancer VM:

Name Path Description

JAVA HOME /u01/3dk Java installation

ORACLE HOME /u0l/app/oracle/ Oracle Traffic Director installation
middleware/otd

DOMAIN HOME /u0l/data/otd- Oracle WebLogic Server domain that is used to
instance/ manage and monitor Oracle Traffic Director

otd domain

Add an Oracle Traffic Director Load Balancer to an Oracle SOA Cloud Service
Instance Post-Provisioning

You can add an Oracle Traffic Director (OTD) load balancer to an Oracle SOA Cloud Service
instance during provisioning (see Provision an Oracle SOA Cloud Service Instance) or after
provisioning, as described here.

< Note:

You can only add one OTD load balancer. If your instance is already front ended
with a load balancer, you cannot add a second load balancer.

For any Oracle SOA Cloud Service instance that contains more than one Managed Server
node, a load balancer provides these benefits:
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Manages the routing of requests across all Managed Servers.
Enables you to configure the routing policy.

Enables you to suspend a service instance temporarily to perform routine
maintenance, as described in Disable Load Balancer Traffic to Suspend an Oracle
SOA Cloud Service Instance.

A service instance can include zero or one load balancer nodes (VMs). Each node is
assigned a separate public IP address.

To add a load balancer to an Oracle SOA Cloud Service instance:

1.

3.

In the Oracle SOA Cloud Service Console, click the name of the service instance
with the cluster that you want to scale out.

On the Overview page, click E (in the header) and select Add OTD component
to the service.

The Add OTD component to the service dialog is displayed.
Add OTD component to the service x
Add LoadBalancer
User Name

* Admin Password

* Confirm Admin Password

Enable Administration Console
Access ]

Load Balancer Policy Least Connection Count ~
Compute Shape VM.Standard1.1-1.0 OCPU, 7|~

OTD VM Public Key Edit

Add Cancel

Provide values for the load balancer.

The user name and password for the Oracle Traffic Director administrator are used
to access the Oracle Traffic Director administration console as described in
Access an Administration Console for Software that a Service Instance Is
Running.
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If you add a load balancer to an Oracle SOA Cloud Service instance after the
service instance was created, you must define the user name and password for
the Oracle Traffic Director administrator explicitly. The user name and password
are not set by default to the user name of the WebLogic Server administrator.
This behavior differs from the behavior when a load balancer is added to a
service instance while the service instance is being created.

Option

Description

User Name

Admin Password

The name must be between 8 and 128
characters long and cannot contain any of the
following characters:

Tab

Brackets
Parentheses
These special characters:

Left angle bracket (<)
Right angle bracket (>)
Ampersand (&)

Pound sign (#)

Pipe symbol (|)
Question mark (?)

The password must meet these requirements:
Starts with a letter

Is between 8 and 30 characters long
Contains letters, at least one number, and,
optionally, any number of these special
characters:

Dollar sign ()
Pound sign (#)
Underscore (_)

No other special characters are
allowed.
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Option Description

Load Balancer Policy Select the policy to use for routing requests to
the load balancer.

Valid policies include:

¢ Least Connection Count—Passes each
new request to the Managed Server with
the least number of connections. This policy
is useful for smoothing distribution when
Managed Servers get bogged down.
Managed Servers with greater processing
power to handle requests will receive more
connections over time.

* Least Response Time—Passes each new
request to the Managed Server with the
fastest response time. This policy is useful
when Managed Servers are distributed
across networks.

*  Round Robin—Passes each new request
to the next Managed Server in line, evenly
distributing requests across all Managed
Servers regardless of the number of
connections or response time.

Compute Shape Select the number of Oracle Compute Units
(OCPUs) and amount of RAM memory that you
want to allocate to the VM for the load balancer.
The larger the compute shape, the greater the
processing power.

The valid compute shapes for Oracle Cloud
Infrastructure are:

¢ VM.Standardl1.2

¢ VM.Standardl1.4

¢ VM.Standard1.8

* VM.Standardl.16

e BM.Standard1.36

The valid compute shapes for Oracle Cloud
Infrastructure Classic are:

e OCI1M: 1 0OCPU and 15 GB memory

e OC2M: 2 OCPUs and 30 GB memory
¢ OC3M: 4 OCPUs and 60 GB memory
¢ 0OC4M: 8 OCPUs and 120 GB memory

Note that you cannot change the compute
shape after you have created the Oracle SOA
Cloud Service instance.
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Option Description

OTD VM Public Key Specify the value of the VM Public Key, or the
name of the file that contains the public key
value to use when connecting to the OTD
server.

Define the public key for the secure shell (SSH).
This key is used for authentication when
connecting to the Oracle SOA Cloud Service
instance using an SSH client.

Click Edit to display the public key input for VM
access and specify the public key using one of
the following methods:

e Select Key File Name and click Browse to
select a file that contains the public key for
the secure shell (SSH).

e Select Key Value and paste or type a key
value in the text box.

e Select Create a New Key and click Enter.
The Provisioning Wizard generates a key
for you. When prompted, save it as a file on
your hard drive. Select Key File Name and
click Browse to select the file.

4. Click Add Load Balancer.

The Overview page is updated to show that the load balancer is being added.
While the load balancer is being added, the service instance is in maintenance status and
you cannot start any other management operation on the service instance.

After the load balancer is added, information about the load balancer is also available on the
Load Balancer tab on the Administration page.

If you require the WebLogic Plug-in Enabled control to be set in Oracle WebLogic Server, you
must set this control manually. If you add a load balancer to an Oracle SOA Cloud Service
instance after the service instance was created, Oracle SOA Cloud Service does not set the
WebLogic Plug-in Enabled control in Oracle WebLogic Server for you. This behavior differs
from the behavior when a load balancer is added to a service instance while the service
instance is being created.

For details, see Understanding the use of “WebLogic Plugin Enabled”.

Control and Configure an Oracle Traffic Director Load Balancer for an Oracle SOA
Cloud Service Instance

ORACLE

Oracle SOA Cloud Service does not provide any interfaces for controlling configuring the
OTD load balancer for an Oracle SOA Cloud Service instance. Instead, you use the Oracle
Traffic Director administration console to configure the load balancer.

1. Inthe Oracle SOA Cloud Service Console, click "= for the desired service instance and
select Open Load Balancer Console. Log in to Console using the credentials defined
when provisioning your service instance.

2. For service instances running Oracle Traffic Director 12c refer to topics in Administering
Oracle Traffic Director:

» Features of Oracle Traffic Director

e Overview of Administration Tasks
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For information about the topology of OTD instances in an Oracle SOA Cloud Service
instance, see About the Deployment Topology in Using Oracle Java Cloud Service.

Remove the Oracle Traffic Director Load Balancer from an Oracle SOA Cloud
Service Instance

ORACLE

You can remove the Oracle Traffice Director (OTD) load balancer from an Oracle SOA
Cloud Service instance.
Usage Notes:

If you have manually imported any certificates into OTD, you must reimport these
certificates into the Managed Server or other load balancer (if you are configuring
a new load balancer).

Ensure that OTD is in running state before removing it using REST API.
After removing OTD:

— If you are not using a DNS name and using an OTD IP address (see Register
a Custom Domain Name with a Third-Party Registration Vendor) and you
removed OTD load balancer, make sure your runtime URLSs are using the
Administration Server IP address instead of the OTD IP address.

— URLs for all Managed Servers such as b2bconsole, mftconsole, and composer
should be accessible using the Administration Server IP address instead of the
OTD IP address.

— If you are using multinode cluster, then all incoming traffic will be routed to
Managed Serverl only.

— Optionally, you can add Oracle Cloud Infrastructure load balancer.

To remove the OTD load balancer:

1.

From a Linux VM, run the following REST APl command:

curl -i --user "user:password"

-X PUT -H "X-ID-TENANT-NAME:identity-domain"

-H "Content-Type:application/
vnd.com.oracle.oracloud.provisioning.Service+json" -d "{}"

https://rest server url:/paas/api/vl.l/instancemgmt/identity-
domain/services/SOA/instances/servicename/servicecomponent

Example:

curl -i --user "myservicesusername:myservicespassword"

-X PUT -H "X-ID-TENANT-
NAME:1dcs-829b09¢c9d34b49be834e824ns810001"

-H "Content-Type:application/
vnd.com.oracle.oracloud.provisioning.Service+json" -d "{}"

https://psm.us.oraclecloud.com/paas/api/vl.1/instancemgmt/
1dcs-829b09¢c9d34b49be834e824ns810001/services/SOA/instances/SOAtest/
servicecomponent

In the Oracle SOA Cloud Service Console, click E for the desired service instance
and select Open WebLogic Server Administration Console.

In the Change Center, click Lock & Edit.
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In the Domain Structure pane, expand the Environment node, then Clusters, and click
the cluster name.

On the Configuration: http tab, set Frontend Host to an empty value (if not already
done) and set Frontend HTTP Port to 0.

On the Configuration: General tab, scroll down to the Advanced section and expand it.
Set WebLogic Plug-In Enabled to Yes.
Click Save and activate the changes.

Restart the Oracle SOA Cloud Service instance from the Oracle SOA Cloud Service
Console.

. Verify the URLS by accessing the following Managed Server URLS using the

Adminstration Server IP address (for example, 129.146.91.95):
https://129.146.91.95/soa/composer
https://129.146.91.95/mftconsole
https://129.146.91.95/b2bconsole

Access an Oracle SOA Cloud Service Instance After

Provisioning

Topics:

Access an Administration Console for Software that a Service Instance Is Running
Access a VM Through a Secure Shell (SSH)

Access a VM Through Virtual Network Computing (VNC)

Access a VM Through PuTTY

Access an Administration Console for Software that a Service Instance Is

Running

From an Oracle SOA Cloud Service instance, you can access the administration consoles for
the software that the service instance is running.

You can access these consoles:

ORACLE

WebLogic Server Console
Fusion Middleware Control
Load Balancer Console

Oracle Service Bus Console
Managed File Transfer Console
B2B Console

Worklist Application

BAM Composer
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1. Inthe Oracle SOA Cloud Service Console, click = for the desired service instance
and select the command to open the console that you want to access.

A new browser opens and you are redirected to the selected console’s login page.
If the server is protected with a self-signed certificate, you are warned that this
certificate is not trusted.

2. Accept the certificate.
For example, if you are using Firefox, select | Understand the Risk.
3. Follow the remaining browser-dependent steps to accept the certificate.

For example, if you are using Firefox, the Add Security Exception dialog appears
and you would select Confirm Security Exception.

4. When the console login page appears, enter the log-in credentials you entered for
WebLogic Administrator when you created the service instance.

Access a VM Through a Secure Shell (SSH)

ORACLE

You can access the services and resources that an Oracle SOA Cloud Service
instance's VM provides by logging into the VM as the opc user through SSH. You can
use any SSH utility you want. For example, if you are using Windows, you might use
PUTTY; if you are using Linux, you might use OpenSSH.

¢ Notes:

e Only the opc user can remotely connect to your VMs. You cannot use
SSH to connect to a VM as the oracle user. After successfully
connecting to a VM, tasks such as starting and stopping the server and
accessing the administrative logs should only be performed by the
oracle user.

e Oracle pushes regular OPC/PSM related updates to the VMs to support
interaction between the Oracle Cloud Portal and the VMs silently. Oracle
does not send notifications of these updates as they only affect Oracle
owned files and scripts that should not be modified, and the updates do
not require any down-time either.

e VM start and stop is controlled by SSH access. SSH access is not
allowed when Oracle SOA Cloud Service quota reaches the limit. When
you try to access SSH a quota limit message is displayed.

Topics:

* Connect to the Administration Server or Load Balancer VM
e Connect to a Managed Server VM

* Create an SSH Tunnel

e Switch VM Users

e Add an SSH Public Key
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Connect to the Administration Server or Load Balancer VM

ORACLE

You can access the Administration Server or a load balancer VM through a secure shell
(SSH) utility.

To access a VM through SSH:

1

In the Oracle SOA Cloud Service Console, click the service instance associated with the
VM you want to access.

The Oracle SOA Cloud Service instance page is displayed with the Overview tile in focus,
displaying detailed information about the service instance.

From the list of virtual machines, note the Public IP address of the Administration Server
or the load balancer, depending on which VM you want to access.

This address will be specified in the typical octet format (111.111.111.111).

¢ Note:

The console displays public IP addresses only for the Administration Server
and the load balancer VMs, not for the Managed Server VMs. For more
information, see Connect to a Managed Server VM.

On UNIX and UNIX-like platforms, use the standard OpenSSH command (ssh ) to
connect to the VM as the opc user.

Provide the following:

e The path to the private key corresponding to the public key used at the time of
provisioning.

e The VM's public IP address.

in this format:

ssh -i path to private key opc@VM IP address

For example:

ssh -i /home/myuser/id rsa opc@111.111.111.111

To connect to an instance provisioned in a private network through a Bastion host, use
the following command syntax:

ssh -i path to private key -o ProxyCommand="ssh -W %h:%p -1
path to private key opcl@bastion public ip" opc@soanode private ip

For example:

ssh -1 /home/myuser/id rsa -o ProxyCommand="ssh -W %h:%p -i /home/myuser/
id rsa opc@111.111.111.111" opcR10.0.0.1
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On Windows, you can use PuTTY, an open source networking client for the

Windows platform, to connect to the VM as the opc user.

To download PuUTTY, go to http://www.putty.org/.

a.

Launch PuTTY.

The PUTTY Configuration window is displayed, showing the Session panel.

In the Host Name (or IP address) field, enter the public IP address of the VM.
In the Category tree, expand Connection if necessary and then click Data.

In the Auto-login username field, enter opc.

Confirm that the When username is not specified option is set to Prompt.

In the Category tree, expand Connection > SSH, and then click Auth.

Under Private key file for authentication, click Browse.

Navigate to and select your private key file. Then click Open.

" Note:

The .ppk file extension indicates that the private key is in PuTTY's
proprietary format. You must use a key of this format when using
PUTTY. If you have to use a key saved in a different format, see the
PUuTTY documentation.

Click Open to open the connection to the VM.

5. If the private key was defined with a passphrase, enter this value when prompted.

When the VM command line appears, you can use any resource accessible from the
VM. For example, you can run the WebLogic Scripting Tool on the Administration
Server VM.

Connect to a Managed Server VM

You can access a Managed Server VM through a secure shell (SSH) utility by using
the Administration Server VM as a proxy.

ORACLE

Alternatively, you can connect to the Administration Server VM with SSH, and from
within this SSH session start another SSH connection to the Managed Server VM.

To connect to a Managed Server VM by using the proxy method:

1. Inthe Oracle SOA Cloud Service Console, click the service instance associated
with the VM you want to access.

The Oracle SOA Cloud Service Instance page is displayed with the Overview tile
in focus, displaying detailed information about the service instance.

2. From the list of virtual machines, identify the following information:

The Public IP address of the Administration Server VM (used as the proxy).

The Host name of the Managed Server VM to which you want to connect.
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On UNIX and UNIX-like platforms, use ssh to connect to the VM as the opc user:

ssh -i path to private key -o ProxyCommand="ssh -W %h:%p -1i
path to private key opc@admin server VM IP address"
admin server VM IP address

where:

e path_to_private_key is the path to the private key corresponding to the public key
used at the time of provisioning.

e admin_server_VM_IP_address is the Administration Server VM'’s public IP address.
For example:

ssh -i /home/myuser/id rsa -o ProxyCommand="ssh -W $h:%p -i /home/myuser/
id rsa opc@111.111.111.111" 111.111.111.111

To connect to an instance provisioned in a private network through a Bastion host, use
the following command syntax:

ssh -1 path to private key -o ProxyCommand="ssh -W %h:%p -1
path to private key opcl@bastion public ip" opc@soanode private ip

For example:

ssh -i /home/myuser/id rsa -o ProxyCommand="ssh -W %$h:%p -i /home/myuser/
id rsa opc@l111.111.111.111" opc@10.0.0.1

On Windows, you can use PuTTY, an open source networking client for the Windows
platform, to connect to the VM as the opc user.

To download PuTTY, go to http://www.putty.org/ and click the You can download PuTTY
here link.

a. Launch PuTTY. If your private key was defined with a passphrase, then you must use
the pageant utility to launch PuTTY:

pageant "path to private key" -c "path to putty"

For example:
c:\PuTTY\pageant "c:\oracle\rsa.ppk" -c "c:\PuTTY\putty"

b. If you used pageant to start PUTTY, enter the passphrase for the private key.
The PUTTY Configuration window is displayed, showing the Session panel.

c. Inthe Host Name (or IP address) field, enter the host name of the Managed Server
VM.

d. Inthe Category tree, expand Connection if necessary and then click Data.
e. Inthe Auto-login username field, enter opc.

f. Confirm that the When username is not specified option is set to Prompt.
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In the Category tree, click Connection > Proxy.
Set Proxy type to Local.

In the Proxy hostname field, enter the IP address of the Administration
Server VM.

Set the Port to 22.
In the Telnet command or local proxy command field, enter the following

value:

plink -i "path to private key" opcl%proxyhost -nc %host:%port

For example:
plink -i "c:\\oracle\\rsa.ppk" opc@%proxyhost -nc %$host:%port

In the Category tree, expand Connection > SSH, and then click Auth.
Under Private key file for authentication, click Browse.

Navigate to and select your private key file. Then click Open.

< Note:

The .ppk file extension indicates that the private key is in PUuTTY's
proprietary format. You must use a key of this format when using
PUTTY. If you have to use a key saved in a different format, see the
PUTTY documentation.

Click Open to open the connection to the VM.

" Note:

You can optionally save this session configuration by navigating to
the Session panel and clicking Save. When you open PuTTY the
next time, you can load this configuration by selecting it and
clicking Load.

When the VM command line appears, you can use any resource accessible from the

Create an SSH Tunnel

ORACLE

An SSH tunnel to an Oracle SOA Cloud Service VM enables you to connect to other
non-public ports on the VM though a port your local machine.

You can create access rules to an Oracle SOA Cloud Service instance as an
alternative to creating an SSH tunnel. However, use caution and consider possible
security implications before opening up ports to external access. For more information,
see Manage Access Rules for an Oracle SOA Cloud Service Instance.

If a resource provided by a VM uses a port that is not directly accessible through the
Internet, you can access that resource by creating an SSH tunnel to the port. For
example, you can use an SSH tunnel to connect a local Integrated Development
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Environment (IDE) such as Eclipse to the dedicated deployment port (9001) of the
Administration Server.

In general an SSH tunnel may map a remote port to any available port number on your local
machine. However, port 9001 on the Administration Server uses JMX/RMI for
communication, which requires that the remote and local port numbers be the same value.
Therefore, the following instructions configure the tunnel’s local port number to the same
value as the VM'’s port number.

=) Tutorial

To set up an SSH tunnel to a VM:

1.

In the Oracle SOA Cloud Service Console, click the service instance associated with the
VM you want to access.

The Oracle SOA Cloud Service Instance Overview page is displayed.

From the list of virtual machines, note the Public IP address of the Administration Server
or the Load Balancer, depending on which VM you want to access.

This address will be specified in the typical octet format (111.111.111.111).

" Note:

The console displays public IP addresses only for the Administration Server
and the Load Balancer VMs, not for the managed server VMs. For more
information, see Connect to a Managed Server VM.

On UNIX and UNIX-like platforms, use ssh to create an SSH tunnel to the VM:

ssh -1 path to private key -L port:VM IP address:port opc@VM IP address -N

where:

e path_to_private_key is the path to the private key corresponding to the public key
used at the time of provisioning.

*  VM_IP_address is the VM’s public IP address.

e portis the port number on the VM to which you want to connect. The SSH tunnel will
enable connectivity to this remote port though the same port number on your local
machine.

For example, to create an SSH tunnel to port 9001 on the Administration Server VM:

ssh -i /home/myuser/id rsa -L 9001:111.111.111.111:9001
opc@111.111.111.111 -N

On Windows, you can use PuUTTY, an open source networking client for the Windows
platform, to create an SSH tunnel to the VM.
To download PuUTTY, go to http://www.putty.org/ and click the link to download PuTTY.
a. Launch PuTTY.

The PUTTY Configuration window is displayed, showing the Session panel.

b. Inthe Host Name (or IP address) field, enter the public IP address of the VM.
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In the Category tree, expand Connection if necessary and then click Data.
In the Auto-login username field, enter opc.

Confirm that the When username is not specified option is set to Prompt.
In the Category tree, click Connection > SSH.

Under Protocol options, select the checkbox Don't start a shell command
at all.

In the Category tree, expand Connection > SSH, and then click Auth.
Under Private key file for authentication, click Browse.

Navigate to and select your private key file. Then click Open.

" Note:

The .ppk file extension indicates that the private key is in PUuTTY's
proprietary format. You must use a key of this format when using
PUTTY. If you have to use a key saved in a different format, see the
PUTTY documentation.

In the Category tree, click Connection > SSH > Tunnels.
In the Destination field, enter 1P:port

where IPis the IP address of the VM and port is the port number on the VM
to which you want to connect.

In the Source Port field, enter the same port number.
Click the Add button.
Click Open to create the SSH tunnel to the VM.

" Note:

You can optionally save this session configuration by navigating to
the Session panel and clicking Save. When you open PuTTY the
next time, you can load this configuration by selecting it and
clicking Load.

If the private key was defined with a passphrase, enter this value when prompted.

Applications running on your local machine can now communicate with the VM by
using localhost:port, where port is the local port number.

For example, after creating an SSH tunnel to port 9001 on the Administration Server
VM, launch a web browser and connect to http://localhost:9001/console.

" Note:

After your work with the SSH tunnel is complete, press Ctrl+C to shut down
the SSH tunnel.
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Switch VM Users

ORACLE

You can change users on an Oracle SOA Cloud Service VM in order to perform specific
administration tasks.

You must SSH to a VM only as the opc user. This user has root privileges on the OS running
in the VM. For example, opc can be used to create other OS users on a VM. Simply prefix
root operations with the sudo command. For example:

sudo useradd myuser

" Note:

There is no default password for the opc user.

Switching to the oracle User

The oracle VM user has regular OS user permissions. It is intended to be used to start and
stop Oracle products that have been installed on the VM, or to run other Oracle applications
and utilities on the VM.

Enter the following to become the oracle user:

sudo su - oracle

# Note:

There is no default password for the oracle user.

Switching to the root User

An alternative to using the sudo command to perform root OS operations with the opc user is
to switch to the root user.

Enter the following to become the root user:

sudo -s

# Note:

Avoid using the root user except to perform privileged OS administration tasks.
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Add an SSH Public Key

You can add secure shell (SSH) public keys to an Oracle SOA Cloud Service instance.

You might need to add a new SSH public key to an Oracle SOA Cloud Service
instance if the SSH private key that you use to access the service instance becomes
lost or corrupted. Or, you might need to comply with your organization’s security
policies or regulations.

To generate an SSH key pair, see Generate a Secure Shell (SSH) Public/Private Key
Pair.

To add an SSH public key:

1. Inthe Oracle SOA Cloud Service Console, click "= for the instance to which you
want to add a new SSH public key and select Add SSH Access.
A dialog displays the value of the most recently added public key.

2. Specify the new public key by completing one of the following:

» Select Upload a new SSH Public Key value from file and then use your
browser to upload a public key file from your local computer.

» Select Key Value. Delete the previous public key value from the input field and
then enter or paste the new value. Be sure not to include other characters that
aren't part of the key, such as spaces.

3. Click Add New Key.

Access a VM Through Virtual Network Computing (VNC)

You can access the services and resources that an Oracle SOA Cloud Service VM
provides by logging into the VM through VNC.

You can use any VNC client utility to access a VM. For example, if you are using
Windows, you might use RealVNC or TightVNC; if you are using Linux, you might use
the vncviewer utility included with your Linux distribution.

By default, the port used by the VNC server on a Oracle SOA Cloud Service VM is not
directly accessible through the Internet. An SSH tunnel enables access to the VNC
server port on your local machine. An SSH tunnel also ensures that VNC
communication is using a secure channel.

In order create a VNC session on a VM, you must first identify the public IP address
and connect to it with SSH:

1. Use the ssh command to connect to the VM:
ssh -1 private key opc@VM IP address
2. Change to the oracle user:

sudo su - oracle
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< Note:

The oracle VM user has regular OS user permissions. It is intended to be used
to start and stop Oracle products that have been installed on the VM, or to run
other Oracle applications and utilities on the VM.

Disable the desktop screensaver lock for this user:

gconftool-2 -s -t bool /apps/gnome-screensaver/lock enabled false

This Linux property controls whether or not the desktop prompts you for the user’s
password when in screensaver mode.

Start the VNC server on the VM:

vncserver :1 -nolisten tcp -localhost -geometry 1680x1050

Use the following command to confirm if the VNC server started:

ps -eflgrep vncserver

" Note:

The VNC server is not directly accessible from clients outside of this VM. An
SSH tunnel will be used to enable external and secure access to the VNC
server.

By default, the listen port for VNC session :1 is 5901, session :2 is 5902, and so
on.

If your local machine has a smaller display resolution, use a different geometry
setting such as 1024x768.

When prompted, enter a password for this VNC session.
Disconnect from the VM.

Create an SSH tunnel to localhost:5901 on the VM.

ssh -i path to private key -L 5901:localhost:5901 opc@VM IP address -N

For example:
ssh -i /home/myuser/id rsa -L 5901:localhost:5901 opc@111.111.111.111 -N

Launch your VNC client application and connect to localhost:5901.

When prompted, enter the password that you previously configured for this VNC session.

You can use VNC to work with any resource accessible from the VM, including graphical
applications. For example, you can launch the Fusion Middleware Configuration Wizard
application on the Administration Server VM.
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< Note:

After your VNC work is complete, you can perform a <ctrl> C to shut down
the SSH tunnel.

" Note:

To terminate the VNC server on the VM, run vncserver —kill :1.

Access a VM Through PuTTY

ORACLE

You can access the services and resources that an Oracle SOA Cloud Service VM
provides from a Windows platform by using PUTTY, an open source networking client.

In general, an SSH tunnel can map a remote port to any available port number on your
local computer. Some protocols, such as Java Remote Method Invocation (RMI),
require that the remote and local port numbers be the same value.

To download PuUTTY, go to http://www.putty.org/.

1. Access your service console.

2. Click the name of the service instance that contains the node that you want to
access.

3. On the Overview page, identify the Public IP address of the node that you want to
access.

For example, 203.0.113.13.
4. Start PUTTY on your Windows computer.
The PUTTY Configuration window is displayed, showing the Session panel.
5. Inthe Host Name (or IP address) field, enter the public IP address of the node.
6. Inthe Category navigation tree, expand Connection, and then click Data.
7. Inthe Auto-login username field, enter opc.
8. Inthe When username is not specified field, select Prompt.
9. Inthe Category tree, expand Connection, and then click SSH.

10. Under Protocol options, select the check box Don't start a shell command at
all.

11. In the Category tree, expand SSH, and then click Auth.
12. Under Private key file for authentication, click Browse.
13. Navigate to the location of your private key file, and select it. Click Open.

This private key corresponds to the public key that you specified when you created
this service instance.
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< Note:

The .ppk file extension indicates that the private key is in PUTTY's proprietary
format. You must use a key of this format when using PuTTY. If Oracle Cloud
generated this key for your service instance, see the PuTTY documentation for
information about converting the key format.

14. In the Category tree, expand SSH, and then click Tunnels.
15. In the Destination field, enter IP:port,

where IP is the IP address of the node and port is the port number on the node to which
you want to connect.

16. In the Source Port field, enter the same port number.
17. Click the Add button.

18. Optional: To save this session configuration, click Session in the Category tree, and then
click Save.

To load a saved configuration, select the configuration name, and then click Load.
19. Click Open.
20. If prompted, enter the passphrase for the private key.

Applications that are running on your local computer can how communicate with the node by
using localhost:port, where port is the local port number.

After your work with the SSH tunnel is completed, press Ctrl+C to close the SSH tunnel.

Run WLST Commands on a VM

ORACLE

You can run WLST commands from within any Oracle SOA Cloud Service VM that includes
an Oracle WebLogic Server installation.

1. Use the ssh command to connect to the Administration Server VM:

ssh -1 private key opc@QAdminServerVM IP address

2. Change to the oracle user:

sudo su - oracle

3. Change the directory to the bin folder in DOMAIN HOME:

cd $DOMAIN HOME/bin

For example:
cd /u0l/data/domains/soa domain/bin
4. Set up the environment:

./setDomainEnv.sh
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You must use . to ensure that the environment variables are set in the current
shell.

Start WLST:
/u0l/app/oracle/middleware/oracle common/common/bin/wlst.sh
Connect to the Administration Server:

connect ('username', 'password', 't3://admin-server-host:admin-
server-port')

For example:
connect ('weblogic', 'welcome', 't3://serviceName-wls-1:9071")

To deploy a composite, connect to the Managed Server using port 9073 and run
the following command:

sca_deployComposite ('http://admin-server-host:admin-server-port',
'composite-jar')

For example:

sca_deployComposite ('http://serviceName-wls-1:9073"', '/tmp/
sca_HelloWorld revl.0.jar'")

Refer to "WLST Command and Variable Reference" in WLST Command Reference for
Oracle WebLogic Server (12.2.1.4]12.2.1.3|12.2.1.2 | 12.1.3).

Perform Lifecycle Operations on an Oracle SOA Cloud
Service Instance

Topics:

ORACLE

Stop or Start an Oracle SOA Cloud Service Instance and Individual VMs

Disable Load Balancer Traffic to Suspend an Oracle SOA Cloud Service Instance
Scale an Oracle SOA Cloud Service Instance

Add Storage to a Node

Manage Tags for a Service Instance

Change the License Type for an Oracle SOA Cloud Service Instance

Back Up and Restore an Oracle SOA Cloud Service Instance

Delete an Oracle SOA Cloud Service Instance
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Stop or Start an Oracle SOA Cloud Service Instance and Individual VMs

You can stop or start an Oracle SOA Cloud Service instance and, when the service instance
is running, start, stop, and restart individual Managed Server or load balancer VMs.

Topics:

About Stopping or Starting an Oracle SOA Cloud Service Instance and Individual VMs
Stop, Start, or Restart an Oracle SOA Cloud Service Instance

Restart the Administration Server VM

Stop, Start, or Restart Managed Server and Load Balancer VMs

Stop or Start WebLogic Servers

About Stopping or Starting an Oracle SOA Cloud Service Instance and Individual

VMs

ORACLE

You can stop or start an Oracle SOA Cloud Service instance. When the service instance is
running, you can stop, start, and restart individual Managed Server or load balancer VMs.

" Note:

The stop and restart procedures stop VMs. If you want to shut down the WebLogic
Administration Server or Managed Server processes running on the VMs, without
stopping the VMs, see Shutting Down and Starting the WebLogic Server Managed
Servers and Administration Server Processes on VMs in Using Oracle Java Cloud
Service. You might want to do this if you have other processes besides the servers
running on the VMs and you do not want to shut down these other processes.

Why Stop an Oracle SOA Cloud Service Instance?

Stopping an Oracle SOA Cloud Service instance frees up compute resources used by the
service instance’s VMs.

What Happens When an Oracle SOA Cloud Service Instance is Stopped or Started?

Stopping and starting an Oracle SOA Cloud Service instance has the following results:

Stopping the service instance: The VMs on which the Administration Server, Managed
Servers, and load balancer, are running are stopped. You cannot start, stop, or restart the
Administration Server, Managed Server, or load balancer VMs individually while the
service instance is stopped.

When an Oracle Cloud Infrastructure instance is stopped, billing depends on the compute
shape used to create the instance. Oracle SOA Cloud Service supports only standard
shapes, which means that stopping an Oracle SOA Cloud Service instance always
pauses hilling. See Resource Billing for Stopped Instances in the Oracle Cloud
Infrastructure documentation.

Starting the service instance: All VMs on which the Administration Server, Managed
Server, and load balancer are running are started. You can restart the Administration
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Server, and stop, start, or restart the Managed Servers and load balancer VMs
individually.

# Note:

Block storage should not be added manually by using the Oracle Compute
Cloud Service because VM restart detaches that block storage. To reattach
the block storage, you must use the Oracle Compute Cloud Service.
However, block storage added manually is not deleted when an Oracle SOA
Cloud Service instance is restarted. You must delete it manually. Instead of
attaching block storage manually, add storage by scaling a hode. For more
information, see Scale an Oracle SOA Cloud Service Node Up or Down .

Why Stop, Start, or Restart an Administration Server, Managed Server, or Load
Balancer VM?

If an Oracle SOA Cloud Service instance is running:

*  You can restart the VMs on which the Administration Server, Managed Server, or
load balancer are running if you are experiencing problems with the server that
would warrant a reboot. The restart operation is the same as stopping the server
or load balancer VM, then starting it immediately.

*  You can stop the VMs on which the Managed Server or the load balancer are
running to free up resources and stop metering those resources. You might also
want to stop the service instance instead of scaling, keeping the server or load
balancer ready for a later time. If you stop all but one Managed Server VM, you
might want to stop the load balancer VM because it is not needed.

* You can start a Managed Server or load balancer VM if it is stopped and you want
to use it again. Metering begins again.

How Do | Monitor the Stop, Start, or Restart Operation?

You can monitor progress of a stop, start, or restart operation on the Activity section of
the Oracle SOA Cloud Service Instance Overview page. The Oracle SOA Cloud
Service Instance Overview page is described in About the Oracle SOA Cloud Service
User Interface.

The Activity section indicates what kind of operation is in progress, and whether it is in
progress or complete. When the operation ends, the start and end time of the
operation is displayed.

Stop, Start, or Restart an Oracle SOA Cloud Service Instance

ORACLE

To stop, start, or restart an Oracle SOA Cloud Service instance:

1. Inthe Oracle SOA Cloud Service Console, click "= for the instance you want to
stop or start and select Start, Stop, or Restart.

2. Click OK in the confirmation dialog.

A yellow status icon is displayed adjacent to the service instance icon while the
instance is in the process of stopping or starting.

When the operation completes, the Oracle SOA Cloud Service instance is
stopped, started, or restarted. The yellow icon is no longer displayed. A red icon is
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displayed when the instance is stopped. The entry for the instance shows that the
operation has ended.

Repeat these steps for all nodes in the cluster.

Restart the Administration Server VM

You can restart the VM on which the Administration Server is running in an Oracle SOA
Cloud Service instance that is in a running state.

To restart the Administration Server:

1. Inthe Oracle SOA Cloud Service Console, click the name of the instance whose server
you want to restart.

2. On the Overview page, click the = Menu icon adjacent to the Administration Server row
and select Restart.

3. In the confirmation dialog, click OK.
A yellow status icon is displayed next to the service icon.

The Administration Server VM starts. The yellow icon is no longer displayed.

Stop, Start, or Restart Managed Server and Load Balancer VMs

You can stop, start, or restart the VMs on which the Managed Servers or the load balancer
are running in an Oracle SOA Cloud Service instance if the service instance is in a running
state. Restarting a Managed Server or load balancer VM is the same as stopping it, then
starting it.

1. Inthe Oracle SOA Cloud Service Console, click on the name of the instance whose
servers you want to stop, start, or restart.

2. Onthe Overview page, click the "= Menu icon to the right of the Managed Server or load
balancer row and select Stop, Start, or Restart.

3. Click OK in the confirmation dialog.

The Managed Server or load balancer VM is stopped, started, or restarted.

Stop or Start WebLogic Servers

ORACLE

You can stop or start the WebLogic Servers using WebLogic Scripting Tool (WLST)
commands and the WebLogic Server Administration Console.

Oracle SOA Cloud Service is built on top of Oracle Java Cloud Service, which in turn is built
on top of Oracle WebLogic Server. When you create an Oracle SOA Cloud Service instance,
an Oracle WebLogic domain is provisioned across all machines that are part of that Oracle
SOA Cloud Service instance.

An Oracle WebLogic domain is made up of a set of WebLogic Server instances that work
together to host and operate your Java EE applications. Within the domain only one
WebLogic Server instance is responsible for administrative operations, such as creating new
server instances or deploying applications. That privileged server is referred to as the
Administration Server, whereas all the rest are Managed Servers.

The Administration Server also hosts the WebLogic Server Administration Console.

To stop the WebLogic servers:
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Stop the Managed Servers

Stop the Administration Server

To start the WebLogic servers, reverse the order in which you stopped the servers:

Start the Administration Server

Start the Managed Servers

Stop or Start Managed Servers

You can stop or start the Managed Servers through the WebLogic Server
Administration Console.

To stop or start Managed Servers:

1.

E

@ N o o

In the Oracle SOA Cloud Service Console, click "= for the desired service instance
and select Open WebLogic Server Console. Log in using the credentials you
provided when you created the service instance.

Under Domain Structure, expand Environment.
Select Servers.

On the Configuration page, note the state of the Administration Server state and
the Managed Servers.

Select the Control tab.

Click the check box to the left of each Managed Server name.
Click Stop or Start.

On the Server Life Cycle Assistant, click Yes.

If stopping, the server state changes to SHUTTING DOWN,; if starting, the server
state changes to STARTING.

Click the Refresh icon.
The server state changes to SHUTDOWN (if stopping) or RUNNING (if starting).

Stop or Start the Administration Server

ORACLE

You can stop or start the Administration Server through the Node Manager by using
WLST commands.

To stop or start the Administration Server:

1.

Use the ssh command to connect to the Administration Server VM:
ssh -i private key opc@AdminServerVM IP address

Change to the oracle user:

sudo su - oracle

Check to see that the Node Manager is running:

ps -ef | grep NodeManager
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You should receive messages showing that the Node Manager is running.

Change the directory to where environment setup is located:

cd /ull/data/domains/domain name/bin

For example:
cd /u0l/data/domains/OurServi domain/bin
Set up the environment.
./setDomainEnv.sh
Start WLST:
/u0l/app/oracle/middleware/oracle common/common/bin/wlst.sh
To connect to the Node Manager, use the WLST nmConnect command:

nmConnect
('username', 'password', 'host', 'nmPort', 'domainName', 'domainDir', 'nmType')

Parameter Description Example

username WebLogic Server username you
specified when you created the
service instance.

password WebLogic Server password you
specified when you created the
service instance.

host The host name of the Node Manager. ourserviceinstance-wls-1
This is typically of the format
instanceName-wls-1.

nmPort Port number of the node manager. 5556

domainName Name of the domain. You can find the OurServi domain
domain name on the Oracle SOA
Cloud Service Instance Overview
page.

domainDir Path to the domain. In Oracle SOA /u0l/data/domains/
Cloud Service, the domain directory  QurServi domain
is /u0l/data/domains/ N
domainName.

nmType Use SSL for Java-based SSL SSL
implementation.

For example:

nmConnect ('weblogic', 'welcome', 'ourserviceinstance-
wls-1','5556"', 'OurServi domain', '/u0l/data/domains/OurServi domain', 'SSL')

For more information about nmConnect parameters, see WLST Command Reference for
WebLogic Server (12.2.1.412.2.1.3]12.2.1.2]12.1.3).
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8. Stop or start the Administration Server:

» To stop the Administration Server, follow the steps in Stop or Start Managed
Servers, selecting and shutting down the Administration Server. When you
shut down the Administration Server, a message warns you that the browser
session will end.

* To start the Administration Server, use nmStart:

nmStart ('server name')

For example:

nmStart ('OurServi adminserver')
9. Exit WLST:

exit ()

Disable Load Balancer Traffic to Suspend an Oracle SOA Cloud
Service Instance

You can disable the load balancer to suspend an Oracle SOA Cloud Service instance
temporarily, blocking any new traffic from being delivered to the instance. This is useful
when you want to perform routine maintenance on an Oracle SOA Cloud Service
instance, but do not want to stop the instance. Once the maintenance activities have
been completed, you can reenable the load balancer to allow traffic to be delivered.

See also Administer the Load Balancer for an Oracle SOA Cloud Service Instance.

# Note:

If a load balancer is not configured, you cannot suspend the Oracle SOA
Cloud Service instance.

To disable the load balancer:

1. Inthe Oracle SOA Cloud Service Console, click the name of the service instance
with the cluster that you want to scale out.

2. On the Overview page, click the instance menu E icon (in the header) and select
Disable Load Balancer.

3. Inthe confirmation prompt, click Yes, Disable Load Balancer.

Scale an Oracle SOA Cloud Service Instance

ORACLE

You can scale an Oracle SOA Cloud Service instance by scaling a cluster or a node.
Determine what you need to scale from metrics associated with the service instance.
For example, if response times are long, consider scaling out the cluster. Or if heap
usage is high, consider scaling up the nodes in the cluster.
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You cannot scale a service instance if the service instance is under maintenance such as
during patching or backing up.

Topics:
e Scale OutorIn
e Scale Up or Down

* View Scaling Requests

# Note:

For information about using REST resources to scale Oracle SOA Cloud Service
instances, see REST API for Oracle SOA Cloud Service.

Scale Out or In

Scale an Oracle SOA Cloud Service cluster out or in to add or remove nodes in response to
changes in the load on the cluster. A node is a virtual machine (VM) running a Managed
Server instance that is a member of a cluster.

" Note:

A scale out or in operation requires some down time as servers on the nodes in the
Oracle SOA Cloud Service cluster are automatically restarted after the scale
operation. Before scaling, make sure that there are no active running processes on
the servers.

Topics:

e About Scaling Out an Oracle SOA Cloud Service Cluster
e About Scaling In an Oracle SOA Cloud Service Cluster

e About the Impact of Scaling on JMS Transport URLs

e Scale Out an Oracle SOA Cloud Service Cluster

e Scale In an Oracle SOA Cloud Service Cluster

About Scaling Out an Oracle SOA Cloud Service Cluster

Scaling out an Oracle SOA Cloud Service cluster adds one node to the cluster.
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¢ Notes:

« If you scale out a cluster after scaling any of its nodes, the new node has
the compute shape and the amount of storage with which the service
instance was originally created. To ensure that all nodes in your cluster
are equivalent, you must scale the new node to match the other nodes in
your cluster, as described in Scale an Oracle SOA Cloud Service Node
Up or Down.

e Adding a node to a cluster increases the billing of the Oracle SOA Cloud
Service instance.

* If any patches were applied after provisioning the Oracle SOA Cloud
Service, the new node will not include those patches. You will need to
apply the patches to the newly added Managed Server. See About
Managing Patches for Instances Provisioned With Earlier Releases.

Before scaling out an Oracle SOA Cloud Service cluster, ensure that all these
conditions are met:

* You have the Oracle SOA administrator role as described in About Oracle SOA
Cloud Service Roles and User Accounts.

* The service instance is not under maintenance.

If any of these conditions are not met, the scaling operation fails and Oracle SOA
Cloud Service logs an error message.

Oracle SOA Cloud Service logs a message when scaling out is started or completed,
or when a failure is detected. You can view these messages as explained in View
Scaling Requests.

If an attempt to scale out a cluster fails, Oracle SOA Cloud Service does the following:

e Logs any diagnostic information.

e Sets the status of the service instance to RUNNING to allow other operations to
continue.

* Returns the service instance to its original shape.
* Deletes the VM that it created to run the additional managed server instance.

For steps to scale out an Oracle SOA Cloud Service cluster, see Scale Out an Oracle
SOA Cloud Service Cluster.

About Scaling In an Oracle SOA Cloud Service Cluster

ORACLE

Scaling in an Oracle SOA Cloud Service cluster removes the selected node from the
cluster.

Before scaling in an Oracle SOA Cloud Service cluster, ensure that the cluster
contains at least one managed server node in addition to the node for the
administration server and first managed server. You cannot scale in a cluster that
contains only the node for the administration server and first managed server. If you no
longer require that node, you must delete the entire service instance. For instructions,
see Delete an Oracle SOA Cloud Service Instance.
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By default, Oracle SOA Cloud Service scales in a cluster gracefully by shutting down the
managed server instance before removing the managed server instance from the cluster and
terminating its VM. To ensure that the node is removed even if the managed server instance
is unresponsive, you can choose to forcibly scale in a cluster.

If an attempt to scale in a cluster fails, Oracle SOA Cloud Service does the following:

e Logs any diagnostic information.

e Sets the status of the service instance to RUNNING to allow other operations to continue.
* Cleans up any stale resources.

For steps to scale in an Oracle SOA Cloud Service cluster, see Scale In an Oracle SOA
Cloud Service Cluster.

About the Impact of Scaling on JMS Transport URLS

When you add (scale out) or remove (scale in) nodes, you must reconfigure the JMS
transport URIs in Oracle Service Bus.

The JMS transport in Oracle Service Bus is configured with IMS URIs of the following format:

jms://cluster address/connection factory/UDQ

For example, if you do not reconfigure the JMS URI after scaling in (such as removing the
second node in a two-node cluster), sending messages to UDQ results in the following
exception:

The invocation resulted in an error: [JMSP0ool:169803]JNDI lookup of the JMS
connection factory weblogic.jms.ConnectionFactory failed:
javax.naming.ServiceUnavailableException: slc07pjl-soaga-2vm-otd-0616-osb-
jcs-wls-2 [Root exception is java.net.UnknownHostException: slc07pjl-
soaga-2vm-otd-0616-osb-jcs-wls-2].

Scale Out an Oracle SOA Cloud Service Cluster

ORACLE

You can scale out an Oracle SOA Cloud Service cluster to add one node to the cluster. When
you scale out, Oracle SOA Cloud Service creates a new Managed Server VM.

For more information about scaling out an Oracle SOA Cloud Service cluster, see About
Scaling Out an Oracle SOA Cloud Service Cluster.

" Note:

A scale out operation requires some down time as servers on the nodes in the
Oracle SOA Cloud Service cluster are automatically restarted after the scale
operation. Before scaling, make sure that there are no active running processes on
the servers.

To scale out an Oracle SOA Cloud Service cluster:

1. Inthe Oracle SOA Cloud Service Console, click the name of the service instance with the
cluster that you want to scale out.
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2. On the Overview page, click the Add Node + icon or click E (in the header)
and select Scale Out.

The Scale Out dialog is displayed.

3. To confirm you want to scale out the cluster, click Scale Out.

4. After a few moments, click the Refresh G icon to update the page.
You may need to click the icon more than once to see changes.

After a few moments of processing, the new node appears on the Overview page and
you can see the number of nodes increased by one. For a description of the items in
the node line item, see About the Oracle SOA Cloud Service User Interface.

At any time during the scaling process, you can check its status by opening the Activity
page from the Oracle SOA Cloud Service Console. You can see the scale-out status in
the activity table.

# Note:

After scaling out, you must restart the Administration Server and all Managed
Servers. This applies to both Oracle SOA Cloud Service and Oracle Service
Bus domain configuration types. Failure to restart servers after scaling out
can impact functionality.

Scale In an Oracle SOA Cloud Service Cluster

ORACLE

You can scale in an Oracle SOA Cloud Service cluster to remove a selected node from
the cluster. When you scale in, Oracle SOA Cloud Service removes the selected
Oracle WebLogic Server managed server instance and the VM that it is running on.

For more information about scaling in an Oracle SOA Cloud Service cluster, see About
Scaling In an Oracle SOA Cloud Service Cluster.

¢ Note:

A scale in operation requires some down time as servers on the nodes in the
Oracle SOA Cloud Service cluster are automatically restarted after the scale
operation. Before scaling, make sure that there are no active running
processes on the servers.

To scale in an Oracle SOA Cloud Service cluster:

1. Inthe Oracle SOA Cloud Service Console, click the name of the service instance
with the cluster that you want to scale in.

2. On the Overview page, click the "= menu for the node you want to remove and
select Remove Node.

The Remove Node dialog box is displayed.

3. Inthe Remove Node dialog box:
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Remove Node x
Are you sure you want to remove this node from your instance 7

Validate Database Service @

Remove Node Cancel

e Optionally, to ensure that database connectivity is still active, select the Validate
Database Service check box, then enter the Administration User Name and
Password.

* Click Remove Node.

4. After a few moments, click the Refresh G icon to update the page.
You may need to click the icon more than once to see changes.

After a few moments of processing, the node is removed from the Overview page and you
can see the number of nodes decreased by one.

At any time during the scaling process, you can check its status by opening the Activity page
from the Oracle SOA Cloud Service Console. You can see the scale-in status in the activity
table.

# Note:

After scaling in, you must restart the Administration Server and all Managed
Servers. This applies to both Oracle SOA Cloud Service and Oracle Service Bus
domain configuration types. Failure to restart servers after scaling out can impact
functionality.

Scale Up or Down

ORACLE

Scale an Oracle SOA Cloud Service node up or down to change its compute shape in
response to changes in workload or to add storage to a node that is running out of storage.
The compute shape specifies the number of Oracle Compute Units (OCPUs) and amount of
memory (RAM) that you want to allocate to the node.

# Note:

A scale up or down operation requires some down time as servers on the Oracle
SOA Cloud Service node are automatically restarted after the scale operation. In a
multinode instance cluster, the node that is scaled is restarted, while the other
nodes continue running. Before scaling, make sure that there are no active running
processes on the servers of the node you are scaling up or down.|
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Topics:
*  About Scaling an Oracle SOA Cloud Service Node Up or Down

*  Scale an Oracle SOA Cloud Service Node Up or Down

About Scaling an Oracle SOA Cloud Service Node Up or Down

You can scale only the Administration Server node and Managed Server nodes in a
WebLogic Server cluster. Oracle SOA Cloud Service does not support scaling for other
nodes in a service instance, such as the load balancer node.

You must scale each node in a cluster individually. You cannot scale all nodes in a
cluster in a single operation.

# Note:

Changing the compute shape to a higher value increases the billing of the
Oracle SOA Cloud Service instance.

Oracle SOA Cloud Service provides a set of compute shapes that are optimized for
different use cases. Choose from a set of all-purpose and memory-intensive shapes.
The larger the compute shape, the greater the processing power:

* To meet the demands of heavier workloads, scale up the compute shape of a node
by choosing a larger compute shape.

For example, changing the compute shape from OC1M to OC2M or from
VMStandard2.1 to VMStandard2.2 doubles the capacity of the node from one
OCPU to two OCPUs and doubles the amount of RAM allocated to the node.

» To save costs if the workload is lightened, scale down the compute shape of a
node by choosing a smaller compute shape.

For example, changing the compute shape from OC2M to OC1M or from
VMStandard2.2 to VMStandard2.1 reduces the capacity of the node by half from
two OCPUs to one OCPU and reduces the amount of RAM allocated to the node
by half.

# Note:

To optimize performance and balance the load on Managed Sever instances
correctly, ensure that the compute shapes of all nodes in a cluster are the
same. When routing requests to Managed Server instances, the load
balancer treats all Managed Server instances as being equivalent.

For steps to scale an Oracle SOA Cloud Service node, see Scale an Oracle SOA
Cloud Service Node Up or Down.

Scale an Oracle SOA Cloud Service Node Up or Down

You can scale an Oracle SOA Cloud Service node up or down to change its compute
shape in response to changes in workload or to add storage to a node that is running
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out of storage. The compute shape specifies the number of Oracle Compute Units (OCPUS)
and amount of memory (RAM) that you want to allocate to the node.

For more information about scaling an Oracle SOA Cloud Service node, see About Scaling
an Oracle SOA Cloud Service Node Up or Down

" Note:

A scale up or down operation requires some down time as servers on the Oracle
SOA Cloud Service node are automatically restarted after the scale operation. In a
multinode instance cluster, the node that is scaled is restarted, while the other
nodes continue running. Before scaling, make sure that there are no active running
processes on the servers of the node you are scaling.|

To scale an Oracle SOA Cloud Service node up or down:

1.

4,

In the Oracle SOA Cloud Service Console, click the name of the service instance with the
node that you want to scale up or down.

On the Overview page, click the = menu for the node, and choose Scale Up/Down.
The Scale Up/Down dialog box opens.

In the Scale Up/Down dialog box:

Scale Up/Down X

s0a12214nativestress10-wls-1 is currently using shape, VM Standard2. 1. Specify a new
compute shape to adjust the resources required.

Compute Shape VM. Standard22-200OCPU, : ¥

Validate Database Service (7

Mote that the instance will be unavailable during scale up/down operation

Yes, Scale Up/Down VM Cancel

»  Specify the new compute shape of the node: to scale up the node, choose a larger
compute shape than the current compute shape; to scale down, choose a smaller
computer shape.

» (Optional) Select the Validate Database Service check box to validate the status of
the database service before scaling the node up or down, then enter the
administration user name and password.

Click Yes, Scale Up/Down VM.

While Oracle SOA Cloud Service is applying your changes, the service instance is in
Maintenance mode, the state of the node is Configuring, and any servers running on the
node are stopped. After applying your changes, Oracle SOA Cloud Service starts any servers
that should run on the node.
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View Scaling Requests

Use the Oracle SOA Cloud Service Console to view the status of ongoing scaling
requests, and the success or failure of previous requests.

To view the status of ongoing or past scaling requests:

1. Inthe Oracle SOA Cloud Service Console, click the Activity tab.

2. Click P adjacent to a scaling activity in the table.

Add Storage to a Node

You can add storage to a node that is running out of space. When you add storage to
a node, an Oracle Compute Cloud Service storage volume is created and attached to
the node’s VM.

¢ Notes:

e After you add storage to a node, that node is restarted. If there are other
nodes in the cluster, they are not restarted.

C You cannot remove storage from a node.

The new storage volume created remains attached and available to the node’s VM
even when the service instance is restarted or is stopped and then started. Also, this
storage volume exists until you delete the service instance, at which time the storage
volume is also deleted.

You can add the storage to the following existing volumes:

* Middleware storage volume
* Domain storage volume
»  Backup storage volume (Administration Server node only)

For details about these volumes, see About the Disk Volumes.

You can add storage a maximum of five times to a storage volume.

Caution:

Before adding storage to the Middleware or Domain storage volume, back up
the service instance to avoid the risk of data loss. For instructions, see
Initiate an On-Demand Backup of an Oracle SOA Cloud Service Instance.

To add storage to a node:

1. Inthe Oracle SOA Cloud Service Console, click the name of the service instance
to which you want to add storage.

2. On the Overview page, click the = menu for the node, and choose Add Storage.
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4,

OCPUS  gocio =
Memory
Scale UpiDowmn
Storage
Add Storage [:‘}
OcPUs: 1 =

Memory: 15 GEB

Storage: 247 GB

The Add Storage dialog box opens.

In the Add Storage dialog box, specify the size in GB you want to add to the node for
each volume. As noted in the dialog, the minimum size you can add is 50GB.

Add Storage X

so0a12214nativestress 10-wls-1 is currently using the following storage volumes that can be
extended. Please adjust the size of the volumes as required.

The instance will be unavailable while storage capacity is being added.

® Middleware Volume Size GB oE
Domain Volume Size GB 0=
_ Backup Volume Size GB e

ﬂ In Oracle Cloud Infrastructure, the minimum capacity you can add for a storage volume is
50 GB.

Yes, Add Storage Cancel

Click Yes, Add Storage.

@ Important:

The node to which storage is added is restarted. If there are other nodes in the cluster,
they are not restarted.

ORACLE"
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Manage Tags for a Service Instance

A tag is a key or a key-value pair that you can assign to your Oracle SOA Cloud
Service instances. You can use tags to organize and categorize your instances, and to
search for them.

Topics:

» Create, Assign, and Unassign Tags

» Find Tags and Instances Using Search Expressions

Create, Assign, and Unassign Tags

You can create and assign tags to Oracle SOA Cloud Service instances while creating
the instances or later. When you no longer need certain tags for an instance, you can
unassign them.

To assign tags to an instance or to unassign tags:
1. Inthe Oracle SOA Cloud Service Console, click "= for the instance to which you
want to assign tags and select Manage Tags or Add Tags.

If any tags are already assigned, then the menu shows Manage Tags; otherwise,
it shows Add Tags.

2. In the Manage Tags dialog box, create and assign the required tags, or unassign
tags:
* Inthe Assign section, select the Tags that you want to assign to the instance.
» If the tags that you want to assign don't exist, then select Create and Assign

in the Tags field, and click just above the field. Enter the required new tags in
the Enter New Tags field.

» To unassign a tag, in the Unassign section, look for the tag that you want to
unassign, and click the X icon next to the tag.

< Note:

You might see one or more tags with the key starting with ora . Such
tags are auto-assigned and used internally. You can'’t assign or
unassign them.

3. After assigning and unassigning tags, click OK for the tag assignments to take
effect.

Find Tags and Instances Using Search Expressions

A tag is an arbitrary key or a key-value pair that you can create and assign to your
Oracle SOA Cloud Service instances. You can use tags to organize and categorize
your instances, and to search for them. Over time, you might create dozens of tags,
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and you might assign one or more tags to your instances. To search for specific tags and to
find instances that are assigned specific tags, you can use filtering expressions.

Search for Instances with Tags

From the Instances page of the web console, select Tags, and then enter a search
expression in the Search field.

For example, you can search for the instances that are assigned a tag with the key env and
any value starting with dev (example: env:devl, env:dev2), by entering the search expression
'env': 'devs%'.

Instances

Tags ¥ ‘env’devis’ (O 7 ]

Similarly, when you use the REST API to find tags or to find instances that are assigned
specific tags, you can filter the results by appending the optional tagFilter=expression
guery parameter to the REST endpoint URL.

» To find specific tags: GET paas/api/vl.1/tags/{identity domain}/tags?
tagFilter={expression}

* To get a list of instances that are assigned specific tags: GET paas/api/v1.1/
instancemgmt/{identity domain}/instances?tagFilter={expression}

Syntax and Rules for Building Tag-Search Expressions

*  When using cURL to send tag-search API requests, enclose the URL in double quotation
marks.

Example:

curl -s -u username:password —H "X-ID-TENANT-NAME:acme" "restEndpointURL/
paas/api/vl.1l/instancemgmt/acme/instances?tagFilter='env'"

This request returns all the tags that have the key env.

e Enc