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About This Content

This guide describes how to set up Visual Builder Studio to develop extensions and visual
applications, and to manage large software development projects that use Oracle Cloud
Infrastructure (OCI) cloud services.

Audience

This document is intended for Oracle Visual Builder Studio administrators who administer and
set up the service.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Resources

For more information, see these Oracle resources:
e Oracle Public Cloud

http://cloud. oracle.com

* Manage Your Development Process in Using Visual Builder Studio

*  Create Visual Applications in VB Studio in Building Responsive Applications with Visual
Builder Studio

*  What Can You Do with Oracle Visual Builder Studio? in Extending Oracle Cloud
Applications with Visual Builder Studio

Conventions

The following text conventions are used in this document.

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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The Basics

Learn about Oracle Visual Builder Studio, its projects, components, roles, and how to access
the service.

See Oracle Cloud Terminology in Getting Started with Oracle Cloud for definitions of terms
found in this and other documents in the Oracle Cloud library.

What Is Oracle Visual Builder Studio?

Oracle Visual Builder Studio (VB Studio) is a robust application development platform that
helps your team effectively plan and manage your work throughout all stages of the app dev
lifecycle: design, build, test, and deploy. It makes it easy for your entire team to develop the
artifacts they need, including:

e Oracle Cloud Applications developers, who need to create extensions to customize their
Apps—Ilike Human Capital Management, Supply Chain and Manufacturing, and so on—to
meet their business needs.

* Low-code developers, who want to create responsive applications using a visual designer,
then deploy them to their own version of Visual Builder.

* Experienced programmers, who want to modify the source code for applications created by
others, or to develop bespoke apps using the web programming language of their choice.

Regardless of what type of developer you are—or if you're focused on managing the work that
others are creating—everyone can take advantage of these key VB Studio features:

« Arich visual designer integrated with source control (Git) so that developers can manage
changes, apply version control best practices, and collaborate with their teammates to
develop applications

e The ability to build and display different flavors of the Ul to meet the needs of discrete
users of certain Oracle Cloud Applications (those built with VB Studio and Oracle
JavaScript Extension Toolkit (Oracle JET)), also within a Git framework

*  Built-in repositories for hosting code in Git and for hosting binaries, such as Maven
dependencies

e A continuous integration service so you can automate your build and test systems
e A continuous delivery service that tightly integrates with Oracle Cloud Applications
* Agile boards and an issue tracking system for tracking sprints, tasks, defects, and features

VB Studio enables developers to easily deploy their applications to their preferred target,
whether it's a staging or production instance of Oracle Cloud Applications, an Oracle Cloud
Infrastructure (OCI) service instance, or a Visual Builder instance.

@® Note

Public Cloud Regions lists the commercial, EU Sovereign,and US/UK Government
regions in which Visual Builder Studio is currently available.
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Chapter 1
What Is Oracle Visual Builder Studio?

What's an Extension?

The changes you make to your Oracle Cloud Application in VB Studio are stored in an artifact
called an extension. Physically, the source files associated with the extension are stored in a
Git repository.

Organization

Project
Application Extension

Project
Application Extension

Environment Designer

I

Workspace (User A) Workspace (User B)

=, S

cl/cb

Oracle Cloud Application
Git Repository
Development

Other VB Studio Tools Environment

Sandbox

Base App

| ]

=0

Git Repository
(clone)

Git Repository
(clone)

Environment

Cl/CD

Git Repositary

Other VB Studio Tools

Here are the key components of the VB Studio ecosystem as it pertains to extensions:

Within a single Oracle Cloud Application environment family—which comprises all your
development, test, and production instances—you have multiple instances of VB Studio, all
of which are tied together into a single organization. Within your organization, you will likely
belong to one or more projects, each of which is devoted to a discrete software effort. For
example, you might have a project for building extensions for Oracle Cloud Applications,
and another project for building a bespoke application your own department will use. A
project brings together all the tools you need to create those artifacts, such as a Git
repository for storing your source code, a pipeline to provide continuous integration and
delivery, an issue tracking system, team wikis, and more.

When it comes to extensions, it's easiest to use one project for all the extension work you
do within an Oracle Cloud Applications environment family. Within that project, you can
create a separate Git repository to store the source files for each pillar—one repo for HCM,
another for CRM, and so on. If your team is too large to make that feasible, however, or if
you simply want to isolate the extension work for each pillar, you can keep things
completely separate by creating a unique project for each Oracle Cloud Application.

When you work on an extension, you do so within the editors provided in the VB Studio
Designer. Depending on which aspect of the page you're customizing, VB Studio invokes
the proper editor to provide the experience you need.

All of your work in VB Studio is done in the context of a workspace, a completely private
area where you can work on your extension.
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What Is Oracle Visual Builder Studio?

Build Enterprise Apps in Minutes

VB Studio makes it easy for you to build custom interfaces that meet your unique needs. No
coding, no setup, and no IT resources required. It provides cloud-based visual tools to help you
rapidly create and host engaging applications.

With VB Studio, you can:

Use the what-you-see-is-what-you-get (WY SIWYG) designer to visually create your app:
simply drag and drop Ul components onto your app's pages, customize their behavior, and
arrange them however you want. For more complex needs, you can extend functionality
using standard JavaScript, HTML5, and CSS.

Connect to data through REST-based services: you can create your own business objects

that implement your app’s business logic and store its data, pick data objects exposed by
an integrated catalog of Oracle REST services (such as Oracle Cloud Applications and
Oracle Integration), or pull data from any external REST service with just a few clicks.

- Deploy your application at the click of a button and make it available to users. This means
you can publish your app instantly and access it on any device, anytime. You can even
deploy it as a Progressive Web App (PWA)—combining the on-device mobile experience
with a web app’s ease of distribution—so it can be installed on user devices to leverage
capabilities such as camera access and location information.

VB Studio also provides:

* Integration with Git repositories so you can share application resources with team

members

* Infrastructure for securing access to your application, its data, and the Oracle Cloud

services it consumes.

All of this becomes available to you within a project, which is the starting point for building a
visual application in VB Studio. Here are the key components of the VB Studio ecosystem as it

pertains to visual applications:

Organization

cl/cp
Git Repository

Other VB Studio Tools
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Within a single VB Studio instance, you and your team members who use that instance are
considered an organization. Within your organization, you will likely belong to one or more
projects, each of which is devoted to a discrete software effort. For example, you might
have a project for building a new Financial app, and a different project for creating an HR
application. A project brings together all the tools you need to create those artifacts, such
as a Git repository for storing your source code, a pipeline to provide continuous
integration and delivery, an issue tracking system, team wikis, and more.

All of your work in VB Studio is done in the context of a workspace, a completely private
area where you can work on your visual application. Your work is stored in your own clone
of the project's Git repository, and is not visible to others until you push it to the project's
Git repo, choose to share it with others for testing, or publish it. A workspace also includes
a pointer to the development or test environment where you plan to deploy your app, which
must be a separate Oracle Visual Builder instance (also known as an environment). You
can deploy your app manually, or wire it up to a pipeline to do it automatically, such as
when a developer on your project publishes their changes.

Your workspace is your ticket into the Designer, a declarative environment that helps you
build visual applications. Specifically, you get a page editor, a Components palette, and a
Structure view, for designing the layout of a page. Within this environment, you have
access to a rich set of Ul components, including those based on Redwood, the Oracle
standard for user experience. You can use these components—all based on Oracle JET—
to develop apps that provide the same look and feel as apps delivered from Oracle.

The data for your visual applications can come from a database (in the form of business
objects), Oracle REST services, or external REST services.

If you previously developed visual applications in Visual Builder and now work with VB Studio,
you'll see that some things have changed. For details about tasks that you now do differently in
VB Studio, see For Visual Builder Users.

Use VB Studio to Manage Your Development Cycle

The VB Studio components shown in the diagram are used to manage the development
process for applications other than visual applications or application extensions:

Organization
Project A Project A
! Other Applications
Project B Environment —_ Oracle Cloud
Project C __|
Cl/co External Sources
Git Repository GitHub
Other VB Studio Tools o BitBucket

Though many users will rely on Visual Builder Studio to help them create visual applications or
create extensions for Oracle Cloud Applications, you can use VB Studio purely as a tool to
help you manage your development processes:

Within a single Visual Builder Studio instance, you and your team members who use that
instance are considered an organization. Within your organization, you will likely belong to
one or more projects, each of which is devoted to a discrete software effort. A project
brings together all the tools you need to create those artifacts, such as a Git repository for
storing your source code, a pipeline to provide continuous integration and delivery to the
Oracle Cloud, an issue tracking system, team wikis, and more.

Although VB Studio provides a Git repository for you, you can choose to use external
repos, such as GitHub and BitBucket.
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How Do | Set Up VB Studio?

How Do | Set Up VB Studio?

Using VB Studio's hosted development platform, you and your team can develop new visual
applications or customize certain Oracle Cloud Applications by extending them. These
extensions are then managed just like any other VB Studio artifact. You can also develop
software applications using any language you choose.

Before your team can use VB Studio, you, as the administrator, need to set it up, configure it,
add your team members to your identity domain in Oracle Cloud Infrastructure (OCI) Identity
and Access Management, and assign them proper roles.

@® Note

Only one identity domain is supported per service instance.

Most administrators will follow this path to set up VB Studio:

First, everyone should read Get Started with Setting Up VB Studio to see if you need to create
your own VB Studio instance. If you're using VB Studio solely to configure and extend Oracle
Cloud Applications, for example, you can skip this step because Oracle will provision VB
Studio instances for you.

After that, your next steps depend on what you want to do:

1. If you want to set things up so you and your users can extend (customize) Oracle Cloud
Applications, you can go directly to Set Up VB Studio to Extend Oracle Cloud Applications.

2. If you plan on creating visual applications hosted on an instance of Visual Builder, go to the
Set Up VB Studio for Developing Visual Applications chapter.

3. If you want to manage a large software development project that uses OCI cloud services
and doesn't involve either Oracle Cloud Applications or visual applications, work through
Set Up VB Studio for CI/CD.

The other chapters in this guide are intended for use on an as-needed basis.

Key Concepts, Components, and Terms

Before you use VB Studio, it helps to become familiar with these key concepts, components,
and terms. (If you have general questions about Oracle Cloud features and services, see
Oracle Cloud Terminology in Getting Started with Oracle Cloud.)

Term Description
Oracle Cloud Oracle Cloud Infrastructure is a set of cloud services that enable you to build
Infrastructure (OCI) and run a wide range of applications and services in a highly available hosted

environment. Oracle Cloud Infrastructure offers high-performance compute
capabilities (as physical hardware instances) and storage capacity in a flexible
overlay virtual network that is securely accessible from your on-premise
network.

Oracle Cloud Service that hosts virtual machines (VMs) on Oracle Cloud with all the
Infrastructure Compute  necessary storage and networking resources. VB Studio uses the VMs to run
(OCI Compute) project builds.

OCI Compute VM A virtual machine that runs on top of physical bare metal hardware. To learn
instance more about a Compute instance, see Overview of the Compute Service.
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Term

Description

OCI Compute VM shape

A shape is a template that determines the number of CPUs, amount of
memory, and other resources allocated to a newly created VM Compute
instance. To find more about shapes, see VM Shapes.

OCl region

OCl is hosted in regions and availability domains. A region is a localized
geographic area, and an availability domain is one or more data centers
located within a region. To learn more about regions and availability domains,
see Regions and Availability Domains.

OCI Virtual Cloud
Network (VCN) and
subnets

A VCN is a software-defined network that you set up in Oracle Cloud
Infrastructure data centers in a particular region. To find out more about VCNs
and subnets, see VCNs and Subnets and Overview of Networking.

Oracle Cloud
Infrastructure Object
Storage (OCI Object
Storage)

Oracle Cloud service that hosts containers on Oracle Cloud to store project
data. VB Studio uses the buckets to archive build artifacts and Maven
artifacts, and export project data.

Oracle Cloud
Applications

Oracle Cloud Applications are a set of modular Cloud-ready enterprise
applications. To learn more, see htt ps: / / www. or acl e. cont
applications/.

Application Ul (App Ul)

An App Ul is an application that includes a user interface component in the
form of Visual Builder pages and flows. Some App Uls are created by Oracle
—like some Oracle Cloud Applications—but you can build your own App Uls
and deploy them as peers alongside Oracle’s App Uls in your Oracle Cloud
Applications ecosystem.

Visual Builder

A Visual Builder instance that provides the server for delivering pages in web
applications, and services your apps might use to access data, including the
database used to store data and the proxy server for managing connections

to REST services.

Visual application

A responsive application developed using VB Studio's browser-based
development environment.
You deploy a visual application to a Visual Builder instance.

Project

A project is a collection of VB Studio features.

You can use a project to host source code files, track issues, collaborate on
code, build, and deploy your applications. A project can host multiple Git
repositories. Each Git repository can have multiple branches and hundreds of
code files. You can create a merge request for each branch of the Git
repository and ask reviewers to review the code. You can create and
configure multiple build jobs to generate different project artifacts that you can
deploy to Oracle Cloud or your on-premise web server.

Organization

The top-most entity in the project structure of VB Studio. Think of an
organization as the umbrella for all the projects in a given identity domain.

VB Studio Designer

VB Studio's browser-based development environment.

Git repository

A Source Code Management (SCM) and distributed version control tool to
host source code files.

Maven repository

A hosted binary repository to store build artifacts, library files, and
dependencies for Maven applications.

Issue tracker

A built-in issue management system to create and track tasks, defects, and
features.

Environment

Defines the target Oracle Cloud Applications, Visual Builder, Oracle Cloud
SaasS, or Oracle Cloud Infrastructure service instance as a single entity. You'll
define an environment to deploy an application to a service instance or to get
information from a service instance.
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Term

Description

Merge request and code
review

A method to merge a Git repository branch with another branch. Before
merging the branches, team members can review differences between files of
both branches and provide their feedback.

Wiki

Built-in wiki system to help your team author and manage wiki pages.

Build system

A built-in system to define and automate builds of your applications.

Continuous Integration
(Cl) and Continuous
Delivery (CD)

Continuous integration is a set of practices that allow development teams to
implement small code changes and push the code to version control
repositories, such as Git, frequently. Continuous delivery is a practice that
enable developers to produce software in short cycles.

VM build executor

An OCI Compute VM instance dedicated to run VB Studio builds. Only one
build can run on a VM build executor at a time. To learn more, see VM Build
Executors.

Build executor template

A template that defines the operating system and the software installed on a
VM build executor. To learn more, see Build Executor Templates.

Docker image

Defines the operating system and software packages your organization needs
to run builds on a Docker executor. A Docker image can be either imported
from an external Docker registry or created from a build executor template.

Docker deployment VM

An OCI VM Compute instance dedicated to run builds of jobs defined in VB
Studio projects using Docker executors.

Docker executor

When a job is created, a Docker image is associated as a build template with
the job. Then, when the job's build is triggered, a Docker executor is created
using the Docker image and deployed on any Deployment VM to run the build.
Unlike a VM executor, a Docker executor is not directly associated with a
specific VM.

Job (or build job)

A configuration that defines your application's builds.
You can create a job to perform various actions, such as package artifacts,
run shell commands, run unit test scripts, and deploy application artifacts.

Build

The result from a job’s run.

Pipeline

A path or a chain of builds. A pipeline helps you run continuous integration
jobs and reduce network traffic.

Oracle Java Cloud
Service

Oracle Cloud service to deploy web applications to a public Oracle WebLogic
Server domain on Oracle Cloud.

Access VB Studio from the Oracle Cloud Home Page

If you've signed out of the Oracle Cloud or VB Studio, follow these steps to sign back in.

1. Inaweb browser, goto https://cloud. oracle.com

2. Onthe Sign-In page, in Cloud Account Name, enter your Oracle Cloud account or
tenancy name and click Next.

3. On the Single Sign-On (SSO) panel, if required, select your identity domain and click

Continue.

4. Enter your Oracle Cloud account credentials and click Sign In.

The Oracle Cloud Console, also called the OCI console, opens. If you've recently created
your Oracle Cloud account, wait for some time to see your services in the Oracle Cloud

Console.

5. In the upper-left corner, click Navigation Menu =.

6. Select Developer Services and then select Visual Builder Studio.
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7. Onthe Visual Builder Studio instances page, click the VB Studio instance's name.
8. On the instance details page, click Service console.

The VB Studio Organization page opens, which displays all the projects you're a member of,
as well as your favorite projects, the projects you own, and all the shared projects in your
organization.

Organization administrators can see additional tabs where they can set up OCI connections
and build executors, and configure the organization's component exchange, groups, and
properties. The Activities tab tracks changes made at the organization level, such as deleted
projects or projects that the organization administrator assigned themselves as owner.

Here's an example of the Organization page with some projects:

Organization = Visual Builder Studio @
Organization
Projects  OClAccount  Build Executor Templates  Build Executors ~ Component Exchange ~ Groups ~ Properties  Activities
Projects 698 Disk Usage 20.64GB
Q search Member | Favorites | Owner | Shared | Al ‘ o ‘ | ——1 O =+ Create
— 0 1000 0 4068
Projects: 88 AutoRefresh (i) Q !
2 . a o a Disk a
O Name ~ Template & Favorite Status & Updated 2 Members &
Usage
O  Customer Experience 44 ® Active Feb 12,2025 1156 MB
O Demo Based on: Visual Applica. 7 ® Active on Thu [ ] 2505 MB
O  Employes Manager Based on: Visual Applica g ® Active Feb3,2025 2057MB
CIRR Ereskiode Based on: Application Ex... %4 ® Active n27,20s  (EED 2248 M8

CX Pillar Testing Express Mode
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Get Started with Setting Up VB Studio

To get started, consider what you want to do with VB Studio. Your answer determines whether
or not you'll need to create your own VB Studio instance.

Use Description Where to Get More Details
Case
1 You won't need to create your own VB Studio instance if you  Set Up VB Studio to Extend

want to do any of these things: Oracle Cloud Applications

«  Configure Oracle Cloud Applications by modifying
existing application pages

*  Extend Oracle Cloud Applications by creating a bespoke
App Ul and hosting it alongside your Oracle Cloud
Applications

»  Extend Oracle Cloud Applications by creating a bespoke
visual application and hosting it on a Visual Builder
instance—when your developers have access to Oracle
Cloud Applications*
—  *If you don't have access to Oracle Cloud

Applications, see the next row.

For the above use cases, don't create a VB Studio

instance; Oracle provisions you with the instances you

need.

You will need to create your own VB Studio instance, Create a VB Studio Instance

however, if you want to do these things:

in Your Oracle Cloud Account

* Use VB Studio as a CI/CD tool to manage the
development operations of a large software
implementation project

«  Extend Oracle Cloud Applications by creating a bespoke
visual application and hosting it on a Visual Builder
instance—when your developers don't have access to
Oracle Cloud Applications

Once you've got your VB Studio instance set up, you can move on with the rest of the chapters
in this guide:

To use VB Studio to customize certain Oracle Cloud Applications through extensions, see

Set Up VB Studio to Extend Oracle Cloud Applications.

If you want to develop responsive applications and deploy them to Visual Builder
instances, see Set Up VB Studio for Developing Visual Applications.

To manage a large software development project that uses OCI cloud services and doesn't
involve either Oracle Cloud Applications or visual applications, see Set Up VB Studio for

CI/CD.
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Set Up VB Studio to Extend Oracle Cloud
Applications

This chapter tells you how to set up Oracle Visual Builder Studio (VB Studio) so your users can
work with Oracle Cloud Applications in an extension.

An extension is what your team members use to deliver new capabilities into Oracle Cloud
Applications. In most cases, an extension contains the work a user has done to customize an
app to meet specific business needs. See What Is an Extension? to learn more.

While this chapter explains everything you need to set up VB Studio for use by others, there
are only a handful of activities that MUST be done before a user tries to use VB Studio. Those
activities are described in Essential Setup Tasks. After you have completed these steps, users
need only click the Edit Page in Visual Builder Studio button in their Oracle Cloud
Application, and VB Studio will guide them through the necessary steps so they can begin their
work. Of course, there are a few other activities that you may want to perform after completing
the essential tasks. Those activities are described in Optional Administrator Tasks, but they are
purely optional.

Work With Multiple VB Studio Instances

Before you begin working through the essential setup tasks, it's important to understand how
your Oracle Cloud Application and VB Studio instances are organized.

Oracle is in the process of provisioning multiple instances of Visual Builder Studio for each
Oracle Cloud Applications customer. New customers will see this configuration as soon as they
are provisioned with Oracle Cloud Applications; existing customers are being migrated to the
new landscape over the next several months. In this new configuration, every TEST and DEV
instance in your Oracle Cloud Application environment family receives its own instance of VB
Studio, which in turn are tied together by a single VB Studio organization:

Administering Visual Builder Studio

G49427-01

January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 1 of 55



ORACLE Chapter 3
Work With Multiple VB Studio Instances

Other
hybrid
instances

VB Studio Organization
(projects, extensions, repos, -..)

By sharing a common organization, users working in VB Studio associated with a TEST
instance, for example, are able to access the same projects, repositories, and extensions as
users working in a completely different instance—say a DEV instance tied to a different VB
Studio instance, or another TEST instance. They can see each other's changes, review and
approve each other's merge requests, and collaborate on the same wikis, all as though they
were in the same VB Studio instance.

@® Note

If you don't yet have multiple VB Studio instances and would like to, file a service
request with Oracle Support.

Here are some important considerations to keep in mind when using multiple VB Studio
instances:

*  You can use different VB Studio instances for different purposes. For example, you might
maintain one or more extensions using VB Studio in your TEST instance, while
simultaneously evaluating new functionality in an upcoming Oracle Cloud Applications
version using a different VB Studio (likely one associated with a DEV instance running the
newer version).
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Within your Oracle Cloud Applications environment, your identity is different on each VB
Studio instance you're working with. For example, in the development instance DEV1, your
user name might be known as JoeSmith@<Oracle Cloud Applications-instance-name>-
DEV1 to VB Studio; JoeSmith@<Oracle Cloud Applications-instance-name>- DEV2 on the
DEV?2 instance, and so on. This means that your administrator may need to assign roles
for you multiple times, one for each user name/identity. It also means that to work on the
same project from both Devl and Dev2, both of your user names/identities must be added
to that project.

@® Note

Because workspaces operate on a per-user basis, you'll likely have more than one
workspace, one for each user name/identity. If you're going to work on the same
set of files from more than one instance (that is, from more than one workspace),
it's important to publish (or merge) your changes from one workspace before
switching to another. This helps to avoid merge conflicts and ensures that you
have the very latest changes before you resume your work.

Having multiple VB Studio instances gives you flexibility in case the instance where you
normally work is unavailable for some reason. For example, suppose you usually work in
Project A on the DEV1 instance, but DEV1 is down for maintenance. As long as your
identity on DEV?2 is also a member of Project A—and assuming that you've pushed your
latest changes to Git—you can access the project through the VB Studio associated with
DEV2 and pick up with your work from there. (See Set Up VB Studio Users for more about
user identities.) Note that both DEV1 and DEV2 must be running the same release of
Oracle Cloud Applications in order for this scenario to work properly.

You must develop your extensions only in the VB Studio instance associated with the
Oracle Cloud Applications instance you're working in. That is, if you use DEV1 to build
your extensions, make sure you're using the VB Studio associated with DEV1, and not,
say, the VB Studio instance associated with TEST, or a VB Studio instance in a completely
different Oracle Cloud Applications environment family. Of course, you can deploy
extensions to any instance in any environment family, as long as you have a VB Studio
environment defined to support that.

To deploy an extension to a PROD instance (or to delete an extension when it's no longer
needed), you should always use the Manage Lifecycle Extension page. The only reason
not to do so is if some of the extension's work has been isolated in discrete branches,
which means you'll need to employ CI/CD; in this case, see Deploy to Production Through

CI/CD Pipelines.
If you are developing an extension in one instance and want to test it in another:

— Define a new environment. The easiest way is to go to the Environments tab in the VB
Studio left navigator, then click Extension Lifecycle:
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= Visual Builder Studio

appTEstBOSS ~ ‘ Environments

Extension Lifecycle ‘ @ —I— Create Environment Service Ir

& Development
Application Extension Development
Environment

1 Instal

If you use the + Create Environment button instead, be sure to select OAuth 2.0
under Authorization Type:

Add Service Instance X

Instance Type ® Add an Oracle Cloud Application using application credentials

@® Oracle Cloud Applications

Base URL ‘
(O Visual Builder

() Oracle Integration

Instance Name ‘
Add Instance Using:

(O Identity Domain

@® Application Credentials Username ‘

Password ‘

Authorization Type

® OAuth 2.0 (O Basic

Cancel

Regardless of the method you choose, enter the base URL, the name by which you
want to refer to the instance, and the credentials of a user authorized to deploy to the
instance. These credentials must be those of a local user, not a federated identity, and
must not require multi-factor authentication. Once the instance is connected, these
credentials are discarded; they're needed only to set up the initial OAuth-based
connection.

— Back in the Designer, press the Publish button to commit the changes you made in
the extension to the Git repository in VB Studio.

— Use the Manage Lifecycle Extension page to deploy the extension to the environment
you just created, as well as to keep tabs on all of your deployments.
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@® Note

If you can't see the deployments for a given instance, it's probably because the
instance wasn't created using OAuth. To solve this issue, create a new
environment that points to the instance, specifying OAuth 2.0 as the authentication
method. (If you create the environment from the Manage Extension Lifecycle
page, OAuth is used automatically.)

e As shown in the image above, each non-Prod instance in an Oracle Cloud App
environment family is associated with its own VB Studio instance, which in turn is tied to a
single organization. If you have the DEVELOPER_ADM NI STRATOR VB Studio role for any of
these VB Studio instances, you're considered a VB Studio organization administrator. In
that capacity, any changes you make to the organization through any of the VB Studio
instances are reflected on all the other instances in the environment family as well.

e Similarly, if you have the OCI policies that allow you to administer VB Studio instances
from the Oracle Cloud Console, any change you make through the console—say, enabling
CI/CD for a single VB Studio instance—impacts the entire organization. That is, enabling
CI/CD for one instance enables it for all instances in the environment family.

Want to create visual applications with one of the VB Studio instances provisioned alongside
your Oracle Cloud Applications account? You can certainly do so, but you'll need an instance
of Visual Builder to deploy them to. In addition, because each instance of VB Studio is
provisioned in the same identity stripe as its associated Oracle Cloud Applications instance
(TEST, DEV1, DEVn, and so on), every visual app developer will need Oracle Cloud
Application credentials to sign on to VB Studio. Also, should your Oracle Cloud Application
instance be down for maintenance or some other reason, the associated VB Studio instance
won't be available either, which means visual app development will be halted.

Alternatively, you can use the Oracle Cloud Console to create your own instance of VB Studio
to develop your visual apps, if you have the ability to do so, although you will still need a
separate instance of Visual Builder to deploy to.

Essential Setup Tasks

Before you can start setting up or using VB Studio, there are a few tasks that must be
performed first:

1. Ensure that IDCS user sync is enabled on the IDCS domain associated with any instance
where you plan to use VB Studio for developing extensions.
Developers who plan to use VB Studio must be created and managed in your Oracle
Cloud Application instance. As long as IDCS user sync is enabled, developers created in
Oracle Cloud Applications will be synced to IDCS where the required VB Studio roles can
then be assigned—either automatically or manually.

2. Make sure you have one of these predefined standard job roles in your development and
production instances:

- Application Administrator (ORA_FND_APPLICATION_ADMINISTRATOR_JOB)
- Application Developer (ORA_FND_APPLICATION_DEVELOPER_JOB)

* Human Capital Management Application Administrator
(ORA_HRC_HUMAN_CAPITAL_MANAGEMENT_APPLICATION_ADMINISTRATOR_
JOB)

*  Sales Administrator (ORA_ZBS_SALES_ADMINISTRATOR_JOB)
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e Customer Relationship Management Application Administrator
(ORA_ZCA CUSTOMER_RELATIONSHIP_MANAGEMENT_APPLICATION_ADMINI
STRATOR_JOB)

You'll need these roles to set up VB Studio and your Oracle Cloud Applications instances,
and to deploy an extension to an Oracle Cloud Applications environment.

Note that, if you're using custom roles, you'll want to be sure that your custom roles have
the privileges required for working in VB Studio. See Configure Oracle Cloud Applications
Custom Roles.

If IDCS role synchronization is enabled (recommended), the Oracle Cloud Applications
roles listed in steps 2 and 3 are sufficient and you should have access to VB Studio after
30 minutes or so. If role synchronization is disabled, you'll need to use the IDCS console
and explicitly grant VB Studio access by assigning yourself the DEVELOPER_USER or
DEVELOPER_ADMIN VB Studio role in your instance.

See Assign VB Studio Roles in OCI Identity and Access Management. Without these role
assignments, the first user (you or one of your users) who begins to create a simple
extension will see the error, "You are not a member of this Organization."

If you can't do this yourself, please consult with the infrastructure administrator at your site
who has the necessary IDCS identity administrator privileges.

If your Oracle Cloud Applications instances restrict ingress IP access, you must add your
VB Studio infrastructure IP address to the list of allowed IP addresses in your Web
Application Firewall (WAF) and/or Location Based Access Control (LBAC) configuration.
If you have done this, but are experiencing access problems, see Resolve Access Issues
After Allow-Listing Your VB Studio IP Address.

Create a Simple Extension

The easiest way to set up VB Studio so that others can configure Oracle Cloud Applications
pages is to create a simple extension yourself. This lets you ensure everything is working

properly.

Before you begin, decide how you want to set up the projects for your team:

In general, it's easiest to use a single VB Studio project for all your extension work, with a
different Git repository for each pillar (like HCM, SCM, and so on). Using a single project
keeps everything together in one place, limits the number of permissions each user
requires, and generally makes sense if your team is on the smaller side. This is how VB
Studio does things by default, so if this works for your team you can go right to step 1 and
get started.

If, on the other hand, you have users that need to be isolated from each other's work—say,
different consultant organizations doing implementation work for different pillars, or a larger
team that uses a common Oracle Cloud Application environment family to develop, test,
and host extensions from multiple pillars—you may opt to separate your work by creating
one project for each pillar. If this direction makes the most sense for you, go to your
Organization page in VB Studio and start creating projects, using Create a Project to guide
you. When you're done, proceed to step 1 below.

Navigate to a page in your Oracle Cloud Application.

Click your user name at the top-right corner to open the Settings and Actions menu, then
select Edit Page in Visual Builder Studio:
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Settings and Sign Out
Actions

Personalization

Set Preferences

Administration

B Editpacein w-suEl Builder Studio

Troubleshooting

Run Diagnostics Tests
Applications Help
About This Application
3. Inthe New App Extension Project dialog, enter a unique name for the project, as well as

some team members or groups you think might use this project to extend this Oracle Cloud
Application:

New App Extension Project

To edit this page, you need to be a member of a Visual Builder Studio project. You're not
currently a member of any projects, so enter a name, click Create, and we'll do the rest!

Praject Name

Required

If you think others may want to work on this Oracle Cloud Application, go ahead and add
them as members of your project too.

Add Members

Can{er
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@® Note

After you've completed this procedure, make sure that the team members you've
added have the proper roles, by following the steps in Set Up VB Studio Users.

VB Studio shows you a status dialog so you can follow along as each asset is created:

Create Project

Creating project Don project 1

Provisioning 18% complete

If you're curious about these assets, you can find out more about them in What Project
Artifacts Are Created?.

By default, VB Studio creates a private project that's discoverable, which means that users
you haven't added explicitly to the project will be allowed to choose the project when they
click Edit Page in Visual Builder Studio from the associated Oracle Cloud Application.
Remember, it's best to keep all work for a given Oracle Cloud Application within the same
project, so VB Studio will place a “Recommended” badge next to the project's name to
encourage users to select it.

@® Note

The default workspace name generated when you jump over to VB Studio typically
uses the pillar of the page you're trying to extend, in the format Wor kspace Pl LLAR,
for example, Wr kspace HCM If that name already exists, a number is added to the
name and incremented as needed, for example, Wr kspace HCM 1, Wr kspace HCM
2, and so on.

4. VB Studio opens the page you were just viewing, in the Designer. When you hover over an
extendable component on the canvas, it is outlined in blue, like this:
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5. Make a small change to the page, just for testing purposes. You can drag a Heading
component onto the page, for example, or add or remove a field on a dynamic form. VB
Studio implicitly saves your changes as you work.

6. Inthe Designer's header, click Publish:

&G Q 0 p Publish s

7. Since this is just a test, accept the defaults in the Publish dialog and click Publish.

By default, your extension's sources are merged to the default branch (mai n) of the
workspace's Git repository, then built and deployed immediately to the Oracle Cloud
Applications instance within your DEV environment.

@® Note

If you prefer, you can change the default and instead deploy your changes via a
continuous integration and delivery (CI/CD) pipeline. CI/CD pipelines give you the
option of deploying an extension to multiple environments as well as automating
some lifecycle operations. For more information, see Use CI/CD Pipelines for

Deployment.

8. Now click the link in the Publish dialog to see your published changes:
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Publish X

¥ git commit demoBranch
 gitfetch

+ git merge main to demoBranch
+ Egit merge demoBranch to main
v git push

+ Deploying extension

@ We've deployed your extension HCM Extension to
https://myoraclecloudappsinstance.example-
test.com:443 /fscmUl /redwood

Branches can't be reused after they're published, so we've created a
new one for you: demoBranch-123

You can manage your extension’s lifecycle on the
Manage Extension Lifecycle page.

@® Note

Make sure you copy and paste the deployment URL to your clipboard before you
click Close. You won't have access to the URL after the Publish dialog is closed.

What Project Artifacts Are Created?

When you create a hew project, several other VB Studio artifacts are also created for you. VB
Studio shows you a status diagram so you can follow along as each artifact is generated:
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Create Project

Creating project Don project 1
_—

Provisioning 18% complete

These artifacts include:

* A Git repository, which will contain the source code for all the extensions based on this
project.

To see the Git repository's files, go to the Project Home page, click the Repositories tab,
then click the Git repository name:

Repositories Statistics Team

Filter Git repositories Q

All Favorites Favorites First =

vy digital-sales-app-extension.git Clone ¥

A Development environment, pointing to the development instance where the Oracle
Cloud Application you plan to customize is running. (A VB Studio environment can include
Oracle Cloud Applications, Visual Builder, or Integration service instances, so you can treat
them as a single entity.) To see the definition for the Development environment, click
Environments in the VB Studio navigator:
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Organization = Visual Builder Studio ©
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A workspace, which is a private area where you work on your extensions. Each user has a
unigue workspace, although users can collaborate on the same extension by cloning each
other's workspace (which also clones the project's Git repository).

Build jobs that package and deploy the extension's artifact to Oracle Cloud Application's
development instance. The package job, named extensionName-Package, generates the
extension's artifact file. The deploy job, extensionName-Deploy, deploys the extension's
artifact file to the Oracle Cloud Application instance defined in the Development
environment. (If you create a project manually, these jobs are named Application-
Extension-Package and Application-Extension-Deploy.)

To run the package and deploy build jobs in a sequence, the extensionName-Package
and Deploy pipeline is also created. (If you create a project manually, this pipeline is
named Application Extension - Package and Deploy.)

@® Note

These build jobs and pipelines are automatically created for you, but whether they
are enabled or disabled depends on your extension's Enable CI/ICD pipeline
setting.

A VM executor, but only if this is the first project in this VB Studio's instance and this
instance did not already have any VM executors. (Builds in a build system run in build
executors. The operating system and software packages required to run builds on build
executors are defined in build templates.) The VM executor uses the System Default OL7
for Visual Builder executor template. You can use this VM executor to run build jobs that
reference the System Default OL7 for Visual Builder template in the current project and
other projects as well.

Manage Your Simple Extension

Now that you've created and published your simple extension, let's look at how you can
promote it to other environments, and how you can delete it once your setup testing is
complete. To do both tasks, you'll use the Manage Extension Lifecycle page.

From the menu in the Designer's header, click Extension Lifecycle.
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Q D | Publish |

=2 Share

@ Deploy

{8 Extension Lifecycle

You should now see the Manage Extension Lifecycle page, which lists all the environments
that are available for you to deploy to.

At this point in your setup testing, you'll probably see only your DEV environment. You can
create additional environments (for example, for your TEST and PROD instances) from the
Environment's page. See Add an Oracle Cloud Application Instance to an Environment
and Add the Oracle Cloud Application's Production Instance to an Environment. Or, you
can add a new environment right from this page (see step 2).

= Visual Builder Studio © n

MyHCMApp ~ | Environments

Environments > Manage Extension Lifecycle

Q Try an extension name or descriptior Show extensions for my project only Add Environment

~ @ Development

Live HCM Extension Version: 0.1.1748393834
Deployed Tue at 5:57 PM by mary.jane (&) @ E
From project MyHCMApp

~ @ Production

We need your Oracle Cloud Applications credentials so you can interact with the Manage Extension Lifecycle page. Provide Credentials

@® Note

If you see a Provide Credentials button next to an environment, you must first
sign in before you can work with that environment on this page.

If you'd like to deploy to an Oracle Cloud Applications instance but it's not listed on this
page, you can add it.

a. Click Add Environment.

b. Inthe Add Environment panel, enter basic environment details, such as the
environment's base URL, environment name, and user name and password for the
target Oracle Cloud Applications instance.

When you add an environment from this page, the authentication method for its Oracle
Cloud Applications instance is automatically set to OAuth.

c. Click Add.
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You also have the option to add an environment from the Environment's page. See Add the
Oracle Cloud Application's Production Instance to an Environment.

3. Once you've got an environment set up, you can now try deploying your simple extension
to it:

a. Find your simple extension and click tt?
b. Choose the environment that points to the instance you want to deploy to.
c. Click Deploy.

4. Note that you can delete the credentials that let you work with an instance from this page.
Why might you do this? Maybe you need to authenticate with the Manage Extension
Lifecycle page as a different Oracle Cloud Applications user—perhaps someone who has
the privileges to deploy and delete extensions. Or, maybe you just need to start over again
with a different login.

To delete existing credentials, click the three dots at the end of an environment's row and
then click Delete Extension Lifecycle Credentials > Delete. The three dots display for an
environment as long as the authentication method for its Oracle Cloud Applications
instance is OAuth.

Once you delete the existing credentials, you can click Provide Credentials to
authenticate with this page as a different Oracle Cloud Applications user.

5. As this was just a simple test and not a real extension, you may want to remove it. To

delete the extension, click
Deleting an extension restores your application to its original state.

For more information, see Manage Your Published Extensions in Extending Oracle Cloud
Applications with Visual Builder Studio.

At this point, you have several options:

e Set up the VB Studio users you added in step 1, if you haven't already. (This must be done
before your users can access VB Studio.) See Set Up VB Studio Users.

* Take advantage of some the optional settings you can apply. See Optional Administrator
Tasks.

« Change some of the project’s attributes, like the markup language used to format wiki
pages and comments. See What Else Can You Do with Your Project?

Set Up VB Studio Users

To extend Oracle Cloud Applications applications with VB Studio, you need to assign roles to
your users in both Oracle Cloud Applications and IDCS.

Note that in VB Studio, a single user is assigned a unique name to reflect each Oracle Cloud
Applications instance where the user is active. For example, UserA in the development
instance DEV1 might be known as User A@Oracle Cloud Applications-instance-name>-DEV1 to
VB Studio, UserB might be User B@&Oracle Cloud Applications-instance-name>- DEV2, and so
on. This means that you may need to assign roles for the same user multiple times, one for
each user name/identity.

There are two setup procedures you can use to assign your Oracle Cloud Applications users
the suggested roles, depending on whether IDCS role sync has been turned off or not.
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« If you're a customer that has not disabled role sync, you can follow the instructions in

Assign Oracle Cloud Applications Roles. After you assign roles to your users, Oracle Cloud
Applications will synchronize those users and their roles with IDCS. There is no need for
you to manually assign the VB Studio IDCS roles to your users.

« If you're a customer that has disabled role sync between your Oracle Cloud Applications

development instance that's associated with VB Studio and its corresponding identity
domain, after you follow the instructions in Assign Oracle Cloud Applications Roles, you'll
need to log into the IDCS console and follow the instructions in Assign VB Studio Roles in
OCI Identity and Access Management for assigning VB Studio access.

How do you know if role sync has been disabled? There are two ways to find out:

e You can reach out to your infrastructure and identity administrator, who has identity

administrator privileges in the identity domain, and have them review this configuration.

e You can wait 30 minutes after you assign the Oracle Cloud Applications roles. If you

continue to receive a You are not a nenber of this organization error when
attempting to create a simple extension, then role sync isn't enabled (or not working), and
you'll either need to re-enable it or assign VB Studio roles directly by using the IDCS
console and the instructions in Assign VB Studio Roles in OCI Identity and Access

Management.

As an administrator, you must have certain privileges to assign the necessary roles:

* In Oracle Cloud Applications, you must have one of these privileges: cloud administrator,

service administrator, or application administrator. Everyone who assigns Oracle Cloud
Applications roles to their users needs one of these privileges.

* InIDCS, you must have either an Identity Domain Administrator or User Administrator role.

You only need these roles if IDCS role sync has been turned off and you need to assign
the VB Studio IDCS roles manually.

This table shows the VB Studio IDCS roles that are mapped to users with Oracle Cloud
Application roles:

Oracle Cloud Applications users with these Need to be mapped to this VB Studio IDCS role:
roles:
Application Administrator VB Studio administrator

(ORA_FND_APPLICATION_ADMINISTRATOR_J (DEVELOPER_ADMINISTRATOR)
OB)

Human Capital Management Application
Administrator
(ORA_HRC_HUMAN_CAPITAL_MANAGEMENT _
APPLICATION_ADMINISTRATOR_JOB)

Sales Administrator
(ORA_ZBS_SALES_ADMINISTRATOR_JOB)

Customer Relationship Management
Application Administrator
(ORA_ZCA_CUSTOMER_RELATIONSHIP_MAN
AGEMENT_APPLICATION_ADMINISTRATOR_J
OB)

Synchronization Enabled Administrator Identity
(ORA_SYNC_ENABLED_ADMINISTRATOR_ABS
TRACT)

Application Developer VB Studio user (DEVELOPER_USER)
(ORA_FND_APPLICATION_DEVELOPER_JOB)

Synchronization Enabled Developer Identity
(ORA_SYNC_ENABLED_DEVELOPER_ABSTRA
CT)
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How Do | Assign the Roles?

If IDCS role synchronization hasn't been disabled for your Oracle Cloud Applications
environment, you can follow the instructions in Assign Oracle Cloud Applications Roles, wait a
half hour while the roles are synchronized with the IDCS system, and then your users should
be able to use VB Studio without any further involvement on your part.

If role synchronization has been disabled, role assignment is a two-step process:

1. Create an Oracle Cloud Applications user, then assign a role to that user using the Oracle
Cloud Applications Security Console. See Assign Oracle Cloud Applications Roles.

2. InIDCS, manually assign a VB Studio role (DEVELOPER_ADMINISTRATOR or
DEVELOPER_USER) to the Oracle Cloud Applications user. See Assign VB Studio Roles
in OCI Identity and Access Management.

Assign Oracle Cloud Applications Roles
Before beginning the process, review some background information:

e Standard roles (listed in step 7 below) are predefined. Their privileges are automatically
updated as necessary, such as when new features or services are added.

e Custom roles are created as substitutes for standard roles, allowing only specific
privileges. These privileges are assigned in the Oracle Cloud Applications Security
Console.

If you're using custom roles, you'll want to be sure that your custom roles have the
privileges and permissions required for working in VB Studio. See Configure Oracle Cloud
Applications Custom Roles.

To assign an Oracle Cloud Applications role to a new or existing Oracle Cloud Applications
user:

1. Signin to Oracle Cloud Applications as an administrator with access to the Security
Console.

2. Click Navigation = menu to open the navigation menu and, under Tools, click Security

= Snow Moo Sandbox Mode: Edt v |
Lease Aocourting v
0O Y¢ B 0O  cAvAdminsiat
Gustomer Data Management -
Academics v
cademic Tods Ml rator (John Dunbar)!
Incentive Compensation v
o Bt MRl Groups  HelpDesk  ProductManagement  Benefits Administrz s
Todls ~
@ sotprnces (@ o compoe
& peepLins Approvals
BB schoduied Processes Selos and Senvoe Accass. s a . Sepite
Mansgement
& Import Management ] Feimport and Export
&) At Repors B smairet [==3]
(=]
o : =
B one s &5 Coteborsion Messagng Accounts Contacts Lightbox Analytics
[E] Degrostc Dasrbors &7 Process CoA Updates
#5250 Data Dictionan:

3. Click Users in the navigation pane.

The User Accounts page is displayed.
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apgtest v Tools ¥

Sandbox Mode: Edit v |

=VISION QO W B QO owams

User Accounts @

[ Add user Account | [ compare users

8

3 s 3 PR LT
L *search | All v | | user Name ~ | | Enter 3 or more characters to search Q Sort By | Display Name
7T, Search Results
{1 Roles
Display Name User Status Action
No data to display.
Useg
o0& Analytics

8 certificates

B user categories
€ single Sign-On
©= APl Authentication

[i=] Administration

4. To create a new user, click Add User Account and follow the prompts. To assign a role to
an existing user, use the Search field to find the user you want, then skip to step 6.

The Add User Account page is displayed.

5. Fill out the User Information fields (First Name, Last Name, Email, Password, Confirm
Password).

apgtest v Tools ¥

Sandbox Mode: Edit v |

=ViSiON T BN

Add User Account

B

Associated Person Information User Information
D Roles Associated Person Type | None ] User Category | DEFAULT
Account Information First Name | Alex
ousers | Active [_| Locked *Last Name (Clnud
o0& Analytics Email | slexcloud@example.com

*User Name | Alex.Cloud

50 certificates

*password ‘ ------ -]
o *Gonfirm Password | -+
BB User categories
Roles Add Role | [ Add Auto-Provisioned Roles | | Remove All Roles |
Single Sign-On @ Updates involving more than twenty role memberships are processed using the user-to-user role memberships transfer job.
Role Role Code

Assignable Auto-Provisioned
API Authentication [EXEREERCEIEEN

[i=] Administration

The User Name field has been filled in for you, using the first and last names you entered
separated by a period.

6. Click Add Role.
The Add Role Membership from Role page is displayed.

7. Select one of the standard Oracle Cloud Applications roles:
e Application Administrator (ORA_FND_APPLICATION_ADMINISTRATOR_JOB)
*  Application Developer (ORA_FND_APPLICATION_DEVELOPER_JOB)

* Human Capital Management Application Administrator

(ORA_HRC_HUMAN_CAPITAL_MANAGEMENT_APPLICATION_ADMINISTRATOR _
JOB)

. Sales Administrator (ORA_ZBS_SALES_ADMINISTRATOR_JOB)
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e Customer Relationship Management Application Administrator
(ORA_ZCA_CUSTOMER_RELATIONSHIP_MANAGEMENT_APPLICATION_ADMINI
STRATOR_JOB)

@ Note

To see the list of assignable roles when extending Oracle Cloud Applications,
users need to be assigned a role with the
PER_REST_SERVICE_ACCESS_USERS_AND_ROLES_LOVS_PRIV privilege,
such as ORA_PER_EMPLOYEE_ABSTRACT or
ORA_HRC_HUMAN_CAPITAL_MANAGEMENT_APPLICATION_ADMINISTRAT
OR_JOB.

Instead of standard roles, you can also select custom roles if you've created them.

8. After you select the role to assign to the user, click Add Role Membership.

Add Role Membership from Role.

* Search | Roles « | | Appiication Administeator

‘Search Result Count : 2
Name  Application Administrator
Code  ORA_FND_APPLICATION ADMINISTRATOR JOB.

Name  Application AdministratorCopy
Code  ORA FND APPLICATION ADMINISTRATOR JOB COPY

[ JES

9. Click Done.

The Add User Account page is displayed, showing the new user with an assigned role.

Add User Account

L~ hee7

Associated Person Information User Information

3 Roles Associated Person Type | None v User Catagory | DEFAULT v
o Account Information First Name | Alex |
U
¥ Active [] Locked *Last Name | Cloud |
163 i Email | slexcloud@example.com |
“User Name | AlexCloud |
5l Certificates “Password | sesee I
1 “Confirm Password |-+ |
BR user categories
< single Sign-On Roles [ add Role | | Add Auto-Provisioned Roles | | Remove Al Roles
© Updates involving more than twenty role memberships are processed using the user-to-user role memberships transfer job.
©= API Authentication I3 Role Code Assignable Auto-Provisioned
Application Administrator ORA_FND_APPLICATION_ADMINISTRATOR_JOB 0 x

[EE] Administration

10. Click Save and Close.

From the time role membership was granted via the Security Console, it will take
approximately 30 minutes for a user to gain access. If, after 30 minutes, a user is still seeing a
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You are not a nmenber of this organization warning message when attempting to create a
simple extension, it's very likely that IDCS role sync has been disabled on your environment. In
this case, you need assign one of the VB Studio roles to the Oracle Cloud Applications user.
See Assign VB Studio Roles in OCI Identity and Access Management.

Assign VB Studio Roles in OCI Identity and Access Management

If you just created a new user in Oracle Cloud Applications, it will take at least 30 minutes for
the user profile to show up in OCI Identity and Access Management so that you can assign a
VB Studio user role to it.

Once you've waited at least 30 minutes, you can assign VB Studio roles. Here's how:

1. Inaweb browser, goto https://cloud. oracle.com
To view the list of supported browsers for the Oracle Cloud Console, also called the OCI
console, see Supported Browsers.

@ Note

If you have a direct link to OCI Identity and Access Management (formerly called
the IDCS Console), use that instead, make sure you select Domains, and then
skip to step 7.

2. In Cloud Account Name, enter your Oracle Cloud account or tenancy name and click
Next.

3. On the Single Sign-On (SSO) panel, if required, select the OracleldentityCloudService
identity domain and click Continue.
This is the identity domain associated with your Oracle Cloud Applications instance.

4. Enter your Oracle Cloud account credentials and click Sign In.
If you've recently created your Oracle Cloud account, wait for some time to see your
services in the Oracle Cloud Console.

5. In the upper-left corner, click Navigation Menu =.
6. Select Identity & Security and then, under Identity, select Domains.

7. Onthe Domains page, next to Applied filters, make sure the root compartment is
selected.

8. Click the OracleldentityCloudService identity domain, then click the Oracle cloud
services tab.

9. Search for and select the service that begins with either DevServiceAppAUTO_ or
VisualBuilderStudiolnstance_:

e Select DevServiceAppAUTO_ for older VB Studio instances that were migrated from
Oracle Gen 1 Cloud to Oracle Gen 2 Cloud Infrastructure, also known as Oracle Cloud
Infrastructure (OCI).

e Select VisualBuilderStudiolnstance_ for newly created Gen 2 (OCI) VB Studio
instances.
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OracleldentityCloudService e | Actions v |
Domain -
== L -— fosee]

Details User management Administrators Dynamic groups Directory integrations Integrated applications Oracle cloud services

Oracle cloud services

A Warning

Some applications are always active and cannot be deactivated.

Q, devservice Q ‘ | Search |
Applied filters
o
Name 1 Description ] Status 1
DevServiceAppAUTO_ [DevServiceAppAUTO] Active

10. Click Application roles.
A user must be assigned one of these two roles to access VB Studio, either directly or

indirectly via a group.

This VB Studio role... Enables a user to:

DEVELOPER_ADMINI Set up VB Studio, manage all projects, manage VM executors and

STRATOR

executor templates, view the Recent Activities feed, and update the
organization details. The user with this role is also called the Organization
Administrator.

Assign this role to users who can administer VB Studio.

DEVELOPER_USER

Create and access VB Studio projects. All non-admin users of VB Studio
must be assigned this role.

Note that this role doesn't allow the user to update the organization details
and view the Recent Activities feed.

11. For each VB Studio role that you want to assign, click the three dots at the end of the row
and then click Manage users.

12. The Manage user assignments page lists the users already assigned to the selected VB
Studio role. Click Assign users to add a new user to this role.

13. On the Assign users page, search for and select the user you'd like to grant this VB Studio
role to, then click Assign.

14. Click Close.

15. Repeat these steps to assign VB Studio roles to additional users.

Configure Oracle Cloud Applications Custom Roles

Oracle delivers a set of predefined Oracle Cloud Applications standard roles that already have
the required VB Studio-related privileges. If you use your own custom roles, you'll need to
manually add those specific privileges so that assigned users can work with extensions.

You create custom roles in the Security Console. Generally, the most efficient approach is to
copy a standard role and then edit it to add or remove privileges. If your custom role will have
only a few privileges, you can create it from scratch. See Copy Job Role and Abstract Role and
Create Job Role and Abstract Role from Scratch in Oracle Fusion Cloud Applications Securing

Applications.
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@® Note

The privileges listed below are required for custom roles assigned to VB Studio users,
but don't—by themselves—provide access to VB Studio. For access to VB Studio, see
How Do | Assign the Roles?

Required Privileges
Your custom roles must include these privileges:

e View Administration Link (FND_VIEW_ADMIN_LINK_PRIV) - this privilege allows users to
see the Edit Page in Visual Builder Studio link on Oracle Cloud Applications pages, if
enabled by Oracle. Users click this link to jump over to VB Studio.

e Administer Sandbox (FND_ADMINISTER_SANDBOX_PRIV) - this privilege allows users
to deploy and manage the extension lifecycle from VB Studio.

The best practice is to copy and then edit one of these standard roles:

- Application Administrator (ORA_FND_APPLICATION_ADMINISTRATOR_JOB)
- Application Developer (ORA_FND_APPLICATION_DEVELOPER_JOB)

* Human Capital Management Application Administrator
(ORA_HRC_HUMAN_CAPITAL_MANAGEMENT_APPLICATION_ADMINISTRATOR_JOB

)
e Sales Administrator (ORA_ZBS_SALES_ADMINISTRATOR_JOB)
e Customer Relationship Management Application Administrator

(ORA_ZCA_CUSTOMER_RELATIONSHIP_MANAGEMENT_APPLICATION_ADMINISTR
ATOR_JOB)

If you copy one of the preceding roles, the resulting custom role will automatically include both
the View Administration Link and Administer Sandbox privileges.

In addition to making sure your custom roles have the right privileges, you'll also need to give
VB Studio access to your users. See How Do | Assign the Roles?

Optional Administrator Tasks

Once you've completed the essential tasks and set up one or more projects, there are a few
other things you may want to do to tailor operations so they better suit your organization’s
needs:

e Set merge restrictions on the mai n branch for the project’s Git repository;

» Consider the benefits of using continuous integration and delivery (CI/CD) pipelines to
deploy your extensions.
If required, create and configure the build jobs and pipelines for each Oracle Cloud
Applications instance you want to deploy to:

— Deploy to Production Through CI/CD Pipelines
— Deploy to Other DEV and TEST Instances Through CI/CD Pipelines
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Set Merge Restrictions on the min Branch

By default, the mai n branch is accessible to all project users. To control who can push commits
to mai n, you may want to set restrictions on it and allow merges only after they are approved.
This may be especially important if you have users operating in Express mode.

Be sure to repeat this process for each project you created in Create a Simple Extension.

a & ® DM PR

10.

11.

In the left navigator, click Project Administration &

Click Branches.

In Repository and Branches, select the Git repository and the mai n branch.
Select the Requires Review option.

In Default Reviewers, enter and select the users.

A default reviewer is a project member who is automatically added as a reviewer when a
merge request is created on the branch.

From the Approvals drop-down list, select the minimum number of reviewers who must
approve the review branch of a merge request, where the selected branch is the target
branch

(Optional) To allow a review branch to be merged to the selected branch only if the last
build of the linked job in Merge Request is successful, select the Require successful
build check box.

To use this option, link a build job to a merge request.

(Optional) To reset the approval status of reviewers if change is pushed to a branch after
they have approved the merge request, select the Reapproval needed when branch is
updated check box.

(Optional) To ensure changes pushed to the target branch match the contents of the
review branch, select the Changes pushed to target branch must match review
content check box.

(Optional) In Merge Request Exempt Users, specify users who can bypass the branch
restrictions and merge the review branch of a merge request outside VB Studio or without
required approvals.

This is useful if you want to allow some users to merge the review branch irrespective of
review conditions being met.

Click Save.

Use CI/CD Pipelines for Deployment

VB Studio gives you the option to use CI/CD pipelines to deploy an extension to your Oracle
Cloud Applications environments, whether it's to your DEV or PROD instance.

An extension is initially set up so that you can quickly deploy your changes to its target
Oracle Cloud Applications instance. By default, when you click Publish in the Designer,
your extension is merged to your workspace's mai n branch and then deployed directly to
the environment associated with your workspace.

You can deploy an extension to additional instances, also with a click of a button, from the
Manage Lifecycle Extension page.
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e CI/CD pipelines, meanwhile, let you decide how an extension is deployed. When clicking
Publish, for example, maybe you'd like to deploy that extension to multiple instances at
once—not just to a DEV instance, but perhaps to a TEST instance as well. And, maybe
you'd also like to automate some lifecycle operations (for example, you can deploy
dependent artifacts to the target environment in parallel or delete older build artifacts to
clean up the environment).

You can set this up by enabling a CI/CD pipeline for the target branch you want to merge
to, and configuring that pipeline to suit your organization's needs.

® Note

Use a combination of whichever deployment options work best. For example, in your
organization, maybe it's most efficient to publish extensions directly using the Publish
button, and to use the Manage Extension Lifecycle page for additional deployments,
as needed. At the same time, you can leverage the use of CI/CD pipelines to
automate certain lifecycle operations tasks.

Here's a brief rundown of a few key differences between the two publishing options:

Publishing Aspect

Publish Directly

Publish via CI/ICD Pipelines

Deployment flexibility

The key benefits of publishing an
extension directly to Oracle Cloud
Applications instances—using both the
Designer's Publish button as well as
the Manage Extension Lifecycle page—
are speed and simplicity. The
deployment process is straightforward,
but not flexible.

Flexibility is the main reason to use
CI/CD pipelines. When clicking Publish,
maybe you'd like your extension to be
deployed not just to a DEV instance, but
to other instances as well.

You can also do things like configure a
pipeline to download archived artifacts
or discard old builds and artifacts, for
example, or run builds on a specified
schedule.

Speed

Publishing an extension directly to an
Oracle Cloud Applications instance is
fast. Deployment happens immediately,
so end users can quickly view the
changes.

When publishing an extension using a
CI/CD pipeline, the deployment process
isn’t immediate. You might need to wait
for the entire process to complete before
others can see the changes.

Deploying to multiple instances

When working with multiple Oracle
Cloud Applications instances, you must
first publish your extension to your DEV
instance.

To deploy that extension to other
instances, you can then use the
Manage Extension Lifecycle page.
(Deployments from this page reuse the
build artifact that was previously
packaged and published to your DEV
instance.)

You can configure CI/CD pipelines to
deploy changes to any instance, not just
to your DEV instance. You can also
configure a pipeline to deploy to multiple
instances simultaneously.

Merge requests

Since deployment is immediate, you
can't include merge requests as part of
the publishing process. To get changes
reviewed, therefore, merge requests
must be created before clicking
Publish.

When publishing an extension using a
CI/CD pipeline, you do have the option
to build in merge requests.
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Publishing Aspect

Publish Directly

Publish via CI/ICD Pipelines

Approval workflow

When publishing directly to an Oracle
Cloud Applications instance, there aren't
any built-in approval workflow
capabilities. If you have access to an
environment, you can deploy to it.

With CI/CD pipelines, you can add an

approval item that requires one or more
authorized users to manually approve a
step before executing the rest of its run.

For example, a pipeline can
automatically deploy an extension to
your DEV and TEST instances, but
require a manager's approval before
deploying to your PROD instance.

Logs and build history

Publishing directly to an Oracle Cloud
Applications instance doesn't provide a
record of build details, log reports, and
build history.

If you've used a CI/CD pipeline to
deploy an extension, prior logs and build
history are available for review.

Support for rolling back extensions to a
previous version

If an extension was published directly to
an Oracle Cloud Applications instance,
that extension can't be redeployed at a
later time.

If an extension was deployed using a
pipeline and its build artifacts were
archived, it can be redeployed at a later
time, if needed.

Delete capability

If you need to delete an extension, the

best practice is to click on the
Manage Extension Lifecycle page.

You can configure a job to delete an
extension and include that job in a
pipeline, but deleting an extension using
a job doesn't delete the whole
extension, only a specific version.

It's cleaner and therefore a better
practice to use the Manage Extension
Lifecycle page to delete extensions.

If you decide you'd like to use a pipeline to deploy your extension to the Oracle Cloud
Applications instance (typically a DEV instance) associated with your workspace, you'll need to
change the Enable CI/CD pipeline setting in the Designer; this setting is disabled by default
for your workspace's mai n branch. See Enable or Disable the CI/CD Pipeline for Publishing in
Extending Oracle Cloud Applications with Visual Builder Studio. You can then configure the

pipeline as needed.

For subsequent deployments to additional Oracle Cloud Applications instances, you should
use the Manage Lifecycle Extension page. You do have the option, however, to create and
configure build jobs and pipelines for each additional instance you want to deploy to, as

needed:

* Deploy to Other DEV and TEST Instances Through CI/CD Pipelines

¢ Deploy to Production Through CI/CD Pipelines

Deploy to Production Through CI/CD Pipelines

By default, a project deploys extensions to the Development environment, which is the Oracle
Cloud Application instance you were using when you clicked Edit Page in Visual Builder
Studio. Follow these steps to set up a CI/CD pipeline to deploy to the PROD instance, so
users can deploy to it after their development and test cycles are complete.
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@ Tip

If you don't need a CI/CD pipeline to deploy your extension, skip this section and use
the Manage Extension Lifecycle page to deploy to PROD. From this single page, you
can add a new environment for your PROD instance and deploy extensions to that
instance without the need to create build jobs and pipelines.

The Oracle Cloud Applications PROD instance resides in a different identity domain from the
DEV and TEST instances, which means you’ll need the URL for the PROD instance, as well as
user credentials that VB Studio can use to deploy to this instance. These credentials must be
those of a local user, not a federated identity, and must not require multi-factor authentication.

To set up a project to deploy to PROD:

g » W NP

Add the PROD instance to an environment

Create a production branch

Create and configure production build jobs

Configure the pipeline so that the packaging and deployment jobs run in succession

Run the production pipeline.

Add the Oracle Cloud Application's Production Instance to an Environment

Only one Oracle Cloud Applications instance can be added to an environment. As the
Development environment already points to the TEST instance (or DEV, if you asked Oracle to
re-associate it), you must create a new environment for the PROD instance.

To create a new environment for the PROD instance:

N o g & 0w Ddh PR

In the VB Studio navigator, click Environments.

Click + Create Environment.

In the Service Instances tab, click + Add Instance.

In the Add Service Instance dialog box, select Oracle Cloud Applications.
Under Add Instance Using, select Application Credentials.

In Base URL, enter the Oracle Cloud Application's base URL.

In Instance Name, if required, update the instance's display name. The name will be
displayed in the Service Instances tab.

In Username and Password, enter the credentials of a user who can access this Oracle
Cloud Applications instance.

These credentials must be those of a local user, not a federated identity, and must not
require multi-factor authentication.

Under Authorization Type, select OAuth 2.0 (default) and click Add.

@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection.
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10. If you chose OAuth 2.0 as the Authorization Type, you may be prompted for authorization

to acquire OAuth tokens for accessing the target instance. Click Authorize when
prompted, then sign in with credentials to access the Oracle Cloud Applications instance.
Note that the username that shows in the environment Details section isn't the VB Studio
user, but the user for the connected instance whose credentials were used to create the
connection's refresh token. The details don't show the VB Studio username, which isn't
relevant for a 3-legged OAuth Environment connection.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended

periods of inactivity (say, when you're away on vacation), click Actions *** and select
Renew OAuth Access.

@® Note

Service administrators can control the OAuth access or refresh token's expiration
in the IDCS resource app, specifically Fusi on Appli cati ons d oud

Ser vi ce under Oracle Cloud Services in your identity domain's resource app.
See Edit High-Level Information for Oracle Applications.

If the newly added instance stays in the Unknown status for some time, it usually indicates
that the IDCS Application provisioning may have failed. VB Studio added the Oracle Cloud

Applications instance, but can't access it. In this case, click Actions *** and select Remove to
remove the Oracle Cloud Applications instance from the environment, and then click Add to
add it again.

Once you're done, the Recent Activities feed on the Project Home page lists the newly
created environment along with the service instance you added.

Create a Production Branch

Follow your organization's guidelines to create a branch and protect it from unverified changes.
To protect the branch, you can set merge restrictions, make the branch private, and restrict
who can push commits to it, or freeze it.

1.
2
3
4,
5

6.

In the left navigator, click Git >

Click the Refs view and then click Branches &7
From the Repositories drop-down list, select the repository.
Click + Create Branch.

In the New Branch dialog box, in Name, enter the branch name. From the Base drop-down
list, select the mai n branch as the base branch.

Click Create.

After creating the production branch:

Any changes pushed to the mai n branch aren't automatically available in the production
branch.
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You must create a merge request or manually push the changes to the production branch.
Or, you can set this branch as the target branch when you publish, and create and enable
a CI/CD pipeline for the branch. See Enable or Disable the CI/CD Pipeline for Publishing.

If you want to set merge restrictions on the production branch, see Set Review and Merge
Restrictions on a Repository Branch. To freeze the branch or make it private, or set other
restrictions, see Protect a Branch.

Create and Configure Production Build Jobs

To deploy extensions to your Oracle Cloud Application's PROD instance, you can either use
the Manage Extension Lifecycle page or set up a CI/CD pipeline. If you want to use a pipeline,
you'll need to set up some packaging and deployment jobs.

1.

Migrate the configurations to the production Oracle Cloud Application instance. See
Overview of Configuration Life Cycle and Overview of Migration in Configuring and
Extending Applications for instructions.

Create a build job that packages the extension. See Create the Production Packaging
Build Job for instructions.

Create a build job that deploys the extension to the production instance. See Create the
Production Deployment Build Job for instructions.

(Optional) Restrict who can see or edit the production build jobs or run their builds. See
Configure Job Protection Settings for instructions.

Configure the pipelines to run the packaging and deployment jobs in succession. See
Create and Configure the Production Pipeline for instructions.

Run the production pipeline to package the extension and deploy it to the production
instance. See Run Production Pipelines for instructions.

Before You Configure Build Jobs and Pipelines

Here are some things you need to know before you configure and run build jobs and pipelines:

Make sure that the source and target instances are of the same release, with the same
standard and one-off patches applied to both environments.

If you configured the development packaging job to overwrite the application's version
defined in vi sual - appl i cati on. j son, get the new version. You'll configure the
production's packaging job to use the same version.

VB Studio can create and enable the build jobs and pipeline for you, instead. In the
extension's Settings editor, under Building and Publishing, select the production branch
and then click Create CI/CD Pipeline. You can then modify the newly created build jobs as
needed. For example, in the deployment job, the deployment target is always the
environment associated with the workspace, so you'll need to change the target instance
to your production instance.

Create the Production Packaging Build Job

The packaging job generates an extension artifact that's ready to deploy to the production
instance.

1.
2.
3.

In the left navigator, click Builds ﬁ”.
In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.
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In Description, enter the job's description.
In Template, select the System Default OL7 for Visual Builder template.
Click Create.

Click Configure il

Click the Git tab.

From the Add Git list, select Git.

In Repository, select the Git repository. In Branch or Tag, select the production branch.
Click the Steps tab.

From Add Step, select Application Extension, and then select Package.

By default, the packaging step minifies the application's source code before running the
build. If you don't want to minify the source files, deselect the Optimize extension check
box.

Minification is a process to remove the unnecessary characters (such as blank spaces,
new lines, and comments) from the source code and reduce the size of the files, making
the transfer of files consume less bandwidth and storage.

@® Note

When you deselect the Optimize extension check box, this warning is displayed:
Optimization not selected. Packaging without optimization can cause
performance problems, so avoid doing so unless you're debugging or
troubleshooting.

(Optional) If you want to change the artifact file's name, in Build Artifact, enter the new
name. The best practice is to keep the default, ext ensi on. vx, but you can change it.

If you change it, you must also use the new name in the Files to archive field (step 18) as
well as in the deployment job's Build Artifact field. See Create the Production Deployment
Build Job.

(Optional) If you configured the development packaging job to overwrite the extension's
default version defined in the vi sual - appl i cati on. j son file, specify the same version in
Extension Version.

Click the After Build tab in the Job Configuration window.
From Add After Build Action, select Artifact Archiver.
In Files to archive, enter the build artifact name.

You can use wild characters. For example, *. vx. Make sure that you include the path for
the Application Extension build artifact.

If you entered a value in the Target Directory field in Copy Artifacts for the deployment
job, it is considered to be a subdirectory of the workspace and should be part of the
artifact's path in the Build Artifact field.

If you want to discard the build's old artifacts, click Settings € In the General tab, select
the Discard Old Builds check box and specify the discard options.

Click Save.
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Create the Production Deployment Build Job

The deployment job deploys the extension's artifact that was generated in the packaging job to
the Oracle Cloud Application's production instance. Before you create the job, make sure you
have credentials that VB Studio can use to access the Oracle Cloud Application's PROD
instance.

1
2
3
4,
5
6

10.
11.

12.
13.
14.

In the left navigator, click Builds il

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.
Click Create.

Click Configure 7.

Click the Before Build tab.

From Add Before Build Action, select Copy Artifacts.
In From Job, select the packaging job that generated the extension's artifact.
In Which Build, select one of the following:

e Last successful build (default)

* Last keep forever build

e Upstream build in this pipeline instance

*  Specified by permalink

*  Specific build

»  Specified by build parameter

Depending on what you select, you may be prompted to select which permalink, build, or
build parameter you want to be used.

Leave other fields with their default or empty values.
Click the Steps tab.
From Add Step, select Application Extension, and then select Deploy.

This image shows the Deploy build job page that's been partially filled in.
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Application Extension Deployment @ [ @)

Target Instance -
Fusion Applications Cloud Service

Authorization

® Use OAuth () Use Basic

@ Authorization is required. B¢ Authorize

Build Artifact ©
extension.vx

In Target Instance, select the environment with the Oracle Cloud Application's production
instance.

In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation is required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Oracle Cloud Applications instance. Click Authorize and enter
credentials to access your Oracle Cloud Applications instance; you can also run the job
manually and enter the credentials when prompted.

Either way, it is recommended that you authorize your OAuth connection during initial
configuration. If you skip this step, you won't be able to publish your changes from the
Designer and will need to complete the required authorization before attempting to deploy
changes.

Once authorized, the Aut hori zati on has been provi ded message shows.

@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then enter the credentials of a user who can
access the Oracle Cloud Applications instance in Username and Password.
These credentials must be those of a local user, not a federated identity, and must
not require multi-factor authentication.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).
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The Build Artifact field should show the same artifact name that was used in the
packaging build step. Confirm this value, especially if the packaging job used an artifact
name other than the default, ext ensi on. vx.

17. Click Save.

@® Note

If you develop an extension on, say, 24D in your Test environment, then want to
deploy the extension to your 24C Prod environment, you'll have to wait until your Prod
instance has been upgraded to 24D before you can deploy successfully. In most
cases, there shouldn't be more than a two week gap between pod upgrades.

Configure Job Protection Settings

To restrict access, the project owner can mark a job as private. Users that don't have access
can see the build job in the Jobs Overview page, but they can't see the Job Details page or
view the build's details; nor can they see or edit the job configuration, or delete/enable/disable
the build job. In addition, the project owner can use a glob pattern that is defined in a rule to
protect any job whose name matches the specified pattern.

® Note
Before you apply any protections to a job, you should consider the following:

» A protection rule defined with a glob pattern will not overrule a job protection
defined by using a name (no glob pattern or rule).

e A protection that is applied to a single job will override a protection applied by
using a rule (defined by a glob pattern).

*  When two rules are combined, the protection is determined by the most restrictive
rule. You need to look at the events in the Activities feed and examine the
notifications, which provide the information explaining the restrictions when one
rule overrides another.

« Ajob will not be created if the user that is creating the job wouldn't be able to
access their own job. The same principle is true for renaming jobs.

1. In the left navigator, click Project Administration &
2. Select the Builds tile.
3. Select the Job Protection tab.

The Job Protection page is displayed.
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Job Protection Pipeline Protection

Find rules by:
@ Jobname O Glob pattern

Pipeline Approvers

@

Filter job name

myExt_Deploy

myExt_Package

myProtectedJob
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4. Inthe Find rules by panel, located above the jobs/rules list, select one of these radio

buttons:

e Select Job name to choose a job from the list.

If your project has many jobs, you may have difficulty finding the specific job you want

to protect. Use the Filter job Q bar to quickly locate the job to which you want to add
the restricted settings.

Right-click the jobs list to display additional sorting options. Click Sort by job nhame or
Sort by private job to sort the list accordingly. Re-click the sorting option to toggle

between ascending and descending order.
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Project Administration » Builds

Job Protection  Pipeline Protection  Pipeline Approvers  Maven Connection ~ NPM Connection  SonarQube Serve

@

Find rules by: (3
@ Jobname (O Glob pattern

Filter job name Q |

abc

delleteMe

rename job

test abc

Sort by job name
testl

Sort by private job
test3

Toggle to sort by ascending/descending ‘

test4

testS

testrepo-enablel

testrepo-enable2

P BPBPEPDPDPDRPRP PP R

tymi
ACC-testMonaco

dl

If a job has a lock icon = , it has already been protected. A protected job's restrictions
can still be modified, removed, or the list of authorized users and groups can still be
changed.

The Job Protection dialog box is displayed.

Project Administration > Builds

Job Protection Pipeline Protection Pipeline Approvers Maven Connection NPM Connection SonarQube Server Named Credentials

® —+ rue
Find rules by: @
@® Jobname QO Glob pattern Job Protection myProtectedJob ‘ Cancel | Save
Filter job name Q ‘

emm o
Any member of the project can view, edit, and execute the job, based on your project role.
myExt_Deploy

myExt_Package

myProtectedJob
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When a job is not directly protected but is protected by a rule instead, an informational
message like the following one will show the rules, <Exanpl eRegex05> in this case, that
protect the specific job:

This job is protected by the following glob pattern rules matching this
j ob nane: <Exanpl eRegex05>

* Select Glob pattern to specify a string that is matched against the job name.
This is what you'd see if no rules have been defined yet.

Project Administration > Builds
Job Protection Pipeline Protection Pipeline Approvers Maven Connt

- X

Find rules by: @
O Job name @® Glob pattern

No items to display.

The glob syntax can be used to specify pattern-matching behavior. These wildcard
characters can be used in glob patterns: *, ** ? ], {}, and \.

Either select an existing protection rule from the list or click + Rule to display the New
Protection Rule dialog and create a new one.

The Protection Rule dialog box is displayed.

New Protection Rule X

Glob pattern

Test Rule

Name * ‘

test*

Provire glob pattern * @ ’

‘ Cancel ‘%

Here we've entered a name (Test Rule) and a glob pattern (test*) and we're about to
press Create to create a new job protection rule.

5. Select the PRIVATE check box.

This is what you see after selecting the Private option for a job.
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Job Protection myProtectedJob ‘ Cancel ‘
omm ©

[ Allow any member of the project to manually start this private job

[ Allow commits and triggers to start this private job

Only authorized users and groups will be able to view the "Job Details” page or edit the job.
Only authorized users and groups will be able to manually run the job.

If the job is triggered in a pipeline by an unauthorized user or group, it will not be initiated.
If the job is triggered by SCM or timer it will not be initiated.

Authorized Users/Groups ™

With just this option selected, only authorized users and groups will be able to view the Job
Details page, edit the job, or manually run it. If the job is triggered in a pipeline by an
unauthorized user or group, or if it is triggered by SCM or a timer, it will not be initiated.

This is what you see after selecting the Private option for a protection rule.

Protection Rule Test Rule ‘ Cancel ‘
ogm ©

Provide glob pattern @
test*

[ Allow any member of the project to manually start any job matching this glob pattern

[J Allow commits and triggers to start any job matching this glob pattern

Only authorized users and groups will be able to view the "Job Details" page or edit the job matching this glob pattern.
Only authorized users and groups will be able to manually run the job matching this glob pattern.

If the job is triggered in a pipeline by an unauthorized user or group, it will not be initiated.

If the job is triggered by SCM or timer it will not be initiated.

Authorized Users/Groups ™

Click in the Authorized Users/Groups field to display a dialog that lists the project's
Groups and Users you can select from.

Under Users, you can see a flattened list of all users that are members of the group(s) as
well as ones that were added individually. For example, the dev-group members (Clara
Coder, Don Developer, and Tina Testsuite) appear in the Users list, along with Alex Admin,
who was added individually. From the list, select one or more groups and/or users. Don't
forget to add yourself.
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2 Groups

oy dev-group
™ (3 members)

Users

Jo

e Alex Admin [alex.admin]
= devservice.alex@gmail.com @

Clara Coder clara.coder [clara.coder]
devservice.clara@gmail.com

Don Developer [don.developer]
devservice.don@gmail.com

Tina Testsuite [tina.testsuite]
devservicetina@gmail.com

This is what you would see for the myProtectedJob job after selecting Alex Admin as an
authorized user.

Job Protection myProtectedJob ‘ Cancel ‘

oD o
[ Allow any member of the project to manually start this private job

[ Allow commits and triggers to start this private job

Only authorized users and groups will be able to view the "Job Details" page or edit the job.
Only authorized users and groups will be able to manually run the job.

If the job is triggered in a pipeline by an unauthorized user or group, it will not be initiated.
If the job is triggered by SCM ar timer it will not be initiated.

Authorized Users /Groups *

‘ Alex Admin [alex.admin] X |

This is what you'd see for the Test Rule protection rule after selecting Alex Admin as an
authorized user.
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Protection Rule Test Rule ‘ Cancel ‘

O eI

Provide glob pattern ™ (@)
test*

[ Allow any member of the project to manually start any job matching this glob pattern

[J Allow commits and triggers to start any job matching this glob pattern

Only authorized users and groups will be able to view the "Job Details” page or edit the job matching this glob pattern.
Only authorized users and groups will be able to manually run the job matching this glob pattern.

If the job is triggered in a pipeline by an unauthorized user or group, it will not be initiated.

If the job is triggered by SCM or timer it will not be initiated.

Authorized Users/Groups *
| Alex Admin [alex.admin] % ‘

7. Select the checkboxes to allow project members to manually start private jobs and/or allow
commits and triggers to automatically start private jobs:

Select the Allow any member of the project to manually start this private job
checkbox to allow any project member, not just authorized users, to manually start the
job.

This what you'd see after selecting the Allow any member of the project to
manually start this private job check box for the myProtectedJob job.

Job Protection myProtectedJob

Cancel ‘ Save

O ©CD

Allow any member of the project to manually start this private job

A SCM commits and triggers will automatically run the job

Only authorized users and groups will be able to view the "Job Details" page or edit the job.
Any member of the project will be able to manually start the job.

Authorized Users/Groups *

‘ Alex Admin [alex.admin] X |

Notice that when you select the first checkbox, VB Studio automatically selects the
second checkbox, which allows commits and triggers to start the private job, and grays
it out. With this setting, only authorized users and groups can view the Job Details
page or edit the job, but any project member can start and run the job. In addition,
SCM commits or triggers will also automatically start and run the job.

This what you'd see after selecting the Allow any member of the project to
manually start this private job check box for the Test Rule protection rule.
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Protection Rule Test Rule ‘ Cancel ‘

ocEd ©LIh

Provide glob pattern @
test*

Allow any member of the project to manually start any job matching this glob pattern

A SCM commits and triggers will automatically run the job

Only authorized users and groups will be able to view the "Job Details" page or edit the job matching this glob pattern.
Any member of the project will be able to manually start the job matching this glob pattern.

Authorized Users/Groups ™~

| Alex Admin [alex.admin] X ‘

e Select just the Allow commits and triggers to start this private job checkbox if you
want SCM commits and triggers to be able to automatically run this job.

Job Protection myProtectedJob ‘ Cancel ‘
ogm ©

[ Allow any member of the project to manually start this private job

Allow commits and triggers to start this private job

A SCM commits and triggers will automatically run the job

Only authorized users and groups will be able to view the "Job Details” page or edit the job.
Only authorized users and groups will be able to manually run the job.
If the job is triggered in a pipeline by an unauthorized user or group, it will not be initiated.

Authorized Users/Groups *

| Alex Admin [alex.admin] X |

With just this checkbox selected, periodic triggers will run any job or pipeline, including
private jobs set to allow commits and triggers to start the private job. However, if a
pipeline includes a private job with this option selected and a non-authorized user

attempts to run the pipeline manually, the private job won't run but periodic triggers and
SCM commits will.

Leave the checkbox unselected if you don't want the job to be started when it is
triggered by an SCM commit or timer.
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@ Note
Best Practice:

If you use the checkbox to enable the protected build to be triggered by an
SCM commit, you need to protect the branch that the build job is tied to. If you
don't do this, anyone can trigger the protected build by making a commit to
trigger it.

This is what you would see if you selected the Allow commits and triggers to start
any job matching this glob pattern for the Test Rule.

Protection Rule Test Rule Cancel

O ©eEId

Provide glob pattern * @
test*

[J Allow any member of the project to manually start any job matching this glob pattern

Allow commits and triggers to start any job matching this glob pattern

A SCM commits and triggers will automatically run the job

Only authorized users and groups will be able to view the "Job Details" page or edit the job matching this glob pattern.
Only authorized users and groups will be able to manually run the job matching this glob pattern.
If the job is triggered in a pipeline by an unauthorized user or group, it will not be initiated.

Authorized Users/Groups ™

‘ Alex Admin [alex.admin] X |

Click Save.

The activity stream displays all changes to a job's protection status, like changing the job
protection from public to private, or private to public, or changing a private job to allow
commits and triggers.

You can see if a job is private from several places in the VB Studio user interface.

In the jobs list found on the Job Protection tab on the Project Administration page's
Builds tile, to the right of each protected job's name.

In the Private column on the Builds page's Jobs tab.

In the jobs shown in the Pipelines tab on the Builds page.

A private job is indicated by a Lock S icon. A private job you can run and edit is indicated with

an Unlock & icon. A private job you can run but not edit is indicated with a Lock-edit icon.

An unauthorized user can't run a private build job manually, through a pipeline, or by using an
SCM/periodic trigger.
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Create and Configure the Production Pipeline

To ensure the deployment job runs automatically after the packaging job, create a pipeline and
set the dependency.

1. Inthe left navigator, click Builds il

2. Click the Pipelines tab.

3. Click + Create Pipeline.
4

In the Create Pipeline dialog box, in Name and Description, enter a unique name and

description.

5. Click Create.

6. On the Pipeline Configuration page, right-click the Start node and select Add New Start
jobs.

7. Click in the Select new on success job(s) field, select the packaging job and click Save.
8. Right-click the packaging job and select Add, then Add New On Success Jobs.

9. Click in the Select nhew on success job(s) field, select the deployment job, and click
Save.

Here's an example of the final pipeline:

- Prod-AppExtnPackage - Prod-AppExtnDeploy

10. Click Save.

Run Production Pipelines

Before you run production build jobs or a production pipeline, make sure that all code changes
have been pushed to the production branch and there are no open merge requests.

1. In the left navigator, click Builds ?.
2. Click the Pipelines tab.

3. In the production pipeline's row, click the Actions “** menu and select Run Pipeline.

After a successful build, you can see the deployed application on the Manage Extension
Lifecycle page. You should also notify the Oracle Cloud Applications administrator that the
extension has been pushed to the Oracle Cloud Application's production instance.

Deploy to Other DEV and TEST Instances Through CI/CD Pipelines

If you've followed this chapter to this point, you've configured VB Studio to deploy extensions
to your primary Oracle Cloud Applications Development environment. This section explains
how to set up other Oracle Cloud Application instances, such as DEV and TEST, where your
team members may want to test their extensions before deploying to PROD.

This involves creating an environment for each instance you want to deploy to, as well as
configuring jobs and pipelines to package up and deploy extensions to those target instances.
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@ Tip

If you don't need a CI/CD pipeline to deploy your extension, skip this section and use
the Manage Extension Lifecycle page to deploy to additional instances. From this
single page, you can add new environments for your DEV and TEST instances and
deploy extensions to those instances without the need to create build jobs and
pipelines.

Before you proceed, make sure that the Oracle Cloud Applications instances are up and
running.

Add an Oracle Cloud Application Instance to an Environment

To deploy an extension to an Oracle Cloud Applications instance, you must create a VB Studio
environment and add the instance to it. You can add only one Oracle Cloud Applications
instance to each environment.

Each Oracle Cloud Applications DEV and TEST instance has its own identity domain. This
means you'll need the target instance's URL—as well as a user's credentials that can access
the instance—to set up the environment. These credentials must be those of a local user, not a
federated identity, and must not require multi-factor authentication.

Here's what your Environments page might look like after you've added three new
environments, one for another DEV instance and two for some TEST instances:

Create Envi it
@ Service Instances Details Certificates Deployments

Extension Lifecycle

@ Development v 1 Instance + AddInstance
Oracle Cloud Application Extension - |
Development Environment

Oracle Cloud Application IDCS Resource

@ Development 2 ves Fusion Applications Cloud Service « lunar-shellvbs1
Status @ vailable (4:18 PM)

° Test 1

Response Time . 320 ms

> Details

° Test 2

To create a new VB Studio environment:

1. Inthe VB Studio navigation menu, click Environments.

A

Click + Create Environment. In Environment Name and Description, enter a unique
name and description, then click Create.

In the Service Instances tab, click + Add Instance.
In the Add Service Instance dialog box, select Oracle Cloud Applications.
Under Add Instance Using, select Application Credentials.

In Base URL, enter the Oracle Cloud Application's base URL.

N o g M »

In Instance Name, if required, update the instance's display name. The name will be
displayed in the Service Instances tab.

8. In Username and Password, enter the credentials of a user who can access the Oracle
Cloud Applications instance.
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These credentials must be those of a local user, not a federated identity, and must not
require multi-factor authentication.

Under Authorization Type, select OAuth 2.0 (default) and click Add.

® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection.

If you chose OAuth 2.0 as the Authorization Type, you may be prompted for authorization
to acquire OAuth tokens for accessing the target instance. Click Authorize when
prompted, then sign in with credentials to access the Oracle Cloud Applications instance.
Note that the username that is shown under the Details section of the connected Oracle
Cloud Applications endpoint shown in the Environments page's Instances tab is the user
that is logged in to the Oracle Cloud Applications instance and who creates the Refresh
Token that the connection is using. The details don't show the VB Studio username, which
isn't relevant for a 3-legged OAuth Environment connection.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended

periods of inactivity (say, when you're away on vacation), click Actions """ and select
Renew OAuth Access.

® Note

Service administrators can control the OAuth access or refresh token's expiration
in the IDCS resource app, specifically Fusi on Appli cati ons d oud

Ser vi ce under Oracle Cloud Services in your identity domain's resource app.
See Edit High-Level Information for Oracle Applications.

If the newly added instance stays in the Unknown status for some time, it usually indicates
that the IDCS Application provisioning may have failed. VB Studio added the Oracle Cloud

Applications instance, but can't access it. In this case, click Actions *** and select Remove to
remove the Oracle Cloud Applications instance from the environment, and then click Add to
add it again.

Once you're done, the Recent Activities feed on the Project Home page lists the newly created
environment along with the service instance you added.

Create and Configure Deployment Build Jobs and Pipelines

To deploy extensions to other Oracle Cloud Applications instances, you can use the Manage
Extension Lifecycle page. If you'd rather use a CI/CD pipeline for deployment, you'll need to
set up or create a packaging job, one or more deploy jobs, and a pipeline. Specifically:

A packaging job packages the extension and creates a build artifact. Instead of creating
new packaging jobs, you can use the ext ensi onNanme-Package job that was created with
the project. (If you created this project manually, the package job is called Application-
Extension-Package.) This job packages the extension and creates a build artifact from
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the same branch your team members used to deploy to the primary Oracle Cloud
Applications Development instance. Remember, this packaging job is configured to trigger
a build on every SCM commit.

» Create one deploy job for each Oracle Cloud Applications instance you plan to deploy to.
You'll also need a user's credentials who can deploy to each Oracle Cloud Applications
instance. To create the job, see Create a Deployment Build Job.

e After you've created deployment jobs, create pipelines to run the package job and
deployment jobs in sequence. You can create either of these pipelines:

— A pipeline to deploy the extension to the primary and other Oracle Cloud Applications
instances.
Instead of creating a new pipeline, configure the existing ext ensi onName-Package and
Deploy pipeline to deploy to other instances as well. (If you created this project
manually, this pipeline's name is Application-Extension Package and Deploy.) See
Configure the Default Pipeline to Deploy to Other Oracle Cloud Applications Instances.
Remember, the default pipeline runs automatically when a code change is pushed to
the mai n branch. After you've configured the pipeline, it deploys the extension to all
development and test instances on every SCM commit to the nai n branch.

After creating this pipeline, you'll have one pipeline in your project that deploys to all
DEV and TEST instances.

Here's an example of what this pipeline could look like:

- Application-Extension-Package > - Application-Extension-Deploy
Application-Extension-Deploy-Dev2
Application-Extension-Deploy-Test1

- Application-Extension-Deploy-Test2

— A pipeline to deploy the extension to other DEV and TEST Oracle Cloud Applications
instances manually. See Create and Configure a Pipeline to Deploy to Other Oracle
Cloud Applications Instances.

Create this pipeline if you don't want to deploy the extension to other instances on
every SCM commit, but only after your team members have validated the extension on
the primary development instance.

After creating this pipeline, you'll have two pipelines in the project: 1) Your primary
pipeline, which deploys to the primary development instance, and 2) this pipeline,
which deploys to other DEV and TEST instances.

Here's an example of what these pipelines could look like:
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- Application-Extension-Package - Application-Extension-Deploy

Start - Application-Extension-Package + - Application-Extension-Deploy-Dev2
- Application-Extension-Deploy-Test1

- Application-Extension-Deploy-Test2

Create a Deployment Build Job

The deployment job deploys the extension's artifact that was generated in the default
packaging job to the Oracle Cloud Application's instance. Before you create the job, make sure
you have credentials that VB Studio can use to access the instance.

N o g M e N PR

®

10.

11.

In the left navigator, click Builds .

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

Select the Copy From Existing check box.

From the Copy From drop-down list, select the deployment job that you'd like to copy.

In Template, make sure that the System Default OL7 for Visual Builder template is
selected.

Click Create.
From the Job Configuration page, click the Steps tab.
The Application Extension Deployment section is displayed.

In Target Instance, select the environment with the target Oracle Cloud Applications
instance.

In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation is required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Oracle Cloud Applications instance. Click Authorize and enter
credentials to access your Oracle Cloud Applications instance; you can also run the job
manually and enter the credentials when prompted.

Either way, it is recommended that you authorize your OAuth connection during initial
configuration. If you skip this step, you won't be able to publish your changes from the
Designer and will need to complete the required authorization before attempting to deploy
changes.

Once authorized, the Aut hori zati on has been provi ded message shows.
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@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then enter the credentials of a user who can
access the Oracle Cloud Applications instance in Username and Password.
These credentials must be those of a local user, not a federated identity, and must
not require multi-factor authentication.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).

The Build Artifact field should show the same artifact name that was used in the
packaging build step. Confirm this value, especially if the packaging job used an artifact
name other than the default, ext ensi on. vx.

Click Save.

Configure the Default Pipeline to Deploy to Other Oracle Cloud Applications Instances

If you want to deploy to other DEV and TEST instances along with your primary Oracle Cloud
Applications instance, you can configure the default pipeline to deploy to other instances as

well.

In the left navigator, click Builds ﬁ”.
Click the Pipelines tab.

In the ext ensi onNane-- Package and Deploy pipeline row, click the Actions menu and
select Configure Pipeline. (If you created the project manually, the pipeline name is
Application Extension - Package and Deploy.)

Right-click the ext ensi onNanme- Package job and select Add, then Add New On Success
Jobs.

Here's an example:

Start Application-Extension-Package - Application-Extension-Deploy
Add 4 Add New %Success Jobs
Edit » Add New On Fail Jobs
Delete Add New On Test Fail Jobs

Open job Application-Extension-Package
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Click in the Select new on success job(s) field, select the jobs that you want to add from
the list, and click Save.

Add New On Success Job(s) X

Select new on success job(s)

| Application-Extension-Deploy-Dev2 x | | Application-Extension-Deploy-Test1 X

|Application-Extension-Deploy-TestZ X |

Here's an example of the final diagram:

| start | Application-Extension-Package | -( Application-Extension-Deploy
- Application-Extension-Deploy-Dev2
- Application-Extension-Deploy-Test1
- Application-Extension-Deploy-Test2

Click Save.

Create and Configure a Pipeline to Deploy to Other Oracle Cloud Applications Instances

1.
2
3.
4

o

In the left navigator, click Builds 7.
Click the Pipelines tab.
Click + Create Pipeline.

In the Create Pipeline dialog box, in Name and Description, enter a unique name and
description.

Deselect the Auto start when pipeline jobs are built externally check box.
Click Create.

On the Pipeline Configuration page, right-click the Start node and select Add New Start
jobs.

Click in the Select new on success job(s) field, select ext ensi onNane- Package, and
click Save.
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Add New Job(s) to Start X

_Se]ect new job(s)

Application-Extension-Package %

Choose new job(s) that will start when the pipeline is run.

9. Right-click the ext ensi onNane- Package job and select Add, then Add New On Success

Jobs.

10. Click in the Select new on success job(s) field, select the jobs that you want to add from
the list, and click Save.

Here's an example of a finished pipeline:

-(" Application-Extension-Package  -( Application-Extension-Deploy-Dev2
Application-Extension-Deploy-Test1

- Application-Extension-Deploy-Test2

11. Click Save.

Deploy Changes from a Different Branch

At some point, you'll likely want to create a separate branch to host your new feature
development work. You can package those changes from your new branch and deploy them to
an Oracle Cloud Applications instance for testing.

To deploy to the Oracle Cloud Applications instance in the environment associated with your
workspace, you can select the new branch when you publish your changes. Or, if your
changes already exist in the new branch, you can use the Deploy option in the Designer. See
Deploy Changes From the Remote Branch in Extending Oracle Cloud Applications with Visual
Builder Studio.

To deploy to a different Oracle Cloud Applications instance, such as TEST or PROD, you'll
need to set up some build jobs and a CI/CD pipeline.
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@ Tip

VB Studio can create the build jobs and pipeline for you, if you prefer. In the
extension's Settings editor, under Building and Publishing, select the new branch, and
then create and enable a CI/CD pipeline for the branch. (If you're deploying to a
different instance that's not the one associated with your workspace, you'll need to
change the target environment in the deployment job, after it's created.) See Establish
Extension-Level Settings in Extending Oracle Cloud Applications with Visual Builder
Studio.

Create a Packaging Job for the New Branch

Create a packaging job following the same steps to create a production packaging build job,
but when configuring the job, select the new branch instead of the default mai n branch:

1. In the left navigator, click Builds .
2. Create a job using the System Default OL7 for Visual Builder template.

3. Click Configure .
4. Click the Git tab.

5. From the Add Git list, select Git.

6. In Repository, select the Git repository. In Branch or Tag, select the new branch.

Finish configuring the packaging job as usual. See Create the Production Packaging Build Job.

Create a Deployment Job

Create a deployment job following the same steps to create a production deployment build job,
but when configuring the job, select the packaging job that you just created.

Create and Configure a Pipeline for the New Branch

After you've created the packaging and deployment jobs for the new branch, create a pipeline
to run the packaging job and deployment jobs in sequence. See Create and Configure a
Pipeline to Deploy to Other Oracle Cloud Applications Instances.

Run the Pipeline

The test build pipeline runs automatically when a commit is pushed to the Git repository's test
branch specified in the packaging job.

If you want to run the pipeline manually:

1. In the left navigator, click Builds 7.
2. Click the Pipelines tab.

3. For the pipeline you want to run, click Build ®.

To monitor the pipeline, click the pipeline's name on the Builds page. After a successful build,
you can see the deployed application on the Manage Extension Lifecycle page.

If you want to run a job's build manually, open the job's details page and click Build Now. You
can monitor its build on the job's details page. To view the latest build log of a job, open the
Builds page, click the job's name, and then click Build Log -.

Administering Visual Builder Studio
G49427-01 January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 48 of 55



ORACLE

Chapter 3
Optional Administrator Tasks

Manually Create a Project for Extensions

The easiest way to create a project for extensions is through the Edit Page in Visual Builder
Studio link in an Oracle Cloud Application, because that workflow automates some
provisioning steps. However, if you don't want to configure an existing Oracle Cloud Application
page, but instead would like to create your own application that lives as a peer alongside
Oracle applications, you can create a project manually.

To create an extension project manually:

1.
2.
3.

On the Organization page, click + Create.

On the New Project wizard's Project Details page, enter a name and optional description.
In Security, select the project's privacy setting:

a. Select Private to restrict access to project members only.

The Discoverable checkbox, selected by default for private projects, allows
organization members who aren't org admins or project members to see basic
information, such as name and owner contact information, about your private project.
Private projects that aren't discoverable won't be exposed to non-members.

@ Note

If you want this project to be visible to users when they use the Edit Page in
Visual Builder Studio option to make changes to their Oracle Cloud
Applications page in VB Studio, mark it as Discoverable. This gives users an
opportunity to select a project that's already associated with the page they
want to modify (or they can create a new project, if they prefer).

b. Select Shared to make the project code, wiki docs, tasks, and builds available to
anyone inside your organization.

In Preferred Language, specify the language for the email notifications your project users
will receive.

(You can change the language of the user interface in your user preferences.)
Click Next.
On the Project Template page, select Empty Project, then click Next.

On the Project Properties page, in Wiki Markup, the organization's wiki markup language
is displayed by default. You can change it for this project, if needed.

Project users use markup to format content in wiki pages, as well as in issue and merge
request comments. See Working with Markup Languages in VB Studio.

Click Next.

On the Project Team members page:

a. Click Add Members and select Oracle Cloud Applications users or groups to add to
the project, from the list displayed, if you know they might work in this project.

b. Select the membership (Project Owner, Developer Full Access, Developer Limited
Access, or Contributor) that the members you're adding will have in the project. See
What Are Project Memberships? for more information about each membership.

c. Click Add.
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d. Repeat substeps a, b, and c for different users and groups with various membership
types, if needed.

10. Click Finish.

After the project is provisioned, the Project Home page opens.

When you create a project through the Edit Page in Visual Builder Studio link in an Oracle
Cloud Application, several other VB Studio artifacts are also created for you. If you manually
create a project, however, you'll need to do these steps yourself:

1. Define a new environment.

e To add an Oracle Cloud Applications instance in the same identity domain to an
environment, select Oracle Cloud Applications under Instance Type and Identity
Domain under Add Instance Using, then select an instance.

e To add an Oracle Cloud Application from a different identity domain, select Oracle
Cloud Applications under Instance Type and Application Credentials under Add
Instance Using. You'll need the base Oracle Cloud Application's URL and the
credentials of a user who can access the instance. See Add the Oracle Cloud
Application's Production Instance to an Environment.

2. Create a workspace for your extension. On the Workspaces tab, select New, then New
Application Extension.

Access VB Studio from Oracle Cloud Applications

While the Edit Page in Visual Builder Studio link in an Oracle Cloud Application is the
easiest way to access VB Studio, there is an alternative approach:

1. Inyour Oracle Cloud Applications instance, click Navigator = .

2. Inthe navigation menu, under Configuration, select Visual Builder.

&« Show More
ﬁ Home

Me W
My Team ~
Toals v
Configuration ~

Visual Builder Sandbaoxes é?g gratior

’./ Appearance EEE Structure E lUser interface T2

‘“ﬁ Business Objects ﬂ Application Composer Page Integration

Others v

The VB Studio Organization page opens, which displays all the projects you're a member of,
as well as your favorite projects, the projects you own, and all the shared projects in your
organization.
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Delete an Extension

Delete unnecessary extensions to restore your application to its original state and clean up
your environment.

You have two options to delete an extension:

* The best practice is to use the Manage Lifecycle Extension page to delete an extension.
When you delete an extension from this page, all versions of that extension are deleted.

* If you need to delete a specific extension version, you must configure a build job to delete
it.

Delete an Extension Manually

Use the Manage Extension Lifecycle page to delete extensions deployed from any project and
to any Oracle Cloud Applications instance.

1. Access the Manage Extension Lifecycle page:

e From the VB Studio left navigator, click Environments, then click Extension
Lifecycle. You won't see this option if you haven't yet added an Oracle Cloud
Applications instance to your environment.

= Visual Builder Studio

MyHCMApp ~ | Environments

@ Development s

cptaiamagy

@ Production
cptajkpgy

e Or, from the menu in the Designer's header, click Extension Lifecycle.

You should now see the Manage Extension Lifecycle page, which lists all the environments
that are available.
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= Visual Builder Studio © n

MyHCMApp ~ | Environments

Environments > Manage Extension Lifecycle

Q Try an extension name or descriptior Show extensions for my project only Add Environment

~ @ Development

HCM Extension Version: 0.1.1748393834
Deployed Tue at 5:57 PM by mary.jane (&) @ E
From project MyHCMApp

~ @ Production

We need your Oracle Cloud Applications credentials so you can interact with the Manage Extension Lifecycle page. Provide Credentials

You can work with an environment on this page as long as the authentication method for
its Oracle Cloud Applications instance is OAuth. If there's an environment listed whose
authentication method isn't OAuth, then you'll first need to add a new environment with the
same base URL, but using OAuth as the authentication method, before you can work with
it.

@® Note

If you see a Provide Credentials button next to an environment, you must first
sign in before you can delete any extensions deployed to that instance.

Expand each environment to view a list of the extensions already deployed. Use the Show
extensions for my project only checkbox to toggle between viewing extensions deployed
from the current project only, or from all projects.

Each entry includes the extension name plus additional details, such as extension version,
deployment date, who deployed the extension, and project name.

To delete an extension from an Oracle Cloud Applications instance, find the extension that

you want to delete and click

All extension versions are deleted. If the extension was originally deployed via a CI/CD
pipeline, the extension's build jobs and their artifacts remain; this is helpful in case you
ever need to redeploy an earlier extension version.

@ Tip
Before deleting an extension from your PROD instance, delete the extension from

the DEV instance (or TEST instance, if applicable) and make sure there aren't any
adverse effects.
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Configure a Job to Delete an Extension

If you want to delete a specific extension version that's deployed to an Oracle Cloud
Applications instance, you must configure a build job and run it.

You can also use the Manage Extension Lifecycle page to delete extensions, but keep in mind
that deleting an extension from that page deletes the entire extension.

Note that there can be only one active extension version at a time. The recommended best
practice is to avoid deleting the active extension version because, if you delete it, the extension
will become inactive as if it wasn't installed at all. You can, however, delete inactive versions
without impacting the currently active deployed extension.

Before you configure and run the job, delete the extension from the DEV instance (or TEST
instance, if applicable) and make sure there aren't any adverse effects. For example, let's
assume you have an attribute that's hidden in both the extension's business object and the
user interface. After you delete the extension, the user interface shows the attribute that's still
hidden in the business object. This may cause an error.

To configure the job, make sure you have valid administrator credentials for the Oracle Cloud
Applications instance where the extension is deployed.

In the left navigator, click Builds ?.

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select System Default OL7 for Visual Builder.

Click Create.

o a » 0w d PR

The Job Configuration page opens.
7. Click the Steps tab.
8. From Add Step, select Application Extension, and then select Delete.

This image shows the Application Extension Delete build job page that's partially filled in.

Application Extension Delete ® @) @

*
Instance

Fusion Applications Cloud Service (Env-IDCS)

Authorization

® Use OAuth O Use Basic

© Authorization is required. 2§ Authorize

Extension ID ™

site_AadminAppExt240401

. *
Version

1.0.0

I ‘
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In Instance, select the Oracle Cloud Applications instance where the application is
deployed.

In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation is required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Oracle Cloud Applications instance. Click Authorize and enter
credentials to access your Oracle Cloud Applications instance; you can also run the job
manually and enter the credentials when prompted.

Once authorized, the Aut hori zati on has been provi ded message shows.

@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then in Username and Password, enter the
credentials of a user who is not only an Oracle Cloud Applications user, but one
who can access the Oracle Cloud Application's instance and undeploy from it.
These credentials must be those of a local user, not a federated identity, and must
not require multi-factor authentication.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).

In Extension ID and Version, enter the extension ID and version of the extension you
want to delete.

You can find these items in the extension's details on the Manage Extension Lifecycle
page.
a. Inthe left navigator, click Environments, then click Extension Lifecycle.
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= Visual Builder Studio

MyHCMApp ~ | Environments

@ Development e
cptaiamagy

@ Production .
cptajkpgy

b. Find the extension you want to delete, and select © to obtain the extension ID and
version.

12. Click Save.
13. To run a build, click Build Now.
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Set Up VB Studio for Developing Visual
Applications

This chapter tells you how to set up Oracle Visual Builder Studio (VB Studio) so that your users

can create visual applications.

A visual application is a responsive application developed using VB Studio's browser-based
development environment. You deploy a visual application to a separate Visual Builder
instance. The Visual Builder instance must be version 19.4.3.1, or later.

Assuming you have already created a VB Studio instance, the setup process for visual
applications involves three phases:

 Set Up VB Studio for Visual Applications

 Set Up the VB Studio Project for Development

 Set Up the Project to Deploy for Production

Set Up VB Studio for Visual Applications

Here’s a summary of how to set up VB Studio for developing visual applications:

To perform this action:

See this:

Why do | need to perform this
action?

1. Get access to Visual Builder
instances, and make sure VB
Studio is authorized to access
those instances.

Get Access to Visual Builder
Instances

Authorize VB Studio to Access
Visual Builder and Integration
Instances

To deploy an app, your users
need credentials that allow them
to access the Visual Builder
instance (deployment target). If
an instance isn't available for
them, you must create it.

Further, to make the Visual
Builder instance available for
selection as your environment's
deployment target, VB Studio
must be authorized to access that
instance.

2. Get the required IDCS roles
assigned to you.

Get the Required IDCS Roles

To create and set up the VB
Studio instance, you must be
assigned some specific IDCS
roles.

3. (Optional) Configure VB Studio
to run build jobs and pipelines.

Configure VB Studio to Use the
Free VM Executor for Build Jobs
and Pipelines

To run build jobs and pipelines,
you must configure VB Studio to
connect to an OCI paid account
or the built-in free account.
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@® Note

If you're developing a visual application using an instance of VB Studio that was
provisioned in your Oracle Cloud Applications account, follow the procedures in
Create and Set up a Project for Development.

Get Access to Visual Builder Instances

You can deploy a visual application to a separate Visual Builder instance—you cannot deploy
to Visual Builder Studio itself.

If you don't already have an instance to deploy to:

1.

Create a Visual Builder Service Instance.
To create an instance, you'll need the IDCS
VISUALBUILDER_ENTITLEMENT_ADMINISTRATOR service role.

Add an IDCS User to Your Cloud Account and assign the user a Visual Builder role to
connect and deploy applications.

You'll also need to configure the instance once it's created. If you're a Visual Builder runtime
administrator, sign in to the Visual Builder runtime to complete these tasks, as described in
Administering Oracle Visual Builder, Gen 2:

Access Instance Settings

Configure Security Options for Applications

Set Page Messages for Access Denied Errors

Allow Other Domains Access to Services

Switch to Your Own Oracle DB Instance

Reset an Expired Password or ATP Wallet for Your Oracle DB Instance

Manage Self-signed Certificates

Configure Support for a Custom Domain

It's important to keep these things in mind before you deploy a visual application to a Visual
Builder instance:

The Visual Builder instance must be version 19.4.3.1 or later.

To ensure that business objects work properly, your Visual Builder administrator must
manually add the VB Studio hostname to the allow list for each Visual Builder instance. For
more information, see Add an Allowed Origins Domain.

If you need to create a Visual Builder instance to deploy to, create it in the same Oracle
Cloud account and identity domain as the VB Studio instance you are developing the
visual application with. When you need to deploy your app for testing or to go live, you'l
need to create instances for those environments using working credentials in different
identity domains. See Create a VB Studio Instance in Your Oracle Cloud Account.

Follow your organization's guidelines to create and set up Visual Builder instances for
deployment targets. Your guidelines may suggest that you create instances for different
deployment environments, such as development, integration, test, pre-stage, stage, pre-
production, and production. You can create these instances in different identity domains or
in a common identity domain.
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This documentation assumes that you have created and set up Visual Builder instances
you can deploy to in your development and production environments, where each instance
is in a different identity domain.

To deploy your visual application to Visual Builder development and production instances,
you'll need credentials to access them. You'll be prompted for these credentials when you
set up the instances or when you perform a manual deployment to those instances.

® Note

Make sure your VB Studio instance is authorized to access Visual Builder
instances connected to your OCI account. Without this authorization, your users
won't be able to create environments with a Visual Builder instance to deploy their
visual applications. See Authorize VB Studio to Access Visual Builder and
Integration Instances on the steps to complete this authorization.

Get the Required IDCS Roles

Make sure that you have the necessary identity domain roles you'll need to set up VB Studio
on an OCI tenancy:

You must be assigned this role: To ...

Identity Domain Administrator or User Add users and assign IDCS roles.
Administrator

DCS_INSTANCE_ENTITLEMENT_ADMINISTRAT Create the VB Studio instance.

OR

DEVELOPER_ADMINISTRATOR Set up VB Studio. After you're assigned the role,
you're considered VB Studio's Organization
Administrator.

OCI_Administrator (OCI Administrator) Set up OCI compartments and buckets, which are
required to set up the VB Studio build system.

Set Up the VB Studio Project for Development

After setting up VB Studio, follow these steps to create and set up a project for developing your
visual applications.

To perform this action: See this: Why do | need to perform this
action?

1. Create a project for visual Create and Set up a Project for ~ To develop a visual application,

applications and set up the Development you must create a VB Studio

project for development. project and set up the project for
your developers.

2. Add users to the project. Add Users to the Project To allow your team members to

access the visual application
project, invite them to join the

project.
3. (Optional) Configure advanced Optional Configuration These settings are optional,
settings. depending on your configuration.
4. Developers can now create Develop Your Application This is the main development
visual applications. stage for your visual app.
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Create and Set up a Project for Development

A project gathers all the resources you need for developing software—in this case, a project for

visual applications.

After you've set up VB Studio to develop visual applications, follow the steps in this table to

create an empty project, add an environment with a Visual Builder instance, configure the
deployment job, and add users to the project. When your VB Studio instance is in a different
identity domain than your Visual Builder instance, you'll additionally need to authorize the
connection to your Visual Builder instance.

@ Tip

Instead of creating an empty project and setting it up manually (as described here),
you can use the Visual Application template to quickly create a project with everything
you need to develop visual applications. Note though that this option is available only
when your VB Studio instance is in the same identity domain as your Visual Builder
instance. See Create and Set Up a Project Using the Visual Application Template.

Action How to

1. Create an empty VB 1

Studio project.

8.

Sign in to VB Studio. See Access VB Studio from the Oracle Cloud Home
Page.

On the Organization page, click + Create.

On the Project Details page, enter a unique name and description for
the project.

In Security, select the project's privacy setting.

A private project is accessible to invited users only. Users who aren't
invited can't access it or make changes to it. You can invite users after
creating the project.

A shared project is accessible to all users of the organization. Any user
can view the source code, create or update issues, edit wiki pages, and
interact with project builds. However, only invited users can make
updates to the source code in Git repositories, create and run build jobs,
and perform deployment operations.

In Preferred Language, specify the language for the email notifications
your project users will receive. You can change the language in which the
user interface appears in your user preferences.

Click Next.

On the Template page, select the Empty Project template, then click
Next.

On the Properties page, select the wiki markup type, then click Finish.

After the project is provisioned, the Project Home page opens where you can
see a summary of the project's provisioning activities. Review the activities
feed for any errors.
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Action

How to

2. In the project, create
an environment with
your Visual Builder
instance.

@® Note

Before you try to create an environment, make
sure your VB Studio instance is authorized to
access the Visual Builder instances that are
connected to your OCI account. Without this
authorization, those instances won't be available
for selection in your environment as a deployment
target. See Authorize VB Studio to Access Visual
Builder and Integration Instances.

In the navigation menu, click Environments 'ﬂ, then click + Create
Environment.

In Environment Name and Description, enter a unique name and
description, and click Create.

In the environment's Service Instances tab, click Add Instance.
Locate and add your Visual Builder instance:

a. Make sure Instance Type is set to Visual Builder and Add Instance
Using is set to Instance List. This is the preferred approach.

b. Click 4 next to OCI Details, select the region and compartment
where your Visual Builder instance is, and click Update.

c. Select your Visual Builder instance from the selected compartment's
instance list and click Add.

If you don't see the instance you want to add (because it's connected to a
different OCI account), select Visual Builder Credentials under Add
Instance Using. In Base URL, enter the Visual Builder instance's URL;
update the Instance Name if needed; enter the credentials of a user who
can access the Visual Builder instance in Username and Password; and
click Add. Note though that using this approach won't allow you to set up
OAuth for this environment in the deployment build job, used by the
Publish action in the Designer (depending on setup).

If your target instance uses a different identity domain than your VB
Studio instance, OAuth tokens (via three-legged OAuth flows) are used to
secure programmatic access to the instance. Before any OAuth tokens
can be created, you must provide authorization to acquire OAuth tokens.
Click Authorize when prompted, then sign in with credentials to connect
and deploy to the target instance.

Once you're done, the Recent Activities feed on the Project Home page lists
the newly created environment along with the Visual Builder instance you
added.
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Action How to

3. When users are ready,
they can create a
workspace in the project.

In the navigation menu, click Workspaces ,ﬂ.
Click New and select New Visual Application.

In Workspace Name, add a name for your workspace.

P O DN P

In Development Environment, select the environment you created in
the previous step.

5. In Visual Application Template, don't change the default (Default VB
Application).

6. In Git Repository, select Create new repository, and enter a repository
name and working branch name.

When a visual application is created via a new workspace, it's configured to
deploy directly to the development Visual Builder instance, without the use of
a CI/CD pipeline. If needed, you can instead enable the CI/CD pipeline for the
target branch you're merging to.
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Action

How to

4. (Optional) The user
that created the visual
application will need to
configure their
deployment job.

If you're not using CI/CD pipelines for deployment, skip this step.

1.
2.

In your Visual Builder Studio navigation menu, click Builds 'F

In the Jobs tab, click the deployment job. When you create a workspace,
the packaging and deploy jobs are automatically created and take the
name of your repo. (They will be disabled, however, until you enable
them.)

Click Configure, then click the Steps tab.

In Target Instance, make sure that the environment you created in Step
2 is selected.

In the Authorization section, specify the authorization type to run this
build step. With Use OAuth selected by default, you'll see the

Aut horization is required message, indicating that this build step
needs a one-time authorization to handle OAuth requests to your
environment's Visual Builder instance. Click Authorize and enter
credentials to access your Visual Builder instance; you can also run the
job manually and enter the credentials when prompted.

Either way, it is recommended that you authorize your OAuth connection
during initial configuration. If you skip this step, you won't be able to
publish your changes from the Designer and will need to complete the
required authorization before attempting to deploy changes.

Once authorized, the Aut hori zati on has been provi ded message
shows.

@ Note

OAuth is the recommended authorization type. Use Basic
authentication only if you run into issues with setting up an
OAuth connection. To use Basic authentication, select Use
Basic, then enter the credentials of a user who can access the
Visual Builder instance in Username and Password.

OAuth tokens (access and refresh) are cycled during regular use. A
refresh token is used to obtain an access token whenever a user
accesses the target instance. This refresh token is typically valid for
seven days. (The token expiration time is set in the IDCS resource app
and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the
active refresh token generates a new access token and a new refresh
token. This cycle continues indefinitely as long as the refresh token stays
valid. If the refresh token expires during extended periods of inactivity
(say, when you're away on vacation), click Renew Authorization (or run
the job manually, so you're prompted to authorize any expired OAuth
tokens).

(Optional) Choose Use custom file names and add custom file name
details.

(Optional) To overwrite the application's default version, specify the new
version in Application Version. Leave it empty to use the version
defined in the application's vi sual - appl i cati on. j son file.

Don't deselect the Include the application version in the URL
checkbox.
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Action How to

8. (Optional) In Application Profile, specify the development application
profile. Leave it empty to use the application's default profile.
Using application profiles, you can define different combinations of
servers and security settings for each of your environments, and use
them when deploying the application to an environment. To learn more,
see What Are Application Profiles?

9. (Optional) To use the existing application's database, in Data
Management, select Keep existing environment data. To use a clean
database for the application, in Data Management, select Use clean

database.
10. Click Save.
5. Add users to the To allow your team members to access the visual application project, invite
project. them to join the project. See Add Users to the Project.

Create and Set Up a Project Using the Visual Application Template

When your VB Studio instance is in the same identity domain as your Visual Builder instance,
you can create a project based on the Visual Application template, then make a few
configuration settings in the project so that it's ready for developing visual applications.

Here's a summary of how to create and set up a VB Studio project for development starting
with the Visual Application template:

To perform this action: See this:
1. Create a project. Create a Project Using the Visual Application
Template

® Note

Before you try to
create a project, make
sure your VB Studio
instance is authorized
to access Visual
Builder instances that
are connected to your
OCI account. Without
this authorization,
these instances won't
be available for
selection as a
deployment target in
your project. See
Authorize VB Studio to
Access Visual Builder

and Integration
Instances.
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To perform this action:

See this:

2. (Optional) Configure the deployment job to add
credentials for connecting to the target
development instance.

Configure the Deployment Job

When you create a project using the Visual
Application template, a workspace is created that's
configured to deploy your visual application to the
development Visual Builder instance via a CI/CD
pipeline. If you prefer, you can disable the CI/CD
pipeline and instead deploy directly to the
development Visual Builder instance.

If you disable the CI/CD pipeline for deployment,
skip this step.

3. (Optional) Verify your credentials by running the
development pipeline.

Run the Pipeline Manually
If you disable the CI/CD pipeline for deployment,
skip this step.

4. View the deployed visual applications.

View the Deployed Visual Application

5. Add team members to the project.

Add Users to the Project

Create a Project Using the Visual Application Template

If you're developing a visual application using a VB Studio instance that's in the same identity
domain as your Visual Builder instance, you can quickly get started by basing your project on

the Visual Application project template.

1. Signinto VB Studio. See Access VB Studio from the Oracle Cloud Home Page.

2. Onthe Organization page, click + Create.

3. On the Project Details page of the New Project wizard, enter a unique name and

description for the project.

4. In Security, select the project's privacy:

a. Select Private to restrict access to project members only.

Select the Discoverable checkbox to allow organization members that aren't org
admins or project members to see basic information, such as name and owner contact
information, about your private project. Private projects that aren't discoverable won't

be exposed to non-members.

b. Select Shared to make the project code, wiki docs, tasks, and builds available to

anyone inside your organization.

5. In Preferred Language, specify the language for the email notifications your project users

will receive.

You can change the language in which the user interface appears in your user

preferences.
6. Click Next.

7. Onthe Project Template page, select the Visual Application project template, and then

click Next.

8. Onthe Project Properties page:

a. In Git Repository Name, change the Git repository's default name, if required.

b. In Region and Compartment, select the OCI region and compartment where your

Visual Builder instance is.

c. In Development VB Instance, if not already selected, select the Visual Builder

development instance.
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If you don't see the Visual Builder instance you need, go back and revise your
selections for the OCI region and compartment.

In Visual Application Template, select a visual application template available on the
selected development instance.

By default, VB Studio uses the Default VB Application template. To select another
template, click Change Template, select the template and click Use Selected.

(Optional) In Workspace Name, if required, change your private workspace's hame.
By default, it is Wor kspacel.

A workspace contains all the artifacts that you need to develop visual applications,
including a clone of this project's Git repository—and the branch—containing the source
files. To learn more about workspaces, see Create a Workspace in Building
Responsive Applications with Visual Builder Studio.

(Optional) In Working Branch Name, if required, change the workspace's working
branch name. By default, it is br anchl.

When the project is provisioned, the Git repository's mai n branch contains your
application's files. While creating the workspace, VB Studio creates a copy of the mai n
branch, renames it with your specified name and uses it as the workspace's working
branch.

Click Next.

On the Team page:

a.

Click Add Members and select users or groups to add to the project, from the list
displayed.

Select the membership (Project Owner, Developer Full Access, Developer Limited
Access, or Contributor) that the members you're adding will have in the project.

See What Are Project Memberships? for more information about each membership.
Click Add.

Repeat substeps a, b, and c for different users and groups with various membership
types, if needed.

10. Click Finish.

After the project is provisioned, the Project Home page opens where you can see a summary
of the project's provisioning activities; default environment; default workspace; and Git, Maven,
and NPM repositories. Review the activities feed and the Environments box for any errors.

When you create a project using the Visual Application template, these artifacts are created for

A Git repository, which contains the visual application's source code.
To see the Git repository's files, go to the Project Home page, click the Repositories tab,
then click the Git repository name:
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Repositories Statistics Team
Filter Git repositories Q
All Favorites Favorites First
‘;f}' employee-management.git Clone

* A Development environment pointing to the Visual Builder development instance.
In the left navigator, click Environments £ to see the Development environment:

Create Environment q . 4
® Service Instances Details Certificates Deployments

1 Instance @ | 2 Backends

@ Development | + Add Instance

Visual Builder Development

Visual Builder
a myVisualBuilderinstance
Status . Available (4:18 PM)
Response Time . 374 ms

> Details

e Build jobs that package and deploy the visual application's artifact to the Visual Builder
development instance.
By default, the Visual-Application-Package and Visual-Application-Deploy jobs are
created for you. The Visual-Application-Package job generates the visual application's
artifact file. The Visual-Application-Deploy job deploys the visual application's artifact file
to the Visual Builder development instance.

In the left navigator, click Builds 7 and then click the Jobs tab to see the build jobs:

Jobs (16) Job Queue (0) Pipelines (10) Pipeline Queue (0) Auto Refresh ._] Q
@ view Job statistics ‘ All Jobs Successful Jobs Failed Jobs Test Failed Jobs YAML Jobs ‘
~ ~ ~ ~ Last ~ ~ .
Status v Private © . Weather < Job < Last Successful < < Duration < Actions
Unsuccessful
® Prod-Visual-Application-Package N/A N/A N/A
® Prod-Visual-Application-Deploy N/A N/A N/A
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To run builds of the package and deploy jobs, you must first allocate VM build executors
and make the appropriate deployment configurations. Without the appropriate
configuration or VM executors, the builds won't run.

A pipeline to run the build jobs in a sequence.
In the left navigator, click Builds 7 and then click the Pipelines tab. In the pipeline's row,

click the Actions """ menu and select View Layout.

- Visual-Application-Package | - Visual-Application-Deploy

If you prefer to bypass the CI/CD pipeline and instead deploy directly to your Visual Builder
instance, change the CI/CD pipeline setting.

A private workspace to edit the visual application in the VB Studio Designer.
In the left navigator, click Workspaces A to see the workspace:

Search Q|| Mine | Others New ¥ Import Clone From Git

@ A workspace connects you to everything you need—the right Git repository, the right environment and, if required, the right sandbox_It's the foundation for your X
app. Tell me mere about workspaces

Repository T4 Current Branch Tl Current Sandbox 14 Environment 1 LastOpened Tl Size T

Workspacel employee-management.git branch1 @ Development | 3 minutes ago 9.7KB

ual Application

By default, the project uses the organization's default markup language. Your project's
users use the markup language to format wiki pages and comments. If required, you can
change the project's markup language from the Project Administration page. See
Change a Project's Wiki Markup Language.

A VM executor is created if this project is VB Studio's first project and no build VM
executors had existed when you created the project. The VM executor uses the System
Default OL7 for Visual Builder build executor template. You can use this VM executor to
run build jobs that reference the System Default OL7 for Visual Builder template in the
current project and other projects as well. See VM Build Executors for more information
about VM executors and build executor templates.

In the left navigator, click Organization & and then click the VM Build Executors tab to
see the VM executor.

Overview 1VM None of your 1 VM build executors are currently running. None of your VMs are in an error state.
Search Q @

O Template T Region 1l Shape 1l CgD 1l Details ;g': 1 Actions
[J  sSystem Default OL7 for Visual Builder us-ashburn-1 VM. Standard E2.2 oo Pending
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Configure the Deployment Job

The deployment job deploys the visual application's build artifact to your Visual Builder
development instance. In the deployment job, specify the application's version and profile, and
the credentials required to connect and deploy the build artifact to your Visual Builder
development instance.

1.
2.

In the left navigator, click Builds 7.
In the Jobs tab, click the deployment job.
Click Configure.

Click Configure 7.
Click the Steps tab.

In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation i s required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Visual Builder instance. Click Authorize and enter credentials to
access your Visual Builder instance; you can also run the job manually and enter the
credentials when prompted.

Either way, it is recommended that you authorize your OAuth connection during initial
configuration. If you skip this step, you won't be able to publish your changes from the
Designer and will need to complete the required authorization before attempting to deploy
changes.

Once authorized, the Aut hori zati on has been provi ded message shows.

@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then enter the credentials of a user who can
access the Visual Builder instance in Username and Password.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).

(Optional) To overwrite the application's default version, specify the new version in
Application Version. Leave it empty to use the version defined in the application's
vi sual -appl i cation.json file.

Don't deselect the Include the application version in the URL check box.

(Optional) In Application Profile, specify the development application profile. Leave it
empty to use the application's default profile.
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Your visual application accesses data from different servers for REST services and may
need different security settings for different environments, such as development and
production. Using application profiles, you can define different combinations of servers and
security settings for each of your environments, and use them when deploying the
application to an environment. This simplifies management of the visual application as you
move through development to production. To learn more, see About Application Profiles.

9. (Optional) To use the existing application's database, in Data Management, select Keep
existing environment data.

To use a clean database for the application, in Data Management, select Use clean
database.

10. Click Save.

Run the Pipeline Manually

The development build pipeline runs automatically when a commit is pushed to the Git
repository's branch specified in the packaging job.

If you want to run the pipeline manually:

1. Inthe left navigator, click Builds il
2. Click the Pipelines tab.

3. In development pipeline's row, click the Actions *** menu and select Run Pipeline.

To monitor the pipeline and see each job's status, click the pipeline's name. To see a job's build
log, click the job's name and click View Log.

If you want to run a job's build manually, open the job's details page and click Build Now. You
can monitor its build on the job's details page.

View the Deployed Visual Application

After the deployment job has successfully run, you can view the deployed applications in the
Deployments tab of the Environments page.

In the left navigator, click Environments h}

Select the Visual Builder environment.

Click the Deployments tab.

If not enabled, click the Visual Applications toggle button.

g & B d P

If the Visual Builder instance is from a different identity domain, provide its access
credentials.

6. Expand the app's name to see the deployed app's link.

The Deployments tab displays the applications you've deployed from the current project.
It doesn't show applications deployed by other users of the project, or applications
deployed from other projects. Here's an example:
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Service Instances Details Certificates Deployments

Visual Applications

@  This table shows deployments only for the current project.

Git Repository & Application URL Root  ~ Service (Target) < Schema © Status <
~ myvisualapp myvisualapp VisualBuilder-Dev SP15594091... E Deployed
] webapp
» myvisualapp myvisualapp VisualBuilder-Dev SP15504001... [ Deployed
» myvisualapp myvisualapp VisualBuilder-Dev SP15594091.. E Shared

Version &

0.1

vbshare_1

Updated © Actions

Yesterday at 9:35 AM

Yesterday at 11:52 AM

Mon at 3:22 PM

If you want to undeploy your deployed visual application, you can do so manually or through a

job configuration. See Undeploy a Visual Application.

Use CI/CD Pipelines for Deployment

Visual applications can be deployed to your development Visual Builder instance either directly

or via continuous integration and delivery (CI/CD) pipelines.

» Direct deployment means that, when you click Publish in the Designer, your visual
application is merged to a target branch in the remote repo, such as the mai n branch, and
then deployed directly to the environment associated with your workspace.

This is the default deployment method for new workspaces you create.

« CI/CD pipelines, meanwhile, provide flexibility—for example, you can configure a pipeline
to deploy dependent artifacts to the target environment in parallel, run builds on a specified

schedule, or discard old builds and artifacts.

You can set this up by enabling a CI/CD pipeline for the target branch you want to merge
to, and configuring that pipeline to suit your organization's needs.

@® Note

Use a combination of whichever deployment options work best. For example, in your
organization, maybe it's most efficient to deploy a visual application directly to your
development Visual Builder instance using the Publish button. At the same time, you
can leverage the use of CI/CD pipelines for deployments to other Visual Builder

instances, as well as to automate certain lifecycle operations tasks.

Here's a brief rundown of a few key differences between the two publishing options:
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Publishing Aspect

Publish Directly

Publish via CI/ICD Pipelines

Deployment flexibility

The key benefits of publishing a visual
application directly to a Visual Builder
instance using the Designer's Publish
button are speed and simplicity. The
deployment process is straightforward,
but not flexible.

Flexibility is the main reason to use
CI/CD pipelines. When clicking Publish,
maybe you'd like your visual application
to be deployed not just to a DEV
instance, but to other instances as well.

You can also do things like configure a
pipeline to download archived artifacts
or discard old builds and artifacts, for
example, or run builds on a specified
schedule.

Speed

Publishing a visual application directly to
a Visual Builder instance is fast.
Deployment happens immediately, so
end users can quickly view the changes.

When publishing a visual application
using a CI/CD pipeline, the deployment
process isn't immediate. You might need
to wait for the entire process to
complete before others can see the
changes.

Deploying to multiple instances

You can deploy your visual application
to your DEV instance directly, without
using a CI/CD pipeline.

To deploy that visual application to other
instances, however, you must use CI/CD
pipelines.

You can configure CI/CD pipelines to
deploy changes to any instance, not just
to your DEV instance. You can also
configure a pipeline to deploy to multiple
instances simultaneously.

Merge requests

Since deployment is immediate, you
can't include merge requests as part of
the publishing process. To get changes
reviewed, therefore, merge requests
must be created before clicking
Publish.

When publishing a visual application
using a CI/CD pipeline, you do have the
option to build in merge requests.

Approval workflow

When publishing directly to a Visual
Builder instance, there aren't any built-in
approval workflow capabilities. If you
have access to an environment, you can
deploy to it.

With CI/CD pipelines, you can add an

approval item that requires one or more
authorized users to manually approve a
step before executing the rest of its run.

For example, a pipeline can
automatically deploy a visual application
to your DEV and TEST instances, but
require a manager's approval before
deploying to your PROD instance.

Logs and build history

Publishing directly to a Visual Builder
instance doesn't provide a record of
build details, log reports, and build
history.

If you've used a CI/CD pipeline to
deploy a visual application, prior logs
and build history are available for
review.

Support for rolling back visual
applications to a previous version

If a visual application was published
directly to a Visual Builder instance, that
visual application can't be redeployed at
a later time.

If a visual application was deployed
using a pipeline and its build artifacts
were archived, it can be redeployed at a
later time, if needed.

Add Users to the Project

You must explicitly add users before they can work within a project, as explained in this table:

Administering Visual Builder Studio
G49427-01

Copyright © 2020, 2026, Oracle and/or its affiliates.

January 6, 2026
Page 16 of 29



ORACLE’

Chapter 4
Set Up the VB Studio Project for Development

If you want to:

Do this:

Add a user to the project

1. In the left navigator, click Project Home I:l
2. Click the Team tab.
3. Click + Create Member.
4. Click the Username drop-down list.
5. Under Users, select the user.
If you can't find a particular user, enter the user's name or username in
the search box. As you begin typing, users matching the search term are
displayed.
6. From the membership option types, select the user's membership.
7. Click Add.
Add a group to a project
1. In the left navigator, click Project Home D.
2. Click the Team tab.
3. Click + Create Member.
4. Click the Username drop-down list.
5. Under Groups, select the group.
6. From the membership option types, select the membership you want to
assign to the group's members.
7. Click Add.
Add multiple users or
groups to the project 1. Inthe left navigator, click Project Home Q.
2. Click the Team tab.
3. Click + Create Member.
4. Click the Username drop-down list.
5. From the drop-down list, select a user or a group. Click Username again
to select another user or group.
If you can't find a particular user, enter the user's name or username in
the search box. As you begin typing, users matching the search term are
displayed.
6. From the membership option types, select the user's membership.
7. Click Add.

Change a user's or a
group's project
membership

To change a user's or a group's project membership, click the Change

_ Q . .
Membership icon ~ From the dropdown, select a new project membership
(Contributor, Developer, Developer Limited, or Project Owner).

Remove a user or a
group from the project

Before removing a user, change the ownership of any assigned issues and
merge requests to another user.

For the user or the group you to remove, click Remove @
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Optional Configuration

After setting up the project, you can follow these optional steps to configure some advanced
settings in your project. You can perform these steps at any time during your development
cycle.

To perform this action: See this:

Configure the packaging job to change the visual ~ Step 7 in Configure the Packaging Job
application’s archive file names.

By default, the packaging job generates two archive

files: sources. zi p and bui | t - asset s. zi p. If

you want to specify custom file names, configure

the packaging job.

Protect the Git repository's mai n branch for Set Merge Restrictions on the mai n Branch
unapproved code updates.

By default, a branch is accessible to all project

users and anyone can make changes to its files. To

restrict changes and push commits to the mai n

branch, set restrictions on it to allow branch

merges only after they are approved.

Configure the Packaging Job

If you've set up your visual application to use CI/CD pipelines for deployment, the packaging
job generates two archive files from your visual application's source files: a source archive file
that contains the visual application's source files and a build artifact archive file. You have the
option to specify custom file names for these archive files.

If you don't want to change the visual application's default archive file names, there's no need
to configure the packaging job. However, if you do want to specify custom names, follow these
steps:

1. Inthe left navigator, click Builds il

2. Inthe Jobs tab, click the packaging job.

3. Click Configure.

4. Click Configure 7.
5. Click the Steps tab and navigate to the Visual Application Packaging section.

6. By default, the build jobs minifies the application's source code before running the build. If
you don't want to minify the source files, deselect the Optimize application check box.

Minification is a process to remove the unnecessary characters (such as blank spaces,
new lines, and comments) from the source code and reduce the size of the files, making
the transfer of files consume less bandwidth and storage.

7. If you want to change the default names of the archive files, in File names, select Use
custom file names.

In Sources, specify the visual application source archive file's name and path. In Build
Artifact, specify the build artifact archive file's name and path.
You'll need both archive files to deploy the visual application.

8. Click Save.
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If you change the default file names of archive files, then remember to configure the
deployment job to use the same file names.

1.
2.

3
4.
5
6

In the Jobs tab, click the deployment job.
Click Configure.

Click Configure il
Click the Steps tab and navigate to the Visual Application Deployment section.
In File names, select Use custom file names.

In Sources and Build Artifact, enter the same file names (with path) you specified in the
packaging job.

Click Save.

Set Merge Restrictions on the min Branch

By default, the mai n branch is accessible to all project users and anyone can make changes to
its files. To restrict changes and who can push commits to it, you may want to set restrictions
on it to allow branch merges only after they are approved.

g » 0 b PR

10.

11.

In the left navigator, click Project Administration &

Click Branches.

In Repository and Branches, select the Git repository and the mai n branch.
Select the Requires Review option.

In Default Reviewers, enter and select the users.

A default reviewer is a project member who is automatically added as a reviewer when a
merge request is created on the branch.

From the Approvals drop-down list, select the minimum number of reviewers who must
approve the review branch of a merge request, where the selected branch is the target
branch

(Optional) To allow a review branch to be merged to the selected branch only if the last
build of the linked job in Merge Request is successful, select the Require successful
build check box.

To use this option, link a build job to a merge request.

(Optional) If you want to reset the approval status of reviewers if change is pushed to a
branch after they have approved the merge request, select the Reapproval needed when
branch is updated check box.

(Optional) To ensure changes pushed to the target branch match the contents of the
review branch, select the Changes pushed to target branch must match review
content check box.

(Optional) In Merge Request Exempt Users, specify users who can bypass the branch
restrictions and merge the review branch of a merge request outside VB Studio or without
required approvals.

This is useful if you want to allow some users to merge the review branch irrespective of
review conditions being met.

Click Save.
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Develop Your Application

Now that you've set up VB Studio and created a visual application project and added users to
it, guide your organization members who develop visual applications to these documents to
learn more about VB Studio.

< Build Enterprise Apps in Minutes in Building Responsive Applications with Visual Builder
Studio describes how to create, edit, and publish visual applications.

e Get Started in Using Visual Builder Studio is a good resource, as it explains how to
manage a project, create and manage issues and Agile boards, review source code with
merge requests, and more.

Set Up Additional Deployment Instances

If you want to deploy a visual application to additional Visual Builder instances (for example, a
production or QA instance), you must create a separate VB Studio environment and add the
instance to it. You can add only one Visual Builder instance to an environment.

1. In the left navigator, click Environments ]
2. Click + Create Environment.

In Environment Name and Description, enter a unique name and description, and click
Create.

3. Inthe Service Instances tab, click Add Instance.
4. Locate and add your Visual Builder instance:

e With Instance Type set to Visual Builder and Add Instance Using set to Instance List
(preferred), select your Visual Builder instance and click Add.

e If you don't see the instance you want to add (because it's connected to a different OCI
account), select the Authentication method as Visual Builder Credentials. In Base
URL, enter the Visual Builder instance's URL; update the Instance Name if you want;
enter the credentials of a user who can access the Visual Builder instance in
Username and Password; and click Add.

If your target instance in a different identity domain than your VB Studio instance, OAuth
tokens (via three-legged OAuth flows) are used to secure programmatic access to the
instance. Before any OAuth tokens can be created, you must provide authorization to
acquire OAuth tokens. Click Authorize when prompted, then sign in with credentials to
connect and deploy to the instance.

After you add a Visual Builder instance to an environment, the Service Instances tab displays
a tile that shows basic information, such as status and response time, about the instance. Click

> Details to see additional information (Visual Builder release version, Instance URL, etc.) or
click the Home Page link to visit its home page URL.

If the newly added instance stays in the Unknown status for some time, it usually indicates
that IDCS Application provisioning may have failed. VB Studio added the Visual Builder

instance but can't access it. In such a case, click Actions *** and select Remove to delete the
Visual Builder instance from the environment, and then click Add to add it again.
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@® Note

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is
used to obtain an access token whenever a user accesses the target instance. This
refresh token is typically valid for seven days. (The token expiration time is set in the
IDCS resource app and may be different based on your security requirements.) If the
user authenticates with the target instance within the seven-day period, the active
refresh token generates a new access token and a new refresh token. This cycle
continues indefinitely as long as the refresh token stays valid. If the refresh token
expires during extended periods of inactivity (say, when you're away on vacation), click

Actions """ and select Renew OAuth Access.

Once you're done, the Recent Activities feed on the Project Home page lists the newly
created environment along with the Visual Builder instance you added.

Set Up the Project to Deploy for Production

After your development and test cycles are complete, you may want to configure the project to
build and deploy visual applications to the Visual Builder production instance.

Before you proceed, contact the Visual Builder administrator and make sure that the Visual
Builder production instance is properly configured and running. For example, make sure that
the production instance's security options are configured and the instance points to the correct
database.

Here's a summary of how to set up the VB Studio project for deployment:

To perform this action: See this:

1. In the VB Studio project, create an environment Set Up Additional Deployment Instances
for the Visual Builder production instance. The

Visual Builder production instance usually resides

in another identity domain.

2. Create a production branch from the mai n Create a Production Branch

branch. Use this branch to push your application to

production.

3. Create the production packaging and Create and Configure Production Build Jobs
deployment build jobs, and set up the pipeline.

4. (Optional) Restrict users who can edit the Configure Job Protection Settings

production jobs or run their builds.

Before you run production jobs, make sure that all code changes have been pushed to the
production branch and there are no open merge requests.

Create a Production Branch

Follow your organization's guidelines to create a branch and protect it from unverified changes.
To protect the branch, you can set merge restrictions, make the branch private and restrict who
can push commits to it, or freeze it.

1. In the left navigator, click Git d.

2. Click the Refs view and then click Branches &7 .
3. From the Repositories drop-down list, select the repository.
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Click + Create Branch.

In the New Branch dialog box, in Name, enter the branch name. From the Base drop-down
list, select the mai n branch as the base branch.

Click Create.

After creating the production branch, if you want to set merge restrictions on it, see Set Review
and Merge Restrictions on a Repository Branch. To freeze the branch or make it private, or set
other restrictions, see Protect a Branch.

Create and Configure Production Build Jobs

You need to set up some packaging and deployment jobs before you can deploy visual
applications to your Visual Builder production instance. This topic explains how to do that.

@ Tip

If you prefer, VB Studio can create and enable the build jobs and pipeline for you. In
the visual application's Settings editor, under Building and Publishing, select the
production branch and then click Create CI/ICD Pipeline. You can then modify the
newly created build jobs as needed (see the guidance below for additional
configuration steps). For example, in the deployment job, the deployment target is
always the environment associated with the workspace, so you'll need to change the
target instance to your production instance.

Before you configure production build jobs, make a note of these:

In the production packaging job, use the Git repository's production branch to generate
production artifacts.

In the development packaging job, if you changed the default file names of archive artifact
files, get the new names and their paths. You'll need them when you configure the
production packaging job.

If you configured the development packaging job to overwrite the application's version
defined in vi sual - appl i cati on. j son, get the new version. You'll need it when you
configure the production packaging job.

While configuring deployment build jobs, you specify whether to include the application's
version in its URL. A visual application without the version in its URL is called a Live
application. Usually, you deploy a live application to a production instance.

If you deploy a version of a visual application that's never been deployed, VB Studio
overwrites the last deployed version with the new version.

VB Studio doesn't undeploy the previously deployed version from the production instance.
It continues to remain on the target instance, but is inaccessible.

If you want to redeploy a live application or a previously deployed version, undeploy it first,
else the deploy build fails. To undeploy a previously deployed visual application version,
configure a undeploy build job and run it. You can't undeploy it manually from the
Environments page.

If you're deploying an app to a custom URL, you must configure the deploy job to deploy to
the environment hosting the custom URL. You can only deploy the app using basic auth
authentication, so you'll need to confirm that the credentials required to connect and
deploy to the environment are correct.

If you've created an application profile for production, get its name. You'll need it when you
configure the production deployment job.
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Create a Production Packaging Build Job

The production packaging job generates a visual application artifact that's ready to deploy.

1
2
3
4,
5
6

10.
11.
12.
13.

14.

15.
16.
17.

18.

19

In the left navigator, click Builds il

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.
Click Create.

Click Configure 7.

Click the Git tab.

From the Add Git list, select Git.

In Repository, select the Git repository. In Branch or Tag, select the production branch.
Click the Steps tab.

From Add Step, select Visual Application, and then select Package.

By default, the build jobs minifies the application's source code before running the build. If
you don't want to minify the source files, deselect the Optimize application check box.

Minification is a process to remove the unnecessary characters (such as blank spaces,
new lines, and comments) from the source code and reduce the size of the files, making
the transfer of files consume less bandwidth and storage.

If you want to change the default names of the archive files, in File names, select Use
custom file names.

In Sources, specify the visual application source archive file's name and path. In Build
Artifact, specify the build artifact archive file's name and path.
You'll need both archive files to deploy the visual application.

Click the After Build tab.

From Add After Build Action, select Artifact Archiver.

In Files to archive, enter the build artifact name. You can also use wild characters. For
example, *. zi p.

If you want to discard old artifacts of the build, click Settings £ In the General tab, select
the Discard Old Builds check box and specify the discard options.

Click Save.

Create a Production Deployment Build Job

The production deployment job deploys the visual application's artifact that was generated in
the production packaging job to the Visual Builder production instance. Before you create the
job, get the access credentials of a user who can connect and deploy to the Visual Builder
production instance.

1.
2.

In the left navigator, click Builds .
In the Jobs tab, click + Create Job.
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In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.
Click Create.

Click Configure il
Click the Before Build tab.
From Add Before Build Action, select Copy Artifacts.

In From Job, select the production packaging job that generated the visual application's
artifact.

In Which Build, select Last Successful Build.

Leave other fields with their default or empty values.

Click the Steps tab.

From Add Step, select Visual Application, and then select Deploy.
In Target Instance, select the Visual Builder production instance.

In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation is required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Visual Builder instance. Click Authorize and enter credentials to
access your Visual Builder instance; you can also run the job manually and enter the
credentials when prompted.

Either way, it is recommended that you authorize your OAuth connection during initial
configuration. If you skip this step, you won't be able to publish your changes from the
Designer and will need to complete the required authorization before attempting to deploy
changes.

Once authorized, the Aut hori zati on has been provi ded message shows.

® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then enter the credentials of a user who can
access the Visual Builder instance in Username and Password.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).

In the production packaging job, if you changed the default file names of archive artifact
files, then in File names, select Use custom file names.
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In Sources and Build Artifact, enter the same file names (with path) you specified in the
packaging job.
If you didn't change the file names, use the default option.

(Optional) If you configured the development deployment job to overwrite the application's
default version, specify the same version in Application Version. Leave it empty to use
the version defined in the application's vi sual - appl i cati on. j son file.

If the version is already deployed, undeploy it first.
Deselect the Include the application version in the URL check box.

When deploying to a production instance, don't include the application's version in the
deployed application's URL.

(Optional) In Application Profile, specify the production application profile. Leave it empty
to use the application's default profile.

Your visual application accesses data from different servers for REST services and may
need different security settings for different environments, such as development and
production. Using application profiles, you can define different combinations of servers and
security settings for each of your environments, and use them when deploying the
application to an environment. This simplifies management of the visual application as you
move through development to production. To learn more, see About Application Profiles.

To use a clean database for the application, in Data Management, select Use clean
database.

Click Save.

Configure a Production Job's Privacy Setting

Mark a job as private to restrict who can see or edit a job's configuration, or run its build.

A private job must be run manually. It won't run if a non-authorized user tries to run the job
directly, through an SCM/periodic trigger or a pipeline.

@ g & w N P

7.
8.

In the left navigator, click Project Administration &
Click Builds.

Click the Job Protection tab.

From the jobs list, select a production job.

Select the Private option.

In Authorized Users, add yourself.

Then, to add other users, select them individually or, under Groups, select a group (or
groups) of users.

Repeat the steps 4-6 for the deployment production job.
Click Save.

A private job shows a Lock & icon in the jobs list on the right side of the Job Protection page,
in the Jobs tab of the Builds page, and in the pipelines.

Create and Configure a Pipeline

To ensure the production deployment job runs automatically after the production packaging job,
create a pipeline and set the dependency.
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1. In the left navigator, click Builds .

2. Click the Pipelines tab.

3. Click + Create Pipeline.

4. Inthe Create Pipeline dialog box, in Name and Description, enter a unique name and
description.

5. Click Create.

6. On the Pipeline Configuration page, right-click the Start node and select Add New Start
jobs.

7. Click in the Select new on success job(s) field, select the packaging job and click Save.
8. Right-click the packaging job and select Add, then Add New On Success Jobs.

9. Click in the Select new on success job(s) field, select the deployment job, and click
Save.

Here's an example of the finalized pipeline:

- Prod-Visual-Application-Package | - Prod-Visual-Application-Deploy

10. Click Save.

Run the Pipeline

When you're ready to deploy the visual application to the production instance, run the
production pipeline.

1. Inthe left navigator, click Builds il

2. Click the Pipelines tab.

3. In development pipeline's row, click the Actions *** menu and select Run Pipeline.

After a successful build, you'll find the deployed application's link in the Deployments tab of
the Environments page.

To view the latest build log of a job, open the Builds page, click the job's name, and then click
Build Log.

Undeploy a Visual Application

If you want to undeploy a visual application that's deployed to Visual Builder, you can do so
manually or through a job configuration.

You can undeploy a visual application manually if it is deployed to a Visual Builder instance
that's in the same identity domain as VB Studio. If the visual application is deployed to a Visual
Builder instance in a different identity domain than VB Studio (such as your production
instance) or the Visual Builder instance was added to an environment through credentials, you
should configure a build job to undeploy it.
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Undeploy a Visual Application Manually

You can undeploy a visual application that's deployed to your current identity domain's Visual
Builder manually from the Deployments tab of its environment.

@® Note

If your visual application is deployed to an identity domain that's different than your VB
Studio instance, you'll need to follow the instructions in Configure a Build Job to
Undeploy a Visual Application to undeploy the application.

1. Inthe left navigator, click Environments o,

2. Select the environment where the visual application is deployed.

3. Click the Deployments tab.

4. Expand the application.

5. For the visual application to undeploy, click Actions """ and select Undeploy.

6. If the visual application is a live application (without the version number in the URL), select
the Yes, I'm sure check box.

7. Click Undeploy.

Configure a Build Job to Undeploy a Visual Application

To undeploy a visual application deployed to the production instance, or another identity
domain's Visual Builder instance, configure a build job. Before you configure the job, get the
access credentials of a user who can access the Visual Builder instance where the visual
application is deployed.

In the left navigator, click Builds il

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.

Click Create.

@ g M w N P

Click Configure il
8. Click the Steps tab.
9. From Add Step, select Visual Application, and then select Undeploy.
10. In Instance, select the Visual Builder instance where the application is deployed.

11. In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation is required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Visual Builder instance. Click Authorize and enter credentials to
access your Visual Builder instance; you can also run the job manually and enter the
credentials when prompted.
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Either way, it is recommended that you authorize your OAuth connection during initial
configuration. If you skip this step, you will need to complete the required authorization
before attempting to undeploy changes again.

Once authorized, the Aut hori zati on has been provi ded message shows.

@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then enter the credentials of a user who can
access the Visual Builder instance in Username and Password.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).

In Application URL Root and Application Version, enter the visual application's root
URL and its version.

You can find the application's root URL and its version from the Deployments tab of the
environment where the visual application is deployed. Here's an example:

Service Instances Details Certificates Deployments

Visual Applications

@  This table shows deployments only for the current project X

Git Repository & Application URL Root  ~ Service (Target) © Schema © Status < Version < Updated < Actions
~ myvisualapp myvisualapp VisualBuilder-Dev SP15504091.. E Deployed 0.1 Yesterday at 9:35 AM
] webapp
» myvisualapp myvisualapp VisualBuilder-Dev SP15594001... 5 Deployed 11 Yesterday at 11:52 AM
» myvisualapp myvisualapp VisualBuilder-Dev SP15594001. E Shared vbshare_1 Mon at 3:22 PM
Click Save.

To run a build, click Build Now.

After the build is successful, open the build's log. You'll see a similar message:

[ 2020- 01-01 12:00: 00] === Begin VB App Ops Undepl oy Application===

[ 2020- 01-01 12:00: 00] Application enpl oyee- manager-vi sual - web-app/ 0.1 has
been undepl oyed

[ 2020- 01-01 12:00:00] === End VB App Ops Undepl oy Application ===
Executor 1og size 364 B (364)

[2020-01-01 12:00: 02]
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[ 2020- 01-01 12:00:02] Build conpl et ed.
[2020-01-01 12:00:02] Status: DONE Result: SUCCESSFUL Duration: 7.0 sec
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Set Up VB Studio for CI/CD

If you want to use VB Studio to manage a large software development project that uses Oracle
Cloud Infrastructure (OCI) cloud services, and doesn't involve either Oracle Cloud Applications
or visual applications, read this chapter to familiarize yourself with VB Studio's build system.

VB Studio's build system enables your organization's developers to create jobs that build,
package, test, and deploy applications and extensions. In VB Studio, builds run either in VM
build executors (VM executors, for short) or in Docker executors. Build executor templates
define the operating system and software packages for VM executors, and Docker images
define the operating system and software packages for Docker executors.

To build their applications, your organization's developers define build jobs in their VB Studio
projects. A job is a configuration that defines the location where the application's source files
are found, the commands needed to run the job and test scripts, the instructions for generating
and packaging artifacts, and the location where those artifacts will be deployed.

To run builds, your organization's developers need some Compute instances with operating
systems and software packages installed. For example, to build Node.js applications, they'll
need Node.js installed on an OCI VM Compute instance, which they'll use to run their CI/CD
builds.

Before you start configuring CI/CD for VB Studio, you need to make several decisions that will
guide you through the configuration process:

e Step 1: Decide whether to use the free VM build executor
This step is required. See VB Studio's Free VM Build Executor to understand what this
build executor provides and whether it meets the needs of your organization's members. If
it doesn't, you'll need to configure VB Studio to connect to your own OCI paid account.

e Step 2: Decide whether to run VM build executors or Docker executors
This step is required. In VB Studio, builds run either in VM build executors or in Docker
executors. If you're not sure which type you need, see What are Build Executors and Build

Templates?.
e Step 3: Set up VB Studio to run VM build executors

This step is optional. If you decided to go with VM Build executors in Step 2, use this step.
If you decided to use Docker executors, go to Step 4. You must use one or the other.

e Step 4: Set up VB Studio to run builds on Docker executors
This step is optional. If you decided to go with Docker executors in Step 2, use this step. If
you decided to use VM build executors, go to Step 3. You must use one or the other.

» Step 5: Set Up Users and Groups
This step is required. If you want to add groups instead of adding users individually, see
Manage Your Organization's Groups.

Step 1: Decide whether to use the free VM build executor

Required step: Decide whether to use the free build executor or an OCI paid account before
you create the VB Studio instance.
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To package and deploy the applications you configure, VB Studio uses continuous integration
and continuous delivery (CI/CD) build jobs. To run those builds, VB Studio can use either the
free build executor or your own OCI paid account.

To help you decide, OCI Resources in VB Studio provides a comprehensive comparison, but
here's a quick primer with links to the required setup for each option:

Option Description Where to Get More Details

Free VM build VB Studio comes preconfigured with one OCI Compute See VB Studio's Free VM

executor VM to run builds. Build Executor to learn more
about the capabilities of the
free VM build executor.

Your OCI paid Use your own OCI paid account so you can add more See Create a VB Studio
account build executors to reduce the wait time for your Instance in Your Oracle Cloud
organization's members, create custom build executor Account. (You can also
templates, or use advanced features (such as use your ~ connect it later, as well.)
own VCN or use a different VM shape).

In addition, your build artifacts are stored in OCI Object
Storage buckets, and you have the ability to increase
storage space when needed.

If you later change your mind, you can always switch between the two, but you might need to
manually migrate some data. Data migration shouldn't be a concern, however, if you're using
your OCI account solely to run CI/CD builds. See Change Your OCI Account.

@® Note

If you're using the free build executor to deploy visual applications, you must manually
authorize the VB Studio instance to access Visual Builder instances connected to your
OCI account. Without this authorization, your users won't be able to create
environments with a Visual Builder instance to deploy their visual applications. See
Authorize VB Studio to Access Visual Builder and Integration Instances for the steps
to complete this authorization.

OCI Resources in VB Studio

VB Studio uses your OCI resources to run builds that package and deploy your application,
and to store build artifacts. As part of your VB Studio setup, you should decide if the built-in
free account is sufficient, or if you want VB Studio to use your OCI paid tenancy to create
Compute instances and Storage objects for CI/CD build jobs.

Review the differences between both options to decide if you need the additional resources
that your OCI paid account provides:

< Built-in free account: The VB Studio instance comes preconfigured with a built-in free
account that offers one OCI Compute VM to run builds. (Available in all regions in the OC1
realm and will be made available in select other realms, such as OC2, OC3, and OC4, in
the future.)

e OCI paid account: If you're subscribed to OCI, you can use your own account's OCI
Compute VMs to run builds. To use your own OCI Compute VMs, configure VB Studio to
connect to your OCI account.

This table summarizes the differences between the built-in free account and your OCI paid
account:
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Features

Built-In Free Account

Your OCI Paid Account What it means

Number of build
executors

1

Unlimited

A VM executor can run
only one build at a time.
The more VM executors
you have available, the
more builds your
organization's members
can run at the same
time. If members trigger
multiple builds while VM
executors are already
running, they must wait
until a build running on
the VM executor is
complete.

If VB Studio is
connected to your OCI
account, you can add
multiple VM executors to
reduce the build wait
time for your
organization's members.

Storage for build
artifacts

50 GB

Unlimited

When your
organization's members
run builds, VB Studio
saves the generated
build artifacts in its
configured storage
space. If you're using the
built-in free account, the
build artifacts are stored
in a limited storage
space. If you run out of
storage space, builds
that generate artifacts
will fail. If this happens,
you must either remove
some artifacts from the
storage, or switch to an
OCl account. You can't
increase the storage
space allocated to your
built-in free account.

If VB Studio is
connected to your OCI
account, the artifacts are
stored in OCI Object
Storage buckets. You
can always increase the
storage space to store
more artifacts.
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Features

Built-In Free Account

Your OCI Paid Account

What it means

VM shape

Fixed shape

Custom shapes,
including shapes offered
by OCI

The built-in free account
offers a fixed shape OCI
Compute VM.

If VB Studio is
connected to your OCI
account, you can choose
any VM shape offered by
OCI. To learn more
about shapes, see VM

Shapes.

VCN

VB Studio's default VCN

VB Studio's default VCN
or your custom VCN

If VB Studio is
connected to your OCI
account, you can add
VM executors in a
custom VCN to access
Oracle Cloud services
that are running in the
same VCN.

Wait time

5 minutes (fixed)

Custom wait time

After running a build, a
VM executor waits for
some time to run any
queued builds. If no
builds run in the wait
time period, the VM
executor stops. If a build
triggers after a VM
executor has stopped,
the VM executor takes
some time to start before
it could run the build.

If VB Studio is
connected to your OCI
account, you can
customize the wait time
for your VM executors.

Maven and NPM
repositories

Not available

Available

If VB Studio is
connected to your OCI
account, your
organization's members
can use their projects'
hosted Maven and NPM
repositories to upload
custom dependencies
and binary files.

VB Studio's Free VM Build Executor

The free VM build executor is available in the VB Studio's built-in free account and runs on VB

Studio's default VCN.

@® Note

The free VM build executor feature is available only for Commercial OC1 realm

regions.
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The more VM executors you have available, the more builds your organization's members can
run at the same time. As the built-in free account offers only one VM executor, your VB Studio
organization members can run only one build at a time. If members trigger multiple builds while
a build is already running, they must wait until the build running on the VM executor is
complete. The VM executor then runs the queued builds on a first-come-first served basis.

The free VM build executor template, called System Default OL7 for Visual Builder, includes
the necessary software to run extension and visual application builds. You can't change the
default executor template's configuration. This table lists the software defined in System
Default OL7 for Visual Builder:

Software Version

Oracle Linux operating system 8.x

Oracle Java SE 17.0.17

Ant 1.10.5 or later
C++ Compiler (cpp/gcc) 8.5.0 or later
Firefox ESR 140.5.0 or later
Git 2.43.7 or later
Grunt 1.6.1 or later
Grunt-Cli 1.5.0 or later

Jq 1.6 or later

Junit 4 4.12 or later
Maven 3.99

Node.js 22.6.0

NPM 10.8.2 or later
Python2 (including Virtualenv) 2.7.18 or later
Ruby 2.5.9p229 or later
Xvib 1.20.11 or later

If you want to add more executor templates to reduce the wait time for your organization's
members, to create custom executor templates with different software configurations, or to use
advanced features (such as using your own VCN or using a different VM shape), you should
configure VB Studio to connect to your own OCI paid account.

Configure VB Studio to Use the Free VM Executor for Build Jobs and

Pipelines

In a VB Studio visual application project, you use build jobs to compile the source code,
package the visual application, and deploy it to a Visual Builder instance. The builds and
pipelines run on build executors, also called VM build executors. These VM executors are
Oracle Cloud Infrastructure (OCI) VM Compute instances dedicated to run VB Studio builds.

In some Oracle Cloud regions and data centers, VB Studio is available preconfigured with a
built-in free account, which provides one free VM executor that you can use to run build jobs
that package and deploy your extensions. However, there are some limitations (see VB
Studio's Free VM Build Executor) associated with the free VM build executor, so you may want
to connect to your own OCI paid account instead, if you have one. See OCI Resources in VB
Studio for more a more comprehensive comparison between the built-in free account and your
OCI paid account.

To find out whether your VB Studio instance is connected to the built-in free account, follow
these steps:
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In the left navigator, click Organization Eh.

Click the OCI Account tab.
You should see a similar page:

Projects 0OCl Account Build Executor Templates VM Build Executors Component Exchange Groups Properties

You need to create a VM build executor before you can run build jobs. Use the built-in free VM if you're
just trying things out, or connect your own OCI account to get access to a host of other features.

Built-in (Free) Connect Your Own
® One free WM Build Executor ® Unlimited VM Build Executors
® Fixed shape and VCN ® Custom shapes and VCN
® Fixed idle time (5 minutes) ® Custom idle time
= Systemn Default build executor template ® Custom build executor templates

= Maven, NPM repositories, and Git LFS

Connect OCl Account

Depending on your VB Studio's data center, you may or may not see the Built-in (Free) option.

What do you see? What you need to do:

| see the Built-in (Free) If you're trying out extensions, no additional configuration is required. Go
option ahead and create your extension project. VB Studio creates the free VM build

executor when you create your first project.

| see the Built-in (Free) Configure VB Studio to connect to your OCI paid account and add VM
option, but want to run executors.

builds without any If you're new to OCI, see Welcome to Oracle Cloud Infrastructure.
limitations

| don't see the Built-in  The built-in free account isn't available in your data center. You should
(Free) option, but have  configure VB Studio to connect to your OCI paid account and add VM
access to an OCI paid executors.

account

Before you create a project, note that in a VB Studio instance that has no projects and no VM
executors, the first VM executor is created for you when you create the first project. If the
project isn't the initial one, the VM executor must be created manually.

Add the Free VM Build Executor Manually

If you're using VB Studio's built-in free account, the free VM build executor is added when you
create your first project. Here's how to add the VM executor manually if you've deleted it or it
wasn't added when you created the project:

In the left navigator, click Organization i

Administering Visual Builder Studio

G49427-01

January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 6 of 57


https://docs.oracle.com/en-us/iaas/Content/GSG/Concepts/baremetalintro.htm

ORACLE Chapter 5
Step 1: Decide whether to use the free VM build executor

2. Click the VM Build Executors tab.

If you see a VM executor of the System Default OL7 for Visual Builder template, the free
VM build executor is available in your VB Studio instance. Ignore the remaining steps.

Overview 1VM None of your 1 VM build executors are currently running. None of your VMs are in an error state.
Search Q @
O Template T Region 1l Shape Tl E‘:EIIE) i Details 53“ 1 Actions
[J  system Default OL7 for Visual Builder us-ashburn-1 VM Standard E2.2 oo Pending e

If you don't see the VM executor, jump to the next step.

3. Click Create Free VM Build Executor.

Projects 0OCI Account Build Executor Templates VM Build Executors Component Exchange Groups Properties

You need to create a VM build executor before you can run build jobs. Use the built-in free VM if you're
just trying things out, or connect your own OCI account to get access to a host of other features.

Free VM Build Executor Custom VM Build Executor
You're currently using the built-in free VM, which Connect your OCl account to take advantage of:
allows you to create one VM build executor with these

attributes: = Unlimited VM Build Executors

= Custom shapes and VCN

= Fixed shape and VCN ® Custom idle time

= Fixed idle time (5 minutes) = Custom Build Executor Templates

= System Default Build Executor Template = Maven, NPM repositories, and Git LFS

Create Free VM Build Executor Connect OCl Account

Connect to Your OCI Paid Account

If you've determined that you require the additional resources you get with your own OCI paid
account, as opposed to the built-in free account, you'll need to connect it to your VB Studio
instance.

1. Before you do anything, make sure you have the required roles. See Get the Right Roles.
2. You can then configure VB Studio to connect to your own OCI paid account.

e If you haven't created a VB Studio instance yet, you can create the instance and
connect it to your OCI paid account at the same time. See Create a VB Studio
Instance in Your Oracle Cloud Account.
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e If your VB Studio instance already exists, you can switch OCI accounts. See Change

If you aren't authorized to create and manage OCI resources, ask someone who can, like your

If you ever need to switch OCI compartments or accounts, refer to the topics in Manage the VB

ORACLE
Your OCI Account.
tenancy administrator.
Studio Instance.
Get the Right Roles

If you're the OCI account subscriber, you already have the required roles to set up the VB
Studio instance. If you're not the subscriber, make sure that you've been assigned the correct

roles in OCI Identity and Access Management.

You must be assigned this role:

To ...

Cloud Account Administrator or Tenancy
Administrator

Set up Oracle Cloud Infrastructure (OCI)
compartments, policies, dynamic groups, and
permission to create and manage the VB Studio
instance.

If you're not an account or tenancy administrator,
contact the administrator to add you to the
OCI_Administrators IDCS group.

Identity Domain Administrator or User
Administrator

Add users and assign IDCS roles.

If you're not an IDCS domain or user administrator,
make sure that your OCI group is assigned a policy
like this:

Al'l ow group MyGroup to inspect
identity-providers in tenancy

Create a VB Studio Instance in Your Oracle Cloud Account

Create your own VB Studio instance if you're using VB Studio to manage a large software
development project that uses Oracle Cloud Infrastructure (OCI) cloud services, and doesn't
involve the extension of Oracle Cloud Applications.

® Note

If you're using VB Studio just to configure and extend Oracle Cloud Applications, skip
this. Instead, you'll use the VB Studio instances that Oracle provisions for you. You
can also skip this if you're going to create visual applications using one of the VB
Studio instances provisioned with your Oracle Cloud Applications account. See Work

With Multiple VB Studio Instances.

Note that when you sign up for Oracle Cloud Infrastructure, a set of service limits is configured
for your tenancy (account), which is the quota set for a given resource. The VB Studio service
limit provides one VB Studio instance per region that your tenancy spans. If your tenancy
spans multiple regions, each region can have one VB Studio instance. This is on top of any VB
Studio instance that Oracle provisions for you as an Oracle Cloud Applications customer.

1. Inaweb browser, goto https://cloud. oracle.com

To view the list of supported browsers for the Oracle Cloud Console, also called the OCI

console, see Supported Browsers.
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In Cloud Account Name, enter your Oracle Cloud account or tenancy name and click
Next.

On the Single Sign-On (SSO) panel, if required, select your identity domain and click
Continue.

® Note

You'll be creating a VB Studio instance in the identity domain you're logged into;
there is no mechanism to request a different domain. As long as you have the
proper user credentials, you should be able to create the instance in any domain
you wish. All users who wish to access the new VB Studio instance must be in its
same domain.

Enter your Oracle Cloud account credentials and click Sign In.

If you've recently created your Oracle Cloud account, wait for some time to see your
services in the Oracle Cloud Console.

In the upper-left corner, click Navigation Menu =.
Select Developer Services and then select Visual Builder Studio.

On the Visual Builder Studio instances page, click Create Visual Builder Studio.

Visual Builder Studio instances

Only one Visual Builder Studio instance can be created, and it must be created in the root compartment.

T TSR e . e . . TG s

Q

Applied filters  Compartment (root),
Create Visual Builder Studio

The Create Visual Builder Studio instance page is displayed.

In Instance name, enter the VB Studio's instance name.

The Compartment field is read-only and always displays the root compartment.
(Optional) Add one or more tags to this resource.

Default tags, which help you identify the instance, always get created.

If you aren't sure whether to add tags, skip this option. You can always add tags later. For
more information about tagging resources, see Resource Tags.

a. Inthe Tags section, click Add tag.
b. Select the Tag hamespace, or select None to apply a free-form tag.
c. Select or enter the Tag key.

d. In Tag value, select or enter a value.
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e. To apply another tag, click Add tag.
Click Next.
On the CI/CD setup page, the Yes, | authorize this checkbox is selected by default.

This authorizes VB Studio to create and use Compute and Storage instances, and
automatically creates a policy that authorizes VB Studio to perform the necessary
operations in the selected compartment for the CI/CD resources. It also creates a policy
authorizing VB Studio to access Oracle Visual Builder and Oracle Integration instances
connected to your OCI paid account. For this automatic policy creation to succeed, the
user who creates the instance must also have permissions to manage policies in the root
compartment. See Get the Right Roles.

Typically, tenancy administrators have these permissions, so the easiest way to create a
VB Studio instance is to have a tenancy administrator do it. However, if that isn't feasible,
it's also possible to create the VB Studio instance without the CI/CD authorization and then

set it up later.

® Note

If you want to use the built-in free account's free VM build executor, deselect the
authorization checkbox. See VB Studio's Free VM Build Executor for information
about the resources provided with the free VM build executor. Make sure you
manually authorize this VB Studio instance to access Visual Builder and
Integration instances connected to your OCI account, so you can add these
instances to an environment later on.

If you keep the default "selected" setting of the Yes, | authorize this checkbox, in
Compartment, select the compartment to host VB Studio's Compute and Storage
instances.

The required policies will be applied to the selected compartment.
(Optional) Click Save as stack to create a stack in Resource Manager.

The stack can be used to install, configure, and manage the resource through the
Resource Manager service. See Creating a Stack from a Resource Creation Page.

Click Create Visual Builder Studio.

Once the service instance is created, click the instance's link to view its detail page. From here,
you can click Service console to open VB Studio's Organization page.
Here's an example:
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Welcome, Alex!

Extend your Oracle
ge your development

Organization

Projects  OClAccount  Build Executor Templates  Build Executors ~ Component Exchange  Groups  Properties  Activities

Y
¥ 4

Create Your First Project

Create a new project or import it from data stored in Cloud

Learn more about projects

What are the next steps?

After you create the instance:

1.

You're assigned the DEVELOPER_ADMINISTRATOR IDCS role, which enables you to set
up VB Studio, manage the VM build executors, and update the organization details. After
you're assigned the role, you become a VB Studio Organization Administrator.

You'll receive an email with the subject Verify your Oracle Visual Builder Studio email.
Open the email and click the URL link in the email body to verify your email. If you don't do
this, you won't receive important email notifications.

After verifying the email address, you'll receive another email with the subject Welcome to
Oracle Visual Builder Studio. This email contains the VB Studio URL that you can
bookmark.

Set up VB Studio's build system for CI/CD, which enables your organization's developers
to create jobs to build, package, test, and deploy their apps. See Set Up VB Studio for
CIl/CD.

As part of that CI/CD setup, you must provide access for additional VB Studio users. See
Step 5: Set Up Users and Groups to add individual users or Manage Your Organization's
Groups to add groups of users.

If you created a VB Studio instance so that your users can develop visual applications and
deploy them to Visual Builder runtime instances, see Set Up VB Studio for Developing
Visual Applications.
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@® Note

If your users are using the free VM account to develop and deploy visual
applications, make sure the VB Studio instance is authorized to access Visual
Builder instances connected to your OCI account. Without this authorization, they
won't be able to create environments with a Visual Builder instance to deploy their
visual applications. See Authorize VB Studio to Access Visual Builder and
Integration Instances for the steps to complete this authorization.

If you need to make any changes to your OCI account, you can use the Edit button on the
Organization page's OCI Account tab to get to the Oracle Cloud Console:

Organization

& Visual Builder Studio is now on version 25.07.0

Workspaces
More details coming soon...

Git
Organization solar-fa-shell

Merge Requests

Maven Projects 0OCI Account Build Executor Templates Build Executors Component Exchange Groups Properties Activities

OClI Account Connected “ Edit
_

VBS instance configured in OCI console

Step 2: Decide whether to run VM build executors or Docker
executors

Required step: In VB Studio, builds run either in VM build executors (VM executors, for short)
or in Docker executors. Before your developers create jobs and run builds, you must decide
whether to run your organization’s builds on VM executors or on Docker executors, and then
create the required resources.

If you already know what you want to do, skip ahead to either Step 3: Set up VB Studio to run
VM build executors or Step 4: Set up VB Studio to run builds on Docker executors.

If you're not sure which one to use, see VM Build Executors or Docker Build Executors and
Docker Images.

@® Note

Regardless of which executor type you pick, you must configure VB Studio to connect
to your OCI paid account if you want to add more than one VM executor, or if you want
to create or manage Docker images.

What are Build Executors and Build Templates?

Builds in a build system run in build executors. The operating system and software packages
required to run builds on build executors are defined in build templates. In VB Studio, builds
run either in VM build executors (VM executors, for short) or in Docker executors.
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VM Build Executors

VM build executors are OCI VM Compute instances dedicated to run builds of jobs, which your
organization's members define in VB Studio projects.

Chapter 5
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A VM executor is always associated with a build executor template. When your organization's
members create jobs, they simply associate the appropriate executor template with the job.
When the job's build triggers, the VM executor that's associated with the executor template
starts automatically. Oracle charges you only when a VM executor is active, runs a build, or is

preparing itself to run a build.

This table describes the different states of a VM executor:

State

What does it mean?

Does it cost?

Pending

After you add a VM executor, it is
in this state until it runs a build.
When a VM executor starts from
this state, it takes some time to
install the operating system and
software packages.

No

Starting

The VM executor is starting.

If the VM executor starts from the
Pending state, VB Studio installs
the operating system and
software packages on the VM
executor's assigned boot volume.
This takes time.

If the VM executor starts from the
Stopped state, VB Studio uses
software packages and the
operating system from the
previous run's saved boot
volume.

VB Studio periodically checks all
executor templates for updates. If
an executor template is found
with new updates, VB Studio
deletes the preserved boot
volume of all stopped VM
executors that reference the
executor template and changes
their status from Stopped to
Pending.

Yes

Available

Operating system and software
packages are installed, and the
VM executor is ready to run a
build.

Yes

In Use

The VM executor is running a
build.

After the running build is
complete, the VM executor
returns to the Available state.

Yes
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State What does it mean? Does it cost?
Stopping The VM executor is shutting Yes
down.

Before shutting the VM executor
down, VB Studio saves the
operating system and software
packages to the VM executor's
assigned boot volume.

Stopped The VM executor has shut down. No

Error There's a hardware or a software No

issue on the VM executor. Check
the VM executor's log to find
more about the cause.

Destroying The VM executor is being No
deleted.
Error Unrecoverable This state is most likely caused No

when a customer changes the
Compute account's OCI access
so that control of the VM executor
OCI resources are blocked.

This state can also occur if the
build executor is in an Error
status and VB Studio is not able
to remove all used OCI resources
or if there is a temporary network
glitch during the removal process.

VB Studio tries once a day to
clear OCI resources used by the
VM executor in the Error
Unrecoverable state. To
manually clear these resources,
you can also use the Try to
Reset action.

Some key points to remember about VM executors:

After creating a VB Studio instance, VB Studio creates a VM executor when you create
your first project (assuming you don't already have one). The VM executor is associated
with the System Default OL7 for Visual Builder executor template in the connected OCI
account.

When you add a VM executor manually, you must specify the executor template, choose
an OCI region from the connected OCI account's subscribed regions, specify the OCI
Compute VM's shape, and select the VCN (optional).

Your OCI account may have some Compute instance limits set. When you add a VM
executor, VB Studio looks into the specified OCI region's Availability Domains, finds
available OCPUs with the specified shape, calculates the number of Compute instances,
and displays the number of Compute VM instances you can add from your OCI account's
set limit.

Here's an example of the VB Studio's Add VM Build Executors dialog box that displays the
number of VM executors you can add with the VM.Standard.1.1 shape:
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Add VM Build Executor X

Quantity
3

Build Executor Template

Systermn Default OL7 for Visual Builder

Region
us-ashburn-1

Shape
VM. Standard1.1 (OCPUs: 1, Memory: 7 GB)

Volume Size (GB)
100

Reserved Public IP (Disabled because Quantity > 1)

Keep updated with the latest OS image

VMs available for current settings: 111 (%)

VCN Selection

Choose Custom if your build VM needs access to an Oracle resource (like a databa
The Custom option lets you configure the VM to run in the same VCN as your priva

® Default

) that's either behind a private network or not available through the public internet.
SOUrCes.

(O Custom

m

*  When you add a VM executor, it is added in the Pending state and doesn't cost you
anything. You can add more VM executors than the number of available Compute VM
instances.

Remember, VB Studio creates a Compute VM instance when a VM executor starts, not
when you add it.

* You can add standard and legacy VM shapes with these series:
— VM.Standard1
— VM.Standard2
— VM.Standard.E2
— VM.Standard3.Flex
— VM.Standard.E3.Flex
— VM.Standard.E4.Flex
— VM.Standard.E5.Flex
— VM.Standard.B1
— VM.Standard.Intel.Generic
— VM.Standard.x86.Generic
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— VM.Standard.AMD.Generic

For more details about the above shapes, see Standard shapes and Legacy shapes.

A VM executor can run one build at a time.

When a job's build runs, if VB Studio finds multiple VM executors allocated for the job's
executor template, it runs the build on any one of them. You can't choose or specify a
particular VM executor to use for the build.

If you expect your organization's members to run parallel builds of jobs that refer to a
common executor template, add multiple VM executors for that executor template. If you're
not sure, you can start with one VM executor and add more VM executors later.

While adding multiple VM executors that reference a common executor template:

— Add all VM executors in the same VCN. If you add VM executors with a common
executor template in different VCNs (such as some VM executors in the default VCN
and other VM executors in a custom VCN), your builds might behave unpredictably.

— Add all VM executors with the same shape. If you add VM executors with different
shapes (such as some VM executors of the VM.Standard1.1 shape and some of the
VM.Standard2.8 shape), your builds may run slow or fast depending on the VM
executor it runs on.

After a build is complete, a VM executor continues to be in the Available state and waits
for some time for any queued builds. This wait time is called sleep timeout. If no builds run
on the VM executors in this duration, VB Studio automatically stops the VM executors.

The more VM executors you have running at a specific time, the higher the cost. To
minimize the higher cost, configure the sleep timeout to stop inactive VM executors after
some time. The sleep timeout setting applies to all your organization's VM executors.

If all VM executors are in an Error state for a given build executor template, the VM
executor will attempt to rerun the build after successive delays of 2 minutes, 4 minutes,
and 8 minutes. This is to allow enough time for the VM executors in the Error state to be
deprovisioned, reprovisioned, and transition to the Pending state.

Build Executor Templates

A build executor template defines the operating system and the software packages your
organization's members need to run builds on VM executors.

VB Studio offers some executor templates out-of-the-box, but you can create more templates if
the default templates don't meet your requirements. See Create and Manage Build Executor

Templates.

Some key points to remember about executor templates:

Each executor template contains an Oracle Linux operating system, Java, and some
required software packages. If required, you can install more software packages available
in the VB Studio Software Catalog.

You can't add a software package or a version that's not available in the VB Studio
Software Catalog.

In the Software Catalog, some software packages have multiple versions. You can add
only one version to the executor template. However, you can add multiple versions of Java
to an executor template.

Executor templates don't consume storage space or increase your cost. You can create as
many executor templates as you require.
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Some software packages, such as Fn and Oracle Jet, require other software packages in
the same executor template. When you add these software packages, VB Studio prompts
you to add the dependent software packages.

Don't add unnecessary software packages to an executor template. The more software
packages you add to an executor template, the more storage space its VM executors
consume when they run builds.

What Happens When a Build Runs in a Build Executor?

When VB Studio runs a build, it follows a set order to select a VM executor. You can't choose
or specify a particular VM executor to use for the build. If no VM build executors are found, VB
Studio fails the build.

When multiple VM executors are found, VB Studio selects a VM executor to run the build in
this order:

If a VM executor is in the Available state, VB Studio runs a build on it.

If no VM executors are in the Available state, VB Studio starts a Stopped VM executor,
installs the operating system and the executor template's software packages from the
saved boot volume, and then runs the build on it.

If no VM executors are in the Available or the Stopped state, VB Studio starts a Pending
VM executor, installs the operating system and the executor template's software packages,
and then runs the build on it.

If all VM executors are running builds, VB Studio waits for a VM executor to complete its
build, and then runs a build on it.

@® Note

A VM executor in the Stopped or Pending state will take several minutes to start
because VB Studio installs the operating system and the executor template's software
packages before running the build.

The VM executor should start subsequent builds more quickly. You can adjust the
sleep timeout to avoid start-up delays.

The steps for a build running in a build executor include:

1.

VB Studio checks the job's build executor template and then finds a VM executor allocated
to it.

VB Studio checks the job's configuration and runs the commands in the specified order.

After the build is complete, VB Studio copies any generated artifacts to the configured OCI
Object Storage bucket.

The VM executor waits for some time for any queued builds. If no builds run during the wait
time period, the VM executor stops.

Before stopping the VM executor, VB Studio saves the operating system and software
packages to the VM executor's assigned boot volume.

Administering Visual Builder Studio

G49427-01

January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 17 of 57



ORACLE

Chapter 5
Step 2: Decide whether to run VM build executors or Docker executors

Docker Build Executors and Docker Images

A Docker image defines the operating system and software packages your organization's
members need to run builds on a Docker executor. You can either import a Docker image from
an external Docker registry, such as DockerHub, or create it from a build executor template.

Unlike a VM executor, a Docker executor is not directly associated with any specific VM. When
your organization's members create jobs, they simply associate a Docker image as a build
template with the job. When the job's build triggers, VB Studio runs the build on any Docker
deployment VM.

Some key points to remember about Docker images:

*  When you create an image from a build executor template, VB Studio creates a new
Docker image by installing the software configured in that template. When you create an
image from a registry, VB Studio pulls the image from the registry, adds a build agent, and
creates a new image.

* You can specify the maximum number of executors that can be created from the image.

* You can create as many Docker images as you require, as long as the Management VM
has enough space.

Docker Deployment VMs and Docker Executors

Docker executors run in a Docker deployment VM. Like a VM build executor, a Docker
deployment VM is an OCI VM Compute instance dedicated to run builds.

To run builds in Docker executors, you add Docker deployment VMs. A Docker executor can
run only one build at a time, but a Docker deployment VM can run multiple builds
simultaneously, depending on how many Docker executors are configured for the deployment
VM. The maximum number of Docker executors that can be run by a given Docker deployment
VM is configurable between 1 and 10.

When a job's build is triggered, VB Studio starts a Docker deployment VM if it is in a stopped
state, creates a Docker executor in it, and builds the job using the executor.

Remember, a Docker deployment VM costs you only when it's in a running state and actively
building jobs. When the Docker deployment VM is idle and not building jobs, it'll be put to
sleep. You can configure the number of minutes the deployment VM remains idle before it is
put to sleep.

This table describes the Docker deployment VM states:

State What does it mean? Does it cost?

Pending After you add a Docker No
deployment VM, it is in this state
until the management VM
finishes building, and then it will
start automatically.
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State What does it mean? Does it cost?
Starting The Docker deployment VM is Yes
starting.

If the Docker deployment VM
starts from the Pending state, VB
Studio installs the operating
system and software packages
on the Docker deployment VM's
assigned boot volume. This takes
time.

If the Docker deployment VM
starts from the Stopped state,
VB Studio uses software
packages and the operating
system from the previous run's
saved boot volume.

Ready The operating system and Docker Yes

agent are installed and started.
The VM is ready to deploy Docker
executors.

Stopping The Docker deployment VM is Yes

shutting down.

Before shutting the Docker
deployment VM down, VB Studio
saves the operating system and
software packages to the Docker
deployment VM's assigned boot

volume.

Stopped The Docker deployment VM has  No
shut down.

Error There's a hardware or a software No

issue on the Docker deployment
VM. Check the Docker
deployment VM's log to find more
about the cause.

Some key points to remember about Docker deployment VMs and Docker executors:

Once created, the Docker Management VM is always running and costs you 24-7. To keep
your costs lower, if you are planning to run fewer builds with fewer images, select a smaller
shape with fewer OCPUs.

To run builds in Docker executors, you add Docker deployment VMs and specify the
number of Docker executors it can run, select the OCI region from the connected OCI
account's subscribed regions, the OCI Compute VM's shape, and optionally the VCN.

Your OCI account may have some Compute instance limits set. When you add a Docker
deployment VM, VB Studio looks into the specified OCI region's Availability Domains, finds
available OCPUs with the specified shape, calculates the number of Compute instances,
and displays the number of Compute VM instances you can add from your OCI account's
set limit.

When you add your first Docker deployment VM, VB Studio adds one more VM, called the
Docker Management VM, to manage Docker images.

The Docker Management VM is responsible for creating Docker images and Docker
executors and for deploying images to Docker executors.
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When you create your first Docker deployment VM, the Docker Management VM is also
created with the same shape.

VB Studio provides a default shape selection for the management VM. This default is only
a recommendation. Some things to consider:

— You could still choose a lower-end configuration for your specific purposes, but the
default is what VB Studio determines to be the optimal powered VM for the
management VM. Although a low-end VM (such as Standard 1.1 with 1 CPU and 8 GB
of memory) could be used for Docker Image management in scenarios that have few
Executor templates and create just a few Docker images, it is better to use the default
recommendation. If you try to select a lower-powered VM than what is recommended,
you'll see a warning.

— For scenarios that have several Executor templates and will create several Docker
images, using a high-end VM (such as VM.Standard.E3.Flex with 4 OCPU and 32 GB
RAM) instead is recommended. Using a low-end VM in demanding scenarios will
severely hamper overall performance.

If a Docker deployment VM is not in use, it will eventually time out and enter the Stopped
state, which has no associated cost to you.

The higher the number of Docker deployment VMs running Docker executors at any
specific time, the higher the associated cost. To minimize the higher cost, you should
configure the sleep timeout to stop inactive Docker deployment VMs after some period of
time. The default timeout is 300 minutes. The sleep timeout setting will be applied to all
your organization's Docker deployment VMs.

What Happens When a Build Runs on a Docker Executor?

1.

VB Studio checks the Docker image that corresponds with the template configured in the
job and finds whether a build of the image has run before.

If this is the Docker image's first build, it finds a Docker deployment VM to run the image in
an executor, and then it downloads the image from the Docker Management VM if the
image doesn't already exist in the VM.

If one or more Docker deployment VMs are found, VB Studio selects a Docker deployment
VM to run the build in this order:

a. If a Docker deployment VM is in the Ready state and has at least one Docker executor
that's not running, VB Studio runs the build on it. A Docker deployment VM is full if VB
Studio has already deployed the maximum number of executors on that VM.

b. If no Docker deployment VMs are in the Ready state, VB Studio starts a Stopped
Docker deployment VM and runs the build on one of its Docker executors.

c. If all Docker executors of all Docker deployment VMs are running builds, VB Studio
waits for a Docker executor to complete its build, and then runs a build on it.

If this is not the Docker image's first build, VB Studio finds the Docker deployment VM that
ran the image's Docker executor earlier and uses it to run the build again, unless the
Docker deployment VM is full. If all Docker executors of the Docker deployment VM are
busy running builds, VB Studio selects another Docker deployment VM to run the build in
the above described order.

VB Studio checks the job's configuration and runs the commands in the specified order.

After the build is complete, VB Studio copies any generated artifacts to the configured OCI
Object Storage bucket.

The Docker deployment VM waits for some time for any queued builds. If no builds run
during the wait time period, the Docker deployment VM stops.
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Before stopping the Docker deployment VM, VB Studio saves the Docker image to the
Docker deployment VM's assigned boot volume.

Step 3: Set up VB Studio to run VM build executors

Optional step: If you decided to go with VM build executors in Step 2, use this step.

If you decided to use Docker executors, go to Step 4: Set up VB Studio to run builds on Docker
executors. You must use one or the other.

To run VM build executors, you'll need to create build executor templates and then add VM
executors.

Create and Manage Build Executor Templates

You can create and manage build executor templates from the Organization Administration
page's Build Executor Templates tab.

@ Note

You can't create or manage executor templates if VB Studio is connected to the built-in
free account. If you want to use software that isn't available in the default executor
templates, configure VB Studio to connect to your OCI paid account. See Change
Your OCI Account.

VB Studio offers these executor templates out-of-the-box for your organization to use. You
can't modify or delete these executor templates.

Build executor Description
template
System Default OL7 for  Use this template to package and deploy extensions and visual applications.
Visual Builder The template defines these software packages on Oracle Linux 8:
*  Node.js 22
«  Default software packages
System Default OL8 Use this template for build jobs that use the default software packages on
Oracle Linux 8.
System Default OL7 Use this template for build jobs that use the default software packages on

Oracle Linux 7.

If none of these meet your requirements, you can create as many executor templates as you
need. Executor templates don't consume storage space or increase your cost.

You can create and manage executor templates from the Build Executor Templates tab on
the Organization page:

1. Inthe left navigator, click Organization Eh.

2. Click the Build Executor Templates tab.

This table describes the actions you can perform to create and manage executor templates.
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Action How To

Create a custom Click + Create Template.
executor template
2. Inthe New Build Executor Template dialog box, enter a name and
description of the executor template. In Platform, select the operating

system to run on the VM executor.
3. Click Create.

4. Click Configure Software.

5. If necessary, in Filter, enter the search term and click Search D\
To see the latest version of the software package, select the Show latest
versions only check box. This is helpful if multiple versions of the same
software are available in the catalog.

6. Inthe software catalog, select the software package tile's check box to
add it. The tile is highlighted in green and the software package adds to
the Selected Software list on the right.

To remove a selected tile, deselect the check box or click Remove this

software TET under Selected Software. You can't remove the required
software packages that are highlighted in grey.

If a software package depends on another software package or if there's
a conflict between software packages, a message under Selected
Software informs you about it.

7. Click Done.

Configure an executor

) From the executor template list on the left, select the executor template
template’s software

and click Configure Software.

2. Inthe software catalog, to search a software package, enter the search

term in Filter and click Search O\ To see the latest version of the
software package, select the Show latest versions only check box. This
is helpful if multiple versions of the same software are available in the
catalog.

To add a software, select the software package tile's check box. The tile
is highlighted in green and the software package adds to the Selected
Software list on the right.

To remove a software package, deselect its check box or click Remove

this software Ef under Selected Software. You can't remove the
required software packages that are highlighted in grey.

If a software package depends on another software package or if there's
a conflict between software packages, a message under Selected
Software informs you about it.

3. Click Done.

Edit an executor

! 1. From the executor template list on the left, select the template you want
template's name or

to modify and click the Edit button on the far right side of the panel.

description
2. Inthe Edit Build Executor Template dialog box, update the name or
description.
3. Click Save.
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Action How To
Delete an executor When you delete an executor template, its VM executors are deleted too.
template

1. From the executor template list on the left, select the template you want
to delete.

2. Either click the Delete ET icon next to it in the list or click the Delete
button to the right in the template's panel.

3. Inthe Delete Build Executor Template dialog box, click Yes to confirm.

Add and Manage VM Build Executors

A VM executor can run one build at a time. When you add a VM build executor, you allocate an
OCI VM Compute instance to run VB Studio builds. If you expect your organization's members
to run builds in parallel jobs that refer to a common executor template, you should add multiple
VM executors for that executor template. Note that the more VM executors you have running at
a specific time, the higher the cost. To minimize the higher cost, use the Sleep Timeout setting
to automatically shut down inactive VM executors.

@® Note

You can't add or manage VM executors if VB Studio is connected to the built-in free
account. If you want to add more than one VM executor, configure VB Studio to
connect to your OCI paid account.

Here's an example of multiple VM executors that use a common executor template.
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= Visual Builder Studio © f_'
Organization
Projects OCl Account Build Executor Templates Build Executors Component Exchange Groups Properties  Activities
& None of your 105 VM build executors are running. »
1 05 VMs Y € ‘ Migrate to Docker Auto Refresh D) *
@ None of your VMs are in an error state.
‘ Search Q ‘ @ Sleep Timeout ‘
D Te te T Region Tl Shape 1l Details Status @ Tl Actions
O 82201 chisriva_Devsecops us-ashburn-1 VM. Standard1.1 oo Stopped e
OJ 88221 DCS QA Docker 17 Linux 7 us-ashburn-1 WM.Standard 1.1 oo Stopped
OJ 88241 DCS QA Docker 17 Linux 7 us-ashburn-1 WM.Standard 1.1 oo Stopped
O 80384 DCS QA Docker 19 Linux 7 us-ashburn-1 WM. Standard 1.1 oo Stopped
O 83782 DCS QA Docker 19 Linux 7 us-ashburn-1 WM. Standard 1.1 et Pending

You add and manage VM executors from the Build Executors tab on the Organization page:

1. Inthe left navigator, click Organization

2. Click the Build Executors tab.

This table describes the actions you can perform to manage VM executors.

Action

How To

Add the free VM build
executor in the built-in
free account

You can add and use the free VM build executor only if your VB Studio
instance is connected to the built-in free account.

The free VM build executor will be automatically created upon creation of the
first project in the org. You can also add it by clicking Create Free VM Build
Executor on the Build Executors tab.

VB Studio creates the free VM build executor that uses the System Default
OL7 for Visual Builder template. You can't change the VM executor's
template.

The new VM executor is in the Pending state until you manually start it or
trigger a job's build that references the associated executor template.

Find VM executors of an
executor template

In the search box, enter the executor template's name.

Sort VM executors

Click the arrow icon in the column's header to sort VM executors. For
example, to sort VM executors by their state, click the arrow icon in the Status
column's header.
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Action

How To

Add a VM executor in
the VB Studio's default
VCN

1.

Find VM executors of the executor template you want to use.

If there are no VM executors of the executor template, jump to the next
step.

If you find one or more VM executors that use the executor template, get
each VM executor's VCN name. If the VCN's name isn't vbs- execut or -

ven, click **" and select Delete to delete the VM executor. You should
not add VM executors to different VCNs that use the same executor
template.

Click + Create VM.

In the Add VM Build Executor dialog box, in Quantity, specify the
number of VM executors you want to create.

To minimize build execution delays, set the number to the number of jobs
that you expect to run in parallel using the template you'll specify in Build
Executor Template. If you're not sure, start with one VM executor. You
can add more VM executors later, based on your actual usage.

In Build Executor Template, select the executor template.

In Region, select the region that's closer to you geographically.
The drop-down list displays regions your OCI account is subscribed to.

In Shape, select the VM executor's shape.
For example:

Add VM Build Executor X

Quantity
3

Build Executor Template -
System Default OL7 for Visual Builder

Region
us-ashburn-1

Shape
VM.Standard1.1 (OCPUs: 1, Memory: 7 GB)

Volume Size (GB)
100

Reserved Public IP (Disabled because Quantity > 1)

Keep updated with the latest OS image

VMs available for current settings: 111 (%)

'VCN Selection

n Oracle resource (like a database) t}
you configure nin the same VCN as your private

s either behind a private network or not available through the public internet

@ Default

Q Custom

‘ Cancel

Click the question mark icon @to see how the number of available VMs
was calculated for the current settings. Here's an example of what you
might see:
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Action

How To

WMs available for current setfings: 100 @

| ZQib:US-ASHBURN-AD-1 25 31 MN/A 25
' ZQib:US-ASHBURN-AD-2 4 159 N/A 41
ZQib:US-ASHEURN-AD-3 34 284 N/A 34
Total 100

The display shows the realtime statistics that were used to make this
calculation, using your settings. As you change your settings, new
statistics are computed and displayed. See What Determines How Many
VMs | Can Create? for more information about how the calculations are
made.

If the required number of Compute VM instances aren't available, choose
another shape.

7. Enter the Volume Size (between 50 GB and 500 GB) you want to use for
each build this VM executor builds. The default is 100 MB. Larger
volumes give more space per VM. While this is great for heavy
workloads, the drawback is you won't be able to create as many VMs.

8. Optionally, select Keep updated with the latest OS image.
If you select this option, VB Studio checks nightly for new OS versions
from OCI (usually, OCI releases about one new OS version each month)
and automatically updates any affected VMs. This keeps your VM
executors up to date without waiting for the quarterly updates.

@ Note

If a build is already running when the update is to start, VB
Studio lets that build finish first, then starts the update. If a build
is scheduled to start during the update, VB Studio runs the
update first and then starts the build right after.

Note that these updates might temporarily delay any scheduled builds,
but they'll start as soon as the update is complete.

9. Select the Reserved Public IP that you want to add to the VM executor.
You can add one Reserved Public IP to each VM executor.
An allow listing for your VM executor is possible only if you specify an
OCI account by assigning a Reserved Public IP to a build executor. The
Reserved Public IP must be defined in the compartment of the specified
OCI account.

10. In VCN Selection, select Default, and then click Add.

The new VM executor is in the Pending state until you manually start it or
trigger a job's build that references the associated executor template.
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Action

How To

Add a VM executor in
another compartment's
VCN

Before you add a VM executor, make sure you've added a public subnet in the
VCN. See Create and Configure a Public Subnet in a VCN.

1.

Find VM executors of the executor template you want to use.
If there are no VM executors of the executor template, jump to the next
step.

If you find one or more VM executors that use the executor template, get
each VM executor's VCN name. If the VCN's name is different from your

VCN, click *** and select Delete to delete the VM executor. You should
not add VM executors to different VCNs that use the same executor
template.

Click + Create VM.

In the Add VM Build Executor dialog box, in Quantity, specify the
number of VM executors you want to allocate.

In Build Executor Template, select the executor template.
In Region, specify the VM executor's region.

In Shape, select the VM executor's shape.
For example:

Add VM Build Executor x

Quantity
3

Build Executor Template
System Default OL7 for Visual Builder

Region
us-ashburn-1

Shape
VM. Standard1.1 (OCPUs: 1, Memory: 7 GB)

Volume Size (GB)
100

Reserved Public IP (Disabled because Quantity > 1)

Keep updated with the latest OS image

VMs available for current settings: 111 (%)

VICN Selection

Choase Customif your build VM needs access to an Oracle resource (like a database)
The Custom option lets you configure the VM to rur in the same VCN as your private r

@ Default

's either behind a private network or not available through the public internet

() Custom

‘ Cancel

Notice the message below the Reserved Public IP (Optional) field. Click

the question mark icon @to see how the number of available VMs was
calculated for the current settings. Here's an example of what you might
see:
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Action How To
WMs available for current setfings: 100 @

1 R _ Max by Max by Max by Max VMs
| Awailability Domain OCPUs Volume Memory this AD
| ZQib:US-ASHEURN-AD-1 25 31 MN/A 25

ZQib:US-ASHBURN-AD-2 M 159 /A 41

ZQib:US-ASHBURN-AD-3 34 284 N/A 34

Total 100

10.
11.

12.
13.

14.

15.

The display shows the realtime statistics that were used to make this
calculation, using your settings. As you change your settings, new
statistics are computed and displayed. See What Determines How Many
VMs | Can Create? for more information about how the calculations are
made.

If the required number of Compute VM instances aren't available, choose
another shape.

Enter the Volume Size (between 50 GB and 500 GB) you want to use for
each build this VM executor builds. The default is 100 MB. Larger
volumes give more space per VM. While this is great for heavy
workloads, the drawback is you won't be able to create as many VMs.

Optionally, select Keep updated with the latest OS image.

If you select this option, VB Studio checks nightly for new OS versions
from OCI (usually, OCI releases about one new OS version each month)
and automatically updates any affected VMs. This keeps your VM
executors up to date without waiting for the quarterly updates.

@ Note

If a build is already running when the update is to start, VB
Studio lets that build finish first, then starts the update. If a build
is scheduled to start during the update, VB Studio runs the
update first and then starts the build right after.

Select the Reserved Public IP that you want to add to the VM executor.
You can add one Reserved Public IP to each VM executor.

An allow listing for your VM executor is possible only if you specify an
OCI account by assigning a Reserved Public IP to a build executor. The
Reserved Public IP must be defined in the compartment of the specified
OCl account.

In VCN Selection, select Custom.

In VCN Compartment, select the compartment.
If you're an Oracle Cloud OS Management Service (OSMS) user, don't
select the OSMS compartment or a compartment with an OSMS policy.

In VCN, select the VCN.

In Subnets Compartments, select the compartments where your public
subnets are. By default, it adds your VCN's compartment. If required, you
can add more compartments.

In Subnets, select a subnet. The list shows public subnets only.
You can add multiple public subnets. If VB Studio can't create a VM
executor on the first subnet you've added, it tries to create it on the
second subnet, and so on.

Click Validate Network Setup.
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Action How To

16. After successful validation, click Add.

The new VM executor is in the Pending state until you manually start it or
trigger a job's build that references the associated executor template.

Get the name and IP . . . s
addresses of a VM 1. Inthe VM executor's Details column, click Show machine details™".

executor's VCN subnet. 2. Note the VCN subnet's name.

Details Status @ T Actions

Available SR

VM Build Executor Configuration

Instance des-ga-manycomponents-linux-6-80902- 1640016966
Public IP 144.25.87.142

Private IP 100.100.125.11

Subnet DevTest2-AD1

Volume Size 100

The VM executor's subnet name is displayed only if it's in the Available

state. If the VM executor is in the Stopped or the Pending state, click ***
and select Start to start the VM executor.

View a VM executor’s The VM executor’s log has entries for all events along with information about
log when the events occurred, the type of event, and event details.

1. Select the VM executor, click Actions **" and select Display Log.

2. Inthe Provisioning Log window, review the log.
To download the log file to your computer, click Download Log.

Start or stop a VM When a build of a job triggers, its VM executor starts automatically if it was in
executor manually the stopped state. It takes some time to start a VM executor, and the user
must wait for a VM executor to start before the job's build runs on it. Similarly,
a VM executor stops automatically if no builds run on it during the sleep
timeout period.
At times, you may want to manually start a VM executor before triggering a
job's build or stop it to free resources immediately. To start or stop a VM

executor, click Actions """ and select Start or Stop.

To start or stop multiple VM executors, select their check boxes, click Update
Selected and select Start selected VMs or Stop selected VMs.

Delete a VM executor To delete a VM executor, click Actions™"" and select Delete.

If the Delete action doesn't delete the VM executor, you can force a delete
using the Force Delete action.

To delete multiple VM executors, select their check boxes, click Update
Selected and select Delete selected VMs.
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Action How To

Change the sleep Set the sleepout time to stop inactive VM executors automatically. By default,
timeout of all VM it is 30 minutes.

executors The higher the sleep timeout value, higher will be your cost as inactive VM

executors continue to be in the Available state for a longer time. If you don't
expect your organization's users to run builds frequently, specify a lower sleep
timeout.

When a VM executor starts from the Stopped state, it installs the operating
system and all software packages of the executor template. This takes time
and your organization's users must wait for the build to start until the VM
executor is in the Available state. If you expect your organization's users to
run builds frequently, specify a higher sleep timeout value.

1. Click Sleep Timeout.

2. Inthe Sleep Timeout dialog box, change the timeout duration to define
how long should a VM executor be in the Available state if no builds run
on it.

3. Click Save.

Reset the VM executor  Use the Try to Reset action if the build executor is stuck in the Error
Recoverable status. The Try to Reset action will try to remove all used OCI
resources of the VM executor.

To reset a VM executor, click Actions " and select Try to reset.

After adding VM executors, you and your organization's members can configure jobs to use
executor templates.

What Determines How Many VMs | Can Create?

There are three factors that determine how many VMs you can create:

e OCPU - The maximum number of VMs varies according to the shape selected

e Memory - The maximum number of VMs is based on the Flex shape selected and the
Allocated Memory setting. (This restriction is used for Flex shapes only.)

e Volume - The maximum number of VMs is based on the Volume Size setting.

After you specify a volume size (in GB), the Add VM Build Executor dialog displays real time
numbers for OCPU and Memory, just below the line that tells you how many VMs are available
for you to use. These numbers come directly from the OCI Console.

You might notice that Quantity isn't on the list. The quantity of VMs that you actually create
has no impact on the limits. The limits represent the maximum numbers of what you could use
but VB Studio doesn't restrict what you can create. This is actually beneficial, since availability
constantly changes. Instead, the runtime simply limits what you can use in real time.

Connect to Your OCI Account and Add VM Build Executors

Configure VB Studio to connect to your own OCI paid account if you need more VM build
executors to reduce the wait time for your organization's members, if you want to create
custom build executor templates, or if you want to use advanced features for VM executors
(such as use your own VCN or use a different VM shape).

1. Configure your VB Studio instance to connect to your OCI paid account.
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If you don't have authorization to create and manage OCI resources, ask someone who
can create the resources.

a. If you haven't created a VB Studio instance yet, you can create the instance and
connect it to your OCI account at the same time. See Create a VB Studio Instance in
Your Oracle Cloud Account.

b. If your VB Studio instance already exists and you now want to connect it to your own
OCl account:

vi.

vii.

In the Oracle Cloud Console, in the upper-left corner, click Navigation Menu =.
Select Developer Services and then select Visual Builder Studio.

On the Visual Builder Studio instances page, click the VB Studio instance's name.
On the instance details page, click Actions, then click Edit.

Select the Yes, | authorize this checkbox.

Edit Visual Builder Studio

General information

Compartment
(root)

Name
VBS-dev-instance

Cl/CD setup

Visual Builder Studio requires authorization to create Compute instances and Storage buckets in your Oracle Cloud account. We use the Compute instances to execute your
CI/CD pipelines, and the Storage buckets to store build artifacts, as well as to enable the binary repository features in your projects (Maven, NPM, and Git LFS). If you have a
pay-as-you-go Cloud account, you will incur charges only when you execute a pipeline or consume storage, and anly after your overall usage exceeds the Oracle Cloud Free
Tier limits. Do you authorize Oracle to use these resources?

Yes, | authorize this

Compartment
DemoCompartment

Select the compartment where you want us 1o create the Compute and Storage instances

Select the compartment to host your VB Studio resources.

Click Save changes.

2. To see your new OCI connection in VB Studio:

a. Inthe left navigator, click Organization .
b. Click the OCI Account tab.

To create custom build executor templates, see Create and Manage Build Executor Templates.
Remember to add Node.js 20 or 22 to the executor template. Node.js 20 and 22 are the
supported versions for packaging extensions.

To add more VM executors:

1. Click the VM Build Executors tab.
2. Click + Create VM.

3. Inthe Add VM Build Executor dialog box, in Quantity, specify the number of VM executors
you want to allocate.

To minimize build execution delays, set the number of VM executors to the number of jobs
that you expect to run in parallel using that template. If the OCI VM quota is available, that
number of VM executors will be added to the Virtual Machines tab.
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If you're not sure about the number of VM executors you'll need, start with one VM
executor and then add more as required. Note that the more VM executors you have
running at a specific time, the higher the cost of OCPUs. To minimize the higher cost, use
the Sleep Timeout setting on the VM Build Executors tab to automatically shut down
inactive VM executors. You can always return to the VM Build Executors tab to remove or
add VM executors, based on your actual usage.

4. In Build Executor Template, select System Default OL7 for Visual Builder or an
executor template with Node.js 20 or 22 software.

5. In Region, Shape, and VCN Selection specify the VM's region, shape, and Virtual Cloud
Network (VCN).

* Aregion is a localized geographic area where the data centers are located.
Remember, a VM executor is a VM on OCI Compute. Choose the region where your
VB Studio account is or the one that's closest to you geographically.

* A shape is a template that determines the number of CPUs, amount of memory, and
other resources allocated to the created instance. Choose a shape of your preference.

A VCN is a software-defined network that you set up in the Oracle Cloud Infrastructure
data centers in a particular region. By default, builds run in your VB Studio's
compartment. To run builds in your own VCN, select Custom and specify its details.

To learn more about regions and shapes, see Regions and Availability Domains and
Compute Shapes. To find more about VCNSs, see VCNs and Subnets.

6. Click Add.

Run VM Build Executors in Virtual Cloud Network

A Virtual Cloud Network (VCN) is a software-defined network that you set up in the OCI data
centers of a region. A subnet is a subdivision of a VCN. A VM build executor always runs in a
VCN's public subnet.

You can choose to run a VM executor in the VB Studio compartment's VCN or in another
compartment's VCN. Run the VM executor in the VB Studio compartment's VCN if you don't
have a VCN or want to use the default option without any additional configuration. Run the VM
executor in another compartment's VCN if you want the VM executor to access Oracle Cloud
services running in that compartment's VCN.

@® Note

You can't run VM executors in a VCN if VB Studio is connected to the built-in free
account. To use another compartment's VCN, configure VB Studio to connect to an
OCI paid account.

Use VB Studio's Default VCN

VB Studio compartment's VCN, also called the default VCN, is automatically created for you
when the first VM build executor that uses it starts.

VB Studio's default VCN is called vbs- execut or - ven and resides in the VB Studio's
compartment. When a VM executor that uses the default VCN starts, VB Studio checks the
OCI compartment for the default VCN. If it doesn't exist, VB Studio creates a VCN called vbs-
execut or - ven with CIDR block 10. 0. 0. 0/ 16 and public subnets in all availability domains. If
the VCN exists, VB Studio uses it to run your VM executors.
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When VB Studio creates the default VCN, it also creates these components and adds them to

the VCN:

e An Internet Gateway
e A Route Table that uses the Internet Gateway as the routing rule

e Security Rule Ingress rules that allow TCP traffic on:

— Destination port 22 (SSH), 9003 (Executor agent debug), 9005 (VM agent debug),
9082 (Executor agent), and 9085 (VM agent), and 8095 (Docker Agent), and

9001-9010 from source 0. 0. 0. 0/ 0 and any source port.
— Destination port 443 from sources in the 10. 0. 0. 0/ 16 IP range.

e A Security Rule that allows Egress to any destination from any protocol.

e Three public subnets, one for each availability domain. Their CIDR is set to 10. 0. 0. 0/ 24,

10.0. 1.0/ 24, and 10. 0. 2. 0/ 24.

Here's an example of the default VCN:

4 Virtual Cloud Networks

vbs-executor-vcn - Asiase

Actions v
Virtual Cloud Network
' W A " '
Details IP administration Subnets Gateways Routing Security VLANs Work requests Tags
VCN Information
Compartment BuildExecutorCompartment
Created Feb 6, 2020, 19:07 UTC
IPv4 CIDR Block 10.0.0.0/16
IPv6 Prefix -
ociD acid1venocl Copy
DNS Resolver -ven
Default Route Table Default Route Table for vbs-executor-ven
DNS Domain Name DNS isn't enabled for this VCN
Here's an example of the public subnets that are created:
4 Virtual Cloud Networks
vbs-executor-vcn s Actions v
Virtual Cloud Network
— — /W __J T T
Details 1P administration Subnets Gateways Routing Security VLANs Work requests Tags
Subnets
‘ Q ‘ Search ‘
Applied filters Compartment BuildExecutorCompartment
‘ Create Subnet ‘E‘
Name 1) State 1Pv4 CIDR Block 1), IPv6 Prefixes Tl Subnet Access Created |
vbs-executor-subnet-vlij:US-ASHBURN-AD-3 Available 10.0.2.0/24 - Public (vIij:US-ASHBURN-AD-3) Feb 6, 2020, 19:07 UTC
vbs-executor-subnet-vlij:US-ASHBURN-AD-2 Available 10.0.1.0/24 - Public (v]ij:US-ASHBURN-AD-2) Feb 6, 2020, 19:07 UTC
vbs-executor-subnet-vlij:US-ASHBURN-AD-1 Available 10.0.0.0/24 - Public (vIij:US-ASHBURN-AD-1) Feb 6, 2020, 19:07 UTC
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As soon as the default VCN is available, you have full control over it and can modify it. You can
add private subnets for your private services, add more public subnets or delete the existing
subnets, modify security lists, and add or remove other components.

@® Note

*  When a VM executor runs on the default VCN, it runs on any of its available public
subnets. You can't specify which subnet it should run on.

» If you plan to remove some public subnets of the default VCN, make sure that at
least one public subnet is available in the VCN. If there are no public subnets, VM
executors in the default VCN won't run and your builds will fail.

* The default VCN is created once and continues to stay until it is deleted manually.

» If your organization's members configure jobs that access Oracle Cloud services
in the private or public subnets of the VCN, ask them to configure their jobs to
access the services using private IPs or Fully Qualified Domain Name (FQDN).

Run VM Build Executors in Another Compartment's VCN and Subnets

To allow a VM build executor access your Oracle Cloud services in a compartment's VCN, you
should configure the VM executors to run in the same VCN. This allows the VM executor to
access Oracle Cloud services easily without any complex networking configuration.

Before you configure the VCN, make a note of these:

A VM executor always runs in a public subnet.

In the VCN, you must create a public subnet or configure an existing public subnet to allow
inbound access from and outbound access to VB Studio. See Create and Configure a
Public Subnet in a VCN.

Make sure that the public subnet is regional.

Instead of modifying an existing security list's security rules, create a hew security list for
the public subnet.

For the public subnet, create a security list and add ingress rules from source CIDR

0. 0. 0.0/ 0 for VB Studio ports 22 (SSH), 9082 (Executor Agent), and 9085 (VM Agent).
This is required to allow VB Studio access the VM executors in the VCN.

For the subnet's compartment, assign the use virtual - net work-fami |y OCI policy to the
user whose OCID you specified when you set up the OCI connection in VB Studio. This is
required for networking permissions and builds to run in the VCN's subnet. This statement
assigns the policy to the user's group:

al | ow group <group-name> to use virtual-network-famly in conpartnent <subnet-
conpar t ment - nane>

Here's an example of the use vi rtual - net work-fani |y policy:
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VBStudio-Policy- hcive

Policy

Policy Information Statements Tags

Policy Statements

| Q ‘ | Search ‘

| Edit Policy Statements

Statements T,
Allow any-user to manage all-resources in compartment id ocid 1.compartment.oct.. where request. princi

Allow any-user to use virtual-network-family in tenancy where request principal.id = 'ocid 1 vbsinstance oc1.phx.

Make sure that the VCN has a route table with a rule that allows Internet access.

To allow the VM executor to access the VCN's private subnet's services and resources,
configure the private subnet's security rules to allow incoming traffic from the public subnet
used by the VM executor.

While adding a VM executor, you can specify multiple public subnets. If VB Studio can't
create the VM executor on the first specified public subnet, it tries to create it in the second
subnet, and so on.

After configuring a VM executor to run in another compartment's VCN, ask your
organization's members to configure their build jobs to use the private IP addresses or the
Fully Qualified Domain Name (FQDN) of services that are running in the VCN.

Tell them not to use public IP addresses, because when VM executors are in the same
VCN as the service, public IP addresses will route the traffic outside the VCN, causing
builds to fail.

This table describes what you need to do if you have a VCN.

If ... Then:
You have a VCN without a public subnet 1. Create and Configure a Public Subnetin a
VCN.

You'll also configure the subnet's security list to
allow inbound access from and outbound
access to VB Studio.

2. To allow a VM executor access a service
running in the private subnet, configure the
private subnet's security list. See Allow VM
Build Executors to Access a Private Subnet's
Resources.

3. Add and Manage VM Build Executors in the
VCN.
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If ... Then:

You have a VCN with a public subnet 1. Inyour VCN, create a security list with ingress

rules and egress rules as described in steps
7-12 in Create and Configure a Public Subnet
in a VCN.

2. Open your public subnet's details page and
add the security list. See step 15 in Create and
Configure a Public Subnet in a VCN.

3. To allow a VM executor access to services
running in the private subnet, configure the
private subnet's security list. See Allow VM
Build Executors to Access a Private Subnet's
Resources.

4. Add and Manage VM Build Executors in the
VCN.

You don't have a VCN and want to create one 1. Use the VCN wizard to create a VCN with a

public subnet and an internet gateway. See
Virtual Networking Quickstart.

2. Create and Configure a Public Subnet in a
VCN.
You'll also configure the subnet's security list to
allow inbound access from and outbound
access to VB Studio.

3. To allow a VM executor access to services
running in the private subnet, configure the
private subnet's security list. See Allow VM
Build Executors to Access a Private Subnet's
Resources.

4. Add and Manage VM Build Executors in the
VCN.

Create and Configure a Public Subnet in a VCN

Before you can run VMs in another compartment's VCN, you must first create a public subnet
in your VCN with security rules that allow inbound access from and outbound access to VB
Studio.

=

Sign in to Oracle Cloud Console.

In the upper-left corner, click Navigation Menu =.

Select Networking and then select Virtual cloud networks.

On the Virtual Cloud Networks page, next to Applied filters, select the compartment.
From the VCNSs list, click the VCN's name.

On the VCN details page, click the Security tab.

Under Security Lists, click Create Security List.

On the Create Security List page, in Name, enter the security list name.

© @ N 9o g ~ 0 DN

In Create in Compartment, ensure that the correct compartment is selected.

10. In Allow Rules for Ingress, click + Another Ingress Rule and follow these steps:
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b. In Source CIDR, enter 0. 0. 0. 0/ 0.
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c. In Destination Port Range, enter 9082.

d. (Optional) In Description, add a description.

Here's an example:

Create Security List

N

W TR T o

Name
Public Subnet Security List for VB Studic Build VMs

Create In Compartment
VBStudioCompartment

Allow Rules for Ingress

Ingress Rule 1
Allows TCP traffic fer ports: all
Stateless

e

To enable bidirectional traffic flow, make sure a complemes

ntary rule in the opposite direction exists. Learn

about stateful and stateless rules.

Source CIDR
000.0/0

IP Protocol
TCP

Destination Port Range ‘

9082

Description
TCP Traffic for ports: 9082

Cancel Create Security List

e. Click + Another Ingress Rule and repeat steps 10a through 10d to add ports 9085

and 22.

f.  (Only if you are using Docker executors) Click + Another Ingress Rule and repeat
steps 10a through 10d to add ports 8095 and 9001-9010 to 0. 0. 0. 0/ 0 and add port
443 to your VCN CIDR (for example 10. 0. 0. 0/ 16).

11. In Allow Rules for Egress, click + Another Egress Rule and follow these steps:

a. In Destination Type, select CIDR.

b. In Destination CIDR, enter 0. 0. 0. 0/ 0.
c. InIP Protocol, select All Protocols.
d. (Optional) In Description, add a description.

12. Click Create Security List.

After creating the security list, click its name and then click the Security rules tab to verify

the ingress and egress rules you added.
Here's an example of ingress rules:
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Default Security List for vbs-executor-ven - seise | Actions |

Security List

Instance traffic is controlled by firewall rules en each Instance in addition to this Security List

o — e w— e s

Details  Securityrules  Tags

Ingress Rules

Search

B |

‘ AddIngressRules | | Actions v ‘m

P Source Destination Type
0O Stateless 1| Source . poo g N Pert 1 PortRonge B and W allows 7
Range Code
No 0.0.0.0/0 TCcP All 22 TCP traffic for ports: 22 SSH Remote Login Protocol
No 0.0.0.0/0 TCcP All 9082 TCP traffic for ports: 9082
No 00.0.0/0 TCcP All 9085 TCP traffic for ports: 9085

Here's an example of the egress rule:

Egress Rules

E |

Search ‘

| Add Egress Rules

Actions |m

S Port Destination Port Ty d
ource Por estination Por! ype an N Allows 14 Description 14

. N P
O Stateless | Destination U o N pange % Range e

O N 0.0.00/0 All Protocols All traffic for all ports

13. Return to the VCN's details page.
14. Select the Subnets tab and follow these steps to create a public subnet:
If you want to edit an existing public subnet, jump to the next step.
Click Create Subnet.

a
b. In Name, enter the subnet's name.

0

In Create in Compartment, select the correct compartment.

d. In Subnet Type, make sure that Regional is selected.

e. InIPv4 CIDR Block, enter the subnet's CIDR block.

Don't setitto 172. 17. 0. 0/ 16 as it's the default subnet allocated to Docker.

f. Under IPv6 Prefixes, in Route Table, select the VCN's route table.
g. In Subnet Access, make sure that Public Subnet is selected.
h. In Dhcp Options, select the VCN's DHCP options.

i. In Security List, select the security list you created starting with step 6.
j-  Fillin the other fields as required.
k. Click Create Subnet.
15. If you want to edit an existing subnet, select the Subnets tab and then follow these steps:
a. Click the public subnet's name.
b. Click the Security tab and then click Add Security List.

c. On the Add Security List page, in Security List, select the security list you created
starting with step 6.
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d. Click Add Security List.

That's it. After creating or editing the public subnet, your VM executors can now run in the
VCN.

Allow VM Build Executors to Access a Private Subnet's Resources

After adding a public subnet in a VCN, to allow VM build executors access to the resources
and services (such as a VM-based Database) running in the VCN's private subnet, configure
the private subnet's security rules to allow incoming traffic from the public subnet used by VM

executors.

1. Sign in to Oracle Cloud Console.

2. Inthe upper-left corner, click Navigation Menu =.

3. Select Networking and select Virtual cloud networks.

4. On the Virtual Cloud Networks page, click the VCN.

5. Onthe VCN details page, click the Security tab.

6. Under Security Lists, click the private subnet's security list.

7. Click the Security rules tab and then click Add Ingress Rules.
If you want to modify an existing rule, click the Actions icon (three dots), and then select
Edit.

8. Onthe Add Ingress Rule page, in Source Type, select CIDR.

9. In Source CIDR, enter the VM executor's public subnet's CIDR range.

10. In Destination Port Range, enter the service's port number.

11. (Optional) In Description, add a description.

12. Click Add Ingress Rules.

13. If required, repeat steps 7-12 for each service's port.

VB Studio Public IP Addresses in OCI Data Centers

If you're running VM executors in another compartment's subnet and don't want to use the
CIDR 0. 0. 0. 0/ 0 range in your ingress and egress rules, specify VB Studio's public IP address
in the subnet's ingress and egress rules.

For a list of public IP addresses, see Public IP Addresses for Oracle Visual Builder Studio.

You can also use the following list of IP addresses to restrict outbound access from your build
VM executors:

Server type IP address

Storage 129.150.1.1/32

129.150.1.2/32
134.70.80.3/32
134.70.84.3/32
130.162.1.2/32
130.162.1.1/32

Public yum 23.212.73.81/32

Shared services yum 130.35.147.212/32
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Server type

IP address

Yum regional mirrors

192.29.194.161/32
129.149.81.204/32
129.149.51.216/32
192.29.166.112/32
155.248.131.128/32
129.149.16.241/32
129.148.209.47/32
138.1.66.178/32
192.29.138.86/32
129.148.132.80/32
147.154.1.235/32
192.29.25.15/32
192.29.113.113/32
129.149.65.253/32
192.29.242.73/32
138.1.16.168/32
129.149.114.199/32
192.29.222.78/32
129.149.98.107/32
129.149.122.166/32
192.29.38.186/32
147.154.123.93/32
129.149.39.7/32
129.148.179.162/32
129.148.160.57/32
192.29.153.28/32
129.149.3.154/32
129.148.144.226/32
192.29.82.26/32
192.29.69.154/32
192.29.181.241/32

NPM (registry.npmjs.org)

104.16.16.35/32
104.16.17.35/32
104.16.18.35/32
104.16.19.35/32
104.16.20.35/32
104.16.21.35/32
104.16.22.35/32
104.16.23.35/32
104.16.24.35/32
104.16.25.35/32
104.16.26.35/32
104.16.27.35/32

Node.js (nodejs.org)

104.20.22.46/32
104.20.23.46/32
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Server type IP address

Docker - OL8 only 108.156.91.110/32
(download.docker.com) 108.156.91.29/32

108.156.91.41/32
108.156.91.7/32

Software for Build Executor Templates

VB Studio provides various software packages in the build executors' software catalog. Some
software packages are available by default in each executor template.

Platforms
These platforms are available:

e Oracle Linux 8
e Oracle Linux 7 (default)
Default Software Packages

These software packages are available by default in each executor template. You can't edit or
remove these software packages from an executor template.

Software Version in Oracle Linux 8 Version in Oracle Linux 7
Oracle Java SE 17.x 17.x

Ant 1.10.5 or later 1.10.15

C++ Compiler (cpp/gcc) 8.5.0 or later 4.8.5 or later

Git 2.43.7 or later 2311

Git LFS 3.4.1 2.10.0

Jq 1.6 or later 1.5 or later

Maven 3.9.9 3.99

Python2 (including Virtualenv) 2.7.18 or later 2.7.5 or later

Software Packages in the Software Catalog

Here's a list of the software available in the VB Studio's software catalog. You can add only
one version to an executor template, even if multiple versions of the software are available.

Software Version in Oracle Versionin Oracle Notes
Linux 8 Linux 7
Docker 26.1.1 or later 19.03.11 or later Note: Docker 19.x on OL7 has been
deprecated and will be removed in a future
release.
Firefox ESR 140.5.0 or ESR 128.14.0 or
later later
Fn NA 0.6.47 Requires Docker, OClcli, and Python3 on
3.7 or later.
GraalVM EE for 23.0.10 23.0.10 For Java 17.0.17, version 23.0.10 is
Java 17 available.
Gradle 8.9 8.9

Administering Visual Builder Studio

G49427-01

January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 41 of 57



ORACLE’

Chapter 5

Step 3: Set up VB Studio to run VM build executors

Software Version in Oracle Version in Oracle
Linux 8 Linux 7
Groovy 4.0.26 4.0.26
Helm 3.9.3 3.9.3
Java SE 23.0.2 23.0.2
21.0.9 21.09
17.0.17 17.0.17 ® Note
11.0.29 11.0.29 Java 17.x is
1.8.0 471 1.8.0 471 automatically
included in all
new Build
Executor
templates
(instead of Java
1.8.x) and is
automatically
added to any
existing
templates.
Templates
created before
VB Studio
22.10.0 include
Java 1.8.x, but
they've been
updated to also
include Java
17.X.
Users can add multiple versions of Java to a
build executor template by selecting the
Java version to use in a job from the job's
configuration page.
JuUnit 4 4.12 or later 4.11 or later
Kubectl 1.24.3 1.24.3
Node.js grunt grunt v1.6.1 or later gruntv1.6.1 or later
pre-install gruntclivl.5.0 or  gruntcli v1.5.0 or
later later
Node.js 22.6.0 Node.js 22 requires NPM v10.8.2 or later
20.17.0 16.17.0 Node.js 20 requires NPM v10.8.2 or later
18.18.1 14.20.0 Node.js 18 requires NPM v9.8.1 or later
16.17.0 Node.js 16 requires NPM v8.15.0 or later
14.20.0 Node.js 14 requires NPM v6.14.17 or later

Node.js Driver
for Oracle
Database

6.10.0 or later

6.10.0 or later
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Software Version in Oracle Versionin Oracle Notes
Linux 8 Linux 7
Oracle Analytics 8.7.0.0.0 8.7.0.0.0 After installing Oracle Analytics Client

Client (OAC) (OAC) tools, you can use UNIX shell
commands to run OAC command line
utilities. Refer to Using Oracle Analytics
Client Tool Utilities on Linux and Generate
an .rpd File from JSON/SMML, but ignore
the references to downloading and installing
the OAC tools locally — instead, you'll Run
Unix Shell Commands in VB Studio.

OClcli 3.71.0 or later 3.62.0 or later Requires Python3

Oracle 12.5 12.5

Developer

Studio 12¢ 12.5

Oracle Forms 12.2.1.4.0 12.2.1.4.0

Developer

Oracle Instant ~ 21.20.0.0.0 or later 21.20.0.0.0 or later

Client 19.15.0 or later 19.15.0 or later

Oracle 14.1.2.0.0 14.1.2.0.0

JDeveloper

Studio

Oracle JET 19.0.0 or later 19.0.0 or later Requires Node.js

Command-line

Interface

Oracle SOA 14.1.2.0.0 14.1.2.0.0

Suite 14

Podman 4.9.4 or later N/A

@ Note
Podman will not
work if Docker
is being used
for build
executors in
your
organization.

Python3 3.10.6 3.10.6 To invoke virtualization for your

3.9.13 3913 environment, run this command: pyt hon3
3.8.13 3.8.13 - venv. <env_name>
3.7.13 3.7.13

Ruby 2.5.9p229 or later  2.0.0p648 or later

SQLcl 25.4.0.0 or later 25.2.2.0 or later Requires Java 11 or later

Xvfb 1.20.11 or later 1.20.4 or later

Step 4: Set up VB Studio to run builds on Docker executors

Optional step: If you decided to go with Docker executors in Step 2, use this step.
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If you decided to use VM build executors, go to Step 3: Set up VB Studio to run VM build
executors. You must use one or the other.

In VB Studio, you can run builds on Docker executors. You may want to use Docker executors
for your execution platform if you have several templates and frequent jobs. Docker requires
one management VM to run full-time, as well as one or more deployment VMs that can switch
between templates as needed by different builds. Another reason you may want to use Docker
executors instead of VM executors is if you want to include custom Docker images as the base
for build executor templates.

You can import Docker images from your private or public Docker registry or create them from
build executor templates, then deploy these images on VB Studio's Docker deployment VMs.

Add Your First Docker Deployment VM

If you haven't configured VB Studio to add VM executors, you can add your first Docker
deployment VM from the Organization page's Build Executors tab.

@® Note

If you have created a VCN for your VM executors, make sure that you have the VCN
configured to support Docker executors. For instructions, see Use VB Studio's Default
VCN or Create and Configure a Public Subnet in a VCN for a custom VCN.

1. Configure VB Studio to connect to your OCI account.

2. In the left navigator, click Organization Eh.
3. Click the Build Executors tab.

4. In the Custom Docker Executor tile, click Create Docker Executor.
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Projects 0OC1 Account Build Executor Templates Build Executors Compeonent Exchange Groups Properties

To run builds, you must decide whether to use VMs or Docker as your executor.

mm
Mm
Custom VM Executor Custom Docker Executor
Choose this as your execution platform if: Choose this as your execution platform if:
= You have only a few build templates and = You have several build templates and
infrequent builds. At least one VM is frequent jobs. Docker requires one
required for each build, which specifies a management VM to run full-time, as well
build executor template. If multiple as one or more deployment VMs that can
templates are used for building, then switch between templates as needed by
multiple YMs need to be created. different builds.
= You're comfortable using only the = You want to include custom Docker
software in the VB Studio software images as the base for build executor
catalog as the base for your build templates.

executor templates.

Create VM Executor Create Docker Executor

5. Add details to the Add VMs for Creating Docker Executors dialog:

a.

Number of VMs: Specify the number of Docker deployment VMs you want to create.

The number you specify doesn't include the Docker Management VM. For example, if
you specify 4 in Number of VMs, VB Studio will create five VMs: four Docker
deployment VMs and one Docker Management VM.

Executors created per VM: Enter the maximum number of Docker executors you
want to deploy in each Docker deployment VM.

Region: Select the region that's closer to you geographically.
The drop-down list displays regions your OCI account is subscribed to.
Shape: Select the Docker executor's shape.

As this is your first Docker deployment VM, the Docker Management VM is also
created with the same shape. Choose a shape with at least two OCPUs and 16 GB of
RAM.

After selecting the shape, wait for a few seconds. VB Studio calculates the number of
Compute VM instances that can be created with the selected shape and displays it in
the dialog box. If the required number of Compute VM instances aren't available,
choose another shape.

Volume: Specify the storage capacity for each Docker deployment VM.

Number of OCPUs: If you've selected a Flex shape, specify the number of OCPUs to
add in each Docker deployment VM.

Amount of Memory: If you've selected a Flex shape, specify each Docker deployment
VM's memory.

Use only for project(s): (Optional) Select one or more projects to assign to this
Docker deployment VM. After the Docker deployment VM is created, it will be

Administering Visual Builder Studio

G49427-01

January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 45 of 57



ORACLE

8.
9.

Chapter 5
Step 4: Set up VB Studio to run builds on Docker executors

restricted to running builds for the assigned projects. Builds for these projects will only
run on this VM, and builds from other projects won't run on this VM.

For VCN Select, choose Default or Custom.

* If you chose Default, click Create. You are finished with this task.
e If you chose Custom, continue to the next step.

Fill out the additional details for the custom VCN:

a. VCN Compartment: Select the compartment.

If you're an Oracle Cloud OS Management Service (OSMS) user, don't select the
OSMS compartment or a compartment with an OSMS policy.

b. VCN: Select the VCN.

c. Subnets Compartments: Select the compartments where your public subnets are. By
default, it adds your VCN's compartment. If required, you can add more compartments.

d. Subnets: Select a subnet. The list shows public subnets only.

You can add multiple public subnets. If VB Studio can't create a Docker executor on
the first subnet you've added, it tries to create it on the second subnet, and so on.

Click Validate Network Setup.
Click Create.

Before you try to use your Docker executors and images, you should check their states by
visiting the tabs on the Organization page's Build Executors tab:

The Docker Images tab shows the number of Docker images that are in use or are in an
error state.

Organization

Projects OCl Account Build Executor Templates Build Executors Component Exchange Groups Properties Activities

Dockerlmages VM Pool  Active Executors (0) Auto Refresh (@) &

@ None of your images are in use.
4...

B [ Hide system images Createlmage ¥
/A There are 2 images in an error state.

a Name ~ Type < Size T Active Images Status Actions.
a DCS QA Req Comp Linux 7 Template 3.49 GB 0 of 4 allowed Pending

a DCS QA Req Comp Linux 8 Template 2.08GB 0 of 4 allowed Pending

O  System Base OL7 1.88 GB Error

a System Base OL8 2.08 GB Error

The VM Pool tab shows how many of your VMs are running or or are in an error state.
— If you don't have any deployment VMs, an error message prompts you to define one.

— If the management VM is down, an error message prompts you to try restarting it, or
contact Oracle Support.
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Organization

Projects OClI Account Build Executor Templates Build Executors Component Exchange Groups Properties Activities

Docker Images VM Pool Active Executors (0) Auto Refresh (@) &
© O0ne of your VMs is running.
@ None of your VMs are in an error state.

O wvMd o Type ~ Restricted O Details Active Executors Disk Usage @ Status © Actions

O 961 Management ©® ™ 0% Ready

O 962 Deployment ©® 0 of 2 allowed 1 o Stopped

O 963 Deployment @ 0 of 2 allowed ' o Stopped

e The Active Executors tab shows how many Docker build executors are currently active.

Organization

Projects ~ OClAccount  Build Executor Templates  Build Executors ~ Component Exchange ~ Groups  Properties  Activities
Docker Images VM Pool Active Executors (0) Auto Refresh () G
JobName O Project Name T Docker Image < vMmid ¢ Started Status T Actions

No Docker build executors are currently active

Migrate to Docker

If you've created one or more VM executors and want to use Docker executors to run builds,
you can migrate those VM executors to Docker.

You can choose to run builds for your organization on either VM executors or on Docker
executors; you can't choose both. If the builds in your organization are already running on VM
executors, you can migrate to Docker, and all builds in your organization going forward will use
Docker executors.

When you perform a Docker migration, all of your VM executors are destroyed and recreated
in Docker as images, separate from deployment VMs. If you want to revert back to VM
executors, you will perform a reset that destroys all the Docker images and deployment VMs.
You will then have to recreate your VM executors manually, so be sure to capture the details of
your current VM executors before performing a migration in case you need to reset and go
back.
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@® Note

If you have VM executors that specify different custom VCNs, you must capture the
details of all of the custom VCNSs before migrating to Docker. The migration dialog will
only let you choose one VCN, and you will need to recreate the deployment VMs with
the details of your other custom VCNSs.

If you're using the free VM build executor, configure VB Studio to connect to your OCI
account.

In the left navigator, click Organization .
Click the Build Executors tab.

Capture details for your current VM executors in case you want to revert back from Docker
executors to VM executors.

a. To capture ID, template, and shape information, copy the contents of the Build
Executors table and paste to a text file.

b. To capture the contents of the Details column, click Show machine details - for
each VM executor, copy the VM Build Executor Configuration details, and paste to a
text file.

Click Migrate to Docker.

In the Do you want us to re-create your VM executors as Docker images dialog, enter the
required details.

a. In Number of VMs, specify the number of Docker deployment VMs you want to create.

The number you specify doesn't include the Docker Management VM. For example, if
you specify 4 in Number of VMs, VB Studio will create five VMs: four Docker
deployment VMs and one Docker Management VM.

b. In Executors created per VM, enter the number of Docker executors you want in
each Docker deployment VM.

c. In Region, select the region that's closer to you geographically.
The drop-down list displays regions your OCI account is subscribed to.
d. In Shape, select the Docker deployment VM's shape.

As this is your first Docker deployment VM, the Docker Management VM is also
created with the same shape. For the image management VM's optimum performance,
select a shape with at least 2 OCPUs and 16 GB memory.

Wait for a few seconds. VB Studio calculates the number of Compute VM instances
that can be created with the selected shape and displays it in the dialog box. If the
required number of Compute VM instances aren't available, choose another shape.

e. In Volume, specify the storage capacity for each Docker deployment VM.

f. If you've selected a Flex shape, then in Number of OCPUs, specify the number of
OCPUs to add in each Docker deployment VM.

g. Ifyou've selected a Flex shape, then in Amount of Memory, specify each Docker
deployment VM's memory.

For VCN Select, choose Default or Custom.

* If you chose Default, click Migrate. You are finished with this task.
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e If you chose Custom, continue to the next step.
8. Fill out the additional details for the custom VCN:
a. VCN Compartment: Select the compartment.

If you're an Oracle Cloud OS Management Service (OSMS) user, don't select the
OSMS compartment or a compartment with an OSMS policy.

b. VCN: Select the VCN.

c. Subnets Compartments: Select the compartments where your public subnets are. By
default, it adds your VCN's compartment. If required, you can add more compartments.

d. Subnets: Select a subnet. The list shows public subnets only.

You can add multiple public subnets. If VB Studio can't create a Docker executor on
the first subnet you've added, it tries to create it on the second subnet, and so on.

9. Click Validate Network Setup.
10. Click Migrate.

Manage Docker Images

In VB Studio, you can import a Docker image from an external Docker registry or create a
Docker image from a build executor template.

You'll need to configure VB Studio to connect to your OCI paid account before you can
proceed. See Create a VB Studio Instance in Your Oracle Cloud Account or, if you've already
created your VB Studio instance, see Change Your OCI Account.

@® Note

You can't create or manage Docker images if VB Studio is connected to the built-in
free account.

VB Studio provides out-of-the-box base Docker images for your organization's users. You can't
modify or delete these Docker images, and they can't be used for building your job. These
base images are used to create Docker images from Docker build executor templates.

Docker image Description
System Base OL7 Oracle Linux 7 base image with required software packages
System Base OL8 Oracle Linux 8 base image with required software packages

You can create and manage Docker images from the Build Executors tab on the Organization
page.

1. In the left navigator, click Organization .

2. Click the Build Executors tab.

3. Click the Docker Images tab.
The tab shows the number of Docker images that are in use or are in an error state.
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Projects OCl Account Build Executor Templates Build Executors Component Exchange Groups Properties Activities

Docker Images VM Pool Active Executors (0) Auto Refresh l:) (e}
@ None of your images are in use.
4 Images /A There are 2 images in an error state. U] Hide system images Createlmage ¥
a Name ~ Type < Size T Active Images Status Actions.
a DCS QA Req Comp Linux 7 Template 3.49 GB 0 of 4 allowed Pending
a DCS QA Req Comp Linux 8 Template 2.08GB 0 of 4 allowed Pending
O  SystemBase OL7 1.88 GB Error
O  systemBase OL8 2.08 GB Error

Notice that the system base images, indicated with the System badge, are displayed by
default. To hide them, click the Hide system images checkbox to the right.

This table describes the actions you can perform to create and manage Docker images.

Action How To

Import a Docker image
from an external Docker

registry 2.

8.

Click Create Image and select Create Image from Registry.

In the Add Custom Docker Image dialog box, in Name, enter the image's
name.

In Registry Host, enter the Docker registry's host name.

In Username and Password, enter the credentials of the users who can
access the registry. If it's a public registry, leave the fields empty.

In Image Name, enter the Docker image's name to be imported.
In Version Tag, specify the Docker image's tag

In Max Executors, specify the maximum number of executors to be
created from the imported image.

Click Add.

Create a Docker image  You can create only one Docker image from an executor template.

from an executor
template

4,

1.

Click Create Image and select Create Image from Build Executor
Template.

From the Build Executor Template drop-down list, select the executor
template.

In Max Executors, specify the maximum number of executors to be
created from the image.

Click Save.

Change a Docker
image's executor
template

Click Action """ and select Edit. In Build Executor Template, change the
template and click Save.
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Action How To

Change a Docker
image's maximum
executors

Click Action """ and select Edit. In Max Executors, change the number of
executors and click Save.

_Re-create a Docker Click Action """ and Recreate Image. In the confirmation dialog box, click
image OK.

View a Docker image's
log
Delete a Docker image

Click Action """ and select Show Log.

Click Action """ and select Delete. In the Delete Docker Image dialog box,
click Delete.

Add and Manage Docker Deployment VMs

You can add and manage Docker deployment VMs from the Organization Administration
page's Build Executors tab.

@® Note

You can't add or manage Docker deployment VMs if VB Studio is connected to the
built-in free account. If you want to add Docker deployment VMs, you'll need to
configure VB Studio to connect to your OCI paid account.

1. In the left navigator, click Organization .
2. Click the Build Executors tab.
3. Click the VM Pool tab and follow one of these procedures:

e To add Docker deployment VMs after you have added the initial VM, see Add Docker
Deployment VMs.

e To view, start, stop, delete, or view the Docker VM logs, see Manage Docker VMs.

e To manage disk usage for a Docker VM, see Manage Docker VM Resources.

Add Docker Deployment VMs

When you add a Docker deployment VM, you allocate an OCI VM Compute instance to run
your builds in Docker executors.

1. From the VM Pool tab, click + Add VMs.
2. Add details to the Creating Docker Executors dialog:
a. Number of VMs: Specify the number of Docker deployment VMs you want to create.
b. Executors created per VM: Enter the maximum number of Docker executors you
want to deploy in each Docker deployment VM.

c. Region: Select the same region that you chose for the Management VM in Step 5c of
Add Your First Docker Deployment VM.

The drop-down list displays regions your OCI account is subscribed to.

d. Shape: Select the Docker executor's shape.
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Wait for a few seconds. VB Studio calculates the number of Compute VM instances
that can be created with the selected shape and displays it in the dialog box. If the
required number of Compute VM instances aren't available, choose another shape.

e. Volume: Specify the storage capacity for each Docker deployment VM.

=h

Number of OCPUs: If you've selected a Flex shape, specify the number of OCPUs to
add in each Docker deployment VM.

g. Amount of Memory: If you've selected a Flex shape, specify each Docker deployment
VM's memory.

h. Use only for projects: (Optional) Select one or more projects to assign to this Docker
deployment VM. After the Docker deployment VM is created, it will be restricted to
running builds for the assigned projects. Builds for these projects will only run on this
VM, and builds from other projects won't run on this VM.

i. Use only for images: (Optional) Select one or more images to assign to this Docker
deployment VM. After the Docker deployment VM is created, it will be restricted to
running builds using the assigned images.

j- Reserved Public IP: (Optional) Select a Reserved Public IP to assign to this Docker
deployment VM. The Reserved Public IP must be defined in the compartment of the
specified OCI account. After the Docker deployment VM is created, the specified
Reserved Public IP will always be assigned and used by the Docker deployment VM.

For VCN Select, choose Default or Custom.
* If you chose Default, click Create. You are finished with this task.
e If you chose Custom, continue to the next step.

Fill out the additional details for the custom VCN:
a. VCN Compartment: Select the compartment.

If you're an Oracle Cloud OS Management Service (OSMS) user, don't select the
OSMS compartment or a compartment with an OSMS policy.

b. VCN: Select the VCN.

c. Subnets Compartments: Select the compartments where your public subnets are. By
default, it adds your VCN's compartment. If required, you can add more compartments.

d. Subnets: Select a subnet. The list shows public subnets only.

You can add multiple public subnets. If VB Studio can't create a Docker executor on
the first subnet you've added, it tries to create it on the second subnet, and so on.

Click Validate Network Setup.
Click Create.

@ Note

After the Docker deployment VM is created, it is listed on the VM Pool tab of the
Build Executors page. Restrictions for both projects and images are indicated with
a Lock icon in the Restricted column. Click the Lock icon to display details about
the assigned Docker deployment VM restrictions.

Manage Docker VMs

You can view, start, stop, or delete a Docker deployment VM,view the VM log from the
Organization Administration page's Build Executors tab, or show available resources for the
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VM. You can also reset, view the log, or show available resources for the Docker management
VM.

From the VM Pool tab, choose one of the actions shown in the following table:

Action How To

View a Docker
deployment VM's or
Docker management
VM's log

Start or stop a Docker
deployment VM

Click Action """ and select Show Log. In the Docker Executor VM Log
window, review the log.

Click Action """ and select Start or Stop.

To start or stop multiple Docker deployment VMs, select their check boxes,
click Update Selected and select Start selected VMs or Stop selected
VMs.

Delete a Docker

Click Action """ and select Delete. In the confirmation dialog box, click OK.
deployment VM

To delete multiple Docker deployment VMs, select their check boxes, click
Update Selected and select Delete selected VMs.

Reset a Docker

Click Action """ and select Reset. In the confirmation dialog box, click OK
management VM

View and clean up VM

Click Action **" and select Show Resources.. For more information, see
resources

Manage Docker VM Resources.

View the projects
associated with a
restricted Docker
deployment VM.

In the Restricted column, hover over =™ to view the projects associated with
the VM.

Manage Docker VM Resources

You can view the total disk usage available for a Docker Management VM or Docker
Deployment VM and delete images or containers to free up disk space.

For a quick look at the disk usage for a Docker VM, hover over the Disk Usage bar to view
usage percentage, GB used, total GB available, and the date that the data was last updated.
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xchange Groups

0 of 4 executors active

Properties

Activities

Auto Refresh ) @

@ Sleep Timeout ‘

) Usage: 11.48%
Disk U3 Used: 10.54 GB
Total: 91.78 GB

Last Updated: 52 minutes ago

1%11%

I 5%

Ready

Stopped C

The data on this page is only updated every hour or so. For real time usage and additional
detail, view the Resources page for the VM.

To view the Resources page for a Docker VM, click *** and select Show Resources.

Docker Deployment VM (3082) Resources

Disk Usage

Builds Workspace Size: 0.00 GB

Images Containers

100.100.125.24:443 /qa-dev3_dcs-ga-docker-19-linux-7-latest

ubuntu:20.04
ubuntu:18.04

maven:3-jdk-11

| Refresh ||

Apr7,2022 9:21 AM

Apr 5, 2022 3:20 PM

Apr 5,2022 3:20 PM

Apr 5, 2022 9:54 AM

Clean images / Free Diskspace

2.22GB

72.8MB

63.2MB

670MB

Used: 8.01 GB
2%
Total: 491.78 GB

N/A

N/A

N/A

N/A

‘ Close
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@® Note

If you are viewing Docker Management VM resources, you will see the Internal
Registry Size instead of the Builds Workspace Size.

From here you can view total disk usage for the VM, as well as usage for individual images
and containers.

The following table describes actions you can take to free disk space.

Action How To

Delete an individual image (for Docker deployment In the Images tab, click the trash can next to the

VMs). image.
Free disk space by removing images that are no In the Images tab, click the Clean Images/Free
longer in use. Diskspace button at the bottom.

Reset Docker and Move to VM Build Executors

If you want to run your organization's builds on VM build executor, you can reset Docker on the
Management VM from the Organization page's Build Executors tab.

@ Note

If you reset Docker, all of your VMs and images will be destroyed and your VM
executors will need to be created from scratch. Capture the details of your images and
deployment VMs before you begin so they can be recreated manually when you
switch to VM executors.

1. In the left navigator, click Organization ED.
2. Click the Build Executors tab.
3. Click the VM Pool tab.

4. For the Management VM, click *** and select Reset.
5. Inthe Delete Docker Deployment VM dialog box, click OK.

When you've finished with the migration, you will need to create the VM build executors. See
Add and Manage VM Build Executors.

Step 5: Set Up Users and Groups

Required step: To add users to VB Studio and its projects, you must first add them to your
identity domain in Oracle Cloud Infrastructure (OCI) Identity and Access Management, and
then assign the appropriate VB Studio roles.

To federate with your existing identity provider, see Federating with Identity Providers.

First, add users to your identity domain:

1. Inaweb browser, goto https://cloud. oracl e.com

Administering Visual Builder Studio

G49427-01

January 6, 2026

Copyright © 2020, 2026, Oracle and/or its affiliates. Page 55 of 57


https://docs.oracle.com/en-us/iaas/Content/Identity/federating/federating_section.htm

ORACLE’

10.

11.

Chapter 5
Step 5: Set Up Users and Groups

In Cloud Account Name, enter your Oracle Cloud account or tenancy name and click
Next.

On the Single Sign-On (SSO) panel, if required, select your identity domain and click
Continue.

Enter your Oracle Cloud account credentials and click Sign In.
If you've recently created your Oracle Cloud account, wait for some time to see your
services in the Oracle Cloud Console.

In the upper-left corner, click Navigation Menu =.
Select Identity & Security and then, under Identity, select Domains.

On the Domains page, click the name of the identity domain that you want to work in. You
might need to change the compartment, next to Applied filters, to find the domain that you
want.

After clicking the identity domain, click the User management tab.

Search resources, services, documentation, and Marketplace v US West (Phoenix) El

4 Domains

te St Active Actions ~

Domain

Details User management Administrators Dynamic groups Directory integrations Integrated applications Oracle cloud services

Users

test

Because of the large number of resources listed, some sorting and filtering actions aren't available.

‘ Q, | | Search |

Applied filters

‘ Create ‘ Actions ~ | m |
O Username T} Status Email T] Last access ] (o]

Click Create and enter the new user's details. See Creating a User.

You can optionally select groups to assign to this user. As a best practice, you might prefer
to add users to groups, and then assign VB Studio roles to those groups.
To create OCI groups, see Managing Groups.

See also Manage Your Organization's Groups.
Click Create.

Next, assign the VB Studio roles to your users:

1.

From your identity domain's User management tab, now click the Oracle cloud services
tab.

Search for and select the service that begins with either DevServiceAppAUTO_ or
VisualBuilderStudiolnstance_:

e Select DevServiceAppAUTO_ for older VB Studio instances that were migrated from
Oracle Gen 1 Cloud to Oracle Gen 2 Cloud Infrastructure, also known as Oracle Cloud
Infrastructure (OCI).
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*  Select VisualBuilderStudiolnstance_ for newly created Gen 2 (OCl) VB Studio
instances.

Click Application roles.
A user must be assigned one of these two roles to access VB Studio, either directly or
indirectly via a group.

This VB Studio role... Enables a user to:

DEVELOPER_ADMINI Set up VB Studio, manage all projects, manage VM executors and
STRATOR executor templates, view the Recent Activities feed, and update the
organization details. The user with this role is also called the Organization
Administrator.
Assign this role to users who can administer VB Studio.

DEVELOPER_USER  Create and access VB Studio projects. All non-admin users of VB Studio
must be assigned this role.
Note that this role doesn't allow the user to update the organization details
and view the Recent Activities feed.

For each VB Studio role that you want to assign, click the three dots at the end of the row
and then click Manage users.
You can also click Manage groups to assign this role to a group.

The Manage user assignments page lists the users already assigned to the selected VB
Studio role. Click Assign users to add a new user to this role.

On the Assign users page, search for and select the user you'd like to grant this VB Studio
role to, then click Assign.

Click Close.

Repeat these steps to assign VB Studio roles to additional users or groups.
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After creating the VB Studio instance, you change the CI/CD compartment and the instance's
display name, but can't change the name displayed in the instance's URL.

e Change the CI/CD Compartment

» Authorize VB Studio to Access Visual Builder and Integration Instances

»  Switch to the Built-In Free Account

e Change Your OCI Account

» Validate the OCI Connection

 Manage VB Studio Instance Tags
*  Write IAM Policies that Control Access to VB Studio

* Create Rules that Use Service Event Notifications

Move the VB Studio Instance

*  Terminate the VB Studio Instance

Change the CI/CD Compartment

You can switch to another OCI compartment any time. When you switch, your current
compartment's executor templates and VM executors migrate to the new compartment, but
Object Storage buckets do not migrate. The data in buckets may include build artifacts, Maven
artifacts, NPM artifacts, and exported project data.

1. Inaweb browser, goto https://cloud. oracle.com

2. In Cloud Account Name, enter your Oracle Cloud account or tenancy name and click
Next.

3. On the Single Sign-On (SSO) panel, if required, select your identity domain and click
Continue.

4. Enter your Oracle Cloud account credentials and click Sign In.

In the upper-left corner, click Navigation Menu =.

Select Developer Services and then select Visual Builder Studio.

On the Visual Builder Studio instances page, click the VB Studio instance's name.

On the instance details page, click Actions, then click Edit.

© © N o O

Under CIICD setup, select the new compartment you want to use for VM executors and
storage.

10. Click Save changes.

The VB Studio instance is updated to use the specified compartment.

If you switch to the built-in free account, you'll lose access to data in Object Storage, and your
current account's executor templates and VM executors. Instead, you'll get access to only one
free VM build executor and the default executor template.
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Authorize VB Studio to Access Visual Builder and Integration
Instances

You may be required to authorize VB Studio to access Oracle Visual Builder and Oracle
Integration instances that are connected to your OCI account. This authorization allows users
to view Visual Builder and Integration instances linked to the OCI account and create
environments with these instances.

So when might you need to do this? Mostly when your VB Studio instance is using the built-in
free VM account—but there are several other scenarios when VB Studio isn't authorized to
access the Visual Builder and Integration instances linked to your OCI account. Therefore, it's
recommended that you always check your VB Studio instance's details to make sure the policy
statement that enables this access is correctly defined.

Here's how to check if a VB Studio policy has been defined to include the statements granting
read permissions for vi sual bui | der -i nst ance and i nt egrati on-i nst ance resources:

1. Open the Oracle Cloud Console and click Navigation Menu = in the upper-left corner.
2. Select Identity & Security, then under Identity, select Policies.

3. On the Policies page, next to Applied filters, make sure the r oot compartment is
selected.

4. Locate the policy that was automatically created for your VB Studio instance. The policy
name starts with VBSt udi o- Pol i cy- . Click the policy, then click the Statements tab.

If a policy exists but is missing one of these statements, update it to include all these
statements; if a policy does not exist, create one to include all these statements in this
format:

Al l ow any-user to inspect all-resources in tenancy where
request.principal.id in ('<VBS.instance OCl D>')

Al l ow any-user to read visual builder-instance in tenancy where
request.principal.id in ('<VBS.instance COCl D>')

Al'l ow any-user to read integration-instance in tenancy where
request.principal.id in ('<VBS.instance OCl D>')

If you have multiple VB Studio instances (say, because each TEST and DEV instance in
your Oracle Cloud Application environment family got its own instance of VB Studio), enter
all their OCIDs as a comma-separated list within single quotation marks ("), for example:

Al'l ow any-user to inspect all-resources in tenancy where
request.principal.id in ('ocidl.vbsinstance..abc'

"oci d1. vbsi nstance. . xyz")

Al'l ow any-user to read visual builder-instance in tenancy where
request.principal.id in ('ocidl. vbsinstance...abc'

"oci d1. vbsinstance. ..xyz')

Al'l ow any-user to read integration-instance in tenancy where
request.principal.id in ('ocidl. vbsinstance...abc'

"oci d1. vbsinstance. ..xyz')

Here's how you can retrieve your VB Studio instance's OCID:

a. In the navigation menu, select Developer Services and then Visual Builder Studio.
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b. On the Visual Builder Studio instances page, next to Applied filters, make sure the
root compartment is selected.

c. Find your VB Studio instance in the table and, at the end of the row, click the three
dots and then click Copy OCID.

® Note

It's important to use the same format as your existing policy. This format depends
on when and how your OCI account was configured. So if CI/CD authorization for
your OCI account was enabled some time ago, you may see an older format with
statements like (for example) Al | ow servi ce vbstudi o. In this case, update your
policy to include the missing statements in the same format:

Al'l ow service vbstudio to inspect all-resources in tenancy
Al'l ow service vbstudio to read visual buil der-instance in tenancy
Al'l ow service vbstudio to read integration-instance in tenancy

Switch to the Built-In Free Account

If you switch to the built-in free account, your current account's build executor templates and
build executors will be deleted and you'll have access to only one free VM build executor with
fixed software in the default build executor template. You can't add more build executors or edit
the executor template's software.

N o g M w N PR

In the Oracle Cloud Console, in the upper-left corner, click Navigation Menu =.
Select Developer Services and then select Visual Builder Studio.

On the Visual Builder Studio instances page, click the VB Studio instance's name.
On the instance details page, click Actions, then click Edit.

Deselect the Yes, | authorize this checkbox.

In the Confirm delete dialog box, click Delete resources.

Click Save changes.

Change Your OCI Account

If you're using the built-in free account or your own OCI paid account, you can switch to
another OCI account any time and use the new account's resources.

If you switch to an OCI paid account:

Your current OCI account's build executor templates and their metadata migrate to the new
OCI account. For example, If you have 10 executor templates in your current OCI account,
VB Studio creates the same number of executor templates with the same software in the
new OCI account.

Your current OCI account's VM build executors and their metadata migrate to the new OCI
account. For example, if you have 234 VM executors in your current OCI account, VB
Studio creates the same number of VM executors of the same shape, VCN, and executor
templates in the new OCI account.
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e Your current OCI account's Object Storage buckets do not migrate to the new account.
The data in buckets may include build artifacts, Maven artifacts, NPM artifacts, and
exported project data. (To migrate data in Object Storage, see Export and Import Project
Data. But, if you were using your original OCI account solely to run CI/CD builds, you can
skip this step.)

To switch from the built-in free account to your OCI paid account:

In the Oracle Cloud Console, in the upper-left corner, click Navigation Menu =.
Select Developer Services and then select Visual Builder Studio.
On the Visual Builder Studio instances page, click the VB Studio instance's name.

On the instance details page, click Actions, then click Edit.

a  w Ddh PR

Select the Yes, | authorize this checkbox.

Edit Visual Builder Studio

General information

Compartment
(root)

Name
VBS-dev-instance

CI/CD setup

Visual Builder Studio requires authorization to create Compute instances and Storage buckets in your Oracle Cloud account. We use the Compute instances to execute your
CI/CD pipelines, and the Storage buckets to store build artifacts, as well as to enable the binary repository features in your projects (Maven, NPM, and Git LFS). If you have a
pay-as-you-go Cloud account, you will incur charges only when you execute a pipeline or consume storage, and only after your overall usage exceeds the Oracle Cloud Free
Tier limits. Do you authorize Oracle to use these resources?

Yes, | authorize this

Compartment
DemoCompartment

Select the compartment where you want us to create the Compute and Storage instances

6. Select the compartment to host your VB Studio resources.
7. Click Save changes.

If you switch to the built-in free account from an OCI paid account, you'll lose access to your
current account's executor templates and VM executors. Instead, you'll get access to only one
free VM build executor and the default executor template. You'll also lose access to data in
Object Storage, but again, if you were using your original OCI account solely to run CI/CD
builds, you don't need to worry about data migration.

Validate the OCI Connection

If you notice any Compute or Storage issues, validate your OCI connection:

1. Inthe left navigator, click Organization i
2. Click the OCI Account tab.
3. Click Validate.

If the validation fails, click Edit to edit the connection, or switch to another OCI account.
If your OCI account has reached Compute and Storage service limits, contact the OCI
administrator to increase the service limit.
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Manage VB Studio Instance Tags

OClI tags enable you to tag your OCI resources, such as your VB Studio instance, and help
you organize resources based on your business needs. You can manage VB Studio tags from
the Visual Builder Studio instances page or directly from an instance's details page.

If you're new to OCI tags, see Tagging Overview.

* To manage tags from the Visual Builder Studio instances page:

1. Open the Oracle Cloud Console and click Navigation Menu = in the upper-left
corner.

2. Inthe navigation menu, select Developer Services and then Visual Builder Studio.

3. For your VB Studio instance on the Visual Builder Studio instances page, click the
three dots at the end of the row and then click Manage Tags.

Visual Builder Studio instances

Only one Visual Builder Studio instance can be created, and it must be created in the root compartment.

Y E— — A Y A Y
‘ Q ‘ Search ‘
Applied filters  Compartment (root)
m]
Status T Name Tl ocip 1 Cl/CDsetup Tl Created | Last edit date |
O Active VBS-dev-instance __.oxxpvnrketg Complete May 20, 2025, 17:29 UTC May 20, 2025, 17:32 UTC B

View details
Page 10of 1(1-10of 1total items) ‘

Copy OCID
Manage Tags

Terminate

4. On the Manage Tags page, click Add tag, then enter the tag's namespace, key, and
value.
You can also edit and delete tags on this page.

5. Click Save.
* To manage tags from a VB Studio instance's details page:
1. On the Visual Builder Studio instances page, click the VB Studio instance's name.
2. Onthe instance details page, select the Tags tab.
3. To add a tag, click Add, then Add tag.
4

To edit or delete a tag, click the three dots at the end of the tag's row and then click
Edit or Delete.

Write IAM Policies that Control Access to VB Studio

Identity and Access Management (IAM) is an Oracle service that helps you manage the
permissions that control which OCI resources your users can access. You use IAM to control
who is authenticated (signed in) and who is authorized (has permissions) to use resources. In
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essence, |IAM ensures that the right users have the appropriate access to resources. For VB
Studio, that means the vbstudio-instance resource. This topic provides information you can use
to write policies that control this access.

Supported Variables

You use variables when you add conditions to a policy. These conditions are evaluated by the
OCI authorization service when API requests are authorized.

For the complete list of general variables that are applicable to all requests, including those
that can be used in policy statements authorizing VB Studio API requests, see General
Variables for All Requests.

Details for Meta-Verb + Resource-Type Combinations

The following table shows the visualbuilder-instance resource type permissions and API
operations that are covered by each meta-verb. The level of access is cumulative as you go
from inspect to read to use to manage.

Verb Permissions APIs Fully Covered
INSPECT VBS_INSTANCE_INSPECT e ListVbsinstances
e ListWorkRequests
READ e Inherits from INSPECT: e GetVbsinstance
- VBS_|NSTANCE_|NSPECT . GetWorkRequest
*  VBS_INSTANCE_READ +  ListWorkRequestErrors
e ListWorkRequestLogs
USE e Inherits from READ: e UpdateVbslinstance

— VBS_INSTANCE_INSPECT
— VBS_INSTANCE_READ

e VBS_INSTANCE_UPDATE

MANAGE e Inherits from USE: e CreateVbsinstance

— VBS_'NSTANCE_'NSPECT . DeleteVbsinstance
— VBS_INSTANCE_READ
— VBS_INSTANCE_UPDATE

 VBS_INSTANCE_CREATE

e VBS_INSTANCE_DELETE

Permissions Required for Each APl Operation

These are the permissions that are required for each API operation for instances and work
requests.

API Operation Description Permissions Required to
Use the Operation

ListVbsInstances List the VB Studio instances VBS_| NSTANCE_| NSPECT
GetVbsinstance Get the VB Studio instance VBS_| NSTANCE_READ
CreateVbslnstance Create a VB Studio instance VBS_| NSTANCE_CREATE
DeleteVbslInstance Delete a VB Studio instance VBS_| NSTANCE DELETE
UpdateVbslinstance Update a VB Studio instance VBS_| NSTANCE _UPDATE
ListWorkRequests List a VB Studio instance's work requests VBS_| NSTANCE | NSPECT
GetWorkRequest Get a VB Studio instance's work request VBS_| NSTANCE_READ

ListWorkRequestErrors  List a VB Studio instance's work request errors ~ VBS_| NSTANCE_READ
ListWorkRequestLogs List a VB Studio instance's work request logs VBS_| NSTANCE_READ
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Sample OCI IAM Policy Statements that Grant These Permissions

This example grants fine-grained permissions to a group called devteam1.:

Al'l ow devteant to
{ VBS_I NSTANCE_| NSPECT, VBS_| NSTANCE_READ, VBS_| NSTANCE_CREATE, VBS_| NSTANCE_UPDATE, VBS_| NSTA
NCE_DELETE, VBS_| NSTANCE_MOVE} in tenancy

Here's another example that uses the friendlier meta-verbs to grant the same permissions to
group devteam1 and a lesser set to another group, devteamz2:

Al'l ow devteanl to nanage vbstudio-instances in tenancy

Al'l ow devtean? to use vbstudi o-instances in tenancy

Create Rules that Use Service Event Notifications

This step is optional.

Many actions that you perform, such as creating, modifying, or deleting a VB Studio instance,
emit event notifications. You can use the OCI console to define rules that trigger a specific
action when an event occurs and a natification about that event is sent. For example, you
might want to define a rule that sends a notification to an administrator (or group of
administrators) when a VB Studio instance is created, updated, or deleted.

For more information about events and how to get started using them in rules, see Overview of
Events and Get Started with Events.

Here are the Visual Builder Studio events that you can use in a rule:

Event Name Event Type

Visual Builder Studio - Create Instance - begin com.oraclecloud.vbstudioinst.createvbsinstance.be
gin

Visual Builder Studio - Create Instance - end com.oraclecloud.vbstudioinst.createvbsinstance.en
d

Visual Builder Studio - Delete Instance - begin com.oraclecloud.vbstudioinst.deletevbsinstance.be
gin

Visual Builder Studio - Delete Instance - end com.oraclecloud.vbstudioinst.deletevbsinstance.en
d

Visual Builder Studio - Update Instance - begin com.oraclecloud.vbstudioinst.updatevbsinstance.be
gin

Visual Builder Studio - Update Instance - end com.oraclecloud.vbstudioinst.updatevbsinstance.en
d

Move the VB Studio Instance

To use VB Studio with a different Oracle Cloud Applications instance, you'll need to file a
service request so the VB Studio instance associated with your current TEST or DEV instance
can be terminated, then a new one can be created and associated with your preferred
instance.

Include these details in the service request:

e Current instance URL for the Oracle Cloud Applications pod that's associated with your VB
Studio instance
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Your VB Studio service instance URL
See How Do | Find the URL of My VB Studio Instance?

Instance URL for the destination Oracle Cloud Applications pod that you want to move VB
Studio to

Your request for assistance with backing up your existing VB Studio project, if you've used
your current VB Studio instance and want to retain project data

Your approval to terminate the current VB Studio instance

Terminate the VB Studio Instance

When you terminate your VB Studio instance, all projects and their data (such as Git
repositories, workspaces, build jobs, and build artifacts) are deleted. OCI resources, such as
VM executors, are destroyed and OCI Object Storage buckets are deleted, as well.

1.
2.
3.

4.

Open the Oracle Cloud Console and click Navigation Menu = in the upper-left corner.
In the navigation menu, select Developer Services and then Visual Builder Studio.

For your VB Studio instance on the Visual Builder Studio instances page, click the three
dots at the end of the row and then click Terminate.

Visual Builder Studio instances

Only one Visual Builder Studio instance can be created, and it must be created in the root compartment

A} TINTWLA s R
‘ Q ‘ | Search ‘
Applied filters  Compartment (root)
(o]
Status 1T Name 1) ocp 1 C1/CD setup 1Tl Created | Last edit date T}
O Active VBS-dev-instance __.cxxpvnrkety Complete May 20, 2025, 17:29 UTC May 20, 2025, 17:32 UTC B

View details
Page 1 of 1(1- 1 of 1 total items) ‘

Copy OCID
Manage Tags

Terminate

You can also click the instance's name and terminate the instance from the details page.

On the Confirm page, enter the VB Studio instance's name and click Terminate.

Wait for some time. OCI takes a few minutes to terminate the VB Studio instance.
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Manage the Organization

From the Organization page, you can manage projects and update the organization’s
properties.

« Update the Organization’s Display Name and Description

»  Set the Organization’s Default Wiki Markup Language

» Restrict Project Creation to Organization Administrators

» Restrict Sharing a Project to Organization Administrators Only

« Limit the Number of Personal Access Tokens a User Can Create

» Assign a Project's Ownership to Another User

e Manage Your Organization's Projects

e Manage Your Organization's Groups

Update the Organization’s Display Name and Description

By default, the organization's display name is <your _vbst udi o_i nst ance_name>-
<your oracle_account name>.

In the left navigator, click Organization i

Click the Properties tab.

In Name, edit the organization name.

In the Confirm Organization Name Change dialog box, click Yes.

g & 8 b P

In Description, if necessary, enter or edit the organization's description.

Set the Organization’s Default Wiki Markup Language

When you create a project, the project creation wizard displays the organization's default wiki
markup language. If you don’t change the wiki markup language, the default markup language
is used as the project’s markup language. You can change the default markup language for
new projects, but note that existing projects continue to use their original markup language.

1. In the left navigator, click Organization .

2. Click the Properties tab.

3. In Markup Language, select the default wiki markup language.

Restrict Project Creation to Organization Administrators

By default, all VB Studio users (users with the DEVELOPER_ADMINISTRATOR IDCS role or
the DEVELOPER_USER IDCS role) can create a project. As the Organization Administrator, if
required, you can restrict project creation to yourself and other organization administrators
(users with the DEVELOPER_ADMINISTRATOR IDCS role).
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1. In the left navigator, click Organization Eh.
2. Click the Properties tab.
3. Select the Limit project creation to organization administrators only check box.

The + Create button on the All Projects page and in the Switch Project menu is now hidden for
users assigned the DEVELOPER_USER IDCS role. To allow them to create projects, deselect
the Limit project creation to organization administrators only check box.

Restrict Sharing a Project to Organization Administrators Only

By default, all VB Studio users can create shared projects. Users who are project owners can
share their private projects and make them accessible to all users of the organization.

As the Organization Administrator, if required, you can restrict the users' ability to create a
shared project or share a private project. Once this restriction is set, only you and other
organization administrators can create a shared project or share a private project.

1. Inthe left navigator, click Organization Eh.
2. Click the Properties tab.

3. Select the Limit shared project to organization administrators only check box.

After the check box is selected, the Shared option under Security in the New Project wizard
and the Project Administration > Properties page is disabled for users who are assigned the
DEVELOPER_USER IDCS role. They can't change a private project's security to shared, but
they can change a shared project's security to private.

Limit the Number of Personal Access Tokens a User Can Create

An organization administrator can limit the maximum number of tokens a user in the
organization is allowed to create. This action can prevent users from creating excessive
numbers of personal access tokens. It also makes it easier for an administrator to maintain
existing tokens. The Organization Properties page provides an option for controlling the
maximum number of tokens each user can create. The default limit is 10 personal access
tokens per user, but this limit can be increased to a maximum of 50 tokens per user. The set
value applies to all users, including the organization administrator, who sets the limit.

To set a new limit for the number of personal access tokens a user can create:

1. Inthe left navigator, click Organization Eh.
2. Click the Properties tab.

3. Inthe Access Token Controls section, at the bottom of the page, select the Enforce a per-
user limit on the number of personal access tokens check box.

4. In the Number of tokens field, use the selector to set the maximum number of personal
access tokens each user in the organization can have.

The default value is 10. The maximum number is 50.

After the check box is selected and a limit set, the User Preferences, Maven Browse, and
NPM Browse pages will use the set limit to deal with the situation that arises when a user's
token limit has been reached. When the limit is decreased, the new limit applies to new token
creation only. It doesn't force users to delete any of their existing tokens. In other words, it
doesn't affect the number of already-created tokens but it can prevent them from creating any
new tokens until they delete enough of the existing tokens to be under the limit.
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To remove the limit, deselect the Enforce a per-user limit on the number of personal
access tokens check box.
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@ Note

VB Studio automatically deletes tokens 30 days after they expire, but not without
giving users plenty of advance notice first:

e An "Expires Soon" status label is displayed next to the token 5 days before the
actual expiration date.

Visual Builder Studio

< User Preferences: Alex Admin

Profile |
Basic Details ~ Scopes Delete Token

SSH Keys

NonExpirableToken &
Created October 7, 2022 -
Personal Access Tokens AboutToExpire
AboutToExpire
Notifications Created February 13, 2024 A opresoon
ExpirableToken
Language Created April 12,2022 Created On: February 13, 2024 3:24 PM +0530
oenerl AboutToExpire Token 2 Expires On: February 18, 2024 5:29 AM +0530
Created February 13,2024 Lot Usedt: Never
Token 1 - Expirable Token: TIR e TIZB

Created February 13, 2024

SampleNonExpirableToken-2
Created January 13, 2023

tokenAfter2
Created December 28, 2023

Token 2 - Non Expirable
Crested Februry 13, 2024

B B BB B B BB

createdToken1
Created February 13, 2024

¢ An email notification is sent to the user 5 days before the user’s personal token is
about to expire.

Personal Access Tokens are about to expire @ «a « ~
O Oracle Visual Builder Studio <do-not-reply@oracle.com> Today at 7:19PM
To: O Alex Admin

ORACLE"

This is a courtesy email, as access tokens cannot be refreshed prior to their expiration date, nor can they be restored after
expiration. We suggest you create a new token now and replace the existing token to avoid disruption.

Personal Access Tokens Details

L Token Label: AboutToExpire
1 Created On: Tue, Feb 13, 2024 9:54 AM UTC
H

Expires On: Sat, Feb 17,2024 11:59 PM UTC
Last Used: Never

Token Label: AboutToExpire Token 2

Created On: Tue, Feb 13, 2024 1:22 PM UTC
Expires On: Sat, Feb 17, 2024 12:00 AM UTC
Last Used: Tue, Feb 13,2024 1:32 PMUTC

Go to Oracle Visual Builder Studio

About Oracle | Contact Us | Legal Notices | Term of Use | Your Privacy Rights
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Assign a Project's Ownership to Another User

At times, you may want to assign a project's ownership to another user. For example, when a
project's owners are removed or have left the organization, you should assign the Project
Owner role to another project user.

1.
2.

In the left navigator, click Organization Eh.
Click the Projects tab.
Click the Owner filter button.

If you can't find the project in the filtered list, you aren't assigned the project's Project
Owner membership. You should assign the project's ownership to yourself before you
assign it to another user.

a. Click the All filter button.

b. Locate the project.

c. Click the three dots *** at the end of the row.
d. Select Assign Me as Owner.

Click the project's name to open it.

Click the Team tab.

If the user whom you want to assign the ownership is already a member, click the Change
Membership A} icon and select Project Owner.

If the user is not a member, add the user to the project.

a. Click + Add Member.

b. Click the Username drop-down list and select the user.
c. Select the Project Owner membership.

d. Click Add.

After adding the user, you can remove yourself from the project. Click Remove ® next to
your name. In the dialog box that opens, click OK.

Manage Your Organization's Projects

As the Organization Administrator, you can access and manage all projects. You can create a
project, assign a project’s Project Owner role to yourself, delete a project, revoke the project's
deletion, permanently remove a deleted project, or postpone the project's deletion by a few
days.

1.
2.

In the left navigator, click Organization Eh.
Click the Projects tab.
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Organization = Visual Builder Studio ©

Organization

Projects  OClAccount  Build Executor Templates  Build Executors ~ Component Exchange ~ Groups  Properties  Activities

X Pill

Ps ts 698 Disk U 20.64 GB
Q search ‘ Member | Favorites | Owner | Shared | Al l ‘ Y ‘ % g
o o 1000 O 40GB
Projects: 88 Auto Refresh (I ©
- —_— o 2 s Disk -
O  Name ~ Template & Favorite & Status < Updated < Members <
Usage
O Customer Experience T ® Active Feb12,2025 1156 MB
O Demo Based on: Visual Applica. T @ Active on Thu [ ] 2305MB
O  Employee Manager Based on: Visual Applica T ® Active Feb3,2025 2057MB
O s Based on: Application Ex r ® Active sanz7.2005  (ED 2248MB

ar Testing Express Mode

Here are the project management actions you can perform:

Action

How To

Create a project

Click + Create.
See Create a Project.

Newly created projects are recorded in the Recent Activities feed on the
Activities tab.

Open a project

In the Name column, click the project name.
See Open a Project.

You can open a project only if you're a member or an owner. Projects where
you aren't a member or an owner don't appear as links. You can't open a
project that's in the deleted state.

View a project's team
members

The Members column shows the gravatars of the project's team members. A
blue circle around a user's gravatar indicates the user is assigned the
project's Project Owner role. Click the gravatars to display names and email
addresses of all team members.

Search for projects

In the search box above the projects list, enter the search term.

The term is matched against your organization's project names and their
descriptions, as well as their members' names, usernames and emalil
addresses.

Filter projects

In Member/Owner/Favorite/All, click a filter option to enable it and filter the
projects list.

Click Owner to view projects where you're a Project Owner. Click the
Member button to view projects where you're a team member (any
membership including Project Owner). Click Favorite to view your favorite
projects. Click All to view organization's all projects.

To see more filter options, click Detailed Filter ?

Mark a project as a
favorite

In the Favorite column, click Favorite ﬁ to add it to your favorites list.

Assign a project’s
Project Owner role to
yourself

You can assign a project’s Project Owner role to yourself. This is usually
helpful in a case when all project's owners are removed or have left the
organization. As the Organization Administrator, you can then take the
ownership of such projects and then assign the Project Owner role to another
project user.

For the project whose ownership you want to assign to yourself, click the three
dots """ at the end of the row and select Assign Me as Owner.
This action is recorded in the Recent Activities feed on the Activities tab.
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Action

How To

Delete a project

As the Organization Administrator, you can delete any project.

1. For the project you want to delete, click the three dots """ at the end of
the row and select Delete.

2. Inthe Delete Project dialog box, click Delete.

The project’s State is marked as Del eted - Project will be renoved
automatically in N days., but the project isn’t removed immediately. In
the Delete Project dialog box, read the message before you click Delete. Also,
check the project’s delete message to know when the project will be
permanently removed. To immediately remove the project permanently, click

""" and select Remove Forever.

Deleted projects are recorded in the Recent Activities feed on the Activities
tab.

Postpone a deleted
project's removal

At times, you may be unsure if you want to revoke a project's deletion that's
close to its permanent removal date. For such projects, you can choose to
postpone their removal by a few days.

For the deleted project you want to postpone, click the three dots *** at the
end of the row and select Postpone Removal.

The project’'s permanent removal date is rescheduled and the message is
displayed at the top. In Status, check the project’s delete message to know
when the project will be permanently removed.

This action is recorded in the Recent Activities feed on the Activities tab.

Undelete a project

When you undelete a project, you get an option to update the name and
description of the project. When the deletion is revoked, the project URLs will
change if a different name of the deleted project is specified.

1. For the deleted project you want to undelete, click the three dots *** at
the end of the row and select Undelete.

2. Inthe Undelete Project dialog, if necessary, update the project name in
Name, and update the description in Description.
You would have to change the project name if another project with the
same name was created after this project was deleted.

3. Click Undelete.

Undeleted projects are recorded in the Recent Activities feed on the Activities
tab.

Select multiple projects

You can select multiple projects and perform a common action on them.
1. If necessary, filter and sort the projects as desired.

2. Press the Ctrl key or the Shift key and select project rows.

To select all projects, click the checkbox to the left of the Name column
header.

3. Click Update Selected and select the desired action from the menu.

Some options, such as Undelete, are not available in the Update Selected
menu.

View usage metrics of
projects

Next to the Detailed FiIterV , review the projects and the disk usage
metrics of the organization.

For each project, the Disk Usage column shows the project's disk usage.
Click the number to open a pop-up with details of usage by each service in
the project.
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Manage Your Organization's Groups

In VB Studio, you can create groups of your VB Studio organization's users or import existing
Oracle Identity Cloud Service (IDCS) groups, and then add these groups to VB Studio projects.
When you add a group to a project, you assign a common membership type to all group's
users.

After creating a group, you can add more members to it and add the group to projects. You can
also import IDCS groups to VB Studio, but can't add or remove users from the imported IDCS
group. To do that, sign in to the IDCS Console. Note that the imported IDCS group is synced
with IDCS every five minutes.

This table describes the actions you can perform to create and manage groups.

Action How To

Create a VB Studio
group

In the left navigator, click Organization .
Click the Groups tab.

1

2

3. Click + Create Group.

4. In Type, if not already selected, select the VB Studio tile.
5

In Name and Description (optional), enter the group's name and
description.

6. To see all members you can add, click the members list. Users who are
assigned the DEVELOPER_ADMINISTRATOR or the
DEVELOPER_USER IDCS role are displayed.

7. From the users drop-down list, select users to add to the group.
If you can't find a particular user, enter the user's name or username in
the search box. As you type, the drop-down list displays users matching
the search term.

8. Click Create.

Import an IDCS group
In the left navigator, click Organization .

Click the Groups tab.
Click + Create Group.

In Type, select the IDCS tile.

A O A

Under the filter box, select the group to import.
The drop-down list displays IDCS groups that are assigned either the
DEVELOPER_ADMINISTRATOR or the DEVELOPER_USER IDCS role.

To select multiple groups, press the Ctrl key or the Shift key, and then
select groups. If you can't find a particular group, enter the group's name
in the search box. As you type, the drop-down list displays groups
matching the search term.

6. Click Create.

From VB Studio, you can't add or remove users of an IDCS group. You can do
that from the IDCS Console. See Manage Oracle Identity Cloud Service
Groups.
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Action How To

See a group's members

o

In the left navigator, click Organization .
2. Click the Groups tab.

3. Locate the VB Studio group and click the user gravatars in the Members
column.

Add members to an

existing VB Studio group In the left navigator, click Organization .

=

2. Click the Groups tab.

3. Locate the VB Studio group and click Add Member to the Group rg-".

4. Click the members drop-down list. All users who are assigned the
DEVELOPER_ADMINISTRATOR or the DEVELOPER_USER IDCS role
are displayed.

5. Select the user from the drop-down list.
If you can't find the user, enter the user's name or username in the
search box. As you type, users matching the search term are displayed.

6. Click Add.

7. Inthe Members tab, verify the added members.

8. Click Close.
Remove members from
a VB Studio group 1. Inthe left navigator, click Organization .
2. Click the Groups tab.
3. Locate and double-click the VB Studio group.
4. In the Members tab, select the members to remove.
5. Click Remove Members.
6. Click Remove Members to confirm.

Add a group to a project To add a group to a project, you must be assigned the project's Project Owner
membership.

1. In the left navigator, click Organization .
2. Click the Groups tab.

3. Locate the VB Studio group and click Add Group to a Project
4. From the project drop-down list, select the project.

5. From the roles list, select the role you want to assign to the group's
members.

6. Click Add.
7. Click Close.
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Action How To

Remove a group froma To remove a group from a project, you must be assigned the project's Project
project Owner membership.

In the left navigator, click Organization .
Click the Groups tab.
Locate and double-click the VB Studio group.

1
2
3
4. Inthe Projects tab, select the projects to remove.
5. Click Remove Group from Projects.

6

Click Remove Group from Projects to confirm.

See the projects a group
is added to 1. Inthe left navigator, click Organization .

2. Click the Groups tab.

3. Locate the VB Studio group and click the user gravatars in the Projects
column.

4. Click Close.

Edit a group's name or _ _ o .
description 1. Inthe left navigator, click Organization 6]

2. Click the Groups tab.

w

Locate and double-click the VB Studio group.

Click Actions """ and select Edit.
Update the group's hame and description

Click Save.

N o a »

Click Close.

Delete a group
In the left navigator, click Organization .

Click the Groups tab.
Locate the VB Studio group.
Click Delete.

g A D P

Click Delete to confirm.
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Manage Your Component Exchange

If your team develops custom components for visual applications and want the components to
be available to all users in the Visual Builder Components tab, you'll need to first set up a
component exchange. This chapter tells you how to set up the Component Exchange in Visual
Builder.

What is a Component Exchange?

A Component Exchange is a repository of custom components that you use in your visual
applications. The custom components include web components, application templates, Ul
patterns, and actions and are available to all VB Studio users.

To host the custom components, you can define either a VB Studio project or an external
server as the Component Exchange. Any VB Studio project can be used as the Component
Exchange, but you should create and set up a separate project to host components. If you
have multiple VB Studio instances across multiple tenancies, you can specify an external
server as the common Component Exchange for all VB Studio instances.

To use a project or a server as the Component Exchange, specify its details on the
Organization page. When set, the VB Studio Designer automatically shows the Component
Exchange's hosted components in the Components tab.

Use a Project as the VB Studio Component Exchange

1. On the Organization page, click + Create.
If you've already created a project to use as Component Exchange, jump to step 10.
2. On the Details page, enter a uniqgue name and description for the project.

Example:
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14.
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Use a Project as the VB Studio Component Exchange

New Project X

Details

Mext >

Project Details
é;d;ange

Project to host custom components

Setting a project as "Shared" makes the project code, wiki docs, tasks, and builds available to anyone inside your crganization
O Private

® Shared
In Security, select Shared.

In Preferred Language, specify the language for the email notifications your project users
will receive.

You can change the language in which the user interface appears in your user
preferences.

Click Next.
On the Template page, select Empty Project, and click Next.
In Wiki Markup, select the project's wiki markup language.

Project's users use the markup language to format wiki pages and comments. If you're not
sure which markup language to choose, use the default markup language. You can change
the markup language later from the Project Administration page. See Change a Project's
Wiki Markup Language.

Click Finish.
After the project is provisioned, you're navigated to the Project Home page.

Add users to the project and assign them proper memberships. See Manage Project Users
and Groups.

Add users who would develop the components and assign them either the Developer or
Developer Limited membership. Assign the Project Owner membership to trusted users
only. Remember that a user with the Project Owner membership can delete the project and
Git repositories.

In the left navigator, click Organization Eh.

Click the Component Exchange tab.

Click Edit.

Select the Enable organization-wide component hosting check box.

Select the In a project option.
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15. In Select Project, select the project you created.
16. Click Save.

That's it. When your team members upload the components to the Component Exchange,
they'll be automatically available in the Designer's Component tab.

Use an External Server as the VB Studio Component Exchange

In the left navigator, click Organization Eh.

Click the Component Exchange tab.

Select the Enable organization-wide component hosting check box.
Select the On a custom server option.

In Server URL, enter the server's URL.

In Username and Password, enter the access credentials.

Click Test Connection.

® N o g M 8 NP

When the connection is successful, click Save.

Share the Component Exchange's URL

After defining a project or an external server as the Component Exchange, share its URL with
developers who'll upload components.

If you've defined an external server as the Component Exchange, share its URL as-it-is with
developers.

If you've defined a project as the Component Exchange, share its URL in the https://

{host name}/{org_id}/s/{project_id}/conpcatal og/0.2.0/ format. These steps tell you how
to construct the URL in the required format.

1. Open the Component Exchange project's Project Home page.

2. Inthe Maven section of the Repositories tab, click the Project Repository’'s URLs drop-

down list and then click the HTTPS URL's Copy f‘.lf icon.

Example:
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Repositories Statistics Team
Filter Git Repositories Q
All Favorites Favorites First ¥
'f.j' exchange git Clone ~
Maven
Project Repository URLs -

Connect with HTTPS.
NPM https://myorg-vbs developer ocp.oc.com/profile/myorg- vb_ }

) , Connect with Webdav.
Project Registn
dav:https: //myorg-vbs developer.ocp.oc.com/profile/myor 53

3. Paste the copied URL in a text editor.
4. Inthe copied URL, remove the profil e/ and maven/ elements.

For example, if the copied URL is htt ps: //vbs-

vbst est . devel oper. ocp. oracl ecl oud. conm profil e/ vbs-vbstest/s/vbs-vbstest ny-
proj ect _902/ maven/, then remove the elements marked in bold.

After removing the elements, the URL should be similar to this:

https://vbs-vbstest. devel oper. ocp. oracl ecl oud. coml vbs-vbst est/ s/ vbs-
vbst est _ny-project_902/

5. Append conpcat al og/ 0. 2. 0 at the end of the URL.

For example: https://vbs-vbst est. devel oper. ocp. oracl ecl oud. conf vbs- vbst est/ s/
vbs-vbst est _ny-project_902/ conpcatal 0g/0.2.0

6. Share the URL with developers who'll upload components to the Component Exchange.

Workflow for Web Components

To find out how to create a web component; test it; use it in your application; build, package,
and deploy it to the component exchange, see Typical Workflow for Working with Oracle JET
Web Components in Developing Applications with Oracle JET.
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Troubleshooting

These topics cover some common issues and how to address them.

Resolve Access Issues After Switching Users to Federated IDCS

If your users are federated in OCI Identity and Access Management, previously referred to as
IDCS, and they can longer access Visual Builder Studio, you need to set the primary email
address on their user account.

To set the primary email address on the user account:

1. Inaweb browser, goto https://cloud. oracle.com

2. In the upper-left corner, click Navigation Menu =.
3. Select Identity & Security and then, under Identity, select Domains.

4. On the Domains page, click the name of the identity domain that you want to work in. You
might need to change the compartment, next to Applied filters, to find the domain that you
want.

5. After clicking the identity domain, click the User management tab.

Search resources, services, documentation, and Marketplace v USWest (Phoenix) EI

¢ Domains

teSt Active Actions v
Domain
e -— —eewa ‘e
Details User management Administrators Dynamic groups Directory integrations Integrated applications Oracle cloud services
Users

test

Because of the large number of resources listed, some sorting and filtering actions aren't available.

‘ Q, | | Search |

Applied filters

‘ Create ‘ Actions ~ ||I||

O Username T Status Email 1] Last access 1] (o]

6. Onthe Users page, search for and select a user.
7. Click Edit user.

8. On the Edit user page, change the email and click Save changes.
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Unable to See the "Edit Page in Visual Builder Studio" Option in
an Oracle Cloud Application

If your users don't see the Edit Page in Visual Builder Studio option in their Oracle Cloud
Application, it could be because:

They don't have the right privileges to access VB Studio. See Set Up VB Studio Users and
Add Users to the Project.

They may not be working in an environment that has an instance of VB Studio associated
with it, such as a TEST environment. See Work With Multiple VB Studio Instances.

Their Oracle Cloud Application hasn't yet adopted Oracle's new Redwood design pattern,
so this page isn't extensible using VB Studio. In that case, refer them to Oracle
Applications Cloud: Configuring and Extending Applications for instructions on how to
customize their Oracle Cloud Applications with App Composer to meet their business
needs.

@ Tip
If their application page URL contains . ../faces/. .., then they can't edit this
page using VB Studio.

How Do | Resolve a "You Are Not a Member of This
Organization" Error?

If your users see a You are not a menber of this organization error when trying to access
VB Studio from their Oracle Cloud Application, they probably haven't been granted either the
required Oracle Cloud Applications roles or VB Studio roles.

See Set Up VB Studio Users.

How Do | Access OCI Identity and Access Management From
the Oracle Cloud Console?

If you don't have a direct URL to OCI Identity and Access Management, formerly known as the
IDCS console, you can access it from the Oracle Cloud Console instead.

1.
2.

In a web browser, goto https://cl oud. oracl e. com

On the Sign-In page, in Cloud Account Name, enter your Oracle Cloud account or
tenancy name and click Next.

On the Single Sign-On (SSO) panel, if required, select your identity domain and click
Continue.

Sign in with the user credentials that you received when you set up your account.
The Oracle Cloud Console, also called the OCI console, opens.
In the upper-left corner, click Navigation Menu =.

Select Identity & Security and then, under Identity, select Domains.
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From here, you can now assign VB Studio roles manually.

To do this, start with step 7 in Assign VB Studio Roles in OCI Identity and Access
Management.

Resolve Access Issues After Allow-Listing Your VB Studio IP

Address

If you've added your VB Studio infrastructure IP address to the list of allowed IP addresses in
your Web Application Firewall (WAF) and/or Location Based Access Control (LBAC)
configuration and are now experiencing access issues, try one of these possible solutions:

If you have LBAC enabled, but you haven't added your VB Studio IP address to the LBAC
allow list, your users may receive error messages that say: “We are not able to determine
the status of environment <environment name>. We couldn't retrieve the list of sandboxes
from <instance name> due to :Forbidden.”

If you see an "Unauthorized" status in the Service Instances tab on VB Studio's
Environments page, the issue could be related to LBAC or WAF. However, it could also be
an issue with your credentials not having access to the FA status endpoints. Only certain
endpoints, not all of them, are protected by the LBAC configuration.

Ask the Oracle Cloud Applications administrator to enable Cross-Origin Resource Sharing
(CORS) by adding the VB Studio's root URL to the Oracle Cloud Application's
ORA_CORS_ORIGINS profile option. This option is used to specify which domains can
talk to each other.

@® Note

Production to Test (P2T) and other operations that replace the database may
cause the profile option value to change. If you perform any operation that
replaces the database, you must repeat these steps.

To enable CORS, the Oracle Cloud Applications admin must:

1. Open VB Studio from the Oracle Cloud Applications instance and copy the VB Studio
URL from the browser's address bar.

2. Inthe Oracle Cloud Applications instance, click Navigator = .

3. Under Others, click Setup and Maintenance.

4. On the right side of the page, click Tasks,'=! then click Search.

5. Inthe search box, enter Manage Administrator Profile Val ues and click the Search
icon.

6. Inthe search results, click Manage Administrator Profile Values.

7. In Profile Options Code, enter ORA_CORS_ORI G NS, then click Search.

8. Under ORA_CORS_ORIGINS: Profile Values, click New.

9. In Profile Level, select Site.

10. In Profile Value, enter ' sel f' (including the single quotes), followed by VB Studio's
root URL. For example: ' sel f' https://abcd-test- DEVCSAPP-07012210- 2070-
abcd. devel oper. ocp. oracl ecl oud. com
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@® Note

Don't include port numbers, wild cards, or extraneous characters after the
root. For example, if the VB Studio’s full URL is htt ps: //abcd-t est -
DEVCSAPP- 07012210- 2070- abcd. devel oper. ocp. or acl ecl oud. com 443/ abcd-
t est - devcsapp- 07012210- 2070- abced, the root is simply htt ps: // abcd-t est -
DEVCSAPP- 07012210- 2070- abcd. devel oper. ocp. or acl ecl oud. com

Your screen should look something like this:

4 ORA_CORS_ORIGINS: Profile Values
Adions v Vieww 4 ¥

* Profile Level Product Name User Name &7 Profile Value

Site ‘ ‘self hitps //abcd-test-DEVCSAPP-07012210-2070-ab

Before you finish the CORS setup, you should check the CORS headers to be added.
Although all of the other CORS options should be configured by default, in every pod,
some of these settings may be missing or may have been erased inadvertently. See
Configure Cross-Origin Resource Sharing for additional information about all the
settings that can be configured, including a list of acceptable values for each option.

Click Save and Close.

« If you are still experiencing problems, contact your Oracle Support representative and file
an SR so Oracle can assist you in setting up access to VB Studio.

Resolve the "Loading Completed with Errors" Message

When you open a page in your workspace, VB Studio loads all the services that furnish the
page's data in the background. If an error is encountered during the loading process, you'll see
the message "Loading completed with errors” at the bottom of the page.

If you see this message, click "!I" in the status bar to display more detailed information about
the services affected:

@ Built-in rules are always read-only.

(D) Errors found in service oracle_hem_organizationsUldepartments
(0 Errors found in service oracle_hcm_organizationsUldepartments

200 /hemRestApifrest/rv:B02ccad5-5508-4._pi? 0.00 kb 1.18 secs
metadataMode=minimal&resources=departments

200 /hemRestApi/rest/rv:B02ccad5-5508-4..pi? 0.00 kb 1.18 secs
metadataMode=minimal&resources=departments

Loading Completed with Errors &]

The list might also include information about data fetches that are unusually large, which might
cause the editor to load slowly. By hovering over a particular error in the list, you can drill down
even further:
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Service ID: coracle_hcm_organizationsUI:departments
Summary: No input associated with URI "vb-rescurce://vbspint-solar-+
exts_58288_1-1.8/services/oracle_hcm_organizatiocnsul:departments”

Message: An error has occurred while processing the imformation of a
"service': No input associated with URI "vb-resource://vbspint-solar-
-exts 58288 1-1.8/services/oracle_hcm_organizat ionsUI:departments”

(M Erro

(M Errors found in service Urar_le_hr_m_olganizalionsUI:dﬁltments

200 fhemRestApi/rest/rv:802cca45-5508-4. pi? 0.00 kb 1.18 secs

metadataMode=minimal&resources=departments

200 fhemRestApi/rest/rv:802cca45-5508-4. pi? 0.00 kb 1.18 secs
metadataMode=minimal&resources=departments

s are always read-only. Loading Completed with Errors @)

It's important to note that even if there were problems retrieving data from one or more
services, the Business Rules editor will still show data from the services that are loaded
successfully. In other words, your page might be missing regions or fields from some services,
while still displaying content from healthy services.

If a service can't be loaded, it's usually because there are issues either in your environment or
in CORS. To troubleshoot:

1. Check the environment associated with your workpace. (If you're in the Designer, click the
arrow at the top left, then click Environments in the left navigator.)
Make sure your status indicator is green, and that your Oracle Cloud Applications instance
was added as an IDCS resource (as opposed to OAuth or Basic Auth):

= Visual Builder Studio © ‘

jm_factory_juqy ~ ‘ Environments

Create Envi t . : -
@ e icelnstances Details Certificates peployments

@ Development 1 Instance —+ Add Instance
Application Extension Development
Environment

Extension Lifecycle

| Oracle Cloud Application IDCS Resource
Fusion Applications Cloud Service -

Status @ Available (3:20 PM)
Response Time . 350 ms

> Details

If both conditions are true, continue with the next step. If not:

e If your status is anything other than green AND your instance is an IDCS resource,
there may be a more complex underlying issue. File an SR for further assistance.

« |f the instance was added with OAuth or Basic Auth, it's best to create a new
environment using the Identity Domain option, then switch your workspace's
environment to the new one.

2. Make sure there aren't any CORS issues:
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Open Chrome Developer Tools, then click the Network tab.
Open your workspace.

In the Network tab, look for the REST call: GET fscnRest Api / appl cor eApi/v1/
appl i cati onMani f est/faStandal one?appRel ati vePat h=f scmJl / r edwood. You might
also see an OPTIONS call for the same endpoint, which you can ignore.

If the call is successful, move to step f. If not, continue with the next step.
If the call is not successful:

i. Click Console in Chrome Developer Tools and find the full description of the
CORS "Access to fetch” error:

* If you see: Access to fetch at '<Oracle Fusion Cloud Applications
endpoint>' from origin '<Visual Builder Studio>' has been blocked by
CORS policy: No 'Access-Control-Allow-Origin' header is present on the
requested resource. If an opaque response serves your needs, set the
request's mode to 'no-cors' to fetch the resource with CORS disabled.,
that means the Visual Builder Studio domain has not been added to Oracle
Cloud Applications' CORS setting. See the row "Access-Control-Allow-Origin"
in Configure Cross-Origin Resource Sharing for guidance. Also check to make
sure there aren't any typos.

* Ifyou see: Access to fetch at '<Oracle Fusion Cloud Applications
endpoint>' from origin '<Visual Builder Studio>' has been blocked by
CORS policy: Request header field <some-specific-header> is not
allowed by Access-Control-Allow-Headers in preflight response., that
means a specific header field hasn't been added to Oracle Fusion Cloud
Applications' CORS Allow Headers profile. See the row "Access-Control-Allow-
Headers" in Configure Cross-Origin Resource Sharing for guidance. Also
check to make sure there aren't any typos.

ii. Make sure there aren't any typos in the CORS profile values, as header fields can't
contain spaces. For example, in
CORS_ACCESS_CONTROL_ALLOW_HEADERS, X-HTTP-Method-Override,
and X-Requested-By is incorrect, due to the space before and after "and".
Instead, you would specify ,X-Requested-By.

If there aren't any CORS errors but f scrRest Api / appl cor eApi / v1/

appl i cati onMani f est/faSt andal one?appRel at i vePat h=f scmlJl / r edwood fails with a
401, there may be a problem with your wiring to IDCS. Log an SR for further
assistance.

If there aren't any problems with f scnRest Api / appl coreApi/v1/ applicationManifest/

f aSt andal one?appRel ati vePat h=f scnJl / r edwood, but there is a problem with one
particular REST describe call, log an SR on the Oracle Cloud Application you're using for
further assistance.
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Appendices

These appendices provide information about migrating Oracle Cloud Applications
configurations, and a list of all IP addresses by region and data center.

Topics:

e Migrate Oracle Cloud Applications Configurations
e Public IP Addresses for VB Studio




Migrate Oracle Cloud Applications
Configurations

Configurations are changes saved in an Oracle Cloud Applications sandbox. A configuration
set is an archive file that contains all your configurations across all product families. When you
migrate configurations, you export a configuration set from the source Oracle Cloud
Applications instance (such as your development or test instance) and import it to a target
Oracle Cloud Applications instance (such as your production instance).

If you're new to migration, see Configuration Life Cycle and Migration in Configuring and
Extending Applications to learn about configuration migration.

You can export and import configurations manually from the Oracle Cloud Applications
instance's Migration page, or configure Configuration Set Migration (CSM) build jobs and
pipelines in VB Studio to automate the export and import process. To learn more about VB
Studio build jobs and pipelines, see What Are Jobs and Builds? and What is a Pipeline?.

This document describes how to configure VB Studio build jobs and pipelines to migrate
configurations from the source development instance to a sandbox on the target production
instance. This document also describes how to deploy your extension to the production
instance's sandbox so you can test it with the migrated configurations.

Before You Configure CSM Build Jobs and Pipelines

Here are some best practices to follow before you configure and run CSM build jobs and
pipelines:

General Considerations

e Synchronize the source and target environments to ensure successful configuration
migration:

— Always ensure that the source and target instances are of the same release, with the
same standard and one-off patches applied to both instances.

— Inthe source instance, register the target instance. See Overview of Migration in
Configuring and Extending Applications.

— Make sure that both the source and target instances are synchronized. To sync them,
make application changes to the source instance, test the changes, then migrate them
to the target instance.

— Create all configurations in the source instance, then migrate them to the target
instance. Never create configurations directly on the target instance.

— Test all application changes and configurations that were made in the source instance
before starting with the migration process.

— Ensure that the target instance doesn't have any re-keyed configurations or ones that
come from another source. If the source and target instances differ, re-provision the
target instance from same common ancestor that provisioned the source instance.
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@® Note

If these guidelines aren't closely adhered to, CSM Migration-related issues and
Import/Export-related errors will be encountered. Also, in some instances, your
source and target environments will be out of sync and you have to perform a P2T
(Production-to-Test) operation to restore order to your environments.

Always create new and unverified configurations in a sandbox. The migration process will
only migrate configurations that have been created in a published sandbox.

— If you make configuration changes on a sandbox and don't publish to mainline, the
configuration changes won't be included in the migration package.

You should use CSM to migrate lookups and menu configurations, instead of existing
Functional Setup Manager (FSM) tasks.

Functional security artifacts for standard objects are not migrated.

— If you migrate any functional security associated with roles in the source to a target
instance, and the corresponding role doesn't exist in the target instance, an error will
occur on import.

— To avoid these errors, you can selectively create these roles in the target instance
when you import your migration set. See Export and Import of HCM Custom Roles and
Security Profiles in Securing Applications.

After you apply configurations, Oracle Cloud Application end users won't see any changes
to the user interface until they log out and log back in.

Delta Migration

A normal migration flow migrates everything. Because this type of migration contains
everything, it can be time-consuming. Think of it as an all-or-nothing proposition. A Delta
Migration, on the other hand, only migrates what you've changed since the last time you
migrated. By only migrating the latest set of changes, you can potentially save
considerable execution time during the migration.

Note that you can't selectively pick and choose which of your latest changes should get
migrated. Delta migration takes all of the changes since last time. Yes, you can select
which modules you want to migrate, but you have to take all changes within the module.

To perform a delta migration, use the sandbox feature in both the source and target
instances. See Configuration Life Cycle in Configuring and Extending Applications.

Roles Migration

If you need to review and create roles on the target instance, don't run the migration
pipeline. Run the export configurations job manually, create the required roles on the target
instance, and then manually run the import configurations job. See Migrate Your

Configurations.

Get the access credentials of an Oracle Cloud Applications user who can connect and
deploy to the target instance.

Extensions Using Visual Builder Studio

In VB Studio, create a project for extensions.

In your VB Studio project, make sure you have environments that point to both source and
target Oracle Cloud Applications instances. See Add an Oracle Cloud Application's
Instance to an Environment in Administering Visual Builder Studio.
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If you want to import the configuration set into multiple target instances, create an import
job for each target instance.

When build jobs are running, don't export configurations manually from the source instance
or make security changes.

After you have triggered the migration pipeline, do not cancel it or retry it if it seems slow.
Check the build job's log to monitor the migration status.

To deploy your extension to the Oracle Cloud Applications production instance's sandbox,
you'll create these jobs and pipelines:

A packaging job that packages the extension for the Oracle Cloud Applications production
instance's sandbox.

A deployment job that deploys the extension to the Oracle Cloud Applications production
instance's sandbox.

Here are some tips that help you speed up your migration process:

Perform a delta migration first, as it reduces the migration set size and reduces the time to
migrate configurations.

To do that, configure your export configurations job to move only the latest and incremental
changes.

To reduce failures, include only the required optional modules in the configuration data set
and exclude the modules that have no application changes.

The configuration set migration process involves migrating components, such as CRM,
ADF, BI, SOA, as well as workspaces. If your base application has CRM and BI
components, for example, but you don't have any Bl or Analytics related changes, exclude
the Bl component from the configuration set when you configure your export configurations
job.

Create and Configure Build Jobs to Migrate Your Oracle Cloud
Application’s Configurations

You need to set up build jobs to export and import configurations. This topic explains how to do

that.
To do this: See this:
Generate the configuration set from the source Configure a Job to Export Configuration

Oracle Cloud Applications instance and create the
configuration set ID.

The configuration set ID is required by other CSM
build jobs.

Import the generated configuration set from source Configure a Job to Import Configuration

Oracle Cloud Applications instance to the target
Oracle Cloud Applications instance

Delete the imported configuration set Configure a Job to Cancel the Configuration
Migration

Apply and save the imported configuration seton  Configure a Job to Apply and Save the

the target instance Configuration Migration

Restore the target Oracle Cloud Applications Configure a Job to Restore Configuration Migration

instance to the state before you applied the
configuration set

After creating jobs, create and configure a CSM pipeline to run the jobs in a sequence.
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Configure a Job to Export Configuration

Configure a job to generate the outbound configuration set from the source Oracle Cloud
Applications instance. This job will also generate a unique configuration set ID that is required
by other CSM build jobs.

=

N o g & w DN

10.
11.

12.

13.

14.
15.

16.

17.

18.

Open your VB Studio project.

In the left navigator, click Builds il

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.
Click Create.

(Optional) Click Configure 7.
Click the Steps tab.
From Add Step, select Configuration Set Migration, and then select Export Data.

In Source Instance, select the environment that points to the Oracle Cloud Application's
source instance.

(Optional) In ID Parameter Name, if necessary, change the parameter name for the
configuration set. By default, it's set to CONFI GURATI ON_SET I D.

When a build runs, the job generates a unique configuration set ID, assigns it to the
parameter name defined in ID Parameter Name, and then passes the parameter to the
downstream jobs when the CSM jobs run in a pipeline. The downstream jobs can access
the parameter's value by calling it in the $<PARAMETER _NAME> or ${ <PARAMETER_NAME>}
format.

If you change the parameter name, note it down. You'll need it when you configure other
CSM jobs.

In CSM/Sandbox Name, enter a name for the configuration set.

When you import configurations later, the target Oracle Cloud Applications instance will
create an internal sandbox with this name.

(Optional) In Description, enter a description for the configuration set.

In Username and Password, enter the credentials of an IDCS user who is also an Oracle
Cloud Applications user.

(Optional) Under Optional Modules, specify the optional modules you want to export. By
default, all modules are included.

To specify a few modules only, deselect the Include all modules check box. In the Search
Optional Modules dialog box that opens, enter the credentials of an IDCS user who is also

an Oracle Cloud Applications user and click Search Optional Modules@.. Select the
check boxes of optional modules you want to include and click OK.

(Optional) To export configurations if the target isn't registered on the source Oracle Cloud
Applications instance, select the Create migration set even if target isn't registered
check box.

(Optional) By default, the migration will move the latest application changes. To move all
application changes, select the Move all changes check box.
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19. Click Save.

When you run a build of this job, open the build's log to note the configuration set ID.
Here's an example:

[ 2020- 07-01 08:00:00] Build schedul ed. Build started by pipeline CSM
[ 2020- 07-01 08:00:00] Build task id: alb2c123-abcl-12d3-6789-5bc4d76531f2

[ 2020-07-01 08:01:35] Status: Export Started

[ 2020- 07-01 08:01:35] Configuration Mgration Set IDis 1239873457659876
[2020-07-01 08:01:39] I N _PROGRESS...

[ 2020-07-01 08:30: 02] SUCCESS. ..

[ 2020-07-01 08: 35:10] CREATED...

[ 2020- 07-01 09:30: 10] 2020-07-01 08:36:02.990: The outbound m gration of CRM
conmon obj ects conpl eted successfully.

[ 2020- 07-01 09:35:10] === End CSM Export Execution ===

Executor |l og size 4.6 KB (4, 558)

[ 2020-07-01 09: 35:12]

[ 2020- 07-01 09:35:12] Build conpl et ed.

[ 2020-07-01 09:35:12] Status: DONE Result: SUCCESSFUL Duration: 35 nin

After a successful build, if you want to view details of the exported migration set or download it,
open the source Oracle Cloud Applications instance's Migration page and click the Outgoing
tab. You don't need to download it if you plan to use the import configuration job to import
configurations.

Here's an example of the Migration page:

Migration @

Incoming 0 your migration setis ready for export. If you make changes to this environment after creating this set, create a new migration set to eXport your changes.

)

X Apply Migration Set P Sandbox Changes

Outgoing . ) X
Outgoing Migration Sets
&, Create Migration Set ’ 9 9 g

CSM-Release1.0.1
Environment Info

B Target Instance Set 4 ‘

Your migration setis ready, and available for import in the target environment &, | Delete| ContentRead Me
7]

Created By alexcloud Release Version 11.1.13.0.0

Created On 2020-07-07 09:11:53 UTC Modules &5

Configure a Job to Import Configuration

Configure a job to import the configuration set to the target Oracle Cloud Applications instance.

When a build of this job runs, it requires the unique configuration set ID generated by the
export configuration job. If you're not planning to run this job in a pipeline with the export
configuration job, you'll need to provide the configuration set ID manually.

1. Inthe left navigator, click Builds ﬁ“.
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In the Jobs tab, click the export configuration job.

Click Configure.

Click the Steps tab and note the Configuration Set ID field's parameter name.
Click Cancel.

Return to the Jobs tab and click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.

. Click Create.

. (Optional) Click Configure .

. If you plan to run this job manually and not in a pipeline with the export configuration job,

add a build parameter to accept the configuration set ID at runtime. Ignore this step if you
plan to run the job in a pipeline with the export configuration job.

a. Click the Parameters tab.

b. From Add Parameter, select String Parameter.

c. In Name, enter the Configuration Set ID parameter name you noted in Step 4.
If you didn’t change the default parameter name, enter CONFI GURATI ON_SET | D.

d. (Optional) In Description, enter the parameter’s description. For example, you could
add this: Enter the configuration ID copied fromthe CSM Export job's build
| og.

Click the Steps tab.
From Add Step, select Configuration Set Migration, and then select Import Data.

In Target Instance, select the environment that points to the Oracle Cloud Application's
target instance.

In Configuration Set ID, enter the Configuration Set ID parameter name you copied in
Step 4 in the $<PARAVETER _NAME> or ${ <PARAMETER_NAME>} format. By default, it's set to $
{ CONFI GURATI ON_SET | D} .

When a build of this job runs, the job will get the unique configuration set ID generated by
the export configuration job. If no ID is found, the build will fail.

In Username and Password, enter the credentials of an IDCS user who is also an Oracle
Cloud Applications user.

(Optional) To skip active sandboxes check, select the Ignore unpublished sandboxes
with Application Composer check box.

Click Save.

When you import configurations, the target Oracle Cloud Applications instance creates an
internal sandbox to test the migrated configurations. The build job gets the sandbox ID from
the target Oracle Cloud Applications instance and displays it in the build's log.

Here's an example:

[2020-07-01 09: 36: 13] Build scheduled. Build started by pipeline CSM
[ Upstream Job: CSM Rel easel. 0.1 Build: #1]
[ 2020-07-01 09: 36:13] Build task id: d2c1b321-cha8-45e5-2233-2dd3a25678al
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[2020-07-01 09: 36: 32]
[2020-07-01 09: 36: 49]

[ 2020- 07- 01 09: 42: 32]
[ 2020- 07- 01 09: 42: 39]
[ 2020- 07- 01 10: 01: 46]

[2020-07-01 10:07: 44]
Executor log size 7.6
[2020-07-01 10: 07: 46]
[2020-07-01 10: 07: 46]
[2020-07-01 10: 07: 46]

Configuration Set |D = 1239873457659876
Status: Inport started

| MPORT | N_PROGRESS. . .
CSM Sandbox |d: abcOldef 2f e345f edchal2345ab01234
| MPORT_SUCCESS. . .

=== End CSM I nport Execution ===
KB (7, 616)

Bui | d conpl et ed.
Status: DONE Result: SUCCESSFUL Duration: 31 mn

After a successful build, to view details of the imported migration set, open the target Oracle
Cloud Applications instance's Migration page and click the Incoming tab.

Here's an example:

Migration @
Incoming
A Apply Migration Set
Qutgoing
& Create Migration Set )
Environment Info
@ Target Instance not set )

© The migration set has been imported. You can preview and apply it to the environment.
Release1.0.1

Notification E-mail

o Successfully Imported E Apply  Cancel

Created By alex.cloud Created From myoracleapplications.devexample.com  Release Version 11.1.13.0.0

Created On 2020-07-07 10:11:00 UTC Modules &5

To test the imported configurations on the newly created sandbox, click Preview.

Configure a Job to Cancel the Configuration Migration

If for some reason your import configuration job fails, configure a job to cancel the migration

process.

This job requires the unique configuration set ID generated by the export configuration job. If
you're not planning to run this job in a pipeline with the export configuration job, you'll need to

provide the configuration

set ID manually.

In the left navigator, click Builds .

In the Jobs tab, click the export configuration job.

Click the Steps tab and note the Configuration Set ID field's parameter name.

1
2
3. Click Configure.
4
5

Click Cancel.
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Return to the Jobs tab and click + Create Job.
In the New Job dialog box, in Name, enter a unique name.
In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.

. Click Create.

(Optional) Click Configure 7.

If you plan to run this job manually and not in a pipeline with the export configuration job,
add a build parameter to accept the configuration set ID at runtime. Ignore this step if this
job runs in a pipeline with the export configuration job.

a. Click the Parameters tab.

b. From Add Parameter, select String Parameter.

c. In Name, enter the Configuration Set ID parameter name you copied in Step 4.
If you didn’t change the default parameter name, enter CONFI GURATI ON_SET | D.

d. (Optional) In Description, enter the parameter’s description. For example: Enter the
configuration I D copied fromthe CSM Export job’s build I og.

Click the Steps tab.
From Add Step, select Configuration Set Migration, and then select Cancel Migration.

In Target Instance, select the environment that points to the Oracle Cloud Application's
target instance.

In Configuration Set ID, enter the Configuration Set ID parameter name you noted in Step
4 in the $<PARAMETER_NAME> or ${ <PARAMETER_NAME>} format. By default, it's set to $
{ CONFI GURATI ON_SET | D}.

When a build of this job runs, the job gets the unique configuration set ID generated by the
export configuration job. If no ID is found, it fails.

In Username and Password, enter the credentials of an IDCS user's credentials who is
also an Oracle Cloud Applications user.

Click Save.

Configure a Job to Apply and Save the Configuration Migration

After your import job is successful and you have manually tested the changes on the target
Oracle Cloud Applications instance, configure a migration job to save the configuration set.

This job requires the unique configuration set ID generated by the export configuration job. If
you don't know the ID while configuring this job, use a build parameter to accept the
configuration set ID at runtime. Don't add this job in the pipeline with the import configuration
job, but run this job manually after you've verified all imported configurations on the target
Oracle Cloud Applications instance.

In the left navigator, click Builds 7

In the Jobs tab, click the export configuration job.

Click Configure.

Click the Steps tab and note the Configuration Set ID field's parameter name.

Click Cancel.

g » W NP
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Return to the Jobs tab and click + Create Job.
In the New Job dialog box, in Name, enter a unique name.
In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.

. Click Create.

(Optional) Click Configure 7.

Click the Parameters tab.

From Add Parameter, select String Parameter.

In Name, enter the Configuration Set ID parameter name you copied in Step 4.
If you didn’t change the default parameter name, enter CONFI GURATI ON_SET | D.

(Optional) In Description, enter the parameter’s description. For example: Enter t he
configuration I D copied fromthe CSM Export job’s build I og.

Click the Steps tab.
From Add Step, select Configuration Set Migration, and then select Apply Migration.

In Target Instance, select the environment that points to the Oracle Cloud Application's
target instance.

In Configuration Set ID, enter the Configuration Set ID parameter name you copied in
Step 4 in the $<PARAVETER_NAME> or ${ <PARAMETER_NAME>} format. By default, it's setto $
{ CONFI GURATI ON_SET | D}.

When a build of this job runs, the job gets the unique configuration set ID generated by the
export configuration job. If no ID is found, it fails.

In Username and Password, enter the credentials of an IDCS user's credentials who is
also an Oracle Cloud Applications user.

Click Save.

Configure a Job to Restore Configuration Migration

Configure a job to restore the target Oracle Cloud Applications instance to the state before the
configuration set was applied.

This job requires the unique configuration set ID generated by the export configuration job. If
you don't know the ID while configuring this job, use a build parameter to accept the
configuration set ID at runtime. Don't add this job in the pipeline with the import configuration
job, but run this job manually after you've verified all imported configurations on the target
Oracle Cloud Applications instance.

® N o g M 8w N PR

In the left navigator, click Builds 7

In the Jobs tab, click the export configuration job.

Click Configure.

Click the Steps tab and note the Configuration Set ID field's parameter name.
Click Cancel.

Return to the Jobs tab and click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.
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In Template, select the System Default OL7 for Visual Builder template.
Click Create.

(Optional) Click Configure 7.

Click the Parameters tab.

From Add Parameter, select String Parameter.

In Name, enter the Configuration Set ID parameter name you copied in Step 4.
If you didn’t change the default parameter name, enter CONFI GURATI ON_SET | D.

(Optional) In Description, enter the parameter’s description. For example: Enter t he
configuration I D copied fromthe CSM Export job’s build I og.

Click the Steps tab.
From Add Step, select Configuration Set Migration, and then select Restore Migration.

In Target Instance, select the environment that points to the Oracle Cloud Application's
target instance.

In Configuration Set ID, enter the Configuration Set ID parameter name you copied in
Step 4 in the $<PARAVETER_NAME> or ${ <PARAMETER_NAME>} format. By default, it's setto $
{ CONFI GURATI ON_SET | D}.

When a build of this job runs, the job gets the unique configuration set ID generated by the
export configuration job. If no ID is found, it fails.

In Username and Password, enter the credentials of an IDCS user's credentials who is
also an Oracle Cloud Applications user.

Click Save.

Create and Configure the CSM Pipeline

To ensure the configuration jobs runs automatically in the correct order, create a pipeline and
set the dependency.

When you define the pipeline, make sure that the import configuration job triggers after the
export configuration job is successful. If the import configuration job fails, run the cancel
configuration migration job. Don't add the apply configuration job to the pipeline. You should
run it manually after verifying your changes on the target Oracle Cloud Applications instance.

1
2
3.
4

In the left navigator, click Builds 7
Click the Pipelines tab.
Click + Create Pipeline.

In the Create Pipeline dialog box, in Name and Description, enter a unique name and
description.

Click Create.

The Pipeline Configuration window is displayed with the Start node in the center.
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Pipeline Configuration | canca ‘
| ? ‘ + Add Jobs | ® ‘ Pipeline Summary ‘
$5

Start I

6. Right-click the Start node and select Add New Start Jobs.

Cancel

Pipeline Configuration |

Save

Pipeline Summary ‘

| o ‘+Addjabs ®
{2

I Start I

Add New Start Jobs

The Add New Jobs to Start dialog box is displayed.

7. Click in the Select new jobs area to choose new jobs that will start when the pipeline is
run.

Select one or more jobs from the list displayed.

Add New Jobs to Start X

Select new jobs
‘ CSM Export X ‘

Choose new jobs that will start when the pipeline is run

8. Click Save.

The Pipeline Configuration window displays the Start node with a blue line that ends in an
arrow connecting to the node that represents the job you just added.
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9. Right click the node you just added and select Add then select Add New On Success
Jobs.

Pipeline Configuration |

Cancel

| ? ‘ + Add Jobs @ ‘ Pipeline Summary ‘
[ Start ] -| CSM Export
Add » Add New On Success Jobs
Edit » Add New On Fail Jobs
Manual Approval » Add New On Test Fail Jobs

Remove

Open Job CSM Export in a new tab

The Add New On Success Jobs dialog box is displayed.

10. Click in the Select new on success jobs area to choose new jobs that will execute if this
job runs successfully.

Select one or more jobs from the list displayed.

Add New On Success Jobs X

Select new on success jobs

CSM Impaort X

Choose new jobs that will execute if this job runs successfully.

11. Click Save.

The Pipeline Configuration windows displays the Start node, the node with the build job
you previously selected in step 7, and the node with the build job you just selected, all
connected by lines that end in an arrow.
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- CSMExport | - CSM Import

12. Right click the node you just added and select Add then select Add New On Fail Jobs.

Pipeline Configuration ' conce E
| b ‘ —+ Addiobs | @ | Pipeline Summary
{g} » CSMExport | -| CSM Import I
Add » Add New On Success Jobs
Edit > Add New On Fail Jobs
Manual Approval » Add New On Test Fail Jobs

Remove

Open Job CSM Import in a new tab

The Add New On Failure Jobs dialog box is displayed.

13. Click in the Select new on failure jobs area to choose new jobs that will execute if this
job's run fails.

Select one or more jobs from the list displayed.

Add New On Failure Jobs X

Select new on failure jobs

CSM Abort X

Choose new jobs that will execute if this job fails.

14. Click Save.

The Pipeline Configuration windows displays the Start node, the node with the build job
you previously selected in step 7, the node with the build job you previously selected in
step 10, and the node with the build job you just selected, all connected by lines that end in
an arrow.

. CSMExport ) - CSMImport ) -/ CSM Abort
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15. Click the Pipeline Summary button to display a summary screen that provides many details
about the pipeline configuration, similar to the example shown here.

Pipeline Configuration Summary X

This pipeline has 3 jobs.
The following jobs will start when the pipeline is run: CSM Export

= |f job CSM Export is successful, jobs CSM Import will build.
= |f job CSM Import has failed, jobs CSM Abort will build.
After job CSM Abort is built, it will not start any additional jobs.

‘ Close

Create and Configure Build Jobs to Deploy the App Extension to
the Sandbox

You need to set up packaging and deployment jobs to deploy app extensions to your Oracle
Cloud Application's production instance's sandbox. This topic explains how to do that.

To do this: See this:

Package extension for the Oracle Cloud Create the Production Sandbox Packaging Job

Application's production sandbox

Deploy the packaged extension artifact to the Create the Production Deployment Build Job

Oracle Cloud Application's production instance's

sandbox.

Configure the production sandbox pipeline Create and Configure the Production Sandbox
Pipeline

Create the Production Sandbox Packaging Job

The sandbox packaging job generates an extension artifact that's ready to deploy to the Oracle
Cloud Applications production instance's sandbox. Configure this job only if you want to deploy
the extension to the production instance's sandbox.

To package extension for the sandbox, you'll create a build parameter that accepts the
sandbox name when the build runs.

In the left navigator, click Builds il

Click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.
Click Create.

@ g M w N P

7. Click Configure Z°.
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Click the Git tab.

From the Add Git list, select Git.

In Repository, select the Git repository. In Branch or Tag, select the production branch.
Click the Parameters tab.

From Add Parameter, select String Parameter.

In Name, enter a parameter name. You'll use this name to accept the sandbox's hame
when this job's build runs.

Here's an example:

7
8

Git Parameters Before Build Steps After Build

Configure Parameters

: String Parameter @

Y —
Wdme

Sandbox
Default Value
Description

Enter the sandbox name

(Optional) In Description, enter the parameter’s description. For example: Enter t he
sandbox nane.

Click the Steps tab.
From Add Step, select Application Extension, and then select Package.

By default, the packaging step minifies the application's source code before running the
build. If you don't want to minify the source files, deselect the Optimize extension check
box.

Minification is a process to remove the unnecessary characters (such as blank spaces,
new lines, and comments) from the source code and reduce the size of the files, making
the transfer of files consume less bandwidth and storage.
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@® Note

When you deselect the Optimize extension check box, this warning is displayed:
Optimization not selected. Packaging without optimization can cause
performance problems, so avoid doing so unless you're debugging or
troubleshooting.

(Optional) If you want to change the artifact file's name, in Build Artifact, enter the new
name. The best practice is to keep the default, ext ensi on. vx, but you can change it.

If you change it, you must also use the new name in the Files to archive field (step 22) as
well as in the deployment job's Build Artifact field. See Create the Production Sandbox
Deployment Build Job.

In Extension Version, enter the sandbox parameter name you added in step 13. The
name must be in the $<PARAMETER NAME> or the ${ <PARAMETER NAME>} format.

Example:

T
e

Git Parameters Before Build Steps After Build

Configure Steps

::: Application Extension Packaging

extension.vx

tension Version

ndbox

i‘uS-»a

Click the After Build tab.
From Add After Build Action, select Artifact Archiver.

In Files to archive, enter the build artifact's name, ext ensi on. vx, or the new artifact name
if you're not using the default. You can also use wild characters. For example, *. vx.

If you want to discard the build's old artifacts, click Settings € In the General tab, select
the Discard Old Builds check box and specify the discard options.

Click Save.

Create the Production Sandbox Deployment Build Job

The sandbox deployment job deploys the extension's artifact that was generated in the
sandbox packaging job to the Oracle Cloud Applications production instance's sandbox. Before
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you create the job, make sure you have credentials that VB Studio can use to access the
Oracle Cloud Applications production instance's sandbox.

1
2
3
4,
5
6

10.
11.

12.
13.
14.

In the left navigator, click Builds il

In the Jobs tab, click + Create Job.

In the New Job dialog box, in Name, enter a unique name.

In Description, enter the job's description.

In Template, select the System Default OL7 for Visual Builder template.
Click Create.

Click Configure 7.

Click the Before Build tab.

From Add Before Build Action, select Copy Artifacts.
In From Job, select the packaging job that generated the extension's artifact.
In Which Build, select one of the following:

e Last successful build (default)

* Last keep forever build

e Upstream build in this pipeline instance

*  Specified by permalink

*  Specific build

»  Specified by build parameter

Depending on what you select, you may be prompted to select which permalink, build, or
build parameter you want to be used.

Leave other fields with their default or empty values.
Click the Steps tab.
From Add Step, select Application Extension, and then select Deploy.

This image shows the Application Extension Deployment section that's been partially filled
in.
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Application Extension Deployment @ [ @)

Target Instance -
Fusion Applications Cloud Service

Authorization

® Use OAuth () Use Basic

@ Authorization is required. B¢ Authorize

Build Artifact ©
extension.vx

In Target Instance, select the environment with the Oracle Cloud Application's production
instance.

In the Authorization section, specify the authorization type to run this build step. With Use
OAuth selected by default, you'll see the Aut hori zation is required message,
indicating that this build step needs a one-time authorization to handle OAuth requests to
your environment's Oracle Cloud Applications instance. Click Authorize and enter
credentials to access your Oracle Cloud Applications instance; you can also run the job
manually and enter the credentials when prompted.

Either way, it is recommended that you authorize your OAuth connection during initial
configuration. If you skip this step, you won't be able to publish your changes from the
Designer and will need to complete the required authorization before attempting to deploy
changes.

Once authorized, the Aut hori zati on has been provi ded message shows.

@® Note

OAuth is the recommended authorization type. Use Basic authentication only if
you run into issues with setting up an OAuth connection. To use Basic
authentication, select Use Basic, then enter the credentials of a user who can
access the Oracle Cloud Applications instance in Username and Password.
These credentials must be those of a local user, not a federated identity, and must
not require multi-factor authentication.

OAuth tokens (access and refresh) are cycled during regular use. A refresh token is used
to obtain an access token whenever a user accesses the target instance. This refresh
token is typically valid for seven days. (The token expiration time is set in the IDCS
resource app and may be different based on your security requirements.) If the user
authenticates with the target instance within the seven-day period, the active refresh token
generates a new access token and a new refresh token. This cycle continues indefinitely
as long as the refresh token stays valid. If the refresh token expires during extended
periods of inactivity (say, when you're away on vacation), click Renew Authorization (or
run the job manually, so you're prompted to authorize any expired OAuth tokens).
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17. The Build Artifact field should show the same artifact name that was used in the
packaging build step. Confirm this value, especially if the packaging job used an artifact
name other than the default, ext ensi on. vx.

18. Click Save.

Create and Configure the Production Sandbox Pipeline

To ensure the package and deploy jobs runs in the correct order, create a pipeline and set the
dependency.

1. In the left navigator, click Builds 7.

2. Click the Pipelines tab.

3. Click + Create Pipeline.
4,

In the Create Pipeline dialog box, in Name and Description, enter a unique name and
description.

5. Click Create.

The Pipeline Configuration window is displayed with the Start node in the center.

Pipeline Configuration | cancal ‘
| ? ‘ + AddJobs | ® ‘ Pipeline Summary ‘
&%

Start I

6. Right-click the Start node and select Add New Start Jobs.

Pipeline Configuration | conce
| ‘P] ‘+ Add Jobs | @ ‘ Pipeline Summary ‘
%

I Start I

Add New Start Jobs

The Add New Jobs to Start dialog box is displayed.
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7. Click in the Select new jobs area to choose new jobs that will start when the pipeline is

run.

Select one or more jobs from the list displayed.

Add New Jobs to Start X

Select new jobs
| Prod-AppExtnSandboxPackage X

Choose new jobs that will start when the pipeline is run.

‘ Cancel ‘ Save

8. Click Save.

The Pipeline Configuration window displays the Start node with a blue line that ends in an
arrow connecting to the node that represents the job you just added.

- Prod-AppExtnSandboxPackage

9. Right click the node you just added and select Add then select Add New On Success

Jobs.

Pipeline Configuration | Cancel

| ?7 ‘ + Add Jobs | ® ‘ Pipeline Summary ‘
&

Start I | Prod-AppExtnSandboxPackage |

Add » Add New On Success Jobs
Edit 4 Add New On Fail Jobs
Manual Approval » Add New On Test Fail Jobs

Remove

Open Job Prod-AppExtnSandboxPackage in a new tab

The Add New On Success Jobs dialog box is displayed.

10. Click in the Select new on success jobs area to choose new jobs that will execute if this
job runs successfully.
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Select one or more jobs from the list displayed.

Add New On Success Jobs X

| Prod-AppExtnDeploy X |

Select new on success jobs |

Choose new jobs that will execute if this job runs successfully.

‘ Cancel ‘ Save

11. Click Save.

The Pipeline Configuration windows displays the Start node, the node with the build job
you previously selected in step 7, and the node with the build job you just selected, all
connected by lines that end in an arrow.

- Prod-AppExtnSandboxPackage ' - Prod-AppExtnDeploy

12. Click the Pipeline Summary button to display a summary screen that provides many details
about the pipeline configuration, similar to the example shown here.

Pipeline Configuration Summary X

= This pipeline has 2 jobs.

= The following jobs will start when the pipeline is run: Prod-AppExtnSandboxPackage

= If job Prod-AppExtnSandboxPackage is successful, jobs Prod-AppExtnDeploy will build.
= After job Prod-AppExtnDeploy is built, it will not start any additional jobs.

To see even more information about each item in the pipeline's configuration, move the
mouse over the node or connection you want to learn more about. For example, in this
pipeline configuration, if you hover over the the connection between the Prod-
AppExtnSandboxPackage and Prod-AppExtnDeploy nodes, you'll see this information
displayed.
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Upstream: Prod-AppExtnSandboxPackage
Downstream: Prod-AppExtnDeploy
Condition: On Success

= Prod-AppExtnSandboxPackage '@ Prod-AppExtnDeploy

Run the Pipelines

Before you deploy your extension to the production instance, run the CSM pipeline to migrate
configurations and the production sandbox pipeline to deploy extension to the sandbox where
you migrated configurations.

You should run pipelines and jobs in this order:

1.

3.
4.

Run the CSM pipeline to migrate configurations.

Before you run the pipeline or the import configurations job, make sure that the source and
the target instances match and the target instance does not have any configurations re-
keyed or from another source.

Run the production sandbox pipeline to deploy the extension to the sandbox where you've
migrated configurations.

Preview the sandbox and test the extension.

If the testing is successful, run the apply configuration job.

Follow these steps to run pipelines in the above order:

In the left navigator, click Builds ?.
Click the Pipelines tab.

On the right side of the CSM pipeline, click Build ®.

Wait for configurations to migrate to the production Oracle Cloud Applications instance's
sandbox. Click the pipeline's name to monitor the progress of its build jobs.

In the pipeline, if the import configuration job is successful, verify the migrated
configurations in the sandbox's preview mode. Open the Oracle Cloud Applications
production instance's migration page, click Incoming and click Preview.

Here's an example:

Migration @

&, Apply Migration Set
= ApEy Release1.0.1

Incomin
9 I @ The migration set has been imported. You can preview and apply it to the environment.

Outgoing Notification E-mail

1'. Create Migration Set 4

Environment Info O Successfully Imported F@ Apply  Cancel

® )
# Target Instance not set Created By alex.cloud Created From myoracleapplications.devexample.com Release Version 11.1.13.0.0

Created On 2020-07-07 10:11:00 UTC Modules E5

To find out on what you can see in the sandbox preview mode, see Preview Mode in
Unified Migration in Configuring and Extending Applications.
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5. Return to VB Studio's Build page.

6. Open the import configuration job's build log and note the CSM Sandbox ID. You'll need
the sandbox ID when you deploy the extension to the sandbox.

Here's an example:

[2020-07-09 09:31: 20] BACKUP_I N_PROGRESS. . .

[2020-07-09 09:41:31] | MPORT_I N_PROGRESS. ..

[2020-07-09 09: 42: 01] BACKUP_DONE. . .

[2020-07-09 09:42:32] | MPORT_I N_PROGRESS. . .

[2020-07-09 09:43:02] CSM Sandbox |d: abcOldef2f e345f edchal2345ab01234
[2020-07-09 10:26: 46] | MPORT_SUCCESS. . .

[2020- 07-09 10: 26: 46]

7. Click the Pipelines tab. On the right side of the production sandbox pipeline, click Build

®.

8. Inthe Configure Parameters dialog, enter the sandbox's name in the $<SANDBOX_NAME>
format and click Build Now.

Here's an example:

Build Pipeline - AppExtn - Deploy to Sandbox X

Configure parameters

Sandbox
$abc0ldef2fe345fedcbal2345ab01234

Enter the sandbox name

Cancel Build Mow

9. After the pipeline is successful, verify the extension along with the migrated configurations
in the sandbox's preview mode. Open the Oracle Cloud Applications production instance's
migration page, click Incoming and click Preview.

10. Return to VB Studio's Build page.
11. If the imported configurations meet your expectations, save the migration set.

a. Inthe Jobs tab, open the export configuration job's build log and note the
Configuration Migration Set ID.

Here's an example:

[2021-01-14 06:18:16] Status: Export Started

[2021-01-14 06:18:16] Configuration Mgration Set 1D is 1234432100056789
[2021-01- 14 06:19: 47] | N_PROGRESS. ..

[2021-01- 14 06:42: 43] SUCCESS...

[2021-01- 14 06: 46:19] CREATED...

b. Open the apply configuration job and click Build Now.

c. Inthe Configure Parameters dialog box, enter the configuration set ID and click Build
Now.
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After saving the configurations on the production instance, if you want to revert to the
previously saved instance, run a build of the restore configuration job.

12. Deploy the extension to the production mainline. See Set Up the Project to Deploy to
Production in Administering Visual Builder Studio.

After you apply the configurations, Oracle Cloud Application end users won't see any changes
to the user interface until they log out and log back in to the App.
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Public IP Addresses for VB Studio

For VB Studio's list of public IP addresses, see Public IP Addresses for Oracle Visual Builder
Studio.
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