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(AFTM) Developer's Guide

REST API v1.3

Update 20A

Limited-release documentation for developers who use AFTM API calls to provide

high-availability for API-triggered transactional email, SMS, and Mobile Push

messages during service disruptions.

Information in this document is subject to change without notice. Data used as

examples in this document is fictitious. No part of this document may be reproduced

or transmitted in any form or by any means, electronic or mechanical, without prior

written permission of Oracle Responsys. Address permission requests, comments, or

suggestions about Oracle Responsys documentation by creating a My Oracle Support

(MOS) Service Request at https://support.oracle.com.

https://support.oracle.com/
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About AFTM functionality and the
Responsys API

Automatic Failover for Transactional Messaging (AFTM) only provides high-availability

for API-triggered transactional email, Push, and SMS messages during service

disruptions. As a result, only a limited set of API functions are available at an account-

specific end-point URL for AFTM API calls.

AFTM is supported for both SOAP and REST protocols, as described in this document:

l SOAP AFTM Protocols are described in the topic “SOAP-based code changes required by

AFTM”.

l REST AFTM Protocols are described in the topic “REST-based AFTM WS API”.

Standard API References

The standard Oracle Responsys API guides provide some information that is also

applicable to the AFTM API, such as the standard API error responses and how to

handle them. We provide direct links where applicable in this document, but for your

reference, you can find the standard guides in the following locations:

l Oracle Responsys SOAP API Developer’s Guide – The standard Responsys Web Services

SOAP API Guide.

l Oracle Responsys REST API Developer’s Guide – A PDF version of our standard Responsys

Web Services REST API Guide.

l REST API for Oracle Responsys Marketing Cloud Service – An HTML version of our standard

Responsys Web Services REST API Guide. This guide contains the full request and response

parameter descriptions for the API endpoints.

http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCEC/OMCEC.pdf
http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCEB/OMCEB.pdf
http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/index.html
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General Usage Guidelines

The following list provides important general guidelines for AFTM software

developers. Specific programming requirements are covered in the following sections.

API User management

l It’s recommended that only one user ID per account be used for AFTM API login.

l The primary administrator of the account must create the user ID. This is the first Account

Admin created in Responsys when it is configured, and this user ID is usually noted in the

account user section as admin@accountname. User names are not synced from primary to

secondary unless the user ID is created by the primary account administrator. If another

account administrator creates the user ID, the authentication request on the failover account

will fail.

l Because the Interact account user IDs must be distinct within each POD (that is, interact2

and interact5), you may be asked to create a new user ID if your primary account’s existing

user ID has already been assigned in the failover POD.

l Responsys user IDs assigned as account administrator should not be used for making AFTM

API requests.

l See the article “Creating API users in Responsys” for more information about creating a user

ID with the correct roles for an API user.

Code guidelines

l You must never cache the IP address to which you submit your WS API requests.

l Ensure that your client systems use a Transport Layer Security (TLS) version 1.2.

l You must always recompile your software if you have made any changes or reference new

URL end points.

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCEG/API/GetStarted/Authentication/auth-create-api-user.htm
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l Same throttling policies apply to the AFTM WS API requests. Therefore, you are responsible

for queuing the AFTM API requests that were not successfully processed and resubmitting

them again.

l You must ensure that there are no programming errors and that the software is fully tested,

such that correct data is always passed to the API functions. This will help avoid any

potential problems with automatically switching to the failover account.

l You should pass as much personalization data as possible through the WS API requests.

l When the system switches between the primary and failover accounts, you may receive

“INVALID_SESSION_ID” (SOAP) or “INVALID_TOKEN” (REST) errors. Ensure that your code

contains logic for making multiple re-authentication attempts when an API session becomes

invalid (SOAP) or the token becomes invalid (REST).
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What's new to the AFTM REST API

This section describes changes and enhancements to the Oracle Responsys AFTM

REST APIs in product updates during the past year.

l Update 22B

l Update 22A

l Update 21D

l Update 21C

l Update 21B

l Update 21A

Changes for 22B

l Added support for the HA Async Trigger Push Message API, as described in Trigger Push

Message API (HA Async).

Changes for 22A

There are no significant updates to the AFTM API.

Changes for 21D

There are no significant updates to the AFTM API.

#Update22B
#Update21A
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Changes for 21C

There are no significant updates to the AFTM API.

Changes for 21B

There are no significant updates to the AFTM API.



©2022 Oracle Corporation. All rights reserved 10 of 72

SOAP-based code changes required by
AFTM

There are four areas that require changes in your SOAP-based code to use AFTM.

These are:

1. Use your account-specific URL end point for AFTM-supported calls.

2. Use only a limited subset of SOAP API functions in your AFTM sessions. (For more

information about the object types and error messages, refer to the standard Responsys

SOAP API Guide.)

3. Use specific functions for merging members and triggering email or SMS messages.

4. Handling errors and exceptions.

Use your account-specific URL end point

Once the secondary failover account is provisioned, you will receive an account-

specific URL endpoint from Oracle that must be used in your AFTM software code.

If your Responsys account is globally routed, your URL endpoint will be a unique

global routing endpoint. See Global Routing for more details.

If your account is on a legacy pod, the format of this URL will be similar to the

following:

https://wsX-

companyABC.responsys.net/webservices/services/ResponsysWSService

where wsX refers to the pod (for example, ws2 indicates the interact2 pod), and

companyABC is the account-specific identifier, such as a company name.

https://docs.oracle.com/en/cloud/saas/marketing/responsys-soap-api/pdf/responsys-soap-api.pdf
https://docs.oracle.com/en/cloud/saas/marketing/responsys-soap-api/pdf/responsys-soap-api.pdf
../../../../../../Content/API/GetStarted/Overview/global-routing.htm
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If you have not received your account-specific URL endpoint, please contact your

Customer Success Manager (CSM).

Use only a limited subset of SOAP API functions

Only the following standard API functions are processed through AFTM during service

disruptions:

l login

l loginWithCertificate

l authenticateServer

l logout

l retrieveListMembers - Use this function only when your code also uses an AFTM-specific

call (that is, HAMergeTriggerEmail or HAMergeTriggerSMS). The retrieveListMembers call

will work on both primary and secondary accounts, but it cannot detect problems and fail

over, as the AFTM-specific calls do.

When using the SOAP session management calls, you must use the account-specific

URL endpoint. Do not use other standard API functions in the same sessions as

the AFTM endpoints. If the same API client code makes AFTM and non-AFTM API

calls to the AFTM endpoint, be aware that:

l The entire transaction in the same sessionID may be invalidated during a failover. There is

no option of recovery.

l Any non-AFTM API calls that lands on the secondary node causes the system to throw the

exception "API_NOT_ALLOWED_IN_SECONDARY" in the HTTP Response. If you mix AFTM

and standard API calls in one sessionID, the system defaults to using the lower standard API

throttling limits. This may degrade overall performance, because AFTM calls use higher

tiered limits.
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The following calls are specific to AFTM. Use them as described in the next section:

l HaMergeTriggerEmail

l HaMergeTriggerSMS

Use specific functions for merging members and triggering email or SMS
messages

Two specific functions called HaMergeTriggerEmail and HaMergeTriggerSMS are

available specifically in AFTM. They combine into one transaction the merging of

members into a profile list and the triggering of messages to those members.

Responsys campaigns that already exist can be sent up to 200 members of a profile

list. When using AFTM and SOAP, these functions must be used to ensure integrity of

data in the primary and secondary failover accounts, as well as automatically switching

from the primary to the secondary account during a service disruption. These

functions and their input and output parameters are described in the sections that

follow.

HaMergeTriggerEmail

This function can be used for triggering both transactional and promotional emails.

However, promotional emails will fail on the secondary account during failover. Both

merging members and the email trigger will fail.

Syntax

TriggerResult[] = service.HaMergeTriggerEmail (RecordData recordData, ListMergeRule
mergeRule, InteractObject campaign, TriggerData[] triggerData)

Request Arguments
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Name Type Description

recordData RecordData Array of

RecordData

objects that

contain field

and record

data

mergeRule ListMergeRule Defines the

merge rules

for how to

handle the

record data

campaign InteractObject Campaign

name and

folder

triggerData TriggerData[] An array of

TriggerData

objects that

consists of

an

OptionalData

object array

The
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TriggerData

object has

the list of

name/value

pair

parameters

needed for

triggering

messages.

OptionalData

[] has

optional

name/value

pair

parameters

associated

with List

member.

Response

Call returns an array of TriggerResult objects. This object has the following

properties:
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Name Type Description

recipientId Long Interact internal recipient ID (RIID_) for the individual to whom

the message was sent

success Boolean Success flag for trigger message request

errorMessage String NO_RECIPIENT_FOUND

MULTIPLE_RECIPIENTS_FOUND

HaMergeTriggerSMS

Syntax

TriggerResult[] = service.HaMergeTriggerSms (RecordData recordData, ListMergeRule
mergeRule, InteractObject campaign, TriggerData[] triggerData)

Request Arguments

Name Type Description

RecordData RecordData Array of RecordData objects that contain field and record

data

mergeRule ListMergeRule Defines the merge rules for how to handle the record data

campaign InteractObject Campaign name and folder

triggerData TriggerData[] An array of TriggerData objects that consists of an

OptionalData object array

The TriggerData object has the list of name/value pair

parameters needed for triggering messages. OptionalData
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[] has optional name/value pair parameters associated

with the List member.

Response

Call returns an array of TriggerResult objects. This object has the following

properties:

Name Type Description

recipientId Long Interact internal recipient ID (RIID_) for the individual to whom

the message was sent

success Boolean Success flag for trigger message request

errorMessage String NO_RECIPIENT_FOUND

MULTIPLE_RECIPIENTS_FOUND

Sample code for SOAP

Creating TriggerData

TriggerData[] triggerData = null;
if (numOfRecipientsInCall > 0) {

triggerData = new TriggerData[numOfRecipientsInCall];
}
for (int i = 0; i < numOfRecipientsInCall; i++) {

triggerData[i] = new TriggerData();
//How many campaign variables you want to specify
OptionalData[] variables = null;
if (numOfVariables > 0) {

variables = new OptionalData[numOfVariables];
}
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for (int j = 0; j < numOfVariables; j++) {
variables[j] = new OptionalData();
variables[j].setName(varName);
variables[j].setValue(carValue);

}
triggerData[i].setOptionalData(variables);

}
}

Making an HaMergeTriggerEmail call

try {
HaMergeTriggerEmail haMergeTriggerEmail = new HaMergeTriggerEmail();
InteractObject campaignObj = new InteractObject();
campaignObj.setFolderName(folderNameForTrigger);
campaignObj.setObjectName(campaignName);
haMergeTriggerEmail.setRecordData(recordData);
haMergeTriggerEmail.setMergeRule(listMergeRule);
haMergeTriggerEmail.setCampaign(campaignObj);
haMergeTriggerEmail.setTriggerData(triggerData);
HaMergeTriggerEmailResponse resp = stub.HaMergeTriggerEmail

(haMergeTriggerEmail,
sessionHeader);

if (resp == null){
sop("Failed to create result ");

}
else {

com.rsys.ws.TriggerResult[] trRes =resp.getResult();
if (trRes == null || trRes.length == 0) {

sop("Failed to create result ");
} else {

int i = 0;
for (com.rsys.ws.TriggerResult res: trRes){

if (res == null){
sop("Record["+i+"] - Failed to create Result");
}
else if (res.getSuccess()){
sop("Record["+i+"] - Success");

}
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else {
sop("Record["+i+"] - Failed:"+ res.getErrorMessage());

}
}

}
}

}
catch (TriggeredMessageFault trgMsgFaultEx) {

sop("TriggeredMessageFault HaMergeTriggerEmail");
sop("Exception Code = " + trgMsgFaultEx.getFaultMessage().getExceptionCode());
sop("Exception Msg = " + trgMsgFaultEx.getFaultMessage().getExceptionMessage

());
}
catch (UnexpectedErrorFault unexpectedEx) {

sop("unexpectedEx HaMergeTriggerEmail");
sop("Exception Code = " + unexpectedEx.getFaultMessage().getExceptionCode());
sop("Exception Msg = " + unexpectedEx.getFaultMessage().getExceptionMessage());

}
catch (UnrecoverableErrorFault unexpectedEx) {

sop("UnrecoverableError HaMergeTriggerEmail");
sop("Exception Code = " + unexpectedEx.getFaultMessage().getExceptionCode());
sop("Exception Msg = " + unexpectedEx.getFaultMessage().getExceptionMessage());

}
catch (RemoteException remoteEx) {

sop("remoteEx HaMergeTriggerEmail");
sop("Exception Msg = " + remoteEx.getMessage());

}

Making an HaMergeTriggerSms call

try {
HaMergeTriggerSms haMergeTriggerSms = new HaMergeTriggerSms();
InteractObject campaignObj = new InteractObject();
campaignObj.setFolderName(folderNameForTrigger);
campaignObj.setObjectName(campaignName);
haMergeTriggerSms.setRecordData(recordData);
haMergeTriggerSms.setMergeRule(listMergeRule);
haMergeTriggerSms.setCampaign(campaignObj);
haMergeTriggerSms.setTriggerData(triggerData);
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HaMergeTriggerSmsResponse resp = stub.HaMergeTriggerSms(haMergeTriggerSms,
sessionHeader);

if (resp == null){
sop("Failed to create result ");

}
else {

com.rsys.ws.TriggerResult[] trRes =resp.getResult();
if (trRes == null || trRes.length == 0) {

sop("Failed to create result ");
} else {

int i = 0;
for (com.rsys.ws.TriggerResult res: trRes){

if (res == null){
sop("Record["+i+"] - Failed to create Result");

}
else if (res.getSuccess()){

sop("Record["+i+"] - Success");
}

else {
sop("Record["+i+"] - Failed:"+ res.getErrorMessage());

}
}

}
}

}
catch (TriggeredMessageFault trgMsgFaultEx) {

sop("TriggeredMessageFault HaMergeTriggerSMS");
sop("Exception Code = " + trgMsgFaultEx.getFaultMessage().getExceptionCode());
sop("Exception Msg = " + trgMsgFaultEx.getFaultMessage().getExceptionMessage

());
}
catch (UnexpectedErrorFault unexpectedEx) {

sop("unexpectedEx HaMergeTriggerSMS");
sop("Exception Code = " + unexpectedEx.getFaultMessage().getExceptionCode());
sop("Exception Msg = " + unexpectedEx.getFaultMessage().getExceptionMessage());

}
catch (UnrecoverableErrorFault unexpectedEx) {

sop("UnrecoverableError HaMergeTriggerSMS");
sop("Exception Code = " + unexpectedEx.getFaultMessage().getExceptionCode());
sop("Exception Msg = " + unexpectedEx.getFaultMessage().getExceptionMessage());
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}

catch (RemoteException remoteEx) {
sop("remoteEx HaMergeTriggerSMS");
sop("Exception Msg = " + remoteEx.getMessage());

}

Handling errors and exceptions

Once the API requests are routed from one account to the other, a new session must

be established. Therefore, your code must monitor responses for an exception for an

invalid session, and then re-login with the same credentials used to access your

primary Interact account.

l If you receive an unrecoverable exception, your code should wait about 30 seconds and

resubmit the request only once.

l If there is no system response, your code can retry up to three times, with two minute

intervals. If you still do not receive a response, close the session and re-log in.
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REST-based AFTM WS API

There are four areas to consider when developing your REST-based code in order to

use AFTM:

1. Use your account-specific URL end point for AFTM-supported calls.

2. Use only a limited subset of REST API functions supported for AFTM.

3. Use the AFTM-specific Authentication Token for AFTM requests.

4. Handling errors and exceptions.

Use your account-specific URL end point

Once the secondary failover account is provisioned, you will receive an account-

specific URL endpoint from Oracle that must be used in your AFTM software code.

If your Responsys account is set up for global routing, your URL endpoint will be a

unique global routing endpoint. See Global Routing for more details.

If your account is on a legacy pod, the format of this URL will be similar to the

following:

https://wsX-

companyABC.responsys.net/webservices/services/ResponsysWSService

where wsX refers to the pod (for example, ws2 indicates the interact2 pod), and

companyABC is the account-specific identifier, such as a company name.

If you have not received your account-specific URL endpoint, please contact your

Customer Success Manager (CSM).

../../../../../../Content/API/GetStarted/Overview/global-routing.htm
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Use only a limited subset of REST API functions supported for AFTM

The AFTM WS API supports the following AFTM-specific tasks:

l Retrieve profile list members using query attribute (HA Retrieve List Members)

l Merge members into a profile list & trigger email messages to them (HA Merge Trigger

Email)

l Merge members into a profile list and trigger email messages with attachments (HA Merge

Trigger Email with Attachments)

l Merge members into a profile list & trigger SMS messages to them (HA Merge Trigger SMS)

l Trigger mobile push messages (HA Trigger Push Message)

l Merge members into a profile list (HA Merge List Members)

For authentication and refreshing your authorization token, AFTM also supports

the following standard REST API authentication tasks. For these, use the instructions

in the REST API Guide (links provided below) but use your account-specific URL

endpoint.

l Log in with username and password

l Log in with username and certificates

l Refreshing tokens

Z IMPORTANT: When using these endpoints, you must send the request to the

account-specific URL endpoint. Using the account-specific endpoint will return an

AFTM-specific authorization token, which will also be valid on the AFTM servers,

should failover occur. The format of the authentication request URL will be similar to

the following (use api, not haApi, in the Service URL for auth requests):

http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/RegisterClientApp.html
http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/RequestUserAuthorization.html
http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/RefreshToken.html
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POST https://wsX-companyABC.responsys.net/rest/api/v1.3/auth/token

Use the AFTM-specific Authentication Token for AFTM requests

After your client application has authenticated successfully, it will receive the

authentication response body shown below.

l When logging in with username and password, a successful response contains the values

you need.

l Logging in with username and certificates involves two REST API requests, and the response

containing the values you need is the second one received from the Responsys system (step

4 in the “Log in with username and certificates” procedure).

The response body for authentication contains the authToken and subsequent

endPoint values:

{
"authToken": "<auth_token>",
"issuedAt": <timestamp_when_token_was_issued>,
"endPoint": "<endpoint_URI_value>"

}

Your client application must use the authToken values and subsequent endPoint

values in all requests:

l Use the <endpoint_URI_value> when constructing the URI for your endpoint. The format

may vary, depending on the programming language used to code the request. For example,

if constructing a URL for an HA Merge Trigger Email request, it looks like this (endpoint URI

+ Service URL):

{endpoint_URI_value}/rest/haApi/v1.3/campaigns/{campaignName}/email
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l In the Request Header, substitute the response value for <auth_token> in places where we

show Authorization: <auth_token>.

AFTM-specific tasks

This section describes the six specific tasks that are available specifically in AFTM.

These tasks perform similarly to their standard API counterparts. However, when you

use the haApi endpoints, you ensure data integrity in the primary and secondary

failover accounts. You also ensure that your client application automatically switches

from the primary to the secondary account during a service disruption.

Retrieve profile list members using query attribute (HA Retrieve List Members)

Merge members into a profile list & trigger email messages to them (HA Merge

Trigger Email)

Merge members into a profile list and trigger email messages with attachments (HA

Merge Trigger Email with Attachments)

Merge members into a profile list & trigger SMS messages to them (HA Merge Trigger

SMS)

Trigger mobile push messages (HA Trigger Push Message)

Merge members into a profile list (HA Merge List Members)

Retrieve profile list members using query attribute (HA Retrieve List
Members)

Use the interface to retrieve members of a Profile List, by using query attributes.
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Service URL:

/rest/haApi/v1.3/lists/{listName}

ëNOTE: For this request, ensure that your path uses haApi instead of api. The
haApi part of the path is case sensitive.

Required Path Parameters:

listName - Name of the profile list from which you want to retrieve members.

Optional Path Parameters:

qa - Query attribute. Can be either 'r' (RIID_), 'e' (EMAIL_ADDRESS_), 'c' (CUSTOMER_

ID_), or 'm' (MOBILE_NUMBER_).

fs - Comma-separated list of fields to retrieve, or use all to retrieve all fields.

id - ID corresponding to the query attribute.

Request Method:

GET

Request URL Example:

The following request URL example requests the values of the RIID_ and EMAIL_

ADDRESS_ fields for a member of the ExampleList profile list whose EMAIL_

ADDRESS_ is test@example.com.

/rest/haApi/v1.3/lists/ExampleList?qa=e&fs=EMAIL_ADDRESS_,RIID_
&id=test@example.com

Request Header:

Authorization=<AUTH_TOKEN>
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Content-Type=application/json

Response Body Properties:

fieldNames - Array of field names in the Profile List that were passed in the request

using the fs parameter.

records - Array of field values returned in the query. Each element in the array

represents a single Profile List member.

fieldValues - Array of Profile List field values (as specified using the fs parameter)

for the recipient found using the query criteria.

mapTemplateName - The Map Template in Responsys that can be used to map Field

Names of the Profile List to Column Names.

ëNOTE: Unlike other HA REST APIs, the HA Retrieve List Members response is
different from the standard Retrieve List Members request.

Sample Response:

In the following response body example, the query shown in the “Request URL

Example” section (above) found one record in the ExampleList profile list for the email

address test@example.com. Because the fs parameter requested the EMAIL_

ADDRESS_ and RIID_ for any list members found, those columns are listed in the

fieldNames array, and the values for the record found are returned in the fieldValues

array (contained in the records array).

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-lists-listname-members-get.html
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{
"fieldNames": [

"EMAIL_ADDRESS_",
"RIID_"

],
"records": [

{
"fieldValues": [

"test@example.com",
"3001221"

]
}

],
"mapTemplateName": null

}

Merge members into a profile list & trigger email messages to them (HA
Merge Trigger Email)

Use this interface to merge members into a profile list and subsequently send them an

email message. This endpoint can be used for triggering both transactional and

promotional emails. However, promotional emails will fail on the secondary account

during failover. Both merging members and the email trigger will fail.

Service URL:

/rest/haApi/v1.3/campaigns/{campaignName}/email

ëNOTE: For this request, ensure that your path uses haApi instead of api. The
haApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the Email campaign to be sent to the recipients.
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Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

Same as the standard Merge Trigger Email request.

ëNOTE: Using this API requires adhering to several constraints and guidelines,
which are described in the standard Responsys REST API reference guide.

Sample Request Body:

{
"mergeTriggerRecordData": {

"mergeTriggerRecords": [
{

"fieldValues": ["1", "foo.bar@oracle.com", "c1a_value"],
"optionalData": [

{ "name": "CUSTOM2", "value": "c2a_value" }
]

},
{

"fieldValues": ["2", "my.name@oracle.com ", "c1b_value"],
"optionalData": [

{ "name": "CUSTOM2", "value": "c2b_value" }
]

}
],
"fieldNames": [

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-email-post-2.html
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"CUSTOMER_ID_",
"EMAIL_ADDRESS_",
"CUSTOM1"

]
},
"mergeRule": { 

"htmlValue": "H",
"matchColumnName1": "EMAIL_ADDRESS_",
"matchColumnName2": null,
"optoutValue": "O",
"optinValue": "I",
"insertOnNoMatch": true,
"defaultPermissionStatus": "OPTIN",
"rejectRecordIfChannelEmpty": "E",
"updateOnMatch": "REPLACE_ALL",
"textValue": "T",
"matchOperator": "NONE"
}

}

Response Body Properties

Same as the standard Merge Trigger Email response.

Sample Response:

[
{

"errorMessage" : null,
"success" : true,
"recipientId" : 72067

},
{

"errorMessage" : null,
"success" : true,
"recipientId" : 72087

}
]

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-email-post-2.html
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Merge members into a profile list and trigger email messages with
attachments (HA Merge Trigger Email with Attachments)

Use this interface to merge members into a profile list and subsequently send them an

email message with dynamic personalized attachments, which are passed through the

API payload. This endpoint can be used for triggering both transactional and

promotional emails. However, promotional emails will fail on the secondary account

during failover. Both merging members and the email trigger will fail.

IMPORTANT: This is a controlled feature. To have this API enabled for your account,

please contact your sales representative, account manager, or Customer Success

Portal.

Service URL:

/rest/haApi/v1.3/campaigns/{campaignName}/emailAttachments

ëNOTE: For this request, ensure that your path uses haApi instead of api. The
haApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the Email campaign to be sent to the recipients.

Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>
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Content-Type=application/json

Request Body Properties:

Same as the standard Merge Trigger Email with Attachments request.

ëNOTE: Using this API requires adhering to several constraints and guidelines,
which are described in the standard Responsys REST API reference guide.

Sample Request Body:

{
"mergeTriggerRecordDataWithAttachments": {
"mergeTriggerRecordsWithAttachments": [
{
"fieldValues": [

"1",
"mdi1124@barcorp.com"

],
"optionalData": [

{
"name": "CUSTOM1",
"value": "custom value"

},
{
"name": "CUSTOM2",
"value": "custom data"

}
],
"attachmentData": [

{
"name": "Hello World.pdf",
"value":

"JVBERi0xLjQKJYCAgIAKMSAwIG9iago8PC9QYWdlcyAyIDAgUiAvVmlld2VyUHJlZ
mVyZW5jZXMgOCAwIFIgL1R5cGUgL0NhdGFsb2cgPj4KZW5kb2JqCjIgMCBvYmoKPDw
vQ291bnQgMSAvTWVkaWFCb3ggWzAgMCA1OTYgODQyIF0gL1R5cGUgL1BhZ2VzIC9SZ
XNvdXJjZXMgMyAwIFIgL0tpZHMgWzUgMCBSIF0gPj4KZW5kb2JqCjMgMCBvYmoKPDw
vRm9udCA3IDAgUiA+PgplbmRvYmoKNCAwIG9iago8PC9GaWx0ZXIgL0ZsYXRlRGVjb
2RlIC9MZW5ndGggNjAgPj4Kc3RyZWFtCnic0zdUMDZSCEnjcgrhMlQwAEKwgLm5sZ6

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-emailattachments-post.html
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"

},
{
"name": "weather.jpg",
"value":

"/9j/4AAQSkZJRgABAQEAYABgAAD/4QA6RXhpZgAATU0AKgAAAAgAA1EQAAEAAAABA©2022 Oracle Corporation. All rights reserved 33 of 72
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}
]

},
{
"fieldValues": [

"2",
"mdi.1234@foobarcorp.com"

],
"optionalData": [

{
"name": "FIRST_NAME",
"value": "jim_1"

},
{
"name": "LAST_NAME",
"value": "smith_1"

}
],
"attachmentData": [

{
"name": "Hello.pdf",
"value":

"JVBERi0xLjQKJYCAgIAKMSAwIG9iago8PC9QYWdlcyAyIDAgUiAvVmlld2VyUHJlZ
mVyZW5jZXMgOCAwIFIgL1R5cGUgL0NhdGFsb2cgPj4KZW5kb2JqCjIgMCBvYmoKPDw
vQ291bnQgMSAvTWVkaWFCb3ggWzAgMCA1OTYgODQyIF0gL1R5cGUgL1BhZ2VzIC9SZ
XNvdXJjZXMgMyAwIFIgL0tpZHMgWzUgMCBSIF0gPj4KZW5kb2JqCjMgMCBvYmoKPDw
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}
]

},
{
"fieldValues": [

"3",
"mdi.5678@foobarcorp.com"

],
"optionalData": [

{
"name": "FIRST_NAME",
"value": "jim_2"

},
{
"name": "LAST_NAME",
"value": "smith_2"

}
],
"attachmentData": [

{
"name": "Bye.asd",
"value":

"JVBERi0xLjQKJYCAgIAKMSAwIG9iago8PC9QYWdlcyAyIDAgUiAvVmlld2VyUHJlZ
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}
]

}
],
"fieldNames": [
"CUSTOMER_ID_",
"EMAIL_ADDRESS_"

]
},
"mergeRule": {
"htmlValue": "H",
"matchColumnName1": "EMAIL_ADDRESS_",
"matchColumnName2": null,
"optoutValue": "O",
"optinValue": "I",
"insertOnNoMatch": true,
"defaultPermissionStatus": "OPTIN",
"rejectRecordIfChannelEmpty": "E",
"updateOnMatch": "REPLACE_ALL",
"textValue": "T",
"matchOperator": "NONE"
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}
}

Response Body Properties

Same as the standard Merge Trigger Email with Attachments response.

Sample Response:

The response returns a status for each recipient record sent in the request payload. In

this example:

l The first record was successfully merged and the email was sent to the recipient whose RIID

is 72067.

l The second record was successfully merged, but the email was undeliverable because the

recipient’s email deliverability status in his Profile List record was set to “Undeliverable” in

Responsys.

l The third record was successfully merged, but the email was not sent because the

attachment had an incorrect file type (Bye.asd).

[ 
{ 

"errorMessage": null,
"success": true,
"recipientId": 72067

},
{ 

"errorMessage": "RECIPIENT_STATUS_UNDELIVERABLE: Recipient deliverability status
is undeliverable",

"success": false,
"recipientId": -1

},
{ 

"errorMessage": "FAILURE: Invalid attachment type, allowed types are png, jpg, jpeg,
pdf, ical",

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-emailattachments-post.html
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"success": false,
"recipientId": 72068

}
]

Merge members into a profile list & trigger SMS messages to them (HA
Merge Trigger SMS)

Use this interface to merge members into a profile list and trigger SMS messages to

them.

Service URL:

/rest/haApi/v1.3/campaigns/{campaignName}/sms

ëNOTE: For this request, ensure that your path uses haApi instead of api. The
haApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the SMS campaign to be sent to the recipients.

Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

Same as the standard Merge Trigger SMS request.

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-sms-post.html
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ëNOTE: Using this API requires adhering to several constraints and guidelines,
which are described in the standard Responsys REST API reference guide.

Sample Request Body:

{
"mergeTriggerRecordData": {

"mergeTriggerRecords": [
{

"fieldValues": ["1001", "foo.bar@oracle.com", "6505551212", "US"],
"optionalData": [

{ "name": "CITY_", "value": "San Bruno" }
]

},
{

"fieldValues": ["1002", "baz.foo@oracle.com", "6505551212", "US"],
"optionalData": [

{ "name": "CITY_", "value": "San Francisco" }
]

}
],
"fieldNames": [

"CUSTOMER_ID_",
"EMAIL_ADDRESS_",
"MOBILE_NUMBER_",
"MOBILE_COUNTRY_"

]
},
"mergeRule": { 

"htmlValue": "H",
"matchColumnName1": "CUSTOMER_ID_",
"matchColumnName2": null,
"optoutValue": "O",
"optinValue": "I",
"insertOnNoMatch": true,
"defaultPermissionStatus": "OPTIN",
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"rejectRecordIfChannelEmpty": "E",
"updateOnMatch": " NO_UPDATE ",
"textValue": "T",
"matchOperator": "NONE"
}

}

Response Body Properties

Same as the standard Merge Trigger SMS response.

Sample Response:

[
{

"errorMessage" : null,
"success" : true,
"recipientId" : 72067

},
{

"errorMessage" :” RECIPIENT_STATUS_UNDELIVERABLE: Recipient deliverability status
is undeliverable ”,

"success" : false,
"recipientId" : -1

}
]

Trigger mobile push messages (HA Trigger Push Message)

Use the following API to trigger push messages to existing members of a Profile List

and its corresponding App Channel List.

NOTES:

l The system only replicates the Profile List and App Channel List to the AFTM secondary

account. No App Channel Profile Extension Tables (PETs) will be replicated. If the push

message needs data from an App Channel List PET, there will be problems triggering it from

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-sms-post.html
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a secondary account.

l Trigger Push Message will only work for recipients who are using the mobile app associated

with the campaign. For example, if you use listType=Profile and the Profile List member

does not have a device registered, the list member will not receive the message. The

response payload for the recipient in this situation is NO_RECIPIENT_FOUND.

l See the Trigger Push Message topic in the REST API for Oracle Responsys Marketing Cloud

Service guide for more important information about using this API.

Service URL:

/rest/haApi/v1.3/campaigns/{campaignName}/push

ëNOTE: For this request, ensure that your path uses haApi instead of api. The
haApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the push campaign to be sent to the recipients.

Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

Same as the standard Trigger Push Message request.

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-push-post.html
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NOTE:Using this API requires adhering to several constraints and guidelines, which
are described in the standard Responsys REST API reference guide.

Sample Request Body:

{
"recipientData": [

{
"customerId": null,
"emailAddress": null,
"recipientId": null,
"mobileNumber": null,
"emailSHA256Hash": null,
"emailMD5Hash": null,
"deviceId": "device_Id_value",
"apiKey": "API_Key_value",
"listType": "PUSH",
"optionalData": [

{
"name": "CUSTOM1",
"value": "c1a_value_new"

},
{

"name": "CUSTOM2",
"value": "c2a_value_new"

}
]

},
{

"customerId": null,
"emailAddress": "foo.bar@oracle.com",
"recipientId": null,
"mobileNumber": null,
"emailSHA256Hash": null,
"emailMD5Hash": null,
"deviceId": null,
"apiKey": "API_Key_value",
"listType": "PROFILE",
"optionalData": [

{
"name": "CUSTOM1",
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"value": "c1a_value_new"
},
{

"name": "CUSTOM2",
"value": "c2a_value_new"

}
]

}
]

}

Response Body Properties

Same as the standard Trigger Push Message response. See the Response Notes

paragraphs in the Examples section for an explanation of how the response may vary

based on the CHANNEL_DELIVERABILITY_STATUS and the CHANNEL_PERMISSION_

STATUS settings in the App Channel List.

Sample Response:

The response returns information about each record sent in the request. In this

example, the mobile push message was sent successfully to the recipient device

whose App Channel List RIID is 72067. (Unlike the responses for Email and SMS, the

recipientId in a Trigger Push Message response is always the App Channel List RIID.)

For the second record, the trigger push message action was not successful, because

listType was set to PROFILE, a record was present in the Profile List, CHANNEL_

DELIVERABILITY_STATUS_ is D (Deliverable) in the App Channel List, but the

recipient's CHANNEL_PERMISSION_STATUS_ in the App Channel List was set to "O"

(OptOut).

[
{

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-push-post.html
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"errorMessage" : null,
"success" : true,
"recipientId" : 72067

},
{

"errorMessage" :” RECIPIENT_STATUS_UNDELIVERABLE: Recipient deliverability status
is undeliverable ”,

"success" : false,
"recipientId" : -1

}
]

Merge members into a profile list (HA Merge List Members)

Use this interface to merge members into a profile list. Your client application can add

new members to an existing profile list, and it can also update existing members of the

profile list.

Service URL:

/rest/haApi/v1.3/lists/{listName}/members

ëNOTE: For this request, ensure that your path uses haApi instead of api. The
haApi part of the path is case sensitive.

Required Path Parameters:

listName - Name of the Profile List to which Responsys will merged the recipients in

the request body.

Request Method:

POST
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Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

Same as the standard Merge List Recipients request.

ëNOTE: Using this API requires adhering to several constraints and guidelines,
which are described in the standard Responsys REST API reference guide.

Sample Request Body:

ëNOTE: In the following example, the fourth record (record 3, because the array

sequence begins with zero) contains an invalid value for the RIID_, so that we can

demonstrate the error in the sample response.

{
"recordData" : {

"fieldNames" : ["riid_", "mobile_number_", "email_address_"],
"records" : [

["4094326", "9845349498","ab.cd@example.com"],
["4094327", "9844444444","unknown@example.com"],
["4094328", "9844444666","abc@example.com"],
["ssdcf", "9844444444","xyz@example.com"]

],
"mapTemplateName" : null

},
"mergeRule" : {

"htmlValue" : "H",
"optinValue" : "I",
"textValue" : "T",

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-lists-listname-members-post.html
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"insertOnNoMatch" : true,
"updateOnMatch" : "REPLACE_ALL",
"matchColumnName1" : "RIID_",
"matchColumnName2" : null,
"matchOperator" : "NONE",
"optoutValue" : "O",
"rejectRecordIfChannelEmpty" : null,
"defaultPermissionStatus" : "OPTIN"

}
}

Response Body Properties

Same as the standard Merge List Recipients response, except that the HA Merge List

Members API only returns the “self” link.

Sample Response:

ëNOTE: For the first three records (0, 1, and 2 of the array), the merge occurred

successfully. The fourth record (record 3 of the array) was not merged, because

“ssdcf” is not a valid value for the RIID_ field.

{
"recordData": {

"fieldNames": ["RIID_"],
"records": [

["4094326"],
["4094327"],
["4094328"],
["MERGEFAILED: Record 3 = INVALID_PARAMETER: The value ssdcf is not
valid for an integer field\n\n\r\n"]

],
"mapTemplateName": null

},
"mergeRule": {

"textValue": "T",
"insertOnNoMatch": true,

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-lists-listname-members-post.html
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"updateOnMatch": "REPLACE_ALL",
"matchOperator": "NONE",
"matchColumnName3": null,
"matchColumnName1": "RIID_",
"matchColumnName2": null,
"optinValue": "I",
"optoutValue": "O",
"rejectRecordIfChannelEmpty": null,
"htmlValue": "H",
"defaultPermissionStatus": "OPTIN"

},
"links": [

{
"rel": "self",
"href": "/rest/api/v1.3/lists/DemoNewsLetterList/members",
"method": "POST"

}
]

}

Handling errors and exceptions

Detecting failovers

When a failover occurs, AFTM-supported requests are routed to the failover account.

Assuming that your code used your account-specific endpoint, the authorization

token should still be valid for the failover account.

However, we still recommend that your code watch for exceptions or lack of response.

l One way your client code can watch for exceptions or lack of response is to periodically

make a standard read-only request, such as “Fetch All Profile Lists”, and watch for responses

other than the standard HTTPS 200 Success response. If you receive an “API_NOT_

ALLOWED_IN_SECONDARY” (HttpStatus.UNAUTHORIZED, HTTPS status code 401), a

failover has occurred and your client code may only use AFTM-supported endpoints.

http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-lists-get.html
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l If you receive an “INVALID_TOKEN” error (HttpStatus.UNAUTHORIZED, HTTPS status code

401), your code must re-login to your account-specific endpoint using the same credentials

that you used to access your primary Interact account.

l If you receive an “UNRECOVERABLE_EXCEPTION” error (HttpStatus.INTERNAL_SERVER_

ERROR, HTTPS status code 500), your code should wait about 30 seconds and then

resubmit the request only once.

l If there is no system response, your code can retry up to three times, with two minute

intervals, to prevent the API login being disabled. If you still do not receive a response,

contact Oracle Support.

For more information, see “Handling System Outages” in the standard REST API

guide.

Other errors

AFTM only supports promotional campaigns in primary: You can use APIs such as

HaMergeTriggerEmail for both promotional and transactional campaigns in primary.

However, merge and trigger for promotional campaigns will fail in the secondary pod

during failover.

When this occurs, the API will return the below sample error.

{
"type": "",
"title": "Invalid request parameters",
"errorCode": "INVALID_PARAMETER",
"detail": " <Campaign Name> must be Transactional campaign",
"errorDetails": []

}

http://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/handlingSystemOutages.html
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Asynchronous AFTM WS API

AFTM provides asynchronous endpoints for the Merge Members into a Profile List,

Merge Trigger Email, and Merge Trigger SMS endpoints. These endpoints are

asynchronous alternatives to the REST-based endpoints.

Merge members into a profile list (HA Async Merge List Members)

Merge members into a profile list & trigger email messages to them (HA Async Merge

Trigger Email)

Merge members into a profile list & trigger SMS messages to them (HA Async Merge

Trigger SMS)

Polling API endpoint

Merge members into a profile list (HA Async Merge List
Members)

Provides an asynchronous interface to merge members into a profile list. Your client

application can add new members to an existing profile list, and it can also update

existing members of the profile list.

Service URL:

/rest/haAsyncApi/v1.3/lists/{listName}/members
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ëNOTE: For this request, ensure that your path uses haAsyncApi instead of
haApi. The haAsyncApi part of the path is case sensitive.

Required Path Parameters:

listName - Name of the list.

Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

Same as the standard Merge List Recipients request.

ëNOTE: Using this API requires adhering to several constraints and guidelines,
which are described in the standard Responsys REST API reference guide.

Sample Request Body:

{
"recordData" : {

"fieldNames" : ["riid_", "mobile_number_", "email_address_"],
"records" : [

["4094326", "9845349498","ab.cd@example.com"],

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-lists-listname-members-post.html
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["4094327", "9844444444","unknown@example.com"],
["4094328", "9844444666","abc@example.com"]

],
"mapTemplateName" : null

},
"mergeRule" : {

"htmlValue" : "H",
"optinValue" : "I",
"textValue" : "T",
"insertOnNoMatch" : true,
"updateOnMatch" : "REPLACE_ALL",
"matchColumnName1" : "RIID_",
"matchColumnName2" : null,
"matchOperator" : "NONE",
"optoutValue" : "O",
"rejectRecordIfChannelEmpty" : null,
"defaultPermissionStatus" : "OPTIN"

}
}

Sample Response:

NOTES:

l A successful response for the asynchronous API returns an HTTPS status code of 202

Accepted.

l A successful response returns a requestId, to be used in the Polling API endpoint to retrieve

the status of your request.

l See Common error responses for the Asynchronous API for details about the error

responses.

{
"requestId": "TVVjVTY2OjoxNTc2MDk0NjQ5",
"apiName": "HaAsyncMergeListMembers",
"status": "REQUEST_ACCEPTED",
"links": [
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{
"rel": "self",
"href": "/rest/haAsyncApi/v1.3/lists/listName/members",
"method": "POST"

},
{

"rel": "asyncResponse",
"href": "/rest/haAsyncApi/v1.3/requests/TVVjVTY2OjoxNTc2MDk0NjQ5",
"method": "GET"

}
]

}

Merge members into a profile list & trigger email
messages to them (HA Async Merge Trigger Email)

Use this interface to merge members into a profile list and subsequently send them an

email message. This endpoint can be used for triggering both transactional and

promotional emails. However, promotional emails will fail on the secondary account

during failover. Both merging members and the email trigger will fail.

Service URL:

/rest/haAsyncApi/v1.3/campaigns/{campaignName}/email

ëNOTE: For this request, ensure that your path uses haAsyncApi instead of
haApi. The haAsyncApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the Email campaign to be sent to the recipients.
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Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

mergeTriggerRecordData – Record data that represents Field Names and Values for

the recipient. For more information, see the standard Merge Trigger Email request

example.

mergeRule – Merge rule used to merge recipient records in a Profile List. Only used

during the merge operation. For more information, see the standard Merge Trigger

Email request example.

Sample Request Body:

{
"mergeTriggerRecordData": {

"mergeTriggerRecords": [{
"fieldValues": [

"mdi1234@foobar.com",
"martiness",
"6505551212",
"US"

],
"optionalData": [{

"name": "FIRST_NAME",
"value": "jim_1"

},
{

https://docs.oracle.com/en/cloud/saas/marketing/responsys-rest-api/op-rest-api-v1.3-campaigns-campaignname-email-post.html
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"name": "LAST_NAME",
"value": "smith_1"

}
]

},
{

"fieldValues": [
"mdi.1234@foobarcorp.com",
"concord",
"6505551212",
"US"

],
"optionalData": [{

"name": "FIRST_NAME",
"value": "jim_2"

},
{

"name": "LAST_NAME",
"value": "smith_2"

}
]

}
],
"fieldNames": [

"EMAIL_ADDRESS_",
"CITY_",
"MOBILE_NUMBER_",
"MOBILE_COUNTRY_"

]
},
"mergeRule": {

"htmlValue": "H",
"matchColumnName1": "EMAIL_ADDRESS_",
"matchColumnName2": null,
"optoutValue": "O",
"insertOnNoMatch": true,
"defaultPermissionStatus": "OPTIN",
"rejectRecordIfChannelEmpty": "E",
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"optinValue": "I",
"updateOnMatch": "REPLACE_ALL",
"textValue": "T",
"matchOperator": "NONE"

}
}

Sample Response:

NOTES:

l A successful response for the asynchronous API returns an HTTPS status code of 202

Accepted.

l A successful response returns a requestId, to be used in the Polling API endpoint to retrieve

the status of your request.

l See Common error responses for the Asynchronous API for details about the error

responses.

{
"requestId": "aWpDUHozOjoxNTU4NTQyMTI1",
"apiName": "HaAsyncMergeTriggerEmail",
"status": "REQUEST_ACCEPTED",
"links": [

{
"rel": "self",
"href": "/rest/haAsyncApi/v1.3/campaigns/campTest/email",
"method": "POST"

},
{

"rel": "asyncResponse",
"href": "/rest/haAsyncApi/v1.3/requests/aWpDUHozOjoxNTU4NTQyMTI1",
"method": "GET"

}
]

}
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Merge members into a profile list & trigger SMS
messages to them (HA Async Merge Trigger SMS)

Use this interface to merge members into a profile list and trigger SMS messages to

them.

Service URL:

/rest/haAsyncApi/v1.3/campaigns/{campaignName}/sms

ëNOTE: For this request, ensure that your path uses haAsyncApi instead of
haApi. The haAsyncApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the SMS campaign to be sent to the recipients.

Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

mergeTriggerRecordData – Record data that represents Field Names and Values for

the recipient. For more information, see the standard Merge Trigger SMS request

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-sms-post.html


©2022 Oracle Corporation. All rights reserved 57 of 72

example.

mergeRule – Merge rule used to merge recipient records in a Profile List. Only used

during the merge operation. For more information, see the standard Merge Trigger

SMS request example.

Sample Request Body:

{
"mergeTriggerRecordData": {

"mergeTriggerRecords": [{
"fieldValues": [

"mdi1234@foobar.com",
"martiness",
"6505551212",
"US"

],
"optionalData": [{

"name": "FIRST_NAME",
"value": "jim_1"

},
{

"name": "LAST_NAME",
"value": "smith_1"

}
]

},
{

"fieldValues": [
"mdi.1234@foobarcorp.com",
"concord",
"6505551212",
"US"

],
"optionalData": [{

"name": "FIRST_NAME",
"value": "jim_2"

https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-sms-post.html
https://docs.oracle.com/cloud/latest/marketingcs_gs/OMCED/op-rest-api-v1.3-campaigns-campaignname-sms-post.html
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},
{

"name": "LAST_NAME",
"value": "smith_2"

}
]

}
],
"fieldNames": [

"EMAIL_ADDRESS_",
"CITY_",
"MOBILE_NUMBER_",
"MOBILE_COUNTRY_"

]
},
"mergeRule": {

"htmlValue": "H",
"matchColumnName1": "EMAIL_ADDRESS_",
"matchColumnName2": null,
"optoutValue": "O",
"insertOnNoMatch": true,
"defaultPermissionStatus": "OPTIN",
"rejectRecordIfChannelEmpty": "E",
"optinValue": "I",
"updateOnMatch": "REPLACE_ALL",
"textValue": "T",
"matchOperator": "NONE"

}
}

Sample Response:

NOTES:

l A successful response for the asynchronous API returns an HTTPS status code of 202

Accepted.
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l A successful response returns a requestId, to be used in the Polling API endpoint to retrieve

the status of your request.

l See Common error responses for the Asynchronous API for details about the error

responses.

{
"requestId": "eUYycDdoOjoxNTU2MDEwODEz",
"apiName": "HaAsyncMergeTriggerEmail",
"status": "REQUEST_ACCEPTED",
"links": [

{
"rel": "self",
"href": "/rest/haAsyncApi/v1.3/campaigns/campTest/email",
"method": "POST"

},
{

"rel": "asyncResponse",
"href": "/rest/haAsyncApi/v1.3/requests/eUYycDdoOjoxNTU2MDEwODEz",
"method": "GET"

}
]

}

Trigger Push Message API (HA Async)

Use the following interface to trigger Push campaign messages to existing members

of a Profile List and its corresponding App Channel List. This endpoint is the AFTM

alternative to Trigger Push Message API (Asynchronous)

Service URL:

/rest/haAsyncApi/v1.3/campaigns/{campaignName}/push

../../../../../../Content/API/REST/Async/asyncApi-v1.3-campaigns-campaignName-push-post.htm
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ëNOTE: For this request, ensure that your path uses haAsyncApi instead of
haApi. The haAsyncApi part of the path is case sensitive.

Required Path Parameters:

campaignName - Name of the SMS campaign to be sent to the recipients.

Request Method:

POST

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Request Body Properties:

See the Trigger Push Message Endpoints page in the Oracle Responsys REST API

Guide. View the Request body section of the topic.

Request Notes:

l You can send push messages to existing Responsys Push campaigns for to up to 200

members of a Profile List and its corresponding App Channel List.

l The request payload allows specifying one of the available Profile List attributes, so that you

may uniquely identify the recipients of the push message.

l The Profile List attributes that can be specified are one of recipientId, customerId,

emailAddress, mobileNumber, emailSHA256Hash, or emailMD5Hash.

https://docs.oracle.com/en/cloud/saas/marketing/responsys-rest-api/op-rest-api-v1.3-campaigns-campaignname-push-post.html
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ëNote: In the request body, all recipientData must be present, but the Profile List

attributes you are not using, must be set to null.

l Use the "listType": "PROFILE" when recipients need to be matched from Profile List (that

is, known recipients).

l The Profile List members selected using these attributes are matched against the App Channel list

to find the device IDs of all devices to trigger push messages.

l You can send to all devices and apps that a mobile app user has installed by setting "apiKey":

null.

l You can send to a specific mobile app that a user has installed by specifying the apiKey value.

Note that you may only use one apiKey value per recipient. This means that if a mobile app end

user (recipient) has a single entry in a Profile List but has multiple entries in the App Channel List

for different apps, the apiKey attribute restricts the push message to trigger for one of those apps.

l Use the "listType": "PUSH" when recipients need to be matched from App Channel List

(that is, unknown recipients).

l In the request body, all recipientData properties must be present, but the Profile List attributes

you are not using must be set to null.

l When using "listType": "PUSH", the App Channel List attributes that you must specify are both

deviceId and apiKey. Including both deviceId and apiKey ensures that push messages will only

be triggered for devices that match the apiKey.

l You can use the optionalData attribute as part of the payload is used for customizing the

push message.
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l Do not use system-defined fields (for example, MOBILE_NUMBER_) for your optional data.

l To pass extended/accented characters in optionalData payload, they must be escaped as

Unicode characters. For example, the euro currency symbol is escaped as \u20AC, the yen

currency symbol is escaped as \u00A5, an umlauted u is escaped as \u00FC, an accented e is

escaped as \u00E9, and the like. Otherwise, you may receive an INVALID_REQUEST_CONTENT error.

l This endpoint supports sending reference data in requests. To learn how you can retrieve

this data when polling, refer to Returning reference data for asynchronous requests.

Sample Request Body:

{
"recipientData": [

{
"customerId": null,
"emailAddress": null,
"recipientId": 131006807,
"mobileNumber": null,
"emailSHA256Hash": null,
"emailMD5Hash": null,
"deviceId": "",
"apiKey": "",
"listType": "PROFILE",
"optionalData": [

{
"name": "CUSTOM1",
"value": "WELCOME10"

},
{

"name": "CUSTOM2",
"value": "COUPON"

}
]

},
{

"customerId": null,
"emailAddress": null,

../../../../../../Content/API/REST/Async/concepts/reference-data-polling-api.htm
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"recipientId": 100007327,
"mobileNumber": null,
"emailSHA256Hash": null,
"emailMD5Hash": null,
"deviceId": "",
"apiKey": "",
"listType": "PROFILE",
"optionalData": [

{
"name": "CUSTOM1",
"value": "DISCOUNT10"

},
{

"name": "CUSTOM2",
"value": "COUPON"

}
]

}
]

}

Sample Response:

NOTES:

l A successful response for the asynchronous API returns an HTTPS status code of 202

Accepted.

l A successful response returns a requestId, to be used in the Polling API endpoint to retrieve

the status of your request.

l See Common error responses for the Asynchronous API for details about the error

responses.

{
"requestId": "YjN1aWowOjoxNjQzOTUyMjI0",
"apiName": "HaAsyncTriggerPush",
"status": "REQUEST_ACCEPTED",
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"links": [
{

"rel": "self",
"href": "/rest/haAsyncApi/v1.3/campaigns/Summer_Push/push",
"method": "POST"

},
{

"rel": "asyncResponse",
"href": "/rest/haAsyncApi/v1.3/requests/YjN1aWowOjoxNjQzOTUyMjI0",
"method": "GET"

}
]

}

Polling API endpoint

Use the Polling API to find out the status of your async request.

ëNote: You must send one request for each requestId you want to query. This
request does not support sending multiple requestIds per request.

Service URL:

/rest/haAsyncApi/v1.3/requests/{requestId}

ëNOTE: For this request, ensure that your path uses haAsyncApi instead of
haApi. The haAsyncApi part of the path is case sensitive.
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Required Path Parameters:

requestId - Unique identifier for the API request. Obtain this value from the

successful response to your async request.

Request Method:

GET

Request Header:

Authorization=<AUTH_TOKEN>

Content-Type=application/json

Sample Response:

NOTES:

l A successful response for the asynchronous API returns an HTTPS status code of 202

Accepted.

l See Common error responses for the Polling API for details about the error responses.

l Note that the date and time values consider the Responsys account’s time zone.

{
"response": [

{
"recipientId": 39001321,
"success": true,
"errorMessage": null

},
{

"recipientId": 39001501,
"success": true,
"errorMessage": null

}
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],
"requestId": "UGpCVnBCOjoxNTQwNTQ2MzQ5",
"apiName": "HaAsyncMergeTriggerEmail",
"timeZone": "India Standard Time",
"requestTime": "2018-10-26T15:02:29.344",
"requestProcessedTime": "2018-10-26T09:48:18.000",
"status": "SUCCESS"

}
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Common error responses for the
Asynchronous API

These are common error responses for the Asynchronous API.

Request payload is not well-formed JSON (INVALID_REQUEST_
CONTENT)

The system validates whether or not the request payload is well-formed JSON. If it is

not, the system returns the following response with HTTPS Status Code 400 (Bad

Request). Verify that your payload is in proper JSON format, and that it does not have

missing or incorrectly used punctuation.

{
"type": "",
"title": "Invalid request parameters",
"errorCode": "INVALID_PARAMETER",
"detail": "Invalid parameter 'mergeTriggerRecordData'",
"errorDetails": []

}

Recipient limit is exceeded (RECIPIENT_LIMIT_EXCEEDED)

If your client application submits an async request with more than 200 recipients, it is

rejected immediately and is not put on the queue. Limit your requests to 200 or fewer

recipients.

{
"type": "",
"title": "Recipient limit exceeded",
"errorCode": "RECIPIENT_LIMIT_EXCEEDED",
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"detail": "Recipient limit exceeded, maximum of 200 recipients are allowed per each api
call",

"errorDetails": []
}

Queue is full (UNABLE_TO_SUBMIT_ASYNC_REQUEST)

If the request cannot be accepted due to queue being full, the following response is

returned with HTTPS Status Code 500 (Internal Server Error). Try the request again

later.

{
"type": "",
"title": "Unable to submit Async request",
"errorCode": "UNABLE_TO_SUBMIT_ASYNC_REQUEST",
"detail": "Error in submitting async request",
"errorDetails": []

}
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Common error responses for the Polling
API

Unless otherwise noted, each of the following has an HTTPS status code of 200 OK,

because the polling request itself was considered successful, even if it contains an

error response from the system.

Response purged (RESPONSE_PURGED)

The system returns this response when the async job status response is removed from

the queue. Responses are retained in the system for 24 hours. Client applications must

poll for responses within 24 hours after the initial API request was submitted.

{
"response": {

"type": "",
"title": "Response purged",
"errorCode": "RESPONSE_PURGED",
"detail": "Response Message Purged",
"errorDetails": "[]"

},
"requestId": "WGlJSWhsOjoxNTIxMzU5OTI1",
"apiName": "",
"timeZone": null,
"requestTime": "2018-03-18 13:28:45.0",
"requestProcessedTime": "",
"status": "UNKNOWN"

}

Async API not enabled (ASYNC_API_DISABLED_FOR_USER)

The system returns this response when the async API is not enabled for the user

performing the request. Contact your CSM to ensure your user and account meet the
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prerequisites.

{
"type": "",
"title": "ASYNC API disabled for user",
"errorCode": "ASYNC_API_DISABLED_FOR_USER",
"detail": "ASYNC API disabled for user",
"errorDetails": []

}

Processing request (PROCESSING_REQUEST)

The system returns this response when your request is still in progress.

{
"response": {

"type": "",
"title": "Still processing request",
"errorCode": "PROCESSING_REQUEST",
"detail": "Processing Request",
"errorDetails": "[]"

},
"requestId": "Q3hvOUZtOjoxNTU3NDgxMjY3",
"apiName": "",
"timeZone": null,
"requestTime": "2019-05-10 15:11:07.0",
"requestProcessedTime": "",
"status": "IN_PROGRESS"

}

Campaign is invalid (CAMPAIGN_IS_INVALID)

The system returns this response when your request is still in progress.

{
"response": {

"errorCode": "CAMPAIGN_IS_INVALID",
"detail": "An error has occurred and the system is unable to process your request at this
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time. Please contact Responsys Support for further assistance.",
"type": "",
"title": "Not a valid campaign",
"errorDetails": "[]"

},
"requestId": "UGpCVnBCOjoxNTQwNTQ2MzQ5",
"apiName": "HaAsyncMergeTriggerEmail",
"timeZone": "India Standard Time",
"requestTime": "2018-10-26T15:02:29.344",
"requestProcessedTime": "2018-10-26T09:48:18.000",
"status": "ERROR"

}

Merge fails for one recipient

The system returns this response when the merge fails for a recipient.

{
"response": [

{
"recipientId": 0,
"success": false,
"errorMessage": null

},
{

"recipientId": 0,
"success": false,
"errorMessage": "FAILURE: Record 1 = INVALID_PARAMETER:matchColumnName1 is

not found in fieldNames or corresponding value is null or empty\r\n"
}

],
"requestId": "UGpCVnBCOjoxNTQwNTQ2MzQ5",
"apiName": "HaAsyncMergeTriggerEmail",
"timeZone": "India Standard Time",
"requestTime": "2018-10-26T15:02:29.344",
"requestProcessedTime": "2018-10-26T09:48:18.000",
"status": "SUCCESS"

}
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Request ID is not valid (INVALID_REQUEST_ID)

The system returns this response when the requestId provided is not valid. Verify the

requestId is correct.

{
"response": {

"type": "",
"title": "Invalid Request Id",
"errorCode": "INVALID_REQUEST_ID",
"detail": "Request Id is not valid ",
"errorDetails": "[]"

},
"requestId": "UG",
"apiName": null,
"timeZone": null,
"requestTime": null,
"requestProcessedTime": null,
"status": "ERROR"

}
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