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Preface

This preface introduces information sources that can help you use the application and this guide.

 Using Oracle Applications

To find guides for Oracle Applications, go to the  Oracle Help Center.

 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the  Oracle Accessibility Program website.

Videos included in this guide are provided as a media alternative for text-based topics also available in this guide.

 Contacting Oracle

Access to Oracle Support
Customers can access electronic support through Oracle Support. For information, visit  Oracle Service Cloud Support or
visit  Accessible Oracle Support if you are hearing impaired.

Comments and Suggestions
Please give us feedback about Oracle Applications Help and guides. You can complete one of the following surveys:

• For guides:  Oracle Service Cloud Documentation Feedback.

• For tutorials:  Oracle Service Cloud Tutorial Feedback.

i

http://docs.oracle.com/
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http://www.oracle.com/us/corporate/accessibility/support/index.html
http://documentation.custhelp.com/ci/documents/detail/5/4/12
http://documentation.custhelp.com/ci/documents/detail/5/3/12
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1  Oracle Service Cloud Configuration
Assistant

 About the Configuration Assistant
The Oracle Service Cloud Configuration Assistant lets you manage your Oracle Service Cloud sites using Oracle Cloud.

The Configuration Assistant lets you set up and manage the following.

• Interfaces: Available for Service Cloud

• Mailboxes: Available for Service Cloud

• Test sites: Available for Service and Oracle Policy Automation (OPA)

• Integrations: Ability to enable certain Service Cloud functional areas

• Smart Interaction Hub (SIH)

• Oracle Social Network (OSN)

Note:  You can also manage certain aspects of your OPA site interfaces. While you cannot add interfaces to
OPA sites, you can make changes to the URL and time zone values of an OPA interface.

The link to the Configuration Assistant is located on the Oracle Cloud My Services dashboard. You will receive the log in
credentials for My Services dashboard in a welcome email from Oracle Cloud. The Configuration Assistant home page is
displayed based on the products or services you have purchased, that is, Oracle Service Cloud.

 About the Configuration Assistant Home page
The Configuration Assistant home page displays information related to Oracle Policy Automation (OPA) and Test Sites, etc.

You can find the following information in the home page:

• Number of Services

• Interfaces

• Mailboxes

Information about Test sites:

◦ Upgrade type

◦ Site type

◦ Production version
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◦ Number of interfaces

◦ Date of creation

◦ Site Subscription ID

◦ Number of mailboxes

◦ Number of test sites

 Create a Site
You can create a production site for Oracle Service Cloud from the Configuration Assistant home page.

Follow the steps below to create a site:
1. From the Configuration Assistant home page, click Create site.
2. In the Create Site window, select the required version option from the Product list.
3. In the Site Name box, enter a name for the your site.

The URL is automatically generated based on the site name and the default domain. Though you can edit the site
name in the URL, you cannot modify the default domain.

4. From the Language list, select your preferred language.

Note:  You cannot change this option later. So, please choose the language pack carefully.

5. From the Time Zone list, select your preferred time zone for Oracle Service Site and then click Create.

Note:  Refresh the Configuration Assistant home page after 60 minutes to verify that the site is created.

 Create an Oracle Policy Automation site
Create a new site for Oracle Policy Automation (OPA) from the Configuration Assistant home page.

To create an OPA site, follow the procedure described below:
1. From the Configuration Assistant home page, click the Create Site button.

The Create Site window opens.
2. From the Product list, select OPA <version>.
3. In the Site Name box, enter the name for your OPA site.

The URL (to access your site) is automatically generated based on the site name and the default domain. You may
edit the site name in the URL, if required; however, you can’t modify the default domain.

4. Click Create.

An Information window opens, which confirms the request submission.
5. Click Refresh (preceding Create Site button) to verify the site creation process.

While the site creation is in progress, the new OPA site is displayed on the home page but the navigation and menu
controls are disabled.
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2  Enabling Cobrowse using Configuration
Assistant

 About the Configuration Assistant Cobrowse Cloud Service
The Configuration Assistant Cobrowse page for Oracle Service Cloud displays the list of Cobrowse Cloud Service Instances
purchased by your organization.

For each instance, the following information is displayed:

• Name

• Subscription ID

• Admin Password Reset URL

 Create a Cobrowse Cloud Service Instance
You can create a new site for Cobrowse Cloud Instance from the Oracle Service Cloud Configuration Assistant Cobrowse
page.

1. From the Configuration Assistant home page, click the Cobrowse tab.
2. Click the Create Cobrowse Instance button.

The Create Oracle RightNow Cobrowse Cloud Service Instance popup appears on the screen.
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If you want your Cobrowse Instance to be integrated with one of your Service Sites, select one option from Oracle
Service Site drop down list. An Integrated Cobrowse Instance will be created. If you do not select any option, a
standalone Cobrowse instance will be created.

3. Click Create.

A confirmation window appears on the screen.
4. Click OK.

 Resetting Password for a Cobrowse Instance
You can access a Cobrowse instance by resetting the password.

A new link “Admin Password Reset URL” is provided in the Configuration Assistant home page for each Cobrowse instance
separately. You can use the specific link to reset the password and access your Cobrowse instance.
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3  Enabling RightNow Modules using
Configuration Assistant

 About Enable RightNow Modules Option
The Enable RightNow Modules option can be used to enable the RightNow modules for Site or Interface.

You can enable the RightNow modules from the following places in Configuration Assistant:

1. Home page
2. Site Details page
3. Interfaces tab

 Enable RightNow Modules from Home page
The RightNow modules available to select are generally meant for all interface levels, but are limited to the interface modules
that the customer has purchased under a subscription ID.

However, it is possible that a customer updates the existing subscription (UPDATE subscription) and purchases more
modules. In such a case, you can enable the modules using these options. Submitting a request using these options, will only
enable the modules that the customer has a subscription, but are not enabled yet. The modules that are already enabled will
remain as is.

In the Configuration Assistant home page, a list of sites are present on the Home page.
1. On any of the listed sites, click Menu.
2. From the drop down list, click Enable RightNow Modules.

A dialog box appears on the screen.

3. Click Yes to enable Oracle Service Cloud modules for all the interfaces of the site.

A confirmation dialog appears on the screen.
4. Click OK.
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 Enable RightNow Modules from Site Details page

You can enable the RightNow Modules option form the Site Details page.
1. Navigate to the Site Details Page for any of the listed sites.
2. Click Menu.
3. From the drop down list, click Enable RightNow Modules.

The RightNow modules are enabled from the Site Details page.

 Enable RightNow Modules from Interfaces tab
You can enable the RightNow modules for any particular interface from the Interfaces tab of Site Details page.

1. On the Site Details page, click on the Interfaces tab.

The interfaces list appears on the screen.
2. On any particular interface, click Menu.
3. Click Enable RightNow Modules.
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A dialog box appears on the screen.
4. Click Yes to enable RightNow Modules for the particular interface.

A confirmation dialog appears on the screen.
5. Click OK.
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4  Enabling Chat using Configuration Assistant

 About Enable Chat option
The customer must be entitled for Chat option to be able to use this option.

The Enable Chat option provides a widget within the Configuration Assistant, which enables chat for a Oracle Service Cloud
site or interface for a customer entitled for Chat option.

You can enable the Chat option from the following places in Configuration Assistant:

1. Home page
2. Site Details page
3. Interfaces tab

 Enable Chat Option from Home page
You can enable the Chat option for any Oracle Service Cloud site from the Configuration Assistant home page.

In the Configuration Assistant home page, a list of sites are present on the home page.
1. On any of the listed sites, click Menu.
2. From the drop down list, click Enable Chat.

The Enable Chat dialog box appears on the screen.
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3. Click Yes to enable chat for the selected interface.

A confirmation dialog appears on the screen.
4. Click OK.

 Enable Chat from Site Details page
You can enable the Chat option for any Oracle Service Cloud instance from the Site Details page.

1. Click a Site and navigate to the Site Details page for any of the listed sites.
2. Click Menu.
3. From the drop down list, click Enable Chat.

The Enable Chat dialog appears on the screen.
4. Click Yes to enable chat for the selected site.

A confirmation dialog appears on the screen.
5. Click OK.

 Enable Chat from Interfaces tab
You can enable the Chat option for any Oracle Service Cloud instance from the Interfaces tab of the Site Details page.

1. Click a Site and navigate to the Site Details page for any of the listed sites.
2. In the Site Details page, click Interfaces.
3. From the Interfaces list, click Menu on any of the particular interface for which you want to enable the chat option.

4. From the drop down list, click Enable Chat.

The Enable Chat dialog appears on the screen.
5. Click Yes to enable chat for the selected interface.

A confirmation dialog appears on the screen.
6. Click OK.
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5  Managing Test Sites for Oracle Service

 Create a Test Site
The test site will be same as your production site because the test site is a clone of your production site.

You can create a test site from the option present on the CX production site.
1. From the Configuration Assistant home page, navigate to the Service Site for which you want to create a test site.
2. Click Service site link to view the site details.
3. Click menu icon and then select Create Test Site.

4. In the Create Test Site window, select a date and time from the Schedule box at which you want to clone your
production site. If you do not select a schedule, the process will begin as soon as possible.

5. Click Create.

Note:  When the site creation is in progress, a warning sign appears on the window. During this time, you
cannot navigate to the Site Details page. If the test creation is successful, you can navigate to the Site
Details page. If the site creation fails, you can request for re-creating a site.

 Create and Upgrade a Test Site
If your production site is not on the most current version of the product, you can re-create your test site and then upgrade the
test site to the latest version of the product available.

This option must be enabled in conjunction with a customer’s production site.

1. From the Configuration Assistant window, navigate to the Service Site for which you want to create a test site.
2. Click the menu icon and then select Create and Upgrade Test Site.
3. Click Create.
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 Re-create a Test Site
The option to re-create a test site destroys the current test site and re-creates it on the same version. The option is available
on CX test sites.

1. From the Configuration Assistant home page, navigate to the Service site for which you want to create a test site.
2. Click the Service site link to view the site details.
3. Click the menu icon (either from the home page or from the details page) and select Re-create test site.
4. From the Re-create test site window, click Create.

A dialog box appears on the screen indicating that the Test Site creation request is submitted.
5. Click OK.

 Re-create and Upgrade a Test Site
The option to re-create and upgrade a test site destroys, creates, and then upgrades the test site. It is enabled if an upgrade
is allowed for the test site, and is available on CX test sites only.

To re-create and upgrade a test site.
1. From the Configuration Assistant home page, navigate to the Service site for which you want to create a test site.
2. Click the Service site link to view the site details.
3. Click the menu icon (either from the home page or from the details page) and select Re-create and upgrade test site.

A Re-create and Upgrade Test Site window appears.
4. Click Create.

 Enable Utilities for a Test Site
After you create or upgrade test sites, you can enable utilities for the test site from the home page.

Utilities help you to process data on your test sites.
1. In the Configuration Assistant home page, click the menu icon for the selected test site and then select Enable

Utilities.
2. Alternatively, you can select Enable Utilities from the in the Site Details page.
3. On the confirmation screen, click Yes to proceed.

The utilities are then enabled for your selected test site.
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6  Managing Test Sites for Oracle Policy
Automation

 Create a Test Site for Oracle Policy Automation
You can create and upgrade a test site if the option is enabled to upgrade the test site in conjunction with a customer’s
production site. The option to create and upgrade a test site is available only for CX production sites.

To create a test site, follow the steps listed below:
1. On the Configuration Assistant home page, navigate to the Oracle Policy Automation site for which you want to

create a test site.
2. Click the Oracle Policy Automation site link to view the site details.
3. Click the menu icon (either from the home page or from the details page) and select Create Test Site.

The Create Test Site window appears.
4. Click Create.

 Create and Upgrade a Test Site for Oracle Policy
Automation
You can create and upgrade a test site if the option is enabled to upgrade the test site in conjunction with customer’s
production site. The option to create and upgrade a test site is available only for CX production sites.

To create and upgrade test sites, follow the steps listed below:
1. On the Configuration Assistant home page, navigate to the Oracle Policy Automation site for which you want to

create a test site. Click the Policy site link to view the site details.
2. Click the menu icon (either from the home page or from the details page) and select Create and Upgrade Test Site.

The Create and Upgrade Test Site window appears.
3. Click Create.

 Upgrade a Test Site
This option is available only for Oracle Policy Automation test sites.

You can upgrade a test site to the latest available version without destroying the test site data. This option is enabled only
when the test site is not on the latest version or when there are no other operations on the parent Oracle Policy Automation
site. You can also schedule upgrades for a future date.

1. On the Configuration Assistant home page, navigate to the Oracle Policy Automation test site for which you want to
schedule an upgrade.

2. Click the menu icon (either from the home page or from the details page) and select Upgrade Test Site. The Upgrade
Test Site window appears.
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3. To schedule an upgrade at a later date, select the desired date from the calendar. If you do not provide a date, then
the upgrade is scheduled immediately.

4. Click Upgrade.

 Re-create a Test Site for an Oracle Policy Automation Site
For Oracle Policy Automation sites, you can create, re-create, or upgrade test sites.

To re-create a test site, follow the steps listed below:
1. On the Configuration Assistant home page, navigate to the Oracle Policy Automation site, for which you want to re-

create a test site. Click the Oracle Policy Automation  site link to view the site details.
2. Click the Oracle Policy Automation site link to view the site details.
3. Click the menu icon (either from the home page or from the details page) and select Re-create Test Site.

A Re-create Test Site window appears.
4. Click Create.

 Re-create and Upgrade a Test Site for Oracle Policy
Automation
The option to recreate and upgrade a test site will destroy, create, and upgrade the test site. It is enabled if an upgrade is
allowed for the test site, and is available on CX test sites only.

To recreate and upgrade test site, follow the steps listed below:
1. On the Configuration Assistant home page, navigate to the Oracle Policy Automation site for which you want to re-

create a test site. Click the Policy site link to view the site details.
2. Click the menu icon (either from the home page or from the details page) and select Re-create and Upgrade Test

Site.

A Re-create and Upgrade Test Site window appears.
3. Click Create.
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7  Resetting the System Administrator
Password

 Reset the Password
Your Oracle Service Cloud site has a system-defined administrator account, known as the System Administrator.

By default, the System Administrator is granted the highest level of permissions available that includes all possible
permissions. The System Administrator uses the “administrator” login on Oracle Service Cloud sites and the “admin” login on
OPA sites.

1. From the Configuration Assistant home page, click the OPA or Service site for which you want to reset the System
Administrator password.

2. Click the menu icon and select Reset Admin Password.

3. Click Yes to confirm the password reset. If successful, a message appears that the System Administrator password
has been reset, and that an email containing the new password has been sent to your email address.

4. Click OK.
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8  Managing Interfaces

 Add an Interface
You can add interface to a Oracle Service Cloud site.

1. From the Configuration Assistant home page, click the Service site to which you want to add an interface.
2. In the Site Details page, click Interfaces tile. The Interfaces page appears.
3. Click Create Interface.

The Create Interface window opens.
4. In the Create Interface window, provide the following information:

Field Description

Interface name
 

Enter the name of the interface. This field accepts alphanumeric characters but cannot
contain spaces. The name also cannot start or end with an underscore.
 

URL
 

Enter the URL of the virtual host (vhost) for your site.
 

Language See Select the language you want this interface to use. For a list of available languages, see 
Answer ID 318 on the Oracle Service Cloud support site.
 
 

Timezone
 

Select the time zone you want this interface.
 

Look and Feel Form
 

Select the formatting style you want applied to the user interface.
 
 

5. Click Create.

If successful, a message confirms that your request to add an interface has been submitted.
6. Click OK.

The new interface appears at the bottom of the list on the Interfaces page but the navigation and menu controls are
disabled while the creation is still in progress.

Once the process completes, you may need to click Refresh List to update the list of interfaces that displays on the
page. When complete, you’ll see the following information:

17
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 Edit an Interface
You can edit an interface of a Service.

1. From the Configuration Assistant home page, click the Service site to which you want to edit an interface.

The Site Details page opens.
2. From the Site Details page, click the menu icon next to the Customer Portal URL label and select Edit.

The Edit Interface window opens.
Complete the following field information:

Field Description

Interface name
 

This is a read-only field when editing an interface.
 

URL
 

Type the URL of the virtual host (vhost) for your site.
 

Language This is a read-only field when editing an interface. For a list of available languages, see 
Answer ID 318 on the Oracle Service Cloud support site.
 
 

Timezone
 

Select the time zone you want for this interface.
 

Look and Feel Form
 

This read-only section lists the products and components available in Oracle Service Cloud.
The check boxes selected are the products and components that are enabled on your
interface

Note:  To purchase additional products or components, contact your Oracle
account manager.

 

3. Click Save.

Once the process completes, you may need to click Refresh List to update the list of interfaces that displays on the
page.

 About Managing Mailboxes
You can add and edit mailboxes to your Oracle Service Cloud site, including Oracle-managed Service mailboxes.

Note:  To ensure accurate processing of replies, inbound messages, and bounces, you must set up one mailbox
for Service.

Once you have created a new mailbox, you can disable it or delete it; but you cannot change any other attributes associated
with the mailbox from the Configuration Assistant. If you want to change the mailbox name that is displayed to your

18
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customers, you can do so from the Service application. Mailbox configuration options available from Service include the
following:

• Brand your mailbox to match your organization’s brand identity

• Define the bounce address that will be used as the return path for bounced emails

• Define the display name you want to appear on outgoing messages as the sender

 Add a Mailbox
If you are using the August 2013 release or later of Oracle Service Cloud Service, mailboxes are configured automatically as
Oracle-managed Service mailboxes.

Additional mailbox configuration options are available in the Service application, including branding your mailbox and defining
the bounce address and the display name.
To add a mailbox, follow the steps listed below:

1. From the Configuration Assistant home page, click the Service site to which you want to add a mailbox.

The Site Details page opens.
2. Click Mailboxes and then click Create Mailbox.

The Create Mailbox window opens.

3. Complete the following field information:

Field Description

Mailbox name Enter the mailbox name in this field. The field is limited to 80 characters and cannot start
with a number, contain spaces, or consecutive underscores. The name can contain only
lowercase letters, numbers, underscores, periods, and dashes.

Mailbox Type
 

Select the mailbox type, Service or Outreach.
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Field Description

Note:  Service and Outreach mailboxes are used with Oracle Service Cloud
applications. Outreach mailboxes need further manual configuration. See View
details to configure outreach mailbox section for details.

 

Enabled This read-only field is enabled by default.

Note:  You can disable this field by clearing the check box after the mailbox has
been created. See To edit a mailbox.

 

Interface
 

Select the interface you want to associate the mailbox with.
 

4. Click Create.

You may need to click Refresh List to see your new mailbox display on the Mailboxes page. If the procedure to
create a mailbox is successful, you will receive an email containing your new mailbox password.

 View Mailbox Details
Once you have created a new mailbox, you can disable it or delete it; but you cannot change any other attributes associated
with the mailbox from the Configuration Assistant..

Follow these steps to view details on configuring an Outreach mailbox
1. From the Mailboxes page, click the menu icon next to the Mailbox Type label (Outreach) and select View Details.

The View Mailbox Details window opens.
2. Make a note of the details and then click OK.
3. Go to the Mailboxes Configuration page to manually configure the Outreach mailbox with the given information.

 Edit a Mailbox
You can add mailboxes and edit existing mailboxes to your Oracle Service Cloud site, including Oracle-managed Service
mailboxes.

1. From the Mailboxes page, click the menu icon next to the Mailbox Type label and select Edit.

The Edit Mailbox window opens.
2. To disable a mailbox, deselect the Enabled check box.

Note:  If you disable a mailbox, email sent to the address associated with the mailbox continues to
accumulate. However, it is not delivered.

3. To enable a mailbox, select the Enabled check box.

Note:  When you enable a mailbox, all emails that accumulated while this mailbox was disabled are
delivered.

20



Oracle Service Cloud
Using Service Cloud Configuration Assistant

Chapter 8
Managing Interfaces

4. Click Save.

If successful, a message tells that your changes were made.
5. Click OK.

Note:  The Configuration Assistant lets you edit only the mailbox’s Enabled check box. Additional mailbox
configuration options are available in the Service application.

 Delete a Mailbox
Deleting a mailbox is a permanent action.

If you delete a mailbox that is associated with an email address your customers use, any email sent to that address will be
rejected and you will not receive it.

1. From the Mailboxes page, click the icon next to the Mailbox Type label and select Delete.
2. Click Yesto confirm the mailbox deletion.

You may need to click Refresh List to remove the mailbox from the list of mailboxes that is displayed on the
Mailboxes page.

 Reset Mailbox Password
You have the option to reset your mailbox password.

To reset mailbox password, follow the steps listed below:
1. From the Mailboxes page, click the icon next to the Mailbox Type label and select Reset Password.
2. Click Yes to confirm the mailbox password reset.

If successful, a message tells you the password has been reset and a new one has been sent to your email address.
3. Click OK.
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9  About Enabling Integrations and Add-Ons

 About Enabling Cloud Integrations and Product Add-ons
The Configuration Assistant lets you enable and automatically connect to certain integrations and product add-ons based on
the Oracle Cloud applications and Oracle Service Cloud product add-ons your organization has purchased.

Once purchased, you can enable the following offerings from the Configuration Assistant:

• Smart Interaction Hub (SIH)

• Oracle Social Network (OSN)

• Browser User Interface (BUI)

• Oracle Policy Automation (OPA)

 Enable Smart Interaction Hub or Oracle Social Network
You can connect to some of the integrations and product add-ons based on the Oracle Cloud applications and Oracle
Service Cloud product add-ons that your organization has purchased.

To enable Smart Interaction Hub or Oracle Social Network, follow the steps listed below:
1. From the Configuration Assistant home page, click the Service site for which you want to enable an integration or

product add-on.
2. From the Site Details page, click Integrations tile.

The Service Integrations page opens listing all the integrations and product add-ons your organization has
purchased.
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3. Click the Enablebutton next to the integration or product add-on that you want to enable, Smart Interaction Hub
(SIH) or Oracle Social Network (OSN).

4. Click Yes to confirm the enablement.

The enablement process can take several minutes to complete.
5. Click Refresh Page to verify the enablement process and to update the list of enabled integrations and product

add-ons that displays on the page.

If successful, the integration or add-on displays on the page and the Enable button no longer displays.

If the enablement fails, a dialog appears on the screen. You can either request to enable OSN again or contact
Oracle Support. If you choose to enable OSN again, a confirmation dialog appears on the screen.

6. Click Yes.

 Enable the Browser User Interface
The Browser User Interface (Browser UI) is supported for the last five Oracle Service Cloud releases.

Therefore, to continue the Browser UI support, you must upgrade Oracle Service Cloud at least once a year. In order to
leverage the latest features of Agent Browser UI, we recommend you join the Automatic Upgrade Program and use the latest
version of Oracle Service Cloud.
When enabled, the Browser UI displays the URL to access the interface for your service site.

To enable the Browser UI, follow the steps listed below:

1. From the Configuration Assistant home page, click the service site for which you want to enable an integration or a
product add-on.

2. Click Integrations tile. The Service Integrations page opens listing all the integrations and product add ons your
organization has purchased.

3. Click the Enable BUI button in the Browser User Interface (BUI) section at the end of the page.

4. On the confirmation window, click Yes to confirm the enablement.

When the operation is complete, a confirmation window appears.
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 Enable Integrations for RightNow and Oracle Policy
Automation Sites
The Configuration Assistant lets you enable and automatically connect to certain integrations and product add-ons based on
the Oracle Cloud applications and Oracle Service Cloud product add-ons your organization has purchased.

To enable integrations for RightNow or Oracle Policy Automation sites, follow the steps listed below:

1. From the Configuration Assistant home page, click the Service site for which you want to enable an integration or
product add-on.

The Site Details page opens.
2. Click Integrations tile.

The Service Integrations page opens listing all the integrations and product add-ons.
3. From the Service Integrations page, click Enable OPA.

The Integration window opens.
4. From the OPA Site drop down list, select Policy Automation Site.
5. Click Yes to confirm the enablement.

The enablement process can take several minutes to complete. An Information window opens that confirms request
submission.

6. Click OK.
7. Click Refresh Page to verify the enablement process and to update the list of enabled integrations and product

add-ons that display on the page.

If successful, the integration or add-on displays on the page and the Enable button is no longer displayed.
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10  Managing SSL Certificates

 View SSL Certificates

• From the Configuration Assistant homepage, click SSL Certificates.

The SSL certificate opens.

The SSL Certificates window shows SSL entitlements, the status of installed certificates, and the selection menus to further
manage individual certificates.

 View SSL Certificate Details

You can view the SSL Certificate details for any of the listed SSL Certificates.

On the SSL Certificates window, click the menu icon for the appropriate site and select View Details.

 Generate a Certificate Signing Request
It is important that the information provided when generating the CSR in Configuration Assistant is the same as that given to
the third-party certificate vendor when requesting the certificate.

Note:  A third-party certificate is needed from DigiCert with “Apache” specified as the server platform. Although
the Configuration Assistant will not technically block the uploading of multiple certificate vendors, DigiCert is the
only supported vendor from the Oracle Service Cloud product perspective.
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1. From the SSL Certificates page, click Generate CSR.

The Generate Certificate Signing Request (CSR) window opens.
2. Complete the following field information:

Field Description

Common Name
 

Enter a fully qualified domain name (FQDN) or the web address for the area of your site
customers will connect to using SSL.

Vhost (Subject Alternative Names)
 

Enter the list of your SANs..
 

Organization Enter the legal name of your organization.

Note:  Do not use symbols & or @ or any other symbols that use the shift key.

 
 

Organizational Unit Enter the certificate management division of your organization.
 

City
 

Enter the city where your organization is located.
 

State
 

Enter the state where your organization is located.
 

Country
 

Enter the two-letter ISO country code where your organization is located.
 

Email address
 

Enter the email address used to contact your organization.
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3. Click Create to generate the CSR.

Once the CSR is generated, the certificate status changes to Cert Needed.

 Download a Certificate Signing Request
You can manage SSL certificates, including downloading a CSR, from the Configuration Assistant.

You can download a CSR from the SSL Certificates page. You need to click the menu icon and select Download CSR.
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 Upload an SSL Certificate
You can manage your SSL certificates, which can include uploading an SSL certificate.

To upload a SSL certificate:
1. From the SSL Certificates page, click the menu icon and then select Upload Certificate.

The Upload SSL Certificate opens.
2. On the Upload SSL Certificate window, click Browse and select the appropriate certificate.
3. Click Upload.

An Information window opens confirming the certificate was uploaded. Once the certificate is uploaded, the
certificate status changes to Provisioned.

Note:  Once a certificate is provisioned, the menu icon changes to include both Activate and Delete
options. Keep in mind you can’t delete activated certificates.

 Activate an SSL Certificate

• Prior to activation, the DNS Administrator must change the CNAME record. Contact your DNS Administrator to put
a CNAME entry in your DNS server that points to the appropriate domain. For example, example_domain.com IN
CNAME example.custhelp.com

• The activation will not be allowed if DNS is not properly configured by your DNS Administrator.

• You must use a CNAME and not an A record for redundancy and reliability. Oracle Cloud Operations recommends
customers create CNAME records to link customer-owned, branded domains to the custhelp domain(s) provided
within the default CX application.

• The use of CNAME records is a powerful and flexible solution that allows the underlying Oracle IP address to change
if necessary without requiring customers to update their DNS. Our customers report the best experience when using
CNAME records over A records.

1. From the SSL Certificates page, click the menu icon and then select Activate.

The Activate SSL Certificate window opens.
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2. From the SSL Requirement drop-down list, select the SSL type that has to be installed.

Requirement Types Description

Standard
 

Requests to HTTP and HTTPS behave normally.

SSL Only
 

Requests to HTTPS are accepted but requests to HTTP are rejected.
 

SSL Redirect Requests to HTTP are automatically redirected to HTTPS.

3. Select the interface from which the certificate is to be activated from the Interface Configuration list.
4. Type the domain name in the Vhost(Alternate Vhost Name) field, and then click Activate.

An Information window confirms activation. The certificate status changes to Active.

 Renew an Existing SSL Certificate
You can manage your SSL certificate using Configuration Assistant.

To renew an existing SSL certificate:
1. From the SSL Certificates page, click the menu icon for the service you wish to renew the certificate.
2. If the certificate status for the service is still active, select Request Renew CSR.
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The request is processed instantly. A new CSR appears in the SSL certificates list with the same name. This is the
CSR generated to renew the existing certificate. Once complete, the certificate status changes to Provisioned or
Cert Needed.

3. From the service’s menu icon on the SSL Certificates home page, select Download Renewed Certificate.

Once the .csr file is downloaded to your computer, open the file and complete these steps.

Note:  You must purchase or renew the certificate from DigiCert or your preferred, publicly trusted
Certificate Authority.

4. From the service’s menu icon on the SSL Certificates home page, select Upload Renewed Certificate .

An Upload SSL window appears.

◦ Click Choose File and select the renewed .csr file.

◦ Click Upload.

Once the renewed certificate is uploaded, the certificate status changes to Provisioned.

5. From the service’s menu icon on the SSL Certificates home page, select Activate Renewed Certificate .

A Confirm Activate Renewed Certificate window appears.
6. Click Activate. An Information window appears confirming the certificate was successfully activated.

 View Subscription Details

The Subscriptions page displays customer subscriptions and details, including the start and end dates of the subscription
and all components that are part of the respective subscription.

To view the subscription details, click Subscriptions from the Configuration Assistant home page.

 About Monitoring Data and Usage Statistics
You can monitor service storage usage data to help you determine whether the database storage limits for a service are less
utilized or overutilized.

Usage limits vary for each subscription type. Monitoring statistics also helps you in managing your database storage by
deleting, purging, or archiving data that exceeds the storage limits.

 About viewing current usage statistics
The Statistics page displays average data and storage statistics as well as historical average data usage and record count.

To view current usage statistics, click Statistics from the Configuration Assistant home page.

The record count and storage graph displays the average record count and data storage statistics for top–10 tables (by data
size) for the latest available week, sorted by data size.

The Data Storage table displays the average record count and data storage statistics for all tables, for the latest available
week, sorted by total storage.
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 About Using the Data Storage Table
In the Data Storage table, you can export data, format data, and customize the columns you want to display.

The Data Storage table appears as follows:

 Manage the Data Storage Table
1. To export usage data to a spreadsheet, from the Menu option, click Export to Excel. Data displayed on the table is

saved to a spreadsheet.
2. To customize the column display, from the View menu, click Columns.

◦ Select or clear the columns to be displayed as required.

◦ To sort the columns, from the View menu, click Sort.
- Select a column header to sort.
- From the Sort menu, click the arrows or select either Ascending or Descending option.

◦ To further refine your display, from the Sort menu, select Advanced. In the Advanced Sort dialog box, select
the following:

- Sort By: Select the main column to sort by. For example, Table Name. Select either the Ascending or
Descending order.

- Then By: (Optional). Select the second column to sort by. For example, Storage. Select either the
Ascending or Descending order.

33



Oracle Service Cloud
Using Service Cloud Configuration Assistant

Chapter 10
Managing SSL Certificates

- Then By: (Optional). Select the third column to sort by. For example, Percent. Select either the
Ascending or Descending order.

If you select all the three sort parameters, then the table is sorted first by the main column (for example,
Table Name) in the order specified and then within that, by the second (for example, Storage) or third
column as specified.

3. To format the data storage table, click Format. You can resize columns or use the column wrap to format data
within the cells.

◦ Select a column header.

◦ To resize, from the Format menu, click Resize Columns.
- In the Resize Column dialog box, enter the preferred width.
- Select the unit, either Pixels or Percent.
- Click OK.

◦ To wrap text within the cells, from the Format menu, select Wrap.

4. To freeze a column, select the column header and click Freeze. This is useful for tables with multiple columns.
5. To wrap text within the cells of a column, select a column header and click Wrap.

 About Viewing Historical Usage Statistics
The Historical Statistics section displays historical data including the number of records in the database and storage
utilization.

To view historical data, you can select the following:

• Month View/Quarterly View/Yearly View link: Displays corresponding monthly, quarterly or yearly average data usage
in the form of a graph for a selected table.

• Table Name: Select the table name for which you want to view historical utilization, that is, the average record count
and the average data storage for the selected period (monthly, quarterly, or yearly). Displays data usage in the form
of a graph.
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