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Get Help

There are a number of ways to learn more about your product and interact with Oracle and other users.

Get Help in the Applications

Use help icons @ to access help in the application. If you don't see any help icons on your page, click your user image
or name in the global header and select Show Help Icons.

Get Support

You can get support at My Oracle Support. For accessible support, visit Oracle Accessibility Learning and Support.

Get Training

Increase your knowledge of Oracle Cloud by taking courses at Oracle University.

Join Our Community

Use Cloud Customer Connect to get information from industry experts at Oracle and in the partner community. You
can join forums to connect with other customers, post questions, suggest ideas for product enhancements, and watch
events.

Learn About Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program. Videos included in
this guide are provided as a media alternative for text-based topics also available in this guide.

Share Your Feedback

We welcome your feedback about Oracle Applications user assistance. If you need clarification, find an error, or just
want to tell us what you found helpful, we'd like to hear from you.

You can email your feedback to oracle_fusion_applications_help_ww_grp@oracle.com.

Thanks for helping us improve our user assistance!
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1 An Introduction to Student Management
Security in the Cloud

Overview of Securing Oracle Student Management
Cloud

Oracle Student Management Cloud is secured as delivered. You need to enable user access to the Student Management
functions and data by configuring the various security tasks.

This guide explains how to do so. This topic summarizes the contents of each chapter.

Guide Structure

This table describes the contents of each chapter in this guide.

Chapter Contents

An Introduction to Student Management An overview of the concepts of role-based security and an introduction to the Oracle Cloud

Security in the Cloud Applications Security Console
Implementation Users Management Why implementation users are needed and how you create them
Applications Security Setup How you set up the enterprise options on the Security Console and maintain the Oracle Cloud

Applications security tables

Application Users Setup What are the enterprise-wide options that affect application users, and how you set them up

Application Users Management How you create and manage the accounts for application users

Role Provisioning for Application Users What are some of the standard role mappings, and how you create and manage them for application
users

Location-Based Access How location-based access works, and what you must do to enable or disable this access, allowlisting

certain IP addresses, and making certain roles public

Single Sign-On How you set up single sign-on

Export and Import of Security Data and How you migrate Security Console setup data and custom role hierarchy from one environment to
Role Hierarchy another

Reports for Application Users and Roles What are the reports that you can look at for user accounts, inactive users, role provisioning, and

password changes
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Chapter Contents
Security Console How you use the Security Console to review role hierarchies and role analytics
Job, Abstract, and Duty Roles How you create roles either from the beginning or by copying predefined roles, and how you edit

custom roles
Roles for Workflow Access What are the predefined roles that enable access to the Workflow feature

Role Optimization How you use the optional Role Optimization Report to analyze the role hierarchy for redundancies and
other inefficiencies

During implementation, you do certain security-related tasks from a functional area task list or for an implementation
project. After the implementation is complete, you can do most of the security-related tasks through the Security
Console.

Role-Based Application Security

In Oracle Applications Cloud, users have roles through which they gain access to functions and data.

Users can have any number of roles. Roles are grouped hierarchically to reflect lines of authority and responsibility. User
access to functions and data is determined by roles, arranged in hierarchies and provisioned to that user.

Role-based security in Oracle Applications Cloud controls who can do what on which data.

Component Description

Who Role assigned to a user

What Function that users with that role can perform

Which Data Set of data that users with the role can access when performing the function

Here's an example. Assume that a user named Lynda Jones has these three roles.

- Admissions coordinator, by which she can access applicant functions and data.
- Employee, by which she can access employee functions and data.
+ Part-time continuing education student, by which she can access student functions and data.

When Lynda Jones signs in to Oracle Student Management Cloud, she doesn't have to select a role. All of her roles, and
the related access permissions, are active concurrently. The functions and data that she can access are determined by
this combination of roles, which means she can access all of the functions and data relating to applicants, employees,

and students.
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Predefined Student Management Roles

The security reference implementation in Oracle Student Management Cloud is delivered with several pre-defined roles.
Here are some examples:

- Academic Coordinator

- Admissions Coordinator
Bursar

- Cashier
Higher Education Application Administrator
Higher Education Instructor
Registrar

- Student

- Student Adviser

- Student Prospect

- Student Services Manager

Additionally, the security reference implementation includes roles that are common to all Oracle Cloud applications.
Here are some examples:

- Application Implementation Consultant
IT Security Manager

You can use these roles as supplied.

Role Types

Oracle Student Management Cloud has these types of roles: job roles, abstract roles, and duty roles.

Job Roles

Job roles are for the jobs that people in an organization do. Bursar and registrar are examples of predefined job roles.
You can create your own job roles too.

Abstract Roles

Abstract roles represent people in the enterprise independently of the jobs they do. Employee and Transactional
Business Intelligence Worker are examples of predefined abstract roles. You can also create your own abstract roles.

You can assign abstract roles directly to users. You will likely assign at least one abstract role to all users so that they
have access to a set of standard functions, such as managing their own information and searching the worker directory.
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Duty Roles

Duty roles are for a logical collection of privileges that grant access to tasks. instruct class and Fee Assessment are
examples of predefined duty roles.

You don't assign duty roles directly to users. Job roles and abstract roles can inherit duty roles directly or indirectly.

Duty roles differ from aggregate privileges in these ways:
- You can create duty roles, and edit, and copy them. Aggregate privileges, however, are predefined, and you
can't create, modify, or copy them.
Duty roles inherit aggregate privileges and other duty roles. Aggregate roles don't.

Duty roles include multiple function security privileges.

Summary of differences

Here are the differences between the role types.

Role type Create Predefined Assign directly to users
Job role Yes Yes Yes
Abstract role Yes Yes Yes
Duty role No Yes No

Role Inheritance

Almost every role is a hierarchy or collection of other roles. When you assign roles, this is how users inherit all of the
data and function security associated with those roles:

- Job roles and abstract roles can inherit duty roles.

You can directly grant many function security privileges and data security policies to job roles and abstract
roles. Use the Security Console to explore the complete structure of a job role or abstract role.

Duty roles can inherit other duty roles and aggregate privileges.

Duty Role Components

A typical duty role comprises two components, namely, data security policies and functional security privileges. Duty
roles can also inherit other duty roles.
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Data Security Policies

A data security policy assigned to a duty role has the components listed below. For example, the duty role Student Party
View has:
- A business object that's being accessed, such as Trading Community Party.

- The condition, if any, that controls access to specific instances of the business object. For example, you can
create a condition that allows managers to access all data pertaining to people who report to them.

- A data security privilege, which defines what can be done with the specified data, such as view Trading

Community Person (Data).

Function Security Privileges

A function privilege assigned to a duty role secures user interfaces, such as Maintain Grade Roster and Maintain Class
Roster pPages.

Tip: The predefined duty roles represent logical groupings of privileges that you might want to manage as a group.
They also represent real-world groups of tasks. For example, the predefined nigher Education Instructorjob role
inherits the student Detail view duty role. To create your own Higher Education Instructor JOb role with no access
to personal information of students, copy the predefined job role and remove student Detail view duty role from the
role hierarchy.

Options for Reviewing Predefined Roles

You need information about predefined roles so that you can identify which users need each role and whether to make
any changes before provisioning roles. Use the Security Console to review this information.

The Security Console

On the Security Console, you can do these things:

Review the role hierarchy of any job, abstract, or duty role.
Extract the role hierarchy to a spreadsheet.
Identify the function security privileges and data security policies granted to a role.

- Compare roles to identify differences.

I Tip: Role codes of all predefined roles have the ORA_ prefix.

Reports

To see the the function security privileges and data security policies for a specified role, all roles, a specified user, or all
users, you can run the User and Role Access Audit Report, which is in the XML format.
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The Security Reference Manuals

Two manuals describe the security reference implementation for Oracle Student Management Cloud users:

- The Security Reference for Oracle Applications Cloud includes descriptions of all predefined security data that's
common to Oracle Fusion Applications.

- The Security Reference for Oracle Student Management Cloud includes descriptions of all predefined security
data for Oracle Student Management Cloud.

These components are described.

Duty roles and aggregate privileges
Role hierarchy
Function security privileges

Data security policies

The security reference manuals are at https://docs.oracle.com.

Overview of Security Configuration

During implementation, you evaluate the predefined roles and decide whether changes are needed. If the predefined
security reference implementation doesn't fully represent your enterprise, you can change it.

For example, the predefined admissions Coordinator job role includes View Student Management Rules privileges. If
some of your admissions coordinators don't handle rules, you can create a admissions coordinator role without this
privilege. To create a role, you can either copy an existing role and edit it, or create a new one.

All predefined roles have many function security privileges and data security policies. They also inherit duty roles.

You can identify predefined application roles easily by their role codes, which all have the prefix ORA_. For example, the
role code of the admissions Coordinator application job role is ORA_HEQ_ADMISSIONS_COORDINATOR_JOB.

If you need only minor changes to a predefined job or abstract role, copy the role and edit the copy to add or remove
duty roles, function security privileges, and data security policies, as appropriate.

Consider creating a role if it has very few privileges and you can identify them easily.

Overview of Security Console

Use the Security Console to manage application security in your Oracle Applications Cloud service. You can do tasks
related to role management, role analysis, user-account management, and certificate management.

Security Console Access

You must have the IT Security Manager role to use the Security Console. This role inherits the Security Management and
Security Reporting duty roles.
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Security Console Tasks
You can do these tasks on the Security Console:

- Roles

o Create job, abstract, and duty roles.

o Edit custom roles.

o Copyroles.

o Compare roles.

o Visualize role hierarchies and assignments to users.

o Review Navigator menu items available to roles or users.

o Identify roles that grant access to Navigator menu items and privileges required for that access.
« Users

o Create user accounts.
o Review, edit, lock, or delete existing user accounts.
o Assign roles to user accounts.

o Reset users' passwords.

Analytics

o Review statistics of role categories, the roles belonging to each category, and the components of each
role.

o View the data security policies, roles, and users associated with each data resource.

- Certificates

o Generate, export, or import PGP or X.509 certificates, which establish encryption keys for data
exchanged between Oracle Cloud applications and other applications.

o Generate signing requests for X.509 certificates.

- Administration

o Establish rules for the generation of user names.

o Set password policies.

o Create standards for role definition, copying, and visualization.
o Review the status of role-copy operations.

o Define templates for notifications of user-account events, such as password expiration.
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2 Implementation Users Management

About Implementation Users in Student Management

Implementation users are those who configure and implement the Oracle Student Management Cloud service for other
users.

They do these tasks:

Implement Oracle Student Management Cloud.
- Administer application users and security, both during and after implementation.
- Set up basic enterprise structures.

To set up the Oracle Student Management Cloud service, you must create at least one implementation user.
Implementation users have the access permissions for both implementation as well as maintenance of the service.

How are Implementation Users Different From Other Users?

As an implementation user, you will most probably use the job role called app1lication Implementation Consultant.Such
a job role gives you unrestricted access to large amounts of data. However, you don't need this level of access after
you're done with the implementation. After implementation, both application users and administrators can do their
tasks with job roles that don't have as much access to data.

The other difference is that as an implementation user, no record of you as a person exists in Oracle Student
Management Cloud; you exist only as a user account. Person records exist, however, for application users and
administrators.

Who Creates Implementation Users?

The administrator of the Oracle Student Management Cloud service creates the initial implementation users.

Do You Have Any Recommendations For Creating Implementation Users?

To ensure segregation of critical duties, consider creating at least these two implementation users.

Implementation User Description
TechAdmin As a technical super-user, this user will do the technical and security setup for the cloud service.
SMUser As the person who implements Oracle Student Management Cloud, this user will do the functional

setup for the cloud service.

You might need to create other implementation users also, for example:

- An application implementation manager, who can assign implementation tasks to other implementation users.
This implementation user has the Application Implementation Manager ]Ob role.
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- A product family application administrator, who can do the implementation tasks for a specific product. You
might find this useful if you're implementing multiple Oracle Cloud products and want a separate implementor
for each product.

Tip: The application Implementation Consultant jOb role can access all setup tasks for Oracle Cloud Applications.

About Creating Implementation Users for Student
Management

If you're the service administrator for the Oracle Student Management Cloud service, you will receive your sign-in
details when your environments are provisioned.

Thereafter, you can access the service for the first time and set up the user accounts for implementation users. Unless
you do so, your implementation team won't be able to do their job.

Create implementation users in the test environment first. Only after you have validated the implementation should you
move it to the production environment. If you follow this approach, your implementation team learns how to implement
security before they set up accounts for application users in the production environment.

Access the Oracle Student Management Cloud Service

The welcome or service-activation email from Oracle contains the service URLs, user name, and temporary password
for the test or production environment. The Identity Domain value is the environment name. For example, STUDENT
could be the production environment and STUDENT-TEST could be the test environment.

1. Use the service home URL and the password in the welcome or service-activation email to sign in to the Oracle
Student Management Cloud service.

2. Change the password, and make a note of it. This password is the service administrator password for
subsequent access to the service.

3. Don't share your sign-in details with other users.

You're now ready to synchronize user and role information, import the user roles into application security, and create the
implementation users.

Get User Sign-in Sign-out Information

You can get the last seven days of user sign-in sign-out information using a setting available on the Add User Account
page in Security Console. To view the setting, you must enable a profile option.

You can access the sign-in sign-out information through REST APIs. For more information, see the topic Sign In and
Sign Out Audit REST Endpoints in REST APl for Common Features in Oracle Fusion Cloud Applications on the Oracle
Help Center.

Here's how you enable the profile option:
1. Inthe Setup and Maintenance work area, open the task Manage Administrator Profile Values.
2. Search the following Profile Option Code:

10
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ASE_ADVANCED_USER_MANAGEMENT_SETTING
3. Inthe Profile Value drop-down list, select Yes.
4. Click Save and Close.

Note: The audit data is available for seven days.

The profile option is enabled. On the Add User Account page in Security Console, the setting to get user sign-in sign-
out information appears now in the Advanced Information section.

On the Security Console, click Users. On the User Accounts page, click Add User Account and select Enable
Administration Access for Sign In-Sign Out Audit REST API. You can also enable this option on the User Account
Details Edit page.

Synchronize User and Role Information
You run the process Retrieve Latest LDAP Changes once during implementation. This process copies data from the
LDAP directory to the Oracle Fusion Applications Security tables. Thereafter, the data is synchronized automatically.

To run this process, perform the task Run User and Roles Synchronization Process as described in this topic.

Run the Retrieve Latest LDAP Changes Process

Follow these steps:

1. Sign in to your Oracle Applications Cloud service environment as the service administrator.
2. Inthe Setup and Maintenance work area, go to the following for your offering:

o Functional Area: Initial Users
o Task: Run User and Roles Synchronization Process

3. On the process submission page for the Retrieve Latest LDAP Changes process:

a. Click Submit.
b. Click OK to close the confirmation message.

Import Users and Roles into Applications Security

To implement security, you must use the Security Console. Before you can use the Security Console, you must initialize
the Oracle Fusion Applications Security tables with existing user and role information.

To initialize these tables, you perform the Import Users and Roles into Application Security task. This topic describes
how to perform this task.

n
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Run the Import User and Role Application Security Data Process

Sign in as the Oracle HCM Cloud service administrator and follow these steps:

1. In the Setup and Maintenance work area, go to the following for your offering:

o Functional Area: Initial Users
o Task: Import Users and Roles into Application Security
2. Onthe Import Users and Roles into Application Security page, click Submit.

The Import User and Role Application Security Data process starts. When the process completes, you can use the
Security Console.

Note: You're recommended to schedule this process to run daily after your implementation users exist.

Related Topics
« Schedule the Import User and Role Application Security Data Process

Create the Technical Implementation User

You need a technical implementation user to do the technical and security setup for the Oracle Student Management
Cloud service. You first create the user and then assign job roles to that user.

Creating the Technical Implementation User

Sign in as the Oracle Student Management Cloud service administrator and follow these steps:

1. Click Setup and Maintenance. In the Functional area, click Initial Users. In the Task area, click Create
Implementation Users.

2. Onthe User Accounts page of the Security Console, click Add User Account.

3. Enter these values on the Add User Account page.

Field Value

Associated Person Type None

Last Name TechAdmin

Email A valid email for the user

User Name TechAdmin

Password Any value that complies with the password policy

ORACLE
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Field Value

To view the password policy, click the Help icon next to the Password field.

4. Make a note of the password and give it to the user who first signs in as TechAdmin. This user must change the
password.

Assigning Roles to TechAdmin

To assign job roles to the TechAdmin implementation user, follow these steps:

In the Roles section of the Add User Account page, click Add Role.

In the Add Role Membership dialog box, search for the IT Security Manager job role.
In the search results, select the role and click Add Role Membership.

Click OK to close the Confirmation dialog box.

Repeat from step 2 to add each of these job roles to the TechAdmin user:

A WN

o Application Implementation Consultant
o Application Diagnostics Administrator

o Application Diagnostics Advanced User

When you're done, four job roles are displayed in the Roles section of the Add User Account page.
6. Click Save and Close.

CAUTION: application Implementation Consultant iSa powerful role that has unrestricted access to alarge
amount of data. After the implementation is complete, remember to revoke this role from all users. To do so, use
Implementation Users > Revoke Data Role. For ongoing maintenance of Oracle Student Management Cloud setup
data, use a less powerful role.

Create the Functional Implementation User

You need a functional implementation user to do the functional setup for the Oracle Student Management Cloud
service. You first create the user and then assign job roles to that user.

Create the Functional Implementation User

A functional user won't have access to the technical setup tasks, including setting up the security for other users.

1. Sign in as the Oracle Student Management Cloud service administrator.

2. Click Setup and Maintenance. In the Functional area, click Initial Users. In the Task area, click Create
Implementation Users.

3. Onthe User Accounts page of the Security Console, click Add User Account.

13
ORACLE



Oracle Fusion Cloud Student Management Chapter 2
Securing Student Management Implementation Users Management

4. Enter these values on the Add User Account page.

Field Value

Associated Person Type None

Last Name SMUser

Email A valid email for the user

User Name SMUser

Password Any value that complies with the password policy

5. Make a note of the password. You must give the user name and password to the person who first signs in as
SMUser. This person must change the password after the first sign-in.

Assign Roles to the Functional Implementation user

To assign job roles to the functional implementation user, follow these steps:

In the Roles section of the Add User Account page, click Add Role.

In the Add Role Membership dialog box, search for the Application Administrator job role.

In the search results, select the role and click Add Role Membership.

Click OK to close the Confirmation dialog box.

Repeat steps 2 through 4 to add each of these job roles to the functional implementation user:

u b WNRa

o Application Implementation Consultant
o Application Diagnostics Regular User

o Application Diagnostics Viewer

When you're done, you see four job roles in the Roles section of the Add User Account page.
6. Click Save and Close.

CAUTION: application Implementation Consultant iSa powerful role that has unrestricted access to a large
amount of data. After the implementation is complete, remember to revoke this role from all users. To do so, use
Implementation Users > Revoke Data Role. For ongoing maintenance of the Oracle Student Management Cloud
setup data, use a less powerful role, such as Application Administrator.

14
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Guidance for Assigning Predefined Roles

As a security administrator, you have access to the predefined roles and privileges that are readily available for
assignment. However, you must assess the user's need before assigning those roles as is with the complete set of
privileges.

When you assign predefined roles and privileges as is, you're entrusting users with full access to all data and
functionality. Such unrestricted access without really determining the business need might pose a security concern.
Also, the assigned privileges might account for subscription consumption irrespective of whether you purchased the
cloud service or not. A detailed list of all the predefined roles that impact subscription is available for reference. See the
spreadsheet Predefined Roles with Subscription Impact.

If you are aware of a requirement or recommendation to assign specific predefined roles as is, it's fine to do so. For
example, only while setting up an application, you may need to assign the predefined Application Implementation
Consultant role as is. Once the setup is complete, you can unassign it. Otherwise, the recommended process is to always
make a copy of the predefined role, remove the privileges you don't need, and assign only the required privileges. That
way, you will hit the subscription usage in a controlled way, based on your business need.

Note: Updates to Fusion Applications might also include changes to certain predefined roles. Check the release
readiness documents for your product area to know if there are any updates to the predefined roles that are in use.
If you find changes that are relevant, incorporate the same changes to your custom role. This will remain an ongoing
maintenance activity for the custom roles.

Related Topics
« Compare Roles
- Role Copying or Editing
» Create Roles in the Security Console

Assign Roles to an Existing User

Use the Security Console to assign a specific role to an existing user. Or, remove roles that were already assigned to the
user.

In the Security Console, click the Users tab.

Search for and select the user you want to assign roles to.
On the User Account Details page, click the Edit button.
In the Roles section, click the Add Role button.

Search for the role that you want to assign to the user and the click Add Role Membership button. The role is
added to the list of existing roles.

Repeat the previous step to add more roles if required, or just click Done.

7. Click the Add Auto-Provisioned Roles button to add any roles that the user is eligible for, based on role
provisioning rules. If nothing happens, that means there aren't any roles to autoprovision.

8. Inthe Roles table, click the Assignable check box for any role that can be delegated to another user. The Auto-

Provisioned column displays a tick mark if the user has roles that were assigned through autoprovisioning.

A WNRA
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9. C(lick the Delete icon to unassign any role.
10. Click Save and Close.
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5 Applications Security Setup

Configure the Security Console

Before you start using the Security Console, ensure that you run the background processes that refresh security data.
You can use the Security Console Administration pages to select the general options, role-oriented options, and track
the status of role-copy jobs.

You can also select, edit, or add notification templates.

Run the Background Processes

Here are the background processes you must run:

- Retrieve Latest LDAP Changes - This process copies data from the LDAP directory to the Oracle Cloud

Applications Security tables. Run this process once, before you start the implementation.

- Import User and Role Application Security Data - This process imports users, roles, privileges, and data

security policies from the identity store, policy store, and Oracle Cloud Applications Security tables. Schedule it
to run regularly to update those tables.

To run the Retrieve Latest LDAP Changes process:

1.

2.
3.
4.

In the Setup and Maintenance work area, go to the Run User and Roles Synchronization Process task in the
Initial Users functional area.

If you want to be notified when this process ends select the corresponding option.
Click Submit.
Review the confirmation message and click OK.

To run the Import User and Role Application Security Data process:

W N

10.

0Oy u b

Open the Scheduled Processes work area.
In the Search Results section of the Overview page, click Schedule New Process.

In the Schedule New Process dialog box, search for and select the Import User and Role Application Security
Data process.

Click OK.

In the Process Details dialog box, click Advanced.

On the Schedule tab, set Run to Using a schedule.
Set Frequency to Daily and Days Between Runs to 1.

Enter start and end dates and times. The start time should be after any daily run of the Send Pending LDAP
Requests process completes.

Click Submit.
Click OK to close the confirmation message.

Configure the General Administration Options

1.

On the Security Console, click Administration.
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2. Inthe Certificate Preferences section, set the default number of days for which a certificate remains valid.
Certificates establish keys for the encryption and decryption of data that Oracle Cloud applications exchange
with other applications.

3. Inthe Synchronization Process Preferences section, specify the number of hours since the last run of the
Import User and Role Application Security Data process. When you select the Roles tab, a warning message
appears if the process hasn't been run in this period.

Configure the Role Administration Options

1. On the Security Console, click Administration.

2. On the Roles tab, specify the prefix and suffix that you want to add to the name and code of role copies. Each
role has a Role Name (a display name) and a Role Code (an internal name). A role copy takes up the name and
code of the source role, with this prefix or suffix (or both) added. The addition distinguishes the copy from its
source. By default, there is no prefix, the suffix for a role name is "Custom," and the suffix for a role code is
"_CUSTOM."

3. Inthe Graph Node Limit field, set the maximum number of nodes a visualization graph can display. When a
visualization graph contains a greater number of nodes, the visualizer recommends the table view.

4. Deselect Enable default table view, if you want the visualizations generated from the Roles tab to have the
radial graph view.

View the Role Status

On the Security Console, click Administration.

. On the Role Status tab, you can view records of jobs to copy roles. These jobs are initiated on the Roles page.
Job status is updated automatically until a final status, typically Completed, is reached.

3. Click the Delete icon to delete the row representing a copy job.

N =

Default User-Name Formats

People who use your implementation of the Oracle Student Management Cloud service need user names to sign in to
the application. During implementation, you specify the default format that these user names will use.

What Are The Default User-Name Formats?

To select a format, use the Manage Applications Security Preferences task. Go to Security Console Administration >
General > User Preferences. Select a user-name format, and click Save.

You can change the enterprise formats at any time. Select a different format and click Save. The change takes effect
immediately.

Here are the available user-name formats.

User-Name Format Description

Email The work email (or party email, for party users) is the user name. For example, the user name for
john.smith@example.com is john.smith@example.com. To make duplicate names unique, a number
is added. For example, if john.smith@example.com and john.smith1@example.com already exist,
john.smith2@example.com is used.
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User-Name Format Description

Email is the default format.

FirstName.LastName The user name is the worker's first and last names separated by a period. For example, the user name
for John Frank Smith is john.smith. To make duplicate names unique, either the user's middle name
or a random character is used. For example, John Smith's user name could be john.frank.smith or
john.x.smith.

FLastName The user name is the worker's last name prefixed with the initial of the worker's first name. For
example, the user name for John Smith is jsmith.

Person or party number The party number or person number is the user name. If your enterprise uses manual person
numbering, the number that's entered during the hiring process becomes the user name. Otherwise,
the number is generated automatically and can't be edited. The automatically generated number
becomes the user name. For example, if John Smith's person number is 987654, the user name is
987654.

What Are System User Names?

Sometimes, the rule that you specified for user names could fail. For example, a person'’s party number, person number,
or email might not be available when the user account is requested. In such cases, a system user name is generated by
applying these options, in the order they're listed, until a unique user name is obtained.

1. Email
2. FirstName.LastName
3. If only the last name is available, a random character is prefixed to the last name.
The Security Console option Generate system user name when generation rule fails controls whether a system user

name is generated. You can disable this option. If you do so, an error is raised if the user name can't be generated in the
selected format.

I Tip: You can always edit a system-generated user name.

Can | Override the Default Format?

When hiring workers, human resource (HR) specialists and line managers can enter user names in any format by
overriding the default user names. HR specialists can also edit user names for individual users through the Edit User
and Manage User Account pages. A user name can contain up to 80 characters.

Can | Add a Work Email Later?

During the hiring process of employees, the line manager or HR specialist might not enter the work email. In such cases,
the employee details can't be edited later to include the work email . However, you can use the Security Console to edit
the user details and enter the work email there. To use work email as the user name after a different user name has
been generated, edit the existing user name.
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Password Policy

During implementation, you set the password policy for the default user category. This topic describes the available
options. To set the password policy, you perform the Manage Applications Security Preferences task, which opens the
Administration page of the Security Console.

Click the User Categories tab and click the name of the default category to open it. Click Edit on the Password Policy
subtab to edit the policy. You can change the password policy for any user category at any time.

Password Policy Options

This table describes the available options for setting password policy.

Password-Policy Option

Days Before Password Expiration

Days Before Password Expiry Warning

Hours Before Password Reset Token Expiration

Password Complexity

ORACLE

Description

Specifies the number of days for which a
password remains valid. After this period, users
must reset their passwords. By default, users
whose passwords expire must follow the Forgot
Password process.

Specifies when a user is notified that a
password is about to expire. By default, users
are prompted to sign in and change their
passwords. This value must be equal to or less
than the value of the Days Before Password
Expiration option.

When users request a password reset, they're
sent a password-reset link. This option specifies
how long a reset-password link remains active.
If the link expires before the password is reset,
then reset must be requested again. You can
enter any value between 1and 9999.

Specifies whether passwords must be simple,
complex, or very complex. Password validation
rules identify passwords that fail the selected
complexity test.

The following password complexity types are
available:
- Simple: Must contain at least 8 characters,
1number. This is the default complexity
type.
- Complex: Must contain at least 8
characters, 1 uppercase, 1 number.

« Very Complex: Must contain at least
8 characters, 1 uppercase, 1 number, 1
special character.

- Custom: Provides the flexibility to specify
a combination of parameters to define

Default Value

90

80

Note: This value is 10 for new installations
from Update 18B.

Simple
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Password-Policy Option

Disallow last password

Administrator can manually reset password

Chapter 3
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Description Default Value

a custom password. By default, the
parameters are populated with predefined
set of values to get you started.

Note:

For more information about defining custom
password, see topic Configure a Custom
Password Policy in the Related Topics section

Select to ensure that the new password is No
different from the last password.

If the user requests password reset by selecting
Settings and Actions > Set Preferences >
Password, then this option determines whether
the last password can be reused. However,
when a user's password expires, the user can
reuse the last password. This option doesn't
affect password reuse after expiry.

This option doesn't take affect the first time

a password is reset if a user is moved from a
user category that didn’t have the Disallow last
password option checked.

Passwords can be either generated Yes
automatically or reset manually by the IT

Security Manager. Select this option to

allow user passwords to be reset manually.

All passwords, whether reset manually or

generated automatically, must satisfy the

current complexity rule.

Note: Users are notified of password events only if appropriate notification templates are enabled for their user
categories. The predefined notification templates for these events are Password Expiry Warning Template, Password
Expiration Template, and Password Reset Template.

Related Topics

« Configure a Custom Password Policy

Configure a Custom Password Policy

Single Sign-0n (SSO) configuration enforces users to use complex passwords. But, some users might want to use
simpler passwords that don't enforce the use of minimum number of digits or characters. Using Security Console, you
can create a custom password policy for such users.

ORACLE
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Since password policies are linked with user categories, you can define a custom password policy for a specific user
category. The policy automatically applies all users in that user category. However, there are a few conditions for
creating a custom password policy. Users who use an SSO password can’t use a custom password because their
organization sets the SSO password policy. You can’t create a custom password policy using the default Simple,
Complex, and Very Complex password complexity options. You must use the Custom option and set values based on
your security requirements.

On the Security Console, click User Categories.

Select a user category for which you want to create a custom password policy.
Click Password Policy > Edit.

Select Custom in the Password Complexity drop-down list.

Enter the values for all the password parameters as required.

Click Save and Close.

CUBRUWNA

If you add existing users to the selected user category, then the custom password policy is enforced when they reset
their password. If you want to create more custom passwords, then you must create user categories for each custom
password.

Role Preferences

During implementation, you set default role preferences for the enterprise.

To set role preferences, you perform the Manage Applications Security Preferences task, which opens the General tab of
the Security Console Administration tab. From there, click the Roles tab. You can also set role preferences at any time on
the Security Console.

Copied-Role Names

To create roles, copy predefined roles and edit the copied roles. Here's what happens when you copy a predefined role:

- The ORA_ prefix, which identifies predefined roles, is removed automatically from the role code of the copied
role.

- The enterprise prefix and suffix values are added automatically to the role name and code of the copied role.

You specify enterprise prefix and suffix values on the Roles tab of the Security Console Administration tab. These are
the default values:

Prefix values are blank.
- The role-name suffix is Custom.
- The role-code suffix is _CUSTOM.

You can supply prefix values and change the suffix values, as required. If you change these values, click Save. The
changes take effect immediately.

Graph Nodes and Default Views

Use the Roles tab of the Security Console to view role hierarchies. By default, these hierarchies are displayed in tabular
format. To use graphical format by default, clear the Enable default table view option on the Roles tab of the Security
Console Administration tab.

22
ORACLE



Oracle Fusion Cloud Student Management Chapter 3
Securing Student Management Applications Security Setup

When role hierarchies are displayed on the Roles tab, the number of nodes can be very high. To limit the number of
nodes in the graphical view, set the Graph Node Limit option on the Roles tab of the Security Console Administration
tab. When you display a role hierarchy with more nodes than the specified limit, switch to the tabular format.

Create Notification Templates

Users may receive Email notifications of user-account events, such as account creation or password expiration. These
notifications are generated from a set of templates, each of which specifies an event.

A template generates a message to a user when that user is involved in the event tied to the template.

You can enable or disable templates, edit templates, or create templates to replace existing ones. There are 16 events,
and a predefined template exists for each event. You can enable only one template linked to a given event at a time.

Here's how you can create a template:

1. Click the User Categories tab in the Security Console.

2. Select a user category and on the User Category Information page, click the Notifications tab.

3. Click the Edit button to make changes.

Ensure that the Enable Notifications check box is selected.

Click Add Template.

Specify a name and description for the template.

Select Enabled to use the template immediately. If selected, template that had been enabled for the event

which you select, is automatically disabled.

7. Select an Event from the corresponding drop-down list.
The values for Message Subject and Message are copied from an already-configured template for which the
same event is selected.

8. Update the Message Subject and Message as required.

Note: The message text includes tokens which are replaced in runtime by literal values appropriate for a
given user or account.

ounk

9. Click Save and Close.
To edit a template, select it from the templates listed in the Notification Templates table. Then follow the same process
as you would to create a template. You can't modify the event selected for a template that has been saved. You cam only
enable or disable an individual template when you edit it.

Note: You can't edit or delete predefined templates that begin with the prefix name ORA. You also can't modify the
message subject or the message. However, you can only enable or disable the predefined templates.

You can delete the templates you created. Select the template row in the table and click Delete.

Here's the table that lists the tokens that you can use in the message text for a template:

Token Meaning Events

${userLoginId} The user name of the person whose account is - Forgot user name

being created or modified. .
Password expired
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Token Meaning Events

- Password reset confirmation

- New account created

${firstName} The given name of the person whose account is - Administration activity location based
being created or modified. access disabled confirmation

- Administration activity requested

- Administration activity single sign-on
disabled confirmation

- Expiring external IDP signing certificate

- Expiring service provider encryption
certificate

- Expiring service provider signing
certificate

- Forgot user name

- New account created - manager
- New user created

- Password expired

- Password expiry warning

- Password generated

- Password reset

- Password reset - manager

- Password reset confirmation

- Password reset confirmation - manager

${lastName} The surname of the person whose account is - Administration activity location based
being created or modified. access disabled confirmation

- Administration activity requested

- Administration activity single sign-on
disabled confirmation

- Expiring external IDP signing certificate

- Expiring service provider encryption
certificate

- Expiring service provider signing
certificate

- Forgot user name

- New account created - manager
- New user created

- Password expired

- Password expiry warning

- Password generated

- Password reset

- Password reset - manager

- Password reset confirmation
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Token

$ {managerFirstName}

$ {managerLastName}

${loginUrl}

${resetUrl}

$ {CRLFX}

${sp4}

${adminActivityUrl}

${providerName}

${signingCertDN}

${signingCertExpiration}

${encryptionCertExpiration}

${adminFirstName}

ORACLE

Meaning

The given name of the person who manages
the person whose account is being created or
modified.

The surname of the person who manages
the person whose account is being created or
modified.

The web address to sign in to Oracle Cloud.
The user can sign in and use the Preferences
page to change a password that's about to
expire. Or, without signing in, the user can
engage a forgot-password procedure to change
a password that has already expired.

A one-time web address expressly for the
purpose of resetting a password, used in the
Password Generated, Password Reset, New
Account, and New Account Manager templates.

Insert line break.

Insert four spaces.

A URL of the page in which an administrator
initiates an administration activity.

The name of an external Identity Provider.

The signing certificate of an external Identity
Provider.

The expiration date of the external Identity
Provider signing certificate or of the service
provider signing certificate.

The expiration date of the Service Provider
encryption certificate.

The given name of the person who has
administrator rights.

Chapter 3
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Events

- Password reset confirmation - manager

- New account created - manager
- Password reset confirmation - manager

- Password reset - manager

- New account created - manager
- Password reset confirmation - manager

- Password reset - manager

- Expiring external IDP signing certificate
- Password expired

- Password expiry warning

- New account created - manager
« New user created

- Password generated

- Password reset

- Password reset - manager

All events

All events

Administration activity requested

Expiring external IDP signing certificate

Expiring external IDP signing certificate

- Expiring external IDP signing certificate
- Expiring service provider signing
certificate

Expiring service provider encryption certificate

- Administration activity location based
access disabled confirmation

- Administration activity single sign-on
disabled confirmation
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Token Meaning Events
${adminLastName} The surname of the person who has - Administration activity location based
administrator rights. access disabled confirmation

- Administration activity single sign-on
disabled confirmation

Schedule the Import User and Role Application Security
Data Process

You must run the Import User and Role Application Security Data process to set up and maintain the Security Console.
During implementation, you perform the Import Users and Roles into Application Security task to run this process.

The process copies users, roles, privileges, and data security policies from the LDAP directory, policy store, and
Applications Core Grants schema to Oracle Fusion Applications Security tables. Having this information in the Oracle
Fusion Applications Security tables makes the assisted search feature of the Security Console fast and reliable. After the
process runs to completion for the first time, you're recommended to schedule the Import User and Role Application
Security Data process to run daily. This topic describes how to schedule the process.

I Note: Whenever you run the process, it copies only those changes that were made since it last ran.

Schedule the Process

Follow these steps to schedule the Import User and Role Application Security Data process:

1. Open the Scheduled Processes work area.
2. Inthe Search Results section of the Overview page, click Schedule New Process.

In the Schedule New Process dialog box, search for and select the Import User and Role Application Security
Data process.

Click OK.

In the Process Details dialog box, click Advanced.
On the Schedule tab, set Run to Using a schedule.
Set Frequency to Daily and Days Between Runs to 1.

Enter start and end dates and times. The start time should be after any daily run of the Send Pending LDAP
Requests process completes.

9. Click Submit.
10. Click OK to close the confirmation message.

w
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Review Synchronization Process Preferences

On the General subtab of the Security Console Administration tab, you can set the Synchronization Process
Preferences option. This option controls how frequently you're reminded to run the Import User and Role Application
Security Data process. By default, the warning appears if the process hasn't run successfully in the last 6 hours. If you
schedule the process to run daily, then you may want to increment this option to a value greater than 24.
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Schedule the Import User Login History Process

During implementation, you perform the Import User Login History task in the Setup and Maintenance work area.
This task runs a process that imports information about user access to Oracle Fusion Applications to the Oracle Fusion
Applications Security tables.

This information is required by the Inactive Users Report, which reports on users who have been inactive for a specified
period. After you perform the Import User Login History task for the first time, you're recommended to schedule it to
run daily. In this way, you can ensure that the Inactive Users Report is up to date.

Schedule the Process

Follow these steps:

Open the Scheduled Processes work area.

In the Search Results section of the Overview page, click Schedule New Process.

In the Schedule New Process dialog box, search for and select the Import User Login History process.
Click OK.

In the Process Details dialog box, click Advanced.

On the Schedule tab, set Run to Using a schedule.

Set Frequency to Daily and Every to 1.

Enter start and end dates and times.

Click Submit.

Click OK to close the Confirmation message.
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Related Topics
« Inactive Users Report

Why You Run the Send Pending LDAP Request