
Oracle Fusion
Cloud SCM

Using E-Signatures and E-Records

23D



Oracle Fusion Cloud SCM
Using E-Signatures and E-Records

23D

F85835-01

Copyright © 2011, 2023, Oracle and/or its affiliates.

Author: Pramod Singh

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected
by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse engineering,
disassembly, or decompilation of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report
them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related documentation that is delivered to the
U.S. Government or anyone licensing it on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any programs embedded, installed, or
activated on delivered hardware, and modifications of such programs) and Oracle computer documentation or other Oracle data delivered to or
accessed by U.S. Government end users are "commercial computer software," "commercial computer software documentation," or "limited rights
data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, reproduction,
duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs (including any
operating system, integrated software, any programs embedded, installed, or activated on delivered hardware, and modifications of such programs),
ii) Oracle computer documentation and/or iii) other Oracle data, is subject to the rights and limitations specified in the license contained in the
applicable contract. The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services.
No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not developed or intended for
use in any inherently dangerous applications, including applications that may create a risk of personal injury. If you use this software or hardware
in dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its safe
use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

Oracle®, Java, and MySQL are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and are trademarks
or registered trademarks of SPARC International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro
Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content, products, and services from third parties. Oracle
Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content, products, and
services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible
for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or services, except as set forth in an applicable
agreement between you and Oracle.



Oracle Fusion Cloud SCM
Using E-Signatures and E-Records

Contents

Get Help ................................................................................................................................  i

1 Introduction 1
Overview of Oracle Electronic Signatures and Electronic Records ......................................................................................   1

2 Electronic Records 3
Overview of Electronic Records Work Area ..............................................................................................................................   3

E-Signatures and E-Records Process Flow ...............................................................................................................................   3

How You Use E-Signatures ..........................................................................................................................................................   5

What's an electronic record? .......................................................................................................................................................   7

FAQs for E-Signatures ...................................................................................................................................................................   8



Oracle Fusion Cloud SCM
Using E-Signatures and E-Records



Oracle Fusion Cloud SCM
Using E-Signatures and E-Records

Get Help

Get Help
There are a number of ways to learn more about your product and interact with Oracle and other users.

Get Help in the Applications
Use help icons    to access help in the application. If you don't see any help icons on your page, click your user image
or name in the global header and select Show Help Icons.

Get Support
You can get support at My Oracle Support. For accessible support, visit Oracle Accessibility Learning and Support.

Get Training
Increase your knowledge of Oracle Cloud by taking courses at Oracle University.

Join Our Community
Use Cloud Customer Connect to get information from industry experts at Oracle and in the partner community. You
can join forums to connect with other customers, post questions, suggest ideas for product enhancements, and watch
events.

Learn About Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program. Videos included in
this guide are provided as a media alternative for text-based topics also available in this guide.

Share Your Feedback
We welcome your feedback about Oracle Applications user assistance. If you need clarification, find an error, or just
want to tell us what you found helpful, we'd like to hear from you.

You can email your feedback to oracle_fusion_applications_help_ww_grp@oracle.com.

Thanks for helping us improve our user assistance!

i

https://support.oracle.com/portal/
https://www.oracle.com/corporate/accessibility/learning-support.html#support-tab
https://www.oracle.com/education/
https://cloudcustomerconnect.oracle.com/pages/home
https://community.oracle.com/customerconnect/categories/idealab-guidelines
https://www.oracle.com/corporate/accessibility/
mailto:oracle_fusion_applications_help_ww_grp@oracle.com
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Introduction

1  Introduction

Overview of Oracle Electronic Signatures and Electronic
Records  
You can use Oracle E-Signatures and E-Records to securely capture, store, retrieve, and print e-records and e-
signatures.

Critical transactions governed by the US Food and Drug Administration's (FDA) good manufacturing practices
requirements have inbuilt validations that necessitate the use of e-signatures and e-records. In E-Signatures and E-
Records, the validations are available for critical supply chain management business events for Oracle Manufacturing,
Oracle Inventory Management, and Oracle Quality Inspection Management.

Using E-Signatures and E-Records, you can search for, view, and download e-records that contain information about
transactions and their e-signature history. You can also specify the supply chain management transaction types for
which e-signatures are required, and set up the approval process flows that must be followed.
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2  Electronic Records

Overview of Electronic Records Work Area  
The Electronic Records work area displays information about supply chain management transactions for which an
approval process is initiated or completed.

To view the Electronic Records work area, select Electronic Records in the Navigator.

In the Electronic Records work area:

• Use e-record details to search for e-records in the secure e-record repository and view transaction details.

• View signature history and comments for transactions.

• View and print an e-record as a PDF file. An e-record includes details of transactions, the author, and
information about transactions and their e-signature history.

• Auditors can search for Source Identifier, Electronic Record, or Electronic Identifier in the Electronic Record
Content field.

E-Signatures and E-Records Process Flow  
E-Signatures and E-Records facilitates secure transactions for business events in Manufacturing, Inventory
Management, and Quality Inspection Management.

The e-signatures and e-records approval processes can be of the following types:

• Inline approval process: In this process, approvals must be obtained before a transaction is saved. You can't
save a transaction if the record is rejected.

• Deferred approval process: In this process, transactions are saved in Pending Approval status before initiating
the e-signature process. The transaction is updated to Approved status after the approvals are obtained.

How the Inline E-Signature Approval Process Works
Here's the inline approval process workflow. It provides an overview of the inline e-signatures and e-records process,
including its integration with the applications requesting approvals using e-signatures.
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These steps provide an overview of the inline e-signatures and e-records process:

1. A user initiates the approval process for a transaction from one of the integrated supply chain management
applications.

2. The E-Signatures and E-Records process is used to determine if an e-signature is required.
3. If an e-signature is required, the Oracle BPM approval task flow is invoked with a task payload.
4. The E-Signature page opens and displays the e-record details and status.
5. If the user is also an initiator, the user enters the e-signature details and approves the e-record.
6. A notification is sent to other approvers through Oracle notifications.
7. Other approvers view the Pending Notifications in Oracle Fusion Cloud Applications, and click the notification

to open and approve the E-Signature page.
8. On the E-Signature page, the other approvers read the e-record, enter their user ID and password, and approve

it. Approvers can refresh the E-Signature page to update the e-record status displayed on the page.
9. On receiving the approval from E-Signatures and E-Records, the user changes the transaction status, and

commits the transaction.

How the Deferred E-Signature Approval Process Works
Here's the deferred approval process workflow. It provides an overview of the deferred e-signatures and e-records
process, including its integration with the applications requesting approvals using e-signatures.
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These steps provide an overview of the deferred e-signatures and e-records process:

1. A user initiates the approval process for a transaction from one of the integrated supply chain management
applications.

2. The E-Signatures and E-Records API is called to determine if an e-signature is required.
3. If an e-signature is required, the Oracle BPM approval task flow is invoked with a task payload and the

transaction is set to Pending Approval status.
4. Notifications are sent to all approvers through Oracle notifications.
5. The approvers view the Pending Notifications in Fusion Applications, and click the notification to view the

approval page.
6. On the approval page, the approvers read the e-record, enter their user ID and password, and approve it or

reject it.
7. When all required approvals are obtained the transaction is set to Approved status. If the record is rejected, the

transaction is set to Draft status.

How You Use E-Signatures  
You can use e-signatures to verify supply chain transactions in Manufacturing, Inventory Management, and Quality
Inspection Management.
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Inline E-Signature Approval Process
When you initiate an inline approval process from an application, the following two actions happen in parallel:

• Business process management (BPM) notifications are sent to all approvers, including the initiators if they
are also approvers. These notifications can be viewed under Pending Notifications on the Fusion Applications
dashboard. The approvers view the Pending Notifications, click the notification to view the e-record approval
page, read the e-record, and approve it.

• The E-Signature page opens and displays e-record and status information. You can refresh the page to retrieve
and view the latest status. You can also provide your own approval, if you initiated the approval process. An
initiator uses the inline signature region to provide approval without navigating away to the BPM notifications.

If the process is approved, then on receipt of the approval status from E-Signatures and E-Records, the transaction
status is updated and committed in the application that initiated the approval process.

Deferred E-Signature Approval Process
When you initiate a deferred approval process from an application, the following process is initiated:

1. The transaction is set to Pending Approval status and BPM notifications are sent to all approvers. The
notifications can be viewed under Pending Notifications on the Fusion Applications dashboard.

2. The approvers view the Pending Notifications, click the notification to view the e-record approval page, read the
e-record, and approve it.

3. If the process is approved, then on receipt of the approval status from E-Signatures and E-Records, the
transaction status is updated to Approved and committed in the application that initiated the approval process.
If the process is rejected, the transaction status is updated to Draft.

E-Signature Page
The following table provides the information and actions available on the E-Signature page.

UI Element Description User Action

E-Signature page title
 

The title includes transaction information.
 

Not applicable
 

Source Identifier
 

Identifies the source of the record with the
abbreviation of the product that creates the
record, the electronic record ID, the transaction
type, and number.
 

Not applicable
 

Status
 

Specifies the approval status: Awaiting
approval, Approved, or Rejected.
 

Not applicable
 

Initiator Approval section
 

The section appears if the user initiating
the transaction is also an approver for the
transaction. If other users in the task flow must
approve the transaction first, this section is
displayed only when the user becomes eligible
to approve the transaction in accordance with
the task flow.
 
The section contains the following UI elements:
 

If you are the initiator:
 

• Enter the User Name and Password, select
the check box to confirm that you read the
e-record, and click Approve or Reject.

After a user approves or rejects an e-record, the
information specified by the user is saved and
not available for editing.
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UI Element Description User Action

• Signer: Name of the approver.

• Signature Meaning: Select the purpose
of the e-signature. Values include:
Authorship, Approval, Review, and
Responsibility. If no value is specified, the
meaning is set as Authorship by default.

• Comments: Enter comments if any.

• User Name: Captures the user name of
the approver.

• Password: It is required to verify a
transaction.

• I have read the electronic record: Review
the e-record of a transaction, and select
the check box to enable the Approve and
Reject buttons.

• Approve and Reject buttons: Enabled
after you confirm reading the e-record of
a transaction. You can approve or reject
the transaction.

Approvers section
 

The section displays BPM information about
the transaction tasks and subtasks. It also
displays the signers and the e-signature status.
When an approval process is initiated from an
application, BPM notifications are sent to all
signers. The list of signers who are required to
provide e-signatures can be viewed in the BPM
Approval History region in the inline signature
UI.
 

• Refresh button: Refreshes the BPM
Approval History region with the approval
status for each signer.

• Back button: Cancels the e-signature
approval process. No record of the
canceled approval instance is saved.
You must reinitiate the approval process
afresh.

• Click Refresh to retrieve the latest
approval status.

• Click Back to cancel the approval process.

What's an electronic record?  
E-records contain information about transactions derived from the Oracle Business Process Management suite. They
also track history of signatures and approvals.

You can download and view an e-record for a transaction from the Electronic Records work area or from the E-Signature
page that appears when the approval process is initiated from Manufacturing, Inventory Management, or Quality
Inspection Management.
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FAQs for E-Signatures  

Who can approve a transaction that requires an e-signature?  
Approvers for transactions that require an e-signature are defined using the Manage Task Configurations for Supply
Chain Management setup task in Setup and Maintenance.

A user can be both an initiator and an approver of an e-signature.

Where can someone approve a transaction that requires an e-
signature?  
If users initiating a transaction are also approvers for the transaction, they see the Initiator Approval section on the E-
Signature page where they can approve e-signatures.

If other users in the task flow must approve the transaction first, this section appears only when a user becomes eligible
to approve the transaction in accordance with the task flow. Other approvers can approve the transactions through the
notifications in the BPM worklist page or from the notifications on the home page of their application.

Where can I find the e-signature history of an electronic record?  
You can search for the e-signature history of an electronic record from the Electronic Record section.

Where can I see the list of signers of an e-signature?  
You can view the list of signers required to approve an e-signature and e-signature status in the Approvers section of
the E-Signature page.

The section displays BPM information about the transaction tasks and subtasks. When an approval process is initiated
from an application, BPM notifications are sent to all signers. Refresh the page for viewing the latest information.

Who can view an electronic record?  
You need to have the View Electronic Records and Signatures (EDR_VIEW_RECORDS_ESIGNATURES_PRIV) privilege to
view an electronic record.
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