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Preface

This preface introduces information sources that can help you use the application and this guide.

Oracle Applications Guides

To find guides for Oracle Applications, go to the Oracle Help Center at http://docs.oracle.com/.

Documentation Accessibility
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a diverse workforce that increases
thought leadership and innovation. As part of our initiative to build a more inclusive culture that positively impacts our
employees, customers, and partners, we're working to remove insensitive terms from our products and documentation.
We're also mindful of the necessity to maintain compatibility with our customers' existing technologies and the need to
ensure continuity of service as Oracle's offerings and industry standards evolve. Because of these technical constraints,
our effort to remove insensitive terms is ongoing and will take time and external cooperation.

Comments and Suggestions

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle Support. For
information, visit My Oracle Support or visit Oracle Accessibility Learning and Support if you are hearing impaired.

Comments and Suggestions

Please give us feedback about Oracle Applications Help and guides! You can send an e-mail to:
talent_acquisition_doc_feedback_ww_grp@oracle.com.
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1 Onboarding (Transitions) Basic Concepts

About Onboarding (Transitions)

Onboarding (Transitions), a "new generation" onboarding product, provides a unified, automated and customizable
system for transitioning candidates, new hires and employees.

Different types of users access Onboarding (Transitions) processes differently:

- Recruiters, hiring managers, and onboarding coordinators access the Onboarding (Transitions) Center where
they can execute tasks and monitor the progress of processes.

- Candidates and new employees access the career section to view and execute tasks, access documents and
complete forms. Because the Onboarding (Transitions) Tasks tab is an integral part of career sections, internal
candidates and employees can access their pre-hire, onboarding, offboarding tasks, etc.

- Participants in processes who only need to view and complete the tasks assigned to them, such as hiring
managers and external users, can accomplish both things through a simple portal called the Response Center.

- Onboarding (Transitions) administrators configure processes and tasks through Onboarding (Transitions)
Administration.

The Onboarding (Transitions) administrator can create task-based processes to: gather additional information from
candidates the organization plans to hire; configure flexible electronic offer scenarios; ensure everything is in place
so new hires become highly effective employees quickly; transition employees for "crossboarding” (internal mobility),
promotion, relocation, offboarding and other purposes while they are employed by the organization.

Candidates and employees can quickly access the tasks they have to perform from a Tasks tab in the career section they
visited as candidates or in any of the organization's other career sections.

Onboarding (Transitions) Center

Recruiters, hiring managers, and onboarding coordinators can be granted access to the Onboarding (Transitions)
Center. Provided they have the necessary permissions, they can:

- View, reassign and execute tasks.

- View task properties and edit some of them.

- Select the assignment message sent to assignees of a task; select the message sent to a task owner upon
completion of the task.

- Configure a reminder message sent to the task owner or to assignees.
- Monitor a process as it progresses toward completion.

- Attach files to a process and print any or all of the files that have been attached to each candidate's/employee's
process.

- Preview a graphical representation of all the steps included in a process.

- Suspend a process; put a process on hold. If a user clicks Suspend for a running process, the Resume button
becomes available. If the user clicks Resume, the same steps are enabled again.
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- Restart a process that was terminated. The process is restarted from the first step. All active steps/tasks are
canceled/terminated and the initial emails and tasks are reassigned.

Response Center

The Response Center is a simplified user experience suitable for participants such as hiring managers and external
users who only need to view and complete the tasks assigned to them.

Participants in an Onboarding (Transitions) process can receive an email that contains a link to a specific task. The
recipients click the link and log into the Oracle Taleo Enterprise Edition system (or is logged in automatically if the
organization implemented single sign-on). If they have only the permission to view the Response Center (and not the
permission to view the full Onboarding (Transitions) Center page), the page in the Response Center that contains their
assigned task is displayed. The task might be a form, for instance. The participants complete the form ensuring that all
mandatory fields contain a value, and click “Submit”.

As soon as the participants complete the task, the Response Center displays a list of the remaining tasks assigned to
them. This view shows the name, due date, candidate or employee name and guidelines of each task that currently
has In Progress status. When completed, tasks are no longer displayed in the task list in the Response Center. There
are no additional filters to view completed tasks, no section to track overall process progress, no links to revisit recent
"destinations".

The SmartOrg administrator is responsible for configuring the user types that include access to the Response Center.
Users require the "View and execute my tasks in the Response Center (do not combine with other permissions)"
permission. The Response Center is suitable for participants such as hiring managers and external users who do not
need to access the Onboarding (Transitions) Center and whose occasional participation in processes is best served by a
simple interface.

Processes in Onboarding (Transitions)

A process is a series of steps typically performed by multiple stakeholders. All required steps must be completed before
the process acquires the "Complete" status.

An organization can use any number of processes to serve a variety of business units and locations. For example, the
onboarding process at a corporate office might be very different from one at a field office. Only the "right" processes
are displayed to recruiters and hiring managers in the Recruiting Center at the right time. For example, if five different
processes are defined in your organization to respond to various business situations and specific OLF, only the "right"
processes will be shown to recruiters and hiring managers.

Components of a process
Processes are created in Onboarding (Transitions) Administration by the Onboarding (Transitions) administrator.
A process contains several components:

- A process contains steps.

- A step contains a task. A task can be a form to complete, a message to be sent or even a link to an external
service.

- Steps are linked by transitions which define the order of steps.

- Atransition can include a condition that governs whether a subsequent step will ever be assigned or not.

The following illustration presents a process and its components.
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Process
Transition Transition with condition (bold arrow)

Step 1 Step 2a Step 3

Task iy Task , Task
Step 2b
Step 2c

Task

In the following example, the process contains three steps. The tasks within these steps are: to send a message to
welcome the new hire; to complete a form to request business cards; to complete a form to request a computer.

Process

@ Welcome Letter " Business Card | Computer Fieuueml @

Four types of processes can be created in Onboarding (Transitions):

- Pre-Hire: A process used when the organization requires more information from new hires before the latter
begin working , or when the organization wants to request paid external third-party services in a configurable,
logical flow. A Pre-Hire process can be launched from the Recruiting Center for a candidate on a requisition
provided all the right actions and permissions were configured. It can also be launched from Taleo Connect.
This type of process is tied to user type permissions. Recruiting Center users require the "Initiate a prehire
process for a new resource" " permission, for example, to start processes you created of type Pre-Hire
Validation.

- New Hire: A process used for bringing new employees into the organization. A New Hire process can be
launched from the Recruiting Center for a candidate on a requisition provided all the right actions and
permissions were configured. It can also be launched from Taleo Connect. This type of process is tied to user
type permissions. Recruiting Center users require the "Initiate a new hire process for a candidate" permission,
for example, to start processes you created of type New Hire.

- E-Offer: Two E-Offer processes are available. The standard E-Offer process enables candidates to accept or
refuse offers. The advanced E-Offer process, which requires Onboarding (Transitions), enables candidates to
accept or refuse offers on line through the organization's career sections and provides additional tasks, forms,
electronic signatures, etc. While an offer is being extended to a candidate, the advanced E-Offer process can be

3
ORACLE



Oracle Taleo Enterprise Edition Chapter 1
Implementing Onboarding (Transitions) Onboarding (Transitions) Basic Concepts

launched from the Recruiting Center provided all the right settings and permissions were configured. It can also
be launched from Taleo Connect.

Offboarding: A process designed for situations where employees are leaving an organization. An Offboarding
process can only be launched from Taleo Connect, not from the Recruiting Center. Before the offboarding
process is run using Taleo Connect, the candidate record must exist in the database or it will have to be
imported into Taleo Connect. The employee does not have to be matched to a requisition. Creation of a
dedicated Onboarding (Transitions) offboarding portal, one with a Tasks tab but without job searching
capability, is an option to consider. The notification and reminder emails would have to be configured to include
the URL leading to the dedicated portal.

Simple Process Example

The following illustration depicts a simple Onboarding (Transitions) process.

PEEmpiEEN N i R Order
MNew Hire -
F’aptl"ﬂbl‘k forms Cﬂmputﬂr

Transitions Center

MEW HIRE RECRUITER HIRING IT
MAMNAGER

The process assigns tasks to the correct roles in the correct order. The tasks in this example are configured such that
each one can only be performed after the previous one has been performed.

1

2.

The new hire logs into a career section and completes the first task on the Tasks tab, which consists of
completing new hire paperwork.

The hiring manager accesses the Onboarding (Transitions) Center to view and execute a task that consists of
completing HR forms.

The IT representative accesses the Onboarding (Transitions) Center to view and execute a task that consists of
ordering a computer for the new hire.

A message is sent to the Facilities person.
The new hire answers a few final questions at the end of the first week of employment.
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Complex Process Example

The following illustration depicts a complex Onboarding (Transitions) process.
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The following list describes the process depicted in the illustration.

1.

cupPpuUN

1

© 0 ®N

The new hire accepts the offer. (Not shown in the illustration: the task that communicates the new hire's
response to the Recruiting candidate selection workflow (CSW) for this offer.)

The hiring manager completes an online form regarding the offer.

An email is sent to the new hire.

The new hire completes an online form.

The HR department reviews the form.

While Payroll makes payroll adjustments, the office manager prepares office furniture and IT prepares the new
hire's computer.

Payroll exports the necessary employee information.

The HR department updates the shared candidate file.

The employee arrives for work on the start date.

The hiring manager greets the new hire and gives an office tour.

. The new hire receives orientation and training and completes his/her Learning Plan.
12

After the first two weeks on the job, the new hire completes a new hire survey.
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13. After two months, the manager is asked to fill in a form that monitors the quality of hire and indicates the new
employee's progress in becoming highly effective in the position.

A process can be complex and incorporate contributions from many different groups within (and even outside of) the
organization. The following diagram illustrates how complex a process can be. Each box represents a task assigned to
an individual or to a role such as hiring manager, new hire or IT department. Each task in the process is completed by
performing an action such as filling out an online form, sending an email, reading a PDF document, etc. A condition
can be added to a step, which routes the process a certain way (when the condition is true). Conditions allow a single
process to accommodate a variety of situations.
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2 Getting Started

Login

Login Procedure
When users open the Oracle Taleo Enterprise Edition solution, the User Sign In page is typically displayed.

On the Sign In page, users can select the language in which they want to use the application. If users change the default
language on the Sign In page, the page is displayed in the new language and subsequent Oracle Taleo Enterprise
Edition product pages are presented in that language. After selecting a language, users can also instruct the system to
"remember" their selection so that the next time they sign in, the User Sign In page will be presented in the language
they selected.

If single sign-on (SS0O) is not enabled within an organization, users must enter a user name and password on the user
Sign In page. The user name and password are provided by system administrators. Users can modify their password. If
SSO was configured through a consulting engagement (which requires a statement of work (SOW)), the Sign In page is
not displayed and the default language that was configured is used.

Once a user's credentials are accepted, the Welcome Center or table of contents page is displayed. The Oracle Taleo
Enterprise Edition products available for use are dependent on which products were purchased by the organization and
on the user's user type and permissions. If a user has permission to see only one Oracle Taleo Enterprise Edition product
and the Display Welcome Center setting is set to "Yes", the product is displayed directly.

Accessing an Oracle Taleo Enterprise Edition Application

Before you start

You must have received a user name and password from your system administrator.

Here's what to do

1. Select the language in which you want to use the application.
2. Enter your user name and password.
3. Click Sign In.

Using the Forgot Password Link
Several methods are available to create a new password if the current one was forgotten.

The two main methods to recover a password are via an access code and security questions.
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With the access code method, users are asked to enter their user name and email address. An email containing an
access code is then sent to the users and the latter are prompted to enter a new password.

With the security questions method, users are asked to answer security questions (between 1and 3) whose answers
they provided beforehand. If the answers are correct, the users are prompted to enter a new password.

Other methods used to replace a forgotten password are: a combination of access code and security questions;
contacting the organization's system administrator.

The Welcome Center

The Welcome Center is the page displayed immediately after you sign in.
The Welcome Center is organized in these areas:

- The auxiliary navigation bar provides links to the online help and your personal setup options.
- The core navigation bar contains tabs to Oracle Taleo Enterprise Edition products.

- The Quick Access panel provides a "one-click" access to the same products available in the core navigation bar.
It also provides access to specific content such as a requisitions and submissions.

In the central panel, your organization can put information of interest to all product users.

Getting Help

Online Help

Onboarding (Transitions) offers comprehensive help on Onboarding (Transitions) concepts and the various tasks you'l
perform while using the product.

Online help is available in the Resources list in the auxiliary navigation bar located at the top right-hand side of all

pages. When you click the Help link, a list of available help topics is displayed in the Help panel. You can also search the
help database for specific subjects by clicking the Search link at the top of the Help panel.

Support
The Support link provides users with access to My Oracle Support.

The Support link is available in the Resources list in the auxiliary navigation bar located at the top right-hand side of all
pages (provided the feature was enabled by the system administrator).

ORACLE
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Tooltip

A tooltip is a short, explanatory text which appears when you pause your mouse pointer over a button, a link, a table cell
heading or icon without clicking the item.

Tooltips are available throughout the system and provide you with information about an action before you perform it.

Tooltips are provided for buttons, links, icons, and table cell headings. These tooltips are not configurable. The system
administrator can, however, create tooltips for some types of user-defined fields for screening services.

Release Notes Message

A pop-up message containing new release information, system improvements, important messages and other
information can be displayed when users log into the product.

The same release notes message is displayed to users regardless of the product.

Once users are logged in, they can turn off the Release Notes message by selecting the Don't display this message again
option. The message will then reappear only when new release information or other important information is available
or if the users clear their browser cookies.

Deactivating the Release Notes Message

Before you start

The release notes message must have been enabled.

Here's what to do

1. Loginto a product.
2. Onthe Release Notes page, select the "Don't display this message again" option.

Results:

The release notes message will no longer be displayed until new release information or other important information is
available. If you want to see the release note information again before new released information is available, delete your
browser cookies.
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Menus and Navigation Tools

Configuration Menu

The Configuration menu gives system administrators access to all administration components of Oracle Taleo
Enterprise Edition products in one centralized menu.

The Configuration menu is composed of sub-administration menus divided into two main sections:

- Central Configuration: Elements in the Central Configuration menu are used to manage content, data, settings,
and configurations that are used across multiple products.

- Specific Configuration: Elements in the Specific Configuration menu are used to manage content, data,
settings, and configurations that are targeted to a specific product or product area.

Depending on the products enabled in your organization, the Configuration menu may include these elements.

Central Configuration Description

Operations Operation Modes and Release Notes.

General Configuration Settings and Welcome Center Content.

Selection Lists Standard selections used in different products such as Education Levels, Employee Statuses, etc.
Roles Role definitions of both hierarchical and functional roles. Both role types are used for the Dynamic

Approval Routing feature. In addition, functional roles are used in defining onboarding tasks.

Dynamic Approval Routing Approval workflow definitions for requisitions and offers according to specified business rules.

Security Security policies, message templates related to access and passwords, and legal agreements presented
to users when signing in an application. Note that agreements for career sections are managed under
Career Section Administration.

Competencies Competency tools used in Performance for Rating Models, Competencies, Guidance Plans, etc.

Synchronization Tool A tool to export configuration elements, such as career sections, application flows, etc., from a source
database to a target database.

Specific Configuration

SmartOrg

Recruiting

10
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Specific Configuration

Career Section
Onboarding

Onboarding (Transitions)
Performance

Evaluation Management

Reporting and Analytics

Configuration

The Access Administration permission is required to access the Configuration menu.

User Type Permission

Access Administration

Location

Configuration > [SmartOrg] Administration > [Users] User Types > Recruiting > Administration

Onboarding (Transitions) Administration Menu

The Onboarding (Transitions) Administration menu allows system administrators to fully configure the Onboarding

(Transitions) product.

The Onboarding (Transitions) Administration menu is accessed via the Configuration menu and allows system
administrators to configure the following elements:

Item
Settings
Documents

Processes and Task Definitions

Content Pages

Correspondence
User-defined Forms
User-defined Fields
Services

Product Resources

ORACLE

Description

Configuration of Onboarding (Transitions) settings.

Configuration of text documents and file-based documents that can be added to content pages and
message templates.

Configuration of processes and task requests to be sent to any person involved in an Onboarding
(Transitions) process.

Configuration of content pages including adding HTML and PDF documents and assigning
Organizations, Locations and Job Fields (OLF). You can also upload images to include in HTML
documents.

Configuration of message templates.

Configuration of user-defined forms to be filled by various persons involved in a process.
Configuration of fields and selections.

Configuration of services provided by partners.

Display of resource ID. Only "Support" users can access this feature.

1
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Item Description
Synchronization Tool Copies administrative objects such as user-defined fields, user-defined forms, message templates,

tasks, conditions, and processes from Legacy Onboarding to Onboarding (Transitions).

Configuration
The Access Administration permission is required to access the Configuration menu.

User Type Permission Location
Access Administration Configuration > [SmartOrg] Administration > User Types > Recruiting >Administration

There is no specific permission to access the Onboarding (Transitions) Administration menu. If a user is granted a
permission in the Onboarding (Transitions) Administration category such as Manage user-defined forms to display
and collect data, the user will be able to access the Onboarding (Transitions) Administration menu (Configuration >
[SmartOrg] Administration > User Types > Recruiting > Onboarding (Transitions) > Administration). Note that there are
two ways to access the Onboarding (Transitions) Administration menu: from the Configuration menu and from within
the Onboarding (Transitions) Center, via the Quick Access panel.

Auxiliary Navigation Bar

The auxiliary navigation bar is located at the top right of pages.

If enabled, the auxiliary navigation bar is available at all times.

The auxiliary navigation bar may contain the following elements (if enabled and if users were granted access to them):

Element Description

Home - If you have access to multiple Oracle Taleo Enterprise Edition products and you click Home, the
Welcome Center is displayed.

- If you have access to one product only and you click Home, that product front page is displayed.

Resources May include:
« My Setup: Access to personal preferences.

- Web Support: Access to My Oracle Support.
«  Help: Access to comprehensive help on concepts and tasks.

- About: Information about the application such as the version number and the build number you
need to provide to Oracle Support when you need to contact them.

- Training: Access to online training materials.

- e-Learning: Access to eLearning materials.

Talent Grid Access to Solution Exchange, Knowledge Exchange.

12
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Element Description
Sign Out Terminates the session and you are automatically signed out of all Oracle Taleo Enterprise Edition
products.
Quick Access

The Quick Access panel contains dynamically generated links to areas within Onboarding (Transitions). These page links
are relevant to the page of the application the user is viewing and vary according to permissions.

Recently Viewed Items

The Recently Viewed Items panel contains direct links to the last ten pages you most recently accessed during the
current session or previous ones. They can be pages where you made modifications or simply pages that you accessed
without making modifications. To access a recently viewed item, simply click the item.

Breadcrumb Trail
The breadcrumb trail located at the top of each page allows users to see where they are located within the application

and to jump to previously viewed pages. The breadcrumb trail is only available in navigation mode; it disappears in edit
mode.

Pagination lcons

Pagination icons allow users to navigate quickly through large lists of information.

Pagination icons appear at the top and bottom of lists in Onboarding (Transitions). They are used for navigation when
lists are displayed across multiple pages. The maximum number of list items per page is fifteen.

Pagination Icon Description

Goes to the first page.

Ll
- Displays the previous page
- Displays the next page.

- Goes to the last page.
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Other Tools

History Tracking
The History feature presents useful tracking details on an element.

Actions that are performed on a page are recorded as events in History. The three most recent events are displayed in
the History section. To view a more complete listing of events, click More Info.

History Tracking Column Description

Date and Time Date and time when an event occurred.

Event The event or action performed on an element.

Details Information regarding the event.

By The actor, person or system, who performed the event. Additional information about the actor is

available for viewing.

Rich Text Editor

The Rich Text Editor enables users to edit and format text contained in competency definitions, correspondence,
requisitions, requisition templates and review forms (definitions, sections and section items). Text formatted with the
editor is presented to users in the TE applications with the specific formatting defined in the editor.

The Rich Text Editor contains standard text processing tools such as:
- cut, copy, and paste functions
- font types and sizes
- bold, italics, and underline
- text and background color
- left, right, and center alignment

- numbered and bulleted lists

Image or Link Insertion

Image or link insertion may only be available via the enlarged view of the editor, accessible when you first click the
Enlarged View icon.

Internet Explorer 8

Users on Internet Explorer 8 may experience issues with the toolbar icons operating as expected. Users who experience
this issue may either try viewing the page in Compatibility Mode, or use the Rich Text Editor in another browser such as
another version of Internet Explorer or Firefox.

14
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Copying and Pasting Text

When copying content from MS Word and pasting it in the Rich Text Editor tool, some reformatting may be required
due to the complexities of mapping MS Word formatting to the Rich Text Editor. Capabilities supported by the Rich Text
Editor tool are presented in the following table.

Item

Bold
Italic
Underline

Heading styles and fonts
Font name (font face)
Font size

Text color

Text background color

Hyperlinks

Bulleted and numbered lists

Line spacing

Images

Tables

ORACLE

Description

Full support for the bold style.
Full support for the italic style.
Full support for the underline style.

Heading styles as well as fonts used in heading styles are preserved. Fonts not used in heading styles
are treated as a default normal style.

Font names (font faces) are generally preserved, even those that are not part of the Rich Text Editor's
natively supported fonts (Arial, Comic Sans MS, Courier New, Tahoma, Times New Roman, Verdana).

The Rich Text Editor supports seven sizes. A "best guess" font size conversion is done by the system.
Conversion of font sizes may not be accurate in some unspecified cases (depending on browser, MS
Word version, etc.).

Full support for text color.

Full support for text background color.

Full support for hyperlinks.

Lists should be created using the bullets, numbering and multilevel list features in MS Word. List types
that do not conform to the recommended practice are not supported.

The bullet type is preserved (bullet or number), but the symbol (circle, square, etc.) or notation
(number, roman numerals, alphabetical) will be replaced by the browser's defaults.

Numbering continuation between two distinct numbered lists is not supported.

The color of the bullet is not preserved.

Spacing around list blocks is browser-specific.

Indentation level is preserved if made using the indent buttons. Custom indentations made using the

MS Word ruler is not supported.

No line spacing information is preserved. All custom line spacing is converted to a single line. The only
exceptions are:

- Headings: the line spacing is browser-specific.
- Lists: line spacing is browser-specific.
Images are not supported and will not be included.
Table row and column dimensions are preserved.
The presence or absence of borders is preserved.
Colors are not preserved, default is black. Background and border colors are not preserved.
Styles are not preserved, default is solid line.

Custom widths are not preserved, default is 1px.
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Item Description

Custom table and cell widths are converted to their pixel / percent equivalent. This conversion runs
differently, based on the browser being used. This may result in discrepancies from the original table.
Merged cells are preserved.

Recommended Practices for Constructing MS Word Documents to Minimize Reformatting Required When Pasting
Content Into the Rich Text Editor

In general, the less complex the MS Word document is, the less reformatting a user will need to do when copying
content from MS Word and pasting it in the Rich Text Editor. Below are some recommendations for creating MS Word
templates.

Use the more common fonts that come with MS Word, such as:

- Arial

- Times New Roman
« Courier New

- Verdana

« Comic MS Sans

Avoid using images in the MS Word template documents, as they are not supported in the Rich Text Editor.

Avoid using the horizontal ruler to customize indent lines, as this type of formatting is not supported in the Rich Text
Editor. Use the standard indent buttons.

Minimize the use of custom line spacing, as this is not supported in the Rich Text Editor.
Avoid using colored bullets in the MS Word template documents, as they are not supported in the Rich Text Editor.

Avoid using custom ruler indentation on bullets, as custom indentation on bullets is not supported in the Rich Text
Editor. Use standard indent buttons.

Avoid mixing bullet types in the MS Word template documents, as mixed bullet types are not supported in the Rich Text
Editor.

Create lists using the standard bullet types, numbering, multilevel list and indent features available in MS Word.

Languages
Oracle Taleo Enterprise Edition products are available in different optional languages.

Not all languages are available for all Oracle Taleo Enterprise Edition products and languages must be activated by the
system administrator before they can be used in an application.

The preferred language of a user is set in the user’s account by the system administrator. The preferred language
is used by the system as the default content language which is the same across all Oracle Taleo Enterprise Edition
products. If a product does not support the same set of content languages, it will have its own preference configuration.

In Oracle Taleo Enterprise Edition applications, the languages in which an item is available are indicated in the
Languages field. When creating or editing an item, the user can choose the base language as well as the languages
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in which an item will be available. The base language of an item is the item’s reference language, usually used as a
reference for other languages or fallback display in list mode. The user’s preferred language is used as the default
base language when the user creates an item. The base language of an item can be changed at any time by the user. A
language must be activated before it can be designated as a base language.

When multiple languages are used for an item, the Earth icon is displayed. Hovering the mouse over the icon displays
the languages activated for the item. When only one language is used for an item, the name of the language is
displayed. When only one language is used in a company, there is no special indicator.

Supported Languages

The languages supported for Oracle Taleo Enterprise Edition products as well as specific features are listed below. For
details regarding language availability for Oracle Learn Cloud and Oracle Taleo Business Edition, see the documentation
for those products.

- Assessment: All listed languages are supported except Indonesian (Bahasa).

- OAS (Oracle Analytics): All listed languages are supported except Indonesian (Bahasa), Lithuanian, Malaysian
(Malay), Serbian, Slovenian.

- Resume Parsing: Resume parsing is delivered using a third party partner service. The functionalities are
delivered as-is. Customers needing additional or different resume parsing capabilities should explore partner

services.

Language Locale Recruiting and Performance Mobile Sourcing Resume Parsing
Onboarding

Bulgarian bg Available Available
Simplified zh_CN Available Available Available Available
Chinese
Traditional zh_TW Available Available Available Available
Chinese
Croatian hr Available Available
Czech cs Available Available Available
Danish da Available Available
Dutch nl Available Available Available Available Limited
English en Available Available Available Available Supported
English (U.K.) en_GB Available Available Available Available Supported
Finnish fi Available Available Available
French (Canada) = fr Available Available Available Limited
French (France) fr_FR Available Available Available Available Limited
German de Available Available Available Available Limited
Greek el Available Available
Hungarian hu Available Available Available
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Language Locale Recruiting and Performance Mobile Sourcing Resume Parsing
Onboarding
Italian it Available Available Available Available Limited
Indonesian in Available Available Available
(Bahasa)*
Japanese ja Available Available Available Available
Korean ko Available Available Available Available
Lithuanian* It Available Available
Malaysian ms Available Available
(Malay)*
Norwegian no Available Available Available
Polish pl Available Available Available Available
Portuguese pt_BR Available Available Available Available Limited
(Brazil)
Portuguese pt Available Available Available
(Portugal)
Romanian ro Available Available Available
Russian ru Available Available Available Available
Serbian* sr (sh) Available Available
Slovak sk Available Available Available
Slovenian* sl Available Available
Spanish es Available Available Available Available Limited
(Worldwide)
Swedish sv Available Available Available Available
Thai th Available Available Available
Turkish tr Available Available Available

Application Time-out

A security feature warns users when the application has not been used for more than thirty minutes even if a user is still
signed into the application. When the time-out delay is reached, a message notifies users that the time-out delay for the
application is imminent.

Two scenarios are possible:

- User takes action: When the application has been idled for thirty minutes, a message notifies the user that the
application requires attention. Clicking "Access the application" directs the user to the application. When the
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user accesses the application, the user can reset the application and a message indicates the remaining time
before the session expires.

- User does not take action: If the user does not reset the application within the defined delay, a message is
displayed, indicating that the user has been signed out of the application and has to sign in again to use the
application.

The time-out delay is set by default to thirty minutes. The reminder displayed before time-out is set by default to ten
minutes before time-out.
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5 Accessibility

Accessibility in Onboarding Transitions: Overview

The following content outlines the recommended practices and configurations customers should consider when setting
up the Tasks tab in the career section for delivering candidates an experience aligned with accessibility standards.

If Onboarding (Transitions) is enabled in your organization and a Recruiting Center user starts a process for someone,
the candidate or employee can view on the career section Tasks tab the tasks he or she has to perform. The tab is
displayed in every career section to which the person has access.

Note that the recommended practices outlined below are not a certification of configurations. Customers are ultimately
responsible for configuring and testing their Tasks tab to align it with accessibility requirements.

Oracle has published a Voluntary Product Accessibility Template (VPAT) document for the Oracle Taleo Enterprise
Edition Onboarding (Transitions) product. For more information about Oracle’s VPATs, visit Product Status (VPATs)
website.

Note: Customers are responsible for ensuring customizations (e.g., via custom branding, css, JS, etc) they (or third-
parties) make to the product align to accessibility standards.

Accessibility Best Practices for Onboarding (Transitions)

Areas of the product that can be configured to align with accessibility standards include:

Branding
. Theme
- Tasks tab content
- Onboarding content
- Onboarding tasks

Branding

Branding allows you to customize the look and feel of the frame surrounding the area displaying the Tasks tab in the
career section, that is the header, footer, and site navigation. You may need to consider adjusting the font size, font
style, color contrast, text size, and layout of screen elements to make them larger and more prominent. For details about
branding configuration, see the Career Portal Brand chapter in the Implementing Career Section guide.

Theme

Theme allows you to customize the overall look and feel of the Tasks tab in the career section. Consider using colors
that provide the recommended contrast ratio. This includes the configuration of font colors and background colors.
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Align the colors of the theme so they match the element definition set in the branding file. For details about theme
configuration, see the Theme chapter in the Implementing Career Section guide.

Tasks Tab Content

You can adjust labels on the career section Tasks tab to provide clear directions to users. This includes labels on pages,
tabs, links, and buttons. When creating or updating page content, consider accessibility guidelines for link purpose,
headings, labels, use of color, and sensory characteristics to deliver a more accessible experience to users.

Onboarding Content

When you create content for Onboarding (Transitions) pages, make sure the content aligns with accessibility guidelines.

Tasks Tab Behaviors Aligned with Accessibility Guidelines

Below are behaviors of the Career Section Tasks tab aligned with accessibility guidelines. It does not include custom or
referenced content.

Images: Images on the Tasks tab contain alternative text describing the image.

Headings, Titles, Labels: Headings, titles, and labels displayed to new hires during the onboarding process
make the purpose of the screens clear to the users. They are also presented in a manner that help users
understand the context of the page they are currently viewing.

Event Notification and Error Handling: Errors and notifications displayed to new hires during the onboarding
process are presented using ARIA alerts.

Labels for Controls: Controls on the Tasks tab have labels that help users understand the controls being
presented.

Instructions do not Rely on Sensory Characteristics: Instructions provided to new hires during the onboarding
process do not rely on sensory characteristics such as shape and color.

Logical Reading Sequence: The content displayed to new hires during the onboarding process is presented in a
logical manner. Assistive technology understands and presents content of these pages in a logical manner.

Logical Tab Order: Keyboard users can tab through elements in a logical order. These pages do not contain
keyboard traps.

- Skip Navigation Links: Keyboard users can skip to the main content of the onboarding process, allowing them
to efficiently navigate through a page.

Keyboard: Users can navigate the Tasks tab without a mouse and access all relevant functionality using only the
keyboard.

Tasks Tab Layout: Example

There are several different layouts that customers can create for the career section Tasks tab. Below is an example that
can be used to deliver an accessible experience.

Content Pages

A content page contains rich media and text information, and it can be displayed to targeted groups of candidates or
employees at appropriate times throughout an Onboarding (Transitions) process.
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When creating content pages for the career section Tasks tab, make sure the content is created is an accessible manner,
and the referenced content is accessible. This includes content such as images, links, titles, and text.

Forms

Forms in Onboarding (Transitions) allow new hires or other participants to provide specific information to the system
by entering values into fields in an online form and then submitting it. A user-defined form is one or more pages

of information containing standard and/or custom fields that can be used in specific tasks during the Onboarding
(Transitions) process. These forms are compatible with assistive technology.

In addition to forms collecting new hire information, Onboarding (Transitions) also supports e-signature. Forms utilizing
e-signature are also compatible with assistive technology.
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4 Central Configuration

Settings

Settings
Settings are used to configure features in Oracle Taleo Enterprise Edition products.
There are two types of settings:

- Global settings: Settings that affect multiple Oracle Taleo Enterprise Edition products.

- Product settings: Settings specific to an Oracle Taleo Enterprise Edition product, for example, Recruiting, Career
Section, Onboarding (Transitions), Performance, Reporting and Analytics.

Setting Location

Global settings Configuration > [Central Configuration] Settings
SmartOrg settings Configuration > [SmartOrg] Settings

Recruiting settings Configuration > [Recruiting] Settings

Career Section settings Configuration > [Career Section] Settings
Onboarding (Transitions) settings Configuration > [Onboarding (Transitions)] Settings
Performance settings Configuration > [Performance] Settings

Reporting and Analytics settings Configuration > [Reporting and Analytics] Settings

Settings are configured by system administrators. A default value is set prior to product delivery. System administrators
can modify the value and the change will be applied throughout the product. Certain setting values can be changed by
users. In that case, the value set by the user will override the value set by the system administrator.

A setting has one of the following security levels: Public, Protected, Private.

Security Level Description

Public System administrators can view and change the setting.

Protected System administrators can view the setting, but changes can only be performed by Oracle.

Private System administrators cannot view or change the setting. Only Oracle can view and change the
setting.
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Candidate Information Integrity While Editing
The system prevents people from making changes to candidate information while someone else is editing it.

It is common to have situations where more than one person has the permissions required to edit candidate files. These
people might be candidates, Onboarding (Transitions) Center users, Recruiting Center users. The system prevents
someone (the candidate, an Onboarding (Transitions) Center or a Recruiting Center user) from editing a candidate file
while someone else is making changes. After the changes are saved, the file becomes unavailable automatically and
anyone who has the required permissions can edit the file.

If a candidate attempts to edit his/her own file while a Recruiting Center or Onboarding (Transitions) Center user is
editing it, a message is displayed in the career section, inviting the candidate to return later to make changes.

If a Recruiting Center or Onboarding (Transitions) Center user attempts to edit a candidate file while the candidate
or another Recruiting Center or Onboarding (Transitions) Center user is editing it, the message displayed to the user
includes the name of the person currently editing the candidate file.

While a candidate file is being edited by someone, other people who have the required permissions can still access
read-only information related to the file.

If someone is editing candidate information and the Booker Release Interval setting value is exceeded, the candidate
file becomes available for editing automatically. In other words, if the individual ceases to actively edit candidate
information and the elapsed time exceeds the Booker Release Interval setting value, the candidate file becomes
available and someone else can then edit it.

Configuration
Setting
Name Location
Booker Release Interval Configuration > (General Configuration) Settings

Onboarding (Transitions) Settings
The following table presents settings specific to Onboarding (Transitions) and that are available via the Settings feature
in the Onboarding (Transitions) Administration menu.

Onboarding (Transitions) Setting Description Security Level Default Value

Antivirus Timeout Maximum time taken by the antivirus to Private 5000 Milliseconds
perform a virus check.

Antivirus Zone URL URL address of the virus checker. Private
Automatically Delete Old Onboarding Automatically executes a permanent deletion of Public 730
(Transitions) Processes Onboarding (Transitions) processes completed

or canceled at least X days ago. All tasks in
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Onboarding (Transitions) Setting

Contact Information

Details Link for Processes

Email Address for Onboarding (Transitions)
Process

eSignature Timestamp Display Property

ORACLE

Description Security Level
these processes will also be deleted. Ongoing

processes will be ignored and excluded from

permanent, automatic deletions.

The automatic delete process will run twice per

month (unless customers change the value to

0).

Setting is enabled by default for new and
existing customers. For new customers, the
default value is set to 2 years (730 days). For
existing customers, the default value is set

to 5 years (1825 days). System administrators
can modify the default value or disable the
automatic deletion completely by changing the
value to O.

Indicates which contact to display in Public
Onboarding (Transitions). The "contact" for

a process is the person who is available to
answer questions for candidates/new hires.
The contact's phone number and email address
can be configured to display in content pages,
message templates, user-defined forms and
PDFs.

There are 5 choices regarding whose
information can be displayed: Recruiter,
Recruiter Assistant, Hiring Manager, Hiring
Manager Assistant, and Process Owner.
Remember that the Process Owner might

be configured to be a specific user or a
functional role with context-sensitive assignees
depending on the OLF of each requisition.
Therefore, this contact information can be
specifically tailored for new hires.

Enables the Details link in the General Public
Information section of the Process page (which

is available in the Onboarding (Transitions)

Center). Enter the code of the desired form in

the Value field.

Before an Onboarding (Transitions) process
can be started for a candidate/employee, an
email address must be associated with the
candidate/employee in the database. This is
the case even if the process is configured such
that no notifications or reminders are sent to
the individual. If no value is provided for this
setting, no Onboarding (Transitions) process
can be started for candidates for whom there

is no email address. If a value is provided for
this setting, the value is reproduced in the
“Personal Email Address” and “Correspondence
Email” fields in the SmartOrg user account of
every candidate who lacks an email address.
The value is not reproduced where candidates
already have an SmartOrg user account with an
email address).

Controls whether all E-Signature dates are Public
displayed with the exact time that the signature

Chapter 4
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Default Value

Process Owner

Date
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Onboarding (Transitions) Setting

From Address

From Address Alias Level

Image in PIT Snapshot

Learn Integration URL

Mail Server

Maximum Batch Print Size

Maximum Size for File-based Documents

Onboarding (Transitions) Single Image
Maximum Size

ORACLE

Description Security Level

was captured. The date is always formatted
using a default short date style. The time is
displayed using Greenwich Mean Time (GMT)
timezone format.

If the organization is spread across time zones,
it is better to have an "absolute" time shown
on the E-Signatures when displayed back on
read-only forms or PDFs. If the organization is
localized or consolidated in one time zone, it
might be more suitable to omit the time entirely
when displaying E-Signature dates.

Email address used in the "From" field when an = Public
email reminder or notification is sent out to an
assignee or recipient.

Alias associated with the email address used Public
in the "From" field, when an email reminder or
notification is sent to an assignee or recipient.

Determine whether the image information need Public
to be included in the PIT snapshot.

This is the URL the new hires/employees will Private
use to access their learning page. When the

new hires/employees click the E-Learning

variable on their assigned user-defined form,

they are sent to the destination specified in this

setting to access their learning program.

Mail server name. Private

Batch printing of PDF documents enables Private
Onboarding (Transitions) users to select PDF

files associated with a candidate or employee

involved in a process and print them as a single
document. This setting enables administrators

to set the maximum size (in megabytes) of

the combined document. The maximum size

suggested is 15 megabytes.

Onboarding (Transitions) administrators can Protected
set the maximum size of file-based documents

that they can upload to the system. The default

value is also the largest possible value: 10

Mb. The value can be set from 1Kb up to

10 Mb. This setting is independent of the

"Attached File Maximum Size" setting ([General
Configuration] Settings) that applies to other

Oracle Taleo Enterprise Edition products.

Determines the maximum size (in kilobytes) Protected
of any image in Onboarding (Transitions).

Graphics can be uploaded to be hosted in the

Taleo zone, including .jpg, .gif, and .png types.

Images must have been first uploaded by the

Onboarding (Transitions) administrator. These

small hosted images can be used in content

pages, user-defined forms, and message

templates.
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Default Value

No

10 (Mb)
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Onboarding (Transitions) Setting

Onboarding (Transitions) Total Image Size

Process Initiated Filter Maximum Days

Working Days

Description

Determines the maximum size (in megabytes)
of the sum of all images in Onboarding
(Transitions). There is no limit on the number of
images hosted in a zone; this setting governs
the total size of all the images taken together.

Defines the maximum number of days on
which it is possible to filter using the Process
Initiated filter. High values in this setting
may impact performance for users in the
Onboarding Center.

List of working days. Working Days configures
which days of the week are counted when
calculating task due dates and notification
trigger times. Select all 7 days of the week if
the organization prefers not to omit weekends
in these calculations. This setting is shared

by both Onboarding (Transitions) and Taleo
Performance. Updates to the setting in one
product will also update the setting in the other
product.

General Configuration Settings
The following configuration settings apply to multiple Oracle Taleo Enterprise Edition products including Onboarding

(Transitions).

Other Settings
Setting Name

Attached File Maximum Number

Attached File Maximum Size

Configuring a Setting

Before you start

Description

The maximum number of file attachments per
entity record allowed.

The maximum size of a file attachment (in
bytes) allowed.

The security level of the setting must be Public.

The Manage Settings user type permission is required.

For global settings:

Configuration > [General Configuration] Settings

For product settings:

Configuration > [Product name] Settings

ORACLE

Security Level

Protected

Protected

Public

Security Level

Protected

Protected
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Default Value
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365

Monday, Tuesday,
Wednesday, Thursday,
Friday.

Default Value

10

1048576
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Here's what to do

1. Locate the setting using the Refine by list or the Feature column.
Click the name of a setting.

Click Edit next to the name of the setting.

Make changes.

Click Save.

“ oA BN

Restoring the Default Value of a Setting

Before you start

The security level of the setting must be Public.
The Manage Settings user type permission is required.

For global settings:

Configuration > [General Configuration] Settings
For product settings:

Configuration > [Product name] Settings
Here's what to do

1. Locate the setting using the Refine by list or the Feature column.
2. Click the name of a setting.
3. Click Reset next to the name of the setting.

Results:

Chapter 4
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The default value of the setting is restored and the change is reflected in the product.

User Types and Permissions

Onboarding (Transitions) Permissions

Permissions can be granted to the Onboarding (Transitions) administrator and Onboarding (Transitions) Center users.

Many Onboarding (Transitions) permissions are located at Configuration > [SmartOrg] Administration > [Users] User

Types > Recruiting > Onboarding (Transitions).

Category Onboarding (Transitions) Permission
Administration View public product settings
Administration Update Human Resources Product Settings

ORACLE

Description

Enables users to view all Protected and Public settings in
Onboarding (Transitions) Administration.

Permits users to update all Public settings in Onboarding
(Transitions) Administration.
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Category

Administration

Administration

Administration

Administration

Administration

Administration

Administration

Administration

Administration

New Hire

New Hire

New Hire

New Hire

New Hire

ORACLE

Onboarding (Transitions) Permission

View protected product settings
Update system product settings

Manage user-defined forms to display and collect data

Manage message templates for email correspondence
and reminders

Manage text documents and paragraphs for use in
content pages and message templates

Manage user-defined fields, e-signatures, and user-
defined reporting

Manage task definitions, related sources, content pages,
and images

Manage Onboarding (Transitions) processes of all types

Manage services that are provided by partners

Send email correspondence on demand

View processes | own or supervise, or that have been
shared with me

View, suspend, and restart processes that | own or

supervise or share

View, suspend, restart and share processes that | own or

supervise or share

View all processes

Chapter 4
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Description

Enables users to view protected product settings.
Enables users to modify system product settings.

Enables the User-defined Forms feature in Onboarding
(Transitions) Administration. Users can create, edit and
disable user-defined forms.

Enables the Message Templates feature in Onboarding
(Transitions) Administration. Users can create, edit and
disable message templates sent to recipients.

Enables the Documents feature in Onboarding
(Transitions) Administration. Users can create, edit and
disable text documents and PDF documents.

Enables the User-defined Fields and User-defined
Selections features in Onboarding (Transitions)
Administration. Users can create, edit and disable
user-defined fields and selections. Most user-defined
fields and selections used in Onboarding (Transitions)
are managed in Recruiting Administration. Separate
permissions control the creation of these fields. In a
future release, users will have the ability to configure
user-defined fields that appear in reports.

Enables the Task Definitions feature in Onboarding
(Transitions) Administration. Users can create, edit and
disable Onboarding (Transitions) tasks. The Content
Pages section (and corresponding links) are displayed in
Onboarding (Transitions) Administration.

Enables the Processes feature in Onboarding (Transitions)
Administration. Users can create, edit and disable
Onboarding (Transitions) processes. This permission

also enables users to create and update steps within
processes.

Controls whether the Onboarding (Transitions)
administrator can view the section for controlling OVI
services that have been enabled for the zone.

Permits Onboarding (Transitions) Center users to send ad
hoc correspondences at any time from the Process page.

Permits Onboarding (Transitions) Center users to view
processes for which they are the process owner or one of
the supervisors.

Enables Onboarding (Transitions) Center users to
suspend and resume processes for which they are
the process owner or that they shared in Onboarding
(Transitions) and for which they are one of the
supervisors.

Permits Onboarding (Transitions) Center users to
explicitly allow another user to view a new hire's process
temporarily.

Permits Onboarding (Transitions) Center users to view
processes for new hires.
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Category Onboarding (Transitions) Permission

New Hire View, suspend, and restart all processes

New Hire View, suspend, restart, and share all processes

New Hire View, add, and print attached files (PDFs)

New Hire Delete processes that are completed or canceled

Tasks Manage tasks assigned to me

Tasks View and execute tasks assigned to me

Tasks View, edit, and execute tasks assigned to me

Tasks Create tasks assigned to me, and view, edit, and execute

tasks assigned to me

ORACLE
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Description

Enables Onboarding (Transitions) Center users to
suspend, restart or cancel processes for new hires, and to
change the assigned users, the hiring manager, recruiters
or assistants while the process is running.

In addition to the previous permission, permits
Onboarding (Transitions) Center users to share processes
in Onboarding (Transitions) and to revoke sharing.

Enables Onboarding (Transitions) Center users to view the
System Documents section on the Process page. If this
permission is enabled, PDF documents associated with
the new hire via the Open PDF task are displayed. Also,
with this permission, Onboarding (Transitions) Center
users can add PDF documents, from the document
library, to the System Documents section of the new hire's
running process.

Administrators can "purge" or delete candidates/new
hires from the Oracle Taleo Enterprise Edition system
manually or through an automated action provided the
candidates/new hires are not involved in any process.
This permission enables Onboarding (Transitions) Center
users to delete information about the process status,
completion, tasks, task completion dates, etc. All the
personal information about the candidate/new hire is
unaffected.

Permits Onboarding (Transitions) Center users to

view tasks in the Onboarding (Transitions) Center for
which they are an assignee, and tasks they created for
themselves. Note that there is no specific permission such
as "Execute tasks assigned to me". If a task is displayed
and assigned to an Onboarding (Transitions) Center user,
the person can execute it.

When this permission is granted, Onboarding
(Transitions) Center users cannot modify task details
such as its due date but they can execute the task. Note
that this permission is similar to the "View and execute
all tasks assigned to anyone" permission except that it
applies only to tasks assigned to the user.

Permits Onboarding (Transitions) Center users to

edit tasks in the Onboarding (Transitions) Center for
which they are an assignee, and tasks they created for
themselves. Enables the users to change the due date and
priority of tasks that they can access.

Enables Onboarding (Transitions) Center users to "retry" a
task that has Error or Canceled status.

Enables Onboarding (Transitions) Center users to change
the due date and priority of assigned tasks, and to
execute their own tasks if they can view them.

Also enables Onboarding (Transitions) Center users to
create tasks they want to assign to themselves.

Enables Onboarding (Transitions) Center users to "retry" a
task that has Error or Canceled status.
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Category Onboarding (Transitions) Permission
Tasks Reassign tasks assigned to me
Tasks View related sources of tasks assigned to me, to see their

forms and documents

Tasks Manage tasks in processes for which | am the supervisor
(same capabilities as the owner)

Tasks View all tasks assigned to anyone, and execute tasks
assigned to me

Tasks View and edit all tasks assigned to anyone, and execute
tasks assigned to me

Tasks View, edit, and reassign all tasks assigned to anyone, and
execute tasks assigned to me

Tasks View related sources (forms, email correspondence, and
documents) related to all tasks

Tasks View and execute my tasks in the Response Center (do
not combine with other permissions)

ORACLE
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Description

Enables Onboarding (Transitions) Center users to reassign
tasks in Onboarding (Transitions) that they have created
for themselves.

Permits Onboarding (Transitions) Center users viewing

a new hire's steps and tasks to view the forms and

PDFs that are part of the task assigned to them. This
permission is useful for viewing the data that was entered
in the fields by the task assignees. It also enables the
viewer to see all the OVI request information and the
More Details link to the partner's web site for tasks that
are of External Service Request type.

Permits Onboarding (Transitions) Center users to view all
tasks in the Onboarding (Transitions) Center regardless of
a task's status and assignees.

Enables Onboarding (Transitions) Center users to edit

all tasks in the Onboarding (Transitions) Center, such as
changing the title or due-date of the assigned task. This
permission is unrelated to executing a task because a
task's assignee(s) can always execute the task.

Enables Onboarding (Transitions) Center users to "retry" a
task that has Error or Canceled status.

Enables Onboarding (Transitions) Center users to reassign
all tasks in the Onboarding (Transitions) Center to other
users who will complete them. Users can also reassign
tasks for which they were not the original assignees to
themselves.

Enables Onboarding (Transitions) Center users to "retry" a
task that has Error or Canceled status.

Permits Onboarding (Transitions) Center users viewing
the new hire's steps and tasks to view the forms and PDF
documents that are part of the task. This permission is
useful for viewing the data that was entered in the fields
by the task assignees.

Provides external users with a simplified view to access
their assigned tasks (an alternative to the Onboarding
(Transitions) Center). The Response Center displays only
the users' open tasks. When completed, tasks are no
longer displayed in the task list in the Response Center.

Email messages do not require a specific variable to direct
users to the Response Center. The “{TransitionsURLs_
Para.TaskAccessURL}” field brings each assignee to
the appropriate place where he/she can complete

the assigned task. This means that a single message
template can be used for a task assigned to different
people: a candidate or a new hire, a Response Center
user and an Onboarding (Transitions) Center user.
Clicking the link displays the right page and the right
task to each type of user. Alternatively, a specific
message template can contain the “{TransitionsURLs_
Para.ResponseCenterURL}” field to ensure that people
are directed to the Response Center only. The people
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Description

must have Response Center permissions. (See Message
Template Key Concepts.)

Because Response Center users have simple needs,
other Onboarding (Transitions) permissions must

not be selected in addition to the "View and execute

my tasks in the Response Center (do not combine

with other permissions)" permission. Likewise, the
Response Center permission must not be selected for
other Onboarding (Transitions) Center users who have
other more substantial needs and consequently other
Onboarding (Transitions) permissions. If the "View and
execute my tasks in the Response Center (do not combine
with other permissions)" permission is selected along
with other Onboarding (Transitions) permissions, this can
cause a variety of problems for those users.

Onboarding (Transitions)-related permissions for the Recruiting Center are located at Configuration > [SmartOrg]

Administration > [Users] User Types > Recruiting > Other.

Category Onboarding (Transitions) Permission
Onboarding (Transitions) Initiate a prehire process for a candidate
Onboarding (Transitions) Cancel a prehire process in progress
Onboarding (Transitions) Initiate a new hire process for a new resource
Onboarding (Transitions) Cancel a new hire process in progress

Description

Enables Recruiting Center users to start a prehire process
for candidates when the latter reach a step configured for
such an action (in a candidate selection workflow).

Enables Recruiting Center users to cancel a prehire
process that was started and whose status is In Progress.

Enables Recruiting Center users to start a new hire
process for candidates when the latter reach a step
configured for such an action (in a candidate selection
workflow).

Enables Recruiting Center users to cancel a new hire
process that was started and whose status is In Progress.

An Onboarding (Transitions)-related permission for offers is located at Configuration > [SmartOrg] Administration >

[Users] User Types > Recruiting > Offers.

Category Onboarding (Transitions) Permission

General Extend offers electronically

Description

Enables Recruiting Center users to extend offers
electronically to candidates when the latter reach a step
configured for such an action (in a candidate selection
workflow). E-Offer processes can be started and canceled
from the Recruiting Center or using Taleo Connect.

An Onboarding (Transitions)-related permission for integration is located at Configuration > [SmartOrg] Administration

> [Users] User Types > Integration > Onboarding (Transitions).

ORACLE
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Category Onboarding (Transitions) Permission Description
Allow this user type to perform integration tasks Enables users to perform integration tasks related to

Onboarding (Transitions).

This permission should only be granted to people who
use Taleo Connect. It is a permission that can produce
unexpected results when it is granted to other users.
Take the case of users who have permissions required to
view only their processes and tasks. If the users are also
granted the "Allow this user type to perform integration
tasks" permission, they will be able to view everyone's
processes and tasks.

Organizations, Locations, Job Fields

Fundamental Data Structure: Organization-Location-Job Field
(OLF)

Oracle Taleo Enterprise Edition designed a data structure that enables each customer to customize Oracle Taleo
Enterprise Edition products such that they reflect how the customer does business. Oracle Taleo Enterprise Edition
defines each organization (customer) as a combination of three main elements: Organizations, Locations, Job Fields
(OLF). OLF is also referred to as contextualization.

Organization describes the hierarchical structure of an organization. Up to 20 organization levels can be created. The
system proposes the following organization structure, but other terms may be chosen to better reflect the hierarchical
structure of a company:

- Company

- Sector

- Department

- Division
Location represents a geographical area, such as a country or state. Locations are listed in a hierarchical order, from
the broadest geographical area (often a country) to increasingly specific areas (work location). Up to 5 location levels
can be created. Locations must be associated to Oracle Taleo Enterprise Edition network locations used for various

purposes, mainly integration with external systems, using a common and standard universal structure. Oracle Taleo
strongly recommends defining a zip code for the location. A common location structure is:

- Country

- State/Province
- Region

- City

« Work Location

Job Field represents the employment sectors or domains. Up to 4 job field levels can be created. Job fields must also
be mapped to the network job fields, again to have a common language with the external world, be for posting or

35
ORACLE



Oracle Taleo Enterprise Edition Chapter 4
Implementing Onboarding (Transitions) Central Configuration

integrations. This mapping also serves to inherit existing classification for competencies. The system proposes the
following job field structure, but other terms may be chosen to better reflect the structure of a company:

- Category

- Function

- Specialty
Contextualization, that is the Organization-Location-Job Field structure associated to an element, represents the
framework the application uses to organize, classify, link, match or search for information in the application. Although
Organization-Location-Job Field structures are configured with the help of an Oracle representative during the
implementation phase, modifications to structure elements can be done in maintenance mode at any time. It is possible

to customize the system to reflect a company's unique structure and make modifications to Organization-Location-Job
field elements in real time so that the data accounts for any changes in the structure.

Configuration
To manage organizations, locations and job fields in SmartOrg, the Manage foundation data permission is required.

User Type Permission Location

Manage foundation data Configuration > [SmartOrg] Administration > [Users] User Types > Configuration > Foundation Data

Operation Modes

Operation Mode
The operation mode can be changed for service, configuration, or implementation purposes.

Three operation modes are available:
- implementation
+ maintenance
- production

System administrators have the ability to switch to maintenance mode or production mode for each product individually
or for all. Products supported by the operation mode feature are:

- Recruiting
- Career Section
- Onboarding (Transitions)
For the above products, except the New Hire Portal, system administrators know the number of users using both the

product as well as the administrative area related to the product. Note that candidates/new hires who are doing their
Onboarding (Transitions) processes are logged into the Career Sections, not into the New Hire Portal.

Implementation Mode: The implementation mode is usually only for new customers or new zones (databases). It is
used during the initial configuration and implementation stages of the system. Once the implementation is completed,
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the implementation mode is no longer available to system administrators and a request must be made through Oracle
Support. In implementation mode, system administrators can:

- Create, delete and modify the Organization-Location-Job Field structure.

- Create, delete and modify levels in the Organization-Location-Job Field structure.

- Create, delete and modify elements in the Organization-Location-Job Field structure.
If Recruiting is in implementation mode, users cannot connect to the Remote Manager Experience.

f changes need to be made to the structure of the database after implementation, system administrators must contact
Oracle Support and request that the system be put back into implementation mode.

Maintenance Mode: The maintenance mode is a special administrative feature used to protect the integrity of the
database when editing Organizations, Locations, or Job Fields.

In maintenance mode, the application is inactive. All users, except system administrators, are logged out automatically.
The application displays a message to users as well as to candidates in Career Sections, indicating that the application is
in maintenance mode. If users are logged in and have not saved data they were entering, this data will be lost.

In maintenance mode, system administrators can:

- Delete departments, both via Integration and SmartOrg.

- Delete positions, both via Integration and SmartOrg.

- Import job positions via Integration.

- Modify the Organization-Location-Job Field structure, both via Integration and SmartOrg.

- Modify levels in the Organization-Location-Job Field structure, both via Integration and SmartOrg.

- Edit Organization, Location, and Job Field elements (Element Management), both via Integration and
SmartOrg.

There are no transactions in Onboarding (Transitions) or Performance that require the maintenance mode. If
Onboarding (Transitions) is in maintenance mode and a user is performing a Start Onboarding (Transitions) Process or a
Cancel Onboarding (Transitions) Process action from Recruiting, the transaction will still be scheduled to process.

If Recruiting is in maintenance mode, users can connect to the Remote Manager Experience.

Production Mode: In production mode, all users as well as guests, agents, and system administrators have access to
the application. In production mode, system administrators can:

- View structure elements for Organizations, Locations, and Job Fields.

- Save agencies, both via Integration and SmartOrg.

- Create and edit job templates.

- Select and view positions.

- Create and edit departments.
All tasks listed above can also be performed in maintenance mode and in implementation mode.

To import/export candidates (by Integration) and move candidates in the candidate selection workflow (by Integration),
the system must be in production mode.
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Modifying the Operation Mode

Before you start

The Manage Application Mode user type permission is required.
Configuration > Operation Modes

Here's what to do

1. In the Operation Modes page, click Edit.

2. In the Operation Mode Editor page, select the desired mode for each product, that is production or maintenance
mode.

3. Click Save.
Results:

The selected operation mode appears beside each product. If the system is put in Maintenance mode, users currently
logged will receive a message and will be logged out.

Release Notes Messages

Release Notes Message

A pop-up message containing new release information, system improvements, important messages and other
information can be displayed when users log into the product.

The same release notes message is displayed to users regardless of the product.

Once users are logged in, they can turn off the Release Notes message by selecting the Don't display this message again
option. The message will then reappear only when new release information or other important information is available
or if the users clear their browser cookies.

Configuring the Release Notes Message Feature

The configuration of the release notes feature consists of the following steps.

1. Creating the release notes message content.
2. Configuring configuration profiles to display release notes information when users access the application.

No default release notes message is provided with the product. A blank page is displayed unless the system
administrator decides to customize the page to present important information to users.
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Creating the Release Notes Message Content

Before you start

The Edit release notes user type permission is required.

Configuration > Release Notes

Here's what to do

1. In the Release Notes page, click Edit.

2. In the Release Notes Editor page, write the message. Apply formatting to the text to organize information, facilitate
readability and draw attention to particular passages.

3. Clear the "Do not display release note information" check box.
4. Specify the validity period of the message by indicating the period of time when the message will be displayed.
5. Click Save.

Release Notes - Permissions and Settings

The following permissions and settings are used for the release notes functionality.

User Type Permission Description Location
Edit release notes Allows users to edit the release notes message Configuration > [SmartOrg] Administration >
content in the Central Configuration menu. [Users] User Types > Configuration > Foundation
Data
Setting Description Default Value Location
Release Notes Displays the release note information when No Configuration > [SmartOrg] Administration
accessing the application. Once the system > [Users] Configuration Profiles

administrator has created the content of
the release notes message, the Release
Notes setting must be set to Yes in the
user's configuration profile.

Configuring Configuration Profiles to Display Release Notes
Information

Before you start
The Release Notes message must be created.

Configuration > [SmartOrg] Administration > Configuration Profiles
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Here's what to do

1. Click a configuration profile.
Click the Release Notes setting.
Click Edit.

Select Yes.

Click Save.

“ oA BN

Release Notes - Other Configuration Tasks

Editing the Release Notes Message

Before you start

The Edit release notes user type permission is required.

Configuration > Release Notes

Here's what to do

1. Click Edit.
2. Modify the fields as required.
3. Click Save.

Setting the Release Notes Message Validity Period

Before you start

The Edit release notes user type permission is required.

Configuration > Release Notes

Here's what to do

1. Click Edit.
2. Set the validity period with the Calendar icon.
3. Click Save.

What to do next

Chapter 4
Central Configuration

The release notes message is displayed to users when they sign in the application only for the determined period
provided the Do not display release note information is not selected and the Release Notes setting has been activated in

the user's configuration profile.

ORACLE
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Displaying the Release Notes Message

Before you start

The Edit release notes user type permission is required.

Configuration > Release Notes

Here's what to do

1. Click Edit.
2. Clear the Do not display release note information check box.
3. Click Save.

Hiding the Release Notes Message

Before you start

The Edit release notes user type permission is required.

Configuration > Release Notes

Here's what to do

1. Click Edit.
2. Select the Do not display release note information check box.
3. Click Save.

SmartOrg User Accounts and Transitions

SmartOrg User Account Creation When Process Started

Starting an Onboarding (Transitions) process for the first time for a candidate creates an associated user account in
SmartOrg.

It is important to note that the first time an Onboarding (Transitions) process is started for a candidate, a SmartOrg user
account of type Onboarding (Transitions) is created automatically unless the candidate already has an employee and/
or user account. This means that SmartOrg administrators as well as Recruiting Center users can access the associated
candidate information. A candidate who has an Onboarding (Transitions)-type SmartOrg account is not granted
automatically any permissions to use Oracle Taleo Enterprise Edition products and is not automatically considered

an employee of the organization. The candidate continues to log into the career section using his/her candidate
credentials as before and completes Onboarding (Transitions) tasks on the Tasks tab.

The information used to create the SmartOrg account comes from the candidate profile. The User Name value is
created as a concatenation of "tr", the Oracle Taleo Enterprise Edition candidate number and 4 system-generated
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characters, linked by underscores. In the following example, the SmartOrg user name is tr_1705185584_2m4X. The
candidate profile is unchanged and is linked to the SmartOrg user account (i.e. some fields are shared).

Candidate profile User account in SmartOrg

Configuration > SmartOrg Administration > User Accounts > User Acce
.

evere Fare st o o User Account - Fanie DeVilliers
[ | REQ-02 en-O1 (REQ-C' This page contains read-only information about the user account
DevVilliers, Fanie

A ow e & ¢

Job Submission ¥ | Aftachments

English = | Refresh

1705185584

0 Edit Personal Information | show | Eat
New

To be evaluated

Employee Information | snow | at
» 1. Prescreeninc

» 2. Screening I

Account Information | Hide | =it | | Generate Pas

If additional Onboarding (Transitions) processes are started for the candidate in the future, the original SmartOrg
account is used; no additional ones are created. An Onboarding (Transitions)-type SmartOrg user account can be
transformed into an employee of the organization if the administrator assigns OLF Organization or Location. This can
also be done through integration. An Onboarding (Transitions)-type SmartOrg user account can be transformed into
a user of the Oracle Taleo Enterprise Edition system if the administrator grants user types with permissions required
to use Oracle Taleo Enterprise Edition products. This can also be done through integration. When the user obtains

an Employee or Operator user account, the individual receives notification by email (provided such notification was
configured). Such users cease to be Onboarding (Transitions)-type users automatically and their user account is no
longer displayed if the Onboarding (Transitions) filter is used in User Accounts (see the following image). These changes
do not affect the individual's ability to view and complete their Onboarding (Transitions) tasks on the career section's
Tasks tab.

An Onboarding (Transitions) user account is not created if a process is started for candidates who already have a
SmartOrg user account (Onboarding (Transitions), Employee or Operator). Here are three examples:

- Former employees who therefore have an existing Employee or Operator user account in SmartOrg and who
are candidates hoping to return to the organization.

- A Taleo Connect HRMS feed can automatically create an association between candidates and Operator or
Employee user accounts.

- When Performance Management users of type Employee log in, they can be asked to confirm their existing
candidate account.

Onboarding (Transitions) user accounts cannot be created manually via SmartOrg or be imported into SmartOrg via
Taleo Connect. Existing Employee user accounts and Operator user accounts cannot be transformed into Onboarding
(Transitions) user accounts.

Because starting an Onboarding (Transitions) process for the first time for a candidate results in the creation of an
Onboarding (Transitions)-type user account in SmartOrg, customers should not be surprised if the number of accounts
in SmartOrg (Configuration > [SmartOrg] Administration > User Accounts) surpasses the number of employees in
SmartOrg.

42
ORACLE



Oracle Taleo Enterprise Edition Chapter 4
Implementing Onboarding (Transitions) Central Configuration

SmartOrg Onboarding (Transitions) User Account Administration

SmartOrg administrators can select the Onboarding (Transitions) user type on the User Accounts page in SmartOrg.
Onboarding (Transitions)-type users can be searched for, identified, and managed like other types of users (Operator
and Employee).

Impact in SmartOrg When There Are Duplicate Candidate Files and Onboarding (Transitions) Process is Started

Before starting an Onboarding (Transitions) process for a candidate, it is important that Recruiting Center users
ensure there is only one candidate file for the person. Performing a check for duplicates (More Actions list > Check for
Duplicates) enables Recruiting Center users to determine if a candidate created multiple candidate profiles. If more
than one candidate file is found for the person, Recruiting Center users are strongly encouraged to perform the Merge
Candidate Files action before starting an Onboarding (Transitions) process.

Starting an Onboarding (Transitions) process for a candidate results in the creation of a user account in SmartOrg
(assuming the candidate file is not already linked to a user account). Each person should have a single candidate file and
it should be linked to a single SmartOrg user account.

Suppose a candidate is hired using candidate file "A" and an Onboarding (Transitions) process is started. This action
results in the creation of a linked user account "A" in SmartOrg. Suppose the person later creates a second candidate
file “B” at the external career site and applies for a different job in the organization. If a Recruiting Center user does not
perform the Check for Duplicates action and starts an Onboarding (Transitions) process, an unnecessary user account
"B" is created in SmartOrg. These two conflicting user accounts can easily become problematic for integrations, Learn
accounts and single sign-on configurations.

In addition, the two user accounts cannot be merged and even the two candidate files cannot be merged because each
is associated with a distinct Onboarding (Transitions) process. (Please see Automatically Deleting Old Processes). Such
problematic situations can be avoided if Recruiting Center users perform the Check for Duplicates action and merge
candidate files that refer to the same person before starting an Onboarding (Transitions) process.

Single Sign-On
Single Sign-0On

Single Sign-On (SSO) enables users to log into Oracle Taleo Enterprise Edition applications using their corporate
credentials.

In an SSO environment, users are authenticated by an Identity Provider (e.g. OIF, ADFS) that is maintained by their
corporate IT department. Both employees and candidates who have access to internal career sections can use SSO to
access Oracle Taleo Enterprise Edition products. SSO cannot be used for external career sections.

Customers who want to use SSO can implement it themselves through the SSO configuration interface. Customers
perform easy configuration steps to enable and support one or more identity providers. The feature supports two flows
to authenticate users:

- Users are authenticated through their company portal, then they access Oracle Taleo Enterprise Edition
products through the portal (Identity Provider initiated flow).

- Users access the Oracle Taleo Enterprise Edition product URL directly and are redirected to their identity
provider for authentication (Service Provider initiated flow).
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Customers can configure the authentication request flows, and exit and error URLs for seamless integration with their
environment.

SSO setup requires:

- An Identity Provider with SAML 2.0 support.

- A user/candidate synchronization feed between the Identity Provider and Oracle Taleo Enterprise Edition. This
can be developed using Taleo Connect Client (TCC).

- A corporate portal (optional).

Information technology professionals (system administrators, implementation consultants, etc.) who are planning on
integrating Oracle Taleo Enterprise Edition with their corporate Single Sign-On (SS0) system should be familiar with:

- Oracle Taleo Enterprise Edition

« SAML 2.0 based SSO

- SSO Identity Provider (IdP) setup
- Taleo Connect Client (TCC)

SSO is only available for new customers or current customers who do not have an SSO setup in their zone. The SSO
configuration screens are unavailable to customers who already have an SSO setup in place.

|dentity Provider (IdP) and Service Provider

Single Sign-On (SS0O) in Oracle Taleo Enterprise Edition is accomplished through the use of SAML (version 2.0). SAML
provides a mechanism to exchange authentication and authorization data between two trusting entities.

In a generic SAML context, the entities are:

- The Asserting party (or SAML authority)
- The Relying party (or SAML requester)

In an SSO context, the Asserting party is the Identity Provider (IdP) and the Relying party is the Service Provider (SP).
The Identity Provider is the customer's SAML federation server (OIF, ADFS etc.) and the Service Provider is the Oracle
Taleo Enterprise Edition application.

A trust relationship is established between the Identity Provider and the Service Provider. The Service Provider trusts
the information received from the Identity Provider. The information sent is called the SAML assertion. It contains the
identity of the user that has been authenticated by the IdP. Upon receiving the assertion, Oracle grants the appropriate
level of access to resources, based on the identity of the user.

Metadata File

SSO is set up by exchanging metadata files between the Identity Provider (IdP) and the Service Provider (SP).

The SAML 2.0 metadata file format is supported. This metadata file contains information about each SSO entity (URLs,
protocols supported, certificates etc.). The IdP's metadata file can be imported into the SSO user interface. If any
changes are made to the IdP, the metadata file must be re-imported.
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Also, metadata files can be generated for the Oracle Taleo Enterprise Edition Service Providers (SmartOrg and Career
Section). These files must be imported into the IdP. A separate metadata file will be generated for each SP-IdP
combination. For example, if the customer has 2 IdPs, then up to 4 metadata files will be generated (2 for SmartOrg and
2 for Career section).

For an example of an Identity Provider metadata file, see Identity Provider Metadata Example.
For an example of a SmartOrg metadata file, see SmartOrg Metadata Example.

For an example of a career section Service Provider metadata file, see Career Section Metadata Example.

Single Sign-On Flows

There are two types of Single Sign-On flows: Identity Provider (IdP)-initiated and Service Provider (SP)-initiated.

Identity Provider (IdP)-initiated Flow

In the IdP-initiated flow, the user logs in first to the IdP. The person then requests access to the Service Provider
(SmartOrg or career section) — often through an SSO Portal. The Identity Provider will initiate an SSO connection to the
Oracle Taleo Enterprise Edition product and provide an assertion. The assertion contains the identity, attributes and
entitlements of the requesting user. Oracle will grant access to the user based on the assertion information.

The image represents an Identity Provider (IdP)-initiated flow.

Customer Environment (IdP) Taleo Environment (SP)
550 Assertion Taleo validates
assertion and retreves
User logs into the identity of
the Idp the user
User is granted

access to designated
products in Taleo

The IdP-initiated flow is the most commonly used configuration.
When SSO is configured, the IdP-initiated flow is activated by default.
Multiple IdPs are supported for IdP-initiated flows. Each IdP can redirect users to the Service Provider (SmartOrg and

career section). The Service Provider accepts request from each IdP as long as the IdP is properly defined.

Service Provider (SP)-initiated Flow
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In the Service Provider-initiated flow, the user accesses the Oracle Taleo Enterprise Edition product (SP) directly. For
example, this can be done by typing the URL of the zone in the browser. The Service Provider then redirects the user
to the Identity Provider. After authenticating the user, the IdP generates and sends an assertion back to the SP. The
assertion contains the identity, attributes and entitlements of the requesting user. Oracle grants access to the user
based on the assertion information.

The Challenge URL setting, depicted in the following illustration, is used to set up a Service Provider-initiated flow.

Customer Environment (IdP) Taleo Environment (SP)

Taleo redirects

user to idp
User acoess the for authentification
Taleo rone LIRL
S50 Reguests is sent
S50 Response
is sent with Taleo validates

assertion and retrives

User logs into the: :I:-nht-.- of
the ldp the user

unigue identifier

User is granted
access to designated
products in Taleo

The customer can choose to optionally activate SP-initiated flow as well.

For SP-initiated flow from SmartOrg, only one IdP can be configured. All SP-initiated requests from SmartOrg are
redirected to this IdP.

For SP-initiated flow from career sections, by default all requests are redirected to a single default IdP. However,
individual career sections can be set up to redirect requests to a different IdP.

The following illustration depicts a single Identity Provider, SmartOrg and single career section:
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SP Initiated
SmartOrg
IdP Initiated .
IdP-01
SP Initi
initiated Career Section

- Users can access both SmartOrg and the career section from the Idp (IdP-initiated flows).
- When users access SmartOrg directly, they are redirected to the IdP for authentication (SP-initiated flows).

- When users access the career section directly, they are redirected to the IdP for authentication (SP-initiated
flows).

Note: This is the most commonly used configuration.

The following illustration depicts an SSO setup with two Identity Providers, SmartOrg and three career sections:

SP Initiated
SmartOrg
IdP Initiated ' IdP Initiated
IdP-01 IdP-02
»
SP Initiated » Career Section
{ 1
Career Section SF Initiated

2

»  Career Section
3

-« Users can access both SmartOrg and each career section from the Idp-01 (IdP-initiated flows).
- Users can access both SmartOrg and each career section from the Idp-02 (IdP-initiated flows).

- When users access SmartOrg directly, they are redirected to the IdP-02 for authentication (SP-initiated flows).
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- When users access career section 1 directly, they are redirected to the IdP-01 for authentication (SP-initiated
flows).

- When users access career section 2 directly, they are redirected to the IdP-02 for authentication (SP-initiated
flows).

- When users access career section 3 directly, they are not redirected to any IdPs. Instead, they are prompted for
their credentials.

Note: This configuration is very rare.

Challenge, Error and Exit URLs

Challenge, Error and Exit URLs can be defined to configure the destination to which the user will be redirected under
various conditions.

One set of URLs can be configured for each SP (SmartOrg and career section). In addition, individual career sections can
have their own values for these URLs. These values will override the defaults for the career section SP.

Challenge URL
The Challenge URL setting defines the page where the user will be directed to present his credentials. There are two
options:

Default login page: Standard Oracle Taleo Enterprise Edition page. No redirection to the IdP.

- SP Initiated Servlet redirect: The user is redirected to the IdP's login page. This option must be selected to
enable SP initiated flows from SmartOrg and career section to the chosen IdP.
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Customer Environment (IdP) Taleo Environment (SP)

Taleo recognizes

- - that wser is
User access the not authenticated yet
Taleo zone URL
T
Redirects to dp Sent to Taleo Login
IdF's Login screen Taleo Login screen

Access to Taleo

Access to Taleo

Taleo Products

Error URL

The Error URL setting defines the page where the user will be directed when an SSO error occurs. It can be the default

Oracle Taleo Enterprise Edition error page or a custom page defined by the customer. Typical errors that would generate

an SSO error are:

- Locked user account

- Invalid Assertion (generic SSO response issue)

ORACLE
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Customer Environment (IdP) Taleo Environment (SP)
S50 error
S50 User occurs upon login
Client displayed error message Taleo error message
Custom Page Generic Page
Exit URL

This Exit URL setting defines where the Service Provider sends the user upon exiting the application. Three options are
available:

- Default exit page — Display the login screen

- Custom URL - Display a custom page defined by the customer

- No exit page — Display the exit screen
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Customer Environment (IdP) Taleo Envirecnment (SP)
550 User Successful Login

Wser clicks Sign Out

Custom exit

Default exit NO exit

Customer hosted
exit LIRL —

Certificate and Validation

A trust relationship is established between the IdP and the SP when both exchange their respective certificates.

All communications (SAML Request and Response) will be signed by the issuing party. The receiving party will use the
certificate to validate the received communication.

IdP Certificates

The IdP's certificate is usually available in its metadata file. The certificate will be automatically imported when the
metadata file is imported. After import, this certificate can be viewed and managed in the SSO interface. Certificates
can also be manually imported. The certificate can be associated to one or both Service Providers (SmartOrg and career
section). Each certificate will have a validity period defined by a start data and an end date.

Multiple certificates can be imported for an IdP. At least one has to be valid for SSO connections to be established.
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SP Certificates

The SP certificates are available through SP's metadata file. A separate certificate is generated for each SP-IdP
combination.

Validation

Upon receiving an assertion, each Service Provider performs the following validity checks.

- Signature — Validate that the assertion has been signed by the IdP.

- Timeout — Validate that the age of assertion has not exceeded a specified timeout period. The age is calculated
as the time difference between the moment the assertion was received (by the SP) and the moment the
assertion was issued (by the IdP). A timeout period of up to 30,000 milliseconds can be configured.

User Synchronization

The customer must configure synchronization of users between the Identity Provider(s) and Oracle Taleo Enterprise
Edition.

The IdP will identify the user (subject) in the assertion. This user identifier must also be stored in the system. Upon
receiving the assertion, Oracle extracts the user identifier from the assertion and then searches for the user in the
system. Upon finding a match, the appropriate privileges are granted to this user.

Taleo Connect Client (TCC) can be used to import the user identifier into Oracle Taleo Enterprise Edition. A TCC import
file can be created and scheduled for automatic import into Oracle Taleo Enterprise Edition. Both user and candidate
information must be updated. The following fields must be updated with the SSO user identifier:

Employee/Username (for SmartOrg Service Provider)
- Candidate/Credentials/SSOID (for career section Service Provider)
For information about TCC, please refer to the Taleo Connect Client documentation.
Users can also be created manually:

- SmartOrg users: Create the users manually through the SmartOrg interface.

Internal career sections: Use the career section SSO Configuration Wizard. See Career Section SSO
Configuration Wizard.

|dentity Provider Bindings
Identity provider bindings specify the IdP URLs that can be used to perform various SAML transactions.
These URLs will be used by the Oracle Taleo Enterprise Edition Service Providers. It is expected that some bindings will

be identical. The metadata file provides values for these bindings automatically, however, you can edit the values as
needed.
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|dentity Provider Trusted Certificates

Trusted certificates are needed to confirm the identity of Identity Providers. Each assertion received will be validated
against these certificates.

IdP certificates included in the metadata file are imported and displayed automatically. Certificates can also be imported
manually in the Identity Provider Trusted Certificates section. Certificates can be chosen to confirm the identity of
Identity Providers for SmartOrg, career sections or both. Afterward, each assertion received is validated against the
certificates.

Configuring Single Sign-On

Recommended SSO Implementation

Before you start

The Manage SSO configuration user type permission is required. (See: Granting Permission to Manage Single Sign-On
(550)).

It is recommended that you enable and test IdP initiated flows before enabling SP initiated flows. If both IdP and SP
initiated flows are enabled at the same time, you run the risk of completely locking out users due to incorrect SSO
configuration.

Here's what to do

1. Obtain the metadata file for the corporate Identity Provider from your IT department.
2. Register the Identity Provider in Oracle Taleo Enterprise Edition.
a. Decide which Service Providers (SmartOrg, career section or both) must be activated for this IdP.
b. Initially activate just IdP initiated flows.
c. Set up the exit and error URLs if necessary.
Export the Service Provider metadata files from Oracle Taleo Enterprise Edition.
Register the Service Providers in the IdP by importing the metadata files.
Synchronize SmartOrg SSO user identity (either using TCC or manually).
Test IdP initiated access to SmartOrg.
Activate SSO in one or more career sections.
Synchronize career section SSO identity (either using TCC or the career section SSO wizard).
. Test IdP initiated access to these career sections.
10. Activate SP initiated flows for the IdP.
11. Test SP initiated access to SmartOrg.
12. Test SP initiated access to career section.

0 ®NOo U AW
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Granting Permission to Manage Single Sign-On

Before you start

Configuration > [SmartOrg] Administration > User Types > (click user type) > Configuration > [Security
Management] Edit

Here's what to do

1. Click the check box next to Manage SSO Configuration.
2. Click Save.
Results:

Users who have the user type will be able to configure SSO.

Configuring an Identity Provider

Before you start

The Manage SSO configuration user type permission is required.

Configuration > SSO Configuration

Here's what to do

1. Next to Identity Provider Configuration, click Show.

2. Click Create.

3. SAML 2.0 is the only possible selection. Click Next.

4. In the Automated Identity Provider Information section, perform one of the following steps:

a. To upload an IdP metadata file, click Browse..., select the file and then click Upload.
b. Type a URL to the IdP metadata file in the corresponding field and click Retrieve.

The Display Name and Entity Id or issuer identity fields are filled automatically.

5. In the Manual Identity Provider Information section, complete the fields as needed.
o You can change the display name if you wish.
o Inthe Entity Id or issuer identity field, you can enter the identity of the user who was authenticated by the
IdP.

o The UserlD Type refers to the type of identifying information and currently "Loginname", the login name of
the user in the system, is the only type supported so ensure that "Loginname" is the value displayed.

o The User ID Attribute Name (XPath value) does not require a value.

6. Click Next.
7. In the Bindings section , complete the fields as needed and click Next.
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8. You can add certificates manually (in addition to the certificates imported automatically from the metadata file) by
clicking Add.

a. To specify that a certificate be used to confirm the identity of Identity Providers for SmartOrg, career
sections, or both, click the corresponding radio button.

b. Click Browse... and select a certificate file.
c. Click Save.
d. Click Next.

9. In the Authentication Settings section, you specify whether SAML requests issued by Oracle will be signed, whether
the signature of SAML responses received from the IdP will be validated, and the time period (30,000 milliseconds is
recommended) beyond which assertions will no longer be considered valid.

It is strongly recommended to have assertions validated (ensure that the Default SAML Signature check box is
selected).

a. If you want to change the default values, clear the Default SAML Signature check box and make your
selections.

b. Click Next.

10.1n the SmartOrg Configuration section, configure your SmartOrg Service Provider by making your selections. For
details regarding these settings, see SmartOrg Service Provider Settings and Challenge, Error and Exit URLs.

Note: If Default for SP Initiated Flow is set to Yes, it is important to also select Custom Exit Page URL and type a
Custom Exit Page URL in the corresponding field or leave the field empty.

11. Click Next.

12. In the Career Section Configuration section, configure your Career Service Provider by making your selections. For
details regarding these settings, see Career Section Service Provider Settings and Challenge, Error and Exit URLs.

13. Click Next.

The information headings are displayed. You can click Edit next to a heading to edit the corresponding information
as needed.

14.Click Finish to generate the metadata and certificates for the Service Providers (SmartOrg and Career Section).

If the Service Provider-initiated flow was enabled and the challenge URL was configured, the users will be redirected
to the IdP. SSO will fail, however, because the IdP is not yet configured. Because this can create a temporary lockout
situation, a direct URL is available to bypass SSO as necessary. See Bypassing Single Sign-0n.

SmartOrg Service Provider Settings

Setting Description
Default for SP Initiated Flow - Set this value to Yes if you want to enable Service Provider-initiated flow for the SmartOrg Service
Provider.

If the value Yes, this IdP will be the default for Service Provider-initiated flows to SmartOrg. All
Service Provider-initiated requests to SmartOrg will be redirected to this IdP.

If the value Yes and a different IdP was configured at a prior time, the IdP will no longer be the
default for Service Provider-initiated flows.

Challenge URL - Select Default Login Page if you want the general login page to be displayed.

Select SP Initiated Servlet redirect if you want to enable Service Provider-initiated flow for the
SmartOrg Service Provider. This selection will redirect SmartOrg login requests to the IdP for
authentication.
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Setting Description
Error URL - Your selection will determine whether users are redirected to the default error page or a custom

URL whenever an error occurs.

« If Custom Error Page URL is selected, you must specify a complete URL, e.g. http://
exit.corporate.com.

Exit URL - You can redirect users who quit the application to the default exit page or to a custom URL.

- If Custom Exit Page URL is selected, you must specify a complete URL, e.g. http://
exit.corporate.com.

« The Custom Exit Page URL field can also have an "empty value".

- Important - If Server Provider-initiated flow is enabled, type a Custom Exit Page URL or leave the
field empty. Do not use the default exit page option.

Execute Global Logout - Set this setting to Yes. When users log out, all open sessions with the Identity Provider will end.
This is the safest way to log out because it closes the connection to the IdP.

Career Section Service Provider Settings

Setting Description

Default for SP Initiated Flow - Set this value to Yes if you want to enable Service Provider-initiated flow for the Career Section
Service Provider.

- If the value is Yes, this |dP will be the default for Service Provider-initiated flows to Career Section.
All Service Provider-initiated requests to Career Section will be redirected to this IdP. Note: This
IdP can be overridden for individual career sections. See Configuring Career Sections Individually
for Service Provider-Initiated Access.

- If the value Yes and a different IdP was configured at a prior time, the IdP will no longer be the
default for Service Provider-initiated flows.

Challenge URL - Select Default Login Page if you want the general Oracle Taleo Enterprise Edition login page to be
displayed.

- Select SP Initiated Servlet redirect if you want to enable Service Provider-initiated flow for the
Career Section Service Provider. This selection will redirect Career Section login requests to the
IdP for authentication.

Error URL - Your selection will determine whether users are redirected to the default error page or a custom
URL whenever an error occurs.

- If Custom Error Page URL is selected, you must specify a complete URL, e.g. http://
exit.corporate.com.

Exit URL - You can redirect users who quit the application to the default exit page or to a custom URL.

- If Custom Exit Page URL is selected, you must specify a complete URL, e.g. http://
exit.corporate.com.

- The Custom Exit Page URL field can also have an "empty value".

- Important - If Server Provider-initiated flow is enabled, type a Custom Exit Page URL or leave the
field empty. Do not use the default exit page option.
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Exporting SmartOrg Service Provider Metadata Files

Before you start

Here's what to do

To download the metadata file associated with a SmartOrg Service Provider, go to: https://ZoneName/smartorg/sp/
metadata.jss?target=EntityID, replacing ZoneName by your Oracle Taleo Enterprise Edition zone name, and replacing
EntitylD by the Entity ID value imported from the IdP metadata file.

The Entity ID value is displayed in the Identity Provider Information section for the Identity Provider.

Registering Service Providers (SmartOrg and Career Section) in
the IdP

The metadata files exported in previous steps can be imported into your IdP system (OIF, ADFS etc.). You should set up
a single Service Provider for SmartOrg and a single, different Service Provider for Career Section.

See Configuring Oracle Identity Federation for an example of how to set up Service Providers in Oracle Identity
Federation (OIF).

Deleting an Identity Provider

Before you start

The Manage SSO configuration user type permission is required.

Ensure that all SSO flows are disabled before deleting an IdP. The IdP to be deleted should not be the default for any
Service Provder-initiated flows.

Configuration > SSO Configuration
Here's what to do

1. Next to Identity Provider Configuration, click Show.
2. Click the Delete that corresponds to the Identity Provider you want to delete.
3. Click Yes.

Adding an |dP Trusted Certificate to an Identity Provider

Before you start

The Manage SSO configuration user type permission is required.
Configuration > SSO Configuration

Here's what to do

1. Next to Identity Provider Configuration, click Show.
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Click the IdP to which you want to add a trusted certificate.

Next to Identity Provider Trusted Certificates, click Edit.

Click Add.

To indicate what the certificate will be used for, select the appropriate radio button.
The certificate is typically used for both SmartOrg and career sections.

Click Browse... and select the certificate file.

7. Click Save.

M oA BN

o

Deleting an IdP Trusted Certificate from an Identity Provider

Before you start

The Manage SSO configuration user type permission is required.

Configuration > SSO Configuration

Here's what to do

Next to Identity Provider Configuration, click Show.

Click the IdP you want to remove a trusted certificate from.

Next to Identity Provider Trusted Certificates, click Edit.

Locate the trusted certificate you want to delete and click the corresponding Delete.

Click Yes.
Click Save.

ou AN R

Configuring Career Sections Individually for Service Provider-
Initiated Access

Before you start

The Manage SSO configuration user type permission is required.
Configuration > SSO Configuration

Here's what to do

1. Next to SP Initiated Access for Career Sections, click Show.

The screen displays the internal career sections enabled for SSO. For each career section associated with a specific
IdP, the latter is displayed. If no IdP is displayed, this indicates that the career section users will be redirected to the
default service provider.

2. Locate the career section with which you want to associate an IdP and click the corresponding Configure.
3. Select the IdP to which the career section users will be redirected.

The Challenge, Error and Exit URL settings are selected automatically based on the IdP selected. For more
information on these settings, see Career Section Service Provider Settings. You can change these settings as
needed.
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Displaying SSO-protected URLs

Before you start

The Manage SSO configuration user type permission is required.
Configuration > SSO Configuration

Here's what to do

Next to SSO Protected URLSs, click Show.
System administrators can embed these URLs within their corporate SSO portals.

Bypassing Single Sign-On

1. Copy the following URL and replace the three occurrences of "ZoneURL" with your zone information (e.g.
xyz.taleo.net):

https://ZoneURL /smartorg/iam/accessmanagement/login.jsf?redirectionURI=https%3A%2F %2F
ZoneURL%2Fsmartorg%2Fsmartorg%2Fcommon%2Ftoc.jsf%3Flang%3Den& TARGET=https%3A%2F
%2FZoneURL%2Fsmartorg%2Fsmartorg%2Fcommon%2Ftoc.jsf%3Flang%3Den

2. Paste the edited URL into your Internet browser.

Direct access to Oracle Taleo Enterprise Edition is typically used by system administrators to diagnose SSO
configuration issues.

3. Enter your Oracle Taleo Enterprise Edition user name and password (not the IdP credentials).
Results:

You are logged into Oracle Taleo Enterprise Edition directly, bypassing Single Sign-On.

Career Section SSO Configuration Wizard
The Single Sign-On wizard enables internal candidates to link a candidate account to their SSO user identifier.

This method can be used instead of running a Taleo Connect-based integration feed to populate the SSO user identifier
in the candidate account.

If the wizard is enabled, the first time that internal candidates log into an internal career section through their Single
Sign-On portal, they are prompted to associate their SSO user identifier (profile) with a candidate account. The users
can either create a new candidate account or use an existing account. Upon successfully logging in using the candidate
account credentials, the SSO user identifier is associated with this candidate account by the Single Sign-On wizard. This
operation has to be performed only once. The user will be automatically authenticated in the internal career section for
subsequent logins.
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|dentity Provider Metadata Example

This is an example of an IdP metadata file.
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<dsig:HE5035ub]jectlame *CH=ade-£fapl 067 —idm. oracledemns. com OIF Encryption
Certificate</dsig:X5035ubjectiame >
< /d=ig:-H509Data>
< /dsig:KeyInfor
<md:EncryptionMethod Rlgorithre="http://vww.wl.org/2001/04/snlencfrsa-1 5" />
<md:EncryptionMethod Algorithm="http:// fvww_.w3i_ org/f2001/04/xmlenciaeslZB-—chbe™ />
<md:EncryptionMethod Algorithm="http://fvww_.wi_ org/2001/04/xmlencfaeslSZ-cha™ />
<md:EncryptionMethod Algorithm="http:// fvww_.w3i_ org/f2001/04/xmlencfaesise—che™ />
<“md:EncryptionMethod Algorithm="http:// fvww.w3i. org/2001/04/xmlencitripledes—che™ />
< /md :EeyDescriptor>
“md:ArtifactResolutionService Binding="urn:oasis:names:tc:SAML: 2.0 :bindings : S0RD™
Location="https://adc-fapl0&T-idm _oracledemos com/ fed/idp/ soap” index="1" isDefaul t="true" />
<md: SinglelogoutService Binding="urm:oasis:names: tc:5AML:Z2 _0O:bindings:HITP-DBOST™
Location="https://adc-fapl0&T-idm _oracledemos  com/ fed/idp/ samlvi0™ Responselocation="https://adec-
faplleT-idm.oracledemos .cony fed/idp/samlvi0™ />
<md: S5inglelogoutService Binding="urm:ocasis-names: tc:58ML:Z2 _O:bindings-HITP-Redirect™
Location="https://adc-fapll&T-idm.oracledemos .comy/ fed/idp/ samlvi0™ Responselocation="https://fadc-
fapl0eT-idm_oracledemos  com/ fed/idp/=amlvi0™ />
<md:NameIDFormat>urn:oasis names:te: SEML: 1. 1:nameid-format semailbddress</md :Name INFormat >
<md:-NHameIDFormat*urn-oasis tnames:-te: SAML: 1.1 nameid-format -unspeci fied</md:- HNameI DFo rmat>
<md: SingleSigndnService Binding="urm:oasis:names: tc: 5BML:Z2 _0:bindings:HITP-BOST™
Location="https://adc-£fapll&T-idm_oracledemos  com/ fed/idp/ samlvi0™ />
<md: SingleSigndnService Binding="urm:oasis:names: tc: 5ML:Z2 _O:bindings:HITP-Bedirect™
Location="https://adc-£fapll&T-idm_oracledemos  com/ fed/idp/ samlvi0™ />
</md :ITDPS500escriptor >
</md :Entitylescriptor®

SmartOrg Metadata Example

This is an example of a metadata file for SmartOrg.
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<md:EntityDescriptor entityID="http://zlbhawlrsvi.hcm.taleccloud.net/smartorg™
validUntil="2016-05-26T14:54:16.2835Z">
<md:5P550Descriptor AuthnBequestaSigned="true"™ WantisserticnaSigned="true"
protocolSupportEnumeration="urn:casis:names:tc:5AML:1.1:protocel
urn:cadis:namea:to:SEAML:Z. O:protocol™>
<md:KeyDeacriptor use="gsigning">
<ds:KeyInfo>
<ds:KeyName>5SP 550 Key</da:KeyName>
<ds:¥509%0ata>
<d3:¥50%Certificate>MITICTz0CAL ygRWI BAQI T AyVme cMLSc BwD0Y JEoZ I hwcH AQELB QAWFDERMBE GRITUECHMST 3
Jh¥2xl IENwcnBvemFOaW SuMO0wCwYDVOOLEwWROcm 9kMO4 wDAYDVOODEWVI YW x1bz ReFwl xNTRAL M cxN DUO
MTZaFwlxNjAIMiYxNDUOMTZaMDwxGzA ZBgNVELCTE k9vYWN3ZSEDb3Jwb3JhdGlvb JENMA aGR1UE
CxMEUHIwEIDED zawGRA 1 TEAXMFVEFaZWa wgZ 8w DY JE o Z Thw cHAQEBBOADgY 0AM IGJA oGBAN DEFVRH S
Pi+4EidmhinalhdSbhbdpinsxThecltcd zST+KAETBSwmSadC3s0AKy VLY JZENLCOgU P=0C+ L¥ndYn
a+U5TgUp0r3H0] £0GLOVLEEGSc Ewshl PLwh/ nLG63 A0k 9k uMBiCulluL skGYK I jtg3H+cl 9hNO5 g
cTUS0su 1NQU/ AgMBA LG X JBcMF o0 Ca GRAQUF BWwEBEE4wTDEBEEma ZBgEFBOcwA Y Y+a HROcHMEL 3 &
MIVhdZxyc3¥yLohjbS50YWxlb2 NabiVkLmsl dC9zbWFydG 9vZy IvY S NWwLIN0YXR1cySgoiMwDOY J
KoZIlhweNAOELBOADg YEASOMI 35Nkrfelmbas 0gled OMSPS Sv1WGUSTWs YoWLS Egzfei JWwpPeig]
GnrESel dwpxp /gf3z 2xEuCO0IhL+Engz 20albvZIHARnoKA rBukd tWVoWVe S9YEB X6 TVELMLPOTegSY
IPMFAYs £CzC0TbKxE /d2/ 0rG6dVAL 4 relai Plw=< /d3:¥509Certificate>
<d3:¥509I3suerSerials>
<da:¥509IaguerName>CHN=Talec, OU=Prod, O=0racle Corporation</ds:X509I3suerMame>
<d3:¥5095erialNumber>226700441718311375< /d3:X509%5e rialNumber >
</ds:¥508Is3uerSerial>
</ds:¥X5080atax
</da:KeyInfox
</md:KeyDeacriptor>
<md:SingleLogoutService Binding="urn:casis:names:tc:SAML:2.0:bindings :HTTP-POST™
Location="http3a:// /zl5awlravi.hcm.taleccloud.net/smartorg/Saml iasertionConaumerService.
jaa”
Respocnselocaticon="https://zl5awlrasvi .hcm. taleccleoud .net/ smartorg/ iam/accessmanagement /
global Logout . j3f? lang=en™/ >
<md:NameIDFormat>urn:casig:names:te:5AML:1.ltnameid-format:unspecified</md :Name IDFormat >
<md:AsgerticnConsumerService Binding="urn:casis:inames:tc:SAML:2. 0:bindings:HITP-POST™
Locaticon="httpsa://zl5awlrsvi.hcm.taleccloud.net/smarterg/Saml AssertionConsumerService .
jaa™ index="0" isDefault="true" />
<md:AsgerticnConsumerService Binding="urn:casis:names:tc:5AML:1.0:profiles:browser-poat”™
Locaticon="httpsa://zl5awlrsvi.hcm.taleccloud.net/smarterg/Saml AssertionConsumerService .
jaa™ index="1"/>
<md:AsgerticnConsumerService Binding="urn:casis:names:tc:5aML:Z.0:bindings::HITP-Bedirect”™
Locaticon="httpsa://zl5awlrsvi.hcm.taleccloud.net/smarterg/Saml AssertionConsumerService .
jaa"™ index="2"/>
</md: 3P550Descriptor>
<md:0rganization>
<md:0rganizaticnName xml:lang="en">0racle</md:0rganizaticnName>
<md:0rganizaticnDisplayName xml:lang="en">0racle</md:0rganizationDisplayName:>
<md:0rganizaticonUBL xml:lang="en">http:/ /www.oracle.com<,/md: OrganizaticnlUBL>
</md:0rganization>
</md:EntityDeacriptor>

Career Section Metadata Example

This is an example of a metadata file for Career Section.
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<md:EntityDescriptor entityID="http://zlbawlravi.hcm.taleccloud.net/careersection™
validUntil="2016-05-26T14:54:16.000Z">
<md:5P550Descriptor AuthnReguestaSigned="true"™ WantisserticnaSigned="true"
protocolSupportEnumeration="urn:casis:names:tc:5AML:1.1:protocel
urn:cadis:namea:to:SEAML:Z. O:protocol™>
<md:KeyDeacriptor use="gsigning">
<ds:KeyInfo>
<da:KevyName»5SP 550 Kevy</da:KeyName>
<ds:¥509%0ata>
<d3:¥50%Certificate>MITICTz0CAL ygRWI BAQI T TERCZ 22 802 wwDDY JEoZ I hwvcH AQELB QAWFDERMBE GRITECHMST 3
Jh¥2xl IENwcnBvemFOaW SuMO0wCwYDVOOLEwWROcm 9kMO4 wDAYDVOODEWVI YW x1bz ReFwl xNTRAL M cxN DUO
MTZaFwlxNjAIM]YxNDUOMTZaMDwxGzA ZBgNVELCTE krvYWN3ZSEDb3Jwb3JhdGlvb JENMA aGRI1UE
CHxMETHIwZDEOMRAWGA 1 TEAXMEVEFaZWa wgZ 8wDOY JK o Z Thw cHAQEBEOAD gY 0AM T GJACGBAT 1YGi¥n
UEicY¥1l19Rfgd Scg2XldjpzZ4zdgdVnL4d9KYd+Th £ZhNJ00Ewa fCuFqwol T Emroe 8w 4 1 2PME
fulbFDi KekQoWIyTRAgED caBp3nkheZ JHHEx 9ycLgogPzVabduwh] im¥VixUd 9g6eP SwEgt +N4gFE v
¥RIVDzI JeREvAgGMBA LG X JBcMF ozCCaGRAOUF BWwEBEE4wTDEBEEgg rEgEF BOcwA Y Y+a HROcHMELy3 &
MIVhdZxyc3¥yLohjbS50YWxlb2 NabiVkLmsl dC9zbWFydG 9vZy IvY S NWwLIN0YXR1cySgoiMwDOY J
KoZIhweNROELBOADgYERBTijJ) gorOW1gd3) eCERE 1GY9UTEGAh+mplU/ 2R6qPvkil 04bEv toungn
SZ9Wzf1U59k04giexMh5Yalg/eUTgZ2nVucASveipl/zBTC94F9 94wHUACALI vEN+1 Ai 26 YOTHv H
gO3+¥Gb1jdjgEsMe T xi/502uriefPk0d4VwynHY=</d3:¥509Certifi cate>
<d3:¥509I3suerSerials>
<da:¥509IaguerName>CHN=Talec, OU=Prod, O=0racle Corporation</ds:X509I3suerMame>
<d3:¥5095erialNumber>5599173247913206636</d3: ¥5095erial Numbe r>»
</ds:¥508Is3uerSerial>
</ds:¥X5080atax
</da:KeyInfox
</md:KeyDeacriptor>
<md:SingleLogoutService Binding="urn:casis:names:tc:SAML:2.0:bindings :HTTP-POST™
Location="http3a://zl5awlravi.hcm.taleccloud.net/careersection/SamliaserticnConsumerSer
vice.jaa"
Respocnselocaticon="https://zl5awlrsvi .hcm. taleccleoud .net/careersecticon/iam/acocessmanage
ment/globalLogout . jsf?lang=en™/>
<md:NameIDFormat>urn:casig:names:te:5AML:1.ltnameid-format:unspecified</md :Name IDFormat >
<md:AsgerticnConsumerService Binding="urn:casis:inames:tc:SAML:2. 0:bindings:HITP-POST™
Location="httpa://zl5awlravi.hem.taleccloud.net/careersection/SamlAasertionConsumerSer
vice.jas"™ index="0" isgDefault="true"™ />
<md:AsgerticnConsumerService Binding="urn:casis:names:tc:5AML:1.0:profiles:browser-poat”™
Locaticon="https://zl5awlravi.hcm.taleccloud.net/careersection/SamlAsserticnConsumerSer
vice.jaa"™ index="1"/>
<md:AsgerticnConsumerService Binding="urn:casis:inames:tc:SaML:2. 0:bindings:HITP-Bedirect”™
Locaticon="https://zl5awlravi.hcm.taleccloud.net/careersection/SamlisserticnConsumerSer
vice.jga"™ index="2"/>
</md: 3P550Descriptor>
<md:0rganization>
<md:0rganizaticnName xml:lang="en">0racle</md:0rganizaticnName>
<md:0rganizaticnDisplayName xml:lang="en">0racle</md:0rganizationDisplayName:>
<md:0rganizaticonUBL xml:lang="en">http:/ /www.oracle.com<,/md: OrganizaticnlUBL>
</md:0rganization>
</md:EntityDeacriptor>

Configuring Oracle Identity Federation

Before you start

Here's what to do

1. To register SmartOrg and career sections, begin by logging into Fusion Middleware's Enterprise Manager.
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Locate the OIF instance and click it.
Click Oracle Identity Federation.
Click Administration.
Click Federation.
Click Add.

a. Click Choose File.

Do not change the displayed values.

oA WN

. Browse to the location where the user saved the SmartOrg metadata and upload the metadata to OIF.
c. Click OK.
7. Select the federation you created and click Edit.
8. Click the Oracle Identity Federation Settings tab.
9. Click the icon to the left of the Identity Provider/Authority Settings section to display the section.
10.In the Identity Provider/Authority Settings section:
a. Set the Default SSO Response Binding to: HTTP POST.
b. Select the check box next to Response with Assertion — SOAP.
c. Select the check box next to Response with Assertion — HTTP POST.
d. Click Apply.
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5 Onboarding (Transitions) and Career
Sections

Onboarding (Transitions) Tasks in Career Sections

If Onboarding (Transitions) is enabled in your organization and a Recruiting Center user starts a process for someone,
the candidate or employee can view on the career section Tasks tab the tasks he or she has to perform. The tab is
displayed in every career section to which the person has access.

The Tasks tab is divided into two sections. The left panel displays the list of tasks assigned to a person. When clicking a
task in the left panel, the information associated with the selected task is displayed in the right panel. The "information"
might be forms to be completed, links to PDF documents, electronic offers, email correspondence, rich content tasks
that can include images and links and provide information about almost anything (a welcome message, documents
about policies within the organization, the specific job and work the new hire will perform, volunteer opportunities, the
campus where the person will be working, etc.).

Display of the Tasks tab in the career section

All career sections that a person can access display the Tasks tab while a process is in progress. This includes internal
and external career sections, and Onboarding(Transitions)-only career sections. The Tasks tab cannot be "turned off".
The standard email inviting the candidates to perform their assigned tasks is configured such that it directs them to an
external career section before they are hired, and directs candidates to an internal career section once they are hired
and become employees.

To log into a career section, candidates usually have to provide the user name and password they created while applying
for a job for the first at any of the organization's career sections. Separate, different credentials are not required to
access the Tasks tab and view the assigned Onboarding (Transitions) tasks. If Single Sign-On (SSO) was enabled for the
organization (through a consulting engagement), the login page is not displayed and candidates can access the career
section as usual.

As soon as the first task in a process gets assigned to the candidate/new hire, the Tasks tab appears on the person's
career sections. Processes that are running but have not yet assigned any tasks to the candidate/new hire are not
accessible on the career sections. As soon as the last task in a process gets completed and the process reaches 100%
Complete, then all of these tasks cease to be accessible on the career sections. If there are no other Onboarding
(Transitions) processes running at this time, the Tasks tab disappears. Note that several Onboarding (Transitions)
processes can be running for the same person, for example for different requisitions, or for one Pre-Hire process and
one New Hire process for the same requisition.

Note that the tab label "Tasks" can be changed, like any text in any career section. This can be useful for instance for
career sections that have only Offboarding tasks.

In addition, a separate career section can be configured which only contains the Tasks tab. See Onboarding
(Transitions)-only Career Section.

I Note: Note that SSO is not supported with this type of career section.
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Accessing tasks in the career section

Candidates/employees can click the Tasks tab while in the career section.

- If one process is running with at least one In Progress task, they land on that task. If the process has more than
one In Progress task, they land on the first In Progress task.

- If one process is running but all the tasks currently assigned to the candidate are Complete, they land on the
first Complete task.

- If more than one process is running, they land on a page that lists each running process. The name of the
process is displayed, there is a graphic of how many tasks are complete out of the total tasks, and candidates
can click the tasks of each process.

Candidates/employees can also receive an email message containing a link to the specific task or to their Tasks tab (and
hence to all their tasks).

Completing tasks

If candidates, new hires or employees arrived at the task after clicking the Tasks tab or after clicking the URL in the email
they received, the system will automatically show them the next In Progress task after they complete/submit a task. If
there is no In Progress task after this one, and if the process is still not 100% complete, the system will bring them back
to the first Completed task.

If candidates/employees arrived at the task by clicking on its name in the left-hand side of the Tasks tab, then the
system will remain on the current task after they click to complete it. They can now choose to click another task name in
the list at the left-hand side of the page.

If this was the last task and its completion caused the overall process to reach 100% Complete, with no additional tasks
waiting for any other assignees, then this process will disappear from the career section. The candidates, new hires or
employees can no longer access any completed tasks nor PDF documents or reference links within that process. If there
are no other Onboarding (Transitions) processes running for this candidate, then the Tasks tab will disappear. Each task
gets completed in its own way:

- User-defined form task: The person reads the instructions or other text; clicks any links to visit any resources
or sites; reviews or updates the data in any fields, especially the mandatory required fields; provides any E-
Signature that is required; visits the Learn page from the URL if any is configured in the form; clicks the Submit
button when done. Note that there is no option to save a partially-completed form; any changes that are made
in the form are lost if they are not submitted.

- Document task: The only information shown on the right panel of the Tasks tab is the name of the PDF
document. When the person clicks the name of the document, the browser opens the PDF in a new tab,
depending on the browser version and settings. This PDF can contain personalized information due to any
variables that it contains. By clicking to open the PDF, the person has automatically changed this task's status
to Completed; there is no additional button to click.

- Correspondence task: The person can open and view the email message sent to him/her. The Send
Correspondence type of task is automatically in status Completed from the moment it appears; there is no
way for the candidate to mark it complete. The email message is a copy of what was emailed by the Send
Correspondence type of task. Any additional reminders or notifications for any other tasks are not displayed
here; those emails only go to the selected email address of the candidate. Also, this is not related to the Secure
Message Center where Recruiting's messages can be displayed, for zones that have configured this feature.

- Content Page task: The person can read the content and can also access any links or resources that are
embedded within the content. Some organizations may find that the history tracking for task completion
provides a sufficient audit mechanism, so that using separate forms to gather E-Signatures is not necessary.
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- External Service task: This is a correspondence task configured to provide partner-related information. It may
contain a URL to visit the partner so that the candidate can perform any necessary actions, or it may simply
contain partner data and updates. This task appears in the status "In Progress", and there is no button/way to
mark this task as complete. When the overall partner communication is completed and the final results have
been sent from the partner back to the system, this task is automatically completed.

Configuration of the Tasks tab

For the Tasks tab to be displayed in career sections, the Onboarding (Transitions) administrator must configure an
Onboarding (Transitions) process and assign tasks to the New Hire role. When the process starts and a task is assigned
to the new hire, the new hire sees the Tasks tab in the career section. There is no configuration to be done in the Career
Section Administration menu to make the Tasks tab appear.

The Tasks tab must share the same theme, branding and colors as the rest of the career section. This provides a look
and feel that is familiar to people who visited the career section as a candidate and return to perform other tasks while
employed at your organization.

Just like any other career section, it is always possible for the Career Section administrator to select one place in each
career section that will be the default landing page for candidates after they log in.

Onboarding (Transitions)-only Career Section

The Onboarding (Transitions) career section type is for career sections whose purpose is to display only tasks assigned
to candidates or employees without job search capabilities.

Career sections of this type contain a single tab called "Tasks" where candidates or employees can complete their tasks.
No job-related information such as the Job Search tab, the My Jobpage tab, job lists or application flows is available.

Dedicated Onboarding (Transitions)-only career sections are ideal if you want to create distinct career sections for
specific purposes and audiences. You can create dedicated Onboarding (Transitions) career sections for onboarding,
"pre-boarding", promotion, relocation, offboarding or other purposes. Each one can have a theme, branding and

colors that are different from your other career sections and you can rename labels if desired. A dedicated Onboarding
(Transitions) career section for offboarding processes, for example, could have a unique theme, branding and colors and
you could change the default tab name "Tasks" to "Offboarding".

To create this type of career section, the Onboarding Portal career section type must be selected in the career section
properties. By default, the Tasks tab is displayed. The My Account and Access Management career portal pages

are enabled by default; the other career portal pages cannot be turned on. For details, see Building an Onboarding
(Transitions)-only Career Section.

The email messages must be configured such that the link they include is not the
{TransitionsURLs_Para.TaskAccessURL} variable but instead, a specific URL of a dedicated Onboarding (Transitions)-
only career section. This ensures that the candidates or employees who receive an invitation will be directed to the
Onboarding (Transitions)-only career section with their assigned tasks. In addition, Career Section administrators
should always assign a high sequence number to Onboarding (Transitions)-only career sections (see "Defining the
Sequence of Career Sections" in the Oracle Taleo Enterprise Edition Configuration Guide for Career Section ). Why? The
{TransitionsURLs_Para.TaskAccessURL} variable for "standard" career sections directs candidates and employees to
their tasks at the appropriate career section with the lowest sequence number. By assigning a high sequence number
to each Onboarding (Transitions)-only career section, Career Section administrators ensure that candidates and
employees who should be directed to a "standard" career section (to search for jobs, for example) will not be directed to
an Onboarding (Transitions)-only career section.
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Building an Onboarding (Transitions)-only Career
Section

The building of an Onboarding (Transitions)-only career section consists of the following steps. The step-by-step
process on how to configure each of these step is available in the Career Section Configuration Guide.

10.

. Creating a branding file (optional): It is recommended to place custom information only at the top and bottom

of the browser page. The Tasks tab contains a task list on the left, which means that less horizontal space is
available for displaying forms, content, and other Onboarding (Transitions) tasks. Adding a navigation pane or
margins to the left or right side of the career section is not recommended because such configurations would
result in a narrow space for displaying forms, content and other tasks.

Creating a privacy agreement: Note that the other types of statement (E-Signature, Background Check Consent,
Diversity) are not relevant to the Onboarding (Transitions)-only career section. The privacy agreement must be
associated with the Onboarding portal career section type.

Creating a theme (optional).

Configuring security options for career sections: Security options can be configured specifically for the
Onboarding (Transitions)-only career section.

Defining the properties of the career section.

Configuring career portal pages: The My Account and Access Management career portal pages are enabled by
default; configure the properties as desired. The other career portal pages cannot be turned on.

Changing the label of the Tasks tab (optional): For example, if the Onboarding (Transitions)-only career section
was used for offboarding, you could rename the tab Offboarding.

Enabling the Activate SSL encryption setting to ensure data sent from the candidate to the server is
encrypted. (Career Sections > click the portal career section > Security Settings).

Enabling the career section.

Creating an Onboarding (Transitions) message template (in the Onboarding (Transitions) Administration menu)
and including the Onboarding (Transitions) portal URL that will direct candidates, new hires or employees to
the Onboarding portal. The URL is available under Career Sections > (click the portal career section) > Career
Section URL > Show). Do not use the standard variable {TransitionsURLs_Para.TaskAccessURL}.

Onboarding (Transitions)-only Career Section Properties

Element Description

General

Code The code must be unique
Name The name must be unique.
Description A brief description of the Career

Section.
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Element

Type

Sequence

Display the link allowing to
deactivate the account in the My
account page

Authentication Privacy Agreement

Name

Display the authentication privacy
agreement before

Corporate Brand

Name

Theme

Name

ORACLE

Description

Select Onboarding Portal.

The sequence is the order in which
the Career Sections are used by the
system to evaluate on which Career
Section to redirect a candidate
coming from a job specific URL.
For Onboarding (Transitions)-only
career section, make sure to put
the Onboarding (Transitions)-only
career section last in the sequence
to avoid people landing on this
career section by mistake.

Displays the Deactivate link in the
My Account page. Candidates
can click the link to disable their
account. This can be useful if the
My Account career portal page

is enabled in the Onboarding
(Transitions)-only career section.

In the Name list, select the privacy
agreement you created for the
Onboarding (Transitions)-only
career section.

Specify where the privacy
agreement will appear in the career
section. Possible options are before
the Login page or the Registration
page.

Corporate brand that will appear in
the Onboarding (Transitions)-only
career section.

Theme that will appear in the
Onboarding (Transitions)-only
career section.

Chapter 5
Onboarding (Transitions) and Career Sections
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6 Fields and Selections

Data Sharing Between Recruiting and Onboarding
(Transitions)

Most fields are shared by Recruiting and Onboarding (Transitions).

Candidate-related fields, whether standard or user-defined, are shared by Recruiting and Onboarding (Transitions).
A change to candidate information on the Recruiting side or on the Onboarding (Transitions) side is immediately and
automatically reflected in the other product. This includes cases where:

- Candidates update candidate-related fields in their job submissions in career sections.
- Candidates update candidate-related fields while performing tasks on the career section Tasks tab.
Recruiting Center users make changes to candidate or job submission fields.

- Onboarding (Transitions) Center users such as hiring managers update candidate-related fields while executing
form tasks.

- Taleo Connect updates candidate-related fields.

A second group consists of standard and user-defined fields of type Offer, Requisition and Department. If these fields
are edited by candidates (e.g. during a job submission), by Recruiting users or via Taleo Connect, the new value is
displayed immediately in Recruiting, on the candidate's Tasks tab in career sections, and in Onboarding (Transitions).
Fields in this group cannot be edited in Onboarding (Transitions) however.

A third group of fields is specific to Onboarding (Transitions), therefore, not shared with Recruiting. If the fields are part
of task, they can be updated by candidates on the Tasks tab. They can be updated by Onboarding (Transitions) Center
users or via Taleo Connect. They are not displayed and cannot be updated through job submissions or through the
Recruiting Center. Fields specific to Onboarding (Transitions) are:

Information about Onboarding (Transitions) processes and tasks, their statuses and completions.

- Onboarding (Transitions) process standard fields. They can be displayed and updated on any assigned
onboarding form for any Onboarding (Transitions) assignee but they cannot be used in Recruiting, either by
candidates or by Recruiting Center users.

- Onboarding (Transitions) process user-defined fields, which are created in Onboarding (Transitions)
Administration. These fields have no values when a process is first started. They can be displayed and updated
on any assigned onboarding form for any Onboarding (Transitions) assignee but they cannot be used in
Recruiting, neither by candidates nor by Recruiting Center users.

Personal information standard and user-defined fields.

- Submission, Offer, Requisition and Department fields, which are displayed in Recruiting and Onboarding
(Transitions) but are editable in Recuiting only.

External service result fields created from Oracle Validated Integration (OVI) partners in Onboarding
(Transitions).

Fields captured for E-Signatures on onboarding forms.
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Direct deposit information.

- Address fields that have a "table" format and multiple rows, for previous or secondary addresses
(AddressBookHistory is an example).

[-9 fields for storing locally-captured I-9 information (not via an external service provider) such as citizenship,
names and dates for documents from lists.

Editable vs Read-only Fields

All of the following Recruiting standard fields and user-defined fields are available in Onboarding (Transitions)
automatically. The Onboarding (Transitions) administrator can add them to forms, message templates, documents and
content pages. Recruiting fields are available under Configuration > [Recruiting] Administration > Fields.

- Candidate standard fields and user-defined fields: These fields are created in Recruiting Administration.
They can be displayed and updated in the Recruiting Center and the Onboarding (Transitions) Center. They
can also be updated by candidates/new hires in the Career Section. The value of a candidate UDF is specific
to the candidate and is consistent for every job for which the candidate submits an application. For example,
U.S state driving license would be a good choice for a candidate UDF, a value that is specific to the candidate
and independent of job submissions and processes. The Onboarding (Transitions) administrator can add
candidate standard fields and UDFs to forms and configure the fields so they can be updated in the Onboarding
(Transitions) Center as well as by candidates/new hires in the Career Section.

- Submission standard fields and user-defined fields: These fields are created in Recruiting Administration.
They can be displayed and updated in the Onboarding (Transitions) Center but not in the Recruiting Center.
The value of this type of UDF is specific to each of the candidate's job submissions. For example, equipment
preferences would be a good choice for a job submission UDF because candidates/managers can provide a
different value depending on the requisition.

- Offer standard fields and user-defined fields: These fields can only be read-only when displayed on
onboarding forms because there are proper ways to update these fields within the Recruiting product. It would
not be desirable to make changes to an onboarding form that bypassed any Recruiting approval procedures
that have been put in place for these types of information.

Requisition standard fields and user-defined fields: These fields can only be read-only when displayed on
onboarding forms because there are proper ways to update these fields within the Recruiting product. It would
not be desirable to make changes to an onboarding form that bypassed any Recruiting approval procedures
that have been put in place for these types of information.

- Department standard fields and user-defined fields: These fields can only be read-only when displayed on
onboarding forms because there are proper ways to update these fields within the Recruiting product. It would
not be desirable to make changes to an onboarding form that bypassed any Recruiting approval procedures
that have been put in place for these types of information.

Recruiting standard and user-defined fields often have properties (such as Availability, Content Required and Security
Level) and Organization, Job Field and Location (OLF) criteria that can be configured. Be aware that the effect of a
field's properties and OLF does not extend to Onboarding (Transitions). Suppose, for example, you created a user-
defined field in Recruiting Administration. The field would be available automatically to the Onboarding (Transitions)
administrator. If you later selected or deselected the property that makes the field available in Recruiting, these actions
have no effect on the field's availability in Onboarding (Transitions). The Onboarding (Transitions) administrator would
still be able to add the field to forms and the field would be displayed to the assignees of the forms. To summarize, a
standard or user-defined field in Recruiting Administration is available and can be used in Onboarding (Transitions)
independent of the field's property and OLF configuration.

Note: You can create unlimited Recruiting UDFs and can activate up to 250 at a time. To increase this limit for a zone

at no additional price, contact Oracle Support.
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Note: The OBI or OAS reporting solution available can report on up to 250 UDFs, the same limit that applied to Bl
reporting. Your zone must be set up to go over 100 UDFs you can add more to the Custom Report Universe.

Onboarding (Transitions) user-defined fields are created under Configuration > [Onboarding (Transitions)]
Administration > User-defined Fields.

Standard Fields and User-defined Fields

Onboarding (Transitions) uses both standard fields supplied by the system as well as user-defined fields (UDFs) created
by your organization to capture any additional information that is needed about a new hire, candidate or employee.

There are two general categories of fields available for input on forms or for use in message templates, PDF documents,
content pages, conditions, reports and Taleo Connect imports and exports:

- Standard fields Supplied with the system, these fields include standardized information on a candidate, an
offer, or the current task such as candidate's name, the offer's proposed salary, or the current task's due date.

User-defined fields Onboarding (Transitions) administrators often create UDFs when there are not appropriate
standard fields to capture the information that their business requires.

Both standard fields and user-defined fields display current read-only information on PDF documents, content pages
and message templates. If the Onboarding (Transitions) administrator configures the fields such that they are editable
on forms, people can replace the current information via the forms with more recent data.

- Onboarding (Transitions) Process user-defined fields: Onboarding (Transitions) Process user-defined fields
are specific to the process. These fields are created in Onboarding (Transitions) Administration. They can be
displayed and updated on any assigned onboarding form for any Onboarding (Transitions) assignee but cannot
be used in Recruiting at all, neither by candidates nor by Recruiting Center users. Take the case of a "Do we
have signatures yet?" user-defined field. A "Yes" value would trigger one series of Onboarding (Transitions)
steps while a "No" value would trigger a different series of steps. Each time a process is started or re-started,
the user-type field would need to be completed regardless of the candidate or the job submission.

Personal Information user-defined fields: These fields are created in Onboarding (Transitions)
Administration. They can be displayed and updated in the Onboarding (Transitions) Center but not in the
Recruiting Center. These fields are persistent for the person in all processes. Each time a new Onboarding
(Transitions) process of any type gets launched for the person, the values in these fields will be displayed again
and can be updated. This is very similar to the UDFs created by the Recruiting administrator in the Candidate
Personal Information category. Additional UDFs can be created in Onboarding (Transitions) Administration to
augment the list of Recruiting Candidate UDFs. When an OVI service is installed, this usually introduces some
vendor-specific UDFs into a zone. These UDFs are defined by the OVI vendor for use with its service and they
appear in the Onboarding (Transitions) Personal Information UDF category. These fields are usually filled for
each candidate/new hire when the service is invoked during an Onboarding (Transitions) process. These fields
can be used in all the same places as all other UDFs to display the results of the OVI service.

There is no limit in the number of Onboarding (Transitions) UDFs that you can create. Limiting the number to 250 is a
best practice because you can assign a Reporting ID to up to 250 UDFs per entity type (Requisition, Candidate, Offer,
Department, Work Experience, Education, Submission), making those UDFs available to be included in reports created
with OBI or OAS Reporting.

In Recruiting Administration, in the Custom Report Universe configuration page, the limit of UDFs is 250. (Path:
Recruiting Administration > Custom Report Universe)
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In Onboarding (Transitions) Administration, in the User-defined Reporting configuration page, the limit of UDFs is 250.
(Path: Onboarding (Transitions) Administration > User-defined Reporting)

Important Information

The 250 UDF limit is available to existing and new customers but there is a private setting that controls the number of
UDFs to report on.

To use more UDFs in reports, system administrators need to configure Recruiting and Onboarding (Transitions).
The 100 UDF limit remains in Legacy Onboarding.

In the Custom Report Universe configuration page, if one of the UDFs for an entity type (Requisition, Department,Offer,
Candidate, Experience, Education, Submission) has its Reporting ID set to 250, the following error message will be
displayed when trying to make another UDF available in reporting: "The maximum number of user-defined fields has
been reached for the Custom Report Universe". This message will be displayed even if other Reporting IDs are still
available to be assigned to a UDF. This is a known issue. As a workaround, we recommend not assigning the Reporting
ID number 250 until all other Reporting IDs have been assigned to other UDFs.

Types of User-defined Fields
When creating user-defined fields in Onboarding (Transitions) Administration, the following types can be created:

User-defined Field Type Description

Boolean User-defined field of type True/False. In a user-defined form, it is represented with a check box. With
regard to reporting, this type of user-defined field will not be supported. Instead, customers can create
user-defined fields with two selections: "True" and "False".

Date User-defined field containing a date.

Date and Time Zone User-defined field containing a date and a time. With regard to reporting, this type of user-defined
field will not be supported.

Multilingual Text User-defined field containing more than one value in different languages.

Numerical User-defined field containing whole numbers. Numerical fields can only accept digits, not commas,
decimal points nor leading zeros. If a field is intended to capture numbers that will contain this type of
punctuation, then the Onboarding (Transitions) administrator who creates the form should create and
use a UDF of type Text instead.

Text User-defined field containing numbers and letters.

Multi-row Fields

Some UDFs are multi-row fields. They are used within a form to gather or display information that requires several
different rows. (Whether this type of field will be supported for reporting purposes has not been determined.) For
details, see multi-row fields in the "User-defined Form" section.

Creating an Onboarding (Transitions) User-defined Field

Before you start

The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

Configuration > [Onboarding (Transitions)] Administration > User-defined Fields
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Here's what to do

1. Click the Transitions Process or Personal Information category.
2. Click Create.

3. Enter a code.

4. Enter a name in all available languages.

If you do not know the translation of the name, enter the name in the default language. For example, you can
provide an English name in the Name (French) field.

5. Specify a type (domain) for the user-defined field.
6. Click Save.

Results:

The new field appears in the User-defined Fields list. It is available when creating user-defined forms, message
templates, and documents. It is also available in Taleo Connect exports.

User-defined Selections

A user-defined selection is a list of possible choices with which a user-defined field can be filled.

When a predefined list of choices (instead of free-form text answers to be entered by an assignee) is needed, the
Onboarding (Transitions) administrator can create these choices with user-defined selections. These user-defined
selections are then used by a user-defined field that the Onboarding (Transitions) administrator creates. User-defined
selections created in Recruiting Administration can be used in the Recruiting Center and Onboarding (Transitions)
Center. However, user-defined selections created in Onboarding (Transitions) Administration can only be used in the
Onboarding (Transitions) Center.

When creating a user-defined selection, you can specify the type of selection users will be able to make:

- No Selection: No selection is provided. For example, a text field where the user must type in a value.
- Single Selection: A selection of answers is provided, but the user can only select one answer.

- Multiple Selection: A selection of answers is provided and the user can select multiple answers.

User-defined selection elements (choices) can be enabled and disabled after initial activation. After user-defined
selection elements are in active use, they can be disabled for future use if necessary. This enables an organization to
change its list of possible responses over time, as older responses become obsolete while responses on older completed
forms are preserved.

Whenever an end-user is asked to make a choice among the elements in a user-defined selection, they are always
presented with the currently active elements. For instance, if user-defined elements A, B, and C are currently active,
then a task assignee who fills out a form is presented with choices A, B, and C. Later, if element A is disabled and
element D is enabled, a subsequent task assignee who fills out the same form is presented with choices B, C, and D.
However, later in that first assignee's process, they were given another form and another opportunity to revise that
answer, they would see the currently-available choices B, C, D. They would no longer be permitted to actively choose
the user-defined element A after its deactivation. The first assignee may get a later opportunity to fill in a form that
contains the same user-defined field. At that time, they will still see the original value A that they chose. But if they wish
to revise that answer, they would see the currently available choices B, C, D.
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Note: System administrators can create and edit user-defined selections (UDS) in SmartOrg through integration.
These selections are displayed in Onboarding (Transitions), in Onboarding and in Performance. User-defined
selections created in a product are available in that product only.

Creating an Onboarding (Transitions) User-defined Selection

Before you start

The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

Configuration > [Onboarding (Transitions)] Administration > User-defined Selections

Here's what to do

1. You first need to create the selection:
a. Inthe Onboarding (Transitions) Administration menu, click User-defined Selections.
b. Click Create.
c. Enter a code and a name.
d. Specify the order of appearance of the selection.

If selecting Sequential order, the list of choices in the selection will appear in the order they were created. If
selecting Alphabetical order, the list of choices in the selection will appear in alphabetical order.

e. Click Save.
2. You then create the elements (choices) provided for the selection:
a. Click Create next to Elements.
b. Enter a code and a name.
c. Click Save.
d. Create as many elements as required for the selection.
e. Assign Active status to the elements.
3. Enable the selection.
4. You then add the user-defined selection to a user-defined field.
a. Inthe Onboarding (Transitions) Administration menu, click User-defined Fields.
Click the Transitions Process or Personal Information category.
Click Create.
Enter a code.
Enter a name in all available languages.
If you do not know the translation of the name, enter the name in the default language. For example, you
can provide an English name in the Name (French) field.
f. Inthe Domain field, select the selection you just created.
g. Specify a type of selection: Single or Multiple.
h. Click Save.

P an o

Results:

The new field appears in the User-defined Fields list. It is available when creating user-defined forms, message
templates, and documents. It is also available in Taleo Connect exports.

76
ORACLE



Oracle Taleo Enterprise Edition Chapter 6
Implementing Onboarding (Transitions) Fields and Selections

User-defined Fields and Selections - Other Configuration
Tasks

Selecting User-defined Fields for Reports

Before you start

The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

Configuration > [Onboarding (Transitions)] Administration > User-defined Reporting

Here's what to do

1. Click Transitions Process.

2. Inthe list of available items, select the desired fields and click Add.

3. Use the up and down arrows to indicate which UDF will be reportable in which slot in the reporting tool.
4. Click Save.

5. Click Yes to confirm.

Results:

That data is available for reporting.

Deleting a User-defined Field

Before you start

The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

Configuration > [Onboarding (Transitions)] Administration > User-defined Fields

Here's what to do

1. Click Transitions Process or Personal Information.
2. Next to the user-defined field, click Delete.
3. In the message box, click Yes.

Results:

The field can no longer be used in user-defined forms, message templates, documents, conditions, or in Taleo Connect
exports.

Deleting a User-defined Selection

Before you start
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The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

Configuration > [Onboarding (Transitions)] Administration > User-defined Selections

Here's what to do

1. Click Delete next to the user-defined selection.
2. Click Yes in the message box.

Results:

The selection can no longer be used in user-defined forms, message templates, documents, conditions, or in Taleo
Connect exports.

Deleting an Element in a User-defined Selection

Before you start

The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

Configuration > [Onboarding (Transitions)] Administration > User-defined Selections

Here's what to do

1. Click a user-defined selection.
2. Click Delete next to an element.
3. Click Yes in the message box.

Disabling an Element in a User-defined Selection

Before you start
The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.

The element must be Active.
Configuration > [Onboarding (Transitions)] Administration > User-defined Selections

Here's what to do

1. Click a user-defined selection.
2. Click Deactivate next to an element.
3. Click Yes in the message box.

Results:

Once a user-defined selection is disabled, it can no longer be chosen by future views. However, for prior choices

that have been made for this field, in which candidates or assignees chose this value on a user-defined form, this
information is preserved. Future views of the filled-out form for these candidates or assignees will continue to display
the chosen element even though it has been disabled.

78
ORACLE



Oracle Taleo Enterprise Edition Chapter 6
Implementing Onboarding (Transitions) Fields and Selections

Disabling a User-defined Selection

Before you start

The Manage user-defined fields, e-signatures, and user-defined reporting permission is required.
The user-defined selection must be enabled.

Configuration > [Onboarding (Transitions)] Administration > User-defined Selections

Here's what to do

1. Click a user-defined selection.
2. Click Deactivate.

Results:

Once a user-defined selection is disabled, it is no longer available to be selected by the Onboarding (Transitions)
administrator when defining new user-defined fields. However, forms that include user-defined fields based on this
user-defined selection that had been assigned and completed in the past for prior candidates/new hires will still
preserve the selection that was chosen when the assignee submitted the form.

Electronic Signature

Electronic signatures enable an organization to validate the identity of a new hire, manager, or other task assignee when
they are submitting a specific set of information on a form.

The Onboarding (Transitions) administrator can configure and use an electronic signature in forms, message templates,
documents, content pages. For example, candidates and employees may have to read and complete specified forms
and may be asked to provide specific information confirming their identity. The information they provide is checked by
the system before the form can be submitted. For instance, the system can validate if the data entered matches the last
name, initials and Oracle Taleo Enterprise Edition password.

The Electronic Signature feature is flexible and extensive. Onboarding (Transitions) provides 50 E-Signature fields
that can be used by the Onboarding (Transitions) administrator to meet the organization's business needs. There

are also three E-Signature fields intended for use with the I-9 form, and one E-Signature field intended for use with
electronic offers. The Onboarding (Transitions) administrator configures an electronic signature field by naming it and
selecting the value to validate against. The newly configured name will not appear in the user-defined form builder,
PDF document variables, or text documents but is available for reporting. Forms and documents are built using the
predefined E-Signatures.

Any of the 53 "ESignature" variables in the Available Variables list can be used in multiple processes. A customer could
configure a pre-hire process, a new hire process, an e-offer process and an offboarding process such that a candidate
would provide the same E-Signature (e.g. {ESignature.ESignature45Fullname} ) on four separate occasions as he or she
progressed from one process to the next and each e-signature would be treated and processed separately from the
others.

There a several methods of validation that can be used for an E-Signature. When determining which validation
method to use, the Onboarding (Transitions) administrator must consider their business process. If data in any of
these fields has not been previously captured in the system for the assignee, it will then be impossible for the assignee
to successfully submit the form (the system cannot compare the information that is typed in the E-Signature). For
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example, if the Oracle Taleo Enterprise Edition password is a mandatory field for all users in an organization, this
validation method would be a good choice. On the other hand, if an organization does not collect the date of birth for all
candidates, this would be a poor choice to use for an E-Signature.

Use this E-Signature validation
method

Birth date

Email

First name

Initials

Last name

SSN last 4 digits

Oracle Taleo Enterprise Edition
password

User secret identifier

Zip/postal code

If the assignees are in this group
of people

New hires only

All

All

All

All

New hires only

All

New hires only

New hires only

Notes

Must be typed in mm/dd/yyyy format only, with the new hire typing
each number and slash directly into the field to be accepted as a valid E-
Signature.

Can match any one of three possible email addresses that can potentially
exist in Onboarding (Transitions):

- Personal email address
- Correspondence email address

- Corporate email address

If the assignee has a middle name, then the first initial of the first,
middle, and last name must be typed into the field without periods or
spaces between them. If the assignee does not have a middle name,
then the first initial of the first and last name must be typed into the
field.

Before choosing this validation method, the Onboarding (Transitions)
administrator needs to be confident that the Social Security Number/
Social Insurance Number value was properly entered in the system. The
Onboarding (Transitions) administrator should make sure that the SSN/
SIN field is filled with digits only, no extraneous dashes nor spaces. If
gathering the SSN/SIN in an onboarding form, this can be done on a
form that uses an input mask to ensure that they only save 9 digits.

Before choosing this validation method, the Onboarding (Transitions)
administrator must ensure that there is data saved for this field in the
database. The secret identifier entered by the assignee must match the
data saved in the database. If the system administrator forgot to capture
the data in the first place, then this E-Signature method will always fail.

Before choosing this validation method, the Onboarding (Transitions)
administrator must ensure that there is data saved for this field in the
database. The zip/postal code entered by the assignee must match the
data saved in the database.

The value entered by the assignee into the E-Signature field can only be compared with existing data. This data can
originate from different sources:

- From Recruiting and the Career Section.

- It can be filled in manually on a prior onboarding form by the new hire or other user on their behalf.

- It can be imported using Taleo Connect after it has been generated for new hires in an external system.
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In any case, the value must be stored successfully before using it on the electronic signature form. If a new hire has no
existing value to match, he or she will be unable to sub