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Get Help

There are a number of ways to learn more about your product and interact with Oracle and other users.

Get Help in the Applications

Use help icons to access help in the application.

Join Our Community

Use Cloud Customer Connect to get information from industry experts at Oracle and in the partner community. You can
join forums to connect with other customers, post questions, and watch events.

Share Your Feedback

We welcome your feedback about Oracle Applications user assistance. If you need clarification, find an error, or just
want to tell us what you found helpful, we'd like to hear from you.

You can email your feedback to otm-doc_us@oracle.com.

Thanks for helping us improve our user assistance!

ORACLE
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2 Introduction

Audience

The purpose of this document is to help you get started with using Oracle's Al Agent Studio and Transportation and
Global Trade Management Cloud Services. It provides details on how to integrate Oracle Al (Artificial Intelligence) Agent
Studio with Oracle Transportation and Global Trade Management (OTM) REST APIs using secure and compliant OAuth
2.0 patterns.

IDCS Admins for OTM and Al Agent Studio
- OTM Admins

It's important to follow the chapters in the guide in order. If you don't follow this order, you might see connections
issues between OTM and Al Agent Studio.

Prerequisites

Before completing this guide, you must have the following:
- Access to create keys and certificates using OpenSSL or another tool.
- ADMIN access to Fusion’s Identity Cloud Service (IDCS).
- ADMIN access to OTM'’s Identity Cloud Service (IDCS).
- ADMIN access to Al Agent Studio.
- Any 26B Fusion module which comes with Al Agent Studio.
- An OTM 26B instance.
DBA.ADMIN or equivalent access to the OTM instance.

While completing the setup detailed in this guide, you will need to take note of certain information as it will be needed
later in the setup. Use the following tables to make a note of the required information. In this guide, you will see a note
following the required information asking you take note of the value to be reused in a later step.

Tip: Print this page so you can use it to record your work as you progress through this guide. Write down all the
values you create when instructed to by the guide so you can easily reference them later.

Key and Certificate to Remember

Field Name Value

certificate

For example, jwt-signing.crt
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Field Name Value

public key

For example, jwt-signing.key

Remember from IDCS of OTM

IDCS of OTM Field Name Value

IDCS of OTM confidential app Name

IDCS of OTM confidential app Primary
audience

IDCS of OTM confidential app certificate
Alias

IDCS of OTM confidential app Scope

Remember from IDCS of Fusion

IDCS of Fusion Field Name Value

IDCS of Fusion confidential app Name

IDCS of Fusion confidential app
certificate Alias

IDCS of Fusion confidential app Scope

IDCS of Fusion confidential app Client ID

ORACLE
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5 Generating Public/Private Keys with a
Certificate

Generating Public/Private Keys with a Certificate

Digital certificates and cryptographic keys are used to establish secure, authenticated communication between Al Agent
Studio and OTM applications via OAuth 2.0 JSON Web Token (JWT) assertions. You need a private key, public key, and
certificate.

You can use the OpenSSL command utility to generate the keys and the certificate as shown in the example below;
however, you can use the tool that is supported within your organization.

1. In OpenSSL, generate the private key with a certificate by running the following command:

openssl req -newkey rsa:4096 -subj "/CN=spectra-service" -x509 -sha256 -days 365 -nodes -out "./jwt-
signing.crt" -keyout "./jwt-signing.key"

Note: Inthe Prerequisites, write down the certificate. You will need it later.
2. In OpenSSL, generate the public key by running the following command:
openssl pkey -in jwt-signing.key -pubout -out jwt-signing.pub
Note: In the Prerequisites, write down the public key. You will need it later.

The same key, jwt-signing.key, and certificate, jwt-signing.crt, can be used in multiple locations during this guide as
listed below:

Identity Cloud Service (IDCS) of OTM confidential app
IDCS of Fusion confidential app

- Al Agent Studio data source

- OTM Agentic Trust page

However, you should follow your company’s standards.

The key is used by both confidential apps to sign JWT assertions and used in the private key field of the Al Agent Studio
data source application.

The certificate is uploaded to Fusion’s Identity Cloud Service (IDCS) and used in the public key field of the Al Agent
Studio data source application.
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4 Working in OTM IDCS

Creating a Confidential Application in OTM IDCS

The OTM-side confidential application registers OTM as a trusted resource server and validates tokens presented by Al
Agent Studio, thus enforcing secure authentication and access.

An example of creating the OTM-side confidential application using OTM'’s IDCS is shown below.

Sign in to the OTM IDCS Admin Console.

On the Welcome page, select Take me there to go to the Identity Domain.

Navigate to Identity > Domains.

On the Domain page, select Integrated applications. This page is where you'll add an OAuth2 confidential
client application.

5. Select Add application.

P UWNa

& |dentity & Security  Domans
OracleldentityCloudService =
Identity Dicsmaain
- (BT FT Y - B el Al F 1] T B [vir et Ny WV L SO Intrpdllrdapi#-ul-:-n
Diomaine ————————
Network Sources Integrated applications
Q

Bty perofike

Desrraplenn

O Wt s Rl 3thons Servbe -

6. On the next page, select Confidential Application and select Launch workflow.
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7. On the Add Confidential Application page, provide a unique application Name (for example oM _eTM_conF_app)
and a Description.

Add Confidential Application

T YA L s

M
OTM_GTM_CONF_APP

Description
OTM GTM Confidential application

Application icon Default

URLs

Application URL

Custom sign-in URL

| Note: In the Prerequisites, write down the OTM IDCS confidential app Name. You will need it later.
8. Select Submit. A new confidential application is created.

On the new application screen now configure OAuth as follows:
9. Select the OAuth configuration tab.
10. Select Edit OAuth configuration.

€ Integrated appliations

OTM_GTM_CONF_APP i

Apphcaton
- s e T T S
& Maext steps
Conffigune (uth and Wb tee paolicy
Details DAuth configuration web tier policy Users Groups Tags
Resource server configuration Resource server configuration for this Edit OAuth configuration I Chent configuration

The OTM confidential application needs to be configured both as a Resource Server and Client Configuration.
First, add a resource server.

11. In the Resource server Configuration section, select the Configure this application as a resource server now
option. The page will change to show more fields.
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12. Enter a Primary audience to protect the OTM APIs. The primary audience should be your OTM instance URL

(For example, https: //<otm_host_name>).

Edit OAuth configuration

v Resource server configuration

@ Configure this application as a resource server now

(O No resource server configuration

Configure application APls that need to be OAuth protected

Access token expiration (seconds)

3600

Allow token refresh

@

Select il you want b5 uwie the refresh loken that you oblain when using the Resource Dwner, Authorization Code, of Astedflion grant byg

Primary audience

Primary sudience

Enter the primary recipient where the acoess tolen of your application is processed

idd secondary audience

o

Enter the secondary recipients where Lhe acoess token of wourl apphoatson i processed

Add scopes

e

add scopes to specily which of the spplication’s resourced ane sesilable Lo olher applation

Note: In the Prerequisites, write down the IDCS of OTM confidential app Primary audience which is the

URL of your OTM instance. You will need this later.

Next, you add a scope.

13. Scroll down and select the Add scopes option.

ORACLE
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14. Select Add in the Scopes section.

Edit OAuth configuration

Add secondary audienie

»

Enter the secondary recipients where Lhe sioess token of your spplication is processed

Add scopes

[ @]

#Add scopes to specify which of the application’s resources are available to other applications

Scopes
=
Add
Scope Protected Display name Description
No items to display

Create new iterms: or search again using different fillers or search terms

15. Add a Scope (for example, orm_c™_conr_arp) and a Description.

Add scope

[ Soopa
OTM_GTM_CONF_APR

Display name

. Description
CTM GTM Scope

Requires user consent

.

Require consent for this scope configured for the applcation

| Note: In the Prerequisites, write down the IDCS of OTM confidential app Scope. You will need this later.

10
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16. Select Add.

Next, enable Client Configuration for this OAuth application.
17. With the new scope added, select the Submit button.

You need to submit the OAuth configuration and then edit it again to see the scope that you just added.
18. Select the Edit OAuth configuration button.

19. Scroll down to the Client Configuration section and check the Configure this application as a client now
option.
20. Select the allowed grant types of Resource owner, Client credentials, and JWT assertion.

Edit OAuth configuration

> Resource server configuration

v Client configuration

@ Configure this application as a client now

) Mo client configuration

Authorization

Allowed grant types

Select the grant types that this application is allowed to use when requesting validation
Resource owner

Client credentials

JWT assertion

[ Refresh token

O Device code

[ Autharization code

O implicit

[ SAMLZ assertion

[0 TLS client authentication

n
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21. Scroll down and select Import certificate.

O Trusted

® Confidential

Certificate

Alias -
Allowed operations

] Introspect

O On behalt of

ID token encryption algorithe
None

22. Add an Alias for the certificate. For example, orM ™ .

Chapter 4
Working in OTM IDCS

Note: Inthe Prerequisites, write down the IDCS of OTM confidential certificate Alias. You will need this

later.

23. Use the Drop a file or select one field to upload the certificate. Upload the certificate jwt-signing.czt that was

created earlier.

I Note: Import the certificate that you created earlier. Generating Public/Private Keys with a Certificate

ORACLE
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24. Once the certificate is uploaded, select Import.

Import certificate

Alias
OTM_GTM

Certificate file

Drop a file or select one

File formats supported: .perm, woer, ort, dear

File upload

jwit-signing.crt 1.1 EiB

25. Scroll down and select Add resources.
26. Select Add scope.

Add resources

| &

Add resources if you want your application to acoess the APIS of other applications

Resources

Q

Resource

No items to display

Create new items or search again using different filers or seanch terms.

27. Under Add scope, select the Scope created previously.

Chapter 4
Working in OTM IDCS

Clear

| Note: Use the value that you wrote down for the IDCS of OTM confidential app Scope in Prerequisites.

ORACLE
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28. Select Add.
Add scope
Q OTM_GTM_CONF_APP (] Search
‘m
MName Description
(] = OTM_GTM_CONF_APP OTM GTM Confidential application
Select scope
B hups:/fotmgtm-« <a.c0m/OTM_GTM
29. Select the Submit button to complete the OAuth set up.

30.

Select Actions and select Activate.

& Integrated applications

OTM_GTM_CONF_APP =

Application

i Next steps
Cenfigure Web tier policy
Details Consent information

OAuth configuration Web tier policy

Resource server configuration for this

Resource server configuration

=

Activate

Users Groups Tags

[Edit OAuth configuration

Configure application APIs that need to be OAuth

protected
Access token expiration (seconds)
Allow token refresh
Refresh token expiration (seconds)

Primary audience

Edit application

Delete

3600

Disallowed

hitps:/fotmgtmas
test.com,/

31. Onthe Activate application message, select Activate application.

Note: The OTM confidential app is configured to trust tokens signed by the correct certificates issued from the Al
Agent.

ORACLE
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Note: The setup ensures that only authorized calls from Al Agent Studio can reach OTM REST endpoints.

Importing a Certificate into IDCS of OTM

1. Signin to the Admin Console in the IDCS of OTM.
2. Go to the Security tab of the default domain.
3. Select Import certificate.

& I|dentity & Security

Y

< Identity Create risk provider
Overview
Name Description
Domains
Default risk provider Ovacle Identity

MNetwork Sources

Policies 1 ; Page 10f 1(1- 1 of 1 total ems)

Compartments

Trusted partner certificates

Federation

My profile Q

Impart certificate Actions v

4. For the name enter the same Alias created previously.

Details  User management  Administrators  Dynamic groups  Directory integrations

Note: Use the value that you wrote down for the IDCS of OTM confidential app certificate Alias in

Prerequisites.

5. Select Drop a file or select one.
6. Select the file used in the previous section.

I Note: Import the certificate that you created earlier. Generating Public/Private Keys with a Certificate

ORACLE
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7. Select Import.

Import certificate

Learn more.

Alias
OTM_GTM

Certificate

Drop a file or select one

File formats supported: pem, Cer, £ri, der

File upload Clear

pwi-signing.crt 1.1KiB X

Adding Users

Your OTM user needs to access Al Agent Studio. So you can create a user in Fusion IDCS identical to the user in OTM
IDCS.

The usernames field on Fusion IDCS and OTM IDCS must match with the Nickname field on the OTM user manager.
Usually, this is an email address, but it can be any other unique string.

All all of the following must match exactly:

Fusion IDCS username
-« OTM IDCS username
Nickname of the OTM user

16
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5 Adding Users

Adding the Users

To enable the Al Chat functionality for your OTM users, they need access to Al Agent Studio. The Al Agents used OTM
and GTM are staged in Al Agent Studio. As a result, your OTM users also need to be users in Fusion IDCS and OTM IDCS.

The username field on Fusion IDCS and OTM IDCS must match the Nickname field on the OTM user. This Nickname
can be an email id or any other unique string, but all of the following must match exactly:

. The user name in Fusion IDCS
. The user name in OTM IDCS

- The nickname of the OTM user

17
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6 Working in Al Agent Studio

Creating OTM Users in Al Agent Studio

You need to create users in the Al Agent Studio confidential app that corresponds to your users in OTM.

Note: The OTM user Nickname must be the same as the user name in Al Agent Studio.

To create users in Al Agent Studio, follow these steps:

Sign in to Al Agent Studio with Admin Privileges.
Select the home button.

Navigate to Tools > Security Console.

Select Users.

Search for SCMOPERATIONS, SCMIMPL or an admin user that provides you with the appropriate roles for use
with Al Agent Studio and OTM.

For that user, select action button and copy the user.
7. Enter the following information for the user:
o first name

A UN

o

o last name

o user name

o email ID

o password (twice)

8. Save the new user.

19
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7 Working in Fusion IDCS

Creating Confidential Application in Fusion IDCS

A confidential application in Identity Cloud Service (IDCS) represents the Al Agent Studio and acts as the OAuth 2.0
client. This allows the agent to programmatically obtain access tokens required to call OTM REST APIs securely.

An example of creating the confidential application in Fusion’s IDCS is shown below.

Sign in to the Fusion IDCS Console as a valid admin user.

On the Welcome page, select Take me there to go to the Identity Domain.

Navigate to Identity > Domains.

On the Domain page, select Integrated applications. This page is where you'll add an OAuth2 confidential
client application.

5. Select Add application.

P UWNa

& |dentity & Security & Domairs
Acthve
< identicy Dirsen
Overview s — A —
Deetails Ler management Administrators Dynamic groups Directory integrations Integrated applications

Domains
Metwork Sources lntEEratEd appllcatlﬂﬂﬁ
Poficies

Q
Compartments

Applied filters

My profile

Add application I Actions

O Heme -~ De:

6. On the next page, select Confidential Application and select Launch workflow.

21
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7. On the Add Confidential Application page, provide a unique application Name and a Description.

| Note: In the Prerequisites, write down the IDCS of Fusion confidential app Name. You will need it later.

Add Confidential Application ey

Application con Dataut

URLs

8. Select Submit.

A new confidential application is created. On the new application page, you'll configure OAuth.
9. Select the OAuth configuration tab.
10. Select Edit OAuth configuration.

Apple stian
L e T T . S SRR SR —
& Nent steps
£ ewdhagraw (it st Wl Eaer gl y
[Dstaills Hﬂulh(ﬁl\hﬂll’.ﬂm Wb 1 iy iy P % Lar s lags
Resource serves conbiguration Resource server conhguraion for this [Echt Churth confignur athon Cliervt ¢ ontigus ation

appdcation m drabled

Next, enable Client Configuration for this OAuth application.

11. Scroll down to the Client Configuration section and select the Configure this application as a client now
option.

22
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12. Select the allowed grant types: Resource owner, Client credentials, and JWT assertion.

Edit OAuth configuration
~ Chent configuration

Beifc il o

ewrd = I

Scroll down and import the certificate generated previously.

13. Select Import certificate.

O Trusted

® Confidential

Certificate
Alias =

Allowed operations

O introspect

[ On behalf of

14. Add a certificate Alias. For example, OTM_GTM.

Import certificate

I Note: Inthe Prerequisites, write down the IDCS of Fusion certificate Alias. You will need it later.

15. Use the Drop a file or select one field to upload the certificate. Upload the file jwt-signing.crt that was

created earlier.

I Note: Import the certificate that you created earlier. Generating Public/Private Keys with a Certificate

ORACLE
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16. Once the certificate is uploaded, select Import.
Import certificate

Learn mare,

dliaz

Certificate

Drop a file or select one

File farmats supported: pemn, cer, crt, dor

File upload Clear

jwt-signing.crt 1.1 KiB =

17. Select the On behalf of checkbox.
18. Select the Bypass consent checkbox.

Edit OAuth configuration

® Conhdental

Certificate

L2 A et o o ML » AT D Of o o » r Lt £ 1]
P e g ) - &l & - o - & e r 5
W i i ally e BooeLL
10} Bk v rggll i ko 7k
Mone -
Byfidiia ¢ omtsrt
* # e B e ot @ datE b sl T i g g el | & &t £ e oy el

24
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19. Scroll down and turn on Add resources.

Edit OAuth configuration

O Anywhere

O Restrict by network perimeter

Token issuance policy

20. Scroll down and select the Add scope button.

Edit OAuth configuration
Q Spexific

el resoun

D

Resources

Q

Add scope

Resource Protected

No items to display

Next, add the Al Agent Studio scope to the confidential application.

Chapter 7
Working in Fusion IDCS

21. Under Add scope, select the Al Agent Studio scope with a Name of Oracle Fusion Al Cloud (Spectra).

Add scope

||0| 0 O O

Select scope

O urnopcresourcesfusion: fusion-ai/

~ Oracle Fusion Al Cloud (Spectra) Oracle Fusion Al Service

Note: The Oracle Fusion Al Cloud (Spectra) scope is created automatically if you have a Fusion instance. If
you do not see this scope, then contact your Fusion contact or Fusion Support.

Note: Use the value that you wrote down for the IDCS of Fusion confidential app Scope in Prerequisites.

ORACLE
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22. Confirm the Scope similar to urn:opc:resource: fusion:<fusionservername>:fusionai/.

Resources
Q Search
Add scope m
(] Resource Protected Scope
0O Oracle Fusion Al Cloud (Spectra) No urnopcresource:fusion: fusion-ai/
Page 10f 1(1-10f 1to0tal items) Items per page 0 -

23. Select the Submit button.

I Note: In the Prerequisites, write down the IDCS of OTM confidential app Client ID. You will need it later.

24. Select Actions menu and select Activate.
25. On the Activate application message, select Activate application.

Importing Public Key on IDCS of Fusion POD

1. Signin the Admin Console of IDCS of Fusion.
2. Go to the Security tab of the default domain.

26
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3.

Now

Select Import Certificate.

Details User management Administrators Dynamic groups
& Identity & Security -
< ldentity Create risk provider
Owerview
Name
Domains
Default reck provides
Network Sources
Policies 1 b Page 1of 1(1- 1 of 1 total items)

Compartments

Trusted partner certificates

Federation

My profile Q

| Import certificate Actions

Chapter 7
Working in Fusion IDCS

Directory integs & plications  Oracle cloud services  Federation  Domain palicies | Security

Description Status

Oradle identity Activated

For the name enter the same alias used in the previous section.

Note: Use the value that you wrote down for the IDCS of OTM confidential app certificate Alias in

Prerequisites.

Select Drop a file or select one.

Select the file used in the previous section.

Select Import.

Import certificate

Learn mare.

Alias

Certificate

Drop a file or select one

File formats supporied: pem, o8f, orl, der

File upload

jwi-signing.crt 1.1 KiB

ORACLE

Clear
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8 Working in Al Agent Studio Data Sources

Creating the Al Agent Studio Data Source

Configure Agent Team in Al Agent Studio using the OTM confidential application. There should only be one data source
per OTM instance for each release.

1. Signin Al Agent Studio as an admin user.
2. Open the Navigator.

Q

Good evening, FIRST LAST

3. Go to Tools > Al Agent Studio.

-
&« Show More
Academic Tools v
Incentive Compensation v
Sustainability v
My Enterprise v
A
p%f' Set Preferences {:c Al Agent Studio (;U Announcements
| Al Agent Studi —
@ Alerts Composer @; Deep Links gent g Developer Connect
BE o5
Approvals o8 Spaces l‘:{g Contact Search
Reports and Analytics @ Scheduled Processes @ Security Console
@ Sales and Service Access 4} Import Management {} Export Management
Management — =5

29
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4. Select the Credentials tab.

Al Agent Studio

© Search by agent template name Family  Product

Have questions about building better Al agents?
Get expert guidance on designing. optimizing, and scaling high-performance Al agents.

Al Agents Marketplace
7 35
Al Agents

o SOM - Irvertory Managerment ﬂ SCM . inverviory Management

Material Expiration

Copy Template

O Al Agent Studio

5. Select the Data Source Applications tab.

Credentials

Connections LM Chat Experience Email Accounts  Channels Data Source Applications Connectors
© Search by integration Family Product CreatedBy Created On

+ Add Account

There is nothing here so far.

o Unlock the full potes

e e Upgrade 1o the full version
CUSIOM Agents, bring your
tooks and more.

[E] Credentials

ORACLE
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6. Select + Add.

Credentials

annels Data Source Applications Connectors

WMSENV n

7. Create or edit an entry with a data source Name of OTMENV.
8. Inthe Base Url field, enter the OTM Base URL.
9. Inthe IDCS Url field, enter the OTM IDCS URL.
10. Copy the Client ID from the confidential app on IDCS of OTM created previously.

I Note: Use the value that you wrote down for the IDCS of OTM confidential app Client ID in Prerequisites.

11. Copy the Scope from the confidential app on IDCS of OTM created previously.

I Note: Use the value that you wrote down for the IDCS of OTM confidential app Scope in Prerequisites.

12. Enter the Public Key created previously. This should be jwt-signing.crt.

Note: You must paste the CERTIFICATE in this field. Paste the contents of the file including the header and
footer sections.

I Note: Import the certificate that you created earlier. Generating Public/Private Keys with a Certificate

31
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13. Enter the Private Key created previously. This should be jwt-signing.key.

Note: You must paste the private key in this field. Paste the contents of the file including the header and

footer sections.

I Note: Import the private key that you created earlier. Generating Public/Private Keys with a Certificate

Add new data source application details

Hame
|

OTMENV

Base Url

Client id

Public Key

hitps:/ffyour OTM base URL].oraclecloud.com

The Client ID from the IDCS of OTM confidential app

jwt-signing.crt

14. Select Done.

1DCS Url

Scope

Private Key

You see the new OTMENYV on the Data Source Applications tab.

https:/fides[your IDCS OTM URL].identity. oraclecloud.com/oauth2/

This is the scope on the IDCS of OTM confidential app

jwt-signing key

Credentials
Connections LLM Chat Experience Email Accounts Channels Data Source Applications. Connectors.
+ Add
:SENV a :ﬂw a
Edit Edit
ORACLE
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Adding the Bulk Plan Tuning Guide to the RAG Tool

Configuring the Diagnostic Agent RAG Tool

1.

10.
1"
12.

13.
14.
15.

16.
17.
18.

VP3O0 U A WN

Download the OTM Bulk Plan Tuning Guide from the Oracle Help Center.

Then, you edit the tool in Al Agent Studio.

Go to the Tools tab.

Search for the OTM Bulk Plan Tuning Guide Tool.

Select the Edit icon.

Under Documents, select +Add.

Enter a Name and Description.

Drag and drop the Bulk Plan Tuning Guide.pdf to add it.
Change the Status to Ready to publish.

Save/Update the tool.

Next, you schedule the data ingestion job.
Go to Navigator > Tools > Scheduled Processes.
Select Schedule New Process.

Enter Process Agent Documents in the Name field and wait until Process Agent Documents displays then
select it.

Select OK.
On the Process Details page, select the Submit button.
Write down the Process ID.

Then, you track the status of the process.

In the Process Details page, enter the Process ID.

Select the Search button.

When the Status changes to Succeeded, then you can exit the page.
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9 Working in OTM

Setting up Al Agentic Trusts
1. Signin to Oracle Transportation and Global Trade Management as DBA.ADMIN.

2. Navigate to Configuration and Administration > Power Data > Al > Al Agentic Trusts.
3. Search for and edit the Al FUSION record.

Al Agentic Trust  Total Found: 1

+ 7 X i~ L igl
ID Reserved Domain Nam
) Al FUSION & PUBLIC

4. For the IDCS Open Authorization URL, enter the Fusion IDCS URL. This should be the Fusion IDCS Auth Token
URL.

5. For the Signing Algorithm, select RS256.
6. For the Scope, enter the IDCS of Fusion confidential app Scope.

I Note: Use the value that you wrote down for the IDCS of Fusion confidential app Scope in Prerequisites.

N

For Signing Private Key, enter jwt-signing.key.
I Note: Import the certificate that you created earlier. Generating Public/Private Keys with a Certificate
8. For Signing Certificate, paste the contents of the file jwt-signing.crt.

Note: Open the certificate that was created earlier. Copy the contents of the file including the empty line at
the end of the file and paste it here.

I Note: Import the certificate that you created earlier. Generating Public/Private Keys with a Certificate

0

For the Client ID, enter the client ID from Fusion IDCS confidential app created previously. This is the unique
identifier of the confidential application in the Fusion IDCS domain.

I Note: Use the value that you wrote down for the IDCS of Fusion confidential app Client ID in Prerequisites.
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10. For the Client Key ID enter the Alias of the certificate that you imported against the confidential app IDCS of

Fusion.
Note: Use the value that you wrote down for the IDCS of Fusion confidential app certificate Alias in
Prerequisites.
Al Agentic Trust i1 N || Fighed

* i Ageaie Trast ID Resered Domain Mams
T I Dpers Aulhod ol aloe UL gy Kl dien

W ekes e By oracecioud oo b nae s 21 e BRI =

Lyl Prvdle Key Ligring ST e

Clhandl D Chent Ery 1D
OpE Audanie

L T T R TET ] Tiraldr a

11. Select Finished to save the record.

Setting up Al Agentic Links

1. Navigate to Configuration and Administration > Power Data > Al > Al Agentic Link.
2. Search for an Al Agentic Link ID starting with Al Fusion.

The result will be two records: Al FUSION - V1 and Al FUSION -V2. You will edit both records and specify your
OTM URL.

Edit Al FUSION - V1.
4. For the Al Agentic URL enter your OTM URL.

W

Al Agentic Link - 10f1| New || Finished |
* Al Agentic Link ID * Al Agentic Trust ID Reserved Domain Name
Al FUSION - V1 Al FUSION O gode & PUBLIC
\ ©

* Al Agentic URL

YOUR OTM URL

Select Finished to save the record.

Edit Al FUSION - V2.

For the Al Agentic URL enter your OTM URL.
Select Finished to save the record.

O Now
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Adding Access Control Lists to Users
If your OTM users need to use the Al Agents from the Al Chat in OTM.

Note: You must be logged into OTM as the DBA.ADMIN or equivalent user to make these changes.

You need to add a few Access Control Lists to each user as follows:

1. In OTM, go to Configuration and Administration > User Management > User Manager.
2. Search for and edit a user.

3. To add access to the Planning Diagnostic Al Agent in Al Chat, search for and add the necessary Access Control
Lists as shown in the table:

Al Agents and Required Access Control Lists

Al Agent Name Required Access Control Lists (ACLs)
BULK PLAN DIAGNOSTICS REST - Planning Diagnostics
DOCK SCHEDULING REST - Appointment - View

REST - Appointment - Update

REST - Appointment - View

REST - Location - View

REST - Shipment Actions

GTM RESTRICTED PARTY
PREPROCESSING ASSISTANT

PRODUCT CLASSIFICATION

ASSISTANT (GTM)

RATE INQUIRY REST - Item - View
REST - Location - View
REST - RIQ Actions

SHIPMENT CHANGE REST - Shipment - View

REST - Shipment Actions
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Al Agent Name Required Access Control Lists (ACLs)

REST - Tender Actions

REST - Tracking Event Configuration - View

4. Select Granted and then select Save for each required ACL.
5. Select Finished to save the changes to the user.

OTM Al Chat Agents

Several Al Agents are staged in Al Agent Studio. These agents are used by OTM via the Al Chat functionality.

- BULK PLAN DIAGNOSTIC - FULL SUMMARY

- BULK PLAN DIAGNOSTIC - OPEN ENDED

- BULK PLAN DIAGNOSTIC - ORDER ERRORS

- BULK PLAN DIAGNOSTIC - SUMMARY

- DOCK SCHEDULING

- SHIPMENT CHANGE

- RATE INQUIRY

- PRODUCT CLASSIFICATION ASSISTANT (GTM)

+ GTM RESTRICTED PARTY PREPROCESSING ASSISTANT
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