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Release Notes
Release Notes contain important information about Oracle Database Security Central.

New Features In Oracle Database Security Central
Learn about new features and enhancements in Oracle DBSecCentral.

What's New in Oracle Database Security Central
Oracle Database Security Central (DBSecCentral) is the initial release of a customer-
managed platform for securing databases across an enterprise fleet. It brings together
privileged-user risk analysis, sensitive-data discovery, configuration assessment,
activity monitoring, policy management, SQL threat protection, reporting, and AI-
assisted operations in a single console.

Security Control Center

• Provides a unified view of database security risk across users, sensitive data,
configuration posture, and activity.

• Correlates related signals to identify compound exposures that may not be
apparent when findings are reviewed separately.

• Helps security teams prioritize investigation and remediation based on combined
risk and business impact.

User 360

• Identifies privileged, high-risk, stale, and dormant database users across the fleet.

• Maps direct and indirect access paths, including privileges inherited through roles.

• Tracks entitlement drift to support least-privilege enforcement and periodic access
reviews.

Data 360

• Discovers and classifies sensitive data across production, development, test, and
analytics environments.

• Includes more than 181 predefined sensitive-data types across 20 categories and
supports custom classifications.
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• Combines metadata analysis with row-level validation to improve classification
accuracy and consistency.

Configuration 360

• Defines approved security baselines and continuously assesses databases for
configuration drift.

• Prioritizes findings based on severity and exposure to help teams focus
remediation efforts.

• Maps assessment findings to recognized security and compliance frameworks,
including CIS, DISA STIG, and GDPR.

Audit 360

• Centralizes audit collection and activity monitoring for supported Oracle and non-
Oracle databases, operating systems, directories, and custom sources.

• Captures security-relevant events such as logons, privilege use, schema changes,
configuration changes, administrative activity, and access to sensitive data.

• Provides prebuilt and interactive reports, policy-based alerts, scheduled
distribution, and integration with SIEM and business-intelligence platforms.

Unified Policy Management

• Creates and manages audit, alert, Database Vault, Database Firewall, and SQL
Firewall policies from one console.

• Deploys policies consistently across databases and target groups to reduce policy
drift and manual per-database administration.

• Supports a governed policy lifecycle with centralized definition, deployment,
monitoring, refinement, and deployment visibility.

SQL Threat Protection

• Uses Database Firewall to inspect SQL traffic before execution with grammar-
based analysis of SQL structure and intent.

• Supports monitoring, alerting, and blocking based on SQL behavior, database
user, application, source IP address, and network context.

• Centrally manages SQL Firewall for supported Oracle AI Database 26ai
environments to enforce approved SQL and connection paths inside the database
kernel.

AI Advisor and Assistant

• Allows users to ask natural-language questions about database activity, user risk,
security posture, and compliance data.

• Provides step-by-step guidance for security configuration, investigation, and
administrative tasks.

• Translates natural-language alert requirements into structured policy logic for
review and deployment.

Deployment and Operations

• Supports customer-managed deployment on premises and in Oracle Cloud
Infrastructure, Amazon Web Services, and Microsoft Azure environments.
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• Supports single-node, primary-and-standby, and active-active deployment
configurations with Oracle Real Application Clusters.

• Supports agent-based and agentless audit collection, centralized data-retention
policies, secure archival, enterprise identity integration, and command-line
automation.

• Protects the platform with a hardened operating system, encryption at rest and in
transit, repository access controls, and separation of administrative and audit
duties.

Bug fixes, platform updates, and security improvements:

• Security and stability fixes from Oracle AI Database 26ai (version 23.26.3) for the
underlying DBSecCentral repository.

• Security and stability fixes for the underlying components, Oracle APEX, Oracle
Rest Data Services (ORDS), Oracle Java SE, Oracle Autonomous Health
Framework (AHF), and Oracle GoldenGate.

• Security and stability fixes for the embedded Oracle Linux 8.10 operating system.

• Fixes for several customer-reported and internally discovered issues.

About Oracle DBSecCentral Installable Files
Oracle DBSecCentral software is installed using the .iso files.

Oracle DBSecCentral software contains the following installation files:

• Database Firewall utility:

Vpart_number.zip Oracle Database Security Central 26.0.0.0.0 - Utilities. This
bundle contains the following files:

– Npcap installer required for Host Monitoring on Windows: npcap-utility.zip

– Database Firewall utilities to examine Native Network Encryption traffic for
Oracle Database and to gather session information from other database types:
dbfw-utility.zip

– Utilities_README: Instructions for deploying Npcap and Database Firewall
utilities patch.

• Audit Vault Server install:

Vpart_number.iso Oracle Database Security Central 26.0.0.0.0 - Audit Vault
Server

• Audit Vault Server Azure install:

Vpart_number.iso Oracle Database Security Central 26.0.0.0.0 - Audit Vault
Server on Azure

• Audit Vault Server AWS install:

Vpart_number.iso Oracle Database Security Central 26.0.0.0.0 - Audit Vault
Server on AWS

• Database Firewall install:
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Vpart_number.iso Oracle Database Security Central 26.0.0.0.0 - Database
Firewall

• Database Firewall Azure install:

Vpart_number.iso Oracle Database Security Central 26.0.0.0.0 - Database
Firewall on Azure

• Database Firewall AWS install:

Vpart_number.iso Oracle Database Security Central 26.0.0.0.0 - Database
Firewall on AWS

• Vpart_number.pdf Oracle Database Security Central 26.0.0.0.0 - Release Notes

Tip

Verify the checksum value for both (the Audit Vault Server ISO file and the
Database Firewall ISO file). In case of any error or mismatch in the checksum
values, download the ISO files and validate the checksum values again.

Caution

The installation process wipes out existing operating system on the machine
on which you install the Audit Vault Server or Database Firewall, and
automatically installs the new operating system that comes along.

Product Compatibility Matrix
Types of targets (databases and operating systems) supported by Oracle
DBSecCentral.

See section Product Compatibility Matrix in the Oracle Database Security Central
Installation Guide for information on supported targets and deployment options for
Audit Vault Server.

Downloading Oracle DBSecCentral Documentation
Learn how to access documentation for Oracle DBSecCentral.

• Oracle Database Security Central to download the most current version of this
document, and the complete set of Oracle Database Security Central
documentation.

• Documentation for other Oracle products
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This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected by intellectual property laws.
Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related documentation that is delivered to the U.S. Government or anyone
licensing it on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any programs embedded, installed, or activated on delivered
hardware, and modifications of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are
"commercial computer software," "commercial computer software documentation," or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and agency-
specific supplemental regulations. As such, the use, reproduction, duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i)
Oracle programs (including any operating system, integrated software, any programs embedded, installed, or activated on delivered hardware, and modifications of such
programs), ii) Oracle computer documentation and/or iii) other Oracle data, is subject to the rights and limitations specified in the license contained in the applicable contract.
The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management applications. It is not developed or intended for use in any inherently dangerous
applications, including applications that may create a risk of personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take
all appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by
use of this software or hardware in dangerous applications.

Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and are trademarks or registered trademarks
of SPARC International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information about content, products, and services from third parties. Oracle Corporation and its affiliates
are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an applicable
agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of third-
party content, products, or services, except as set forth in an applicable agreement between you and Oracle.

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/
topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support
Oracle customer access to and use of Oracle support services will be pursuant to the terms and
conditions specified in their Oracle order for the applicable services.
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