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Preface

Preface

Audience

ORACLE

Oracle Database Net Services Administrator's Guide describes how to use Oracle Net
Services. This guide describes the Oracle Net Services product and its components, as well as
Oracle Net Services administrative and deployment topics.

e Audience
e Documentation Accessibility
e Diversity and Inclusion

e Conventions

Oracle Database Net Services Administrator's Guide is intended for the following readers:

*  Network administrators

» Directory server administrators
» Database administrators

» Decision makers

This guide is especially targeted for network administrators who are responsible for ensuring
connectivity. For network administrators, Oracle recommends:

* For a conceptual understanding of Oracle Net Services, read all of Understanding Oracle
Net Services

»  For essential configuration instructions, read all of Configuration and Administration of
Oracle Net Services

«  For troubleshooting, read Testing and Troubleshooting Oracle Net Services

For directory administrators, Oracle recommends:

e For understanding how Oracle Net Services uses a directory server, read Managing
Network Address Information in Understanding Oracle Net Services

e For instructions about configuring naming information in a directory server, and exporting
existing naming data to a directory server, read Configuring Naming Methods in
Configuration and Administration of Oracle Net Services

For database administrators, Oracle recommends:

» For a general understanding of networking, read Introducing Oracle Net Services and
Quick Start to Oracle Net Services

* For an overview of communication layers, read Understanding the Communication Layers

* For understanding how to configure Oracle database server features that require listener
and shared server configuration, read Configuration and Administration of Oracle Net
Services, Configuring a Shared Server Architecture , and Optimizing Performance
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For decision makers, Oracle recommends

e For an understanding of how Oracle Net Services fits into the overall network architecture
and for explaining the basics of Oracle Net Services, read Introducing Oracle Net Services,
Managing Network Address Information , and Quick Start to Oracle Net Services

Oracle recommends that all readers look over Understanding Oracle Net Services, to ensure
that they have the background required to benefit from the rest of the guide.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customer access to and use of Oracle support services will be pursuant to the terms
and conditions specified in their Oracle order for the applicable services.

Diversity and Inclusion

Oracle is fully committed to diversity and inclusion. Oracle respects and values having a
diverse workforce that increases thought leadership and innovation. As part of our initiative to
build a more inclusive culture that positively impacts our employees, customers, and partners,
we are working to remove insensitive terms from our products and documentation. We are also
mindful of the necessity to maintain compatibility with our customers' existing technologies and
the need to ensure continuity of service as Oracle's offerings and industry standards evolve.
Because of these technical constraints, our effort to remove insensitive terms is ongoing and
will take time and external cooperation.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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Understanding Oracle Net Services

ORACLE

Part | provides an overview of Oracle Net Services concepts, products, and tools.

This part contains the following chapters:

Introducing Oracle Net Services
Understand the basic elements of Oracle Net Services architecture and the Oracle Net

foundation layer.

Identifying and Accessing the Database
Understand how databases are identified, and how clients access them.

Managing Network Address Information
Identify how the network address information for Oracle Net Services can be stored in local
files or in a centralized directory server.

Understanding the Communication Layers
The primary function of Oracle Net is to establish and maintain connections between a
client application and an Oracle database server.

Understanding Oracle Net Architecture

The Oracle Net listener is an application positioned on top of the Oracle Net foundation
layer. The database receives an initial connection from a client application through the
listener.



Introducing Oracle Net Services

Understand the basic elements of Oracle Net Services architecture and the Oracle Net
foundation layer.

About Oracle Net Services

Oracle Net Services provides enterprise-wide connectivity solutions in distributed,
heterogeneous computing environments. It eases the complexities of network configuration
and management, maximizes performance, and improves network diagnostic capabilities.

Understanding Database Instances
A database has at least one instance. An instance is comprised of a memory area called
the System Global Area (SGA) and Oracle background processes.

Components of Oracle Net Services
Learn about the connectivity, manageability, scalability, and security features.

1.1 About Oracle Net Services

Oracle Net Services provides enterprise-wide connectivity solutions in distributed,

heterogeneous computing environments. It eases the complexities of network configuration
and management, maximizes performance, and improves network diagnostic capabilities.

# Note:

The terms "SQL*Net" and "Net Services" are used interchangeably throughout
Oracle documentation and both these terms refer to the same functionality.

This section introduces the basic networking concepts involved in a typical network
configuration.

* Understanding Connectivity
Oracle Net, a component of Oracle Net Services, enables a network session from a client
application to an Oracle Database server.

e Understanding Manageability
e Understanding Shared Server Architecture
e Understanding Performance

* Understanding Network Security

1.1.1 Understanding Connectivity

ORACLE

Oracle Net, a component of Oracle Net Services, enables a network session from a client
application to an Oracle Database server.

When a network session is established, Oracle Net acts as the data carrier for both the client
application and the database. It is responsible for establishing and maintaining the connection
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between the client application and database, as well as exchanging messages between them.
Oracle Net is able to perform these jobs because it is located on each computer in the network.

e About Client/Server Application Connections

e About Web Client Application Connections

1.1.1.1 About Client/Server Application Connections

Oracle Net enables connections from traditional client/server applications to Oracle Database
servers. Figure 1-1 shows how Oracle Net enables a network connection between a client and
a database server. Oracle Net is a software component that resides on both the client and the
database server. Oracle Net is layered on top of network Oracle protocol support, rules that
determine how applications access the network and how data is subdivided into packets for
transmission across the network. In the following figure, Oracle Net communicates with TCP/IP
to enable computer-level connectivity and data transfer between the client and the database.

Figure 1-1 Client/Server Application Connection
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Specifically, Oracle Net is comprised of the Oracle Net foundation layer, which establishes and

maintains connections, and Oracle protocol support, which maps the foundation layer
technology to industry-standard protocols.

» Java Client Application Connections

1.1.1.1.1 Java Client Application Connections

ORACLE

Java client applications access an Oracle database through a Java Database Connectivity
(JDBC) Driver, a standard Java interface for connecting from Java to a relational database.
Oracle offers the following drivers:

« JDBC OCI Driver for client-side use with an Oracle client installation.

« JDBC Thin Driver, a pure Java driver for client-side use without an Oracle installation,
particularly with applets.

These drivers use Oracle Net to enable connectivity between a client application and an Oracle
database.

The following figure shows a Java client application using a JDBC OCI driver and an Oracle
Database server. The Java client application makes calls to the JDBC OCI driver, which
translates the JDBC calls directly into the Oracle Net layer. The client then uses Oracle Net to
communicate with Oracle Database that is also configured with Oracle Net.
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Figure 1-2 Java Application Connection
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¢ See Also:

e Oracle Database JDBC Developer's Guide
e Oracle Database JDBC Java API Reference

1.1.1.2 About Web Client Application Connections

ORACLE

Internet connections from client web browsers to an Oracle Database server are similar to
client/server applications, except that the connection request goes to an application web
server.

Figure 1-3 shows the basic architecture for web client connections, including a client web
browser, an application web server, and an Oracle Database server. The browser on the client
communicates with HTTP to the web server to make a connection request. The web server
sends the request to an application where it is processed. The application then uses Oracle
Net to communicate with the Oracle Database server that also is configured with Oracle Net.

Figure 1-3 Web Client Connections through Application Web Server
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The basic components have the following characteristics:

e HyperText Transport Protocol (HTTP)

HTTP provides the language that enables web browsers and application web servers to
communicate.

«  Application Web Server

1-3



Chapter 1
About Oracle Net Services

An application web server manages data for a website, controls access to that data, and
responds to requests from web browsers. The application on the web server
communicates with the database and performs the job requested by the web server.

e Web Client Connections Through Java Application Web Server

e Web Client Connections Without an Application Web Server

1.1.1.2.1 Web Client Connections Through Java Application Web Server

An application web server can host Java applications and servlets, as shown in Figure 1-4.
Web browsers make a connection request by communicating through HTTP to an application
web server. The application web server sends the request to an application or a servlet, which
uses a JDBC OCI or a JDBC Thin driver to process the request. The driver then uses Oracle
Net to communicate with the Oracle Database server that also is configured with Oracle Net.

Figure 1-4 Web Client Connections Through Java Application Web Server
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1.1.1.2.2 Web Client Connections Without an Application Web Server

ORACLE

Web clients that do not require an application web server to access applications can access
Oracle Database directly, for example, by using a Java applet. In addition to regular
connections, the database can be configured to accept HTTP protocol, FTP, or WebDAV
protocol connections. These protocols are used for connections to Oracle XML DB in the
Oracle Database instance.

The following figure shows two different web clients. The first web client makes an HTTP
connection to the database. The second web client uses a web browser with a JDBC Thin
driver, which in turn uses a Java version of Oracle Net called JavaNet to communicate with the
Oracle Database server that is configured with Oracle Net.

¢ See Also:
Oracle XML DB Developer's Guide
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Figure 1-5 Web Client Connection Scenarios
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1.1.2 Understanding Manageability

Oracle Net Services offers several manageability features to configure and manage networking
components.

*  About Service Name and Location Transparency
Each database is represented by one or more services. A service is a program that
responds to requests from various clients or performs some operation.

*  About Centralized Configuration and Management
To manage large networking environments, administrators can access a centralized
repository to specify and modify the network configuration.

*  About Quick Installation and Configuration
Networking elements for the Oracle Database server and clients are preconfigured for
most environments.

1.1.2.1 About Service Name and Location Transparency

ORACLE

Each database is represented by one or more services. A service is a program that responds
to requests from various clients or performs some operation.

A service is identified by a service name, for example, sales.us.example.com. A client uses a
service name to identify the database it must access. The information about the database
service and its location in the network is transparent to the client because the information
needed for a connection is stored in a repository.

The repository is represented by one or more haming methods. A naming method is a
resolution method used by a client application to resolve a connect identifier to a connect
descriptor when attempting to connect to a database service. Oracle Net Services offers
several naming methods that support localized configuration on each client, or centralized
configuration that can be accessed by all clients in the network.

For example, in the following figure, a company has three databases that clients can access.
Each database has a distinct service name, such as sales.us.example.com,
hr.us.example.com, and mktg.us.example.com.
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1. The client uses the repository to find the information it needs for sales.us.example.com.

2. After the client has the information it needs, it connects to the database.

Figure 1-6 Service Information Repository
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1.1.2.2 About Centralized Configuration and Management

To manage large networking environments, administrators can access a centralized repository
to specify and modify the network configuration.

You can store the Oracle Net Services configuration in one of the following centralized
repositories:

e LDAP-Compliant Directory Server

Support of LDAP-compliant directory servers provides a centralized vehicle for managing
and configuring a distributed Oracle network. The directory can act as a central repository
for all information about database network components, user and corporate policies, and
user authentication and security, thus replacing client-side and server-side localized
configuration files. All computers on the network can refer to the directory for information.

When using the LDAP directory server, you can choose to specify LDAP parameters either
in external configuration files (1dap.ora and sqlnet.ora) or directly in the connect
identifier.

The following diagram shows clients, Oracle Database servers, and other servers (such as
application web servers) connecting to a centralized directory server:
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Figure 1-7 Centralized Storage of Network Configuration with a Directory Server
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e Centralized Configuration Provider

You can centralize connect descriptors and optionally database credential references in a
Centralized Configuration Provider, such as Azure App Configuration store or Oracle Cloud
Infrastructure (OCI) Object Storage as a JSON file.

This naming method stores network service names and addresses in a single location,
facilitating administration (addition, deletion, or modification) of connect descriptors. This
also enables you to centrally manage password change policies for all stored database
user names and passwords.

Related Topics
* Using a Directory Server for Centralized Management

e Configuring the Directory Naming Method
With this naming method, connect identifiers are mapped to connect descriptors contained
in an LDAP-compliant directory server, such as Oracle Internet Directory, Oracle Unified
Directory, or Microsoft Active Directory.

»  Configuring the Centralized Configuration Provider Naming Method
With this naming method, connect identifiers are mapped to connect descriptors contained
in a Centralized Configuration Provider, such as Azure App Configuration store or Oracle
Cloud Infrastructure (OCI) Object Storage as a JSON file.

1.1.2.3 About Quick Installation and Configuration

Networking elements for the Oracle Database server and clients are preconfigured for most
environments.

The Easy Connect naming method is enabled by default, and does not require a repository.
Clients connect using the hostname of the database. As a result, clients and servers are ready
to connect out-of-the-box using Easy Connect, giving users the benefits of distributed
computing.

1.1.3 Understanding Shared Server Architecture

The Oracle Database shared server architecture increases the scalability of applications and
the number of clients that can simultaneously be connected to the database. The shared
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server architecture also enables existing applications to scale up without making any changes
to the application itself.

When using a shared server, clients do not communicate directly with a database server
process, a database process that handles a client's requests on behalf of a database. Instead,
client requests are routed to one or more dispatchers. The dispatchers place the client
requests in a common queue. An idle shared server from the shared pool of server processes
picks up and processes a request from the queue. This means a small pool of server
processes can serve a large number of clients.

The Shared Server Architecture and Dedicated Server Architecture figures show the basic
difference between the shared server connection model and the traditional dedicated server
connection model. In the shared server model, a dispatcher can support multiple client
connections concurrently. In the dedicated server model, there is one server process for each
client. Each time a connection request is received, a server process is started and dedicated to
that connection until completed. This causes a processing delay.

Figure 1-8 Shared Server Architecture
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Figure 1-9 Dedicated Server Architecture

Client
Dedicated
4P | Server
Process

——

Client -

Dedicated
—p Server 4= | Database
Process
Client
Dedicated
<4—p | Server
Process

——

A shared server is ideal for configurations with a large number of connections because it
reduces the server memory requirements. A shared server is well suited for both Internet and
intranet environments.

Utilization of server resources can be further enhanced with Oracle Connection Manager.
Oracle Connection Manager, an Oracle Net Services component, enables multiple client
network sessions to be multiplexed, or funneled, through a single network connection to a
database.

The session multiplexing feature reduces the demand on resources needed to maintain
multiple network sessions between two processes by enabling the server to use fewer network
connection endpoints for incoming requests. In this way, the total number of network sessions
that a server can handle is increased. One Oracle Connection Manager with multiple gateways
enables thousands of concurrent users to connect to a server.

The following figure shows how session multiplexing can be used in a web architecture. When
Oracle Connection Manager is run on the same computer as an application web server, the
application web server can route multiple client sessions through Oracle Connection Manager
to ensure that those sessions have continuous access to an Oracle Database server. This
functionality is especially useful for web applications where session availability and response
time are major concerns.
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Figure 1-10 Session Multiplexing

Application Database
we

b Server Oracle Sarver

Connection
Manager

The following are the advantages and disadvantages of session multiplexing. Session
multiplexing is recommended for networks where continuous connectivity is required.

Advantages of Session Multiplexing

e Limits the number of network resources used for each process
e Supports large client populations

* Maximizes the number of client/server sessions over a limited number of process
connections

e Optimizes resource utilization

* Enables identification and monitoring of real users

*  Enables mid-tier applications to support additional services

* Requires only a single transport for clients with multiple applications
* Requires only a single network connection for database links

Disadvantage of Session Multiplexing

Clients must connect to Oracle Connection Manager.

1.1.4 Understanding Performance

ORACLE

System performance is important to users. Users usually start to notice performance when a
system takes longer than one second to respond. Oracle Net configuration can be modified to
enhance system performance.

This section discusses performance considerations.

e Listener Queue Size
e Session Data Unit Size for Data Transfer Optimization
*  Persistent Buffer Flushing for TCP/IP
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*  Sockets Direct Protocol

» Database Availability

1.1.4.1 Listener Queue Size

If you anticipate receiving a large number of connection requests for a listening process (such
as a listener or Oracle Connection Manager) over TCP/IP, then Oracle Net enables you to
configure the listening queue to be higher than the system default.

1.1.4.2 Session Data Unit Size for Data Transfer Optimization

ORACLE

Before sending data across the network, Oracle Net buffers and encapsulates data into the
session data unit (SDU). Oracle Net sends the data stored in this buffer when the buffer is full,
flushed, or when database server tries to read data. When large amounts of data are being
transmitted or when the message size is consistent, adjusting the size of the SDU buffers can
improve performance, network utilization, or memory consumption. You can deploy SDU at the
client, application web server, and database.

Tuning your application to reduce the number of round trips across the network is the best way
to improve your network performance. If this is done, then it is also possible to optimize data
transfer by adjusting the size of the SDU.

Considerations for Modifying the Size of the SDU
Modify the SDU size under the following situations:

e The data coming back from the server is fragmented into separate packets.

* You are on a wide area network (WAN) that has long delays.

e The packet size is consistently the same.

e Large amounts of data are returned.

Do not modify the SDU size under the following situations:

e The application can be tuned to avoid the delays listed in the adjacent column.

* You have a high speed network where the effect of the data transmission is negligible.

*  Your requests return small amounts of data from the server.

# Note:

Starting with Oracle Database 11g, Oracle Net Services optimizes bulk data transfer
for certain components, such as Oracle SecureFiles LOBs and Oracle Data Guard
redo transport services. The SDU size limit, as specified in the network parameter
files, does not apply to these bulk data transfers. Bulk data transfer optimization does
not apply when ASO options are enabled or TLS transport is used.

# See Also:

"Configuring Session Data Unit "
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1.1.4.3 Persistent Buffer Flushing for TCP/IP

Under certain conditions for some applications using TCP/IP, Oracle Net packets may not get
flushed immediately to the network. Most often, this behavior occurs when large amounts of
data are streamed. The implementation of TCP/IP itself is the reason for the lack of flushing,
causing unacceptable delays. To remedy this problem, specify no delays in the buffer flushing
process.

¢ See Also:

Oracle Database Net Services Reference for additional information about the
TCP.NODELAY parameter

1.1.4.4 Sockets Direct Protocol

Oracle Net Services provides support for InfiniBand high-speed networks. InfiniBand is a high-
bandwidth I/O architecture designed to increase communication speed between CPUs, server-
side devices, and network subsystems. Oracle Net Services provides support for Sockets
Direct Protocol (SDP). SDP is an industry-standard wire protocol intended for use between
InfiniBand network peers.

SDP reduces the overhead of TCP/IP by eliminating intermediate replication of data and
transferring most of the messaging burden away from the CPU and onto the network
hardware. The result is a low-latency, increased bandwidth, high-throughput connection that
reduces the amount of CPU cycles dedicated to network processing.

The communication between clients, including Oracle WebLogic Server or any other third-party
middle-tier client, and Oracle Database 12c release onwards can take advantage of high-
speed interconnect benefits. Oracle WebLogic Server includes Oracle TCP/IP support as part
of its installation.

A driver installed on the Oracle WebLogic Server servers transparently converts TCP/IP
support to SDP support. The SDP requests are then sent to an InfiniBand switch that
processes and forwards the requests from the Oracle WebLogic Server servers to the
database server.

¢ See Also:

"Configuring SDP Support for InfiniBand Connections"

1.1.4.5 Database Availability

ORACLE

Availability to the database is crucial for any network. You can configure multiple listeners to
handle client connection requests for the same database service. This is beneficial in Oracle
Real Application Clusters configurations, where each instance has a listener associated with it.
Multiple listener configurations enable you to use the following features.

« Connect-time failover enables clients to request a different listener, usually on a different
node, if the first listener fails.
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« Client load balancing enables clients to randomize requests to the multiple listeners,
usually on different nodes. These features can be used together or separately. Together,
they ensure access to the database and distribute the load to not overburden a single
listener.

1.1.5 Understanding Network Security

Data access and the secure transfer of data are important considerations when deploying
Oracle Database. Granting and denying access to a database is crucial for a secure network
environment. Oracle Net Services enables database access control using firewall access
control and valid node registration.

¢ Firewall Access Control

# See Also:

"Managing Oracle Net Listener Security" for information about valid node registration

1.1.5.1 Firewall Access Control

ORACLE

Oracle Connection Manager can be configured to grant or deny client access to a particular
database service or a computer. By specifying filtering rules, you can allow or restrict specific
client access to a server, based on the following criteria:

e Source host names or IP addresses for clients

e Destination host names or IP addresses for servers
e Destination database service names

e Client use of Oracle Net Services security features

Figure 1-11 shows an Oracle Connection Manager positioned between three clients and an
Oracle Database server. Oracle Connection Manager is configured to allow access to the first
two clients and to deny access to the third.
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Figure 1-11 Intranet Network Access Control with Oracle Connection Manager
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Although Oracle Connection Manager cannot be integrated with third-party firewall products,
vendors can package it with their own products in a way that enables this product to serve as
an application gateway.

In general, firewalls should be set to receive incoming requests, and allow outbound calls from
Oracle Database. By defining filtering rules, you can limit access to the network.

Caution:

Incorrectly setting your firewall options can cause security problems. Before changing
your firewall settings, discuss the options and your network site policies with your
system administrator.

Figure 1-12 shows an application gateway controlling traffic between internal and external
networks and providing a single checkpoint for access control and auditing. As a result,
unauthorized Internet hosts cannot directly access the database inside a corporation, but
authorized users can still use Internet services outside the corporate network. This capability is
critical in Internet environments to restrict remote access to sensitive data.
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Figure 1-12 Internet Network Access Control with an Application Gateway
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It is important to deploy at least two Oracle Connection Manager firewalls or Oracle Net
Firewall proxies in an Internet network environment in the event that one firewall goes down.

1.2 Understanding Database Instances

A database has at least one instance. An instance is comprised of a memory area called the
System Global Area (SGA) and Oracle background processes.

The memory and processes of an instance efficiently manage the associated database's data
and serve the database users.

# Note:

An instance also manages other services, such as Oracle XML DB.

The following figure shows two database instances, sales and finance, associated with their
respective databases and service names.
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Figure 1-13 One Instance for Each Database
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Instances are identified by an instance name, such as sales and finance in this example. The
instance name is specified by the INSTANCE NAME initialization parameter. The instance name
defaults to the Oracle system identifier (SID) of the database instance.

Some hardware architectures allow multiple computers to share access to data, software, or
peripheral devices. Oracle Real Application Clusters (Oracle RAC) can take advantage of such
architecture by running multiple instances on different computers that share a single physical
database.

The following figure shows an Oracle RAC configuration. In this example, two instances,
salesl and sales2, are associated with one database service, sales.us.example.com.

Figure 1-14 Multiple Instances Associated with an Oracle RAC Database
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1.3 Components of Oracle Net Services

Learn about the connectivity, manageability, scalability, and security features.

*  About Oracle Net

*  About Oracle Net Listener

e About Oracle Connection Manager
e About Networking Tools

e About Oracle Advanced Security
Oracle Advanced Security is a separately licensable product that provides Oracle
Database Transparent Data Encryption (TDE) and Oracle Data Redaction. TDE encrypts
data so that only an authorized recipient can read it.

1.3.1 About Oracle Net

Oracle Net is a software layer that resides on the client and on the Oracle Database server. It
is responsible for establishing and maintaining the connection between the client application
and server, as well as exchanging messages between them, using industry-standard protocols.
Oracle Net has two software components:

e Oracle Net Foundation Layer

e Oracle Protocol Support
The Oracle Net foundation layer uses Oracle protocol support to communicate with these

industry-standard network protocols.

1.3.1.1 Oracle Net Foundation Layer

ORACLE

On the client side, applications communicate with Oracle Net foundation layer to establish and
maintain connections. The Oracle Net foundation layer uses Oracle protocol support that
communicates with an industry-standard network protocol, such as TCP/IP, to communicate
with the Oracle Database server.

Figure 1-15 illustrates the communication stack on the client.

Figure 1-15 Oracle Net on the Client
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The Oracle Database server side is similar to the client side as illustrated in Figure 1-16. A

network protocol sends client request information to an Oracle protocol support layer, which
then sends information to the Oracle Net foundation layer. The Oracle Net foundation layer

then communicates with the Oracle Database server to process the client request.
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Figure 1-16 Oracle Net on the Server
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1.3.1.2 Oracle Protocol Support

The Oracle Net foundation layer uses Oracle protocol support to communicate with these
industry-standard network protocols.

e TCP/IP (version 4 and version 6)

e TCP/IP with Transport Layer Security (TLS)
* Named Pipes

- SDP

Oracle protocol support maps Oracle Net foundation layer functionality to industry-standard
protocols used in client/server connections.

Related Topics

* Understanding Oracle Protocol Support Layer
A network protocol is responsible for transporting data from the client computer to the
database server computer. This section describes the protocols used by the Oracle
Protocol Support layer of the Oracle Net communication stack.

1.3.2 About Oracle Net Listener

ORACLE

Oracle Database server receives the initial connection through Oracle Net Listener. Oracle Net
Listener, referred to in this document as the listener, brokers a client request, handing off the
request to the server. The listener is configured with a protocol address, and clients configured
with the same protocol address can send connection requests to the listener. When a
connection is established, the client and Oracle server communicate directly with one another.

Oracle Net listener supports ACLs (Access Control Lists) for service and this is supported for
all IP protocaols.

¢ See Also:

DBSFWUSER.DBMS_SFW_ACL_ADMIN in Oracle Database PL/SQL Packages
and Types Reference for more information about listener ACLs

The following figure shows the listener accepting a connection request from a client and
forwarding that request to an Oracle server.
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Figure 1-17 Listener in a Connection Request
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# See Also:

Configuring and Administering Oracle Net Listener for additional information about
the listener

1.3.3 About Oracle Connection Manager

Oracle Connection Manager is the software component that resides on its own computer,
separate from a client or an Oracle Database server. It proxies and screens requests for the
database server. In addition, it multiplexes database sessions.

In its session multiplexing role, Oracle Connection Manager funnels multiple sessions through
a single transport protocol connection to a particular destination. In this way, Oracle
Connection Manager reduces the demand on resources needed to maintain multiple sessions
between two processes by enabling the Oracle Database server to use fewer connection
endpoints for incoming requests.

As an access control filter, Oracle Connection Manager controls access to Oracle databases.

< Note:

Oracle Connection Manager can act as a Connection Manager in Traffic Director
Mode by setting tdm=yes in cman.ora.

Oracle Connection Manager in Traffic Director mode provides improved high
availability (HA) (planned and unplanned), connection multiplexing support, and load
balancing. This feature also provides an inband client notification mechanism to
deliver planned shutdown for Oracle Connection Manager down and service down
events to the OCI client.

ORACLE 110



Chapter 1
Components of Oracle Net Services
# See Also:

e "Understanding Shared Server Architecture"

e "Firewall Access Control" for a description of filtering

1.3.4 About Networking Tools

Oracle Net Services provides user interface tools and command-line utilities to configure,
manage, and monitor the network.

e Oracle Net Configuration Assistant is a standalone tool that enables you to configure
listeners and naming methods.

e Oracle Enterprise Manager Cloud Control combines configuration functionality across
multiple file systems, along with listener administrative control to provide an integrated
environment for configuring and managing Oracle Net Services.

e Oracle Net Manager provides configuration functionality for an Oracle home on a local
client or server host.

e Command-line control utilities to configure, administer, and monitor network components,
including listeners and Oracle Connection Managers.

With Oracle Enterprise Manager Cloud Control or Oracle Net Manager, you can fine-tune the
listener and naming method configuration created with Oracle Net Configuration Assistant. In
addition, Oracle Enterprise Manager Cloud Control and Oracle Net Manager offer built-in
wizards and utilities to test connectivity, migrate data from one naming method to another, and
create additional network components.

# See Also:

Managing Oracle Net Services

1.3.5 About Oracle Advanced Security

ORACLE

Oracle Advanced Security is a separately licensable product that provides Oracle Database
Transparent Data Encryption (TDE) and Oracle Data Redaction. TDE encrypts data so that
only an authorized recipient can read it.

Oracle Data Redaction enables an administrator to redact (mask) column data, using the
following types of redaction:

* Full redaction redacts all the contents of the column data. The redacted value returned to
the querying user depends on the data type of the column. For example, columns of the
NUMBER data type are redacted with a zero (0) and character data types are redacted
with a blank space.

e Partial redaction redacts a portion of the column data. For example, masking most of a
credit card number with asterisks (*), except for the last four digits.
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* Regular expressions enable using patterns of data to redact. For example, use regular
expressions to redact email addresses, which can have varying character lengths. It is
designed for use with character data only.

* Random redaction present the redacted data to the querying user as randomly-generated
values each time it is displayed.

* No redaction enables an administrator to test the internal operation of the redaction
policies, with no effect on the results of queries against tables with policies defined on
them.

Related Topics

e Oracle Database Data Redaction Guide
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Understand how databases are identified, and how clients access them.

e Understanding Database Instances
A database has at least one instance. An instance is comprised of a memory area called
the System Global Area (SGA) and Oracle background processes.

e Understanding Database Services
An Oracle database is represented to clients as a service. A database can have one or
more services associated with it.

e Connecting to a Database Service
To connect to a database service, clients use a connect descriptor that provides the
location of the database and the name of the database service.

e Understanding Service Handlers
Service handlers act as connection points to an Oracle database. A service handler can be
a dispatcher or a dedicated server process, or pooled.

e Understanding Naming Methods
Oracle Net Services offers several types of naming methods that support localized
configuration on each client, or centralized configuration that can be accessed by all clients
in the network.

e Enhancing Service Accessibility Using Multiple Listeners
For some configurations, such as Oracle RAC, multiple listeners on multiple nodes can be
configured to handle client connection requests for the same database service.

2.1 Understanding Database Instances

A database has at least one instance. An instance is comprised of a memory area called the
System Global Area (SGA) and Oracle background processes.

The memory and processes of an instance efficiently manage the associated database's data
and serve the database users.

# Note:

An instance also manages other services, such as Oracle XML DB.

The following figure shows two database instances, sales and finance, associated with their
respective databases and service names.
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Figure 2-1 One Instance for Each Database
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Instances are identified by an instance name, such as sales and finance in this example. The
instance name is specified by the INSTANCE NAME initialization parameter. The instance name
defaults to the Oracle system identifier (SID) of the database instance.

Some hardware architectures allow multiple computers to share access to data, software, or
peripheral devices. Oracle Real Application Clusters (Oracle RAC) can take advantage of such
architecture by running multiple instances on different computers that share a single physical
database.

The following figure shows an Oracle RAC configuration. In this example, two instances,
salesl and sales2, are associated with one database service, sales.us.example.com.

Figure 2-2 Multiple Instances Associated with an Oracle RAC Database

Cluster
Node

-
ﬁ l I <1> sales.us.example.com

Oracle RAC
Database
salesi
Cluster
Node

‘—U—! —=
sales.us.example.com
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2.2 Understanding Database Services

An Oracle database is represented to clients as a service. A database can have one or more
services associated with it.

The following figure shows two databases, each with its own database service for clients. One
service, sales.us.example.com, enables salespersons to access the sales database. Another
service, finance.us.example.com, enables financial analysts to access the finance database.

Figure 2-3 One Service for Each Database
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The sales and finance databases are each identified by a service name,
sales.us.example.com and finance.us.example.com, respectively. A service name is a logical
representation of a database. When an instance starts, it registers itself with a listener using
one or more service names. When a client program or database connects to a listener, it
requests a connection to a service.

A service name can identify multiple database instances, and an instance can belong to
multiple services. For this reason, the listener acts as a mediator between the client and
instances and routes the connection request to the appropriate instance. Clients connecting to
a service need not specify which instance they require.

The service name is specified by the SERVICE_NAMES initialization parameter in the server
parameter file. The server parameter file enables you to change initialization parameters with
ALTER SYSTEM commands, and to carry the changes across a shutdown and startup. The
DBMS_SERVICE package can also be used to create services. The service name defaults to
the global database name, a hame comprising the database name (DB_NAME initialization
parameter) and domain name (DB_DOMAIN initialization parameter). In the case of
sales.us.example.com, the database name is sales and the domain name is us.example. com.
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# Note:

Starting with Oracle Database 19c, customer use of the SERVICE NAMES parameter is
deprecated. To manage your services, Oracle recommends that you use the SRVCTL
or GDSCTL command line utilities, or the DBMS SERVICE package.

The following figure shows clients connecting to multiple services associated with one
database.

Figure 2-4 Multiple Services Associated with One Database
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Associating multiple services with one database enables the following functionality:

* A single database can be identified different ways by different clients.

e A database administrator can limit or reserve system resources. This level of control
enables better allocation of resources to clients requesting one of the services.

¢ See Also:

*  Oracle Database Administrator's Guide for additional information about
initialization parameters

e Oracle Database SQL Reference for additional information about the ALTER
SYSTEM statement

» Oracle Database Reference for additional information about the SERVICE NAMES
parameter

e Oracle Database PL/SQL Packages and Types Reference for additional
information about the DBMS SERVICE package.
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2.3 Connecting to a Database Service

To connect to a database service, clients use a connect descriptor that provides the location of
the database and the name of the database service.

The following example is an Easy Connect descriptor that connects to a database service
named sales.us.example.com, and the host sales-server (the portis 1521 by default):

sales-server/sales.us.example.com
The following example shows the entry in the tnsnames.ora file for the preceding Easy
Connect connect descriptor and database service:

(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521))
(CONNECT_DATA=
(SERVICE _NAME=sales.us.example.com)))

e About Connect Descriptors
*  About the Protocol Address
* About Service Registration

Related Topics

* Understanding Naming Methods
Oracle Net Services offers several types of naming methods that support localized
configuration on each client, or centralized configuration that can be accessed by all clients
in the network.

2.3.1 About Connect Descriptors

ORACLE

A connect descriptor is comprised of one or more protocol addresses of the listener and the
connect information for the destination service in the tnsnames.ora file. Example 2-1 shows a
connect descriptor mapped to the sales database.

Example 2-1 Connect Descriptor

sales=
(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521)
(CONNECT_DATA=
(SID=sales)
(SERVICE NAME=sales.us.example.com)
(INSTANCE NAME=sales)))

As shown in Example 2-1, the connect descriptor contains the following parameters:

* The ADDRESS section contains the following:

— PROTOCOL parameter, which identifies the listener protocol address. The protocol is
tcp for TCP/IP.

— HOST parameter, which identifies the host name. The host is sales-server.
— PORT parameter, which identifies the port. The port is 1521, the default port number.

— Optional HTTPS_PROXY and HTTPS_PROXY_PORT parameters, that allow the
database client connection to traverse through the organization’s forward web proxy.

2-5



Chapter 2
Connecting to a Database Service

These parameters are applicable only to the connect descriptors where
PROTOCOL=TCPS.

The CONNECT_DATA section contains the following:

SID parameter, which identifies the system identifier (SID) of the Oracle database. The
SID is sales.

SERVICE_NAME parameter, which identifies the service. The destination service
name is a database service named sales.us.example.com.

The value for this connect descriptor parameter comes from the SERVICE_NAMES
initialization parameter (SERVICE_NAMES uses a final S) in the initialization
parameter file. The SERVICE_NAMES initialization parameter is typically the global
database name, which includes the database name and domain name. In the
example, sales.us.example.com has a database name of sales and a domain of
us.example.com.

< Note:

Starting with Oracle Database 19c, customer use of the SERVICE NAMES
parameter is deprecated. To manage your services, Oracle recommends that
you use the SRVCTL or GDSCTL command line utilities, or the DBMS SERVICE
package.

INSTANCE_NAME parameter, which identifies the database instance. The instance
name is optional.

The INSTANCE_NAME parameter in the initialization parameter file defaults to the SID
entered during installation or database creation.

About IPv6 Addresses in Connect Descriptors
A host can use IP version 4 (IPv4) and IP version 6 (IPv6) interfaces. IPv6 addresses and

host names that resolve to IPv6 addresses are usable in the HOST parameter of a TNS

connect address, which can be obtained through any of the supported net naming

methods.

# See Also:

"Understanding Database Instances", and "Understanding Database Services"

2.3.1.1 About IPv6 Addresses in Connect Descriptors

ORACLE

A host can use IP version 4 (IPv4) and IP version 6 (IPv6) interfaces. IPv6 addresses and host
names that resolve to IPv6 addresses are usable in the HOST parameter of a TNS connect
address, which can be obtained through any of the supported net naming methods.

End-to-end connectivity using IPv6 requires the following configuration:

The client TNS connect address must connect to the Oracle Net Listener on the IPv6
endpoint.

The database instance configured for Oracle Net Listener must listen for connection
requests on IPv6 endpoints.
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For a given host name, Oracle Net attempts to connect to all IP addresses returned by Domain
Name System (DNS) name resolution until a successful connection is established or all
addresses have been attempted. Suppose that in a connect descriptor, the sales-server host
is an IPv4-only host that is accepting client connections. DNS maps sales-server to the
following IP addresses:

1. IPv6 address 2001:0db8:0:0::200C:417A
2. IPv4 address 192.0.2.213

In this case, Oracle Net first tries to connect on the IPv6 address because it is first in the DNS
list. In this example, sales-server does not support IPv6 connectivity, so this attempt fails.
Oracle Net proceeds to connect to the IPv4 address, which succeeds.

Related Topics

e Choosing a Naming Method
Selecting the appropriate naming method for mapping names to connect descriptors
depends upon the size of the organization.

e About TCP/IP Protocol
TCP/IP (Transmission Control Protocol/Internet Protocol) is the standard communication
protocol suite used for client/server communication over a network.

e Configuring Listening Protocol Addresses

e Using Oracle Connection Manager as a Bridge for IPv4 and IPv6
In some database connection environments, a client and database may use different
versions of the IP protocol so that complete connectivity does not exist. In this case, at
least two hops in the connection use different versions of the IP protocol.

e IPv6 Network Connectivity

2.3.2 About the Protocol Address

The address portion of the connect descriptor is the protocol address of the listener. To
connect to a database service, clients first contact a listener process that typically resides on
the database server. The listener receives incoming client connection requests and sends
these requests to the database server. After the connection is established, the client and
database server communicate directly.

The listener is configured to accept requests from clients at a protocol address. This address
defines the protocol the listener is listening on and any other protocol-specific information. For
example, the listener could be configured to listen at the following protocol address:

(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521)))

The preceding example shows a TCP/IP protocol address that specifies the host of the listener
and a port number. Client connect descriptors configured with this same protocol address can
send connection requests to this listener.

2.3.3 About Service Registration

ORACLE

The connect descriptor specifies the database service name with which clients seek to
establish a connection. The listener knows which services can handle connection requests
because Oracle Database dynamically registers this information with the listener. This process
of registration is called service registration. Registration also provides the listener with
information about the database instances and the service handlers available for each instance.
A service handler can be a dispatcher or dedicated server.
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e Specifying an Instance Name

* Specifying a Service Handler

2.3.3.1 Specifying an Instance Name

If connecting to a specific instance of the database is required, then clients can specify the
INSTANCE_NAME of a particular instance in the connect descriptor. This feature can be useful
for an Oracle RAC configuration. For example, the following connect descriptor specifies the
instance name salesl that is associated with sales.us.example.com.

(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521)
(CONNECT_DATA=
(SERVICE NAME=sales.us.example.com)
(INSTANCE NAME=salesl)))

2.3.3.2 Specifying a Service Handler

ORACLE

Clients that always want to use a particular service handler type can use a connect descriptor
to specify the service handler type. In the following example, the connect descriptor uses
(SERVER=shared) to request a dispatcher when connecting to a database. The database may
be configured to use dedicated servers by default.

(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521)
(CONNECT DATA=
(SERVICE NAME=sales.us.example.com)
(SERVER=shared) ) )

When the listener receives the client request, it selects one of the registered service handlers.
Depending on the type of handler selected, the communication protocol used, and the
operating system of the database server, the listener performs one of the following actions:

e Hands the connect request directly off to a dispatcher.

e Sends a redirect message back to the client with the location of the dispatcher or
dedicated server process. The client then connects directly to the dispatcher or dedicated
server process.

e Spawns a dedicated server process and passes the client connection to the dedicated
server process.

After the listener has completed the connection operation for the client, the client
communicates directly with the Oracle database without the listener's involvement. The listener
resumes listening for incoming network sessions.

The following should be considered when specifying service handlers:

* If you want the client to use a dedicated server, then specify (SERVER=dedicated). If the
SERVER parameter is not set, then a shared server configuration is assumed. However,
the client will use a dedicated server if no dispatchers are available.

- If database resident connection pooling is enabled on the server, then specify
(SERVER=pooled) to get a connection from the pool. If database resident connection
pooling is not enabled on the server, then the client request is rejected, and the user
receives an error message.
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# See Also:

e "About the Listener and Connection Requests" for a discussion about how the
listener works with service handlers

e Oracle Call Interface Programmer's Guide and Oracle Database Administrator's
Guide

e Oracle Database Global Data Services Concepts and Administration Guide for
additional information about management of global services

2.4 Understanding Service Handlers

Service handlers act as connection points to an Oracle database. A service handler can be a
dispatcher or a dedicated server process, or pooled.

e About Dispatchers
*  About Dedicated Server Processes

e About Database Resident Connection Pooling

2.4.1 About Dispatchers

The shared server architecture uses a dispatcher process to direct client connections to a
common request queue. An idle shared server process from a shared pool of server processes
picks up a request from the common queue. This approach enables a small pool of server
processes to serve a large number of clients. A significant advantage of the shared server
model over the dedicated server model is reduced system resources, enabling support of an
increased number of users.

The listener uses the dispatcher as a type of service handler to which it can direct client
requests. When a client request arrives, the listener performs one of the following actions:

e Hands the connection request directly to a dispatcher.

* Issues a redirect message to the client, containing the protocol address of a dispatcher.
The client then terminates the network session to the listener and establishes a network
session to the dispatcher, using the network address provided in the redirect message.

The listener uses direct hand off whenever possible. Redirect messages are used, for
example, when dispatchers are remote to the listener.

The following figure shows the listener handing a connection request directly to a dispatcher.

1. The listener receives a client connection request.
2. The listener hands the connect request directly to the dispatcher.

3. The client is now connected to the dispatcher.
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Figure 2-5 Direct Hand Off to a Dispatcher
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The following figure shows the role of a dispatcher in a redirected connection.

1. The listener receives a client connection request.
2. The listener provides the location of the dispatcher to the client in a redirect message.

3. The client connects directly to the dispatcher.

Figure 2-6 Redirected Connection to a Dispatcher
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2.4.2 About Dedicated Server Processes

ORACLE

In a dedicated server configuration, the listener starts a separate dedicated server process for
each incoming client connection request dedicated to servicing the client. After the session is
complete, the dedicated server process terminates. Because a dedicated server process has
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to be started for each connection, this configuration may require more system resources than
shared server configurations.

A dedicated server process is a type of service handler that the listener starts when it receives
a client request. To complete a client/server connection, one of the following actions occurs:

e The dedicated server inherits the connection request from the listener.

* The dedicated server informs the listener of its listening protocol address. The listener
passes the protocol address to the client in a redirect message and terminates the
connection. The client connects to the dedicated server directly using the protocol address.

One of the preceding actions is selected based on the operating system and the transport
protocol.

If the client and database exist on the same computer, then a client connection can be passed
directly to a dedicated server process without going through the listener. This is known as a
bequeath protocol. The application initiating the session spawns a dedicated server process for
the connection request. This happens automatically if the application used to start the
database is on the same computer as the database.

# Note:

In order for remote clients to connect to dedicated servers, the listener and the
database instance must be running on the same computer.

Figure 2-7 shows the listener passing a client connection request to a dedicated server
process.

1. The listener receives a client connection request.

2. The listener starts a dedicated server process, and the dedicated server inherits the
connection request from the listener.

3. The client is now connected directly to the dedicated server.

Figure 2-7 Connection to a Dedicated Server Process
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Figure 2-8 shows the role of a dedicated server in a redirected connection.

1. The listener receives a client connection request.
2. The listener starts a dedicated server process.

3. The listener provides the location of the dedicated server process to the client in a redirect
message.
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4. The client connects directly to the dedicated server.

Figure 2-8 Redirected Connection to a Dedicated Server Process
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2.4.3 About Database Resident Connection Pooling

Database resident connection pooling provides a connection pool in the database server for
typical web application usage scenarios in which an application acquires a database
connection, works on it for a relatively short duration, and then releases it. Database resident
connection pooling pools "dedicated"” servers. A pooled server is the equivalent of a server
foreground process and a database session combined. Database resident connection pooling
uses dynamic registration between the server and the listener. It cannot use static registration.

Database resident connection pooling complements middle-tier connection pools that share
connections between threads in a middle-tier process. In addition, it enables sharing of
database connections across middle-tier processes on the same middle-tier host and even
across middle-tier hosts. This results in significant reduction in key database resources needed
to support a large number of client connections, thereby reducing the database tier memory
footprint and boosting the scalability of both middle-tier and database tiers. Having a pool of
readily available servers has the additional benefit of reducing the cost of creating and closing
client connections.

Database resident connection pooling provides pooling for dedicated connections across client
applications and processes. This feature is useful for applications that must maintain persistent
connections to the database and optimize server resources, such as memory.

Clients obtaining connections out of the database resident connection pool are persistently
connected to a background process, the connection broker, instead of the dedicated servers.
The connection broker implements the pool functionality and performs the multiplexing of
inbound connections from the clients to a pool of dedicated servers with sessions.

When a client must perform database work, the connection broker picks up a dedicated server
from the pool and assigns it to the client. Subsequently, the client is directly connected to the
dedicated server until the request is served. After the server finishes processing the client
request, the server goes back into the pool and the connection from the client is restored to the
connection broker.

The following figure shows the process.
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Figure 2-9 Dedicated Server Processes Handling Connections Through the Connection Broker Process
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2.5 Understanding Naming Methods

Oracle Net Services offers several types of naming methods that support localized
configuration on each client, or centralized configuration that can be accessed by all clients in
the network.

e About Naming Methods
A naming method is a resolution method used by a client application to resolve a connect
identifier to a connect descriptor when attempting to connect to a database service.

e Choosing a Naming Method
Selecting the appropriate naming method for mapping names to connect descriptors
depends upon the size of the organization.

» Establishing a Client Session Using a Naming Method
Learn about a typical process for establishing a client session using a naming method.

* Entering a Connection String
You can make a connection across the network after the network components are started.
How you make a connection depends upon the naming method and the tool used for the
connection.
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2.5.1 About Naming Methods

ORACLE

A naming method is a resolution method used by a client application to resolve a connect
identifier to a connect descriptor when attempting to connect to a database service.

Overview

The information needed to use a service name to create a database connection can be stored
in a repository, which is represented by one or more naming methods. Users initiate a
connection request by providing a connect string.

A connect string includes a user name and password, along with a connect identifier. A
connect identifier can be the connect descriptor or a name that resolves to a connect
descriptor. The connect descriptor contains:

* Network route to the service, including the location of the listener through a protocol
address

e A database service name or Oracle system identifier (SID)

The following CONNECT command uses a connect string that has a complete connect descriptor
as the connect identifier instead of a network service name. The string should be entered on a
single line. It is shown on two lines because of page width.

SQL> CONNECT hr@ (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp) (HOST=sales-serverl)
(PORT=1521)) (CONNECT DATA=(SERVICE NAME=sales.us.example.com)))

One of the most common connect identifiers is a network service name, a simple name for a
service. The following CONNECT command uses a connect string that uses network service
name sales as the connect identifier:

SQL> CONNECT hr@sales

When network service name sales is used, connection processing takes place by first
mapping sales to the connect descriptor.

Types of Naming Methods

The mapped information is accessed by naming methods. The following naming methods are
available:

e Local Naming
e Directory Naming
e Centralized Configuration Provider Naming

e Easy Connect Naming

How to Configure Naming Methods

A naming method configuration consists of the following steps:

1. Select a naming method.

2. Map connect descriptors to the names or to a connect identifier.
3. Configure clients to use the naming method.

Related Topics

e Configuring Naming Methods
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Selecting the appropriate naming method for mapping names to connect descriptors depends
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e For a small organization with only a few databases, use Easy Connect Naming to make
TCP/IP connections with the host name of the database server or local naming to store
names in tnsnames.ora file on the clients.

e For large organizations with several databases, use Directory Naming to store names in a
centralized directory server or Centralized Configuration Provider Naming to store names
in a Centralized Configuration Provider.

e For an Internet network, configure the application web servers needed to connect to the
databases with the Local Naming method.

This is a summary of the advantages and disadvantages of each naming method, and some
recommendations for using them in the network:

Naming Method

Description

Advantages/Disadvantages

Recommended for:

Local Naming

Directory Naming

ORACLE

Stores network service
names and their connect
descriptors in a localized
configuration file named
tnsnames.ora, which by
default is located in the
ORACLE BASE HOME/
network/admin directory.

Stores connect identifiers in
a centralized LDAP-
compliant directory server to
access a database service.

Advantages:

»  Provides a straightforward method for
resolving network service name
addresses.

Resolves network service names
across networks running different
protocols.

Disadvantage: Requires local configuration

of all network service name and address
changes.

Advantages:
*  Centralizes network names and

addresses in a single place, facilitating

administration of name changes and

updates. This eliminates the need for an
administrator to make changes to what

potentially could be hundreds or even
thousands of clients.

- Directory stores names for other
services.

*  Tools provide simple configuration.
. Provides an alternative method to

specify LDAP name lookup by passing

LDAP parameters directly in the

connect identifier, instead of specifying

external configuration files (such as

ldap.ora and sglnet.ora).
Disadvantage: Requires access to a
directory server.

Simple distributed
networks with a small
number of services that
change infrequently.

Large, complex networks
(with over 20 client
computers) that change
on a frequent basis.
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Provider, such as Azure App
Configuration store or
Oracle Cloud Infrastructure
(OCI) Object Storage as a
JSON file.

Naming Method Description Advantages/Disadvantages Recommended for:
Centralized Stores connect descriptors ~ Advantages: Large, complex networks
Configuration and optionally database «  Centralizes network names and (with over 20 client
Provider Naming credential references in a addresses in a single location computers) that change
Centralized Configuration facilitating administration (addition on a frequent basis.

deletion, or modification) of connect
descriptors. This eliminates the need for
an administrator to change multiple
client connect descriptors, which
potentially could be hundreds or even
thousands in number.

For example, if a large number of
connect descriptors are stored on a
client using the Local Naming method
(tnsnames.ora) or Easy Connect
Naming method, then any modification
would require an update to all those
client connect descriptors.

If you are using the instance based or
managed identity based authentication,
then the password to access the
Centralized Configuration Provider is
managed by Microsoft Azure or OCI.
Enables you to centrally manage
database password change policies for
all stored database user names and
database passwords.

Enables client applications running on
multitenant cloud service environments
(which may not have access to wallet
stored in local system file) to centrally
manage wallets in remote stores.

Disadvantages:

Requires access to the OCI Object
Storage or Azure App Configuration
service.

When used outside the instance-based
or resource principal or managed
identity-based authentication, might
need you to modify cloud access user
name and password in the connect
identifier whenever there is a change in

them.
Easy Connect Enables clients to connect ~ Advantages: Simple TCP/IP networks
Naming to an Oracle database - Requires minimal user configuration. that meet the following
server by using a TCP/IP The user can provide only the name of ~ Criteria:
connect string consisting of the database host to establish a «  The client and server
a host name and optional connection. are connecting using
portand service name. «  The Easy Connect Naming method TCP/IP.
requires no client-side configuration. *  No features requiring
«  Eliminates the need to create and a more advanced
maintain a local names configuration connect descriptor
file (tnsnames.ora). are required.
Disadvantage: Available only in a limited
environment, as indicated in the
Recommended for column.
ORACLE
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Related Topics
e Configuring Naming Methods

2.5.3 Establishing a Client Session Using a Naming Method

Learn about a typical process for establishing a client session using a naming method.

The client initiates a connect request by providing a connect identifier.
The connect identifier is resolved to a connect descriptor by a naming method.
The client makes the connection request to the address provided in the connect descriptor.

A listener receives the request and directs it to the appropriate database server.

a p 8w d P

The connection is accepted by the database server.

# Note:

Besides connect descriptors, you can use naming methods to map a connect name
to a protocol address or protocol address list.

2.5.4 Entering a Connection String

ORACLE

You can make a connection across the network after the network components are started. How
you make a connection depends upon the naming method and the tool used for the
connection.

The connection string (or connect string) takes the following format:

CONNECT username@connect identifier

Default Connect Identifier

On most operating systems, you can define a default connect identifier. When using the
default, a connect identifier does not need to be specified in the connect string. To define a
default connect identifier, use the TWO_TASK environment variable on Linux and UNIX platforms
or the LOCAL environment variable or registry entry on Microsoft Windows.

For example, if the TWO TASK environment variable is set to sales, then you can connect to a
database from SQL*Plus with CONNECT username rather than CONNECT username@sales. Oracle
Net checks the TWO TASK variable, and uses the value sales as the connect identifier.

For instructions on setting the TWO TASK and LOCAL environment variables, see the Oracle
operating system-specific documentation.

Connect Identifier and Connect Descriptor Syntax Characteristics

Connect identifiers used in a connect string cannot contain spaces, unless enclosed within
single quotation marks (') or double quotation marks ("). In the following examples, a connect
identifier and a connect descriptor that contain spaces are enclosed within single quotation
marks:

CONNECT scott@' (DESCRIPTION= (ADDRESS=(PROTOCOL=tcp) (HOST=sales-server)
(PORT=1521)) (CONNECT DATA=(SERVICE NAME=sales.us.example.com)))'
Enter password: password
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CONNECT scott@'cn=sales, cn=OracleContext, dc=us, dc=example, dc=com'
Enter password: password

Single quotation marks are required if double quotation marks are used in a connect identifier.
For example:

CONNECT scott@'sales@"good"example.com'
Enter password: password

Similarly, double quotation marks are required if single quotation marks are used in a connect
identifier. For example:

CONNECT scott@"cn=sales, cn=OracleContext, ou=Mary's Dept, o=example"
Enter password: password

Oracle Database Connection String Utility

Starting with Oracle Database 23ai, you can use the Oracle Database Connection String
command-line utility (connstr) to display connect strings for all the available network service
names.

You can display these strings in various formats (such as Easy Connect, JDBC Thin, or
connect descriptor) and use in client applications or tools (such as SQL*Plus, Python, or JDBC
Thin clients) to quickly connect to the database. In addition, the connstr utility enables you to
write service names and their connect descriptors in the tnsnames.ora file for use with the
local naming method.

For example, the utility generates a tnsnames.ora file that contains the following connect
descriptor for the sales.us.example.com Service name:

sales.us.example.com=
(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521)
(CONNECT DATA=
(SERVICE NAME=sales.us.example.com))
)

The client application can use sales.us.example.com in the connect string to connect to the
database, as follows:

sglplus scott@sales.us.example.com
Enter password: password

Related Topics

* Viewing Connection Strings Using the connstr Utility
You can run the Oracle Database Connection String command-line utility (connstr) to
display Oracle Database connect strings for all the available network service names.

2.6 Enhancing Service Accessibility Using Multiple Listeners

ORACLE

For some configurations, such as Oracle RAC, multiple listeners on multiple nodes can be
configured to handle client connection requests for the same database service.

In the following example, sales.us.example.com can connect using listeners on either salesl-
server Of sales2-server.

(DESCRIPTION=
(ADDRESS_LIST=
(ADDRESS= (PROTOCOL=tcp) (HOST=salesl-server) (PORT=1521))
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(ADDRESS= (PROTOCOL~=tcp) (HOST=sales2-server) (PORT=1521)))
(CONNECT DATA=
(SERVICE NAME=sales.us.example.com)))

A multiple-listener configuration also enables you to leverage the failover and load balancing
features, either individually or in combination with each other.

e About Connect-Time Failover

e About Transparent Application Failover

e About Client Load Balancing

e About Connection Load Balancing

2.6.1 About Connect-Time Failover

The connect-time failover feature enables clients to connect to another listener if the initial
connection to the first listener fails. The number of listener protocol addresses determines how
many listeners are tried. Without connect-time failover, Oracle Net attempts a connection with
only one listener.

2.6.2 About Transparent Application Failover

The Transparent Application Failover (TAF) feature is a runtime failover for high availability
environments, such as Oracle Real Application Clusters. TAF fails over and reestablishes
application-to-service connections. It enables client applications to automatically reconnect to
the database if the connection fails and, optionally, resume a SELECT statement that was in
progress. The reconnection happens automatically from within the Oracle Call Interface (OCI)
library.

2.6.3 About Client Load Balancing

The client load balancing feature enables clients to randomize connection requests among the
listeners. Oracle Net progresses through the list of protocol addresses in a random sequence,
balancing the load on the various listeners. Without client load balancing, Oracle Net
progresses through the list of protocol addresses sequentially until one succeeds.

2.6.4 About Connection Load Balancing

ORACLE

The connection load balancing feature improves connection performance by balancing the
number of active connections among multiple dispatchers. In a single-instance environment,
the listener selects the least-loaded dispatcher to handle the incoming client requests. In an
Oracle Real Application Clusters environment, connection load balancing can balance the
number of active connections among multiple instances.

Due to dynamic service registration, a listener is always aware of all instances and dispatchers
regardless of their location. Depending on the load information, a listener decides which
instance and, if shared server is configured, to which dispatcher to send the incoming client
request.

In a shared server configuration, a listener selects a dispatcher in the following order:

1. Least-loaded node
2. Least-loaded instance

3. Least-loaded dispatcher for that instance
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In a dedicated server configuration, a listener selects an instance in the following order:

1. Least-loaded node
2. Least-loaded instance

If a database service has multiple instances on multiple nodes, then the listener chooses the
least-loaded instance on the least-loaded node.

ORACLE 590



Managing Network Address Information

Identify how the network address information for Oracle Net Services can be stored in local
files or in a centralized directory server.

Using localized management, network address information is stored in tnsnames.ora files on
each computer in the network. Using centralized management, network address information is
stored in centralized directory server.

* Using Localized Management
When localized management is used, network computers are configured with configuration
files. The files are stored locally on the computers.

* Using a Directory Server for Centralized Management

3.1 Using Localized Management

When localized management is used, network computers are configured with configuration
files. The files are stored locally on the computers.

Table 3-1 Oracle Net Configuration Files Used with Localized Management

Configuration File Description

tnsnames.ora Located primarily on the clients, this file contains network service
names mapped to connect descriptors. This file is used for the local
naming method.

sglnet.ora Located on client and database server computers, this file may include
the following:
e Client domain to append to unqualified service names or network
service names

*  Order of naming methods the client should use when resolving a
name

e Logging and tracing features to use
¢ Route of connections
«  External naming parameters
e Oracle security parameters
«  Database access control parameters
listener.ora Located on the database server, this configuration file for the listener
may include the following:
e Protocol addresses it is accepting connection requests on
- Database and nondatabase services it is listening for
e Control parameters used by the listener
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Table 3-1 (Cont.) Oracle Net Configuration Files Used with Localized Management

Configuration File

Description

cman.ora

Located on the computer where Oracle Connection Manager runs, this
configuration file includes the following components:

¢ Alistening endpoint

e Access control rule list

e Parameter list

Each Oracle Connection Manager configuration is encapsulated within
a single name-value (NV) string, which consists of the preceding
components.

Typically, tools such as Oracle Database Configuration Assistant (DBCA) and Oracle Net
Configuration Assistant (NETCA) create configuration files in the ORACLE HOME/network/admin
directory for Oracle Database installations, the GRID HOME/network/admin directory for Oracle
Grid Infrastructure installations, or the corresponding ORACLE BASE HOME/network/admin
directory for a read-only Oracle home. If you have installed multiple databases, then these are
created in the Oracle home or Grid home where DBCA or NETCA is run (or the Oracle base
home for read-only instances). However, configuration files can be created in other directories.

For example, the order for checking the tnsnames.ora file is:

1. The directory specified by the TNS ADMIN environment variable

2. Ifthe TNS ADMIN environment variable is not set or the file is not found in the TNS ADMIN

directory:

¢ On Linux and UNIX: The ORACLE HOME/network/admin directory (or its
ORACLE BASE HOME/network/admin directory for a read-only Oracle home)

*  On Windows: ORACLE HOME\network\admin directory (or its
ORACLE BASE HOME\network\admin directory for a read-only Oracle home)

3. For aread-only Oracle home, if the file is not found in the Oracle base home:

e On Linux and UNIX: The ORACLE HOME/network/admin directory

*  On Windows: The ORACLE HOME\network\admin directory

< Note:

*  On Windows, the ORACLE HOME location is determined by the
ORACLE HOME\bin\oracle.key file (which contains the name of the Windows
Registry key where ORACLE HOME is defined). Also, the TNS ADMIN environment
variable is used if it is set in the environment of the process. If you do not define
the TNS ADMIN environment variable in the environment or if the process is a
service that does not have an environment, then Windows scans the registry for
a TNS_ADMIN parameter.

*  With Oracle Instant Client, tnsnames.ora is located in the subdirectory of the
Oracle Instant Client software. For example, in the /opt/oracle/
instantclient release number/network/admin directory.
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3.2 Using a Directory Server for Centralized Management

ORACLE

When an Oracle network uses a directory server, the directory server manages global
database links as network service names for the Oracle databases in the network. Users and
programs can use a global link to access objects in the corresponding database.

Oracle Net Services uses a centralized directory server as one of the primary methods for
storing connect identifiers. Clients use the connect identifiers in their connect string, and the
directory server resolves the connect identifier to a connect descriptor that is passed back to
the client. This feature is called directory naming. This type of infrastructure reduces the cost of
managing and configuring resources in a network.

Oracle Internet Directory provides a centralized mechanism for managing and configuring a
distributed Oracle network. The directory server can replace client-side and server-side
localized tnsnames.ora files.

The following figure shows a client resolving a connect identifier through a directory server.

1. The client contacts the directory server to resolve a connect identifier to a connect
descriptor.

2. The directory server resolves the connect identifier and retrieves the connect descriptor for
the client.

3. The client sends the connection request to the listener, using the connect descriptor.
Figure 3-1 Client Using a Directory Server to Resolve a Connect Identifier

Database
Server

il

Listener =——p

Nl

I

Directory
Server

# Note:

Java Database Connectivity (JDBC) Drivers support directory naming. See Oracle
Database JDBC Developer's Guide for additional information.
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This section contains the following topics:

e Understanding the Directory Information Tree

e Understanding Oracle Context
The entries under Oracle Context support various directory-enabled features, including
directory naming.

e Understanding Net Service Alias Entries
e Who Can Add or Modify Entries in the Directory Server

e Client Connections Using Directory Naming
Most clients needing to perform name lookups in the directory server access the directory
server using anonymous authentication.

e Considerations When Using Directory Servers

e Limitations of Directory Naming Support with Microsoft Active Directory

3.2.1 Understanding the Directory Information Tree

ORACLE

Directory servers store information in a hierarchical namespace structure called a directory
information tree (DIT). Each node in the tree is called an entry. Oracle Net Services uses both
the tree structure and specific entries in the tree. DITs are commonly aligned with an existing
domain structure such as a Domain Name System (DNS) structure or a geographic and
organization structure.

The following figure shows a DIT structured according to DNS domain components.

Figure 3-2 DNS Domain Component DIT

de=com

de=example

do=jp
cn=0racleContaxt

cn=myproddb

The following figure shows a DIT structured according to country, organization, and
organizational units. This structure is commonly referred to as an X.500 DIT.
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Figure 3-3 X.500 DIT

o=exampla

ol=mikg

cn=0racleContext

en=myproddb

For example, consider Figure 3-4. The cn=sales and cn=dbl entries represent a network
service name and a database service, respectively. Additional entries under cn=sales and
cn=dbl contain the connect descriptor information. These entries are not represented in the
graphic. The cn=sales and cn=dbl entries enable clients to connect to the database using
connect strings CONNECT username@sales and CONNECT username@dbl.

Figure 3-4 Database Service and Net Service Entries in a DIT

cn=dbl

dc=com (DESCRIPTION=

(ADDRESS= (PROTOCOL=tcp) (HOST=dbl-server)
(PORT=1521)) (CONNECT_DATA=
(SERVICE_NAME=dbl. jp.example.com)) )

dc=example

cn=OracleContext

cn=db1

cn=sales

Each entry is uniquely identified by a distinguished name (DN). The DN indicates exactly
where the entry resides in the directory server hierarchy. The DN for db1l is
dn:cn=dbl, cn=OracleContext, dc=jp, dc=example, dc=com. The DN for sales is

dn:cn=sales, cn=OracleContext, dc=jp, dc=example, dc=com. The format of a DN places the

lowest component of the DIT to the left, then moves progressively up the DIT.

Each DN is made up of a sequence of relative distinguished names (RDNs). The RDN consists
of an attribute, such as cn, and a value, such as dbl or sales. The RDN for dbl is cn=db1, and

the RDN for sales is cn=sales. The attribute and its value uniquely identify the entry.
¢ Fully-Qualified Names for Domain Component Namespaces
e Fully-Qualified Names for X.500 Namespaces

e Using the Relative Name of an Entry

If a client is configured with a default realm Oracle Context, then an entry can be identified

by its relative name, and the service can be referred to by its common name. A relative
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name can be used if the entry is in the same Oracle Context that is configured to be the
default Oracle Context for the client's Oracle home.

e Using the Fully-Qualified Name of an Entry

3.2.1.1 Fully-Qualified Names for Domain Component Namespaces

For domain component namespaces, the default directory entry defined for the client must be
in one of the following formats:

de[,dc][...]
ou,dc[,dc][...]

In the preceding syntax, [dc] represents an optional domain component, [...] represents
additional domain component entries and ou represents the organizational unit entry.

The fully-qualified name used in the connect identifier by the client must be in one of the
following formats:

cn.dcl[.dc][...]
cnl.oul@dc[.dc][...]

In the preceding syntax, [cn] represents the Oracle Net entry.
Example 3-1 Using a Fully-Qualified Name with an Organizational Unit

Consider a directory server that contains an entry for database object sales with a DN of
cn=sales, cn=OracleContext, dc=jp, dc=example, dc=com. In this example, the client requires a
connect identifier of sales.jp.example.com.

Consider a similar entry that contains database object sales with a DN of
cn=sales, cn=0OracleContext, ou=mktg, dc=jp, dc=example, dc=com.

Because domain components must be separated from organization units, the client must use
the format cn.ouldc.dc.dc. The client requires the connect identifier to be
sales.mktg@jp.example.com.

Figure 3-5 illustrates the preceding example.

Figure 3-5 Fully-Qualified Name for Domain Component Namespaces

dc=jp, dc=example, dc=com

Connect String=
cn=OracleContext CONNECT scott@sales.Jjp.example.com

cn=sales

dc=jp, dc=example, dc=com

ou=mktg .
Connect String=

CONNECT scott@sales.mktg@jp.example.com
cn=OracleContext

cn=sales
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3.2.1.2 Fully-Qualified Names for X.500 Namespaces

For X.500 namespaces, the default directory entry defined for the client must be in one of the
following formats:

;O
10,C

In the preceding formats, [ou] represents an optional organizational unit name, o represents
the organization, and c represents the country.

The fully-qualified name the client uses as the connect identifier must be in one of the following
formats:

cnl.ou].o
cnl.ou].o.c

In the preceding formats, cn represents the Oracle Net entry.

For example, if the directory contains database object sales with a DN of
cn=sales, cn=OracleContext, ou=mktg, o=example, c=jp, then the client requires a connect
identifier of sales.mktg.example.jp. Figure 3-6 illustrates this example.

Figure 3-6 Fully-Qualified Name for X.500 Namespaces

c=jp

o=example

Connect String=
ou=mktg CONNECT scott@sales.mktg.example. jp

cn=OracleContext

cn=sales

3.2.1.3 Using the Relative Name of an Entry

If a client is configured with a default realm Oracle Context, then an entry can be identified by
its relative name, and the service can be referred to by its common name. A relative name can
be used if the entry is in the same Oracle Context that is configured to be the default Oracle
Context for the client's Oracle home.

Consider a directory server that contains an entry for a database called sales with a DN of
dn:cn=sales, cn=OracleContext, o=example, c=us, as shown in Figure 3-7. If the client is
configured with a default realm Oracle Context of cn=OracleContext, o=example, c=us, then
the connect identifier can be sales.
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Figure 3-7 Relative Naming

C=us

o=example
cn=OracleContext

cn=sales

# Note:

Related Topics

Connect String=

CONNECT scott@sales

The JDBC OCI Driver supports both full-qualified and relative naming. The JDBC
Thin Driver supports fully-qualified naming only when the complete DN is used.

e Oracle Database JDBC Developer’s Guide

3.2.1.4 Using the Fully-Qualified Name of an Entry

ORACLE

Consider the same directory structure as shown in Figure 3-7, but with the client's Oracle home
configured with a default realm Oracle Context of cn=OracleContext, o=example, c=jp.

Because the client is configured with a default Oracle Context that does not match the location
of sales in the directory server, a connect string that uses sales does not work. Instead, the
client must specifically identify the location of sales, which can be done using one of the

following ways:

e The entry's complete DN can be used in the connect string, for example:

CONNECT username@"cn=sales,cn=0OracleContext, o=example, c=us"
Enter password: password

JDBC Thin drivers support fully-qualified naming only when the complete DN is used.
However, many applications do not support the use of a DN.

* The entry can be referred to by a fully-qualified DNS-style name which is mapped by the
Directory Naming adapter to the full x.500 DN of the database object in the LDAP directory,

for example:

CONNECT usernamel@sales.example.us
Enter password: password

# Note:

JDBC OCI Drivers support fully-qualified naming. JDBC Thin Drivers support fully-
qualified naming only when the complete DN is used. See the Oracle Database
JDBC Developer's Guide for additional information.
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3.2.2 Understanding Oracle Context

The entries under Oracle Context support various directory-enabled features, including
directory naming.

In Figure 3-8, the entries db1 and sales reside under cn=0OracleContext. This entry is a
special RDN called an Oracle Context.

Figure 3-8 Oracle Context in the DIT

cn=dbl

dc=com (DESCRIPTION=

(ADDRESS= (PROTOCOL=tcp) (HOST=dbl-server)
(PORT=1521) ) (CONNECT_DATA=
(SERVICE_NAME=dbl. jp.example.com)))

dc=example

cn=OracleContext

cn=db1

cn=sales

During directory configuration, you set the default Oracle Context. Clients use this Oracle
Context as the default location to look up connect identifiers in the directory server. With Oracle
Internet Directory, an Oracle Context located at the root of the DIT, with DN of
dn:cn=OracleContext, points to a default Oracle Context in an identity management realm. An
identity management realm is a collection of identities governed by the same administrative
policies. This Oracle Context is referred to as a realm Oracle Context. Unless configured to
use another Oracle Context, clients use this realm-specific Oracle Context.

The default Oracle Context affects the connect string. For example, if a client must access the
dbl and sales entry frequently, then a reasonable default Oracle Context would be
dc=jp,dc=example, dc=com. If a client directory entry does not match the directory entry where
a service is located, then the client must specify the fully-qualified name of an entry in the
connect string, as described in "Client Connections Using Directory Naming".

< Note:

The RDN cn=0OracleContext does not have to be explicitly specified in the connect
string.

Related Topics

e Oracle Fusion Middleware Administering Oracle Internet Directory

ORACLE 29



Chapter 3
Using a Directory Server for Centralized Management

3.2.3 Understanding Net Service Alias Entries

ORACLE

Directory naming enables you to create network service alias entries in addition to database
service and network service hame entries. A network service alias is an alternative name for a
network service name or database service. A network service alias entry does not have
connect descriptor information. Instead, it references the location of the entry for which it is an
alias. When a client requests a directory lookup of a network service alias, the directory
determines that the entry is a network service alias and completes the lookup as if it is the
referenced entry. For example, in the following figure, a network service alias of dblalias is
created for a database service of dbl. When dblalias is used to connect to a database
service, as in CONNECT username@dblalias, it will actually resolve to and use the connect
descriptor information for db1.

Figure 3-9 Net Service Alias dblalias in a Directory Server

di=com

do=sxample

cn=CracleContext

cn=db1alias en=db1

(Met Service Alias Eniry}

There are several uses for network service aliases. As shown in Figure 3-9, a network service
alias can be useful as a way for clients to refer to a network service name by another name.
Another use is to have a network service alias in one Oracle Context for a database service or
network service name in a different Oracle Context. This enables a database service or
network service name to be defined once in the directory server, but referred to by clients that
use other Oracle Contexts.

In Figure 3-10, database service dbl resides in dc=jp, dc=example, dc=com. A hetwork service
alias named db1 is created in dc=us, dc=example, dc=com. This enables clients in both Japan
and the United States to use the connect string CONNECT username@dbl as opposed to clients
in the Unites States needing to specify CONNECT username@dbl.jp.example.com.

Figure 3-10 Net Service Alias dbl in a Directory Server

do=com

do=sxample

cn=CracleContext

cn=0raclaContext

cn=db1
{Met Service Alias Enlry)

cn=db1
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3.2.4 Who Can Add or Modify Entries in the Directory Server

The database service entries are configured during or after installation. You can then use
Oracle Enterprise Manager Cloud Control or Oracle Net Manager to modify the Oracle Net
attributes of the database service entries. You can also use these tools to create network
service name and network service alias entries.

To use these configuration tools, a DIT structure containing a root Oracle Context, and identity
management realm must exist. The directory administrator creates this structure with Oracle
Internet Directory Configuration Assistant. For some deployments, the directory administrator
may need to create additional Oracle Contexts. Additional Oracle Contexts are usually used to
subdivide large sites, or separate a production environment from a test environment.

Certain tools are used by certain groups, and you must be a member of the group to use the
tools, as described in the following:

* To create a database service entry with Database Configuration Assistant:
— OracleDBCreators group (cn=OracleDBCreators,cn=OracleContext...)

— OracleContextAdmins group
(cn=OracleContextAdmins, cn=Groups, cn=OracleContext...)

e To create network service names or network service aliases with Oracle Net Manager:
— OracleNetAdmins group (cn=OracleNetAdmins, cn=OracleContext...)
— OracleContextAdmins group

The OracleNetAdmins group is owned by itself. Members of the OracleNetAdmins group have
create, modify, and read access to Oracle Net objects and attributes. They can also add or
delete members in the group, and add or delete groups to be owners of the OracleNetAdmins

group.

Any member of the OracleNetAdmins group can add or delete other members from the
OracleNetAdmins group. If you prefer another group to add or delete OracleNetAdmins
members, then you can change the owner attribute of the OracleNetAdmins group to another
group. The owner cannot be an individual user entry but must be a group entry, and the group
entry is one comprised of the LDAP schema object classes GroupOfUniqueNames and
orclPriviledgeGroup.

The OracleContextAdmins group is a super-user group for Oracle Context. Members of the
OracleContextAdmins group can add all supported types of entries to Oracle Context.

The directory user that created Oracle Context is automatically added to these groups. Other
users can be added to these groups by the directory administrator.

¢ See Also:

»  "Configuring the Directory Naming Method" for additional information about using
Oracle Net Manager

e Oracle Database Administrator's Guide for additional information about
registering a database service with Database Configuration Assistant
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3.2.5 Client Connections Using Directory Naming

Most clients needing to perform name lookups in the directory server access the directory
server using anonymous authentication.

To perform a lookup, the directory server must allow anonymous authentication. Directory
servers usually allow anonymous authentication by default, however, some directory servers,
such as earlier releases of Oracle Internet Directory, require directory configuration to allow
anonymous access.

To look up entries, a client must be able to find the directory server in which that entry resides.
Clients locate a directory server in one of two ways:

» Dynamically using DNS. In this case, the directory server location information is stored and
managed in a central domain name server. The client, at request processing time, retrieves
this information from DNS.

«  Statically in the directory server usage file, 1dap.ora, created by Oracle Internet Directory
Configuration Assistant and stored on the client host.

After a directory is found, clients are directed to the realm Oracle Context from the root Oracle
Context.

Clients make connections to a database using connect identifiers in the same way they might
use other naming methods. A connect identifier can be a database service, network service
name, or network service alias. These can be referred to by their common names (relative
name) if the default Oracle Context is where the entity resides. If not, then the connect
identifier needs a fully-qualified name or distinguished name.

3.2.6 Considerations When Using Directory Servers

The following considerations should be reviewed when using directory servers:
« Performance Considerations
e Security Considerations

e Object Classes

3.2.6.1 Performance Considerations

ORACLE

Connect identifiers are stored in a directory server for all clients to access. Depending on the
number of clients, there can be a significant load on a directory server.

During a connect identifier lookup, a name is searched under a specific Oracle Context. Users
expect relatively quick performance so the database connect time is not affected. Because of
the scope of the lookup, users may begin to notice slow connect times if lookups take more
than one second.

You can resolve performance problems by changing the network topology or implementing
replication.

# See Also:

Directory server vendor documentation for details on resolving performance issues
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3.2.6.2 Security Considerations

Administrative clients can create and modify entries in the directory server, so security is
essential. This section contains the following security-related topics:

Authentication Methods
Clients use different methods of authentication depending upon the task to be performed,
such as resolving connect string names and managing directory entries.

Access Control Lists
Authentication is used with access control lists (ACLS) to determine whether clients can
read, modify, or add information in the directory server.

3.2.6.2.1 Authentication Methods

Clients use different methods of authentication depending upon the task to be performed, such
as resolving connect string names and managing directory entries.

ORACLE

Clients that perform lookups for information in the directory server typically use anonymous
authentication.

You can configure the client LDAP naming adapter to authenticate the LDAP bind during
name lookup. Sites that need to protect their network service data or disable anonymous
binds to the directory must configure their clients to use wallets for authentication during
name lookup.

This configuration involves mapping the DN in the client certificate to the user's DN in the
directory server. You must set the following parameters in the sqlnet.ora file for these
clients:

— NAMES.LDAP AUTHENTICATE BIND=TRUE
— WALLET LOCATION=Iocation value

The Oracle wallet trust store must contain root certificates issued by the certificate
authority of the LDAP server.

Starting with Oracle Database 21c, you can configure the client LDAP naming adapter to
authenticate the LDAPS bind using simple authentication. This method uses LDAP over
TLS connection (LDAPS) by accessing the user name and password stored in the wallet.

The parameter WALLET LOCATION is deprecated for use with Oracle Database 23ai for the
Oracle Database server. It is not deprecated for use with the Oracle Database client or
listener.

For Oracle Database server, Oracle recommends that you use the WALLET ROOT system
parameter instead of using WALLET LOCATION.

Clients that administer the directory server entries authenticate with the directory server.
Database Configuration Assistant or Oracle Net Manager can be used to add or modify the
entries. Only authenticated users with proper privileges can modify entries. Use one of the
following authentication methods:

— Simple Authentication

The client identifies itself to the directory server using a DN and password. The server
verifies that the DN and password sent by the client matches the DN and password
stored in the directory server.

— Strong Authentication

The client identifies itself to the directory server using a public-key encryption available
with Transport Layer Security (TLS). In public-key encryption, the sender of a message
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encrypts the message with the public key of the recipient. Upon delivery, the recipient
decrypts the message using the recipient's private key.

If you have configured the directory server with mutual TLS authentication and have
mapped the DN in the client certificate to the directory user entry, then the directory
server uses the client certificate for authentication.

Related Topics

e About TCP/IP with TLS Protocol
The TCP/IP with Transport Layer Security (TLS) protocol enables an Oracle application on
a client to communicate with remote databases through TCP/IP and TLS.

e Configure the LDAP Naming Adapter to Use Wallets
The client LDAP naming adapter authenticates the LDAP bind while connecting to the
LDAP directory to resolve connect string names. You can configure the adapter to use an
Oracle wallet during the authentication.

e Oracle Database Security Guide

3.2.6.2.2 Access Control Lists

Authentication is used with access control lists (ACLSs) to determine whether clients can read,
modify, or add information in the directory server.

ACLs specify the following:

e The entries that the user can access.
e The authentication method used to access the entry.
* The access rights, or what the user can do with the object, such as read or write.

ACLs are established for a group of users. During Oracle Context creation, the
OracleDBCreators, OracleNetAdmins, and OracleContextAdmins groups are created.

The user who creates Oracle Context using Oracle Net Configuration Assistant is automatically
added as the first member of these groups.

< Note:

Enterprise User Security (EUS) is deprecated with Oracle Database 23ai.

Oracle recommends that you migrate to using Centrally Managed Users (CMU). This
feature enables you to directly connect with Microsoft Active Directory without an
intervening directory service for enterprise user authentication and authorization to
the database. If your Oracle Database is in the cloud, you can also choose to move
to one of the newer integrations with a cloud identity provider.

Table 3-2 describes ACL requirements for these groups, anonymous users, and their relation
to Oracle Net entries in the directory server.
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Table 3-2 ACL Requirements for User Groups

_________________________________________________________________________________|
Group ACL Requirements

Anonymous users All Oracle Net attributes and objects in the directory server have read
access for the anonymous user. Read access of these objects for
anonymous is also applied to Oracle Context. This enables anonymous
users to browse directory naming entries contained within the
cn=0OracleContext RDN.

Oracle Net Configuration Assistant sets up this access during client

installation.
OracleContextAdmins Members of OracleContextAdmins
group users (cn=0OracleContextAdmins, cn=Groups, cn=0racleContext, ...)

have create, modify, and read access to all directory naming objects.
Oracle Net Configuration Assistant establishes these access rights for
this group during Oracle Context creation.

In addition to the Oracle Context creator, other users can be added to

this group by the directory administrator using Oracle Enterprise
Manager Cloud Control.

OracleDBCreators group  Members of OracleDBCreators

users (cn=OracleDBCreators, cn=0OracleContext, ...) have create and
read access to database service objects and attributes. Oracle Net
Configuration Assistant establishes the access rights for this group
during Oracle Context creation.
In addition to the Oracle Context creator, other users can be added to
this group by the directory administrator with Oracle Enterprise Manager
Cloud Control.

OracleNetAdmins group Members of OracleNetAdmins

users (cn=OracleNetAdmins, cn=0OracleContext, ...) have create, modify,
and read access to directory naming objects and attributes. Oracle Net
Configuration Assistant establishes these access rights for this group
during Oracle Context creation.

In addition to the Oracle Context creator, other users can be added to

this group by the directory administrator.

Situations in which a high degree of security is desired for lookup or read-access to Oracle Net
Services name and related data, administrators can define additional read-access control for
some or all of the data. Such ACL definitions can prevent anonymous users from reading the
Oracle Net Services data. If read-access to Oracle Net Services data is restricted, then clients
must use authenticated binds to do name lookups.

There are no predefined groups or procedures for the Oracle configuration tools for defining
read-access restrictions on this data, so administrators must use standard object management
tools from their directory system to manually create any necessary groups and ACLs.

ACLs can be added to Oracle Net Services objects using 1dapmodify and an LDIF-format file.
Example 3-2 shows how to restrict all access for user, cn=userl:

Example 3-2 Restricting User Access with an Access Control List

dn: cn=sales,cn=oraclecontext,dc=example,dc=com
replace: orclentrylevelaci

orclentrylevelaci: access to attr=(*)

by dn="cn=userl" (noread,nosearch,nowrite,nocompare)

The preceding example illustrates the basic form of an ACL for a single object. This approach
is not necessarily the best way to define access because access definitions for objects are
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complex and may involve security properties which are inherited from parent nodes in the DIT.
Oracle recommends that administrators refer to the documentation for their directory systems,
and integrate access management for Oracle Net Services objects into a directory-wide policy
and security implementation.

For Oracle Internet Directory directories, oidadmin has functionality to create users, groups,
and also define ACLs for objects and general directory security.

For more information on how to set ACLs on directory entry, see documentation from your
directory server vendor.

Related Topics

e Authentication Methods
Clients use different methods of authentication depending upon the task to be performed,
such as resolving connect string names and managing directory entries.

e About the OracleNetAdmins Group
To use Oracle Net Manager, you must be a member of the OracleNetAdmins group or the

OracleContextAdmins group.

3.2.6.3 Object Classes

ORACLE

Directories must be populated with the correct version of the Oracle schema before Oracle
Context, a database service or network service name entry can be created. The Oracle
schema defines the type of objects, called object classes, that can be stored in the directory
server and their attributes. The following table lists the object classes for database service,
network service name, and network service alias entries.

Table 3-3 Oracle Net Services LDAP Main Object Classes
|

Object Class Description

orclDbServer Defines the attributes for database service entries.
orclNetService Defines the attributes for network service name entries.
orclNetServiceAlias Defines the attributes for network service alias entries.

The following table lists the object classes used by orclDbServer, orclNetService, and
orclNetServiceAlias.

Table 3-4 Oracle Net Services LDAP Derived Object Classes
|

Object Class Description

orclNetAddress Defines a listener protocol address.

orclNetAddressList Defines a list of addresses.

orclNetDescription Specifies a connect descriptor containing the protocol address of

the database and the connect information to the service.

orclNetDescriptionList Defines a list of connect descriptors.

These object classes use attributes that specify the contents of connect descriptors.

3-16



Chapter 3
Using a Directory Server for Centralized Management

# See Also:

Oracle Database Net Services Reference for additional information about these
object classes and their attributes

3.2.7 Limitations of Directory Naming Support with Microsoft Active
Directory

In addition to Oracle Internet Directory, directory naming support is also provided with Microsoft
Active Directory with the following limitations:

e Oracle provides support for Microsoft Active Directory only on Microsoft Windows
operating systems. Therefore, client computers and the database server must run on
Microsoft Windows operating systems to access or create entries in Microsoft Active
Directory.

e The following features are not supported by Microsoft Active Directory:
— Multiple Oracle Contexts
Microsoft Active Directory can support only one Oracle Context.

— Net service aliases

You cannot create network service aliases in Microsoft Active Directory. However, you
can create network service names.

¢ See Also:

Microsoft Active Directory documentation for Microsoft-specific information
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Understanding the Communication Layers

The primary function of Oracle Net is to establish and maintain connections between a client

application and an Oracle database server.

Oracle Net is comprised of several communication layers that enable clients and database
servers to share, modify, and manipulate data.

* Understanding Oracle Net Stack Communication for Client/Server Applications
A database server is the Oracle software managing a database, and a client is an
application that requests information from the server. The way the client and server
communicate is known as the client/server stack.

* Using Oracle Net Stack Communication for Java Applications

The Oracle Java Database Connectivity (JDBC) Drivers provide Java applications access

to an Oracle database. Oracle offers two JDBC drivers.
» Using Oracle Net Stack Communication for Web Clients

* Understanding Oracle Protocol Support Layer
A network protocol is responsible for transporting data from the client computer to the
database server computer. This section describes the protocols used by the Oracle
Protocol Support layer of the Oracle Net communication stack.

Related Topics

e Introducing Oracle Net Services

4.1 Understanding Oracle Net Stack Communication for Client/
Server Applications

A database server is the Oracle software managing a database, and a client is an application
that requests information from the server. The way the client and server communicate is known

ORACLE

as the client/server stack.

Information passed from a client application sent by the client communication stack across a

network protocol is received by a similar communication stack on the database server side.

The process flow on the database server side is the reverse of the process flow on the client

side, with information ascending through the communication layers.

The following diagram illustrates the various layers on the client and on the database server

after a connection has been established.
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Figure 4-1 Layers Used in a Client/Server Application Connection
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This communication architecture is based on the Open Systems Interconnection (OSI) model.
In the OSI model, communication between separate computers occurs in a stack-like fashion
with information passing from one node to the other through several layers of code, including:

Physical layer
Data link layer
Network layer
Transport layer
Session layer

Presentation layer

N o g M e Dd P

Application layer

The following diagram shows how Oracle Net software consisting of the Oracle Net foundation
layer and Oracle Protocol Support fits into the session layer of the OSI model.

Figure 4-2 0S|I Communication Layers
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This section contains the following topics:
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e About the Client Communication Stack

e About the Server Communication Stack

4.1.1 About the Client Communication Stack

The client communication stack includes the following:

e Client Application Layer
e Presentation Layer
e Oracle Net Foundation Layer

e Oracle Protocol Support Layer

4.1.1.1 Client Application Layer

During a session with the database, the client uses Oracle Call Interface (OCI) to interact with
the database server. OCl is a software component that provides an interface between the
application and SQL.

# See Also:

Oracle Call Interface Programmer's Guide

4.1.1.2 Presentation Layer

Character set differences can occur if the client and database server run on different operating
systems. The presentation layer resolves any differences. It is optimized for each connection to
perform conversion when required.

The presentation layer used by client/server applications is Two-Task Common (TTC). TTC
provides character set and data type conversion between different character sets or formats on
the client and database server. At the time of initial connection, TTC is responsible for
evaluating differences in internal data and character set representations and determining
whether conversions are required for the two computers to communicate.

4.1.1.3 Oracle Net Foundation Layer

ORACLE

The Oracle Net foundation layer is responsible for establishing and maintaining the connection
between the client application and database server, as well as exchanging messages between
them. The Oracle Net foundation layer can perform these tasks because of Transparent
Network Substrate (TNS) technology. TNS provides a single, common interface for all industry-
standard OSI transport and network layer protocols. TNS enables peer-to-peer application
connectivity, where two or more computers can communicate with each other directly, without
the need for any intermediary devices.

On the client side, the Oracle Net foundation layer receives client application requests and
resolves all generic computer-level connectivity issues, such as:

* The location of the database server or destination

* How many protocols are involved in the connection
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* How to handle interrupts between client and database server based on the capabilities of
each

On the server side, the Oracle Net foundation layer performs the same tasks as it does on the
client side. It also works with the listener to receive incoming connection requests.

In addition to establishing and maintaining connections, the Oracle Net foundation layer
communicates with naming methods to resolve names and uses security services to ensure
secure connections.

4.1.1.4 Oracle Protocol Support Layer

Oracle protocol support layer is positioned at the lowest layer of the Oracle Net foundation
layer. It is responsible for mapping TNS functionality to industry-standard protocols used in the
client/server connection. This layer supports the following network protocols:

«  TCPI/IP (IPv4 and IPv6)

e TCP/IP with Transport Layer Security (TLS)
* Named Pipes

*  Sockets Direct Protocol (SDP)

* Exadirect

All Oracle software in the client/server connection process requires an existing network
protocol stack to establish the computer-level connection between the two computers for the
transport layer. The network protocol is responsible for transporting data from the client
computer to the database server computer, at which point the data is passed to the server-side
Oracle protocol support layer.

Related Topics

e Understanding Oracle Protocol Support Layer
A network protocol is responsible for transporting data from the client computer to the
database server computer. This section describes the protocols used by the Oracle
Protocol Support layer of the Oracle Net communication stack.

4.1.2 About the Server Communication Stack

4.2 Using

ORACLE

The server communication stack uses the same layers as the client stack with the exception
that the database uses Oracle Program Interface (OPI). For each statement sent from OCI,

OPI provides a response. For example, an OCI request to fetch 25 rows would elicit an OPI

response to return the 25 rows after they have been fetched.

Oracle Net Stack Communication for Java Applications

The Oracle Java Database Connectivity (JDBC) Drivers provide Java applications access to an
Oracle database. Oracle offers two JDBC drivers.

- JDBC OCI Driver is a type 2 JDBC driver which is used by client/server Java applications.
The JDBC OCI driver uses a communication stack similar to a standard client/server
communication stack. The JDBC OCI driver converts JDBC invocations to calls to OCI
which are then sent over Oracle Net to the Oracle database server.

e JDBC Thin Driver is a type 4 driver which is used by Java applets. The JDBC Thin Driver
establishes a direct connection to the Oracle database server over Java sockets. The
JDBC Thin driver uses a Java implementation of the Oracle Net foundation layer called
JavaNet and a Java implementation of TTC called JavaTTC to access the database.

4-4



Chapter 4
Using Oracle Net Stack Communication for Web Clients

The following figure shows the stack communication layers used by JDBC drivers.

Figure 4-3 Layers Used for Java-Client Applications
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Related Topics

e Oracle Database JDBC Developer’s Guide

4.3 Using Oracle Net Stack Communication for Web Clients

ORACLE

The Oracle database server supports many other implementations for the presentation layer
that can be used for web clients accessing features inside the database in addition to TTC.
The listener facilitates this by supporting any presentation implementation requested by the
database.

Figure 4-4 shows the stack communication layers used in an HTTP or FTP connection to
Oracle XML DB in the Oracle database instance. WebDAV connections use the same stack
communication layers as HTTP and FTP.

Figure 4-4 Layers Used in Web Client Connections
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# See Also:

Oracle XML DB Developer's Guide

4.4 Understanding Oracle Protocol Support Layer

A network protocol is responsible for transporting data from the client computer to the
database server computer. This section describes the protocols used by the Oracle Protocol
Support layer of the Oracle Net communication stack.

About TCP/IP Protocol
TCP/IP (Transmission Control Protocol/Internet Protocol) is the standard communication
protocol suite used for client/server communication over a network.

About TCP/IP with TLS Protocol
The TCP/IP with Transport Layer Security (TLS) protocol enables an Oracle application on
a client to communicate with remote databases through TCP/IP and TLS.

About Named Pipes Protocol
The Named Pipes protocol is a high-level interface providing interprocess communications
between clients and database servers using distributed applications.

About Sockets Direct Protocol (SDP)

The Sockets Direct Protocol (SDP) is an industry-standard wire protocol between
InfiniBand network peers. When used over an InfiniBand network, SDP reduces TCP/IP
overhead by eliminating intermediate replication of data and transferring most of the
messaging burden away from the CPU and onto the network hardware.

About Exadirect Protocol

The Exadirect protocol is an innovative protocol for low overhead database access. Use
the new transport to improve latency and throughput by leveraging Remote Direct Memory
Access (RDMA) in an InfiniBand environment.

About Websocket Protocol

The Database client connection supports secure websocket protocol. The secure web
socket connection establishment is designed to work over HTTPS, to support HTTPS proxies
and intermediary proxies.

4.4.1 About TCP/IP Protocol

ORACLE

TCP/IP (Transmission Control Protocol/Internet Protocol) is the standard communication
protocol suite used for client/server communication over a network.

TCP is the transport protocol that manages the exchange of data between hosts. IP is a
network layer protocol for packet-switched networks.

Oracle Net supports IP in two versions: IP version 4 (IPv4) and IP version 6 (IPv6). IPv6
addresses the shortcomings of the currently used IPv4. The primary benefit of IPv6 is a large
address space derived from the use of 128-bit addresses.

IPv6 Address Notation
IPv6 Interface and Address Configurations

IPv6 Network Connectivity
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e IPv6 Support in Oracle Database

¢ See Also:

http://tools.ietf.org/html/rfc2460 for the IPv6 specification

4.4.1.1 IPv6 Address Notation

Oracle Database supports the standard IPv6 address notations specified by RFC 2732. A 128-
bit IP address is generally represented as 8 groups of 4 hexadecimal digits, with the colon (:)
symbol as the group separator. For example, the following address is in a valid IPv6 format:

2001:0db8:0000:0000:0000:0000:200C:417A

Each hexadecimal digit in the address represents 4 bits, so each group in the address
represents 16 bits. The following addresses represent the first and last hosts in the
2001:0db8:0000:0000 subnet:

2001:0db8:0000:0000:0000:0000:0000:0000
2001:0db8:0000:0000:FFFF:FFFF:FFFF: FFFE

In shorthand notation, consecutive zero fields can be compressed with a double colon (::)
separator, as shown in the following equivalent notations:

2001:0db8:0:0::200C:417A
2001:0db8::200C:417A
2001:DB8::200C:417A

¢ CIDR Notation
 |Pv6 Addresses in URLs
e |IPv4-Mapped Addresses

# See Also:

e http://www.ietf.org/rfc/rfc2732.txt for RFC 2732, and information about
notational representation

° http://www.ietf.org/rfc/rfc3513.txt for RFC 3513, and information about
proper IPv6 addressing

4.4.1.1.1 CIDR Notation

ORACLE

Classless Inter-Domain Routing (CIDR) is a method of grouping IP addresses into subnets that
are independent of the value of the addresses. Classless routing was designed to overcome
the exhaustion of address space in the IP class system and the unmanageable growth in the
size of routing tables.

CIDR denotes a network by the first address in the network and the size in bits of the network
prefix in decimal, separated with a slash (/). For example, 2001:0db8: : /32 indicates that the
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first 32 bits of the address identify the network, whereas the remaining bits identify the hosts in
the network.

CIDR uses an analogous notation for IPv4 address. For example, in the notation 192.0.2.0/24
the first 24 bits of the address represent the network prefix. The DBMS NETWORK ACL ADMIN
package, which provides an API to manage access control lists, supports CIDR notation for
both IPv6 and IPv4 addresses and subnets.

¢ See Also:

*  Oracle Database PL/SQL Packages and Types Reference to learn about
DBMS NETWORK ACL ADMIN

* http://tools.ietf.org/html/rfc4632 for RFC 4632

4.4.1.1.2 IPv6 Addresses in URLS

In URLSs, IPv6 addresses are enclosed by the left bracket ([) and right bracket (]) characters.
For example, the IPv6 address [2001:0db8:0:0:8:800:200C:417A] forms part of the following
URLs:

http://[2001:0db8:0:0:8:800:200C:417A]
http://[2001:0db8:0:0:8:800:200C:417A]:80/index.html

4.4.1.1.3 IPv4-Mapped Addresses

IPv4-mapped addresses are a subclass of IPv6 addresses in which the following conditions
are true:

*  The first 80 bits are set to 0 in the standard IPv6 notation
 The second 16 bits are set to 1 in the standard IPv6 notation
e The last 32 bits are in IPv4 notation

An IPv4-mapped address can represent the addresses of IPv4-only nodes as IPv6 addresses.

Example 4-1 shows the same IP address in different notations. The first address uses standard
IPv6 notation. The second address is an IPv4-mapped address in which the last 32 bits use
dotted-decimal IPv4 notation. The last address uses a shorthand notation to compress the
consecutive zero fields.

Example 4-1 IPv4-Mapped Address

0000:0000:0000:0000:0000:FFFF:C0A8:0226
0000:0000:0000:0000:0000:FFFF:192.0.2.38
::FFFF:192.0.2.38

¢ See Also:

http://tools.ietf.org/html/rfc4942 for security consideration relating to the use
of IPv4-mapped addresses
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4.4.1.2 IPv6 Interface and Address Configurations

A host may have different IPv4 and IPv6 interface configurations. The following configurations
are possible for a host:

e Only an IPv4 interface, in which case the host is an IPv4-only host.
e Only an IPv6 interface, in which case the host is an IPv6-only host.
* Both an IPv4 and IPv6 interface, in which case the host is a dual-stack host.

A single host may also use different types of IP address. For example, a domain name server
may associate a dual-stack host both by an IPv4 and an IPv6 address or only an IPv6 address.
The IP address configurations that are not supported are the following:

e An IPv4-only host cannot use an IPv6 address.
e An IPv6-only host cannot use an IPv4 address.

Figure 4-5 shows possible host and interface configurations. The dual-stack host in the center
of the diagram can communicate with IPv4 hosts over IPv4 and with IPv6 hosts over IPv6.

Figure 4-5 Supported Host and Interface Configurations
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4.4.1.3 IPv6 Network Connectivity

ORACLE

The network connectivity of a host refers to its ability to communicate with another host over a
network. For example, if a dual-stack client must communicate with an IPv6-only server, then
the network and router must make end-to-end communication between these hosts possible.

A client or server host is IPv6-capable if it meets the following criteria:
e It has a configured IPv6 interface.
e It can connect to other hosts using the IPv6 protocol.

The IPv6 capability of a host is partially dependent on the network and partially dependent on
its interface and address configuration. Figure 4-6 shows the possibilities for connectivity in a
client/server network. For example, an IPv4-only host can connect to either an IPv4-only or
dual-stack server, but not an IPv6-only server. Both dedicated and shared server modes are
supported.
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Figure 4-6 Client/Server Connectivity
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Table 4-1 summarizes the IP protocols used for client/server connectivity with different host
and network configurations.

Table 4-1 Supported Host and Network Configurations

Client IPv4-Only Server Dual-Stack Server IPv6-Only Server
IPv4-Only Client Supported (v4) Supported (v4) Not Supported
Dual-Stack Client Supported (v4) Supported (v4, v6) Supported (v6)
IPv6-Only Client Not Supported Supported (v6) Supported

# See Also:

e "About IPv6 Addresses in Connect Descriptors"
e "Configuring Listening Protocol Addresses"

e "Using Oracle Connection Manager as a Bridge for IPv4 and IPv6"

4.4.1.4 IPv6 Support in Oracle Database

ORACLE

Components in this release of Oracle Database support IPv6 in the configurations described in
"IPv6 Network Connectivity", with the following exception:
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e Oracle Clusterware for private and ASM networks

¢ See Also:

Oracle Clusterware Administration and Deployment Guide

4.4.2 About TCP/IP with TLS Protocol

ORACLE

The TCP/IP with Transport Layer Security (TLS) protocol enables an Oracle application on a
client to communicate with remote databases through TCP/IP and TLS.

Oracle Database supports mutual TLS (mTLS) and TLS authentication.

Mutual TLS or Two-Way Authentication

Mutual TLS (mTLS) authentication uses encryption data, such as certificates and private keys
in Oracle wallets on both nodes to configure an encrypted secure link between the database
server and database client. When the database client initiates a connection to the database
server, mTLS performs a handshake between both the server and client using certificates
stored in the wallet.

During the handshake, the following processes occur:

e The client and server negotiate a cipher suite (made up of a set of authentication,
encryption, and data integrity types) to apply to the messages they exchange.

e With mTLS, the client and server exchange certificates to authenticate both the parties to
each other. The certificate authenticity is checked against a root of trust by both the
parties.

e The client and server agree upon a symmetric encryption key used to encrypt the
communication channel.

The database checks the user certificate to verify that it bears the certificate authority's (CA)
signature.

TLS or One-Way Authentication

If you do not require client authentication, similar to HTTPS connections that require only the
web server to have a certificate, then you can configure TLS authentication. In this case, only
the server authenticates to the client by presenting its server certificate and the client verifies
whether the database server certificate is valid. This allows the client and server to establish
the encrypted connection before exchanging any messages.

The database client recognizes and authenticates the identity of the database server in one of
the following ways:

 TLS Authentication with a Client Wallet:

TLS stores authentication data, such as trusted CA certificates and private keys, in an
Oracle wallet. When the database server sends its certificate to the client, the database
client verifies it using the trusted root certificate stored in the wallet.

* TLS Authentication without a Client Wallet:

An Oracle client wallet with the server certificate is not required if the database server
certificate is signed by a trusted root certificate that is already installed in the client
system's default certificate store. The default certificate store is located in /etc/pki/tls/
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cert.pem on Linux or in the Microsoft Certificate Store on Windows. When the server
sends its certificate to the client, the database client verifies the server certificate using
common root certificates from the default certificate store.

Walletless TLS authentication simplifies the client configuration and database client-server
communication process because clients can use the system default certificate store to
validate the server certificates, instead of configuring their own local wallets with trusted
root certificates.

Related Topics

e Oracle Database Security Guide

4.4.3 About Named Pipes Protocol

The Named Pipes protocol is a high-level interface providing interprocess communications
between clients and database servers using distributed applications.

Named Pipes is specifically designed for Microsoft Windows LAN environments. One server-
side process creates a hamed pipe, and the client-side process opens it by name. What one
side writes, the other can read.

If a remote Oracle database is running on a host system that supports network communication
using Named Pipes, then Oracle Net enables applications on a client to communicate with the
Oracle database using Named Pipes.

4.4.4 About Sockets Direct Protocol (SDP)

The Sockets Direct Protocol (SDP) is an industry-standard wire protocol between InfiniBand
network peers. When used over an InfiniBand network, SDP reduces TCP/IP overhead by
eliminating intermediate replication of data and transferring most of the messaging burden
away from the CPU and onto the network hardware.

4.4.5 About Exadirect Protocol

The Exadirect protocol is an innovative protocol for low overhead database access. Use the
new transport to improve latency and throughput by leveraging Remote Direct Memory Access
(RDMA) in an InfiniBand environment.

Exadirect protocol uses TCP for control communication and IB RC transport for data.

The Exadirect protocol adapter is supported only on Oracle Linux in this release.

4.4.6 About Websocket Protocol

ORACLE

The Database client connection supports secure websocket protocol. The secure web socket
connection establishment is designed to work over HTTPS, to support HTTPS proxies and
intermediary proxies.

This protocol offers a native connection to the database with minimum protocol overhead.
Secure websocket protocol is used to negotiate SQL*Net protocol during connection
establishment between the database server and the client. The secure websocket protocol
uses TLS and requires wallet for operation.

The Web server should support web socket tunneling. Web server proxy module (in case of
Apache or Oracle HTTP Server (OHS), mod proxy wstunnel)) proxies the secure web socket
database connection data between the client and the backend database server. The Database
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client connects using secure websocket protocol to Web server and the Web server connects
to the database using websocket protocol.
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Understanding Oracle Net Architecture

The Oracle Net listener is an application positioned on top of the Oracle Net foundation layer.
The database receives an initial connection from a client application through the listener.

The listener brokers client requests, handing off the requests to the Oracle database server.
Every time a client requests a network session with a database, the listener receives the initial

request.

The following diagram illustrates the various layers on the client and database during an initial
connection. As shown in the diagram, the listener is at the top layer of the server-side network

stack.

Figure 5-1 Layers Used in an Initial Connection
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e About the Listener and Connection Requests

e About Oracle Restart

e About Blocked Connection Requests

* Understanding Database Server Process Architecture

* Understanding Oracle Connection Manager Architecture

e Complete Architecture

* Reverse Connection Using CMAN Tunnels
Starting with Oracle Database 21c, you can use secure tunnels to connect to an Oracle
Database instance, which is inside a network that supports only outbound connections.

5.1 About Service Registration

The listener determines whether a database service and its service handlers are available
through service registration. During registration, the Listener Registration (LREG) process
provides the listener with information about the following:

ORACLE
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* Names of the database services provided by the database

* Name of the database instance associated with the services and its current and maximum
load

» Service handlers (dispatchers and dedicated servers) available for the instance, including
their type, protocol addresses, and current and maximum load

The preceding information enables the listener to direct a client request appropriately.

The following figure shows two database instances registering information with two listeners.
The figure does not represent all the information that can be registered. For example, listening
endpoints, such as the port numbers, can be dynamically registered with the listener.

Figure 5-2 Service Registration
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If the listener is not running when an instance starts, then the LREG process cannot register
the service information. LREG attempts to connect to the listener periodically, but it may take
up to 60 seconds before LREG registers with the listener after it has been started. To initiate
service registration immediately after the listener is started, use the SQL statement ALTER
SYSTEM REGISTER. This statement is especially useful in high availability configurations.

5.2 About the Listener and Connection Requests

ORACLE

Each listener is configured with one or more protocol addresses that specify its listening
endpoints. The protocol address defines the protocol the listener listens on and any other
protocol-specific information. For example, the listener could be configured to listen at the
following protocol address:

(DESCRIPTION=
(ADDRESS= (PROTOCOL=tcp) (HOST=sales-server) (PORT=1521)))

The preceding example shows a TCP/IP address that specifies the host of the listener (sales-
server) and a port number (1521).

Clients configured with a protocol address can send connection requests to the listener. When
a client request reaches the listener, it selects an appropriate service handler to service the
request and forwards the request to the handler. A service handler is a dispatcher or a
dedicated server process that acts as a connection point to a database.

The following figure illustrates the role of the listener during the establishment of a connection.
The figure shows a browser making an HTTP connection and a client making a database
connection.
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1. The browser or client send a connection request to the listener.

2. The listener parses the request and forwards it to the service handler for the database
service requested.

3. The browser or client connect to the database.

Figure 5-3 Listener Architecture
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5.3 About Oracle Restart

Oracle Restart enhances the availability of Oracle databases in a single-instance environment.
Using the Server Control (SRVCTL) utility, you can add components such as the listener to an
Oracle Restart configuration. The configuration enables the listener to start automatically when
the listener fails or is not running.

When using Oracle Restart, note the following:

» Use the SRVCTL utility to start and stop the listener. Do not use the listener control utility
LSNRCTL.

» Each listener must have a unique name.

¢ See Also:

e "Managing a Listener in an Oracle Restart Configuration”

e Oracle Database Administrator's Guide to learn how to configure Oracle Restart
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5.4 About Blocked Connection Requests

Blocked connection requests can occur when an incoming request occurs before the
respective instance has been registered, or when a database is in restricted mode, such as
when a shutdown of the database is in progress. If a database instance is in restricted mode,
then LREG instructs the listener to block all connections to the instance. Clients attempting to
connect receive one of the following errors:

 ORA-12526: TNS:listener: all appropriate instances are in restricted mode

e« ORA-12527: TNS:listener: all appropriate instances are in restricted mode or blocking new
connections

 ORA-12528: TNS:listener: all appropriate instances are blocking new connections

The ORA-12528 error occurs when a database instance is not yet registered with the listener.

# See Also:

e Oracle Database Error Messages for information about these error messages

e Oracle Database SQL Reference for information about the ALTER SYSTEM
REGISTER statement

* Oracle XML DB Developer's Guide for information about dynamically registering
HTTP, FTP, and WebDAV listening endpoints

5.5 Understanding Database Server Process Architecture

Based on the service handler type registered with the listener, the listener forwards requests to
either a shared server or dedicated server process. The shared server architecture enables a
database server to allow many client processes to share server processes. In a dedicated
server configuration, the listener starts a separate dedicated server process for each incoming
client connection request dedicated to servicing the client.

e About Shared Server Processes

«  About Dedicated Server Processes

5.5.1 About Shared Server Processes

ORACLE

Shared server processes are used in the shared server architecture, as shown in Figure 5-4.
With shared server architectures, client processes ultimately connect to a dispatcher. The
LREG process registers the location and load of the dispatchers with the listener, enabling the
listener to forward requests to the least loaded dispatcher. This registration process is not
shown in the figure.

A dispatcher can support multiple client connections concurrently. Each client connection is
bound to a virtual circuit. A virtual circuit is a piece of shared memory used by the dispatcher
for client database connection requests and replies. The dispatcher places a virtual circuit on a
common request queue when a request arrives. An idle shared server picks up the virtual
circuit from the request queue, services the request, and relinquishes the virtual circuit before
attempting to retrieve another virtual circuit from the request queue. Shared servers place all
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completed requests into a dispatcher's response queue. Each dispatcher has its own response
gueue in the SGA (System Global Area). This approach enables a small pool of server
processes to serve a large number of clients.

Figure 5-4 Shared Server Architecture
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5.5.2 About Dedicated Server Processes

In a dedicated server architecture, each client process connects to a dedicated server process.
The server process is not shared by any other client. Figure 5-5 illustrates a dedicated server
architecture.

LREG registers information about dedicated server processes with the listener. This enables
the listener to start a dedicated server process when a client request arrives and forward the
request to it.

< Note:

Dedicated server architectures do not support HTTP, FTP, or WebDAV clients. Only
database clients are supported.
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Figure 5-5 Dedicated Server Architecture
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5.6 Understanding Oracle Connection Manager Architecture

Oracle Connection Manager is a gateway through which client connection requests are sent
either to the next hop or directly to the database server. Clients who relay connection requests
through an Oracle Connection Manager can take advantage of the session multiplexing and
access control features configured on Oracle Connection Manager. It carries no service
information until a LREG process registers its services.

Oracle Connection Manager consists of three components:

o listener
e CMGW (Oracle Connection Manager Gateway)
¢ CMADMIN (Oracle Connection Manager Administration)

The listener receives client connections and evaluates against a set of rules whether to deny or
allow access. If it allows access, then the listener forwards a request to a gateway process,
selecting the one with the fewest connections. The CMGW process, in turn, forwards the
request to another Oracle Connection Manager or directly to the database server, relaying data
until the connection terminates. If a connection to the server already exists, then the gateway
multiplexes, or funnels, its connections through the existing connection. CMADMIN monitors
the state of the gateway processes and the listener, shutting down or starting up processes as
needed. In addition, it registers the location and load of the gateway processes with the
listener, and it answers requests from the Oracle Connection Manager Control utility.

In the following figure, the listener screens connection requests. A gateway process registers
with the CMADMIN process., and the CMADMIN process registers with the listener. Finally, the
listener forwards the connection requests to the gateway process. After receiving the three
valid client connections, the gateway process multiplexes them through a single network
protocol connection to the database. The fourth connection is denied when it is evaluated
against the set of rules.
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5.7 Complete Architecture

Chapter 5
Complete Architecture

Oracle Net provides an architectural solution that allows for greater scalability in Internet and

intranet environments.

Figure 5-7 shows how multiple connections to an Oracle database server are made more
scalable with Oracle Connection Manager and a shared server architecture. Oracle Connection
Manager is used to offload some of the network 1/O of the application web servers, and a
shared server is used to serve more concurrent users.

ORACLE

5-7



Chapter 5
Reverse Connection Using CMAN Tunnels

Figure 5-7 Scalable Architectural Solutions
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5.8 Reverse Connection Using CMAN Tunnels

ORACLE

Starting with Oracle Database 21c, you can use secure tunnels to connect to an Oracle
Database instance, which is inside a network that supports only outbound connections.

A network may allow only outbound connections and restrict inbound connections for security
reasons. However, using the Oracle Connection Manager tunnel feature, you can connect to a
database inside a network that allows only outbound connections. Oracle Connection Manager
creates a pool of connections, known as tunnels, that can be used to connect to a database
inside the network.

To access a database inside a network that allows only egress connections, you must deploy
CMAN at both the client site that is hosting the database and the server site that wants to
access the database. The data transfer happens over an encrypted channel on public internet
using TLS, if TLS is configured between the two CMANSs.
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When client CMAN is started, the gateways connects to the server CMAN and creates a pool
of connections, known as tunnels. Reverse connections from the server to the client are routed
through these tunnels. You can also configure the pool size.

In the following figure, the client CMAN uses tunnel service of the server CMAN to establish a
tunnel connection. Once a client CMAN establishes a tunnel, the server CMAN offers client
CMAN identifier as a service for clients in site A.

Figure 5-8 Reverse Connection Using CMAN Tunnels
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Configuration and Administration of Oracle Net

Services
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Part Il describes how to set up and configure Oracle Net Services.

This part contains the following chapters:

Quick Start to Oracle Net Services
Help novice users set up and test a simple but common network configuration, such as
one between a client application and a database over a TCP/IP network.

Managing Oracle Net Services
Learn about the various administration tools of Oracle Net Services, and also explore the
command-line control utilities.

Configuring Naming Methods
Find out how to configure connectivity information for client connections to the database
server.

Configuring and Administering Oracle Net Listener

Configuring and Administering Oracle Connection Manager

Oracle Connection Manager is a proxy server that forwards connection requests to
databases or other proxy servers. It operates at the session level, and usually resides on a
computer separate from the database server and client computers.

Configuring a Shared Server Architecture
You can manage server loads on Oracle Database by managing dispatchers, and
configuring your clients to take advantages of Oracle Net Services features.

Configuring Profiles

Learn how to configure client and server configuration parameters in profiles. A profile is a
collection of parameters that specifies preferences for enabling and configuring Oracle Net
features on the client or database server.

Enabling Advanced Features of Oracle Net Services

Understand how to configure the advanced features of Oracle Net Services, including
advanced connect data parameters, load balancing, failover, and connections to non-
database services.

Optimizing Performance
Learn how to optimize connection performance.



Quick Start to Oracle Net Services

Help novice users set up and test a simple but common network configuration, such as one
between a client application and a database over a TCP/IP network.

Prerequisites for Establishing Connectivity
The tasks in this chapter show a TCP/IP connection between a database server and a
client computer.

Confirming Network Availability

Before using Oracle Net to connect a client computer to a database server, confirm that the
client computer can successfully communicate with the database server computer.
Evaluating network connectivity can eliminate network-based errors.

Starting Oracle Net Listener and the Oracle Database Server
Oracle Net Listener and the Oracle Database server must be running in order for the
database server to receive connections.

Starting Oracle Connection Manager
If Oracle Connection Manager is installed, then follow these steps to start Oracle
Connection Manager.

Using Easy Connect to Connect to a Database

Easy Connect extends the functionality of the host naming method by enabling clients to
connect to a database server with an optional port and service name in addition to the host
name of the database.

Viewing Connection Strings Using the connstr Utility
You can run the Oracle Database Connection String command-line utility (connstr) to
display Oracle Database connect strings for all the available network service names.

Connecting to the Database
There are several methods for connecting to Oracle Database.

6.1 Prerequisites for Establishing Connectivity

The tasks in this chapter show a TCP/IP connection between a database server and a client
computer.

ORACLE

The following conditions are assumed about the database server and client computer:

Database server

— The server is running on a network that can access the client

— An Oracle database is installed

— Alistener is configured

— TCP/IP protocol support is installed

Client computer

— The client computer is running on a network that can access the database server
— Oracle Client is installed

— TCP/IP protocol support is installed

6-1



Chapter 6
Confirming Network Availability

In a TCP/IP network, each computer has a unique IP address. A name resolution service, such
as Domain Name System (DNS), can be used to map the IP address of a computer with its
host name. If a name resolution service is not used, then the mapping is typically stored in a
centrally maintained file called hosts. This file is located in the /etc directory on Linux and the
\windows\system32\drivers\etc directory on Microsoft Windows. For example, an entry for a
database server computer named sales-server may look like the following:

#IP address of server host name alias
192.0.2.203 sales-server sales.us.example.com

6.2 Confirming Network Availability

Before using Oracle Net to connect a client computer to a database server, confirm that the
client computer can successfully communicate with the database server computer. Evaluating
network connectivity can eliminate network-based errors.

The following procedure describes how to confirm network connectivity:

1. Confirm that the database server computer can communicate with itself with a loopback
test as follows:

a. To confirm hardware connectivity, enter the following command at the command line:
ping ip address
In the preceding command, ip address is the IP address of the database server
computer, such as the following:
ping 192.0.2.203

b. To confirm the DNS or host name is configured properly, enter the following command
at the command line:

ping host name

In the preceding command, host name is the host name of the server.
c. Totestthe TCP/IP setup for the server, enter the following command:

ping 127.0.0.1
ping6 ::1

The IP address 127.0.0.1 is the standard IPv4 address for a loopback test. The IP
address ::1 (0: 0: 0: 0: 0: 0: 0: 1) isthe standard IPv6 address for a loopback
test.

2. Verify the client computer can successfully communicate with the database server
computer.

The method for verification varies according to the network protocol. For TCP/IP, you can
use PING, FTP or TELNET utilities.

If the client computer cannot reach the server, then verify that the network cabling and
network interface cards are correctly connected. Contact your network administrator to
correct these problems.

6.3 Starting Oracle Net Listener and the Oracle Database Server

Oracle Net Listener and the Oracle Database server must be running in order for the database
server to receive connections.
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The following procedure describes how to start Oracle Net Listener:

1. Start the listener with the Listener Control utility. From the command line, enter the
following:

lsnrctl
LSNRCTL> START [listener name]

In the preceding command, listener_name is the name of the listener defined in the
listener.ora file. It is not necessary to identify the listener if you are using the default
name LISTENER.

A status message indicating that the listener has successfully started appears.
2. Start the database as follows:
a. Start SQL*Plus without connecting to the database using the following command:
SQLPLUS /nolog
b. Connect to the database as SYSDBA using the following command:

SQL> CONNECT username as sysdba

You will be prompted to enter a password.

# Note:

For simplicity, this example does not perform the password management
techniques that a deployed system normally uses. In a production
environment, follow the Oracle Database password management guidelines,
and disable any sample accounts. See Oracle Database Security Guide for
password management guidelines and other security recommendations.

c. Start the database using the following command:

SQL> STARTUP database name

In the preceding command, database _name is the name of the database.

For additional information about starting the database, see Oracle Database
Administrator’s Guide.

3. Confirm that database service registration with the listener has completed using the
Listener Control utility and the following command:

LSNRCTL> SERVICES [listener name]
The SERVICES command lists the services supported by the database, along with at least

one available service handler. If the database service registration is not listed, then enter
the following SQL command:

SQL> ALTER SYSTEM REGISTER;
Related Topics

*  Monitoring Services of a Listener
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6.4 Starting Oracle Connection Manager

If Oracle Connection Manager is installed, then follow these steps to start Oracle Connection

Manager.

1. Start the Oracle Connection Manager Control utility (CMCTL) using the following
commands:
cmctl

CMCTL> ADMINISTER [instance name]

In the preceding command, instance_name is the name of Oracle Connection Manager to
administer. You can determine the name by viewing the cman.ora file. The file is located on
the Oracle Connection Manager computer in the ORACLE BASE HOME/network/admin
directory by default.

Oracle Connection Manager displays a status message indicating the name of the
instance, and informs you that the instance has not yet been started.

# Note:

If you do not provide an instance name as an argument, then provide Oracle
Connection Manager with a fully qualified host name. This is the default. After
you issue the ADMINISTER command, CMCTL displays the instance name as
follows:

CMAN fully qualified host name

2. Start Oracle Connection Manager that you have chosen to administer using the following
command:

cmctl> STARTUP

Oracle Connection Manager confirms that the instance has been started, and provides
status for the instance.

3. Exit from the Oracle Connection Manager Control utility using the following command:

cmctl> EXIT

On Microsoft Windows, you can start Oracle Connection Manager through the Control Panel,
as follows:

1. Select Services in the Control Panel.
2. Select the OracleHOME NAMECMan Service, and then click Start.

3. In the Services window, click Close.
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6.5 Using Easy Connect to Connect to a Database

Easy Connect extends the functionality of the host naming method by enabling clients to
connect to a database server with an optional port and service name in addition to the host
name of the database.

After network connectivity has been verified, you can use the Easy Connect naming method to
connect to the database. This naming method provides out-of-the-box TCP/IP connectivity to
databases.

The following is the syntax to connect using Easy Connect:

CONNECT username/password@host[:port][/service name][:server typell/instance name]

# Note:

In Oracle Call Interface documentation, server is referred to as connect_type.

If Oracle Database server installation was performed in Typical mode, then the default service
name used by the Oracle instance is the database name, and the following Easy Connect
syntax can be used to connect to that instance:

SQLPLUS /nolog
SQL> CONNECT username@"host/db name"
SQL> Enter password: password

Related Topics

e Understanding the Easy Connect Naming Method
The Easy Connect naming method provides out-of-the-box TCP/IP connectivity to
databases.

e Confirming Network Availability
Before using Oracle Net to connect a client computer to a database server, confirm that the
client computer can successfully communicate with the database server computer.
Evaluating network connectivity can eliminate network-based errors.

6.6 Viewing Connection Strings Using the connstr Utility

You can run the Oracle Database Connection String command-line utility (connstr) to display
Oracle Database connect strings for all the available network service names.

You can use these strings in a client application or tool (such as SQL*Plus, Python, or JDBC
Thin) to quickly connect to Oracle Database, or write these service name entries to the
tnsnames.ora file for use with the local naming method.

The connstr script is included in a default installation. The utility displays connect strings for a
single Oracle software installation, based on the available system configuration.
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# Note:

This utility is suitable for single-instance or Oracle Database Free installations but not
for more complex configurations, such as Oracle Real Application Clusters (Oracle
RAC) or Oracle Data Guard. It relies on the Listener Control utility (1snrctl), and
thus you must run this utility on a computer hosting your Oracle Database and
listener. However, you can use the displayed connect strings on any supported client
system.

Enter the following command at the command line:

connstr

This utility runs in an interactive mode with default options, without the need to specify any
arguments.

An output appears with a list of service names and their corresponding connect strings in
the Easy Connect format. The output displays sample strings to be used in SQL*Plus,
Python, or JDBC Thin clients. See Example 6-1.

(Optional) If you want to run this utility with advanced configuration options, then use the -
h (or --help) option to access a list of additional arguments that you can enter at the
command line:

connstr -h

Here are some commonly used arguments that you may use with connstr:

e This utility uses the default listener named LISTENER. If you are using a different
listener or if multiple listeners are active, then use -1 (or --1istener) to specify the
listener name:

connstr -L listener name

When run, an interactive dialog appears with various choices depending on the listener
configuration.

e To filter a list of available li