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ORACLE

Preface

Audience

Oracle Label Security controls user access to (labeled) rows of a database. With Oracle Label
Security in place, users with varying privilege levels automatically have (or are excluded from)
the right to see or alter labeled rows of data.

Oracle Label Security Administrator’s Guide describes how to use Oracle Label Security to
protect sensitive data. It explains the basic concepts behind label-based security and provides
examples to show how it is used.

* Audience

 Related Documentation

* Conventions

Oracle Label Security Administrator’s Guide is intended for database administrators (DBAS),
application programmers, security administrators, system operators, and other Oracle users
who perform the following tasks:

* Analyze application security requirements
e Create label-based security policies

e Administer label-based security policies

» Use label-based security policies

To use this document, you need a working knowledge of SQL and Oracle fundamentals. You
should also be familiar with Oracle security features described in Related Documentation. To
use SQL*Loader, you must know how to use the file management facilities of your operating
system.

Related Documentation

Administrator's Guide
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For more information, see these Oracle resources:

e Oracle Al Database Concepts

e Oracle Al Database Security Guide

e Oracle Al Database Enterprise User Security Administrator's Guide
e Oracle Al Database Development Guide

* Oracle Al Database Administrator’s Guide

e Oracle Al Database SQL Language Reference

e Oracle Al Database Reference

* Oracle Al Database Utilities
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Preface

e Oracle Al Database Performance Tuning Guide

Many of the examples in this book use the sample schemas. See Oracle Al Database Sample
Schemas for information on how these schemas were created and how you can use them
yourself.

Oracle Label Security Information

To download the product data sheet, frequently asked questions, links to the latest product
documentation, product download, and other collateral, visit the Oracle website. https://
www.oracle.com/security/database-security/label-security/

My Oracle Support

You can find information about security patches, certifications, and the support knowledge
base by visiting My Oracle Support (formerly OracleMetalLink) at

https://support.oracle.com

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in
examples, text that appears on the screen, or text that you enter.
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ORACLE’

Changes in This Release for
Oracle Label Security Administrator's Guide

This preface contains:

e Changes in Oracle Al Database 26ai
Oracle Label Security Administrator’s Guide for Oracle Al Database 26ai has one new
feature and two important desupported features.

Changes in Oracle Al Database 26ali

Oracle Label Security Administrator’s Guide for Oracle Al Database 26ai has one new feature
and two important desupported features.

e Introduction of the LBAC_TRIGGER Schema for OLS DML Triggers
Starting with Oracle Al Database 26ai, the LBAC TRI GGER schema is available to store DML
triggers that Oracle Label Security uses.

»  Desupport of Traditional Auditing in Oracle Label Security
Starting with Oracle Al Database 26ai, traditional auditing is desupported.

«  Desupport of Oracle Internet Directory with Oracle Label Security
Starting with Oracle Al Database 26ai, the integration of Oracle Internet Directory (OID)
with Oracle Label Security is desupported.

Introduction of the LBAC_TRIGGER Schema for OLS DML Triggers

Starting with Oracle Al Database 26ai, the LBAC_TRI GGER schema is available to store DML
triggers that Oracle Label Security uses.

In previous releases, these triggers were stored in the LBACSYS schema. The LBAC TRl GGER
schema provides greater security than the LBACSYS schema.

New triggers that you create will be automatically stored in the LBAC TRI GGER schema. Triggers
that were created in previous releases will still be in the LBACSYS schema after you upgrade to
release 26ai. You will need to disable and reenable the OLS policies to migrate these triggers
to the LBAC TRl GGER schema.

Related Topics

e Using the LBAC_TRIGGER Schema
Managing OLS triggers when upgrading to Oracle Al Database 26ai and downgrading.

Desupport of Traditional Auditing in Oracle Label Security

Starting with Oracle Al Database 26ai, traditional auditing is desupported.
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Changes in This Release for Oracle Label Security Administrator's Guide

Unified auditing is the way forward to perform Oracle Label Security auditing. Unified auditing
offers more flexibility to perform selective and effective auditing, which helps you focus on
activities that really matter to your enterprise. Unified auditing has one single and secure
unified trail, conditional policy for audit selectivity, and default predefined policies for simplicity.
To improve security and compliance, Oracle strongly recommends that you use unified
auditing.

Related Topics

e Auditing Oracle Label Security Using Unified Auditing
Oracle recommends that you migrate all your Oracle Label Security audit policies to unified
auditing.

Desupport of Oracle Internet Directory with Oracle Label Security

Administrator's Guide
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Starting with Oracle Al Database 26ai, the integration of Oracle Internet Directory (OID) with
Oracle Label Security is desupported.

The use of OID to store Oracle Label Security policies and labels is desupported with this
release. no replacement for this feature is planned. If you are using this feature, then you must
create a custom method to copy and store this information.
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Getting Started with Oracle Label Security

Part | introduces the terms, concepts, and relationships that constitute the basic elements of
Oracle Label Security.

* Introduction to Oracle Label Security
Oracle Label Security provides fine-grained access to individual table rows.

* Understanding Data Labels and User Labels
You should understand fundamental concepts of data labels and user labels.

* Access Controls and Privileges
Oracle provides access controls and privileges that determine the type of access users can
have to labeled rows.
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Introduction to Oracle Label Security

Oracle Label Security provides fine-grained access to individual table rows.

e About Oracle Label Security
Oracle Label Security controls the display, insert, and update of individual table rows using
labels that are assigned to specific individual table rows and application users.

» Benefits of Oracle Label Security
Oracle Label Security provides several benefits for controlling row level management.

* Who Has Privileges to Use Oracle Label Security?
When you install Oracle Label Security with a database, the registration process creates
an administrative user named LBACSYS, who has the LBAC DBA role.

e Duties of Oracle Label Security Administrators
Oracle Label Security administrators have a set of package- and role-based privileges.

e Components of Oracle Label Security
An Oracle Label Security policy has a standard set of components.

e Oracle Label Security Architecture
The Oracle Label Security works with Oracle Database authentication to perform row level
security.

e Oracle Label Security Administrative Interfaces
You can perform Oracle Label Security development and administrative tasks using either
of two interfaces.

e Oracle Label Security Demonstration File
The ol sdeno. sql file provides a demonstration on using Oracle Label Security.

¢ Oracle Label Security Integration in a Multitenant Environment
You can use Oracle Label Security in a multitenant environment.

1.1 About Oracle Label Security

Oracle Label Security controls the display, insert, and update of individual table rows using
labels that are assigned to specific individual table rows and application users.

Oracle Label Security works by comparing the row label with a user's label authorizations to
enable you to easily restrict sensitive information to only authorized users. This way, users with
different authorization levels (for example, managers and sales representatives) can have
access to different rows of data in a table. You can apply Oracle Label Security policies to one
or more application tables. The design of Oracle Label Security is similar to Oracle Virtual
Private Database (VPD). However, unlike VPD, Oracle Label Security provides the access
mediation functions, data dictionary tables, and policy-based architecture out of the box,
eliminating customized coding and providing a consistent label based access control model
that can be used by multiple applications.

While Oracle Label Security was initially designed and developed to meet requirements in
government and defense organizations, it has found widespread use for commercial business
requirements.

Administrator's Guide
G44449-02 March 24, 2026
Copyright © 1996, 2026, Oracle and/or its affiliates. Page 1 of 7



ORACLE’

Chapter 1
Benefits of Oracle Label Security

Oracle Label Security software is installed by default, but not automatically enabled. You can
enable Oracle Label Security in either SQL*Plus or by using the Oracle Database
Configuration Assistant (DBCA). To administer Oracle Label Security, an Oracle Database
administrator should create an Oracle Label Security administrative user and grant this user
the LBAC_DBA role along with the necessary EXECUTE privileges on the Oracle Label Security
SA * packages. To manage Oracle Label Security, you can use either a set of PL/SQL
packages and standalone functions at the command-line level or Oracle Enterprise Manager
Cloud Control. To find information about Oracle Label Security policies, you can query
ALL_SA *, DBA SA *, or USER_SA * data dictionary views.

1.2 Benefits of Oracle Label Security

Oracle Label Security provides several benefits for controlling row level management.

« |t enables row level data classification and provides out-of-the-box access mediation based
on the data classification and the user label authorization or security clearance.

* It enables you to assign label authorizations or security clearances to both database users
and application users.

» It provides both APIs and a graphical user interface (in Oracle Enterprise Manager) for
defining and storing data classification labels and user label authorizations.

* ltintegrates with Oracle Database Vault, Oracle Data Redaction, and Oracle Real
Application Security, enabling the use of security clearances in those products.

1.3 Who Has Privileges to Use Oracle Label Security?

When you install Oracle Label Security with a database, the registration process creates an
administrative user named LBACSYS, who has the LBAC _DBA role.

You can grant the LBAC_DBA role to any database user who will be responsible for managing
Oracle Label Security policies. (This is the recommended way of administering Oracle Label
Security, instead of using the LBACSYS user.) In addition, you can grant Oracle Label Security
administrators the EXECUTE privilege for the Oracle Label Security packages, and privileges to
manage individual Oracle Label Security policies.

As with other Oracle administrative user accounts, Oracle strongly recommends that you
maintain two accounts for the LBAC DBA. One account, the primary named user account, will be
used on a day-to-day basis and the other account will be used as a backup account in case the
password of the primary account is lost and must be reset.

1.4 Duties of Oracle Label Security Administrators

Administrator's Guide
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Oracle Label Security administrators have a set of package- and role-based privileges.
These privileges are:

- Package-specific privileges: Most of the Oracle Label Security PL/SQL packages,
except for the public SA SESSI ON and SA_UTL packages, require the EXECUTE privilege. The
other packages are SA_AUDI T_ADM N, SA_ COVPONENTS, SA LABEL_ADM N, SA POLI CY_ADM N,
SA_SYSDBA, and SA_USER _ADM N.

* Role-based privileges: The Oracle Label Security-specific roles are:

— The pol i cy_DBArole, which is created and granted to the user when they create a
policy. For example, for a policy named ol s_hr _pol , the role created is named
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Chapter 1
Components of Oracle Label Security

ol s_hr_pol _DBA. This role adds a layer of granularity for access control for your site's
Oracle Label Security policies.

— The LBAC DBArole, which provides the EXECUTE privilege for the SA_SYSDBA package.
This role is owned by the LBACSYS user account. The SA SYSDBA package enables the
user to create, alter, enable, disable, and drop Oracle Label Security policies.

You can use the Oracle Label Security package EXECUTE privilege grants along with grants of
the pol i cy_DBA role to achieve additional separation of duty. The packages are categorized
based on different tasks. For example, you could grant the EXECUTE privilege on the

SA COVPONENTS and SA LABEL_ADM N packages to one user or role to manage label definitions,
and then grant EXECUTE on SA_USER_ADM Nto a different user or role to manage user labels and
privileges. Both of these users or roles must also be granted the pol i cy_DBA role for the
policies for which they are responsible. In this way, different users can be responsible for the
management of different aspects of the policies for which they are responsible. For example,
user psni t h could be responsible for the label definitions of the ol s_hr _pol policy, and user

t j ones could be responsible for the label definitions of the ol s_oe_pol policy. However, user
psmi t h cannot modify label definitions for the ol s_oe_pol policy, nor can tj ones modify the

ol s_hr_pol policy label definitions.

Related Topics

* Oracle Label Security Packages
Oracle Label Security packages provide a direct, command-line interface for ease of
administration.

1.5 Components of Oracle Label Security
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An Oracle Label Security policy has a standard set of components.
These components are as follows:

* Labels. Labels for data and users, along with authorizations for users and program units,
govern access to specified protected objects. Labels are composed of the following:

— Levels. Levels indicate the type of sensitivity that you want to assign to the row (for
example, SENSI Tl VE or H GHLY SENSI Tl VE). At least one level is mandatory.

— Compartments. (Optional) Data can have the same level (for example, Public,
Confidential and Secret), but can belong to different projects inside a company (for
example, ACME Merger and IT Security). Compartments represent the projects in this
example that help define more precise access controls. They are most often used in
government environments.

— Groups. (Optional) Groups identify organizations owning or accessing the data (for
example, UK, US, Asia, Europe). Groups are used both in commercial and
government environments, and frequently used in place of compartments due to their
flexibility.

« Policy. A policy is a name associated with these labels, rules, authorizations, and
protected tables.

For example, assume that a user has the SELECT privilege on an application table. As
illustrated in Figure 1-1, when the user runs a SELECT statement, Oracle Label Security
evaluates each row selected to determine whether the user can access using the privileges
and labels assigned to the user and the label on the row. You can configure Oracle Label
Security to perform security checks on UPDATE, DELETE, and | NSERT statements as well.
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Figure 1-1 Oracle Label Security Label-Based Security

Levels Compartments Groups
Highly
Global
I Sensitive I + ALPHA BETA GAMMA +
Confidential NATO Europe

1.6 Oracle Label Security Architecture

The Oracle Label Security works with Oracle Database authentication to perform row level
security.

Figure 1-2 shows how data is accessed under Oracle Label Security and the sequence of label
security checks.

Figure 1-2 Oracle Label Security Architecture

USER Application

SQL Request Oracle User / Session

Oracle Database

Check DAC Object Privilege Label Security
Access Security Policy
VPD SQL Modification Table Fine Grained
Access Mediation
Data Record —
Data Record
Oracle Label Security écgless Control
Enforcement Data Record ables
User Defined
VPD Policies

In this scenario, the following actions take place:

1. An application user in an Oracle Database session sends a SQL request to query a table.

2. Oracle Database checks the user's data access control (DAC) privileges for performing a
SELECT statement on the table.

3. If the user does have the appropriate privileges, then Oracle Database checks if there are
any Oracle Virtual Private Database (VPD) policies attached to the table.

4. Oracle Database then checks if there are any Oracle Label Security policies that are
assigned to the table.
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Oracle Label Security Administrative Interfaces

5. Oracle Label Security then compares the labels that are assigned to individual rows with
the users' label authorizations, allowing or denying access. The session label is based on
label authorizations that are assigned to the user.

1.7 Oracle Label Security Administrative Interfaces

You can perform Oracle Label Security development and administrative tasks using either of

two interfaces.

»  Oracle Label Security Packages

Oracle Label Security packages provide a direct, command-line interface for ease of

administration.

e Oracle Enterprise Manager Cloud Control

The Oracle Enterprise Manager Cloud Control Web interface can be used to administer

Oracle Label Security.

1.7.1 Oracle Label Security Packages

Oracle Label Security packages provide a direct, command-line interface for ease of

administration.

Table 1-1 lists the available Oracle Label Security administrative packages.

Table 1-1 Oracle Label Security Administrative Packages

Package Purpose
SA SYSDBA To create, alter, and drop Oracle Label Security policies
See SA_SYSDBA Policy Management PL/SQL Package
SA_COVPONENTS To define the levels, compartments, and groups for the policy

SA_LABEL_ADM N

SA POLI CY_ADM N

SA_USER ADM N

SA_AUDI T_ADM N

SA SESSI ON

SA UTL

See SA_COMPONENTS Label Components PL/SQL Package

To perform standard label policy administrative functions, such as creating
labels

See SA_LABEL_ADMIN Label Management PL/SQL Package

To apply policies to schemas and tables

See SA_POLICY_ADMIN Policy Administration PL/SQL Package

To manage user authorizations for levels, compartments, and groups, as
well as program unit privileges. Also to administer user privileges.

See SA_USER_ADMIN.SET_USER_PRIVS and
SA_USER_ADMIN.SET_PROG_PRIVS

To set options to audit administrative tasks and use of privileges

See SA_AUDIT_ADMIN Oracle Label Security Auditing PL/SQL Package
To change labels during a session within the authorizations set by the
administrator

See SA_SESSION Session Management PL/SQL Package

A set of utility functions designed for use within PL/SQL programs to return

information about the current values of the session security attributes, as
numeric label values

See SA_UTL PL/SQL Utility Functions and Procedures
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Oracle Label Security Demonstration File

1.7.2 Oracle Enterprise Manager Cloud Control

The Oracle Enterprise Manager Cloud Control Web interface can be used to administer Oracle
Label Security.

Figure 1-3 illustrates the Oracle Enterprise Manager interface.

Figure 1-3 Using Enterprise Manager to Configure Oracle Label Security Policies
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Related Topics

e Managing Oracle Label Security from Enterprise Manager Cloud Control
From Enterprise Manager Cloud Control, you use the Oracle Label Security pages to
create and manage Oracle Label Security policies.

* Reqistering and Logging in to Oracle Label Security
Before using Oracle Label Security, you must register (configure) it with the database and
then you can log in to Oracle Label Security.

1.8 Oracle Label Security Demonstration File

The ol sdeno. sql file provides a demonstration on using Oracle Label Security.

This file show to create and develop an Oracle Label Security policy using the supplied
packages. You can install this script from the ORACLE_HOVE/ r dbis/ deno directory.

1.9 Oracle Label Security Integration in a Multitenant
Environment

You can use Oracle Label Security in a multitenant environment.
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@® Note

A multitenant container database is the only supported architecture in Oracle
Database 21c and later releases. While the documentation is being revised, legacy
terminology may persist. In most cases, "database" and "non-CDB" refer to a CDB or
PDB, depending on context. In some contexts, such as upgrades, "non-CDB" refers to
a non-CDB from a previous release.

In a multitenant environment, pluggable databases (PDBs) can be plugged in and out of a
multitenant container database (CDB) or an application container.

rdbns/ adni n/ cat ol s. sgl script on the database to install the label-based framework, data
dictionary, data types, and packages. This script creates the LBACSYS account.

Because Oracle Label Security policies are scoped to individual PDBs, you can create
individual policies for each PDB. A policy defined for a PDB can be enforced on the local
tables and schema objects contained in the PDB.

In a single CDB, there can be multiple PDBs, each configured with Oracle Label Security.
You cannot create Oracle Label Security policies in the CDB root or the application root.

You cannot enforce a local Oracle Label Security policy on a common CDB object or a
common application object.

You cannot assign Oracle Label Security policy labels and privileges to common users and
application common users in a pluggable database.

You cannot assign Oracle Label Security privileges to common procedures or functions
and application common procedures or functions in a pluggable database.

You can uninstall Oracle Label Security by using the / rdbns/ admi n/ cat nool s. sql script.

Related Topics

Administrator's Guide
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Understanding Data Labels and User Labels

You should understand fundamental concepts of data labels and user labels.

About Label-Based Security
Label-based security provides a flexible way of controlling access to sensitive data.

About User Label and Privilege Management
To manage user labels and privileges, you must have the EXECUTE privilege for the
SA_USER_ADM N package and be granted the pol i cy_DBA role.

Label Components
You should understand the elements that are used in labels.

Label Syntax and Type
After label components are defined, you can create data labels by combining particular
sets of level, compartments, and groups.

How Data Labels and User Labels Work Together
A user can access data only within the range of their own label authorizations.

Administration of Labels
Oracle Label Security provides administrative interfaces to define and manage the labels
used in a database.

2.1 About Label-Based Security

Label-based security provides a flexible way of controlling access to sensitive data.

Oracle Label Security controls data access based on the identity and label of the user, and the
sensitivity and label of the data. Label security adds protections beyond the discretionary
access controls that determine the operations users can perform upon data in an object, such
as a table or view.

Table 2-1 shows the three dimensions with which an Oracle Label Security policy controls
access to data.

Table 2-1 Oracle Label Security Data Dimensions
]

Data Dimension Explanation

Data Labels A data row label indicates the level and nature of the row's sensitivity and
specifies the additional criteria that a user must meet to gain access to that
row.

User Labels A user label specifies that user's sensitivity level plus any compartments and

groups that constrain the user's access to labeled data. Each user is assigned
a range of levels, compartments, and groups, and each session can operate
within that authorized range to access labeled data within that range.

Policy Privileges Users can be given specific rights (privileges) to perform special operations or

to access data beyond their label authorizations.

Note that the discussion here concerns access to data. The access type can be either reading
or writing data.

Administrator's Guide
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When an Oracle Label Security policy is applied to a database table, a column is added to the
table to contain each row's label. The administrator can choose to display or hide this column.

Related Topics

e Access Controls and Privileges
Oracle provides access controls and privileges that determine the type of access users can
have to labeled rows.

2.2 About User Label and Privilege Management

To manage user labels and privileges, you must have the EXECUTE privilege for the
SA USER_ADM N package and be granted the pol i cy_DBArole.

The SA_USER ADM N package provides the procedures and functions to manage the Oracle
Label Security user security attributes. It contains several procedures to manage user labels by
component: that is, specifying user levels, compartments, and groups. For convenience, there
are additional procedures that accept character string representations of full labels, rather than
components. Note that the level, compartment, and group parameters use the short name
defined for each component.

All of the label and privilege information is stored in Oracle Label Security data dictionary
tables. When a user connects to the database, their session labels are established based on
the information stored in the Oracle Label Security data dictionary.

Note that a user can be authorized under multiple policies.

Related Topics

¢ SA USER_ADMIN PL/SQL Package
The SA USER ADM N PL/SQL package manages user labels by label component.

« SA USER_ADMIN.SET USER PRIVS
The SA_USER_ADM N. SET_USER_PRI VS procedure sets policy-specific privileges for users.

* Duties of Oracle Label Security Administrators
Oracle Label Security administrators have a set of package- and role-based privileges.

2.3 Label Components

Administrator's Guide
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You should understand the elements that are used in labels.

* Label Component Definitions and Valid Characters
A label is a single attribute with multiple components.

e Level Sensitivity Components
A level is a ranking that denotes the sensitivity of the information it labels.

*  Compartment Components
Compartments identify areas that describe the sensitivity of the labeled data, providing a
finer level of granularity within a level.

*  Group Components
Groups identify organizations owning or accessing the data, such as EASTERN_REG ON,
VESTERN_REG ON, WR_SALES.

e Industry Examples of Levels, Compartments, and Groups
Oracle Label Security levels, compartments, groups are designed to be implemented in
various industries.
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Component Definitions and Valid Characters

A label is a single attribute with multiple components.

All labels must contain a level component, but the compartment and group components are
optional. An administrator must define the label components before creating labels.

Labels indicate the sensitivity of data records and the sensitivity authorization for a user. For
the user to be able to view the data, a user label must take precedence over the data label.

Although the administrator defines both long and short names for the label components, only
the short form of the name is displayed upon retrieval. When users manipulate the labels, they
use only the short form of the component names. Examples of short forms are illustrated in the
Examples column of the following table.

Table 2-2 Sensitivity Label Components

. ___________________________________________________________________________________|
Component Description Examples

Level A label must include a level component. o C(for CONFI DENTI AL) (1)

A specification for the sensitivity level is used to * S (for SENSI Tl VE) (2)
indicate the data's sensitivity and the maximum «  HS (for

sensitivity level authorized for the user. The HI GHLY_SENSI TI VE) (3)
sensitivity levels are numerically ordered.

Compartments Zero or more components associated with the < FI NCL (for FI NANCI AL)
label «  CHEM(for CHEM CAL)
e OP (for OPERATI ONAL)
Groups Zero or more groups in a data label indicate the «  ER (for EASTERN_REG ON)

groups that are allowed to access the data. The . \\R (for WESTTERN_REG ON)
user label contains the groups a user is

authorized to. Groups are typically geographical

or organizational and can be in a hierarchy as

well.

Valid characters for specifying all label components include alphanumeric characters,
underscores, and spaces. (Leading and trailing spaces are ignored.)

The following figure illustrates the three dimensions in which data can be logically classified,
using levels, compartments, and groups.
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Figure 2-1 Data Categorization with Levels, Compartments, and Groups

VA
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2.3.2 Level Sensitivity Components

A level is a ranking that denotes the sensitivity of the information it labels.

The more sensitive the information, the higher its level. The less sensitive the information, the
lower its level.

Every label must include one level. Oracle Label Security permits defining up to 10,000 levels
in a policy. For each level, the Oracle Label Security administrator defines a numeric form, a
long character form, and the required short character form.

Table 2-2 shows examples of levels.

Table 2-3 Level Example

Numeric Form Long Form Short Form
40 H GHLY_SENSI TI VE HS

30 SENSI TI VE S

20 CONFI DENTI AL C

10 PUBLI C P

Table 2-4 shows different ways of specifying levels.
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Table 2-4 Forms of Specifying Levels
]

Form Explanation
Numeric form, also The numeric form of the level can range from 0 to 9999. Sensitivity is ranked
called "tag" by this numeric value, so you must assign higher numbers to levels that are

more sensitive, and lower numbers to levels that are less sensitive. In
Table 2-3, 40 (Hl GHLY_SENSI TI VE) is a higher level than 30, 20, and 10.

Administrators should avoid using sequential numbers for the numeric form of
levels. A good strategy is to use even increments (such as 50 or 100)
between levels. You can then insert additional levels between two preexisting
levels, at a later date.

Long form The long form of the level name can contain up to 80 characters.

Short form The short form can contain up to 30 characters.

Although the administrator defines both long and short names for the level (and for each of the
other label components), only the short form of the name is displayed upon retrieval of the
records when the Oracle Label Security policy is in effect. When users manipulate the labels,
they use only the short form of the component names.

Other sets of levels that users commonly define include TOP_SECRET, SECRET, CONFI DENTI AL,
and UNCLASSI FI ED or TRADE_SECRET, PROPRI ETARY, COVPANY_CONFI DENTI AL, and
PUBLI C_DOMAI N.

If only levels are used, a level 40 user (in this example) can access or alter any data row
whose level is 40 or less.

@® Note

All levels and labels (including TOP_SECRET, SECRET, CONFI DENTI AL, and so on) in this
guide, are used as illustrations only.

2.3.3 Compartment Components

Administrator's Guide
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Compartments identify areas that describe the sensitivity of the labeled data, providing a finer
level of granularity within a level.

Compartments associate the data with one or more security areas. All data related to a
particular project can be labeled with the same compartment.

Table 2-5 shows examples of compartments.

Table 2-5 Compartment Example
|

Numeric Form Long Form Short Form
85 FI NANCI AL FI NCL

65 CHEM CAL CHEM

45 OPERATI ONAL oP

Table 2-6 shows different ways of specifying compartments.
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Table 2-6 Forms of Specifying Compartments

______________________________________________________________________________|
Form Explanation

Numeric form The numeric form can range from 0 to 9999. It is unrelated to the numbers
used for the levels. The numeric form of the compartment does not indicate
greater or less sensitivity. Instead, it controls the display order of the short
form compartment name in the label character string. For example, assume a
label is created that has all three compartments listed in Table 2-5, and a level
of SENSI TI VE, whose short form is S. When this label is displayed in string
format, it looks like the following, meaning SENSI T VE: OPERATI ONAL,

CHEM CAL, FI NANCI AL:

S: OP, CHEM FI NCL
The display order follows the order of the numbers assigned to the
compartments: 45 is lower than 65, and 65 is lower than 85. By contrast, if the

number assigned to the FI NCL compartment were 5, the character string
format of the label would look like this:

S: FINCL, OP, CHEM

Long form The long form of the compartment name scan have up to 80 characters.

Short form The short form can contain up to 30 characters.

Compartments are optional. A label can contain zero or more compartments. Oracle Label
Security permits defining up to 10,000 compartments.

Not all labels need to have compartments. For example, you can specify H GHLY_SENSI TI VE
and CONFI DENTI AL levels with no compartments, and a SENSI Tl VE level that does contain
compartments.

When you analyze the sensitivity of data, you may find that some compartments are only
useful at specific levels.

The following figure shows how compartments can be used to categorize data.

Figure 2-2 Label Matrix

Compartments
HS | FINCL CHEM OP
Levels = g | FINGL op
P oP

Here, compartments FI NCL, CHEM and OP are used with the level Hl GHLY_SENSI Tl VE (40). The
label Hl GHLY_SENSI TI VE:FI NCL, CHEMindicates a level of 40 with the two hamed compartments.
Compartment FI NCL is not more sensitive than CHEM nor is CHEMmore sensitive than FI NCL.
Note also that some data in the protected table may not belong to any compartment.

If compartments are specified, then a user whose level would normally permit access to a
row's data will nevertheless be prevented from such access unless the user's label also
contains all the compartments appearing in that row's label.
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2.3.4 Group Components
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Groups identify organizations owning or accessing the data, such as EASTERN_REG ON,
WESTERN_REG ON, WR_SALES.

All data pertaining to a certain department can have that department's group in the label.
Groups are useful for the controlled dissemination of data and for timely reaction to
organizational change. When a company reorganizes, data access can change right along with
the reorganization.

Groups are hierarchical. You can label data based upon your organizational infrastructure. A
group can thus be associated with a parent group.

Figure 2-3 shows how you can define a set of groups corresponding to the following
organizational hierarchy.

Figure 2-3 Group Example

WESTERN_REGION

WR_HUMAN_

WR_SALES RESOURCES

WR_FINANCE

/N

WR_ACCOUNTS_ WR_ACCOUNTS_
RECEIVABLE PAYABLE

The VESTERN_REG ON group includes three subgroups: WR_SALES, WVR_HUMAN_RESOURCES, and
VR_FI NANCE. The WR_FI NANCE subgroup is subdivided into WR_ACCOUNTS_RECEI VABLE and
WR_ACCOUNTS_PAYABLE.

Table 2-7 shows how the organizational structure in this example can be expressed in the form
of Oracle Label Security groups. Notice that the numeric form assigned to the groups affects
display order only. The administrator specifies the hierarchy (that is, the parent/child
relationships) separately.

Table 2-7 Group Example
|

Numeric Form Long Form Short Form Parent Group
1000 VESTERN_REG ON VIR

1100 VR _SALES VR _SAL VR

1200 VR_HUMAN RESOURCES VR_HR VR

1300 VIR_FI NANCE VR_FIN VR

1310 V\R_ACCOUNTS_PAYABLE VIR_AP VR _FIN

1320 VIR_ACCOUNTS_RECEI VABLE VR _AR VR _FIN

Table 2-8 shows different ways of specifying groups.
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Table 2-8 Forms of Specifying Groups

__________________________________________________________________________________|
Form Explanation

Numeric form The numeric form of the group can range from 0 to 9999, and it must be
unique for each policy.

The numeric form does not indicate any kind of ranking. It does not
indicate a parent-child relationship, or greater or less sensitivity. It only
controls the display order of the short form group name in the label
character string.

For example, assume that a label is created that has the level

SENSI Tl VE, the compartment CHEM CAL, and the groups
WESTERN_REGQ ON and WR_HUMAN_RESQURCES as listed in Table 2-7.
When displayed in string format, the label looks like this:

S: CHEM WR WVR_HR

VRis displayed before WR_HR because 1000 comes before 1200.
Long form The long form of the group name can contain up to 80 characters.

Short form The short form can contain up to 30 characters.

Groups are optional; a label can contain zero or more groups. Oracle Label Security permits
defining up to 10,000 groups.

All labels need not have groups. When you analyze the sensitivity of data, you may find that
some groups are only used at specific levels. For example, you can specify H GHLY_SENSI Tl VE
and CONFI DENTI AL labels with no groups, and a SENSI Tl VE label that does contain groups.

Related Topics

e Releasability Using Inverse Groups
Oracle Label Security can implement the releasability using inverse groups.

2.3.5 Industry Examples of Levels, Compartments, and Groups

Oracle Label Security levels, compartments, groups are designed to be implemented in various
industries.

Table 2-9 illustrates the flexibility of Oracle Label Security levels, compartments, and groups,
by listing typical ways in which they can be implemented in various industries.

Table 2-9 Typical Levels, Compartments, and Groups, by Industry

Industry Levels Compartments Groups

Business to Business TRADE_SECRET MARKETI NG AJAX_CORP
PROPRI ETARY FI NANCI AL Bl LTWELL_CO
COVPANY_CONFI DENTI AL SALES ACME_I NC
PUBLI C PERSONNEL ERSATZ_LTD

Financial Services ACQUI SI TI ONS I NSURANCE CLI ENT
CORPORATE EQUI TI ES TRUSTEE
CLI ENT TRUSTS BENEFI Cl ARY
OPERATI ONS COVMERCI AL_LOANS MANAGEMENT

CONSUMER _LOANS STAFF
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Table 2-9 (Cont.) Typical Levels, Compartments, and Groups, by Industry

Industry Levels Compartments Groups
Judicial NATI ONAL_SECURI TY CwviL ADM NI STRATI ON
SENSI TI VE CRI'M NAL DEFENSE
PUBLI C PROSECUTI ON
COURT
Health Care PRI MARY_PHYSI CI AN PHARMACEUTI CAL CbC
PATI ENT_CONFI DENTI AL I NFECTI QUS_DI SEASES RESEARCH
PATI ENT_RELEASE NURSI NG_STAFF
HOSPI TAL_STAFF
Defense TOP_SECRET ALPHA UK
SECRET DELTA NATO
CONFI DENTI AL SI GVA SPAI'N
UNCLASSI FI ED

2.4 Label Syntax and Type
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After label components are defined, you can create data labels by combining particular sets of
level, compartments, and groups.

You can use the Oracle Enterprise Manager graphical user interface or a command line
procedure. Character string representations of labels use the following syntax:

LEVEL: COVPARTMENTL, . . ., COMPARTMENTN: GROUPL, . . ., GROUPn

The text string specifying the label can have a maximum of 4,000 characters, including
alphanumeric characters, spaces, and underscores. The labels are case-insensitive. You can
enter them in uppercase, lowercase, or mixed case, but the string is stored in the data
dictionary and displayed in uppercase. A colon is used as the delimiter between components.
A comma is used as a delimiter between different entries (compartment or group) within a
component. It is not necessary to enter trailing delimiters in this syntax.

For example, you can create valid labels such as these:

SENSI Tl VE: FI NANCI AL, CHEM CAL: EASTERN_REG ON, VESTERN_REG ON
CONFI DENTI AL: FI NANCI AL: VP_GRP

SENSI Tl VE

H GHLY_SENSI TI VE: FI NANCI AL

SENSI Tl VE: : WESTERN_REG ON

When a valid data label is created, two additional things occur:

The label is automatically designated as a valid data label. This functionality limits the
labels that can be assigned to data. Most users, however, prefer to create the labels
manually in order to limit data label proliferation.

A numeric label tag is associated with the text string representing the label. It is this label
tag, rather than the text string, that is stored in the policy label column of the protected
table.

March 24, 2026
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@® Note

The dynamic creation of valid data labels uses the TO DATA LABEL function. Its
usage should be tightly controlled.

Related Topics

e Inserting Labels Using TO DATA LABEL
The TO DATA LABEL function can generate new labels dynamically.

e How Policy Label Column and Label Tags Work
You should understand how policy label columns in a table or schema are created and
filled.

e Label Tags
You can create label tags that represent the label components automatically or manually.

2.5 How Data Labels and User Labels Work Together

A user can access data only within the range of their own label authorizations.

A user has the following:

*  Maximum and minimum levels

e A set of authorized compartments

e A set of authorized groups (and, implicitly, authorization for any subgroups)
For example, suppose you have the following levels:

e HI GHLY_SENSI TI VE, with the numeric form 40

e SENSI TI VE, with the numeric form 30

e CONFI DENTI AL, with the numeric form 20

e PUBLI C, with the numeric form 10

If a user is assigned a maximum level of SENSI TI VE, then the user potentially has access to
SENSI Tl VE, CONFI DENTI AL, and PUBLI C data. The user has no access to H GHLY_SENSI Tl VE
data because this level is too high.

Figure 2-4 shows how data labels and user labels work together to provide access control in
Oracle Label Security. While data labels are discrete, user labels are inclusive. Depending
upon authorized compartments and groups, a user can potentially access data corresponding
to all levels within their range.
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Figure 2-4 Example: Data Labels and User Labels

User Session Label Data Label
User 1 | HSFIN:WR — Row 1 [ SICHEMFIN:WR |
User2 [ SFIN:WR SAL | ———) Row 2 | HS:FIN:WR_SAL |

_’Row3| U:FIN |

—>Row4 [CFINWR SAL |

HS = HIGHLY_SENSITIVE
S = SENSITIVE
C = CONFIDENTIAL
U = UNCLASSIFIED

As shown in the figure, User 1 can access the rows 2, 3, and 4 because their maximum level is
HS. They have access to the FI N compartment, and their access to group WR hierarchically
includes group WR_SAL. They cannot access row 1 because they does not have the CHEM
compartment. (A user must have authorization for all compartments in a row's data label to be
able to access that row.)

User 2 can access rows 3 and 4. This user's maximum level is S, which is less than HS in row
2. Although the user has access to the FI N compartment, they only have authorization for
group WR_SAL. So, they cannot access row 1.

Figure 2-5 shows how data pertaining to an organizational hierarchy fits into data levels and
compartments.
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Figure 2-5 How Label Components Interrelate

UNITED_STATES

Groups — EASTERN_REGION CENTRAL_REGION WESTERN_REGION

Levels

/N

CALIFORNIA NEVADA

Chemical Financial Operational

Highly Sensitive / / \
Sensitive (5 C’) @
Public
| | |
Compartments

2.6 Admin
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For example, the UNI TED_STATES group includes three subgroups: EASTERN REG ON,
CENTRAL_REG ON, and VESTERN_REG ON. The VESTERN_REG ON subgroup is further subdivided
into CALI FORNI A and NEVADA. For each group and subgroup, there may be data belonging to
some of the valid compartments and levels within the database. So, there may be SENSI Tl VE
data that is FI NANCI AL, within the CALI FORNI A subgroup.

Note that data is generally labeled with a single group whereas users' labels form a hierarchy.
If users have a particular group, then that group may implicitly include child groups. This way a
user associated with the UNI TED_STATES group has access to all data, but a user associated
with CALI FORNI A would have access to data pertaining to only that subgroup.

Istration of Labels

Oracle Label Security provides administrative interfaces to define and manage the labels used
in a database.

You define labels in Oracle Database using Oracle Label Security PL/SQL packages or by
using Oracle Enterprise Manager. Initially, an administrator must define the levels,
compartments, and groups that compose the labels, and then, the user can define the set of
valid data labels for the contents of the database.

An administrator can apply a policy to individual tables in the database or to entire application
schemas. Finally, the administrator assigns to each database user the label components (and
privileges, if needed) required for the user's job function.
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Access Controls and Privileges

Oracle provides access controls and privileges that determine the type of access users can
have to labeled rows.

e Access Mediation
To access data protected by an Oracle Label Security policy, a user must have
authorizations based on the labels defined for the policy.

e How the Session Label and Row Label Work
It is important to understand session labels and row labels.

e How User Authorizations Work
Oracle Label Security provides authorizations set by the Oracle Label Security
administrator and authorizations set by computed session labels.

e Evaluation of Labels for Access Mediation
Oracle Label Security evaluates labels by comparing the user’s label components to the
row’s label components.

e Oracle Label Security Privileges
Oracle Label Security provides a set of system privileges, object privileges, and policy
privileges.

»  Working with Multiple Oracle Label Security Policies
You can use multiple Oracle Label Security policies in both a single database
environments and in a distributed environments.

Related Topics

e Understanding Data Labels and User Labels
You should understand fundamental concepts of data labels and user labels.

3.1 Access Mediation

To access data protected by an Oracle Label Security policy, a user must have authorizations
based on the labels defined for the policy.

The following figure illustrates the relationships between users, data, and labels.

Data labels specify the sensitivity of data rows.

User labels provide the appropriate authorizations to users.

Access mediation between users and rows of data depends on users' labels.
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Figure 3-1 Relationships Between Users, Data, and Label

Users

Labels P ) Data

Data Sensitivity

@® Note

Oracle Label Security enforcement options affect how access controls apply to tables
and schemas. This chapter assumes that all policy enforcement options are in effect.

Related Topics

e Oracle Label Security Policy Enforcement Options
Oracle Label Security provides a set of policy enforcement options.

3.2 How the Session Label and Row Label Work

It is important to understand session labels and row labels.

e The Session Label
Each Oracle Label Security user has authorizations that include special components.

e The Row Label
When a user writes data without specifying its label, a default row label is assigned
automatically, using the user's session label.

e Session Label Example
The session label and the row label can fall anywhere within the range of the user's level,
compartment, and group authorizations.

3.2.1 The Session Label
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Each Oracle Label Security user has authorizations that include special components.
A maximum and minimum level

e A set of authorized compartments

e A set of authorized groups

« For each compartment and group, a specification of read-only access, or read/write access
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The administrator also specifies the user's initial session label when setting up these
authorizations for the user. The session label is the particular combination of levels,
compartments, and groups at which a user works at any given time. The user can change the
session label to any combination of components for which the user is authorized.

Related Topics

e SA_SESSION Session Management PL/SQL Package
The SA SESSI ON PL/SQL package manages session behavior for user authorizations.

3.2.2 The Row Label

When a user writes data without specifying its label, a default row label is assignhed
automatically, using the user's session label.

However, the user can set the label for the written row, within certain restrictions on the
components of the label they specify. The level of this label can be set to any level within the
range specified by the administrator. For example, it can be set to the level of the user's current
session label down to the user's minimum level. However, the compartments and groups for
this row's new label are more restricted. The new label can include only those compartments
and groups contained in the current session label and, among those, only the ones for which
the user has write access.

When the administrator sets up the user authorizations, they also specify an initial default row
label.

Related Topics

e SA USER_ADMIN PL/SQL Package
The SA_USER ADM N PL/SQL package manages user labels by label component.

e SA SESSION Session Management PL/SQL Package
The SA SESSI ON PL/SQL package manages session behavior for user authorizations.

3.2.3 Session Label Example
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The session label and the row label can fall anywhere within the range of the user's level,
compartment, and group authorizations.

In the following figure, the user's maximum level is SENSI Tl VE and the minimum level is
UNCLASSI FI ED. However, the user's default session label is C. FI N,OP: VR. In this example, the
administrator has set the user's session label so that the user connects to the database at the
CONFI DENTI AL level.

Similarly, although the user is authorized for compartments FI Nand OP, and group VR, the
administrator could set the session label so that the user connects with only compartment FI N
and group WR.
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Figure 3-2 User Session Label
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Related Topics

e SA USER ADMIN.SET COMPARTMENTS
The SA_USER ADM N. SET_COVWPARTMENTS procedure assigns compartments to a user and
identifies default values for the user's session label and row label.

e SA USER_ADMIN.ALTER_COMPARTMENTS
The SA USER ADM N. ALTER COVPARTMENTS procedure changes the write access, default
label indicator, and row label indicator for the specified compartments.

3.3 How User Authorizations Work

Oracle Label Security provides authorizations set by the Oracle Label Security administrator
and authorizations set by computed session labels.

*  Authorizations Set by the Administrator
The administrator explicitly sets authorizations for levels, compartments, and groups.

e Computed Session Labels
Oracle Label Security automatically computes a number of labels based on the value of
the session label.

3.3.1 Authorizations Set by the Administrator

The administrator explicitly sets authorizations for levels, compartments, and groups.

* Authorized Levels
The administrator explicitly sets the level authorization for an Oracle Label Security policy.

*  Authorized Compartments
The administrator specifies the list of compartments that a user can place in their session
label.
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e Authorized Groups
You must specify a list of groups that a user can place in a session label and grant write
access for each group.

3.3.1.1 Authorized Levels

The administrator explicitly sets the level authorization for an Oracle Label Security policy.

Table 3-1 lists authorized levels that the administrator can set.

Table 3-1 Authorized Levels Set by the Administrator

. _____________________________________________________________________________________________|
Authorization Meaning

User Max Level The maximum ranking of sensitivity that a user can access during read
and write operations

User Min Level The minimum ranking of sensitivity that a user can access during write
operations. The User Max Level must be equal to or greater than the
User Min Level.

User Default Level The level that is assumed by default when connecting to Oracle
Database

User Default Row Level The level that is used by default when inserting data into Oracle
Database

For example, in Oracle Enterprise Manager, the administrator might set the following level
authorizations for user Joe:

Type Short Name Long Name Description
Maximum HS HI GHLY_SENSI Tl VE User's highest level
Minimum P PUBLI C User's lowest level
Default C CONFI DENTI AL User's default level
Row C CONFI DENTI AL Row level on | NSERT

3.3.1.2 Authorized Compartments

The administrator specifies the list of compartments that a user can place in their session label.

The administrator must explicitly give write access to the user for each compartment. A user
cannot directly insert, update, or delete a row that contains a compartment that they do not
have authorization to write.

For example, in Oracle Enterprise Manager, the administrator might set the following
compartment authorizations for user Joe:

Short Name Long Name WRITE DEFAULT ROW
CHEM CHEM CAL YES YES NO
FI NCL FI NANCI AL YES YES NO
oP OPERATI ONAL YES YES YES

In Figure 3-3, the row designation indicates whether the compartment should be used as part
of the default row label for newly inserted data. Note also that the policy option must be in
effect for this setting to be valid.
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Figure 3-3 Setting Up Authorized Compartments In Enterprise Manager
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3.3.1.3 Authorized Groups

You must specify a list of groups that a user can place in a session label and grant write
access for each group.

For example, in Oracle Enterprise Manager, the administrator might set the following group

authorizations:

Short Name  Long Name WRITE DEFAULT ROW Parent
VR _HR VR_HUMAN RESOURCES YES YES YES VR
VIR_AP VIR_ACCOUNTS_PAYABLE YES YES NO VR FI'N
VIR_AR VR_ACCOUNTS_RECEI VABLE YES YES NO VR FIN

In Figure 3-4, the row designation indicates whether the group should be used as part of the
default row label for newly inserted data. Note also that the LABEL_DEFAULT policy option must

be in effect for this setting to be valid.

Figure 3-4 Setting Up Authorized Groups in Enterprise Manager
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Related Topics

e LABEL DEFAULT: Using the Session's Default Row Label
A user can update a row without specifying a label value, because the updated row uses

its original label.
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Evaluation of Labels for Access Mediation

Oracle Label Security automatically computes a number of labels based on the value of the
session label.

Table 3-2 lists the computed session labels.

Table 3-2 Computed Session Labels

|
Computed Label

Definition

Maximum Read Label

Maximum Write Label

Minimum Write Label
Default Read Label

Default Write Label

Default Row Label

The user's maximum level combined with any combination of
compartments and groups for which the user is authorized.

The user's maximum level combined with the compartments and groups
for which the user has been granted write access.

The user's minimum level.

The single default level combined with compartments and groups that
have been designated as default for the user.

A subset of the default read label, containing the compartments and
groups to which the user has been granted write access. The level
component is equal to the level default in the read label. This label is
automatically derived from the read label based on the user's write
authorizations.

The combination of components between the user's minimum write
label and the maximum write label, which has been designated as the
default value for the data label for inserted data.

Related Topics

Computed Labels with Inverse Groups

Inverse groups affect computed label values.

3.4 Evaluation of Labels for Access Mediation

Oracle Label Security evaluates labels by comparing the user’s label components to the row’s
label components.

This way, the Oracle Label Security policy can determine whether the user can access the
data. This enables Oracle Label Security to evaluate whether the user is authorized to perform
the requested operation on the data in the row.

Administrator's Guide
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About Read and Write Access

Although data labels are stored in a column within data records, information about user
authorizations is stored in relational tables.

How Oracle Label Security Algorithm for Read Access Works

The READ_CONTROL enforcement determines the ability to read data in a row.

How the Oracle Label Security Algorithm for Write Access Works

In the context of Oracle Label Security, WRI TE_CONTROL enforcement determines the ability
to insert, update, or delete data in a row.

, Oracle and/or its affiliates.
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3.4.1 About Read and Write Access

Although data labels are stored in a column within data records, information about user
authorizations is stored in relational tables.

When a user logs on, the tables are used to dynamically generate user labels for use during
the session.

» Difference Between Read and Write Operations
Two fundamental types of access mediation on Data Manipulation language (DML)
operations exist within protected tables: read access and write access.

* Propagation of Read/Write Authorizations on Groups
When groups are organized hierarchically, a user's assigned groups include all subgroups
that are subordinate to the group to which the user belongs.

3.4.1.1 Difference Between Read and Write Operations

Two fundamental types of access mediation on Data Manipulation language (DML) operations
exist within protected tables: read access and write access.

The user has a maximum authorization for the data they can read; the user's write
authorization is a subset of that. The minimum write level controls the user's ability to
disseminate data by lowering its sensitivity. The user cannot write data with a level lower than
the minimum level the administrator assigned to this user.

In addition, there are separate lists of compartments and groups for which the user is
authorized; that is, for which the user has at least read access. An access flag indicates
whether the user can also write to individual compartments or groups.

3.4.1.2 Propagation of Read/Write Authorizations on Groups

When groups are organized hierarchically, a user's assigned groups include all subgroups that
are subordinate to the group to which the user belongs.

In this case, the user's read/write authorizations on a parent group flow down to all the
subgroups.

Consider the parent group VESTERN_REG ON, with three subgroups as illustrated in Figure 3-5. If
the user has read access to WESTERN_REGQ ON, then the read access is also granted to the three
subgroups. The administrator can give the user write access to subgroup WR_FI NANCE, without
granting write access to the WESTERN_REG ON parent group (or to the other subgroups). On the
other hand, if the user has read/write access on VESTERN_REGQ ON, then read/write access is
also granted on all of the subgroups subordinate to it in the tree.

Write authorization on a group does not give a user write authorization on the parent group. If a
user has read-only access to WESTERN_REG ON and WR_FI NANCE, then the administrator can
grant write access to WVR_ACCOUNTS_RECE! VABLE, without affecting the read-only access to the
higher-level groups.
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Figure 3-5 Subgroup Inheritance of Read/Write Access
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Related Topics

e How Inverse Groups Work
Inverse groups are implemented in a special way and are organized to suit the needs of
Oracle Label Security.

3.4.2 How Oracle Label Security Algorithm for Read Access Works

Administrator's Guide
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The READ_CONTROL enforcement determines the ability to read data in a row.

The following rules are used, in the sequence listed, to determine a user's read access to a
row of data:

1. The user's level must be greater than or equal to the level of the data.

2. The user's label must include at least one of the groups that belong to the data (or the
parent group of one such subgroup).

3. The user's label must include all the compartments that belong to the data.

If the user's label passes these tests, then it is said to dominate the row's label.

Note that there is no notion of read or write access connected with levels. This is because the
administrator specifies a range of levels (minimum to maximum) within which a user can
potentially read and write. At any time, the user can read all data equal to or less than the
current session level. No privileges (other than FULL) allow the user to write below the
minimum authorized level.

Figure 3-6 illustrates how the label evaluation process proceeds from levels to groups to
compartments. Note that if the data label is null or invalid, then the user is denied access.
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Figure 3-6 Label Evaluation Process for Read Access
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As a read access request comes in, Oracle Label Security evaluates each row to determine
the following:

1. Isthe user's level equal to, or greater than, the level of the data?
2. If so, does the user have access to at least one of the groups present in the data label?

3. |If so, does the user have access to all the compartments present in the data label? (That
is, are the data's compartments a subset of the user's compartments?)

If the answer is no at any stage in this evaluation process, then Oracle Label Security denies
access to the row and moves on to evaluate the next row of data.

Oracle Label Security policies allow user sessions to read rows at their label and below, which
is called reading down. Sessions cannot read rows at labels that they do not dominate.

For example, if you are logged in at SENSI Tl VE: ALPHA,BETA, you can read a row labeled
SENSI Tl VE: ALPHA because your label dominates that of the row. However, you cannot read a
row labeled SENSI TI VE: ALPHA,GAMMA because your label does not dominate that of the row.

Note that the user can gain access to the rows otherwise denied, if they have special Oracle
Label Security privileges.

Related Topics

e Privileges Defined by Oracle Label Security Policies
Oracle Label Security supports special privileges that allow authorized users to bypass
certain parts of the policy.

e Access Control Enforcement
Access control options limit the rows accessible for SELECT, UPDATE, | NSERT, or DELETE
operations to only those rows whose labels meet established policies.

3.4.3 How the Oracle Label Security Algorithm for Write Access Works

Administrator's Guide
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In the context of Oracle Label Security, WRI TE_CONTROL enforcement determines the ability to
insert, update, or delete data in a row.

VRl TE_CONTROL enables you to control data access with ever finer granularity. Granularity
increases when compartments are added to levels. It increases again when groups are added
to compartments. Access control becomes even more fine grained when you can manage the
user's ability to write the data that they can read.
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To determine whether a user can write a particular row of data, Oracle Label Security
evaluates the following rules, in the order given:

1. The level in the data label must be greater than or equal to the user's minimum level and
less than or equal to the user's session level.

2. When groups are present, the user's label must include at least one of the groups with
write access that appear in the data label (or the parent of one such subgroup). In addition,
the user's label must include all the compartments in the data label.

3.  When no groups are present, the user's label must have write access on all of the
compartments in the data label.

To state tests 2 and 3 another way:

» If the label has no groups, then the user must have write access on all the compartments
in the label in order to write the data.

* If the label does have groups and the user has write access to one of the groups, they only
need read access to the compartments in order to write the data.

Just as with read operations, the label evaluation process proceeds from levels to groups to
compartments. Note that the user cannot write any data below the authorized minimum level,
nor above the current session level. The user can always read below the minimum level.

Figure 3-7 illustrates how the process works with | NSERT, UPDATE, and DELETE operations. Note
that if the data label is null or invalid, then the user is denied access.

Figure 3-7 Label Evaluation Process for Write Access
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As an access request comes in, Oracle Label Security evaluates each row to determine the
following:

1. Isthe data's level equal to, or less than the level of the user session?
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2. Isthe data's level equal to, or greater than the user's minimum level?

3. If the data's level falls within the foregoing bounds, then does the user have write access to
at least one of the groups present in the data label?

4. |If so, does the user have access to all the compartments with at least read access that are
present in the data label?

5. If there are no groups but there are compartments, then does the user have write access
to all of the compartments?

If the answer is no at any stage in this evaluation process, then Oracle Label Security denies
access to the row, and moves on to evaluate the next row of data.

Consider a situation in which your session label is S; ALPHA,BETA but you have write access to
only compartment ALPHA. In this case, you can read a row with the label S: ALPHA,BETA but you
cannot update it.

In summary, write access is enforced on | NSERT, UPDATE and DELETE operations upon the data
in the row.

In addition, each user may have an associated minimum level below which the user cannot
write. The user cannot update or delete any rows labeled with levels below the minimum, and
cannot insert a row with a row label containing a level less than the minimum.

Related Topics

e Access Control Enforcement
Access control options limit the rows accessible for SELECT, UPDATE, | NSERT, or DELETE
operations to only those rows whose labels meet established policies.

3.5 Oracle Label Security Privileges

Administrator's Guide
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Oracle Label Security provides a set of system privileges, object privileges, and policy
privileges.

e Privileges Defined by Oracle Label Security Policies
Oracle Label Security supports special privileges that allow authorized users to bypass
certain parts of the policy.

*  Special Access Privileges
A user's authorizations can be modified with any of four privileges.

e Special Row Label Privileges
Once the label on a row has been set, Oracle Label Security privileges are required to
modify the label.

*  System Privileges, Object Privileges, and Policy Privileges
Oracle Label Security privileges are different from the standard Oracle Database system
and object privileges.

e Access Mediation and Views
Prior to accessing data through a view, the users must have the appropriate system and
object privileges on the view.

* Access Mediation and Program Unit Execution
The privileges with which procedures that are owned by different users are run differently
in Oracle Database and Oracle Label Security.

* Access Mediation and Policy Enforcement Options
An administrator can choose from among a set of policy enforcement options when
applying an Oracle Label Security policy to individual tables.
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3.5.1 Privileges Defined by Oracle Label Security Policies

Oracle Label Security supports special privileges that allow authorized users to bypass certain
parts of the policy.

Table 3-3 summarizes the full set of privileges that can be granted to users or trusted stored
program units. Each privilege is more fully discussed after the table.

Table 3-3 Oracle Label Security Privileges
|

Security Privilege Explanation

READ Allows read access to all data protected by the policy

FULL Allows full read and write access to all data protected by the
policy

COMPACCESS Allows a session access to data authorized by the row's

compartments, independent of the row's groups

PRCFI LE_ACCESS Allows a session to change its labels and privileges to those
of a different user

VWRI TEUP Allows users to set or raise only the level, within a row label,
up to the maximum level authorized for the user. (Active only if
LABEL_UPDATE is active.)

V\RI TEDO/N Allows users to set or lower the level, within a row label, to
any level equal to or greater than the minimum level
authorized for the user. (Active only if LABEL _UPDATE is
active.)

VRl TEACROSS Allows a user to set or change groups and compartments of a
row label, but does not allow changes to the level. (Active only
if LABEL UPDATE is active.)

3.5.2 Special Access Privileges

A user's authorizations can be modified with any of four privileges.

e READ Privilege
A user with the READ privilege can read all data protected by the policy, regardless of the

authorizations or session label.

e FULL Privilege
The FULL privilege has the same effect and benefits as the READ privilege and adds the

VRl TE privilege.

e COMPACCESS Privilege
The COVPACCESS privilege allows a user to access data based on the row label's
compartments, independent of the row label's groups.

* PROFILE_ACCESS Privilege
The PROFI LE_ACCESS privilege allows a session to change its session labels and session
privileges to those of a different user.

3.5.2.1 READ Privilege

A user with the READ privilege can read all data protected by the policy, regardless of the
authorizations or session label.
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The user does not even need to have label authorizations.

Note, in addition, that a user with READ privilege can write to any data rows for which they have
write access, based on any label authorizations.

® Note
Access mediation is still enforced on UPDATE, | NSERT, and DELETE operations.

This privilege is useful for system administrators who need to export data but who should not
be allowed to change data. It is also useful for people who must run reports and compile
information but not change data. The READ privilege enables optimal performance on SELECT
statements, because the system behaves as though the Oracle Label Security policy were not
even present.

3.5.2.2 FULL Privilege

The FULL privilege has the same effect and benefits as the READ privilege and adds the WRI TE
privilege.

A user with the FULL privilege can also write to all the data. For a user with the FULL privilege,
the READ and WRI TE algorithms are not enforced.

Oracle system and object authorizations are still enforced for users who have been granted the
FULL privilege. For example, a user must still have the SELECT system privilege on the
application table. The FULL authorization turns off the access mediation check at the individual
row level.

3.5.2.3 COMPACCESS Privilege

The COVPACCESS privilege allows a user to access data based on the row label's compartments,
independent of the row label's groups.

If a row label has no compartments, then access is determined by the group authorizations.
However, when compartments do exist and access to them is authorized, then the group
authorization is bypassed. This allows a privileged user whose label matches all the
compartments of the data to access any data in any particular compartment, independent of
what groups may own or otherwise be allowed access to the data.

Figure 3-8 shows the label evaluation process for read access with the COVPACCESS privilege.
Note that if the data label is null or invalid, then the user is denied access.
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Figure 3-8 Label Evaluation Process for Read Access with COMPACCESS Privilege
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Figure 3-9 shows the label evaluation process for write access with COVMPACCESS privilege. Note
that if the data label is null or invalid, then the user is denied access.
Figure 3-9 Label Evaluation Process for Write Access with COMPACCESS Privilege
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3.5.2.4 PROFILE_ACCESS Privilege

The PROFI LE_ACCESS privilege allows a session to change its session labels and session
privileges to those of a different user.
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This is a very powerful privilege, because the user can potentially become a user with the FULL
privilege. This privilege cannot be granted to a trusted stored program unit.

3.5.3 Special Row Label Privileges

Once the label on a row has been set, Oracle Label Security privileges are required to modify
the label.

Note that the LABEL _UPDATE enforcement option must be on for these label modification
privileges to be enforced. When a user updates a row label, the new label and old label are
compared, and the required privileges are determined.

The special row label privileges include:

WRITEUP Privilege
The WRI TEUP privilege enables the user to raise the level of data within a row, without
compromising the compartments or groups.

*  WRITEDOWN Privilege
The WRI TEDOM privilege enables the user to lower the level of data within a row, without
compromising the compartments or groups.

e  WRITEACROSS Privilege
The WRI TEACRGSS privilege allows the user to change the compartments and groups of
data, without altering its sensitivity level.

3.5.3.1 WRITEUP Privilege

The WRI TEUP privilege enables the user to raise the level of data within a row, without
compromising the compartments or groups.

This privilege enables a user to raise the level up to their maximum authorized level. You can
find the privileges that users have by querying the ALL_SA USER_PRI VS data dictionary view.

For example, an authorized user can raise the level of a data row that has a level lower than
their own minimum level. If a row is UNCLASSI FI ED and the user's maximum level is SENSI Tl VE,
then the row's level can be raised to SENSI Tl VE. It can be raised above the current session
level, but it cannot change the compartments.

3.5.3.2 WRITEDOWN Privilege

The WRI TEDOM privilege enables the user to lower the level of data within a row, without
compromising the compartments or groups.

The user can lower the level to any level equal to or greater than their minimum authorized
level. You can find the privileges that have been granted to a user by querying the
ALL_SA USER PRI VS data dictionary view.

3.5.3.3 WRITEACROSS Privilege
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The WRI TEACRGSS privilege allows the user to change the compartments and groups of data,
without altering its sensitivity level.

This guarantees, for example, that SENSI Tl VE data remains at the SENSI Tl VE level, but at the
same time enables the data's dissemination to be managed.

It lets the user change compartments and groups to anything that is currently defined as a valid
compartment or group within the policy, while maintaining the level. With the WRI TEACRCOSS
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privilege, a user with read access to one group (or more) can write to a different group without
explicitly being given access to it.

You can find the privileges that have been granted to a user by querying the
ALL_SA USER PRI VS data dictionary view.

3.5.4 System Privileges, Object Privileges, and Policy Privileges

Oracle Label Security privileges are different from the standard Oracle Database system and
object privileges.

Table 3-4 Types of Privilege

Source Privileges Definition

Oracle Database System Privileges The right to run a particular type of SQL
statement

Oracle Database Object Privileges The right to access another user's object

Oracle Label Policy Privileges The ability to bypass certain parts of the label

Security security policy

Oracle Database enforces the discretionary access control privileges that a user has been
granted. By default, a user has no privileges except those granted to the PUBLI C user group. A
user must explicitly be granted the appropriate privilege to perform an operation.

For example, to read an object in Oracle Database, you must either be the object's owner, or
be granted the SELECT privilege on the object, or be granted the SELECT ANY TABLE system or
schema privilege. Similarly, to update an object, you must either be the object's owner, or be
granted the UPDATE privilege on the object, or be granted the UPDATE ANY TABLE privilege.

Related Topics
e Oracle Al Database Security Guide

3.5.5 Access Mediation and Views

Prior to accessing data through a view, the users must have the appropriate system and object
privileges on the view.

If the underlying table (on which the view is based) is protected by Oracle Label Security, then
the user of the view must have authorization from Oracle Label Security to access specific
rows of labeled data.

3.5.6 Access Mediation and Program Unit Execution
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The privileges with which procedures that are owned by different users are run differently in
Oracle Database and Oracle Label Security.

For example, in Oracle Database, if user 1 runs a procedure that belongs to user 2, then the
procedure runs with user 2's system and object privileges. You can find the privileges that have
been granted to a user by querying the DBA_SYS PRI VS data dictionary view. However, any
procedure run by user 1 runs with user 1's own Oracle Label Security labels and privileges. This
is true even when user 1 runs stored program units owned by other users.

Figure 3-10 illustrates this process:

»  Stored program units run with the DAC privileges of the procedure’'s owner (user 2).
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* In addition, stored program units accessing tables protected by Oracle Label Security
mediate access to data rows based on the label attached to the row, and the Oracle Label
Security labels and privileges of the invoker of the procedure (user 1).

Figure 3-10 Stored Program Unit Execution
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Stored program units can become trusted when an administrator assigns them Oracle Label
Security privileges. A stored program unit can be run with its own autonomous Oracle Label
Security privileges rather than those of the user who calls it. For example, if you possess no
Oracle Label Security privileges in your own right but run a stored program unit that has the
VRl TEDOM privilege, then you can update labels. In this case, the privileges used are those of
the stored program unit, and not your own.

Trusted program units can encapsulate privileged operations in a controlled manner. By using
procedures, packages, and functions with assigned privileges, you may be able to access data
that your own labels and privileges would not authorize. For example, to perform aggregate
functions over all data in a table, not just the data visible to you, you might use a trusted
program set up by an administrator. This way program units can thus perform operations on
behalf of users, without the need to grant privileges directly to users.

Related Topics

e Administering and Using Trusted Stored Program Units
You can use trusted stored program units to enhance system security.

3.5.7 Access Mediation and Policy Enforcement Options

An administrator can choose from among a set of policy enforcement options when applying
an Oracle Label Security policy to individual tables.

These options enable enforcement to be tailored differently for each database table. In addition
to the access controls based on the labels, a SQL predicate can also be associated with each
table. The predicate can further define which rows in the table are accessible to the user.

In cases where the label to be associated with a new or updated row should be automatically
computed, an administrator can specify a labeling function when applying the policy. That
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function will thereafter always be invoked to provide the data labels written under that policy,
because active labeling functions take precedence over any alternative means of supplying a
label.

Except where noted, this guide assumes that all enforcement options are in effect.

Related Topics

* Implementing Policy Enforcement Options and Labeling Functions
You can customize the enforcement of Oracle Label Security policies and implement
labeling functions.

* Labeling Functions
Labeling functions can compute and return a label using resources such as context
variables (for example, date or username) and data values.

e SA_POLICY_ADMIN.APPLY SCHEMA POLICY
The SA POLI CY_ADM N. APPLY_SCHEMA PCLI CY procedure applies a policy to all of the tables
in a schema and enables the policy for these tables.

3.6 Working with Multiple Oracle Label Security Policies

You can use multiple Oracle Label Security policies in both a single database environments
and in a distributed environments.

*  Multiple Oracle Label Security Policies in a Single Database
Several Oracle Label Security policies can protect data in a single database.

*  Multiple Oracle Label Security Policies in a Distributed Environment
In a distributed environment that uses Oracle Label Security, remote connections are
controlled by Oracle Label Security.

3.6.1 Multiple Oracle Label Security Policies in a Single Database

Several Oracle Label Security policies can protect data in a single database.

Each defined policy is associated with a set of labels used only by that policy. Data labels are
constrained by the set of defined labels for each policy.

Each policy may protect a different table, but multiple policies can also apply to a single table.
To access data, you must have label authorizations for all policies protecting that data. To
access any particular row, you must be authorized by all policies protecting the table containing
your desired rows. If you require privileges, then you may need privileges for all of the policies
affecting your work.

For performance reasons, restrict the number of policies and the number of tables to which
OLS policies are applied. In most cases, only the central table needs to be protected—not
every child table associated with the main table.

3.6.2 Multiple Oracle Label Security Policies in a Distributed Environment

In a distributed environment that uses Oracle Label Security, remote connections are controlled
by Oracle Label Security.

Related Topics

e Using Oracle Label Security with a Distributed Database
You should understand the special considerations for using Oracle Label Security in a
distributed configuration.
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Using Oracle Label Security Functionality

Part Il explains how to work with Oracle Label Security functionality.

* Reqistering and Logging in to Oracle Label Security
Before using Oracle Label Security, you must register (configure) it with the database and
then you can log in to Oracle Label Security.

» Creating an Oracle Label Security Policy
An Oracle Label Security policy is a named set of commands that implements Oracle Label

Security.

*  Working with Labeled Data
You can manage labeled data, view session security attributes, and change the value of

session attributes.
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Registering and Logging in to Oracle Label

Security

Before using Oracle Label Security, you must register (configure) it with the database and then
you can log in to Oracle Label Security.

Registering Oracle Label Security with an Oracle Database
You must register Oracle Label Security with the database in which you plan to use it.

Security Guideline for Managing the Oracle Label Security Administrative User
You must create a special administrative user who will be responsible for managing Oracle
Label Security.

Managing Oracle Label Security from Enterprise Manager Cloud Control
From Enterprise Manager Cloud Control, you use the Oracle Label Security pages to
create and manage Oracle Label Security policies.

Managing Oracle Label Security from SQL*Plus
You can manage Oracle Label Security from SQL*Plus if you have been granted the
LBAC DBA database role.

4.1 Registering Oracle Label Security with an Oracle Database

You must register Oracle Label Security with the database in which you plan to use it.

About Registering Oracle Label Security
When you install Oracle Database, Oracle Label Security is included in the installation but
by default it is not enabled.

Checking if Oracle Label Security Has Been Registered and Enabled
You can query the DBA_OLS_STATUS data dictionary view to find if Oracle Label Security has
already been registered and enabled.

Regqistering and Enabling Oracle Label Security from SQL*Plus
You can both register and enable Oracle Label Security from SQL*Plus.

Regqistering and Enabling Oracle Label Security Using DBCA
You can both register and enable Oracle Label Security using Database Configuration
Assistant.

Recompiling Oracle Label Security
If invalid objects appear in Oracle Label Security after you have upgraded, then you must
recompile Oracle Label Security to remove these invalid objects.

4.1.1 About Registering Oracle Label Security
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When you install Oracle Database, Oracle Label Security is included in the installation but by

default it is not enabled.

This applies if you install Oracle Database by using the typical installation method in Database
Configuration Assistant (DBCA). If you install using a custom installation, then you can
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optionally register Oracle Label Security from DBCA as part of the Oracle Database installation
process.

If you installed using the typical installation method, then you must manually register (enable)
Oracle Label Security before you can use it. You have the choice of using either SQL*Plus or
DBCA to perform the registration.

After Oracle Label Security is registered, you must you must create an Oracle Label Security
administrative user and grant it the LBAC_DBA role and EXECUTE privileges on the Oracle Label
Security management packages. Afterward, you can disable and re-enable Oracle Label
Security when necessary.

Only register Oracle Label Security in the pluggable databases (PDBSs) in which you plan to
create Oracle Label Security policies. Because Oracle Label Security is not designed to protect
data dictionary objects, you cannot create policies in the root.

4.1.2 Checking if Oracle Label Security Has Been Registered and Enabled

You can query the DBA OLS_STATUS data dictionary view to find if Oracle Label Security has
already been registered and enabled.

1. Log into the appropriate PDB as user SYS with the SYSDBA administrative privilege.

sql pl us sys@db_nane as sysdba
Enter password: password

To find the available PDBs, query the DBA_PDBS data dictionary view. To check the current
PDB, run the show con_name command.
2. Run the following query:

SELECT * FROM DBA_QOLS_STATUS;

NAVE STATUS DESCRI PTI ON

OLS CONFI GURE_STATUS TRUE Deternmines if OLS is configured
OLS ENABLE STATUS TRUE Deternmines if OLS is enabled

4.1.3 Registering and Enabling Oracle Label Security from SQL*Plus
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You can both register and enable Oracle Label Security from SQL*Plus.
1. Log into the appropriate PDB as user SYS with the SYSDBA administrative privilege.

sqgl pl us sys@db_nane as sysdba
Enter password: password

To find the available PDBs, query the DBA_PDBS data dictionary view. To check the current
PDB, run the show con_name command.

2. Register and enable Oracle Label Security as follows.

EXEC LBACSYS. CONFI GURE_CLS; -- This procedure registers Oracle Label Security.
EXEC LBACSYS. OLS_ENFORCEMENT. ENABLE OLS; -- This procedure enables it.

After you invoke LBACSYS. CONFI GURE_QLS, all pending transactions are committed and
cannot be rolled back, in the event that LBACSYS. CONFI GURE_QOLS fails.
LBACSYS. CONFI GURE_QLS can fail for reasons such as a pre-existing LBAC TR GGER schema.

3. Close and reopen the PDB.

For example:
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ALTER PLUGGABLE DATABASE pdb_name CLOSE | MVEDI ATE;
ALTER PLUGGABLE DATABASE pdb_name OPEN,

4.1.4 Registering and Enabling Oracle Label Security Using DBCA

You can both register and enable Oracle Label Security using Database Configuration
Assistant.

1. Start Database Configuration Assistant (DBCA).
e UNIX: Run the following command:
$ORACLE_HOME/ bi n/ dbca

*  Windows: From the Start menu, click All Programs. Then click Oracle -
ORACLE_HOME, then Configuration and Migration Tools, and then Database
Configuration Assistant.

The Welcome screen appears.

2. Click Next.
The Operations screen appears.

3. Select Configure Database Options. Click Next.
The Database screen appears.

4. From the list, select the database where you need to configure and enable OLS. Click
Next.

The Database Content screen appears.
5. Select Oracle Label Security. Click Next.
The Connection Mode screen appears.
6. Select either Dedicated Server Mode or Shared Server Mode. Click Finish.

A dialog box is displayed informing you that the operation will require the database to be
restarted.

7. Click OK.

A confirmation dialog box is displayed.
8. Click OK.

The DBCA progress screen is displayed.

9. After the operation is complete, you are prompted to perform another operation. Click No
to exit DBCA.

4.1.5 Recompiling Oracle Label Security

If invalid objects appear in Oracle Label Security after you have upgraded, then you must
recompile Oracle Label Security to remove these invalid objects.

Errors such as the following indicate that there are invalid objects: failures with the
cat uppst . sql script, CATCL errors, ORA- 06550: identifier nust be decl ared errors, or
ORA-942 (QOLS I's Invalid) errors.

1. Disable and then enable Oracle Label Security.
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2. Recompile the objects within LBACSYS.

EXEC DBMS_UTI LI TY. COWPI LE_SCHEMA( SCHEMA => ' LBACSYS' ) ;

3. If dependent database objects require re-compilation as well, then recompile all the
database objects, as follows:

@ORACLE_HOVE/ r dbrs/ admi n/ ut | rp. sql
4. Inthe appropriate PDB, use SQL*Plus, to validate Oracle Label Security.
EXECUTE SYS. VALI DATE_QLS;
5. Iftheutlrp.sql script compiles all the OLS (LDAPSYS) objects successfully, and there are

no errors during compilation, then run the following command to list information about
Oracle Label Security components that are loaded into the component registry:

EXECUTE DBMS_REG STRY. VALID(' OLS');

Related Topics

» Disabling and Enabling Oracle Label Security
You can disable and enable Oracle Label Security as necessary.

4.2 Security Guideline for Managing the Oracle Label Security
Administrative User
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You must create a special administrative user who will be responsible for managing Oracle
Label Security.

In previous releases, Oracle Label Security provided a special user, LBACSYS, for users who
were responsible for managing Oracle Label Security. An Oracle Label Security administrator
must not use LBACSYS, because this term has been a dictionary protected user since release
21c. Therefore, you must have a named user designated as an Oracle Label Security
administrator. The LBAC DBA role itself does not have all the necessary privileges.

To create an Oracle Label Security administrative user, create a user who has the appropriate
privileges. For example:

CREATE USER "SA_DEMO' | DENTI FI ED BY "SA DEMO';

GRANT CONNECT, RESOURCE, UNLIM TED TABLESPACE, SELECT_CATALOG RCLE TO SA DEMO,
GRANT EXECUTE ON SA_COMPONENTS TO SA DEMO W TH GRANT OPTI ON;
GRANT EXECUTE ON SA USER ADM N TO SA DEMO W TH GRANT OPTI ON;
GRANT EXECUTE ON SA USER ADM N TO SA DEMO W TH GRANT OPTI ON;
GRANT EXECUTE ON SA LABEL_ADM N TO SA DEMO W TH GRANT OPTI ON,
CGRANT EXECUTE ON SA POLI CY_ADM N TO SA DEMO W TH GRANT OPTI ON,
GRANT EXECUTE ON SA AUDI T_ADM N TO SA DEMO W TH GRANT OPTI ON,;
CGRANT EXECUTE ON SA SYSDBA TO SA_DEMO,

GRANT EXECUTE ON TO _LBAC DATA LABEL TO SA DEMO,

GRANT LBAC_DBA TO SA_DEMO,

When users create Oracle Label Security policies, Oracle Label Security creates and grants to
the user a special role for the policy named in the format of pol i cy_DBA. Only a user who has
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this role and the EXECUTE privilege on the SA POLI CY_ADM N package can manage the policy
The LBAC_DBA role does not provide privileges to manage the policy.

4.3 Managing Oracle Label Security from Enterprise Manager
Cloud Control

From Enterprise Manager Cloud Control, you use the Oracle Label Security pages to create
and manage Oracle Label Security policies.

1. Ensure that you have configured the Cloud Control target databases that you plan to use
with Oracle Label Security.

See the Oracle Enterprise Manager online help for more information about configuring
target databases.

2. Point your browser to the Cloud Control login page.
For example:
https://nyserver. exanpl e.com 7799/ em
3. Log into Cloud Control as user SYSVAN.
4. In the Cloud Control home page, from the Targets menu, select Databases.
5. In the Databases page, select the link for the database to which you want to connect.
The Database home page appears.
6. From the Security menu, select Label Security.
The Database Login page appears.
7. Enter the following information:
e Username: Enter the Oracle Label Security administrator user name.
* Password: Enter the password.
* Role: Select NORMAL from the list.

e Save As: Select this check box if you want these credentials to be automatically filled
in for you the next time that this page appears. The credentials are stored in Enterprise
Manager in a secured manner. Access to these credentials depends on the user who
is currently logged in.

4.4 Managing Oracle Label Security from SQL*Plus

You can manage Oracle Label Security from SQL*Plus if you have been granted the LBAC_DBA
database role.

e To use Oracle Label Security from SQL*Plus, connect as the Oracle Label Security
administrator user.

For example:

sql pl us nane_ol s_adm n@db_name
Enter password: password

To find the available PDBs, query the DBA PDBS data dictionary view. To check the current PDB,
run the show con_nanme command.
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Creating an Oracle Label Security Policy

An Oracle Label Security policy is a named set of commands that implements Oracle Label
Security.

About Creating Oracle Label Security Policies
An Oracle Label Security policy enforces user access to data based on labels.

Privileges for Managing Oracle Label Security Policies

When a user creates an Oracle Label Security policy container, Oracle Label Security
creates and grants this user an administrative role that is specific to the policy, named in
the format of pol i cy_DBA.

Step 1: Create the Label Security Policy Container
The Oracle Label Security policy container is a storage place for the policy settings.

Step 2: Create Labels for the Label Security Policy
After you create a policy container, you are ready to create data labels to be used by each
row in the protected table(s)..

Step 3: Authorize Users for the Label Security Policy
Before users can have access to data that is protected by an Oracle Label Security policy,
they must be authorized.

Step 4: Grant Privileges to Users and Trusted Stored Program Units
Oracle Label Security supports special privileges that allow authorized users to bypass
certainparts of the policy

Step 5: Apply the Policy to a Database Table or Schema
After you create grant authorizations and privileges to an Oracle Label Security policy, you
can apply it to a database table or schema.

Step 6: Add Policy Data Labels to Table Rows
You must add policy data labels to table rows.

Step 7: Optionally, Configure Auditing
For Oracle Label Security policies, if you want to enable auditing, then you must create a
unified audit policy.

Using Oracle Label Security Policies and Oracle Flashback Data Archive
Oracle Label Security policies do not automatically work with Oracle Flashback Data
Archive (FDA).

Using Enterprise Manager Cloud Control to Create an OLS Policy

You can create Oracle Label Security policies in Oracle Enterprise Manager Cloud Control.
However, you cannot create audit policies using Cloud Control; you must use SQL*Plus to
create unified audit policies.

5.1 About Creating Oracle Label Security Policies

An Oracle Label Security policy enforces user access to data based on labels.
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1.

Create a policy container that defines the policy name, the name of a column that Oracle
Label Security will add to the tables to be protected, whether to hide this column, whether
to enable the policy, and default enforcement options for the policy.
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See Step 1: Create the Label Security Policy Container for more information.

Define the following components for the label: level of sensitivity, and optionally,
compartments and groups to further filter the label sensitivity. Once you have the
components defined, create the label itself and then associate these components with the
label.

See Step 2: Create Labels for the Label Security Policy.

Authorize users for the policy.

See Step 3: Authorize Users for the Label Security Policy for more information.

Grant privileges to these users or to trusted program units.

See Step 4: Grant Privileges to Users and Trusted Stored Program Units for more
information.

Apply the policy to a database table. Alternatively, you can apply the policy to an entire
schema.

See Step 5: Apply the Policy to a Database Table or Schema for more information.

Add the policy labels to the table rows. You must update the table that is being used for the
policy.
See Step 6: Add Policy Data Labels to Table Rows for more information.

Optionally, configure audit settings for users.

See Step 7: Optionally, Configure Auditing for more information.

5.2 Privileges for Managing Oracle Label Security Policies

When a user creates an Oracle Label Security policy container, Oracle Label Security creates
and grants this user an administrative role that is specific to the policy, named in the format of
pol i cy_DBA.

For example, for a policy named enp_ol s_pol , the role name is EMP_COLS_POL_DBA. This role
becomes effective only after a new user session begins.

To enable the user to manage the policy, Oracle Label Security performs these checks in the
following order:

1.
2.
3.

4,

Checks if the user is granted the pol i cy_DBArole.
Checks if the pol i cy_DBAis enabled for this user.

In the event of a nested call stack, checks if the top definer's rights procedure owner has
been granted the pol i cy_DBArole.

Checks if the pol i cy_DBArole is granted to the LBACSYS user, which is the current user.

5.3 Step 1. Create the Label Security Policy Container

The Oracle Label Security policy container is a storage place for the policy settings.
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About the Label Security Policy Container
The Oracle Label Security policy container stores metadata that describes how the policy
behaves.

Creating a Label Policy Container
You can use the SA_SYSDBA. CREATE_PCLI CY procedure to create an Oracle Label Security
policy container.
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5.3.1 About the Label Security Policy Container

The Oracle Label Security policy container stores metadata that describes how the policy
behaves.

This container defines the policy name, the name of a column that Oracle Label Security will
add to the tables to be protected, whether to hide this column, and default enforcement options
for the policy.

The column that you add to the tables that you want to protect will include data labels (which
you create later on) that are assigned to specific rows in a the table, based on values in a
specific column or other attributes.

You can create the policy container in Oracle Enterprise Manager Cloud Control, or use the
SA _SYSDBA. CREATE_PQLI CY procedure.

5.3.2 Creating a Label Policy Container

You can use the SA_SYSDBA. CREATE_PCQLI CY procedure to create an Oracle Label Security
policy container.

e To create the policy, run SA_SYSDBA. CREATE PCLI CY, specifying the policy name, column
name, and default options.

For example:
BEG N
SA_SYSDBA. CREATE_PCLI CY (
pol i cy_nane => 'enp_ol s_pol ',
col urm_nane => 'ols_col",
default _options => 'read_control, update_control"');
END;

/

Related Topics

e SA SYSDBA.CREATE_POLICY
The SA SYSDBA. CREATE POLI CY procedure creates a new Oracle Label Security policy,
defines a policy-specific column name, and specifies default policy options.

5.4 Step 2: Create Labels for the Label Security Policy

After you create a policy container, you are ready to create data labels to be used by each row
in the protected table(s)..

* About Labels
A label indicates the sensitivity associated with a data record or user.

e About Policy Level Sensitivity Components
A level is a ranking that denotes the sensitivity of the information it labels.

* Creating a Policy Level Component
The SA_COMPONENTS. CREATE LEVEL procedure creates a policy level component.

e About Policy Compartment Components
Compartments identify areas that describe the sensitivity of the labeled data, providing a
finer level of granularity within a level.
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e Creating a Policy Compartment Component
The SA_COVPONENTS. CREATE_COMPARTMENT procedure creates an Oracle Label Security
compartment.

e About Policy Group Components
Groups can identify organizations, regions, or other organizing structures that are allowed
to access the data, such as EASTERN REG ON, WESTERN_REG ON, WR_SALES.

e Creating a Policy Label Group
The SA COVPONENTS. CREATE_GROUP procedure creates a label group.

*  About Associating the Policy Components with a Named Data Label
After defining the label components, you can create a data label itself by associating it with
an existing policy.

* Associating the Policy Components with a Named Data Label
The SA _LABEL_ADM N. CREATE_LABEL procedure creates a data label.

5.4.1 About Labels
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A label indicates the sensitivity associated with a data record or user.

Each label is a single attribute with multiple components that control the types of filtering to be
used for user access.

Table 5-1 describes the different components of a label.

Table 5-1 Label Components
]

Component Description Examples
Level Required - at least one level must be defined ~ CONFI DENTI AL (1), SENSI TI VE
An ordered rank of names indicating sensitivity. (2), H GHLY_SENSI TI VE (3)
Compartments Used to provide a finer level of granularity to the FI NANCI AL, STRATEQ C,

sensitivity level and can represent projects or NUCLEAR
other sensitive topics.

Zero or more compartments can be associated

with a label.

Groups Represent organizations, regions, or other EASTERN_REG ON,
attributes. WESTERN_REG ON
Zero or more groups can be associated with a
label.

All labels must contain a level component, but the compartment and group components are
optional. Compartments and groups are a way of fine tuning access that users will have to the
data. Valid characters for specifying all label components include alphanumeric characters,
underscores, and spaces. (Leading and trailing spaces are ignored.) You must define the label
components before you can create data labels.

You can use Enterprise Manager Cloud Control to create the label and its components for an
existing policy. Alternatively, you can use the SA_COVPONENTS PL/SQL package to create the
components, and the SA LABEL_ADM N package to create the data label.

Related Topics

e SA_COMPONENTS Label Components PL/SQL Package
The SA_COMPONENTS PL/SQL package manages the component definitions of an Oracle
Label Security label.
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5.4.2 About Policy Level Sensitivity Components

A level is a ranking that denotes the sensitivity of the information it labels.

The more sensitive the information, the higher its level. The less sensitive the information, the
lower its level.

Every label must include one level. Oracle Label Security permits up to 10,000 levels in a
policy. For each level, you must define a numeric form, a long character form, and the required
short character form.

Table 5-2 shows examples of levels.

Table 5-2 Policy Level Example

Numeric Form Long Form Short Form
40 H GHLY_SENSI TI VE HS

30 SENSI TI VE S

20 CONFI DENTI AL C

10 PUBLI C P

Table 5-2 explains the numeric form, long form, and short form for levels.

Table 5-3 Forms of Specifying Levels

]
Form Explanation

Numeric form, also called "tag" The numeric form of the level can range from 0 to 9999. Sensitivity is
ranked by this numeric value, so you must assign higher numbers to
levels that are more sensitive, and lower numbers to levels that are less
sensitive. In Table 5-2, 40 (H GHLY_SENSI Tl VE) is a higher level than
30, 20, and 10.

Administrators should avoid using sequential numbers for the numeric
form of levels. A good strategy is to space out the numbers between
levels (such as 10, 20, 30... or 100, 200, 300...). You can then insert
additional levels between two preexisting levels, at a later date.

Long form The long form of the level name can contain up to 80 characters.
Short form The short form can contain up to 30 characters.

Although you define both long and short names for the level (and for each of the other label
components), only the short form of the name is displayed upon retrieval. When users
manipulate the labels, they use only the short form of the component names.

Examples of levels can be names such as TOP_SECRET, SECRET, CONFI DENTI AL, and
UNCLASSI FI ED or TRADE_SECRET, PROPRI ETARY, COMPANY_CONFI DENTI AL, PUBLI C_DOVAI N.

If you use only levels, a level 40 user (in this example) can access or alter any data row whose
level is 40 or less.

5.4.3 Creating a Policy Level Component

The SA_COVPONENTS. CREATE_LEVEL procedure creates a policy level component.
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* To create the policy level component, run SA_COMPONENTS. CREATE_LEVEL, specifying the
policy name and details about the component.

For example:

BEG N
SA_COMPONENTS. CREATE_LEVEL (
policy_name => 'enp_ols_pol"',

| evel _num => 40,

short _nane = 'HS',

| ong_namne => "H GHLY_SENSI TI VE' ) ;
END;

/

Related Topics

e« SA COMPONENTS.CREATE_LEVEL
The SA_COVPONENTS. CREATE LEVEL procedure creates a level and specify its short name
and long name.

Policy Compartment Components

Compartments identify areas that describe the sensitivity of the labeled data, providing a finer
level of granularity within a level.

All data related to a particular project can be labeled with the same compartment. For example,
a user with level HS that has access to compartments FI NCL and CHEMwould not be allowed
access to any data that includes the OP compartment.

Table 5-4 shows an example set of compartments.

Table 5-4 Policy Compartment Example
]

Numeric Form Long Form Short Form
85 FI NANCI AL FI NCL

65 CHEM CAL CHEM

45 OPERATI ONAL oP

Table 5-5 shows different ways to specify compartments.
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Table 5-5 Forms of Specifying Compartments

__________________________________________________________________________________|
Form Explanation

Numeric form The numeric form can range from 0 to 9999. It is unrelated to the
numbers used for the levels. The numeric form of the compartment
does not indicate greater or less sensitivity. Instead, it controls the
display order of the short form compartment name in the label character
string. For example, assume a label is created that has all three
compartments listed in Table 5-4, and a level of SENSI Tl VE. When this
label is displayed in string format, it looks like this:

S: OP, CHEM FI NCL

meaning SENSI Tl VE: OPERATI ONAL, CHEM CAL, FI NANCI AL

The display order follows the order of the numbers assigned to the
compartments: 45 is lower than 65, and 65 is lower than 85. By
contrast, if the number assigned to the FI NCL compartment were 5, the
character string format of the label would look like this:

S: FI NCL, OP, CHEM

Long form The long form of the compartment name scan have up to 80 characters.

Short form The short form can contain up to 30 characters.

Compartments are optional. You can include up to 10,000 compartments for a label.

Not all labels must have compartments. For example, you can specify H GHLY_SENSI Tl VE and
CONFI DENTI AL levels with no compartments, and a SENSI Tl VE level that does contain
compartments.

When you analyze the sensitivity of data, you may find that some compartments are only
useful at specific levels.

The following figure shows how compartments can be used to categorize data.

Figure 5-1 Compartments in a Label

Compartments
Hs | FINCL CHEM oP
Levels s | FINCL oP
P oP

Here, compartments FI NCL, CHEM and OP are used with the level H GHLY_SENSI Tl VE (HS). The
label H GHLY_SENSI TI VE:FI NCL, CHEMindicates a level of 40 with the two named compartments.
Compartment FI NCL is not more sensitive than CHEM nor is CHEMmore sensitive than FI NCL.
Note also that some data in the protected table may not belong to any compartment.

If you specify compartments, then a user whose level would normally permit access to a row's
data will nevertheless be prevented from such access unless the user's label also contains all
the compartments appearing in that row's label. For example, user hpr est on, who is granted
access to the HS level, could be granted access only to FI NCL and CHEMbut not to OP.
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5.4.5 Creating a Policy Compartment Component

The SA_COVPONENTS. CREATE_COVPARTMENT procedure creates an Oracle Label Security
compartment.

e To create the compartment, run the SA_ COVPONENTS. CREATE_COMPARTMENT procedure to
create a compartment, specifying the policy name and details about the compartment.

BEG N
SA_COVPONENTS. CREATE_COMPARTMENT (
policy_name => 'enp_ol s_pol ',
conp_num => '85',
short _nane => "FINCL',
| ong_namne => "FINANCI AL" );
END;

/

Related Topics

« SA COMPONENTS.CREATE COMPARTMENT
The SA_COVPONENTS. CREATE_COVPARTMENT procedure creates a compartment and specify
its short name and long name.

5.4.6 About Policy Group Components

Groups can identify organizations, regions, or other organizing structures that are allowed to
access the data, such as EASTERN REG ON, WVESTERN REG ON, WR_SALES.

All data pertaining to a certain department can have that department's group name in the label.
Groups are useful for the controlled dissemination of data and for timely reaction to
organizational change. When a company reorganizes, data access can change right along with
the reorganization.

Groups can be hierarchical. You can label data based upon your organizational infrastructure.
A group can thus be associated with a parent group.

Figure 5-2 shows how you can define a set of groups corresponding to the following
organizational hierarchy.

Figure 5-2 Group Example

WESTERN_REGION

WR_HUMAN_
WR_SALES RESOURCES WR_FINANCE
WR_ACCOUNTS_ WR_ACCOUNTS_
RECEIVABLE PAYABLE

The WESTERN_REG ON group includes three subgroups: WR_SALES, WVR_HUMAN_RESOURCES, and
VIR_FI NANCE. The WR_FI NANCE subgroup is subdivided into WR_ACCOUNTS_RECEI VABLE and
VR_ACCOUNTS_PAYABLE.
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Table 5-6 shows how the organizational structure in this example can be expressed in the form
of Oracle Label Security groups. The numeric form assigned to the groups affects display order
only. You specify the hierarchy (that is, the parent and child relationships) separately. The first
group listed, WESTERN_REG QN, is the parent group of the remaining groups in the table.

Table 5-6 Group Example
|

Numeric Form Long Form Short Form Parent Group
1000 VESTERN_REG ON VIR

1100 VR _SALES VR _SAL VR

1200 VR_HUMAN RESOURCES VR_HR VR

1300 VIR_FI NANCE VR_FIN VR

1310 VIR_ACCOUNTS_PAYABLE VIR_AP VR _FIN

1320 VWR_ACCOUNTS_RECEI VABLE VR_AR VR _FIN

Table 5-7 shows the forms that you must use when you specify groups.

Table 5-7 Forms of Specifying Groups

. _______________________________________________________________________________|
Form Explanation

Numeric form The numeric form of the group can range from 0 to 9999, and it must be
unique for each policy.

The numeric form does not indicate any kind of ranking. It does not
indicate a parent-child relationship, or greater or less sensitivity. It only
controls the display order of the short form group name in the label
character string.

For example, assume that a label is created that has the level

SENSI Tl VE, the compartment CHEM CAL, and the groups
VESTERN_REG ONand WR_HUMAN_RESOURCES as listed in Table 5-6.
When displayed in string format, the label looks like this:

S: CHEM WR, VR_HR

WR is displayed before WR_HR because 1000 comes before 1200.
Long form The long form of the group name can contain up to 80 characters.

Short form The short form can contain up to 30 characters.

Groups are optional. A label can contain up to 10,000 groups.

All labels do not need to have groups. When you analyze the sensitivity of data, you may find
that some groups are only used at specific levels. For example, you can specify

H GHLY_SENSI Tl VE and CONFI DENTI AL labels with no groups, and a SENSI Tl VE label that does
contain groups.

5.4.7 Creating a Policy Label Group

The SA COMPONENTS. CREATE_GROUP procedure creates a label group.

* Run the SA COVWPONENTS. CREATE_GROUP procedure for each label group that you need.

In the following example, the first CREATE_GROUP procedure creates the parent group, WR,
and the second procedure associates a second group with the R group by using the
par ent _nane parameter.
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BEG N
SA_COVPONENTS. CREATE_GROUP (
pol i cy_nane => 'enp_ols_pol ',
group_num => 1000,
short _nane ='W,
| ong_nane => ' WESTERN_REG ON ) ;
END;
/
BEG N
SA_COVPONENTS. CREATE_GROUP (
pol i cy_nane => 'enp_ols_pol ',
group_num => 1100,
short _nane => 'WR _SAL',
| ong_nane => 'WR_SALES',
par ent _nane = "WR);
END;

/

Related Topics

e SA COMPONENTS.CREATE_GROUP
The SA COMPONENTS. CREATE_GROUP procedure creates a group and specify its short name
and long name, and optionally a parent group.

5.4.8 About Associating the Policy Components with a Named Data Label

After defining the label components, you can create a data label itself by associating it with an
existing policy.

Optionally, you can include compartments and groups in this association.

You can use Oracle Enterprise Manager Cloud Control or the SA_ LABEL_ADM N. CREATE_LABEL
procedure. Character string representations of labels use the following syntax:

| evel : compartmentl, ..., conpartnentn:groupl,...,groupn

The text string that specifies the label can have a maximum of 4,000 characters, including
alphanumeric characters, spaces, and underscores. The label names are case-insensitive. You
can enter them in uppercase, lowercase, or mixed case, but the string is stored in the data
dictionary and displayed in uppercase. Separate each set of components with a colon. You do
not need to enter trailing delimiters in this syntax.

For example, you can create valid labels such as these:

SENSI TI VE: FI NANCI AL, CHEM CAL: EASTERN_REG ON, WESTERN_REG ON
CONFI DENTI AL: FI NANCI AL: VP_GRP

SENSI Tl VE

H GHLY_SENSI TI VE: FI NANCI AL

SENSI Tl VE: : WESTERN_REG ON

5.4.9 Associating the Policy Components with a Named Data Label

The SA LABEL_ADM N. CREATE_LABEL procedure creates a data label.

* Run SA_LABEL_ADM N. CREATE_LABEL, specifying the policy name and details about the
policy components.

For example:

BEG N
SA_LABEL_ADM N. CREATE_LABEL (
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pol i cy_nane => 'enp_ols_pol ',
| abel _tag => '1310',
| abel _val ue => 'S FINCL, CHEM ER, WR ,
dat a_| abel => TRUE);
END;

/
In this example, the | abel _val ue setting is in the short form, which translates to the
following long form:

SENSI Tl VE: FI NANCI AL, CHEM CAL: EASTERN_REG ON, WESTERN_REG ON

When you create a data label, two additional actions occur:

— The label is automatically designated as a valid data label. This functionality limits the
labels that can be assigned to data.

— A numeric label tag is associated with the text string representing the label. It is this
label tag, rather than the text string, that is stored in the policy label column of the
protected table.

@® Note

For Oracle Label Security installations that do not use Oracle Internet
Directory, dynamic creation of valid data labels uses the TO DATA LABEL
function. Its usage should be tightly controlled.

Related Topics

Inserting Labels Using TO_DATA_LABEL
The TO DATA LABEL function can generate new labels dynamically.

SA LABEL_ADMIN.CREATE_LABEL
The SA LABEL_ADM N. CREATE_LABEL procedure creates data labels.

5.5 Step 3: Authorize Users for the Label Security Policy

Before users can have access to data that is protected by an Oracle Label Security policy, they
must be authorized.

Administrator's Guide
G44449-02

About Authorizing Users for Label Security Policies
When you authorize users, you enable them to have access to row data based on the row
data label.

About Authorizing Levels
You can explicitly set default, minimum, and maximum authorization levels.

Authorizing a Level
The SA_USER_ADM N. SET_LEVELS procedure authorizes users for policy levels components.

About Authorizing Compartments
After you authorize the user for a specific level, you can optionally specify compartments
authorized for the user.

Authorizing a Compartment
The SA USER ADM N. SET_COVPARTMENTS procedure authorizes a user for the compartments
component.

About Authorizing Groups
You can specify the list of groups that the user is authorized to be associated with.
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e Authorizing a Group
The SA USER ADM N. SET_GROUPS procedure authorizes users for a policy group.

5.5.1 About Authorizing Users for Label Security Policies

When you authorize users, you enable them to have access to row data based on the row data
label.

You set the user's authorization by setting their level, zero or more compartments, and zero or

more groups as their user label. You can find the currently granted privileges for a user by
querying the DBA_SA USER PRI VS data dictionary view.

5.5.2 About Authorizing Levels

You can explicitly set default, minimum, and maximum authorization levels.

Table 5-8 Authorized Levels Set by the Administrator

Authorization Meaning

User Max Level The maximum ranking of sensitivity that a user can access during read
and write operations

User Min Level The minimum ranking of sensitivity that a user can access during write
operations. The User Max Level must be equal to or greater than the
User Min Level.

User Default Level The level that is assumed by default when connecting to Oracle
Database

User Default Row Level The level that is used by default when inserting data into Oracle
Database

For example, you might set the following level authorizations for user hpr est on:

Type Short Name Long Name Description
Maximum HS H GHLY_SENSI TI VE User's highest level
Minimum P PUBLI C User's lowest level
Default C CONFI DENTI AL User's default level
Row C CONFI DENTI AL Row level on | NSERT

5.5.3 Authorizing a Level

The SA USER ADM N. SET_LEVELS procedure authorizes users for policy levels components.

Note that when you specify the levels, you must always use the short names, not the long
names.

 Run SA USER ADM N. SET_LEVELS to authorize the level, specifying the policy name, user
name, and levels.

For example:

BEG N

SA_USER ADM N. SET_LEVELS (
policy_name =>"'ols_admin_pol"',
user _nane => "hpreston',
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max_| evel = 'HS',

mn_| evel = 'P,

def | evel = 'C,

row | evel = 'C);
END;

/

Related Topics

e SA USER_ADMIN.SET _LEVELS
The SA USER ADM N. SET_LEVELS procedure assigns a user minimum and maximum levels
and identifies default values for the user's session label and row label.

5.5.4 About Authorizing Compartments

After you authorize the user for a specific level, you can optionally specify compartments
authorized for the user.

Write access must be explicitly given for each compartment. A user cannot directly insert,
update, or delete a row that contains a compartment that the user does not have authorization
to write.

For example, you could set the following compartment authorizations for user hpr est on:

Short Name Long Name WRITE DEFAULT ROW
CHEM CHEM CAL YES YES NO
FI NCL FI NANCI AL YES YES NO
oP OPERATI ONAL YES YES YES

5.5.5 Authorizing a Compartment

Administrator's Guide
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The SA_USER ADM N. SET_COVWPARTMENTS procedure authorizes a user for the compartments
component.

When you specify the compartments, you must use their short names, not their long names.

* Run SA _USER ADM N. SET_COWPARTMENTS to authorize a user for a compartment, specifying
the policy name, user name, and compartment details.

For example:

BEG N
SA_USER_ADM N. SET_COVPARTMENTS (
policy _name => 'ols_admin_pol',

user _nane => 'hpreston',

read_conps => "FINCL',

write_conps => "FINCL',

def _conps => "FINCL',

r ow_conps => "FINCL');
END;

/

After you have run this procedure, you can authorize the user for additional compartments by
running the SA_ USER_ADM N. ADD_COVPARTMENTS procedure.
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Related Topics

SA_USER_ADMIN.SET_COMPARTMENTS
The SA_USER_ADM N. SET_COVPARTMENTS procedure assigns compartments to a user and
identifies default values for the user's session label and row label.

SA_USER_ADMIN.ADD_COMPARTMENTS

The SA_USER ADM N. ADD_COVPARTMENTS procedure adds (assigns) compartments to a
user's authorizations, indicating if the compartments are authorized for write and read
privileges.

5.5.6 About Authorizing Groups

You can specify the list of groups that the user is authorized to be associated with.

Write access must be explicitly given for each group listed.

For example, you could set the following group authorizations:

Short Name Long Name WRITE DEFAULT ROW Parent

VWR_HR VR_HUMAN RESOURCES YES YES YES WR

VIR_AP VR_ACCOUNTS_PAYABLE YES YES NO WR FIN

VR_AR VR_ACCOUNTS_RECEI VAB YES YES NO WR FIN
LE

Defining group parent associations is done as part of the group definition.

5.5.7 Authorizing a Group

The SA_USER ADM N. SET_GROUPS procedure authorizes users for a policy group.

Run SA USER _ADM N. SET_GROUPS to authorize the user, specifying the policy name, user
name, and authorizations that you want. When you specify the groups, you must use the
short name, not the long name.

For example:

BEG N
SA _USER_ADM N. SET_GROUPS (
policy_name =>"'ols_admin_pol"',
user _nane => 'hpreston',
read_groups =>"'VR AP,
wite_groups =>'WR AP,
def _groups = 'WR AP,
r ow_gr oups = "VWR AP );
END;
/

After you have run this procedure, you can authorize the user for additional groups by running
the SA_USER_ADM N. ADD_GRCUPS procedure.

Related Topics

Administrator's Guide
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SA_USER_ADMIN.SET_GROUPS
The SA USER ADM N. SET_GROUPS procedure assigns groups to a user and identifies default
values for the user's session label and row label.
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5.6 Step 4: Grant Privileges to Users and Trusted Stored
Program Units

Oracle Label Security supports special privileges that allow authorized users to bypass
certainparts of the policy

e About Granting Privileges to Users and Trusted Program Units for the Policy
Certain authorized users and trusted program units may need special privileges to bypass
parts of the OLS policy.

e Granting Privileges to a User
The SA USER ADM N. SET_USER PRI VS procedure grants users privileges.

e Granting Privileges to a Trusted Program Unit
The SA USER ADM N. SET_PROG PRI VS procedure grants privileges to trusted program units.

5.6.1 About Granting Privileges to Users and Trusted Program Units for the
Policy

Certain authorized users and trusted program units may need special privileges to bypass
parts of the OLS policy.

Trusted program units are functions, procedures, or packages that are granted Oracle Label
Security privileges. You create a trusted stored program unit in the same way that you create a
standard procedure, function, or package, that is by using the CREATE PROCEDURE, CREATE
FUNCTI ON, or CREATE PACKAGE and CREATE PACKAGE BODY statements. The program unit
becomes trusted when you grant Oracle Label Security privileges to it.

Table 5-9 summarizes the special privileges that can be granted to users or trusted stored
program units.

Table 5-9 Oracle Label Security Privileges
|

Security Privilege Explanation

READ Allows read access to all data protected by the policy

FULL Allows full read and write access to all data protected by
the policy

COMPACCESS Bypasses the group component check if the session

label level and compartment(s) dominate the data level
and compartments

PROFI LE_ACCESS Allows a session to change its labels and privileges to
those of a different user

WRI TEUP Allows users to set or raise only the level, within a row
label, up to the maximum level authorized for the user.
(Active only if LABEL_UPDATE is active.)

VIRl TEDOAN Allows users to set or lower the level, within a row label,
to any level equal to or greater than the minimum level
authorized for the user. (Active only if LABEL_UPDATE is
active.)
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Table 5-9 (Cont.) Oracle Label Security Privileges

. ______________________________________________________________________________|
Security Privilege Explanation

VRl TEACRCSS Allows a user to set or change groups and
compartments of a row label, but does not allow
changes to the level. (Active only if LABEL_UPDATE is
active.)

5.6.2 Granting Privileges to a User

The SA USER ADM N. SET_USER PRI VS procedure grants users privileges.

e Run SA USER ADM N. SET_USER PRI VS, specifying the policy name, user name, and
privileges that you want to grant.

For example:

BEG N
SA_USER _ADM N. SET_USER PRI V§(
policy nane => 'ols_adnmin_pol',

user _nane => 'hpreston',
privil eges => ' WRI TEDOM ) ;
END;

/

Related Topics

e SA USER_ADMIN.SET_USER_PRIVS
The SA_USER_ADM N. SET_USER_PRI VS procedure sets policy-specific privileges for users.

5.6.3 Granting Privileges to a Trusted Program Unit

The SA_USER ADM N. SET_PROG PRI VS procedure grants privileges to trusted program units.

* Run SA_USER ADM N. SET_PROG PRI VS to grant the privileges, specifying the policy name,
schema name, program unit name, and privileges that you want to grant.

For example:
BEG N
SA_USER_ADM N. SET_PROG PRIVS (

pol i cy_nane => 'oe_ols_pol",
schema_nane => 'oe',
programunit_name  => 'check_order_updates',
privileges => 'READ );

END;

/

Related Topics

+ SA USER_ADMIN.SET PROG_PRIVS
The SA_USER ADM N. SET_PROG PRI VS procedure sets policy-specific privileges for program
units.

5.7 Step 5: Apply the Policy to a Database Table or Schema

After you create grant authorizations and privileges to an Oracle Label Security policy, you can
apply it to a database table or schema.
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*  About Applying the Policy to a Database Table or Schema
When you apply a policy to a table, the policy is automatically enabled.

* Applying a Palicy to a Schema
The SA_POLI CY_ADM N. APPLY_TABLE_PQLI CY applies a policy to a table within a schema
and the SA POLI CY_ADM N. APPLY_SCHEMA PCLI CY procedure applies a policy to an entire
schema.

5.7.1 About Applying the Policy to a Database Table or Schema

Administrator's Guide
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When you apply a policy to a table, the policy is automatically enabled.

To disable a policy is to turn off its protections, although it is still applied to the table. To enable
a policy is to turn on and enforce its protections for a particular table or schema.

To remove a policy is to take it entirely away from the table or schema. Note, however, that the
policy label column and the labels remain in the table unless you explicitly drop them.

You can alter the default policy enforcement options for future tables that may be created in a
schema. This does not, however, affect policy enforcement options on existing tables in the
schema.

To change the enforcement options on an existing table, you must first remove the policy from
the table, make the desired changes, and then reapply the policy to the table.

In cases where a master-detail table relationship exists with primary and foreign keys, only one
of the tables needs to be protected by an OLS policy. The other table will also be protected
based on the key relationship.

Be aware that you cannot enforce Oracle Label Security policies on external tables.

After you have created the policy components and configured user authorizations, privileges,
and auditing for them, you can apply the policy to a database table or to an entire schema.

When you apply the policy to a database table, in addition to the policy name and target
schema table, you must specify the following information:

e table_options: A comma-delimited list of policy enforcement options to be used for the
table. If NULL, then the policy's default options are used.

e label _function: A string calling a function to return a label value to use as the default. For
example, ny_| abel (: new. dept, : new. st at us) computes the label based on the new
values of the DEPT and STATUS columns in the row.

e predi cate: An additional predicate to combine (using AND or OR) with the label-based
predicate for READ CONTROL

Note the following aspects of using Oracle Label Security policies with schemas:

e If you apply a policy to an empty schema, then every time you create a table within that
schema, the policy is applied. Once the policy is applied to the schema, the default options
you choose are applied to every table added.

e If you remove the policy from a table so that it is unprotected, and then run
SA POLI CY_ADM N. ENABLE_SCHEMA PCLI CY, then the table will remain unprotected. If you
wish to protect the table once again, then you must apply the policy to the table, or re-
apply the policy to the schema.

If you apply a policy to a schema that already contains tables protected by the policy, then all
future tables will have the new options that were specified when you applied the policy. The
existing tables will retain the options they already had.
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5.7.2 Applying a Policy to a Schema

The SA_POLI CY_ADM N. APPLY_TABLE_POLI CY applies a policy to a table within a schema and
the SA_PCLI CY_ADM N. APPLY_SCHEMA POLI CY procedure applies a policy to an entire schema.

e Run SA POLI CY_ADM N. APPLY_TABLE PQLI CY to apply the policy to a table, specifying the
policy name, schema name, and necessary options.

The following example shows how to use the SA POLI CY_ADM N. APPLY_TABLE POLI CY
procedure to apply the ol s_adm n_pol policy to the HR. EMPLOYEES table.

BEG N
SA_USER_ADM N. APPLY_TABLE PQLI CY (
pol i cy_nane => "ol s_adnmin_pol ',
schema_nane = 'hr',
t abl e_nane => 'enpl oyees',

tabl e_options => 'READ CONTROL, WRI TE_CONTROL, CHECK_CONTRQOL',
| abel _function => 'hr.gen_enp_| abel (: new. departnent __id,: new salary',
predi cate => NULL);

END;

/

This example shows how to use the SA POLI CY_ADM N. APPLY_SCHEMA POLI CY procedure to
apply a policy to an entire schema.

BEG N
SA_USER _ADM N. APPLY_SCHEMA_POLI CY (
pol i cy_nane => 'ol s_adm n_pol ',
schenma_nane = 'hr',
default _options => NULL);
END,;

/

Related Topics

e SA POLICY_ADMIN.APPLY_TABLE_ POLICY
The SA POLI CY_ADM N. APPLY_TABLE PQLI CY procedure adds the specified policy to a table.

e SA_POLICY_ADMIN.APPLY SCHEMA POLICY
The SA POLI CY_ADM N. APPLY_SCHEMA PCLI CY procedure applies a policy to all of the tables
in a schema and enables the policy for these tables.

5.8 Step 6: Add Policy Data Labels to Table Rows

You must add policy data labels to table rows.

*  About Adding Policy Data Labels to Table Rows
After you have applied a policy to a table, you must add data labels to the rows in the
table.

* Adding a Policy Data Label to a Table Row
You must update the table to which you are adding a policy label.

5.8.1 About Adding Policy Data Labels to Table Rows

After you have applied a policy to a table, you must add data labels to the rows in the table.
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These labels are stored in the policy label column that you created earlier in the table. The
user updating the table must have the FULL security privilege for the policy. This user is
normally the owner of the table.

5.8.2 Adding a Policy Data Label to a Table Row

You must update the table to which you are adding a policy label.

1.

To add data labels to a table, in SQL*Plus, enter an UPDATE statement using the following
syntax:

UPDATE t abl e_nane
SET ol s_colum = CHAR TO LABEL(' ol s_policy',"'data_l abel")
WHERE UPPER(t abl e_col umm) IN (col unm_dat a);

For example, suppose LABCSYS has created a policy called ACCESS LOCATI ONS and wants
to add the label SENS to the cities Beijing, Tokyo, and Singapore in the HR. LOCATI ONS table.
The policy label column is called RON LABEL. The UPDATE statement is as follows:

UPDATE LOCATI ONS
SET ROW LABEL = CHAR TO LABEL(" ACCESS_LOCATI ONS' , " SENS')
WHERE UPPER(city) IN ('BEIJING, 'TOKYO, 'SINGAPCRE');

Run the following SELECT statement to ensure that the policy was added to the table:

SELECT LABEL_TO CHAR (ROW LABEL) FROM LOCATI ONS;

5.9 Step 7: Optionally, Configure Auditing

For Oracle Label Security policies, if you want to enable auditing, then you must create a
unified audit policy.

1.

Log in to the database instance as a user who has the LBAC DBA database role and the
AUDI T_ADM N system privilege.

Create the unified audit policy for the Oracle Label Security policy.
For example:
CREATE AUDI T POLI CY ol s_adni n_pol
ACTI ONS UPDATE ON HR EMPLOYEES, DELETE ON HR. EMPLOYEES
ACTI ONS COVPONENT=OLS DROP POLI CY, DI SABLE POLI CY;
Enable this unified audit policy.

For example:

AUDI T POLICY ol s_admi n_pol ;

The audit record will be written to the unified audit trail, viewable with the
UNI FI ED_AUDI T_TRAI L data dictionary view. For example:

SELECT OLS_PRI VI LEGES_USED FROM UNI FI ED_AUDI T_TRAI L
VWHERE OLS_POLI CY_NAME = ' OLS_ADM N_PCL" AND DBUSERNAME = ' PSM TH ;

Related Topics
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5.10 Using Oracle Label Security Policies and Oracle Flashback
Data Archive

Oracle Label Security policies do not automatically work with Oracle Flashback Data Archive
(FDA).

After you create an Oracle Label Security policy for a table, consider creating an equivalent
policy for the Flashback Data Archive (FDA) history table.

1. Find the object ID for the table to which you attached the Oracle Label Security policy.
For example, suppose you attached an Oracle Label Security policy to the HR. LOCATI ONS
table:

SELECT OBJECT_I D FROM DBA_OBJECTS WHERE OBJECT_NAME=' LOCATI ONS' AND
OMER=" HR ;

2. Use this object ID to create a policy container for the history table that is associated with
the Oracle Label Security policy's associated table.

5.11 Using Enterprise Manager Cloud Control to Create an OLS
Policy

You can create Oracle Label Security policies in Oracle Enterprise Manager Cloud Control.
However, you cannot create audit policies using Cloud Control; you must use SQL*Plus to
create unified audit policies.

» Creating the Label Security Policy Container Using Cloud Control
You can create the Oracle Label Security policy container in Cloud Control.

*  Creating Policy Components Using Cloud Control
After you create a container for the policy and set enforcement options for it, you can
create components for the policy.

» Creating Data Labels for the Policy Using Cloud Control
You can create data labels for an Oracle Label Security policy in Cloud Control.

«  Authorizing and Granting Privileges for a Policy Using Cloud Control
You can authorize and grant privileges to users for a policy during the user creation
process.

»  Granting Privileges to Trusted Program Units Using Cloud Control
You can grant privileges to trusted program units in Cloud Control.

* Applying a Policy to a Database Table with Cloud Control
You can apply an Oracle Label Security policy to a database table in Cloud Control.

*  Applying Policy Data Labels to Table Rows Using Cloud Control
You can apply Oracle Label Security policy data labels to table rows in Cloud Control.

5.11.1 Creating the Label Security Policy Container Using Cloud Control

You can create the Oracle Label Security policy container in Cloud Control.

1. Loginto Cloud Control as the SYSTEMuser.
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To navigate to your database, select Databases from the Targets menu.
Click the database name in the list that appears.
The database page appears.

Under the Administration menu, select Security, Oracle Label Security. The Label
Security Policies page appears.

You may be required to log in to the database with the credentials of an Oracle Label
Security administrator.

Click Create to start creating a new label security policy. The Create Label Security Policy
page appears.

Define the policy's hame, label column, and the default policy enforcement options.
* Name: Enter a name for the policy, for example, access_| ocati ons.

e Label Column: (Optional) Enter a name for the label column, for example,
OLS_COLUMWN. If you create an OLS policy without specifying the column name, the
column name is auto-generated as Pol _name_COL.Later on, when you apply the policy
to a table, the label column is added to that table. By default, the data type of the
policy label column is NUMBER( 10) . You can also specify an existing table column of the
NUMBER( 10) data type as the label column.

* Hide Label Column: Select to hide the column. When you first create the policy, you
may want to disable Hide Label Column during the development phase of the policy.
When the policy is satisfactory and ready for use by users, hide the column so that it is
transparent to applications.

* Enabled: Toggle to enable or disable the policy.

» Default Policy Enforcement Options: The default policy enforcement options are
used when the policy is applied. Ensure that these meet the needs of the application to
which you are applying the policy.

Select from the following options:
— Apply No Policy Enforcements (NO_CONTROL)
— Apply Policy Enforcements
For all queries (READ_CONTROL)
For Insert operations (INSERT_CONTROL)
For Update Operations (UPDATE_CONTROL)
Use session's default label for label column update (LABEL_DEFAULT)
Operations that update the label column (LABEL_UPDATE)

Update and Insert operations so that they are read accessible
(CHECK_CONTROL)

Click OK.

The new policy appears in the Oracle Label Security Policies page. After you create this
policy container, Oracle Label Security creates and grants a role to you named after the
policy (for example, ACCESS_LOCATI ONS_DBA), which enables you to manage this policy
during its lifetime.
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5.11.2 Creating Policy Components Using Cloud Control

After you create a container for the policy and set enforcement options for it, you can create
components for the policy.

1.
2.
3.

4,

In the Oracle Label Security Policies page, select the policy you just created. Click Edit.
In the Edit Label Security Policy page, select the Label Components tab.

Click Add 5 Rows under Levels to add levels for the policy. Enter a Long Name, Short
Name, and Numeric Tag for each level that you create. The numeric tag corresponds to the
sensitivity of the level. To create more levels, you can click Add 5 Rows again. Use the
same steps to create compartments and rows. For compartments and groups, the numeric
tags do not correspond to sensitivity.

At a minimum, you must create one level, such as SECRET. Creating compartments and
groups is optional.

The level numbers indicate the level of sensitivity for their corresponding labels. A greater
number implies greater sensitivity. Select a numeric range that can be expanded later on,
in case your security policy needs more levels. For example, if you have created levels
PUBLI C (7000) and SENSI TI VE (8000), and you now want to create an intermediate level
called CONFI DENTI AL, then you can assign the numeric value 7500 to this level.

Compartments identify categories associated with data, providing a finer level of
granularity within a level. For example, a single table might have data corresponding to
different departments that you might like to separate using compartments. Compartments
are optional.

Groups identify organizations owning or accessing the data. Groups are useful for the
controlled dissemination of data and for timely reaction to organizational change. Groups
are optional.

Click Apply.

5.11.3 Creating Data Labels for the Policy Using Cloud Control

You can create data labels for an Oracle Label Security policy in Cloud Control.

1.
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In the Label Security Policies page, select the policy that needs to have labels linked to
levels.

In the Actions box, select Data Labels. Click Go.
The Data Labels page appears.

Click Add.

The Create Data Label page appears.

Enter the following information:

*  Numeric Tag: Enter a number that uniquely identifies the label. This number should be
unigue across all policies.

+ Level: Select a level from the list.

You can optionally select Compartments to add to the label. To add compartments, click
Add under Compartments. Select the compartments to be added to the label. Click Select
to add the compartments.

Optionally, to add groups, click Add under Groups. Select the groups to be added to the
label. Click Select to add the groups.
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Click OK in the Create Data Label page.
The data label appears in the Data Labels page.

Repeat steps 3 to 7 to create more data labels.

Alternatively, you can use the SA LABEL_ADM N package to define label components for a
policy.

Related Topics

SA_LABEL_ADMIN Label Management PL/SQL Package
The SA LABEL_ADM N PL/SQL package provides an administrative interface to manage the
labels used by a policy.

5.11.4 Authorizing and Granting Privileges for a Policy Using Cloud Control

You can authorize and grant privileges to users for a policy during the user creation process.

1.
2.
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In the Label Security Policies page, select the policy that needs authorization.
In the Actions box, select Authorization. Click Go.

The Create User page appears.

Add users as follows:

* Under Database Users, click Add. In the Search and Select window, select users that
you want and then click Select.

* Under Non Database Users, click Add 5 Rows, and then add the user names of the
non-database users that you want to add. Most application users are considered non-
database users. A non-database user does not exist in the database. This can be any
user name that meets the Oracle Database naming standards and can fit into the
VARCHAR2( 30) length field. However, be aware that Oracle Database does not
automatically configure the associated security information for the non-database user
when the application connects to the database. In this case, the application needs to
call an Oracle Label Security function to assume the label authorizations of the
specified user who is not a real database user.

In the Create User page, select the user that you want to authorize. Click Next. If you have
multiple users that need the same authorizations, then select all users who need the same
authorizations. Click Next.

The Privileges step appears.

Next, you can assign privileges to the user you selected in the preceding step. Privileges
allow a database user to bypass certain controls enforced by the policy. Select the
privileges you want to grant. Click Next.

If you do not want to assign any privileges to the user, then click Next without selecting any
privileges.

The Labels, Compartments, and Groups step appears.

Next, to create the user label for the user: under Levels, use the flashlight icon to select
data to enter for the following fields:

e Maximum Level: Enter the highest level for read and write access for this user.
*  Minimum Level: Enter the lowest level for write access.
e Default Level: Enter the default level when the user logs in.

This value is equal to or greater than the minimum level and equal to or less than the
maximum level.
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* Row Level: Enter the level given to the row when user writes to the table.

Click Add under Compartments, to add compartments to the user label. Select the
compartments to add. Click Select.

For each compartment that you add, you can select the following properties:

*  Write: Allows the user to write to data that has the compartment as part of its label
» Default: Adds the compartment to the user's default session label

* Row: Adds the compartment to the data label when the user writes to the table

Click Add under Groups, to add groups to the user label. Select the groups and click
Select.

For each group that you add, you can select the following properties:

*  Write: Allows the user to write to data that has the group as part of its label
« Default: Adds the group to the user's default session label

* Row: Adds the group to the data label when the user writes to the table
Click Next.

The Audit step appears.

Bypass the Audit step by clicking Next.

You cannot configure traditional auditing in a new Oracle Label Security policy. Instead,
you must create a unified audit policy using SQL*Plus.

You can review the policy authorization settings. Click Finish to create the policy
authorization. Alternatively, you can click Back to modify the authorization settings.

Alternatively, you can use the SA USER ADM N package to authorize users.

5.11.5 Granting Privileges to Trusted Program Units Using Cloud Control

You can grant privileges to trusted program units in Cloud Control.

1.
2.

In the Label Security Policies page, select the policy that needs authorization.

In the Actions box, select Authorization. Click Go.

The Authorization page appears.

Click the Trusted Program Units tab.

Click Add to add Oracle Label Security privileges for a procedure, function, or package.
The Create Program Unit page appears.

Enter the name of the procedure, function, or package, for which the privileges need to be
granted, in the Program Unit field. You can also use the Search icon to search for the
procedure, function, or package.

Select one or more policy-specific privileges that need to be granted to the program unit.
Click OK.

The trusted program unit is added to the Authorizations page.

Alternatively, you can use the SA_USER_ADMIN package to authorize trusted program units.

Related Topics
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Administering and Using Trusted Stored Program Units
You can use trusted stored program units to enhance system security.
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5.11.6 Applying a Policy to a Database Table with Cloud Control

You can apply an Oracle Label Security policy to a database table in Cloud Control.

1.
2.

9.

In the Label Security Policies page, select the policy that needs to be applied to a table.
Select Apply from the Actions box. Click Go.

The Apply page appears.

Select the Tables tab to apply the policy to a table.

Select the Schemas tab if you are applying the policy to a schema.The process is same as
applying the policy to a table.

Click Create.

The Add Table page appears.

Next to the Table box, click the flashlight icon.

In the Search and Select window, enter the following information under Search:

e Schema: Enter the name of the schema in which the table appears. Leaving this field
empty displays tables in all schemas.

« Name: Optionally, enter the name of the table. Leaving this box empty displays all the
tables within the schema.

To narrow the search by using wildcards, use the percent (%) sign. For example, enter 0%
to search for all tables beginning with the letter O.

Select the table and click Select.
The Add Table page appears.
Enter the following information:

* Policy Enforcement Options: Select enforcement options as needed. These options
will apply to the table on top of the enforcement options that you selected when you
created the label security policy container.

To make no change from those enforcement options, that is, to use the same
enforcement options created earlier, select Use Default Policy Enforcement. To add
more enforcement options, select from the other options listed.

« Labeling Function: Optionally, specify a labeling function to automatically compute
the label to be associated with a new or updated row. That function is always invoked
thereafter to provide the data labels written under that policy, because active labeling
functions take precedence over any alternative means of supplying a label.

* Predicate: Optionally, specify an additional predicate to combine (using AND or OR) with
the label-based predicate for READ_CONTRCL.

Click OK.

Related Topics

Step 1: Create the Label Security Policy Container
The Oracle Label Security policy container is a storage place for the policy settings.

5.11.7 Applying Policy Data Labels to Table Rows Using Cloud Control

You can apply Oracle Label Security policy data labels to table rows in Cloud Control.
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In the Label Security Policies page, select the policy, for example, ACCESS LOCATI ONS.
Select Authorization from the Actions box. Click Go.

The Authorization page appears.

Click Add.

The Create User page appears.

Under Database Users, click Add.

The Search and Select window appears.

Select the check box corresponding to the user that owns the table. Click Select.
The Create User page lists the user that was added.

Click Next.

The Privileges step appears.

Select the appropriate privileges for the user, and then click Next.

The Labels, Compartments, and Groups page appears.

Click Next.

The Audit step appears.

Click Next.

The Review step appears.

10. Click Finish.
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Working with Labeled Data

You can manage labeled data, view session security attributes, and change the value of
session attributes.

@® Note

Many of the examples in this guide use the human resources sample policy. Its policy
name is HR and its policy label column is HR_LABEL. Unless otherwise noted, the
examples assume that the SQL statements are performed on rows within the user's
authorization and with full Oracle Label Security policy enforcement in effect.

e How Policy Label Column and Label Tags Work
You should understand how policy label columns in a table or schema are created and
filled.

e The Policy Label Column
A Policy Label Column is created when a policy is applied to a table.

e Label Tags
You can create label tags that represent the label components automatically or manually.

e Assignments of Labels to Data Rows
For existing data rows, labels can be assigned by a labeling function that you create.

e Viewing the Label
When you retrieve labels, you do not automatically obtain the character string value.

«  Filtration of Data Using Labels
When SQL statements are processed, Oracle Label Security makes calls to the security
policies defined in the database by create-and-apply procedures.

e Inserting Labeled Data
You can insert labeled data in a variety of situations.

e Changing Session and Row Labels
During a session, a user can change labels based on the authorizations an administrator
sets.

6.1 How Policy Label Column and Label Tags Work

You should understand how policy label columns in a table or schema are created and filled.

6.2 The Policy Label Column

A Policy Label Column is created when a policy is applied to a table.

*  About the Policy Label Column
Each policy that is applied to a table creates a column in the database.
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6.2.1 About the Policy Label Column

6.2.2 Hiding the Policy Label Column
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e Hiding the Policy Label Column

Chapter 6
The Policy Label Column

You can choose not to display the column representing a policy.

Each policy that is applied to a table creates a column in the database.

By default, the data type of the label column is NUVBER.

Each row's label for that policy is represented by a tag in that column, using the numeric
equivalent of the character-string label value. The label tag is automatically generated when
the label is created, unless the administrator specifies the tag manually at that time.

The automatic label generation follows the rules established by the administrator while defining

the label components.

@® Note

The act of creating a policy does not in itself have any effect on tables or schemas. It
only applies the policy to a table or schema.

Related Topics

 Understanding Data Labels and User Labels

You should understand fundamental concepts of data labels and user labels.

You can choose not to display the column representing a policy.

@® Note

You cannot hide columns in materialized views.

e To hide the display of a column, apply the HI DE option to the table.

After a policy using HI DE is applied to a table, a user running a SELECT * or performing a
DESCRI BE operation will not see the policy label column. If the policy label column is not
hidden, then the label tag is displayed as data type NUVBER.

The following example shows the output of the ENVP table, with the HR_LABEL column

showing:

DESCRI BE ENP,
Name

SAL
DEPTNO
HR_LABEL

NOT NULL NUVBER( 4)
CHAR( 10)

CHAR( 9)
NUVBER( 4

NUMBER( 7, 2)
2

1

)

NOT NULL NUMBER(

)
)
NUVBER( 10

Here is how the same table appears with the HR_LABEL column hidden:
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DESCRI BE EMP;
Narme Nul I ? Type
EMPNO NOT NULL NUMBER(4)
ENAME CHAR( 10)
JOB CHAR(9)
MGR NUVBER( 4)
SAL NUMBER( 7, 2)
DEPTNO NOT NULL NUMBER( 2)

Related Topics

¢ How the HIDE Policy Column Option Works
You can specify the HI DE policy configuration option when you add an Oracle Label
Security policy column to a table.

6.3 Label Tags

You can create label tags that represent the label components automatically or manually.

e About Label Tags
Label tags represent data labels created for a policy.

¢ Manually Defined Label Tags to Order Labels
By manually defining label tags, you can implement a data manipulation strategy that
permits labels to be meaningfully sorted and compared.

e Manually Defined Label Tags to Manipulate Data
An administratively defined label tag is a convenient way to reference a complete label
string (that is, a combination of label components).

«  Automatically Generated Label Tags

Dynamically generated label tags have 10 digits, with no relationship to numbers assigned
to any label component.

6.3.1 About Label Tags

Label tags represent data labels created for a policy.

When creating data labels, the administrator specifies the set of valid combinations of
components that can make up a label, that is, a level optionally combined with one or more
groups or compartments.

Each such valid data label within a policy is uniquely identified by an associated numeric tag
assigned by the administrator or generated automatically upon its first use. Manual definition
has the advantage of allowing the administrator to control the ordering of label values when
they are sorted or logically compared.

However, label tags must be unique across all policies in the database. When you use multiple
policies in a database, you cannot use the same numeric label tag in different policies.
Remember that each label tag uniquely identifies one label, and that numeric tag is what is
stored in the data rows, not the label's character-string representation.

6.3.2 Manually Defined Label Tags to Order Labels
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By manually defining label tags, you can implement a data manipulation strategy that permits
labels to be meaningfully sorted and compared.
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To do this, you must predefine all of the labels to be associated with protected data, and assign
to each label a meaningful label tag value. Manually assigned label tags can have up to eight
digits. The value of a label tag must be greater than zero.

It may be advantageous to implement a strategy in which label tag values are related to the
numeric values of label components. In this way, you can use the tags to group data rows in a
meaningful way. This approach, however, is not mandatory. It is good practice to set tags for
labels of higher sensitivity to a higher numeric value than tags for labels of lower sensitivity.

Table 6-1 illustrates a set of label tags that have been assigned.

Table 6-1 Administratively Defined Label Tags (Example)

Label Tag Label String
10000 P

20000 C

21000 C:FNCL
21100 C:FNCL,0OP
30000 S

31110 S:OP:WR
40000 HS

42000 HS:OP

In this example, labels with a level of PUBLI C begin with "1", labels with a level of CONFI DENTI AL
begin with "2", labels with a level of SENSI Tl VE begin with "3", and labels with a level of
H GHLY_SENSI Tl VE begin with "4".

Labels with the FI NANCI AL compartment then come in the 1000 range, labels with the
compartment CP are in the 1100 range, and so on. The tens place is used to indicate the group
VR, for example.

Another strategy might be completely based on groups, where the tags might be 3110, 3120,
3130, and so on.

Note, however, that label tags identify the whole label, independent of the numeric values
assigned for the individual label components. The label tag is used as a whole integer, not as a
set of individually evaluated numbers.

Related Topics

* Understanding Data Labels and User Labels
You should understand fundamental concepts of data labels and user labels.

6.3.3 Manually Defined Label Tags to Manipulate Data
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An administratively defined label tag is a convenient way to reference a complete label string
(that is, a combination of label components).

For example, the tag "31110" could stand for the complete label string "S:OP:WR".

Label tags can be used as a convenient way to partition data. This will be useful if you need to
store different levels of sensitive data on different disk drives. For example, all data with labels
in the range 1000 - 1999 could be placed in tablespace A, all data with labels in the range
2000 - 2999 could be placed in tablespace B, and so on.
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This simplified notation also comes in handy when there is a finite number of labels and you
need to perform various operations upon them. Consider a situation in which one company
hosts a human resources system for many other companies. Assume that all users from
Company Y have the label "C:ALPHA:CY", for which the tag "210" has been set. To determine
the total number of users from Company Y, the host administrator can enter:

SELECT * FROM t abl
WHERE hr | abel = 210;

6.3.4 Automatically Generated Label Tags

Dynamically generated label tags have 10 digits, with no relationship to numbers assigned to
any label component.

You cannot group the data by label.

Table 6-2 describes how automatically generated label tags work.

Table 6-2 Generated Label Tags (Example)
]

Label Tag Label String
100000020 P
100000052 C
100000503 C. FNCL
100000132 C. FNCL, OP
100000003 S
100000780 S OP: VR
100000035 HS
100000036 HS: OP

6.4 Assignments of Labels to Data Rows
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For existing data rows, labels can be assigned by a labeling function that you create.

In such a function, you specify the exact table and row conditions defining what label to insert.
The function can be named in the call to apply a policy to a table or schema, or in an update by
the administrator.

Related Topics

e Inserting Labeled Data
You can insert labeled data in a variety of situations.

« Labeling Functions
Labeling functions can compute and return a label using resources such as context
variables (for example, date or username) and data values.

e SA POLICY_ADMIN.APPLY_TABLE_POLICY
The SA POLI CY_ADM N. APPLY_TABLE PQLI CY procedure adds the specified policy to a table.

e SA POLICY _ADMIN.APPLY_SCHEMA_POLICY
The SA POLI CY_ADM N. APPLY_SCHEMA PCLI CY procedure applies a policy to all of the tables
in a schema and enables the policy for these tables.
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6.5 Viewing the Label

When you retrieve labels, you do not automatically obtain the character string value.

By default, the label tag value is returned. Two label manipulation functions enable you to
convert the label tag value to and from its character string representation.

e Converting a Character String to a Label Tag with CHAR_TO LABEL
The CHAR_TO LABEL function converts character strings to a label tag, returning the label
tag for the specified character string.

e Conversion of a Label Tag to a Character String, with LABEL TO_CHAR
You can convert label tags to character strings.

6.5.1 Converting a Character String to a Label Tag with CHAR_TO_LABEL

The CHAR TO LABEL function converts character strings to a label tag, returning the label tag for
the specified character string.

» To convert a character string to a label tag, use the following syntax for the CHAR_TO LABEL
function:

FUNCTI ON CHAR TO LABEL (

pol i cy_nane I'N VARCHARZ,
| abel _string I N VARCHAR?)
RETURN NUMBER;
For example:

I NSERT | NTO enp (enpno, hr_| abel )
VALUES (999, CHAR TO LABEL('HR ,'S:A B:G5');

6.5.2 Conversion of a Label Tag to a Character String, with
LABEL TO CHAR

You can convert label tags to character strings.

e Converting a Label Tag to a Character String with LABEL_TO_CHAR
The LABEL_TO CHAR function returns a VARCHAR2 string when it converts a label tag to a
character string.

e LABEL TO CHAR Examples
Oracle provides examples that illustrate the use of LABEL_TO CHAR.

e Retrieving All Columns from a Table When the Policy Label Column Is Hidden
If the policy label column is hidden, then it is not automatically returned when you run
SELECT * on the table.

6.5.2.1 Converting a Label Tag to a Character String with LABEL_TO_CHAR

The LABEL_TO CHAR function returns a VARCHAR2 string when it converts a label tag to a
character string.

When you query a table or view, you automatically retrieve all of the rows in the table or view
that satisfy the qualifications of the query and are dominated by your label. If the policy label
column is not hidden, then the label tag value for each row is displayed. You must use the
LABEL_TO CHAR function to display the character string value of each label. Note that all
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conversions must be explicit. There is no automatic casting to and from tag and character
string representations.

* To convert a label tag to a character string, use the following syntax for the LABEL_TO CHAR
function:

FUNCTI ON LABEL_TO CHAR (
| abel | N NUVBER)
RETURN VARCHARZ;

6.5.2.2 LABEL TO_CHAR Examples
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Oracle provides examples that illustrate the use of LABEL_TO CHAR.

Example: Retrieving a Row Label from a Table or a View

To retrieve the label of a row from a table or view, specify the policy label column in the SELECT
statement.

SELECT | abel _to_char (hr_label) AS |abel, enane FROMtabl
VWHERE enanme = ' RWRI GHT' ;

This statement returns the following:

Example: Retrieving a Policy Label Column
You can also specify the policy label column in the WHERE clause of a SELECT statement.
The following statement displays all rows that have the policy label S: A B: GL

SELECT | abel _to_char (hr_label) AS |abel, ename FROM enp
WHERE hr _| abel = char_to_label ("HR, 'SSAB:GLl'");

This statement returns the following:

LABEL ENAME
SA B G RWRI GHT
SA B G ESTANTON

Alternatively, you could use a more flexible statement to look up data that contains the string
"S:A,B:G1" anywhere in the text of the HR_LABEL column:

SELECT | abel _to_char (hr_label) AS |abel, ename FROM enp
WHERE | abel _to_char (hr_label) like '%5: A B Gl% ;

If you do not use the LABEL_TO CHAR function, then you will see the label tag.

Example: Retrieving a Numeric Column Data Type

The following example is with the numeric column data type (NUMBER) and dynamically
generated label tags, but without using the LABEL_TO_CHAR function. If you do not use the
LABEL_TO CHAR function, then you will see the label tag.

SQ> sel ect enpno, hr_|abel fromenp
where ename=" RARI GHT' ;

EMPNO HR_LABEL
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6.5.2.3 Retrieving All Columns from a Table When the Policy Label Column Is Hidden

If the policy label column is hidden, then it is not automatically returned when you run SELECT *
on the table.

To explicitly specify that you want to retrieve a label, use the LABEL_TO CHAR function in the
SELECT statement.

For example, to retrieve all columns from the DEPT table (including the policy label column
in its character representation), enter the following:

COLUMN LABEL FORMAT al0
SELECT LABEL_TO CHAR (hr_| abel) AS LABEL, DEPT.* FROM DEPT;

Running these SQL statements returns the following data:

Table 6-3 Data Returned from Sample SQL Statements re Hidden Column

LABEL DEPTNO DNAME LOC

L1 10 ACCOUNTI NG NEW YORK
L1 20 RESEARCH DALLAS
L1 30 SALES CH CAGO
L1 40 OPERATI ONS BOSTON

By contrast, if you do not explicitly specify the HR_LABEL column, the label is not displayed
at all. Note that while the policy column name is on a policy basis, the Hl DE option is on a
table-by-table basis.

Related Topics

How the HIDE Policy Column Option Works
You can specify the H DE policy configuration option when you add an Oracle Label
Security policy column to a table.

6.6 Filtration of Data Using Labels

When SQL statements are processed, Oracle Label Security makes calls to the security
policies defined in the database by create-and-apply procedures.

For SELECT statements, the policy filters the data rows that the user is authorized to see. For
| NSERT, UPDATE, and DELETE statements, Oracle Label Security permits or denies the requested
operation, based on the user's authorizations.

Administrator's Guide
G44449-02
Copyright © 1996, 2026

Use of Numeric Label Tags in WHERE Clauses
There are different techniques of using numeric label tags in WHERE clauses of SELECT
statements.

Ordering Labeled Data Rows
The ORDER BY clause of a SELECT statement can be used to order rows by the numeric
label tag.

Ordering by Character Representation of Label
The LABEL_TO CHAR function orders data rows by the character representation of the label.
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e Determination of the Upper and Lower Bounds of Labels
Oracle Label Security provides functions that determine the least upper bound or the
greatest lower bound of two or more labels.

e Merging Labels with the MERGE_LABEL Function
The MERGE_LABEL function merges two labels together.

6.6.1 Use of Numeric Label Tags in WHERE Clauses

There are different techniques of using numeric label tags in WHERE clauses of SELECT
statements.

When using labels in the NUMBER format, you can set up labels so that a list of your label tags
distinguishes the different levels. Comparisons of these numeric label tags can be used for
ORDER BY processing, and with the logical operators.

For example, if you have assigned all UNCLASSI FI ED labels to the 1000 range, all SENSI Tl VE
labels to the 2000 range, and all H GHLY_SENSI TI VE labels to the 3000 range, then you can list
all SENSI TI VE records.

SELECT * FROM enp
VWHERE hr _| abel BETWEEN 2000 AND 2999;

To list all SENSI Tl VE and UNCLASSI FI ED records, you can enter:

SELECT * FROM enp
WHERE hr _| abel <3000;

To list all H GHLY_SENSI Tl VE records, you can enter:

SELECT * FROM enp
VHERE hr _| abel =3000;

@ Note

Remember that such queries have meaning only if the administrator has applied a
numeric ordering strategy to the label tags that they originally assigned to the labels.
In this way, the administrator can provide for convenient dissemination of data. If,
however, the label tag values are generated automatically, then there is no intrinsic
relationship between the value of the tag and the order of the labels.

Alternatively, you can use dominance relationships to set up an ordering strategy.

Related Topics

e Using Dominance Functions
Oracle Label Security provides functions to control dominance.

6.6.2 Ordering Labeled Data Rows

Administrator's Guide
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The ORDER BY clause of a SELECT statement can be used to order rows by the numeric label
tag.

e To perform the ORDER BY operation, use a SELECT statement similar to the following:

SELECT * from enp
ORDER BY hr _| abel ;
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No functions were necessary in this statement. The statement made use of label tags set
up by the administrator.

® Note

Again, such queries have meaning only if the administrator has applied a numeric
ordering strategy to the label tags originally assigned to the labels.

6.6.3 Ordering by Character Representation of Label

The LABEL_TO CHAR function orders data rows by the character representation of the label.

* To order data rows by the character representation of a label, use a statement similar to
the following, which returns all rows sorted by the text order of the label:

SELECT * FROM enp
ORDER BY | abel _to_char (hr_label);

6.6.4 Determination of the Upper and Lower Bounds of Labels

Oracle Label Security provides functions that determine the least upper bound or the greatest
lower bound of two or more labels.

Two single-row functions operate on each row returned by a query. They return one result for
each row.

@® Note

In all functions that take multiple labels, the labels must all belong to the same policy.

e Finding the Least Upper Bound with OLS LEAST UBOUND
The OLS _LEAST UBOUND (OLS_LUBD) function returns a character string label that is the least
upper bound of | abel 1 and | abel 2: .

*  Finding Greatest Lower Bound with OLS_GREATEST LBOUND
The OLS_GREATEST_LBOUND (OLS_GLBD) standalone function determines the lowest label of
the data that can be involved in an operation, given two different labels.

6.6.4.1 Finding the Least Upper Bound with OLS _LEAST UBOUND

The OLS_LEAST UBOUND (OLS_LUBD) function returns a character string label that is the least
upper bound of | abel 1 and | abel 2: .

That is, the one label that dominates both. The least upper bound is the highest level, the
union of the compartments in the labels, and the union of the groups in the labels. For
example, the least upper bound of H GHLY_SENSI Tl VE: ALPHA and SENSI Tl VE: BETA is

H GHLY_SENSI Tl VE: ALPHA, BETA.

* To find the least upper bound, use the following syntax:

FUNCTI ON OLS_LEAST_UBOUND (
| abel 1 I N NUVBER,
| abel 2 I N NUVBER)
RETURN VARCHAR?;

Administrator's Guide
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The OLS_LEAST_UBQOUND function is useful when joining rows with different labels, because it
provides a high water mark label for joined rows.

The following query compares each employee’'s label with the label of their department,
and returns the higher label, whether it be in the EMP table or the DEPT table.

SELECT enane, dept . dept no,
OLS_LEAST_UBCUND( enp. hr _| abel , dept. hr_| abel ) as | abel
FROM enp, dept
VWHERE enp. dept no=dept . dept no;

This query returns the following data:

Table 6-4 Data Returned from Sample SQL Statements from OLS_LEAST_UBOUND
|

ENAME DEPTNO LABEL

KI NG 10 L3:M:D10
BLAKE 30 L3:M:D30
CLARK 10 L3:M:D10
JONES 20 L3:M:D20
MARTI N 30 L2:E:D30

6.6.4.2 Finding Greatest Lower Bound with OLS_GREATEST _LBOUND

The OLS_GREATEST_LBOUND (OLS_GLBD) standalone function determines the lowest label of the
data that can be involved in an operation, given two different labels.

This function returns a character string label that is the greatest lower bound of | abel 1 and

| abel 2. The greatest lower bound is the lowest level, the intersection of the compartments in
the labels and the groups in the labels. For example, the greatest lower bound of

H GHLY_SENSI TI VE: ALPHA and SENSI TI VE is SENSI Tl VE.

To find the greatest lower bound, use the following syntax:

FUNCTI ON OLS_GREATEST LBOUND (
| abel 1 I N NUVBER,
| abel 2 I N NUVBER)
RETURN VARCHARZ;

6.6.5 Merging Labels with the MERGE_LABEL Function

Administrator's Guide
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The MERGE_LABEL function merges two labels together.

It accepts the numeric form of two labels and the three-character specification of a merge
format.

To merge labels, use the following syntax:

FUNCTI ON nerge_l abel (label 1 IN nunber,
| abel 2 | N nunber,
merge_format | N VARCHAR?2)
RETURN nunber ;
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The valid merge format is specified with a three-character string:

hi ghest | evel _or | owest I evel union_or_intersection_of conpartnents
uni on_or i ntersection_of groups

— The first character indicates whether to merge using the highest level or the lowest

level of the two labels.

— The second character indicates whether to merge using the union or the intersection of
the compartments in the two labels.

— The third character indicates whether to merge using the union or the intersection of
the groups in the two labels.

Table 6-5 defines the MERGE_LABEL format constants.

Table 6-5 MERGE_LABEL Format Constants
|

Format Data Type Constan Meaning Positions in
Specification t Which Format Is
Used
max_| vl _fm CONSTANT H Maximum level First (level)
var char 2( 1)
mn_lvl _fmt CONSTANT L Minimum level First (Level)
varchar2(1)
uni on_fn CONSTANT U Union of the two Second
var char 2( 1) labels (compartments)
and Third (groups)
inter fn CONSTANT I Intersection of the ~ Second
var char 2( 1) two labels (compartments)
and Third (groups)
m nus_fnt CONSTANT M Remove second Second
var char 2( 1) label from first label (compartments)
and Third (groups)
nul | _fn CONSTANT N If specified in Second
var char 2( 1) compartments (compartments)

column, returns no
compartments. If
specified in groups
column, returns no
groups.

and Third (groups)

For example, HUl specifies the highest level of the two labels, union of the compartments,
intersection of the groups.

The MERGE_LABEL function is particularly useful to developers if the OLS _LEAST UBCUND

function does not provide the intended result. The OLS_LEAST UBOUND function, when used
with two labels containing groups, may result in a less sensitive data label than expected.
The MERGE_LABEL function enables you to compute an intersection on the groups, instead
of the union of groups that is provided by the OLS_LEAST UBQUND function.

For example, if the label of one data record contains the group UNI TED_STATES, and the
label of another data record contains the group UNI TED_KI NGDOM and the
OLS_LEAST_UBOUND function is used to compute the least upper bound of these two labels,
then the resulting label would be accessible to users authorized for either the

UNI TED_STATES or the UNI TED_KI NGDOM
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If, by contrast, the MERGE_LABEL function is used with a format clause of HUl , then the
resulting label would contain the highest level, the union of the compartments, and no
groups. This is because UNI TED_STATES and UNI TED_KI NGDOMdo not intersect.

6.7 Inserting Labeled Data

You can insert labeled data in a variety of situations.

e About Inserting Labeled Data
When you insert data into a table protected by an Oracle Label Security policy, you must
supply a numeric label value tag.

e Inserting Labels Using CHAR_TO LABEL
To insert a row label, you can specify the label character string and then transform it into a
label using the CHAR_TO LABEL function.

* Inserting Labels Using Numeric Label Tag Values
You can insert data using the numeric label tag value of a label, rather than using the
CHAR TO LABEL function.

* Inserting Data Without Specifying a Label
There are two situations in which you do not need to specify a label in | NSERT statements.

e Inserting Data When the Policy Label Column Is Hidden
If the label column is hidden, then the existence of the column is transparent to the
insertion of data.

e Inserting Labels Using TO_DATA LABEL
The TO DATA LABEL function can generate new labels dynamically.

6.7.1 About Inserting Labeled Data

When you insert data into a table protected by an Oracle Label Security policy, you must
supply a numeric label value tag.

Usually, you can insert this value in the | NSERT statement itself.

To do this, you must explicitly specify the tag for the desired label or explicitly convert the
character string representation of the label into the correct tag. Note that this does not mean
generating new label tags, but referencing the correct tag.

The only times an | NSERT statement may omit a label value are:

e If the LABEL_DEFAULT enforcement option was specified when the policy was applied, or

* If no enforcement options were specified when the policy was applied and LABEL_DEFAULT
was specified when the policy was created

e If the statement applying the policy named a labeling function.

In the first two cases, the user's session default row label is used as the inserted row's label. In
the third case, the inserted row's label is created by that labeling function.

Related Topics

» Labeling Functions
Labeling functions can compute and return a label using resources such as context
variables (for example, date or username) and data values.

* Implementing Policy Enforcement Options and Labeling Functions
You can customize the enforcement of Oracle Label Security policies and implement
labeling functions.
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6.7.2 Inserting Labels Using CHAR_TO_LABEL

To insert a row label, you can specify the label character string and then transform it into a
label using the CHAR_TO_LABEL function.

The CHAR_TO_LABEL function automatically creates a valid data label.
e Toinsert labels, use an | NSERT | NTO statement.

Using the definition for table enp, the following example shows how to insert data with
explicit labels:

I NSERT | NTO enp (ename, enpno, hr _| abel )
VALUES (' ESTANTON , 10, char _to_label ('HR, 'SENSITIVE)):

6.7.3 Inserting Labels Using Numeric Label Tag Values

You can insert data using the numeric label tag value of a label, rather than using the
CHAR _TO LABEL function.

e Toinsert labels using numeric label tag values, use an | NSERT | NTO statement.
For example, if the numeric label tag for SENSI Tl VE is 3000, it would appear as follows:

I NSERT | NTO enp (ename, enpno, hr_|abel)
VALUES (' ESTANTON', 10, 3000);

6.7.4 Inserting Data Without Specifying a Label

There are two situations in which you do not need to specify a label in | NSERT statements.

If LABEL_DEFAULT is set, or if there is a labeling function applied to the table, then you do not
need to specify a label in your | NSERT statements. The label will be provided automatically.

* To insert data without specifying a label, use an | NSERT | NTO statement.
For example:

I NSERT | NTO enp (ename, enpno)
VALUES (' ESTANTON , 10);

The resulting row label is set according to the default value (or by a labeling function).

6.7.5 Inserting Data When the Policy Label Column Is Hidden

If the label column is hidden, then the existence of the column is transparent to the insertion of
data.

| NSERT statements can be written that do not explicitly list the table columns and do not include
a value for the label column. The session's row label is used to label the data, or a labeling
function is used if one was specified when the policy was applied to the table or schema. You
can insert into a table without explicitly naming the columns, as long as you specify a value for
each non-hidden column in the table. The following example shows how to insert a row into a
table.

e To insert data when the policy label column is hidden, use the following syntax:

I NSERT | NTO enp
VALUES (' 196',' ESTANTON , Techni ci an, RSTQOUT, 50000, 10) ;

Administrator's Guide
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Its label will be one of the following three possibilities:

— The label you specify
The label established by the LABEL_DEFAULT option of the policy being applied

— The label created by a labeling function named by the policy being applied

@® Note

If the policy label column is not hidden, then you must explicitly include a label
value (possibly null, indicated by a comma) in the | NSERT statement.

6.7.6 Inserting Labels Using TO_DATA LABEL

The TO_DATA_LABEL function can generate new labels dynamically.

This approach guarantees that the data labels are valid.

1. Ensure that you have the EXECUTE privilege on the TO _DATA_LABEL function.

2. Use the TO DATA LABEL as necessary, for example, in an | NSERT | NTO statement.

For example:

I NSERT | NTO enp (enane, enpno, hr_|abel)
VALUES (' ESTANTON' , 10, to_data_label ('HR, 'SENSITIVE));

@® Note

The TO DATA LABEL function must be explicitly granted to individuals, in order to
be used. Its usage should be tightly controlled.

6.8 Changing Session and Row Labels

During a session, a user can change labels based on the authorizations an administrator sets.

Related Topics

e SA_SESSION Session Management PL/SQL Package
The SA SESSI ON PL/SQL package manages session behavior for user authorizations.
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Oracle Label Security Tutorials

Part 11l provides tutorials on how to create Oracle Label Security policies.

e Tutorial: Configuring Levels in Oracle Label Security
This tutorial demonstrates how to create Oracle Label Security levels.

e Tutorial: Configuring Compartments in Oracle Label Security
This tutorial demonstrates how to create and use Oracle Label Security compartments.

e Tutorial: Configuring Groups in Oracle Label Security
This tutorial demonstrates how to create an Oracle Label Security parent group that has
four child groups.
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Tutorial: Configuring Levels in Oracle Label

Security

This tutorial demonstrates how to create Oracle Label Security levels.

About This Tutorial
In this tutorial, you will use the HR schema to learn how to use Oracle Label Security levels.

Step 1: Create a Role and User Accounts

The role that you create will enable any user who is granted it to have the SELECT privilege
on the HR. EMPLOYEES table. The user accounts are for the two Human Resources
employees, Susan Mavris and Ida Neau.

Step 2: Create the Oracle Label Security Policy Container
As an Oracle Label Security administrator, you must create and then enable the policy
container.

Step 3: Create the Two Level Components for the Oracle Label Security Policy
After you create the Oracle Label Security policy container, you are ready to create two
levels to represent two different levels of sensitivity.

Step 4: Create the Data Labels for the Levels
A data label tags data records for use with the Oracle Label Security policy.

Step 5: Set User Authorizations for the Oracle Label Security Policy
Setting user authorizations entails associating the user with the policy and the minimum
and maximum levels that are associated with the Oracle Label Security policy.

Step 6: Apply the Oracle Label Security Policy to the HR Schema
After you apply the policy to the HR schema, you must enable the policy association with
HR.

Step 7: Add the Policy Labels to the HR.EMPLOYEES Table Data
Both the Oracle Label Security administrator and the HR user will add the policy labels to
the HR. EMPLOYEES table data in the EMPLOYEE | D column.

Step 8: Test the Oracle Label Security Policy
To test the policy, each user will try to query the HR EMPLOYEES table.

Step 9: Optionally, Remove the Oracle Label Security Policy Components
You can remove the Oracle Label Security policy, HR_ROLE role, and users Ida Neau and
Susan Mavris.

7.1 About This Tutorial

Administrator's Guide
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In this tutorial, you will use the HR schema to learn how to use Oracle Label Security levels.

The Human Resources representative, Susan Mavris, has an assistant, lda Neau. Susan
Mavris must have access to all employee records, including records of employees who have
left the company. Ida Neau must have access only to employees who are current.

You will create an Oracle Label Security policy that will use the following levels of sensitivity to
govern access to current and former employees:
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SENSI Tl VE enables access to current employees only. User Ida Neau will be assigned this
level.

H GHLY_SENSI Tl VE enables access to former employees. User Susan Mavris will be
assigned this level. This level is a higher level than SENSI Tl VE, which means that it will also
provide access to rows protected by SENSI Tl VE. In other words, Susan Mavris will have
access to both former and current employee records.

The level component is the only one required. The label must specify at least one level.

7.2 Step 1: Create a Role and User Accounts

The role that you create will enable any user who is granted it to have the SELECT privilege on
the HR. EMPLOYEES table. The user accounts are for the two Human Resources employees,
Susan Mavris and lda Neau.

1.

Log in to a PDB as a user who has privileges to create roles, grant privileges, and create
user accounts.

For example:

sql pl us sec_adni n@db_nane
Enter password: password

To find the available PDBs, query the PDB_NAME column of the DBA_PDBS data dictionary
view. To check the current container, run the show con_nane command.

Create the role as follows:

CREATE ROLE HR ROLE;

Grant the SELECT privilege on HR. EMPLOYEES to HR_ROLE.

GRANT SELECT ON HR. EMPLOYEES TO HR_ROLE;

Create the user accounts for Susan Mavris and Ida Neau, and grant them the HR_ROLE
role.

GRANT CONNECT, HR_ROLE TO SMAVRI S | DENTI FI ED BY pas