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Preface

Oracle Database Appliance is an optimized, prebuilt database system that is easy to
deploy, operate, and manage. By integrating hardware and software, Oracle Database
Appliance eliminates the complexities of nonintegrated, manually assembled solutions.
Oracle Database Appliance reduces the installation and software deployment times
from weeks or months to just a few hours while preventing configuration and setup
errors that often result in suboptimal, hard-to-manage database environments.

e Audience
e Documentation Accessibility
e Related Documents

e Conventions

Audience

This guide is intended for anyone who configures, maintains, or uses Oracle Database
Appliance:

e System administrators

*  Network administrators

» Database administrators

* Application administrators and users

This book does not include information about Oracle Database architecture, tools,
management, or application development that is covered in the main body of Oracle
Documentation, unless the information provided is specific to Oracle Database
Appliance. Users of Oracle Database Appliance software are expected to have the
same skills as users of any other Linux-based Oracle Database installations.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
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Related Documents

For more information about Oracle Database Appliance, goto http://

www. or acl e. cont got o/ oda/ docs and click the appropriate release. The following
documents are published in the Oracle Database Appliance online documentation
library:

e Oracle Database Appliance Release Notes

e Oracle Database Appliance Licensing Information User Manual

e Oracle Database Appliance Security Guide

e Oracle Database Appliance Accessibility Guide

e Oracle Database Appliance X8-2 Deployment and User's Guide

e Oracle Database Appliance X7-2 Deployment and User's Guide

e Oracle Database Appliance X6-2-HA Deployment and User's Guide

e Oracle Database Appliance X6-2S5/M/L Deployment and User's Guide
e Oracle Database Appliance X5-2/X4-2 Deployment and User's Guide

e Oracle Database Appliance Setup Posters and Booklets (a full-size printed copy
ships with Oracle Database Appliance)

e Oracle Database Appliance Owner's Guide
e Oracle Database Appliance Service Manual
e Oracle Database Appliance Series Safety and Compliance Guide

For more information about using Oracle Database, goto http://
docs. oracl e. conl en/ dat abase/ and select the database release from the menu. See
the following documents in the Oracle Database online documentation library:

*  Oracle Database Security Guide

*  Oracle Database Administrator’s Guide

*  Oracle Database SQL Language Quick Reference

*  Oracle Database Backup and Recovery User’s Guide

*  Oracle Database Backup and Recovery Reference

* Oracle Database Utilities

*  Oracle Automatic Storage Management Administrator's Guide

For more information about Oracle Integrated Lights Out Manager 3.2, see https://
docs.oracle.com/cd/E37444 01/.

For more details about other Oracle products that are mentioned in Oracle Database
Appliance documentation, see the Oracle Documentation home page at http://
docs. oracl e. com

Conventions

ORACLE

The following text conventions are used in this document:
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action or terms defined in the text.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

# prompt The pound (#) prompt indicates a command that is run as the root user.
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Introduction to Oracle Database Appliance

About Oracle Database Appliance

ORACLE

Oracle Database Appliance saves time and money by simplifying deployment,
maintenance, and support of database solutions for organizations of every size. Oracle
Database Appliance hardware models are optimized to run Oracle Database Standard

Edition and Enterprise Edition.

e About Oracle Database Appliance

Understand Oracle Database Appliance hardware models, deployment plans, and

database options.

e Oracle Database Appliance Software Terminology
Understand the software patches available for Oracle Database Appliance.

e About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage
the appliance, databases, networks, and jobs.

Understand Oracle Database Appliance hardware models, deployment plans, and

database options.

About Oracle Database Appliance Hardware Models

Choose the Oracle Database Appliance hardware model that suits your business

needs.

Oracle Database Appliance Hardware
Model

Deployment Use Case

Oracle Database Appliance X8-2S, X8-2M,
X8-2-HA

Oracle Database Appliance X7-2S, X7-2M,
X7-2-HA

Oracle Database Appliance X8-2S is a
small configuration designed for smaller
or entry-level deployments.

Oracle Database Appliance X8-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X8-2-HA is a
large configuration designed for larger
databases and high-availability.

Oracle Database Appliance X7-2S is a
small configuration designed for smaller
or entry-level deployments.

Oracle Database Appliance X7-2M is a
medium-sized configuration designed for
performance.

Oracle Database Appliance X7-2-HA is a
large configuration designed for larger
databases and high-availability.
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Oracle Database Appliance Hardware Deployment Use Case
Model

Oracle Database Appliance X6-2S, X6-2M, e Oracle Database Appliance X6-2S is a
X6-2L small configuration designed for smaller
or entry-level deployments.

e Oracle Database Appliance X6-2M is a
medium-sized configuration designed for
performance.

e Oracle Database Appliance X6-2L is a
large configuration designed for larger
databases.

Oracle Database Appliance X6-2-HA Highly-available two-node Oracle RAC
clusters that can support both Oracle RAC and
single-instance databases.

Oracle Database Appliance X5-2 and X4-2 Highly-available two-node Oracle RAC
clusters that can support both Oracle RAC and
single-instance databases.

You cannot expand or reconfigure Oracle Database Appliance to a different
configuration. For example, you cannot expand Oracle Database Appliance X7-S to
Oracle Database Appliance X7-2M. For Oracle Database Appliance hardware
configuration details, see the Oracle Database Appliance Owner's Guide.

About Oracle Database Appliance Deployment Plans

Oracle Database Appliance X8-2S and X8-2M are single node systems that you
deploy as a bare metal platform.

Oracle Database Appliance X8-2-HA is a two-node system with the option to deploy as
a bare metal platform or a virtualized platform.

Oracle Database Appliance X7-2S and X7-2M are single node systems that you
deploy as a bare metal platform.

Oracle Database Appliance X7-2-HA is a two-node system with the option to deploy as
a bare metal platform or a virtualized platform.

Oracle Database Appliance X6-2S, X6-2M, X6-2L are single node systems that you
deploy as a bare metal platform.

Oracle Database Appliance X6-2-HA is a two-node system with the option to deploy as
a bare metal platform or a virtualized platform. Starting with with Oracle Database
Appliance release 18.8, systems deployed as bare metal are migrated from oakcli to
odacli (the DCS software stack). Virtualized systems continue to use the oakcli
software stack.

Oracle Database Appliance X5-2 and X4-2 are two-node systems with the option to
deploy as a bare metal platform or a virtualized platform. Starting with with Oracle
Database Appliance release 18.8, systems deployed as bare metal are migrated from
oakcli to odacli (the DCS software stack). Virtualized systems continue to use the
oakcli software stack.

About Database Deployment Options for Oracle Database Appliance

The following Oracle Database editions are available:
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Database Edition Supported Releases Description
Oracle Database Enterprise Oracle Database Release 18c, Supports Oracle Real
Edition 12.2.0.1,12.1.0.2, and Application Clusters (Oracle
11.2.0.4 RAC) and single-instance
Oracle Databases.
Oracle Database Standard Oracle Database Release 18¢, Supports Oracle Real
Edition Two 12.2.0.1,12.1.0.2, and Application Clusters (Oracle
11.2.0.4 RAC), Oracle RAC One, and
single-instance Oracle
Databases.
Oracle Database Standard Oracle Database Release Supports Oracle Real
Edition One 11.2.0.4 Application Clusters (Oracle

RAC), Oracle RAC One, and
single-instance Oracle

Databases.
Oracle Database Standard Oracle Database Release Supports Oracle Real
Edition 11.2.0.4 Application Clusters (Oracle

RAC), Oracle RAC One, and
single-instance Oracle
Databases.

# Note:

It is important to understand your Oracle Database licensing before you
create databases. You cannot provision Oracle Database Enterprise Edition
and Standard Edition databases in the same bare metal platform, or the
same ODA_BASE virtualized deployment, subject to Oracle Database
licensing requirements. Review the Database Licensing Information User
Manual for the Oracle Database release to review supported options and
products.

Oracle Database Appliance Software Terminology

Understand the software patches available for Oracle Database Appliance.

The table describes the Oracle Database Appliance patches that are available for
download and the purpose of the patch.

" Note:

Some hardware models may not use the patches listed in the table.

Table 1-1 Software for Oracle Database Appliance

_____________________________________________________________________________________________|]
Patch Description

Oracle Database Appliance patch Use the patch bundle to update to the latest release after Oracle Database
bundle (quarterly patch release)  Appliance is deployed. The patch updates the Oracle Database Appliance
server, storage, and database components.
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Table 1-1 (Cont.) Software for Oracle Database Appliance

_____________________________________________________________________________________________|]
Patch Description

Oracle Database Appliance GI/ Use to perform an initial deployment of Oracle Database Appliance.

RDBMS Clone The bundle contains the latest Grid Infrastructure and RDBMS components,
Oracle Database Appliance Manager software, Oracle Linux and hardware
drivers for deployment on an Oracle Database Appliance that is shipped from
factory state.

If you reimage Oracle Database Appliance with the Bare Metal ISO Image,
download the GI/RDBMS Clone patch to deploy Oracle Database Appliance.

RDBMS Clone Use the RDBMS Software Clone files to get the latest RDBMS clone binaries
for Oracle Database releases 18c, 12.2.0.1, 12.1.0.2, and 11.2.0.4. The
RDBMS clone files are needed to create Oracle databases and database

homes.

Bare Metal ISO Image Use to reimage the appliance and reset the system back to the factory
configuration.

VM ISO Image (DOMO) Use to re-image Oracle Database Appliance before deploying the ODA_Base

(Virtualized Platform 1SO Image) Template and virtualized platform. The Oracle Database Appliance virtualized
operating system image contains the following:
*  Oracle Database Appliance Manager oakcli command-line interface
*  Oracle Database Appliance Manager Configurator
*  Oracle Linux
e Hardware drivers
Required for Virtualized Platform deployments on multi-node high availability
(HA) systems.

ODA_BASE Template Use to create the ODA_Base virtual machine for a virtualized database
(Virtualization Template) appliance. The template contains the following:

e Oracle Virtual Machine template

e Oracle Database clone binaries

*  Oracle Database templates, customized for Oracle Database Appliance

deployments
e Oracle Grid Infrastructure clone binaries
Required for Virtualized Platform deployments on multi-node HA systems.

< Note:

See the Oracle Database Appliance Release Notes for the patch numbers
and download locations and the component versions available in the patch
bundle.
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< Note:

Starting with Oracle Database 18c, Oracle provides quarterly updates in the
form of Release Updates (Updates) and Release Update Revisions
(Revisions). Oracle no longer releases patch sets. For more information, see
My Oracle Support Note 2285040.1.

Oracle Database releases are of type ver si on and versi on_ful | releases.
The ver si on release is designated in the form major release version.0.0.0.0.
The major release version is based on the last two digits of the year in which
an Oracle Database version is released for the first time. The versi on_ful |
release is an update of a version release and is designated based on the
major release version, the quarterly release update version (Update), and the
quarterly release update revision version (Revision).

Prior to Oracle Database release 18c, changing the first or second digit in the
release number was an upgrade, and changing the fourth digit indicated an
update. With 18c and later releases, changing the first digit is an upgrade,
and changing the second indicates an update.

About the Browser User Interface

Use the Oracle Appliance Manager Browser User Interface to deploy and manage the
appliance, databases, networks, and jobs.

ORACLE

The Browser User Interface provides a user-friendly interface to quickly view and
perform many of the tasks needed to deploy, patch, and manage your bare metal
system. The Oracle Database Appliance Deployment and User's Guide for your
hardware model describes how to use the Browser User Interface to perform many of
the tasks related to deployment, patching, and management of your appliance.

Use the links in the side navigation to view and manage the following:

* Appliance

Appliance information
System information

Disk group information including storage utilization such as free and used
space

Information about all databases that use a storage disk group

All the patches and hardware and software components installed on the
appliance

List of RPMs and RPM Drift information

*  Network

View network details
Create, update, and delete networks

View interface details

e Oracle ASR
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View Oracle Auto Service Request (Oracle ASR) configuration details

Configure, update, test, and delete Oracle ASR

Patch Manager

Update the patch repository with Oracle Database Appliance patches

View component details of the patch and versions that are installed on the
appliance

View component details of the patch and versions that are available, but not
yet installed, on the appliance

Run patch prechecks before applying the patch

Update the server and storage components

Use the links in the top navigation to view and manage the following:

Database

Create a database

View database details

Apply a backup policy for the database
Create a manual backup

Recover a database from a backup

View and update the database backup schedule and update the archive log
backup schedule for the database

Create, update, and delete backup policies
Create, update, and delete database homes
Create and delete database backup

Clone a database from a database backup or an Oracle ACFS database
shapshot

Patch database homes

Object Store

Create Object Store Credentials for backup and recovery

View the details for Object Store Credentials, including the endpoint URL, user
name, and tenant

Update and delete Object Store Credentials

Monitoring

View the status of hardware, storage, memory, cooling, networking, and power

View monitoring information for each node, in the case of High-Availability
deployments

View system health status and drilldown to details of incidents

Click the hardware image to view details

Activity

View a list of jobs, details, and status

Click a job description to view job details
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Update ILOM and User Settings

Expand About in the upper right corner of the Browser User Interface to perform the
following tasks:

» Click About to view the Oracle Database Appliance release that is installed on the
appliance.

e Click Update ILOM Setting to change the root password. To enable first-time
login and access to Oracle ILOM, a default Administrator (root) account and its
password are provided with the system.

» Click Update User Settings to change the oda- adni n password.

»  Click Sign Out to sign out of the Browser User Interface. If you do not sign out, the
system automatically signs you out after a period of inactivity. A warning will
appear 2 minutes before the session expires.
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Preparing for Oracle Database Appliance
Installation and Deployment

Complete these setup tasks before Oracle Database Appliance is delivered.
Tasks:

* Registering Your Support Identifier on My Oracle Support
Add your hardware Support Identifier (SI) to your My Oracle Support account
profile.

* Planning Oracle Database Appliance Configuration Options
Use these topics to help you to make decisions about your Oracle Database
Appliance configuration.

*  Gathering System Requirement Information
Use these checklists to collect information before deploying Oracle Database
Appliance.

Registering Your Support Identifier on My Oracle Support

Add your hardware Support Identifier (SI) to your My Oracle Support account profile.

Your hardware Sl is supplied when you purchase Oracle Database Appliance. If you
acquire new software licenses, then you must also register your new software Sls. The
Sl registration process can take up to 24 hours to complete.

" Note:

You cannot obtain support or software from Oracle without registered Sis.

Planning Oracle Database Appliance Configuration Options

Use these topics to help you to make decisions about your Oracle Database Appliance
configuration.

These topics help you to select the correct Oracle Database Appliance and plan for
deployment. Record your decisions and the information that you require before you
proceed to complete system configuration checklists.
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Caution:

Do not use Oracle Database Configuration Assistant (DBCA) to create
databases on Oracle Database Appliance. Only use Oracle Appliance
Manager for database configuration. Deploying Oracle Database instances
using Oracle Appliance Manager ensures that these databases are properly
configured, optimized, and supported on Oracle Database Appliance.

Topics:

Selecting Database Deployment Options for Oracle Database Appliance
If you plan to create an initial database during deployment, then use these lists to
select an Oracle Database deployment option, and prepare for the deployment.

Selecting Database Shapes for Oracle Database Appliance

Oracle Database Appliance software includes preconfigured templates, known as
shapes, that incorporate Oracle best practices with optimization for different
classes of databases.

Calculating Required Cores

After you select templates for your planned Oracle Database, identify your
workload type, and determine the total number of CPUs that you require to support
the templates.

Selecting Operating System Groups and Users
Determine how you want to configure your operating system groups and users and
whether or not you want to allow operating system role separation.

Selecting Database Deployment Options for Oracle Database

Appliance

ORACLE

If you plan to create an initial database during deployment, then use these lists to
select an Oracle Database deployment option, and prepare for the deployment.

Oracle Appliance Manager installs Oracle Database software on mirrored disks that
are internal to Oracle Database Appliance. During the initial deployment, you can
either create a database or you can defer database creation to a later time.

Options:

Enterprise Edition: Oracle Database 18c Enterprise Edition (no automated
failover), with the following characteristics:

— Single-instance Oracle Database Enterprise Edition home
— Oracle Database software installation on both nodes

Oracle Real Application Clusters (Oracle RAC) One Node: Oracle RAC One
Node 18c, with the following characteristics:

— Oracle RAC One Node has a designated Oracle Database Appliance home
node

— Oracle RAC One Node software is installed on both servers

— Automated failover is configured
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— Enterprise Edition license is required
— Oracle RAC One Node license on each server is required

Exception: If you designate one server as a backup server, then you can use
that server without a license, in accordance with the 10-day rule.

* Oracle RAC: Oracle Real Application Clusters 18¢, with the following
characteristics:

— Oracle RAC home
— Oracle RAC software is installed on both servers
— Enterprise Edition license is required

— Oracle RAC license on each server is required (not eligible for the 10-day rule)

# Note:

For information about the 10-day rule, see the Oracle Software Investment
Guide at https://www.oracle.com/corporate/pricing/.

Selecting Database Shapes for Oracle Database Appliance

Oracle Database Appliance software includes preconfigured templates, known as
shapes, that incorporate Oracle best practices with optimization for different classes of
databases.

Because of differences in CPU counts, memory size, and other resources available
with different Oracle Database Appliance models, some shapes are not supported on
all models.

Each Oracle Database shape has different workload profile and performance
characteristics:

*  Memory requirements, which are calculated from the System Global Area (SGA),
and Program Global Area (PGA) sizes

*  Processing requirements, which are calculated from the number of processes
* Logging requirements, which are based on log buffer size, and online redo log size

Oracle Database Appliance shapes are tuned for the size of each database instance
workload and are designed to run on a specific number of cores.

" Note:

Oracle strongly recommends that you use the Oracle Database Appliance
shapes. These shapes implement best practices, and are configured
specifically for Oracle Database Appliance.

ORACLE 2-3


https://www.oracle.com/corporate/pricing/

Chapter 2
Planning Oracle Database Appliance Configuration Options

Calculating Required Cores

After you select templates for your planned Oracle Database, identify your workload
type, and determine the total number of CPUs that you require to support the
templates.

Oracle Database Appliance templates are configured and tuned for specific types of
Oracle Database workloads:

e Generic templates

e Online analytic transaction templates (OLTP)
e Decision support services templates (DSS)

e In-Memory database templates

These templates are designed to run on a specific number of cores. Caging ensures
that each database workload is restricted to the set of cores allocated by the template,
enabling multiple databases to run concurrently with no performance degradation, up
to the capacity of Oracle Database Appliance. You can select database template sizes
larger than your current needs to provide for planned growth, which you accommodate
later by adjusting System Global Area (SGA) and Program Global Area (PGA) sizes,
as well as the number of cores.

Selecting Operating System Groups and Users

ORACLE

Determine how you want to configure your operating system groups and users and
whether or not you want to allow operating system role separation.

About Operating System Groups and Users

Role separation enables you to configure groups and users to provide separate groups
for operating system authentication.

Without role separation, a single user owns all of the Oracle installations. All of the
databases are installed under a single user. Role separation enables you to have
separate users for Oracle and Oracle Clusterware. You can install multiple databases
without sharing operating system authentication for system privileges. In addition,
each Oracle software installation is owned by a separate installation owner, to provide
operating system user authentication for modifications to Oracle Database binaries.

# Note:

Any Oracle software owner can start and stop all databases and shared
Oracle Grid Infrastructure resources, such as Oracle Automatic Storage
Management (Oracle ASM) or Virtual IP (VIP). The job role separation
configuration enables database security, it does not restrict user roles in
starting and stopping various Oracle Clusterware resources.

With Oracle Grid Infrastructure role separation, separate operating system groups
provide operating system authentication for Oracle ASM system privileges for storage
tier administration. This operating system authentication is separated from Oracle
Database operating system authentication. In addition, the Oracle Grid Infrastructure
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installation owner provides operating system user authentication for modifications to
Oracle Grid Infrastructure binaries.

You can configure the appliance with one of four combinations of operating system
users, groups, and roles. The default users are the Oracle Database installation owner
(oracl e) and Oracle Grid Infrastructure installation owner (gri d). The default groups
are oi nstal | , dbaoper, dba, asnmadmi n, asnoper, and asndba

Default Configuration: Two Users with Six Groups

The default configuration is a combination of two operating system roles for users with
six groups.

To configure two users, or acl e user with the Oracle User (or acl eUser ) role and the
gri d user with the gri dUser role, allow operating system role separation.

To configure six groups, oi nst al | , dbaoper, dba, asmadni n, asmoper, and asndba, do
not select the option to customize users and groups.

# Note:

When you select the default configuration in the Web Console, the users and
groups do not appear in the interface.

Two Custom Users with Six Custom Groups

You can customize the configuration to create two custom users and six custom
groups.

To configure two users, allow operating system role separation. The users are
populated with the default values, oracl e and gri d, which you can edit.

To configure six groups, select the option to customize users and groups. The groups
are populated with the default values, which you can edit. The default groups are
oi nstal |, dbaoper, dba, asnmadmi n, asnoper, and asndba.

The figure shows an example of a custom configuration with the default values
populated.
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Figure 2-1 Two Custom Users with Six Custom Groups

User & Group Selection

Customize Users 8 Groups [® Yes

GI User *

grid

DB User ~

oracle
Install Group ~
oinstall

DEBA Oper Group
dbaoper

DEA Group ’

dba

ASM Admin Group i
asmadmin

ASM Oper Group *
asmoper

ASM DBA Group

asmdba

Allow OS Role Separation
& Yes No

Gl UserID *
1000
DB UserID ~
1001
Install GroupID *
1001
DBA Oper GrouplD ~
1002
DBA GroupID
1003
ASM Admin GrouplD *
1004
ASM Oper GrouplD !
1005
ASM DBA GroupID
1006

Single Custom User with Six Custom Groups

You can customize the configuration to create a single operating system database
user and with six custom groups. The database user can deploy both the grid
infrastructure and RDBMS (relational database management system) stacks. You can
edit the user name and user ID and you can customize the group names and IDs. Use
this option when you deploy SAP.

To configure a single or acl e database user with the Oracle User (or acl eUser) role, do
not allow OS role separation.

To configure six groups, select the option to customize users and groups. The
following default groups are populated: oi nstal | , dbaoper, dba, asmadni n, asnoper,
and asmdba. You can customize the groups.

Single User with Two Groups

To configure a single or acl e user with the Oracle User (or acl eUser) role, do not allow
OS role separation.

To configure two groups, oi nstal | and dba, do not select the option to customize
users and groups.

Gathering System Requirement Information

ORACLE

Use these checklists to collect information before deploying Oracle Database
Appliance.

e List of Infformation You Need Before Deployment
Collect storage and network information required to prepare for deploying Oracle
Database Appliance.
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*  Checklist for System Details
Use the checklist to gather system information that you need to obtain for Oracle
Database Appliance. Record the values for your system.

*  Checklist for Custom Network Address Configuration
Use the checklist to identify the IP addresses required for Oracle Database
Appliance.

List of Information You Need Before Deployment

ORACLE

Collect storage and network information required to prepare for deploying Oracle
Database Appliance.

Review your security requirements for r oot passwords, determine your storage
requirements and network administration requirements, and complete any required
configuration before your Oracle Database Appliance hardware is delivered.

Security Requirements

*  What root password should you use for Oracle Database Appliance? Root
passwords should comply with your system security requirements.

e Secure operating systems are an important basis for general system security.
Ensure that your operating system deployment is in compliance with common
security practices.

Storage Administration Requirements

Storage administration is integrated into Oracle Database Appliance. No additional
storage configuration is required.

Oracle Database Appliance includes integrated storage for operational files (operating
system, Oracle Grid Infrastructure home, Oracle Database homes, tools), user data
(database files), and log files (database redo logs). Operational files are stored on
mirrored internal system disks in each server.

Data and database redo log files are stored on shared disks:

* On Oracle Database Appliance X5-2, data files are stored in the storage shelf and
the optional storage expansion shelf. Database redo log files are stored on solid-
state drives (SSDs) in the storage shelf, and on the optional storage expansion
shelf.

Oracle Database Appliance X5-2 contains four 400 GB SSDs, which are configured as
an ASM disk group, using ACFS for an additional database cache. Also, on Oracle
Database Appliance X5-2, four 200 GB SSDs are used for attribute caching, in
addition to the database redo logs.

¢ Note:

Oracle Database Appliance X5-2 ships with 4 TB shared disks. Disk
hardware capacity is measured using the formula that 1 KB equals 1,000
bytes; software storage requirements are based on 1 KB equals 1,024 bytes.
This difference of 24 bytes means that a disk that has a rated capacity of 4
TB actually has about 3.725 TB of available space for software storage.

2-7



ORACLE

Chapter 2
Gathering System Requirement Information

Network Administration Requirements

Ensure that the names and addresses that you provide for network configuration are
configured in your Domain Name System (DNS) servers. With Patch Set 1 and later,
the addresses that you provide are configured in the / et ¢/ host s file to provide IP
name and address resolution, even if a DNS server is not available.

If you are deploying Oracle Database Appliance X5-2 or X4-2, then you have the
option to connect either to a copper, or to a fiber public network. To connect to a fiber
network on Oracle Database Appliance X5-2, you must also replace the InfiniBand
cards with 10 GbE SFP+ fiber cards. Ensure that your network planning is based on
the correct type of public network.

Oracle recommends that you resolve addresses using a DNS server, so that you can
use Single Client Access Names (SCANSs). Having a single name to access the cluster
enables the client to use the EZConnect client and the simple JDBC thin URL to
access any Oracle Database running in the cluster, independent of the active servers
in the cluster. The SCAN provides load-balancing and failover for client connections to
these databases. The SCAN works as a cluster alias for Oracle Databases in the
cluster.

If you deploy without using a DNS server, then you can add a DNS server later, and
add SCAN:Ss. If you add SCANSs, then you must specify additional VIP addresses for
those SCANSs.

A correctly configured Oracle Database Appliance requires at least six public
addresses on the same subnet for the nodes:

* A public IP name and address for each node
e Avirtual IP name and address for each node
*  Two addresses that resolve to the SCAN for the cluster

All names must conform to the RFC 952 standard, which permits alphanumeric
characters and hyphens ("-"), but does not allow underscores ("_").

Provide an IP address for the public interface for each node. This interface is bond0, or
Et h1 on Oracle Database Appliance Virtualized Platform, (a bond of Eth2 and Eth3),
which is used for the host IP address for the node.

If you select a Custom installation, then provide names and addresses for the following
optional interfaces that you need:

* bondl (Ethernet bond): This applies to all Oracle Database Appliance platforms.
* bond2 (Ethernet bond): This applies only to Oracle Database Appliance Version 1.

« xbond0 (for high capacity transfers, such as backups): This applies only to Oracle
Database Appliance Version 1.

Use bond1 and bond2 for management, backup, disaster recovery, or other options
where you require a network interface. Be prepared to provide a netmask and a
gateway for each interface, as both are required when you configure network
connections for Oracle Database Appliance.

Also determine answers to the following questions:

* Do you have a Network Time Protocol (NTP) service configured for each server,
so that the local system time for each server is synchronized?
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If you have NTP servers, and you want to synchronize time between Oracle
Database Appliance nodes using NTP, then be prepared to provide the addresses
for the servers. If you do not provide addresses for NTP servers, then Oracle Grid
Infrastructure software configures time synchronization between nodes using
Cluster Time Synchronization Service (CTSS).

Do you want to plug in the public IP address cables to redundant switches, so that
you can avoid a single point of failure for Oracle Database Appliance? Oracle
recommends that you use redundant switches for High Availability.

IP Address Questions to Ask Your Network Administrator

Confirm with your network administrator that the IP addresses that you configure for
Oracle Database Appliance meet these three criteria:

1.
2.

They are static IP addresses.

They are on the same subnet as all other IP addresses, virtual IP (VIP) addresses
(used for Oracle Real Application Clusters communication), and SCAN addresses.

They include the following:

*  One public IP address configured on the DNS server for each node and
resolvable to that node before installation.

A VIP address for each node configured on the DNS server that is not
currently in use.

»  SCANs for Oracle Database Appliance with the following characteristics:

— Configured on the DNS server before installation, so that the two IP
addresses are associated with the name provided as the SCAN, and both
addresses are returned in random order to the requester by the DNS
server

— Configured on the DNS server before installation to resolve to addresses
that are not currently in use

— Have names that do not begin with a numeral

Caution:

Do not change the IP addresses and subnet for the private network.

" Note:

Configuring SCANSs in a Network Information Service (NIS) is not supported.

Additional Information

See Oracle Database Appliance Owner's Guide for information about replacing the
InfiniBand cards with 10 GbE SFP+ fiber cards. For a comprehensive introduction to
SCANSs, see "Oracle Single Client Access Name (SCAN)", a technical paper on Oracle
Technology, and Oracle Grid Infrastructure Installation Guide for Linux.
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Related Topics

e Oracle Grid Infrastructure Installation Guide for Linux

Checklist for System Details

Use the checklist to gather system information that you need to obtain for Oracle
Database Appliance. Record the values for your system.

Table 2-1 Checklist for System Configuration Information for Oracle Database Appliance

System
Information

Description

Oracle Database
Appliance System
Name

Type of
Configuration

Mode
Region
Timezone

Initial Database

Provide the name for the cluster running on Oracle Database Appliance. This name is also
used as the default root word for Oracle Database Appliance network addresses. The name
must be unique across your enterprise, must be at least one character long and no more than
13 characters in length, must be alpha-numeric, cannot begin with a numeral, and may
contain hyphens (-). Underscore characters (_) are not allowed.

The name you choose will become the default first part of the names for the following items.

The default (generated names) can be changed.

e Oracle ILOM host names for Nodes 1 and 2 (systemname1l-ilom and systemname2-ilom
respectively)

¢ SCAN host name (systemname-scan)

*  Node 0 and Node 1 Public IP addresses (systemnamel and systemname?2 respectively)

*  Node 0 and Node 1 Virtual IP addresses (systemnamel-vip and systemname2-vip
respectively)

The name should comply with the host name specifications described in the RFC 952

standard.

Typical, which has the most default values.

Custom (recommended by Oracle), which allows you to override default values for any or all

of the following:

- Database block size, language, territory, backup file location, or disk redundancy level for
the DATA and RECO disk groups

e Oracle Integrated Lights Out Manager (Oracle ILOM) server

e Oracle Auto Service Request (Oracle ASR) configuration

e Oracle Cloud File System mount point and file system size

*  Network Time Protocol (NTP) service server

Bare metal or virtualized platform
Select the region where you plan to operate the Oracle Database Appliance system.
Select the time zone where you plan to operate the Oracle Database Appliance system.

. Database name

Details (if you want «  Normal or container database

to create one
during
deployment)

Root password

e Class (database template)
e Database language
Database deployment (Oracle Enterprise Edition single instance, Oracle RAC One Node,
or Oracle RAC)
*  (Container databases only) Data file size, in gigabytes (GB)
You are prompted to provide a root password for the system. Ensure that the root password
you provide is in compliance with common security practices.

ORACLE
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Chapter 2
Gathering System Requirement Information

< Note:

Oracle recommends that you use all lowercase characters for the host name.
The names are generated from the system name. For example, if you use
nmysyst emas the name of your system, then the derived host names are
mysyst enD and nysyst enl; the derived host virtual IP names are nysyst enD-
vi p and nmysyst eml-vi p; and the ILOM names are nysyst enD-i | omand
mysystent-ilom

Checklist for Custom Network Address Configuration

Use the checklist to identify the IP addresses required for Oracle Database Appliance.

" Note:

Oracle does not recommend changing the default Host Private Address. You
cannot change the private network after deploying the appliance.

Table 2-2 Default IP Address Requirements for Oracle Database Appliance
|

Type of IP IP Address Default Values Your Values As Applicable

Client Access Network No default No default

Additional Network No default No default

Oracle Integrated Lights  No default No default

Out Manager (ILOM)

Host Private Addresses  InfiniBand has bonded Not applicable: the private addresses
interface i bbond0 . The are defined before deployment and

system configures i chond0 should not be changed
on non-InfiniBand High-

Availability systems. The

subnet 192.168.16.0/24 is

configured.
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Readying Oracle Database Appliance for
Deployment

Complete these tasks to prepare to deploy Oracle Database Appliance.

Topics:

About Interconnect Cabling
Interconnect is reserved for Oracle Grid Infrastructure (Gl) and Oracle Relational
Database Management System (RDBMS).

Attaching Supplied Cables for Oracle Database Appliance
If you are using Oracle Database Appliance with a single storage shelf, attach the
interconnect cables.

Attaching a Storage Expansion Shelf to Oracle Database Appliance
Review these topics to install and cable a storage expansion shelf for Oracle
Database Appliance.

Attaching Peripheral Devices
Complete this task if you have direct access to Oracle Database Appliance and
you intend to use a locally connected monitor, keyboard and mouse.

Attaching Power Cords and Initializing Components
Attach power cords for Oracle Database Appliance.

Powering On Oracle Database Appliance the First Time
Use this procedure to power on Oracle Database Appliance.

Defining Your Public Network Interface Type
Understand how you can define the public network interface type before deploying
the appliance.

Configuring Oracle Integrated Lights Out Manager
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

About Interconnect Cabling

Interconnect is reserved for Oracle Grid Infrastructure (Gl) and Oracle Relational
Database Management System (RDBMS).

ORACLE

Oracle Gl includes Oracle Clusterware, Oracle Automatic Storage Management
(Oracle ASM), and Oracle Restart. Even if you do not use Oracle Real Application
Clusters (RAC) , Oracle Database Appliance uses the interconnect for RAC ASM and
Oracle Gl.

" Note:

Do not use interconnect for other applications.
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When you power on Oracle Database Appliance for the first time, the system
automatically defines your public network interface based on the interconnect. If you
use the InfiniBand cards, then the InfiniBand network is used for the interconnect. If
you ordered the configuration that contains the 10GbE SFP+ (fiber) cards instead of
InfiniBand cards, then the onboard 10GBase-T (Copper) ports are used for the
interconnect.

Attaching Supplied Cables for Oracle Database Appliance

If you are using Oracle Database Appliance with a single storage shelf, attach the
interconnect cables.

Topics:

e Attaching Cables for Oracle Database Appliance X5-2
Use the diagram in this topic to understand how to attach cable connections
between ports on Oracle Database Appliance model X5-2 with a single storage
shelf:

e Attaching Cables for Oracle Database Appliance Models X4-2
Use the diagram in this topic to understand how to attach cable connections
between ports on Oracle Database Appliance model X4-2.

e Cabling Oracle Database Appliance to Connect to Fiber Public Networks
(Optional)
You can configure X5-2 appliances to use fiber connections for the public network.

Attaching Cables for Oracle Database Appliance X5-2

Use the diagram in this topic to understand how to attach cable connections between
ports on Oracle Database Appliance model X5-2 with a single storage shelf:

Figure 3-1 Interconnects and Cables for a Single Storage Shelf on Oracle
Database Appliance X5-2

- Node 1

- Node 0

| Storage
Shelf
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Table 3-1 Description of Callouts for Cabling Oracle Database Appliance X5-2
With Single Storage Shelf

__________________________________________________________________________|
Callout Number Description

1 Green InfiniBand Cable (Oracle Database Appliance X5-2)
*  From: Node 0, PCle slot 1, PORT2
e To: Node 1, PCle slot 1, PORT2
2 Yellow InfiniBand Cable (Oracle Database Appliance X5-2)
e From: Node 0, PCle slot 1, PORT1
« To: Node 1, PCle slot 1, PORT1
3 Dark blue SAS cable:
. From: Node 0, PCle slot 2, SASO
e To: Storage shelf, top 1/0 port 0
4 Light blue SAS cable:
*  From: Node 0, PCle slot 3, SAS1
e To: Storage shelf, bottom I/O port 0
5 Dark red SAS cable:
e From: Node 1, PCle slot 2, SAS1
e To: Storage shelf, top 1/0 port 1
6 Light red SAS cable:
. From: Node 1, PCle slot 3, SASO
e To: Storage shelf, bottom I/O port 1

" Note:

The back panel of each node contains three PCle generation 3 terminal
slots, with two sockets in each slot. The PCle slots are labeled X PCle3,
where X is the PCle slot number.

Attaching Cables for Oracle Database Appliance Models X4-2

Use the diagram in this topic to understand how to attach cable connections between
ports on Oracle Database Appliance model X4-2.

The following figure illustrates the cable connections between ports on Oracle
Database Appliance model X4-2 in a single storage shelf.
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Figure 3-2 Interconnects and Cables for Single Storage Shelf on Oracle
Database Appliance X4-2

Model X4-2

H T E

Model X3-2

- Node 1

- Node O

- Storage
Shelf

Table 3-2 Description of Callouts for Cabling Oracle Database Appliance X4-2
With Single Storage Shelf

Callout Number

Description

1

Green-labelled twinax cable (Oracle Database Appliance X4-2):
e From: Node 0, PCle slot 1, NETO

e To: Node 1, PCle slot 1, NETO

Yellow-labeled twinax cable (Oracle Database Appliance X4-2)
«  From: Node 0, PCle slot 1, NET1

e To:Node 1, PCle slot 1, NET1

Dark blue SAS cable:

. From: Node 0, PCle slot 2, SASO

e To: Storage shelf, top 1/0 port 0

Light blue SAS cable:

*  From: Node 0, PCle slot 3, SAS1

e To: Storage shelf, bottom I/O port 0

Dark red SAS cable:

«  From: Node 1, PCle slot 2, SAS1

e To: Storage shelf, top 1/0 port 1

Light red SAS cable:

. From: Node 1, PCle slot 3, SASO

e To: Storage shelf, bottom I/O port 1
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Caution:

Do not attach cables to ethernet ports in the I/O modules labeled "SERVICE
ONLY" when cabling the system. These ports are intended for use by service
engineers only. You must use Oracle Appliance Manager to manage Oracle
Database Appliance storage.

# Note:

The back panel of each node contains three PCle generation 3 terminal
slots, with two sockets in each slot. The PCle slots are labeled X PCle3,
where X is the PCle slot number.

Cabling Oracle Database Appliance to Connect to Fiber Public
Networks (Optional)

ORACLE

You can configure X5-2 appliances to use fiber connections for the public network.

For Oracle Database Appliance X5-2 installations, if you want to use fiber connections
between Oracle Database Appliance and your public network, then you must cable the
interconnect by using the green and yellow copper ports (onboard ports net 0 and

net 1). The green and yellow Category 6 (Cat 6) interconnect cables for these ports
ship with the base system.

For Oracle Database Appliance X5-2, if you want to use a fiber port connection, then
you must replace the InfiniBand cards with 10 GbE SFP+ (fiber) cards. Fiber ports do
not exist in the base configuration for X5-2. You must re-image Oracle Database
Appliance X5-2 after you replace the PCle cards. After you replace the cards, Oracle
Database Appliance auto-detects the network configuration changes.

Caution:

If you replace the InfiniBand interconnect cards on Oracle Database
Appliance X5-2, then you disable the Oracle Database Appliance in-memory
fault tolerance feature. Also, interconnect bandwidth is reduced from 40 GB
to 10 GB. If you have Oracle RAC databases, then you may experience
slower intercommunication speeds, depending on the system workload.

In the following figure, callouts 1 and 2 show how to cable the interconnect between
Node 1 and Node 0 using the green and yellow copper ports (onboard ports net 0 and
net 1) to use a fiber public network. Note that the illustration shows the rear panel of an
Oracle Database Appliance X4-2. The rear panel of the Oracle Database Appliance
X5-2 is slightly different, but the interconnect cabling is the same.
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Figure 3-3 Interconnects When Using Fiber Connections to the Public Network
on Oracle Database Appliance Models X5-2

ﬁ:‘ } Node 0
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The following sections show the cabling options for 10 GbE SFP+ PCI cards.

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR)
SFP+ transceivers for each of the network ports, and then plug in the appropriate
optical cable. Currently, Oracle sells both the SR and LR SFP+ transceivers. In
addition to these transceivers, you must purchase the appropriate LC-LC terminated
fiber optic cables from a third-party vendor.

Name Oracle Sun Part Number
10 GbE Transceiver SR (SFP+) X2129A-N
10 GbE Transceiver LR (SFP+) X5562A-Z

Copper Cables

You can purchase the following copper cables from Oracle Sun. These cables have
built-in SFP+ connectors:

Name Length Oracle Sun Part Number
TwinAx 1m im X2130-1M
TwinAx 3m 3m X2130-3M
TwinAx 5m 5m X2130-5M

Attaching a Storage Expansion Shelf to Oracle Database
Appliance

Review these topics to install and cable a storage expansion shelf for Oracle Database
Appliance.

Topics:
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* About Attaching and Cabling Storage Shelves
Review these options and best practices for adding storage shelves for Oracle
Database Appliance X3-2, X4-2 and X5-2.

* Installing and Cabling a Storage Expansion Shelf
Use this procedure to install and cable a storage expansion shelf for Oracle
Database Appliance

About Attaching and Cabling Storage Shelves

Review these options and best practices for adding storage shelves for Oracle
Database Appliance X3-2, X4-2 and X5-2.

Storage Shelf Options for Oracle Database Appliance X3-2, X4-2 and X5-2

Oracle Database Appliance models X3-2, X4-2, and X5-2 can be shipped with one or
two storage shelves. You can obtain the second shelf at a later time to double your
storage capacity.

If you originally deployed Oracle Database Appliance with one storage shelf, then you
can add a storage expansion shelf at any time without having to shut down your
databases or applications.

Best Practice Guidelines for Adding Storage Expansion Shelves

Oracle recommends that you add a storage expansion shelf when you have relatively
little activity on your databases. When the system discovers the new storage, Oracle
ASM automatically rebalances the disk groups. The rebalance operation may degrade
database performance until the operation completes.

Caution:

Review cabling instructions to ensure that you have carried out cabling
correctly. Incorrect connections can cause data loss when adding a storage
expansion shelf to Oracle Database Appliance with existing databases.

Do not attach cables to Ethernet ports in the I/O modules labeled "SERVICE
ONLY" when cabling the system. These ports are intended for use by service
engineers only.

Installing and Cabling a Storage Expansion Shelf

ORACLE

Use this procedure to install and cable a storage expansion shelf for Oracle Database
Appliance

1. Place the storage expansion shelf below your Oracle Database Appliance, if
possible, or else close enough to connect the provided cables.

The storage expansion shelf normally sits at the bottom of Oracle Database
Appliance, beneath the storage shelf. However, because racks should always be
provisioned from the bottom up, that space may be unavailable. In that case, to
avoid re-rack mounting the entire system, you can position the storage expansion
shelf above the server nodes, or in a different, but adjacent, rack.
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2. Install the extension storage shelf in exactly the same manner as the original

storage shelf.

3. Use the figures in this topic to assist you to cable the storage expansion shelf for

your Oracle Database Appliance model.

Caution:

Incorrect connections can cause data loss when adding a storage
expansion shelf to Oracle Database Appliance with existing databases.

4. Attach the supplied power cords. Refer to the section "Attaching Power Cords and
Initializing Components" to obtain information and see figures showing how to
attach power cords.

Figures Showing How to Cable a Storage Expansion Shelf

The following figure shows you how to insert the required cables into the storage
expansion shelf of Oracle Database Appliance. The cables for the two nodes and the
original storage shelf are included in the illustration for reference.

The cables are color-coded. Match the colors of the labels at the ends of each cable
with the colored line shown in the following illustration. Also match the cable colors to
the background colors of the socket identification labels.

You can also use the callouts in the diagrams and the callout table that follows the
diagrams to identify the cables and ports. Because all cables with the same
terminations are interchangeable, you can ignore the color coding.

# Note:

The back panel of each node contains three PCle generation 3 terminal
slots, with two sockets in each slot. The PCle slots are labeled X PCle3,
where X is the PCle slot number. Review the callout table that follows the
figures for more information.
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Figure 3-4 Cables for Storage Expansion Shelf on Oracle Database Appliance

X5-2

- Node 1

- Node 0

| Storage
Shelf

Storage
- Expansion
Shelf

The cables identified with callout numbers in the preceding figures are included with
each shipped Oracle Database Appliance storage expansion shelf. These cables are
all black, but have colored labels at each end that match the references to cable colors
in the text and the label colors on the back panels.

Table 3-3 Description of Callouts for Cabling Oracle Database Appliance
Storage Expansion Shelf

Callout Number

Description

7

10

Dark blue SAS cable:

*  From: Node 1, PCle slot 2, SASO

e To: Storage expansion shelf, top 1/O port 0
Light blue SAS cable:

«  From: Node 1, PCle slot 3, SAS1

e To: Storage expansion shelf, bottom 1/0O port O
Dark red SAS cable:

. From: Node 0, PCle slot 2, SAS1

e To: Storage expansion shelf, top I/O port 1
Light red SAS cable:

e From: Node 0, PCle slot 3, SASO

e To: Storage expansion shelf, bottom 1/0O port 1
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Caution:

Do not attach cables to Ethernet ports in the I/O modules labeled "SERVICE
ONLY" when cabling the system. These ports are intended for use by service
engineers only.

" See Also:
Attaching Power Cords and Initializing Components

To review information about installing optional components for Oracle
Database Appliance, see the section "Optional Component Installation" in
Chapter 4 of Oracle Database Appliance Owner’s Guide.

Attaching Peripheral Devices

Complete this task if you have direct access to Oracle Database Appliance and you
intend to use a locally connected monitor, keyboard and mouse.

Oracle Database Appliance is not equipped with human-computer interface devices,
such as a monitor or keyboard. If you want to log in locally, instead of through a
network, then you must attach interface devices.

Attach a monitor to the graphics card port, and attach a keyboard and a mouse to the
USB ports. Refer to the figure and table to identify the ports.

In the figure, callout 1 identifies the ports for the keyboard and mouse. Callout 2
identifies the monitor port.

Table 3-4 Peripheral Device Connections for Oracle Database Appliance

Callout Description

Number

1 USB ports for the keyboard and mouse
2 Graphics card port for the monitor
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Attaching Power Cords and Initializing Components

Attach power cords for Oracle Database Appliance.

Caution:

Before plugging in the power cords, ensure that the electrical outlets
providing the power are grounded.

If you use only a single AC circuit, then connect both power cords for each component
to that circuit. If you want to maintain N+1 power supply redundancy, then use two
separate AC circuits. Connect one power cord from each AC circuit into each
component.

For more information about cabling with the supplied Cable Management Arm, refer to
Oracle Database Appliance Owner’s Guide.

Powering On Oracle Database Appliance the First Time

ORACLE

Use this procedure to power on Oracle Database Appliance.

Before starting to power on the appliance, make sure that all of the required power
cables are attached to both Oracle Database Appliance nodes, and to all storage
shelves, if they are included with your appliance.

< Note:

After you connect power cords, the green SP OK light-emitting diode (LED)
lights blink for a few minutes, and then turn to steady ON. The cooling fans
also may turn on. However, these events do not indicate that the system is
started. You must complete all of the steps in this section to turn on the
appliance properly. Read through the entire section to understand the
sequence required for initial system startup.

1. Power on the storage shelves. If attached, switch each storage shelf storage
power supply On/Off switch to the On position.

Each storage shelf has two power switches on the rear panel. One switch is on the
right side, and one switch is on the left side. Turn on both power switches.

The storage disks begin to initialize, which can take several minutes.

2. Check the Green SP OK LEDs on the storage shelves and the server nodes to
see if they are fully initialized. When they are all fully initialized, push the recessed
power button on each node to turn it on.
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< Note:

The fully-initialized state is indicated by the green SP OK LEDs staying
steadily lit. If any of the green LED lights on the server nodes and on any
attached storage nodes are still blinking. then wait for them to complete
their initialization steps. Do not power on the server nodes (Node 0 and
Node 1) until the storage shelves are fully initialized.

Refer to the figures and to the following callout table to identify the power button
and the system initialization status indicator lights:

Table 3-5 Description of Callouts for Powering On Oracle Database

Appliance
|
Callout Function

1 SP OK LED light, located on the front panel of each node.

2 Recessed On/Off power button, which is located on the front panel

for each node (Node 0 and Node 1). Push this button only once.
Do not repeatedly push the power button.

3 Green Power OK LED for a node, located on the node's front
panel. These lights must be in the steady ON position (Green light
does not blink) before you log on to the system.

Figure 3-5 Front of Oracle Database Appliance Models X3-2, X4-2, and
X5-2: Power Panel

-
®
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Figure 3-6 Front of Oracle Database Appliance Version 1: Power Panel

e

? 9

3. Wait for Oracle Database Appliance to complete startup.

" Note:

Do not repeatedly push the power buttons. Startup can take several
minutes to complete.

Oracle Database Appliance is ready for use when the green Power OK LEDs
(callout 3) on the front of both system nodes remain steadily on.

4. For X5-2, X4-2, and X3-2 models of Oracle Database Appliance: To ensure that
the storage and interconnect is properly configured, log into the console as r oot
and run the following oakcl i val i dat e command:

[ opt/ oracl e/ oak/ bi n/ oakcli validate -c storagetopol ogy

Defining Your Public Network Interface Type

Understand how you can define the public network interface type before deploying the
appliance.

For Oracle Database Appliance X5-2 and X6-2 High-Availability non-InfiniBand
deployments, the system by default, configures the fiber cards as public network, and
copper cards as private network.

Optionally, before provisioning the appliance, if you want to switch the public network
to copper, then follow these steps:

1. Log into both nodes as r oot .

2. Configure the network.
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For bare metal deployments, run the command on both nodes:

# lopt/oracl e/ dcs/bin/odacli configure-network -publicNet copper

For Virtualized Platform deployments, run the command on both nodes:

# oakcli configure network -publicNet copper
For Oracle Database Appliance X4-2, the system by default, configures the copper

cards as public network, and fiber cards as private network.

Optionally, before provisioning the appliance, if you want to switch the public network
to fiber, then follow these steps:

1. Log into both nodes as root .
2. Configure the network.
For bare metal deployments, run the command on both nodes:

# lopt/oracl e/ dcs/bin/odacli configure-network -publicNet fiber

For Virtualized Platform deployments, run the command on both nodes:

# oakcli configure network -publicNet fiber

Configuring Oracle Integrated Lights Out Manager

Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

Oracle ILOM provides alternate ways to restart and troubleshoot Oracle Database
Appliance.

You must set up the following items first to configure Oracle ILOM:

* Aname and IP address

e A password to replace the default Oracle ILOM password

e Access to a management network, using an assigned netmask

e An Ethernet cable connected from the NET MGT port to the management network

In the default configuration, Dynamic Host Configuration Protocol (DHCP) is enabled
in Oracle ILOM and the DHCP server automatically assigns network settings. To
determine the IP address or host name assigned by the DHCP server, use the network
tools provided with the DHCP server.

If you do not use DHCP, then use the custom option in Oracle Database Appliance
Manager Configurator to assign IP addresses and host names to Oracle ILOM when
you deploy your database.
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< Note:

If you have not enabled DHCP, then you must complete Oracle Database
Appliance configuration to access Oracle ILOM.

To connect to the Oracle ILOM, use one of the following two methods:

1.

2.

Log in using a web interface by completing these steps:

a.

b.

Using a client system's browser, enter the IP address or host name assigned
by DHCP into the browser address field and press Enter.

At the login page, enter the default user name, r oot and the default password,
changene.

The Oracle ILOM web interface appears.

Log in using a command-line interface (CLI) by completing these steps:

a.

Using a client system, establish a secure shell (SSH) connection by entering
the following on the command line:

ssh -1 root sp_ip_address
where sp_i p_addr ess is the IP address assigned by DHCP.
Enter the default user name, r oot , and the default password, changene.

The Oracle ILOM CLI prompt appears.

Troubleshooting the ILOM Configuration

If the ILOM is not working, then ensure that the ILOM NIC is enabled and that i pv4 is
enabled.

You can configure the ILOM with the IPMI tool or through the BIOS. The following
describes how to use the IPMI tool:

1.

ORACLE

Open the IPMI tool.

# ipmtool -l open sunoemcli

Go to SP/ net wor k and verify that the port is enabled:

cd / SP/ net wor k

If the port is not enabled, then enable the port.

set state=enabl ed

In SP/ net wor k, verify that i pv4 is enabled.

If i pv6 is enabled, then disable i pv6 and enable i pv4

# ipnmitool -1 open sunoemcli "set /SP/network/ipvé state=disabled"
# ipnmitool -1 open sunoemcli "set /SP/network/ipv4 state=enabl ed"
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Provisioning Oracle Database Appliance
Baremetal System

Understand the process to configure Oracle Database Appliance baremetal system.

The Browser User Interface is the preferred method of deploying your bare metal
platform configuration. The Browser User Interface provides all of the fields necessary
to provision Oracle Database Appliance, including configuring the system, network,
database, and Oracle Auto Service Request (Oracle ASR). If you prefer to use the
command-line interface, you must create a JSON file to configure the deployment
options.

Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol
(IP) information assigned to a node, to enable provisioning of the Oracle Database
Appliance software.

Verifying Cabling and Network Connections
After powering on Oracle Database Appliance, verify that the network connections
are set up correctly.

Downloading Oracle Database Appliance Software
Download Oracle Database Appliance software and copy to a temporary location
before applying updates to your appliance.

Installing Oracle Database Appliance Software
Install Oracle Database Appliance software, before creating the appliance.

Creating the Appliance
Create the appliance using the Browser User Interface.

Plumbing the Network

Plumb the Oracle Database Appliance network with the public internet protocol (IP)
information assigned to a node, to enable provisioning of the Oracle Database
Appliance software.

ORACLE

1.

2.

Connect to Oracle ILOM remote console, then log into Oracle Database Appliance
as root .

Run the command confi gure-firstnet on both nodes.

# lopt/oracl e/ dcs/bin/odacli configure-firstnet

Using bonding public interface (yes/no) [yes]:

Select the Interface to configure the network on (btbondl) [btbondl]:
Configure DHCP on btbondl (yes/no) [no]:

INFG You have chosen Static configuration

Use VLAN on btbondl (yes/no) [no]:

Complete the network configuration as prompted and configure the public network
interface. Also provide the netmask and gateway IP address.
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You use this network connection to transfer the software to the server node.

Example 4-1 Example of a Bonded Configuration

For a bonded configuration, answer yes to using a bonding public interface and
configure the first network to use a bt bond1 interface without configuring DHCP.

# lopt/oracl e/ dcs/bin/odacli configure-firstnet

Select the Interface to configure the network on (btbondl btbond2
sfpbondl) [btbondl]:

Configure DHCP on btbondl (yes/no) [no]:

INFG You have chosen Static configuration

Use VLAN on btbondl (yes/no) [no]:

Enter the IP address to configure : 10.209.13.109

Enter the Netmask address to configure : 255.255.252.0

Enter the Gateway address to configure[10.209.12.1] :

INFG: Plunbing the I Ps now
INFO Restarting the network
Shutting down interface btbondl:
Shutting down interface bthbond2:
Shutting down interface p3pl: |
Shutting down interface p3p2: |
Shutting down interface sfpbondl: [ OK ]

Shutting down | oopback interface: [ OK ]

Bringing up |oopback interface: [ OK ]

Bringing up interface btbondl: Determining if ip address 10.209.13.109 is
already in use for device bthondl...

[ K]

Bringing up interface btbond2: [ OK ]

Bringing up interface sfpbondl: [ OK ]

[ K]
[ &]
K]
K]

Example 4-2 Example of a Non-Bonded Configuration

To create a non-bonded configuration and disable VLAN capabilities, answer no to
using a bonding public interface.

# lopt/oracl e/ dcs/bin/odacli configure-firstnet

Using bonding public interface (yes/no) [yes]: no

INFO. Breaking the bonding on btbondl

INFG. renmove bondi ng nodul e: rnmod bondi ng

INFO. renove slave setup in /etc/sysconfig/network-scripts/ifcfg-enR
INFOG. renove slave setup in /etc/sysconfig/network-scripts/ifcfg-enB
INFO. Restarting the network

Shutting down interface eml: [ OK ]

Shutting down | oopback interface:
Bringing up | oopback interface:
Bringing up interface enl: [ K
Bringing up interface en2: [ K
Bringing up interface en8: [ K
INFO. Restarting the DCS agent

i nitdcsagent stop/waiting

i nitdcsagent start/running, process 57629

Select the Interface to configure the network on (en2 enB) [en?]:
Configure DHCP on en? (yes/no) [no]:

INFO. You have chosen Static configuration

[ &]
[ &]
]
]
]
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Enter the IP address to configure : 10.31.102.101
Enter the Netmask address to configure : 255.255.240.0
Enter the Gateway address to configure[10.31.96.1] :
INFG. Plunbing the IPs now

INFO. Restarting the network
Shutting down interface enl: [ K
Shutting down interface en2: [ K
Shutting down interface enB: [ K
Shutting down | oopback interface: X ]

Bringing up |oopback interface: [ OK ]

Bringing up interface eml: [ OK ]

Bringing up interface en2: Determining if ip address 10.31.102.101 is
already in use for device ent...

[ K]

Bringing up interface en8: [ OK]

J
J
J
[

Example 4-3 Example of Configuring VLAN

# [opt/oracle/dcs/bin/odacli configure-firstnet

Usi ng bonding public interface (yes/no) [yes]:

Select the Interface to configure the network on (btbondl) [btbondl]:
Configure DHCP on btbondl (yes/no) [no]:

INFO You have chosen Static configuration

Use VLAN on bt bondl (yes/no) [no]:yes

Configure VLAN on btbondl, input VLAN ID [2 - 4094] 122
INFO. using network interface btbhondl. 122

Enter the I P address to configure : 192.0.2.24

Enter the Netnmask address to configure : 192.0.2.24
Enter the Gateway address to configure[192.0.2.24] :
INFO Restarting the network

Shutting down interface btbondl:

Shutting down interface ent:

Shutting down interface plpl:

Shutting down interface plp2:

Shutting down | oopback interface:

Bringing up | oopback interface:

Bringing up interface btbondl:

Deternining if ip address 192.0.2.24 is already in use for device
bt bondl. ..

RRAIRAXRXIKRKXR

[ X ]
Bringing up interface eml: [ &K ]
Bringing up interface plpl:
Deternining if ip address 192.0.2.24 is already in use for device
plpl... [ &K ]
Bringing up interface plp2:
Determining if ip address 192.0.2.24 is already in use for device plp2...
[ X ]
Bringing up interface bthondl. 122:
Deternining if ip address 192.0.2.24 is already in use for device
bt bond1. 122. ..
[ X
INFO. Restarting the DCS agent
i nitdcsagent stop/waiting
i nitdcsagent start/running, process 32104
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Verifying Cabling and Network Connections

After powering on Oracle Database Appliance, verify that the network connections are
set up correctly.

ORACLE

Run the validation scripts only on Oracle Database Appliance HA models.

1.

Log into the Oracle Database Appliance console and access the server node with
user name as r oot and password wel conel.

Run validation scripts on both nodes, to verify cabling. For example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology

I NFO : ODA Topol ogy Verification

INFO : Running on NodeO

INFO : Check hardware type

SUCCESS : Type of hardware found : X7-2

INFO : Check for Environnent(Bare Metal or Virtual Machine)
SUCCESS : Type of environment found : Bare Meta

INFO : Check nunber of Controllers

SUCCESS : Nunber of ahci controller found : 1

SUCCESS : Nunber of External SCSI controllers found : 2
INFO : Check for Controllers correct PCle slot address
SUCCESS : Internal RAID controller :

SUCCESS : External LSI SAS controller 0 : 3b:00.0
SUCCESS : External LSI SAS controller 1 : 5e:00.0

INFO : Check if JBOD powered on

SUCCESS : 2JBCOD : Powered-on

INFO : Check for correct nunber of EBODS(2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cabl e check for port 0 on controller 0
SUCCESS : Cabl e check for port 1 on controller 0
SUCCESS : Overall Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cabl e check for port 0 on controller 1
SUCCESS : Cabl e check for port 1 on controller 1
SUCCESS : COverall Cable check for controller 1

INFO : Check for overall status of cable validation on Node0
SUCCESS : Overall Cable Validation on Node0

SUCCESS : JBODO Nicknane set correctly

SUCCESS : JBODL Ni cknane set correctly

If there is a storage expansion shelf connected to the appliance, then power it on.
Run the st or aget opol ogy command on both nodes to make sure the cabling is
correct. For example:

# /opt/oracle/dcs/bin/odacli validate-storagetopology

INFO : ODA Topol ogy Verification

INFO : Running on NodeO

INFO : Check hardware type

SUCCESS : Type of hardware found : X7-2

INFO : Check for Environnent(Bare Metal or Virtual Machine)
SUCCESS : Type of environment found : Bare Metal
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INFO : Check nunber of Controllers

SUCCESS : Number of ahci controller found : 1

SUCCESS : Number of External SCSI controllers found : 2
INFO : Check for Controllers correct PCle slot address
SUCCESS : Internal RAID controller

SUCCESS : External LSI SAS controller 0 : 3b:00.0
SUCCESS : External LSI SAS controller 1 : 5e:00.0
INFO : Check if JBOD powered on

SUCCESS : 2JBOD : Powered-on

INFO : Check for correct nunmber of EBODS(2 or 4)
SUCCESS : EBOD found : 4

INFO : Check for External Controller 0

SUCCESS : Cable check for port 0 on controller 0
SUCCESS : Cable check for port 1 on controller 0
SUCCESS : Overal |l Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Cable check for port 0 on controller 1
SUCCESS : Cable check for port 1 on controller 1
SUCCESS : Overal |l Cable check for controller 1

INFO : Check for overall status of cable validation on NodeO
SUCCESS : Overal |l Cable Validation on Node0

SUCCESS : JBODO Ni ckname set correctly

SUCCESS : JBOD1 Nickname set correctly

Verify the interconnect network:

# ethtool plpl

Settings for plpl

Supported ports: [ FIBRE ]

Supported Iink mdes: 1000baseT/ Ful

Supported pause frame use: Symetric Receive-only
Supports auto-negotiation: Yes

Advertised |ink nodes: 1000baseT/ Ful
10000baseT/ Ful

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 25000My/ s <<<<<<<<<L<<L<<<<<<<<<< check speed
Dupl ex: Ful

Port: Direct Attach Copper

PHYAD: 1

Transceiver: interna

Aut 0-negotiation: on

Current nessage |evel: 0x00000000 (0)

Link detected: yes

# ethtool plp2

Settings for plp2

Supported ports: [ FIBRE ]

Supported Iink mdes: 1000baseT/ Ful

Supported pause frame use: Symetric Receive-only
Supports auto-negotiation: Yes

Advertised |ink nodes: 1000baseT/ Ful
10000baseT/ Ful

Advertised pause frame use: No

Advertised auto-negotiation: Yes

Speed: 25000My/ s <<<<<<<<<L<<L<<<<<<<<<< check speed
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Dupl ex: Full

Port: Direct Attach Copper

PHYAD: 1

Transcei ver: internal

Aut o-negotiation: on

Current nessage |evel: 0x00000000 (0)
Link detected: yes

Downloading Oracle Database Appliance Software

Download Oracle Database Appliance software and copy to a temporary location
before applying updates to your appliance.

ORACLE

1.

Download the software files from My Oracle Support to a temporary location on an
external client. Refer to the release notes for details about the software for the
latest release.

For example, download the Oracle Database Appliance Gl Clone for ODACLI/DCS
stack (patch 27604593) and Oracle Database Appliance RDBMS Clone for
ODACLI/DCS stack (patch 27604558) for 18.8:

p27604593_188000_Li nux- x86- 64. zi p
p27604558_188000_Li nux- x86- 64. zi p

Unzip the software — it contains README.html and one or more zip files for the
patch.

unzip p27604593_188000_Li nux-x86- 64. zi p
unzip p27604558 188000 _Li nux-x86- 64. zi p

The Gl and RDBMS Clone files for release 18.8 are extracted.

191226-G - 18

odacl i -dcs-18. .
191226- DB- 18.

odacl i -dcs-18.

z

ip
zip

8.0.0.0- 8.0.0.
8.0.0.0- 8.0.0.

Copy the software files from the external client to Oracle Database Appliance. Use
the scp or sft p protocol to copy the bundle.

Example using scp command:

scp software file root @da_host:/tnp

Example using sft p command:

sftp root @da_host

Enter the r oot password, and then copy the file.

put software file

4-6



Chapter 4
Installing Oracle Database Appliance Software
For example, for release 18.8:

191226-G -1
191226- DB- 1

put odacli-dcs-18.
put odacli-dcs-18.

z

ip
zip

8.0.0.0- 8.8.0.0.
8.0.0.0- 8.8.0.0.

The Gl and RDBMS Clone files are copied to the temporary location on the appliance.

You can update the repository, and create the appliance, as explained in the next
topic.

Installing Oracle Database Appliance Software

Install Oracle Database Appliance software, before creating the appliance.

Ensure that the Oracle Database Appliance patches are downloaded and available for
updating the repository, as described in the topic Downloading Oracle Database
Appliance Software.

1. Verify the current system version by running the following command on both
nodes:

[root @dal opt]# /opt/oraclel/dcs/bin/odacli describe-conponent -v

On a single-node Oracle Database Appliance system, run the command odacl i
descri be- conmponent without the - v option.

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-conponent

2. Update the repository with Oracle Grid Infrastructure and Database software.

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
G _clone_file,/tnp/DB clone_file

For example, for release 18.8:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacl i -dcs-18. 8. 0.0.0-191226- DB- 18. 8. 0. 0. zi p, / t np/ odacl i -
dcs-18.8.0.0.0-191226-3-18.8.0.0. zip

3. Confirm that the repository update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

4. Delete the software zip files from the temporary location on the appliance to save
space:

[root @dal opt]# rmsoftware file
rm remove regular file software file? y

You have now updated the repository with the Oracle Database Appliance software,
and can create your appliance, as described in the next topic.

ORACLE 4.7



Chapter 4
Creating the Appliance

Creating the Appliance

Create the appliance using the Browser User Interface.

ORACLE

Ensure that ports 7070 and 7093 on the network between Oracle Database Appliance
and the client machine, are open.

1. Navigate to the Browser User Interface. You are prompted to set the password for
the oda- admi n user.

https:// ODA- host -i p-address: 7093/ ngnt /i ndex. ht m

2. Log into the Browser User Interface with the new password.

When you launch the Browser User Interface on an unconfigured appliance, the
Appliance page notifies you that the appliance is not configured and provides a
link to the pages needed to configure and create the appliance.

" Note:

If you face any issues when logging into the Oracle Database Appliance
Browser User Interface, then see the topic Errors When Logging into the
Browser User Interface in the chapter Troubleshooting Oracle Database
Appliance.

3. Click Create Appliance.

In the Create Appliance page, if you want to create the appliance from a saved
configuration, click Browse, and select the JSON file. The information from the
saved configuration file is loaded. You can retain or edit the fields. Otherwise,

manually, provide the values to create the appliance.

5. Inthe System Information section, specify the values as follows.

a.

Host Name: Enter the host name.

The host name can contain alphanumeric characters and dashes (-), but
cannot start with a number or dash (-) or end with dash (-). Do not exceed 30
characters.

Domain Name: Enter the domain name.

Region: Select the region of the world where the Oracle Database Appliance
is located.

Time Zone: Select the time zone where the Oracle Database Appliance is
located.

(Optional) DNS Servers: Enter addresses for one or more DNS servers.
(Optional) NTP Servers: Enter addresses for one or more NTP servers.

Diskgroup Redundancy: If there are up to two disk groups, then you can
select the disk group redundancy as Normal or Flex. A quorum disk must
exist, if you want to select Flex redundancy. If there are more than two disk
groups, then you can select the redundancy as Normal, High, or Flex. Select
Normal, High, or Flex, as per your deployment requirement.
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The Flex parameter defines the disk group redundancy. For Oracle ASM
storage, when you select Flex as the disk group redundancy, you can set the
database redundancy to either Mirror or High. You can set the disk group
redundancy only during appliance creation. The database redundancy can be
set anytime you create the database.

The redundancy level is for DATA, RECO, and FLASH. If you select High
redundancy, then DATA, RECO, and FLASH are all High redundancy.

If the system has less than five (5) NVMe storage devices, then redundancy is
automatically set to Normal.

If the system has more than three (3) NVMe storage devices, then you can
choose the Flex redundancy option.

Note: For Oracle Database Appliance hardware models other than X8-2, the
redundancy level for REDO can be set to Flex, but the file groups created in
REDO are all High redundancy.

Data Storage Percentage: Enter a whole number between 10 and 90 to
define the percentage of storage reserved for DATA, the remainder is
reserved for RECO. For example, if you enter 80, then 80% of the storage for
DATA and 20% for RECO.

System Password and Confirm Password: Enter the system password in
both fields.

The system password is the password set for UNIX and r oot users. The
password must begin with an alpha character and cannot contain quotation
marks. Do not exceed 30 characters.

In the Network Information section, configure the primary client access network,
virtual networks, and an Oracle Integrated Lights Out Manager (ILOM) network.
You are only required to configure the client access network. The ILOM
configuration is optional if you already configured the ILOM for the appliance and
you do not need to make changes.

Specify the following, depending on whether it is a single-node or multi-node
Oracle Database Appliance deployment:

a.

Client Access Network Host Name: For NodeO, enter the host name for the
primary client access network.

Client Access Network IP Address: For NodeO, enter the IP address for the
primary client access network.

VIP Name for NodeO: Enter the name of the virtual IP network for NodeO.

VIP IP Address for NodeO: Enter the virtual IP address that resides on NodeO
and is shared between the nodes.

VIP Name for Nodel: Enter the name of the virtual IP network for NodeO.

VIP IP Address for Nodel: Enter the virtual IP address that resides on Nodel
and is shared between the nodes.

(Optional) ILOM Host Name: Enter the name of the Oracle ILOM host for
NodeO and Nodel.

(Optional) ILOM Network IP Address: Enter the IP address for the ILOM for
NodeO and Nodel.

(Optional) ILOM Network Subnet Mask: Enter the subnet mask address for
the ILOM.
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(Optional) ILOM Network Gateway: Enter the gateway address for the ILOM.

Client Access Network Subnet Mask: Enter the subnet mask address for the
primary client access network.

Client Access Network Gateway: Enter the gateway address for the primary
client access network.

Client Access Network Interface: Enter the interface for the primary client
access network.

Determine how you want to configure your users and groups and whether or not
you want to allow operating system role separation:

Two users with six groups: Customize Users and Groups, select No. Allow OS
Role Separation, select Yes. This is the default configuration.

Two customized users with six customized groups: Customize Users and
Groups, select Yes. Allow OS Role Separation, select Yes.

Single user with two groups: Customize Users and Groups, select No. Allow
OS Role Separation, select No

Single user with six groups: Customize Users and Groups, select Yes. Allow
OS Role Separation, select No. SAP deployments use this configuration.

Do you want to create an initial database? Select Yes and go to Step 9 or select
No and go to Step 10.

Enter the following information to configure an initial database:

a.

DB Name: Enter a name for the database.

The name must contain alphanumeric characters and cannot exceed 8
characters.

(Optional) DB Unique Name: Enter a globally uniqgue name for the database.

Databases with the same DB Name within the same domain (for example,
copies of a database created for reporting or a physical standby) must have a
different DB Unique Name that is unique within the enterprise. The name must
contain alphanumeric, underscore (_), dollar ($), and pound (#) characters, but
must begin with an alphabetic character. No other special characters are
permitted in a database name. The uniqgue name cannot exceed 30
characters.

DB Version: Select a database bundle patch number.

CDB: Select Yes or No to specify whether or not you want a Container
Database (CDB).

PDB Name: Enter a name for the pluggable database (PDB).

The name must begin with an alphanumeric character. The following
characters are valid: alphanumeric characters, and underscore ().

PDB Admin User: Enter an Admin user name for the pluggable database
(PDB).

Database Edition: Select the Oracle Database edition, either Standard
Edition and Enterprise Edition. Your license determines which database
edition you are eligible to create in the appliance.

Password: Provide a password for the database.
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Deployment: Select a deployment type from the list. The options are RAC,
RAC-One, or Sl (single instance database). If you select a single instance
database, then select the node for the S| database deployment.

If you select a single instance database, then you have the option to create
the database on either NodeO or Nodel. The default is NodeO.

Shape: Select a database shape from the list.

In the Database Class field, select a database class from the drop-down list. If
an option is not available in the list, it is not supported for the database edition
on the Oracle Database Appliance or the version that you selected. The
default is OLTP.

In the Storage field, select ACFS or ASM from the drop-down list. The default
is Oracle ASM.

Only Oracle 18c, 12.2, and 12.1 databases can use Oracle ASM storage.
Oracle Database 11.2 is only supported on Oracle ACFS.

If you select the storage as ASM, and the Database Version is 12.2 or later,
and you specified the disk group redundancy as Flex, then you can select the
Database Redundancy value as Mirror or High.

You can choose Oracle ACFS storage for all database versions, but if you
select Oracle ACFS storage, then you cannot specify the database
redundancy. If your disk group redundancy is Flex, and you choose Oracle
ACFS storage for the database, then the database redundancy is set to Mirror.

Data Files on Flash Storage: Select Yes or No.
This option is only available if the HA system has HDD storage drives.
Configure EM Express: Select Yes or No.

Select Yes to configure the Oracle Enterprise Manager Database Express
(EM Express) console for Oracle Database 12.2.1.0 or 12.1.0.2 or the
Database Control Console for Oracle Database 11.2.0.4. Selecting Yes
enables you to use the console to manage the database.

Character set: Select a character set.
National Characterset: Select a national characterset.
Language: Select the database language.

Territory: Select a territory or location from the list.

(Optional) Configure and enable Oracle ASR on the ASR page.

You can configure and enable Oracle Auto Service Request (Oracle ASR) now or
later:

To not enable Oracle ASR during deployment, select No and click Submit.
After deployment, you can configure an internal Oracle ASR or register with an
external Oracle ASR Manager from either the Browser User Interface or
command-line interface.

— Internal Oracle ASR: choose to configure Oracle ASR Manager on Oracle
Database Appliance or use Oracle ASR Manager configured on another
server in the same network as your appliance.

— External Oracle ASR: If you already have Oracle ASR Manager configured
elsewhere, you can register Oracle Database Appliance with your existing
Oracle ASR Manager.

4-11



ORACLE

11.

12.

Chapter 4
Creating the Appliance

* To enable Oracle ASR, select Yes and complete the fields:

a. ASR User Name: Enter the e-mail address associated with the My Oracle
Support account under which the server is registered.

b. Password: Enter the password associated with the My Oracle Support
account under which the server is registered.

c. SNMP Version: Select V2 or V3. V3 is the default and recommended version.
d. HTTP Proxy used for Upload to ASR: Select Yes or No.

e. Proxy Server Name: If you are using a proxy for upload, enter the proxy
server name.

f. Proxy Port: If you are using a proxy for upload, enter the proxy port.

g. (Optional) HTTP Proxy Requires Authentication: If you are using a proxy
for upload, select Yes if you require authentication. If you do not require
authentication, select No.

h. Proxy User Name: If you are using a proxy for upload, enter the proxy user
name.

i. (Optional) Proxy Password: If you are using a proxy for upload and require
authentication, enter the proxy password.

Click Submit. When prompted, click Yes to confirm that you want to start the job
to deploy the appliance.

Verify that the appliance is deployed. Run the odacl i descri be-appliance
command. For multi-node deployments, run the command on both nodes. For
example:

[root@odal opt]# /opt/oracle/dcs/bin/odacli describe-appliance
Appliance Information

I D: 618df a94- 35f f - 4f 81- 8aab- e93810bc2c45

Platform Odav6

Data Di sk Count: 48

CPU Core Count: 36

Created: July 24, 2018 1:55:57 PM MDT

System I nformation

Name: odax7-2ha

Domai n Nane: exanpl e.com

Time Zone: Anmerical Denver

DB Edition: EE

DNS Servers: 192.1.1.11
NTP Servers: 192.1.1.3 1
Di sk Goup Information

92.1.1.
92.1.1.

Data Hi gh 80
Reco High 20
Redo Hi gh 100
Fl ash Hi gh 100
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The job to create the appliance takes time to complete. To monitor the job progress,
click the Activity tab. Click the job number to view the tasks.

After deployment, the r oot and database users SYS, SYSTEM and PDBADM N are set to
the system password. The oracl e and gri d passwords are set to the default
password. Change these passwords to comply with your user security protocols.
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Provisioning an Oracle Database
Appliance Virtualized Platform

Oracle Database Appliance provides you with the option to reimage the system and
configure the appliance as a virtualized platform.

# Note:

You can provision Standard Edition and Standard Edition 2 Oracle Real
Application Cluster (Oracle RAC) databases, but you must use Oracle VM
virtualization on a virtualized platform on Oracle Database Appliance and
follow the single socket per server licensing restriction. The single socket
restriction means that you can use a maximum of 18 cores per server, in
multiples of two. You can use the remaining cores for applications.

*  Determining if the System is Configured with a Virtualized OS Image
Before deploying a Virtualized Platform on Oracle Database Appliance, determine
if the system has the Virtualized OS 1SO image.

e Setting Up the Virtualized Platform
Set up the donD virtualized operating system on both nodes and configure the
initial public network.

* Installing Virtualized Platform Software and Deploying the Appliance
Deploy the ODA_BASE domain for a virtualized platform and then deploy the
appliance.

* Creating a Configuration File for a Virtualized Platform
If you want to use the Configurator to create a virtualized platform configuration file
before your Oracle Database Appliance system is delivered, then review these
topics.

Determining if the System is Configured with a Virtualized
OS Image

Before deploying a Virtualized Platform on Oracle Database Appliance, determine if
the system has the Virtualized OS ISO image.

Oracle Database Appliance ships from the factory with a bare metal ISO image
installed. To use the virtualization features, you must reimage the system with the
Virtualized OS ISO image.

A bare metal system uses the odacl i and odaadntli commands. A virtualized system
uses the oakcli commands.

Perform the following steps to determine if you need to re-image Oracle Database
Appliance and install the Virtualization Platform ISO image:

1. Loginasroot.
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To verify that a system is a virtualized platform, enter the command oakcl i show
env_hw. For example:

# oakcli show env_hw
VM ODA _BASE CDA X7-2-HA

The system is configured as a virtualized system when the command is valid and
returns output that is prefixed with the string VM-ODA_BASE. For example, the
output of the command shows that the platform is configured with a virtual
machine environment (VM-ODA_BASE) and identifies the hardware platform.

If the system is configured as a bare metal platform, then the command oakcl i
show env_hwis invalid.

Setting Up the Virtualized Platform

Set up the donD virtualized operating system on both nodes and configure the initial
public network.

ORACLE

You must provision the virtualized operating system image on both nodes, either at the
same time, or one after another.

1.

Download the Oracle Database Appliance 18.8 Virtualized OS 1SO Image.
a. From an external client machine, log on to My Oracle Support.

b. Locate the patch for the Oracle Database Appliance Virtualized OS 1SO
Image. Refer to the Oracle Database Appliance Release Notes for the patch
number.

c. Select the patch version for release 18.8.

d. Click Download to download the zip file onto your external client. Unzip the
zip file onto external client to get the 1ISO image.

Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on
NodeO as root.

The Summary home page appears.
Launch the Remote Console.
a. Expand Remote Control in the left navigation.
b. Click the Redirection tab.
c. Click Launch Remote Console.
The state of the system determines what appears on the Console page.
Add the Virtualized OS I1SO Image.
a. Click the Devices tab, then select CD-ROM.
A file browser on the local client opens.

b. Browse to the Oracle Database Appliance Virtualized OS ISO Image, highlight
the image, then click Open.

Configure the CD-ROM as the next boot device.
a. Expand Host Management in the left menu of the ILOM Remote Console tab.

b. Click Host Control.
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c. Select CDROM from the Next Boot Device menu, then click Save.

Power cycle the system.

a. Click Power Control in the Host Management menu.

b. Select Power Cycle.

When the node comes back after the power cycle, reimaging starts automatically.

It can take a couple of hours to reimage. The Running Post-Install scripts page is a
static page and might give the impression that the reimaging process is not
progressing. The post-install process during reimaging will wait until the
synchronization between the partitions of the two mirrored local hard disks is
complete, which can take 15 to 20 minutes to complete.

To check the progress of resynchronization, press the ALT-F2 key combination to
open a second console and enter the following command:

# cat /proc/ndstat

When the resynchronization is complete, reimaging is completed and the machine
restarts.

Repeat Steps 1 through 6 for Nodel.

Reimaging is node-specific. You must reimage both nodes. You can reimage both
nodes at the same time.

Verify that the host name in the Console is oakl for NodeO and oak2 for Nodel.

If the host name is something other than oakl or oak2, then reboot the node. You
might need to reboot more than once.

Once the image is completed on both nodes, you will see the screen with oak1 for
NodeO (scO0).

Note: Ensure that you provide the node numbers for both nodes during the reboot.
Specify node number 0 for the first node and node number 1 for the second node.

Use the command oakcl i configure firstnet toconfigure alocal or
gl obal network. For local network, run the command on both nodes. For global
network, run the command on any one node.

The global configuration sets the initial public network for both the nodes on
Oracle Database Appliance, enabling you to download the deployment software
onto the appliance.

# oakcli configure firstnet

Configure the network for the node(s)(local, global) [global]:

The network configuration for both nodes:

Donai n Nane: exanpl e.com

DNS Server(s): Primary Dns Server: 192.0.2.18
Secondary Dns Server: 192.0.2.19
Tertiary Dns Server:

Node Name Host Nane

0 nodel

1 node2

Choose the network interface to configure (netl, net2) [netl]:

Configure DHCP on netl (yes/no) [no]:

INFG: You have chosen static configuration on netl

Enter the IP address for netl on Node 0: 192.0.2.18
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Enter the IP address for netl on Node 1. 192.0.2.19

Net mask for netl: 255.255.252.0

Gateway Address for netl [192.0.2.18]:

INFO: Plunbing the IPs now on Node O ...

INFO. Restarting the network now on Node O ...

Determining if ip address 192.0.2.18 is already in use for device
netl...

INFO. Plunbing the IPs now on Node 1 ...
INFO. Restarting the network now on Node 1 ...

10. Check the IP addresses to the nodes with the command oakcl i show
firstnet.Forexample:

# oakcli show firstnet

Node: 0

Host Name: host nanel

Donai n Nane: exanpl e.com

Net work Boot Proto | P Address Subnet Gateway

Node: 1

Host Name: hostnane2

Donai n Nane: exanpl e.com

Net work Boot Proto | P Address Subnet Gateway

DNS Address: 192.0.2.18,192.0.2.19

Installing Virtualized Platform Software and Deploying the
Appliance

Deploy the ODA_BASE domain for a virtualized platform and then deploy the
appliance.

1. Download and copy the template files to the / OVS directory on donD (Node 0).

a. From an external client machine, log on to My Oracle Support and download
the Oracle Database Appliance VM Template.

b. Select the latest version from the menu.

c. Click Download for each of the zip files to download the current Oracle
Database Appliance template onto your external client.

2. Copy the template files to the / OVS directory on Node 0 (oak1-domO).

ORACLE 17



ORACLE

3.

Installing Virtualized Platform Software and Deploying the Appliance

a. Use either a Secure Copy (scp) command or a USB storage device to copy

the ODA_BASE template from the external client to donD on Node 0. Use
the / OVS directory on Node 0 (test0-domO) as the target location.

" Note:

If you use a USB drive to transfer the file, then format it first as
FAT32, ext 3, or ext 4. NTFS file formats are not supported.

b. Log into donD as root on Node 0O of Oracle Database Appliance. Remain
logged in to donD while you complete the remaining steps in this task.

c. From the / OVS directory, use the unzi p command to extract the zip files.

unzip pl6186172_1
unzip pl6186172_1
unzip pl6186172_1
unzip pl6186172_1

.8.0.0.0_Linux-x86-64_1of 4. zip
.8.0.0.0_Linux-x86-64_20f4. zip
.8.0.0.0_Linux-x86-64_30f4.zip
.8.0.0.0_Linux-x86-64_4of 4. zip

o O O

When extracted, you will have the following files: oda_base_18. 8. 0. 0. 0. gz01,
oda_base 18.8.0.0.0.gz02, oda_base_18.8.0.0.0. gz03, and
oda_base_18.8.0.0. 0. gz04.

d. Use the cat command to concatenate the files into a single file.

The file name is determined by the version. Ensure that you use the correct
file name from the download. Do not change the file name.

cat oda_base 18.8.0.0.0.9z01 oda_base 18.8.0.0.0.gz02
oda_base_18.8.0.0.0.9z03 oda_base_18.8.0.0.0.gz04 >
oda_base 18.8.0.0.0.tar.gz

Make a note of the file name and location. You need to specify the following in
the next step: / OVS/ oda_base_18.8.0.0.0.tar. gz

(Optional) Define the virtual local area network (VLAN) and deploy ODA BASE
from the / opt / or acl e/ oak/ bi n/ directory. When prompted, enter the absolute
path and file name for the template file that you created in the previous step, core
licensing, and the base domain memory allocation.

The depl oy oda_base option automatically deploys ODA_BASE on both nodes.

Values, such as the number of available CPU cores and default memory, differ
between Oracle Database Appliance Virtualized Platform hardware platforms. The
following excerpt is an example that creates a VLAN named v1200 with a vlanID of
200 using the bondo0 interface. The example defines 20 CPU cores, which means
that 20 CPU cores are licensed on each node for a total of 40 CPU cores, and
uses the default memory.

# [opt/oracl e/ oak/ bin/ oakcli create vian vl 200 -vlanid 200 -if bondO
Created vlan vl 200

# [opt/oracl e/ oak/ bi n/ oakcli depl oy oda_base
Enter the tenplate |ocation: /OVS/ oda_base_18.8.tar.gz
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Core Licensing Options:

1. 2 CPU Cores
4 CPU Cores
6 CPU Cores
8 CPU Cores
10 CPU Cores
12 CPU Cores
14 CPU Cores
16 CPU Cores

9. 18 CPU Cores
10. 20 CPU Cores
11. 22 CPU Cores
12. 24 CPU Cores
<continued ...>

Selection[1 .. 37] (default 74 CPU Cores): 10
INFO. Using the 20 cores

DA base domain nmenmory in GB(min 16, max 244)[default 244]: 244

INFO Using default menory size i.e. 244 GB
Addi tional vlan networks to be assigned to oda_base ? (y/n) [n]:
I NFQ. Depl oynment in non |ocal node
INFO. Verifying active cores on |ocal node
INFO Verified active cores on |ocal node
INFO. Verifying active cores on renote node
NFO Verified active cores on renote node
INFO Running the conmand to copy the tenplate /QVS/
oda_base_18.8.tar.gz to rempte node 1

NG~ WN

oda_base_18.8.tar.gz 100% 7475MB 62. 8MB/s  01:59

INFO. Spawned the process 17728 in the depl oyment node 0

INFO. Spawned the process 17729 in the node 1

INFO. Validating LSI HBA PCl Cards on node 0

INFO. Validating LSI HBA PCl Cards on node 0

INFO. Validating LSI HBA PCl Cards on node 1

INFO. Validating LSI HBA PCl Cards on node 1

INFO. Depl oynment in |ocal mode

INFO. Depl oynment in |ocal mode

t enpl at eBui | d-2017- 02- 14- 23- 51/ swap. i ng

t enpl at eBui | d-2017- 02- 14- 23- 51/ swap. i ng

t enpl at eBui | d-2017- 02- 14- 23- 51/ System i g

t enpl at eBui | d-2017- 02- 14- 23- 51/ System i ng

t enpl at eBui | d-2017- 02- 14- 23-51/ u01. i ng

t enpl at eBui | d-2017- 02- 14- 23-51/ u01. i ng

INFO Extracted the imge files on node 1

INFO. The VWM Configuration data is witten to /OVS/ Repositories/
odabaseRepo/ Vi rt ual Machi nes/ oakDonl/vmcfg file

INFG: Running /sbin/losetup /dev/loop0 / OVS/ Repositories/ odabaseRepo/
Vi rtual Machi nes/ oakDoml/ System ing command to mount the image file
INFO Mount is successfully conpleted on /dev/loop0

INFO Extracted the imge files on node 0

INFO Validated donD and odabase version

INFO. Making change to the /OVS/ Repositories/odabaseRepo/

Vi rt ual Machi nes/ oakDonl

[t nprmt / boot / gr ub/ grub. conf file

INFO. Assigning IP to the second node...

INFO. The VWM Configuration data is witten to /OVS/ Repositories/
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odabaseRepo/ Vi rt ual Machi nes/ oakDonl/vmcfg file

INFG: Running /sbin/losetup /dev/loop0 / OVS/ Repositories/odabaseRepo/
Vi rtual Machi nes/ oakDoml/ System ing command to mount the image file
INFO. Mount is successfully conpleted on /dev/loop0

INFO Created oda base pool

INFO Validated donD and odabase version

INFG. Making change to the /OVS/ Repositories/odabaseRepo/

Vi rt ual Machi nes/ oak Doml

[t nprmt / boot / gr ub/ grub. conf file

INFO. Assigning IP to the first node...

INFO Created oda base pool

INFO. Starting ODA Base...

INFO. Starting ODA Base...

Using config file "/ OVS/ Repositories/odabaseRepo/ Virtual Machi nes/
oakDont/vm cf g"

Started domai n oakDoml (id=1)

INFO Storing the odabase configuration information

Using config file "/ OVS/ Repositories/odabaseRepo/ Virtual Machi nes/
oakDont/vm cf g"
Started domai n oakDoml (id=1)

INFO Storing the odabase configuration information

#

The ODA_BASE setup is complete.

Verify that your deployment of ODA_BASE is valid and that ODA_BASE is
configured.

Run the command xm | i st to confirm that ODA_BASE is configured. When
properly deployed, oakDonll appears in the output with your configured
memory and vcpus.

# xmlist

Nane

State Tinme(s)
Domai n- 0

[----- 482672. 4
oakDonl

b---- 132134.6

ID Mem VCPUs
0 4096 40
2 32768 4 -

Run the command oakcl i show oda_base

# [opt/oracl e/ oak/ bi n/ oakcl i show oda_base

CDA base
CDA base
CDA base
CDA base
CDA base
CDA base

domai n
CPU cores

12

domai n nemory : 32

templ ate
vl ans

./ VSl oda_base 18.8.tar.gz
o[ "privl, "netl']

current status :Running
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5. (Optional) After deployment of oda_base, if you want to change CPU or memory of
ODA_BASE, run oakcl i configure oda_base:

# oakcli configure oda_base
Core Licensing Options:
1. 2 CPU Cores
4 CPU Cores
6 CPU Cores
8 CPU Cores
10 CPU Cores
12 CPU Cores
14 CPU Cores
. 16 CPU Cores
Current CPU Cores :10
Selection[1 .. 8](default 16 CPU Cores) : 5
CDA base domain nmemory in GB(min 16, max 244)(Current Menory
160Q) [defaul t 160] : 100
Addi tional vlan networks to be assigned to oda_base ? (y/n) [n]: n
VI an network to be renmoved fromoda_base ? (y/n) [n]: n

N~ WN

To ensure your changes are reflected in the system, run the oakcl i restart
oda_base command.

6. Connectto ODA_BASE using vncviewer or vncsession using the donD host name
and port 5900 (test0-dom0:5900).

7. Usethe oakcli configure firstnet toconfigure an initial public network on
the first node (Node 0) to complete the ODA_BASE deployment.

a. sshto 192.168.16.27 from test0O-domO
b. Loginasroot user.

c. Runthe command oakcli configure firstnet fromthe/opt/
oracl e/ oak/ oakcl i directory. Enter the ODA_BASE (Node 0) network
information.

The command uses an interactive script and prompts you for the information
needed to configure the network. Enter values based on your environment
requirements.

When prompted to configure the network nodes, select the | ocal option that
configures the network on the logged-on node.

Configure net 1 as the network interface.

# /opt/oracle/oak/bin/oakcli configure firstnet

Select the Interface to configure the network on (ethl eth2) [ethl]:
Configure DHCP on ethl (yes/no) [no]:

INFG You have chosen Static configuration

Enter the IP address to configure : ip_odabase node

Enter the Netmask address to configure : ip_netmask

Enter the Gateway address to configure : ip_gateway

The IP address is plumbed and the network is restarted on the local node.
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Check the firmware versions on both nodes with the following command:
[root@est0 ~]# oakcli show version -detail

If all the component versions are not either up-to-date or at a higher version, then
unpack the patch bundle on both nodes.

[root @est0 tnp]# oakcli unpack -package patch_nunber

Use the oakcl i updat e command to update the server components such as
disks, ILOM, BIOS, and firmware.

[root@test0 tmp]# oakcli update -patch rel ease_nunber --server
INFO DB, ASM Custerware may be stopped during the patch if required
INFG. Both Nodes may get rebooted automatically during the patch if
required

Do you want to continue: [YYN?: vy

INFO User has confirmed for the reboot

INFG. Patch bundle nust be unpacked on the second Node al so before
appl ying the patch

Did you unpack the patch bundle on the second Node? : [YINJ? : vy
INFG Al the VM except the oda _base will be shutdown forcefully if
needed

Do you want to continue : [YYN?: vy

INFO Running pre-install scripts

INFO Running prepatching on node 0

INFO Running prepatching on node 1

oakcli update -patch rel ease_nunber --storage

[root@test0 ~]# oakcli update -patch rel ease nunber --storage
WARNING QAKD is not running in foreground node.

INFO. Cannot deternine if VMs or shared repos are running.

INFO. Patching may not shutdown all VMs/repos before patching

Do you want to continue: [YYN?: vy

INFO Proceeding with patching...

INFO. DB, ASM Custerware may be stopped during the patch if required
INFO. Both Nodes may get rebooted automatically during the patch if
required

Do you want to continue: [YYN?: vy

INFO User has confirmed for the reboot

Pl ease enter the 'root' password :

Pl ease re-enter the 'root' password:

INFO Setting up the SSH

............ Conpl et ed

INFO Running pre-install scripts

............ Conpl et ed

INFO Running prepatching on node 0

INFO Running prepatching on node 1

INFO Conpleted pre-install scripts

INFO. Shared Storage conponents need to be patched

I NFO. Patching storage on node 192.168. 16. 28

22



Installing Virtualized Platform Software and Deploying the Appliance

11. After the firmware patching is completed, confirm that all appropriate components
are updated

# oakcli show version -detail

12. Deploy the Oracle Grid Infrastructure and Oracle Database software on the
appliance.

® Start the X server, and navigate to the / opt/ or acl e/ oak/ bi n directory and
execute the command oakcl i depl oy to start the Oracle Database
Appliance Manager Configurator.

# startx

# | opt/oracl e/ oak/ bi n/ oakcli depl oy

The Oracle Appliance Manager Vel come wi ndow is displayed.
13. Click Next on the Oracle Appliance Manager Welcome window.
14. Complete the Configuration Type.

e If you want to use a configuration file that you created earlier with this version
of the Configurator, then click Browse and locate the file on your client. Click
Next.

« If you do not have a configuration file, select the Custom configuration type
and select the hardware model from the menu. Click Next.

Configuration Type _ORACLE '\‘R—)”_
DATABASE APPLIANCE y

T Welcome
)\l,g Configuration Type Select Configuration Type:
System Information
T (@) Typical (Recommended)
I () Custom
Select Environment: Select Hardware:
(®) Virtualized Platform ODA-X7-2 HA =
Load an existing configuration: ‘ Browse |
| Help | | = Back " Mext = J | Cancel |

15. Enter or review the configuration details for your system, network, and database
information. For details, see “Running the Standalone Oracle Database Appliance
Configurator”.

16. On the Summary page, review your configuration options and deploy your
configuration.
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a. (Optional) Click Save to save the configuration file.
b. Click Install to deploy the configuration.

The deployment can take an hour to complete. Monitor the install progress. When
the deployment is complete, go to the next step.

17. Validate the deployment by executing the oakcl i show versi on -detai l
command on ODA_BASE (Node 0).

# | opt/oracl e/ oak/ bi n/ oakcli show version -detail

The output displays the System Version, Component Name, Installed Version, and
Supported Version for each of the components.

18. If you configured ASR, then verify the deployment, by running the following the
command on NodeO:

# oakcli test asr

Creating a Configuration File for a Virtualized Platform

If you want to use the Configurator to create a virtualized platform configuration file
before your Oracle Database Appliance system is delivered, then review these topics.

e About the Standalone Oracle Database Appliance Configurator
Use the standalone Oracle Database Appliance Configurator to create an Oracle
Database Appliance Virtualized Platform offline deployment plan and validate your
network settings before the actual deployment.

¢ Running the Standalone Oracle Database Appliance Configurator
Download and run the standalone Oracle Database Appliance Configurator to
create a configuration file for the Oracle Database Appliance Virtualization
Platform.

About the Standalone Oracle Database Appliance Configurator

ORACLE

Use the standalone Oracle Database Appliance Configurator to create an Oracle
Database Appliance Virtualized Platform offline deployment plan and validate your
network settings before the actual deployment.

If you prefer to configure your system at the time you deploy the virtualized platform,
then you can wait and use the online Configurator that is part of virtualization image for
Oracle Database Appliance.

The standalone Oracle Appliance Manager Configurator is a Java-based tool that
enables you to generate your virtualized platform deployment plan and validate your
network settings before the actual deployment. If you want to use this tool before
deployment, then you must download and run the Configurator on a local client
system. The local client can be a Linux, UNIX, MAC, or Windows system, and must be
on the same network as the appliance.

The Configurator provides two types of configuration: Typical and Custom. The
Typical configuration is recommended in most cases. Choose the Custom
configuration option if you want to configure additional or alternate network interfaces,
or if you want to override the default values for one or more of the following:
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« Database block size, language, territory, backup file location, or disk redundancy
level for the DATA and RECO disk groups

* Oracle Integrated Lights Out Manager (Oracle ILOM) server.

» Oracle Auto Service Request (Oracle ASR) configuration. You can configure
Oracle ASR after deployment.

*  Oracle Cloud File System mount point and file system size. Configure a Cloud FS
if you want a non-database file location accessible by both nodes.

*  Network Time Protocol service server.

To see the default values for your version of Oracle Database Appliance software
before choosing the Typical or Custom option, run the Configurator using the
Custom option.

Oracle recommends that you use the Network Validation page in the Configurator to
test your network settings. To test the network settings, you must run the Configurator
on a client server that is connected to same network subnet that you intend to use for
Oracle Database Appliance. If you do not do this, then the validation fails, regardless
of whether or not you have completed required configuration.

At the end of an offline Configurator session, you can save your deployment plan in a
configuration file. You can use the Configurator to edit your settings. When you are
ready to deploy Oracle Database Appliance, copy this configuration file to the
appliance, and run the online Oracle Appliance Manager Configurator to import and
deploy your saved plan. You can also print the file's content and use the printout to
review your configuration entries for deployment planning purposes and as a checklist
for setting up your external network configuration.

Running the Standalone Oracle Database Appliance Configurator

ORACLE

Download and run the standalone Oracle Database Appliance Configurator to create a
configuration file for the Oracle Database Appliance Virtualization Platform.

In most cases, Oracle recommends that you select the typical configuration. Select the
custom option if you want to configure additional or alternate network interfaces, or if
you want to override the default values. To see the default values for your version of
Oracle Database Appliance software before choosing the Typical or Custom option,
run the Configurator using the Custom option.

The steps described here enable you to create a typical virtualized platform
configuration file.

1. Download the standalone Oracle Database Appliance Manager Configurator
software to a client.

a. Go to the following URL htt p: // www. or acl e. coni t echnet wor k/ dat abase/
dat abase- appl i ance/ over vi ew i ndex. ht m

b. Click the Downloads tab.
c. Review the License Agreement, then select Accept License Agreement.

d. Download the latest version of the Oracle Database Appliance Manager
Configurator zip file to a client.

e. Extract the files from the zip.
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Start the Configurator using the command confi g. bat on a Windows client, or the
command ./ confi g. sh on a Linux or UNIX client. When the Oracle Database
Appliance Manager Welcome page appears, click Next.

Select the Custom configuration type and select the hardware model from the
menu. Click Next.

The Browse option is not useful during the initial run, because there are no
configuration files to load. If you have an existing configuration file created with
this version of the Configurator that you want to load and edit, then click Browse
and locate the file on your client.

On the System Information page, provide the system name, and select the correct
value from the lists for your region and time zone. In the New Root Password and
New Root Password (confirm) fields, enter a new password for the r oot user.
Click Next.

The password is encrypted in the configuration file. It is temporarily decrypted to
reset the password during deployment.

System Information _ORacLe 5.
DATABASE APPLIANCE L
! =
|
. Configuration Tvpe
System Information
T o System Name: MySystem |
v Network Information
T Region: |America v|
Timezone: |.1\merica.n’Los_AngeIes v|
MNew Root Password: [TITTTYTS |
MNew Root Password(confirm): sesssaee |
Accelerator Disk Group:
| Help | | = Back || MNext = | | Cancel

On the Network Information page, provide your domain name, DNS server
addresses, public and VIP addresses for your two nodes, SCAN name and
addresses, and netmask and Gateway addresses. Click Next.

As you enter data on this page, some fields are automatically filled with values
derived from earlier entries. For example, if the address that you provide for the
Node 0 public IP address is 192.0.2.18, then the default node addresses generate
as follows:

e Node 0 public IP address: 192.0.2.18
e Node 1 public IP address: 192.0.2.19
e Node 0 virtual IP (VIP) address: 192.0.2.20
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* Node 1 virtual IP (VIP) address: 192.0.2.21

*  SCAN addresses (two addresses resolving to the SCAN VIP name):
192.0.2.22, 192.0.2.23

6. (Optional) On the Database Information page, determine if you want to create an
initial database.

* If you do not want to configure an initial database, then click Next. Go to Step
7.

» If you want to configure an initial database, select the check box for Create
Initial Database, complete the fields, then click Next.

To configure an initial database, provide the following database details:
- Database Name. Enter a name for the database.

* Is Container Database. The default is false. If you leave the default value,
then the Configurator builds a non-container database.

- Database Type. The default type is OLTP. You can also select DSS, or select
In-Memory.

- Database Class. Select the database class that you want to deploy. Not all
options are available for all models of Oracle Database Appliance; the default
class is odb-06.

- Database Language. The default language is AMERICAN

- Database Deployment. Select one of the following, where RAC is the default:
— Oracle RAC
— Oracle RAC One Node
— Oracle Database Enterprise Edition (no Oracle RAC)

» Data File Size (GB). If you indicate that you want to build a container
database, then provide a database data file size in the final field on this page.
(This field does not accept input unless the Is Container Database selection
is True.)

» Data Files on Flash Storage. This option is only available if you have
configured for High-Capacity storage.

7. On the Network Validation page, validate your network settings and save the
validation output in a file, or bypass the validation step, then click Next to go to the
next step.

The following options are available:

* Click Run Validations to perform network validation.

¢ Note:

Oracle recommends that you validate your network before you use
the configuration file to configure an appliance. However, you must
run Oracle Database Appliance Manager Configurator on a server
attached to the network subnet that is configured for your appliance.
If you do not do this, then the validation fails, regardless of whether
or not you have completed required configuration.
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» Click Save Validation Output to save the validation output. If the validation
fails, it is useful to save the output to review with your network administrator
later.

» Select Skip Network Validations to by-pass the validation step. If the network
validation fails, and you want to continue with the configuration, then select
this option.

DATABASE APPLIANCE

Network Validation O ‘EJ.

I Skip Metvwark Validations

Click "Run “alidations" to perfarm netwoaork walicstions.

) Database Information

T- Hetwork Validation
L

SUMmmErYy

Save Yelidation Output | | Fun velidations |

| Help | | = Back || Mext = ] | Cancel |

8. On the Summary page, review the configuration options that you have selected.
Click Save to save the configuration file. Click Finish.

Note the name and location of the configuration file. You can copy this
configuration file to your Oracle Database Appliance for deployment. If you need to
make corrections before deployment, then rerun the standalone Oracle Database
Appliance Manager Configurator, load your configuration file, make the changes,
and save the file again.
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ORACLE
DATABASE APPLIANCE

=

[
/]’\

| Summary

[

[

{, Network Validation
L)

Environment Type = BM
Application Type = Generic
Deployment Mode = Basic

—Cluster Information—

System name = MySystem

Domain Mame = mydomain.example.com
Region = America

Timezene = America/Les_Angeles

—Diatabase Information—

Create intial Database = true

ls container database = false
Commen fs = true

Diata File Size =0

Data Files on flash Storage = false
Database name = (mydb1)
Database block size = (8152)
Database Backup Location = Local
Deployment type = (RAC)

Fs

Save the generated configuration

Save

ORACLE"

If you are running the Configurator on Oracle Database Appliance, and you have
completed the preliminary steps to configure your initial network and install the
software or deploy ODA_ BASE, then you can click Install to deploy the configuration.
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Tasks

Complete these administrative tasks after you have deployed software, but before the
system is operational.

Configuring CPU Core Count
Oracle Database Appliance is delivered with all cores on each server enabled.
Follow this procedure to reduce the number of cores, if required.

Securing Oracle ILOM Service Processors
Change the Oracle ILOM default password after completing Oracle Database
Appliance deployment.

Changing Oracle Database Appliance Passwords
After deploying your appliance, ensure that you change the following passwords
for securing your system.

Configuring CPU Core Count

Oracle Database Appliance is delivered with all cores on each server enabled. Follow
this procedure to reduce the number of cores, if required.

1.

To reduce the number of cores, run the following command on Node 0 only:

Set the cores in multiples of 2, for example, 12:

[root @akl opt]# /opt/oraclel/dcs/bin/odacli update-cpucore --cores 12

Check if the job completed successfully:

[root @akl opt]# /opt/oracle/dcs/bin/odacli describe-job -i job_ID

Verify that the core count is updated on both nodes:

[root @akl opt]# /opt/oracle/dcs/bin/odacli describe-cpucore

Securing Oracle ILOM Service Processors

Change the Oracle ILOM default password after completing Oracle Database

ORACLE

Appliance deployment.

Do not change the default password until after you have completed software
deployment on the Oracle Database Appliance.
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Chapter 6
Changing Oracle Database Appliance Passwords

Changing Oracle ILOM Password from the Console

1. Inthe Oracle ILOM console, from the Administration menu, select User
Management, and then navigate to the User Accounts subtab.

2. Select root user and click Edit.

3. Change the root user password.

Changing Oracle ILOM Password Using CLI Commands
1. Connect to the Oracle ILOM console through SSH:
# ssh -1 root SP-ipaddr
2. Set the new password:
# set [ SP/users/root password=new password
Changi ng password for user /SP/users/root/password. ..

Enter new passv\ord again: khkkkkk kKK
New password was successfully set for user /SP/users/root

Changing Oracle Database Appliance Passwords

ORACLE

After deploying your appliance, ensure that you change the following passwords for
securing your system.

Changing the Oracle Installation Owner Passwords

During deployment, the root and database users SYS, SYSTEM and PDBADMIN are
set to the system password. After deployment, the oracle and grid passwords are also
set to the system password. Change the passwords to comply with your enterprise
user security protocols. Refer to the Oracle Database Appliance Security Guide and
Oracle Database Security Guide for information about the required configuration and
best practices to secure database systems.

Changing the oda-admin User Password through the Command-Line

1. Log in to the appliance as r oot .
2. Runthe odacli-adm set-credential command to reset the password. Enter the
new password when prompted.

# odacli-adm set-credential --password --usernane oda-adnin
Agent password: new password

Changing the the oda-admin User Password through the Browser User Interface

1. Log into the Browser User Interface using the user name oda- admi n.

2. Click About, then User Settings in the upper right corner of the Browser User
Interface.

3. Enter the password in the Password field and the Password Confirmation field,
then click Submit.
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A confirmation message is displayed.
4. Click About, then click Sign Out.

5. Log back into the Browser User Interface with the new password.

¢ Note:

The oda- adni n password expiration period is 90 days.
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Patching Oracle Database Appliance

ORACLE

To keep Oracle Database Appliance running with the latest software, check for and
apply Oracle Database Appliance patch bundles when they are released.

*  About Patching Oracle Database Appliance
Use the Oracle Database Appliance Patch Bundle to patch your appliance.

e About Patching Pre-Checks
Patching pre-checks are designed to detect problems that might be encountered
during patching and flag those issues.

* Running Patching Pre-Checks Before Applying Patches
After updating the repository with patches, use the pre-checks to reduce potential
update problems, and then apply patches.

» Patching Oracle Database Appliance Bare Metal Systems Using the Command-
Line
Follow these steps to apply patches to your Oracle Database Appliance bare
metal deployment and existing Oracle Database homes, using CLI commands.

» Patching Oracle Database Appliance Using the Browser User Interface
Upload the Oracle Database Appliance Server Patch to the patch repository,
deploy the patch bundle using the Browser User Interface, and then update the
DCS agent and components using CLI commands.

* Updating Oracle Database Appliance Repository with Database Clone Files Using
the CLI
Follow these steps to update the Oracle Database Appliance repository with
Oracle Database clone files for the latest release using CLI commands.

«  Patching Existing Database Homes to the Latest Release Using the Browser User
Interface
Use the Browser User Interface to patch database homes to the latest release.

» Patching Oracle Database Appliance Virtualized Platform
Follow these steps to apply patches to Oracle Database Appliance OAKCLI
Virtualized Platform using CLI commands.

«  Verifying That HAIP is Disabled After Patching to Oracle Database Appliance
Release 18.8
After patching to Oracle Database Appliance release 18.8, verify that High-
Availability IP (HAIP) is disabled.

*  Applying Additional Patches and Updates
Configure additional patch repositories and patch your operating system and
databases to ensure that your deployment has the latest updates and security
fixes.

e Cleaning Up the Patch Repository
Use the Browser User Interface or Command Line Interface to delete obsolete or
old patches from the repository.

*  About Upgrading to a Different Database Home
Understand how to upgrade to a different database home using either the Browser
User Interface or odacl i commands.



About Patching Oracle Database Appliance

About Patching Oracle Database Appliance

ORACLE

Use the Oracle Database Appliance Patch Bundle to patch your appliance.

Patches offer new features and may improve the functionality of existing features.

About Oracle Database Appliance Patch Bundles

The Oracle Database Appliance Patch Bundle contains the latest patches for DCS
Admin, DCS Components, OAK, Oracle Grid Infrastructure, Oracle Database homes,
enhancements, and fixes.

The Oracle Database Appliance Release Notes include information about the latest
Oracle Database Appliance patch bundle and a list of component versions in the patch
bundle. Oracle recommends updating the appliance with the latest Oracle Database
Appliance software version to take advantage of new features, fixes, and the latest
supported component versions. See the Oracle Database Appliance Release Notes
for the upgrade paths.

Caution:

Do not patch Oracle Database Appliance using individual patches for Oracle
Grid Infrastructure or Oracle Linux. Also do not use individual infrastructure
patches, such as firmware patches. You must only use Oracle Database
Appliance patches. If you use patches that are not intended for Oracle
Database Appliance, or if you use OPatch, or a similar patching tool, then
Oracle Database Appliance inventory is not updated, and you cannot
complete future patch updates. If you apply out-of-cycle Oracle Database
Release Update (RU), then ensure that you follow the recommendations
described in the Readme for the RU.

The patch bundle provides all relevant patches for the entire system, including the
following:

« BIOS

* Hardware drivers

e Hardware Management Pack (HWM) and firmware drivers for various components
e Oracle Appliance Manager

*  Oracle Linux

* Oracle VM Server

e Java Development Kit (JDK)

e Oracle Integrated Lights Out Manager (Oracle ILOM)

e Oracle Database Bundle Patch (BP), Oracle Database Patch Set Update (PSU),
and Oracle Database Release Update (RU)

e Oracle Auto Service Request (Oracle ASR)
e Oracle Grid Infrastructure

e Oracle Intelligent Platform Management Interface (Oracle IPMI)
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* Network Card Patches for relevant hardware models

About Updating Oracle Linux RPMs

While not recommended, you can update some Oracle Linux RPMs for database
nodes. Do not update or customize Oracle Linux kernel, Oracle Optimal Flexible
Architecture, Oracle InfiniBand, or related software. Other software may be installed,
updated, or customized. However, the Oracle Database Appliance update may not
carry newer version dependencies of customized components. Therefore, you might
be required to remove and subsequently reapply site-specific changes to successfully
update Oracle Database Appliance in the future.

Caution:

For database nodes, do not update the following:
e Oracle Linux Kernel (kernel*)

e Oracle Optimal Flexible Architecture (ofa*)

e Oracle InfiniBand-related packages (ofed*)

For storage, do not apply any RPM updates.

About Using a Different Version of Java Development Kit (JDK)

Oracle Database Appliance depends on a specific version of JDK. If you want to use a
different version of JDK for a specific application, then install it in a different directory
and only point to it for that application.

About Patching Pre-Checks

ORACLE

Patching pre-checks are designed to detect problems that might be encountered
during patching and flag those issues.

The pre-checks view the state of the appliance, including the version and hardware
specific upgrades, verify that the necessary conditions and checks are complete
before attempting an upgrade, and identify conditions that might cause an upgrade to
fail. You can avoid potential patching problems by correcting the conditions and
resolving the issues before applying the patch.

The pre-checks commands are available on Oracle Database Appliance release
12.2.1.2.0 or later. Update the DCS agent to support the pre-checks commands.

" Note:

Patching pre-checks are available only when patching ODACLI stack. If you
are patching and migrating from OAKCLI to ODACLI stack for bare metal
system, then follow the procedure in the topic Patching Oracle Database
Appliance Bare Metal Systems Using the Command-Line. For patching
Virtualized Platform, see the topic Patching Oracle Database Appliance
Virtualized Platform.




About Patching Pre-Checks

Components Verified by Patching Pre-Checks

Check

Component Verified

System patching pre-checks

Server patching pre-checks

DBHome patching pre-checks

Storage pre-checks

Checks that the agent is online on all nodes

Checks that there is sufficient space for the
update

Validates the minimum agent version and
validates the patching tag

Confirms that a valid patch is in the repository
and calculates the patch bundle nd5
checksum

Confirms that Oracle Grid Infrastructure patch
is installed

Confirms that Oracle Clusterware is running
on all nodes

Performs a check for required components
using opat ch prereq checkconmponent s
Analyzes the patch using opat chaut o
Performs a patch conflict check

Checks the available disk space

Confirms that the yum repository directory
exists

Performs a yumcheck and yum check-

updat e

Performs a test (dry run) yum update to check
for dependencies in the RPMs

Confirms that the Oracle Grid Infrastructure is
installed

Confirms that Oracle Clusterware is running
on all nodes

Confirms that the Oracle Grid Infrastructure is
upgraded before upgrading other components

Validates that there is sufficient space
available in local mount

Performs a check for required components
using opat ch prereq checkconmponent s

Analyzes the patch using opat chaut o

Performs a patch conflict check and
determines if a rollback of database patches is
required

Validates storage patch location and tag
Validates Oracle ASM disk groups status
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Running Patching Pre-Checks Before Applying Patches

After updating the repository with patches, use the pre-checks to reduce potential
update problems, and then apply patches.

# Note:

Follow the procedure in this topic only when patching ODACLI stack. If you
are patching and migrating from OAKCLI to ODACLI stack for bare metal
system, then follow the procedure in the topic Patching Oracle Database
Appliance Bare Metal Systems Using the Command-Line. For patching
Virtualized Platform, see the topic Patching Oracle Database Appliance
Virtualized Platform.

Before running the patching pre-checks, ensure that the dcs- agent is updated.

1. Runthe create-prepatchreport command to generate a pre-check report.

odacli create-prepatchreport -s -v rel ease_nunber

2. Run the descri be- prepat chreport command to display the pre-check report.

odacli describe-prepatchreport -i job_ID

Patching Oracle Database Appliance Bare Metal Systems
Using the Command-Line

ORACLE

Follow these steps to apply patches to your Oracle Database Appliance bare metal
deployment and existing Oracle Database homes, using CLI commands.

To patch your Oracle Database Appliance deployment and your existing database
homes to the current release, you must download the Oracle Database Appliance
Server Patch and update the repository. To patch your existing databases to the latest
release, you do not need the Oracle RDBMS clone files for the release. Download
Oracle RDBMS clone files for a release only if you want to create new database
homes for that release.

Follow these steps to apply patches to your Oracle Database Appliance and update
existing database homes:

1. Download the Oracle Database Appliance Server Patch for the ODACLI/DCS
stack (patch 30518425) from My Oracle Support to a temporary location on an
external client. Refer to the release notes for details about the software for the
latest release.

For example, download the server patch for 18.8:

p30518425_188000_Li nux- x86- 64_1of 2. zi p
p30518425_188000_Li nux- x86- 64_20f 2. zi p
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Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line
Unzip the software — it contains README.html and one or more zip files for the
patch.

unzi p p30518425_188000_Li nux-x86- 64_1of 2. zi p
unzi p p30518425_188000_Li nux-x86- 64_2of 2. zi p

The zip file contains the following software files:

oda- sm 18.
oda- sm 18.

200124-serverlof2.zip

8.0.0.0-
8.0.0.0-200124- server20f2.zip

Copy all the software files from the external client to Oracle Database Appliance.
For High-Availability deployments, copy the software files to only one node. The

software files are copied to the other node during the patching process. Use the
scp or sft p protocol to copy the bundle.

Example using scp command:

# scp software_file root @da_host:/tnp

Example using sft p command:

# sftp root @da_host

Enter the r oot password, and copy the files.
put software file
Update the repository with the server software:

# lopt/oracl e/ dcs/bin/odacli update-repository -f /tnp/
software filel,/tnp/software file2,/tnp/software file3

For example, for 18.8:

# [opt/oraclel/dcs/bin/odacli update-repository -f /tnp/oda-

sm 18. 8. 0. 0. 0-200124- server 1of 2. zi p, / t np/ oda- sm 18. 8. 0. 0. 0- 200124-
server2of2.zip

Confirm that the repository update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job_ ID
Update the DCS agent:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsagent -v
18.8.0.0.0

This command also updates Oracle Trace File Analyzer (TFA) and ORAchk Health
Check Tool.
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7. Update DCS admin:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsadnmin -v
18.8.0.0.0

8. Update the DCS components:

[root @dal opt]# /opt/oraclel/dcs/bin/odacli update-dcscomponents -v
18.8.0.0.0

This command updates the DCS components such as Zookeeper.

9. For Oracle Database Appliance Release 18.8 only: Check the status of Oracle
TFA Collector and if running, stop it on all nodes.

[root @dal opt]# /etc/init.d/init.tfa stop
10. Apply the server update:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-server -v version

For example, for 18.8:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-server -v 18.8.0.0.0

Note: If you applied the server updates, before updating the DCS admin and DCS
components, then run the odacl i updat e- dcsadm n and odacl i updat e-
dcsconponent s commands immediately after applying the server update.

11. Confirm that the server update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job_ID

12. Update the storage components.

Specify the - rol | i ng option to patch shared disks in a rolling fashion.

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-storage -v version --
rolling

For example, for 18.8:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-storage -v
18.8.0.0.0 --rolling

13. To patch existing Oracle Database Homes to release 18.8:

ORACLE 10



Patching Oracle Database Appliance Bare Metal Systems Using the Command-Line

a. Run the patching pre-checks and review the prepatch report. For example:

[root @dal opt]# /opt/oracle/dcs/bin/odacli create-prepatchreport --
dbhone --dbhoneid DB Hone |D -v rel ease_nunber
[root @dal opt]# odacli describe-prepatchreport -i Job ID

[root @dal opt]# /opt/oraclel/dcs/bin/odacli create-prepatchreport --
dbhone - -dbhonei d 7c¢67c5b4- f 585- 4ba9- 865f - c719c63c0abe -v 18.8.0.0.0
[root @dal opt]# odacli describe-prepatchreport -i

39ef leeb- 70d3- 47ad- b3f 5- 48960ca0607b

b. For Oracle Database Appliance Release 18.8 only: Check the status of
Oracle TFA Collector and if running, stop it on all nodes.

[root @dal opt]# /etc/init.d/init.tfa stop
c. Update the database home to the latest release:

[root @dal opt]# /opt/oraclel/dcs/bin/odacli update-dbhonme --
dbhomei d DB Hone ID -v rel ease_nunber

For example, for 18.8:

[root @dal opt]# /opt/oraclel/dcs/bin/odacli update-dbhonme --
dbhonei d 7c¢67c5b4- f 585- 4ba9- 865f - c719c63c0abe -v 18.8.0.0.0

14. Confirm that the patch jobs are successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli Iist-jobs

15. Delete the software zip files from the temporary location on the appliance to save
space:

[root @dal opt]# rmsoftware file
rm remove regular file software file? y

Related Topics

» Patching Existing Database Homes to the Latest Release Using the Browser User
Interface
Use the Browser User Interface to patch database homes to the latest release.

Related Topics

e Oracle Database Appliance Release Notes
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Patching Oracle Database Appliance Using the Browser
User Interface

Upload the Oracle Database Appliance Server Patch to the patch repository, deploy
the patch bundle using the Browser User Interface, and then update the DCS agent
and components using CLI commands.

ORACLE

Updating the Patch Repository Using the Browser User Interface

1.

Download the Oracle Database Appliance patches from My Oracle Support and
save them in a directory on the appliance. See the Oracle Database Appliance
Release Notes for a list of available patches and links to download the patches.

Log into the Browser User Interface with the oda- adni n user name and
password.

https://NodeO-host -i p- addr ess: 7093/ mgnt / i ndex. ht

Click Patch Manager.

In the Update Patch Repository page, enter the absolute file path and patch name,
then click Update Repository to start the update repository job. You can list more
than one file to update to the repository with a comma separated list, without
spaces, or you can update each file, one at a time.

Click Activity to monitor the progress. When the job completes successfully, the
Patch Repository is updated.

Running Patching Prechecks and Patching Agent, Server, and Storage Using the
Browser User Interface

¢ Note:

If your appliance has two nodes, you have the option to update both nodes at
the same time or individually. If you update nodes individually, then update
NodeO before updating Node1l.

Do not have any jobs running or pending during the update window.

Click the Appliance tab, and then click Patch Manager in the Browser User
Interface.

Wait for the Component Details to load. If you just updated the Patch Repository,
click Refresh in the Component Details section of the page.

After the patch is uploaded to the Patch Repository, the Component Details on the
page are updated with the Installed Version and Available Version for each
component.

Select Precheck, click Update Components, then click Submit to verify the
patches in the repository and check for conflicts.

When the job finishes, go to the next step. Click Activity for job status.

12
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5. On the Patch Manager page, click Refresh to refresh the Component Details.
Select Update Server, click Update Components, then click Submit to begin the
job to patch the server components.

For multi-node systems, select the node to update: All Nodes (default), NodeO, or
Nodel.

The DCS agent is automatically updated whenever the Server or Storage
components are updated.

When the job finishes, go to the next step. Click Activity for job status.

6. On the Patch Manager page, click Refresh to refresh the Component Details.
Select Update Storage, click Update Components, then click Submit to begin
the job to patch the storage components.

For multi-node systems, select the node to update: All Nodes (default), NodeO, or
Nodel.

For high-availability environment, you can select the Rolling check box to perform
rolling patching of storage components.

7. Click Activity to monitor the progress, and verify that the job completes
successfully.

All patching-related information is logged in the dcs- agent log file at / opt /
oracl e/ dcs/ | og/ dcs-agent. | og.

Updating the DCS Admin and DCS Components After Patching

After patching your appliance using the Browser User Interface, you must update the
DCS admin and DCS components manually, through CLI commands.

Follow these steps:

1. Update DCS admin:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcsadnmin -v
18.8.0.0.0

2. Confirm that the update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

3. Update the DCS components:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-dcscomponents -v
18.8.0.0.0
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Updating Oracle Database Appliance Repository with
Database Clone Files Using the CLI

Follow these steps to update the Oracle Database Appliance repository with Oracle
Database clone files for the latest release using CLI commands.

ORACLE

To create new databases of a specific release version, you must update the Oracle
Database Appliance repository with the RDBMS Clone files for a release. Follow these
steps to update the repository with Oracle Database clone files for the latest release.

1.

Download the RDBMS Clone software file for a release, for example,
p27604558_188000_Li nux- x86- 64. zi p, and extract the RDBMS Clone software:

For example, download the server patch for 18.8:

unzip /tnp/ p27604558 188000 _Li nux- x86- 64. zi p
odacl i -dcs-18.8.0.0.0-191226-DB-18.8.0.0.zi p

Copy all the software files from the external client to Oracle Database Appliance.

For High-Availability deployments, copy the software files to only one node. The
software files are copied to the other node during the patching process. Use the
scp or sft p protocol to copy the bundle.

Example using scp command:

# scp software file root @da_host:/tnp

Example using sftp command:

# sftp root @da_host

Enter the r oot password, and copy the files.

put software file

Update the repository with latest release database software:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacl i -dcs- db-cl one-file.zip/

For example, for 18.8:

[root @dal opt]# /opt/oracle/dcs/bin/odacli update-repository -f /tnp/
odacl i -dcs-18.8.0.0.0-191226-DB-18.8.0.0.zi p

Follow the same steps to update the repository with the RDBMS Clone software
for other supported database versions such as 12.2, 12.1, and so on.
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4. Confirm that the repository update is successful:

[root @dal opt]# /opt/oracle/dcs/bin/odacli Iist-jobs
[root @dal opt]# /opt/oracle/dcs/bin/odacli describe-job -i job ID

Delete the software zip files from the temporary location on the appliance to save
space:

[root @dal opt]# rmsoftware file
rm renove regular file software file? y

Patching Existing Database Homes to the Latest Release
Using the Browser User Interface

Use the Browser User Interface to patch database homes to the latest release.

ORACLE

< Note:

Follow the procedure in this topic only when patching ODACLI stack. For
patching Virtualized Platform, see the topic Patching Oracle Database
Appliance Virtualized Platform.

Before patching the database home, upload the RDBMS Clone Files for the database
version, to the repository. See Updating Oracle Database Appliance Repository with
Database Clone Files Using the CLI for the procedure to update the repository with the
latest RDBMS Clone Files.

1.

5.

Log into the Browser User Interface with the oda- adni n user name and
password.

https://NodeO-host -i p- addr ess: 7093/ ngnt / i ndex. ht i

Click the Database tab, and then click Patch on the left pane.

Click Patch, and then select the Action as Precheck to run pre-checks before
patching the database.

Click Activity for job status.

On the Patch page, for the database to be patched, click View and select Pre-
patch reports to view the pre-check report. Fix any errors, and then select Action
as Apply to patch the database.

Verify that the patching job completes successfully.

Related Topics

Patching Oracle Database Appliance Bare Metal Systems Using the Command-
Line

Follow these steps to apply patches to your Oracle Database Appliance bare
metal deployment and existing Oracle Database homes, using CLI commands.
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Patching Oracle Database Appliance Virtualized Platform

Related Topics

Oracle Database Appliance Release Notes

Patching Oracle Database Appliance Virtualized Platform

Follow these steps to apply patches to Oracle Database Appliance OAKCLI Virtualized
Platform using CLI commands.

ORACLE

1.

Download the Oracle Database Appliance Server Patch for OAK Stack and
Virtualized Platforms (patch 30518438) from My Oracle Support to a temporary
location on an external client. Refer to the Oracle Database Appliance Release
Notes for 18.8, for details about the software for the latest release.

For example, download the Oracle Database Appliance Server Patch for OAK
Stack and Virtualized Platform for 18.8:

p30518438_188000_Li nux- x86- 64_1of 2. zi p
p30518438_188000_Li nux- x86- 64_20f 2. zi p

Copy the software files from the external client to Oracle Database Appliance. For
two-node systems, ensure that you copy the software files to ODA_BASE on both
nodes. Use the scp or sft p protocol to copy the bundle.

Example using scp command:

scp software file root @da_host:/tnp

Example using sft p command:

sftp root @da_host

Enter the r oot password, and copy the files.
put software file
Update the repository with the server software:

[root @dal opt]# oakcli unpack -package path to patch file

For example, for 18.8:

# oakcli unpack -package /tnp/p30518438 188000 Li nux-x86-64 lof 2. zip
# oakcli unpack -package /tnp/p30518438 188000 Li nux-x86-64 20of 2. zip

For Oracle Database Appliance Release 18.8 only: Check the status of Oracle
TFA Collector and if running, stop it on all nodes.

[root @dal opt]# /etc/init.d/init.tfa stop
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5. Apply the server update:

[root @dal opt]# /opt/oracl e/ oak/bin/oakcli update -patch version --
server

For example, for 18.8:

[root @dal opt]# /opt/oracl e/ oak/bin/oakcli update -patch 18.8.0.0.0 --
server

6. Update the storage components.

[root @dal opt]# /opt/oracl el oak/ bin/oakcli update -patch version --
storage

For example, for 18.8:

[root @dal opt]# /opt/oracle/oak/bin/oakcli update -patch 18.8.0.0.0 --
storage

7. To patch existing Oracle Database Homes to release 18.8:

a. Download the RDBMS Clone software file p27604558 188000 Li nux-
x86- 64. zi p to / t np location and unpack the RDBMS Clone file software:

oakcli unpack -package /tnp/p27604558 188000_Li nux- x86- 64. zi p

b. For Oracle Database Appliance Release 18.8 only: Check the status of
Oracle TFA Collector and if running, stop it on all nodes.

[root @dal opt]# /etc/init.d/init.tfa stop
c. Update the database homes with latest release database software:

[root @dal opt]# /opt/oracl e/ oak/bin/oakcli update -patch version --
dat abase

For example, for 18.8:

[root @dal opt]# /opt/oracl e/ oak/bin/oakcli update -patch
18.8.0.0.0 --dat abase

d. Use the interactive command line to specify the database homes that you
want to update to the latest release.

8. Verify that the updates are applied.

[root @dal opt]# /opt/oracl e/ oak/bin/oakcli show version -detail
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9. Delete the software zip files from the temporary location on the appliance to save

space:

[root @dal opt]# rmsoftware file
rm renmove regular file software_file? y

10. Enable the discovery of repositories from ODA_BASE.

[root @dal opt]# oakcli enable startrepo -node 0
[root @dal opt]# oakcli enable startrepo -node 1

Verifying That HAIP is Disabled After Patching to Oracle
Database Appliance Release 18.8

After patching to Oracle Database Appliance release 18.8, verify that High-Availability

IP (HAIP) is disabled.

When you patch your deployment to Oracle Database Appliance release 18.8, a
network bond is created between two private networks during the patching process.
You can verify that HAIP is disabled.

Component Check and
Command

Expected Value Before
Patching

Expected Value After
Patching

Check private networks:
#ifconfig

Displays the network
interfaces information and
contains one or two interfaces
plumbed with
192.168.16.24/25 or
192.168.17.24/25.

Displays one interface which
is bonded or plumbed with
192.168.16.24/25.

Check cluster_interconnect
interfaces:

# oifcfg getif

Displays two physical ethernet
interfaces. Before patching, if
there is already a bond
between the private
interfaces, then bond is not
created.

Displays one bonded interface
which is configured as
cluster_interconnet.

Check HAIP resource in CRS

Run the command cr sct |
status resource -t -

i nit and in the command
output, check for the status of
resource
ora.cluster_interconnec
t. hai p . Resource status is
set to runni ng.

Run the command cr sct |
status resource -t -

i ni t. The command output
states that the resource
ora.cluster_interconnec
t . hai p does not exist in the
location / u01/ app/
18.0.0.0/grid/bin/
crsctl.

Applying Additional Patches and Updates

Configure additional patch repositories and patch your operating system and
databases to ensure that your deployment has the latest updates and security fixes.

ORACLE
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Applying Additional Patches and Updates

Enabling Kernel Updates
Oracle Ksplice enables you to update your systems with the latest kernel security
and bug fix updates.

Adding Repositories for Patch Updates
Add patch repositories to update operating system RPMs.

Applying Out-of-Cycle Database Patches

The out-of-cycle patching feature enables administrators to patch databases in the
Oracle Database Appliance deployment with the latest Oracle Database Release
Update, outside of the Oracle Database Appliance releases.

Enabling Kernel Updates

Oracle Ksplice enables you to update your systems with the latest kernel security and
bug fix updates.

ORACLE

You can download and install the latest Oracle Ksplice updates (uptrack-updates) with
either the local ULN repository or ULN channel.

Follow these steps to install Oracle KSplice:

1.

Register your server with Unbreakable Linux Network (ULN). By default, you are
registered for the Oracle Linux Latest channel for your operating system and
hardware.

Log in to Unbreakable Linux Network:
https://linux.oracle.com

Ensure that you have access to the Internet on the server where you want to use
Ksplice. For example, if you are using a proxy server, then set the proxy server
and port values in the shell with commands similar to the following:

# export http_proxy=http://proxy.conpany.com port
# export https_proxy=http://proxy.conmpany.com port

Register the server:

# uln_register

Set up the local repository as described in the Oracle Ksplice user documentation.
This enables you to download the latest Ksplice update packages at regular

intervals without requiring a direct connection to the Oracle Uptrack server or to
ULN.

To update a system to a specific effective kernel version, install the upt r ack-
updat es package for the current kernel.

yum -y install uptrack-updates-'uname -r'

You can also download the upt r ack- updat es RPM from the Ksplice channel and
install the RPM manually. For example:

# rpm-Wh uptrack-
updat es- 4. 1. 12- 124. 20. 3. el 6uek. x86_64-20190305- 0. noar ch. rpm
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¢ See Also:

Oracle Linux Ksplice User's Guide for information about configuring Oracle
Ksplice at:
https://docs.oracle.com/cd/E37670_01/E39380/html/ksplice-enhanced-
offline.html

Adding Repositories for Patch Updates

Add patch repositories to update operating system RPMs.

Patching of operating system is included in the Oracle Database Patch Bundle. If you
want to update other RPMs, then you can configure any private or public repository.
Oracle public YUM channels are already configured by default.

Add operating system RPM repositories as follows:

1. Run the following command to add a repository:

# odacli update-agentconfig-parameters -n OSPatchRepos -v "http://
publ i c-yum oracl e. coni repo/ Oracl eLi nux/ OL6/ | at est/ $hasearch/' -a

Provide the public location within quotation marks(™)

For adding RPMs stored on a local disk:

# odacli update-agentconfig-parameters -n OSPat chRepos -v /tnp/ CSi mage/
OL6.9_x86_64 -a

2. List all repositories:
odacli |ist-agentconfig-paraneters -n OSPat chRepos

3.  When you update the server, the operating system patching job uses all
repositories to update the operating system RPMs.

odacli update-server -v 18.8.0.0.0

Applying Out-of-Cycle Database Patches

The out-of-cycle patching feature enables administrators to patch databases in the
Oracle Database Appliance deployment with the latest Oracle Database Release
Update, outside of the Oracle Database Appliance releases.

You can apply Oracle Database Release Update (RU) patches manually using
OPatch. Refer to the relevant section in this topic to run the OPatch for your database
version.
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< Note:

The OPatch commands and procedures described in this topic are
examples, and may need modifications based on a specific Oracle Database
Release Update (RU). Always refer to the Readme of the Oracle Database
Release Update (RU) for additional commands and steps.

" Note:

It is strongly recommended that you patch your deployment through the
Oracle Database Appliance releases, whenever possible.

# Note:

You can apply out-of-cycle patches to both baremetal and Virtualized
Platform deployments using this procedure.

Using OPatchauto to Manually Patch Oracle Database Release 12c and Later

1. Confirm that the dcs-agent and other components are updated to the latest
release.

# odacli descri be-conponent
# odacli |ist-dbhones
2. Update OPatch to the latest version, if available:
a. Download the latest OPatch version from My Oracle Support.

b. Copy the files to the local host and extract them to the ORACLE_HOVE/ OPat ch
directory.

c. Update the OPatch tool as or acl e user.

/bin/rm-rf $ORACLE_HOWE/ OPat ch/
su - oracle -c /usr/bin/funzip -q -0 OPatch_zip_|l ocation/
p6880880_122010_Li nux- x86- 64. zi p -d $ORACLE_HOME

3. Download the latest database patches from My Oracle Support and copy the files
to the local host.

scp patchfil ename root @ost nane: directory

4. Unzip patches to an empty directory, for example, / t np/ pat chesDi r as oracl e
user.
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This creates sub directories under / t np/ pat chesDi r with bug numbers. If the
patch you are applying is a Release Update (RU), then the patch directory has
multiple sub-directories.

fusr/bin/unzip -o | ocation_of patches/p29301631_180000_Li nux- x86- 64. zi p
-d /tnp/patchesDir

5. For Oracle Database Appliance High-Availability deployments, set up SSH Keys
for secure connection.
6. Analyze the patches.

$ORACLE_HOVE/ OPat ch/ opat chaut o apply directory with patches extracted -
anal yze -oh $ORALCE HOME -1 og /tnp/ opat chAut oAnal yzePat ch. | og

7. Asroot user, apply the patches.

$ORACLE_HOVE/ OPat ch/ opat chaut o apply directory to_extract _patches -
oh $ORACLE HOME -inpl ace

8. When patching is completed on both nodes, run ut| rp. sql and cat con. pl scripts
to recompile invalid objects in the database.

9. Update the registry to ensure that system component values are registered.

# odacli update-registry -n dbhonme -f

Using OPatch to Manually Patch Oracle Database Release 11.2.0.4

1. Confirm that the dcs-agent and other components are updated to the latest
release.

# odacli describe-conponent
# odacli |ist-dbhones
2. Update OPatch to the latest version, if available:
a. Download the latest OPatch version from My Oracle Support.

b. Copy the files to the local host and extract them to the ORACLE_HOMVE/ OPat ch
directory.

c. Update the OPatch tool as or acl e user.
/bin/rm-rf $ORACLE_HOME/ OPat ch

su - oracle -c /usr/bin/funzip -q -0 OPatch_zip_|location/
p29141056 112040 Li nux-x86-64.zi p -d $ORACLE_HOVE

3. Download the latest database patches from My Oracle Support and copy the files

to the local host. Unzip the database patches to an empty directory, for
example, / t np/ pat chesDi r as oracl e user.

ORACLE 22



ORACLE

Applying Additional Patches and Updates

This creates sub directories under / t np/ pat chesDi r with bug numbers. If the
patch you are applying is an Oracle Database Release Update (RU), then the
patch directory has multiple sub-directories.

su - oracle -c "/usr/bin/funzip -0 p29141056_112040_Li nux-x86-64.zip -
d /tnp/patchesDir'

Delete bug#2015 if it exists in the inventory.

a. Check if bug#2015 exists in the inventory:
su - oracle
export ORACLE HOVE=path to_the_11.2.0.4 ORACLE HOME
$ORACLE_HOVE/ OPat ch/ opat ch I spatches | grep -i "OCW | cut -d ';'
fl

b. The command returns a bug number, for example, 28729234. Navigate to the
inventory:

cd $ORACLE_HOVE/ i nvent ory/ oneof f s/ bug# from above command/ et ¢/ config
c. Checkifinventory. xm contains a string such as ' bug nunber="2015"". If no

match is found, then no action is required, and you can continue with step 6 in
this procedure.

grep 'bug nunber="2015"" inventory.xm
echo $? ( the command returns 0, if match found )

d. Take a backup of i nventory. xnl .
cp inventory.xm inventory.xm.$(date +%r%Pdd- %4

e. Delete entry like <bug nunmber="2015" ...>frominventory.xn .
sed '/bug number="2015"/d" inventory.xm

Run prechecks using the opat ch command for every patch.

su - oracle -c ' $ORACLE HOWE/ OPat ch/ opat ch prereq CheckComponents -
ph /tnp/ pat chesDir/ 29301631 -oh $CRACLE HOMVE

su - oracle -c ' SORACLE HOWE/ OPat ch/ opat ch prereq

CheckConfl'i ct Agai nst OH - ph /tnp/ pat chesDir/ 29301631 -oh $ORACLE HOME'

Run both commands for all the sub patches also. If there are any conflicting bugs,
then rollback the one-off patches.

Apply the patch using the opat ch aut o command.

$ORACLE_HOVE/ OPat ch/ opat ch auto /tnp/ pat chesDir/29301631 -
oh $ORACLE HOME -ocnrf /opt/oracl e/ dcs/ rdbaas/ confi g/ defaul t-ocmrsp
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7. Verify that the database is up and running after applying the patch.

/u01/ app/ 18.0.0. 0/ grid/ bin/crsctl status resource ora.on6i.db -n
pat ched_db

8. Run cat bundl e. sql on all databases in this home.

su oracle
export ORACLE_HOME=CRACLE_HOME
export ORACLE_HOME=ORACLE SID
$ORACLE_HOVE/ hbin/sql plus "/ as sysdba" @ORACLE HOVE/ r dbns/
adni n/ cat bundl e. sql
@ORACLE_HOME/ r dbns/ admi n/ cat bundl e. sql

Cleaning Up the Patch Repository

ORACLE

Use the Browser User Interface or Command Line Interface to delete obsolete or old
patches from the repository.

About Cleaning Up the Patch Repository

After patching Oracle Database Appliance with the latest patches, old unused clone
files may remain and consume space in the repository. Cleanup repository deletes the
unused clone/patch files to reclaim space. You can clean up the repository using the
Browser User Interface or ODACLI commands.

Cleaning Up the Patch Repository Using ODACLI command

# odacli cl eanup-patchrepo [-cl clones] | [-v version [-conp conponent]]|
[_
| local|-n Nodel D]

Specify the clone file names and the node from which you want to delete the old
patches.

For details about the command options, see the chapter Oracle Database Appliance
Command-Line Interface.

Cleaning Up the Patch Repository Using the Browser User Interface

Follow these steps to clean up the patch repository:
1. Inthe Browser User Interface, click Patch Manager.

2. Click the Cleanup Repository tab, and then click Refresh to list the available
patches in the repository.

3. Select the Components, such as old Oracle Grid Infrastructure or Oracle Database
clone files that you want to clean up from the repository, and the Patch Version, for
example, an older release of Oracle Database Appliance.

4. Click Cleanup Clone Files to clean up clone files for selected components from
the repository at / opt / or acl e/ oak/ pkgr epos/ or apkgs/ cl ones/ .

5. Click Cleanup Repository to submit the cleanup repository job.
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6. Click Activity to monitor the progress. When the job completes successfully, the
Patch Repository is updated.

Related Topics

e odacli cleanup-patchrepo
Use the odacl i cl eanup- pat chr epo command to delete obsolete or old
patches from the repository.

About Upgrading to a Different Database Home

ORACLE

Understand how to upgrade to a different database home using either the Browser
User Interface or odacl i commands.

Prerequisites for Upgrading Database Homes

You can upgrade database homes of the following releases:
+ Oracle Database 12.2 to 18c

* Oracle Database 12.1 to 18c

* Oracle Database 11c to 18c

* Oracle Database 12.1 to 12.2

* Oracle Database 11c to 12.2

* Oracle Database 11cto 12.1

Before upgrading to a different database home, upload the RDBMS Clone Files for the
database version, to the repository, and then create the database home. See Patching
Oracle Database Appliance Using the CLI for the procedure to update the repository
with the latest RDBMS Clone Files.

About Upgrading Database Homes Using the Browser User Interface

Follow these steps to upgrade to a different database home using the Browser User
Interface.

1. Log into the Browser User Interface with the oda- admi n user name and
password.

https://NodeO-host -i p- addr ess: 7093/ mgnt / i ndex. ht

2. Click the Database tab, and then select a database, click Actions, and then click
Upgrade.

3. Verify that the database upgrade job completes successfully.

About Upgrading Database Homes Using the Command-Line Interface

Run the following command to upgrade to a different database home using the CLI:

odacl i upgrade-database -i Comma separated |ist of database ids -from
source dbhome id -to destination dbhome id [-j] [-h]

For more information about the options for the upgr ade- dat abase command, see the
chapter Oracle Database Appliance Command-Line Interface.
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Related Topics

About Upgrading to a Different Database Home

» odacli upgrade-database

Use the odacl i

upgr ade- dat abase command to upgrade a database from a

supported release.

Related Topics

e odacli upgrade-database

Use the odacl i

upgr ade- dat abase command to upgrade a database from a

supported release.
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Re-imaging Oracle Database Appliance

Bare metal operating system re-imaging installs Oracle Database Appliance operating
system software on the local (boot) drive.

Bare Metal is a non-virtualized Oracle Database Appliance configuration. Oracle
Database Appliance ships from the factory with a bare metal configuration, default ISO
image and Appliance Manager installed. Use the OS ISO Image to restore the OS to
the "shipped from factory" state. Use only when necessary. Reimaging does not patch
the firmware or update the component versions; it only re-images the local system disk
from an operating system perspective. After imaging is completed, redeploy the End
User image, then restore from backup, as needed.

* Uninstalling Oracle Database Appliance Components
Use the Oracle Database Appliance cleanup deploy utility, / opt / or acl e/ oak/
onecnd/ cl eanup. pl to uninstall Oracle Database Appliance components.

* Restoring an Oracle Database Appliance Baremetal System
Re-image Oracle Database Appliance to perform a bare metal restore of Oracle
Database Appliance.

» Performing Secure Erase of Data on Storage Disks
With this release, you can securely erase data from storage devices. Running the
secure erase tool deletes the data on the storage disk permanently.

Related Topics

» Errors when re-imaging Oracle Database Appliance
Understand how to troubleshoot errors that occur when re-imaging Oracle
Database Appliance.

Uninstalling Oracle Database Appliance Components

ORACLE

Use the Oracle Database Appliance cleanup deploy utility, / opt / or acl e/ oak/ onecnd/
cl eanup. pl to uninstall Oracle Database Appliance components.

About the Cleanup Utility

Use the cleanup deploy utility to do the following:

e Uninstall Oracle Auto Service Request (Oracle ASR)

e Uninstall Oracle Trace File Analyzer (TFA)

* Uninstall Oracle ORAchk Health Check Tool

* Uninstall Oracle Grid Infrastructure and the Oracle stack

* Reset or delete the Oracle Linux udev rules

e Delete users and groups that were created when the appliance was created.

The script removes the firstnet config and the client access VLAN UNIX_DB, but does
not delete any other VLANSs. The script also resets any disabled CPU cores and
enables all of the cores.
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The cleanup utility runs in two modes: default and force mode. In the default mode, the
commands used as part of cleanup do not use the force option. The Oracle ASM disk
status is changed from MEMBER to FORMER, but ASM header on the disk is not
erased. The default mode can be used only for cleaning up or re-provisioning of the
same system.

# Note:

For High-Availability systems, run the cleanup utility on both nodes
sequentially. Ensure that the cleanup utility has completed on the first node,
and then start the process on the second node.

Running the Cleanup Utility for a Baremetal Deployment

# perl /opt/oracl el oak/ onecmd/ cl eanup. pl [-griduser grid_user] [-dbuser
db_user] [-groups comma separated list of groups][-erasedata] [f]

When the grid_user and db_user are the same (r ol eSepar at i on=f al se), you must run
the script for each user (- gri dUser and - dbUser).

Table 8-1 Command Options for Cleanup Utility

________________________________________________________________________|
Option Description

grid_user Describes the Oracle Grid Infrastructure user
name. The default user is gri d.

db_user Describes the database user name. The
default user is or acl e
Example with gri d and or acl e users:

cl eanup. pl -griduser oracle -dbuser
oracle

groups Describes the comma-separated list of groups.
The default groups are
oi nstal |, dba, asmadni n, asmoper, asmdba

erasedat a Erases the data disks which are used by
Oracle Database software. It is mandatory to
run this option if intention of cleanup is to
reuse or move these disks on other systems.

Example of secure erase:

cl eanup. pl -erasedata

cl eanDef Net Cleans up the default public network.
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Restoring an Oracle Database Appliance Baremetal System

Table 8-1 (Cont.) Command Options for Cleanup Utility
|

Option

Description

checkHeader

Checks for OAK/ ASMheader on disks after
successfully running the cleanup script. Use
this to validate if the OAK/ ASMheader was
erased by the cleanup script or not.
Example of checking disk header:

cl eanup. pl -checkHeader

In the force mode, all commands use the force
option. The ASM disk header is erased. The
oakd header on the disk is erased in both
default and force modes.

Example of default mode:

cl eanup. pl

Example of force mode:

cl eanup. pl -f

Running the Cleanup Script for a Virtualized Platform Deployment

You can use the cleanup deploy script tool to clean up ODA_BASE on Oracle

Database Appliance Virtualized Platform.

Follow these steps to clean up a Virtualized Platform deployment:

1. Before removing ODA BASE, ensure that you run the / opt / or acl e/ oak/ onecnd/

cl eanupDepl oy. pl script.

# [opt/oracl e/ oak/ onecmd/ cl eanupDepl oy. pl [-h] [-erasedata]

2. Run the following command from domO on Node 0 to remove ODA_BASE and the

initial network configuration.

# [opt/oracl e/ oak/t ool s/ cl eanOCdabase. py

Restoring an Oracle Database Appliance Baremetal System

Re-image Oracle Database Appliance to perform a bare metal restore of Oracle

ORACLE

Database Appliance.

Bare metal restore uses Oracle Integrated Lights Out Manager (ILOM) to re-image the
Oracle Database Appliance node. The ILOM must be configured before performing a
bare metal restore or re-image. Generally, the ILOM is configured as part of readying

for deploying Oracle Database Appliance.
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Download the Oracle Database Appliance Bare Metal ISO image to your local
machine before you launch the ILOM console.

Follow these steps to re-image your appliance. For Oracle Database Appliance High-
Availability deployment, follow these steps on both nodes.

1.

Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on
Node 0 as root.

https://lilom-ip-address
Launch the Remote Console.
a. Expand Remote Control in the left navigation.
b. Click the Redirection tab.
c. Click Launch for the Remote Console in the Actions menu.
The state of the system determines what appears on the Console page.
Add the image.
a. Click the KVMS tab, then select Storage.
b. Click Add.

c. Browse to the Oracle Database Appliance Bare Metal ISO Image, highlight the
image, then click Select.

d. Click Connect.

The mounting of the ISO image is successful when the Connect button
changes to a Disconnect button.

e. Click OK
The CD-ROM icon in the top right corner is highlighted.
Configure the CD-ROM as the next boot device.
a. Expand Host Management in the left menu of the ILOM Remote Console tab.
b. Click Host Control.
c. Select CDROM from the Next Boot Device menu, then click Save.
Power cycle the node.
a. Click Power Control in the Host Management menu.
b. Select Power Cycle , then click Save.

When the node comes back after the power cycle, re-imaging starts automatically.
The Oracle Linux page appears, followed by the Running Post-Install scripts page.

The Running Post-Install scripts page is a static page and might give the
impression that the re-imaging process is not progressing. The post-install process
during re-imaging will wait until the synchronization between the partitions of the
two mirrored local hard disks is complete, which can take 15 to 20 minutes to
complete.

To check the progress of re-synchronization, press the ALT-F2 key combination to
open a second console and enter the following command:

# cat /proc/ndstat
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When the re-synchronization is complete, re-imaging is completed and the
machine restarts.

After the machine restarts, the system is ready for you to deploy the Oracle software
on the appliance to create an Oracle Database Appliance bare metal platform.

Performing Secure Erase of Data on Storage Disks

ORACLE

With this release, you can securely erase data from storage devices. Running the
secure erase tool deletes the data on the storage disk permanently.

You may want to consolidate storage disks between appliances. For example, you can
use X7-2 disks on X6-2 models, and may want to consolidate all X6-2 disks on one
system, and use all new X7-2 storage disks on another system. In such cases, use
secure erase to erase headers from disks before re-imaging the disks, since the
storage disks across the appliances may have different partition ratios.

" Note:

Running the secure erase tool removes data from storage disks
permanently. If you have any data on the disk, then take a backup of your
storage disk before running the secure erase tool.

Follow the steps to run the secure erase tool:

1. Stop oakd and the database and Oracle Grid Infrastructure before running the
secure erase tool.

On bare metal systems, run the command:

# odaadntli stop oak

On Virtualized Platforms:

# oakcli stop oak

To stop Oracle Clusterware resources:

# crsctl stop crs -f

2. Run the secure erase tool:

# /opt/oracl e/ oak/ bi n/ odaer aser. py

3. You can also run the secure erase tool when running the cleanup tool:

# | opt/oracl e/ oak/ onecnd/ cl eanup. pl -erasedata
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Example 8-1 Options for the Secure Erase Tool

Option

Description

-a,--all

--di sk diskl, di sk2

--dryrun

--type HDD| SSD| Nvive
-v, --verbose
-h,--help

Erases all disks. For example:

# |opt/oracl e/ oak/ bi n/ odaeraser.py --all

Erases specified disks. For example:

# | opt/oracl e/ oak/ bi n/ odaeraser. py --disk
e0_pd_00,e0_pd 01

Runs the tool in the test mode
Erases the type of disk specified
Displays verbose output

Displays all CLI options for the tool
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Managing Oracle Databases

Manage the Oracle Databases on your Oracle Database Appliance. For an Oracle
Database Appliance Virtualized Platform, see the oakcl i commands for managing
the databases.

* About Administrative Groups and Users on Oracle Database Appliance
Oracle Database Appliance Browser User Interface deployment creates operating
system groups and users whose members are granted system administration
privileges on the appliance.

* About Data Migration Options for Oracle Database Appliance
Oracle Database Appliance supports the use of standard Oracle Database loading
and migration tools.

*  Working with Databases
Use the Browser User Interface to display a list of databases, database details,
and create and delete databases. You can use CLI commands to manage your
databases.

*  Working with Database Homes
Use the Browser User Interface to display a list of database homes, details, and
create and delete database homes.

* Migrating Databases
Review these topics to learn how to prepare for and migrate an entire database to
your Oracle Database Appliance.

*  About Managing Multiple Database Instances Using Instance Caging
Use instance caging to manage your system resources on Oracle Database
Appliance.

* Oracle EM Express and DB Console
You can use Oracle Enterprise Manager Database Express (EM Express), or the
Database Control Console (DB Console) to manage your database.

About Administrative Groups and Users on Oracle Database

Appliance

ORACLE

Oracle Database Appliance Browser User Interface deployment creates operating
system groups and users whose members are granted system administration
privileges on the appliance.

During configuration, two administrative accounts are created for Oracle Database
Appliance: the user gri d, with a user ID (UID) of 1001, and the user or acl e, with a
UID of 1000. The user gri d is the Oracle Grid Infrastructure installation owner. The
user or acl e is the Oracle Database installation owner, and the owner of all Oracle
Database homes (Oracle homes). By default, these users are members of operating
system groups whose members are granted privileges to start up and administer
Oracle Database and Oracle Automatic Storage Management.

9-1



Chapter 9
About Data Migration Options for Oracle Database Appliance

The following table describes the Oracle system privileges groups, and information
about the operating system authentication groups:

Table 9-1 Operating System Groups and Users on Oracle Database Appliance
|

Oracle System Group Name  Group ID gridis a oracle is a
Privileges (GID) member member
Oracle Inventory group oi nstal | 1001 yes (primary yes (primary
(OINSTALL) group) group)
OSOPER for dbaoper dbaoper 1002 yes yes

group

OSDBA group dba 1003 no yes
OSASM group for Oracle  asmadnmin 1004 yes no

ASM

OSOPER for ASM group  asnoper 1005 yes no
OSDBA for ASM group asndba 1006 yes yes

To change the Group Name and GID from the default values on Oracle Database
Appliance bare metal platforms, change the default values from the Browser User
Interface during the deployment. If you create an initial database during deployment,
then the password for the SYS and SYSTEM users is the Master Password that you
set in the Browser User Interface.

To change the Group Name and GID from the default values on the Oracle Database
Appliance Virtualized Platform, use the - advance parameter with the command
oakcl i depl oy. If you create an initial database during deployment, then the
password for the SYS and SYSTEM users is the ROOT password from the
Configurator.

¢ Note:

Change the password for both users as soon as possible after configuration
to prevent unauthorized access to your database using these privileged
accounts.

About Data Migration Options for Oracle Database

Appliance

ORACLE

Oracle Database Appliance supports the use of standard Oracle Database loading and
migration tools.

If you are loading data or migrating data from an existing database to Oracle Database
Appliance, then you can use the standard Oracle Database loading and migration
tools. These tools include the following:

e Oracle GoldenGate
e SQL*Loader

e Oracle Data Pump
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» transportable tablespaces
*  RMAN

You can also use the RMAN utility to back up and recover databases on Oracle
Database Appliance.

Working with Databases

Use the Browser User Interface to display a list of databases, database details, and
create and delete databases. You can use CLI commands to manage your databases.

# Note:

Oracle Database Appliance enables unified auditing for databases created in
new database homes. Unified audit trail captures audit information and
places them in one location and in one format. This consolidated view
enables auditors to co-relate audit information from different components.
Having a single audit trail also improves management and security of the
audit trail. For more information about unified audit trail for Oracle Database,
see Oracle Database Security Guide.

* Viewing Databases
Use the Oracle Appliance Manager Browser User Interface to display a list of
Oracle databases and database details, create, upgrade, and delete a database in
Oracle Database Appliance.

* Creating a Database
Use the Oracle Appliance Manager Browser User Interface to create a database in
Oracle Database Appliance.

* Creating a Database Instance
Create an instance only database from the command-line interface.

*  Cloning a Database from Backup
Use the Browser User Interface to clone a database from a backup.

e Cloning an Oracle ACFS Database Using the Browser User Interface
Create a database from an existing Oracle ACFS database using the Browser
User Interface.

e Cloning an Oracle ACFS Database Using Command Line Interface
Create a database from an existing Oracle ACFS database using CLI commands.

* Upgrading a Database
Use the Oracle Appliance Manager Browser User Interface to upgrade an Oracle
database to a different database home version.

e Deleting a Database
Use the Oracle Appliance Manager Browser User Interface to delete an Oracle
database.
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Viewing Databases

Use the Oracle Appliance Manager Browser User Interface to display a list of Oracle
databases and database details, create, upgrade, and delete a database in Oracle
Database Appliance.

On the Oracle Database Appliance Virtualized Platform, see the command oakcl i
i st databases.

1. Log into the Browser User Interface:
https://host name or ip-address: 7093/ ngnt/i ndex. ht m
2. Click the Database tab.

ORACLE patabase Appliance About ¥
Appliance  Database  ObjectStore  Monitoring  Activity
Database
search Sortby: Created: Newto Old ¥ Refresh Create Database
Database
Page 1 of 1 (1-5 of 5 items) M
Backup Policy
clonedb
Database Home
1D: 19b58021-5726-4029-83¢9-9530dc720b96 CDB: true Shape: odb1s Actions
Patch Created: Fri Oct 05 2018 9:37:06 AM DB Version: 18.3.0.0.180717 Storage: ACFS
testdb18
ID: 4c0c1240-be0d-495b-b665-c2340297e721 CDB: false Shape: odb4 Actions ¥
Created: Fri Oct 05 2018 9:25:23 AM DB Version: 18.3.0.0.180717 Storage: ASM
cdbscfs
ID: 58efc217-8bad-415e-affd-0aeaccc3f755 CDB: true Shape: odb1s Actions ¥
Created: Tue Oct 02 2018 7:46:36 AM DB Version: 18.3.0.0.180717 Storage: ACFS
cdb18asm
1D: 1d123775-d0c0-4379-9597-6826f2baf076 CDB: true Shape: odb1 IS
Created: Tue Oct 02 2018 7:11:33 AM DB Version: 18.3.0.0.180717 Storage: ASM
testdb
ID: caOca63e-49d5-4797-a845-af433ab0f79¢ CDB: true Shape: odb4 Actions
Created: Tue Oct 02 2018 6:17:53 AM DB Version: 18.3.0.0.180717 Storage: ASM

Zopyright © 2011, 2018 Oracle and/or its affiliates. All rights reserved

3. (Optional) Click the database name, in blue font, to display more details about the
database.

4. (Optional) Click Actions next to a database entry to view more details, upgrade or
delete the database.

Creating a Database

ORACLE

Use the Oracle Appliance Manager Browser User Interface to create a database in
Oracle Database Appliance.

Ensure that the repository is updated with the RDBMS Clone files for a database
version, before creating the database as described in Updating Oracle Database
Appliance Repository with Database Clone Files Using the CLI.

The Browser User Interface provides a quick and easy method of creating new
databases. The Create New Database page in the Browser User Interface is
populated with default options for most of the configuration options. Drop-down lists
enable you to quickly view and select from a list of available options. You can use the
drop-down list to create a new database Oracle Database Home (ORACLE_HOME)
for the database or select an existing ORACLE_HOME that you created earlier.

Oracle Database 18.8 is supported on both Oracle Automatic Storage Management
(Oracle ASM) and Oracle ASM Cluster file system (ACFS). When databases are
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created in Oracle ACFS, each database is configured with its own Oracle ACFS file
system for the datafiles and uses the following naming convention: / u02/ app/ db
user/ oradat a/ db uni que nane. The default size of this mount point is 100 GB.

The fields in the Browser User Interface adjust, depending on the database version
you select.
Follow these steps to create a database:

1. Log into the Browser User Interface:
https://host-ip-address: 7093/ mgnt /i ndex. ht m

Click the Database tab.

Click Create Database to display the Create Database page.

Select Create Database on the Create Database page.

@ H w Db

Enter the following information on the Create Database page to configure the
database:

a. Inthe DB Name field, enter a name for the database. The name dbl appears
in the field as an example of a database name, but the field is not populated.
You must enter a name.

The name must contain lowercase alphanumeric characters and cannot
exceed 8 characters. The Oracle system identifier (SID) is always set to the
database name.

b. (Optional) In the DB Unique Name field, enter a name to define a unique
name for the database.

c. Inthe Use Existing DB Home field, select Yes or No.

d. Inthe DB Version field, select a database bundle patch number from the
drop-down list.

Available database versions with available clones appear in the list in
descending order. Supported versions that are not available in the repository
appear in light gray font at the bottom of the list. Search is available for the list.
To add a supported version to the repository, download the RDBMS clone file
and update the repository.

e. For the CDB option on Oracle Database version 18.8, select Yes or No,
depending on whether or not you want the database to be a
container database (CDB). The default is Yes.

f. Inthe PDB Name field, enter a name for the pluggable database (PDB).

Alphanumeric characters and underscore (_) are valid. The name must begin
with an alphanumeric character and cannot exceed 30 characters. The name
pdbl appears in the field in italic text as an example, but it is not populated.
You must enter a name.

g. Inthe PDB Admin User field, enter a name.

The field shows pdbadmi n as an example, you must enter a name.
Alphanumeric characters and underscore (_) are valid.

h. In the Database Edition field, enter the edition for which you have a license,
either Enterprise Edition or Standard Edition.

i. Inthe Shape field, select a database shape from the drop-down list. The
shape determines the number of cores and total memory allocated to the
database. The default is odb1 (1 Core, 8 GB Memory).
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j- Inthe Database Class field, select a database class from the drop-down list. If
an option is not available in the list, it is not supported for the database edition
on the Oracle Database Appliance or the version that you selected. The
default is OLTP.

k. Inthe Storage field, select ACFS or ASM from the drop-down list. The default
is Oracle ASM.

I.  If you select the storage as ASM, and the Database Version is 12.2 or later,
and the disk group redundancy was set to Flex during the appliance creation,
then you can select the Database Redundancy value as Mirror or High.

You can choose Oracle ACFS storage for all database versions, but if you
select Oracle ACFS storage, then you cannot specify the database
redundancy. If your disk group redundancy is Flex, and you choose Oracle
ACFS storage for the database, then the database redundancy is set to Mirror.

m. For the Configure EM Express or Configure EM Console option, select Yes
or No. The default is No.

Select Yes to configure the Oracle Enterprise Manager Database Express
(EM Express) console for Oracle Database 18.8. Selecting Yes enables you to
use the console to manage the database.

n. Inthe Password field, enter the password for the SYS, SYSTEM and PDB
Admi n.

The password must begin with an alpha character and cannot exceed 30
characters. Quotation marks are not allowed.

o. Inthe Confirm Password field, enter the password again to confirm.

p- Inthe Characterset field, select an option from the drop-down list. The default
is AL32UTF8.

g. Inthe National Characterset field, select an option from the drop-down list.
The default is ALL6UTF16.

r. Inthe Language field, select a database language from the drop-down list.
The default is American.

s. Inthe Territory field, select a territory or location for the database from the
drop-down list. The default is America.

6. Click Create. When prompted, click Yes to confirm that you want to start the job to
create the database.

The job is submitted and a confirmation page appears with a link to the job. Click the
link to view the job progress, tasks, and status.

After you close the Job confirmation page, you can click the Activity tab to monitor the
job progress. Click the job number to view the tasks and status details. Click Refresh
to refresh the page.
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Creating a Database Instance

Create an instance only database from the command-line interface.

ORACLE

# Note:

If you provisioned the appliance without creating an initial database, then you
must create a Oracle home. If the version of the database home is different
from the migrated database, create a database home for the migrated
database. You might want to create a database home specifically for the
migrated database.

This example creates an instance only database named PRODDB with database version
18.8 and a new database home.

1.

Use the odacl i |i st-dbhones command to display a list of database homes
and verify that a database home exists for the database version.

Note the ID if you want to use an existing database home or if you want to get
more details. Use the odacl i descri be- dbhonmes command to get greater
details about a specific database home.

# odacli |ist-dbhomes
ID Nane DB Version

b727bf 80- c99e- 4846- aclf - 28a81a725df 6 OraDB12102_homel 18.8.0.0.0

(conti nued)
Hone Location

/u01/ app/ or auser/ product/ 18. 0. 0. 0/ dbhone_1

Create a database home if a database home does not exist for the database
version.

If you want to create a database home for specifically for the migrated database,
you can use the odacl i creat e- dbhone command, or you can create the
database home when you create the database. The example creates a database
home for database version 18.8.0.0.0.

# odacli create-dbhome -v 18.8.0.0.0
Create an instance only database. You can use an existing database home ID or
you can create a database home when creating the database.

To create an instance only database named PRCDDB with database version
18. 8. 0. 0. 0 that uses an existing database home with ID b727bf 80- c99e- 4846-
aclf-28a81la725df 6:

# odacli create-database -n PRODDB -v 18.8.0.0.0 -io -m-dh b727bf 80-
c99e- 4846- ac1f - 28a81a725df 6
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To create an instance only database named PRCDDB with database version
18.8. 0. 0. 0 and a database home:

# odacli create-database -n PRODDB -v 18.8.0.0.0 -io -m

Cloning a Database from Backup

ORACLE

Use the Browser User Interface to clone a database from a backup.

When you backup a database in Oracle Database Appliance, a backup report is
created. Save the backup report as a JSON file and you can use the file to create a
database on the same appliance, or a different appliance.

The following are the prerequisites to cloning a database from a backup:

1. The source database backup location must be Object Store or External FRA
(Network File System).

2. If you use Object Store backup location, then obtain Object Store Credentials for
the host.

3. Ifyou use an External FRA (Network File System) backup location, then obtain the
Network File System (NFS) mount point location.

4. Create a backup policy using the object store credentials or NFS mount point as
the backup destination.

5. Attach the backup policy to the database that you want to backup.

6. Create a manual backup of the database and save the backup report generated
when the backup completes.

Follow these steps to create a database from backup:

1. Log into the Browser User Interface:
https://host-ip-address: 7093/ mgnt /i ndex. ht m

2. Click the Database tab.

3. Click Create Database to display the Create Database page.

4. Click Clone Database from Backup, then click Next to display the Clone
Database from Backup page.

5. Select the Backup Destination from which you want to create the database. If your
backup destination is ObjectStore:

a. Select Backup Destination as ObjectStore.
b. Select your Object Store Credential Name.

c. Enter the password in the Backup Encryption Passwords field and the
Confirm Backup Encryption Passwords field.

If your backup destination is Network File System (NFS):
a. Select Backup Destination as External FRA.
b. Specify the External FRA Mount Point.

c. Enter the password in the Backup Encryption Passwords field and the
Confirm Backup Encryption Passwords field.
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6. Click Browse and select the backup report from which you want to create the
database.

When the backup report is loaded, additional fields appear on the page and are
populated based on the backup report. You can edit some of the fields.

7. In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

8. Enter the password in the SYS User Password field and the Confirm SYS User
Password field.

9. Click Create.

10. Click Yes to confirm that you want to clone a database from the selected Object
Store or External FRA.

When you submit the job, the job ID and a link to the job appears. Click the link to
display the job status and details.

11. Validate that the job completed. You can track the job in the Activity tab in the
Browser User Interface, or run the command odacl i descri be-j ob with the
job ID.

# odacli describe-job -ijobld

Cloning an Oracle ACFS Database Using the Browser User Interface

ORACLE

Create a database from an existing Oracle ACFS database using the Browser User
Interface.

Cloning enables to:

* Create a database from another database without bringing down the source
database

e Create multiple databases from a gold image, thus ensuring standardized mass
deployments

*  Optimize space utilization, by use of Oracle ACFS snapshots in cloning

e Create different types of databases, from a single source database type. For
example, you can create single-instance databases, Oracle RAC databases, or
Oracle RAC One Node databases from any type of source database

*  Depending on the available memory and CPU cores, specify a supported
database shape such as odbls, odb2, and so on, to create any class of database
from any source database.

Follow these steps to create a database from an existing Oracle ACFS database:
1. Log into the Browser User Interface:

https://host-ip-address: 7093/ mgnt /i ndex. ht m

Click the Database tab.

Click Create Database to display the Create Database page.

Click Clone a Database, then click Next to display the Clone Database page.

o > © D

Select the Source Database from which you want to create the database.
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Select the Database Shape (template) for your new database. The database
shape you select determines the total memory allocated to the database.

In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Specify the DB Unique Name for the database. If the database unique name is
not provided, then the name of the database is set to the database name.

Enter the password in the SYS User Password field and the Confirm SYS User
Password field.

Optionally, specify the TDE Wallet Password.
Click Create.

Click Yes to confirm that you want to clone a database from the selected source
database.

When you submit the job, the job ID and a link to the job appears. Click the link to
display the job status and details.

Validate that the job completed. You can track the job in the Activity tab in the
Browser User Interface, or run the command odacl i descri be-j ob with the
job ID.

# odacli describe-job -ijobld

Cloning an Oracle ACFS Database Using Command Line Interface

Create a database from an existing Oracle ACFS database using CLI commands.

ORACLE

Cloning enables to:

Create a database from another database without bringing down the source
database

Create multiple databases from a gold image, thus ensuring standardized mass
deployments

Optimize space utilization, by use of Oracle ACFS snhapshots in cloning

Create different types of databases, from a single source database type. For
example, you can create single-instance databases, Oracle RAC databases, or
Oracle RAC One Node databases from any type of source database

Depending on the available memory and CPU cores, specify a supported
database shape such as odbls, odb2, and so on, to create any class of database
from any source database.

Following are the prerequisites to clone a database:

Ensure that Oracle Clusterware is running on all nodes, and the source database
is up and running.

The source database must use Oracle ACFS storage.
The source database must not be a multitenant container databases (CDBSs)
The source database must be the primary database.

The source database must be in the OPEN state.
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* The source database must not be in backup mode.
* The source database must be in archive mode.

Follow this procedure to clone a database:

® Runthe odacli cl one-dat abase command.

odacli cl one-dat abase --databaseUni queName --dbname --dbshape --dbtype |
Sl --json
--sourcedbnane --syspassword --tdepassword

Specify the unique name of the database, the name for the new database, the
database shape, the type of database, the source database name, password for
SYS user, and the TDE Wallet password. For information about all the command
options, see the ODACLI Command Reference chapter.

Related Topics

e odacli clone-database
Use the odacl i cl one- dat abase command to clone a new database from a

source database.

Upgrading a Database

Use the Oracle Appliance Manager Browser User Interface to upgrade an Oracle
database to a different database home version.

Before upgrading to a different database home, you must upload the RDBMS
database version to the repository and create the database home.

1. Log into the Browser User Interface:
https://host name or ip-address: 7093/ nmgnt /i ndex. ht m
2. Click the Database tab.
3. Click Actions next to the database that you want, then select Upgrade.

4. Select the destination database home version from the list of available versions,
then click Upgrade.

Deleting a Database

ORACLE

Use the Oracle Appliance Manager Browser User Interface to delete an Oracle
database.

1. Log into the Browser User Interface:
https://host nane or ip-address: 7093/ ngnt/i ndex. htm
2. Click the Database tab.
3. Click Actions next to the database that you want, then select Delete.

4. Confirm the action.
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Working with Database Homes

Use the Browser User Interface to display a list of database homes, details, and create
and delete database homes.

e About Managing Multiple Oracle Homes on Oracle Database Appliance
Create and manage one or more Oracle home directories and Oracle databases
on Oracle Database Appliance.

* Viewing Database Homes
Use the Browser User Interface to display a list of database homes and database
home details, including databases associated with a DB home.

e Creating a Database Home
Use the Browser User Interface to create database homes in Oracle Database
Appliance.

» Deleting a Database Home
Use the Browser User Interface to delete an Oracle database home.

About Managing Multiple Oracle Homes on Oracle Database

Appliance

ORACLE

Create and manage one or more Oracle home directories and Oracle databases on
Oracle Database Appliance.

Oracle home is the directory in which you install Oracle Database binaries, and from
which Oracle Database runs. Oracle Database Appliance supports multiple Oracle
homes, including support of different release Oracle Database homes. You can create
multiple Oracle databases on a given Oracle home. Use Oracle Appliance Manager
Browser User Interface to create and manage multiple Oracle homes and databases
on Oracle Database Appliance. Oracle Database Appliance Manager automatically
creates an Oracle Database Oracle home that is compliant with Oracle’s Optimal
Flexible Architecture (OFA) standards.

Check the Oracle Database Appliance Release Notes to obtain information about the
specific Oracle software releases supported for your Oracle Database Appliance
platform.

When you use ODACLI commands to create multiple homes on Oracle Database
Appliance, the commands start the Oracle Home cloning process. In Oracle Database
Appliance deployments, the user or acl e is the default software installation owner.

You can use the Browser User Interface or the command-line interface to create and
manage databases.

Use ODACLI commands to create, list, describe, and delete databases on Oracle
Database Appliance. The odacl i creat e- dat abase command enables you to
create a database with minimal user input. When you run this command without any
additional options, the command creates a new database home (ORACLE_HOME).
You can create a database in an existing home by using the - - dbhonei d option. To
find the dbhomeid, use the odacl i |i st-dbhomes command.

Alternatively, you can use the Browser User Interface to create list, describe and
delete databases and database homes. You can display a list of all Database Homes
that includes the database home name, ID, version, the date and time that the
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database home was created and the location on the same page. You can also create
and delete database homes on the Browser User Interface.

Caution:

Do not apply Oracle Database patches directly to Oracle Databases on
Oracle Database Appliance. Only use Oracle Database Appliance patch
bundles, which are tested to work across the whole software stack. If a one-
off database patch is required, it may be applied to the Oracle Home. When
you apply the Oracle Database Appliance patch bundle, it may cause a
conflict during future patching events and you might need to roll back and
then re-apply the patch.

Viewing Database Homes

Use the Browser User Interface to display a list of database homes and database
home details, including databases associated with a DB home.

1. Log in to the Browser User Interface:
https://ip-address: 7093/ ngnt/i ndex. ht m
2. Click the Database tab.

3. Click Database Home on the left menu to view all database homes. The name,
ID, version, location and date and time stamp of when the database home was
created appears on the page.

4. (Optional) Click Actions next to a database home entry, then View Databases to
see the databases that are associated with the database home.

Creating a Database Home

ORACLE

Use the Browser User Interface to create database homes in Oracle Database
Appliance.

Before you can create a database home, the Oracle Database Appliance RDBMS
Clone file image must be in the repository. Follow these steps to create a database
home:

1. Log in to the Browser User Interface:
https://ip-address: 7093/ ngnt /i ndex. ht m

2. Click the Database tab, then click Database Home.

3. Click Create Database Home.

4. Select a database version from the list of available versions, then select the
database edition, either Enterprise Edition or Standard Edition, per your
licensing agreement.

5. Click Create. When prompted, click Yes to confirm that you want to start the job.
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Deleting a Database Home

Use the Browser User Interface to delete an Oracle database home.

You can delete a database home (DB Home) if it is not associated with any databases.
1. Log into the Browser User Interface:

https://host name or ip-address: 7093/ ngnt/i ndex. ht m
2. Click the Database tab.

3. Click Database Home on the left menu to view all database homes. The name,
ID, version, location and date and time stamp of when the database home was
created appears on the page.

4. Click Actions next to a database home entry, then Delete, and then confirm the
action to delete a database home.

Migrating Databases

Review these topics to learn how to prepare for and migrate an entire database to your
Oracle Database Appliance.

*  About Migrating Databases
You can migrate an entire active container database (CDB) or non-CDB database
to an Oracle Database Appliance machine by using the RMAN duplicate
command.

» Configuring a Static Listener
Configure a static listener before you duplicate a database.

*  Migrating a Database
Use the RMAN Dupl i cat e command to migrate the entire database to the
appliance.

* Registering a Database
Use the odacl i regi st er-dat abase command to register the migrated
database with the appliance.

About Migrating Databases

ORACLE

You can migrate an entire active container database (CDB) or non-CDB database to
an Oracle Database Appliance machine by using the RMAN duplicate command.

When using RMAN Duplicate, ensure to have network connectivity from source and
target databases:

* Source database: The existing database to be migrated.

* Target database: The new database created on an Oracle Database Appliance
environment.

If you do not have network connectivity between the source and the target
environments, you can use the offline migration method. Offline migration uses RMAN
backup sets for duplication, which does not require connectivity to the primary
database.

At a high level, the procedure involves the following steps:
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1. Deploy or update Oracle Database Appliance to the latest version.

Confirm that the provisioning completed successfully. On bare metal systems, use
the command odacl i |i st-jobs and the command odacl i descri be-job
to verify the status.

2. Create an instance only database from the command-line interface.

e On bare metal systems, use the command odacl i cr eat e- dat abase with
the i nst anceonl y flag on an Oracle Database Appliance machine. The new
database is the target database.

Creating an instance only database also creates the following:
* ACFS Filesystem used to store the database files

» Directory structures that are required by the database instance/rman duplicate
command

» Password file for the SYS user
3. Configure a static listener.

4. Migrate the existing database to the target database using the backup and
restore operations.

5. Register the migrated database with the appliance.

< Note:

You can only migrate and register a database of the same storage type. For
example, to migrate and register an Oracle ACFS database, you must create
an Oracle ACFS database and then migrate and register it. Similarly, to to
migrate an Oracle ASM database, you must create an Oracle ASM database
and then migrate it.

Configuring a Static Listener

Configure a static listener before you duplicate a database.
The static listener is only required when using RMAN Duplicate command.
Perform the following steps to manually configure the | i st ener. or a file:

1. Login as a grid user.
2. Navigate to /u01/ app/ 18. 0. 0. 0/ gri d/ net wor k/ adni n/ directory.

3. Edit the default i st ener. or a file and append the static database entry.

SID_LI ST_LI STENER=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNAVE=db_uni que_nane wi th domnai n)
( ORACLE_HOMVE=db home)
(SI D_NAME=db uni que nane)
( ENVS="TNS_ADM N=dat abase hone/ net wor k/ adm n"))
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For example, the following file is edited for an 18.8.0.0.0 database named PRODDB
in the exanpl e. comdomain:

SID LI ST_LI STENER=
(SID_LIST=
(S D_DESC=
( GLOBAL_DBNAME=PRCDDB. exanpl e. com
( ORACLE_HOME=/ u01/ app/ oracl e/ product/ 18. 0. 0. 0/ dbhome_2)
(SI D_NAME=PRODDB)
(ENVS="TNS_ADM N=/ u01/ app/ or acl e/ product/18. 0. 0. 0/

dbhone_2/ net wor k/ adni n"))

)

Save the file.

Restart the listener.

srvctl stop listener -1 |istener
srvctl start listener -1 |istener

Migrating a Database

Use the RMAN Dupl i cat e command to migrate the entire database to the appliance.

ORACLE

Before migrating the database, verify that a network connection exists between the
source and destination databases.

1.

Verify that the sysdba connection to the auxiliary database is working. Use the
password that you defined when you created the database with the - -
i nst anceonl y flag.

sql pl us sys/ passwor d@ost name: PORT/ GLOBAL_DBNAME as sysdba << ECF
select 1 fromdual;

exit;

ECF

The following example uses the Welcome_12 password for myhost on port 1521
for PRODDB.example.com.

sql pl us sys/ Vel come_12@ryhost : 1521/ PRODDB. exanpl e. com as sysdba << ECF
select 1 fromdual;

exit;

ECF

As oracle user, set the ORACLE_HOME and ORACLE_SID environment
variables.
ORACLE_HOME=pat h of Oracle Hone against which the AUX DB is created

ORACLE_SI D=dat abase uni que nane

Display a list of all database storage configured on the appliance and database
storage identifiers (ID).

9-16



Chapter 9
Migrating Databases

Use the odacl i |i st-dbst or ages to display the storage IDs for all configured
filesystems.

# odacli |ist-dbstorages

ID Type DBUni que  Name Status
68d13446- f 26c- 49ee- ab75- a393732aa88a  Asm rdbl Confi gured
ff2023d9- 338d- 4cf f - 8bb4- e73a89e32ce4  Acfs PRODDB Confi gured

4. Display the database storage details, including the DATA, RECO and REDO
locations, for each database storage ID.

For example, use the odacl i descri be-dbst or age command to display
information about the ACFS storage for ID 9fe39332-
ccla-4b4b-8393-165524a6ef6b.

# odacli describe-dbstorage -i ff2023d9-338d- 4cff-8bb4-e73a89e32ce4
DBSt orage details

D ff2023d9-338d- 4cf f - 8bb4- e73a89e32ce4

DB Name: PRODDB

DBUni que Name: PRCDDB

DB Resource |1 D: ¢c5h77384-634e-4dc8-b10b-fa2831d2c59b
Storage Type: Acfs

DATA Location: /u02/ app/ oracl e/ or adat a/ PRODDB

RECO Location: /u03/app/oraclel/fast_recovery_areal
REDO Location: /u03/app/ oracl e/ redo/

State: ResourceSt at e(status=Confi gured)

Created: June 22, 2019 12:07:12 PM SGT

Updat edTi me: June 22, 2019 12:26:39 PM SGT

5. Duplicate the database.

Use the RMAN duplicate database command to duplicate the database.

rman target sys/\Welcome__12@ource database host name: PORT
(Cont i nued)

[ Service Name auxiliary sys/ Wl come_12@Host name of the target database:
1521/ servi ce name

RUN {

SET NEWNAME FOR DATABASE TO NEW

duplicate target database to PRODDB from active database

SPFI LE

SET cl uster_dat abase 'fal se'

SET audit _file_dest '/u0l/app/oracl e/ adni n/ PRODDB/ adunp'

SET db_create file_dest '/u02/app/oracl e/ oradata/ PRODDB

SET db_create_online | og_dest_1 '/u03/app/oraclel/redo'

SET db_recovery file_dest '/u03/app/oracle/fast_recovery area'
SET control _files '/tnp/control _PRODDB. ctl' nofil enamecheck;

}
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Registering a Database

ORACLE

Use the odacl i regi ster-database command to register the migrated database
with the appliance.

The dbcl ass, dbshape, servi cename and password are mandatory for registering the
database. The dbcl ass and dbshape determine the sga_t ar get and pga_t ar get
settings. The database i ni t. or a parameters are reset as part of the odacl i

regi st er - dat abase command. Review the i ni t. or a parameters after registration
and ensure that the parameters set correctly.

" Note:

The odacl i regi st er-database command is supported only for primary
database of type single-instance.

Follow these steps to register a database:

1. If you have Oracle Database version 12.1 with SQL patches, ensure that the
sqgl pat ches are in the Oracle Database Appliance environment. If the patches are
not in the environment, copy the $OH sql pat ch directories from the source
database home to the $CH in Oracle Database Appliance before executing the
odacl i regi ster-database command

The odacl i regi st er-dat abase command invokes the dat apat ch utility for
applying the post patch SQLs. If the source database has any sql pat ches applied
that are not present in the Oracle Database Appliance environment, then the

dat apat ch will fail.

2. If you have Oracle Database version 11.2 with SQL patches, you must roll back
any patches applied to the source database that are not part of the installed
Oracle Database Bundle patch (BP).

3. Register the database with Oracle Database Appliance.

# odacli register-database -¢c OLTP -s odbl -sn proddb. exanpl e. com -p
Password for SYS

{
"jobld" : "317b430f - ad5f - 42ae- bh07- 13f 053d266e2",
“status" : "Created",
"nmessage" : null,
"reports" : [ ],
"createTimestanp" : "August 08, 2018 05:55:49 AM EDT",
“description" : "Database service registration with

db service nanme: proddb. exanpl e. cont',

"updat edTi ne" : "August 08, 2018 05:55:49 AM EDT"

}

rpandrap: ]# odacli describe-job -i "317b430f - ad5f - 42ae-
bb07- 13f 053d266e2"

Job details

I D 317b430f - ad5f - 42ae- bb07- 13f 053d266e2
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Description: Database service registration with
db service nane: proddb. exanpl e. com
Status: Success
Created: Novenber 23, 2018 5:55:49 AM EDT

Message:

Task Nane Start Tine

restore control file Novenber 23, 2018 5:55:49 AM EDT
move spfile to right location Novenber 23, 2018 5:56:08 AM EDT
register DB with clusterware Novenber 23, 2018 5:56:13 AM EDT
reset db paraneters November 23, 2018 5:57:05 AM EDT
Runni ng Dat aPat ch November 23, 2018 5:57:36 AM EDT
(Cont i nued)

End Tine Status

Novenber 23, 2018 5:56:08 AM EDT  Success
Novenber 23, 2018 5:56:13 AMEDT  Success
Novenber 23, 2018 5:57:05 AM EDT  Success
Novenber 23, 2018 5:57:36 AMEDT  Success
Novenber 23, 2018 5:57:49 AMEDT  Success

4. Usetheodacli Iist-databases command to view the registered database.

About Managing Multiple Database Instances Using
Instance Caging

Use instance caging to manage your system resources on Oracle Database
Appliance.

Oracle Database provides a method for managing CPU allocations on a multi-CPU

server that runs multiple database instances. This method is called instance caging.
Instance caging uses an initialization parameter to limit the number of CPUs that an
instance can use simultaneously.

Instance caging and Oracle Database Resource Manager (the Resource Manager)
work together to support your desired service levels across multiple instances.
Consolidation can minimize idle resources, maximize efficiency, and lower costs.

Oracle Database Appliance templates are already tuned for the size of each database
instance workload. They are designed to run on a specific number of cores. Instance
caging ensures that each database workload is restricted to the set of cores allocated
by the template, enabling multiple databases to run concurrently with no performance
degradation, up to the capacity of Oracle Database Appliance. You can select
database template sizes larger than your current needs to provide for planned growth.
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< Note:

Oracle strongly recommends that you use the Oracle Database Appliance
templates, because they implement best practices and are configured
specifically for Oracle Database Appliance.

The Oracle Database Appliance Manager interface refers to the database
sizing templates as database classes.

By default, instance caging is not enabled on Oracle Database Appliance. To enable
instance caging, set the initialization parameter, RESOURCE_MANAGER_PLAN, for each
database on Oracle Database Appliance. The parameter specifies the plan to be used
by the Resource Manager for the current instance. Setting this parameter directs the
Resource Manager to allocate core resources among databases. If a plan is not
specified with this parameter, then the Resource Manager and instance caging are not
enabled.

Instance caging allocation of core resources is enabled in accordance with the Oracle
Database Appliance database template size that you select for each database. The
CPU_COUNT initialization parameter is set in the template. Use the CPU_COUNT setting
that matches the size of each database to consolidate, and follow the standard
instructions for configuring instance caging.

Oracle EM Express and DB Console

You can use Oracle Enterprise Manager Database Express (EM Express), or the
Database Control Console (DB Console) to manage your database.

The EM Express console is available for Oracle Database 18c, 12.2.0.1, and 12.1.0.2.
The DB Console is available for Oracle Database 11.2.0.4. Both consoles are web-
based tools for managing Oracle Databases.

The EM Express console provides the following features:

e Support for basic administrative tasks, such as storage and user management
e Comprehensive solutions for performance diagnostics and tuning
« Performance advisors in a graphic user interface

e Oracle Database utilities in a graphic user interface, such as SQL*Loader and
Oracle Recovery Manager (RMAN)

EM Express is built inside the database server and cannot perform actions outside the
database.
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Managing Storage

You can add storage to fully populate the base storage shelf and add a storage
expansion shelf to your Oracle Database Appliance.

About Managing Storage
You can add storage at any time without shutting down your databases or
applications.

Preparing for Storage Expansion
Review and perform these best practices before adding storage to the base shelf
or adding the expansion shelf.

About Managing Storage

You can add storage at any time without shutting down your databases or
applications.

Oracle Database Appliance uses raw storage to protect data in the following ways:

Flash or Fast Recovery Area (FRA) backup. Flash or fast recovery area is a
storage area (directory on disk or Oracle ASM diskgroup) that contains redo logs,
control file, archived logs, backup pieces and copies, and flashback logs.

Mirroring. Double or triple mirroring provides protection against mechanical issues.

The amount of available storage is determined by the location of the FRA backup
(external or internal) and if double or triple mirroring is used.

Oracle Database Appliance uses storage shelves, a base shelf and an optional
storage expansion shelf. You can expand the base storage by adding a pack of solid-
state drives (SSDs) to fully populate the base storage. You can further expand the
storage by adding a second storage shelf. External NFS storage is supported for
online backups, data staging, or additional database files.

ORACLE

# Note:

The storage expansion shelf is no longer available for Oracle Database
Appliance X7-2-HA and other older models. You can repurpose an existing
storage expansion shelf from one Oracle Database Appliance system to
another.

¢ Note:

Oracle recommends that you upgrade your deployment to the latest Oracle
Database Appliance software release before adding storage to ensure that
your appliance has the latest firmware.
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When you add storage, Oracle Automatic Storage Management (Oracle ASM)
automatically rebalances the data across all of the storage including the new drives.
Rebalancing a disk group moves data between disks to ensure that every file is evenly
spread across all of the disks in a disk group and all of the disks are evenly filled to the
same percentage. Oracle ASM automatically initiates a rebalance after storage
configuration changes, such as when you add disks.

Preparing for Storage Expansion

Review and perform these best practices before adding storage to the base shelf or
adding the expansion shelf.

ORACLE

1.

Update Oracle Database Appliance to the latest Patch Bundle before expanding
storage.

Confirm both nodes are at the same version and patch bundle level for software
and firmware.

# odaadntli show version -detail

# odaadntli inventory -q

< Note:

If oakd is not running in the foreground mode, on either node, fix the
problem before adding storage.

Check the disk health of the existing storage disks.

Run the check on both nodes and use the default checks option to check the
Net wor kConponent s, OSDi skSt or age, Shar edSt or age, and Syst enConponent s.

# odaadncli validate -d

Run the odaadntli show di skgr oup command on each node to display and
review Oracle Automatic Storage Management (Oracle ASM) disk group
information. Verify that all disks are listed, are online, and are in a good state.

# odaadntli show di skgroup data
# odaadntli show di skgroup reco

# odaadntli show di skgroup redo

Confirm Oracle ASM and CRS health on both nodes.

Run the odaadntli orachk command on each node. If there is a problem
connecting to either node, then check the / et ¢/ bashr c file and remove (or
remark out) any values in the profile for root, oracl e, grid users.
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Run odaadnt!i orachk on Node O:

# odaadntli orachk

Checking Status of Oracle Software Stack - Custerware, ASM RDBVS

Host Name CRS Installed ASM HOME RDBMS Installed CRS UP ASM UP RDBMS UP DB | nstance Name

Run odaadntl i orachk on Node 1:

# odaadntli orachk

Checking Status of Oracle Software Stack - Custerware, ASM RDBMS

Host Name CRS Installed ASMHOME RDBMS Installed CRS UP ASM UP RDBVS UP DB | nstance Name

odax3r n2 Yes Yes Yes Yes Yes Yes b22S2 h23S2
h24S2

Confirm communications between the nodes and that SSH is working using the
same password for or acl e, root, and gri d.

From each node:
a. Ssh to both nodes.
b. Ping both nodes.

Confirm there is at least 10 GB of space available on each node.

[root @da]# df -h

[root @db]# df -h
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Backup, Restore and Recover Databases

Review backup, restore, and recovery operations for your databases.

ORACLE

About Database Backup and Recovery Options

Backup your databases in Oracle Database Appliance and use the restore and
recover features to restore a database to the same or another system or to
recover database files.

Creating a Mount Point for NFS Backup Location
Create a mount point for the Network File System (NFS) location, to set up the
NFS backup and recovery option.

Configuring Agent Proxy Settings for Object Store Access

If the Object Store IP address is accessible only through proxy setup by the Oracle
Database Appliance server, then define the proxy setting for the agent, so that the
agent can access the Object Store.

Creating a Database Backup Policy

Understand how to create a policy to backup a database to an internal or external
Oracle Fast Recovery Area (FRA) location or to the Object Store using the
Browser User Interface.

Updating a Database with a Backup Policy
Attach a backup policy to a database to define the database backup attributes and
destination.

Updating a Database Backup Policy

Use the Browser User Interface to update the recovery window, change the
ObjectStore Credential, or change the crosscheck option for a database backup
policy.

Backing Up a Database Using the Browser User Interface
Apply a backup policy to a database, create a manual backup, update a database
backup schedule, or update an archive log backup.

Viewing Backup Reports
Understand how you can use the Browser User Interface to view backup reports.

Recovering a Database Using the Browser User Interface
Understand the recovery options available for recovering a database.

Deleting a Backup Using the Browser User Interface
Use the Browser User Interface to delete database backups.

Deleting a Backup Policy
Use the Browser User Interface to delete a database backup policy.

Using the CLI to Backup, Restore, and Recover
Use the command-line interface to backup, restore, and recover databases.
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About Database Backup and Recovery Options

ORACLE

Backup your databases in Oracle Database Appliance and use the restore and
recover features to restore a database to the same or another system or to recover
database files.

It is important to create a backup recovery strategy to protect the databases in Oracle
Database Appliance from data loss due to a physical problem with a disk that causes a
failure of a read from or write to a disk file that is required to run the database, or due
to user error. The backup feature provides the ability to PITR restore the database.
You can create a backup policy in the Browser User Interface or from the command-
line interface.

The following backup options are available:

» Backup to an Oracle Fast Recovery Area (FRA) disk (Internal FRA)
»  Backup to Oracle Cloud Infrastructure Object Storage (Oracle Object Storage)
* Backup to a Network File System (NFS) location (External FRA)

You can use the backup, restore, and recovery features with databases that have
backup policy attached to them in the system. You can choose to manage your
backups, and set up your backup, restore, and recovery option.

The backup feature enables you to create a backup policy with your backup
parameters, including backup level and location. For new and existing databases, you
can create and attach a backup policy to a database to perform a daily backup. Once
a backup policy is attached to a database, the dcs- agent schedules daily automatic
backups for the database. It also schedules archivelog backups for the database. By
default, the frequency of the archivelog backup is 30 minutes. The default schedule is
a level 0 backup every Sunday and a level 1 backup Monday through Saturday. You
can edit or disable the schedule.

The dcs- agent generates and saves a backup report for each backup. The backup
report contains the metadata required to recover or restore a database.

¢ Note:

You cannot backup databases that use Transparent Data Encryption (TDE).

Recovering a database in Oracle Database Appliance is a full or whole database
recovery using RMAN. You can recover from a Backup Report, a point-in-time (PITR),
a System Change Number (SCN), or from the latest backup. For recovery of data
block, tablespaces, data files, PDBs, see the Oracle Database Backup and Recovery
Reference Guide.

Backup Policy

The backup policy defines the backup details. When you create a backup policy, you
define the destination for the database backups, either Internal FRA (Disk) or External
FRA (NFS location), or Cloud Object Storage, and you define the recovery window.
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If you use the Oracle Object Storage for backup and recovery, you must have an
ObjectStore Resource ID or Name.

You can assign the backup policy to the database when you create the database. You
can attach a backup policy to an existing database or update a backup policy.

Backup Levels
The backup policy that you create defines the backup level:

e Level 0: The backup captures all blocks in the datafile. By default, level 0 backups
occur every Sunday. You can customize your backup settings through the Browser
User Interface or the command-line. A level 0 backup is a full backup and is used
as the parent for a level 1 backup.

e Level 1: The backup is an incremental backup that captures only those blocks that
change between backups in each datafile. By default, a level 1 backup occurs
daily, Monday through Saturday, and captures images of each block in a datafile
that changed. Level 1 backups are differential backups. The backup includes
blocks from the most recent previous level 1 or level 0 backup.

* LongTerm: The backup is a long-term, or archival backup. Use LongTerm to
create a backup that is all-inclusive and exempt from the backup retention policy.
The backup is all-inclusive because every file needed to restore and recover the
database is backed up to a single location. The backup is exempt from the
retention policy that is defined in the recovery window. For long term backups, you
must use non-FRA locations for backup destinations using the backup policy
options.

» Archivelog: This is a backup of all archivelogs not yet backed up to the backup
destination, such as Internal FRA, External FRA (NFS location), or Object Store.

The AutoScheduler creates a level 0 backup on Level 0 Backup Day, by default, on
Sunday, and level 1 on the remaining days of the week. You can display a list of
scheduled backups, edit your backup schedule, or disable a scheduled backup. It also
creates archivelogs backup for the database with a default frequency of 30 minutes.

Backup to Disk

When you backup to disk, you are using the Oracle Fast Recovery Area (FRA) of the
disk. FRA is a storage directory that allows backup and recovery operations on Oracle
databases. The directory contains archived redo logs, backup pieces and copies, and
the control file.

Advantages to backing up to disk are as follows:

*  Quick recovery from backups stored on disk

* Automate management of recovery related files (like archived logs)

# Note:

When you backup to disk, data is not encrypted and passwords are not
allowed. In addition, backup to disk requires a lot of disk space (up to two to
three times the size of the database).

The following is a high-level overview of the workflow for backup and recovery when
using a disk:
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1. Create a backup policy to define the backup location (disk) and recovery window
for the disk destination.

2. Create a database and attach the backup policy to the database. When the
backup policy is associated with a database, archivelog backups and database
backups are automatically created.

3. Manage obsolete backups.

4. Recover the database from a backup on the disk.

Backup to External FRA (Network File System)

Specifying a Network File System (NFS) location for backups, enables you to safely
and securely store or retrieve a database backup at any time.

The advantages of using NFS backup location are:

e With NFS, you can access remote files, locally, by mounting local file systems on a
network.

e Provides a centralized backup location, without requiring manual refresh.
e Supports enhanced security options using firewalls and Kerberos.

e Support for encrypted backups using passwords. You optionally, set the backup
password, and provide the same during restore operation.

The following is a high-level overview of the workflow for backup and recovery when
using an NFS location:

1. Create a mount point for the NFS location.

The mount point must be accessible from both nodes. The or acl e user must have
read/write permissions to the NFS location. If the request is being made to a
remote server, ensure that it is running. See Creating a Mount Point for NFS
Backup Location for the procedure to create a mount point.

2. Create a backup policy specifying the NFS location, and the recovery window for
NFS destination.

3. Associate the database with this backup policy, either during database creation, or
by updating the backup policy for the database.

4. Backups are automatically scheduled, and you can also run manual backups. You
can specify manual backup options in the Browser User Interface or using
ODACLI commands.

5. Manage obsolete backups.

6. Restore from backup. When you save your backups to NFS, you can restore the
database to the same system or to a different system.

7. Recover the database from a backup on NFS.

Backup to Oracle Object Storage

Oracle Object Storage is a highly secure, scalable storage platform that enables you to
safely and securely store or retrieve a database backup at any time. Data and the
associated metadata are stored as an object in a logical container (bucket). Oracle
Database Appliance creates a Backup Report and a unique ID to identify each backup.

Oracle Object Storage is tightly integrated with Oracle Cloud Infrastructure Identity and
Access Management. The data, user-defined metadata associated with the data, and
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encryption keys are automatically encrypted using 256-bit Advanced Encryption
Standard (AES- 256). The encryption keys are rotated frequently and cannot be
disabled. By default, only authenticated users that have explicitly been granted access
to specific resources can access data stored in Oracle Object Storage. Data is
uploaded and downloaded over SSL endpoints using the HTTPS protocol.

When you backup to Oracle Object Storage, you are using your backup policy and
your Oracle ObjectStoreSwift credentials. The credentials are stored in an encrypted
Oracle wallet. You can attach the credentials to one or more backup policies.

" Note:

Credentials are validated when you create the backup policy that uses
Oracle Object Storage. The credentials are not validated against the URL
and tenancy.

Advantages to using Oracle Object Storage are as follows:

*  Backups are encrypted using the password for non-TDE databases.

" Note:

Save the password that you use during backups in a safe location, you
must provide the password during recovery operations.

*  Quick recovery from backups. With the Oracle Object Storage, you can safely and
securely use the Browser User Interface to store or retrieve data directly from
within the cloud platform, at any time.

*  Automate management of recovery related files (like archived logs)

»  Oracle Object Storage is not directly accessed by the operating system, instead it
uses APIs to access the storage at the application level.

The following is a high-level overview of the workflow for backup and recovery when
using Oracle Object Storage:

1. Create an Object Store object with your credentials.

2. Create a backup policy to define the backup location (Object Store), Object Store
Credentials Name, the container (bucket) name where you want to store backups,
and the recovery window.

3. Create a database and attach the backup policy either as a part of creating the
database, or update the database with backup policy after creating the database.
When the backup policy is associated with a database, backups are automatically
created.

4. Manage obsolete backups.

5. Restore from backup. When you save your backups to Oracle Object Storage, you
can restore the database to the same system or to a different system.

6. Recover the database from a backup on Oracle Object Storage.
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Create Create backup Attach backup Create Database

ObjectstoreSwift __ configuration | configuration to ' backup to Oracle
a new or existing Object Storage
database

v

ﬁ Manage
» oObsolete

backups
Backup Reporis
(backup metadata)
|
g !
Restore from Recover from
backup backup

# Note:

Before you can use this backup option, you must create an Oracle Cloud
Infrastructure Object Storage account. When you create the account, you
define the account credentials, end point URL, and bucket. Go to the Oracle
Store and sign up for Oracle Cloud Infrastructure Object Storage.

Backup Reports

A backup report is generated for each backup and is similar to, but does not replace, a
recovery catalog. The report contains the Oracle Database Appliance information and

metadata needed to restore or recover a database. The Backup Report is designed to

keep track of all of the information required to restore or recover a database.

The following is an example of a level 1 backup report:

"id" : "2d82460c- d648- 4e75- 8c7d- 72cc90bc442a”,

"dbResl d" : "b5fc646e- 01a6- 4c8b- 8286- 7633346¢4329",

“tag" : null,

"dbld" : "2717054291",

"dbNarme" : "HRDbO',

“dbUni queNane" : "HRDbQu",

“backupType" : "REGULAR-L1",

"keepDays" : null,

“backupLocation" : "https://swiftobjectstorage. us-phoenix-1. oracl ecl oud. conmf v1/ dbaasi mage/ backupbucket ",

“cf BackupHandl " : "c-2717054291-20171108- 04",

"spf BackupHandl e" : "c-2717054291-20171108- 04",

“pitrTimeStanp" : "Novenber 08, 2017 12:43:14 PM UTC',

"pitrSCN' @ "1175058",

“reset LogsTi neStanp" : "Novenber 08, 2017 09:55:34 AM UTC',

“reset LogsSCN' : "1112268",

“oraHoneVersion" : "12.2.0.1.170814 (26723265, 26609817)",

"sql Patches" : "25811364, 26609817",

“backupLogLoc" : "https://swiftobjectstorage. us-phoenix- 1. oracl ecl oud. conf v1/ dbaasi mage/ backupbucket / scaoda702c1nl/ r manl og/
HRDbQu/ 2717054291/ 2017- 11- 08/ r man_backup_2017- 11- 08_12- 42- 41. 0545. | og",

“tdeVal | etLoc" : null,

“dbConfiglLoc" : "https://swiftobjectstorage. us-phoenix-1.oracl ecl oud. conf v1/ dbaasi mage/ backupbucket / scaoda702c1n1/ dbconfi g/
HRDbQu/ 2717054291/ 2017- 11- 08/ DBCONFI G TAG20171108T124407_2017- 11- 08_12- 44-07. 0533. tar. gz",

“nanme" : "Backup_Report_HRDbO',

“createTime" : "Novenmber 08, 2017 12:42:08 PM UTC',

“state" : {

"status" : " CONFI GURED"

I
"updat edTi me" : "November 08, 2017 12:44:12 PM UTC',
“backupReportLogDetai | " : "https://sw ftobjectstorage.us-phoenix- 1. oracl ecl oud. conf v1/ dbaasi mage/ backupbucket / scaoda702c1n1/
rmandet ai | | ogreport/HRDbQu/ 2717054291/ 2017- 11- 08/ rman_| i st _backup_det ai | _2017- 11- 08_12- 44- 04. 0362. | 0g",
“dblnfo" : {
"dbCd ass" : "QOLTP",
"dbType" : "RAC',

"dbShape" : "odbl",
"dbEdi tion" : "EE',
"dbStorage" : "ASM'

b
"dbDat aSi ze" : "1542M,
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"dbRedoSi ze" : "16403M'
}

About Recovery Options

The recovery in Oracle Database Appliance always performs a full database restore or
recover. The recovery options are LATEST, PITR, SCN, and BackupReport.

The following types of recovery are available:

e LATEST: Performs a complete recovery (valid backups and all required archived
logs and online redo logs must be available)

e PITR: Point-in-Time Recovery that performs a recovery to a specified timestamp
within the current incarnation of database

e SCN: SCN-based recovery that performs a recovery is an incomplete recovery to
a specified SCN within the current incarnation of database.

e BackupReport: Performs a recovery based on the Backup Report SCN. The
BackupReport option is similar to SCN, except that the recovery uses the Backup
Report SCN instead of a specified SCN.

Point-in-Time Database Recovery

Point-in-Time Recovery (PITR) recovers the database to a specific point-in-time. You
must use specify the timestamp for this type of recovery.

A point-in-time recovery is often used for the following situations:

* You want to recover the database to an SCN before a user or administrative error.

» Complete database recovery failed because all necessary archived redo logs were
not available.

* A database upgrade fails.

* You are creating a test database or a reporting database from production
database backups.

System Change Number Recovery

A system change number (SCN) is a stamp that defines a committed version of a
database at a point in time. Oracle assigns every committed transaction a unique
SCN. You can recover a database to the latest time or to an SCN.

The database is restored from backups created before the target time, and then
applies incremental backups and logs to re-create all changes between the time of the
data file backups and the end point of recovery. When the end point is specified as an
SCN, the database applies the redo logs and stops after each redo thread or the
specified SCN, whichever occurs first. When the end point is specified as a time, the
database internally determines a suitable SCN for the specified time and then recovers
to this SCN.

SCN is a primary mechanism to maintain data consistency in Oracle database. With
each execution, there is an increase in the count of the SCN. The following are some
examples of areas that use SCN:

1. Redo records. Every redo record has an SCN version of the redo record in the
redo header (redo records can have non-unique SCN). Given redo records from
two threads (as in the case of RAC), recovery will order them in SCN order,
essentially maintaining a strict sequential order.
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2. Data block. Every data block has block SCN (block version). In addition to that, a
change vector in a redo record also has expected block SCN. This means that a
change vector can be applied to one and only version of the block. Code checks if
the target SCN in a change vector is matching with the block SCN before applying
the redo record. If there is a mismatch, corruption errors are thrown.

3. Read consistency. Every query has query environment which includes an SCN at
the start of the query. A session can see the transactional changes only if that
transaction commit SCN is lower then the query environment SCN.

4. Commit. Every commit generates an SCN (commit SCN) that marks a transaction
boundary. Group commits are possible too.

Obsolete Database Backups

It is important to remove older backups once they become obsolete. The type of
backup and the recovery window that you define in the database backup policy
determines when database backups become obsolete.

For level 0 and level 1 backups, run the command odacl i del et e- backup for a
given Database Resource Identifier to delete obsolete backups based on the defined
recovery window.

For Longterm backups, provide the corresponding backup report as an input and use
the command odacl i del et e- backup to delete the backups from Oracle Object
Storage.

Typically, older level 0 and level 1 database backups are considered obsolete and
deleted based on the defined recovery window, as follows:

e Disk: 1-14 days
* Object Storage: 1-31 days

Creating a Mount Point for NFS Backup Location

ORACLE

Create a mount point for the Network File System (NFS) location, to set up the NFS
backup and recovery option.

Follow these steps to create a mount point for the NFS location:
1. Follow these steps on the source machine:
a. Create a sharable location on the source machine and give full permissions to
this directory.

# nkdir /tnp/nfs_test
chmod 777 /tnp/nfs_test

b. Add entries in the / et ¢/ exports file in the format shared_| ocati on
destination_|I Ps (permi ssions).
For example:
# cat /etc/exports

[trnp/nfs_test 192.0.2.1(rw, sync)
[trnp/nfs_test 192.0.2.2(rw, sync)
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c. Restart the NFS server on the host.

# service nfs restart

d. Check the export list for the entries.

# showmount -e
Export list for odal:
[tnp/nfs test 192.0.2.1,192.0.2.2

2. Follow these steps on the client machine:
a. Create a client location on the client machine as the or acl e user.

# sudo -E -u oracle nmkdir /tnp/client_|ocation

b. Mount this location with the source location in the format
mount _server: source_folder client _|ocation.

# mount 192.0.2.3:/tnp/nfs_test /tnp/client_|ocation
c. Check if the mount details are correct:

# nount
192.0.2.3:/tnp/nfs_test on /tnp/client_|location type nfs
(rw, vers=4,addr=192.0.2. 3, clientaddr=192.0. 2. 2)

Specify this NFS location in the backup configuration, either through the Browser User
Interface or CLI commands.

Related Topics

* Preparing for Database Backup to NFS Location
Use the command-line interface to create a policy to backup a database to an
External FRA (NFS Location).

Configuring Agent Proxy Settings for Object Store Access

ORACLE

If the Object Store IP address is accessible only through proxy setup by the Oracle
Database Appliance server, then define the proxy setting for the agent, so that the
agent can access the Object Store.

To create a backup policy that uses Object Store location, the agent must be able to
access the Object Store URL.

1. Define the Htt pProxyHost and Htt pProxyPort settings in the updat e-
agent confi gPar anet er s command.

# odacli update-agent ConfigParaneters -n HttpProxyHost -v www
proxy.test.com-n HtpProxyPort -v 80 -u

Job details

I D: 0bOchf 9b- bOab- 4523- a096- 5dade48f c825
Description: Update agent configuration paraneter val ues
[ Htt pProxyHost, HttpProxyPort]
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Status: Created
Created: Cctober 23, 2018 4:56:53 PM | ST
Message:

Task Nane Start Time End Tinme Status

For more information about the agent conf i gPar anet er s command usage, see
the Oracle Database Appliance Command-Line Interface.

2. Verify that the update succeeded:

# odacli describe-job -i 0bOcbf9b-b0ab- 4523- a096- 5dade48f c825

Job details

I D: ObOchf 9b- bOab- 4523- a096- 5dade48f c825

Description: Update agent configuration paraneter values
[ Htt pProxyHost, HttpProxyPort]

Status: Success

Created: Cctober 23, 2018 4:56:53 PM I ST

Message:

Task Nane Start Time End Tinme Status

3. Runtheli st-agent confi gParanmet er s command to view the changes in the
proxy settings:

# odacli |ist-agentConfigParanmeters

Nane Val ue Description Updated

Ht t pProxyHost www proxy.test.com Cctober 23, 2018 4:56:53 PM I ST

Htt pProxyPort 80 Cctober 23, 2018 4:56:53 PM I ST

Htt psProxyHost Https proxy server host Cctober 23, 2018 12:23:21 AMIST
Htt psProxyPort Https proxy server port Cctober 23, 2018 12:23:21 AMIST
OSPat chRepos Repo list for OS patching Cctober 23, 2018 12:23:21 AM I ST

You can now use the Browser User Interface or the command-line interface to create a
backup policy to use the ObjectStore location for backup.

Related Topics

» odacli update-agentconfig-parameters
Use the odacl i updat e- agent confi g- par anet er s command to modify
configuration variables used by the appliance.

* odacli list-agentconfig-parameters
Use the odacl i |i st-agentconfi g-paramneters command to list
configuration variables used by the appliance.
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Creating a Database Backup Policy

Understand how to create a policy to backup a database to an internal or external
Oracle Fast Recovery Area (FRA) location or to the Object Store using the Browser
User Interface.

ORACLE

The backup policy defines the backup, including the location where you want to store
the backups and the recovery window. Backup to disk requires a lot of disk space (up
to two to three times the size of the database).

Follow these steps to create a backup policy from the Browser User Interface:

1.
2.
3.
4.

5.

Click the Database tab in the Browser User Interface.

Click Backup Policy in the left navigation to display a list of backup policies.

Click Create Backup Policy.

Enter a name for the backup policy and select the number of days for the recovery
window. Select Enable Crosscheck to determine if the files on the disk on in the
media management catalog correspond to data in the RMAN repository. Select
one of the following as the backup destination:

To backup to disk, select Internal FRA as the backup destination.

To backup to the cloud, select ObjectStore as the backup destination. If you
have more than one Object Store, then select the Object Store Credential
Name from the list. Enter a name in the Container Name field.

To backup to an NFS location, select External FRA as the backup destination,
and specify the NFS mount point location.

To not define a destination, select None.

The Backup Policy name must begin with an alpha character and contain only
alphanumeric characters.

The following figure shows the Create Backup Policy page.

ORACLE' patabase Appliance About ¥
Appliance Database  ObjectStore  Monitoring  Activity
Database N
Create Backup Policy
Database
Backup Policy External FRA Mount Point *

Database Home

Patch

Internal FRA

External FRA
Objectstore
None

< Cancel  Create >

Click Create. Click Yes to confirm that you want to create the backup policy.

A link to the job appears. When the job completes successfully, the backup
configuration is ready.

Update an existing database to attach the backup configuration to the database using
the ID or Name. When you attach the backup configuration to a database, the dcs-
agent schedules daily automatic backups for the database.
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Updating a Database with a Backup Policy

Attach a backup policy to a database to define the database backup attributes and
destination.

1.

In the Browser User Interface, click the Database tab, then select a database from
the list.

In the Database Information page, click Apply Backup Policy.
If the action is disabled, then you must create a backup policy.

Select a backup policy from the list of available backup policies, and provide the
Backup Encryption Password. Click Apply.

Expand the Actions menu, then click View to display the Database Information
page.
The details include whether or not Auto Backup is enabled, the Backup

Destination, and options to create a backup, enable or disable automatic backups,
update the database, and archive log backup schedule.

(Optional) Click Manual Backup to create a single backup. Click Update
Database Backup Schedule to schedule automatic backups. Click Update
Archive Log Backup Schedule to schedule archive log backups.

Click the Activity tab to check the job status.

When the job completes successfully, the backup policy is associated with the
database.

Updating a Database Backup Policy

Use the Browser User Interface to update the recovery window, change the
ObjectStore Credential, or change the crosscheck option for a database backup policy.

Crosscheck determines if the files on the disk on in the media management catalog
correspond to data in the RMAN repository.

1.

2.
3.
a

o

ORACLE

Click the Database tab in the Browser User Interface.
Click Backup Policy in the left navigation to display a list of backup policies.
Expand the Actions menu for a backup policy, then click Update.

To change the recovery window, use the up or down arrow to change the number
of days.

To enable or disable the crosscheck, select or deselect Enable Crosscheck.
Click Update. Click Yes to confirm that you want to update the backup policy.

A link to the job appears. When the job completes successfully, the backup
configuration is ready.
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Backing Up a Database Using the Browser User Interface

Apply a backup policy to a database, create a manual backup, update a database
backup schedule, or update an archive log backup.

You can use the Browser User Interface or the command-line interface to create a
database backup. In the command-line interface, use the command odacl i
cr eat e- backup for a specified Database.

Before creating a database backup, you must have a backup policy. The backup policy
defines the recovery window and the backup destination. You must associate a
backup policy with the database, otherwise you cannot create backups.

Follow these steps to backup a database from the Browser User Interface:

1. Inthe Browser User Interface, click the Database tab.
2. Click a database name to select a database from the list.

3. Review the database information, including the backup policy name and
destination details. To select a backup policy for the database, click Apply
Backup Policy. Select a policy and specify the Backup Encryption Password.

4. Click Manual Backup, Update Database Backup Schedule or Update Archive
Log Backup Schedule.

If the action is disabled, then apply a backup policy.
5. Click Yes to confirm the job.

A link to the job appears. When the job completes successfully, the backup is
ready. A list of backups appears at the bottom of the page.

Viewing Backup Reports

Understand how you can use the Browser User Interface to view backup reports.

A report is generated when a database backup is performed. The backup report lists
the type, location, and date and timestamp of the backup.

1. In the Browser User Interface, click the Database tab, then click the database
name in the list of databases.

Information about the database appears on the Database Information page.
2. Scroll to the bottom of the page to view a list of Backups.

3. Click the Job ID for a backup to view the Backup Report and more details about
the backup.

Recovering a Database Using the Browser User Interface

ORACLE

Understand the recovery options available for recovering a database.

1. Inthe Browser User Interface, click the Database tab, then select a database from
the list.

2. On the Database Information page, click Recover.

3. On the Recover Database page, select any of the following recovery options:
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Recover Full Database to the specified Backup: Select the existing backup
from which you want to recover the database

Recover Full Database to the Latest: Select this option to recover the database
from the last known good state, with the least possible data loss.

Recover Full Database to the specified Timestamp: Specify the timestamp to
recover the database.

Recover Full Database to the System Change Number (SCN): Specify the SCN
of the backup from which you want to recover the database.

Specify and confirm the Backup Encryption Password.
Click the Activity tab to check the job status.

When the job completes successfully, the database is recovered as per the
specified recovery options.

Deleting a Backup Using the Browser User Interface

Use the Browser User Interface to delete database backups.

You can delete Level-0, Level-1, and Archive Log backups anytime. To delete long
term backups, you must check the Backup Report for the database to determine when
the backup is obsolete.

1.
2.

Click the Database tab in the Browser User Interface.

Click the database name, in blue font, to display more details about the database
for which you want to delete the backup.

Click Delete Backups .

Select the Backup type you want to delete, whether Level-0, Level-1, and Archive
Log backup or long Term backup, then click Start. Click Yes to confirm that you
want to delete the backup.

A link to the job appears. When the job completes successfully, the backup is
deleted.

Deleting a Backup Policy

Use the Browser User Interface to delete a database backup policy.

1.
2.
3.

Click the Database tab in the Browser User Interface.
Click Backup Policy in the left navigation to display a list of backup policies.

Expand the Actions menu for a backup policy, then click Delete. Click Yes to
confirm that you want to delete the backup policy.

A link to the job appears. When the job completes successfully, the backup policy
is deleted.

Using the CLI to Backup, Restore, and Recover

Use the command-line interface to backup, restore, and recover databases.

ORACLE
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Preparing for Database Backup to Disk
Use the command-line interface to create a policy to backup a database to the
Oracle Fast Recovery Area (FRA) of a disk.

Preparing for Database Backup to NFS Location
Use the command-line interface to create a policy to backup a database to an
External FRA (NFS Location).

Preparing for Database Backup to Oracle Cloud
Create a backup configuration to backup a database to Oracle Cloud Infrastructure
Object Storage.

Backing Up a Database with the CLI
Create a level 0, level 1, LongTerm database backup, or archivelog backup with
the command-line interface.

Recovering a Database with the CLI
Recover the database to the system using a Backup Report, point-in-time recovery
(PITR), a system change number (SCN), or from the latest backup time.

Restoring a Database with the CLI
Restore a database to a system from Oracle Object Storage using a Backup
Report and the command-line interface.

Deleting Backups with the CLI
Delete older, obsolete level 0, level 1 and long term backups.

Preparing for Database Backup to Disk

Use the command-line interface to create a policy to backup a database to the Oracle
Fast Recovery Area (FRA) of a disk.

ORACLE

You can create a backup policy using the Browser User Interface or the command-line
interface. Most of the backup and recovery commands enable you to provide either a
resource name or resource ID to identify the database.

Backup to disk or the Backup to Internal FRA option in the Browser User Interface,
requires a lot of disk space (up to two to three times the size of the database).

Follow these steps to create a backup policy through the command-line interface:

1.

Create a BackupConfig object (backup configuration) using the command odacl i
creat e- backupconfi g.

The backup configuration defines the backup, including the location where you
want to store the backups and the recovery window.

The following example creates a backup configuration named nkgldai | ydi skwith
a backup to di sk and a 1 day recovery window.

# odacli create-backupconfig -d Disk -n nkgldailydisk -w1
Check the job status.

# odacli list-jobs

When the job completes successfully, the backup configuration is ready.
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3. Update an existing database to attach the backup configuration to the database
using the ID or Name.

When you attach the backup configuration to a database, the dcs- agent
schedules daily automatic backups for the database.

The following example uses the Database Resource ID and Backup Configuration
ID:

# odacli update-database -i d3c4d8f 6-5eb7- 4f 9e- ab27- 7bdd5013ac90 - bi
9d942e0a- ba00- 4cbc- 9bf b- 0de83ed279e5 - bp

The following example uses the Database Resource Name, nydb and the Backup
Configuration Name, nydb:

# odacli update-database -in nydb -bin mybcfg -bp

You can create manual backups or scheduled backups to disk.

Preparing for Database Backup to NFS Location

ORACLE

Use the command-line interface to create a policy to backup a database to an External
FRA (NFS Location).

You can create a backup policy using the Browser User Interface or the command-line
interface. Most of the backup and recovery commands enable you to provide either a
resource name or resource ID to identify the database.

Backup to NFS location or the Backup to External FRA option in the Browser User
Interface, requires creation of an NFS mount point.

Follow these steps to create a backup policy through the command-line interface:

1. Create a BackupConfig object (backup configuration) using the command odacl i
cr eat e- backupconfi g.

The backup configuration defines the backup, including the location where you
want to store the backups and the recovery window.

The following example creates a backup configuration named nkgldai | ydi skwith
a backup to di sk and a 1 day recovery window.

# odacli create-backupconfig -d NFS -n nkgldailynfs -c¢ absol ute-path-to-
parent-directory-for-NrFS-destination -w 1

2. Check the job status.

# odacli list-jobs

When the job completes successfully, the backup configuration is ready.

3. (Optional) Update an existing database to attach the backup configuration to the
database using the ID or Name.

When you attach the backup configuration to a database, the dcs- agent
schedules daily automatic backups for the database.
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The following example uses the Database Resource ID and Backup Configuration
ID:

# odacli wupdate-database -i d3c4d8f6-5eb7-4f 9e-ab27- 7bdd5013ac90 - bi
9d942e0a- ba00- 4chc- 9bf b- 0de83ed279e5 - bp

The following example uses the Database Resource Name, mydb and the Backup
Configuration Name, nydb:

# odacli update-database -in nydb -bin mybcfg -bp

You can create manual backups or scheduled backups to NFS location.

Related Topics

Creating a Mount Point for NFS Backup Location
Create a mount point for the Network File System (NFS) location, to set up the
NFS backup and recovery option.

Preparing for Database Backup to Oracle Cloud

Create a backup configuration to backup a database to Oracle Clo